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Wireless Network Physical Layer Security with Smart Antenna

Ting Wang

(ABSTRACT)

Smart antenna technique has emerged as one of the leading technologies for enhancing the quality

of service in wireless networks. Because of its ability to concentrate transmit power in desired di-

rections, it has been widely adopted by academia and industry to achieve better coverage, improved

capacity and spectrum efficiency of wireless communication systems. In spite of its popularity in

applications of performance enhancement, the smart antenna’s capability of improving wireless

network security is relatively less explored. This dissertation focuses on exploiting the smart an-

tenna technology to develop physical layer solutions to anti-eavesdropping and location security

problems.

We first investigate the problem of enhancing wireless communication privacy. A novel scheme

named “artificial fading” is proposed, which leverages the beam switching capability of smart an-

tennas to prevent eavesdropping attacks. We introduce the optimization strategy to design a pair of

switched beam patterns that both have high directional gain to the intended receiver. Meanwhile,

in all the other directions, the overlap between these two patterns is minimized. The transmit-

ter switches between the two patterns at a high frequency. In this way, the signal to unintended

directions experiences severe fading and the eavesdropper cannot decode it. We use simulation

experiments to show that the artificial fading outperforms single pattern beamforming in reducing

the unnecessary coverage area of the wireless transmitter.

We then study the impact of beamforming technique on wireless localization systems from the

perspectives of both location privacy protection and location spoofing attack.

For the location privacy preservation scheme, we assume that the adversary uses received signal

strength (RSS) based localization systems to localize network users in Wireless LAN (WLAN).

The purpose of the scheme is to make the adversary unable to uniquely localize the user when

possible, and otherwise, maximize error of the adversary’s localization results. To this end, we



design a two-step scheme to optimize the beamforming pattern of the wireless user’s smart antenna.

First, the user moves around to estimate the locations of surrounding access points (APs). Then

based on the locations of the APs, pattern synthesis is optimized to minimize the number of APs

in the coverage area and degenerate the localization precision. Simulation results show that our

scheme can significantly lower the chance of being localized by adversaries and also degrade the

location estimation precision to as low as the coverage range of the AP that the wireless user is

connected to.

As personal privacy preservation and security assurance at the system level are always conflictive to

some extent, the capability of smart antenna to intentionally bias the RSS measurements of the lo-

calization system also potentially enables location spoofing attacks. From this aspect, we present

theoretical analysis on the feasibility of beamforming-based perfect location spoofing (PLS) at-

tacks, where the attacker spoofs to a target fake location by carefully choosing the beamforming

pattern to fool the location system. The PLS problem is formulated as a nonlinear feasibility

problem, and due to its intractable nature, we solve it using semidefinite relaxation (SDR) in con-

junction with a heuristic local search algorithm. Simulation results show the effectiveness of our

analytical approach and indicate the correlation between the geometry of anchor deployment and

the feasibility of PLS attacks. Based on the simulation results, guidelines for guard against PLS

attacks are provided.

This work is supported in part by National Science Foundation fund number ECCS-0802112 and

the Institute for Critical Technology and Applied Science (ICTAS).
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Chapter 1

Introduction

1.1 Background

Smart antenna technique has emerged as one of the leading technologies for enhancing the overall

performance of wireless communication systems. It utilizes the diversity created by the multiple

antenna elements of the antenna array to perform spatial filtering on both the transmitted and

received signals, which cannot be done by conventional omnidirectional antennas. This unique

advantage of the smart antenna enables signal processing in the spatial domain in addition to the

time and frequency dimensions. Numerous studies have been done to explore the use of smart

antenna technique to improve the quality of service in wireless networks. Some of the existing

wireless communication infrastructures have already implemented smart antennas to achieve better

coverage, improved capacity and higher transmission quality. However, the ability of the smart

antenna technique in the field of wireless network security is comparatively less explored. Until

very recently, the utilization of smart antenna in communication security has been mostly focused

on spatially concentrating transmit power and using multiple-input and multiple-output (MIMO) to

create artificial noise for the purpose of anti-eavesdropping. This dissertation aims to exploit novel

applications of the smart antenna technique to the security of wireless network physical layer.

1
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1.2 Smart Antenna Meets Network Security and Privacy

Most of the security problems in network physical layer are related to the fact that in wireless

communication, information is exchanged over the air and may be captured or interfered by ad-

versaries. The aim of physical layer security is to ensure reliable delivery of information to the

intended receiver and, at the same time, prevent malicious access and interferences. Both these

two aspects are highly influenced by the status of the wireless communication channel. While the

channel variation due to the natural environment is beyond our control, the powerful smart antenna

technology makes signal tuning at the transmitters and receivers a possible solution to get control

over the wireless communication links.

Smart antenna techniques are known for their capabilities in increasing communication range,

interference reduction, spatial reuse, etc. In the area of wireless network security, the most popular

application of smart antenna is anti-eavesdropping. In [12] and [43], the authors propose to use a

collaboration of multiple APs equipped with smart antenna arrays to reduce the region exposed to

eavesdroppers. In [46] and [48] antenna array redundancy is utilized to create random interference

to the eavesdropping channel. In [26] and [97], the authors introduce artificial noise produced

by smart antenna to confuse the eavesdroppers with carefully designed noise signals, which can

be canceled at the intended receiver. Other than anti-eavesdropping, directional antenna also has

been used to prevent wormhole attacks in [35]. The authors in [91] developed a system named

“SecureAngle” which leverages angle-of-arrival (AoA) information measured by antenna array

to construct signatures that uniquely identify wireless users and set up virtual fences to enhance

network security.

All the above applications show the effectiveness of smart antenna in enhancing security of wireless

networks. However, things that we can do with smart antenna are absolutely not limited to these

applications. This dissertation proposes three novel security approaches based on smart antenna in

wireless network physical layer. The topics include potential threats and security solutions for the

communication privacy and radio positioning based on beamforming of the smart antenna.
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1.3 Scope of the Dissertation

According to the layered model of network architecture, security issues vary in different network

layers. This dissertation concentrates on the security and privacy issues in the wireless network

physical layer. Physical layer security approaches are independent of and can be complementary to

upper layer security approaches such as data encryption. Particularly, the goal of this dissertation

is to exploit the capability of smart antenna to solve problems of anti-eavesdropping and location

security.

Anti-eavesdropping aims at securing the confidentiality of the transmitted data and has always

been an active research topic in wireless communication. We revisit this old topic and develop a

novel scheme to tackle this problem using beamforming of smart antenna.

Comparatively, location security involves new issues raised after the development of localization

technique. On one hand, the localization systems are targeting accurate location estimation of all

wireless nodes in civil and military applications. The location estimation results may be used by

location based service (LBS), location based access control (LBAS) and other critical systems.

Ambiguous or unrevealed location information will degenerate the performance of the localization

systems or even fail the functionality of the system. On the other hand, accurate localization con-

flicts with the users’ interests of privacy protection. Especially if the control of the localization

system or the location estimation results can be potentially taken over by malicious parties, the

location privacy of the users is in danger and further attacks based on the users’ location infor-

mation can be threatening. This is a reflection of the contradiction between security and privacy.

In this dissertation, both the security and privacy aspects of the location related issues in wireless

networks are studied.
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1.4 Contributions and Dissertation Organization

This dissertation presents novel solutions to the problems of anti-eavesdropping and location se-

curity in the network physical layer by leveraging the smart antenna technology.

First, we present a novel physical layer security strategy named “artificial fading” to enhance pri-

vacy of wireless communication [86]. It employs a smart antenna array at the sender to period-

ically switch the radiation pattern between a pair of predesigned beamforming patterns at a high

frequency. These two patterns are designed to both have high constant directional gain towards the

intended receiver. However, in all the other directions, the overlapping area between them is min-

imized. In this way, the double-beam switching process intentionally creates a fast fading effect,

named artificial fading, to severely degenerate the signal in the unintended directions and hence

reduce the unnecessary coverage. Therefore, there is little space where an eavesdropper can get the

signal and, hence, the transmitted information is protected. Simulation experiments show that our

anti-eavesdropping scheme outperforms single pattern beamforming in reducing the unnecessary

coverage area exposed to eavesdroppers.

Second, we propose a location privacy protection scheme against received signal strength (RSS)

based localization systems using beamforming [85]. We use a smart antenna array to change the

wireless terminal’s radiation pattern from omnidirectional to an optimized beamforming pattern.

The radiation pattern reduces the number of valid RSS measurements that can be obtained by the

localization system and also introduces large bias to the location estimation results. At the same

time, the proposed pattern synthesize scheme ensures that the wireless terminal’s communication

quality is intact. To our best knowledge, our work is the first application of pattern synthesis for

the purpose of protecting location privacy of wireless network users.

Third, we investigate the feasibility of location spoofing attacks using transmit beamforming.

Specifically, this study focuses on the location spoofing attack that is targeting a particular fake

location, and we name it perfect location spoofing (PLS) [87, 84]. The problem of PLS feasibility

is formulated as a nonlinear programming problem, which is proven to be NP-hard. We solve it
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using semidefinite relaxation combined with a heuristic local search algorithm. The effectiveness

of the proposed solution is validated by simulation experiments. In addition, by analyzing the sim-

ulation results, the following questions are explored: how is the feasibility of PLS attacks related

to the density and geometry of the anchor deployment of the location system? What kind of anchor

deployment is good for guard against PLS attacks? Given certain anchor deployment and a specific

fake location, where could the attacker be hiding to launch a PLS attack? The answers to the above

questions provide a means to evaluate the robustness of RSS based localization system in terms of

attack resistance and give insightful guidance for spoof resistant anchor deployment.

This dissertation is structured as follows:

• Chapter 2 introduces the preliminary knowledge related to this dissertation, which includes

physical layer security and privacy in wireless networks, smart antenna fundamentals and

localization techniques.

• Chapter 3 presents the novel idea of artificial fading, which is produced by smart antenna

beam-switching. The method for designing optimal switched beamforming patterns to gen-

erate artificial fading is introduced in detail and the evaluation of the performance of the

proposed scheme is provided.

• Chapter 4 proposes the smart antenna based location privacy protection scheme against RSS

localization systems. Simulation results are provided to show the effectiveness of the pro-

posed scheme.

• Chapter 5 investigates the feasibility of PLS attacks using beamforming. The formulation

and solution to the PLS problem are introduced throughly. Strategies for defence against

PLS attacks are also discussed.

• Chapter 6 concludes the dissertation.



Chapter 2

Preliminaries

This chapter introduces the background knowledge that is related to this dissertation, which covers

wireless network physical layer security and privacy as well as smart antenna and localization

techniques. Information in this chapter will facilitate the understanding of the concepts that are

used throughout this dissertation.

2.1 Physical Layer Security Threats

Most of the physical layer attacks target the open peer-to-peer network architecture and the shared

wireless medium of wireless networks. An exhaustive overview of physical layer security can be

found in [89, 93, 90]. We group physical layer attacks roughly into three categories according to

their direct impacts, which are attacks to network infrastructure, attacks to communication content

and attacks to user identity information.

6
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2.1.1 Attacks to Network Infrastructure

The most straightforward way to attack a wireless network is by tampering the network devices. If

a node of the network is compromised, the attacker can steal whatever information that is generated

by this node or sent to this node. Moreover, the attacker can further launch denial-of-services

(DOA) attacks to damage the network. Especially when the tampered node is the access point of

the network, the damage caused by the attack is even more severe.

2.1.2 Attacks to Communication Content

Attacks to communication content aim at either stealing confidential data, which is realized by

eavesdropping attacks, or intercepting the data communication, which is realized by jamming at-

tacks.

Eavesdropping

Eavesdropping attacks exist in both wired and wireless networks. For wired networks, the attack-

ers need to physically intrude into the network to wiretap the communication data. Whereas, in

wireless networks, the signal is broadcasted over the air and as long as the attackers are located

inside the coverage area of the transmitter, they can hear the signal. In addition, the more sensitive

the attackers’ receivers are, the more capable they are to capture weak signals. Therefore, wireless

networks are more prone to eavesdropping attacks.

Jamming

Jamming attacks disrupt wireless communication without physical intrusion to the network infras-

tructures. The logic of the attack is to introduce intense interference to occupy the frequency bands

used by the wireless network, and the regular communication between legitimate wireless nodes is

disrupted due to the strong interference.
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2.1.3 Attacks to Identity Information

Identity attacks in wireless networks cover two types of attacks. One is user privacy violation and

the other is identity spoofing.

Location Privacy Violation

From the user privacy point of view, identity attacks can be any illegal access to the personal in-

formation of wireless network users. For upper layers of wireless networks, privacy is considered

related to the user account, IP address, MAC address, etc. However, in physical layer, user identity

is linked to location and can be revealed by the radio signal [8]. Physical layer localization tech-

nology takes advantage of the broadcast nature of radio signal to pinpoint the location of wireless

transmitters. With localization systems, the attackers can localize a particular user and track the

movement of the user. Given the location and movement information, it is not difficult for the

attackers to figure out the user’s identity and even more confidential information.

Location Spoofing

From the system security aspect, forged identity is often the basis for other forms of attacks. In

the upper layers of networking, identity spoofing can be IP spoofing and MAC address spoofing.

In the physical layer, identity spoofing can be realized by location spoofing. For self-localization

systems, the attackers may report fake location information to the system. In passive location

systems, the attackers can manipulate the features of the radio signal and masquerade to be at fake

locations [45] to forge their identities.

Due to the open nature of wireless networks, wireless localization is vulnerable to malicious at-

tacks. In [17], it is experimentally shown that by attenuating or amplifying the RSS readings at the

anchors, the localization system may conclude in false location estimation. Bauer et al. show that

attackers with directional antennas [7] have the ability to bias the location estimation to a direc-

tion of their choice in addition to introducing significant localization errors. The requirements for
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successful GPS spoofing attacks are analyzed in [80].

2.2 Physical Layer Security Approaches

In this part, we briefly introduce existing security approaches for solving the attacks mentioned in

last section.

Infrastructure Protection

In order to protect network infrastructures from attacks, hardware based schemes are a straightfor-

ward choice. In [13], defense techniques based on processor monitoring are proposed to prevent

attacks to routers. Upper layer authentication and authorization protocol can also be helpful. A

centralized provisioned management structure is proposed in [33] to disseminate network policies

and administration privileges to all the devices that make up the network infrastructure.

Anti-eavesdropping

Besides the smart antenna-based anti-eavesdropping schemes that are summarized in Section 1.2,

cryptographic [55] is also widely used to make it extremely difficult for the eavesdroppers to un-

derstand the transmitted data even if they can hear it. In this way, the data carried by the wireless

signal stays secured.

Anti-jamming

The most commonly used anti-jamming technique is spread spectrum which has two kinds of

implementation. One is frequency-hopping spread spectrum (FHSS), which changes the frequency

band of the wireless signal randomly, so that it is quite difficult for the attackers to capture the

signal. The other is direct-sequence spread spectrum (DSSS), which spreads the signal energy to
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cover a wide rage of frequency bands, such that the signal is indistinguishable from noise [78].

Privacy Preservation

To protect location privacy of wireless network users, in [37] Jiang et al. use intelligent transmit

power control (TPC) to reduce the APs in range to reduce the chance of being localized. In [88], a

physical layer location privacy scheme with beamforming against AOA based localization systems

is proposed. An approach named “Phantom” is proposed in [57] which leverages synchronized

transmissions among multiple close-by mobile devices to create forged locations and obfuscate

adversary’s location systems.

Secure Localization

A few robust localization schemes have been proposed to countermeasure malicious attacks. A

secure localization and key distribution scheme named “Secure Walking GPS” is introduced in

[54] to cope with the Dolev-Yao, the wormhole, and the GPS-denial attacks. The authors in [23]

design an attack-resistant fingerprinting based localization algorithm using a probabilistic inclusive

disjunction model. Bao and Liang propose an algorithm that uses the sensor node votes to improve

the safety performance of node positioning in wireless sensor networks [6]. Statistical analysis

is also a powerful tool to detect and eliminate biased RSS measurements under signal strength

attacks [17, 45, 47].

2.3 Smart Antenna Fundamentals

A smart antenna generally represents any antenna array that is capable of adjusting or adapting

its radiation pattern according to application requirements, such as enhancing signals of interest

and minimizing interferences [30]. Figure 2.1 illustrates the basic idea of smart antenna pattern

synthesis. Each of the antenna elements contributes to the final output based on its associated
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complex weight, which adjusts the amplitude and phase of the antenna element. The combination

of all the weighted excitations determines the total radiation gain of the antenna array. Following

the same principle, a smart antenna array can be constructed with a variety of geometries, like

linear array, circular array, planar array and 3-dimensional array.

Figure 2.1: Pattern synthesis of smart antenna.

2.3.1 Types of Smart Antenna

Basically there are two ways to realize smart antennas, which are switched beam and fully adaptive

array. Although both of them have the functionality of adjusting the beam patterns, their degrees

of “smartness” are different according to the flexibility in pattern synthesis.

Switched Beam Antenna

The switched beam is an easy implementation of smart antennas. In this approach, an antenna

array has several fixed beam patterns with a narrow beamwidth. Usually, these beam patterns are
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obtained by shifting one directional beam pattern. For application in either the transmitter or the

receiver, simple algorithm can be used to adjust the phase of the antenna elements and steer the

beam pattern to point to the optimum direction. Switched beam antennas can provide significant

improvement in signal coverage and channel capacity compared with traditional omnidirectional

antennas. However, its performance is limited due to lack of flexibility in tuning the beam patterns.

Adaptive Array Antenna

Fully adaptive antenna arrays are much more powerful than switched beam antennas. Sophisticated

signal processing algorithms are adopted to dynamically optimize the synthesized beam pattern.

In this way, it can perform rapid reactions to the changing wireless channel condition and system

requirement. For transmitter beamforming, it is able to track the mobility of the desired user

to provide consistent high quality signal to the mobile user, while at the same time minimize

the interference to other users by forming nulls in their directions. For receiver beamforming,

adaptive antennas can mitigate the interferences as well as multipath effects to get a better signal-

to-interference ratio. However, all these nice features are achieved at the cost of high complexity

of the signal processing algorithm and high computational requirement.

2.3.2 Applications of Smart Antenna

Smart antenna is a promising technique which has already fundamentally boosted multiple appli-

cations in wireless communication [81]. In this part, we present several representative applications

of the smart antenna technique.

Power Efficiency Enhancement

Conventional antennas transmit wireless signal with omnidirectional patterns even if the intended

receivers are only in a particular direction. As a result, most of the transmit energy is actually

wasted. With a smart antenna, the transmitter can selectively concentrate the transmit power to the
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directions of the intended receivers. Thus, compared with conventional antennas, smart antennas

are capable of serving the same users with less power consumption and reaching users in longer

distances using the same power consumption.

Channel Capacity Enhancement

There are several advantages of using smart antenna for communication to improve wireless chan-

nel capacity. First, the use of directional beams results in reduced interference, better signal-to-

interference ratio and hence, improved capacity [10]. Second, the smart antenna is a helpful tool

to mitigate multipath effects [75]. Third, the smart antenna enables multiple-input multiple-output

(MIMO) and thus achieves better communication performance with spatial diversity.

Spatial Division Multiple Access (SDMA)

With the advanced spatial processing capability, the smart antenna is able to locate multiple users

and create a separated sector for each user. In this way, multiple users can share the same frequency

band at the same time with an angular separation. This technology significantly improves the

frequency reuse and hence, increases the system capacity and reduces the infrastructure cost [9].

Direction Finding

Direction finding is another important application of smart antennas [65, 68]. On one hand, it

is helpful for targeting the intended receiver when adjusting and steering the directional beam

patterns. On the other hand, direction finding is the fundamental requirement of Direction of

Arrival (DOA) based localization techniques.
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Security Enhancement

One straightforward security benefit of using smart antennas in communication is that the wireless

signal will be more concentrated to the intended receiver. The reduced signal radiation to other

directions results in lower chances of eavesdropping attacks. In this dissertation, we will further

exploit the potential of smart antennas in security aspects. We will investigate the cases where

smart antennas are utilized to ensure physical layer security, as well as launch attacks to wireless

networks.

2.4 Localization Techniques

Wireless localization has been a long standing research topic and the recent location based services

(LBSs) have greatly promoted the rapid development of localization techniques. In this section, we

first provide a brief overview of the existing location schemes. Then, we introduce the potential at-

tacks to localization systems and the countermeasures that have been developed for attack-resistant

localization.

Based on the mechanisms used for position estimation, we group the existing localization schemes

roughly into four categories: range-based, fingerprinting-based, connectivity-based and hybrid

positioning.

2.4.1 Range-based Positioning

In range-based localization systems, the distance information can be obtained from RSS and time

of arrival (TOA) measurements. For RSS based schemes, the distance from the transmitter to the

receiver is estimated using radio signal propagation and attenuation models [63, 39, 94]. Similarly,

TOA based schemes use the signal propagation delay to calculate the distance [59, 19, 27]. With

these estimated distances, the localization result is obtained geometrically by trilateration. Besides

trilateration, another range-based mechanism of positioning is triangulation, where the wireless
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signal’s angle of arrival (AOA) is measured by receivers equipped with antenna arrays [56, 64].

Positioning using triangulation is based on the principle that in a triangle graph, if the positions of

the vertices are already known and the angles from a point inside this triangle to the vertices are

given, the position of the interior point can be determined.

2.4.2 Fingerprinting-based Positioning

Fingerprinting-based schemes follow a common two-phase framework for location estimation, al-

though they may use different kinds of signal measurements. Before the positioning system can

operate, an off-line phase is necessary to collect sensing data that carries location dependent fea-

tures and create the fingerprint database. During the on-line phase, the location of the wireless

radio is estimated using classification algorithms based on the fingerprint database. RSS of Wire-

less LAN signals is the most widely used measurement for fingerprinting-based schemes [4, 5, 38,

25, 71, 70]. In addition, in [16], FM broadcast radio signals are used for indoor fingerprinting

because they are less susceptible to human presence, multipath and fading. The authors in [3]

construct fingerprint by combining the optical, acoustic and motion attributes captured by sensors

on a mobile phone.

2.4.3 Connectivity-based Positioning

As the name suggests, connectivity-based algorithms use merely the connectivity information to

estimate the position of wireless radios. In [11], a node calculates the centroid of its proximate ref-

erence points to localize itself using a simple connectivity metric. An approximate point-in-triangle

test (APIT) positioning scheme is presented in [34]. Location algorithms using multidimensional

scaling are introduced in [73, 72].
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2.4.4 Hybrid Positioning

Recently, smartphone localization has attracted tremendous interest, and the variety of sensors in

smartphones enable new hybrid positioning schemes, which take advantage of multimodal sensing

to achieve better location accuracy and independence from infrastructure. Constandache et al.

develop a war-driving free human localization system which uses the accelerometer and compass

readings from smartphones to capture users’ movement traces [20, 21]. The authors in [96] propose

a technique called EV-Loc which integrates electronic and visual signals to improve the accuracy

of wireless localization. Acoustic ranging estimates among peer phones are utilized to assist WiFi

based localization for improved accuracy in [49]. Other location schemes based on multimodal

sensing can be found in [69, 83, 52].



Chapter 3

Enhancing Wireless Communication

Privacy with Artificial Fading

This chapter addresses the problem of anti-eavesdropping in wireless network physical layer. The

main contribution of this chapter is twofold. First, we propose a novel concept of artificial fading

that is produced by double-beam switching of smart antenna array to intentionally corrupt un-

wanted wireless communication links. Second, we develop a physical layer anti-eavesdropping

scheme to minimize the unnecessary coverage area, and hence, lower the chance of being eaves-

dropped. Our anti-eavesdropping scheme employs smart antenna with two synthesized radiation

patterns, which are optimized to provide good signal quality to the intended receiver, while their

overlap apart from the intended direction is minimized. During the transmission, the transmitter pe-

riodically alternates between the two optimized patterns at a high frequency, which produces severe

fading to the received signal in undesired directions. Since such signals are corrupted and cannot be

decoded, eavesdropping is prevented. Simulation experiments show that our anti-eavesdropping

scheme outperforms single pattern beamforming in reducing the unnecessary coverage area ex-

posed to eavesdroppers.

17



Ting Wang Chapter 3. Enhancing Wireless Communication Privacy with Artificial Fading 18

3.1 Introduction

With the advances in wireless data networking, the amount of confidential information communi-

cated through “free medium” is greater than ever. However, leaving those important data floating

in the space is dangerous and vulnerable to eavesdropping attack.

Generally, there are two complementary types of schemes to combat eavesdropping attack. The

first type includes cryptographic techniques which are based on the premise that deciphering with-

out knowledge of the secret key is computationally infeasible [55]. The second type is physical

layer security schemes that aim at hiding the protected radio signal to the passive eavesdroppers.

In this chapter, we focus on the latter.

Physical layer security schemes are usually following two concepts: intentionally adding interfer-

ence to the eavesdropping channels or reducing the coverage region of the transmitter. To generate

interference to the eavesdropping channels, the authors in [46] and [48] use antenna array redun-

dancy to create random interference to the eavesdropping channel, while in [26] and [97], artificial

noise is introduced to confuse the eavesdropper with carefully designed noise signals which can be

canceled at the intended receiver. These schemes require that the channel response from the trans-

mitter to the receiver is perfectly estimated and known to the transmitter. This is realized by either

assuming that the communication channel is reciprocal or the transmitter gets feed back about the

channel information from the receiver. On the other hand, methods that reduce coverage region

lower the chances of eavesdropping by stopping the eavesdroppers from hearing the transmitted

signal. In [12] and [43], the authors propose to use collaboration of multiple Access Points (APs)

equipped with smart antenna arrays to reduce the region exposed to eavesdroppers. These schemes

modify the network protocol to segment the original network packets into fragments. These frag-

ments then are sent by different APs. These schemes are only applicable to network infrastructures

with high density of APs.

In this chapter, we present a novel physical layer security strategy named “artificial fading” to

reduce the coverage region of a transmitter. We employ smart antenna array at the sender to
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periodically switch the radiation pattern between a pair of predesigned beamforming patterns at

a high frequency. These two patterns are designed to both have high constant directional gain

towards the intended receiver. However, in all the other directions, the overlapping area between

them is minimized. In this way, the double-beam switching process intentionally creates a fast

fading effect, named artificial fading, to severely degenerate the signal in the unintended directions

and hence reduce the unnecessary coverage. Therefore, there is little space where an eavesdropper

can get the signal and, hence, the transmitted information is protected. The detailed contributions

of our work are as follows:

• We present the novel concept of artificial fading to support physical layer anti-eavesdropping.

• We propose the method for designing optimal switched beamforming patterns to generate

artificial fading.

• We provide insightful evaluation of the performance of the proposed artificial fading scheme.

Comparing to existing approaches, artificial fading has the following benefits: First, it does not re-

quire special deployment of the network infrastructures; Second, it does not require collaboration

from other nodes in the network. Our work shows that when single pattern beamforming scheme

already reaches the optimum of minimizing unnecessary coverage area, we are still able to further

reduce the unnecessary coverage area using artificial fading.

The rest of this chapter is organized as follows. The backgrounds about terminologies, threat model

and smart antenna are introduced in Section 3.2. Section 3.3 describes the proposed scheme,

artificial fading, and analyze its effectiveness for anti-eavesdropping. The modeling of antenna

pattern optimization is presented in section 3.4. Experimental results are reported in Section 3.5.

Section 3.6 discusses and Section 3.7 concludes the chapter.
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3.2 Background

In this section we present the important definitions used throughout this chapter and introduce the

threat model of eavesdropping attacks.

3.2.1 Definitions of Different Signal Coverages

Generally, the “coverage area” can be understood as the locations where the radiated signal can be

heard, or, the area within which a wireless network user can successfully use the network service.

However, the coverage areas can be classified into various levels which require different signal

qualities. Thus, to be specific, we present the definitions of coverage areas under different signal

quality requirements and use different names to differentiate them throughout this chapter.

Effective Coverage

The region within which the signal quality is good enough for successful decoding of the transmit-

ted signal.

Invalid Coverage

The region where the existence of the transmitted signal can be detected but the signal quality is

not good enough for decoding the signal.

Unnecessary Coverage

The region apart from the target receiver within the effective coverage area. It has little contribu-

tion to the wireless link between the transmitter and the receiver. However, it brings the risk of

eavesdropping. Our proposed scheme aims at reducing this unnecessary coverage area, and hence,

lowers the chance of being eavesdropped.
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Figure 3.1: Eavesdropping threat.

3.2.2 Eavesdropping Threat Model

We assume that a communication link is set up between a pair of legitimate nodes. Packets carrying

confidential information are broadcasted over the air. As an example illustrated in Figure 3.1, the

effective coverage region of the transmitter is represented by the shaded area. A node, either the

receiver or an adversarial eavesdropper, can receive the packets as long as it is located within the

effective coverage of the transmitted signal. Thus an eavesdropper within the effective coverage

can silently sniff the transmitted packets. Even if the leaked packets are encrypted, the eavesdrop-

per may take effort to crack the encryption to extract the original data, or do data mining to obtain

valuable information.

As we can see, the larger the effective coverage, the higher the risk of eavesdropping. Thus in this

chapter, the objective of our strategy is to reduce the unnecessary coverage apart from the direction

to the receiver. By using smart antenna array at the transmitter to concentrate the transmit power

towards the receiver, the unnecessary coverage can be reduced. However, the reduction is limited

by the directivity of a antenna array. In this work, we propose the concept of “artificial fading”,

which is realized by double-beam switching of smart antenna array, to break the limit of coverage

reduction supported by a single beamforming pattern and therefore make much larger reduction on

unnecessary coverage.
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3.2.3 Smart Antenna Beamforming

A smart antenna array consists of multiple antenna elements. The geometric arrangement of the

antenna elements varies according to different designs. However, the common idea of smart an-

tenna arrays is that the amplitudes and phases of the current excitations to the antenna elements are

controlled to obtain a desired synthesized radiation pattern. Mathematically, the current excitations

are modeled as a complex weight vector. The process of adjusting the complex weight vector to

synthesize a desired pattern is called beamforming [30]. Traditionally, beamforming is considered

more suitable to be implemented at the APs or base stations in wireless networks. However, recent

studies show that beamforming can also be realized on mobile devices [66, 95].

A fully adaptive smart antenna array has both static and dynamic capabilities of beamforming.

The static beamforming capability is the ability to produce a specific pattern that satisfies the

application requirement, such as minimizing the side lobe level when given a fixed main beam

width, and vice versa. On the other hand, the dynamic capability means that the smart antenna is

able to vary the synthesized pattern dynamically to meet the changing requirement. One metric for

the dynamic performance of smart antennas is the transition time between two radiation patterns.

Currently, advanced smart antenna products are able to switch beam patterns in sub-microsecond

given the predefined beamforming patterns [58]. Some of them can even finish the pattern re-

configuration in tens of nanoseconds [12]. Thus using the advanced smart antenna hardware, the

operation of our artificial fading scheme can be fulfilled within a very short period.

3.3 Artificial Fading

This section provides detailed introduction to the effectiveness of artificial fading.
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3.3.1 Concept

Traditional beamforming based anti-eavesdropping methods based on smart antenna reduce the

unnecessary coverage by simply reducing the transmit power to unintended directions, whereas

the suppression capability is quite limited, especially for antenna array with fewer elements. This

bottleneck is caused by the tradeoff between the side lobe level and the main beam width of a

synthesized beamforming pattern, which means that if we want to decrease either the side lobe

level or the main beam width, we have to increase the other. To break this bottleneck, we employ

a smart antenna array at the transmitter end to produce two switched beamforming patterns. These

two beamforming patterns are designed to satisfy two requirements. First, in the direction to the

receiver, they both have persistent high directional gain to ensure good signal quality to the receiver.

Second, in all the other directions, the overlap between these two patterns is minimized, meaning

that the high gain directions of one beamforming pattern correspond to the null directions of the

other beamforming pattern. Figure 3.2 is a simple illustration of the described pattern pair. During

the transmission, the smart antenna array alternates between these two patterns at a high frequency.

As a result, the receiver is getting persistent high quality signal, while in other directions, the RSS is

changing dramatically and only incomplete frame fractions can be detected, which cannot be used

to successfully recover the original signal. This periodical severe variation of the signal strength

acts similarly to signal fading in wireless communication channels. Thus we name such signal

variation intentionally produced by beam switching of smart antenna as “Artificial Fading”. The

locations where only incomplete frame fractions can be received are actually within the invalid

coverage region. We will show that by means of artificial fading, we are able to produce larger

reduction of unnecessary coverage comparing to single beamforming pattern.

3.3.2 Feasibility

In physical layer data transmissions, signal outage happens when deep fading causes the RSS

falling below the radio sensitivity level. Burst of bit errors occurs during the signal outage period.
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Figure 3.2: Illustration of a pattern pair for beam switching.

When the bit error rate goes beyond the capability of the error correction code, the whole frame is

corrupted. The role of artificial fading is to create high-frequency periodical signal outage to the

unintended transmit directions. To this end, we define the switching period as Tsw, which is set

to be half of the physical layer data frame duration. State-of-the-art smart antennas can perform

beam switching in less than one microsecond [12][58]. Thus, as long as the transition time of beam

switching is negligible compared with the frame duration, it is feasible to carry out artificial fading

during signal transmission.

To analyze the effectiveness of artificial fading, we use WLAN as an example. The minimum Phys-

ical Layer Convergence Protocol (PLCP) frame duration in WLANs is from tens of microseconds

to more than 100 microseconds. Thus, a beam switching transition time less than one microsecond

is negligible compared with the PLCP frame duration. Suppose at a specific location around the

transmitter, while the path losses to the location are the same for two beamforming patterns 1 and

2, the antenna directional gains of these two patterns are different, which results in different aver-

age RSSs, denoted as R1 and R2 for these two patterns. Figure 3.3 shows how the signal strength

fluctuates at this location when the two patterns are switched. When either R1 or R2 is lower

than the radio sensitivity threshold, signal outage happens periodically at this location and causes

bursts of bit errors. Next, we will show that such signal outage is beyond the tolerance of the error

correction algorithm used in WLANs.
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Figure 3.3: RSS fluctuation under artificial fading.

The error correction capability of an error correction code is defined as the number of bit errors

(tecc) within a code word that can be corrected. For convolutional code, tecc is bounded by the free

distance (dfree) following the relationship [60]

tecc = ⌊
dfree − 1

2
⌋. (3.1)

IEEE 802.11 standards use K = 7 convolutional code with a minimum code rate 1
2

[1]. Higher

code rate can be achieved by puncturing the “basic” rate 1
2

code. Additionally, interleaving is used

to avoid burst bit errors. Thus, we can consider that the bit errors caused by signal outage are

randomly scattered across the whole frame. The largest dfree of K = 7 convolutional code is 10,

which is reached under code rate 1
2

by adding 7 redundant bits to the 7 information bits. So a code

word of K = 7 rate 1
2

convolutional code contains totally 14 bits. By plugging in dfree = 10

into equation (3.1), we can get that the 14 bits convolutional code word is able to correct up to 4

bit errors. In other words, the K = 7 convolutional code does not work when the bit error rate

goes higher than 5
14

. While under the intentioned artificial fading, the signal outage probability

is approximately 1
2
, which is out of the error correction capability of K = 7 convolutional code.

Thus, we are safe to say that at a specific location, as long as the RSS under one of the two

switched beamforming patterns is below the radio sensitivity threshold, no PLCP frame can be

correctly decoded, and hence, this location is under invalid coverage.

It is worth mentioning that our artificial fading scheme is not limited to WLAN networks. It can

also be applied to other wireless networks as long as the transition time between the switched
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beamforming pattern is much less than the duration of the physical layer data frame and the signal

outage produced by artificial fading is beyond the error correction capability of the coding scheme

used by the wireless network protocol.

As a result of the proposed artificial fading scheme, the effective coverage area of the transmitter

only includes the locations where under both of the two switched beamforming pattern, the RSS is

higher than the radio sensitivity. In the following sections, we use this conclusion to calculate the

effective coverage area of double-beam switching transmission.

3.4 Minimization of Unnecessary Coverage

In this section, we first describe the prediction of effective coverage area under our artificial fading

scheme. Then we formulate the problem of minimizing unnecessary coverage based on the math-

ematical relationship between the antenna array weight vector and the effective coverage area.

3.4.1 Smart Antenna Model

In the remainder of this chapter, we assume that the radio station is equipped with a circular smart

antenna array, which consists of Nant isotropic elements placed over a circle with radius R. The

ith antenna element is located with the phase angle φi. The beamforming pattern of this circular

smart antenna array is expressed as below [82]

G(θ) =

Nant
∑

i=1

wi exp[j
2π

λ
R cos(θ − φi)], (3.2)

where λ is the signal wavelength, θ represents the direction and w = [w1, w2, · · ·wNant
]H is the

complex weight vector that can be tuned to change the radiation pattern.

We choose circular antenna array as an example to illustrate the design of our scheme because it

can produce flexible asymmetric beamforming patterns and easily deflect a beam through 2π [30].

However, it is important to note that our scheme also works with antennas with other geometric
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forms, such like planar arrays. Although their beamforming functions differ from equation (5.1),

since their radiation patterns are also determined by the complex weight vectors, they can still

work with our scheme by simply replacing equation (5.1) with their corresponding beamforming

functions.

3.4.2 Prediction of Effective Coverage Area

In order to minimize the unnecessary coverage area of the transmitted signal, we use log-distance

path loss model to predict the mean RSSs at given distances and calculate the predicted effective

coverage area. Although the practical wireless communication channels can be more complicated

and the real coverage area is extremely hard to predict, we believe that the log-distance path loss

model is effective in providing predictions and guidance in an average sense and is the best option

when accurate channel condition information cannot be obtained.

Effective Coverage Area of Single Pattern Beamforming

According to the log-distance path loss model, the mean path loss at distance d is given by

PL(d)(dB) = 10αlog10d+ PL0(dB), (3.3)

where PL0 is the path loss at the reference distance d0 = 1 m, α is the path loss exponent and d is

the distance from the transmitter to the interested location. In order to calculate the signal coverage

area, we let r be the distance from the transmitter to the location where the signal strength is the

radio sensitivity threshold. Hence we have

PL(r)(dB) = P0(dBm)− Rth(dBm). (3.4)

Here P0 is the required transmit power to keep good connection with the receiver if omnidirectional

antenna is used. Rth denotes the radio sensitivity threshold. By combining (3.3) and (3.4), we get

10αlog10r = P0(dBm)− PL0(dB)−Rth(dBm), (3.5)
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r =

(

P0

RthPL0

)
1
α

. (3.6)

For smart antenna, the radiation power at direction θ is also determined by the directional gain

|G(θ)|2 in addition to P0. So we rewrite equation (3.6) as

r(θ) =

(

P0|G(θ)|2
RthPL0

)
1
α

. (3.7)

According to the area integral formula in polar coordinates, the predicted effective coverage area

A is calculated by

A = 1
2

∫ 2π

0
r2(θ) dθ

= 1
2

∫ 2π

0

(

P0|G(θ)|2

RthPL0

)
2
α

dθ

= 1
2

(

P0

RthPL0

)
2
α ∫ 2π

0
|G(θ)| 4α dθ.

(3.8)

If we uniformly divide the space [0, 2π) into M small sectors, we are able to transform equation

(3.8) into discret form.

A ≈ π

M

(

P0

RthPL0

)
2
α

M−1
∑

m=0

|G(θm)|
4
α , θm =

2πm

M
. (3.9)

Effective Coverage Area Under Double-beam Switching

Because a pair of radiation patterns are employed in the proposed anti-eavesdropping scheme, we

use a superscript to differentiate the patterns. Thus, according to (5.1), the nth beamforming pattern

is determined by the complex weight vector w(n) and the beamforming pattern is given by

G(n)(θ) =
Nant
∑

i=1

w
(n)
i exp[j 2π

λ
R cos(θ − φi)],

n = 1, 2.

(3.10)

Therefor, the effective coverage radius of the nth beamforming patterns is

r(n)(θ) =

(

P0|G(n)(θ)|2
RthPL0

)

1
α

, n = 1, 2. (3.11)
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As shown in Section III, a wireless communication link is unusable when its RSS under at least

one of the two beamforming patterns is lower than the radio sensitivity level. Thereby, we define

the effective coverage radius under double-beam switching as

rsw(θ) = min{r(1)(θ), r(2)(θ)}. (3.12)

Thus, the effective coverage area of double-beam switching transmission is described by

Asw =
1

2

∫ 2π

0

r2sw(θ) dθ. (3.13)

By dividing the space [0, 2π) into M small sectors, Asw can be approximately expressed as:

Asw ≈ π
M

(

P0

RthPL0

)
2
α

M−1
∑

m=0

|Gsw(θm)|
4
α ,

|Gsw(θm)| = min{|G(1)(θm)|, |G(2)(θm)|},
θm = 2πm

M
.

(3.14)

3.4.3 Double-pattern Optimization

Since the signal towards the intended receiver should have a high quality, we assume that the main

beam of the two beamforming patterns should overlap for at least a certain width in the direction

to the intended receiver. This beamwidth of the overlapped main beams is defined as BW. The

effective coverage outside BW is unnecessary coverage since it has little contribution to quality of

the intended communications, while it provides space for hidden eavesdroppers.

Assuming the receiver’s direction is θ = 0◦, the desired main beam region is [−BW
2
, BW

2
] and

directions outside this region are unwanted transmit directions which cause unnecessary coverage.

In order to simplify the formulas in discrete form, we define ∆ = 2π
M

, which represents the size of

every discrete sector. Letting

l = ⌊BW

2∆
⌋, (3.15)

the unnecessary coverage area for single beamforming pattern can be derived from (3.9) as:

U ≈ π

M

(

P0

RthPL0

)
2
α

M−1−l
∑

m=l

|G(θm)|
4
α , θm = m∆. (3.16)
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For the artificial fading scheme, according to (3.14), the unnecessary coverage area of double-beam

switching transmission can be expressed as:

Usw ≈ π
M

(

P0

RthPL0

)
2
α

M−1−l
∑

m=l

|Gsw(θm)|
4
α ,

|Gsw(θm)| = min{|G(1)(θm)|, |G(2)(θm)|},
θm = m∆.

(3.17)

We model the problem of optimal artificial fading as a problem of minimizing the predicted unnec-

essary coverage area expressed in (3.17) under double-beam switching transmission. This problem

is a nonlinear programming problem with the complex antenna array weight vectors w(1) and w(2)

as optimization variables. Without loss of generality, we normalize the antenna array directional

gain with respect to G(n)(0) = 1. Since π
M

(

P0

RthPL0

)
2
α

is a constant, we can remove it from the

objective function without affecting the optimal solution, and get the problem formulation below:

min
w(1),w(2)

M−1−l
∑

m=l

|Gsw(θm)|
4
α

s. t. |Gsw(θm)| = min{|G(1)(θm)|, |G(2)(θm)|}
G(n)(0) = 1, n = 1, 2

l = ⌊BW
2∆
⌋.

(3.18)

The problem in (3.18) is non-convex and it is generally impossible to directly solve it and get a

rigorous optimal solution. So we need to seek approximation algorithms based on the practical

properties of smart antenna beamforming. As shown in formulation (3.18), in a specific direction,

only the smaller directional gain between the two beamforming patterns contributes to the objective

function, and hence, needs to be minimized. Therefore, a good solution set to (3.18) is to divide

the whole range of undesired transmit directions into two sets. Each beamforming pattern is tuned

only to minimize the coverage area within one set while having freedom to transmit larger power

on the other set. In other words, one pattern’s minimized direction set is always overlapped with

the other pattern’s non-minimized direction set, except the direction towards the receiver, where

main beams of the two pattern are overlapped. The pattern pair in Figure 3.2 also shows this idea.

To determine the allocation of direction sets to be minimized for each pattern for the above type
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of solutions, note that, from the aspect of antenna pattern synthesis, for an antenna array with N

elements, at most N−1 nulls can be formed according to the the antenna array’s degree of freedom

[51]. Also, it has been shown that by combining multiple nulls (placing them closely), a wider or

deeper total null space can be formed [51][77]. Hence, this indicates that we should combine

multiple nulls of a single synthesized pattern to form a wide null which covers a relatively large

phase range. Thus, we divide the range of undesired transmit directions into two continuous sectors

with equivalent size. We let each beamforming pattern form a wide null in one sector by tuning

the complex weight vectors. Thus, along every undesired transmit direction, the transmitted signal

is nulled out at least in every other pattern switching period, which is exactly how artificial fading

works. Then, the problem is reformulated as the following convex optimization problem which

can be directly solved using existing nonlinear optimization software such like cvx [29].

min
w(1),w(2)

⌊M−1
2

⌋
∑

m=l

|G(1)(θm)|
4
α +

M−1−l
∑

m=⌈M−1
2

⌉

|G(2)(θm)|
4
α

s. t. G(n)(0) = 1, n = 1, 2

θm = m∆

(3.19)

3.4.4 Limited Total Transmit Power

Taking into account the potential transmit power restriction to the artificial fading scheme, the total

transmit power Psw can be expressed as:

Psw =
P0

2M

M−1
∑

m=0

|G(1)(θm)|2 + |G(2)(θm)|2. (3.20)

Suppose the transmit power limit is Pth. By combining this constraint into the double-beam op-

timization problem in (3.19), we get the form of our artificial fading optimization problem under
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limited total transmit power:

min
w(1),w(2)

⌊M−1
2

⌋
∑

m=l

|G(1)(θm)|
4
α +

M−1−l
∑

m=⌊M−1
2

⌋

|G(2)(θm)|
4
α

s. t. G(n)(0) = 1, n = 1, 2
M−1
∑

m=0

|G(1)(θm)|2 + |G(2)(θm)|2 ≤ 2MPth

P0

θm = m∆.

(3.21)

3.5 Simulation Evaluation

To evaluate the performance of the proposed artificial fading scheme in reducing the unnecessary

coverage area, we optimize the double-pattern synthesis by solving problems (3.19) and (3.21),

and simulate the signal propagation under artificial fading in Matlab environment. We first show

an example of the optimized pattern pair and compare the performance with single pattern beam-

forming using log-distance path loss model. Then we employ Monte Carlo simulation to compare

the reduced unnecessary coverage areas using single pattern beamforming and the proposed artifi-

cial fading scheme with the presence of shadow fading and multipath Rayleigh fading.

The setting of the parameters is as below. The path loss exponent is α = 3.5. Radio sensitivity is

Rth(dBm) = −70 dBm. The required transmit power, when omni directional antenna is used, is

P0(dBm) = 10 dBm and the path loss at d0 = 1m is PL0(dB) =30 dB.

3.5.1 Example of Optimized Beamforming Pattern Pair

Figure 3.4(a) illustrates a simple example of the optimized beamforming pattern pair for maximiz-

ing the effect of artificial fading. In this case, we assume that the receiver is in the direction of

θ = 0◦. The smart antenna array consists of Nant = 6 omni antenna elements and the width of

the required main beam towards the receiver is BW = 30◦. As shown in Figure 3.4(a), pattern

1 and pattern 2 both have a wide main lobe, which contains the direction of the receiver, and a

wide null that spans a separate direction sector. Thus, in the undesired directions, at least one
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Figure 3.4: Radiation patterns and predicted effective coverage of single beamforming pattern and

double-beam switching.
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pattern can null out the transmitted signal during its operation period. While in the direction to the

intended receiver, the antenna has a constant high gain. As a comparison, the optimal radiation

pattern using single-pattern beamforming is shown in Figure 3.4(b), which is also synthesized by

the smart antenna array with Nant = 6 elements. Although this pattern has already been opti-

mized to minimize the unnecessary coverage area, it still has considerable side lobes which result

in unnecessary coverage. Differently, the overlapped pattern in Figure 3.4(a) has much smaller

side lobes, due to the cooperation between the two patterns. As a result, the predicted effective

coverage area of double-beam switching has a much smaller unnecessary portion compared with

single beamforming pattern as shown in Figure 3.4(c).

3.5.2 Analysis in Ideal Channel

In this part, we analyze the performance of the proposed artificial fading scheme and single pat-

tern beamforming scheme using log-distance path loss model by changing the number of antenna

elements (Nant) and the total transmit power constraint (Pth).

Figure 3.5(a) illustrates the minimized unnecessary coverage area of single-pattern beamforming

and double-beam switching. The double-beam patterns are generated from the formulation in

(3.19). Transmit power constraint is not considered yet in order to find the best capability of

artificial fading scheme in trading power consumption for enhancing anti-eavesdropping. It is

indicated in the figure that as Nant increases, the minimum unnecessary coverage area decreases

under both schemes. This is because the smart antenna array with more antenna elements has more

flexibility in tuning the radiation pattern. Comparatively, for a given number of antenna elements,

double-beam switching transmission can reduce more than half the unnecessary coverage area of

single pattern beamforming.

We also compare the power consumption under the two schemes in Figure 3.5(b). We discover

that for single pattern beamforming, as Nant increases, the total transmit power for achieving the

minimum unnecessary coverage is decreasing. The reason is that for single pattern beamform-
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Figure 3.5: Performance comparison without transmit power limit.

ing, the main strategy for anti-eavesdropping is reducing the transmit power in undesired direc-

tions. However, the proposed artificial fading scheme, realized by double-beam switching, reduces

the unnecessary coverage area by corrupting wireless signals in undesired directions. Thus it

will trade power consumption for further reduction of unnecessary coverage area whenever it is

possible. Therefore, we can observe in Figure 3.5(b) that the total transmit power consumed by

double-beam switching is higher than single pattern beamforming. This observation implies that

the performance of the proposed artificial fading scheme is related to the allowed total transmit

power.

To analyze how the performance of the artificial fading scheme is related to the total transmit

power limit, we set Nant = 6 and BW = 30◦. The constraint on max total transmit power is added

to the optimization problem defined in (3.21). The result is shown in Figure 3.6. The horizontal

coordinate represents the upper bound constraint of the transmit power for the artificial fading

scheme and the vertical coordinate shows the minimum unnecessary coverage area using optimized
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Figure 3.6: Minimum unnecessary coverage area v.s. transmit power limit.
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Figure 3.7: Performance comparison under transmit power limit defined by the required transmit

power when omni-directional antenna is used (10 mW).
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beamforming pattern pair. Generally, the minimum unnecessary coverage area decreases when

allowed transmit power increases. However, when the transmit power limit reaches a certain value,

(4.2 mW in this example), the minimum unnecessary coverage area cannot be further reduced,

because the artificial fading scheme already reaches its optimum under this antenna array geometry.

In order to compare the performance of the single pattern beamforming scheme and the proposed

artificial fading scheme under a practical transmit power constraint, we assume that the transmit

power limit in problem (3.21) is Pth =10mW, which equals the required transmit power when

omni directional antenna is used, and run simulations with different value of Nant and BW . The

minimized unnecessary coverage area under different parameter settings is illustrated in Figure

3.7(a) and Figure 3.7(b). We can see that the artificial fading scheme significantly outperforms

the single pattern beamforming scheme when its power consumption is no more than the transmit

power consumed by an omni directional antenna.

3.5.3 Evaluation in Shadow Fading Channel

In this part, we evaluate the performance of the proposed artificial fading scheme under shadow

fading. We assume that the standard deviation of the log normal shadow fading is σ = 5 (dB). For

each parameter setting, 1000 beam switching periods are simulated.

First, with the same parameter settings as the case in Section 3.5.1, Figure 3.8(a) and Figure 3.8(b)

show the outage probabilities (Pout) of single pattern beamforming and double-beam switching

under shadow fading in a 80 ∗ 80 m2 area, respectively. Each color represents a level of Pout as

shown on the right side of the figure. For both schemes, we set Nant = 6 and BW = 30◦. Follow-

ing the example of IEEE 802.11 discussed in Section 3.3.2, because signal outage with probability

larger than 0.4 is beyond the capability of the error correction code, the effective coverage region

should be inside the area with Pout ≤ 0.4. Since we assume that the intended receiver is in the

0◦ direction, the covered regions of both single- and double-beamforming schemes according to

Pout ≤ 0.4 point to the right side. We find that for Pout ≤ 0.4, the covered region in Figure
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Table 3.1: Unnecessary coverage area of single pattern beamforming under shadow fading. (m2)

Pout Nant = 6 Nant = 8 Nant = 10

0.1 336 242 181

0.2 443 315 244

0.3 555 394 303

0.4 664 477 372

3.8(a) is almost without side lobes, and is apparently smaller than the covered region in Figure

3.8(b). This is consistent with the result in Figure 3.4(c) which is obtained under idea channel

condition. The only difference is that due to the shadow fading and the outage tolerance capability

of the error correction code, the real effective coverage area might differ from the value in ideal

communication environments. However, the shape of the effective coverage area is still roughly

the same with the predicted effective coverage in ideal channel. Also, as shown in Figure 3.8(c),

the curve segments from Pout = 0 to Pout = 0.4 implie that the proposed artificial fading scheme

creates smaller unnecessary coverage area than single pattern beamforming scheme. Although for

Pout > 0.5, double-beam switching transmission has larger covered area, within the regions where

signal outage probability is larger than 0.5, the eavesdropper in those regions cannot successfully

decode the signal and there is no information leakage concern.

Next, we change the value of Nant and simulate the performance of the proposed artificial fading

scheme with different total transmit power limits (Pth). The unnecessary coverage area using

single pattern beamforming is listed in Table 3.1 as reference. The performance of the artificial

fading scheme is provided in Table 3.2. By comparing the two tables, we can see that the proposed

artificial fading scheme can achieve greater reduction of unnecessary coverage area against the

single pattern beamforming scheme in shadow fading environment and its performance tends to

improve when higer transmit power consumption is allowed.



Ting Wang Chapter 3. Enhancing Wireless Communication Privacy with Artificial Fading 39

Table 3.2: Unnecessary coverage area of double-beam switching under shadow fading. (m2)

Pth (mW) Pout Nant = 6 Nant = 8 Nant = 10

2

0.1 308 193 136

0.2 420 279 197

0.3 531 354 264

0.4 653 466 356

6

0.1 200 150 108

0.2 284 219 151

0.3 374 298 213

0.4 501 409 295

10

0.1 229 143 95

0.2 321 217 150

0.3 426 288 204

0.4 545 415 287

Table 3.3: Unnecessary coverage area of single pattern beamforming under multipath Rayleigh

fading. (m2)

Pout Nant = 6 Nant = 8 Nant = 10

0.1 152 116 90

0.2 250 184 149

0.3 343 256 199

0.4 448 334 262
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Figure 3.8: Outage Probability under single pattern beamforming and double-beam switching in

shadow fading channel.
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3.5.4 Evaluation in Multipath Rayleigh Fading Channel

This part shows the simulation results under multipath Rayleigh fading. For the same values of

Nant and BW , the spacial distribution of outage probability under Rayleigh fading has the same

shape and trend with the results under shadow fading, which are shown in Figure 3.8, even though

the exact size of each region corresponding to a given outage probability might be slightly dif-

ferent. Thus, we omit the figure of spacial outage probability distribution for Rayleigh fading

channel due to space limitations. Table 3.3 and Table 3.4 list the unnecessary coverage under mul-

tipath Rayleigh fading for the single pattern beamforming scheme and the artificial fading scheme,

respectively. Again, Pth is the upper limit of total transmit power consumption applied to the

double-beam optimization problem in (3.21). Consistently with the conclusion in Section 3.5.3,

results in the two tables show that the proposed artificial fading scheme can achieve greater re-

duction of unnecessary coverage area against the single pattern beamforming scheme in Rayleigh

fading environment. Meanwhile, the tradeoff between the reduction on the unnecessary coverage

and the total power consumption also exists in Rayleigh fading environment.

3.6 Discussion

3.6.1 Node Mobility

In this work, we assume that the direction of the intended receiver is known to the transmitter that

is using artificial fading scheme. However, this does not necessarily mean that both the transmitter

and the intended receiver must be static. Remember that in the artificial fading scheme, the trans-

mitter is equipped with a smart antenna array. The smart antenna array enables the transmitter to

track the Direction of Arrival (DOA) of the signal from the reverse link, and hence, get the direc-

tion of the mobile receiver. Direction finding using antenna array is a well studied area and lots of

algorithms are available [68, 65, 28, 41]. Since DOA estimation is out of the scope of this work,

we simply assume that the transmitter with a smart antenna array can use state of the art DOA
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Table 3.4: Unnecessary coverage area of double-beam switching under multipath Rayleigh fad-

ing. (m2)

Pth(mW) Pout Nant = 6 Nant = 8 Nant = 10

2

0.1 128 102 70

0.2 215 168 128

0.3 303 247 182

0.4 414 334 256

6

0.1 105 81 58

0.2 178 145 106

0.3 259 214 163

0.4 374 311 236

10

0.1 104 69 39

0.2 179 127 67

0.3 262 196 104

0.4 373 295 163
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estimation algorithms to find the direction of a mobile receiver.

3.6.2 Communication Quality for the Intended Receiver

While the target of the proposed artificial fading scheme is communication privacy, one important

prerequisite is that the communication quality for the intended receiver should be intact. Although

the two patterns for beam-switching are designed to keep the directional gain towards the intended

receiver constant, if large alignment error exists, it is possible that the intended receiver will expe-

rience periodical phase shift of the received signal. To mitigate this potential issue, one possible

way is interleaving. We can shuffle the original data across multiple packets and switch the beam

pattern between two packets. In this way, the synchronization and stability of the communication

signal for the intended receiver will not be affected by the beam-switching.

Another issue worth mentioning is that in the proposed scheme, the transmitter beamforming is

optimized for privacy protection, but it may increase the severity of frequency selective fading.

Hence, the intended receiver might not get as good signal quality as when the beamforming pat-

terns are optimized for signal quality enhancement. For instance, the proposed beam-switching

scheme may not be helpful in mitigating multipath effect. To mitigate multipath effect and im-

prove the communication quality, a possible solution is to use antenna diversity and/or more pow-

erful equalization techniques at the intended receiver. However, this will increase the hardware

cost of the intended receiver for the sake of improved communication quality.

3.6.3 Collaborative Eavesdropping Attack

It is possible for the eavesdroppers in multiple locations to collaboratively exchange and merge

their received signal fragments. However, precise synchronization among the eavesdroppers is

required to correctly merge the signal fragments, which dramatically increases the cost for eaves-

dropping. Even collaboration is possible, a simple addition of an extra antenna array to our artificial

fading scheme can defeat such collaboration effort. The transmitter can use the additional antenna
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array to transmit noise signal using a carefully crafted pattern, which fills the null directions of one

beamforming pattern with noise and blurs the timing of beam pattern switching. In this way, it is

difficult for eavesdroppers to differentiate and merge their received useful information signals.

3.7 Chapter Summary

The broadcast nature of wireless communication networks makes the communicated confidential

information at the risk of being eavesdropped. We propose a physical layer anti-eavesdropping

scheme using the novel concept of artificial fading, which is realized by double-beam switching

of smart antenna array. Our scheme optimizes the switched beamforming pattern pair, such that

the wireless communication links in undesired directions are unusable because of the intentionally

produced artificial fading, while the intended transmit direction gets persistent good signal qual-

ity. In this way, the unnecessary coverage area is significantly reduced and the secrecy measure

is improved. Simulation results show that our artificial fading scheme outperforms single pat-

tern beamforming scheme in reducing unnecessary coverage and provides a controllable tradeoff

between the total transmit power consumption and the reduction of unnecessary coverage area.



Chapter 4

Location Privacy Protection Using Antenna

Pattern Synthesis

This chapter studies the problem of location privacy protection in WLAN environment, where

received signal strength (RSS) at access points (AP) can potentially be obtained by adversaries

to obtain the location of a legitimate mobile station. We propose a two-step location privacy

protection scheme using a linear smart antenna array on the mobile station. In the first step, the

mobile station observes the arrangement of surrounding APs by moving around and estimating

the path losses from itself to the APs. Based on the path loss information, in the second step, the

mobile station optimizes the radiation pattern of its smart antenna so that its location privacy is

protected while its communication quality is not affected. Two strategies are used in the radiation

pattern optimization. The first strategy is to limit the number of APs in range of the mobile station

to a safe level so that there are not enough measurements from the APs to make an estimation of the

mobile station’s location. If the first strategy is not possible, the mobile station falls to the second

strategy, where its radiation pattern introduces maximum bias to any location estimation attempt

so that the mobile station’s true location is not revealed. Simulation results show that compared

with traditional transmit power control (TPC) scheme, the first strategy significantly increases the

probability of inadequate measurements for location computation. Simulation also demonstrates

45
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that the second strategy can significantly degenerate the precision of the positioning system. In

many cases, the degenerated location precision is as low as the coverage range of the AP that

the mobile station is associated with for communications. This essentially means that the second

strategy can invalidate the use of RSS measurement for precise localization.

4.1 Introduction

While wireless localization techniques enable the mobile users to enjoy location based services in

pervasively deployed WiFi networks, they also threaten the location privacy of these mobile users.

While surfing online with a mobile device, a network user can be physically localized and tracked

by malicious parties who get control over the localization system or get access to information that

can be used to derive the location of the mobile devcie [67, 79].

The level of threat to location privacy depends on the positioning techniques, which can be grouped

into three categories according to who is carrying out the location estimation process. In the first

category, the mobile station executes self-localization based on the information provided by the

network infrastructure [63]. There is less privacy issue in this scenario as long as the mobile

station does not report its location to trustless parties. In the second category, the localization

systems need the mobile station’s cooperation (e.g. reporting transmit power or RSS readings to the

positioning system) for location computation [25]. It is possible for the mobile station to choose not

to cooperate with the localization system or provide fuzzy information to the localization system

whenever it is unwilling to reveal its location. Hence, the location privacy is under the control of

the mobile user. In the third category, called passive localization, a mobile station is localized by

either the network provider or a third party that has access to the necessary information [5, 39].

This type of localization schemes analyze the mobile station’s signal over the air and can localize

the mobile station as long as it emits communication signals. Since they do not require cooperation

of the mobile station, it is most challenging to defend the location privacy of a mobile user from

these localization systems because emitting signal is inevitable during wireless communications.
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Under such circumstances, the mobile station losses control of its location privacy and is in danger

of getting its location information exposed to ill-disposed parties. Hence, location privacy of a

mobile user is most threatened by passive localization schemes. Existing methods [36] that intent

to protect user location privacy from this type of localization systems forces mobile stations to

shutdown its communications for long period of time and hope the mobility of the mobile station

during the silent period can make it difficult for the localization system to track the mobile station.

However, the long interruptions to communications are highly undesirable and a mobile station

may not want to constantly move in practice. Hence, we believe that none of the existing location

privacy scheme is able to protect mobile users from the third type of localization schemes.

The aim of this work, hence, is to address this challenging open problem of protecting location

information of a mobile user from passive localization systems. Specifically, we focus on defend-

ing user location privacy from received signal strength (RSS) based localization scheme. Although

besides RSS, time of arrival (TOA) and angle of arrival (AOA) are also used by current physical

layer localization algorithms, RSS-based localization is most often adopted because it requires no

extra hardware support and provides acceptable accuracy in WLAN environment. Because of the

popularity of RSS-based localization systems, we only focus on protecting location privacy against

them in WLAN.

The main contribution of this work is that it solves the location privacy problem in physical layer

through antenna pattern synthesis. To protect location information in physical layer, we use a linear

smart antenna array to change the mobile station’s radiation pattern from omnidirectional into an

optimized radiation pattern. The radiation pattern reduces the number of valid RSS measurements

that can be obtained by the localization system and breaks the trilateration principle among the RSS

measurements. Without enough measurements, the localization system cannot uniquely localize

the mobile station. Even if enough RSS measurements are gathered, the localization result will

contain large bias caused by the irregular radiation pattern of the mobile station. At the same

time, our radiation pattern synthesize scheme ensures that the mobile station’s communications

are intact and we do not require the mobile station to move. To our best knowledge, our work is

the first application of pattern synthesis for the purpose of protecting location privacy of wireless
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mobile users.

This chapter is structured as follows. In Section 4.2, we briefly summarize related works in the

area of localization and location privacy. Section 4.3 provides the location privacy threat model, a

brief overview of the proposed scheme and the antenna model used in this chapter. The detailed

introduction of the proposed scheme is provided from Section 4.4 to Section 4.6. The simulation

results are discussed in Section 4.7 and the last section concludes our work.

4.2 Related Work

In this section, we first briefly introduce typical RSS-based localization methods and then provide

an overview of current works about location privacy protection.

4.2.1 RSS Localization Techniques

Current RSS localization techniques can be generally grouped into fingerprint based approaches

[5, 4, 38] and propagation model based approaches [63, 42, 39]. Fingerprint localization usually

consists of an off-line phase and an on-line phase. Before the positioning system can operate, the

off-line phase is required to collect RSS measurements at known locations and a database is built

up for pattern matching. During the on-line phase, the actual RSS measurements of the target

mobile station is compared with the stored database to return a location estimation. Fingerprint

of wireless signal highly depends on the specific environment and is not transportable to different

places. Consequently, for every different interested area, the off-line phase must be conducted from

the very beginning. Additionally, any change of the infrastructure distribution and the physical

environment will necessitate an update of the localization system and the collection of new training

data. The disadvantage of fingerprint localization is that it requires lots of human work and is time

consuming.

In propagation based RSS localization schemes, large scale path loss is related to the distance
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between the transmitter and the receiver. Obstacles and noise can also be taken into account in the

model. Then given the path loss from the transmitter to the receiver, the distance between them

can be estimated and the location of the transmitter can be computed.

4.2.2 Location Privacy Schemes

Four types of location privacy techniques have been proposed to protect location privacy at system

level in location-based services (LBS) [22]. These techniques are named “policies”, “modifica-

tion of request”, “dummy requests” and “provider change”. Policy approaches restrict the preci-

sion and conditions under which the location-based service provider (LBSP) can obtain a certain

station’s location information. Modification of request approaches protect location information

by either hiding the user’s identifier to the LBSP, or reporting indefinite location information to

the LBSP. Dummy requests are designed to confuse the location attacker by generating simu-

lated user requests. Provider change refers to frequently changing the LBSP for a certain service.

Recently Meyerowitz and Choudhury [53] developed a new type of camouflage system named

“CacheCloak” as a trusted server. It submits intersecting predicted paths of multiple users to the

LBSP. Thus the LBSP won’t be able to track the path of any individual user. All these existing

works discussed so far study how to keep location information unrevealed to LBSP, and some of

them depend on a trustable third party server. Thus these methods are not suitable for protecting

physical level location privacy in WLAN, where the signal transmitted by the mobile station can

reveal its location information.

There are two pioneering works that attempt to protect location privacy from passive localization in

physical layer. In [37] Jiang et al. use intelligent transmit power control (TPC) to reduce the APs in

range in order to reduce the chance of being localized. While the scheme is simple to implement,

its effectiveness is limited when the density of APs in range is high. In [88], a framework of phys-

ical layer location privacy scheme with beamforming in AOA localization systems is proposed,

where the aim is to reduce the number of possible AOA measurements to thaw any positioning

attempt. The authors assume that “signal-to-noise-ratios for successful direction-finding are more
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stringent than those required for mere communications”. They claim that within a distance range

the mobile station is able to communicate with the AP, while the AP cannot estimate the AOA

of the mobile station’s signal. The problem with this work is that its assumption that communi-

cation requires lower SNR than direction finding is questionable. However, we acknowledge that

this work inspires us with the idea of using intelligent antenna radiation pattern to protect location

information in physical layer.

4.3 Scheme Overview

4.3.1 Threat Model

In this work, we focus on protecting location privacy from potential RSS-based location attacks.

Although localization algorithms based on AOA or TOA may have better accuracy, RSS-based

localization is more likely to be used by an adversary because it requires no special hardware and,

hence, is easy to implement in normal WLAN.

In our threat model, off-the-shelf APs in a legitimate WLAN act as anchors and provide RSS

measurements at different known locations. We assume that an adversary can remotely tap into

the software systems of these APs and obtain the RSS information. The attacker feeds the RSS

information to RSS localization algorithm to localize and track a mobile user.

We do not consider the case that the adversary plants his/her own measurement anchors. It is

very expensive, risky and, hence, unlikely for the adversary to physically planting a large number

of his/her own private APs to track a mobile user. Directly hacking into the existing WLAN

infrastructures is a better and more likely choice for the adversary.
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4.3.2 Overview of the Proposed Privacy Protection Scheme

With location privacy concern, the mobile user’s goal is to make the localization system unable to

correctly localize him/her while maintaining reliable access to the wireless network. Our scheme

realizes this goal by equipping the mobile user with a smart antenna and tuning the radiation pattern

of the antenna. This scheme is feasible since it has been experimentally proved that attenuation and

amplification of the RSS measurements collected by some APs (anchors of the localization system)

can significantly degenerate the performance of a RSS-based localization system [15, 7]. The

signal attenuation and amplification can be carried out either at the transmitter or at the receiver.

These facts make radiation pattern synthesis a good choice to protect location privacy in physical

layer. By changing the antenna radiation pattern, a mobile station can reduce the number of APs

that can monitor its signal and degenerate the precision of the adversary’s localization system while

keeping good communication quality with its associated AP. Meanwhile, since radiation pattern

synthesis is performed at the transmitter end, it does not hurt the performance of the WLAN to

other mobile users.

In our design, the first strategy for the mobile station is to tune the antenna pattern so that the

number of APs that can detect the mobile station’s signal is minimized. The objective of this

strategy is to ensure that not enough RSS measurements can be obtained for a unique location

estimation. However, completely preventing the number of RSS measurements to go beyond a

safe level is not always possible when there is uncertainty in signal attenuation and the density of

APs is high. When a mobile station finds out that it is unlikely to limit the number of APs that can

hear itself to a safe level, the mobile station uses the second strategy, which tries to maximize the

bias in the location estimation result. The larger the bias is, the less probable that the true location

of the mobile station is learned by the adversary. These two strategies constitute our location

privacy scheme.

Figure 4.1 illustrates an overview of the whole scheme. The first step of our scheme is silently

observing the beacon signals of the surrounding APs and estimating the locations of the APs and

the path losses from the mobile station to the APs. Next, based on the estimated AP locations, the
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Figure 4.1: Scheme overview.

mobile station checks if it can use the first strategy to limit the number of APs that can hear its

signal to be less than 4. This is because for 2-D localization based on RSS, 4 RSS measurements

are needed when the transmit power of the mobile station is unknown to the location system. If

this is not possible, the mobile station switch to the second strategy. By optimizing the radiation

pattern based on the estimated AP locations, the mobile user introduces various attenuation and

amplification in the RSS measurements to degenerate the localization performance.

4.3.3 Smart Antenna Model

In our location privacy strategies introduced in the last subsection, either limiting the number of

RSS measurements or distorting the RSS measurements requires that the mobile station can control

its radiation pattern and transmit power. Hence, how to control the mobile station’s radiation

pattern and transmit power is the first key problem that need to be addressed. In this chapter, we

make use of radiation pattern synthesis over smart antenna to achieve our location privacy scheme.

Pattern systhesis enables the mobile station to control the signal strength in different directions by

tuning the complex weight vector in the beamforming function of an antenna.

In the remainder of this chapter, we assume that the mobile station is equipped with a linear smart

antenna array with Nant isotropic antenna elements uniformly spaced at distance l. This smart an-

tenna model is also called uniform Nant-element linear antenna array. The beamforming function
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of this antenna is given by [44] as:

G(θ) =
Nant
∑

i=1

wi exp(−j
2π

λ
(i− 1)l cos θ), (4.1)

where λ is the signal wavelength, θ represents the direction and w = [w1, w2, · · ·wNant
]T is the

complex weight vector which can be designed to change the radiation pattern.

It is important to note that we choose this Nant-element linear antenna array as an example to il-

lustrate the design of our scheme. Our scheme can also work with antennas with other geometric

forms, such like circular arrays, planar arrays, and conformal arrays. Although their beamforming

functions differ from equation (5.1), since their radiation patterns are also determined by the com-

plex weight vectors, they can still work with our scheme by simply replacing equation (5.1) with

their corresponding beamforming functions.

4.4 Passive Estimation of the Locations of Surrounding APs

In order to determine the optimal radiation pattern, a mobile station needs to know its neighboring

APs’ locations and the path losses between itself and the APs. However such information is hardly

exposed to an ordinary mobile station. In our scheme, we leverage the fact that in WLANs, APs

periodically send out beacon signals to announce their existence to mobile stations. Hence, by

intelligently measuring APs’ beacon signal, we can design a passive estimation method to get

APs’ location information. This passive scheme has three steps. In the first step, the mobile station

passively measures RSS of the beacon signals from APs at several locations. In the second step,

the mobile station estimates APs’ locations based on the gathered information. In the third step,

path losses to the APs are computed. Following is the detailed description of these three steps.
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Figure 4.2: Moving around to observe surrounding APs.

4.4.1 Passive RSS Measurement of AP Beacon Signals

Assume that a mobile station has a desired location, called its desired communication spot, where

it wants to conduct its communications in the WLAN. To protect its own privacy, before the mobile

station starts its wireless communications, it first starts a process called listen-only wardriving [31]

as shown by Figure 4.2. In this wardriving process, the mobile station selects 4 different loca-

tions, including its desired communication spot, in its neighboring area. Equipped with passive

wardriving software, e.g. Kismet [40], and a GPS receiver, the mobile station measures the beacon

signal strength of the surrounding APs at the selected locations and record the coordinates of these

locations.

In the wardriving process, the APs are differentiated by their MAC addresses and indexed from

1 to K, where K is the total number of APs observed in the wardriving process. The observation

at location i is recorded in a format as Oi = (oxi, oyi, r1i, r2i, . . . , rKi), where (oxi, oyi) is the

coordinate of the observing location and r1i, r2i, . . . , rKi are the measured signal strength of the

APs’ beacon signal at (oxi, oyi).

Note that during the listen-only wardriving process, the mobile device does not communicate with
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the WLAN and just listens to the broadcasted beacon signals. Therefore, the mobile station is

transparent to the network and cannot be discovered by an adversary. The information collected in

this step is used in step two for estimating the coordinates and the transmit power of the APs. The

required effort is part of the cost for protecting location privacy. This cost is acceptable especially

when the interested area is a place that the mobile user visits a lot.

4.4.2 Estimation of AP Locations

Denote (xk, yk) as the location coordinate of APk and P0k as the signal power level of APk at a

small reference distance d0. With the RSS readings of the APs from the wardriving process, the

mobile station is able to estimate (xk, yk) and P0k for any APk in its neighboring area as follows.

Assuming that the beacon signal of an APk has the same strength in all horizontal directions, the

beacon signal strength of APk, the observing locations and the coordinate of APk are connected by

the following equations according to the log-normal shadowing model [61]:

rk1 = P0k[(ox1 − xk)
2 + (oy1 − yk)

2]−α/2

rk2 = P0k[(ox2 − xk)
2 + (oy2 − yk)

2]−α/2

· · ·
rkN = P0k[(oxN − xk)

2 + (oyN − yk)
2]−α/2,

(4.2)

where α is the path loss exponent and N is the number of observing locations. By transforming

(4.2) we can get the equations below.

(ox1 − xk)
2 + (oy1 − yk)

2 = P0k

rk1

2/α

(ox2 − xk)
2 + (oy2 − yk)

2 = P0k

rk2

2/α

· · ·
(oxN − xk)

2 + (oyN − yk)
2 = P0k

rkN

2/α

(4.3)

Subtracting the last equation from all the other equations, we get an uncorrelated set of equations
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as follow:

2xk(ox1 − oxN) + 2yk(oy1 − oyN ) + P
2
α

0k(r
− 2

α

k1 − r
− 2

α

kN ) = o2x1 − o2xN + o2y1 − o2yN

2xk(ox2 − oxN) + 2yk(oy2 − oyN ) + P
2
α

0k(r
− 2

α

k2 − r
− 2

α

kN ) = o2x2 − o2xN + o2y2 − o2yN

· · ·
2xk(ox(N−1) − oxN) + 2yk(oy(N−1) − oyN ) + P

2
α

0k(r
− 2

α

k(N−1) − r
− 2

α

kN )

= o2x(N−1) − o2xN + o2y(N−1) − o2yN .

(4.4)

Rewriting (4.4) into matrix representations, we get

Akβk = bk

Ak =









2(ox1−oxN ) 2(oy1−oyN) r
−

2
α

k1 −r
−

2
α

kN

2(ox2−oxN ) 2(oy2−oyN) r
−

2
α

k2 −r
−

2
α

kN
··· ··· ···

2(ox(N−1)−oxN) 2(oy(N−1)−oyN) r
−

2
α

k(N−1)
−r

−
2
α

kN









bk =





o2x1−o2
xN

+o2y1−o2
yN

o2x2−o2
xN

+o2y2−o2
yN

···
o2
x(N−1)

−o2
xN

+o2
y(N−1)

−o2
yN





βk = [xk, yk, P
2
α

0k]
T .

(4.5)

Hence, the least square estimation (LSE) of βk is given by

β̂k = [x̂k, ŷk, P̂
2
α

0k]
T = (AT

kA)−1
k AT

kbk. (4.6)

It is important to note that P̂0k is not the exact transmit power of APk. It is the estimated received

signal strength at a small reference distance d0 to APk.

4.4.3 Estimation of Path Loss to APs

Without loss of generality, suppose the mobile station’s desired communication spot is at (ox1, oy1).

Based on the estimated AP signal strength level P̂0k from (4.6), the path loss from APk to (ox1, oy1)

is calculated by

P̂Lk(dBm) = P̂0k(dBm)− rk1(dBm), (4.7)

where rk1 is the received beacon signal strength of APk at (ox1, oy1).

We use equation (4.7) to approximate the path loss from APk to the mobile user’s location (ox1, oy1)

and only far-field path loss is considered.
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4.5 Strategy One: Minimizing the Number of RSS Measure-

ments

With the estimated locations of the APs and the path losses between these APs and the mobile

station’s communication spot (ox1, oy1), we can tune the radiation pattern to limit the number of

APs that can hear the mobile station’s signal while maintaining the mobile station’s communication

quality. In the following, we introduce the tuning scheme in two steps. First, the radiation pattern

tuning problem is formulated into an optimization problem. Then, this problem is solved to derive

the optimal tuning strategy.

4.5.1 Tuning Problem Formulation

To formulate the radiation pattern tuning problem, note that in order to get access to the WLAN, a

mobile station has to associate with one of the APs in the WLAN and we denote this AP as APc,

where c ∈ {1, 2, ...K}. For the mobile station to have a stable connection with the WLAN, its

signal strength at APc must be guaranteed to be larger than the minimum signal strength required

by reliable communication, denoted as Cth. Hence,

P0|G(θc)|2(dBm) ≥ P̂Lc(dBm) + Cth(dBm) + δdB, (4.8)

where δdB is the maximum error of the path loss estimation, θc is the direction of radiation from

the mobile station to APc, and P0 is the effective isotropic radiated power at reference distance

d0 from the mobile station. The function G(·) is the beamforming function defined in (5.1). The

radiation angle θc towards APc can be computed from the estimated coordinate of APs obtained in

(4.6).

While staying connected with APc, the mobile station also needs to prevent other APs from de-

tecting its signal. For a particular APk, this means that the mobile station needs to guarantee the



Ting Wang Chapter 4. Location Privacy Protection Using Antenna Pattern Synthesis 58

following situation:

∀φk ∈ [θk − δθ, θk + δθ],

P0|G(φk)|2(dBm) < P̂Lk(dBm) +Rth(dBm)− δdB, (4.9)

where Rth is the AP receiver sensitivity and δθ is the maximum error in the estimation of radiation

angle to APs. This error is caused by inaccuracy in AP location estimation.

With the above analysis, the objective of the mobile station, which is preventing too many APs

to hear its signal while maintaining stable communications, can be formulated as checking if the

following opimtization problem has feasible solutions.

minimize
w

Total Transmit Power

subject to

P0|G(θc)|2(dBm) ≥ P̂Lc(dBm) + Cth(dBm) + δdB

yi =







1, if Zi ≥ Rth(dBm)

0, otherwise

Zi = maxφi∈[θi−δθ,θi+δθ ] P0|G(φi)|2(dBm)− P̂Li(dBm) + δdB

∑

i∈Ω,i 6=c

yi ≤ 2,

(4.10)

where Ω is the set of all the APs that the mobile station can sense in its neighboring area. w is

the complex weight vector of the smart antenna in (5.1) and can be tuned to change the radiation

pattern. Note that we make the constraint that
∑

i∈Ω,i 6=c

yi ≤ 2 because we need to make sure that

the number of APs that can make RSS measurements is smaller than the number required for suc-

cessful localization. According to the well known trilateration method, if the transmit power of

the mobile station is known to the localization system, and the distance between the mobile user

and the APs can be estimated trough path loss model, three RSS measurements are required to

uniquely localize the mobile station. However in our case, the localization system has no infor-

mation about the transmit power of the mobile station. This actually adds one unknown variable

to the trilateration localization problem. Consequently the required number of RSS measurements

for getting a unique location estimation of the mobile station is 4.
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4.5.2 Solving the Tuning Problem

The problem formulated in (4.10) is a mixed-integer nonlinear programming problem and is hard

to solve in general. Fortunately, in our situation, it can be easily broken into pure nonlinear pro-

gramming problems which can be directly solved by existing nonlinear optimization software such

like cvx [29] as follows. Since besides APc there are |Ω| − 1 APs that may potentially measure the

mobile station’s signal. To make the number of APs that can take measurements less than 4, we

can tolerate at most 2 APs other than APc to hear the mobile station’s signal, which means at most

2 APs can violate the constraint in (4.9). Hence, we can convert the feasibility check for (4.10)

into the feasibility check for multiple subproblems, where the constraint in (4.9) is omitted for 2

APs in each of the subproblem. For example, the subproblem that neglects APk and APl looks like

this:

minimize
w

Total Transmit Power

subject to

P0|G(θc)|2(dBm) ≥ P̂Lc(dBm) + Cth(dBm) + δdB

maxφi∈[θi−δθ,θi+δθ] P0|G(φi)|2(dBm)− P̂Li(dBm) + δdB < Rth(dBm)

∀i ∈ Ω, i 6= c, k, l.

(4.11)

The number of subproblems equals the number of unique combinations of k and l. If any of

the subproblem is feasible, we know that the problem in (4.10) is feasible and the solution for that

subproblem can be used to tune the radiation pattern. In fact, once we find that for one combination

of k and l, the subproblem in (4.11) is feasible, we can stop trying other combinations and terminate

the optimization process. As a result, in the worst situation, we need to solve (|Ω| − 1)(|Ω| − 2)/2

subproblems. In practice |Ω| is usually not a large number. Hence even solving (|Ω|−1)(|Ω|−2)/2
subproblems is still acceptable.

Finally if the problem in (4.10) is infeasible, the number of RSS measurements gathered by the lo-

calization system is enough for unique location estimation. In this case, the mobile station switches

to the second strategy which is introduced in the next section.
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4.6 Strategy Two: Maximizing Localization Error

In this strategy, a mobile station aims at maximizing the localization error of a RSS localization

system when it cannot be sure that it can limit the number of RSS measurements to a safe level

(a.k.a. (4.10) has no feasible solution). To understand the design of this strategy, in this section,

we will first show how we model the problem of maximizing localization bias; then we solve the

problem using Genetic Algorithm (GA).

4.6.1 Problem Model

Since almost all of the current RSS-based localization schemes are based on the assumption that

the mobile station is using omnidirectional antenna, pattern synthesis makes the radiation intensity

varies a lot in different directions and therefore introduce large bias in their location estimation.

The problem of maximizing localization bias can be modeled as an optimization problem with the

absolute location estimation error as the objective function and the antenna’s complex weight vec-

tor w as the variables to be optimized. Meanwhile, the restriction that APc is well connected still

holds. To formulate the objective function, we first simplify the notation in problem formulation,

by setting up a coordinate system, where the location of the mobile station is the origin. Next,

we look at how location of the mobile station is estimated by a RSS-based localization system.

Denoting Rk as the signal strength of the mobile station at APk’s location, a RSS-based local-

ization system makes a potentially biased estimation of the mobile station’s location, denoted as

(x′, y′), based on the Rk at all APs. Hence, (x′, y′) is a function of both AP’s location (xk, yk) and

Rk, k = 1, 2, ..., K.

(x′, y′) = F (x1, · · · , xK , y1, · · · , yK, R1, · · · , RK) (4.12)

To maximize the bias in the above estimation, the mobile station computes the location estimation

error of the above localization system using the estimated AP coordinates and the predicted RSS

at the APs. Based on the estimation of its path loss to the APs in Section 4.4.3, the mobile station
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can estimate its signal strength at APk as:

R̂k(dBm) = P0|G(θk)|2(dBm)− P̂Lk(dBm). (4.13)

In addition, from Section 4.4.2, mobile station can also estimate the coordinate of APk as at

(x̂k, ŷk). Based on these information, the mobile station can make an estimation of (x′, y′), which

is the RSS-localization system’s estimate of its location. Denote (x̂′, ŷ′) as the mobile station’s

estimate of (x′, y′). For the mobile station, the optimization problem of maximizing the bias of a

RSS-localization system can be modeled as

maximize
w

E[||(x̂′, ŷ′)||]

subject to

P0|G(θc)|2(dBm) ≥ P̂Lc(dBm) + Cth(dBm) + δdB

(x̂′, ŷ′) = F (x̂i, ŷi, R̂i)

R̂i(dBm) = P0|G(γi)|2(dBm)− P̂Li(dBm)

γi ∼ U [θi − δθ, θi + δθ]

(i.e. γi is uniformly distributed in [θi − δθ, θi + δθ])

i = 1, 2, ..., K.

(4.14)

To solve the above optimization problem, the location estimation function F (·) must be known. In

the remainder of this chapter, we assume that the localization system uses least square (LS) method

since it is a very popular scheme used in many localization systems [94]. Under this method, the

function F (·) can be deduced from (4.5).

It is important to note that our scheme is not limited to least square method. If the mobile station

knows that another localization algorithm is used by the RSS-based localization system, the mobile

station can change function F (·) and optimize its radiation pattern accordingly. Many may argue

that the estimation algorithm adopted by the localization system may not be the common least

square method (e.g. a fingerprint based estimation algorithm) and the algorithm is not known to

the mobile station. In this case, the mobile station has no certain ways to maximize the bias of

the location system. Nevertheless, we believe that despite the wrong guess on location estimation
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algorithm, the irregular radiation pattern produced by the optimization problem in (4.14) should at

least increase the bias for any estimation methods even it cannot maximize it.

4.6.2 Genetic Algorithm (GA) Solution

GA is used to solve the problem in (4.14) since it does not require derivative information of the

objective function and it works without limit on the number of variables [32, 92]. The GA proce-

dure in this chapter is similar to its standard form and small modification is made to fit it to our

problem.

Chromosome Construction

In our application of pattern synthesis, the complex weight vector w = [w1, w2, · · · , wNant
]T is

directly used as a chromosome. Each element in w represents an excitation factor of the corre-

sponding antenna element. Therefore the length of the chromosome is determined by the number

of antenna elements Nant.

Initial Population

The number of the chromosomes in the population is denoted by Npop. So the population is actually

an Npop × Nant complex matrix. We initialize the population by randomly generate the real and

complex part of the complex gene as a random number within [0, 1
Nant

].

Natural Selection

Each chromosome in the population is passed to the objective function to calculate corresponding

output objective value. Then the chromosomes are sorted according to descending order of their

associated objective values. We just keep the best Nns chromosomes and discard the others.
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Figure 4.3: An beamforming pattern that limits the number of APs in range to be less than 4. (The

radiation pattern of the omnidirectional antenna is the out most green circle.)
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Figure 4.4: Two examples of the optimized beamforming pattern.
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Mating

Mate selection is a procedure that two parent chromosomes are picked to produce offspring chro-

mosomes. In our problem, the chromosomes with greater objective value should have higher

chance to be selected. We use roulettle wheel selection method [32] and assign higher probability

to high ranking chromosomes.

Reproduction

Decimal crossover is used to produce offspring chromosomes. Given the parent chromosomes wf

and wm, the child chromosomes are given by:

child1 = 0.5wf + 0.5wm

child2 = 1.5wf − 0.5wm

child3 = −1.5wf + 0.5wm.

(4.15)

This makes the offspring unbounded by the parent chromosomes while keeps good property of the

parent chromosomes.

Mutation

In order to keep the best chromosome in the population, the top ranking chromosome will not

be mutated. According to the mutation rate, a group of the genes in the rest chromosomes are

randomly selected and their values are reset as a random number within [0, 1
Nant

]. This process is

helpful to prevent GA evolution from stagnating at a local optimum.

Terminating Criteria

The evolution process is repeated until a maximum total number of generations is reached. When

GA is terminated, the complex weight vector associated with the optimal objective value is adopted
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in radiation pattern synthesis. The output optimal objective value is the predicted location estima-

tion bias of the localization system.

Note that due to the possible error in estimating the APs’ locations and their angles to the mobile

station, difference between the predicted localization estimation bias and the true location estima-

tion bias might exist. However, decision making based on the existing information is the best thing

that the mobile user can do.

4.7 Simulation Results

To evaluate the performance of our proposed location privacy scheme, we simulate a WLAN and

our privacy protection scheme in Matlab environment. In our simulation, APs are randomly de-

ployed in a 200×200 m2 2-D space. They are spaced reasonably far away from each other to mimic

real network deployment since real WLAN deployment rarely have two APs sit very close to each

other to avoid interference and increase efficiency in network coverage.

We first show examples of individual synthesized beamforming patterns of both the first and the

second strategy. Then we use Monte Carlo simulation to estimate the success rate of the first strat-

egy and the expected localization bias caused by the second strategy with different combinations

of the number of APs and the number of antenna elements.

The setting of the parameters is as follows. The path loss exponent α is set to be 3, Cth(dBm) =

−75 dBm and Rth(dBm) = −80 dBm. Transmit power of the APs are randomly generated in the

range of 10 dBm to 20 dBm. For both omnidirectional antenna cases and pattern synthesis cases,

shadowing noise variance is 1. For the proposed scheme, δdB = 5 dBm and δθ = 5◦. Following is

the detailed discussion of the simulation results.
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4.7.1 Examples of Synthesized Patterns

In the following examples, the linear antenna array consists of 6 isotropic elements and the interval

spacing between neighboring antenna elements is half the wavelength.

Strategy One: Limiting AP Measurements to Be Less Than 4

Figure 4.3 illustrates an example of synthesized radiation pattern generated by strategy one of our

privacy protection scheme. In this figure, the mobile station is at the origin. When the privacy

protection scheme [37] based on power control over omnidirectional antenna is used to protect

user privacy, the APs that can hear the mobile station’s signal are marked by magenta circles and

there are 6 of them. While using the optimized radiation pattern under our strategy one, the APs

that can hear the mobile station’s signal are marked by red pentagrams and there are only 2 such

APs. For both situations, the transmit power is chosen to be the minimum value that satisfies the

communication requirement defined by (4.8).

From the above example, it is easy to see that if the mobile station uses omnidirectional antenna,

it will be heard by 6 APs and it can be localized. While by using our strategy one of radiation

pattern synthesis, the mobile station is able to concentrate the transmit power for communication

purpose and limit the power emitted to other directions. Therefore the number of APs that can hear

its signal is significantly reduced.

Strategy Two: Maximizing the Location Estimation Bias

When it is inevitable that more than 4 APs can get RSS measurements of its signal, the mobile

station optimizes its radiation pattern with GA to bias the location estimation as much as it can. In

the GA compuation process, the maximum number of generation is set as 500.

Figure 4.4 illustrates two examples of the optimized radiation pattern overlapping with the AP

distribution in the 2-D space. The radius of red circle in the center is the size of estimation error of
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LS location estimation algorithm. As we can see from Figure 4.4(a), when the localization error is

maximized, our strategy controls the APs that can measure RSS to be on a diagonal that passes the

location of the mobile station. This observation is in accordance with the result in [14], which says

that collinear deployment of anchors has negative impact on localization performance. In Figure

4.4(b), the directional gain of the smart antenna varies a lot in different direction. Consequently

even if the localization system successfully get abundant RSS measurements of the mobile station,

those RSS measurements are biased. Directly using these RSS measurements to do localization

will cause large estimation error, while refining those measurements are very difficult without

knowing the radiation pattern used by the mobile station.

Essentially, we can see that our strategy two degrades the localization performance by not only dis-

torting the RSS measurement but also selectively only letting the APs located collinearly measure

RSS.

4.7.2 Statistical Analysis

In this part, we first use Monte Carlo simulation to estimate the success rate of our strategy one,

which attempts to limit the number of APs that can hear the mobile station’s signal to be below 4.

Then, we use Monte Carlo simulation to evaluate the localization bias introduced by our strategy

two. We evaluate our scheme under different combinations of the number of APs (Nap) and the

number of antenna elements (Nant). For each pair of Nap and Nant, 200 simulation runs are

conducted.

Success Rate of the First-priority Strategy

Table 4.1 lists the success rate of the our strategy one. Nant = 1 is actually the omnidirectional

antenna case and the data in the first row shows the simulated success rate of using transmit power

control to limit the number of APs in range to be less than 4. The higher success rate of our pattern

synthesis scheme compared with the omnidirectional antenna case indicates that pattern synthesis
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Table 4.1: Success rate of strategy one.

Nant Nap = 10 Nap = 20 Nap = 30

1 0.335 0.355 0.405

4 0.51 0.455 0.595

6 0.575 0.59 0.615

8 0.615 0.61 0.615

10 0.635 0.64 0.7

12 0.705 0.655 0.715

is more powerful to reduce the number of RSS measurements while keeping a mobile station’s

communication quality intact.

Generally, the success rate tends to increase when Nant increases since smart antenna array with

more antenna elements has more flexibility in tuning the radiation pattern. The capability of con-

centrating the transmit power to desired direction reduces the unnecessary power emission to other

directions and keep the mobile station more secure.

We also find that when Nap increases, the success rate of our strategy one also may increase. This

is counterintuitive in a sense that higher density of APs should lead to greater chance that the signal

from the mobile station to be heard by more APs. However, note that, due to variations in path loss

and inherent noise in our AP location estimation, APs in areas that are a little further away than

APc may still hear the mobile station’s signal. We call this as the blurring zone around APc and

our strategy one has conservatively considered APs in the blurring zone as APs that can measure

RSS of the mobile station. According to log-normal shadowing path loss model illustrated by

Figure 4.5, the further away that APc is from the mobile station, the more flat the curve of signal

attenuation is, which results in a larger blurring zone around APc. When AP density is high, APc

usually locates closer to the mobile station, resulting a small blurring zone around APc. As the

blurring zone is smaller, there is less chance that any AP will happen to be in this blurring zone.

Hence, the success rate of strategy one increases.
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Figure 4.5: Large scale path loss v.s. distance using log-normal shadowing model with α = 3.

Localization Bias Introduced by Strategy Two

Figure 4.6 shows the cumulative probability distribution (CDF) of the localization bias caused by

our strategy two. As we can see from the figure, when omnidirectional radiation pattern is used,

the localization bias is around 10 meters and the bias is mainly caused by noise. Comparatively, the

CDF curves of our strategy two are more on the right side, indicating significantly larger location

estimation bias. Consider that the radius of an AP’s coverage area is usually 30 to 50 meters, this

estimation bias is fairly large. Thus we can draw the conclusion that our pattern synthesis-based

privacy protection scheme can bring large bias to the location estimation result of localization sys-

tem. However, we do not observe big performance difference among antenna arrays with different

number of antenna elements. Hence we conclude that antenna array with different number of

antenna elements have similar performance in distorting the localization result.
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4.8 Chapter Summary

In WLAN environment, a mobile station’s location can be revealed by its radiated signal and this

poses great threat to the mobile user’s location privacy. In this chapter, we proposed a physical

layer location privacy protection scheme against RSS-based localization systems using a linear

smart antenna array on the mobile station. Our scheme consists of a passive observation step

and an antenna pattern synthesis step. In the passive observation step, the mobile station moves

around to measure the beacon signal of the neighboring APs and estimate the path losses to the

APs. In the pattern synthesis step, two pattern optimization strategies are used to prevent the

positioning system from correctly localizing the mobile station while the communication quality

is not affected. Simulation results show that our first-priority strategy significantly increases the

probability of inadequate RSS measurements and the second strategy substantially degenerates the

localization precision.
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Figure 4.6: CDF of localization error caused by pattern synthesis.



Chapter 5

Analysis on Beamforming-based Perfect

Location Spoofing Attacks

As we know, personal privacy preservation and security assurance at the system level are often

conflictive in a sense that privacy preservation tries to conceal personal information, while security

assurance needs to obtain as much information as possible to protect the system from potential

malicious attacks. Specifically, if the scheme proposed in Chapter 4 is abused and enhanced by

malicious parties, it is possible that the attackers can spoof their locations to conceal their crime.

Location spoofing attacks pose serious threats to the location based wireless network mechanisms.

In spite of existing schemes for robust localization and location spoofing detection, our study

shows that in many circumstances, perfect location spoofing (PLS) can stay undetected even if

robust localization algorithms or detection mechanisms are used. In this chapter, we present theo-

retical analysis on the feasibility of beamforming-based PLS attacks and how it is affected by the

geometry of anchor deployment. We formulate PLS as a nonlinear feasibility problem based on

smart antenna array pattern synthesis. Due to the intractable nature of this feasibility problem, we

solve it using semidefinite relaxation (SDR) in conjunction with a heuristic local search algorithm.

Simulation results show the effectiveness of our analytical approach. Based on the experimental

results, we show that PLS attack’ s feasible region is strongly correlated with localization anchor

72
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deployment. We use this correlation to derive insightful guidelines for defence against such attacks.

5.1 Introduction

Radio localization systems have been integrated into many wireless network solutions. For ex-

ample, location-based access control (LBAC) determines the users’ privileges of accessing critical

information by taking the users’ physical locations into account [2, 62]. Identity spoofing detection

mechanisms use location information to differentiate malicious nodes from legitimate nodes [18].

In the emerging cognitive radio networks, the geo-location database approach mandated by the

FCC for dynamic spectrum access uses location of secondary user for spectrum allocation. In

these applications, the correctness of the location results provided by the localization systems is

critical. Attacks on localization systems can cause errors in location estimation and consequently

break these location based mechanisms of wireless networks.

Generally, there are two categories of attacks on localization systems. The first category is location

concealing, where the adversary does not have a specific target fake location. The goal of location

concealing is simply to distort the measurements of the localization system so that the true location

of the adversary cannot be identified. The other category is location spoofing, where an attacker

masquerades as being at another target location by falsifying the measurements of the localization

system. (An illustration is given by Figure 5.1.) Between the two categories, the latter is more of

a threat to the security of wireless networks in the sense that locationally masqueraded attackers

can take illegitimate advantage of the network resources and launch further attacks to the network.

For instance, in applications of LBAC, if the attacker can masquerade to be at a position where

high access privileges are given, he / she may illegitimately access confidential resources. In

tracing of adversary in wireless networks, attackers with capability of masquerading locations may

plant the crime on innocent wireless nodes and disturb the judgement of the security mechanism.

Similarly, the identity attack detection schemes that rely on localization may also fail due to this

kind of location spoofing attacks [18, 24, 74]. In this chapter, we focus on investigation of location
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Figure 5.1: A Perfect Location spoofing attack.

spoofing attack to received signal strength (RSS) based localization systems.

The existence of potential location spoofing attacks has been identified for quite a few years. In

[17], it is experimentally shown that by attenuating or amplifying the RSS readings at the anchors,

the localization system may conclude in false location estimation. Bauer et al. show that attackers

with directional antennas [7] have the ability to bias the location estimation to a direction of their

choice in addition to introducing significant localization errors. The feasibility of using smart

antenna to conceal the real location of the transmitting radio is introduced in [85]. All these works

indicate that location spoofing is possible. A few robust localization algorithms have been proposed

to countermeasure location spoofing attacks [17, 45, 47], in which statistical analysis methods are

used to detect and eliminate some of the biased RSS measurements.

Unfortunately, despite all the existing efforts, we have discovered that robust RSS localization

schemes are all limited in their effectiveness no matter what statistical methods they use. In many

circumstances, there exist location spoofing attacks that can stay undetected under all of these

robust RSS based localization algorithms. We call such attack as “perfect location spoofing (PLS)

attack”. To fully understand the limitations of robust localization algorithms and the level of threat

of PLS attacks, in this chapter, we provide a thorough theoretical analysis on the capability of

using PLS attacks to evade robust RSS localization algorithms. Our analysis assumes that the

attacker uses beamforming to control the directional gains of his radio and hence falsifies the RSS
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readings at the anchors. To the best of our knowledge, our analysis is the first to provide answers to

the following critical and fundamental questions: Is it possible for an attacker to launch location

spoofing attacks against any robust RSS localization algorithm? Can an attacker launch a PLS

attack to a specific location no matter where he/she is? What can be done to reduce the possibility

of PLS attacks?

To answer these questions, we first formulate the PLS problem as a nonlinear feasibility problem

based on smart antenna pattern synthesis. Due to the intractable nature of this feasibility prob-

lem, we derive close upper and lower bounds of the solution to the feasibility problem through

semidefinite relaxation and local search method. Using these upper and lower bounds, we fur-

ther investigate how the feasibility of PLS is related to anchor deployments and antenna capability.

Based on the investigation results, we provide guidelines for localization anchor deployment strate-

gies that can significantly reduce the threat of PLS attacks. To our best knowledge, our work is

the first study that presents mathematical formulation and theoretical analysis on the feasibility of

PLS attacks, how they are affected by the anchor deployment and how PLS attacks can be solved.

5.2 RSS Based Localization

In this section, we give a brief overview of RSS-based localization systems which are adopted

by most commercial applications. In an RSS based localization system, there are multiple sig-

nal receivers placed at specific locations which measure the RSS of wireless nodes and report

the measurements to the system. These signal receivers are referred as “anchors”. Localization

algorithms are then used to compute location estimates based on anchor measurements. These

algorithms fall into two categories: fingerprint based approaches [4, 38] and propagation model

based approaches [63, 39]. Fingerprint localization collects RSS measurements of wireless nodes

at sample locations and stores these measurements in database in the off-line phase. During the

on-line phase, the actual RSS measurements of the target wireless node are compared with the

stored database and through pattern matching, a location estimation can be returned. In propaga-
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tion model based RSS localization schemes, the distances from the wireless node to the anchors

are estimated using large scale path loss model. With these estimated distances, the localization

result is obtained geometrically by trilateration.

For both types of approaches, robust data processing algorithms [17, 45, 47] can be used to detect

and eliminate some abnormal measurements introduced by location spoofing attacks. However, no

matter what robust algorithms are used for these two types of approaches, we will show in the next

section that some location spoofing attacks can still be undetectable.

5.3 Attack Model

The location spoofing attack model is illustrated in Figure 5.1, where point “A” is the true location

of the attacker and point “B” is the attacker’s fake location. Note that no matter which localization

algorithm is used in the system, as long as the attacker ensures that the RSS readings at all the

anchors are the same as what the RSS readings should be for a wireless node at the fake location,

there is no way for any robust localization algorithm to detect the location spoofing attack. We

call this type of location spoofing attack as “perfect location spoofing (PLS)”. Under PLS attack,

the location estimations produced by all localization algorithms are the same fake location within

a reasonable small error range that are determined by the noise level and the precision of the

algorithms.

For conventional omnidirectional radios, realizing PLS attack is not possible because the path loss

vector from point “A” to the anchors are different from the path loss vector from point “B”. Thus,

wireless nodes with omnidirectional antennas at the two points will produce different RSS reading

vectors at the anchors. An attacker at point A, however, can use smart antenna’s beamforming

capability to solve this problem and make the RSS readings at anchors the same as the readings

should be when he is at position B. To do this, the attacker first obtains the anchor locations

by wardriving [31] (moving around to locate anchors in the neighboring area), spying or other

underhand means. Then, the attacker tunes the diverse directional gains produced by beamforming



Ting Wang Chapter 5. Analysis on Beamforming-based Perfect Location Spoofing Attacks 77

to compensate the difference between the two path loss vectors from A and B, and hence, falsify

the RSS reading vectors at the anchors. To estimate the path loss, the attacker can leverage signal

propagation models and field measurement methods. If the falsified RSS reading vector is within

the range of typical noised RSS reading vectors produced by a legitimate wireless node at the fake

location, we say that a PLS attack is created.

In the remainder of this chapter, we assume that the attacker is equipped with a circular smart

antenna array which consists of Nant isotropic elements placed over a circle with radius R. The ith

antenna element is located with the phase angle φi. The beamforming pattern of this circular smart

antenna array is expressed as [82]:

G(θ) =
Nant
∑

i=1

wi exp[j
2π

λ
R cos(θ − φi)], (5.1)

where λ is the signal wavelength, θ represents the direction and w = [w1, w2, · · · , wNant
]H is the

complex weight vector which can be tuned to change the radiation pattern.

We choose circular antenna array as an example to illustrate the formulation of our analysis be-

cause it can produce flexible asymmetric beamforming patterns and easily deflect a beam through

2π. However, our analysis is not limited to circular antenna array. It is straightforward to plug

antenna models with other geometric forms into the analysis by replacing equation (5.1) with their

corresponding beamforming functions.

5.4 Problem Overview

To understand how we analyze the conditions that an attacker can launch a PLS attack, let us

look at a simple example illustrated in Figure 2, where an attacker at location (x, y) wants to

fake his/her location at (x̂, ŷ). There are K anchors in the neighboring area and their locations

are denoted by (xk, yk), k = 1, 2, · · · , K. Since less than 4 anchors are not enough to uniquely

localize even a legitimate node with unknown transmit power, we are only interested in the cases

where K ≥ 4. Suppose the expected path loss from the true location, (x, y), to the ith anchor



Ting Wang Chapter 5. Analysis on Beamforming-based Perfect Location Spoofing Attacks 78

Figure 5.2: Compensating path loss differences using beamforming.

is vi and v = [v1, v2, · · · vK ]T . The expected path loss from the fake location, (x̂, ŷ), to the ith

anchor is v̂i and v̂ = [v̂1, v̂2, · · · , v̂K ]T . Denote the direction angle of the ith anchor with respect

to the true location (x, y) as θi and Θ = [θ1, θ2, · · · θK ]T . To realize a PLS attack, all the anchors’

RSS readings of the attacker should be the same as the RSS readings of a legitimate user at the

fake location (x̂, ŷ). Hence, the attacker must tune his/her beamforming pattern defined in (5.1) to

satisfy the following constrains,

vk|G(θk)|2 ≈ v̂k, ∀k = 1, 2, · · · , K. (5.2)

Essentially, (5.2) shows that the requirement of PLS for the attacker is that the beamforming gains

in the directions of the anchors must compensate the difference between the path loss vectors from

the attacker’s true location and from the fake location. If a w that satisfies all the constraints in

(5.2) can be obtained, we conclude that a PLS attack is feasible. Otherwise, it is infeasible to

falsify all the RSS readings at the anchors by beamforming and the abnormal RSS readings can

potentially be detected by some robust localization algorithms. It is important to note that we use

an approximate sign in (5.2) instead of an equal sign. This is because signal path loss usually has

random variations. Hence, as long as the attacker’s RSS readings are close enough to the desired

fake values, a localization system cannot tell whether the discrepancy is caused by attack or natural

variations in path loss.

In spite of the straightforward concept of formula (5.2), we will show in Section 5.5 that the formal
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mathematical formulation of the PLS feasibility problem is NP-hard in general. In order to solve

this problem, we leverage semidefinite relaxation (SDR) technique and a local search algorithm

to get approximate answers. Simulation results show that our approximation method can closely

approximate the intractable feasibility problem and is effective in analyzing the feasibility of PLS

attacks under different situations. The analysis will answer the following questions:

• How is the feasibility of PLS attacks related to the anchor density and the hardware capability

of the attacker’s smart antenna?

• What kind of anchor deployment is good for guard against location spoofing attacks?

• Given an anchor deployment and a particular fake location, where could the attacker be

hiding to launch a PLS attack?

The answers to the above questions provide insightful guidance for deployment of spoof resistant

localization system and tracing of location spoofing adversaries.

5.5 Problem Formulation

In this section, we formulate the feasibility of PLS in the form of a non-linear programming prob-

lem.

According to the log-distance path loss model, the expected path loss vectors from the attacker’s

true location (x, y) and his/her target fake location (x̂, ŷ) to the anchors at locations (xk, yk), k =

1, 2, · · · , K can be expressed as the following equations respectively,

v = [v1, v2, · · · vK ]T ,
vk = PL0[(xk − x)2 + (yk − y)2]α/2,

v̂ = [v̂1, v̂2, · · · , v̂K ]T ,
v̂k = PL0[(xk − x̂)2 + (yk − ŷ)2]α/2,

(5.3)
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where PL0 is the path loss at the reference distance d0 = 1m and α is the path loss exponent. As

illustrated in Figure 5.2, the angle vector Θ = [θ1, θ2, · · · θK ]T is defined by the relationships:

cos θk = xk−x√
(xk−x)2+(yk−y)2

,

sin θk = yk−y√
(xk−x)2+(yk−y)2

,

k = 1, 2, · · · , K.

(5.4)

From (5.1), the beamforming directional gain in the direction of the kth anchor can be written as

|G(θk)|2 = |wHhk|2, (5.5)

where

hk =

















exp[j 2π
λ
R cos(θk − φ1)]

exp[j 2π
λ
R cos(θk − φ2)]

...

exp[j 2π
λ
R cos(θk − φNant

)]

















. (5.6)

In Section 5.4, we have briefly described the requirement for a PLS using (5.2). We use an ap-

proximation sign in formula (5.2) because vk|G(θk)|2 does not need to be exactly equal to v̂k for

realizing a PLS due to path loss variations in nature environment. Following shadow fading model,

the path loss is a Gaussian distributed random variable with a standard deviation in dB. As long as

the difference between vk|G(θk)|2 and v̂k is within the typical deviation level, a localization system

is not able to differentiate the falsified RSS measurements from noised RSS measurements. Thus

we use the standard deviation of the Gaussian noise, δ(dB) > 0, as the threshold that defines the

closeness requirement for the approximation in (5.2) to hold. Based on this threshold, we convert

(5.2) into

|10 log10(vk|G(θk)|2)− 10 log10(v̂k)| ≤ δ(dB). (5.7)

For simplicity, note that (5.7) is equivalent to

1

δ
≤ vk

v̂k
|G(θk)|2 ≤ δ. (5.8)

By plugging (5.5) into (5.8), we get

1

δ
≤ vk

v̂k
|wHhk|2 ≤ δ. (5.9)
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Letting

fk = (
vk
v̂k
)
1
2hk, (5.10)

(5.9) becomes:

1

δ
≤ |wHfk|2 ≤ δ. (5.11)

The feasibility of PLS now can be modeled as:

find any wH

s.t. |wHfk|2 ≤ δ

|wHfk|2 ≥ 1
δ

k = 1, 2, · · · , K.

(5.12)

The formulation in (5.12) is a nonlinear feasibility problem, in which the answer is “yes” or “no”.

However, this feasibility problem is difficult to answer as we have the following claim.

Claim 1. The feasibility problem (5.12) is NP-hard.

Proof. To prove the complexity of problem (5.12), let us consider its complementary problem:

max
w

t = min
k
{|wHfk|2}Kk=1

s.t. |wHfk|2 ≤ δ, k = 1, 2, · · · , K.
(5.13)

Given the solution t∗ of (5.13), problem (5.12) is feasible if and only if t∗ ≥ 1
δ

and it is infeasible

if and only if t∗ < 1
δ
. Conversely, suppose problem (5.12) can be solved in polynomial time. Then

for any given value of η ∈ [0, δ], we can also solve the following problem in polynomial time.

find wH

s.t. |wHfk|2 ≤ δ

|wHfk|2 ≥ η

k = 1, 2, · · · , K.

(5.14)

Since the value of η lies in the interval [0, δ], we can use bisection method to find the turning point

η′, so that when η > η′, problem (5.14) is infeasible and for η < η′, problem (5.14) is feasible.
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This turning point η′ is the maximum value of η which makes problem (5.14) feasible, so it is

exactly the solution to the max-min problem (5.13). Because bisection method is a polynomial-

time algorithm, the reduction from problem (5.13) to problem (5.12) is also polynomial. Thus,

problem (5.12) and problem (5.13) are bidirectionally polynomial-time reducible. Hence, if we

can show (5.13) is NP-hard, we prove that (5.12) is NP-hard too.

Now consider the case that the solution to (5.13) is obtained when t∗ = |wHfk∗|2, and (5.13)

becomes:

max
w

|wHfk∗|2

s.t. |wHfk|2 ≤ δ

|wHfk|2 ≥ |wHfk∗|2

k = 1, 2, · · · , K.

(5.15)

By moving |wHfk|2 to the other side of the inequality, (5.13) is finally recast as

max
w

wH(fk∗f
H
k∗)w

s.t. wH(fkf
H
k )w ≤ δ

wH(fk∗f
H
k∗ − fkf

H
k )w ≤ 0

k = 1, 2, · · · , K.

(5.16)

In (5.16), fkf
H
k is a Hermitian positive semi-definite matrix and wH(fk∗f

H
k∗−fkfHk )w is an indefinite

matrix. Thus, (5.16) is a non-convex quadratically constrained quadratic programming (QCQP)

problem, which is NP-hard in general [50]. Thus, (5.13) is NP-hard in general and so is (5.12).

5.6 Solving PLS Problem

Since the feasibility problem of PLS defined in (5.12) is, in general, NP-hard, we cannot analyze

the properties of PLS by directly solving it. Therefore, in this section, we first provide the deriva-

tion of a relaxed problem, the solution to which will provide us an upper bound for the feasibility

answers to the PLS problem (meaning if the relaxed problem is infeasible, (5.12) is definitely infea-

sible). Then we introduce a heuristic algorithm which, in most of the feasible situations of problem
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(5.12), can actually find a feasible solution through local search around carefully selected starting

points. The local-search-based heuristical algorithm essentially serves as our lower bound on the

PLS problem (5.12) (meaning that if local search can find a feasible solution, we know problem

(5.12) is definitely feasible). Our experiment in Section 5.7 will show that these two bounds are

actually very tight and hence can be used as great approximation tools for analyzing the original

PLS problem in (5.12).

5.6.1 Relaxation

To get the relaxed problem, first, we add an objective function to problem (5.12), so that when

multiple solutions exist, just the one with minimum objective value is returned. Meanwhile, by

letting Qk = fkfk
H , we reformulate the PLS problem as:

min
w

obj =
K
∑

k=1

(wHQkw − 1)2

s.t. wHQkw ≤ δ

wHQkw ≥ 1
δ

k = 1, 2, · · · , K.

(5.17)

The physical meaning of the objective function in (5.17) is the squared error of the approximation

in (5.7) and it achieves zero when |wHfk|2 = vk |G(θk)|
2

v̂k
= 1, ∀k ∈ {1, · · · , K}. Physically, a

weighting vector w that solves (5.17) produces a beamforming pattern which is closest to the ideal

pattern. Meanwhile, if (5.17) can be solved, then the PLS problem in (5.12) can also be solved.

This is because if a solution can be found for (5.17), this solution must satisfy (5.17)’s constraints.

Since (5.12) and (5.17) have the same constraints, (5.17)’s solution is a solution to (5.12). If (5.17)

does not have a feasible solution, we know that (5.12) also does not have any solution.

Since wHQkw = trace(wHQkw) = trace(wwHQk), we can recast (5.17) by assuming X =
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wwH and get:

min
w

obj =
K
∑

k=1

(trace(XQk)− 1)2

s.t. trace(XQk) ≤ δ

trace(XQk) ≥ 1
δ

k = 1, 2, · · · , K
X � 0

rank(X) = 1.

(5.18)

By X � 0, we mean that X is a Hermitian positive semidefinite matrix.

Note that since problem (5.12) is NP-hard in general, so is problem (5.18). Hence, in the following,

we will seek a heuristic solution by analyzing a relaxed version of (5.18). Our relaxation is based on

the observation that problem (5.18) is very similar to a semidefinite programming problem except

that the last constraint “rank(X) = 1” is non-convex. It is known that a semidefinite programming

problem is solvable within polynomial time. Hence, we relax problem (5.18) by ignoring the rank

constraint and get the following SDR problem.

min
w

K
∑

k=1

(trace(XQk)− 1)2

s.t. trace(XQk) ≤ δ

trace(XQk) ≥ 1
δ

k = 1, 2, · · · , K
X � 0

(5.19)

The SDR problem can be solved efficiently and its optimal solution provides a lower bound for the

objective value in (5.17). If the SDR problem has no solution, we are safe to conclude that (5.12)

has no feasible solution. This is because the relaxation makes the feasible region of (5.12), which

is the same as the feasible region of (5.17), a subset of the SDR problem’s feasible region.

In addition, the SDR problem not only provides us a way to weed out infeasible situations, it also

can provide us with clues to search for feasible solutions to the PLS problem. Note that due to

the relaxation, the optimal solution Xopt to the SDR problem may violate the “rank(X) = 1”
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constraint in (5.18). Since (5.18) and (5.12) essentially have the same constraints, this also means

that Xopt is not feasible for problem (5.12) in such a case. However, note that Xopt does have the

nice property that it satisfies the other constraints in (5.18) which means that it could be close to

the feasible region of the original PLS problem. Thus, there may exist feasible solutions to the PLS

problem around Xopt. Based on this observation, we propose an effective local search algorithm

to search for feasible solution to (5.12).

5.6.2 Heuristic Algorithm

While the solution Xopt of (5.19) gives us one starting point of local search for feasible solution

to problem (5.12), this single starting point may not be enough. This is because the feasible space

of X that satisfies the constraints of (5.19) is much larger than the feasible space that satisfies

(5.18)’s constraints. (satisfying (5.18)’s constraints means satisfying (5.12)’s constraints). Hence,

Xopt, which is the optimal solution of (5.19), may locate far from the feasible space of (5.18) so

that local search around Xopt cannot find a point that satisfies (5.18)’s constraints. To solve this

problem, we essentially need to revise (5.19) to give us more starting points for local search. All

these starting points must satisfy all the constraints of (5.19) except the rank constraint.

Based on this idea, we use a heuristic algorithm to approximately solve the PLS problem in (5.12)

as follows. Our approach is a combination of a local search algorithm and a feasible region par-

titioning algorithm. First, starting from Xopt, the local search algorithm tries to find a feasible

solution to the PLS problem. In case that Xopt is far beyond the feasible region of (5.12) so that

local search around Xopt fails, the partitioning algorithm segments the feasible region of (5.19) and

generates additional starting points for the local search algorithm. These additional starting points

enable local search to span more of the feasible region of the SDR problem (5.19), so that the

chance of finding a feasible solution to (5.12) enhances. In the following, we describe the details

of our partitioning algorithm and local search process.
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Partitioning the feasible region

Algorithm 1 shows the procedure of partitioning the feasible region of the SDR problem. A parti-

tioned SDR sub-problem is given by the following form:

min
w

K
∑

k=1

(trace(ZQk)− 1)2

s.t. trace(ZQk) ≤ bk

trace(ZQk) ≥ ak

k = 1, 2, · · · , K
Z � 0.

(5.20)

where ak and bk represent the new bounds defined by the partitioned feasible region pieces. For

each k, [ak, bk] is chosen to be either [r(0), r(1)] or [r(1), r(2)], with r(0) = 1
δ
; r(1) = (δ +

1
δ
)/2; r(2) = δ. Thus, in total 2K SDR sub-problems can be established. Note that problem

(5.20)’s solution Zopt is the same as Xopt in the following properties: Both Zopt and Xopt are

Hermitian and semidefinite matrix. Both Zopt and Xopt satisfy the first two constraints of (5.18)

but may violate the (5.18)’s last rank constraint.

This partitioning process is initiated when local search around Xopt cannot find a feasible wl. The

SDR sub-problems are tested one by one. For each SDR sub-problem, after getting the solution

Zopt, we use a local search algorithm (described in Section 5.6.2) to search for a feasible wl that

satisfies all constraints in (5.18). If the current SDR sub-problem is infeasible, or the local search

algorithm fails in finding a feasible wl, the next SDR sub-problem is tested. This process stops

when either a feasible wl is obtained, or all the 2K SDR sub-problems have been tested.

Local search

The steps of the local search procedure are illustrated in Algorithm 2. In the local search algorithm,

candidate solution vectors, wl, for (5.12) are randomly generated based on a given starting point X.

Note that X is a Hermitian and semidefinite matrix. Hence, we can use Cholesky decomposition to

decompose X into the product of a lower triangular matrix V and its conjugate transpose, denoted
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Algorithm 1 Partitioning of SDR feasible region.

Input: δ

Output: w

1: r(0) = 1
δ
, r(1) =

δ+ 1
δ

2
, r(2) = δ

2: for j = 1→ 2K do

3: p← j(2); {convert j from decimal to binary and store the binary bits into vector p}
4: ak = r([p]k), bk = r([p]k + 1), k = 1, 2, · · · , K;

5: Solve problem (5.20);

6: if (5.20) is feasible then

7: Call Algorithm 2 with input Zopt and get w.

8: if w 6= NULL then

9: Return w;

10: end if

11: end if

12: end for

as: VVH = X. A candidate vector is created by multiplying V by a randomly generated vector.

We adopt two effective methods for random vector generation which have been used by [76]. In

the first method, we let wl = Vel, where el is on the unit sphere of the Nant-dimensional space of

complex numbers, with each of its element having a phase uniformly distributed on [0, 2π). In the

second method, we let wl = Vul, and ul has both the real and the imaginary parts of each element

following independent standard Gaussian distribution.

Suppose the randomization is repeated Ns times. Each time we put wl, generated by the two

methods, into the PLS problem (5.12) and check if wl satisfies all the constraints. After Ns ran-

domization runs, if none of the wl satisfies (5.12)’s constraints, we claim that the local search

fails.
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Algorithm 2 Randomization based local search.

Input: X, Qk, δ, Ns

Output: w

1: Initialize w = NULL;

2: Generate V such that VVH = X;

3: for i = 1→ Ns do

4: Generate a Nant by 1 vector el on the unit sphere of CNant;

5: Test the feasibility of (5.12) with wl = Vel;

6: if feasible then

7: Return w = wl;

8: end if

9: Generate a Nant by 1 vector ul with

Re{[ul]i} ∼ N (0, 1) and Im{[ul]i} ∼ N (0, 1)

i = 1, 2, · · · , Nant;

10: Test the feasibility of (5.12) with wl = Vul;

11: if feasible then

12: Return w = wl;

13: end if

14: end for

Discussions of the heuristic algorithm

At worst, our heuristic algorithm might have to test all the 2K SDR sub-problems before providing

a heuristic solution to the PLS problem (5.12). Nevertheless, according to our simulations, check-

ing all the 2K SDR sub-problem can be finished within several minutes with K ≤ 10. Meanwhile,

when K ≥ Nant, in our simulations, the SDR problem in (5.19) is almost always infeasible and

the PLS problem (5.12) is answered as infeasible instantly. Hence, the only challenging part for

the heuristic algorithm is when Nant is fairly large (Nant > 10), which is unlikely to happen due to

the physical limitation on the number of antenna elements of an antenna array in practical antenna
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engineering. In addition, although large Nant may theoretically yield feasible solutions for K that

is larger than 10, such solutions are usually not usable in practical scenarios. This is because these

solutions are very sensitive to the exact fine-tuning of the antenna pattern such that normal fuzzi-

ness in the radiation pattern due to reflection and diffraction of the radio signal usually invalidate

their feasibility.

Following our SDR based heuristic algorithm, the PLS feasibility problem (5.12) could end up in

three different cases. In the first case, the SDR problem in (5.19) is infeasible, which indicates

that the PLS problem (5.12) is also infeasible. In the second case, the SDR problem is feasible

and a feasible w to the PLS problem is obtained using our heuristic algorithm. Then it is sufficient

that PLS in this case is feasible. In the third case, the SDR problem is feasible, but our heuristic

algorithm returns no feasible w for (5.12). The feasibility of the PLS problem is unknown. Es-

sentially, these three cases show that the feasibility answer to the PLS problem lies in between the

feasibility answer to the SDR problem and the feasibility answer of our heuristic solution. Hence,

the solution to the SDR problem and our heuristic solution can be seen as an upper bound and a

lower bound for the PLS problem in (5.12), respectively. Fortunately, our experiments show that

the third case appears very rarely. This essentially means that the feasibility answer to the PLS

problem (5.12) is tightly bounded by the feasibility solution of the SDR problem and our heuristic

algorithm.

5.7 Simulation Results

In this section, we simulate the SDR relaxed problem and the heuristic algorithm described in Sec-

tion 5.6 to analyze the feasibility of PLS under different circumstances. Through the analysis, we

discuss guidelines for deployment of localization systems and possible solutions to defend against

beamforming-based PLS attacks. Our simulation also confirms that our relaxed SDR problem and

the local-search heuristic algorithm provide very tight bounds on the PLS problem (5.12). The

SDR problems in the simulations are solved using cvx [29] in MATLAB environment on a desktop
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with Intel 2.8G Hz CPU and 3Gb memory.

In the simulations, we also add the practical consideration about possible beamforming aiming

error. In practice, there might be a small aiming error when the attacker points the beamforming

pattern to the anchors. Thus, we require that the beamforming pattern for PLS also satisfies the

following additional constraints,

1

δ
≤ vk

v̂k
|G(θk ± γθ)|2 ≤ δ, k = 1, 2, · · · , K. (5.21)

where γθ represents a small angle of aiming error. Otherwise, only a small aiming error could fail

the location spoofing attack. The following simulation results are obtained by assuming γθ = 1◦.

5.7.1 Fixed Spoofing Distance

First we analyze the feasibility of PLS attacks with fixed true location (x, y) and fake location (x̂, ŷ)

under different anchor deployments. This part of analysis shows the capability of PLS attacks. We

randomly generate anchors in a 200×200m2 2-D space. They are spaced reasonably far enough

from each other to mimic real system deployment since a real localization system rarely have two

anchors sit very close to each other. The path loss exponent α is set to be α = 3. The attacker’s

true location is (0,0) and the fake location is (30, 40).

PLS Beamforming Pattern

An example of the beamforming pattern of a PLS attack is shown in Figure 5.3. From the figure,

we can see how the beamforming pattern compensates the differences between the path loss vector

from the true location (x, y) to the anchors and the path loss vector from the fake location (x̂, ŷ).

Towards the directions of anchors which are closer to the fake location than to the true location,

the directional gain is comparatively large. On the contrary, for the anchors which are closer to the

true location, the directional gain is much smaller. In this way, the overall effect of beamforming

together with the natural path loss makes the RSS reading vector at the anchors seems as if they

are generated by signal transmitted from the fake location.
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Figure 5.3: A beamforming pattern of PLS.

Success Rate of PLS

We use Monte Carlo simulations to estimate the success rate of PLS with different combinations

of the number of antenna elements (Nant) and the number of anchors (K) in the 2-D space. In each

simulation run, the locations of the anchors are randomly generated. We also vary the value of the

noise threshold δ from 1 dB to 3 dB. For each combination of parameters, totally 200 simulation

runs are launched. The number of times where the local-search heuristic algorithm can find feasible

solutions (Nheuri) and the situations where the relaxed SDR problem has solutions(Nrelax) are

recorded in Table 5.1. Note that the heuristic algorithm provides a lower bound on the original

PLS problem at (5.12), while the SDR solutions provide an upper bound. Hence, the number of

times that the original PLS problem has feasible solutions lies in between Nheuri and Nrelax.

Three general trends in Table 5.1 can be observed. First, both Nrelax and Nheuri increase when

the number of antenna elements Nant increases. The reason is that smart antenna array with more

elements has more flexibility in tuning the radiation pattern, and hence is more capable in creating

PLS attacks. Mathematically, more antenna elements leads to more tunable [w]i and hence larger

degree of freedom in the problems. Second, the success rates of the two problems tend to increase
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Table 5.1: Number of successful cases out of 200 simulation runs. (Nheuri/Nrelax)

δ K Nant=6 Nant=8 Nant=10 Nant=12

1dB

4 66/70 142/160 170/181 175/192

5 4/7 78/97 93/152 106/182

6 0/0 20/34 43/97 31/162

7 0/0 0/5 16/64 9/95

8 0/0 0/0 3/29 1/33

2dB

4 96/96 129/129 171/172 180/181

5 10/11 105/107 148/148 165/170

6 0/0 55/56 110/110 134/141

7 0/0 15/15 81/84 97/107

8 0/0 1/1 43/50 74/78

3dB

4 80/84 144/145 169/169 186/188

5 15/16 117/120 148/152 170/176

6 0/0 60/62 117/120 133/145

7 0/0 18/20 99/100 100/107

8 0/0 0/1 44/47 78/86

when the value of the threshold δ increases. This is because greater value of δ means looser bounds

and larger feasible region of the PLS problem. Third, both Nrelax and Nheuri decrease when K

increases. Mathematically, adding anchors means adding extra constraints to problem (5.12), so

that the feasible region decreases.

Another noticeable aspect of Table 5.1 is that the gap between Nheuri and Nrelax is related to the

noise threshold δ which indicates the natural variance in path loss. The smaller the δ, the larger

the gap. Since the number of times that the PLS problems in (5.12) is feasible falls in between

Nheuri and Nrelax, smaller gap between Nheuri and Nrelax indicates better approximate solutions to
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Figure 5.4: Spoofed localization results v.s. noised localization results.

the PLS problem (5.12). Fortunately, in real environment, the natural path loss variance is much

larger than 1dB (often in the range of 3-8 dB). Hence, we can expect that the gap between Nheuri

and Nrelax is very small in most of the real environments.

Location Estimation under PLS Attacks

Remember that when we formulate the PLS problem, we claim that the RSS readings of the at-

tacker at anchors do not need to be exactly the same as the RSS readings of a legitimate user at the

target fake location. As long as the RSS readings of the two situations are close enough, localiza-

tion systems cannot tell location spoofing from normal variations in path loss. To demonstrate this

point, we test least square estimation (LSE) as an example of location estimation algorithm. We

compare the location estimates produced by the LSE algorithm under PLS attacks with that under

normal path loss variations. For the PLS attacks, we chose the threshold as δ = 1 dB, and the

normal path loss variation is modeled as Gaussian noise with variance 1 dB. The output location

estimation results for 200 simulation runs are shown in Figure 5.4. We can see that the localization

results under PLS attacks are all around the fake location and within the error range of typical
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Figure 5.5: ROC curves of attack detection.

estimation results for legitimate users under normal path loss variations.

5.7.2 Attack Detection under PLS

To get an insight into how PLS attacks are difficult to detect, we evaluated the performance of the

attack detection schemes introduced in [17] and [45] under PLS.

First we compare the detection rates under PLS attack and single RSS attack using the location

spoofing attack detection algorithm introduced in [17], where the regression residuals of Linear

Least Squares (LLS) are utilized to detect RSS attacks. The results after 1000 simulation runs are

shown in Figure 5.5 and the settings for PLS attack is the same with Figure 5.4. The single RSS

attack is simulated by adding a 30 dB bias to one of the RSS measurements. By comparing the

ROC curves, we can see that the detection rates under PLS attacks are much lower and close to the

false positive rates, which makes the attack detection algorithm almost invalid.

It might not be surprising that the algorithm in [17] is ineffective for PLS attacks since it is not

designed with the consideration of beamforming attacks. Therefore, we further simulate algorithms

that are intended to detect beamforming attacks to RSS localization systems. In [45] two schemes

are proposed to use statistical and pattern matching techniques to detect location spoofing attacks

based on the assumption that in normal conditions, location estimates using RSS and differential
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(a) Attack detection with RED.
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(b) Attack detection with TRFM.

Figure 5.6: Performance of RED and TRFM degenerates under PLS attacks.

received signal strength (DRSS) are geographically close. The first scheme is called relative error

detection (RED). This method uses the norm of the relative error between RSS location estimation

and DRSS location estimation as the anomaly measure for the hypothesis testing problem. RED is

simple while effective against signal strength attacks. However, the authors observe that it does not

perform well under beamforming attacks. Therefore, the authors propose another method which is

called topological residual fingerprint matching (TRFM) which uses bilateral dissimilarity of the

global topological error signature to detect location spoofing attacks. The residual finger print is

a matrix which characterizes the streamlines that connect the critical points (anchors and location

estimates). TRFM is shown to be effective for general beamforming attacks, however, we will

show that it cannot effectively detect PLS attacks because of the carefully designed beamforming

pattern of PLS attacks.

Figure 5.6 shows the ROC curves of attack detection using both RED and TRFM. For RSS attacks,

a 30 dB bias is added to one of the RSS readings. As we can see, both RED and TRFM can ef-

fectively detect RSS attacks. However, under PLS attacks their false alarm rate is almost the same

as the detection rate indicating that PLS attack actually invalidates both schemes. The reason that

even TRFM cannot detect PLS attacks is that the carefully designed beamforming pattern coordi-

nates the expected RSS readings at all the anchors within coverage so that the DRSS measurements
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are almost the same as the DRSS measurements for signal transmitted from the target fake location,

while naive beamforming attacks without such consideration do not hold such property.

To have a better understanding of why RED and TRFM fail for PLS attacks, we present the visual-

ization of the topological residual fingerprints for normal shadow noise and PLS attack situations

in Figure 5.7. For both cases, the transmitter is at the origin of the coordinates. The target fake

location for PLS attack is (30, 40). Figure 5.7(a) and 5.7(b) show the topological residual finger-

prints for RSS and DRSS localization with normal shadow noise and Figure 5.7(c) and 5.7(d) are

corresponding to the situations under PLS attacks. The level curves represent different levels of

the LSE error function and the streamlines are instantaneously tangent to the negative gradient of

the error function [45]. These streamlines start from the anchors and converge to the estimated

transmitter positions marked by red dot for RSS estimation and green pentagon for DRSS esti-

mation respectively. The idea of RED is to detect location spoofing attacks using the geometrical

distance between the RSS estimation and the DRSS estimation. However, as shown in Figure 5.7,

with a successful PLS attack, the RSS and the DRSS location estimates are as close as it is for

the normal noise situation. Thus RED is not able to differentiate them. Differently, TRFM takes

into account the global feature of the error function and assumes that location spoofing attacks will

cause topological dissimilarity between the streamlines of RSS and DRSS localization. Unfortu-

nately, we can observe that the streamlines in Figure 5.7(c) and 5.7(d) actually have very similar

topology. By comparing the topological similarity of the streamlines in Figure 5.7, we are not able

to differentiate the PLS attack case and the shadow noise situation. This explains that PLS attacks

are undetectable with RED and TRFM.

5.7.3 Fixed Anchor Deployment

In this part, we investigate how the feasibility of PLS is affected by the anchor deployment and the

relative position of the attacker’s true location with respect to the anchors. In the simulations, the

fake location (x̂, ŷ) and the anchor locations are all fixed. We vary the true location (x, y) along

a quare grid in the whole simulated 2-D space to identify the feasible locations where the attacker
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can launch PLS attacks.

A group of simulation results are shown in Figure 5.8. The parameters used in the simulations are

Nant = 10, δ = 2 dB, K = {5, 6, 7, 8}. In Figure 5.8, the asterisk represents a true location (x, y)

of the attacker where our heuristic algorithm has found feasible solutions to the PLS problem in

(5.12). In other words, at the locations marked by asterisks, the attacker is able to successfully

spoof his/her location to the fake location (shown as green pentagram in the center of the figure)

using our heuristic algorithm. The blue diamonds represent true locations where the SDR problems

are feasible. All the other locations on the grid without marks are locations where PLS is impos-

sible. In the figure, most off the locations where SDR problems are feasible are also marked by

asterisks (sign of feasible PLS problem). This implies that the answers to the PLS problem (5.12)

are tightly bounded by solutions to the SDR problem and the solutions to our heuristic algorithm.

Anchor Density

By comparing the four graphs in Figure 5.8, we find that when the anchor density increases, the

attacker has less choices of locations to launch a successful PLS attack. This indicates that higher

density of anchor deployment is effective in lowering the success rate of PLS attacks in the 2-D

geometric space.

Geometry of Anchor Deployment

We also observe that most of the asterisks are within an area which is bounded by the nearest

surrounding anchors around the fake location. Meanwhile, if we pay attention to the blank space

among the asterisks, we can find that it is almost always in the extending directions of a segment

connecting a pair of anchors. This phenomenon is most obvious in Figure 5.8(b), however, it

actually happens to all of the four graphs, as very few asterisk or diamond marks exist in the

extending directions of the line segments joining a pair of anchors. We want to briefly raise this

interesting observation here. Detailed analysis of this observation and how it can be helpful for
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attack resistant anchor deployment will be presented in the next section.

Based on the above observations, we conclude that generally anchor deployment with higher den-

sity not only lowers the success rate of PLS attacks, but also limits the possible hiding locations of

an attacker to be close to the fake location. In other words, the attacker’s feasible spoofing distance

is smaller, and hence, the capability of location spoofing attacks is weakened.

5.8 Guard Against Location Spoofing Attacks

This section presents guidelines for spoof resistant anchor deployment based on the simulation

results. Generally, increasing the anchor density is good for guard against location spoofing attacks.

However, uniformly increasing the anchor density could be expensive or unnecessary. It will be

more efficient to design the anchor deployment according to the practical security requirements

and specific characteristics of the application environment.

5.8.1 Preventing Attacks from Unsecured Region

It is common that the security level of subregions of a large area can differ a lot due to the geometry

of natural or manmade barriers. Usually regions with open or easy access are more likely to be

the hideout of attackers such like a public parking lot close to the secured building. In this part,

we provide method for eliminating potential PLS attacks within such unsecured regions based

on previous observations from the simulation results. As mentioned in Section 5.7.3, locations

collinear with a pair of anchors but not in between the anchors are usually not feasible hiding

positions for an attacker to launch successful PLS attack. Here we use mathematical analysis to

explain why it happens and how we can take advantage of this property to guard against PLS

attacks from a particular region.

Assume the attack’s true location is (x, y). Two anchors located at (xa, ya) and (xb, yb) are in the

same relative direction with respect to (x, y) as shown in Figure 5.9. The direction of the two
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anchors satisfies

θa = θb,

cos θk = xk−x√
(xk−x)2+(yk−y)2

,

sin θk = yk−y√
(xk−x)2+(yk−y)2

,

k ∈ {a, b}.

(5.22)

The target fake location is noted as (x̂, ŷ). Based on (5.3) and (5.8), we can get the PLS require-

ments defined merely for these two anchors.

1

δ
≤ va

v̂a
|G(θa)|2 ≤ δ (5.23)

1

δ
≤ vb

v̂b
|G(θb)|2 ≤ δ (5.24)

Since θa = θb, by dividing (5.23) with vb
v̂b
|G(θb)|2, we can get the following relationship.

1

δ2
≤ va · v̂b

vb · v̂a
≤ δ2 (5.25)

As the attacker’s true location and the two anchors’ location are already known, the distances from

the attack to the two anchors are actually a constant given by

C =
[(xa − x)2 + (ya − y)2]1/2

[(xb − x)2 + (yb − y)2]1/2
. (5.26)

Based on (5.3), (5.25) and (5.26), we can deduce that

1

δ2/α · C ≤
[(xb − x̂)2 + (yb − ŷ)2]1/2

[(xa − x̂)2 + (ya − ŷ)2]1/2
≤ δ2/α

C
. (5.27)

(5.27) is a necessary but not sufficient condition for a feasible PLS attack. This condition is wholly

determined by the relative geometry of the attacker’s true location relative to the two anchors and is

irrelevant to the directional gain of the attacker’s antenna. Hence the attacker cannot use different

directional gain of beamforming to satisfy this constraint. Figure 5.10 demonstrates the feasible

region defined by (5.27), with δ = 3 dB. The anchors are at (0, 0) and (100, 0). The attack’s true

location varies in the four subfigures in Figure 5.10 from (−100, 0) to (−25, 0). The green region

represents the potential fake locations that could satisfy condition (5.27). This region is bounded

by two circles which are corresponding to the upper and lower limits in (5.27).
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Figure 5.10 shows that the constraint (5.27) significantly limits the potential fake locations for PLS

attacks no matter what smart antenna is used by the attacker and how it’s beamforming pattern is

designed. Meanwhile, as the attacker’s true location gets closer to the two anchors, the feasible

region of condition (5.27) is shrinking dramatically and further limited to be close to the attacker’s

true location. Remember that the current feasible region is obtained by only considering the two

anchors that are shown in the figures. Thus, when we take into account all the other anchors within

the coverage area of the attacker’s radio, the final feasible region of possible fake locations will be

much more smaller due to the additional constraints, which also means for a random fake location,

the possibility of successful PLS attack will be significantly lower. Hence we draw the conclusion

that locations collinear with a pair of anchors on one side of it tend to be infeasible for launching

PLS attacks.

Examples of how the relative geometry of anchor deployment affects the chances of PLS attack in

a particular region are given by Figure 5.11. There are 4 anchors in Figure 5.11(a) and 5 anchors

in Figure 5.11(b) and the target fake location is at the origin of the coordinates. The asterisks

represent locations where the attacker is able to successfully spoof to the fake location. A and B

are two square regions with the same size. However, in both cases, region A has a much lower

chance of having PLS attacks inside compared with region B, because region A is roughly covered

by the pairwise connecting lines of the anchors. Therefore, to make sure that adversaries in an

open access region cannot spoof to be in the guarded crucial region, anchors should be placed in a

way that makes the unsecured region covered by the lines passing through the anchor pairs.

5.8.2 Guarding Critical Location

Another possible case is that some special locations have high privileges and it is necessary to

make sure attackers cannot spoof to these positions. According to the simulation results shown in

Figure 5.8 and Figure 5.11, with a high density of nearby anchors around the target fake location,

PLS attack is feasible only if the attackers are physically inside the region bounded by the sur-

rounding anchors, which is actually very close to the target fake location. Therefore, it is desirable
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to put more anchors around crucial areas where it is highly dangerous if an attacker can fake to be

inside this area.

5.8.3 Mobile Anchor

Another way to tackle PLS attack to RSS localization systems is to use mobile anchors. The

mobility of anchors makes it extremely difficult for the attacker to locate the anchors. Hence, the

attacker will not be able to figure out a desired beamforming pattern to launch PLS attack.

In sum, our analysis can be used to find the weakness of a given anchor deployment and effectively

improve it to prevent PLS attacks. Furthermore, our analysis also can be used to trace location

spoofing attackers. When a PLS attack is discovered by means outside of localization systems,

our analysis could help to narrow down the possible hiding locations of the attacker since PLS can

only happen in certain areas.

5.9 Chapter Summary

In this chapter, we analyzed the feasibility of PLS attacks using beamforming and investigated its

relationship with the anchor deployment of localization systems. We utilized SDR technique and

a heuristic local search algorithm to efficiently solve the PLS feasibility problem which is NP-

hard in general. Simulation results show that our approach provides great approximation to the

PLS feasibility problem. Meanwhile, it is indicated that higher anchor density generally performs

better in resisting PLS attacks and the geometry of anchor deployment also plays an important role

for reginal defense against PLS attacks. Based on the analysis and simulation results, we provide

insightful guidance for spoofing resistant anchor deployment.
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(a) RSS localization with shadow noise.
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(b) DRSS localization with shadow noise.

−100 −50 0 50 100
−100

−80

−60

−40

−20

0

20

40

60

80

100
PLS attack − RSS

 

 

Level curves

DRSS pos. est.

RSS pos. est.

Anchors

Streamline

(c) RSS localization under PLS attack.
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(d) DRSS localization under PLS attack.

Figure 5.7: Visualization of topological residual fingerprints with transmitter located at the origin.
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(a) Nant = 10, K = 5 (b) Nant = 10, K = 6

(c) Nant = 10, K = 7 (d) Nant = 10, K = 8

Figure 5.8: Geometrical statistic of location spoofing feasibility with random generated anchors.
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Figure 5.9: Attacker’s location is collinear with two anchors.

−200 −100 0 100 200
−200

−150

−100

−50

0

50

100

150

200

True location: (−100,0)

 

 

True location

Anchor

(a)

−200 −100 0 100 200
−200

−150

−100

−50

0

50

100

150

200

True location: (−75,0)

 

 

True location

Anchor

(b)

−200 −100 0 100 200
−200

−150

−100

−50

0

50

100

150

200

True location: (−50,0)

 

 

True location

Anchor

(c)

−200 −100 0 100 200
−200

−150

−100

−50

0

50

100

150

200

True location: (−25,0)

 

 

True location

Anchor

(d)

Figure 5.10: Feasible region with two anchors in the same direction (δ = 3 dB).
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(a) (b)

Figure 5.11: Geometrical statistic of location spoofing feasibility.



Chapter 6

Conclusions

In this dissertation, security and privacy issues in the wireless network physical layer are studied.

In particular, we address the problems of anti-eavesdropping and location privacy protection using

the smart antenna technique.

For the topic of communication privacy, a novel artificial fading scheme is proposed in Chapter 3.

Although smart antennas are known for their capability of concentrating transmit power to a tar-

get direction, and this property has already been used to reduce the unnecessary coverage area for

anti-eavesdropping purpose, our study shows that by using double-beam switching of the smart an-

tenna array and optimizing the switched beam patterns, we can achieve even more deduction of the

unnecessary coverage area. The method for generating artificial fading is that we optimize a pair

of beamforming patterns, such that they both provide good signal quality to the intended receiver,

while their overlap apart from the intended direction is minimized. The transmitter switches be-

tween the two optimized patterns at a high frequency to produce severe signal fading in undesired

directions. Simulation results show the effectiveness of the proposed artificial fading scheme in

reducing the unnecessary coverage, and we observe a tradeoff between the total transmit power

consumption and the reduction of the unnecessary coverage area.

From the perspective of location privacy protection, we present a two-step location privacy preser-

106
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vation scheme in Chapter 4. We assume that the attacker is using RSS based localization system to

pinpoint wireless users, and APs are used to collect RSS measurements of the users’ signals. The

first step of the scheme is to passively estimate the locations of nearby APs through a war-driving

process. In the second step, based on the estimated AP locations, two pattern optimization strate-

gies are used to prevent the positioning system from correctly localizing the mobile user, and at

the same time, keep the communication quality of the wireless user intact. The first strategy is to

minimize the number of APs that can hear the signal of the mobile user, so that the adversary does

not have enough RSS measurements to get a unique location estimation result. The second strategy

is to use the genetic algorithm to maximize the bias to the positioning system. Simulation results

show that our strategies can significantly lower the chance of being localized and substantially

degenerate the location estimation precision.

Chapter 5 investigates the feasibility of beamforming-based PLS attacks and provides guidelines

for corresponding defense strategies. This problem is closely related to the location privacy prob-

lem in Chapter 4, but from a completely different point of view. The fundamental difference is that

for PLS attacks, the attacker targets at a specific fake location, and if the attack successes, it can

fool the location based security mechanism and enable other potential threats. We formulate the

problem of PLS attack as a nonlinear programming problem. Because of its NP-hardness, we solve

this feasibility problem using the SDR technique together with a heuristic local search algorithm.

Simulation results validate the effectiveness of our approach and provide clues to possible coun-

termeasures. We show that the geometry of the anchor deployment has a big impact on the spacial

distribution of potential PLS attacks. Schemes for improving anchor deployment to prevent PLS

attacks are discussed.
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