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Optical scanning cryptography for secure
wireless transmission

Ting-Chung Poon, Taegeun Kim, and Kyu Doh

We propose a method for secure wireless transmission of encrypted information. By use of an encryption
key, an image or document is optically encrypted by optical heterodyne scanning and hence encryption
is performed on the fly. We call this technique optical scanning cryptography. The output of the
heterodyne encrypted signal is at radio frequency and can be directly sent through an antenna to a secure
site for digital storage to be prepared for decryption. In the secure site, an identical optical scanning
system to that used for encryption is used, together with a decryption key, to generate an electrical signal.
The electrical signal is then processed and sent to a computer to be used for decryption. Utilizing the
stored information received from the encryption stage and the electrical information from the secure site,
a digital decryption unit performs a decryption algorithm. If the encryption key and the decryption key
are matched, the decryption unit will decrypt the image or document faithfully. The overall cryptosys-
tem can perform the incoherent optical processing counterpart of the well-known coherent double-random

phase-encoding technique.
America
OCIS codes:

1. Introduction

Cryptography is the practice and study of encryption
and decryption.! The method of quantum cryptog-
raphy is based on the use of one of the quantum
properties of a photon, i.e., polarization, and has the
potential to be absolutely unbreakable.23 However,
current practical considerations introduce security
loopholes, which eavesdroppers can exploit. Indeed,
totally secure communications are far from a reality.
On the classical front, optical cryptography, which is
also based on photons, has a long-standing history.
Recent progress in the development of optical compo-
nents and systems and their increasingly improved
technical performance suggest that optical cryptog-
raphy has significant potential for security applica-
tions. Indeed, a plethora of publications in recent
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We present computer simulations of the idea.
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years have dealt with secure systems that use optical
methods.4-12

One of the reasons for using optical encryption is
that information, such as images, that needs to be
encrypted exists already in the optical domain. An-
other reason is that optical encryption, as opposed to
electronic or digital encryption, can provide many
degrees of freedom for securing information. When
large volumes of information, such as a three-
dimensional (3-D) object, are to be encrypted,11.13 the
use of optical encryption methods is probably the
most logical choice. Whereas most optical encryp-
tion techniques are optically coherent, an incoherent
optical technique for encryption was proposed recent-
ly.12 However, inverse filtering which spoils the
signal-to-noise ratio, has been used for decryption.
Nevertheless, in general incoherent optical tech-
niques possess many advantages over their coherent
counterparts, such as a better signal-to-noise ratio
and insensitivity to misalignment of optical ele-
ments.14

In this paper we propose a novel incoherent optical
method for encryption. In particular, we have in-
vestigated the optically incoherent implementation of
double-random phase encoding. The method is
based on optical heterodyne scanning and has many
advantages besides being an incoherent technique.
Other advantages are as follows: (1). Because it is
an optical scanning method, incoherent objects, such
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encryption stage, and p,(x, y) is the decryption key in the decryption stage]:

bandpass filter tuned at (); PDs, photodetectors.

as printed documents, can be directly processed with-
out the need for using spatial light modulators to
convert an incoherent image to a coherent image as in
the existing coherent techniques cited above. In-
deed, the proposed system can perform real-time or
on-the-fly encryption. For example, a standard la-
ser scanner, once it is modified according to the pro-
posed technique, can become an on-the-fly optical
encryption system. (2). As the output signal is a
heterodyne electrical signal and hence the encrypted
information is riding on a heterodyne frequency or a
carrier frequency as in communications, the signal
can be immediately radiated for wireless transmis-
sion to a secure site for storage and subsequent en-
cryption. (3). The technique is easily extendible to
encryption of 3-D information, as it is based on optical
scanning holography.’> In Section 2 we briefly dis-
cuss optical heterodyne scanning, which is the core
technique of our proposed cryptosystem. In Sections
3 and 4 we discuss ways in which to perform encryp-
tion and decryption, respectively, with the proposed
optical scanning technique. In Section 5 we discuss
how the proposed encryption system can implement
the so-called double-random phase encoding incoher-
ently; i.e., we can work with incoherent objects di-

. Digital Computer

Sin (€2¢)

Optical system for encryption and decryption [Iy(x, y) is the document to be encrypted, p,(x, y) is the encryption key in the

&'s, electronic multipliers; LPFs, low-pass filters; BPF@(),

rectly. We provide in Section 6 some computer
simulations of the ideas presented. Finally, in Sec-
tion 7 we give summaries and provide some conclud-
ing remarks.

2. Optical Heterodyne Scanning

The cryptosystem includes identical optical systems
in the encryption and the decryption stages. We
shall therefore describe the optical system in the en-
cryption stage. The optical system is a two-pupil
heterodyne scanning system, which has been used
extensively for incoherent image processing,14-17
scanning holographic recording,’> 3-D microsco-
py,'81? and, more recently, optical recognition of 3-D
objects and optical remote sensing.20-22 Inasmuch
as a mathematical description of the two-pupil optical
system was recently worked out in detail,2° we shall
briefly describe the system’s operation and present
some of the results pertinent to the present study.
The encryption stage illustrated in Fig. 1 shows the
basic optical heterodyne scanning system. Two pu-
pils, p(x, y) and py(x, y), located in the front focal
planes of the lens, are illuminated by two broad laser
beams of temporal frequencies w, and o, + (), respec-
tively. The two beams are then combined by a beam

10 November 2003 / Vol. 42, No. 32 / APPLIED OPTICS 6497



splitter, BS, and used for two-dimensional (2-D) scan-
ning of the object, I,(x, y), located a distance z away
from the back focal plane of the lens. The photode-
tector collects all the light transmitted by the object
(or all the scattered light if the object is diffusely
reflecting). As the two laser beams are of different
temporal frequencies, the photodetector will have a
heterodyning current at frequency () as one of its
outputs (with the other output as a baseband signal).
After electronic tuning at (2, the heterodyne current,
i5(x, v), can be isolated and expressed as20

io(x, y; 2°) = Relig (x, y; 2)exp(jQ)], (1)

where we have adopted the convention for phasor s,
as (x, y, t) = Re[,(x, y, t)exp(jQf)], and Re[ | de-
notes the real part of the bracketed quantity. LQ (x,
y; 2°) is the output phasor, which contains the ampli-
tude and the phase information on the heterodyne
current and constitutes the scanned and processed
version of the object I,(x,y). It has been shown that
the spectrum of i, is related to the spectrum of I,,(x,
y) as followsZ20:

@{iﬂp(xa Y5 Zc)} = 9;{IO('X:’ ) ZC)}OTFQ(kxa ky; zc)$
(2)

where % denotes the 2-D Fourier-transform opera-
tion and is defined as F{u(x, y)} = [ u(x,
y)exp(jk,x + jk,y)dxdy = Ulk,, k,), k, and k, denote
the spatial frequencies, and uppercase function U
denotes the transform of lowercase function u.
OTF (k,, k,; 2°) is the optical transfer function (OTF)
of the heterodyne scanning system and can be ex-
pressed in terms of the two processing pupils as20

C

Z%) = exp[ ok
0

’ ’ ’ f ’ f
X pl*('x Y )p2 x + 7kx7y +7ky
ko ko

% exp[j Z?(x’kx +y’ky)}dx’dy’, 3)

OTF(k,, k

(k2 +F 2)]

where % is the wave number of the laser and fis the
focal length of the lens. Finally, in writing Eq. (2)
we deliberately inserted z¢ into the argument of I, as
a parameter to emphasize that the input and output
relationship in Eq. (2) refers to a single plane, z = z°.
Using Eq. (2) transforms Eq. (1) into

to(x, y; 2°) = Relig (x, y; 2°)exp(jQt)]
= Re[F HF{Lo(x, y; 2}
X OTF(k,, ky; 2°)texp(jQt)], (4)

where F ! denotes an inverse 2-D Fourier transform.
In Section 3 below, we use Eq. (4), together with Eq.
(3), to discuss encryption and decryption concepts.
Equation (4) is a general equation that describes the
output heterodyne current of the two-pupil optical
scanning system. The output current is the scanned
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and processed version of the scanned input 1,,(x, y; z°).
The processing elements are the two pupil functions,
p1(x, ¥) and py(x, ¥). In other words, by modifying
the pupils we will have different processed outputs.

Inspecting Eq. (4), we can see that the processed
information is carried by a temporal carrier at fre-
quency (), and, if Q is chosen to be in the radio-
frequency domain (which can be done easily through
the use of acousto-optic modulators?3), the processed
information can be readily radiated to a secure site
for further processing, as shown in Fig. 1. After the
secure site receives the processed information from
an antenna, the information is further processed elec-
tronically as shown in Fig. 1; i.e., the incoming signal
is multiplied by cos(€2¢) and sin()¢) and low-pass fil-
tered, yielding two signals, i, and i,, respectively, as
given by?2°

i(x,y; 2% = Re[F H{F{I(x, y; 2} X OTF}],
(5a)

is(x7 Y ZC) = Im[gil{@{lo('x’ Y ZC)} X OTFQ}])
(5b)

where Im[ | denotes the imaginary part of the brack-
eted quantity. If we now add the expression given
by Egs. (5) in the following fashion: i(x, y; 2°) = i (x,

2% + ji(x, y; 2°), we have a complex expression
from which the full amplitude and phase are avail-
able:

F UFI(x, y; 29} X OTFy}).  (6)

In passing, it is interesting to point out that the re-
sults described above can be used to process intensity
images with complex point-spread functions,!? as the
OTF in the expression can be made complex in gen-
eral.

i(x,y; 2% =

3. Encryption

To perform encryption on input Iy(x, y; z°) located a
distance z away from the back focal plane of the lens
at the encryption stage, in general we can manipulate
the two pupils, p,(x, y) and py(x, y). As a simple
example, we let p,(x, y) = 8(x, y), a pinhole, and keep
pi(x,y) asis. We call p;(x,y) an encryption key and
z¢ a coding distance. Under these conditions the
OTF of the system becomes, according to Eq. (3),

OTF(k,, k,; 2°) = exp[ o (B2 + kyz)}
0
X pq (ka,fk) (7
ko

and Eq. (6) then becomes

C

[J»{Io(x viz >}exp[—1 o

X (ka + ky2):|p1*<;kaa Z‘ky>}7
0 0

i(x,y; 2 =

8



where i(x, y; z°) is the coded or encrypted image and
can be stored by the digital computer. Note that the
spectrum of I,(x, y; 2°) is multiplied by two terms.
As the product of the object’s spectrum with the term
exp[—j(2°/2ky) (k> + ky2)] translates to holographic
recording of the object located z¢ away from the lens,20
we can interpret Eq. (8) as holographic information of
the object (or a hologram of the object) encrypted or
coded by p;. This idea of coding holographic infor-
mation was investigated by Schilling and Poon in the
context of optical scanning holography.2¢ Now, if we
group the object’s spectrum with p, first, we can in-
terpret it as the object’s being encrypted or coded by
p; and then the encrypted information holographi-
cally recorded; i.e., we obtain a hologram of the en-
crypted document.

4. Decryption

After the object has been coded or encrypted, we
need to decode or decrypt it. To do this we turn to
the optical system at the secure site. Again, note
that the optical system is the same, except in the
choice of pupils, and the laser beams now scan a
pinhole as an object, i.e., Iy(x, y; 2% = 3(x, y; 29),
located a distance z¢ away from the back focal plane
of the lens at the decryption stage. We call 2% a
decoding distance. This time, though, the switch,
as shown in Fig. 1, is on the output of the optical
system at the secure site. Results in Eg (6) can be
applied again, but with z¢ replaced by z. Now we
choose, for example, p,(x,y) = 8(«, y), a pinhole, and
keep py(x, y) as is. We call py(x, y) a decryption
key. This choice of pupils gives the following OTF,
according to Eq. (3):

Zd

OTFS)(km ky, Zd) = exp _] P (kxz + kyz)
ok,

fo r
X pz(ko k., ko ky) . 9

Using Eq. (6) and the fact that F{I,(x, y; 2%)} = 1, we
have

d

i, 5 2) = @*[exp[j o (7 kf)]
0
f,f
X — o .
p2(k0 kxy ko ky)]

This information is now stored in the digital com-
puter to be used to decrypt the information coming
from the encryption site by means of wireless trans-
mission. To decrypt the image from Eq. (8) we pro-
pose the use of the digital decryption unit (DDU)
shown in Fig. (2). Again, i(x, y; z°) is the wireless
transmitted encrypted information from the encryp-
tion stage and i(x, y; z%) is the information generated

(10)

ix 29

Iy 29 decrypted image
—— 3 I
Digital Decryption Unit (DDU)
Fig. 2. DDU: i(x,y; z°), encrypted information with encryption

key p,(x, y) = exp[j2mM(x, y)] inserted into the encryption stage,
which is sent from the encryption site by wireless transmission;
i(x, y; z%), signal generated at the decryption stage where decryp-
tion key py(x,y) = exp[ j2mM(—x, —y)] is inserted into the scanning
stage to scan a pinhole aperture.

at the decryption site. We can see that, at the out-
put of the unit, we have, using Egs. (8) and (10),

output of DDU o 9}1[@{10(36, ¥ ZC)}GXP[ -J zzk
0
-f, -f
X (k2 + k) |po*| o Ry
(kx ky ):|p1 (ko kx, kO ky
. Zd 2 2
X eXp[J 2%y (k" + k)
f f
woll p 1
p2<k0 km ko ky
=Iy(x, y; 2 1)

if the following conditions are met: (1) 2¢ = 2° (i.e.,
the coding distance in the encryption stage and the
decoding distance in the decryption stage are the
same) and (2) p;*(—x, —y)py(x,y) = 1. Condition (1)
simply means that the holographic reconstruction is
in focus. For any values of z¢ # z¢, we have defo-
cused image reconstruction. Condition (2) allows us
choose the functional form of the encryption key,
p1(x, ), in the encryption stage and of the decryption
key, ps(x, v), in the decryption site.

5. Double-Random Phase Encoding

We showed above that encryption of incoherent ob-
jects such as printed documents can be performed on
the fly by use of optical heterodyne scanning. The
encrypted information can be delivered to a secure
site by wireless transmission. At the secure site, a
digital device can be used for decryption. For the
overall cryptosystem to function properly, one of the
important conditions, namely, that p,*(—x, —y)pa(x,
y) = 1 as discussed in Section 4, needs to be satisfied,
where p, is the encryption key and p,, is the decryp-
tion key. It is clear that the choice of phase keys
presents a simple and efficient way to satisfy the
condition. However, with p; chosen as an encryp-
tion phase key, the encrypted information in the fre-
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quency domain presented in Eq. (8) is basically based
on multiplying the Fourier transform of the incoher-
ent image by a pure phase function, namely,
exp[—j(2°/2ko) (k> + k,)ID1*[(—f/ko)kys (—[/Ro)k, ).
Because the phase of tfle Fourier transform can be
retrieved by phase-retrieval techniques, the system
proposed so far is vulnerable to eavesdropping. To
overcome this drawback we explore the so-called
double-random phase encoding in the context of op-
tical scanning to make the encryption much more
secure.

The technique of double-random phase encoding
was investigated by Réfrégier and Javidi25> and by
Goudail et al.26 The idea is as follows: The coher-
ent image f(x, y) to be encrypted is multiplied by a
random phase mask exp[ j2wr(x, y)], and the result is
then convolved by a function, which has a phase-only
Fourier transform of the form exp[j2ms(k,, k,)], to
become an encrypted image Y(x, y) = [(«,
y)explj2mr(x, y)] ® F exp[j2ms(k,, k,)]}, where ®
denotes 2-D convolution. As r(x, y) and s(k,, k,) are
chosen as two independent random functions, one
cannot use phase-retrieval techniques to recover the
original image just by knowing the encrypted infor-
mation only. In this section we describe ways in
which such double-random phase encoding can be
implemented with the present proposed cryptosys-
tem with a simple revision.

Inspecting Eq. (8) we can rewrite the encrypted
image in terms of convolution as

c

i(x, y; 29 = Io(x, y; 2 ® @'1{eXp[—j sz
0

ol o ol e

(12)

(k.

We can implement double-random phase encoding if
we have the original image I,,(x, y; z) multiplied by a
random phase mask and then let encryption key p,(x,
y) become a random phase function. We can multi-
ply the original image by a random phase mask sim-
ply by directly putting a phase mask exp[ j2nr(x, y)]
immediately in front of the original image before
scanning in the encryption system. Hence the
double-random phase-encoding version of the pro-

posed scanning system has an encrypted image of the
form

i(x, y; 2°) = Io(x, y; 2°)exp[j2mr(x, y)]
® F Yexp| —j <
2k,

® g:—l[pl*<zkx,zky)]. (13)

(k. + &)%)

Note that this encryption is even more secure than
the originally proposed double-random phase-
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(c)
Fig. 3. (a) Original incoherent image; (b) real part of the original
document multiplied by a random phase mask exp[j2nr(x, y)]
placed immediately in front of the document, not shown in Fig. 1;
(c) imaginary part of the original document multiplied by a random
phase mask.

encoding idea, as there is an additional parameter,
namely, decoding distance z¢, which is still needed
for successful decryption, as we demonstrate in Sec-
tion 6.

6. Simulation Results

As a simple example of manipulating the pupil func-
tions for encryption, we let p,(x, y) = exp[j2mM(x, y)],
where M(x, y) is a function of random numbers cho-
sen from a uniform distribution on the interval (0.0,
1.0). ps(x, y) = d(x, y), a pinhole, in the encryption



Fig. 4. Top, real and, bottom, imaginary parts of the encryption
key, py(x, y) = exp[j2nM(x, y)].

stage. For this choice of pupil, according to Eq. (13)
we have the encrypted image:

i(x,y; 2% = Iy(x, y; 2°)expl j2mr(x, y)]
op—1 _ 2
® Fjexp ]2k0(k + k)
—fk. —fk,
ko~ kg ’
(14)

® F Nexp| —j2muM

where we have assumed that r(x, y) in Eq. (14) is
another function of random numbers, indepen-
dently of M(x, y) statistically. Figure 3(a) shows
the original of the image—document I(x, y; 2°) of

Fig. 5. Intensity of the encrypted document.

dimensions 20 mm X 20 mm to be encrypted. Fig-
ures 3(b) and 3(c) show the real and the imaginary
parts of Io(x, y; 2°)exp[j2nr(x, y)], respectively.
Figure 4 shows the real and the imaginary parts of
the random-phase encryption key, p;(x, y) =
explj2mM(x, y)], of dimensions 0.8 mm X 0.8 mm,
placed in the front focal plane of the lens in the
encryption stage. Figure 5 shows the intensity of
the encrypted document according to Eq. (14) under
the following realistically chosen conditions: focal
length £, 10 cm; wavelength of light used \, 0.6 pm;
and finally, z¢ = 30 cm.

For decryptlon again, we need to gather 1nf0rma-
tion by scanning a pinhole object located z¢ away
from the back focal plane of the lens when the pupils
are py(x, y) = d(x, y), a pinhole, and py(x, y)
expl j2wM(—x, —y)], satisfying Condition (2) as dis-
cussed in Section 5. According to Eq. (10), the
scanned output to be stored in the digital computer
becomes

d

i(x, y; 2% = F Nexplj 2k B2+ k 2)
0
—fk
X exp|j2mM ]:k % (15)
0 0

When the information from Eqgs. (14) and (15) is the
input to the DDU, its output, according to Fig. 2, is as
follows:

output of DDU = F YF{I(x, y; z°)exp[ j2nr(x, y)]}

X exp —J (k + k)

—fk: —1k,
ko T ko

X exp| —j2wM
d

z
X exp|J ﬁ (kxz + kyz)
0

_ka _fky
ky ° kg
= IO(x) y; zc)exp[jZWI”(x, y)])

X exp| j2mwM

(16)

when z¢ = 30 cm = z°. The decrypted output inten-
sity is shown in Fig. 6(a). If decod1n§ distance z¢ is
guessed or chosen 1ncorrectly, say, z 20 cm, the
DDU output is as shown in Fig. 6(b). We can see
that the introduction of z¢ gives an extra security
measure for double-random phase encoding. Fi-
nally, in Fig. 7 we use an incorrect random-phase
decryption key but with the correct decoding distance
for decryption. The key’s random phase is statisti-
cally independent of the encryption key. It is obvious
that it does not work.

7. Concluding Remarks

In summary, we have proposed a method for perform-
ing optical scanning cryptography. The image-
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(b)

Fig. 6. (a)Intensity of a decrypted document when the decryption
key is matched to the encryption key and the decoding distance is
the same as the coding distance and (b) when the decoding distance
is not the same as the coding distance.

Fig. 7. Intensity of decrypted document when the decryption key
is not the same as the encryption key but the decoding distance is
matched to the coding distance.

document to be encrypted is scanned optically.
Encryption is performed on the fly by a two-pupil
optical system based on optical heterodyne scanning,
and we have shown that double-random phase encod-
ing can be implemented incoherently with the pro-
posed scanning system. Because the encrypted
signal is in the radio-frequency range, the signal can
be directly sent to an antenna for wireless transmis-
sion to a secure site for decryption. In the encryp-
tion stage, one of the pupils is a pinhole and the other
is the encryption key of the form of a random phase

6502 APPLIED OPTICS / Vol. 42, No. 32 / 10 November 2003

function, exp[ j2wM(x, y)]. In the decryption site an
identical two-pupil optical system is used, but this
time it is scanning a pinhole instead. Again, one of
the pupils is a pinhole and the other pupil is the
decryption key of the form exp[ j2nM(—x, —y)]. Itis
important to point out that the encryption key and
the decryption key are of the same functional form
and hence are actually the same key. As we can see,
once we have the encryption key, we can change it to
a decryption key by simply flipping it upon the x axis
and then upon the y axis. Therefore, in the present
paper we have discussed symmetric key cryptogra-
phy (SKC); i.e., we are using the same key (the secret
key) to encrypt and decrypt a message. In asymmet-
ric key cryptography (AKC), however, the encryption
key and the decryption key are not identical.2?” AKC
is more efficient and reliable, and it is popularly used
in today’s security applications. In light of this, it is
important that our current proposed method can be
extended to work for AKC. So far, we have used a
single pupil as an encryption key in the encryption
stage and also one pupil as a decryption key in the
decryption stage in the proposed two-pupil system.
The other pupil in the two stages is just a pinhole. It
may be possible to find some suitable pupils other
than those pinholes used in the scanning system in
such a way that the encryption key and the decryp-
tion key are different. Instead of the condition that
p1¥(—=x, —y)ps(x,y) = 1 be required for decryption in
our current SKC scheme, we might come up with
other conditions such that AKC can be implemented
with the proposed optical system. It is worthwhile
looking into this possibility.
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