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Security of Lightweight Cryptographic Primitives

Amy D. Vennos

(ABSTRACT)

Internet-of-Things (IoT) devices are increasing in popularity due to their ability to help

automate many aspects of daily life while performing these necessary duties on billions of

low-power appliances. However, the perks of these small devices also come with additional

constraints to security. Security always has been an issue with the rise of cryptographic

backdoors and hackers reverse engineering the security protocols within devices to reveal

the original state that was encrypted. Security researchers have done much work to prevent

attacks with high power algorithms, such as the international effort to develop the current

Advanced Encryption Standard (AES). Unfortunately, IoT devices do not typically have the

computational resources to implement high-power algorithms such as AES, and must rely

on lightweight primitives such as pseudorandom number generators, or PRNGs. This thesis

explores the effectiveness, functionality, and use of PRNGs in different applications. First,

this thesis investigates the confidentiality of a single-stage residue number system PRNG,

which has previously been shown to provide extremely high quality outputs for simulation

and digital communication applications when evaluated through traditional techniques like

the battery of statistical tests used in the NIST Random Number Generation and DIEHARD

test suites or in using Shannon entropy metrics. In contrast, rather than blindly performing

statistical analyses on the outputs of the single-stage RNS PRNG, this thesis provides both

white box and black box analyses that facilitate reverse engineering of the underlying RNS

number generation algorithm to obtain the residues, or equivalently the key, of the RNS al-

gorithm. This thesis develops and demonstrate a conditional entropy analysis that permits



extraction of the key given a priori knowledge of state transitions as well as reverse engi-

neering of the RNS PRNG algorithm and parameters (but not the key) in problems where

the multiplicative RNS characteristic is too large to obtain a priori state transitions. This

thesis then discusses multiple defenses and perturbations for the RNS system that defeat the

original attack algorithm, including deliberate noise injection and code hopping. We present

a modification to the algorithm that accounts for deliberate noise, but rapidly increases the

search space and complexity. Lastly, a comparison of memory requirements and time re-

quired for the attacker and defender to maintain these defenses is presented.

The next application of PRNGs is in building a translation for binary PRNGs to non-binary

uses like card shuffling in a casino. This thesis explores a shuffler algorithm that utilizes RNS

in Fisher-Yates shuffles, and that calls for inputs from any PRNG. Entropy is lost through

this algorithm by the use of PRNG in lieu of TRNG and by its RNS component: a surjective

mapping from a large domain of size 2J to a substantially smaller set of arbitrary size n.

Previous research on the specific RNS mapping process had developed a lower bound on the

Shannon entropy loss from such a mapping, but this bound eliminates the mixed-radix com-

ponent of the original formulation. This thesis calculates a more precise formula which takes

into account the radix, n. This formulation is later used to specify the optimal parameters

to simulate the shuffler with different test PRNGs. After implementing the shuffler with

PRNGs with varying output entropies, the thesis examines the output value frequencies to

discuss if utilizing PRNG is a feasible alternative for casinos to the higher-cost TRNG.
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(GENERAL AUDIENCE ABSTRACT)

Cryptography, or the encrypting of data, has drawn widespread interest for years, initially

sparking public concern through headlines and dramatized reenactments of hackers target-

ing security protocols. Previous cryptographic research commonly focused on developing the

quickest, most secure ways to encrypt information on high-power computers. However, as

wireless low-power devices such as smart home, security sensors, and learning thermostats

gain popularity in ordinary life, interest is rising in protecting information being sent be-

tween devices that don’t necessarily have the power and capabilities as those in a government

facility. Lightweight primitives, the algorithms used to encrypt information between low-

power devices, are one solution to this concern, though they are more susceptible to attackers

who wish to reverse engineer the encrypting process. The pesudorandom number genera-

tor (PRNG) is a type of lightweight primitive that generates numbers that are essentially

random even though it is possible to determine the input value, or seed, from the resulting

output values. This thesis explores the effectiveness and functionality of PRNGs in different

applications. First, this thesis explores a PRNG that has passed many statistical tests to

prove its output values are random enough for certain applications. This project analyzes the

quality of this PRNG through a new lens: its resistance to reverse engineering attacks. The

thesis describes and implements an attack on the PRNG that allows an individual to reverse

engineer the initial seed. The thesis then changes perspective from attacker to designer and

develop defenses to this attack: by slightly modifying the algorithm, the designer can ensure

that the reverse engineering process is so complex, time-consuming, and memory-requiring



that implementing such an attack would be impractical for an attacker. The next applica-

tion of PRNGs is in the casino industry, in which low-power and cost-effective automatic

card shufflers for games like poker are becoming popular. This thesis explores a solution for

optimal shuffling of a deck of cards.
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Chapter 1

Introduction

1.1 Motivation

Cryptography encompasses the techniques used to obscure information, and encryption is

required in many aspects of the modern-day world. For example, digital currency is a

growing discussion due to the advantages of simple, virtual, and fast monetary exchanges.

However, hacking remains a large risk to cryptocurrency, and researchers are analyzing

digital money to investigate its safety for widespread use [1]. The automotive industry also

relies on cryptographic algorithms to ensure that intra-vehicular data exchanges, which are

usually sent via radio signal, is done through secure channels. Security is becoming an even

larger issue in this industry due to the incorporation of artificial intelligence into vehicular

systems [2]. The reliance of email in daily life, consumer exchanges, and professional scenarios

additionally inspire high power techniques to ensure that electronic mail is sent securely [3].

Conventional cryptography standards have been extensively developed and studied in the

past twenty years to address the demand for data security in modern applications. Well

known algorithms, such as Rijndael [4] and Rivest-Shamir-Adleman (RSA) [5], are used

worldwide and are well known due to their accepted high levels of security. In 1997, Rijndael

in particular was chosen by the National Institute of Standards and Technology (NIST)

as the Advanced Encryption Standard (AES) for its design and strength, and in 2003, it

was announced as secure enough to protect classified information for the U.S. government

1



2 Chapter 1. Introduction

[4, 6]. Other recent developments in cryptography include Elliptic Curve Cryptography

[7] and the Digital Signature Algorithm [8]. Protocols are also being designed with the

future in mind. The development of Shor’s algorithm [9] awakened the potential of quantum

computing, which could be a threat to ECC and DSA. Researchers are already working

on solutions to protecting the security of systems in the post-quantum scenario. Examples

include strengthening security methods in the automotive [10] and electronic currency [11]

industries.

Unfortunately, standard cryptographic protocols can be quite costly in computation time,

memory storage, and energy efficiency, as they were designed with security as the main

priority. Cost is becoming an important parameter in data security due to the emergence

of the Internet of Things (IoT) [12]. IoT continues to expand as demand increases for the

production of technologies that provide connected networks of devices used in the day-to-

day lives of consumers. The communication between IoT devices has become paramount in

critical applications such as healthcare, smart appliances, and transportation [13, 14]. This

correspondence mainly exists in the form of data transfer through insecure channels, and

thus much work is done to protect the integrity and confidentiality of such transmissions.

Furthermore, consumer demand for the newest technological developments in protecting

personal data like credit card information and personal identification stored in smart devices

has pushed advancements in data privacy and security [15]. IoT devices still require a

reasonable level of security that balances computational complexity and confidentiality, and

thus security no longer remains the only metric for consideration in designing a cryptographic

algorithm. Lightweight cryptography has thus emerged as a new subfield of cryptography and

refers to securing the data transfer in IoT applications that are limited in power consumption,

size, and/or speed [16].

There are many recent and ongoing contributions in developing and testing lightweight
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cryptography algorithms. In 2018, NIST announced a call for lightweight cryptography al-

gorithms for a standardization process [17]. The submissions were judged on multiple criteria

such as cost, performance, and resistance to side channel attacks. This process is ongoing

- NIST hosted lightweight cryptography workshop in 2020 for candidates whose algorithms

passed a first round that tested for vulnerabilities against several reverse engineering attacks

[18]. Methods to protect IoT-related security are also being studied for specific devices, such

as pacemakers [19], vehicle electronic control systems [20], and wireless security networks

(WSNs) [21]. Whether it be for general standardization or for specialized applications, work

in lightweight cryptography is necessary and in demand.

Concepts used to develop lightweight methods have other applications than data security.

The residue number system (RNS) is a noteworthy example. RNS is advantageous in de-

veloping lightweight cryptographic protocols due to its capability to break down complex

arithmetic so that complex calculations can be done quickly on low power devices. This

characteristic has inspired incorporating RNS implementations in cryptographic processors

[22]. Utilizng RNS in other applications are driven by the same incentive: to reduce the com-

plexity of performing computationally complex tasks. Popular implementations of RNS for

this purpose are ditigal filtering and image processing [23]. After discussing the security of

an RNS-based cryptographic primitive, this thesis will discuss utilizing RNS and lightweight

cryptographic primitives in a casino game application, outlined in the following section.

1.2 Scope

This thesis analyzes the effectiveness of lightweight cryptographic primitives and RNS with

two objectives: security against reverse-engineering attacks and functionality in a card-

shuffling algorithm. Chapter 2 discusses the background of these topics and motivates how
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this thesis contributes to the current advancements in these fields. This chapter describes in

more detail the specific contributions others have made in both conventional and lightweight

cryptography and also provides specifics about the incorporation of RNS in cryptosystem

implementations.

Chapter 3 describes a single-stage RNS pseudorandom number generator (PRNG), a cryp-

tographic primitive that generates a deterministic sequence of pseudorandom numbers. This

PRNG has possible applications in TRANSEC, cryptography, and other types of secure

communications [24]. This project begins by implementing the PRNG on a toy example

to facilitate the reader in understanding the algorithm. Then, we execute an attack that

exploits the conditional probabilities of output values in an IoT-caliber example. Though

this attack may imply this PRNG is useless in cryptographic implementations, we pro-

pose three defenses against this reverse-engineering method. These defenses increase the

attacker’s computational load, and we show that this increase is so immense that the attack

is infeasible.

The content in chapter 3 is joint work conducted with a computer engineering graduate

student, Kiernan George. While I worked on the mathematical side of describing the algo-

rithm and process of the reverse engineering attack, Kiernan implemented the attack on the

realistically-sized IoT example and analyzed two of the defenses against the reverse engi-

neering process. Table 1.1 lists each section in Chapter 3 with the corresponding author(s).

In Chapter 4, this thesis focuses on RNS in a translation for PRNGs to applications such

as card shuffling. Section 4.2 introduces a shuffler algorithm that relies on a sequence of

uniformly distributed random inputs from a mixed-radix domain to eventually implement a

Fisher-Yates [25] shuffle that utilizes inputs from a base-2 PRNG. Section 4.3 explores the

entropy loss through the surjective mapping from a large domain of size 2J to a set of a

substantially smaller, yet arbitrary size n. The section then calculates a precise formula for
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Section K. George A. Vennos
3.1 Contributor Primary Author
3.2 N/A Sole Author
3.3 N/A Sole Author
3.4 Primary Author Contributor

3.4.1 N/A Sole Author
3.4.2 Sole Author N/A
3.4.3 Sole Author N/A
3.5 Joint Author Joint Author
3.7 Contributor Primary Author
3.8 Joint Author Joint Author

Table 1.1: Division of work for the research presented in Chapter 3

the Shannon entropy loss of the mapping process that takes into account radix. This for-

mula is utilized to prove the monotonicity of the entropy loss, which is helpful in specifying

the optimal parameters to simulate the shuffling algorithm using test PRNGs. This sim-

ulation shows that this algorithm is consistent with low-power casino implementation and

can be extended to explore solutions to PRNG usage in other non-binary and combinatorial

problems.

1.3 Contributions

Conference Papers

• A. Vennos, A. Michaels, “Shannon Entropy Loss in Mixed-Radix Conversions.” (in

review, Entropy, 2021).

This paper summarizes the contributions described in Chapter 4. Included is a literature

review of research in mixed-radix (MR) techniques and the incorporation of PRNGs in

lightweight card shuffling implementations. The paper describes the calculation of the Shan-
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non entorpy loss formula and provide the proof of its monotonicity. With this formula, this

project explains the parameters that are important in choosing the optimal J value to sim-

ulate the algorithm with test PRNGs. Finally, the paper analyzes the effectiveness of the

PRNGs to show that even low-power PRNGs have the ability to produce a suitable amount

of randomness for a casino shuffling application.

Journal Papers

• K. George, A. J. Michaels, and A. Vennos, “Attacks and Defenses for Single-Stage

Residue Number System PRNGs.” (in review, IoT 2021).

This paper describes the contributions in Chapter 3. The paper includes a literature search

on previous methods to quantify the quality of a PRNG, a description and implementations

of a reverse-engineering attack on a single-stage RNS PRNG, and an analysis of three mod-

ifications to the PRNG to increase the complexity of the attack to the point where it is

deemed ineffective.



Chapter 2

Background of Cryptographic

Primitives

2.1 Cryptography and the AES

Securing the transfer of information from one source to another has remained a challenge

for years: the earliest known forms of cryptography were in the tomb of Ancient Egyptian

nobleman Khnumhotep II [26]. Military efforts also inspired encryption in Ancient Rome.

One of the more extensively studied ciphers is the Caesar Cipher, a method that replaced the

original, or plaintext, letter with another letter shifted down in the alphabet in the ciphertext

[27]. Cryptanalysis began to bloom in the twentieth century for military purposes as well: a

notable example is the breaking of German codes in Admiralty’s Room 40 during the First

World War [28]. Devices created to encrypt and decrypt messages began to develop starting

in 1918 with Vernam’s teleprinter [29]. Other notable examples of relying on mechanical

devices to encrypt messages are the unbreakable one time pad [30] and the Enigma device [31]

utilized to encode German messages during World War II. In the 1970’s, IBM’s cryptography

group developed the Lucifer cipher [32] in response to customer demand for encryption.

For the next few years, cryptographic algorithms were developed mainly for government

applications due to the high cost of computers at the time. The Data Encryption Standard

(DES) and Advanced Encrytpion Standard (AES), which will be described in more detail

7
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later in this section, were developed for high-cost computing devices as well. However, with

the rapid development of the Internet and other networks such as vehicular ad-hoc networks

(VANET), modern-day researchers have been developing more modern methods to secure

information on devices with limited processing capacity, which are described in the next

section [33].

The purpose of encryption is to secure information from reverse-engineering attacks, which

attempt to recreate the plaintext by analyzing the ciphertext. Every cipher has the potential

to be reversed through brute-force, though most applications are so large that such an

attack would require too much time or resources to be worthwhile. Thus, many attacks aim

to reduce the search space of a brute-force attack. For example, the Caesar cipher can be

broken through a frequency analysis of the letters, which provide insight to the more probable

identities of the plaintext letters, considerably reducing the brute-force search space [34].

Attacks with malicious intentions are a threat to modern-day cryptosystems, and much work

is done to ensure that a cipher is resistant to such attacks. In fact, the U.S. Department of

Commerce initiated a program in 1972 to create the Data Encryption Standard in response

to the Brooks Act, which required a new set of standards for Federal government computers

[35]. Many attacks on DES have been published, the most notable being in 1999 by the

Electronic Frontier Foundation and distributed.net. Their DES cracker was able to attain a

DES key in 22 hours, a much quicker proposition given today’s computing resources [36].

The AES is an algorithm established by the National Institute of Standards and Technology

(NIST) to replace the Data Encryption Standard (DES) algorithm for encrypting informa-

tion. The method is also known as Rijndael, as it was created by the Belgian cryptographers

Vincent Rijmen and Joan Daemen to win the challenge NIST established in order to find

the best algorithm for the AES [4]. To find a new and improved algorithm, NIST released

a challenge to submit new algorithms that were more efficient and more secure than the
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DES. Submissions were to allow key sizes of 128, 192, and 256 bits, which increased security

compared to the 52-bit key of the DES. Also, entries were to operate on blocks of 128 input

bits, and work on a variety of different hardware [37]. Fifteen candidates were considered

in the contest, and they were judged in two rounds for their ability to resist any potential

attacks, their efficiency in both computation and memory cost, and their simplicity. NIST

also welcomed and encouraged the general public to comment on the algorithms, and the

judging considered these suggestions in the first round of the competition [38]. Considering

this factor alone, the five fastest algorithms were determined to be Crypton, RC6, Rigndael,

Twofish, and MARS. However, after including other factors such as security, simplicity, and

comments made by the general public, the algorithms that made it to round two were MARS,

RC6, Rijndael, Serpent, and Twofish [39]. NIST also published summaries about the five

finalists after the first round, which touches on both qualitative and quantitative aspects of

the algorithms.

Rijndael was described to be a great overall candidate. The summary did not reveal any

negatives associated with the Rijndael algorithm, unlike the rest of the summaries. However,

there was nothing mentioned that made this algorithm stand out from the others. The

algorithm Serpent was described as very secure but lacking in speed, as it proved considerably

slow in the round one analyses. Twofish, like Serpent, was noted as both very secure and fast.

However, its complex design caused some concern to some reviewers. Round one analyses

described MARS as fast and secure, but this algorithm did not support many platforms.

Finally, the algorithm RC6 was reported to be very simple in that it utilized rotating digits

based on previous data in lieu of substitution tables. The algorithm also did not include

security gaps and was very fast. However, RC6 showed lower performance on platforms that

did not favor 32-bit variable rotations [40].

In round two, NIST was still interested in finding the algorithm that proved to be successful
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consistently across multiple platforms. To do this, the judging team created the cycle count

test, which measures the number of clock cycles that are necessary to encrypt a block of data

or set up a key. Twelve values were calculated for each algorithm on multiple platforms.

The judging team calculated the number of cycles required to create an encryption key,

encrypt a block of data, create a decyption key, and to decrypt a block of data. From this

analysis, Rijndael was the fastest algorithm in creating the encryption key and decryption

key, with RC6 and MARS close behind. The slowest algorithm was predictably Serpent.

Another interesting test implemented was on memory requirements, where MARS, Rijndael,

and Serpent proved to have low ROM requirements, and Twofish displayed low RAM re-

quirements. Additional analysis observed the algorithms’ simplicity, security, word size, and

software implementaitons. Statistical tests were also run based on the NIST Statistical Test

Suite [41].

After this analysis was completed, there existed some debate on how the winners should

be selected. Most stood for the case that mostly quantitative data should be considered in

selecting a winner, but determining how much data from the tests should be considered in

declaring a winner was difficult [42]. Another decision was if NIST should declare more than

one winner. However, this idea was dismissed due to the possibility of technical issues that

could result from using multiple algorithms [41]. After reviewing data from the two rounds,

conferences, and public opinion, NIST declared Rijndael as the best overall algorithm as

it consistently performed well in a wide variety of environments. The algorithm had low

time and memory requirements, and it was one of the easiest algorithms to protect against

attacks at the time [41]. Though attacks now exist for AES (such as side-channel attacks and

biclique attacks[43, 44]), it is still deemed secure enough to encrypt top-secret information

in the U.S. federal government [6, 45].
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2.2 Lightweight Cryptography

Though secure in many implementations, AES is not a viable solution to every application.

Hardware constraints may deem normal cryptographic algorithms such as AES too slow or

too energy-consuming, and thus other algorithms must be considered. The Internet of Things

(IoT), which leverages communication between physical objects without human interaction,

is becoming increasingly popular with modern devices used in everyday applications such as

smart devices and healthcare that require a minimal level of security [46].

For example, wireless sensor networks (WSNs) are small sensors used to record physical

conditions like pressure, temperature, and audio. WSNs are used in a variety of applications

that span from medical implants to devices used to prevent natural disasters [46, 47]. Another

application of security solutions to low-cost devices are in smart devices, in which technology

advancements are being made in securing stored personal information, such as credit card

data and personal information. Due to threats like forgery and hacking, privacy thus is

becoming a concern for the general public [48]. In these two scenarios of smart devices

and WSNs, devices are limited in memory storage and spell out CPU power and are often

implemented in remote areas, meaning that traditional security mechanisms are not suitable

for these devices [49]. In response to the increasing need for information security in hardware-

constrained devices such as the ones previously listed, the term lightweight cryptography

describes algorithms and methods that optimize security in low-cost devices. In particular,

lightweight primitives describe the building blocks in the methods to protect information on

resource-constrained devices.

Securing resource-constrained devices is challenging due to the increased vulnerability of

lightweight primitives to cryptographic backdoors, or attacks [50]. A popular example of

such a backdoor was an attack in 2013 on the Dual Elliptic Curve Deterministic Random
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Bit Generator, or, DUAL_EC_DRBG, which was deemed secure by NIST as CSPRNG

[51, 52, 53, 54]. Backdoors have also targeted hashing algorithms: for example, Albertini et

al. created a backdoor on SHA 1, a variation of the Secure Hashing Algorithm (SHA), which

was designated as RFC 3174 standard by NIST [55]. Bannier and Filial also published a

backdoor on the BEA-1 algorithm, a simpler version of AES [56].

There is an increased initiative for security researchers to study lightweight backdoors, and

in 2018, NIST announced a call for algorithms for a lightweight cryptography standardiza-

tion process [57]. The target devices that the candidate algorithms will be applied to are

embedded systems and sensor networks, especially RFID tags such as the EPCGlobal Gen2

[58] and the ISO/IEC 18000-63 [59]. NIST focused on the following performance metrics to

judge the candidates: power and energy consumption, throughput, and latency. Power and

energy consumption is important due to nature of the target devices. Latency, or the time

required to produce the output from the initial operation request, is significant for applica-

tions that require quick response times, such as automotive braking or steering. Throughput,

which is the production rate of new outputs, is moderately necessary in many lightweight

applications such as real-time RFID tag implementations [57, 60].

In the first round, 57 candidate algorithms were analyzed with their security, performance,

and cost as the most important parameters. They were also tested for their resistance

against side-channel attacks as well as forgery, length-extention, and distinguishing attacks.

Undesirable properties such as reliance on methods with certain sliding properties were also

recorded for each algorithm. 33 candidates were selected to proceed to a second round of

testing [61]. Information about the second round and finalist selection is being processed and

has not been published by NIST, but as of March 2021, the candidates for the final round

are ASCON, Elephant, GIFT-COFB, Grain 128-AEAD, ISAP, Photon-Beetle, Romulus,

Sparkle, Tiny Jambu, and Xoodyak [17, 18].
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Lightweight cryptography is a new and important objective in security, and much work

is being done to prevent attacks on lightweight primitives. This thesis will focus on the

security and practical use of the pseudorandom number generator (PRNG), a specific type

of lightweight primitive used as a source of randomness in cryptographic algorithms. There

is a variety of PRNG designs, such as LFSR [62] and combining different types of cellular

automata [63]. Some PRNGs are better suited for certain applications than others, with

applications ranging from cryptography [64], steganography [65], and non-security areas such

as Monte Carlo simulations [66] and lattice-based field theory [67]. Qualitative methods to

determine PRNG quality have included the NIST statistical test suite utilized in the AES

selection process [68] and the FSU DIEHARD suite [69]. PRNG quality can also be measured

by their Kolmogorov [70] and Shannon [71] entropy losses. For PRNGs with security related

applications, resistance to reverse engineering attacks are another method to determine their

suitability for application. Section 3.1 provides a detailed background on PRNGs and how

their quality is measured. Chapter 3 then focuses on the security of a specific PRNG that

is based on residue number system arithmetic. Chapter 4 focuses on other applications of

PRNG that have non-binary random processes. Many systems model these processes with

binary computers, and it is important to understand losses in entropy with different number

bases. Section 4.1 provides detailed background of non-binary random processes utilized for

applications such as combinatorial problems and casino games as well as the methods used

to determine the quality of these processes. The chapter then analyzes the suitability of

several PRNGs, varying in statistical metrics of quality, to be utilized in a card-shuffling

algorithm.



14 Chapter 2. Background of Cryptographic Primitives

2.3 Provable Security vs. Efficiency

We elaborate on the term, “security,” mentioned many times in this thesis. S. Goldwasser

and S. Micali developed the concept of provable security in 1982, which greately impacted re-

search in cryptography [72]. Provable security is defined as a process that involves a security

definition detailing the goals and abilities of an attacker, a statement of assumptions about

the system, and a proof that the system meets the security statement [73]. This method

allows researchers to reduce the question of security to a simpler mathematical question.

The computational complexity of the mathematical problem then implies the security of the

system in question [74]. The term provable security may be misleading in the sense that

an algorithm is provably secure relative only to the assumptions made. For example, RSA

has provable security up to the factoring of primes, but if a computationally easy method of

factoring primes is found, RSA becomes an easy problem to solve [5]. ElGamal encryption

is provably secure relative to the discrete logarithm problem [75].

Depending on the motivations of those intending to use the algorithm, provable security

may or may not be as important a concern as for other applications. Commercial uses of

lightweight primitives such as PRNGs may not be interested in the provable security of a light

bulb in a smart home. However, some of these applications may still require a higher level of

security. Though casinos do not necessarily need to invest in the research and resources to

implement provable security, their devices still need to be resistant to most attacks. A 2018

attack on a casino demonstrated this need when individuals were able to gain access to the

wireless internet network through a fish-tank thermometer [76]. Thus, studying methods that

prevent some attacks on systems or algorithms that provide some (but not true) randomness

to structures is still useful and important as they raise the expense to an attacker to gain

access. Chapter 3 focuses on the security of a PRNG that fits this description. Though the
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focus is on improving its security, we are not claiming that this system is cryptographically

secure. Though other algorithms can be secure up to a point, this PRNG is not made to be

secure against every attack. However, it is a very good efficient tool to generate randomness,

and this efficient is often more important than its provable security in contexts like IoT.

2.4 Non-Binary and Mixed-Radix Systems

The base-2, or binary, number system, is a notation which only utilizes the values “0” and

“1.” Binary systems are thus described to have a radix of 2. Reducing traditional base-10

numbers to a series of symbols, or bits, that can take one of two values is advantageous

in many applications, most of which lie in computing since Boolean logic can easily be

translated to binary. Much research has shown how binary is advantageous in computing

applications due to the circuity utilized in computer processing [77, 78, 79]. Binary is also

used in computing for its assistance in memory storage. Representing information as zeroes

and ones allows digital data to be stored more easily. As more information, such as film,

geographical models, music, and healthcare imaging data, is required to be stored digitally,

the binary number system allows important information to be encoded in a compact manner

[80, 81, 82].

Binary is not utilized in every application, and other number systems have been established

for use in other implementations. For example, researchers have developed slight modifi-

cations of the binary system. Gray code, or reflected binary, is applied in puzzles [83],

positioning technology [84], and genetic algorithms [85]. Another important modification of

binary is the Complex Binary Number System, which allows encoding of complex numbers as

a solitary unit, granting faster processing for problems that handle complex numbers [86, 87].

There are also many physical processes that are not necessarily optimized with the radix 2.
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Research has been done to examine the advantages of adopting the octal number system to

represent SI units, money, time, and calendar days for computer accessibility [88]. Other

systems include the decimal number system, which is often utilized when high precision is

necessary [89], and the Alphanumeric number system, which is commonly utilized in storing

colors using the RGB color model [90].

Some processes will require a non-binary source of randomness. PRNGs are being designed

to utilize non-binary operations, such as the non-binary Galois linear feedback shift register

(LFSR), in which the exclusive-or performs addition modulo-q instead of modulo-2 [91]. In

fact, some processes will require a mix of different radices, or mixed radix, as a source of

randomness for PRNGs. This is common in instances in which there is interest in a uniform

value on a specific domain size. In these cases, there either is the drawback of an entropy

loss that is not truly uniform from relying on a small PRNG, or the disadvantage of extra

processing while utilizing a larger PRNG. Employing mixed-radix and non-binary number

systems are useful in depicting metrics. For example, representing time in terms of years,

days, hours, minutes, and seconds, requires a number system that takes into account the

cycle length of each unit. Currency is another example, in which we denote money in terms of

dollars, quarters, nickels, dimes, and so forth [92]. Generating a random number of seconds

within a minute would not provide uniformity if starting with a binary PRNG, this is no

longer the issue if another number generator that was the size of 64 bits was used.

Other applications of mixed-radix and non-binary number systems exist in games and com-

binatorial problems where the number base fluctuates throughout the processes. Though

it may be simple to analyze the entropy of these games for one radix value, it is a much

harder problem to understand the entropy loss when the radix constantly changes, which

is common in games. For example, researchers utilize the combinatorial number system

to analyze lottery games, in which strictly decreasing combinations of numbers are advan-
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tageous to winning [93]. Another example occurs in video games, in which mixed radix

indexing processes are used to denote the position of different players [94]. Mixed-radix

is also necessary for combinatorial problems and simulations. For example, the factorial

number system is a mixed-radix system that is utilized to analyze combinatorial problems

in which permutations are represented as numbers [95]. It is important to convert formulae

to input different radix values in these scenarios so that others can understand the entropy

loss of these games and problems. This thesis discusses the entropy loss in a card shuffling

system that can be applied to casino games. The index representing deck position changes

durig every iteration of the system, so it is important to be able to calculate the entropy

loss of the system with different radices. Chapter 4 describes this system in more detail and

motivates the importance of mixed-radix conversions in card shuffling.

2.5 The Residue Number System

The residue number system (RNS) is a system in which integers are represented by their

values modulo coprime integers. Sun Tsu first proposed the concept of RNS in first cen-

tury A.D., which later became known as the Chinese Remainder Theorem [96]. Euler later

proved this theorem in 1734 [97]. Following this proof, RNS research did not blossom until

Lehmer et. al. discovered the advantages of utilizing RNS in hardware that implemented

computationally complex arithmetic [98]. Utilizing RNS is advantageous in these implemen-

tations due to its ability to reduce computational burden by breaking down calculations so

that they can be done with high speed on low power devices, inspiring research in RNS

applications. M. Soderstrand and K. Nelson applied RNS for digital heterodyne filters [99].

G. Jullien studied moduli selection for various RNS applications and developed the modified

quadratic RNS [100, 101]. Jullien also collaborated with W. Miller to apply RNS to digital
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signal processing (DSP) applications. In particular, RNS has been shownw to improve the

running time of the Cooley-Tukey Fast Fourier Transform (FFT), which is the one of the

most common examples in DSP [102]. Additionally, Jullien and Miller later worked with

Bayoumi to develop the concept of lookup tables for RNS implementations [103].

RNS made its way into cryptography in the 1990s, when Posch et. al. designed an embedding

of RNS in the modular multiplication commonly used in cryptosystems [22]. RNS imple-

mentations in cryptographic processors later flourished with the Cox-Rower architecture to

parallelize Montgomery multiplication in 2000 [104], giving rise to a substantial increase

in research in designing efficient cryptosystems as well as in Montgomery multiplication.

Examples of RNS implementations include Canonic Signed Digit (CSD) encoding, which is

used to reduce processing requirements and to accelerate computations [105]. Additionally,

RNS multipliers are utilized in Modified Booth Encoding to improve the efficiency of com-

putations in real-time calculation applications [106]. Other examples of RNS applications

include implementing RNS in Elliptic Curve Cryptography [107] and in RSA cryptography

[108, 109, 110, 111]. Additionally, RNS is applied in simulations such as image encryp-

tion techniques proposed using MATLAB [112], which only needs to have good statistical

properties. On the other hand, applications in transmission security (TRANSEC), such

as Digital Chaotic Communications [113] and the intentional addition o fnoise in spread

spectrum signals [114], benefit from the presence of noise. In Chapter 3, we analyze on

a RNS-based PRNG that incorporates a modified version of the CRT that can be imple-

mented in lightweight cryptography applications. We then shift our focus from lightweight

cryptography to RNS utilized in other applications.

The advantage of utilizing RNS in parallel computing and fast arithmetic can be applied in

more areas than just encryption. Researchers are considering relying on RNS in developing

future technologies such as nanoelectronics, in which RNS may be incorporated into the
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structure of the quantum-dot cellular automata [115]. RNS has also played a core part in

designing FGPA devices for digital image processing applications [116, 117]. Other appli-

cations extend to reversible watermarking [118], adaptive equalizers [119], and embedded

computing [120]. Chapter 4 focuses on implementing RNS in a card shuffling algorithm.

This algorithm can be tailored to rely on inputs from the RNS PRNG described in Chapter

3 and includes modulo arithmetic in its final shuffling process.

2.6 RNS PRNG in Efficient Security and Mixed-Radix

Conversions

This chapter discussed previous work in lightweight cryptography, provable security, mixed-

radix and non-binary number systems, and RNS. This thesis focuses on the pseudorandom

number generator (PRNG), a type of lightweight primitive that provides a source of ran-

domness in applications that involve devices that lack the processing capacity to rely on

a true random number generator (TRNG). Some PRNGs are better suited for certain ap-

plications than others. Chapter 3 discusses methods to measure the quality of a PRNG,

such as statistical tests like the NIST RNG test suite [68] and the FSU DIEHARD suite

[69]. However, for PRNGs with lightweight security applications, it is of high importance to

consider a different metric of PRNG quality: resistance to attacks.

This thesis will analyze the security on a RNS-based PRNG [121] that incorporates a modi-

fied version of the Chinese Remainder Theorem as well as surjective modulo maps to defend

the outputs from reverse engineering attacks. This PRNG has previously been shown to pass

many statistical tests of randomness, but it was not created specifically for communications

security (COMSEC), which involves protecting telecommunications systems from unsanc-
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tioned entities. Instead, this PRNG was built for transmission security (TRANSEC), whose

goal is to decrease the probability of interception [122, 123]. Thus the goal of analyzing this

PRNG is not to prove security but instead is to decrease the probability of the system being

reverse engineered. We present an attack on the system that invalidates the system’s true

security. Then, defenses are made to prevent these attacks, showing that the PRNG can

be modified to resist this specific attack. Therefore, this PRNG, including the suggested

modifications, is an efficient method to produce randomness and is resistant to this attack.

Chapter 4 ties together PRNGs and the concept of mixed-radix number systems by introduc-

ing a card shuffling algorithm that loses true randomness through a mixed-radix shuffling

technique and through PRNG inputs. The pseudorandom input values can be from any

choice of PRNG, and this thesis evaluates the effectiveness of utilizing a PRNG that con-

tributes more entropy loss but provides better computational efficiency than higher-power

algorithms supply. It is important to decide on the optimal J-value to remain constant while

test implementations with different PRNGs take place. To do this, this thesis quantifies the

entropy loss of the final shuffling process, which is valuable in that the entropy loss formula

takes radix value into account. Thus, entropy loss can be calculated precisely for any index

value.

Utilizing PRNG and RNS for card shuffling games is significant. Casinos benefit from relying

on lightweight primitives and RNS implementations due to the lower cost and less processing

requirements compared to employing high power RNGs such as TRNGs. However, security

still remains an issue for casinos, and it is necessary to weigh between cost-reducing methods

and better quality randomness. This thesis discusses this balance and utilizes mixed-radix

conversions to show that low-power implementations are indeed feasible to use in casino

applications, and, with future work, more game and combinatorial applications.



Chapter 3

Attacks and Defenses of Single Stage

Residue Number System PRNGs

3.1 Introduction

A variety of systems and algorithms rely on random number generation to provide an element

of uncertainty or security within their chosen applications. Random number generators

(RNG) generally bifurcate into categories for True RNGs, which rely on naturally occurring

entropy sources (e.g., temperature variations [124], oscillator time variations [125], quantum

parameter observations [126], or ambient RF noise [127]) for their random generation, and

Pseudo-Random Number Generators (PRNGs), which employ deterministic algorithms to

calculate sequences of pseudorandom numbers.

TRNGs offer truly non-repeatable random bit streams, yet can be severely limited in their

rate of production due to the entropy of the underlying physical process [124],[128]. While a

few higher throughput approaches [129] have been identified, TRNG outputs cannot be repli-

cated at a secondary location, requiring key transfer mechanisms [130] or alternate methods

when applying to a coherent application like cryptography or digital communications. As

a result, PRNGs are more commonly used in practice: these algorithms can be exceedingly

simple, such as an irreducible polynomial calculation with a random seed [131], or exceed-

ingly complex, such as an output of the Advanced Encryption Standard (AES) algorithm

21
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in cipher block chaining feedback mode [132]. Specific designs for PRNGs range from com-

bining cellular automata of different dimensions [63], linear feedback shift registers (LFSR)

[62] [133], calculations produced from the chaotic Hénon map [134] [63], residue number

system (RNS) arithmetic combined with the Chinese Remainder Theorem (CRT) [135], and

large matrix operations [136]. Composite PRNGs with variational processes like precession

have also been constructed for increased security as used in the Global Positioning System

(GPS) [135]; these combining process employ techniques like bit-wise XORs, Galois exten-

sion fields [137], the CRT, or hashing functions [138]. We will focus primarily on the class

of PRNGs that compose small polynomial computations over mutually prime rings, which

are subsequently combined into a single multi-bit PRNG output word, via the CRT.

Given the vast quantity of RNGs [139] [140], some PRNGs are better suited than others

for specific applications. RNGs in transmission security (TRANSEC) [141] [122], cryptog-

raphy [64] [142], spread spectrum [143], steganography [144], and other types of secure com-

munications require high quality RNGs that can be coherently duplicated and synchronized

at a distant end, or coupled with computationally expensive side channel methods for key

exchange [130]. The vulnerability in these security-oriented applications is a risk to the un-

derlying data being processed, stored, or transmitted, which may be obtain if the RNG can

be duplicated [145] or reverse engineered [146]. The rate of entropy required for these secure

communications applications can be many Gigabits per second, eliminating most TRNGs.

Applications of RNGs in non-security arenas, such as Monte Carlo simulation parameters [66]

and lattice-based field theory [67], need only adhere to good statistical behaviors, consistent

with the tests provided by the NIST RNG test suite [68] and FSU DIEHARD suite [69].

Beyond statistical measures, the quality of a PRNG is also determined by the susceptibility

to attacks used to reverse engineer its operation. A PRNG involved in a cryptographic

algorithm does not add to its system’s security if the generator can be reverse engineered in
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reasonable time. Further, the attacks and methods to reverse engineer the [usually known]

deterministic PRNG process often arise after the PRNG is in place, impacting the security

of all previous data transported via the system [147]; even our best algorithms [148] possess

identified vulnerabilities as future computing methods become available [9].

A variety of reverse engineering attacks have been developed to target the underlying PRNGs

used in various systems. Attempts to reverse engineer LFSR structures proved successful as

early as the 1980s [149] [150]. Attacks on the GPS Civilian / Acquisition (C/A) code are rou-

tinely taught using the Berlekamp–Massey algorithm [147]. Other attacks and protections

have been devised for the use of PRNGs in semi-coherent processing, merging the efforts of

deterministic cryptographic processing with noisy signal processing [114]. Additional statis-

tical tests can also be expanded by maps involving the Kolmogorov-Sinai entropy of a system

[151] to translate time sequences of outputs into conditional probabilities between output

states. Reverse engineering techniques are also used to attack other systems of varying de-

signs and applications. For example, insertion attacks applied to ANSI X9 standards that

employ DES and AES algorithms have been proven effective under certain conditions [152].

Another attack developed for a Vernam cipher, a steganalytic approach to hide messages

in images, combines a brute force search with parallel programming to extract and later

reconstruct hidden information. [65].

After a reverse engineering technique is established, one may try to strengthen a system

against this attack through harder-to-implement encryption techniques, such as RSA or

Elliptic Curve Cryptography (ECC). A potentially simpler solution involves deliberately in-

troducing noise in the output values that the system creates. Noise derived from natural

occurrences can affect output values to the point of over-complicating reverse engineering

algorithms. Deliberately introducing noise in ciphertexts and classic cryptosystems such as

DES has already been discussed in both the cases in which noise is added before (extrinsi-
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cally) or after (intrinsically) the encryption process [153] [154]. Intentionally injecting noise

into PRNG systems specifically has been explored and implemented for a signal [114] [155]

[156]. In this paper, we apply this technique to strengthen a PRNG system from a certain

reverse engineering attack.

In this chapter, we develop a specifically tailored reverse engineering attack on the single-

stage RNS-based PRNG [121] that incorporates a modified version of the CRT (mCRT) as

well as a surjective modulo map to obfuscate outputs from reverse engineering. A definition

of the system parameters and PRNG construction are provided in Section II. In Section III,

we extend the basic concept of a Kolmogorov entropy metric to create a multi-dimensional

frequency analysis and state mapping under which we are able to reverse engineer the initial

state (i.e., key) of the PRNG efficiently provided knowledge of the overall system’s state

transitions. This discrete ”corner-turning” approach uses joint frequencies that sufficiently

reduce the search space required in the reverse-engineering process. We demonstrate these

techniques through white box attacks on a toy example and Matlab simulations for an Inter-

net of Things (IoT)-caliber RNS generator to gauge the improvement over brute force attacks

in Section IV, prior to presenting a reverse engineering approach that permits identification

of RNS parameters (but not key) efficiently in black box testing for arbitrarily large RNS

constructions. It should be noted that, while this reverse engineering attack succeeds at the

RNS generator described in [121], the associated vulnerability has already been addressed

via dynamic behavior of the RNS structure as shown in [157]. In section IV, we explore de-

fenses for the RNS-based PRNG. First, we introduce how noise, in the form of slight changes

in output values, affects the efficiency of the attack technique. We then modify the reverse

engineering algorithm to adapt to the presence of noise by proposing fallback options when

errors are introduced. Following this, we explore time and code hopping: common signal

protection techniques that can be applied to the PRNG for further security. Section V sets
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up simple and large examples of the PRNG and demonstrates the deterministic reverse engi-

neering algorithm. Section VI discusses results with the same examples, but in the stochastic

case. Overall conclusions and extensions to future work are then provided in Section VII.

3.2 Problem Framework

The PRNG we investigate involves a series of steps that utilize several mathematical tools,

mainly a modified CRT step and modulo arithmetic. These mathematical tools are described

in Section 3.2.3. To support these discussions, we define a mathematical model of the RNS

construction and underlying assumptions as presented in [121] to better offer a context for

the reverse engineering process involving the RNS-based PRNG.

3.2.1 System Description

The described algorithm is based on a single-stage RNS-based digital chaotic circuit previ-

ously defined using Galois field arithmetic [121]. This system does not rely on any higher-level

algebraic techniques and will be described through simple mappings and permutations.

A set of pre-determined primes

P = {p0, . . . , pn−1},

with multiplicative characteristic

M = Πn−1
l=0 pl

are utilized in a series of steps throughout the algorithm.
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For each prime, pi ∈ P , the vector X = σ(pi) permutes the elements of {0, . . . , pi − 1}. The

resulting sequences σ(pi) are used to define a state at time index i, denoted as a vector X⃗i

of length n, where

Xi[l] = Xi[l mod pi], (3.1)

and 0 ≤ l < M .

Next, we apply a step similar to the Chinese Remainder Theorem (see section 2.3 for a

discussion of the mathematical tools) that combines the values within each state vector.

This step, called the modified Chinese Remainder Theorem step (mCRT), creates the vector

Y⃗ of length M , where

Y [l] =
n−1∑
i=0

Xl[i]
M

pi
(mod M). (3.2)

The modified version of the CRT eliminates the additional calculations of rotational con-

stant
(

M
pi

)−1

(mod pi) that is utilized in the original Chinese Remainder Theorem, while

maintaining the security of the overall process. Combined, the vector values of X⃗ form an

exhaustive permutation of ZM .

The final step is a surjective mapping process that implements a modular reduction of the

values in Y⃗ to a field of much smaller size 2k. We assume that P consists only of odd primes,

ensuring that M is not divisible by 2. The final output is a vector Z⃗ of size M , where

Z[l] = ϕ(Y [l]) = Y [l] (mod 2k). (3.3)

A depiction of this RNS process, where each prime field is represented by a distinct gear in a

composite set that rotates in unison over time, and subsequently aggregated via the mCRT

process into an observable output sequence is shown in Fig. 3.1.
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Figure 3.1: A visualization of the
RNS PRNG computations.

Label Description
Xl Xi[l] = Xi[l mod pi] = σl(pi)

mCRT Xl[i] = Y [l] ·
(

M
pi

)−1

mod pi

Y [l] Y [l] =
∑n−1

i=0 Xl[i]
M
pi

mod M

Z[l] Z[l] = ϕ(Y [l]) = Y [l] mod 2k

ϕ Surjective mapping ZM → Z2k

Figure 3.2: Descriptions of the
mathematical computations in Figure 3.1.

3.2.2 Assumptions and Goals

The PRNG’s resilience to potential attacks that are designed to reverse engineer the system

is an important measure of its quality. An algorithm that successfully reverse engineers

the PRNG state could significantly influence the value of this system in any application.

In this analysis, we aim to construct such a process. A reverse engineering attack on this

PRNG relies on some core assumptions. First, we assume that we have complete knowledge

of the system’s process and parameters as outlined in the previous section for a white box

system attack. Understanding the system description, especially the map ϕ, allows us to

utilize expected frequency data in the proposed technique. We also assume knowledge of

the set of primes P , the permutations σi’s, and the output vector Z⃗. In Section 3.4.3,

we relax this assumption significantly and demonstrate how to extract a rotated version of

such information from a black box attack. Additionally, we assume a priori knowledge of

expected L-dimensional frequency data, i.e. the amount of transitions of the form Zl[i], Zl[i+

1], . . . , Zl[i+L] for an integer value L. While this list of assumptions may sound extreme, the

underlying assumption for IOT-caliber devices is that an attacker has, or will gain, physical

access to a unit that can only afford to protect the key. While practical to obtain such

data using brute force techniques for M ⪅ 248, which covers many IoT applications, and

subsequently use to efficiently reverse any newly chosen key value, larger RNS constructions
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(e.g., M ≈ 2256) can be reduced to significantly less than brute force searches using these

techniques.

The goal of the reverse engineering process is to determine the initial state X⃗[0]. Since the

states are determined by the known permutations σi, identifying any state at a specific index

l is sufficient to successfully reverse engineer the entire system. It is also important to note

that the CRT step is easily reversible since it is a bijection on ZM . Thus, the main goal of

the present analysis is in reversing ϕ, i.e. identifying one pair (Yl, Zl) in which ϕ(Yl) = Zl.

There are exactly M potential values that the function ϕ maps to any given vector value

of Z⃗, allowing for brute force attacks utilizing ZM as the search space. Most applications

of this system, however, are resilient to these attacks due to the time required to test every

value of ZM for large M . Expected frequencies of output range Z2k , calculated from the

surjective map ϕ and permutations σi, potentially give enough insight to reduce this search

space. Our proposed attack outlined in Section III explains how examining multi-dimensional

frequencies can reduce the brute force search space to reverse engineer the PRNG efficiently.

3.2.3 Mathematical Tools

In this section, we focus on the constraint on state index l. With each passing time step, the

lth component of X[l] accesses the value of the l (mod pi)
th component of σ(pi). One can

view this changing of values as a rotation of a gear whose pi teeth are labelled in the order

of its corresponding pi-characteristic permutation. Considering every component of X[l] as

l varies, we envision the components of X[l] shifting in tandem. In our analogy, the gears

representing each prime also turn in lock step with every passing time value, however their

different sizes guarantee that the aggregate gear construction does not repeat until the least

common multiple of P , which is equal to M since pi ∈ P have no common divisors. Fig.
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3.3 provides a visual of this alignment. If the gears originally align at X[0], the gears will

realign after M cycles, the least common multiple of the primes, rotations. We thus attain

periodicity of X[l] values, as X[0] = X[M ], or generally X[l] = X[l (mod M)].

Figure 3.3: A visualization of permutations σ(3), σ(5), and σ(11) as gears. At each time
increment, the gears turn clockwise by one tooth. After M = 165 iterations, the initial value
(2,0,1), realigns.

We also consider the reversibility of the calculations involved in the system description. The

first of these steps, generating X[l] for 0 ≤ l < M , is simply reversed by computing each

permutation’s inverse. The reversibility of this initial step allows some leniency in an attack,

as isolating any state X[l], regardless of l, is enough to reverse engineer the PRNG. Equation

(3.2) is a modification of the original Chinese Remainder Theorem, defined by

Y [l] =
n−1∑
i=0

xi[l]
M

pi

(
M

pi

)−1

(mod pi)

(mod M). (3.4)

The above equation is easily reversible by computing its output modulo each prime. Equation

(3.2) modifies the CRT by removing the operation of multiplying inverses
(

M
pi

)−1

. Removing

this operation also transfers this step to the calculation used to reverse equation (3.2): given



30 Chapter 3. Attacks and Defenses of Single Stage Residue Number System PRNGs

output Y [l], we determine the corresponding X[l] by

Xi[l] = Y [l] ·
(
M

pi

)−1

(mod pi). (3.5)

The original CRT applied to every combination of n components, each chosen from σi(pi),

produces every element of ZM uniquely once. Thus, applying this formula to calculate Y⃗

produces a permutation of ZM . Replacing this formula with equation (3.2) creates a different

permutation of ZM , as the inverses
(

M
pi

)−1

are bijective rotational factors that scramble the

permutation on M elements generated by equation (3.4). This scrambling is trivial to reverse.

In section III, we shift our focus to reversing the final surjective mapping ϕ – we create a

mathematical model of a potential attack utilizing expected frequencies of Z[l] component

values.

3.3 RNS-Based PRNG Attacks

The attack on ϕ relies on expected frequencies of Z[l] component values. The frequencies

of Z2k elements in Z[l] can be generated without knowledge of the initial state X[0] by

successively “stacking” the values of ZM into 2k bins according to their value mod 2k. Each

bin represents the preimage of an element of ϕ’s codomain Z2k , i.e. the brute force search

space of each component value Z[l] in Z⃗. Since 2k cannot divide M , this one-dimensional

frequency analysis produces a “near uniform” distribution in which some elements of Z2k

appear at a frequency of one higher than others [? ].

When conducting a brute force attack on small systems, one would benefit from this analysis:

the brute force search space for some components of Z⃗ is slightly smaller than that of
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others. For large values of M , the difference between these search spaces is insignificant,

and a one-dimensional frequency analysis is unhelpful in an attack. In a two-dimensional

frequency analysis, we calculate frequencies of conditioned transitions from Z[l] to Z[l + 1].

The resulting histogram is not uniform, and we hope to extract more information from this

mapping exploiting this non-uniformity. In particular, any transition with a frequency of one

uniquely identifies the resulting state since there is only one state capable of following that

pattern. Unfortunately, for larger M values, it is unlikely that any transition appears exactly

once in a two-dimensional analysis. If uniformly distributed, we anticipate a per-bin two-

dimensional density of ≈ M
(2k)2

. Extending this approach, we then examine L-dimensional

frequencies, which calculate frequencies of transitions of Z[l − L + 1], to Z[l − L + 2], etc.,

up to Z[l]. We continue performing multi-dimensional analyses until we arrive at a bin

with a small enough transitional frequency for a brute force search in reasonable time. The

expected density (if uniform) of the L-dimensional bin is thus ≈ M
(2k)L

= M
2kL

, corresponding

to a string of L successive output observations. Once we have isolated a state, and thus

successfully reversed ϕ, we can easily translate to a chosen number of states in the past or

future to obtain the initial state.

To visualize this analysis for larger dimensions, we envision this process as a corner turning

algorithm, in which every corner turn represents a higher dimensional frequency analysis,

cumulatively representing a data structure of size (Z2k)
L. The contents of each hallway

behind each door value make up the brute force search space represented by the corresponding

transition. Figure 3.4 illustrates the one-dimensional (L=1) frequency analysis, which is

essentially a histogram on Z2k with base axis represented by the doors in the main, darker

hallway. At this point of the analysis, we know the contents behind each door, but we do

not have access to their placements within the lighter hallways.

Suppose the number of values behind each door, i.e. the size of the brute force search
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Figure 3.4: A one-dimensional (L = 1) frequency analysis is visualized as one “hallway” in
the corner-turning process.

space, was too large. Figure 3.5 shows an example of a two-dimensional analysis in which

we focus on transitions 0 → Z[l + 1], therefore turning the corner represented by Door “0”

in the previous dimension. Thus, we are now aware of the search space corresponding to

transitions 0 → j, where 0 ≤ j ≤ 2k − 1.

Conducting a three-dimensional analysis is analogous to turning a second corner. Figure

3.6 presents an example in which we enter the hallway labeled 2k − 1. This corner turn

illuminates the search space corresponding to transitions 0 → 2k − 1 → j, where 0 ≤ j < 2k.

Utilizing the corner-turning illustrations allows us to visualize the frequency analyses and

known search spaces for higher dimensions. Under the assumption of near-uniformity over

Z2k , each dimension crossed (or corner turned) reduces the brute force search space by a

factor of 2k. Even for large examples, each corner turn is expected to greatly reduce the

amount of time required to reverse engineer the system. We test this hypothesis in the next

section, in which we apply this method onto two tangible examples.
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Figure 3.5: The two-dimensional (L = 2) analysis represents turning a corner. We are lead
into a hallway that distributes the search space Φ−1(0) into smaller batches.

3.4 RNS Reverse Engineering Attacks

In this section, we detail the experimental results of applying the reverse engineering process

in concrete examples. We first implement the proposed attack on a toy example (M ≈ 27.4)

to provide a better understanding of the system and reverse engineering process. We then

conduct the reverse engineering algorithm with a larger simulation M ≈ 234 to illuminate

the effectiveness of the proposed attack on scale of many IoT devices (i.e., 32-bit keys); that

approach is reasonable to extend to sizes on the order of M ≈ 248, at which point memory

and processing constraints of a brute force search exceed bounds of present day hardware.

Using the approach on larger examples can be used to reduce the space of a brute force

search by the similar 232 to 264.
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Figure 3.6: Three-dimensional (L=3) visual of the corner-turning process, assuming the
turns 0, 2k − 1.

3.4.1 Toy Example

First consider an example with a small set of primes, P = {3, 5, 11}, n = 3, and M =

165, where the overall output is reduced to a 3-bit value, k = 3. The arbitrarily selected

permutations, σi(pi), are

σ0(3) = (1, 0, 2)

σ1(5) = (0, 1, 3, 2, 4)

σ2(11) = (2, 9, 1, 0, 4, 6, 7, 10, 3, 5, 8),

The initial state of this system is < 1, 0, 2 >, and the states X[l], 0 ≤ l < 165, are tabulated

in Table 3.2. The states of the system are also represented visually by the gears in Figure 3.3.

Table 3.2 also tabulates intermediate calculations (applying Equations 3.4 and 3.2) in the

CRT output and Y [l] columns. The final mapping process utilizes the function ϕ : Z165 →
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Table 3.1: Data from toy example.

l X⃗l CRT output Y [l] Z[l]

0 < 1, 0, 2 > 145 85 5
1 < 0, 1, 9 > 141 3 3
2 < 2, 3, 1 > 23 59 3
... ... ... ... ...

163 < 0, 2, 5 > 27 141 5
164 < 2, 4, 8 > 74 32 0

Z23 , where

ϕ(Y [l]) = Y [l] (mod 8). (3.6)

The output values of this mapping are tabulated in the last column of Table 3.2.

We have successfully set up the PRNG with the given initial state and permutations. Next,

we reconstruct the initial state given the assumptions described in Section III.

Toy Example: Implementing the Attack

Reverse engineering this system assumes knowledge of P , all permutations σi(pi), the map-

ping process ϕ, and output vector Z⃗. As explained in Section 3.2.3, we focus on determining

a pair (Y [l], Z[l]) in which ϕ(Y [l]) = Z[l].

The modular setup of the surjective mapping process allows us to construct a histogram of

one-dimensional frequency data of coordinate values from output vector Z⃗. Creating this

histogram is analogous to placing each element of Z165 into 8 bins (columns) corresponding

to its value modulo 8, shown in Figure 3.7. Each bin therefore represents the brute force

search space for each element of Z23 .



36 Chapter 3. Attacks and Defenses of Single Stage Residue Number System PRNGs

Figure 3.7: Labelled histogram

This histogram is not uniform, as 23 does not divide M = 165; three of the search spaces are

smaller by one value. From this one-dimensional analysis, we find that three of the brute

force search spaces are smaller than the others. We can also visualize the one-dimensional

analysis in terms of the corner-turning algorithm. In this case, the bins are represented by

hallways branching off the main, one-dimensional hallway shown in Figure 3.8.

Figure 3.8: A one-dimensional visualization of reverse engineering toy example.

Though any of the bins are small enough to administer a brute force attack on any vector
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value of Z⃗, values labelled 5, 6, or 7 have somewhat smaller search spaces. However, we have

not yet isolated a single state, so we implement a two-dimensional frequency analysis.

A two-dimensional analysis evaluates the frequencies of transitions of vector values Z[l−2+1]

to Z[l − 1 + 1]. We display these frequencies via the joint histogram in Figure 3.9, where,

for example, the bin in position 3 along axis n and position 2 along axis m represents the

amount of transitions represents the amount of transitions 3 → 2.

Figure 3.9: Expected two-dimensional transitional frequency data of toy example outputs,
shown through a surface plot histogram.

Observing the histogram, there are several transitions of frequency one, highlighted in dark

blue. We focus on the bin representing the transition 0 → 0. Since this transition only

happens once, the transition corresponds with the Y⃗ vector value 30, and we have successfully

reversed ϕ. Conducting the two-dimensional analysis represents a corner turn. Since we focus

on the transition 0 → 0, we turn the corner labelled “0.” Turning this corner reveals a hallway

with doors with occupancy one - specifically, the door labelled “0,” representing the isolated
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transition corresponding to the Y⃗ vector value 30. Figure 3.10 provides a visual of the second

corner turn.

Figure 3.10: A two-dimensional frequency analysis of toy example output Z⃗ component
values.

Since we have isolated a single state, we have successfully reversed ϕ and therefore reversed

the PRNG example once that output sequence (Z[l − 1], Z[l]) is observed. Even in the

scenario where the number of corner turns chosen does not result in a single unique element,

the remaining set of elements represent a significantly pruned search space for subsequent

trials; we will revisit this reverse engineering approach, which assumes a priori knowledge of

the state transitions, after discussing a larger example.

Analysis of Toy Example Attack

Reverse engineering the toy example system is feasible via an exhaustive search over M = 165

elements due to its simplicity. Our reverse-engineering algorithm, however, allows us to

reverse engineer any initial condition within 2-3 observations of the PRNG output. In the
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next section, we show how our attack even further reduces the time required for an exhaustive

search on a larger, more realistic system.

3.4.2 Implementing PRNG on IoT-Caliber Example

To expand upon that analysis, we explore the approach on a larger example, using a four-

prime RNS sequence generator that has a repetition period of approximately 233.7:

P = {251, 257, 467, 479},

and

M = Π4
i=1pi = 14, 429, 764, 351.

In this example, rather than arbitrary permutations, we replace the bijective maps with

irreducible digital chaotic polynomials with generating functions fpi . To further simplify the

discussion and show applicability, we choose to use the same irreducible chaotic polynomials

used in [121]. The functions

fp1=251(x) = 3x3 + 3x2 + x+ 39

fp3=467(x) = 3x3 + 3x2 + x+ 15

fp2=257(x) = 3x3 + 3x2 + x+ 110

fp4=479(x) = 3x3 + 3x2 + x+ 233

generate the bijective maps for this example. We set the initial state as < 0, 0, 0, 0 >.

State generation and mCRT steps are then calculated to produce Y⃗ , and the final mapping

ϕ : ZM → Z24 .

We then used a script to calculate all M iterations of the sequence generator. Prior to this,
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look-up tables were generated for each prime, based on the polynomials above, to reduce

computation time by exploiting the known repetitions of the pi-adic polynomial calculations,

similar to the gears depiction of Fig. 3.3. An (L = 4)-dimensional data structure, with each

dimension sized 2k, was created before the sequence is generated. Overall, this data structure

is of size 2Lk. This structure has no effect on computation time, but represents how much

storage space is used to retain L-dimensional histograms, each consisting of 2k bins. As

the script iterates through the sequence generator, it maintains a sliding window of size L

and increments the corresponding coordinate in the L-dimensional structure. Depending on

the choice of L for the script, the structure can keep track of L turns at a time. This can

also be viewed in context of the corner-turning example from the toy example. Figure 3.11

provides a visual of the sliding window and corner turning method used in the script. The

last 4 outputs of the sequence generator are reported as [1, 5, 10, 3]. The script then traverses

through the 4-dimensional structure as depicted with the corner turns, and increments this

state to represent a known state that achieves that output state transition pattern.

Figure 3.11: A visualization of the sliding window and respective current state used in the
large example.
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Analysis of IOT-Caliber PRNG Attack

The larger example was run with k = 4 and L = 4. While the initial run-time of the

algorithm requires ≈ 30 hours to brute-force compute all states with M ≈ 33.7 bits. Once

the conditional states are catalogued (a one-time investment) using one core of an Intel

processor, the structure generated by the script, which was 57 GB, reduces the search time

for any individually observed 4-state sequence by M
2Lk , requiring around 18 seconds. The

only trade-off is the storage space required to maintain this data structure. Furthermore,

by examining a single-state, one can maintain a record of each iteration for which that state

was incremented (i.e., retaining a linked list of the elements on ZM rather than just tallying

a count), and be able to calculate subsequent turns without increasing the variable L in the

script. By knowing the iteration number and the prime polynomials, one can then compute

subsequent numbers generated to further prune the search space. For example, the state

< 14, 10, 14, 11 > is incremented first at iteration 85375 of the sequence generator. From this,

the current location in each prime’s LUT can be found as < 35, 51, 381, 113 >, respectively.

The next value of the sequence generator is then found to be 14, giving us insight into the

next state to be incremented as well as the next corner turned for the current state. Given

a specific sequence such as the one used above, we can begin to isolate the initial condition

by calculating further values and pruning the states from the structure that do not take the

same turns. For each additional turn, m, calculated, the search space is reduced by a factor

of 2k. As shown in Figure 3.12, the sequence chosen to isolate is < 14, 10, 14, 11, 1, 12 >.

Initially, the conditional entropy measured is ≈ 7.99. After the first 2 turns, displayed in

the first graph, the bins are uniformly distributed, revealing no information about the initial

state, but the entropy has decreased substantially to 0.0625. The next 2 turns, shown in

the second graph, reduces the search space by 216, and begins to display slight variation in
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the distribution amongst the bins, but the conditional entropy has decreased to a fraction

of what it was at the start. An additional 2 steps has reduced the overall search space to

887 items, which can be brute force searched quickly, but there is a trade-off with processing

time and memory storage. The last two steps have reduced our search space to find a single

state that will produce the given sequence, shown in the last graph. We have isolated the

one and only sequence starting index capable of achieving the observed output pattern, and

thus have found the unique pair that maps ϕ(Y [l]) to Y [l], and therefore have the initial

state/key of the PRNG. Equation 3.7 sums up the above analysis for reducing the overall

search space. Given a structure of size L = 4 and k = 4, we only need an additional m to

reduce our search space to a unique solution. With a change in k and L, we would only need

to change our the number of m steps taken to find a unique solution.

Figure 3.12: A visualization of the pruned search as it converges on a single state.
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Remaining Search Space ≈
3∑

m=0

M

2k(L+m)
(3.7)

3.4.3 Extending to Even Larger Examples

The previous examples make a significant, though often unrealistic, simplification in that

we assumed prior knowledge and tabulation of the state transitions. Such an assumption

is likely feasible for an RNS system where M < 264, yet the efficiently scalable design of

the RNS generator makes it far easier to expand to M ≈ 2256, at which point exhaustive

analysis is infeasible. Our bounding at 264 is based on the lengths an attacker is to go to if

the one-time brute force attack is extensible to all other devices using that PRNG, effectively

amortizing its cost. Further, observation of the output (mod 2k) limits our visibility into

the component outputs Z[l]; we turn to the reverse engineering of those component values

first and subsequently address the larger reverse engineering problem.

As a variation on a chosen plaintext attack, consider a scenario where we have physical access

to the RNS generator, can choose the input state, and can observe the aggregate output state

Z(l) =
∑n−1

i=0 Zi[l], but have no insight to the individual component values Zi[l]. We may

set the input state value to all zeros (X = 0⃗), at which point, we will receive an output

observation Z [⃗0]. By incrementing a single input state component, which is equivalent to

making a leap forward in code space of M
pi

steps if incrementing the ith input, i.e.,

0⃗ → X[
M

pi
] → X[2

M

pi
] . . . → X[(pi − 1)

M

pi
],

we may obtain the additive offsets of each component value {Z[0], Z[M
pi
], Z[2M

pi
] . . . Z[(pi −

1)M
pi
]} by subtracting the baseline Z [⃗0] output (mod 2k).
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Z⃗i = {Z[0], Z[M
pi

], Z[2
M

pi
] . . . , Z[(pi − 1)

M

pi
]} − Z [⃗0] (3.8)

Repeating this operation for all primes, {pi}n−1
i=0 , results in a total of

∑n−1
i=0 pi chosen plaintext

inputs to map out the entirety of the RNS lookup tables. Even without prior knowledge of

the primes P , observation of the repeating pattern will enable derivation of the sub-cycle

lengths and subsequent calculation of all RNS system parameters (P ,M). To simplify the

discussion, consider a re-formatted series of (3.8) with dual indices indicating which prime i

is in use followed by element within that series, where

Z⃗i = {Zi,0, Zi,1, Zi,2, . . . , Zi,pi−1} − Z [⃗0].

The collection of these vectors then are direct outputs of the entries in the lookup tables

and/or the component contributions to the overall composite output Z[l], and thus we have

reverse engineered σi(pi)∀i. Further, the unknown initial state of the system under test

(returning to the operational RNS system where only the aggregate output is observable),

X⃗0, may be represented in each of these pi-length component vectors as a rotation in the

states.

Z⃗∗
i (si) = {Zi,si , Zi,si+1, . . . , Zi,pi−1, zi,0, zi,1, . . . ,

Zi,si−1} − Z [⃗0]

Recognizing that these sequences repeat in time, this permits transforming the previously

discussed corner turning algorithm into a series of L equations (all calculated modulo 2k)
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that may have multiple solutions, equating to all valid states producing a length L string

of observed outputs for Z[l − L + 1] . . . Z[l]; when only one unique solution to the series of

equations exists (increasing L incrementally), then the unique origin state X [⃗0] has been

identified.

n−1∑
i=0

Z⃗∗
i [si − L+ 1] (mod 2k) = Z[l − L+ 1]

n−1∑
i=0

Z⃗∗
i [si − L+ 2] (mod 2k) = Z[l − L+ 2]

...
n−1∑
i=0

Z⃗∗
i [si] (mod 2k) = Z[l]

3.5 RNS-Based PRNG Defenses and Perturbations

In this section, we discuss two techniques to defend against the reverse engineering method

in the previous section: (1) purposefully injecting noise and (2) redesigning the system to in-

clude code hopping. These low cost defense strategies further complicate the attack method

and increase the computation time required to implement an attack. We also briefly con-

sider the phenomena of time hopping, which is ultimately shown to present little additional

security against an attack.



46 Chapter 3. Attacks and Defenses of Single Stage Residue Number System PRNGs

3.5.1 Noise

This subsection discusses a practical defense for this system: the intentional application of

noise. Two types of deliberate noise in modern cryptographic systems have been explored

in [154]: intrinsic and extrinsic. The former is noise applied prior to encryption and the

latter is noise applied post-encryption. In this case we analyze the effects of intrinsic noise.

Though it doesn’t completely defeat the attack described above, it can increase complexity

and computation time when reverse engineering to the point where it’s no longer worth at-

tacking. While there are naturally occurring cases of noise in encryption systems; such as bit

corruption or signal noise during transmission, this paper discusses deliberate modification

of the sequence’s outputs to interfere with reverse engineering attempts. In this context,

noise is defined as a ±1 adjustment to the output, Z[l]. From the intended receiver’s per-

spective, there exists a few cases from which they would have knowledge of the noise and

be able to recover the correct outputs. The first is knowledge of the initial state used in the

sequence generator by the transmission device. The receiver could then calculate outputs as

well and compare those with the ones received, fixing any noise as needed. While this would

require additional computation from the receiving device, the sequence generating algorithm

is efficient and would not consume many resources. An addendum to this is strict knowledge

of the PRNG used to apply the noise. The receiver would synchronize their PRNG to the

transmitting device with a session key. After receiving data they would perform the inverse

operation to the received sequence to remove any noise as shown in Figure 3.13.

Consider the case when the receiver does not know the algorithm, but knows the probability

of noise being applied to an output. In this case the receiver must implement the attack

algorithm to find the initial state of the sequence generator. In this case, they would need to

maintain a sliding window of outputs that would be used to reverse engineer the original state.

However, in this scenario they would not have to attempt to remove the noise and increase
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Figure 3.13: A visual of the transmit-receive devices generating an RNS sequence and ap-
plying/removing noise to the outputs.

the number of reverse engineering attempts to a maximum of 3L. Given a small enough

probability and large enough window size, they could confidently recapture L outputs and

rerun the algorithm assuming noise had not been applied. For example, given a probability

of 1% and a window size of 10 outputs, if the receiver does not get the correct state, they

can just record 10 more outputs and recalculate. The chance of noise being applied in the

next 10 outputs is slim enough that it is more efficient to recapture a set of values instead

of attempting to search and rectify the noise themselves. In the event of a single error,

as shown in 3.14, with a low probability, the attacker could implement the same strategy

mentioned above. However, with a high enough probability, such as 20% given a window

size, L, of 10, the attacker would need to modify the deterministic attack algorithm (Section

6). The receiver would need to have knowledge of the sequence generator’s initial state and

noise PRNG to efficiently receive and decrypt messages.

To further increase complexity, consider the case when the sender introduces multiple errors

in close proximity, the attack algorithm would then need to be adjusted to account for these.

One solution is to brute force every possible value, deterministic and stochastic, in each

dimension L. Depending on the value of k, this substantially decreases the search space.

Given a value of k = 4 and the noise offset at ±1, with the potential of multiple errors, the
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Figure 3.14: The fishbone diagram displays a visual of the possible output branching when
a single ±1 error occurs.

adjusted attack algorithm requires the attacker to examine 3 values at each dimension L

instead of 16. If the range of noise increases while the value of k stays the same, the search

space dramatically increases. The intended receiver would need to know the initial state and

the strength of noise, or the algorithm for applying noise to the outputs.

Figure 3.15: Multi-error case.
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3.5.2 Code Hopping

A second potential perturbation that can challenge the attacker’s efforts is “code hopping,”

in which the designer periodically changes the permutation parameter of the system during

its implementation. In the current PRNG, this technique can be thought of as executing r

original systems (as described in section 2.1), S0, S1, . . . , Su, . . . , Sr−1. Each of these systems

are defined with the same parameters with the exception of different permutations σu,i for

each prime, where u ranges from 0 to r, and i continues to range from 0 to n − 1. The

permutations that distinguish each of the r systems from each other can be determined

through the Fischer-Yates shuffle [? ? ] on each of the original prime permutations σu,i(pi)

involved. The designer then selects discrete time values t0, t1, . . . , tr−1 to partition the integer

values 0 through M into time intervals designated for each system, with default value t0 = 0.

Between the time steps tu and tu+1, the results from system Su will be recorded as output

values. Each change in prime permutations during a jump from tu to tu+1 represents a

distinct code hop. Figure 3.16 illustrates an example of a code hopping system with r = 2.

Note that the “right hand side” of the drawing is unchanged from Figure 3.1, illustrating

that the change lies only in the permutation parameters.

The reverse engineering assumptions expand those stated in section 2.2. We assume that the

attacker has access to all the system’s parameters (excluding the initial condition), as well

as the permutations for each system Su and the time values of the code hops t0, . . . , tr−1.

The attack described in Section 3 is not altered when restricted to any of the output values

for one particular system Su. However, when performing the reverse engineering process on

the entire M output values, the attacker must repeat the up front brute force algorithm for

every one of the r systems implemented.

Adding a code hopping component to the RNG algorithm increases the computational com-
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Figure 3.16: An example of code hopping with three different sets of parameters, where α, β,
and γ represent the top clockwise orderings α1, α2, . . . α9, etc.

plexity on the attacker’s end without costing as much time for the designer. To determine

the time required for the RNG designer to implement a system, we profiled the code for the

RNG system (using the Fisher-Yates shuffle to generate the required permutations) as a first

order estimate of the maximum number of clock cycles required for external memory access.

The code profiling process reveals that inserting code hops into the PRNG introduces an addi-

tional Fisher-Yates loop embedded into the code for the RNG system that is re-implemented

each code hop. The original system implementation, with a linear time complexity in each of

n (number of primes), pi ∈ P (number of elements in each RNS component), is now repeated

(r + 1) times to account for r code hops. Total processing scales with

Time ∝ (r + 1)
n−1∑
i=0

pi ≃ r · n · mean(P) clock cycles (3.9)

is brought up to polynomial time O(n2) by introducing a code hopping component. To put
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the this into perspective, we calculate the required number of clock cycles used to implement

the realistic example presented in Section 4.2.1. Implementing 100 code hops on a system

with four primes requires 1.94 × 105 clock cycles, showing that adding the code hopping

component does not greatly increase the time required to implement the RNG.

Along with time complexity, we must also quantify how much memory consumption a code

hop consumes from both the attacker’s and designer’s perspectives. When implementing

the original PRNG system, ⌈log2(maxP)⌉ represents the amount of bits needed to store the

largest of the permutations σu,i(pi). Unlike the analysis for time complexity, however, the

memory component needed to store information does not depend on the number of code

hops: in fact, the memory needed for a system with multiple code hops needs only twice

the amount of memory: for the current set of permutations and the new set. Since the

total number of permutations necessary to store is
∑n−1

i=0 pi, the number of bits of memory

required to implement a system S with r code hops is

ζmem =


⌈log2(maxP)⌉ ∗

∑n
i=1 pi r = 0

2⌈log2(maxP)⌉ ∗
∑n

i=1 pi r > 0

(3.10)

In Section 7, we also quantify the time complexity and memory requirements for an attacker

to reverse engineer a code hopping system.

3.5.3 Time Hopping

Another perturbation that could add complexity to the PRNG is time hopping. In this

case, the defender would simply reset the PRNG at a different initial state, overwriting X [⃗0]

to X[l + y], y ∈ Zm. Unlike code hopping, this does not modify the permutations of the

individual primes, but just modifies the current position in the sequence. This perturbation
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is visualized in Figure 3.17. While simple to compute for the defender, it would not be worth

implementing as the defender would need to hop frequently. Based on the attack algorithm

described above, the attacker only needs to capture a window of values to reverse engineer the

initial state. Even if the defender hopped at a period of at least 1 less than the window size,

the attacker would have reduced the search space sufficiently that completing the reverse

engineering efforts would be trivial. Although, coupled with the other perturbations in a

complete system, it could add another layer of complexity.

Figure 3.17: An example of time hopping, where α, β, and γ represent the original counter-
clockwise orderings α1, α2, . . . α9, etc. The original permutations are not modified during a
time hop, but each permutation is essentially rotated, as shown by the gears.

3.6 Modified RNS Attack to Account for Noise

With the addition of noise, the attack algorithm described in Section 3 does not obtain the

true initial state of the sequence generator every time. This section discusses the changes

required for the algorithm to account for single and multiple errors, as well as the validation

process.

This description discusses in greater depth the algorithm shown in Figure 3.18 and Figure
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Figure 3.18: Modified RNS Attack for a Single Error

3.19: the modified RNS attack when a single error is present. On the start of the algorithm,

L is set to ⌈log2 M⌉
k

. When L is ≈ 1, this is the lowest dimension or last output value recorded

that is required to reverse engineer X[l]. On the first iteration of the for-loop, since this is

the lowest dimension, the deterministic case is tested. The algorithm calculates X[l] without

applying any offset to an output. Following, it executes a validation subroutine where it seeds

their sequence generator with the calculated state, then compares n additional outputs with

the calculated to a desired assurance. Given a single wrong output, the calculated state is

wrong. Following, it attempts to find the error by inverting the offset. It doesn’t matter

which path is tested first, but for this algorithm, a +1 offset is tested first. The algorithm



54 Chapter 3. Attacks and Defenses of Single Stage Residue Number System PRNGs

Figure 3.19: A flow diagram showing the modified RNS attack algorithm when a single error
is present.

then calculates X[l] given an adjusted output and performs the same validation subroutine.

Given a wrong state, the algorithm then tests a −1 offset. If neither of these result in the

correct state, the algorithm steps up a dimension to the previous output and repeats the

offset tests. Refer to Figure 3.14 for a visual of the single-error output possibilities. If found

to be false, the algorithm steps up another dimension L and repeats these steps until it reach

the highest dimension. This always return the correct initial state.

In the deterministic case, the search space at any dimension L can be calculated as M
2kL

.

Based on the modifications to the attack algorithm, the addition of noise triples the search

space for every dimension at and below the modified output in the sliding window. A

maximum of 3L outputs must now be considered. In the case of multiple errors per window,

the attack algorithm must be modified again. As depicted in Figure 3.15, as each output

has the possibility of a ±1 offset applied, so do each of these branches. In this case, the

algorithm described above would not always guarantee the correct answer. In this example,

it could be a ternary tree with height L, giving us a maximum of 3L+1−1
2

cases to check.
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The defender can adjust a variety of parameters to increase the complexity of reverse engi-

neering attempts. The strength of noise, m, can also be increased. In a single-error, case

the attacker would need to check mL sets, mL+1−1
2

in the multi-error case. As k decreases,

capturing additional outputs have less of an effect on reducing the overall search space,

requiring the attacker to increase L and observe additional values, v, to validate the output.

The result can be validated by calculating additional sequence outputs past the window

captured and comparing them with the received. The accuracy of each additional output

can be treated as an independent event as the sequence generator has maximal entropy. The

attacker can seed their sequence generator with the calculated initial state and generate their

own outputs, comparing them with the received. After observing v additional outputs that

equal theirs, the accuracy can is 1− 1
2k

v.

3.7 Analysis of RNS-Based PRNG Defenses

We aim to measure the effectiveness of the code hopping PRNG defense technique introduced

in Section 5.2. The attack presented in Section 3 is altered by the change in permutations

during a code hop, and we cannot use the traditional Kolmogorov entropy to determine the

quality of a code-hopping RNS system. Therefore, we revert to other methods to quantify

the quality of a RNS system with code hops. In this section, we establish formulae that

measure the effectiveness of a code hopping RNS system against the reverse engineering

attack in Section 3 in terms of time complexity and memory.

We first compare the time complexity for the designer to that of the attacker (νtime). This

is done by a ratio of the implementation times for both perspectives. The benefit of imple-

menting a RNG system with r code hops is therefore represented by
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µtime ≈
RNG processing

Reverse Engineering processing ∝ (r + 1)
∑n−1

i=0 pi

(r + 1)Πn−1
i=0 pi

=

∑n−1
i=0 pi
M

. (3.11)

A small ratio µtime reveals that the computation complexity required to attack the system far

exceeds the complexity required to create such a system, and thus this describes an efficient

code hopping implementation in preventing the attack described in Section 6. Simply by

increasing the number of primes in P , the computation burden shifts significantly towards

the attacker, since they can no longer amortize a one time search over all operations.

Next, we quantify the quality of an RNS system based on memory requirements on the

designer vs. attacker. The memory requirement for the designer is given by ζmem in Section

4.2. On the other hand, maintaining the structure of the reverse engineering process for the

attacker requires

νmem = 2kL ∗ M

2kL
∗ ⌈log2M⌉ = M ∗ ⌈log2M⌉ bits. (3.12)

Thus, the efficiency of the memory requirement benefits for the system designer is a ratio of

the attack vs. defense memory requirements, given by

µmem =
2 ∗

∑n
i=1 pi ∗ ⌈log2(maxP)⌉
M ∗ ⌈log2M⌉

. (3.13)

We test this ratio on three examples. The results of this analysis are displayed in Table 2.

The first example is based on the toy example in Section 5.2. Since the primes were small

and not many primes were used, the memory requirements of the attacker and designer are

both relatively low. The example with n = 4 is based on the example in Section 5.3 with

four larger prime values. Increasing the values of the primes raises the memory requirement
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of the attacker. However, when generated, the attacker only needs 18 additional seconds

of computation to find the initial state of the seq. generator. We finally test the system

on a more realistic implementation with 16 large prime values. The memory requirement is

much larger as opposed to the small increase in ζmem, and µmem decreases to almost zero.

This implies that small increases in n and max(P) lead to large decreases in µmem, and the

memory requirement of the attacker far exceeds the slight increase of memory required for

a designer to implement a system with r code hops.

Table 3.2: Analysis of Time and Memory Requirements of Varying-Sized RNS.

n maxP ζmem νmem µmem µtime,r=100

3 11 132 1,216 0.1 ≈ 20.2

4 479 25,893 4.9× 1011 5.3× 10−8 ≈ 1.29× 10−5

16 1021 242,038 5.7× 1049 4.2× 10−45 ≈ 2.73× 10−33

24 2003 126,229 7.66× 1061 1.65× 10−57 ≈ 1.26× 10−53

We have shown in this analysis that the time complexity and memory requirement for the

attacker exceeds that of the designer. Though the smaller examples such as those demon-

strated in Section 5 do not show much difference between the attacker’s and designer’s time

and memory specifications, larger realistic examples show that the attacker requires much

more memory and time to reverse engineer a system than a designer requires to implement

it. As the designer of an RNS system, the best strategy is to employ a large number of

small primes in addition to code hopping. Executing code hops can be utilized as a method

of complicating the reverse engineering process introduced in Section 3, and therefore this

defense technique has the potential to deter an attacker from attempting the attack.
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3.8 Conclusions

Through this chapter, we introduced a PRNG, based on a residue number system construc-

tion, with applications in TRANSEC, cryptography, and other types of secure communi-

cations. Examples show a non-uniform distribution of conditional output frequency data,

highlighting vulnerabilities in the system. We use these frequencies to model an attack to

reverse engineer the PRNG, assuming system knowledge and access to output data. Due

to the multi-dimensional nature of this attack, we explain this attack as a corner turning

algorithm, in which each turn represents a higher dimension reached and a large reduction

in the search space. Multiple examples were implemented to clarify this process.

Though the attack makes strong assumptions about the candidate attacker’s knowledge of

the underlying RNS generation methods, such an approach is consistent with hands-on ex-

ploitation of a hardware system implementing the RNS algorithm. The reverse engineering

method reduces the brute force search space by a factor of 2Lk with every higher dimension

reached within the algorithm. Tradeoffs are presented based on RNS size (one-time brute

force processing increasing with M , stored memory allocations on the order of 2kL) and as-

sociated processing time for initial and subsequent reverse engineering of newly programmed

states. We validated this phenomenon by implementing the attack on a > 32-bit example,

which is representative of keys in use with many IoT applications.

Work is continuing to identify better ways to solve this series of equations, with the po-

tential for reduced resolution sequences (small k, large L) expected to offer a rapid method

for reducing the search of potentially valid initial states. One such concept is a quantum

computer that can search these offsets simultaneously, while others are being further ex-

plored. In general, we anticipate each increase in L to reduce the overall search space by 2k,

suggesting a residual search space of size ≈ M
2Lk .
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Future work encompasses utilizing these techniques in the presence of noise or with multi-

stage RNS generators [157]. Noise, or uncertainty in outputs, obscures expected frequency

data and places a limit on the dimensions available in our analysis. Even the natural occur-

rence of noise can restrict our view of the sequence generator output, consequently impairing

reverse engineering attempts. Looking past RNS-based systems, the deliberate addition of

noise to LSFRs can increase the security to the point of fooling algorithms like Berlekamp-

Massey. Such systems could be implemented as cheap, efficient security in low-power IoT

devices.



Chapter 4

Shannon Entropy Loss in

Mixed-Radix Conversions

4.1 Introduction

The residue number system (RNS), initially proposed in 1959, was derived from the Chi-

nese Remainder Theorem in the third century [158]. RNS architectures now are applied in

many growing fields such as cryptography [100], image processing systems [159], and error-

correction codes [160] due to its convenience in parallel computing. Parallel processing with

RNS often involves replacing a typical base-2 system with a different number representation

system built upon two or more co-prime number bases, which we refer to as mixed-radix

(MR) [161].

Research in MR calculations in RNS implementations has increased due to applications

of circuits in which radix choice affects their speed, power, and area [162]. In some im-

plementations, such as those using low-power devices that require some level of security,

binary number representation may result in poor implementation or may not be applicable

at all, requiring consideration of another radix. For example, this distinction is apparent

in Reed-Muller expansions over Galois fields involving cryptographic circuits [163]. In this

application, using a lower-order radix usually requires less computation, which decreases the

circuit’s area, but this technique allows for an increased power consumption due to the large

60
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amount of interconnections. On the other hand, choosing a higher radix will decrease power

consumption, but increase circuit area [164]. In the case that an optimal radix is not able to

be found, it is common to convert pseudorandomly generated words from one number base

to another [165]. It is important to examine efficient ways to use MR techniques in processes

like Reed-Muller expansions. Researchers thus have worked on independent MR conversion

algorithms and techniques that have short conversion times [162, 166].

MR techniques have also been used for Fast Fourier Transform (FFT) pruning, which is

designed to improve computational efficiency [167, 168]. These algorithms have conventional

applications, such as recording the flicker of voltage in smart homes [169]. Similar to the

general circuit application, the choice of radix is important, and some radices may be better

disposed in different scenarios depending on operation conditions. For example, using higher

radices reduce latency for the memory-shared type of FFT architecture [170]. This additional

use of MR conversions has prompted additional research on MR [168, 171, 172].

Most digital logic and computing systems are base-2, yet algorithms like Cooley-Tukey [173]

offer equivalent mixed radix representations to achieve the same overall calculation, yet as

a parallel composition of many small RNS operations. In particular, most PRNG methods

are designed to produce bi-state binary values, and methods to quantify PRNG output

randomness usually require their binary form [174]. Consequently, the most common output

of a PRNG is a k-bit binary word that may be viewed as an element r ∈ Z2k . Examples

include linear feedback shift registers (LFSR) [175], the Mersenne Twister [176], and thermal

entropy-based true random number generators (TRNG) [177]. As such, the primary source

domain for RNG values is typically on Z2k , while other algorithms consuming the random

words may wish for non-binary random words. A specific example, that of optimally shuffling

a deck of cards, is discussed later on in this paper.

To support this evaluation, we focus on quantifying a specific MR application: calculating
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the Shannon entropy loss of an onto map from a source domain of size 2J to a target domain

of arbitrary size n. [178] developed a lower bound on the Shannon entropy loss from such a

mapping between an RNS-based source domain onto a Z2k target domain, but this bound

involves approximations that are only applicable for extraordinarily large source domains. In

this paper, we calculate a more precise formulation that reveals the exact change in entropy

of the onto map. These calculations will be referenced later to choose the correct parameter

to reduce computations in our chosen application of card shuffling.

Based on these calculations, we apply MR conversions in a casino shuffling application with a

base-2 PRNG component. As the casino industry is developing, casinos are relying on robotic

card dealers to reduce the cost of hiring human card dealers and to decrease the time it takes

to shuffle cards [179]. Card-shuffling machines that randomize one deck while another is in

use removes the time lost and possibility of fraudulent shuffles by a human dealer. These

machines, which usually utilize a simple riffle shuffle, are rented for about $500 for each

machine every month [180]. Additionally, a casino might benefit from the determinism of

PRNG values to more precisely predict payouts; the same determinism becomes a potential

avenue for dynamically skewing player odds [181], though use of physics-based true RNGs

can mitigate that risk.

Many prior works have explored testing the quality of a card shuffle. More generally, card

randomization is a popular problem in many fields like statistics, combinatorics, and com-

munications [182]. Markov proved results that analyzed card shuffles as early as 1906 using

finite Markov chains [183]. More rigorous methods have also been introduced, such as those

using Fourier analysis and quantifying the entropy loss of riffle shuffling [184]. More recently,

statistical tests for randomness, such as the FSU DIEHARD suite [69], are used to quantify

the randomness of a permutation [185]. Additionally, entropy formulations, such as fiber

entropy, have been utilized to measure shuffle output randomness [186]. In our application,
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we will determine the quality of the shuffle based on the Shannon entropy loss of the map-

ping process within the shuffle as well as simulating the shuffle algorithm using MATLAB

with different PRNGs.

PRNGs and lightweight cryptographic primitives are useful in many applications. Though

the option of using a TRNG in place of a lightweight primitive will always provide a result

with the highest entropy, utilizing PRNGs in these applications may be feasible, as well as

cost efficient. In this paper, we demonstrate the feasibility of implementing a real-time, low

power card shuffling algorithm with negligible entropy loss. The core algorithm is described

in Section 4.2, followed by a complete derivation of Shannon entropy loss in Section 4.3. A

simulation model is then presented in Section 4.3.1, followed by overall conclusions in Section

4.5.

4.2 Shuffler Algorithm

To begin, we introduce a card shuffling algorithm characterized by modulo arithmetic on

RNG outputs and recurrent Fisher-Yates permutations [25]. The system, illustrated in figure

4.1, shuffles a standard card deck as an ordered array C = [1|2| . . . |52] by repeated Fisher-

Yates-based shuffles that utilize random numbers derived from any base-2 RNG.

Let k denote the width of the RNG output. Each clock cycle, k bits are produced by the

RNG and are sent to the data framing stage, which involves concatenating the bits from α

PRNG outputs to create a word X of length J = α · k. The product of this stage is a word,

X, that has enough bits to perform future modulo operations in the algorithm. For example,

an 8-bit RNS with J = 64 is framed collecting eight successive outputs and concatenating

them together. Figure 4.2 demonstrates how X is framed in this step.
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Figure 4.1: Shuffler Diagram

Once X is created, the J-bit string is mapped from a source domain of Z2J to a dynamic tar-

get domain, n (starting at n = 52), effectively producing a near-ideal uniformly distributed

random value on Zn. These modulo residuals are used in a Fisher-Yates permutation on C

for each of the 51 iterations of the modulo calculation. Once the last Fisher Yates shuffle is

completed, the deck C is fully shuffled.

One RNG may be better suited for this application than others. Better, in this case, refers to

both how closely the chosen RNG approaches maximal entropy, whether successive samples

offer an opportunity to reverse engineer, and the associated costs (money or computational

complexity). As such, a TRNG would not contribute to distortions in output randomness,

while utilizing a low-complexity PRNG may result in a noticeably non-random shuffle. How-
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Figure 4.2: The data framing stage concatenates α words, each composed of k bits, to create
a J-bit string.

ever, the consumer of this algorithm may prefer the cost-effectiveness of low-power PRNG

instead of TRNG. This paper attempts to answer the underlying question of how to optimize

the needs of both randomness and cost-effectiveness.

4.3 Mixed-Radix Conversion Entropy

The shuffler’s entropy is not only lost through the PRNG algorithms that produce random

input numbers, but it is also lost through the onto mapping process of the mixed-radix

conversion. In this section, we provide background on Shannon entropy, the metric we use

to measure entropy loss, and we explain how to calculate the Shannon entropy loss of a

mixed radix conversion from Z2k → Zn.

The Shannon definition of entropy quantifies the memoryless predictability in an event. In

particular, the Shannon entropy of a discrete alphabet of possible events of size L is defined

by

H = −
L∑
i=1

pi logn pi. (4.1)

We utilize Equation 4.1 to measure the entropy of modulo reductions A (mod B), which

can be represented by a surjective map A → B, where |A| = A and |B| = B. The mapping
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process can be visualized as placing the values 1, . . . , A into bins that represent their residual

modulo B, creating a histogram of values as illustrated in Figure 4.3.

Figure 4.3: A histogram of residuals resulting from the surjective mapping A → B, where
|A| = A and |B| = B.

Splitting up the histogram based upon column height, we can calculate the Shannon entropy

of the onto map A → B. From this splitting, we tailor the Shannon entropy formula in

Equation 4.1 to obtain

H = −(A (mod B))

[
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⌈
A

B

⌉
logB

1
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A
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⌉]
(4.2)

−(B − A (mod B))
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⌋
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⌋]
.

Further, define the entropy loss for the onto map A → B as shown in Equation 4.3.

γA→B = 1−H(A,B). (4.3)
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Small entropy loss of a radix conversion indicates that more randomness is retained; likewise,

this entropy loss metric must always be positive and produce a value 0 ≤ γA→B leq1. We

will see the application of Equation 4.3 later in this paper, where entropy will be calculated

for mappings in which A = 2J and B ranges from 2 to 52. Calculating these values is as

simple as applying an adaptation of Equation 4.2.

4.3.1 Sources of Entropy

Entropy is not only lost through the shuffler’s onto mapping process (discussed in Section

4.3) but randomness is also lost through the chosen input RNG. Even though utilizing a

TRNG in lieu of a PRNG or lightweight primitive will provide the highest entropy, utilizing

a PRNG in this application may be a feasible and cost-efficient choice. The concept of this

experiment was therefore to build a card shuffler that is low cost, low power, and cheap. We

implement the shuffling algorithm with different PRNGs and a TRNG to test their feasibility

to create a random shuffle. These algorithms are listed and briefly described below.

• LFSR: The Linear Feedback Shift Register (LFSR) is a polynomial-based code on a

binary space in which the output sequence repeatedly is replaced by an exclusive-or

(XOR) of its last state. Since LFSR produces linear operations on a finite set of states,

it creates a cyclic pattern. LFSR can produce a long cycle, or period, if the polynomial

and input sequence is chosen correctly. Combined with its speed, this makes LFSR

a reasonable choice for applications that require pseudorandom number generation.

We used two LFSRs: “LFSR-16” and “LFSR-24,” corresponding to the polynomials

z16 + z15 + z13 + z4 + 1 and z24 + z23 + z22 + z17 + 1, respectively.

• Combined Multiple Recursive PRNG: The combined multiple recursive PRNG com-

bines multiple linear congruential generators, which are fast and low-cost PRNGs that
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use recurrence relations to obtain the next state. Linear congruential generator quality

depends on choice of parameters, but their speed and low cost has justified their use

in cryptographic and statistical applications [187]. We use the MATLAB ‘mrg32k3a’

variant, which has a period of 2191 [188].

• Multiplicative Lagged Fibonacci: a type of Lagged Fibonacci Generator (LFG) that was

created in the 1950s in hopes of improving the linear congruential generator. These

PRNGs utilize a recurrence formula based on the Fibonnaci sequence. A Multiplica-

tive LFG (MLFG) will use multiplication as the operation in question [189]. We use

MATLAB’s ‘mlfg6331_64,’ whose period is 2124 [188].

• Mersenne Twister: the default PRNG in simulation engines like Matlab and Python,

the Mersenne Twister offers efficient speed and large repetition period [176]. We use

the MATLAB ‘mt19937ar,’ which has a period of 219937 − 1, a Mersenne prime [190].

• Multiplicative congruential generator (MCG): Introduced in 1958, MCG is a specialized

version of the linear congruential generator in which a parameter is set to zero [191].

Output quality has been proven to pass randomness tests, but one must be careful in

choosing some parameters [192]. We used ‘mcg16807,’ which has a period of 231 − 2

[188].

• Modified subtract with borrow generator (MSBG): MSBG was proposed in 1991 as an

improvement to the lagged-Fibonacci PRNG [193], and later applied in the RANLUX

generator created for particle physics simulations [194]. We used the MATLAB version

‘swb2712,” which has a period length of 21492 [188].

After simulating the card shuffle using each of these RNGs, we will analyze the randomness

of their outputs. We will then discuss how RNG quality affects the resulting shuffle output.
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The goal is to uncover that though a very low-power PRNG, such as the LFSR, may produce

noticeable patterns within the output card shuffle, another lightweight primitive may be just

as functional in producing a good shuffle as a high-cost TRNG. In order to explore these

topics, we need to find an optimal testing value for the second parameter, J . This process

is discussed in the following subsection.

4.3.2 Calculating an Optimal J

In this section, we seek to find the value of J that should remain constant to test the

feasibility and efficiency of the RNGs. The value of J should be large enough so that the

algorithm’s output is shuffled to acceptable standards, but also small enough to minimize

the amount of arithmetic done in the modulo calculation. To determine a metric of shuffle

quality, an engineer may write code and actually prove feasibility on a small device, while

a mathematician could show some guarantee about the probabilities based on the shuffles

that we see. We employed a hybrid of these two perspectives, where we consider both the

numerical Shannon entropy loss from the shuffle and the hardware utilized to implement the

shuffle. The following subsections explore both of these approaches.

Monotonicity of γA→B when A = 2J

We first visualized the entropy loss of the shuffler’s onto mapping process to notice any

pattern in the behavior of γA→B with domain sizes that are relevant in this chapter. We

created a simulation that tabulates the entropy loss for the onto map A → B, where |A| = 2J

and |B| = n as n ranges from 2 to 52. The result is a surface plot histogram, shown in Figure

4.4, of entropy loss values of J = 6− 64 and B = 2− 52. These values were calculated on a

deciBel scale to account for their size.
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Figure 4.4: Entropy loss values as J ranges from 6-64, and as B ranges from 2-52.

First, note that the n values that are a power of 2 (n = 4, 8, 16, 32, 64) have entropy loss

values of zero. This is because 2 raised to any power J ≥ 6 modulo 2r equals 0, and n

automatically wraps around on an even basis, therefore creating zero residual. Visually,

this plot appears to be monotonically decreasing with increasing J . We will prove this

monotonicity, which is ultimately useful in our choice of J , since this statement will justify

that choosing a larger value of J will always result in lower entropy loss.

The theorem and its proof quantifies the entropy loss, HJ and HJ+1, of a surjective map

A → B, where |A| = 2J and |B| = n for an arbitrary value of J and the following value J+1.

The monotonicity conclusion will be utilized later in this chapter to determine a suitable

value of J in a casino game implementation depending on processor size. The simplifications

of HJ and HJ+1 are also helpful in that their algebraic form confirms a maximal entropy of

1 for HJ .

Theorem 4.1. Entropy loss as a function of J for our chosen ranges of J, n is a monoton-
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ically decreasing function. Additionally, the entropy loss of a surjective map A → B, where

|A| = 2J and |B| = n for an arbitrary value of J is

HJ = 1 +
2x3 − nx2 − n2x

2n(2J)2
+

n3x− 3n2x2 + 4nx3 − 2x4

2n(2J)3
. (4.4)

Proof. Denote HJ the entropy of the onto map A → B, where A = 2J and B = n. We

show HJ+1 −HJ ≥ 0∀n.1 Let x = 2J mod n. The ceiling and floor values that occur in the

entropy value H are

⌈
2J

n

⌉
=

2J

n
+

(n− x)

n
, (4.5)⌊

2J

n

⌋
=

2J

n
− x

n
. (4.6)

For values including 2J+1 in the proof, we tabulate the following values in terms of x.

2J+1 (mod n) =


2x x ≤ n

2

2x− n x > n
2

(4.7)

⌈
2J+1

n

⌉
=


2J+1

n
+ n−2x

n
x ≤ n

2

2J+1

n
+ n−(2x−n)

n
x > n

2

(4.8)

⌊
2J+1

n

⌋
=


2J+1

n
− 2x

n
x ≤ n

2

2J+1

n
+ n−2x

n
x > n

2

(4.9)

1Note that this proof considers the general case of 2J >> n.
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Then,

HJ = − x

2J

(
2J + (n− x)

n

)
logn

(
2J + (n− x)

n2J

)
(4.10)

−(n− x)

2J

(
2J − x

n

)
logn

(
2J − x

n2J

)
.

Using a degree-2 MacLaurin approximation for the logarithms,

HJ = − x

2J

(
2J + (n− x)

n

)(
logn

(
1 +

n− x

2J

)
− 1

)
(4.11)

−n− x

n

(
2J − x

2J

)(
logn

(
1− x

2J

)
− 1

)
= − x

2J

(
1 +

2J − x

n

)(
n− x

2J
− (n− x)2

2(2J)2
− 1

)
(4.12)

−n− x

n

(
2J − x

2J

)(
− x

2J
+

x2

2(2J)2
− 1

)
.

This value simplifies to

HJ = 1 +
2x3 − nx2 − n2x

2n(2J)2
+

n3x− 3n2x2 + 4nx3 − 2x4

2n(2J)3
. (4.13)

Equation 4.13 is a key simplification of HJ . This form will allow us to simplify values in the

subtraction HJ −HJ+1. We break into two cases based on the piecewise nature of Equations

4.7-4.9 for the incremented case J + 1.

Case 1 for HJ+1: x ≤ n
2
. We use similar methods as we used in deriving equation 4.13 to

determine

HJ+1,x≤n
2
= 1 +

1
2
n3 − 3

2
n2x+ nx2

2n(2J)2
+

−3
4
n4 + 13

4
n3x− 9

2
n2x2 + 2nx3

2n(2J)3
. (4.14)
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With further simplification and subtraction, we have that

HJ+1,x≤n
2
−HJ =

1
2
n3 − 3

2
n2x+ nx2 − 2x3 + nx2 + n2x

2n(2J)2︸ ︷︷ ︸
(∗)

(4.15)

+
−3

4
n4 + 13

4
n3x− 9

2
n2x2 + 2nx3 − n3x+ 3n2x2 − 4nx3 + 2x4

2n(2J)3︸ ︷︷ ︸
(∗∗)

(**) is arbitrarily small with practical bound on the order of n3

(2J )3
, where ϵ < n

2
. Con-

sequently, we work with (*). We use x = n
2
+ ϵ. Since ϵ is the residual between n

2
and x,

0 ≤ ϵ ≤ n
2
. Then,

numerator of (*) =
1

2
(n3 − n2x+ 4nx2 − 4x3) (4.16)

=
1

2

(
n3

2
− ϵ2n− 2ϵ3

)
. (4.17)

So,

(∗) = 1

4n(2J)2

(
n3

2
− ϵ2n− 2ϵ3

)
. (4.18)

Since ϵ ≤ n
2
, (∗) ≥ 0. Thus, HJ is an increasing function as J increases. Consequently, the

entropy loss, 1−HJ , is a decreasing function in this case. The second case follows likewise,

but we show the formulas for further clarification.

Case 2 for HJ+1: x > n
2
. The equivalent for equation 4.14 is

HJ+1,x>n
2
= 1 +

−1
2
n2x− nx2 + 2x3

2n(2J)2
+

1
4
n3x− 3

2
n2x2 + 4nx3 − 2x4

2n(2J)3
(4.19)
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We use simplification and subtraction similarly to Case 1 to reveal

HJ+1,x>n
2
−HJ =

−1
2
n2x− nx2 + 2x3 − 2x3 + nx2 + n2x

2n(2J)2︸ ︷︷ ︸
(∗∗∗)

(4.20)

+
1
4
n3x− 3

2
n2x2 + 4nx3 − 2x4 − n3x+ 3n2x2 − 4nx3 + 2x4

2n(2J)3︸ ︷︷ ︸
(∗∗∗∗)

As in the first case, (****) is arbitrarily small on the order of n3

(2J )3
, and we work with (***).

We apply the substitution x = n
2
− ϵ and further simplifications. Note that ϵ still is the

residual between n
2

and x, 0 ≤ ϵ ≤ n
2
. We arrive at the analogue of equation 4.18,

(∗ ∗ ∗) = 1

2n(2J)2

(
n3

4
− n2

2
ϵ

)
. (4.21)

Since ϵ ≤ n
2
, (∗ ∗ ∗) ≥ 0, and the result follows.

We end this section by emphasizing the importance of equation 6.1. We simplified the

entropy loss formula in this case into a form that isolates the value 1. This value is relevant

in that it represents the maximal entropy of HJ , and thus 0 ≤ HJ ≤ 1.

4.3.3 Secondary Impacts

In this section, we discuss the parameters that influence our choice of J in testing PRNGs

for the casino application. First, we must consider the impact of keeping J constant as n

varies, or mixing J values, such that we optimally select J , J(n), within an allowable range to

minimize entropy loss for each n. By Theorem 4.1, entropy loss is monotonically decreasing

in terms of J . We want J as large as possible, and because of the monotonic nature of

entropy loss, there is no apparent benefit of mixing J values. Therefore, we will base our
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choice of J on the maximum that the processor can handle, regardless of the current index

value n.

Next, we consider the hardware in choosing which J value to use in the simulations. In other

words, we configure the choice of J to use available resources. Due to currently available

standard processor sizes, the choices for J will be restricted to J = {8, 16, 32, 64, 128}. This

is justifiable due to the monotonicity of entropy of γA→B when A = 2J . For example, if

J = 30, increasing this value to J = 32 does not add any additional cost to the solution and

would still result in lower entropy loss.

The fundamental hardware consideration in choosing the optimal J value depends on the

processor size. The amount of arithmetic in the modulo process must not be too excessive for

the m-bit choice of processor. The primary computation that would cause a large amount of

arithmetic in the shuffle is computing a large J-bit value modulo n, where n ≤ 52, on a m-bit

processor when m < J . In the following paragraphs, we show that exceeding the processor

constraints is not a realistic possibility for the shuffler, since many processors decompose

large modulo operations in a linear sieve process using a base-2m number system [195, 196].

In the sieve process, the J-bit word X is divided into J
2m

smaller m-bit sub-words X J
2m

−1, . . . , X1, X0.

These sub-words are used to compute X (mod n) by

X =

 J
2m

−1∑
i=0

(
Xi (mod n) · 2m·i (mod n)

) (mod n). (4.22)

Note that each power of 2m·i modulo n can be pre-calculated and stored in memory to reduce

extra calculations. Figure 4.5 shows a visual of how an m-bit processor calculates Equation

4.22.

Since the J-bit word X is broken down into m-bit fractional elements, a small processor will
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Figure 4.5: A visual representation of the linear sieve process of decomposing the calculation
of J-bit binary word modulo n on a m-bit processor.

be able to compute each of the sub-words mod n to create a 6-bit or less output for each

sub-word. Thus, even if J = 128, which far exceeds the entropy loss expectations, a 32-bit

processor suffices since it can decompose the word into four sub-words. Also important in

this modular reduction is recognition that sub-words have virtually no pairwise calculations,

making them efficient on virtually any reduced precision process.

Combining these secondary impacts, we decide to utilize the values J equal to or larger than

the processor size m in our application for m ≥ 32. If a smaller processor size is utilized, we

will use J = 32 or higher. Table 4.1 displays the minimum value of J that is recommended

for each common processor size.
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Processor Size m Minimum Choice of J
8 32
16 64
32 128
64 128
128 128

Table 4.1: Choice of J for the card shuffling implementations, based on processor size.

4.4 Prototype Shuffling Algorithm

We used MATLAB to simulate the shuffling algorithm using the PRNGs listed in Section

4.3.1. The code we utilized is outlined in Algorithm 4.6. The inputs to this algorithm include

k and α as described in Section 4.2. The final input is array, which is an ordered set that

can be mapped from a deck of 52 cards. This deck does not have to be in the order of a

standard deck, yet we do assume a fresh deck between iterations in our experiment.

[Block 1] creates a look-up table of precalculated values 2i mod n for i = 1 : α and n = 1 : 52.

These calculations utilize the linear sieve process described in Figure 4.5. [Block 2] then

calculates the random numbers by scaling the PRNG values r with its corresponding value

from M . Finally, [Block 3] implements the Fisher-Yates shuffle on array utilizing the random

numbers from X. The output is a shuffled array that represents the final shuffled deck.

After simulating the shuffling algorithm with different PRNGs, we used a poker hand ranker

to evaluate the output shuffle quality [197]. Although not an explicit measure of security, or

goodness, this practical application of the shuffling algorithm enables testing of the results

beyond esoteric entropy numbers. The number of poker hands expected and obtained in

a 10 million hand run, each consisting of an independent shuffle and dealing of the first

5 cards, are displayed in Figure 7. The calculated expected frequencies show that even

when the algorithm relies on moderate PRNGs, the output values are still randomized; weak
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Figure 4.6: Shuffler Algorithm

PRNGs such as the LFSRs do display an observable deviation from the combinatorics-based

expected probabilities. A TRNG may be used in lieu of any of these methods, providing

greater assurance of maximal entropy.

4.5 Conclusions

Due to the popularity of mechanical card shufflers in casinos, there has been interest in

creating real-time shuffling implementations utilizing lightweight primitives like PRNGs.
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Poker Hand
Pseudorandom Number Generator

Expected mt19937ar mrg32k3a mlfg6331_64 mcg16807 swb2712 LFSR-16 LFSR-24

Straight Flush 153.9 149 146 156 151 155 0 611
Straight 39246.5 39261 39355 39159 39351 39172 40897 46987

Four of a Kind 2401.0 2389 2400 2397 2395 2374 1221 1222
Full House 14405.8 14220 14387 14382 14558 14301 4883 7324

Flush 19654.0 19706 19417 19514 19730 19926 59814 56765
Three of a Kind 211284.5 212045 211264 212396 211633 210891 156260 147093

Two Pair 475390 474767 475219 474461 476083 474606 391231 406509
Pair 4225690 4226512 4223350 4225677 4223706 4225301 4042922 4083281

High Card 5011774 5010951 5014462 5011858 5012393 5013274 5302772 5250208

Figure 4.7: The number of events of nine poker hands out of 10 million runs for each PRNG
tested.

We introduced a card shuffling algorithm that, based on RNG choice, can be low-power and

cost effective. We designed an experiment to test PRNGs of differing quality to determine

how to optimize cost effectiveness and output shuffle quality.

Entropy is lost from this algorithm in two ways: through the onto mapping process in modulo

operations and through the selected PRNG. As an extension to the bound created by [178]

for the entropy loss resulting from the onto mapping process, we calculated a more precise

formula that describes the exact entropy loss. In particular, we quantified the Shannon

entropy of surjective mappings A → B where |A| = A and |B| = B. After computing a

generic formula for arbitrary domain sizes, we refined the formula for A = 2J . We utilized

these formulas to prove the monotonicity of the onto map for A = 2J and reasonable bounds

on n. We have created deterministic formulas and proven properties of the Shannon entropy

of the onto map from 2J → n. The motivation behind this proof was for choosing a suitable

testing value of J in order to the functionality of different PRNGs in a casino shuffling

algorithm.

We set up and proved the optimal parameters for testing to minimize entropy loss from the

random number generation process in the algorithm. Then we compared different PRNGs

in the RNG process and examined the effect of using a low power PRNG on the entropy



80 Chapter 4. Shannon Entropy Loss in Mixed-Radix Conversions

of the combined operation by examining the frequencies of poker hands out of 10 million

runs for each PRNG, listed in Figure 7. The resulting frequencies demonstrated that even

low-power PRNGs are able to produce a suitable amount of randomness for a casino shuffling

application, though we also showed that not all PRNGs make the cut.

Future work will build a hardware prototype of this shuffling engine, including incorporation

of a TRNG. Applying the poker hand analysis with TRNG is expected to provide long-term

probability values for comparison that can truly highlight the differences in utilizing PRNG

in lieu of TRNG for this application. Moreover, the prototype will be suitable for immediate

incorporation in electronic games (e.g., video poker, slots, etc), which may require different

number bases, and adaptation to mechanical shufflers.
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Conclusions and Future Work

This thesis explored two applications of lightweight cryptography primitives. The goal of

these applications is to design cheap, but effective, protocols that ideally can be implemented

on low-power devices. Chapter 3 focused on a RNS-based PRNG, proposed by Michaels

et. al [165], which passes multiple statistical tests for randomness, deeming it “secure”

by many metrics. However, examples revealed a non-uniform distribution of conditional

output frequency data, suggesting weaknesses in the system given prior knowledge of the

RNS characteristics. Utilizing these frequencies, we created an attack to reverse engineer

the single-stage PRNG, assuming system knowledge and access to output data. We then

were able to implement this system and the attack on a > 32-bit IoT-caliber example in

MATLAB, which showed that the attack reduces the brute force search space by a factor

of 2Lk with every higher dimension reached within the algorithm, provided prior exhaustive

calculation of the sequence and its patterns. This thesis then switched perspectives from

attacker to designer and proposed three defenses to protect against the reverse engineering

algorithm: deliberate noise injection, time hopping, and code hopping. These defenses

slightly modify the original system’s design by adding a dynamic nature to the key and/or

generation process. The thesis then analyzes the time and memory requirements for both the

attacker and designer in each scenario. From this analysis, we concluded that the time and

memory required to attack the system in the presence of defenses was considerably greater

than that of the designer, and therefore, for large examples, the modified system is resistant

81
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to the proposed reverse engineering attack.

Chapter 4 shifts focus from PRNG security to MR calculations in RNS implementations.

Since RNS is commonly utilized to reduce the computational load in applications with com-

plex calculations, the thesis devised a card-shuffling algorithm that incorporates RNS in a

Fisher-Yates shuffling process. Previous work provided an upper bound for the Shannon

entropy loss of the surjective mapping process from a domain of size 2J to a set of arbitrary

size n. However, this result did not allow for variability in the target radix. The thesis

devised a formulation for the Shannon entropy loss for this mapping that was useful in sev-

eral ways. First, this formula was used to prove the motonicity of the Shannon entropy

loss in increasing J . Secondly, this formulation was essential in our selection of the optimal

parameters to simulate the shuffling algorithm with different test PRNGs. We later imple-

mented this simulation on MATLAB to demonstrate a sample use case suitable to low-power

implementation in a casino. Then, we compared the PRNGs in the shuffling process and

quantified the effect of using a low power PRNG on the entropy of the combined operation

by tabulating the frequencies of poker hands out of 10 million runs for each PRNG. The

resulting frequencies demonstrated that most low-power PRNGs could produce a reasonable

amount of randomness for the casino card shuffling applications.

The work done in both projects has an impact in the areas described in Chapter 2. The RNS

PRNG analysed in Chapter 3 is an addition to the lightweight cryptography primitives that

are currently being developed in response to the rise of IoT. Since no standard lightweight

cryptography algorithm has been announced at this time, it is important to develop and

analyze many cryptogarphic primitives for different applications. The PRNG in Chapter 3

was built for Transmission Security (TRANSEC), whose goal is to decrease the probabil-

ity of interception, which is different than proving its security. This results of this thesis

strengthened the system for this goal by suggesting modifications that increase the time and
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memory requirements and reduce the probability of implementing a specific attack. Chapter

3 also demonstrates one example of a PRNG that, though it has previously been shown

to pass multiple statistical tests for randomness, still is subject to an attack. This thesis

thus adds to the current work done to prevent statistically well-performing algorithms from

reverse engineering attacks.

The thesis adds to previous work on non-security related applications of RNS and PRNG.

Non-binary and mixed radix number systems are utilized in many scenarios that encompass

even simple applications such as representing metrics such as time and length. Utilizing non-

binary PRNG can help provide uniformity in generating random values for these applications.

Utilizing RNS itself is also advantageous in parallel computing and fast arithmetic, which

has applications in encryption, nanoelectronics, digital image processing, and embedded

computing. This thesis adds to these mixed radix and non-binary applications, especially in

games and combinatorial problems because it is common for the number base to fluctuate

throughout these processes. Equation 4.13, which quantifies the entropy loss of a surjective

map A → B, where |A| = 2J and |B| = n for an arbitrary value of J , is important in that

it takes into account the radix, n. Thus, the Shannon entropy loss can be calculated for

multiple radix values in applications that utilize this mapping process.

The thesis additionally explored PRNG use in the card-shuffling applicaiton in casino games.

Casinos benefit from relying on lightweight primitives and RNS implementations due to the

lower cost and less processing requirements compared to employing high power RNGs such

as TRNGs. However, a lower-level of security is still necessary for casinos, and it is necessary

to weigh between cost-reducing methods and better quality randomness. Through the poker

hand analysis conducted in Chapter 4, the thesis utilizes Equation 4.13 to show that some

low-power PRNGs are suitable for for casinos to utilize in card shuffling applications. With

future work, these results can also be expanded to incorporate more PRNGs and encompass
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more game and combinatorial applications.

5.1 Reccomended Future Directions

There are many potential avenues for future work in both projects. In Chapter 3, the thesis

created an attack to reverse engineer the single-stage PRNG, assuming system knowledge and

access to output data. A subsequent step is to extend the defenses of intentional noise, time

hopping, and code hopping to encompass multi-stage RNS generators [157]. Noise obscures

expected frequency data and limits the dimensions available for analysis. By physically

implementing the PRNG with its defense modifications, future researchers will reveal the

security of these defenses in a IoT-caliber example. Research can expand from here by

testing different parameters in each defense mechanism. It would be interesting to evaluate

noise injection with different types of noise, such as natural noise created from the hardware

itself, or other sources such as burst noise [198] and coupled noise [199]. Additionally, future

research can optimize the parameters in both the code hopping and time hopping defenses.

Future work involves extending these defenses in other PRNGs. One PRNG of interest

is the linear feedback shift register (LFSR), which is a reasonable choice for lightweight

cryptography applications due to its speed and security if created carefully. The polynomial-

based code on a binary space repeatedly replaces its output sequence by an exclusive-or

(XOR) of its last state. LFSR has the drawback of creating cyclic patterns because it

conducts linear operations on a finite set of states, but the algorithm can produce a long cycle,

or period, if the polynomial and input sequence is chosen correctly. LFSR is vulnerable to

some attacks, such as the Berlekamp–Massey algorithm [200], but the deliberate addition of

noise to LFSRs can potentially increase its security to resist against Brelekamp-Massey. The

goal of this potential project would be to implement LFSR with a noise injection modification
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as a cheap and efficient method of security in IoT-caliber devices.

Additionally, a mathematical analysis can be done to determine a method of computing

the expected L-dimensional frequency data. The proposed attack in Chapter 3 relies on

the assumption that these expected frequencies, i.e. the amount of transitions of the form

Zl[i], Zl[i + 1], . . . , Zl[i + L] for an integer value L, are known. This thesis did not analyze

how to obtain these frequencies, and a mathematical exploration of this idea is necessary to

implement the attack without this assumption.

Work is still required to ensure the RNS PRNG’s resistance to more attacks than just

the reverse engineering attack explored in this paper. Since the PRNG was designed for

transmission security (TRANSEC), defending this RNG from other potential attacks will

strengthen the system for its application by further decreasing the probability of a reverse

engineering success.

We now list the future directions related to Chapter 4. Future steps of the work in this

chapter include building a hardware prototype of the shuffling algorithm. The hardware

implementation will further continue the objective of this chapter to provide a low-cost and

efficient device for casino card-shuffling applications. In building the shuffle, it would be

interesting to use an optimal recognition system tied to machine learning to relocate each

card in the deck. This can be done with tool for computer vision applied to playing cards.

It is of interest to extend the results of Chapter 4 to other mixed-radix applications such

as combinatorical problems, representation of different unit systems, and lottery games. In

these scenarios, it is important to convert formulas to input different radix values, especially

those that help others understand the entropy loss of these games and problems. Equation

4.13 is important in that it describes a relatively universal mapping process, and can be

utilized for other mixed-radix applications.
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Finally, work is needed to continue the poker hand analysis to include more PRNGs and

especially a TRNG. Including analysis with the TRNG will truly manifest the differences

in relying on PRNG in lieu of TRNG for this application as there is no Shannon entropy

loss involved with utilizing truly random inputs. Utilizing TRNG for the shuffling algorithm

therefore reduces the system’s entropy loss to only one source: the Fisher-Yates shuffle.

Completing the poker hand analysis with more PRNGs will allow future researchers to assess

more options for implementing the shuffler in a casino. The goals of this direction are to

produce a massive Monte-Carlo simulation with many PRNGs and to discuss which PRNGs

best balance the tradeoff between cost-effectiveness and randomness.



Chapter 6

Appendix

6.1 Proof Details

The appendix provides a step-by-step proof of Theorem 4.1. This version of the proof was

moved to the appendix due to its length. Theorem 4.1 and its proof quantifies the entropy

loss, HJ and HJ+1, of a surjective map A → B, where |A| = 2J and |B| = n for an arbitrary

value of J and the following value J +1. It also proves the monotonicity of entropy loss as a

function of J . The monotonicity conclusion is utilized in Chapter 4 to determine a suitable

value of J in a casino game implementation depending on processor size. The simplifications

of HJ and HJ+1 are also helpful in that their algebraic form confirms a maximal entropy of

1 for HJ . We restate the theorem for the reader.

Theorem 6.1. Entropy loss as a function of J for our chosen ranges of J, n is a monoton-

ically decreasing function. Additionally, the entropy loss of a surjective map A → B, where

|A| = 2J and |B| = n for an arbitrary value of J is

HJ = 1 +
2x3 − nx2 − n2x

2n(2J)2
+

n3x− 3n2x2 + 4nx3 − 2x4

2n(2J)3
. (6.1)

Proof. Denote HJ the entropy of the onto map A → B, where A = 2J and B = n. We show

HJ+1 −HJ ≥ 0∀n. Let x = 2J mod n. Then, the ceiling and floor values that occur in the

entropy value H are
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⌈
2J

n

⌉
=

2J

n
+

(n− x)

n
, (6.2)⌊

2J

n

⌋
=

2J

n
− x

n
. (6.3)

For values including 2J+1 in the proof, we tabulate the following values in terms of x.

2J+1 (mod n) =


2x x ≤ n

2

2x− n x > n
2

(6.4)

⌈
2J+1

n

⌉
=


2J+1

n
+ n−2x

n
x ≤ n

2

2J+1

n
+ n−(2x−n)

n
x > n

2

(6.5)

⌊
2J+1

n

⌋
=


2J+1

n
− 2x

n
x ≤ n

2

2J+1

n
+ n−2x

n
x > n

2

(6.6)

Then,

HJ = − x

2J

(
2J + (n− x)

n

)
logn

(
2J + (n− x)

n2J

)
(6.7)

−(n− x)

2J

(
2J − x

n

)
logn

(
2J − x

n2J
.

)

We use the degree 2 MacLaurin approximation to simplify HJ .
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HJ = − x

2J

(
2J + (n− x)

n

)(
logn

(
1 +

n− x

2J

)
− 1

)
(6.8)

−n− x

n

(
2J − x

2J

)(
logn

(
1− x

2J

)
− 1

)
= − x

2J

(
1 +

2J − x

n

)(
n− x

2J
− (n− x)2

2(2J)2
− 1

)
(6.9)

−n− x

n

(
2J − x

2J

)(
− x

2J
+

x2

2(2J)2
− 1.

)

We simplify equation (6.9) in the following manner.

HJ =

(
x

2J
+

x

n

(2J − x)

2J

)(
1 +

(n− x)2

2(2J)2
− n− x

2J

)
(6.10)

+

(
n− x

n
· 2

J − x

2J

)(
1 +

x

2J
− x2

2 · (2J)2

)
=

x

2J
+

x

n

2J − x

2J
− x(n− x)

(2J)2
− x

n

(2J − x)

2J
(n− x)

2J
(6.11)

+
x

2

(n− x)2

(2J)3
+

x

n

(2J − x)

2J
(n− x)2

2(2J)2

+
(n− x)

n

2J − x

2J
+

(n− x)(2J − x)x

n(2J)2
− (n− x)(2J − x)x2

2n(2J)3

=
1

2n(2J)3
[2xn(2J)2 + 2x(2J − x)(2J)2 − 2xn(n− x)(2J) (6.12)

−2x2J(n− x)(2J − x) + nx(n− x)2 + x(2J − x)(n− x)2

+2(2J)2(n− x)(2J − x) + 2(2J)(n− x)(2J − x)x

−(n− x)(2J − x)x2]
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=
1

2n(2J)3
[2x(2J − x)(2J)2 + 2xn(2J)2 − 2x(n− x)(2J)n (6.13)

+nx(n− x)2 + x(2J − x)(n− x)2 − 2x2J(2J − x)(n− x)

+2(2J)2(n− x)(2J − x) + 2(2J)(n− x)(2J − x)x

−(n− x)(2J − x)x2]

=
1

2n(2J)3
[2x(2J)3 − 2x2(2J)2 + 2xn(2J)2 − 2xn2(2J) (6.14)

+2x2n(2J) + n3x− 2n2x2 + nx3 + n2x2J

−2nx22J + x32J − n2x2 + 2nx3 − x4

−2nx(2J)2 + 2x2(2J)2 + 2nx22J − 2x32J

+2n(2J)3 − 2nx(2J)2 − 2x(2J)3 + 2x2(2J)2

+2nx(2J)2 − 2nx2(2J)− 2x2(2J)2 + 2x32J

−nx22J + nx3 + x32J − x4]

=
1

2n(2J)3
[(2J)3(2x+ 2n− 2x) (6.15)

+(2J)2(−2x2 + 2xn− 2xn+ 2x2 − 2nx+ 2x2 + 2nx− 2x2)

+(2J)(−2xn2 + 2x2n+ n2x− 2nx2 + x3 + 2nx2 − 2x3 − 2nx2 + 2x3 − nx2 + x3)

+(n3x− 2n2x2 + nx3 − n2x2 + 2nx3 − x4 + nx3 − x4)]

=
1

2n(2J)3
[(2J)3(2n) + (2J)2(0) + (2J)(2x3 − nx2 − n2x)

+(n3x− 3n2x2 + 4nx3 − 2x4)]

= 1 +
2x3 − nx2 − n2x

2n(2J)2
+

n3x− 3n2x2 + 4nx3 − 2x4

2n(2J)3
. (6.16)

Thus,

HJ = 1 +
2x3 − nx2 − n2x

2n(2J)2
+

n3x− 3n2x2 + 4nx3 − 2x4

2n(2J)3
. (6.17)
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Equation (6.17) (Equation 4.13 in Chapter 4) is a key simplification of HJ . This form will

allow us to simplify values in the subtraction HJ −HJ+1. We break into two cases based on

the piecewise nature of Equations 4.7-4.9 for the incremented case J + 1.

Case 1 for HJ+1: x ≤ n
2
. We use similar methods as we used in deriving equation (6.17)

(Equation 4.13 in Chapter 4) in the following derivation.

We utilize equations (6.3), (6.4), and (6.6) to obtain

HJ+1,x≤n
2

= −2J+1 (mod n)

(
2−(J+1)

⌈
2J+1

n

⌉
logn 2−(J+1)

⌈
2J+1

n

⌉)
(6.18)

−(n− 2J+1 (mod n))

(
2−(J+1)

⌊
2J+1

n

⌋
logn 2−(J+1)

⌊
2J+1

n

⌋)
.

Then, utilizing a degree-2 MacLaurin approximation for the logarithms,

HJ+1,x≤n
2

= −(2x)

(
1

2J+1

)(
2J+1

n
+

n− 2x

n

)
logn

(
1

2J+1

(
2J+1

n
+

n− 2x

n

))
(6.19)

−(n− 2x)

(
1

2J+1

)(
2J+1

n
− 2x

n

)
logn

(
1

2J+1

(
2J+1

n
− 2x

n

))
= − 2x

2J+1

(
2J+1 + n− 2x

n

)
logn

(
2J+1 + n− 2x

n2J+1

)
(6.20)

−n− 2x

2J+1

(
2J+1 − 2x

n

)
logn

(
2J+1 − 2x

n2J+1

)
.

We simplify equation (6.20) in the following manner.
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HJ+1,x≤n
2

= − 2x

2J+1

(
2J+1 + n− 2x

n

)(
logn

(
1 +

n− 2x

2J+1

)
− 1

)
(6.21)

−n− 2x

2J+1

(
2J+1 − 2x

n

)(
logn

(
1− 2x

2J+1

)
− 1

)
= − 2x

2J+1

(
1 +

2J+1 − 2x

n

)(
logn

(
1 +

n− 2x

2J+1

)
− 1

)
(6.22)

−n− 2x

2J+1

(
2J+1 − 2x

n

)(
logn

(
1− 2x

2J+1

)
− 1

)
= − 2x

2J+1

(
1 +

2J+1 − 2x

n

)(
n− 2x

2J+1
− (n− 2x)2

2(2J+1)2
− 1

)
(6.23)

−n− 2x

2J+1

(
2J+1 − 2x

n

)(
−2x

2J+1
+

(2x)2

2(2J+1)2
− 1

)
=

(
2x

2J+1
+

2x

n

2J+1 − 2x

2J+1

)(
1 +

(n− 2x)2

2(2J+1)2
− (n− 2x)

2J+1

)
(6.24)

+

(
n− 2x

n

)(
2J+1 − 2x

2J+1

)(
1 +

2x

2J+1
− (2x)2

2(2J+1)2

)
=

2x

2J+1
+

2x

n

2J+1 − 2x

2J+1
+

2x

2J+1

(n− 2x)2

2(2J+1)2
+

2x

n

2J+1 − 2x

2J+1

(n− 2x)2

2(2J+1)2
(6.25)

− 2x

2J+1

n− 2x

2J+1
− 2x

n

(2J+1 − 2x)

2J+1

n− 2x

2J+1
+

(n− 2x)

n

(2J+1 − 2x)

2J+1

+
(n− 2x)

n

(2J+1 − 2x)

2J+1

2x

2J+1
− (2J+1 − 2x)

2J+1

(2x)2

2(2J+1)2
.

=
2x

2J+1
+

2x

n

2J+1 − 2x

2J+1
+

x(n− 2x)2

(2J+1)3
+

x

n

(2J+1 − 2x)(n− 2x)2

(2J+1)3
(6.26)

−2x(n− 2x)

(2J+1)2
− 2x(2J+1 − 2x)(n− 2x)

n(2J+1)2
+

(n− 2x)(2J+1 − 2x)

n2J+1

+
(n− 2x)(2J+1 − 2x)(2x)

n(2J+1)2
− (2x)2(2J+1 − 2x)

2(2J+1)3

=
1

2n(2J+1)3
[4xn(2J+1)2 + 4x(2J+1)2(2J+1 − 2x) + 2xn(n− 2x)2 (6.27)

+2x(2J+1 − 2x)(n− 2x)2 − 4xn(2J+1)(n− 2x)

−4x(2J+1)(n− 2x)(2J+1 − 2x) + 2(2J+1)2(n− 2x)(2J+1 − 2x)

+4x(n− 2x)(2J+1 − 2x)(2J+1)− n(2x)2(2J+1 − 2x)]

(6.28)
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=
1

2n(2J+1)3
[2n(2J+1)3 + (−2n2x− 4nx2 + 8x3)2J+1 + (2n3x− 12n2x2 (6.29)

+32nx3 − 16x4)]

= 1 +
−n2x− 2nx2 + 4x3

n(2J+1)2
+

n3x− 6n2x2 + 16nx3 − 8x4

n(2J+1)3
(6.30)

= 1 +
−n2x− 2nx2 + 4x3

n(2J + 1)2
+

n3x− 6n2x2 + 16nx3 − 8x4

n(2J+1)3
(6.31)

= 1 +
−n2x− 2nx2 + 4x3

2(2n(2J)2)
+

n3x− 6n2x2 + 16nx3 − 8x4

4(2n(2J)3)
(6.32)

= 1 +
−1

2
n2x− nx2 + 2x3

2n(2J)2
+

1
4
n3x− 3

2
n2x2 + 4nx3 − 2x4

2n(2J)3
. (6.33)

The fundamental question is if HJ+1−HJ ≥ 0? With further simplification and subtraction,

we have that

HJ+1,x≤n
2
−HJ =

1
2
n3 − 3

2
n2x+ nx2 − 2x3 + nx2 + n2x

2n(2J)2︸ ︷︷ ︸
(∗)

(6.34)

+
−3

4
n4 + 13

4
n3x− 9

2
n2x2 + 2nx3 − n3x+ 3n2x2 − 4nx3 + 2x4

2n(2J)3︸ ︷︷ ︸
(∗∗)

(**) is arbitrarily small with practical bound on the order of n3

(2J )3
, where ϵ < n

2
. Con-

sequently, we work with (*). We use x = n
2
+ ϵ. Since ϵ is the residual between n

2
and x,

0 ≤ ϵ ≤ n
2
. Then,

numerator of (*) =
1

2
(n3 − n2x+ 4nx2 − 4x3) (6.35)

=
1

2

(
n3

2
− ϵ2n− 2ϵ3

)
. (6.36)
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So,

(∗) = 1

4n(2J)2

(
n3

2
− ϵ2n− 2ϵ3

)
. (6.37)

Since ϵ ≤ n
2
, (∗) ≥ 0. Thus, HJ is an increasing function as J increases. Consequently, the

entropy loss, 1−HJ , is a decreasing function in this case. The second case follows likewise,

but we show the formulas for further clarification.

Case 2 for HJ+1: x > n
2
. We use similar methods as we used in deriving equation (6.17)

(Equation 4.13 in Chapter 4) in the following derivation.

We utilize equations (6.2), (6.4), and (6.5) to obtain

HJ+1,x>n
2

= −2J+1 (mod n)

(
2−(J+1)

⌈
2J+1

n

⌉
logn 2−(J+1)

⌈
2J+1

n

⌉)
(6.38)

−(n− 2J+1 (mod n))

(
2−(J+1)

⌊
2J+1

n

⌋
logn 2−(J+1)

⌊
2J+1

n

⌋)
.

Then, utilizing a degree-2 MacLaurin approximation for the logarithms,

HJ+1,x>n
2

= −2x− n

2J+1

(
2J+1

n
+

(n− (2x− n))

n

)
logn

(
1

2J+1

(
2J+1

n
+

n− (2x− n)

n

))
−n− (2x− n)

2J+1

(
2J+1

n
+

n− 2x

n

)
logn

(
1

2J+1

(
2J+1

n
+

n− 2x

n

))
(6.39)

= −2x− n

2J+1

(
2J+1 + 2n− 2x

n

)
logn

(
2J+1 + 2n− 2x

n2J+1

)
(6.40)

−2n− 2x

2J+1

(
2J+1 + n− 2x

n

)
logn

(
2J+1 + n− 2x

n2J+1

)
.

We simplify equation (6.40) in the following manner.
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HJ+1,x>n
2

= −2x− n

2J+1

(
2 +

2J+1 − 2x

n

)(
logn

(
1 +

2n− 2x

2J+1

)
− 1

)
(6.41)

−2n− 2x

2J+1

(
1 +

2J+1 − 2x

n

)(
logn

(
1 +

n− 2x

2J+1

)
− 1

)
= −2x− n

2J+1

(
2 +

2J+1 − 2x

n

)(
2n− 2x

2J+1
− (2n− 2x)2

2(2J+1)2
− 1

)
(6.42)

−2n− 2x

2J+1

(
1 +

2J+1 − 2x

n

)(
n− 2x

2J+1
− (n− 2x)2

2(2J+1)2
− 1

)
=

(
−2(2x− n)

2J+1
− (2x− n)(2J+1 − 2x)

n2J+1

)(
2n− 2x

2J+1
− (2n− 2x)2

2(2J+1)2
− 1

)
(6.43)

+

(
−(2n− 2x)

2J+1
− (2n− 2x)(2J+1 − 2x)

n2J+1

)(
n− 2x

2J+1
− (n− 2x)2

2(2J+1)2
− 1

)
=

−2(2x− n)(2n− 2x)

(2J+1)2
+

2(2x− n)(2n− 2x)2

2(2J+1)3
+

2(2x− n)

2J+1
(6.44)

−(2x− n)(2n− 2x)(2J+1 − 2x)

n(2J+1)2
+

(2x− n)(2J+1 − 2x)(2n− 2x)2

2n(2J+1)3

+
(2x− n)(2J+1 − 2x)

n2J+1
− (2n− 2x)(n− 2x)

(2J+1)2
+

(2n− 2x)(n− 2x)2

2(2J+1)3

+
(2n− 2x)

2J+1
− (2n− 2x)(n− 2x)(2J+1 − 2x)

n(2J+1)2
+

(2n− 2x)(2J+1 − 2x)(n− 2x)2

2n(2J+1)3

+
(2n− 2x)(2J+1 − 2x)

n2J+1

=
1

2n(2J+1)3
[−4n(2x− n)(2n− 2x)2J+1 + 2n(2x− n)(2n− 2x)2 (6.45)

+4n(2x− n)(2J+1)2 − 2(2x− n)(2n− 2x)(2J+1 − 2x)2J+1

+(2x− n)(2J+1 − 2x)(2n− 2x)2 + 2(2x− n)(2J+1 − 2x)(2J+1)2

−2n(2n− 2x)(n− 2x)2J+1 + n(2n− 2x)(n− 2x)2 + 2n(2n− 2x)(2J+1)2

−2(2n− 2x)(n− 2x)(2J+1 − 2x)2J+1 + (2n− 2x)(2J+1 − 2x)(n− 2x)2

+2(2n− 2x)(2J+1 − 2x)(2J+1)2]
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=
1

2n(2J+1)3
[2n(2J+1)3 + (2n3 − 6n2x+ 4nx2)(2J+1) + (−6n4 + 26n3x (6.46)

−36n2x2 + 16nx3)]

= 1 +
n3 − 3n2x+ 2nx2

n(2J+1)2
+

(−3n4 + 13n3x− 18n2x2 + 8nx3)

n(2J+1)3
(6.47)

= 1 +
n3 − 3n2x+ 2nx2

n(2J+1)2
+

−3n4 + 13n3x− 18n2x2 + 8nx3

n(2J+1)3
(6.48)

= 1 +
n3 − 3n2x+ 2nx2

2(2n(2J)2)
+

−3n4 + 13n3x− 18n2x2 + 8nx3

4(2n(2J)3)
(6.49)

= 1 +
1
2
n3 − 3

2
n2x+ nx2

2n(2J)2
+

−3
4
n4 + 13

4
n3x− 9

2
n2x2 + 2nx3

2n(2J)3
. (6.50)

The fundamental question is if HJ+1 −HJ ≥ 0? We work with the x > n
2

case.

HJ+1,x>n
2
−HJ =

−1
2
n2x− nx2 + 2x3 − 2x3 + nx2 + n2x

2n(2J)2︸ ︷︷ ︸
(∗∗∗)

(6.51)

+
1
4
n3x− 3

2
n2x2 + 4nx3 − 2x4 − n3x+ 3n2x2 − 4nx3 + 2x4

2n(2J)3︸ ︷︷ ︸
(∗∗∗∗)

As in the first case, (****) is arbitrarily small on the order of n3

(2J )3
, and we work with (***).

We apply the substitution x = n
2
− ϵ and further simplifications. Note that ϵ still is the

residual between n
2

and x, 0 ≤ ϵ ≤ n
2
. We arrive at the analogue of equation 4.18,

(∗ ∗ ∗) = 1

2n(2J)2

(
n3

4
− n2

2
ϵ

)
. (6.52)

Since ϵ ≤ n
2
, (∗ ∗ ∗) ≥ 0, and the result follows.
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