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The Importance of Data in RF Machine Learning

William H. Clark IV

(ABSTRACT)

While the toolset known as Machine Learning (ML) is not new, several of the tools available
within the toolset have seen revitalization with improved hardware, and have been applied
across several domains in the last two decades. Deep Neural Network (DNN) applications
have contributed to significant research within Radio Frequency (RF) problems over the last
decade, spurred by results in image and audio processing. Machine Learning (ML), and
Deep Learning (DL) specifically, are driven by access to relevant data during the training
phase of the application due to the learned feature sets that are derived from vast amounts
of similar data. Despite this critical reliance on data, the literature provides insufficient
answers on how to quantify the data training needs of an application in order to achieve a
desired performance.

This dissertation first aims to create a practical definition that bounds the problem space
of Radio Frequency Machine Learning (RFML), which we take to mean the application of
Machine Learning (ML) as close to the sampled baseband signal directly after digitization
as is possible, while allowing for preprocessing when reasonably defined and justified. After
constraining the problem to the Radio Frequency Machine Learning (RFML) domain space,
an understanding of what kinds of Machine Learning (ML) have been applied as well as
the techniques that have shown benefits will be reviewed from the literature. With the
problem space defined and the trends in the literature examined, the next goal aims at
providing a better understanding for the concept of data quality through quantification. This
quantification helps explain how the quality of data: affects Machine Learning (ML) systems
with regard to final performance, drives required data observation quantity within that
space, and impacts can be generalized and contrasted. With the understanding of how data
quality and quantity can affect the performance of a system in the Radio Frequency Machine
Learning (RFML) space, an examination of the data generation techniques and realizations
from conceptual through real-time hardware implementations are discussed. Consequently,
the results of this dissertation provide a foundation for estimating the investment required to
realize a performance goal within a Deep Learning (DL) framework as well as a rough order
of magnitude for common goals within the Radio Frequency Machine Learning (RFML)
problem space.
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(GENERAL AUDIENCE ABSTRACT)

Machine Learning (ML) is a powerful toolset capable of solving difficult problems across
many domains. A fundamental part of this toolset is the representative data used to train a
system. Unlike the domains of image or audio processing, for which datasets are constantly
being developed thanks to usage agreements with entities such as Facebook, Google, and
Amazon, the field of Machine Learning (ML) within the Radio Frequency (RF) domain, or
Radio Frequency Machine Learning (RFML), does not have access to such crowdsourcing
means of creating labeled datasets. Therefore data within the Radio Frequency Machine
Learning (RFML) problem space must be intentionally cultivated to address the target
problem.

This dissertation explains the problem space of Radio Frequency Machine Learning (RFML)
and then quantifies the effect of quality on data used during the training of Radio Frequency
Machine Learning (RFML) systems. Taking this one step further, the work then goes on
to provide a means of estimating data quantity needs to achieve high levels of performance
based on the current Deep Learning (DL) approach to solve the problem, which in turn
can be used as guidance to better refine the approach when the real-world data quantity
requirements exceed practical acquisition levels. Finally, the problem of data generation is
examined and provides context for the difficulties associated with procuring high quality
data for problems in the Radio Frequency Machine Learning (RFML) space.
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Chapter 1

Introduction

Radio Frequency Machine Learning (RFML) is a relatively new field, with its true definition
still in flux with regard to the level of refinement of features compared to the raw source data
used [3], while being defined by all of the contributors adding their work to its literature
body. Consistent with [1], this dissertation defines the field of RFML as the application of
Machine Learning (ML) within the Radio Frequency (RF) domain, where the ML application
is applied as close to the digitization of the sampled RF spectrum as a baseband signal.
Allowances are given for the usage of preprocessing techniques that can help simplify the
problem space without deteriorating the information context beyond an unusable threshold.
In the most basic application of this constraint on preprocessing, the performance of an ML
system should not decrease when preprocessing is applied.

Fundamental to the body of RFML is the radio and its interaction with the electromagnetic
environment (EME). The radio is a device that is capable of carrying information that its
user intends to relay to another via modulated electromagnetic (EM) waves allowing for
the propagation path of the message to not require physical matter to act as a conduit.
This device allows for information to travel great distances at the speed of light minus some
processing delay of the devices, along with the ability to not be location-bound in the sense
that traditional physical mail is bound; e.g., the post office and mailbox system. While
Marconi is the credited creator of the first radio device [4], his work rides on the shoulders
of the EM giants of Faraday, Maxwell, and Hertz who each in turn harnessed the idea of
EM waves as something tangible that could be manipulated through human ingenuity [5].
It is on the shoulders of these giants of thought and engineering, as well as those that
have advanced the radio over the last century to the point where there are more radios
in the country than people [6], that the body of RFML owes its foundations and ongoing
developments. A modern day information flow for a radio link is provided in Figure 1.1;
however, getting to this flow took significant experimentation and experience as the first
radios directly connected the information blocks to the transmitter and receiver frontends.
One key distinction between the usage of EM waves for radio transmissions from that of
RFML is that the primary function and goal of the radio is overcoming the distortions that
are perceived by the receiver’s view of the EME that deform the information to convey
as much information between users as possible, whereas for RFML the actual information
content of the message is usually not the focus. Rather RFML is more typically focused on
secondary characteristics of the waveform, or the EME as a whole, instead of the information
being transmitted as in communications-focused ML.
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2 Chapter 1. Introduction

Figure 1.1: Radio Information Flow: The flow of information from the originator or transmit-
ter through the EME to a receiver that then inverts the processes to recover the information.
While this is a general example of flow, the original radios only consisted of the information
and frontends, and only through experimentation, experience, and dedicated effort from the
research community did this current flow come to fruition. The receiver ends up receiving
the intended message, delayed and differently distorted copies of the intended message, along
with all of the other observable perturbations in the EME.

Recent works have taken the loose definition provided earlier for RFML and focused the
definition to look more at the wireless systems that are put in place, while having the ML
applied as closely as possible to raw sampled RF spectrum [1]. The main effect of RFML
systems is reducing the amount of highly skilled preprocessing needed and getting the raw
samples themselves as close as possible to the input into the system. Figure 1.2 highlights
where ML can be considered as part of the RFML Ecosystem. For the most part, RFML
applications are dominantly focused on better understanding the EME around the receiver,
but that does not and should not neglect the matching role it can have within the transmitter
as the research continues progressing. In fact some work has already begun looking at
replacing portions of the Digital Signal Processing (DSP) chains in both the transmitter and
receiver to allow for an end-to-end ML system that can more effectively match or adapt
to the EME present [7]. It is important to remember that the RFML Ecosystem [1] goes
beyond just the concept of placing an ML routine in the radio path, as the inclusion of ML
in the system must also consider:

• The data space that is necessary to train such a system and whether the data is
available and feasible to create such a system.
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Figure 1.2: Role of ML in the field of RFML. Focus is typically heavier on the receiver
side of the radio system, with ML having control of a finite state space in terms of the
configuration settings within the analog components. The ML is used more heavily on the
feature and signal space on the digital side of the system. There is nothing that stops it
from being incorporated into the transmitter as well in terms of a matched replacement, but
stops short of the resiliency transforms applied to the information space such as the role of
coding theory.

• Understanding that new techniques and approaches present new surfaces for adversarial
attacks and new challenges for security of any system that makes use of it.

• Development of trust in the tool must also be considered due to the difficulties asso-
ciated with describing tactical radio decisions to an end user where the user’s life or
others’ lives are on the line for such decisions.

• The operational requirements for developing and deploying such a system and its effect
on the larger system to which it will be intertwined.

This focus on minimizing the expert-in-the-loop preprocessing of RF spectra leads to two
general questions:

• First, why is Machine Learning needed within the RF problem space?

• Second, what foundational training, in terms of data quality and quantity, is required
in order to deploy a system that abides by this definition?
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The former question is touched on briefly next, while the latter is described throughout this
dissertation.

1.1 Motivation for ML in RF Applications

In one fashion, the marriage of RF and ML can be argued to be almost as old as either
application, and by another, the argument can be made that the advent of Software Defined
Radio (SDR) truly is what allowed the two to coexist [8, 9]. The main driving force behind
SDR was to bring flexibility to an individual radio by removing as much pre-defined rigid
functionality as possible between the device’s antenna and the components responsible for
converting between analog and digital domains, namely the Analog-to-Digital Converter
(ADC) and the Digital-to-Analog Converter (DAC), thereby allowing the programmable
software/firmware to craft the interaction with the wireless spectrum [10]. This in turn
leads to the concept of Cognitive Radio (CR), though through independent means, which
had the goal of improving the utility of the radio to the user by giving a reasoning engine
contextual control over the device’s resources [9]. An important point to keep in mind, is
that union of CR and SDR is what allows for this to be possible. The CR is the predominant
source of reasoning that allows decisions to be made and actions to be scheduled, but it is
the SDR that sets the capabilities and action space available to the CR. In much the same
way, someone might think about being an Olympic class athlete, but unless they’ve also got
the stamina, reflexes, and focus that is needed to perform at that level, it would remain as
only thoughts, without the accompanying action.

While not the first use case of ML within an RF system, since there are examples from the
1970’s and earlier [11], CR is probably the easiest to conceive the overlapping domain spaces
of an RF device and Artificial Intelligence (AI), the envelope in which ML resides as shown
in Figure 1.3. At this point, the question of what ML can do for the RF domain has been
the focus of research for at least three decades under the umbrella of SDR and CR, and now
extending into the RFML domain space. The question of why use ML in the RF domain
problems comes down to the common reasons to do anything as seen in the literature: ML
has the potential to enable RF systems to be better, faster, and cheaper. Better due to their
potential for handling the complex problems of spectrum shortage and holes, along with
the ability to adapt their waveforms to fit the spectrum [12]. Faster in the sense that the
algorithm can make observations and adjustments at rates faster than a human observing the
same situation. Cheaper in the sense that knowledge contained within the ML system can
be replicated through software and distributed in a way that no training of human operators
can achieve.

While there is great potential for the application of ML in the RF domain, an important
starting point is the application spaces that exist in the RF domain to which ML can be
applied. Looking at the statistics collected by the Cellular Telecommunications Industry
Association (CTIA) about consumer growth in wireless usage, the usage of the RF spectrum



1.1. Motivation for ML in RF Applications 5

Figure 1.3: Venn Diagram for the relationship between ML and AI along with expert systems,
which can make use of AI/ML components, but are typically driven by a knowledge base.

continues to grow at exorbitant rates [6]:

• From 2000 to 2017, the number of wireless subscriptions in the United States saw
roughly a factor of four growth, from 107 million to 400 million subscribers, roughly
1.2 subscriptions per citizen.

• In 2017, roughly 77% of the population owned at least one smartphone.

• Rough estimates project a current number of unique global user to be 5.1 billion.

• Sales of spectrum usage rights have raised an estimated $200 billion dollars in the US.

• Wireless spectrum usage enables more complex technology such as self-driving cars
when 5G enabled, predicted to save 21.7 thousand lives and $447 billion dollars per
year.

• Improvement of 5G networks in general is estimated to bring $500 billion in economic
growth while creating 3 million jobs.

• Future predictions are expecting 31 billion devices being connected globally using wire-
less technology next year, 2023.

• Hotspot usage increased 60% since the start of the Covid-19 pandemic.

The general summary of the statistics from CTIA go on to show that the commercial market
for RF spectrum usage is rapidly growing, empowers and enriches nation-level actors through
lease and access to the resource, and shows no signs of stopping in the near future, thereby
enforcing the concept that wireless usage is a fundamental part of the developed world, and
even critical for maintaining economic functionality while handling global crises.
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An important component in understanding many challenges in the RF domain revolve around
the lease and usage rights of RF spectrum. The static allotment of the resource leads to the
problem known as “spectrum shortage,” where the demand for spectrum vastly exceeds the
amount of unallocated spectrum available for use. Now the spectrum shortage can be argued
to be of an artificial nature, but that is largely due to a mixture of legacy static allocations put
in place over the last century and not having the technical knowledge on how to implement
techniques that would be efficient [13]. The legacy allotment of spectrum can otherwise be
described as a historical record of how regulatory and procedural understanding viewed the
optimal usage of spectrum. Going forward the challenges are generally be understood as:
how can the consortium of spectrum users agree on how to share spectrum that is fair, able
to be regulated, and still maintain an expected level of quality for providing service. The
technology on the other hand is the underpinning for why interest in CR exists, by providing
a fundamental mechanism by which Dynamic Spectrum Access (DSA) can be implemented
without a strict set of regulatory rules that are feared to lead back to the problem of spectrum
shortage [13].

Commercial usage of the spectrum isn’t the only source of contention and problems; help-
ing to fuel the spectrum shortage are the allocations made for military systems. A large
portion of the static assignment is allocated to the military and sits idle domestically as it
is only engaged in times of war, or periodically used in low duty cycle sensing operations,
thereby utilizing the spectrum for only small fractions of the time. The military standpoint
on spectrum usage then must be adaptable to share spectrum, but the vast amount of adapt-
ability, and dynamics that are introduced by the concept of CR, DSA, and SDR systems
that can change at superhuman rates, means that the domains of Spectrum Awareness (SA)
and strategic signals intelligence will also need to improve and be capable of handling these
changes to continue to provide utility. Many such RF applications are defined and leveraged
in operational strategies highlighted in the Joint Chiefs’ Electromagnetic Spectrum Oper-
ations (JEMSO) strategy, with RFML techniques offering user-selectable accelerations of
real-time battlefield SA [14]. Fundamentally, control of information, and by extension the
means of relaying information, determine the outcome of battles and war, as they have done
since ancient times. In present times, the use of the RF spectrum cannot be understated;
having access to it, and control of it, will undoubtedly provide a tactical edge in combat.
During wartime, commercial allocations are national at best, yet Electromagnetic Interfer-
ence (EMI) caused by commercial devices potentially degrade battle effectiveness (e.g., 5G
vs. Radar altimeters).

From commercial to military, there is a clear demand for access and use of the RF spectrum.
Figure 1.4 presents an example slice of spectrum cut out for a finite time (vertical) and
finite frequency (horizontal) stretch. In the center bottom, the spectrum is observable and
distinguishable in terms of occupied or not in orange and black, respectively. While this
might be enough to help answer the question of what spectrum is empty, and what is in
use, it doesn’t provide enough information for either commercial or military applications.
For example, in the top left corner, we can see two red signals overlapping where a wide
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rectangular signal is overlapping with a narrowband signal. In the commercial realm, this
could be interference that degrades system performance and needs to be regulated to prevent
future collisions; however, an observer looking at this spectrum would not be able to tell
which of the two colliding signals had right-of-way and who was interfering. In order to
better understand this collision useful context is needed to resolve these conflicts over the
presence of energy alone; the knowledge of who was transmitting, and from where they were
transmitting would be needed. As for military operations, this could be jamming of the
narrowband system by creating a wideband interference signal compromising the quality
of the narrowband signal, thereby preventing information transfer. If this is unexpected,
could there be hostile actors nearby, or if intentional, then was the jamming act successful
are questions that would be hard to judge from a power observation. While there are bullet
points provided for both commercial and military operations in the spectrum, there is nothing
that makes any one operation explicitly in one application space or another. For example,
understanding the location of a transmitter might help in a military operation to neutralize
a threat; it’s just as likely that it could be used to find a friendly unit. Flipping that to
commercial search and rescue operations, finding where a signal is originating could indicate
and differentiate a life needing to be saved over a toaster messaging the current temperature.
Another way to view the commercial application of such technology is in disaster relief where
Unmanned Aerial Vehicle (UAV) beacons indicate where critical issues need to be addressed,
such as flash fires, and require immediate response to prevent worse damage from occurring.
While the operations touched on in Figure 1.4 are some of the more researched areas and
applications of RFML in the literature, this is by no means an exhaustive list.

Here are a few questions conceived while thinking through the issues discussed above:

• How can the RF spectrum be made available to an order of magnitude more radios
than people in the near term?

• How can the RF spectrum support multiple orders of magnitude more radios than
people in the long term?

• What is the maximum density of transceivers, based on available bandwidth and data
rate requirements, given at least one end of a communications link is within a defined
area?

• How can quality of service be guaranteed without dedicated resources?

• Should a wireless service be centralized, or distributed?

• How can such a vast quantity of radios and systems be well regulated?

Efficient and robust usage that will require intelligent machine capabilities to change and
adapt to make the wireless medium highly congested and contested will be required. The
question is then, “How can machine learning alleviate the problems that are currently affect-
ing the usage of RF spectrum?”
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1.2 Importance of Data in RFML Applications

Figure 1.5: Three components for creating a successful ML system. The technical approach
used to resolve the problem, or Deep Learning (DL) as used frequently here with a specific
layer architecture. The experience that is observed and learned, the observations of data,
and the focus of this work. Lastly, the training routine that utilizes the technical approach
and experience, then modifies and adjusts the technical approach’s weights in the goal of
perfecting the routine. All together, these three components must be continuously adjusted
in the pursuit of a better spectrum access solution.

Given the hopes for the utility of ML applied in the RF domain, understanding the strengths
and trappings of ML are essential. To that end, there are three fundamental components to
any ML system as shown in Figure 1.5: the technical approach (Deep Learning (DL) models
are the focus in this work), the training routine or learning mechanism (the iterations between
the experience and technical approach that result in a final solution), and finally the data or
experience that defines the behavior of the model, the latter being the fundamental focus of
this dissertation. While the details of ML will be discussed in greater length in Chapter 2,
at the fundamental core, ML is still growing and should not be assumed to have found the
peak of its capabilities. In terms of model development, breakthroughs should continue to be
expected as was the case when the Convolutional Layer was introduced by LeCun and Bengio
[15]. Looking at improvements in the training routine, the introduction of back-propagation
to be incorporated into ML training by Rumelhart, Hinton, and Williams [16], as well as the
inclusion of Transfer Learning (TL) as surveyed by Pan and Yang [17] saw great improvement
in ML applications. Further, the combination of model architecture and the unique qualities
of sampled RF data could lead to further improvements and innovation. The unique qualities
of sampled RF data refer to the complex baseband representation that allows for critically
sampled observation represented in complex notation, C, for which models are still being
devised on how to best properly utilize this representation [18, 19].

The three cornerstones of ML as shown in Figure 1.5 are in the most general sense vital to
any ML application. Without all three, there is no system.
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• Without a training routine, data moves through the technical approach with no way
to improve or refine based on imperfections observed.

• Without a technical approach, there’s no means of extracting common features from
the data and therefore nothing on which the training routine can alter.

• Without available data, the technical approach cannot provide clues that the training
routine can leverage for refining the approach in a useful manner.

While the three intertwined components of ML all interact to create a final system that can
be used for the application, it is the experience, or data, that the developer has the least
control over, if any at all. Often, the data for most applications is collected by another
entity, likely for a different purpose, as the process of curating a sufficiently diverse dataset
exceeds the resources of time, storage, and/or money, needed to assemble the dataset. This
dissertation serves as a guide for curating data for RFML applications such that the required
diversity of observation and environment can be planned for in some minimal capacity,
without succumbing to the need for an endless source of data to train a system.

Figure 1.6: The makeup of data available to ML systems. Captured data consists of direct
observations of the real world that has been made available to an ML system during training
or inference and contains the most accurate representation of data at the point of capture.
By contrast, Synthetic data is easier/cheaper to acquire assuming a model exists for repre-
sentation in a digital form, but comes at the cost of simulation/developer assumptions that
might not perfectly reflect the real world use case. Augmented data is then the combination
of real world captures and synthetic permutations in the attempt to expand the dataset
size of captured data alone, while maintaining true degradations, where synthetic techniques
effectively stretch the available size of the captured data.
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Figure 1.6 shows a Venn Diagram of the data sources available to typical ML systems. The
three typical sources of data are Captured, Synthetic, and Augmented. The process known
within this work as data collection procures captured data, which is arguably the best data
if collected native to the application space, and is seen in computer vision as the process of
recording with a camera, or similar device, the real world in a digitized form for use in an ML
system. By direct contrast with captured data, synthetic or simulated data is instead the
featurization of real world objects in a mathematical representation such that a computer
simulation can be made to create more data than can reasonably be collected through a data
collection process. By making use of both captured and synthetic data and techniques, the
realm of augmented data becomes available. Augmentation can be seen as the application
of synthetic techniques to distort or otherwise alter a captured observation to provide a new
observation with different characteristics (albeit with redundant information), but can also
be the case of using a captured observation as a placement of the real world with synthetic
observations being added to such a placement to create synthetic drop-in augmentation.

Unlike other domains, image and audio for example, where the application of the ML system
is to design a machine counterpart to a human operating and interpreting the analog world
through digitization, RFML applications typically stem from human manipulation of the RF
domain through a direct mathematical formula, meaning that RFML problems can precisely
simulate the waveform using this mathematical representation [20]. This in turn means that
it is comparatively simple to create an academic data generation routine that is able to
create vast amounts of synthetic data under precise academic assumptions in the RFML
domain. This condition allows for the explosion of research as has been seen over the last
decade in terms of RFML problem spaces, it is a double-edged sword in that there are
severe limitations of going directly from training in the synthetic space and applying the
trained system to the real world [21]. Looking back at Figures 1.1 and 1.2, the simulated
data creation process effectively cuts out the DAC through the ADC steps and replaces it
with mathematical models that can over-idealize the problem space for the sake of simplified
computation. However, these simplifications allowed for developing traditional algorithms
and analysis techniques that enabled the current radio systems that are free of any ML
routines. One major simplification often used in the field is the simplification of the EME to
an Additive White Gaussian Noise (AWGN) transmission channel, where the only difference
between the original transmitted waveform and the received observation is the addition of
circularly symmetric Gaussian distributed random variables with a controllable variance to
affect the Signal-to-Noise Ratio (SNR) of the observation. AWGN channel assumptions allow
for an idealized receiver to use a matched filter as the optimal approach to maximize the
SNR of the received signal and thereby provide the best recovery of information contained in
the transmitted waveform. Other simplifications that have been applied in this domain have
assumed a Nyquist critically sampled waveform where the complex symbols, a direct mapping
of information data bits to a point on the complex plane, are received with the AWGN added
in, thereby bypassing the difficult process of time, frequency, and phase synchronization.
While works using these simplifications are justified based on the field and literature for
an investigative proof-of-concept, the direct work of transitioning such a trained model to
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real world practical use requires significantly more work and will fail without any further
revision [22]. The work presented in this dissertation shows that systems trained on the
more realistic scenario where only an AWGN channel is observed between the ideal transmit
waveform and receiver, along with a few mismatched parameters that can be expected in a
dynamic system [22], fail to have any practical value on real world observations [21].

To summarize why data and the understanding of the impact made by using said data is
important:

• Without data, ML is non-existent. There are no experiences on which a machine may
learn.

• Without representative data, ML systems at face value are likely worthless as they are
untested.

• Without understanding what representative data is for the problem, trust in a system
cannot be established.

• Without understanding how to procure representative data, time, money, and other
commodities are wasted.

• Data is a fundamental component to ML systems; moreover, data is the hardest to
change in a meaningful manner.

• In order to develop an ML system quickly, and produce meaningful results, sufficient
high-quality data must be available or procurable in a reasonable timeline.

With the available software packages that can allow for diverse ML techniques to be applied
to any data available in a handful of lines of code, such as Pytorch [23], Tensorflow [24], and
WEKA [25] to name a few, both the technical approach and training routine can be modified
and allow for blind, brute force approaches to determine the hyperparameter space that best
suits the problem space. By direct comparison, the data available is not flexible and serves
as the fundamental limiter for most ML applications, and therefore demands greater care in
terms of curation to allow for achieving the highest level of performance for a system.

1.3 Contributions of this Research

Solidifying the concept of RFML in a manner that brings more value to the problem space
rather than just applying ML to RF problems is a fundamental contribution within this
dissertation and the underlying articles and authors from which this dissertation is compiled.
The work does more than just distinguish between the two concepts, it allows for others to
have a predictive estimator for what is needed in terms of time and complexity to take the
many proof-of-concept articles, which have ballooned within the last six years, and see them
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transitioned to applications applied in practical problems. An additional contribution that
this work provides is a comparison point for the amount of data that is needed at this point
in time, which can be used to show improvement with new approaches in the RFML problem
spaces as research progresses, such as improvements in training routines and how changes in
architecture can better fit the application. A summary of each of these contributions follows
in this section.

Radio Frequency Machine Learning The application space of Radio Frequency Ma-
chine Learning was refined and described through the contributions made in works [1, 2, 21].
While the full RFML Ecosystem was developed as a joint work with several authors, the
contributions provided in pursuit of this degree were predominantly in understanding of the
application space that RFML currently resides, the underlying data space that encompasses
each application, the concerns that need to be overcome with deploying a real system, and, to
a lesser extent, the trust and assurance that is to be expected of such a system. In a sense,
the work of RFML follows the logical progression laid out by the concept of SDR, under
which the premise is to move as much of the processing as possible out from the hardware
behind the ADC and DAC, and in the pursuit of CR, moving the ML as close as possible to
the ADC and DAC, and thereby having ML as close as possible to directly interacting with
RF spectra. From this progression, RFML is the understanding of interactions in RF spectra
through ML systems, while minimizing and incorporating the effects of devices’ imperfec-
tions representing said spectra. Note that this includes the degradation from emitters, the
propagation effects observed within the wireless channels, as well as additive effects while
using the channels, the degradation of the receivers, and any preprocessing that separates
the ML from the digitization, while minimizing the preprocessing as is within reason.

L. J. Wong, W. H. Clark IV, B. Flowers, R. M. Buehrer, W. C. Headley, and A. J.
Michaels, “The RFML Ecosystem: Considerations for the Application of Deep Learning to
Spectrum Situational Awareness,” in IEEE Open Journal of the Communications Society,
vol. 2, pp. 2243-2264, 2021, doi: 10.1109/OJCOMS.2021.3112939. [1]

Data Quality and Quantity Relationship With the presumption that the problem
space is observable and an approach has been devised that can extract relevant information
from observations of that space, this contribution provides a means for comparing the quality
of different datasets as well as a practical approach for quantifying how much of a given
dataset is needed for a desired performance. One of the most fundamental components of
any ML system is the available datasets that are used to train the approach. Through a
case study on the RFML problem space of Automatic Modulation Classification (AMC), a
large scale, diverse dataset was collected over a four month period in 2019 at Virginia Tech’s
Kentland Farms. This dataset was then used to understand the effect of several aspects about
the propagation channel, what happens between the transmitter’s DAC and the receiver’s
ADC. This case study and the developed dataset allow for an understanding of the effects
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that quantity and quality have on a specific RFML problem space and generalizations that
can be made to the full RFML data space.

W. H. Clark IV, S. Hauser, W. C. Headley, and A. J. Michaels, “Training data augmen-
tation for deep learning radio frequency systems,” The Journal of Defense Modeling and
Simulation, 2021. [Online]. Available: https://doi.org/10.1177/1548512921991245 [21]

Data Quantity Prediction From the understanding provided in the AMC case study and
the lessons and insights derived from the generation of the datasets used, the relationship
between system performance and available quantity is expanded, providing deeper insight
into quantity projections needed for training a model from random initialization into a high
performance model on a known test dataset. By making use of metrics originating in the
study of transfer learning, which have been developed to take a trained system and project
its potential on a new dataset or data space, those same metrics can be applied within the
same data space to evaluate a trained model’s performance on a known test dataset while
varying a parameter of interest to understand how that parameter affects a generalized
performance. By then regressing the relationship between the transfer learning metrics and
available data quantity during training, an improved estimate of total data quantity needed
for the current training configuration can then be made that improves over the performance
metric of accuracy given the asymptotic nature of the relationship between accuracy and
data quantity, which in turn allows for estimations to be made from smaller quantities of
available data with linear fits.

W. H. Clark IV, and A. J. Michaels, “Quantifying and Extrapolating Data Needs in Radio
Frequency Machine Learning,” (submitted) Transactions on Machine Learning in Commu-
nications and Networking, 2022. [26]

Quantifying Dataset Quality in Radio Frequency Machine Learning This work
was an initial attempt to quantify the relationship between data quantity and the accuracy of
the networks that were trained on said data. In this work, we showed that the data quantity
and network performance can be regressed and used to quantify different datasets with
respect to achieved performance for a consistent Deep Neural Network (DNN) architecture
and training procedure.

W. H. Clark IV, and A. J. Michaels, “Quantifying Dataset Quality in Radio Frequency Ma-
chine Learning,” MILCOM 2021 - 2021 IEEE Military Communications Conference (MIL-
COM), 2021, pp. 384-389, doi: 10.1109/MILCOM52596.2021.9652987. [2]

Multi-Antenna Pre-processing for Improved RFML in Congested Spectral En-
vironments By making better use of the resources available in large and dynamic radio
systems, the underlying EMI present in the EME can be suppressed in a less restrictive
manner than would be typically be allowed within a system reliant on expert features. This
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relaxation to the difficult problem of EMI suppression is well suited to the RFML problem
space as a preprocessing stage to simultaneously reduce the miscellaneous energy that can be
inferred as a distraction while reducing the overall data throughput that would be required
of an ML without it.

M. R. Williamson, W. C. Headley, W. H. Clark IV, et al, “Multi-Antenna Pre-processing
for Improved RFML in Congested Spectral Environments,” 2021 IEEE International Sympo-
sium on Dynamic Spectrum Access Networks (DySPAN), 2021, pp. 288-295, doi: 10.1109/DyS-
PAN53946.2021.9677275. [27]

Developing RFML Intuition: An Automatic Modulation Classification Archi-
tecture Case Study The primary focus in this work was examining the work of expert
systems that performed AMC and replicating that general decision structure with DNN to
see if there was any benefit in a DL system. Effort was spent to take the initial architectures
proposed by the coauthors to rebalance the networks to have similar number of weights
and constrain the problem space such that the decision structures could more directly be
compared rather than other aspects that vary within a DNN.

W. H. Clark IV et al, “Developing RFML Intuition: An Automatic Modulation Classi-
fication Architecture Case Study,” MILCOM 2019 - 2019 IEEE Military Communications
Conference (MILCOM), 2019, pp. 292-298, doi: 10.1109/MILCOM47813.2019.9020949. [28]

When is Enough Enough? “Just Enough” Decision Making with Recurrent
Neural Networks for Radio Frequency Machine Learning Looking into ways to
further utilize a real-world system by reducing the volume of data that must be ingested
before action can be taken. Given the standards of today’s portable systems, any reduction
in data volume through a processing system that produces some kind of analysis equates to
more characterization provided over any device that must process the full observation before
returning a result. By examining ways that RFML systems can provide reliable decisions on
less data allows for more real-world capable devices.

M. Moore, W. H. Clark IV, R. M. Buehrer and W. C. Headley, “When is Enough Enough?
“Just Enough” Decision Making with Recurrent Neural Networks for Radio Frequency Ma-
chine Learning,” 2020 IEEE 39th International Performance Computing and Communica-
tions Conference (IPCCC), 2020, pp. 1-7, doi: 10.1109/IPCCC50635.2020.9391569. [29]

Overall, the cumulative contributions provided from my research into the RFML problem
space have been focused on accelerating the pipeline from training a RFML model through
actual operation in real-world environments. The work has helped define the RFML problem
space, identify the limitations of transitioning the research into real-world applications, and
examining different aspects of the problem to understand and reduce where applicable the
experience and data volume constraints that exist in such applications.
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Transforming RFML Data Generation Techniques for Real-World Applications
Over the last decade, a significant research and development effort has been focused in
understanding, improving, and creating new approaches for data generation to support the
development of RFML systems [30, 31]. After developing a MATLAB implementation of
dozens of modulators for research used in [32], there was a clear hole in the available tools
for diverse modulation generation in order to support the RFML research community. The
Out-Of-Tree Module (OOTM) for GNU Radio ‘gr-signal_exciter’ [33] was then created in
the hopes of providing consistency, and enabling easier access such that RFML research could
be done. This tool has been specialized on multiple projects [30, 31] to go beyond the initial
modulation generation focus, though the core modulation structure hasn’t changed, as well
as supporting multiple masters and PhD efforts since its creation. The specializations focused
on wideband spectrum aggregation of bursty signals [30], realtime streaming of narrowband
signals for data collection campaigns [31], and expanding the available modulation formats
and updating the codebase to keep up with new releases of GNU Radio. Unfortunately,
not everything has made it back into the open source code base due to contract conflicts
and lack of personal time available to handle the required effort to deconflict the source
code. From this effort, the foundations were created, and continually utilized to create the
foundations of what became SignalEye [34]. The capabilities from this effort also led to
supporting the PHOTON framework developed by MITRE, though it is not understood if
it has been directly or indirectly incorporated. At a fundamental level, the described effort
helped develop understanding of how to create an experimental baseline for developing real-
world tactical radio training datasets as well as tackling challenging Department of Defense
(DoD) use cases.

W. Headley, W. Clark IV, and L. Wong, “General Dynamics (TREX) CogRF Phase III
Final Review,” Virginia Tech, Tech. Rep., 2018. [30]

W. Clark IV, and Z. Leffke, “Cyborg Phase II Final Report,” Virginia Tech, Tech. Rep.,
2019. [31]

1.4 Dissertation Outline

The remainder of this dissertation is organized as follows:

In Chapter 2, the background information for establishing the focus of RFML is presented,
along with considerations that should be taken for bringing a problem from the lab to the
field. The chapter starts with the fundamentals of ML, and DL in particular, then goes on
to explain the general desire of ML applied to commercial and military applications. From
there, the scope of using ML in the RF space is narrowed and an overview of RFML systems
is presented.

In Chapter 3 the focus switches to the problem of generating the data. Understanding the
differences between the origins of a dataset in terms of the process of how the waveform be-
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comes translated from EME into bits is discussed. The challenges of creating a dataset from
the observations of real transmissions are then discussed through experience in a small scale
collection campaign over an extended observation window, and through observations about
datasets curated through governmental programs. Additionally the inability to understand
and forecast the costs of doing such a collection is addressed. Some open source toolsets are
discussed, while focusing on the tools developed for this work. Discussion then examines
the shifting from software based collection systems to hardware, and finishes with lessons
learned through the course of this work.

In Chapter 4, the focus is put on understanding what role the dataset used while training
the RFML system plays in the overall performance. In order to better understand the effect
the data plays in a trained network, the other aspects of an ML training regimen, namely the
approach and architecture, are held constant while the data is parametrically varied while
training many networks. This approach for analyzing the data allows for quantitative obser-
vations that objectively provide a quality to different types of data sources, while allowing
for an understanding of how the quantity of available data plays a crucial role in the system’s
final performance. Finally, the available ways of maximizing performance while subject to
limited data availability are discussed within the context of the RFML problem space.

In Chapter 5 the considerations to bring a system to the field and have positive results are
discussed. Focus is given to commercial whitespace, signals intelligence, signal detection,
RF Fingerprinting / Specific Emitter Identification (SEI), and hardware realization of data
generation tools. The focus on commercial whitespace and SEI are heavily based on obser-
vations of published works and public projects, while signals intelligence, signal detection,
and hardware realizations are backed by first hand experience.

In Chapter 6 the works discussed herein are tied together to better give an overview of the
RFML problem space. Based on the work within this dissertation, and the experience gain
while conducting the experiments and subsequent analysis, new possibilities and suggestions
for future research are provided.



Chapter 2

Background

The RFML application space is the fusion of ML and problems within the RF spectrum
that attempt to characterize, understand, and predict the usage for developing improved
utility. To that end, this chapter provides background into the fundamental components of
such systems. First, the primary ML approach used within this dissertation known as DL
is discussed and imparts why this technique is well suited to problems in the RF domain.
Next, the problems within the RF domain being examined with ML are discussed in terms
of the commercial and military application spaces. The overall RFML problem space is
then examined in terms of the concerns and considerations that need to be present with the
fusion of ML approaches to RF problems. Finally, the considerations that go into the data
for improving performance in RFML applications are discussed.

The concepts described here in are provided to serve as a foundation on which future chapters
are built and whose understanding will enrich the concept and highlight need for RFML
applications. By no means will this serve as complete volume of the topics discussed within,
but rather shed enough light on them to provide insight for the experiment’s utility.

2.1 Deep Learning

While the utilization of DL technology is fundamental to this dissertation, attempting to
piece together the fundamental history of the field is beyond the scope of this work; how-
ever, for those interested in understanding how deep learning came to the current iteration,
Schmidhuber [35] provides an in-depth look into the history of DL, which has technical roots
in the 1800s, with its present form more easily identified in the 1960s, with special attention
provided to the inspirations that allowed the field to make leaps in technical capabilities.
That being said, a greater focus here is foundational understanding of DL along with the
core concepts that are utilized for better performance within RFML.

DL is fundamentally built on top of Linear Algebra, Probability and Information Theory, and
‘Mu’ltivariable Calculus that is within the category of Neural Networks (NNs) within ML.
Goodfellow et al. provide a detailed dive into the topic of DL and DNNs [36]. ML consists of
the input-output relationship ŷ = f(x), where the examples, x ∈ {X}N1 ∈ X , are processed
through the technical approach, f(·), to produce an output, ŷ, that provides more utility
to the desired task. The outputs, ŷ ∈ {Ŷ }N1 ∈ Ŷ , are then processed through a metric of

18
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performance, which when supervised makes use of an expected target, y ∈ {Y }N1 ∈ Y , or alone
in the unsupervised case, though the lines between supervised, and unsupervised approaches
are often blurred [36]. In order to be qualified as a learning system the net performance on
the examples as a whole should improve with every additional example or batch of examples
passed through the technical approach. This means that adjustments should be made within
the technical approach (the weights) based on the metric observed in order to improve
performance without a human-in-the-loop tuning the system. In DNN systems, the technical
approach can be described in terms of layers, which in a strict Sequential approach can
be described as ŷ = (◦Ni=1fi)(x), or for two layers ŷ = (f2 ◦ f1)(x) = f2(f1(x)), where
◦ notation represents composition of functions. However, in the general sense, nothing
stops the layers from operating on the same input value in parallel branches, or from a
layer operating on multiple inputs or previous layers as long as causality is followed, e.g.
ŷ = f3(x, f1(x), f2(f1(x))). Traditional definitions of layers describe the layer as an operation
on the input with some stored weights and/or biases followed by an activation function to
express non-linear operations such as y = σ(Wx + b), the sigmoid (σ(·)) of a matrix
multiplication and vector addition; here, for simplicity, the approach described in PyTorch’s
implementation [23] as a module where a layer may be constructed in terms of a functional
input and output of any kind, the previous example can be described as two layers, where
only the first layer has stored weights and biases, y1 = f1(x) = Wx+b; y = f2(y1) = σ(y1).
This separation of activation and operation with weights allows for a more explicit definition
of the overall architecture and leaves less room for misinterpretation of model descriptions,
as well as allows for deterministic transforms such as the Fast Fourier Transform (FFT) to
be encompassed in the layer notation. An additional benefit of this structure decouples the
activation from the weights in the layer such that systems that change the activation as part
of the training of the network can just swap layers cleanly rather than changing a component
of a layer.

2.1.1 Understanding the Functional ‘Layer’

A practitioner of DSP will recognize much of the technical structure involved in the layers
that make up a DNN, only that instead of focusing on preserving the linear nature of a
signal as is typical in DSP, DNNs abandon linearity in favor of non-linear functions. The
choice of how the layers connect and intertwine within a DNN architecture are what make
up the Technical Approach, which serves as one of the three pillars upon which successful
ML systems are built. In order to understand the concept of a layer better, here some of the
more common layers and activations are described for convenience:

Linear / Dense / Fully Connected Layer The Linear layer is the most functionally
basic layer that utilizes weights and can be thought of as a matrix transform layer. That is,
given some input multi-dimensional matrix, X, of shape (. . . , F ) that ends with F values in
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the last dimension, the Linear layer then is a matrix multiplication of the form
y = W · x+ b

Y = X ·W T + [bT , . . . , bT ],
(2.1)

where x is the vector of length F that is transformed by the weight matrix W of shape
(F ′, F ) and added to the bias vector b of length F ′. The output of the layer maintains all of
the same dimensions except for the final one to take on the shape of (. . . , F ′). In general, the
bias is optional in this layer, and in the case it is omitted, then b = 0 and is not allowed to
change, whereas the weights matrix must be present and update when the training approach
increments. A visual representation of this layer is given as the last layer in Figure 2.1, where
the input vector is of length 3060 and the output is reduced to 10.

Convolutional Layer The convolutional layer operates on an input multi-dimensional
tensor of shape (. . . , C,D1, D2, . . . , DN) and utilizes a weight tensor of shape (C ′, C,K1, . . . , KN)
and bias vector of length C ′. This layer performs the discrete convolution operation between
the weights and input tensor with C channels and produces an output with C ′ channels,
where the N output dimension’s lengths change as a function of the input dimension size
(D1, . . . , DN), the kernel size (K1, . . . , KN), and the hyperparameters of stride and dilation
along each data dimension. Most common implementations limit the value of data dimen-
sions N ∈ {1, 2, 3}, though in the most general sense, there is no limit to the number of
dimensions that can be present.

y[:, n1, . . . , nN ] =
∑
d1

. . .
∑
dN

W [:, :, d1, . . . , dN ] · x[:, n1 − δ1 · d1, . . . , nN − δN · dN ] + b (2.2)

The resulting multiplication is effectively a linear layer operating on a subset of the input
data for each summation step. The benefit of this approach is a learned location invariance
for the output of the kernel such that each of the resulting (C ′, C) matrices extracted from
the weights kernel W can be fine tuned to find a specific characteristic of the data without
concern of exact position in the data structure. While this seems to have significantly more
computation than the linear layer, the structured formula is well suited to a Graphics Process-
ing Unit (GPU) and allows for the size of the kernel to be significantly smaller than a linear
layer that operates on the product of dimensions (

∏
(C,D1, . . . , DN),

∏
(C ′, D1, . . . , DN)).

If the number of data dimensions is set to N = 1 and the input and output number of
channels are bound such that C = C ′ = 1, then the convolutional layer functions identical
to that of a DSP Finite Impulse Response (FIR) filter on a time series signal. In a typical
implementation, if the above kernel tries to access data in the input matrix outside of the
valid dimensions, a zero is assumed in the place of the data. A visual representation of this
layer is given as the first layer in Figure 2.1 where the input In-phase and Quadrature (IQ)
observation is first changed from complex baseband to a two channel time series tensor, one
for I and the other for Q. The two channels then get increased into a 10 channel output
tensor where the length of the time series is reduced by a length of 4, due to the kernel size
of the layer.
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Recurrent Layer There are several types of recurrent layers, with two of the most popular
layers in RFML applications being the Long-Short Term Memory (LSTM) and Gated Re-
current Unit (GRU) layers. These layers fundamentally operate on the concept of an ordered
sequence, most commonly with a temporal assumption. In these cases, the layer operates on
the sequence in an elemental order rather than in mass parallel approaches such as the way
a convolutional layer can operate, which in turn typically makes these layers significantly
slower than other layers. The typical assumption is that there is a temporal feature space
that changes over the ordered sequence, such that the input multi-dimensional matrix takes
on the shape (. . . , L, F ) and produces a sequential output of (. . . , L′, F ′); however, a com-
mon approach to these sequence layers is to “unroll” along the ordered sequence, allowing
for the L′ value to vary based on the unrolling from 1 to L based on the implementation. At
a fundamental level, these operate on a similar principle to DSP Infinite Impulse Response
(IIR) filters with a single pole, though this is more easily observed in the GRU layer rather
than the LSTM layer, with the caveat that the weight of said pole is driven by a mixture of
both past output and current input rather than statically assigned. The computation then
falls back to a linear layer in terms of a simplified recurrent stage (2.3),

hl = W · [hl−1;xl] + b, (2.3)

where the previous step output, hl−1, is concatenated to the features of the current step,
xl, before going through the linear layer process. Most recurrent layers have multiple linear
layers within them rather than a single one as shown here for a single sequence step. A visual
representation of this layer is given as the second layer in Figure 2.1 where the 10 channel
time series tensor is compressed into a 3 channel output of the same length.

Batch Normalization The layers above utilize their weights in a manner to transform
and separate features in the data in order to better perform the task of the network as a
whole, while Batch Normalization instead focuses on minimizing the covariate shift that the
other layers introduce through their processing [37]. Essentially, as the training procedure
goes on, it’s possible for a layer’s output to produce values excessively large or small, making
the deeper networks have problems where a small differential applied to the weights becomes
insignificant and harder to tune relative to the overall result. This problem in essence is
caused in part by the distributional changes associated with different looks at data within
each training batch, and in order to minimize the effect the first two moments are normalized
by a single pole IIR filter applied to the batch estimates of mean and biased standard devi-
ation measurements. These learned normalization values are then applied during inference
and have the best effect when the distributions between training and inference data spaces
are similar. Additionally, this layer has a scale and center shift value per channel to allow
for changing the first two moments to better utilize the following activation function whose
defaults are 1 and 0, respectively, to start from a state where only the normalization step
takes place and any changes should be a learned benefit. A visual representation of what
a Batch Normalization Layer should do in a well-trained system per feature is provided in
Figure 2.2 top left corner.
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Dropout One major difficulty in DNN, especially when the size of the dataset is on the
smaller end, is the problem of overfitting, which is where the network learns the exact
pattern of data being trained on and fails to generalize to the problem space at large. In
these cases, the application of Dropout helps combat that learned memory by dropping out
values randomly during training such that, between two layers, the full value is never seen
during training. Dropout is then bypassed, or disabled, during inference and the full network
is able to be utilized to come to a decision. A visual representation of what a Dropout Layer
should do during system training is provided in Figure 2.2 bottom left corner for a single
observation, where with each batch, the indices that become zero would change.

Interestingly, enabling dropout during inference is one method of determining the uncertainty
of the network in the current observation [38].

Sigmoid (σ) The sigmoid activation is primarily used for constraining the values of a
system to the range of [0, 1] and heavily utilized in layers with gating functions, such as the
LSTM and GRU layers.

σ(x) =
1

1 + exp(−x)
(2.4)

A visualization in the domain range of [−2, 2] is provided in Figure 2.2 bottom right, with
the upper and lower limit bounds shown.

Hyperbolic Tangent (tanh) The hyperbolic tangent function is another function that
is heavily used in bounding output values into a constrained range, in this case the range
[−1, 1]. Similarly to the sigmoid activation, it is most frequently used within recurrent layers
in order to influence the gating effects.

tanh(x) = exp(2x)− 1

exp(2x) + 1
(2.5)

A visualization in the domain range of [−2, 2] is provided in Figure 2.2 bottom right, with
the upper and lower limit bounds shown.

Rectified Linear Unit (ReLU) The most common activation utilized when training
a model from a random initialization (or some extended version of this) has been found
empirically to cause networks to converge more quickly than the sigmoid or hyperbolic
tangent activations.

ReLU(x) =

{
x if x > 0

0 o.w.
(2.6)

Another common tendency is to swap out the ReLU activation with a leaky version, by
which it means that instead of negative values being clamped to zero, some reduced amount
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is allowed through, be it the Leaky ReLU activation where negative values are attenuated
by a scalar value, or Sigmoid Linear Unit (SiLU), SiLU(x) = x · σ(x), where small negative
values are passed through at a diminished value while larger negative values quickly clamp
to zero. A visualization of ReLU in the domain range of [−2, 2] is provided in Figure 2.2
bottom right, with the lower limit bounds shown.

Softmax Softmax activation is often used in classification problems where there is a finite
choice between classes to provide a probability estimate of which class is actually present.
An important note is that in the general case, this probability estimate is not very good in
terms of the true probability for each class’s presence, but because values are bound in [0, 1]
and sum to 1, interpretation as a probability density function is often abused for simplicity.

Softmax(xi) =
exp(xi)∑
j exp(xj)

(2.7)

A visualization of a single input realization with 10 output values is shown Figure 2.2 top
right, in blue the input values are shown, while in red the output values are shown.

Element Operations Here, again for simplicity, operations that take in inputs and pro-
duce an output are abstracted in the concept of a layer, and those operations include the
addition and multiplication of matrices when combining the outputs of other layers and
inputs. Additional operations that fall into this category combine matrices through concate-
nation, as well as those whose operation alters the shape of a matrix such as the transpose
operation and reshaping or flattening of a matrix.
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2.1.2 Training the DL Architecture

The Training Routine for ML systems typically used with DNN architectures relies on back-
propagation of loss, or the performance metric on which the system is measured, to provide
the gradient for how the system performance is expected to change for each weight and bias
in the full network through the application of partial derivatives by using the chain rule in
calculus [36]. The optimization algorithms that leverage that gradient are then responsible
for translating the gradient into updates for each tunable parameter in the model during
training. The choice of optimization algorithm, all of the choices that go into the structure
of the architecture, as well as what data is made available to the training routine and when
that data is available, are all parameters that the training routine has control over. The
collection of all design choices with the model are called the hyperparameters of the archi-
tecture and part of the training routine can optimize over these often discrete options. Two
fundamental approaches for selecting high performance hyperparameter sets are grid-search
and random-search.

Grid-search optimization built into the training routine is effective at establishing trends
of how individual parameters in the hyperparameter space affect the output performance;
however, the use of a grid implies a direct understanding that there are characteristics that
will not be observed between the search points. Fig. 2.3 presents a hyperparameter search
when looking at just one parameter’s effect on the overall performance of the system. The
solid blue line represents the true effect this parameter has on the performance of the system,
while the scatter points represent different trials and the resulting performance on some
validation dataset. Now since a trained model’s performance is dependent on more than
one parameter, the observed performance is a noisy observation of the true performance
of the chosen parameter. By performing a grid-search, the general quadratic trend could
be observed, but if too few points are observed as in the Wide Grid observation in Fig.
2.3, establishing a trend in the wrong region is possible as a feasible region here would
be in the range [2, 4], while an ideal region would be centered on 5. By direct contrast,
using a Fine Grid will not be so easily misled, allowing for a more ideal range centered on
5. The tradeoff comes to training significantly more models and spending more time and
resources to examine this problem, while still not being able to observe periodic differences
in the parameter that has a more significant impact than the precise value of this parameter.
Ideally, choosing a medium size grid that can help narrow the parameter region, which this
example would allow for a narrowing to the range [3, 6], would be more practical. After
narrowing the range with the medium grid, a random search for a final selection can be
done while also optimizing other parameters; however, knowing what size grid is appropriate
comes from experience and/or detailed knowledge of the data being observed. In the case
of a truly unknown problem space, utilizing an initial random search often leads to faster
convergence to a near optimal result, or can minimally establish a range over which a grid
search might be appropriate.

The general assumption made in this dissertation is that a model is being developed from
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Figure 2.3: An example of how Grid-search and Random-Search can be used to optimize on
the hyperparameter space by finding trends (dashed lines) for a parameter. The true effect
of changing this parameter (an unknown) is modeled with the solid blue line, but due to
other parameters, there is some unknown noise on the final performance, but the overall goal
is to choose the parameter value at the minimum, or a value near to the minimum. With
too wide of a grid both large and fine scale trends can be missed, while too fine of grids
result in a large search space, which still doesn’t guarantee that fine scale characteristics are
observed. Choosing a medium size grid typically comes from experience or expert knowledge
about the data space. However, predicting the fine scale properties will likely become an
impractical search problem, so after narrowing to a likely operation region, switching to a
random-search is more practical than choosing a specific value while optimizing over the full
hyperparameter space.

scratch, which means that the model’s initial weights and bias values are randomly initial-
ized. When models are being developed for a classification task, the random initialization
results in a system whose performance is on par with random guessing and often requires a
large number of training steps to move away from random guessing in any significant manner.
By curating the data to a simplistic set, or by drastically limiting the available data during
training, thereby forcing the model to overfit, the challenges of overcoming a random initial-
ization can more quickly be addressed over initially providing all available data. Choosing
what data to provide to initially prime the network is a research area in and of itself and is
not covered in any detail here, but some observations on ways this might be achieved are
discussed in Chapter 4 based on observations taken in the AMC application study, though
it’s important to note that recent trends have networks being pre-trained with unsupervised
techniques [39]. Techniques seen within the image and larger ML community rely on TL
[17, 40], where a much more complex dataset along with long training routines are used to
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create a primed network that can then be used to overcome the initial randomization. While
TL is not the focus of this work, concepts developed within the research area will be utilized
to help understand data quality later on. TL is viewed here as a staged approach taken by
the training routine; after all, the initial model that is used as the source must be trained in
some fashion to overcome the random initialization, so all discussion of TL within this work
is taken as means to overcome the random initialization and not with regard some highly
trained model that can be refined to the problems at hand.

Transfer Learning The most general definition of TL is taking a trained model on some
source task, then allowing this model to go through a new training procedure to perform
on the target task. This approach can allow for the full network to go through fine-tuning,
where all weights and biases are free to change during the training on the target dataset [41].
In contrast to fine-tuning, the second most common approach freezes the weights and biases
in the majority of the network, where these parameters are considered part of the feature
extraction routine, and replaces the networks head(s), thus only training a new head for the
target dataset. The most common usage of a head is a linear layer or series of linear layers
that take the features extracted from the frozen layers and fuse them to produce the result
of the task at hand.

2.1.3 Role of Data

DL with a DNN architecture relies on gradients commonly produced with backpropagation
and an optimization algorithm to tune the layers in a manner to make them useful for the
desired task. The role of data is explicitly to provide a means for producing meaningful
gradients. For the RFML task of AMC there’s nothing that stops a developer from training
a network using pictures of cats and dogs to train a network for that task, but there are
more efficient approaches to take.

One of the most basic ways to train an efficient network to do a task is to provide the
exact task that it should accomplish and then iterate until the task is successfully complete.
However, a fundamental assumption of the above is that the problem space is sufficiently
small and accessible that practice can occur until perfection, but it does not take into account
the generalizations to achieve real world operation. For example, here are two descriptions
that if properly executed should perform the same task:

• “Take the spoon from the edge of the counter at a height of 1 meter and place it on
the table 3 meters away with the handle pointing to the nearest edge of the table.”

• “Take that from the counter edge to the table.”

Both commands above should be able to take a spoon from a counter and place it on the
nearby table, but the first description carries significantly more precise instructions for the
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situation. If a system becomes highly tuned to this first command, then the generalization
of the system to move forks, cups, bowls, or any other object along with counters and tables
of varying heights and distances will be lost.

The fixation on specific details in the data rather than the task at hand can be interpreted
as a failed generalization in two ways. The first way is commonly called overfitting and can
be treated as the problem with the network and training routine effectively memorizing the
data, creating a matched filter that knows how to exactly extract the desired information
it has seen before. Overfitting can be addressed through regularization layers, as discussed
with Batch Normalization and Dropout layers, being added to the network to offset
memorization. By enlarging the dataset to exceed the memory capacity of the network,
the training routine can potentially force the network to make the desired generalizations
in order to improve the performance metric. The second way is often more subtle and only
really becomes obvious when a system is put into active use. This problem is called machine
bias and occurs where a trained system used in practice mimics unseen/known biases in the
data itself [39, 42]. The most concerning types of machine bias with regard to sociopolitical
concerns come into play with focus around humans and the information surrounding them
[43]. Humans are imperfect by nature and any bias or ignorance they posses can be reflected
in the data and analysis produced by them, but it is important to remember that systems
produced by humans can inherit those biases, for example search engine results [44].

In order to provide meaningful gradients for networks to train on, the dataset used to train
the network must in turn be of high quality, where quality can be described with three
principles [45]: Comprehensiveness, Correctness, and Variety. Chen et al. [45] go into detail
on what each concept encompasses. Summarizing their work, Comprehensiveness is the
meaning that the dataset has the information relevant to the task at hand. Correctness
entails that any underlying metadata that is incorporated during training is accurate to the
task, thereby free of preventable biases and not subject to adversarial manipulation. The
third principle of Variety is the primary focus within this dissertation and consists of making
sure the dataset used for training has appropriate distributions within it to the intended task.
For the sake of simplicity, Comprehensiveness will be assumed throughout the work for all
datasets used, as will Correctness; however, discussions on how to preserve Correctness will
be addressed as appropriate within RFML application spaces. The concept of Variety will
be explored in more detail in the RFML domain to better understand and learn how this
principle hurts the final performance of networks when not appropriately addressed.

2.2 Commercial RF

From the statistics collected by CTIA [6] that were discussed in Chapter 1, the use of wireless
technology is growing exponentially. With the current release of 5G and the ever growing list
of devices that will be present in the Internet of Things (IoT), ML is becoming a fundamental
technology to meet the heavy demands and constraints [46].
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Table 2.1: The three principles of dataset quality: Comprehensiveness, Correctness, and
Variety. Provided within this table there is one case where the principle is met, and another
where it is lost for the case of training an AMC network.

Principle Higher Quality Lower Quality

Comprehensiveness All modulations present Only a single modulation
and balanced scheme present

Correctness
Every observation represents Co-channel interference
the desired modulation and present during recordings,
is labeled properly potentially adversarial

Variety
Observations represent the Collections are purely
expected degradations for synthetic and contain no
usage in the field distributions of nuisance

parameters

2.2.1 Spectrum Shortage

A fundamental application space for ML in the commercial domain is getting a better handle
on the problem of Spectrum Shortage. The principal understanding of the shortage of spec-
trum comes from the limited resource known as ‘radio spectrum,’ which resides in the finite
electromagnetic frequencies between 3kHz and 300GHz, combined with continual exponen-
tial growing demand [13]. Since the establishment of the Federal Communications Commis-
sion (FCC) in 1934 and the National Telecommunications and Information Administration
(NTIA) in 1978, the RF spectrum has been carved up into dedicated slices of spectrum for
specific system or application uses in the USA and has often influenced worldwide alloca-
tions. Berlemann and Mangold define wasted and/or unused spectrum as spectrum that is
allocated to failed systems, occasional or sparse utilization of allocated spectrum, or spec-
trum that has been allocated in a manner that fails to match technological improvements
[13]. Therefore, by their estimates in 2009, 90-95% of the spectrum at any given location
is unused and thus the ‘scarcity’ of spectrum is “an artificial result of the way spectrum is
regulated” [13].

The fundamental problem is then: how one both utilizes and regulates the unused spectrum
that is beneficial to a Secondary User (SU) without infringing on the Primary User (PU),
all while maintaining a desired level of Quality of Service (QoS) to support the business
infrastructure surrounding the commercial RF domain. What makes this problem even more
difficult is the understanding that the burden of utility and onus of impairment compensation
fall to the SU as oftentimes the PU will continue to act as if it has sole access to the resource.
Therefore the SU has to operate typically in an uncooperative manner, meaning it must both
adapt and be regulated at speeds that will exceed the capabilities of human operators such
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that PU QoS is not impacted.

2.2.2 Spectrum Sensing

In simplest terms, the solution to the problem of spectrum shortage is being able to under-
stand when and where spectrum is and isn’t being used. For the cases where spectrum is
allocated for a failed system, or where technical advancements have left a known determinis-
tic hole, the spectrum can be thought of as idle and can be used by a SU. However, even in
these cases where the PU can be thought of as absent, while still ignoring the cases where the
PU is an infrequent user whose access is at best predictable if not outright non-deterministic,
the SUs must still contend among themselves in order for any true effort at QoS to be made
among SUs.

Frequency usage is influenced by a diverse set of deterministic and non-deterministic pa-
rameters, such that for any one device to have complete knowledge should be considered
impossible. For instance, even if all of the deterministic parameters can be accounted for in
terms of where a two-way radio can make use of the spectrum, whether or not the spectrum
is ever in use is determined by random presence of a user at the time and location along with
having such a device and then using it. Taking it one step further, the problems inherent
to finite devices give rise to the complications of the hidden and exposed node problems [4]
where even a perfect observer prone to make no error in the realm under its purview cannot
make the ideal decision because there exist things outside the perceivable domain. Figure 2.4
presents visualizations of the hidden and exposed node problems, where the circles represent
the transmission footprint or interference range of the color matched transceiver. At the
top of the figure, the hidden node problem exists where SU-A senses the desired spectrum
is free at its location, and even with perfect knowledge has no way of knowing on its own
that PU/SU-C is also using that same slice of resources. For the sake of argument, assume
that spectrum is used in a first-come/first-served basis and PU/SU-C is already using the
resource for their system. When SU-A transmits with perfect knowledge of the local EME
stating that the spectrum is free, SU-A produces interference to system C’s receiver in a way
that, without external feedback, SU-A would not be aware of. The hidden node problem
is therefore a difficult problem to overcome without a priori knowledge provided in a coop-
erative system, the likes of which might be infeasible or impractical for every scenario that
ultimately serves as a limit to QoS in a shared medium. On the opposite side of the problem
space shown as the bottom configuration in Figure 2.4, the exposed node problem is shown.
In this case, SU-B wishes to transmit to SU-A while PU/SU-C is actively transmitting. SU-
B senses the use of the spectrum and chooses to concede the use of the spectrum to be fair;
however, if SU-B transmits, no interference would befall system C, meaning that reuse was
possible and potentially ideal in terms of reaching the ultimate capacity of the spectrum. In
this scenario, there is still the problem of Spectral Shortage as by regulation of being fair;
usable spectrum sits idle.
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Figure 2.4: Examples of the hidden node problem on top, and the exposed node problem
on bottom. In the hidden node problem, SU-A wishes to communicate with SU-B in the
frequencies occupied by PU-C, however in doing so will interfere with receivers in the PU
system, yet has no means on its own to detect PU-C’s presence. In the exposed node problem,
SU-B wishes to communicate with SU-A, but because it detects that PU-C is actively using
those frequencies, it will choose not to use this frequency band even though SU-B’s usage
will cause no interference with the PU system.

While both conditions present limitations on what is feasible, they both examine the situation
where each device is limited in the resources available and must fend for itself in the decision
making process. The body of work in the realm of Spectrum Sensing (SS) is ever evolving and
has a fair amount of ML work well established within it, while focusing on how to broaden
the knowledge available to the radios to make better decisions about when and where to use
the spectrum [47, 48, 49, 50, 51, 52, 53, 54].

2.3 Military RF

The exchange of information through communication systems or the acquisition of more
physical situational awareness through the use of signal intelligence (SIGINT) and radar
systems are reasons that the military has a vested interest in RF spectrum allocations. A
fundamental truth for the military is that if a threat cannot be observed, it cannot be
handled or mitigated. Therefore, it should come as no surprise that Spectrum Sensing is
a critical component of military systems and has the additional hurdles of not just caring
about finding when the spectrum is empty, but caring about the signals that are present as
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well. Monitoring the of whole of the RF spectrum is desired in order to provide any possible
tactical advantage, especially in the field of battle, but the techniques and tools available to
monitor the spectrum are highly advanced, tuned, and require significant training to even
begin understanding. The ideal simplification for the military would be to automate this
monitoring, minimize the possibility of missing a critical observation, and distill down the
many gigahertz of spectrum into actionable intelligence that any soldier can understand.
This includes improving the hardware capabilities, while reducing the Size, Weight, and
Power (SWaP) constraints of the radio enough to have them be mass produced, at the same
time condensing years of training and experience at spectral surveillance into an application
that not only can analyze the spectrum, but also produce bite size information such as allies
are to the east, and threats are approaching from the south, all working in real time.

Over the last few years, numerous competitions and programs have been created to encour-
age the government, industry, and research communities to apply their joint understanding
of ML into the RF problem space. Among the competitions were the Army’s Signal Clas-
sification Challenge [55, 56], focusing on AMC with poisoned datasets, and the Defense
Advanced Research Projects Agency (DARPA) Spectrum Collaboration Challenge (SC2)
[12], focusing on spectrum sensing, planning and usage. Programs outside of the challenge
space like DARPA’s Radio Frequency Machine Learning Systems (RFMLS) focused on prob-
lems that had yet to see as much public research as AMC, like SEI [57]. Active programs
like Intelligence Advanced Research Projects Agency’s (IARPA’s) Securing Compartmented
Information with Smart Radio Systems (SCISRS) program take that a step further to char-
acterize unintended, anomalous, and/or covert waveforms, for which training data may be
difficult to collect as well as blind detection and reaction in an RF space to a waveform that
may not conform to regulatory confines [58].

2.3.1 Spectrum Reallocation

The continued commercial growth of spectrum usage and the value seen in selling off the
spectrum to the highest bid has caused a reevaluation of spectral use by the federal gov-
ernment in general. One of the more recent concessions relinquished 100MHz of military
radar spectrum for commercial use, intended to supplement the ongoing rollout of 5G in the
cellular market, from the DoD at 3.45-3.55GHz [59]. However, the reallocation of spectrum
from military is nothing new and often has significant costs for the federal government to
accomplish as the hardware in use for those bands is typically highly specific and requires
acquisition of new hardware and training for all those affected [60]. One hope for the usage
of SDR systems going forward is that the reallocation costs can be minimized to software
changes rather than replacing the physical hardware and retraining the users.

Fundamentally, the challenge is to investigate and understand the overall impact these real-
locations have on military readiness. For instance, if there’s interference generated nearby,
physically and spectrally, from commercial sources, that could hamper the functionality of
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critical military systems and should be managed. As wars typically are not nicely planned
out, having the ability to regulate, and potentially remove conflicting systems from military
contention are desireable to have prior to the release of such a strategic resource.

2.3.2 Competitive Use of the RF Spectrum

In times of peace, use of the RF spectrum typically is commercial in nature and, outside
of preallocated bands, competition among different entities falls in the domain of trying to
acquire and use as much as possible according to some rules of conduct. In times of conflict
those rules of conduct no longer apply, and while still in theory limited by the rules of war,
the goals of such systems can shift between desire to use, and desire to deny use to others.
The observed contention shifts from one of accidental and/or greedy interference to one of
malicious denial and jamming resulting in a much more difficult and perilous environment
to operate in in terms of resource access and physical defense. The ongoing Russo-Ukrainian
War offers first-hand understanding of this kind of competition and how with proper planning
and staging it can have a devastating effect, but with that same kind of planning and staging
the effect can be mitigated as well [61].

2.3.3 Looking to the Future

Older static systems have shown fundamental flaws in both times of peace and during com-
petitive conflicts. During peace, they add unused allocations to the military and cause
spectrum shortage that might otherwise find a desirable use in the commercial markets,
while at times of war they serve as a potential risk if their purpose is targeted by an adver-
sary who creates a countermeasure that targets the band of operation and renders the system
inoperable. The primary drivers of SA for regulation and SIGINT result in a fundamental
need for RFML systems with the abilities to find and identify malcontents in the spectrum
as well as the ability to attribute these emissions back to a source with SEI.

While all sources point toward and are pushing for RFML systems, there’s the added compli-
cation for federal entities created by the Privacy Act (5 U.S. Code 522a) and for all entities
that have similar limitations placed on them for the purposes of protecting the privacy of
its citizens. The Privacy Act limits federal government agencies from abusing a citizen’s
Personally Identifiable Information (PII) in broad terms [62]. This means that caution must
be exerted when collecting RF data at the federal level when intending to create any form
of curated data on which a system may be trained, which might contain such information
through both well-defined protocols and otherwise unknown protocols. Therefore, a means
to understand and procure data in a cost effective manner when needed is important to the
U.S. RFML portfolio.
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2.4 RFML Ecosystem

Figure 2.5: The composition of the RFML Ecosystem providing a greater focus on the
aspects of Data, Trust, Security, and Operations as important, closely intertwined facets
that support the Application space [1].

A joint effort between several researchers at Virginia Tech sought to draw feasible bounds
around the scope of RFML in order to better highlight the aspects that felt absent, or lacked
more detailed study in the literature. At the start of work toward the RFML Ecosystem
the literature was heavily focused on the application space and showing the gains that ML
provided to each unique application, but in general consistently glossed over the remaining
areas, even if acknowledging them as areas that needed more focus and study before the
results could move from a theoretical solution to one that would survive contact with the
real world. The RFML Ecosystem [1] emphasizes the full scope of intertwined issues that
should be considered, while trying to go from solving a single problem in the RF domain to
fully implemented application or solution live in the field. Figure 2.5 presents the five general
areas to consider within the ecosystem: the applications, user trust, security, operations, and
underlying data. The work in this dissertation is predominately focused within the areas
of data, operations, and user trust while showing their inner workings through application
space of AMC, with observations made from relevant spectrum sensing programs as well.

2.4.1 Applications

A fundamental part of RFML research is the understanding of context, or secondary infor-
mation, observable from sampled RF spectrum. The primary information of a waveform
can be described as the what in regards to a transmission. Two fundamental uses of RF
spectrum are: carrying information from one point to another in communications systems,
and sounding pulses in attempts to search, locate, and/or track physical objects within
radar systems. Looking to understand the secondary information, or context, surrounding a
transmission examines the other fundamental questions: when, where, why, who, and how.
By instead asking questions about the when and where of a transmission in regards to the
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spectrum causes the question to fall into the realm of spectrum sensing and signal detection,
the process of putting bounds on where the transmission exists in time and frequency. An
additional aspect of where comes into play in the physical domain, to better understand rela-
tive positioning of the emitter from the reception point (e.g., forward, backward, left, right),
or more specific localization coordinates to produce a mappable emission. The questions of
how and who can then be thought of as the problem spaces of AMC and SEI, respectively,
when enough understanding of the transmission exists; otherwise, the problem can fall into
the realm of anomaly detection for characterizing a transmission that falls into an unknown
category. The final fundamental question, why, in the RFML problem space is significant
for providing a deeper understanding of the EME itself. In terms of channel modeling and
emulation, this why comes along the lines of understanding how the channel takes an ideal
representation of the transmission and the results of the degraded form observed at the
receiver.

Next the application spaces discussed above are explored in greater context below, except
for SS, which was discussed before in Section 2.2.2.

2.4.1.1 Automatic Modulation Classification

AMC is the body of work within the RFML literature that aims to ask how information is
being transmitted between a transmitter and any number of receivers. In effect the aim is
to down-select from the set of possible modulation techniques to either the exact technique
in use, or a much smaller subset of modulation techniques such that more computationally
expensive, or otherwise costly routines such as trial and error approaches, can be used to
determine the correct classification.

Typical approaches rely on a combination of feature extraction stages followed by feature
fusion or pattern recognition to make the decision on a given observation. Prior to raw IQ
being used in the RFML field, likelihood-based and feature extraction routines designed by
domain experts were prevalent, often with rule-based engines or other ML backends handling
the final decision from the feature space [32, 63].

Often the simplest version of an AMC problem is presented by the classification of two
nearly identical waveforms, Binary Phase Shift Keying (BPSK) and Quadrature Phase Shift
Keying (QPSK). When distilling the waveforms down to their symbol spaces, their distinct
differences can be shown in an IQ scatter plot as seen in Figure 2.6 on the left, where the
symbols are perfectly clear given time, frequency, and phase synchronization. The problem
becomes more complex with the introduction of an AWGN channel to the symbol space as
seen in the middle column of Figure 2.6, even with just the loss phase synchronization, with
few symbols to observe, the classification becomes more difficult. Finally, on the right of
Figure 2.6 is the synthetic raw IQ data more commonly seen within the RFML problem space
where there still exists time, frequency, and phase synchronization. As the observer views
the images from left to right, the ability for a human to distinguish the two modulations
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from each other becomes increasingly difficult, and yet this still is neglecting the sources of
complexity in the problem space without opening up the option space to a larger pool of
modulations.

Figure 2.6: One of the simplest problems in AMC, the classification between BPSK and
QPSK waveforms based on symbol space, and the more complex problem of sample space.
This still assumes time, frequency, and phase synchronization for both symbol and sample
images.

2.4.1.2 RF Fingerprinting / Specific Emitter Identification

The goal of Specific Emitter Identification (SEI), also known as RF Fingerprinting, is to
identify the transmitter responsible for sending a signal of interest. Slight, but consistent
differences between emitters, such as IQ imbalances, amplifier non-idealities, and other im-
perfections caused during the manufacturing process [64] make SEI possible. These differ-
ences not only exist between transmitter brands and models, but amongst transmitters of
the same production lot. Further, work presented in [65] showed geographical differences
including propagation channels and angle of arrival to have a dramatic effect on SEI perfor-
mance as well. Compounding the difficulty of examining and contrasting these transceiver
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imperfections that oftentimes will have a calibration stage to further minimize their obser-
vation, the ability to model the RF component chains in these devices is something done
with approximate modeling rather than high fidelity simulation due to the sheer difficulty
in perfectly representing and understanding all of the effects that have been seen.

Given the vast number of existing devices, each exhibiting nearly imperceptible differences
from one another, SEI in particular has benefited greatly from the advent of RFML, which
doesn’t need to rely on expert features derived from the approximate models [64, 66, 67].
While traditional SEI techniques have focused on the difficult and laborious task of defining
expert features to distinguish between emitters [68], recent RFML-based solutions have used
CNNs to learn the discriminating features for identifying transmitters more reliably than the
hand-crafted features, and have shown the ability to identify unknown emitters [64, 66].

2.4.1.3 Positioning/Localization

Positioning and localization play a crucial role in both military and commercial communica-
tions. For example, as the quantity of consumer-focused wireless devices continue to grow,
positioning and localization become increasingly useful in emergency and safety applications,
such as search and rescue operations [69, 70].

Traditionally, localization techniques have relied on expert-defined features, such as received
signal strength [71, 72]. However, in recent years, a more rich set of RF measurements
including channel transfer functions, frequency coherence functions, and channel state in-
formation have been used [70, 73]. While channel state information has been used to reach
state-of-the-art and cm-level accuracy on indoor positioning tasks [70], little-to-no work has
made progress towards performing localization using raw RF data.

Unique considerations take place while curating datasets for this application space. Particu-
lar care should be taken as more well kept metadata will be required for this application space
as one needs to understand and document the propagation environment, and transceiver lo-
cations with as much precision as possible (often beyond commercial Global Positioning
System (GPS) precision). The receiving system will require some means for direction of
arrival estimation with the means to coordinate multiple observations with knowledge of the
configuration of the receiving system. These differences will likely make datasets created for
AMC and SEI with a single observer be less than ideal for investigation and require explicit
dataset curation by scenario until a better understanding is established.

2.4.1.4 Anomaly Detection

An emerging RFML application area is that of anomalous event detection, where DL models
are used to learn a baseline environment and subsequently detect/classify deviations from this
baseline (so-called anomalies). An example of this budding area of research can be found in
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[74], where RF spectrum activities are monitored and analyzed using deep predictive coding
NNs to identify anomalous wireless emissions within spectrograms. Similarly, in [75], the
authors utilized recurrent neural predictive models to identify anomalies in raw IQ data.

This application space is harder to quantify in general than most in terms of data fidelity
and quantity, as the approach and representation drastically affect the performance of such
systems. In the most naive sense, an anomaly could be inferred as anything new, so starting
with a system that only knows the qualities of background noise, one could design an SS
system that is able to detect everything and qualifies those as anomalies and reduces the
reporting of such events based on a backend rules engine. In more well researched and
engineered systems, there could already be a knowledge base that constitutes the normal
and then the system is simply designing a similarity system that quantifies whether or not a
given observation is close enough to the knowledge base to be ignored, otherwise flagging it as
an anomaly. In any approach, there needs to be enough data to parameterize the concept of
normal, and then enough data to establish the decision space that can then separate normal
and anomalous behavior. At a fundamental level, this application is trying to identify the
unknown and is actively being researched across all ML domains, and this dissertation does
not attempt to describe it.

2.4.1.5 Channel Modeling/Emulation

The channel plays a defining role in the performance of RFML systems. As a consequence,
including realistic channel effects, captured or simulated, into the training of RFML systems,
is critical to achieving top performance. In the case that sufficient data can not be captured,
channel modeling is a critical component of creating realistic simulations of RF systems.

Traditionally, channel modeling requires understanding the multi-path propagation effects
of a wireless channel and stochastically recreating those characteristics using mathematical
approximations during simulation. However, such approaches are often computationally
expensive [76]. The area of RFML-based channel modeling and/or emulation is currently
limited, but continues to grow as the need for data grows. For example, in [77, 78], an ML-
based channel “stand-in” is used, which allows for channel emulation within an end-to-end
RFML training routine. Alternatively, in [79], the goal is channel translation, where signal
captures collected in one channel environment are augmented to resemble a different channel
environment.

2.4.1.6 Application Dependencies

As alluded to while discussing the application spaces, the scale and scope of different appli-
cations can lead to vastly different hardware and SWaP requirements. For example, a Rasp-
berry Pi 0 has been shown to be suitable for performing event-triggered packet-based SEI for
IoT networks [67], but much larger systems are needed to realize real-time 5 GHz instanta-
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neous continuous spectrum monitoring systems [57]. For most RFML applications, decisions
must be made locally due to bandwidth and time constraints [80]. As a result, environmen-
tal effects on the hardware must also be considered, in addition to the SWaP requirements
necessary to execute RFML algorithms on varying devices. For example, when deploying
RFML algorithms aboard small spacecraft which are impacted by radiation-induced single
event upsets [81, 82], without the addition of radiation shielding and/or extensive mitigation
strategies, the performance of the ML structures fail to achieve the necessary performance
to be practically useful [83, 84, 85, 86, 87, 88].

Broader dependencies include harnessing the more rapid decision making available through
RFML. More specifically, many of the applications discussed above cite rapid decision making
as a benefit of using a DL-based approach over traditional approaches. However, additional
work is required to make the outputs of such RFML systems fully actionable.

2.4.2 Deployment Considerations

Though early adoption of RFML systems has already taken place in a variety of military
systems [34, 57, 89, 90], a broader interest is expected in the roll-out of commercial cellular
[91, 92, 93], IoT [67, 94, 95, 96], and satellite communications systems [97, 98, 99]. This sec-
tion evaluates the practical SWaP constraints encountered in the transition to real systems,
highlighting that the requisite hardware and algorithmic technologies for RFML deployment
are well under way. More specifically, given the low processing and storage requirements for
RFML algorithms, compared to Computer Vision (CV) algorithms, and current availability
of RF sensors on board low-SWaP mobile devices such as cell phones, the barriers to en-
try for deployed RFML algorithms are primarily the cost of training data, decision-making
infrastructure, and trust/assurance.

2.4.2.1 Real-world Data Collection

The primary difference between laboratory-measured or synthetic data and observed data
is typically that the laboratory or synthetic environment is pristine in comparison to an
observed environment. This is largely due to the multiple overlapping phenomena, not typi-
cally encountered in simulation or a laboratory, that degrade signals which have propagated
in the physical world [100]. These real-world effects can generally be categorized as hard-
ware variations and channel effects, and can significantly impact RFML performance, if not
considered when developing the training, validation, and test datasets, as discussed in this
subsection.

Hardware variations refer to the variances between transmitter and receiver hardware plat-
forms and the resulting impact on the received waveform. More specifically, different trans-
mitter and receiver pairs distort waveforms from the ideal in varying degrees as a result
of manufacturing variations, environmental operating conditions (e.g., temperature), and



2.4. RFML Ecosystem 41

access to supporting devices like reference oscillators. These distortions take the form of
non-linearities, additive noise, timing offsets, frequency offsets, phase offsets, sample rate
mismatches, and/or amplitude offsets, all of which may be time varying. Depending on
the application, distortions to the waveform caused by the transmitter may be a parameter
of interest, or may be considered a nuisance parameter. In the latter case, an ensemble
of transmitters is required to model an average transmitter, and as a result, adding vary-
ing transmitter imperfections to the training data is critical for model generalization. For
example, applications such as SEI depend upon transmitter imperfections to distinguish be-
tween transmitters. Meanwhile, for applications such as AMC, transmitter imperfections
are considered nuisance parameters, as the goal of AMC is to identify the modulation class,
regardless of the emitter. Similarly, in the case of receiver distortions [22, 72], natural recep-
tion variations such as sampling rate differentials, frequency offsets, and varying SNR, must
also be varied in the training data to encourage generalized learning [101].

Lack of synchronization between devices will also exacerbate the distortion caused by the
transmitter and receiver, as well as the channel itself. To improve synchronization, detection
and isolation routines are used to select spectrum of interest. However, these algorithms
introduce measurement errors in the form of time, frequency, and phase offsets between
the devices which must also be modeled in order create a realistic simulated dataset. It
should also be noted that higher quality hardware, such as military transmitters, tend to
cause less severe distortions than lower quality hardware, such as IoT transmitters, and the
non-linearities that contribute to these variations are often dependent upon technology and
hardware configurations.

The second category of real-world consideration for RFML system performance, signal prop-
agation and/or channel effects, add noise and further degrade the signal of interest. While
the baseline simulated or laboratory training environment used in most RFML works is an
AWGN channel, real-world channels have time-varying, often colored spectra, and uncon-
trolled RF interference sources such as other signals, impulsive noise (e.g., lightning), and
non-linear effects associated with bursty packet transmissions. While many of these effects
may be approximately modeled [102, 103], preliminary work in [104] has shown superposi-
tion of a live captured effect onto synthetic datasets through augmentation to yield better
performance. However, additional work is needed to confirm this hypothesis.

The physical medium (channel) through which the signal propagates can also change over
time, if the transmitters/receivers or environment is mobile, causing delayed imperfect re-
flections of the signal to overlap with the direct path resulting in time and frequency varying
interference. Therefore, relative motion between platforms, co-channel/adjacent channel in-
terference, and multi-path propagation must also be considered in the development of RFML
datasets. Many of these channel variations can be modeled stochastically. However, it is
important that the training dataset not be biased so heavily towards learning the channel
that it fails to learn the desired behavior [57].
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2.4.2.2 Size, Weight, and Power

Many DL techniques employ significant computing infrastructures during their training
phases, which makes training in the field infeasible [105]. When considering deployment, we
are most concerned with a DL algorithm’s computational requirements post-training, when
attempting to process incoming data inputs. Current state-of-the-art RFML techniques of-
ten utilize NNs significantly smaller than CV techniques, with 2-3 orders of magnitude fewer
trainable parameters, boding well for deployment on low-SWaP devices. Further, RF sample
frames occur on the order of 1 kHz compared to image inputs that might occur on the order
of 1 Hz in inexpensive commercial devices. Therefore, the evaluation time of a NN processing
raw IQ data must meet more stringent real-time requirements than a NN processing images.

In an effort to further reduce processing requirements, some RFML implementations have
also embedded traditional signal processing techniques such as Fourier and wavelet trans-
forms, cyclostationary feature estimators, and other expert features directly into the NN
[97, 106, 107]. Meanwhile, other research has focused on reduced precision implementations
of NNs, enabling a path towards realtime implementation [108, 109, 110]. However, reducing
realtime computational resources to mobile systems remains a challenge that must be over-
come, especially if online learning techniques are to be developed for future RFML systems
[111, 112].

Given the highly effective miniaturization of digital electronics, a deployed system’s weight
is primarily driven by its power consumption and the associated batteries or heatsinks [113].
In a spectrum situational awareness system, the instantaneous bandwidth of the spectrum
analyzed, the density of signals within the environment (affecting the number of calls to an
RFML algorithm), implementation in hardware vs. software, and the environment where the
device is used will all contribute to the system power usage. Realtime signal detection [114],
signal characterization [34], and SEI [67] systems have already been achieved, either through
the assumption of vehicle power or a tightly regulated and small duty cycle, showing the
feasibility of using these algorithms in current mobile systems. Further, the use of wake-up
circuits for periodic/event-triggered execution of an RFML function can be used to further
reduce average power draw, permitting the use of such techniques in extreme low-power
applications such as the IoT [67]. Finally, the integration of RFML processing with energy
harvesting techniques are of particular interest for battery-powered IoT and solar-powered
satellites, but have yet to be investigated.

2.4.2.3 Cost

Beyond SWaP, cost is typically considered the next most important operational considera-
tion. Because the quality of the training data drives the overall functionality of an RFML
system and often requires human-intensive labeling and/or pre-processing [57], as discussed
in more detail in Section 2.5, the primary cost drivers of current RFML systems are the
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curation of datasets used for training/evaluation/testing, the training hardware, and the RF
hardware to be deployed.

The cost of the training process itself is in part driven by power consumption [115], and in
part driven by the purchase of parallelized processors such as GPUs, Tensor Processing Units
(TPUs), or other special purpose hardware. While the purchase of specialized hardware is
typically a one-time expense, current training approaches for most RFML algorithms require
complete retraining of the underlying model when new training data is added, as online,
unsupervised, semi-supervised, and transfer learning techniques have yet to successfully be
employed. As a result, power requirements for maintaining RFML models can be high.
Improvements in online, incremental, and transfer learning approaches are necessary, not only
to learn behaviors associated with new signals or environmental changes, but to minimize
re-training to when performance degrades.

The cost of the RF hardware is dependent upon the quality, and will impact the performance
of the RFML algorithm and resultant learned behaviors, as discussed in Section 2.4.2.1.
For example, SEI algorithms are better at differentiating between low-cost sensors, such as
those used in the IoT, than between high-cost sensors, due to more significant variations
during manufacturing. Conversely, the peak accuracy of an AMC algorithm will decrease,
as the model is forced to generalize its learned behavior across the imperfections present
in low-cost hardware [22]. Such phenomena are not confined to the transmit side of the
RF chain, and can be induced by low-quality receiver hardware as well. Therefore, RFML
system design must consider the impact of the cost of the RF hardware on each side of the
communications link in the creation and/or expansion of the training datasets and in the
expected performance of the RFML system.

2.4.3 Discussion

While RFML algorithms have already begun to make their way onto deployed military
systems, it is expected that RFML will become a vital component of future commercial
cellular, IoT, and satellite communications systems in the near future. The scale and scope
of the different RFML applications to be deployed will lead to different hardware, SWaP,
and bandwidth requirements which will need to be considered. However, the discussion
above highlights the feasibility of using current state-of-the-art RFML techniques on even
low SWaP and Cost (SWaP-C) devices, given the use of significantly smaller models and the
speed with which raw RF data can be collected and batched for processing.

The quality of these potential deployed RFML systems is largely dictated by the quality
of the training data, i.e., how closely it resembles the data observed during deployment.
Therefore, the collection and labeling of training data is also one of the largest cost drivers, in
addition to the training hardware (i.e., GPUs and TPUs), power consumed during training
processes, and RF hardware. However, the development of online, unsupervised, and/or
semi-supervised learning techniques will mitigate these costs to some extent by limiting the
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amount of model re-training that must occur when hardware or environments change.

This dissertation focuses on the critical training processes that enable the RFML Ecosystem,
with significant focus given to understanding the intertwined aspects of Application, Data,
and Operations, while dropping hints along the way of how Trust comes into play. Chapter
4 goes through an application study of AMC, where considerations are given toward the
data used during training in order to better understand and qualify the statements made
here. Going through the process of training thousands of models with parametrically varying
constraints on the dataset allows for a deeper understanding of how data plays a role in Trust
as well. More explicitly, Trust in the realm of data comes down to the concepts of “Test Case
Generation” with understanding of in-set, near-set, and out-of-set, which help demonstrate
how an end user can expect the system to function, and more importantly help understand
where and how it will break.

• in-set - Data observations whose distributions and choices exist completely within the
training dataset.

• near-set - Data observations whose fundamental choices exist within the training
dataset, yet whose distributions are not found in the training dataset.

• out-of-set - Data observations whose choices and potentially their distributions are not
found in the training dataset.

Under the most ideal situations, the in-set category of data includes the deployment environ-
ment and therefore the best understanding and trust can be applied to the whole development
cycle in terms of performance on the chosen training, validation, and test datasets used. In
most practical real-world situations, while some of the deployment environment will exist
within the in-set training data, a more common outcome will have that the real-world data
will instead exist in the near-set category where all training, validation, and test datasets
might indicate high performance, while when deployed in the real-world performance can
degrade to on par with random guessing, if not worse.

2.5 Data Requirements

At this point, two different ways to think about data have been discussed. The first way
to consider data is in terms of Quality, as seen in Section 2.1.3, and is useful in talking
about what is desired in a training dataset in terms of Comprehensiveness, Correctness, and
Variety. While the second way to consider data blends the concepts of Comprehensiveness
and Variety by presenting the concepts of in-set, near-set, and out-of-set while thinking
about the test dataset and on a larger scale the deployment environment in Section 2.4.3.
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Starting with the end, understanding the desired deployed environment is in effect the bound-
ing placed on the system in the hope of describing what the in-set dataset must be privy to
in terms of observables, rather than the intimate knowledge and parameterization of such a
data space. For example, the observables could be defined in performance goals such as:

• Must work in the forests of Virginia

• Expected operational time is 8AM - 5PM

• Needs to incorporate the use of radio systems X, Y, and Z.

• Operational distance is within 5km.

Then, everything that falls within the above is part of the in-set data that must be portrayed.
From that, more parameters may be inferred, like the modulations that each radio system
can use, and the frequency bands in which they operate. Depending on the frequency bands
and operational time of day, that in turn might help qualify the assumptions about the
radio channels that can be expected if operating at a carrier frequency of 3MHz, or 3GHz.
Information about the radio systems, channel environments, and operational distance enable
inference the relative SNR range to expect. What is harder to identify and constrain are
unknowns like:

• How are the forests of Virginia unique in contrast to forests in general?

• How does the weather affect the systems in question?

• How well are the radio systems maintained?

• How much variation can be expected over the user base and does the individual user
affect their radio’s base performance?

• Does the speed of the transceiver matter?

• Should considerations be taken for vehicle travel on land, water, or sky?

While these questions can be thought of in this context, there may be many more that
cannot as easily be known. These unknowns in turn expand and contrast with the definable
in-set and establish a blurred understanding of the near-set. Helping understand the last
concept of out-of-set would be taking the same system with no modifications and expecting
it to work in the same way if put in New York City. There, the channel environment is likely
different enough that even if the same radio systems were deployed, which is unlikely, the
channel environment would differ in significance.

A subject matter expert might be able to help better align the in-set definition such that
the near-set differential can be minimized in terms of dataset representation. Caution must
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be taken however, because if the assumptions made do not align well enough, the opera-
tional space that the system will operate in could fully reside in the near-set. Conversely,
the validation and test sets would be in the in-set, providing false confidence in how well
the system will perform. The application study in Chapter 4 gives a strong example of this
where the assumptions put the entire operational point in the near-set for some training/-
validation/test datasets providing tests and metrics with strong performance, but fails once
operational observations are used. One point of caution to mention: this application study
contains a controlled and intentionally curated dataset where the Correctness property of
Quality is largely assumed to have zero error, or at least significantly close to zero error
within the data. Due to this careful curation, and the use of early stopping mechanisms,
the phenomena known as the “double-descent” issue within machine learning can largely be
avoided [116].

The concept of dataset quality then comes into play with moving from defining the in-set data
space and curating the training dataset in terms of Comprehensiveness. The training dataset
must not only contain the information space needed for operation (ex: modulation classes
for AMC), but also the nuisance space of significance (ex: fading, and absence of perfect
synchronization) as well. Where Comprehensiveness and Variety blend in this work is when
distributions that make up the degradation of signals when thought of as impulses at a single
point, or constant value rather than a distribution with variance (in simulation this is often
the case if the degradation is ignored). The attribution of this random constant to either
of the two areas is correct; however, based on the significance of such distributions on the
overall performance, their absence might be better attributed to a lack of Comprehensiveness
rather than to the mismatch of Variety.

These conditions lead to the desired requirements for dataset curation:

• Training datasets should be Comprehensive in that they incorporate as much of the
operational space as possible in the in-set category, while minimizing the occurrence
of the near-set and removing the possibility for out-of-set observations.

• Training datasets should be Correct in that labels have minimal noise and caution
should be taken to avoid the occurrence of adversarial poisoning.

• Training datasets should be tuned such that the Variety matches as closely as possible
to the expected distributions as long as that doesn’t conflict with performance goals.

Fulfilling these requirements will lead to datasets with greater Quality than otherwise would
occur if not observed. One example to be aware of in terms of Variety where distributions
and performance goals can conflict is when a performance goal is defined per class, while a
dataset might sample the classes true to observed distributions. The problem of imbalanced
classes in a dataset, while good in terms of Variety, could lead to undesired performance
based on the goals and is not considered within this work.



Chapter 3

Challenges of Dataset Generation

At this point the role of data in an ML system, and more specifically RFML systems, should
be understood as a commodity. This is due to the nature of data, and the resulting quality
associated with a dataset. Higher quality datasets that originate from within the actual
application space should always be the goal when money and time are of no consequence;
however, money and time are never of no consequence. So here a discussion of how to acquire
data, and the challenges associated with the collection, are discussed.

3.1 Data Observation Origins

At the end of the day in the digital domain, if two files or observations are bitwise identical,
the origin is a moot discussion. To the best of my knowledge, no such process can create
a bitwise exact replicate of waveforms in a specific real-world situation, let alone for the
general case. For the sake of argument, let’s assume there exists some such system that is
capable of performing such a general task. This means that there exists some combination
of software/hardware system that is able to bitwise recreate the exact observation that two
radios in the field produce and observe.

The question of what it would take to run such a simulation is an important discussion.
The first part of this simulation system is that there must be enough understanding of
the physical space and the electromagnetic properties of all materials in the location to a
point of quantization precision. Next, every propagation path, of significance, that exists
between the transmitter and receiver would need to be accounted for. Moving into the
realm of imagination, the exact state of the EME would be needed such that all interference
that is present in the observation is also accounted for, which would include the quantum
state of the transceiver devices to better understand the distortion and noise introduced.
Finally, the complete understanding of all biological life that might be interacting, moving,
or obfuscating the devices would need to be accounted for. At this point in discussing what
is needed for this system, the performance requirements would be unquantifiable and likely
be of the order of performance of all supercomputers on Earth, if not orders of magnitude
larger, all to produce a single observation in a dataset. Based on the system discussed in
Chapter 4, this would need to be repeated for a quadrillion observations in order to reach
the target performance goal.

47
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Backing away from the idealized perfect simulation, stochastic approximations are well within
the realm of possibility. Instead of the absolute knowledge, all that is needed are general
distributions on parameters of interest, like transceiver distortions, channel coherence time
and bandwidth, and interferences. Now here, the assumption should be that the stochastic
observation of any single simulated observation will never be bitwise perfect, but that over
the full dataset the measurable distributions are alike enough to real-world to still be usable.

The problem is therefore one of how well the distributions of interest can be characterized
and validated prior to setting down the simulation path. This problem also reduces to
one of data and characteristic extraction, be it historical or contemporary. Therefore, the
observations created by simulation and by extension, augmentation, are dependent on the
distributions present in the real-world environment and thus require an understanding of the
real-world as described through captured data.

3.2 Challenges to Collected Data

The problem for all forms of dataset generation fall back on needing some form and amount
of collected data, so why not just say that only collected datasets are of value. Pound
for pound, collected observations carry the greatest return when they are germane to the
problem space; however, the associated costs of procuring a single observation of collected
data often are orders of magnitude more expansive.

3.2.1 The Cyborg Dataset Collection Campaign

The captured dataset used in Chapter 4 for the AMC application study consists of over 2
million observations per class with an SNR value greater than −10dB and a length 1024
samples, with a stride from the start of one observation to the next being 2048 samples,
implying that on the order of 4 million non-overlapping observations were captured per
modulation. This collection was performed with a point-to-point setup using directional
antennas to maximize the distance and power that could be observed without adding ad-
ditional amplification outside of the Ettus B210 SDRs [117]. Despite having the waveform
generation software available with GNU Radio [118] and the OOTM ‘gr-signal_exciter’ [33]
and the SDRs on-hand, the development occurred over a period of eight months prior as
part of an Undergraduate Research effort by pre-entry level software developers. Prior to
performing the collection that became the research dataset, two additional attempts were
made, each revealing bugs that made the metadata wrong in comparison to the observations
collected. With each attempt, new structure and controls had to be implemented in order to
properly handshake between the transmitter and receiver such that the metadata updated
with each new capture, and every detail was recorded in a way that was correct. In all, the
collection took place over two fewer months than originally allocated to the collection, in
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order to catch and address the bugs within the collection routine. Even after all of the work
preparing this dataset, and establishing an automated collection routine on a point-to-point
setup, lack of understanding in stochastic modeling resulted in observations deviating from
the desired uniform spread, as both the transmitter and receiver used uniform spreads to
cause convolutions of the distribution in terms of SNR, Sample Rate Mismatch (SRM), and
Frequency Offset (FO).

3.2.2 Government Furnished Dataset Curation

There are several projects run by government entities that have collected, or seek to collect,
data that is suited for solving RF related problems. The DARPA RFMLS program was
focused on the problem of SEI and as a result required a significant dataset in order to be
able to apply ML to the problem. This process was labor intensive and required significant
planning and precise execution in order to guarantee the protection of citizen PII, as opposed
to taking an easier approach of recording similar devices such as WiFi at a neighborhood
coffee shop. This level of care required the acquisition and control of many IoT based devices,
and produced terabytes of raw IQ data restricted to government use.

A newer program being run by IARPA, SCISRS, in many ways is a spiritual successor to the
RFMLS program and has come across the same issue with the need of datasets to properly
address the problem of SEI. However, as SEI is not a primary focus of this program, which
is more interested in understanding the presence of anomalous signals instead, the program
structure has placed severe restrictions on access to raw IQ data in order to avoid potential
PII complications. Understanding the difficulty of performing SEI under these constraints,
the focus of SEI was adjusted in later phases to give the performers and program runners
more time to understand if there’s a better path to accomplish this aspect of the program.

Another program run as a competition by MITRE on behalf of the Army Rapid Capabilities
Office chose to instead rely on simulated data to avoid the difficulties associated with PII
for dataset curation. Even within the simulated data, there existed irregularities within the
datasets that prevented a seamless competition as reported by the performers. However,
this was discussed by the program runners and described as a combination of intentional
and accidental dataset poisoning within the program [56].

In all, the government led programs show the significant difficulties associated with curation
of datasets in both the collected and simulated domains. The difficulties lie in the domains
between a software developer and a domain analyst that can understand what the data
represents. By and large, there are too few people with adequate experience to wear both
hats, and this often causes greater expense in order to properly bound the problem, or
risk non-critical bugs in the software execution domain to slip through, causing label and
metadata noise to reside in the datasets.
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3.2.3 Cost Modeling

Performing a collection has largely been conducted by the operator for the express purpose
of generating data for their usage alone. These generation, collection, and storage routines
have mostly been single use developments that are either discarded after use, or simply
shelved in the case more data is needed, but remain inaccessible to the general public.
The OOTM ‘gr-signal_exciter’ [33] was initially developed to help alleviate the need for
reinventing waveform generation tools every time a new project was needed; however, it
too has been shelved in large part due to lack of time available to develop the code base
while pursuing the degree for which this dissertation is being created. By making use of the
shelved version of ‘gr-signal_exciter’ as a physical layer simulator and using the National
Aeronautics and Space Administration’s (NASA’s) Space Telecommunications Radio System
(STRS) Constructive Cost Model (COCOMO) Calculation tool, a rough estimation for just
developing the tool would be $1.3 million for simulation purposes in a semi-detached project.
The cost estimate increases to $2.9 million when developing the system for embedded system
deployment that places increased demand in the categories of Execution Time Constraint,
Main Storage Constraint, and Computer Turnaround Time. These estimates only cover the
costs associated with developing the codebase as an extension to GNU Radio and require
greater attention and research to substantiate. In general, a limitation in RFML is that there
doesn’t exist a means of projecting the cost associated with dataset curation, often resulting
in them being under-budgeted, leading to mistakes and delays due to under-staffing of the
effort. Developing a toolset to perform collections in a reliable way as well as to help do a
better job of cost estimation for curating the datasets that are needed are a critical hole in
the RFML body of work.

3.3 Open Source Data Generation Tools

There are several toolsets that exist to enable simulation of RF waveforms and have been
used in the literature to establish the RFML body of work. Among those that exist, three
predominant toolsets are GNU Radio [118], Liquid DSP [119], and RedHawk [120], which
all have roots extending from Virginia Tech.

While any of these toolsets would perform an adequate job at keeping track of the labels
under the assumption that proper bookkeeping was written into the source code, an OOTM
was created as ‘gr-signal_exciter’ in order to better keep track of the information. To
accomplish this, the concept of a signal was collapsed into a concept of ‘symbols’ in the
case of digital modulations, where a symbol was a compact representation of amplitude and
phase. For analog modulations, the concept of ‘symbol’ is overloaded and instead captures
a ‘message’ that represents an analog waveform, typically an audio waveform conceptually,
as a series of floats. The ‘symbols’ can then be requested by the routine responsible for
generating the ‘signal’ and within this function, per modulation, the knowledge of how to
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convert ‘symbol’ into ‘signal’ at the desired sample rate is preserved. To further simplify
the procedure, all waveforms can be instantiated with a signal parameter structure that
contained all relevant parameters needed to instantiate any modulation, and was able to
be serialized for independent process creation of the desired waveform, and another process
capable of implementing such a request. This procedure ends up being modular in that each
waveform can be created in a polymorphic manner with the same API in place. Figure 3.1
shows a few examples of what is possible with the ‘gr-signal_exciter’ OOTM. This routine
also allows for the creation of co-channel, adjacent channel, and vast arrays of signals to all
interact with the truth known, with just a small example of this being visible in the waterfall
plot within Figure 3.1, which is simulating a congested WiFi band.

Figure 3.1: Here are examples of the waveforms that were created using the ‘gr-
signal_exciter’ OOTM with GNU Radio. In the top left is a FSK signal whose pulses
are unfiltered, leading to main-lobes related to twice that of the symbol rate. In the bottom
left is a combination spectrum of multiple WiFi-like signals that occupy and overlap each
other while simulating an active and congested 2.4GHz WiFi band. The configuration file on
the right is the application’s generation information which is read in, allowing for multiple
signals to be generated in aggregate.

For the dataset used in Chapter 4, high quality timing was not available as the information
link between the two transceivers was supported by an LTE cellular internet backbone. As
a result, the collection was not designed for detecting the start and end of bursts, but rather
focuses on being able to classify waveforms from a steady state under the assumption that
an observation is definitely active for the duration. Due to the nature of the point-to-point
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setup, the receiver responsible for recording the waveform would form a request stating the
specific settings before sending it to the transmitter. The transmitter unit would ingest the
request, confirm a valid setting for the waveform of interest, and in the case of incompatible
parameters or undefined parameters, a default would be fallen back to. In the case that the
transmitter had to make any changes to the request, the transmitter updated the parameter
structure and replied back to the receiver once transmission was started. The receiver would
then log the metadata into a SigMF [121] file and start recording.

This setup for logging of metadata was convenient for logging metadata in a JSON file
format alongside a binary file consisting of the samples. In this way the dataset was created
consisting of as much detail as possible about each and every capture, and additionally was
able to keep track of any discontinuities in the samples from the B210 driver. One key
understanding needs to be preserved: the metadata is still subject to the imperfections of
the transceivers, such as time/frequency/phase drift and offset that are not compensated
for, therefore the metadata labels of SNR, FO, and SRM are still subject to some irreducible
noise. An example of the metadata collected is provided below for a Phase Shift Keying
(PSK) observation.

1 {
2 " annotat ions " : [ ] ,
3 " captures " : [
4 {
5 " core : datet ime " : "2019−07−10T13 :10 :57 .76120474999999999Z" ,
6 " core : f requency " : 914749999.9999986 ,
7 " core : l ength " : 11264000 ,
8 " core : sample_start " : 0 ,
9 " cyborg : noise_floor_dB " : −104.48491096496582 ,

10 " cyborg : snr_estimate_dB " : 40.56185722351074 ,
11 " cyborg : snr_technique " : " {\ " parameters \ " : {\" over lap \ " : 768 , \"

nwin \ " : 1024 , \" window \ " : \" blackmanharr i s \ " , \"
s ing l e_s ide_frequency_reg ion \ " : 0 .1875 , \"
above_no i s e_ f l oo r_ f i l t e r \ " : 3 . 0 , \" n f f t \ " : 1024 , \"
psd_range_noise_floor_region \ " : [ 0 . 4 , 0 . 5 ] } , \" s c r i p t \ " : \"
sn r_re f e r ence . py \" , \" method \ " : \" psd e s t imat i on \ " , \" func t i on
\ " : \" snr_est imation_energy \"} "

12 }
13 ] ,
14 " g l o b a l " : {
15 " core : author " : " " ,
16 " core : datatype " : " c f32_le " ,
17 " core : d e s c r i p t i o n " : " " ,
18 " core :hw " : "b200_30FD80E_30FD80E_na_na_b200_30FD82C_30FD82C_na_na " ,
19 " core : l i c e n s e " : " " ,
20 " core : sample_rate " : 1000000 .0 ,
21 " core : v e r s i on " : " 0 . 0 . 2 " ,
22 " cyborg : modulation_parameters " : " {\ " Pulse Shape \ " : \"RRC\" , \" Phase

O f f s e t \ " : 0 . 0 , \" Symbol Overlap \ " : 11 , \" Samples per Symbol \ " : 4 ,
\" R o l l o f f Factor \ " : 0 . 3 5 } " ,

23 " cyborg : nyq_est " : 0 .006750000000000001 ,
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24 " cyborg : rx_ant_ang " : 310 ,
25 " cyborg : rx_decim " : 125 ,
26 " cyborg : rx_f r eq_o f f s e t " : 0 . 0 ,
27 " cyborg : rx_interp " : 6 ,
28 " cyborg : rx_locat ion " : " [ 3 7 . 1 9 7 3 2 6 , −80.579223]" ,
29 " cyborg : seed " : 294668621 ,
30 " cyborg : s e e d l i n g " : 334006877 ,
31 " cyborg : sr_mismatch " : 1 . 0 ,
32 " cyborg : symbol_rate " : 5000 .0 ,
33 " cyborg : tx_ant_ang " : 128 ,
34 " cyborg : tx_decim " : 1 ,
35 " cyborg : tx_f r eq_o f f s e t " : 0 . 0 ,
36 " cyborg : tx_interp " : 50 ,
37 " cyborg : tx_locat ion " : " [ 3 7 . 2 0 1 7 2 7 , −80.588871]" ,
38 " cyborg : tx_samp_rate_mismatch " : 1 . 0 ,
39 " cyborg : v e r s i on " : " v0 . 2 . 0 " ,
40 " modulation : order " : 2 ,
41 " modulation : scheme " : "BPSK" ,
42 " usrp : rx_ant_model " : "11 Element 900 MHz Yagi " ,
43 " usrp : rx_ant_uhd " : "TX/RX" ,
44 " usrp : rx_bb_gain " : 1 ,
45 " usrp : rx_center_freq " : 915000000 .0 ,
46 " usrp : rx_clk_src " : " gpsdo " ,
47 " usrp : rx_db_ser " : " na " ,
48 " usrp : rx_db_type " : " na " ,
49 " usrp : rx_dsp_freq " : 250000 .0 ,
50 " usrp : rx_rf_gain " : 50 ,
51 " usrp : rx_ser_tag " : "30FD82C" ,
52 " usrp : rx_ser_uhd " : "30FD82C" ,
53 " usrp : rx_time_src " : " gpsdo " ,
54 " usrp : rx_type " : " b200 " ,
55 " usrp : rx_uhd_clk_src " : " gpsdo " ,
56 " usrp : rx_uhd_time_src " : " gpsdo " ,
57 " usrp : tx_ant_model " : "11 Element 900 MHz Yagi " ,
58 " usrp : tx_ant_uhd " : "TX/RX" ,
59 " usrp : tx_bb_gain " : 0 . 25 ,
60 " usrp : tx_center_freq " : 915000000 .0 ,
61 " usrp : tx_clk_src " : " gpsdo " ,
62 " usrp : tx_db_ser " : " na " ,
63 " usrp : tx_db_type " : " na " ,
64 " usrp : tx_dsp_freq " : 250000 .0 ,
65 " usrp : t x_ o f f s e t " : 250000 .0 ,
66 " usrp : tx_rf_gain " : 70 ,
67 " usrp : tx_ser_tag " : "30FD80E" ,
68 " usrp : tx_ser_uhd " : "30FD80E" ,
69 " usrp : tx_time_src " : " gpsdo " ,
70 " usrp : tx_type " : " b200 " ,
71 " usrp : tx_uhd_clk_src " : " gpsdo " ,
72 " usrp : tx_uhd_ip_addr " : " na " ,
73 " usrp : tx_uhd_time_src " : " gpsdo " ,
74 " usrp : v e r s i on " : " v0 . 1 . 0 "
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75 }
76 }

3.4 Combating Overfitting and Improving Data Gen-
eralization

One major challenge of DL systems is overfitting, or when the network learns characteristics
of the observations themselves rather than a more general fit. This was touched on in Sections
2.1.2 and 2.1.3 with the introduction of two regularization layers Batch Normalization
and Dropout, but adding these layers is not the only way to reduce the overfitting of a
network. Additional approaches allow for steps being added to the training routine such as
early stopping: a technique that uses the hold out validation set to better understand loss
on unseen data, rather than training loss that is seen in the training batches. A significant
portion of techniques revolve around the training routine and adjusting the hyperparameters
associated with the learning algorithm during training , while other focus on increasing the
batch size such that each iteration of the learning routine has to take a more generalized step
given more observational data being available [122]. Other approaches aim at adjusting the
labels to encourage less confidence with the approach while learning with label smoothing,
input mixup, and manifold mixup [36, 123, 124, 125]. Early stopping is used within the
training routine along with Batch Normalization within the model’s architecture as well
in the application study in Chapter 4. Additionally, the batch size used during training
in the application study is set to a constant of 1500, while other ML domains will see
typically smaller batches on the order of tens to hundreds depending on model complexity
and observation size [126].

At a fundamental level, the generalization approaches above make a general assumption that
everything is already contained within the dataset, therefore all that needs to be shown is
an increased accuracy, or a decreased loss, which prevents any understanding for analyzing
generalization over unobserved observation spaces. This implies the underlying assumption
of what is needed is the improvement (smoothing or sharpening for instance) of the decision
regions, though it leaves the question of whether the generalization can be applied to parts
of a problem space that are not contained within the dataset. The remainder of this section’s
focus is what can be done with the data within the available datasets to improve the model’s
generalization as a result.

In the general sense, there are two ways to improve generalization through the dataset:
augmentation and extension. The process of augmentation is domain specific alteration(s)
of any given observation. Domain specific because the exact transform in the way that
sequence based systems like Natural Language Processing (NLP), which focus on the flow of
words, won’t benefit from image based augmentations like adjusting the saturation levels, but
can benefit from transforms that occlude portions of the observation (objects can be blocked,



3.4. Combating Overfitting and Improving Data Generalization 55

and words can be lost). In effect, augmentation replicates an observation by reusing it with
some synthetic modifications applied altering the data while preserving the labels, which
can be a useful approach to grow the dataset size [36, 127]. When it comes to the types
and kinds of augmentation available in each data domain, the image domain has a natural
advantage as humans are well versed and highly skilled at image perturbations, as we are
constantly immersed in objects changing perspective as we move about our lives. There is
an innate understanding of the kinds of augmentations that can be performed, objects in
broad daylight also can be seen at night. In a study of image processing that was looking into
cross-dataset performance, making use of both extension (discussed below) and augmentation
through Generative Adversarial Networks (GANs) there were several cases where increased
performance can be seen over real data alone [128]. One benefit of GAN approaches is that
they provide a means for taking observations under one set of conditions and transferring
them to another set of conditions in terms of real-world degradation [79, 128, 129]. The
key understanding is that as much of the real world effects that can be considered in the
domain of the image problem were modeled and implemented in the augmentations and
extensions. Augmentation through synthetic drop-in is performed in [130] in the image
domain working with version 4 of the You Only Look Once (YOLO) architecture [131].
By making use of real-world backgrounds and placing synthetic objects over top of the
backgrounds, more complex and varying images are able to be generated to push the limits
of the YOLO algorithm, but again relies on expert understanding of the data space in order
to apply many effects of lighting to the generated images. These examples make up the
broad categories of augmentation: Expert Manipulation, ML Manipulation.

Table 3.1: The two generalized types of augmentation for dataset generalization in ML. The
process of taking existing data and applying transforms to create another data point.

Name Concept Description

Expert Manipulation
Using expert knowledge approaches to apply intentional
transforms/degradations to available data.
Need to understand the parameter space for generalization.

ML Manipulation

Having observations of a target observation space, use ML (often
GANs) to transform an observation into the target observation
space. Commonly described as Domain Adaptation.
Need to have observations to train for and produce
generalizations.

While augmentation can be viewed as a type of extension, the adding of more observations
to a dataset, the main point of extension is the generation of new observations rather that a
manipulation of the available data space. Extension can be seen as a synthetic extension, the
creating of more data through simulating the data space and creating unique observations
[129], or through physical means by replaying original data through new environments [127]
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in an effort to include more real-world permutations. The separation of physical duplication
from augmentation is purely a conceptual one, based on the idea that augmentation are
synthetic manipulations of the observation, while physical duplication is truly creating a
new observation through the real world interaction. For a better conceptual understanding,
in NLP this duplication can come about by having another speaker say the same phrase
that has already been recorded, or even the same speaker say the same phrase in a different
environment. Synthetic extension is often performed through GAN networks, expert simu-
lations, or through latent space manipulations from some kind of autoencoder network. One
of the most commonly known forms of synthetic extension through a GAN can be found
online at thispersondoesnotexist.com.

Table 3.2: The three generalized types of extension for dataset generalization in ML. The
process of creating new observations data.

Name Concept Description

Expert Synthetic Generation
Using expert knowledge approaches to apply intentional
transforms/degradations to an available model of interest.
Need to understand the parameter space for generalization.

ML Synthetic Generation

The training of a ML system to generate observations
with transforms/degradations observed with the intent that
the observation is one possible from the data space.
Need to have observations to train for and produce
generalizations.

Regeneration
Taking available data and reproducing it in the real world.
Causes a new observation of an underlying subject of interest.
Need to have observations to be able to reproduce from.

In general the best way to better generalize with datasets are to observe and utilize the
information within those observations to broaden the distributional data space available while
training. Outside of being able to affect the dataset’s observations, relying on regularization
within the model architecture or taking steps in the training routine to better help generalize
must be done in order to combat overfitting in the trained model.

3.5 Moving from Software to Hardware

There are three general ways to move from a software infrastructure to hardware. The first,
and arguably the least practical, is dropping whatever tools and code that are currently
in use and switching to a hardware setup that already does everything that is desired and



3.5. Moving from Software to Hardware 57

needed. The reason for this being the least practical is that in the realm of research it is
rare to find such a system that gives everything that is needed, and at a cost that is within
reasonable means. For instance, recreating a full protocol stack for simulation can be a
challenging hurdle to overcome and the temptation is to just replace that with hardware;
however, hardware systems are rarely enabled to provide metadata relevant to ML. As an
example, such a task could be to replicate a home-based system using the ZigBee protocol.
Now depending on the goal, this could be a reasonable approach, but like all engineering
it will depend on the desired application and use case. If the goal is to show that ZigBee
packets can be observed and demodulated, then this is likely a suitable solution. The goal
of being able to perform SEI on a per emitter situation will likely require this acquisition
of hardware at a minimum to establish distributions related to the hardware in order to
properly simulate and likely cannot be avoided. On the opposite side, though, if the goal
is to provide data to a regulatory tool under which the precise time, frequency, and power
bounds can be quantified, there will likely be significantly more work in store over creating
a simulation for which all of those values can be precisely recorded. In this last example, the
cost and difficulty from creating the protocol is being traded to being able to make precise
bounding boxes (the point of the project being worked on) by hand.

The second approach is often more practical and relies on the purchase of hardware that
is already designed to interface with software such as an SDR. In this case, there’s a nice
union of software and hardware and the approach doesn’t require having high level skills
across the board, but will end up costing in terms of quality and/or precision based on the
task. The work of Virginia Tech researchers helped bring an application of AMC from a
Technical Readiness Level (TRL) in the range of 3-4 to that of a fielded technology at TRL
6 with further private development bringing the technology to a TRL of 7-8 [34], likely with
movement of of the system to the third approach discussed below. It’s worth pointing out
here that in terms of datasets, the TRL of simulated datasets at best register at level 3,
while datasets in this category fall most reliably in the realm of TRL 5-6. These devices
still ultimately rely on the computer to handle most of the processing and as a result the
instantaneous observable resources are constrained in contrast to the third option.

The third approach is the move from relying on the computer to perform the processing of
a routine to that of using hardware devices like Field-Programmable Gate Arrays (FPGA).
Here in this third approach is where dataset collection routines predominantly in use can
be seen in the TRL 7-9, but often are tied behind proprietary company restrictions. One
way the original ‘gr-signal_exciter’ [33] was enhanced was converting from a software gen-
eration structure to a fully FPGA environment. By leveraging larger FPGAs and with the
improvements in Pseudo-Random Number Generator (PRNG) cores designed for FPGAs
[132], custom cores were created that allowed for the generation of Linear Digital Amplitude
and Phase Modulation (LDAPM) waveforms at rates far exceeding the constraints observed
with computers, while maintaining the label creation needed for precision RFML dataset
generation. This particular system resides at TRL 4 and is currently paused while the
search is ongoing to find the time and resources to dedicate to continuing the development
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to higher TRLs.

3.6 Lessons Learned

Throughout the course of this body of work, the need for reliable and repeatable data
generation has been a constant driving force. At the heart of that generation is a PRNG, and
making sure to use a complex and well designed generator is imperative in producing useful
results that do not end up biasing any observations. Generation within these applications
rely on a Mersenne Twister while on a computer and running in software due to the desire to
never repeat within a generation execution, with seeding the PRNG from a non-deterministic
source. An additional benefit to this use case for PRNGs is that as the problem goes from
single stream generation, where one waveform is generated at a time, to parallel and diverse
stream generation, the tying of a PRNG to each generator allows for each generator to be
well seeded and minimize conflict between the random streams. Initial designs defaulted to
the older style of relying on the system clock to act as the seeding source for the waveforms
and results in dozens of repeated waveforms reducing the application’s ability for rapid
generation on more robust servers.

Another difficulty found in this process is being consistent in property definitions across
the diverse set of waveforms. With arbitrary bandwidths being available, the properties
associated with time and frequency bounds become harder to precisely define. For example
in digital systems where there is a distinct understanding of a ‘symbol’ the start time can
just be thought of as the group delay of the symbol through the Linear Time-Invariant
(LTI) FIR system. Contrasting that with analog signals with no such finite entity can lead
to differences in what is considered the ‘start time’ and ‘duration’ of a signal. Throw into
the mix the ability to change the SNR of the signal, and the power profile will change
as well. Determining and constraining the problem in such a way that signal definitions
are consistent takes some forethought while building up the code base. This problem only
becomes more complex as real devices are brought into the mix and the lack of a precision
time synchronization between them can cause offsets at the receiver from what’s reported
and observed in addition to the jitter present in such devices as well.

One additional point of note is constraining the competing desires to create minimal data
storage with the need for meticulous labeling for the system. For the interest of data science
and trying to understand all of the possible differences that can occur in the real world,
metadata labels can be created, if one chooses, to precisely label information down to the
number of leaves in the trees nearby, but often result in unmanageable data volumes. How-
ever, on the opposite side of things, having the ability to log with some form of redundancy
is beneficial, as these collections are generated and managed with humans in the loop that
are prone to simple errors that might otherwise go undetected. The initial collection window
started earlier than the four month window, as described in Section 4.1, but because there
was enough redundancy within the metadata collected we were able to identify failed log-
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ging due to human operator error. The data observations that were identified were removed
and deleted from the dataset due to improper metadata being passed in, for example all
waveforms reporting they were PSK rather than their true waveform. Other mistakes in the
metadata labels were able to be corrected for with detailed note-taking, at one point when
the transceivers were moved, the GPS coordinates were not updated within the scripts, yet
the timestamps allowed for patches to be applied to the labels in error after the fact.

Moving the focus out from isolated signals to more complex wideband observations, the nice
assumption of an AWGN environment starts to fall apart. Taking into consideration the
hardware configurations that are being used, and the effect of the position of the observation
in the frequency domain causes the noise floor to become colored rather than following a
white noise assumption. When pushing the boundary on RFML applications to their limits,
having the ability to analyze, characterize, model, and combine data in an appropriate way
to maximize the EME of the observation data to the task at hand is a vital skill to create
useful datasets.

A summary of these points can be boiled down to:

• Make sure the PRNG in use is well suited to the task at hand.

• Identify parameters of importance and understand what they describe; where the values
cannot be consistent to what was observed, rectify them as appropriate.

• Be verbose in the metadata and keep external logs for system configurations - human
error is extremely common.

• Don’t disregard the background, but rather make use of it to improve augmentation
and synthesis.



Chapter 4

Training Data Quantity and Quality

For a given problem within the RFML space, once a reliable training routine and a network
of sufficient capability have been identified, how well a trained network is able to solve the
problem often comes down to the quantity and quality of the data available [36]. Effectively,
there are three sources of data that can be used to train networks within the RFML space:
simulated/synthetic [20, 22, 28, 29, 48, 64, 74, 79, 104, 133, 134, 135, 136, 137, 138, 139,
140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158,
159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170, 171, 172, 173, 174, 175, 176, 177,
178, 179, 180, 181, 182, 183, 184], captured/collected [47, 48, 66, 71, 73, 100, 104, 136, 147,
159, 168, 173, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200],
and augmented [79, 104, 168, 183, 189, 195], which is a combination of the first two using
domain knowledge (focus of this work), or using Generative Adversarial Networks (GAN) as
performed in Davaslioglu et al. [79]. Due to the nature of the RFML data space, simulated
data is inexpensive thanks to open source toolkits like GNU Radio [118], where observations
can be generated uniquely in parallel, with the only bottleneck being the available compute
resources [20]. Comparatively, performing an Over-the-Air (OTA) collection costs many
orders of magnitude more in terms of time and money due to procurement and configuration
of the hardware transceivers and having to generate data in real time rather than in parallel
as is done in simulation, and unless directly examining Commercial Off-The-Shelf (COTS)
equipment, all the work done in order to simulate the data is still needed. That cost only
increases once collection is moved onsite to environments of interest for acquisition of the
highest quality data, because robust mobile systems need to be assembled in order to perform
the collection while recording and storing the vast quantities of IQ data needed for training.
This is a familiar problem in other domains such as image processing, where labeled training
datasets are augmented to expand the size of the datasets and improve neural network
generalization performance [201, 202, 203], such that data augmentation becomes a viable
alternative and builds off a comparably smaller collected dataset. In Wang et al., using
synthetic permutations of an AWGN class and combining that with other classes was enough
to increase the performance of their network in the Army Rapid Capabilities Office’s Blind
Signal Classification Competition with an augmentation factor of seven; i.e., adding seven
augmentations per observation to the original dataset [183].

This dissertation provides an application study that takes a look at the problem space
of AMC to better understand how the source of data affects the system, as well as how
the distributions of parameters affect both synthetic and augmented dataset quality and

60
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performance. A common rule-of-thumb in ML is more data is better, but caution must be
advised because without high quality data, more data can wind up as wasted cycles, and
when performance is asymptotically limited more data can’t overcome that limitation. This
is especially true of synthetic data that doesn’t do enough to address real-world challenges.
The results in this work rely heavily on the ability to assume Correctness in the dataset.
The labeling of a dataset is critical in being able to draw out the best of it’s performance,
while having even noisy data can lead to harder to understand effects [116, 204].

4.1 An Application Study - AMC

In order to understand the impact augmentation brings to RFML, an application space is
needed. Due to the widely studied signal classification problem of AMC within RFML, the
AMC problem space provides an opportunity to test the promise of augmentation in RFML
data without having to perform a full exploratory study determining the network and training
routines needed in order to perform well. Work performed by Sankhe et al. showed, in the
RFML category of SEI, that when the channel, or propagation path, changes and the new
channel is not in the training data, the performance of the RFML system rapidly degrades
[100], thus implying that typical approaches are not channel invariant. From that, it can be
concluded that the quality of a dataset will be higher if the propagation path of the intended
environment for field usage is within the dataset. In simpler terms, the training data is
known to be better when collected from the same physical location and conditions as what
the deployed system will encounter. Additionally, not only does the environment matter,
but the role of the algorithms in detecting and isolating a signal also play an important
role since these imperfections in the algorithms have an impact on a network’s performance
in AMC when not considered [22]. One final factor known for AMC is that for diverse
waveform spaces, a significant amount, i.e., > 1M observations, of data is required [173]. In
order to better gauge augmentation, focus will be on augmenting the detection imperfection
space, FO and SRM, along with varying the effective SNR, as these are computationally
inexpensive augmentations rather than trying to quantify the imperfections observed in the
propagation path. Here, propagation path refers to any effects that deviate the signal from
ideal digital representation, which include everything from the transmitter’s DAC up through
the receiver’s ADC. The detection imperfections are taken as a post-processing effect imposed
by the detection algorithm after the receiver’s ADC. While the work in O’Shea et al. [173]
does perform AMC with OTA data collection, it does so in a relatively benign environment,
therefore the work is closer to what Sankhe et al. [100] called a static channel, rather than
a more realistic dynamic channel, which used significantly more preprocessing to overcome.

This chapter seeks to investigate and answer several questions open in the field. First, with
no first hand knowledge of the degradation of the signals to be seen, how well does a synthet-
ically trained, validated, and tested network actually perform under real-world conditions?
The major investigation here is the contrast between a synthetic dataset where, through
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simulation, distortion is applied to the signals and compared to the field collection of data
where all of the distortion is taken from the signals’ propagation through the environment.

Second, what value does augmentation bring in contrast to just performing an extended
capture? This question addresses the initial data collection concerns when starting a new
problem or a repeat application within a new environment, which is because deep learning
typically has a nonlinear relationship between performance and the number of observations
in a dataset. For narrowband signals, getting another order of magnitude of examples may
change the length of time running a collection from days into months of field time. In the
absence of enough data, augmentation is relied upon to provide a greater observational data
space, and by comparison to a traditional campaign is relatively cheap in terms of time
and effort; however, the value of one augmented observation contrasted with one collected
observation in terms of performance is not well understood. Further, many military spectrum
access applications require modeling of channel effects that cannot be practically tested live
(e.g., electronic warfare or atmospheric scintillation).

The third question investigated here is whether understanding the distributions of degrada-
tion sources impacts the ability of a network to achieve peak performance. That is, can an
approximation made by an expert over a narrow range be sufficient to allow the network
to generalize over the full degradation space, or will taking measurements of the degrada-
tion space and utilizing those measured values prove to be more beneficial to the network’s
performance in that measured range? There are two cases to examine under this question:
synthetic generation and augmentation. For the synthetic portion of this inquiry, the focus is
on whether drawing parameters from the assumed degradation region, or drawing parameters
from estimations extracted from the observation space, allows for any change in performance
of the trained network when tested against collected data. With the augmentation portion,
the question is whether it matters how the degradation space is resampled in the augmented
observations; for example, can augmentation be performed using an assumed parameter
degradation region like with the synthetic example, or should the resampling come from the
collected observation space instead?

4.1.1 The Approach

As the focus of this work is to examine the effects of the quantity and quality of the available
data to the RF problem space of AMC, the architecture for the model to be trained and a
DL training routine were identified and remain consistent for all aspects of the results shown
within this study unless otherwise stated. The experiment, shown in Figure 4.1, consists
of training a Convolutional, LSTM, Deep Neural Network (CLDNN) for a maximum of 50
epochs through all available training data after a 90%/10% split for training and validation
datasets respectively. For the case where there are 101 observations for a waveform, 91
Observations per Class (OPC) are in the training dataset while 10 are in the validation
dataset. A second condition for stopping is allowed for, in the form of early exiting when the
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validation loss does not decrease for four epochs, and is responsible for all results presented
here as the maximum number of epochs reached is 38. A similar training routine and process
were used in our prior work, with multiple such examples achieving operational deployment
[22, 34]. A discussion for the selection of the architecture, training routine, and datasets
follow.

Figure 4.1: Experiment Configuration. At the start of each experiment, data is extracted
from either a synthetic database, a capture database, and/or conditionally from an aug-
mented database based on the extraction from the capture database. All data is then com-
bined and split into 90%/10% training/validation datasets used to train a CLDNN network
until an exit condition is met. The ‘//’ indicate a separate file has been created to better
isolate the testing data from the training data.

4.1.1.1 Network Architecture

An extensive investigation of RFML architecture was under taken by West et al., where
different networks from the literature were compared and contrasted [156]. The dominant
network for performing AMC was found as the CLDNN, and a practical description for imple-
mentation was given by Flowers et al. with the addition of batch normalization throughout
the network [205]. From these works, the network used in this experiment, as seen in Figure
4.2, is then a CLDNN, which accepts an input of two channels (In-phase and Quadrature
floats) with 1024 samples passing through three 1D convolution layers with 50 output chan-
nels, using a 1×8 kernel size, whose input is padded with zeros such that the output sequence
is of the same length as the input, followed by a ReLU activation, and a 1D batch normal-
ization layer. The output of the first and third such layers are then concatenated along the
channel dimension and passed through a single LSTM layer such that the channels are taken
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as the features while the time sequence is fed through the LSTM’s memory structure. For
simplicity, the LSTM has a hidden size equal to the number of classes being used in the
problem. The output of the LSTM is then flattened and passed through a linear layer with
256 output nodes with a ReLU Activation and 1D Batch Normalization. The final batch
normalization layer is then connected to the final linear layer with the number of outputs
equal to the number of classes with a Softmax Activation. This network structure was chosen
as the baseline for the experiment for two main reasons, the first being the high performance
seen in West et al. [156], and the second being that the convergence time with the training
routine given next was shown to be quick in terms of epochs by Flowers et al. [205].
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Figure 4.2: CLDNN Architecture for the Φ10 (Discussed in Section 4.1.2.4) waveform dataset.

4.1.1.2 Training Routine

The CLDNN network is trained consistently for all dataset quantities and sources. As
discussed next, the dataset for each experiment is selected, and then split 90%/10% into
training and validation datasets respectively. These two datasets are then distinct for that
experiment and model trained. The data is then processed in batches consisting of 1500
total observations. Using the default Adam optimizer [206] within PyTorch [23] with Cross
Entropy Loss, the network is allowed to continually train until 4 epochs have passed with-
out any improvement in the validation loss metric or until a total of 50 epochs have been
processed (in the experiment, 38 maximum epochs seen in a single training pass). The ex-
periment keeps the weights whose validation was the least across all trained epochs for the
model because, as the validation rises after such a minimum is reached, the training routine
assumes the weights have begun overfitting.

While this training routine doesn’t allow for significant deviation in the event a local min-
imum is found, it is chosen for the ideal properties of having a quick consistent goal and a
limited processing window within which to achieve said goal. In order to best understand
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the relationship between performance and quantity of available data, hundreds to thousands
of networks need to be trained in order to regress the relationship while accounting for un-
known outlier potentials; allowing a more lenient training routine would only extend the
total time taken to train a single model. The approach above was selected while taking into
consideration the total processing time needed to perform the investigation.

4.1.2 The Dataset

The database being used in this investigation was made from live collection of numerous
waveforms at Virginia Tech’s Kentland Farms over the course of 4 months in 2019 using
two weather enclosed software-defined radios (shown in Figure 4.1); photos from the longer
collection path are shown in Figure 4.3. The database consists of multiple waveforms of
varying duration and quality. Based on the metadata available, the data was filtered to only
select observations whose SNR was estimated to be above −10dB. Here the SNR is the direct
measure of estimated total signal power over total noise power as

SNR = 10 log10(
∑

|s[i]|2)− 10 log10(
∑

|ν[i]|2), (4.1)

but, given the range of signal bandwidth observed, a normalization for bandwidth of the
observations can be performed with

SNRBW = SNR + 10 log10(8 · SRM). (4.2)
Additionally, due to the nature of hardware collections and an active environment, obser-
vations that were found to have irregular sample values were filtered out from the dataset.
The data was then segmented such that observations of 1024 samples could be extracted in
a continuous fashion with no two observations being contiguous outside of 1024 samples. In
other terms, given one observation starting at sample 0, the next observation could not start
until sample 2048, assuming there are at least 3072 samples available in that record. The
final filter placed on the data left all waveforms evenly balanced in terms of available obser-
vation counts, resulting in 2,388,667 total observations for each waveform class considered.
Of the data that remained, the detector imperfections that were estimated showed that the
SNR was between −10 and 80 dB, with the majority of the data being below 20dB. Figure
4.4 shows the distribution of SNR observed prior to any filtering of the dataset for the 10
classes examined in the study. The estimated FO were found to be bounded by ±20% of the
receiver’s sampling rate though heavily concentrated between ±5%. Figure 4.5 shows the
distribution of FO observed prior to any filtering of the dataset for the 10 classes examined
in the study. The SRM found signals in the range of 2-32 times that of the Nyquist rate,
though roughly twice as likely to be between 2-8 as between 8-32. Figure 4.6 shows the
distribution of SRM observed prior to any filtering of the dataset for the 10 classes examined
in the study. In order to better make use of the estimated distributions of the captured data,
a joint Kernel Density Estimator (KDE) was performed per modulation on the imperfections
of SNR, FO, and SRM to be used while augmenting and synthetically generating datasets.
Table 4.1 provides an overview for the datasets used in this work.
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Figure 4.4: The observable distribution of SNR in the dataset for the 10 waveforms prior to
any filtering, based solely on the estimated metadata

4.1.2.1 The Capture Dataset

All the observations in the dataset described above are then split into a general training set
(ΩC) and a test set (ΩTC) against which all results will be compared. The training/testing
split is 90%/10% consisting of 2,149,801 and 238,866 OPC respectively. As part of the
investigation, the number of observations drawn from the training set varies across iterations,
but every trained model is tested against the full ΩTC .

4.1.2.2 The Augmented Dataset

Additionally, there are other datasets that can be used while training with captured data.
The first is an augmented dataset that is linked to the capture training set and, for every
observation, 10 augmentations are made. The data drawn from the augmented dataset is
conditionally linked in such a way that only augmentations of data selected from the capture
training dataset will be available to be drawn, and then when the augmentation factor is
less than 10, which exact augmentation is drawn is left to random uniform sampling. There
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Figure 4.5: The observable distribution of FO in the dataset for the 10 waveforms prior to
any filtering, based solely on the estimated metadata

are two distinct augmented datasets to understand what effect, if any, the distribution of
parameters has on the performance during training.

The first augmented dataset takes on a range of parameters given as an expected performance
range of the capture data prior to performing any capture. The signals are augmented in
such a way that the SNR is uniformly drawn from the range of 0-20dB, the FO is taken
uniformly in the range of ±10% of the sampling rate, and the SRM is taken to be uniform in
the range of 2-8 times that of the Nyquist rate for the captured signals. Given the available
metadata and the observations of 1024 samples, any time a random value is drawn that
cannot be achieved, for example a signal with an estimated SNR value of 5dB attempting
to augment the signal to an SNR of 10dB, the augmentation is nulled and whatever the
current estimate is holds. Likewise, SRM augmentation that requires decimation reducing
the number of samples below the desired 1024 observation length is nulled. This dataset
is the ΩAS dataset, and the parameter space is drawn from three independent distributions
using NumPy [207].

The second augmentation dataset makes use of a Gaussian joint kernel density estimate,
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Figure 4.6: The observable distribution of SRM in the dataset for the 10 waveforms prior to
any filtering, based solely on the estimated metadata

using SciPy, of the available data per captured waveform and uses a random draw from
that joint estimate to perform the augmentation [208]. Again, any augmentation that is not
feasible is nulled. This dataset is the ΩAK dataset. In this way, the investigation can contrast
the value of data analysis on the captured data with regard to augmentation or whether a
general blind practical range will suffice.

Additionally, each of these two augmented datasets has a counterpart that makes use of
both the augmented and captured data. In order to augment, the captured data must be
available, so making use of both makes sense. These datasets are the ΩAS∪C and ΩAK∪C ,
respectively.

4.1.2.3 The Synthetic Dataset

The final two datasets consist of simulated synthetic data for the waveforms under test.
Using the same distribution assumptions for the SNR, FO, and SRM as the ΩAS dataset,
the synthetic dataset randomly generates observations for each waveform to be used during
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Table 4.1: Description of fundamental datasets used within this study.
Training

Symbol Source Description

ΩC Capture Consists of only capture examples

ΩSS Synthetic Consists of simulated examples using an assumed
synthetic distribution

ΩSK
Synthetic

using KDE
Consists of simulated examples using the KDE of the
capture dataset

ΩAS
Synth Consists of only augmentations using

Augmentation the synthetic distributions

ΩAK
KDE Consists of only augmentations using

Augmentation the KDE of the capture dataset

Testing

ΩTC Capture Consists of only capture examples

ΩTS Synthetic Consists of simulated examples using an assumed
synthetic distribution

training, ΩSS. A second synthetic training set is used under the assumption that better
metrics are known for SNR, FO, and SRM based on the targeted detection routine in place
on the observer device and draws the parameters from the KDE discussed with the ΩAK

dataset; the ΩSK dataset. This approach can help quantify the value of real world data
that undergoes true transceiver and channel degradation that is not as easily replicated
through simulation. Additionally, a single testing dataset, ΩTS, is created using the blind
distributions as a means for comparing what a purely synthetic test set would say about the
performance of a trained model with the results of testing captured data from the field.

4.1.2.4 Waveform Space

The waveforms selected from those available in the data consist of 3, 5, and 10 classes denoted
by Φ3,Φ5, and Φ10, respectively. The waveforms associated with each space are provided in
Table 4.2. By having three different dimensions for the class size, the work is able to examine
any differences that data quantity might have with regard to the difficulty of the problem.
The two smaller subsets are chosen due to the frequent usage in traditional feature based
AMC approaches [209].
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Table 4.2: Waveform Spaces. Different waveforms used to examine the problem space as the
complexity changes.

Group Waveforms

Φ3 BPSK, QPSK, Noise

Φ5 BPSK, QPSK, QAM16, QAM64, Noise

Φ10
BPSK, QPSK, QAM16, QAM64, BFSK,

GMSK, AM-DSB, FM-NB, GBFSK, Noise

4.1.3 Clipping of Outliers

In general, there are several networks that fail to converge in either the synthetic or captured
data space. This failure to converge is primarily identified by the network not being able
to escape a random guessing state for the problem space. Initial removal of outliers in
network results relied on this notion and treated any network that didn’t achieve a statistical
separation in terms of performance from that of the convergent network. As more data points
were observed, another strong correlation was observed. Networks that failed to converge
by this definition predominantly shared a secondary trait in that there appeared to be a
transition point in terms of total number of batches seen by the network during the training
stage on the order of one hundred batches. Figure 4.7 plots all data points observed while
training networks and shows the number of batches observed and the best performance of
the network on either the captured test data, ΩTC , or the synthetic test data, ΩTS. To
find a reasonable clipping point for the number of batches a network must have seen to
separate between a ‘good’ network data point and outliers that failed to converge, Analysis
of Variance (ANOVA) was conducted to look at the four independent variables relative to
network performance.

1. The training data source(s) available

2. The number of waveforms in the training data

3. The source of randomization; whether using the KDE or Expert Approximation

4. The number of batches seen during training acting as a good/bad binary split.

Initial 1-way analysis reveals that #1, #2, and #4 must reject the null hypothesis that these
parameters have no correlation with the resulting network performance, while the result is
that #3 consistently must fail to reject the null hypothesis across the range while using
a p-value of 0.03. Excluding the KDE condition, 2-way analysis can be conducted with
the remaining three variables and reveal that the interaction between any two requires the
rejection of the null hypothesis. However, when trying to perform a 3-way analysis there
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are holes where controlling for all three results in zero available observations. Controlling
for the independent variables #1 and #2, independent sweeps are taken per subset and a
1-way ANOVA is performed over the sweep region for #4. As the resulting p-values in this
sweep exceed the range of double precision to be combined in a meaningful manner, the
median p-value across all combinations is used to contrast the value selected as the clipping
point. By this measure, p-values with a clipping point in the range of [107, 147] batches seen
during training are equivalent to machine precision, therefore the value of 122 is chosen to
be the cutoff point. This cutoff point cuts out all networks that failed to converge under
the original outlier search in terms of network performance, and only cuts two observations
out from those that can be considered as converged. An untested expectation is that this
could be used for other model architectures, but would require further study, and most likely
would result in a model architecture dependency to select the cutoff value. For simplicity,
outliers are removed from most plots and are not used in the regression of the relations.
Figures 4.8-4.16 show outlier regions that were originally created based solely on inability to
escape the random guessing region by a factor unique to each problem’s observation space.

4.1.4 Performance Regression

The analysis starts with the first major question in this work; for a given synthetically
trained network, how well does the network perform when applied to real-world data from the
field? To answer this question, three different waveform spaces, {Φ3,Φ5,Φ10}, are examined
with regard to the dataset source used while undergoing training. Each trained model
is then evaluated on both the synthetic and the capture test sets, {ΩTS,ΩTC}. Plotting
the accuracy of the ΩTC against the accuracy of the ΩTS in Figures 4.8-4.10, the overall
performance can be seen for the waveform spaces {Φ3,Φ5,Φ10} respectively. For each plot,
a vertical and horizontal black solid line, without markers, are used to indicate random
guessing along each axis, with a third diagonal line indicating where performance would be
equivalent across the two test sets. This diagonal line is clipped where it meets the first
two lines because falling closer toward zero with any significance would require intentional
or adversarial manipulation of the training routine or data, which is not considered in this
study [210]. The trained networks are then represented with different color and marker
combinations representing different dataset sources used during training.

In terms of an ideal performance, non-filled markers should be concentrated in the top right
corner of each plot, indicating high accuracy on both the ΩTC and ΩTS datasets, which can
be used as an indication that the nuisance parameter space in the capture data that is not
being modeled in the synthetic data has been well generalized over. Instead of this ideal
performance, two distinct cases are seen: higher performance on ΩTS, or higher performance
on ΩTC . The data types that performed best on the synthetic test set were the models trained
from the synthetic training datasets ΩSS and ΩSK , using triangles as the marker shapes,
whereas the data types that performed best on the capture test set were the models trained
from the capture and augmented datasets ΩC , ΩAK , and ΩAS, using marker color/shapes
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Figure 4.8: Performance of individually trained networks using the five datasets on the Φ3

waveform space contrasting the performance observed on the synthetic (ΩTS) and capture
(ΩTC) test sets. While ideal performance is in the top right corner, an acceptable performance
is to the right in general for real-world performance. While high performance is found on data
similar to their respective training datasets, neither synthetic nor captured data performs
well on the other. Through augmentation of captured data, a greater performance is observed
on the synthetic data, as a result indicating better generalization over the full parameter
space.

blue/square, red/diamond and tan/diamond respectively.

While this bias for alike datasets intuitively makes sense, there are some unique outcomes
that are not obvious. The outliers, which are results that failed to converge to a performance
and were designated as such with the approach discussed in Section 4.1.3, have been removed
from the plots, but consist of points clustered around the intersection of the three black lines.

Observing the figures for the synthetic trained datasets (ΩSS: red triangle and ΩSK : yellow
triangle markers) on the performance comparison show that the synthetic data is very easily
learned when tested on ΩTS, but generally fails to do better than twice that of random
guessing on ΩTC . By looking closely at how the distribution affects the performance of
synthetic data we can start to answer the third question of how the assumed distribution
affects the performance of a system, but this will be revisited later. Table 4.3 shows the
relational change in performance on both ΩTS and ΩTC when contrasting the two synthetic
datasets. Contrasting the average accuracy as a ratio, αΩSK

/αΩSS
, there is a marginal loss
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Figure 4.9: Performance of individually trained networks using the five datasets on the Φ5

waveform space contrasting the performance observed on the synthetic (ΩTS) and capture
(ΩTC) test sets. While ideal performance is in the top right corner, an acceptable perfor-
mance is to the right in general for real-world performance. In contrast to Figure 4.8 the
generalization over the parameter space is less pronounced when using augmented data in
the same quantity range per waveform; however, the augmented dataset with knowledge of
the parameter space (ΩAK) still provides improved generalization, while augmentation with-
out such knowledge ends up reducing generalization instead.

in performance on the smallest waveform space, Φ3, when using the synthetic data created
with the KDE, while the KDE drawn synthetic data performs a little better on average
with ΩTC than the non-KDE drawn synthetic data; using Welch’s two-sample t-test, the
significance of such improvement rejects the null hypothesis that both datasets should have
the same average performance [211]. By contrast, the decrease in average accuracy on
ΩTS and the increase in average accuracy on ΩTC for Φ5 show a much greater significance
indicating that the use of the imperfections from the intended environment can improve
the fidelity of synthetic datasets. However, the improvement on the capture test set is lost
as the waveform space continues to grow with Φ10. In general, there is a slight possibility
that creating synthetic data that only considers the detector imperfections can be of high
enough fidelity to train as the number of synthetic examples increases by many orders of
magnitude, but overall these results show that modeling only the detector imperfections
while ignoring the propagation path is not significant enough to properly train a system
heading to the field. This result answers the first question in that when given a network
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Figure 4.10: Performance of individually trained networks using the five datasets on the Φ10

waveform space contrasting the performance observed on the synthetic (ΩTS) and capture
(ΩTC) test sets. While ideal performance is in the top right corner, an acceptable per-
formance is to the right in general for real-world performance. In contrast to Figures 4.8
and 4.9 the generalization observed through augmentation is only observable at low accu-
racies on ΩTC and becomes negligible as accuracy increases. As the difficulty increases, the
improved generalization that can be observed with augmented data within lower difficulty
problems disappears in higher difficulty problems when constrained to the same quanti-
ty/quality availability during training. It is unclear whether quantity or quality directly
play a role of significance in this observation.

trained and tested in the synthetic space, that network will not perform well in a real
system without a much higher fidelity simulated dataset. Additional work is still needed to
determine at what threshold simulated data can be considered high enough fidelity when
designing and developing a deployable system. In all likelihood, finding that threshold is
going to be very dependent on the target operating environment. This includes how much
is known about the transceiver-to-transceiver propagation path, which includes everything
from the transmitter’s DAC through the receiver’s ADC and any effects of the detection and
isolation stages inherent to that receiver.
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Table 4.3: Test Accuracy’s Observed Response to Synthetic Datasets ΩSS and ΩSK . Exam-
ines the significance of where the detection imperfections are drawn from while contrasting
to what is tested against. Smaller p-values (< 0.05) indicate larger significance of where
the simulation degradation is drawn from. p-values found using Welch’s two sample t-test.
Results indicate there is a small, but significant change in network performance on both test
sets when choosing synthetic distributions for simulated datasets.

Waveform
Space

Average
p-valuesAccuracy Ratio

ΩSK/ΩSS

ΩTS ΩTC ΩTS ΩTC

Φ3 0.9992 1.079 1.204e−44 2.015e−31

Φ5 0.9277 1.053 5.188e−154 1.237e−21

Φ10 0.9421 0.9512 2.892e−103 2.514e−31

4.2 Data Augmentation for RFML

To start answering the second question of what value augmentation brings to the problem,
the attention shifts focus to the proximity of the models trained with ΩC , ΩAK , and ΩAS

datasets (blue/square, red/diamond, and tan/diamond markers, respectively) to the diag-
onal line where there are performance generalizations that become less pronounced as the
waveform space grows. For the capture dataset models, the clusters show that ΩAK typically
achieves better performance on ΩTS than both ΩC and ΩAS, indicating that the degrada-
tion encountered from imperfect detector estimation, when accounted for in augmentation,
does help the network better generalize over the nuisance parameters present in the cap-
ture data. Conversely, and more surprisingly, augmenting the dataset with the assumed
synthetic range actually made the performance on the ΩTS worse than without the augmen-
tation. One conclusion that can be drawn from this is that the degradation encountered
between one transceiver’s DAC to another transceiver’s ADC has a greater effect on per-
formance than the degradation caused by the detection algorithm’s imperfections, assuming
detection and isolation are achieved, and that simply redrawing the parameters observed
by one detection routine for another detection routine will not be sufficient without taking
into account the propagation degradation on the path between the DAC and ADC in this
new environment. Such refinements will become more important as RFML systems begin
to incorporate learned behaviors that have been trained with and transferred from another
node.

Figures 4.11-4.13 show the relationship between the achieved performance on ΩTC of each
individually trained network on the y-axis, with the x-axis corresponding to the total number
of uniquely stored OPC available during the training of the network. By looking at the
relation between accuracy achieved and total data per class used during the training, two
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Table 4.4: Log-Linear fits, qty = 10

(
α−p2
p1

)
, for data presented in Figures 4.11-4.13.

Dataset Waveform Space (p1, p2)
Φ3 Φ5 Φ10

ΩC 0.03351, 0.7424 0.07231, 0.3893 0.1286, 0.04641

ΩAK 0.04676, 0.6323 0.1007, 0.1684 0.1613,−0.2051

ΩAS 0.03951, 0.6108 0.05988, 0.2917 0.1271,−0.1460

ΩSS 0.01207, 0.4199 1.3866e−11, 0.2918 0.0001972, 0.1988

ΩSK 0.01223, 0.3831 0.02400, 0.1590 0.004765, 0.1874

important pieces of information can be extracted. First, the trend lines further to the top for
a given total quantity exhibit a higher quality within the data, because a better performance
is achievable. Using this, the quality of data decreases in the following order of the capture
datasets across all examined waveform spaces: ΩC , ΩAK , ΩAS. Second, assuming the log-
linear trend holds, as shown in Table 4.4, without an asymptotic bound on accuracy (an
asymptotic bound should be expected, and is given with the dotted lines), a forecast can be
made on just how much data of each type is required in order to achieve ideal performance,
and these quantity values are shown in Table 4.5, with the total continuous capture time
required to perform such a capture, as has been done for this dataset for each waveform space,
is given in Table 4.6 in terms of days. As the trends are not consistent across all waveform
spaces, also plotted is the 95% confidence region around those linear trends in shaded regions
bounded by dashed lines with the same marker. However, assuming that the trends are
consistent given enough observations, the general results align well with intuition in that
data captured directly from the test environment is of highest quality and needs the least
number of observations to achieve a target performance for the given model architecture and
training routine. Second to the captured data, augmentation of data to match the nuisance
parameter distributions from the test environment provides the next highest quality data for
training, followed by naive augmentation that doesn’t consider the full nuisance parameter
distributions. Coming in last, by many orders of magnitude, is synthetic data that only
considers detection imperfections while simulating the waveform spaces.
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Table 4.5: Quantity of examples per class needed to achieve 100% accuracy for each dataset
source and waveform space. Extrapolated from linear trends in Figures 4.11-4.13. Assuming
no asymptotic limit.

Dataset Waveform Space
Φ3 Φ5 Φ10

ΩC 48.3e6 277e6 25.7e6

ΩAK 72.8e6 180e6 29.3e6

ΩAS 7.05e9 672e9 1.03e9

Table 4.6: Quantifying the duration of a continuous capture, with no down time needed,
in order to capture all data required to fulfill the ΩC requirement for each waveform space
assuming a 40kHz sampling rate of a 5kHz baud rate signal in Days. Assuming no asymptotic
limit.

Dataset Waveform Space
Φ3 Φ5 Φ10

ΩC 85.9 823 152
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Figure 4.11: Performance of models trained using the five elemental datasets on the Φ3

waveform space for a given data quantity. The solid horizontal line represents a network
that is performing as well as a random guess. Solid lines with markers represent the trend in
terms of examples per class that are needed to achieve a given accuracy on the capture test
data, while the shaded regions between dashed lines with the matching markers indicate a
95% confidence region for that trend. Synthetic datasets are omitted from the trend analysis
as no significant trend was observed from these datasets. Trends are derived with outliers
removed. The further to the top the trend line, the higher the quality of data. Additionally,
a dotted line is fit to the data using a log-sigmoid regression with the assumption that 100%
accuracy is possible given the asymptotic curve perceived in the data and the impossibility
of performance greater than 100% accuracy.
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Figure 4.12: Performance of models trained using the five elemental datasets on the Φ5

waveform space for a given data quantity. The solid horizontal line represents a network
that is performing as well as a random guess. Solid lines with markers represent the trend in
terms of examples per class that are needed to achieve a given accuracy on the capture test
data, while the shaded regions between dashed lines with the matching markers indicate a
95% confidence region for that trend. Synthetic datasets are omitted from the trend analysis
as no significant trend was observed from these datasets. Trends are derived with outliers
removed. The further to the top the trend line, the higher the quality of data. Additionally,
a dotted line is fit to the data using a log-sigmoid regression with the assumption that 100%
accuracy is possible given the asymptotic curve perceived in the data and the impossibility
of performance greater than 100% accuracy.
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Figure 4.13: Performance of models trained using the five elemental datasets on the Φ10

waveform space for a given data quantity. The solid horizontal line represents a network
that is performing as well as a random guess. Solid lines with markers represent the trend in
terms of examples per class that are needed to achieve a given accuracy on the capture test
data, while the shaded regions between dashed lines with the matching markers indicate a
95% confidence region for that trend. Synthetic datasets are omitted from the trend analysis
as no significant trend was observed from these datasets. Trends are derived with outliers
removed. The further to the top the trend line, the higher the quality of data. Additionally,
a dotted line is fit to the data using a log-sigmoid regression with the assumption that 100%
accuracy is possible given the asymptotic curve perceived in the data and the impossibility
of performance greater than 100% accuracy.
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Table 4.7: Log-sigmoid fits, α = 0.5 b·(qty−c)

(1+|b·(x−c)|k)(1/k) + 0.5, for data presented in Figures 4.11-
4.13.

Dataset Waveform Space (b, c, k)
Φ3 Φ5 Φ10

ΩC 0.231, 5.96e−7, 2.70 0.610, 3.11, 0.974 0.333, 3.64, 1.90

ΩAK 0.626, 2.74, 1.58 0.464, 3.79, 1.15 0.393, 4.35, 1.53

ΩAS 39.5, 3.76, 0.416 1.42, 4.00, 0.420 0.254, 5.08, 16.7

Table 4.8: Quantity of examples per class needed to achieve 95% accuracy for each dataset
source and waveform space. Extrapolated from logistic fit in Figures 4.11-4.13.

Dataset Waveform Space
Φ3 Φ5 Φ10

ΩC 3.2e6 2.66e19 17.1e9

ΩAK 26.2e6 1.51e16 1.92e12

ΩAS 7.24e47 ∞ 456e6

Instead of using log-linear trends, a log-sigmoid parametric fit’s parameters are shown in
Table 4.7 and results in the observation quantities in Table 4.8 in order to achieve a 95%
accuracy in the problem space, given that 100% accuracy would require an infinite quantity
of data. This results in the more likely capture durations shown in Table 4.9. These results
show that for the smallest waveform space an order of magnitude less capture duration can
be performed for giving up the 5% accuracy of the linear prediction, whereas for the larger
waveform spaces several orders of magnitude longer capture duration will be needed even
while giving up that 5% performance. One more note is that the sigmoid regression assumes
that 100% accuracy is an asymptotically achievable feat, while it is more likely that given
the model and training style that the peak performance achievable would still be less than
100%.

Table 4.9: Quantifying the duration of a continuous capture, with no down time needed,
in order to capture all data required to fulfill the 95% accuracy requirement using dataset
ΩC for each waveform space assuming a 40kHz sampling rate of a 5kHz baud rate signal in
Days.

Dataset Waveform Space
Φ3 Φ5 Φ10

ΩC 5.72 44.7e12 101e3
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One question that naturally follows this quality comparison of the datasets is that if aug-
mented data is of lower quality, why not just focus on getting more captured data? The
primary reason for relying on augmentation is cost, both in terms of time and money. In
terms of time, the capture dataset was collected over a 4-month window in 2019, while the
augmented datasets were generated over the course of 2-4 days each and contain an order of
magnitude more observations per dataset. For full comparison, the synthetic datasets were
generated over the course of 7 days for each dataset and are of the same order of magni-
tude as the captured data. One contributing factor for the increased generation time of the
synthetic data was the design decision of extracting only one observation per execution of
GNU Radio flowgraph, rather than extracting many observations from a single execution,
which was done to decrease any dependence between observations within the dataset. The
second cost is the monetary expenditures for procuring the transceivers, and making them
robust enough to last 4 months of continuous use, paying for the power and space needed
to make the transmissions, and the personnel for setting up and maintaining the capture.
Determining the value of data is beyond the scope of this work.

So far the results have been shown in total number of observations used, but there is one
more important way to look at the augmentation performance, in that there must be some
foundation of capture data from which to augment. Figures 4.14-4.16 shuffle the results of
the capture and augmented datasets to show the accuracy achieved on ΩTC as a function of
the capture data quantity that went into each model’s training. This means that for a given
value on the x-axis, all data points required the same number of capture OPC in order to
achieve the performance shown. What these figures do not show is the augmentation factor
used by each augmented network result. In this work, the augmentation factor is upper
bounded by 10 due to the choice of having the augmentations performed prior to training
the network and the storage constraints of the servers used, rather than augmentation per-
formed online during training that would be one-offs unique to each augmented network as
is done in image-based ML such as YOLO version 5 networks [126]. From Figures 4.14-
4.16, two more beneficial aspects of augmented data can be observed. The first benefit of
augmentation is that it allows for network convergence when the number of capture obser-
vations is not substantial enough to converge on their own. This is tremendously beneficial
when planning for a capture event and determining how long the event must be in order to
achieve a desired performance level by establishing the trends, like what was done in Table
4.5 but performed in an order of magnitude smaller time window as an exploratory capture
event. The second benefit is seen when there are only a set number of observations available
within the capture dataset, and characterization about the degradation due to the detection
algorithm, which can be measured, as under these conditions the accuracy of the networks
trained with augmentation exceed those of the networks with only capture data alone, which
becomes more pronounced as the problem complexity increases. From these results, while
remembering that the augmentation used in this work is a static augmented dataset with a
bounded number of augmentations set to 10, the full effect of augmentation and how per-
formance changes with dynamic, large augmentation factors (>10) and as to whether there
are any diminishing returns as the augmentation factor increases is outside the scope of this
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work and is an area for future work.

Figure 4.14: Performance of models trained using the three datasets with reliance on capture
data on the Φ3 waveform space. Solid lines represent the trend in terms of examples per
class that are needed from ΩC to achieve a given accuracy on the capture test data with or
without any augmentation, while the shaded regions between dashed lines with the matching
markers indicate a 95% confidence region for that trend. Trends are derived with outliers
removed. The higher the trend line, the higher the quality of the dataset. The dotted
lines represent a log-sigmoid regression to account for the asymptotic curvature observed in
the results. Under both sets of regression, the models using dataset ΩC exhibit a higher
quality data with increasing data quantity; however, ΩAK appears to catch up just beyond
the observed range.
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Figure 4.15: Performance of models trained using the three datasets with reliance on capture
data on the Φ5 waveform space. Solid lines represent the trend in terms of examples per
class that are needed from ΩC to achieve a given accuracy on the capture test data with or
without any augmentation, while the shaded regions between dashed lines with the matching
markers indicate a 95% confidence region for that trend. Trends are derived with outliers
removed. The higher the trend line, the higher the quality of the dataset. The dotted lines
represent a log-logistic regression to account for the asymptotic curvature observed in the
results. Under both sets of regression, the models using dataset ΩC exhibit a higher quality
data with increasing data quantity; however, ΩAK catches up just in the range of 106.
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Figure 4.16: Performance of models trained using the three datasets with reliance on capture
data on the Φ10 waveform space. Solid lines represent the trend in terms of examples per
class that are needed from ΩC to achieve a given accuracy on the capture test data with or
without any augmentation, while the shaded regions between dashed lines with the matching
markers indicate a 95% confidence region for that trend. Trends are derived with outliers
removed. The higher the trend line, the higher the quality of the dataset. The dotted lines
represent a log-logistic regression to account for the asymptotic curvature observed in the
results. In contrast to Figures 4.14 and 4.15 the full observed trends from networks ΩAK

match the trends of when ΩC is used, with individual models from ΩAK exceeding the ΩC

model cluster below 2× 105, indicating the benefit of augmentation as the complexity of the
problem space increases.
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4.2.1 Degradation Distribution Effect on Augmentation

The last insight offered by Figures 4.11-4.16 addresses the third question of whether knowing
the distribution of the degradation is beneficial for augmentation, as it has already showed
a significant, albeit marginal, effect on the synthetic datasets. Through contrasting the
performance of ΩAK , where augmentation draws from the nuisance parameter KDE, with
that of ΩAS, where augmentation is performed on an assumed subset of the application space,
the quality of the augmented data can be examined.

For each of these figures, in the bottom right plot the log-linear and log-sigmoid trends for
datasets ΩC , ΩAK , and ΩAS are overlaid. As the difficulty of the problem space increases,
with regard to the plots for both the total available data (Figures 4.11-4.13) and looking at
the performance for a fixed quantity of captured data (Figures 4.14-4.16), the trends derived
from models trained with data using ΩAK consistently outperform the trends derived from
models using ΩAS. Examining the trends within Figure 4.16 for the most complex waveform
space considered in this work, Φ10, the trends for performance using the ΩAK dataset are
projected to be greater than the trends of the captured data for most of the considered
quantity span. Comparatively, the projections made while using the ΩAS dataset do not
exceed those of the captured data. Across all waveform spaces when considering the amount
of capture data needed as shown in Figures 4.14-4.16, using ΩAS results in worse performance
compared to using the capture data on its own as long as there is enough data available to
result in a convergent network while using the capture data. When the only goal is peak
performance, the expertise to evaluate the available data is lacking, and insufficient capture
data is available, then the naive augmentation will help achieve a better result than the
capture data alone.

One further consideration not addressed in this work is the difference in the transmitter and
modulation specific correlations. To understand this point of contrast, all observations were
between two distinct software radios capable of transmitting every waveform of interest,
and therefore the data presented here does not take into consideration any correlations
between the transmitting device and imperfections observed. One such unique consideration
is that a Global System for Mobile Communications (GSM) waveform from a base station
should have a distinct set of degradations that would help improve the identification of
the Gaussian Minimum Shift Keying (GMSK) waveform over a hand held two-way radio’s
Frequency Shift Keying (FSK) for a given environment. Applying degradation from one type
of transmitter (two-way hand held) to another modulation (GMSK) could end up hurting
the performance of the overall system. Investigating the effect of COTS systems and their
distinct characteristics in contrast to more versatile software-defined radios should be another
avenue investigated for enhancing the performance of a system that must perform with a
wider range of transceivers present.

These observations suggest that care should be taken when creating augmentation routines
such that the distributions on the nuisance parameters are considered during the augmen-
tation in order to achieve peak performance for a given number of capture observations.
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Additionally, naive methods of augmentation utilizing GANs should be cautious of devel-
oping one network capable of augmenting any waveform, though developing a network per
waveform as was done in Davaslioglu et al. still might be a viable alternative to the domain
knowledge approach in this work [79].

4.3 Maximizing Performance through Data Selection

Up to this point, the datasets have been kept as individual buckets of observations where
the only choice is to select and use one bucket. Specifically for the use of captured data
and augmentations from said data, this might not be the most beneficial approach, as the
original and augmentations are frequently used together. This section looks further into how
data from the buckets can be combined, either directly by combining the different buckets, or
through minimal alteration of the training routine by performing transfer learning from one
or more buckets, to one or more buckets. For convenience, the consideration of understanding
how the distributions affect the performance is set aside and only the datasets that make
use of the KDE are employed, and focus is given to the most complex waveform group, Φ10,
rather than across all three groupings. Table 4.10 explores the shortened nomenclature for
the training datasets and how that combines the different datasets into a single bucket, or
across multiple training iterations. Figure 4.17 presents the performance of each dataset as
a function of the total number of OPC to reorient the understanding of what the datasets
produce on their own.

4.3.1 Dataset Mixing Results

The performance of the base datasets, {ΩC ,ΩA,ΩS}, used in a single pass are shown in
Figure 4.17 for a given quantity. The first and most important conclusion is that if the
goal is to extract the best performance with the smallest dataset size, then there’s no need
to look any further than the capture dataset when only these three datasets are available;
other datasets could exist from other capture events or different assumptions when creating
augmented/simulated data. While the plot shows that augmented data does catch up under
a log-linear assumption at larger quantities, the more likely outcome is that it will catch
up only asymptotically. Another important point to remember is that augmented data is
derived from a base set of captured data, and thus can not be fully separated from the
ΩC size. As shown in Figure 4.17, the synthetic only training routines fail to produce high
performing results, so this particular style of result is omitted going forward. From here
on, the question is shifting from ‘what is the best performance that can be achieved per
total quantity of data’ to instead the problem of ‘what is the best performance that can
be achieved for a given amount of captured data.’ This shift highlights the importance of
collected data to achieving high performance within the RFML problem space, while also
acknowledging that collected data will often be a limited quantity for training real systems.
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Table 4.10: Experimental Dataset Combinations - ΩA implies ΩAK and ΩS implies ΩSK from
Table 4.1 unless otherwise specified.

Experiment Training Dataset Dataset Dataset
Symbol Iterations Pass 1 Pass 2 Pass 3

ΩC 1 ΩC

ΩA 1 ΩA

ΩS 1 ΩS

ΩA∪C 1 ΩC ∪ ΩA

ΩS∪A 1 ΩS ∪ ΩA

ΩS∪A∪C 1 ΩC ∪ ΩA ∪ ΩS

ΩS→C 2 ΩS ΩC

ΩS→A 2 ΩS ΩA

ΩS→A∪C 2 ΩS ΩC ∪ ΩA

ΩS→A→C 3 ΩS ΩA ΩC

The reframing of the performance of the base datasets in terms of the capture data quantity
that was used either to train directly on, or that provided the base for augmentation, is
shown in Figure 4.18 along with the other dataset combinations. The simulated dataset is
omitted due to having zero captured data in use during training and having an observed
stagnant performance around 20%. Within the figure, there are experimental results from
networks trained purely on augmented data that exceed captured data performance. This
shows the fundamental strength of augmentation that allows the training routine to see
much more data that contains information relevant to the problem than just looking at the
captured data alone.

Since the target search is to find a combination of datasets and staged training to outperform
that of captured data alone, a performance normalization is applied to the remaining plots
in this section. The remaining performance is observed in terms of accuracy deviation or

Δα = αX − fsigmoid|C(capture_qtyαX
),

where the accuracy of a trained network αX first has the expected sigmoid performance
of captured data for that amount of captured data used, fsigmoid|C(·), subtracted from it,
thus showing the performance difference, Δα, that is achieved with the training method and
dataset combination.

Shown in Figure 4.19, further examination of the different combinations of the datasets,
defined in Table 4.10, have the individual results plotted on the left, while showing the logistic
regressions on the right. There are several key points that can be taken away from these
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Figure 4.17: Plotting the performance of a trained network on the Φ10 waveform set on ΩTC ,
constrained on the total number of observations used while training the network. Horizontal
thick black line represents random guessing by the network. Solid lines represent a linear
regression, while dotted lines represent a sigmoid regression of the data. Captured data
provides the greatest return in performance per observation used during training.

results. First, the use of transfer learning between datasets has definite benefits. By priming
the network with the synthetic set, ΩS, the random seed of the network can be overcome and
a network that understands the problem space, albeit in a unrefined manner, can then be
given the datasets that contain more true to form data. This allows the ΩS→C experiment
to converge with capture data at a lower available capture data quantity (514 OPC in
this context) than seen with capture data alone (1645 OPC for a 3.2× less available data
quantity). Additionally, the networks trained in experiment ΩS→A∪C consistently outperform
capture data alone and perform better than experiment ΩA∪C when the amount of capture
data is low, indicating that a synthetic priming of the network allows for better results than
training from scratch. The last point of benefit is that the final transfer learning experiment
ΩS→A→C results in consistent increased performance on ΩTC across the full observed span.
This approach seems to suggest that the networks are capable of being trained much like the
human brain, in stages where the problem space becomes increasingly more complex, similar
to the way math is taught, arithmetic → algebra → calculus, for example. However, the
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network’s generalization performance in Figure 4.20 across both ΩTC and ΩTS shows that
the way the data is presented to the network has a significant effect on the ability of the
network to generalize over all observations.

While using the synthetic dataset on its own provides little value to the test captured dataset
in terms of observable performance, value in its use along with higher quality datasets can
be observed. The second main take away is then that using all three kinds of data can
have a net benefit to the final performance of the system over using the high quality dataset
alone. By examining the three different experiments that make use of all base datasets,
{ΩS∪A∪C ,ΩS→A∪C ,ΩS→A→C} as shown in Figure 4.21 more understanding of how to use the
dataset types can be found. All three of these approaches typically outperform the use of ΩC

alone, with an exception for ΩS∪A∪C as the available capture quantity decreases. Looking
at the generalization space in Figure 4.22 shows that even though the performance of these
networks is low on the ΩTC test set, strong performance is still observed on the ΩTS test
set. The explanation for the poor performance of these networks is not immediately clear,
so the concentration of the different datasets within the full training data space is shown in
Figure 4.23, which breaks down the deviating performance of each network as a function of
the percentage of total data coming from ΩC (Top Left), ΩA (Top Right), and ΩS (Bottom
Left). Common to all of the worst performing networks is the fact that as the concentration
of the dataset becomes heavily drawn from ΩS, the performance decreases comparatively.
The experiment ΩS→A→C shows resiliency to this, which is attributed to having multiple
transfer learning stages further minimizing the worse effects of the ΩS dataset on the final
performance of the network.

Expanding these observations back to all datasets observed with capture data in play in
Figure 4.24 shows that this concentration of synthetic data has the most significant effect
when it is in use during the last training stage. Overall, the best networks were seen when the
captured data was present with augmented data and used in the range of 5-15% and 80-90%
respectively. This shows that augmentation factor, the ratio of augmented data to capture
data, in the range of 6-10 has beneficial returns over capture data alone when augmentation
is accounting for receiver detection errors, but there are no conclusive results on what the
best value for augmentation factor is, or whether an upper bound for performance was found.
This leads to an understanding that unknown and low quality data can be used to prime
a network, but it shouldn’t be used in the final stages of a training routine as a dominant
source of the training data. At the same time, completely disregarding the data used to
prime the network might lead to undesirable losses in generalization, so there needs to be
some combination of data used for priming, in order to produce a quickly convergent network,
followed by a significant reduction and rebalancing of data from the unknown/lower quality
dataset with those of the higher quality dataset in order to preserve more generalization.
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Figure 4.18: Plotting the performance of each trained network on the Φ10 waveform set on
ΩTC , constrained on the number of capture observations used while training the network
(top). Dotted lines represent a sigmoid regression of the data in that experiment category
(bottom).
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Figure 4.19: Plotting the performance deviation of each trained network on the Φ10 wave-
form set when evaluated on the ΩTC test set. Each result is compared on the number of
capture observations used while training the network subtracted by the sigmoid regression
of performance when using only that much captured data (top). Dotted lines represent a
sigmoid regression of the performance by experiment category subtracted by the sigmoid
regression of ΩC experiment category (bottom). Results show that even when the available
data comes from a dataset of high quality, there are mixing techniques with lower quality
datasets that can result in a better performance.
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Figure 4.20: Examining performance contrasts between ΩTC and ΩTS for considered ap-
proaches on the Φ10 waveform set.
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Figure 4.21: Plotting the performance deviation of trained networks on the Φ10 waveform
set when evaluated on the ΩTC test set that make use of all three base datasets. Each
result is compared on the number of capture observations used while training the network
subtracted by the sigmoid regression of performance when using only that much captured
data (top). Dotted lines represent a sigmoid regression of the performance by experiment
category subtracted by the sigmoid regression of ΩC experiment category (bottom). Results
show that even when the available data comes from a dataset of high quality, there are
mixing techniques with lower quality datasets that can result in a better performance.
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Figure 4.22: Examining performance contrasts between ΩTC and ΩTS for considered ap-
proaches on the Φ10 waveform set that make use of all three training datasets. Inclusion of
the ΩSK dataset in the last stage of training helps with better generalization, but can result
in over saturation toward the synthetic dataset if no caution is taken.
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Figure 4.23: Plotting the performance deviation of a trained network on the Φ10 waveform set
on ΩTC , that is, performance adjusted for the expected performance (logistic fit) of captured
data alone, compared to percentage makeup of data used while training the network. (Top
Left) Shows the total percentage of capture data. (Top Right) Shows the total percentage
of simulated data. (Bottom Left) Shows the total percentage of augmented data.
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Figure 4.24: Plotting the performance deviation of a trained network on the Φ10 waveform set
on ΩTC , that is, performance adjusted for the expected performance (logistic fit) of captured
data alone, compared to percentage makeup of data used while training the network. (Top
Left) Shows the total percentage of capture data. (Top Right) Shows the total percentage
of simulated data. (Bottom Left) Shows the total percentage of augmented data.
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4.4 Data Quantity Forecasting

In Section 4.1, the datasets and approach were defined and established a relationship between
the quantity of data and the performance of a network. The comparative quality of the
augmented datasets are examined within Section 4.2, and the effect of combining different
datasets and understanding larger variance in performance are discussed in Section 4.3.
Now, focus turns to quantifying the concept of quality, and using the relationship between
data and performance to predict what is needed in terms of data quantity to achieve high
performance models under a given approach.

4.4.1 Data Quantity and Quality

The work performed in Clark et al. [21], and restated here in Sections 4-4.2, showed that,
within the realm of AMC, the quantity of data has a functional relationship to the perfor-
mance of a trained system given all other variables are constant. Additionally, the work
showed that the performance could be found as log-linear relation to the quantity of data
for lower performance regions, but a log-sigmoid relationship is more appropriate as per-
formance reaches a maximum. In [2] this conceptual relationship between dataset quality
and the regression between data quantity and performance is examined more closely. The
process of regressing the relationship between quantity and performance was then suggested
as a quantification measure of dataset quality in [2], where different datasets could then be
compared across different quantities with the expected accuracy (e.g. dataset A needs X
observations, while dataset B needs 2X observations to achieve an accuracy of 90%), or other
metrics of performance, taken as the quality (X|90% or 2X|90% in the previous example) of
the dataset. The inherent quality of any dataset can be described in three generalized terms
of Comprehensiveness, Correctness, and Variety [45]. In this work the datasets are already
examined and confirmed to be Comprehensive in that all the information being sought is
included within the dataset, and Correct in that the observations for each modulation are
correctly identified and labeled. The main concept of quality being examined is then that
of Variety or rather that the distributions on the observations within the datasets match,
approximate, or deviate from the distributions of the test set, and therefore only the effect
of quality in terms of Variety can be examined in this work.

While these works gave an initial understanding of the data quantity and quality that fun-
damentally drive the process of an ML system, they provide minimal utility when trying to
understand how much data is needed in order to achieve ideal performance and therefore
reliably plan a data collection campaign. For example, in Figure 4.25 of [2] looking at the
10-class classification performance, the log-linear fit predicts a performance of 90% accuracy
at roughly an order of magnitude less data than the corresponding log-sigmoid fit, while both
fits use the full range of trials available to regress the fit. The results discussed above all
depend on some initial good dataset to contrast with, and while this work does not alleviate
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that requirement, here the question is answered of how to best use a limited good dataset
to forecast how much total data would be needed during training if neither the model, nor
training approach, is modified.

An ideal approach would be to use a metric that is strongly correlated with the desired
performance of the system, such as accuracy, in terms of Kendall’s τ and has a relationship
with data quantity that can be linearly derived from minimal data; however, a metric that
reduces the error with a linear estimator over that of performance directly regressed with
quantity will be sufficient. For this reason, the metrics that have been developed to predict
the transferability of a pre-trained model onto a new target dataset, discussed in Section
4.4.1.1, are repurposed to predict data quantity requirements and provide a new metric
of quality for a model’s training dataset with regard to the target dataset, which is the
evaluation dataset in this work ΩTC .
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Figure 4.25: Plotting the performance of a trained network on the Φ10 waveform set on
ΩTC compared to the total number of observations (left) and the number of observations
of capture data (right) used while training the network. (All) Solid lines represent a linear
regression, while dotted lines represent a sigmoid regression of the data. [2]
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4.4.1.1 Metrics for Transferability

TL is the practice of training a model on one dataset/ domain (source), or otherwise taking
a pre-trained model, and training with a new dataset/ domain (target) instead of starting
from a random initialization [17]. Depending on assumptions between the source and tar-
get, the TL application can be categorized as homogeneous, where differences exist in the
distributions between source and target, or heterogeneous, where the differences are in the
feature space of the problem [17, 40]. A valuable discussion for understanding the concepts
of homogeneous and heterogeneous is provided by Wong and Michaels [41] by explaining the
change in distributions as a change of the dataset’s collected/generated domain, while the
feature space of the problem can be associated with the intended task the source model is
trained on and can be contrasted to the task of the target problem. The two most common
types of TL include retraining the classification head, where early layers are frozen during
training preserving feature extraction, and fine-tuning of the whole model [212]. In this
work, TL is applied in a homogeneous problem space where the underlying distributions
on the data vary, but the generalized problem space is the same between datasets, other-
wise called a Domain Adaptation from [41] and more specifically an Environment Platform
Co-Adaptation. Additionally, wherever the retraining is done in this work, the fine-tuning
approach is utilized, allowing for adjustments to the feature space, which might not be ob-
servable in the source dataset. An important note here: this work does not evaluate any
aspect of TL on the problem space, rather it makes use of metrics developed for the purpose
of TL. Understanding how TL is best used within RFML is beyond the scope of this work.

The study of TL is complex and well explored [17, 40, 41, 212, 213, 214], and from the effort to
understand how to choose an optimal pre-trained model for a desired application, the metrics
Negative Conditional Entropy (NCE) [213], Log Expected Empirical Prediction (LEEP)
[212], and Logarithm of Maximum Evidence (LogME) [214] are repurposed to analyze the
relationship between available data quantity during training and system performance for a
given evaluation set.

In this paper, the evaluation set has the same labels as the training set, but the distributions
are not assumed to be equivalent. Therefore the evaluation set, {X}N1 ∼ X , is drawn from an
observation space, V , which is inherent to the generalized problem space, V ⊂ S. For clarity
going forward, due to the shared labels between source and target in this work, the source
labels are found through a forward pass of the evaluation set through the network, therefore
the ith observation’s source label is given by l̆y|xi = φ(xi) ∈ R

C , with the inference given as
c̆y|xi = argmax(l̆y|xi) ∈ Z

1. By contrast, the target label directly gives cx,i ∈ Z
1 by the truth

of the ith observation and can be one-hot encoded to provide lxi = OH(cxi, C) ∈ R
C . Given
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the above notation, NCE is given as

NCE(c̆y|x, cx) =
C∑

j=1

P̂ (c̆y|x = j)

·
C∑

k=1

P̂ (cx = k|c̆y|x = j) log(P̂ (cx = k|c̆y|x = j)),

(4.3)

where P̂ (·) are the empirical distributions found as

P̂ (c̆y|x = j) =
1

N

N∑
i=1

c̆y|xi == j, (4.4)

P̂ (cx = k|c̆y|x = j) =
1

N

N∑
i=1

(c̆y|xi == j) · (cxi == k). (4.5)

The source labels are iterated over with j, while k iterates over the target labels. LEEP is
given as

LEEP(l̆y|x, cx) =
1

N

N∑
i=1

log
(
l̆y|xi · P̂ (cx = k|l̆y|x)

)
, (4.6)

where the empirical conditional probability, P̂ (cx = k|l̆y|x) is given as

P̂ (cx = k|l̆y|x) =
[
P̂ (k|j = 1), . . . , P̂ (k|j = C)

]T
P̂ (k|j) = P̂ (k, j)/

C∑
k′=1

P̂ (k′, j)

P̂ (k, j) =
1

N

N∑
i=1

l̆y|xi[j] · (cxi == k).

(4.7)

The LEEP score, for the combination of the model and evaluation set, is given as the average
log of all probabilities of getting the correct label in the evaluation set given the empirical
probability of the labels provided by the model under test [212]. Whereas LogME is given
as

LogME(l̆y|x, cx) =
1

NC

C∑
k=1

log(p(cx = k|l̆y|x, α, β)), (4.8)

where α and β are iteratively solved to maximize the evidence, p(cx = k|l̆y|x), for a lin-
ear transform applied to l̆y|x, which is then averaged over the number of classes, C, and
normalized by the number of observations, N , in the evaluation set [214].

In the most general sense, the importance of these metrics is how well correlated, either
positively or negatively, the metric is with the desired performance of the network after
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Table 4.11: Kendall’s τ weighted correlation across datasets (Ω) and waveform sets for
Accuracy and (NCE, LEEP, LogME). Strong correlations will have an absolute value near
1, while no discernable correlation will be around 0. Bold values represent the combination
of problem set and metric with the highest correlation with accuracy on the evaluation set.

Set Ω NCE LEEP LogME

Φ3

ΩC 0.9774 0.9533 0.8033
ΩS 0.8249 0.8144 0.7382
ΩA 0.9666 0.9639 0.9377

Φ5

ΩC 0.9438 0.9443 0.8788
ΩS 0.6554 0.6553 0.6334
ΩA 0.9794 0.9791 0.9582

Φ10

ΩC 0.9794 0.9688 0.9609
ΩS 0.5165 0.4262 0.5298
ΩA 0.9836 0.9808 0.9764

being retrained on the target dataset. Within this work the explanation provided by You et
al. [214] for using Kendall’s τ coefficient [215] is utilized as the most significant relationship
between performance and the metric of choice is a shared general monotonicity that allows
for a trend in the metric to indicate a trend in performance as well.

4.4.1.2 Examining the Correlation between Performance and Metrics

The first step is confirmation that the chosen metrics correlate in a beneficial manner with
the performance value of interest, classification accuracy in this case. In order to understand
whether a metric is well correlated with classification accuracy, the weighted Kendall’s τ is
calculated using the SciPy implementation [208] and found for three datasets (Table 4.1:
ΩC ,ΩA,ΩS) and compared against three sets of modulation classification sets (Table 4.2:
Φ3,Φ5,Φ10). The Kendall’s τ weighted correlations are presented in Table 4.11 and show
high values of correlation for all three metrics in the case of ΩC and ΩA datasets; however,
the ΩS dataset shows a worse correlation between accuracy and all three metrics. Looking at
the relationships between performance and the proposed metrics in Figure 4.26 shows that
the performance and metrics are tightly clustered, while for ΩC and ΩA, definite trends are
observable. Looking at the performance of the different datasets as a function of quantity
used during training in Figure 4.27 helps to further explain this decrease in correlation
in that the performance results of networks trained on ΩS are comparably independent
from the quantity of data used for the synthetic observations. Therefore, the classification
accuracy and metrics extracted from the networks trained on ΩS are more akin to noisy
point measurements than a discernable trend to examine.

The main observation is that when there is a discernable trend between performance and
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Figure 4.26: Visualization of the relationships between the three metrics (Left column: NCE,
Middle column: LEEP, Right column: LogME) and the performance metric (Accuracy) of
each network when measured on the results of the evaluation set ΩTC , or the target dataset in
TL vernacular. Each dataset used for training are positioned along the rows (Top row: ΩC ,
Middle row: ΩS, Bottom row: ΩA). Linear trends shown between the metrics and accuracy
for better clarity in the relationships.
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data quantity, the correlation of all three metrics are considerably high, and therefore are
potential metrics with which to regress the relationship with data quantity in search of a
quantity estimator for the total data needed to achieve a desired performance.
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Figure 4.27: Plots showing the relationship between quantity of data used from each dataset
(Top: ΩC , Middle: ΩS, Bottom: ΩA) and the Accuracy achieved by networks trained on
that amount of data. In general, the networks trained from datasets ΩC and ΩA have an
increasing relation, but the network trained using ΩS have a stagnant relation to performance
in regards to quantity of data used to train.
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4.4.1.3 Regression of Quantity and Metrics

With the confidence that the TL metrics discussed above have a positive and significant
correlation with the performance of the system when performance increases with regard to
the quantity of data used during training, the goal is to now derive the relationship between
those metrics and data quantity, with preference being given to the metric that has a better
goodness-of-fit (GoF) with a form of linear regression. In this case, a log-linear regression is
used between the metrics and the data quantity. Starting with the accuracy of each network
as shown in Figure 4.27, the log-linear fit is able to provide a quality value in terms of the
accuracy achievable for a given OPC for the three datasets. Looking at the Φ10 problem set
shows the quality quantification as

• ΩC → 81% accuracy | 1M OPC

• ΩS → 20% accuracy | 1M OPC

• ΩA → 76% accuracy | 1M OPC,

but the quality can just as easily be defined as the OPC needed in order to achieve a given
accuracy, given the linear fit can be inverted as

• ΩC → 5.25M OPC | 90% accuracy

• ΩS → ∞ OPC | 90% accuracy

• ΩA → 7.04M OPC | 90% accuracy.

However, the log-linear regression between data quantity and accuracy has an undesired
effect between the data points and the linear fit, which is that at the ends of the available
data there is increased error relative to the center of the data points. Additionally, because
the sign of error is the same at both ends, this suggests that the linear fit between data
quantity and accuracy when there is minimal data will severely underestimate the data
quantity needed to achieve high performance systems. For a better look at this issue, Figure
4.28 examines the residuals for the Φ10 waveform set across the three dataset types.
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Figure 4.28: Plots showing the residuals between the regressed log-linear fits of quantity of
data available during training and the accuracy of each trained network and the observed
accuracy of each network. Plots show similar trends across the used datasets (Top: ΩC ,
Middle: ΩS, Bottom: ΩA), with the edges of the available data deviating in the same
direction, indicating a log-linear fit is not the ideal relationship between data quantity and
accuracy.
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This same sign of error at the ends of the available data suggest that a non-log-linear fit would
be more appropriate for regressing the relationship between accuracy and data quantity,
which is poorly suited to understanding the full relationship as available data becomes more
limited to a narrow subset of the full data range. For example, just looking at a narrow
portion of either end, high or low data quantity, does not provide enough context to predict a
good non-linear fit. Therefore, a GoF measure that weights the outer errors more significantly
than the errors toward the center of the data range is desired. Additionally, since both edges
of the residual are of equal significance and the results are non-uniformly sampled across the
observation space, a weighting that balances the weights into histogram bins will be used to
normalize equal significance in the edges of the GoF measure. For simplicity, three bins will
be used indicating lower, mid, and high data quantity observations relative to the log-linear
fit. The weights are suggested as

w′(qx[i]) =

⎧⎪⎨
⎪⎩
|qx| / |blow| qx[i] ∈ blow

|qx| /3 |bmid| qx[i] ∈ bmid

|qx| / |bhi| qx[i] ∈ bhi

w(qx[i]) =
w′(qx[i])∑|qx|
j=1 w

′(qx[j])

(4.9)

where the middle bin has one third the weight of the edges, without which all three regions
would be equally weighted. The division edges between bins is taken as evenly spaced on
log scale between the minimum and maximum data quantities in the set, with |qx| being
the number of elements in the set, while {|blow|, |bmid|, |bhiw|} are the number of observations
within that bin. Those weights are then normalized such that their sum is unity. The GoF
is then taken as the Normalized Root Weighted Mean Squared Error (NRWMSE)

gof(αx, qx, f̂ll) =

√∑|qx[i]|
i=1 w(qx[i]) · (f̂ll(qx[i])− αx[i])2

Var(αx)
(4.10)

where the quantities (qx) and accuracies (αx) are use to derive the log-linear fit (f̂ll); however,
the accuracies and fit can be swapped out for any other metric and matching fit.

The GoF for accuracy, NCE, LEEP, and LogME metrics are given in Table 4.12. A general
conclusion is that all three metrics have potential to provide a better prediction of data
quantity needed to achieve high performance; however, the correlation presented in Table
4.11 in addition to these results suggests that NCE will be the most consistent estimate, with
LEEP being a close second. LogME, by comparison, offers the most promise with regard to
the augmented dataset, but has the highest variability among the three metrics examined
here. One more unique attribute about the linear regressions of the metrics is that accuracy,
NCE, and LEEP all have residuals typically indicating that the true quantity of data that
is needed will be underestimated, while LogME’s residuals are inverted suggesting that that
LogME’s regression will overestimate the amount of data, giving soft bounds of the required
quantity of data being between the estimates of NCE and LogME predictions.
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Table 4.12: Goodness-of-fit (GoF) for a log-linear regression between dataset quantity avail-
able for training across datasets (Ω) and waveform sets (Φ) for Accuracy (α) and (NCE,
LEEP, LogME). Perfect fit would have a value of 0. Bold values represent the best GoF
value for the log-linear regression between the metric and data quantity available during
training.

Φ Ω α NCE LEEP LogME

Φ3

ΩC 0.2478 0.2054 0.1885 0.2662
ΩS 1.0196 0.9515 0.9521 0.9531
ΩA 0.3120 0.2674 0.2636 0.1672

Φ5

ΩC 0.2499 0.1552 0.1458 0.1987
ΩS 0.9491 0.9367 0.9451 0.9652
ΩA 0.3016 0.2163 0.2208 0.1433

Φ10

ΩC 0.1514 0.1138 0.1173 0.1179
ΩS 0.9853 0.9783 0.9731 0.9697
ΩA 0.2706 0.2652 0.2797 0.1102

4.4.1.4 Predicting The Data Quantity Needed

Now that the metrics have been compared in terms of a regressed log-linear fit with the
quantity of data used to train the model, the question is how to determine what value of
the metrics will provide a desired performance. Looking back at Figure 4.26 shows that the
metrics and accuracy don’t have an easily fit relationship that would map a metric back
to accuracy, and in fact would only be trading one non-linear regression for another. To
overcome this problem, label whitening to acquire near perfect performance is proposed to
act as a quasar that can help map the performance of the metrics with accuracy.

The procedure starts with label smoothing [36] (4.11) of the truth labels for the evaluation
set, followed by a logit transform (4.12), which without the label smoothing would not be
a useful approach as infinite values would be returned for the correct class and negative
infinity for all other classes.

l̃x = lx − γ · (lx − C−1
)

(4.11)

mx = log

(
l̃x

1− l̃x

)
(4.12)

Label smoothing applied on its own does not affect the value of accuracy, NCE, nor LogME,
but it does affect the LEEP score and is dependent on the smoothing factor, γ, and num-
ber of classes in the classification problem, C. The effect of γ on the LEEP metric can
significantly affect the metric, so γ is chosen to be the minimum value that the approach
of |lx − l̃x| > 0 within the chosen machine precision. The effect of label smoothing and the
logit transform allows for the values to now sit at a finite coordinate to which noise can be
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added to stochastically decrease the accuracy of the system in a controlled manner. The
normal distribution is used to whiten the logits in this case where the standard deviation
of the noise, σ, can be chosen for a degradation of accuracy, ε, of the true labels given the
number of classes in the problem space and the label smoothing γ in use.

m̃x = mx +N (0, σ2) (4.13)

σ(ε) =
log (C2(1− γ) + γ2(C − 1))− log (γ2(C − 1))

2 · erf−1
(
2 · C−1

√
1− ε− 1

) (4.14)

With the whitened logits the inverse logit, or logisitic, transform is applied and balanced
such that the sum of any result is unity,

∑
l̂xi = 1 ∀ i.

l̂x =
exp(m̃x)/(1 + exp(m̃x))∑

k∈C exp(m̃x[k])/(1 + exp(m̃x[k]))
(4.15)

Figure 4.29 shows the effects of this procedure on the error and metrics for a given ε averaged
over 1000 iterations, and shows a trend that can be maintained with increasing ε; however,
an important note is that this type of error does not properly reflect the distributions of error
that can be expected, so smaller values (≤ 1e− 5) of ε will likely be more appropriate than
larger values (0.1). Looking at the residual error, (4.16), in terms of the dependent variable,
ε, relative to the measured value, ε̂, as seen in the top left plot of Figure 4.29, the minimum
average error across the three classes is achieved at Δ(1e-5, ¯̂ε) = 0.0169, with the average
normalized residuals being nearly equal at the extremes (Δ(1e-8, ¯̂ε) = 0.178; Δ(1e-1, ¯̂ε) =
0.182).

Δ(ε, ε̂) =
ε− ε̂

ε
(4.16)

At this point a means for determining the value for each metric has been proposed that
won’t suffer from the need to have a perfect response that can be used, and will help with
metrics such as LogME where the maximum is not immediately known given the iterative
solution that is employed to produce the score. These values for a given small ε can then
be used to regress the corresponding metric’s data estimate for achieving such performance.
The log-linear regressions for each metric, dataset, and waveform space combinations are
shown in Figure 4.30, while the log-linear regressions for accuracy are shown in Figure 4.26,
and together help to better visualize the GoF results given in Table 4.12.

Making use of the whitening procedure above and the log-linear regressions between data
quantity and the metric’s score a prediction for data quantity needed to achieve arbitrarily
high performance can then be found. For example applying an error of ε = 1e-5 to each
examined problem space for the metrics and selecting a value averaged over 1000 iterations,
the data quantity predictions can be made for each metric as shown in Table 4.13. Where the
predictions are found by inverting the linear fit to estimate the quantity from the predicted
metric as

q̃χ = log10(q̂χ) =
M̂χ − bx

sχ
, (4.17)
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Figure 4.29: The change in the value of {Top Left: Accuracy (1-Accuracy, logscale); Top
Right: NCE (logscale); Bottom Left: LEEP (logscale); Bottom Right: LogME (linear)} as
a function of the induced error, ε, expected to accuracy from whitening the truth labels of
the evaluation set ΩTC . Results plotted are the average values over 1000 iterations per data
point.
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Table 4.13: The performance of Accuracy (α), NCE, LEEP, and LogME for the label whiten-
ing procedure proposed in Section 4.4.1 for a desired error ε = 1e− 5. Additionally the data
quantity needed per metric for the log-linear regression of the metric with the data quantity
used during training is provided.

Φ
α NCE LEEP LogME

Ω
α NCE LEEP LogME

Metric Metric Metric Metric Quantity Quantity Quantity Quantity

Φ3 0.999990 -1.275e-4 -2.668e-3 2.696
ΩC 48.7e6 237e6 88.5e6 2.46e12
ΩS 6.42e224 1.64e190 1.38e158 ∞
ΩA 72.8e6 291e6 144e6 3.47e15

Φ5 0.999990 -1.272e-4 -2.972e-3 2.842
ΩC 394e6 13.5e9 4.45e9 2.57e19
ΩS ∞ 9.15e95 6.57e100 ∞
ΩA 181e6 3.60e9 1.11e9 2.41e21

Φ10 0.999990 -1.289e-4 -3.963e-3 3.066
ΩC 34.2e6 514e6 430e6 1.61e21
ΩS ∞ ∞ ∞ ∞
ΩA 29.3e6 337e6 233e6 1.57e23

where the q̃χ value is the logarithm base ten of the quantity estimate for the selected metric
χ ∈ [Accuracy, NCE, LEEP, LogME], M̂χ is the metric value found through the whitening
procedure, and sχ, bχ are the slope and y-intercept, respectively, of the log-linear regression
given a logarithm base ten applied.

4.4.2 Prediction Performance with Minimal Data

The prior sections made use of all data points taken in order to establish the best predictions
for data quantity with their given metric. As these are estimates that are intended to
predict the data quantity needed to achieve high performance systems through the increase
of available data alone, certifying any result in particular is beyond the scope of this work,
as the expected predicted quantities will far exceed the available data acquired. Instead,
the focus shifts to how less available data during training relatively affects the prediction
capability for each metric in comparison to greater quantities of available data.

Due to the performance of the synthetic dataset stagnating, further analysis will ignore this
case going forward. For the purpose of finding how well the log-linear regression with each
metric is able to predict the data quantity needed, the data quantities provided in Table
4.13 with preference for a quantity estimate given by the GoF in Table 4.12 will be used
such that the metric that achieved the best GoF will be used as the truth for the problem
space. Therefore predictions of the models making use of ΩC will use the LEEP metric’s
quantity prediction for Φ3 and Φ5, but will make use of the NCE prediction for Φ10, while
the predictions for ΩA will all make use of the LogME metric and these quantity predictions
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Table 4.14: Quantity estimates being taken as truth for the combinations of waveform groups,
Φ, and training datasets, Ω. The augmented quantities are estimated using the LogME
metric regression, while the captured quantities are estimated from either the NCE or LEEP
metric based on the GoF in Table 4.12.

Φ ΩC ΩA

Φ3 88.5e6 3.47e15
Φ5 4.45e9 2.41e21
Φ10 514e6 1.57e23

are summarized in Table 4.14. The predictions for each metric can be seen in Figure 4.31
where the top row shows the predictions when using the ΩC dataset, while the bottom shows
the predictions for the ΩA dataset. The columns consist of waveform spaces {Φ3,Φ5,Φ10}
from left to right respectively.

The general understanding given in Figure 4.31 is that both NCE and LEEP will give a
more realistic prediction for data quantity than Accuracy alone, while the prediction given
by LogME can serve as an upper bound. Due to the log-linear regression any deviation can
result in orders of magnitude error in either underestimation or overestimation, and, without
having enough data to acquire the metric that produces the best GoF regression, a midpoint
estimate is recommended. The midpoint estimate seeks to balance the two extremes and the
estimate becomes q̃MidPoint = 0.5 · (q̃NCE + q̃LogME), such that the midpoint estimate averages
the quantity estimates on the log scale rather than the linear.

Returning to Table 4.14, it is important to understand how long a sequential collection of
data of this kind would take, that is, for a collection that records at 10kHz, these waveforms
from three waveform groups {Φ3,Φ5,Φ10}, collection of the number of observations implied
would require [1.72, 144.5, 33.4] years to acquire for the target observations needed for the ΩC

predictions and require [0.989, 82.9, 19.1] terabytes of storage to store in an uncompressed
state. While this could be feasible if the collection was performed in parallel rather than a
sequential collection, the suggestion that should be taken rather than immediately starting
a long term collection is to instead improve the training routine and model architecture
to allow for this procedure to produce a regression with a more significant slope than the
approach used to produce these results.
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4.5 Summary of Training Data Needs for AMC

There are three main aspects for using the available data and maximizing the performance
of an ML system: (1) high quality data that adequately reflects the application space,
with as precise and accurate labeling on the metadata as is possible; (2) understanding the
degradation space such that augmentation can be used to provide more visibility into the
distributions within the data without warping the distributions outside the target application
space; (3) being able to overcome the initial random state a model must first occupy before
any training can be performed.

The first and second aspects refer to the quality of the data available and, while crucial,
aren’t always under the control of the developer creating the model, yet without the first
aspect even the best ML practitioner would be unable to provide results. Tapping into
the skills of an analyst, the dataset can be expanded to provide: more observations, more
batches, more learning steps as a whole that can make up for, or minimally roughly patch,
areas that the available data might not adequately reflect through augmentation. The third
aspect, overcoming random initialization, is where all properties of data can best be uti-
lized. By incorporating stages of training, the model can more easily overcome the random
initialization and learn how to do something, even if its not useful directly to the end goal
of the system. This concept of being able to prime the network, as was done by stepping
up from ΩS → ΩA → ΩC , allows for larger structures to be learned more quickly with an
easier data space, and then become more fine-tuned to the exact problem, rather than a
significant portion of the learning procedure trying to identify all the fine-detail nuance of
the data space from the very first step.

However, when and if there’s a chance where the ML developer is able to plan out the data
acquisition, being able to forecast data needs can be critical. Having the ability to create a
small dataset to act as a compass for the ML approach can lead to significant gains if the
quality is high and well thought through. Understanding the performance gains relative to
the available data quantity can determine whether the training data is adequately paired to
the real environment. By better quantifying distributions in the nuisance space, the sample
space that should be augmented over can be better explored. These performance gains can
then provide a starting point for quantity predictions required to achieve a target goal and
help avoid risks in what is mostly a trial and error system.
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Real-World Applications

The value of this dissertation is in the understanding and skills needed to bring RFML from
the lab to the real world. To that end, key information about what should be considered in
the data and examples of the consequences when it’s not present have been presented. The
following sections speak not only to this data consideration, but how incorporating these
principles for data quality into sponsored programs provides significant value to the goal of
the program.

5.1 Tactical SIGINT

The program that supported this development eventually went on to become the Signal-
Eye [34] product. This multiyear effort led to a lot of discovery and understanding about
the problem space and agrees with lessons learned and discussed in this dissertation. The
fundamental purpose of this routine was to provide an AMC application that could classify
signals once they had been found and isolated. The preliminary focus was on positive SNR
observations with stretch goals to push the performance range as low as it could go. Initial
development was started on synthetic data and grew to wideband observations with multi-
ple (non-overlapping) signals present. The detection routines were left to expert approaches
predominantly relying on some form of energy detection in order to minimize the reliance
on interaction between ML approaches that had not been studied in detail.

After initial work in the synthetic data space showed viable results, pushes for real-world
applications came and the team of researchers made the assumption that an AWGN simu-
lation would not be sufficient based on the experience and skepticism in ML of the team.
This led to synthetic data being generated with frequency-independent IQ imbalances being
applied to individual signals as well as imperfections related to signal detection routines in
terms of SRM and FO being applied, as well as varying SNR observations to be synthesized.
With each iteration more real-world degradation was added into the synthesized datasets
with the ultimate goal of being able to perform at a collection event planned for spring 2018.
As the collection event approached, field studies were performed to characterize the effect of
the channel in terms of Rayleigh/Rician fading channel environments that could addition-
ally be used in the synthetic signal generation system. Of all of the degradations applied
in the synthetic system, the only degradation that did not come from field measurements

120



5.2. Signal Detection 121

and characterization was the value around the frequency-independent IQ imbalance, as at
the time there was no way to know, let alone characterize, the transmitters that would be
present at the event.

The threshold for success of the system was to be able to characterize on the order of
20 waveforms in real-time, or as near to real time as possible, with an accuracy of 80%.
Some observations made during this last push saw that one large network trying to classify
everything ultimately sacrificed accuracy and had a longer than desired compute time on
the target platform while trying to generalize over the full range of what was expected.
By switching to a hierarchical design, many smaller models could be used more effectively
while minimizing the generalizations any one model needed to learn. By understanding the
limitations of the platform, the characteristics of the EME, and focusing models to perform
more specific tasks, the goal of 80% accuracy was met, and after multiple assumed revisions
by the company, the work came to fruition with the release of the SignalEye product.

5.2 Signal Detection

Another project’s focus was on the problem of detection in congested environments, and
when outside of congested environments technical approaches can actually fall back to a lot
of the image processing domain when considering stronger signals [48]. From the start, the
assumption is taken that strong signals can be identified even in this congested environment,
therefore the focus of this work is trying to figure out how weak of a signal can be still
be detected. One additional assumption is that such a weak signal will typically be of a
more wideband nature than the strong narrowband signals in order to minimize interference
and still function as a communication system [27]. One additional consideration is that
the receiver system has multiple receive chains, which may or may not be aligned, that are
available for observation.

In order to focus on the problem of detection, it is assumed that the waveform is QPSK,
to help minimize the generalization for the ML problem, and will pass through a unique
time-varying multipath channel before arriving at the sensor array while being independent
of other nuisance signals (with their own time-varying multipath channel) present in the
observed spectrum. Assuming the array is minimally time and frequency aligned, the other
characteristics like phase are assumed to not necessarily be aligned. The final application
seeks to know if the weak signal is present, rather than which antenna can see the signal
if it’s present, and therefore at some point the information space needs to collapse from
M sensors down to one decision. An examination of an aggressive interference rejection
technique for an unknown array configuration was considered and contrasted against a fully
ML network that could ingest the M sensors directly. The interference rejection technique
relies on the Singular Value Decomposition (SVD) to eliminate stronger singular values that
are above a specified threshold given knowledge about the noise floor in the observations
and emphasizing weaker ones believed to be the subspace where the weak signal will occupy.
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This approach has the potential to degrade the weak signal’s full time/frequency coverage
and would likely prevent typical techniques from then identifying the presence of the signal
with traditional means. The ML approach would then be trained to understand these kinds
of degradations and learn to become invariant to them. Exploratory studies found that
providing both the time and frequency representation of the signal enhanced the network’s
ability to learn in this problem space.

What was observed is that intelligent preprocessing applied to better present the problem
space to the ML algorithm resulted in smaller networks, smaller data transfer pipelines, and
as a result an overall faster system could be created in this approach, with the underlying
assumption the the preprocessing could occur in the FPGA or similar system prior to being
piped into the ML model. Not only did this preprocessing result in a faster system overall,
but the trained network became more consistent and had higher performance in terms of
detection.

In terms of raw performance, the raw sensor network was able to perform better at lower
SNRs for a set decision threshold of 0.5 after a sigmoid activation, but it came at the cost of
the false-positive rate, and when both approaches were constrained to a false-positive rate
of 1%, the improvement in performance of the raw-sensor network became marginal at best.

5.3 Wideband Aggregate Spectrum Generator

The Wideband Aggregate Spectrum Generator or WASP Generator, shown in Figure 5.1 as
the hardware setup and in Figure 5.2 hopping a 20MHz QPSK signal, is the porting of signal
generation from software, which even in high end test equipment is still done in software and
loaded for playback [216], to hardware in an FPGA system. As the fundamental backbone of
‘gr-signal_exciter’ relies on a reliable, well conditioned Random Number Generator (RNG)
with a repeat cycle longer than the generation of the signals themselves, this work is heavily
dependent on the implementation of such a PRNG, as was presented in [132].

This process calls for the redesigning of block based function processing into logical circuits
that rely on control signals for intricate timing between components and cores. Initial de-
velopment saw the fruition of LDAPM modulations being loaded into the FPGA fabric with
controls to allow for the modulators to be controlled precisely in time, frequency, phase, and
power, allowing for wideband and high data rate data generation. By making use of Xilinx’s
VIVADO and Matlab’s Simulink interaction, the logic and design could be iterated through
initial ‘is it possible’ prototypes through near ideal cores that could be deployed within Xil-
inx FPGA fabrics. Unlike the software source, additional focus was given to allowing for
burst transmissions to better emulate and understand the transients that are often produced
in hardware systems.

By the end of the initial phase of the project, the WASP Generator was capable of generat-
ing any LDAPM waveform whose symbols could be drawn from a lookup table. Additional
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Figure 5.1: Here the WASP Generator is shown in terms of the Mercury Systems hardware
in use along with its connection to a Keysight Signal Analyzer for visualizing the generated
spectrum.

Figure 5.2: Using the WASP generator to hop a 20MHz QPSK signal around the available
150MHz spectrum.
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the waveform could then be filtered with a user specified pulse shaping filter, as well as any
additional interpolation filtering to create a target bandwidth. While the exact functional
limits were not explored in this work, this system easily produced multiple simultaneous
LDAPM waveforms on a single FPGA device with each modulator running in real-time at
20MHz bandwidth, capable of arbitrary bandwidths, frequency offsets, and power control.
In order to provide a means for pure in-system simulations, the ability to add the signals to
a background noise of AWGN was designed in as well. The final performance test showed
that not only could the system operate multiple signals, but was also able to perform fre-
quency hopping across the full operational bandwidth with dwell durations on the order of
milliseconds or less.

The most useful aspect of this system is that while it can generate signals at high rates and
produce large volumes of data at rates servers couldn’t keep up with, it also produced signals
for metadata tracking, allowing for precision timing to be provided in real-time. This means
that a system capable of generating large quantities of data for developing ML datasets
that hopefully will help alleviate some of the costs and strain associated with curating new
datasets is well underway.

5.4 Commercial Whitespace

For the realm of commercial whitespace, the best point of reference is looking to the struc-
ture and results of DARPA’s Spectrum Collaboration Challenge [217]. Here the use of the
Colosseum, 21 servers consuming 65 kilowatts of power, to simulate as closely as possible the
actual EME environment as the different transceivers move through an environment [217]
and still collaborate on how to use the spectrum is a critical undertaking in making strides in
this application space. Given the challenges of the hidden and exposed node problems for a
single transceiver, the problem is one that likely can only truly be addressed in a distributed
and collaborative way by making use of the actual observations while online in the channel.
While it may still be possible to manage this level of task as a distributed, uncooperative
approach, the challenge will come down to how any system is regulated, and how feedback
is provided in order to minimize hidden and exposed node vulnerabilities to the observation
space. A critical path forward is being able to simulate the real world with enough accuracy
in real-time, or faster than real-time, in order to continue to make the strides in reaching a
final product.

5.5 SEI

SEI is inherently a difficult problem as the ultimate desire for the problem space is to be able
to say there is an approach that is invariant to the information, the modulation, the chan-
nel, and the receiver. This means the entire goal is to understand the transmitter such that
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regardless of every other variable in the transmission path, the characteristics of the trans-
mitter alone make the decision. Unlike modulations, being able to simulate the full scope of
effects a transmitter imbues into the waveform requires detailed analysis and modeling that
would be extremely difficult to do at scale, and therefore limit the applicability of simulated
approaches to model these imperfections, resulting in trained models without any guarantee
of transferability to the real-world problem set desired. This is further complicated due to
the fact that real devices’ characteristics are both bandwidth and carrier frequency depen-
dent making one-configuration-handles-all assumptions highly unlikely [66]. ML paired with
real-world captures, consisting of as diverse a set of transmitters as can be managed, across
all bands of operation while varying the bandwidth, will likely provide the best opportu-
nity to address this problem space. One more benefit to using ML approaches is due to
the non-linear perturbations the transmitter induces on the waveform, which are potentially
better handled by the non-linear nature of the layers and activations. By allowing the ML
routine to learn from this real-world data, the correlations between degradations induced
in the transmitter can better be leveraged, as the model will learn features of importance
rather than rough isolated features from an expert selection.

SEI will continue to remain a difficult problem space as long as the taken approaches are
so heavily swayed by the state of the channel [65]. One of the breakouts from the DARPA
RFMLS program was the work performed at Expedition Technologies, where focus was
put on algorithmically finding approaches whose computation structure is invariant to the
channel [218]. Even with approaches designed to be invariant, the performance of systems
trained with channels applied to the signals still resulted in better performance than those
applied to the signals alone. Without a doubt, the way forward for this body of work will
rely heavily on expanding the techniques designed for channel invariance and structures of
the model that can better make use of such techniques.
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Conclusions and Future Research

The quality of data used during training drives a ML system’s performance. This concept of
data quality is tied directly to the application space under which the system is expected to
perform, with higher quality data coming directly from that application space. In the case
of whether or not a certain routine is feasible, the use of synthetic data alone provides the
simplest and most affordable means of moving toward a conclusion in that regard. However,
when the artifacts present in real-world observations are not well understood and accounted
for in synthetic data, the end result of models trained on the synthetic data is models that
rarely provide utility in the field, yet this is not a criticism of synthetic data as a whole, but of
synthetic data that does not contain sufficient consideration of the application space. In order
to fully explore what previously had been assumptions about this relation between synthetic
data used during training and performance on data observed in the field, a large scale
collection was designed and executed, providing an adequate quantity of observations in order
to vet the assumptions and provide concrete evidence about the relationship. Additionally,
a large scale experiment is conducted in this work showing the underlying nature of data
origins, the role of augmentation, and the resulting effect such origins have on performance.
This approach should lead to better understanding of the nature of the dataset’s role in
producing high quality models that can be used in the field successfully within the RFML
domain.

By designing the experiment in a way that parametrically varies the available data, the
combinations of datasets, and changes in the complexity of the problem space, underlying
conditions are able to be discovered. This experiment allowed for examining dataset quality
and doing a regression analysis to help better understand how both quantity and quality of
available datasets can lead to more effective systems to be used in the field. The concept
of dataset quality is then further extended to provide a quantitative means for comparing
different sources of data that can better inform future data generation and collection efforts.
For example, in the effort to improve synthetic generation through expert means or otherwise
through GAN approaches, the quality of the networks trained can be compared quantitatively
by their resulting performance relationship to distinguish higher quality creations.

By regressing the functional relationship between performance and data quantity, a means is
designed for estimating the data quantity needed to achieve a significantly high performance
for a system, with the assumption that it can actually reach that performance level. This
approach is then extended by finding metrics correlated with performance that project the
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models’ affinity for the data space through use of measures associated with transfer learning.
By then combining these results, a more reliable estimate regarding the needed data quantity
for a given dataset quality to achieve high performing results. While this approach still has
room for improvement, it is a critical need to allow for planning and forecasting data needs
in order to balance both the time and the cost associated with procuring data at scale.

This work is derived from the specific application space of AMC, and while the quantitative
results should be considered unique to the problem and data space, the techniques culti-
vated in this work have a general application to machine learning problems. In the absence
of noisy or poisoned labels, the ability of a system to learn the problem should only be
limited by the capacity of the technique to learn, and the quality of data available. While
the augmentations applied (FO, SRM and SNR) will likely only be reasonable within the
limited domain problem spaces (RFML and audio processing for example), understanding
and applying useful augmentations will continue to be a significant capability to ML systems
in order to increase generalization of models over the base available dataset alone.

One fundamental assumption to keep in mind is that there exists a test set from against
which any trained model can be compared. In this way, there must be some initial data that
can be trusted to represent the problem of interest in a meaningful manner. Failure to have
some meaningful data could result in systems similar to the synthetic models that performed
well on synthetic tests, which is to say, nearly useless when put into the field. For problems
that have hard to observe phenomena, such as anomaly detection routines, this approach
wouldn’t work, the possibility of collecting large amounts of observations on an anomaly
would be impractical. Rather, focusing on a surrogate dataset that alters real observations
for test would be advised. One such example could be looking for a failing transceiver in the
2.4GHz band, and generating a dataset that encompassed all possible ways the transceiver
could fail would be a daunting task to perform in a real data collection. The expectation is
that data collections of the counter state, systems working well without anomaly, would be
more beneficial to better understand what is proper and create a system whose predictive
state would deviate from observations when anomalies are present.

Another domain where direct application of this work would be expected to struggle are
in systems that are not passive observers. When a system is designed to be interactive
with what is being observed, there is a feedback loop that is not included within a static
observation space. Works where this is desired will require additional conditions place on
the observation dataset that exceed both the assumptions on the dataset and the scope of
this work.

For best results in applying this work, the problem space should be one in which passive
analysis is desired. Meaning that the goal is to better understand what is present in an
observation space, and can be observed either naturally or through controlled collection (the
ability to force it to occur). Given that such a problem is the focus of the ML routine, and/or
that a trusted good dataset is available, the techniques developed here can help distinguish
whether dataset manipulations are beneficial or detrimental as well as helping to understand
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the quality of the data generated through such manipulations.

The work here enables future research:

Improving synthetic dataset quality. By making use of the relationship between data
quantity and performance, synthetic dataset generation could create benchmarking for dif-
ferent approaches of generation, along with different parameter ranges. This could help for
those with access to the open source tools that can generate data, but might not have the
ability to extract relevant characteristics from available data. By trial and error, the measure
of quality regressed could help determine better parameters sets for the problem at hand.
Similarly, this approach provides an external means to justify the data generated through
GANs that might show improvements that might even exceed captured data germane to
the problem space. For any approach the generates data for learning a problem space over
direct capture, this approach can be applied and the quality can be compared between the
generated and captured datasets.

Cost modeling for dataset curation. Data curation is typically a blind endeavor in
terms of estimating the cost needed to fully procure. Underestimating these costs can result
in inadequate or irrelevant data being collected, as has happened many times on funded
research when timelines pressure a collection event before adequate failsafe checks are put in
place to ensure proper data is being collected. In addition, by understanding just how much
data is expected to be needed, this can allow for proper collection timelines to be designed,
rather than a simple triage approach of collecting what is able within a specified timeline and
hoping that is enough. The techniques within this work can allow for a smaller collection of
data to be performed and then estimate the total data needed better than accuracy alone
when regressing the relationship between performance and data quantity.

Study the effects of label noise. The primary focus in this work was in understand-
ing the relation between performance and data quantity under the assumptions that the
Correctness was absolute. But as more work goes into developing RFML techniques, the
more likely it is that collection events will occur not in nicely maintained environments, but
in contested, congested, and potentially adversarial environments. Taking time to research
how the analysis here is affected by label noise would be vital to better understanding the
level of care that needs to go into dataset curation. By applying this dissertation’s data
quantification techniques while intentionally adding in label noise, an investigation of how
susceptible the problem space is to the problem of ‘double descent’ can be studied while
examining how such controlled noise reduces the quality of the dataset.

Similar studies in other RFML applications. The work performed here is expected
to translate to the other applications spaces within RFML; however, application-specific
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dependencies are also expected. Developing a large enough dataset that contains the effects
of the real world over large enough time scale could highlight other deficiencies in the domain
that are not as significant in the problem space of AMC, but without robust datasets to
corroborate or reject, this hypothesis it is left purely to conjecture. One such example
is how SEI algorithms have a higher anecdotal dependence on the channel conditions and
background noise conditions than in AMC applications.

Study different architectures/training methods. This approach isolates the archi-
tecture and training routine such that the effect of the dataset can be studied as something
independent of them. However, as networks improve, significant nuisance parameters such
as the effect the channel has on the problem space might in time have invariant approaches
devised. For those attempts and studies, understanding and proving their invariance can be
done through a study such as this, where the synthetic dataset has a higher quality and no
longer stagnates as it has done in this work. For the same datasets being available, different
architectures, or training routines, might have significant effect on the quantity and perfor-
mance relationship, so contrasting the techniques here with a different architecture could
provide insights into the compatibility with the problem or data space.

Co-channel and adjacent channel observations. For the most part, the literature
focuses on problem spaces where signals can be isolated in time/frequency/space such that
a network only needs to understand what is present in those terms. However, signals are
often not so nicely isolated and co-channel and adjacent channel signals cannot be perfectly
separated leading to significant interference when compared to the isolated signals used in
this work. Works that can identify the number of signals present as well as characteristics
of all signals present would be invaluable to regulatory agencies in order to help protect
vested interests as well as fairness in spectrum usage. Datasets and test cases where all of
these parameters can be adjusted would be powerful tools when it comes to characterizing
the performance region of any system hoping to operate in the real world under a regulated
system. By continuing to expand the available systems designed and geared toward metadata
tracking, more intricate data problems like these can better be studied.

Transfer Learning across radios. The receiver in a RFML system introduces a fair
share of distortions upon the observation. As radios are replaced for newer models, swapped
out for cheaper devices, and changed on a whim, the understanding that a RFML model
that went through fine tuning on the original radio might see performance loss overall on
the new system should be expected. Being able to consider and distribute such models to
any other transceiver is a study in itself. The use of a model fine tuned for one radio and
then used on another is not well understood. Examining how different radios’ observations
are perceived by the model can allow for transfer learning to leverage minimal datasets to
overcome the receiver difference.
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Evaluation of non-Gaussian background environments with additive superim-
posed synthetic signals. The augmentation within this work focused on what can be
done to an observation once it’s been collected or created, but it is important to note that
this isn’t the only style of augmentation. For real-world observations with wide-bandwidth
observers, there might be hundreds to thousands of signals present in an observation making
up the full EME background of the problem space. In order to better understand how an
approach would function, if at all, in these congested spaces, a more reasonable approach is
to perform background captures that provide the realistic EME for the problem and enabling
a synthetic additive placement of the application in question. Creating datasets that use
this approach, it enables observations when no physical transmission system is available to
test with. Exploring the characteristics necessary to reliably perform synthetic drop-in of a
signal in such a manner and the effects when performing it in the real-world would be worth
investigating. Designing a problem where the detection of a known and easy to generate
signal can be constructed and then performing a collection of this can serve as the real-world
test dataset. By then also collecting the spectral data when the signal is absent, this can
allow for studies of how to best perform synthetic drop-in while still using the more complex
and harder to simulate non-Gaussian background environments. The quality of different
approaches can then be regressed and the relationship seen for different techniques in order
to determine better methods of performing synthetic drop-in.

Development of HW/SW tools for high speed aggregate spectrum generation.
While work done in this dissertation has started to create a system to this effect, having a
variety of generation techniques would be ideal to help prevent any potentially unseen biases
that might be contained in the approach. Having multiple techniques and tools for doing
large dataset generation with hardware effects and software’s precision and flexibility will
undoubtedly allow for more competition and advancements in this field of study. A hope for
this work is that the issue with dataset generation within RFML is sufficiently motivated,
such that different groups might see it as worthwhile to create dataset generation platforms
that will allow for larger and more diverse datasets while simplifying the ability to retain
useful metadata.

Study individual augmentation effects on performance and quality. By separating
the applied augmentations and training models based on their independent contributions
to learning the understanding of the utility of each augmentation can better be studied.
Through studying the augmentations in this manner, the overall quality of an augmented
dataset might be improved over the results shown in this work as more directed intent
can go into creating augmented data rather than just knowing that augmented data is
desired. Studying individual augmentation techniques and comparing their relative qualities
on a known good test set will potentially lead to better understanding how, and how much
augmentation is needed to improve a model’s generalization capabilities.
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