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Abstract 

DPP: Dual Path PKI for Secure Aircraft Data Communication 

Alexander K. Buchholz 

Through application of modern technology, aviation systems are becoming more 

automated and are relying less on antiquated air traffic control (ATC) voice systems.  

Aircraft are now able to wirelessly broadcast and receive identity and location 

information using transponder technology. This helps reduce controller workload and 

allows the aircraft to take more responsibility for maintaining safe separation.  However, 

these systems lack source authentication methods or the ability to check the integrity of 

message content.  This opens the door for hackers to potentially create fraudulent 

messages or manipulate message content.  

This thesis presents a solution to handling many of the potential security issues in 

aircraft data communication.  This is accomplished through the implementation of a Dual 

Path PKI (DPP) design which includes a novel approach to handling certificate 

revocation through session certificates.  DPP defines two authentication protocols, one 

between aircraft and another between aircraft and ATC, to achieve source authentication.  

Digital signature technology is utilized to achieve message content and source integrity as 

well as enable bootstrapping DPP into current ATC systems.  DPP employs cutting-edge 

elliptic curve cryptography (ECC) algorithms to increase performance and reduce 

overhead.  

 It is found that the DPP design successfully mitigates several of the cyber security 

concerns in aircraft and ATC data communications.  An implementation of the design 

shows that anticipated ATC systems can accommodate the additional processing power 

and bandwidth required by DPP to successfully achieve system integrity and security. 
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  Chapter 1

Introduction 

1.1 Motivation 

Secure communication is of growing concern in an increasingly connected world.  

Essential data that is communicated in the open is vulnerable to variety of attacks which 

could jeopardize system integrity.  This is an issue in many domains due to the increasing 

applications of the internet and wireless data communications.  There is concern that 

without continued research into robust cyber security methods critical systems that the 

populous rely on could be susceptible to attack. This is of special interest in areas where 

the reliance on data confidence and source identification is of utmost importance to the 

safety of human lives. One such example is in the domain of aviation where data 

communication and robust identification methods between aircraft and air traffic control 

(ATC) is relied upon to preserve safety.   

For years aircraft and ATC have passed important information using radio and 

other low tech methods [1] .  However, with the continued growth of airport traffic more 

efficient data communication methods are beginning to be implemented [1]. These new 

technologies allow aircraft and ATC to communicate pertinent information real-time 

using data link technologies while reducing overall pilot and controller workloads [1] .  

This revolution in data dissemination is a huge breakthrough in modernizing the aging 

ATC communications system and could drastically improve many critical ATC 

functions.  However, it presents a number of security and safety concerns.  This paper 

discusses those concerns and presents a novel way of overcoming many of them. 
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1.2 Thesis Contribution 

 There is growing speculation that inclusion of modern cyber security methods 

might have properties advantageous to the security and integrity of ATC data 

communication systems [2] [3] [4] [5].  However, the design through which these 

methods are implemented is tantamount to the security of the resulting system. Without 

the use of proper techniques unforeseen outcomes such as trap doors and unintended 

security weaknesses can arise [6].  Meticulous research in the domain of aviation data 

communication and a strong understanding of cyber security primitives must be 

thoroughly presented before a robust security design can be formulated.   

This thesis is among the first to address the issues of insecure aircraft-to-aircraft 

and aircraft-to-ATC data communications. It includes a discussion of the state of the art 

in aircraft identification and data validation methods and specifies potential security 

vulnerabilities.  A formalized list of requirements to fill this gap is suggested.  

Furthermore, this thesis proposes a public key infrastructure (PKI) to work within the 

existing ATC system and provide key management for aircraft and ATC.  A novel 

approach to certificate revocation is suggested through the implementation of session 

certificates.  A suite of mutual authentication protocols are described along with 

suggested encryption algorithms.  Lastly, a feasibility study is performed to evaluate the 

potential performance of the system. 

1.3 Thesis Outline 

The contents of each chapter are described as follows. Chapter 2 lays out all 

background information regarding ATC’s aircraft identification and monitoring practices.  

Then there is a discussion on where the gap in knowledge lies.   It also contains 

information regarding the cyber security primitives that will be employed to fill that gap 

in knowledge.  Chapter 3 explicitly states the problem definition along with requirements 

for the solution.  There is also an attack model which lists potential attacks to the system.  

Chapter 4 describes the design along with all protocols and procedures utilized to 
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accomplish the goals described in Chapter 3.  Chapter 5 is an analysis of the solution 

which states explicitly how each requirement it met and how each attack is mitigated.  

Chapter 6 is an evaluation of the solution and discussed how it should perform when 

applied. Chapter 7 is the conclusion where all results are abstracted and briefly discussed.  
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   Chapter 2

Background 

This section describes the fundamentals of ATC aircraft identification and 

monitoring practices as they evolved starting from the inception of aviation.  Then the 

effects of modern technologies are discussed and how upgrades to system security are 

warranted.  In addition, cyber security primitives such as public key encryption along 

with PKI are defined as they relate to the solution proposed in this paper.  Then the gap in 

knowledge is stated.  The following section has a literary review on related works which 

includes some references to similar issues in other domains and how they were overcome.  

2.1 Development of ATC’s Aircraft Identification and Monitoring  

Accurately determining an aircraft’s identity and location has been and will 

continue to be a difficult task for the aviation community.  These truths are important for 

security, safety, and efficiency of the ATC system.  Most notably, knowing an aircraft’s 

location is important to prevent midair collisions. In most situations when the weather is 

clear pilots are told by ATC where other aircraft are and they can confirm via line of 

sight [1].  However, in times of low visibility when aircraft cannot see and avoid aircraft 

around them, known as instrument meteorological conditions (IMC), law requires pilots 

to use instrument flight rules (IFR) to navigate [1]. In short, aircraft rely solely on ATC to 

communicate who and where other aircraft are [1].  This requires ATC to have robust 

methods for accurately determining who and where an aircraft is.  

2.1.1 Early Monitoring Systems 

In ATC’s early years rudimentary techniques were used to communicate with 

aircraft but little was done to ensure their identity.  Controllers used a manual technique 

of moving “shrimp-boats” on a map, each of which represented individual aircraft [1] .  

The controllers would receive updates from aircraft over radio communication and would 
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then update the shrimp-boat location while also relaying necessary information to other 

aircraft in the area. After the implementation of radar to ATC monitoring systems in the 

1940’s controllers could more accurately and efficiently determine the real-time 

positioning of aircraft [1].  Controllers used radar to determine aircraft location and radio 

to communicate this information to each pilot flying IFR. This system worked reasonably 

well for many years [1].  As air travel became more popular towards the middle of the 

20
th

 century overall traffic volume increased in the national airspace system (NAS).  With 

the increase in traffic came a dramatic increase in controller workload and the tedious 

task of constantly maintaining the connection between the identity and location of each 

aircraft became more of a burden.   As computer technology advanced the next step of 

real time automation systems to handle this controller task became apparent. 

2.1.2 Evolution of Automated Radar Terminal System  

The evolution of how ATC tracks an aircraft’s identity and location relied on two 

technologies: 1) the development of radio frequency identification using transponders and 

2) electronically filed flight plans [1].  The former, known as the secondary radar system, 

uses pulses and modes of radio signals to send data between aircraft and ATC [1].  Each 

aircraft that operates in the NAS has a transponder code which is assigned when it is 

built.   Widely considered as the most significant development in ATC technology, the 

Air Traffic Control Radar Beacon System (ATRCRBS) uses transponder codes to 

determine the identity of an aircraft through a radio-based interrogation and response 

mechanism [1].  This system was first introduced in 1956 and eventually spread to ATC 

centers all over the NAS after a few years. The transponder codes are cross referenced 

with flight plan information (#2 above) to give the controller all the flight specific 

information for the aircraft such as flight number and registration information.  These 

flight plans are filed prior to takeoff and are sent to all controllers who require 

information from them.  They also give the controller a notion of when an aircraft should 

be where and is used as a double check to radar sources.  

The cross referencing of various, possibly inaccurate sources creates a sort of 

information assurance synergy that is now the backbone of ATC’s modernized approach 
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to aircraft location and identity.  One successful implementation of this system is known 

as the Automated Radar Terminal System (ARTS) which is used across the country at en 

route control centers known as Air Route Traffic Control Centers (ARTCCs) and 

terminal control centers known as Terminal Radar Approach Control Centers 

(TRACONs) [1].  The next section discusses how the ARTS system evolved to include 

modern technologies and more efficient automation techniques.  

2.2 State of the Art Aircraft Identification and Monitoring  

 As location and communication technologies advanced a number of new systems 

to handle many of the tedious tasks required by aircraft and ATC were developed.  These 

technologies included such things as the development of the global positioning system 

(GPS), robust and secure data communications infrastructure, and efficient real-time data 

fusing algorithms. As a result the Federal Aviation Administration (FAA) and industry 

created a number of upgraded systems to handle the identification and monitoring of 

aircraft, some of which will be implemented through the Next Generation Air 

Transportation System (NextGen).  The goal of NextGen is to enhance safety and 

increase efficiency in the NAS. This system is set to be deployed in segments over the 

next several years [7].  The NextGen implementation plan (NGIP) details how the system 

is planned to be implemented [8]. The NGIP will be used as a reference later during the 

performance analysis.   

Some of the systems the FAA and other government agencies are implementing 

include Automatic Dependent Surveillance-Broadcast (ADS-B), Federal 

Telecommunications Infrastructure (FTI), and two extensions of the ARTS system: 1) 

Standard Terminal Automation Replacement System (STARS) and 2) En Route 

Automation Modernization (ERAM).  Each one of these systems is discussed below 

along with why they are important to the modernization of aircraft identification and 

monitoring.  At the end of this section a brief overview of the system is discussed which 

includes exactly where the gap in knowledge lies.  
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2.2.1 ADS-B 

GPS revolutionized aircraft position monitoring.  No longer does an aircraft need 

to rely solely on ATC or other antiquated systems to determine its location.  Aircraft use 

GPS to determine accurate position and velocity information which is derived through an 

on-board flight management system [9].  However, GPS only helps the aircraft know its 

own location. Without a standard high update data communication system ATC and other 

nearby aircraft still require the use of passive systems to determine other aircraft identity 

and location. This led to the development of ADS-B and an FAA mandate that requires 

all aircraft be equipped by 2020 [8].  This system broadcasts information regarding the 

aircraft’s identity and current position using a similar transponder technology as the 

ARTS system [10].  ADS-B utilizes two different transponder technologies: 1) ADS-B 

1090 Extended Squitter (ES) and 2) Universal Access Transceiver (UAT) [9].  Similar in 

nature, both transponder technologies continuously broadcast identity, target state 

(position, velocity, time), and other status information [9]. However, aircraft can only 

send and receive messages from other aircraft equipped with the same transponder 

technology [11].  This requires a network of towers to relay the messages. Figure 2-1 

below illustrates ADS-B service data flows between similarly equipped aircraft and ATC. 
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Figure 2-1. ADS-B Service Data Flows [9] 

ADS-B is only one component of a much larger system known as the Surveillance 

Broadcast Service System (SBSS) [9].  This system handles weather, traffic, aircraft 

identification and location, and other message types and disseminates this information to 

those who need it [9] [11].  The SBSS includes a network of towers which relay the 

ADS-B messages received to other aircraft in the area as well as ATC [11]. This is the 

mechanism through which ATC receives ADS-B messages from aircraft.  

ADS-B allows for direct information sharing between aircraft which could 

completely revolutionize the way aircraft identify and separate themselves from other 

aircraft.  As noted in section 2.1, aircraft flying IFR are required by law to consult with 

ATC to separate themselves from aircraft around them. ADS-B has many potential 

applications; one of which allows aircraft to handle maintaining separation by receiving 

location information directly from the aircraft around them instead of through ATC [1].  

Considering the update rate, 1Hz, and accuracy, GPS, of the location information in the 

ADS-B messages, aircraft could drastically reduce separation standards along with 

significantly reduce the workload for controllers [10].  Note, however, that these 
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messages are broadcasted in their raw form and are susceptible to manipulation or 

forgery.   

Now that aircraft can talk directly to each other there needs to be an equivalent 

system that allows each entity within the ATC system to communicate to each other.  

This includes all ATC centers, the FAA, as well as aircraft on the ground.  The next 

section discusses the FTI system and how it relates to this paper.  

2.2.2 FTI 

 In the early days of ATC, centers were required to communicate with each other 

through phone calls [1].  When an aircraft became a new center’s responsibility the old 

center literally picked up the phone and called the new center to alert them to the 

aircraft’s arrival [1].  This system cannot be sustained with the continued growth in 

aircraft traffic.  The development of the internet allowed for the digital interconnections 

between ATC centers and the FAA.  However, a level of security was required to make 

these connections secure.  The design of the FTI accounts for this and develops secure 

ground connections between entities necessary to the functions of FAA and ATC [12] . 

Figure 2-2 illustrates the FTI system and how ATC centers and the FAA are connected 

via data link [13]. 
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Figure 2-2. A layout of the FTI system [13].  Note the connection between each control tower (TRACON), 

the flight services station, the en route control center (ARTCC), and the SBSS (ADS-B).  FTI services 

ensure secure communications between all ground based systems.  Note that this does not include aircraft-

to-aircraft and ATC-to-aircraft communications 

An important utilization of the FTI system is the dissemination of electronic flight plans.  

Flight plans include information regarding the route of an aircraft which lists each 

ARTCC and TRACON that the aircraft will fly through.  When uploaded at the ATC 

center that the aircraft is departing from, that center securely sends out the flight plan to 

all centers that may require it.  Assuming FTI’s robust security it can also be used as 

infrastructure to handle information necessary to the implementation of cyber security 

methods.  This is discussed later in the paper. 

 The development of both the FTI and SBSS allowed for significant upgrades to 

the ARTS system.  With ADS-B the ARTS system can include GPS data and FTI will 

allow for collection and implementation of digital flight plans. The next section discusses 

these updates through the STARS and ERAM systems.  

2.2.3 STARS and ERAM 

 Standard radar and beacon systems are relatively accurate and are helpful in the 

automation of aircraft identification and monitoring at ATC centers.  However, through 
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the development the SBSS ATC now has access to ADS-B messages and the GPS 

location information inside them. To increase the accuracy of systems which utilize 

ATCRBS, ADS-B location information is fused with radar surveillance information.  

This is done in systems like STARS and ERAM which are utilized at TRACONs and 

ARTCCs, respectively [14] [15].   Both systems receive ADS-B target position data 

through SBSS and fuse it with radar signals from the ATCRBS.  This is accomplished 

through a multilateration technology called Wide Area Multilateration (WAM) [16]. 

Once an aircraft’s location is confidently determined, known flight plan information is 

included to add other valuable information and presents everything to the controller. This 

data fusing is illustrated in Figure 2-3 below.

 

Figure 2-3. Data fusing method utilized by ERAM and STARS 

In order for these systems to rely more heavily on ADS-B messages ATC needs a way to 

ensure that each message is sent from a reliable source and that the content has not been 

manipulated.  These issues reveal a potential security risk with the system which is 

discussed in greater detail in the next section. 

2.2.4 Gap in Knowledge 

These systems are relatively secure when a controller is using raw radar 

information along with known and trusted flight plan data.  However, with the inclusion 

of a data source that comes directly from the aircraft there are a few security risks that are 
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addressed through ADS-B “Independent Validation” as specified in the Department of 

Transportation (DOT) critical services specification (CSS) document [11].  The 

validation is done through 1) comparison to radar, 2) comparing a one way “passive 

range” with range to target indicated by ADS-B, and 3) use of time difference of arrival 

techniques [11].  These methods, although robust in physical nature, do not present a way 

to authenticate or validate specific ADS-B messages. In certain scenarios, like when 

aircraft are much closer during parallel arrival and departure, there might not be enough 

time for this validation step.  Also, it is important to note that a simple check of the ADS-

B message contents would reveal the transponder code and ATC could authenticate that 

way.  However, along with other threats, messages can be spoofed using someone else’s 

transponder code [17] [18]. Other potential risks to the system are described in Chapter 3. 

In summary, the main issue with raw aircraft-to-aircraft and aircraft-to-ATC data 

communication is authentication and integrity protection.  Without being absolutely sure 

who the message came from along with assurance that the messages have not been 

manipulated the system cannot rely solely on ADS-B.  Therefore ADS-B cannot be used 

to supplement current procedure design and reduce separation minimums without the risk 

of spoofing and content manipulation.  Standard cyber security primitives such as 

public/private key encryption and PKI could be employed to handle many of the issues 

noted above.  However, this domain has some requirements that an individual PKI might 

not be able to handle.  Not only do aircraft and ATC need to authenticate and integrity 

check messages, specific aircraft in the sky might need more to be absolutely sure of 

where another aircraft is.  This will require authentication of an aircraft’s identity both 

from the FAA and, more importantly, the local ATC center. This paper discusses a 

solution which includes a robust PKI along with effective and efficient public key 

protocols for message authentication and integrity protection.  These cyber security 

primitives are discussed in the following section. 



13 

 

2.3 Cyber Security Primitives 

In the following section basic cyber security primitives are explained.  These 

include public key cryptography as well as PKI design as they relate to the issues noted in 

aircraft and ATC communications discussed in the previous section. 

2.3.1 Public Key Cryptography 

Public key cryptography, sometimes known as asymmetric cryptography, utilizes 

modern number theory to create two keys for an individual, one public and one private, 

which work together to accomplish a number of security objectives.  The special nature 

of public key cryptography allows one to encrypt a message with one key, let’s say the 

private key, and the only way to decrypt is with the other, the public key [6] [19].  In 

order for the system to work the private key must be kept secret by the owner.  This is 

because the private key is used to authenticate a user; if someone receives a message 

encrypted with a specific private key and they have the associated public key they can be 

sure that the message came from the entity who signed it with their private key [6] [19].   

For ease of explanation and interpretation of public and private key encryption, 

curly braces “{x}” denote public key encryption and brackets “[x]” denote private key 

encryption.  Typically braces and brackets are followed by a subscript letter or code.  

This subscript indicates who owns the public or private key used during the encryption. 

[6] [19]. 

In the context of this paper, each aircraft and ATC center are required to have 

private keys and everyone else, all other aircraft and ATC centers, need to gain access to 

their public key.  This would allow each entity to encrypt messages with their private 

keys and everyone else could decrypt with the associated public key.   

2.3.2 Digital Signatures 

Given the characteristic that only the entity that has the private key can encrypt 

with it private key knowledge can be utilized as an authentication method.  This is a 

common practice known as a digital signature. Similar to a checksum, a digital signature 
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is created by first compressing the message that is intended to be signed through a 

hashing algorithm, also known as a message digest.  A digital signature is the encryption 

of the message digest using the private key of the sender.  Figure 2-4 below illustrates 

this system. 

 

 

Figure 2-4. Illustration of digital signature scheme.  Note that both the raw message and the signature are 

sent across the network.   

As shown above, the signature is sent along with the plaintext of the message. After the 

decryption of the signature with the sender’s public key the receiver is confident of who 

sent the message (authentication).  The receiver also performs the same digest on the raw 

message and checks the one that is in the signature.  If they match the receiver is also 

confident of the content of the message (integrity) [6] [19].  

2.3.2 PKI 

One detail noted above is actually a very important and difficult aspect to public 

key cryptography – making sure everyone has access to the correct, updated, and 

validated public keys they need.  This objective is achieved through implementation of a 

PKI.  As explained in [6] a PKI consists of “certificates, a method of revoking 

certificates, and a method of evaluating a chain of certificates”.   

Certificates are messages which contain an entity’s identification information, 

certificate specific information such as expiration date, and, most importantly, its public 

key.  Certificates are signed with a trusted authority’s private key and are sent in the open 
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to whoever needs them. When a node receives a certificate it can decrypt it using the 

trusted authority’s public key and access and trust the information contained inside.  Now 

that node can decrypt messages from the certificate’s owner and trust that it has the 

correct public key. In the context of this paper, certificates are given to aircraft and ATC 

centers so they can send them to those that require the knowledge of their public key [6].   

A PKI requires a chain of trust where each node that receives a certificate has all 

the certificates for the entities which signed that certificate, eventually leading up to a 

trusted authority. For the system to be secure everyone has the trusted authority’s public 

key and the authority’s private key has not been compromised.  The entities which are 

responsible for securely disseminating certificates through encrypting them with their 

own private keys are known as certificate authorities (CA). The assumption is that the 

receivers of the certificates trust the CA which sent them and that the CA’s private key is 

kept secret. In the context of this paper the CA is the FAA. 

There also needs to be an efficient way of terminating a certificate’s validity, 

otherwise known as revocation.  There are a number of methods in which certificates are 

revoked; some just as simple as telling everyone who has that certificate to stop using it.  

However this can be inefficient and sometimes insecure.  Typically, if the overall number 

of certificates is small, the best way to handle certificate revocation is to have a 

certification revocation list (CRL) [6].  This list is maintained by the CA and is updated 

and disseminated to those who use the certificates.  When a user receives a new 

certificate it checks the CRL to make sure that it has not been previously revoked [6].  In 

terms of this paper the CRL is maintained by the FAA and disseminated to the ATC 

centers.  

The concepts discussed above are used in comparable domains to address similar 

issues.  To determine what research has been done in these areas a literary review of 

proposed designs is required.  The following section discusses these domains, the issues 

that they present and what designs are proposed to solve them. 
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2.4 Related Works 

 The following section describes a few research areas which present similar issues 

to those suggested in section 2.2.4.  Vehicular ad hoc networks (VANETs) are similar in 

structure and present characteristics and issues that the aviation domain has.  However, 

some designs focus on different security objectives and assume different infrastructures 

and resources. These similarities and differences are discussed in more detail in this 

section along with a brief discussion on what research has been done in the area of ATC 

and data communications security. 

2.4.1 VANETs 

Research into security in vehicle-to-vehicle (V2V) communications in VANETs 

can provide perspective on how to go about solving the issues which ATC 

communication systems have.  The assumption most researchers make is that in the near 

future vehicles will have the ability to communicate using wireless communication using 

the same techniques as ADS-B [21] [22] [23]. This will have a similar effect on the 

system as well; cars will be able to get closer together at higher speeds which in turn will 

increase overall system efficiency and safety.  Many of these systems have characteristics 

which push more towards efficiency and low overhead [21] [24].  However, many 

researchers discuss the need for robust security measures to handle the potential threat of 

malicious attacks to the system [22] [23] [25] [26]. The similar issues between VANETs 

and the ATC domain include all the aspects of a robust PKI: having a trusted CA, a 

method for evaluating certificates, and a method for revoking certificates.  Each one of 

these is discussed in the following paragraphs. 

 Having a trusted CA is crucial to the successful implementation of a PKI.  In the 

VANET domain some have suggested an overarching CA that handles the entire system 

[23] [27].  Some have suggested reducing the workload of the CA by employing a “self-

authorization” scheme [28]. Others have proposed to completely take the CA out of the 

system and use a group-verification process where each automobile authenticates all the 

ones around it [29]. However, unlike the ad hoc nature of VANETs and V2V 
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communication systems the NAS provides robust infrastructure as well as the FAA which 

can act as a known and trusted authority who regulates all air traffic.   

Certificate revocation is a difficult task in both the VANET and ATC domains.  

Many VANET researchers have suggested ways of efficiently disseminated CRLs to all 

vehicles in the network using compression techniques and a push delivery mechanism 

[23] [27] [30].  These techniques require the CA to send the CRL and the cars to process 

them; only then can each node be made aware of whether other nodes around them are 

valid or not.   Some have even proposed a car-to-car forwarding technique of the CRL to 

gain efficiency [28]. All these techniques are based on the infrastructure-less VANET 

domain.  Luckily, the aviation domain has a strong infrastructure like the one described in 

FTI and can be utilized to disseminate the CRL to ATC centers across the country.  This 

process is described in further detail in section 4.3. 

The next step it so look into the state of the art of ATC PKI designs. This literary 

review is done to determine what research has been done in the area. After determining 

what progress has been made it can be more clear what additional research needs to be 

done.  The next section discusses the state of the art of ATC PKI designs and what 

advances have been made in the research area.  

2.4.2 State of the art: “ATC PKI” Designs 

 There have not been many proposed cyber security related designs to handle the 

issues of secure data communications in the NAS.  A search on the American Institute of 

Aeronautics and Astronautics (AIAA) and Institute of Electrical and Electronics 

Engineers (IEEE) archives for “air traffic control” and “PKI” returned less than a dozen 

papers related to this research. Some of them present simple PKI designs to handle 

distribution and revocation of certificates typically breaking out the communications by 

ground-to-ground or air-to-ground [2] [3]. Some suggested digital signatures as a method 

for integrity protecting messages but left out key components such as how the PKI would 

utilize the current systems available at ATC centers today [31]. There is also a strong 

emphasis on validation due to the ad hoc nature of aircraft communications [3][4]. 
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However, these designs do not take advantage of the natural aircraft registration process 

or the role that ATC centers plays in the identification and monitoring of aircraft.   

 This chapter described the current system in which aircraft are identified and 

monitored by ATC and explicitly states the gap in knowledge.  Cyber security primitives 

are discussed along with current research in similar domains.  This lays out the necessary 

information required to understand the domain and the tools to be used in the design.  

Next the problem definition is formalized using requirements along with a 

comprehensive attack model.   

  



19 

 

   Chapter 3

Problem Definition 

As noted in the previous section, there are a few security issues with the current 

data communication system between aircraft and ATC.  Considering the contemporary 

cyber security techniques discussed, public key cryptography, digital signatures and PKI, 

there are tools that can be utilized to potentially solve some of these issues. First, the 

issues need to be formalized into security objectives so the correct implementation of 

these techniques can be determined.  This section discusses these security objectives 

along with the potential attacks the system might face. 

3.1 Security Objectives 

 The following section discusses the security objectives required to close the gap 

in knowledge stated in the previous section.  This section lists requirements needed to 

achieve aircraft and ATC authentication along with integrity protection for each message 

broadcasted from aircraft.  Following the requirements is an attack model which lists 

potential attacks that will need to be mitigated by the design. 

3.1.1 Authentication 

As discussed in Chapter 2, confidently determining the identity of an aircraft is 

difficult.  Most methods employed by ATC use combinations of radar, radio, and 

messages broadcasted from aircraft to accurately determine each aircraft’s identification.  

However, in the presence of a malicious attacker, these methods are not enough to 

completely ensure identity.  In order to appropriately mitigate potential attacks, 

authentication of broadcasted messages from aircraft and ATC needs to be a major 

security objective.  In the context of this paper, authentication is defined in three ways: 

1. All ATC centers shall confirm the identity of what aircraft they are receiving data 

from 
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2. All aircraft shall confirm the identity of what ATC center they are receiving data 

from 

3. All aircraft shall confirm the identity of other aircraft they are receiving data 

from 

3.1.2 Integrity Protection 

There is also the potential for attackers to manipulate information within each 

message that is sent.  Considering that the information contained in each message from 

aircraft and ATC are important to the overall function and safety of each flight, each 

receiver needs to be absolutely sure that the data they receive is received as intended.  

This concept is known as content integrity.  It is also important to consider message 

source integrity which is the ability to accurately determine who sent each message. In 

the context of this paper, integrity protection is defined in the following ways: 

1. The receiver shall have complete confidence that the information in each message 

has not been manipulated in any way 

2. The receiver shall be able to immediately determine if the contents of each 

message have been manipulated. 

3. The receiver shall be able to immediately determine if the contents of each 

message was sent by an authenticated source. 

3.2 Attack Model 

Now that the security objectives are laid out, the potential attacks on the system 

need to be defined.  These attacks will be discussed later as to how the design 

accomplishes the mitigation of the threats.    

1. Replay Attack: Assuming that messages are signed with private keys and are 

available for anyone to collect, someone could try to replay some of these 

messages at a later time and fool ATC or other aircraft.  A potential scenario, as 
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shown in Figure 3-1, an attacker creates several “ghost” aircraft, say on a runway 

at an airport, which may cause serious security and safety issues.   

 

Figure 3-1. A airport map showing real targets (white) and “ghost” targets (grey).  In this 

situation, a malicious attacker may create many “ghosts” to confuse ATC and other aircraft 

In Figure 3-1, ATC could suddenly start getting messages that were sent in the 

past with valid signatures. This could be done by replaying many old messages 

that the attacker picked up while listening to raw data communication between 

ATC and aircraft on the ground. 

2. Modification Attack: If one was trying to maliciously manipulate the message 

content they may only want to slightly move where the aircraft says it is. In 

parallel arrival and departure situations it would not take much movement of the 

aircraft supposed location to cause some serious issues. This situation is 

illustrated in Figure 3-2 where ALC456 and BOB123 are on a parallel approach.  
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An unknown entity manipulates ALC456’s message content and moves the 

aircraft much closer to BOB123.  This can cause serious safety concerns.  

 

Figure 3-2. Two aircraft on approach on parallel runways.  Attacker manipulates ALC456’s 

messages to move dangerously close to Bob 

Figure 3-2 shows a special situation where aircraft are “paired” together during 

parallel takeoffs and landings.  During these operations ATC needs to be involved 

in the pairing and the authentication of each aircraft [1] . This situation is 

discussed in more detail in the next chapter. 

3. Man-in-the-Middle Attack:  This is when an intruder collects information between 

two communicating parties in an attempt to cause one of them to reveal a secret.  

In the case of aircraft-to-ATC or aircraft-to-aircraft authentication an intruder 

would try to determine a weakness in the system in order to take advantage later.   

4. FAA Insider Attack. Keeping the private key of the CA secret is tantamount to the 

security of the entire system.  If an attacker is someone at the FAA who has 

access to its private key and starts signing fraudulent certificates then anyone 

using them would be completely fooled. This attack will need to be mitigated by 

secondary security systems in the design.  

5. ATC Insider Attack: ATC has a considerable amount of power considering they 

are the primary source of information about traffic in the area which they preside.  

The design will need to address the vulnerabilities which will arise if ATC’s key 

is compromised and present the ways in which as many of them can be mitigated 

as possible. 
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6. An Aircraft’s Private Key is compromised: Someone else can sign raw messages 

with another aircraft’s private key.  This will most likely require interaction by 

ATC to mitigate the risks involved.  

7. The CRL is compromised: Someone modified the CRL to remove or add 

certificates.   

Each of these attacks needs to be explicitly mitigated by the design described in this 

paper.  After a thorough explanation of the design in Chapter 4, Chapter 5 will provide 

adequate proof that each attack is prevented when the proposed system is in place. 
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   Chapter 4

Dual Path PKI (DPP) for Secure Aircraft 

Communication 

 The most important aspect to secure aircraft-to-aircraft and aircraft-to-ATC 

communication is having a robust PKI.  Such a system requires a few important 

components including trusted CAs, certificate design, methods for evaluating and 

revoking certificates, strong protocols for authentication and mechanisms to provide 

integrity protection.  The following sections describe these aspects of the design to 

accomplish the requirements set in the problem definition.   

4.1 Certificate Authority (CA) 

 In any robust PKI design there needs to be a well-defined and trusted CA.  There 

are a few possibilities for CAs in the domain of aviation to consider such as airlines or 

operators, ATC centers, and the numerous government authorities which handle ATC 

operations, safety, and security.  However, considering that aviation is well regulated 

within the United States, the FAA is the obvious choice for the CA.  It not only presides 

over the entire ATC system, it regulates each aircraft by requiring documentation and 

licensing [32].  Therefore, for the DPP design the FAA will be the overarching CA for all 

entities and will have a secure private key which it will use to sign certificates for aircraft 

and ATC centers.  Considering the dual nature aspect of the design, ATC centers will act 

as local CAs and will have the capability to sign session certificates for aircraft in the 

area they control.  

 It is important to note exactly why there are two paths through which aircraft 

receive certificates.  A significant aspect of a robust PKI design is how participating 

entities become aware of the revocation of others’ certificates.  Most designs have the CA 

hold the CRL and require nodes to perform the check. This requires each node to have 
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access to the entire CRL which can cause issues with available bandwidth.  Considering 

the bandwidth constraint of direct aircraft communications and the limited processing 

power onboard each aircraft it would be advantageous to have ATC check the CRL.  The 

DPP design accounts for this through the development of an aircraft session certificate 

which is given to the aircraft by the local ATC center only once the CRL has been 

checked.  This reduces bandwidth consumption, redundant processing by each aircraft, 

and increases the validity of certificates by making them session dependent.  It also puts 

more responsibility of validating aircraft certificates on the local ATC center which 

makes sense considering the secondary systems that ATC has access to.  These short term 

session certificates along with long term certificates are discussed in greater detail in the 

next session. 

4.2 Certificates Design   

 This section describes the contents of the certificates which are assigned to ATC 

centers and aircraft.  The FAA signs certificates for both ATC centers and all registered 

aircraft.  ATC centers receive certificates from the FAA so they can verify and 

disseminate their public keys. Considering the dual path aspect of the design each aircraft 

has the opportunity to get certificates from both the FAA and the local ATC center that 

they are currently in.  This double certification proves that each aircraft has been granted 

the ability to fly in the NAS (the long term FAA certificate) and validated as a safe and 

current entity within the local center it is flying (the short term ATC session certificate).  

This structure is illustrated in Figure 4-1 below. 
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Figure 4-1. The Dual Path PKI for Secure Aircraft Communication architecture  

The contents of each of these certificates are described in the following section.   

4.2.1 FAA Certificates  

When an operator registers an aircraft with the FAA it is required to submit 

information that is specific to the aircraft such as registration number, aircraft make, 

model and series, and a serial number that was assigned to the airframe when it was built.  

Consider the registration number of an aircraft being analogous to a license plate number 

of a car. An operator files operations specifications (OpSpec) using this information 

which “include the terms, conditions, and limitations reasonably necessary to ensure 

safety in air transportation” [32].  OpSpecs allows the FAA to uniquely identify an 

aircraft by operator and know what it has been authorized to do.  In order to uniquely 

identify a message that is sent by an aircraft’s transponder each aircraft is also assigned a 

Mode-S number when built [1].  The DPP design has the FAA gather this information 

and create a long term certificate which it signs and delivers to each aircraft.  This 

certificate is created with the intention of remaining valid until the aircraft is bought, 
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sold, retired, or destroyed. Below is a list of the contents of a certificate granted by the 

FAA to a registered aircraft:  

1. N-Number (Registration Number): unique to an aircraft only at a certain point in time 

2. Mode-S Code (Transponder Code):  known to be permanently unique to an airframe 

3. Expiration Date: Long term expiration date, typically many years 

4. Public Key 

All this information is kept in a secure FAA database.  The certificates will be made 

available to all ATC centers through FTI which interconnects all entities necessary to the 

functions of FAA and ATC [12].  

 ATC centers will also need to get certificates from the FAA so they can 

disseminate their public keys to other ATC centers and aircraft in their area.  To uniquely 

identify an ATC center their 3-letter location indicators established by the International 

Civil Aviation Organization (ICAO) [33] [34], are used. Below is a list of the contents of 

a certificate granted by the FAA to each ATC center: 

1. ATC Center 3-letter identifier 

2. Expiration Date: Long term expiration date.  Typically many years 

3. Public Key 

ATC centers are rarely created, destroyed, or require an ICAO identifier change.  

Therefore each certificate is created with the intention of being long term.  The next 

section describes session certificates that are short term. 

4.2.2 ATC Session Certificates 

  ATC also assigns session certificates to aircraft in their region.  These certificates 

are very similar to the FAA certificates and are granted after the ATC center verifies the 

aircraft’s certificate has not been revoked by the FAA.  Note that timestamp+1 is used as 

validation for the aircraft who requested the certificate.  The specifics of how the 

certificate is used during authentication are discussed later in this chapter. The list below 

states the design of the certificate given to aircraft by the local ATC center: 
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1. N-Number (Registration Number): unique to an aircraft only at a certain point in time 

2. Mode-S Code (Transponder Code): known to be permanently unique to an airframe 

3. Expiration Date: Short term expiration date.  Typically less than an hour 

4. Timestamp+1 

5. Public Key  

These session certificates are created with the intention to last only a number of minutes 

until the aircraft has landed or is handed off to another controller. They verify an 

aircraft’s long term ticket and solidify their existence within an ATC center’s region of 

responsibility.  This is done primarily to prevent someone from using a revoked 

certificate.  The next section discusses why session certificates were chosen over other 

potential designs. 

4.2.3 Why Session Certificates 

The long term FAA certificate validates the existence of an aircraft but it does not 

replace the ATC’s involvement in the short term validation of an aircraft’s whereabouts. 

Several mechanisms were considered as ways to handle the short term verification of an 

aircraft’s long term certificate, including session keys or group keys between aircraft.  

However, the domain characteristics need to be considered before a design is determined.  

ADS-B is a broadcast based communication mechanism.  This means that any key 

management scheme needs to allow for several entities to authentication and integrity 

check several other entities messages.  Session keys are not appropriate as they require 

several message passes to create and each key is specific to a pair of aircraft.  The 

dynamic nature of the ATC environment and broadcast dependent ADS-B messages 

would not allow for the successful implementation of group keys.  Therefore, basic 

asymmetric key methods are chosen; each entity authenticates other entities using the 

basic concepts of public/private key encryption. This only requires the public key itself to 

be validated at the time of aircraft authentication.  The session certificate concept was 

chosen to provide short term validation of an aircraft’s public key. As mentioned above, 

the session certificate is meant to handle the difficult task of making sure an aircraft’s 
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long term certificate has not been revoked. The next section discusses the certificate 

revocation process for this design and why it is a key component of a robust PKI. 

4.3 Certificate Revocation   

 An important aspect to PKI design is an efficient way of revoking certificates.  

Without a well-defined way for entities operating within a PKI to have knowledge of 

what certificates have been revoked, attackers could reuse revoked certificates in an 

effort to gain authorization into the system.  The number of entities requiring certificates 

in the aviation domain is relatively low, therefore the DPP design proposes a master CRL 

list which contains all the certificates which are revoked.  Considering that the FAA is the 

all-powerful CA they hold and maintain this CRL.  Aircraft certificates are revoked for a 

number of reasons: 1) an aircraft retiring, 2) an aircraft being parked for a long period of 

time, 3) an aircraft changing operators which will change their N-Number, 4) an aircraft 

is destroyed or 5) any other reason that the information inside the certificate changes. The 

FAA has a direct data link with all ATCs through FTI [12] [13] which allow each center 

to have a consistent list of revoked certificates.  

 Aircraft will have a harder time getting access to the most recent CRL because of 

their mobile ad-hoc nature where they can only access the FAA database when they are 

on the ground.  Considering that all aircraft need to be validated by the local ATC, the 

center will take on the responsibility of checking the CRL and notifying aircraft in the 

area if other aircraft are valid.  This is done through the utilization of the session 

certificate discussed in section 4.2.2 above. This concept is described in greater detail 

later in this section.  

4.4 Certificate Evaluation 

After the certificates are given to each aircraft and ATC center there needs to be a 

formal way in which they are evaluated when received by others. There are two main 

evaluations: 1) evaluating an aircraft’s certificate and 2) evaluating an ATC center’s 
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certificate. Both certificates are signed with the FAA’s private key.  This makes 

evaluation relatively simple.  Anyone who wishes to access information inside an entity’s 

FAA certificate simply needs to decrypt it using the FAA’s public key. Anyone who 

wishes to access information inside an aircraft’s ATC certificate simple needs to decrypt 

it using the ATC center’s public key pulled from its FAA certificate. 

4.5 Aircraft Message Signature 

 It is important to note that the messages broadcasted by aircraft might not require 

authentication and integrity protection.  Quite the contrary, most interested parties do not 

care who the messages come from.  This is because the FAA, ATC, and other aircraft 

might just want to get a basic picture of who is flying where.  This thesis proposes a 

solution which can be bootstrapped into the current system.  A significant feature of this  

is making sure aircraft and ATC centers who do not wish to take part in the secure system 

proposed in this paper can still gain access to broadcasted messages.  This is why a 

digital signature scheme is proposed.   

 Each message broadcasted from the aircraft contains many fields.  Table 4-1 lists 

the data passed in each message important to mention for purposes of this paper [10]:  

Table 4-1. ADS-B Message Structure [10] 

Data Item Length in Bytes 

Criteria for 

Inclusion: A=Always, 

O=Optional 

Link Technology Indicator 1 A 

Time of Applicability 4 A 

Target Address 4 A 

Integrity/Accuracy Parameter 3 A 

Latitude/Longitude 6 A 

Pressure Altitude 2 A 

Velocity (Airborne) 5 O 

Velocity (Surface) 4 O 

Modes and Codes 2 O 
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Many fields in ADS-B messages are optional and some are broadcasted less often than 

others.  There are several ADS-B message formats which vary in length [35]. For 

purposes of this paper the long message of 32 bytes will be assumed.  The message 

length is important to the performance evaluation of the design regarding how long it 

takes to sign each message.  

All ADS-B broadcasts will still be sent in the clear.  However, to add 

authentication and integrity protection a digital signature is utilized. As described in 

section 2.3.2, a digital signature is a digest of the raw message encrypted with the 

sender’s private key.  The message architecture is illustrated in Figure 4-1 below. 

Figure 4-2. A breakdown of each broadcasted message 

4.6 Authentication Protocols 

 The following section describes the authentication protocols employed so that 

aircraft and ATC can mutually authenticate each other.  The meticulous design of these 

protocols is essential to the security of the entire system. 

4.6.1 ATC-to-Aircraft Mutual Authentication 

  In this scenario an ATC center XYZ is assigned aircraft A and is going to begin 

receiving signed broadcast messages from it. A robust interrogation and response 

protocol is employed so that both aircraft A and center XYZ can authenticate each other. 

Aircraft A is constantly broadcasting messages containing its N-Number with a specific 

transponder code along with a signature so center XYZ already has access to the 

information it needs to pull the correct certificate.  Center XYZ queries the FAA’s 

database through FTI and pulls the certificate with that transponder code and N-Number 

combination then checks the CRL to make sure the certificate has not been revoked.   
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At this point XYZ has access to a valid and current public key for aircraft A.  

Center XYZ can then authenticate and integrity check all of aircraft A’s messages.  

However, aircraft A has not authenticated center XYZ.  To accomplish this center XYZ 

encrypts aircraft A’s identification information, the original message’s timepstamp+1, 

along with an expiration date and returns this to aircraft A.   Note that the expiration date 

is expected to be relatively soon after center XYZ is no longer responsible for aircraft A 

and subsequently cannot validate its certificate. Aircraft A decrypts the message and can 

authenticate center XYZ through comparing the timestamps and the assumption only 

XYZ can encrypt with its private key.  Figure 4-3 below illustrates the messages that are 

passed between ATC and the aircraft in order for center XYZ and aircraft A to mutually 

authenticate. 

 

Figure 4-3. Mutual ATC to aircraft authentication protocol 

Now the aircraft has a certificate signed by center XYZ.  This new certificate is purely 

authenticated by the local ATC center.  The main reason to have the local center sign the 

ticket is due to ATC having a constant connection to the FAA’s revocation database.  

Once an aircraft’s ticket is validated by the local center, other aircraft who receive that 

ticket can be sure that it is not revoked.  This concept is explained further in the next 

section regarding aircraft-to-aircraft mutual authentication.  
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It is important to note that aircraft and ATC must have synchronized clocks in 

order to prevent the issues with large time skews.   The larger the difference in times 

onboard the aircraft versus at the local ATC center the higher risk each entity has for 

malicious attacks to the system, such as replay attacks [6].  Synchronized clocks are also 

important in the aircraft-to-aircraft mutual authentication scheme described in the next 

section.  

4.6.2 Aircraft-to-Aircraft Mutual Authentication 

 In most situations aircraft can rely on ATC to authenticate and integrity check the 

messages coming from the aircraft around them.  This is actually analogous to how 

aircraft monitoring has worked since ATC’s inception.  In situations where aircraft are 

much closer to each other, i.e. during parallel departures and arrivals, it is more efficient 

for the aircraft to take on the responsibility of maintaining separation.  If aircraft can 

authenticate and integrity check each other’s messages, this can reduce the workload 

taken on by ATC and potentially reduce separation through reduction in communication 

delays.  However, it would be wise to keep ATC involved in the initial authentication 

protocol to increase overall system security and integrity. 

  In order for aircraft A to authenticate another aircraft B it needs to gain access to 

its public key. Considering that aircraft are not sure who they will want to authenticate 

and are not always connected to an FAA database when they are in the air, it makes sense 

to utilize ATC’s secure connection to gain access to valid certificates. Assume that both 

aircraft A and aircraft B have already completed their mutual authentication protocols 

with ATC center XYZ, described in section 4.6.1 and illustrated in Figure 4-2, and have 

new session certificates.  Now the aircraft have everything they need to authenticate each 

other.    

Aircraft A broadcasts its message along with the session certificate it received 

from XYZ.  Aircraft B receives the message and checks the validity of the certificate by 

decrypting and checking the expiration date.  If the certificate is valid, it then checks the 

validity of the original position and identification message by checking the signature 
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block with the public key found in the certificate. If that checks out, then it broadcasts its 

session certificate along the next original message. 

When aircraft A receives the certificate it checks its validity by making sure the 

expiration date has not passed. If the certificate is valid, it then checks the validity of the 

original position and identification message by checking the signature block.  If the 

signature block is valid, then aircraft A has now authenticated aircraft B because of the 

assumption that only aircraft B can encrypt with its private key.  Figure 4-4 below 

illustrates the mutual authentication between aircraft A and aircraft B. 

 
Figure 4-4. Aircraft-to-aircraft mutual authentication protocol 

Once the aircraft have performed the mutual authentication protocol shown above they 

can know for sure who they are sending messages to and receiving messages from.  Note 

the “Optional” FAA certificates that aircraft A and B can send each other.  This is if they 

have any doubt in XYZ’s validity they can do a double check with their FAA certificates. 

This optional message is to mitigate certain risks including the possibility of the local 

ATC center’s private key being compromised.  

 The next section takes the components of the design discussed in sections 4.1 to 

4.6 and applies them step by step to explain exactly how the design would work if 

implemented in the real world. 
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4.7 Design Application 

 Considering the domain of the DPP design it makes sense to include a step by 

step explanation of its application. The following sections detail the application of the 

design broken out by the following steps: 1) aircraft is manufactured; 2) pre-flight 

preparation; 3) secure parallel departure procedure; 4) secure ATC handoff operation; 5) 

secure parallel arrival procedure. 

4.7.1 Aircraft is manufactured 

 When an aircraft is first manufactured it is given a number of specific attributes 

that it will keep throughout its lifetime. The manufacturer assigns a model and series to 

the aircraft based on when it was made.  Also, a unique Mode-S transponder code is 

assigned to the aircraft so that any tower that utilizes the ATRCRBS can identify the 

aircraft. Further, the operator to which the aircraft is sold assigns a unique N-Number.  

Note that N-Numbers are only unique at a particular time; as an aircraft is bought and 

sold the new owner assigns the aircraft a new N-Number [1] .  Once the aircraft is ready 

to operate within the NAS, the operator files it with the FAA.  The FAA will grant the 

operator the right to operate the aircraft and also assigns the aircraft a certificate which is 

detailed in section 4.2.  The aircraft now has everything it needs to operate safely within 

the NAS. 

4.7.2 Pre-flight preparation  

In preparation for each flight aircraft file a flight plan with the FAA [1] .  This 

flight plan consists of a number of fields including aircraft identification information like 

N-Number, make, model and series of the aircraft, and the operator. It also has operation 

specific information like arrival and departure airports and route information including 

which control centers it will fly through. These flight plans are filled out and 

disseminated to all ATC centers which might require the information.  This provides a 

perfect mechanism to reference which ATC center’s certificates each aircraft will require 

throughout the flight. When the ATC center receives the departing aircraft’s flight plan it 

referencing the route information to determine the certificates the aircraft needs. The 
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center uses the FTI to query the ATC center certificate database by their designators.  The 

center also checks the FAA’s master CRL to assure none of the center’s certificates have 

been revoked.  If these steps are completely appropriately it is safe to assume that the 

aircraft has the correct certificates for each center on board during flight.   

There is an important assumption that during the flight none of the ATC center’s 

certificates are revoked.  Considering that ATC centers rarely change there will be few 

changes to the certificate database.  It is safe to assume that if there are changes the FAA 

will make them in a timely manner so that flights that are in progress will not be affected. 

4.7.3 Secure Parallel Departure Procedure 

One way that the FAA has decided to increase efficiency and throughput at many 

airports is by designing and implementing procedures that allow aircraft to depart next to 

each other on parallel runways [5].  Several airports in the country have closely spaced 

parallel runways, less than 4,300 feet apart, and require the aircraft to maintain safe 

separation  [5]. Considering how close the aircraft get it is difficult for ATC to be 

involved in constantly maintaining separation. This proposal’s implementation of 

aircraft-to-aircraft communication can help with this challenge if the messages sent 

between aircraft are secure.  This section describes how aircraft can authenticate and 

integrity protect communication between each other so that they can safely depart an 

airport on parallel runways. 

As two aircraft prepare to take off they both begin broadcasting data. These 

messages include identification, location, and signature blocks as discussed in section 

4.5. The nearby ATC center begins receiving messages from both aircraft and they each 

complete the mutual authentication protocol outlined in section 4.6.1 through which they 

both receive session certificates. After completing the authentication protocol all 

messages that are broadcasted by the aircraft can be authenticated and integrity checked 

by the local ATC center.  This is illustrated in Figure 4-4 below. 
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Figure 4-5. Two aircraft mutually authenticate with the local ATC tower 

ATC then pairs two aircraft for parallel departure.  Typically airports decide to 

pair aircraft when traffic is heavy and they base the pairing on aircraft weight class and 

performance to mitigate other risks, such as wake avoidance, involved with parallel 

departures [35]. After being paired the aircraft need to mutually authenticate each other 

so they can integrity check all the messages they receive.  This protocol is described in in 

section 4.6.2.  This process is completed as they line up for takeoff and illustrated in 

Figure 4-6 below. 
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Figure 4-6. Two aircraft mutually authenticate with each other before parallel departure 

Once the aircraft have mutually authenticated each other they can be sure who they are 

talking to and that messages have not been manipulated.  This allows for secure 

communication between the aircraft as they depart. 

4.7.4 Secure ATC handoff procedure 

 As an aircraft proceeds to its final destination it may be required to travel through 

a different ARTCC or TRACON from the one it took off from.  This will require the 

current ATC center to handoff responsibility of monitoring that aircraft to another ATC 

center. Through FTI, all centers have access to aircraft and other ATC centers’ 

certificates and all centers are securely interconnected.  This allows for the safe passage 

of information between centers.  

Before an aircraft leaves the terminal it files a flight plan which includes all ATC 

centers that it will fly through.  Each center is then notified of the aircraft’s intention to 

enter the center’s airspace at some point in the future.  This allows the center to be 

prepared for the aircraft’s arrival by accessing the FAA’s certificate database ahead of 

time to pull required certificates. 
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Assuming that the aircraft is authenticated by the initial center using the protocol 

described in section 4.6.1, it has a session certificate signed by that center.  Once an 

aircraft is about to cross the ATC center boundary the initial center notifies the new 

center of the aircraft’s entry through FTI.  All the aircraft is required to do is send its 

current session certificate to the new center.  The new center can access the initial 

center’s certificate to get its public key and decrypt the aircraft’s session certificate.  If 

the expiration date has not passed then the center knows the aircraft is verified by the 

initial center.  The new center now sends a new certificate to the aircraft with a new 

expiration date.  This procedure is illustrated in Figure 4-7 below. 

 

Figure 4-7. Secure aircraft handoff from initial ATC center to new ATC center 

Once the aircraft receives the new certificate from the new ATC center it can use that 

certificated to mutually authenticate other aircraft in the area. An example of this is the 

secure parallel arrival procedure which is described in detail in the next section. 

4.7.5 Secure Parallel Arrival Procedure  

 Similar to the procedure described in section 4.7.3, the parallel arrival procedure 

is when aircraft line to up land next to each other on parallel runways.  This has a similar 
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effect as the parallel departure as it increases airport efficiency and throughput.   When 

ATC decides to execute parallel arrivals it pairs up aircraft in the terminal area. 

Assuming that each aircraft has already authenticated with the center using the protocol 

described in section 4.6.1, each aircraft should have a session certificate.  These 

certificates can then be used to mutually authenticate aircraft that are pairing up to land 

using the procedure described in section 4.6.2.  This procedure is illustrated in Figure 4-8 

below. 

  

Figure 4-8. Secure paired arrival procedure 

Once both aircraft have mutually authenticated each other they can proceed with the 

parallel arrival procedure with accurate and valid communications. 

 This chapter described the DPP design through the protocols and procedures 

required for it to accomplish the requirements set in Chapter 3.  The next chapter 

explicitly states how each requirement is met and how each potential attack is mitigated.  
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   Chapter 5

Security Analysis 

 This section describes how the DPP design accomplishes all the requirements and 

mitigates all the attacks expressed in Chapter 3. In the next couple of sections each of the 

requirements expressed in section 3.1 will be addressed.  After it is proven that each 

requirement is met there is a discussion on how each potential attack is mitigated. 

5.1 Authentication 

 There are three requirements for authentication.  This section lists them out and 

explicitly states how each one is met through the design explained in Chapter 4.  

1. All ATC centers shall confirm the identity of what aircraft they are receiving data 

from 

Each ATC linked with the FTI can verify that each aircraft certificate has 

not been revoked.  Once the aircraft’s ticket is verified the center can then be sure 

of the aircraft’s public key.  Through completing the ATC-to-Aircraft Mutual 

Authentication protocol described in section 4.6.1 the ATC center authenticates 

the aircraft through decrypting the aircraft’s message signature which reveals the 

digest of the raw message.  Then the center performs the same message digest on 

the raw message that was sent from the aircraft.  If the digest in the signature 

matches the digest computed by the center then the center can be completely sure 

of the aircraft’s identity.  However, the validity of the authentication relies on the 

aircraft keeping its private key secret.  Mitigating this risk is discussed later when 

each potential attack is discussed. 

 

2. All aircraft shall confirm the identity of what ATC center they are receiving data 

from 
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Aircraft gather the ATC centers’ certificates it needs before takeoff 

through the local center’s connection with the FAA’s certificate database via FTI.  

Assuming that each certificate is valid the aircraft can assume that it has all the 

public keys necessary to authenticate each ATC center it passes through.  Similar 

to the first requirement, the aircraft authenticates each ATC center by completing 

the protocol described in section 4.6.1.  The aircraft can be sure of the ATC 

center’s identity by assuming that only that center has access to its private key.  

The center signs the aircraft’s certificate information including the original 

timestamp+1. The aircraft can decrypt this with the center’s public key and be 

sure of the center’s authenticity. However, the success of this requirement relies 

on the safety of each ATC’s private key along with a relatively low clock skew 

between the aircraft and ATC.  This risk is discussed in more detail later in the 

paper.  

 

3. All aircraft shall confirm the identity of other aircraft they are receiving data 

from 

After an aircraft is authenticated by the local ATC center is has a session 

certificate to accompany its FAA certificate.  Each aircraft with an ATC 

certificate is assumed to be valid, unrevoked FAA certificate.  With this 

assumption each aircraft can freely authenticate any other aircraft by completing 

the aircraft-to-aircraft mutual authentication protocol described in section 4.6.2.  

Just like the two requirements above, this requirement can only be met if the ATC 

center’s private key is kept secret along with each aircraft’s private key along 

with a low clock skew. 

5.2 Integrity Protection 

 There are three requirements for integrity protection.  This section lists them out 

and explicitly states how each one is met through the DPP design explained in Chapter 4. 



43 

 

1. The receiver shall have complete confidence that the information in each message 

has not been manipulated in anyway 

All messages broadcasted by aircraft include both a raw form of the 

message along with a digital signature as described in section 4.5.  This signature 

is a digest of the message encrypted with the aircraft’s private key.  Any entity 

which receives these messages can perform the same message digest on the raw 

message.  If the entity has access to the aircraft’s certificate can know its public 

key and therefore decrypt the signature block to reveal the message digest.  If the 

message digest in the signature matches the one performed on the raw message 

then the receiver can have complete confidence that the information in each 

message has not been manipulated.   

 

2. The receiver shall be able to immediately determine if the contents of each 

message has been manipulated. 

If the message digest in the signature does not match the message digest 

created by the receiver, the receiver can know immediately if the contents of the 

message have been manipulated. 

3. The receiver shall be able to immediately determine if the contents of each 

message was sent by an authenticated source.  

If the sender is authenticated the receiving aircraft has a valid public key 

for the sending aircraft.  Each message includes a digital signature signed with the 

sender’s private key.  If this signature is checked for validity the receiver can be 

certain of its origin by assuming that the receiver has validated the sender’s public 

key and the private key of the sender has not been compromised.  

5.3 Attack Mitigation 

 Each of the attacks listed in the attack model in section 3.3 are mitigated through 

aspects of the DPP design.  The following section explicitly states how each attack is 
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mitigated and what specific design considerations were made in order to achieve 

mitigation. 

Replay Attack. A replay attack is when an old message is replayed in an attempt to fool 

an entity into thinking they are communicating with someone else [6].  As described in 

section 3.3, someone could collect broadcasted messages from an aircraft or ATC and 

replay them later to cause a number of unintended consequences.  There are three replay 

attacks that need to be mitigated: 1) replay during ATC-to-aircraft mutual authentication, 

2) replay during aircraft-to-aircraft authentication and 3) rebroadcast of an previous 

aircraft’s message.  Each of which is mitigated through the following design aspects. 

ATC-to-Aircraft: Given that each aircraft in a given center is authenticated by the 

local ATC center, each aircraft completes the ATC-to-aircraft mutual 

authentication protocol described in section 4.6.1.   In this protocol, the aircraft 

provides a timestamp to have ATC sign and return. This is a standard and 

successful technique in many authentication protocols to prevent replay attacks 

[6]. 

Aircraft-to-Aircraft: During the protocol described in section 4.6.2 each aircraft is 

required to encrypt a timestamp in each message along with a session certificate 

which has an expiration date.  If the expiration date has passed then the replay 

attack would be foiled.  However, if the expiration date has not passed then the 

timestamp could be checked to validate that the message has not been replayed.  

These mechanisms ensure that each time the protocol is completed replay 

attempts can be easily spotted.  

Message Rebroadcast: This attack is mitigated through the timestamp in each 

broadcasted message and the integrity check mechanism. Without the ability for 

an attacker to manipulate the message to include a different time a replay attack 

would be easily foiled. 

Modification Attack:  All messages that are broadcasted by each aircraft is protected 

against modification because of the digital signature that is appended to each message. 
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This ensures that if any part of the message was modified the receiver will notice as soon 

as the integrity check is complete.  

Man-in-the-Middle Attack: There are two man-in-the-middle attacks that need to be 

mitigated: 1) man-in-the-middle during ATC-to-aircraft mutual authentication and 2) 

man-in-the-middle during aircraft-to-aircraft authentication.  Each of which is mitigated 

through the following design aspects. 

 ATC-to-Aircraft: In order to prevent man-in-the-middle attacks steps were taken 

to avoid someone taking advantage of the specific messages sent between ATC 

and the aircraft.   If someone were to listen to both messages sent between ATC 

and the aircraft they could gain no further knowledge about either of their 

respective secrets.  They could also not pretend to be ATC or the aircraft during 

the protocol due to the required knowledge of private keys. 

 Aircraft-to-Aircraft: The main concern with a man-in-the-middle attack between 

aircraft is the ability for another entity to maliciously trick one entity into 

authenticating them.  However, this is not an issue for this design considering that 

all broadcasted messages include a signature.  A falsely authenticated entity 

would not be able to produce these signatures without knowledge of the private 

key. Therefore a man-in-the-middle attack during aircraft-to-aircraft 

authentication is not a concern. 

FAA Insider Attack: If the private key that the FAA uses to sign aircraft and ATC 

center’s certificates is compromised then the integrity of all certificates and therefore all 

entity authentication and data integrity is compromised.  This will require mitigation 

through secondary systems and source multilateration as discussed in the background 

section 2.2.  

ATC Insider Attack: The proposed design has a few characteristics which help mitigate 

some of the risk associated with an ATC insider attack.  For example, if an ATC center’s 

private key is compromised and an attacker can create fraudulent session certificates and 

attempts to mutually authenticate with another aircraft, that aircraft has the power to 
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request the spoofed aircraft’s original FAA certificate.  If the aircraft fails to present one 

then the attack is foiled.  

An Aircraft’s Private Key is compromised: If an aircraft’s private key is compromised 

then the ATC center might try to mutually authenticate with a spoofed aircraft.  If the 

spoofed aircraft has a valid key then the authentication protocol will be completed 

without any issues.  However, the local ATC should have received a flight plan and a 

notification from another ATC center about the aircraft’s arrival, all through the secure 

FTI.  This would almost certainly lead the local ATC center to assume that the aircraft is 

spoofed.  Another method of mitigation, although not as secure, is the double checking of 

the aircraft’s existence through the secondary radar system. 

The CRL is compromised: If the master CRL is compromised then old certificates could 

potentially be used to attack the system.  This could cause ATC or aircraft spoofing.  

Both of these are mitigated through processes described above. 

Now that all requirements are met and all attacks mitigated the next is to look at how the 

system would perform if it were implemented.  The next section describes the method for 

determining system performance and discusses the results of the analysis.  
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  Chapter 6

Performance Analysis 

 This section details the performance analysis done to estimate the implementation 

cost of the DPP design.  It specifies the overhead caused by the authentication protocols, 

adding digital signatures to messages and the latency expected from computation of  

encryption and decryption.  There are a number of assumptions that need to be made 

regarding the computational power of avionics on board aircraft and the transponder 

technology each aircraft has. There also needs to be decisions on key length and specific 

crypto algorithms that will be employed.  All these aspects are discussed in the following 

sections along with a summary of the results. 

6.1 Aircraft Avionics 

 All crypto functions will be performed on board aircraft and at all ATC centers.  

Considering that ATC has access to powerful computers the bottleneck in performance is 

going to be onboard the aircraft. Therefore, the processing performance of the system is 

going to be determined by how quickly and efficiently the aircraft’s onboard processor 

sign messages and verify other signatures.  The bottleneck in message bandwidth is going 

to be determined by the availability of the SBSS along with the onboard transponder 

technology sending and receiving messages.  Both the onboard processor and the 

available bandwidth are discussed in this section. 

6.1.1 Onboard Processor 

As stated in section 2.2 the FAA is implementing NextGen as described in the 

NGIP [7] [8]. NGIP Appendix A lists a number of avionics systems which provide 

capabilities necessary to achieve the benefits of NextGen.  The electronic flight bag 

(EFB) is one of these systems which provide the aircraft with the ability to perform basic 

computations using modern processors [8]. Several general aviation aircraft are using 
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iPads as EFBs and it is safe to assume that similar devices will continue to be used on 

more aircraft in the future.  Current iPad models come equipped with an A6X chip which 

has a 1.4 GHz processor [36] [37].  Considering that aircraft are mandated to have ADS-

B equipage by 2020 it is safe to assume that many aircraft will have access to similar 

processing power available through their EFBs.  

It is important to note that if the DPP design were to be implemented then the 

FAA and industry would most likely design a processor whose only job would be to 

perform encryption and decryption [38].  This would streamline the comprehensive 

testing and verification that all avionics go through before they are certified to be on an 

aircraft.  However, considering the available performance specifications of processors 

that are currently onboard, i.e. an iPad EFB, it is safe to assume these systems could 

perform the crypto operations before the installation of crypto specific hardware.  For 

purposes of this performance analysis a 1.4 GHz processor is assumed to be on board and 

available for message processing.   

6.1.2 SBSS and Transponder Bandwidth 

ADS-B utilizes two transponder technologies 1) 1090ES and 2) UAT. For 

purposes of this performance analysis access to UAT technology is assumed. UAT data 

transmission allows for larger messages sent per second due to the frequency that it’s on 

[35][39].  The frequency also has more bandwidth available for more aircraft to send and 

receive messages with low probability of collisions and missed messages. Typical UAT 

avionics boxes have data rates of 1.04 megabits per second (Mbps) [40].   

The available bandwidth for implementation of DPP will depend more on the 

entire system architecture and what the SBSS can handle.  Given UAT message length 

and available bandwidth on the frequency that it transmits messages there are a set 

number of message start opportunities (MSOs) which dictate the maximum number of 

aircraft that can broadcast messages without the risk of message collision [35][41].  There 

are a total of 4,000 MSOs per second.  SBSS ground stations broadcast much larger 

messages than aircraft, some over 450 bytes. Therefore the FAA assigned 752 MSO’s to 

be reserved to ground stations which make up 32 times slots due to the length of each 
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message.   The rest are assigned randomly to aircraft in the area [35].  However, the limit 

of the available number of MSO’s is dictated by the length of each message.  This 

requires the signature block to be as short as possible in order to prevent it from reducing 

the number of aircraft which can occupy a space without the risk of message collisions.    

This short message length requirement will be directly affected by the key length 

of the crypto suite chosen.  Signature block size increases directly with key length [6] 

[19].  Therefore a strong crypto algorithm suite needs to be chosen with the shortest key 

length possible.  The next section discusses the crypto algorithm chosen for the 

performance analysis of the DPP algorithm along with an appropriate key length which 

will provide the strongest encryption with the shortest key length. 

6.2 Chosen Crypto Algorithm Suite and Key Length 

 An important component to a robust cyber security design is strong crypto 

algorithms accompanied by appropriate key size.  Crypto algorithm strength correlates 

directly with key length and the encryption method chosen.  Key length also effects the 

time it takes to encrypt and decrypt messages.   Therefore it is important to first pick a 

suit of crypto algorithms to use then pick a key length that fits with the level of security 

required by the system [6] [19] [35] [42].  

6.2.1 Crypto Suite Performance 

 There are many crypto systems that provide asymmetric keys that could be 

utilized in the DPP design.  The ones considered for use in the DPP design need to 

produce public and private keys so certificates can be created.  Potential asymmetric 

crypto suites analyzed in this paper are RSA digital signature, digital signature algorithm 

(DSA), elliptic curve cryptography digital signature (ECC) (ECDSA), and NTRU.  RSA, 

DSA and ECDSA are established algorithms which have available performance 

benchmarks [43] [44].  Figure 6-1 and Figure 6-2 illustrates these three algorithms ability 

to sign and verify 59 byte messages, respectively, using different processors with varying 

clock speeds [43].  One would assume that the cycles would stay constant per algorithm 
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regardless of speed.  However, processors speed has been known to vary with 

instructions per cycle which can drastically affect overall performance [45]. 

 

Figure 6-1. Computation Cycles Required to Sign 59 Bit Message [43] 

 

Figure 6-2. Computation Cycles Required to Verify 59 Bit Message [43] 

These figures show that RSA is much more efficient when verifying messages.  

However, it is less efficient when signing messages.  RSA would be a good fit if the ratio 

of verifying messages to signing messages were high.  However, in the DPP design 
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aircraft-to-aircraft mutual authentication and verification only occurs between two 

aircraft at a time during the parallel arrival and departure procedures.  This means each 

signed message will only get verified once.  Also, considering the limited bandwidth of 

the SBSS it would be more advantageous to use an algorithm with shorter keys which, in 

turn, would produce shorter signature blocks.  Considering ECDSA is just as secure with 

much shorter keys it makes it the obvious choice when compared to DSA and RSA. This 

is discussed in more detail in the next section. 

The large exposure and increasing utilization of NTRU encryption technology 

makes it a viable candidate to be considered for the DPP algorithm [46] [47].  NTRU 

provides similar security to RSA and ECDSA with shorter processing time [46].  

However, it requires even longer key lengths than RSA and DSA to provide the same 

security [46].  Despite the higher performance, larger signature blocks due to longer keys 

are not acceptable.  Therefore NTRU is disqualified as a potential algorithm.  The next 

section discusses RSA, DSA and ECC algorithms in terms of what key length makes 

most sense for the DPP crypto suite.  

 6.2.2 Key Length 

Key length directly correlates with the strength crypto algorithms.  This is 

typically measured in how long it takes to determine a key given a ciphertext and the 

associated plaintext. Table 6-1 below shows how symmetric, RSA/DSA/DH, and elliptic 

curve algorithm performance matches up with key length and time to break in terms of 

million instructions per second (MIPS) years.  
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Table 6-1. Comparisons of key lengths between crypto algorithms according to NIST [42] 

 

Note that ECC requires much shorter key lengths when compared to RSA/DSA/DH 

which would shorten the length needed for certificates.  It has been proven that ECC is 

more efficient in terms of computational resources and bandwidth which makes it a 

perfect match for the DPP design [20] [42] [48].  Therefore, ECC crypto algorithms 

utilized through ECDSA signatures with a 160 bit key length are used for the 

performance analysis of the DPP design. 

6.3 Mutual Authentication Performance 

It is important to mention how each of the mutual authentication schemes perform 

given the available system infrastructure and the crypto system chosen. Each aircraft-to-

ATC authentication protocol will only occur once when the ATC center assumes 

responsibility for the aircraft. Given that aircraft are under control of ATC centers for 

several minutes the performance of the authentication protocol will not be a concern to 

the performance of the overall system.  This is similar to aircraft-to-aircraft mutual 

authentication where each aircraft will only need to authenticate another during a paired 

arrival or departure which will happen twice at a maximum during a flight.  Given that 

mutual authentication protocols will not happen very often they will not be considered in 

as a limiting factor to the overall performance of the DPP design.  
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6.4 ECDSA Performance 

The DPP design requires an efficient signature algorithm to complete the 

protocols described in Chapter 4.  This is due to message signatures and verifications 

occurring often, possibly many times a minute.  ECDSA is a robust and efficient method 

for digitally signing messages especially in environments where system resources are 

limited [20].  ECDSA was the first successful algorithm that utilized ECC crypto 

methods and has been accepted by the American National Standards Institute (ANSI), 

IEEE, National Institute of Standards and Technology (NIST) and International 

Organization for Standardization (ISO) as a standard signature algorithm [48]. The 

performance of ECDSA must be specified in order to complete a comprehensive 

performance analysis of the entire system.  This section discusses the performance of 

ECDSA applied to the DPP design in terms of processing speed and bandwidth 

consumption. 

6.4.1 Processing Performance 

The aircraft is the bottleneck in terms of computational power therefore the 

performance of the crypto algorithms onboard the aircraft need to be examined.  These 

processes include the aircraft’s ability to sign and verify every message that is sent and 

received, respectively.  Assuming that ADS-B messages are broadcasted at 1Hz the 

performance of the signing and verifying algorithm needs to be relatively quick. 

Considering the message length, 32 bytes, key length 160 bits, and processor speed 1.4 

GHz, these performance metrics can be calculated.  

To determine the performance of the computation of a single signature or 

verification a benchmark for the performance of the ECDSA algorithm is required.  

These benchmarks can be found online and are broken out by algorithm, milliseconds per 

operation, and megacycles per operation for a particular processor.  The benchmarks used 

to this paper are found at [43] and are illustrated in Figures 6-1 and 6-2.  A high estimate 

for signature and verification performance is 3 and 4.5 megacycles, respectively.  To 

determined time in seconds per operation the inverse of the processor speed is multiplied 
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by the cycles required per operation. Considering that the processor onboard each aircraft 

is assumed to be 1.4 GHz and all that processors resources would be devoted to DPP, a 

signature operation will take 2.14 milliseconds and a verification operation will take 3.21 

milliseconds. These numbers will be used in the system wide evaluation performed later 

in this section.  

6.4.2 Bandwidth Consumption 

The major constraint on the implementation of the DPP design is the availability 

of bandwidth to handle the signature blocks on each broadcasted message.  Considering 

the 160 bit key length for the ECDSA algorithm and assuming that signature blocks are 

twice the length of the associated key each message will be accompanied by a 40 byte 

signature.  This will certainly reduce the number of available message slots available to 

aircraft broadcasting nearby.  It will also reduce the total number of messages each 

aircraft can read in every second.  However, the current SBSS should be able to handle 

the extra 40 bytes assuming 100% UAT equipage.  When compared to messages 

broadcasted from the ground which are over 450 bytes, an additional 40 bytes to each 

ADS-B message will not clog the system.  If there is a bandwidth issue, it can be 

mitigated by sending signatures along with the raw messages less often or reducing the 

ECC key length from 120 bits to 80 or even 40 bits.  

This section discussed the individual performances of the application of ECDSA 

to DPP through examining the processing speed and bandwidth availability.  Considering 

these performance statistics for the DPP design a higher level system wide evaluation can 

be performed.   

6.5 System Wide Evaluation 

The ECC algorithm suite, specifically ECDSA, along with a 160 bit key is chosen 

for the performance evaluation of the DPP design.  Considering that no other aspect of 

the design cause significant performance issues, including mutual authentication 

protocols, the performance of ECDSA is the focus in determining the performance of the 
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entire DPP system. This is done through examining the implementation of the ECDSA 

algorithm limited by the available SBSS infrastructure and aircraft system resources.  

Evaluating each performance metric, both processor performance and bandwidth 

availability, it is found that the DPP algorithm would not cause any meaningful delay in 

either 1) the creation or processing of message signatures or 2) consume too much 

bandwidth when broadcasting of the signature block along with the original message.  It 

is concluded that the DPP system could be successfully implemented.  This conclusion 

along with other findings is discussed in the next chapter. 
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  Chapter 7

Conclusions 

 The implementation of the DPP algorithm successfully fulfilled all requirements 

and mitigated many of the potential risks of aircraft-to-aircraft and aircraft-to-ATC 

communications. This section formalizes the conclusions that are drawn from the security 

and performance analysis of the design.  There is also a brief section discussing possible 

applications of DPP and potential future work in the research area. 

7.1 Thesis Findings 

A thorough examination of the domains of ATC and cyber security revealed a 

potential issue with modern aircraft identification and monitoring practices along with the 

tools required to mitigate those issues. A formal definition of the problem and a search of 

similar potential solutions led the way to an understanding that the implementation of a 

strong PKI was appropriate.  DPP is among the first proposed designs to handle the 

security vulnerabilities in aircraft-to-aircraft and aircraft-to-ATC data communications. 

The design solves the issue of aircraft identification through robust mutual authentication 

methods between aircraft and ATC.  DPP implements modern ECC digital signature 

technology that allow aircraft to authenticate and integrity protect each message they 

broadcast.  It also handles the difficult issue of certificate revocation through the novel 

implementation of a dual path key infrastructure and session certificates.  An evaluation 

of DPP, constrained by current ATC infrastructure and onboard aircraft avionics and 

enabled through ECDSA, provided adequate proof that the system could be implemented 

successfully.  
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7.2 Future Work 

The DPP design successfully accomplished all the requirements needed to 

successfully authenticate and integrity protect messages through contemporary cyber 

security methods.  There is potential for other applications of the DPP design.  This might 

also warrant slight modification of the design to accommodate different domains or 

constraints.  The following section discusses potential DPP applications along with 

suggested expansions which might increase functionality or applicability.  

7.2.1 DPP Potential Applications 

One interesting potential application of the DPP design is using it to secure 

cockpit to controller data link communications (CPDLC).  Similar to ADS-B, CPDLC 

allows controllers to send digital messages directly to the flight computer onboard an 

aircraft [49]. These messages typically include instructions to the aircraft regarding where 

to flight.  Similar to ADS-B, CPDLC messages are sent in the open and are vulnerable to 

the same types of attacks.  With a few slight modifications DPP has the potential to 

mitigate these attacks and secure CPDLC. 

The DPP design gives a novel approach to handling certificate revocation by 

utilizing session certificates.  It assumes that aircraft do not have a consistent connection 

to the current CRL.  This is analogous to the VANET domain where there is a lot of 

research regarding efficient CRL dissemination.  The DPP design could potentially 

provide a mechanism for vehicles inside of VANETs to authenticate certificates of other 

vehicles around them.  One such application could replace the FAA with the DOT and 

ATC centers with road side units giving them the ability to sign and disseminate session 

certificates to vehicles in the area.  However, the DPP design does not account for 

confidentiality.  

7.2.2 Expansion of DPP Design 

The DPP design could be expanded to allow for greater functionality.  One 

potential area is the mutual authentication of aircraft.  The DPP design only mutual 
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authenticates aircraft who wish to perform parallel arrivals and departures.  This could be 

expanded to allow for multiple authentications.  However, this will require another look 

at the crypto suit chosen, key length, and what the impacts on processing and bandwidth 

consumption may be. 

There is also potential to link the FAA’s application of the DPP design with 

international aviation PKIs.  This can be done through a crosslink between the FAA’s 

ability to sign certificates and another nation’s CA [6].  There would need to be a secure 

connection between the international ATC centers and American centers so they could 

pass flight plan and certificate information between them.  The nature of PKIs and the 

concept of chained certificate evaluation makes this a possible extension of the DPP 

design.    
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