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Abstract

The ubiquitous use of mobile devices and smartphones in the United States presents an
interesting opportunity for application developers with respect to emergency management.
Software engineers from the federal government to indivithale reognized the unique

prospect of utilizing alwaysonnected devices to assiseimergency notification, preparedness,

and response. The federal government has instituted and ratified multiple acts and mandates with
respect to mobile communications duringrisissuch aghe Commercial Mobile Alert System.
Likewise, individual organizations and developers have created mobile applications that access
weather alerts from the National Weather Service. Many of these applications utilize push
notification archiéctures to notify users and stakeholders about impeding emesjtrations

While most of these applications are geared towards a national audience, there are a few that are
highly granular with a focus on the local community. This thesis presentsexsalivOS
applicationrunningon all iOS mobile devicesPhone, iPad, iPad Mini, and iPod Touohn the

Virginia Tech community. The application is highly granular with respect to emergency response
guidance and notificatioby providing clear, concisend supportive information to citizens

during a crisis. Additionally, the application provides another medium of delivery for the Office

of Emergency Management at Virginia Tech to potentially mitigate the extent of collateral

damage and secondary incidentsile saving lives.
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Chapter 1 : Introduction
1.1 Problem Definition

The nearly ubiquitous use of handheld, intec@inected evices in the United States presents

an interesting opportunity for emergency and incident manaaedsfirst respondergVhile

there has been an increase in Abig datao anal
understand the nature of incidents and tragedies (e.g., the Crégjedy, and Recovery

Network (CTRnet[Crisis, Tragedy, and Recovery Network, 2018 ere has been little

research into using mobile devices to help guide and instruct citizens within the immediate area

of a threatThere aresome emergency managers who utilize social media to alert and instruct
citizens about an ongoing incident; however, social media is subject to a lot of noise for

individual users and there is no direct way to discern the difference between a tweet from a
celebrity and one from a local crisis management office.

Furthermorealerts and notifications that are issued from entities like the National Weather

Service (NWS) do provide higlevel, commonlyaccepted instructions for citizefidational

Oceanic and Atmospheric Administration, 2013ijese alerts and notificatistend to apply to

a county level and are, therefore, not granular enough for citizens within the immediate vicinity

of an ongoing incident. Likewise, individualorporations and entities within a county may

require specific responses to incidents for its employees or dependents. While many of these
entities may have detailed emergency action plans, these plans become useless in an emergency
where a citizen may brequired to act quickly by following a set of steps &sidpoints.

An important part of emergency response management is the ability to minimize collateral and
secondary incidesty providing guidance to members of the general public. During an eminent
threat, guidance must be simple, clear, and conciaehieve maximum effectiveness.
Additionally, educating the public on emergency preparedness through crime prevention
initiatives prior to acrisiscan help mitigate the scope of collateral and seagrideidents.

To address these problems, we hdgsignedandimplementeda mobile solution that focuses on
users within an immediate are&interestfor an incidentThe softwareapplication was

designed to focus on the specific needs and interestsosh@aunity, Virginia Tech, and to

provide direct access to guides and information developed by the Office of Emergency
Management (OEM) at Virginia TedKirginia Tech, 2013d]Additionally, the application

utilizes simplifiedstepby-step guides of the more verbose documentation on the proper response
to an emergency by a citizen. Along with providing guidance to a citizen, the application
supplies another method for notifying citizens ofgming VT Alertsthrough the Virginial'ech
Emergency Notification System (ENBJirginia Tech, 2013h]Finally, the application is not

meant to replace existing OEM protocols but, only, to augment and enhance these protocols to
improve their efficacy during an esrgency situatiofiVirginia Tech, 2013e]

1.2 Objectives of the Software Application

The goal of thisesearchs todevelop a mobile software application (app) that addresses the
problemsof guidanceand notification for specific threats@mcidents withirthe Virginia Tech



community. The granularity of the domain is an important aspect adipisince it is designed

to work specifically and exclusively with the accepted OEM practices of Virgech. While

the narrondomainof theappis not unique amonmobileapys, it is unique among the class of
appsgeared towards emergency management. Specifically, the guidance protocols are unique
and applicable only to the Virginia Tech community and mtasrecommended that these

protocols be enacted at other universities, business, and other entities. Finally, the notification
system is maintained by Communications Network Services (CNS) at Virginia Tech and is only
activated for incidents involving thérginia Tech communityVirginia Tech, 2013a]

Therefore, users and citizens with no affiliation (geographically, personally, or otherwise) will
find little utility in the app

Additionally, this thesigatalog and detas the process in which we developed &pg with a

focus on the design decisions we made in each iteratidavelopmentln particular, we discuss
several unofficial common user interface components and integrated JavaScript to assist in
content generatioand managementhe design decisions and processes we chose are meant to
inform and guide other mobibppdevelopersn their own developmetife cycles with respect

to certain requirements like network congestion mitigation and accessibility to tdoteg a

crisis

1.3 Importance of the App

The stated problem witical to any organization, especially campuses, which are responsible for
a large population during an emergency. The ability to provide instruction and information to a
group of people quickly and effectively will aid first responders and prevent sssganddents.
Additionally, becauséhe number of smartphone users has increased with the proliferation of
iPhones and Android devicdbere is an opportunity to reach citizens in new and innovative
ways during amncident By creating amppthat provides emgency response guidance, users

will be able to gain access to important information regarding an active threappjten take
advantage of the features offered in i@%ices like theSlobal Positioning System (GR%)

familiar user interfacenetwork onnectivity, and data management to provide corgersitive
instructions for the user.

We designed and implementétk iOS appvith full cooperation and investment by the Virginia
OEM and CN&at Virginia Tech The goal of thappis to provide meaningfuhelpful, and
supportive information to citizens during an incident to minimize additional harm or damage,
augment currently accepted protocalsdassist first responders througtlucating citizens on
scene. The impact of ttegpis that of a more edated public that can potentially mitigate
additional losses and save lives.

1.4 Thesis Overview

In Chapter 2,His thesis providesome background to the origin of tAppand specific entities
within Virginia Tech.Chapter 3 describes oanalysis of the auent landscape of emergency
managemeraps. In Chapter 4, weliscuss a detailed breakdown of the evolutiad
description of thepp Chapter 5 providea selfevaluation of the app with respect to quality
indicators.Finally, in Chapter 6ye statesome conclusions and future work.



Chapter 2 : Background

In this chapter, we provide background information on various departments at Virginia Tech that
assisted us in creating VTGemini. We describe the work domain and brief description of the
entity as well as thecontribution to the app.

2.1 Virginia Tech Police Department

The Virginia Tech Police Department (VTPD) is responsible for students, faculty, and staff
within the borders of the Virginia Tech camgWMé&ginia Tech, 2013c] This includes law
enforcement and crime prevention activities throughout the community. Many of their programs
aredesigned to educate community members indefénse through Rape Aggression Defense
(RAD) classes and the Student Policy Academy. Additlgntley maintain lists of committed
crimes and ongoing crime alefigrginia Tech, 2013f] Their website and community outreach
informs citizens on safety and emergency training while providing access to Safe Ride, a
nighttime safety escort, and finger printing.

The VTPD contains a plethora of safety and emergency information that is useful during an
emergency situation. However, disseminating that information in a timely manner is difficult due

to network congestion and alaof an @propriate medium for deliveryrhe idea of a mobile

appassisting citizens during VT Alerts began to foAn. officer of the VTPDgenerated a high

level design for a stepy-stepguidanceappas a fiwhat t o doheinithbidei ng an
was tonotify citizens through -enail or text message with the guide to inform them how to

properly respond to the ongoing alert. This idea was quickly eliminated in favor of aaiive

due to the uncertainty surrounding a consistently available netwoonection. During an alert,

the network (both cellular and internet) temal become highly congested. Moreover, aweb

based mobilappwas disregarded because of network concerns.

2.2 Office of Emergency Management at Virginia Tech

The Office of EmergencllanagemenfOEM) at Virginia Tech is responsible for preparing,
managing, and recovering from incidents and threats to the community. Along with internal
protocols to ensure the continuity of operations at Virginia Tech, OEM powday publicly
available datasets for what to do in case of an emergency. Besides the oalineessvery
classroomincludes & C| a s s r o ghgurdltisat peovideés a simple guide to specific
alerts and other informatidWirginia Tech, 2012b]Additional materials include the Desk
Reference which provides information for all possible alerts on campus and thedsite
(callbox or emergency phone) mafirginia Tech, 2012a; Virginia Tech, 2012€)EM also
provides training programs and certification programs for coordinators and citizens alike.

OEM is one of the stakeholdeand users dNS. As such, they are responsible for the content,
duration, and timing of each alert. Additionally, OEM manages the content of each of the alert
guides. There are five major categories of alerts that can occur on campus: HazardousMaterial
Health, Facilities, Physical Threat, and Weather and Natural Disaster related emergencies
[Virginia Tech, 2013g]Each of these categoriesfurther broken down into subcategoridéie



guides provide detailed information altdhe incident, how to prepare for the incident, what to
do during the incident, and how to recover from the incident.

:
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NV Repontall emergencies by dialing 911 from
i your cell phone or campus phone. Do not hang
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Meor, area, or department.

MEDICAL
EMERGENCY

Call 911. Provide adequate space for the victim
and emergency personnel.

# Unless they are in imminent danger, do not
move any victim{s) until emergency
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Find a sturdy building and go inside. Stay

to the scene.
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» Close blinds, block windows, silence cell
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SHELTER-IN-PLACE
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Suspicious person:
» Do not confront the person.
* Do not let anyone into a locked building
or office.
» Do not block the person's access to an exit.
* Call 911. Provide as much information
about the individual as possible, including
direction of travel.
phones, and stay quiet.
= Stay behind solid objects, such as desks. Suspicious package or object:
* Do not investigate the object.
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= Be prepared to evacuate if necessary.
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® If you hear the warning sirens, seek shelter and
get inside. Shut all doors and stay away from
exterior windows,

* Ifvou receive a VT Alert, do what it says. If
you are not currently signed up for VT Alerts,

» Assist individuals with disabilities if possible. 1fa
person cannot evacuate, report their location to
emergency personnel,

register at www.alerts vi.edu.
# Find additional information at www. vt.edu
or 540-231-6668.
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EMERGENCY:

VirginiaTech

= Fui'ure‘m www.emergency.vt.edu - 540-231-2438

www.police.vt.edu -- 540-231-6411

Figure 1: Classroom Poster generated by OEMVirginia Tech, 2012b].

While the online guides located on the OEM website are quite extensive and detailed, not all of
the information is required during an active alert. During an ongoing incident, it is prudent to
present citizens with concise yet informative information ablmiincident. Therefore, OEM
providesa Desk Reference that is given out to citizens that contains information that can be
quickly accessed and relayed during an emergency



2.3 Communications Network Services at Virginia Tech

Communications Network ServicéSNS) is the telecommunications service provider for
Virginia Tech. They provide the fivoice, dat a,
c o mmu fMirdinja @ech, 2013a]Most importantly, CNS is responsible for maintainargl

managing network infrastructure during a VT Alert by providing a secure, reliable channel to

issue alerts to the community. All critical infrastructures must be maintained and operational

during an alert to meet specific mandates and guidelines.

CNS has previously worked on and researched the integration of VT Alerts and iOS Push
Notifications(APN) to provide another channel of disseminating VT Alghgsple, Inc., 20133a]
Currently, CNS has created a secure RESTfupeimmd that will allow devices to register and,
subsequently, receive notifications from VT Algfgelding, 2000] The goal of the endpoint is
to create an API that any vendor with a notification architecture can subscaité teceive
alerts. Although we are using iOS Push Notifications, their system will be scaled to include
Android Push Notifications or any other app that registers via the API.



Chapter 3 : Related Work

This chapter provides an overview and analysis of the cummebile applandscape in terms of
emergency notifications and guidance, and incident respdhseanalysis will help us
understandhe relationship between VTGemini and other emergency management apps.

3.1 Emergency Notification

There are two different tgs of emergency notifications that we address in this section. The first
type of notification is based on a userods ser
Mobile Alert Servic CMAS) [Federal Communications Commissj®013a]Most of the

major service providers in the United States have adopted these staasldma@ge most handset
manufacturers. The second type of notification is less restrictive and more informal. These
notifications include local (county otage) level notifications about specific weathelated

emergencies or other naturally occurring incidents. These types of notification can also include
specific announcementgthin a certaincounty.

3.1.1 Commercial Mobile Alert System

CMAS was born out ofheWarning, Alert, and Response Network Act, Titipadsedn 2006
[Federal Communications Commission, 2008je purpose of CMAS is to provide a new
network layer to deliver emergency notifications to consumers. The netnaéii& on this layer

is required to have at least equal priority to active data and voice transmissions to a device.
Internally, Alert Messages sent via CMAS are limited to ninety afpimeric characters and
must include the type of alert and severitiie FCC has, currently, defined three types of alerts
that are allowed to be sent through the system (in order of importance): Presidential, Imminent
Threat, and Amber Alertfg-ederal Communications Comission, 2013k§ an adddcapability,
CMAS allows for gegraphicdly targeted messages in a specific geofdregleral
Communications Comission, 20130his allows providers to be flexible in the target area and
less restricted by jurisdictionabundaries.

While actual numbers and analysis of successful alert delivery are not published, the provision
that alerts cannot preempt active voice calls (or any functionality on a device) and the mobile
nature of cell phones it is possible that some CN#gBtsarenever receive bytheir intended

target. That being saithere are several telecommunication companies who have dedicated
resources to creating, maintaining, and administering an emergency wireless network that
operates independently of commial systems. One such company is TeleCommunication
Systems, Inc. that provides extensive CMAS solutions and E911 services to the public
[TeleCommunications Systems, Inc., 201& overview of the CMAS architecture is show
Figure2.

Many of the most popular smartphone manufactures and mobile operating system designers

include CMAS capability directly into new handsdtshi s i ncl udes all wversio
devices running iOS 6 or higher. As part of its provisioning, CMAS is a voluntary service for

both consumers and providers. A consumer can opt out of the service by simply turning off
notifications providedhattheir service provider is CMASompatible. As stated above, most of



the major service providers in the United Satgpport and promote CMA&mpliance;
however, many smaller service providers have opted out based on implementation costs, lack of
consumernterest, geographic restrictions, or other reasons.

The President, a Federal
Agency, ora state or local
alerting authority creates and
sends an alert to FEMA's
Federal alert aggregator.

Alerts can be

(o)
((l>)

AMBER Alerts

- Presidential

Imminent Threats

The Federal alert aggregator
receives the alert.

step 3

The Federal alert aggregator
translates the alertinto a
standardized format for
carriers to broadcast the alert
to any CMAS-enabled mobile
device.

Commercial Mobile Alert Service

A national service delivering relevant, timely, and geo-targeted alert messages to mobile devices.

The alert is then sent to the
wireless carriers’systems,
which sends the alerts to all
of their cell towers within the
alert area.

S
"e.ﬁvﬂ"

v
S5

/
4
>

A

The wireless carriers deliver
the alert to their subscribers
who own CMAS-enabled
maobile devices within the
geo-targeted alert area.

Figure 2: Overview of the CMAS architecture [Sprint, 2013].

3.1.2 Service Providers

Prior to the WARN act ratified by congress in 2006, many sepriceiders (especially service

providers with a large market shahed implemented a Wireless Emergency Alerts system. As
of 2012, Verizon, AT&T, and Sprint have upgraded their networks to comply with CMAS and
they have rebranded their legacy systems @s. ssince CMAS requires a hardware and software

upgrade to existing devices, many older devices are not CébAgatible while neer devices
(after 2007) includ¢he necessary hardware and only require a software upgrade to receive
CMAS alertg[Federal Communications Commission, 2013dihough the FCC ruling for
CMAS outlines specific characteristics and requirements for service providers on how to
implement and manage CMAS alerts, each provider implements the system inestiffey
[Federal Communications Commission, 2013a]

Veri zonodos

CMAS

i mpl ementati on

amdlthere may bee r s

areas that are corad by Verizon but are not CMA&pablgVerizon Wireless, 2013]As a

matter of

cour se, a

mobil e

devi

ce that i S

por

out

alerts. As per the ruling, their implementation allows for geographically targeted alerts which are

v



issued for each device the target area. This means that if a user is travelling to another
geographic area and their home area receives an alert the user will not receive that alert. AT&T
and Sprint have very similar implementations as Verizon, if not idepgisgler the regeements

of CMAS [AT&T, 2013; Sprint, 2013]An interesting implementation point for Verizon is that
while they comply with the geographic targeting of CMAS messages, they also have the
capability to issue alerts onesgfic radio towergVerizon Wireless, 2013]This effectively

narrows the target area considerably and provides a high gignafazontrol of emergency
notifications.

3.1.3 Third -Party Apps

There are a number of thighrty apps that are nol€MAS compliant and are not required to be

such. Many of thesapps implement their own notification structures based on their own internal
needs and rely directly upon a notification service. In this revieapf, we focus primarily on

iIOS apps as this provides a direct comparison to the VTGei@i8iapp Theseaps, like
VTGemini, are subject to the reliability and
infrastructure.

There are several types of emergency notificaiom that can be found on the App Store. Some
of them are for specific types of emergencies like hurricane, earthquake, or tsunami advisories
and warnings. Since our solution incls@energencies of all different types for the Virginia

Tech community, we primarily focus @pps with similar functionality and scope in terms of
emergency notifications.

3.1.3.1 Wunderground

Wundergroud is an opesource aggregator of weather data and alents fndlividual weather
stations, airports, and Meteorological Assimilation Data Ingest System statieather
Underground, Inc., 20138}s part of an iO@pp Wunderground displays a current locale with
information about the ctently observed conditions and forecd$¥eather Underground, Inc.,
2013b] Additionally and most importantly, it advises the user about current alerts with a small
notification image. Thappdoes not actively notify the usef ongoing alerts when trappis
launched or when the user switches locales. Thenugstaccess and view the alerts by clicking
on the alert image. However, tieds no indication to how many active alerts are ongoing or
even the severity of those gt

Once the user has clicked on the alert imageapipelisplays a collection view of all active
alerts in a nice overlay. Unfortunately, the content of these alerts are directly &8
albeit with some formatting to ensure some level of reitlabiihe NWS alerts are notoriously
written and published in all caps which make it difficult to read quicktiditionally, the
formatting includes a profuse usage of the ellipsis to communicate informatianebrlier
years, NWS only issuetlrrentobservations and short forecasts. Currently, NWS issues
statementghatinclude instructions and advice based on the type and content of the alert.

As an important note, if theppis running in the background or not running atthkse alerts
are neveseen by the user. In order to receive Push Notifications frompibier a particular

8



areathere is an extra step requirélde user must go into the settings of éippand navigate to
ASevere Weather Notificat i ontodtheywidheo reaesver mu st
alerts in the form of Push Notifications from. There are several pros and cons to this approach,

but overall we believe this to be a poor design choice for several reasons. The first is the
unnecessary step of addiadocatonwke n it woul d be easier to add
button to the main screen. Secondly, it deatsaddress the issue of a user moving to a new

location. The current system requithe user to enter a new location every time they travelled.
Congruentlythe user continuggto receive alerts from previously added locations which would

diminish the usefulness of tlappif the user is constantly bombarded with weather alerts.

Finally, the decision tasethe alert text directly fnrm the NWS can be a deterresmice the
readability and intuitiveness of these text alerts is questionable. A concise and descriptive alert
message would be far more effective to convey the same information. Overafiptheels at

its primary purpose,igplaying weather information, but falls sharh effectively providing

users the ability to receive emergency alerts.

3.1.3.2 National Oceanic and Atmospheric Administration

While National Oceanic and Atmospheric AdministratibftO(AA) and NWS have not
developed nativeapp there is a plethora afpgs that access and display data originating from
these organizatiorfational Oceanic and Atmospheric Administration, 2013a; National
Oceanic and Atmospheric Administration, 2013%DAA recommends two iO8asedaps:
Weather HD and Storm Shiefdlhe E.W. Scripps Company, 2013; Vimov, 2018jeather HD

is a freeappthat provides a feature rich and immersive environment with animations and 3D
views of currently observed conditions at the
locations.While the main focus of Weather HD is weather observations, it also includes the
ability to send Push Notifications for severe weather algttgm Shidd is payfor-useappthat
works directly with NOAA and NWS data and radio with a focus on weather warnings and
watches for user selected areas.

As stated aboveéleather HDOis more of a currentipbserveeconditionsappf or t he wuser 6s
location and saveactations then an alerting mechanismncludes very well designed

animations depicting the current conditioasd a procesmtensive 3D model of the earth

showing the userodés saved | ocations Samlattot he cu
the Wundergroundpp it displays an alerttahe top of the screen that originafesim NWS.

The placement of the alert banner is a poor design choice for several reasons. First, the new iOS
notification center interferes with and hides the alert messhga a notification is received.

Secondly, the design of the alert message int
view the alert. Unfortunately, this gesture is the exact same gesture required for the iI0OS
notificati on AfAtwionndaolw tsyh aadnedd, ftuhnucs, t he user és

to view the details. The Weather HIppdoes a much better job of formatting the NWS alert
message then Wunderground. Hppproperly capitalizes and removes unnecessary ellipses
from the alert message. As for Push Notifications, the free vessidfeather HD does not
include this functionality. Similar to othapps, the user selects which locales they wish to
receive notifiations.



Storm Shiel@ mission is to send emergency alerts to users based on the storm insbhead of
county[The E.W. Scripps Company, 201&urrently, most alert system issue warnings and
watches on the county level withemingly no regard to the movement and location of the storm
in question. Storm Shield differs itself by analyzing the storm and issues alerts to users only
when their location (or saved locations) fall within a polygon based on the storms meteorological
characteristics. Thappallowsthe useto receive or ignore almost every known NWS alert type
from Flood to Fog to Air Stagnatipandenter up to five saved locales for a total of six possible
locations includingd h e wousrentlacaion. Additionallyit is difficult to see the value in the
appbecause the interface is simple, elegant, and informative. The added cost is theiderver
analytics and weather tracking thetdone to determine the approximate storm polygons and
perform pointin-polygonanalysis for all known users of thpp

3.1.3.3 CodeRED

Unlike the previouspps which are primarily weatheelated with integrated Push Notifications,
CodeRED is focused on alefisnergency Communications Network, LLC., 201Bhese alerts

can include communityelated, weatherelated, or marine alerts. The free version does not

allow you to receive alerts other than the commuretgted alertsTheapprequires the user to
acknowledge that it will be using Push Notificationt tme were unable to find any

documentation about the actual usage of this feafimeappincludes settings for setting the

alerts details, such as the sound to be played, as well as requirements for when to receive alerts.
The overall design and loekndfeel of theappis amateur, at best, with a reliance on modal

views instead of navigation controllers. Taygpfails to inform or elicit any emotional response

from the user when it is being used which ultimately decreases its usefulness as a notification

app

3.1.3.4 Arlington County Alerts

The finalappthat we reviewed was the Arlington County Alerts i@f[Roam Secure, Inc.,

2013] Thisappis different from the previouaspps because it is designed specifically for a
particular county, in this case Arlington, Virginia. As an important noteafhpsvas not created

or endorsed by Arlington County as it was developed by aparty vendofRoamSecure,

Inc., 2013, p. FAQ]Likewise, the data feeds and streams are of incidents that occur in Arlington
but are not generated by Arlington County officials. Althoughdbisis very simple, its use

case and niche are compelling. It eliminates sofriee complexity of a generappfor any
jurisdiction and focuses solely on the needs and desires of a specific courdppifiudes

NWS warnings and watches for Arlington County, but it also contains Traffic Alerts with respect
to accidents, conggsn, and road work. Additionally, thegppincludesany county mandates or
restrictions such as water or power based on current infrastructure conditions.

3.2 Emergency Guidance and Incident Response
Now that we have discussed the possdps and mechanissfor receiving emergency alerts
and notifications, we can review and analyze the current landscaggpbathat provide

information about properly responding to ongoing incidents and emergencies. Similar to the
notificationapps we discussed above, wéeatpt to analyzapgs based on their granularity. For
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example, the Red Cross atfeé Federal Emergency Management Ageir@&MA) apps are
geared towards a national audience while the Read3pfAs aimed for residents of Virginia
[The American Red Cross, 2013a; USA.gov, 2013; Virgina Department of Emergency
Management, 2012]

3.2.1 Red Cross Apps

The Red Cross has created severalaP® that aid users in preparing and reacting to ongoing

or upcoming emergendfreats like hurricanes and tornadfBise American Red Cross, 2013a]
Each type of incident is contained within its own naéipg Each of thepps is identical in

design with only differences in the content based on thediypmergencies. The Red Cross
contracted the firm 3 Sided Cube from the United Kingdom to create each oaipefe Sided
Cube, 2013]Theapgs are very well designed and organized, and include guides, games, maps,
and othe information for users.

The Red Cross has four natural disaafgs: hurricane, tornado, wildfire, and earthquaKése
fifth appis First Aid. The design of eacappis identical, so we will discuss the functionality of
theapps from a higHevel to reduce redundancies. Tdgpincludes guides for before, during,
and after an incident which is similar to the VTGenaippfor incidents at Virginia Tech. Each
of these guides presents the user with a list of things to know andstamde Additionally, the
guides include a checklist of items to complete before, during, or after an incident. For example,
in the case of an impending hurricane, the citizen may want to fill ipcdaeor board up
windows and doors. Each of the guidéso contains related links to additional guides and
checklistsThis appcontains very deep integration with content management and relational
connections with the content. This is evident throughouapipand especially within the

g u i dymamicand nteractive views.

Theapps allow the user to create and manage an emergeng\cptaplete with meeting and
evacuation points, pet friendly hotels and emergency contacts. As part of teaching the user about
a specific emergency, tlaps include an instrumnal workshop in the form of a game where

users can unlock achievements and badges aptbgress through different steps and acquire

new knowledge about an incident. The gamguise useful when learning apdovides helpful

answers to questions aausnight have missed. The lobtgrm benefit of including the game is
guestionable, but it does successfully keep users interested and interacting api the

Although we do not cover thespys in the previous section, they do include the ability to

receive Push Notifications from several locations. In general, the first location will be wherever
you first installed and ran thepp However, it is possible to e
whichwill continuallyu pdat e and i ssue alerts based on t

The First Aidappis slightly different than the othappbecause it does not actively notify the
user of any alerts and provides a far more interactive learning envirbfirherAmerican Red
Cross, 2013b]JTheappis connected to the Apple Game Center to gamify leaffivsicaid for
specific injuries and emergencies. Tdmprovides two versions of an injury: one that is a
detailed referenceuide, and the other that is a quick guide for treating a wound or injury.
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While, individually, thesepps are extremely rich in content, fun to use, and well designed, they

lack full integration with each other. It is possible to open other Red @pgsfrom within the
currentappvi a t he integrated AColl ect Them Al l 0 vi
theapys, specifically when it comes to creating an emergency response plan. Additionally and
similarly to otherapps, the guides are geneand may not be completely applicable to specific

locales.

3.2.2 FEMA App

The FEMA i0Sappis simply a port of the mobile web site and stored locally on the device
[USA.gov, 2013] All of the views are displayed in a web view amhtent is displayed via

HTML. The appcontains many of the FEMA accepted definitions and guides with respect to
emergencies and disasters. The guides are displayed in long lists of what to do before, during,
and after an incident. The interaction and giess very simplistic and unintuitive. There is not
much to analyze in thigppbecause of the lack of interactive native views, but it is useful to be
aware of such aapp

3.2.3 ReadyVA App

The ReadyVA iOSvas developed by the Virginia Department of Emergévianagement to
provide information about possible threats and disasters in Vifyingina Department of
Emergency Management, 201R]any of the guides are generic, however, and can be applied to
any state. These guidesviessimilar content to ouappas well as the Red Cross and FEsigys.
Similar to VTGemini, these guides are geared and tailored to the unique needs of the
Commonwealth of Virginia. Similar to the Red Creggs, ReadyVA allows citizens to generate
emergency preparedness kits which consist of a checklist of items and tasks that the citizen
wishes to complete during certain incidents.

Additionally, the ReadyVAappaggregates ongoing alerts for all counties within Virginia. It

does not, however, indlie the ability to send Push Notifications to the user. There are actually
three different views for alerts: the |l ocal v
| ocation, the AAlertso view whichsand a poorly
statements, and a third view which displays alerts fromeasedected county in Virginia.

3.3 Conclusions and Thoughts

After reviewing and analyzing tlaos, we concludéhat the VTGeminappfits between the
ReadyVA and Red Crosgpin terms of dsign. VTGemini incorporates the ability to display
local content and remote content in the same view. VTGemini is similar to the ReagypuA
that our target audienceugll-defined and, relatively small. VTGemini is designed specifically
for members othe Virginia Tech community since it incorporates processes and policies that
directly relate to the unique needstloé universityWe will discuss our design decisions in the
next chapter in further detail.

Additionally, emergency and disaster notifioas in VTGemini are deeply integrated with the
VT Alerts system and, therefore, incorporate Push Notifications similar to the Reda@pess
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The Push Notifications that VTGemini receives are-fin@n messages directed at specific
campuses within Virgiia Techsuch as th&lacksburgmain campusr the National Capital
Regioncampus

Finally, the guides that VTGemini provides to the user follow similar protocols from FEMA
based on their guidelines, but are also modified to match the needs and requirements of the
Virginia Tech community. VTGemini presents each of these guides as ameawdrefore,

during, and after set of views.
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Chapter 4 : VTGemini Design and Implementation

We have designed and implemented the VTGeminiapp ¥sm@p | eds mobi |l e oper a
iOS. We chose to create ayppwith iOS instead of other mobile operating systems, such as
Windows Phone or Android, because the quality of the development environment provided by
Apple is far superior to that offed by Microsoft or Google. The development environment and
the implemetation of certain technologies alledus to rapidlydevelophigh qualityapps.
Additionally, the device landscaps far simpler to navigate thahe competitors, particularly
Android devices, where we only neteddevelop and deploy to iPhonEpd Touchand iPad
mobiledevices.

Our main focusvasto create amppthat addresses the primary needs of the stakeholders while
providing an innovative and unique user experience that effectively communicates the
emergency preparedness guidelines that havedreated by th©EM at Virginia Tech.
Therefore, wdocusedour efforts on developing universal higkdefinition appfor all versions

of the iPhone, iPod Touch, and iPadbile devices

With our target devicgin mind, webegarto decouple the user infece with the knowledge

base createby the OEM. The mobilaeppis agnostic to any changes to the knowledge base such
that modifications to either the mobagpor the knowledge base can be done independently. In
order to accomplish this, weeeded to cetea normalizegropertylist schema that represewait
theinformation found in the Emergency Information Desk Reference for Blacksburg as well as
the emergency response gudeom the OEM websit® avoid ambiguity and simplify
maintainability.

The nornalizedpropertylist files acted a the knowledge base for the molajgp Each

document containdata with regard to a particular incident and references to related topics or
guestionnaires for how a citizen should react to an incident. The docuneetsaintained on

a server and accessed by a walsed administrative portal that allauthorized personnel to
create, modify, or remove documents from a repository.

After the initial design and implementation of VTGemini, we decided that a new intedsiced

with useful icons and layouts were necessary to create a positive user exp&ugrstdtware

engineering design approach followed incremental development, iterative refinement, and
progressive elaboratioAt this time, we began working closelith OEMwho had employed a

designer to help create and maintain the images and icons used in the Desk Reference. The
sharing of these resources was necessary to create a common user interface experience regardless
of where the user was accessing the infoiona The user codlvisit the OEM website and see

the same sets of icons as what is used within VTGemini. Additionally, the user could open the

Desk Reference and see the same content that is generated with the app.

As theincremental desigphase came to an end, we began working on a new design and
architecture for the entire system. There was a large amount of new images and icons that were
to be used within the app, and now we had the content of the guides to include. We still needed
to create a universal app for all of the devices; this is a requirement that wasguirable since

we are trying to reach as many members of Virginia Techmunityas possible.
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We eliminated the need to generate a separate normalized knowledge basgiioiethsince we
now had access to guides from OEM. We refocused our efforts by creatindikedproperty

list files that organized and linked content with each other appropriately. The prligtefitys

also allowed us to create a dynamic interfabeng it was easier to modify the content by simply
changing the propertlyst configuration.

Similar to theinitial design these configuration files were stored on asetver and accessed
on-demand. Later in thishapter we discuss the configuratioies in more depth. In addition to

the configuration files being stored on the vaever, there was a time where all of the resources
were stored remotely as well (we discuss the design choice later amaipte). Furthermore,

we discuss the commonlgnplemented user interface components that we used through our app
later in thischapter

4.1 Resource Loading and Management

As stated in our overview and design definition above, we wanted to incorporate commonly
accepted design components and tpiadty libraries to assist with the display and management

of content. A commonly used component in i OS
refresho. It was first introduced by Loren Br
way to fetch neviweets for a usgBrichter, 2013] The app has since been bought by Twitter

and is now the current Official Twitter app. The gesture has since become ubiquitous in mobile

apps that load content remotely. The intuitivenesb@fjesture is the key to its success; once a

user has performed the gesture on a table view, the user almost expects all table view to react
accordingly.

Since the initial design of our app required the system to fetch configuration and phisperty

files remotely to be displayed in a table view, this gesture was a logical choice to implement. In
Figure3, we show the act of pulling the table view dowrmreview the view for refreshing the

content. Once the user has pulled the table view passed a certain threshold, the view controller is
notified to reload and perform any operations necessary to grab new content. It is important to

note that this gestaris not needed in environments where data is static; it is most useful in

dynamic data sets that are primarily loaded asynchronously from a remeseweh In the

case of dynamic content that change#®® | ocally
refresho gesture is trivial since we can easi
mutable data is modified.

Since its introduction, many developers have created various designs afxkhodke
implementations to achieve similar reisuln the release of iOS 6, Apple introduced the new
UIRefreshControl that allows user to fetch content-deamandApple, Inc, 2013b] The
gesture is very much the same as the original, but it does include a fardsofeanmation to
indicate when the refresh will execute.

As wehave discussedhe number of resources included with the system is very large. As such,

our initial design of the app was to host all of the images, icons, configurations, and guide details
on a wé-server that would automatically download, update, and store resources that had been

15



changed or modified. In fact, we had created an entire architecture to support the ability to fetch
content remotely.

The only configuration file and resource to be ured in the app was a master resource list that
maintained the version and file name of every resource used within the system. On the server
side, there was another resource list that maintained the current version and name of a resource.
At startup, the pp would compare these two files to determine what, if any, resource needed to
downloaded or modified. While this is a simplistic method of version control for resources

within an app, our primary concern was space on the device and ensuring the szgppfdid

not exceed the 50 MB limit imposed by Appigple, Inc., 2013c]While the size of an app can
most certainly exceed 50 MB, this limit forces user to have an active WiFi connection in order to
download an app. Oncedlarchitecture and system were implemented, it was simply a matter of
caching and downloading the resources as they were needed by the app. We believed that this
would allow us to dynamically update and modify content remotely without having to submit a
update to Appleds App Store.

Carrier = 3:21 PM =
= Pull down to refresh...
A 4
Immediate

Active Shooter
April 4, 2012 03:30:12 PM

Shots fired-Stanger Lot. Secure
doors. Take shelter. Be silent.
Avoid sudden movements. Silence
cell phones. Call 911 for help.
(125)

Explosion
April 4, 2012 03:30:12 PM

Shots fired-Stanger Lot. Secure
doors. Take shelter. Be silent.
Avoid sudden movements. Silence
cell phones. Call 911 for help.
(125)

Active Alerts Giuide:

Figure 3: View of th

Educatic Call Boxes C ]
e pull to refresh mechanism.

However, we eventually moved away frahis architecture that supported remotely loaded
content, with the exception of a few resources, for an entirely local implementation. The three
main reasons for loading and managing resources locally are network concerns, OEM guide
release and review schedusad offline accessibility and performance. Each of these reasons
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were realized and implemented at different points in the life cycle of the app. For example,
offline accessibility has been a concern since the inception of the app.

One of the most promant network concerns that we encountered was network congestion.
Network congestion is a huge concern for this type of app since we are loading many individual
icons and images. With several thousand potential users, the impact on servers at Virginia Tech
is potentially crippling. This is even more prominent problem during an actual emergency
situation because even more people will be accessing the app to download content. Additionally,
whenever a VT Alert is issued and a legitimate emergency situatia@arises on campus, the

servers instantly become overloaded by members of the community and the-ebiaryg as

try to access Virginia Tech resources and services to gain more information about the ongoing
threat or incident.

The second reason to eliraie remotely loaded content has to do with review and release
schedule of OEM guide8Ve determined that the guides and other information are updated at
most quarterly; although it is more likely that the guides are changed only twice a year. Since the
update schedule is infrequent, the need for additional infrastructure to support frequent updates
to resources is diminished. Therefore, there is a benefit to keeping a single copy of the guide
locally on the device and update the app as needed.

The final rason to maintain the resources locally is offline accessibility and performance. One

of the requirements for our app was to be able to access guides even if there is a complete
network failure, which is common during a developing emergency situation.nishevay for

this to work properly is to store the content locally on the device. In our previous architecture,

we loaded the resource as needed and stored them locally to increase performance. Since some
citizens will only use the app during an emergerntason, this would mean they would be

unable to access resources during an emergency situation and the network failed. Therefore,
offline accessibility is crucial to the apps operation. Finally, by loading and accessing local
resources we increase thesaall performance of the app by avoiding lag and load times over the
network.

As previously statedll of our critical resources are stored and loaded locally on the device but

there were other external resources that we did load remotely. The desaiseodf the

resources will be discussed in subsequent sediais aghe difference between local and

remote guides. Furthermore, some of the resources febwels e d API 6s ar e | oade
that of the Google Maps JavaScript API.

4.2 Configuration F iles and Resources

There are several configuration files that are used by VTGemini to manage and display content
within the system. While these have changed and evolved over time, their essence was first
created in the initiadlesignof theapp This seabn aims to describe each of the configuration

files and their relationship within thegpp These descriptions are meant to be informative but

also contain technical details to assist future developers in maintaining the app.
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4.2.1 Callbox Locations

The callbox locations configuration file is fairly straight forward: the key for each entry in the
dictionary is the name (or descriptive name) of the location of a blue light emergency phone.
Each entry is an array with two items: latitude and longitlitiese locations were located
manually byusingthe callbox map offered by OEM.

4.2.2 Desk Reference

The desk reference configuration file includes all known guides that are in the Desk Reference.
This is the most important configuration file as it providesitieibout the offline guides and

how to access these guides. Each entry contains the following five keys: Image, Highlighted,
Name, Header, and Link. Image and Highlighted pravadesference to the name of the image
resource included in the app thatnegents the given guide. Name is the descriptive name of the
guide. Header is the image reference to image displayed at the top of the guide. Link is the name
of the HTML file that contains the content we wistdisplay for the selected guide.

w___Verizon 4:46 PM @ 7 } 58% W}

Back General Preparedn... C

1. Communicate

Get ready to give and get essential information.

Sign up for VT Alerts on your phone and
desktop. Register on-line or call 540-231-
HELP (4357).

Sign up for local emergency emails or other
notification services, which are often available
through local governments and news stations
in a variety of formats. Emergency emails can
be sent to your computer, pager, and/or cell
phone. Text messaging may also be available.
A national emergency notification subscription
service is available at

www.emergencyemail.org/

M VirginiaTech

Invent the Future®

Figure 4: An example guide.
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In Figure4, the Preparedness guiadisplayed. The header image is at the top and colored
green. The bdy of the guide is an HTML file that shows the content where the headings are
styled with the same color. The HTML files stored locally by the system are the Desk Reference
content files. Each one is surrounded by a unique div that assists with thg styarch file

based on the defidecolor scheme. This color scheme can be found igltigal.css  file.

4.2.3 Guide Config uration

The AGuideso configuration file is, by far, t
hierarchical structure of the menu and submenus. A menu that contains submenus contains a key
called AObjectsod which cont ai tasthefadlowsng: menus. E

Image, Highlighted, Level, and Name. If the submenu contains -@liblwithout any submenus,
then it contains the Webink property instead of the Objects property. Hppautomatically
assumes that a menu with the Objects propertyatms submenus, so even if a menu with the
Objects property also contains a Wehk property, then the Wehink Property is ignored. A
menu item that is a lirkut may also contain the CSSDivName property which defines the color
scheme for the current me item.

A menu item may also contain a Level and Order properties. The Level property indicates the
indentation level; the indentation level is a fifteen point indent from the left side. Therefore, a

Level of zero means no indent while a Level of orefifteen point indent. The Order property

is a secondary measure to ensure that submenus are correctly organized when they are displayed
by a collection view or a table view.

4.2.4 \Welcome Screen

The fAWel come Screeno conf i gniethetmaio colledtionlview. i s us
Each section is represented by the fiesel key name, with rows defined within each section.

The overall organization of this document is directly mirrored in the appRi§es6). Each

entry in the dictionary is slightly different because of these actions. All action types include an

Image, Highlighted, and Color properfiyne Color property is the hexadecimal vatdiehe

primary color of its image.

The first action type is a simple segue. An entry of this type needs to provide a Segue Name. The
Segue Name refers to the name of a segue attached to the welcome view in the storyboard file.
Image and Highlighted aremsilar to other configuration files. The second action type is an

internal link. An entry of this type requires the Link property. This can either be to a property list
file or an HTML file. If it is a property list file, then tregppautomatically generas@ new

collection view to display the contents of the file. The third action type is @lihkAn entry of

this type requires the Wdbink property. This property, unlike Link, cannot be a property list

and must be a valid URL.
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4.2.5 Header Images and Guide Icons

The Header Images group includes all the images needed when displaying a particular guide that
has a defined Header property. There are three versions of each header file: normal, @2x, and
~iPad[Apple, Inc., 2013d] The last two versions are identical, but older-netina version of

the iPad load the lower resolution image (normal) instead of a high resolution wengtbiit

can display properly. The Guide Icons group includes all the images required by variogs guide
and subguides. There are two verseof each guide icon: normal and @2x. The first version is
used for nofretina iIOS devices while @2x is used for retina devices.

4.2.6 Fetching

The Fetching group includes auxiliary files that help load files and datatfre network. The
maps.html file is used by the building information view that we discussed seétiiit

accepts specific parameters that allesmo generate the callout feature with information from
VTGemini. It also is responsible for searaipthe DOM of a given webpage to determine the
metadata description of a given building. It also contains additional supporting files for jQuery
and the rgquired CSS styling.

4.3 Custom Color Scheme and Layout

In order to match the branding requirements for Virginia Tech, we implemented our custom
design and color scheme for the entire pfipginia Tech, 2013h] The primary colors are burnt
orange and Chicago maroon which are the official colors of Virginia Tech. We also included a
few other colors to help provide context to certain items within the app. For ex&ngpirs6

shows the home screen where each section as a defined color scheme. The icons and the font
color are defined by a specific color as defined by OEM. Additionally, the colors used irpthe ap
match the colors in the Desk Reference to provide visual cues that we are indeed accessing the
same content (Sdagure4 andFigure6).

Each screen contains a custom navigation bar and tool bar. In our implementation, we overrode
the drawing of each of these views in order for us to insert our custom drawirigeFo

navigation bar, we are using the Core Graphics package from Apple to draw a Chicago maroon
rectangle with a burnt orange stroke at the boftdpple, Inc., 2013e]For the tool bar, we

perform a similar operation excepetstroke is drawat the top. Additionally, we used the Core
Graphics current context to insert the Virginia Tech logo and the envelope icon. The envelope
icon acts as a button since we added a tap gesture to the image view containingtthe icon
launch amail composer view from within VTGemini

As a continuation of the color scheme, every screen has a very soft yellow hue to help minimize

eye strain generally associated with bright white backgrounds. Additionally, the table and
collection views implemertustom section headers of Chicago maroon with white text.
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4.4 Collection View

As part of the new design, a custom menu structure was implemented such that we eliminated

the use of a tabbed app. A tabbed app requires a tab bar at the bottom of everyistnedese

useful screen real estate. With that in mind, we decided to use a collection view to display

different menu items on the home screen in a logical maRigeme5 shows our initial test of

the collection view for the fAWelcomeod screen.
propertylist file that can be modified to create a new menu structure without changing the code

of the appFigure6 shows the redesign of the collection view with the custom color scheme and
new layout for the Welcome screen.

Carrier = 2:58 AM
Menu Welcome
Y
What to do Guides
Recovery
Handicap Weather

Figure 5: Initial test of a collection view.

Figure 6: Welcome Screen for VTGemini with
the new layout and color scheme.

When a user selects a menu item, the system reads the model associated with the item and segue
based on what is defined inet model. The content of the next view after a segue is determined

by the Ilink within the model. For example, if
navigates to another collection view and displays all known guide objects. These guide objects

are loaded directly from another configuration file that defines each guide model. This is a
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