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Abstract 

Trust management in mobile networks is challenging due to dynamically 
changing network environments and the lack of a centralized trusted authority. 
In this dissertation research, we design and validate a class of dynamic trust man-
agement protocols for mobile networks, and demonstrate the utility of dynamic 
trust management with trust-based applications. Unlike existing work, we con-
sider social trust derived from social networks in addition to traditional quality-of-
service (QoS) trust derived from communication networks to obtain a composite 
trust metric as a basis for evaluating trust of nodes in mobile network applica-
tions. Untreated in the literature, we design and validate trust composition, ag-
gregation, propagation, and formation protocols for dynamic trust management 
that can learn from past experiences and adapt to changing environment condi-
tions to maximize application performance and enhance operation agility. Fur-
thermore, we propose, explore and validate the design concept of application-
level trust optimization in response to changing conditions to maximize applica-
tion performance or best satisfy application requirements. We provide formal 
proof for the convergence, accuracy, and resiliency properties of our trust man-
agement protocols. To achieve the goals of identifying the best trust protocol set-
ting and optimizing the use of trust for trust-based applications, we develop a 
novel model-based analysis methodology with simulation validation for analyz-
ing and validating our dynamic trust management protocol design. 

The dissertation research provides new understanding of dynamic trust man-
agement for mobile wireless networks. We gain insight on the best trust composi-
tion and trust formation out of social and QoS trust components, as well as the 
best trust aggregation and propagation protocols for optimizing application per-
formance. We gain insight on how a modeling and analysis tool can be built, al-
lowing trust composition, aggregation, propagation, and formation designs to be 
incorporated, tested and validated. We demonstrate the utility of dynamic trust 
management protocol for mobile networks including mobile ad-hoc networks, 
delay tolerant networks, wireless sensor networks, and Internet of things systems 
with practical applications including misbehaving node detection, trust-based 
survivability management, trust-based secure routing, and trust-based service 
composition. Through model-based analysis with simulation validation, we 
show that our dynamic trust management based protocols outperform non-trust-
based and Bayesian trust-based protocols in the presence of malicious, errone-
ous, partly trusted, uncertain and incomplete information, and are resilient to 
trust related attacks. 
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Chapter 1  

 

Introduction 

1.1 Trust Management in Mobile Networks 

A mobile network typically comprises heterogeneous nodes performing peer-to-peer 

wireless communications to achieve the system functionality. There are various types of 

mobile networks, including mobile ad-hoc networks (MANETs) [59], delay/disruption 

tolerant networks (DTNs) [38, 66], mobile wireless sensor networks (WSNs) [8, 70, 151], 

Internet of things (IoT) systems [11, 79] , etc. The key features of mobile networks are 

reconfigurability (low dependency on infrastructure), distributed control (no central-

ized entity needed for managing the network), and dynamicity (change of network to-

pology, population size, etc.). Because of these features, mobile networks have been 

widely deployed in many civil and military applications. For example, without relying 

on any wireless infrastructure, like access points or wireless routers, conference at-

tendees can set up an ad-hoc network using their laptops for instant messaging and dis-

cussion. In battlefield situations, a commander can dynamically assemble and manage a 

mobile network consisting of trustworthy group members to achieve a critical mission 

assigned. In zoology research, sensors are attached to wild animals to form a delay tol-

erant WSN in order to track long term animal migration behaviors [99, 198]. 

In mobile networks, a node could be an autonomous or human operated device 

working cooperatively with others. A mobile network is vulnerable to many attacks. In 

addition to attacks to wireless networks such as eavesdropping, tampering, jamming, 

and denial of service attacks [148], mobile networks face more mobility-induced attacks 

[101, 112, 151], such as black-hole, wormhole, Sybil, and slandering attacks. A node in a 

mobile network can be compromised and launch insider attacks which are hard to de-

fend with traditional cryptography techniques. Because very frequently there is no 

trusted third party available in mobile networks, each participating node may need to 

assess the trustworthiness of others based on direct observations and/or indirect rec-

ommendations. The primary objective of our dissertation research is to design and vali-

date a trust management protocol that can provide a subjective yet accurate assessment 
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of trust of mobile nodes in the presence of malicious, erroneous, partly trusted, uncer-

tain and incomplete information, and to demonstrate the utility of the trust manage-

ment protocol designed for mobile networks with practical applications including mis-

behaving node detection, trust-based survivability management, trust-based secure 

routing, and trust-based service composition. 

A challenge to trust management protocol design in mobile networks is that very of-

ten nodes exhibit a wide range of heterogeneous QoS characteristics (e.g., energy level, 

bandwidth, moving speed, etc.) and social behaviors (e.g., selfishness, honesty, social 

connections, etc.) especially for sensing-capable devices carried by human operators 

such as smartphones and digital personal assistants [65, 66]. Hence, a trust protocol 

management must take both QoS and social metrics into consideration in trust composi-

tion and trust formation, allowing the best trust components to be selected and com-

posed based on application performance and security requirements. Moreover, applica-

tion-level trust optimization techniques must be an integral part of protocol design, al-

lowing applications to identify and deploy the best way to use trust to classify nodes to 

maximize application performance.  

Another challenge to trust management in mobile networks is the dynamically 

changing network environment. The network environment of a mobile network can be 

characterized by a set of variables with each defining one aspect of network conditions, 

such as node density, number of misbehaving nodes, etc. The dynamicity may be de-

scribed by an evolving set of variables as a function of time, and can be categorized into 

three levels: node dynamics, locality dynamics, and network dynamics. The node dynamics 

includes the changing status of each node, such as energy level, available bandwidth, 

cooperativeness, compromising rate, etc. The locality dynamics is reflected by the 

change of each node’s local environment (consisting of neighbors or nodes that interact 

most often), such as the number of cooperative/compromised neighbors, average ener-

gy level of neighbors, social connection with others, etc. The network dynamics is re-

flected by the evolving global network status, such as network topology, mobility pat-

tern, population size, etc. In order to maximize the application-level performance 

throughout the network lifetime, it is critical to consider dynamicity and incorporate 

adaptability in protocol design. For example, some nodes may have low energy due to 

intensive message transmission at the early stage. To save energy, at the later stage 

these nodes may become uncooperative to others. A node may change its forwarding 

policy when it is surrounded by many uncooperative/compromised nodes. Applying 

one protocol setting optimized for a static network condition to a dynamic network en-

vironment will degrade the application performance. A trust management protocol 

must adapt to the dynamically changing network environment, such that the trust as-

sessment is accurate and performance of an application built on top of the trust man-

agement protocol is maximized.  
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In large-scale mobile networks, it might be impractical for a node to obtain and store 

trust information towards all other nodes due to its limited computation and storage 

resources. Instead, a node may keep trust values of a small set of nodes with higher 

trust values or with which it shares interests. The challenge is to design a trust man-

agement system for large-scale mobile networks with mobile nodes equipped with lim-

ited resources, satisfying the requirements in trust convergence, accuracy, and resilien-

cy, and trust-based application requirements.  

Lastly, very often there is no centralized trust entity in a mobile network from which 

a node can refer trust of another node with complete confidence. Consequently a node 

will have to rely on direct observations when it comes in contact with another node or 

recommendations from other nodes in the mobile network. A challenge to trust man-

agement in mobile environments is to provide subjective yet accurate trust assessment 

to cope with rapidly changing environments and the presence of malicious, erroneous, 

partly trusted, uncertain and incomplete information.  

1.2 Research Goal 

The dissertation research is motivated by the two important but unaddressed problems 

in the literature: (a) diverse social and QoS trust characteristics of mobile nodes; this 

calls for a trust management protocol to identify the best way to compose and form 

trust out of social and QoS trust properties so as to satisfy application performance or 

security requirements; and (b) difficulty of providing subjective yet accurate trust as-

sessment because of rapidly changing environments and the presence of malicious, er-

roneous, partly trusted, uncertain and incomplete information; this calls for dynamic 

trust management that can dynamically adjust trust settings at runtime to maximize 

application performance. In this dissertation research, we aim to design, analyze and 

validate a dynamic trust management protocol for mobile networks, including identify-

ing the best way to perform trust composition, trust aggregation, trust propagation, and 

trust formation to satisfy application requirements, and the best way to adjust trust set-

tings dynamically in response to environment changes to maximize application perfor-

mance.   

For the design part, we propose to combine social trust properties derived from so-

cial networks with QoS trust properties derived from communication networks into a 

composite trust metric, taking into account both social relationships and functional 

competencies of network participants. We propose to explore various social trust prop-

erties (e.g., honesty, intimacy, etc.) and QoS trust properties (e.g., connectivity, compe-

tence, etc.) and demonstrate their effectiveness for trust-based applications including 

misbehaving node detection, trust-based survivability management, trust-based secure 

routing, and trust-based service composition. For each individual trust property, we 
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explore the best design to aggregate and propagate trust information in the presence of 

malicious, erroneous, partly trusted, uncertain and incomplete information such that 

between two nodes the trust assessment toward each other is close to actual status. 

We propose to investigate a new design notion of application-level optimization for 

trust composition, and trust formation to maximize application performance. For ex-

ample, for secure routing applications in mobile networks, delivery ratio and delay are 

considered the most important performance metrics. This calls for the use of novel 

component trust metrics such as connectivity for reducing delay, and honesty and co-

operativeness for enhancing delivery ratio. Application-level optimization in this case 

concerns not only trust composition (to select novel trust components, such as connec-

tivity, honesty and cooperativeness for compositing trust), but also trust formation (to 

find the best way to form trust out of these trust components).  

We propose to investigate the design notion of dynamic trust management by which 

a trust-based application built on top of our trust protocol may dynamically adjust trust 

parameters (e.g., trust weights associated with trust components for trust aggregation, 

propagation and formation, and application-level trust thresholds for classifying and 

selecting nodes) in response to the dynamically changing network environment, so that 

throughout the network lifetime, participating nodes can have subjective yet accurate 

assessment of trust toward each other and the trust-based application as a whole can 

use trust at its best to maximize application performance. 

For validation, we propose to develop a novel model-based analysis methodology 

by which, the “subjective” trust evaluation obtained from protocol execution can be 

compared with the “objective” trust evaluation generated from actual network status, 

thus theoretically validating our trust protocol design. We further experimentally vali-

date analytical results with extensive simulation using ns-3 [1]. Our goal is to demon-

strate the utility of our trust management protocol with practical applications including 

misbehaving node detection, trust-based survivability management, trust-based secure 

routing, and trust-based service composition for a wide array of mobile networks in-

cluding MANETs, DTNs, WSNs, and IoT systems both analytically and by simulation. 

For each application, we will conduct extensive comparative studies with conventional 

trust-based and non-trust-based solutions to further validate our dynamic trust man-

agement protocol design. 

1.3 Research Contribution 

This dissertation research addresses all aspects of trust management for mobile net-

works: trust composition, trust aggregation, trust propagation, and trust formation. The 

overarching contribution is that we design and validate a dynamic trust management 

protocol that can provide a subjective yet accurate assessment of trust of mobile nodes 
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in the presence of malicious, erroneous, partly trusted, uncertain and incomplete infor-

mation, and we demonstrate the utility of the dynamic trust management protocol for 

mobile networks including MANETs, WSNs, DTNs, and IoT systems with practical ap-

plications including misbehaving node detection, trust-based survivability manage-

ment, trust-based secure routing, and trust-based service composition. 

We envision the following original contributions from the dissertation research with 

high impacts: 

1. We propose the notion of using not only traditional QoS trust derived from com-

munication networks, but also social trust derived from social networks to obtain a 

composite trust metric as a basis for evaluating trust of nodes in mobile network ap-

plications [19, 20, 44, 61]. The intention is to take into account both social relation-

ships and functional competence and obtain a comprehensive trust assessment to-

ward each node, such that the performance of a trust-based application can be max-

imized.  

2. Untreated in the literature, we design and validate dynamic trust management pro-

tocols that can learn from past experiences and adapt to changing environment con-

ditions (e.g., increasing/decreasing hostility, increasing misbehaving node popula-

tion, etc.) to maximize application performance and enhance operation agility. This 

is achieved by addressing critical issues of trust management for mobile applica-

tions, namely, trust composition, aggregation, propagation, and formation. The 

learning process and adaptive designs are reflected in trust aggregation, trust prop-

agation, and trust formulation. For trust composition, aggregation and propagation, 

we explore novel social and QoS trust components and then devise trust aggregation 

and propagation protocols for trust data collection, quality of information (QoI) dis-

semination and analysis for peer-to-peer subjective trust evaluation of individual so-

cial and QoS trust components, and prove that the convergence, accuracy, and resili-

ency properties are preserved by means of theoretical analysis and simulation vali-

dation. For trust formation, we identify the best way to form trust out of social and 

QoS trust components depending on application characteristics so as to maximize 

application performance. Dynamic trust management is achieved by first determin-

ing the best trust protocol settings under which application performance is maxim-

ized, given a set of model parameters specifying the environment conditions (e.g., 

percentage of malicious nodes), and then at runtime the system learns and adapts to 

changing environment conditions by using the best protocol settings identified from 

static analysis. 

3. To achieve the goals of identifying the best trust composition and trust formation for 

trust-based applications, we develop a novel model-based analysis methodology for 

analyzing and validating our trust management protocol design. The model-based 
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analysis methodology can be applied to a wide variety of applications in mobile 

networks including MANETs, WSNs, DTNs, and IoT systems. The novelty lies in the 

new design notion of objective trust derived from global knowledge or ground truth 

derived from the mathematical model describing a node against which subjective 

trust obtained as a result of executing our trust management protocol may be com-

pared and validated. The research requires a semi-Markov mathematical model and 

an iteration solution technique be developed to faithfully describe a large number of 

heterogeneous mobile entities with a variety of QoS and social behaviors to yield 

global knowledge or ground truth of node status, thus providing objective trust 

against which subjective trust from protocol execution can be validated. The end 

product is a model-based analysis tool for design, testing and evaluation of our trust 

management protocol applicable to a wide range of trust-based applications in mo-

bile networks, allowing trust composition, trust aggregation, trust propagation, and 

trust formation designs to be incorporated, tested and validated.  

We propose a two-step process of optimization. The first optimization problem is to 

identify the best parameter setting for trust aggregation and propagation to mini-

mize trust bias (i.e., a node’s trust evaluation value vs. a node’s ground truth status). 

This addresses trust accuracy, convergence, and resiliency issues. The second opti-

mization problem is to identify the best parameter setting for trust formation (i.e., 

weights of trust components) to maximize application performance. The global op-

timum to maximize application performance is not unique. As long as the trust 

evaluation value is consistent with ground truth status in terms of trust ranking, one 

can find the global optimum by adjusting the trust formation parameter setting. 

However, the global optimum cannot be guaranteed if the trust evaluation value is 

inconsistent with ground truth status. Our proposed two-step process can signifi-

cantly reduce the search space. Moreover, the best parameter setting for trust aggre-

gation and propagation once identified could be reused and applied to different ap-

plications. 

4. Untreated in the literature, we propose, explore and validate the design concept of 

application-level trust optimization in response to changing conditions to maximize 

application performance or best satisfy application requirements. For the misbehav-

ing node detection application, we identify the best application-level drop-dead 

trust threshold below which a node is considered misbehaving, and that the mini-

mum trust threshold can be adjusted in response to changing conditions to mini-

mize the false alarm probability. For the trust-based survivability management ap-

plication, we identify the best minimum trust level required for successful mission 

completion and the drop dead trust level to maximize the system reliability of mis-

sion execution with dynamic team membership. For the trust-based secure routing 

application, we identify the best forwarding trust threshold and recommender trust 
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threshold to ensure quality of information (QoI) routing, and that the trust thresh-

olds can be adjusted dynamically to best satisfy application requirements in delivery 

ratio or message delay in the presence of misbehaving nodes.  

5. The dissertation research provides new understanding of dynamic trust manage-

ment for mobile network applications. We gain insight on the best trust composition 

and trust formation out of social and QoS trust components, as well as the best trust 

aggregation protocol, when given application mission characteristics and trustee 

properties as input. We gain insight on how a tool described in contribution #3 

above can be built, allowing trust composition, aggregation, and formation designs 

to be incorporated, tested and validated. We gain insight on dynamic trust evalua-

tion for optimizing application performance including misbehaving node detection, 

trust-based survivability management, secure routing, and service composition. 

Lastly but not the least, we gain insight on how to prove that a dynamic trust man-

agement protocol can be made resilient to a class of malicious attacks that aim to 

disrupt the trust of the system. 

1.4 Thesis Organization 

The rest of the dissertation is organized as follows. Chapter 2 provides a comprehensive 

survey of trust management in mobile networks and its applications. Chapter 3 presents 

the network environment and assumptions for dynamic trust management in mobile 

networks. In Chapter 4 we describe the general design principles of dynamic trust man-

agement in mobile networks. In Chapter 5 we discuss our model-based analysis meth-

odology with simulation to validate protocol designs. In Chapter 6, Chapter 7, Chapter 

8, and Chapter 9, we apply dynamic trust management design principles to MANETs, 

DTNs, WSNs, and IoT systems, respectively, with specific dynamic trust management 

protocols being developed, and a comprehensive comparative performance analysis of 

trust-based applications build on top of dynamic trust management being performed. 

In Chapter 10, we investigate the applicability and implementation issues of our pro-

posed dynamic trust management designs. Finally, Chapter 11 summarizes research 

milestones achieved, work to be completed, and the schedule to complete the proposed 

dissertation research.  
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Chapter 2  

 

Related Work 

2.1 Concept of Trust 

2.1.1 The Meaning of Trust 

Trust exists everywhere in daily life. It is involved in our decision making process 

whenever there is a cooperation among different entities. The concept of trust is origi-

nally discussed in social sciences. Since trust is a multidisciplinary concept [128], people 

from different fields take diverse views of trust. For example, in sociology [63, 75, 123, 

124, 166, 176], trust is considered as one element of the social constructs [166] and re-

flects the relationship between social actors (individuals or groups). Psychologists take 

a cognitive view of trust [37] and believe that trust is built on top of social influence 

[132]. In philosophy [15, 94, 129], trust is considered as an attitude towards people. 

Some philosophers differentiate trust from reliance since reliance can only be disap-

pointed while trust can be betrayed or at least let down, not just disappointed [15, 129]. 

In organizational management [161, 164] and economics [29, 195], trust is used for risk 

analysis and incentives are used very often for trust enforcement and trust establish-

ment. 

There is no consensus on the definition of trust. Here we give several definitions of 

trust from the literature. 

(1) “Trust (or, symmetrically, distrust) is a particular level of the subjective probability with 

which an agent assesses that another agent or group of agents will perform a particular action, 

both before he can monitor such action (or independently of his capacity ever to be able to moni-

tor it) and in a context in which it affects his own action.” [75] 

Diego Gambetta, 2000 

(2) “Trust basically is a mental state, a complex mental attitude of an agent ‘x’ towards an-

other agent ‘y’ about the behaviour/action ‘a’ relevant for the result (goal) ‘g’.” [37] 

 Cristiano Castelfranchi and Rino Falcone, 2000 
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(3) “Trust is an attitude that we have towards people whom we hope will be trustworthy, 

where trustworthiness is a property, not an attitude.” [129] 

Carolyn McLeod, 2011 

Gambetta’s definition of trust is one of those that are widely cited, where trust can 

be seen as a threshold point of a probabilistic distribution and only concerns those fu-

ture actions that will affect our decisions. However, Castelfranchi and Falcone pointed 

out that trust is more complex than a subjective probability. They argued for a cognitive 

view of trust and claimed that only a cognitive agent can trust another agent. McLeod’s 

definition of trust emphasizes that trust is an expectation that someone is competent in 

certain respects and, trust and trustworthiness are distinct. 

In this dissertation, we adopt a trust definition similar with Gambetta’s, particularly 

for mobile network environments. We use trust to represent a degree of belief of an 

agent based on its own knowledge (direct or indirect) whether or not another agent will 

perform an action or will be in a state (e.g., whether a node is cooperative or malicious, 

whether a node has close connectivity with the designation node and can quickly deliv-

er the message). We are concerned with the following trust dimensions: 

(1) Trustor: This is the agent which is doing the trust assessment. 

(2) Trustee: This is the agent which is being assessed. 

(3) Trust Property/Component: This represents the particular action that the trustee 

might perform or might be in a particular state. Specifically, we consider both so-

cial trust properties derived from social networks and quality of service (QoS) 

trust properties derived from communication networks. 

(4) Knowledge: This includes all information that the trustor has. It could be direct 

observations or indirection recommendations from other parties. 

(5) Time: Trust evolves over time since the states of both trustor and trustee may 

change, and the trustor may obtain new information. The importance of the time 

dimension in trust management for mobile networks is manifested by dynami-

cally changing environments, which is one research goal in this dissertation. 

(6) Space: Trust also evolves over space since direct-observation trust (“seeing is be-

lieving”) tends to be more trustable than indirect recommendations, especially 

trust is propagated over space from one entity to another. A research goal in this 

dissertation is to devise trust aggregation and propagation protocols such as 

peer-to-peer trust evaluation is close to actual status. 

2.1.2 Trust versus Reputation 
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In the literature, trust and reputation are often used together. Ostrom [146] and Mui et 

al. [139] provided a clarification for trust, reputation and other related concepts: reputa-

tion is the perception that an agent creates through past actions about its intentions and 

norms, and trust is a subjective expectation an agent has about another’s future behav-

ior based on the history of their encounters. Mui et al. [139] claimed that the increase in 

an agent’s reputation should also increase the trust towards this agent, and the increase 

of trust will increase the reciprocating actions which will then increase the reputation. 

The levels of trust and reputation are positively reinforcing and a decrease in any of 

them can also lead to a downward spiral [146]. 

Josang et al. [97] used the following two statements to illustrate the difference be-

tween trust and reputation: 

(1) “I trust you because of your good reputation.” 

(2) “I trust you despite your bad reputation.” 

The first statement is consistent with a general understanding that trust and reputa-

tion are positively reinforcing. The second statement reveals that in addition to reputa-

tion, there exists some other knowledge (e.g., intimate relationships [97]) involved in 

trust related decision making. 

Despite the conceptual difference between trust and reputation, the difference be-

tween trust system and reputation system is blurred since both trust and reputation can be 

used for decision making. Trust systems can of course incorporate elements of reputa-

tion systems and vice versa [97]. In this dissertation research, we distinguish trust from 

reputation since we consider social trust in addition to QoS trust for trust composition 

and formation. 

2.2 Computational Trust Model 

Researchers and practitioners have applied the concept of trust in human society to 

networks and distributed systems, and proposed computational trust models [10, 97] to 

improve the system security, such as Web of Trust in PGP (Pretty Good Privacy) [172] 

and trust models in e-commerce [107, 142]. 

Marsh [126] is among the first who tried to develop a formalization for trust as a 

computational concept. In Marsh’s formalization, trust is separated into three different 

categories: basic, general, and situational trust, with each represented by a value in [-1, 1). 

Basic trust represents the general trust disposition of the trustor, not in any specific situ-

ation or toward any specific trustee. It is derived from past experience with all other 

agents in all situations, through the entire life of experiences. General trust represents the 

trust toward a specific trustee, but not in any specific situation. Situational trust repre-
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sents the trust toward a specific trustee in a specific situation. They formalized situa-

tional trust as the product of three parts: utility that can be gained from the situation, 

importance of the situation to the trustor, and general trust. They also introduced the 

temporal index into the formalization to represent evolving trust over time. The formal-

ization provides a description of trust and is large in the sense that extensions are pos-

sible [126]. Nevertheless, the limitations of the formalization, as discussed in their work, 

are (a) the range value chosen for trust [-1, 1) is problematic (e.g., the product of two 

negative trust values is positive), and (b) the operators for the formalization are limited. 

There are many computational trust models being proposed in the literature, includ-

ing weighted summation [4, 162, 168, 180], Bayesian [76, 95, 186], game theory based [29, 56, 

91], belief based [98], routing algebra based [196], graph based [177], flow based [13, 14] , fuzzy 

logic based [36], and information theory-based [175] models. Below we survey and contrast 

our work with the first three computational trust models which have been used most 

frequently in the literature. 

Weighted Summation Models 

One of most popular and straightforward computational trust models is the 

weighted summation or average model [3, 4, 30, 113, 120, 130, 159, 162, 168, 180, 188]. 

Models in this category aggregate trust using a weighed calculation on information col-

lected from different sources (e.g., direct observation vs. indirect observation [4, 162, 

168, 180], past experience vs. recent experience [162], etc.). The weight parameters are 

determined by factors such as the trustworthiness of the information provider, the rate 

of trust decay, etc. For example, eBay [159] employs this model to calculate the feedback 

score. The advantages of this kind of models are, first it is simple and easy to under-

stand, and second the linear calculation is easy to implement and efficient. However, it 

is a challenge to find the best weight parameters to achieve an accurate trust evaluation. 

Our dissertation research considers weighted summation as one of the many possible 

ways for trust formation and it seeks the best trust composition and formation to maxim-

ize application performance. 

Bayesian Models 

In Bayesian trust models, the evidence of trust is considered as a stochastic process. 

First, a prior distribution of the trust value is assumed. Then, the evidence is observed 

and can be used as the likelihood to calculate the posterior distribution following Bayes’ 

Theorem. After new evidence is observed, the previous posterior distribution obtained 

can be used as a new prior distribution to calculate the next posterior distribution itera-

tively. The new evidence could be from direct observations or indirect recommenda-

tions. Direct observations may be used to update the numbers of positive and negative 

interaction experiences, whereas indirect recommendations may be discounted by the 

confidence [68] or belief [96] of the trustor toward the recommenders. Since this is an 
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iterative computing process, it is desirable if both the prior and posterior distributions 

follow the same distribution and only the parameters are updated iteratively after new 

evidence is observed. Therefore, conjugate prior distributions, like Beta distribution [76, 

96, 137, 149, 174, 194] and Dirichlet distribution [76, 95, 186], are usually used as the pri-

or distribution to build trust models. 

For example, in a Bayesian trust model we could use Beta distribution as the prior 

distribution for the trust variable � ∼ ������,�	. Observations can be considered as in-

stances of a Binomial (or Bernoulli) experiment 
 ∼ ���������, �	, where k and n are 

the number of positive observations and the total number of observations respectively. 

Since Beta distribution is the conjugate prior of Binomial distribution, the posterior dis-

tribution for � will be ������ + 
, � + � − 
	 = ������′,�′	. Then the trust value can be 

calculated as the expected value of � , which is ���	 = ��

�����
. If there is no prior 

knowledge available, usually the initial prior distribution is assumed to be �����1, 1	, 
the uniform distribution. In addition, discounting mechanisms can be provided for rec-

ommendations and trust decay over time [76, 96]. When the likelihood above is a Mul-

tinomial distribution instead of Binomial distribution, using Dirichlet distribution as the 

prior distribution can provide great flexibility [76, 95, 186]. 

Although the Bayesian trust model above provides a statistically sound basis for 

trust assessment, they do not consider the noise in the evidence or its observation. In 

real systems, especially for mobile networks, those noises are unavoidable. Capra [35] 

proposed another Bayesian estimation for trust evaluation based on the basic Kalman 

filter [100]. This model provides an optimal estimation given the presence of noises in 

both evidence and its observation. Essentially, it is an iterative process updating the pos-

terior estimation with the combination of the prior estimation and the new observation. 

When the covariance of the observation noise is large, the posterior estimation approach-

es the prior estimation; when the covariance of the observation noise is small, the poste-

rior estimation approaches the observation itself, in such a way that the trust estimation 

error is minimized. However, the covariance of the observation noise has to be an input 

to this model. It can be obtained if there is a sufficient amount of training data. In prac-

tice, it is difficult especially in the presence of malicious nodes performing slandering 

attacks. 

Bayesian based computational trust models aim to accurately evaluate a single trust 

metric which is treated as a random variable following a probability distribution func-

tion. Then, based on evidences collected, the Bayesian estimates of the distribution func-

tion parameters are obtained (e.g., �,� of Beta distribution) to make the observed evi-

dences the most probable so as to yield the average trust value. We note that the itera-

tive evidence-based calibration of the distribution function parameters is designed for a 

single trust metric. Consequently, within the scope of trust composition, trust aggrega-
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tion, trust propagation, and trust formation, a Bayesian based trust model addresses on-

ly trust aggregation protocol design. In our dissertation research, we address all aspects 

of trust management issues. We consider not just one but multiple distinct QoS and so-

cial trust properties to address the issue of trust composition. Furthermore, for each 

trust property we consider not only direct evidences but also indirect recommendations 

for trust aggregation and propagation protocol design. For Bayesian trust management, 

there is no direct trust and indirect trust weight parameters because the weight to indi-

rect trust is determined by confidence or belief based on the positive and negative expe-

riences/recommendations received. In our dynamic trust management, we consider di-

rect trust vs. indirect trust weights as protocol parameters and dynamically adjust the 

parameter values in order to minimize trust bias and maximize application perfor-

mance. Finally, we address the issue of trust formation to maximize application perfor-

mance. In Chapter 7, we compare the performance of our protocol against Bayesian 

based trust models.  

Game Theory Models 

Game theory based trust models [29, 56, 91] usually use incentives to stimulate the 

cooperation between nodes, such that the system can reach a stable state where the 

overall utility is maximized. However, these models only consider selfish nodes and 

cannot deal with malicious nodes that intend to disrupt the system functionality. Staab,  

et al. [73] proposed a trust model by considering a game between normal nodes and at-

tackers, given the knowledge of the strategies that attackers will use in each system con-

figuration. Their model can be used to find the optimal parameters for an evidence-

based trust model to maximize the expected utility. However, in reality, it is difficult to 

obtain a complete set of attacker strategies and the attacker behavior may change dy-

namically. In our dissertation research we do not make assumptions of the attacker 

strategies. Rather, we design dynamic trust management protocols that can learn from 

past experiences and adapt to changing environment conditions to maximize applica-

tion performance and enhance operation agility. 

Information Theory Models 

In information theory models [175], trust is considered as a measure of certainty of 

whether the trustee will perform an action in the trustor’s point of view. Depending on 

the way of aggregating trust, there are two trust models: entropy-based and probability-

based. In the entropy-based trust model, trust is calculated as the entropy of information 

(recommendations) from others. In the probability-based model, trust is obtained by 

aggregating recommendations using conditional probability. Similar to Bayesian trust 

management, information theory models do not have direct trust vs. indirect trust as 

design parameters and only address trust aggregation protocol design. In our dynamic 
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trust management, we consider the design of trust composition, trust propagation, trust 

aggregation and trust formation protocols. 

2.3 Trust Management in Mobile Networks 

Blaze et al. [27] first introduced the term “Trust Management” and identified it as a sep-

arate component of security services in networks. They clarified that “trust manage-

ment provides a unified approach for specifying and interpreting security policies, cre-

dentials, and relationships.” Trust management in mobile networks is needed when 

participating nodes, without any previous interactions, desire to establish a network 

with an acceptable level of trust relationships among them, for example, for coalition 

operation without predefined trust. Thus, the concept of trust is attractive to communi-

cation and network protocol designers where trust relationships among participating 

nodes are critical to build collaborative environments to achieve system optimization. 

Many trust management protocols have been designed for mobile networks with differ-

ent characteristics for a wide range of applications.  

2.3.1 Trust Management in Mobile Ad-Hoc Networks 

Trust Management Framework 

Eschenauer et al. [72] discussed the properties of trust establishment in MANETs 

and illustrated the differences from the trust establishment in the Internet. Because of 

the special characteristics of MANETs, including a lack of a fixed infrastructure, rapid 

changes of network topology, and unreliable wireless transmission, trust evidences that 

can be collected in traditional networks or authorized by a trusted third-party are not 

prevalent in MANETs. They claimed that peer-to-peer communications are more suita-

ble for trust evidence generation, distribution, and discovery in MANETs, and pointed out 

that a crucial aspect of trust establishment in MANETs about what specific trust metrics 

should be adopted for trust evidence evaluation. Michiardi and Molva [130] proposed a 

collaborative reputation mechanism to enforce node cooperation (CORE) in MANETs. 

The CORE scheme relies on two key designs: a reputation table stored by each node to 

maintain the reputation toward others and a watchdog mechanism for detecting coop-

erative behavior. The reputation table combines the reputation from both direct obser-

vations obtained from the watchdog and indirect recommendations from other nodes. 

Buchegger and Boudec proposed CONFIDANT [30] protocol and applied it to the Dy-

namic Source Routing (DSR) [93] in MANETs. They used a neighborhood watch (similar 

to the watchdog mechanism in CORE) to detect non-compliant behaviors of neighbor-

ing nodes. Once a node detects malicious evidence, it sends an alarm message to others 

to propagate the evidence. Theodorakopoulos and Baras [177] modeled the trust evalua-

tion process in MANETs as a path finding problem on a directed graph, where nodes 
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represent entities and edges represent trust relations. Using the theory of semirings on 

an established direct graph, two nodes without previous direct interaction can establish 

indirect trust relation. Sun et al. [175] presented an information theoretic framework for 

modeling trust propagation and aggregation in ad hoc networks. The framework com-

prises four axioms as the basis for trust propagation and aggregation. Under this 

framework, entropy-based and probability-based trust models are proposed. 

The above trust management protocols assume a flat structure in MANETs and have 

scalability issues when the network size increases. Verma et al. [182] and Davis [67] con-

sidered hierarchical trust management for MANETs. In their hierarchical trust man-

agement schemes, each node performs trust evaluation locally. However, their schemes 

heavily rely on the certificates issued off-line or by trusted third parties which typically 

are not available in MANET environments. 

Our trust management protocol design when applying to MANETs can handle 

small, flat MANETs as well as large, hierarchically-structured MANETs. Moreover, a 

major distinction of our dissertation research from the above cited work is that our trust 

framework covers all aspects of trust management, namely, trust composition, trust ag-

gregation, trust propagation, and trust formation. For MANET applications built on top 

of trust management, e.g., misbehaving node detection, we propose a new design no-

tion of application-level trust optimization in using trust to classify nodes to maximize ap-

plication performance. 

Trust Metrics 

Many QoS performance metrics have been used for trust evaluation in MANETs, 

such as control packet overhead, throughput, goodput, packet dropping rate and delay 

[78, 167, 183]. Dependability metrics such as availability [82], convergence time to reach 

a steady state in trustworthiness for all participating nodes [23], percentage of malicious 

nodes [28], result of intrusion detection [121] and fault tolerance based on reputation 

thresholds [136] also have been employed. The use of a “trust level” to associate with a 

node has received attention recently, considering general attributes such as confidence 

[203], trust level [175], trustworthiness [136], and opinion [177]. Social trust metrics have 

also been employed to deal with malicious and uncooperative behaviors in MANETs. 

Golbeck [80] introduced the concept of social trust by suggesting the use of social net-

works as a bridge to build trust relationships among entities. Yu et al. [192] used social 

networks to evaluate trust values in the presence of Sybil attacks. Cho, Swami and Chen 

[61] pioneered the use of both social and QoS trust metrics for trust management of 

mission-oriented group communication systems in MANETs. In this dissertation re-

search, extending from prior work [61] we propose to combine the notions of social 

trust derived from social networks with quality-of-service (QoS) trust derived from 

communication networks to obtain a composite trust metric as a basis for evaluating 
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trust of mobile nodes in mobile ad hoc network (MANET) environments. We also inves-

tigate the best trust formation approach to combine multidimensional trust properties 

for application-level performance optimization. 

Resiliency Analysis 

Trust management aims to provide a secure mechanism for MANETs. However, 

trust management itself faces attacks from malicious nodes, including good-mouthing 

attacks (recommending a bad node as a good node), bad-mouthing attacks (recom-

mending a good node as a bad node), and white-washing attacks (recommending itself 

as a good node). Mundinger and Boudec [140] performed a theoretical analysis on the 

robustness of a reputation system in the presence of liars (providing false recommenda-

tions). They claimed that there is a liar percentage threshold above which lying has an 

impact and can finally corrupt the reputation system. The reputation system needs to 

compromise between fast-convergence and accurate trust evaluation. These attacks can be 

alleviated by taking trust recommendation only from trusted recommenders or per-

forming statistical analysis on the recommendation values to remove bias. Zouridaki et 

al. [203] proposed a robust cooperative trust scheme for secure routing in MANETs. In 

their scheme, recommenders are chosen in the order of: (1) good recommenders, (2) 

nodes with recommender trustworthiness higher than a threshold, and (3) all other rec-

ommenders. Balakrishnan et al. [16] proposed a trust protocol for MANETs to address 

similar issues (i.e., recommender’s bias, honest elicitation, and free riding) in trust recom-

mendations. 

We address the issue of protocol resiliency by design and validation. For design, we 

explore new design concepts against good-mouth or bad-mouth attacks (see Chapter 4 

Design Principles). For validation, we propose to demonstrate our protocol’s resiliency 

in two ways. One way is to formally prove protocol resiliency. This can be done by 

proving that a bad node remains as a bad node despite good-mouthing attacks, and a 

good node remains as a good node despite bad-mouthing attacks. Another way is to 

perform model-based analysis with simulation validation (see Chapter 5 Design Valida-

tion).  

2.3.2 Trust Management in Delay Tolerant Networks 

Because of the sparse connection of DTNs, trust management proposed for traditional 

MANETs are not directly applicable to DTNs. Xu et al. [187] proposed a trust manage-

ment scheme for secure routing in DTNs. Their protocol considers three sources to es-

timate trust: cryptographic operation, node’s behavior, and reputation. For cryptographic op-

erations, encryption and decryption mechanisms are used to provide authentication 

and confidentiality and to defend outside attackers. A watchdog mechanism is adopted 

to detect node’s behavior, i.e., whether a neighbor node has successfully forwarded a 
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message or not. The information obtained from cryptographic operation and node’s be-

havior is combined using weighted summation to generate a local trust value. Each 

node also exchanges its local trust evaluation as recommendation to others. A limitation 

of their work is that, they did not consider insider attacks from compromised nodes that 

already have the secret information for encryption and decryption. Another issue is that 

in DTNs, a node usually has little chance to observe the behavior of next message carri-

er because of the sparse connectivity and store-and-forward routing mechanism. Ayday et 

al. [13, 14] designed an iterative trust management scheme for DTNs. They employed 

the authentication technique as the underlying mechanism to evaluate a node. A node 

exchanges its trust evaluation with others and interactively updates its trust evaluation. 

Inconsistent trust evaluations are identified and removed iteratively until the trust 

evaluation converges. However, the iteration process has to be performed on each node 

every time trust is updated, which is inefficient and time-consuming for mobile net-

works with a large number of nodes. 

There is very little research to date on the social aspect of trust management for 

DTNs. Social relationship and social networking were considered as criteria to select 

message carriers in a DTN [33, 65]. However, no consideration was given to the pres-

ence of malicious or selfish nodes. Li et al. [114] considered routing by socially selfish 

nodes in DTNs, taking into consideration the willingness of a socially selfish node to 

forward messages to the destination node because of social ties. However, their protocol 

assumes a social connection graph is known and uses this graph to facilitate trust eval-

uation. Such information may not be available as input especially for military opera-

tions. 

Unlike existing work, this dissertation research considers both social trust properties 

(e.g., selfishness and honesty) as well as QoS properties (e.g., connectivity) for trust 

composition. Furthermore, our trust aggregation and propagation protocol design takes 

DTN’s opportunistic connectivity into consideration to update and propagate trust 

without incurring high overhead. Lastly, untreated in the literature, we specifically ad-

dress trust formation to maximize application performance of applications built on top 

of our protocol design, e.g., secure routing and intrusion detection, in DTNs. 

2.3.3 Trust Management in Wireless Sensor Networks 

In the literature, several trust management schemes have been proposed for WSNs. 

These schemes usually use certificate-based or behavior-based approaches to perform peer-

to-peer trust evaluation. The challenges for trust management in WSNs are constrained 

resources and scalability. Thus, trust management for WSNs needs to be lightweight 

and highly scalable to deal with a large number of nodes. 
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 Ganeriwal et al. [76] proposed a reputation-based framework for data integrity in 

WSNs. The proposed reputation system takes information collected by each node using 

a Watchdog mechanism (from direct monitoring and observations) to detect invalid da-

ta and uncooperative nodes. Yao et al. [188] proposed a parameterized and localized 

trust management scheme for WSN security, particularly for secure routing, where each 

node maintains highly abstract parameters to evaluate its neighbors. Aivaloglou and 

Gritzalis [4] proposed a hybrid trust and reputation management protocol for WSNs by 

combining certificate-based and behavior-based trust evaluations. However, [4, 76, 188] 

cited above only considered a node’s QoS property in trust evaluation. Also the analysis 

was conducted based on a flat WSN architecture which is not scalable. Liu et al. [120] 

and Moraru et al. [137] proposed trust management protocols and applied them to geo-

graphic routing in WSNs. However, no hierarchical trust management was considered 

for managing clustered WSNs. Their work again evaluated trust based on QoS proper-

ties only such as the packet dropping rate and the degree of cooperativeness. Our dis-

sertation research considers both QoS and social trust for trust evaluation of a sensor 

node. Furthermore, we consider hierarchical trust management protocol design for 

scalability. 

Shaikh et al. [168] proposed a group-based trust management scheme for clustered 

WSNs in which each sensor node performs peer evaluation based on direct observa-

tions or recommendations, and each cluster head evaluates other cluster heads as well 

as sensor nodes under its own cluster. This work is similar to ours in that a hierarchical 

structure is employed for scalability. However, trust in their case is assessed only based 

on past interaction experiences in message delivery, which in our case is just one possi-

ble trust component along with other social and QoS trust components comprising the 

overall trust metric. Furthermore, we address the trust formation issue (i.e., how a peer-

to-peer trust value is formed) to maximize application performance. Zhang et al. [197] 

followed the same hierarchical trust architecture and considered multi-attribute trust 

values instead of just one as in [168]. They also considered a decay function that cap-

tures the changing nature of trust in trust calculations. However, their work is theoreti-

cal in nature without addressing what trust attributes should be used (a trust composi-

tion issue), how trust can be aggregated accurately (a trust aggregation issue), or what 

weights should be put on trust attributes to form trust (a trust formation issue). On the 

contrary, our work addresses all three aspects of trust management. Moreover, we ad-

dress protocol validation issues by devising a mathematical model yielding objective 

trust against which subjective trust from protocol execution may be compared for as-

sessing its accuracy. 

Capra et al. [35] discussed the notion of human trust which could be formed from 

three sources: direct experiences, credentials and recommendations. In particular, rec-

ommendations are trust information coming from other nodes in the social context. We 
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consider only two sources in our notion of trust, namely, direct experiences and rec-

ommendations, since it is hard for sensor node with limited resources to carry creden-

tials. A significant difference of Capra’s work from our work is that we specifically con-

sider individual QoS and social trust property, say, X, and devise specific trust aggrega-

tion protocols using direct experiences and recommendations to form trust property X, 

while Capra used the three sources of information to form human trust. Moreover, be-

cause different trust properties have their own intrinsic trust nature and react different-

ly to trust decay over time, we identify the best way for each trust property X to take in 

direct experiences and recommendations information so that the assessment of trust 

property X would be the most accurate against actual status in trust property X. Anoth-

er significant difference is that we consider trust formation as the issue of forming the 

overall “trust” out of individual social and QoS trust properties, while Capra consid-

ered it as the issue of forming human trust out of the three sources of trust information. 

Lastly, we introduce new design concepts of dynamic trust management and applica-

tion-level trust optimization in response to changing conditions to maximize applica-

tion performance, and demonstrate the feasibility with trust-based applications, by 

identifying the best way to form trust as well as use trust out of individual social and 

QoS trust properties at runtime to optimize application performance.  

2.3.4 Trust Management in Internet of Things 

The Internet of Things (IoT) refers to uniquely identifiable objects (things) and their vir-

tual representations in an Internet-like structure. Security has drawn the attention in IoT 

research [42, 43, 158, 160, 200]. Roman et al. [160] discussed threats to IoT, such as com-

promising botnets trying to hinder services and the domino effect between intertwined 

services and user profiling. Traditional approaches to network security, data and priva-

cy management, identity management, and fault tolerance will not accommodate the 

requirements of IoT due to lack of scalability and not being able to cope with a high va-

riety of identity and relationship types [160]. Possible solutions were proposed to each 

security problem, but no specific protocol or analysis was given. Ren [158] proposed a 

compromise-resilient key management scheme for heterogeneous wireless IoT. The 

proposed key management protocol includes key agreement schemes and key evolution 

policies (forward and backward secure key evolution). The author also designed a qual-

ity of service (QoS) aware enhancement to the proposed scheme. However, the pro-

posed scheme does not take social relationships among IoT identities into consideration. 

Chen and Helal [42] proposed a device-centric approach to enhance the safety of IoT. 

They designed a device description language (DDL) in which each device can specify its 

safety concerns, constraints, and knowledge. Nevertheless, their approach is specifically 

designed for sensor and actuator devices, and does not consider social relationships 

among device owners. Zhou and Chao [200] proposed a media-aware traffic security 
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architecture for IoT. The authors first designed a multimedia traffic classification, and 

then developed this media-aware traffic security architecture to achieve a good trade-

off between system flexibility and efficiency. The limitation of their work is that they 

only considered direct observations to traffic without considering indirect recommen-

dations. 

There is little work on trust management in IoT environments for security enhance-

ment, especially for dealing with misbehaving nodes who are legit members of a social 

IoT community. Chen et al. [43] proposed a trust management model based on fuzzy 

reputation for IoT. However, their trust management model considers a specific IoT en-

vironment consisting of only wireless sensors with QoS trust metrics like packet for-

warding/delivery ratio and energy consumption. In our dissertation research, we con-

sider multiple trust properties for community-based social IoT environments. For each 

trust property, we reveal the design tradeoff between trust convergence vs. trust fluctu-

ation and identify the best design parameters for trust propagation and aggregation. 

Furthermore, we provide a method to identify the best formation to maximize the per-

formance of trust-based applications in IoT systems. 

2.4 Applications of Trust Management in Mobile Networks 

The ultimate goal of our dissertation research is to design and validate a novel dynamic 

trust management protocol and to demonstrate its wide applicability to mobile net-

works including MANETs, WSNs, DTNs and IoT systems. Below we survey the state of 

the art of practical trust-based applications including misbehaving node detection, 

trust-based survivability management, trust-based secure routing, and trust-based ser-

vice composition in these mobile networks and contrast our approach with existing ap-

proaches. 

2.4.1 Trust-based Applications in Mobile Ad-Hoc Networks 

Secure Routing 

Trust management is often used in MANETs as an extension to existing routing pro-

tocols, such as AODV [150], DSR [92], etc. to deal with malicious and selfish nodes [16, 

78, 136, 167, 175, 183, 201]. Sen et al. [167], Sun et al. [175], Crepeau et al. [64], and Bala-

krishnan et al. [16] used trust management as an add-on to DSR routing protocol design 

in MANETs. In these protocols, a node’s trustworthiness is estimated by monitoring its 

routing behaviors or through an authentication mechanism [64]. A selfish or malicious 

node having a trust value lower than a threshold will be excluded from routing activity. 

Moe et al. [136] introduced an incentive mechanism into the trust-based DSR routing 

design in MANETs to enforce cooperation among nodes. They modeled the packet for-
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warding process with a stochastic model and used hidden Markov models (HMMs) for 

estimating the probability that a node is selfish. In their model, nodes identified as be-

ing selfish with a high probability are black-listed and excluded from the routing activi-

ty. In addition, an identified selfish node may be still monitored and given a second 

chance to rejoin the network. 

Trust management has also been used in AODV routing protocol design [78, 183]. 

Ghosh et al. [78] designed a secure routing protocol to find an end-to-end routing path 

free of malicious nodes. In their protocol, a node collaboratively works with its neigh-

bors to detect misbehaving nodes and is able to deal with colluding malicious nodes. 

Wang et al. [183] developed a method to distinguish selfish nodes from cooperative 

nodes. In their approach, each node locally observes the AODV routing actions of its 

neighbors and builds up a statistical description of their behavior to estimate the trust-

worthiness of each neighbor. 

All MANET secure routing protocols cited above considered only protocol-specific 

misbehavior as opposed to our dissertation research considering both (social) misbe-

havior and QoS trust properties. Protocol compliance depending on the specific routing 

protocol used (e.g., DSR vs. AODV) would be just a QoS metric. Furthermore, our dis-

sertation research addresses the issue of application level optimization with trustee-

dependent and mission-dependent design concepts.  

Intrusion Detection 

Trust management has also been used for intrusion detection in MANETs [71, 156, 

184]. Wang et al. [184] proposed an intrusion detection mechanism based on trust for 

MANETs. They employed the concepts of evidence chain and trust fluctuation to evalu-

ate a node in the network, with the evidence chain detecting misbehavior of a node, and 

the trust fluctuation reflecting the high variability of a node’s trust value over a time 

window. Ebinger et al. [71] introduced a cooperative intrusion detection method for 

MANETs based on trust evaluation and reputation exchange. They split the reputation 

information into trust and confidence for reputation exchanges and then combine them 

into a trustworthiness parameter for intrusion detection. Researchers have also pro-

posed to use trust management in MANETs for many other applications, such as trust-

based key management [40, 82], trust-based authentication [145], and trust-based access control 

[2], etc. However, they only considered QoS routing performance or employed authen-

tication as a mechanism to estimate trust without considering social connections or in-

teractions among nodes as the criteria. Our dissertation research considers both social 

and QoS trust properties. Also, our trust management protocol can adapt to dynamical-

ly changing network environments (such as changing population of misbehaving 

nodes) to maximize intrusion detection performance. 
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2.4.2 Trust-based Applications in Delay Tolerant Networks 

Secure Routing 

In the literature, DTN routing protocols based on encounter patterns have been in-

vestigated [34, 89, 144]. However, if the predicted encounter does not happen, then 

messages would be lost for single-copy routing, or flooded for multi-copy routing. 

Moreover, these approaches could not guarantee reliable message delivery due to the 

presence of selfish or malicious nodes. The vulnerability of DTN routing to node self-

ishness was well studied by Karaliopoulos [104]. Several recent studies [169, 187, 202] 

considered using reputation in selecting message carriers among encountered nodes for 

DTNs. Nevertheless, [169, 202] assumed that a centralized entity exists for credit man-

agement, and [187] merely used reputation to judge if the system should switch from 

reputation-based routing to multipath routing when many selfish nodes exist.  

Adversary Detection 

Ayday et al. [13, 14] used trust management for adversary detection in DTNs. They 

assumed malicious nodes provide false recommendation (bad-mouthing and ballot-

stuffing) to others in order to disrupt the reputation system. An iterative procedure was 

developed to detect these malicious nodes until the trust evaluation on each node 

reaches a stable state. 

The trust management protocols used in these DTN applications do not consider so-

cial trust properties of the nodes in a DTN. Unlike prior work cited above, in this disser-

tation research, we integrate social trust and QoS trust into a composite trust metric to 

estimate a node’s trustworthiness in DTNs based on the trustee and application charac-

teristics and properties to maximize application performance. 

2.4.3 Trust-based Applications in Wireless Sensor Networks 

Trust-Based Geographic Routing 

In the literature, several trust-based geographic routing protocols have been pro-

posed in WSNs [120, 137]. In geographic routing [106], neighboring nodes exchange 

their location information to facilitate route discovery. Liu et al. [120] considered the 

possibility that a misbehaving node may falsify its location information and a malicious 

node can selectively drop packets. They developed a location verification algorithm to 

detect false location information and used overhearing techniques to check whether a 

node has actually forwarded a message in the correct direction. Once the misbehavior is 

detected, a node’s trust level will be downgraded until reaching a threshold level below 

which it will be excluded from routing activity. Moraru et al. [137] also applied trust 

management to geographic routing in WSNs. Instead of considering malicious or selfish 
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nodes, their protocol aims to deal with obstacles or low local density areas in WSNs. In 

their protocol, each node considers several paths generated from different routing strat-

egies and ranks them according to path performance. Gradually, the non-optimal paths 

with low performance will be ignored and optimal paths can be identified. The first 

work cited above essentially uses misbehavior as the metric, while the second work us-

es path performance as the metric. Our work considers both as a possibility and seeks 

the best way to form trust out of these possible social and QoS trust metrics to maximize 

geographic routing performance in WSNs. 

Data Integrity, Data Privacy, and Malicious Node Detection 

In WSNs, data integrity is vulnerable to both malicious nodes and faulty nodes. 

Ganeriwal et al. [76] used trust to ensure data integrity in WSNs. In their approach, a 

node rates the trust value of others by detecting whether their sensor readings are outli-

ers. Finally, the trust value is used as criteria to fuse the data to ensure data integrity. 

Aivaloglou and Gritzalis [3] used trust to ensure in-network data privacy in WSNs. 

Their method exploits pre-deployment knowledge of the network topology and infor-

mation flows in a WSN to assign role-based trust to nodes in the system and ensure that 

privacy data are disclosed only to trusted nodes. In the literature, there is little research 

on trust-based malicious node detection for WSNs. Existing work for malicious node 

detection was mostly based on anomaly detection techniques [154] to discover devia-

tions from expected behaviors, including rule-based [25, 170], weighted summation 

[85], data clustering [122], Support Vector Machine (SVM) [155]. Moreover, rule-based 

and weighted summation techniques result in a high false positive probability especial-

ly when novel attacks appear. The effectiveness of data clustering and SVM based tech-

niques hinges on the accuracy of the underlying algorithms achievable only through 

heavy learning and computation which may impede their use for real time operation in 

WSNs. 

In the above cited work, either pre-deployment role-based knowledge or QoS per-

formance metrics was used for trust evaluation in these WSN applications. Further-

more, neither approach is scalable to a large number of sensors. In this dissertation re-

search, we develop a highly scalable dynamic hierarchical trust management protocol 

for WSNs, allowing application-specific social and QoS trust metrics to be incorporated 

into design to maximize application performance.  We demonstrate its effectiveness by 

applying to trust-based geographic routing and malicious node detection, compared 

with existing approaches. 

2.4.4 Trust-based Applications in Internet of Things 

Trust-Based Service Composition 
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IoT as one of emerging computation and networking paradigms has attracted a va-

riety of applications running on top of it, including e-health [32, 90], smart-home, and 

smart-community [115]. Trust management protocols designed for IoT systems can be 

applied to these novel applications to further improve the performance and enhance the 

security of IoT applications. In this dissertation research, we consider a service composi-

tion application scenario where nodes in IoT are service requesters and/or providers, to 

demonstrate the utilization of our proposed trust management protocol for IoT systems. 

We consider a community-based social IoT environment in the presence of misbehaving 

node including malicious and uncooperative nodes. We demonstrate the effectiveness 

of our dynamic trust management protocol by applying it to trust-based service compo-

sition and comparing the performance with baseline service composition approaches, 

including random service composition and ideal service composition. 
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Chapter 3  

 

System Model 

Our dynamic trust management protocol can be applied to a wide array of mobile net-

works, including MANETs, DTNs, WSNs, and IoT systems. System models for these 

mobile network systems will be stated in Chapter 6, Chapter 7, Chapter 8, and Chapter 

9 respectively, when trust management in each specific network system is discussed. In 

this chapter, we discuss the attacker model, including both inside and outside attackers, 

to a mobile network and how we deal with these attacks in our protocol design. We also 

discuss the notion of social and QoS trust and how we measure social and QoS trust in 

mobile networks.  

The most fundamental task of information security is to ensure confidentiality, integri-

ty, availability and authenticity of an information system. This task becomes more chal-

lenging in mobile networks due to unreliable wireless transmission, a lack of trusted 

third party, constrained resources, and dynamic network environments. An outside at-

tacker is one outside of the community. An inside attacker is one inside of the commu-

nity who shares secret keys of the system. Usually, outsider attacks can be prevented 

using cryptographic techniques. In contrast, insider attacks are much harder to deal 

with and intrusion detection schemes are usually employed to identify insider attacks. In 

this dissertation research, we are primarily concerned with inside attackers although 

cryptography-based outside attacker detection mechanisms adopted by a mobile net-

work can be used to derive evidence for trust evaluation. We consider the following at-

tack models in mobile networks:  

1. Eavesdropping. Eavesdropping is a passive reconnaissance activity which is hard 

to detect, and is often the preceding activity of many other attacks [102]. Due to 

the exposure of wireless transmission and multi-hop forwarding approach in 

mobile networks, an adversarial node in the transmission range can easily eaves-

drop or intercept packets, hence leaking confidential information. We assume 

that cryptographic techniques such as encryption/decryption, authentication, and 

key management are used by the system to ensure confidentiality in the presence 

of eavesdropping activities. In addition, adaptive power control [102] and smart an-
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tennas [110] techniques can reduce successful eavesdropping activities with low 

computation cost. 

2. Tampering. An adversarial intermediate node in mobile networks can intercept a 

packet and forward a modified packet to the destination. For example, by chang-

ing the routing table information, an attacker can create a loop in the network. 

We assume that cryptography-based authentication mechanisms, such as digital 

signature and HMAC (keyed-hashing for message authentication) [109] are used 

by the system to detect tampering attacks, in order to achieve data integrity. 

3. Jamming. Wireless communications are vulnerable to jamming attacks. An adver-

sarial node can emit strong noise signals on the channel of legitimate nodes to 

disrupt the communication, leading to denial of service. We assume that  spread 

spectrum techniques [138, 153], such as frequency hopping spread spectrum 

(FHSS), direct-sequence spread spectrum (DSSS), etc., are used by the system to 

detect jamming and provide jamming resistance. 

4. Packet drop attacks. In a mobile network, a compromised node can report itself on 

a short path to the destination during a route discovery phase, but then drop the 

data packet it receives. Specifically, a compromised node can simply drop all 

packets to perform black-hole attack or adopt a more sophisticated strategy by se-

lectively or randomly dropping packets (gray-hole attack). We use overhearing (a 

node overhears the transmission of next message carrier after forwarding mes-

sage to it) and monitoring techniques to detect packet drop attacks.  

5. Sinkhole attacks. In a sink-hole attack, packets in the network (or in a particular 

region) are attracted to a compromised node (sinkhole). Packets are then simply 

dropped, selectively forwarded to others, or used to reveal confidential infor-

mation in the network. The success of a sinkhole attack relies on other collabora-

tive attacks (e.g., wormhole attacks and routing information falsification) to lure 

the network traffic. We use overhearing and monitoring techniques to detect ab-

normal traffic toward a node as evidence against sinkhole attacks. 

6. Wormhole attacks. In a wormhole attack, the attacker creates a tunnel between two 

distant nodes by intercepting the packet and replaying it at another location. 

Wormhole attacks can severely degrade the routing performance by deceiving 

the route discovery protocol, but are hard to prevent or detect using traditional 

cryptographic techniques (the attacker can simply record the transmission at one 

place and replay it at another place without knowing the context). In order to de-

tect wormhole attacks in mobile networks, we assume that the system will attach 

geo-location or temporal information to packets for verification [86, 105], or con-

struct a virtual topology of the network and detect the anomaly [152, 185].  
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7. Flood attacks. Similar to the jamming attack at physical layer, a compromised 

node can launch flood attack at the network or higher layer by propagating bo-

gus messages in the network. Flood attack is a type of Denial of Service (DoS) at-

tacks and can block the communication between normal nodes, and even deplete 

network resources. We employ monitoring and snooping techniques to detect 

flood attacks by analyzing the activity and traffic flow of each neighbor node. 

8. Routing information falsification. Because of the distributed nature of mobile net-

works, route discovery is usually based on the path report from intermediate 

nodes, and thus is vulnerable to routing information falsification. We assume 

that the system uses certificate-based techniques for validating routing infor-

mation. For example, encounter tickets [112] can be used as the proof of encounter 

events in DTNs. 

9. ACK counterfeiting. A compromised node in mobile networks can send a fake 

acknowledgement to the source and other nodes such that the message is dis-

carded by all nodes before delivery. We assume that an end-to-end acknowl-

edgment signed by the destination node is used to detect such attacks. 

We assume that these counterattack techniques or detection mechanisms employed 

by the system provide evidence as input to our dynamic trust management protocol for 

trust evaluation for each social or QoS trust property. These detection techniques also 

provide information about network environments to our dynamic trust management 

protocol for adjusting parameter settings such that the application-level performance 

can be maximized. Here, we note that some detection mechanisms require cryptog-

raphy techniques for authentication. For MANETs, DTNs, and IoT systems, we assume 

that the system uses a pre-generated private-public key pair pool to support key manage-

ment. Each new node joining the network is assigned an unused key pair in the pool 

and stores all public keys. For WSNs, a pairwise key is pre-generated between two 

nodes within a k-hop range at the system deployment time. 

Since we consider indirect recommendations in addition to direct observations, dy-

namic trust management itself also faces many attacks. We consider the following trust-

related attack models: 

10. Sybil attacks. In a Sybil attack, the adversarial node creates a large number of 

pseudo entities. Then by launching Byzantine attacks [111, 193], these pseudo en-

tities can disrupt the trust management system. We assume that the system uses 

authentication techniques to detect Sybil attacks. 

11. Slandering attacks (good-mouthing and bad-mouthing/ballot stuffing). A compro-

mised node could recommend a bad node as a good node with a high trust value 

(good-mouthing) and recommend a good node as a bad node with a low trust 
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value (bad-mouthing/ballot stuffing). Also, a compromised node could perform 

random attacks to evade detection. Our dynamic trust management protocol is 

resilient to slandering attacks since in our trust aggregation protocol, a recom-

mendation is filtered out if the recommender’s trust is below the recommender 

trust threshold and, if it passes the trust threshold, is weighted by the trust value 

of the recommender (referral trust) [98]. Therefore, the recommendation provided 

by a compromised node will be discounted or discarded. In addition, we apply 

outlier detection techniques on recommendations to counter slandering attacks.  

12. White-washing/self-promoting. A compromised node may recommend itself as a 

trustworthy node to raise its trust value. Our dynamic trust management proto-

col is resilient to white-washing attacks because we only consider recommenda-

tions provided by a third party node and a node never has a chance to do self-

promotion. 

We consider a mobile network with a large number of nodes exhibiting heterogene-

ous social behaviors and QoS characteristics. To take into account of both aspects, our 

dynamic trust management maintains a composite trust metric to evaluate the trust of 

each node by integrating social trust and QoS trust. Social trust properties are derived 

from social network to reflect social relationship among nodes. QoS trust properties are 

derived from communication network to reflect the capability or competence to accom-

plish a task. 

In a mobile network, a node could exhibit social behaviors in many ways, such as 

mobility patterns, interaction patterns, and misbehaving models. Multiple social trust metrics 

can be obtained from mobility or encounter patterns (e.g., closeness, centrality, between-

ness, and similarity) used to improve the performance of a mobile network [65]. In this 

dissertation research, we consider both synthetic mobility patterns (e.g., random way-

point mobility and group mobility) [77, 87] and real mobility from trace data [39, 69]. 

Mobility patterns can derive physical proximity among nodes. However, nodes physi-

cally close to each other may not necessarily socially close to each other. A social trust 

metric like closeness or intimacy may be obtained by analyzing the interaction patterns 

and responses or using a social connection graph as an input [26]. A socially selfish node 

may respond to routing requests only if it is close to the source or destination node. A 

social trust metric like honesty may be obtained by analyzing the dishonesty model and 

designing specific detection mechanisms to gather evidence for trust assessment. 

Very frequently nodes in a mobile network are small portable devices with limited 

resources in terms of energy, buffer size, bandwidth, and computation capability. These re-

sources are critical to the QoS performance in mobile networks. QoS trust properties 

represent the availability of these resources and reflect whether a node is competent to 

accomplish an assigned task (e.g., forwarding a packet). For example, a node may be-
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have uncooperatively in protocol execution if its energy level is low or its buffer is near 

full to conserve resources to serve urgent packets. A node with a low bandwidth or a 

low processing speed may also incur a long delay in message delivery. Most QoS trust 

values can be estimated using snooping and monitoring techniques. 

Whether or not a social or QoS trust property is selected depends on application re-

quirements and network characteristics. In DTN secure routing applications, for exam-

ple, “social connectivity” is considered an important social trust metric. In WSN query 

applications, “energy” is considered an important QoS trust metric. Each trust property 

X (social or QoS) is evaluated by direct trust evaluation and indirect trust evaluation. For 

direct trust evaluation, a detection mechanism is required to rate a node’s trust level in 

trust property X. For example, we assess the “social connectivity” property between 

two nodes by analyzing their encounter pattern in a DTN. We apply honesty detection 

techniques to assess the “honesty” property. We monitor transmission activities of a 

node to assess the node’s “energy” property in a WSN [131]. For indirect trust evalua-

tion, each node propagates its trust evaluation as recommendations to help trust con-

vergence. We say that detection mechanism designs for direct trust evaluation, and 

trust propagation/aggregation protocol designs for indirect trust evaluation of each 

trust property X are validated when the status of trust property X assessed as a result of 

applying these protocols is close to actual status or ground truth. 
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Chapter 4  

 

Design Principles 

Recognizing that nodes in a mobile network very likely will involve human operators 

controlling communication devices (e.g., device-carried soldiers, and vehicles operated 

by human operations), we propose to explore, compose and measure trust in a way 

humans estimate with their cognition, e.g., competence is about task performance, inti-

macy is about comfortableness of having close nodes in the same mission, and honesty 

is about integrity rather than competence, to properly characterize trust for mobile net-

work applications.  

We design trust management for mobile networks to be dynamically reconfigurable 

and capable of adjusting trust parameters for protocol execution in response to dynami-

cally changing environments (e.g., in response to increasing misbehaving node popula-

tions or evolving node density because of node failure, eviction, mobility or disconnec-

tion/reconnection) to maximize application performance. Finally we design a modeling 

and analysis tool to facilitate application of dynamic trust management in mobile ad 

hoc networks (MANETs), wireless sensor networks (WSNs), delay tolerate networks 

(DTNs), and Internet of Things (IoT) systems in which mobile nodes collaborate to ac-

complish a mission despite the presence of malicious, erroneous, partly trusted, uncer-

tain and incomplete information. 

Our research on dynamic trust management has two major parts: design and valida-

tion. The design part addresses all core functions of trust management, namely, trust 

composition, trust aggregation, trust propagation, and trust formation. The learning process 

and adaptive design of dynamic trust management are reflected in trust aggregation, 

propagation, and formation. In addition, for an application built on top of trust man-

agement, e.g., misbehaving node detection, there is an application-level trust optimization 

component in using trust to classify nodes to maximize application performance or to 

satisfy application requirements. Finally, our dynamic trust management is designed to 

be resilient to trust-related attacks. Below we describe dynamic trust management de-

sign principles developed in this dissertation research. 
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4.1 Trust Composition 

Taking into consideration that communication devices in future mobile networks may 

be carried mostly by human operators, our trust protocol design incorporates both so-

cial trust properties deriving from social networks [65, 125, 192] in addition to the con-

ventional QoS trust properties deriving from communication networks. Social trust in-

cludes honesty, intimacy, selfishness, betweenness centrality, and social reputation. A 

mobile network would consist of heterogeneous mobile devices carried by soldiers, ro-

botic vehicles, or ground vehicles operated by humans. Therefore, unlike traditional 

network research, social trust must be considered between these mobile agents. We use 

social networks to evaluate the social trust value of a node in terms of the degree of per-

sonal or social trends, rather than the capability of executing a mission based on past col-

laborative interactions. The latter belongs to QoS trust by which a node is judged if it is 

capable of completing an assigned mission as evaluated by communication networks. 

More specifically, QoS trust represents competence, dependability, reliability, successful 

experiences, and reputation or positive recommendations on task performance for-

warded from direct or indirect interactions with others. We use the term QoS trust [61] 

to refer to trust evaluation in terms of task performance capability. We aim to design 

dynamic trust management to allow a variety of social and QoS trust metrics to be ex-

plored and tested for their effectiveness. 

4.2 Trust Aggregation 

For each social and QoS trust property explored, calling it X for notational convenience, 

we devise and validate a trust aggregation protocol to be executed by a trustor node at 

runtime to compute its trust toward a trustee node at time t, with the design goal that 

the trust value computed is close to actual status of the trustee node in X. This is 

achieved by means of a novel modeling and analysis methodology which provides a 

node’s actual status at time t (this is the validation part). For the trust aggregation pro-

tocol for X, in addition to using both direct observations and indirect recommendations 

for trust aggregation, we incorporate learning and adaptive designs to react to changing 

environment conditions. For example, when nodes in a mobile network travel in high 

speed because they move to an unconstrained terrain, it would be ineffective to do di-

rect observation based trust evaluation because of a very short contact time. The trust 

aggregation protocol can then dynamically decrease the weight associated with direct 

trust and contrarily increase the weight associated with indirect trust to gain a more ac-

curate assessment of trust properties. Another novelty is that we explore the concept of 

credential-based trust (certified by authority) into our trust aggregation protocol design to 

more accurately assess certain trust properties. For example, when X=intimacy, the trust 

aggregation protocol could explore a prior knowledge of social friendship so that the 
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trustor node can more accurately assess the intimacy trust property of the trustee node. 

When X=connectivity in the context of DTN encounter-based routing, the trust aggrega-

tion protocol could explore authenticated encounter tickets as credential to verify the 

past encounter history of a trustee node so that the trustor node can more accurately as-

sess the connectivity trust property of the trustee node. Our goal is to identify the best 

aggregation parameter setting for each trust property X such that the trust value com-

puted is close to actual status of the trustee node in property X. 

In the design of trust aggregation for dynamic trust management, we differentiate 

referral trust from functional trust [98]. When a recommender node, say, node m, pro-

vides its recommendation to node i for evaluating node j, node i's referral trust on node 

m is multiplied with node m's functional trust on node j to yield node m’s recommend-

ing trust value toward node j to account for trust decay in space. In general a node can 

have fairly accurate trust assessments toward its 1-hop neighbors within the same sub-

task group utilizing monitoring, overhearing and snooping techniques. For a node more 

than 1-hop away, a node will refer to a set of recommenders for trust assessment to-

ward the remote node. Our trust aggregation of indirect recommendations is a form of 

weighted calculation based on trustworthiness (i.e. the referral trust value) of the rec-

ommender. 

4.3 Trust Propagation 

We propose a new design concept of threshold-based trust propagation. The basic idea is to 

enhance Quality of Information (QoI) by only allowing trustworthy trust propagation in 

the network. First, only trustworthy nodes can receive information. Second, only trust-

worthy information can be propagated in the network. This can be achieved if (1) the 

forwarding node is trustworthy; (2) the information received is trustworthy by checking 

the source of the information. We investigate two trust thresholds: a message forward-

ing trust threshold (FTT) specifying the minimum trust threshold above which a trustee 

node is considered trustworthy to forward a message to, and a recommender trust 

threshold (RTT) specifying the minimum trust threshold above which a trustee node is 

considered trustworthy as a recommender. Our dynamic trust management is made 

adaptive by adjusting these two thresholds in response to changing environment condi-

tions (e.g., an increasing population of misbehaving nodes or an evolving node density) 

to maximize application performance. 

In the design of trust aggregation and propagation protocols, there are two ways to 

update trust: periodic update and event trigger. The event trigger method is often selected 

for opportunistic network environments because of sparse connections. For example in 

delay tolerant networks, trust update is triggered by encounter events. In network envi-

ronments where nodes can continuously monitor others, trust update can be performed 
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periodically. The trust update rate can greatly affect protocol performance. If the trust 

update rate is too low, some events happening between two trust update time points 

might not be captured in time, which results in a low trust convergence rate in response 

to dynamic network environment changes. If the trust update rate is too high, it may 

consume too much network resources (e.g., energy and storage) and results in a re-

duced network lifetime. 

4.4 Trust Formation 

Much of the learning process and adaptive design is incorporated in trust formation. 

After we validate that the measurement of trust property X obtained from executing its 

trust aggregation protocol is close to actual status, we investigate how individual trust 

properties may be combined to form an overall trust measure, properly reflecting the 

belief of a trustor node toward a trustee node in accomplishing a mission or satisfying 

an application requirement. Untreated in the literature, we explore various trust for-

mation models including importance-weighted sum and nonlinear form to model the 

interplay relationship between QoS and social trust properties. Furthermore, we design 

and validate a trust formation protocol capable of learning from experiences and adapt-

ing to changing environment conditions by first selecting the most effective trust for-

mation model, and then adjusting model parameter values of the selected trust for-

mation model. An example is that in response to an increasing misbehaving node popu-

lation, the protocol adaptively increases the weight associated with honesty (a social 

trust property) such that the overall trust formed can optimize the application perfor-

mance (e.g., minimizing the false alarm probability for the misbehaving node detection 

application) or best satisfy the application requirement (e.g., satisfying the packet deliv-

ery ratio requirement for the secure routing application). 

4.5 Application-Level Trust Optimization 

We propose the design concept of application-level trust optimization allowing an applica-

tion to optimize the use of trust to classify nodes to maximize application performance. 

We investigate three applications built on top of dynamic trust management to demon-

strate the validity of the design. (1) For the misbehaving node detection application, we in-

vestigate an optimal application-level drop-dead trust threshold, say, ���, below which 

a node is considered as misbehaving. By means of runtime trust evaluation, the dynamic 

trust management is made adaptive by adjusting the drop-dead trust threshold in re-

sponse to changing environment conditions (e.g., an increasing population of misbehav-

ing nodes) to minimize the false positive and false negative probabilities. (2) For the 

survivability management application, we identify the best minimum trust level required 

for successful mission completion and the drop dead trust level to maximize the system 
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reliability of mission execution with dynamic team membership.  (3) For the secure rout-

ing application, we dynamically control a forwarding node trust threshold (FTT) and a 

recommender trust threshold (RTT) to classify nodes to optimize application require-

ments such as message delivery ratio and message delay.  

4.6 Resiliency to Attacks 

A malicious node may perform various attacks to disrupt the operation of a mission. 

Our main goal is to make dynamic trust management resilient to trust-related attacks, in-

cluding bad-mouthing attacks (i.e., bad-mouthing a good node as a bad node), good-

mouthing attacks (i.e., good-mouthing a bad node as a good node), and whitewashing 

attacks (i.e., reporting false information about itself to improve its trust status). Except 

for credential-based trust, our dynamic trust management is based on monitoring, 

snooping and overhearing for direct trust evaluation. It does not take information 

passed to it from a neighbor node in its direct trust evaluation process toward the 

neighbor node, so it is resilient to whitewashing attacks. We investigate two designs for 

protocol resiliency against good-mouthing or bad-mouthing attacks. One design is that 

indirect recommendations will be weighted by the recommender’s referral trust. Thus, 

if a bad node (while performing a good-mouthing attack) provides a good recommen-

dation about a bad node, the good recommendation will be discounted by the recom-

mender’s bad referral trust. The second design is that only trustworthy nodes will be 

used as recommenders. This is achieved by using a recommender trust threshold (RTT) 

in trust propagation design. 

We demonstrate our protocol’s resiliency against good-mouthing and bad-mouthing 

attacks by malicious nodes in two ways. One way is to formally prove protocol resilien-

cy. This can be done by proving that a bad node remains as a bad node despite good-

mouthing attacks, and a good node remains as a good node despite bad-mouthing at-

tacks. Specifically, we prove the accuracy, convergence and resiliency properties of our 

protocol are preserved such that the peer-to-peer trust evaluation performed by a trus-

tor toward a trustee based on our protocol converges to a trust value that deviates from 

ground truth status by a bounded error margin determined by environment noises and 

random attack behavior, despite the presence of good-mouthing and bad-mouthing at-

tacks performed by malicious nodes.  Another way is to perform model-based analysis 

with simulation validation. In this dissertation research, we build a mathematical model 

to describe the actual behavior of nodes in a mobile network in the presence of mali-

cious and selfish nodes, and then quantitatively demonstrate with simulation validation 

that subject trust evaluation results obtained from dynamic trust management are close 

to objective evaluation results obtained from actual knowledge based on the mathemat-
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ical model built despite bad-mouthing and good-mouthing attacks performed by mali-

cious nodes in the system.  

4.7 Dynamic Trust Management 

Rapidly changing environments and node behaviors in mobile networks call for an 

adaptive design. Our notion of dynamic trust management is to identify and apply the 

best parameter settings at runtime in response to dynamically changing network condi-

tions to minimize trust bias and to maximize application performance. At design time, 

we identify the best parameter settings, given an operational profile describing the net-

work environment (e.g., the population of misbehaving nodes, mobility patterns, etc.) 

as input. Then, at runtime, each node after sensing the network environmental condi-

tion (e.g., estimating the percentage of active misbehaving nodes based its trust evalua-

tion) applies the best protocol settings. Such dynamic trust management design is re-

flected in trust aggregation, trust propagation, trust formation, and application-level 

trust optimization. Specifically, the dynamic trust aggregation and propagation proto-

cols identify and apply the best parameter settings, including weights of direct trust vs. 

indirect recommendations, trust decay factor, and recommender trust threshold to min-

imize the trust bias. The dynamic trust formation and application-level trust optimiza-

tion protocols identify and apply the best parameter settings, including weights of indi-

vidual trust components forming overall trust metric, and application-level trust 

thresholds such as the trust threshold for the selection of the next message carrier for 

secure routing to maximize application performance. Alternatively, heuristic search 

methods can be applied to derive the best trust parameter settings at runtime. This can 

be achieved by first formulating the trust estimation or trust-based application as an op-

timization problem, then using heuristic search methods to efficiently obtain optimal 

solutions at runtime based on past observations. 
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Chapter 5  

 

Design Validation 

We validate dynamic trust management designs by two ways. The first way is to formally 

prove our protocols preserve convergence, accuracy, and resiliency properties despite 

the presence of misbehaving nodes. We develop formal proof for specific systems in 

Chapters 6-9. The second way is perform model-based analysis with extensive simula-

tion validation.  

5.1 Model-Based Analysis 

We develop a novel model-based analysis methodology based on a mathematical model 

comprising continuous-time semi-Markov stochastic processes (for which the event 

time may follow any general distribution) to define a mobile network consisting of a 

large number of mobile nodes designed to achieve missions in the presence of mali-

cious, erroneous, partly trusted, uncertain and incomplete information in heterogene-

ous mobile environments. Each node in the model exhibits heterogeneous social and 

QoS behaviors characterized by its mobility model (synthetic or real trace), compromise 

rate, selfish rate, hardware/software failure rate, initial energy, energy consumption 

rate. 

We take the concept of “operational profiles” in software reliability engineering [141] 

as we build the mathematical model. An operational profile is what the system expects 

to see during its operational phase. During the testing and debugging phase, a system 

would be tested with its anticipated operational profile to reveal design faults. Failures 

are detected and design faults causing system failures are removed to improve the sys-

tem reliability. Our mathematical model is built with a system’s anticipated operational 

profile given as input. Typically this would include knowledge regarding (a) hostility 

such as the attack types and random attack probabilities, and the compromise rates 

providing information of how often nodes may be compromised and performing at-

tacks; (b) mobility providing information of how often nodes meet and interact with 

each other; (c) behavior specifications providing information regarding secure and inse-
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cure behaviors during protocol execution; (d) resources such as node energy providing 

information of how fast resources are consumed; (e) mission processes providing in-

formation of how fast missions arrive and depart, and what constitute acceptable sys-

tem responses; and (f) system failure definitions including security failure conditions.  

Once the mathematical model is developed and proven to faithfully describe the be-

haviors of nodes in a mobile network (validated through simulation), we can use the 

model output to provide a global view of the system, which serves as the basis for ob-

jective trust evaluation. For example, we will know exactly if a node is compromised at 

time t based on global knowledge. This is vastly different from subjective trust evalua-

tion based on local and referral information obtained at time t. We compare objective 

trust against subjective trust as the basis for iteratively fine-tuning the algorithm design 

for dynamic trust management so that subjective trust obtained as a result of executing 

dynamic trust management protocols is close to objective trust (i.e., actual status). 

5.2 Static-Followed-by-Dynamic Testing Strategy 

We test dynamic trust management designs by a static-followed-by-dynamic (SFD) testing 

strategy described as follows. First we identify the best trust management protocol set-

ting, when given as input a set of environment variable values defining a particular 

state of the operational environment. An example of an environment variable would be 

the percentage of misbehaving nodes in a mobile network. Another example of an envi-

ronment variable is the average amount of contact time between two nodes.  

By the best trust management protocol setting, we mean the best set of parameter 

values being used by dynamic trust management in trust aggregation (e.g., weights of 

direct trust vs. indirect recommendations vs. credential-based trust), trust formation 

(e.g., weights on social and QoS trust properties if any for forming trust), and optimal 

application-level trust settings (e.g., the drop-dead minimum threshold for the misbe-

having node detection application) for achieving the best application performance. Such 

best protocol settings are identified and recorded in a table at static time using the mod-

eling and analysis methodology developed. Then at runtime after learning environment 

condition changes (e.g., an increasing population of misbehaving nodes), dynamic trust 

management adapts to environment changes by applying the best trust management 

protocol setting by means of table lookup or extrapolation techniques.  

The capability of dynamic trust management is then tested by setting up an opera-

tional environment with a number of environment variables changing their values dy-

namically as time progresses (e.g., a positive compromise rate for a node initially behav-

ing at t=0). The SFD testing process is completed if we can demonstrate that dynamic 

trust management (changing the protocol setting dynamically) significantly outper-
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forms static trust management (without changing the protocol setting dynamically in 

response to changing environment conditions). 

5.3 Simulation Validation 

We develop simulation programs based on network simulator ns-3 [1] for simulation of 

mobile nodes in mobile networks utilizing Virginia Tech’s HokieSpeed supercomputer. 

The simulation code for each mobile node can mimic its trust and security behavior in 

the system. The system is setup according to the system model for four specific mobile 

networks (i.e., MANETs, DTNs, WSNs, IoT systems) and each node executes dynamic 

trust management for subjective trust evaluation, as mobile nodes must collaborate to 

execute missions with various levels of mission difficulty in mobile network environ-

ments.  

The simulation also serves as a tool for verifying and validating trust aggregation 

protocol designs. That is, a trust aggregation protocol designed for computing the trust 

value for each trust property is incorporated into simulation code and trust value ob-

tained from simulation are compared against the actual status of trustee at a particular 

time instant to assess the effectiveness of the trust aggregation protocol designed. If it 

does not pass the acceptance test (i.e., the discrepancy exceeds a threshold error per-

centage), the trust aggregation protocol will be redesigned and reevaluated until it 

passes the acceptance test. Another important function of simulation is that we can test 

the effect of the node mobility model reflecting how and when a node moves (random vs. 

group-based vs. social networking based vs. traces) on the robustness of dynamic trust 

management protocol designs. Lastly, based on the simulation results in comparison 

with analytical results, we iteratively refine dynamic trust management protocol de-

signs for subjective trust evaluation so that subjective trust is close to objective trust for 

practical and effective mobile network trust management for mission critical applica-

tions.   
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Chapter 6  

 

Dynamic Trust Management for Mobile Ad-hoc 

Networks and Its Applications 

In this chapter we apply design and validation principles of dynamic trust management 

for managing mobile groups in mobile ad hoc networks (MANETs). We demonstrate 

the effectiveness of the composite social and QoS trust management protocol for mis-

sion-oriented mobile groups in MANETs for critical mission executions. We develop a 

novel model-based approach to identify the best protocol setting under which peer-to-

peer subjective trust as a result of executing our distributed trust management protocol is 

accurate with respect to ground truth status over a wide range of operational and envi-

ronment conditions with high resiliency to malicious attacks and misbehaving nodes. 

Furthermore, using mission-oriented mobile groups as an application, we identify the 

best trust formation model under which the application performance in terms of the 

system reliability of mission-oriented mobile groups in MANET environments is max-

imized. 

6.1 System Model 

6.1.1 Operational Profile 

Recall that (see Section 5.2) an operational profile specifies the anticipated operational 

and environment conditions. An operational profile for MANETs in this chapter pro-

vides knowledge regarding environment hostility, node mobility, node behavior, envi-

ronment resources, and system failure definitions. Later in Section 6.4 we will exemplify 

the input operational profile for a mobile group application in MANET environments. 

6.1.2 Problem Definition and Desirable Output 

Our dynamic trust management for MANETs is distributed in nature and is run by each 

mobile node to subjectively yet informatively assess the trust levels of other mobile 
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nodes. Further, our dynamic trust management protocol is resilient against misbehav-

ing nodes. Given the operational profile as input covering a wide range of operational 

and environment conditions, we aim to solve two problems: 

• Discover and apply the best trust aggregation protocol setting of dynamic trust 

management to make “subjective trust” accurate compared with “objective trust” 

despite the presence of misbehaving nodes. The desirable output is to achieve high 

accuracy in peer-to-peer subjective trust evaluation with high resiliency to malicious 

attacks. 

• Discover and apply the best trust formation to maximize application performance. 

For the mission-oriented mobile group application, the desirable output is to maxim-

ize the system reliability given a system failure definition. 

6.1.3 Node Behavior Assumptions 

Node behavior is part of the operational profile. While our model-based analysis tech-

nique is generally applicable to any node behavior specification, for illustration we con-

sider the following node behaviors: 

• Every node conserves its resources (e.g., energy) as long as it does not jeopardize the 

global welfare (i.e., successful mission execution). Thus, when a node senses that it is 

surrounded by many uncooperative 1-hop neighbors, it will tend to become cooper-

ative to ensure successfully mission execution. On the other hand, a node with many 

cooperative 1-hop neighbors around will tend to become uncooperative to conserve 

its resources, knowing that this will not jeopardize the global welfare. 

• Every node has a different level of energy, speed and vulnerability reflecting node 

heterogeneity. The energy consumption rate of a node depends on its status. If a 

node is uncooperative, the speed of energy consumption is slowed down since an 

uncooperative node will not follow protocol execution. If a node becomes compro-

mised, the speed of energy consumption increases since a compromised node will 

perform attacks which consume energy. A node’s vulnerability is reflected by a 

compromised rate, e.g., a capture by attackers after which the node is compromised. 

• A compromised node may perform slandering attacks, (e.g., good-mouthing bad 

nodes and bad-mouthing good nodes), identity attacks (e.g., Sybil) or Denial-of-

Service (DoS) attacks (e.g., consuming resources unnecessarily by disseminating bo-

gus packets). We assume that a compromised node will always perform attacks on 

good nodes and does not discriminate good nodes when performing attacks. 

6.1.4 Mission-Oriented Mobile Groups 
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As an application of our dynamic trust management for MANETs, we apply it to mis-

sion-oriented mobile groups. A mission-oriented mobile group consists of a number of 

mobile nodes cooperating to complete a mission, with one or more being the command-

er nodes of the group. Nodes are allowed to join or leave the mobile group depending 

on the application requirements. Upon every membership change due to join or leave, 

individual rekeying (meaning the rekey operation is performed immediately) will be 

performed based on a distributed key agreement protocol such as the Group Diffie-

Hellman (GDH) protocol [173]. Our dynamic trust management aims to increase the 

probability of successful mission execution by a mobile group in MANET environments 

[62]. For mission-critical applications, it is frequently required that nodes on a mission 

must have a minimum degree of trust for the mission to have a reasonable chance of 

success. On one hand, a mission may require a sufficient number of nodes to collabo-

rate. On the other hand, the trust relationship may fade away between nodes both tem-

porarily and spatially. Our dynamic trust management equips each node with the abil-

ity to subjectively assess the trust levels of other nodes in the system and thus upon a 

mission assignment allows the node to select highly trustworthy nodes for collaboration 

to maximize the probability of successful mission completion. 

6.2 Protocol Design 

In this section we first describe our trust protocol to be executed by every node at 

runtime. Then we discuss its application to reliability assessment of a mobile group in 

MANET environments. 

6.2.1 Trust Composition 

A node with a very low trust value is of little value to the system and depending on the 

application requirement may be evicted to prevent it from performing attacks to dam-

age the system functionality. A node’s trust value is assessed based on evidences such 

as direct observations as well as indirect recommendations. Our trust model is evi-

dence-based. Thus we do not consider dispositional belief or cognitive characteristics of 

an entity in deriving trust. The trust assessment of one node toward another node is 

updated periodically.  

Our trust metric consists of two trust types: social trust and QoS trust. Social trust is 

evaluated through interaction experiences in social networks to account for social rela-

tionships. Note that this work concerns mobile devices carried by human users as part 

of a social network. Among the many social trust metrics such as friendship, honesty, 

privacy, similarity, betweenness centrality, and social ties [65], we select social ties 

(measured by intimacy) and honesty (measured by healthiness) to measure the social 

trust level of a node as these social properties are considered critical for trustworthy 
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mission execution in group settings. QoS trust is evaluated through the communication 

and information networks by the capability of a node to complete a mission assigned. 

Among the many QoS metrics such as competence, cooperation, reliability, and task 

performance, we select competence (measured by energy) and protocol compliance 

(measured by cooperativeness in protocol execution) to measure the QoS trust level of a 

node since competence and cooperation are considered the most critical QoS trust prop-

erties for mission execution in group settings. Quantitatively, let a node’s trust level to-

ward another node be a real number in the range of [0, 1], with 1 indicating complete 

trust, 0.5 ignorance, and 0 complete distrust. Let a node’s trust level toward another 

node’s particular trust component also be in the range of [0, 1] with the same physical 

meaning. 

The rationale of selecting these social and QoS trust metrics is given as follows. The 

intimacy component (for measuring social ties) has a lot to do with if two nodes have a 

lot of direct or indirect interaction experiences with each other, for example, for packet 

routing and forwarding. The healthiness component (for measuring honesty) is essen-

tially a belief of whether a node is malicious or not. We relate it to the probability that a 

node is not compromised. The energy component refers to the residual energy of a 

node, and for a MANET environment, energy is directly related to the survivability ca-

pability of a node to be able to execute a task completely, particularly when the current 

and future missions may require a long mission execution time. Finally, the coopera-

tiveness component of a node is related to whether the node is cooperative in routing 

and forwarding packets. For mobile groups, we relate it to the trust to a node being able 

to faithfully follow the prescribed protocol such as relaying and responding to group 

communication packets. 

Other than the healthiness trust component, we assert that a node can have fairly ac-

curate trust assessments toward its 1-hop neighbors utilizing monitoring, overhearing 

and snooping techniques. For example, a node can monitor interaction experiences with 

a target node within radio range, and can overhear the transmission power and packet 

forwarding activities performed by the target node over a trust evaluation window ∆� 
to assess the target node’s energy and cooperativeness status. For a target node more 

than 1-hop away, a node will refer to a set of recommenders for its trust toward the re-

mote target node. 

6.2.2 Design against Slandering Attacks 

Our dynamic trust management is resilient to good-mouthing and bad-mouthing at-

tacks by two recommender selection criteria: (a) threshold-based filtering by which only 

trustworthy recommenders with trust higher than a minimum trust threshold are quali-

fied as recommenders; and (b) relevance-based trust by which only recommenders with 
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high trust in trust component X are qualified as recommenders to provide recommen-

dations about a trustee’s trust component X. 

6.2.3 Trust Protocol Description 

The trust value of node j as evaluated by node i at time t, denoted as ��,���	, is computed 

by node i as a weighted average of intimacy, healthiness, energy, and cooperativeness 

trust components. The assessment is done periodically in every ∆� interval. Specifically 

node i will compute ��,���	 by: 

��,���	 = �		��,�	���������	 +��	��,�������������	 
+��	��,���������	+ 	��	��,�	����������������	 (6.1) 

where ��,����������	, 	��,�	������������	, ��,���������	 and ��,�����������������	 are the trust beliefs 

of node i toward node j in intimacy, healthiness, energy and cooperativeness trust com-

ponents, respectively, and �	:��:��:��  is the weight ratio for weighing intimacy: 

healthiness: energy: cooperativeness with �	 +�� +�� +�� = 1.  
Node i evaluates node j dynamically at time t by direct observations and indirect 

recommendations. Direct observations are direct evidences collected by node i toward 

node j over the time interval [� − �∆�, �] when node i and node j are 1-hop neighbors at 

time t. Here ∆� is the trust update interval and d is a design parameter specifying the 

extent to which recent interaction experiences would contribute to intimacy. We can go 

back as far as t=0, that is, d=t/∆�, if all interaction experiences are considered equally 

important. Indirect recommendations, on the other hand, are indirect evidences given to 

node i by a set of recommenders node i trusts most. Specifically, node i will compute ��,�� ��	 where X is a trust component in Equation (6.1) by: 

 ��,�� ��	 = �		��,�������,			���	 + ��	��,�		��������,			���	 (6.2) 

In Equation (6.2), �	 is a weight parameter to weigh node i’s own information to-

ward node j at time t, i.e., “direct observations” or “self-information” and �� is a weight 

parameter to weigh indirect information from recommenders, i.e., “information from 

others,” with 	�	 + 	�� = 1 with the expectation that 	�	 > 	 �� because a node tends to 

trust its own direct observations more than indirect recommendations.  

The direct trust part, ��,�	������,			���	, in Equation (6.2) is evaluated by node i at time t 

depending on if node i is a 1-hop neighbor of node j at time t. If yes, node i uses its di-

rect observations toward node j during [� − �∆�, �] to update ��,�	������,			���	 where ∆� is 

the periodic trust evaluation interval. Otherwise, it uses its old direct trust assessment 
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at time � − ∆� multiplied with ����∆�	(for exponential trust decay over time) to update ��,�	������,			���	. Specifically, node i will compute ��,�������,			���	 by: 

		��,�������,			���	 = ���,�	����,			�	��						if		�	is	a	neighbor	to	�	at		�����∆� × ��,�������,��� − ∆�												otherwise (6.3) 

To account for trust decay over time, we adopt an exponential time decay factor, ����∆�, to satisfy the desirable property that trust decay must be invariable to the trust 

update frequency [96]. Depending on the trust evaluation interval ∆�, we can fine tune 

the value of λd  to test the effect of trust decay over time. The notation		��,�	����,			�	��		here 

refers to the new “direct” trust assessment at time t. Below we describe specific detec-

tion mechanisms by which node i collects direct observations to assess ��,�	����,			���	 for 

the case in which i and j are 1-hop neighbors at time t. 

• ��,�	����,			���������	: This refers to the new assessment of node i‘s direct interaction 

experience toward node j. It is computed by node i by the ratio of the amount of 

time nodes i and j are 1-hop neighbors directly interacting with each other dur-

ing [� − �∆�, �] 
• ��,�	����,			������������	: This refers to the belief of node i that node j is healthy based 

on node i’s direct observations during [ � − �∆�, � ]. Node i estimates ��,�	����,			������������		by the ratio of the number of suspicious interaction experi-

ences observed during [� − �∆�, �] to a system “healthiness” threshold to reduce 

false positives. Node i uses a set of anomaly detection rules including the interval 

rule (for detecting node j’s sending bogus messages), the retransmission rule (for 

detecting node j’s dropping messages), the integrity rule (for detecting node j’s 

modifying messages), the repetition/jamming rule (for detecting node j’s per-

forming DOS attacks), and the delay rule (for detecting node j’s delaying mes-

sage transmission) as in [170] to keep a count of suspicious experiences of node j 

during [� − �∆�, �]. If the count exceeds the “healthiness” threshold, node i con-

siders node j as totally unhealthy, i.e., ��,�	����,			������������	=0. Otherwise it is 

equal to 1 minus the ratio. We model the deficiencies in anomaly detection (e.g., 

imperfection of rules) by a false negative probability (��� ) of misidentifying an 

unhealthy node as a healthy node, and a false positive probability (��� ) of misi-

dentifying a healthy node as an unhealthy node. 

• ��,�	����,			��������	: This refers to the belief of node i that node j‘s energy is ade-

quate and hence is competent at time t. Node i overhears node j’s packet trans-

mission activities during [� − �∆�, �] utilizing an energy consumption model [74] 
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to first compute the amount of energy consumed by node j during [� − �∆�, �] 
and then deduce the residual energy left in node j at time t by extrapolation. 

• ��,�	����,			����������������	:	This provides the degree of cooperativeness of node j as 

evaluated by node i based on direct observations during [� − �∆�, �]. Node i esti-

mates ��,�	����,			����������������		by the ratio of the number of cooperative interac-

tion experiences to the total number of protocol interaction experiences. Note 

that both counts are related to protocol execution except that the former count is 

for positive experiences when node j, as observed by node i, cooperatively fol-

lows the prescribed protocol execution. 

The indirect trust part, ��,�	��������,			���	 in Equation (6.2) is evaluated by node i at time 

t by taking in recommendations from a subset of 1-hop neighbors selected following the 

threshold-based filtering and relevance-based trust selection criteria. Specifically, node i 

will compute ��,���������,			���	 by: 

			��,���������,			���	 = ���
��∑ ���,�� ��	 × 	��,�

� ��	��!" �� 						if	�� > 0	����∆� × ��,���������,��� − ∆�			if	�� = 0	
 (6.4) 

In Equation (6.4), m is a recommender and V is a set of �� recommenders chosen by 

node i from its 1-hop neighbors which satisfy the threshold-based filtering and relevance-

based trust selection criteria. That is, these are the recommenders for which node i’s ��,�� ��	 in trust component X is higher than a minimum threshold denoted by ��� . Here 

we note that when a recommender node, say, node m, provides its recommendation to 

node i for evaluating node j in trust component X, node i's trust in node m is also taken 

into consideration in the calculation as reflected in the product term on the right hand 

side of Equation (6.4). If ��=0 then ��,���������,			���	 = 	����#� × 		��,���������,			��� − ∆�	 to ac-

count for trust decay over time. 

Lastly, depending on the mobile application, nodes in a mobile group may join or 

leave the mobile group. For a non-member, say, node j, the trust level ��,���	 is the same 

as its trust level at the last trust evaluation instant � − ∆� discounted by time decay, that 

is, ��,���	 = ����∆� × ��,��� − ∆�	. 
An interesting metric is the average “subjective” component X trust probability of 

node j at time t, ���$%,���	, as evaluated by all active nodes in the system. It can be calcu-

lated by a weighted average of component X trust beliefs from all nodes except j, i.e., 
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���$%,���	 = ∑ (��,�� ��		)��	�&�∑ 1��	�&�

 (6.5) 

Another interesting metric is the overall average “subjective” trust level of node j, 

denoted by ���$%��	, as evaluated by all active nodes. Once we obtain ��,���	 from Equa-

tion (6.1), ���$%��		can be computed by: 

���$%��	 = ∑ ��,���	��	�&�∑ 1��	�&�

 (6.6) 

We compare ���$%��	 with the “objective” trust of node j, denoted by ���%���	, calcu-

lated based on actual, global information to see how much deviation subjective trust 

evaluation is from objective trust evaluation. Specifically, let ���%�,���	 denote the “objec-

tive” trust of node j in trust component X at time t, which we can obtain by a mathemat-

ical model (see Section 6.3 below). Then, following Equation (6.1), ���%���	 is calculated 

by: 

���%���	 =��� × ��	�%�,���	
�

 (6.7) 

By means of a novel mathematical model (discussed later in Section 6.3) describing 

node behaviors in a MANET, we can calculate the objective trust levels of all nodes in 

the system based on actual status of nodes. This serves as the basis for validating our 

dynamic trust management. 

6.2.4 Mission-Oriented Mobile Group Applications 

We consider mission-oriented mobile groups as an application. In military battlefield 

situations, very frequently a commander (a special node in a MANET) will need to as-

semble and dynamically manage a mobile task group to achieve a critical mission as-

signed despite failure, disconnection or compromise of member nodes. A commander 

node, say node i, can use ��,���		based on its own local view towards node j as an indica-

tor to judge if node j satisfies the mission-specific trust requirements for successful mis-

sion execution. More importantly, the commander node could obtain the mission suc-

cess probability (as a reliability metric) when given knowledge regarding the mission 

failure definition, member failure definition and mission time. 
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Let  (�) be the mission reliability given that the mission time is t. Then, the mission 

success probability, denoted by ��������, is simply  (� ) when the commander is given 

TR as the mission time, i.e., 

�������� =  (� ) (6.8) 

The mission failure definition is application dependent. Assume that the command-

er node is fault-free because of high integrity and high security protection. Also assume 

that the mission fails if at least n-k+1 out of n members (trustees) fail. Let 	 ���		be mem-

ber j’s reliability at time t. Then, 

 (�) = � !" ���	
�∈'

"#1 −  �(�)$
�∉'

%
|'|)*

 (6.9) 

The member failure definition, on the other hand, hinges on trustworthiness of each 

individual member. Suppose there are two trust thresholds: M1 is a trust threshold 

above which a member is considered completely trustworthy for successful mission 

completion and M2 is a drop dead trust level below which a member is completely not 

trustworthy. Below we give a possible definition of member failure based on dual trust 

thresholds, &		and &�, defined above. Specifically, if at any time t, node j’s trust level is 

above &		then node j is completely trustworthy, so its instantaneous trustworthiness, de-

noted by '���	, is 1. If node j’s trust level is below &�	then node j is completely untrust-

worthy, so '���	 is 0. If node j’s trust level is in between &	 and &�	then node j’s instan-

taneous trustworthiness is calculated as the ratio of its trust level to &	. The commander 

node, node i, computes member j’s reliability	 ���	 based on node j’s instantaneous 

trustworthiness over [0, t]. If at any time �� ≤ �, '����	 = 0,	then the trust level of node j 

is not acceptable, so  ���		is 0; otherwise, 	 ���	 is the average trustworthiness of node j 

over [0, t]. Summarizing above, node i computes member j’s reliability	 ���	 by: 

 ���	 = ( 0, �)	'����	 = 0	for	any	�� ≤ �	�*'����	+, �� ≤ �,						otherwise 
where	'���′	 = , 1,					�)	����������′	 ≥ &	

0,					�)	����������′	 < &���,����	/&	,							otherwise 
(6.10) 

Here '���′	, �′ ≤ �,	is the instantaneous reliability of nodes j at time t' and �*'����	+ is the 

expected value of '���′	, 0 ≤ �� ≤ �,	over [0, t]. One can see that the knowledge of as 
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��,���		is very desirable for the command node to compute ��������  once it is given 

knowledge regarding mission execution time distribution, member failure definition, 

and mission failure definition. 

6.3 Performance Model 

Our analysis methodology is model-based and hinges on the use of a Stochastic Petri 

Net (SPN) [53, 54, 163] mathematical model to probabilistically estimate node status 

over time, given an anticipated operational profile as input. The SPN outputs provide 

ground truth node status and can serve as the basis for “objective” trust evaluation. Our 

goal is to compare “subjective” trust obtained through protocol execution with “objec-

tive” trust obtained through the SPN outputs to provide a sound theoretical basis for 

validating the algorithm design for dynamic trust management. 

6.3.1 Node SPN for Modeling Node Behavior 

Figure 6.1 shows the “node” SPN model developed for describing the lifetime behavior 

of a mobile node in the presence of other uncooperative and malicious nodes in a mo-

bile group following the input operational profile. The system SPN model consists of N 

node SPN models where N is the number of nodes in the system. We utilize the node 

SPN model to obtain a single node’s information (e.g., intimacy, healthiness, energy, 

and cooperativeness) and to derive its trust relationships with other nodes in the sys-

tem. It also captures location information of a node as a function of time. We consider a 

square-shaped operational area consisting of M×M regions each with the width and 

height equal to radio radius R. The node mobility model is specified as part of the oper-

ational profile. 

 

Figure 6.1: Node SPN Model. 

The reason of using node SPN models is to yield a probability model (a semi-

Markov chain [163, 178]) to model the stochastic behavior of nodes in the system, given 

the system’s anticipated operational profile as input. The theoretical analysis yields ob-

Energy 

T_ENERGY 

Member 

T_JOIN T_LEAVE 

CN 

T_COMPRO 

UNCOOP 

Location 

T_LOCATION 

T_UNCOOP 



49 

 

jective trust based on ground truth of node status, against which subjective trust as a re-

sult of executing our proposed trust protocol is compared.  This provides the theoretical 

foundation that subjective trust (from protocol execution) is accurate compared with 

ground truth. The underlying semi-Markov chain [163, 178] has a state representation 

comprising “places” in the SPN model. A node’s status is indicated by a 5-component 

state representation (Location, Member, Energy, CN, UNCOOP) with “Location” (an inte-

ger) indicating the current region the node resides, “Member” (a boolean variable) indi-

cating if the node is a member, “Energy” (an integer) indicating the current energy level, 

“CN” (a boolean variable) indicating if the node is compromised, and “UNCOOP” (a 

boolean variable) indicating if the node is cooperative. For example, place Location is a 

state component whose value is indicated by the number of “tokens” in place Location. 

A state transition happens in the semi-Markov chain when a move event occurs with 

the event occurrence time interval following a probabilistic time distribution such as 

exponential, Weibull, Pareto, and hyper-exponential distributions. This is modeled by a 

“transition” with the corresponding firing time in the SPN model. For example, when 

the node moves across a regional boundary after its residence time in the previous re-

gion elapses, transition T_LOCATION will be triggered, thus resulting in a location 

change. This is reflected by flushing all the tokens in place Location and replacing by a 

number of tokens corresponding to the id of the new region it moves into. After the 

move, the value of “Location” will be the id of the new region it moves into. Thus the 

three primary entities, i.e., places, tokens, and transitions, allow the node SPN model to 

be constructed to describe a node’s lifetime behavior dynamically as time evolves. Be-

low we explain how we construct the node SPN model. 

Location: Transition T_LOCATION is triggered when the node moves to another 

region from its current location with the rate calculated as -����  ⁄  (i.e., the node’s mobil-

ity rate) based on an initial speed (Sinit) and wireless radio range (R). Depending on the 

location a node moves into, the number of tokens in place Location is adjusted. Initially 

for simplicity nodes are randomly distributed over the operational area based on uni-

form distribution. Suppose that nodes move randomly. Then a node randomly moves to 

one of four locations in four directions (i.e., north, west, south, and east) in accordance 

with its mobility rate. To avoid end-effects, movement is wrapped around (i.e., a torus 

is assumed). The underlying semi-Markov model of the node SPN model when solved 

utilizing solution techniques such as SOR, Gauss Seidel, or Uniformization [178] gives 

the probability that a node is at a particular location at time t, e.g., the probability that 

node i is located in region j at time t. This information along with the location infor-

mation of other nodes at time t provides global information if two nodes are 1-hop 

neighbors at time t. 

Intimacy: Intimacy trust is an aggregation of direct interaction experience 

(	��,�	���������	) and indirect interaction experience (	��,�	��������,			���������	). Out of these 
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two, only new direct interaction experience (	��,�������,			���������	 via 	��,�		����,			���������	) 
is calculated based on if two nodes are 1-hop neighbors  interacting with each other via 

packet forwarding and routing. Since the node SPN model gives us the probability that 

a node is in a particular location at time t, we can objectively compute direct interaction 

experience ��,�	����,			���������	 (see Equation (6.3)) based on the probability of nodes i 

and j are in the same location at time t from the output of the two SPN models associat-

ed with nodes i and j. 

Energy: Place Energy represents the current energy level of a node. An initial energy 

level of each node is assigned differently to reflect node heterogeneity. We randomly 

generate a number between 12 to 24 hours based on uniform distribution, representing 

a node’s initial energy level Einit. Then we put a number of tokens in place Energy corre-

sponding to this initial energy level. A token is taken out when transition T_ENERGY 

fires. The transition rate of T_ENERGY is adjusted on the fly based on a node’s state: it 

is lower when a node becomes uncooperative to save energy and is higher when the 

node becomes compromised so that it performs attacks more and consumes energy 

more. Therefore, depending on the node’s status, its energy consumption is dynamical-

ly changed. 

Healthiness: A node is compromised when transition T_COMPRO fires. The rate to 

transition T_COMPRO is /��� as the node compromising rate (or the capture rate) re-

flecting the hostility of the application. If the node is compromised, a token goes to CN, 

meaning that the node is already compromised and may perform good-mouthing and 

bad-mouthing attacks as a recommender by good-mouthing a bad node with a high 

trust recommendation and bad-mouthing a good node with a low trust recommenda-

tion.  

Cooperativeness: Place UNCOOP represents whether a node is cooperative or not. If 

a node becomes uncooperative, a token goes to UNCOOP by triggering T_UNCOOP. 

We model a node’s uncooperativeness behavior following the ‘node behavior’ model 

discussed in Section 6.1.3. Specifically, the rate to transition T_UNCOOP is modeled as 

a function of its remaining energy, the mission difficulty, and the neighborhood unco-

operativeness degree as follows: 

0�����_12344�	 = )��������	)�#&������$���$)�#-������$���  (6.11) 

where 		������	represents the node’s current energy level as given in mark(Energy), &������$���	is the difficulty level of the given mission, -������ is the degree of uncoopera-

tiveness computed based on the ratio of uncooperative nodes to cooperative nodes 

among 1-hop neighbors and ��� is the group communication interval over which a node 
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may decide to become uncooperative in protocol execution and drop packets. The form )�5	 = �5�+	follows the demand-pricing relationship in Economics [9] to model the ef-

fect of its argument x on the uncooperative behavior, including: 

• )��������	: If a node has a lower level of energy, it is less likely to be coopera-

tive. This is to consider a node’s individual utility in resource-constrained envi-

ronments. 

• )�#&������$���$: If a node is assigned to a more difficult mission, it is less likely to 

be uncooperative. 

• )�#-������$: If a node’s 1-hop neighbors are not very cooperative, the node is 

more likely to be cooperative to complete a given mission successfully. 

A compromised node is necessarily uncooperative as it won’t follow the protocol 

execution rules. So if place CN contains a token, place UNCOOP will also contain a to-

ken.  

6.3.2 Objective Trust Evaluation 

With the node behaviors modeled by a probability model (a semi-Markov chain) de-

scribed above, the objective trust evaluation of node j in trust component X, i.e., ���%�,���	, can be obtained based on exact global knowledge about node j as modeled by 

its node SPN model that has met the convergence condition with the location infor-

mation supplied. To calculate each of these objective trust probabilities of node j, one 

would assign a reward of 0�	with state s of the underlying semi-Markov chain of the 

SPN model to obtain the probability weighed average reward as: 

���%�,���	 =��0� ∗ ��(�)	
�∈,

 (6.12) 

For X = healthiness, energy or cooperativeness, and as: 

���%�,���	 = ∫���∆�� ∑ �0� ∗ ��(�′)	��′�∈,�∆�  (6.13) 

For X = intimacy. Here S indicates the set of states in the underlying semi-Markov chain 

of our SPN model, 0� is the reward to be assigned to state s, and ��(�) is the probability 

that the system is in state s at time t, which can be obtained by solving the underlying 

semi-Markov model of our SPN model utilizing solution techniques such as SOR, Gauss 

Seidel, or Uniformization [178]. Table 6.1 summarizes specific reward assignments used 

to calculate ���%�,���	 for X=intimacy, healthiness, energy, or cooperativeness. In Table 
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6.1, �-	is the energy threshold below which the energy trust toward a node goes to 0. 

Once ���%�,���	 is obtained, we compute the average objective trust value of node j, ���%���	, based on Equation (6.7). 

Here we note that in Table 6.1 we assign a binary trust value of 0 or 1 to a state in 

which it is clear in this particular state the trust value is either 0 or 1. Since the system 

evolves over time and there is a probability that it may stay at any state at time t with all 

state probabilities sum to 1, the expected value of a trust property (intimacy, healthi-

ness, energy or cooperativeness) at time t based on a state-probability-weighted trust 

calculation is a real number between 0 and 1. 

Table 6.1: Reward Assignment for Objective Trust Evaluation. 

Component trust probability 

toward node j 

��: reward  assignment to state s 

��
���,			�	
����

��� 
1	��		
�����		���
����� is within 5-region neighbor 

area at time t; 0 otherwise 

��
	���,			����
��	���

��� 1	��	(	
�����	��� = 0); 0 otherwise 

��
���,			�	����

��� 1	��	(	
�����	������� > ��); 0 otherwise 

��
���,			������
���	���

��� 1	��	(	
�����	������� = 0); 0 otherwise 

 

6.3.3 Subjective Trust Evaluation 

Unlike objective trust evaluation, subjective trust evaluation is based on Equation (6.1) 

to Equation (6.4) following the trust protocol execution. In particular, in Equation (6.3), 

a node must assess ��,�	����,			���		of its 1-hop neighbors using the detection mechanisms 

for trust property X described in Section 6.2.3. Because the assessment is direct, assum-

ing that the detection mechanisms are effective, ���	����,���		computed by node i will be 

close to actual status of node j at time t, which can be obtained from the SPN model 

output. We assert that all detection mechanisms (discussed in Section 6.2.3) are effective 

and accurate, except for the anomaly detection mechanisms for detecting unhealthiness 

because of imperfection in anomaly detection, causing ��,�	����,			������������	 to deviate 

from the actual healthiness status of node j. The imperfection is accounted for by con-

sidering the false alarm probabilities of anomaly detection mechanisms employed, i.e., a 

false negative probability (��� ) and a false positive probability (��� ), given as input to 

the system. Both ���  and ���  can be obtained from the provider of specific anomaly de-
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tection mechanisms, e.g., [170]. Both must be sufficiently low (e.g., less than 5%) for the 

anomaly detection mechanisms to be considered as a valid design. 

With these key observations, we leverage SPN outputs reflecting actual status of 

nodes to predict ��,�	����,			���	 which would be obtained by node i at runtime. Table 6.2 

gives specific reward assignments used to compute ��,�	����,			���	. Here we note that 

when computing ��,�	����,			������������	 in order to account for the imperfection of the 

anomaly detection mechanisms employed for detecting unhealthiness, instead of as-

signing a reward of 1 if node j is not compromised, i.e., mark(j’s CN) = 0, we assign a re-

ward of 1-���   to account for the false positive probability. Also instead of assigning a 

reward of 0 if node j is compromised, i.e., mark(j’s CN) = 1, we assign a reward of ���  to 

account for the false negative probability. All other reward assignments for X=intimacy, 

energy, and cooperativeness simply yield the actual status of node j in property X at 

time t. 

Table 6.2: Reward Assignments for Subjective Trust Evaluation. 

Component trust probability of 

node i toward node j 

��: reward assignment to state s 

��,�
�����,�	
����

��� 
1 if i and j are 1-hop neighbors within last �∆�; 0 

otherwise 

��,�
�����,����
��	���

��� 1-���
�  if (mark(j’s CN) = 0); ��	

�  otherwise 

��,�
�����,�	����

��� 1	��	(	
�����	������� > ��); 0 otherwise 

��,�
�����,������
���	���

(�) 1	��	(	
�����	������� = 0); 0 otherwise 

 

When node i obtains ��,�	����,			���	, it computes ��,�������,			���		from Equation (6.3). Then 

node i computes ��,���������,			���	 based on Equation (6.4), as well as ��,�� ��	 and ��,���	 from 

Equations (6.2) and (6.1), respectively. Finally, the overall average subjective trust val-

ues of node j, ���$%,���		and ���$%��	, can be obtained through Equations (6.5) and (6.6), 

respectively. We compare ���$%��	 with objective trust ���%���		for validating dynamic 

trust management design. 

6.4 Evaluation Results 

6.4.1 Operational Profile as Input 
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Table 6.3 lists the parameter set and default values specifying the operational profile 

given as input for testing dynamic trust management for a mobile group application in 

MANET environments. We populate a MANET with 150 nodes moving randomly with 

speed Sinit in the range of (0,2] m/s in a 6×6 operational region in a 1500m×1500m area, 

with each region covering R=250m radio radius. We use nr 1-hop neighbors as the rec-

ommenders for indirect trust evaluation. The environment being considered is assumed 

hostile and insecure with the average compromising rate λcom set to once per 18 hours. 

Each node’s energy is in the range of [12, 24] hours. Further each node observes the 

node behavior model as specified in Section 6.1.3 and Section 6.3.1 with ε=1.2, α=0.8 and 

Tgc=120 sec. Initially all nodes are not compromised. When a node turns malicious, it 

performs good-mouthing and bad-mouthing attacks, i.e., it will provide the most posi-

tive recommendation (that is, 1) toward a bad node to facilitate collusion, and converse-

ly the most negative recommendation (that is, 0) toward a good node to ruin the reputa-

tion of the good node. The initial trust level is set to 1 for healthiness, energy and coop-

erativeness because all nodes are considered trustworthy initially. The initial trust level 

of intimacy is set to the probability that a node is found to be in a 5-region neighbor ar-

ea relative to 6x6 regions in accordance with the intimacy definition.  

Table 6.3: Operational Profile for a Mobile Group Application. 

Parameter Value Parameter Value 

	�� 0.001  R 250m 

α 0.8 �� 5 

ε 1.2 d 2 

β1:β2 Variable ��	
� ,���

�  0.5% 

w1: w2: w3: w4 Variable 1/λcom 18 hrs 

TR Variable Δt 1200s 

Sinit (0, 2] m/s Einit [12, 24] hrs 

Tgc 120s ET 0 hrs 

Given this operational profile as input to the mobile group application, we aim to 

identify the best setting of β1: β2 (with higher β1 meaning more direct observations or 

self-information being used for subjective trust evaluation) under which subjective trust 

is closest to objective trust. We also aim to identify the best setting of �	:��:��:�� (the 

weight ratio for the 4 trust components considered), and M1 and M2 (the minimum trust 

level and drop-dead trust level) under which the application performance is maxim-

ized. For trust protocol execution, we set the decay coefficient 	/� = 0.001,	 and the trust 

evaluation interval ∆� =	20 min, resulting in ����∆� = 0.98	to model small trust decay 
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over time. Also the minimum recommender threshold ���	is set to 0.6, the trust evalua-

tion window size d is set to 2, and the minimum energy trust threshold ET is set to 0. 

6.4.2 Identifying Trust Protocol Settings for Accurate Peer-to-Peer 

Subjective Trust Evaluation 

To reveal which trust component might have a more dominant effect, we show individ-

ual trust component values, i.e., �����������	 , 	��	������������	 , ����������	  and ������������������	 for a node randomly picked. Other nodes exhibit similar trends and 

thus only one set of results is shown here. Figure 6.2 to Figure 6.5 show the node’s trust 

values as a function of mission execution time for intimacy, healthiness, energy and co-

operativeness, respectively, with β1: β2 varying from 0.3: 0.7 (30% direct evaluation: 70% 

indirect evaluation) to 0.9: 0.1 (90% direct evaluation: 10% indirect evaluation). We see 

that for all 4 trust components, subjective trust evaluation results are closer and closer 

to objective trust evaluation results as we use more conservative direct observations or 

self-information for subjective trust evaluation. However, there is a cutoff point (at 

about 80%) after which subjective trust evaluation overshoots. This implies that using 

too much direct observations for subjective trust evaluation may overestimate trust be-

cause there is little chance for a node to use indirect observations from trustworthy rec-

ommenders. Our analysis allows such a cutoff point to be determined given design con-

siderations regarding trust decay over time (����∆� = 0.98	 for direct trust decay in our 

case study). 

 

Figure 6.2: Intimacy Evaluation. 
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Figure 6.3: Healthiness Evaluation. 

 

Figure 6.4: Energy Evaluation. 
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Figure 6.5: Cooperativeness Evaluation. 

 

Figure 6.6: Overall Trust Evaluation. 
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Figure 6.6 shows the node’s overall trust values obtained from subjective trust eval-

uation vs. objective trust evaluation, also as a function of time. We observe that the sub-

jective trust evaluation curve is reasonably close to the objective trust evaluation curve, 

but again there is a cutoff point after which the trust value is overestimated compared 

to objective trust. Initially, subjective trust evaluation undershoots due to lack of obser-

vations. At the later stage, nodes might be compromised and consume much resources. 

Therefore, subjective trust evaluation could overshoot compared to objective trust.  

Nevertheless, Figure 6.2 to Figure 6.6 demonstrate that subjective trust evaluation re-

sults can be very close to objective trust evaluation results when the right amount of di-

rect observations is used for subjective trust evaluation. 

6.4.3 Identifying Best Trust Formation Settings to Maximize Application 

Performance 

We consider a mission-oriented mobile group application scenario in which a com-

mander node, say node i, dynamically selects n nodes (n=5 in the case study) which it 

trusts most out of active mobile group members for mission execution. We consider dy-

namic team membership such that after each trust evaluation window ∆�  the com-

mander will reselect its most trusted nodes composing the team for mission executions 

based on its peer-to-peer subjective evaluation values ��,���		toward nodes j’s as calcu-

lated from Equation (6.1). The rationale behind dynamic membership is that the com-

mander may exercise its best judgment to select n most trusted nodes to increase the 

probability of successful mission execution. Assume that all n nodes selected at time t 

are critical for mission execution during [t, t+∆�] so that if any one node selected fails, 

the mission fails. We can then apply Equations (6.8) and (6.9) to compute �������� over 

an interval [t, t+∆� ]. Since all time intervals are connected in a series structure, ��������	over the overall mission period [0, TR] can be computed by the product of indi-

vidual	��������’s over intervals [0, ∆�], [∆�, 2∆�], …, [TR-∆�, TR]. 

Figure 6.7 shows the mission success probability ��������	as a function of TR. To ex-

amine the effect of �	:��:��:�� (the weight ratio for the 4 trust components consid-

ered), we consider 5 test cases: (a) equal-weight, (b) social trust only, (c) QoS trust only, (d) 

more social trust, and (e) more QoS trust as listed in Table 6.4 with (M1, M2) set to (0.85, 

0.55) to isolate its effect. 

For all test cases we see that as TR increases, the mission success probability de-

creases because a longer mission execution time increases the probability of low-trust 

nodes (whose population increases over time because of cooperativeness or healthiness 

trust decay) becoming members of the team for mission execution. For comparison, the 

mission success probability ��������	based on objective trust evaluation results is also 

shown, representing the ideal case in which node i has global knowledge of status of all 
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other nodes in the system and therefore it always picks n truly most trustworthy nodes 

in every ∆� interval for mission execution. For each case, we also show the optimal β1: β2 

ratio (with higher β1 meaning more direct observations or self-information being used 

for subjective trust evaluation) at which ��������	obtained based on subjective trust 

evaluation results is virtually identical to ��������  obtained based on objective trust 

evaluations.  

Table 6.4: Test Cases for Weight Ratio. 

Test case Weight ratio 

Equal-weight ��:��:��:� = 0.25: 0.25: 0.25: 0.25 

Social trust only ��:��:��:� = 0.5: 0.5: 0: 0 

QoS trust only ��:��:��:� = 0: 0: 0.5: 0.5 

More social trust ��:��:��:� = 0.35: 0.35: 0.15: 0.15 

More QoS trust ��:��:��:� = 0.15: 0.15: 0.35: 0.35 

 

 

(a) Equal-Weight. 
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(b) Social Trust Only. 

    

(c) QoS Trust Only. 

 

(d) More Social Trust. 
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(e) More QoS Trust. 

Figure 6.7: Mission Success Probability: Subjective vs. Objective Evaluation. 

We observe that as more social trust is being used for subjective trust evaluation, the 

optimal β1: β2 ratio increases, suggesting that social trust evaluation is very subjective in 

nature and a node would rather trust its own interaction experiences more than rec-

ommendations provided from other peers, especially in the presence of malicious nodes 

that can perform good-mouthing and bad-mouthing attacks. Also again we observe that 

while using more conservative direct observations or self-information for subjective 

trust evaluation in general helps in bringing subjective ��������	 closer to objective ��������, there is a cutoff point after which subjective trust evaluation overshoots. 

Figure 6.7 demonstrates the effectiveness of our dynamic trust management for 

MANETs. We see that the mission success probability as a result of executing subjective 

trust evaluation is very close to that from objective trust evaluation, especially when we 

use more but not excessive direct observations for subjective trust evaluation. When 

given a mission context characterized by a set of model parameter values defined in Ta-

ble 6.3, the analysis methodology that we develop helps identify the best weight of di-

rect observations (i.e., β1: β2) to be used for subjective trust evaluation, so that our trust 

management protocol can be fine-tuned to yield results close to those by objective trust 

evaluation based on actual knowledge of node status. 

 In Figure 6.8 we compare ��������  vs. TR for the mission group under various �	:��:��:�� ratios, with each operating at its optimal β1:β2 ratio so that in each test case 

subjective ��������	is virtually the same as objective ��������. We see that “social trust on-

ly” produces the highest system reliability, while “QoS trust only” has the lowest sys-

tem reliability among all, suggesting that in this case study social trust metrics used (in-

timacy and healthiness) are able to yield higher trust values than those of QoS trust 

metrics used (energy and cooperativeness). Certainly, this result should not be con-
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strued as universal. When given a mission context characterized by a set of model pa-

rameter values defined in Table 6.3, the model-based analysis methodology that we de-

velop helps identify the best �	:��:��:�� ratio to be used to maximum the system reli-

ability. 

 

Figure 6.8: Effect of w1 : w2 : w3 : w4 on Mission Success Probability. 

Lastly we analyze the effect of mission trust thresholds M1 (the minimum trust level 

required for successful mission completion) and M2 (the drop dead trust level). Figure 

6.9 and Figure 6.10 show ��������	vs. TR for the system operating under optimal β1:β2 set-

tings in the equal-weight case for each (M1, M2) combination. Recall that M1 and M2 rep-

resent the belief if a node is considered trustworthy for mission execution. From Figure 

6.9, we see that as M1 increases, the system reliability decreases because there is a small-

er chance for a node to satisfy the high threshold for it to be completely trustworthy for 

mission execution. Similarly from Figure 6.10, we see that as M2 increases, the system 

reliability decreases because there is a higher chance for a node to be completely un-

trustworthy for mission execution. We also observe that the reliability is more sensitive 

to M1 than M2. A system designer can set proper M1 and M2 values based on the mission 

context such as the degree of difficulty and mission completion deadline, utilizing the 

model-based methodology that we develop to analyze the effect of M1 and M2 so as to 

improve the system reliability. 
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Figure 6.9: Effect of M1 on Mission Success Probability. 

 

Figure 6.10: Effect of M2 on Mission Success Probability. 
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6.5 Simulation Validation 

We validate dynamic trust management and its application to mobile group reliability 

assessment through extensive simulation using ns-3 [1]. The simulated MANET envi-

ronment is setup as described in Table 6.3. The network consists of 150 nodes following 

the random waypoint mobility model in a 1500 m × 1500 m operational area, with the 

speed in the range of (0, 2] m/s and pause time of zero. The initial node energy is in the 

range of [40, 80] joules, corresponding to [12, 24] hours of operational time in normal 

status. A node may be compromised with a per-node capture rate of λcom. As time pro-

gresses, a node may become uncooperative, the rate of which is implemented according 

to Equation (6.12). When a node becomes uncooperative, it would not follow protocol 

execution and will drop packets to save energy. A compromised node will also drop 

packets. In addition, it will perform bogus message attacks, as well as good-mouthing 

and bad-mouthing attacks. All nodes execute dynamic trust management protocol as 

described in Section 6.2 to perform subjective trust evaluation. 

 

Figure 6.11: Simulation Results of Overall Trust Corresponding to Figure 6.6. 
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Figure 6.12: Simulation Results of Reliability Assessment Corresponding to Figure 

6.8. 

We collect simulation data to validate analytical results reported earlier. Figure 6.11 

shows the simulation results for the overall subjective trust obtained under the equal-

weight case, corresponding to Figure 6.6 obtained earlier from theoretical analysis. As 

in Figure 6.6, we simulate 7 cases with β1:β2 varying from 0.3: 0.7 to 0.9: 0.1. For each 

case, we collect observations from sufficient simulation runs with disjoint random 

number streams to achieve ±5% accuracy level with 95% confidence. For the clarity of 

presentation, we do not show the confidence interval in the figure. Instead, we indicate 

the confidence interval value on the legend of each line. The simulation results in Figure 

6.11 are remarkably similar to the analytical results shown in Figure 6.6, with the aver-

age mean square error (MSE) between the simulation results vs. the analytical results 

less than 5%. 

Figure 6.12 shows the simulation results for the effect of w	: w�: w�: w� on mission 

success probability Pmission, corresponding to Figure 6.8 obtained earlier from analytical 

calculations. As in Figure 6.8, we simulate 5 cases for the w1: w2: w3: w4 weight ratio (see 

Table 6.4). We observe that Figure 6.12 is virtually identical to Figure 6.8 in shape exhib-

iting the same trend that using more social trust would yield higher system reliability. 

The MSE is remarkably small (less than 0.03%) for all cases. We conclude that our ana-

lytical results reported in Figure 6.2 to Figure 6.12 are accurate and valid. 
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6.6 Summary 

In this chapter, we proposed and analyzed a trust management protocol that incorpo-

rates both social and QoS trust metrics for subjective trust evaluation of mobile nodes in 

MANETs. The most salient feature of the proposed trust management protocol is that it 

is distributed and dynamic, only requiring each node to periodically estimate its degree 

of social and QoS trust toward its peers local or distance away. We developed a model-

based methodology based on SPN techniques for describing the behavior of a mobile 

group consisting of well-behaved, malicious and uncooperative nodes following an an-

ticipated system operational profile. By applying an iterative technique for solving the 

large SPN model, we allow the objective trust values of nodes to be calculated based on 

global knowledge regarding status of nodes as time progresses, which serves as the ba-

sis for performance evaluation. We demonstrated that our protocol is able to provide 

subjective trust evaluation results close to objective trust evaluation results, thus sup-

porting its resiliency property to bad-mouthing and good-mouthing attacks by mali-

cious nodes. We also demonstrated the effect of our trust management protocol on the 

reliability of mission-oriented mobile groups in MANETs, verified by the exact match 

between subjective mission success probability and objective mission success probabil-

ity. Finally, we analyzed the effects of key design parameters such as β1: β2 (with higher 

β1 meaning more direct observations or self-information being used for subjective trust 

evaluation), �	:��:��:�� (the weight ratio for the 4 trust components considered), M1 

and M2 (the minimum trust level and drop-dead trust level), and TR (the mission com-

pletion deadline) on the system reliability of a mission-oriented mobile group and pro-

vided guidelines for fine-tuning these parameters so as to maximize the system reliabil-

ity. 
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Chapter 7  

 

Dynamic Trust Management for Delay Tolerant 

Networks and Its Applications 

In this chapter, we apply design and validation principles of dynamic trust manage-

ment to delay tolerant networks (DTNs). A delay tolerant network (DTN) comprises 

mobile nodes (e.g., humans in a social DTN) experiencing sparse connection, opportun-

istic communication, and frequently changing network topologies. Because of the lack 

of end-to-end connectivity, routing in DTN adopts a store-carry-and-forward scheme by 

which messages are forwarded through a number of intermediate nodes leveraging op-

portunistic encountering, hence resulting in a high end-to-end latency. 

We design and validate a dynamic trust management protocol for secure routing op-

timization in DTN environments in the presence of well-behaved, selfish and malicious 

nodes. We develop a novel model-based methodology for the analysis of our trust pro-

tocol and validate it via extensive simulation. Moreover, we address dynamic trust 

management, i.e., determining and applying the best operational settings at runtime in 

response to dynamically changing network conditions to minimize trust bias and to 

maximize the routing application performance. We perform a comparative analysis of 

our proposed routing protocol against Bayesian trust-based and non-trust based 

(PROPHET and epidemic) routing protocols. The results demonstrate that our protocol 

is able to deal with selfish behaviors and is resilient against trust-related attacks. Fur-

thermore, our trust-based routing protocol can effectively trade off message overhead 

and message delay for a significant gain in delivery ratio. Our trust-based routing pro-

tocol operating under identified best settings outperforms Bayesian trust-based routing 

and PROPHET, and approaches the ideal performance of epidemic routing in delivery 

ratio and message delay without incurring high message or protocol maintenance over-

head. 

7.1 System Model 
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We consider a DTN environment with no centralized trusted authority. Nodes com-

municate through multiple hops. When a node encounters another node, they exchange 

encounter histories certified by encounter tickets [112] so as to prevent black hole at-

tacks to DTN routing. We differentiate socially selfish nodes from malicious nodes. A 

selfish node acts for its own interests including interests to its friends, groups, or com-

munities. So it may drop packets arbitrarily just to save energy but it may decide to 

forward a packet if it has good social ties with the source, current carrier or destination 

node. We consider a friendship matrix [114] to represent the social ties among nodes. 

Each node keeps a list of friends in its local storage. When a node becomes selfish, it will 

only forward messages when it is a friend of the source, current carrier, or the destina-

tion node, while a well-behaved node performs altruistically regardless of the social 

ties. A malicious node aims to break the basic DTN routing functionality. In addition to 

dropping packets, a malicious node can perform the following trust-related attacks (see 

Chapter 3). 

A malicious attacker can perform random attacks to evade detection. We introduce a 

random attack probability ���� 	to reflect random attack behavior. When ���� 	=1, the 

malicious attacker is a reckless attacker; when ���� 	< 1 it is a random attacker. Collabo-

rative attacks are possible through bad-mouthing attacks and ballot stuffing, which are 

mitigated in our protocol design by setting a trust recommender threshold ���� to filter 

out less trustworthy recommenders. 

A node’s trust value is assessed based on direct trust evaluation and indirect trust 

information like recommendations. The trust of one node toward another node is up-

dated upon encounter events. Each node will execute the trust protocol independently 

and will perform its direct trust assessment toward an encountered node based on spe-

cific detection mechanisms designed for assessing a trust property X. Later in Section 4 

we will discuss these specific detection mechanisms employed in our protocol for trust 

aggregation. 

7.2 Trust Management Protocol 

Our trust protocol considers trust composition, trust aggregation, trust formation and 

application-level trust optimization designs. For trust composition, we consider two 

types of trust properties: 

• QoS trust: QoS trust is evaluated through the communication network by the capa-

bility of a node to deliver messages to the destination node. We consider “connectiv-

ity” and “energy” to measure the QoS trust level of a node. The connectivity QoS 

trust is about the ability of a node to encounter other nodes due to its movement pat-

terns. The energy QoS trust is about the battery energy of a node to perform the 

basic routing function. 
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• Social trust: Social trust is based on honesty or integrity in social relationships and 

friendship in social ties. We consider “healthiness” and social “unselfishness” to 

measure the social trust level of a node. The healthiness social trust is the belief of 

whether a node is malicious. The unselfishness social trust is the belief of whether a 

node is socially selfish. While social ties cover more than just friendship, we consider 

friendship as a major factor for determining a node’s socially selfish behavior. 

The selection of trust properties is application driven. In DTN routing, message delivery 

ratio and message delay are two important factors. We select “healthiness”, “unselfish-

ness”, and “energy” in order to achieve high message delivery ratio, and we select 

“connectivity” to achieve low message delay. 

We define a node’s trust level as a real number in the range of [0, 1], with 1 indicat-

ing complete trust, 0.5 ignorance, and 0 complete distrust. We consider a trust for-

mation model by which the trust value of node j evaluated by node i at time t, denoted 

as 	��,���	,	is computed by a weighted average of healthiness, unselfishness, connectivity, 

and energy as follows: 

��,���	 =���	× ��,�� ��	��

�

 (7.1) 

where X represents a trust property explored (X = healthiness, unselfishness, connectiv-

ity or energy), ��,�� ��	 is node i’s trust in trust property X toward node j, and ��	is the 

weight associated with trust property X with the sum equal to 1. 

We aim to identify the best weight ratio under which the application performance 

(secure routing) is maximized, given an operational profile [141] as input. Before this 

can be achieved, however, one must address the accuracy issue of trust aggregation. 

That is, for each QoS or social trust property X, we must devise and validate a trust ag-

gregation protocol executed by a trustor node to assess X of a trustee node such that the 

trust value computed is accurate with respect to actual status of the trustee node in X. 

This is achieved by devising a trust propagation protocol with tunable parameters 

which can be adjusted based on each trust property. 

When evaluating ��,���	, we adopt the following notations: node i is the trustor, node 

j is the trustee, node m is a newly encountered node, and node k is a recommender. 

Node i (trustor) updates its trust toward node j (trustee) in trust property X upon en-

countering a node at time t over an encounter interval 6�, � + ∆�7 as follows: 

��,�� �� + ∆�	 = �		��,�������,			��� + ∆�	 + ��	��,���������,			��� + ∆�	 (7.2) 
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In Equation (7.2), ��,�������,��� + ∆�		and ��,���������,��� + ∆�		are “direct trust” (based on 

direct observations) and “indirect trust” (based on recommendations) of node i toward 

node j in X at time � + ∆�, respectively, and � in the range of [0, 1] is a parameter to 

weigh node i’s own direct trust assessment toward node j. Every trust property X has 

its own specific � value under which subjective ��,�� ��	 obtained is accurate, i.e., close to 

actual status of node j in X at time t. 

7.2.1 Trust Update Upon Node i Encountering Node j 

Upon encountering node j at time t, node i updates  “direct trust” ��,�������,��� + ∆�		in 

Equation (7.2) based on “direct” observations or interaction experiences with node j 

over the encounter interval 6�, � + ∆�7. When a monitoring node (node i) cannot properly 

monitor a trustee node (node j) upon encounter because of a short contact time, it 

adapts to this situation by discarding the current monitoring result and instead updat-

ing direct trust by its past direct trust toward j decayed over the time interval ∆t to 

model trust decay over time. Specifically, let 3	�,�������,�(�)	be a boolean variable indicating 

if the needed data (discussed below) for assessing X is obtainable within ∆�. Then, ��,�������,��� + ∆�	,	node i’s trust in X toward node j at time � + ∆� upon encounter at time 

t is calculated by: 

	��,�	������,��� + ∆�	 = �	��,�	����$����,��� + ∆�	,						�)	3	�,�������,���	 = �08�	����∆� × ��,�	������,���	,					�)	3	�,�������,���	 = )��9�	 (7.3) 

In other words, node i will update ��,�������,��� + ∆�		with its new direct trust toward 

node j in property X only if node i directly encounters node j at time t and the data 

needed for assessing X is obtainable within the encounter interval ∆�; otherwise, node i 

will simply update ��,�������,��� + ∆�		with its past experience ��,�������,���		decayed over	∆�. 
We adopt an exponential time decay factor, ����∆� (with 0 < /� ≤ 0.1 to limit the decay 

to at most 50%). 

Node i assesses ��,�	����$����,��� + ∆�	 based on data collected from direct observations 

toward node j over the encounter interval [�, � + ∆�] as follows: 

• ��,�����$����,������������ + ∆�	: Node i assesses node j’s unhealthiness based on evi-

dences manifested due to malicious attacks including self-promoting, bad-mouthing 

and ballot stuffing attacks. Evidences of self-promoting attacks may be detected 

through the encounter history exchanged from node j. If the encounter history is not 

certified (e.g., using encounter tickets as in [34, 112]), or is certified but inconsistent 

with node i’s encounter history matrix accumulated, it is considered as a negative 
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experience. Evidences of bad-mouthing/ballot stuffing attacks may be detected by 

comparing node j’s recommendation toward node q with the trust value of node i 

toward node q itself. If the percentage difference is higher than a threshold, it is con-

sidered suspicious and thus a negative experience. These positive/negative experi-

ences are collected over the new encounter period [�, � + ∆�] to assess ��,�����$����,������������ + ∆�	. It is computed by the number of positive experiences 

over the total experiences in healthiness-related behavior. 

• ��,�����$����,$�������������� + ∆�	:	Our notion of social selfishness is that friends will be 

cooperative toward each other even if they are selfish. Hence, from node i’s perspec-

tive if node j is a friend of the source node, node i, or node d (the destination) then ��,�����$����,$�������������� + ∆�	 is 1. Otherwise, node i will hope that node j is altruistic 

by examining the protocol compliance degree of node j. Specifically, node i applies 

monitoring techniques to detect altruistic behaviors, e.g., whether or not node j fol-

lows the prescribed protocol over [�, � + ∆�]. Evidence of altruism is manifested by 

the behavior for executing beacon, encounter history exchange, packet receipt 

acknowledgement, and trust evaluation protocols expected out of node j. ��,�����$����,$�������������� + ∆�		is then computed by the number of positive experienc-

es over the total experiences in unselfishness-related behavior. Here we note that 

node i will not monitor if node j has forwarded a packet since it is impractical to 

monitor packet forwarding in DTNs. 

• ��,�����$����,�������������� + ∆�	: While there is no pre-determined connectivity pattern 

in DTNs, the connectivity of one node (j) to another node (d) is inherently associated 

with its mobility pattern and its social activities. This trust property represents the 

connectivity of node j to the destination node d. If the connectivity trust is high, then 

node j would be a good candidate for packet delivery to node d. Node i deduces 

node j’s connectivity with node d based on its encounter matrix collected over 

[0, � + ∆�], including the new encounter history received from node j. Note that node 

i should only accept a certified encounter history (as in [34, 112]) to avoid black hole 

attacks. 

• ��,�����$����,�������� + ∆�	: This trust property represents the capability or competence 

of node j to do the basic routing function. Node i counts the ratio of the number of 

acknowledgement packets received from node j (at the MAC layer) over transmitted 

packets to node j, over [�, � + ∆�], to estimate energy status in node j. 

On the other hand, since there is no new “indirect trust” in this case, node i simply up-

dates ��,���������,��� + ∆�		with its past experience ��,���������,���		decayed over	∆�, i.e., 
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��,�	��������,			��� + ∆�	 = 	 ����∆� × ��,�	��������,���	 (7.4) 

7.2.2 Trust Update Upon Node i Encountering Node m (m ≠ j) 

When node i encounters node m, � ≠ �, node i uses its 1-hop neighbors (including node 

m) as recommenders to update “indirect trust” ��,���������,��� + ∆�		in Equation (7.2). An 

application-level optimization parameter is the recommender trust threshold ����	for 

the selection of recommenders. Using	���� provides robustness against bad-mouthing or 

ballot stuffing attacks since only recommendations from more trustworthy nodes are 

considered. The indirect trust evaluation toward node j is given in Equation (7.5) below 

where		 �	is the set containing node i’s 1-hop neighbors with ��,*��	 ≥ ���� and | �|	indi-

cates the cardinality of   �. If node i considers node k as a trustworthy recommender, 

i.e.,	��,*��	 ≥ ����,	then node k is allowed to provide its recommendation to node i for 

evaluating node j. In this case, node i weighs node k’s recommendation, �*,�� ��	, with 

node i’s referral trust, ��,*� ��	, toward node k. We aggregate indirect trust recommenda-

tions using a form of normalized weighted calculation based on the referral trust value 

of the recommender. 

��,�	��������,			��� + ∆�	 = ��
� 																			����∆� × ��,�	��������,���	,																				�)	| �| = 0∑ ;��,*� ��	 × �*,�� ��	<*∈.!∑ ��,*� ��	*∈.!

,																			�)		| �| > 0	 (7.5) 

On the other hand, since there is no new “direct trust” in this case, node i simply updates ��,�������,��� + ∆�		with its past experience ��,�������,���		decayed over	∆�, i.e., 

��,�	������,			��� + ∆�	 = 	 ����∆� × ��,�	������,���	 (7.6) 

7.2.3 Encounter-Based DTN Routing 

When node i encounters node j, it uses ��,���	 from Equation (7.1) to decide whether or 

not node m can be the next message carrier to shorten message delay or improve mes-

sage delivery ratio. Another application-level optimization parameter is the minimum 

trust threshold �� for the selection of the next message carrier. Node i will forward the 

message to node j only if 	��,���	 ≥ �� and	��,���	 is in the top Ω percentile among all ��,���	’s. This helps the chance of selecting a trustworthy next message carrier. 

7.3 Performance Model 
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We validate our trust management designs by a novel model-based analysis methodol-

ogy via extensive simulation. Specifically we develop a mathematical model based on 

continuous-time semi-Markov stochastic processes (for which the event time may fol-

low any general distribution) to define a DTN consisting of a large number of mobile 

nodes exhibiting heterogeneous social and QoS behaviors. 

We take the concept of “operational profiles” in software reliability engineering 

[141] as we build the mathematical model. An operational profile is what the system 

expects to see during its operational phase. During the testing and debugging phase, a 

system would be tested with its anticipated operational profile to reveal design faults. 

Failures are detected and design faults causing system failures are removed to improve 

the system reliability. The operational profile of a DTN system specifies the operational 

and environmental conditions. Typically this would include knowledge regarding (a) 

hostility such as the expected % of misbehaving nodes and if it is evolving the expected 

rate at which nodes become malicious or selfish or even the expected % of misbehaving 

nodes as a function of time; (b) mobility traces providing information of how often 

nodes meet and interact with each other; (c) behavior specifications defining good be-

havior and misbehavior during protocol execution; and (d) resource information such 

as how fast energy is consumed. 

We develop a probability model based on Stochastic Petri Net (SPN) techniques 

[178] to describe a DTN, given an operational profile as input. The SPN model for a 

DTN node is shown in Figure 7.1 consisting of 4 places, namely, energy, location, mali-

ciousness and selfishness. The underlying state machine is a semi-Markov model with 4-

component states, i.e., (energy, location, maliciousness, selfishness), where energy is an inte-

ger holding the amount of energy left in the node, location is an integer holding the loca-

tion of the node, maliciousness is a binary variable with 1 indicating the node is mali-

cious and 0 otherwise, and selfishness is a binary variable with 1 indicating the node is 

socially selfish and 0 otherwise. A selfish node will forward a packet only if the source, 

current carrier or the destination is in its friend list. Here we note that a node’s trust 

value actually is a real number in [0, 1]; it is calculated by a state-probability weighed 

sum of trust values assigned to the states of the underlying semi-Markov model of the 

SPN performance model, i.e., trust value = ∑i (state probability of state i × trust value in 

state i). In some states, the trust value is binary. For example in a state in which a node 

is compromised, the trust value for property “healthiness” in this state is 0. Note that 

each node has its own SPN model. So there are as many SPN models as they are nodes 

in the DTN. The operational profile specifies the % of malicious nodes and the % of so-

cially selfish nodes. Thus, some nodes will be malicious in accordance with this specifi-

cation. Similarly some nodes will be selfish based on the % of selfish nodes. 
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Figure 7.1: SPN Model for a Node in the DTN. 

The purpose of the SPN model is to yield ground truth status of a node in terms of its 

healthiness, unselfishness, connectivity, and energy status. Then we can check subjective 

trust against ground truth status for validation of trust protocol designs. Below we ex-

plain how we leverage the SPN model to determine a node’s ground truth status. 

Location (Connectivity): The connectivity trust of node m toward node d is meas-

ured by the probability that both node m and node d are in the same location at time t. 

We use the location subnet to describe the location status of a node. Transition 

T_LOCATION is triggered when the node moves to a new area from its current location 

according to its mobility pattern. We consider both synthetic mobility models and real 

mobility traces. This information along with the location information of other nodes at 

time t provides us the probability of two nodes encountering with each other at any 

time t. 

Energy: We use the energy subnet to describe the energy status of a node. Place energy 

represents the current energy level of a node. An initial energy level (�/) of each node 

represented by a number of tokens is assigned according to node heterogeneity infor-

mation. A token is taken out when transition T_ENERGY fires representing the energy 

consumed during protocol execution, packet forwarding and/or performing attacks in 

the case of a malicious node. The rate of transition T_ENERGY indicates the energy 

consumption rate which varies depending on the ground truth status of the node (i.e., 

malicious or selfish). The operational profile specifies the energy consumption rate of a 

malicious node vs. a selfish node vs. a well-behaved node. 

Healthiness: A malicious node is necessarily unhealthy. So we will know the 

ground truth status of healthiness of the node by simply inspecting if place maliciousness 

contains a token. 

Unselfishness: A socially selfish node drops packets unless the source, current car-

rier or the destination node is in its friend list. We will know the ground truth status of 

unselfishness of the node by simply inspecting if place selfishness contains a token. 
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Dynamically Changing Environment Conditions: With the goal to deal with mali-

cious and selfish nodes in DTN routing, we consider a dynamically changing environ-

ment in which the number of misbehaving nodes (malicious or selfish) is changing over 

time. A node becomes malicious when it is captured and turned into a compromised 

node, as dictated by the per-node capture rate. The SPN output provides the probability 

that a node is compromised at time t. We model the capture event by a transition 

T_COMPRO (in dashed line) in Figure 7.1. Once the transition T_COMPRO is triggered, 

a token will be moved into the place maliciousness representing that this node is com-

promised. Similarly, once the transition T_SELFISH (also in dashed line) is triggered, a 

token will be moved into the place selfishness representing that this node becomes self-

ish. The transition rates of T_COMPRO and T_SELFISH are /� and /�, respectively. We 

will use the SPN model augmented with the two dashed line transitions in Section 7.6 in 

which we treat the subject of dynamic trust management. 

Objective Trust Evaluation: The SPN model described above yields actual or 

ground truth status of each node. The “objective” trust of node j at time t, denoted 

by		����	,		is also obtained from Equation 1 except that �����		is being used instead of ��,�� ��	.	 Here ���(�)	is simply the actual or ground truth status of node j in trust property 

X at time t obtainable from the SPN model for node j. The notion of “objective” trust 

evaluation is to validate subjective trust evaluation, that is, subjective trust evaluation is 

valid if the subjective trust value obtained as a result of executing our dynamic trust 

management protocol is accurate with respect to the objective trust value obtained from 

ground truth. 

7.4 Numerical Results 

In this section we present numerical results generated from the SPN model. Our trust 

evaluation results have two parts. The first part is about the convergence and accuracy 

of trust aggregation for individual trust properties. The second part is about maximiz-

ing application performance through trust formation (by setting the best weights to 

trust properties) and application-level trust optimization (by setting the best recom-

mender trust threshold ����,	and message carrier trust threshold ��). Because different 

trust properties have their own intrinsic trust nature and react differently to trust decay 

over time, each trust property X has its own best set of (�, 	/�) under which ��,�� ��		ob-

tained from Equation (7.2) would be the most accurate, i.e., closest to actual status of 

node j in trust property X, or �����	. Recall that a higher � value indicates that subjective 

trust evaluation relies more on direct observations compared with indirect recommen-

dations provided by the recommenders and that a higher /� indicates a higher trust de-

cay rate. Once we ensure the accuracy of each trust property X, we can then address the 

trust formation issue, i.e., identifying the best way to form the overall trust out of QoS 
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and social trust properties and the best way to set application-level trust parameters 

such that the application performance (i.e., secure routing) is maximized. 

Table 7.1: System Parameter. 

Param Value Param Value Param Value Param Value 

m×m 16×16  R 250m ������  5% ���	�  [0, 1] 

E0 100 hrs N 20 Slope of 

SWIM 

1.45 Pause of 

SWIM 

≤ 4 hrs 

 

Table 7.1 lists a set of parameters and their values (for input parameters) as pre-

scribed by the operational profile of a DTN. We consider N = 20 nodes moving accord-

ing to the SWIM mobility model [108] modeling human social behaviors in an 

m×m=16×16 (4km×4km) operational region, with each region coving R = 250m radio ra-

dius. We use SWIM in this section for numerical results. Later in Section 7.6 we also use 

traces in our simulation studies. The initial energy of each node E0 is set to 100 hours 

lifetime. The error probability of direct trust assessment of ��,�	������,��� + ∆�		due to envi-

ronment noise denoted by ������	is set to 5%. For X=healthiness, the false positive prob-

ability ���	of misidentifying a healthy node as an unhealthy node is equivalent to ������, 
i.e., 5%. For a compromised node performing random attacks with probability ����	(in 

the range of [0, 1]) to evade detection, the false negative probability	���for missing an 

unhealthy node as a healthy node is ���������� + (1 − ������)(1 − ����). That is, ��� is ������ with probability ����(if attacking) and 1 − ������  with probability 1 − ���� (if not 

attacking). We set 3�,�������,�	(in Equation 3) to true if the encounter duration is longer 

than 10 minutes as it would allow sufficient data to be collected for direct trust assess-

ment of X; we set it to false otherwise. 

In SWIM [22], a node has a home location and a number of popular places. A node 

makes a move to one of the population places based on a prescribed pattern. The prob-

ability of a location being selected is higher if it is closer to the node’s home location or 

if it has a higher popularity (visited by more nodes). Once a node has chosen its next des-

tination, it moves towards the destination following a straight line and with a constant 

speed that equals the movement distance. When reaching the destination, the node 

pauses at the destination location for a period of time following a bounded power law 

distribution with the slope set to 1.45 (as in [108]) and the upper-bound pause time set 

to 4 hours. 

The weight of direct trust (β), trust decay parameter (λd), trust threshold for the rec-

ommender (Trec), trust threshold for the next carrier (Tf) and weight of trust property X 

(wX) are design parameters whose best settings are to be determined as output. Here we 



77 

 

should note that a social friendship matrix [114] and the percentages of selfish and ma-

licious nodes, although not specified in Table 7.1, are also given as input, which we will 

vary in the analysis to test their effects on design parameters. Lastly, the node compro-

mise rate (/�) and node selfishness rate (/�) for characterizing changing DTN condi-

tions are also not specified in Table 7.1. We will consider these two parameters and treat 

the subject of dynamic trust management in Section 7.6. 

7.4.1 Best Trust Propagation Protocol Settings to Minimize Trust Bias 

Here we determine the best (�, /�) values that yield subjective trust evaluation closest 

to objective trust evaluation to minimize trust bias, given a set of parameter values as 

listed in Table 7.1 characterizing the operational and environmental conditions. We fix 

the percentage of selfish nodes to 30% and vary the percentage of malicious nodes from 

0% to 45% to examine its effect. We set the recommender trust threshold (����) to 0.6, 

since the trust value of a malicious node is likely to be lower than ignorance (0.5), so ���� ≥ 0.6 can effectively filter out false recommendations from malicious nodes. Since 

there are only two input parameters, we search the best (�, /�) for each trust property 

through exhaustive search, i.e., we compare subjective trust obtained through protocol 

execution under a given (�, /�) with objective trust. The best (�, /�) combination is the 

one that produces the lowest mean square error (MSE). This information determined at 

static time is recorded in a table to be used by dynamic trust management which we 

will discuss later in Section 7.6. 

In Table 7.2, we summarize the best (�, 	/�) values for each trust property for mini-

mizing trust bias, given the % of malicious nodes as input, for a trustor node (i.e., node 

i) randomly picked toward a trustee node (i.e., node j) also randomly picked. Each 

(�, /�) entry represents the best combination under which subjective trust ��,�� ��		ob-

tained as a result of executing our trust aggregation protocol for trust property X (as 

prescribed by Equation (7.2)) deviates the least from objective trust for property X (that 

is, �����	). We have observed for all cases the most deviation is 3% MSE. This substanti-

ates our claim that there exists a distinct best protocol setting in terms of (�, 	/�) for each 

trust property X, with X = connectivity, energy, healthiness or unselfishness. Further-

more, the best (�, /�) setting changes as the % of misbehaving nodes changes dynami-

cally. 
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Table 7.2: Best (β, λd) to Minimize Trust Bias. 

% of malicious nodes 
Healthiness 

 (β, λd ×104) 

Unselfishness 

(β, λd ×104) 

Connectivity 

 (β, λd ×104) 

Energy  

(β, λd ×104) 

0% (0.44, 0.0) (0.41, 0.2) (0.80, 10) (0.39, 0.1) 

5% (0.39, 0.0) (0.41, 0.2) (0.80, 10) (0.39, 0.1) 

10% (0.40, 0.0) (0.39, 0.0) (0.80, 10) (0.39, 0.1) 

15% (0.39, 0.0) (0.37, 0.0) (0.86, 10) (0.39, 0.1) 

20% (0.41, 0.0) (0.33, 0.0) (0.91, 10) (0.39, 0.1) 

25% (0.35, 0.0) (0.30, 0.0) (0.91, 10) (0.48, 0.5) 

30% (0.35, 0.0) (0.28, 0.0) (0.91, 10) (0.47, 0.0) 

35% (0.35, 0.0) (0.26, 0.0) (0.95, 10) (0.49, 0.5) 

40% (0.35, 0.0) (0.21, 0.1) (0.95, 10) (0.49, 0.5) 

45% (0.35, 0.0) (0.22, 0.5) (0.95, 10) (0.58, 0.5) 

7.4.2 Best Trust Formation Protocol Settings to Maximize Application 

Performance 

Next we turn our attention to the trust formation issue to optimize application perfor-

mance. For the secure routing application, two most important performance metrics are 

message delivery ratio and delay. In many situations, however, excessive long delays 

are not acceptable to DTN applications. We define the delivery ratio as the percentage 

of messages that are delivered successfully within an application deadline which is the 

maximum delay the application can tolerate. While our protocol is generic to any dead-

line, we set the deadline (or a time-to-live limit) to 2 hours to reveal the tradeoff be-

tween delay and delivery ratio in this environment setting for DTN routing. Our goal is 

to find the best way to assign the weight ��	to X = healthiness, unselfishness, connec-

tivity or energy to maximize the delivery ratio. Since the search space is small, we per-

form exhaust search to identify the best trust formation (wX with an increment of 0.1) 

under which delivery ratio is maximized. This information again is recorded in a table 

to be used for dynamic trust management (Section 7.6). We assume that a malicious 

node drops all packets. A selfish node drops part of packets it receives depending on if 

it knows the source, current carrier or destination node socially (whether these nodes 

are in its friend list). 

We consider two variations of secure routing protocols: single-copy forwarding (L = 

1) and multi-copy forwarding (L ≥ 2), where L is the maximum number of carriers to 
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which a node can forward a message. Below we discuss how we identify the best set-

ting for double-copy forwarding (L = 2). The best setting for other cases (L = 1 or L > 2) 

can be obtained in a similar way. 

Table 7.3: Best Trust Formation to Maximize Delivery Ratio. 

% of malicious nodes whealthiness wunselfishness wconnectivity wenergy 

0% 0.0 0.6 0.4 0.0 

5% 0.1 0.8 0.1 0.0 

10% 0.3 0.3 0.3 0.1 

15% 0.3 0.3 0.3 0.1 

20% 0.3 0.3 0.3 0.1 

25% 0.3 0.3 0.2 0.2 

30% 0.3 0.3 0.3 0.1 

35% 0.3 0.3 0.3 0.1 

40% 0.4 0.3 0.2 0.1 

45% 0.4 0.3 0.2 0.1 

 

Table 7.3 summarizes the best trust formation for maximizing delivery ratio under 

double-copy forwarding, given the percentage of malicious nodes as input. We first ob-

serve there is a distinct set of optimal weight settings under which delivery ratio is max-

imized. Second, the optimal weight of the healthiness trust property increases as the % of 

malicious node increases. This is because in hostile environments, using a higher weight 

on healthiness helps identify malicious nodes to avoid message loss. 

 

Figure 7.2: Delivery Ratio under Best Trust Formation. 
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Figure 7.2 correspondingly shows the maximum delivery ratio obtainable when the 

system operates under the best trust formation setting identified. We see that the deliv-

ery ratio remains high even as the % of malicious nodes increases to as high as 45%. 

This to some extent demonstrates the resiliency property of our trust-based routing pro-

tocol against malicious attacks. 

7.4.3 Best Application-Level Trust Optimization Design Settings to 

Maximize Application Performance 

 

Figure 7.3: Effect of Tf on Deliver Ratio. 

In this section, we apply the application-level trust optimization design in terms of 

the best message carrier trust threshold �� to maximize delivery ratio in response to 

changing hostility reflected by the % of malicious nodes. Figure 7.3 shows delivery ratio 

vs. �� with the percentage of malicious nodes varying in [0 - 45%]. We set the trust rec-

ommender threshold, ����, at 0.6 to isolate out its effect. We notice that there is an opti-

mal �� value under which delivery ratio is maximized. With the environment setting 

(30% selfish nodes and 0 to 45% malicious nodes), the optimal value �� value is around 

0.7. The reason is that using a higher value of �� helps generate a higher message deliv-

ery ratio by choosing only the most trustworthy nodes as message carriers, but it also 

introduces a higher message delay. Therefore, �� = 0.7 is the best setting to balance the 

tradeoff between message delivery ratio vs. message delay, except for the case when 

there are little malicious nodes for which �� = 0.5 is the best setting. 

7.4.4 Comparative Analysis 

Lastly we conduct a comparative analysis, contrasting our trust-based protocol operat-

ing under the best settings identified with Bayesian trust-based routing [68, 96] and 

non-trust based (PROPHET [119] and epidemic [179]) protocols. PROPHET [119] uses 

the history of encounters and transitivity to calculate the probability that a node can de-
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liver a message to a particular destination; it is considered as a benchmark “non-trust 

based” forwarding algorithm for DTNs in the literature. Bayesian trust-based routing 

on the other hand relies on the use of trust information maintained by a Bayesian based 

trust management system (such as a Beta reputation system [68, 96]) to make routing 

decisions. In a Bayesian trust management system, the trust value is assessed using the 

Bayes estimator, updated by both direct observations and indirect recommendations. 

The direct observations are directly used to update the number of positive and negative 

observations, whereas the recommendations are discounted by the confidence [68] or 

belief [96] of the trustor toward the recommender. Under Bayesian trust-based routing, 

a node is chosen as the message carrier only if its trust value is in the top Ω percentile 

and higher than the message carrier trust threshold ��. We choose Bayesian trust-based 

routing because of its dominance in trust/reputation systems. We again consider dou-

ble-copy forwarding (with L = 2) with nodes following the SWIM mobility model. For 

our trust-based secure routing protocol, we use the best settings for double-copy for-

warding as identified earlier. 

Figure 7.4 compares the message delivery ratio, delay, and overhead generated by 

our trust protocol against Bayesian trust-based, PROPHET, and epidemic routing pro-

tocols. The results demonstrate that our trust-based secure routing protocol designed to 

maximize delivery ratio can effectively trade off message overhead for a significant gain 

in delivery ratio. In particular, our trust-based routing protocol outperforms Bayesian 

trust-based routing and PROPHET in delivery ratio as it applies the best trust formation 

out of social and QoS trust properties. Furthermore, our trust-based routing protocol 

also outperforms Bayesian trust-based and PROPHET in message delay except when 

there is a very high % of malicious nodes (e.g., 40-45% of malicious nodes) in the sys-

tem. The reason is that when there is a high % of malicious nodes, our protocol tends to 

use a higher weight for healthiness and consequently a lower weight for connectivity, 

thus causing a higher message delay. Lastly, the message overhead of our trust-based 

routing protocol is significantly lower than epidemic routing. We conclude that our 

trust-based protocol approaches the ideal performance of epidemic routing in delivery 

ratio and message delay without incurring high message overhead. 
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 (a) Delivery Ratio. 

 
(b) Message Delay. 

 
(c) Message Overhead. 

Figure 7.4: Performance Comparison (Analytical Results based on SWIM Mobility).  
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mobility traces from [165], namely Intel, Cambridge, Infocom05 and Infocom06. Table 7.4 

summarizes the experimental settings under which these mobility traces are obtained. 

During the experiment, each internal device records the contact/encounter event with 

other devices (internal or external). Due to the fact that the contact events between exter-

nal devices are not recorded in the traces, we only consider internal devices in our 

simulation. We conduct sufficient simulation runs with disjoint random number 

streams and collect observations such that 5% accuracy and 95% confidence level re-

quirements are satisfied. We mark the standard deviation from the mean by error bars 

in the data figures presented in this section. 

Table 7.4: Experiment Setting for Mobility Traces. 

Trace Intel Cambridge Infocom05 Infocom06 

Participants Researches & 
interns Students & faculty conference attendees conference attendees 

Experiment Time 4 days 5 days 3 days 4 days 

Internal Devices 
9 with 

1 stationary 
12 41 

98 with 

20 stationary 

External Devices 119 211 233 4626 

 

7.5.1 Simulation Results based on SWIM Mobility 

Figure 7.5 shows the simulation results in message delivery ratio, message delay, and 

message overhead of DTN routing under the SWIM mobility model, corresponding to 

the analytical results in Figure 7.4 obtained earlier. We observe that the simulation re-

sults in Figure 7.5 are virtually identical to the analytical results shown in Figure 7.4, 

with the MSE between the simulation results vs. the analytical results bounded by 3%. 
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 (a) Delivery Ratio. 

 
(b) Message Delay. 

 
(c) Message Overhead. 

Figure 7.5: Simulation Results Corresponding to Analytical Results in Figure 4 based 

on SWIM Mobility.  
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7.5.2 Simulation Results based on Mobility Traces 

 

 
(a) Delivery Ratio. 

 
(b) Message Delay. 

 
(c) Message Overhead. 

Figure 7.6: Performance Comparison of Routing Protocols based on Mobility Traces.  

Figure 7.6 shows the simulation results of comparing our trust-based secure routing 

protocol against Bayesian trust-based routing, PROPHET, and epidemic routing proto-

cols, based on infocom06 mobility traces [165]. We choose infocom06 over others since it 

consists of more nodes and lasts longer. The results of the other three mobility traces 
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exhibit the same trend and thus are not shown here. Briefly, the infocom06 trace data 

contain encounter events collected by Bluetooth devices carried by conference at-

tendees. There were a total of 98 Bluetooth devices (20 stationary nodes) used to record 

the encounter events over a period of four days. We select 78 mobile nodes in our simu-

lation and use the encounter events in the traces as the time instances to perform trust 

updating and message forwarding (executed by each node). In each simulation run, we 

randomly pick a number of nodes as selfish nodes (30%) and malicious nodes (from 0% 

to 45%) and generate a social friendship matrix [114]. A malicious node performs at-

tacks to disrupt the trust of the DTN, including self-promoting, ballot stuffing and bad-

mouthing attacks. An altruistic node always forwards messages. A selfish node for-

wards a message only when it is a friend of the source, current carrier, or destination. 

We first observe that Figure 7.6 obtained based on mobility traces exhibit virtually 

the same trends as Figure 7.5 obtained based on the SWIM mobility model. This sup-

ports our claim that our trust-based secure routing protocol can significantly outper-

form Bayesian trust-based routing and PROPHET in message delivery ratio regardless 

of the node encountering pattern. We further observe that Figure 7.6 (displaying simu-

lation results based on traces) exhibits remarkably similar trends as Figure 7.4 (display-

ing analytical results based on SWIM movements) in terms of ranking routing protocols 

in delivery ratio, delay and overhead. As both simulation results based on traces (Figure 

7.6) and SWIM movements (Figure 7.5) correlate well with analytical results (Figure 

7.4), we conclude that the analytical results obtained, along with the conclusions drawn, 

are valid. 

7.5.3 Protocol Convergence, Accuracy and Resiliency 

In this section we present simulation results to demonstrate trust assessment accuracy, 

convergence and resiliency properties of our protocol and compare it against Bayesian 

trust management. We use the healthiness trust property as an example, because unlike 

all others it has an additional false negative probability parameter (���) due to the pos-

sibility of a compromised node performing random attacks with probability ����  to 

evade detection. Again we set ������	= 5% for direct detection error probability due to 

environment noises and ���=���������� + (1 − ������)(1 − ����). Also we set the % of 

malicious nodes to 30% so as to manifest the effect of random attacks. 

Figure 7.7 shows the healthiness trust of a randomly selected healthy node (node i) 

toward a randomly selected compromised node (node j) by executing our dynamic trust 

management protocol, i.e., ��,�������������	,	 as a function of time t with the random attack 

probability ����  of node j varying in [0, 1]. For the clarity of presentation, we do not 

show confidence intervals as error bars in the figure. Initially, the confidence interval at 

95% confidence level is close to 0.3 due to lack of observations. As time increases and 
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the number of observations increases, the confidence interval decreases to less than 0.02. 

This is also reflected by the trust fluctuation over time in Figure 7.7. We follow the 

strong attack model, that is, when a malicious node performs attacks, it will provide the 

highest trust value, i.e., 1, for other malicious nodes for good-mouthing attacks and the 

lowest trust value, i.e., 0, against good nodes for bad-mouthing attacks. We first observe 

that ��,�������������		eventually converges to a trust value. The warm-up time to build up 

trust depends on the mobility pattern and encounter frequency. Second, we observe 

that the trust value is close to ���	after convergence. Specifically,	��,�������������		is close 

to 0.95 for a malicious node exhibiting no evidence of attacks with ���� = 0;	 it is close 

to 0.05 for a malicious node performing reckless attacks with ���� = 1; and it is close to 

0.68 for a malicious node performing attacks with	���� = 0.3.	This demonstrates that 

both trust convergence and accuracy properties are preserved by our protocol with the 

converged trust value reflecting ground truth status. 

 

Figure 7.7: Healthiness Trust Evaluation Results of Dynamic Trust Management un-

der Random Attacks.  

Figure 7.8 shows the healthiness trust by executing Bayesian trust management, 

with the same trustor (node i) and trustee (node j) selected as in Figure 7.7. Similar to 

Figure 7.7, as time increases, the confidence interval at 95% confidence level decreases 

from about 0.3 to less than 0.03. In Bayesian trust management, a trustor node maintains 

two numbers, i.e., a positive count and a negative count, towards a trustee. The trust 

value is calculated as the positive count over the sum of positive and negative counts. 

Similarly, a recommendation in Bayesian trust also consists of a positive count and a 

negative count. A malicious node can provide a high positive count and a low negative 

count for a compromised node for good-mouthing attacks, and provide a low positive 

count and a high negative count against a good node for bad-mouthing attacks. For fair 

comparison, we consider two attack models: weak and strong. In the weak attack model, 

the positive count for a malicious node or the negative count against a good node is 

kept low, i.e., less than the number of direct observations made by the trustor node to-

ward the trustee node, so that the effect of good-mouthing/bad-mouthing attacks is not 
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significant. In the strong attack model (as used for our protocol in Figure 7.7), the posi-

tive count for a malicious node or the negative count against a good node is as high as 

possible, i.e., greater than the number of direct observations but smaller than the accu-

mulated observations (which is much higher than the number of direct observations) 

made by the trustor node toward the trustee node. 

 

(a) Weak Attack Model 

 

(b) Strong Attack Model 

Figure 7.8: Healthiness Trust Evaluation Results of Bayesian Trust Management un-

der Random Attacks.  

Figure 7.8(a) and Figure 7.8(b) show the results under the weak and strong attack 

models, respectively. We observe that under the weak attack model (Figure 7.8(a)), 

Bayesian trust can produce very desirable trust evaluation results, since the effect of 

false recommendations is limited compared with direct observations. Since the attack is 

weak, it does not damage the trust system. On the other hand, under the strong attack 

model (Figure 7.8(b)), Bayesian trust management produces inaccurate trust prediction. 

We see that the trust value towards a compromised node will converge to a value close 

to 1 regardless the random attack probability. The reason is that with Bayesian trust 

management, a malicious node can retain a non-zero trust value because of a non-zero 

0 10 20 30 40 50 60 70 80 90 100
0

0.2

0.4

0.6

0.8

1

Time (hours)

H
e
a
l
t
h
i
n
e
s
s
 
t
r
u
s
t

 

 

P
rand

=0.0 P
rand

=0.3 P
rand

=0.6 P
rand

=1.0

0 10 20 30 40 50 60 70 80 90 100
0

0.2

0.4

0.6

0.8

1

Time (hours)

H
e
a
l
t
h
i
n
e
s
s
 
t
r
u
s
t

 

 

P
rand

=0.0 P
rand

=0.3 P
rand

=0.6 P
rand

=1.0



89 

 

false negative probability and especially by means of random attacks and then provide 

a high positive count to a compromised trustee node for good-mouthing attacks to 

break down the trust system. In contrast, our dynamic trust management protocol can 

effectively exclude false recommendations from malicious nodes by setting a recom-

mender trust threshold. The results demonstrate that our dynamic trust protocol is 

more accurate and resilient than traditional Bayesian trust management in the presence 

of random attacks.  

 

Figure 7.9: Message Delivery Ratio under Random Attacks.  

Figure 7.9 shows the effect of random attacks to DTN routing performance. As ex-

pected, we see that the delivery ratio under random attacks (���� < 1) is higher than 

that under reckless attacks (���� = 1) since reckless attackers will always drop messag-

es. Nevertheless, we see that the delivery ratio remains manageable as ����  goes from 0 

to 1. This demonstrates the resiliency property of our rust based routing protocol 

against random attacks by malicious nodes. 

7.6 Dynamic Trust Management 

In this Section, we demonstrate the effectiveness of our dynamic trust management pro-

tocol in response to changing environment conditions. Without loss of generality, we 

consider hostility changes over time as modeled by the dashed line entities in the SPN 

model shown in Figure 7.1 with the transition rate of T_COMPRO being /� .	Under our 

dynamic trust management protocol, the best protocol settings in terms of (�, /�), wX, 

and �� identified in Section 7.4 are applied in response to dynamically changing net-

work conditions to minimize trust bias and to maximize DTN routing performance. 

Specifically, at runtime, each node senses hostility changes using its trust evaluation re-

sults (trust properties in healthiness) toward other nodes in the DTN, and then, based 

on the detected % of misbehaving nodes, performs a simple table lookup (e.g., into Ta-

ble 7.2 and Table 7.3) to determine and apply the best protocol settings in (�, /�), wX, 
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and ��	to minimize trust bias and to maximize DTN routing performance.  As demon-

strated in Figure 7.7, the healthiness trust ��,�������������	toward a compromised node 

will converge to ��� so a node can use the fraction of “active” malicious nodes detected 

(i.e., those for which ��,�������������	 falls below ������ +	0.5) to perform a table lookup. 

Also trust convergence takes time, so a node must apply optimal protocol settings pro-

actively. 

 

Table 7.5: Dynamic DTN Environment Setup. 

Mobility SWIM Infocom06 Trace 

Simulation Time 24 hours 100 hours 

Compromise Rate (λc) 0.03 / hour 0.0072 / hour 

# of Messages per Run 2000 2000 

Warm-up Time 4 hours 10 hours 

Maximum Delay 2 hours 5 hours 

Routing Protocol 
Dynamic trust-based routing, PROPHET, Bayes-

ian trust-based routing, Epidemic routing 

MAC & PHY IEEE 802.11a, Ad-Hoc 

Energy Model 3V, 17.4mA TX, 5.8mA RX, 0mA IDLE 

 

Below we perform a comparative analysis of our dynamic trust management proto-

col operating under best protocol settings dynamically for DTN routing against 

PROPHET, Bayesian trust-based routing, and epidemic routing. Similar to Section 7.5, 

we consider two mobility patterns: the SWIM mobility model and the infocom06 mobili-

ty trace. Table 7.5 describes the simulation setup for each mobility pattern. Initially, 

there is no malicious node in the network. As time progresses, nodes become malicious 

with rate λc. The data reported is based on the average of 2000 messages. The last mes-

sage is issued a few hours (the maximum delay) before the end of simulation to ensure 

sufficient time for message delivery. 
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(a) Number of Delivered Messages. 

 
 (b) Delivery Ratio. 

 
(c) Message Delay. 
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(d) Message Overhead. 

Figure 7.10: Performance Comparison of Routing Protocols based on SWIM Mobility 

in Dynamic DTN Environments.  

Figure 7.10 shows performance comparison results based on the SWIM mobility 

model. The error bars mark the confidence interval at 95% confidence level. We observe 

that our dynamic trust-based routing protocol performs comparably to epidemic rout-

ing protocol in delivery ratio, while the other two protocols (PROPHET and Bayesian 

trust-based routing) have a low delivery ratio. The reason is that our trust-based routing 

protocol operating under the best (�, /�) setting can accurately identify misbehaving 

nodes with minimum trust bias (through the healthiness and unselfishness trust proper-

ties), thus avoiding message forwarding to misbehaving nodes. Moreover, our dynamic 

trust-based routing protocol operating under the best wX, and �� settings uses the best 

trust formation and application-level optimization design settings to maximize the DTN 

application performance in delivery ratio. We also observe that because the best proto-

col settings applied are geared toward maximizing the delivery ratio with a delay 

threshold (set to 2 hours in the experiment), it may lead to a higher message delay com-

pared with other schemes, as only a smaller set of nodes would be selected as message 

carriers. However we see that when two copies (L=2) are allowed, our dynamic trust-

based routing protocol approaches the ideal performance of epidemic routing in deliv-

ery ratio and message delay (Figure 7.10(b)) without incurring high message overhead 

(Figure 7.10(c)). 

Figure 7.11 shows performance comparison results based on the infocom06 mobility 

trace. We first observe that there are three peak periods in message delivery. This is 

caused by the three daytime periods in which people are active and most of the mes-

sages are delivered. Only a small fraction of the messages are forwarded and delivered 

during night. The curves in Figure 7.11 have the same trend as those in Figure 7.10, thus 

demonstrating the effectiveness of our dynamic trust management protocol regardless 

of the mobility pattern. This further validates our dynamic trust management design 

and its application to DTN routing in real DTN environments. 
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 (a) Number of Delivered Messages. 

 
(b) Delivery Ratio. 

 
(c) Message Delay. 
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(d) Message Overhead. 

Figure 7.11: Performance Comparison of Routing Protocols based on Mobility Traces 

in Dynamic DTN Environments.  

7.7 Summary 

In this chapter, we designed and validated a trust management protocol for DTNs and 

applied it to secure routing to demonstrate its utility. Our trust management protocol 

combines QoS trust with social trust to obtain a composite trust metric. Our design al-

lows the best trust setting (�, /�) for trust aggregation to be identified so that subjective 

trust is closest to objective trust for each individual trust property for minimizing trust 

bias. Further, our design also allows the best trust formation wX and application-level 

trust setting �� to be identified to maximize application performance. We demonstrated 

how the results obtained at design time can facilitate dynamic trust management for 

DTN routing in response to dynamically changing conditions at runtime. We per-

formed a comparative analysis of trust-based secure routing running on top of our trust 

management protocol with Bayesian trust-based routing and non-trust-based routing 

protocols (PROPHET and epidemic) in DTNs. Our results backed by simulation valida-

tion demonstrate that our trust-based secure routing protocol outperforms Bayesian 

trust-based routing and PROPHET. Further, it approaches the ideal performance of ep-

idemic routing in delivery ratio and message delay without incurring high message or 

protocol maintenance overhead. 
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Chapter 8  

 

Dynamic Trust Management for Wireless Sensor 

Networks and Its Applications 

In this chapter, we apply design and validation principles of dynamic trust manage-

ment to wireless sensor networks (WSNs) and propose a highly scalable cluster-based 

hierarchical trust management protocol for WSNs leveraging clustering to cope with a 

large number of heterogeneous sensor nodes (SNs) for scalability and reconfigurability. 

A wireless sensor network (WSN) is usually composed of a large number of spatially 

distributed autonomous SNs to cooperatively monitor physical or environmental condi-

tions, such as temperature, sound, vibration, pressure, motion or pollutants. A SN de-

ployed in the WSN has the capability to read the sensed information and transmit or 

forward information to base stations or a sink node through multi-hop routing. While 

SNs have popularly used for various monitoring purposes such as wild animals, weath-

er, or environments for battlefield surveillance, they also have severely restricted re-

sources such as energy, memory, and computational power. Further, wireless environ-

ments give more design challenges due to inherently unreliable communications. A 

more serious issue is that nodes may be compromised and perform malicious attacks 

such as packet dropping or packet modifications to disrupt normal operations of a WSN 

wherein SNs usually perform unattended operations. A large number of SNs deployed 

in the WSN also require a scalable algorithm for highly reconfigurable communication 

operations.  

To demonstrate the utility of our hierarchical trust management protocol, we apply 

it to trust-based geographic routing and trust-based intrusion detection. For each appli-

cation, we identify the best trust composition and formation to be applied dynamically 

to maximize application performance. Our results indicate that trust-based geographic 

routing approaches the ideal performance level achievable by flooding-based routing in 

message delivery ratio and message delay without incurring substantial message over-

head. For trust-based intrusion detection, we discover that there exists an optimal ap-

plication-level trust threshold for minimizing false positives and false negatives. Fur-
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thermore, trust-based intrusion detection outperforms traditional anomaly-based intru-

sion detection approaches in both the detection probability and the false positive prob-

ability. 

8.1 System Model 

We consider a cluster-based WSN consisting of multiple clusters, each with a cluster 

head (CH) and a number of SNs in the corresponding geographical area. CH nodes 

have more power and resources than SN nodes. The CH in each cluster may be selected 

based on an election protocol such as HEED [191] at runtime to balance energy con-

sumption vs. CH functionality. A SN forwards its sensor reading to its CH through SNs 

in the same cluster and the CH then forwards the data to the base station or the destina-

tion node (or sink node) through other CHs. CHs are inherently static due to their in-

tended functionality. SNs may have limited mobility due to natural causes (e.g., wind). 

When a SN moves to a neighbor cluster, it registers with the new CH to begin its new 

duties.  We assume that a pairwise key is established between two nodes within a k-hop 

range at the system deployment time, so a SN moving to another cluster by natural 

causes can use its pairwise key to authenticate itself during the registration phase. 

Leveraging this two-level of hierarchy in the WSN, our trust management protocol 

is conducted using periodic peer-to-peer trust evaluation between two SNs and between 

two CHs. The trust update interval ∆�	is a system design parameter. At the SN level, 

each SN is responsible to report its peer-to-peer trust evaluation results towards other 

SNs in the same cluster to its CH which performs CH-to-SN trust evaluation towards all 

SNs in its cluster. Similarly a CH is responsible to report its peer-to-peer trust evalua-

tion results towards other CHs in the system to the base station which performs station-

to-CH trust evaluation towards all CHs in the system. In Section 8.2, we will describe 

the protocols for performing peer-to-peer, CH-to-SN and station-to-CH trust evalua-

tions. 

We compose our trust metric by considering both social trust and QoS trust to take 

into account the effect of both aspects of trust on trustworthiness. Social trust in the con-

text of wireless sensors may include intimacy, honesty, privacy, and centrality. QoS 

trust may include competence, cooperativeness, reliability, task completion capability, 

etc. We formulate our trust protocol such that it is generic and can take a combination of 

social trust and QoS trust metrics to form the overall trust metric. Without loss of gen-

erality, we consider intimacy (for measuring closeness based on interaction experiences) 

and honesty (for measuring regularity/anomaly) to measure social trust derived from 

social networks. We choose energy (for measuring competence) and cooperativeness (for 

measuring cooperativeness in protocol execution) to measure QoS trust derived from 

communication networks. The intimacy trust component reflects the relative degree of 
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interaction experiences between two nodes. It follows the maturity model proposed in 

[180] in that the more positive experiences SN A had with SN B, the more trust and con-

fidence SN A will have toward SN B. The honesty trust component strongly implies 

whether a node is malicious or not. The assumption is that a compromised node is ma-

licious in nature and thus dishonest. Energy is one most important metric in WSNs 

since SNs are extremely constrained in energy. We use energy as a QoS trust metric to 

measure if a SN is competent in performing its intended function. The cooperativeness 

trust component reflects if a SN can cooperatively execute the intended protocol. 

Our trust management protocol can apply to any WSN consisting of heterogeneous 

SNs with vastly different initial energy levels and different degrees of maliciousness or 

uncooperativeness behaviors. We apply the trust management protocol to a clustered 

WSN in which a SN may adjust its behavior dynamically according to its own opera-

tional state and environmental conditions. A SN is more likely to become uncooperative 

when it has low energy or it has many cooperative neighbor nodes around. Further, a 

SN is more likely to become compromised when it has more compromised neighbors 

around. A CH consumes more energy than SNs. After a SN or CH is compromised, it 

may consume even more energy to perform attacks. On the other hand, an uncoopera-

tive node consumes less energy than cooperative nodes as its uncooperative behavior is 

reflected by stopping sensing functions and arbitrarily dropping messages. 

A compromised SN can perform various attacks including forgery attacks, jamming 

attacks, Sybil attacks, deny of service attacks, black/sink hole attacks (absorbing and 

dropping packets), and slandering attacks. Depending on the system failure definition, 

some of these attacks if successfully performed are fatal. For example if a compromised 

node uses its shared secret key to perform a forgery attack and the tampered packet 

reaches the sink node, it can be considered as a system failure as the consequence of the 

sink node receiving false information may be catastrophic. Thus, the only defense of the 

system is to quickly detect and evict compromised nodes before a system failure occurs. 

In this chapter, we show that our hierarchical trust management protocol is resilient to 

black/sink hole attacks and slandering attacks including good-mouthing attacks (rec-

ommending a bad node as a good node), and bad-mouthing attacks (recommending a 

good node as a bad node) in trust-based routing applications (in Section 8.5). Also our 

trust management protocol can be effectively applied to implement trust-based intru-

sion detection (in Section 8.6) to deal with other types of attacks. 

8.2 Hierarchical Trust Management Protocol 

We first describe our hierarchical trust management addressing the problem of trust 

formation, trust aggregation and trust composition. Later we apply it to the clustered 

WSN described in the system model to demonstrate its effectiveness. 
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Our hierarchical trust management protocol maintains two levels of trust: SN-level 

trust and CH-level trust. Each SN evaluates other SNs in the same cluster while each CH 

evaluates other CHs and SNs in its cluster. The peer-to-peer trust evaluation is periodi-

cally updated based on either direct observations or indirect observations. When two 

nodes are neighbors within radio range, they evaluate each other based on direct obser-

vations via snooping or overhearing. Each SN sends its trust evaluation results toward 

other SNs in the same cluster to its CH. Each CH performs trust evaluation toward all 

SNs within its cluster. Similarly, each CH sends its trust evaluation results toward other 

CHs in the WSN to a “CH commander” which may reside on the base station if one is 

available, or on a CH elected if a base station is not available. The CH commander per-

forms trust evaluation toward all CHs in the system. A possible solution to the election 

protocol is HEED [191]. 

These two levels of peer-to-peer trust evaluation process consider four different 

trust components described earlier: intimacy, honesty, energy, and cooperativeness. The 

trust value that node i evaluates towards node j at time t, �����	, is represented as a real 

number in the range of [0, 1] where 1 indicates complete trust, 0.5 ignorance, and 0 dis-

trust. �����		is computed by: 

�����	 = �	������������	+��������������	+�������������	 +���������������������	 (8.1) 

where w1, w2, w3, and w4 are weights associated with these four trust components with 

w1+ w2+ w3+ w4= 1. Deciding the best values of w1, w2, w3 and w4 to maximize application 

performance is a trust formation issue which we aim to explore (Section 8.5 and Section 

8.6). Here we note that in the special case in which intimacy and honesty are equally 

important and energy and cooperativeness are also equally important, Equation (8.1) 

can be rewritten as �����	 = 0.5������	[������������	+ ������������	] + 0.5�0�,[�����������	 +�������������������	] with wsocial + wQoS = 1. 

8.2.1 Peer-to-Peer Trust Evaluation 

Here we describe how peer-to-peer trust evaluation is conducted, particularly between 

two peer SNs or two peer CHs. When a trustor (node i) evaluates a trustee (node j) at 

time t, it updates ����(�) where X indicates a trust component as follows: 
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������	 =
���
�� �1 − �	������ − ∆�	 + �����,��������	,											if	�	and	�	are	1 − hop	neighbors;
avg
*∈1!

;(1 − =)������ − ∆�	 + =�*��,�������	< ,
otherwise.

 (8.2) 

In Equation (8.2), if node i is a 1-hop neighbor of node j, node i will use its new trust 

based on direct observations (����,��������	) and its old trust based on past experiences 

(������ − ∆�		where ∆� is the trust update interval) toward node j to update ����(�). A pa-

rameter � (0 ≤ � ≤ 1) is used here to weigh these two trust values and to consider trust 

decay over time, i.e., the decay of the old trust value and the contribution of the new 

trust value. A larger � means that trust evaluation will rely more on direct observations. 

Here ����,��������	 indicates node i’s trust value toward node j based on direct observa-

tions accumulated over the time period 60, �7. Below we describe how each trust com-

ponent value ����,��������	 can be obtained based on direct observations for the case node 

i and node j are 1-hop neighbors: ����������,��������	: This measures the level of interaction experiences following the 

maturity model [180]. It is computed by the number of interactions between nodes i and 

j over the maximum number of interactions between node i and any neighbor node 

over the time period 60, �7. ����������,��������	: This refers to the belief of node i that node j is honest based on 

node i’s direct observations toward node j. Node i estimates ����������,��������		by keeping 

a count of suspicious dishonest experiences of node j which node i has observed during 

[0, �] using a set of anomaly detection rules such as a high discrepancy in sensor read-

ings or recommendations reported by node j compared to its peers has been experi-

enced, as well as interval, retransmission, repetition, and delay rules as in [88, 170]. If 

the count exceeds a system-defined threshold, node j is considered totally dishonest at 

time t, i.e., ����������,��������	=0. Otherwise, ����������,��������		is computed by 1 minus the 

ratio of the count to the threshold. An assumption is that a compromised node must be 

dishonest. ���������,��������	: This refers to the belief of node i that node j still has adequate ener-

gy (representing competence) to perform its intended function. It may be measured by 

the percentage of node j’s remaining energy. To calculate ���������,��������	, node i esti-

mates node j’s remaining energy by overhearing node j’s packet transmission activities 

over the time period [0, t], utilizing an energy consumption model as in [31, 131, 199]. 
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�����������������,��������	: This provides the degree of cooperativeness of node j as 

evaluated by node i based on direct observations over	60, �7. Node i can apply overhear-

ing and snooping techniques to detect uncooperativeness behaviors of node j such as 

not faithfully performing sensing and reporting functions, data forwarding functions 

[168], or the prescribed trust management protocol execution. Node i may give recent 

interaction experiences a higher priority over old experiences in estimating �����������������,��������	. An assumption is that a compromised node must be uncoopera-

tive. 

On the other hand, if node i is not a 1-hop neighbor of node j, node i will use its past 

experience ������ − ∆�	  and recommendations from its 1-hop neighbors (�*��,�������	 
where k is a recommender) to update ����(�) . Node i will only use its 1-hop 

bors	(2�)	as recommenders for energy conservation and scalability. If 	2�	is an empty 

set, then node i is an orphan in which case γ = 0 and node i will not be able to contribute 

to peer-to-peer trust management. The parameter γ is used here to weigh recommenda-

tions vs. past experiences and to consider trust decay over time as follows: 

= = ���*��	
1 + ���*��	 (8.3) 

Here we introduce another parameter � ≥ 0 to specify the impact of “indirect rec-

ommendations” on ������	 such that the weight assigned to indirect recommendations is 

normalized to ���*��	 relative to 1 assigned to past experiences. Essentially, the contri-

bution of recommended trust increases proportionally as either ��*��	 or �	increases. In-

stead of having a fixed weight ratio ��*��	 to 1 for the special case in which � = 1, we 

allow the weight ratio to be adjusted by adjusting the value of � and test its effect on 

protocol resiliency against slandering attacks such as good-mouthing and bad-

mouthing attacks. Here, ��*��		is node i’s trust toward node k as a recommender (for 

node i to judge if node k provides correct information). The recommendation �*��,�������		provided by node k to node i about node j depends on	if node k is a good 

node. If node k is a good node, �*��,�������	 is simply equal to �*�� ��	.  If node k is a bad 

node, it can provide �*��,�������		= 0 when node j is a good node by means of bad-

mouthing attacks, and can provide �*��,�������		= 1 when node j is a bad node by means 

of good-mouthing attacks. In our analysis we assume this worst-case attack behavior to 

test our protocol resiliency. The new trust value ������		obtained from Equation (8.2) 

would be the average of the combined trust values of past trust information and rec-

ommendations collected at time t. 

8.2.2 CH-to-SN Trust Evaluation 
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Each SN reports its trust evaluation toward other SNs in the same cluster to its CH. The 

CH then applies a generic statistical analysis method (such as Equation (8.4) below) to �����		values received to perform CH-to-SN trust evaluation towards node j. Further, 

the CH can also leverage �����		values received to detect if there is any outlier as an evi-

dence of good-mouthing or bad-mouthing attacks. Based on the resulting CH-to-SN 

trust evaluation result toward node j, the CH determines whether node j is untrustwor-

thy and needs to be excluded from sensor reading and routing duties. Specifically a CH, 

c, when evaluating a SN, j, will perform intrusion detection by comparing the system 

minimum trust threshold ���	with node j’s trust value, �����	, obtained by: 

�����	 = avg
�∈2"	∧	-"!3�45-

#$

;�����	< (8.4) 

where	&� is the set of SNs in the cluster. CH c will announce j as compromised if �����	 
is less than ���; otherwise, node j is not compromised. Note that we only take into ac-

count the trust values received from those SNs which are considered trustworthy by the 

CH. That is, CH c will take a trust recommendation from node i only if �����	 ≥ ���. 

Later in Section 8.6 we will illustrate a statistical analysis methodology to implement 

trust-based intrusion detection as an application to hierarchical trust evaluation. 

8.2.3 Station-to-CH Trust Evaluation 

Here we first note that the transmission power and capacity of CHs generally are higher 

than those of SNs. Thus, the one-hop radio range of CHs is higher than that of SNs. Al-

so a CH after gathering and possibly aggregating sensor readings will forward the in-

formation hop-by-hop to the base station through other CHs. Thus, there are a lot of in-

teraction experiences between two neighbor CHs in a WSN, just like two SNs in a clus-

ter. Consequently, CH-to-CH peer evaluation will be conducted in a similar way as SN-

to-SN peer evaluation, as discussed in Section 8.2.1. Each CH reports its trust evaluation 

toward other CHs in the WSN to the base station which is infallible with physical pro-

tection. The CH commander resided on the base station then applies the same statistical 

analysis method (as in Equation (8.4)) to �����		values received from all CHs in the sys-

tem to perform station-to-CH trust evaluation towards CH j. The base station deter-

mines whether CH j is considered untrustworthy and needs to be excluded from cluster 

head duties. 

8.3 Performance Model 

We develop a probability model based on stochastic Petri nets (SPN) [163] techniques to 

describe the behavior of each SN or CH in the WSN described in Section 8.1 given the 
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anticipated operational profile as input. It provides a basis for obtaining ground truth 

status of nodes in the system, thereby allowing us to derive objective trust against which 

subjective trust obtained as a result of executing our hierarchical trust management pro-

tocol can be checked and validated. We use SPN as our analytical tool due to its capabil-

ity to represent a large number of states for complex systems where an underlying 

model is a semi-Markov or Markov model. Further, we develop a novel iterative hierar-

chical modeling technique to avoid state explosion problems and to yield efficient solu-

tions. 

Figure 8.1 shows the SPN model that describes the behavior of a SN (or a CH). We 

consider a heterogeneous WSN consisting of NSN SNs uniformly distributed in an M×M 

square-shaped operational area. Each SN is attached to a CH based on its location and 

so the system will have NCH clusters each with a CH. CHs and SNs have radio range of 

R and r, respectively. The trust update interval is ∆�. 
 

Energy UNCOOP

CN DCN

T_ENERGY T_UNCOOP T_REDEMP

T_COMPRO T_IDS
 

Figure 8.1: SPN Model for a Sensor Node or a Cluster Head. 

Below we explain how we construct the SPN model for describing the behaviors of a 

single node and how we compose a performance model for the entire WSN using a 

number of such SPN models (one for each node in the system). 

Energy: Place Energy indicates the remaining energy level of the node. The initial 

number of tokens in place Energy is set to �����. A token will be released from place En-

ergy when transition T_ENERGY is triggered. The rate of transition T_ENERGY indi-

cates the energy consumption rate. A CH consumes more energy than a SN. The energy 

consumption rate is also affected by a node’s state. It is lower when a node becomes un-

cooperative. It is higher when a node is compromised because it takes energy to per-

form attacks. We denote ∆6�,1, ∆6�7 		and ∆6������������  as the energy consumption 

rates per ∆� time for a normal SN, a normal CH, and a compromised node, respectively, 

which can be obtained by analyzing historical data with 

∆6�,1< 	∆6�7 	< ∆6������������ . The energy consumption rates for an uncooperative 
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SN and an uncooperative CH are >∆6�,1  and >∆6�7  per ∆�  time unit, respectively, 

with 0 ≤ > ≤ 1 denoting the energy saving ratio of an uncooperative node compared 

with a normal node. 

Cooperativeness: As specified by the operational profile, a node may become unco-

operative in protocol execution to save energy. An uncooperative node may stop read-

ing data and drop packets it receives. A cooperative node may turn uncooperative in 

every trust evaluation interval ∆� according to its remaining energy and the number of 

cooperative neighbors around. An uncooperative node may redeem itself as coopera-

tive to achieve a service availability goal when it senses many uncooperative neighbor 

SNs around it to balance individual welfare vs. system welfare. We model these behav-

iors by putting a token into place UNCOOP when transition T_UNCOOP is triggered 

and removing the token from place UNCOOP when transition T_REDEMP is triggered. 

A token in place UNCOOP thus indicates that the node is uncooperative. A node’s un-

cooperative probability is modeled by: 

�$����� = ? �����$�������� + (1 − ?)2�����%������2�����%�� (8.5) 

where µ is a weight associated with the energy term and (1-µ) is the weight associated 

with the cooperative neighborhood term. �����$���  is energy consumed and �����  is the 

node’s initial energy level. Thus,	�����$���/�����  represents the percentage of energy 

consumed. 2�����%������ /2�����%��	 is the percentage of cooperative neighbors where 2�����%������  is the number of cooperative neighbors and 2�����%�� is the total number of 

neighbors. A node’s uncooperative probability tends to be lower when a node has more 

energy and higher when the node has more cooperative neighbors as there are suffi-

cient cooperative neighbors around to take care of sensor tasks. Thus, the rates of transi-

tions T_UNCOOP and T_REDEMP are given by �$�����/∆� and (1 − �$�����)/∆�, respec-

tively. All nodes are cooperative initially with no token in place UNCOOP. We set µ to 

0.5 to give equal weighting to energy and uncooperative neighborhood terms for the 

example WSN described in Section 8.1. 

Compromise: A node becomes compromised when transition T_COMPRO fires and 

a token is put in place CN. The rate to T_COMPRO is modeled by: 

/� = /������ 	 2�����%�������������

2
�����%��

$�������������
 (8.6) 
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where	/������ is the initial node compromise rate which can be obtained by first-order 

approximation based on historical data about the targeted network environment. 2�����%�������������and	2�����%��$������������ are the numbers of compromised and  uncompromised 

nodes in the neighborhood. 2�����%�������������/2�����%��$������������	 refers to the ratio of the num-

ber of compromised 1-hop neighbors to the number of not compromised 1-hop neigh-

bors. Equation (8.6) models that a node is more likely to be compromised when there 

are more 1-hop compromised nodes around it due to collusive attacks. The hierarchical-

ly structured WSN has a trust-based intrusion detection system (IDS) in place (see Sec-

tion 8.6). We model the IDS behavior through transition T_IDS. A compromised node 

can be caught by IDS with the rate (1 − ���)/�89, for transition T_IDS where ��� is the 

IDS false negative probability and �89, is the IDS detection interval. When a compro-

mised node is detected by the IDS, a token will move to place DCN. In addition, we 

model false positives generated by the IDS (i.e., diagnosing a good node as a bad node) 

by associating a rate of ���/�89, with transition T_IDS which is enabled only when the 

node is not compromised, that is, when there is no token in place CN. Note that all 

nodes are good, i.e., not compromised, initially. Note that trust-based intrusion detec-

tion (see Section 8.6) will be used for determining IDS ��� and ���. Also since a com-

promised node will exhibit uncooperativeness behaviors (not following the protocol). 

This is modeled by moving a token to place UNCOOP when a token is moved into CN. 

Different from an uncooperative node, however, a compromised node will not redeem 

itself to become cooperative again as it is malicious in nature. 

The overall performance model for describing the behaviors of a WSN consists of 

NSN SPN subnet models one for each SN, and NCH SPN subnet models one for each CH, 

with vastly different energy consumption, uncooperativeness/redemption and com-

promise rates. Below we describe how one could leverage SPN outputs to obtain subjec-

tive trust and objective trust values to validate our hierarchical trust management pro-

tocol. 

8.3.1 Subjective Trust Evaluation 

Recall that under our proposed trust management protocol, node i will subjectively as-

sess its trust toward node j, �����	, based on its direct observations and indirect recom-

mendations obtained toward node j according to Equation (8.1) and Equation (8.2). In 

particular, for the direct trust assessment part when node j is a 1-hop neighbor of node 

i, node i will apply intimacy, honesty, energy and cooperativeness detection mecha-

nisms in the protocol design described in Section 8.2 to assess	����,��������	 based on di-

rect observations over the time period 60, �7. Because the assessment is direct, assuming 

that the detection mechanisms are effective, ����,��������		computed by node i will be 
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close to actual status of node j at time t, which can be obtained from the SPN model 

output. 

Table 8.1: Status Value Assignments to Compute Tij
X,direct(t). 

Item Value Condition (of node j) 

���
�	
����,����


��� 

a/ c If mark(UNCOOP) = 1 AND mark(CN) = 0 

b/ c If mark(CN) = 1 

1 Otherwise 

���
��	��
�,����


��� 
1 If mark(DCN) = 0 

0 Otherwise 

���
�	����,����


��� mark(Energy)/Einit none 

���
������
���	���,����


��� 
1 If mark(UNCOOP) = 0 

0 Otherwise 

 

In Table 8.1, we show how to compute actual status of node j at time t and thus ����,��������		based on assigning status values to states in the underlying semi-Markov 

chain of the SPN model, with the state representation of node j being (Energy, CN, DCN, 

UNCOOP). Specifically,	����������,��������	 is approximated by assigning a status value of 

0 (representing complete dishonesty) to states in which node j is compromised detected 

(i.e., DCN is 1) and a status value of 1 (representing complete honesty) to all other 

states. The reason is that a compromised node must be dishonest. The dishonesty detec-

tion mechanisms employed by node i for direct assessment of node j’s dishonesty, how-

ever, are at most as good as those employed by the IDS which will announce node j as 

compromised when it identifies node j as compromised, i.e., when DCN is 1. ���������,��������		is computed by assigning a status value of Energy/Einit to all states. �����������������,��������		is computed by assigning a status value of 1 to states in which 

node j is cooperative (i.e., UNCOOP is 0) and a status value of 0 to states in which node j 

is uncooperative (i.e., UNCOOP is 1). 

To compute	����������,��������	,	we first note that status information in intimacy is not 

directly available from the state representation. Based on our peer-to-peer trust evalua-

tion protocol (Section 8.2.1), ����������,��������	 is computed by the number of interactions 

between nodes i and j over the maximum number of interactions between node i and 

any neighbor node over the time period 60, �7. If during the period there is no interac-

tion between nodes i and j, then ����������,��������	 = 0.  Here we predict what ����������,��������		would be when there is a normal level of interactions of data forward-
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ing activities, conditioning on the status of node j, i.e., compromised, uncooperative or 

normal. We consider four types of interactions during geographic forwarding, given 

that node i is the initiating node: (1) Requesting: node i broadcasts a packet delivery re-

quest to its 1-hop neighbors; (2) Reply: nodes that are closer to the destination node than 

node i will reply to node i; (3) Selection: node i selects up to L nodes with the highest 

trust values to forward the packet; (4) Overhearing: node i overhears if the packet has 

been forwarded. Node i then keeps track of its interaction experiences with node j to 

compute ����������,��������	. Let the average numbers of interactions of node i with an 

uncooperative node, a compromised node and a normal node be a, b and c, respectively. 

The values of a, b, c are computed dynamically. Below we predict their values from 

node i’s perspective for the case in which an uncooperative node drops 50% of packets 

and a compromised node drops 100% of packets. On the one hand, if node i requests a 

neighbor to forward a packet then (1) the expected number of interactions between 

node i and an uncooperative node j is 25%×50%×3 because there will be three interac-

tions (reply, selection, and overhearing) only if the uncooperative node is in the quad-

rant closest to the destination node (with 25% probability) and does not drop the packet 

(with 50% probability); (2) the expected number of interactions between node i and a 

compromised node j is 0 because a compromised node discards all requests from node i; 

and (3) the expected number of interactions between node i and a normal node j is 

25%×3 because there will be three interactions only if that node is in the quadrant clos-

est to the destination node (with 25% probability). On the other hand, if node i receives 

a request from node j to forward a packet, the expected number of interactions will be 

25%×2 because from node i’s perspective there will be two interactions (reply and selec-

tion) only if node i is in the quadrant closest to the target node. Summarizing above, we 

have: 

� = 25% × 50% × 3 + 	25% × 2; @ = 0 + 25% × 2; A = 25% × 3 + 	25% × 2. (8.7) 

Consequently, we compute 	����������,��������	 by assigning a status value of a/c to 

states in which node j is uncooperative (i.e., UNCOOP is 1), b/c to states in which node j 

is compromised (i.e., CN is 1), and c/c = 1 to states in which node j is a normal node 

(UNCOOP=0 and CN=0). 

Here we should emphasize that in practice node i would just follow the protocol ex-

ecution to assess ����,��������	 using detection mechanisms designed to assess trust prop-

erty X based on local information. The computational procedure described above is to 

predict ����,��������		that would have been obtained by node i based on the argument that 

a node’s direct observation trust assessment would be close to ground truth. Once node 
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i obtains	����,��������			for X = intimacy, honesty, energy, and cooperativeness, it will 

compute	������			based on Equation (8.2) and subsequently �����	 based on Equation (8.1) 

for subjective trust evaluation. 

8.3.2 Objective Trust Evaluation 

To validate subjective trust evaluation, we compute objective trust based on actual status 

as provided by the SPN model output using exactly the same status value assignment 

as shown in Table 8.1 to yield ground truth status of node j at time t. The objective trust 

value of node j, ��,�%���	, is also a weighted linear combination of four trust component 

values: 

��,�%���	 = �	��,�%����������	 +����,�%����������	 +����,�%���������	 +����,�%�����������������	 (8.8) 

Note that here 	��,�%����������	,��,�%����������	,��,�%���������		and ��,�%���������������(�)  are objec-

tive trust component values, reflecting node j’s ground truth status at time t. 

8.4 Trust Evaluation Results 

Table 8.2: Default Parameter Values Used. 

Param Value Param Value Param Value 

M 900m R 150m r 50m 

NSN 900 NCH 81 Δt 80hrs 

α [0,1] β [0,100] 1/λc-init [80,360]day

s 
ΔE-SN 80hrs ΔE-CH 160hrs ΔE-compromised 240hrs 

ρ 1/3 TIDS 80hrs  Pfp,Pfn [1-5]%   

Einit [360,480] days for SNs, [720,960] days for CHs. 

 

In this section, we show numerical results obtained through model-based evaluation 

as described in Section 8.1. The basis is the example WSN described in Section 8.1 char-

acterized by a set of parameter values listed in Table 8.2. We consider a WSN with 900 

SNs (and 81 CHs) evenly spread out in a 900m×900m operational area based on uniform 

distribution. The initial energy lifetime of a SN varies from 360 days to 480 days while 

the CHs have much higher initial energy lifetime ranging from 720 days to 960 days. 

The radio ranges of a SN and a CH are r=50m and R=150m, respectively. The WSN is 
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assumed to be deployed in a hostile environment with the node’s average compromis-

ing interval in the range of 80 days to 360 days. We consider the worst case of good-

mouthing attacks (providing the highest trust value of 1 for a malicious node) and bad-

mouthing attacks (providing the lowest trust value of 0 against a good node). The node 

is a good node at time t=0 and then becomes a bad node based on its compromise rate. 

The false positive and negative probabilities (Pfp and Pfn) are in the range of 1% to 5% as 

a result of trust-based intrusion detection (see Section 8.6). Because of the anticipated 

long system lifetime, to save energy the trust update interval ∆� is set at 80 hours. Thus, 

the amount of energy consumed per  ∆� time for a normal SN is also set to 80 hours. The 

amount of energy consumed per  ∆� time for a normal CH and a compromised node are 

∆6�7 		= 160 hours and ∆6������������ = 240 hours, respectively. The energy saving ratio 

of an uncooperative node relative to a normal node, >, is 1/3 denoting that an uncooper-

ative node will only consume energy at 1/3 of the speed of its cooperative counterpart. 

Our trust evaluation consists of two parts. The first part is about trust composition 

and trust aggregation. The second part is about trust formation. Our assertion is that, 

because different trust properties have their own intrinsic trust nature and react differ-

ently to trust decay over time, each trust property X has its own best α and β values un-

der which subjective assessment of ������		from Equation (8.2) would be the most accu-

rate against actual status of node j in trust property X.  Once we are assured of the accu-

racy of each trust property X, we can then address the trust formation issue for each 

application in hand, i.e., identifying the best way to form trust out of individual QoS 

and social trust properties such that the application performance is maximized. We will 

evaluate trust formation in Section 8.5 and Section 8.6 when we apply hierarchical trust 

management to trust-based geographic routing and trust-based intrusion detection. 

Recall that a higher α value indicates that subjective trust evaluation relies more on 

direct observations compared with past experiences while a higher β value indicates 

that subjective trust evaluation relies more on indirect recommendations provided by 

the recommenders compared with past experiences. Below we present CH-to-SN trust 

evaluation results based on peer-to-peer trust evaluation results reported by SNs in the 

same cluster, and compare them against objective trust evaluated based on the SN’s ac-

tual status. We omit reporting station-to-CH evaluation results here as the same trends 

have been observed. 

Figure 8.2 shows the effect of α and β on the mean square error between subjective 

trust obtained from Equation (8.2) and objective trust obtained from actual status for 

X=intimacy. The diagrams for other trust properties exhibit a similar trend. We vary α 

from 0 to 1 and β from 0 to 100 to cover all possible values. We see that as α increases 

(using a larger α indicates that subjective trust evaluation relies more on direct observa-

tions compared with past experiences), the mean square error first decreases and then 
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increases. Subjective trust initially approaches objective trust as more recent direct ob-

servations are used. However, there is a crossover point (e.g., α ≥ 0.8 when β = 10) after 

which subjective trust deviates more from objective trust because of underestimation. 

On the other hand, as β increases (using a larger β indicates that subjective trust evalua-

tion relies more on indirect recommendations provided by recommenders compared 

with past experiences), subjective trust initially approaches objective trust, but deviates 

more from objective trust after a crossover point (e.g., β ≥ 2 when α=0.6) is reached. This 

reason is that using too much indirect recommendations in subjective trust evaluation 

gives malicious nodes a higher change to successfully launch good-mouthing and bad-

mouthing attacks. Figure 8.2 shows that using α=0.8 and β=2 yields subjective trust val-

ues very close to objective trust values in X=intimacy with the mean square error less 

than 0.3%. 

 

Figure 8.2: Effect of α and β on Accuracy of Trust Evaluation for X=Intimacy. 

The best α and β values intrinsically depend on the nature of each trust property as 

well as a given set of parameter values as those listed in Table 8.2 characterizing the en-

vironmental and operational conditions. We summarize the best α and β values for each 

trust property in Table 8.3. The last column “MSE” shows the mean square error be-

tween subjective trust and objective trust in trust property X. Since the trust score in in-

dividual trust property X reflects the actual trust value in property X, the combined 

trust score given by Equation (8.1) will also reflect the actual trust value given by Equa-
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tion (8.8) (i.e., with MSE ≤ 0.9% for any combination). Overall, we observe a close corre-

lation between subjective trust evaluation and objective trust evaluation, thus support-

ing our claim that subjective trust obtained as a result of executing our proposed hierar-

chical trust management protocol approaches true objective trust. 

Table 8.3: Best α and β Values for Trust Property X. 

Trust Property α β MSE  

Intimacy 0.8 2 0.3% 

Honesty 0.7 1 0.9% 

Energy 0.6 1 0.1% 

Cooperativeness 0.9 5 0.1% 

8.5 Trust-Based Geographic Routing 

In this section, we apply the proposed hierarchical trust management protocol to trust-

based geographic routing as an application. In geographic routing, a node disseminates a 

message to a maximum of L neighbors closest to the destination node (or the sink node). 

In trust-based geographic routing, node i forwards a message to a maximum of L neigh-

bors not only closest to the destination node but also with the highest trust values �����	. 
We conduct a performance analysis to compare our trust-based geographic routing pro-

tocol with baseline routing protocols, namely, flooding-based [171] and traditional geo-

graphic routing. In flooding-based routing, a node floods a message to all its neighbors 

until a copy of the packet reaches the destination node. It yields the highest message de-

livery ratio and the lowest message delay at the expense of the highest message over-

head. 

Recall that for all routing protocols, the source SN first forwards a message to its CH 

(through multiple hops if necessary). Then, the CH forwards the message to the sink 

node through other CHs. Without loss of generality, we normalize the average delay for 

forwarding a message between two neighbor SNs to τ. The average delay between two 

neighbor CHs is normalized to 2τ. We collect data for delivering 1000 messages, each 

with a source sensor and a sink node randomly selected. We consider two cases: L=1 

and L=2 for both trust-based geographic routing and geographic routing. In the comparative 

analysis, we vary the degree of uncooperative or compromised nodes from 0% to 90%. 

Note that 30% of compromised or uncooperative nodes means that 30% of nodes are 

compromised or uncooperative in the system without a fixed ratio being used for these 

two types of nodes. We use parameter values as listed in Table 8.2 for characterizing 

environmental and operational conditions. We also use the optimal set of (α, β) for each 
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individual trust property as identified in Section 8.4 (see  Table 8.3) to ensure subjective 

trust is close to objective trust. 

8.5.1 Best Trust Formation to Maximize Application Performance 

We first identify the best way to form trust out of social and QoS trust properties (i.e., 

identifying weights to assign to individual trust properties) so that the performance of 

trust-based geographical routing is maximized. Without loss of generality and for ease 

of disposition, we assume that the weights assigned to social trust properties, i.e., inti-

macy and honesty, are the same each of 0.5×wsocial, and the weights assigned to QoS trust 

properties, i.e., energy and cooperativeness, are the same each of 0.5×wQoS with  wsocial + 

wQoS = 1. Figure 8.3 shows the effect of wsocial on the message delivery ratio of trust-based 

geographic routing with varying population percentage of compromised or uncoopera-

tive nodes. We observe that using solely either social trust (wsocial =1) or QoS trust (wsocial 

=0) yields a lower message delivery ratio, while considering both social and QoS trust 

properties helps generate a higher message delivery ratio. Figure 8.3 identifies that for 

the example WSN described in Section 8.1 characterized by a set of parameter values 

listed in Table 8.2, the maximum message delivery ratio performance is obtained when 

wsoical=0.4 and wQoS=0.6. Hence, this weight setting represents the best trust formation in 

the trust-based geographical routing application. 

 

Figure 8.3: Effect of wsocial on Message Delivery Ratio. 
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8.5.2 Dynamic Trust Management 

Figure 8.3 illustrates the utility of dynamic trust management and application-level 

trust optimization for trust-based geographic routing applications, i.e., when the system 

senses that the hostility expressed in terms of the percentage of compromised or unco-

operative nodes (the Y coordinate of Figure 8.3) is increasing, it can dynamically adjust 

wsoical (the X coordinate) to optimize application performance in message delivery ratio 

(the Z coordinate of Figure 8.3). 

8.5.3 Performance Comparison 

Figure 8.4 shows the message delivery ratio under various routing protocols. Our trust-

based geographic routing protocol (L=1 or L=2) outperforms traditional geographic 

routing (L=1 or L=2) and approaches flooding-based routing, especially as the percent-

age of compromised or uncooperative nodes increases. The delivery ratio for all three 

routing protocols drops below 0.1 when the percentage of compromised or uncoopera-

tive nodes is higher than 80%. We observe that even the message delivery ratio of our 

trust-based geographic routing without redundancy (L=1) is higher than that of the ge-

ographic routing with redundancy (L=2) when the percentage of compromised or unco-

operative nodes is higher than 40%. We attribute this to the ability of trust-based geo-

graphic routing being able to successfully avoid forwarding messages to untrustworthy 

nodes based on �����		values obtained from our hierarchical trust management protocol. 

 

 

Figure 8.4: Message Delivery Ratio. 
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Figure 8.5: Message Delay with Source and Sink Node at a Distance Away. 

Figure 8.5 shows the average delay for those messages that are successfully deliv-

ered under various routing protocols for a special case in which the source SN and the 

sink node are at least a distance (700m) away. We create this case to ensure there are 

sufficient intermediate nodes on any path to reach the sink node. We first observe that 

the message delivery delay increases as the percentage of compromised or uncoopera-

tive nodes increases due to more messages being dropped by uncooperative or mali-

cious nodes resided on shorter routes. Flooding-based routing has the best performance 

since it can always find the shortest path to reach the destination sink node through 

flooding. Geographic routing (L=1 or L=2) has almost the same performance with flood-

ing-based routing due to its greedy nature for selecting nodes closest to the destination 

sink node for message forwarding. However, geographic routing with L=1 fails to de-

liver any message when the percentage of compromised or uncooperative nodes is 

higher than 50% because there is no short route to reach the destination node over a 

long distance. Trust-based geographic routing with L=1 has the highest delay but with 

L=2 approaches the performance of flooding-based routing and geographic routing. In 

general traditional geographic routing performs better than trust-based geographic 

routing in message delay. This is expected because unlike traditional geographic rout-

ing, trust-based geographic routing tends to find forwarding nodes that are trustworthy 

but possibly not residing on the most direct path to the sink node. Consequently it in-

curs a higher delay compared with traditional geographic routing. However, we note 

that once we allow more message copies (e.g., L=2) to be disseminated by a node to its 

neighbors, trust-based geographic routing just like traditional geographic routing 

quickly approaches the ideal performance bound in message delay, especially as the 

percentage of compromised or uncooperative nodes increases. 
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Figure 8.6: Message Overhead. 

Figure 8.6 compares message overhead in terms of the number of message copies 

propagated before the destination sink node receives one copy. Both geographic routing 

and trust-based geographic routing perform significantly better than flooding-based 

routing. Trust-based geographic routing incurs more message overhead than traditional 

geographic routing because the path selected by trust-based geographic routing is often 

the most trustworthy path, not necessarily the shortest path. Nevertheless, we observe 

that the overhead increase of trust-based geographic routing over traditional geograph-

ic routing is small compared with that of flooding-based routing over traditional geo-

graphic routing. The system thus can effectively trade off message overhead for mes-

sage delivery ratio and message delay. Finally, we observe that the number of message 

copies propagated for all three routing protocols is close to 3 when the percentage of 

compromised or uncooperative nodes is higher than 80%. The reason is that the mes-

sage can be successfully delivered only when the source node and the sink node are 

close to each other. Otherwise, there is a high probability that compromised and unco-

operative nodes reside on a long route will drop the message copies received. 

Overall Figure 8.4 to Figure 8.6 demonstrate that our trust-based geographic routing 

protocol with L=2 can significantly improve the delivery ratio and message delay (close 

to those of flooding-based routing) in the presence of compromised or uncooperative 

nodes, without sacrificing too much message overhead. Here we note that the system 

can effectively trade off message overhead (energy consumption) for high delivery ratio 

and low message delay by adjusting the level of redundancy (L). As L increases the per-

formance of our trust-based geographic routing protocol in delivery ratio and message 

delay will approach that of flooding-based routing. 
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8.6 Trust-Based Intrusion Detection 

In this section we apply hierarchical trust management to trust-based intrusion detec-

tion as another application. We first describe the algorithm that can be used by a high-

level node such as a CH (or a base station) to perform trust-based intrusion detection of 

the SNs (or CHs respectively) under its control. Then we develop a statistical method to 

assess trust-based IDS false positive and false negative probabilities. 

Without loss of generality, in this section we illustrate how a CH performs trust-

based intrusion detection on SNs in its cluster. A similar treatment applies to a base sta-

tion performing trust-based intrusion detection on CHs in a WSN. 

8.6.1 Algorithm for Trust-Based Intrusion Detection 

Our trust-based IDS algorithm is based on selecting a system minimum trust threshold 

below which a node is considered compromised and needs to be excluded from sensor 

reading and routing duties. The underlying principle is that a compromised node will 

exhibit several social and QoS trust behaviors, i.e., low intimacy and low honesty (for so-

cial trust) as well as low energy and low cooperativeness (for QoS trust), thus exposing it-

self as a compromised node under hierarchical trust evaluation. 

A CH performs CH-to-SN trust evaluation toward node j after receiving �����	 val-

ues from all SNs in the cluster. More specifically a CH, c, when evaluating a SN, j, will 

compute node j’s trust value, �����	, by Equation (8.4). CH c will announce j as com-

promised if �����	 is less than ���; otherwise, node j is not compromised. 

8.6.2 Statistical Analysis 

Consider that the trust value toward node j is a random variable following normal dis-

tribution commonly used for statistical analyses with mean value ?���	. Also consider 

that there are n sample values of  �����	 submitted by n SNs considered trustworthy by 

the CH. With these n sample values, '���		is related to the sample mean, sample stand-

ard deviation and true mean following t-distribution with n - 1 degree of freedom as 

follows: 

'�(�) = �:;��	BBBBBBB− ?���	-���	/√�  (8.9) 

where	�:;��	,BBBBBBBB -���	, and ?���		are the sample mean, sample standard deviation, and true 

mean of node j’s trust value at time t, respectively. Thus, the probability that node j is 

diagnosed as a compromised node at time t is: 
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Θ���	 = Pr#?���	 < ���$ = PrD'���	 > �:;��	BBBBBBB− ���-���	/√� E (8.10) 

 The false positive of the IDS can be obtained by calculating Θ���	 under the condi-

tion that node j is not compromised. Similarly, the false negative probability can be ob-

tained by calculating 1 − Θ���	 under the condition that node j is compromised. 

������	 = PrD'���	 > �:;1��	BBBBBBBB− ���-�1��	/√� E (8.11) 

������	 = PrD'���	 ≤ �:;7��	BBBBBBB − ���-�7��	/√� E (8.12) 

Equation (8.11) and Equation (8.12) above give the false positive probability, ������	, 
and false negative probability, ������	, of our proposed trust-based intrusion detection 

algorithm at time t, respectively. �:;1��	BBBBBBBB	and -�1��	 are the mean value and standard de-

viation of node j’s trust values reported by other nodes in the same cluster, under the 

condition that node j is not compromised. �:;7��	BBBBBBB	and -�7��	 are the mean value and 

standard deviation, under the condition that node j is compromised. ���1��		and	���7��	 
can be easily obtained by applying the Bayes’ theorem to the calculation of  �����	. ������		and 	������	  vary over time. The average false positive and false negative 

probabilities, denoted by ���� and ����can be obtained by weighting on the probability 

of node j being compromised at time t, i.e., 

���� = ∑ F������	 �1 − ��7��	�G,<
�=/∑ �1 − ��7��	�,<

�=/

 (8.13) 

���� = ∑ �������	��7��	�,<
�=/∑ ��7��	,<

�=/

 (8.14) 

where	��7��	 is the probability that node j is compromised at time t which can be ob-

tained from the SPN model output, and SL is the anticipated WNS lifetime period over 

which the weighted calculation is performed. 
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8.6.3 Best Trust Formation to Maximize Application Performance 

Here we identify the best way to form trust out of social and QoS trust properties (i.e., 

identifying weights to assign to individual trust properties) and to assign the minimum 

trust threshold, Tth, so that the performance of trust-based intrusion detection is maxim-

ized, i.e., both false positives and false negatives are minimized. We again consider the 

example WSN described in Section 8.1 characterized by a set of parameter values listed 

in Table 8.2 with its lifetime SL=150 days. 

 

Figure 8.7: Effect of Tth and wsocial on max(Pfp, Pfn). 

Figure 8.7 shows max(Pfp, Pfn) vs. Tth and wsocial in this system as a result of executing 

our trust-based intrusion detection algorithm, where Pfp and Pfn are the time-averaged 

false positive and false negative probabilities as calculated from Equation (8.13) and 

Equation (8.14), respectively, over all nodes in the system. We observe that as the mini-

mum trust threshold Tth increases, the false negative probability Pfn decreases while the 

false positive probability Pfp increases. More importantly, there exists an optimal trust 

threshold Tth,opt at which both false negative and false positive probabilities are mini-

mized. As trust formation affects how trust is formed from social and QoS trust compo-

nents, we also observe that Tth,opt  is sensitive to wsocial. Figure 8.7 identifies that for the ex-

ample WSN when Tth,opt = 0.6 and wsocial = 0.6, both false positive and false negative prob-

abilities are minimized to fall below 5%. 
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8.6.4 Dynamic Trust Management 

 

Figure 8.8: Optimal Trust Threshold vs. System Lifetime. 

Figure 8.7 is for the case in which the expected system lifetime SL is 150 days of op-

erations. Figure 8.8 shows the optimal trust threshold Tth,opt as SL varies. Here, the value 

of wsocial is fixed to 0.6 to isolate its effect. For a WSN with a prolonged operation, SL rep-

resents a time point characterized by a distinct hostility level such as the percentage of 

compromised and uncooperative nodes. We observe that as SL increases, the value of 

Tth,opt at which the false alarm probability is minimized decreases. The reason is that a 

node’s trust value decreases over time due to energy depletion even if the node is not 

compromised. The system sensing hostility change at runtime can apply the best wsocial 

and Tth,opt setting identified from static analysis to optimize application performance in 

false alarm probability. 

8.6.5 Performance Comparison 

We perform a comparative performance analysis of our trust-based intrusion detection 

algorithm with two anomaly detection schemes, namely, weighted summation [85] and 

data clustering [122]. We use the ROC (Receiver Operating Characteristic) curve [122] as 

the performance metric since both false negative probability (Pfn) and false positive 

probability (Pfp) are critical measures and ROC objectively reflects the sensitivity of de-

tection probability (i.e., 1 - Pfn) as the false positive probability varies. 

The first baseline anomaly detection scheme is weighted summation-based IDS [85]. 
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put out of all SNs. We use the trust recommendation value from each SN toward a par-

ticular SN, say, SNi, as the SN’s output. The average trust recommendation value is ob-

tained by a summation of the trust recommendation values weighted by the respective 

weights from all SNs except SNi. If the trust recommendation value from a SN deviates 

too much from the average value, the weight value associated with that SN decreases 

by θ (weight penalty); otherwise the weight value remains the same. The weight value 

is updated dynamically until it falls below a weight threshold (wt), in which case the 

corresponding SN is reported as malicious. The weight penalty (θ) and weight thresh-

old (wt) largely determine the false positive probability. We vary θ and wt over the 

range of [0, 1] to obtain the detection probability as the false positive probability varies. 

The second baseline anomaly detection scheme is fixed width data clustering-based 

IDS [122]. In this approach, the maximum radius of a cluster (cw) is defined and a data 

point is put into a cluster if the distance between the centroid of the cluster and this data 

point is smaller than cw; otherwise this data point makes a new cluster. Data points that 

exhibit dissimilarity with others will tend to cluster into a small cluster or standalone by 

themselves. These lone data points are reported as malicious. To apply fixed width data 

clustering-based IDS, we use trust values of SNs as collected by a CH as data points for 

clustering. As the maximum radius of a cluster cw affects the false positive and negative 

probabilities, we vary cw over the range of [0, 0.2] to collect the performance results. 

In our trust-based intrusion detection algorithm, the false positive and negative 

probabilities essentially depend on the minimum trust threshold (Tth) and the weight of 

social trust (wsocial). We vary these two parameters over the range of [0, 1] to collect the 

performance results. 

 

Figure 8.9: ROC Curves for IDS Performance Comparison. 

In Figure 8.9 we compare the ROC curves of our trust-based IDS algorithm against 

those by weighted summation-based IDS and fixed width data cluster-based IDS for 
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SL=240 days. The results presented are the best results of all three IDS schemes by fine-

tuning the design parameters as described above under the same network environment 

characterized by Table 8.2. 

We observe from Figure 8.9 that as a design tradeoff, as the false positive probability 

increases, the detection probability increases for all IDS schemes. We observe that our 

trust-based IDS algorithm outperforms both weighted summation-based IDS and fixed 

width data clustering-based IDS, especially when the false positive probability is lim-

ited to 5% which is considered desirable in intrusion detection. The strength of our 

trust-based IDS algorithm is especially pronounced when the false positive probability 

approaches zero. This is very desirable since our trust-based IDS algorithm can still 

maintain a high detection probability (> 90%) when the false positive probability is close 

to zero at which the detection probability of anomaly detection-based IDS schemes 

drops sharply. 

8.7 Summary 

In this chapter, we proposed a hierarchical dynamic trust management protocol for 

cluster-based wireless sensor networks, considering two aspects of trustworthiness, 

namely, social trust and QoS trust. We developed a probability model utilizing stochas-

tic Petri nets techniques to analyze the protocol performance, and validated subjective 

trust against objective trust obtained based on ground truth node status. We demon-

strated the feasibility of dynamic hierarchical trust management and application-level 

trust optimization design concepts with trust-based geographic routing and trust-based 

IDS applications, by identifying the best way to form trust as well as use trust out of in-

dividual social and QoS trust properties at runtime to optimize application perfor-

mance. The results indicated that our trust-based geographic routing protocol performs 

close to the ideal performance of flooding-based routing in delivery ratio and message 

delay without sacrificing much in message overhead compared with traditional geo-

graphic routing protocols which does not use trust. Our trust-based IDS algorithm out-

performs traditional anomaly-based IDS techniques in the detection probability while 

maintaining sufficiently low false positives. 
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Chapter 9  

 

Dynamic Trust Management for Internet of Things 

and Its Applications 

In this chapter, we apply design and validation principles of dynamic trust manage-

ment to Internet of Things (IoT) systems and propose a dynamic and scalable trust 

management protocol of social IoT systems to meet the scalability, compatibility, ex-

tendibility, dynamic adaptability, and resiliency requirements. An IoT system connects 

a large amount of tags, sensors, and mobile devices to facilitate information sharing, en-

abling a variety of attractive applications. Recognizing that entities in an IoT system are 

connected through social networks of entity owners, we consider a community of inter-

est (CoI) based social IoT where nodes form into communities of interest. We formally 

prove the convergence, accuracy, and resiliency properties of our dynamic trust man-

agement protocol against trust attacks (see Appendix A). Moreover, we reveal the de-

sign tradeoff between trust convergence vs. trust fluctuation. With our dynamic trust 

management protocol, a social IoT application can adaptively choose the best trust pa-

rameter settings in response to changing IoT social conditions such that not only trust 

assessment is accurate but also the application performance is maximized. Further, giv-

en inter-CoI vs. intra-CoI social connections among entity owners as input, we identify 

best trust protocol settings for achieving convergence, accuracy, dynamic adaptability 

and resiliency properties in the presence of dynamically changing conditions and mali-

cious nodes performing trust-related attacks. For scalability, we consider a design by 

which a node only keeps trust information of a subset of nodes meeting its interest and 

performs minimum computation to update trust (see Section 10.2). 

We validate our design by extensive simulation considering both limited and ideal 

(unlimited) storage space. The results demonstrate that our trust management protocol 

using limited storage space achieves a similar performance level compared with the one 

under ideal storage space, and a newly join node can quickly build up trust towards 

other nodes with desirable accuracy and convergence behavior. The utility of dynamic 
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trust management is demonstrated by a trust-based service composition application in 

social IoT environments. 

9.1 System Model 

 

Figure 9.1: Social Relationships in a Social IoT System. 

Figure 9.1 illustrates the system model for a social IoT system with socially interact-

ing entities. We consider a social IoT environment with no centralized trusted authority. 

Each node is a device carried by a user. A node is able to autonomously and inde-

pendently interact with other nodes, performing computation and storing information 

as necessary. Every device (node) has an owner and an owner could have many devic-

es. Each owner has a list of friends, representing its social relationships. Since the own-

ership is a one-to-multiple relationship, when we say that two nodes (devices) are 

friends, we mean that their owners are friends. A device is carried or operated by its 

owner in certain communities of interest or working environments. Nodes belonging to 

a similar set of communities likely have similar interests or similar capabilities. 

Two nodes belonging to the same CoI have specific social interests and strong social 

ties, which could be manifested by more frequent interactions. In addition, node from 

different communities may have different or controversial views of trust [127] towards 

the same trustee due to their different social interests. The multiple views of trust lead 

to different trust assessments even though the same behavior of the trustee is observed. 

This is the case especially in social IoT environments. We assume that nodes in the same 

CoI can achieve an agreement on trust since they share the same interests. The goal of 

our trust management is to make sure each node’s trust evaluation converges to its 
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community agreement (henceforward called CoI ground truth). Note that although we 

assume the existence of the communities, a node may or may not be aware which CoI it 

belongs to. We consider a large IoT system in which each node has limited storage 

space and cannot accommodate the full set of trust values towards all other nodes. Each 

node can voluntarily join or leave the system. 

We differentiate uncooperative nodes from malicious nodes. An uncooperative node 

acts for its own interest. So it may stop providing service to a service requester if it does 

not have a strong social tie (e.g., friendship) with the service requester. A malicious 

node aims to break the basic functionality of the IoT. In addition, when two nodes (de-

vices) interact with each other, a malicious node can perform the following trust-related 

attacks to the other node: 

• Self-promoting attacks: it can promote its importance (by providing good recom-

mendations for itself) so as to be selected as the service provider, but then stop 

providing service or provide malfunction service. 

• Bad-mouthing attacks: it can ruin the reputation of a well-behaved node by provid-

ing bad recommendations against the good node so as to decrease the chance of 

this good node being selected as a service provider. 

• Good-mouthing attacks: it can boost the reputation of another bad node by provid-

ing good recommendations for it so as to increase the chance of this bad node be-

ing selected as a service provider. 

A node’s trust value is assessed based on direct observations and indirect infor-

mation like recommendations. The trust of one node toward another node is updated 

upon encounter and interaction events. Each node will execute the trust protocol inde-

pendently and will perform its direct trust assessment toward an encountered node 

based on specific detection mechanisms designed for assessing a trust property. Later 

we will discuss specific detection mechanisms employed for adaptive trust manage-

ment. 

9.2 Dynamic and Scalable Trust Management 

The components of adaptive trust management for a social IoT system are shown in 

Figure 9.2. Our protocol addresses all aspects of trust management: the trust composition 

component addresses the issue of how to select multiple trust properties in IoT accord-

ing to application requirements. The trust propagation and aggregation component ad-

dresses the issue of how to disseminate and combine trust information such that the 

trust assessment converges and is accurate. The trust formation addresses the issue of 

how to form the overall trust out of individual trust properties and how to make use of 

trust in order to maximize application performance. Essentially adaptive trust man-
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agement is achieved by (1) selecting the best trust aggregation parameter setting to 

maximize trust evaluation accuracy and (2) selecting the best trust formation parameter 

setting to maximize application performance, in response to an evolving IoT environ-

ment. 

 

Figure 9.2: Adaptive Trust Management for a Social IoT System. 

Adaptive trust management for social IoT must be distributed as a social IoT system 

frequently consists of free-will entities without a centralized mediator. Each node main-

tains its own trust assessment towards other nodes. For scalability, a node keeps its 

trust evaluation towards a limited set of nodes which it is most interested in. The scala-

ble storage management is given in Section 10.2, since the design is generically applica-

ble to dynamic trust management in other network environments. Adaptive trust man-

agement is encounter-based as well as activity-based, meaning that the trust value is 

updated dynamically upon an encounter event or an interaction activity. Two nodes en-

countering each other or involved in a direct interaction activity can directly observe 

each other and update their trust assessment. They also exchange their trust evaluation 

results toward other nodes as recommendations. 

9.2.1 Trust Composition 

While there is a wealth of social trust metrics available [21, 62] we choose honesty, coop-

erativeness, and community-interest as most striking social trust metrics for characterizing 

IoT systems, as illustrated in Figure 9.2 (2nd level): 

• The honesty trust property represents whether or not a node is honest. In IoT, a 

node can be compromised, and then dishonest when providing services or trust 

recommendations. We select honesty as a trust property because a compromised 

node can disrupt trust management and service continuity of an IoT application. 
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• The cooperativeness trust property represents whether or not the trustee node is 

socially cooperative [114] with the trustor node. A node may follow the protocol 

execution only when interacting with its friends or nodes with strong social ties 

(with more common friends), but become uncooperative when interacting with 

other nodes.  In an IoT application, a node can evaluate the cooperativeness 

property of other nodes based on social ties and select socially cooperative nodes 

in order to achieve high application performance. 

• The community-interest trust represents whether or not the trustor and trustee 

nodes are in the same social communities/groups (e.g. co-location or co-work re-

lationship [12]) or have similar capabilities (e.g., parental object relationship [12]). 

Two nodes with a degree of high community-interest trust have more chances 

and experiences in interacting with each other, and thus can result in better ap-

plication performance. 

Below we discuss how a node evaluates other nodes in honesty, cooperativeness, and 

community-interest trust properties by combining first-hand direct observations and se-

cond-hand recommendations. 

9.2.2 Trust Propagation and Aggregation 

Adaptive trust management is a continuing process which iteratively aggregates past 

information and new information. The new information includes both direct observa-

tions (first-hand information) and indirect recommendations (second-hand infor-

mation). The trust assessment of node i towards node j at time t is denoted by ������	 
where X = honesty, cooperativeness, or community-interest. The trust value ������	 is a real 

number in the range of [0, 1] where 1 indicates complete trust, 0.5 ignorance, and 0 dis-

trust. For mobile IoT environments, node i and node j interact or encounter each other 

when they are within wireless radio range of each other. When node i encounters or di-

rectly interacts with another node k at time t, node i will update its trust assessment ������	 as follows: 

������	 = (�1 − �	������ − ∆�	 + �H�����	 �)	� == 

(1 − =)������ − ∆�	 + = *�� ��	 �)	�	! = 
  (9.1) 

Here, ∆� is the elapsed time since the last trust update. If node k is node j itself, node 

i will use its new trust assessment toward node j based on direct observation (H�����	) 
and its old trust toward node j based on past experiences to update ����(�). A parameter � (0 ≤ � ≤ 1) is used here to weigh these two trust values and to consider trust decay 

over time, i.e., the decay of the old trust value and the contribution of the new trust val-
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ue. A larger � means that trust evaluation will rely more on direct observations. On the 

other hand, when node k is not node j, node k will serve as a recommender to provide a 

trust recommendation about node j,  *�� ��	, to node i. Another parameter = (0 ≤ = ≤ 1) 
is used here to weigh the recommendation trust  *�� ��	 with respect to the old trust in-

formation which decays over time. 

)(tT
X

ji

Xγ−1
Xγ

 

Figure 9.3: Trust Propagation and Aggregation. 

Figure 9.3 illustrates the trust propagation and aggregation protocol.  A key concept 

of our adaptive trust management protocol is that instead of having fixed weight ratios 

α and γ, we allow the weight ratios to be adjusted dynamically in response to changing 

network conditions to improve trust assessment accuracy and thus provide resiliency 

against slandering attacks such as good-mouthing and bad-mouthing attacks. Below we 

discuss in more detail how direct observation trust H�����		and indirect recommendation  *�� ��		are obtained. 

(1) Direct Observation Trust H�����	 
As shown in Figure 9.3(a), when node i has direct observations on node j, it will up-

date the trust toward node j by using past information and new direct observations. For 

each trust property X = honesty, cooperativeness, or community-interest, the direct observa-

tion can be obtained as follows. 

Honesty - H�����������	: This trust property refers to the belief of node i that node j is 

honest based on node i’s direct observations toward node j. Node i estimates H�����������		by keeping a count of suspicious dishonest experiences of node j which node 

i has observed during [0, �] using a set of anomaly detection rules such as a high dis-

crepancy in recommendation has been experienced, as well as interval, retransmission, 

repetition, and delay rules as in [88, 170]. If the count exceeds a system-defined thresh-

old, node j is considered totally dishonest at time t, i.e., H�����������	 = 0. Otherwise, H�����������		is computed by 1 minus the ratio of the count to the threshold. Our hypothe-

sis is that a compromised node must be dishonest. We consider non-zero false positive 
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probability (���) and false negative probability (���) for such direct detection mecha-

nism. 

Cooperativeness - H������������������	: This trust property provides the degree of co-

operativeness of node j as evaluated by node i based on direct observations over	60, �7. 
We use the social friendship [114] among device owners to characterize the coopera-

tiveness. Our hypothesis is that friends are likely to be cooperative toward each other. 

The cooperativeness trust of node i towards node j is computed as the ratio of the num-

ber of common friends over the total number of nodes i’s and j’s friends, i.e., 
|�������(�)∩�������(�)|

|�������(�)∪�������(�)|
, where )0����9(�) denotes the set of node i’s friends. A node is in-

cluded in its own friend list (i.e., � ∈ )0����9(�)) to deal with the case where two nodes 

are the only friends to each other. When node i and node j encounter and directly inter-

act with each other, they can exchange their friend lists. Node i can validate a friend in 

node j’s list if it is their common friend. Therefore, the direct observation of coopera-

tiveness will be close to actual status. 

Community-Interest - H������$���������������	: This trust property provides the de-

gree of the common interest or similar capability of node j as evaluated by node i based 

on direct observations over	60, �7. The community-interest trust of node i towards node j 

is computed as the ratio of the number of common community/group interests over the 

total number of nodes i’s and j’s community/group interests, i.e., 
|����$����(�)∩����$����(�)|

|����$����(�)∪����$����(�)|
, where A��8���I(�) denotes the set of node i’s communi-

ties/groups. When node i and node j encounter and directly interact with each other, 

they can exchange their service and device profiles. Node i can validate whether node j 

and itself are in a particular community/group. Therefore, the direct observation of 

community-interest will be close to actual status. 

(2) Indirect Recommendation  *�� ��	 
In Equation (9.1), if node k is not node j, then node i will not have direct observation 

on node j and will use its past experience ������ − ∆�	 and a recommendation from node 

k (second-hand information  *�� ��	 where k is the recommender) to update ����(�) (Figure 

9.3(b)). The parameter γ is used here to weigh recommendations vs. past experiences 

and to consider trust decay over time as follows: 

= = �H�*� ��	
1 + �H�*� ��	 (9.2) 

Here we introduce another parameter � ≥ 0 to specify the impact of “indirect rec-

ommendation” on ������	  such that the weight assigned to indirect recommendation 
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 *�� ��	, is normalized to ���*���	 relative to 1 assigned to past experiences. Essentially, 

the contribution of recommended trust, i.e.,  *�� ��	, increases proportionally as either H�*� ��	 or �	increases. Here, H�*� ��		is node i’s trust in component X toward node k as a 

recommender (for node i to judge if node k provides correct information). The recom-

mendation  *�� ��		provided by node k to node i about node j depends on the status of a 

node. If node k is a good node, node k (being a good node) will faithfully use its trust 

evaluation towards node j in component X as the recommendation, i.e.,  *�� ��	 is simply 

equal to H*�� ��	. If node k is a bad node, node k (being a bad node) will perform bad-

mouthing attacks by recommending  *�� ��		= 0 if node j is a good node, and will per-

form good-mouthing attacks by recommending  *�� ��		= 1 if node j is a bad node. Here 

we note that the protocol described by Equation (9.1) eliminates self-promoting attacks 

as a trustor node (node i) does not allow a trustee node (node k) to promote itself. 

The underlying idea of our trust protocol is Bayesian reputation system [76] where 

each node calculates the trust using Bayesian estimation over historical observations. 

Our protocol takes an iterative approach to aggregate new direct observations with past 

information considering trust decay and to aggregate new recommendations with past 

information considering trust discounting. When two nodes have interaction and obtain 

the direct interaction experience, they can update the trust towards each other with 

minimum computation (a single iteration). In Appendix A, we analyze the convergence, 

accuracy, and resiliency properties of our proposed trust propagation and aggregation 

protocols. 

9.2.3 Trust Formation 

Trust formation depends on the trust requirement of the IoT application running on top 

of the trust management protocol. The goal of our adaptive trust management design in 

trust formation is to dynamically discover the best way to form trust out of identified 

trust components to maximize the application performance, in response to dynamically 

changing conditions. We discuss and illustrate adaptive trust formation design with a 

trust-based service composition application in Section 9.5. 

9.2.4 Adaptive Control 

We investigate a method based on adaptive filter theory [84] to adjust trust parameters 

dynamically in order to minimize trust bias. Here, we demonstrate how to dynamically 

calculate the best trust parameters � and � in Equations (9.1) and (9.2). 

A successful trust management protocol should provide high trust toward nodes 

who have more positive direct feedbacks and, conversely, low trust toward those with 

more negative direct feedbacks. Specifically, the current trust evaluation (i.e., ���(�,�) 
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as a function of � and �) should be close to the future direct feedbacks (i.e., H:;(Δ�)BBBBBBBBBB, the 

average trust of new feedbacks within a time window Δ�). Note that for notational con-

venience, we omit the superscript for trust property X and time variable t in ���(�,�) 
and H:;(Δ�)BBBBBBBBBB. Therefore, we consider the selection of � and � as an optimization problem 

as follows:  

Minimum
(�,�)

&-� =�#���(�,�) − H:;(Δ�)BBBBBBBBBB$�
�

s. t.		0 ≤ � ≤ 1, � ≥ 0  (9.3) 

The optimization problem is to minimize the mean square error (MSE) of trust eval-

uations against actual feedbacks towards all target nodes. After node i obtains new di-

rect feedbacks, it can compute the average feedback value H:;(Δ�)BBBBBBBBBB and can search for op-

timal � and � values which minimize MSE in Equation (9.3). The analytical solution can 

be derived if the optimization problem of Equation (9.3) is linear. Otherwise, we can use 

nonlinear numerical optimization methods such as downhill simplex [143], and nonlin-

ear conjugate gradient [83] to find optimal � and � values. We will discuss the practical-

ity issue of this method in Section 10.1. 

9.3 Sensitivity Analysis on Trust Evaluation  

In this section, we perform sensitivity analysis of trust parameters and network envi-

ronment on trust evaluation through simulation. The simulation results are obtained 

from executing our adaptive trust management protocol by IoT devices in a social IoT 

system. 

Table 9.1: Parameter Values for Sensitivity Analysis. 

Parameter Meanings Value 

NT Number of devices 50 

NM Number of service providers 5 

NG Number of user communities 10 

NH Number of owners 20 

λ Percentage of malicious nodes [0, 90%] 

Pfp Detection false positive probability 5%   

Pfn Detection false negative probability 5%   

α Weight on direct observation vs. past experiences in direct trust [0, 1] 

β Weight on recommendations vs. past experiences in indirect trust [0, 1] 

TS Simulation period 100 hours 
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Table 9.1 lists the parameters used and their values. We consider a social IoT envi-

ronment with NT = 50 heterogeneous smart objects/devices. These devices are randomly 

distributed to NH = 20 owners. The social cooperativeness relationship among the devic-

es is characterized by the friendship relationship (matrix) [114] among device owners. 

That is, if the owners of devices i and j are friends, then there is a 1 in the ij position. 

Devices are used by their owners in one or more social communities or groups. A de-

vice can belong to up to NG = 10 communities or groups. We consider a random way-

point mobility model where nodes move randomly and encounter or directly interact 

with each other when they are within the radio range. The average encountering fre-

quency is about 0.25 per pair per hour. The total simulation time TS is 100 hours. We 

consider a hostile environment where the percentage of dishonest nodes / ∈ 60%, 90%7 
is randomly selected out of all devices. A normal or good node follows the execution of 

the adaptive trust management protocol, while a dishonest node acts maliciously by 

providing false trust recommendations (good-mouthing and bad-mouthing attacks) to 

disrupt trust management. The initial trust value of all devices is set to ignorance with a 

trust level of 0.5. 

9.3.1 Effect of α on Trust Evaluation 

We first investigate the effect of design parameter � on trust evaluation. Recall that α is 

the weight associated with direct trust with respect to past experience in Equation (9.1). 

We vary the value of � by selecting different values (0.1, 0.3, and 0.9) and fix the value 

of � to 0 to isolate its effect. Here we only give the results for the honesty trust property 

evaluation. The other two trust properties follow the same trend. 

    

(a) Static Environment                                                                 (b) Dynamic Environment 

Figure 9.4: Effect of α on Honesty Trust Evaluation. 

Figure 9.4(a) shows the effect of � on honesty trust evaluation in static environments 

where the ground truth status does not change as time � increases. The ground truth 

status is constant 1, which means that the target node is honest. Initially, the trust value is 

set to ignorance (0.5) due to lack of knowledge. At the early stage of trust evaluation, this may 

result in trust overshoot towards bad nodes and trust undershoots towards good nodes. Dash 

lines show the empirical confidence intervals with 90% confidence. We can see that the 
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trust evaluation approaches ground truth as time increases (Lemma 1). Further, we ob-

serve that as the value of � increases the trust value converges to ground truth faster 

(Lemma 2), but the trust fluctuation also becomes higher (Lemma 3). The reason is that 

new direct observation can better reflect actual node status than past trust information. 

So using more new direct observation (higher α) in trust evaluation can help trust con-

verge to the actual node status quickly. However, the trust value may fluctuate more 

since each direct observation may deviate from the actual node status due to false posi-

tives and false negatives. 

To demonstrate the performance of our adaptive trust management protocol, we 

consider a dynamic environment in which a node initially is a good node, and then is 

compromised. Figure 9.4(b) shows the results of trust evaluation for honesty in this set-

ting. When a good node is compromised, there may be a temporary overshoot of trust 

estimates since the trust management system requires time to adaptive to dynamic en-

vironmental changes. We can see that after a status change, the trust evaluation con-

verges towards the new ground truth status. In addition, as the value of � increases, the 

trust evaluation converges to the new ground truth status faster, albeit with a higher 

fluctuation. The results correlate well Lemmas 1-3 in Appendix A. 

9.3.2 Effect of β on Trust Evaluation 

Next, we investigate the effect of design parameter � on trust evaluation. Recall that β is 

related to γ by Equation (9.2), both representing the weight associated with indirect rec-

ommendation with respect to past experience in Equation (9.1). We fix the value of � to 

0.5 to isolate its effect and vary the value of � by selecting different values (0, 0.1, and 1). 

    

(a) Static Environment                                                                 (b) Dynamic Environment 

Figure 9.5: Effect of β on Honesty Trust Evaluation. 

Figure 9.5(a) shows the effect of � on honesty trust evaluation in static environments. 

Again, we can see that our trust evaluation approaches ground truth status as time in-

creases (Lemma 1). We also observe that as � increases, the trust evaluation converges 

to the ground truth faster (Lemma 2), but the trust fluctuation becomes higher (Lemma 

3). The reason is that using more recommendations (higher �) helps trust convergence 
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through effective trust propagation. However, one can see that the effect of � is insignif-

icant compared to the effect of � as long as � > 0. The reason is that very often in a so-

cial IoT environment with a large number of nodes, the chance of the trustor encounter-

ing a recommender is higher than the chance of the trustor directly interacting with a 

trustee. As long as � > 0, adaptive trust management is able to effectively aggregate 

trust using recommendations from a large number of recommenders, thus making the 

effect of further increasing the value of � insignificant. 

Figure 9.5(b) shows the effect of � on honesty trust evaluation in dynamic environ-

ments. Again, we see that after the ground truth status changes, our trust protocol 

quickly converges towards the new ground truth status. Initially using recommenda-

tions (� > 0) in trust evaluation helps trust convergence. However, using recommenda-

tions does not contribute much to the trust convergence speed if the ground trust status 

changes dynamically. The reason behind this is that an honest recommender will ad-

versely provide obsolete and inaccurate trust recommendation, if it has not interacted 

with the trustee since the trustee’s status changes. As the trustor will not exclude these 

inaccurate recommendations from good recommenders, it hinders trust convergence. 

9.3.3 Adaptive Trust Management in Response to Dynamically Changing 

Hostility Conditions 

    

(a)                                                                                                    (b) 

    

(c)                                                                                                    (d) 

Figure 9.6: Effect of Hostility on Trust Evaluation. 

From Figure 9.4 and Figure 9.5, one can see that the trust evaluation quickly con-

verges and it is remarkably close to the ground truth status demonstrating its adaptabil-

ity toward trust attacks. We further validate resiliency of our adaptive trust manage-
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ment protocol toward trust attacks in IoT environments with a varying degree of hostil-

ity. We consider five different hostile environments with the percentage of malicious 

nodes / being 10%, 30%, 50%, 70%, and 90%. The malicious nodes are randomly select-

ed and perform good-mouthing and bad-mouthing attacks. 

Figure 9.6 shows trust evaluation results for dishonesty (ground truth trust = 0), 

honesty (ground truth trust = 1), cooperativeness, and community-interest, respectively, 

in the 5 hostile environments. One can see that the trust evaluation quickly converges 

and it is remarkably close to the ground truth status when / ≤ 50% (under which the 

MAE is less than 10%), demonstrating high resiliency to trust attacks. As / increases, the 

MAE of trust evaluation increases because of more false recommendations from mali-

cious nodes. When / = 70% and / = 90%, the MAE reaches 12% and 40%, respectively, 

as predicted by Lemma 4 in Appendix A. In Figure 9.6(c) and Figure 9.6(d), we observe 

that trust evaluation sometime overshoots, but undershoots in other cases. The reason is 

that we set initial trust value to 0.5 (ignorance) due to lack of knowledge. Further, as trust 

convergence, environment noises could lead to a temporary overshoot or undershoot of trust es-

timates. 

Here we note that given knowledge of environment hostility (expressed in terms of 

the percentage of malicious nodes) possibly with help from an intrusion detection sub-

system, our adaptive trust management protocol can react to changing hostility by dy-

namically choosing the best ��,�	 values to tradeoff the trust convergence rate and trust 

fluctuation rate to obtain an acceptable MAE between the trust value obtained vs. 

ground truth. 

9.4 Scalability Analysis on Trust Evaluation 

Table 9.2: Parameter Values for Scalability Analysis. 

Param Value Param Value Param Value 

NT 400 NC 20 T 200hrs 

N 40 α [0, 1] λp ~6 /pair /day 

Ω 50% β [0, 1] λc ~1 /pair /day 

M 20 σc 0.05 σd [0, 0.4] 

In this section, we perform scalability analysis of our trust management protocol in a 

large scale IoT environment. Table 9.2 lists the default parameter values. We consider 

an IoT environment with NT = 400 heterogeneous smart objects/devices. These devices 

are randomly distributed to NC = 20 communities of interest. Given that trust is subjec-

tive (although it is controversial [127]) and nodes belonging to the same CoI have the 
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same community interests, the CoI ground truth trust status toward a trustee node is 

the same for two trustors in the same CoI, but may be different for two trustors in dif-

ferent communities. We use a standard deviation parameter σc (set to 0.05 in simulation) 

to reflect the difference. When two nodes interact with each other, their direct trust as-

sessment based on direct observation may deviate from the CoI ground truth trust sta-

tus, and the deviation is higher for more untrustworthy nodes. We use a standard devi-

ation parameter σd (set in the range of [0, 0.4]) to model the difference. We randomly se-

lect PM = 20% out of all devices as dishonest malicious nodes. A normal or good node 

follows the execution of our trust management protocol, while a dishonest node acts 

maliciously by providing false trust recommendations (Ballot stuffing, bad-mouthing, 

and self-promoting attacks) to disrupt trust management. The initial trust value of all 

devices is set to ignorance (0.5). We assume the encounter or interaction pattern follows 

the power-law distribution (with or without exponential cutoff) which is supported by 

the analysis of many real traces [103, 147, 190]. For two nodes in the same CoI, we con-

sider that the inter-contact time follows a bounded power law distribution ([10mins, 

2days]) with the slope equal to 1.4, resulting in the average interaction frequency about 

6 times per day. For two nodes from two different communities, we consider that the 

inter-contact time follows a bounded power law distribution ([30mins, 7days]) with the 

slope equal to 1.2, resulting in the average interaction frequency about 1 per day. The 

settings here are close to those obtained from the real traces [103, 147, 190]. 

9.4.1 Inter-CoI vs. Intra-CoI Trust Evaluation 

    

(a) Inter-CoI Trust Evaluation                                                        (b) Intra-CoI Trust Evaluation 

Figure 9.7: Effect of α on Inter-CoI and Intra-CoI Trust Evaluation. 

Figure 9.7 shows the effect of trust parameter α on trust evaluation results for a trus-

tor node and a trustee node randomly picked. We vary the value of α by choosing three 

values 0.1, 0.3, and 0.9, and fix the value of β to 0 to isolate its effect. The horizontal 

straight line on each figure indicates the actual trust value derived from CoI ground 

truth. The dash lines show the confidence interval at 95% confidence level. We observe 

that when the value of α increases the trust convergence time becomes shorter, but the 

trust evolution fluctuates more. The reason is that using more direct observations (a 
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higher α value) helps trust quickly converging to its CoI ground truth. However, each 

individual direct observation deviates from CoI ground truth status, which results in 

higher fluctuation. We also observe that the intra-CoI trust evaluation converges faster 

than the inter-CoI trust evaluation. This is expected because intra-CoI nodes interact 

more frequently and have more chances to directly observe each other. 

    

(a) Inter-CoI Trust Evaluation                                                        (b) Intra-CoI Trust Evaluation 

Figure 9.8: Effect of β on Inter-CoI and Intra-CoI Trust Evaluation. 

Similarly, Figure 9.8 shows the effect of trust parameter β on trust evaluation results 

for a trustor node and a trustee node randomly picked. We vary the value of β by choos-

ing three values 0, 0.01, and 1.0, and fix the value of α to 0.5 to isolate its effect. Again, 

we observe that intra-CoI trust converges faster than inter-CoI trust. In both cases, when 

using a higher β value, the convergence time becomes shorter, but trust fluctuation be-

comes higher because of the deviation of direct observation and false recommendations 

from attackers. Nevertheless, the mean absolute error (MAE) is less than 5% in the pres-

ence of 20% malicious nodes in the IoT system, demonstrating the resiliency of our pro-

tocol to survive from trust related attacks. Another important observation is that when 

using trust recommendations (β > 0), the MAE of inter-CoI trust is higher than the MAE 

of intra-CoI trust. The reason behind this is that trust is subjective and nodes from dif-

ferent communities of interest have different biased views toward CoI ground truth 

trust. Thus, using recommendations in trust evaluation may introduce bias if the rec-

ommender node is from a different CoI. However, the effect of trust bias can be reduced 

and even eliminated if the trustor and trustee are from the same CoI and interact fre-

quently. 

9.4.2 Trust Evaluation of Newly Join Nodes 

Next, we consider a dynamic environment where a new node joins the IoT system. Cer-

tainly, if we do not consider any recommendations in trust evaluation, the trust evalua-

tion of this newly join node towards others will behave the same as shown in Figure 9.7. 

Thus, if suffices to show the effect of β on the trust of the newly join node towards oth-

ers in Figure 9.9. We can see that this newly join node very quickly builds up its trust 

towards both intra-CoI nodes and inter-CoI nodes in the IoT system. The reason is that 
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the IoT system has already reached convergence, and this newly join node can make use 

of such information through recommendations. 

    

(a) Inter-CoI Trust Evaluation                                                        (b) Intra-CoI Trust Evaluation 

Figure 9.9: Effect of β on Trust of a Newly Join Node. 

9.5 Trust-Based Service Composition 

Finally, to demonstrate the effectiveness of adaptive trust management for IoT applica-

tions, we consider a trust-based service composition application in social IoT environ-

ments. The parameter settings are the same as in Table 9.1. In this application scenario, 

a node requests services (or information) from NM service providers. The objective is to 

select the most trustworthy service providers such that the utility score representing the 

goodness of the service composition is maximized. Trust formation using the three trust 

components is application-specific. 

We consider the trust formation design that if a selected service provider is mali-

cious, the returning utility score is zero; otherwise, the returning utility score equals to 

the smaller one of the cooperativeness trust value and community-interest trust value the 

node has towards the service provider. In trust-based service composition, a node esti-

mates the possible returning utility of each service provider based on its own 

knowledge and selects NM service providers with the highest combined returning utili-

ty. The “actual” returning utility score is then computed based on actual status of the 

service providers selected. We compare the performance of trust-based service compo-

sition with two baseline approaches, ideal service composition which returns the maxi-

mum achievable utility score by selecting NM service providers with the highest utility 

scores, and random service composition in which a node randomly selects NM service pro-

viders without regard to trust. 

Figure 9.10 compares trust-based service composition against two baseline service 

comparison methods in terms of the utility score. We consider two versions of trust-

based service composition by selecting two different sets of design parameters: ��, �	 = (0.5, 0.2) and ��,�	 = (0.5, 0).  
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(a) � = 10%                                                        (b) � = 50% 

Figure 9.10: Performance Comparison for Service Composition Application. 

We see that as the percentage of malicious nodes increases, the utility score obtained 

by each protocol decreases because of fewer good service providers exist in the social 

IoT environment. For example, a service provider with the highest utility score when / 

=10% might be compromised when / =50%, making the combined utility score lower 

under ideal service composition. We also observe that trust-based service composition sig-

nificantly outperforms random service composition and approaches the maximum 

achievable performance by ideal service composition. In addition, we see that there is a 

crossover point on the utility curves of two trust-based service composition methods. 

Before the crossover point, trust-based service composition under the setting of ��, �	 = (0.5, 0.2) performs better, while after the crossover point, trust-based service 

composition under the setting of ��, �	 = (0.5, 0) performs better. The reason is that 

while using recommendations helps trust quickly converge, it also introduces trust bias 

because of bad-mouthing and good-mouthing attacks. We observe that the crossover 

time point increases as the percentage of malicious nodes increases. Specifically, the 

crossover point is at � = 12 hours for / = 10% and � = 26 hours for / = 50%. Thus, in a dy-

namic IoT environment in which the hostility (in terms of the percentage of malicious 

nodes) changes over time, adaptive trust management is achieved by choosing the best 

design parameter settings (α, β) to maximize the service composition application per-

formance. 

9.6 Summary 

In this chapter, we designed and analyzed a scalable, adaptive and survivable trust 

management protocol for a community of interest based dynamic social IoT. The trust 

management protocol takes dynamically changing social relationships into account. We 

advocate the use of three trust properties, namely, honesty, cooperativeness, and communi-

ty-interest to evaluate social trust in social IoT environments. The protocol is distributed 

and each node only updates trust towards others of its interest upon encounter or inter-

action events. The trust assessment is updated by both direct observations and indirect 
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recommendations, with parameters � and �	being the respective design parameters to 

control trust propagation for these two sources of information to improve trust assess-

ment accuracy in response to dynamically changing conditions.  

We analyzed the effect of trust parameters (α and β) on the convergence, accuracy, 

and resiliency properties of our adaptive trust management protocol, and validated our 

analysis using simulation. The results demonstrate that (1) the trust evaluation of adap-

tive trust management converges to the ground truth status in social IoT environments, 

(2) one can tradeoff trust convergence speed for low trust fluctuation, (3) adaptive trust 

management is resilient to misbehaving attacks, and (4) intra-CoI trust converges faster 

than inter-CoI under the same parameter setting. Dynamic adaptability is achieved by 

selecting the best trust parameter setting in response to changes to communities of in-

terest. We also analyzed our trust protocol performance for a newly join node to the 

network. Making use of existing trust information in the network, a newly join node can 

quickly build up its trust relationship with desirable convergence and accuracy behav-

ior. Finally, for scalability we proposed a storage management strategy to effectively 

utilize limited storage space in IoT devices. The results show that using the proposed 

method, our trust protocol with limited storage space achieves a similar performance 

level as that with ideal (unlimited) storage space and can perform better in the trust 

convergence time. We demonstrated the effectiveness of adaptive trust management by 

a service composition application in IoT environments. The results showed that trust-

based service composition outperforms random service composition and approaches 

the maximum achievable performance from ground truth. We attributed this to the abil-

ity of trust-based trust service composition being able to dynamically choose the best 

design parameter settings in response to increasing hostility over time. 
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Chapter 10  

 

Applicability and Implementation 

In this chapter we address the complexity and practicality issues of the computational 

procedure to be executed by nodes in the system for dynamic trust management. Our 

design addresses the applicability and implementation issues of dynamic trust man-

agement in mobile environments where both computational power and space are lim-

ited. To tackle the computational complexity issue, we discuss two ways, namely, design 

time computation and runtime computation, to determine the optimal trust parameter set-

ting. To tackle the limited storage issue, we develop a method for each node to selec-

tively save trust results while still fulfilling application requirements. Finally, in mobile 

network environments such as IoT systems, nodes have pervasive connections. Low-

end devices can delegate time/space-consuming tasks to designated high-end devices. 

10.1 Computation of Optimal Trust Parameter Settings 

10.1.1  Design Time Computation 

For the design time computation method, the system designer needs to enumerate all pos-

sible network environment settings, pre-compute the optimal parameter values, and 

save these values into a table. An example is presented in Section 8.4 in which we de-

termine the optimal � and � values for minimizing trust bias, given an environment 

condition as input. At run-time, each node simply performs a table lookup to retrieve 

the optimal parameters when the network environment changes. The advantage of this 

method is that it has a minimum computational requirement to mobile devices. How-

ever, it is difficult to predict all possible network conditions at design time. A mobile 

node has to extrapolate the optimal parameter setting if the run-time network environ-

ment does not exactly match the values stored in the table. Another disadvantage is that 

it requires high storage capability in mobile devices if the table is large in order to cover 

enough possible network states.  

10.1.2  Runtime Computation 
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In this section, we investigate the applicability of applying heuristic search methods to 

determine optimal trust parameter settings at runtime. An example is presented in Sec-

tion 9.2.4 in which the determination of the optimal � and � values for minimizing trust 

bias is formulated as an optimization problem in Equation (9.3). We consider two well-

known nonlinear numerical optimization methods: downhill simplex [143] and nonlinear 

conjugate gradient [83]. Downhill simplex is a non-gradient algorithm. For an optimiza-

tion problem with N input parameters (N-dimensional), the downhill simplex algorithm 

forms N + 1 vertices (i.e., simplex) on the N-dimensional space. A search method is per-

formed iteratively until a convergence condition is satisfied. A new point is generated 

by extrapolating the objective function value at each point on the simplex and replacing 

one point on the simplex with this newly generated test point. Nonlinear conjugate gra-

dient uses the gradient of objective function to find the local minimum. It works well if 

the objective function is approximately quadratic near the minimum.  

We apply these two algorithms to solving the problem of finding optimal α and β 

values that minimize trust bias. The input of this optimization problem includes α and 

β. The objective function is to minimize the mean square error of subjective trust against 

objective trust. Note that since there is no analytical form for the objective function, we 

use numerical methods to approximate its gradient for the nonlinear conjugate gradient 

algorithm. We compare the results with the baseline method, brute force search.  

Table 10.1: Performance Comparison of Algorithms Computing Optimal α and β. 

Algorithm Total Time (s) Time Per Node (s) Optimal Solution (α, β) MSE 

Brute Force Search 2886.866000 3.207629 (0.850000, 2.000000) 0.00223391503 

Downhill Simplex 219.282000 0.243647 (0.837891, 2.033594) 0.00223388383 

Nonlinear Conjugate Gradient  1044.933000 1.161037 (0.831848, 2.030059) 0.00223391014 

Table 10.1 gives the results of computing the optimal α and β values of the intimacy 

trust property for 900 nodes in the network. The results of other trust properties follow 

the same trend. We first observe that the optimal mean square error (MSE) values gen-

erated by three algorithms are low and very close, although there are differences in op-

timal settings (i.e., α and β values). We also note that downhill simplex costs the least 

time and brute force search needs the most computation time. Note that in the brute 

force search method, we set the step size to 0.05. One can set a smaller step size in order 

to improve the results, but the computation time will also increase quadratically. The 

reason that downhill simplex performs better than nonlinear conjugate gradient might 

be that our objective function to minimize trust bias is not quadratic and has many local 

minimums due to environment noises. Overall, downhill simplex yield the best results 

and the computation time for each node is less than one second. 
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10.2 Storage Management 

Space requirement is another challenge to trust management in mobile networks. A 

large-scale mobile network could have tens of thousands of nodes. However, both 

memory and secondary storage in most mobile devices are very limited. Storing and 

processing trust-related information of all nodes in the network are inefficient if not im-

possible. Each node has to selectively store and process trust information towards its 

peers while still fulfilling application requirements. In this section, we design and vali-

date a storage management strategy to deal with this issue. 

The policy of selecting which node’s trust information to store may vary depending 

on application requirements and each node’s interest. In general, nodes are more inter-

ested in others with higher trust values. However, simply saving the trust values to-

wards the most trustworthy nodes cannot make the trust evaluation process converge 

and is not adaptive to dynamic environments since there is little chance to accumulate 

trust towards newly joining nodes. Our storage management strategy considers nodes 

with the highest trust values and recent interacting nodes as these nodes are most likely 

to share common interests. 

 

Figure 10.1: Storage Management Strategy. 

Figure 10.1 illustrates how our approach works conceptualizing the storage size of 

each node as n (meaning that there is space to save trust values of up to n nodes). When 

a slot is needed, for a node’s trust value to be kept it must be in the top J of the n trust 

values, or this node is one of the most recent interacting nodes. We consider J = 50% 

here and the selection of optimal J value in dynamic mobile networks can be solved us-

ing the same adaptive control as for other trust parameters. 

When node i obtains the trust value towards node j: 

(1) If the storage space is not full or node i already has the trust information of 

node j in its storage space, node i will simply save the trust value towards 

node j. 
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(2) If the storage space is full and node i does not have the trust information of 

node j in its storage space, node i will put the trust value towards node j and 

pop out the trust value towards the earliest interacting node among those 

with trust values below the median (J = 50%). 

The operations described above can be finished in O(1) time on average by using the 

max-min-median heap. In addition, when two nodes interact with each other, they will 

only exchange the trust values kept as recommendations. This strategy can be applied 

to other information (e.g., direct feedbacks in user’s profiles). 

Validation of Scalable Storage Management in IoT Systems 

We implement our design for scalable storage management in IoT systems and per-

form simulation validation. The network environment and parameter settings are the 

same as in Section 9.4 except that each node only has limited storage space to keep the 

trust values of up to 10% of the nodes in the system (with n = 40). 

    

(a) Inter-CoI Trust Evaluation                                                        (b) Intra-CoI Trust Evaluation 

Figure 10.2: Effect of α on Trust (Limited Storage). 

Figure 10.2 illustrates the effect of α on inter-CoI trust evaluation and intra-CoI trust 

evaluation for a trustee node randomly picked. We first observe a similar trend exhibit-

ed as the one in Figure 9.7 where unlimited storage is assumed, demonstrating the ef-

fectiveness of our storage management strategy. Trust fluctuation is higher especially 

for inter-CoI trust evaluation. The reason is that the trust value towards the trustee 

node may be dropped by some trustor nodes due to limited space and imperfect direct 

observation. We also observe that both inter-CoI trust evaluation and inter-CoI trust 

evaluation overestimate when α is high (e.g. α = 0.9), as a result of our storage manage-

ment strategy preferring to keep nodes with high trust values. However, this overesti-

mation is system wide, meaning that the overestimation happens on every node to-

wards all other nodes. Thus, it does not do much harm to the usage of trust. Another 

byproduct of this preference is fast trust convergence. Comparing Figure 10.2 with Fig-

ure 9.7, we can see significantly improvement on trust convergence for higher α value 

(e.g. α = 0.9). The reason behind this is that our trust management strategy works like a 

filter excluding highly deviated recommendations coming from untrustworthy nodes to 

shield the system from false recommendation attacks. 
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Figure 10.3: Hit Ratio. 

Lastly, we demonstrate the effectiveness of the storage management strategy using 

the hit ratio. The top-m hit ratio means the percentage of the top-m most trustworthy 

nodes (with highest CoI ground truth trust) having their trust values stored in the lim-

ited n slots. Figure 10.3 shows the top-20 hit ratio as a function of time for a randomly 

selected node. We can see that initially the hit ratio is zero because there is no trust in-

formation towards others. As the trust converges, the hit ratio quickly increases and 

approaches 80%. This demonstrates the effectiveness and high space utilization of our 

storage management strategy.  

10.3 Trust Delegation 

In this section, we propose another solution to address the applicability issue of our dy-

namic trust management in large-scale mobile networks. The basic idea is that low-end 

devices can delegate time/space-consuming tasks to high-end devices. This is useful in 

user-centric network environments.  

 

Figure 10.4: User-Centric Mobile Networks. 

Figure 10.4 illustrates a user-centric mobile network where nodes are physical con-

nected via communication networks and socially connected via users’ social networks. 

Each user could have multiple mobile devices. At least one of these mobile devices of 

each user is a high-end device (i.e., a smart phone and laptop) which can be used to 
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store and process trust-related information and the user’s profile (Figure 10.5). Other 

devices of the same user have the privilege to access the information. By delegating the 

storage and computation of social networks to a high-end device for each user, many 

low-end devices (i.e., sensors) are able to share and utilize the same social information 

in order to maximize its performance. 

The designated high-end device stores each user’s profile (see Figure 10.5), including 

trust information and other information, like, social connections, locations, direct inter-

action experiences, etc., which can be used for trust evaluation. In addition, this desig-

nated device is also responsible for trust computation: (1) updating trust values, (2) ac-

cepting requests from other low-end devices and providing responses, and (3) compu-

ting the optimal trust parameter setting in response to network environment changes. 

In contrast, each low-end device requests the trust evaluation result from this designat-

ed high-end device before interacting with other devices, and provides feedback of the 

direct interaction to the designated device after the interaction is completed.  

 

Figure 10.5: User Profile. 

Trust is evaluated based on both direct feedbacks of past interaction experiences and 

recommendations from others. The designated high-end device receives direct feed-

backs from other low-end devices of the same user, and exchanges trust recommenda-

tions with the designated devices of other users. When providing recommendations, the 

designated devices of two users agree on a session key and use a hash function with the 

session key to hide the identities of users and devices in their profiles, in order the pre-

serve privacy to uncommon friends and devices. Then they exchange their profiles and 

update trust information accordingly. There are two ways to trigger trust recommenda-

tion/profile exchange: event trigger and on-demand. In the event trigger design, whenever 

two devices have an interaction, the users of the two devices will exchange their profiles 

in their designated devices. In the on-demand design, a user can send recommendation 

requests to its friends in order to update trust upon application requests. 
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Chapter 11  

 

Conclusion 

11.1 Publications 

The dissertation work has resulted in three journal publications, seven conference pub-

lications, and three journal/conference submissions given below. At the end of each pa-

per publication, we give the reference number of the publication and annotate the dis-

sertation chapter in which part of the paper is included.  

Journal Publications: 

1. F. Bao, I.R. Chen, M. Chang, and J.H. Cho, “Hierarchical Trust Management for 

Wireless Sensor Networks and Its Applications to Trust-Based Routing and In-

trusion Detection,” IEEE Transactions on Network and Service Management, vol. 9, 

no. 2, 2012, pp. 169-183. [21] (Chapter 8.) 

2. I.R. Chen, F. Bao, M. Chang, and J.H. Cho, “Integrated Social and QoS Trust-

based Routing in Delay Tolerant Networks,” Wireless Personal 

Communications, vol. 66, no. 2, 2012, pp. 443-459. [45] (Chapter 7.) 

3. I.R. Chen, F. Bao, M. Chang, and J.H. Cho, “Dynamic Trust Management for 

Delay Tolerant Networks and Its Application to Secure Routing,” IEEE 

Transactions on Parallel and Distributed Systems, accepted to appear, 2013. [46, 47] 

(Chapter 7.) 

Conference Publications: 

4. I.R. Chen, F. Bao, M. Chang, and J.H. Cho, “Trust Management for Encounter-

Based Routing in Delay Tolerant Networks,” IEEE Global Communications 

Conference, Miami, Florida, USA, Dec. 2010, pp. 1-6. [44] (Chapter 7.) 

5. F. Bao, I.R. Chen, M. Chang, and J.H. Cho, “Hierarchical Trust Management for 

Wireless Sensor Networks and Its Application to Trust-Based Routing,” 26th 
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ACM Symposium on Applied Computing, TaiChung, Taiwan, March 2011, pp. 1732-

1738. [19] (Chapter 8.) 

6. F. Bao, I.R. Chen, M. Chang, and J.H. Cho, “Trust-Based Intrusion Detection in 

Wireless Sensor Networks,” IEEE International Conference on Communications, 

Kyoto, Japan, June 2011, pp. 1-6. [20] (Chapter 8.) 

7. M. Chang, I.R. Chen, F. Bao, and J.H. Cho, “Trust-Threshold Based Routing in 

Delay Tolerant Networks,” IFIP WG 11.11 International Conference on Trust 

Management, Copenhagen, Denmark, June 2011, pp. 265-276. [41] (Chapter 7.) 

8. F. Bao and I.R. Chen, “Trust Management for the Internet of Things and Its 

Application to Service Composition,” IEEE WoWMoM Workshop on the Internet of 

Things: Smart Objects and Services, San Francisco, CA, USA, June 2012, pp. 1-6. [18] 

(Chapter 9.) 

9. F. Bao and I.R. Chen, “Dynamic Trust Management for the Internet of Things 

Applications,” International Workshop on Self-Aware Internet of Things, San Jose, 

CA, USA, Sept. 2012, pp. 1-6. [17] (Chapter 9.) 

10. F. Bao, I.R. Chen, and J. Guo, “Scalable, Adaptive and Survivable Trust 

Management for Community of Interest Based Internet of Things Systems,” 11th 

International Symposium on Autonomous Decentralized System, Mexico City, Mexico, 

March 2013. [22] (Chapter 9.) 

Papers Submitted: 

1. F. Bao and I.R. Chen, “Adaptive Trust Management for Social Internet of 

Things,” submitted to IEEE Transactions on Network and Service Management, Nov. 

2012. (Chapter 9.) 

2. I.R. Chen, F. Bao, J. Guo, and J.H. Cho, “Integrated Social and QoS Trust 

Management of Mobile Groups in Ad Hoc Networks,” submitted to IEEE 

Transactions on Systems, Man, and Cybernetics: Systems, Feb. 2013. (Chapter 6.) 

3. F. Bao, J. Guo, and I.R. Chen, “Adaptive Trust Management of Service 

Composition in User-Centric Internet of Things Systems,” submitted to 2013 

IEEE Global Communications Conference, March 2013. (Chapter 9.) 

11.2 Summary and Future Work 

Based on the design and validation principles of dynamic trust management, we have 

addressed trust composition by exploring both social trust and QoS trust metrics, and 

proposed trust aggregation and trust propagation protocols for MANETs, DTNs, WSNs 
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and IoT systems. We have identified the best trust formation setting for dynamic mobile 

network environments and applied application-level performance optimization tech-

nique for managing mobile groups in MANETs (Chapter 6), encounter-based secure 

routing in DTNs (Chapter 7), trust-based geographic routing and trust-based intrusion 

detection in WSNs (Chapter 8), and trust-based service composition in IoT systems 

(Chapter 9). We investigated the applicability and implementation issues of our dynam-

ic trust management protocol, and proposed and validated designs to address computa-

tional time cost and space requirements (Chapter 10). We formally proved the conver-

gence, accuracy, and resiliency properties of our dynamic trust management protocol 

for IoT systems. We validated our dynamic trust management protocols using the stat-

ic-followed-by-dynamic testing strategy for MANETs, DTNs and WSNs. Further, 

through model-based analysis with simulation validation, we have demonstrated that 

our dynamic trust management protocols outperform existing trust-based protocols 

such as Bayesian trust and are resilient to trust related attacks.  

Our research work on multi-dimensional social trust properties, including honesty, 

selfishness, connectivity and community of interest similarity, gains insight of the effects of 

these social trust properties on protocol performance, which can be further applied to 

trust, privacy, security, and risk management in mobile social networks. Second, our 

design principles in the dissertation research provide a modularized framework for 

trust management. This includes trust composition, trust aggregation and propagation, 

trust formation, and application-level optimization. Finally, the dissertation research 

can be applied to future generation trust-based mobile applications, such as consumer-

based social mobile applications, disaster recovery, surveillance management, and trust 

and risk management in military applications. 

There are several future research directions that can be extended further from this 

dissertation research: 

• Trust Delegation for User-Centric Mobile Networks. The dynamic trust manage-

ment framework proposed in this dissertation research is distributed. Compared 

with a centralized approach, it does not require a trusted third party or a full end-to-

end connection in mobile networks, and can significantly reduce network communi-

cation cost. However, it requires each mobile node to have a certain level of compu-

tational power and storage capability, which might be difficult to satisfy in certain 

network environments such as WSNs and IoT systems. Trust delegation provides 

another alternative. Most low-end devices with little computational power and stor-

age space can delegate the time/space-consuming tasks to designated high-end de-

vices. This is especially useful in user-centric network environments in which each 

user has multiple mobile devices including at least one high-end device (e.g., a lap-
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top or smartphone). Our preliminary work reported in Section 10.3 can be further ex-

tended to demonstrate its wide applicability to mobile networks. 

• Trust Management for Online Social Networks. A future research area is to design 

and validate a trust management protocol for online social networks considering so-

cial communities. Today’s social network platforms such as Facebook, Twitter, 

LinkedIn, and Google+ provide a great amount of social information. How to process 

this large amount of noisy social information is challenging. A variety of trust prop-

erties can be incorporated in order to improve the quality of social information in 

these social network platforms. For example, on the LinkedIn professional social 

network, people can provide recommendation for others and endorse skills or exper-

tise of others. A multi-dimensional trust system extended from this dissertation re-

search can be developed for online social networks to assess not only the trustwor-

thiness of recommendations and endorsements, but also the trustworthiness of in-

formation sources. Validation of trust management protocol design can benefit from 

real data published by social networking companies. 

• Trust-Based Service Management. A future research area is to explore trust-based 

service management applications with which we could further demonstrate the utili-

ty of our dynamic trust management protocol design. In Chapter 9, we have demon-

strated the application of our dynamic trust management to service composition. 

This work can be extended to the condition where the composed service is con-

strained by workflow. In service computing, service composition can be classified as 

static, semi-automatic, and automatic, while service composition can be performed 

based on workflow and AI planning [157]. Dynamic service composition could be a 

complex planning problem. A future direction is to apply trust management proto-

cols developed in the dissertation research to a template-based semi-automatic ser-

vice composition application. Here, a template (based on workflow or AI) describes 

the data flow and logic of a composite web service. Another direction is to apply our 

dynamic trust management design to other components of service management, in-

cluding service adverting/publishing, service subscription, location service manage-

ment [50, 51, 81, 116-118], and service discovery. 

• Trust-Enhanced Secure Routing and Intrusion Detection in Wireless Mobile Net-

works. In our dissertation research, we demonstrated the effectiveness of dynamic 

trust management when applying to secure routing and intrusion detection applica-

tions in WSNs and DTNs.  One future research direction is to extend this line of re-

search with the consideration of fuzzy failure criteria [24, 48, 49] to other wireless 

mobile networks such as MANETs, IoT and cyber physical systems. Another direc-

tion is to consider other applications in wireless mobile networks that can benefit 

from the design concept of dynamic, adaptive trust management developed in the 
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dissertation research. This includes, but not limited to, (a) trust-based admission con-

trol strategies as in [52, 55, 57, 58, 181, 189] used by selfish nodes to maximize their 

own payoffs while contributing to routing performance, (b) trust-based detection to 

assess trustworthiness of neighbor nodes so as to tackle the “what paths to use” 

problem in multipath routing decision making for intrusion tolerance [5-7], and (c) 

trust-enhanced intrusion detection for more complex node capture and insider attack 

behaviors as considered in [60, 133-135]. 

• Nonlinear Trust Formation. In our dissertation research, we considered a liner form 

for trust formation in Chapter 6, Chapter 7, and Chapter 8. We considered the linear 

form because it is simple, easy to implement, and effective. However, it might not be 

the optimal solution for trust formation in some cases. One future research direction 

is to explore other forms of trust formation, including the product form, if-then-else 

form, and trustee-based trust formation. In the product form, the overall trust is ob-

tained as the product of individual trust properties. The product form of trust for-

mation is valid if the probability of the target node taking an action relies on all trust 

properties, and individual trust properties are independent. The if-then-else form can 

be applied to applications in which certain trust properties are critical. For example, 

in Chapter 9, we consider honesty as a critical trust property. If the honesty trust value 

of a node is below the threshold, then its overall trust will be zero; otherwise, its 

overall trust is the minimum of the other two trust properties. In addition, we can 

consider trustee-based trust formation with which trust formation depends on char-

acteristics of trustees. For example, some social trust properties may not be applica-

ble to entities without social networking. In WSNs, honesty might be the most im-

portant trust property for a CH, so a minimum trust threshold in addition to a high 

weight is needed. It depends on how individual trust properties impact the actual 

node’s behaviors and application performance. 
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Appendix A  

 

Convergence of Trust Aggregation 

We consider the instantaneous trust (reflecting the actual instantaneous behavior) of a 

node � as a stochastic process K� = {L�(�):� = 1,2, … }. For example, for the honesty trust 

property, a node might behave honest or dishonest, i.e., L�(�) follows Bernoulli distri-

bution; for the cooperativeness trust property, L�(�) could be a random variable in the 

space of [0, 1]. We define objective trust (or ground truth trust) as the expected value of L�(�), i.e., �*L���	+. The goal of trust management is to estimate objective trust using di-

rect observations on a node’s instantaneous behaviors and recommendations. The direct 

observations of node �  towards node �  (also denoted as a stochastic process, M�� =
{H��(�):� = 1,2, … }) might be different from L�(�) due to noises and imperfect detection 

mechanisms. We assume zero-mean white noise N��(�), i.e., 

H��(�) = L�(�) + N��(�) (A.1) 

According to our trust aggregation and propagation protocol in Section 9.2, the sub-

jective trust evaluation of node � towards node � (O�� = {���(�):� = 1,2, … }) is updated 

by either direct observations M��  or recommendations from another node 
  (ℛ*� =

{ *�(�):� = 1,2, … }). 
When node � directly encounters node �, 

���(�) = (1 − �)���(� − 1) + �H��(�) (A.2) 

Otherwise, if node � encounters another node 
, 

���(�) = (1 − =)���(� − 1) + = *�(�) (A.3) 

where = = �9��(�)

	��9��3�4
. 
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We analyze the trust convergence properties of our protocol based on trust estima-

tion error, i.e., 	�����	 = �����	− L���	.  We define trust convergence as 

lim�→> �*���(�)+ = 0, meaning that the subjective trust evaluation converges to objective 

trust on average. Note that our definition of trust convergence is on the “mean” trust.  

As the mean trust converges, the variance will be stabilized, leading to an upper bound 

of trust bias.  

In order to make the analysis proof tractable, we make the following assumptions: 

1. The zero-mean measurement error N��(�) and instantaneous trust L���		are sta-

tionary or non-stationary stochastic processes; 

2. The zero-mean measurement error N��(�) and instantaneous trust L�(�) are in-

dependent for a given target node �; 
3. The zero-mean measurement error N��(�) and instantaneous trust L�(�) are in-

dependent to the past  N��(�′) and L�(�′) where �� < �; 

4. The measurement errors are pair-wise independent; 

5. The encounter probability is independent of measurement errors; 

6. If there are malicious nodes performing trust-related attacks, we assume a 

random mobility model and the probability of encountering each node is the 

same or at least similar to each other. 

A.1 Stationary Environments without Attacks 

We first consider a stationary environment where K�  and M��  are stationary random 

processes and there is no trust-related attack (i.e.,  *���	 = H*�(�)). If node � encounters 

another node at stage �, there are two ways to update trust: 

(1) If node � encounters node �, it uses direct observations to update trust. Then, the 

trust estimation error of node � towards node � at stage � is: 

�����	 = �����	− L���	 = �1 − �	����� − 1	 + �H����	 − L�(�) (A.4) 

Considering H��(�) = L�(�) + N��(�), we have 

�����	 = �1 − �	����� − 1	 + � �L����	+ N����	�− L�(�) (A.5) 

Reformatting the equation above by subtracting (1 − �)L��� − 1	 from the first 

term on the right side, then we have 
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�����	 = �1 − �	 ������ − 1	 − L��� − 1	� + (1 − �)L��� − 1	
+ � �L���	+ N����	�− L�(�) (A.6) 

By the definition of trust estimation error, ����� − 1	 = ����� − 1	 − L��� − 1	 , 

therefore, 

�����	 = �1 − �	����� − 1	 + �1 − �	L��� − 1	 − �1 − �	L���	+ �N����	 (A.7) 

(2) If node � encounters another node 
, rather than � at stage �, it uses the recom-

mendation from node 
 to update trust. Using a similar method as above, we 

have the measurement error of node � towards node � at stage � as follows: 

�����	 = �1 − =	����� − 1	 + �1 − =	L��� − 1	 − �1 − =	L���	 + =N*���	 (A.8) 

Note that in this analysis, we assume there is no trust-related attack. Therefore  *���	 = H*���	 = L�(�) + N*�(�). 
We use P (0 ≤ P ≤ 1) to denote the probability that the node with which node � en-

counters at stage � is node �. Since we assume a stationary environment and zero mean 

measurement noise, we have �*L��� − 1	 − L���	+ = 0, �*N����	+ = 0, and �*N*���	+ = 0. 

Then, taking the independence assumption, we have: 

�*�����	+ = #P�1 − �	 + �1 − P	�1 − �6=7	$�*����� − 1	+ = 	Θ�*����� − 1	+ (A.9) 

Since H�*��	 = L*(�) + N�*(�) is independent of ����� − 1	, = = �9��3�4

	��9��3�4
 is independ-

ent of ����� − 1	. So, as long as 0 ≤ Θ < 1, lim�→> �*���(�)+ = 0, i.e., the trust evaluation 

converges. To make sure 0 ≤ Θ < 1, we need 0 < � ≤ 1 and 0 < �6=7 ≤ 1. Notice that 

0 < �[=] = � Q �9��3�4

	��9��3�4
R ≤ 1 if � > 0. Hence, we have Lemma 1 as follows: 

Lemma 1: In stationary environment, if there is no trust-related attacks, the trust evalua-

tion in our trust management protocol converges as long as 0 < � ≤ 1 and � > 0. 

From Equation (A.9), we note that the trust evaluation converges exponentially 

when 0 ≤ Θ < 1. Then the convergence speed increases as Θ decreases. Therefore, we 

have Lemma 2. 
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Lemma 2: In stationary environment, if there is no trust-related attacks, the trust conver-

gence speed of our trust management protocol increases as � or �  increases (0 < � ≤ 1 and � > 0). 

We measure trust fluctuation by the variance of trust measure error, i.e., S�0 Q�����	− �*L���	+R. Considering a stationary environment, we have S�0 Q�����	−�*L���	+R = S�0*�����	+. Below we analyze the effects of trust parameters on trust fluc-

tuation. Again, we consider two cases depending on the node with which node � en-

counters. 

(1) If node � encounters node �, it uses direct observation to update trust. Then, we 

have, 

�����	 = �1 − �	����� − 1	 + � �L���	+ N����	� (A.10) 

����� − 1	 is obtained based on past direct observations and measurement errors 

at step � − 1, so it is independent to L���	 and N����	. By adopting the independ-

ence assumption,	L���	 and N����	 are also independent. Therefore: 

S�0*�����	+ = �1 − �	�S�0*����� − 1	++ ��#S�0*L���	++ S�0*N����	+$ (A.11) 

Since L���	 and N����	 are stationary random processes, S�0*L���	++ S�0*N����	+ 
is constant. Therefore, after trust convergence (0 < � ≤ 1 and � → ∞), the vari-

ance of trust evaluation will stabilize to a constant value, i.e., S�0*�����	+ =S�0*����� − 1	+, so, 

S�0*�����	+ = �1 − �	�S�0*�����	++ ��#S�0*L���	++ S�0*N����	+$ (A.12) 

and, 

S�0*�����	+ = �
2 − � #S�0*L���	++ S�0*N����	+$. (A.13) 

Now, we can see that in this case, after trust convergence, the trust fluctuation 

increases as � increases. 

(2) If node � encounters another node 
, rather than � at stage �, it uses the recom-

mendation from node 
 to update trust. To simplify our analysis, we consider = 

as a constant.  Using the same analysis, we have  
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S�0*�����	+ = =
2 − = #S�0*L���	++ S�0*N����	+$ (A.14) 

Since = = �9��(�)

	��9��3�4
 in this case, after trust convergence, the trust fluctuation in-

creases as � increases. 

Because the trust update falls into either case (1) or case (2) above, we have Lemma 3 

as follows: 

Lemma 3: In stationary environment, if there is no trust-related attacks, the variance or 

trust fluctuation of the trust value after convergence in our trust management protocol increases 

as � or � increases (0 < � ≤ 1, � > 0). 

A.2 Stationary Environments with Attacks 

When there are malicious nodes performing trust related attacks, the trust evaluation in 

our trust management protocol may not converge to objective trust. However, we are 

able to select appropriate trust parameters such that the trust evaluation can stabilize 

and the bias can be minimized. Suppose that the percentage of malicious nodes in the 

network is / and the probability that node � encounters node � at stage � is P. Again, 

there are two cases: 

(1) If node � encounters node �, it uses direct observation trust to update trust. Then, 

the measurement error of node � towards node � at stage � is: 

�����	 = �1 − �	����� − 1	 + �1 − �	L��� − 1	 − �1 − �	L���	+ �N����	 (A.15) 

(2) If node � encounters another node 
, rather than � at stage �, it uses the recom-

mendation from node 
 to update trust. Using a similar method above, we have 

the measurement error of node � towards node � at stage � as follows: 

�����	 = �1 − =	����� − 1	 + �1 − =	L��� − 1	 − �1 − =	L���	+ =N*�� ��	 (A.16) 

Note that here N*�� ��	 might have a non-zero mean if node 
 is malicious and per-

forms trust related attacks. 

By adopting the random mobility assumption and combining the two cases, we have 

��������� = �	�1 − 
�+ �1 − 	��1 − ������������ − 1��+ ����(1 − 	)������
� ��� (A.17) 
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Here, ��� is the false negative probability in detecting a malicious node. We can see 

that as long as 0 ≤ Θ = P�1 − �	 + �1 − P	�1 − �6=7	 < 1, �*�����	+ will eventually con-

verge. Therefore, let �*�����	+ = �*����� − 1	+, we have: 

�*�����	+ = /���(1 − P)�6=7#P�1 − �	 + �1 − P	�1 − �6=7	$ N*�� ��	 (A.18) 

Reformatting the equation above, we have: 

�*�����	+ = /���(1 − P)�6=7�P + �1 − P	�6=7 N*�� ��	 < /���N*�� ��	 (A.19) 

Here �6=7 = � Q �9��3�4

	��9��3�4
R = �?��

	��?��
. In our protocol, a trust value is in the range of [0, 

1]. Therefore �*�����	+ < /���. 

Lemma 4: In stationary environment, if there are malicious nodes performing trust related 

attacks, the trust evaluation in our trust management protocol can stabilize as long as 0 < � ≤
1 and � > 0. The trust bias is less that	/��� after trust stabilizes and decreases as � increases or � decreases. 

A.3 Non-stationary Environments 

In non-stationary environments, the objective trust status may change before trust con-

verges/stabilizes since trust convergence and stabilization take time. However, from 

Equations (A.9) and (A.17), we can that the trust evaluation of our trust management 

protocol will approach the objective trust after objective trust changes. In order to 

quickly adapt to environment changes, we may select high � and � to shorten trust con-

vergence time. However, increasing � and � results in high trust fluctuation (Lemma 3). 

The best trust parameter settings to minimize trust evaluation error depend on the ap-

plication requirements and network environments. 
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Appendix B  

 

Notation and Acronym 

B.1 Notations 

 ��,���	 Trust value of node j as evaluated by node i at time t 

 ��,�� ��	 Trust value of node j in trust component X as evaluated by 

node i at time t 

 ��,�������,			���	 Trust value of node j in trust component X as evaluated by 

node i at time t using direct observations 

 ��,���������,			���	 Trust value of node j in trust component X as evaluated by 

node i at time t using indirect recommendations 

 ��,�	����,			���	 
 ��,�����$����,			���	 

Direct trust value of node j in trust component X as evalu-

ated by node i at time t using direct observations in current 

encounter  

 ���$%,���	 Average subjective component X trust of node j at time t 

 ���$%��	 Overall average subjective trust value of node j at time t 

���%�,���	,��,�%�� ��	 Objective component X trust value of node j at time t 

 ���%���	,��,�%���	 Overall objective trust value of node j at time t 

 /� Trust decay factor 

 ∆� Trust evaluation interval/encounter interval 

 �������� Mission success probability 

  (�) Mission reliability given that mission time is t 

  ���	 Node j’s reliability at time t 
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 &	 Trust threshold above which a member is considered com-

pletely trustworthy for successful mission completion 

 &� Drop dead trust level below which a member is completely 

not trustworthy 

 '���	 Instantaneous trustworthiness of node j at time t 

 -���� Node’s initial speed 

  , 0 Wireless ratio range �����,�/  Node’s initial energy level 

 /���, /� Node compromising rate 

 ������ Node’s remaining energy level 

 &������$��� Difficulty level of the given mission 

 -������ Degree of uncooperativeness of 1-hop neighbors 

 ��� Group communication interval 

 0� Reward assignment to state s 

 ��(�) State (s) probability at time t 

 �- Energy threshold below which the energy trust goes to 0 

 	���,���  False negative probability 

 	���,���  False positive probability 

 � Time windows size to compute trust 

 �� Number of 1-hop neighbors as recommenders 

 T Number of replications that a node can forward for each 

message 

 �,�,�	,��, = Trust aggregation parameters 

 �	,��,��,�� Trust formation parameter (weight ratio for trust compo-

nents forming overall trust) 

 3	�,�������,�(�) Boolean variable indicating if the needed data for node i 

assessing component X trust towards node j is obtainalbe 

in current encounter interval 
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 ���� Recommender trust threshold 

 �� Forwarding trust threshold 

  � Set of node i‘s 1-hop neighbors with trust value greater 

than recommender trust threshold 

 Ω Top percentile of trust values 

 ������ Error probability of detection mechanisms due to noise 

 ���� Random attacks probability 

 	&� Set of sensor node in the cluster with cluster header c 

 ��� System minimum trust threshold below which a node is 

considered as misbehaving 

 ∆6�,1 Energy consumption rate for a normal sensor node 

 ∆6�7  Energy consumption rate for a normal cluster header 

 ∆6������������ Energy consumption rate for a compromised node 

 > Energy saving ratio of an uncooperative node compared 

with a normal node 

 �$����� Node’s uncooperative probability 

 �����$��� Node’s consumed energy 

 2�����%������  Number of cooperative 1-hop neighbors 

 2�����%�� Number of 1-hop neighbors 

 ? Weight associated with the energy term vs. the cooperative 

neighborhood term determining a node’s uncooperative 

probability 

 /������ Node’s initial compromising rate 

 2�����%������������� Number of compromised 1-hop neighbors 

 2�����%��$������������ Number of uncompromised 1-hop neighbors 

 �89, Intrusion detection system execution interval 
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B.2 Acronyms 

CH Cluster Head 

CoI Community of Interest 

DDL Device Description Language 

DoS Denial of Service 

DSSS Direct-Sequence Spread Spectrum 

DTN Delay/Disruption Tolerant Network 

FHSS Frequency Hopping Spread Spectrum 

FTT Forwarding Trust Threshold 

GDH Group Diffie-Hellman 

HMAC Keyed-Hashing for Message Authentication 

HMM Hidden Markov Model 

IDS Intrusion Detection System 

IoT Internet of Things 

MAC Media Access Control 

MAE Mean Absolut Error 

MANET Mobile Ad-Hoc Network 

MSE Mean Square Error 

QoI Quality of Information 

QoS Quality of Service 

ROC Receiver Operating Characteristic 

RTT Recommender Trust Threshold 

SFD Static-Followed-by-Dynamic 

SN Sensor Node 

SPN Stochastic Petri Net 

SVM Support Vector Machine 

WSN Wireless Sensor Network 

 


