Design and Analysis of Adaptive Fault Tolerant QoS Control
Algorithms for Query Processing in Wireless Sensor Networks

Ngoc Anh Phan Speer

Dissertation submitted to the Faculty of the
Virginia Polytechnic Institute and State University
in partial fulfillment of the requirements for the degree of
Doctor of Philosophy
in
Computer Science and Applications

Committee:
Dr. Ing-Ray Chen, Chair
Dr. Luiz A. DaSilva
Dr. Csaba J. Egyhazy
Dr. Chang-Tien Lu
Dr. Scott F. Midkiff
Date: April 17, 2008
Falls Church, Virginia
Keywords: Wireless sensor networks, fault tolerance, quality of service, reliability, timeliness,
query processing, redundancy, energy conservation, mean time to failure
© Copyright 2008

Design and Analysis of Adaptive Fault Tolerant QoS Control
Algorithms for Query Processing in Wireless Sensor Networks

Ngoc Anh Phan Speer

ABSTRACT
Wireless sensor networks (WSNs) present several unique characteristics such as
resource-constrained sensors, random deployment, and data-centric communication protocols.
These characteristics pose unprecedented challenges in the area of query processing in WSNs.
This dissertation presents the design and validation of adaptive fault tolerant QoS control
algorithms with the objective to achieve the desired quality of service (QoS) requirements and
maximize the system lifetime in query-based WSNs.
Data sensing and retrieval in WSNs have a great applicability in military, environmental,
medical, home and commercial applications. In query-based WSNs, a user would issue a query
with QoS requirements in terms of reliability and timeliness, and expect a correct response to be
returned within the deadline. Satisfying these QoS requirements requires that fault tolerance
mechanisms through redundancy be used, which may cause the energy of the system to deplete
quickly. We analyze the effect of redundancy on the mean time to failure (MTTF) of querybased cluster-structured WSNs, defined as the mean number of queries that a WSN is able to
answer correctly until it fails due to channel faults, sensor faults, or sensor energy depletion. We
show that a tradeoff exists between redundancy and MTTF. Furthermore, an optimal redundancy
level exists such that the MTTF of the system is maximized.
We develop a hop-by-hop data delivery (HHDD) mechanism and an Adaptive Fault
Tolerant Quality of Service Control (AFTQC) algorithm in which we utilize “source” and “path”
redundancies with the goal to satisfy application QoS requirements while maximizing the
lifetime of WSNs. We also compare and contrast AFTQC without acknowledgment vs. AFTQC
with acknowledgement and identify conditions under which AFTQC should couple with
acknowledgement to maximize the system MTTF.

To deal with network dynamics, we investigate proactive and reactive methods to
dynamically collect channel and delay conditions to determine the optimal redundancy level at
runtime. AFTQC can adapt to network dynamics that cause changes to the node density, residual
energy, sensor failure probability, and radio range due to energy consumption, node failures, and
change of node connectivity. Further, AFTQC can deal with software faults, concurrent query
processing with distinct QoS requirements, and data aggregation.
We compare our design with a baseline design without redundancy based on
acknowledgement for data transmission and geographical routing for relaying packets to
demonstrate the feasibility. We validate analytical results with extensive simulation studies.
When given QoS requirements of queries in terms of reliability and timeliness, our AFTQC
design allows optimal “source” and “path” redundancies to be identified and applied dynamically
in response to network dynamics such that not only query QoS requirements are satisfied, as long
as adequate resources are available, but also the lifetime of the system is maximized.
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Chapter 1
INTRODUCTION
Over the last few years, we have seen a rapid increase in the number of applications for
WSNs [1], [2]. WSNs are used in battlefield applications, and a variety of vehicle health
management and condition-based maintenance applications on industrial, military, and space
platforms. For military users, a primary focus has been area monitoring (security and
surveillance applications). For industrial platform, WSNs are targeted for health monitoring of
equipment for complex machinery and processes inside factories or on board ships. For air and
space platforms, a main focus is on the overall integrated vehicle health management system for
use on aircraft, rotorcraft, and spacecraft. WSNs are also used for habitat and environmental
monitoring for wildlife and seabird habitat management.

1.1. Challenges in WSNs and Research Motivations
WSNs inherit most of the QoS challenges from general wireless networks. Moreover,
their particular characteristics pose unique challenges as follows [3], [4].
1) Extreme resource constraints: Sensor nodes (SNs) are small-scale devices with their
sizes approaching a cubic millimeter in the near future [5]. Such small devices are very limited in
the energy they can store or collect from the environment. Furthermore, SNs are subject to
failures due to depleted batteries or, more generally, due to environmental influences. Limited
size and energy also typically means restricted resources (CPU performance, memory, wireless
communication bandwidth and range). As a result, these constraints impose an essential
requirement on any QoS support mechanisms in WSNs, that is, simplicity. Computation
intensive algorithms, expensive signaling protocols, or overwhelming network states maintained
at SNs are not feasible.
2) Unbalanced traffic: In most applications of WSNs, traffic mainly flows from a large
number of SNs to a small subset of sink nodes. QoS mechanisms should be designed for an
unbalanced QoS-constrained traffic.
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3) High data redundancy: WSNs are characterized by high redundancy in the sensor
data. However, while data redundancy helps satisfy the reliability/robustness requirement of data
delivery, it may unnecessarily spend too much precious energy. Data fusion or data aggregation
is a solution to maintain robustness while decreasing redundancy in the data, but this mechanism
also introduces latency and complicates QoS design in WSNs.
4) Network dynamics: Node mobility, node failures, environmental obstructions, and
node state transitions due to the use of power management or energy efficient scheme cause a
high degree of dynamics in WSNs. This includes frequent network topology changes and
network partitions. Communication failures are also a typical problem of WSNs [6]. Such a
highly dynamic network greatly increases the complexity of QoS support.
5) Balancing energy consumption: In order to achieve a long-lived network, energy load
must be evenly distributed among all SNs so that the energy at a single SN or a small set of SNs
will not be drained out very soon. QoS support should take this factor into account.
6) Scalability: A generic wireless sensor network is envisioned as consisting of hundreds
or thousands of SNs densely distributed in a terrain. Therefore, QoS support designed for WSNs
should be able to scale up to a large number of SNs.
7) Multiple sink nodes: Multiple sink nodes may exist in a WSN, which impose different
requirements on the network. For instance, one sink may ask SNs located in the northeast of the
sensor field to send a temperature report every minute, while another sink node may only be
interested in an exceptionally high temperature event in the southwest area. WSNs should be
able to support different QoS levels associated with different sink nodes.
8) Heterogeneous environment: A WSN may consist of a large number of rather
different SNs in terms of types, computing power, and memory. The large number raises
scalability issues on the one hand, but provides a high level of redundancy on the other hand.
Also, SNs have to operate unattended, since it is impossible to service a large number of SNs in
remote, possibly inaccessible locations. Inclusion of heterogeneous sets of SNs raises challenges
for QoS support. For instance, some applications may require a diverse mixture of SNs for
monitoring temperature, pressure, and humidity, thereby introducing different reading rates at
these SNs. Such a heterogeneous environment makes QoS support more challenging.
9) Multiple QoS levels: The content of data or high-level description reflects the
criticality of the real physical phenomena and is thereby of different priority with respect to the
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quality of the applications. QoS mechanisms may be required to differentiate data importance
and set up a priority structure.
This dissertation research is motivated by the challenges in the WSNs. We develop a
Hop-by-Hop Data Delivery (HHDD) protocol that utilizes path and source redundancies to
achieve the required QoS requirement in terms of reliability and timelines while maximizing the
system lifetime. Our Adaptive Fault Tolerant QoS Control (AFTQC) algorithm, built on top of
the HHDD protocol, addresses the issues of resource constraints, unbalanced traffic, high data
redundancy, network dynamics, balancing energy consumption, scalability, multiple sink nodes,
and multiple QoS levels. We consider a homogeneous WSN with SNs being deployed massively.
The AFTQC algorithm supports multiple QoS levels by using different levels of redundancy to
answer queries with different QoS requirements. It does not require an initial route setup for data
delivery in order to save energy of WSNs. This algorithm is simple enough to be executed on
resource constrained WSNs. It supports concurrent queries from multiple sink nodes. It is also
scalable to a large WSN and adaptive to network dynamics. The optimal level of redundancy
used to answer a query is dynamically adjusted when the sensor density is changed due to
channel failures, sensor failures or sensor energy depletion.

1.2. Wireless Sensor Network Applications
SNs can be used in many applications for continuous sensing, event detection, location
sensing, and local control of actuators. The applications in WSNs can be categorized into
military, environmental, medical, home, and commercial applications.
1) Military applications: WSNs can be an integral part of military command and control,
communications, computing, intelligence, surveillance, reconnaissance and targeting systems.
The rapid deployment, self-organization and fault tolerance characteristics of WSNs make them
a very promising sensing technique for military. Some of the military applications of WSNs are
monitoring forces, equipment and ammunition; battlefield surveillance; reconnaissance of
opposing forces and terrain; targeting; battle damage assessment; and nuclear, biological and
chemical attack detection and reconnaissance [1], [2]. For example, A Patrol, Search and Rescue
vehicle (PSAR) uses information provided by a WSN to patrol the border, detecting illegal
border crossings, drug trafficking, and other criminal activities. Also, a rescue mission in this
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inhospitable terrain may involve PSAR(s) navigating the terrain, interacting continuously with
the WSN, tapping into the stored information to chart safe paths. The WSN informs the PSAR in
real-time of sources of imminent danger, the presence of trapped or wounded people, etc. The
nature of these interactions requires the WSN to provide timely, high-quality information.
Our algorithm can be applied to some of these applications which are query-based WSN
applications. For example, for monitoring forces, equipment and ammunition in a battlefield,
every troop, vehicle, equipment and critical ammunition can be attached with small SNs that
report the status. These reports are gathered at the sink nodes and sent to the troop leaders.
Critical terrains, approach routes, paths and strait can be rapidly covered with WSNs for
battlefield surveillance and reconnaissance. WSNs can be deployed in the target areas to gather
the battle damage assessment data. WSNs can also be used for detailed reconnaissance after a
nuclear, biological and chemical attack is detected without exposing human to nuclear radiation.
2) Environmental applications: Some environmental applications of WSNs include
pollution monitoring; wildlife and habitat management; monitoring environmental conditions;
chemical and biological detection; precision agriculture; biological, earth, and environmental
monitoring in marine, soil, and atmospheric contexts; meteorological or geophysical research;
forest fire detection; flood detection; and bio-complexity mapping of the environment [7] - [22].
One of the query-based WSN application examples that our algorithm can be applied to is
a pollution monitoring and surveillance system used in many power generation plants that use
coal as a major energy source [7]. Such applications can collect real-time air and water quality
data to satisfy state government’s air-water pollution monitoring requirements. An example of
flood detection is the ALERT system [20] deployed in the US, which consists of several types of
SNs such as rainfall, water level and weather sensors. For bio-complexity mapping of the
environment, an example is the Terrestrial Ecology Observing Systems implemented by the
James Reserve in Southern California and UCLA Center for Embedded Networked Sensing [21],
[22].
3) Medical applications: Some of the medical applications for sensor networks are
providing interfaces for the disabled; integrated patient monitoring; diagnostics; drug
administration in hospitals; monitoring the movements and internal processes of insects or other
small animals; telemonitoring of human physiological data; and tracking and monitoring doctors
and patients inside a hospital [23] - [29].
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WSNs can monitor and detect elderly people’s behavior. This allows doctors to identify
pre-defined symptoms earlier, and facilitate a higher quality of life for the patients. A ‘‘Health
Smart Home’’ is designed in the Faculty of Medicine in Grenoble - France [23] to validate the
feasibility of such system. The Health Smart Home system uses a WSN for monitoring of
patients at home or in a long-term healthcare center. Smart wireless sensors are placed in
different rooms to tract patient movements to detect a fall or inactivity of elderly people. Every
second, a number of queries are invoked to gather movement information. One query is to gather
information to display a synoptic of instantaneous positions and situations of the patients.
Another query is to get a chronological display of successive events. The last one is to get the
time occupation for each room. This information received can be processed locally so the on-call
nurse or doctor may directly know about their patient statuses. This data can also be transmitted
to a remote medical data center for monitoring. This type of applications requires the WSN to
support concurrent queries and provide real-time and high quality information. Patients can have
SNs that identify their allergies and required medications to minimize the chance of getting and
being prescribed the wrong medication. Computerized systems as described in [28] have shown
that they can help minimize adverse drug events. Examples of query-based WSN applications
that our algorithm can be applied to are WSNs that collect human physiological data for medical
exploration.
4) Home applications: Some of the home applications are home automation and smart
environment [30] – [32]. For home automation, SNs and actuators can be buried in appliances,
such as vacuum cleaners, ovens, refrigerators, etc. Their ability to interact with each other and
with the external network via the Internet or Satellite allows end users to manage home devices
locally and remotely more easily. Some examples of smart environments are the ‘‘Residential
Laboratory’’ at Georgia Institute of Technology and the smart environment described in [31].
SNs can be embedded into furniture and appliances, and communicate with each other and the
room server, which control the services offered such as printing, scanning, and faxing.
5) Commercial applications: Some of the commercial applications are monitoring
material fatigue; managing inventory; monitoring product quality; constructing smart office
spaces; environmental control in office buildings; robot control and guidance in automatic
manufacturing environments; interactive toys; interactive museums; factory process control and
automation; monitoring disaster area; smart structures with SNs embedded inside; machine
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diagnosis; transportation; factory instrumentation; local control of actuators; detecting and
monitoring car thefts; vehicle tracking and detection; and instrumentation of semiconductor
processing chambers, rotating machinery, wind tunnels, and anechoic chambers [33] – [36]
An example of interactive museums [33] is the San Francisco Exploratorium that features
a combination of data measurements and real time cause-and-effect experiments which facilitates
children mental development through touch and speech. SNs can also be deployed to detect and
identify car thefts within a geographic region and report these to remote end users by the Internet
[35].
Example query-based WSN applications that our algorithm can apply to are
environmental control in office buildings and inventory control. A distributed WSN system can
be installed to control the air flow and temperature in different parts of the building which can
substantially reduce the building energy consumption. For inventory control, each item in a
warehouse may have a SN attached to allow the end user to track and locate them as well as
count the number of items in the same category. Another example is the accident monitoring
system. In the case of emergency, wireless sensor networks can be used to collect the status
information of people in the accident and the surrounding information in the accident spot. The
systems should sense and analyze the information and inform users as correct and detailed as
possible within the limited time [36].
Most query-based applications in WSNs are interactive, query-specific delay sensitive,
mission critical and non-end-to-end applications. These applications need to receive the desired
data as quickly as possible and as reliably as possible. Our algorithm aims to satisfy the
requirements of query-based applications. With the use of path and source redundancy, the
algorithm satisfies the user specific QoS requirements for each query in terms of reliability and
timeliness while maximizing the system lifetime in term of the number of queries the system can
service. Therefore, our approach is applicable to a wide range of WSN applications.

1.3. Research Statement
Fault tolerance to deal with sensor faults (including sensor measurement faults) in WSNs
is an emerging field. This dissertation aims to design and analyze adaptive fault tolerant QoS
control algorithms by incorporating redundancy to allow sensor and communication faults to be
tolerated, with the goal of maintaining the overall functioning of the system in the presence of
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faults, while prolonging the system lifetime of WSNs. We propose to address this research issue
by considering two different types of redundancy, namely, “source” and “path”. For an
application with specified QoS requirements in terms of reliability and timeliness (response time),
we show that these mechanisms can be used to achieve reliability and timeliness effectively and
efficiently.
Our algorithms can deal with the case in which multiple queries, each with distinct fault
tolerance and timeliness QoS requirements, are being processed concurrently. The best level of
redundancy depends on the density of nodes, energy of nodes, transmission/node failure
probabilities, transmission speed, and node connectivity, which will be dynamically changed as
the environment changes due to network dynamics such as SN failures. We aim to design
adaptive fault tolerance QoS control algorithms that can determine the best redundancy level
employed at runtime to satisfy the QoS requirements while maximizing the lifetime of WSNs in
the presence of network dynamics.

1.4. Related Work
In this section, we survey related work in the areas of fault tolerance, quality of service,
energy conservation and routing in WSNs.

1.4.1. Fault Tolerant WSNs
Applications such as security and surveillance monitoring, battlefield command and
control, and wildlife or medical monitoring rely on the correct functioning of the underlying
WSNs for data sensing and retrieval in response to application queries. In such applications, the
WSNs are often deployed in an area where replacements of sensors are difficult or impossible.
We consider three major sources of faults that could cause a WSN to fail. One source is due to
energy depletion of SNs, such that the underlying WSN simply exhausts its energy to be able to
answer queries. Another source is due to sensor faults including measurement faults. The third
source is due to communication faults because of noise and interference in the WSN.
To conserve energy of SNs, a well accepted approach is for the WSN to self-organize
itself into clusters. Within a cluster, a cluster head is elected to perform more data aggregation
and relay duties than normal SNs and is rotated among SNs in the cluster for balancing energy
consumption. An intra-cluster routing tree is maintained dynamically in response to sensor faults.
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For long-haul networks, cluster heads may relay data cluster-by-cluster to reach a processing
center (e.g., where a user query is issued). Moreover, for applications concerned with sensor
readings such as the minimum/maximum/average of sensor data, cluster heads can also perform
in-network data aggregation and compression functions to reduce energy consumption [40]. A
cluster can be reconfigured globally by the system for optimization purposes or in a distributed
manner on a per-sensor-node basis. In [37], a cluster is defined around each SN covering a
sensor node’s maximum transmission radius area, and a shortest path routing table is maintained
by each node to reach its neighbors in the cluster. After receiving a query, a SN transmits
responses to the requesting node in its cluster through the shortest path in multiple “minimum
transmission energy” hops. If the shortest path fails due to sensor faults, it can directly transmit
responses to the requesting node in a single “maximum transmission energy” hop, at the expense
of energy consumption.
To cope with the second source of faults, i.e., sensor faults, a general approach is to
incorporate redundancy to allow sensor faults to be detected, isolated, and corrected so that the
system can continue to function correctly in data sensing and retrieval. However, the use of
redundancy impacts the energy consumption rate of the system since more SNs would need to be
used as redundancy to achieve sensor fault tolerance. Therefore, there is a tradeoff between these
two sources of faults. On the one hand, we like to incorporate redundancy to deal with sensor
faults. On the other hand, redundancy should be used only as needed so as not to quickly deplete
the energy of the system.
Current research work on fault tolerance mechanisms to cope with sensor faults in WSNs
can be classified into hardware redundancy, time redundancy and information redundancy [38]
[42]. Hardware redundancy utilizes extra hardware for fault detection or masking. For example,
two temperature sensors can be used to agree on a temperature reading before the reading is
considered as a correct response. If a discrepancy exists, then a third temperature sensor can be
used to arbitrate through voting. A sensor can also be made to disambiguate a sensor
measurement fault from a true event by using a distributed Bayesian algorithm [40], [41] after
comparing readings obtained from its neighbor sensors of the same type. At the processing
center (i.e., user query) end, more than one sensor reading responding to a query can be
propagated back to the processing center via multiple paths, from which a voting can be
performed using the first three readings. A majority reading, if it exists, will be passed to the
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application as the legitimate response. This approach was suggested in [39] for data fault
tolerance of data propagation in WSNs. The time to live (TTL) value of query and reply packets
is adjusted to allow multiple readings to return to the processing center through multiple paths.
Time redundancy is a simple form of fault tolerance that utilizes repeated execution as
the primary mechanism. One can monitor the output of a sensor reading query to see if the output
returned is within a normal range. If the reading is out of ordinary (e.g., an unusually high
reading), a second reading query can be performed with the output possibly returned through a
different path. A comparison then is made to detect if the reading reflects the actual environment
reading.
Information redundancy uses the relationship among sensor data from the physical world
for fault detection. For example, a relation exists between speed, pressure and position in a diesel
engine such that if the pressure sensor is detected to be faulty, one can deduce its value from the
other two sensor readings. By means of a lookup table that relates one variable with others, an
extrapolation method has been used in [38] to tolerate a sensor measurement fault. Information
redundancy in the form of adopting different classification algorithms was employed in the
presence of sensor faults [42], thus allowing fewer backup sensors to be used for fault tolerance.
Suppose that there are originally 4 height and 2 color sensors used to classify objects. Then, a
second classification algorithm can be used if there are only 3 height and 2 color sensors
available, and a third classification algorithm can be used if there are only 4 height and 1 color
sensors available. Thus, compared with hardware redundancy that would require the use of extra
hardware to tolerate sensor faults, information redundancy is more economical.
We consider hardware redundancy in this dissertation, specifically, path redundancy [39]
- [44] and source redundancy to cope with sensor faults. Time redundancy is not considered
because queries normally carry with them a deadline, which makes time redundancy not suitable
for our target applications. Information redundancy is not considered because it requires specific
knowledge of the physical law governing sensor measurements, thus making it difficult to be
used as generic fault tolerance mechanisms to satisfy QoS requirements of applications. We
consider a WSN as having experienced a failure when it fails to deliver sensor data correctly in
response to an application-level query, due to one of the three sources of faults, i.e., energy
depletion, sensor fault, or communication fault.
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1.4.2. Quality of Service
From the network QoS perspective, we consider how the underlying communication
network can deliver sensor data while efficiently utilizing network resources. A WSN can be
source-driven or query-based depending on the data flow. In source-driven WSNs, sensors
initiate data transmission for observed events to interested users, including possibly reporting
sensor readings periodically. An important research issue in source-driven WSNs is to satisfy
QoS requirements of event-to-sink data transport while conserving energy of WSNs. ESRT [45]
has been proposed to address this issue with reliability as the QoS metric. The goal of ESRT is to
achieve reliable event detection in WSNs with minimum energy expenditure. It includes a
congestion control component that serves the dual purpose of achieving reliability and
conserving energy. The algorithm of ESRT mainly runs on the sink with minimal functionality
required at resource constrained SNs. A sink would estimate the event-to-sink reliability and
adjusts the reporting frequency of sensor nodes to achieve the desired reliability. This
dissertation research concentrates on query-based rather than source-driven WSNs. We consider
both reliability and timeliness as the QoS requirement. Further, while ESRT aims to provide endto-end reliable transport between a sink-source pair by means of congestion control exercised by
the sink node based on feedback, our hop-by-hop data delivery protocol is designed to propagate
data hop by hop to satisfy the QoS requirements without feedback in order to conserve energy
and better satisfy a query deadline requirement.
In query-based WSNs, queries and data are forwarded to interested entities only. A user
would issue a query with QoS requirements in terms of reliability and timeliness. Retrieving
sensor data such that QoS requirements are satisfied is a challenging problem and has not been
studied until recently [46] – [56]. The general approach is to apply redundancy to satisfy the QoS
requirement. In this dissertation we are also interested in applying redundancy to satisfy
application specified reliability and timeliness requirements for query-based WSNs. Moreover,
we determine the optimal redundancy level that could satisfy QoS requirements while prolonging
the lifetime of the WSNs. Specifically; we develop the notions of “path” and “source” level
redundancies. When given QoS requirements of a query, we identify optimal path and source
redundancies such that not only QoS requirements are satisfied, but also the lifetime of the
system is prolonged. In particular, in order to eliminate energy expended for maintaining routing
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paths in WSNs, we develop a hop-by-hop data delivery protocol to achieve the desired level of
redundancy.
Existing end-to-end QoS solutions for WSNs are based on the concept of end-to-end QoS
requirements such as per-packet delay, loss probability, reliability, etc. The problem is that it
may not be feasible to implement end-to-end QoS in WSNs due to the complexity and high cost
of the protocols for resource constrained sensors. An example is Sequential Assignment Routing
(SAR) [47] that utilizes path redundancy in dense WSNs from a source node to the sink node.
Each sensor uses a SAR algorithm for path selection. It takes into account the energy and QoS
factors on each path, and the priority level of a packet. For each packet routed through the
network, a weighted QoS metric is computed as the product of the additive QoS metric and a
weight coefficient associated with the priority level of that packet. The objective of the SAR
algorithm is to minimize the average weighted QoS metric throughout the lifetime of the network.
The algorithm does not consider the reliability issue. Our work considers the use of multiple
paths instead of selecting one path to satisfy QoS requirements including reliability and
timeliness.
A QoS routing protocol (SPEED) [48] has been proposed to provide soft real-time endto-end timeliness guarantee. The protocol requires each node to maintain information about its
neighbors and exploits geographic forwarding to find the paths. In addition, SPEED strives to
ensure a certain speed for each packet delivery so that each application can estimate the end-toend delay for the packets by considering the distance to the sink and the speed of the packet
delivery before making the admission decision. Using the distance and delay, each node
evaluates the packet progress speed of each neighbor node and forwards a packet to a node
whose progressive speed is higher than the pre-specified lower-bound speed. All mechanisms
work in a localized way, hence, SPEED is scalable. However, the SPEED protocol does not
provide any guarantee in packet reliability. In our approach we adopt the speed concept to
satisfy a query’s timeliness requirement. In addition, we consider packet reliability as one of the
QoS requirements. We also adopt hop by hop routing based on geographic routing as in SPEED
to reduce the latency and energy consumption. However, we use broadcasting to implement
multi-path routing to satisfy the reliability requirement, instead of unicasting in SPEED for
single-path routing.
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ReInForM [49] has been proposed to address end-to-end reliability issues. ReInForm
considers information awareness and adaptability to channel errors, along with a differentiated
allocation strategy of network resources based on the criticality of data. The protocol sends
multiple copies of a packet along multiple paths from the source to the sink such that data is
delivered with the desired reliability. It uses the concept of dynamic packet state in the context of
sensor networks to control the number of paths required for the desired reliability, based on local
knowledge of the channel error rate and topology. The protocol observes that for uniform unit
disk graphs, the number of edge-disjoint paths between nodes is equal to the average node degree
with a very high probability. This protocol results in the use of the disjoint paths in a thin band
between the source and the sink. However, the protocol only concerns QoS in term of reliability
and does not consider the energy issue. Our algorithm considers both reliability and timeliness as
QoS requirements. Also, rather than just sending multiple copies of a packet through multiple
paths to achieve the required reliability, our algorithm determines the optimal number of
redundant paths and sources to achieve the required QoS requirements and also to maximize the
lifetime of WSNs.
In [50], M. Perillo et al. propose a method for maximizing the lifetime of WSNs while
satisfying a minimum level of reliability. This maximization is achieved through the joint
optimization of scheduling active sensor sets and finding paths for data routing. The lifetime is
defined as the sum of the time that all sensor sets are used. The approach uses the strategy of
turning off redundant sensors for a period of time to save energy while considering the tradeoff
between energy consumption and reliability. This approach can extend the lifetime of a network
considerably compared with approaches that do not use intelligent scheduling. However, this
approach is applicable to source-driven one-hop WSNs and is limited to application reliability
only. Our work considers both reliability and timeliness requirements and is designed for querybased multi-hop WSNs for which it is impractical to determine the sensor sleep time because
queries may arrive at the system at any arbitrary time.
Recently, a multi-path and multi-speed routing protocol called MMSPEED [51] is
proposed which takes into account both timeliness and reliability as QoS requirements. The goal
is to provide QoS support that allows packets to choose the most proper combination of service
options depending on their timeliness and reliability requirements. For timeliness, multiple QoS
levels are supported by providing multiple data delivery speed options. For reliability, multiple
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reliability requirements are supported by probabilistic multi-path forwarding. The protocol
provides end-to-end QoS provisioning by employing localized geographic forwarding using
immediate neighbor information without end-to-end path discovery and maintenance.
MMSPEED adapts to network dynamics such as channel error conditions and speed changes to
determine the number of forwarding nodes (thus forming multiple paths) in each hop to satisfy
the overall reliability and timeliness QoS requirements. However, MMEPEED does not consider
the energy issue; hence, it is only applicable for short-lived WSN applications with a mission
duration lasting only a few hours or at most one day. Our work adopts hop-by-hop geographical
routing and deals with such environment changes in a similar way. Our hop-by-hop data delivery
protocol considers energy consumption, in addition to reliability and timeliness requirements as
in MMSPEED. Moreover, we determine the optimal path and source redundancy to achieve the
required QoS and maximize the system lifetime. In contrast to MMSPEED in which each SN is
responsible for determining the number of forwarding nodes, in our approach the determination
of the optimal redundancy level is performed by the sink node, thereby reducing the energy
consumption of SNs. Further, we also consider network dynamics due to sensor failures, energy
depletion and sensor connectivity.
In [52], QoS is defined as the optimum number of sensors that should be sending
information to the sinks at any given time. The protocol utilizes the base station to communicate
QoS information to each of the sensors using a broadcast channel. It exploits the mathematical
paradigm of the Gur Game to dynamically adjust to the optimum number of sensors. The
objective is to maximize the lifetime of WSNs by having sensors periodically power-down to
conserve energy, and at the same time having enough sensors powered-up and sending packets to
the sinks to collect enough data. The protocol allows the base station to dynamically adjust the
QoS resolution. This solution requires the determination of the amount of sensors that should be
powered up a priori to maintain a resolution. QoS metrics for data delivery such as reliability and
timelines are not considered.
In [53], B. Deb et al. discuss the problem of efficient information assurance in WSNs
where the assurance level of information is defined as the probability of information delivery
(desired reliability) to the sink. The proposed schemes utilizes hop-by-hop broadcast for
information delivery to reduce packet overhead while still attaining the desired reliability. The
first proposed protocol is the Hop-by-Hop Broadcast Protocol which does not use
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acknowledgments. At each hop, nodes that decide to forward will broadcast n copies of the
packet. The second one is the Hop-by-Hop Broadcast with Acknowledgment which uses
acknowledgement and a stop-and-wait protocol to forward packets. The number of copies of a
packet to be sent at each hop is determined based on the desired reliability and the channel error.
However, these protocols only consider the reliability issue and do not consider source
redundancy or system lifetime. Our algorithm considers reliability and timeliness as the QoS
requirements and takes into account channel error, sensor fault, as well as sensor energy
depletion in determining the optimal number of paths and sources to achieve the desired QoS
requirements and maximize the system lifetime. Our hop-by-hop data forwarding protocol
derives from the hop-by-hop broadcast protocol without acknowledgement to save packet
delivery cost and conserve energy, except that the decision to form m paths is determined by a
sink node when answering a query so as to satisfy QoS requirements while maximizing the
system lifetime. Also, the protocol allows m redundant paths to be implemented while data is
being forwarded from a specified source to a specified destination node.

1.4.3. Energy Conservation in WSNs
One of the characteristics of WSNs is severe resource constraints. The constraints on
resources involve energy, bandwidth, memory, buffer size, processing capability, and limited
transmission power. Among them, energy is a primary concern since energy is severely
constrained at SNs and it may not be feasible to replace or recharge the battery for SNs that are
often expected to work in a remote or inhospitable environment. Several techniques and
protocols have been proposed to address this issue.
Data fusion or data aggregation is a solution to reduce energy consumption by decreasing
redundancy in the data. Directed diffusion [44] relies on local interactions among nodes to create
efficient paths for data flow. No global routing state is kept anywhere in the system. Each node
chooses its own sources from which to receive data, leading to reasonably efficient data
propagation at a global level. The protocol achieves energy savings by allowing intermediate
nodes to aggregate responses to queries. To indicate the overall lifetime of SNs, the protocol
uses a metric called Average Dissipated Energy to measure the ratio of total dissipated energy
per node to the number of event seen by sinks.
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Using multiple transmission power levels at SNs is another technique to reduce energy
consumption. In [37], the authors present a protocol called Shortest Path Minded SPIN (SPMS)
that efficiently disseminates information among sensors in an energy-constrained WSNs. Nodes
name their data using high-level data descriptors, called meta-data. They use meta-data
negotiations to eliminate the transmission of redundant data throughout the network. The
protocol achieves additional energy saving by allowing sensors nodes to operate at multiple
power levels.
PEGASIS (Power-Efficient Gathering in Sensor Information Systems) [57] forms a chain
passing through all nodes where each node receives from and transmits to the closest possible
neighbor to reduce the number of nodes communicating directly with the base station. Data is
collected starting from each endpoint of the chain until the randomized head node is reached.
Data is fused each time it moves from node to node and the final data is transmitted to the based
station by the head node.
PEDAP (Power Efficient Data gathering and Aggregation Protocol) [58] uses a minimum
spanning tree rooted at the base station to prolong the lifetime of the system. A data gathering
round is defined as the process of gathering all the data from SNs to the base station. In these
protocols, the lifetime of the system is calculated by the total number of data gathering rounds
utilizing the following metrics - First Node Die (FND), Half Node Die (HND) and Last Node
Die (LND).
Clustering [59] – [63] is a widely accepted technique for reducing energy consumption in
WSNs. In order to achieve a long-lived network, energy load must be evenly distributed among
all SNs so that the energy at a single SN or a small set of SNs will not be depleted too rapidly.
Clustering prolongs the system lifetime of WSNs because it reduces contention on wireless
channels [77] and supports data aggregation and forwarding at cluster heads (CHs). HEED
(Hybrid Energy-Efficient Distributed) [59] increases energy efficiency by periodically rotating
the role of CH among SNs with equal probability such that the SN with the highest residual
energy and node proximity to its neighbors within a cluster area is selected as a CH. In LEACH
(Low-Energy Adaptive Clustering Hierarchy) [60], the key idea is to reduce the number of nodes
communicating directly with the base station by forming a small number of clusters in a selforganizing manner. LEACH uses randomization with equal probability in cluster head selection
to achieve energy balance. REED (Robust Energy Efficient Distributed) [61] considers the use of
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redundancy to cope with failures of CHs in hostile environments. Fault tolerance can be achieved
by selecting k independent sets of CHs on top of the physical network, so that each SN can
quickly switch to other cluster heads in case of failures or attacks on its current CH.
Hierarchical clustering techniques can aid in reducing energy consumption in WSNs. An
energy efficient hierarchical clustering approach is presented in [64] in which SNs are organized
into a hierarchy of clusters using a distributed randomized algorithm. The algorithm minimizes
the total energy spent in the system to communicate information gathered by all sensors to a
processing center. The results show that energy savings increase with the number of levels in the
hierarchy.
In this dissertation, we consider clustered-based WSNs. We adopt a clustering algorithm
similar to LEACH or HEED to rotate the role of CH among SNs to balance energy consumption.
The energy consumption due to periodic clustering is taken into consideration when we compute
the MTTF of the WSN in our analysis. Our approach of satisfying application reliability and
timeliness requirements while maximizing the system lifetime is to determine the optimal level
of redundancy at the “source” and “path” levels. The source level redundancy refers to the use of
multiple sensors within a cluster to return the requested sensor reading to return to the CH. The
path level redundancy refers to the use of multiple paths to relay the reading from a source CH to
the sink node. Since senor networks are constrained with resources, instead of incurring extra
overhead to formulate multiple paths before data delivery, we develop a hop-by-hop data
delivery protocol to dynamically form multiple paths during data delivery.

1.4.4. Routing in WSNs
Routing in WSNs can be divided into flat-based routing, hierarchical-based routing, and
location-based routing depending on the network structure [65]. In flat-based routing, all SNs are
typically assigned equal roles or functionality. In hierarchical-based routing, SNs will play
different roles in the network. In location-based or geographic-based routing, SNs positions are
exploited to route data in the network.
In this dissertation research, we adopt geographical routing based on location awareness
to reduce data packet forwarding cost and energy consumption. Many recent geographical
routing protocols have been proposed that are applicable to WSNs [66] - [71]. SNs are addressed
by means of their locations. The distance between neighboring nodes can be estimated on the
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basis of incoming signal strengths. Relative coordinates of neighboring nodes can be obtained by
exchanging such information between neighbors [72], [73]. Alternatively, the location of SNs
may be available directly by communicating with a satellite using GPS if nodes are equipped
with a small low-power GPS receiver [66], [67] or distributed location services [70], [74]. In our
model, we also exploit localized packet routing without end-to-end path setup and maintenance.
The localized geographic routing has the following three advantages in WSNs: (1) scalability to
a very large and dense sensor network; (2) no path setup and recovery latency, hence suitable for
both critical aperiodic and periodic packets; and (3) per-packet path discovery resulting in self
adaptation to network dynamics.
Geographic Adaptive Fidelity (GAF) [67] is an energy-aware location-based routing
algorithm that is applicable to WSNs. The network area is first divided into fixed zones and
forms a virtual grid. Inside each zone, SNs collaborate with each other to play different roles. For
example, one SN will be elected to stay awake for a certain period of time, and then the rest go to
sleep. This SN is responsible for monitoring and reporting data to the base station on behalf of
the SNs in the zone. Hence, GAF conserves energy by turning off unnecessary SNs in the
network without affecting the level of routing fidelity. Each SN uses its GPS-indicated location
to associate itself with a point in the virtual grid.
Yu et al. [68] discuss the use of geographic information while disseminating queries to
appropriate regions since queries often include geographic attributes. The protocol, Geographic
and Energy Aware Routing (GEAR), uses neighbor selection heuristics based on energy and
location awareness to route a packet toward the destination region. To conserve energy, it
restricts the number of interests in directed diffusion by only considering a certain region rather
than sending the interests to the whole network.
Stojmenovic et al. [71] described localized multipath geographical routing schemes
which are a variant of Geographic Distance Routing (GEDIR) [69]. In these protocols, a source
node will forward a message to c best neighbors according to a certain criterion, and at
intermediate nodes, it is forwarded to only the best neighbor. In the disjoint c-GEDIR method,
each intermediate node, upon receiving the message, will forward the message to its best
neighbor among those who never received the message. Thus, in effect, the methods attempts to
create c disjoint paths. This protocol is applicable to WSNs; however, it does not discuss QoS or
energy issues. In our model, we also form multiple paths. However, we use hop-by-hop
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broadcasting rather than multicasting to achieve multipath routing to reduce the overhead of
keeping neighbor status.
GPSR (Greedy Perimeter Stateless Routing) [66] uses the positions of routers and a
packet’s destination to make packet forwarding decisions. GPSR makes greedy forwarding
decisions using only information about a router’s immediate neighbors in the network topology.
When a packet reaches a region where greedy forwarding is impossible, the algorithm recovers
by routing around the perimeter of the region. By keeping state only about the local topology,
GPSR scales better in per-router state than shortest-path and ad-hoc routing protocols as the
number of network destinations increases. Under mobility’s frequent topology changes, GPSR
can use local topology information to find new routes quickly. In this dissertation research, we
utilize GPSR for geographical routing. Our hop-by-hop data delivery protocol is built on
geographical routing and uses hop-by-hop routing based on location information to make routing
decision without end-to-end path setup and maintenance.

1.5. Thesis Contribution
In a query-based WSN, the system must perform data sensing and retrieval and possibly
aggregate data as a response at runtime. Since a WSN is often deployed unattended in areas
where replacements of failed sensors are difficult, energy conservation is of primary concern.
While the use of redundancy is desirable in terms of satisfying QoS to cope with sensor faults, it
may adversely shorten the lifetime of the WSN, as more SNs will have to be used to answer
queries, causing the energy of the system to drain quickly.
We analyze the intrinsic tradeoff between fault tolerance and energy conservation for
satisfying the QoS requirements of queries while prolonging the lifetime of WSNs designed to
answer user queries. We define the system failure as the inability of the system to answer queries
due to either sensor/channel faults or energy depletion. By means of a probability model, we
show that while using path and source redundancies could increase the probability that data are
delivered reliably, there is a tradeoff in reliable data delivery vs. energy consumption. We
demonstrate that there exists an optimal level of redundancy that should be used by the system in
order to maximize the mean time to failure, when given a set of parameter values characterizing
the WSN and workload environment. Once the optimal path and source redundancy levels are
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determined by the system designer at design time, they can be deployed in the WSN to prolong
the lifetime of the system.
We develop a path and source redundancy fault tolerance mechanism, which, when
properly employed, could achieve QoS requirements while maximizing the lifetime of querybased WSNs. We discuss how this mechanism can be realized using hop-by-hop packet
broadcasting and propose a hop-by-hop data delivery protocol to implement it. We analytically
derive the probability of successful data delivery within a real-time constraint, as well as the
amount of energy consumed per query. We design an adaptive fault tolerance QoS control
algorithm for determining the best redundancy level employed at runtime to satisfy the QoS
requirements of queries while maximizing the lifetime of WSNs. This algorithm is adaptive to
network dynamics, including changes to the density of nodes, energy of nodes,
transmission/node failure probabilities, transmission speed, and node connectivity induced by
node failures and environment changes. We extend the model to handle the case where multiple
queries, each with distinct fault tolerance and timeliness QoS requirements, are being processed
concurrently. We also extend the model to handle the possibility of software faults and data
aggregation in a WSN.
To deal with network dynamics, we investigate proactive and reactive methods for the
system to dynamically collect channel and delay conditions to determine optimal redundancy at
runtime. We also design mechanisms to adapt to status changes of sensor nodes due to energy
consumption and node failures. We analyze our proposed adaptive fault tolerant QoS control
algorithm and validate it with simulation studies based on J-Sim. We compare our algorithm
with a baseline WSN system based on acknowledgement and geographical routing and
demonstrate the feasibility and benefits of our algorithm in prolonging the system lifetime while
satisfying the QoS requirements of queries.

1.6. Thesis Organization
The rest of the research defense dissertation is organized as follows. In Chapter 2 we
present the system model and system assumptions used in the dissertation. We also define the
energy model used in our analysis and define the system Mean Time to Failure (MTTF) metric.
In Chapter 3, we describe our proposed hop-by-hop data delivery (HHDD) protocol and its
specific implementation using two different approaches – proactive and reactive. We analyze the
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pros and cons of each approach. We develop an adaptive fault tolerant QoS control algorithm
(AFTQC) that can adapt to environmental changes and support concurrent queries. This
algorithm drives the execution of the HHDD protocol. In Chapter 4, we develop probability
models for the assessment of QoS and lifetime properties of WSNs operating under our AFTQC
algorithm. We also discuss the applicability of AFTQC for applications with real-time deadlines
running in query-based WSNs. In Chapter 5, we present numerical data demonstrating the
existence of optimal redundancy for maximizing the MTTF of the system while satisfying QoS
requirements, with proper physical explanations given. We also illustrate how AFTQC reacts
with network dynamics. In Chapter 6, we discuss the simulation environment and perform
extensive simulation results to validate the analytical results obtained in Chapter 5. Chapter 7
summarizes the dissertation research and outlines some future research areas. Appendix A lists
the acronyms and notations for symbols used in the dissertation.
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Chapter 2
SYSTEM MODEL
This chapter presents the system model for a query-based WSN. We discuss the
assumptions made in the system model. We also define the system mean time to failure and
quality of service (QoS) requirements used in our model.

Figure 2-1: Cluster-Based WSNs.

A WSN consists of a set of low-power SNs typically deployed through an air-drop into a
geographical area. We make the following assumptions regarding the structure and operation of a
query-based WSN:
1. SNs are indistinguishable with the same initial energy level Eo.
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2. SNs are deployed into a geographical rectangular area of size AB with sides of length A
and B. This assumption has been used in the literature [59], [60], [64] to simplify the
analysis although the method developed in this paper can deal with other geographical
shapes.
3. SNs are distributed according to a homogeneous spatial Poisson process with intensity

λ which has the physical meaning of the expected number of sensors in a square unit.
We use the assumption of Poisson process for analytical convenience because it allows
us to derive the average distance between a sensor and its cluster head [76]. In the
simulation we first validate the analytical model with the Poisson distribution. Then we
compare simulation results under both uniform and Poisson distributions and verify
that the results are insensitive to the distribution used. The sensor density changes
dynamically as a function of time. We use the symbol λ to generally refer to the node
density at a particular point in time and λ(t) to refer to the node density at time t.
4. The failure behavior of a SN due to environment conditions (i.e., harsh environments
causing hardware failure) is characterized by a failure probability parameter q (where
0<q<1). This parameter is assumed to be a constant.
5. A clustering algorithm like HEED [60] or LEACH [64] is employed to organize
sensors into clusters for energy conservation purposes, as illustrated in Figure 2-1. A
CH is elected in each cluster. The functions of a CH are to manage the network within
the cluster, gather sensor reading data from the SNs within the cluster, and relay data
in response to a query. The algorithm is incremental in nature and converged after a
number of iterations when all sensors find their clusters. The clustering algorithm is
executed periodically by all SNs in iterations in which:
•

A SN announces its role as a CH candidate with probability p.

•

The announcement message carrying the candidate CH’s residual energy
information is broadcast with the time to live (TTL) field set to the number of
hops bounded by the cluster area size predetermined at static time.

•

Any non-CH SN overhearing the announcement can select a CH with the
highest residual energy to join a cluster.
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•

This announcement and join process is executed in iterations such that a
tentative CH can change its role to a SN if it overhears a CH candidate having a
higher residual energy in a subsequent iteration.

•

If a tentative CH does not hear any CH announcement, p is doubled in the next
iteration.

A clustering algorithm as described above can be proven to converge within a finite
number of iterations and in effect could randomly rotate the role of a CH among SNs
in a cluster with probability p so that sensors consume their energy evenly [60]. This
probability parameter p depends on the cluster area size, i.e., if a feature cluster area
size is Ac then the average number of sensors in this cluster would be λAc. In general
let ns denote the number of sensors in a cluster. Then p would be set to 1/ns to effect
this fair CH rotation among sensors in the cluster. Note that in order to deal with
uneven SN distribution, the probability parameter p doubles in the next iteration until it
becomes 1, so in the worst case when a SN cannot find any CH to join a cluster, it will
eventually form a cluster by itself with probability 1. This unbalanced clustering
behavior occurs rarely when the WSN is dense. We assume that the WSN deployed is
sufficiently dense to satisfy the connectivity condition proven in [75] so that sensors
within a cluster are well connected. When the WSN is sufficiently dense and the target
cluster area size is the same, it is shown that clusters are balanced in practice [60]. The
total energy expended by the system depends on the period (Tclustering) over which the
clustering algorithm is executed and the energy expended per execution (Eclustering). The
clustering algorithm is assumed to be executed as often as possible (with the rate of
1/Tclustering) to balance energy consumption of SNs within a cluster.
6. To save energy, the transmission power of a SN even when it is a CH is reduced to a
minimum level to enable the SN to communicate with its neighbor SNs within one-hop
radio range denoted by r. Thus, every SN needs to use a multi-hop route (i.e. passing
through a number of other SNs) for it to communicate with another SNs distance away.
When the WSN becomes less dense as time progresses due to sensor node failures, the
one-hop radio range can be increased dynamically to allow the WSN to continue its
function at the expense of energy consumption. Also, to save energy, SNs do not
operate in the full power mode, but in the power saving mode. At this mode, a SN
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operates either in active mode, i.e., transmitting or receiving, or in sleep mode. The
radio module of a modern sensor is shown in Figure 2.2 [81], [82]. While in sleep
mode, a SN’s radio module (shown within the dotted line) is shut off. The analog block
which is a part of the receiver is awake and acts as the radio detector. The analog block
is shown in Figure 2.3. When the analog block detects a radio signal, the signal is sent
through the low noise amplifier (LNA) and converted to a control signal through the
DC converter. This control signal is sent to the power control electronics to wake up
the radio module. With the state-of-art technology, energy consumed by the analog
block is very small. Also the current technology can achieve the transient time between
active and sleep mode of 5μs [81]. Therefore, the energy consumed for turning on/off
radio while a SN is in power-saving mode is also very small. Thus, we only consider
the energy consumed while a SN is transmitting or receiving in active mode.
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Figure 2-2: Radio Module of a Sensor Transmitter and Receiver.
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Figure 2-3: Analog Block for Radio Detection.
7. The unreliable transmission failure behavior of the wireless medium in WSNs due to
noise and interference is characterized by a transmission failure parameter at hop j.
This parameter varies among sensors, depending on the node density and the packet
transmission rate of SNs within radio range. Let ej denote the transmission failure
probability of SNj (where 0< ej <1). Note that ej varies dynamically in response to
network dynamics.
8. Users (on a flying airplane or a moving vehicle) can issue a query through any CH,
which we call it a processing center (PC) or a monitoring node as labeled in Figure 2-1.
A query may involve all or a subset of clusters, say, k clusters, to respond to the query
for data sensing and retrieval. These requested clusters are termed source clusters.
Multiple queries can be processed concurrently as long as source clusters are different
to avoid communication interference. The CH of a source cluster does not aggregate
data. It may receive ms packets carrying the same data content from ms SN within its
cluster because of source redundancy but it will only relay the first return packet to the
monitoring center. We assume queries are issued one at a time by the user who is on
the move. Thus the timeliness requirement is tight, i.e., on the order of a tenth of a
second. The WSN does not have a base station. Also, sensors in a cluster will rotate to
be the CH in their cluster. Thus, the notion of higher energy consumption by critical
nodes [77] for relaying messages to a base station or to a CH does not exist.
9. A source CH must relay sensor data information to the processing center in response to
a user query, and thus can consume more energy than a SN within its cluster. The
energy consumed by the system for data forwarding in response to a query depends on
the total length (in terms of the number of hops) of the paths connecting ms SNs within
a cluster to the source CH and the total length of the m paths connecting the source CH
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and the processing center (the destination CH). We assume as a first approximation
that the area is relatively free of obstacles and that the WSN is dense enough so that
the length of a path connecting two SNs can be approximated by the straight line
distance divided by r.
10. Routing in the WSN is based on geographic forwarding. No path information needs to
be maintained by individual SNs to conserve energy. Essentially only the location
information of the destination SN needs to be known by a forwarding SN for any
source-destination communication. When a CH is elected periodically, the location
information is broadcast to the WSN to let other CHs know its location. SNs within a
cluster will know the location of their CH as part of the CH election process.
11. As the clustering algorithm in effect rotates SNs within a cluster equally to assume the
role of the CH, each SN would consume energy at about the same rate. Thus, instead
of considering each individual sensor energy level, we can consider the system energy
whose initial energy level is given by Einitial = nEo, where Eo is the initial energy of a
sensor node. When the energy level of the system falls below a threshold value, say
Ethreshold, the WSN is considered as having depleted its energy. For the energy model,
we use the general radio transmission model adopted in many recent works [60], [63],
[79] - [88]. In this model, we assume all SNs use the same radio range denoted by r.
The SNs work in power saving mode as stated in assumption 6. In the power saving
mode, a node is active and performs its functions for a fraction of time. It sleeps to
save energy most of the time. In sleep mode, a node stops its communication functions,
but may perform other activities, such as sensing and signal detecting. In active mode,
SNs can transmit and receive packets. The transmission power is related mainly to
radio range and other parameters such as bit error rate (BER), modulation, bandwidth
and frequency. The path loss depends on the radio range following the law of
exponents, where the path lost exponent α is usually between 2 and 6 in different
environments. The energy dissipations in each node at sleeping, receiving and
transmitting states are denoted by ES, ER, and ET respectively. The sleep energy ES is
usually small compared with ER and ET. The energy expended to receive a message of
length nb bit is given by:
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ER = nb ERx −elec

(1)

where ERx-elec is the reception cost to run the radio circuitry per bit processed (J/bit).
The energy spent by a SN to transmit a data packet of length nb bits for a distance of r is
given by:

(

ET = nb ETx −elec + ε amp r α

)

(2)

where ETx-elec is the transmission cost to run the radio circuitry per bit processed (J/bit).
The energy cost of the transmit amplifier denoted by ε amp is to achieve an acceptable
signal to noise ratio. The path loss exponent α depends on the transmission conditions.
For our model we choose α = 2 since the area is assumed to be flat and the environment is
considered as free space. The parameter ε amp in this case is scaled by J/bit/m2 and usually
determined by experiment.
We define the mean time to failure (MTTF) of a query-based WSN as the total number of
queries the system can answer correctly until it fails due to channel or sensor faults, or when the
system energy reaches the energy threshold level Ethreshold. We define a query’s QoS
requirements in terms of its reliability and timeliness requirements, denoted as Rreq and Treq. For
example, a patrol, search and rescue vehicle (PSAR) application usually has a very tight deadline
requirement. Energy is not a query QoS requirement. The objective of the design is to prolong
the system lifetime; therefore the energy consumption must be reflected in the calculation of
MTTF. The system must deliver query results within Treq and the reliability of data delivery must
be at least Rreq. Our objective is to determine the best path and source redundancy levels to
satisfy QoS while maximizing MTTF. When the frequency of queries is known, the MTTF
parameter can be translated into the conventional system lifetime parameter.
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Chapter 3
ADAPTIVE FAULT TOLERANT QOS CONTROL
ALGORITHM
In this chapter, we describe the proposed adaptive fault tolerant QoS control (AFTQC)
algorithm and its implementation using two different approaches, namely, proactive and reactive.
We also describe how we extend the AFTQC algorithm to handle concurrent queries and adapt
to network dynamics due to energy consumption and failure of sensor nodes in WSNs.

3.1. Design Strategies
Our design of fault tolerant QoS control algorithms centers on the concept of tolerating
sensor faults and communication faults due to noise and interference. We consider two
mechanisms for implementing fault tolerant QoS control algorithms, namely, source redundancy
and path redundancy. The source redundancy mechanism offers source-level fault tolerance
ranging from no redundancy, dual module redundancy with fault detection, to triple or multiple
module redundancy with fault masking to return a sensor reading in a feature area. The path
redundancy mechanism offers routing path fault tolerance ranging from one path (no
redundancy) to multiple disjoint/braided paths for a sink-source pair. The AFTQC algorithm
selects ms SNs for source redundancy within a cluster to return a sensor reading to their cluster
head, and m paths for path redundancy between the source cluster head and the processing center
to forward sensing results, with the goal to satisfy query QoS requirements while maximizing the
lifetime of WSNs. A dynamic AFTQC algorithm selects the optimal (m, ms) dynamically in
response to network dynamics such as failures of nodes, density of nodes, energy of nodes, and
node connectivity.

3.2. Hop-by-Hop Data Delivery Protocol
To minimize energy consumption, our algorithms do not use routing tables to maintain
routes. Rather we leverage geographical routing that allows SNs to route information hop-by-hop
to their CH and then from the CH to the processing center node. We develop a hop-by-hop data
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delivery (HHDD) protocol to implement the desired level of redundancy to achieve QoS. For
path redundancy, we want to form m paths from a source CH to the processing center, as
illustrated in Figure 3-1. This is achieved by having m SNs in hop one relay the data through
broadcasting, and only one single SN in all subsequent hops relay the data per receiving group.
For source redundancy, we want each of the ms SNs to communicate with the source CH through
a distinct path. This is achieved by having only one SN relay the data through broadcast in each
of the subsequent hops in each path. Certainly, a WSN is inherently broadcast based. However, a
SN can specify a set of SNs in the next hop (that is, m in the first hop and 1 in a subsequent hop)
as the intended receivers and only those SNs can forward data.

Figure 3-1: Hop-by-Hop Data Delivery (HHDD).

3.3. AFTQC Algorithm Description
Here we describe our adaptive fault tolerant QoS control (AFTQC) algorithm. The
algorithm determines the best redundancy level to be used for data propagation, based on the
current channel/node and transmission delay conditions, with the goal to satisfy QoS
requirements and to maximize system lifetime of a WSN. The algorithm is also designed to adapt
to network dynamics due to changes in sensor node density (λ), sensor node residual energy (E0),
and transmission radius (r) as time progresses.
Our AFTQC algorithm works as follows. A cluster head will collect information at
runtime on a per query basis to parameterize the following two parameters: transmission failure
probability of node SNj (ej) and transmission speed violation probability (Qt,jk) between SNj and
SNk. Other system parameters such as the total number of sensors (n), the number of sensors in a
cluster (ns), transmission radius (r), and sensor density (λ) will be collected periodically. Then,
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by performing a lookup operation into the best (m, ms) table, called the MMS table, built at
design time, a processing center will determine the best (m, ms) that would maximize the MTTF.
The source CH then will implement the best (m, ms) by following the HHDD protocol. The
MMS table built at design time can be obtained by calculating the MTTF as a function of (m, ms)
based on an analytical model developed in this dissertation in Chapter 4, covering a perceivable
set of baseline environment parameter values (ej, Qt,jk) and listing the best (m, ms) that can
maximize the MTTF. Our algorithm is adaptive to network conditions as it collects and
parameterizes model parameters and can dynamically determines the best (m, ms) to maximize
the MTTF while satisfying the application QoS requirements. Further, it rebuilds the MMS table
in response to network dynamics. In the following, we discuss two ways of collecting values of
model parameters, namely, proactive vs. reactive, at runtime for the implementation of the
algorithm.

3.4. Proactive vs. Reactive AFTQC Algorithm
In this section, we describe two approaches of implementing the AFTQC algorithm.
Section 3.4.1 describes the proactive AFTQC algorithm. Section 3.4.2 describes the reactive
AFTQC algorithm. For each approach we describe how status reporting and query processing are
performed. We also discuss the pros and cons of these approaches in section 3.4.3.

3.4.1. Proactive AFTQC
The proactive AFTQC algorithm is illustrated in Figure 3.2.
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Figure 3-2: Proactive AFTQC Algorithm.

A. Status Reporting
Under the proactive approach, a SN, say, SNj, periodically exchanges its location and
packet delay information with its one-hop neighbors SNk. This allows SNj to calculate the
progressive speed (Sjk) between SNj and SNk, and also the transmission speed violation
probability (Qt,jk) between SNj and SNk. Periodically, SNj also sends the status update on (ej,

Qt,jk) to its CH. A CH will calculate the average (ej, Qt,jk) of all the SNs in its cluster and store
this information in an intra-cluster channel/delay table. Further, CHs also periodically exchange
the average (ej, Qt,jk) information with other CHs and store the information in an inter-cluster

channel/delay table. When a SN is assigned to perform sensing, it will perform the sensing task,
relay the sensor reading, and then go back to the power-saving mode. Similarly, SNs that are
assigned to forward packets will go back to the power-saving mode after packets are forwarded.
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SNs also periodically (after each T period) send a status packet to their CH to inform the
CH of their remaining energy level. The CH will store this information in the intra-cluster table.
When a cluster is selected to answer a query, the CH uses the energy information kept in the
intra-cluster table to select ms SNs to answer the query.

B. Query Processing
Step 1: Determine the optimal level of redundancy (m, ms) and send the query: The
processing center (PC) will first determine the optimal level of redundancy (m, ms) to answer a
query to satisfy the required reliability (Rq) and timeliness (Tq) requirements. The PC will send a
packet to the source CH carrying the optimal redundancy (m, ms). To determine the optimal (m,

ms), the PC needs to know the average values of the transmission failure probability (ej) and
transmission speed violation probability (Qt,jk) at runtime.
Each CH periodically (after each T period) sends a packet to other CHs carrying the
information of average (ej, Qt,jk). This information will be stored in the inter-cluster

channel/delay table. When a query arriving at cluster A (thus the CH of cluster A is the PC)
demands responses from a source cluster, say, cluster B, a table lookup into its inter-cluster

channel/delay table by the PC is performed to retrieve the average (ej, Qt,jk) value out of those
CHs located between clusters A and B. These average (ej, Qt,jk) values then can be used as
indexes into the MMS table to lookup for the optimal level of redundancy (m, ms) that should be
used in response to the query. The PC then sends (m, ms) along with the query packet to the
source CH.
Step 2: Chose ms sensors to respond to the query: In this step, the source CH chooses ms
SNs that should respond to the query and send them a command packet carrying the query. The
command packet is sent to ms sensors reliably by unicasting. The CH chooses ms SNs that have
the highest remaining energy level to execute the query.
Step 3: Relay sensor data from SNs to CH: In this step, the ms chosen SNs will perform
sensor reading and forward sensor data to their CHs using the HHDD protocol. A SN chooses
the first next-hop SN to forward data if the progressive speed between these two nodes satisfies
the speed requirement (Sreq) so that only one path would be formed between the CH and a chosen
SN. Each intermediate SN also discards duplicate packets.
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Step 4: Relay sensor data from the CH to the PC: In this step, the CH will relay data to
the PC using the HHDD protocol. The CH broadcasts a data packet carrying the query reply to
the first-hop SNs but specifies in the packet m SNs (if exist) with progressive speeds Sjk
satisfying the speed requirement (Sreq) to forward the packet. Recall that each SN periodically
exchanges its location and packet delay information with its one-hop neighbors, so each SN
knows which of its one-hop neighbors will satisfy the speed requirement. Each intermediate SN
selected to forward data in turn specifies in the data packet exactly one of the next-hop SNs with
the progressive speed satisfying the speed requirement to continue forwarding data. This way,
we form m paths between the CH and the PC to achieve path-level fault tolerance.
In summary, the proactive AFTQC is described below in pseudo code:
Processing Center (PC):
1. Performs a table lookup operation into its inter-cluster channel/delay table to determine
the average (ej, Qt,jk) of the CHs between the source CH and the PC.
2. Performs table lookup into MMS table using the average (ej, Qt,jk) values to determine the
optimal level of redundancy (m, ms).
3. Sends the query and the optimal redundancy level (m, ms) to the source CH.
Cluster Head (CH):
1. After each T period, sends an update on the average (ej, Qt,jk) to other CHs.
2. When receiving a query from the PC to serve as the source CH, chooses ms SNs to
perform data sensing.
3. When receiving query replies from ms sensors, relays the result to PC by following the
HHDD protocol.
4. Stores the residual energy information received from SNs within the cluster in the intracluster table.
5. Computes the average (ej, Qt,jk) based on (ej, Qt,jk) received periodically from SNs within
the cluster and store the average (ej, Qt,jk) in the intra-cluster channel/delay table.
6. Stores the average (ej, Qt,jk) received from other CHs in the inter-cluster channel/delay
table.
Sensor Node (SN):
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1. After each T period, exchanges location and packet delay information with its one-hop
neighbors and sends a status packet to CH to inform of its residual energy (Eo) and the
updated (ej, Qt,jk) parameters.
2. When receiving a query command from the CH, performs sensor reading.
3. Sends data to the CH based on the HHDD protocol.
Intermediate Node (SNI):
1. When receiving a data broadcast message, checks to see if it is specified as a forwarding
node. If yes, rebroadcasts the data packet but specifies in the data packet only one SN
that satisfies the speed requirement in the next hop to continue forwarding the data.
2. Discards duplicate data.

3.4.2. Reactive AFTQC
The reactive AFTQC is illustrated in Figure 3.3.
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Figure 3-3: Reactive AFTQC Algorithm.
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A. Status Reporting
All SNs will be in power-saving mode and awake upon receiving an inquiry. For a status
update packet sent by a CH, a SN will wake up to (1) send a request to its one-hop neighbors for
the information on packet delay information, (2) receive the reply from its one-hop neighbors
and calculate the transmission speed violation probability Qt,jk, (3) send the reply to the CH, and
(4) go back to the power-saving mode. When SNs receive a query to perform sensing, they will
perform the sensing task, relay the sensor reading, and then go back to the power-saving mode.
Similarly, SNs that are assigned to forward packets will go back to the power-saving mode after
packets are forwarded. For a status update request sent by the PC, a CH will send back the reply
on the average (ej, Qt,jk) value.

B. Query Processing
Step 1: Determine the optimal level of redundancy (m, ms) and send the query: The PC
will send an inquiry packet to the source CH as well as all CHs located between the PC and the
source CH to request an update on the average (ej, Qt,jk) of SNs in their clusters. Upon receiving
the request from the PC, CHs will send back a reply packet carrying the average (ej, Qt,jk) to the
PC. These average (ej, Qt,jk) values then can be used as indexes into the MMS table to lookup for
the optimal level of redundancy (m, ms) that should be used in respond to the query. The PC then
sends (m, ms) along with the query packet to the source CH.
All other steps, including Step 2 (Choose ms sensors that should respond to the query),
Step 3 (Relay sensor data from SNs to CH), and Step 4 (Relay sensor data from the CH to the
PC) are the same as listed in the proactive approach.
In summary, the reactive AFTQC approach is described below in pseudo code:
Processing Center (PC):
1. Sends an inquiry packet to the source CH and those CHs between the source CH and the
PC to request information on (ej, Qt,jk).
2. Performs table lookup into the MMS table using the average (ej, Qt,jk) values to determine
the optimal level of redundancy (m and ms).
3. Sends the query and the optimal redundancy level (m, ms) to the source CH.
Cluster Head (CH):
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1. When receiving an inquiry form the PC or other CHs between the PC and the source CH,
sends an update on (ej, Qt,jk) to the PC or other CHs.
2. When receiving a query from the PC to serve as the source CH, chooses ms SNs to
perform data sensing.
3. Relays the sensor reading to the PC by broadcasting the data packet to m first-hop
neighbor nodes.
Sensor Node (SN):
1. When receiving an inquiry packet from a neighbor SN, sends packet delay information to
the neighbor.
2. When receiving an inquiry packet from the CH, sends a status packet to the CH to inform
of its residual energy (Eo) and (ej, Qt,jk).
3. When receiving a query from the CH, performs sensor reading.
4. Sends data to the CH based on the HHDD protocol.
Intermediate Node (SNI):
1. When receiving a data broadcast message, checks to see if it is specified as a forwarding
node. If yes, rebroadcasts the data packet but specifies in the data packet only one SN that
satisfies the speed requirement in the next hop to continue forwarding the data.
2. Discards duplicate data.

3.4.3. Strengths and Weaknesses
Here we discuss the pros and cons of proactive vs. reactive approaches. For the proactive
approach, when the periodic update interval is short, it may incur more energy consumption at
the CHs and SNs for status exchanges. Extra energy consumption also incurs at the source CH to
maintain the inter-cluster channel/delay and intra-cluster channel/delay tables. When a new SN
becomes the CH due to CH rotation, these tables may need to be transferred to the new CH,
especially if the status exchange period is long. This process will also incur overhead and
consume extra energy. For the reactive approach, when the query arrival rate is high, it may
incur more energy used at the CHs and SNs to send requests and responses for status update on
(ej, Qt,jk) and the residual energy level of SNs. The dissertation research analyzes these
approaches quantitatively by means of mathematical modeling and analysis in Chapters 4 and 5,
and verifies them by simulation in Chapter 6.
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Chapter 4
PROBABILITY MODEL AND ANALYSIS
In this chapter, we present probability models to analyze our adaptive fault tolerant QoS
control algorithm. To process a query, our algorithm deals with two parts: 1) forward traffic and
2) reverse traffic. In the forward traffic, the query is distributed from the PC to the source CH,
and then from the source CH to selected SNs within the cluster. In the reverse traffic, the
responses are relayed from SNs to the source CH and then from the source CH to the PC.
In Section 4.1 we derive analytical expressions for the reliability and energy consumption
for processing a query in both the forward traffic and the reverse traffic. Other than query
processing, three other activities in the system also consume energy and affect the lifetime of the
WSN. The first is the periodic clustering activity for clustering nodes. This is analyzed in Section
4.2. The second is the status exchange activity for nodes to exchange Eo, ej, Qtjk, which can be
done proactively or reactively. This is described in Section 4.3. The third is the rebuilt MMS
table activity in response to network dynamics. This is discussed in Section 4.5.
After we derive analytical expressions for the reliability and energy consumption for
these activities, in Section 4.4 we derive MTTF of the WSN under our design. In Sections 4.54.8 we discuss extensions to the basic design. In Section 4.5 we analyze energy consumption for
periodically rebuilding the MMS table for determining the best (m, ms) to use dynamically. In
Section 4.6, we analyze network dynamics and propose solutions for the system to dynamically
determine network parameter values to reflect changes in the sensor network environment. In
Section 4.7, we generalize the model to relax some of assumptions made. This includes how we
model and analyze concurrent query processing, queries with distinct QoS requirements or
involving multiple clusters for a response, and WSNs with data aggregation functionality. Finally
in Section 4.8, we extend the model to consider the case in which acknowledgement (ACK) with

timeout is being used in the design and explore the tradeoff in reliability vs. energy consumption
compared with the no-ACK design. In particular, the ACK with timeout and no redundancy
design is used as a baseline model, against which our design is compared to demonstrate the
feasibility and benefit of our design.
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Two forms of redundancy are considered for which we analyze their effect on the lifetime
of the WSN. The first one is path redundancy. That is, instead of using a single path to connect a
source cluster to the processing center, m disjoint paths may be used. The second is source
redundancy. That is, instead of having one SN in a source cluster return requested sensor data, ms
SNs may be used to return readings to cope with data transmission and/or sensor hardware faults.
Figure 2-1 illustrates the case in which m=2 and ms =5.
The objective of the probability model is to express the MTTF metric as a function of
model parameters including m, ms, ej, Qt,jk, λ, Eo, r, where m, and ms are the redundancy level to
be determined that would maximize the MTTF, while ej, and Qt,jk are to be estimated by a PC at
runtime on a query by query basis through status exchange among CHs, and λ, Eo, r are to be
updated on a periodic basis to reflect network dynamics due to node failures, change of energy,
change of node density and radio range. The way we calculate MTTF is to find out the maximum
number of queries the system can satisfy before running out of energy, assuming every query has
a reliability of 1. Then we consider the reliability of the query to find out the average number of
queries the system can sustain. The closed-form solution derived allows the MTTF metric to be
computed. Ideally, a MMS table would be built at design time listing the MTTF as a function of

m, ms, ej, Qt,jk, λ, Eo, r. When the SN storage is an issue, the table may list MTTF as a function of
m, ms, ej, Qt,jk, and the table is rebuilt periodically with λ, Eo, and r being updated periodically

4.1. Reliability and Energy Consumption of Query Processing
Let Rq be the reliability of a query as a result of applying our proposed hop-by-hop data
delivery protocol with m paths for path level redundancy and ms sensors for source level
redundancy. Let Eq be the average energy consumption of the system to answer a query. For
simplicity, assume only one source cluster is needed to answer a query. Let RqR and RqF be the
query reliabilities of the reverse traffic and the forward traffic, respectively. Then, the overall
query success probability is given by:
R q = R qF R qR

(3)

Let EqR and EqF be the energy consumed by the reverse traffic and the forward traffic,
respectively. Then, the overall energy consumption for query processing (per query) is given by:
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E q = E qF + E qR

(4)

Below in Section 4.1.1 we derive analytical expressions for RqR and RqF and in Section
4.1.2 we derive analytical expressions for EqR and EqF.

4.1.1. Query Processing Reliability
Here we will first derive RqR and then RqF. Let dinter be a random variable denoting the
distance between a source CH and the processing center and let dintra be a random variable
denoting the distance between a SN to the CH. Then, the number of hops (excluding the
processing center) between the processing center to the source CH, denoted by h, is given by:

⎡d ⎤
h = ⎢ inter ⎥
⎢ r ⎥

(5)

A query can be initiated by any CH which serves as the processing center for that query.
Thus, the location of the processing center varies on a query by query basis. For derivation
convenience without loss of generality, let the processing center be located in the center of the
sensor area with the coordinate at (0, 0) and the source CH be randomly located at (Xi, Yi) in the
rectangular sensor area with –A/2 ≤ Xi ≤ A/2 and –B/2 ≤ Yi ≤ B/2. Then, the expected value of

dinter is given by:
A/ 2 B / 2

⎛ 1 ⎞
2
2
E[d inter ] = ⎜
⎟ ∫ ∫ ( X i + Yi ))dX i dYi
⎝ AB ⎠ − A / 2 − B / 2

(6)

For the case of square area, i.e. A = B, we obtain E[ dinter ] = 0.3825 A
The same final expression for E[dinter] would result if we had taken the coordinate of the
processing center to be (Xc, Yc) in the square sensor area and put two more integrals, one for Xc
and the other for Yc with –A/2 ≤ Xc ≤ A/2 and –A/2 ≤ Yc ≤ A/2, because of symmetric properties.
h
For notational convenience, let N int
er represent the average number of hops (or sensors) to

forward sensor data from a source CH to the processing center.
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⎡ 0.3825 A ⎤
h
N int
er = ⎡
⎢ E[h]⎥⎤ = ⎢
⎥⎥
r
⎢

(7)

Since a sensor becomes a CH with probability p and all the sensors are distributed in the
area in accordance with a spatial Poisson process with intensity λ, the CH and non-CH sensors
will also be distributed in accordance with a spatial Poisson process with rates pλ and (1-p)λ,
respectively. Non-cluster-head sensors thus would join the cluster of the closest CH to form a
Voronoi cell [76] corresponding to a cluster in the WSN. It has been shown that [47], [59] the
average number of non-cluster-head sensors in each Voronoi cell is (1-p)/p and the expected
distance from a non-cluster-head sensor to the CH is given by:
E [d int ra ] =

(8)

1
2( pλ )

1/ 2

If this distance is more than per-hop distance r, a sensor will take a multi-hop route to
transmit sensor data to the CH. The average number of intermediate sensors (including the
h
sensor itself) is the quantity above divided by per-hop distance r. Let N int
ra denote the average

number of hops to forward sensor data from a SN responsible for a reading to its CH.
h
Then, N int
ra is given by:

⎡
⎤
1
h
N int
ra = ⎢
1/ 2 ⎥
⎢ 2r ( pλ ) ⎥

(9)

Let Qr,j be the probability of a SN, say, SNj, failing to relay sensor data because of either
a sensor failure or a transmission failure, or both. Then Qr,j is given by:
Qr , j = 1 − [(1 − q)(1 − e j )]

(10)

Let the deadline requirement of a query be Treq and the time spent for the forward traffic
be TimeF and the time spent for the reverse traffic be TimeR. Since the path length in the forward
traffic and in the reverse traffic is about the same, the difference between TimeF and TimeR is
caused by the traffic load on the forward or reverse traffic. Thus,
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(11)

Time R nb
=
Time F nq

where nb is the average size of a data packet and nq is the average size of a query. In addition to
the time spent for the forward and reverse traffic, we also need time to probe node status for
reactive AFTQC. Let the time spent for status exchange be Timestatus for reactive AFTQC (it is
zero for proactive AFTQC). In order to satisfy the deadline requirement, we have the following
constraint:
Time R + Time F + Time status = Treq

(12)

Therefore, the time spent for the forward traffic is constrained by:
Time F = (Treq − Time status )

nq

(13)

(nb + nq )

The time spent for the reversed traffic is constrained by:
Time R = (Treq − Time status )

nb
(nb + nq )

(14)

To estimate Timestatus for reactive AFTQC we observe that status exchange between the
PC and the CHs can be done simultaneously. Similarly, status exchange can be done
simultaneously between the source CH and SNs in a cluster, as well as between a SN and its onehop neighbors. Let nst be the status exchange packet size. Therefore, the time taken for the PC to
send requests to the CHs in between the PC and the source CH (including the source CH) and
h
h
receive replies from them can be calculated by 2( N int
er nst / B ) where N int er is determined by

Equation (7). Note that here we take the longest distance between the PC and the source CH as
the bottleneck. Similarly the time taken for the CH to send requests to the SNs in its cluster and
h
h
receive replies from them is calculated by 2( N int
ra nst / B ) where N int ra is determined by Equation

(8). The time taken for a SN to send the request and receive a reply from its one-hop neighbors is
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calculated by 2nst / B . Summarizing above, the total time for status exchange for reactive
AFTQC is calculated by 2

nst
h
h
(1 + N int
er + N int ra ) .
B

Since the distance from the PC to the SNs performing sensing is given by dinter+ dintra, the
per-hop minimum speed requirement, to satisfy the timing constraint for the forward traffic is
given by:
F
Sreq
=

dinter + dintra
Time F

(15)

The per-hop minimum speed requirement to satisfy the timing constraint for the reversed
traffic is given by:
R
Sreq
=

dinter + dintra
Time R

(16)

Plugging in the expected values of dinter and dintra, the expected speed requirement for the
forward traffic is given by:
1
2( pλ )1/ 2
Time F

0.3825 A +
F
E[ Sreq
]=

(17)

The expected speed requirement for the reversed traffic is given by:
1
2( pλ )1/ 2
Time R

0.3825 A +
R
E[ S req
]=

(18)

Let Qt,jk be the probability that the speed requirement is violated when a packet is
forwarded to SNk from SNj. To calculate Qt,jk we need to know the speed Sjk from SNj to SNk.
This can be dynamically measured by SNj following the approach described in [48], [51]. The
progressive speed Sjk is calculated by dividing the advance in distance from the next hop node
SNk by the estimated delay (including queueing, processing, and MAC collision resolution) to
forward a packet to node SNk, i.e. S j ,k = (dist j ,d − distk ,d ) / delay j ,k . If Sjk is above E[Sreq] then
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Qt,jk = 0; otherwise, Qt,jk = 1, where Sreq = E[SFreq] for the forward traffic and Sreq = E[SRreq] for
the reverse traffic. In general Sjk is not known until runtime. If Sjk is uniformly distributed within
a range [a, b], then Qt,jk can be computed as:

Qt , jk = cdf ( S jk ≤ E[ S req ]) =

E[ S req ] − a

(19)

b−a

Let nk be the average number of one-hop neighbors, calculated as λπr2. It has been
reported that the number of edge-disjoint paths between nodes is equal to the average node
degree with a very high probability [49]. Thus when the density is sufficiently high such that nk
is sufficiently larger than m and ms, this hop-by-hop data delivery scheme can effectively result
in m redundant paths for path redundancy and ms distinct paths from ms sensors for source
redundancy.
The probability of SNj failing to relay a broadcast packet to a one-hop neighbor SNk
because of either sensor/channel failures, or speed violation, denoted by Qrt,jk, is given by:
Q rt , jk = 1 − [(1 − Q r , j )(1 − Qt , jk )]

(20)

The probability that at least one next-hop SN (among the one-hop neighbors) of SNj
along the direction of the destination node is able to satisfy the speed requirement and receive the
broadcast message is given by:
f × nk

θ j = 1 − ∏ Qrt , jk

(21)

k =1

Here nk is the number of neighbors; f is the fraction of neighbors that would forward data
based on geographical routing, e.g., f=1/4 meaning only the sensors along the quadrant toward
the direction of the target node will do data forwarding. Note that while SNj forwards data to its
one-quadrant neighbors SNk’s, if one of SNk’s is the destination node, then the probability that
the destination SN fails to receive the message due to sensor/channel failures or speed violation
is exactly equal to Qrt,jk as given in Equation (20). Below we derive the probability that a path is
successfully formed for hop-by-hop data delivery between the source CH and the processing
center. Since there are Nhinter hops between the source CH (the first SN with index 1), and the
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processing center (the last SN with index Nhinter+1), a path is formed for data delivery if in each
hop there is at least one next-hop sensor along the direction of the target node is able to satisfy
the speed requirement and receive the broadcast message, and also that the destination node is
able to satisfy the speed requirement and receive the message. Thus, the probably that a path of
length Nhinter is formed successfully for hop-by-hop data delivery is given by:

Θ( N

h
int er

)=(

h
N int
er −1

∏ θ j ) × (1 − Qrt , N
j =1

h
int er

h
( N int
er

)
+1)

(22)

where Qrt, Nhinter (Nhinter+1) is from Equation 20 for the probability that the processing center node
(the last SN with index Nhinter+1) fails to receive the message due to sensor/channel failures or
speed violation. Note that the product term in Equation (22) becomes 1 when the upper bound is
smaller than the lower bound.
We create m paths between the source CH and the processing center based on the hop-by-hop
data delivery scheme discussed earlier. This applies to the both the forward traffic and reverse
traffic. For the reverse traffic, the source cluster will fail to deliver data to the processing center
if one of the following happens:
1. None of the SNs in the first hop receives the message. The probability for this case is 1-

θ1.
2. In the first hop, i (1≤ i <m) SNs receives the message, and each of them attempts to form
a path for data delivery. However, all i paths fail to deliver the message because the
subsequent hops fail to receive the broadcast message. The failure probability for this
case is:

∑ {[ ∏ (1 − Q
I <m

i∈ I

rt ,1i

) ]( ∏ Q rt ,1i )}{ ∏ [1 − Θ i ( N inth er − 1)]}
i∉ I

i∈ I

where I stands for a set consisting of first-hop SNs that receive the message and |I| is the
cardinality of set I. The first term is the probability that i SNs from the set of f nk nodes in
the first hop successfully receive the message, and the second term is the probability that
all i paths fail to deliver data. Note that a subscript i has been used to label Θi to refer to
path i (i.e., the path that starts from a particular SN with index i). Also the argument to Θi
is only Nhinter-1 because there is one less hop to be considered in each path.
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3. In the first hop, at least m SNs receive the broadcast message from the source CH, but all

m paths fail to deliver the message because the subsequent hops fail to receive the
broadcast message. The probability for this case is:

∑ {[ ∏ (1 − Q
I ≥m

rt ,1 i

i∈ I

) ]( ∏ Q rt ,1i )}{
i∉ I

∏ [1 − Θ

i

( N inth er − 1)]}

i∈ M ,
M ⊆I,
M =m

where M is a subset of I with cardinality of m. The second term in the above expression is
the probability that all m paths fail to delivery data.
Thus, the probability of the source cluster failing to deliver data to the processing center
is given by:
(23)

Q mfp = 1 − θ 1 +

∑ {[∏ (1 − Q

rt ,1i

h
)]( ∏ Q rt ,1i )}{∏ [1 − Θ i ( N int
er − 1)]}

∑ {[∏ (1 − Q

rt ,1i

h
)]( ∏ Q rt ,1i )}{ ∏ [1 − Θ i ( N int
er − 1)]}

I <m

I ≥m

i∈ I

i∈ I

i∉ I

i∉ I

i∈ I

i∈ M ,
M ⊆I,
M =m

For source redundancy, instead of using one SN, we assign ms SNs in each cluster to
return sensor readings to their CH to cope with channel/sensor faults. To implement source
redundancy, SNs also use hop-by-hop data delivery based on geographical routing to send sensor
data to their CH. For a path of Nhintra from a SN to the CH, again assign an index of 1 to the SN
and an index of Nhintra +1 to the CH. Then following a similar derivation, the probability that a
path is formed successfully from the SN to the CH for data delivery is given by:

Θ( N

h
int ra

)=(

h
N int
ra −1

∏θ j ) × (1 − Qrt , N
j =1

h
int ra ( N int ra +1)

)

(24)

For source redundancy, ms SNs are used for returning sensor readings. So the failure
probability1 that all ms SNs within a cluster fail to return sensor reading to the CH is given by:

1

Here the failure probability is calculated based on a perfect parallel system. Section 4.1.2 treats the case in which
software faults of sensors are possible and majority voting is used to calculate the failure probability.
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ms

h
Q mfss = ∏ [1 − Θi ( N int
ra )]

(25)

i =1

Note that in each of the ms path, distinct ej and Sjk exist along each path depending on
each path’s traffic condition. Combining results from above, the failure probability of a source
cluster not being able to return a correct response, because of either path or source failure, or
both, is given by:

Qf =1 − (1 − Qmfp )(1 − Qmfs )
s

(26)

Therefore, for the reverse traffic the success probability for query processing is given by:
(27)

RqR =1 − Q f

For the forward traffic for query dissemination, we also use hop-by-hop data delivery
protocol which utilizes redundancies. A query is sent from the PC to the source CH through m
paths and then sent from the source CH to ms random SNs within the cluster. Therefore, for the
h
forward traffic, QFrt,jk, θFj and Θ F ( N int
er ) can be similarly calculated based on Equations (19),

(20), and (21) with the value of E[SFreq] from Equation (17). The probability of the PC failing to
deliver the query to the source CH, denoted Q Ffp,m , is calculated based on Equation (23) with the
h
parameters of the forward traffic QFrt,jk, θFj and Θ F ( N int
er ) .

The probability that a path is formed successfully from the CH to a SN in its cluster for
query dissemination is given by:

Θ (N
F

h
int ra

)=(

h
Nint
ra −1

∏θ
j =1

F
j

)

(28)

Note that for the forward traffic, we do not need the term 1-Qrt, Nhinter (Nhinter+1) to account for the
successful delivery of the query to the last hop since a CH can choose any ms SNs within its
cluster to be source nodes. Therefore, the failure probability that a CH fails to deliver the query
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to ms SNs within its cluster, denoted Q Ffs ,ms , is calculated based on Equation (25) with the
h
parameter for the forward traffic Θ F ( N int
ra ) .

Summarizing above, the probability that the query is failed to be delivered from the PC to
the source CH and subsequently to the ms SNs is given by:

QFf =1−(1−QFfp,m)(1−QFfs,ms )

(29)

Therefore, the success probability of the forward traffic is given by:
(30)

RqF = 1− QFf

4.1.2. Software Failure

For source redundancy, ms SNs are used for returning sensor readings. If we consider
both hardware and software failures of SNs, the system will fail if the majority of SNs does not
return sensor readings (due to hardware failure), or if the majority of SNs returns sensor readings
incorrectly (due to software failure). Assume that all SNs have the same software failure
probability, denoted by qs, with q s = 1 − e

− λ soft t

as a function of time. Then to account for

software failure, Equation (25) can be replaced with Equation (31) below.

Q mfs =
s

+

∑ {∏[1 − Θ ( N

⎡m ⎤
|I | ≥ ⎢ s ⎥
⎢ 2 ⎥

i

i∈I

∑ {∏[1 − Θ ( N

⎡m ⎤
|I | ≥ ⎢ s ⎥
⎢ 2 ⎥

i

i∉I

× {1 − [

h
int ra

h
int ra

)]}{∏ Θi ( N inth ra )}

(31)

i∉I

)]}{∏ Θi ( N inth ra )}
i∈I

⎛| I |⎞
C⎜⎜ ⎟⎟(1 − qs ) j qs(|I |− j ) ]}
⎡m ⎤
⎝ j ⎠
j =⎢ ⎥
2
|I |

∑

s

⎢

⎥

Here in Equation (31) the first expression is the probability that the majority of ms SNs
fail to return sensor readings due to hardware failure, and the second expression is the probability
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that the majority of ms SNs return sensor readings but no majority of them agrees on the same
sensor reading as the output because of software failure.

4.1.3. Energy Consumption for Query Processing

In this section we calculate energy consumed for query processing for both the reverse
traffic and the forward traffic. We will first derive energy expended per query for the reverse
traffic EqR and then we will derive energy expended per query for the forward traffic EqF. For
source redundancy, in response to a query, a SN assigned would transmit a data packet to its
source CH. Since the average number of hops between a SN and its CH is given by Nhintra as
derived above, and a query requires the use of ms SNs for source redundancy, the total energy
required to forward data to the CH is given by:
(32)

Es−ch = ms N inth ra [ ET + λ (πr 2 ) ER ]
For path redundancy, let Ech-pc be the total energy consumed by the WSN to transmit
sensor data from the source CH to the processing center with m paths connecting the CH to the
processing center. The source CH would broadcast a copy of the data packet and all first-hop
neighbors would receive. Then, among the first-hop neighbors, m nodes would broadcast again
and all 2nd-hop neighbors would receive. In each of the subsequent hops on a path, only one
node would broadcast and the neighbors on the next-hop would receive. Consequently, Ech-pc is
given by:

E ch − pc = E T + λ (π r 2 ) E R

(33)

+ m ( N inth er − 1)[ E T + λ (π r 2 ) E R ]
The amount of energy spent in the reverse traffic by the system, EqR, to answer a query
that demands a source cluster to respond, using ms SNs for source redundancy and m paths for
path redundancy, is given by:
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E R = Ech− pc + Es−ch

(34)

q

For the forward traffic we calculate EqF by using nq in place of nb in Equations (1) and (2).
Specifically, the amount of energy spent in the forward traffic by the system, EqF, to disseminate
a query from the PC to the source CH and from the source CH to ms SNs is calculated by:
h
2
EqF = N int
er [ ET + λ (π r ) ER ]

(35)

h
2
+ N int
ra [ ET + λ (π r ) ER ]ms

4.2. Energy Consumption due to Clustering
For clustering, the system would consume energy for broadcasting the announcement
message and for the cluster-join process. Since p is the probability of becoming a CH, there will
be pn SNs that would be broadcasting the announcement message. This announcement message
will be received and retransmitted by each SN to the next hop until the TTL of the message
reaches the value 0, i.e. the number of hops equals Nhintra. Thus, the energy required for
h
2
broadcasting is pn[ N int
ra λ (πr )( ET + E R )] . The cluster-join process will require a SN to send a

message to the CH informing that it will join the cluster and the CH to send an acknowledgement
to the SN. Since there are pn CHs and (n – pn) SNs in the system, the energy for this is n(ET +
ER). Let the size of the message exchange be nl. ER and ET will be calculated from Equations (1)
and (2) with nl in place of nb. Let Niteration be the number of iteration required to execute the
clustering algorithm. Then, the energy required for each execution of the clustering algorithm,
Eclustering, is given by:
h
2
Eclustering = pnN iteration [ N int
ra λ (π r )( ET + E R )] + n( ET + E R )]

(36)

4.3. Energy Consumption due to Status Exchange
The energy consumed due to status exchange of (Eo, ej, Qtjk) depends on if the reactive
approach or the proactive approach has been adopted. We analyze both cases and their effects on
MTTF. Let the size of the message exchange be nl. The energy for reception and transmission of
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status exchange message, ER and ET, will be calculated from Equations (1) and (2) with nl in
place of nb.

4.3.1. Reactive Approach

Under the reactive approach, the source CH checks with ms SNs to get the average (Eo, ej,
Qtjk) when a query is processed. Also all intermediate CHs send their parameter updates to the
PC. To calculate energy consumption due to status exchange, we need to know the average
number of CHs between the PC and the source CH. We also need to know the average distance
between two CHs.
The distance between two neighboring CHs can be calculated by:
(37)

A

d CH =

Nc

The average number of clusters between the PC and the source CH, denoted by nCH, can
be calculated by:
nCH =

h
d CH

.

(38)

Thus, the distance from CH i to the PC is given by i × d CH , where i = [1, nCH]. As a
result, the number of hops between CH i to the PC, is given by:
i
N hop
=i

d CH
r

(39)

Therefore, the total energy consumption per query for status exchange under the reactive
approach is the sum of the energy consumed for status exchange between the nCH CHs and the
PC, and that between the source CH and all SNs in its cluster, viz.,
nCH

reactive
h
Estatus
= [∑ N ihop (ET + ER )] + ns Nint
ra (ET + E R )
i =1
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(40)

4.3.2. Proactive Approach

Under the proactive approach, every CH sends status exchange information to other CHs
periodically, say, in every beacon interval denoted by Tbeacon. The energy expended for this
periodic status exchange activity per beacon interval under the proactive approach is given by:
proactive
(N ) h
ECH
− PC = C 2 Nint er ( ET + ER ) =
c

Nc (Nc + 1) h
Nint er (ET + ER )
2

(41)

where C(Nc, 2) is the number of CH pairs in the system. All SNs in a cluster also send a status
exchange message to the CH periodically. The energy expended per beacon interval for this is
given by:
proactive
h
E SN
−CH = N int ra n s ( ET + E R )

(42)

Therefore, the total energy consumption for status exchange per beacon interval under the
proactive approach is given by:
proactive
Estatus
=

Nc (Nc +1) h
h
Ninter (ET + ER ) + Nint
rans (ET + ER )
2

(43)

4.4. System MTTF
Our objective is to find the best redundancy level represented by m and ms that would
satisfy the query reliability and timeliness requirements while maximizing MTTF, when given a
set of system parameter values characterizing the application and network conditions. That is, if
Treq and Rreq are the timing and reliability requirements of a query, then we determine the best
combination of (m, ms) such that the MTTF is maximized, subject to the constraint:
R q > R req

(44)

Note that the constraint given above implies the timing requirement is satisfied based on how we
derive Rq in Equation (3).

51

From a user’s perspective, if the user does not experience a response returned within the
specified real-time constraint, the system is considered to have failed. We define a metric called
the mean time to failure (MTTF) of the sensor system that considers this failure definition.
Specifically, we define the MTTF of a sensor data system as the average number of queries that
the system is able to answer correctly before it fails, with the failure caused by either channel or
sensor faults (such that a response is not delivered within the real-time deadline), or energy
depletion.
When m paths and ms SNs are used to achieve Rq in order to satisfy Condition (44), the
amount of energy consumed is given by Eq given in Equation (4). Consider for the time being
that the system fails due to energy depletion only. Then, the system fails when the system’s
energy falls below Ethreshold. Let the potential maximum lifetime of the system be denoted by Tlife.
There are three sources of energy consumption: query processing, periodic clustering and status
exchange. Consider the case in which queries arrive at the system with rate λq. The energy
consumed due to query processing is given by EqλqTlife where λqTlife is the maximum number of
queries the system can possibly process during its lifetime. On the other hand, the energy
expended due to the execution of the periodic clustering algorithm is given by EclusteringTlife
/Tclustering where Tlife /Tclustering is the number of times the clustering algorithm is executed during
the system lifetime. For the reactive approach, the energy consumed due to status exchange is
given by the energy consumed per query as given in Equation (40) multiplied with the number of
reactive
. Thus, Tlife for the reactive
queries experienced during the system lifetime, i.e., λ q Tlife E status

approach can be calculated as follows:
reactive
λqTlife ( Estatus
+ Eq ) + Eclustering

Tlife
Tclustering

= Einitial − Ethreshold

(45)

For the proactive approach, the energy consumed due to status exchange is given by the
energy consumed per beacon interval as given by Equation (43) multiplied with the number of
proactive
beacon intervals during the system lifetime, i.e., Estatus

Tlife
Tbeacon

, where Tlife/Tbeacon is the number

of beacon intervals experienced before system failure under the proactive approach. Thus, Tlife
for the proactive approach can be calculated as follows:
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λ q E q Tlife + E clustering

Tlife
Tclustering

proactive
+ E status

Tlife
Tbeacon

= E initial − E threshold

(46)

The maximum number of queries that the system is able to sustain before running out its
energy, denoted by Nq, is given by:

N q = λqTlife

(47)

Since the system is able to answer Nq queries before energy depletion, each with the
reliability of Rq, the MTTF of the system is the expected number of queries that the system can
answer without experiencing a failure with the upper bound of Nq, i.e.,
MTTF =

N q −1

∑ iR
i =1

q

i

N

(1 − Rq ) +

N q Rq q

(48)

This MTTF metric can be translated into a more classic “system lifetime” metric with the
unit of time, i.e., mean lifetime to failure (MLTF), as follows:
MLTF =

(49)

MTTF

λq

Note that MLTF is different from Tlife in that MLTF is the system lifetime, while Tlife is
the potential maximum system lifetime, i.e., it is the maximum lifetime before energy depletion
if every query is processed reliably and successfully to satisfy the query QoS requirement.

4.5. Energy Consumption for Rebuilding the MMS Table
Let Ttable be the periodical interval for rebuilding the MMS table. Let Etable be the energy
spent each time the table is rebuilt. This energy affects the system lifetime. Specifically, Tlife for
the reactive approach now can be calculated as follows:
reactive
λqTlife(Estatus
+ Eq) + Eclustering

Tlife
Tclustering

+ Etable

Tlife
Ttable

= Einitial −Ethreshold

(50)

Here a term has been added on the left hand side to consider the energy spent to periodic
rebuild the MMS table.
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Similarly, Tlife for the proactive approach can be calculated as follows:

λ q E q Tlife + E clustering

Tlife
Tclustering

proactive
+ E status

Tlife
Tbeacon

+ E table

Tlife
Ttable

= E initial − E threshold

(51)

Tlife calculated this way can then be used to calculate MTTF and to rebuild MMS tables
based on Equation (48), listing MTTF as a function m, ms, ej, Qt,jk.

4.6. Network Dynamics
The AFTQC algorithm now is extended to deal with network dynamics that cause
changes to density of nodes (λ), number of sensor nodes (n), residual energy of nodes (Eo), and
radio range (r) because of energy consumption and failure of nodes, and change of node
connectivity.
One possible solution would be to build a larger table at design time listing optimal (m,
ms) not only as a function of (ej, Qt,jk) but also as a function of (λ, Eo, r). This solution depends
on if the storage capability of SNs is able to hold larger tables; it will affect energy consumption
as well. We dispose of this solution because of the current limited capability of SNs.
Our solution is to periodically obtain information about these dynamic model parameters,
and then apply the analytical formulas derived to rebuild the best (m, ms) table dynamically. Note
that in cases where the capabilities of SNs are insufficient to perform the computation to rebuild
the table (e.g., in a SUN Ultra 10 machine the computation takes about 1 minute), a base station
if available can help rebuild the table and broadcast the table to CHs. The energy consumption
by CHs to receive the table in this case will need to be considered. The base station in this case
does not involve in query processing but will perform status exchange with CHs to rebuild the
table periodically.
Here we provide an analysis for dealing with network dynamics due to node failures and
change of node connectivity. Network dynamics due to node failures can be modeled by
modeling the failure time of a sensor node as a random variable, i.e., exponentially distributed
with a failure rate of λf. That is, the failure probability of a SN at time t can be calculated by:
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q (t ) = 1 − e

−λ f t

(52)

This assumption is justified for hardware systems obeying the exponential failure law.
Due to sensor node failures, the WSN needs to dynamically change radio range (r) to maintain
connectivity. From [76], to maintain connectivity defined as 1 – ε, the following relationship
holds:

λ≥

1
1
log( 2 2 )
2
πθ (1 − q)r
εγ r

(53)

2

where λ is the SN density, q is the failure probability, γ and θ are parameters with γ+2θ = 1, and
ε is a very small number indicating the tolerance. Let n(t) be the number of SNs at time t, given
by:

n(t ) = n × [1 − q(t )]

(54)

Let λ(t) be the sensor density at time t, given by:

λ (t ) =

n(t )
A2

(55)

where A is the side of the terrain.
Plugging the expressions for q(t) and λ(t) into Inequality (53). We obtain the minimum
radio range r(t) for maintaining connectivity of the WSN at time t from the following equation:
−λ t
(56)
ne f
1
1
≥
log(
)
−λ t
εγ 2 r (t )2
A2
πθ 2 e f r (t ) 2
The residual energy per node can be calculated from the following equation:

E 0 (t ) = E residual (t ) / n(t )

(57)

where Eresidual (t) is the residual energy of the system at time t to be derived below.
This dynamic information regarding λ(t), n(t), q(t) and r(t), along with the average
residual energy per SN, E0(t), can serve as input to the periodical process for rebuilding a MMS
lookup table based on Equation (48) derived earlier, listing MTTF as a function m, ms, ej, Qt,jk.
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Specifically, the MMS table is rebuilt periodically with λ(t), n(t), q(t), r(t), and Eo(t) being
updated periodically based on Equations (52) - (57). Note that the updates to these parameters
are done periodically at discrete points with Ttable being the period.
reactive
proactive
(t), E status
(t), Etable (t) can all be updated as a function
Similarly Eq(t), Eclustering(t) , E status

of time at discrete points with Ttable being the period. Thus, by rewriting Equation (50) taking
into consideration of network dynamics, Eresidual(t) under reactive can be calculated by:
E residual (t ) = Einitial −

t / Ttable −1

∑λ T

q table

i =0

t / Tclusterin g −1

t / Ttable −1

i =0

i =0

∑ Eclustering (iTclustering ) −

−

(58)

reactive
[ E q (iTtable ) + E status
(iTtable )]

∑E

table

(iTtable )

reactive
proactive
(t), E status
(t), Etable (t) have been used to refer to
Here the notations of Eq(t), Eclustering(t) , E status

the values returned at time t. In the first summation in the right hand side of the expression, there
are altogether t/Ttable periods with index i referring to the ith period, and Eq(i Ttable) refers to the
energy consumed per query during the ith period.
Similarly by rewriting Equation (51) Eresidual(t) under proactive can be calculated by:
E residual (t ) = Einitial −
t / Tbeacon −1

∑E
i =0

proactive
status

t / Ttable −1

∑λ T

q table

i =0

(iTbeacon ) −

E q (iTtable ) −

t / Ttable −1

∑E
i =0

table

t / Tclusterin g −1

∑E
i =0

clustering

(iTclustering ) −

(59)

(iTtable )

The maximum system lifetime Tlife can be calculated by finding the solutions to
Equations (58) and (59) after substituting t= Tlife and Eresidual (t) = Ethreshold for reactive and
proactive methods, respectively. For example, Tlife under proactive can be calculated by the
following equation:
Tlife / Ttable −1

Tlife / Tclusterin g −1

i =0

i =0

∑ λqTtable Eq (t = iTtable ) +

∑ Eclustering (t = iTclustering ) +

Tlife / Ttable −1

∑
i =0

Etable (t = iTtable ) = Einitial − Ethreshold
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Tlife / Tbeacon −1
proactive
status
i =0

∑E

(t = iTclustering ) +

(60)

Finally, Rq(t) is calculated dynamically as a function of t based on Equation (3). The
maximum system lifetime Tlife obtained above allows us to calculate the maximum number of
queries, Nq, before energy depletion, each with the reliability of Rq(t). The MTTF of the system
is the expected number of queries that the system can answer without experiencing a failure with
the upper bound of Nq, i.e.,
MTTF =

N q −1

i

∑ i{∏[ Rq (
i =1

j =1

j

λq

)]}[1 − Rq (

i +1

λq

)] +

Nq

N q ∏[ Rq (
j =1

j

λq

)]
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where Rq(j/λq) is the reliability of a query being processed at time t = j/λq.
To analyze the effect of network dynamics, MTTF can be shown as a function of table
rebuild period Ttable. For each Ttable period, the density λ(t), radio range r(t) and residual energy
Eo(t) can be recalculated based on Equation (55), (56) and (57) by replacing t with the actual

time value, i.e., Ttable, 2 Ttable, 3 Ttable, etc.. The optimal m and ms can be obtained from the lookup
table. Then for each Ttable period, we can calculate the MTTF based on the input of Eo, r, λ, m,
and ms.

4.7. Generalization
Certain assumptions have been made in the dissertation to simplify our analysis. Below
we discuss how these assumptions can be relaxed.

4.7.1. Query Involving Multiple Clusters for a Response

First, the analysis performed so far is based on the assumption that only one source
cluster is needed. It could be easily extended to the case where multiple source clusters are
demanded. Let Pq(k) be the probability that a query requires k source clusters to respond. Let
Rq(k) be the query success probability for a query that requires k source clusters to respond, and
Eq(k) be the energy consumption of the system to answer a query that requires k source clusters.

The expressions for Rq(k) and Eq(k) can easily be derived from those based on a single source
cluster, i.e., through Equations (3) and (4), respectively, based on the application requirements
(e.g., the query is considered successful if all k source clusters must return sensor readings).
Then Eq would be given by the expected value of Eq(k) as:
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np

Eq = ∑ Eq (k ) Pq (k )

(62)

k =1

The success probability of a query, Rq, would be given as:
np

Rq = ∑ Rq (k ) Pq (k )

(63)

k =1

The same analytical expression for the MTTF as given by Equation 48 with new Eq and
Rq given in Equations (62) and (63) then can be used to analyze the effect of Pq(k).

4.7.2. Concurrent Query Processing with Distinct QoS Requirements

We have considered the scenario in which queries are issued one at a time by a mobile
user driving a car or on an aircraft collecting sensor readings of interest, so queries are processed
sequentially by the WSN. Our analysis can also be applied to scenarios, in which queries arrive
at the system concurrently, say, by multiple users.
For applications where concurrent queries access different source clusters, the AFTQC
algorithm can be applied without modification. The reason is that the MTTF metric is based on
the number of queries the system is able to satisfy before system failure; therefore, we only need
to concern about the maximum number of queries, regardless of if they are one-by-one queries or
concurrent queries. The MTTF value obtained afterward can be translated into the lifetime of the
system by considering the rate at which queries arrive.
For applications where concurrent queries may access a cluster simultaneously, the only
change to the AFTQC algorithm is that the PC will have to calibrate (ej, Qt,jk) information
reported from the source cluster as well as those clusters between the PC and the source cluster
because these clusters might be involved in concurrent query processing. In both cases,
concurrent query processing would be reflected by the increase of query arrival rate, which can
be used to translate the MTTF metric into the conventional system lifetime metric. Specifically,
by simply measuring ej (transmission failure probability experienced by SNj) and Qt,jk (speed
violation probability if the packet is forwarded from SNj to SNk) to properly account for the
noise and interference introduced due to simultaneous transmission of data packets by SNs. The
reason is that the MTTF metric used is based on the number of queries that the system is able to
service before it fails, so it does not matter whether queries are processed sequentially or
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concurrently, as long as the noise and interference introduced due to simultaneous transmission
of data packets by SNs have been properly accounted for in calculating the query success
probability (Rq) and energy consumption (Eq).
We have used the average QoS (reliability and timeliness) requirements for all queries in
the analysis. In reality, queries may be in different service classes and thus have different QoS
requirements. The analysis can be extended to handle this more general case by considering the
probability of a query being in a particular QoS class and computing the weighted Rq and Eq of a
query, and consequently the MTTF of the system. For example a timeliness requirement can be
(1sec, 5sec, 10sec) and a reliability requirement can be (0.999, 0.99, 0.9) so there will be nine
QoS classes. For each QoS class, say, class i, we apply the analysis method to calculate Rq,i and
Eq,i for class i only as in Chapter 4, Then given knowledge of the probability that a query is in

class i, PQoSi, we can calculate the expected reliability and energy consumption per query, Rq
and E q , as:
R

E

q

q

=

∑ PQoS

i

×R

∑ PQoS

i

×E

i

=

i

q, i

q, i

(64)

(65)

Then the MTTF calculation can use Rq and E q instead of Rq and Eq.

4.7.3. Data Aggregation

So far we assume that a source CH will not aggregate data. A source CH may receive up
to ms redundant packets due to source redundancy but will just forward the first one received to
the PC. Thus, the data packet size is the same. For more sophisticated scenarios, conceivably the
CH could also aggregate data for query processing and the size of the aggregate packet may be
larger than the average data packet size.
We extend the analysis to deal with data aggregation in two ways. The first is to set a
larger size for the aggregated packet that would be transmitted from a source CH to the PC. This
will have the effect of favoring the use of a smaller number of redundant paths (i.e., m) because
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more energy would be expended to transmit aggregate packets from the source CH to the
monitoring node. The second is for the CH to collect a majority of sensor readings from its
sensors before data are aggregated and transmitted to the PC. The analysis of data aggregation
thus in effect is the same as that we have performed for SN software faults in Section 4.1.2
requiring a majority of sensors to return correct sensor readings.

4.8. Acknowledgement with Retransmission
The nature of wireless communication is unreliable. Therefore, to improve the reliability
of packet delivery, a commonly used mechanism is to use acknowledgements to confirm the
reception of a packet and to retransmit if the packet is not received. However, there is a tradeoff
between reliability and energy consumption. This acknowledgement with retransmission
approach increases the energy consumption and the transmission delay, and may cause the endto-end deadline to be violated. In this section we consider a design of the AFTQC algorithm
based on acknowledgement with retransmission to contrast with the design of AFTQC without
retransmission. The acknowledgement considered in this approach is implicit in the sense that
there is no explicit acknowledgement packet being sent by the receiver SN to the sender SN to
save scarce bandwidth. Since the wireless medium is open, the sender SN can listen to the
wireless medium to know if its next hop forwarding SN has forwarded the very same packet. If it
does not detect that, the sender SN will attempt to retransmit a number of times before
announcing failure.
For a sender node, say SNj, it sets the maximum number of retries dynamically
depending on the transmission error probability ej detected at runtime. We denote Rj as this
maximum number of retries, calculated based on ej as follows:

Rj =

1
−1
1− ej

(66)

Intuitively, the first term in the right hand side expression denotes the average number of
tries after which a success is to be expected. As a result, we set the maximum number of retries
to be the same as this average number minus 1 (the initial try) to gain maximum reliability. With
this set, the probability of a SN failing to relay sensor data as calculated in Equation (10) can be
replaced by the following equation:
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(67)

R j +1

Qr , j = 1 − [(1 − q)(1 − e j )]

To calculate the speed requirement at each hop in order to satisfy the end-to-end deadline
requirement, we consider a slot-based scheme such that each transmission or retransmission is
given a time “slot” such that the overall time needed for packet delivery along the PC-CH path
and the CH-SN path does not exceed the deadline requirement, denoted by Time*, where Time*
can be TimeR or TimeF depending on whether the traffic considered is the reverse or forward
traffic. Since SNj is expected to transmit Rj + 1 times before it experiences the first success, we
allocate Rj + 1 slots of time to SNj so that the time allocated to it is inversely proportional to its
transmission error probability. The time allocated to each slot can be calculated as follows:

Tslot =

(68)

Time *
h
N int
er

∑ (R
k1 =1

k1

+ 1) +

h
N int
ra

∑ (R

k 2 =1

k2

+ 1)

Here the denominator is the sum of all time slots along the PC-CH path and the CH-SN
path. The time allocated to each hop is based on the number of expected transmissions at that
hop and is given by:

Thop = Tslot ( R j + 1)

(69)

j

That is, when a forwarding SN needs to retransmit more because of an unreliable link, we
allocate more time to it for packet delivery. The speed requirement now is not a constant as
calculated in Equation (17) and (18). Rather, it varies dynamically on a hop-by-hop basis, that is:
E[ S req , j ] =

(70)

r
*

Time

( R j + 1) N h

int er

∑ (R
k1 =1

k1

+ 1) +

h
Nint
ra

∑ (R

k2 =1

k2

+ 1)

This expression will be used in Equation (19) to calculate the probability that the imposed
speed requirement at hop j is violated by SNj while it transmits a packet to SNk. All other
equations in (20)-(30) are not changed. Specifically, Equation (67) and Equation (70) then can be
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combined with Equations (27) and (30) for calculating the reliabilities of reverse traffic and
forward traffic, respectively.
The total energy required to forward data from ms SNs to the CH in this case will be the
total energy required to forward data for all retries to the CH. Equation (32) can be replaced with
the following equation:
h
N int
ra

Es = [ ∑ ( Rk 2 + 1)]ms [ ET + λ (πr ) ER ]
2

(71)

k 2 =1

The total energy consumed by the WSN to transmit sensor data from the source CH to the
processing center will be the total energy for all retries from CH to the PC on all m paths.
Equation (33) can be replaced with the following equation:

E ch = ( R1 + 1)[ ET + λ (π r 2 ) E R ]

(72)

h
N int
er

+ m ∑ ( Rk1 + 1)[ ET + λ (π r 2 ) E R ]
k1 = 2

For forward traffic, the total energy required to disseminate a query from the PC to the
source CH and from the source CH to ms SNs is calculated by:
h
N int
er

E = [ ∑ ( Rk1 + 1)]( ET + λ (πr 2 ) E R )
F
q

(73)

k1 =1

h
N int
ra

+ [ ∑ ( Rk2 + 1)]( ET + λ (πr 2 ) E R )ms
k 2 =1

4.9. Applicability and Summary
In this chapter, we developed mathematical models to analyze our proposed path and
source redundancy fault tolerance mechanisms, which when properly employed, could achieve
QoS requirements while maximizing the lifetime of query-based sensor networks. We derived
the probability of successful data delivery within a real-time constraint (Rq), as well as the
amount of energy consumed (Eq) per query. When given a set of parameter values characterizing
the operating and workload conditions of the environment, we identified the optimal (m, ms)
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setting that would maximize the MTTF while satisfying the application QoS requirements. We
also developed mathematical models to consider network dynamics and to relax assumptions
made in the basic model to make it more generally applicable to WSNs with query processing
capability.
To apply the results derived in this dissertation, a MMS table can be built at design time
listing MTTF as a function of (m, ms) covering a perceivable set of parameter values for Treq, Rreq,
ej, Qt,jk, λ, Eo, and r. When memory is an issue, MMS tables can be rebuilt periodically after
λ, Eo, and r are determined dynamically. A MMS table in this case would list the best (m, ms)
covering a perceivable set of parameter values for Treq, Rreq, ej, and Qt,jk only. Dynamic
parameter values such as ej (transmission failure probability experienced by SNj) and Qt,jk (speed
violation probability if the packet is forwarded from SNj to SNk) can be predicted by using local
measurements, or, alternatively collected either proactively or reactively by the CHs at the
expense of energy consumption. Then, at runtime a simple table lookup could be performed at
runtime to determine the optimal (m, ms) that could satisfy the QoS requirements and maximize
the MTTF of the WSN system.
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Chapter 5
ANALYSIS AND NUMERICAL RESULTS
In this chapter we present numeric data to demonstrate the tradeoff between Rq and Eq
and that there exists an optimal (m, ms) set that would maximize the MTTF of the sensor system
while satisfying Condition (44). Table 5.1 lists the parameters used along with their default
parameters. These default values are consistent with the values used in [48], [51], [59], and [63].
Our WSN consists of 1000 sensor nodes distributed according to a Poisson process with density

λ in a square area of 400m by 400m. Each SN has a transmission radio range of 40 m. The initial
bandwidth of the wireless channel is 200Kb/s. Each SN has an initial energy of 10 Joule. The
energy parameters used by the radio module are adopted from [59], [63]. The energy cost to run
the transmitter/receiver radio circuitry per bit processed (ETX-elec, ETR-elec) is chosen to be 50nJ/bit.
The energy used by the transmit amplifier to achieve an acceptable signal to noise ratio is chosen
to be 10 pJ/bit/m2.
While in reality ej (transmission failure probability experienced by SNj) and Sjk
(progressive speed if the packet is forwarded to SNk from SNj) vary depending on network traffic,
we consider ej = e and Sjk being uniformly distributed with parameters [a, b] to simplify the
analysis. We do not consider energy consumption by clustering (Eclustering=0) to focus energy
consumption by data forwarding only, as the inclusion of energy consumption by clustering
would decrease the MTTF but would not change the trend exhibited. We vary other key
parameters to study their effect on optimal (m, ms) and MTTF.
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Table 5-1: Parameters Used for the Analysis.

Parameter

Default Value

m

[1 – 10]

ms

[1 – 10]

n

1000

ns

100

q

10-6

e

[0.0001 – 0.1]

r

40 m

f

¼

λ

10 nodes/(40 x 40 m2)

λq

1 query/min

A

400m

nb

50 bytes

ETX-elec

50 nJ/bit

ETR-elec

50 nJ/bit

εamp

10 pJ/bit/m2

Eo

10 Joule

Ethreshold

0 Joule

Niteration

3

Tclustering

[5 – 20] sec

Treq

[0.3 – 1.0] sec

Tbeacon

5 sec – 5 min

B

200Kb/s – 1Mb/s

θ

1/3

γ

1/3

ε

10-3

Ttable

5 sec – 150 sec

Etable

0.0001 – 0.01 J

λf

0.00001 – 0.001
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5.1. MTTF Analysis
Table 5.2 summarizes the optimal (m, ms) set that would maximize the MTTF of the
sensor system under the environment characterized by the set of parameter values listed in table
1. Other parameter values may generate different (m, ms) but the trend remains the same. We see
that as e increases, the system tends to use more redundancy to satisfy Condition (44) and to
maximize the MTTF of the sensor system. Conversely as the real-time deadline increases, the
system tends to allocate less redundancy. Most importantly, there always exists an optimal (m,
ms) set that would maximize the MTTF of the sensor system.

Table 5-2: Optimal (m, ms) with Varying e and Treq.

Treq

e=0.0001

0.001

0.01

0.4 sec

5,5

5,5

5,6

0.5 sec

3,3

4,4

4,4

1.0 sec

2,2

3,3

4,4

2 sec

1,1

2,1

2,3

5 sec

1,1

1,1

2,3

Figure 5-1 shows a snapshot of the MTTF of the sensor system as a function of (m, ms)
with Treq=1.0. Two 3-D graphs are shown in Figure 5-1a to show the effect of e. The top 3-D
graph is for the case in which e=0.0001 where the optimal (m, ms) set is (2, 2) at which the
MTTF is maximized. The bottom 3-D graph is for the case in which e=0.001 for which the
optimal (m, ms) set is (3, 3). We see from these two 3-D diagrams that either not enough or
excessive redundancy is detrimental to the MTTF of the sensor system.
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e=0.0001, Treq=1.0
e=0.001, Treq=1.0
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Figure 5-1: MTTF vs. (m, ms) with Treq= 1 sec, e = [0.0001-0.001].
The existence of the optimal (m, ms) set can be best understood by seeing the tradeoff
between Rq and Eq as a function of (m, ms). Figure 5-2 shows Rq vs. (m, ms) as a function of (m,
ms). As either m or ms increases, Rq increases. In particular, Rq is more sensitive to m because in
the environment tested, the distance between the processing center and a CH (Nhinter) is longer
than that between the CH and a SN within a cluster (Nhintra). Consequently, incorporating path
redundancy (represented by m) greatly improves Rq compared with source redundancy
(represented by ms).
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e=0.0001,Treq=1
e=0.001,Treq=1
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Figure 5-2: Rq vs. (m, ms) with Treq=1 sec, e = [0.0001 – 0.001].
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Figure 5-3: Eq vs. (m, ms).
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7

Correspondingly, Figure 5-3 shows the energy consumption as a function of (m, ms). We
see that the energy consumption per query is monotonically increasing as either m or ms
increases. Therefore, if more redundancy is used to answer a query, on one hand the MTTF
would increase due to a higher Rq (to satisfy Condition (44)), but on the other hand the MTTF
would decrease due to a high Eq. As a result, an optimal redundancy level in terms of optimal
(m, ms) exists.
Next we test the effect of the real-time deadline on MTTF. Figure 5-4 shows a snapshot
of the MTTF of the sensor system as a function of (m, ms) with e=0.0001 with varying Treq. The
top 3-D graph is for the case in which Treq=1.0 for which the optimal (m, ms) set is (2, 2) at which
the MTTF is maximized. The bottom 3-D graph is for the case in which Treq=0.5 for which the
optimal (m, ms) set is (4, 4). In general, we observe that as Treq increases (less stringent real-time
deadline constraints), the MTTF increases. Also the system would select less redundancy to
maximize the MTTF of the system.

e=0.0001, Treq=1.0
e=0.0001, Treq=0.5
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Figure 5-4: MTTF with e = 0.0001, Treq = [0.5 – 1.0] sec.
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5.2. Tradeoff Analysis between AFTQC without Acknowledgement and with
Acknowledgement
In our basic design of AFTQC, we use redundancy instead of ACK to achieve high
reliability. However in extreme cases where the transmission failure reliability is low, it may be
advantageous to use ACK to achieve a higher MTTF. In this section, we analyze the tradeoff
between the AFTQC algorithms without acknowledgement vs. with acknowledgement and
identify conditions under which one scheme may perform better than the other in terms of the
system MTTF metric.
Figure 5-5 shows a snapshot of the MTTF of the sensor system as a function of (m, ms)
with Treq=1.0, e = 0.0001 under which AFTQC with ACK is worse than AFTQC without ACK.
Both 3-D graphs show the optimal (m, ms) set of (2, 2) at which the MTTF is maximized. The
top 3-D graph is for the case of AFTQC without using acknowledgement. The bottom 3-D graph
is for the case of AFTQC with acknowledgement. We see that the bottom graph has lower values
of the system MTTF than the top graph. This is because when the deadline is long (Treq = 1 sec)
and the transmission failure probability is small (e = 0.0001), the system will spend more energy
in sending acknowledgements. Thus, AFTQC without ACK is better in this case.

e=0.0001, Treq=1.0 without ack
e=0.0001, Treq=1.0 with ack
1,500,000

MTTF

1,000,000

500000.0
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2

3
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0
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4
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5
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6

6
7

7

5
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Figure 5-5: AFTQC with ACK vs. AFTQC without ACK under e = 0.0001, Treq = 1.0 sec.
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Conversely, Figure 5.6 shows a snapshot of the MTTF of the sensor system as a function
of (m, ms) with Treq=0.5, e = 0.1 under which AFTQC with acknowledgement is better than
AFTQC without acknowledgement. Both 3-D graphs show the optimal (m, ms) set of (7, 9) at
which the MTTF is maximized. The top 3-D graph is for the case of AFTQC with
acknowledgement. The bottom 3-D graph is for the case of AFTQC without acknowledgement.
We see that the top graph has much higher values of the system MTTF than the bottom graph.
This is because when the deadline is short (Treq = 0.5 sec) and the transmission failure probability
is high (e = 0.1), the gain in system reliability due to using acknowledgement outweighs the
energy spending in sending acknowledgement packets.
In summary, we conclude that whether to use ACK or not depends on the transmission
failure probability at the time of query processing and the response time deadline imposed. Our
design allows the system to adapt to network and query conditions to dynamically determine the
best scheme to use to maximize the system MTTF. Under normal conditions where the channel
transmission reliability is relatively high, we expect AFTQC without acknowledgement to be our
design choice.

e=0.1, Treq=0.5, without ack
e=0.1,Treq=0.5, with ack
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Figure 5-6: AFTQC with ACK vs. AFTQC without ACK under e = 0.1, Treq = 0.5 sec.
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5.3. Comparison of AFTQC with Baseline
We compare our design with a baseline design in which there is no redundancy and the
classic “acknowledgement and retransmission on timeout” mechanism is used. Figures 5-7 and
5-8 show a snapshot of the MTTF of the sensor system as a function of (m, ms) in logarithmic
scale in order to show the baseline case. Figure 5-7 is for the case in which e=0.0001, Treq=1.0.
Since in this case the channel transmission reliability is relatively high, we expect AFTQC
without acknowledgement performs better than AFTQC with acknowledgement. The top 3-D
graph shows the MTTF under AFTQC without ACK. The middle 3-D shows that under AFTQC
with ACK. The optimal (m, ms) is (2, 2) in both graphs. The bottom 3-D graph shows the MTTF
using the baseline design (labeled as m = 1, ms = 1, baseline with ACK). We observe that
AFTQC either with ACK or without ACK greatly increases the system MTTF compared with the
baseline design under this set of parameter values characterizing the WSN. The effect is
especially pronounced when AFTQC operates at the optimal (m, ms) identified. Moreover, even
when the WSN is extremely reliable, i.e., when e and q are extremely small, so that the optimal
(m, ms) at (1, 1), AFTQC without ACK still yields a higher MTTF than the baseline system
because of energy saving in not using acknowledgements.

e=0.0001,Treq=1.0, without ACK
e=0.0001,Treq=1.0, with ACK
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Figure 5-7: AFTQC vs. Baseline with Treq= 1 sec, e = 0.0001 in Logarithmic Scale.
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Next we consider a case in which the channel transmission reliability is relatively low so
that AFTQC with ACK is expected to perform better than AFTQC without ACK. Figure 5-8 is
for the case in which e=0.1, Treq=1.0. The top 3-D graph shows the MTTF under AFTQC with
ACK. The optimal (m, ms) is (6, 7) in this case. The middle 3-D shows that under AFTQC
without ACK. The optimal (m, ms) is (7, 8) in this case. As expected, the system requires more
path and source redundancies under AFTQC without ACK when the network is not reliable. The
bottom 3-D graph shows the MTTF using the baseline design (labeled as m = 1, ms = 1, baseline
with ACK). We observe that when the network is not very reliable, i.e. when e is large, as
expected AFTQC with ACK performs better than AFTQC without ACK. The baseline scheme
performs marginally better than AFTQC without ACK only when (m = 1, ms = 1). At other (m,
ms) settings, both AFTQC with ACK and AFTQC without ACK significantly outperform the
baseline scheme, especially at optimal (m, ms) values identified. We again observe that using
redundancies greatly improves the system MTTF.

e=0.1, Treq=1.0, with ACK
e=0.1, Treq=1.0, without ACK
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Figure 5-8: AFTQC vs. Baseline with Treq= 1 sec, e = 0.1 in Logarithmic Scale.
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5.4. Effect of Clustering on MTTF
In this section we analyze the effect of clustering on the proposed algorithm. We also
analyze the effect of different clustering intervals on the system MTTF.
Figure 5.9 shows a snapshot of the MTTF of the WSN system as a function of (m, ms)
with Treq=1.0, e = 0.0001 to show the effect of clustering. All 3-D graphs show the optimal (m,
ms) set of (2, 2) at which the MTTF is maximized. The top 3-D graph shows the baseline case in
which the energy used for clustering is zero, i.e., Eclustering=0. The second 3-D graph is for the
case when the clustering interval Tclustering = 20 sec. The energy consumed Eclustering is then
calculated based on Equation (36). The third 3-D graph is the case when the clustering interval
Tclustering = 5 sec.
We see that when the clustering interval is short (Tclustering = 5 sec), the MTTF values are
lower than the baseline case. This is because the energy consumption by the clustering algorithm
is significant in this case. When the clustering interval is sufficiently long (Tclustering = 20 sec), the
system achieves about the same values of system MTTF as the baseline case. In this case, the
energy consumption by the clustering algorithm is small and does not significantly affect the
system MTTF.
Finally we note that the MTTF curves for all three cases show the same trend with
respect to (m, ms) with the optimal set at (2, 2) and that the optimal (m, ms) set is relatively
insensitive to the energy used by the clustering algorithm. This is due to the assumption that
clustering is executed frequent enough to maintain perfect rotation of CHs, so the frequency of
clustering will only affect the total energy consumed but will not affect the optimal (m, ms) set
selected. In Chapter 6, we conduct a simulation study to identify the frequency of clustering
under which the assumption is justified, and compare simulation vs. analytical results.
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Figure 5-9: Effect of Clustering Intervals on MTTF with e = 0.0001, Treq = 1.0 sec.

5.5. AFTQC with Forward Traffic
So far we have presented numerical results considering the reverse traffic only. Certainly
for query-based WSNs, both query dissemination (in the forward traffic) and data forwarding (in
the reverse traffic) must be executed successfully by the deadline for the system to be considered
functioning. In this section, we present numerical results obtained as a result of applying
Equations (17) and (30) for the query success probability, as well as Equations (34) and (35) for
the amount of energy spent, for the reverse and forward traffic, respectively. We demonstrate
that when both forward and reverse traffics are considered, there also exists an optimal (m, ms)
set that would maximize the MTTF of the system while satisfying Condition (44).
Figure 5-10 shows a snapshot of the MTTF of the sensor system as a function of (m, ms)
with Treq=1.0. Two 3-D graphs are shown in Figure 5-8a. The top 3-D graph is for the case when
we only include the reverse traffic in the analysis. For this case, the optimal (m, ms) set is (2, 2)
at which the MTTF is maximized. The bottom 3-D graph is for the case when we include both
forward and reverse traffics in the analysis. For this case, the optimal (m, ms) set is also (2, 2).
We see from these two 3-D diagrams that including both forward and reversed traffics in the
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analysis only affect the values of the system MTTF. This is because when the deadline is long,
query dissemination is not failing as often, therefore the optimal and MTTF values are only
affected by the energy usage for query dissemination.
Figure 5-11 shows a snapshot of the MTTF of the sensor system as a function of (m, ms)
with Treq=0.5. The top 3-D graph is for the case when we only include the reverse traffic in the
analysis. For this case, the optimal (m, ms) set is (3, 3) at which the MTTF is maximized. The
bottom 3-D graph is for the case when we include both forward and reverse traffics in the
analysis. For this case, the optimal is (5, 5). We see that when the deadline is short, query
dissemination will fail more often due to the shorter time requirement for the forward traffic.
Therefore the system needs to use more redundancy.
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Figure 5-10: MTTF with/without Forward Traffic with e = 0.0001, Treq = 1.0 sec.
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Figure 5-11: AFTQC with/without Forward Traffic with e = 0.0001, Treq = 0.5 sec.

5.6. AFTQC with Software Failure
In this section we analyze the effect of software faults on MTTF. Figure 5-12 shows a
snapshot of the MTTF of the sensor system as a function of (m, ms) with Treq=1.0 after applying
Equation (31) derived in Section 4.1.2 for modeling software failure in the calculation. Figures
5-12 and 5-13 show the shift of the optimal (m, ms) when software failure is included compare
with the case when there is no software failure. Figure 5-12 is for the case in which e = 0.0001,
Treq = 1.0. The top 3-D graph is for the case when we do not include software failure in the
analysis. For this case, the optimal (m, ms) set is (2, 2) at which the MTTF is maximized. The
bottom 3-D graph is for the case when we include software failure in the analysis. For this case,
the optimal (m, ms) set is (2, 3). We see that when software failure is included in the analysis, the
optimal (m, ms) is changed from (2, 2) to (2, 3). This reflects the fact that when software faults
are possible, the system tends to choose a larger number of sensor nodes to increase the
probability that the majority agrees on the same sensor reading, e.g., in this case optimal ms is
changed from 2 to 3. Figure 5-13 is for the case in which e = 0.001, Treq = 1.0. In this case, the
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optimal is changed from (3, 3) to (3, 4). Again, we see that the system chose a larger number of
sensor nodes to cope with software failure.
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Figure 5-12: AFTQC with/without Software Failure with e = 0.0001, Treq = 1.0 sec.
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Figure 5-13: AFTQC with/without Software Failure with e = 0.001, Treq = 1.0 sec.
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5.7. AFTQC with Multiple QoS Classes
Figure 5-14 shows a snapshot of the MTTF of the sensor system as a function of (m, ms)
for the case in which queries are in three different QoS classes with distinct deadlines. The first
class has Treq=0.5 sec, the second has Treq=1 sec. and the third has Treq=1.5 sec. We consider that
50% of the queries arriving at the WSN are in the first class, 30% in the second class, and 20% in
the third class. For this case, the optimal (m, ms) set is (4, 2) at which the MTTF is maximized.
Correspondingly, Figure 5-15 shows a 3-D graph for the case when the three QoS classes are: 1)
Treq=1 sec, 2) Treq=1.5 sec and 3) Treq=2 sec. With the same query classification, i.e., 50% of the
queries are in the first class, 30% of queries are in the second class, and 20% of queries are in the
third class, we see that the optimal (m, ms) set is (2, 1) at which the MTTF is maximized. Our
observation is that when multiple QoS classes exist, the optimal (m, ms) will be changed on a
case by case basis. Also we have observed that when there are more queries with strict QoS
requirements, i.e., shorter deadlines as in the first case, the system needs more redundancies than
when there are fewer queries with strict QoS requirements as in the second case.
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Figure 5-14: AFTQC with Multiple QoS Classes: e=0.0001, T1req = 0.5 sec, T2req = 1.0 sec,
T3req = 1.5 sec.

79

1800000

MTTF

1200000

600000

0
7

6

5

4

3

2

1

7

6

4

5

3

2

1

ms

m

Figure 5-15: AFTQC with Multiple QoS Classes: e=0.0001, T1req = 1.0 sec, T2req = 1.5 sec,
T3req = 2 sec.

5.8. Comparing Proactive AFTQC vs. Reactive AFTQC
In this section, we compare proactive AFTQC vs. reactive AFTQC to reveal design
tradeoffs of these two approaches, as well as to identify conditions under which proactive
AFTQC performs better than reactive AFTQC, or vice versa.
We first analyze the effect of beaconing intervals on proactive AFTQC. Figure 5.16
shows a snapshot of the MTTF of the WSN system as a function of (m, ms) with varying
beaconing frequencies Tbeacon. All 3-D graphs show the optimal (m, ms) set of (2, 2) at which the
MTTF is maximized for the condition when e=0.0001, Treq = 1 sec. The top 3-D graph is for the
case of using the proactive approach with a long beaconing interval (Tbeacon = 10 min). The
bottom 3-D graph is for the case with a short beaconing interval (Tbeacon = 5 sec). As expected,
when the beaconing interval is long, the proactive approach results in better MTTF. This is
because the system spends less energy in sending periodic updates. The middle 3-D graph is for
the case when proactive AFTQC yields about the same MTTF values as reactive AFTQC. In this
case, we observe a beaconing interval of 5 min (Tbeacon = 5 min). Next, we will set the beaconing
interval to 5 min and vary other parameters to compare the proactive AFTQC vs. reactive
AFTQC.
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Figure 5-16: Effect of Beaconing Interval of Proactive AFTQC with e = 0.0001, Treq = 1 sec.
Figures 5-17 and 5-18 compare proactive AFTQC vs. reactive AFTQC head-to-head in
terms of the resulting system MTTF vs. (m, ms) in an environment in which e = 0.01, Treq = 0.5
sec, and Tbeacon = 5 min. Figure 5-17 is for the case in which the query arrival rate is low (λq = 1
query/sec). Figure 5-18 is for the case in which the query arrival rate is high (λq = 5 queries/sec).
We see that when the query arrival rate is low, the system favors the reactive approach.
Conversely, when the query arrival rate is high, the system favors the proactive approach. The
reason is that when the query arrival rate is high, reactive AFTQC tends to spend too much
energy and time to collect node status reactively, thus lowering the system MTTF due to energy
depletion or deadline violation. On the other hand, when the query arrival rate is low, proactive
AFTQC tends to spend too much energy in periodic status exchange compared with reactive
AFTQC, thus resulting in a lower MTTF. We also observe that the optimal (m, ms) set is rather
insensitive to the proactive vs. reactive status reporting mechanism used.
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Figure 5-17: Reactive vs. Proactive AFTQC with e = 0.01, Treq = 0.5 sec, λq = 1 query/sec.
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Figure 5-18: Proactive vs. Reactive AFTQC with e = 0.01, Treq = 0.5 sec, λq = 5 queries/sec.

Figures 5-19 and 5-20 compare proactive AFTQC vs. reactive AFTQC with varying
deadlines in the environment in which e=0.0001, Tbeacon = 5 min, λq = 1 query/sec. Figure 5-19 is
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for the case in which Treq = 1 sec. In this case, we observe that the reactive AFTQC yields better
MTTF values. Figure 5-20 is for the case in which Treq = 0.5 sec. In this case, we observe that the
proactive yields better MTTF values. We see that when the deadline is short, the time taken to
perform status exchange under reactive AFTQC adversely affects the chance the system is able
to meet the deadline; therefore, it is better to use proactive AFTQC. In contrast, when the
deadline is relatively long, the time taken to perform status exchange under the reactive approach
does not significantly affect the overall deadline violation probability; therefore, it is better to use
reactive AFTQC since the system spends less energy in this case.
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Figure 5-19: Proactive vs. Reactive AFTQC with e = 0.0001, Treq = 1.0 sec, λq = 1 queries/sec.
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Figure 5-20: Proactive vs. Reactive AFTQC with e = 0.0001, Treq = 0.5 sec, λq = 1 queries/sec.

5.9. Effect of Bandwidth
In this section we show the effect of the wireless network bandwidth B on the optimal (m,
ms) set. The bandwidth essentially affects the MTTF though the link progressive speed. We
reflect the effect of bandwidth through the (a, b) parameter. We chose a to be the lower bound of
progressive speed toward the destination, i.e., a = 0, and we choose b to be the upper bound of
progressive speed toward the destination, i.e., b = r/(nb/B) where nb/B accounts for the
transmission delay. A higher bandwidth results in a higher upper bound of the progressive speed,
and vice versa. Two 3-D graphs are shown in Figure 5-21. The top 3-D graph is for the case
when the link is fast (B = 1Mbps). For this case, the optimal (m, ms) set obtained is (2, 2) at
which the MTTF is maximized. The bottom 3-D graph is for the case when the link is slow (B =
0.2 Mbps). For this case, the optimal (m, ms) set obtained is (3, 3). We see that when the wireless
network bandwidth is changed, the optimum (m, ms) is changed. Furthermore, as the bandwidth
increases, the system tends to use less redundancy, resulting in (m, ms) being changed from (3, 3)
to (2, 2). The reason is that when the bandwidth is high, there are more paths that can satisfy the
minimum speed requirement. Consequently, the system can use less redundancy to satisfy query
QoS requirements.
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Figure 5-21: Effect of Bandwidth on Optimal (m, ms), with e = 0.0001, Treq = 0.5 sec.

5.10. Effect of Network Dynamics
In this section we show the effect of network dynamics on MTTF and the optimal (m, ms)
obtained. First, we dynamically calculate the parameters q(t), n(t), and λ(t) based on Equations
(52), (54), and (55), respectively, and then we calculate r(t) by solving Equation (56) for
different Ttable given. Solving Equation (60), we obtain the potential maximum system lifetime
Tlife. This value of Tlife is used to calculate the expected number of queries that the system can
service before failure, Nq, from Equation (47). Using Nq, we then calculate the expected MTTF
based on Equation (61). The optimal (m, ms) is obtained at discrete time points in multiple of
Ttable intervals with q(t), n(t), λ(t), r(t), E0(t) given as inputs at each time point. We use n = 600
and Einitial = 0.05 J which are the same parameter values used in the simulation so that we can
apply these pre-generated tables of optimal (m, ms) at Ttable intervals in the simulation to
determine the best (m, ms) to use in each interval as time progresses.
Figure 5-22 shows how the optimal (m, ms) changes as time progresses in response to
network dynamics for a long Ttable interval (Ttable = 50 sec). Figure 5-23 shows how the optimal
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(m, ms) changes as time progresses for a short Ttable interval (Ttable = 5 sec). We observe that
when λf increases, m and ms also increase as the system needs to use more redundancy to cope
with sensor failures. Also when Ttable is short, we observe more changes in the optimal (m, ms)
compare with when Ttable is long. A short Ttable gives us more accurate optimal (m, ms) in tradeoff of energy for table rebuilding.
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Figure 5-22: Optimal (m, ms) vs. Time in Increment of Ttable, with Ttable = 50 sec, λf=[0.000010.001].
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Figure 5-23: Optimal (m, ms) vs. Time in Increment of Ttable, with Ttable = 5 sec, λf=[0.000010.001].

Figure 5-24 shows MTTF as a function of Ttable and Etable. We observe that there exists an
optimal Ttable for each Etable value. When Etable = 0.01, the optimal Ttable is 35 sec. When Etable =
0.001, the optimal Ttable is 20 sec. When Etable = 0.0001, the optimal Ttable is 5 sec. This is because
when Ttable is small, the system uses more accurate optimal (m, ms) to trade energy off for table
rebuilding. When Ttable is large, the system uses non-optimal (m, ms) which results in smaller
MTTF values. When Etable is small, the system can afford to rebuild tables more frequently
compared with when Etable is large; therefore, the optimal Ttable interval is smaller when Etable is
smaller. We also observe that MTTF decreases as Etable increases since the system spends more
energy for table rebuilding as Etable increases.
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Figure 5-24: Effect of Ttable, and Etable on MTTF, with λf =0.001, Etable = [0.0001 – 0.01].

Figure 5-25 shows MTTF as a function of Ttable and λf. We also observe that there exists
an optimal Ttable for each λf value. When λf = 0.001, the optimal Ttable is 20 sec. When λf = 0.0001,
the optimal Ttable is 25 sec. When λf = 0.00001, the optimal Ttable is 100 sec. The optimal Ttable is
larger when λf is smaller since when λf is small, the optimal (m, ms) does not change as often;
therefore, the system does not need to rebuild the tables often. When λf is large, the optimal (m,
ms) changes more frequently; therefore, the system needs to rebuild tables more frequently which
results in smaller optimal Ttable.

88

5000
4000

MTTF

3000
2000
1000
0
150100
50 45
40 35
30 25
20 15
10 5
Ttable

0.00001
0.0001
0.001

λf

Figure 5-25: Effect of Ttable, and λf on MTTF, with Etable =0.01 J, λf=[0.00001-0.001].
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Chapter 6
SIMULATION
In this chapter, we first develop a simulation framework for a query based WSN based on
J-Sim. Then, we describe how we simulate network dynamics including transmission and node
failures, transmission speed violation, and changes in density, residual energy and radio range.
We describe how we collect simulation results based on batch mean analysis to achieve
statistical significance. Finally, we perform comparative analysis of simulation vs. analytical
results for the purpose of simulation validation. We also conduct a series of sensitivity analysis
to study the sensitivity of simulation results with respect to key model parameters.

6.1. Simulation Framework
In this section, we describe our simulation framework and methodology for conducting a
simulation study. Several network simulators are available to support wireless sensor network
simulation. Building on top of ns-2 [88], a discrete-event simulator, are the Monarch extension
[90] to support mobile wireless simulation and SensorSim extension [91] – [92] to support sensor
network simulation. Building on top of a discrete-event simulator Ptolemy [93] is VisualSense
[94] that supports simulation and visualization of sensor networks. Prowler and JProwler [95] –
[97] are the Matlab and Java versions that support wireless sensor network simulation used in
TinyOS.
J-Sim, along with the SensorSim extension [98] – [104], is a Java open-source,
component-based compositional network simulation environment gearing in simulating wireless
sensor networks. Simulation study in [105] indicates that J-Sim performs better than ns-2 in
terms of simulation time and is more scalable in memory usage. Existing protocol for wireless
sensor networks such as LEACH, MMSPEED and GPSR were also simulated using J-Sim [106]
– [110]. The SensorSim extension of J-Sim framework provides an object-oriented definition of
(1) sensor nodes, sink nodes and source nodes with Poisson traffic arrival pattern, (2) wireless
communication channels, and (3) physical media such as channels, propagation models, mobility
models and power models (both energy producing and energy-consuming components).
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Therefore, we chose to use J-Sim as the simulation framework to evaluate our proposed
algorithm.
We tailor J-Sim to simulate a query-based WSN for this research. For a query-based
WSN, our simulation environment consists of a Query Generator (QG) and four types of nodes:
Processing Center (PC), Cluster Head (CH), Source Node (SN) and Intermediate Sensor Node
(SNI). The Query Generator acts as the user to generate queries. The PC nodes are special CHs
that receive queries. A PC accepts a query from the Query Generator and sends it to the source
CH. A CH chooses SNs in its cluster to perform sensor reading and relays data back to the PC. A
chosen SN performs sensor reading and reports data back to the CH. Intermediate SNs relay data
between the sensing SNs and the CH, and between the CH and the PC, based on our hop-by-hop
data delivery scheme developed in the dissertation research. Our query-base WSN environment
is illustrated in Figure 6.1.
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Figure 6-1: Query-based WSN Environment with HHDD Protocol.
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6.2. Simulation Environment
In our simulation environment, SNs are distributed in a square terrain area of size A2 in
accordance with a population distribution function. We consider two population distribution
functions, uniform distribution vs. homogeneous Poisson, and analyze the sensitivity of
simulation results with respect to population distributions. To simulate a Poisson distribution, we
place the first SN in the center of the square area. We then generate a random variate (“area”)
using an exponential random variate generator with rate of λ and use this variate generated as a
radius. We create a circle with this radius from the first SN and place the next SN randomly on
this circle. We repeat this process using the newly generated SN as the basis to generate the next
SN until the WSN is populated with the target population.
Each SN is implemented with an application, network, link, MAC and wireless physical
layers. All SNs are identical with an initial energy of Eo. Each SN is implemented with an
Energy Model that keeps track of its remaining energy level. Both forward traffic and reverse
traffic are simulated. We only simulate AFTQC without acknowledgement.
SNs use stateless non-deterministic geographic routing as described in [48]. To simulate
geographic routing, we utilize the Node Position Tracker implemented in J-Sim. The node
position tracker keeps track of the locations of all SNs. In the simulation, a SN knows its own
location along with the locations of its neighbors within the radio range. Each SN determines a
neighbor set consisting of nodes that are within its radio range. From the neighboring set, a
forwarding set is determined, consisting of nodes that are closer to the destination. The
forwarding set is divided in two groups. One group contains nodes that have progressive speed
higher than the minimum requirement. The other contains nodes that have progressive speed
lower than the minimum requirement. A node in the first group that has the distance closest to
the radio range is chosen as the forwarding node. This is done to reduce the number of hops
toward the destination and keep it as close as possible to our analytical model. In the case when
data is relayed from a CH, m forwarding nodes (if available) are chosen to form m paths. If there
is less than m forwarding nodes, all nodes in the first group will be chosen. If a SN is failed due
to hardware failure or energy depletion, it is marked as “dead” and will not be chosen as a
forwarding neighbor.
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To determine the speed requirement, each node periodically exchanges its status
information with its neighbors regarding location and transmission delay (dj) to allow the
progressive speed Sjk to be calculated dynamically based on the following equation:
S

j ,k

=

( d is t

j ,d

− d is t k ,d )
d

(74)

j

where distj,d is the geographic distance along the virtual direct line between node j and the
destination and distk,d is the geographic distance along the virtual direct line between the
neighbor node k and the destination.
We use S-MAC protocol [111] – [112] in our simulation of the sensor MAC layer. In SMAC, energy conservation and self-configuration are the primary goals, while per-node fairness
and latency are less important. For collision and overhearing avoidance, S-MAC adopts a
contention based scheme similar to 802.11, including both virtual and physical carrier sense and
RTS/CTS exchange. The difference between S-MAC and 802.11 is that S-MAC tries to avoid
overhearing by letting interfering nodes go to sleep after they hear a RTS or CTS packet. To
reduce the control message overhead, S-MAC fragments a long message into many small
fragments, and transmits them in burst. Only one RTS packet and one CTS packet are used to
reserve the medium for transmitting all the fragments. If a neighboring node hears a RTS or CTS
packet, it will go to sleep for a period of time. Another difference between S-MAC and 802.11 is
that 802.11 only reserves the medium for the first data fragment and the first ACK; therefore, it
has to keep listening until all the fragments are sent. To reduce the effect of idle listening, SMAC uses periodic listen and sleep cycles. For query processing with real-time deadlines, since
latency is an important factor, our implementation of the S-MAC protocol allows sensors in
sleep to have the RF radio block acting as the query detector as specified in the system model.
Table 6-1 lists the main parameters used for S-MAC implementation. Most of the
parameters are similar to those used in the published implementations of S-MAC with Rene and
Mica motes [113] – [115]. The differences between our implementation and the published ones
are that we use a bandwidth of 200Kbps as opposed to 20Kbps, a fixed duty cycle of 50% as
opposed to a configurable duty cycle, and a listen interval of 300 msec as opposed to 115 msec.
Another difference is that we tailor the implementation for the query-based WSNs by allowing
sensors in the sleep mode to use the RF radio block as a radio detector. Each SN has an energy
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module created when the simulation starts. This energy module assigns an initial energy level to
the SN. Each time a radio changes states, the energy consumed will be updated. As we have
described in the system model, the energy consumed by the radio detector is ignored since it
consumes very little energy.
Table 6-1: S-MAC Parameters.

Parameter

Value

Bandwidth

200Kbps

Control packet length

10 bytes

Data packet length

50 bytes

MAC header length

8 bytes

Duty cycle

50%

Duration of listen interval

300 msec

Contention window for SYNC

15 slots

Contention window for data

31 slots

6.2.1. Query Processing
a) Query Generator

We simulate a Query Generator to perform the following functions:
•

Generate queries. To implement the Query Generator, we utilized the Traffic Poisson
component that allows us to generate queries following the Poisson traffic pattern with
rate λq.

•

Generate reliability and timeliness requirements (Rreq, Treq) for each query based on the
QoS class;

•

Randomly choose a CH to be the PC to initiate the processing of the query;

•

Randomly choose the source CH to respond to the query;

•

If a response is returned successfully within the timeliness requirement, then increment
the query count and go back to step 1; else signal system failure.

b) Source Node

A Source Node performs the following functions:
•

Generate sensor data;

•

Relay data to its CH. We simulate the HHDD protocol for relaying data from a SN to the
source CH as described in the algorithm implementation in Chapter 3.
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c) Intermediate SN

An intermediate SN, if chosen to forward data in a broadcast packet received, forwards data
toward the specified destination based on stateless non-deterministic geographical routing.
d) Processing Center

A Processing Center performs the following functions:
•

Estimate the transmission failure probability (ej) for SNs located between the PC and the
source CH, as well as for SNs between the source CH and source SNs within a cluster.

•

Perform a lookup into the MMS table to determine the optimal (m, ms) to use based on
the estimated transmission failure probability ej and the required deadline Treq;

•

Forward the query with the optimal redundancy (m, ms) to the source CH and wait for
replies.

e) Cluster Head

A CH performs the following functions:
•

Randomly choose ms SNs in its cluster to perform sensor reading;

•

Receive replies from the selected SNs and forward the first one received to the PC; if
software faults are to be tolerated, perform a majority voting before forwarding;

•

Relay data to the PC according to the HHDD protocol. In the broadcast packet, specify m
SNs (if available) on the first hop along the direction of the PC that satisfy the speed
requirement so that these m SNs will continue to forward the packet toward the PC.

6.2.2. Status Reporting

In the simulation study, we implement both proactive and reactive approaches for status
reporting. In the proactive approach, every Tbeacon, SNs periodically inform the CH their residual
energy level and local channel and transmission delay conditions as part of the clustering
algorithm execution. CHs compute the average, estimated transmission failure probability ej and
transmission speed violation probability Qt,jk within the cluster and stores the information in an
intra-cluster channel/delay table. CHs also exchange periodically with other CHs on channel and
transmission delay conditions in their clusters. Each CH stores this summary information
regarding ej and Qt,jk in an inter-cluster channel/delay table in order to determine optimal (m, ms)
for query processing. In the reactive approach, the PC sends a request to the source CH and other
CHs between itself and the source CH for information on local channel and transmission delay
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conditions. Upon receiving the request from the PC, CHs send an update packet summarizing the
current average ej and Qt,jk values in their clusters to the PC. The PC then uses this information to
determine the optimal (m, ms) for query processing.

6.3. Simulating Network Dynamics
To model network dynamics, we simulate network conditions including transmission
failure, transmission speed violation, node failure, residual energy, density change, and radio
range change.
To simulate transmission failure, we assign a transmission failure probability e to each
link. When a link is chosen to send a packet, we randomly generate a number between 0 and 1
and compare with the transmission failure probability. If this number is less than the
transmission failure probability, the link is considered broken. If that link is the only link, the
path is considered failed. For the reverse traffic, on the first hop, if m links are available, the
transmission is allowed to go through the m links. If less than m links are available on the first
hop, the transmission is still allowed. On subsequent hops, we only chose one link. In the case
that all paths fail, the query fails and the simulation will stop with the result recorded.
To determine if we have a transmission speed violation, we calculate the actual time a
packet is delivered from the source to the sink to see if it satisfies the timeliness requirement. If
this time is less than Treq, the query is counted as a success; otherwise it is counted as a failure. If
there is no node within the radio range or there is no node in the forwarding set that satisfies the
speed requirement to forward the packet, then the path is considered failed. However the query is
still alive as long as one path exists that is able to forward data to the PC.
To simulate node failure, we assign a failure rate λf to each node. Every node will have a
failure probability of q (t ) = 1 − e

−λ f t

. In order to determine how many nodes are still alive, we

randomly generate a number between 0 and 1 to see if a node has failed. If this number is greater
than the node failure probability q(t), then the node is still alive, otherwise, the node has failed. If
a node has failed, we label it as failed.
For energy, we keep track of energy whenever a node is involved in transmitting or
receiving a packet. If the energy level of a node becomes less than ET which is the energy
required for transmitting, the SN is considered failed due to energy depletion. The total energy is
the sum of energy of all nodes that are alive. We keep track of all sensors, their status
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(alive/failed) and remaining energy. At a particular point in the simulation, the density is
calculated as the number of nodes that are alive per square unit.
For transmission radius r, we periodically recalculate r based on Equation (56) and
dynamically adjust the transmission radius. Once the transmission radius is adjusted, the energy
consumed for transmitting or receiving is also adjusted accordingly. To deal with network
dynamics, we use lookup tables (best MMS tables) to determine the optimal (m, ms) values to use
for query processing during each Ttable interval as time progresses. These tables are pre-generated
with optimal (m, ms) at Ttable intervals based on q(t), n(t), λ(t), r(t) and E0(t) at that time point.
For the proactive approach, each CH periodically (after each Ttable period) sends a packet
to other CHs carrying the information of average (ej, Qt,jk). This information will be stored in the
inter-cluster channel/delay table. When a query arriving at the CH, a table lookup into its intercluster channel/delay table by the PC is performed to retrieve the average (ej, Qt,jk) value out of
those CHs located between the PC and the source CH. These average (ej, Qt,jk) values then can
be used as indexes into the best MMS table to lookup for the optimal level of redundancy (m, ms)
that should be used for query processing.
For the reactive approach, The PC will send an inquiry packet to the source CH as well as
all CHs located between the PC and the source CH to request an update on the average (ej, Qt,jk)
of SNs in their clusters. Upon receiving the request from the PC, CHs will send back a reply
packet carrying the average (ej, Qt,jk) to the PC. These average (ej, Qt,jk) values then can be used
as indexes into the best MMS table to lookup for the optimal level of redundancy (m, ms) that
should be used for query processing.

6.4. Simulation Processing
A query is considered as not being executed successfully if one of the following conditions
happens:
•

If all ms SNs fail to deliver sensor readings to the source CH, due to a combination of link
failure, SN energy depletion or SN hardware/software failures.

•

All paths between the CH and the PC are broken, due to a combination of link failure, SN
energy depletion and SN hardware failure.

•

The query result is not returned within the deadline requirement Tq. We accumulate the
time it takes to propagate the results back based on the progressive speeds of the SNs
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chosen to forward data. For each segment (from a SN to the CH and from the CH to the
PC) we use the transmission time of the first path that returns the query result to get the
total response time. If SN measurement software faults are considered, the transmission
time for all the SN-CH paths to return sensor readings to the CH is considered instead.
The simulation runs in rounds. In each round, we record the number of queries processed
successfully, which is recorded as instance of the system MTTF. Rq is computed by the ratio of
the number of queries that do not fail due to SN hardware/software or channel failures over the
total number of queries. Eq is computed by the average energy consumed per query over all
queries that do not fail.
We have developed a Statistical Analyzer module to compute the MTTF value with
statistical significance. The Statistical Analyzer uses batch mean analysis to obtain MTTF,
treating each MTTF obtained from a simulation run as a data point in order to obtain the average
MTTF within a specified confidence interval and accuracy. We run the simulation until we
archive 95% confidence level and 10% accuracy. To achieve this, we collect observations in
batches with 1000 observations in each batch. In one batch we obtain a batch mean out of 1000
observations collected. We run at least 10 batches to get a minimum of 10 batch means from
which we calculate the grand mean and estimate the difference of the grand mean from the true
mean with 95% confidence. If the accuracy obtained is greater than 10%, we run more batches
and collect more observations until the specified 10% accuracy requirement is met. We run the
simulation for the optimal (m, ms) and other non-optimal (m, ms) values. The results are used to
draw a 3-D graph representing MTTF based on m and ms against which analytical results are
compared and validated. Rq and Eq computed are also compared against analytical results. The
difference between analytical results vs. simulation results obtained is represented by the mean
percentage difference of mismatch and the associated standard deviation. To obtain the mean
percentage difference, we first calculate the percentage difference between each MTTF value
pair under the same set of environment parameters. Then we calculate the mean of the
percentage differences. The standard deviation is calculated based on the absolute differences
between MTTF value pairs.
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6.5. Simulation Results
In this section, we show simulation results to compare with analytical results for the
purpose of simulation validation. Table 6.2 lists a set of parameters along with their default
values used in the simulation.
Table 6-2: Default Parameter Values Used in the Simulation Study.

Parameter

Value

m

[1 – 4]

ms

[1 – 4]

N

600

ns

100

q

0.0001

e

0.0001

r

40 m

f

½

λq

1 query/sec

A

400m

nb

50 bytes

nq

10 bytes

ET

0.0000264 J

ER

0.00002 J

Eo

0.05 J

Esthreshold

0.0000264 J

Tclustering

5 sec – 5 min

Treq

1.0 sec

Tbeacon

10 sec

B

200Kb/s

Ttable

5 sec – 150 sec

Etable

0.0001 – 0.01 J

λf

0.00001 – 0.001

We use a smaller number of sensor nodes (n = 600) and a small value of initial energy Eo
(0.05 J) to keep the simulation time within a reasonable amount of time in a machine with the
following specification: 2.4 GHz, dual core processor with 2GB of memory. Below we compare
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simulation results obtained with analytical results under identical parameter value sets. In general,
the simulation results correlate well with the analytical results.
In the numerical analysis, the query arrival rate (λq) and the sensor density λ are fixed
parameter values. In the simulation, the inter-arrival time between queries is exponentially
distributed with the average being 1/λq. The sensor density λ is dynamically calculated based on
the number of sensor nodes that are alive. In the numerical analysis, MTTF values are calculated
based on Equations (48) and (61). In the simulation, MTTF values are obtained by observations
using the batch mean analysis method. In both numerical analysis and simulation, the table
rebuilding interval (Ttable) and the energy for table rebuilding (Etable) are chosen from a range of
discrete parameter values.
In the numerical analysis, the transmission failure probability (ej) is a fixed parameter
value. Since the progress speed Sjk is not known until run time, we calculate the transmission
speed violation probability Qt,jk based on Equation (19) assuming that Sjk is uniformly distributed
between a range [a, b]. In the simulation, the transmission delay and transmission failure
probability are collected and updated by the sensor MAC layer. The progress speed Sjk is
determined based on Equation [74]. The transmission speed violation probability Qt,jk is
calculated dynamically. If Sjk is above Sreq then Qt,jk = 0; otherwise, Qt,jk = 1, where Sreq is the
minimum speed requirement calculated based on Equation (15) for the forward traffic and based
on Equation (16) for the reverse traffic.
In the numerical analysis, the probability of a SN becoming a CH, p, is a fixed parameter
value and is determined by 1/ns where ns is the number of sensor nodes in the cluster. In the
simulation, we implement a clustering algorithm to simulate cluster formation and cluster head
rotation. SNs are selected to be CHs based on the cluster head selection algorithm described in
Chapter 2 and they communicate with each other via multihops. The clustering algorithm is
executed periodically in every Tclustering interval and the probability of becoming a CH is
dynamically calculated.
Figure 6-2 compares simulation results obtained vs. analytical results for a query-based
WSN operating under the set of parameter values listed in Table 6.1. The MTTF obtained
considers both the forward and reverse traffics. For this simulation, the mean percentage
difference in MTTF between analytical and simulation results is 5.93%, with the standard
deviation being 90.1. As a reference, the analytical MTTF value at the optimal (m, ms) is 5323.68
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and the simulation MTTF at the optimal (m, ms) is 4896.41. We conclude that the simulation and
analytical MTTF curves correlate well, with the same optimal (m, ms) at (2, 2).

Analytical
Simulation
5500
5000

MTTF

4500
4000
3500
3000
2500
4
4

3
3
2
m

2
1

1

ms

Figure 6-2: Comparison of Analytical and Simulation Results for MTTF vs. (m, ms).

Figure 6-3 compares simulation results obtained vs. analytical results for the average
energy used per query Eq. For this simulation, the mean percentage difference in Eq between
analytical and simulation results is 6.83% and the standard deviation is 2.49e-4. Figure 6-4
compares simulation results obtained vs. analytical results for the query reliability Rq. For this
simulation, the mean percentage difference in Rq between analytical and simulation results is
0.00625% and the standard deviation is 2.17e-5. We conclude that the simulation results show
good correlation with the analytical results, with the same trend exhibited.
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Figure 6-3: Comparison of Analytical and Simulation Results for Average Energy Consumed
Per Query.
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Figure 6-4: Comparison of Analytical and Simulation Results for Query Reliability.
We have also conducted a simulation study that considers changes in the network
conditions. Specifically, in addition to simulating transmission failure and transmission speed
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violation, we also simulate sensor node hardware failure and energy depletion as described in
Section 6.3. Figure 6-5 compares simulation results vs. analytical results when such network
dynamics are considered. In this simulation, the mean percentage difference is 3.89% and the
standard deviation is 65.56. The analytical MTTF value at the optimal (m, ms) is 5323.68 and the
simulation MTTF value is 5110.4. Again the results show good correlation. Both simulation and
analytical results confirm that in a WSN characterized by the set of parameter values in Table 6.1,
the system can better tolerate sensor failures due to hardware or energy depletion when more
paths are used.

Analytical
Simulation
5500
5000

MTTF

4500
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3500
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4
4

3
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ms

Figure 6-5: Comparison of Analytical and Simulation Results in MTTF vs. (m, ms) when
Hardware Failure and Energy Depletion are Considered.

We have conducted simulation to validate the analytical results presented in Section 5.3
for the effect of clustering intervals on MTTF. Figure 6-7 shows the simulation results, which
correlate well with the analytical results shown in Figure 5-9. Both simulation and analytical
results confirm that using a short clustering interval will result in a smaller MTTF since more
energy would be consumed when the clustering algorithm is executed more often. Under the
workload specified, simulation results show that the system achieves a perfect rotation when
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Tclustering = 5 sec. and near-perfect rotation when Tclustering = 20 sec. The MTTF achievable under
Tclustering = 20 sec. is about the same as that under a higher clustering interval under Tclustering = 5
min, so we conclude that the assumption of perfect rotation in the analytical model is justified.

Analytical - Tclustering=20 sec
Simulation - Tclustering=5min
Simulation - Tclustering=20sec
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Simulation - Tclustering=5sec
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2
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1
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Figure 6-6: Simulation Results for the Effect of Clustering Intervals on MTTF vs. (m, ms).
We have conducted simulation studies to compare the case when SNs are distributed
according to a homogeneous Poisson process vs. the case when SNs are distributed uniformly.
Figure 6-7 shows that the simulation results are insensitive to these two types of distribution used.
For this simulation, the mean percentage difference is 0.69% and the standard deviation is 43.63.
The MTTF value at the optimal (m, ms) for the case of uniformly distribution is 4896.41 and the
MTTF value for the case of Poisson distribution is 4945.37.
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Figure 6-7: Comparison of Simulation Results between Poisson and Uniform Distribution of
Sensor Nodes.

Next, we conduct simulation studies to compare Proactive vs. Reactive approaches for
status exchange. Figure 6-8 compares the two approaches for the case when the query arrival rate
is low (λq = 1). The mean percentage difference in MTTF between these two approaches is 0.8%
and the standard deviation is 28.36. The simulation results show that when the query arrival rate
is low, the Reactive approach performs better than the Proactive approach. This correlates with
the analytical results shown in figure 5-17. Figure 6-9 compares the two approaches for the case
when the query arrival rate is high (λq = 5). The mean percentage difference in MTTF between
these two approaches is 0.86% and the standard deviation is 29.9. Again, the simulation results
correlates with the analytical results shown in Figure 5-18 and confirms that when the query
arrival rate is high, the Proactive approach performs better than the Reactive approach.
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Figure 6-8: Comparison of Simulation Results between Reactive and Proactive Status
Exchange for Low Query Arrival Rate (λq = 1).
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Figure 6-9: Comparison of Simulation Results between Proactive and Reactive Status
Exchange for High Query Arrival Rate (λq = 5).
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Lastly, we show the effect of network dynamics, i.e., changes in q(t), n(t), r(t), λ(t) and
E0(t) as time progresses on MTTF. In the simulation, we use the optimal (m, ms) tables pregenerated at Ttable intervals to lookup for the best (m, ms) used for query processing in each
interval as time progresses. Figure 6-10 shows MTTF as a function of Ttable and Etable. The
simulation results correlate with the analytical results with the same optimal Ttable for each Etable
value. The mean percentage difference is 4.87% and the standard deviation is 44.6. The optimal
Ttable when Etable = 0.0001 is 5 sec. The optimal Ttable when Etable = 0.001 is 20 sec. The optimal
Ttable when Etable = 0.01 is 35 sec.

Analytical
Simulation
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Figure 6-10: Comparison of Analytical vs. Simulation Results for the Effect of Ttable and
Etable on MTTF.
Figure 6-11 shows MTTF as a function of Ttable and λf.

The simulation results also

correlate with the analytical results with the same optimal Ttable for each λf value. The mean
percentage difference is 4.59% and the standard deviation is 56.83. The optimal Ttable when =
0.00001 is 100 sec. The optimal Ttable when = 0.0001 is 25 sec. The optimal Ttable when = 0.001
is 20 sec.
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Figure 6-11: Comparison of Analytical vs. Simulation Results for the Effect of Ttable and λf on
MTTF.

6.6. Sensitivity Analysis
Below we conduct a sensitivity analysis of ej (wireless channel transmission failure
probability) on optimal (m, ms) and MTTF. We also show the effect ej on Qt,jk and energy
consumption, and consequently, on MTTF.
Figure 6-12 shows MTTF as a function of ej and compares analytical vs. simulation
results. As expected, the results show that when ej increases, MTTF decreases. Also MTTF
decreases dramatically when ej is relatively high. This is because when ej is high, the system
encounters more failures due to link failures. The same trend is exhibited by both analytical and
simulation results, which show very good correlations.
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Figure 6-12: Effect of ej on MTTF.
Figure 6-13 shows energy consumption per query as a function of ej. The results show
that when ej increases, the energy consumed per query also increases. This is because the system
requires more path redundancy to cope with link failures. This consequently decreases the
system MTTF.
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Figure 6-13: Effect of ej on Eq.
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Figure 6-14 shows the effect of ej on the optimal number of redundant paths (m). The
results show that when ej increases, m also increases since the system requires more paths to
cope with link failures. The simulation results coincide with the analytical results in the optimal
number of paths used.
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Figure 6-14: Effect of ej on m.
Figure 6-15 shows the effect of ej on the optimal number of source SNs (ms). The results
show that when ej is relatively large, the number of optimal sources also increases. This is
because more sources are required to create more paths between the source SNs and a source CH
to cope with link failures. The simulation results coincide with the analytical results in the
optimal number of source SNs used.
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Figure 6-15: Effect of ej on ms.
Figure 6-16 shows the effect of ej on Qt,jk via a simulation study. In the simulation, we
collect the values of progressive speed Sj,k for a number of links randomly chosen in the system
to determine the link speed violation probability Qt,jk and get the average value of Qt,jk. The
results show that when ej increases, Qt,jk also increases. This is because with higher ej, the
progressive speed is lower, and consequently, there would be less links that satisfy the speed
requirement.
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Figure 6-16: Effect of ej on Qt,jk.
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6.7. Conclusion
We have conducted extensive simulation studies to validate analytical results
obtained in Chapter 5 based on mathematical models developed in Chapter 4. Through
simulation, we have studied:
•

The effect of network dynamics on MTTF, including changes of node density,
node population, node energy, and radio range for maintaining connectivity;

•

The effect of clustering intervals on MTTF;

•

The effect of proactive vs. reactive status exchange methods on MTTF.
The simulation results were collected based on the batch mean analysis method

with 95% confidence interval and 10% accuracy. In general the simulation results
correlate well with the analytical results, showing the same trend in MTTF vs. (m, ms) as
well as the optimal (m, ms) set when given the same set of network and environment
conditions. The mean percentage difference between simulation and analytical results in
general is around 5%. It is about 1% in the best case and 7% in the worse case. We have
also conducted a series of sensitivity analysis to understand the sensitivity of simulation
results with respect to key model parameters. We conducted identical simulation studies
based on Poisson vs. uniform population distributions and by comparison we found that
simulation results obtained are quite insensitive to the type of population distribution
used. We have also tested the sensitivity of Qt,jk and subsequently MTTF obtained with
respect to ej and concluded that ej is an important design parameter that drastically affects
MTTF. We found excellent correlation between analytical and simulation results in these
sensitivity analyses.
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Chapter 7
SUMMARY AND FUTURE WORK
The world is witnessing a rapid expansion in the adoption of wireless sensor networks
(WSNs) deployed in applications and spaces such as smart homes, health management, public
safety and tactical surveillance, emergency management, and condition-based maintenance
applications on industrial, military, and space platforms. Many of these emerging applications
require large-scale deployment of sensor networks and often have application-specific quality-ofservice (QoS) requirements to include timeliness, reliability, availability, integrity and security.
Given the large-scale of such networks, their highly dynamic topology, their resource challenged
nodes with the subsequent need for node cooperation, and their likelihood of being deployed in
inhospitable environments with high rate of node and link failures, provisions must be made for
WSNs to operate unattended for a long period of time where sensor replacement or energy
replenishment may not be feasible. Consequently, QoS-awareness intertwined with energy
conservation is a core priority in WSN design.
The goal of this dissertation research is to design and build dependable, large-scale sensor
networks that are resilient, long-lived networks endowed with self-adaptive QoS control
capabilities to efficiently assure dynamic QoS requirements and effectively serve the emerging
QoS aware applications. Our approach is to exploit the inherent redundancy in WSNs and
adaptively manage redundancy to satisfy application QoS requirements while maximizing
network lifetime from the application perspective. Specifically, when given a query’s QoS
requirements, we dynamically and adaptively identify optimal “path-level” and “source-level”
redundancy so that not only QoS requirements are satisfied, but also the lifetime of the system is
maximized under varying network conditions. On the one hand, uncontrolled redundancy may
help satisfy reliability and timeliness requirements. On the other hand, it does not scale well and
would lead to excessive energy consumption.
Our research deals with application-specific QoS requirements in terms of timeliness and
reliability for queries issued from the processing center to the WSN nodes. Our approach is
based on the development of a QoS-aware routing protocol with the design notion of adaptive
fault tolerant QoS control (AFTQC) to achieve application-layer QoS requirements, utilizing
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knowledge obtained from MAC and physical layers such as wireless channel error, transmission
speed, and energy status for adaptive QoS control decision making. Specifically, we develop a
hop-by-hop data delivery (HHDD) protocol to reduce energy consumption while satisfying
queries QoS requirements. The HHDD protocol is embedded into AFTQC for determining
optimal path and source-level redundancies during data delivery to maximize the mean time to
failure of a clustered query-based WSN. We develop a theory for calculating the system MTTF
to assess the effect of redundancy on system lifetime due to AFTQC and validate the theoretical
predictions with extensive simulation studies.
In summary, this dissertation research has accomplished the following tasks:
1. We developed a probability model to calculate the query success probability (Rq), the
energy consumption of a query (Eq), and, consequently, the system MTTF. We also
considered energy consumption due to status exchange and periodic update activities to
obtain current status of the system. We evaluated the effect of both forward and reversed
traffics and the effect of different clustering intervals on MTTF analytically and by
simulation. We also evaluated the effectiveness of proactive and reactive status exchange
methods analytically and by simulation.
2. We developed an analytical solution to deal with the case when there are multiple QoS
levels from multiple query classes that may query the sensor network concurrently and
examined the effect of transmission interference due to concurrency. In particular, we
analyzed the case in which concurrent queries may access a cluster simultaneously. We
also developed solutions to deal with multiple QoS levels and analyzed their effect
analytically.
3. We developed a probability model to deal with network dynamics, i.e., changes in
density of nodes (λ), residual energy of nodes (Eo), and radio range (r) due to node
failures and change of node connectivity. We provided a detailed analysis of the effect of
network dynamics on MTTF. We validated analytical solutions with simulation studies.
4. We analyzed the use of acknowledgement and timeout mechanisms in AFTQC and

identify the optimal (m, ms) setting that minimizes MTTF, as well as conditions under
which no-ACK is better than ACK-based data delivery schemes, or vise versa. We
evaluated the tradeoff between the AFTQC algorithm without acknowledgement and with
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acknowledgement analytically. In particular, we compared AFTQC with a baseline model
in which ACK is used without redundancy and demonstrated the benefits of AFTQC.
5. We analyzed the effect of software sensor faults such as measurement faults, in addition
to hardware sensor faults, on MTTF by considering fault masking based on voting (when
more than two SNs are used). We evaluated the effect of software sensor fault on MTTF
analytically.
6. We developed a simulation environment for a clustered WSN system using S-MAC as
MAC layer protocol. The simulation environment allows us to simulate query generation
and query processing based on our AFTQC algorithm. We validated analytical results
obtained from the theory for the effect of clustering interval, effect of network dynamics
in terms of changing node density, residual node energy and radio range, and effect of
proactive vs. reactive status exchange methods on the system MTTF. In particular, we
validated a clustering interval under which a near-perfect CH rotation is achievable by
simulation to justify the assumption of perfect rotation among SNs for the role of a CH.
In general, the simulation results correlate well with the analytical results. The mean
percentage difference between simulation and analytical results in general is about 5%. It
is around 1% in the best case and 7% in the worse case.
7. We conducted a series of sensitivity analysis and concluded that the results obtained are
insensitive to the type of population distribution used but sensitive to ej which drastically
affects the optimal settings for maximizing MTTF in the design. We conclude that ej
must be obtained at runtime through cross-layer designs and be used as a parameter for
dynamic table lookup to determine the best path and source redundancy used for
maximizing MTTF.
The dissertation research has resulted in the following publications:
•

Anh Phan Speer and Ing-Ray Chen, “Effect of Redundancy on the Mean Time to Failure of
Data Sensors Systems,” 20th IEEE International Conference on Advanced Information
Networking and Applications (AINA 2006), Vienna University of Technology, Vienna,
Austria, Vol. 2, April 18-20, 2006.

•

Anh Phan Speer and Ing-Ray Chen, “On Optimal Path and Source Redundancy for
Achieving QoS and Maximizing Lifetime of Query-Based Wireless Sensor Networks,” IEEE
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14th International Conference on Measurement and Simulation of Computer and
Telecommunication Systems (MASCOTS '06), Monterey, CA, September 11-13, 2006.
•

Anh Phan Speer and Ing-Ray Chen, “Effect of Redundancy on the Mean Time to Failure of
Cluster-based Data Sensors Networks,” International Journal of Computation and
Concurrency: Practice and Experience, Vol. 19, 2007, pp. 1119-1128.

•

Ing-Ray Chen and Anh Phan Speer, “On Optimal Redundancy for Maximizing System
Lifetime of Query-Based Wireless Sensor Networks,” submitted to IEEE Transactions on
Dependable and Secure Computing, Feb. 2008.
Some opportunities for future research from this dissertation are: (1) extending the design,

analysis and development of AFTQC to heterogeneous WSNs where sensors may have vastly
different processing capacities; (2) extending the analysis to source-driven WSNs where sensor
readings are reported back to the PC asynchronously or periodically; and (3) extending the
analysis to consider the use of multi-dimensional along different dimensions of redundancy such
as “path”, “source”, and “modality” so that not only QoS requirements are satisfied, but also the
lifetime of the system is maximized under varying network conditions. Redundancy management
should utilize information available from the different network layers and should also benefit
from the heterogeneous nature of WSNs. An example of modality redundancy is to use different
media sensors (like acoustic and image sensors) to reinforce each others’ reports whenever
needed. To the best of our knowledge, solutions identifying, adaptively managing and optimizing
multi-dimensional redundancy to address the tradeoff between QoS assurance and energy
consumption under varying network conditions in WSNs do not yet exist. Lastly, a suggested
future research direction is to build an experimental prototype to further ascertain the validity of
the theory. The emphasis of the experiment would be on actual coding and implementation of the
query engine, clustering, redundancy management with AFTQC and data forwarding as well as
measurement for experimental validation.
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APPENDIX A
ACRONYMS AND NOTATIONS
ACRONYMS2
MTTF

Mean time to failure, defined as the mean number of queries that the sensor
system is able to answer until it fails due to channel or sensor faults, or
energy depletion

SN

Sensor node

CH

Cluster head

PC

Processing center

WSN

Wireless sensor network

NOTATIONS
A

Length of each side of a square sensor area

nb

Size of a data packet

ETX-elec

Energy cost to run the transmitter radio circuitry per bit processed (J/bit)

ETR-elec

Energy cost to run the receiver radio circuitry per bit processed (J/bit)

εamp

Energy used by the transmit amplifier to achieve an acceptable signal to
noise ratio

Eo

Initial energy per SN

Einitial

Initial energy of the WSN

Eclustering

Energy for executing the clustering algorithm

Ethreshold

Energy threshold below which the WSN depletes its energy

Esthreshold Energy threshold below which a SN depletes its energy

2

Eq

Average energy consumption per query

Rq

Probability that a query reply is delivered successfully within the deadline

The plural of an acronym is spelled with an s.
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r

Wireless radio communication range

p

Probability of a SN becoming a CH

q

SN failure probability

ej

Transmission failure probability of a SN with index j

n

Number of SNs in the WSN

ns

Number of SNs per cluster

Nc

Number of clusters in the WSN

m

Number of paths from a source CH in response to a query

ms

Number of SNs per cluster in response to a query

f

Fraction of neighbor SNs that will forward data

λ

SN population density

dinter

Distance between a source CH and the processing center

dintra

Distance between a SN to its CH

Nhinter

Average number of hops between a source CH and the processing center

h

N

intra

Average number of hops between a SN to its CH

i

Index to a path

j

Index to a node

k

Index to a neighbor node

Sjk

Progressive speed between two SNs with indexes j and k

Tclustering

Time interval for executing the clustering algorithm

Ninteration Number of iterations for executing the clustering algorithm
Treq

Query deadline requirement

Rreq

Query reliability requirement

λf

Failure rate of a SN

γ

Parameter used in the calculation of the change in radio range.

θ

Parameter used in the calculation of the change in radio range. θr
represents the radio circle shifted by γr

ε

Parameter used in the calculation of the change in radio range. ε is a very
small number indicating the tolerance.

Ttable

Time interval for rebuilding the best (m, ms) table

Etable

Energy used for rebuilding the best (m, ms) table
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