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Cognitive Networks
Capt Ryan W. Thomas

ABSTRACT

For complex computer networks with many tunable parameters and network performance
objectives, the task of selecting the ideal network operating state is difficult. To improve
the performance of these kinds of networks, this research proposes the idea of the cognitive
network. A cognitive network is a network composed of elements that, through learning and
reasoning, dynamically adapt to varying network conditions in order to optimize end-to-end
performance. In a cognitive network, decisions are made to meet the requirements of the
network as a whole, rather than the individual network components.

We examine the cognitive network concept by first providing a definition and then outlin-
ing the difference between it and other cognitive and cross-layer technologies. From this
definition, we develop a general, three-layer cognitive network framework, based loosely on
the framework used for cognitive radio. In this framework, we consider the possibility of a
cognitive process consisting of one or more cognitive elements, software agents that operate
somewhere between autonomy and cooperation.

To understand how to design a cognitive network within this framework we identify three
critical design decisions that affect the performance of the cognitive network: the selfishness
of the cognitive elements, their degree of ignorance, and the amount of control they have over
the network. To evaluate the impact of these decisions, we created a metric called the price
of a feature, defined as the ratio of the network performance with a certain design decision
to the performance without the feature.

To further aid in the design of cognitive networks, we identify classes of cognitive networks
that are structurally similar to one another. We examined two of these classes: the po-
tential class and the quasi-concave class. Both classes of networks will converge to Nash
Equilibrium under selfish behavior and in the quasi-concave class this equilibrium is both
Pareto and globally optimal. Furthermore, we found the quasi-concave class has other desir-
able properties, reacting well to the absence of certain kinds of information and degrading
gracefully under reduced network control.

In addition to these analytical, high level contributions, we develop cognitive networks for
two open problems in resource management for self-organizing networks, validating and
illustrating the cognitive network approach. For the first problem, a cognitive network is
shown to increase the lifetime of a wireless multicast route by up to 125%. For this problem,
we show that the price of selfishness and control are more significant than the price of
ignorance. For the second problem, a cognitive network minimizes the transmission power
and spectral impact of a wireless network topology under static and dynamic conditions. The
cognitive network, utilizing a distributed, selfish approach, minimizes the maximum power



in the topology and reduces (on average) the channel usage to within 12% of the minimum
channel assignment. For this problem, we investigate the price of ignorance under dynamic
networks and the cost of maintaining knowledge in the network.

Today’s computer networking technology will not be able to solve the complex problems
that arise from increasingly bandwidth-intensive applications competing for scarce resources.
Cognitive networks have the potential to change this trend by adding intelligence to the
network. This work introduces the concept and provides a foundation for future investigation
and implementation.

v
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Chapter 1

Introduction

Current data networking technology limits a network’s ability to adapt to changes and in-
teractions in the network, often resulting in sub-optimal performance. Limited in state,
scope and response mechanisms, the network elements (consisting of nodes, protocol lay-
ers, policies and behaviors) are unable to make intelligent adaptations. Communication of
network state information is stifled by the layered protocol architecture, making individual
elements unaware of the network conditions experienced by other elements. Any response
that an element may make to network stimuli can only be made inside of its limited scope.
The adaptations that are performed are typically reactive, taking place after a problem has
occurred. In this dissertation, we advance the idea of cognitive networks, which have the
promise to remove these limitations by allowing networks to observe, act, and learn in order

to optimize their performance.

1.1 What is a Cognitive Network?

In recent years, the words cognitive and smart have become buzzwords that are applied

to many different networking and communications systems. At a minimum, in the current



literature we find mention of cognitive radios [3, 4], smart radios [5], smart antennas [0],
cognitive packets [7], smart packets [8] and [CN [9, [10]. There does not seem to be a common,
accepted definition of what these terms mean when applied to a networking technology, let

alone an accepted justification for when to add cognition to a network.

The concept of has been bouncing around the collective psyche of the wireless and
networking researching world for a while. Mitola [3] makes brief mention of how his cognitive
radios (CRk) could interact within the system-level scope of a[CN| Saracco [11] refers to
in his investigation into the future of information technology. He postulates that the
movement of network intelligence from controlling resources to understanding user needs
will help “flatten” the network by moving network intelligence further out towards the edges
of the network. Méahonen et al. [9] discuss with respect to future mobile Internet
Protocol networks, arguing that the context sensitivity of these networks could have
as interesting an application to networks as cognitive radios had to software defined radios.
None of these papers, however, express exactly what a is, how it should work and what

problems it should solve.

1.2 Problem Statement

This highlights the first problem of [CNk: identifying their motivation and potential applica-
tions. Across the field of computer networking, there is a need to implement network-level
objectives in the face of increasing network complexity. Particularly in wireless networks,
there has been a trend towards increasingly complicated, heterogeneous and dynamic envi-
ronments. Although wired networks also have these properties, wireless networks naturally
have all three. Due to the changing, shared and mobile nature of the wireless medium, there
is a large number of possible inter-radio interactions and operating states. The recent large
scale research focus on [CR] and cross-layer design shows that current networking paradigms

are inadequate in dealing with these properties.



This leads to the next open question of [CNk: formalizing the research area and its basic
operating characteristics. [CR] and cross-layer design illustrate the pitfalls to approaching
a research topic without a clear understanding of the larger system. For instance, [CR] has
no fewer than ten different definitions [I2], spanning from simplistic to highly complex.
Furthermore, each of these definitions is associated with various different frameworks and
architectures. Cross-layer design has similar issues. Although it is common and desirable
for researchers to offer differing interpretations on a research area’s boundaries, problems
arise when contributors are unclear or polymorphous as to exactly what vision they sub-
scribe to. Eventually, the research area becomes muddied, taking on multiple meanings and
usages. This can be avoided by clearly defining [CNk and characterizing their basic operating

framework.

This framework should use direct and indirect observations of the network as an input to a
decision making process. The decision making process should use reasoning to determine a set
of action choices, implementable in the network parameters. It should ideally use learning so
as to be proactive rather than reactive, using past experience to adjust to problems before
they occur. Finally, the framework should be extensible and flexible, supporting future

improvements, network elements and goals.

The overall challenge for any technology is to meet some need in the best way possible for
the least cost. Keeping the first half of this challenge in mind, a[CN|should provide, over
an extended period of time, better end-to-end performance than a non-cognitive network.
Cognition can be used to improve the performance of end-to-end objectives such as resource
management, Quality of Service , security, or access control. The limitations of
applications should come from the adaptability of the underlying network elements and the

flexibility of the cognitive process.

In examining the second half of this challenge, the cost of overhead, architecture and oper-
ation must justify the end-to-end performance. In almost all cases, implementing a [CN] will

require a system that is more complex than a non{CN| Thus for [CNk to be justifiable, the



performance improvement must outweigh these additional costs. For certain environments,
such as static wired networks with predictable behavior, it may not make sense to convert
to cognitive behaviors. Other environments, such as heterogeneous wireless networks, may

be ideal candidates for cognition.

In order to address this challenge, a clear measure of performance needs to be developed.
This measure should incorporate the cost of the design decisions employed by the [CN] It
should also allow for the creation of design rules that allow network engineers to quickly

identify what designs decisions are appropriate.

Finally it is necessary to identify applicable problem spaces and re-usable cognitive network
solutions. Two types of network problems that exhibit complexity are hard problems and
management problems. Although there can be overlap between the two categories, hard
problems are characterized as being problems from which there are no “good” solutions.
These problems are often characterized as taking non-polynomial time to solve or requiring
a tremendous amount of coordination and communication. On the other hand, management
problems may be solved in reasonable amount of time, but require excessive or unreasonable
levels of human operator intervention. The identification and evaluation of useful [CN] appli-
cations within these two problem areas is needed to speed the acceptance and implementation

of the concept.

For the first category, cognition can help determine the amount of effort and communication
needed to solve the problem to an adequate degree. In the second category, cognition can
be used to imitate the decisions normally made with a human in the loop. Although there is
certainly overlap between the two categories, one distinguishing characteristic is that man-
agement problems approximate subjective solutions, whereas hard problems approximate

objective solutions.



1.3 Methodology

This dissertation defines, develops, classifies, implements and analyzes the [CN| concept. We
promote an approach to achieving, in a distributed manner, end-to-end network objectives

in the context of complex, dynamic networks.

In particular, this work formally defines the term cognitive network, differentiating it from
other adaptive communication technologies and providing a context and purpose for the
concept. In order to further develop this definition, a reference framework that shows the
components, interactions and roles of the [CN]is designed. This framework is inclusive enough
to incorporate different objectives, network architectures, hardware, protocol stacks, and

cognitive processes. In this manner we design a structural, rather than functional, framework.

To understand the limitations and properties of [CNk, an analytical model is developed using
a game theoretic framework. Game theory allows for the autonomous, rational operation
of various elements within the [CN] and allows for the separation of individual goals from
network objectives. Critical design decisions for the are identified from the intersection

of this analytical model and a basic architecture for cognition.

These three design decisions — selfishness, ignorance and control — are the central theme of
evaluation and analysis of the cognitive network. A metric called the “price of a feature”
is specifically developed to evaluate the impact these decisions have on the network goals.
This metric also is used to measure the expected and bounded performance of the network

under the influence of each design decision.

This analysis gives insight to applicability and limitations. It also allows for the classifi-
cation of different [CNk. These [CN|classes are identified based on the selfish properties of the
elements of the network. These classes are used to identify several real-world applications
of [CNk. Two [CN]| case-studies are constructed from these applications. The first addresses

lifetime of wireless multicast routes, while the second addresses lifetime and spectral impact



of wireless topologies. Strategies for these problems are developed, and the performance of

the network under the design decisions is investigated.

1.4 Thesis Statement

The work in this dissertation represents the first formal investigation of [CNk. It provides
the first definition, framework, classification, and application for [CNk. The definition clearly
delineates [CNk from other adaptive, cognitive technologies, and creates a distinct set of
requirements a system must have to be labeled as such. The framework, inspired by a
general three-layer cognitive architecture, articulates the objectives, cognitive process, and
network interface. This flexible, distributed framework allows end-to-end objectives to be

translated into local, autonomous goals.

In particular, two classes of are identified for problems that utilize a distributed cognitive
process consisting of selfish, rational, and distributed elements. For that fall into these
classes, we show that they are guaranteed to arrive at a stable Nash Equilibrium (NE)
operating point. Furthermore, for one class, this equilibrium is also a [PO] point for the
elements of the cognitive process. Under the correct alignment with the network objectives,
the classes arrive at either a locally or globally optimal state with respect to the end-to-end

objectives of the network.

Identified applications of these two classes are incorporated into the case-studies. In the
first case study, which concerns the multicast route lifetime in a wireless ad-hoc network,
the adoption of a increases the lifetime of the network up to 125% over non-cognitive
approaches. Furthermore, the [CN] lifetime, under sensible starting conditions, achieves, on
average, over 80% of the maximum possible lifetime for the network. We also identify that
the critical design decision of control has the greatest effect on the lifetime, more than either

selfishness of ignorance.

The second case study, which concerns the transmission power and spectral footprint of a



wireless topology, optimally minimizes the maximum transmission power in the network. It
also uses less than 12% additional spectrum over the minimum amount for these topologies,
which compares favorably against the amount of spectrum required by other approaches in
the literature. Furthermore, the [CN] responds to dynamic changes to the network under
various degrees of ignorance, and the optimal amount of knowledge is determined for various

degrees of change.

1.5 Outline

This document is structured into seven chapters. Following this chapter, we investigate
motivating problems, current solutions and existing models. Chapter [3|consists of the system
design, framework and metrics. Chapter 4] identifies two classes of and describes their
characteristics. Chapters[pand[6]delve into the two case studies for wireless multicast and
spectrum-aware topology control. We close by summarizing the results, drawing conclusions

and providing future research directions.






Chapter 2

Related Work

[CNE encompass many areas of research, with this work representing the first in-depth research
into the topic. This chapter describes related work which both inspires and guides this
research. Due to the foundational nature of this research, we begin with a wide orbit,
examining the phenomena and technologies that motivate this research, then focusing on
how the current solutions address these problems and their contributions. The next section
presents a discussion of how to model and describe highly interactive, complex systems. We
close with an overview of the recent work from other researchers on this emerging area of

research.

2.1 Necessity: The Mother of Invention

In the following section, we investigate three motivating problems that drive research into

[CNE. They are:

e Complexity: a term used to describe many large, disordered systems of interactions,

o Wireless networking: a rapidly growing area of networking that exhibits many of the

features of complexity, and
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e [QoS} the original motivation for end-to-end network control.

While these areas are hardly a complete list, they are the problems from which the require-

ments and motivations for [CNks were born.

2.1.1 Complexity

A natural place to begin a discussion of the roots of [CNk is with complexity. Complexity is a
hot area of multi-disciplinary research, spanning diverse and disparate fields. It has found its
way into mainstream literature by offering tantalizing parallels between seemingly disjointed

areas and providing an underlying structure to seemingly random phenomena [13, [14].

Complexity research has been driven by the failure of traditional reductionist approaches of
science to explain behaviors of large, diverse and interconnected systems [15]. Systems of
interest to complexity research typically are composed of many interacting parts, each with
behaviors simpler than that of the system. Out of these simple individual behaviors, system
behaviors that are on the edge between order and chaos are observed. Examples of systems
exhibiting various degrees of complexity are economic markets, biological populations, and
social networks. Barrett et al. [I6] describe these systems as Biological, Information, Social,
and Technical . By examining these systems from a more holistic point of view,

complexity attempts to provide an explanation for the behaviors of these systems.

In trying to describe complexity, many characteristics of complex systems have been identi-
fied. Size of the system [I7] is a commonly cited distinguishing feature. Interaction-based
systems (as opposed to algorithm-based systems) are given as another characteristic. Wegner
[18] argues that interactions are a more powerful paradigm than algorithms, since algorithms
cannot take into account time or the interaction events that occur during computation.
For this reason, he claims that interaction-machine behavior cannot be reduced to Turing-
machine behavior. Whether or not his postulate is correct, the idea of interaction is a critical

aspect to differentiating a complex system.
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Another idea used to describe complexity is that complexity is a mix of order and disorder
[15]. Rather than being called complex, completely predictable systems are better described

as being ordered; completely random systems are better described as chaotic.

Unfortunately, complexity is ill-defined in quantitative terms. There have been several at-
tempts at calculating complexity for specific problem spaces, such as: computational com-
plexity (Landau notation), algorithmic complexity (Kolmogorov) and thermodynamic com-
plexity (entropy). Some generalized quantitative aspects of complexity have been inves-
tigated, such as the statistical mechanics of complex graphs [19], but most research has
revolved around more qualitative aspects of complexity. Kelly [14] notes that there is no
unifying measure of complexity. It is not possible, he argues, to measure the difference in
complexity between a Corvette engine and a field of wildflowers. Perhaps the measure of a
complex system is a function of the capacity of the observer to understand and decode the

source of order in a system.

While complexity can be observed in many different systems, it is certainly present and an
issue in networking technology. There are a multitude of possible interactions in a com-
munications network, and yet the only interactions that are typically well-understood and
examined are those interactions that are designed and intended. The actual behavior of a
network is rarely analytically tractable, meaning that simulation and direct observation are
often required to determine system behavior. For instance, interactions between the routing
protocol in the network layer and Medium Access Control layer require a tremendous

amount of statistical analysis and a number of simplifying assumptions to characterize [20].

A great amount of discussion has been spent on two related behaviors of interactions observed
in many complex systems: self-organization and emergent behavior. Prehofer [21] defines
a self-organized system as one that “is organized without any external or central dedicated
control entity.” Self-organization occurs when local elements are able to create a certain
structure and functionality [22]. A typical example of self-organization is exhibited by a

school of fish, swimming in a school with no visible source of control.
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Emergent behavior, on the other hand, is a word used to describe the order that emerges in
the system that is greater than the sum of the behavior from the individual components of the
system. A common example of an emergent phenomenon is a termite mound, which exhibits
remarkable structure from the simple, undirected actions of the termites. Wolf et al. [23]
examine the differences between emergence and self-organization, concluding that the two
behaviors are not the same. The key difference is the scale at which they occur. Emergence
has low level behaviors forming new behaviors at higher levels that are not exhibited at the
lower level, and self-organization has a self-reinforcing feedback loop generating structure.

In this manner, emergence can exist without self-organization and vice-versa.

Emergence and self-organization are usually observed rather than explicitly designed. One
example of an attempt to design emergent properties explicitly is Termite [24], a routing
protocol intended to mimic how small insects such as termites or ants find their way from a
food source to the colony. It uses digital analogies to pheromones and random variation to
mimic swarm intelligence. Even when specifically designed, self-organization and emergence
are only apparent in a specific context. For instance, the Termite protocol exhibits signs
of self-organization and emergence in routing but none for other behaviors such as power

management or requirements.

In general, computer networks exhibit many of the characteristic aspects of complexity — large
numbers of highly interconnected, interacting elements and instances of self-organization and
emergent behavior. However, many objectives, when faced with complexity, are addressed

through the use of human intelligence rather than directly through the network itself.

As a high-level example of this, take the often quoted truism from John Gilmore (in a speech
at the Second Conference on Computers, Privacy, and Freedom) that “the Internet treats
censorship as a malfunction and routes around it.” The Internet he is referring to likely
has more than one human mind assisting the technology in routing around any censorship.
As an example of this, the great firewall of China successfully censors the routing of Hy-

perText Transfer Protocol (HT'TP|) over the Internet for over 80 million users. Even with
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this censorship, some machines are able to route around the firewall, using clever techniques
such as proxies, tunneling, and redirects. The network hardware and software does not au-
tomatically learn how to avoid this censorship by itself, instead some aspect of “cognition”

is needed to route around the censorship.

Complexity is exhibited by systems consisting of a large number of interacting elements.
While a complex system may exhibit discernible order through aspects of emergence or self-
organization, the system as a whole exists on the edge of order and disorder. Discerning
the order in the system has traditionally required human analysis. Particularly for wireless
devices, user interaction has often been required to determine optimal operating parameters.
Because of their distributed nature, networks of wireless devices need be able to deal with
and adapt to complex environments with minimal user interaction. offer this capability

for autonomous adaptation and optimization.

2.1.2 Wireless Networks

Complexity can be argued to exist in any network large enough to have a non-trivial amount
of interactions. However, a natural place to begin this discussion is with wireless networks.
Unlike wired networks, in which data transmitted between nodes on separate wires is isolated
from interactions, wireless systems all share a common medium and devices may conflict with
any other device in their transmission range. Effectively, there is one physical medium, rather
than the many that may exist in a wired network, greatly expanding the number of potential

interactions.

Wireless networking technology has become a hotbed of research activity and development
in the last decade. With the advent of standards such as IEEE 802.11, Bluetooth, WiMax,
CDMA2000 and Universal Mobile Telecommunications System (UMTS)), high data rate wire-
less networks have became real-world systems. However, the next generation of wireless

technologies promises levels of complexity well beyond that of the current generation [25].
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Ad-hoc networks in particular are an area of great interest for future military and commer-
cial applications. The general idea of ad-hoc networks is that they utilize nodes (i.e. network
elements with the ability to transmit and receive Radio Frequency ) as sources, destina-
tions and routers of information. Furthermore, unless infrastructure based wireless networks,
ad-hoc networks are highly dynamic, allowing nodes to enter and leave the network at any
time. This requires that ad-hoc networks be capable of self-organization to handle the

tremendous number of possible interactions.

There have been literally thousands of papers written on various aspects of ad-hoc networks.
Most papers turn to simulation when investigating performance because of the difficulty in
using other forms of analysis. Unfortunately, it is difficult to predict how even the most basic
assumptions used in simulating the network will affect the interactions with other elements in
the network. Even well-accepted assumptions as fundamental as how the nodes move [26] or
the characteristics of packet traffic [27] can contain unintended consequences. Furthermore,
simulation is a poor way of case-checking a protocol, as a stochastic simulation will, in the
expected sense, tend to stay out of the fringes of system operation. These limitations to
simulation highlight the weaknesses in using it as a design tool. It is critical that network
elements be able to adapt to the environment they are actually operating in, rather than
the expected environment. Designs should have the flexibility to adapt to current network

conditions and environmental inputs.

With the decreasing cost and increasing power of analog to digital converters and computer
processors, a new kind of radio that performs signal processing in the digital rather than
analog domain has become feasible. These radios, known as Software Defined Radio ,
move most of the and Intermediate Frequency functionality, including waveform
synthesis, into the digital (rather than the analog) domain, allowing for great flexibility in
the modes of radio operation (called personalities). The initial applications for were

almost entirely military in nature, and current research is still driven by the needs of military

interoperability. The Joint Tactical Radio System (JTRS) is currently the focus of for



15

military applications; it is an attempt to unify cross-service and NATO communications.

However, there is increasing interest in using [SDR] technology in commercial applications.

The flexibility of [SDRk also comes with a cost. Whereas hardware defined radios have a
fixed number states they can operate in, software defined radios have a practically limitless
number of operating states. This increase in state space makes it possible to optimize a radio
connection for many different goals; where there once was one possible mode of operation,
now there might be many, each with its own strengths and weaknesses. A network of [SDRE
will only increase the size of the state space. The idea of [3] was developed to address

the difficulty in determining and achieving the best mode of operation in an [SDR]

2.1.3 Quality of Service

There has been a lot of research on how to define a architecture for the Internet,
motivated by the desire to provide some sort of end-to-end guarantees by a service provider
to its users. This is a difficult area of research because most networking stacks do not operate
on an end-to-end paradigm at every level. Even those designed with end-to-end concepts
in mind (such as Asynchronous Transfer Mode (ATM)]), which uses a virtual-circuit based
analogy rather than a connectionless one) still have no end-to-end control over the lower
two levels of the networks stack. Service Layer Agreements ) [28], Service Overlay
Networks (SONE) [29], and resource reservations [30] made progress in solving these problems
for wired networks. Furthermore, specification languages [31] have been developed to

translate requirements into actions for the underlying hardware and software.

In wireless networks, however, things are more difficult. In particular, in an ad-hoc
network is a difficult problem because of its dynamic and unpredictable nature. Chakrabarti
et al. [32] argues that many of the underlying algorithmic problems are most likely NP-
complete. Furthermore, they argue that there is a lack of both instantaneous and predictive
knowledge to make guarantees of performance. Finally, the size of the network is a limiting

factor since large ad-hoc networks require large amounts of computation and communication
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to propagate network updates. Because of these problems, some authors have taken to using
the term soft[Q09 [33] to express the idea of having only during periods of combinatorial
stability. Soft differs from traditional in that it only makes guarantees while the
network dynamics are slower than the network update function. The concept of soft is
indicative of the difficulty that researchers have in solving end-to-end problems in dynamic,

complex environments.

Furthermore, has seen a dilution in meaning, with many previously unrelated metrics
being including in the definition. This dilution may be related to the fact that while networks
operate as collections of connections, for the user (regardless of what application they are
using) the only connection that matters is his end-to-end connection. This desire for an end-
to-end viewpoint can be seen as desirable for most network (as opposed to network node)

operations.

This section introduced three areas that motivate the development of [CNk. Complexity was
introduced as a characteristic of many large, disordered systems of interactions, requiring
a cognitive process to separate the areas of order from disorder. Particularly for wireless
networking, which exhibits many of the features of complexity, there is a need for some
sort of cognitive system to address the end-to-end requirements of the users. The idea of
end-to-end performance is rooted in the study of [QoS], but the end-to-end goals of go
well beyond those associated with [QoS|

2.2 Related Efforts

Having investigated the motivating technology and phenomena for [CNE, we now review some
existing research areas which are related to the concept. We take a look at two areas
in particular, [CR] and cross-layer design. [CR] adapts radio operation and cross-layer design
adapts the network stack; both utilize additional information and control to decide and adopt

better-performing behaviors than the underlying technology alone.



17
2.2.1 Cognitive Radio

have been described by some as networks of [34,135]. Certainly, the 50% correlation
in nomenclature would of itself imply some degree of commonality. This comes from the role
that (as a model of how to use cognition and adaptation to control the behavior of a
complex point-to-point communication channel) had in inspiring the formulation of the

concept.

were first described by Mitola [35]. Mitola’s view of a was to build upon the
foundation of an[SDR], defining it be “a radio that employs model-based reasoning to achieve

a specified level of competence in radio-related domains.” Haykin [4] defines it as

“An intelligent wireless communication system that is aware of its surrounding
environment (i.e., outside world), and uses the methodology of understanding-by-
building to learn from the environment and adapt its internal states to statistical
variations in the incoming [RF] stimuli by making corresponding changes in cer-
tain operating parameters (e.g., transmit-power, carrier-frequency, and modula-
tion strategy) in real-time, with two primary objectives in mind: highly reliable
communications whenever and wherever needed and efficient utilization of the

radio spectrum.”

However, Haykin and Mitola have perhaps the most extensive definitions of cognition. Other
common definitions, such as those put forth by the IEEE 1900.1 standard [36] and Federal
Communications Commission (FCC)) [37] propose a more limited concept of cognition —

perhaps a more apt name for these definitions would be “adaptive radios.”

Cognition as defined by Mitola and as understood by cognitive scientists goes beyond simple
adaptation. A common thread between these more advanced definitions of cognition is the
idea of a feedback loop. A feedback loop models learning by describing how past interactions
with the environment guide current and future interactions. Figure [2.1]illustrates a simple

example of a feedback loop first put forward by Col John Boyd, USAF (ret) [2]. Commonly
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observe

decide

Figure 2.1: The|OODA|loop, as described by Col John Boyd [2]

called the loop, the model was originally used to help military officers understand
the thought processes of their adversaries. However, this loop has been adopted outside of
the military, in applications ranging from business management to artificial intelligence. It
is remarkably similar to the model Mitola uses to describe the cognition process in [CRE. The
loop consists of four self-explanatory components, which guide a decision maker through the

process of choosing an appropriate action based on input from the environment.

The loop is missing a few important components, however. One is an overarching goal, which
should feed in from outside the loop and guide the orientation and decision components by
providing a context in which to make a decision. Another missing component is a learn-
ing module, which prevents mistakes from previous iterations from being made on future

iterations.

Feedback loops such as the loop work because, although the environment in which
the decisions are being made may be highly complex, it is not totally random. There is
a structure to the complex system that may not be apparent from outside analysis but an
attempt to approximate it can be made through iterative cycles of a test-response feedback

loop. By simplifying the environment to a black box model, it may be possible to determine
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some of this structure, particularly if the system is reasonably stationary within the time
frame of interest for the adaptations. In a[CN], network elements and their interactions are

the “black box.”

Knowledge in [CR]is contained within a modeling language such as Radio Knowledge Rep-
resentation Language (RKRL) [3]. RKRL|is an instantiation of Knowledge Query Markup

Language (KQMLJ), an interaction language developed for communication between software
agents [38]. [KQML]is itself based on Standard Generalized Markup Language (SGML]|) and

is designed to express and exchange information between intelligent agents and other enti-
ties, such as applications or other agentd!| In addition to exchanging information, is

designed to make and respond to requests for information, as well as locate qualified agents.

[RKRT] according to Mitola, consists of the following components:

e The mappings between the real world and the various models formed by the cognitive
process;

e A syntax defining the statements of the language;

e Models of time, space, entities and communications among entities such as people,

places, and things;

e An initial set of knowledge including initial representation sets, definitions, conceptual

models, and radio domain models; and
e Mechanisms for modifying and extending [RKRI]
[KQMT] and by association, RKRI] make some demanding assumptions as to the availability

and reliability of communication channels. In particular, it is assumed that there are dis-

tinguishable connections between all agents, the connections are reliable, and preserve the

Tt is interesting to note that both eXtensible Markup Language (XML|) and HyperText Markup Language

(HTML) also have roots in [SGML
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order of the messages [39]. These assumptions are appropriate for the local point-to-point

scope that [CR] operates at, but are limiting for a dynamic, complex network of connections.

To attempt to address a language for higher level goals, Mahonen [40] suggests extending
[RKRI] to encompass the the high-level goals of the users of the network. He calls this
extension Network Knowledge Representation Language but does not offer any
deeper explanation of its structure or operation. Other efforts to encompass higher layer goals
for [CR] include discussion of configuration languages for the End-to-End Reconfigurability
Project I1 project [41]. is focused on end-user re-configurability for a cellular-
based paradigm of [CR]

Due to the local scope of operation, radios are assumed to be “selfish,” operating in a
rational manner that benefits the radio, rather than any higher level goals. For this reason,
game theory has become an important analysis tool in [34, 42], [43]. This model is
used to analyze how radios negotiate for parameters which must match for successful link

communication. Game theory is discussed more fully in Section [2.3.2]

The selfish actions of a[CR]can typically only be performed on locally-controlled aspects of the
network stack. Although Mitola envisioned cross-layer interactions controlling several layers
of the network, in most analysis only the physical layer andlayer are considered.
This limits the impacts of changes made by the cognitive process to the radio itself and other
radios with which it interacts. Interactions that do not involve radio parameters are not likely
to be considered part of [CR] and instead are usually grouped under the larger heading of

cross-layer design.

2.2.2 Cross-layer Design

Cross-layer design violates the traditional layered approach of network architecture design
by allowing direct communication or sharing of internal information between nonadjacent

or adjacent layers [44]. Particularly for wireless networks, where the interactions between
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nodes and layers are more pronounced than in wired, cross-layer design offers a tantalizing
way to optimize performance. Cross-layer design is controversial because it violates good
design principles, leading to possible long-term scalability and reusability issues. Despite
being controversial in some corners of the networking community, the perceived benefits of

cross-layer design have made it an active area of research.

There are several differences between the architectures of proposed cross-layer designs. Ini-
tially, many designs involved simply merging two related layers to accomplish a goal. A

common set of merged layers are the [PHY| and [MAC] layers. An example of this kind of

merging can be found in [45] where the authors combine scheduling with power control
to increase throughput through the reduction of medium contention. The advantage to this
kind cross-layer design is that for all layers above and below the merged layers, the interfaces
and operation of these merged layers appears the same. The disadvantage of this kind of
architecture is that it typically optimizes for a single goal, at the expense of other objectives.
In the example above, the scheme reduces contention, but it does not explicitly optimize
any other areas, such as fairness, node lifetime, or bandwidth allocation. If the goals of the
network change, this design will have difficulty adapting to them. Furthermore, if interac-
tions from higher or lower layers are causing behaviors at the joint layer to be sub-optimal,
there is little the joint layer can do to prevent this, because the scope of these adaptations

is limited to the merged layers.

Another design is to have uni- or bi-directional transfer of information between two non-
adjacent layers. This is done by creating new interfaces at the selected layers beyond those
used between layers. An example of this kind of architecture can be found in [46], in which
information is shared between the transport layer and the PHY]layer to increase the through-
put and energy efficiency of the network. Adding new interfaces to optimize specific metrics
runs the risk of interface creep, in which the layered architecture becomes meaningless as
designers create and add interfaces without guidance. Furthermore, by opening more in-

terfaces, designers are opening up more interactions, possibly making the network behavior
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Figure 2.2: Differences between cross layer architectures that merge or communicate between
pairs of layers and vertical calibration.

more complex. Kawadia et al. [47] illustrated this point by showing unintended interactions

between the routing protocol and a [ MAC cross-layer design.

Recently, cross-layer designs have begun to use a different paradigm to avoid this problem.
Instead of building communications between specific layers, proposals such as CrossTalk [48],
ECLAIR [49], CLD [50] and the architecture of Wong [51] utilize a parallel structure that
acts as a shared database of the system state accessible to whichever layers choose to utilize
it. This difference is illustrated in Figure[2.2] Srivastava [44] calls these kinds of architectures
vertical calibrations because the system is jointly tuning several parameters over the whole

stack to achieve an application-level objective.

The advantage to these vertical calibration architectures is that they provide a structured
method for accessing parameters, controlling, and sensing the status of each layer. This
solves some of the concerns about cross-layer design decreasing the utility of the layered
architecture. To its disadvantage, even with its larger scope the cross-layer interactions are
stack-centric and do not incorporate nodes outside the scope of the stack. For instance, [PHY]
layer properties (battery life, bandwidth usage) of nodes not within control of a layer
are ignored in a [MAC cross-layer protocol. Inter-nodal communication is limited to

the scope of the layers being cross-designed.

Cross-layer designs still have problems supporting trade-offs between multiple goals and the
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effect of these increased number of interactions in achieving those goals. While vertical cali-
bration architectures can support multiple cross-layer optimizations, there is little discussion
of how to de-conflict these optimizations. Cross-layer designs perform independent optimiza-
tions which do not account for the set of performance goals as a whole. Trying to achieve
each goal independently is likely to be sub-optimal, and as the number of cross-layer designs
within a node grows, conflicts between the independent adaptations may lead to adaptation
loops [47]. Adaptation loops occur when conflicting goals cause a system to fail to converge

to a stable operating point.

Cross-layer designs are memoryless adaptations which will respond the same way when pre-
sented with the same set of inputs, regardless of how poorly the adaptation may have per-
formed in the past. The ability to learn from past behavior is particularly important in
light of the fact that understanding the interactions between layers is difficult. Several pro-
tocol architectures incorporate adaptation, but often no discussion is given to intelligence,

learning, or pro-active adaptation.

Cross-layer design offers great performance promises through the increased flow of informa-
tion between layers and the additional control this information offers. Beyond its weaknesses
in multiple-objective optimization, learning and scope, care must be taken to consider pos-

sible undesirable (and unpredictable) interactions across parameters in the various layers.

2.3 System Models

A deeper understanding of the complex system behavior of a network can come from having
a set of models that allow investigation into their properties. These models must be general
enough to be applied to many different system implementations and problems, but specific
enough to capture the causes of the behavior, without abstracting key aspects. Varian [52]

.

advises us to “write down the simplest possible model you can think of, and see if it still

exhibits some interesting behavior. If it does, then make it even simpler.” With this advice
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in mind, we present four models that describe four different aspects of behavior. Multi-agent
systems describe the model used for the design of a system of distributed, intelligent agents.
Game theory is a model used to understand the behavior of systems consisting of cooperative
and non-cooperative rational agents. Interaction models describe the state transitions and
fixed points of complex systems of many interacting elements. Finally, machine problem
solving contains a wide-ranging set of techniques for determining the optimal solutions for

large problem spaces.

2.3.1 Multi-Agent Systems

Multi-Agent Systems ) are a catch-all model that includes variations on systems
consisting of multiple software agents. are a direct descendant of Distributed Artificial
Intelligence [53], which pioneered research into such questions as task allocation,
coordination, cooperation and interaction languages between agents. research goals
are even broader than the artificial intelligence goals of [DAI] consisting of almost any system

with a distributed network of software agents.

Although [MASE have no universally accepted definition, we will adopt the definition in
Jennings [54], which relies on three concepts: situated, autonomous, and flexible. “Situated”
means that agents are capable of sensing and acting upon their environment. The agent is
generally assumed to have incomplete knowledge, partial control of the environment, or both
limitations [55]. “Autonomous” means that agents have the freedom to act independently
of humans or other agents though there may be some constraints on the degree of autonomy
each agent has. “Flexible” means that agents’ responses to environmental changes are timely
and pro-active and that agents interact with each other and possibly humans as well in order

to solve problems and assist other agents.

In [56], Dietterich describes a standard agent model consisting of four primary components:
observations, actions, an inference engine, and a knowledge base. In this agent model,

reasoning and learning are a result of the combined operation of the inference engine and
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the knowledge base. By our definition, reasoning is the immediate process by which the
inference engine gathers relevant information from the knowledge base and sensory inputs
(observations) and decides on a set of actions. Learning is the longer term process by
which the inference engine evaluates relationships, such as between past actions and current
observations or between different concurrent observations, and converts this to knowledge
to be stored in the knowledge base. This model fits well within most of the cognitive
architectures previously mentioned, and we shall use it as our standard reference for our

discussion of distributed learning and reasoning.

According to Wooldridge [57], there are two aspects of design that drive research:

e Agent design: the task of creating software agents that are able to carry out tasks

autonomously;

e Society design: the task of creating software agents that interact in a manner to carry

out tasks in an uncertain environment.

The idea of self-organization is implicit in society design; furthermore software agents are
designed to operate in large, distributed environments. For these reasons, [MASE have sev-
eral appropriate properties for describing [CN] behavior: they can address complex systems,
exhibit varying degrees of machine learning, have a naturally distributed nature, and can

operate in less-than-reliable environments.

Since [MASE are also interaction based, there have been some efforts to use emergent and
self-organizing properties of to address complex systems. Wolf [58] examines a soft-
ware engineering design process for creating self-organizing, emergent systems. The tech-
nique addresses complexity by having agents achieve desired macroscopic goals from local
interactions — without understanding the underlying interactions that define how a system
behaves. Cooperative multiagent agent systems, called Cooperative Distributed Problem
Solving , also possesses inherent group coherence [59]. In other words, motivation

for the agents to work together is inherent in the system design. For a more detailed in-
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vestigation of [MAS| and how can be framed as such, we refer to the book chapter by
Friend, Thomas, MacKenzie and DaSilva [60], entitled “Distributed Learning and Reasoning

in Cognitive Networks: Methods and Design Decisions.”

2.3.2 Game Theory

Game theory models the behavior of a system as a game played by multiple rational players.
Game theory requires that each player have an action space of possible actions and a utility
function, which represents the relative desirability of of a player’s action (chosen from his
action space) in combination with actions from the rest of the players (chosen from their
action space). Players are said to play rationally if they try to choose an action that, in

conjunction with the other player actions, maximizes their utility function.

Although game theory is widely used, due to the variety of game models and author prefer-
ences there are several variations of notation. In this work, we will primarily use a strategic

non-cooperative game I' = (IV, A, u) consisting of components:

1. Player set N : N ={1,2,...,n} where n is the number of players in the game.

2. Action set A : a € A = x_,A; is the space of all action vectors (tuple), where each
component, a;, of the vector a belongs to the set A;, the set of actions of player i. Often
we denote action profile a = (a;, a_;) where q; is player i’s action and a_; denotes the
actions of the other n — 1 players. Similarly, A_; = X,4;A; is used to denote the set
of action profiles for all players except i. In this repeated game, we will denote the
ordering of the decisions by a superscript. Thus player ¢ decides to play an action a}
at stage t. A mechanism of choosing a series of action choices by an element is called

a strategy.

3. Utility u: For each player ¢ € N, utility function u; : A — R, models players’ prefer-
ences over action profiles. u = (uq,...,u,): A — R" denotes the vector of such utility

functions; higher values represent improved attainment of the preference.
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Several properties of certain action vectors have been identified. Perhaps the most famous
is the [NE| The is an action vector that corresponds to the mutual best response for all

players. In other words, at [NE| no individual player can benefit from unilateral deviation.

Definition 2.3.1 (Nash Equilibrium). An action vector a is a if, for every player i and
every action vector a

~

ui (g, a—) > ui(a;, a_;) (2.1)

An action vector is said to be Pareto Optimal (PO)) if there is no other outcome that makes

every player at least as well off while making at least one player better off.

Definition 2.3.2 (Pareto Optimal). An action vector a' is if there does not ewists an
action vector a such that

with a strict inequality for at least one element 1.

Game theory was originally used by economists, but has become a useful tool for analyzing
autonomous systems in computer science and engineering. In particular, ad-hoc networks [42]
and [34] have received game theoretical analysis. Game theory is useful in determining
rational fixed points (the set of system states from which the system is static, with no
elements changing state), but only for systems that can be modeled as containing competing

elements.

A useful application of game theoretical analysis to a network-based problem can be found in
Roughgarden’s work [61] on bounding flow cost. Here, a rational game between competing
flows is used to determine the price of anarchy [62] for a routing game. The price of anarchy
is defined as the worst-case performance difference between players following selfish, rational
choices and those acting optimally following a socially-conscious and communal mode of
operation. Roughgarden’s results show that in some constrained cases, it is possible to put
a fixed bound on the price of anarchy. By recognizing that the [NE| flow is a rational fixed

point, this technique can be used to determine a bound on the cost of selfish behavior.
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There have been several interesting applications of game theory beyond pure analysis. An
entire sub-genre of game theory called mechanism design [63] deals with the design of games
to assure the achievement of desired outcomes. Related to this idea are incentives, which
change a player’s utility through the use of a system of payments from one player to another.
Incentive schemes have been used for [64], cooperation in ad-hoc networks [65, [66], 67],
and trust [68], to make a short list.

2.3.3 Network Interactions

In order to study the effects of interactions in complex systems there exists a large fam-
ily of abstract models of networks of interactions. Network interaction models consist of

frameworks that describe the way that elements and their actions affect one another.

Perhaps the earliest model of interactions is the Ising model of ferro-magnetic phase transi-
tions, examined in depth by Glauser [69]. The Ising model is part of a set of related models
called infinite particle systems, of which the voter model [70] and the contact model [71] are
mathematical representations. Infinite particle systems are infinite, d-dimensional lattices
whose vertices can take on one of two states. These states propagate through the lattice at a
rate dependent on the states of neighboring vertices. While the states are discrete (binary),

the time mapping in these systems is continuous.

The influence model [72] is a discrete version of the infinite particle system, with arbitrary
graph structure and weighting. It is constructed as a discrete time Markov process with
transition probabilities affected by the neighboring elements. The influence model has been
used to analyze a variety of behaviors in complex systems such as the spread of fads, failures
in electrical grids, and epidemics. In this manner, this model has already demonstrated some

practical use.

Simple Petri Nets are a means of modeling systems that contain concurrency, serializabil-

ity, synchronization or resource sharing aspects [73]. Simple Petri Nets are effectively an
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extension of finite state machines, and they carry with them the flexibility and generality of
this model. When the time between state transitions is assumed to be a Markovian process,
there is overlap between the results of queuing theory and Petri Nets. This type of Petri Net
is called a stochastic Petri Net. Stochastic Petri nets are useful for modeling interactions in

processes that share resources, such as micro-processors or TDMA time slots.

Another model used to examine complex systems is Cellular Automata (CAl) [74], which are
infinite, regular grids of cells, each in one of a finite number of states. The grid can be in
any finite number of dimensions. The most commonly studied [CA] are represented by 1-
dimensional rectangular graphs of black and white boxes. Each box represents an automata,
with the color representing its binary state. The future state of an automata is a function
of the neighboring states. There are 256 possible distinct “rules” to govern behavior in the
1-dimensional case. Cook [75] shows that rule 110 is equivalent to a Turing machine,
capable of universal computation. Clearly, for such a simple model, [CA] are capable of

representing complex behaviors.

Barrett et al. introduce a general model for investigating BIST systems in a series of papers
76, 77, [78]. The term given to this model is Sequential Dynamic System (SDS)).
are related closely to [CA] Whereas [CA] are dimensional, their interactions “wired” to only
neighboring nodes, [SDSk are multidimensional, potentially “wired” to any node, allowing in-
teractions between any element in the network. Another difference is that most [CA| compute

their transition functions synchronously, whereas [SDS| compute the states sequentially.

A common simplification of the [SDY| involves limiting transforming the network Boolean
states. This simplification means that the transition functions can be defined as logical
operations. This subclass of a the is called a boolean network [I3 [79]. A further
subclass of the is the Synchronous Dynamic System in which the order of local

transition function evaluation (7) is eliminated in favor of synchronous evaluation.

A simplification of the boolean [SyDS| is called the Kauffman model. The Kauffman model

consists of nodes with some average connectivity. The state of the node in the next time
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step is modeled by a probability function; the closer that probability is to 0.5, the more
often the state will change given a different set of input states from its neighbors. Kauff-
man models were originally designed to simplify the complex modeling of gene-regulatory
networks [I3]. In these networks, proteins regulate their own production and the production
of other proteins through simple computational operations. Through subtle environmental
cues, feedback loops, amplification, degradation and inter-process communication, regulatory

networks are able to obtain global objectives through local behaviors [80], 81, [82].

2.3.4 Multiple Objective Optimization

Most engineering problems require tradeoffs to determine how to juggle multiple objectives.
When a problem has multiple objectives it will not be able to optimize all metrics indefinitely,
eventually reaching a point in which one metric cannot be optimized without affecting an-
other. This area of optimization research is called Multiple Objective Optimization (MOO)).
MOO| can be defined as the problem of finding [83]

...a vector of decision variables (actions) which satisfies constraints and optimizes
a vector function whose elements represent the objective functions. These func-
tions form a mathematical description of performance criteria which are usually
in conflict with each other. Hence, the term “optimize” means finding such a
solution which would give the values of all the objective functions acceptable to

the designer.

A more formal definition comes from [84]:

Definition 2.3.3 (Multiple Objective Optimization). A multi-objective optimization at-

*

tempts to find the vector of actions a* = (af,a3,...,a’) that exists in the feasible region

'

F defined by the m inequality constraints g;(a) > 0 i = 1,2,...,m and the p equality
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Figure 2.3: [PO] front for two objective optimization. F represents the feasible region that
meets the inequality constraints. The solid line is the Pareto front when we wish to simul-
taneously maximize f; and f.

constraints h;(a) =0 i=1,2,...,p to optimize the vector function

f(a) = (fi(a), fa(a), .., fu(a))

where a is the vector of actions resulting from system decisions, g;(a) and h;(a) represents
constraints on the solution, and the vector f(a) represents the k-objective criteria that must

be optimized.

The definition of “optimal” for the vector function f(a) is unclear. We assume that it
means maximize each element in f for simplicity, although it could be considered in terms
of maximization or some other mixed form. A front [84] is derived from these local
optimizations to describe the set of actions from which no goal can be improved without

worsening another (see Definition [2.3.2). This is illustrated in Figure [2.3]

Finding or even approximating the [PO|front is a difficult task. One reason is that the vector
function of f(a) is often noncommensurable, meaning that the individual functions are in
differing units. Thus transforming the problem into a single objective optimization through
mathematical operations is a limiting manner of solving the problem — it only finds a single

point in the front. This group of approaches, called aggregating, is illustrated by the common
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weighting approach. To achieve meaningful results, weighting requires a knowledge of the
range, relative importance, unit relationship and behavior of each objective function. This
is because the resultant decision vector a* will only be a subset of points in the Pareto front,

determined and dependent on these assumptions.

For this reason, simply consolidating a to a single objective optimization is an unde-
sirable method of solving a problem without a priori understanding of the system. Take, as
an example, the wireless networking problem of maximizing both transmission power and
throughput. Assume that there are out of all the operating points that meet the designer’s
requirements (falling into F'), three make up the Pareto front. They are A, with a (power™?,
bandwidth) of (1 dBm™1, 10 Mb/sec); B, with (0.2 dBm™", 20 Mb/sec); and C, with (0.1
dBm™", 30 Mb/sec). Knowing the range, magnitude and behavior of the Pareto front values
in advance would allow the scaling, weighting and comparison of the purchaser’s utilities
for each of the cars. However, these values are not known in advance, and attempting to

perform the weighting without this information will likely result in a solution that is

suboptimal to the purchaser’s desires.

2.3.5 Machine Problem Solving

In the following paragraphs we give a brief discussion of possible mechanisms for problem
solving in a machine environment. There are many other possibilities, including combinations
or hybridization of the following strategies; the choice of algorithm depends on what the
network goals are, how these problems are set up, and what the physical structure of the
network allows. Complex cognitive processes may have several problem solving processes

operating simultaneously, each using mechanisms appropriate for the problem being solved.

We focus our attention towards machine learning, since we assume that the complex and
dynamical nature of the network problem space precludes more static methods such as
linear programming or solving systems of differential equations. One common method cited

when discussing machine learning and artificial intelligence is the area of neural networks.



33

Neural networks use a bottom-up method of learning, simulating the biological neurons and
pathways that the brain is believed to use. A series of these artificial neurons analyze different
aspects of known inputs with some amount of unknown corruption. Pattern recognition is
a common and straightforward application of neural networks. If network responses are
modeled as a noisy pattern, a neural network could be used to categorize the pattern into

predetermined responses.

Genetic Algorithms ) and Evolutionary Algorithms ) are used to optimize over
large solution spaces where exhaustively searching would be too costly. By imitating the
process of evolution (selection, recombination, and mutation), genetic algorithms are able to
explore these large solution spaces for local optima. Genetic algorithms have many applica-
tions, but work best for centralized problems where the environment is well known. For this
reason, if most of the current network state is known, genetic algorithms could be used to

determine optimal behaviors.

Recently, artificial intelligence has focused on expert systems [85]. Expert systems are often
used to make decisions in a narrow field of knowledge (a common application is medical
diagnosis) and imitate the “intuition” that a professional in the field would have in finding a
solution by asking a series of questions (typically with only “yes,” “no,” and “no response”

answers). Expert systems can be useful in determining how to prioritize goals and solve

problems that have a limited number of possible inputs.

Kalman filters [86] contain an adaptive algorithm for feedback control. Usually found in
systems that contain significant amounts of system noise, the Kalman filter is a recursive
filter used to estimate the actual and future state of the system based on noisy Gaussian
measurements. The ability to act as a dynamic filter means a Kalman filter can be useful

for tracking and maintaining a particular performance metric in a changing or noisy system.

Learning automata [87] are a distributed, adaptive control solution to identify the character-
istics of an unknown feedback system. Learning automata maintain a probabilistic function

for deciding what action to make. The function converges to decisions that generate desired
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responses in the system. Typical applications for learning automata include problems where
there are many dynamic elements interacting with a complex system, such as intelligent ve-
hicles [88], cross-layer optimization problems [89], or routing problems [87]. If the problem is

distributed and requires little state information, learning automata can be a good approach.

For a more complete investigation of machine learning techniques (which goes beyond the

scope of the research here), we again refer book chapter by Friend et al. [60].

When dealing with[MOO]J the task of finding the Pareto front is a more difficult problem than
just finding a single optimal point. However, there have been several approaches proposed
in literature to investigate this. Coello Coello [84] provides a survey of various used to
find the set. In real world systems, have been proposed for use in controlling [90],
but the distributed nature of requires a slightly different architecture. One solution is
parallel Multiple Objective Optimization Evolutionary Algorithm over multiple

devices in the network, which is investigated in [91].

The models presented in this section give a deeper understanding of complex system behavior
and provide insight into the design of processes that interact with them. model the
architecture and behavior of systems of distributed, intelligent agents. To understand the
fixed point behavior of systems consisting of cooperative and non-cooperative rational agents,
game theory can be used. Interaction models capture the state transitions that govern the
operation of a complex system of many interacting elements. The different models of problem
solving describe how the state transitions of the system are arrived at and what properties

a system should have to be successfully solved.

2.4 Related Cognitive Network Work

The work presented in this dissertation started with our first paper at DySPAN [02] which
was the first formal investigation into the field of [CNk. However, since this first publication,

the concept has become a burgeoning area of research.
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Recent research can be divided into two categories: Cognitive Radio Networks ) and
[CNE. In the first category, we begin with work from Mitola and his original thesis on [CR]
Here he mentions how could interact within the system-level scope of a [3]. Neel
continues this line of thinking in [93], where he investigates modeling networks of as a
large, multiplayer game to determine convergent conditions. This kind of thinking is also
observed in Haykin’s paper on [4], where he examines multi-user networks of as a

game.

The focus of [CRNE, as with [CRk, is primarily on [MAC| and [PHY] layer issues, but now

operating with some end-to-end objective. In a[CRN] the individual radios still make most of

the cognitive decisions, although they may act in a cooperative manner. Currently suggested
applications for [CRNk include cooperative spectrum sensing [94, 05] and emergency radio

networks [96]. From a more general perspective, Raychaudhuri [97] presents an architecture

for [CRNE.

Perhaps the first mention of a[CNE rather than a comes from Clark [9]. Clark proposes

a network that can

“assemble itself given high level instructions, reassemble itself as requirements
change, automatically discover when something goes wrong, and automatically

fix a detected problem or explain why it cannot do so.”

This would be accomplished with the use of a Knowledge Plane that transcends layers
and domains to make cognitive decisions about the network. The[KP|will add intelligence and
weight to the edges of the network, and context sensitivity to its core. Saracco also observed
these trends in his investigation into the future of information technology [I1], postulating
that the change from network intelligence controlling resources to having context sensitivity
will help “flatten” the network by moving network intelligence into the core and control

further out to the edges of the network.

differ from in that their action space extends beyond the and layers



36

and the network may consist of more than just wireless devices. Furthermore, nodes may
be less autonomous than a [CRN] node, with the network elements cooperating to achieve
goals, a centralized cognitive process or a parallelized process that runs across several of the

network elements.

Mahonen discusses in the context of future [[P| networks and cognitive trends in a series
of papers. In his earliest paper, he discusses [CNk with respect to future mobile IP networks,
arguing that the context sensitivity of these networks could have as interesting an application
as |[CRs [9]. He then examines as part of a larger paper on cognitive trends [40]. He
discusses how [CRE may be just a logical subset of [CNk. He also brings up the idea of [NKRI]J

to express and communicate high level goals and policies.

More recently, several research groups have proposed [CNHike architectures. These archi-
tectures can be categorized into two objectives: the first centers on using cognition to aid
in the operation and maintenance of the network, while the second centers on cognition to
solve “hard” problems, problems that do not have a feasible solution other than the use of

cognition.

Falling into the first category, the [99] is designing an architecture that will allow the
seamless reconfiguration of a network in order to allow for universal end-to-end connectivity.
Although is an ambitious project with many facets, the overarching goal is one
of maintaining connectivity to the user. This is similar to the goal of the mQ@QANGEL
platform [T00], which attempts to provide an like architecture for mobility management
in a heterogeneous network. Both of these architectures are focused on the operation and

maintenance of 4G cellular and wireless networks.

In contrast, the Centre for Telecommunications Value-Chain Research at Trinity
College [101] has presented a proposal for a platform that consists of reconfigurable wire-
less nodes. Although focused on wireless operation, these nodes are able to solve a variety
of problems by modifying or changing the network stack based on observed network behav-

iors. The possible objectives of these networks can extend beyond mobility management and
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connectivity. Similar to the CTVR work but less dependent on the wireless focus, Mahonen
proposes a general architecture utilizing a collaborative Cognitive Resource Manager (CRM))
that provides cognitive behavior from a toolbox of machine learning tools such as neural
networks, clustering, coloring, genetic algorithms, and simulated annealing. The work this
chapter describes also falls under this objective, attempting to provide a general cognitive
architecture capable of solving a variety of hard problems, rather than being tied to network

operation issues.

2.5 Summary

In this chapter we have established that complexity is a real problem facing network oper-
ations and management. In attempting to maintain end-to-end goals, current solutions are
limited in both scope and methodology. There is a need for a new framework for network
operations. To analyze and build this new framework, a set of models was presented that

can be used to examine the operations, behaviors and interactions in a complex system.
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Chapter 3

Cognitive Network Design and
Analysis

This chapter defines the specific the solution space occupied by [CNE, illustrated by a simple
example. This definition is used as the foundation for our framework, a layered approach
that supports translating end-to-end goals into the modifiable elements of the network via a
cognitive process. The operation and cognitive functionality of each layer in the framework
is described. At each layer of the framework, we identify a critical design decision, a design
tradeoff that significantly affects the operation and performance of the cognitive network.
To quantify the impact of these design decisions, we develop a special metric: the price of a

feature.

3.1 System Overview

In this section we define and introduce a simple example to illustrate the concept.
A clear definition is an important starting point for this research as it sets limits to the

concept, bounding the applications and implementations that can be attributed to it. It also

39
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differentiates from other technologies, which creates a starting point for comparing and

contrasting it with other approaches.

3.1.1 Definition

The following is the first definition of a in the literature. It was first presented at the
IEEE DySPAN conference in 2005 [92].

A cognitive network is a network with a cognitive process that can perceive
current network conditions, and then plan, decide and act on those conditions.
The network can learn from these adaptations and use them to make future

decisions, all while taking into account end-to-end goals.

The cognitive aspect of this definition is similar to that used to describe [CR] and broadly
encompasses many simple models of cognition and learning. The ability for a network to
use current network conditions to adapt itself echoes how cross-layer design uses information

from one layer of the network to inform and guide actions in other layers.

However, [CNk are distinguished from both of these technologies by their end-to-end scope.
Without this scope, the system is perhaps a or cross-layer adaptation, but not a [CN|
End-to-end, in this definition, denotes all the network elements involved in the transmission
of a data flow. For a unicast transmission, this might include everything from subnets,
routers, switches and virtual connections to encryption schemes, mediums, interfaces and
waveforms. [CRk and cross-layer design have only a local, single element scope related to

their functional technology — the physical medium or the protocol layers being adapted.

3.1.2 A Simple Example

This example and its description are inspired and influenced by Daniel Friend’s example in

our IEEE Communications Magazine article [102].
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Figure 3.1: Simple relay network for a wireless network. Vertices represent wireless connec-
tivity.

To illustrate the need for end-to-end rather than link adaptations, consider an ad-hoc data
session between a source node S; and a destination node D; as shown in Figure [3.1] The
source node does not have enough power to reach D; directly, so it must must route traffic
through intermediate nodes Ry and/or Ry. Assume that the end-to-end goal is to have the
highest probability of successful transmission. The routing layer will determine routes based
on minimum hop count which, in this case, includes either Ry or Ry. Node S; will make a
link-layer adaptation, selecting between R; and Ry based on their Signal to Interference and
Noise Ratio (SINRJ). From the standpoint of the link layer in node Sy, this ratio correlates
with the probability that the transmitted packets will arrive correctly at the relay node.
However, without additional information, this selection does not guarantee anything about

the end-to-end packet delivery probability from S; to D;.

In contrast to a link adaptation, the might use some combination of observations from
all nodes to compute the total path outage probabilities from S; to D; through R; and
Ry. This shows the benefit of an end-to-end scope, but there is another advantage to the
[CN] its cognitive capability. To illustrate this, we modify the original scenario to include
both S; and Ss as source nodes, both routing traffic through R,. Suppose that the learning
mechanism measures outages by determining the fraction of packets successfully delivered

from the source to its destination.

If R, becomes congested because of a large volume of traffic coming from S5 this becomes

apparent to the cognitive process by the lack of successful packet delivery statistics provided
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to 51 and S;. The learning mechanism recognizes that the system has changed and that
routing through R, is not optimal. The cognitive process then directs the traffic toward
another route. The does not explicitly know that there is congestion at node Ry because
this information is not included in the observations. Nevertheless, it is able to infer
from the reduced throughput that there may be a problem. It is then able to respond
to the congestion, perhaps by routing traffic through R; and/or R3. This example shows
the power of in optimizing end-to-end performance as well as reacting to unforeseen

circumstances.

3.2 System Framework

In this section, we present the system framework for a [CN] There is a danger in trying to
create a framework that is too specific to any problem, as this often is restrictive for both
application and implementation. Successful communications frameworks, such as the Open
Systems Interconnection ({OSI]) stack, have benefited from generality by allowing a diverse
range of applications (e.g. voice, text, data, video) and implementations (e.g. TCP or UDP,
wireless or wired, IP or ATM). In designing the system framework for a [CN| the same
principles were applied to allow the engineer to design a solution that solves a particular

problem while staying inside the limits of the framework.

The three-tier model of cognition motivates our selection of design decisions. This model was
first suggested by David Marr [I03] in his work on computer vision and then generalized for
other cognitive tasks in [104]. It describes the general functionality required of a cognitive
entity. The model consists of the behavioral layer, the layer of cognition that dictates what
motivates the decisions of the elements; the computational layer, which decides on the course
of action for an element; and the neuro-physical layer, which enacts these decisions into the

environment.

From this concept, we draw a three-layer framework with each layer corresponding roughly



43

to the layers in the cognitive model. At the top layer are the goals of the elements in the
network that define the behavior of the system. These goals feed into the cognitive process,
which computes the actions for the system to take. The Software Adaptable Network
is the physical control of the system, providing the action space for the cognitive process.

This framework is illustrated in Figure [3.2]

In our framework, we consider a cognitive network broken into one or more cognitive ele-
ments, operating in some degree between autonomy and full cooperation. If there is a single
cognitive element, it may be physically distributed over one or more devices in the network.
If there are multiple elements, they may be distributed over a subset of the devices in the
network, on every device in the network, or several cognitive elements may reside on a single
device. In this respect, the cognitive elements can operate in a manner similar to a software
agent in a[MAS| This wide variety of cognitive process architectures is intended to give the
designer the freedom to create the best cognitive process against the tradeoffs of autonomy
and aggregation, centralization and distribution, simple and complex processes, selfishness

and altruism, and single and multiple goals.

3.2.1 Requirements Layer

The top level component of the framework includes the end-to-end goals, Cognitive
Specification Language (CSL|), and the resultant cognitive element goals. The end-to-end
goals, which drive the behavior of the entire system, are put forth by the network users,

applications or resources.

The end-to-end goals are critical to the [CN| concept because they provide the proper scope
for its behavior. This scope clearly delineates from [CRE and cross-layer design. Goals
in a are based on end-to-end network performance, whereas [CR] goals are based on local
performance. Furthermore, [CN] goals are pulled from the users, applications, and resources

of the network, whereas [CR] goals are pulled from the users, applications and resources of
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Figure 3.2: The three-layer cognitive framework, consisting of the requirements layer, cog-
nitive process and Software Adaptable Network.

the radio. This difference in goal scope from end-to-end to local requires the to operate

across all layers of the protocol stack.

Current research in[CR]emphasizes interactions with the PHY]layer, which limits the impacts
of changes made by the cognitive process to the radio itself and other radios in its range.
Agreement with other radios on parameters which must match for successful link communi-
cation is reached through a process of negotiation. In|[CNE, the negotiations required extend

beyond the nodes impacted by [PHY]and [MAC] layers to include nodes impacted by changes

in higher layer protocols. Since [CR] goals are scoped locally, achieving agreement on any
higher layer goals is likely to both be a slow process and result in sub-optimal performance
at the network level. In contrast, [CNk include these higher layer goals when making adap-
tations at lower network layers. However, the broader scope (as compared to [CRE) of [CN

may make reaching its goals more difficult.

The scope of also reaches beyond the scope of cross-layer designs. The [CN|] must sup-

port trade-offs between multiple goals, whereas cross-layer designs typically perform single
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objective optimizations. Cross-layer designs perform independent optimizations that may
not account for the end-to-end performance goals. Trying to achieve each goal independently
is likely to be sub-optimal, and as the number of cross-layer designs within a node grows,
conflicts between the independent adaptations may lead to adaptation loops [47]. This pitfall

is avoided in a [CN| by jointly considering all goals in the optimization process.

To connect the goals of the top-level users of the network to the cognitive process, an interface
layer must be developed. In a[CN] this role is performed by the [CSI] providing behavioral
guidance to the cognitive elements by translating the end-end goals to local element goals.
This process is similar in some manners to the [RKRI] proposed by Mitola for [CR], but differs
in its core purpose. [RKRILJ] as described in Chapter [2| derives from the [KQMI] and is
designed to provide a common knowledge language that allows radios to share information.
[CSI] on the other hand, is more analogous in scope and intention to specification
languages. There are already several different specification paradigms in existence and
the concept of these languages — mapping requirements to underlying mechanisms — is the
same here, except that the mechanisms are adaptive to the network capabilities as opposed
to a fixed set. In establishing criteria for a successful [CSL] we adapt the criteria described

by Jin et al. [31].

The following criteria are objectives for an effective [CSI] It should be noted that these
criteria are measures of a successful [CSL] not requirements. A language that does not meet

any or all of these requirements may still perform the role of a [CSL] albeit less effectively.

e Expressiveness: A [CSI] must be able to specify a wide variety of end-to-end goals. It
should be able to express constraints, goals, priorities and behaviors to the cognitive
elements that make up the process. It should be able to express new goals without

requiring a revision in the language.

e Cognitive process independence: The cognitive process architecture and functionality
should not dictate the [CSI] Instead, the [CSI]should abstract away as much of the

cognitive process as possible to the application, user, or resource. This allows a goal
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to be used with different cognitive processes with little modification and promotes

re-usability.

e Interface independence: Whether the cognitive process is distributed or centralized in
operation, autonomous or aggregated in architecture, the user should be presented as
abstract an interface as possible. Like the previous criteria, this abstration promotes
reusability by allowing the re-use of goals over many different cognitive processes with

little effort from the top layer.

e Extensibility: The should be extensible enough to adapt to new network elements,

applications and goals, some of which may not even be imagined yet.

The scope of the entire cognitive process is broader than that of the constituent cognitive
elements; it operates within the scope of a data flow, which may include many cognitive ele-
ments. These cognitive elements are the action elements of the cognitive process — they make
the decisions that dictate the behavior of the network. As previously discussed, the cognitive
process may consist of architectures as diverse as completely distributed and autonomous to
centralized and monolithic. Because of the inherently complex and dynamic nature of the
system it may not be feasible to find an exact optimal solution in highly dynamic network
environments. Furthermore, the job of converting end-to-end goals to element goals is itself

a difficult problem.

3.2.2 Cognitive Process

There does not seem to be a common, accepted definition of what cognition means when
applied to communication technologies. The term cognitive, as used by this paper, follows
closely in the footsteps of the definition used by Mitola [3] and the even broader definition of
the FCC [37]. The former incorporates a spectrum of cognitive behaviors, from goal-based

decisions to proactive adaptation. This definition of cognition is broader than the definitions
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of cognition used by most cognitive scientists, but it allows the inclusion of more limited and

simple forms of cognition, such as adaptive systems.

Here, we associate cognition with machine learning, which is broadly defined by Thathachar
[105] as any algorithm that “improves its performance through experience gained over a
period of time without complete information about the environment in which it operates.”
Underneath this definition, many different kinds of artificial intelligence, decision making
and adaptive algorithms can be placed, giving a wide scope of possible mechanisms to

use in learning.

One hallmark of a cognitive process is the presence of learning and reasoning. We consider
reasoning as described in [56]: the immediate decision process, using historical and current
knowledge, that chooses the set of actions for the network. Learning, on the other hand, is
the long-term process of accumulating knowledge from the results of past actions in order

to improve the efficacy of future reasoning.

The actual reasoning process may take on many different forms, such as pure or hybrid ver-
sions of the problem solving models presented in Section [2.3.5 or some other model. Many
of the differences in cognitive process architectures can be characterized by the same differ-
ences found in shared and distributed memory models of parallel processing architectures.
For instance, learning automata that are distributed and autonomous can be analogous to
a distributed memory model. Others, such as pMOOEAE, are distributed and parallelized
monolithic processes that can behave in manners similar to a shared memory model. Like
parallel processor architectures, however, there is a significant blurring between these areas,
and many cognitive processes may act in manners somewhere in-between. In contrast to
these distributed architectures, a single element cognitive process may be implemented as a

centralized, single process.

Regardless of what reasoning method is chosen, the process needs to be able to converge to
a solution faster than the network state changes. It must then re-learn and converge to new

solutions when the status changes again. The issue of convergence is of particular importance
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in environments that change frequently, such as mobile wireless networks. Staying abreast of
a dynamic environment is a difficult problem for many problem-solving techniques to han-
dle. Discerning dynamic aspects of the network is difficult in large, complex environments.
Furthermore, once the process has converged to a solution, many techniques need to be told
that the system has changed in order to find a new solution. Some approaches, such as
learning automata, can be modified so that they never completely converge to an operating
state [106]. Instead, they remain statistically unstable, allowing the system to adapt to new

changes as they occur.

The difficulty in adapting to dynamic network behavior makes architectures that use au-
tonomous elements operating as rational agents appealing. A classic example of a system
consisting of autonomous rational agents that meets socially-conscious goals is a capitalistic
western-style economy. A capitalistic economy is made up of large numbers of autonomous
entities operating in their best interest. With a small (relative to to the size of the economy)
amount of control (in the form of legislation, money policy, and incentives), these individual,
selfish actions can grow the economy to the benefit of all members in the economy. In con-
trast, countries such as North Korea, which attempt to directly control every aspect of the
economy, often have economies that struggle. Trying to manage the entire complex economy

directly is a difficult task.ﬂ

Rational, autonomous behaviors can lead to self-organization and emergent properties, which,
although are not “order for free,” may have a cost lower than attempting to create the or-
der directly. Using mechanism design to create a “game” encouraging autonomous behavior
that achieves or approaches the end-to-end goals is a problem of varying difficulty. Some
objectives are naturally complementary to autonomous rational behavior. For instance, the
end-to-end objective of maximizing the lifetime of a wireless network is complementary to

the local radio goal of minimizing transmission power. Some objectives, are not as comple-

Tt might be noted here that that even managing a western economy is an enormously difficult task, with
the field of economics constantly revising its theories and models. However, the last fifty years have provided
excellent empirical evidence that it is easier for a society to guide Smith’s “invisible hand” then to attempt
to take direct control of it.
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mentary. For instance, the end-to-end objective of reducing the average flow delay is not
complementary to a node’s rational desire to prioritize its traffic above all others. Some sort
of incentive structure, as discussed in Section may be required to convince a node to

transmit flows it did not originate with higher priority to reduce network delay.

Even rational agents with simple behaviors need the ability to learn from prior actions
in order to make better future decisions. Learning serves to complement the objective
optimization part of the cognitive process by retaining the effectiveness of past decisions
under a given set of conditions. Determining the effectiveness of past decisions requires a
feedback loop to measure the success of the chosen solution in meeting the objectives defined.
This is retained in memory so that when similar circumstances are encountered in the future,

the cognitive process will know where to start or what decisions to avoid.

The [CN] learns from prior decisions and applies the learning to future decisions. This is in
contrast to most cross-layer designs, which are typically memoryless adaptations that will
respond the same way when presented with the same set of inputs, regardless of how poorly
the adaptation may have performed in the past. The ability to learn from past behavior is
particularly important in light of the fact that the understanding of the interaction between

layers is limited.

Cognitive element decisions can be implemented either synchronously or asynchronously.
The details of making synchronous decisions across a large number of distributed elements
with high reliability are likely to be complex. The implications of nodes switching config-
uration at different times may be worse than if no adaptation had been performed at all.
Also, the varying topology of the network means that not all nodes will receive notification
of configuration changes at the same time. One possible approach is to require elements
to be synchronized to some common time reference and have the issue configuration
changes with respect to the time reference. This assumes that the has an error free
mechanism for communicating synchronization messages. Another approach is to have the

individual elements make adaptations quickly compared to the time between adaptations,
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reducing the probability of asynchronous operations. Unfortunately, this approach can delay

network actions, resulting lagging adaptations.

3.2.3 Software Adaptable Network

The consists of the Application Programming Interface , modifiable network
elements, and network status sensors. The [SAN]is really a separate research area, just as
the design of the SDR is separate from the development of the [CR] but, at a minimum, the
cognitive process needs to be aware of the interface and the network elements it controls.
Just like the other aspects of the framework, the [AP]] should be flexible and extensible.
Continuing the analogy with SDRs, an existing system that is analogous to the [AP]]is the

Software Communications Architecture (SCAJ) used in the [JTRS|

Unlike cross-layer design, which may span two or more layers in the network stack, [CN|[APTk
can span across nodes, tying together aspects of the network stack that may not normally
be in the same stack. For instance, [PHY] layer parameters may be shared among several
nodes not within physical range of one another, even if higher layer protocols (i.e. routing,
transport) are not directly part of the adaptation. This gives end-to-end scope to all levels
of the network stack, not just those that are naturally end-to-end in nature. A visual

representation of the difference between [CN] and cross-layer interactions is shown in Figure

3.3

Another responsibility of the is to notify the cognitive process of the status of the
network. The status of the network is the source of the feedback used by the cognitive process.
These observations from the networks status sensors are distinct from any observations that
might be shared internally to the cognitive process, which are a function of the cognitive
process architecture. The level and detail of these observations depends on the filtering
and abstraction being applied by the cognitive process. Possible observations may be local,
such as bit error rate, battery life and data rate, or non-local, such as end-to-end delay and

clique size. In the cognitive process, a cognitive element may compile these observations
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Figure 3.3: A visual representation of the differences between vertical calibration and [CN]|
interactions. [CN] interactions can include elements not directly in the network stack.

with observations from other elements to form a better model of non-local behavior. The
availability and usage of this inter-element information is discussed at the end of Section

0.2.2

The modifiable elements can include any parameter in a network, although it is unlikely that
all parameters in a[SAN| would be modifiable. Each element should have public and private
interfaces to the [API| allowing it to be manipulated by both the and the cognitive
process. Modifiable elements are assumed to have a set of states that they can operate in.
A solution for a cognitive process consists of a set of these states that, when taken together,
meet the end-to-end requirements of the system. At any given instant the set of all possible
combinations of states A can be partitioned into two subsets. The first, A’, contains all
possible combinations of decisions a that meet the end-to-end requirements and the second,
A', consists of all combinations that do not meet these requirements. Returning to the
optimization discussion of Section A’ represents points in the feasible region of F.
Those in A that meet the requirements efficiently are a set of points, called A*.

At thePHY]and [MAC]|layers, there may be conflict over what modifiable network elements a

[CR]and a cognitive process control. One approach is to turn all control over to the cognitive
process, but this is probably not wise. The reason is that the cognitive process has to
limit its observations as much as possible just to make decisions about a complex network

feasible. This leaves much detailed local information out of the cognitive process picture.
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This detailed local information may be used by the [CR] to further optimize its performance
outside the bounds of what is controlled by the [CN] In order to allow this, the [CR] must
know what it is allowed to change and what is in the hands of the [CN] A potential solution
is to allow the to establish regulatory policy for the [CR]in a real-time manner, leaving
the to perform further optimization under the constraints established by the policy.

The [SAN] provides the foundation on which the rest of the gains its functionality and
feedback. The flexibility, adaptability and functionality of the cognitive process is limited
by the kind and amount of control that the contains.

3.3 Ciritical Design Decisions

In order to identify the critical design decisions for a cognitive network, we return to the top-
down, architecture-agnostic approach. The selfishness (defined as whether network elements
pursue purely local objectives) of the decision-making elements in the cognitive network affect
the system’s behavior. The degree of ignorance these decision-making elements have with
respect to current network conditions affects the quality of element decision computations.
Finally, the amount of control that the decision-making elements have over the network
affects the ability of the network to arrive at particular solutions. This section uses the

game theoretic notation first described in Section [2.3.2]

3.3.1 Behavior

For cognitive processes with more than one cognitive element, the behaviors of the ele-
ments fall into a spectrum of behaviors ranging from purely selfish and individualistic to
socially-conscious and altruistic. While altruistic behaviors may seem a natural method of
accomplishing end-to-end goals, selfish behaviors sometimes lead to globally efficient adapta-

tions. Furthermore, if the cognitive elements are autonomous and not under central control,
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selfish behaviors are a reasonable method of controlling the network, since real-world systems
often consist of unrelated nodes with varying degrees of selfish behaviors. Additionally, as
selfishness can require less coordination than altruism, it may lead to lower communication

and processing overhead.

An action is selfish when the utility for element i, as a result of this action, given that every
other element plays the actions that element i believes them to, is no less than the current

utility for element 7.

Definition 3.3.1 (Selfish Action). A selfish action is one in which:

ui(a-ﬂ dt—f—l) Z ui(aﬁ,dtﬂ)

1 b 72 72

+

where Gt represents the action vector that element i believes the other elements will play.

Selfishness can be broken into two sub-categories: self-interested and egoistic cooperation
(this term was first use in [107]). Self-interested selfishness operates to the detriment of the
end-to-end objectives, whereas egoistic cooperation operates to the benefit of the local and

end-to-end objectives.

The belief part of definition|3.3.1|is important, since ignorance may make this vector different
than the actual strategies the other elements are employing. The network exhibits the feature
of selfishness when every element plays a selfish strategy, meaning that all cognitive elements

only select actions that continuously improve their individual objectives.

Altruistic strategies arise from the end-to-end objectives that the cognitive network is trying
to achieve. An objective function, called cost and denoted by the function C': A — R, quan-
tifies the performance of a network in achieving these goals for a specific action vector. This
function is determined from the objectives of the network and, unlike the utility function, is

improved as it is decreased.

An action is altruistic when an element sacrifices its utility to decrease the cost function.
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Definition 3.3.2 (Altruistic Action). An altruistic action is one in which:

EL ) < y(at, @)

3 » =1

C(&H—l C~Lt+-1) § C’(cﬁ dt—&fl)

(2 » =1

u;i(a

A network behavior exhibits the feature of altruism if at least one element exhibits an

altruistic action at some point in the sequence of decisions.

3.3.2 Computation

The cognitive process requires some level of information from the system to perform its
computations. Beyond direct observations, the outcome of previous decisions can also be
used to learn what decisions are effective and to infer additional properties of the system.
Ignorance in a cognitive network can come from one of two places: incomplete information
and imperfect information. Incomplete information means that a cognitive element does not

know the goals of the other elements or how much the other elements value their goals.

Imperfect information, on the other hand, means that the information about the other users’
actions is unknown in some respect. We define Y; as the set of signals that cognitive element
i observes to learn about the actions of all elements in the network (including itself). The

probability that action a was the action given that y; € Y; was observed is denoted by Pla|y;].

In this work, we will assume all elements are of the same, known type. Thus the feature of

tgnorance occurs when at any stage in the decision sequence an ignorant decision is made.

Definition 3.3.3 (Ignorant Decision). An ignorant decision occurs when a cognitive element

has partial knowledge. This means for some i when there exists ay; € Y; such that Plaly;] < 1
for all a € A.

Ignorance occurs when at least one cognitive element in the decision sequence makes an

ignorant decision. This can occur because of any of the following conditions:
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o Uncertain information: The signal, as measured, has some random, stochastic uncer-

tainty in it.
e Missing information: The signal is missing the action of at least one other element.

o [Indistinguishable information: The signal may indicate one of several actions for the

network, and it is impossible to distinguish between them.

If none of these conditions are present, then the network operates under fully observable

actions, and has the feature of knowledge.

Definition 3.3.4 (Knowledgeable Decision). A knowledgeable decision occurs for some i

when there exists an a € A such that Plaly;) =1 for all y; € Y;.

Full knowledge occurs when all elements make knowledgeable decisions at every stage in the

decision sequence.

3.3.3 Control

If there is cognitive element control over every action in the network, then the cognitive pro-
cess could enact any particular solution to reach the end-to-end goals. Even if the cognitive
process has less than full control over the actions, in some cases it may still be able to arrive

at a set of desired system actions, depending on the cognitive process of the network.

With cognitive control over every multi-state element, the cognitive process can potentially
set the system to any state. An ideal cognitive process could set the state to a state in
A*. If the system has only a few points of cognitive control or chooses not to exercise all
its control, the cognitive process has to use the functionality and interactions of the non-
cognitive aspects of the network to set the system state. Like the hole at the bottom of a
funnel, certain system states will be basins of attraction, pulling the system towards them

from a variety of starting states. If a system has several attractors and some are better
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than others, a few points of cognitive control may be enough to draw the system out of one
attractor and into another. This is analogous to a watershed, in which moving the source of

water a few miles may be enough to change what river the water will finally flow into.

If a cognitive element has control over one network parameter, under full control that pa-
rameter is under cognitive control across the entire network. For instance, full control over
the radio transmission power means the cognitive elements have power control at every ra-
dio. Reducing cognitive control changes this symmetry. The feature of partial-control occurs

when:

Definition 3.3.5 (Partial-control). For a cognitive network with k instances of the func-
tionality in the network, and x instances of the functionality under cognitive control, partial-
control occurs when

x
-<1
k

Definition 3.3.6 (Full-control). For a cognitive network with k instances of the functionality

in the network, and x instances of the functionality under cognitive control, full-control occurs

when

En RS

3.3.4 Price of a Feature

The above discussion has identified the features that each critical design decision can take on.
A cognitive network with feature ¢ is denoted C.. The set of action vectors A. C A represent
the subset of possible action combinations that are fixed-points or basins of attraction for
the cognitive network with that particular feature. Similarly, we define the set A. to be
the set of fixed-point and basin of attraction action vectors for the cognitive network C.
with feature ¢ substituted for ¢, but all other aspects and features of the cognitive network
remaining the same. Action vectors a, and a. represent particular instances of the set of

actions A, and A..
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From an initial action vector a and following a sequence of decision making 7, a cognitive
network will transition to either a fixed point vector al € A. or a set of vectors making up
a basin of attraction AT C A.. In the latter case we define a7 as the maximum-cost action

vector in the basin of attraction, a7 = arg max,c4- C(a).

We define the metric price of feature ¢ to be proportional to the ratio of the cost achieved

by the network with ¢ to that of the network with ¢’. Thus the price p can be written for

the max-cost end-point action vector of each feature, considering initial action a°.

Definition 3.3.7 (Price of a Feature). The price of a feature p in a cognitive network with

feature ¢ compared to that with feature ¢ following order of play contained in © and initial

action vector a¥ is

C(af) — C(ah)

C C

0 —
p(a 77T7CC7CC/) - C(az—,)

Values of p greater than 0 indicate that the cognitive network has worse performance with
feature ¢ than with feature ¢’; values less than 0 indicate the cognitive network performs

better with the new feature.

Definition 3.3.8 (Expected Price of a Feature). The expected price of a feature p in a
cognitive network with feature ¢ compared to that with feature ¢’ is calculated over the set of

all orders of play I1 and all initial action vectors

p(A11,C,,C) = average p(a’, 7, C,,Cx)

alcA,rell

Definition 3.3.9 (Bounded Price of a Feature). The bounded price of a feature P in a
cognitive network with feature ¢ compared to that with feature ¢’ is calculated by determining

the smallest upper bound over all possible initial actions and orders of decision making I1:

P(AIL,C.,Co) = sup p(a’ 7, C.,Co)

alcA;mell

The definition of the bounded price of a feature is consistent with the more problem-specific
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price of anarchy studied by Roughgarden and Tardos [I0§], although these authors use the
ratio, rather than the relative change, of performance. Values of P represent the most
possible deterioration in performance or the least possible improvement in performance for

a feature tradeoff.

Clearly, more than just these three design decisions may affect the cost of a network. Fur-
thermore, in reality it may be difficult to modify a cognitive network so that it only changes
the feature within a particular design decision. There may be interactions between features,
where changing one design decision may affect another. This can make it difficult to deter-
mine the price of just one feature. However, this metric, when measurable, quantifies the

individual effects of each design decision.

3.4 Conclusion

This chapter has identified the problem by first defining and illustrating it before present-
ing a layered framework for implementation.The three layers of the framework - requirements,
cognitive process, and - mimic the three layer model for describing cognition. Each
layer of the framework is left open in terms of design and implementation, with the descrip-
tion here acting as a functional specification. The features and functions of these layers will

be used to guide the investigation of in the rest of this research.



Chapter 4

Classes of Cognitive Networks

Certain cognitive networks are structurally similar to one another. The network and cogni-
tive element objectives align in a manner that, when particular strategies are used by the
cognitive elements, the network can be assured of converging to desirable network and cog-
nitive element performance. When it is possible to identify this similar underlying structure,

we say that the cognitive networks that share this similarity are part of the same class.

We examine classes of cognitive networks that require selfish strategies. The first class we
identify is the potential class, which assures the convergence of the network to that are
local-optima for network objectives. The second class we identify is the quasi-concave class,
which assures the convergence of the network to a Pareto Optimal Nash Equilibrium (PONE])
that is both a network and cognitive element optima. For each class, we present examples of
real-world applications and identify the objectives of cognitive elements that are sufficiently

aligned with the network objectives to ensure selfish strategies achieve the desired results.

29
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4.1 Potential Class

A potential game is a normal form game that has a potential function that expresses the
change in utility that every unilaterally deviating player experiences. Potential games are
of interest since the utility behaviors of all players can be mapped into one function which

means that the [NE]are found at some of the potential function’s local optima.

Applications of potential games have been studied fairly intensively since their identification
by Monderer and Shapley [109]. In particular, Neel examines the impacts of potential games
in networks of cognitive radios in [I12]. However, his research focused on the fact that these
games reach a[NE] with less attention given to the properties of this equilibrium with respect

to the players and the network objectives.

Cognitive networks in the potential class include all cognitive networks that can be described
as a normal form game with the potential game property. Since this is a very large set of
networks, our examination focuses on those members with special [NE] properties, such as

being [PO] or a local network optima.

All potential games require a potential function that expresses, with some amount of gen-
erality, the change in utilities observed by the players for a unilateral deviation in play.
We begin by defining two commonly identified classes of potential games: Exact Potential
Games (EPGE) and Ordinal Potential Games (OPGE). Exact Potential Functions (EPEp)
express this change in utility exactly, while Ordinal Potential Functions ) express the
change with the same sign, meaning positive changes in the potential function represents a

positive change in utility, and vice-versa.

Definition 4.1.1 (Exact Potential Game). A normal form game I' = (N, A, u) is an[EPG
if there exists an V:A— R such that

V (ai7 a—i) -V (bz‘, Cl—z‘) = Uy (Gm Cl—z') — Uy (bi7 G—i)
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foralli € N,a_; € A_; and a;, b; € A;.

Definition 4.1.2 (Ordinal Potential Game). A normal form game I' = (N, A, u) is an
if there exists an[OPF|V : A — R such that

vV (CLZ‘, CL_Z') -V (bz, CL_Z') >0& U; ((li, CL_i) — U; (bz, CL_i> >0

foralli e N,a_; € A_; and a;, b; € A;.

[EPGE are a subset of [OPGE, meaning that every [EPGJis an[OPG] Other identified classes of
potential games include Weighted Potential Games ), Generalized e-Potential Games
(GePGE) and Generalized Ordinal Potential Games (GOPGE) where [EPG| C WPG]| C [OPG]
C[GOPG] In this work, we concentrate particularly on [OPG.

Potential games are of interest because they contain several useful properties. All potential
games are guaranteed to contain at least one [109], and the following lemma establishes

how it can be identified:

Lemma 4.1.1. Let T' be a cognitive network that can be modeled as a finite normal form
game and has an[OPHV : A — R. The pure action vector a € A is a[NE if and only if for
everyt1 € N

V(a) > V(a;,a_;)Va_; € A_;

We are particularly interested in selfish strategies. Under all selfish strategies, potential
games have the special property that they arrive at a The general property identified
in selfish strategies for potential games is the Finite Improvement Path (FIP)):

Definition 4.1.3 (Finite Improvement Path). A is a strategy of finite length in which

the action vectors in the sequence {a°,a',ldots} deviates unilaterally at each step such that

t+1

wi(a; ™ aty) > ui(at, at ).

From this definition and Definition |3.3.1] we can see that when game play follows an im-

provement path, every player utilizes a selfish strategy.
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For a cogntiive network in the potential class, when the potential function reflects the

network-wide objective we say it has a cost-aligned potential function.

Definition 4.1.4 (Cost Aligned Potential Function). A cost aligned potential function pre-
serves the ordering of the cost function. V : A — R is a cost aligned potential function if

there exists the following relationship
V(a) 2 V(b) & C(a) < C(b)
for every a,b € A

This implies that if the cost function is aligned, then —C'(a) is an for the game.

In the following section, we will identify an application of the potential class that have

network objectives that are aligned with the potential function.

4.2 Applications of the Potential Class

The following two applications of the potential class are drawn from the wireless networking
world. These applications consider an ad-hoc network consisting of a set of N wireless radios.
Signal reception is modeled as a disc — depending on the transmission power, either a radio
can connect to another radio, or it cannot. Antennas have an omnidirectional gain pattern,
meaning that all radios within a radius proportional to {/pt; of the source (where « is the

path loss exponent and pt; is the transmission power) of the radio are within reception range.

Radio transmission powers induce a topology that can be modeled as a directed connec-
tivity multi-graph G = (N, E), where directed arcs e;; in E represent connections from a
transmitter to a receiver. A bi-directional connection exists between two radios when arcs
exist in both directions between the two. G is connected if there exists a bi-directed path—a

collection of contiguous bi-directed arcs—between any two radios in G.
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Figure 4.1: From a connectivity graph, G, (left), the conflict graph, U, is derived (right).

A topology G is full-duplex when the radios in the network are assigned to non-conflicting
channels using Frequency Division Multiple Access E] Under , every radio
can receive on all channels simultaneously if necessary; each radio can only transmit on a
single channel, although it can use any of the channels. To model possible conflicts, G is
mapped to an undirected conflict graph U. This conflict graph is created by placing an

undirected edge between each pair of possible conflicting radios.

G is transformed into a modified distance-2 conflict graph U by placing undirected edges
between all conflicting one-hop and two-hop neighbors, where two-hop neighbors share a
common intermediary radio. If U = (N, E’), this transformation is given by ¥ : £ — F’
where,

TE) = {e}; | eij,e5i € E or ey, epi, e € E, for some k € N} (4.1)

For a visual illustration of this transformation, see Figure {4.1}

4.2.1 TopoPowerControl

Network connectivity is a fundamental requirement in topology control. For mobile wireless
devices, the amount of transmission power required to become a part of the topology affects

the lifetime of the device. The network objective is to maintain connectivity while minimiz-

IThis analysis also applies to Time Division Multiple Access (TDMA)), see [110] for a justification.
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ing some characteristic of the network transmission powers, such as the sum power or the

maximum power.

The TopoPowerControl problem is part of the potential class when it contains individual
cognitive elements (the player set N) that selfishly adapt their transmission power (the
action profile pt) by choosing from the action set A[*° = (0, pt!***]. The utility function
reflects the cognitive element goal to maintain connectivity at the minimum transmission

power:

u;" (pt) = M f; (pt) — pt; (4.2)

Here, the function f; : R" — Z, is the number of the radios that can be reached (possibly
over multiple hops) by radio ¢ via bidirectional connections and paths. The scalar benefit
multiplier M; indicates the value each radio places on being connected to other radios; we

assume M; > max {pt"** |i € N}.

Theorem 4.2.1. The game I'™° = (N, A™° u"™°) where the individual utilities are given by

is an|OPQG. An[OPE is given by

VT (pt) = M; Y fi(pt) — > _pls (4.3)

1EN i€EN

The proof is straightforward and was first given by Komali in [IT1]. The essence of the proof
lies in the fact that f;(pt) is monotonic in pt.

Proof. We prove by applying the definition of [OPG] from [1.1.2] First we have the following

change in utility when changing from power pt; to pt.:

Au; = w;(pti,pt_;) — u; (pt;, pt_;)
= M;[f; (pti,pt—;) — fi (pt, pt_;)] — (pt; — pt})
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Similarly,
AV = V(pti,pt_i) =V (pt;, pt—)
= M;[fi (pti,pt—i) — fi (pt}, pt—i)] — (pti — pt})
M [ g fi i) = Fi (ot pt )]
Therefore,

AV = Au; + M; LZ fi (pti, pt—i) — fi (pt;,pt_i)]

j#i€EN
Since f;(pt) is monotonic and integer valued and M; > pt"** Vi, it follows that

;

> 0if pt; > pt; and fi(pt) > fi (pt], pt—i);
< 0if pt; < pt; and fi(pt) < fi (pt}, pt_i);
< 0if pt; > pt; and fi(pt) = f; (pt], pt_;);

> 0 if pt; < pt; and f;(pt) = f; (pt}, pt_;)

Au; <

Thus, the sign of the AV is the same as the sign of Au;, meaning that V' is an [OPF|and T
an [OPG O

If the end-to-end network objective is to minimize the total amount of power while keeping

the network connected, then a cost function that characterizes this is:

C(pt) = —M; Z fi (pt) + Zpti (4.4)

ieN ieN
This function is higher for all partially connected topologies than for all connected topologies,
and is minimized when the total transmission power is minimized for a connected topology.
From Definition [£.1.4] it is trivial to see that since V™°(pt) = —C(pt) we have a cost aligned
potential function. Thus selfish strategies are guaranteed to converge to local-optima for the
network objective. However, it turns out (for this particular problem) that finding the globally

minimum sum power that keeps the network connected is an NP-hard problem [112].
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4.2.2 TopoChannelControl

Conventional protocols (such as 802.11) perform poorly in multihop networks due
to their inefficient spatial reuse. This motivates the channel allocation problem to avoid

primary and secondary collisions, and thereby to improve spatial reuse.

The TopoChannelControl problem is part of the potential class when it consists of individual
radios with [FDMA] capabilities making up the player set N, and each radio i € N picks
a channel ch; from a set of possible channels A™° = {0,1,...,¢}. The individual radios’

utilities are given by:

1 iff ch; ch;|e; eU
e ¢ {chy | ey €U} -

0 otherwise.

Theorem 4.2.2. The game I'"°° = (N, AT, u"°) where the individual utilities are given

by ([(L.5) is an[OPG The is given by

V7T (ch) Zu2 (ch)

€N

Proof. We need to show that Vi € N and Vch;:
V (chi,ch_;) — V (ch},ch_;) > 0 < w; (chi,ch_;) — u; (ch}, ch_;) > 0
Note that the change in potential function can be rewritten as:

AV (ch) = Au; (ch) + Z Au; (ch)
JENE:j#i

The utilities of the radios outside the neighborhood of ¢ remain unaffected when radio ¢

selects a new color.
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Now, when ¢ changes its action from ch; to ch; (and thereby changes its utility from u; to

u;), three possibilities arise:

e u; = 1 and u; = 0: In this case, i changes its color to one that matches at least one of its
neighbor’s color ch; € chyre. Therefore, the utility of j decreases (if it had utility of 1 to
begin with) or remains the same (if it had a utility of 0). It follows that, Awu; (ch) <0
implies Zjejvf;#i Au;j (ch) < 0. Hence, Au; (ch) < 0 implies AV (ch) < 0.

e Au; = 0: In this case, the conflicting status of the color chosen by ¢ doesn’t change.
Therefore, the utility of every radio j remains unaffected. It follows that, Au; (ch) =0
implies > ¢ ey Auj(ch) = 0. Hence, Au; (ch) = 0 implies AV (ch) = 0.

e u; =0 and u; = 1: In this case, i originally has the same color as that of at least one
of its neighbors. When ¢ selects a new color distinct from that of all its neighbors, it
obtains a utility u; = 1. Therefore, the utility of every radio j € Nf would increase (if
Jj’s color matched only with that of i to begin with) or would remain same (if j’s did
not match ¢’s original selection). In either case, Au; (ch) > 0. Therefore, Au; (ch) > 0
implies AV (ch) > 0.

For all three cases, sgn (AV) = sgn (Aw;). Therefore, V is an and the game is an
OPGL O

If the network objective is to have conflict-free channel assignment, the cost function can be

represented by

C(ch) = =) u;(ch) (4.6)

1EN

It is trivial to see the potential function is cost-aligned.

If we assume that the number of channels ( is equal to the number of radios (| V]), then we

can show that at steady-state the network accomplishes this network objective.

Lemma 4.2.3. If there are sufficient number of channels available, every [NF state is a

conflict-free channel assignment.
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Proof. Proof by contradiction is immediate. If a radio conflicts with another radio, it can
unilaterally improve its utility by choosing a color different from its neighbors (this is possible

because there are enough colors ¢ in the palette). This contradicts the supposition that the

state is a [NEl m

Furthermore, under this assumption, this steady state is [PO]

Lemma 4.2.4. If there are sufficient number of channels available, every [NE state is[PO.

Proof. From Lemma [£.2.3] we see that no radio can further improve its utility, since all
radios are conflict free. Thus the state is [POl O

4.3 Quasi-Concave Class

We now focus on a class of cognitive networks that is more restrictive in its classification
than the potential class. Specifically, we identify types of cognitive networks that have a
single, unique that is also [PO] and, like the potential class, converges to this action

vector under selfish strategies.

We call this class the quasi-concave class because of the shape of the utility function in
the action space. There is some overlap between the potential class and the quasi-concave
class, but the quasi-concave class guarantees the uniqueness and Pareto optimality of the

[NE] something that the more general potential class cannot.

We say a cognitive network belongs to the quasi-concave class when it can be modeled as a

normal form game I' = (N, A, u;) where:

1. A is convex subset of R;

2. u; is continuous in A and quasi-concave in a;;

max
K3

3. u™** is constant with respect to aVa € A where u = maxy,ca, wi(a;,a_;).

)
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The first property uses the term quasi-concavity, which can be defined as:

Definition 4.3.1 (Quasi-Concavity). A function is quasi-concave when there ezists an a) €
A; such that for all a; < a), € A;, ui(a;,a_;) is non-decreasing and for all a; > a € A;,

u;(a;, a_;) is non-increasing.

The second property states that the maximum value for every u; is constant, regardless of
the actions of the other cognitive elements. Graphically, this implies that if u; is the “height”
of a particular action vector for a cognitive element, then u; produces a multi-dimensional

“ridge” of constant value across all actions.

Cognitive networks of this class call for selfish strategies. The best-response selfish action is

found from the best-response function z : A — A which is given by:

z(a) = argmaxu;(a;,a_;) Vi € N (4.7)
a;€A;
Whereas the potential class required strategies that have the [FIP] property, the quasi-concave
class does not make this requirement. This means the selfish strategies may note finite but
rather asymptotically convergent. Furthermore, the better response strategy requires that
the action space be some convex subset of R. Under this requirement, we can describe the
strategy of better-response actions formally as:

altt = (1 —a')al + a'z(ah) (4.8)

)

where 0 < o < 1,¢t={0,1,2,...}.

This says that each element will play some convex combination of its best response action and
the last action. Since this class of cognitive networks have quasi-concave utility functions,
any selection of of will lead to a better response action, meaning the better-response strategy
described in includes several more specific strategies, such as best response (af = 1),

random better response, exhaustive better response, and intelligent better response. The
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latter three strategies are called decision rules and their operation is described in more

detail in [12].

Lemma 4.3.1. If I' has a pure strategy the action vector a results in u;(a) =

umT i € N.

Proof. Assume the [NE]action vector has an element with a utility less than «}***. Thus for a
action vector a’ there exists ¢ in N such that u; < u**®. Recall u; is continuous in A and
quasi-concave in a; with «["* constant with respect to a_; Va_; € A_;. Thus if u} < u"**,
regardless of a_;, there is always an a; that improves u;. For the action vector a’, there is

an improving action for the element to choose, and thus a’ is not a [NE| We have found a

contradiction, meaning that the [NE| action vector a occurs at u}"** Vi € N. O

Theorem 4.3.2. If " has a pure strategy [NE, this action vector is a [PONE]

Proof. This is from inspection given Lemma the action vector a occurs at u7'**Vj €
N. Since u]"** is constant with respect to a;Vj # i € N, there cannot exist any action vector

a’ with a utility greater than a for some j € N. Thus a is both a and [PO] O

Figure shows an example of a two element system that meets these properties.

Selfish behavior can achieve end-to-end goals in two cases: when the selfish behavior is
aligned with the end-to-end goal or when incentive structures are used to force an alignment
between the two. For the potential class, we identified an example of when the potential

function was cost-aligned. Now we identify utility functions that are cost aligned.

Definition 4.3.2 (Strict Dominance). Vector a strictly dominates vector b if a; > b; Vi.

This is represented by a > b.

Definition 4.3.3 (Weak Dominance). Vector a weakly dominates vector b if either a; > b;

Vi or there exists exists at least one a; > b; and one a; < b;. This is represented by a = b.
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a,

max
7 )

Figure 4.2: A graphical representation of the quasi-concave class. The lines represent
the peak of u; and thus the “best response” action of a; for any a.

Definition 4.3.4 (Cost Aligned Utility Function Space). A wtility space u : A — R™ is

cost-aligned if, for every a,b € A:

if u(a) < u(b) then C'(b) < C(a)

Here the relational operator < means that the right side strictly dominates the left; in our
case, if u < o/, then w; < wu} for every i. The relational operator < means that the left side
is dominated or unordered in comparison to the right side. Unordered means that for some

u and u', there exists at least one i such that u; < u} and at least one j such that u; > /.

Example utility functions spaces that are cost aligned include the following, as well as their

linear transformations:
Cla) = — ZieN u;(a)
C(a) = —mineyu;(a) (4.9)

Ca) = —max;eyu;(a)

We identify three sets of convergence requirements for the quasi-concave class from the

literature: Uryasev, Gabay and Yates. Each set of convergence requirements places different
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restrictions on the strategies, utilities and action spaces of the cognitive elements to insure

asymptotic convergence to a[PONE]

Uryasev’s Convergence We begin with a general form for an asymptotically stable cog-
nitive network, from Uryasev and Rubinstein [I13]. Following their method, we use a global
function, the Nikaido-Isoda function [114], to turn the cognitive network into a maximization

problem.

We begin by defining the Nikaido-Isoda function ¥ : A x A — R:

U(a,b) = [ui(bs, a_;) — wi(a)] (4.10)

ieN
This means that the Nikaido-Isoda function is the summation of the change in utility for
each player when they unilaterally change their action from a; to b;. From this definition,

we observe the following property of the [NE] If a is a [NE] then:

max V(a,a) =0 (4.11)

acA

The best response function can also be re-written using the Nikaido-Isoda function as follows:

z(a) = argmax ¥(a, b) (4.12)
beA

Before describing the properties that the Uryasev convergence requires, we define a few

terms:

Definition 4.3.5 (Weakly Convex [I15]). Let f : X x X — R be a function defined on
a Cartesian product X x X where X is a convex closed subset of the Fuclidean space R™.
Further, we consider that f(x,z) is weakly convex on X with respect to the first argument,

meaning

af(x,2) + (1 -a)f(y,z) = flax+ (1 - @)y, z) + a(l = a)r.(x,y)
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for allx,y,z € X; a € (0,1] where the remainder function r, has the property:

PEBY) g, asfx -yl — 0
Ix =yl
forallx € X.

Definition 4.3.6 (Weakly Concave [115]). Let f : X x X — R be a function defined on
a Cartesian product X x X where X is a convex closed subset of the Fuclidean space R™.
Further, we consider that f(z,y) is weakly concave on X with respect to the second argument,

meaning

af(Z,X) + (1 - a)f<Z7Y) < f(Z,OéX + (1 - a)Y) + Oé(l - Q)MZ(X, Y)

for allx,y,z € X; a € (0,1] where the remainder function u, has the property:

(X, y)

— 0, asflx—y[[ =0
Ix =yl

forallz € X.

If a function f(x,y) satisfies both Definition {4.3.5( and [4.3.6] it is called weakly convezx-

concave.

Uryasev convergence requires the following additional properties beyond I :

1. A is a convex, compact subset of R";
2. the Nikaido-Isoda function is continuously weakly convex-concave;

3. the residual term 7¢(a, b) of Definition for U(a, b) is uniformly continuous on A
with respect to c for all a,b € A;

4. the residual terms satisfy

rp(a,b) — pa(a,b) > 3(|la—bl|) Va,b e A (4.13)
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where 3(0) = 0 and f3 is a strictly increasing function;
5. the best response function z(a) is single-valued and continuous on A; and

6. the better-response function meets the following requirements:

(a) > 2o’ =00,
(b) o' — 0 as t — oo, and

(c) actions are chosen synchronously and universally.

Quasi-concave cognitive networks that meet these properties will be denoted I'Y.

These properties mean various things about the cognitive network. The first property in-
dicates the action space is a continuous, bounded, subset of the reals. This means that
the modifiable aspects of the cognitive network contain continuously adjustable parameters
such as energy, power, time, size, or cost, as opposed to discretely adjustable parameters
such as channel, state or route. The second through fifth properties describe the manner
that the utility functions of the cognitive elements interact. The final property describes the
better-response strategy. This property places specific restrictions on the better response
strategy as described in , eliminating the best-response strategy (o = 1) and requires
that all cognitive elements synchronously update their actions using the same universal o

parameter.

These properties are more common than may appear at first glance. The family of weakly
convex-concave functions includes the family of smooth functions (those for which derivatives
of all finite orders exist). Thus property [2| can be satisfied if W(a,b) is smooth. The
continuousness of ¥(a, b) ensures property [3| If ¥(a, b) is twice-differentiable (which it is if
it is smooth), then property [4] can be satisfied by function Q : A x A — M(n, n):

Q(a7 a) = \I}aa(av b)|b:a - \Ijbb (a, b)|b:a (414)

being positive definite, where W,,(a, b)|p=a is the Hessian of the Nikaido-Isoda function with
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respect to the first argument and Wy, (a, b)|p=a is the Hessian of the Nikaido-Isoda function

with respect to the second argument, both evaluated at b = a.

Theorem 4.3.3. The better-response strategy on I'V converges to a unique|PONE, regardless

of the initial action vector.

This result comes from combining the result of Theorem [4.3.2] with the significant results
of [T13]. The sketch of the proof from [I13] is as follows: since ¥(a,b) is a weakly convex-
concave function and the residual terms satisfy property [d, improving action vectors always
move the system towards the maximum of the Nikaido-Isoda function in a contracting man-

ner. Property [ also implies the existence and uniqueness of the [NE]

Gabay’s Convergence Gabay [116] introduces a simpler method of determining asymp-
totic stability, but adds restrictions by assuming that A = R” (meaning that a; is in the
interval [0, +o0) for all i € V).

We define two matrices, f and f’, where f is the partial differential matrix

N 3ai

fi(a) (@), i=12...n (4.15)

and f’ is the Jacobian matrix of w where

82ui

6ai8aj

fl(a) = (), i,j=1,2...n (4.16)

Definition 4.3.7 (Coercivity). A function is coercive if

lim |[f(a)] = +o0

a;—+00
Vie N.

Definition 4.3.8 (Strictly Diagonally Dominant). A matriz m is called strictly diagonally
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dominant if:

T

JF#IEN

Vi e N.

The quasi-concave networks denoted I'" have the following additional properties beyond

those of T™:

1. A=RY};
2. fi(a) is coercive Vi € N;
3. fl(a) exists Vi € N; and

4. f' is strictly diagonally dominant for all a € A.

Unlike quasi-concave networks with the properties of I'V, I't networks has actions that are in
the set of all the positive reals. This is both a more restrictive and less restrictive property:
R is an open set (something that I'Y does not allow), but it only allows one specific open
set. Most continuously modifiable aspects of real systems are closed, so finding cognitive
networks that fit I't exactly will be difficult. On the other hand, the last three properties

are much simpler to verify than those in I'V.

Theorem 4.3.4. The better-response strateqy on I't converges to a unique|{PONE, regardless

of the initial action vector.

This result comes from combining the result of Theorem [4.3.2] with the significant results of
Gabay in [I16]. A sketch of the proof from [I16] can be made as follows: since f’ is strictly
diagonally dominant, |f/;(a)| > 0 and u; has a unique maximizer in a; (recall u; is continuous
in a and quasi-concave in q;). Furthermore (since A = R") every a! € R, when put into

the better-response process, leads to a af“ € R,. The strict diagonal dominance shows that
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t+1

this mapping of af to a;™" is contracting, and when combined with the coercivity property,

leads to the convergence of the system to a single [NEF]

Yate’s Convergence YatesE| uses a set of convergence properties related to the best re-

sponse function z(a).

The following properties extend those of I' for networks with Yates convergence, denoted I'%.

—_

. The best response is positive, z(a) > 0 Va € A;

2. the best response is monotonic, a > b then z(a) > z(b);

3. the best response is scalable, meaning that for all ¢ > 1, ¢z(a) = z(¢a);
4. the point a exists in A; and

5. the better-response process has af = 1 for all ¢.

Theorem 4.3.5. The better-response strategy on converges to a unique [PONE, regardless

of the initial action vector.

This result comes from combining the result of Theorem with the significant results of
Yates in [117]. A sketch of the proof from [117] can be made as follows: The monotonicity
and scalability properties imply that the[NE|a is unique. If we select a° such that a° = z(a"),
it is apparent that a’ is a monotonic decreasing series converging to a. If we select a” such
that a° = 0, it is apparent that a’ is a montonic increasing series converging to a. Choosing
an arbitrary a’ places this action vector somewhere between these two converging series,

meaning that it too will converge to a.

The similarities and differences between these three convergence requirements are summa-

rized in Table 4.1l

2Tt is interesting to note the relationship between the better-response strategy and Gabay’s convergence
and the Jacobi and Gauss-Seidel methods of solving systems of equations. In this case, the better-response
strategy is solving the system equations defined by f(a) = 0.

3Technically, Yates doesn’t use a game theoretic model. Neel makes perhaps the first mapping of Yate’s
ideas to a game theoretical framework in [12].
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Table 4.1: A summary of features for each of the convergence requirements.

4.4 Applications of the Quasi-Concave Class

We now use the convergence results from the previous section to derive sufficiency conditions

for two classes of cognitive network problems.

4.4.1 Average Chasing

Several quasi-concave applications can be placed under the broader taxonomy of being “av-
erage chasing.” An element in an average chasing network attempts to align its weighted
action to a weighted sum of all other cognitive element actions. These networks have cogni-

tive element utilities that are in the following form:

ui(a) = — ( (ci + Z wjiaj> — wiiai> (4.17)

j#iEN
where A; is a non-empty convex subset of R. By inspection, wu; is continuous in A and

quasi-concave in a;, u;*** is constant with respect to a; Vj #i € N.
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Uryasev’s Convergence

Proposition 4.4.1. If A is a compact convex subset of R™, the better response function
meets the requirements of [tem@ and |2wj| > 375 iey lwijwi +wjwg| Vi € N, then the

average chasing category converges under Uryaseuv.

Proof. We prove by going through each item of Uryasev’s convergence:

1. From assumption.

2. The Nikaido-Isoda function is given by:

U(a,b) = > cn {—(<Ck + Zl#eN wuﬂl) — wkkbk>2

+ ((Ck + 2 ke wlkal> _ wkkak>2} (4.18)

U(a,b) is a polynomial with respect to a;, b; for all © € N, making it part of the family

of smooth functions and thus weakly convex-concave.
3. U(a,b) is continuous, ensuring the residual term continuousness.

4. ¥(a,b) is polynomial, thus twice differential. Q(a,a) is given by:

4w2-22- 1=7
Qij (a, a) = (419)

—2w;;w;; — 2wj;w;;  otherwise

Since Q is symmetric, if it is diagonally dominant it is positive definite (note that this

property is sufficient, but not necessary). This occurs when:

JF#IEN

which is from the assumption.
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5. The best response function is:

¢+ Zj;ﬁieN Wjid;
Wi

z(a) = Vie N (4.21)

which is single valued and continuous in A.

6. From the assumption. Note that this sequence might not provide the most optimal
method for reaching the PONE] see [115] for work on determining the optimal selection

of at.

[]

Note that the only constants that affect the convergence of average-chasing under I'V are
the weights; the additive constants make no difference. Furthermore, instead of being inde-
pendent, all the weight values are inter-dependent, with convergence dependent on how the

identity and non-identity weights from each cognitive element utility relate.

Gabay’s Convergence

Proposition 4.4.2. If A is R} and |wii| > 3, ,cn [wji| then the average chasing category

converges under Gabay’s.

Proof. We prove by going through each item of Gabay’s convergence

1. From assumption.

2. The coerciveness of du;/da; is apparent from

Ou; .
7a. (a)| = lim

a; —+00

lim
a; ——+00

= +00 (4.22)

_211)” ((CZ + Z wj,-aj) — w”al>

j#IEN
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3. The matrix f(a) is:

fi(a) = gz (a) = —Qwu((ci + Y wiay) - wiiai) (4.23)

JHAIEN

Thus the Jacobian, f'(a) is thus

. —2w?, i=7
[l = ' (4.24)
—2wj;;wj; otherwise

which exists for all a and .

4. From Definition we know that f’ is diagonally dominant when:

JAIEN

which is from the assumptions.

]

This result tells us that the sum of the non-identity weights must be less than the identity
weights to ensure convergence to the unique [NE] Unlike Uryasev’s convergence results,
convergence is assured independently, with each utility function weight only dependent on

the other weights in the function.

Yates’ Convergence

Proposition 4.4.3. If A is a compact, convex subset of R'}, w;; > 0 for all i, j, ¢; > 0 for

all i, and o =1 then the average chasing category converges under Yates'.
Proof. We prove by going through each item of Yates’ convergence

1. Positivity is assured since ¢; > 0, w;; > 0, and A is a compact, convex subset of R}.
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o . e ,
2. Monotonicity is assured since if a' = a then Y., ywija; > 3y wija; for every

i € N and z(a’) > z(a).

3. The scalability assumption means that, for all ¢ > 1 that ¢ga € A,

¢z(a) - z(¢a)

SCitd i N Wiy > Cit) e N Wiida; Vie N

Wi Wi

Since ¢; > 0, inspection shows that scalability holds.

4. We can promise that a pure strategy a exits in A. Since A is a compact, convex
subset of R’ and wu; is quasi-concave with respect to a;, from the Glicksberg-Fan fixed

point theorem [IT8], 119], I'* has a fixed point and thus a pure strategy in A.

5. From assumption.

PowerControl

Perhaps the most-common real-world example of average chasing is the PowerControl prob-
lem. This problem has been discussed many times [117, [42], [120] in varying forms. Unlike
TopoPowerControl, which attempts to maintain the topological connectivity, PowerControl
attempts to maintain the link connectivity. Radios have designated receivers that they

transmit to, attempting to reach a target [SINR] requirement at.

The network objective is to find the point at which all transmitting radios meet the required
[SINR]at the receiving radios while simultaneously meeting some network transmission power
objective, such as minimizing the maximum or total transmission power in the network. The
set of transmitting radios is N, and each selects as their transmission power pt; from the
action set APC. which is some subset of R*. Assuming that some degraded connection is

possible at [SINRE lower than the target, a utility that expresses the cognitive elements’ desire
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to transmit as closely as possible to the receiver’s [SINR] requirement is:

2
uf(pt) = — (( Z Grjpti + Uj) v — gijpu-) (4.26)

k#iEN

where g is the matrix of gains between radio ¢+ and j, j is the intended receiver for radio 1,

7; is the goal ratio at the receiver, and o; is the thermal noise at the receiver.

Using Uryasev’s convergence, Q(pt, pt) must be positive definite to have property |4/ of I'Y.
To avoid confusion, instead of using ¢ and j as the transmitter-receiver pair, we use the
notation d; to represent the intended receiver for some radio .

491'2612» 1=

Qij(pt, pt) = (4.27)

—2Gid; 9jd;Vd; — 29jd; Yid;Va; Otherwise

This is a symmetric constraint, meaning that positive definiteness is assured by strict diag-

onal dominance of Q(pt, pt)

‘QQ?di‘ > Z ‘gidigjdﬂdi + gjdjgidﬂdj)\ Vie N (4.28)
j#ieN

If we simplify the assumptions so that pt € R’ to use Gabay’s convergence, we get the

constraint on f’ that:

293, =]
fij(pt) = l . (4.29)
—20id,9jd,74;, Ootherwise
meaning that the following must hold to ensure convergence by theorem [4.3.4;
|Gia;| > Z |gja;va,] Vi € N (4.30)

jAIEN

Yates uses this problem [I17] as the case study for his convergence theorem. The properties

that g;; > 0 for all 7 and j is supported by the properties of the gain terms. Furthermore, the
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property that o; > 0 is supported by the fact that thermal noise is non-zero and positive.
Finally transmission power must be positive and bounded, making the action space a compact

convex subset of R’}

Now is a good time to make a note about the potential real-world limitations of this math-
ematical model. These convergence requirements assume the action space falls into some
continuous convex subset of the reals, which translates to an infinitely granular transmis-
sion power setting. Unfortunately, no real world systems truly has this fine control, with
systems having a discrete and finite number of transmission power states. Because of this
discretization, the feasible region of the transmission power state may not have a satisfying

action vector.

If the network objective is to minimize the maximum transmission power in the network,
subject to meeting the constraint at each receiver, the cost function can be represented

by the maximum of all the utilities:

2

C(pt) = max (( Z GrjPte + 0j> v~ gijptz) (4.31)
kAiEN

By inspection, the utility function space is cost aligned (see (4.9))). Thus the network objec-

tive of minimizing the maximum transmission power while maintaining the property

can be approached by selfishly following the cognitive element goals.

SizeControl

Another quasi-concave application that falls under average chasing is transport layer security.
If the network goal is to obfuscate the applications being used in the network and the kind
of transactions occurring in those applications, one way to accomplish this is to encrypt the
packets and normalize the packet lengths (similar to the function that packet padding can

perform for point-to-point connections in Secure Shell (SSH)) [121]). The network objective
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is to find the minimum packet length that allows all sources to appear to have identical

average packet lengths.

The cognitive elements at each application make up the set of players V. Each element has
control over the expected length of the pad, F(pl;) which is drawn from the action space,
ASC | a subset of the positive reals ]R+E|. Each radio attempts to pad packets such that the
expected length of the whole packet is slightly larger than the average of the expected length
of the packets from each of the rest of the nodes in the network. The utility of the each

cognitive element can be expressed as:

WS (B(pl)) = _< 3 (ﬁmﬂj + sz>> — (1 + ) E(pl) + E(bm)) (4.32)

JAIEN

where bl; is the body length of a packet from element i. Re-arrangement of the utility yields:

2

1 1

ui(E(pl)) = — (((Z — ) - E(bli)) + Z EE(plj)) -1+ E)E(Pli)>
JFIEN JHAIEN

This is clearly the average chasing form, as the first term is the local constant ¢; (we assume

that the applications generate, at steady state, a packet stream with a constant average

body length).

For this application, we assume the expected padding lengths can be arbitrarily long. It
is easy to show convergence using Gabay’s convergence. Gabay’s convergence is assured by
the fact that SizeControl is average chasing, having all the properties of I't, including the

diagonal dominance property [

L' 1 (4.33)

|1+ €| > Z

jren |V T 1

Thus the application will converge to the minimum packet length that is 1 + € times longer

than the average of all other node’s packet length.

4The pad length at any given instant is drawn from the set of positive integers Z*.
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If the network objective is to minimize the total amount of traffic in the network subject to

obfuscation, the cost function can be written as:

CEE)) =Y ( S (B +0)) — (1 + OB + E(bzz»») (434)

iEN \j#iEN

Again, by inspection, the utility space is aligned with this cost function (see (4.9))).

4.4.2 Product Chasing

Another category of the quasi-concave class applications is product chasing. Product chasing
attempts to choose an action whose weighted value is close to the weighted product of all

other element’s actions. A general form for the utility of the cognitive elements is:

ui(a) = — ((Cz - H (dij — wijaj)> - wiiai> (4.35)

jHAIEN

max

By inspection, u; is continuous in A and quasi-concave in a;, u** is constant with respect
toa;Vj #i€ N.

Uryasev’s Convergence

Proposition 4.4.4. If A is a compact, conver subset of R, the better response func-
tion meets the requirements of Item [f| and w;; > 0 for all i, j, ¢; > 0 for all i, and
2wi] > 37 sien (Wi [ jen (din — waar) +wj; [T jen (din — wja)| Vi € N then the prod-

uct chasing category converges under Uryasev’s.

Proof. We prove by going through each item of Uryasev’s convergence:
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. The Nikaido-Isoda function is given by:

T(ab) = S,u {—((ck iz (o — wlkal)) _ wkkbk>2

+<(Ck — [ishen (i = wlkal)> _ wkkak>2} (4.36)

U(a,b) is a polynomial with respect to a;, b; for all ¢ € N, making it part of the family

of smooth functions and thus weakly convex-concave.
. W(a,b) is continuous, ensuring the residual term continuousness.

. W(a,b) is polynomial, thus twice differential. Q(a,a) is given by:

4w2-22- 1=7
Qij(a a) = ,
—2w; Hl#,jeN (dy — wyay) — 2wj; Hl#jeN (djy —wja;) otherwise
(4.37)

Since Q is symmetric, if it is diagonally dominant it is positive definite (note that this

property is sufficient, but not necessary). This occurs when:
}2%’2@-‘ > Z Wi H (dit — waar) + wy; H (djy —wja;)| Yie N (4.38)
JAEN I#i,jEN I#i,jEN
which is from the assumption.

. The best response function is:

¢ — [Ljsien (dij — wija;)
Wi

z(a) =

Vie N (4.39)

which is single valued and continuous in A.

. From the assumption.
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Gabay’s Convergence

Proposition 4.4.5. The product chasing category does not converge under Gabay’s.

Proof. Ttem 4] does not hold. f" is given by:

—2w? 1=7

fij(pt) = (4.40)

— 2w W Hk#’jeN (di — wyrax) otherwise

Which, to be strictly diagonally dominant requires:
|[wii| > Z Wij H (dir, — wiray,) (4.41)
jAIEN k#i,jEN

Which is not possible for all a € R}, so product changing does not converge under Gabay’s.

]

Yates’ Convergence

Proposition 4.4.6. If d;;, w; > 0 for all i, j, A is a compact, convex subset of R such

that a; € [0, a™™] where a"™ = max; ey dij/wij, ¢; > maxjen dij for all i, and of =

7

then the product chasing category converges under Yates’.
The proof here is inspired by Yang in [122].

Proof. We prove by going through each item of Yates’ convergence:
1. Positivity is assured since (d;; — w;ja;) < 1 and ¢; > max;zen d;;, making z(a) > 0
for all a € A.

2. Monotonicity is assured since if a’ > a then (di; — w;;a}) < (di; — wyja;) and z(a’) >

z(a).
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3. The scalability assumption means that, for all ¢ > 1 that ¢ga € A,

oz(a) — z(pa) - 0

d)cifd)Hj;ﬂeN(dij7wijaj)*ci+nj¢i€N(dij7wij¢aj) > 0 vz c N

Wi

We can show by induction that scalability holds. Begin with |[N| =1 (for readability,

we will omit the w;; term from the denominator as it is just a positive constant).

Pc; — ¢Hj:1(dz‘j — wjja;) — ¢ + Hj:l(dij — wijpay)
= (¢ —1) = o(din —wirar) + (di — wipay)
= (-1 > 0

Now assume that for |N| =k, ¢;(¢p — 1) — ¢H§:1(dzj — wjja;) + Hle(dij — wjjpa;) >
0 and show it is true for the |[N| =k + 1 case.

e — T30 (dig — wijag) — ¢ + T35 (di — wijoay)
= ¢ci — O TT5oy (diy — wija;) (1 — wigagsr) — ¢
+ 15 (i — wijda;) (dinsr — wini10a;)
= (o —1) = o Ti (diy — wijaz) + [T5—, (dij — wijoa;)
+ (Wik419ax+1) (Hle(dz’j — wija;) = [Tj_, (dij — wimaj)) > 0

where the positivity of the last line is assured from the k assumption and the fact that

(dij — wizay) > (dij — wijoay).

4. We can promise that a pure strategy a exits in A. Since A is a compact, convex
subset of R’ and wu; is quasi-concave with respect to a;, from the Glicksberg-Fan fixed

point theorem [IT8], 119], I'* has a fixed point and thus a pure strategy in A.

5. From assumption.
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WindowControl

At the [MAC] layer, this class of cognitive network can be used to determine the contention
window size for IEEE 802.11. Yang examines and solves this problem in [I122]. Her network
attempts to schedule the transmission of packets in a manner that still meet the individual
delay properties of each message type. The cognitive elements utilities in this network can

be represented by

ui(v) = — (ﬁ <1 +v— H(l — Gjivj)> - Ui> (4.42)

JEN;

Here, v; is the contention window size for flow 7. A; is the delay property for that flow. The

variables v, H;, Hy and G; are constants unrelated to the choice of contention window size.

Using Uryasev’s convergence, the constraints on the network to converge to a [PONE] are

that Q(v,v) be positive definite.

4 i=j

Gi; H3Gjj :
_2£2—H1 Hl;éi,jEN(l - Gauy) — 2Ai2—151]1 Hl;ﬁi,jeN(l - Gjlvl) otherwise

(4.43)

Qij(v,v) =

We can use diagonal dominance of this symmetric matrix to assure the strict positivity,

meaning that
HyGy; H2ij
2> Z A, — Hy H (1 — GilW) + —Al ~H, H (1 — Gjl"Ul) (444)
j#IEN I#i,jEN I£ijEN

In her paper [122], Yang proves asymptotic stability using Yates’ convergence. Her work to
show that the network meets all assumptions is not trivial and we refer the reader to the
paper.

Yang’s utility takes on the product chasing form because it is stochastically based; the

product represents the probability that several events (transmissions) do not occur simul-
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taneously. Other quasi-concave cognitive networks that require the use of probability may

also be product chasing.

4.5 Analysis

We now analyze the quasi-concave and potential classes from the perspective of the critical
design decisions described in Chapter 3] The bounded price of a feature, defined in Definition
3.3.9|is over all orders of evaluation 7 for the cognitive network. This is not a problem for
both Gabay and Yates’ convergence, which reach the same under all orders of evaluation.
Uryasev’s convergence, on the other hand, in Property [6] specifies it must have synchronous
action selection. In the following analysis, we will abuse the definition of the bounded price
of a feature when examining Uryasev convergence in quasi-concave networks by determining

the maximum price over all initial action vectors, but not all orders of evaluation.

4.5.1 Price of Selfishness

To determine the price of selfishness for these classes, we return to the strategies employed.
Recall that the potential class has the [FIP] property and that the better-response strategy
will always converge in the quasi-concave class. From definition we observe that both

strategies are selfish.

A short side note on the relationship between the set of better-response strategies to selfish
strategies: while inspection shows all better-response strategies are selfish, regardless of the
sequence of af, Uryasev convergence has specific properties for this sequence (Yo, o' = oo
and o — 0 as t — o00). This eliminates, among other strategies, the best-response selfish
strategy (o' = 1 for all t). In contrast, Yates’ convergence limits the the set better-response
strategies to only the best-response strategy. Only Gabay’s convergence allows the full set

of better-response strategies.
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For the quasi-concave class, if the utility space is cost aligned, the action vector is not just
[POJand unique in u, it is also optimal for the cost function. This also means that the cost of
a cooperative strategy can never be lower than that of the selfish strategy, since that would
mean that the cooperative strategy would have found a strategy that dominates the

selfish strategy — an impossibility. Thus since C(a%,;,,) < MaXacar C(a), regardless

cooperative

of a’; the bounded price of selfishness for both average chasing and product chasing classes

is 0.

For the potential class, if the potential function is cost aligned, the price of selfishness is not
bounded in a general sense. While the [NE|will be locally-optimal with respect to the network
objective, there is no guarantee about how close to the global optimum these points are. For
instance, in TopoPowerControl the cognitive elements arrive at a local minimum sum power
vector, but determining the globally minimum sum power vector is an NP-hard problem.
Thus the power vector arrived at by TopoPowerControl can be arbitrarily worse than what
some cooperative technique could arrive at, and the price of selfishness for the potential class
is unbounded. However, in Chapter [6] we will present a selfish strategy for TopoPowerControl
that optimizes the network objective of minimizing the maximum transmission power in the

network. Thus it is possible to find the bounded price of selfishness for specific problems.

4.5.2 Price of Ignorance

The price of ignorance depends on the public signal used by the cognitive elements. For
average chasing and product chasing in the quasi-concave class, if Y; is equal to the sum or
product of the weighted actions of all other players the cognitive elements have ignorance

from indistinguishable information presented.

Under these conditions, the observed signal is either

Yi = ¢+ Z W;ja; (4.45)
i#jEM
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for the average chasing class or

yi=ci— | (dy—wiyay) (4.46)
i#jeM

for the product chasing class. Equation [4.45| represents the signal that is received in Power-
Control, since each element receives as a signal the aggregate interference and noise received,
not the individual power selections of the other radios in the network. Similarly, (4.46))
represents the ignorance experienced by WindowControl, where the elements observe the av-
erage contention delay in combination with current contention window sizes . In both cases,
the signal operates under indistinguishable ignorance since the individual actions of other

elements are aggregated into one signal.

With either signal, the utility function can be written as
ui(a) = —(y; — wiia;)* (4.47)

This is functionally the same as the original utility functions, meaning that aj ..., =

a7, owiedge and thus C( = C(afouiedge), regardless of a% and the bounded price of

AT
a; gnorant )

ignorance is 0. Of course, other forms of ignorance may have different prices and may not

be bounded.

4.5.3 Price of Control

The price of control assumes that some fraction of the cognitive elements utilize a fixed-
action strategy. We define M C N to be the set of cognitively controlled functionality, and
M’ = {M\N} to be the set of non-cognitively controlled functionality.
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Average Chasing Under partial control, the utility function is changed from that shown

in (4.23) to the following
2
’U/,L(a) = — ((Cz + €; + Z wjl-aj—|—> — U}lzCLl) (448)
JjFiEM

where e; = Zje A Wjias, and is a constant since all variables are constant including the
action choices for every j in M’. If the original properties of I' have not changed from this

modification, then according to all three convergence theorems, the system will still converge

to a [PONEL

Examining Urayesev’s convergence, we see that the Nikaido-Isoda function is now given by:

2
U(ar, by) = D pem {— ((Ck +ex+ D iikenm wmaz) - wkkbk>

) (4.49)
+ ((Ck + e + Zl#keM wlkal> — wkkak) }
where ay; € AM and AM = x;cA;.
Thus the smoothness property still exists, and the best response function is now:
Ci+ €+ D isieny WiiQj
z(ay) = 2jien it Vie M (4.50)

Wis
which is still single valued and continuous in AM.

At this point it should be apparent that Q(ays, ays) is a submatrix of Q(a, a). In particular,
when an element is not under cognitive control, both that row and column are removed
from Q(a, a), leaving Q(ays, aps) also symmetric. If Q(a,a) was diagonally dominant, then

Q(ays, ay) is also diagonally dominant, since

‘Qwizi‘ > Z \wijwy; + wjwy| Vie N
jAIEN
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then since M C N

‘221)121‘ > Z |U)me -+ wjjwji| Vie M
Jj#IEM

and the remaining cognitively controlled elements still converge to a unique If the
cost function is monotonic with respect to the utility space, we can assign a hierarchy to the

bounded price of control.

We know that full-control of the [CN|will lead to a unique [PO] point, or u}"** for every i € N,
and if the utility space is cost aligned, this will lead to an optimal global. If the network is
under no control, the worst case occurs when every element chooses the action that gives the
completely dominated utility vector u with the worst-case network performance. As we add
control from this worst-case cost, we see that we generate dominating utility vectors: since
each controlled cognitive element will converge to u]"** and each non-cognitive controlled
element can be no greater than this, if [M;| < [M|, then u;(an, Uany) < wi(an, Uayy) Vi €

N.

A similar argument can be made for Gabay’s and Yates’ convergence. For Gabay’s con-
vergence, if f'(a) is diagonally dominant under full control, then, because M C N, f'(ay)
will also be diagonally dominant and we will obtain the same hierarchy of bounded price
of partial control. Yates’ assumptions of positivity, monotonicity and scalability of the best
response function are also not invalidated by , and assumming a a still exists in A (a
requirement for all convergence cases, since this derived from the initial assumptions on T'),

the system will contain the hierarchy of bounded prices.

Product Chasing Under partial-control, the utility function for product chasing in (4.35))

becomes:

ul(aM) = — ( (Ci +e; H (d” - wijaj)> - U}“CLZ> (451)

jAEM
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where e; = [];c,p (dij — wi;G;) and is constant.

2
U(ay,by) = ZkGN {_<(Ck + ek Hl?ﬁkeM (dip — wlk:al)) — wkkbk>

) (4.52)
+ ((Ck + ey, Hl;ﬁkeN (di — szl)) - wkkak) }

U(a,b) is a polynomial with respect to a;, b; for all i € N, making it part of the family of
smooth functions. The best response function is:

¢i + e [ Lzien (dij — wija;)

z(a) =
( Wi

Vie N (4.53)

which is single valued and continuous in A.

The critical condition is thus showing the positive-definiteness of Q(ay,ay) for all ay € AN,
Unlike the average-chasing partial control problem, Q(ay,ay) is not a true submatrix of

Q(a,a). Tt is given by:

dw? 1=

Qij(a,a) = _
—2w;e; Hl#’jeN (dy — waay) — 2wjje; Hl#’jeN (dj — wja;) otherwise
(4.54)

which is still a symmetric matrix. Positive-definiteness and convergence is assured by diag-

onal dominance, meaning that

|2w¢2¢| > Z €W H (dit — waay) + ejwj; H (djy —wja;)| Yie N (4.55)

FAIEN 1#£i,jEN 1#i,jEN

This change may cause the system to not converge, since e; changes the convergence require-
ment from (4.38)). If the system does converge, then the same ordering of the bounded price

of ignorance can be seen to apply as in the average chasing case.
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4.6 Conclusion

This chapter examined two classes of cognitive networks, the potential and quasi-concave
classes, showing that both converge to[NE action vectors when the cognitive networks contain
certain properties. Under alignment with the cost functions, these converge to either
local-optima (for the potential class) and global-optima (for the quasi-concave class) of the
network objectives. Specific real-world applications of these classes were introduced for each
class. Finally, several properties of the quasi-concave class were identified with respect to
the critical design decisions: they are unaffected by selfish behavior, resilient to forms of
ignorant decision making, and degrade gracefully under less than full cognitive control. We

will investigate the applications of these classes further in the next two chapters.



Chapter 5

Wireless Multicast with Cognitive
Networks

In this chapter, the concept is applied to a multicast flow lifetime problem to illustrate
several aspects of the operation and performance. First, we illustrate how this real-world
problem fits into the framework. Next, the performance advantage of a approach to
the problem is quantified. Finally, this is used to provide a case study for the critical

design decisions.

5.1 The Cognitive Network

Multicast networks involve the communication from one source to many destinations. Many
factors may affect a wireless multicast flow’s lifetime. For instance, traffic congestion can
cause timeouts in upper layer protocols, interference can cause loss of connectivity at the
layer, and mobility can cause unexpected disconnections in traffic routing. However, for
mobile and portable devices, one of the chief factors in the lifetime of a flow is the utilization

of the energy contained in the batteries of the mobile radios. Particularly for multi-hop

98
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wireless flows, the lifetime is limited by the radios whose battery fails first. This is the radio

whose lifetime our attempts to maximize.

This work is not the first to investigate lifetime routing in wireless networks; a large body
of work on power-efficient routing exists in the literature. Gupta’s survey [123] provides
an excellent comparison of several power-efficient multicast algorithms for omni-directional
antennas. Weiselthier [I124] has examined this problem using directional antennas. A
complete review of the related literature and an investigation using Mixed Integer Linear
Programs (MILPE) for determining the optimal lifetimes can be found in [125]. Although
primarily designed to illustrate the critical design decisions, this work is the first to provide
a distributed, [CN] approach to multicast lifetime routing that incorporates energy efficiency
considerations, directional antennas, and a sufficiency requirement. Furthermore, in
Section[5.2] we are the first to use a[MILP|mathematical model to provide a true comparative

measure of the scheme’s effectiveness.

The [CN] approach presented here utilizes a with three modifiable elements: the radio
transmission power, antenna directionality and element routing tables. The end-to-end of
maximizing the flow lifetime is accomplished through a cognitive process that changes the
states of these modifiable elements. The cognitive process consists of multiple cognitive
elements with local objectives that repeatedly observe their environment, examine the impact
of possible action choices, and ultimately make decisions that improve their objective, and

in turn, the end-to-end objective.

5.1.1 Problem Description

A wireless network is made up of a collection of network elements with varying energy
capacity. Some elements may be battery powered, with limited capacity, while others may
be less mobile, with large, high capacity batteries. The lifetime of a data path, however, is
limited by the radio utilizing the largest fraction of its battery capacity. By minimizing the

utilization of this bottleneck radio, the lifetime of the path can be maximized. Furthermore,
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we consider a network where radios are equipped with with directional antennas, which are

useful to reduce interference, improve spatial multiplexing, and increase range.

We model a network consisting of a set of radios N = {1,2,...,n}, in which the objective
is to create a maximum lifetime multicast tree between source s and destination set D. As
described earlier, the controls three modifiable network parameters: the radio transmis-
sion power (contained in the elements of vector pt), the antenna directionality (angles are
contained in the elements of vector ¢) and element routing tables (contained in each node
of the multicast tree T'). The states of the modifiable elements are part of the action set A,

of which the action vector a contains the current state of each modifiable element.

In the model used here, the lifetime of a radio is inversely proportional to the utilization of

the radio’s battery,
_
ca;

i (5.1)

where pt; is radio ¢’s transmission power and ca; is the remaining energy capacity of its
battery. The lifetime of a data path is limited by the radio utilizing the largest fraction
of its battery capacity, so over the entire multicast tree T', the lifetime will be inversely

proportional to the utilization of the max-utilization radio.
- m , 5.2
Hr ! 1ax {1} (5.2)

The network consists of radios with fully directional antennas in receive modeﬂ (each element
transmits omnidirectionally and receives directionally) with a fixed beamwidth 6 that can
take on a boresight angle ¢ € [0,27). Figure illustrates the operation of an ad-hoc

network with directional antennas in receive mode.

When radio ¢ transmits, the signal experiences gain factor gb within the main beam of the

antenna [127].
2T

gb= 7 (5.3)

! An argument for using directional reception rather than for transmission or both can be found in [126].
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Directional Receive Multicasting Multicast Tree

Omni directional transmit ! 1 P
Directional receive f

Figure 5.1: The directional receive multicast operation. The shaded areas extending from
the radios represent regions of increased gain.

Some energy leaks outside the main beam in sidelobes. The fraction that ends up in the
beam is pct € (0,1) and the fraction outside the beam is (1 — pct). We also consider a path

loss attenuation factor, proportional to

gpij = (5-4)

d(i, j)*
where d(i, j) is the euclidean distance between source ¢ and destination j and « is the path

loss exponent. Combining these gains and attenuations, the overall gain from a transmission

by radio ¢ received at radio j is

gb-gpi;-pet  ¢;€ali,j) 4
9i(05) = (5.5)
gpij - (1 —pet)  otherwise

where a(i, j) is the angular function between radios i and j.

A radio j can correctly receive information from radio i if the power received from the
desired transmitter is greater than all other power and noise received by some [SINR] factor.
We define the vector pr to be the power received at every radio in the tree from their parent

radio,

pri(pti, &;) = pti - 9ij(9;) (5.6)

There is an entry in this vector for every radio in the tree, with the exception of the source
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radio (|pr| = |T| — 1). We then define vector no to be the minimum required power to

overcome the interference and noise received at every element,

no;(pt, ¢;, T) = (Zp’f’k(pti, ;) + Uj) Vj (5.7)
ot
where o is the thermal noise and ~; is the requirement for a particular radio. The

vectors pr and no combine to give the network constraint,

pr—no >0 (5.8)

5.1.2 Cognitive Network Design

The framework encompasses a wide spectrum of possible implementations and solutions.
This approach allows the framework to be a method for approaching problems in complex
networks, rather than a specific solution. The framework sits on top of existing network
layers, processes, and protocols, adjusting elements of the to achieve an end-to-end
goal. In this section we show how a[CN| that solves the multicast lifetime problem fits into
the framework. We examine each layer, showing how the requirements layer provides goals
to the cognitive elements, how the cognitive process performs the feedback loop, and identify

the functionality of the [SAN] The ideas in this section are illustrated in Figure [5.2]

The cognitive process consists of three cognitive elements that distribute the operation of
the cognitive process both functionally and spatially: PowerControl, DirectionControl and
RoutingControl. PowerControl adjusts the transmission power (pt;), DirectionControl

adjusts the spatial operation (¢;), and RoutingControl adjusts the network layer’s
routing functionality (7).

The [SAN] network status sensors provide each cognitive element with partial-knowledge of
the network. Battery utilization and routing tables are only reported within a radio’s k-hop

neighborhood. The k-hop neighborhood of a radio is defined to be every radio reachable in the
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Figure 5.2: The components of the multicast lifetime cognitive network as they fit into the
framework.

routing tree via k hops, following the routing tree both up and down branches, as illustrated
in Figure The set of k-hop neighbors for radio i is represented by N*. The also
provides information about the required power needed to meet the requirement of each
of the next hop (child) radios in the multicast route. The set of child radios for radio are

represented by C;.

Requirements Layer

The [CN]investigated here has a single objective optimization as its end-to-end goal. As such,
the cost of an action vector is only dependent on the life-span of the multicast flow. The
cost of a multicast flow is defined in (5.9), where the lifetime of a flow is increased as C(a)
is minimized.

pwr pr—mno >0
Clay=14"" (5.9)

oo otherwise
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Figure 5.3: A sample k-hop neighborhood. The grey radios are in the 2-hop neighborhood
for the white radio.

Each of the modifiable elements affects the calculation of this cost: transmission power affects
the lifetime directly; antenna orientation and routing table affect the lifetime indirectly by

modifying the required transmission power.

The requirements layer transforms the end-to-end objective into a goal for each cognitive
element through the Although these objectives are localized (each element only adapts
a single modifiable element) the state of all modifiable elements affects the cognitive element’s

performance.

PowerControl’s objective is to minimize the transmission power on every radio subject to the
system constraint. This means that a radio will attempt to transmit at the minimum power
that connects it to all of its children through the local control of pt;. The objective can be
represented by the utility function

uPC(a) = — (maX {”O’f} - pti>2 (5.10)

keC; Gik

which is maximized when the transmitting radio has exactly the power needed to reach the
child radio with the greatest noise and least gain factor. C; is the set of child radios that

receive from radio ¢ in the multicast tree.

The objective of DirectionControl is to maximize the receiving radio’s [SINR] by controlling
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the directional angle of the antenna beam ¢; locally at every antenna. One form that the
utility can take is:

uP(a) = pr; — no; (5.11)

7

By rotating the directional antenna, the radio can increase the gain from the parent radio,

while attenuating interfering signals.

The objective of RoutingControl is to minimize each radio’s battery utilization by manipu-

lating the routing tree (T") used by the network. The utility can be expressed as:
ulC(a) = — (5.12)

By manipulating the children radios that it has to transmit to, radios can reduce their

transmission power and battery utilization.

Cognitive Process

The cognitive process consists the three cognitive elements described above, each operating
on every radio in the network. In this section, we discuss the strategies utilized by these
elements to achieve the above objectives goals and identify the critical design decisions used

by each cognitive element.

PowerControl PowerControl was first presented in chapter [4] as an application of the quasi-
concave class with the end-to-end objective of minimizing the transmission power of each
radio in the network. However, the PowerControl problem described before was point-to-
point, with each transmitter connecting to a single receiver. The multicast problem can
involve point-to-multipoint, with transmitters communicating to several child receivers. As-

suming the routing tree and beam angles are fixed. the PowerControl utility function given
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by (4.26]) can be re-written for the multicast requirement as

2
w;(pt) = —(( Z GrjPti + Uj) v — gijpti> ; J = argmax ( Z qiept; + 0k> ;—k (5.13)

kAiEN ke I£iEN ik

When slightly re-formed (without any loss in generality) this objective becomes that shown

in (510).

Proposition 5.1.1. If A is a compact, convex subset of R, w;; > 0 for all i, j, ¢; > 0 for

all i, and o = 1 then the multicast PowerControl converges under Yates’ to a|PONE,

max
2

Proof. Observe that wu; is is continuous in pt; and = 0 is constant with respect to pt
for every pt € A. Expanding the noise and power received terms, the best response function
z(pt) is given by:

Yk
t) = § Dt Ik
Z(p ) Ilcne%x,- { ( gjkPlj Ok) gik}

JAIEN
We prove by going through each item of Yates’ convergence (Section :
1. z(pt) is always positive because the gain terms are all positive (g;; > 0 for all ¢ and j)
and thermal noise and requirements are nonzero and positive (¢ > 0, v > 0).

2. Monotonicity is assured if pt’ > pt then z(pt’) > z(pt), meaning that

/ Yk Vi
max { (Z gt + Uk:) ﬁ} > max { <Z gjkpt; + 0k> ﬁ}
JFIEN JFIEN

for every i € N. This can be proved by observing that since g;; > 0, z(pt) is the
sum of n — 1 monotonically non-decreasing linear functions. Thus increasing any pt;

increases all z;(pt). Thus z(pt’) > z(pt) and the monotonicity requirement is met.
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3. Scalability is assured if ¢ > 1 and ¢pt € A then ¢z(pt) > z(¢ppt)

Vi Vi .
E ot I g t. —_— N
gbIglE%X { ( - 9kPti + Jk) gik} = II?E%X { < g]k¢p * Jk) gik} vie

JFIEN JFIEN
(5.14)

Assuming the thermal noise and [SINR] requirements are the same at every radio it is

clear that

arg max { ( Z g;kpt; + Jk> l} = arg max { <¢ Z g;kpt; + ak> ﬁ}
kECi j;ﬁlEN gl kECi j;ﬁlEN glk

Thus (5.14) can be re-written as

N

JFIEN

wk Z kD t 4 k%v N

Gik JAIEN

gz

and, since o > 0, inspection shows that scalability holds.

4. We can promise that a pure strategy a exits in A. Since A is a compact, convex
subset of R’ and wu; is quasi-concave with respect to a;, from the Glicksberg-Fan fixed

point theorem [IT8], 119], I'* has a fixed point and thus a pure strategy in A.

5. From assumption.

]

Since this shows that the multicast PowerControl is also a member of the quasi-concave class
of problems, we utilize the selfish RELAX strategy to move the transmission power of the
elements of a tree to a minimum but sufficient power state (referred to as pt) for a
given tree structure. This means that parent radio ¢ will iteratively increase or decrease
its transmission power to the least amount needed to overcome the interference and noise

observed by all children. Algorithm [I] describes RELAX more formally.
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Algorithm 1 RELAX(pt, ¢, T) — pt

1: while pt is not ado
22 fori=1...ndo

3: pt; = maxjeci{%}
4:  end for
5. end while

RELAX fits the the definition of selfishness, as it exclusively chooses future power levels
that increase an elements’ utility, assuming that all other elements continue to transmit
at the same level. However, this selfishness is complementary to the end-to-end goal, as
increasing u;(a) can only decrease C'(a). PowerControl operates under ignorance in that it
is not explicitly aware of the states of all other radios in the network. An individual radio
need only be aware of the set C; € T and the values of no;/g;; for each radio in the set.
When every radio contains a PowerControl cognitive element, transmission power is under

full control.

DirectionControl The second cognitive element’s behavior is DirectionControl. Direction-
Control moves the directional antenna to the orientation that maximizes the received SINR]
from a node’s parent node. There are several direction-finding algorithms in the literature
[128] and DirectionControl can implement one of these. If a node is a part of the multicast
routing tree, it directs its antenna such that the power received from the parent is maxi-
mized with respect to the amount of interference and noise. If a node is not part of the
multicast tree, it directs the antenna towards any source from which it can receive with the
greatest [SINR] For clarity, we will delineate these two tree structures: the first, called the
functional tree, consists of just elements in the multicast routing tree and the second, called

the structural tree includes every element in the system that can receive a signal that meets

the requirement. These two trees are illustrated in Figure [5.4

Based on the objective given in ({5.11]), the network is playing a dummy game. The choice

of antenna orientation of one radio has no effect on the utility of any other DirectionControl
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O

functional tree structural tree

Figure 5.4: The difference between the structural and functional tree. The white radios are
not part of the multicast tree. Black radios are part of the functional and structural trees;
grey radios are listener radios that are only part of the structural tree.

Algorithm 2 BEAMFIND(pt, ¢, T) — ¢
1: fortv=1...ndo
2:  choose ¢; so that pr; — no; is maximized
3: end for

element. In [12], Neel observes that a dummy game is an [EPG| (and from the relationships
between potential games described in Section , also an . Thus any selfish strategy
will lead to a[NE|l Due to the simplicity of a dummy game, it is also apparent that this equi-
librium will be Algorithm [2] describes the shell of a selfish strategy called BEAMFIND,
in which line [2| assumes a direction finding algorithm such as those described in [12§] to find
antenna orientation that maximizes the [SINRL

Like RELAX, BEAMFIND exhibits selfishness, only selecting actions that improve the cog-
nitive elements’ objective. Also similarly to PowerControl, by maximizing the local [SINR]
DirectionControl is maximizing the signal quality for the individual radio, also promoting the
end-to-end goal by reducing the amount of power needed to communicate between radios.
Furthermore, PowerControl operates under partial knowledge, having only to know its local

[SINR] PowerControl has full control over the antenna orientation modifiable element.
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RoutingControl RoutingControl attempts to minimize the utilization of the radio batter-
ies by approximating a Steiner tree for the utilization metric. RoutingControl uses the
CHILDSWITCH strategy described in algorithm [3] CHILDSWITCH begins by determining
if it is operating on the maz-utilization radio (the radio with maximum battery utilization)
of its k-hop neighborhood, by comparing its battery utilization against every k-hop neigh-
bor’s battery utilization. If it is, the radio becomes the control-radio and takes control over
the routing tables of every element in the k-hop neighborhood. It then identifies which of
the children radios in the functional tree requires the greatest amount of power to reach
(the maz-power child). The control-radio then attempts to detach the max-power child from
itself and re-attach it as the child of another radio (by changing the routing table of a k-hop
neighbor so that it becomes the new parent) in the k-hop neighborhood, in order to reduce

the k-hop neighborhood’s maximum utilization.

Valid choices for a new parent for the max-power child include all radios in the k-hop
neighborhood of the structural tree, except for children of the max-power child. By selecting
parent radios from the structural tree, new radios in the network can be brought sensibly
into the functional tree. After assignment, CHILDSWITCH waits until RELAX converges and
DirectionControl selects the correct beam angle. When RELAX converges, CHILDSWITCH on
the control-radio compares the utilization of all radios in the k-hop neighborhood against
its initial utilization. The process is then repeated for the remaining valid radios, with
the control-radio remembering the best (minimum) max-utilization configuration, and upon

completion setting the routing table to this configuration.

This process repeats indefinitely until the max-utilization control radios are no longer able to
move their max-power children to configurations that lower the max-utilization radio of their
k-hop neighborhood. In a synchronous network, in which only one RoutingControl control-
radio performs CHILDSWITCH at a time, the network will (except in rare cases) converge to

a single set of max-utilization radios.

Theoretically, there may be cases in which k < dia(T) (where dia(T) is the diameter of
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Algorithm 3 CHILDSWITCH(pt, ¢, T') — (pt, ¢, T")
1o if p; = max,c\x{p,} then {is on a maz-util. node}

20 fminmaz = i {record the config. as the min-max}

3 minmar =1

4 j = argmax,cq {no.} {record the mazs-power child}

5. for neNF n+#j; né¢ B; do {every valid neighbor}
6: C, = C,U{j} {add maz-power child}

7: ¢ = DirectionControl(¢)

8: pt = RELAX(pt)

9: Pmaz = argmax,, ¢ ax{ pn } {record maz-util.}

10: if fmar < Mminmaz then {max-util. is least}

11: Uminmaz = Mmaz {T€COTd it as the min-max}

12: minmax = max

13: end if

14: Cn = C,\{j} {remove maz-power child}

15:  end for

16:  Chyinmaz = Cminmaz U {j} {change to min-mazx config.}
17: end if

the multicast tree) that permit the cycling of the topology between more than one set of
maximum utilization radios. As an example, this occurs when CHILDSWITCH reduces the
maximum utilization radio in one k-hop neighborhood, causing an increase in max-utilization
in a non-overlapping k-hop neighborhood elsewhere in the tree. This unintended interaction
can occur when some radios increase their transmission power (although increase them less
than the max-utilization) during PowerControl. The network cycles when the non-overlapping
k-hop neighborhood reduces its max-utilization in a similar manner, causing an increase the
utilization in the original k-hop neighborhood. The cases where this phenomenon occurs are
rare, requiring the perfect amount of interaction between unrelated k-hop neighborhoods,
something that most multicast tree algorithms prevent by sanely choosing trees with spatially
separate (and thus free from such interaction) branches. Practically, this effect was never

observed in any simulation performed in Section [5.2]

A more realistic cause of cycling is the lack of synchronous RoutingControl operation. As
long as only one control-radio is making changes at a time, the memory and observations

of the control-radio will be accurate and repeatable. In an asynchronous network (in which
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more than control-radio performs RoutingControl at the same time) there is the possibility
of cycling, in which the network bounces between more than one set of max-utilization
radios. Changing the frequency with which control-radios attempt to perform this procedure
may reduce the probability of asynchronous operation occurring. In this case, the expected
time between CHILDSWITCH invocations would be much greater than the running time of

CHILDSWITCH itself. Alternatively, the could be used to synchronize these operations.

CHILDSWITCH is a heuristic strategy, and as described above its performance is not nec-
essarily optimal or correct. In the average case however, CHILDSWITCH will decrease the
maximum utilization of the network. Section |5.1.3| will describe the performance of the
algorithm in the average case. The performance of the algorithm is not boundable; it is
possible to create scenarios in which RoutingControl will find the optimal max-lifetime flow
or scenarios in which RoutingControl will find an tree with lifetime arbitrarily worse than the

optimal.

The operation of CHILDSWITCH is similar to edge-swapping heuristics. The movement
of a max-cost child to a k-hop neighbor swaps a high cost connection (edge) for a lower
cost connection. However, most edge swapping algorithms are not designed to operate
under partial knowledge and assume fixed edge weights. CHILDSWITCH operates under k-
hop knowledge and edge weights that change from iteration to iteration due to changing

interference levels.

Note that CHILDSWITCH follows the feedback loop process outlined in Section [2.2.1, The
cognitive element on the control-radio begins by observing the max-power child. It then
orients itself by moving the max-power child to each of the k-hop neighbors. Based on
the information gained from this orientation, it decides which parent radio results in the
minimum max-utilization, and acts by permanently changing the routing tree so that the
max-power child is underneath this parent. This action changes the environment. After this

change, the control-radios are re-determined and the process is repeated.

Unlike the other two cognitive elements, RoutingControl exhibits the feature of altruism, since
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elements (in order to decrease the end-to-end objective cost) must allow a control-radio to
move a max-power child to them, which may increase their utilization. Because of the k-hop
neighborhood, RoutingControl operates with a degree of ignorance. The signal it observes,
yi = {p;]5 € NF} is imperfect because it is missing information about utilization from those
radios outside the k-hop neighborhood. RoutingControl operates under full control, with

control over the routing tree at every radio.

Software Adaptable Network

The provides an interface to the three modifiable network elements and the status of
the network. The reported status is the local noise, maximum transmission power required

to reach its children, k-hop battery utilization and k-hop routing tree.

The required transmission power, battery utilization of child radios and routing tree status
can be discovered and reported via a variable power handshaking scheme. In a synchronous
manner, radios one by one send a HELLO message addressed to all children. Each child
responds with an ACK message to the parent. The parent then decreases its transmission
power and sends a new HELLO message until it fails to receive an ACK from some child. The
parent radio then stops decreasing its power and returns to the previous power level, which
is the maximum transmission power required to reach all its children. These HELLO and
ACK messages can also transfer information about each radio’s battery utilization and the
routing tree within the k-hop neighborhood. In contrast to these non-local measurements,

the amount of local noise can be calculated through the local [SINR] measurement.

5.1.3 Results

We develop a simulation to determine the effectiveness of this [CN] The simulation was
written in Matlab, and consisted of nodes placed with a uniform random distribution in a

square 2-D map with density 0.1 nodes/unit®>. There is a single source node and a variable
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number of receivers. The beam width 6 is 30 degrees, the path loss exponent « is 2, and 30%
of the transmitted power is assumed to leak out through sidelobes (1 — pct). Each wireless
node was given a battery with a random capacity (ca;) uniformly distributed between 0 and
300 units of energy. The [SINR]sufficiency requirement is set to 1, meaning that the received
power must be greater than the noise and interference to satisfy .

The normalized lifetime of a path is calculated as the ratio of the lifetime obtained by the
to the optimal lifetime for the same set of source/destinations, capacities, and node
positions. The optimal lifetime was determined using Wood’s [MILP] the full formulation of
which can be found in [126]. Knowing the optimal solution is useful, since it allows a true
“apples-to-apples” comparison between different scenarios, resulting in an accurate gauge of

how effective the [CNl is.

Underlying the [CN], one of two different generic multicast routing algorithms was used. The
first, GREEDY, uses a greedy algorithm to create the multicast tree. GREEDY forms the
multicast tree from the source node, adding minimum utilization nodes until a spanning
tree has been formed. Utilization is estimated for every pair of nodes as the ratio of the
(non-interference) transmission power required to reach each node to the node’s battery
capacity. GREEDY then prunes off branches until it has the minimum tree required to reach
every destination. The other multicast algorithm used is STAR, which implements a one-hop

broadcast star from the source to every destination.

For a given scenario (consisting of node count, location and battery capacity) both GREEDY
or STAR were run, individually. The resultant tree topology and parent/child information
from each algorithm were handed to RELAX and DirectionControl, which determine pt; and ¢;,
maximizing the lifetime for this route. The full cognitive process, including RoutingControl
was then run on the route determined by GREEDY and STAR until it converged to a single
set of max-utilization nodes. The lifetime of the resultant tree was then calculated. At
least 100 simulation runs were performed per scenario. Finally, both the non-cognitive and

cognitive lifetimes for a scenario were compared against the optimal lifetime obtained from
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Figure 5.5: Normalized lifetimes for STAR and GREEDY routing algorithms, before and after
cognitive process adaptations.

Routing | Number Path Length Radio Degree
Algorithm | Rcvrs Max | Avg Max| Avg

10 +336% | +108% | -49% | +56%
STAR 20 +332% | +92% | -45% | +16%
30 +282% | +71% | -37% | +6%
40 +305% | +61% | -33% | +2%

10 +11% +7% | 8% | +5%
20 +9% +7% | 6% | +3%
GREEDY 30 +11% +8% | -5% | +2%
40 +10% +7% | -12% | +1%

Table 5.1: Percent change in graph parameters for 50 radio network

the [MILP| providing a normalized lifetime in (0, 1], where 1 represents an optimal lifetime

for that particular scenario.

Figure contains the mean normalized lifetimes for selected 10 radio network scenarios
with varying k-hop neighborhood size. This data confirms that the simplicity of STAR
alone does indeed lead to sub-optimal performance, with at worst case less than 40% of the
average lifetime of GREEDY. However, it also confirms that the [CN| can make a significant
improvement on the average lifetime of the flow by using a 1-hop neighborhood — over
125% improvement in the STAR case. The GREEDY algorithm alone achieves much longer

lifetimes, but the[CN]is still able to improve it by 5-15%. In both routing algorithms, lifetimes
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Neighborhood Size Effect on Lifetime
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Figure 5.6: The mean normalized lifetimes of the for various 10 radio network k-hop
neighborhoods. 0-hop neighborhoods represent the performance of the underlying routing
algorithm (i.e., a “non’ approach). Note the differing scales of the y-axis.

remained steady or decreased as the number of multicast receivers increased. The was
able to improve the lifetime of the connection for all receiver counts and neighborhood sizes.
More interestingly, the data shows that neighborhoods beyond 1-hop have negligible impact

on the lifetime of the flow.

The size of the network was increased to 30 radios, with 5, 10, 15, 20 or 25 receivers per
network. All parameters, including the radio density were maintained from the 10 radio
scenarios. Figure[5.5] which shows the average normalized lifetimes for the underlying rout-
ing algorithms and the improved normalized lifetimes that the cognitive process provides.
Because of the results in Figure [5.6, only the 1-hop neighborhood was used. These results
are consistent with the graph metrics contained in Table[5.1], which shows the percent change
in path length and radio degree on the multicast topology graph after the cognitive process

improves the networks.

In these scenarios, the lifetime of the flow without the cognitive process and only GREEDY or
STAR is constant independent of the number of receivers. Furthermore, the average lifetime
of the operating on the GREEDY algorithm are statistically identical over the range of
receiver counts considered, overlapping at the 95% confidence interval. The cognitive process

shows a decreasing ability to increase the flow lifetime as the number of receivers increases,
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which is attributable to the increasing complexity of the tree structure required to reach

these additional receivers.

So far, this has illustrated the framework and provided a performance justification. In
the next section, this will be used to examine and quantify the critical properties and

the price of the features discussed in the beginning of the chapter.

5.2 Effect of critical properties

In Chapter [3] the price of a design a feature metric was introduced and defined. In this
section, we analyze the expected price of a feature for the three critical design decisions:

selfishness, ignorance, and control.

5.2.1 Price of Selfishness

Although PowerControl and DirectionControl exhibit selfishness, the cognitive process as a
whole exhibits altruism due to RoutingControl. To modify RoutingControl’s CHILDSWITCH
strategy so that it operates selfishly (¢ = selfish), if the act of taking on a new child increases

a k-hop neighbor’s utilization, that neighbor will not accept the child.

Figure shows the expected price of selfishness for networks utilizing both STAR and
GREEDY. For the STAR routing algorithm, the price of selfishness is defined by the perfor-
mance of STAR itself. All STAR trees consist of a topology in which a single source radio
transmits to all receivers. Each of these receivers are passive, listening but not transmitting,
meaning that any change of topology will require one of these receiver radios to transmit,
increasing their utilization. Since selfishness dictates that a radio will only take on a new
child if it requires the same or lower transmission power, selfishness does not allow for any

modification of STAR’s initial tree. The cognitive process provides decreasing improvement
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Figure 5.7: Expected price of selfishness of 30 radio network, for STAR and GREEDY routing
algorithms.

as the number of receivers increases (as is apparent from Figure [5.5)), and thus the expected

price of selfishness also decreases.

In contrast, the expected price of selfishness for the GREEDY case is statistically constant
(average lifetimes have overlapping 95% confidence intervals). This is because even when
acting selfishly, there are ways that RoutingControl can increase the lifetime of the routes
selected by GREEDY. Since they are utilizing directional antennas, it is possible for receiving
radios to meet the requirement from more than one transmitter without either trans-
mitter increasing its utilization. The expected price of selfishness in the GREEDY case is
about 0.25, meaning that the lifetime of the flow is 25% shorter when acting selfishly instead

of altruistically, regardless of the number of receivers.

5.2.2 Price of Ignorance

The signal that PowerControl and DirectionControl observe to learn the transmission powers
of the other radios is the aggregate sum of the other radios’” attenuated powers and thermal
noise. This measurement contains imperfect information due to indistinguishability, since

there are many transmission powers that can lead to the same observation. Fortunately,
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this ignorance has no effect on these cognitive elements’ decisions. In contrast, as discussed
in Section [5.1], RoutingControl is ignorant due to missing information, which can affect the

element decisions.

This standard feature (¢ = ignorance) can be changed by giving the RoutingControl ele-
ments on the control-radios knowledge of the utilization of the entire network, meaning a
parent-child modification will only be kept if it decreases the maximum utilization of the
entire network. In many cases, this encourages modifications that directly move the network
towards the maximum lifetime action vector. However, this may trap the network in local

minima by excluding all decisions that do not immediately help the network lifetime.

Figure shows the expected price of ignorance for the STAR and GREEDY cases. Inter-
estingly, the expected price of ignorance is less than 0 (meaning that ignorance is better
than knowledge) for the five-receiver case in the STAR network. Full knowledge can get
stuck in some local maximas, partial knowledge causes the network to make decisions that
may be poor in the short term but turn out to be beneficial in the long term. Particularly
for small network sizes, the relative large amount of network knowledge provided from the
1-hop neighborhood allows for it to arrive at better network performance than full knowl-
edge. However, the expected price of ignorance increases (and is positive) as the number of
receivers increases. More significantly, the expected price of ignorance is relatively small and

never as high as the expected price of selfishness.

5.2.3 Price of Partial-Control

This cognitive process effectively has control over every modifiable element in the network.
Although the number of modifiable elements being controlled in any given iteration is depen-
dent on the size of the k-hop neighborhood, all modifiable elements in the network can be
controlled by the cognitive process. The price of partial control can be calculated by chang-
ing the standard feature of full control to partial-control (¢ = partial-control) by designating

a certain fraction of the radios to be uncontrollable by the cognitive process.
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Figure 5.8: Expected price of ignorance for 30 radio network, with both STAR and GREEDY
routing algorithms.

However, without the control that cognitive elements PowerControl and DirectionControl pro-
vide, selected trees may be infeasible. For this reason, PowerControl and DirectionControl
and the control they have over the transmission power and beam angles are maintained at
all elements. Instead, RoutingControl, and the control it provides over the routing tables, is
removed from a fraction of the radios. When RoutingControl is not operating on a radio, it
is assumed that the radio acts “dumb,” only making routing adjustments that come from
the network stack — either GREEDY or STAR — and cannot act as a control-radio, max-power

child or new parent to a max-power child.

The results in Figure |5.9| show the expected price of partial control for a network that has
a 1-hop neighborhood. Four different levels of cognitive control for each of the five different
receiver counts were examined, spanning the spectrum from slightly reduced to minimal cog-
nitive control. The data here shows that regardless of the number of receivers, the expected
price of partial control increased as the amount of cognitive control is decreased. Addition-
ally, the expected price of 20%-control for STAR is statistically identical to the expected price
of selfishness, meaning that for networks with less than 20% cognitive control, the cognitive

process cannot make improvements on the multicast trees that STAR has selected.

This case study has illustrated a particular [CN]Jand revealed several interesting design guide-
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Figure 5.9: Expected prices of partial control (90%, 80%, 60% and 20% cognitive-control)
for 30 radio network, with both STAR and GREEDY routing algorithms.

lines. For instance, the designer may decide that the price of ignorance in RoutingControl is
insignificant especially when considering that giving RoutingControl more than 1-hop knowl-
edge may require significant communication overhead. In comparison, the price of partial
control is quite high, making a case for near-full cognitive control. The designer may also
find justification for the altruistic operation of RoutingControl in the high price of selfishness,

particularly for STAR.

5.3 Conclusion

Although computer networks are becoming increasingly ubiquitous, the ability to manage
and operate them is not becoming increasingly easier. This section outlined a approach
to a difficult multicast problem. This approach quantitatively improved the lifetime of the
multicast flow over non-cognitive heuristic methods. Furthermore, the provided a basis
for illustrating the framework and the critical design decisions. In particular, the areas of

control and selfishness were shown to have the greatest effect on the network performance.
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Chapter 6

Topology Control With Cognitive
Networks

Wireless networks, in the most general sense, are unstructured. With increasing programma-
bility, radios are able to autonomously adapt to their environment, setting transmission
power and selecting their frequency of operation. Topology control attempts to harness this
programmability to build structure into the wireless network. Our work addresses two ques-
tions related to distributed topology control: in selecting their operating parameters, should
radios be programmed to optimize their own “selfish” utilities or a network-wide objective
function?; and, how much knowledge about network state must be available to each radio to

enable it to make adaptation decisions that are efficient in a network-wide sense?

Traditionally, the field of topology control has examined power control problems that disre-
gard spectral efficiency or vice-versa. Unlike most of the literature on topology control, we
examine the objectives of lifetime and spectral efficiency jointly. Our goal is to establish a
distributed framework for minimizing maximum transmission power and spectral footprint,

all the while achieving interference-free connectivity.

This chapter examines several topological issues from a perspective. Using a selfish, au-

123



124

tonomous framework, it examines the formation of power and spectrum efficient topologies
under static and dynamic conditions. It also examines the performance impact of partial
knowledge about the network and compares this against the cost of gathering and commu-

nicating the information.

6.1 Problem Background

To address these issues of spectrum and power control, we propose a two-phased ap-
proach in which the cognitive elements are distributed on each radio of the network. We
use two potential class cognitive elements first introduced in Section TopoPowerControl,
which controls the transmission power of a radio, and TopoChannelControl, which chooses
the transmission channel for a radio. Our goal is to establish a distributed framework for
interference-free communication between selfish radios. Each of the cognitive elements ob-
serves the network conditions and then selfishly chooses either the reduced power level that
still maintains topological connectivity (in the case of TopoPowerControl) or a channel that
allows interference-free connectivity with all desired receivers (in the case of TopoChannelCon-
trol). Pursuing these selfish objectives, the network reaches a topology state that minimizes
both the maximum transmission power and the number of orthogonal channels required
to achieve interference-free connections. A graphical representation of how these cognitive

elements fit into the framework is presented in Figure [6.1

6.1.1 Related Work

Reducing spectrum usage in a network of radios has typically been examined in conjunction
with interference avoidance. In general, interference avoidance has led to three viewpoints:
those of the radio, the topology and the network. The radio viewpoint attempts to find
interference-minimizing channels at the link level, without considering network formation or

topology; [90] presents an example of this using cognitive radios. The network perspective
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Figure 6.1: The components of the topology control cognitive network as they fit into the
framework.

assumes an already existing topology over which the radios are attempting to communi-
cate, with channel assignments made in either an on-demand or pre-assigned manner; [129]
presents a network-perspective scheme that combines routing with channel assignment. Our
[CN] approach takes neither the radio viewpoint, which lacks enough scope to make network-
aware decisions, nor the network viewpoint, which does not fully leverage the flexibility of

the wireless medium; but instead utilizes the topological viewpoint.

Previous work on interference avoidance topologies can be broken into two assumptions: the
network has power control or the network has channel control. Burkhart [130] pioneered the
power approach, assigning to each connection a weight equal to the number of radios the con-
nection interferes with. This is used in the Min-Max Link Interference with property P
, Minimize the Average Interference Cost while Preserving Connectivity and
Interference Minimum Spanning Tree [131] algorithms. Another power approach uses
a radio interference function, in which the interference contribution of a radio is the maximum
interference of all connections incident upon it. This is adopted in the Min-Max Node In-

terference with property P (MMNIP)) [131] and the Low Interference-Load Topology (LILT)
[132] algorithms. Alternatively, the Average Path Interference (API) [I33] approach trims
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high-interference, redundant edges from the Gabriel graph. The channel control approach
assumes the connectivity of the network is fixed and that two radios can only communicate
if they share a common channel, of which there are fewer available than needed; this is

illustrated by Connected Low Interference Channel Assignment (CLICA|) [134], a heuristic

approach, and Subramanian’s Tabu-search based algorithm [135].

For assigning non-conflicting channels to power-induced topologies, many channel assign-
ment problems are modeled as the distance-2 coloring problem. This model describes the
connections in the topology as a graph and assigns different colors (channels) to vertices of
distance one and two from each other. This approach was used in [136] for (r, s)-civilized
graphs using a centralized, cooperative approach. Generalized bounds on the capacities
induced from channel assignments of this model can be found in [I37]. We do not use the
distance-2 coloring problem as a model since it overstates the scope of the intereference prob-
lem directional connections in topologies. Furthermore, our strategies do not place limits on

the underlying connectivity graph.

Another model used for assigning non-conflicting channels is the edge-coloring problem. This
model assigns different colors to the edges of the connection graph so that no two edges that
join at a vertex are colored the same. A simple distributed, probabilistically close to optimal
coloring algorithm is given in [I38]. For the [MAC]| scheduling problem (closely related to
the channel assignment problem), [I39] provides an edge coloring scheme and describes its
bounded performance. We do not use the edge coloring problem as a model since it does not

capture the broadcast nature of the radios well.

To achieve energy efficiency, topology control through transmit power control generally uti-
lizes a single shared channel and assumes a [MAC]| for temporal separation of interfering
transmissions. Many excellent topology control algorithms have been proposed to create
power-efficient topologies; for a recent survey, see [140]. Most works deal with network
dynamics indirectly, by developing local, fault-tolerant algorithms such as [141], 142]. Al-

ternately, probabilistic models are developed and are often argued for as being robust to
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mobility [143]. General results are achieved in [144], with the authors describing computa-
tional complexity bounds on minimizing the maximum or total power used in the topology.
Centralized, cooperative techniques are presented for approximating the solutions to these
problems. In [I45], Li examines an approach to maintaining connectivity in a topology by
restricting the maximum geometric angle between connections, allowing only local knowl-
edge to be used. However, the radios need to be aware of the directions from which their

neighbors are transmitting.

Despite these claims, a thorough evaluation and analysis of the impact of partial information
on network optimality is still missing from most work in the literature. Furthermore, most
of these algorithms assume total cooperation amongst radios, which collectively set their
transmission power level so as to achieve a network-level goal. The cone-based approach
given by Li in [I45] has a local-knowledge algorithm for topology construction, but makes
no guarantees for the performance of the algorithm. In [146], the authors examining routing
under partial knowledge of the topology, determining an optimal geographic range in which

the topology should be known to make energy efficient routing decisions.

The use and analysis of selfishness for topology control was examined in [I47], in which the
authors investigate a rudimentary definition of a topology and determine whether or not
certain general sub-problems will arrive at a [NE| and what the worst-case performance of
this equilibrium is under selfish behaviors. Similar work by [148] also examines the price of
selfishness, but here it is examined for Peer-to-Peer networks and this work makes
many assumptions about the possible connectivity and local objectives that do not translate

to wireless, ad-hoc networks.

Unlike previous works, we consider radios that can regulate both power and channel selec-
tions. Additionally, each cognitive element selfishly adapts to the perceived network condi-
tions to maximize its own performance. We assume that knowledge of the network state is
local, and that knowledge of another radio’s state is a function of the connectivity distance

between them. We ensure that such independent, self-motivated, local-knowledge element-
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level adaptations align well with the network-level goals. The novelty of our work lies in
unifying distributed, local, and autonomous characteristics of self-organization in topology

control through learning and reasoning.

6.1.2 Problem Description

In order to formally describe our two end-to-end objectives, we begin by describing the radio

and topological model.

We use the radio propagation model described in Section[4.2] in which the transmission range
of radios are modeled as disc-like. The topology created by these connections is contained
in G = (N, E) where N is the set of radios and E is a set of directed arcs that represent the
unidirectional connections. Equation [6.1] shows the set of connections: a connection exists
if the transmission power (pt;) is greater than the thermal noise (o) and requirement
(7v) at the receiving radio, given the gain (loss) factor between the two (contained in the
symmetric matrix [g;;]). We only consider thermal noise and not interference because of the

orthogonal nature of the to-be selected channels.

)

The value of 07y/g;; will be referred to as w(ij), which is the transmission power required to
form a connection from radio 7 to radio j. In a slight abuse of notation, we will sometimes

use p to represent G (noting that p induces G).

We assume that topological connectivity comes from bi-directed connections, which occur
when there exist connections between radios in both directions. The set of bi-directed
connections consists of members of E that have their reverse also in E. Because our model
acknowledges only bi-directional links, GG is connected if and only if there exists a bi-directed

path—a collection of contiguous bi-directional links—between every radio pair 7,j € N.

This leads to the system constraint for the power induced topology: these bi-directed con-
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nections must produce a bi-directed path between every radio and every other radio in the
network.

filpt) —=n=0Vie N (6.2)

In this equation f : A — Z" is a vector function where f;(pt) returns the number of radios
reachable from i as described in (4.2)). We express the objective of minimizing the maximum

transmission power in the network as the cost function:

C(pt) = riré%(pti (6.3)

The spectral usage objective can be described using the channel conflict graph U, which
relationship to G is defined in (4.1)). The conflict graph consists of undirected edges drawn

between radios that cannot share a common channel without causing conflict.

We extend the static network model to include dynamic changes through the addition or
removal of a radio from the network. Under discrete updates, mobility will appear to the
network as radios appearing and disappearing. This also represents dynamic changes that do
not involve radio mobility. In particular, in Wireless Local Area Networks ) radios
often drop in or out as users turn their machines on or off. Wireless sensor networks also
consist of radios that wake up or go to sleep periodically, adding or removing themselves

to/from the network.

To prevent radios from interfering, the channel chosen by the cognitive element on radio @
must be different than the channels chosen by its conflicting neighbors. If the vector ch
contains the channel indices of the network radios, such that ch; is the channel index used
by radio i, then the following expresses the system constraint that no radio use the same

channel index as its conflict neighbors:

Vi € N, ‘Chl - Chjl >0 if Eleij eU (64)
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Under this system constraint, the second objective is to minimize the spectral footprint of
the topology. This is contained in the number of channels utilized, and can be expressed by

the cost function:

C(ch) = count(ch) (6.5)

where the function count : Z" — Z, returns the number of unique channel indices in vector

ch.

The cost function for this is difficult to quantify since there are two noncommensurate
metrics in (6.3)) and (6.5)), Watts and channels. We leave the problem open by not specifying

a relationship between the two and expressing the cost as a 2-tuple, (Watts, channels).

To achieve the dual objectives of power and spectrum control, the operates as two
sequential games. The first game models power control, where cognitive elements attempt
to minimize their transmit power level and maintain network connectivity. The output of this
is a power-efficient topology, which is fed into the second game, where transmission channels
that do not have conflicts are selected. Both of these games can be envisioned as performing
a cognitive cycle: the elements select (and possibly revise) their optimum settings based on
the perceived topology state; these revised actions induce a change in topology configuration,
either in the connectivity or in the channel index profile; the modified topology affects the
utility of individual elements, which in turn update their power or channel settings, and the

cycle starts all over again.

We examine these cognitive elements and their strategies with an eye towards how knowl-
edge affects performance. Knowledge is information combined with context. In a cognitive
process, knowledge is used to appropriately apply learned data. For many problems, without
knowledge, even the cleverest cognitive process will not have any way to select one decision
over another, while in contrast, full knowledge can potentially allow a cognitive process to

select the best decision.

Power and spectrum control are especially appropriate for cognition and operation under
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partial knowledge. Minimizing the number of channels, even under full knowledge, bears
many similarity to the well-known graph coloring problem, which is NP-hard to solve for
arbitrary graphs. Hard problems such as these are well-suited for cognition, since there
are no polynomial time solutions to the problem and all current solutions are heuristic in
nature. Cognition may provide an edge in approximating the optimal solution. Minimizing
the maximum transmission is closely related to the formation of the Minimum Spanning
Tree , which requires full knowledge to guarantee the correct formation. Thus a
cognitive process that operates under some degree of ignorance in achieving this objective
is a useful improvement. In previous work, both of these problems have been investigated
using cooperative, centralized approaches. These are in contrast with the approach used

here, in which the objectives are broken down into distributed, selfish cognitive elements.

6.2 Power Objective

We examine the problem of power control under two environments: static and dynamic. For
dynamic environments, we examine the problem under full and partial network knowledge.
Under full network knowledge, we present strategies that determine the optimal topology
with respect to the power objective. We then investigate the effectiveness of these strategies

under partial knowledge.

6.2.1 Static Networks

Static networks are networks of radios that do not change during the time frame required
for the power settings to be adapted to a network state. Dynamic networks, on the other

hand, are networks that change in a way that force the power settings to be re-adapted.
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The §-Improvement Algorithm (DIA)) developed in [149] and described in Algorithm [ (from
a network-wide perspective) is an example of a full knowledge, selfish strategy guaranteed

to converge to a lifetime-maximizing topology.

The input to[DIA]is a max-power topology with every radio transmitting at an initial power
pt® € N,y[0,pt>] that ensures network connectivity [I50]. Each cognitive element ex-
ecutes a selfish better-response dynamic by reducing its power level one step lower than
its previous level if the change improves . To enable such discrete adaptations, it is

sufficient to search over the modified action set:
flfc = {pt(o),pt(l),pt(2), . } (6.6)

such that at most one connection is dropped in the network when the power vector is adapted
from pt(™ to pt(™+Y). Note that every element shares this common action set and flfc is an
ordered set, with pt(™+1) < pt(™) ¥m. One way to construct flfc is to initialize all radios to
pt® and decrement power in a predefined step size § such that pt™*t) = pt(™ — § ¥m > 0.
A value of § that satisfies this requirement can be defined by:

6= min fu(e) —w(f) (6.7)

Since A is a compact set, such a § exists for random networks.

Note that [DTA]is a full knowledge strategy because the action set is constructed from in-
formation on the minimum power required by every radio to reach every other radio, and
action choices are chosen synchronously. Synchronous action selection requires every cogni-
tive element to know the network’s current action choice. Furthermore, the utility function
of the cognitive elements requires the evaluation of the f; function, which requires global

knowledge to determine how connected the network is.
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Algorithm 4 DIA(G) — (G 4a, pt)
:m =20
pt; = ptt™ € A Vie N
while pt is not a do
m=m-+1
for all - € N do
choose pt; = pt'™ € /LPC
pt, = arg maxpt;e{pthp}i} uf® (pt;,pt_i)
end for
end while

[DTA] converges to a topology wherein the maximum power of a radio is minimized. Observe
that in each iteration the max-power connection in the topology is disconnected. Such an
iterative process eventually converges to a topology that contains the shortest n—1 edges that
ensure connectivity. In some sense, the is a superset of the [MST] connections, containing
the bi-directional links that make up the [MST] and the additional extraneous links induced
by the wireless broadcast property of the medium. We first present the following three
lemmas which are essential in proving this main result. The first two lemmas were proven

by Komali in [149)].

Definition 6.2.1 (power Minimum Spanning Tree). A topology is a power Minimum Span-
ning Tree if its bi-directed connections form only the and all other connections

in the graph are induced from the wireless broadcast property of the medium.

Lemma 6.2.1. [DI4] converges to a[NF that preserves connectivity of Guaz-

Proof. From theorem we know that TopoPowerControl is an potential class [CN] of the
type. From [109], it follows that since is a selfish algorithm (better response),
[DTA] will converge to a [NE| However, we are interested in only those that preserve

connectivity in the final topology.

The input to the [DIA]is the topology Gine., with every node transmitting at pt***. The
better response for each node is to reduce its transmission power (and improve its utility) to a

value pt; so that the resulting topology is remains connected. We prove this by contradiction.
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Suppose node ¢ improves its utility at pt, < pt;, given pt_;, and the network is not connected.
This implies that u; (pt;, pt_;) = M - k; — pt, > M - n — pt;, where k; < n, the total number
of nodes in the network. This implies, M - (n — k;) < pt; — pt;, an impossible inequality,
because the term on the left hand side is larger than pt]"** and the term on the right hand

. Thus, in every round, the topology is always connected. O]

side is smaller than pt]"**

Lemma 6.2.2. Consider the TopoPowerControl problem where nodes employ the[DIA| Start-
ing with an initial topology Gmas induced by the power vector pt?), the algorithm converges

to a subgraph, Ggiq, of the Gppst.

Proof. Proof is by induction. For the ease of presentation, we suppose, without loss of
generality, that G... is a complete network and w(ij) is equal to the euclidean distance
between the corresponding nodes, given by the distance function d(i,j). (Note that this

means g;; is a symmetric matrix).

Consider a Gnq, comprising of 3 nodes: a,b, ¢; suppose d(a,b) > d(a,c) > db,c) be the
relationship between euclidean distances. Nodes start at power level pt; = d(a,b) for all i
in N and keep decreasing their power in steps of d, until pt; = d(a, c). At this point, nodes
a and ¢ will not reduce their power any further; otherwise, the network would disconnect
and the nodes’ payoff would decreas. Because pt, = d(a,c) and d(a,b) > d(a,c), link ab
is severed as a result. Thus, the [DTA] algorithm converges to a topology containing links ac

and be, the shortest two bidirectional links needed to connect the three nodes.

Now consider a fully connected topology with 4 nodes: a,b,c and d; let d(d,a) > d(d,c) >
d(d,b) > d(a,b) > d(a,c) > d(b,c). All nodes keep decreasing their power from d(d, a) until
they reach d(d,b). Node d now has only a single link, db, that is bidirectional. The problem
then reduces to a 3 node topology as before. Thus, the algorithm converges to a topology
containing the three shortest bi-directional links @c,bc and bd (and possibly some induced

unidirectional links as well).

! According to the argument in Lemma which also applies for a dynamic, network connectivity
is preserved at every stage of the game.
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The above line of reasoning can be generalized to any arbitrary network of size n. Therefore,
the algorithm always hits a state that consists of the shortest n — 1 bidirectional links needed

to maintain connectivity. Note that, at this point the network is at G, by definition.

If Gpmst contains a bidirected cycle (a cycle with all bidirectional links), at least one node in
the cycle may still reduce its power level further and still maintain connectivity. Otherwise,
Gpmst contains exactly all the bidirectional links of @ In either case, the steady state
topology Gy, is a subgraph of Gp,s (the subgraph may not be proper). This completes the
proof. O]

Lemma 6.2.3. G5 minimizes mazimum power of any given node in the network.

Proof. The main idea behind the proof is the fact that [MST| minimizes the maximum edge-

weight of the network. We show this by contradiction.

Let us assume, on the contrary, that there exists another tree T, different from T, that

minimizes the maximum edge-weight. Let

mar __ o
Cother — arg maxw (Z])
1J€Tother
and
mar __ <_)
Cmst — Argmaxw (1]

i,jeTmst

By our contradiction, w (eZ}f? ) < w (e"%’). Introduce a cut—and partition the nodes into

max

ma? from the graph. Since T, is a tree, we

two sets N; and No—in T, by removing e

can find an edge € € Gyper to join Ny and Ny and create an new tree T, Because elii?

is the edge in Typer with the maximum weight, we have w (€) < w (42 ) < w (e"%F). Since

Toiner is essentially created from 7,4,

Z w(e) < Z w(e)

ee’fothe'r eeTmSt
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we obtain a contradiction. Therefore, T, is indeed the tree with the minimum maximum

edge-weight.

The edge, e, with the maximum weight determines the node with the maximum power.
The powers in Gy, are dictated by the bi-directed connections that make of the [MST]| not
the induced edges. Therefore, it follows that G, minimizes the maximum power of any

node in the network. O

Using the above lemmas, the following main theorem is an immediate consequence.

Theorem 6.2.4. [DIA] converges to topology G, that minimizes the mazimum power of any

given node.

Proof. From Definition we know that Gpne contains the [MST| and all the additional
induced connections. Because none of the induced connections increase the maximum con-
nection power of the graph, Gy,s preserves Lemma [6.2.3] From Lemma [6.2.2] the steady
state topology Giq is a subgraph of Gp,s; therefore, every connection in Gy, is contained
in Gpnse- It follows immediately that Lemma m still holds for Gg4,. Hence, the result
follows. m

By iterating through the cognitive cycle, [DIA] captures reasoning and a rudimentary form of
learning. After every iteration, the action choices in flf ¢ are non-increasing, as there is no
rational reason to consider previous, higher powers. In this sense, the cognitive elements learn
from past actions and eliminate unproductive actions from their search space. Furthermore,
the radios act upon perceived network conditions and make decisions to revise their transmit

power in order to improve their performance — this represents a level of reasoning.

Partial Knowledge

Construction of a cannot be accomplished in a purely localized manner [I51]. This

means that if radios have only partial knowledge about the transmission powers required
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to make connections with other radios in the network, they cannot guarantee the correct
selection of connections that make up the [MST| This section presents a strategy derived

from [DIA] that constructs minimal power topologies under partial knowledge.

To quantify knowledge, we introduce the idea of a k-hop neighborhood. The k-hop neighbor-
hood in a topology is defined as the set of radios reachable within &£ hops via bi-directional
connections. The members of each successive k-hop neighbor of ¢ can be described recur-
sively:

N (i) k=0 .

NELY {j leq ey € B, 1€ N1 752'} k>0
We assume that radios have k-hop knowledge, which means the radios have full knowledge
of the network state in their k-hop neighborhood and no more. Furthermore, we assume
that k-hop knowledge is not transitive, radios do not share information beyond their k-hop
neighborhood, and there is no passive learning, meaning that radios only use information
explicitly shared with them and do not utilize information overheard in the wireless medium.
These assumptions allow k-hop knowledge to be an experimental parameter that can be tuned
to study the role of partial knowledge in network design. Note that if & > dia(G) (where
dia(G) is the diameter of the topology, the maximum number of hops between any two
radios in the network) then the network is said to be operating under full-knowledge since
every radio’s k-hop neighborhood includes the full network. For all & < dia(G), there may
be some degree of partial-knowledge, in the sense that some or all radios may be unaware
of a portion of the network state. Also note that the fraction of the total network that the
cognitive elements are aware of is a function of their k-hop knowledge and the topological

connectivity; we explicitly examine this relationship in Section [6.4]

As described in the previous subsection, the original [DIA] algorithm is global in its scope; it
utilizes full knowledge of the network to determine the connectivity of the network, define
the possible transmission powers and synchronize the power selection across the network.

LocAL-DIA is described in Algorithm [5] from a single cognitive element perspective. It
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has been generalized from [DIA]so that it can operate without global knowledge of network
connectivity, required transmission power, or synchronization state. As in the case of [DIA]
LocAL-DIA operates on an action set wherein each radio searches for the optimum action
over those power values that correspond to the power thresholds for each reachable neighbor.
Under full knowledge, LOCAL-DIA becomes functionally the same as [DIA] Generalizing

(6.6]), we define the action set for each radio as follows:

Are = {p;nax =t ptV ptt? } (6.9)

(m) to

%

such that one connection is dropped by radio ¢ when the power is adapted from pt

ptl(-mﬂ). One way to construct AP¢ is to initialize radio i to pt** and decrement its power

)

by a variable step size ¢]". Because ptgm represent the connection power thresholds, the

first step-size is given by &Y = pt™™ — max {w(ij) | w(ij) < pt{*® for all j} and subsequent
step-sizes are given by 0" = ptl(m) — ptEmH) VYm > 0. Such step-sizes exist for each m for the

reasons given before.

In some sense, the action set specifies how a local topology control game might evolve:
each individual radio starts by transmitting at its maximum power, reasons according to a
better response process and chooses the next power level in the set if it observes an improved

utility and informs other radios in its k-hop neighborhood.

To achieve its power control objective, the cognitive element still employs (4.2)) as its utility
function to determine its local connectivity. To accommodate the lack of full-knowledge,
however, f; is now the number of the radios in the k-hop neighborhood of radio i. This

change allows radios to determine their local connectivity under partial knowledge.

LocAL-DIA being a better response algorithm, each radio only chooses powers that increase
their utility; hence, radios never choose a power level that reduces the size of their set of

k-hop neighbors.
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Algorithm 5 LOCAL-DIA(G) — p;
1: m=0
2 pt, = pt'™ € A' Vi e N
3: while pt is not a do
4: m=m+1
5
6
7

choose pt; = ptgm) € Afc
pt; = arg MAX 0 e Lo gt } u;© (plf;w]?t_i)
. end while

Lemma 6.2.5. In LOCAL-DIA the dominant strategy for every radio is to preserve its

k-hop neighborhood.

Proof. We prove this by contradiction. Suppose radio i reduces its power level from pt; to
¢ to reduce its k-hop neighborhood (from, say, N¥ to N;*) and increases its utility. This
implies that wu; (q;, pt_;) = Mi|N;*| — ¢; > M;|NF| — pt;, where |N;*| < |[NF|. This implies,
M; (\./\/;k] — \/\/;/k|) < pt; — ¢;, an impossible inequality, because the term on the left hand

side is larger than pt"®* and the term on the right hand side is smaller than pt***. O]

Recall that under partial knowledge radios cannot ensure synchronization and do not have
knowledge of the values of w(ij) for the network. Due to this reason, LOCAL-DIA, under
partial knowledge, does not necessarily converge to an optimal network power configuration.
While each radio maintains its k-hop neighborhood, according to Lemma [6.2.5] its decision
may reduce another radio’s k-hop neighbor set; for an illustration, see Figure [6.2] The
following theorem ensures that, following LOCAL-DIA, every still preserves the overall

network connectivity.

Definition 6.2.2 (Partitioned Topology). A partitioned topology G is a topology that has
2 or more partitions such that there does not exist an bi-directed connection between any of

the partitions.

Theorem 6.2.6. If initial topology G is connected, then LOCAL-DIA converges to a [NF

that is also connected.
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D,

Figure 6.2: Illustrating the LOCAL-DIA process: For k = 3, radio i can maintain connec-
tivity with radio m at reduced power level, but this affects radio j, which loses m from its
3-hop neighborhood.

Proof. A connected network can be disconnected in two ways:

1. if a radio (say i) disconnects itself from another radio, while executing LOCAL-DIA

or,

2. if radio ¢ disconnects two previously connected radios, say j and m, in the process of

reducing its power during the course of LOCAL-DIA.

We know that the case 1 violates Lemma The latter case is not possible unless j and m
are connected to each other through ¢, in which case ¢ will not lose connection with either j

or m by virtue of Lemma|6.2.5 Thus, in either case, the network will remain connected. [J

The sub-optimality of the resultant LOCAL-DIA topology is exacerbated as the amount of
knowledge is decreased. The resultant topologies are over-connected under partial knowledge,
given that radios will not remove any connection that decreases the size of their k-hop
neighborhood. Furthermore, unlike [DIA] which synchronously changes power to remove
connections, there is a “first mover advantage” inherent in LOCAL-DIA. The first radio to

act has the most actions available to it; subsequent radios have their action spaces reduced

by previous radios’ action choices. Although Theorem of no longer holds (i.e.
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minimizing the maximum transmission power) in case of LOCAL-DIA, LocAL-DIA still

generates topologies that are Pareto-efficient.

Theorem 6.2.7. Every[NF topology that emerges from LOCAL-DIA is[PO,

Proof. Firstly, no node can reduce its power any lower; otherwise the network would be
disconnected and hence violate Theorem [6.2.6] Secondly, no m-node (where m > 2) reduc-
tion in power levels can preserve the network connectivity either. This is because, if some
node reduces its power (and therefore, disconnects the network), some other node must
increase its power to re-connect the network. It follows that the new configuration is not

pareto-optimal. O

6.2.2 Dynamic Networks

Dynamic networks, as described earlier, are networks that change in a way that forces the
power settings to be re-adapted and the topology re-formed. This change can take on many
forms. Radios can move or the environment can change, which affects the required power
needed to connect radios. We model all these as changes resulting from the addition or

removal of radios from the network.

Adding Radios

When adding radios to the topology, to maintain the Gy, topology, the new radio needs
to connect into the existing topology and the existing topology needs to add and remove

bi-directional connections such that the [MST] properties of G4, are retained.

This strategy for maintaining G, after the addition of a radio can be summarized as follows:
the new radio forms a least-power bi-directional connection with some existing radio in the
topology. Under full knowledge, each radio transmits at the current maximum power in the

network and begins (without loss of generality, this maximum power can be denoted by
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pt© and we assume such a common pt(®) exists). Under partial knowledge, we approximate
this by having each radio with k-hop knowledge of the new connection set its power to the

current maximum power in its k-hop neighborhood, then beginning LocAL-DIA.

LocAL-DIA-ADD, described in Algorithm [6] (from a radio perspective), contains two op-
erations that can be triggered. First, “Hello” is triggered when a new radio, x, joins and
attempts to connect into the topology. The radio closest to x (this is denoted by radio @
in Line 2) responds by forming a bi-directional connection with it, then notifies its k-hop
neighbors to “Local Restart.” This second operation instructs each k-hop neighbor to in-

crease power to the maximum transmission power in its k-hop neighborhood, and then run

LocaL-DIA.

Algorithm 6 LocAL-DIA-ADD(z) — pt,
1: while (Hello|z) do

2 pte = minyen{w(yT)}; i = arg min, ey {w(yT)}
3. pt; = max{w(iz), pt;}

4:  Local Restart— A

5. end while
6
7
8
9:

: while (Local Restart) do
pt; = MAX e \rk pt;
pt; =LoCAL-DIA (pt)
end while

We now prove that under full knowledge, LOCAL-DIA-ADD restores Gg,. We begin with a

lemma that identifies the bi-directional connections that make up a [MST}

Lemma 6.2.8. Cut radio set N into two subsets M and O such that M C N, O = N\M.
Let F be the set of all possible connections between M and O. If e = argmin;cpw(f) then

e is part of the [MST)

Proof. Assume T does not contain e. Let e = ij, with 7 in M and j in O. This means i
and j must be connected in 7" via some other bi-directed path. This path will include some

connection f that connects M to O. The tree U = T'U {e} \ {f} is also a spanning tree,
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Figure 6.3: Radios a, b and c represent an existing GGy, topology. Radios d and e repre-
sent the case where a radio is added within and outside the current transmission ranges,
respectively.

and its sum power is smaller than 7', since w(e) < w(f). Thus T is not a[MST] and we have

proven the lemma by contradiction. O]

As discussed earlier, from the information exchanged over the course of LOCAL-DIA, the
radio closest to the new radio correctly reasons to elect itself to increase its power and
re-connect the topology. To verify this, we examine the impact of adding a radio on the
maximum transmission power of the redefined topology, using the above lemma. Adding a
new radio gives rise to one of two scenarios: the added radio falls inside the region covered
by the transmission ranges of the existing radios, or the added radio falls outside this region.

These two cases are illustrated in Figure [6.3] We first examine the former case:

Lemma 6.2.9. If radio i is the least transmission power radio to radio x and w(xi) <
maXeeq,,, W(e), then the mazimum transmission power in the new topology G, is less than

or equal to that in the initial G, topology:

Proof. From Lemmal6.2.8] in a[MST] radio x will be connected via bi-directional connection

xt, which requires less power than all other bi-directional connections from x. From our
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assumptions, w(x?) < max, w(e), so this has not increased the transmission power in
) EGmst )

/
dia*

We now examine the remaining bi-directional connections in G’,,. Let E be the set of all
possible connections in G and let E’ be the set of all possible connections in G’ after adding
radio z. Note that E' D F, meaning we have not removed any possible connections, only

added possible connections. Returning to the notation of Lemma/6.2.8] for all cutting subsets
of N U {xz}, the set of possible connections F’ O F. Thus

min w(f) < minw(f)

and we have proven the addition of z will not increase the maximum connection power in

the network. N

Next we examine the case when radio x falls outside the region covered by the maximum

transmission range of the radios in the existing topology.

Lemma 6.2.10. If radio i is the least transmission power radio to radio x and w(xi) >
maxeeq,,, w(e), then the mazimum power connections in the new topology G, is the con-

nection between x and i:

Proof. From the assumption that w(xi) > max.q, . w(e) and Lemma we see that
all cutting subsets of N U {z} that include = (except that with only x) will not select a
connection originating from x, since it is not the minimum power connection between the
cut. Thus adding radio z will not change the connections in the topology, with the exception

of the min-power connection between x and . O

Following lemmas|[6.2.9|and [6.2.10, LocAL-DIA-ADD ensures that, in the event a new radio

joins the network, optimal topology Gy, can still be re-constructed with enough network

awareness (i.e. no edge in G, is ever removed by LOCAL-DIA-ADD). Using these two
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lemmas, the following theorem is an immediate consequence, and establishes the correctness

of LOCAL-DIA-ADD under full knowledge.

Theorem 6.2.11. Under full knowledge, LOCAL-DIA-ADD re-converges to the G, topol-

0gy.

Proof. Lemmas [6.2.9] and |6.2.10] prove that regardless of the amount of power required to

connect radio z, LOCAL-DIA-ADD will set all radios to the maximum required connection
power, maX,cc,. Uz} w(€). Theorem m proves that this connected topology will converge
to the G, topology. O

Removing Radios

The other network dynamic we consider is the case where radios leave the network. The
removal of a radio from the network can potentially split the existing connected topology

into multiple partitions.

Full Knowledge Under full knowledge, a [MST| construction algorithm can be used to
minimize the maximum transmission power and reconnect the network. This is accomplished
by treating each partition as a “meta” radio, consisting of all the radios in a partition. The
required connection powers between any two partitions then becomes the minimum w(ij)

between all radios 7 in the first partition and radios j in the second.

The resultant topology has several interesting properties as compared to the initial topology:

Lemma 6.2.12. If N¥ is the set of k-hop neighbors in the G g, topology for radio i before
the removal of the radio, N;* is the set of neighbors in the G’y topology for radio i after the
removal of the radio, and x is the removed radio, then no neighbors will be removed besides

x in the topology transformation, i.e.:

NPz} SN Vie N
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Proof. When removing radio z, the set of all possible connections in the network changes

from E to E'. It is easy to see that £/ C E. Therefore from Lemma [6.2.8, for every i and j

/
dia’

not equal to x, if ij, ji € G, then ij, ji € G4, and all neighbors are retained by the radios

in topology G’ with the exception of x. n

Theorem 6.2.13. If the removal of radio x creates n partitions {X1, Xo,..., X, } then the
new G, topology contains all bi-directional connections (except those including x) in the
original topology G gie plus the minimum weight bi-directional connections between the parti-

tions.

Proof. From Lemma [6.2.12] we see all bi-directional connections that do not include = are
present in G/, . Furthermore, from Lemma m, it is apparent that the minimum weight
bi-directional connections between X, and N\X,, are part of the MST| and thus part of

dia” O

Partial Knowledge Unfortunately, under partial knowledge it is not possible to utilize a
[MST] algorithm. The remove case does not have the same foundational knowledge that the
add case does: the knowledge that the network is fully connected with the exception of the
added radio. The remove case can create partitions up to the degree of the removed radio.
Without full knowledge of the required power for all possible connections in the network and
the members of all partitions, it is not possible to guarantee that all radios know when the

topology is fully connected and what optimal connections to use.

As an example, see Figure [6.4 In this figure, radios experience the loss of radio j. To cor-
rectly form the Gy, topology, the partitions should use connections if, fi and gb, bg. Under
3-hop knowledge, radios in the partitions do not know these are the correct connections, nor
do they know that these connections reconnect the topology. For instance, radio % initially
had radio g in its 3-hop neighborhood and under this reconnection does not. In fact, under
this reconnection no radio {i,k,l,m,n} in partition has all of their initial 3-hop neighbors

in their new 3-hop neighborhood. Radios will not know the topology is reconnected unless
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(a) Before removal of ra- (b) After removal of radio
dio

Figure 6.4: Reconstructing Gy, topology, after removing a radio from the network

all initial k-hop neighbors (with the exception of the radio that was removed) become k-hop

neighbors again.

With these limitations in mind, we develop a localized strategy, called LOCAL-DIA-REMOVE
that captures the properties of the full knowledge topology, not removing any connections
or k-hop neighbors from the partitioned topology when reconstructing. This is described in
Algorithm [7| from the radio perspective, using N¥ to denote the original k-hop neighborhood
(before the radio removal) and N;* to denote the current k-hop neighborhood (after the radio

removal).

Algorithm 7 LoCAL-DIA-REMOVE(z, m) — pt;
K = NF\ (MU {a})
while K ¢ N;* do
m=m—1
pt; = pt € A¥°
end while
pi =LOoCAL-DIA(p)

In LocAL-DIA-REMOVE, each radio sequentially increases its transmission power one level
higher (as specified by line 4) in AP until its k-hop neighborhood is recovered (as specified
by the while loop in line 2). These power increases will create uni-directional connections,
eventually to be complemented with their reverse, creating bi-directional connections that

add at least one more radio into the k-hop neighborhood. By following a random ordering,
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eventually all radios will have recovered their original k-hop neighborhood. In the expected

sense, this sequential stepwise strategy will reconnect the topology with fewer connections.

LocAL-DIA-REMOVE is not guaranteed to converge to the Gy, topology, and in most cases
it will not. Unlike LOCAL-DIA-ADD, which resets the entire network to a common power
level under full knowledge, LOCAL-DIA-REMOVE resets the network to differing power levels
and because of the order of action updates, it may not re-connect the least-power connections
between partitions. This means even under full knowledge, LOCAL-DIA will operate in an

unsynchronized manner.

6.3 Spectrum Objective

We now investigate a selfish, best-response strategy for TopoChannelControl. This strategy

is examined first with respect to static networks, and then under dynamic changes.

6.3.1 Static Networks

The objective of TopoChannelControl to minimize the spectrum usage of the topology by
activating the least number of orthogonal channels is the same as that of graph coloring
and there are many different heuristic strategies in the literature. In order to minimize
the total number of colors, a possible best response strategy is for each randomly ordered
radio (the ordering is called permutation 7) to choose the lowest non-conflicting channel
index; we call this strategy LOCAL-RS, as it is a localized version of the Random Sequential
coloring algorithm described in [I52]. A formal description of the operation of LOCAL-RS

is contained in Algorithm |8 (from the network perspective).

LocAL-RS works by randomly assigning a backoff to each radio in the network within a
fixed window. When the radio’s backoff ends, it selects the lowest channel that does not

conflict with its neighbors to transmit on. These backoff periods induce an ordering to the



149

Algorithm 8 LocAL-RS(U, ) — ch
while ch is not a do

1:

2 for i in m do

3 ch; = min { A\ {ch;le;; € U}}
4: ch; = chi
5

6:

end for
end while

coloring problem, represented by 7 in Algorithm [8 This repeats until every channel has a

non-conflicting channel assignment and a is reached.

One advantage of LOCAL-RS is that there exist no hard-to-color topologief’] A disadvantage
of LOCAL-RS is that it does not assign any priority to the radios, and so misses out on
common optimizations such as allowing highly connected radios to select channels earlier.

Because LOCAL-RS is a best-response strategy to the potential game described in theorem

[4.2.2] we know that it will converge to a

LoCAL-RS, being a strictly local algorithm, does not have the same knowledge requirements
as LOCAL-DIA | with the conflict neighborhood consisting of channel information from itself
and 1-hop neighbors. Thus, there is no concept of partial knowledge. Having less than 1-
hop knowledge will prevent any strategy from avoiding interference, while having more than

1-hop knowledge provides no advantage to LOCAL-RS.

Just as with[DIA]and LoCAL-DIA, the LOCAL-RS strategy also captures aspects of learning
and reasoning. After every iteration, the number of channels available in A°°\ {¢;|j € N;}
is non-increasing. This is because the cognitive elements learn not to choose channels that
in previous iterations were the subject of interference. In a similar fashion, the radios act
upon the observed interfering channels and use reasoning to select from the remaining non-

conflicting channels.

2 A hard-to-color topology means that no implementation of the algorithm can exactly color the topology.
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6.3.2 Dynamic Networks

There are several possible strategies to deal with dynamic changes in the network due to
the addition and removal of radios. The simplest is to simply restart LOCAL-RS after
a dynamic event, re-assigning channels. Since this is the same as the original operation of
LocAL-RS the expected performance of this restart strategy is the same as the performance

of LOCAL-RS when run on any topology.

Another strategy is to continue utilizing LOCAL-RS after the dynamic event. The topology
of the network will have changed, changing the conflict neighborhood of some radios. Those
radios that share channel assignments with their new conflict neighbors will update their
channel selections according to the same rules and order of selection as used under LOCAL-

RS initially.

More complex strategies than these can be devised, incorporating such sub-strategies as trad-
ing channels with neighboring radios, restarting channel selection for subsets of the topology,
or identifying potential spectrum trouble spots in the topology for alternate coloring. How-
ever, in Section we will compare the restart to the continuation strategy and show that

the continuation strategy is sufficient.

6.4 Results

To determine the effectiveness of the [CN|, we developed a simulation consisting of radios
placed according to a uniform random distribution in x and y coordinates within a square

2-D map (with a density of |N| radios/unit?).

The initial topologies of the network are fully connected, meaning there exists a bi-directed
path from every radio to every other radio. The initial power was chosen such that the in-
duced network was 1-connected with 90% probability, adjusting the value for finite networks

(see [150] for this formula). The network then utilizes full knowledge and LOCAL-DIA to
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static

4 dynamic

Figure 6.5: Experimental procedure for examining static and dynamic networks.

arrive at the Gy, topology. In the dynamic network results, a radio is then added to or
removed from the network, at which point LOCAL-DIA-ADD or LOCAL-DIA-REMOVE are
used under various degrees of ignorance to arrive at the final topology. This experimental

procedure is outlined in Figure

6.4.1 Static Networks

First, we verify the analysis of Section and show that under static, full knowledge
conditions, TopoPowerControl using[DIA]does indeed outperform other interference avoidance

schemes (specifically those described in Section [6.1.1). Figure shows that under [DIA]

the average maximum connection power is 7-10% lower than other algorithms.

Next, we investigate the channel assignment performance of LOCAL-RS. Unlike [DIA] which
can be proven to minimize the maximum power (see Section , the spectral optimality of
LocAL-RS is impossible to guarantee. Determining x(U), the minimum number of channels
required by the conflict graph, is an NP-hard problem for arbitrary graphs. However, there
are well-known upper and lower bounds: p(U) < k(U) and k(U) < A(U) + 1 where p(U) is
the size of largest clique in U (a clique is a group of vertices that are fully connected) and

A(U) is the largest degree in U. Often, this means 3 < k(U) < |N|, a rather loose bound.
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Figure 6.6: Average maximum transmission power for minimum interference algorithms.

To get a more meaningful assesment of the spectral performance, we evaluated [DIA] and
each of the six other interference-reducing topology control algorithms mentioned in Section
on the same sets of scenarios ranging from 5 to 100 radios. We then transformed the
resultant connectivity graphs for each algorithm to an exact distance-2 conflict graph and ran
an exact coloring algorithm on it to determine the minimum number of legal channels. The
exact-coloring algorithm we used, [I53], implements a branch-and-bound approach, halting if
it finds a solution equal to p(U). While this algorithm can require a non-polynomial amount
of time to complete, only at 100 radios did we encounter scenarios with exceptionally long

termination times.

The results of this comparison are found in Figure [6.7, which shows the average minimum
number of channels required by each power control algorithm. [DIA] has a mean channel
count lower than or comparable to that of all other interference avoidance algorithms we
considered, including [MST| and MATCPC| which were shown in the literature to perform
well. The variance of the channel count for is between 5 — 13% of the mean. As a
comparison, [MST| and MAICPC have between 5 — 12% variance and the other algorithms
have up to 88% variance. It is worth noting that the [LILT| algorithm, which compared
favorably at low radio counts, does not scale well as the number of radios is increased; so we

do not have results beyond the thirty-radio case.

These results indicate that, compared to other interference-reducing algorithms, [DIA] pro-
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Figure 6.7: Comparison of optimal minimum average channel count for various topology
control algorithms.

Average Over-usage

5
£
et
—a

Percentage Over-Assigned
(compared to optimal)

P
2
e
i

0 20 40 60 80 100
Number of Radios

Figure 6.8: Average percentage channels overassigned (as compared to the optimal) by
LoOCAL-RS, error bars represent 95% confidence intervals.

duces topologies with low conflicts. To determine the performance impact of LOCAL-RS we
compare the average additional channels required over the minimum number of channels, in
Figure [6.8] This was accomplished by averaging at least 100 random permutations of 7 for
each topology generated by [DIA] The exact minimum number of channels required was de-
termined by creating a conflict graph that represented the modified distance-2 conflict used
by LoCcAL-RS. Although in the worst case LOCAL-RS can perform arbitrarily poorly, on av-
erage the algorithm requires less than 12% additional spectrum over the optimal. This shows
that although there are more complex coloring strategies possible for channel assignment,
the cost of the complexity may make them poor candidates in comparison to a localized,

selfish strategy such as LOCAL-RS.

To investigate whether the random positioning of radios on the map effects the performance



154

Structured Data Set
tran_28800_r150_dw.graph

Figure 6.9: Structured handset data plotted according to (x,y) coordinates.

of LOCAL-RS, we use a more structured distribution. The positioning data set we used comes
from the Virginia Bioinformatics Institute (http://ndssl.vbi.vt.edu/) [154] [155] 144] and
represents real-world handset locations for a time instant in Portland, Oregon. The entire
data set is plotted in Figure [6.9] and the structure, particularly the presence of roads, is

easily observable.

Using the average radio density for this data set, a random square cut was made inside the
map of such as size that it was expected to contain 100 radios. If the cut contained fewer
than 100 radios, the edges of the cut were increased in length by 10% until the cut contained
at least 100 radios. If greater than 100 radios were contained, radios were randomly removed

until exactly 100 remained.

The structured 100 radio data sets were given an exact conflict-free channel assignment and
compared against the channel assignment from LOCAL-RS. Whereas LOCAL-RS operated
on random data required, on average, 9.8% additional channels, in the structured data it
only required, on average, 6.8% additional. Furthermore, with 95% confidence, these two

averages are distinct from one another. It is not surprising that LOCAL-RS performs slightly


http://ndssl.vbi.vt.edu/

155

better on the structured data, since the structured data can utilize short, direct connections
(particularly along roadways) that do not introduce as much interference. This makes the

connectivity more tree-like, a graph structure that LOCAL-RS operates particularly well on.

6.4.2 Dynamic Networks

We specifically investigate the price of ignorance for dynamic networks, knowing that under
full knowledge the network can use strategies that successfully minimize both objectives. In
Figure [6.10] the price of ignorance is measured for both channel and power objectives for a
50 radio network?l In this figure, a price of ignorance of, for instance, 1.5, means that the

network objective performed 150% worse under that degree of ignorance than full knowledge.

Figure [6.10] shows that the price of ignorance is low for the maximum power objective, re-
gardless of the amount of knowledge. This is not unexpected, as most of the time, little in
the topology needs to change to incorporate a new radio. Recall from Lemma that
if the least power connection for a new radio is less than the current maximum power in
the network, the maximum power will not increase in the new topology. Furthermore, from
Lemma [6.2.10] if this least power connection is greater than the current maximum, this con-
nection will be the new maximum. LOCAL-DIA does not increase any radio’s transmission
power beyond these limits and only in very special cases will the addition of a radio reduce
the maximum transmission power. Particularly as the number of radios in the network in-
creases, the probability that adding a single radio will reduce the maximum transmission

power decreases.

While the objective of minimizing the maximum transmission power is relatively unaffected
by ignorance, the spectral impact objective does not fare so well. The average channel
usage in Figure was calculated using the exact coloring algorithm. The large price of
ignorance at small k-hop knowledge is correlated to the fact that the total power under partial

knowledge is much greater than that under full knowledge, creating more connections. In the

3Similar results were observed for network sizes varying from 5 to 100 radios.
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Figure 6.10: Price of ignorance for a network after a radio is added.

expected sense, increasing the connectivity increases the maximum degree and clique size of
the conflict graph. This in turn increases the number of channels required for conflict-free

operation.

While changing the k-hop knowledge changes the connections in the topology, which in turn
changes the minimum number of channels required, knowledge greater than or equal to 2-
hop is full knowledge and does not change the performance of LOCAL-RS. To determine the
performance of LOCAL-RS under dynamic changes, the restart and continuation strategies
from Section [6.3.2] are compared in Figure [6.12] This shows that there is no significant
difference between the two. Since the restart strategy is an acceptable baseline (with less than
12% average additional spectrum usage over the minimum), this means that the continuation
strategy is also acceptable. Any other strategy that works better than the continuation
strategy is an improvement on LOCAL-RS, and should be considered as the baseline strategy.
Since the continuation strategy requires less overhead than the restart strategy, it should be

used.

Figure[6.11{shows the price of ignorance under radio removal for both transmission power and
spectral efficiency in a 50 radio network. Unlike the results in Figure the remove case
shows that increased knowledge has a negative effect on the network objectives, performing
worse under knowledge than ignorance. This surprising and counter-intuitive result can be

explained by the oft heard expression “what you don’t know can’t hurt you.” Under ignorance
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Figure 6.11: Price of ignorance for a network after a radio is removed, curve fits are within
95% confidence intervals for mean value.

(such as 3-hop knowledge), most radios are not aware that a partitioning has occurred, and
as a result do not react in any way to the radio removal, causing little change to the original
topology. Under larger k-hop knowledge, more radios have more k-hop neighbors that they
are attempting to reconnect with, skewing the initial G4, topology. As discussed earlier,
LocAL-DIA is not a correct strategy, and particularly as the initial topology includes many
additional connections over Gy;,, it has a greater chance of converging to a sub-optimal
topology. Although under ignorance the topology may be missing important low-power
connections, it also does not have many extra high-power connections for LOCAL-DIA to
accidently choose from. In short, most topologies do not need much knowledge to select

low-power connections for use in re-connecting the network.

The curve is non-monotonic because the of this tradeoff. For the 50 radio case depicted in
Figure leading up to 12-hop knowledge there is enough information that radios make
increasingly poor choices yet not enough to begin to achieve some benefit from it. Beyond 12-
hop knowledge, the performance improves because of the available knowledge. This suggests
that there may exist better strategies than LOCAL-DIA-REMOVE, particularly when there

is larger amounts of knowledge available.

The impact on the spectral performance due to partial knowledge and dynamic changes is
caused by LOCAL-DIA rather than LOCAL-RS. Partial knowledge has no direct effect on

LocAL-RS, which requires only 1-hop knowledge to operate. We investigate the effect of
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Figure 6.12: Average minimum required channels for LOCAL-RS restart and LOCAL-RS
continuation after adding a radio

dynamic changes on LOCAL-RS by comparing the restart and continuation strategies from
Section [6.3.2] are compared in Figure [6.12] This shows that there is no significant difference
between the two. Since the restart strategy is an acceptable baseline (with less than 12%
average additional spectrum usage over the minimum), this means that the continuation
strategy is also acceptable. Any other strategy that works better than the continuation
strategy is an improvement on LOCAL-RS, and should be considered as the baseline strategy.
Since the continuation strategy requires less overhead than the restart strategy, it should be

used.

6.4.3 Knowledge and Performance

The performance benefits of increasing the amount of knowledge available to the radios in
the network are clear. However, this knowledge comes at a cost, requiring more transactions
as the amount of knowledge increases. To understand the impact of aquiring knowledge, we
need a metric that allows a comparison between the network performance (with respect to

the power and spectrum objectives) and the cost of acquiring knowledge.

We have shown that globally (and LOCAL-DIA locally) minimizes the maximum trans-
mission power in the topology. These strategies also are local minima for the sum power in the

network. We have also observed that the number of channels required to have interference-
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free connectivity is affected by the overall connectivity of the network. As the connectivity
in the network is increased, the expected number of required channels also increases. If the
total power used in the network is decreased, we also expect to see improvement for both

objectives.

As a proxy measurement for these objectives, we can measure the total packet energy. The
total packet energy for data is calculated as the amount of energy required to transmit, via
unicast, a data packet from every radio to every other radio, using the least-power route
between every pair of radios in the network’ The power used by the radio at each hop along
the route in the topology is summed and this value is totaled for every radio pair. To convert
from power to energy, we multiply this power total by a constant equal to the length of time

for a packet transmission, which assumes that all packets are of equal transmission length.

To measure the cost of maintaining the network topology, we measure the total packet energy
required for knowledge by calculating the amount of energy needed to transmit an update
message from every radio to each of its k-hop neighbors. As with the data measurement,
this is calculated by determining the least power route from each radio to each of its k-hop
neighbors. The power used by each radio to reach, via unicast, every k-hop neighbor is
summed. We use the same time constant as with the data packets to convert from power to

energy.

Figure [6.13] shows the total packet energy required for just data and also for the sum of the
data and knowledge packets, if data packets are sent at the same frequency as knowledge
updates. This shows that increasing knowledge decreases the total packet energy required
for data. It also briefly decreases the total packet energy required for knowledge, but then
this begins to climb. There is a “sweet spot” for energy around 5-hop knowledge, in which
the sum total packet energy is lower than at full knowledge. This is the point at which the
total energy cost of knowledge is minimized. To make a better sense of the amount of partial

knowledge radios have, we calculated the average fraction of network a radio is aware of. For

4Unicast is used rather than multicast with the wireless broadcast property to give an upper bound on
the amount of power required
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Figure 6.13: Average total packet energy required for 50 radio network.
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Figure 6.14: Percent additional total packet energy required under full knowledge as com-
pared to minimum total packet energy under partial knowledge for 50 radio network.

5-hop knowledge, radios have, on average, awareness of 70% of all network nodes. We also
noted that this value remains same across various network sizes, with the density kept fixed.

This indicates that our algorithm scales well with network size.

This example is for a low ratio of data to updates. Assuming the amount of data stays
constant, as a network becomes more mobile, the number of updates required to maintain
k-hop knowledge increases proportionally to the data. Figure|6.14]illustrates this sweet spot
for different ratios of data to updates. It shows the percent difference between the minimum
total packet energy and the full knowledge total packet energy. As expected, when the
network is relatively stable, and the ratio of data to updates is high, having full knowledge
gives the best performance. When the network is dynamic, and the ratio of data to updates

is low, having partial knowledge gives a lower total packet energy.
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6.5 Conclusion

present a novel approach to achieving end-to-end objectives through learning and rea-
soning. By breaking down network objectives into multiple local cognitive element goals,
operate in a selfish, distributed and self-organized manner. The network performance
these selfish cognitive elements achieve is dependent on the amount of knowledge they have
about the network. While having full knowledge can allow for optimal decisions, the lack
of knowledge may lead to some degree of sub-optimality. Depending on the problem to
be solved and the strategy employed, sometimes having more knowledge illuminates better
solutions, while other times it may just add redundancy to the system. Regardless of the
network benefit these partial-knowledge solutions provide, there is always a network cost to
acquiring, communicating and maintaining knowledge. Both of these factors must be taken

into account to determine how much knowledge the cognitive elements need.

For the particular topology control problem examined here, the network achieves its end-
to-end goals as the individual elements align their selfish objectives to the objectives of
the network. We determined that this selfish approach is a potential game, meaning that
network convergence and stability are guaranteed. When cognitive elements operated under
full knowledge, they create a topology that minimizes the maximum transmission power and
the spectral impact is comparable with other interference reduction schemes. Furthermore,
the average spectrum usage of this topology is within 12% of the absolute minimum. For
dynamic networks, we show that as radios join the network, more knowledge provides better
spectral performance; on the contrary, when radios leave the network, some ignorance in the
network achieves better performance. Finally, we determine that the cost of maintaining full

knowledge is justified only when the network is fairly static.
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Chapter 7

Conclusion

This research proposed the idea of a a network composed of elements that, through
learning and reasoning, dynamically adapt to varying network conditions in order to opti-
mize end-to-end performance. In a decisions are made to meet the requirements of the
network as a whole, rather than the individual network components. We identified exciting
applications of this for wireless networks, where can intelligently select and adapt ra-
dio spectrum, transmission power, antenna parameters and routing tables to meet network
requirements. Spectrum management and power management, in particular, have broad

economic and policy implications, with interest from both the military and industry.

represent the evolution of the [CR] concept that has swept the radio communications
field by storm. Although the concept of may seem an extension of [CRk, it should be
noted that most [CR] research has focused on how changes to the physical layer affect the
radio. Even the fundamental question of how well multiple [CRk would work together in
simple network configurations has been given limited attention. By formalizing the design,
architecture and tradeoffs of cognition at the network level, our work has had a broad impact

in advancing the paradigm of intelligent communication devices.
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7.1 Summary of Contributions

We list the problems and requirements that motivate [CNk: network complexity, the wireless
medium and end-to-end objectives make current approaches to network design inadequate.
Complexity, particularly in wireless networks, is a problem that cannot be solved or un-
derstood easily using local and reactive networking protocols. The layered approach to the
network stack at times prevents the network from achieving end-to-end goals. Although
other networking concepts have addressed some of these shortcomings, none have addressed

all of them.

Two of these concepts, cross-layer design and [CR] are shown to be related to, but distinct
from, [CNk. Their strengths and weaknesses are highlighted, and many of the capabilities
absent from their feature set are drawn into the definition and framework of [CNk. In the
course of this survey of related work, several models for analysis are presented. Additionally,

a survey is made of the related work published since this research began.

Having discussed the background and related work of the concept, the system design
and framework are formally defined. The definition of [CN| emphasizes its end-to-end and
network-wide scope and provides the foundation for the system framework. This frame-
works consists of three layers: the requirements layer, the cognitive process and the software
adaptable network. The requirements layer takes the user, application or resource goals and
translates them into objectives for the cognitive process. The cognitive process attempts to
determine the set of parameters that meet these objectives, using learning and reasoning to
make decisions. The cognitive process depends on the to provide action control (over

modifiable network elements) and make observations (through network status sensors).

Three critical design decisions are identified from this framework: selfishness, ignorance and
control. To analyze the effect on performance that these design decisions have on the [CN]

the “price of a feature” metric is developed. Two extensions of this metric, the expected
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price and bounded price, are used extensively in the remainder of the work. The bounded

price measures the worst-case performance of a design decision.

We identify two classes of [CNE, the potential and quasi-concave classes, based on the selfish,
rational objectives of their cognitive elements. These two classes have several important
properties. When properly aligned with the network goals, they arrive at either locally (in
the case of potential) or globally (in the case of quasi-concave) optimal . Furthermore
the quasi-concave equilibrium are and have interesting bounded prices under selfish-
ness, indistinguishable information, and partial control. We identify several applications of
these classes: TopoPowerControl, TopoChannelControl, PowerControl, SizeControl, and Win-
dowControl. TopoPowerControl and TopoChannelControl are used as cognitive elements for a
dual-objective spectrum-aware topology control problem, and a multicast variation of

PowerControl is adopted in a [CN| multicast lifetime maximization problem.

For the multicast lifetime problem, PowerControl operates in conjunction with two other
cognitive elements, DirectionControl and RoutingControl, to control the transmission power,
antenna beam angle, and network routing table at every radio. The is designed to
operate in conjunction with any routing protocol, and it was shown through simulation that
it can increase the lifetime of simple multicast protocols by over 125%. Furthermore, the
price of the critical design decisions shows that partial knowledge has a much larger effect

on performance that either ignorance or selfishness.

Unlike the single objective multicast problem, the spectrum-aware topology control problem
is has dual objectives: to simultaneously minimize both the maximum transmission power
of the radios and the spectral footprint of the FDMA]scheme. The [DIA]algorithm is proven
to converge to an optimal power configuration, and the LOCAL-RS algorithm is observed
to converge to within 12% of the minimum number of frequency channels. The problem
is then examined under partial knowledge for dynamic networks in which radios are added
and removed. Surprisingly, it was observed that less partial knowledge is better than more

partial knowledge when radios are removed from the topology. The energy cost of sharing
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full knowledge is shown to be high in highly dynamic networks, making partial knowledge

preferable, even if it results in topologies that are less energy efficient for data.

7.2 Future Work

Given that this research was the first serious investigation into [CNE, there is plenty of work

yet to be done. This list represents a few open topics and questions.

e The cognitive element architecture

While this work provided a framework for the to operate in, it did not specify
much detail for a generic cognitive element. Functional capabilities such as a data
repository, cognitive engine, or inter-element communication framework are still ill-

defined and open to interpretation.

Implementation issues

This research focused on describing the concept and then implementing it via
simulation. Real-world experimentations with [CNk will identify design problems, flesh
out implementations details, and reveal limitations. This will require the use of open
radio and network platforms to act as the first [SAN] Unfortunately, the existing radio

hardware is still immature, and the is at this point is conceptual in nature.

Stronger learning and reasoning

The learning and reasoning used by the cognitive elements in this work is basic, learning
from well defined action sets and reasoning using a deterministic, algorithm based
strategies. Future research should utilize stronger techniques, perhaps perhaps using
a database to store past decisions and outcomes for learning and stochastic meta-
heuristics like genetic algorithms or neural networks for reasoning. While game theory

is an excellent model for selfish behaviors, it does not represent cooperative schemes
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well. Being able to model cooperative schemes will allow parallel reasoning schemes to

be investigated.

e Distributed cognitive processes

The cognitive processes in this work are distributed and selfish. Examining other
distributed processes that are cooperative, operate well on partial knowledge, and

employ techniques to avoid local solutions will give [CNf a larger cognitive arsenal.
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Appendix A

Acronyms

API Application Programming Interface

APl Average Path Interference

ATM Asynchronous Transfer Mode

BIST Biological, Information, Social, and Technical

CA Cellular Automata

CN cognitive network

CR cognitive radio

CDPS Cooperative Distributed Problem Solving

CLICA Connected Low Interference Channel Assignment
CRM Cognitive Resource Manager

CRN Cognitive Radio Network

CSL Cognitive Specification Language

CTVR Centre for Telecommunications Value-Chain Research
DIA j-Improvement Algorithm

DAI Distributed Artificial Intelligence

E2R Il End-to-End Reconfigurability Project II
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EA Evolutionary Algorithm

EPF Exact Potential Function

EPG Exact Potential Game

FCC Federal Communications Commission

FDMA Frequency Division Multiple Access

FIP Finite Improvement Path

GA Genetic Algorithm

GePG Generalized e-Potential Game

GOPG Generalized Ordinal Potential Game

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

IF Intermediate Frequency

IMST Interference Minimum Spanning Tree

IP Internet Protocol

JTRS Joint Tactical Radio System

KP Knowledge Plane

LILT Low Interference-Load Topology

KQML Knowledge Query Markup Language

MAC Medium Access Control

MAICPC Minimize the Average Interference Cost while Preserving Connectivity
MAS Multi-Agent System

MILP Mixed Integer Linear Program

MMLIP Min-Max Link Interference with property P
MMNIP Min-Max Node Interference with property P

MOO Multiple Objective Optimization



MST Minimum Spanning Tree

NE Nash Equilibrium

NKRL Network Knowledge Representation Language
OODA Observe, Orient, Decide and Act

OPF Ordinal Potential Function

OPG Ordinal Potential Game

OSI Open Systems Interconnection

P2P Peer-to-Peer

PHY physical

pMOOEA parallel Multiple Objective Optimization Evolutionary Algorithm
PO Pareto Optimal

PONE Pareto Optimal Nash Equilibrium

PMST power Minimum Spanning Tree

QoS Quality of Service

RF Radio Frequency

RKRL Radio Knowledge Representation Language
SAN Software Adaptable Network

SCA Software Communications Architecture

SDR Software Defined Radio

SDS Sequential Dynamic System

SGML Standard Generalized Markup Language
SINR Signal to Interference and Noise Ratio

SLA Service Layer Agreement

SON Service Overlay Network

SSH Secure Shell
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SyDS Synchronous Dynamic System

TDMA Time Division Multiple Access

UMTS Universal Mobile Telecommunications System
WLAN Wireless Local Area Network

WPG Weighted Potential Game

XML eXtensible Markup Language
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