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(ABSTRACT)

Dynamic spectrum access (DSA) wireless networks focus mguRF spectrum more
efficiently and dynamically. Significant progress has beadeduring the past few years.
For example, many measurements of current spectrum titiizare available. Theoretical
analyses and computational simulations of DSA networks atound. In sharp contrast,
few network systems, particularly those with a decentealigtructure, have been built even
at a small scale to investigate the performance, behawdrdgnamics of DSA networks
under different scenarios. This dissertation providesttie®ry, design, and implemen-
tation of a software radio-based decentralized DSA netvpodtotype, and its enabling
technologies: software radio, signal detection and diaasion, and distributed coopera-
tive spectrum sensing.

By moving physical layer functions into the software domaioftware radio offers an
unprecedented level of flexibility in radio development aperation, which can facilitate
research and development of cognitive radio (CR) and DSAvarés. However, state-
of-the-art software radio systems still have serious perémce limitations. Therefore, a
performance study of software radio is needed before applyin any development. This
dissertation investigates three practical issues govgrsoftware radio performance that
are critical in DSA network development: RF front end noeénty, dynamic computing
resource allocation, and execution latency. It provideait#el explanations and quantita-
tive results on SDR performance.

Signal detection is the most popular method used in DSA ndésvim guarantee non-
interference to primary users. Quickly and accurately atetg signals under all possible
conditions is challenging. The cyclostationary featureedigon method is attractive for
detecting primary users because of its ability to distisguetween modulated signals,
interference, and noise at a low signal-to-noise ratio (5MRwever, a key issue of cyclo-
stationary signal analysis is the high computational costtackle this challenge, parallel
computing is applied to develop a cyclostationary featwreel signal detection method.
This dissertation presents the method’s performance otipteusignal types in noisy and
multi-path fading environments.



Distributed cooperative spectrum sensing is widely eretbte monitor the radio en-
vironment so as to guarantee non-interference to incumis®ers even at a low SNR and
under hostile conditions like shadowing, fading, intezfeze, and multi-path. However,
such networks impose strict performance requirements talagency and reliability. De-
layed or faulty data may cause secondary users to interfilharveumbent users because
secondary users could not be informed quickly or reliably.stlipport such network per-
formance, this dissertation presents a set of data proogsmanagement schemes in both
sensors and data fusion nodes. Further, a distributed catogesensor network is built
from multiple sensors; together, the network compiles soafit semantic radio environ-
ment map for DSA networks to exploit available frequenciggartunistically.

Finally, this dissertation presents the complete desiga decentralized and asyn-
chronous DSA network across the PHY layer, MAC layer, nekwayer, and application
layer. A ten-node prototype is built based on software radahnologies, signal detec-
tion and classification methods, distributed cooperafpeEsum sensing systems, dynamic
wireless protocols, and a multi-channel allocation akhon. Systematic experiments are
carried out to identify several performance determinirggdes for decentralized DSA net-
works.
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Chapter 1

Introduction

1.1 Background on Dynamic Spectrum Access

When James Clerk Maxwell developed the classical electyoetsc theory which synthe-
sized all previous unrelated observations, experimendseguations of electricity, mag-
netism and even optics into a consistent theory by his egustiMaxwell’'s equations — he
must have been excited to demonstrate in theory that elggtmagnetism and light are all
manifestations of the same phenomenon: the electromadieddi [1]. However, he might
not expect what a foundation he built for the wireless tetdbgies that would be invented
later all over the world following his theory. In fact, he evéidn’t live until Heinrich Hertz
became the first person to experimentally verify his préalicthat electromagnetic waves
exist and propagate with a finite velocity [2]. After that, Maese Guglielmo Marconi’s
demonstration of a transatlantic radio link in 1901 begammlinear history of wireless
technology development that has extended to today and Aasatically changed the world
[2].

As of today, wireless technology routinely touches ourydkié, from cell-phones to
police radios, from TV sets to garage-door openers. FoligWwilaxwell's equations, every
wireless device depends on access to the radio spectrumeudoveven though wireless
technology has advanced dramatically during the past pgmadio spectrum in USA has
been tightly regulated by the government using primarilg éiked method -command
and controf by this method, the entire radio spectrum is divided intecks of frequencies
established for a particular type of service over diffeigggraphical regions. Most other
countries adopt similar policies [3].

Historically, such a policy was made at a time when broadeaib dominated the ap-
plications and a channel would be used almost all the timeveyer, as radio technologies
have advanced and their applications are now diverse, rhasinels are not used in that
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way. When the allocated spectrum is not utilized, and noratpplications can access it, it
is essentially a waste of spectrum. This fact is verified bypymacent spectrum measure-
ments [4, 5, 6]. For example, measurements reported in 20@hbred Spectrum Com-
pany (SSC) showed that the average spectrum occupancylbtrex eadio bands between
30 MHz and 3 GHz was 5.2% as observed over multiple typicajjggahical locations [7].

On one hand, there is only limitexiveetspectrum, basically from 500 MHz to 5 GHz.
This spectrum is desirable because:

e Atlow carrier frequencies, first there is less absolute badth, and, second, anten-
nas cannot be too small if they are to operate efficiently.dxample, at 100 MHz,
a quarter-wave antenna would be about 75 cm long, which yoteslit from most
mobile or portable applications.

e Signals in this range penetrate buildings well and the aatamtelectronic compo-
nents are inexpensive.

e Asfrequency increases, signals have poor penetratiorexgpehsive electronic com-
ponents are needed to support communications. MoreovRiglafrequencies, in-
teraction with biological tissues is non-negligible.

This explains why carriers in the late 1990s bid hundredsilbbibs of dollars of on 3G
spectrum [2], and the spectrum utilization efficiency in teflular bands is at the highest
level in reported spectrum measurements [4, 5, 6, 7].

On the other hand, demand in spectrum continuously incsdaseause:

e The increasing use of wireless services, particularly etiied by the number of
mobile phones (It is now more than four billion and has appnately doubled in
the past four years) [8].

e Theincreasing data load being transmitted. For exampterdimg to Cisco Systems
Inc., the data load from mobile devices in 2009 is 17 petabyee month, and it will
roughly double in every following year until 2013 [9].

e The emergence of multi-mode products (those includingipialtadio functions in
a single device).

The limited available spectrum and continuous increaseeaiahd might lead to “spec-
trum scarcity”, which causes people to think about a possibectrum drought” [10].
Such a fear and the sharp contrast of spectrum usage effiaendifferent bands (shown
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in the above spectrum measurements) led the research catyrand government agen-
cies to explore a new paradigm in spectrum management — Ogrgpectrum Access
(DSA). DSA allows secondary users opportunistically to sigectrum allocated for privi-
leged users when it is idle while guaranteeing non-interfee to those users (or keeping
interference below an acceptable threshold). Therefog&fundamental goal is to best
utilize the spectrum resource in all three dimensions:uesgy, space, and time.

Further, new mobile services and applications are emegingkly. However, by the
current policy, spectrum re-allocation is difficult and alg lags many years behind the
need. DSA allows new wireless service providers to accesstispn quickly. Therefore,
DSA can bolster wireless technology innovations in the Inmg

1.2 Radio Technology Evolution

Supporting DSA requires revolutions in radio and wirelestswork technologies, wireless
standardization and spectrum management policy, anddasimodels [11]. Historically,
these domains have co-evolved since the first generatioarnfmercial radios were used.
This section intends to briefly review the evolution of ratkohnology (and its interaction
with the regulatory policies), and to argue that now is theetto realize DSA, at least from
the technology perspective.

Modern wireless systems are the result of advances in ird@oom and control the-
ory, signal processing, electromagnetic field theoryuiirdesign, and computing technol-
ogy. But historically, the early stage (before 50’s) of mtichnology revolution was pri-
marily focusing on interference control, communicationfpenance, and cost and power
consumption reduction. For example, the first generatiodafse-code-based spark-gap
transmitters (a very broadband device) immediately hadudgsional interference prob-
lems, when other people tried to duplicate Marconi’s sueee®l deployed similar radios
in 1901 [2]. This first “spectrum scarcity” led to inventiomh carrier based radios. Be-
fore Edwin H. Armstrong invented FM radios in 1933, researchadio technology was
focused on AM radio and its architecture optimization. Ptthe discovery of the iono-
sphere, people thought that the only high frequency (HR)@gation mode was diffraction
around the curvature of the earth. The lower the frequeheylgss was the diffraction loss.
Everybody wanted to get as close to DC as they could. Therefotremporary “spectrum
scarcity” happened in the 20’s. The result was that radiotenna were forced by the reg-
ulatory agency to use frequencies above 1.5 MHz. Howevemthateurs quickly showed
that 1.5-30 MHz is quite useful for long-distance commuticzavia the ionosphere (thanks
to the discovery of the ionosphere’s existence by severahsts [12]), therefore, resolv-
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ing this “spectrum scarcity” problem. After that, the usabhrrier frequency in radio
technologies was continuously pushed higher and highenéoy years.

Meanwhile, information theory was developed, culminatimd 948 with the famous
channel capacity theoreneveloped by Claude Shannon. This provides a theoretigal fo
dation establishing the relation between information eette bandwidth in the presence of
noise. Shannon’s theorem is of significant importance titate the “spectrum scarcity”
problem. Here a brief introduction to the theorem is neededr the special case of a
band-limited channel corrupted by stationary additivete/@aussian noise (AWGN), the
channel capacity’, in bits per second, is determined as:

C' = Blogy(SNR + 1) (1.1)

whereB is the channel bandwidth (in hertz) aAv R is the signal-to-noise ratio over that
bandwidth. Shannon’s theorem contains much more thanhhbiskEq. 1.1 is enough to
illustrate the point. Whew N R is fixed (so is the signal transmitting power ), according
to Eg. 1.1, there is a theoretical limit on the data rate tlaat lze transmitted via a radio
link, and this limit increases linearly with the availablangwidth. However, when the
bandwidth is fixed, the signal transmitting power must iaseexponentially to support a
linear increase in the data rate. Therefore, from a resausage perspective, increasing the
channel bandwidth is the more efficient way to support a hrighéa rate. However, if the
total available bandwidth is limited (this is true in somese, at least fosweetspectrum,
as we saw above), the total aggregated data rate is limiteds (e number of users).
On the other hand, to raise the data rate over a fixed bandvadtbexponential increase
in power is needed. Accordingly the signal’s interfereregion increases exponentially,
thereby reducing the number of users that can co-exist inogrgphic region. This is
related to an important concefiequency re-usapplied by cellular systems.

The next thirty years saw the prosperity of transistor,graéed circuit (IC), and com-
puting technology. Meanwhile, the cellular concept emergeate 40’s to solve another
“spectrum scarcity” — an over demand in mobile telephoneiseoperating in 150-MHz
band since 1946 [2]. However, it went through decades ofniglclyy development and
then years of hearings before the trial service was finalplaed in 1978 in Chicago,
lllinois [2]. The first generation cellular system in the USAdvanced Mobile Phone
System (AMPS), was an analog FM-based system, using fregtgivision multiple ac-
cess (FDMA) and supporting frequency-division duplexik@pD). The combination of
frequency re-use and hand-off in cellular systems dramlatimcreased the available num-
ber of channels in many geographic regions, therefore rsplttie over demand problem,

Feng Ge 4



and started a novel and astonishingly successful businedsim

It is relevant that cellular systems were finally made pcattby advances in IC and
computing technology. The network management involvedriplementing frequency
re-use and hand-off requires a significant computatiored.loWithout modern IC and
computing technology, the hardware would be impracticalljnbersome. This is even
more true for code division multiple access (CDMA) basedasdageneration cellular sys-
tems. Mitigating the near-far problem during hand-off ielsgystems requires tremendous
amounts of computation, and CDMA handsets are consequzatiplex in terms of signal
processing [2].

With the continuous cost reduction in IC manufacture, digihdios became inexpen-
sive and began to dominate because of their clear advarite@jes

o Adigital receiver need only distinguish between a finite hemof waveforms, there-
fore it is possible to recover digital information distattey noise and interference.

e Many signal processing techniques are available to impsygtem performance:
source coding, channel coding, equalization, encryption.

¢ Digital ICs are inexpensive to manufacture and even complegs can be mass
produced at low cost.

¢ Digital radios can integrate voice, video, and data intanglsi system.

¢ Digital communications systems provide a more flexible¢rdtibetween bandwidth
efficiency and energy efficiency than analog communications

One good example to show digital radio’s advantages is GRbsitioning System (GPS),
which suffers from large path loss and Doppler frequencit.sBased on highly sophisti-
cated application-specific integrated circuit (ASIC), adaim GPS device has a tiny size
and is just one sub-function of most smart-phones. Furdgital radios are able to support
a high data rate by exploiting a wider frequency bandwidtbyjling complex waveforms
and performing coding and error correction. This is exefigaliby the data rate increase
in 3G and 4G cellular systems. The culmination is multiplptit and multiple-output
(MIMO) based CDMA or orthogonal frequency-division mulg@ccess (OFDMA) radios
containing sophisticated ASICs.

The above trend is a continuous optimization of spectrutization efficiency and
radio resource usage. As the digital proportion of radiakthe computing ability (follow-
ing Moore’s Law) continuously increase, functions realipeeviously in highly optimized
ASICs at the hardware level can now be supported in the softdamain. Coined by
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Mitola in 1992 [14],software (defined) radi(SDR) becomes feasible. By the IEEE def-
inition, SDR is a type of radio in which some or all of the ploailayer functions are
software defined [15]. It promises a high level of reconfidiliy and flexibility, and has
a lot of advantages, for example [16]:

e multi-mode capability,

reduced content of expensive custom silicon,

reduced parts inventory,

DSP can compensate for using cheaper RF components,

lower life-cycle cost,
e faster time to market.

Quite different from previous radios whose functions aredetermined and hardware
based, SDR further allows radios to be adaptive. Commuaitaystems can monitor their
own performance, and reconfigure their own parameters tooveptheir performance by
some form of closed-loop action.

Even further, such adaption can be intelligent and radiosewan learn from different
contexts. Mitola envisioned such a radi@egnitive radioin his dissertation [17]. Cogni-
tive radio (CR) is aware of its environment and internalestand can make decisions about
its operating behavior based on that information and predéfobjectives [15]. During the
past 10 years, research in CR has proliferated [18, 19]. diicp&ar, machine learning and
artificial intelligence are now widely applied in CR resdaf20, 21, 22].

As implied above, radio technology and spectrum managepadictes have co-evolved.
Historically, policies have dominated the relationshimfaftunately new polices almost
always lag behind new technologies, examples include theterent of policies for the
AMPS system (11 years later), Personal Communicationsi&e(®CS) (6 years later),
and Advanced Wireless Services (AWS-1) (6 years later). [23)wever, often when a
novel technology successfully forced the enactment of apwiay, this technology would
later bring significant social and economic benefits. Thetrpomminent case is the cellu-
lar technology. As of today, it is the largest wireless comioations market and there are
more than four billion mobile phone users worldwide [8].

However, there was a remarkable exception to the usuabictien between radio tech-
nology revolution and spectrum management policy evalutibhe Federal Communica-
tions Commission (FCC) began to consider the now-famousemded band operation in
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1981 [24]. It released in 1985 the “First Report and Order@FRvhich consists of the
original set of rules governing unlicensed access to thasgmil, scientific and medical
(ISM) bands. The following 25 years have witnessed a steadwity in the unlicensed
device industry such as cordless phones, sensor devigestaeontrols, and outdoor
point-to-point links [24]. In particular, the wireless lcarea network (WLAN) is today
a ubiquitous unlicensed device in our daily life. The Wi-Fanket has become the second
largest wireless communications market in the world (beloinly cellular telephony) and
for 2010 is projected to approach 1 billion units. Therefiris no surprise to see that
spectrum utilization efficiency of the ISM band is among tighlkst levels indicated by
recent spectrum measurements [4, 5, 6, 7].

In a broad sense, dynamic spectrum access has already bplyedin existing wire-
less networks such as cellular networks, cordless phoriersgsand WLANs. But DSA
only happens on limited bandwidth in those networks. Sudivorks’ wide deployment
and high spectrum utilization efficiency are encouragirg dpplication of DSA to even
broader bands. Today’s technology in radio systems andank$was well as computing
devices is mature enough to make this happen. For examplérghtrial deployment of a
white spaces network announced in October, 2009 in Virg2sd brought (or will bring)
broadband Internet to rural America over unused TV broaduasaves. Furthermore, ap-
plying software and cognitive radio in DSA applicationslwélvolutionize communications
[18].

1.3 Current DSA Technology Efforts

Dynamic spectrum access can be applied in centralized netwitke cellular systems,
or decentralized networks like mobile ad-hoc networks (MEANS). This section briefly
review some current research efforts in the DSA technoltigyves a short introduction to
four IEEE standards involving DSA, and then presents a bsoaeky of research activities
in decentralized DSA networks.

1.3.1 Centralized DSA Networks

Applying DSA in centralized networks has made substantiajpess during the past ten
years. It is represented by four wireless standards: IEEE180, IEEE 802.11y, IEEE
802.16h, and IEEE 802.22. This section briefly introduceg tASA working mechanism.
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IEEE 802.11h

IEEE 802.11h (or IEEE 802.11h-2003) is an amendment addéeé I&EE 802.11 standard
for providing Dynamic Frequency Selection (DFS) and Tramdgtwer Control (TPC)
to the IEEE 802.11a MAC. According to the amendment, WLANarshspectrum with
primary-use devices like satellites and military radateyss in the 5-GHz frequency band
[26].

DFS enables WLAN devices to detect other devices using thee sadio channel;
once detected, the devices operate on another channeks$sey. DFS is responsible for
avoiding interference with other devices, such as raditesys and other WLAN segments,
and for uniform utilization of channelgAn access point specifies the usage of DFS in the
data frames that WLAN stations use to find the access.pdhm access point initiates a
channel switch by sending a frame to all stations assocwitidhe access point.

TPC is intended to reduce interference from WLANS to sa&fiervices by reducing
the radio transmitting power WLAN devices use. TPC can abBased to manage the
power consumption of wireless devices and control the rdoegeeen access points and
wireless devicesAn access point specifies TCP support in the frames it trassoWLAN
stations Radio power in a WLAN segment can be adjusted to reducefémézrce with
other devices while still maintaining sufficient link mangor data communication in the
wireless network.

IEEE 802.11y

IEEE 802.11y is an amendment to IEEE 802.11-2007 standatduvii enable high pow-
ered Wi-Fi equipment to operate on a secondary basis indbeded frequency band (3650
to 3700 MHz) in the United States, except when near a grameifadl satellite earth station
[27]. The above equipment can operate at distances of 5 &tlen® or more supporting
applications like back hauls for municipal Wi-Fi networksdapublic safety and security
networks.

According to the FCC's final rules for a novel “lite licensirggheme in the 3650-3700
MHz band [27], licensees only need to pay a small fee for aonatiide, non-exclusive
license. However, they will pay an additional nominal fee éach high powered base
station that they deploy. Licensing is not required by eitte client devices (fixed or
mobile) or their operatorddowever, these devices must receive an enabling signaldrom
licensed base station before transmitting. All stationsniie identifiable in the event they
cause interference to incumbent operators in the bawtording to IEEE 802.11y, multi-
ple licensees’ devices usecantention based protocethen transmitting in the same area.
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Licensees are required to resolve the dispute between #hesssf interference between
them, or the devices that they have enabled, cannot be raddigitechnical means.

IEEE 802.16h

IEEE 802.16h specifies improved policies and medium acoessal enhancements, to
enable coexistence among license-exempt systems basdeEan Standard 802.16 (or
WIMAX) and to facilitate the coexistence of such systemshwatimary (non-WiMAX)
users [28]. It targets at local and metropolitan area néksviorthe 5.8 GHz, 3.65 GHz, and
other frequency bands.

This standard specifies two architectures for networks sélséations (BSs) [28].

e Ad-hoc network architecture. BSs use cognitive radio diggdo interact with each
other following a set of coexistence protocols which retpiBESs to share data among
them and to provide service to subscriber stations (SSreTlis no authentication
server.

e Centralized network architecture. A distributed local BiSntifier servers (BSISs)
and Radius are deployed with a centralized Root Radius 6eBach service BS
needs authentication by the local Radius server. BSs leaneighbors by querying
BSIS of different network and coexistence time slot mecéani

IEEE 802.22 Wireless Regional Area Network (WRAN)

IEEE 802.22 is a standard for Wireless Regional Area Neta/¢gtdRAN) using white
spaces in the TV frequency spectrum between 54 and 862 MHz [ development
of the IEEE 802.22 WRAN standard is aimed at using cognitacka techniques to allow
sharing of geographically unused spectrum allocated td#hevision Broadcast Service
on a non-interfering basis. It mainly aims at extending db@and access in low population
density rural areas by using the TV broadcast bands for thedter signal propagation
characteristics.

The IEEE 802.22 WRAN will be a centralized system consistihigase stations (BSs)
and customer-premises equipment (CPE). All the BSs areembed to Authentication,
Authorization and Account Servers through an IP networkchHaS and CPE is capable
of sensing. The CPEs will be sensing the spectrum and wilebdiag periodic reports to
the BS informing it about what they sense.

Upon initialization, each BS has to consult TV usage datalzes regional WRAN
information database to identify candidate channels, geform sensing to confirm va-
cancy of channels, and finally establish operation on a tad&annel. The CPE will scan
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previous list of candidate channels or all downstream casrumtil it finds a valid down-
stream signal. After acquiring super-frame control hed8&H) which contains informa-
tion about system type, channel, channel bonding, quignggrthe CPE will sense on all
relevant channels surrounding the operating channel, branoupstream and downstream
parameters and perform initial ranging.

1.3.2 Decentralized DSA Networks

The above four technologies are primarily focused on cén&éwireless networks, which
are well studied and standardized. However, supporting D3Kecentralized wireless net-
works drives the complexity both within individual nodegdasver a whole network to an
unparalleled level [30]. Both innovative protocols and eloarchitecture are needed. For
example, the most basic requirement in DSA networks is toaguae non-interference to
incumbent users while using RF spectrum more efficientlydymmically. This requires
a new set of functions related to spectrum sensing at the Riy&r.| Node cooperation
protocols and possible policy modules are also needed [@0mpared to conventional
MANETS, the coupling of channel allocation, power contesid topology control is more
likely in DSA networks because of the dynamics in the radieiremment and over the
network [31, 32, 33]. Further, cross-layer architecturirdamentally necessary in DSA
wireless networks because the operating frequency barehdsn the channel occupancy
measured at the PHY layer and directly impacts the abovedayath within and across
nodes [34]. Moreover, new protocols and methods like DisompTolerant Networking
(DTN) protocols and Content Based Access (CBA) techniquesiso being included in
DSA network design to cope with network connection dismpgiunder different environ-
ments [35, 36].

Partly because of the above system complexity and partlsiusecof the unavailabil-
ity of a suitable open platform [37], few physical networksvh been built, even at a
small scale, to investigate the performance and dynamids@éntralized DSA networks.
Nonetheless, good theoretical analyses and simulatioreslieen carried out. For exam-
ple, coupled power control and channel allocation optitwraare heavily investigated
[32, 33]. Game theory is introduced to propose new protoicodpectrum sharing and to
investigate individual nodes’ behavior in cognitive radetworks [38, 39].

Widely known in this research community are two built netkeorDARPA's XG [30]
and Wireless Network after Next (WNaN) projects [36]. Thetfgenerated several publi-
cations which present significant results and insights welb@ing spectrum sensing meth-
ods, building individual DSA nodes, and testing overallteyss in different network sce-
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narios and RF environments [30, 31]. For example, it reguarecomplicated software
system in XG radios to support four principal parts: a DSAiraga sensing subsystem,
a communication subsystem, and a policy module [30]. Siegeral functions must run
simultaneously, multi-threading is essential to the systkesign. Published results de-
scribing field tests report that a sensing delay at even ode nan dramatically degrade
the DSA network performance and cause interference to ibeatusers [31]. Overall,
this project reflects the complexity of DSA node architeetand some unique dynamics
in DSA networks under different RF environments. Howevee, published results from
the XG project are based on a six node network [30, 31]. An @b goal of WNaN
is to scale the network size up to about a thousand nodes T3%$. scaling requirement,
together with newly included functions and algorithms IBBA and DTN [36] will dra-
matically increase the system complexity. Unfortunatigy details about the project are
yet publicly available as the present paper is written.

As intelligence and “cognitive” capabilities are increagy introduced into wireless
nodes and network protocols, cognitive radios [20, 22] avghdive radio networks [40,
18] can support better communication quality of service§while more efficiently using
resources like RF spectrum, network bandwidth, and bagiewer within each node and
over a whole network. Nonetheless, supporting cognitiyebdities in DSA nodes and
networks will require “cognitive” or “learning” algoritheiand protocols, which undoubt-
edly will further increase the node and network complexd][ Further, the performance
of cognitive radio networks, particularly large scale ometh a decentralized structure,
will likely have dynamics that are not yet explored [41].

1.4 The Dissertation

Considering the complexity of both the individual nodes #ralnetwork in decentralized
DSA networks, experiments are necessary to gain insigtasigtwork design and to inves-
tigate network performance under different scenarios [Bat example, a network protocol
for power control must consider newly needed functionsr t@mputing and communica-
tion cost, and the associated increase of system/netwargleaity. Otherwise, achievable
power performance derived from theoretical analysis ousation will not be approached
[33]. Further, in research of complex systems like cogaitadio networks, experimental
methods can access system/network conditions that maygbected by either theoretical
analysis or computational simulation.
The author’s view of decentralized DSA networks is showniguFe 1.1. In this net-

work, nodes opportunistically use vacant channels whemibent users are not transmit-
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ting. The whole network consists of decentralized mobildesoand works in a dynamic
radio environment where fading and interference exist aedmbent users may appear
at any time. Because possibly hostile radio environmentg imaoduce shadowing and
fading, distributed cooperative spectrum sensing is rsecgg42]. Each node can perform
functions like signal detection and classification, nodmndiguration, and some network
protocols. However, it is power inefficient to enable allgbdunctions on all nodes si-
multaneously [43]. For example, if a cooperative sensingvoik is properly partitioned
into clusters [43], as shown in Figure 1.1, only a few nodesrereded within each clus-
ter for signal detection and classification. But one nodetiwask on data fusion in each
cluster, and there must be some network level sensing dateaerge and synchronization.
To increase network battery life and reduce network compaitian overhead, the network
dynamically selects nodes to assume functions like sersidglata fusion.

@® Selected Data Fusion Nod

© Selected Relay Nodes

& Selected Sensors

O Ordinary CR Nodes

,,,,,, — Sensor Data Update Routt

Synchronization Route
O
@\(/( \@ . ACluster

e A Data Routing Path
R (From A to B)

\. —— Inter—Cluster Sensor Data

Figure 1.1: The author’s view of a decentralized DSA network

This dissertation, by taking a bottom-up approach, pravithe theory, design, and
implementation of a decentralized CR and DSA network pyq®tcorresponding to Fig-
ure 1.1, which enables distributed cooperative spectrursisg, multi-channel allocation,
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and dynamic spectrum access. Research and developmeistrétilvork prototype intends
not only to provide a system/network level design, but aisough systematic experiments
to identify performance determining factors in decentedi DSA networks.

To achieve such goals, research is needed not only at thensyevtel, but also for in-
dividual underlying technologies. Therefore, this ditsgon starts first in Chapter 2 with
an investigation of performance issues of SDR [16], a @itenabling technology in the
dissertation research specially, and for CR and CR networgeneral. Chapter 3 reviews
different methods in signal detection and classificatitwe, rtnost popular approach used
in DSA networks to guarantee noninterference to primaryausé then focuses on de-
veloping a parallel computing based spectrum sensing apprior signal detection under
conditions of low SNR and Rayleigh multi-path fading [44hélwork described in Chap-
ter 2 and 3 provided important background information fer tietwork experimental work
in Chapter 5. The investigation of SDR performance limtias was important for setting
the power budgets and assigning computational tasks t@the nodes. The work on par-
allel computational approaches and cyclostationary teci®s in spectrum sensing was in
one sense a dead end, since the available experimental wedesot powerful enough to
implement these methods. But the author thinks they willmplémented in subsequent
networks based on more powerful platforms (the DARPA WNadNador example). For
that reason, they are presented here.

After a brief review of research progress in decentralizetgction from a hypothesis
test perspective, Chapter 4 explores performance issussojperative spectrum sensing,
a necessary system in DSA networks which need a completensiemaap of the radio
environment at any time [42, 45]. The author provides a sstbémes for spectrum data
flow and process management within spectrum sensors and BR&rb, which are used in
a cooperative spectrum sensor network requiring low déaty and high data reliability.
This chapter also introduces a cooperative spectrum sgisgistem and its component
signal sensors (developed by the author and his colleagBasgd on the above enabling
technologies, Chapter 5 describes the design and impletn@mif a decentralized and
asynchronous DSA network prototype, and its constitutingcfions and components. It
then presents the performance results of this network fyq@oin cooperative spectrum
sensing, multi-channel allocation, and dynamic spectraoess. Chapter 6 concludes the
dissertation and looks forward to some future research.

Throughout this dissertation, terms will be used in coesiseé with IEEE Standard Def-
initions and Concepts for Dynamic Spectrum Access: TerfomoRelating to Emerging
Wireless Networks, System Functionality, and Spectrum ag@ment, IEEE Std 1900.1-
2008™M [15] unless otherwise noted.
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1.4.1 Contributions

Overall, this dissertation research makes contributioribe following subjects:

1. It builds a distributed cooperative spectrum sensingvoii with a set of novel
schemes for spectrum data flow and process management watlspectrum sen-
sors and DSA brokers. This network provides DSA networksraptete semantic
map of the radio environment while achieving low data layeared high data reliabil-
ity. Further, each DSA broker, based on results from its@aged sensors, provides
spectrum usage statistics of sensed channels.

2. It designs and implements a software radio based detizattdSA network pro-
totype which enables distributed cooperative spectrursisgnmulti-channel allo-
cation, and dynamic spectrum access. Through systemat@riexents, it identifies
several performance determining factors for decentrdl28A networks.

3. It addresses three practical issues governing SDR peafuce that are critical in
CR and DSA network development: RF front end nonlinearigyainic computing
resource allocation, and execution latency. Detailedaations and quantitative
results are provided.

4. It presents a parallel computing based spectrum sengprgach for signal detection
under conditions of low SNR and Rayleigh multi-path fading.
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Chapter 2

Software Defined Radio Performance
Investigation

Software Defined Radio (SDR) technology has been widely aodat as the way to de-
velop waveform and frequency agile radio platforms. It is@pising technology for cog-
nitive radio and DSA network development. However, tod&8BR systems, particularly
inexpensive ones which are widely used for CR and DSA netwoototype development
(including this dissertation), tradeoff their radio perfance to achieve high flexibility and
reconfigurability.

Several major technologies in this dissertation resealghheavily on SDR, including
radio signal detection and classification as well as a regorgble PHY layer and a MAC
layer. Therefore, a performance study of SDR is needed éeifsing it in those functions.
This chapter addresses three practical issues governiRg@gformance that are critical
in DSA network development: RF front end nonlinearity, dymacomputing resource
allocation, and execution latency. It provides detailepl@xations and quantitative results
of how well SDR performs. This work, while it may seem to thader to be a digression
from the main themes of this dissertation, was essentiadlaeésign of both the individual
nodes and the overall prototype DSA network.

2.1 SDR Overview

Aided by advances in silicon technology, radio frequencl)(Rchnology, and software
methods, SDR engineers have moved digital signal proagdsimctions progressively
closer to the radio antenna [14]. SDRs can now replace a lairadtionally inefficient

analog circuitry with reliable, low-priced digital cirdsi Furthermore, the flexibility of
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programmable signal processors augments an SDR’s abiiiygdommodate various wave-
form formats and protocols on one radio platform, and alltvesSDR to configure itself
“on the fly”; today, SDRs can achieve true multi-band multde reconfigurability [16].
SDR technology has been widely embraced as the way to offietibnalities for CR and
DSA developments.

However, currently it is challenging to create an RF frontt@nd associated AD/DA
converters that are applicable to a variety of signals witttely differing center frequen-
cies, modulation bandwidth, and power levels [16]. Theef8DR'’s current performance
still depends heavily on analog RF technologies. For exanipi front-end performance
metrics, particularly non-linearity and dynamic rangengigantly limit SDR’s.

From a user perspective, an easy development environmeeded for SDR systems.
However, this is challenging for digital signal proces4@$SP) or field-programmable gate
arrays (FPGA). Fortunately, general purpose processd?®${; which have been contin-
uously increasing their computational ability followingddre’s Law, are now fast enough
to do a lot of real time digital signal processing tasks anttcfions. With many library
functions and an easy development environment, several [iaB&d SDR architectures
like GNU Radio [46] and OSSIE [47] are developed and widelydusm the SDR research
community. However, this makes SDR not just a radio or digignal processing prob-
lem anymore. It also becomes a computer problem; GPP’stacthie [48] and operating
system (OS) mechanism [49] should be considered. Furtiemterface and control of a
SDR RF front end by the GPP should also be considered.

The GPP based open source SDR development toolkit GNU Rd6jaahd its typi-
cally associated RF front end, Universal Software RadigoReral (USRP) [50] are critical
components in this dissertation’s research. Howeverppmdnce limitations exist. This
chapter addresses three practical issues governing a Sfd&rsgomprised of GNU Radio
and a USRP: RF front end nonlinearity, dynamic computinguese allocation, and exe-
cution latency. Quantitative investigation results offsacSDR system not only guide this
dissertation’s network prototype design and developnienialso serve as a foundation for
identifying those performance determining parametersimegal DSA networks.

2.2 GNU Radio and USRP

USRP is an openly designed low-price SDR hardware platfomthvimplements radio
front-end functionality and A/D and D/A conversion, conteztto the PC that hosts the
device. We discuss USRP performance in detail here bechisskyi far the most widely
used platform in academic SDR research and the one from vahiclprototype network
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was built.

Two generations of USRPs have been made; more details aladean [50]. USRP |,
used in this dissertation research, consists of a mothetlvagh four high speed 12-bit 64
Msps analog to digital converters (ADC), four high speedit4-28 Msps digital to analog
converters (DAC), an Altera FPGA and a programmable Cyd&ssUSB 2.0 controller.
The ADCs, DACs and the FPGA together provide support for ibcpssing. The FPGA
on the board provides four digital up converters (DUC) anat fdigital down converters
(DDC) to shift frequencies between baseband and the rehoperating frequency. The
FPGA can be reprogrammed to provide additional functityndike pulse shaping. RF
front ends are attached in the form of daughter cards whichccarently cover all the
radio bands from 0 Hz to 2.4 GHz. A new wide-band daughterédbbased on the Mo-
torola Radio Frequency Integrated Circuits (RFIC) techgwlis under development. More
details are available in [51].

GNU Radio is an open source toolkit for building softwareioad46]. 1t was started in
early 2000 by Eric Blossom and others and has evolved intotarmaoftware infrastruc-
ture used and supported by a large community of developesssd originally designed to
run on General Purpose Processors (GPP), combined witmalianalog radio hardware,
and allows software radio development of waveforms, mdatia, protocols, signal pro-
cessing, and other communications functions in the didahain. The GNU Radio signal
processing library includes existing and developing bédok most signal processing func-
tions, such as waveform modulation and filter creation.doahcludes 1/0O operations like
file access. Programming in the GNU Radio platform uses a cmtibn of C++ and
Python, a simple, high-level language: the computatignatensive processing blocks are
implemented in C++ while the control and coordination ofsehélocks for applications
that sit on top are developed in Python. The USRP is fully sajgidl by the GNU Radio
library and a combined system of both is shown in Figure 2.1.

2.3 RF Front End Nonlinearity

Current SDR performance still depends heavily on analogaequency (RF) technolo-
gies. Inter-modulation and other nonlinear effects in ¢hésvices make it challenging to
create an RF front-end that is applicable to a variety ofagwith widely differing cen-

ter frequencies, modulation bandwidths, and power lelétanticipated inter-modulation
products can seriously degrade receiver performance. ¥an@e, nonlinearity not only
impacts radio performance and power consumption [52], sd fundamentally limits

CR’s application in dynamic spectrum access (DSA) [53] agitvork resource optimiza-
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Figure 2.1: A basic SDR system based on GNU Radio and USRP09 IEEE. Reprinted,
with permission, from Ge et al., “Cognitive radio: From spam sharing to adaptive
learning and reconfiguration,” IEEE Aerospace ConfereBag Sky, MT, 2008.

tion [54]. Those problems exist so widely that Marshall egs to use some CR mech-
anisms to mitigate them and gain performance benefits i rgpieration reliability, cost
and reduced energy consumption [52].

This section’s goal is to present some analysis on the implaBF nonlinearity on
SDR performance through USRP and GNU Radio [46]. It givesesquantitative results
to identify a right set of parameters for using USRPs in DSAvoek development. These
results guided our development of the prototype DSA network

Fundamentally, nonlinearity comes from nonlinear eleméké diodes and transistors
that are used in RF amplifiers and mixers. If an input sigmalekample, a sinusoidal sig-
nal A = cos(2r fot) has a power level that lies beyond the linear region of sueltds, the
output signal will include frequency componentsfaias well as aP fy, 3 f;, etc. Further,
if there exists more than one input signal with one or morergagower levels beyond the
linear regions of such devices, they will interact with eatiter and degrade the overall per-
formance on each signal. There are mainly three nonlineariblems: inter-modulation
distortion, desensitization, and cross-modulation [16].

2.3.1 Types of Non-linearity Distortion
Inter-modulation

The RF front end of a USRP is shown in Figure 2.2, where GNU &adntrols the re-
ceiver gain through the programmable gain amplifier (PGApilgethe ADC. To illustrate
the inter-modulation, the author sets up two transmittetis the same power levels and at
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close center frequencies (900MHz and 900.2MHz in Figurg B8th transmits Gaussian
minimume-shift keying (GMSK) modulated data with a basebdath rate of 50kB/s. A re-
ceiver captures 4MHz bandwidth of signal centered at 900MMzen the receiving gainin
the PGA is set at 40% of the maximum value, only two signalshosvn in the frequency
domain. However, as the receiving gain is increased to 45@dijpte signals appear, as
shown in Figure 2.4. The additional signals are third antd-fiftder inter-modulation prod-
ucts that appear in the IF passband and cause downstreafenenee. At the receiver
output they are indistinguishable from unwanted signads éixist at the input.

Antenna
l LowPass [~ | Mixer [Nl

Filter
Analog RF Low Noise Analog PGA
Amplifier IF

Figure 2.2: The RF front end in the USR®)2009 Software Defined Radio Forum.
Reprinted, with permission, from Ge et al., “SDR impleméptaissues: RF front end
nonlinearity and dynamic computing resource allocati®oftware Defined Radio Forum,
Washington DC, 2009.
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Figure 2.3: Two signals at a low receiving gai©)2009 Software Defined Radio Forum.
Reprinted, with permission, from Ge et al., “SDR impleméptaissues: RF front end
nonlinearity and dynamic computing resource allocati®oftware Defined Radio Forum,
Washington DC, 2009.
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Figure 2.4: Inter-modulated signals at a high receivinqig&2009 Software Defined
Radio Forum. Reprinted, with permission, from Ge et al., RSimplementation issues:
RF front end nonlinearity and dynamic computing resourtecation,” Software Defined
Radio Forum, Washington DC, 2009.

Adjacent Channel Interference

The author also studied the problem of adjacent channeaffénémce (ACI). This is par-

ticularly noticeable when the receiver must simultaneppsbcess multiple independent
signals or when the weak signal is adjacent to a strong sigoal a nearby transmitter.

To demonstrate ACI, the author decreased one signal’s plewelr32 dB lower than the

other signal, as shown in Figure 2.5. The author then mowedéhter frequencies of the
two signals closer at a separation of 100 kHz as shown in Eigus. We can see that the
frequency selectivity of the receiver is degraded as theggrfeom the strong signal leaks
into the bandwidth of the weak signal.

2.3.2 Nearby Channel Data Communication

An SDR can't set its receiver gain too high because of noaliedfects as shown in Fig-
ure 2.4. However, if the receiver gain is too low, the recgigignal’s SINR might be too
low, therefore resulting in high BER and packet error rateRP Here the author used
GNU Radio and USRP 1 (with a FLEX 900 daughter-board) to adtarze PER varia-
tion against SINR. Instead of varying the receiver gain atihor changed the transmitter
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Figure 2.5: Two signals with different transmitting power&® 2009 Software Defined
Radio Forum. Reprinted, with permission, from Ge et al., RSimplementation issues:
RF front end nonlinearity and dynamic computing resourtecation,” Software Defined
Radio Forum, Washington DC, 2009.

power over a large range because it is a more appropriateonayy SINR at the receiver.
(The noise level remains constant.) The receiver gain i®sgetthird of the maximum
value at the PGA in Figure 2.2. In calculating PER, the rezraigceived 5000 packets and
each one had an error checking header. Figure 2.7 showssthlesrand it also indicates the
SINR where inter-modulation begins when the receiver is@ssing equally strong signals
on adjacent channels.

The calculated SINR is determined by USRP’s architectucalbee the signals used in
calculation go through function components like filteriagplification, and gain control.
The absolute values of USRP-derived SNR measurements anako be unreliable [55],
but their relative values are consistent with each othertand useful for purposes of
comparison, as reported here. The same signal samplessareissdd in demodulation;
therefore, Figure 2.7 does demonstrate that non-lineantySINR significantly limit the
proper operating range for received signals at differemtgudevels. In this example, the
effective dynamic range (as described here) of the rece\wanly about 7 dB.
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Figure 2.6: Adjacent channel interference€)2009 Software Defined Radio Forum.
Reprinted, with permission, from Ge et al., “SDR implemé&ptaissues: RF front end
nonlinearity and dynamic computing resource allocati®oftware Defined Radio Forum,
Washington DC, 20009.

2.4 Dynamic Computing Resource Allocation in SDR

Fundamentally, any radio system must guarantee a realgarfermance. From the per-

spective of network data communication, data are transchidis segments at the PHY
layer; to receive all the data, processing time for each slsganent is limited — determined

by the transmitting data rate — since the radio must accappeascess this data segment
before the next segment arrives. Therefore, the overalbsigrocessing in a radio system
must have this deadline-driven constraint [56] — all sigm@cessing functions must be
completed within a certain time or radios may not functioprapriately.

Following the receiver path chain, the antenna and othdognarts can process sig-
nals of any bandwidth at an almost instant speed. Therefloeereal-time performance
constraint mainly lies in the digital part. After the ADC, ammum amount computing
resources, measured for example, by computing cycles amtbngespace, is needed to
process the digital samples in achieving a needed realgpred that matches the incom-
ing digital samples’ speed. Different waveforms requiriéedént amounts of computing
resources; for example, 16 QAM requires more computing.ness than BPSK in achiev-
ing the same symbol rate. In conventional digital radios,ahalog-to-digital conversion

Feng Ge 22



PER vs SINR over an SDR

120 T T T T T T T
% Original Points
(O Inter-Mod Start Point
Fitted Curve
100~ -
80 -
<
S
Q
© - 4
o 60
S
o
= Inter—-Mod
40t - o
o Start—Poin
5}
©
o
20 /
o O 2
_20 | | | | | | | | |
-16 -14 -12 -10 -8 -6 -4 -2 0 2 4

Signal to Interference—plus—Noise Ratio (SINR) (dB)

Figure 2.7: PER vs SINR distribution. Note that the absol#ies of SINR are low
because of known problems with the USRP/GNU Radio measuneaystems, but the
relative values and the illustrated functional dependeareecorrect. ©2009 Software
Defined Radio Forum. Reprinted, with permission, from Ged.et8DR implementation
issues: RF front end nonlinearity and dynamic computinguese allocation,” Software
Defined Radio Forum, Washington DC, 2009.

occurs either at the baseband or at a low IF band, which dreafigtreduces the speed of
the digital signal samples. Therefore, the baseband d&ssrasually at the same order of
the sample rate after ADC. Thus, the real-time performaeqgeirement of conventional

digital radios can be equally determined by the basebaradrelt.

Therefore, itis possible to achieve both real-time perémoe and low power consump-
tion for a single digital waveform because (1) the RF radgmals can be down-converted
to the baseband with a necessary minimum data rate, thusiming required computing
resources; (2) the required digital signal processingtfans can be fully optimized and
executed on Application-Specific Integrated Circuits (B§). Most commercial radios
are produced, (cell-phones for example) in this way. In cemumal digital radios like a
DSP based P25 radio, the computing resource requiremeati ie25 radio tasks is thor-
oughly quantified, based on the selected waveforms and gebbad data rates to achieve
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real-time performance. A DSP with required computing reses! (in terms of CPU and
memory), is dedicated usually with some leeway to the signatessing functions that
correspond to such waveforms and data rates.

However, it is quite a different story for SDR. First, movidmital signal processing
functions closer to the radio antenna requires a high dédaared more functional compo-

nents in the software domain; this implies additional cotimguresources such as comput
ing cycles in signal processing and memory space to hold sigreal samples. Second,
SDR usually needs to reconfigure itself to support more tmanapplication; this makes it
challenging to highly optimize computing resource allamafor dynamically configured
radio functions. Third, developing and executing SDR systesquires a running comput-
ing system. Such a system consumes computing resourceberatia significant level,
without even running any SDR code.

Among the three most popular computing systems for SDR dpwetnt including FP-
GAs, GPPs, and DSPs — FPGAs are not flexible in reconfiguratidrconsume significant
power, but they can support real-time performance [57]. $&&B capable of reconfigura-
tion but are power demanding. DSPs consume less power angoanfigure for simple
real-time tasks but are not able to support computationaignsive tasks [16]. To date,
it is still an open challenge to design an SDR platform whicHexible while supporting
real-time performance with a limited battery life.

Supporting real-time performance in a SDR system puts agent performance re-
guirement on all the components including the RF front end/D¥ converters, compo-
nent interconnect interfaces, and computing devices. §éason primarily focuses on the
impact of computing resource allocation on the performasfc8PP based SDRs. Next
section investigates the overall execution latency in a Sidtem.

2.4.1 Supporting Real-time Performance in SDR

SDR is quite different from conventional digital radios hat it usually captures signals
samples at a high IF frequency. The result is that the digibmhain has to deal with a
sample rate after the ADC much higher than the baseband alata iIsometimes several
orders of magnitude higher. For example, a P25 radio may remgjyire a data rate of 9.6
kB/s [58], but an SDR requires a sample rate of at least 1 M®/saptures signals with

a bandwidth of 0.5MHz; this is about a 100 times higher da&a f2epending on the type
of digital signal processing functions after ADC and befitve baseband, processing such
a much higher sample rate in the digital domain may requireencomputing resources
than a specific waveform at the baseband. This is certaudyfor required memory space
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and its associated memory operations. Therefore, thairealperformance requirement
of SDR is determined by both the IF band sample rate and thebbad data rate for a
specific waveform. For simple waveforms, processing thedRdbsample rate requires
far more computing resources than the baseband data rathigveng the required real-
time performance and dramatically increases the assdcmaeer consumption, which
fundamentally limits SDR’s applications.

Further, unlike conventional digital radios which oftenddmte different optimized
computing devices to different parts of a system, SDR accodates many digital signal
processing functions in a single computing domain and tanyeny radio applications.
Not only does this limit the overall system optimizationt blso it complicates the system
performance analysis because all running functions coenpi¢th each other for comput-
ing resource. Such competition is particularly complidaite GPPs and DSPs because
CPU and memory consumption for multiple functions can belivwgar in most operating
systems. This creates a big challenge in analyzing CPU amdonyerequirements for al-
locating resource dynamically in achieving real-time perfance. While FPGAs can, in
theory, allocate computing resources — the programmaliésgain a linear manner for
different functions, the resource usage cannot be optohimsulting in wasteful power
consumption.

2.4.2 Experimental Investigation of Dynamic Computing Resurce Al-
location in SDR

In this section, the author uses a concrete example tordliiesthe impact of computing
resource allocation on the real-time performance requergrim GNU Radio (version 3.1
in this example ). As shown in Figure 2.8, the author set uprectiradio link between
two nodes by continuously transmitting a fixed amount of diatan the transmitter to the
receiver using GMSK. The data is transmitted in fixed-lerggibkets at a fixed rate. In
the receiver path, the USRP sends digital samples at an I toaits connected GPP. In
the experiment, the sampling rate fed to the GPP is fixed at & sli®] the baseband data
rate is 50 kB/s with 2 samples per symbol. The samples ardaepassed filtered before
demodulation. The final baseband data is saved in a message.qWll the function
blocks in Figure 2.8 are implemented in terms of signal pserg blocks which require
CPU cycles and memory space to do their work. More detailstdimv GNU Radio works
is available in [46]. To analyze the relationship betweempoting resource allocation and
real-time performance, the author also adds a variable euwftcopies of the same low-
pass filter after the USRP, but feeding their output samglesrull block which simply
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dumps the data. The low-pass filter is a finite impulse respdilter using Hamming
window with 1241 taps. The used GPP is an Intel dual-core GRadél T9300) with a
frequency of 2.50GHz. It has 3.5 GB of memory.

Receiver Path

%1 LP_Filter H DemodH msg_queﬁ
USRP USRP 3 LP_Filter

n

Transmit Side

Figure 2.8: Experiment set ugc2009 Software Defined Radio Forum. Reprinted, with
permission, from Ge et al., “SDR implementation issues: RIAtfend nonlinearity and
dynamic computing resource allocation,” Software DefinadiB Forum, Washington DC,
20009.

Experiment Results and Analysis

In this experiment, the receiver has a basic signal pattudat) the signal processing
blocks of USRP, demodulation, and only one low pass filtere#ds to receive 5000 pack-
ets; the overall computing resource consumption in reegithose packets and the PER
are both calculated. The author then added a variable nuafiletra low-pass filters as
shown in Figure 2.8 and measured both the computing rescormption and PER ac-
cordingly. Specifically, the author used four methods imesting the computing resource
consumption. The package SYSSTAT [59] and Oprofile were tseteasure the overall
user domain and individual GNU Radio function CPU utilinati the Python Profiler [60]
was used to measure the overall CPU time to process all egteickets, and the Linux
system monitor was used to measure the memory consumpti@Pyithon Profiler uses
deterministic profiling by precisely timing the intervalstiveen events like function calls,
function returns, and exception events [60] while SYSSTATO ®profile use statistical
profiling by randomly sampling the effective instructioniper and deducing where time
is being spent. To minimize the OS impact, the author resdafte computer in a clean
environment for each running case.

Figure 2.9 shows the variation of overall CPU consumpticthénuser domain, includ-
ing both GNU Radio and other running system programs, asuheber of extra low pass
filters increases. The CPU consumption is around 2% of ailata CPU cycles without
running GNU Radio. Though not shown in the figure, the autlsw found from the Linux
system monitor that the memory utilization remained alncosstant around 397MB (11%
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Figure 2.9: User domain overall CPU consumption variati@2009 Software Defined
Radio Forum. Reprinted, with permission, from Ge et al., RSimplementation issues:
RF front end nonlinearity and dynamic computing resourtmcation,” Software Defined
Radio Forum, Washington DC, 2009.

overall utilization) when running GNU Radio and 373 MB (1% 5verall utilization) when
not running GNU Radio. Therefore, memory consumption haddgigible impact on the
experiment.

As we can see from Figure 2.9, no trend seems to exist purelthéooverall user
domain CPU utilization. There may be multiple reasons tdarhis. Fundamentally,
GPP’s CPU has limited hardware resources, for examplestezgiand ALUs. They are
shared among different tasks as the OS assigns resourcePahdl@cks for each running
task. There is variation for the overall system CPU utilmatand such variation may
obscure the CPU increment introduced by extra runningdiketely in GNU Radio.

To further investigate the variation of computing resowraeasumption, the author then
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Figure 2.10: CPU consumption variation of different numbktlow pass filters.(€)2009
Software Defined Radio Forum. Reprinted, with permissicomfGe et al., “SDR imple-
mentation issues: RF front end nonlinearity and dynamicpaing resource allocation,”
Software Defined Radio Forum, Washington DC, 2009.

specifically analyzed the CPU consumption of the low pags $ilby using Oprofile because
the filter operation was the main CPU consumption incremerdrgy all running cases.
As shown in Figure 2.10, the CPU consumption of all running fmss filters increases
linearly to a total of 7, and then drops at 8, followed by a cwrus increase afterward.
Two lines are shown in Figure 2.10, one is the CPU percentbagieranning filters against
the user domain overall running programs, the other is thd @&rcentage of all running
filters against all the available system CPU. We can see #thtextra filter only consumes
about 0.3% of the overall CPU; that result confirms the atghrestimation in the previous
paragraph. Because it is now confirmed that the required @Prigases linearly at least for
the first 7 running cases, next the author studied the imgdCPt) consumption increase
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on SDR performance — here the PER. As shown in Figure 2.11PH¥e for the first 7
running cases is, in almost all cases 0, then it increaseptiypto almost 100%.

Packet Error Rate Variation in Running SDR
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Figure 2.11: PER distribution as the number of low pass $ltecrease(©)2009 Software
Defined Radio Forum. Reprinted, with permission, from Ged.et8DR implementation
issues: RF front end nonlinearity and dynamic computingusse allocation,” Software
Defined Radio Forum, Washington DC, 2009.

To further investigate the CPU consumption, the author atex Python Profiler to
measure the overall timing requirement in receiving 500&kpts. The author found that
the required time was around 96.5 seconds for all the firstnning cases, and then it
increased sharply for following cases, as did the PER cporadingly. The author also
found that the receiver path, starting from running case@eeenced a significant number
of USRP overruns ( USRP samples were dropped because theynakeread in time by
the following signal processing block.) In such situatiaie transmitter actually needed
to send more data packets so that the receiver could regeite5000 packets. Therefore,
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the CPU time increase indicated the increase in the numlzkppped signal samples from
USRP.

Given the above data results, we now can understand why thepéReentage of all
running filters in Figure 2.10 doesn't increase linearlyathe number of 7. GNU Radio
execution slows down if signal samples are dropped oncela ahd the CPU consumption
dynamics thus changes. But most importantly, at a threskadice, a small amount of re-
quired CPU increment may result that an SDR receiver pedona deteriorates abruptly
because it cannot allocate enough computing resource®tesgsing the incoming digi-
tized samples at the required real-time speed.

2.5 SDR Execution Latency

A wireless network performance is determined by many fagtamong them, the MAC
layer is especially crucial because wireless medium isssh@mong all nodes and they may
interfere with each other. Further, each node may expegishadowing, fading, and multi-
path propagation. As a result, a wireless network’s PHY fayelonger has a constant
channel capacity, in contrast with wired networks [61].

SDR achieves multi-band multi-mode reconfigurability byving digital signal pro-
cessing functions progressively closer to the radio ardemu using software methods to
replace analog functions. As discussed in Section 2.4 \veher, doing so also means
that the computing device in a SDR system must process a mgblerhdata rate than
the baseband data rate of a signal waveform. Further, signifamount of data must be
sent to the computing domain. Because of the memory higramch GPP, the peripherals
connecting the RF front end to the GPP, multiple data butiéag the radio transceiver
signal processing, and computing resource contentionan(8, GPP-based SDR have
performance challenges not only in enabling real-timetdigignal processing, but also of
supporting low latency execution of PHY and MAC layer funas. This section explores
most latency sources by following the entire receiver cli@m the RF front end to MAC
functions in software domain. It also gives numerical lajemeasurements taken by using
times-tamps.

2.5.1 Latency Sources in GNU Radio

If we follow the receiver chain in GNU Radio, there are sixtéas that may introduce
latency, as shown in Figure 2.12:

1. analog signal processing and wire delay in USRP’s anatogits,
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2. sampling delay in converters and programmable gain &epPGA),
3. filter processing time in FPGA,

4. USB’s data queue transmission mechanism, and its lirbwéér size and transmis-
sion speed,

5. GNU Radio’s streaming architecture in both radio con&motl PHY information,
signal processing, and GNU Radio scheduler, which will leaitezl in later sections,

6. GPP operating system (OS) latency and uncertainty, GRRonyehierarchy, and
others.

Fuﬂlctions iData for |
anti,Library 10ff Line !

o o s | VS i, . el

Figure 2.12: Decomposition of a SDR system consisting of GRédlio and a USRP.
(©2008 Software Defined Radio Forum. Reprinted, with permisdrom Ge et al., “Soft-
ware defined radio execution latency,” Software Defined &&airum, Washington DC,
2008.

Let's useA to represent latency in different resources; the systeat ktency can be
decomposed into into four parts:

A = Aysrp+ Auss + Acnu Radio+ Acpp (2.1)

where Aysrr, Ause, Acnu Radio @Nd Agpp are the total delay time introduced by USRP,
USB, GNU Radio software, the host GPP. IndividualNysrp, Acnu Radio @NdAgpp Can
be further decomposed as shown below:
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Ausrp = Aanalog + Awire Delay + Aaoioa + Arpea + Others

AGNU Radio — ASignal Processinq" AScheduler

AGPP = AOS + AMemory Operation+ Others (2-2)

The following sections briefly analyze each of the four partsq. 2.1 separately.

Execution Latency in USRP

As shown in Figure 2.13, the USRP introduces latency beaafumealog signal processing
and wire delay, TX/RX switch, tuning in the voltage-conkedl oscillator (VCO), signal
sampling process, programming delay in the programmalitesgaplifier (PGA), and filter
processing in FPGA. The TX/RX switch and VCO do not impacadyestate execution
latency, and most other parts’ latency is negligible wita tiapical value of 1us in the
FPGA.

Queues

Antenna

1

¢/

usB

.‘________

Y

VCO FPGA
{Lock Time)
Speed: 24 ns 250 US 24ns 1 us 20 s

Figure 2.13: the time scale at each radio componé€g2008 Software Defined Radio
Forum. Reprinted, with permission, from Ge et al., “Softevaiefined radio execution
latency,” Software Defined Radio Forum, Washington DC, 2008

USB Characteristics

USRP | connects to the host computer through USB 2.0 ports buiffers on both sides:
8 kB on the USRP side and 32 kB on the host computer side. Ald#ta is put into
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gueues before it goes through the USB connection, as showigire 2.13. The USB
connection transmits data in blocks with a minimum size & B1This means that smaller
data chunks will have to wait for incoming data to fill up to BlBefore they can pass the
USB. Therefore, the USB latency, which is the time duratmmnoving data from FPGA
to the USB driver on the PC, is decided by three factors: desike, USB data rate, and
buffer size on both sides of the USB connection. The USB datestnitting latency is

f(512, fusb-nblocksx fusb-block-siz¢
sample-sizex f,

Aysg = (2.3)
wheref(z,y) depends on the amount of data in the buffer and is at leasd at mosy,
fusb-nblocks is the number of data blocks in USB, fusb-blside is each block’s siz¢
is the sampling frequency, and sample-size is usually 32ditcomplex signal samples.
Because of the queue structure in USB, there is latencyti@riamong different data
rates in the signal flow. For burst signals flowing from the Riqt end when both buffers
are empty, the latency is decided by Eq. (2.3), which alserdenhes latency for low rate
continuous signal flow. For high rate continuous signal flogwy arriving signal data have
to wait for previous data flowing out of the buffer. Therefaiee latency accounts for the
time that buffers empty previous data. For the TX chain, guge similar except that the
PC side memory buffer size is larger.

GNU Radio Running Mechanism

Programming in the GNU Radio platform uses a combinationiof @d Python, a simple,
high-level programming language. The computationallgmsive processing blocks are
implemented in C++ while the control and coordination ofsehdlocks for applications
that sit on top are developed in Python. Starting with thaieer3.2, Python is optionally
used in run GNU Radio applications.

When executing SDR functions, the GNU Radio scheduler psesedata as a stream
of homogeneous items in any active flow graph. It breaks eatdnsiream into chunks and
feeds these chunks one at a time into each block in the flonhguajmg the mechanism
described in Algorithm 1 [62].

The scheduler scans through all included signal procedsoaks in the flow graph
from the head to the end, and then loops back. The schedwdsséntially a cyclic poller,
calling each block in turn to perform its processing funetialways cycling in the same
order. This mechanism creates extra latency in loopingnEwene block has the highest
priority for a particular task, it must still wait for folloimg and preceding signal processing
blocks.
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Algorithm 1 GNU Radio’s core working mechanism.
while flowgraph.startio
for i =0, --- ,total number of blockslo
if blocki has enough input data and sufficient memory for output theirt
process block
end if
end for
end while

GPP Memory Hierarchy and OS Environment

In a GPP operating system environment, GNU Radio executdsedPHY layer functions
including IF band and baseband functions. GPPs’ memorgtuly and OS’s characteris-
tics will bring overhead that does not arise in FPGAs and ASIC

Specifically, modern GPP OS is designed to maximize resauiiteation — to assure
that all available CPU time, memory, and I/O are used efftgreland that no individ-
ual user takes more than her fair share [49]. To maximizeuresoutilization, the OS
uses processes and threads to run multiple jobs simultalye@pplications, system pro-
grams, drivers, etc. The CPU scheduler manages all threatipracesses according to
scheduling algorithms like First-Come, First-Served (BEBcheduling, or Round-Robin
(RR) scheduling. All scheduling algorithms balance sdveniteria like CPU utilization,
throughput, waiting time, and response time. The implazator GNU Radio is that the OS
will create latency uncertainty for GNU Radio implemertatbecause GNU Radio signal
flow graph processing is just one process running in the tipgraystem even though GNU
Radio can set a high priority for this single process.

Furthermore, most GPPs still follow the von Neumann architee which has a mem-
ory hierarchy as shown in Figure 2.14. GPPs run any progratruictions (with data) in
the CPU with registers while instructions and data are ggtdred in the disk or memory.
There is a vast speed difference between CPU and memory J48%olve this problem,
several levels of caches are inserted between the CPU andnyijeand speculative meth-
ods are used to pre-fetch instructions or data into the saclowever, any failure in
speculative pre-fetching will cause the CPU to wait for datad from memory with a long
delay, as shown in Figure 2.14.

2.5.2 Latency Measurements

Section 2.5.1 analyzes the possible latency, while thissewill give numerical measure-
ments. To measure the latency, the author used two USRPga@edito one computer so
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Figure 2.14: Memory hierarchy in GPPs and the speed diféereig)2008 Software De-
fined Radio Forum. Reprinted, with permission, from Ge et“8loftware defined radio
execution latency,” Software Defined Radio Forum, Waslind@C, 2008.

that times-tamps can be used within one computer to medserane between transmit-
ting a packet and receiving it. As shown in Figure 2.15, thih@uimplemented a digital

transmitter and receiver — each in its own USRP — and fourgitamps were inserted: the
first (Timer Head) is right before the data packetizing, tbeonid (Timer 1) is right before

the transmitter IF band, the third (Timer 2) is right aftee tieceiver's IF band, and the
fourth (Timer Tail) is right after data de-packetizing. Téeperiment used an Intel Core
2 dual-core processor (@2.40 GHz) with 2GB of memory and tN&®Radio code was

based on version 3.1.
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Figure 2.15: Experiment setup for measuring SDR execuatenty. (©2008 Software
Defined Radio Forum. Reprinted, with permission, from Gd.et®oftware defined radio
execution latency,” Software Defined Radio Forum, WaslindC, 2008.

Next, the author transmits different sizes of packets andsone the total latency, i.e.,
the time difference between Timer Head and Timer Tail. FoBRRt different bit rates,
the latency time vs. packet size is shown in Figure 2.16.
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Latency Time vs Packet Sizes
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Figure 2.16: The latency time between transmitting a paakdtreceiving it using BPSK
as a function of packet size and bit ra@®2008 Software Defined Radio Forum. Reprinted,
with permission, from Ge et al., “Software defined radio exien latency,” Software De-
fined Radio Forum, Washington DC, 2008.

As we can see in Figure 2.16, the latency time is on the ordéerofmilliseconds
between sending and receiving even a small packet (10 bates) test bit rates. As
the packet size increases beyond 100 bytes, this lateneyitioneases continuously and
reaches the order of 100 milliseconds for 1000 bytes, th@ulgigher bit rate results in a

shorter latency.

Following Algorithm 1, a big packet in GNU Radio is brokenard sequence of data
chunks and each one is processed following the flow graph showigure 2.15. Con-
sidering the uncertainty from the three queues shown inrEigul3 and the limited size
of USB buffers, the author further measured the amount of 8pent on transmitting and
receiving a packet at different modulations and bit ratearti€ularly, the author let the
transmitting packet go directly to the receiving side atllhseband and USRPs were not
used, therefore removing the impact of waiting for emptyi$B queues and other hard-
ware latency. Such time latency is purely decided by the GNdi®architecture and the
CPU speed, and theoretically it is proportional to the nundbesamples (per second) for
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the same baseband functions setting if there is enougral@iCPU and memory.

As an example in Figure 2.17, the author used BPSK in tratisignibne packet and
receiving it at the baseband. The behavior of time latencypacket size is similar to
Figure 2.16, though it is one order of magnitude smaller. hSatency is usually at the
scale of tens of micro-seconds for small packets.

Latency Time vs Packet Sizes
30 j T B ! 0 # Frra
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Packet Size (bytes)

Figure 2.17: BSPK baseband signal-processing tirf@2008 Software Defined Radio
Forum. Reprinted, with permission, from Ge et al., “Softevaefined radio execution
latency,” Software Defined Radio Forum, Washington DC, 2008

2.5.3 A Fundamental Latency Resource: Pipeline vs Sequeati

Fundamentally, GPPs can only run one task at a time and eaghgpn is executed sequen-
tially, even though some instruction and data level pdisites like instruction pipeline,
super-scalar instruction execution, and SIMD, are wideiplemented [48]. The CPU
scheduler switches CPU and memory resource among multipierrg tasks quickly [49].
Even worse, GNU Radio scheduler adopts a purely sequeraialtavexecute the signal
flow from IF band to the MAC layer functions. Analog radio coomgnts, ASICs, FPGAS,
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and commercial wireless devices all execute signals inllplpapeline (a continuous se-
guence of signals is executed simultaneously by a sequsatiaf components.). ASICs
usually run multiple function components together, and tme in a pipeline mode. FPGAs
have the advantage of dividing different slices into défarfunctions, therefore, executing
signal processing functions in a pipeline mode. But, funelatally, GPPs can only run
one task at a time [49], even though some instruction and |daéh parallelisms like in-
struction pipeline and super-scalar instruction execudi@ widely implemented [48]. As a
hypothetical example illustrated in Figure 2.18, the spdifdrence between pipeline and
sequential is usually significant.

Figure 2.18: A hypothetical illustration of speed diffecen pipeline (a) is 7 times faster
than sequential (b)©2008 Software Defined Radio Forum. Reprinted, with perrorssi
from Ge et al., “Software defined radio execution latencgftBare Defined Radio Forum,
Washington DC, 2008.

Conventional radios (analog or digital) use a set of anafaydigital components for
specific radio tasks. Following an entire receiver signatpssing chain, signals can con-
tinuously flow through all the analog components with naegledelay for signal process-
ing; all the analog components process signals in a pipelaye Usually ADC converters
need limited sampling time to get digital samples (ADCs casilg work at the order of
hundreds of MHz). All of the remaining signal processingelidtering, modulation and
demodulation, source coding, and channel coding is doreeidigital domain. For narrow
band signals, the computational requirement is not tigfetefore, both DSPs and FPGAs
can be used. For example, most public safety radios only &$sD

Nevertheless, it is usually challenging for a single DSPRGRA to support wide-band
waveforms, even for baseband signals. Commercial radps¢WSICs) combine multiple
computing components (system-on-chip) so that they carzegsomultiple functions at the
same time (parallel/pipeline). Certainly such a designatao get rid of latency in moving
signals between different components. With an ASIC, theak&atency in the digital
domain is therefore dramatically reduced. As an examplgpigdl Wi-Fi card [63] has
several signal processing components for baseband PHY fiayetions. They are used
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for filtering, modulation, demodulation, MAC functions,awption, and decryption. This
architecture essentially executes signal processing ipadipe mode.

Such architecture guarantees strict timing requiremautitish is critical to IEEE 802.11's
success. More specifically, there are several functioesTIRMA (sync), CSMA (DIFS,
SIFS), carrier sense, dependent packets (ACKs, RTS), feiaegl radio control (frequency
hopping), etc., as shown in Table 4-1 that require precisefast timing performance. A
Wi-Fi chip must finish all the PHY/MAC layer functions withafew microseconds at both
the transmitter and receiver side as well as doing all of ttadaay RF signal processing.

As a GPP based SDR example, GNU Radio executes all the PHY lslyeC functions
in a sequential way. Comparing Figure 2.16 and Table 2.ivglkfrom [64]), we can see
there are two to three orders of magnitude speed differesiveden GNU Radio and a Wi-
Fi chip even though GNU Radio only executes narrow band gmhile the Wi-Fi chip
works on wide-band waveforms. As shown in Figure 2.17,@mT81g even only baseband
modem functions, sequential execution of PHY layer fumgitakes on the order of tens of
micro-seconds for a small packet. The author believeshieatntost fundamental source for
such a performance gap is parallel/pipeline vs. sequesijall processing even though
the GPP’s architecture does introduce some additionaldgteverhead.

Table 2.1: Summary of important timing constants in IEEE.&QB, IEEE 802.11a, and
IEEE 802.11g. (Please notice that the timing is based ompaénce of Wi-Fi ASICs.)

Parameter value
802.11b 802.11a| 802.11g only| 802.119g + legacy
SLOT 20 us 9us 9 us 20 us
SIFS 10 us 16 us 10 us 10 us
DIFS 50 us 34 us 28 us S50 us
PHY layer| 192us[long] | 20us 20 us 20 us
PHY layer| 192 us [short]

2.6 Implications for SDR design

Section 2.5.3 uses IEEE 802.11 as an example to illustratadirequirements in wireless
standards. Since execution latency is decided by the sizenoputational requirement and
the available computing capacity, the author surveyediagisvide-band waveforms’ data
rates and summarize their computational requirementsafeeltand signals.

The complexity of algorithms used in telecommunicationseiduce the bit error rate
and increase spectrum efficiency has increased continuo&slr example, multi-input
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multi-output (MIMO) and broadband techniques have beerld@ed to efficiently utilize
both radio spectrum and energy while supporting high daesrélore channel estimation
and adaption algorithms are used to reduce inter symbaoface (I1SI) problem. As shown
in [65], many wireless standards have already been and enllicue to be created in the
near future. Table 2.2 shows some wireless standards,iteates, and computational
complexity at the baseband. Usually, higher data rates deti@her computing capacity
for a same waveform. Algorithms used in smart antenna awiititaal coding schemes
certainly increase the computational complexity for SDReli@pment.

Table 2.2: Data rates of wireless standards.
Wireless Standards Bit Rate | Computational Com¢

plexity (million instruc-
tions per second)

GSM ([66]) 270.833 kb/g 100

IEEE 802.11a ([67]) 54.0Mb/s () | 5000
CDMA2000 ([68]) 1.28Mb/s | 2000
WCDMA ([67]) 3.84Mb/s | 3000
TD-SCDMA ([67]) 1.28 Ms/s | 3000

OFDM-VBLAST with 4x4| 216 Mb/s | 9600
MIMO (WIMAX or IEEE
802.11n) ([69])

2.6.1 Proposed Solutions

As we can see from the above sections, SDR architecture tahteve a similar ability
in reconfiguring as GPPs have and a similar execution spebaaylly optimized ASICs
have. Therefore SDR should better utilize available commguesources, for example, in-
creasing more parallelism especially considering thesi@sing computational requirement
from future broadband wireless technologies. This is farammportant than using the in-
creasing computing ability, as, for example, from DSP and&PTherefore, the author
recommends that future SDR architectures proceed in tvaztilins: hybrid architecture
as shown in Figure 2.19, or a multi-core based parallel tecture.

Hybrid architecture with a control processor may contaiebedded GPP, a reconfig-
urable FPGA, and some auxiliary ASICs. This arrangemenséeasral advantages for im-
plementing an SDR. The control processor is both necessdrgrtdle non-DSP functions
like branch, control, and decisions and efficient enouglotwrdinate different computing
tasks and. ASICs are used for widely accepted wireless atdadike Wi-Fi, WIMAX,
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Figure 2.19: The proposed embedded GPP/FPGA hybrid acthieeSDR

and LTE. Computation accelerators are for computationatgnsive tasks such as video
graphic processors. The FPGA can support most other PHY/M#€r functions. Most
importantly, some FPGAs support run- time reconfiguratipnging techniques like Wires
on Demand [70]. Therefore, upon reconfiguration requesheyaPP, the FPGA is able to
reconfigure quickly by using existing function bit strearsisnilar to the way that library
functions are used for GPP programs. Such architecturdestalbeduce the power bud-
get by using low clock frequencies, thus saving die area addaing static and dynamic
power consumption. It can achieve parallelism, not onlyhatdata and instruction level,
but also at the task level by spreading tasks out among €iffexomputing components
and different FPGA slices.

Another attractive approach to implement SDR is to use rrolte processor architec-
ture. Because of the power wall, memory wall, and ILP (ingian level parallel) wall
[48], single core based GPPs may not be able to increase ¢atigpuspeed significantly,
and parallel architecture has became the dominate artiiviéein the industry. Multi-core
architecture can use parallelism in achieving SDR’s exenspeed requirement while still
maintaining the same level of flexibility as GPPs. For examible Cell Broadband Engine
(Cell BE) has nine heterogeneous cores [71], nVidia GPU Bas@res [72], and Intel has
an 80-core CPU [73]. Different signal processing functioas be executed on different
cores in a pipeline mode. However, there are still some badl@hges for both hardware
and software architectures in parallel computing [48], &nsl challenging to program in
parallel.

On the other hand, high latency tolerant protocols can bd useetworks built from
SDR nodes with long execution latency [74]. The followingaision-exhaustive list of
possible protocols, including changes to existing pra®¢o4], which could solve the
problem: (1) TDMA: using a TDMA protocol would solve most diet latency problems,
though it requires synchronization among the particigatiodes. (2) Universal Header
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Coding: based on a simple modulation scheme, headers and AKthe same through
all the different protocols. This way, PHY layer functiorsncbe implemented in hard-
ware and thus a quick ACK or CTS response can be guaranteeDel@ed ACK and a

simple MAC: SDR execution latency is a big problem in the A@ply and the RTS/CTS
exchange. For the ACKs, we can delay them to a later pointme.tiWe can also adopt
a simple MAC like ALOHA protocol [75], instead of CSMA/CA, énefore, avoiding the

RTS/CTS exchange.

2.7 Conclusion

This chapter investigates three performance issues in asyBtem through the examples
of GNU Radio and USRP. Experimental results show that imtedulation significantly
limits SDR’s receiver gain operation range. Further ingggtons conclude that general
purpose processor (GPP) based SDR’s performance is sensitiomputing resource con-
tention. SDR performance may deteriorate abruptly if noiLgm computing resources are
available due to the real-time constraint in radio funceéxecution. Numerical measure-
ments are given on the latencies within the software domadrtlae overall path from the
transmitting packet to the receiving packet. Overall, GfaBed SDR suffers from execu-
tion latency because of delays in the memory hierarchy inGR®, the peripherals con-
necting the RF front end to the GPP, and multiple data buftknsg the radio transceiver
signal processing chain as well as resource contentiorei@t

All the above three issues impact significantly performasfag/stems built from SDRs.
From a research perspective, methods do exist to attack frgm a current user perspec-
tive, these issues must be migitated respectively through:

e The transmitting power and receiving gain of a SDR must beaipd within the
effective dynamic range of a SDR’s RF front end.

e The computing resource requirement of all running appbeat must be thoroughly
guantified under all possible execution situations and BIRR 8iust provide sufficient
resource for executing at least the maximum case.

These findings guided the design and development of ourfype#E® SA network.
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Chapter 3
Signal Detection and Classification

The fundamental goal of DSA is to improve spectrum usageiefioy within three di-
mensions: frequency, time, and space, with a value even imigtler than that achieved
by current cellular systems [76]. The first and foremost meguoent for any DSA imple-
mentation is to guarantee non-interference (or toleraltkerfierence) to incumbent users
in the above three dimensions. Therefore, spectrum awsses@ necessary component.
Currently, there are three main types of spectrum awarane#isods [77]: geo-locate and
database lookup, spectrum usage beacons, and incumbesitdggectors. The last is the
most popular. However, quickly and accurately detectingnary signals can be challeng-
ing. For example, the National Association of Broadcaspeoposed to FCC that white
space devices should accurately detect TV broadcastd H#t dBm [78], which may be
under the noise floor. In addition, the detection perforneasitould hold up even under
hostile conditions like shadowing, fading, and multi-pgt8].

In general, spectrum sensing is required by a DSA networleutwdo circumstances:
(2) to identify spectrum holes, (2) to detect the return aiary signals on the channel be-
ing used by secondary users. The former case usually ned® ahentify the presence of
signals or not; while the later case must normally diffei@etbetween primary signals and
secondary signals. Signal modulation classification ielyidsed to differentiate signals.

This chapter first gives a general overview of signal devecéind classification meth-
ods. It then focuses on a special signal modulation claasiic method — cyclostationary
feature based signal detection. This method is attractivelétecting primary users be-
cause of its ability to distinguish between modulated dgynaterference, and noise at low
SNRs. However, a key issue of cyclostationary signal amalgsthe high computational
cost arising from the large number of required complex ctrtian operations. The author
uses parallel computing on the Cell Broadband Engine (CE)l ® attack this problem.
The results are of general interest, even though it was regtiple to implement the tech-
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niques on the nodes that were available for us to use in thetgpe DSA network.

3.1 Introduction

The goal of signal detection is usually to detect Signalswtdrest (SOI) over a wide fre-
guency range under conditions of low SNR, interference adhdr dynamic wireless envi-
ronments. It has important applications in the military @omwhere advanced techniques
are required for real-time signal interception and proogssThis is vital for decisions
involving electronic warfare operations and other ta¢tcions like detecting improvised
explosive device (IED) signal and jamming hostile sign&ler DSA applications, signal
detection mostly occurs in a band limited domain. In a digitamain, this means that a
finite length of a high frequency signal is first down-conedrinto some IF band, and then
numerical methods are used to discover the presence of gmgisi Suppose thatis the
sequence of collected data, the detection problem (witih A/GN) can be formulated
through the hypothesis test:

Hy:x=n

Hy:x=hs+n (3.1)

wheres is the unknown signal to be detected ants an AWGN, & is the channel filter
determined by the radio environment. There are two typesrof®[79]: (1) false positive
means the error of detecting a signal where none is pres&nfialée negative means the
error of missing a signal where there is one. There is a tfddetween the types of errors:
reducing the false positive probability could increasefdise negative probability. The
two errors are mostly correlated, and a receiver operatiwagacteristic (ROC) curve can
be used to analyze the two error probabilities for diffedetection parameter settings like
thresholds [79].

This hypothesis test can be expanded for detecting andetiti@ting multiple signals,
but more complicated algorithms are needed [79]. In additietter signal models are
needed to include interference, multi-path, fading, arftelotlynamic wireless environ-
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ments [13]. For example the multi-signal classificationgbeon can be formulated as:

Hy:z=n
Hi:x=hs;+n
Hs:x=hss +n

Hy:x=hsy+n (3.2)

Our cyclostationary feature detection method follows theve hypothesis test.

3.1.1 Sensor Architecture

The above section gives the hypothesis test of signal dete¢iowever, any discussion of
RF signal detection must consider the hardware used toracsjgnal samples because its
characteristics fundamentally limit the detection perfance.

A typical wireless sensor architecture is shown in Figurke [83]. It consists of a
sensing unit, a processing unit, a power unit, a transgeaveapplication specific location
system, and a mobilizer if the sensor needs to move from areditm to another. The
sensing unit for a RF signal sensor is usually an RF front end.

Location System Mobilizer
A A
Processing
: . Unit
Sensing Unit
Sensor ADC™ ™ Processar. Tx
\ \ StoTrage R?X
Power Unit

Figure 3.1: A typical sensor architecture.

3.1.2 Radio Front-end Architecture

In general, there are four types of RF architectures: tuadobrfrequency receiver, super-
heterodyne receiver, direct and low-IF conversion receiepending on different appli-

cations, a sensor may use different RF front end hardwahét@cture. For example, direct
conversion receivers are mostly used in wide-band receiver
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For signals within very and ultra high frequency range (3GM&13GHz) which is heav-
ily used by industry and the public safety community, supggtodyne receivers are mostly
used. It typical RF front end is shown in Figure 3.2. Five keyfprmance parameters are
[16]:

e sensitivity which defines the weakest signal that a recagardetect and is usually
determined by the various noise sources in the receivingsys

¢ selectivity which defines the ability of the receiver to detéhe desired signal and
reject others,

e spurious response which is a receiver’s freedom from ieterfce due to internally
generated signals or their interaction with external dgha

e stability which is defined by the receiver gain and frequetitgnge with tempera-
ture, time, voltage, etc.,

e dynamic range which is defined by the difference in power betwthe weakest
signal that the receiver can detect and the strongest sibatilcan be supported
(either in band or out of band) by the receiver without de¢mtal effects.

Details are available in [16] about the relationship betwae RF front end’s performance
and the hardware components shown in Figure 3.2. Howewepdlformance of any RF
signal sensor is first determined by its hardware archite@@omponents. For example, the
noise figures of the RF filter and the LNA impact the overalereer performance in ways
that cannot be overcome by subsequent components.

Antenna Low Noise Band Pass Band Pass Gain Control

KRF Fiter  AMplifier— Filter Mixer Filter Automatic
[\ LNA [\ @ m % ADC

Figure 3.2: A IF conversion RF front end.

3.1.3 Signal Detection

Signal detection needs to determine whether a signal onpteitines exist or not. How-

ever, a detector’s performance can be quite different déipgron the available amount
of information about the signal. This section illustratastsa difference through two ex-
treme cases. In one case, the detectorahpsori knowledge of the signal so that it can
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demodulate the signal; a match filter is used in the detebkitdhe other case, the signal’s
information is completely unknown, thus or so an energyaetas usually used.

Matched Filter

Givena priori knowledge of signals to be detected, a matched filter is thst wyatimal
choice for signal detection since it maximizes receiveaaligo-noise (SNR) ratio [13].
Such knowledge includes modulation type and order, pulapisl, packet format, etc.
However, a dedicated receiver is needed to detect each tyignal and the receiver must
perform timing and carrier synchronization, channel eigaéibn, and even demodulation.
But a matched filter, as a coherent detection method, onlgs@¢l /SN R) samples to
meet a given probability of detection constraint [80].

Energy Detector

As a non-coherent method which can be easily implementestggrdetection is exten-
sively used in radiometry when a priori knowledge of signalaot available. Its typical
implementation diagram is shown in Figure 3.3, where thegssing gain is proportional
to the Fast Fourier Transform (FFT) si2eand averaging tim&'. IncreasingV improves
frequency resolution; extending averaging time reducesnitise power thus improves
SNR. One detection result example is shown in Figure 3.4llutrates how an output
above a threshold indicates the presence of a signal.

r Threshold
XO | |N point FET.| Average| | Energy

T Detection

Figure 3.3: Implementation of an energy detector.

However, energy detection requir€s1/SN R?) samples to meet a probability of de-
tection constraint [80]. Other drawbacks include: (1) Tlsedithreshold is highly sus-
ceptible to the radio environment. Even an adaptive metlasdifficulty when frequency
selective fading exists. (2) An energy detector doesrfedkhtiate between modulated sig-
nals, noise and interference. (3) An energy detector dbesmk for direct sequence and
frequency hopping signals which demand more sophisticaggtdl processing methods.
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Figure 3.4: An energy detector resuff)2009 IEEE. Reprinted, with permission, from Ge
et al., “A cooperative sensing based spectrum broker foadya spectrum access,” IEEE
Military Communications Conference (MILCOM), Boston, M2009.

3.1.4 Likelihood Based Modulation Classification

If the signal types and their total number are known, modutatiassification (MC) be-
comes a multiple composite hypothesis-testing problenfiprasulated in Eq. 3.2. Like-
lihood (LB) based methods can used, where determining akigrikelihood-ratio test
(LRT). Further, Bayesian decision theory and maximumllieod (ML) estimation are
usually used in such methods [79]. Three LB-MC methods wespgsed in the literature:
average LRT (ALRT), generalized LRT (GLRT), and hybrid LRALRT) [81]. ALRT suf-
fers from computational complexity and even mathematmahctability. Both GLRT and
HLRT have implementation advantages and are applicabl@feyeht environments like
Rician and Rayleigh fading. More details are available it][8n our prototype DSA net-
work, nodes must differentiate signals transmitted by prinusers from those transmitted
by peer nodes. Therefore, signal recognition methods aedatk We used modulation
classification, a popular method in signal recognition.

3.1.5 Feature Based Modulation Classification

Generally, a signal detector has a knowledge base of widsdg gignal types and their
features within a frequency range, but not their exact nurobthem. Signal features in
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the time and frequency domain can be used to classify sigpakt Widely used signal
features include:

e instantaneous amplitude, phase, and frequency,
e wavelet transform,

e cumulants,

e Higher order statistics, e.g., cyclostationarity.

Based on the above features, many machine learning andrpaléssification algo-
rithms [79] can be used for signal classification. Examphetuide hidden Markov mod-
els (HMM) [82], multi-layer neural networks [83], k-neatesighbors algorithms (k-NN)
[83], and support vector machines (SVM) [84].

3.1.6 Modulation Classification and Signal Synchronizatio

Beyond modulation classification, further extraction gfr&ll features and parameters can
find important applications for SDR and CR, for example, gnsi interception. Those
parameters include carrier frequency, symbol period,aignd noise power, equalization,
etc.

The author’s colleagues developed an advanced signalgsiogemethod called Uni-
versal Classifier and Synchronizer (UCS) algorithm [85]. SU@Ses a radio signal’s time
and frequency domain features to classify and synchronitte awreceived signal and to
provide all parameters needed for physical layer demaoidulatvithout knowing any prior
modulation information. It adopts a multi-step searching decision method to identify
signal parameters like carrier frequency, symbol timingg anodulation. Its theoretical
analysis and detailed performance results are availa&5in The current UCS is able
to classify AM, FM, MPSK, QAM, MFSK and OFDM modulations basen over-the-air
radio signal samples collected either by the GNU Radio/USREhe Anristu Signature
Signal Analyzer. The signal recognition method in our ptgte DSA network applied
UCS to differentiate signals transmitted by primary useosnfthose transmitted by peer
nodes.

3.2 Cyclostationary Feature Detector

Cyclostationary feature detection has advantages fotrgmesensing because of its ability
to separate the SOI from noise and/or interference in thetigpeorrelation plane [86]. It
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is well suited for signal detection and modulation recagnitsignal parameter estimation,
and the design of communication signals and systems. UWmfately, the computational
complexity of cyclic spectral analysis (which far excedus bf conventional spectral anal-
ysis) limits its use as a signal and system analysis tool.v@ygo attack the computational
complexity is to use a parallel algorithm and implement ipamnallel computers.

Cell BE [71], a specially designed single-chip multiprasmswith low-cost and high
parallel computing ability, provides this opportunity. dperates on a shared, coherent
memory supporting one Power Processor Element (PPE) aasirige controller for the
eight Synergistic Processing Elements (SPESs) processsigebd especially for computation-
intensive tasks. Cell BE’s peak performance for singleigrec calculation is larger than
200 GFlops [87] and it provides a software development kiparallel computing. The au-
thor used a PlayStation 3 with six usable SPEs to implementdmputationally efficient
algorithm FFT Accumulation Method (FAM) in order to estiradhe Spectral Correlation
Function (SCF) [88]. Specifically, the author parallelized FAM algorithm on four SPEs
to execute the computation intensive part and used the PE&otdinate SPEs. He also
used the data level parallelism supported by Single InstnucMultiple Data (SIMD) and
Vector Multimedia Extension (VMX) instructions and othercaleration techniques like
Direct Memory Access (DMA), loop unrolling, double-bufileg, etc. [89]. This chapter
compares the computational complexity of running an SCBrélgn for different signal
bandwidths, both sequentially on a GPP, and in parallel oelaEE. Moreover, the al-
gorithm’s computational speedup on a Cell BE is compared GBP®& based version for
different bandwidths of signals.

3.2.1 Cyclostationary Spectral Analysis

Modulated signals have built-in periodicity like pulseiti® repeating spreading, and hop-
ing sequences, characterized as cyclostationary. Thuewmation can be used for detecting
a random signal with a particular modulation type in the eneg of background noise and
other modulated signals. Cyclostationary signals exlsilmitelation between widely sepa-
rated spectral components due to the spectral redundansgady periodicity. A signal
process:(n) is said to be cyclostationary in a wide sense if its mean éaest over a finite
time duration) and autocorrelation are periodic with aqetf, i.e.,

M, (t +Ty) = M,(t)
Ro(t+Tp,7) = Ru(t, 7) (3.3)
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for all t andr. Therefore, by assuming that the Fourier series expangidt) @, ) con-
verges to itself, we can write [90]:

Ro(t,7) = Y R (r)e™ i’ (3.4)
where the Fourier coefficients
1 T
s 2 : n
R = — [ Ru(t,m)e ™ h'dt (3-5)
TO _%

are referred to as cyclic autocorrelation functions andftbguencies| 7}, are called
cycle frequencies. Let represent cycle frequency when the spectral correlatination
(SCF) is defined as:

si(h = [ R (3.6)
There are generally two methods to estimate the signal S€&uéncy smoothing and time
smoothing [91]. Time smoothing algorithms are consideredd more computationally
efficient for general cyclic spectral analysis [91]. Givae signal:(n), all time smoothing
algorithms are based on the time smoothed cyclic crossgmyram:

S2(n, e = o (X, £ + /X500, f — /D) 37)

whereXr(n, f +«a/2), called a complex demodulator, is the spectral componéisigmal
x(n). * is the complex conjugate operator. The cyclic cross pegaato is calculated by
using a data tapering window of lengthseconds sliding over the data for a time span of
At seconds. Mathematically, computation of the complex dar@drs is expressed as

Xr(n, f) = i a(r)z(n — r)e” 2/ (=T (3.8)

=7

wherea(r) is a data tapering window of length= N'T secondsT is the sample interval,
and f, is the sampling frequency.
After the complex demodulator has been computed, it is taia@ with its conjugate
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over a time span o\t seconds. The correlation operation is expressed as

N-1

Se(n, Na= Y Xe(r, [1)X7(r, f2)g(n—r) (3.9)
r=0
whereg(n) is a data tapering window of widtht = NT, seconds, and = (f; + f2)/2
anda = f, — f1.

It is shown in [92] that the time smoothed cyclic cross pesigrhm converges to the
spectral correlation function in the limit, as¢ — oo followed by f — 0, if the time
windowsa(n) andg(n) are properly normalized. Therefore)i a*(n) = > ¢*(n) =1,
we have

Al S5 (n, fae = 53(f) (3.10)

3.2.2 FFT Accumulation Method (FAM) Algorithm

The signal SCF can be estimated by Eq. (3.7) by two stagesthi@gomplex demodulator
of z(n) is calculated through Eq. (3.8), théfy(n, f) is correlated over a time period of
At seconds. The computational efficiency of this algorithmlmamproved by decimating
Xr(n, f). For example, the improved algorithm only gets every oihdr < N’) sample
for the second stage FFT. Therefore, Eqg. (3.9) is modified to

-1
Se(nL. flac =Y _ Xr(rL, fi))X;(rL, f2)g(n —r) (3.11)
r=0
On the other hand, considering the frequency shifting fer $econd stage of SCF
estimation, for example, from to o + ¢, Eq. (3.9) becomes

N-1

SEH_E(H, f)At = Z XT(T7 fl)Xik"(T7 f2)g<n - ,r)e—i27r€7"Ts (312)
r=0
FAM is a computationally efficient algorithm to combine E§.1(1) and Eq. (3.12). It
further quantizes into ¢ = ga [91]. Therefore, the demodulate correlation stage can be
implemented in Fast Fourier Transform (FFT) too. The discsevalue S22 (nL, fi) 4,
at the point with the cyclic frequency of; + ¢A«a and the signal frequency ¢f in the
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bi-frequency plane is shown in Eq. (3.13)

P-1

SetR(nL, fi)a, = > Xr(rL, i) X3(rL, 1)

r=0

_i27rq

gn—r)e P (3.13)

whereq; represents discrete cyclic frequency channg&ts,indicates cyclic frequency res-
olution in each channel angis an integer; together; + ¢A«a represents a discrete cyclic
frequency value.f, and f; are the frequency values in correlating two spectral compo-
nents; they decide the value of by o; = f, — f;. Furthermore[ is a decimation factor
for channelization in the frequency domamequaIsN‘TN' +1 whereN is the total number

of samples andV’ is the number of samples used to calculate each complex deatod
Xr(rL, fr). The choice ofV' must take into consideration that the time-frequency resol
tion product% must satisfy% > 1 for a statistically reliable measurement [91] and that
N’ must be large enough to obtain the desired frequency résolut is usually chosen to
be less than or equal tfé [93]. More details about Eg. (3.13) and its variables’ magni
are available in [91, 93, 94].

Essentially, the FAM algorithm can be described by Figui 3he input signal is
formed as an array with rows which ak& points long, with each succeeding row’s starting
point offset from the previous row starting position bysamples in the original sample
sequence (input channelization). A window is applied ecezch row which is then Fast
Fourier transformed and down converted to the baseband reBudting array’s columns
represent constant frequencies, which are point-wiseiphietf with the conjugate of other
columns; the final stage is another round of FFT.

In [93], FAM is implemented in C on the general purpose preoesA Matlab version
is also given by [95]. Following the above algorithm, the qgaation cost for a signal
sequence with N samples is given by Eq. (3.14). Here, theitinst represents the win-
dowing, downconversion, and column multiplication congtiginal cost, and the second
item represents the two stages of FFTs computational cashvdlominates the total value.

NN’ n NN’
L

, N
Computational cost (3 + 2xN')x (loga N' + N’logQ(f)) (3.14)

Considering the above parameter selection and the Nygameptng Theorem, the com-
putational requirement to cover a frequency range with 10zNbendwidth within one
second is on the order afGiga Floating point operations per second (GFlops) for a fre
qguency resolution 050Hz [94]. The computational cost is too high for current gaher
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Figure 3.5: Sequential implementation of FAM algorith@2008 IEEE. Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightinpath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pum Access Networks
(DySPAN), Chicago, IL, 2008.

purpose processors (GPPs). To demonstrate the compualatopirement, the author ran
the FAM algorithm for a different number of samples on anliBieo Core processor with
2.40 GHz CPU an® GB memory. Correspondingly, the amount of samples can septe
different frequency resolutions given different parametgttings, as shown in Table 3.1,
which also contains the time to accomplish the computation.

3.2.3 Parallel FAM algorithm on the Cell BE

Although cyclostationary feature analysis has the adggntd being able to differentiate
modulated signals from noise, a key issue is the computtammplexity associated with
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Table 3.1: Serial FAM Computing Time. Reprinted, with pesaion, from Ge et al., “A

parallel computing based spectrum sensing approach foalsigtection under conditions
of low SNR and Rayleigh multi-path fading,” The 3rd IEEE Imtational Symposium on
New Frontiers in Dynamic Spectrum Access Networks (DySBRAMicago, IL, 2008.

N (samples)| N’ | L | P | Resolution (Hz)| Time (s)

218 1198 1 20 | 912 1 96 60.0
217|128 [ 26 | 211 | 27 30.55
216 1198 1 26 | 2101 98 13.28
215 127 [ 25 | 210 | 29 3.39
214|126 [ 2% | 210 | 210 0.896
213 1125 [ 23 | 210 | ol! 0.273

the calculation of a complete spectral correlation derfsitytion [88, 96]. This calcula-
tion is the main computing challenge in signal detectionhods based on cyclostationary
features. Even the computationally efficient algorithm FA&duires several seconds on
a fast GPP, as shown in Section 3.2.2 and Table 3.1. Just basgath signal detection,
it is not feasible for DSA implementations. For example, DA XG system requires
0.5 second switching upon a primary signal’s appearance [7&tallel computation can
be used to attack this problem and two parallel computatrmcisires are proposed for the
Digital Frequency Smoothing Method in [88]. In addition, Bare not optimized for sci-
entific computation since they are designed to run multipleegal purpose tasks by using
an operating system and a memory hierarchy [48].

The author designed a parallel FAM algorithm on a PlaySteiipowered by the spe-
cially designed single-chip multiprocessor Cell BE witlwigost and high parallel com-
puting ability [89, 71]. Cell BE uses a conventional highfpemance PowerPC core, also
called the PPE, that controls eight simple SIMD cores knosn$SBEs. These SPEs are
designed for computation- intensive tasks. To fully uél2ell BE’s capacity, it is required
to distribute efficiently and effectively any computatibtesk over the usable SPEs. This
should take into account the Cell BE communication mechmamisd memory bandwidth,
SPEs’ local memory size, SIMD operation, and computatiomadlels, etc. [89]. In this
signal sensing approach, the FAM algorithm was paralldlizeutilize four usable SPEs
and the one PPE in a PlayStatidnAs shown in Eq. (3.14), the dominating computation
cost lies in two stages of FFTs, which are also our focus faalfgization. The first stage
has approximatelyW/ L FFTs with the size ofV’, where the second stage has approxi-
mately N'* FFTs with the size of.. As mentioned in Section 3.2.2, we ha)%’e > 1,

N' > landL < NT Therefore, the FFT size in the first stage is moderate, whée
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FFT size in the second stage is slightly larger. To estimath bizes, we use an exam-
ple. To cover4dMHz bandwidth (BW) with the resolution of0Hz, we can get a data
sample rate oflOMsps to have some frequency margin, N2i&144, and we can have
N’ = 256, L = 64,and¥ = 4096. Considering the SPE’s local store si25 KB), the
above two FFT sizes can usually be accommodated by one SRE& ¢bwvered frequency
BW is within tens of MHz. Therefore, this algorithm distries FFTs equally among
usable SPEs and the PPE. To reduce the communication cestuthor chose a slightly
larger N’ so that each SPE could receive larger continuous data cleatkstime, and the
total number of parallel tasks was also reduced. The daggpemtience among FFTs in
either stage also enabled the parallel mechanism.

Specifically, as shown in Figure 3.6, the FAM used in [93] isafialized. The input
channelization is processed on the PPE, tﬂgﬂ + 1 FFTs operations are parallelized on
4 SPEs which also runs windowing and down conversion befodeaéiier FFT operation
respectively. Then the data are sent back to the PPE for cohamitiplications which
are partitioned and executed by the second stage of FFISSBIES. Finally the data are
post-processed in the PPE. All the data exchange betwedPRBeand SPEs was done
through double buffered Direct Memory Access (DMA) [89] eiiread] 28 bytes of data
for each DMA command and asynchronously execute a list of DikéAsfers while the
SPE operated on previously transferred data.

The above material discusses the parallelism granulaméyyais at the task level sup-
ported by4 SPEs and the PPE. Another level is the data level paralleigoported by
SIMD and VMX instructions. Everything in the SPEs is done iradword (6 byte) gran-
ularity. For single-precision floats this correspondd wway SIMD operation. The author
used the modified stride-byFFT algorithm proposed in [97] so that the FFT array could
be partitioned naturally, without data rearrangement ugctors that can be executed in
parallel by SIMD instructions. Other implementation distancluded loop unrolling, pre-
computedsin andcos arrays for FFT, double-buffering, using system-specifigdalLB
pages, etc. As a resuli,446 second was needed to accomplish the parallel FAM o& an
MHz BW signal at frequency resolution 612 Hz (32768 samples) which was arourtds
times faster on a serial FAM than on the previous GRPB9(seconds).

3.2.4 Noise and Multi-path Impact on Signals’ SCF

Hidden Markov Model, Neural Network, and other pattern ggution algorithms are pro-
posed to classify several modulated signals’ second oyadwstationary features [98, 99].
However, second order cyclostationary features canntgrdiitiate among higher order
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phase-shift keying and quadrature amplitude modulatisidies binary phase-shift keying
[90]. In addition, theoretically, cyclostationary feagudetection has the potential to differ-
entiate modulated signals and noise in low signal to noises 6] because noise doesn’t
have this feature. However, only a finite length of signaladion is usually used for de-
tection and this impacts the detection performance, asisiojL00]. Besides, multi-path
fading also has an impact on cyclostationary feature aisgl¥81]. Therefore, this section
will first analyze signals’ numerical SCF, specifically ugitAM algorithm for some finite
number of samples, under different levels of SNR and muathgnvironment. After that
it discusses a signal detection method designed by theaodised on SCF.

To analyze the distinct SCF features for different modulaignals in the numerical
domain, first the author simulated band-limited signal$wlifferent modulations and us-
ing root raised cosine pulse shapirsg prder coefficient). Then the author added AWGN
and multi-path fading. A QPSK signal example is shown in FegBL.7 which use$6384
Hz sampling frequency an)24 Hz carrier frequency.

Second, the author ran the FAM algorithm on different digsignals: M-PSK, M-
FSK, M-QAM, and OFDM and find their SCF shape and distribufiothe bi-frequency
plane, as shown in Figure 3.20. All the SCF values shown ihigxdhapter calculated from
the FAM algorithm are normalized magnitude values. All thedmated baseband signals
are pulse shaped by a root raised cosine filter before theymnverted to a carrier
frequency. All the figures in this chapter usefor N’, 1024 for P, ands8 for L in the FAM
algorithm.

As we can see the SCF is characterized by a combination eféiff shapes and loca-
tions in the bi-frequency plane. Specifically, it contairseguence oD planes which are
different for different modulation types.

Third, the author analyzed the numerical SCF of pure whitesSian noise. He ran the
FAM algorithm on white Gaussian noise at power levels froft dB to 20 dB relative to
a unit power signal and found the SCF distributions were atrath the same as shown in
Figure 3.8 atv # 0 where the SCF is equally distributed on the bi-frequencgeknd with
normalized value of.2. While the SCF atv = 0 is flat and the average value increases as
power level decreases.

Fourth, BPSK was used as an example to analyze its SCF atediffeoise levels, as
shown in Figure 3.9, 3.10, 3.11, and 3.12. As we can see, &8NRedecreases, the SCF
pattern changes.

Fifth, the author also simulated Rayleigh multi-path fadusing the model from [102].
He assumed that the delay power profile and the Doppler gpectfthe channel were sep-
arable and the multi-path fading channel was therefore haeddes a linear finite impulse-
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response (FIR) filter [102]. One multi-path example is shawRigure 3.13 and it impacts
SCF pattern too. Three examples, BPSRAM, and OFDM based on QPSK signals are
shown in Figure 3.14, 3.15, and 3.16 respectively.

3.2.5 SCF Signal Detection Algorithm

Although different modulated signals have distinct paisethe difference focuses on very
small specific locations in the bi-frequency plane amongesomodulations like QPSK,
8PSK, and QAM. Most importantly, noise and multi-path togettiramatically impact the
SCF pattern as shown in Figure 3.9, 3.10, 3.11, 3.12, 3.13, 3.15, and 3.16, which
makes signal classification very challenging. The authdy ased cyclostationary fea-
tures to detect signals’ existence even though differerdutaded signals’ cyclostationary
features were used. Several detection algorithms are peopia [103] based on spectral
correlation theory.

We can decouple the SCF features in the bi-frequency plamepart corresponds to
the null cycle-frequencyy( = 0) which actually represents the conventional power splectra
density (PSD); the other part corresponds to the rest of itfieduency planed # 0)
[96]. In addition, since SCF is an even symmetric functiorf ahd a Hermitian symmetric
function ofa [92]:

Se(=f) = 57(f)
S, (f) =S ()

Therefore, we only need to focus on a quarter of the bi-fraguelane. In addition, as
we notice in Figure 3.8, 3.9, 3.10, 3.11, and 3.12, the no3e iS approximately equally
distributed on the plane at # 0 and its value is less than signal SCF. Therefore, we can
average the SCF over the entire bi-frequency plane andaslitiout of the original SCF

in the first part of the detection algorithm. Next, signal S€&tures consist of a series of
2D planes at discrete values and each plane is symmetrical around a peak. They&fer
can integrate local SCF over signal frequency on such planésverage the result using
the algorithm in Eq 3.15 (where is constant for each plane).

1 [1+Af/2

=57 ) (S2(v) — S2(v))dv (3.15)

Yol f)

wherey, (f) is a local signal SCF strength indicator in the bi-frequepleyne.S¢(v) is the
averaged SCF value over each planaq constant). The integral range is decided by the
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following constraints:

(S%(v) — S%(v)) > 0over (f — Af)2) <v < (f +Af/2)

S(v) is locally maximum av = f

Y Can be used to detect signal’s presence since it indicatatdmgnal SCF strength.
An example ofy,, with f = 0 for QPSK signal at the carrier frequency2f Hz and the
SNR level of—20dB is shown in Figure 3.8.

As shown in [92], Figure 3.8, 3.9, 3.10, 3.11, and 3.12, SGQbgl maximum peaks
happen ata = 0, f = £f.) and(a = £2f, f = 0) for M-ary PSK, QAM, and continuous
FSK signals (. is the carrier frequency). A series of local maximum peaksuc at
discrete locations decided by the carrier frequericand discretex decided by symbol
rate. Therefore, we can just utilize the global maximum gealdetect signals at # 0.

The hypothesis test gt in Eq 3.1 is therefore:

Hy :if yo(fi) > 6 and f; is alocal maximum point
H, : otherwise (3.16)

where ¢ is decided by the noise’s average SCF in the bi-frequenayeplas shown in
Figure 3.20.

For o = 0, the signal detection is simply a power spectrum densitypjREtection
which uses either a fixed or adaptive threshold to detecasjgresence [103]. The detec-
tion algorithm proposed here combines both detection tesuhde atv # 0 anda = 0.

3.3 Experiment Simulation and Results

The simulation experiment assumed that the SOI was conhplet&nown including its
frequency and modulation type. Since most signal detectiethods first down-convert
signals from the RF band into an RF band, the author simuldiféztent digital signals
including M-ary PSK, M-ary FSK, M-ary QAM, and OFDM at an IFrzh Therefore,
the proposed detection algorithm had to search the wholedRH to detect any signals’
presence. In addition, all the baseband signals used rigetiraosine pulse shaping before
the up-conversion to the carrier frequency, which mimicds@shaping in real communi-
cation systems. Then, AWGN was added to the signals at €iffe3NR levels to simulate
AWGN channel conditions, some examples are shown in Figl2@. 3Next, multi-path
fading was added together with different SNR levels of AW@®GNimulate both noisy and
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Table 3.2: Signal detection performance on different dgyaadifferent SNR levels (aver-
aged on 20 rounds of simulation on 8248 signal samples).ikedr with permission, from
Ge et al., “A parallel computing based spectrum sensingagmprfor signal detection under
conditions of low SNR and Rayleigh multi-path fading,” Theel BEEE International Sym-
posium on New Frontiers in Dynamic Spectrum Access Netw®kgSPAN), Chicago, IL,
2008.

Signals| 0dB | —5dB | —10dB | —15dB | —20dB

BPSK || 100% | 100% | 100% | 95% 15%
QPSK || 100% | 100% | 100% | 80% 10%
8PSK || 100% | 100% | 100% | 90% 10%
OQPSK|| 100% | 100% | 100% | 90% 10%
MSK || 100% | 100% | 100% | 90% 10%
2FSK || 100% | 100% | 100% | 95% 10%
AFSK || 100% | 100% | 100% | 95% 5%
8QAM | 100% | 100% | 100% | 95% 10%
16QAM || 100% | 100% | 100% | 95% 10%
OFDML1 || 100% | 100% | 100% | 80% 5%
OFDM2 || 100% | 100% | 100% | 80% 5%

Table 3.3: Signal detection performance on different dgyatdifferent SNR levels with
multi-path fading. Reprinted, with permission, from Gelet'& parallel computing based
spectrum sensing approach for signal detection under ttonsliof low SNR and Rayleigh
multi-path fading,” The 3rd IEEE International SymposiumMew Frontiers in Dynamic
Spectrum Access Networks (DySPAN), Chicago, IL, 2008.
Signals|| 0dB | —5dB | —10dB | —15dB | —20dB
BPSK || 100% | 100% | 100% | 85% 10%
QPSK|| 100% | 100% | 100% | 75% 5%
8PSK || 100% | 100% | 100% | 75% 5%
OQPSK| 100% | 100% | 100% | 75% 10%
MSK | 100% | 100% | 100% | 75% 10%
2FSK || 100% | 100% | 100% | 85% 5%
4FSK || 100% | 100% | 100% | 80% 5%
8QAM || 100% | 100% | 100% | 90% 10%
16QAM || 100% | 100% | 100% | 70% 5%
OFDML1 | 100% | 100% | 100% | 90% 10%
OFDM2 || 100% | 100% | 100% | 90% 5%
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fading channels. The parameter settings for signal sinomatere: the sampling frequency
was16384Hz, the RF carrier frequency wa®24Hz, the FSK’s frequency separation was
100Hz, the OFDM block size wa$6 and its cyclic prefix wag, the pulse shaping filter
roll-off was 0.25, and the filter order wa32.

To detect the signals, first the author ran the FAM algoritbuget their SCF value in the
bi-frequency plane. Then, he calculated the SCF's magaitind normalized it to the range
[0, 1]. Therefore, the proposed signal detection algorithm igthas real positive values
within 0-1. Next, the author used the detection algorithm shown in B§ 8nd estimated
any signal’s existence subject to Eq 3.16. In addition, ke @lentified the centers of dense
clusters like those shown in Figure 3.17 and used the clastgers to estimate the carrier
frequencies. The author was able to do so because SCF glabahom peaks occur at
(o = 0,f = £f.) and(a = £2f, f = 0) for M-ary PSK, QAM, and continuous FSK
signals (. is the carrier frequency). This estimation was also confirnmethe plane of
a = 0 which was a PSD detection problem. The parameter settingiséd-AM and signal
detection algorithm wereN’ = 64, P = 1024, andL = 8, 6 = 0.05.

For pure AWGN channel, the detection of signal existenc@aounds of simulation
is shown in Table 3.2, where OFDVand OFDM represent OFDM based on BPSK and
QPSK respectively. As we can see, the signal detectionitigodoes not have any errors
until SNR drops to-15dB, and it doesn’t have any statistical meaning-2bdB SNR at
current algorithm parameter settings.

Next, the author simulated both AWGN and Rayleigh multiRgiaiding channel. The
parameter setting for Rayleigh multi-path fading simwatas: the sample time of the
input signalt, = 1/16384 s, the maximum Doppler shiff, = 100Hz. They were for
the frequency-flat ("single path”) Rayleigh fading chansehulation parameters. For
frequency-selective ("multiple path”) fading channele thuthor used six paths with the
vector of path delays of0, 1.2, 2.3, 6.2, 11.3, 15.4 t, and the corresponding path
gains were linearly related to the path delay. The signadien result for20 rounds
of frequency-selective fading simulation is shown in Tabl@. As we can see, the detec-
tion performance is almost the same with the result only uAWGN channels except that
the missing error is higher at15dB SNR.

3.4 Conclusion and Discussion

This chapter first gives an overview of widely used methodsigmal detection and clas-
sification methods. It then focuses on the special featusedaignal detector using cy-
clostationary features. To reduce the computation remeérgs, the author uses parallel
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computing in analysis running on a Cell Broadband Engindl @). Specifically, he par-
allelizes the FFT accumulation method (FAM) algorithm técakate spectral correlation
functions (SCF) on four available Synergistic Processilegrents in a PlayStatioh The
author analyzes the proposed algorithm’s computatioregdyp on a Cell BE compared
to a GPP based version.

The author analyzed the impact of AWGN and Rayleigh multhgading on signals’
SCF features in the bi-frequency plane (with axes of cykckquency and frequency).
Next, the author designed a spectrum sensing algorithmhadses the distinct SCF pattern
of each modulated signal to detect its existence. He ramatgithm on simulated sig-
nals including M-ary Phase-shift keying (PSK), Frequeshift keying (FSK), Quadrature
amplitude modulation (QAM), and PSK based Orthogonal feeqy-division multiplex-
ing (OFDM) under conditions of multi-path fading and ditfet levels of SNR. He gave
numerical results for the detector’s performance.

As discussed in [80], there exist SNR walls for feature detscthough the relative
locations of the SNR walls differ for different algorithm4t is important to exploit the
exact location for a specific feature detector such as thiestationary feature detection
described here. The author’s experiment verifies the exastef an SNR wall for cyclo-
stationary feature detection. Besides, the result shoatsmihlti-path has an impact.

The techniques presented here were not implemented in otwtppe because the
nodes and other available equipment lacked the compugoawver to implement them.
Nevertheless, | think they will be used in future DSA netwsoakd are thus a needed con-
tribution to the literature.
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Figure 3.6: Parallelize FAM algorithm on the PlayStatibnReprinted, with permission,
from Ge et al., “A parallel computing based spectrum senappyoach for signal detection
under conditions of low SNR and Rayleigh multi-path fadinbhe 3rd IEEE Interna-
tional Symposium on New Frontiers in Dynamic Spectrum Asdgstworks (DySPAN),

Chicago, IL, 2008.

Feng Ge 63



Root Raised Cosine Filter Signal 4PSK Signal without Noise or Multipath
T T

5 04 T T T T w T

= b . =

= : : ?

o ol ] B 10T S I G O B0 I R ER A 1 3 R T o e A

£ 2 b

q l

£ 0 4 \

g |

g : & + 1 I

bR S L1 et B R AR S e VA PO - A

= ] . : 5 '

E o, i i i i i i i i i

Lty 200 400 800 00 1000 1200 1400 1800 1800 2000
Samples

Multipath Fading Signal 4PSK Signal without Noise
1 T T T T T T T

05k i ; : : : i § o

aslk i : : j ! .

i i i i i i i I
0 200 400 600 500 1000 1200 1400 1600 1800 2000

Time Domain Amplitude
o

Samples
° Multipath Fading 4PSK Signal at SNR -5dB
E T T T T T T
=l WAL ST TR C 8 1 O IR £ SSY O TNTT I O W R e | I 1 S 0 P ]
: L A i
A A Al I ! ! I
el e | A | L
g 5K
o
o gl : ; : : i : —
® : : : : : i
E 5 I I I I I I | \ \
F 200 400 800 800 1000 1200 1400 1600 1800 2000
Samples

Figure 3.7: Simulated QPSK with pulse shaping, AWGN noisel multi-path fading.
Reprinted, with permission, from Ge et al., “A parallel camtipg based spectrum sens-
ing approach for signal detection under conditions of lowRS&Ahd Rayleigh multi-path
fading,” The 3rd IEEE International Symposium on New Frergiin Dynamic Spectrum
Access Networks (DySPAN), Chicago, IL, 2008.
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White Gaussian Noise SCF at Power -20 dB
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Figure 3.8: White Gaussian noise spectral correlationtfancat —20 dB power level.
Reprinted, with permission, from Ge et al., “A parallel cantipg based spectrum sens-
ing approach for signal detection under conditions of lowRShhd Rayleigh multi-path
fading,” The 3rd IEEE International Symposium on New Frergiin Dynamic Spectrum
Access Networks (DySPAN), Chicago, IL, 2008.
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2D Time Smoothing SCF of 2psk at SNR 0 dB
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Figure 3.9: Bandlimited BPSK signal SCF at the SNR leve) dB. Reprinted, with per-
mission, from Ge et al., “A parallel computing based speuntsensing approach for signal
detection under conditions of low SNR and Rayleigh multiapiading,” The 3rd IEEE
International Symposium on New Frontiers in Dynamic SpeuotAccess Networks (DyS-
PAN), Chicago, IL, 2008.
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2D Time Smoothing SCF of 2psk at SNR -5 dB
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Figure 3.10: Bandlimited BPSK signal SCF at the SNR level-6fdB. Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightispath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pum Access Networks
(DySPAN), Chicago, IL, 2008.
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2D Time Smoothing SCF of 2psk at SNR -10 dB
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Figure 3.11: Bandlimited BPSK signal SCF at the SNR level 6 dB. Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightinpath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pm Access Networks
(DySPAN), Chicago, IL, 2008.
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2D Time Smoothing SCF of 2psk at SNR -15 dB
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Figure 3.12: Bandlimited BPSK signal SCF at the SNR levelof dB. Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightinpath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pm Access Networks

(DySPAN), Chicago, IL, 2008.
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Multipath Impact on Input Rectangular Signal
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Figure 3.13: A multi-path filter response to a rectangulgnal. Reprinted, with permis-
sion, from Ge et al., “A parallel computing based spectrumss®y approach for signal
detection under conditions of low SNR and Rayleigh multipiading,” The 3rd IEEE
International Symposium on New Frontiers in Dynamic SpeuotAccess Networks (DyS-
PAN), Chicago, IL, 2008.
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Time Smoothing SCF of 2psk with Multipath and without Noise
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Figure 3.14: Multi-path impact on a BPSK signal’s SCF. Refadl, with permission, from
Ge etal., “A parallel computing based spectrum sensingagmbrfor signal detection under
conditions of low SNR and Rayleigh multi-path fading,” Thel BEEE International Sym-
posium on New Frontiers in Dynamic Spectrum Access Netw®kgSPAN), Chicago, IL,
2008.
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Figure 3.15: Multi-path impact on&AM signal’s SCF. Reprinted, with permission, from
Ge etal., “A parallel computing based spectrum sensingagmbrfor signal detection under
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Time Smoothing SCF of 4ofdm with Multipath and without Noise
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Figure 3.16: Multi-path impact on a QPSK based OFDM sign&®F. Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightinpath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pim Access Networks
(DySPAN), Chicago, IL, 2008.
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Figure 3.17: An example af, at f = 0. Reprinted, with permission, from Ge et al., “A
parallel computing based spectrum sensing approach foalsigtection under conditions
of low SNR and Rayleigh multi-path fading,” The 3rd IEEE Imtational Symposium on

New Frontiers in Dynamic Spectrum Access Networks (DySRAMicago, IL, 2008.
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Figure 3.18: SCF of signals with modulations BPSK, QPSK, imim-shift keying
(MSK), and QDPSK (from left to right, up to bottom.) Repridievith permission, from Ge
et al., “A parallel computing based spectrum sensing ampréar signal detection under
conditions of low SNR and Rayleigh multi-path fading,” Threl 3EEE International Sym-
posium on New Frontiers in Dynamic Spectrum Access Netw@kSPAN), Chicago, IL,

2008.

Feng Ge

75



-1000

\\\ /

-2000 e

Frequency (Hz) -3000 -5000

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

'
'
' '
i '
! o \\ ! :
' / ' '
' '
' — ' 1
1 ~ ' 1
' i
\ ] H ] '
ro08 — 'o08 — '
: ' |
' ' i
1 06+ V08 '
5 5 :
i ' '
0 D i
104 L 04 1
i ' '
'
'
0.2 02 :
' '
' N i
i ' '
' 0 ' 0 i
' 2000 < ™~ ! 2000 . . '
i ' > i
: 1000 o /7/ 5000 | 1000 ) 5000 |
: 0T _— | 0 — :
i 1000 \\ " H <1000 / 0 H
i - ' >
: -2000 - ' -2000 —
! -3000  -5000 ! -3000  -5000
] Frequency (Hz) Cycle Frequency (Hz) H Frequency (Hz) Cycle Frequency (Hz)
A N B e - L e A A e B B
1 Time Smoothing SCF of 2ofdm 1
' '
' '
i '
' '
' '
I '
: |
I '
' 1 ' 1
i '
'
' 1
1084 108
'
i '
: |
106 V08
'S | S
R R
104~ V04
'
1
02 102~
|
1
0 0
! 2000 1 2000
'
'
'
'
'
'
'
'
'
'
'
'
'

Figure 3.19: SCF of signals with modulations BFSK, 8QAM,OFvith BPSK subcar-
rier, and OFDM with QPSK subcarrier (from left to right, uplottom.) Reprinted, with
permission, from Ge et al., “A parallel computing based sp@t sensing approach for
signal detection under conditions of low SNR and Rayleightinpath fading,” The 3rd
IEEE International Symposium on New Frontiers in Dynamie&pum Access Networks
(DySPAN), Chicago, IL, 2008.
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Figure 3.20: SCF of signals with modulations 8PSK, 16QAMseif quadrature phase-
shift keying (OQPSK), and OFDM with 8PSK subcarrier (frorft te right, up to bottom.)
Reprinted, with permission, from Ge et al., “A parallel camtipg based spectrum sens-
ing approach for signal detection under conditions of lowRSahd Rayleigh multi-path
fading,” The 3rd IEEE International Symposium on New Frergiin Dynamic Spectrum
Access Networks (DySPAN), Chicago, IL, 2008.
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Chapter 4

Cooperative Spectrum Sensing for
Dynamic Spectrum Access

Quickly and reliably detecting signals can be very chaliegginder dynamic and hostile
conditions like shadowing, fading, interference, and irpdtth [42, 44]. Because a single
signal detector may fail under such conditions, coopegaspectrum sensing is widely
endorsed [42, 104, 105]. Furthermore, as the radio enviemtivaries, nodes in a DSA
network must be aware of such variations and choose thevagant channels to talk to
each other. Essentially a radio environment map is needgd Té do so, a DSA network
has to rely on cooperative spectrum sensing which usuapetses sensors geographically.

However, such a cooperative spectrum sensor network purtgesat conditions on both
data latency and data reliability because secondary useusdsquickly and reliably be in-
formed about incumbent signals’ presence. Cooperativetigpe sensor data should be
fused in a data fusion center. The result is needed by segpodars in managing spec-
trum sharing. This chapter designs spectrum data flow antepsomanagement systems
for spectrum sensors and the data fusion center to reduaéati@bcy and achieve high data
reliability. It also describes a DSA broker that not onlyeiriaces with cooperative spec-
trum sensors and fuses sensed spectrum data, but also re@eagadary user’s access to
spectrum.

Cyclostationary feature based detectors can be sped uprgypesrallel computing, but
this demands a long observation and processing time andup$e, multiple processors
capable of running the algorithms. Therefore, the autindrjs DSA network development
uses other signal detection and classification methodslajme by his colleagues and
himself on different radio platforms. This chapter alsooduces those sensors and their
integration into a cooperative sensor network.
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4.1 Introduction to Decentralized Detection

Decentralized detection is widely used in commercial anlitany surveillance systems,
where multiple sensors (such as radars, sonics or inframesbss, and cameras) are simul-
taneously employed to improve the overall system perfooaafor example, reliability or
speed [106, 107, 108, 109]. This section briefly reviews spraeious work in the field.

4.1.1 Distributed Detection

Tenney and Sandell [106], in their pioneering effort, haxteleded the classical Bayesian
decision theory to the case of a distributed two-sensorar&twl he system they consider
is shown in Figure 4.1, where each sensor observes the plesoon{/) and perceives a
variable ¢, andy, respectively). The sensors carry out some local procegsingnd-;
respectively) on the data (with resultswof andu, respectively) to reduce the communi-
cations bandwidth required between them and the fusiorecemhe fusion center, upon
receiving the data from two sensors, makes a global dec{sith the result ofug) on
what happens in the phenomenon. More specifically, Tenngyandell’s paper considers
a binary hypothesis testing problem, whéfenas a probability ; and 1) to be in either
caseH; or H,, and each sensor sends only a single bit to the fusion center.

e

Phenomenon H

Y1 Yo
Sensor Sensor
uj uo
Fusion
Center

luo

Global Decision

Figure 4.1: A distributed two sensor network.
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The problem can be stated (whére {1,2}):

Hel,?2
Pr(H=1i)=DP
u; = %(yz) (4.1)

Separable cost functions can be defined

J(H, ul,uQ) = Jl(H, Ul) + JQ(H, UQ)
Ji(1,2) > J;(1,1)
Ji(2,1) > Ji(2,2) (4.2)

The goal of the distributed system is to desjgm;|y;) used to achieve a global optimal
decision based on the above cost function comparison.
The results are surprisingly complex [106].

e The decision rule at each sensor is a likelihood ratio test.tlge threshold depends
on the decision rule at the other sensor and the conditiaslmition of the mea-
surement at the other sensor conditioned on the local measut.

e Solutions to thresholds may be locally optimal but not glgbso; two identical
detectors may have different thresholds even for symmedst functions.

In the previous analysis, the fusion center decision rulen@icit. Chair and Varsh-
ney explicitly incorporate optimization of the fusion rudg weighting the incoming bits
according to their reliability, which is a function of theclal measurement model [107].

Tsitsiklis generalizes the problem to a multiple-sensdwnek, where each sensor
transmits finite-valued messages to a fusion center thagésekinal decision on one out of
M alternative hypotheses [108]. Based on the binary hypaiest setting in Eq.4.1 and
4.2, this problem is extended as\&ary hypothesis test witv-ary alphabets as shown in
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Figure 4.2 and below (whetiec {1,..., N}):

Hel,.... M
N peripheral sensorg)-ary alphabet
Yiryi — 1,...,D
u; = i (Yi)
Data fusion center with local measurement

70:y1><u1><...><uN—>1,...,M (43)

PN

Phenomenon H

A

7

Y1 1 v 7y
‘Sensorrﬁ ‘ Sensor‘l‘
uj \\ Up Uy
Fusion
Center

!

Global Decision

Figure 4.2: A distributedVv sensor network.

Achieving minimum probability of error, as shown in [108fqgteres a search in the
general case of all the decision rules, which is intractaBlgproximation algorithms are
suggested in [108].

4.1.2 Distributed Estimation

In distributed sensor networks, first each sensor sendgtiugion center of a summary of
its own observations in the form of a message; the fusiorecénén makes a decision on
the messages sent by all sensors. Both the data fusion esatdre sensors carry out some
amount of computation. The previous sections focuses ait sensor fusion with a star
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topology, where the data fusion center has immediate atoéssal estimates from every
sensors and makes only one decision based on all the data&eviduhe above analysis and
approaches can be generalized to static sensor fusion wétbérary network topology at
the expense of more time being required [110, 111].

Dynamic distributed estimation uses multiple sensorsinantsly to detect a ran-
dom variable that is evolving in time or along space. It hagliagtions in state esti-
mation/tracking, identification, and random field estimnatj112, 110]. This problem is
shown in Figure 4.3, wherd, sensors continuously sense an evolving varidblét each
time stepy, the variable is represented B, while each sensor has a different observation
(represented byj., wherei € {1,..., N;). The goal of this sensor network is to estimate
the variable at next time step based on each sensor’s cunegdurement and their past
knowledge, given that the probabilistic estimation of thésiable based on the measure-
ments at the initial time step = 0 is known. Such a problem can be formulated from a
Bayesian view as:

Given: p(ax/{z})
Efficiently compute

p($k+1|{z}§)
P(Tpg1| 2041, {Z}IS) (4.4)

where{z}% are the past measurements at all sensors . Two steps afégredcedures are
needed for prediction and update:

PredictionChapman-Kolmogorov

pler|{=}E) = / P o) p(an] ()5 day
Updatelikelihood weighting

(241 |Tra1)
p(zri1l{2}6)

Applying Eq. 4.4 and 4.5 to a second order linear controlesyswith Gaussian random
variables is a Linear-Quadratic-Gaussian (LQG) problembably the most fundamental
optimal control problem [113]. In particular, the famouslidan filtering is a closed form
equation of this problem [113].

In a general distributed sensor network, the measurementsa equally useful and
incur different resource expenditures; the system musbobémear. Choosing the optimal
set of sensors and their measurement process leads tdableacomputation. The authors

(@i lzre, {26) = p(araal{z}0) (4.5)
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Figure 4.3: A sensor network for dynamic estimation.

in [112] give a detailed analysis of sensor collaboratioadrhoc sensor networks using an
information-driven approach. They also present perfogearounds and approximation
algorithms.

4.1.3 Fundamental Bounds on Information Gathering Systems

Decentralized sensor networks tradeoff the communicagqgnirement over the network
with less information available to the fusion center [108Jlo and Tsitsiklis consider the
problem of minimizing the amount of communication in decalited estimation with two
sensors [114]. For systems that only involve Gaussian randariables, they obtain a
tight lower bound on the number of messages that the fusiotecenust receive from the
sensors to evaluate the final results. When the system & Jitheese bounds are effectively
computable. Aldosari and Moura adopt a non-asymptoticagagr and optimize both the
sensing and fusion sides with respect to the probabilityetéction error [109]. Their work
help us understand tradeoffs between sensor network ptremiiée number of sensors,
degree of quantization at each local sensor, and SNR.

Section 4.1 reviews several topics in decentralized detectResearch results from
these areas guided our development of a distributed compespectrum sensing system
needed in the prototype DSA network. For example, Tsits#hvork helped us choose
fusion rules to process sensor data streams sent by mugpksors. Further, our future
work will apply distributed estimation methods to locateranyary signal’s geo-location.
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4.2 Cooperative Spectrum Sensing for DSA

The goal of DSA is to increase spectrum utilization in threaehsions: frequency, time,
and space. To guarantee non-interference with incumbem$,uspectrum sensors must
quickly detect any radio environment variation with atitdss on those three dimensions.
Section 4.1 reviews decentralized detection, mainly frolmypothesis test perspective,
which can be used to formulate methods for primary user sagtaction.

However, cooperative spectrum sensing for DSA also neepiotade a radio environ-
ment map; this is more about sensing semantic variabledwdoictain heterogeneous and
unstructured information [115]. The fusion center musgiptet the context and meaning
of sensor data and provide a coherent view of the radio emviemt. Further, such a sen-
sor network has particular performance requirements oa ldéency and data reliability.
Delayed or erroneous data error may cause secondary usietgrfere with incumbent
users because secondary users could not be informed gqoickdyiably to switch to other
spectrum whitespace upon incumbent users’ appearancaefdree the overall goal of
cooperative spectrum sensing is to quickly and reliablyig® secondary users with nec-
essary information about spectrum environment, which igeectrum information in
three dimensions: frequency, time, and space. Any codperspectrum sensing design
should achieve such goals, while attacking challengegifagenost other types of sensor
networks like resource usage optimization and security; [43

From the network structure perspective, a cooperativeigpasensor network may be
centralized, for example in IEEE802.22 [29], or distrilaljtas in DARPA's XG project [77]
and Wireless Network after Next (WNaN) project [116]. In foemer case, cooperative
sensor data is fused at special data centers and sensomdatauaication goes through
control channels [117]. If those data centers also managetrspn access by secondary
users according to some pricing rules, they are called spadirokers [118]; particularly
when their pricing is considered for dynamic spectrum agces

In the distributed case, some sensor nodes, usually arttbarsecondary users, fuse
neighboring sensors’ data in determining spectrum whaespan in-band data channel or
a dedicated control channel can be used for sensor data coicatian [119]. In either
case, DSA involves spectrum sensing, sensor data comntionicdata fusion and storage,
and management of secondary users’ access of spectrunudgdate DSA paradigm puts
stringent conditions on both data latency and data reitgti the above network, special
consideration is needed not only at the network level fotingumanagement, but also
within all involved end nodes for sensor data process andagement.
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4.2.1 Semantic Sensor Data

The fusion center in cooperative spectrum sensing musige@/semantic radio environ-
ment map for secondary users to opportunistically use vasgectrum. This part of the
dissertation constructs such a map from the perspectivensios capabilities.

A simple energy detection result is shown in Figure 4.4. Ascae see, it presents
information in the frequency domain. If the sensor is camunsly running, the timing di-
mension can be derived. Cooperative sensors using lodatbinmiques can locate incum-
bent users given that sensors have their own relative oaglotations [120]. Moreover, as
discussed in Chapter 3, signal classification can recoghegype of a signal. Combining
all the above information, a basic radio environment maeatly constructed from signal
sensors may look like Table 4.1. Of course, more advancedksgnsors can provide more
semantic data about the radio environment like a signatyg dycle and even symbol rate.
In particular, information inherent in this table includmsilable vacant channels — those
frequency ranges within which no signal is detected.

Power Spectrum Density
0 T T T T T

——Spectrum

Aok — —Threshold ||
—+—Noise floor
20 i

-301_._[_________!

401 -

50k |

60 fetli

Signal Power (dBm)

70 ':‘

-80

i 1 | | | | |
Ps7 458 459 46 461 462 463 464 465 468 467
Signal Frequency (Hz) x10°

Figure 4.4: A power spectral densitg)2009 IEEE. Reprinted, with permission, from Ge
et al., “A cooperative sensing based spectrum broker foadya spectrum access,” IEEE
Military Communications Conference (MILCOM), Boston, M2009.

4.2.2 Spectrum Sensing and Data Processing in Sensors

To achieve the goal of both low data latency and high datalviiy in a cooperative
spectrum sensing network, each sensor needs a speciale@tgin of its data processing
and management. An enabling system is designed and impledierthis section.
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Table 4.1: An example of required spectrum information f&Aapplications.

ID | F-min | F-max | Power|  Modulation SNR | Time(y:m:d:h:m:s)| Location
(MHz) | (MHz) | (dBm) (dB)

1462 464 2 BPSK 20 2009:5:6:15:21:12) (A1, ¥1)

2| 470 471 1 None (Unknown)| 17 2009:5:6:15:21:45 (\q, ©v2)

3| 466 470 4 8PSK 23 2009:5:6:15:20:56 (A3, ©3)

For the discussion purpose, the typical sensor architecsuagain shown here in Fig-
ure 4.5; its components are introduced in Section 3.1.1.effopm spectrum sensing, the
sensing unit acquires radio signals and sends them to tleegsimg unit. The processing
unit calculates required signal information: such as spectfpower density, bandwidth,
and center frequency. The transceiver then transmits theepsed sensor data. The loca-
tion system is used to determine the sensor’s location.

First of all, the sensing unit can adopt a fixed sensing peniggectrum sensing. How-
ever, it is hard to decide the right sensing period. If it is &hort (a higher duty cycle),
the sensing unit will consume too much power; if it is too Ipgsgnsors may miss de-
tecting radio environment variations which result in iféegnce to incumbent users from
secondary users’ transmission. Considering incumbemsugehavior, dynamic sensing
scheme can be used so that incumbent users’ behavior pedirebe utilized. For example,
in the cellular band, there are many short cellphone catltla@mremaining are spread over
a “semi-heavy” tail [76]. In this case, sensors can adoptnéraily rapid sense for few
seconds, and then less frequent sense of the same bandpplusumistically sensing to
detect abnormal patterns.

Location System Mobilizer
A A
Processing
. . Unit
Sensing Unit
Sensof ADG™~1rOCesSaL TX
\ ; StO{age RTX
Power Unit

Figure 4.5: A typical sensor architecture.

Second, sensors can be designed as reactive or proactilje ftBactive sensors pe-
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riodically sense the environment and send out sensed @atetjve sensors react immedi-
ately to sudden and drastic changes in the value of a sertsdtat In the DSA situation,
neither scheme is suitable. The proactive scheme resuksliimdant data communication
overhead when the radio environment does not change solguitie reactive scheme on
the other hand is not robust enough to differentiate betweeasor failure or an unchanged
environment, therefore losing data credibility. Instethe, author selects a hybrid scheme
by which nodes not only respond to sudden changes in sertsidita, which is reactive,
but also send data periodically, which is proactive. Thategy is shown in Figure 4.6.

Attribute > Threshold: Immediately Sending

I
<Rapid Sending < Periodical Sending

Time
Figure 4.6: Spectrum sensor data update strategies.

Third, the sensor can tsatelessvhich means that any sensing result will be sent out
immediately without storage, atatefulwhich means that sensing result will be stored in
the sensor for some time duration. Considering that bothdata latency and high data
reliability are required in cooperative spectrum senstwoek, redundant data communi-
cation must be reduced or avoided. Under conditions thatati® environment doesn’t
change so often, periodical spectrum sensing results isaine data being sent out. Most
of the time this is a waste of network bandwidth and may caase communication delay
when congestion happens. This problem can be alleviateth§®'s arstateful

Combining all the above strategies, a data process and @@ system is shown in
Figure 4.7. Given a sensing frequengy(the number of times per second that the sensor
senses)] is chosen as the maximum period after which the sensor mdsit@ijits status
to a data fusion center. Any real-time data sent from theisgnit is compared with
previously stored data in the local database, if the diffeeds larger than a threshold),
the new data will be updated to the data fusion center andbitineter indicating the sensor’s
inactive duration is reset. If the difference is less thgrthe counter is increased by one.
If the counter is larger than/ = T'x f,, the sensor will update its status to the data fusion
center too. But only a short message is sent out to the datafaenter indicating that this
sensor is still alive and it detects the same value. Eachrienedata is detected, it will not
only update the data fusion center but also the local da¢abas
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Figure 4.7: The scheme for data flow and processing withinnsae (©2009 IEEE.
Reprinted, with permission, from Ge et al., “A cooperatieasing based spectrum broker
for dynamic spectrum access,” IEEE Military Communicasd@onference (MILCOM),
Boston, MA, 2009.

4.2.3 Data Processing in Spectrum Servers

The goal of cooperative sensing in DSA is to provide reaktspectrum environment in-

formation in three dimensions: frequency, time, and spadeerefore, sensors have to
detect related radio environment variations (as discuss8édction 4.2.1) and update pro-
cessed data to a data fusion center — the spectrum servas idiseertation. Moreover,

the spectrum server’s role is not only fusing connected@shslata, but also deriving

geo-locations of detected signals and other requirednmdition for spectrum sharing.

During data fusion, a spectrum server first waits for a cenpairiod of time to receive
results from all the sensors, it then fuses the received stetams. However, synchro-
nization of such data communications is difficult becausesses may perform actions at
different times [43]. For example, in one period, a sensoy timaeout its operation and
does not send any data to the server. Further, a sensor kRatveyr get congested, thus
delaying a sensor’s data report to the spectrum server.theretase, the credibility of a
final decision by the server is questionable.

By following the updating strategies introduced in SectoR.2, perfect synchroniza-
tion is not needed and credibility of sensor data can be giéiranteed. However, the
challenge is how to process multiple unsynchronized dagasts. To solve this problem,
a multi-threading method [122] together with databaserteldgy [123] is suitable for the
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spectrum server data management. As shown in Figure 4.7ignceH.8, the spectrum

server allocates to each sensor a corresponding datalmedaareceiving data from the

sensor. Based on updating in these tables and status messagey all the sensors, a
separate database table is used to update all sensors. signsor data stored in all the
tables will be fused in a master database; taking this inftion together with the status
table, any variation in the time domain can be derived.

Data From Sensors

| Sensor
Status

—
—_—
—
—
—

Sensor Data

Figure 4.8: Data management in a spectrum se@&009 IEEE. Reprinted, with permis-
sion, from Ge et al., “A cooperative sensing based spectmakel for dynamic spectrum
access,” IEEE Military Communications Conference (MILCDMoston, MA, 2009.

Once sensor data is available to the master database, detta fechniques are needed
and they must be robust and fault-tolerant so that they cadlbaincertainty and faulty
sensor readouts. Sensor data fusion has attracted widdi@tt¢124]. Some existing
well-known methods include: probabilistic models and Bage data fusion methods as
discussed in Section 4.1. Further, the OR logic rule is appln [105] as the fusion rule
and the AND and M-out-of-K rules are considered in [104]. Tikelihood ratio test (LRT)
based decision is also considered in [104] where it is shdxahgoft decision fusion has
the ability to achieve better performance compared to hactstbn combining. The author
uses M-out-of-K rules for data fusion in the spectrum server

In cooperative spectrum sensing, data from identical gerdigtributed over a geo-
graphical area can be divided into two types. The first tyga Has same kind of detected
information for all sensors, for example, the existenceigha and its frequency range.
The other type data is complimentary among sensors, for pbeatetected signal strength
at different locations used to determine detected sigt@iation by technologies such as
triangulation [120]. The final table in the spectrum servayrtook like what is shown in
Table 4.1.
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4.3 Secondary User Network

4.3.1 Data Management and Secondary User Access in DSA Brake

A DSA broker bridges the cooperative spectrum sensing rr&tamod the secondary user
network. It derives necessary spectrum information froecspim servers for secondary
users’ spectrum sharing. It also manages secondary usgrahdc spectrum access. Us-
ing MySQL database technology, the author designed a DSkebaochitecture as shown
in Figure 4.9. The processing core has to identify vacanttsp® bands and differen-
tiate active signals between incumbent users and secondarg. The processing core
derives necessary spectrum information for secondansusgectrum sharing. However,
secondary users must first register with the DSA broker. TBA broker also sends alarms
to registered secondary users upon incumbent users’ peserthat secondary users can
switch to other vacant channels.

Sensor DB Table DSA DB Table

Figure 4.9: The DSA broker architectur@2009 IEEE. Reprinted, with permission, from
Ge et al., “A cooperative sensing based spectrum brokeryoamic spectrum access,”
IEEE Military Communications Conference (MILCOM), BostdvA, 2009.

To differentiate active signals between incumbent usetdssagondary users, the DSA
broker has a database of incumbent user allocation by regylaodies such as the FCC.
The DSA broker also includes a real-time secondary usebdagaderived from the regis-
tration mechanisms. Any detected signal will be comparet thie incumbent user signal
type to define its user type. An example of such a data tablelike™.2 To reduce process-
ing burden, the event trigger mechanism is used so that tie isupdated only when the
spectrum server is newly updated.

Secondary users have to register with the DSA manager tesitise necessary infor-
mation for spectrum sharing. Registration informationldanclude occupied bandwidth,
center frequency, power, geo-location, MAC address, IBvdilable), and usage time du-
ration. An example is shown in the “DSA broker cognitive adegistry table” of Fig-
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Table 4.2: An example database in the DSA broker.

ID | F-min | F-max| Pow | Mod | SNR| Time(y:m:d:h:m:s)| Loc | Busy Signal
(MHz)| (MHz)| (dBm (dB) Type
11462 |464 |2 BPSK| 20 | 2009:5:6:15:21:12 (A, | O None
®1)
21470 |471 |1 None | 17 | 2009:5:6:15:21:45 (X, | 1 2nd
©2)
31466 |470 |4 8PSK| 23 | 2009:5:6:15:20:56/ (A3, | 1 Primary
©3)

ure 4.13. Upon incumbent users’ presence, secondary usebewnformed by the DSA
manager to switch to available vacant channels.

4.3.2 Spectrum Usage Statistics

The feasibility and success of spectrum sharing dependsaduon if, when, and how idle
spectrum becomes available. For secondary users that esewp sensing technologies
in DSA, how easily idle spectrum can be sensed is also aarfactor. For example, TV
broadcasting is either idle or active, both over long pegiofitime. In contrast, cellular
spectrum usage exhibits much more variations both in tintesgrace [76]. Therefore,
more agile DSA techniques are needed for sharing cellulad Ispectrum than the TV
broadcasting spectrum. Further, communication data b&tiegeen secondary users oppor-
tunistically using the above two types of spectrum band naay quite differently. The
data rate in the TV band may be much more stable than the r#te eellular band, there-
fore, the “quality” of idle spectrum within the two bands ifferent too. Idle spectrum over
other bands may demonstrate similar or even more divergeyssterns. Some statistics
values and even models are helpful to differentiate idletspen bands with different usage
behaviors.

We designed and developsthteful DSA brokers so that they can store durations of
spectrum usage data. For example, a frequency range camitedlinto different bands
and each band has a table which continuously updates noeaanlychannel’s availability,
but also its usage statistics. The stored data can be caimpden both measurements
and registrations [76]. Based on each channel’s table aftgpa usage, secondary users
can choose the idle spectrum band which best matches thicaton requirements. For
example, real-time voice communication needs continundstable spectrum availability
while normal email checking doesn’t need such “good quadipectrum.
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This section provides some examples illustrating suclissitag. To calculate spectrum
usage statistics based on some spectrum measurement, agpdaa threshold to differen-
tiate between idle and active spectrum. The thresholdts@emay depend on cooperative
spectrum sensors’ performance and other DSA technologlexan differentiate between
incumbent usage and secondary usage using sensed datacandasg spectrum usage
registration. A spectrum usage measurement is shown ird-iyd0 which was taken in
a hotel in downtown Chicago in March 2008. A spectrum usagp pust-processed by
thresholding may look like Figure 4.11, where active speutblocks are either used by
incumbent users or secondary users.

Spectrum Usage Measurement

B L l - T
-110. . .-100 -90 -80 -70 -60 -50

Frequency (MHz)

Figure 4.10: Spectrum usage measurement, courtesy of ThRoraeau and Keith Nolan.

At a specific geo-location and within time duration fragto ¢; and frequency band
from f, to f1, spectrum usage efficiency solely by incumbent users isettind computed
by Eq. (4.6).

| _ 1 (1)
Effmcumbent— (tl — to) < (fl — fo) (46)

wherel; is the smallest spectrum block (with the unit of timefrequency) used by some
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Figure 4.11: An example of simplified spectrum measurem@009 IEEE. Reprinted,
with permission, from Ge et al., “A cooperative sensing blasgeectrum broker for dynamic
spectrum access,” IEEE Military Communications Confeee(dILCOM), Boston, MA,
2009.

incumbent user within a time and frequency range. Simil&tlys the spectrum block used
by secondary users: is the total number of active spectrum blocks used by thennznt
users.

The overall spectrum usage efficiency including both incentlusers and secondary
users will be decided by Eq. (4.7).

11 I+ S;)
(t1 —to) x (f1 — fo)

whereS; is the smallest spectrum block unit used by some secondarywithin a time
and frequency range. is the total number of active spectrum blocks used by therstny
users.

Considering that the memory size of the DSA broker is finttean only store spectrum
usage information for a finite time interval as shown in Fedrll. Therefore, we can
use the following formula to update the efficiency framto ¢, given that Eff5, .. is
known, for example for incumbent usage efficiency withoatisg all the spectrum usage

information fromt, to t,.

E1’-foverall - (4-7)

otz (tr — t0) (f1 = fo)EffimumbentT 21 (1) ™"
Eﬁif]cufnbent: : - 1(t2 _Oto) ;‘Cl(lf;feit fO) : (48)

Some dynamic spectrum utilization statistics are showrigare 4.13.
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Further, statistical models can be used to represent spectsage patterns within fre-
guency and time domain. For example, in a cellular netwar&ymbent users’ call du-
ration is modelled as an exponential distribution, thoughiations were reported in [76].
The above spectrum usage statistics can be very useful argpetrading too because it
characterizes the “quality” of vacant spectrum band [118].

The above spectrum usage statistics can be very useful atrgpetrading. too. The
registration mechanism introduced in Section 4.3.1 allspectrum licensees to sublease
spectrum to secondary users. Spectrum trading promisestrieeise the incentive of spec-
trum sharing [11, 125] because it can stimulate users t@séllease under-utilized spec-
trum. For example, auctions usually promise efficient atmmn of scarce resources [126].
However, necessary information is required to carry outecspm auction. Most cur-
rent research on spectrum trading is primarily based orrnmdtion in the dimension of
frequency [126, 118]. Such models do not fully capture theelrse of DSA: increase
spectrum efficiency in three dimensions (frequency, tinmg, space). Pricing should be
based on the integral value of spectrum within the aboveetdmmensions. For fairness,
the spectrum information needed for auction should corstatistics of spectrum usage.

4.4 Experiment

To demonstrate the cooperative spectrum sensing netwalguthor (and his colleagues)
designed a test network as shown in Figure 4.12. Four diffteensors were built. The first
sensor employs broadband parallel RF sensing on a Lyrtectalf$-orm Factor” (SFF)
Software Defined Radio (SDR) board; this sensor’s algorigmimarily runs on the em-
bedded FPGA and can cover signals up to 20MHz in bandwidtk.sBeond sensor, with
a Universal Software Radio Peripheral (USRP) as the frodf mmplements a signal clas-
sification and synchronization system using frequency and tlomain signal features;
it is able to classify analog AM and FM, digital M-ary PSK, MyaQAM, M-ary FSK,
and OFDM signals [127]. The third sensor is a broadband gndetector based on an
Anritsu MS2781A Signature Signal Analyzer; this sensor caver signals up to 20MHz
bandwidth. The fourth sensor uses narrow band energy detdotlowed by a k-nearest
neighbor (K-NN) algorithm classifying signal features olaptop with a USRP as the RF
front end; it is able to classify analog FM and AM, digital BRSYPSK, and 4FSK signals
[83]. Wi-Fi adapter cards were used to join these sensarsisensor network. Please note
that no CDMA signal was used in our experiment because onakggnsors can'’t classify
an unknown CDMA signal without knowing the spreading codeirtlker, two reconfig-
urable SDR radios based on GNU Radio and USRP were used ttasgnsecondary users,
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which can reconfigure and switch transmitting frequenclegiOne secondary node was
mounted with sensor 4. These two secondary user nodes cacatethwith each other
using vacant channels obtained from the DSA broker.

In a lab environment, the author used Family Radio Servi&S(Rwvalkie talkie radio
and USRP based SDR in simulating a dynamic spectrum enveohaver the frequency
range from 460MHz to 468MHz. The four sensors continuoushgcted spectrum envi-
ronment and updated the spectrum server with detectedsedtbur sensors covered a
user specified frequency range while continuously updatiegspectrum server with de-
tected signal features. The spectrum server fused sensoand stored them in its “main
sensor database” as shown in Figure 4.13, a user friendlsface was developed to mon-
itor the DSA broker. Semantic sensor data includes stafteguency (%,,..,”), ending
frequency (‘F}..."), power, modulation, the time being detected, and SNR ohesagnal.
Unidentified signal modulation is specified with NULL. Basaad sensors’ result and its
knowledge database of incumbent users, the DSA broker ekegitiether each channel is
an incumbent signal or secondary user. Further, the DSAebralso segments spectrum
into occupied or unoccupied frequency bands by showing a1 The total table is shown
in the “DSA broker bandwidth table” in Figure 4.13. Speciligathe color bars indicate
real-time spectrum availability within a user specifiedjfrency range: green color means
active signal bands and red color means vacant frequenadsb&pectrum usage statistics
are also displayed.

Spectrum DSA
Server  Manager

DSA
Broker

—_— 3B Secondary
Node-1
Sensor-2 .. | Spectrum

Switching

e

Sensor-1 \'K\

Sensor-3 Secondary
Node-2
Sensor-4

Figure 4.12: Our overall experiment settin@?2009 IEEE. Reprinted, with permission,
from Ge et al., “A cooperative sensing based spectrum brizkestynamic spectrum ac-
cess,” IEEE Military Communications Conference (MILCONBpston, MA, 2009.

Secondary users interfaced with the DSA broker through &Miased control channel
and registered with the DSA manager with their IP addresgecérequency, modulation,
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Figure 4.13: The DSA broker graphic user interfa@g®009 IEEE. Reprinted, with permis-
sion, from Ge et al., “A cooperative sensing based spectmakel for dynamic spectrum
access,” IEEE Military Communications Conference (MILCDMoston, MA, 2009.

etc., as shown in the “DSA broker cognitive radio registryFigure 4.13. Secondary users
chose vacant channels through the “DSA broker table” to camoate with each other.
Note that the current DSA broker is not equipped with locatechnologies, and it simply
chooses the name of a sensor that detects the signal. The DgkArBbroadcasted alarms
to secondary users through the Wi-Fi control channel wheanrbent signals appeared,
then secondary users chose new vacant channels to contewieys communication. The
whole network was demonstrated in the 3rd IEEE InternatiSgenposium on New Fron-
tiers in Dynamic Spectrum Access Networks (DySPAN 2008)hic&go.

4.5 Conclusion

This chapter first overviews progress made in decentralisdection. It then gives a set
of schemes for spectrum data flow and process managemeir gfictrum sensors and
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DSA brokers, which are used in a cooperative spectrum setmork requiring low data
latency and high data reliability. Further, this chapteasents some spectrum usage statis-
tics, which are not only useful for secondary users’ spactsharing, but also necessary
in any spectrum trading. Finally, a network experiment afrfspectrum sensors with two

SDR based secondary users is given.
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Chapter 5

Decentralized DSA Networks: A
Prototype Design and Experimental
Results

Significant research progress has been made in cognitive aad DSA networks since
Mitola’s seminal dissertation [17]. For example, many nueasients of current spectrum
utilization are available. Theoretical analyses and cdatmnal simulations of DSA net-
works also abound. In sharp contrast, few network systearsicplarly those with a de-
centralized structure, have been built even at a small $calwestigate the performance,
behavior, and dynamics of DSA networks under different ages.

On the other hand, supporting DSA in decentralized wirabesaorks drives the com-
plexity both within individual nodes and of the overall netk to an unparalleled level.
Therefore, experiments are necessary to gain insightgtieork design and to investi-
gate network performance under different scenarios [3difther, in research of complex
systems like cognitive DSA networks, experimental metheoats access system/network
conditions that may be neglected by either theoreticalysisabr computational simula-
tion.

The author designs a decentralized and asynchronous DSmkeaind builds a ten-
node network prototype based on software radio technapgignal detection and classi-
fication methods, distributed cooperative spectrum sgnsystems, modified mobile ad-
hoc network (MANET) protocols, a multi-channel allocatialgorithm?! This chapter de-
tails the network’s design and implementation as well agstential functions. Through
systematic experiments, the author identifies severabpagnce determining factors for

1The multi-channel network development was collaborative woekween the author and his colleague
Mustafa Y. EI-Nainay.
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developing decentralized DSA networks. For the purposeasy eccess and being self
contained, some figures shown in previous chapters aredeped here.

5.1 Introduction

The author’s view of decentralized DSA networks is showniguFe 5.1. In this network,
nodes opportunistically use vacant channels when incumisars are not transmitting.
The whole network consists of decentralized mobile nodesvaorks in a dynamic ra-
dio environment where fading and interference exist andnmment users may appear at
any time. To increase network battery life and reduce nétwommunication overhead,
the network is properly partitioned into clusters [43], leatuster dynamically activates
its associated nodes’ functions like signal detection dadsdfication, data fusion, and
data relay. Distributed cooperative spectrum sensingdrapwith each cluster and across
neighboring clusters. This chapter presents the netwatofype corresponding to Fig-
ure 5.1. In particular, the current prototype aims at asgomobus and decentralized DSA
networks. This network enables DSA by using reconfiguraétigor nodes, signal detec-
tion and classification methods [127], distributed coofrégaspectrum sensing schemes
[128], distributed dynamic wireless protocols, and ingelht algorithms at both node and
network levels [129]. The current prototype uses a contnainoel to support distributed
cooperative sensing and network management. The follog@atjons introduce the en-
abling functions and systems of this network prototype arebgnt experimental results
and lessons.

5.2 Cooperative Spectrum Sensing

To guarantee non-interference to incumbent users, specansors in a DSA network
must detect signals event at low signal-to-noise ratio (BaiRl this performance should
still hold up under dynamic and hostile conditions like shaihg, fading, interference,
and multi-path [42, 44]. However, a single signal detectayrail to achieve a good per-
formance under such conditions. Cooperative spectrunmrgef#?] can solve the above
problems by geographically distributing several sensositis widely endorsed for DSA
networks [42, 104, 105]. Furthermore, cooperative sensamgimprove detection reliabil-
ity and reduce sensitivity requirements for single senbgrexploiting their cooperative
gains [42].

Chapter 4 details the cooperative spectrum sensing systesnsection summarizes
some key points and focuses on integrating it into the DSAvort prototype.
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Figure 5.1: The author’s view of a decentralized DSA network

5.2.1 Signal Sensors

The sensors used in the network prototype are realized by @ndio [46] and USRP

version | [50]. The USRP is attached to a laptop, which uses-&iWwhip as the control

channel transceiver and serves as the processing unit aret poit. Wide band energy de-
tectors and narrow band signal classifiers are used in terleprototype. The receiving
gain of each sensor is tuned within the effective dynamigeasf USRP’s RF front end.

Energy Detection

Whenever a DSA network has to switch to new channels, it matabésh that incumbent
users are not present in those channels. Energy detecsah&éadvantage of identifying
suitable channels over a wide frequency range. Moreovaniuse efficient algorithms on
a simple system with minimum power consumption.

Fast Fourier Transform (FFT)-based energy detection isl @sea signal detection
method. Each detector uses a USRP to collect signal sampkepassband and calcu-
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lates the discrete power spectral density (PSD) with ap@atgwindowing and noise ir-

regularity reduction. It then compares the PSD data withead@fined minimum threshold
for energy detection. Further, the detector also calcsilaéeh active signal’'s bandwidth,
center frequency, power, SNR, and the time that it first becaative.

Signal Classification

A simple energy detector cannot differentiate betweenagtransmitted by incumbent
users from those by peer secondary users. A quiet periodmped in [119] to enable
spectrum sensing, but it requires strict synchronizatioordination among DSA nodes
to guarantee that no single node is transmitting when specsensing happens. Signal
classification is necessary in unsynchronized decentihlXSA networks because it can
identify incumbent users even when signals from secondseysiexist.

The current DSA network prototype applies the Universak€ifeer and Synchronizer
(UCS) algorithm [85] in signal classification. UCS uses aoaignal’s time and frequency
domain features to classify and synchronize a receiverdadtto provide all parameters
needed for physical layer demodulation, without knowing prior modulation informa-
tion. The current UCS is able to classify AM, FM, MPSK, QAM, MK and OFDM
modulations based on over-the-air radio signal sampldeated either by the GNU Ra-
dio/USRP or the Anristu Signature Signal Analyzer [85]. tiisoretical analysis and de-
tailed performance results are available in [85].

The current network prototype requires a signal classifidy to recognize an active
signal’s modulation. However, signal classification usuglvolves much higher compu-
tational complexity and resource consumption than simpkrgy detection [44]. As a
result, recognizing a signal usually takes a longer time thetecting this signal. A coop-
erative sensor network usually activates only a necessaal sumber of signal classifiers
to reduce power consumption and increase the network life.

Local Sensor Data Flow Management

To reduce unnecessary data transmissions cooperativilspesensing, as discussed in
Chapter 4, sensors are designed tstiageful- they remember their previous sensing results
and update the data fusion node only when they detect a radimament variation. The
data update scheme is shown in Figure 5.2. Given a sensiqgeiney f, (the number of
times per second that the sensor sensé$3,chosen as the maximum period after which
the sensor must update its status to a data fusion node. Ahtimee data from the sensing
unit is compared with previously stored data in the locahdase. If the difference is larger
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than a thresholdX), the new data will be updated to the data fusion center amdahnter
indicating the sensor’s inactive duration is reset. If tHietence is less than, the counter

is increased by one. Currently is a tuple indicating the difference of a signal’s frequency
range and its modulation.

If the counter is larger than/ = T'x f,, the sensor will update its status to the data
fusion center too. But only a short message is sent to thefdsitan center indicating that
this sensor is still alive and still detects the same valieehBime new data is detected, it
will update both the data fusion center and the local dawbas

RF Sensor i

Update Sensor
Data Locally

Update Sensor
Data Globally

Update Sensor
§t§tuj Globally

Yes
No Action

Figure 5.2: The scheme for data flow and processing withinnsae (©2009 IEEE.
Reprinted, with permission, from Ge et al., “A cooperatieasing based spectrum broker
for dynamic spectrum access,” IEEE Military Communicasid@onference (MILCOM),
Boston, MA, 2009.

5.2.2 Cooperative Sensing System

As stated in Chapter 4, a cooperative spectrum sensing nehas particular performance
requirements for sensor data latency and reliability in Bfpflications. Delayed or faulty
data may cause secondary users to interfere with incumisers because secondary users
could not be informed quickly or reliably to switch to othgrestrum whitespace upon
incumbent users’ appearance. On the other hand, falsetidetec classification of vacant
channels may result in unnecessary channel switching. Afssthemes is designed for
spectrum data flow and process management within RF signabeeand data fusion
nodes in reducing data latency and achieving high datebiktya[128].

Feng Ge 102



DSA Broker

In cooperative spectrum sensing, data from cooperatingpserodes can be fused in a sin-
gle node in decentralized networks. The group of all theskesds usually called a cluster
and the data fusion node is usually called a cluster head.[TR& cluster head then broad-
casts results to other nodes. There are schemes to detahmicdleister head; for example,
each node can take turns so that energy consumption is galistiibuted among all the
nodes [121]. Those data fusion nodes are called DSA brolezesbiecause they serve not
only as a fusion center, but also as a local network managelyftamic spectrum access.
Their functions include data fusion, radio environment aetivork topology awareness,
channel allocation, dynamic routing calculation, and se€leoy user management.

By following the sensor data updating strategies introduoeSection 5.2.1, perfect
synchronization is not needed and credibility of sensoa daer the network can still be
guaranteed. However, one challenge for data fusion is hgwaoess multiple unsynchro-
nized data streams. To solve this problem, a multi-threpaiathod [122] is used together
with database technology [123] in the DSA broker data mamage. As shown in Fig-
ure 5.2 and Figure 5.3, the DSA broker allocates to each sansarresponding database
table for receiving data from the sensor. Based on updatdsese tables and on status
messages sent by all the sensors, a separate database taddel ito update all sensors’
status. Sensor data stored in all the tables will be fusedrnmaster database; together
with the status table, variations of the radio environmet be identified. The master
database table contains the radio environment informagmsed by cooperative sensors;
one example result is shown in Table 4.1.

Data From Sensors

=1 ) Sensor
hhhhh - Status

Sensor Data

Figure 5.3: Data management in a spectrum se@&009 IEEE. Reprinted, with permis-
sion, from Ge et al., “A cooperative sensing based spectmaikel for dynamic spectrum
access,” IEEE Military Communications Conference (MILCDMoston, MA, 2009.

Each DSA broker uses a multi-threading based server ageatéive data from sen-
sors, peer DSA brokers, and CR nodes. This ensures that daedase access is operated
locally within each DSA broker. Because direct remote dasalaccess needs to exchange
large data headers and usually takes multiple TCP/IP pasiattanges, these agents can
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not only boost network speed, but also significantly redwstevark communication over-
head. Further, those agents apply data fusion methods sorsezsults before updating
DSA broker databases. Our current system uses M-out-otds o data fusion [104].

5.3 Distributed DSA Broker Synchronization and Inter-
face with CR Nodes

Section 5.2 mainly discusses cooperative spectrum sewdinig one cluster. The acquired
local radio environment information is enough for cogrétradio nodes within this cluster.
However, data communication happens across the whole tlakteed network and nodes
must agree on common channels to talk to each other. Ther@fber-cluster DSA brokers

need to synchronize their data content in a timely way. Furth network nodes have

MIMO capabilities, multi-channel allocation over the whaletwork may achieve better
network performance. Since multi-channel allocation atgms are based on network
topology, DSA brokers need not only to provide radio envin@mt information, but also to

manage CR nodes and collect information about the netwqddaogy [54].

5.3.1 Inter-Cluster DSA Broker Synchronization

In the network prototype, each DSA broker registers its @ased cluster CR nodes in a
registry table. Using registration information with adllital necessary technologies like
geo-location, each DSA broker can derive the cluster legglark topology. To know its
neighbor cluster’s radio environment and network topol@gch DSA broker is synchro-
nized with its neighboring ones, maybe through a few relajesdor their communications
as shown in Figure 5.1. Those possible relay nodes are dessirny network level proto-
cols. Essentially these DSA broker nodes are decentradimddlistributed over the whole
network.

Neighboring DSA brokers synchronize with each other usirgriduted databases
technologies, as shown in Figure 5.4. Two major operatioasreplication and dupli-
cation [130]. Replications are used to look for changes ighi®oring databases and make
neighboring database look the same. Duplications are wsetmtify one database as a
master and then duplicate that database to its neighboms.fifél data is stored in two
tables: a radio environment table and a network topologigtab

As shown in Table 5.1, the radio environment table shown gufé 5.4 contains in-
formation of the radio environment and vacant channelsutatied by a broker algorithm
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mation mation

Figure 5.4: Distributed DSA broker synchronization

agent. Further, this table indicates the user type of oecliphannels by comparing de-
tected signals with incumbent ones in existing databas&sally; it has radio environ-
ment information for neighboring clusters. The networkdiogy table mainly consists
of information about associated CR nodes within a clustdrisneighbors, for example,
geo-location information if available.

Table 5.1: The content of the radio environment table.

ID | F-min | F-max] Pow | Mod | SNR| Time(y:m:d] Loc | Busy Signal | Cluster
(MHz)| (MHz)| (dBm (dB) | h:m:s) Type | ID
1|462 |464 |2 BPSK| 20 | 2009:5:6: | (A, | O None | self
15:21:12 1) (Un-
known)
21470 471 |1 None | 17 | 2009:5:6: | (Mo, |1 2nd 1
15:21:45 | o)
31466 |470 |4 8PSK| 23 | 2009:5:6: | (A3, |1 Primary 3
15:20:56 | ¢3)

5.3.2 Island Genetic Algorithm for Multi-channel Allocation

Vu et al. proposed that a DSA based MIMO system (with spatidl frequency multi-
plexing) can avoid the Gupta-Kumar limit in MANETSs [131] asdale linearly with the
number of nodes [132]. However, achieving the optimal mehtinnel allocation over the
whole network is an NP hard problem [33]. Therefore, distiglol algorithms are investi-
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gated here for multi-channel allocation. A simple schenmbaseach node randomly picks
a channel among available ones when it transmits data. Howswrch a scheme usually
results in suboptimal performance. For multi-channelatmn, the network prototype ap-
plies a distributed learning and optimizing algorithm —Island Genetic Algorithm (IGA)
developed in [54, 33].

Figure 5.5 illustrates the basic idea of the IGA. The IGA des the population (candi-
date solutions) into subpopulations that evolve separai@th at a different node. Nodes
communicate regularly to share their candidate solutiorisdrease local diversity using
a migration policy that defines the migration rate and toggldNetwork nodes use infor-
mation shared in the radio environment table and networ&ltgyy table to apply genetic
algorithm operations and migration policies to best alle@vailable channels to commu-
nication links as needed. The Localized IGA used in the cmetwork prototype can
also scale to large networks [133].

Migration

- .~

Best Cg)ndldates

Island Genetic Algorithm

Figure 5.5: Apply Island Genetic Algorithm, courtesy of Mafa Y. EI-Nainay. Reprinted,
with permission, from Mustafa Y. El-Nainay, “Island gemeélgorithm-based cognitive
networks,” Ph.D. dissertation, Virginia Polytechnic ihgie and State University, 2009.

5.3.3 DSA Brokers Interface with Associated CR Nodes

Section 5.2 and Section 5.3.1 introduce the distributed@eand DSA broker network
which sense variations in the radio environment and conagileherent table of it. Combin-
ing such information with the network topology, DSA brokapply distributed algorithms
to allocate channels for each node in data communication.

Because the radio environment might vary at any time, DSAdnomust quickly no-
tify CR nodes about such variations; meanwhile, networkesaday be mobile and a few
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of them are dynamically selected to assume functions lik& B®kers and sensors, those
selected DSA brokers must always have the new network tggoldhe current network
prototype provides an interface between DSA brokers anid éissociated CR nodes for
two types of data communications: DSA brokers register thgsociated CR nodes with
information like MAC address, IP address and geo-locafi@vailable, and channels and
modulation being used; DSA brokers allocate new channel€f®nodes and notify them
about new routing information.

The network prototype uses Wi-Fi as a control channel in fognan ad hoc network
for data communications described in Section 5.2 and Seéti®. The network applies
Optimized Link State Routing Protocol (OLSR) at the netwiarjer.

5.4 CR Node Architecture and Communication Protocols

Besides functions used in distributed cooperative specgensing, each CR node must
work as a secondary user to communicate with the other nagleg sensed vacant chan-
nels. Correspondingly, a set of protocols are needed toostippch communications.

5.4.1 Overall Node Architecture

As shown in Figure 5.6, the current CR node consists of sixamrants: a learning module,
a DSA module, an application controller, a network conéglh SDR system, and a control
channel module. The learning module hosts learning funstamd algorithms used at both
node and network levels. Currently it has a localized IGArfariti-channel allocation at
the network level; the author plans to integrate node l@aatling capabilities used in [20].
The DSA module manages functions used in distributed cabiperspectrum sensing and
interfaces with other modules in enabling dynamic spectagoess. Both modules have
database components working as knowledge bases. Theatpglicontroller manages the
execution of different applications under different radimd network dynamics. The net-
work controller enables network level protocol configusatand execution; for example,
OLSR is listed as one example here. The SDR system suppa@teafigurable MAC and
PHY layer. The network prototype relies on a control charn@lrrently a Wi-Fi system.

The previous sections introduce the learning module artdlulised cooperative spec-
trum sensing. The next material details other node funsta presents how these func-
tions together enable a decentralized DSA network.
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Figure 5.6: The prototype node architecture.

5.4.2 SDR System

The current SDR system relies on GNU Radio and USRP. In pdaitiche SDR system can
receive 3 channels simultaneously and transit on one chahoses a frequency multiplex
method at the receive side in emulating this 3 by 1 MIMO calggbFurther, a MAC layer
protocol is designed to control the PHY layer and enable D®&hanism.

PHY Layer

As shown in Figure 5.7, the PHY layer receives 3 channelsisameously and reconfigures
its transmitter for different transmitting frequencies.oid specifically, the USRP down-
converts a wide-band RF signal into an IF signal and send$3tNU Radio in the software
domain. The receiver path uses filters to separate this Hakigto three channels. Signal
samples in each channel are demodulated and saved in a qidaleinterfaces with a
callback function used by the MAC layer.

However, because USRP’s RF front end has a poor non-liggeiformance and lacks
in filtering separation [134], the transmitter side has arp@rformance in frequency mul-
tiplexing. Therefore, currently it only supports one tnanitsing channel. But it is able to
reconfigure on-the-fly for switching transmitting frequesscamong three channels.

MAC Layer

A carrier sense multiple access (CSMA) based MAC protocdésigned to enable multi-
channel communications among CR nodes under DSA envirotismerhis protocol is
shown in Figure 5.8. It is exclusively for data communicatem vacant channels, not for
the control channel.

To understand its working mechanism, let us follow the datarcfrom the receiving
side to the transmitting side. On receiving a data frameMAE€ layer will strip the frame
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Figure 5.7: Physical layer structure.

header and check its destination MAC address. It only sentletoperating system (OS)
data packets for this node and drops others. A received @aleepmight be for some
application at this node, or for relaying data over the DSAwek. For the later case,
the MAC layer will check its destination IP address and findappropriate transmitting
channel based on a channel allocation table and a routirg. takhe fragmented data
frames are then added with the MAC address of the node foregkiehop along a routing
path. Finally the data frames are sent out when the node séimseno other nodes are
transmitting over the selected channel. If the transngt8ide senses that the selected
channel is occupied, it waits for a random time interval éd@ined using the truncated
binary exponential backoff algorithm) before trying to dehat frame again. After each
data frame is transmitted, the MAC enables a much shortelorartime backoff so that
other nodes do not have to wait for a long time to access thengha

Under a DSA environment, however, incumbent users may apeany time. To
reduce energy consumption, not all the nodes are allowetdit@te the signal classification
function. Therefore, a CR node may not be able to realizeahmtsy channel is actually
occupied by incumbent users, instead of by its peer noddsingdhis problem requires
information from the distributed cooperative spectrumssemetwork. In doing so, the
MAC layer also enables an accumulative time counter of alllthckoff time between the
interval bounded by transmitting two consecutive data &snlif the whole backoff time
exceeds a time thresholg the MAC will signal the application layer to stop sendingada
and the SDR system to pause its PHY layer. Then this CR nodejuery the closest
DSA broker to confirm whether an incumbent user is preseritarcturrent channel. If an

Feng Ge 109



f
f (1) \ RX }—»\ Data_Frame}—»‘ Strip_MAC
2 NO

Input Signal Drop_off
Frequencies
NO S 5
' Chan_allo¢ Rout_taal—‘Dest_ll% Lea
l Yes
%_se)eﬁe Reset_fred=|Add_MAC |=— Fragmentation~;-| OS
Yes
Random ExpAccumulative ves
Back Off | Backoff !
NO
Yes
NO ;
— ngﬁérgrker*» Resume App/PH'
lYes
Pause App/PH Query Nearby
DSA Broker

Figure 5.8: MAC layer enabling DSA.

incumbent user is not present, the CR node assumes thagite@aes are transmitting over
the channel. It resets its accumulative time counter to aacbcontinues its random time
backoff before trying its next transmission. If an incumbeser is present, the CR node
gueries the DSA broker for a new channel. Meanwhile, the D&Xdr negotiates with its
neighboring DSA brokers and they together determine newratla for their associated
CR nodes. Once a CR gets a new channel, it will reconfigur#f ttséransmit over that
channel. It will also re-assume the data communicatiorsapplication layer.

Please be aware that signal classification is computatjooastly and takes a signif-
icant amount of processing time, especially when it coversde band [44]. Therefore,
it is power inefficient to enable all nodes’ signal classtiima function. A “listen-before-
transmit” MAC protocol guarantees non-interference taimbent users. It also makes it
possible that only a small portion of network nodes actigasegnal classification function
at a given time interval.

However, if incumbent users also use a CSMA based MAC pragt@tdnodes may in-
directly interfere with incumbent users because incumhedes cannot differentiate their
peer nodes’ signal from CR nodes’. Therefore, they will baitkvhen a CR node is trans-
mitting on the same channel. To solve this problem, theitigied cooperative spectrum
sensor network will (using the control channel) signal CRe®to switch to other channels
once an incumbent signal is recognized.
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5.4.3 Network Controller

As shown in Figure 5.6, the network controller works with tearning module and the
DSA module to compute appropriate network level protocotsta select suitable param-
eters in those protocols.

The current network prototype uses an open source implatienmtof OLSR [135] as
its routing protocol. Itis a proactive link-state routingppocol which uses Hello and Topol-
ogy Control (TC) messages to discover and then distriboikesliate information throughout
the ad-hoc network. CR nodes use this topology informatiaompute next hop destina-
tions for all nodes in the network using shortest hop forwaggbaths. With its underlying
MultiPoint Relays (MPRs) technique [136], OLSR deliversting control messages and
the IGA's migration information to designated destinatitmdes with substantial commu-
nication cost reduction compared to simple flooding basatrg protocols.

5.4.4 Working Mechanism

The previous sections introduce all the functions used mnetwork prototype; this part
details the working mechanism of this network, in particusapporting distributed coop-
erative spectrum sensing, multi-channel allocation, gndhthic spectrum access.

Additional Functions and Implementations

Before going further, a particular function is introduceditterface DSA brokers with their
associated nodes. Once recognizing an incumbent signakcbarael currently used by
CR nodes, a DSA broker must notify its associated CR nodethelmetwork prototype,
this data communication happens at the network layer. E&A idodule has a particular
server agent which continuously awaits data from DSA breK€he data indicates whether
an incumbent user appears or not. Because the SDR systencimegktthis data before it
transmits every packet, very importantly, there must noame delay for such an access.
To enable this performance, multi-thread technologiegangloyed to combine this server
agent with the SDR system in one single process.

In another important implementation, the OLSR protocol idified in this network
prototype. This modification allows the control network @ahd CR data network to use
the same routing algorithms, that is; OLSR manages two r&timterfaces. Because the
network topology is the same for these two networks, thidemgntation enables system
simplicity and enhances node performance.
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Working Process

In this network prototype, CR nodes opportunistically ugeant channels in their commu-
nications when incumbent users are not present. All thesxageemobile under a dynamic
radio environment where fading and interference are noamdlincumbent users may ap-
pear anytime. The whole network is decentralized and reledistributed functions and
their supporting protocols.

A flowchart is shown in Figure 5.9 to help understand the wagknechanism. Before
the secondary data network is established, the networkembiom topology is available to
each node through the control channel. Based on this inttwmahe network partitions
itself into clusters as shown in Figure 5.1. Each clusten 8&dects a few nodes and enables
their signal detection and classification functions. THeaed sensors continuously sense
a frequency range and report the results to a selected DSfetbrmde for data fusion.
Upon any radio environment variation, DSA brokers in nemimg clusters exchange their
data. All the communications are through the common cowtrahnel.

Meanwhile, all the nodes register themselves with the DS#kdr in the same clus-
ter. Based on the registration information, DSA brokersvegihe local network topology
distribution. Next, DSA brokers compute a routing table anchannel allocation table
for each node using the distributed multi-channel allaratilgorithm discussed in Sec-
tion 5.3.2. Upon receiving such tables, CR nodes begin toxwonicate with each other on
particular channels.

When incumbent users return, CR nodes sense a busy chamhphase their SDR
system and the application. Then they query their closest BrfSkers. At the same time,
those DSA brokers will realize the presence of incumbentsugeough their associated
signal recognizers. Next they will select new vacant chinaed cooperatively compute
a new channel allocation table and maybe a new routing talbech DSA broker will
broadcast the two tables to their associated CR nodes.lythalCR network re-assumes
communications. To reduce power consumption, a DSA broleikesiits associated signal
recognizers focus only on channels currently used by CRs)adeile it makes its associ-
ated signal detectors cover a wide frequency range to finantahannels for next channel
switching once the incumbent users on current channelsetu

5.5 Experimental Setup and Results

The experiments intended to investigate the performandhisfdecentralized DSA net-
work prototype from three aspects: distributed coopegapectrum sensing, multi-channel
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Figure 5.9: The working mechanism in the DSA network prqgtety

allocation, and network switching and reforming upon inbemt users’ activation.

5.5.1 Experimental Settings

The overall network setting is shown in Figure 5.10. It ertegawo clusters of the network
shown in Figure 5.1. Each cluster has five nodes includingl@®Aa broker, one signal

detector, one signal recognizer with the signal classiGoadlgorithm, and two other CR
nodes. In particular, one node was allowed only to supp@fonction because of practical
limits in dynamic computing resource allocation. Detaiglanations are available in
Chapter 2 and [134]. In the experiment, the network was nignpartitioned; so were

selections of sensors and DSA brokers.
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As shown in Figure 5.10, the four CR data nodes form a chaiologyy for data com-
munication using DSA. Both a signal recognizer and a sigatdator associate with each
DSA broker. Both DSA brokers talked to each other and othdeadhrough a Wi-Fi con-
trol channel; CR nodes opportunistically used vacant célsnin their communications.
Two SDR based transmitters were used to emulate primarg.uaérthe nodes consisted
of a 2.0 GHz dual-core laptop, a USRP, and a Wi-Fi card .

Because of the limited physical space for this experiméhth@ nodes were not sepa-
rated widely enough. All the Wi-Fi and USRP could sense edlsbroThe above network
topology was artificially created by blocking MAC addressésion-neighbor nodes in
Figure 5.10. Therefore, the PHY layer media contention wgkdr than it in theory. In
addition, the experiments were completed in a laboratovir@mment, exacerbating multi-
path effects.

5.5.2 Experimental Scenarios in Radio Environment and Netark Vari-
ations

The experiment demonstrated three network functionsribliged cooperative spectrum
sensing, multi-channel allocation, and dynamic spectraoess. Different experimental
scenarios were created for the above demonstrations.

Feng Ge 114



e Distributed cooperative spectrum sensing.

— Signal Detection and Signal Classification. As shown in Fegb.10, SDR
systems were first used to emulate incumbent users withrelifféransmitting
frequencies and modulations, then the author measurecetf@mance of in-
dividual sensors regarding signal detection and clasgtita

— Distributed Cooperative Spectrum Sensing. Here the auttaanly measured
the time performance of the distributed cooperative spaetsensor network —
that is, how fast can such a network react to a signal’s poesen

e Multi-channel Allocation. The author investigated thefpanance of the network
prototype in multi-channel allocation using the localia&A algorithm. Perfor-
mance included network throughput, latency, and jitter.

e Dynamic Spectrum Access. With the results of distributedpevative spectrum
sensing, the author evaluated the time required for chaswiéthing and network
reforming when an incumbent signal was present. He measieddtency in chan-
nel switching and network reforming as well as data packst/ttata throughput.

5.5.3 Experimental Results

In quantifying the performance of the DSA network prototyftee author followed guid-
ance from [31]: must do no harm; must work; must add value ci@ipally, he measured
this network’s reaction time to active signals, its data pamication performance, and
its reforming time once an incumbent user appears. Thossurgaents corresponded
to performance in distributed cooperative spectrum sensitulti-channel allocation, and
dynamic spectrum access.

Distributed Cooperative Spectrum Sensing

To investigate the performance of distributed cooperatpartrum sensing, the author var-
ied the location of a sensor in the network topology shownigufe 5.11. In particular,
the sensors were put multiple hops away from the DSA brokerthEr, timestamps were
inserted at multiple locations to get the timing perform@an€this distributed cooperative
spectrum sensing network at multiple scales. The time sygnis®d in Table 5.2 are the
same as those labeled in this figure.

The quantitative results are shown in Table 5.2. The measfiegch item is explained
by the time difference shown in Figure 5.11. Please notiaéttie execution time of the
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Table 5.2: Performance of the distributed cooperativetspersensor network.

Feng Ge

Node Level
Time (ms)
Trial Number 1 2 3 4 5 Average
Detection 21 21 21 22 26 22.2
Algorithm
(ts — t2)
Classification | 681 | 723 | 697 | 745 | 1053 780
Algorithm
(t; —t2)
DSA  broker| 118 74 56 97 127 94
Processing
(ts — t4)
Radio Recon{ 7.8 | 7.1 | 6.6 | 8.0 9.6 7.8
figuration
Network Level
Network Awarenesstf — t)
One Hop 200 | 185 | 174 | 198 | 163 184
Two Hops 164 | 234 | 239 | 247 | 254 228
Three Hops 188 | 228 | 290 | 309 | 293 262
CR Awarenesstf — t1)
One Hop 137 | 157 | 262 | 247 | 240 208
Two Hops 180 | 281 | 283 | 294 | 194 246
Three Hops 262 | 287 | 295 | 274 | 284 281
Network Recognizatiornt{ — t,)
One Hop 898 | 926 | 878 | 965 | 1300 993
(Classification)| (601) | (683)| (726) | (737) | (1035)| (756)
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Figure 5.11: Experiment setting to measure sensor netwarfkpance.

detection and classification algorithm only accounts fa atgorithm running time (for
example, energy detection algorithm and local data managefor a signal detector).
However, a separate measurement indicated that the sigmgdls acquisition time was
about 4 ms, almost negligible. The network awareness tindefised as the overall time
duration from when a signal detector first detects a signathien it updates its closest
DSA broker. The network recognization time is similarly defi, except that it is for a
signal recognizer, instead of a signal detector. Corredipgfy, the CR awareness time
includes the network awareness time and also the time usedd&A broker to notify its
associated CR nodes.

As shown in Table 5.2, once signal samples are availablepgixg the signal detection
algorithm takes only about 22 ms while running the signassifecation algorithm takes
significantly longer, about 800 ms. Although the resultsetepon the selected hardware
and algorithms, such a big time difference illustrates thaitgnal recognizer’s execution
time and not only its accuracy will be a critical limiting tac for a DSA network’s per-
formance. The other limiting factor at the node level is tingetrequired for data fusion
and management in DSA brokers. The results show that it isstld00 ms on average.
Because the signal recognizers focus on channels beingoyseR nodes, their reconfig-
uration time must be counted. The SDR based sensors useddmereconfigure within 10
ms; this is also the performance of the used CR node in recoafign.

Also shown in Table 5.2 is the network level performance. hbeavork awareness
time performance shows that it takes about 40 ms more for esth hop. As shown
in Figure 5.11, at one hop distance, the network CR awareseesss to include just one
more hop than the network awareness; but their performaiffegeshce is only about 20
ms, not 40 ms. The reason for this difference is that the DQ%drused a UDP packet
to notify its associated nodes, while data communicaticts/éen a sensor and a DSA
broker used TCP packets. Similarly, increasing by one hoihénCR awareness takes
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about 40 ms more for the network to react to the presence ottwessignal. Given
this trend, only the one hop case was measured for the tinfierpemce of network level
recognization. For this measurement, the signal classditdime was also inserted for
each measurement. Because signal classification takegimerthan signal detection, the
network level recognization time is much longer.

Multi-Channel Allocation

In this experiment, the IF band sample rate was set as 1 M&dréquency separation
between two adjacent sub-channels was set as 200kHz. Gaussiimum-shift keying
(GMSK) was used at each sub-channel and the data rate wasfxXsdlkb/s. The experi-
ment investigated the performance of multi-channel atiooarom four aspects: latency,
throughput, jitter, and packet loss.

The ping command was used to measure the network latencynis t&f Round Trip
Time (RTT). Table 5.3 summarizes the performance resulte@mmulti-channel network
and the single channel network at different network distanim terms of the average RTT,
the standard deviation of RTT, and the packet loss percentddne results show that the
RTT of the multi-channel network is much better than the lgirapannel network, par-
ticularly when the network distance increases. The RTTdatethdeviation comparison
between two networks indicates that the multi-channel odtvhas a more stable con-
nectivity than the single channel network. As the netwodtatice increases, the single
channel network experiences more packet loss. This is ptplgae to the higher media
contention in this network.

Table 5.3: Multi-channel vs single channel network latency
1 hop 2 hops 3 hops
Multi | Single | Multi | Single | Multi | Single
Avg RTT (ms)| 59.1 | 67.7 | 141.8| 249.4 | 203.3| 377.6
Std. Dev. (ms) 1.5 32 | 291 | 33.7 | 23.1| 381

Packet Loss O 0 3% 3% 3% | 12%

Iperf, a tool to measure the bandwidth and the quality of waek link [137], was used
to quantify the network’s throughput, jitter, and packetdoThe acquired data results were
based on User Datagram Protocol (UDP) and averaged withtemvahof 5 seconds over a
period 100 seconds. The UDP buffer length was set as 1 kB &alimg on the server side
and for writing on the client side. Even though the transenitt the multi-channel network
can only support 50 kb/s, the receiver can receive data frenb8hannels simultaneously,
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supporting 150 kb/s. Therefore, the author varied the datalwidth (the parameter used
by the Iperf client to vary the sending data rate) to 5 kB/skRGs, and 15 kB/s over both
networks. Respectively, Figure 5.12, 5.13, and 5.14 coegptire network throughput of
the multi-channel network to the single-channel networke &verage data throughput of
the multi-channel network is 13.8 kb/s and 13.7 kb/s re$pagtin Figure 5.13 and 5.14.
Correspondingly, it is respectively 7.0 kb/s and 7.6 kbfstifi@ single channel network.
Therefore, the multi-channel network can support a datutjinput almost twice that of
the single channel network when the network data bandwsl#ppropriated set. As also
shown in Figure 5.13 and 5.14, the multi-channel networleexmces less packet loss than
the single channel network.

When the data bandwidth is 5 kB/s, however, the single cHarete/ork has a better
throughput performance (8.0 kb/s on average) than the 1ohétnnel network (7.2 kb/s on
average). The multi-channel network also experiences mpacket loss than the single
channel network. Two complementary reasons may explasn ¢h)With a low data band-
width at the network level, the single channel experieness tontention at the MAC layer,
therefore, its data throughput is stable. (2)Because oé penfect filtering to separate the
three receiving subchannels in the multi-channel netwawkye level of adjacent channel
interference exists among the three channel. This may e percentage of packet
loss in the multi-channel network. Since this problem daasexist in the single channel
network, its throughput performance is better when theligtlis media contention. How-
ever, as the data bandwidth increases, the single chanmednkeexperiences more media
contention, its throughput performance deteriorates;tleitmulti-channel network does
not have this problem, its throughput performance maistatrthe same level as it for the
low data bandwidth case.

Correspondingly, Figure 5.15, 5.16, and 5.17 show ther jiiee of two networks at
different data bandwidths at the network layer. The sirgylannel network almost always
experiences a higher jitter rate than the multi-channeiodt. Further, both networks
experience an increase followed by a decrease in the jdter rThis probably happens
because of backoffs and queuing delays at the MAC layer.

Channel Switching and Network Reforming

When a primary signal appears, the DSA network must execsrias of actions dy-
namically. As shown in Figure 5.10, this experiment waststhby letting four CR nodes
wait for a vacant channel from their associated DSA brokemm signals were then trans-
mitted at different bands to emulate an initial radio erwimznt. They were immediately
detected by both signal detectors, which then updated ti#elid&kers. Next the DSA bro-
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Figure 5.12: Throughput comparison between multi-chaandlsingle channel networks
at the Iperf data bandwidth 5 kB/s.

kers calculated the radio environment map and chose a velsantel for four CR nodes.
Meanwhile, the DSA brokers made their associated signalgrézers tune to the center
frequency of the chosen channel. Upon receiving channahpaters, four CR node con-
figured and started their SDR subsystems and network ctarsolThe SDR subsystem
used GMSK modulation on its three sub-channels. FinallydRenetwork established its
data communication.

Before the transmission of an in-band primary signal, a palperf client and server
were started to monitor data traffic variation over the nekwdlext this primary user was
emulated by a signal transmission with Differential Bingtyase-shift keying (DBPSK)
modulation on one of the three subchannels used by four CBsaddhe signal recognizers
sensed and classified this new signal. They then sent thal'sigmrameters to the DSA
brokers. The DSA brokers compared this new signal with tlstseed in their databases,
found it to be a primary signal and notified their associat®dnodes to stop transmitting

Feng Ge 120



18 T T T T

=
(o]
T

H
~
I

=
N
T
Il

Network Throughput (kb/s)
|_\
o

8- e e .
6 ]
N
41 : .
—— multi-channel network
—4—single channel network
2 | | I I
0 20 40 60 80 100

Time (s)

Figure 5.13: Throughput comparison between multi-chaandlsingle channel networks
at the Iperf data bandwidth 10 kB/s.

on this subchannel. The CR nodes then reconfigured their $SIb&/stems and continued
the data communications on the other two subchannels. Tirenw Iperf recorded the
network throughput variation during this process.

The above scenarios were repeated multiple times and tbdormpance variation was
similar. One case is shown in Figure 5.18, where the primayyas is introduced at 59
seconds. The results are not averaged so as to reveal mails.d&és shown in Figure 5.18,
the network experiences data loss when switching chanfieis transition period is about
2 seconds. Also shown in the figure, there is some packetiagber times. This happens
probably because of the multi-path in the experiment envirent.
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Figure 5.14: Throughput comparison between multi-chaandlsingle channel networks
at the Iperf data bandwidth 15 kB/s.

5.6 Lessons Learned

In designing and implementing this network prototype, ththar and his colleagues en-
countered several problems that demanded further inedigtigs. Alternative methods were
tried to find the right combination of subsystem design anpl@mentation. The author
would like to share our studies and lessons. Some can bealeedrto other DSA net-

work design and implementations; others are specific topitcular network prototype

and the selected software and hardware.

5.6.1 Dynamic Computing Resource Allocation in SDR

Instead of relying on separate commercial products in mgldh CR node, (what XG
project did [30]), the author used software radio techn@®go develop most functions.
Initially he followed lessons from the XG project [30] andedsmulti-threading technology
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Figure 5.15: Jitter comparison between multi-channel amgles channel networks at the
Iperf data bandwidth 5 kB/s.

in Python to put in a single program most node functions idiclg signal sensing and and
the SDR systems supported by GNU Radio. He thought that itmash easier to manage
and control different functions, particularly for quickiassing commands and data among
different functions. Unfortunately, the system didn’tfeem as the author expected, espe-
cially the SDR system couldn’t transmit and receive data@mmately.

The author later realized that the XG node uses a dedicatgidldsignal processing
board for its communication function (WiMAX) and it also hastandalone sensing unit.
However, the author put almost all the functions in a singimputing domain. There
might be computing resource contention among differenttion modules. Fundamentally
any radio system must guarantee a real-time performanabedata is transmitted as
segments at the PHY layer; the time to process each data segtimited since the radio
must accept and process this data segment before the nextsegrrives.

To confirm the judgement, the author backed up a step and dii@nproject to inves-
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Figure 5.16: Jitter comparison between multi-channel amgles channel networks at the
Iperf data bandwidth 10 kB/s.

tigate the dynamic computing resource allocation constiai supporting real-time digi-
tal communication functions in general purpose processBR) based SDR. As shown in
Chapter 2, further investigations showed that generalgaeprocessor (GPP) based SDR’s
performance is sensitive to computing resource contenkitore details are also available
in [134]. Since the SDR system here is mainly developed imaxXx.GPP, its functions’ ex-
ecution and their interactions are constrained by the ¢ipgrenechanism of the operating
system (OS). The OS dynamically schedules computing ressun a sequential way to
support multiple processes simultaneously, more deteglswaailable in [49]. The author
concluded that a purely multi-threading method is not slgt@o our whole node system.
Therefore, he adopted a hybrid process-thread structugeamntee the SDR system was
assigned the highest priority in resource allocation. ©thedules were offloaded to spe-
cial nodes. For example, he did not put the signal detectnmhcassification functions
together with the reconfigurable SDR system in a single naslshown in Figure 5.10.
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Figure 5.17: Jitter comparison between multi-channel amgles channel networks at the
Iperf data bandwidth 15 kB/s.

Further, it is challenging to maintain a real-time perfonoawith a high data rate in the
software domain in GNU Radio [134]. Therefore, the SDR sydtere can only support a
low data rate at the PHY layer as specified in Section 5.5.3.

5.6.2 Execution Latency in SDR

A wireless network performance is determined by many fagtamong them the MAC
layer is especially crucial because wireless medium iseshamong all nodes and they
may interfere with each other. Further, each node may expesi shadowing, fading, and
multi-path. As a result, a wireless network’s PHY layer noder has a constant channel
capacity, in contrast with wired networks [61].

SDR provides remarkable flexibility by moving to the softeralomain a lot of func-
tions that are conventionally supported either in the apdlomain or in ASICs. As de-
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Figure 5.18: Throughput variation in dynamic spectrum ascé&he primary user began its
transmission at 59 seconds.

tailed in Chapter 2, however, this deteriorates GPP-bag#'sStiming performance in
supporting MAC layer functions because of delays in the ntgrhgerarchy in the GPP,
the peripherals connecting the RF front end to the GPP, aiiptewdata buffers along the
radio transceiver signal processing chain as well as resaantention in the OS. Results
from Chapter 2 indicate that the time taken between recgiaid transmitting a packet in
GNU Radio is at the order of 10 ms. However, the MAC protocalsdiin Wi-Fi require a
timing performance at the order of 13. The author concluded that Carrier Sense Multi-
ple Access (CSMA)-based MAC protocols would lead to poofgrerance in our system,
which is verified by our experimental results shown in FigbuE2 — 5.18.
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5.6.3 Others

The author also experienced severe problems because whsefand hardware incom-
patibility. For example, the signal classification algomt was written in Matlab code,
while the signal sample acquisition was through Python db&sU Radio and the DSA
broker was written in C++. Because Matlab and Python code kabtle differences for
specific functions, the author had some difficulty in propedrting out their interactions.
Moreover, because of resource limitation, the author useBi\Whips from different man-

ufacturers. This often made the OLSR break a whole ad hocanktinto several small

segments; communications through the whole network tbhexdéiled frequently. Overall,

compatible software and hardware can save a lot of time ameé\aebetter performance in
large system development than incompatible ones.

5.7 Conclusion

This chapter describes the complete design of a software-beded decentralized DSA
network to support distributed cooperative spectrum sgpsnulti-channel allocation, and
dynamic spectrum access. Further, it introduces this mitywmtotype’s enabling tech-
nologies including a software radio system reconfigurabltha PHY layer and MAC
layer, signal detection and classification methods, aibdigd cooperative spectrum sens-
ing system, a modified MANET protocol, and a distributed m@ag algorithm for channel
allocation. Performance results of a ten-node networkopype are presented under three
scenarios: cooperative spectrum sensing, multi-chatioebéion, and dynamic spectrum
access. Such results reveal several factors determinmaypance for developing decen-
tralized DSA networks.

However, the current network prototype was built mainlyniroff-the-shelf hardware,
therefore, its performance is limited by the hardware. Ba@ngple, running the signal
classification algorithm on a GPP takes about one secondetNeless, the experimental
results acquired from a real network do reflect importartsfac

First, function distribution must consider the tradeoffvibeen node level resource con-
sumption and network level communication cost. Dispers$umgtions over the network
can reduce the demand on energy and computing resourcesinede; but it is associated
with time delay and communication overhead. Thereforeusinbe guaranteed that such
associated cost is within a needed performance bound. Mwestigations are needed in
decentralized CR networks which are both time and perfoomarnitical.

Second, even with a high-bandwidth control channel in threecii network prototype,
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its distributed cooperative spectrum sensing system expEgs a significant time delay
when the network distance is three hops. However, a ping agesskes only about 8
ms on average. Given that the communication happened atthwrk layer and TCP/IP
packets contain big headers, special packet formats ackedder sensor data exchange.
Even further, it might be possible to enable some of sucheathange at the MAC layer.
Third, decentralized DSA networks experience connectiglages when in-band pri-
mary signals are detected. Because DSA nodes must immigditdp their transmission
on that channel, data packets held in intermediate nodes) alata routes may be lost
once the network connection is reestablished. This proidgrarticularly severe when the
network is at a large scale. Some disruption tolerant podsozan mitigate this problem.
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Chapter 6
Conclusions

Supporting DSA in decentralized wireless networks dribescomplexity both within indi-
vidual nodes and over a whole network to an unprecedentetl IExperimental methods,
besides theoretical analyses and computational simokatare necessary to gain insights
into design of such networks and to investigate their peréorce under different scenar-
ios. However, enabling DSA in such networks requires intigggorotocols, advanced
sensing methods, novel node architecture, and flexible nalditforms, all with a robust
performance. This dissertation has taken a bottom-up apprto designing a decentral-
ized and asynchronous DSA network and implementing a tele-poototype. Further, this
dissertation has presented research on several enaldmplegies: software radio, signal
detection and classification, distributed cooperativespe sensing, and reconfigurable
node architecture. Finally, the dissertation has ident$everal performance determining
factors for decentralized DSA networks.

More specifically, Chapter 1 gave a brief background on dyoapectrum access and
a short review on the evolution of radio technology, arguhreg now is the time to realize
DSA. This chapter then surveyed the current research effoSA technology, targeting
both centralized and decentralized networks. Chapter &itigated three practical issues
governing GPP-based SDR performance: RF front end nomiipedynamic computing
resource allocation, and execution latency. This chapser gave quantitative results on
SDR performance. It concluded that great care must be paahwabplying GPP-based
SDR in CR and DSA network development, and that unavoida@®pnance limitations
exist. Chapter 3 reviewed different methods in signal dete@nd classification, as used
in DSA networks to guarantee noninterference to primarysusé then focused on de-
veloping a parallel-computing-based spectrum sensingpagh for signal detection under
conditions of low SNR and Rayleigh multi-path fading [44hélchapter further presented
the method’s performance on multiple signal types undesynand multi-path fading en-
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vironments. Chapter 4 first went over research progressdardealized detection from a
hypothesis test perspective. It then explored performéses in cooperative spectrum
sensing in DSA networks — requiring low data latency and digga reliability. Next it pro-
vided a set of schemes for spectrum data flow and process eraead within spectrum
sensors and DSA brokers. The chapter also built a cooperspigctrum sensing system
that gives a complete semantic map of the radio environnténally, Chapter 5 first de-
scribed the design and implementation of a decentralizddhaypnchronous DSA network
prototype, and its constituting functions and compondhtken presented the performance
results of this network prototype in cooperative spectramsgng, multi-channel allocation,
and dynamic spectrum access.

6.1 Future Research Discussion

This section describes the author’s further thoughts orahya spectrum access and the
evolution of radio technology. In particular, the authorndlers about how much intel-
ligence a radio can possess and the research challengesviorke composed of highly
adaptive or intelligent nodes.

6.1.1 Spectrum Resource Usage Optimization

As exemplified by smart-phones, broadband wireless deaieesultiplying quickly. Fur-
thermore, the total data load through mobile devices ieeging exponentially. For exam-
ple, Cisco’s visual networking index forecasts that thdglanobile data traffic will nearly
double every year from 6 petabytes per month in 2008 to 3%byets per month in 2013
[9]. On the other hand, the allocats@weetspectrum for broadband communications is
limited. Moreover, current policy makes spectrum realtmradifficult and always many
years behind the market need. Therefore, dynamic spectceess, as a new paradigm
to both increase spectrum usage efficiency and offer eagyrapeaccess to new service
providers, will likely keep attracting attention from pojimakers, the market, and the re-
search community. However, even though applying DSA is remhiniically feasible, some
stakeholders (who have licensed large chunks of spectruom’t give up their opposition
easily. Therefore, it's hard to predict exactly when or ewdrether DSA technology will
be widely applied.

If we only consider spectrum utilization efficiency, DSA aeg from the perspective of
opportunistically using vacant spectrum at specific bantlsma particular geographic re-
gion and at a particular time. Conceptually, DSA intendsdstluse spectrum resources in
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three dimensions: frequency, time, and space. Howeveintbé/edspaces in fact either
two dimensional (for example, terrestrial wireless comioations), or three dimensional
(for example, military communications require an integmatof air, space, and ground
communications). In the U.S, there exist a vast number oflesis devices. At any mo-
ment, some of them may be talking to each other and they masedaterfere to their
neighbors (in domains of geography or frequency), whiletfare either idle or separated
far from their neighbors. Therefore, the problem of speututilization optimization is a
great-number-of-variable optimization problem in a foufige-dimensional space. Even
if we only consider this problem for some specified band, ti@lper of wireless devices
may be still huge. If we index each wireless device as a grajue hwe have to form
edges (maybe directed and weighted) between differentstodeadicate their interaction
(both communications and interference). Wireless dewvicayg be active/inactive or mo-
bile/static at any time, and they may establish commurooatiwith different devices at
different times. Therefore, optimizing spectrum allocatiequires solving simultaneously
many coupled-optimization problems (for maximizing conmaations and minimizing in-
terference over different connected networks) over thplgrdhe computational require-
ment might be enormous, and it must finish quickly becausel@gs communications and
associated interference happen almost instantly.

However, efficient algorithms might be available becaud¢:w(reless devices won't
be active all the time; (2) the number of nodes in a commuiainatetwork may be small;
(3) the interference region (both in geography and frequenfceach wireless device might
be limited. Therefore, the above graph might be sparse.theme cases, there is plenty of
spectrum but a small number of wireless devices and no gpecimntention or interference
exists; therefore, no optimization algorithm is needed tBis is far from the situation that
we are facing today. The overcrowding of the ISM and cellbiands indicates that their
abstraction graphs are not sparse at all.

The above analysis makes several assumptions: (1) All taemation (the geo-locations,
the activities and connection of wireless devices) is atd. (2) There existssauperagent
that can instantly (or within a short time) get the above linfation and make decisions
based on some optimization algorithm. (3) The optimizatesults can reach individual
wireless devices immediately (or bounded by a small timaydelin reality, all these as-
sumptions cannot be satisfied because instantly acquinichge@livering information needs
a ubiquitous infrastructure with a high bandwidth. Furtlaetremendously powerful com-
puter might be needed by tlseiperagent to store and process the vast amount of data in
the optimization problem. That is, the cost of informati@gaisition and management to
achieve the optimum spectrum resource utilization maleedfiinfeasible. Decentralized
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systems, which don’t use global information described hare practical solutions. But
challenges exist too, as Section 6.1.3 will discuss.

6.1.2 The Evolution of Radio Technology

As the demand of broadband services increase continuagadip technology will likely
continue exploiting efficient ways of using a wider range &quencies with complex
waveform and coding, to support higher data rates. For ekgmpdMO-based CDMA or
OFDMA are dominating next generation wireless standards.

However, another trend is also becoming clear — radios aat i@ many applications,
will become more software based, more flexible, and eventagagnd intelligent, instead
of hardware based with pre-determined and fixed functiors iE indicated by a broad
range of research and development in software defined amdtivegadio.

In particular, the intersection of the above two trends tilhg a lot of opportunities
and also big challenges. For example, there are a large mwohbariables that can be ad-
justed by MIMO based OFDM radios to achieve good performamcker dynamic channel
environments characterized by interference, multi-patil, fading. A high level of recon-
figuration can allow such radios to adapt to different enwinents, while achieving a good
performance with efficient resource consumption. Howeseabling this level of recon-
figuration is quite a challenge for design and implementatiaof both radio platforms and
computing devices. Further, efficient algorithms are ndddeassess arbitrary situations
quickly and find good or optimal solutions to reconfigure thdio platform and achieve
good performance.

Even greater challenges come into view if we consider weeleetworks composed
of cognitive radios, particularly large scale decentedinetworks. Conventionally, re-
search in wired Internet considers the PHY layer as a simgldet— providing a finite
(almost fixed) amount of data rate for the higher layers. Haute is modeled as an au-
tonomous system; so is the whole network. As wireless nétsvioecome ubiquitous, the
story changes a lot. The wireless PHY layer no longer has staohchannel capacity due
to shadowing, fading, multi-path and interference [61]eMariation of channel capacity
makes it challenging to maintain acceptable quality of iser¢QoS). Cross-layer design
has been widely studied to overcome this challenge [34].sTthe autonomous system
model becomes more complicated because it must be awar@aifrdgs in both radio and
network environments. Still, each node can be modeled asta &tate machine (FSM)
and its behavior is predefined and deterministic.

However, if the above wireless node is substituted with @¢ognradio, research meth-
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ods used to study Internet and conventional wireless n&sieme not anymore sufficient.
Besides situation awareness, a CR can make decisions éboperating behavior. How-
ever, the decision process is not fully predefined becaude ea@ learn and adapt. There-
fore, FSM-based models, if used to study CR or CR networky, ne@ome completely
intractable. Probability based models can reduce the axitp] but such models may not
be able to fully capture a CR’s behavior [138].

The closest model that we can useaisearning agenta general model of which is
shown in Figure 6.1. But this is just the first step to model gnitive radio network and
it does not solve the problem. In fact, theories, methodd taals are not yet fully avail-
able to study such a problem, where multiple learning agetgsact with each other in a
dynamic environment, perhaps some trying to maximize thdividual performance (for
CR networks, e.g., power consumption and available bartti)yisvhile others coopera-
tively working towards some goals (for CR networks, e.gmownications and resource
consumption optimization). Game theory has been applistlity CR networks on partic-
ular problems. Though game theory in general has achievetod $uccess, it is focused
primarily on the outcome of games (for example, the Nash libguim). CR networks
(particularly a heterogeneous network of CR networks) hiligghave mostly within some
regions far away from an equilibrium point (for example, lraode or network operates
in a suboptimal way), because the huge dynamics in userreageants and radio/network
environments does not allow the CR network to evolve a longugh time to reach an
equilibrium. That is, the behavior and dynamics of a CR nekwaot just the possible
equilibrium points to be reached in interactions among @sgrising entities, demand
thorough exploration.

6.1.3 Complex Systems, Artificial Intelligence, and Cognive Radio
(Networks)

Section 6.1.1 indicates that the optimal spectrum utilireis impossible for a huge radio
ecosystem to achieve. The tediminishing returngeminds us that often we should not
go to extreme in optimization without being aware of the agded cost. Therefore, in-
formation sharing and control in possible future CR netwdik a heterogeneous network
of CR networks) must be decentralized, perhaps with somatiars in degree and extent.
Such a network, as discussed in Section 6.1.1, will not edeeitself to research methods
that decompose it to sub-parts (or individual nodes) and $tedy it merely from its com-
ponent parts. Similar systems widely exist, for example gbosystem, the human society
(e.g., the stock market), and the US power grid. They areacienized by adaption, self-
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Figure 6.1: A general agent model of cognitive radio.

organization, and emergence [139]. The Nobel laureatépRhhrren Anderson describes
such systems (more precisely, in physics and chemistnyjaas is differenf140]. Another
Nobel laureate Robert B. Laughlin questions the validityeofuctionism to study them and
proposedhe middle way141]. Despite significant recent advances in our undedétgn
of complex systems, general theories and tools are yet teveaped [139].

In particular, the author is deeply fascinated by the humamba complex system
understanding which, in his view, will be the summit of akthuman research. Real brains
have a vast connectivity of nerve cells, the biological egl@nt of computer signaling
switches. Nerve cells typically form tens of thousands afrextions with their neighbors.
These features allow real brains to process multiple stseaininformation in parallel.
In contrast, traditional computer switches typically pessonly two or three connections
with their neighbors, and the basic PC can only process stednmformation one step
at a time. Without a deep understanding of how real brainkwsome experts believe,
artificial intelligence (Al) will limit its success in spda narrow domains, for example,
playing chess [142].

Several government agencies echoed this opinion. The Wil Academy of En-
gineering, requested by the U.S. National Science Foumdatonvened a panel consisting
of a diverse committee of experts from around the world. 10&ahis panel proposed
the 14Grand Challenges Among them isreverse-engineer the braifi42]. The panel
states “reverse-engineering the brain, to determine hperforms its magic, should offer
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the dual benefits of helping treating diseases while pragidiues for new approaches to
computerized artificial intelligence”. To call the socistgttention to those opportunities
and challenges, an inaugural summit was held in March 2068%aseries of summits are
planned for 2010.

Regardingeverse-engineer the braithe Defense Advanced Research Projects Agency
(DARPA) has made a bold move. In 2008, it started a reseangram — Systems of Neu-
romorphic Adaptive Plastic Scalable Electronics (SyNARSich intends to “create new
electronics hardware and architecture that can understatagt and respond to an infor-
mative environment in ways that extend traditional compometo include fundamentally
different capabilities found in biological brains” (quaeg DARPA program manager Todd
Hylton). As the dissertation is being written, one resegndup from IBM has made some
significant progress in simulation. This group has perfatthe first near real-time cortical
simulation of the brain that exceeds the scale of a cat camexcontains 1 billion spiking
neurons and 10 trillion individual learning synapse [143].

Reverse-engineering the brain is relevant, in three-fmd;ognitive radio (network)
research. First, the mainstream research now to make aindeligentis applying existing
Al or machine learning methods to the radio domain, peoplelyding the author) may
guestion how intelligent CR can become following this dil@t. As stated above, domain
experts have already began to question methods used inghélp@search; in particular,
little attention has been paid to real brains. Such Al aldtessifrom a fundamental flaw
in that it fails to adequately address what intelligencerisvbat it means to understand
something. In fact, even Turing himself could not define wikantelligence, instead, he
gave the Turing Test as an answer — which is not a scientifinidefi. The central dogma
in the past Al research has been ttieg brainis just another kind of computer. However,
as indicated above, real brains are different from computer

Second, if we adopt a different way to make radio intelligéiw much success can
we achieve? Some applications using Al have benefited framlations based on brain
reverse-engineering. Examples include Al algorithms usegpeech recognition and in
machine vision systems in automated factories. Howevdh bpeech recognition and
machine vision have a biological origin and focus on spediéimains. In contrast, radio
communications, though following fundamental principlige Maxwell's equations and
Shannon’s theorem, primarily work in vastly dynamic comgexhinking about the dynam-
ics in the radio and network environment and so many diffeapplications ). Therefore,
cognitive radio might need to possess some general Alahilihandle its situations, while
general Al is still an open research question faced in thd.fielrther, if new research ef-
forts like SYNAPSE make breakthroughs, new hardware achite will emerge. How
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should we integrate such architecture into ubiquitous teakevices targeting at different
applications? Once the integration is achieved, the Al coight manage both commu-
nications and different applications (some are yet to appea well as other tasks like
resource management.

Third, real brains contain a highly complex and dynamic mekncomposed of hun-
dreds of billions of neurons, methods and tools appliedudysthis network can possibly
be applied to studying the future radio ecosystem — manydgtaeous wireless networks
composed of a large number of intelligent nodes supportmigpus applications and work-
ing under dynamic environments.

6.1.4 Contributions and Future Work

In summary, this dissertation has taken a bottom-up apprtadesigning and buiding a
software radio based decentralized DSA network prototypeerimental results of this
prototype identified several performance determiningdiactor decentralized DSA net-
works. Further, this dissertation developed enablingrietdyies for the network prototype
including signal detection and classification, distrilobuteoperative spectrum sensing, and
reconfigurable DSA nodes. Moreover, it also investigate®@®Rsed SDR’s performance
issues.

As more intelligence is introduced into decentralized D®MAworks and their size in-
creases, not only their performance, but also their behsaiod dynamics demand further
exploration. But our current network prototype containsted “intelligence” and operates
at a small scale. Our next plan is to integrate more cogniybilities like those used in
[22] and to scale up the network prototype to about 40 nodes.

Our experiments focused at the functional perspectiveeh#twork prototype. How-
ever, we did experience a lot of system and network unréiigbConsidering the critical
importance of reliability in DSA networks, we are planningther explorations of this
aspect in decentralized DSA networks.

Further, our current network prototype relies on a conth@rmel. Using a common
control channel may raise several questions, for exampie,should manage the control
channel, what is the right bandwidth of the control chansiebuld the control channel be
fixed at a specific frequency or can it be dynamic too? Rendezpootocols can allow
cognitive radios to talk to each other without a common adrdhannel [144, 145]. Our
future work will apply rendezvous protocols in the networktptype.
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