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(ABSTRACT)
Spurred by change in government regulations and to leverage lower-cost technology and
services, many land mobile radio (LMR) operators have begun transitioning from circuitswitched to packet-switched backbone networks to handle their future communication needs.
Due to the unique demands of packet-switched backbone networks for LMR, it may not be wise
to carry over the previously implemented security methods used with circuit-switch systems or to
treat an LMR backbone as a regular packet-switched network. This thesis investigates security in
packet-switched LMR backbone networks to identify security issues in packet-switched LMR
networks and provide possible solutions for them. Security solutions that are examined include
different types of virtual private networks (VPNs), various encryption and keying procedures for
safe communication, and logic behind how and where to implement security functions within the
network. Specific schemes examined include IP Security (IPSec), OpenVPN, Virtual Tunnel
(VTun), and Zebedee. I also present a quantitative analysis of the effects that the solutions have
on packet-switched networks, in terms of link utilization, and on voice traffic, in terms of delay
and delay jitter. In addition, I evaluate, in general terms, the additional cost or complexity that is
introduced by the different security solutions.
Simulation with OPNET Modeler was used to evaluate how the various security schemes affect
voice communication and network performance as a whole. Since OPNET Modeler does not
provide models of security functions, the source code of the transceiver system models was
modified to introduce additional overhead that is representative of the various security solutions.
Through experimentation, simulation, and analysis of the security schemes considered, it was
found that the most effective security scheme overall for a packet-switched LMR backbone
network would either be IPSec or OpenVPN implemented at the base stations and end-hosts.
Both security schemes provide strong encryption, flexibility, and are actively supported.
However, if bandwidth is scarce and flexibility is less important, then a security solution with
less overhead, such as VTun, should be considered. Thus, one has to balance performance with
security to choose the most effective security solution for a particular application.
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Chapter 1
Introduction
1.1 Overview
After many decades of use, land mobile radio (LMR) has become a critical component for
communication between and within public safety and other organizations. LMR primarily serves
government and business entities and is used across the entire world to maintain efficient and
reliable communications. Within public safety organizations, such as fire departments and law
enforcement agencies, LMR-based communications are used for nearly all mobile
communication, often acting as an employee’s only lifeline. Thus, LMR has become an
invaluable, mission-critical tool that aids in the daily management and coordination of an
organization and its employees.
Due to limited spectrum availability in congested urban areas, the National Telecommunications
and Information Administration (NTIA) issued mandates to reduce the available frequency
spectrum used by LMR [Chi01]. The NTIA's narrowband mandate required that organizations
move from 25-kHz channels to 12.5-kHz (or so called narrowband) channels on January 1, 2005.
The mandate has led to the need to effectively double the efficiency of LMR systems [USD03]
by using digital technology to maintain the same capacity with half the spectrum. Alternatively,
digital technology could be used to double the number of concurrent calls if the amount of
spectrum is not changed. Provisioned plans to increase spectrum efficiency even further by
reducing the channel width to 6.25 kHz have already been issued [Des01]. As a result, public
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safety agencies are preparing solutions that will meet the new restrictions. The most attractive
option has been to upgrade to new digital solutions. While this has had a broad global impact,
this thesis considers the effect the new policy has had on the United States public safety sector’s
LMR networks. The move to digital radio technology, plaguing interoperability issues, and the
potential to use lower cost networking equipment have led public safety agencies to begin
planning for and using packet-switched backbone networks to connect base stations to each other
and to dispatch consoles. Packet-switched backbone networks for LMR have several advantages
over legacy circuit-switched backbone networks currently in place that utilize trunked and
conventional circuit-switching. There are several reasons for the great interest in packet-switched
solutions. Five of the most prominent reasons are:
1. Fault tolerance since, unlike circuit-switched networks, it is relatively easy to deploy a
mesh topology with no single point of failure as traffic can flow through different paths;
2. Flexibility, which is the ability to carry audio, video, and data simultaneously which can,
in turn, open doors to an endless number of applicable applications;
3. Cost, since cost is reduced through the use of commercial off-the-shelf (COTS)
networking equipment and sharing leased lines or leased capacity with other users;
4. Increased capacity or efficiency, since the number of users on a packet-switched LMR
backbone network can be increased through the use of statistical multiplexing, whereas
circuit-switched LMR has a more limited deterministic set of possible simultaneous
connections; and
5. Improved management, through scalability and increased options, such as easier
administration and more network security schemes available for implementation relative
to circuit-switched networks.
The spectrum decrease and the interoperability issues have led two associations to create
guidelines in an attempt to standardize means of communication and increase spectrum
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efficiency. Project 25 (P25) promulgated by the Association of Public and Communications
Officials (APCO) has become the most widely embraced standard in the United States, while the
standards provided by Terrestrial Trunked Radio (TETRA) have become most prominent in
Europe [Tsi02]. Both associations provide standards for manufacturers to follow to become
certified by the respective association. This is to ensure interoperability between different
manufacturers’ products. However, for public safety organizations to effectively secure their
communication in the future they need to do more than just minimally meet what has been set
forth by APCO and TETRA, but to exceed and go beyond the minimum to minimize the risk of
compromised communication. APCO and TETRA both address radio link security, but to the
security of the backbone network, which is the focus of the research reported in this thesis, is
also critical.

1.2 Problem Statement
This thesis addresses the issue of determining the effectiveness of security schemes for a packetswitched backbone network for LMR systems. Although LMR, security, and packet-switched
networking have been investigated significantly as separate topics, I am not aware of any
published research on the topic of security in packet-switched backbone LMR networks. The
intersection of topics considered in this thesis is illustrated in Figure 1.1. Concerns that are
addressed include how to secure traffic in a packet-switched backbone LMR network as opposed
to a circuit-switched network. Additionally, changes to security when transitioning from a
circuit-switched to a packet-switched LMR network are investigated and discussed. As this
thesis focuses on packet-switched backbone LMR networks, security considerations unique to
this application not found in conventional packet-switched networks are emphasized.
The thesis tackles the task of determining and then weighing the level of security provided by
applicable popular security schemes versus its impact on voice communication, the scalability of
the solution, and the ease of implementation, to determine an effective security solution for
packet-switched LMR backbone networks. Through careful simulation of packet-switched LMR
networks using OPNET Modeler, I stress the network using different security methods to
determine how the additional overhead introduced by these schemes affects the performance of
the system and its ability to cope with the additional load. To simulate a LMR network
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implementing additional security schemes, additional load is simulated by changing the OPNET
model compared to the normal packet flow that results from a one-to-one call over the network.
To determine the effectiveness of alternative security schemes, the average traffic sent and
received, end-to-end delay, delay variation or jitter, throughput, and link utilization due to
increased security are compared for the various security schemes, including OpenVPN, IP
Security (IPSec) with Authentication Header (AH) authentication and Encapsulated Security
Payload (ESP) encryption, IPSec with ESP authentication and encryption, Virtual Tunnel
(VTun), and Zebedee.

Figure 1.1: Visualization of thesis topic.

1.3 Organization of Thesis
The thesis is organized into six chapters as follows.
Chapter 2 provides the background information necessary to understand this thesis. It describes
and compares circuit-switched and packet-switched LMR networks. The two types of switching
for LMR backbone networks and the infrastructure used to implement them are presented. In
4

addition, examples of current and future available equipment are provided. The chapter
concludes with a section on current security approaches, discussing communications and packet
security schemes.
Chapter 3 covers the research objectives. The chapter introduces a more complete problem
statement and discussion of motivation. A description of the system architecture and boundaries
follows which delineates the portion of the network of interest. Insight into the reasoning for
choosing simulation versus other methods for evaluation is presented prior to discussing the
parameters, factors and metrics used in the simulation experiments.
Chapter 4 discusses security in packet-switched LMR backbone networks in detail. First, general
properties important to a secure network are provided. This leads into discussion of security in
legacy LMR networks and data networks. A discussion of general security concerns that should
be considered, touching on such topics as physical security and additional security through
speaking in code, follows. The chapter concludes by discussing various methods of
implementing security in the network.
Chapter 5 discusses the simulation models and methodology. Topics discussed include the
building of the simulation model, how the model was validated for accuracy, the length and
number of replications needed, followed by special considerations for random numbers used in
the simulations. Next, evaluation of the presented security schemes is discussed. By analyzing
the effect of the additional overhead, the drawbacks and benefits of implementing the various
security schemes and their associated costs, a final security solution for packet-switched
backbone LMR networks is proposed.
Chapter 6 provides a summary of results that lead to the recommendations presented to secure
future packet-switched backbone LMR networks. Contributions of this thesis are summarized
prior to concluding the chapter with a discussion of possible future topics of research interest.
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Chapter 2
Background
As presented in Chapter 1, LMR is a communications technology that is heavily utilized in the
public safety sector. It is most commonly used to facilitate the dispatching and organization of
first responders and public safety officers in the field. With the recently federally mandated
reduction in the communications spectrum used by LMR, tremendous interest in implementing
LMR over a packet-switched backbone network versus the currently implemented circuitswitched backbone network has appeared. With the many advantages1 associated with
implementing a packet-switched LMR, such as the ability to carry audio, video, and data over the
same network, inherent redundancy, reduced cost through using COTS equipment, etc., the
reasoning for the migration becomes clear.
The primary purpose of the backbone network is to provide communication between dispatch
center(s) and base stations, as well as between base stations, which ultimately transmit to
personnel in the field. As previously mentioned, one of the advantages of transitioning to a
packet-switched backbone network includes the ability to share network resources between LMR
traffic and general network applications such as electronic mail, file transfer, and web access to

1

Advantages of packet-switched backbone LMR networks are listed in Section 1.1.
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achieve higher utilization and, thus, more cost-effective operation. The backbone network
facilitates connectivity between LMR base stations and control and dispatch center(s) by
carrying the necessary traffic for effective communication, be it audio, video, or data. With
respect to packet-switched LMR, the backbone also allows for network administration of devices
attached to the network.
This chapter lays the foundation for a more detailed description of security in packet-switched
LMR networks, which is the focus of this thesis. The chapter presents a brief discussion of
circuit-switched and packet-switched LMR networks in the following two sections. The two
sections present an overview of the respective switching technology’s infrastructure and products
currently or soon to be available. Following this, a comparison of circuit-switched versus packetswitched networks is provided to emphasize the key differences between the two technologies.
The chapter concludes with an overview of existing security approaches, providing an overview
of security schemes considered as part of the security solutions for future packet-switched
backbone networks.

2.1 Circuit-Switched LMR Networks
The following two subsections present a high-level description of circuit-switched backbone
LMR networks and sample technologies used to implement them.

2.1.1 System Infrastructure and technology
Circuit-switched backbone LMR networks have supported communication for public safety for
many decades. Although they now consider packet-switched backbone networks, the most
important new standards for LMR, Project 25 and TETRA, were originally implemented as a
circuit-switched architecture following the model of cellular technologies [Tsi02]. Figure 2.1
provides an example of a simplified circuit-based system. Although an aging technology, circuitswitching is still heavily utilized for several forms of communication. The most familiar use of
circuit-switching may be found in nearly every home, namely “plain old telephone service”
(POTS). Circuit-switching communicates by setting up a dedicated channel (or circuit) which
allocates bandwidth for transmission between two parties for the duration of the transmission.
The available bandwidth per channel is fixed and the number of simultaneous channels that can
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be supported is the total capacity of the intermediate link divided by the capacity allocated to an
individual channel [Kur03]. Circuit-switching is most advantageous when a certain amount of
constant available bandwidth is required with no risk of delay. However, the strict allocation of
resources has disadvantages which will be further discussed in Section 2.3. Circuit-switched
networks are typically implemented in a topology similar to that shown in Figure 2.5 or Figure
2.6.

Figure 2.1: Simplified circuit-based LMR system (adapted from [PSW01]).
Circuit-switched LMR backbone networks may be broken down into three categories,
conventional, trunked, or hybrid (part conventional and part trunked). Conventional LMR radio
systems typically assign a number of radios to one fixed channel or frequency. If that channel is
in use by one user in the group, service is unavailable to others. Trunked LMR, however, is
usually implemented when a large number of mobile radios need to share radio frequencies.
With trunked systems, a large number of groups of users can share fewer channels because the
trunking equipment dynamically allocates an available channel when a user keys his or her radio.
8

Trunked systems are, in general, more efficient and less likely to be busy compared to
conventional systems. [Zet03]

2.1.2 Currently Available Systems and Products
At this time, vendors are transitioning from analog end-to-end conventional systems to digital IPbased LMR solutions to improve interoperability and several other factors as discussed in
Section 1.1. The following two sections cover two currently available circuit-switched LMR
backbone solutions. Equipment from M/A-COM and Motorola are discussed as they are the two
largest vendors and they, also, currently have, or at least recently offered, full end-to-end P25
systems, which are discussed in Section 2.2.2.
2.1.2.1 Example M/A-COM Equipment for Circuit-Switched Systems
M/A-COM still offers or recently offered conventional LMR equipment. Note that, based on the
information provided on the company’s website, no full end-to-end system seems to be available
at present. However, equipment necessary to build a conventional system may still be available,
as conventional portables, mobiles, desktop stations, and station and site equipment are still
obtainable [MAC05]. For the backbone portion of the LMR network, M/A-COM provides the
following station and site equipment: Analog Voter, Console Interface, Conventional AEGIS™
Systems, Conventional AEGIS™ Digital Voting System, MASTR III Auxiliary Receiver,
MASTR III Stations, and Vehicular Repeater.
2.1.2.2 Example Motorola Equipment for Circuit-Switched Systems
Motorola still supplies the ASTRO system, on which the P25-compliant ASTRO P25 was based.
ASTRO Integrated Voice and Data allows voice and data transmission using a common
infrastructure. The network is configurable to meet a wide variety of capacity and coverage
requirements. A generic system diagram is shown in Figure 2.2 and a description of the key
components is provided as follows [Mot99].
•

Radio Network Controller (RNC) – The RNC 3000 is the data communications manager
for the system. This manager helps ensure that data messages are routed to the
appropriate base station for receipt by the subscriber radio.
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•

Wireless Network Gateway (WNG) – The WNG provides a connection point to any host
computers or servers which radio users need to access. The WNG utilizes the IP, which
will simplifies connection to many existing host networks.

•

The Quantar Station – This station transmits and receives voice and data messages over
the air.

•

Digital Interface Unit (DIU) – The DIU steers voice messages to the console and data
messages to the Radio Network Controller.

•

Encryption Modules (optional) – With the addition of encryption modules to the Radio
Network Controller and subscriber radios, data information is encoded for security before
it is transmitted over the air.

Figure 2.2: ASTRO integrated voice and data system configuration (adapted from [Mot99]).

2.2 Packet-Switched LMR Networks
While circuit-switched LMR has had a long and successful history of serving public safety and
still meets the strict quality of service requirements (QoS) set by public safety organizations, it
has trouble meeting other requirements which will become a necessity in the future. Packetswitched LMR, however, can meet the requirements of public safety users and provide
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unprecedented flexibility and scalability for the future, if properly designed. Reduced cost,
inherent network redundancy, as illustrated in Figure 2.3, and the ability to carry audio and data
traffic over the same network are only a few of the advantages packet-switched technology has
to offer. The network infrastructure as well as the current dominant packet-switched LMR
solutions are discussed in the following sections.
Circuit-switched LMR networks are tending to be phased out for the more attractive packetswitched alternative. This phasing out is not only occurring in LMR networks but, also, in longheld circuit-switched areas such as POTS. This is especially true for long distance calling
services.
Over the past several years, APCO Project 25 has emerged as the leading packet-switched
standard in the United States. A few reasons for public safety organizations migrating to Project
25 include the following advantages.
•

P25 is the national standard for digital public safety LMR in the U.S. [USD03], thus its
adoption promotes interoperability.

•

P25 supports both trunked and conventional LMR systems [USD03].

•

P25 is a non-proprietary standard and the Common Air Interface (CAI) allows equipment
from various manufacturers to successfully communicate with each other, reducing intraagency and inter-agency interoperability issues. Competition among vendors from the use
of the open standard is expected to lead to reduced equipment cost [Apc00].

•

P25 offers much clearer received audio, the separation of functions, such as fire, police,
and maintenance, into talkgroups, individual radio identification numbering and tracking,
digital location services (GPS location data) and digital messaging [USD03].

•

P25 adheres to the new federally mandated use of 12.5-kHz narrowband spectrum
[Des01].

2.2.1 System Infrastructure and Technology
Unlike circuit-switched networks, packet-switched networks utilize the Internet Protocol (IP),
where switching is achieved using IP routers as opposed to conventional telecommunications
switches. Packet-switched networks divide messages into packets which are then sent over the
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network to a destination. The individual packets are sent separately and may take different routes
to reach the destination. When the end host receives the packets it assembles the packets into the
original message and then processes the data. Although there are several types of packetswitching protocols, including Transmission Control Protocol/Internet Protocol (TCP/IP), X.25,
and frame relay, most packet-switching LMR network equipment only support the TCP/IP
protocol suite. Packet switching is more efficient and robust for data than circuit-switching when
the application can withstand some delay in transmission [Jup04].

Figure 2.3: Simplified packet-based LMR system with additional links (adapted from [PSW01]).
Unlike circuit-switched networks which have rigid topologies, packet-switched networks are
typically based on one of three primary topologies. The three are sometimes combined to varying
degrees to form intricate networks. The first topology, displayed in Figure 2.4, is that of a leased
capacity network. This type of network is the most popular packet-switched network and
resembles a highly simplified model of the Internet. However, the figure is meant to show a
hypothetical public safety network with 15 base stations that connect to the dispatch station
through a network cloud. The connections between end nodes would likely be through virtual
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private networks (VPNs) to achieve security. VPNs provide security by establishing a virtual
circuit between two nodes and then encrypting their communication. VPNs are discussed further
in Sections 2.4.2 and 4.3. To assure a level of quality, service level agreements (SLAs) are used
between the Internet service provider (ISP) and the public safety agency. The SLA commits the
ISP to provide a guaranteed minimum level of service and specifies penalties against the ISP if it
is unable to meet the agreed upon requirements. These requirements are normally related to QoS
and may include the maximum network downtown and maximum amount of congestion, for
instance. Figure 2.4 shows a case where base stations connect to a regional switch, which
connects to a dispatch center. Finally, Figure 2.5 displays a case where base stations have their
traffic carried directly to dispatch via leased lines. The three scenarios are successively more
expensive, with the leased capacity topology being the least expensive to implement (certainly
with respect to initial fixed costs, the hierarchical topology the second least expensive, and the
leased line solution the most expensive to implement. Note, however, that QoS tends to become
progressively more predictable with each topology, where leased capacity is the least predictable
and leased line the most predictable. Therefore, finally, the issue becomes a question of weighing
cost versus acceptable level of QoS.

Figure 2.4: Leased capacity model [Cen03a].
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Figure 2.5: Hierarchical leased lines model [Cen03a].

Figure 2.6: Flat leased lines model [Cen03a].
Although Figures 2.4 and 2.5 demonstrate the implementation of leased links to ensure constant
available bandwidth, there may be cases where a leased capacity solution would be sufficient for
less frequently used links with smaller bandwidth requirements. The primary advantage to this
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option would be financial as long as bandwidth usage is fairly limited, since leased capacity
requires only payment for bandwidth used.

2.2.2 Currently Available Systems and Products
This section summarizes the currently dominant systems. While there are several vendors such as
Catalyst Communications Technologies, EFJohnson, and JPS Communications, that provide
packet-switched LMR solutions to a certain degree, only M/A-COM’s P25IP and Motorola’s
ASTRO 25 provide full end-to-end P25 compatible systems and, thus, are of most relevance to
the public safety sector and this thesis. The discussion focuses on the backbone portion of the
vendor’s products line. Table 2.1 presents system design alternatives available for LMR packetswitched networks. This table is used to aid in comparing the various packet-switched vendor
solutions presented in Table 2.2. However, greater detailed discussion of applicable equipment
by M/A-COM and Motorola are provided in the following two sections.

Table 2.1: System Design Alternatives [Cen03b]
Alternative
A
B
C
D
E
F
G

Switching
Circuit
Circuit
Packet
Packet
Packet
Packet
Packet

Performance
Deterministic
Deterministic
Deterministic
Deterministic
Probabilistic
Probabilistic
Probabilistic
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Topology
Star
Hierarchical
Star
Hierarchical
Star
Hierarchical
-

Leasing
Lines
Lines
Lines
Lines
Lines
Lines
Capacity

Table 2.2: Comparison of Backbone Hardware Solutions [Cen03a]
Vendor

Product

Comments

EFJohnson

2601 VHF and 2604
UHF Digital
Repeaters/Base
stations (Netelligent)

JPS
Communications

NXU-2 and NXU-X
Network Extension
Units

M/A-COM

NetworkFirst P25IP
(family of products)

Motorola

ASTRO 25

• Only major difference between the 2601 and 2604
is that one is VHF and the other is UHF
• P25 compliant
• Integrates IP
• Appears to support alternatives A-G of Table 2.1
• Only major difference between the NXU’s is that
the NXU-X has two modes of operation that are
not available to the NXU-2: (i) Standalone mode
that provides up to 12 audio channels, and (ii)
ACU-1000 expansion mode that provides a single
network connection point for up to 12 remote
devices
• Integrates IP
• Has ability to dial for remote dispatch
• Appears to support alternatives E-G (partially) of
Table 2.1
• NetworkFirst uses Voice over Internet Protocol
(VoIP) to achieve interoperability
 Web browser user interface
• Both integrate IP
• P25IP line of products can provide full end-to-end
solution
• P25IP conventional is backwards compatible
• P25IP uses NetworkFirst to gain interoperability
with non-P25 products
• Appears to support alternatives A-G of Table 2.1
• Along with other Motorola products can provide
full end-to-end solution
• Integrates IP
• Supports both conventional and trunked P25
systems
• Appears to support alternatives C and G of Table
2.1

2.2.2.1 Example M/A-COM Equipment for Packet-Switched Systems
This section presents backbone solutions provided by M/A-COM. The section focuses on two of
M/A-COM’s solutions, “NetworkFirst” and “P25IP” (“P25 to the power of IP”). The P25IP line of
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products includes the MASTR III P25IP UHF, MASTR III P25IP VHF, and P25IP SitePro
Controller. M/A-COM’s solutions are discussed in detail in the following sections. Datasheets
for the NetworkFirst, MASTR III P25IP UHF, MASTR III P25IP VHF, and P25IP SitePro
Controller are available at [MAC03c], [MAC03a], [MAC03b], and [MAC03d].
NetworkFirst is advertised as being able to achieve interoperability across all frequencies and
supporting all radio and system level voice types – analog, digital, conventional and trunked
[MAC03c]. To achieve interoperability, NetworkFirst links together disparate radio system types
that use different frequency bands by converting audio signals into digital packets of data that
can then be easily transported over a wide area IP packet-switched network. NetworkFirst uses
an analog audio Gateway to convert audio to IP voice packets and an IP-based, software-only
voice switch and network administrator called a Regional Operating Center to connect multiple
radio systems together into a communications web. The Gateway is available in two chassis
models supporting up to 12 legacy radio channels, trunked talkgroups or console positions. A
single Regional Operations Center enables up to 64,000 NetworkFirst talkgroups. Optional
components of NetworkFirst include consoles for centralized dispatch, public switched telephone
network (PSTN) interfaces for telephone interconnects and network-ready base stations.
M/A-COM’s NetworkFirst achieves large-scale interoperability by using IP and is supposed to
be completely scalable; meaning communication interoperability at all levels – local, regional,
state and national – should be possible.
M/A-COM claims that an IP-based network solution, such as NetworkFirst, is the most costeffective means of achieving interoperability, as it also allows agencies to use their existing
equipment, between disparate systems in a short amount of time.
M/A-COM’s P25IP is a completely P25-compatible IP-based conventional mobile radio
communications system that allows for channel-to-channel migration [MAC02a]. It is supposed
to be an end-to-end P25 solution [MAC02b]. M/A-COM’s P25IP line of products includes the
MASTR III P25IP UHF station, the MASTR III P25IP VHF station, and the P25IP SitePro
Controller. The P25IP system is backwards compatible, allowing for gradual migration from
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traditional analog to IP systems. M/A-COM’s P25IP system provides interoperability to legacy
systems through NetworkFirst. Users can take full advantage of P25 radio interoperability, and
may in addition use NetworkFirst for system level interoperability with non-P25 systems.
Because the system is an end-to-end IP solution, system administrators may benefit from IP’s
inherent scalability, affordability, and survivability. The system enables users to significantly
increase capacity, connection speeds and the number of system users, compared with traditional
radio systems. The IP based infrastructure allows users to easily expand a system to include
services such as network management functionality.
The MASTR III P25IP UHF station [MAC03a] and the MASTR III P25IP VHF station
[MAC03b] are similar, with the only difference being that one works in the Ultra High
Frequency (UHF) spectrum and the other one works in the Very High Frequency (VHF)
spectrum. Therefore, with that in mind, this section covers both products concurrently.
Everything discussed in this part applies to both stations.
The purpose of the MASTR III P25 IP station is to provide secure digital communications for
mission critical applications. The station is capable of both conventional P25 digital
communications and conventional analog communications. The addition of a SitePro Controller
provides the capability of IP voice and data packets to be sent over a M/A-COM P25 IP network
and be received at a base station.
The station can be configured for P25 mode, and can communicate with the user's current analog
dispatch network through a 4-wire audio port. The P25 digital voice is translated through an onboard voice encoder/decoder (codec) in the station to allow immediate access to P25
communications through a user’s existing network.

The MASTR III P25

IP

can also be

configured for normal conventional analog operation at sites where P25 is currently not in use.
The P25IP SitePro Controller provides network access, site database information, and IP interface
capabilities for P25IP MASTR III stations [MAC03d]. Using the P25IP SitePro Controllers,
multi-site systems with wide-area roaming, intelligent call routing, and authenticated subscriber
unit network access are all possible. The P25

IP
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SitePro implements Project 25 call control,

network management, and remote channel management for P25
Utilizing the SitePro, P25

IP

IP

MASTR III channels.

features such as radio registration, authentication, and mobility

management are available on a channel-by-channel basis. The SitePro interprets and directs
inbound calls, processes the calls, and issues appropriate commands about handling the calls.
The SitePro is also responsible for the IP connectivity of the individual channels to the P25IP
network.
The SitePro can monitor ongoing repeater communications, while providing routing for multisite voice and data calls. The SitePro also replicates, at the site, key P25 IP database information
to allow uninterrupted channel operation. Even in the case of lost IP connectivity to the P25 IP
voice or data switch, the SitePro can maintain repeater functionality with a minimal loss of
features.
The SitePro encapsulates P25 clear and encrypted voice and data calls into IP packets for routing
throughout the P25IP network. The packets contain P25 user and talkgroup IDs, allowing the
network to operate with seamless end-to-end IP functionality. Additionally, the IP connectivity
allows remote re-programming of the repeater.
The SitePro checks the ID of every radio attempting to access the system. An invalid ID
attempting to use the system will be denied access, reducing the probability of system security
breeches.
Single-site systems can use the SitePro to connect directly to IP-based consoles. This
connectivity maintains end-to-end encryption while allowing the console to have complete
control over the repeater. The SitePro provides for P25 data capability in both single-site and
multi-site implementations.

In single-site applications, the SitePro provides IP routing

information to connect directly to the data host. In multi-site applications, the SitePro works with
industry-standard IP mobility management routers to correctly route data across the P25IP
network.
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2.2.2.2 Example Motorola Equipment for Packet-Switched Systems
Motorola’s primary solution for P25 has been the the “ASTRO 25 Trunked Digital Voice and
Data Network,” which builds on ASTRO, its predecessor.
ASTRO 25 is advertised as offering advantages such as [Mot04a]:
•

Cost savings from combining voice and data into one efficient and flexible solution that
allows for easy upgrades and migration as needs evolve.2 Voice over Packet networking,
based on voice-over-IP (VoIP) technology, is supposed to allow the system to carry both
voice and data communications efficiently and reliably by combining voice and data into
a single dedicated IP network.

•

Software upgrades are promoted to be less difficult through centralized downloading. It
should normally be sufficient to load the software once and then it is automatically
distributed throughout one’s network to support new features and software patches.

•

Relief from radio frequency congestion via trunked networking and allocating channels
between voice and data as needed, thereby supporting more users, more calls, and more
information using the same spectrum.

•

Increased security with leading-edge encryption algorithms to keep voice and data
transmissions confidential.

•

Interoperability with other Project 25-compliant solutions, so the system and personnel
can work seamlessly with other departments that have compliant systems even if they
utilize another vendor’s solutions. Centralized system management is also addressed as
ASTRO 25 promises to ease system operation and management through such features as
the use of the familiar Microsoft Windows interface to help operators monitor network
performance and diagnose faults. The system generates reports that at a glance provide
information on how the network is doing. The entire network runs off a single clock for
accurate event recording. The Network Time Protocol (NTP) ensures that key devices on

2

This is different than cost savings due to aggregation of land mobile radio traffic with traffic from other sources.
This aggregation is specifically not supported by Motorola’s ASTRO 25 IP backbone, presumably due to the
difficulty of meeting Project 25 performance requirements [Cen03a].
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the system record events at the same time to improve fault diagnostics and to track call
activity.
Although Motorola states that there should be no incompatibilities between their P25 solutions
and other P25 products, they do imply in their information that there will be proprietary features
that exist on their products that will not work on other manufacturers’ products.

2.2.3 Security of Packet-Switched Systems and Products
QoS issues share a central role with security to provide successful communication in a packetswitched LMR backbone. If QoS is assured, then most of the same security measures currently
implemented in current packet-switched data networks could simply be transitioned to packetswitched LMR backbone networks. However, because of the time-critical nature of VoIP traffic
and its low tolerance for disruption and packet loss, security schemes implemented in traditional
data networks simply may not be applicable to a network carrying VoIP traffic in their current
form [Kuh05]. Therefore, when selecting a solution, as discussed in Chapter 5, there are
tradeoffs made when weighing QoS versus security. The security provided should be strong
enough to prevent successful attacks, but efficient enough not to overload the network with too
much additional overhead to significantly diminish QoS. In general, the greater the level of
security provided, the greater the amount of overhead that loads the network. Therefore, one of
the core issues in security for packet-switched LMR backbone networks is to find a security
scheme that strikes a proper balance between the organization’s security and QoS requirements.
Since VoIP requires a minimum level of QoS, a denial-of-service (DoS) attack against a packetswitched LMR network only needs to exceed the threshold for end-to-end delay and jitter. This
level of attack my be difficult to pinpoint as elastic applications will still function, albeit a bit
slower, and may be perceived as simple network congestion [Lar05].
The systems and vendor solutions presented in Section 2.2 are all P25-compatible and, therefore,
meet, at a minimum, the APCO P25’s security standards. APCO P25 currently specifies end-toend encryption for voice and data. The level of security provided by an encryption scheme
depends on the type of algorithm used and length of keys utilized. APCO P25 originally defined
requirements for 64-bit Data Encryption Standard (DES) encryption; however, this has been
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extended to include Triple Data Encryption Standard (3DES), the very secure 256-bit Advanced
Encryption Standard (AES), and also Type 1 algorithms used by the federal government
[Sum03]. It has been proven several times that DES encrypted communication may now be
decrypted quickly. In addition, while there does not seem to be any evidence of 3DES encryption
being broken, there is evidence that it has theoretical weaknesses. AES is more efficient than
3DES and is the most secure of these three algorithms. Details on the VPN solutions considered
and the level of encryption they provide are presented in Section 2.4.2.

2.3 Comparison of Circuit-Switched versus Packet-Switched
Networks
There are significant differences between circuit-switched and packet-switched networks. To
more clearly differentiate the primary differences, Table 2.1 and Table 2.2 are provided below.
They present the advantages and disadvantages associated with the two switching technologies.
Furthermore, as LMR calls are usually infrequent, short, and sporadic, packet-switched backbone
networks can carry LMR traffic more efficiently than circuit-switched networks. If a circuitswitched network is provisioned to be efficiently utilized, then calls may be blocked during
periods of heavy traffic. If a circuit-switched network is provisioned to have a low blocking
probability, then it will largely be severely underutilized. While delay may occur in a packetswitched backbone network all calls may be completed as long as congestion is not too severe.
The network can also be shared by more elastic traffic to maintain efficient utilization during
periods of low use by the LMR application.
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•

•
•
•

•

•

•

•

Legacy system (Similar
to Plain old Telephone
Service (POTS) or
Public Service PSTN.)
Implements
deterministic
multiplexing.
Uses Frequency
Division Multiplexing
(FDM) or Time
Division Multiplexing
(TDM) to encode and
transmit data. However,
TDM is the
predominant technology
in place now.
Purely connection
oriented
Mature technology.
Guaranteed capacity.
System currently in
place – organizations
are trained/have
experience with the
technology.
Has inherent security.

Advantages

•

•

•

•

•
•
Costly to implement.
Single points of failure – if a link
between two nodes such as
between a base station and a
dispatch station were to be
disengaged then communication
between possibly many users and
a vital point of the circuit would
be removed and made useless
reducing the overall effectiveness
of the network.
Due to the way circuit-switched
networks are implemented
(circuits are set up between two
nodes and resources allocated) it
has some inherent disadvantages
such as:
o Inefficient utilization of
network resources
o Limited number of users
Difficult to integrate with packet
networks.
Fixed location for control
functions.
Scales poorly and topology is
difficult to change.

Disadvantages

Circuit-Switched Networks

•

•
•

•

•

•

•

•

•
May be less costly by utilizing
common off the shelf IP based
technology (i.e. routers, gateways,
and network applications).
Implements statistical
multiplexing to maximize
efficiency of network resources.
Provides for possible data and
voice integration on a single
network.
Can have significantly more
concurrent network users – limited
by acceptable network packet
delay and loss.
Scales easily and seamlessly to
accommodate more users or to
allow further extension of
coverage area.
Flexibility is inherent to the
system.
Redundant topology.
Easy to integrate with other
packet-switched networks.
May provide data services for
other systems, including shared
capacity with generic IT systems.

Advantages

•

•

•

•

•

Transition costs
associated with
moving to new
technology.
While relatively
mature, not as mature
as circuit-switching.
Organizational
retraining required.
Rely on service
providers to provide
contracted QoS
(i.e. service level
agreements).
Less secure than
circuit-switched
systems (without
additional measures).

Disadvantages

Packet-Switched Networks

Table 2.3: Properties of Circuit-Switched and Packets-Switched Backbone Systems [Cen03b]

2.4 Existing Security Approaches
While some of the procedures currently employed in common circuit-switched and packetswitched networks may be transferred to packet-switched LMR networks, these need to be
analyzed before being recommend for adoption. Before security solutions for future LMR
packet-switched backbone networks are discussed, the existing methodologies are discussed,
supplying a basis for discussion of future solutions. Current popular schemes communications
security and packet-switched security are presented in the following two sections.

2.4.1 Communications Security
Considerations must be made for both over-the-air security as well as backbone network
security. The first step towards securing the system is through encryption, which may be
implemented for both components. To encrypt the digital voice traffic, the analog voice signal is
sampled, digitized, encrypted, transmitted, and decrypted in real-time [PSW99]. Encryption is
independent of system type and architecture and it is available for both circuit-switched and
packet-switched backbone LMR networks. However, with traditional analog LMR systems,
operators many times neglect using encryption due to the difficulty of implementing the security
functionality, the reduced range, and the reduced quality of voice. Enabling encryption in legacy
analog LMR systems has been found to reduce the range of the air-interface by as much as 30%
compared to transmitting in the clear. Due to quantization noise that may occur at the edge of an
analog system’s coverage, the range has to be shortened to ensure that the digitally-coded
encrypted signals are received without errors to be properly decrypted. However, APCO P25
certified equipment transmits using packets that are the same size independent of whether
encryption is enabled [Spr03]. In addition, P25 encrypted devices do not reduce a user’s radio
coverage or QoS when using encrypted mode. However, for both analog and digital LMR
systems, encryption will add an amount of delay to the network. Sources of delay may include
awaiting key exchange or encryption and decryption delay. When encrypting signals there are
two core options available: 1) to encrypt the voice traffic end-to-end, or 2) to encrypt traffic only
over the air interface. Although not an option in earlier LMR systems, over-the-air re-keying
(OTAR) helps make key management, renewal, and distribution easier and more transparent to
the end-user, thereby, reducing the likelihood of neglecting to turn on encryption. A
misconception is that the frequent automatic channel switching within trunked systems makes it
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less vulnerable to eavesdropping and, thus, more secure than conventional systems. However,
there are digital scanners that may be easily obtained that can track and decode even trunked
signals. Therefore, no matter the LMR network architecture, encryption should be enabled to
ensure confidentiality. Furthermore, for packet-switched backbone LMR networks, the option of
implementing a VPN solution to provide confidentiality, authentication, and integrity to all
communication, voice and data, is available. VPNs that may be considered for implementation
on a packet-switched LMR backbone network are discussed in Section 2.4.2.

2.4.2 Packet Security
This section discusses security schemes that not only are popular in general packet-switched
networks, but are also applicable to packet-switched LMR backbone networks and seem to have
a strong future. The schemes discussed in the following sections include IPSec, Secure Socket
Layer (SSL), Zebedee, VTun, and Secure Shell (SSH). All security applications presented and
used in the research presented in this thesis had to meet three criteria: 1) to be free-of-charge and
open source, 2) it had to support Uswer Datagram Protocol (UDP) (for VoIP) and TCP, and 3) it
had to be well maintained with a feasible future. This allows anyone to implement the proposed
security solutions or to recreate the experiments presented with a minimal budget using well
accepted applications. Furthermore, since the solutions are open-source it gives persons the
option of customizing the applications to their specific needs, if so desired. The applications
were installed using default settings, so performance improvements may be achieved through
further “tweaking” of the settings. Furthermore, although all the security solutions may be
executed on at least Linux and Microsoft Windows, all experimental results presented were
obtained from a Linux implementation because several of the Linux tools utilized as part of the
experimentation lack functionality in Microsoft Windows. Table 2.4 provides a brief overview of
the security solutions experimented with. To achieve the fairest comparisons between security
solutions, the VPNs were configured as similarly as possible. Background information to the
VPNs is provided in Sections, 2.4.2.1 through 2.4.2.4, as well as a more detailed overview of the
security solutions is provided near the end of the chapter in Table 2.5.
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Table 2.4: Security Schemes Used in Experiments
Security
Scheme

Application Name
and Version

IPSec

FreeS/WAN

SSL/TLS

OpenVPN 2.0beta15
VTun 2.9.90

Miscellaneous
Zebedee 2.4.1

Security Provided
• Authentication/encryption
with 3DES
• Integrity with MD5
• Authentication/encryption
with 3DES
• Integrity with MD5
• Authentication/encryption
with Blowfish
• Integrity with MD5
• Authentication/encryption:
with Blowfish
• Does not provide integrity
checking

Network Layer
Network (Layer 3)

Network (Layer 3)

Network (Layer 3)

Network (Layer 3)

Circuit-switched LMR networks are usually implemented with leased lines. While physical
security can be almost completely ensured between two end-points, this option is expensive. Due
to the relatively low cost of high bandwidth shared or leased capacity links, VPNs are a more
cost-effective option to ensure security of transmitted communication.
Although VPNs have traditionally been applied to allow for the creation of virtual circuits in
insecure shared environments, such as when one needs to connect a branch office to the
headquarters across a public or other shared network, they are a viable option when security is
critical in any situation. In addition to providing user authentication and encryption, VPNs also
normally provide a plethora of additional features. Therefore, while it may be obvious to
implement VPNs in a shared network such as when traversing the Internet, it may also be
advantageous to also implement VPNs across leased lines for certain situations. Although this
may seem unnecessary at first glance, if security is of utmost concern then authentication of the
receiver and integrity of transmitted data in addition to a higher degree of confidentiality may be
achieved through a VPN.
2.4.2.1 IPSec
Packet security may be provided at different layers. Acting as an extension of the standard
Internet Protocol (IP), IPSec provides security at the network layer. Conveniently, since IPSec
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uses a normal IP header it may be routed like any other packet. It was designed to be generic and
as flexible as possible to meet the broadest range of network security needs possible. IPSec also
incorporates features essential to VPNs, including, encryption, tunneling, and authentication
[Fow99]. While IPSec is defined with minimum levels of security (DES-CBC), it does allow for
the implementation of any other encryption algorithm such as 3DES or AES. Designed to
function at the network layer, IPSec is sometimes incorporated into hardware such as network
interface cards (NICs) or routers. This, in turn allows, IPSec traffic to be quickly processed.
IPSec uses the Internet Security Association and Key Management Protocol/Oakley for
negotiation and key exchange. This protocol allows hosts that utilize IPSec in their
communication to agree on how they are going to secure the stream and how to exchange keys
safely.
An IPSec packet may be used to allow for two levels of security, each of which is optional
[Fow99]. First, use of only the Authentication Header (AH) provides message integrity, allowing
a host to verify that packets received were unchanged as well as source host authentication.
Second, the Encapsulation Security Payload (ESP) provides both confidentiality through
encryption to make it safe from eavesdropping as well as providing message integrity. Two
variants of IPSec was researched for this thesis, 1) IPSec with ESP authentication and
encryption, and 2) IPSec with AH authentication and ESP encryption. The latter option provides
a slightly greater level of security by providing integrity checking of both the header and
payload, whereas IPSec with ESP authentication and encryption only provides integrity checking
for the payload. However, the additional security provided by IPSec with AH authentication and
ESP encryption results in greater overhead as shown in Table E.1.
IPSec can function in two different modes, transport and tunnel modes, as depicted in Figure 2.7.
In transport mode only the payload is encrypted. However, in the more secure tunnel mode, both
the header and payload are encrypted. All experimental results provided in Chapter 5 for IPSec
were obtained utilizing IPSec in tunnel mode.
Prior to IPSec, networks were forced to deploy partial solutions that addressed only a portion of
the security problem. For instance, the Secure Sockets Layer (SSL) provides application-level
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encryption for Web browsers and other applications. SSL protects the confidentiality of data sent
from each application that uses it, but it does not protect data sent from other applications. Every
system and application must be protected with SSL for it to be effective for all network traffic.

Figure 2.7: IPSec packet format (adapted from [Kha05]).
Institutions such as the military have been using link-level encryption for years. With this
scheme, every communications link is protected when it is setup on each end of the link. While
this system provides excellent data protection, it is expensive and difficult to manage. It also
requires that each end of every link in the network is secure, because the data is in clear text at
these points. Of course, this scheme does not work in the Internet, where few of the intermediate
links are accessible or trusted to the user.

Although there are several implementations of IPSec, including FreeS/WAN [Gil04], Openswan,
and Strongswan, FreeS/WAN was chosen for the IPSec experiments and simulations reported in
this thesis.
2.4.2.2 SSL
Secure socket layer (SSL), also known as transport layer security (TLS), resides between the
application and transport layers [Kur03]. TLS is the newest incarnation of the SSL protocol. It
was originally developed by Netscape to provide for secure web browser communication.
However, since then its use has expanded to include electronic mail and some TCP-based
applications via a downloadable thin-client applet [Cis04].
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With an up-to-date web browser, most computers can now utilize SSL to achieve secure
communication.3 The ability to use SSL through a simple web interface, which most modern
operating systems come with by default, has made SSL one of the most prolific security schemes
in existence. Furthermore, as previously stated, SSL may also be implemented in applications to
provide single point to point security, by creating a secure connection between a client and a
server, over which any amount of data can be sent securely [Jup04]. This may be applicable for a
dispatcher who would like secure transfer of communication between their console and a base
station, for instance. Furthermore, some VPNs, such as OpenVPN [Ope05b], leverage SSL or
TLS to provide secure communication at the network or link layers. This allows OpenVPN, for
example, to be application-independent similar to IPSec.
For the research reported here, OpenVPN was utilized to set up a secure tunnel between a client
and server. OpenVPN leverages the OpsenSSL library to encrypt, authenticate, and certify
communication tunneled through IP networks over a single TCP or UDP port [Ope05b]. Figure
2.8 provides a graphical representation of OpenVPN’s encapsulation overhead. Prior to
transmitting the message onto the link, the packet is sent to a virtual device (tun0). After
completing the encapsulation process the packet is escalated back up the protocol stack before
finally traversing down the stack again to be transmitted onto the link. The number of ciphers
available to OpenVPN depends on the version of OpenSSL that is used. Recent releases of
OpenSSL support a large set of ciphers. In addition, OpenVPN provides Lempel-Ziv-Oberhumer
(LZO) for compression. Table 2.5 provides further details regarding the protocol and where
instructions to implement it may be obtained.

3

The use of SSL is normally indicated by an “s” trailing “http” as part of the URL. If a site such as the hypothetical
http://www.lmrsecurity.com supports SSL, its URL would be https://www.lmrsecurity.com after security is
established.
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Figure 2.8: OpenVPN packet format (adapted from [Kha05]).
2.4.2.3 Miscellaneous
In addition, to the dominant VPN solutions provided by IPSec and OpenVPN, there are also
other viable solutions. Two less known, yet quite popular VPN solutions that are simple to set up
are Zebedee [Win04] and VTun [Kra03]. Zebedee implements zip-library (zlib) compression,
Blowfish encryption, and Diffie-Hellman key agreement as its core components; although,
stronger compression options such as Bzip (“zlib”) may be used at the cost of increased
processing delay. However, zlib will not function properly with UDP segments. Therefore, if
compression is desired, it would be wise to implement LZO compression instead of zlib.
VTun supports encryption, compression, and traffic shaping. 128-bit Blowfish encryption along
with 128-bit Message Digest 5 (MD5) hash keys ensure confidentiality of transmitted traffic
[Kra03]. The protocol provides for two types of compression, zlib and LZO. However, only LZO
compression would be applicable for a packet-switched LMR backbone network as zlib only
supports TCP. The traffic shaping provided by VTun allows limits to be placed on inbound and
outbound data rates to preserve bandwidth for prioritized traffic [Kol02]. Similar to OpenVPN,
VTun utilizes the virtual Tun interface as part of its encapsulation process, as shown in Figure
2.9.

Figure 2.9: VTun packet format (adapted from [Kha05]).
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2.4.2.4 SSH
Secure Shell (SSH) [Ope05a] is a tool normally utilized for network and systems administration
purposes. It is both an application and a protocol. SSH allows a user or process at one host to log
into a remote host securely and execute commands through encrypted communication.
Encryption is achieved through the use of Rivest, Shamir, and Adelman (RSA) public key
encryption and authentication is normally performed through the validation of user login
password. However, authentication may also be achieved through use of a public key. This
option allows users to log into a remote system without needing to enter a password. The
application replaces tools such as rlogin, rsh, rcp, rdist, and Telnet. Unlike IPSec which is a
packet-oriented VPN, SSH provides authentication and encryption at the application layer.
Consequently, it cannot be implemented at a firewall or router. Furthermore, since SSH is a TCP
based protocol, streaming protocols may be adversely affected as packet loss will result in
increased latency from retransmission [Kol02]. Although SSH may be considered a VPN, it does
not provide for tunneling or encapsulation. Therefore, while the payload is encrypted, as in
IPSec’s transport mode, SSH does not encrypt the source or destination IP address. Thus, if an
attacker intercepts the packets with a packet sniffer the person could determine the source and
destination, but would be unable to determine the contents of the payload [Fow99]. However, it
does support IPSec for additional security and could, therefore, piggyback IPSec for a very high
level of security.
Since its inception by Tatu Ylönen in 1995, a complete revision of SSH has been made to
provide improvements to security, including use of 3DES, and performance. While SSH2 (as the
revision is known) is incompatible with SSH, since they use different protocols, it may be run
concurrently with SSH to allow persons who have not upgraded to still communicate securely.
Table 2.5 provides an overview of the security schemes implemented in the research experiments
and simulations.

2.5 Summary
With the advent of digital LMR and the declining costs of packet-switched networking
equipment, there has been a significant increase in interest in packet-switched backbones, rather
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than circuit-switched backbones, to carry LMR traffic. In addition to resolving problems with
circuit-switched systems, such as the inefficient utilization of system resources and single points
of failure, packet-switched backbone networks also allow for the transmission of audio, video,
and data streams over the same network. Although packet-switched backbone LMR networks are
expected to, over time, replace legacy circuit-switched networks, it is not a perfect solution.
Unlike circuit-switched LMR backbone networks, which have inherent limited security, packetswitched networks have little to no inherent security and, thus, have to rely on security schemes
such as the VPNs discussed in Section 2.4.2 and summarized in Table 2.5 to communicate
securely.
Table 2.5: Highlights of VPNs Evaluated (adapted from [Kha05])
IPSec

OpenVPN

VTun

Zebedee

How the tunnel is
implemented

Traffic Æ IPSec
policies Æ
authentication,
encryption &
encapsulation Æ
transmit

Universal
Tun/Tap driver

Universal
Tun/Tap driver

Traffic Æ
listening
VPN port Æ
encapsulate
Æ transmit

Security Protocol
Suite Used

IPSec

SSL

Proprietary

Proprietary

Authentication
Method

RSA, Shared
Secret, etc.

Shared Secret,
X.509
Certificates, etc.

Secret password

Source IP
address or
shared
private key

Cipher (to provide
confidentiality)

3DES, AES, etc.

3DES, Blowfish,
etc.

Blowfish

Blowfish

HMAC (to provide
data-integrity)

MD5, SHA1,
etc.

MD5, etc.

None

None

Compression

Available

LZO

zlib, LZO

zlib, bzip2

Compression Level
(default value)

N/A

N/A

4

4

zlib:1
(1-9)

zlib:6
(0-9)

Uses level one zlib compression by default, where the level of compression may range from 1-9 in ascending level
of compression. (0 level compression for Zebedee indicates no compression enabled.)
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Table 2.5: Highlights of VPNs Evaluated (continued)
Average
Overhead/packet
assuming no
compression
(Bytes)
Average
Overhead/packet
assuming full
compression
(Bytes)
Inbuilt Support for
Routing (Y/N)
Tunneling
Technique Used
OpenSource
(Y/N)
Internet Standard
(Y/N)
# of tunnels that
need to be
manually set up
between N nodes
Sample setup and
configuration

IPSec

OpenVPN

VTun

Zebedee

985

111

101

-
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111

108 (zlib), 9
(LZO)

-

N

N

N

N

IP-in-IP

IP-in-IP

IP-in-IP

IP-in-IP

Y

Y

Y

Y

Y

N

N

N

Simplest is star
network.

N(N-1)/2

Simplest is Star
network

-

http://mia.ece.uic.
edu/~papers/vola
ns/ipsec.html

http://mia.ece.ui
c.edu/~papers/v
olans/openvpn1.
html#recipe

http://mia.ece.ui
c.edu/~papers/v
olans/vtund1.ht
ml

-

5

The overhead value presented in Table 2.5 is the average amount of overhead added due to the VPN and not the
additional total overhead added to a 342 UDP segment as computed in this research and shown in Table E.1.
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Chapter 3
Research Objectives
Having presented existing security schemes6 and discussed the advantages and disadvantages of
the two different LMR switching technologies in Chapter 2, this chapter begins to delve into my
thesis research in greater detail. The chapter reiterates the problem statement and presents further
motivation for the research. In addition, the system architecture, the system boundaries, the
selection of the evaluation technique, the fixed parameters and workload, the factors and their
levels, and the performance metrics used to analyze the simulation results are discussed to
further define the problem space and research.

3.1 Problem Statement and Motivation
The objective of this thesis is to identify and evaluate potential security schemes for packetswitched LMR backbone networks. The security scheme should provide for the secure traversal
of a network by IP traffic, thus allowing for uncompromised communication between public
safety and other personnel as well as their dispatchers. With no or poor network security in place,
public safety personnel will be put in harm’s way. Furthermore, this thesis presents how to
implement the security scheme as well as its advantages and disadvantages. This thesis,
therefore, contributes to our knowledge base by providing guidance in the process of setting up

6

Chapter 4 addresses the topic of security in greater detail.
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and improving security in packet-switched backbone networks for use in LMR systems. This
discussion focuses on security methodologies currently employed in legacy LMR networks and
packet-switched networks, as well as packet-switched LMR networks that have yet to be
implemented. Security schemes applicable to packet-switched LMR networks are proposed.
These suggestions are based on a review of current LMR network implementations as well as
security schemes implemented in regular packet-switched data networks. Validation of proposals
is ensured through the analysis of results obtained from the simulation of security scenarios using
OPNET Modeler. The proposals do not consider low-level changes, such as changes to
protocols. Only feasible changes to security implementations are suggested, such as changing
from one encryption scheme to another, more advantageous scheme. Although any security is
likely to add some overhead, the proposed solutions should increase network security without
significantly compromising network efficiency. The models used in the simulation, the
simulation procedure, and simulation results are presented in Chapter 5. Detailed discussion of
current security implementations in LMR networks and standard data networks are provided in
Chapter 2 and Sections 4.1 and 4.2, respectively. Finally, possible packet-switched LMR
network security solutions and the approaches to implementing the solutions are presented in
Section 4.5.
Currently implemented security methods are well understood and have a solid foundation and
support infrastructure. However, as demands have grown, organizations and individual users are
now demanding more from communications. Consequently, since packet-switched solutions can
meet those demands, they have grown in popularity and are expected to replace current circuitswitched infrastructure. It is, therefore, important to understand what issues should be considered
in security to assure a successful migration to packet-switched networks. Many major
manufacturers in the circuit-switched LMR arena have already begun providing packet-switched
LMR solutions to varying degrees. While several manufacturers provide partial solutions,
currently only Motorola and M/A-COM provide full end-to-end packet-switched solutions. The
advantage of end-to-end, e.g., from dispatcher to radio user in the field or radio user to radio
user, solutions is that they allow customers to purchase the necessary hardware and support
required to set up a packet-switched LMR network using only one manufacturer’s line of
products, thus eliminating complications associated with dealing with multiple manufacturers.
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Section 2.2.2 further discusses the end-to-end solutions provided by Motorola (ASTRO 25) and
M/A-COM (P25IP) and provides information on the most prominent supporting technologies that
are available for packet-switched LMR networks.
While the security of the full end-to-end communications in an LMR system is important and
should be considered in its entirety before making system changes, this thesis focuses on security
in the backbone portion of the LMR network. While the wireless portion is important, it is
already relatively well understood. Furthermore, of the scheme to interface radio link security
with the base stations is still similar to traditional methods. However, due to the relatively
immaturity of packet-switched backbone networks for LMR, related security issues have not yet
been formally investigated.
The enormous interest in packet-switched LMR backbone networks is due to several reasons.
However, it is clear that packet-switched LMR backbone networks have several advantages over
legacy circuit-switched LMR backbone networks. For instance, its ability to transmit voice and
data over the same network is highly desirable. A further advantage to packet-switched LMR
backbone networks is cost, as they can utilize readily available commercial-off-the-shelf IP
equipment that has been thoroughly tested in conventional packet-switched data networks. These
reasons alone are arguably sufficient reasons to move from circuit-switched to packet-switched
technology for LMR backbone networks. However, while the advantages do outweigh the
disadvantages, packet-switched LMR backbone networks also inherit several of the security risks
of packet-switched networks. Further details comparing packet-switched and circuit-switched
LMR networks may be found in Section 2.3.

3.2 System Architecture
Packet-switched backbone LMR networks look topologically similar to regular wide area
networks (WANs). The core of the backbone network consists of interconnected routers that
connect to gateways and, ultimately, dispatch and control centers and base stations. Figures 2.2
and 3.1 provide simplified illustrations of packet-switched LMR backbone networks.
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Figure 3.1: Example packet-switched LMR backbone network.

3.3 System Boundaries
Since the area of interest for this thesis lies with the backbone portion of the network, it does not
investigate issues related to the radio or over-the-air link. The area of interest is illustrated in
Figure 3.1 and is demarcated by the cloud. The cloud, i.e. the area of interest, includes
everything in between the wireless-to-wired interface at the base station to the information’s
destination dispatch or control center or base station. A possible path a signal may take when
transmitted from a mobile radio destined for the dispatcher is marked in Figure 3.1 by a red
dashed line.

3.4 Selection of the Evaluation Technique
Prior to the initiation of my performance study, three common evaluation techniques were
considered: measuring a real system, analytical modeling, and simulation [Jai91]. These three
techniques are discussed as follows.
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It was quickly determined that measuring a real system was infeasible for both technological and
security reasons. While packet-switched LMR products are available, there are currently few, if
any, fully packet-switched LMR backbone networks in place. Furthermore, since most LMR
networks are operated by government agencies and often carry sensitive information, it would be
highly unlikely that data collection on an active network would be permitted due to obvious
security concerns. However, a test bed was utilized to collect data used in building the simulation
models.
Next, I considered analytical modeling. A simple analytical model is used in this research to
examine the network utilization with various security schemes. However, such a model is not
able to accurately depict the intricacies of a packet-switched network needed to estimate delay
and, especially, delay jitter.
A simulation model can, however, represent the network with sufficient detail to provide good
estimates of delay and jitter. Using simulation experiments, results can be obtained fairly
quickly, thus allowing for the collection of data under various simulation scenarios.

A

simulation model can also be used to estimate network traffic sent and received, throughput, and
utilization. These results can be compared to analytical results to, at least, partially validate the
simulation model.

3.5 Fixed Parameters and Workload
To achieve consistency between simulated security scenarios, certain parameters were fixed. For
all simulation experiments, not including experiments used for model validation, the topology
(including the links, routers, and transceivers), call duration, and call arrival rate were fixed. To
achieve useful results, the workload has to be representative of real system use. Therefore, the
traffic pattern used for the simulation research was based on real LMR traffic logs collected by a
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federal agency, which provided sample on-off times for one organization.7 Specific values and
settings for the generated traffic as well as other parameter values are specified in Chapter 5.

3.6 Factors and their Levels
The factors are the parameters that are varied during the simulation experiments. Varying the
factors allows for the simulation of different operating conditions. The various simulation
scenarios are discussed in further detail in Chapter 5. The factors used in this thesis include the
following.
•

Security scheme: The type of security schemes that can be used. Specific options are
IPSec AH/ESP, IPSec ESP/ESP, OpenVPN, VTun, and Zebedee.

•

Backbone load: The amount of traffic traversing the backbone network. The load was
varied to simulate “minimal,” “medium,” and “heavy” loading. This translates into 36,
72, and 144 concurrent voice streams in the network. The baseline case of 36 voice
streams is generated by the 36 transceivers (base stations) in the network producing one
voice stream each. Note that traffic generated by a stream follows an on-off model, i.e.,
periods of traffic followed by idle periods with no traffic being generated.

3.7 Performance Metrics
The following metrics are used to provide quantitative information to evaluate the different
security schemes for packet-switched LMR backbone networks. The metrics provided below are
discussed with respect to the LMR backbone networks analyzed in Chapter 5.
•

Transmitted traffic:

The amount of application layer voice traffic (bytes/second)

generated by all transceivers in the network. Transmitted traffic is an indicator of overall
offered load in the network.

7

While this data has been provided to Virginia Tech for research in packet-switched LMR systems, it is preferred to not identify
the exact source or details of the logs themselves in this publicly available document.
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•

Received traffic: The amount of application layer voice traffic (bytes/second) received
by all transceivers in the network node. Note that the amount of transmitted traffic less
the amount of received traffic represents the amount of traffic that is lost, for example
due to congestion at intermediate routers.

•

End-to-end delay: The amount of time (seconds) taken for a voice application packet to
travel from its source device, e.g., base station or dispatch station, to its destination
device for all transceivers in the network End-to-end delay is particularly important for
voice traffic and in mission-critical applications such as LMR for public safety agencies.

•

Jitter:

The variance in end-to-end delay (seconds) for voice packets.

Jitter is an

important determinant of voice quality. If the interarrival time for a pair of packets is
high due to jitter, the second packet might not arrive in time for playback and, thus, has
the same effect as a lost packet. In fact, the effect is greater since the delayed packet
consumes network resources, only to be discarded. For a given amount of jitter, voice
quality can be improved by using a so-called jitter buffer to smooth out delays. However,
use of a jitter buffer increases end-to-end delay and, also, increases system complexity.
•

Throughput:

The amount of traffic per unit time (bits/second) that traverses the

backbone network. In my experiments, the backbone network consists of the three links
interconnecting the three core routers shown in Figure 5.2 and throughput is the average
across the three links. Throughput is related to transmitted and received traffic, but may
vary.
•

Utilization: The percentage of capacity consumed in the backbone network. For my
experiments, utilization is the average across the three links interconnecting the three
routers, as shown in Figure 5.2. Utilization is a function of the throughput for a given link
and that link’s capacity. Note that 100 percent utilization indicates full usage of the
backbone network.

40

3.8 Summary
To my knowledge, no formal research related to security in packet-switched LMR backbone
networks has been performed, or at least published in the public domain, to date. With all federal
agencies and many state and local government agencies transitioning to digital equipment
utilizing packet-switched backbone networks, it is vital that further research in this area be
accomplished. It would be unwise to directly apply the security methods used in circuit-switched
LMR systems directly to a packet-switched LMR network. Nor should one simply implement
traditional packet-switched security schemes in a packet-switched LMR system as the two have
varying priorities. Therefore, the research reported in this thesis attempts to determine the most
effective security scheme for a packet-switched LMR backbone network and to determine the
tradeoffs that are present in this determination. Data used in the analysis to find the best solution
is acquired through simulation experiments, using OPNET Modeler, of various security schemes.
Results are validated analytically to the greatest extent possible. Then, to determine the most
effective solution I compare schemes by weighing performance measures, such as end-to-end
delay and jitter, in conjunction with the level of security provided.
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Chapter 4
Security Issues in LMR Backbone Networks
Security is paramount to successful public safety and other sensitive or mission-critical LMR
communication. Without security in place attackers may listen, interfere, or modify voice and
data communication. This may place public safety officials in harm’s way. The unique priorities
of public safety LMR compared to common communication affects what type of and how
security is implemented to achieve effective communication. With this in mind, this chapter
presents properties desirable for secure communications. Security issues in legacy backbone8
LMR networks and data networks. The chapter discusses both advantages and disadvantages of
different security methods, as well as general security concerns. Finally, five security
implementations for future packet-switched backbone LMR networks are analyzed and a final
proposed security solution for packet-switched backbone LMR networks is presented in Chapter
5.

4.1 Background
Packet-switched LMR backbone networks do some similarities with circuit-switched LMR
backbone networks. Similarities shared with circuit-switched LMR systems include the ability to

8

For a brief discussion of security concerns and implementation in the wireless portion of LMR please refer to
Chapter 3.5 of Sprinkle’s M.S. thesis [Spr03].
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implement the network over leased lines, if so desired. In addition, the same basic network
concerns, such as reliability and quality of service, are shared between the two switching
technologies for LMR applications, although specific metrics may vary. Therefore, for effective
analysis, a thorough understanding of both legacy and packet-switched networks is vital.
In public safety and other mission-critical applications, the assurance of secure communications
is vital to allow for safe and uninterrupted communication between personnel in the field and
persons working at one or more dispatch consoles. For secure communications, four properties
are desirable [Kur03].
1. Confidentiality: Only the sender and intended receiver should be able to understand the
contents of the transmitted message.
2. Authentication: Both the sender and receiver should be able to confirm the identity of the
other party involved in the communication to confirm that the other party is indeed who they
claim to be.
3. Message integrity and non-repudiation:

While the communicating parties are able to

authenticate each other, they should also ensure that the content of their communication is
not altered in transmission. Furthermore, non-repudiation allows for recipients to prove that a
message came from a claimed sender.
4. Availability and access control: Network resources should always be available to legitimate
users. In addition, users should only be able to gain access to resources if they have
appropriate access rights.
These four properties are discussed in further detail below.

4.1.1 Confidentiality
Encryption is the primary form of achieving confidentiality. All forms of encryption require
some form of a key to decipher encrypted messages. The two predominant methods are as
follows [Kur03].
•

Symmetrical keying: A secret key is known by both the sending and receiving party. This
can be very secure as long as the key can be distributed securely to all the necessary
parties before communication begins.

43

•

Public keying: Instead of using a single secret key as for symmetrical keying, two keys
are used. One key is public and is available to everyone, including possible attackers, and
the second key is private. The principle concept of this technique is as follows. Before
any encrypted communication begins, the intended receiver distributes the public key
freely. This is to ensure that parties who would like to engage in encrypted
communication with the receiver have easy access to the encryption key. Next, the sender
uses the receiver’s public key to encrypt their communication. Upon receipt of an
encrypted message, the receiver uses its private key, which is only known to the receiver,
to decrypt the encrypted communication.

While the two aforementioned methods of encryption dramatically reduce the likelihood of a
successful attack, they do have their faults. For instance, for symmetric keying to be successful
two communicating parties have to agree on a key a priori. While this is not required with public
key cryptography, it may sometimes be difficult to determine the intended receiver’s true public
key. Questions such as how one knows whether the public key available is authentic and not that
of a possible attacker have to be considered. Nonetheless, even with their drawbacks, encrypting
communication is immeasurably better at reducing and preventing attacks than the alternative of
transmitting traffic in the clear. The key-related issues may be alleviated through the use of a key
distribution center (KDC) for symmetric keying or a certification authority (CA) for public
keying [Kur03]. As long as both the KDC or the CA are trustworthy, they may serve as trusted
intermediaries to either aid in establishing a shared secret key or certify that a public key belongs
to a particular entity.
Before encryption of communication may be enabled there are several concerns that should to be
addressed, including the following.
•

What type of encryption algorithm to implement? Normally there is a correlation between
the strength of an algorithm and the processing delay it incurs on the network.

•

How to implement encryption? This includes the length of time an entity is considered to
be authenticated. For instance, does the user need to get a new key and be reauthenticated with every communication session or is it sufficient to carry out the process
once an hour, once a day, etc.
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•

What entity will handle the keys? Some common trusted entity will need to be
responsible to ensure secure distribution of the keys. The consequences can be disastrous
if the keys are mismanaged, as decryption of communication becomes trivial if an
attacker improperly obtains a shared or private key.

Since networks utilizing purely leased lines are typically safe from out-of-network attackers,
encryption may not be imperative, but it is a precaution that is wise to implement. In particular,
not implementing encryption in a circuit-switched network makes the somewhat risky
assumption that no one internal to the network poses a security threat. This may be a naïve
assumption as it has been shown that most security breaches occur internally to the network
where persons have physical access to devices. While leased lines have their advantages, as
discussed in Section 4.2, they are also usually the most expensive option to implement. Although
circuit-switched voice networks inherently have a level of confidentiality through use of leased
lines, packet-switched voice networks usually utilize less expensive, and less secure, alternatives.
For instance, in the case of a packet-switched network utilizing leased capacity links to transfer
voice communication as well as other forms of data, encryption is required to ensure a level of
confidentiality.

4.1.2 Authentication
A popular method for authenticating parties preparing to engage in secure communications is
through the use of an asymmetrical keying procedure [Kur03]. By reversing the methodology
described for the public keying system, a party can sign an electronic certificate to validate its
identity. The authentication procedure functions by using a private key to encrypt a digitally
signed electronic certificate. When a party requests proof of identity during the authentication
process, the electronic certificate is sent to the requesting party. The party then uses the public
key previously distributed by the sender to decrypt the message, thereby validating the messages
authenticity. Security may be enhanced by involving a trusted certificate authority as discussed
in Section 4.1.1.
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4.1.3 Message Integrity
While the method of utilizing a one-way hash function does not prevent message alteration, it
does allow a party to validate whether the data received has been modified. The one-way hash
function produces a fixed-length output given an arbitrary input. This does not provide for
privacy or confidentiality, but allows for assurance of message integrity [Car00]. With a hash
function such as the popular 128-bit Message-Digest Algorithm 5 (MD5), designed by Rivest,
one can be confident that the hash is unique with a probabilty of 1 in 264 of a duplication [Riv92].

4.1.4 Access Control
Access control is normally implemented in conjunction with authentication through the use of
passwords. Authentication ranges from the utilization of a biometric scanner to a common
alphanumeric string entered at a password prompt. Once authenticated, the user normally has
restricted access based on factors such as their position, rank, or organization. For examle, a
regular user would have rights limited to where they can accomplish their tasks, whereas the
administrator would have full access to all sources. Access control reduces security threats by
limiting users to only their necessary capabilities and prevents persons from accessing data,
communication, or other resources not allocated to them [Kur03]. Stringent access rights protect
systems in two ways. First, if a user account is compromised, the intruder is limited to the rights
of the compromised account. Assuming that an administrator or other privileged account was
not the one compromised, this limits the damage resulting from the security breach. Secondly, it
has been shown that most system compromises occur from within an organization where a user
has physical access. Therefore, stringent access rights restrict curious and malicious users to their
accounts and capabilities, thereby drastically reducing the likelihood of system harm and
improper access of privileged data.

4.2 Security in Legacy LMR Networks
The security schemes implemented in legacy circuit-switched LMR systems are often
significantly different from the security schemes implemented in secure packet-switched data
networks. At first glance, the circuit-switched methods may even seem lacking in security.
However, this is not to imply that circuit-switched LMR lacks security but, rather, that security is
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mainly achieved through secure physical access to data streams versus implementing security via
encryption or other schemes.
For instance, by utilizing leased lines or, in rare cases, owned lines in a circuit-switched LMR
backbone network, one can achieve nearly full end-to-end control over the network. There are
several advantages to using leased lines, including inherent security. Since leased lines are not
shared, little concern needs to be devoted to man-in-the-middle attacks or sniffing to the degree
required in a packet-switched data network where data may traverse a network shared for other
uses. Therefore, security in legacy systems is primarily achieved by preventing physical access
to the network. While security is important, once one is sure that authentication has been attained
with the correct entity, then encryption may not be required as interception is unlikely. (Note that
over-the-air encryption is needed to protect information where it is exposed to potential
unauthorized access, but this aspect is beyond the scope of this thesis.) However, with encryption
enabled, confidentiality and, thus, a higher level of security are achieved.
Some systems, especially those used by the military, do use communications security such as T1
lines with encryption provided by the data terminal equipment. This encrypts all traffic over the
link and, thus, prevents the sharing of lines as in a packet-switched backbone network.

4.3 Security in Data Networks
With respect to security, packet-switched data networks have the advantage of being inherently
fault-tolerant, thereby reducing the risk of unavailability. Through physical interconnection,
packet-switched networks allow packets to traverse multiple different paths (based on routing
tables) to create redundancy. Therefore, if an old path or link becomes unavailable, for example,
due to severe congestion, or a line break, the problem can be detected and a new path for the
packets to the final destination is automatically created.
In addition, due to the boom of the Internet, packet-switched security has been heavily analyzed.
As a result, there are many ways to implement security in this type of packet-switched network.
The primary method is through encryption. Common encryption schemes include DES, 3DES,
and AES [Fow99]. However, due to increased computational power the stronger 3DES and AES
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encryption algorithms are usually used to ensure confidentiality. Legacy encryption algorithms,
such as RC4 and DES, are no longer considered secure and may be cracked within a few hours
using contemporary desktop computers [Fre05, RSA04]. The encryption algorithms discussed
are implemented at various layers of the Internet protocol stack. For instance, there are security
schemes, such as SSL, which operate at a layer between the transport and the application layer
and others, such as IP Security (IPSec), which work at the network layer [Fow99]. In brief, IPSec
works by encrypting each packet on the sending side before it is sent on to the receiving side
where an IPSec-compliant device decrypts each packet. IPSec has been widely deployed to
implement virtual private networks (VPNs) [Jup04]. It works in two modes: transport and tunnel.
In transport mode only the payload is encrypted. However, in the more secure tunnel mode, both
the header and payload are encrypted.
When employing security in packet-switched networks three security schemes stand out: (i)
virtual private networks (VPNs), (ii) secure sockets layer (SSL), and (iii) secure shell (SSH).

• VPNs: IPSec is one of the most popular forms of VPNs. Although not designed
specifically for that purpose, it was made to be as flexible and to meet as many security
needs as possible. IPSec, and other schemes, can enable a VPN by providing
authentication and confidentiality [Whi04]. Routers and network interface cards are
examples of devices that may implement IPSec in hardware, thereby providing for faster
computation than when implemented in software.

• SSL: Traditional SSL has niche uses where it may be more advantageous then IPSec.
Such instances may include encryption of electronic mail and content transmitted by web
servers and browsers. For example, SSL is popular with online merchant sites. Since it is
an application layer security scheme, it may not be quite as fast as IPSec. However, there
are VPNs such as OpenVPN that utilize portions of SSL as part of their implementation
to secure communications.

• SSH: SSH has become the de facto remote login tool replacing such applications as
telnet, remote shell (rsh), and remote login (rlogin). However, its feasible use is primarily
limited to network and system administration purposes because of its strong secure
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terminal login capabilities and limitation to UDP traffic. Furthermore, it is not as flexible
as true VPNs when required to tunnel packets for other applications.
As touched on in Chapter 1, APCO P25 is the predominant standard for future LMR
communication in the United States [Tsi02]. The current P25 standard defines end-to-end
encryption for voice and data. The standard, first defined in 1997, originally recommended the
use of DES-output feedback (OFB) encryption [Des01]. DES-OFB was chosen for P25 as
opposed to the four other standard operating modes for DES9 because it has the least error
propagation. However, since then the standard has been extended to include 3DES and AES as
well as Type 1 algorithms used by the federal government [Sum03].

4.4 General Security Issues
In addition to utilizing encryption to secure communication traffic, there are several other
measures that network LMR system users should keep in mind to ensure secure communication
[Spr03]. For instance, a user has to be careful not to accidentally reveal the identity of the current
encryption key(s) in use. Furthermore, since it is sometimes possible to determine a key by
observing traffic over a period of time, encryption keys should be changed on a regular basis.
The periodicity of changing the keys varies depending on the sensitivity of the traffic since once
the encryption key has been obtained decryption of traffic becomes trivial. While guidelines
vary, changing the key once a day should be sufficient for regular communication by most or all
public safety agencies. Additionally, while encryption reduces the likelihood of an attack and,
ideally, prevents successful attacks in the future through the use of stronger encryption
algorithms, the method of communication currently employed by public safety agencies does not
guarantee privacy. Therefore, extremely sensitive topics should be discussed using code phrases
in addition to encryption of communication or in some cases communicated via different (nonradio) means. Finally, physical security is vital to ensure system security. If physical security is
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compromised, portions of the network can be brought offline or communication can be
intercepted.

4.5 Security Designs
Security in a LMR backbone network can affect other design concerns, such as interoperability.
A possible issue that may arise in a packet-switched LMR backbone occurs when
communication from a device that uses codec X attempts to communicate with another device
that uses codec Y. To resolve this problem, a gateway may be implemented to decode traffic
from codec X and then re-encode it using codec Y so that another codec Y will be able to decode
the message. Not only does this require full trust of the intermediary gateway, but is even further
complicated if encryption is involved between the two parties. Concerns that need to be
addressed include where to implement encryption and how to do so in packet-switched backbone
LMR networks. The following discusses possible implementation scenarios.
There are five scenarios that were considered in this research. They are described utilizing the
simple example shown in Figure 4.1. In this figure, the “Subscriber Unit” acts as the source and
the “VoIP Dispatcher” acts as the receiver. The backbone network is represented by the two
routers and three intermediary links in the figure. Each scenario has a respective figure
highlighting unencrypted and encrypted links and points of encryption and decryption. Encrypted
links are graphically represented by green solid links and white “lightning bolts” and
unencrypted links by dashed red links and black “lightning bolts”. Points of encryption are
indicated by closed padlocks and decryption by open padlocks. The five scenarios are described
as follows.

9

The three other standard operating modes include electronic codebook, cipher feedback, and cipher block chaining
[Fow99].
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Figure 4.1: Baseline system used to describe security approaches.
1. No encryption:

In this case, no encryption is used by the source and, thus, the

communication travels to and from the destination unencrypted as in Figure 4.2. When the
base station receives communication from either end-party it simply forwards it on to its
destination. While this scenario is the simplest option to implement and the most efficient
with respect to network utilization, it is also not a secure implementation since no effort is
applied to secure the communication. However, since all communication is simply forwarded
by the base stations and other intermediate equipment, the network loading is minimized.
However, if the communication requires any confidentiality, this method may be detrimental
to security as the voice traverses the backbone in clear.

Figure 4.2: “No encryption” scenario.
2. Decrypt and send: In this scenario the subscriber unit establishes encrypted communication
with the base station, which also acts a as a gateway. When traffic is received at the base
station, the traffic is decrypted and then forwarded on to the final destination over the
backbone network as in Figure 4.3. This provides security for the wireless or over-the-air
portion of the path, which is the most vulnerable portion between the source and the final
destination. However, no security is provided in the wired backbone network. Not encrypting
sensitive traffic traversing the backbone may be disastrous, especially if the backbone is also
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used by general network applications. Although, this scenario does not incur additional delay
in the backbone network due to security overhead, this scenario does still increase end-to-end
delay by producing additional processing delay at the base station when decrypting. A better
option for voice traffic would be to simply forward the end-encrypted traffic to its destination
as described in the next scenario, thereby bypassing the additional processing delay incurred.

Figure 4.3: “Decrypt and send” scenario.
3. End-handled encryption:

In this scenario, the subscriber unit exchanges keys with the

destination and prepares for encrypted communication. With the encryption setup complete,
secured data may be transmitted from the source to the destination as in Figure 4.4. When the
base station receives data from either end-party, the subscriber unit or the VoIP dispatcher, it
simply forwards the packet to its destination. Similar to the first option, this scenario does not
add any additional overhead or complexity to the intermediate equipment, such as the base
station. Therefore, this scenario is not expected to contribute additional network delay. Since
an allotment for encryption information is automatically made as part of each voice
transmission by APCO P25 certified equipment [Spr03], the voice packets should be the
same size whether encryption is enabled at the subscriber unit or not. Thus, no performance
decrease relative to Scenario 1 is expected. Furthermore, with respect to implementation, this
scenario is as simple to implement as or only slightly more complex to implement than
Scenario 1 since all security relies on the ability of the end hosts to negotiate a secure method
of communication. However, until just recently, APCO P25 encryption specifications only
included relatively weak DES encryption, which would not be sufficient for some
organizations requiring secure communications. Since P25 only specifies encryption, a level
of confidentiality is provided, but authentication, integrity, and non-repudiation are not. To
achieve more than simple confidentiality, VPN solutions as discussed in Scenarios 4 and 5
should be considered.
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Figure 4.4: “End-handled encryption” scenario.
4. Decrypt and encrypt again: In this scenario the subscriber unit sets up encrypted
communication with the base station, which also acts as a gateway, similar to Scenario 3.
However, thereafter similarities between Scenarios 3 and 4 end. In addition, in this scenario
preparation for encrypted traffic is set up between the base station and the VoIP dispatcher in
the form of a secure tunnel using one of the schemes discussed in Section 2.4.2. When
encrypted traffic is received from the source, it is decrypted at the base station and then reencrypted (most likely with a stronger encryption algorithm) before being forwarded through
a tunnel over the backbone network to finally be decrypted a last time at the destination as
shown in Figure 4.5. This scenario would produce additional processing delay as it has to
decrypt and re-encrypt the voice communication at the base station prior to transmitting it
through a secure tunnel to the destination. In addition, overhead for the specific VPN
implementation may lead to increased end-to-end delay and jitter in the network when
compounded with the aforementioned processing delay. Finally, communication may be
compromised at the base station as traffic is momentarily in the clear there before it is reencrypted for the backbone.

Figure 4.5: “Decrypt and encrypt again” scenario
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5. Encrypt and encrypt again: In this scenario the source sets up encrypted communication with
the final destination. In addition, preparation for encrypted traffic is set up between the base
station, which also acts as a gateway and the VoIP dispatcher. When encrypted
communication is received from the source, unlike Scenario 4, the communication is
encrypted a second time before it is forwarded on to the final destination as shown in Figure
4.6. This is expected to be the most secure solution as it provides full end-to-end security for
all communication without traffic ever being in the clear. In addition, the resultant additional
packet overhead when implementing this scenario is equivalent to Scenario 4. Therefore, this
scenario would incur approximately the same amount of end-to-end delay and jitter as
Scenario 4, but provide better security. Both Scenarios 4 and 5 would require encrypting and
decrypting the voice packet twice. The difference lies in the point along the path to the
destination at which the encryption and decryption processes take place.

Figure 4.6: “Encrypt and encrypt again” scenario.
Analyzing the five scenarios described above, one may notice that the list is sorted in ascending
order of the theoretical strength of security. However, when selecting a security solution10 to
implement, tradeoffs between additional level(s) of security and additional overhead and
complexity that is tied to it have to be made.

10

Although not directly part of the defined backbone network (see Section 3.3), one has to keep in mind that the
encryption provided by the end-host’s equipment is not provided without cost. Unlike Scenario 1 where an
unencrypted transmission is received and simply demodulated, when encryption is enabled in the end-equipment as
in Scenarios 2 through 5, the encrypted transmission is received at the destination, demodulated, encryption
information extracted, and then the message is decrypted before it can be passed to the user [Spr03].
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4.6 Summary
This chapter presented general properties desirable for secure communications. These properties
include confidentiality, authentication, message integrity, and access control. Discussion of
security in LMR networks and data networks followed. Next, general security issues were
presented, covering such topics as physical security and speaking in code. Finally, five proposed
packet-switched backbone LMR network security implementations were analyzed.

55

Chapter 5
Simulation Models and Methodology
The following sections present the simulation model, model validation, length of simulation,
estimation of the number of replications, simulation experimental set-up and choice of variance
reduction technique, comparison of baseline model with secure model, experimental design,
problems encountered, and, finally, conclusions.

5.1 Simulation Model
The simulation model was designed to be as realistic as possible, although practical concerns
limit the study to one particular representative configuration. Since topologies of government
and, thus, public safety networks are not available to the general public, a topology similar to
Network Virginia11 was chosen. Figure 5.1 provides a screenshot of the network implemented in
OPNET Modeler. The simulation model consists of 12 routers, 48 links, and 36 transceivers
(base stations).

11

See http://www.networkvirginia.net/ for more information.
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Figure 5.1: Simulation model topology as displayed by OPNET Modeler.

5.1.1 Links, Routers, and Base Stations/Transceivers
I wanted to stress the backbone network, so the topology uses high-bandwidth links near the
network edge to avoid creating bottlenecks at these locations and relatively lower bandwidth
links in the backbone that can be stressed by traffic in the simulation experiments. Therefore,
two types of Point-to-Point Protocol (PPP) links were used in the modeling of the system. 44.736
Mbps DS-3 links were used to interconnect all the base stations to their immediate routers.
However, 114,048 bps links were used to connect the three backbone routers forming the triangle
in the heart of the network. Modeling the simulation as described is not only feasible but also
allows one to determine the effect the security schemes have on the backbone without congestion
on the end-links skewing results. The 114,048 bps modified link model was created by reducing
the maximum bandwidth of a DS1 link, making it equivalent to a partial T1 link. In determining
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the bandwidth for the three backbone links, the voice traffic pattern was considered to calculate
the mean amount of traffic traversing the backbone at any given point.
On time :1 - 18 seconds ⇒ Mean on time = 9.5 seconds
Off time :1 - 75 seconds ⇒ Mean off time = 38 seconds
Percentage time on =

9.5
= 0.20 = 20%
(9.5 + 38)

With the given traffic pattern transmitting 20% of the time, a bandwidth 10% greater than the
minimum required bandwidth for the most heavily loaded scenario was determined. The most
heavily loaded scenario is defined as 144 voice streams utilizing either OpenVPN or IPSec
ESP/ESP, both of which create an additional 66 bytes of overhead per packet on top of the
standard baseline 384 bytes per packet, for secure communication.
Hence, the bandwidth can be determined as follows.
Link bandwidth =
(maximum bytes per packet ) × (maximum number voice streams) × (voice on time) × (scale)
Link bandwidth =
(384 bytes + 66 bytes) × 8bits/pkt × (144 transmitters) × (0.2) × (1.1) = 114,048 bits/sec

Utilizing a bandwidth of 114,048 bps for the modeled core network has the end-effect of creating
various levels of congestion to study the impact on jitter and end-to-end delay. This eliminates
having to resort to an exceedingly large number transmitters had a DS1 or greater link, for
instance, been used. This would have required more memory and much longer run times for the
simulation experiments.
Due to the topology of the network that is simulated, a router that could support a minimum of
five PPP connections is required. After considering several routers, the Cisco 2524 router was
chosen to model all routers in the network. This router seemed to be a realistic and feasible
choice based on its technical specifications and cost considerations. OPNET Modeler’s
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CS_2524_3s_e1_sl6 vendor device model contains three slots, one Ethernet interface, and most
importantly, six simple link interfaces to support the required five PPP connections.
To model edge base stations transmitting and receiving voice communication, transceivers were
created using modified “ppp_wkstn” models provided by OPNET Modeler. (The general
hardware specifications are similar to that of a Sun Ultra 10 333 MHz server.) Modifications to
the model were made in the IP encapsulation state model to add additional overhead to each
packet transmitted. The modifications allow for the simulation of each respective VPN
evaluated. Since the effect of the additional security overhead is of interest, the way the
simulation scenarios were modeled allowed for the flexibility to enable the overhead at any
layer. Therefore, for consistency and for manageability, all overhead was implemented at the
network layer. Figure 5.2 highlights the area of interest within the modified ENCAP process
model with a dashed box. The additional security overhead is added as additional payload to
each packet generated prior to encapsulation. By implementing it as part of the payload, the
regular IPv4 packet was maintained. This prevented the need to amend any models that the
modified packet traverses, consequently making the model flexible and easily scalable for future
research.

Figure 5.2: Security overhead added to each packet for each respective VPN evaluated.
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Although the routers were configured for automatic routing (default), the transceivers were
paired up in a manner that loads the core backbone links as evenly as possible. Through routing,
twelve base stations were virtually grouped together to load one of the three backbone core links.
These virtual groups are circled in Figure 5.3. Details of specific individual pairs may be found
in Appendix D in Table D.1.

Figure 5.3: Routing of traffic.

5.1.2 Application, Profile, and QoS Configuration
The three objects in the top left portion of Figure 5.1 are the application configuration object
(Appl-Config), profile configuration object (Profile-Config), and QoS attribute configuration
object (QoS-Config). The application and profile configuration objects are used to establish a
communication interface between the network components.

The application and profile

configuration objects work together to allow for traffic creation on the network. More
specifically, the application configuration object allows for the creation of different types of
network traffic such as voice, FTP, E-mail, etc. The profile configuration object is used for the
creation of different user profiles, which are analogous to different persons using certain
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applications. For instance, one profile could represent persons using FTP in a certain manner
while another profile could represent persons communicating via VoIP. In Figure 5.4, the profile
has been configured to use a defined voice application (only represented by “…” in the figure),
to run simultaneously with all other profiles (which do not apply in this instance as there is only
one profile), to start at a time between 100 and 110 seconds following a uniform distribution, to
run the profile until the end of the simulation, and only starting the profile once for the entire
simulation at the defined start time.

Figure 5.4: Profile configuration.
In addition, profiles may consist of multiple applications or several instances of a single
application, similar to a person multitasking. The profile in Figure 5.4 has been configured to use
four instances of a user-defined VoIP application. Although, all instances look identical, they are
differentiated during simulations by their start times which may occur any time between 5 to 10
seconds after the profile has begun following a uniform distribution. Therefore, an application
may start as soon as 105 seconds into the simulation or as late as 120 seconds into the
simulation. In addition to all applications defined in Figure 5.5 consisting of VoIP applications,
each application runs until the end of the profile (which runs until the end of the simulation as
defined in Figure 5.4) and only starting once.
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Figure 5.5: Applications defined within the Profile Configuration Table.
As discussed, the third object model provides the tools to define the type of QoS to provide
within the network. All routers are configured to use the first-in first-out (FIFO) queuing defined
in Figure 5.6. FIFO queuing treats all traffic in the same way. In addition, not shown in Figure
5.6, all routers are configured to simulate Cisco router defaults for queue size and other
parameters.
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Figure 5.6: QoS configured for FIFO queuing.

5.1.3 Network Traffic
Table 5.1 shows the settings I used to generate the traffic flows in the network.
Table 5.1: Network Traffic
Application
GSM voice
Baseline
Secure
Background traffic

Distribution
Uniform
Uniform
Mean

Silencein & out (sec) Talk Spurtin & out (sec)
Min
Max
Min
Max
1
75
1
18
1
75
1
18
~35% of total backbone link bandwidth

Both baseline and secure voice traffic were based on real LMR traffic logs collected by a federal
agency. The traffic logs list on and off times for voice calls over a LMR network. Since there
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was no standard distribution that fit the call pattern well, the mean minimum and maximum
silence and talk spurt lengths were computed and implemented in the simulations following a
uniform distribution to create the voice traffic. Two methods of stressing the network with
various amounts of traffic were implemented to determine the impact that various types and
amounts of traffic have on the metrics of interest.
1. Varying number of transmitters. Simulations were run for each security scenario using 36,
72, and 144 transmitters concurrently.
2. Generation of artificial background traffic. In some cases background traffic was generated
to specifically target the three backbone links composing the triangle in the center of the
network. The background load attribute is defined as a mean. A delay representing the effects
of the background load is calculated for each explicitly modeled packet transmitted across
the link carrying the background traffic. Any other traffic, such as the VoIP traffic
transmitted is added on top of the background load. Two sub-attributes may be configured
for the Background Load in OPNET Modeler. The average packet size was left at its default,
576 bytes. The second sub-attribute in Figure 5.7 was defined to be approximately 35% of
the total link bandwidth or 39,917 bps. Together the two sub-attributes define the arrival rate
of the background load in packets per second [OPN04].
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Figure 5.7: Core backbone link configuration.
All primary network traffic is simulated using the Global System for Mobile Communications
(GSM) vocoder. This particular vocoder (or codec) was chosen since it is commonly
implemented in packet-switched LMR communications. However, the vocoder was customized
for the transmitters to create the 342-byte voice UDP segments that are produced by typical
equipment used for LMR. To create the 342-byte UDP segment, the number of frames per packet
was left at its default value of one and the standard 0.002 second frame size was modified to be
0.21 seconds. Hence, the size of a voice packet can be calculated as follows.
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Size of generated voice packet = (coding rate, Kbps) × (frame size, sec.) × (frames per paket)
Size of generated voice packet = (13,000) × (0.21) × (1) = 2730 bits/pkt = 341.25 bytes/pkt ≈ 342 bytes/pkt

The final vocoder configuration used in the OPNET Modeler simulation is shown in Figure 5.8.

Figure 5.8: GSM codec used for all simulation voice streams.

5.2 Validation
Validation and verification of the simulation model occurred regularly throughout the process of
building the network in OPNET Modeler. The three most important validation procedures
include:
•

The comparison of simulation results to actual experimental results for a simplified
topology to confirm the validity of the simulation process;

•

Analytical validation of the voice traffic generated in the full topology; and

•

Analytical validation of metrics, where feasible, including transmitted traffic, received
traffic, utilization, and throughput, using the full topology.

Thus, from validating the aforementioned points, the modeling process was determined to be
correct, the amount of traffic transmitted across the network was correct, and finally the statistics
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collected that could also be determined analytically were correct. With the three points validated
to be correct, I have confidence in the validity of all major aspects of the simulation model.
The primary validation of the simulation process was accomplished by comparing experimental
results from a real system to an equivalent network modeled in OPNET Modeler. The
experimental results were collected by Vijay Ballapuram using a VoIP application for LMR and
are discussed in [Mid04]. The network of interest for the validation of the simulation process
consisted of seven nodes, including, one Iperf client, one Iperf Server, one application remote
(which can be compared to a dispatch console for the purposes of this research), one application
server (which can be compared to a base station for the purposes of this research), and three
Cisco 2514 routers. Figure 5.9 demonstrates the experimental setup and Figure B.4 in Appendix
B shows the equivalent modeled network in OPNET Modeler for the on-off case. For this portion
of the validation process, four scenarios were considered, continuous voice traffic with and
without background load and on-off voice traffic with and without background load.

Figure 5.9: Experimental setup (modified from [Mid04]).

67

Table 5.2 provides a comparison of simulation results to experimental results. As may be seen,
the simulated results are close to the experimental results, thereby confirming the
implementation of the simulation.
Table 5.2: Comparison of Experimental and Simulated Results
Traffic Pattern
Primary Background
Traffic
Traffic
Continuous
On-off
Continuous Continuous
On-off
Continuous

Simulated Results
(bps)

Experimental
Results12 (bps)

15087
3167.9
7414.7
1458.3

15400
3600
6900
800

Table 5.3 compares simulated results to analytical results. Calculations of the analytical results
are provided in Appendix B for both the continuous and on-off cases. Once again, results are
similar. Therefore, one may assume that the process used to implement similar, but more
complex, simulation network models in OPNET Modeler is correct.
Table 5.3: Comparison of Analytical and Simulation Results
Traffic Pattern
Primary Background
Traffic
Traffic
Continuous
On-off*
Continuous Continuous
On-off*
Continuous

Simulated Results
(bps)

Analytical Results
(bps)

15087
3163.4
15085.7
3108.4

15085.7
3017.14
15085.7
3017.14

*The on-off times were calculated using the mean on time.
Simulated results and experimental and analytical results vary for several possible reasons. In
Table 5.1, although the distribution of the on-off times for the on-off scenarios did not fit a

12

Experimental results are as reported in [Mid04].
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common distribution it most closely matched a uniform distribution. Therefore, a uniform
distribution was implemented in the simulations for the on-off scenarios. In Table 5.2: The
simulations modeled on-off traffic with a uniform distribution using minimum and maximum on
and off values. However, the analytical results were calculated using the mean on time.

5.3 Experimental Design
This section discusses the length of simulation, the number of replications for each experiment,
and random seeds.

5.3.1 Length of Simulations
To determine the number of replications to run and the length of each replication, preliminary
simulation runs were made. Based on results from the preliminary simulation runs, I was able to
determine these settings for the simulation experiments, as discussed below.
To determine the number of replications, I chose a 2000 second run time in the hope that it
would allow the simulation to achieve steady-state operation within that time period. This was
replicated 19 additional times using different random number seeds in each run. Visual analysis
of preliminary simulation results showed that the jitter had the highest relative variance. By
visual inspection of Figure 5.10, the length of the transient period is approximately 30 minutes
(1800 seconds). However, a more conservative warm up period of 2000 seconds was chosen for
the simulations used to generate final results. Following a common rule of thumb for simulation
theory, a simulation run length time 10 times the warm up period was used for all following
simulations [Ban01].
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Figure 5.10: Time average plot of voice packet delay variation used to estimate the transient
time.

5.3.2 Estimating the Number of Replications
In simulation there are multiple parameters that one needs to consider prior to choosing the
number of replications to run to achieve consistent results from the experiments. There is a tradeoff between reducing the size of the confidence interval, reducing the simulation run time, and
increasing the number and resolution of statistics collected that must be considered when
determining a suitable number of replications.
After having determined an appropriate run length to be 20,000 seconds per simulation, results
from 13 replications using different random number seeds were collected. Based on results
obtained from the pilot runs, the number of required replications was calculated using equations
which are functions of the data, specified confidence level (95% here), and accuracy required.
The specified confidence and desired accuracy are user-defined values. Based on calculations
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shown in Appendix C, it was determined that 13 replications would be sufficient to achieve the
necessary accuracy and level of confidence for the various simulation scenarios. Furthermore,
this value falls well between the recommended 10 to 25 replications recommended by Banks, et
al. [Ban01]. When calculating the number of replications required, the baseline scenario and the
security scenario with the greatest amount overhead were used. This was done for the cases of
minimal (36 voice streams) and maximum (144 voice streams) simulated load. This method
takes into account the full range of simulation scenarios by determining the number of
replications required for the extreme end cases and picking the one that requires the most
replications. By using the largest number of required replications, one guarantees that all other
scenarios will provide results with even greater confidence. In Table 5.4, the maximum loaded
baseline scenario required the largest number replications. This may be due to the traffic
distribution creating unevenly loaded routers queues with large amounts of traffic at times and
then lightly loaded at other times. However, in the case of OpenVPN and IPSec with AH
authentication and ESP encryption, which add the greatest amount of overhead of the scenarios
considered, simulating with maximum load fills up the queue during the warm-up period. Due to
the large amount of traffic traversing the network, the queues are empty less frequently for
OpenVPN and IPSec with AH authentication and ESP encryption relative to the baseline case.
As a result, when a packet arrives at a router it has to wait as every other packet in the queue,
thereby causing less variance in the jitter.
Table 5.4: Number Replications Required for Scenarios at Extreme Ends
Scenario

# Voice Streams

# Replications Required

Baseline

36

0.0349

OpenVPN

36

0.0263

Baseline

144

12.1754

OpenVPN

144

2.5795

From the data provided by preliminary replications of the baseline network model, I calculated
and used the following for all simulations:


Length per replication = 20,000 seconds



Number replications per scenario = 13
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5.3.3 Special Considerations for Random Numbers
Four different security schemes were modeled and simulated. To compare the schemes
accurately and fairly, synchronized common random numbers are used. To accurately compare
the schemes, common random number streams were used, where the common random numbers
were synchronized. The simulation menu in OPNET Modeler has an Advanced Simulation
Configuration option that can be used to model replications with different random number seeds.
Therefore, for each security scheme simulated the same set of common random numbers are
used by setting the same random seeds.

5.4 Evaluation and Analysis
Based on the aforementioned calculations, each security scenario was simulated for 20,000
seconds per replication. Thirteen replications were completed per scenario, using a different
random seed for each replication. Simulation data was collected using OPNET Modeler’s bucket
mode as collecting all values generated was infeasible for the size of the network.
Experimentation with collecting all values generated from the simulation led to data files that
were too large to be viewed fully in Microsoft Excel. In bucket mode, OPNET Modeler collects
all of the points over the specified time interval into a “data bucket,” which generates a data
point from each bucket [OPN04]. Upon reaching the end of the specified time interval, the
bucket was configured to sum all data point values (where one point is created for each relevant
event) within a particular bucket and divide the result by the time interval of the bucket. After the
computed value has been written to the output vector, the bucket resets and empties itself of all
previous points prior to collecting a new set of points.
Upon completion of all the replications for a given security scenario, the data for each metric
was exported to Microsoft Excel. Utilizing Excel’s functions, the mean and other statistics were
calculated and appended to the appropriate cells as shown in Appendix E.1 and Appendix E.2.
Once all the data had been collected and verified for accuracy it was plotted, as shown in Figures
5.11 through 5.22, and further analyzed. As previously discussed, metrics that were plotted from
the simulation results include the mean aggregate transmitted and received traffic, the mean
aggregate end-to-end delay, the mean aggregate delay variation, the mean throughput of the three
core backbone links, and the mean utilization of the three core backbone links. For all security
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scenarios, the topology, equipment and infrastructure, and source-to-destination pattern of calls
was fixed. Factors that were varied were the size of the IP segment header for each security
scheme, the number of transmitters, and background traffic. Results from simulations of the
baseline with no security, VTun, IPSec with ESP authentication and encryption, IPSec with AH
authentication and encryption, and OpenVPN scenarios are presented in Figures 5.11 through
5.22. In the Figures 5.11 through 5.16, the number of transmitters is varied to determine how
competing voice transmissions affect network performance. Figures 5.17 through 5.22 show how
other forms of background traffic, such as FTP, HTTP, etc., affect network performance. The
number of transmitters is held constant and an artificial load is added to the three core backbone
links.
Figure 5.11 verifies that transmitted traffic increases accordingly with an increase in the number
of active voice streams. Visual inspection of the plots confirms that 144 voice streams transmit
approximately four times the amount of traffic compared to 36 voice streams and 72 voice
streams twice as much as 36 voice streams. All security schemes plotted for a scenario in Figure
5.11 have approximately the same mean value because transmitted traffic is an application layer
statistic and is, therefore, not affected by the overhead added at the network layer.

Transmitted Traffic

Bytes/sec
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50000

Baseline

40000

VTun

30000

IPSec-ESP&ESP

20000

IPSec-ESP&AH
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OpenVPN

0
36

72

144

# Voice Streams

Figure 5.11: Aggregate transmitted traffic.

Visual inspection of Figure 5.12 confirms that receiving base stations in the simulated LMR
network receive approximately as much traffic as is transmitted onto the network. All security
schemes plotted for a scenario in Figure 5.12 have approximately the same mean value because
transmitted traffic is an application layer statistic and is, therefore, not affected by the overhead
added at the network layer.
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Received Traffic
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Figure 5.12: Aggregate received traffic.

Figure 5.13 provides insight into the effect the increased number of voice streams has on end-toend delay. Although the results for 36 and 72 concurrent voice streams are relatively close (see
Appendix E for details), the results for 144 transmitters indicate much greater end-to-end delay,
with results ranging from 4 to 12 times as much delay compared to the delay for 36 voice
streams. End-to-end delay is an application layer statistic which is affected by the overhead
added by security as traffic takes longer to traverse the network. And, a large number of traffic
streams causes congestion in the backbone network links, thus increasing queuing delay, which
becomes an important component of end-to-end delay. Furthermore, end-to-end delay should not
exceed 150ms for optimal voice quality, which may be extended to 200ms for encrypted traffic
[Bar02]. However, simulation results with 144 voice streams show that even the security scheme
that provides the least amount of additional overhead (VTun) exceeds the 200ms threshold.
Thus, this is a case where tradeoffs between voice quality and secure and insecure
communication have to be made.

End-to-end Delay
0.5
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0.4

VTun

0.3

IPSec-ESP&AH
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IPSec-ESP&ESP
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OpenVPN

0
36

72

144

# Voice Stream s

Figure 5.13: Aggregate End-to-end delay.
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Similar to Figure 5.13, Figure 5.14 provides results on how the additional security overhead
affects jitter or variation in packet delay. Relative to jitter results for 144 voice streams, the
results for 36 and 72 voice streams are so small that they are not visible in the plot. Results for
144 voice streams are as much as approximately one million times greater than results for 36
voice streams. As with end-to-end delay, jitter is also an application layer statistic.
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Figure 5.14: Aggregate delay variation (jitter).

Figure 5.15 provides further verification of simulation results. Intuitively, as the number of voice
streams increases, the amount of transmitted traffic increases, which results in greater throughput
over the three backbone core links. Increased values for results relative to the number of voice
transmitters is seen, as in Figures 5.11 and 5.12. Throughput is provided as a link layer statistic
and, therefore, includes overhead added by security.
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Figure 5.15: Backbone throughput.
Along with Figure 5.15, Figure 5.16 provides further validation of simulation results. Similar to
Figures 5.11, 5.12, and 5.15, the results shown in Figure 5.16 increase relative to the number of
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concurrent voice calls on the link. Unlike Figures 5.11 through 5.14, which show application
layer statistics, utilization of the core backbone links is a link layer statistic like the throughput
presented in Figure 5.15.
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Figure 5.16: Backbone utilization.

Figures 5.17 through 5.22 provide results for the same security schemes for which results are
shown in Figures 5.11 through 5.16. However, results were obtained under different conditions.
The number of voice transmitters was fixed at 72 and the background traffic was varied between
no background traffic and 35% background traffic to determine its affect on network
performance.
The results in Figure 5.17 indicate that there is not any significant difference in transmitted
traffic between 72 transmitters with or without background load, as expected. Since transmitted
traffic is an application layer statistic, the security overhead added at the network layer for all
security schemes is not taken into account. Therefore, all transmitted traffic statistics should be
approximately13 the same.

13

The results are not exactly the same because slight deviations are factored into the results during the simulation.
For instance, collecting in bucket mode instead of collecting all data points generated, as described earlier in Section
5.6, is one source of small error.
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Figure 5.17: Aggregate transmitted traffic with no and 35% background traffic.

The results in Figure 5.18 are also as expected. Visual inspection confirms that the traffic
received is approximately the same as the traffic transmitted, as shown in Figure 5.17.
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Figure 5.18: Aggregate received traffic with no and 35% background traffic.

Results in Figure 5.19 indicate that the end-to-end delay is approximately the same result
obtained without any background traffic.
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Figure 5.19: Aggregate End-to-end delay with no and 35% background traffic.
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Results in Figure 5.20 indicate that with 35% additional background load, the delay variation is
approximately the same as without any background traffic.
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Figure 5.20: Aggregate delay variation (jitter) with no and 35% background traffic.

Figure 5.21 provides throughput across the core backbone links. The throughput with the added
background load is about 39917 bps greater than without any background load. Not that this
additional amount is approximately the 35% background load that is added.
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Figure 5.21: Backbone throughput with no and 35% background traffic.

Figure 5.22 provides results per expectations. The utilization for the backbone links obtained
with 35% background load are approximately 35% greater than for the scenarios with no
background load. This confirms that the background load added to the core backbone links was
implemented correctly.
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Figure 5.22: Backbone utilization with no and 35% background traffic.

5.5 Determining Overhead
Choosing the correct amount of security for a network involves tradeoffs. It is commonly
understood that, in general, the greater the level of security provided, the greater the network is
taxed when implemented. Thus, there is a tradeoff, as with almost every engineering problem,
between the security and overhead. The solution does not necessarily lie in choosing the security
scheme with the highest level of protection, but with choosing the security scheme that can
provide the necessary protection to keep the communication safe with the least additional
overhead. This is to minimize the risk of the security adversely affecting the inelastic traffic
traversing the network. Therefore, to make a well educated decision, one not only has to
understand the level of security provided by a scheme such as IPSec, but, also, how much
additional loading will be brought onto the network as a consequence of the added security and
how it will affect network performance. This thesis addresses this issue by determining the
amount of overhead added to each packet by selected popular VPN solutions, specifically IPSec,
OpenVPN, VTun, Zebedee, and then modeling the security scheme in a model of a LMR
backbone network to determine their effect on a large scale. As discussed, the modeling
procedure was verified both analytically and by comparison with experimental results.
To determine the amount of overhead added to each packet by the various VPNs, experiments
were performed using two PCs with one acting as a voice transmitter and the second as a
receiver. Figure 5.26 shows the experimental setup used for testing the VPNs. 342-byte UDP
segments [Mid04] were generated and transmitted with Iperf [Nat04] (and verified by recreating
the experiment a second time with SendIP [Ric03]) to simulate voice traffic similar to that
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transmitted by a public safety agency. This method also allowed me to experience first hand the
ease of setup for each VPN solution.

Figure 5.23: Experimental setup.
As specified in the Table 2.5, the VPNs considered in this research provide the option of
compression to increase data throughput. However, since 1) it is usually not applied by default
and 2) compression makes computation of overhead inaccurate, no compression algorithm was
applied during experimentation. Depending on the level of entropy within a message, packet
sizes may be greatly reduced. For instance, during experimentation, Khanvilkar [Kha05]
discovered that a 1200-byte input consisting only of the letter "S" had just a size of 130 bytes
when transmitted.

5.6 Solutions
This section discusses security solutions, including potential problems and benefits, costs, and
recommendations.

5.6.1 Problems with Solutions
Although, the security solutions provide primarily positive results, there are problems that should
be considered prior to implementation, including the following.
•

There will likely be additional cost in the form of training administrators and initial setup
and configuration.

•

If the payload is small and the security scheme implemented has a relatively large amount
additional overhead, then the communication to overhead performance will suffer
significantly.
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•

Unlike all other VPNs considered, Zebedee can only setup a TCP tunnel. It can tunnel
UDP, TCP, or other types of traffic, but only within a TCP tunnel. Therefore, during
times of heavy congestion, TCP congestion control may have a negative impact on
network performance by putting additional strain on the network through retransmissions.
Furthermore, the Zebedee VPN has limited functionality through only supporting
Blowfish encryption and scaling poorly.

5.6.2 Benefits with Solutions
The security schemes investigated in this thesis, IPSec, OpenVPN, VTun, and Zebedee, share
several positive traits, including the following.
•

Most of the security schemes provide the three primary properties described in Section
4.1 that are desirable for secure communications, including confidentiality,
authentication, and message integrity and non-repudiation.

•

They may all be acquired free of charge via download at each scheme’s website.

•

They allow for various levels of compression, although compression is not particularly
useful for voice traffic that is already effectively compressed through a vocoder.

•

Several schemes provide multiple levels of encryption, which increases flexibility.

•

Most of them can operate successfully on at least two (Linux and Microsoft Windows) or
more platforms, making them flexible.

5.6.3 Costs
Although all security schemes provided in this thesis are open source and may be obtained free
of charge, implementing the security solution will incur additional cost. Sources of additional
cost for implementing the security solution are envisioned to stem from additional person-hours
required for configuration and maintenance, as well as possible additional hardware to support
the security solution.

5.6.4 Proposed Solutions
Based on security schemes evaluated in this thesis, this section discusses the solutions that may
be the most effective for packet-switched LMR backbone networks. When evaluating the various
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security schemes three primary components need to be considered: 1) the effect on the network
performance, 2) the level of security provided, 3) the complexity, and 4) the cost.
Based on the research completed, IPSec or OpenVPN would be the most advantageous solutions.
Although both IPSec and OpenVPN have the highest amount of overhead, both VPNs provide
the most comprehensive network security solutions. Although it may be argued that IPSec with
ESP authentication and encryption may be the best choice since it adds slightly less overhead to
the network, IPSec is also more complicated to set up. The greater the complexity of the
solution, the greater the likelihood that it is mis-administrated and then not used properly.
Improper configuration may leave the system vulnerable, while providing a false sense of
security. The installation of IPSec has become easier to implement recently with the release of
the Linux 2.6x kernel. Prior to the 2.6x kernel, the usual installation required recompilation of
the kernel in addition to several other configuration tasks. A possible option would be installing a
self-contained IPSec solution or “black box” at hosts to handle security, thereby reducing the
complexity of installation while possibly increasing cost.
Based on the analysis performed in Section 4.5, implementing either IPSec or OpenVPN
following Scenario 5 at the base stations and end-hosts would be the most flexible and secure
solution. However, if bandwidth is more scarce and functionality is not of prime importance,
then VTun would be a feasible option to consider. Finally, if bandwidth is of utmost importance
and scalability and functionality is less important, then Zebedee should be considered.

5.7 Conclusions
This chapter presented the model used for the various simulation scenarios. Next, validation of
the model and its results were performed. Then, evaluation of overhead, problems and benefits,
and costs of solutions were examined. Finally, a solution was proposed based on analysis of the
results obtained from analysis and simulations of the experimental data using IPSec, OpvenVPN,
and VTun.
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Chapter 6
Summary and Conclusions
In this chapter, a summary of the thesis and results, recommendations for future packet-switched
backbone LMR networks, contributions made to the field, and future work to be considered are
presented.

6.1 Summary and Results
As most organizations utilizing LMR communication transition to packet-switched LMR
backbones from circuit-switched LMR backbone networks over the next decade, security will be
among the top concerns. This thesis researched and evaluated several security schemes (IPSec,
OpenVPN, VTun, and Zebedee) and implementations to determine an effective security solution
for future packet-switched backbone LMR networks. However, since security is tightly coupled
to QoS, tradeoffs between security and performance have to be made when determining a
solution to implement in future packet-switched backbone LMR networks. Experimentation
showed a correlation between a security scheme’s level of flexibility and security to the amount
of overhead. Schemes providing greater flexibility, such as OpenVPN, with the option of very
strong security had the highest amount of overhead (66 bytes per data packet) and the less
advanced and rigid Zebedee had the least amount of overhead (2 bytes per data packet).
Furthermore, simulations showed a relative correlation between the amount of additional
overhead of a security scheme and its effect on network performance metrics such as end-to-end
delay and delay variation or jitter. OpenVPN and IPSec had the greatest amount of overhead and
the highest end-to-end delay and jitter among the security schemes considered. Conversely,
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VTun provided the least amount of additional overhead to the network and, therefore, performed
the best among the security schemes simulated.

6.2 Recommendations
Weighing several factors, including the security solution’s effect on the network performance, its
level of security provided, its complexity, and its scalability, it was determined that of the
security schemes researched, IPSec or OpenVPN would be the most effective overall solution for
future packet-switched LMR backbone networks. However, if bandwidth limitations are of
concern, then tradeoffs in flexibility and overall security for reduced network overhead may be
made by implementing a scheme such as VTun or Zebedee.

6.3 Contributions
This thesis presented results obtained from the investigation and simulation of security in packetswitched land mobile radio backbone networks. Through research of legacy and packet-switched
networks, this thesis is intended to aid in the transition from circuit-switched to packet-switched
LMR backbone networks. By evaluating alternative security schemes to determine an effective
security solution for packet-switched LMR backbone networks, the research provides analysis
and recommendations for future security mechanisms. The thesis assessed the impact of
additional security overhead with respect to both relative trends and specific values on metrics
such as end-to-end delay and delay variation.
The results and the simulation model may be of importance in the future implementation of
secure LMR backbone networks and further research of the technology. Utilizing the results
from evaluating security schemes with different amounts of overhead, interpolation of results
may allow others to determine the effect on network performance of a security scheme not
evaluated in this thesis. This would save significant time and effort if great precision is not
needed. The final model presented in this thesis is valuable not only with respect to this project’s
objective, but also for future research of packet-switched LMR backbones as little, if any, formal
research has been done in this area of growing practical importance. The simulation model
presented in this thesis may be used to better understand and optimize other important aspects of
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packet-switched LMR backbone networks. Therefore, the model developd stands as a baseline
for future simulation studies of packet-switched LMR backbone networks.

6.4 Future Work
As packet-switched LMR backbone networks are in their infancy, there has been little formal
published research on the subject. Research into security in packet-switched LMR backbone
networks may be furthered by expanding the simulation model to account for processing delay
due to security and voice connection setup signaling. In addition to processing delay caused by
various encryption algorithms, determining the effectiveness of compression enabled in the
VPNs considered may be pursued, especially for non-voice data traffic. This would determine
the tradeoff between additional processing delay and network performance due to (usually)
smaller transmitted (compressed) packets.
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Appendix A
Acronyms
3DES

Triple Data Encryption Standard

AES

Advanced Encryption Standard

APCO

Association of Public and Communications Officials

CSU/DSU

Channel Service Unit/Data Service Unit

CWT

Center for Wireless Telecommunications

DES

Data Encryption Standard

FDM

Frequency Division Multiplexing

GSM

Global System for Mobile Communications

IP

Internet Protocol

IPSec

IP Security

LMR

Land Mobile Radio

LZO

Lempel-Ziv-Oberhumer

MD5

Message-Digest Algorithm 5

MIS

Managed Internet Service

NTIA

National Telecommunications and Information Administration

POP

Point of Presence

POTS

Plain Old Telephone Service

PSTN

Public Switched Telephone Network

RSA

Rivest, Shamir, and Adelman encryption algorithm

RF

Radio Frequency

SSH

Secure Shell

SSL

Secure Sockets Layer

TCP

Transmission Control Protocol

TDM

Time Division Multiplexing

TETRA

Terrestrial Trunked Radio

UDP

User Datagram Protocol
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USCS

United States Customs Service

VoIP

Voice over Internet Protocol

VPN

Virtual Private Networking

VTun

Virtual Tunnel

WAN

Wide Area Network

Zlib

zip-library
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Appendix B
Sample Calculations Used to Validate the
Simulation Model
Appendix B provides sample calculations used to compute the analytical results used in the
validation of the simulation results. Calculations provided below include the computation of
throughput with and without background traffic. Figure B.3 provides a screenshot of the network
created in OPNET Modeler to simulate continuous and on-off traffic with no background load.
Figure B.4 provides a screenshot of the OPNET network model used to simulate traffic with
background load equivalent to another competing voice transmitter. Both simulation models
displayed in Figures B.3 and B.4 are used to validate the simulation process by recreating an
experiment in a simulated environment. Note that this appendix is referenced in Section 5.2,
which discusses methods used to validate the simulation results.
Figure B.1 is provided for reference and is the basis for calculations provided in Appendix B.
7 bytes

1 bytes

6 bytes

6 bytes

2 bytes

46-1500 bytes

4 bytes

Pre

SFD

DA

SA

Type

Data + padding
(8 bytes UDP and
20 bytes IP)

FCS

Pre: Preamble
SFD: Start-of-frame delimiter
DA: Destination address
SA: Source address
FCS: Frame check sequence (i.e. CRC)

Minimum size frame = 72 bytes
Maximum size frame = 1526 bytes

Figure B.1: IEEE 802.3 Ethernet MAC frame for 10/100 Mbps Ethernet [IEE02].
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Calculation of throughput with continuous voice traffic
Number bytes/packet = (number of frames per packet) * (coding rate, bps) * (frame size, sec)
= 1 x 13000 x 0.21
= 2730
= 341.25 bytes/packet
Rounding up to nearest byte Æ 342 bytes/packet
The 0.75 bytes (6 bits) difference from the 342 bytes used by [Mid04] in his experiments is
insignificant.
Average traffic sent (packets/sec) =

1
= 4.7619 packets/sec
0.21sec

Average traffic sent (bytes/sec) = 342 x 4.7619 packets/sec
= 1628.57 bytes/sec
7 bytes

1 bytes

6 bytes

6 bytes

2 bytes

8 + 20 + 342
bytes

4 bytes

Figure B.2: Structure of voice Ethernet frame used for validation.
The Ethernet frame carrying voice information is shown in Figure B.2. As indicated, the total
length of the packet is 396 bytes
Throughput = 396 bytes/frame x 4.7619 packets/sec = 1885.71 bytes/sec = 15085.7 bits/sec
Calculation of throughput with on-off voice traffic
On: 1-18 seconds
Off: 1-75 seconds
Mean throughput = 15085.7 ⋅

(19 / 2)
= 3017.14 bps
(19 / 2 + 76 / 2)
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Figure B.3: OPNET Modeler network used to simulate traffic without background load.

Figure B.4: OPNET Modeler network used to simulate traffic with background load.
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Appendix C
Replication Calculations
This appendix is referenced in Section 5.6.2. It presents sample calculations used to determine
the number of simulation replications to run. Calculations were based on worst case scenario
values for accuracy and confidence, thereby ensuring that for 95% of the time means calculated
from replications fall within ±30% of the mean.
The simulation results have to meet the following constraints.
Accuracy ( ε ) = ± 30% of mean
Confidence = 95 %
⇒ α = 0.05

Results from the initial 10 replications provided the following standard deviation.
So far observed :
R = 10

yields

⇒

sample standard deviation calculated, S = 0.178546

2

⎛ tα S ⎞
⎟
⎜
R ≥⎜ 2 ⎟
⎜ ε ⎟
⎠
⎝
Applying Eq. 3.1, where t α
2

, R −1

= 2.2621

2

⎛ tα S ⎞
⎟
⎜
10 ≥ ⎜ 2 ⎟ ≥ 13.21599 is not true.
⎜ ε ⎟
⎠
⎝
Therefore, the estimated number of required replications is increased and Eq. 3.1 recomputed.
For R = 13, t α
= 2.1788,
2

, R −1
2

⎛ tα S ⎞
⎜ , R −1 ⎟
13 ≥ ⎜ 2
⎟ ≥ 12.26057 is true!
⎜ ε ⎟
⎠
⎝

Therefore, one can conclude that 13 replications need to be run in order to achieve the desired
level of precision.
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Appendix D
OPNET Modeler Profile and Service
Configuration
To correctly simulate one voice stream per VoIP application, one transceiver has to be
configured as supporting the defined VoIP profile and the other transceiver as supporting the
VoIP application service. The “Supported Profiles” attribute in OPNET Modeler details which
application profile defined in the profile configuration object the pair uses and the “Supported
Services” attribute limits the receiver to only accepting connections for the VoIP application.
Table D.1 lists the node pairs that transmit between one another.
Table D.1: Routing of Voice Traffic in OPNET Modeler
BS #
1
2
3
4
6
7

BS #
40
41
43
44
45
46

8
9
11
12
13
14

17
18
19
20
22
23

24
25
27
28
29
30

33
34
35
36
38
39

Legend:
White: Supports Profile
Blue (shaded): Supports Service
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99

Bytes
overhead

0
36
54
66
66

0
36
54
66
66

0
36
54
66
66

VPN

Baseline
VTun
IPSec-ESP&ESP
IPSec-ESP&AH
OpenVPN

Baseline
VTun
IPSec-ESP&ESP
IPSec-ESP&AH
OpenVPN
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Table E.1: Simulation Results – No Background Traffic
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33.56256613
34.99620029
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69712.60112
76503.30157
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82145.84808
82145.84808

34914.65836
38277.41225
39912.43503
41058.64750
41058.64750

17438.10658
19097.31209
20001.60061
20523.35901
20523.35901

Throughput of
backbone (b/s)

Tables E.1 and E.2 provide the mean data points from which Figures 5.13-5.16 and 5.19-5.22 in Section 5.6 were created.
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Table E.2: Simulation Results – 35% Background Traffic

69.18521698
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Throughput
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(b/s)

Vita
Hans Olaf Rutger Thomschutz was born in Göteborg, Sweden August 11th, 1979. He received his
Bachelor of Science degree in electrical engineering from Virginia Tech in 2001. During
September 2001 until June 2002 he held a position as an IT consultant for Virginia Tech
Services, Inc. He returned to Virginia Tech to earn his Master’s Degree in electrical engineering
in Summer 2005. As a graduate assistant at Virginia Tech he aided in the research of a new
tactical communications system for the U.S. Customs Service and in research of ad-hoc mobile
communications for first responders. Furthermore, he also acted as a team member of the high
performance systems support group for System X, Virginia Tech’s supercomputer. He will be
joining Windward Consulting Group at the end of May, 2005.

101

