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ABSTRACT 
 
 This study explores a solution to a growing problem involving the landscapes of many 

prominent landmarks in America. The probability that terrorists will target and attack public and 

private sites has mandated increased security presence. The initial response was to surround 

sensitive facilities with barriers and guards. Thus, the images of these sites intended to be 

publicly open and welcoming are being transformed to seemingly modern fortresses. To date, the 

solution to the problem has focused on sophisticated engineering and electronics to help protect 

vulnerable architecture. Meanwhile, the potential contribution of the landscape architecture 

profession has not been fully recognized. 

 

 This thesis develops a planning process to guide the integration of site design and 

physical security. It describes the role of the landscape architect on design teams charged with 

the complex task of protecting against terrorism. The document provides the landscape architect 

with a flowchart, site images, and a step-by-step process that leads to reconciliation of 

conflicting needs. The thesis culminates with a conceptual schematic site design that 

demonstrates how the site planning and design process proposed in this thesis can be a 

mechanism to achieve both secure and socially desirable landscapes. 

 

 This thesis helps resolve the current dilemma of how to maintain an adequate degree of 

security while preserving a sense of openness on a site. The paper identifies functions specific to 

the landscape architecture profession that ease and improve collaboration on secure site design. It 
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identifies a niche that has the potential to increase the demand for landscape architectural 

services. Most importantly, the planning and design process proposed in this document fills a 

void in the existing literature by addressing the significance of landscape architecture in 

antiterrorism practices.  
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Chapter I 
 

INTRODUCTION 
 

1.1 INTEGRATION OF DESIGN AND SECURITY 
 

This thesis presents a process for site planning and design that protects buildings against  

terrorist threats. The document describes how to integrate the various tools and skills of a design 

team to create effective physical security without impairing the sense of openness and welcome 

that are desirable in site design. It identifies the roles of the architect, engineer, security 

consultant, and landscape architect, and it designates key points of group decision-making during 

the planning process. Planning documents are suggested to guide the integration of design and 

security. The thesis explores and demonstrates how and why the landscape architect is a critical 

member of a design team planning antiterrorism practices.  

 
In recent years, America’s vulnerability to terrorism has led to a heightening of physical 

security at many government and private facilities. The bombing of the Alfred P. Murrah Federal 

Building in Oklahoma in 1995 demonstrated that the United States is just as susceptible to 

terrorist attacks in the homeland as it is abroad. This trend is costing citizens a significant 

amount of tax revenue that could be used for other causes. But beyond this concern, the 

consequences are producing a much more complex dilemma that remains unsolved: how to 

achieve security without creating a fortress image. The landscape of many of our cherished 

landmarks is being defaced with ill-placed barriers, closed entrances, and intimidating armed 

guards. The dilemma has not gone unnoticed. Politicians, architects, and engineers have joined 

security consultants in solving the challenge. Several books have been written and technological 

solutions have been developed to enhance a building’s survivability against a terrorist attack. 

Unfortunately, the role of the landscape architect in physical security has not been fully 

recognized. To date, there are no publications that identify the role of landscape architects in 

meeting this crisis. As a result, the visible presence of security continues to dominate the site 

image of many sensitive public and private landscapes.  
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1.2 ROLE OF LANDSCAPE ARCHITECTURE 
 
Landscape architects are well trained in creating socially desirable outdoor spaces. Their 

experience in site design enables them to create landscapes that best fulfill the needs of a 

particular site’s users. This paper proposes that an understanding of the social aspects of a site is 

fundamental to developing site designs that are both secure and desirable. The lack of this 

perspective results in intimidating site images such at the U.S. Capitol shown in figure 1.  This 

photograph is one example of how the security signature of protected sites is contradicting our 

most basic beliefs – that the government is of the people and not against the people. Clearly, the 

security needs reflected in the example have overshadowed the needs for a socially desirable 

space. This paper will demonstrate that such dilemma can be resolved by an integration of design 

and security.  

 

 
 

 
Figure 1 – Vehicular Entry at U.S. Capitol, Washington, DC 
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 Beyond creating social benefits by the integration of design and security, landscape 

architects contribute to the creation of functional site designs. Their experience in site design not 

only accommodates the need for security, but also allows it to function in a more efficient and 

desirable manner. Conflicts between landscape design and security such as figure 2 shows can be 

avoided. (Voigt, 1999)  In the example, the tree canopy of the ill-placed trees hampers the line of 

sight of the closed-circuit television cameras mounted on a pole. The circulation of pedestrians 

and vehicles on a site can be tailored to enhance access control. The integration of good 

landscape architectural principles into the design process can prevent undesirable circulation 

such as we see outside the U.S. White House in figure 3.  

 
Figure 2 – Blocked Lines of Sight by Landscape Elements 
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Figure 3 – Pedestrian Circulation through Barriers 

 
1.3 FRAMEWORK OF THE PAPER 
 

The planning process developed as part of this thesis describes a method for creating 

safe, secure, and desirable public and private sites. Chapter II provides summarizes an in-depth 

study of physical security undertaken in the course of this thesis. The study included site visits to 

security-sensitive sites, interviews with security professionals, physical security and design 

training seminars, and an extensive literature review. Chapter II identifies relevant design 

strategies to enhance security, such as crime prevention through environmental design (CPTED). 

The tools of landscape architecture that can be used in security site planning are also identified. 

Chapter III draws on the preceding chapter to establish a method for integrating design and 

security. A design process flow diagram depicts how the integration occurs among key design 

team members with emphasis on the role of the landscape architect. Chapter IV translates the 

results of collaborative planning into design parameters the landscape architect can use for 

design development. Charts and examples show how user needs are integrated with the needs for 

physical security. The chapter provides a schematic site design derived from the proposed 
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planning process as a measure of its effectiveness. Finally, chapter V summarizes this research 

and suggests several ways the landscape architecture profession can best use the findings.  
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Chapter II 

SECURITY PLANNING 
 

2.1 INTRODUCTION 

 

 This thesis proposes a planning process that will integrate design tools with security 

measures. To facilitate an understanding of this integration, a foundation of principles, 

requirements, and current practices is required.  The chapter will provide that foundation along 

with strategies to achieve this process. The presentation is applicable to private, commercial, and 

public facilities. The discussion focuses on antiterrorism, since planning for this contingency is 

the greatest challenge to the integration of security and design. (Karpiloff, 2000)  

 

The proposed planning process builds upon two established methodologies: physical 

security and crime prevention through environmental design. Physical security strives to protect 

assets and prevent crime using human, physical, and psychological forces. Guards, physical 

barriers, electronic sensor and surveillance devices, and other security measures are used to 

establish a defensive posture around a protected asset. The physical presence of security 

elements is the foundation of the physical security doctrine.   

 

According to Fennelly, security tools are used in “deterring the criminal attack, detecting 

the attack if it occurs so that authorities can respond, delaying the attack to allow time for an 

apprehension to be made or to frustrate the offender into leaving before crime success is 

achieved, and denying access to selected targets.” (Fennelly, 1989, p14) 

 

 While these practices are effective, they produce long-term financial and social costs. 

Maintaining skilled guards and sophisticated security devices is expensive. (Foley, 2000,  and Stevens, 

2000)  Although the visible signature is a deterrent to crime, it produces an undesirable fortress 

image for the public. It is “possible for armed guards and extensive security to turn away 

customers.” (Crowe, 1991, p18) 

 



 7

Crime prevention through environmental design (CPTED) is a method that uses an 

understanding of how criminals operate to create places that pose a minimum opportunity for 

crime. The foundation of CPTED is the use of the built environment as a mechanism to minimize 

the chances of criminal activity. (Crowe, 1991)  Architectural design can be manipulated to increase 

the opportunities for “natural” surveillance and also to increase the efforts of the criminal to 

commit a crime. (Jacobs, 1961)  For example, building form, window placement, and entrance design 

can be situated to optimize surveillance by inhabitants, employees, or other bona fide site users. 

Protected assets can be positioned away from vulnerable areas of a building or a site in order to 

decrease “natural” accessibility to a sensitive element. The arrangement of interior and exterior 

spaces can be configured to create a sense of “territoriality,” or ownership of an area. (Newman, 1972, 

p3)  Natural surveillance, natural access control, and territoriality are achieved using the inherent 

characteristics of the built environment. Such strategies have been successful in reducing 

conventional crimes against property and persons with minimum deterioration of site image.  

 

Terrorism is more complex than conventional crime. Terrorists are capable of a wider 

range of tactics and weapons than conventional criminals. Because they are mission- or cause-

driven, terrorists are likely to accept greater risks. Terrorists’ lethality and unpredictability also 

make them more difficult to defend against. (Hoffman, 1993)  Appendix A provides a further 

discussion of terrorists. This thesis proposes to meet this challenge by merging the tools of 

physical security and those of CPTED, thus creating a site design that maximizes the strengths of 

each method and lessens its limitations. Some degree of physical security is necessary in order to 

produce deterrence, detection, delay, and denial of access to motivated and unpredictable 

intruders. Some visible presence of security is also beneficial in reducing fear by bona fide users. 

(Crowe, 1991)  However, overprotected sites are financially and socially unacceptable. CPTED 

provides an opportunity to lessen the visible signature of physical security through design 

practices. This thesis proposes a security planning process that prudently applies the tools of both 

physical security and CPTED to attain a secure and desirable site. This strategy is seen as a 

favorable alternative to current antiterrorism practices, and he landscape architect has a critical 

role in executing it. The following discussion establishes the framework for the process. 
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2.2 PRINCIPLES OF SECURITY PLANNING 

 

 Security planning is a process that determines what physical security measures are 

required and an assesses where these forces are necessary. Sufficient forces must be provided to 

deter, detect, delay, and deny access to unauthorized entry. Granger cites this principle as being 

fundamental to “a good security plan.” (Granger, 2000).  Deterrence is a preventive tactic that aims to 

maximize the risks and effort required by a potential criminal to such a degree that the criminal 

would reconsider the desirability and feasibility of an attack. Various means, such as the 

presence of armed guards, physical barriers, warning signs, lights, and other psychological 

measures attain the effect. Security experts agree that deterrence is an essential component in 

physical security planning. Purpura cites the importance of deterrence in his book Security and 

Loss Prevention. In securing parking lots, Purpura’s use of  “uniformed patrols, lighting, and 

closed circuit television (CCTV)” provides an example of the use of human, physical, and 

psychological means to attain deterrence. (Purpura, 1984, p.187)  Deterrence increases security by 

lessening the likelihood that a criminal will select a particular site for a crime.  

 

Deterrence has become a premier objective in antiterrorism planning. For example, 

following the 1993 bombing of the World Trade Center (WTC), over sixty million dollars have 

been spent increasing that facility’s physical security. According to the WTC security manager, 

the intent was to “make the terrorist select another site.” (Karpiloff, 2000)  Without proper integration 

between security and site design, this tactic often creates a fortress image of a site. For example, 

recent antiterrorism measures outside governmental facilities in Washington DC prompted an 

April 1999 Washington Post article to describe the city as “A Capital Under Siege.” Although 

deterrence is needed to reduce the desirability of the site for a terrorist, excessive visible security 

measures lessen the desirability of the site for intended users. Thus, the degree of deterrence 

requires careful consideration. The process established in this thesis accomplishes deterrence 

while preserving the desirability of the site for intended users. This goal is attained by applying 

the CPTED concept of territoriality.  

 

Territoriality uses design to impart a sense of control and ownership of a particular site. A 

hierarchy of spaces is designed to signal to an intruder that the area is controlled and that 



 9

unauthorized entry will cause a reaction. Physical means fulfill design functions such as privacy 

while at the same time they create obstacles to movement. These means include doors, walls, 

fences, and other horizontal and vertical elements that define a space. Subtle design clues such as 

changes in pavement, changes in elevation, the use of signage, and other techniques alert 

intruders that they are entering a controlled space. 

 

“These psychological barriers present no physical restriction, but discourage criminal 
penetration by making an obvious distinction between stranger and intruder . .  . invasion 
into the space is conspicuous and comes under more intense surveillance.” (DeChiara & 
Koppelman, 1984, p297)  
 
By creating territoriality through the use of a hierarchy of spaces, the degree of 

deterrence can be tailored to the specific needs of each zone. In the book, Defensible Space: 

Crime Prevention Through Urban Design, Newman advocates the use of territoriality to deter 

crime in urban spaces. (Newman, 1972)  In Situational Crime Prevention, Clarke cites several 

successful applications that confirm the utility of territoriality. (Clarke, 1992) This thesis proposes the 

concept of territoriality as a mechanism to integrate site design with security. Territoriality 

allows the need for deterrence in a particular zone to be met using site design tools such as berms 

rather than visually obtrusive barriers such as concrete jersey walls. A jersey wall, such as the 

ones shown in figure 3, is a heavy concrete barrier approximately 20 feet in length manufactured 

for highway use. In this manner, deterrence is accomplished without unnecessary visual 

disruption to the overall site image.  

 

For territoriality to be successful, however, the intruder must be convinced that 

unauthorized entry will be detected. This requires the provision of reliable means of detection. 

Detection is a fundamental principle of physical security because it gives security forces the 

ability to identify the presence of a threat and to react in order to protect vulnerable assets on a 

site. Site design has a profound impact on detection. Poor site design can block lines of sight; 

conversely good site design can create conditions that will enhance detection. Site design that 

allows early detection precludes the intruder from attaining an advantage of surprise over 

security forces. “It is important for a perpetrator to be detected before he breaches the integrity of 

the facility.” (Bell, 1994) Detection is achieved by physical means such as alarms or sensors and by 

human forces. Guards maintain close observation of an area, object, or entry point visually or by 
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the monitoring of electronic devices such as a closed-circuit television. To be effective, 

surveillance requires unobstructed lines of sight. Lines of sight are enhanced by careful 

integration of surveillance requirements with site design requirements. Site design requirements 

include the designation of activity areas and linkages. An activity area refers to user functions 

provided on a site, such as parking, sitting, or eating spaces. Linkages are paths or routes for 

vehicular or pedestrian movement, such as internal streets and walkways. The manner in which 

activity areas and linkages are positioned and aligned impacts the line of sight potential needed 

by security forces. The landscape architect uses a functional diagram to graphically depict 

activities and linkages. By integrating site design and security, opportunities are created to 

maximize detection. 

 

This thesis will propose two strategies to attain detection. One strategy is referred to as 

continuous surveillance; the other borrows from the CPTED principle of natural surveillance. 

The two strategies differ in their requirements for direct lines of sight as well as in the intended 

beneficiaries of the surveillance potential. The options allow planners to adopt the technique that 

will best meet the security needs of a specific area of the site. Constant observation along fixed, 

unobstructed lines of sight is referred to as continuous surveillance. Continuous surveillance 

ensures that any intrusion into the protected area will be detected. It increases the control of the 

site and contributes to deterrence. The presence of fixed security posts, closed-circuit television 

cameras, and well-defined line of sight corridors are characteristics of continuous surveillance.  

 

Various aspects of design impact the continuous surveillance strategy. Activity areas and 

linkages can be positioned and designed to enhance visibility by surveillance means and to 

minimize hiding opportunities. For example, parking areas can be positioned and designed to 

optimize detection. Because “it is difficult to see over a row of cars,” parking bays can be 

oriented to maximize lines of sight along the travel lanes. (Maurer, 2000)  Similarly, walkways can be 

aligned and designed for unobstructed visibility along the route. The selection and placement of 

planting materials, the type and placement of lighting, and the positioning of entry points impact 

detection. Trees and other plant material should be sited to avoid restricting or blocking 

surveillance by a guard or closed-circuit television. Camera functioning is enhanced when the 

line of sight is beneath tree branching. Lighting in front of a fixed security post extends the range 
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of surveillance and reduces the guard’s vulnerability that can result from silhouetting. Light 

placement and lighting levels are planned to ensure adequate detection by guards and CCTV, but 

care taken not to blind these security sources. (Voigt, 1999)  Lighting levels vary depending on the 

detection requirement. User identification requires a sufficient lighting level for color rendition 

and image detail such as facial recognition. Image detection needs enough lighting to generate a 

shadow effect. (Cressman, 1999)  

 

Continuous surveillance is enhanced when the site layout has a minimum number of 

entry points. (Zahm, 1996)  A few closely monitored entry points reduce the likelihood that intruders 

can bypass surveillance. This requires careful integration between building architecture and site 

design. In addition, such integration allows doors and windows to be positioned to increase the 

opportunity for natural surveillance. 

 

The natural surveillance strategy refers to detection resulting from the daily routine of 

site users, security forces, and passers-by. This concept is derived from Jacob’s theory of “eyes 

on the street” as a result of citizens’ daily activity. (Jacobs, 1961, p35)  Routine observation occurs as a 

result of the positioning and design of activity areas and linkages on a site. Natural surveillance 

allows everyone at a facility to become involved in the security effort, not just the guards. 

Placing buildings so that windows overlook a parking lot or a walkway allows users to detect 

suspicious vehicles, persons or activities. Strategically positioned security posts allow guards to 

perform their security functions such as entry security while informally overwatching activity 

areas and linkages. Good surveillance increases the risk of detection for intruders and contributes 

to a reduction of fear by site users. (Zahm, 1996)  Thus, natural surveillance achieved by the 

integration of design and security increases deterrence and also increases desirability of the site 

by bona fide users.  

 

Continuous and natural surveillance together effectively achieve detection. These 

strategies require integration of building design, site design, and surveillance objectives. This 

thesis proposes that the development of a surveillance plan is a key step during the integration of 

design and security. During the program phase of site design, design agenda should include the 

designation of surveillance corridors to overwatch entry points, activity areas, and linkages. By 
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plotting these corridors on a surveillance plan, design needs are accomplished in a manner that 

maintains designated surveillance objectives. Carefully drawn surveillance plans are instrumental 

to detection and response by security forces.  

 

Security forces respond to threats by employing two principles of physical security: delay 

and deny. Delay refers to practices designed to increase the difficulty of an intruder by slowing 

the approach or by requiring extra effort. By delaying the intruder, time is gained for the 

deployment of an appropriate response by security guards. “Responsiveness of a guard force is 

key to security.” (Jones, 1999)  One strategy to attain delay is to establish successive layers of 

defense. A perimeter is normally “the first line of defense.” (NRC, 1995, p33)  Physical security 

planners traditionally view the building wall as the second line of defense. A third layer of 

defense is that provided in the interior spaces. Human and physical controls such as guards and 

locks are used to enforce entry procedures and to control access to sensitive inner compartments. 

Successive layers of security work together to create a defense in depth. (Atlas, 1992)  However, the 

traditional preponderant focus on these three layers often leads to a fortress-like appearance. 

Armed guards, bulky and ill-placed barriers, and closed entrances have destroyed a sense of 

openness characteristic of American public spaces. This thesis proposes that by integrating 

security and design, the principle of delay can be attained in a more desirable manner. The 

following paragraphs explain. 
 

 

The perimeter is the edge of a controlled space. Control of the perimeter is accomplished 

by human, physical, and psychological means. Typically, the line is well defined by armed 

guards, fences or walls, closed circuit television, and other means that help deter, detect and 

delay penetration onto the site. The perimeter is designed to be distinguishable to intruders. Since 

it is also visible to intended users, it often creates a fortress image. An alternative strategy 

requires thinking beyond the common practice of establishing the visibly linear edge of a site. It 

requires consideration of risks based on a site’s intended users and their activities and linkages. 

This thesis proposes that by using a hierarchy of spaces referred to as zones, the principles of 

delay and denial can be accomplished without unnecessary damage to the overall site image. The 

establishment of zones is suggested as an effective means to attain a layer of defense. This 
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technique substitutes a more intricate pattern of security than the traditional 3-ringed circle 

system. (Fennelly, 1989) 

 

Zones allow determination of control to based on the risks inherent to or issuing from a 

particular user group. By tracing the pattern of flow of risk-categorized users, and dividing them 

within zones, you give the designer far more flexibility. Designs become fluid rather than the 

stiff image resulting from traditional security practices. For example, visitors to a facility require 

a greater degree of control to ascertain their identity and purpose. Employees, on the other hand, 

require less due to visual recognition, security passes, and other means of verification. Zone 

design expedites access control of routine intended users such as employees. Zone elements can 

also sufficiently delay users to ensure adequate security screening. Control of zones is done 

through points of interface, which are designated areas security forces can closely screen and 

control users, and/or collect evidence for later use. The number and positioning of interface 

points are dependent on the site layout and the user risks. Because visitors generally pose greater 

risks, they will often be subjected to multiple points of interface that extend a greater distance 

from the protected area than that needed for routine users. Zones are linked and enforced by site 

design. For example, berms, retaining walls, and other means to delay access are positioned to 

channel users to and through interface points. Surveillance corridors in zones allow detection of 

unauthorized movement, activity, or attempts to bypass designated entry points.  

 

A similar use of the concept of zones appears in military publications, such as Protection 

of Federal Buildings. (USN, 1988)  This book, for example, identifies the utility of approach and blast 

zones in antiterrorism security. An approach zone refers to an ingress route leading onto a site. A 

blast zone is a “controlled area that surrounds a facility by a set standoff distance.” (DOD, 1993, p58)  

This thesis extends that concept by advocating the establishment of zones based on the 

characteristics of user groups. Organizing site security based on specific user risks and functions 

allows security to be focused on those users who present the greatest risks and in those areas of 

the site where it is most needed. In addition, the number and types of zones can vary by location 

and function. A typical site may include, but is not limited to, the following zones: street, 

approach, drop-off, parking, emergency access, walkway, and building entrance zones. Details 

on these zones are contained in Chapters III and IV. The employment of zones changes the 
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appearance of a perimeter from a continuous barrier encircling a site to a series of cohesive 

areas. The principles of deterrence, detection, and delay are accomplished without unnecessary 

loss of openness. Channeling users through zones also increases the effective use of security 

forces. 

 

The ability to deny access is a fundamental principle of physical security. It is the 

protection of vulnerable assets by human and physical means. Armed guards are trained to 

respond to criminal threats using apprehension or force if necessary. Security posts are 

strategically sited to allow quick response and reinforcement. Predetermined rapid response 

routes enable guards to reach an intercept point quickly or to reinforce another security effort. 

Site designs can extend the range of security by facilitating the employment of roving patrols. 

For example, pathways can be placed to ease patrol circulation, and lighting and planting plans 

tailored to complement their surveillance potential. Physical barriers enhance the defense of a 

site by channeling users to authorized areas, keeping them away from vulnerable spaces, 

facilitating apprehension by restricting their egress, and by hindering intelligence gathering or 

“casing” by criminals.  

 

Barriers vary according to the intended security function. People barriers resist foot 

passage and channel pedestrians into controllable zones. This type of barrier includes building 

walls, doors, freestanding walls and fences, and other horizontal and vertical planes. Screening 

barriers such as walls, fences, or tall plantings prevent potential criminals from obtaining 

intelligence to aid their attack planning. Vehicle barriers confine vehicles to authorized areas, 

control and direct their speed and direction of movement, and deny vehicular penetration to 

vulnerable areas. Building and freestanding walls, berms and topographic depressions, and other 

vertical obstacles are used to deny vehicular passage. Blast-resistant barriers are measures such 

as choice of building framing, walls, and door and window design that decrease the loss of life 

and property due to an explosion. (NRC, 1995)  

 

According to Brodie, barriers are effective means to “shield a target from observation by 

a criminal, to deter, delay or stop an aggressor, and to mitigate or lessen the force, strength or 

severity of an attack.” (Brodie, 1996, p251)  
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The placement, design, and construction of defensive barriers dictate security’s 

effectiveness as well as site image. For example, improperly sited barriers may block response 

routes by guards. Intended obstacles may be bypassed, overrun, or used as hiding places. From a 

design standpoint, oversized barriers contribute to a sense of beleaguerment. Thus, the close 

integration of physical security and design is essential in planning site defenses. This thesis 

proposes and orderly step-by-step system by which members of a design team achieve 

integration. (See Chapter III.) Appendix B provides a further discussion of barriers. 

 

Sites are especially vulnerable to risks from close-in detonations of car-delivered bombs 

or bombs planted by intruders. These can produce the greatest degree of destruction and injury 

because of their proximity to the target. The vehicle bomb detonated only a few feet away from 

the Alfred P. Murrah Building in Oklahoma “claimed 168 lives including 19 children and 

wounded another 674 people.” (OKC, 1996, ix)  Consequently, controlling circulation close to 

buildings is a premier task in antiterrorism. One means of control is the establishment of a blast 

zone defined earlier. The design team determines the depth of the blast zone by combining the 

risk acceptance with an engineering analysis of the potential effects of a hypothetical explosive 

composition. This results in a model, referred to as a “design reference threat” that is used to 

determine blast resistance requirements such as vehicle barriers, structure framing, and blast-

resistant windows. Risk acceptance is determined by the client based on recommendations and 

input provided by the design team. Risk acceptance stipulates that a facility should be capable of 

sustaining a design reference threat that consists of a specified size/type of explosive detonated at 

a specified distance from the protected area. 

 

Security forces typically prevent intrusion into a blast zone by providing perimeter 

security. This usually results in the encirclement of a building or the entire facility with people 

and vehicle barriers. This thesis proposes the use of an intercept zone as an alternative strategy. 

The intent of this zone is to channel pedestrian and vehicle traffic to a few points on the site 

where security is focused. In this concept, initial security screening takes place outside the blast 

zone. Circulation beyond this point(s) proceeds along well-defined corridors. The corridors are 

designed to project a pleasing image to the user. Control in the corridors is achieved using 

unobtrusive but continuous surveillance and barriers to maintain user integrity. Channeling 
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circulation to a few points allows the efficient use of security forces and the use of site design 

techniques such as grading to preserve the blast zone, both of which lessen the visible signature 

of security. 

 

Street design and traffic flow are important off-site influences on physical security. The 

need for vehicle barriers increases on urban grid sites because such sites are exposed on all sides. 

The street pattern may also add to a site’s vulnerability due to possible attacks from adjacent 

properties. T-junctions formed by cross streets, alleys, or driveways of adjacent facilities, large 

open urban intersections, or adjacent spans of open space can be high-speed avenues of approach 

and escape. Businesses that draw truck traffic create an opportunity for terrorists in trucks to 

blend in unnoticed. Streets without medians allow a sufficient turning radius for a bomb-laden 

vehicle to make a sudden wide turn in a high-speed terrorist attack. Thus, it is important to assess 

security requirements beyond the boundary of the protected site. The landscape architect’s 

expertise in street design is vital in mitigating risks from the public street zone and adjacent 

properties. For example, street medians can be designed as barriers and entrances drives aligned 

to prevent a high-speed approach from the street.  

 

Internal traffic control also influences physical security. Channeling traffic controls 

speed, increases surveillance, and decreases the opportunity for criminals to use vehicles to carry 

out a crime. By manipulating road alignment, lane widths, and curb height, vehicles are slowed 

and/or contained. For example, a roadway with multiple horizontal curves or curves with small 

turning radii, vertical curves such as a peak or sag in the roadway, or a combination such as a 

reverse bank curve will slow traffic, affording safety and physical security.  (Gray, 1986, and Strom & 

Nathan, 1993)  Controlling vehicle speed allows more time for surveillance, and it decreases the 

kinetic energy of a vehicle, thus lessening the resistance strength needed for a vehicle barrier. 

Street design can create opportunities for vehicle barriers without defacing the site image with 

bulky obstacles. For example, the height of barrier curbs can be extended to serve as obstacles in 

areas where such design does not present hazards to pedestrians.  “It is difficult to drive over a 6-

8” curb,” (Lindsey, 1999) These “deep curbs” can be reinforced with berms or depressions. The 

alignment of vehicular routes impacts on the employment of closed-circuit television. A CCTV 

line of sight is enhanced by a head-on image in daylight, but blinded by approaching headlights 
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at night. (Voigt, 1999) Vehicles can be routed to avoid access to areas vulnerable to property theft 

and to other vulnerable areas such as an entrance lobby or a mission-critical utility element such 

as antennas or electrical controls. Vehicle control by routing can also avoid interference with 

sensitive electronic intrusion detection sensors, and can preclude the use of vehicles as climbing 

devices. Circulation design effects the difficulty in establishing and maintaining physical 

security, the convenience to users, and the image of the site. Careful integration between 

circulation and security planning increase opportunities to detect, delay, and deny.  

 

The extent of the security effort depends on risk assessment. Risk assessment is the 

process through which the security consultant identifies threats that may jeopardize a protected 

asset. Protected assets may include persons, equipment, spaces containing sensitive data, and 

elements such as heating, ventilation, and air conditioning (HVAC) or communications links. 

Risks include natural disasters, such as earthquakes or floods. Criminal threats include personal 

or property crimes, such as assault or theft. Sites are influenced by local crime conditions such as 

gang violence. Some facilities are subject to specific risks because of their function, such as 

abortion clinics. Facilities may be vulnerable to sabotage, espionage, vandalism or attacks by 

disgruntled employees, or attacks by terrorists. Terrorists may target one very important person 

(VIP) at the facility, such as a judge or a company executive. A public facility may be targeted 

by terrorists because of the site’s symbolic importance, for example, government services 

buildings, shrines, museums, and monuments. (NRC, 1995, p51)  Risk assessment is an important step 

in physical security planning. Security consultants are aided in risk assessment by various law 

enforcement agencies. For example, the Federal Bureau of Investigation (FBI) provides up-to 

date information on terrorist activities and tactics. 

 

Risk assessment guides decision making in antiterrorism planning. The assessment 

determines the extent of human, physical, and psychological forces and means needed to achieve 

physical security. Since security cannot guarantee safety and protection, the client must 

determine what risks are acceptable. This in turn determines security requirements. These 

requirements guide site design. Thus, risk acceptance is an important step in the design process. 

Landscape architects will be better prepared to understand risk assessment provided by security 

consultants if they understand how terrorists operate. Appendix A provides a basic framework 
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for this understanding. Since terrorism is a complex and dynamic crime, additional study and 

experience will enhance landscape architect’s ability to counter terrorists’ tactics. 

 

2.3 CONCLUSION  

The planning process outlined in this document provides a means for members of the 

design team to better integrate their respective skills and tools. The preceding discussion will 

allow landscape architects to speak a common language with security members on the team. The 

strategies proposed in this chapter will help landscape architects to produce a site design that 

contributes to security while also maintaining the desirable social aspects of a site. 
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Chapter III 

 

METHODOLOGY FOR INTEGRATING DESIGN AND SECURITY 
 

3.1 INTRODUCTION 

 

This chapter presents a way to integrate security with the CPTED principles cited in the 

previous chapter. This will be accomplished by establishing a framework for decision making. 

The proposed planning process can integrate the efforts of an antiterrorism design team 

consisting of, but not limited to, architects, landscape architects, structural and civil engineers, 

security consultants, and law enforcement representatives. This thesis proposes that the 

traditional site design planning process used by those in the design professions such as landscape 

architecture and architecture is a suitable mechanism that can be modified to guide this 

integration. Using a flowchart, this chapter will illustrate how the traditional process can 

incorporate the principles and requirements cited in the preceding chapter. The flowchart will 

show who integrates with whom and the results of the action. The tasks of the various members 

of the design team will be identified with emphasis on the role of the landscape architect. 

 

This chapter goes beyond existing writings such as Fennelly’s Effective Physical Security 

and Clarke’s Situational Crime Prevention that rely on checklists to suggest integration. (Fennelly, 

1992 and Clarke, 1992) This thesis proposes that by depicting how integration actually occurs, the ability 

of the design team to achieve more efficient, effective, and desirable site design will be 

enhanced. Such planning will avoid costly retrofit to correct oversights. (Cressman, 1999) 

 

3.2  PROGRAM DEVELOPMENT  

 

The traditional design process involves four phases: programming, design development, 

construction, and postconstruction. Programming provides an understanding of what functions 

the site design must satisfy. Motloch defines programming as “the definition and analysis of 

human needs.” (Motloch, 1991, p296)  A “program” lists the design requirements in a concise, legible 

manner.  Using the program, the design team is able to coordinate solutions to site design 
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requirements. Because of the importance of programming in the design process, this thesis will 

focus on the programming phase.  

 

The proposed programming process involves four major group decision points: assessing 

client needs, determining a design program audit, determining blast protection requirements, and 

determining design parameters. These decision points are explained in the following discussion 

and illustrated in chart 1 as a flowchart. 

 

Program development for antiterrorism planning begins by assessing the client’s needs. 

The client’s goals and objectives influence the degree of accessibility, the intended users, and the 

activities to be accommodated on the site. For example, a site with restricted access such as a 

military installation presents security requirements different from one intended to have some 

degree of openness to the public (such as a courthouse). The profiles of the intended users of 

each site are also different. The activities to be supported by the site design also affect security. 

For example, visitor parking at a sensitive site produces risks different from a similar site that is 

restricted to official vehicles. In some cases, an advisory body may dictate security requirements 

in order to ensure protection of high-risk individuals, agencies, or sites. Understanding the client 

in terms of goals and objectives is fundamental to prudent security planning.  Assessing the 

client’s needs is the first point of decision making among the members of the design team.  

 

The design team uses the guidance conveyed by the client to deduce tasks to be supported 

by the site design. This is accomplished by restating the client’s goals and objectives in terms of 

design and security requirements. Formulating design requirements begins by an identification of 

user functions. The landscape architect maps out exterior activities and linkages deemed 

necessary to fulfill the client’s needs. An activity refers to the various uses of a site, such as 

parking, seating, etc. A linkage refers to elements of circulation, such as a walkway and building 

entrance or an entrance drive. Close coordination between the landscape architect and architect 

occurs in order to link building requirements with outdoor space requirements. Graphically 

depicting activities and linkages on a functional diagram similar to the one shown in chart 2 is 

useful to understand how the site is intended to function. A functional diagram illustrates 

functional relationships to be satisfied later by site design. (Motloch, 1991)  
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Security requirements evolve from an identification of the protected assets and a risk 

assessment. Protected assets may include persons, equipment, spaces, elements, or data the loss 

of which could jeopardize the safety and functioning of the client. The security consultant 

assesses the client in order to identify who or what needs to be protected. The consultant also 

formulates a risk assessment. The assessment accounts for risks associated with a specific site 

location, the client’s function, and the intended design agenda. For example, risks may be 

brought about by a site location in a hostile foreign country such as an embassy, or a domestic 

site location in a high crime area. Inherent risks associated with the client’s function, for example 

the susceptibility of a high profile individual like a judge, to criminal or terrorist attacks are also 

assessed. 

 

The security consultant and the designers merge risks with site design by the preparation 

of a design program audit.  In this phase of decision making, intended users are categorized by 

user profile based on the risks associated with a particular user group. For example, visitors 

present a different set of security risks than routine users such as employees. Each user profile is 

assessed in terms of risk from the user and risks to the user. Risk from the user refers to threats 

that jeopardize the safety and functioning of the client. Risk to the user refers to threats to the 

safety of the intended user such as susceptibility to personal or property crimes. Zones are then 

associated with the activities and linkages of each user group. Security requirements are then 

developed by zone to ensure security is focused where it is needed. The functional diagram is 

studied to determine prearranged points or areas that will enhance security response to threats. 

These points or areas are referred to as “points of interface,” and are established in each zone 

based on the risks and circulation of the user group. The degree of control at each point of 

interface is specified as the degree of control necessary to achieve a certain level of security in 

the zone. During this evaluation, the site layout is reviewed to determine how the site design can 

be adapted to complement security efforts. For example, a prospective walkway may be 

realigned to improve surveillance in a particular zone. The result of this phase of decision 

making is expressed in a chart referred to as a “design program audit.” The design program audit 

establishes the risks and degree of control necessary to ensure physical security in each zone of a 

site. Chart 3 provides an example of a design program audit.  
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 The next phase of program development involves decisions concerning blast protection 

requirements. Blast protection is required on sites that are susceptible to attacks using 

explosives. The risks of the site are assessed considering threats from skilled terrorists, activist 

groups, and disgruntled individuals. Blast protection requirements are determined through 

interaction among the security consultant, site designers, and engineers. The landscape 

architect’s role in this phase involves the alignment and positioning of parking areas, walks, and 

internal roads. Building setback, offsite influences such as perpendicular drives, and other site 

design factors are evaluated in order to determine the limits of a blast zone. The landscape 

architect uses the blast zone as a guide to modify site design to improve blast resistance. For 

example, a berm or freestanding wall may be positioned to serve as a barrier for blast protection.  

 

 The final phase of program development is the establishment of design parameters.  

Design parameters transform the security requirements into a design agenda, a “to do” list for the 

landscape architect. This step involves an identification of security goals and objectives for each 

user profile and zone. The landscape architect develops site design tasks or agenda to correspond 

to these security requirements. Design parameters guide the execution of design development 

phase. Chapter IV provides a discussion and an example of design parameters.   
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Chapter IV 

 

DESIGN PARAMETERS TO GUIDE DESIGN DEVELOPMENT  
 

4.1 INTRODUCTION 

 

 Programming provides a means of identifying those design and security requirements that 

must be integrated during the site design process. The process establishes security goals and 

objectives to safeguard intended users on the site. The product of programming is a set of design 

parameters that serve as guidelines for the design development phase of site design. These 

parameters transform security requirements into a design agenda. Programming leads to the 

preparation of security goals and objectives, a design agenda, and surveillance and barrier plans. 

Matrices and overlays such as the ones shown in chapter 4 are useful tools to guide the 

development of design parameters. 

 

4.2 SECURITY GOALS AND OBJECTIVES 

 

 The first step is to identify the aims (goals) and tasks (objectives) of security for each 

user group in every one of the zones that the user encounters. Goals identify the overall aim or 

intent of the security effort in each particular zone. For example, preliminary entry screening of 

visitors arriving by vehicle and vehicle control may be deemed as necessary goals in order to 

detect and respond to potential threats. Objectives are specific tasks that can be measured in 

order to ascertain the satisfaction of a security goal. For example, the degree of continuous 

surveillance provided by a site design may be one measurable entity (among others) that can 

indicate how well security is able to conduct preliminary entry screening and vehicle control.  

The identification of security goals and objectives provides a framework to guide designers 

during site design.  
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4.3 DESIGN AGENDA 

 

 The second step is to identify every task the landscape architect must undertake to reach 

the goals and meet the objectives just identified. The landscape architect begins by reviewing the 

security goals and objectives for each user in each zone. These tasks may include a range of site 

design facets, such as the selection, positioning, or construction of a particular design element. 

During this process, the landscape architect evaluates the site layout in order to position design 

elements to complement security. For example, an entrance drive or a walkway can be positioned 

or aligned to ensure continuous surveillance. Another design task may require decisions on 

construction issues, such as grading and hardscape details. For example, a berm may be created 

to channel traffic, or the height of a wall may be manipulated to resolve a surveillance 

requirement. The development of a design agenda provides useful guidelines for the design 

development phase of site design. 

 

4.4 SURVEILLANCE AND BARRIER PLANS 

 

 The final step is to collect all the landscape architecture tasks into a surveillance plan and 

barrier plan. A surveillance plan depicts intended line-of-sight corridors that must be maintained 

in order to ensure effective detection. Barrier plans show the relative location and functions of 

the various barriers to counter risks and to channel users for more effective physical security. 

Plotting the surveillance and barrier plans on separate overlays is a useful way to organize these 

requirements into usable forms. For example, the landscape architect can identify those areas of 

the site where plantings will conflict with surveillance lines of sight. With such information, 

plantings, parking layouts, and other site design elements can be manipulated to improve 

detection. Similarly, the barrier plan overlay allows the landscape architect to identify site design 

options that fulfill barrier requirements. For example, grading may be adjusted or a wall 

positioned to meet a barrier requirement.  

 

A separate surveillance and barrier overlay is prepared for each user group such as 

visitors in vehicles, employees in vehicles, and street pedestrians because each of these users 

present a different set of risks. The security consultant reviews each overlay to ensure it meets 
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the stated security goals and objectives. A composite of all overlays shows the complete 

surveillance plan and barrier plan for the site. The “overlay methodology” in design was 

originated by McHarg as a way to blend program requirements with environmental features. 

(McHarg, 1992)  For example, McHarg advocates the technique to lessen the impact of siting a 

building on the existing terrain and drainage pattern of a site. Similarly, the overlay technique is 

a useful method to reconcile physical security requirements with site design elements. 

 

The development of design parameters is a useful tool to guide the subsequent design 

development process. The integration of design and security helps to fulfill the requirements for 

defense in depth without damage to the site image. 

 

4.5 DESIGN PARAMETER EXAMPLE 

 

 The following presents how to develop design parameters using a hypothetical site as an 

example. The example is based on a set of site users including visitors in vehicles, employees in 

vehicles, very important persons, service providers in vehicles, emergency responders such as 

fire and rescue, special users such as sallyport, utility vehicle, and other site specific users, street 

pedestrians, outdoor space users, and adjacent land users. Each example identifies the security 

goals and objectives and the corresponding design agenda. Preparing a chart similar to the one 

shown for each user group below is a useful way to record the security and design decisions. 

Following each example chart is a brief discussion of design options and an overlay showing 

how surveillance and barrier requirements for the example are satisfied. The surveillance and 

barrier plans for the hypothetical site produced from a composite of all the overlays are shown in 

paragraph 4.6.  
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4.5.1 Design Parameters for Visitors in Vehicles (See parts A, B, and chart 4)  
PART A- DEVELOPING DESIGN AGENDA FOR VISITORS IN VEHICLES 
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PART B - DESIGN OPTIONS FOR VISITORS IN VEHICLES 

 

Approach Zone. The visitor entrance should be outside the blast zone when possible, as shown 

in chart 4. A separate vehicular entrance allows security to be tailored to the particular profile of 

visitors in vehicles, as, for example, visitors in automobiles without prearranged security passes. 

If an unexpected or suspicious vehicle such as a large truck were to enter the zone, security 

would respond to the perceived threat. If the risk warrants, an overhead barrier can limit the 

height of authorized vehicles that can enter the zone. Moderate control (M) is achieved by 

continuous surveillance. If the zone is within the blast zone or the risk warrants, vehicle barriers 

such as deep curbs, road alignment, berms, ditches, or other obstacles can channel traffic or limit 

access of a vehicle into the blast zone. Offsetting the entrance and directing traffic away from the 

building are examples of road alignment techniques to increase security. Depending on the risk 

assessment, interface point #1 may be configured as a fixed security post, a gate, or an alert 

mechanism associated with a rapid response route from a nearby security post. The lighting level 

permits security guards to detect the presence of vehicles or pedestrians in the zone by visual or 

electronic means. 

 

Dropoff Zone. The ADA dropoff zone should be positioned near the facility for user 

convenience. The zone includes the dropoff area and ADA parking. Both should be outside the 

blast zone when possible and/or separated from vulnerable facility elements by a blast resistant 

barrier such as a wall, berm, a lower risk building, or another horizontal or vertical plane. The 

protected building’s perimeter wall(s) can be blast-hardened as an alternative or supplemental 

security measure. Because of its proximity to the protected facility, the zone is a high-control (H) 

area. Control is achieved by continuous surveillance, vehicle barriers to deny access into the 

blast zone, or a blast-resistant barrier if sited within the blast zone. Surveillance is achieved by 

positioning of the ADA parking spaces near interface point #2. Control at interface point #2 may 

be achieved by a fixed security post or visual or electronic surveillance associated with a rapid 

response route from a nearby security post. Vehicle barriers for this function may consist of deep 

curbs with an ADA curb ramp, bollards, or antiram walls or fences placed in the intercept zone. 

Direct linkage to the walkway zone should be provided through the barriers, but without 

permitting vehicular passage. This can be accomplished by walkway spacing, bollards, planters, 
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or other similar vertical obstacles. The blast-resistant barrier may be provided as a free-standing 

wall or as a blast-resistant façade of the protected building. Lighting of the spaces should permit 

the detection and monitoring of vehicles and pedestrians in the zone by visual or electronic 

means.  

 

Parking Zone. Visitor parking may be provided as surface or structure parking (aboveground or 

underground). Surface and aboveground spaces should ideally be outside the blast zone and/or 

separated from vulnerable facility elements by a blast-resistant barrier such as a wall, berm, a 

lower-risk building, or another vertical surface. The protected building’s perimeter wall(s) can be 

blast-hardened as an alternative or supplemental security measure. If parking is under a protected 

building, a blast-resistant barrier should partition the parking zone from the protected area. Low 

control (L) of visitor parking is achieved by positioning and by designing surface parking to 

allow natural surveillance. This requires consideration of parking aisle placement, alignment, 

plant selection, and plant placement. Control at interface point #3 may be achieved by a fixed 

security post, by roving patrol, or by a rapid response route from a nearby security post. 

Response routes may be surface or underground. Low control of structure parking is achieved by 

designs that allow visibility into the structures by visual and/or electronic means. Depending on 

the risk assessment and positioning, a people barrier and/or vehicle barrier may be necessary to 

control ingress into a parking zone. Surface and structure parking should be sited and designed 

for rapid response by security guards. Lighting of the spaces should permit the detection and 

monitoring of vehicles and pedestrians by visual or electronic means. 

 

Intercept Zone. The intercept zone serves as a high control (H) area for intermediate screening. 

Offset placement of the zone allows interception of risks before they jeopardize the building. The 

remote location permits design to restore a sense of openness along the walkway to the building. 

Ideally, the zone is positioned at least at the edge of the blast zone. The zone is linear, consisting 

of vehicle and people barriers that deny access except at an authorized entry point(s). One barrier 

may serve as both a people and vehicle obstacle, depending on its physical characteristics. 

Vehicle barriers may consist of an antiram wall or fence, berm, ditch, or other obstacle capable 

of denying vehicular access into the blast zone. People barriers may consist of an anti-climb wall 

or fence, ditch, or another obstacle that will deny foot passage. A clear space along each side of 
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the barrier(s) allows continuous surveillance to detect efforts to bypass or defeat the barrier. For 

visitors, the intercept zone includes an enclosed entry point to channel users to interface point #4. 

Visitors attempting to enter through interface point #2 will be intercepted. The zone is positioned 

for continuous surveillance by security using visual or electronic means. Control at the interface 

point can be achieved by a fixed security post or by a rapid response route from a nearby security 

post. The lighting level should be sufficient to allow facial recognition for security screening and 

evidence collection and to allow detection of suspicious elements such as an unexpected or 

unauthorized package, camera, or other prohibited objects. The enclosed entry point can be 

configured as a design amenity or element such as a pavilion or plaza. 

 

Walkway Zone. The walkway zone is a linkage between the intercept and building entrance 

zones. It includes an ADA-accessible walkway and stopping points along the route, such as 

seating areas. An ADA ramp maybe required along the walkway and/or at the building entrance, 

depending on the topography. Such ramps should deny vehicle access. This can be accomplished 

by right-angle alignment of the ramp, the use of reinforced cheek walls to narrow the ramp 

width, or the use of vertical obstacles along the ramp. Such design should not create unnecessary 

difficulty or danger to the ADA users. The walkway should provide a direct route without the 

need or opportunity for detour. The walkway should be well defined to channel users along the 

intended path. Moderate control (M) is achieved by a continuous surveillance corridor and/or 

people barrier. An expansive clear space and/or people barrier can be used to contain screened 

users to the walkway zone and to prevent nonscreened users from entering the zone. Such clear 

space should be of sufficient depth to allow security to detect attempted passage. People barriers 

for this function include planting beds, low hedges, a low wall or retaining wall, or other 

elements that delay foot movement. Depending on the site layout and the risk, people barriers 

may be on one or both sides of the walkway. Clear space along the walkway enhances safety of 

users and security surveillance by preventing hiding opportunities. Interface point #5 extends the 

length of the walkway. Continuous surveillance allows passive monitoring of users and response 

to suspicious activity or persons. Lighting should be sufficient for user safety and image 

detection by security guards.  
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Building Entrance Zone. The entrance zone is a high control (H) area in which positive access 

control is achieved by continuous surveillance and barriers. Visitors are channeled to control 

their direction and speed of movement to interface point #6 using people barriers. The entrance 

zone includes designated stopping points such as seating, but such points should be within the 

continuous surveillance corridor. Examples of people barriers for this zone include planters, low 

walls, sculptures, or other vertical obstacles. Vehicle barriers extend around the zone’s perimeter 

to deny forced entry by vehicle. Examples of vehicle barriers for this function include retaining 

walls, steps, ramps, elevated plazas, or other vertical obstacles. Depending on the selection, 

vehicle barriers can double as people barriers. Control of interface point #6 can be achieved by a 

fixed security post, access control mechanisms such as locks and doors, and interior access 

control devices. The lighting level should allow facial recognition for access control and 

evidence collection and to allow the detection of suspicious or prohibited objects. 
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CHART 4 – SURVEILLANCE AND BARRIER PLANS FOR VISITORS IN VEHICLES 
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4.5.2 Design Parameters for Employees in Vehicles (See parts A, B, and chart 5) 
 

PART A - DEVELOPING DESIGN AGENDA FOR EMPLOYEES IN VEHICLES 
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PART B - DESIGN OPTIONS FOR EMPLOYEES IN VEHICLES 
 

Approach Zone. The employee entrance should be outside the blast zone when possible, as 

shown in shown in chart 5. A separate vehicular entrance allows security to be tailored to the 

particular profile of employees in vehicles, as, for example automobiles with prearranged 

security passes and/or access to magnetic card operated gates. The zone may be operational only 

during shift change periods and between shifts by prearrangement. If the risk warrants, an 

overhead barrier can limit the height of authorized vehicles that enter the zone. Moderate control 

(M) is achieved by continuous surveillance. Depending on the number of employees, such 

surveillance may allow visual recognition of employees during their approach. If the zone is 

within the blast zone or the risk warrants, design options are similar to those discussed for the 

visitor approach zone. Provisions should be made for safe movement to and from the street and 

sufficient space for stacking of cars awaiting entry and exit. Depending on the risk assessment, 

interface point #1 may be configured as a fixed security post or a gate, and it may be associated 

with a rapid response route from a nearby security post. The lighting level is similar to that for 

the visitor approach zone. 

 

Parking Zone. Employee parking may be provided as surface or structure parking. Design 

options for placement are similar to the visitor parking zone. Moderate control (M) is achieved 

by positioning and the use of people barriers to delay access by intruders. Examples of people 

barriers for this function include dense medium-height hedges, a wall, fence, and other vertical 

obstacles to at least delay passage by intruders. Natural surveillance requires similar 

considerations as visitor parking. Control at interface point #2 may be achieved by roving patrol 

or associated with a rapid response route from a nearby security post. The lighting level is 

similar to that for the visitor parking zone. 

 

Intercept Zone. The intercept zone is a high control (H) area that denies vehicular and foot 

access into the blast zone. The options for the barriers are similar to those identified for the 

visitor’s intercept zone. Ideally, the zone is positioned at least at the edge of the blast zone. 

Requirements for clear space and surveillance are similar to the visitor intercept zone. 
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Employees transit the intercept zone at an entry point separate from visitors to avoid infiltration. 

Rather than entering an enclosed entry point like visitors, employees may enter directly into the 

walkway zone. The lighting level is sufficient to allow facial recognition for security screening 

and evidence collection and to allow detection of suspicious elements such as unauthorized or 

prohibited objects. 

 

Walkway Zone. The walkway is a moderate control (M) zone that provides a direct route to the 

building entrance. Employee walkway zones may also be used to link workspaces at 

multibuilding facilities. Moderate control (M) is achieved by a continuous surveillance corridor 

and a people barrier. An expansive clear space and/or or people barriers are used to contain 

employees to the walkway zone and to authorized stopping points and to prevent unauthorized 

users from entering these spaces. People barriers for this function include dense medium-height 

hedges, a wall, a fence,  or other vertical obstacles to at least delay passage by intruders. Clear 

space along the walkway provides safety for users and security surveillance by preventing hiding 

opportunities. Continuous surveillance allows passive screening of employees and response to 

suspicious activity or persons. Lighting should provide for user safety and for visual recognition 

by security.  

 

Building Entrance Zone. The entrance zone is a high control (H) area in which positive access 

control is achieved by continuous surveillance and people barriers. Employees are channeled 

through a separate entrance using people barriers such as planters, low walls, or other vertical 

elements. Control of interface point #3 can be achieved by a fixed security post, access control 

mechanisms such as locks and doors, and interior access control devices. Lighting requirements 

are similar to those for the visitor entrance zone. 
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CHART 5 – SURVEILLANCE AND BARRIER PLANS 
FOR EMPLOYEES IN VEHICLES 
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4.5.3 Design Parameters for Very Important Persons (VIPS) in Vehicles (See parts A, B, 

and chart 6) 

 

PART A – DEVELOPING DESIGN AGENDA FOR VIPS IN VEHICLES 
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PART B - DESIGN OPTIONS FOR VIPS IN VEHICLES 

 

Approach Zone. The VIP entrance should be separate from other vehicular circulation to reduce 

the opportunity for infiltration by unauthorized users. VIPs will be in automobiles with 

prearranged security passes and/or access to magnetic card operated gates. High control (H) is 

achieved by continuous surveillance and a gate. Interface point #1 may be configured as a fixed 

security post or a gate, and IT may be associated with a rapid response route from a nearby 

security post. The lighting level should be sufficient for facial recognition for access control. 

 

Parking Zone. VIP parking may be provided as surface or structure parking. The parking should 

be placed near the facility for expeditious routing to interior spaces, as shown in chart 6. High 

control (H) is achieved by the use of continuous surveillance and people and vehicle barriers to 

deny access by intruders. Such barriers may consist of anticlimb, antiram walls or fences or by 

other vertical obstacles that prevent covert or forced entry by person or vehicle. Continuous 

surveillance requires consideration of parking aisle placement and alignment and avoidance of 

all obstructions to lines of sight. The lighting level is similar to that used for the visitor parking 

zone. 

 

Walkway Zone. The walkway is a high control (H) zone that provides a direct route to the 

building entrance. Control is achieved by a continuous surveillance corridor and a people barrier. 

People barriers are used to deny entrance to unauthorized users. People barriers for this zone are 

similar to those described for the parking zone above. Continuous surveillance allows 

identification and monitoring of VIPs enroute to the building. This can be accomplished by a 

fixed security post and/or a closed-circuit television. Lighting should provide for user safety and 

user identification by security guards.  

 

Building Entrance Zone. The entrance zone is a high control (H) area in which positive access 

control is achieved by continuous surveillance and people barriers. VIPs are channeled through a 

separate entrance using people barriers such as planters, low walls, or other vertical elements. 

Control of interface point #2 can be achieved by a fixed security post, access control mechanisms 



 44

such as locks and doors, and interior access control devices. Lighting requirements are similar to 

those for the visitor entrance zone. The VIP entrance may be linked to secure interior corridors. 
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CHART 6 – SURVEILLANCE AND BARRIER PLANS 

FOR VERY IMPORTANT PERSONS (VIPS) IN VEHICLES 
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4.5.4 Design Parameters for Service Providers in Vehicles (See parts A, B, and chart 7) 
 
 

PART A - DEVELOPING DESIGN AGENDA  

FOR SERVICE PROVIDERS IN VEHICLES 
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PART B - DESIGN OPTIONS FOR SERVICE PROVIDERS IN VEHICLES 

 

Street Zone. The street zone fronting the service entrance presents a facility risk and a traffic 

hazard. Trucks comprise a significant risk due to their ability to carry large amounts of 

explosives. Truck traffic can also endanger pedestrians and street traffic. Since it is a public 

right-of way, control is normally limited to low control (L) achieved by natural surveillance. If 

the risk warrants and is approved by local agencies, medium control can be achieved by 

restricting parking in the vicinity of the service zone. Modifications to the street may be required 

to enhance traffic safety. Examples of such provisions include left-turn lanes, speed control, 

ample driver line of sight for entry and exit, and offset of the entrance from the street intersection 

for safety. Coordination is effected with local public agencies to achieve a lighting level 

sufficient to detect the presence of vehicles or pedestrians in the zone by visual or electronic 

means. 

 

Approach Zone. The service entrance should be designed with stacking and maneuvering space 

sufficient to accommodate the number and size of vehicles. A vehicle turn-around or waiting 

area may be included for service vehicles denied entry or awaiting entry approval. The entrance 

should be outside the blast zone when possible. A separate service entrance allows security to be 

tailored to a particular user profile, e.g., users in vans or trucks. High control (H) is achieved by 

continuous surveillance, vehicle barriers, and procedural measures such as scheduled delivery. 

Vehicle barriers for this function can include curb depth, road alignment to slow speed and 

channel traffic, anti-ram walls or fences, berms or ditches, or obstacles to deny forced entry to 

the building. Depending on the risk assessment, interface point #1 may be configured as a fixed 

security post or a gate and it may be associated with a rapid response route from a nearby 

security post. The lighting level is similar to that used for the visitor approach zone. 

 

Parking Zone. Service parking may be provided as surface or internal bays. Ideally the zone is 

outside the blast zone. High control (H) is achieved by positioning of the zone and the use of 

vehicle and people barriers to deny access to intruders. When the risk warrants and space 

permits, the zone may be positioned at a remote area of the site or at a site separate from the 

protected facility. Depending on the positioning, vehicle barriers may include antiram walls or 
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fences, berms or ditches, or other such obstacles to vehicle traffic. People barriers include 

anticlimb fences or walls to deny access to unauthorized persons in order to prevent property 

crimes such as vandalism, sabotage, or property theft. Depending on the selection, barriers may 

deny access to vehicles and people. When the zone is within the blast zone, the facility should be 

protected by a free-standing, façade, and/or an internal blast-resistant barrier. The parking zone 

should have sufficient space for turning, backing, and temporary parking. Continuous 

surveillance allows passive monitoring of users and response to suspicious persons or activities. 

Interface point #2 may be a fixed security post and/or a roving patrol. The lighting level should 

permit the image detection by visual or electronic means. 

 

Building Entrance Zone. The entrance zone is a high control (H) area requiring access control 

and includes the loading area and the entrance to the protected facility. Control is achieved by 

continuous surveillance, people barriers and/or the use of a separate service building. Control of 

interface point #3 can be achieved by a fixed security post, access control mechanisms such as 

locks and doors, and interior access control devices. The lighting level should be sufficient for 

user identification and evidence collection.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 50

CHART 7 – SURVEILLANCE AND BARRIER PLANS  

FOR SERVICE PROVIDERS IN VEHICLES 
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4.5.5 Design Parameters for Emergency Responders in Vehicles (See parts A, B, and chart 

8) 

 

PART A – DEVELOPING DESIGN AGENDA  

FOR EMERGENCY RESPONDERS IN VEHICLES 
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PART B - DESIGN OPTIONS FOR EMERGENCY RESPONDERS IN VEHICLES 

 

Approach Zone. The emergency responder entrance should afford expeditious access to the 

building. The entrance may coincide with other entrances such as the visitor entrance as 

long as access can be granted rapidly. Low control (L) depends on continuous surveillance and 

procedural measures such as visual recognition of emergency vehicle markings, sirens, flashing 

lights, and other warning signals. Verification of the presence of an emergency situation allows 

security guards to confirm and anticipate an emergency response. Low control allows for 

expeditious movement to the emergency area of the facility. If the risk warrants, stationing a 

temporary guard in the approach zone can achieve a moderate level (M) of control. During an 

emergency, security guards may deny entrance to all but emergency responders to avoid the 

potential for intruders to infiltrate during the chaos. The lighting level for the approach zone 

coincides with the respective entrance. If a separate emergency responder entrance is established, 

the lighting level should allow user identification. In both cases, the approach zone should be 

equipped with emergency backup lighting.  

 

Emergency Zone. The emergency zone consists of avenues of approach that allow vehicular 

passage by emergency responders. It also includes provisions for evacuation routes for facility 

users. Routes for emergency responders should be designated for each major entrance. Access to 

the route requires high control (H) since such access permits movement within the blast zone. 

High control is achieved by continuous surveillance and vehicle barriers that deny access to 

unauthorized users. Such barriers must be active or removable to allow access to emergency 

responders when required. Examples of active barriers include hydraulic bollards, gates, or other 

movable obstacles. Active (and passive) barriers are discussed in appendix B. Depending on the 

availability of security forces, control can also be achieved by escorting emergency responders 

within the blast zone. Evacuation routes should allow rapid, safe passage of facility users away 

from the area of the emergency. Such routes should not interfere with the emergency responder 

routes.  

 

Building Entrance Zone. The entrance zone is a high control (H) area requiring access control. 

Provisions should allow for emergency egress and for security that denies ingress of 
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unauthorized persons. Control at interface point #2 (several may be designated) can be achieved 

by continuous surveillance, separate building entrances reserved for emergency responders, 

temporarily stationed security guards, and/or people barriers such as emergency doors or gates. 

The lighting level should be sufficient for user identification and evidence collection.  
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CHART 8 – SURVEILLANCE AND BARRIER PLANS 
FOR EMERGENCY RESPONDERS 
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4.5.6 Design Parameters for Special Users (See parts A, B, and chart 9) 
 

PART A – DEVELOPING DESIGN AGENDA FOR SPECIAL USERS 
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PART B - DESIGN OPTIONS FOR SPECIAL USERS 

 

Approach Zone. The special user entrance should be designed with maneuvering space 

sufficient to accommodate the number and size of special users. A separate entrance allows 

security to be tailored to a particular user profile, e.g., users with prearranged security passes 

and/or access to magnetic card operated gates. Moderate control (M) is achieved by continuous 

surveillance, vehicle barriers, and procedural measures such as scheduled entrance. Vehicle 

barriers for this function can include deep curbs, road alignment to slow speed and channel 

traffic, antiram walls or fences, berms or ditches, or other obstacles to delay forced vehicle entry 

to the building. Depending on the risk assessment, interface point #1 may be configured as a 

fixed security post or a gate and it may be associated with a rapid response route from a nearby 

security post. The lighting level is similar to that for the visitor approach zone. 

 

Parking Zone. Special user parking may be provided as surface or internal bays. High control 

(H) is achieved by the use of vehicle and people barriers to deny access to intruders. Depending 

on the positioning, vehicle barriers may include antiram walls or fences, berms or ditches, or 

other such obstacles to vehicle traffic. An active vehicle barrier allows access to authorized users 

only. People barriers include anticlimb fences or walls to deny access to all unauthorized persons 

to prevent property crimes such as vandalism, sabotage, or property theft. Depending on the 

selection, these barriers may also deny access to vehicles. The parking zone should have 

sufficient space for turning, backing, and parking. For facilities that have requirements for a 

sallyport to transfer high-risk prisoners, the sallyport itself may comprise a special user zone. A 

sallyport is a controlled entrance for high-risk activities such as the loading and unloading of 

prisoners. Continuous surveillance allows passive monitoring of users and response to suspicious 

persons or activities. Control at interface point #2 may be achieved by a fixed security post 

and/or by roving patrol. The lighting level should permit the image detection by visual or 

electronic means. 

 

Building Entrance Zone. The entrance zone is a high control (H) area requiring access control. 

This is achieved by continuous surveillance and people barriers. Control of interface point #3 can 

be achieved by a fixed or temporary security post, access control mechanisms such as locks and 
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doors, and/or interior access control devices. The lighting level should be sufficient for user 

identification and evidence collection.  
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CHART 9 – SURVEILLANCE AND BARRIER PLANS FOR SPECIAL USERS 
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4.5.7 Design Parameters for Street Pedestrian Users (See parts A, B, and chart 10) 

 

PART A – DEVELOPING DESIGN AGENDA FOR STREET PEDESTRIAN USERS 
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PART B - DESIGN OPTIONS FOR STREET PEDESTRIAN USERS 

 

Street Zone. Events in the street zone that may serve as early warning can occur on the street 

and public sidewalk. The zone may have low or moderate control, depending on the risk. For low 

control (L) facilities, natural surveillance is used to detect suspicious activity such as an illegally 

parked vehicle. Security guards can respond to perceived threats in the street zone (interface 

point #1). For moderate control, natural or continuous surveillance and restrictions on activities 

that increase risk, such as street parking, vehicle stopping, loitering, mass transit terminals, street 

vendors, and other such activities may suffice. Such restrictions require coordination with local 

agencies.  

 

Approach Zone. Street pedestrian users include a mix of people such as visitors, tourists, 

employees, or other persons arriving at the facility on foot. These users are channeled from the 

street zone into the approach zone using people barriers. These include planting beds, low walls 

or fences, planted berms or ditches, and other obstacles that will delay foot passage. People 

barriers and continuous surveillance provide moderate (M) control. Depending on the risk 

assessment, interface point #2 may be configured as a fixed security post, roving security, a gate, 

or association with a rapid response route from a nearby security post. The lighting level permits 

security guards to detect the presence of vehicles or pedestrians in the zone by visual or 

electronic means. 

 

Intercept Zone. The intercept zone serves as a high control (H) area for intermediate screening. 

The function and design of this zone is similar to that discussed for the visitor’s in vehicle 

intercept zone. Interface point #3 may be configured as a change in elevation or a channeled path 

with right-angle turns or curves. These options can also be combined with vehicle barriers to 

deny vehicular access.  

 

Walkway Zone. The walkway zone is a linkage between the intercept and building entrance 

zones. The moderate control (M) zone includes the walkway and stopping points along the route 

such as seating areas. The function and design of the walkway zone are similar to visitors’ 

walkway zone, and is controlled at intercept point #4. 
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Building Entrance Zone. The entrance zone is a high control (H) area in which access control is 

achieved by continuous surveillance and barriers. Control is exercised from interface point #5 by 

a fixed security post, doors, and other security measures. At the entrance zone, users may be 

segregated according to user profile for building entry, for example, visitors and employees. A 

designated entrance may be assigned to correspond with the entry requirements of the user 

profile. Other design considerations for this zone are similar to those discussed for the visitor 

arriving by vehicle. 
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CHART 10 – SURVEILLANCE AND BARRIER PLANS 
FOR STREET PEDESTRIAN USERS 
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4.5.8 Design Parameters for Outdoor Space Users (See parts A, B, and chart 11) 

 

PART A – DEVELOPING DESIGN AGENDA FOR OUTDOOR SPACE USERS 
 

 
 
 
PART B - DESIGN OPTIONS FOR OUTDOOR SPACE USERS 

 

Building Entrance Zone. Outdoor space uses include a variety of social spaces that may serve 

as a facility amenity. Examples include sitting, eating, smoking, and other gathering spaces not 

included as part of a walkway zone. Interface point #1 at the entrance zone is a high control (H) 

point requiring access control. This is achieved by continuous surveillance and people barriers. 

Continuous surveillance can be achieved using electronic means. People barriers consist of an 

anticlimb wall or fence with an access-controlled gate to allow for emergency evacuation. The 

lighting level should be sufficient for image detection.  
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CHART 11 – SURVEILLANCE AND BARRIER PLANS 

FOR OUTDOOR SPACE USERS 
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4.5.9 Design Parameters for Adjacent Land Users (See parts A, B, and chart 12) 

 

PART A – DEVELOPING DESIGN AGENDA FOR ADJACENT LAND USERS 
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PART B - DESIGN OPTIONS FOR ADJACENT LAND USERS 

 

Street Zone. Adjacent land users may have a variety of activities that can endanger the facility. 

Examples include land uses that promote trucking, sites that provide maneuvering space for 

high- speed approaches such as perpendicular drives or loading docks, wide streets without 

medians, streets with adjacent dropoff lanes such as bus stops, adjacent open spaces that allow 

vehicle maneuvering or hiding opportunities, vantage points for observation or stand-off attack 

by criminals or terrorists such as public-accessible multilevel rooftops or parking garages, and 

other possible risk generators. The street zone is a low (L) or moderate (M) control zone 

depending on the risk. Control is achieved by natural surveillance and vehicle barriers. In some 

cases, control can be achieved by relocating or removing a risk (such as a bus stop) to a more 

favorable site. Vehicle barriers for control include elevated or deep curb medians, street planters, 

bollards, trees, light standards, reinforced benches, or other obstacles that can of delay high- 

speed vehicular access from the street. Coordination is effected with local agencies for use of 

vehicle barriers and to ensure the lighting level is sufficient for image detection.  

 

Intercept Zone. The intercept zone protects the facility from offsite land uses that may provide 

vantage points for criminals or terrorists. High control is achieved by vehicle barriers, screening 

barriers, and/or blast resistance barriers such as blast-hardened walls or free-standing blast walls. 

Screening barriers may consist of walls, fences, tall shrubs or trees, lower-risk buildings, or other 

obstructions to the line of sight from potential offsite vantage points. Blast-resistant barriers are 

used to mitigate vulnerability to blast when the street, street parking, open spaces, or other 

uncontrolled spaces fall within the blast zone.  
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CHART 12 – SURVEILLANCE AND BARRIER PLANS 

FOR ADJACENT LAND USERS 
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4.6 IMPORTANCE OF SURVEILLANCE PLAN AND BARRIER PLAN  
 
 This thesis proposed that there are two elements that are fundamental to the prudent 

integration of security and design. These are the surveillance plan and the barrier plan. These 

documents occur as end products of the program phase of site planning and design. Created by 

the landscape architect, each plan is a composite overlay showing key design agenda produced 

for all user zones that is necessary for effective integration. The security consultant reviews these 

documents and identifies gaps in coverage. After the design team accepts these plans, the 

security consultant uses the information to determine equipment and personnel requirements. 

The landscape architect uses the graphic plans to guide design development. For example, areas 

where plantings will be restricted by surveillance requirements are readily identifiable on the 

surveillance plan. Similarly, the landscape architect uses the barrier plan to determine the need 

for and placement of walls and fences and grading to create berms as well as other ways to meet 

barrier requirements. Engineers study the barrier overlay to identify the plans’ impact on 

structural building requirements. For example, coordination between the engineer and landscape 

architect for a freestanding wall may lessen the structural hardening of the building. While these 

plans provide vital information, they do not mandate design. Rather, they are guide the 

development of secure and desirable site designs. An activity area or a linkage may be modified 

during design development to improve either a security or design function. For example, an 

entrance drive may be shifted to better meet a surveillance requirement; at the same time a route 

may be found that also makes the site more welcoming. Such changes must always comply with 

the security goals and objectives of the zone. 

 

The composite surveillance and barriers plans for the site example are shown in charts 13 

and 14. 
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CHART 13 – SURVEILLANCE PLAN FOR EXAMPLE SITE 

 
 
 
 
 
 
 
 



 70

CHART 14 – BARRIER PLAN FOR EXAMPLE SITE 
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4.7 APPLICATION OF DESIGN PARAMETERS 
 
 This section provides a proposed schematic site design that demonstrates the concept of 

design parameters proposed by this thesis. Chart 15 is one design solution to fulfill the security 

goals and objectives identified for the example site used in preceding discussion. Although the 

example is hypothetical, it addresses issues that are frequently encountered in antiterrorism 

planning. 

 

 For this problem, the design is a new project in a typical urban grid setting. The client’s 

needs require safeguard to protect intended users from risks associated with terrorists. The 

intended users include visitors who will be arriving by vehicles and on foot. Provisions for 

employee and very important person parking are required, as well as service accommodations. 

The topography will require grading to achieve accessibility for disabled users. In this situation, 

the architect and landscape architect sited the 4-story building to take advantage of grading, 

parking, and other planning concerns. The client desires sufficient outdoor space for employees’ 

leisure and recreation. The client accepts security posts, but desires to minimize the number and 

signature of such elements.   

 

  The design team followed the design process described in this thesis. Chart 2 

represents the activity and linkage functions identified by the landscape architect.  Chart 3 

depicts the design program audit that responds to this case. Chart 15 incorporates the 

surveillance and barrier plan produced by the design agenda in paragraph 4.6. The design 

solution for each user zone follows the chart, along with photographs to convey the design intent. 

In the solutions, security requirements do not dictate design nor do they impose a fortress 

appearance. Rather, the integration of security and design allows the development of a secure 

and socially acceptable site. Similar results are achievable by using the programming process 

described in this thesis.  
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CHART 15 – SCHEMATIC DESIGN FOR EXAMPLE SITE 
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4.7.1 Design Solution for Visitors in Vehicles 

 

Approach Zone. The design agenda for this zone stated the requirement for vehicular control of 

visitors entering the site. Key agenda were to prevent a high-speed vehicular assault, slow traffic, 

and allow continuous surveillance. A point of interface between visitors and security should be 

established in the zone. Using this guidance, the scheme for the approach zone evolved as 

follows. 

 
 Visitors proceed through a traffic circle that pleasingly slows their speed, routes them 

past a nearby security post, and directs them to an offset parking area. Deep curbs and berms 

flank the roadway to subtly keep visitors in vehicles outside the blast zone. Figure 4 illustrates a 

similar deep curb. The ramp providing ADA access doubles as a vehicular barrier. Disabled 

users have the convenience of close-in parking and dropoff amenities without jeopardizing site 

security.  

 
 High-branched trees were placed to provide design interest without interfering with line 

of sight in the zone. Landscaping in the medians and other spaces in the zone are to be planted 

with ground cover or grass. (These are not shown due to the scale of the drawing.) The security 

post is positioned near the approach zone to allow visual screening and rapid response when 

interception is deemed necessary. The post’s offset placement, however, reduces the security 

signature. Site image is further maintained by integrating the security post in an architectural 

element such as the one shown in figure 5. A temporary intercept point is provided for use when 

threat conditions warrant. In such situations, space is provided for guards to stop and inspect a 

vehicle. The traffic circle affords space for waiting vehicles and turn-around opportunity during 

these times.  

 
The above design evolved from the design agenda that manifested during the planning 

process of the design team. The functions of the rectangular approach zone formulated during 

planning were subsumed into a traffic circle configuration without a compromise of security. The 

design adapted landscape elements to meet the design agenda in a user–friendly environment.  
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Figure 4 – Deep Curb 

 
Figure 5 – Architectural Security Post Facade 
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Parking Zone. The visitor parking zone is positioned outside the blast zone as depicted in the 

development of the design agenda. Ninety-degree angled parking stalls are oriented for optimum 

surveillance along the travel lanes of the zone. This perspective allows visual surveillance of 

vehicular and pedestrian movement in the travel lanes from the security post. Parking medians 

were positioned to break up the expansiveness of the parking area, to provide opportunity for 

high-branched shade trees, and to afford an opportunity for CCTV points to augment visual 

surveillance of the more distant parking areas. The parking layout provides for easy detection 

and response by roving security guards. In this example, an assumed low crime rate did not 

warrant enclosing the zone with a people barrier. 

 
Visitors walk to a central pedestrian walkway leading to the building entrance. 

The walkway and landscaping is designed to allow passive monitoring of the visitors throughout 

this journey. Visitors are isolated from other users in a pleasing but effective manner using 

landscape design.  

.  

Intercept Zone. The primary design agenda for the intercept zone are to deny vehicular access 

into the blast zone and to afford an intercept point for remote screening of visitors walking to the 

building entrance. A stormwater management (SWM) element and a deep curb along the edge of 

the employee parking zone fulfill the vehicular barrier requirement in a subtle but effective 

manner. Figure 6 illustrates an example of the SWM element envisioned for this site. These same 

discourage passage by visitors departing the parking zone on foot and encourage the use of the 

pleasing walkways leading through the intercept zone. Attempts to bypass the intercept zone will 

be detected by CCTV and/or visual surveillance from the security post. As visitors near the 

security post, they are channeled by low walls such as shown those shown in figure 7, allowing 

close-in screening by guards. The security post is enclosed in one-way glass to further reduce the 

security signature.  
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Figure 6 – Stormwater Management Barrier 

 
Figure 7 – Barrier Walls 
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Walkway Zone. The walkway zone channels visitors from the parking zone to the building 

entrance without opportunity for infiltration by other users. A broad planting bed about 50 feet in 

width flanks an open walkway corridor. This planting bed consists of small low-branched trees, 

dense plantings of woody shrubs, vine-type ground covers, and a backdrop of high-branched 

trees. As shown in figure 8, this design produces a visually pleasing scene that enhances the 

arrival experience of visitors. Seating areas offer additional welcoming amenities. Low plantings 

along the building façade, such as those suggested in figure 9, prevent hiding places or 

surveillance obstructions. 

 
 

 
Figure 8 – Planting Bed Barriers 
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The dense planting bed presents a barrier that is undesirable to foot passage. A band of 

gravel similar to that shown in figure 10 is placed in the bed to reinforce the barrier. The audible 

signature of movement through this gravel will alert guards. This planting bed composition 

adequately contains users to the authorized zone and delays infiltration by unauthorized users. A 

clear corridor is maintained along the walkway zone to facilitate the safety of users and 

continuous surveillance. The walkway and seating areas are strategically aligned with the 

security post and CCTV coverage for easy surveillance. A guarded, direct route allows rapid 

response of security forces from interior security posts.   

 

 
Figure 9 – Planting for Line of Sight 

 
Figure 10 – Band of Gravel 
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Building Entrance Zone. Access control is the primary security function of the building 

entrance zone.  This is achieved by continuous surveillance, slow approach, and barriers to 

forced entry.  

 
 The design example employs elevated surfaces as barriers and channeling devices. The 

steps and ramp leading to the elevated terrace form the perimeter of the zone. The low antiram 

wall surrounding the fountain presents an obstacle to a high-speed approach. The fountain 

channels visitors while affording an attractive visual and audible amenity. Figure 11 illustrates a 

typical fountain structure.  

 

 
Figure 11 – Fountain Structure 

 

4.7.2 Design Solution for Employees in Vehicles 

 

Approach Zone. The design agenda for this zone require smooth controlled access for routine 

use by employees. In this design, an extended approach zone is provided to accommodate 

vehicle stacking. While employees pause to engage the card-activated gate arm, security guards 

have the opportunity for visual recognition from the nearby post. CCTV along the approach zone 

affords early warning and rapid response to perceived threats or suspicious vehicles.  
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Intercept Zone. The intent of the intercept zone is to deny vehicular access into the blast zone 

and to afford an intercept point screening of employees. The design places the intercept zone 

prior to the parking zone. Although this layout is different from the functional plan derived 

during the planning process, the design agenda elements are accomplished. Employees progress 

through passive screening by CCTV in the approach zone. The point of intercept occurs as 

employees pause to activate the gate arm that controls access to the parking zone. This 

arrangement allows security guards to conduct visual recognition from the nearby post and to 

interrupt employee movement only when required. The gate arm and deep curb deny employees 

access into the blast zone prior to screening. 

 

Parking Zone. The design agenda for this zone requires isolation of users, barriers to prevent 

vehicular penetration into the blast zone, and provisions for rapid security response. An antiram 

fence similar to figure 12 encloses the zone and doubles as a vehicle and people barrier. Since 

the parking zone is within the blast zone, 5-foot high wall is used to mitigate effects should a 

bomb be detonated in an employee’s car. Added blast protection results from the vertical barrier 

in the approach zone that denies access to van and trucks that can carry large explosives. A turn-

around is provided for vehicles exceeding the height limit. 

 
Figure 12 – Antiram Fence 
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Walkway Zone. Employees are channeled to a separate entrance that is isolated from other 

users. CCTV outside the building entrance allows security guards to confirm an employee by 

visual recognition without disrupting their daily routine.   

 
Building Entrance Zone. Access control is the primary security function of the building 

entrance zone.  This design achieves this agenda by allowing continuous surveillance and by 

using card-activated doors. 

 

 
 

4.7.3 Design Solution for Very Important Persons in Vehicles 

 

Approach Zone. Design agenda for this zone specify a separate entrance, access control, and 

expeditious screening. In this design, the approach zone is shared with employees. This 

alternative meets the security requirements implied by a separate entrance using a defense layer 

consisting of a warning sign, CCTV, and a vertical barrier. The warning sign identifies the 

entrance as restricted access. Guards use CCTV to confirm the identity of VIPs in the approach 

zone and to monitor their movement to ensure their safety. The vertical barrier limits the size of 

authorized vehicles that can physically enter the zone. This final section of the approach zone 

segregates employees from VIPs prior to entry into the parking zone. 

 
Parking Zone. The design agenda for this zone requires isolation of users and continuous 

surveillance. Unauthorized users are denied access to an underground parking structure by a gate 

arm that is under continuous surveillance from the security post. VIP identity is accomplished by 

the use of the card-activated gate arm, and it is confirmed by security surveillance. The single 

point of entry to the parking zone requires the negotiation of a sharp turn, preventing forced 

entry attempts.  

 

Walkway and Building Entrance Zones. An underground tunnel is used to link the parking 

zone to the building entrance. In this manner, VIPs remain in a secure corridor, lessening the 

need for subsequent access control.  
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4.7.4 Design Solution for Service Providers in Vehicles 

 

Street Zone. A turning lane satisfies the requirement for traffic safety of service vehicles 

entering the site. High-branched trees enable drivers to maintain lines of sight when entering and 

exiting the site. The security post enables guards to conduct natural surveillance of the zone 

while performing other security functions assigned to the post. 

 

Approach Zone. Service traffic is channeled on a reverse curve drive before arrival at a security 

gate. A berm and antiram wall prevent a forced entry into the service area. The approach zone 

has sufficient space to allow vehicles to wait for security checks. 

 

Parking Zone. A clear space is maintained between the wall enclosing the parking zone and the 

tree plantings in order to prevent aggressors from using the tree branches as a climbing aid. Since 

the parking zone is within the blast zone, a blast-resistant wall forms the façade of this section of 

the building. The security post is positioned to allow continuous surveillance of the parking zone. 

 

Building Entrance Zone. The building entrance zone is enclosed with a blast resistant wall. The 

proximity of the security post ensures the zone is secure at all times. 

 
 

4.7.5 Design Solution for Emergency Responders in Vehicles 

 

Approach Zone. The site design should provide expeditious access for emergency responders 

without jeopardizing the remainder of site security. This design accomplished this agenda by 

placing a drop curb and a swing gate in close proximity to the security post. Security guards open 

the gate to allow emergency responders to enter the blast zone in emergency situations such as 

rescue or fire. 

 
Emergency and Building Entrance Zones. Clear space along the façade of the building 

provides emergency responder routes to each major building entrance. 
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4.7.6 Design Solution for Special Users 

 

Approach Zone. The approach zone for special users is collocated with that of service users. 

This allows the security post to simultaneously control access and function as an intercept point 

for both the special user parking zone and the service provider parking zone. 

 
Parking and Building Entrance Zones. The special user parking zone is positioned along the 

side of the building to take advantage of the security provided by the wall and screening located 

in that area. A gate arm controls access to the parking zone. Ample space is provided for 

maneuvering of vehicles. The layout allows for continuous surveillance of the parking zone and 

the building entrance using CCTV and/or mirrors. 

 

4.7. 7 Design Solution for Street Pedestrians 

 

Street Zone. The design agenda for the street zone necessitate provisions for natural surveillance 

and limitation of pedestrian street activity. The street frontage of the site is designed as a clear 

space to facilitate surveillance. High-branched trees along the street contribute to the site image 

without blocking lines of sight. CCTVs are employed to maintain passive surveillance of 

pedestrian traffic along the public sidewalk.  

 
Approach Zone. Pedestrians are channeled to a central walkway by use of planted berms and 

walls. These barriers also prevent vehicular assault along the street frontage. The width of the 

ramp providing ADA access is limited to 5 feet to prevent its use by a vehicle. A clear space 

along the length of the walkway ensures continuous surveillance. 

 
Intercept and Walkway Zone. Opportunity for intercept occurs as pedestrians slow to transit 

the two sets of steps in the approach zone.  Security guards use visual or CCTV means to detect 

suspicious persons or activities. The surrounding walls and plantings establish a subtle but 

effective perimeter in which security guards can contain a threat. 

 
Building Entrance Zone. The building entrance zone functions as described previously for the 

visitors arriving in vehicles. 
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4.7.8 Design Solution for Outdoor Space Users 

 

Building Entrance Zone. A large open space fulfills the agenda for controlled social space and 

evacuation. A fence similar to that depicted in figure 13 achieves control of the space. The fence 

has sufficient height to delay penetration. The people barrier is reinforced by a clear space to 

prevent climbing aids and ensures continuous surveillance. The fence design avoids intermediate 

supports that could also aid climbing. A locked gate provides an emergency evacuation exit from 

the site when required. 

 
4.7.9 Design Solution for Adjacent Land Users 

 

Street Zone. The design agenda specify control of adjacent activities that could jeopardize the 

protected site. A street median was installed to limit high-speed vehicular assaults from offsite 

points. A median such as the one depicted in figure 14 contributes to the site image while posing 

an obstacle to pedestrian and vehicular traffic.  

 
Intercept Zone. The site design should mitigate the risk of forced entry attacks and information 

gathering by potential aggressors from offsite vantage points. In this example, the intercept zone 

consists of an elevated parapet and high-branched trees to offset the shallow setback along the 

side of the building near the street. Figure 15 illustrates the kind of elevated parapet envisioned 

for this site. This vertical structure will serve as a blast-resistant wall. The elevated surface 

enhances the use of trees for screening from observation by persons at offsite vantage points 

such as the parking garage.  
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Figure 13 – People Barrier 
 
 

 
Figure 14 – Street Median 
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Figure 15 – Elevated Parapet 
 

4.8 CONCLUSION 
 

Chapter 4 demonstrates that the use of design parameters can be effective tools to guide 

the schematic design of security-sensitive sites. The chapter shows how security goals and 

objectives are used to generate design agenda. The surveillance plan and barrier plan derived 

from the design agenda were used as a framework to guide design development. The functional 

intent of the agenda influenced design decisions, but did not instill rigid rules. A careful analysis 

of the schematic site design proposed in chart 15 reveals the presence of the surveillance and 

barrier overlays.  

 

Deriving a design solution that is attentive to the requirements of specific user zones 

succeeds in developing a secure design. In the proposed design solutions to the example site, the 

form of the zones was changed to achieve a desirable site image without compromising the 

design agenda. This demonstrates the need for flexibility when integrating security and design. 

Such flexibility allowed a reduction in the security signature of the barriers. It maintained 

defense in depth, but avoided the need for bulky ill-placed barriers. This design demonstrates 
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that by finding a balance between the need for visible deterrence and the need for a desirable site 

image a secure but welcoming site evolves. 
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Chapter V 

 

SUMMARY AND CONCLUSIONS 
 

5.1 A PLANNING PROCESS FOR ANTITERRORISM PRACTICES 

 

 This study has proposed the creation of two new tools instrumental to prudent integration 

of security and design: the surveillance plan and the barrier plan. These documents are end 

products of the program phase of site planning and design.The paper recognizes the importance 

of integrated planning by the design team. The thesis makes two significant contributions to a 

challenging task plaguing the design and security professions. First, the proposed method fills a 

current void in the literature since it shows step by step exactly addressing how to achieve 

integration of site design with physical security. This was accomplished by combining the tools 

of the landscape architecture profession with physical security principles and crime prevention 

through environmental design concepts. A procedural flowchart was used to that critical points 

of collaboration in the planning process. The traditional design tool commonly referred to as 

programming was suggested as a mechanism to merge goals and objectives of the client, security 

enforcers, and designers. The thesis showed how the integration of design and security can 

actually occur and gave examples of proposed group output documents to guide design 

development. The method will enable the design team to better integrate their respective skills 

and tools to achieve synergistic results.  

 
 A second major contribution of the paper is the establishment of the landscape architect 

as a vital member of an antiterrorism design team. This role emerged from wide recognition of 

the need to minimize the damage to site images in the process of establishing physical security. 

The paper describes how landscape architects can use their experience in creating and modifying 

site design to meet user needs. This role is an integral part of a proposed antiterrorism strategy 

that organizes security efforts according to risks specific to each group of users. The paper 

discussed how a landscape architect’s understanding of the functional and social requirements of 

a site can contribute to the development of desirable site images with built-in physical security.   
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5.2 ANALYSIS OF THE PROPOSED PLANNING PROCESS 
 
 
  The purpose of the proposed planning process is to counter terrorism in a more effective 

manner than current practice. The landscapes of many sensitive public and private sites are being 

fortified with an intrusive and seemingly omnipresence of security. In many instances, recent 

efforts have transformed the perimeters of some facilities into “frightened architecture.” (deBecker, 

1999)  Perimeters have been lined with 10,000-pound planters and reinforced bollards. 

Technological solutions such as improved structural methods, blast-resistant glass, and electronic 

surveillance and intrusion systems are costing billions. Security improvements to the World 

Trade Center alone cost sixty million dollars. (Karpiloff, 1999)  Routine users such as employees and 

the public can hardly miss the telltale signs of this security at places that were once open and 

welcoming. A recent Washington Post article describes the situation occurring in Washington 

DC, as, “a capital under siege.” (Wash. Post, 1999)  

 

This paper proposed a planning process that integrates site design with physical security 

and crime prevention through environmental design. The method will not only improve the 

effectiveness of antiterrorism, but it helps reverse the current trend described above. This 

alternative has the potential to reduce not only financial costs, but social costs as well. Such 

effectiveness is attainable by recognizing that site design is a tool that can lessen the need for 

unnecessary visible signs of security. Landscape architects have a premier role in implementing 

this process. 

 

 The planning process presented in this thesis is conceptual. The method evolved from a 

perspective founded on research and experience in both physical security and design. The 

findings and lessons were applied in the schematic site design presented in chapter 4. The 

hypothetical situations solved in that design are typical of those posed by many existing sites. A 

measure of the success of this design can be made by comparing photographs of typical existing 

semi solutions with the alternatives proposed by the schematic site design.  

 
 Landscape architects recognize that a visitor’s first impression on at site is an important 

aspect of site design. Figure 1 depicted the vehicular entry to the U.S. Capitol. Security is 

afforded by large bulky planters intended to channel vehicles and prevent a forced entry into the 
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site. This is typical of security posts found at many existing sites. Figure 16 compares the 

existing solution at the Capitol with an image similar to that conveyed in the example schematic 

site design. By using a barrier plan to outline the type and relative location of barriers at an entry, 

the landscape architect is able to develop a secure and desirable solution. The schematic design 

shows hypothetical entry which uses a curved road layout, deep curbs, berms, and an ADA ramp 

to achieve channeling. Curved entrances lower the speed of the vehicle so that bulky obstacles 

are not required. Thus, effective channeling can be done using subtler and less expensive 

methods. Integrating design and security enables the security post to be embedded in an 

architectural element so as to make it almost disappear into the pattern as “part of the 

woodwork.” Such techniques have also proved successful in lessenig the security signature at 

Disney World. (Clarke, 1992, p250) 

 
 Landscape plantings are common site design amenities. Landscape architects are well 

trained in selecting and positioning such plantings in a manner that meets user needs. By proper 

integration, their experience can be used to avoid situations such as the one depicted in figure 17. 

Conflicts between design and security can be prevented during planning by use of  a surveillance 

plan that outlines line-of-sight requirements. The design solution in the figure is more effective 

because it avoids redundant security posts and surveillance equipment. The reduced security 

signature also prevents the social costs associated with a fortress appearance.  

 
 The selected examples used for comparison reveal a viable alternative to current 

antiterrorism practices. Surveillance and barrier plans can be valuable tools to guide design 

development. They enable planners to concentrate security where it is needed. The design 

agenda produced while developing these output documents gives designers the flexibility to 

choose among various design elements to satisfy security requirements. As a consequence, site 

design itself becomes a valuable physical security tool. Landscape architects possess vast 

experience in using site design to attain functional and social objectives. Therefore, it stands to 

reason that landscape architects should be vital members on an antiterrorism team.  
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Figure 16 – Comparison of Barriers 
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Figure 17 – Comparison of Surveillance 
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5.3 SIGNIFICANCE TO THE LANDSCAPE ARCHITECTURE PROFESSION 
 
 The need for increased security to counter terrorism and other crimes is an unfortunate, 

but necessary reality. As such, security should become an integral design program requirement 

for any site design intended for public use. The successful integration of security and design 

requires a unique skill set. Landscape architects who are trained in physical security and crime 

prevention through environmental design have an advantage in the transformation of security 

goals and objectives into design agenda. The development and marketing of such skills has the 

potential of launching a new specialty within the landscape architecture profession. 

 
The landscape architecture profession is a dynamic field with many facets, ranging from 

environmental to urban design issues. This thesis has identified another viable niche for 

landscape architects.  A respected practicing security consultant acknowledged, “I know of only 

a handful of landscape architects that understand security concerns.” (Strauchs, 2000)  With successful 

marketing, landscape architects can potentially become leaders in the new and challenging field 

of security design. This added skill can be combined with their previous repertoire of site design 

tools to give landscape architects to ability to better preserve the social desirability aspects of a 

site without sacrificing security. 

 
5.4 RECOMMENDATIONS 

 In order to capitalize on the professional opportunities suggested by this study, several 

tasks are recommended. The landscape architecture profession should conduct a training seminar 

aimed at promoting security design. The forum should inform and encourage practicing 

landscape architects to seek design opportunities involving physical security. Second, a 

marketing program should be launched by the profession aimed at the inclusion of landscape 

architects on design teams involving security issues. The effort should be directed towards 

government, commercial, and private clients. Security consultant firms should be informed of the 

help that landscape architects can provide in solving security issues. Finally, education and 

training in physical security and crime prevention should become required courses in landscape 

architecture education programs. A course in “Crime Prevention Through Environmental 

Design” (CPTED) could inform future landscape architects on their roles in reducing crime. 

Elective courses or seminars in physical security should include security lighting, security 
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fencing, and the employment of electronic security devices such as closed-circuit televisions and 

detection sensors. Collectively, the fulfillment of these recommendations can enhance the 

profession by establishing landscape architects as key members on future design teams tasked to 

integrate design with security. 
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Appendix A 

 

THREAT TACTICS 

 

Security experts agree that understanding a threat is essential to establishing an effective 

defense. “A knowledge of the adversary could reveal vulnerability to various forms of defense 

and counterattack.” (Kellen, 1982, p3)  Accordingly, familiarity with terrorist tactics is an important 

part of the antiterrorism planning done by a design team. The knowledge forms common ground 

upon which each team member can stand to make an individual contribution to achieve a 

synergistic effect. This section aims to provide a framework for understanding terrorist tactics. 

 

Terrorists are capable of a wide range of tactics and weapons to attack targets important 

to their cause. Past terrorist incidents involved the use of guns, explosive or incendiary bombs, 

and sophisticated detonating mechanisms. Tactics also include actions such as hostage taking or 

kidnapping. However, since “bombs account for 70 percent of all terrorist attacks,” this 

discussion will focus on that threat without forgetting the remaining 30 percent. (VDES, 1999, p3)  

Explosives are the most common terrorist weapons due to their proven reliability as an effective, 

inexpensive, easily acquired terrorist device. (VDES, 1999)  Bombs of various sizes can be 

configured from a range of dangerous materials, many of which are commonly available. Site 

design is a useful mechanism to assist in the defense against hand-delivered and vehicle-

delivered bombs.  
 

Destructive effects of explosives result from the outward energy force, fragments, and 

thermal effects. Surfaces closest to the detonation point sustain the greatest damage, often 

resulting in progressive collapse of structural elements.  

 

Blast pressure moves the lower floor systems and shears connections between columns 

and floor beams. The progressive collapse of the lower part of the structure causes failure of the 

upper floors creating a pancake type collapse in a matter of seconds. As the over-pressure strikes 

hardened objects such as exterior walls, the energy is reflected into oncoming pressure, 

increasing the strength of the blast. As outward pressure moves away, a temporary vacuum effect 
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is created, causing negative pressure which hurls debris producing further damage. The smooth 

reflective surface of glass façades amplifies the effect of blast pressure and contributes to a 

significant amount of injuries by flying glass. (VDES, 1999)  

 
Adjacent facilities can also sustain damage and depending on their proximity can contain 

the blast. Understanding the dynamics of bomb effects is useful in site design. Site design can 

ameliorate these effects by the positioning of buildings and roads on the site, by using design 

elements such as freestanding walls or berms to absorb blast, and by creating barriers to control 

access to vulnerable areas. 

 

Terrorists gain entry to a site using various tactics. They can enter and exit covertly by 

blending in with visitors, using break-and-enter tactics similar to those of a conventional 

property offender, or coaxing an insider. (DOD, 1993)  Stealth and disguise allow the aggressor to 

plot an attack or gain entry to plant a remote- or time-activated bomb. Small, lethal bombs can be 

hidden in hand-carried objects such as briefcases or packages. They can be emplaced at the most 

vulnerable area of a target, making detection difficult. “The FBI statistics show that there is only 

a 20 percent chance of finding such a planted bomb.” (VDES, 1999, p35)  Site design can improve 

success in countering covert tactics. For example, devising means to segregate and channel site 

users increases the likelihood that security guards will detect disguised terrorists and suspicious 

activity. 
 

Terrorists use forced-entry tactics to overcome obstacles and other security defense. An 

intruder can overcome an obstacle by going over, under, or through it. (DOD, 1993)  Quick access is 

obtained by scaling barriers that are not under surveillance, by going through gaps at the base of 

fences or between obstacles, or by bridging. Any horizontal obstacle less than 10 feet wide is 

vulnerable to bridging. (Fennelly, 1989)  Security planners counter these tactics by designating clear 

spaces along barriers to facilitate surveillance. Clear space is defined as a corridor free of visual 

obstructions. Landscape architects must, in turn, develop site plans that facilitate continuous 

surveillance of these clear spaces. The employment of anticlimb and antiram obstacles also 

increases security.  
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Terrorists can go through an obstacle using cutting tools, explosives, or the kinetic force 

of a vehicle. A suicide bomber can drive a bomb-laden vehicle on a high-speed avenue of 

approach to get close to or into a building. Straight, unobstructed routes are conducive to such 

high-speed tactics. Terrorists have chosen this tactic to attack American targets internationally on 

six occasions during the period 1990-1998. (Dunne, 1999)  Some combatants use guns or other 

devices to overcome or distract security guards. “In the bombing incident in Narobi, the 

assailants used a flash-bang grenade to distract guards.” (Dunne, 1999)  In a July 1979 incident, “four 

Palestinian terrorists armed with machine guns and grenades shot their way into the Egyptian 

Embassy in Ankara, and threatened to blow up the embassy.”  In 1974, a lone gunman entered 

the Philippine embassy in the nation’s capital, wounded an embassy official, and seized the 

ambassador. (Jenkins, 1982, p29 and 35)  Alternatively, “a moving attack . . . can result from an innocent 

unknowing citizen or coerced driver, who delivers the bomb to the target.” (ASCE, 1999, p2-5)   

Countering forced entry tactics is the premier challenge for the design team. Landscape 

architects are tasked to devise defense in depth while maintaining a sense of public openness.  
 

A standoff attack can be launched by using a gun or other weapon that is effective from a 

remote site. Weapons such as rocket-propelled launchers allow an attack on a public space from 

a distance without fear of intervention. Terrorists have chosen this tactic on eight occasions 

during the period 1990-1998. (Dunne, 1999)  A bomb-laden vehicle can be parked or stopped outside 

a facility and “detonated remotely or by a timing device after the driver has escaped,” as was the 

case in the 1995 bombing of the Alfred P. Murrah Building in Oklahoma. Alternatively, a 

terrorist can break into an unoccupied vehicle belonging to a bona fide user and hide explosives 

there. (ASCE, 1999, p2-5)  Site layout, street design, and the use of blast and screening barriers are 

useful means to counter standoff threats.  

 

A growing concern is the use of weapons of mass destruction (WMD) such as chemical 

or biological agents, and nuclear devices. (Gavin, 1999)   WMDs enable the revolutionary to destroy a 

large area and kill large numbers of people. The shock and fear of the mere threat of such 

weapons is as disruptive as their effects are lethal. Evacuations necessitated by a bomb hoax not 

only satisfy the terrorist’s desire for public attention, but also are costly to the facility in terms of 

lost work time and the deployment of emergency services. “A bomb hoax is a destructive 
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device.”  (Jones, 1999)  Of the more than 1200 federal facilities surveyed by the U.S. Justice 

Department in 1995, greater than 70 percent received bomb threats that year, causing over 100 

evacuations. (DOJ, 1995)  In forging a response, the temptation to overreact must be avoided. Not 

only does this further the accomplishment of the goal of terrorism, but it also diminishes the 

image of the site.  

 

Despite terrorism being a “low probability-high impact threat,” domestic attacks have 

happened in the U.S. and will happen again. (Jones, 1999)  “The threat is real.” (Watson, 1999)  

Antiterrorism requires a more integrated and concerted approach to physical security than 

defense aimed to counter conventional criminals. Modern technology and a range of tactics make 

the terrorist more lethal and less predictable than the conventional criminal. (Hoffman, 1993)  The 

response of terrorists to deterrence varies with the terrorist’s cause and commitment and the 

resources of supporters. In some cases terrorists may select softer targets. However, when the 

mission justifies it, terrorists have demonstrated the ability to attack facilities despite the visible 

presence of heavy security. Prudent antiterrorism must create built environments that use 

inherent design elements as security devices to complement traditional physical security 

measures. This goal requires integration between design and security during each phase of the 

design process.  
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Appendix B 

 

THE EMPLOYMENT OF BARRIERS 

 

Effective barrier employment requires close coordination between the security consultant 

and the landscape architect. This thesis proposes to accomplish this effect by the preparation of a 

barrier plan. A barrier plan designates the location and function of barriers on a site. The 

document is a useful for finding a balance between the need for security and the need for a 

desirable site image. Designers can choose from a myriad of site design techniques those that 

will fulfill barrier requirements and minimally degrade site image. For example, circulation can 

be rerouted to reduce the need for extensive vehicle barriers. The barrier plan is an important pat 

of the integration of security and design.  The development of an effective barrier plan requires 

the landscape architect to understand key aspects of barrier employment. The following 

paragraphs help form this foundation. 

 

A planner must consider an intruder’s ability to go over, under, or through the barrier. “A 

fence provides only seconds of delay.” (DOD, 1993 and Granger, 2000)  The resistance of fences and walls 

is increased by the use of anticlimb surfaces. Landscape architects can develop anticlimb 

surfaces by designing fences and walls that avoid gaps exceeding two inches in order to prevent 

foot and hand holds. (Green, 1981)  Structural supports can also be designed to reduce the number of 

horizontal elements that can serve as ladders. People barriers should have a 9-foot height to serve 

as a deterrent and to provide resistance to entry by an intruder. Such fences and walls should be 

placed away from trees, poles, or buildings that could serve as climbing aids. (USN, 1988)  Barriers 

with opaque surfaces such as walls should be avoided in situations where blocked surveillance 

will hinder security. By understanding these key facets of wall and fence employment, landscape 

architects are better poised to detail site designs that will contribute to the security effort. 

 

Aside from their usefulness in restricting movement, barriers also provide spatial 

definition. For example, low walls, hedges, shrubs with thorns, spines, or prickly foliage, and 

broad plantings of dense low shrubs help define zones. Landscape architects can use spatial 

definition to signal the limits of authorized zones. By doing so, security guards can easily detect 
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intrusion through such well-defined spaces or through bands of open space. This effect increases 

the effectiveness of security forces and lessens the need for fencing and other more obtrusive 

means of restricting movement on a site. 
 

The provision of vehicle barriers is especially dependent on close integration among the 

landscape architect, the security consultant, and engineers. Landscape architects are responsible 

for establishing building and street linkage during site layout. The standoff distance between a 

building and a road is perhaps the most important single factor on the blast resistance of a 

structure. Roughly, “doubling the standoff distance diminishes a given blast’s effectiveness by a 

factor of 8.” (VDES, 1999, p16)   Road alignment, building placement, and vehicle barriers are design 

techniques to achieve standoff. Where possible, internal road design should direct vehicular 

traffic away from vulnerable areas such as building entry points and key structural supports in a 

building. When this is not possible, engineers use other methods to achieve blast resistance. For 

example, a blast wall may be placed to lessen the effects of a potential blast. Designing entrances 

and pathways that require right-angled turns discourages or at least slows a vehicular attack. 

“Direct straight alignment of roads to buildings should be avoided.” (Lindsey, 1999)  

 

Vehicle barriers can also control access and channel traffic on the site. Vehicle arrest 

systems are often used to control access to an approach zone and/or to a parking zone. These 

mechanical barriers extend across the travel lanes and may be either active or passive devices. 

An active system presents a vertical obstruction to a vehicle until the device is deactivated to 

allow authorized passage. Conversely, a passive system allows uninterrupted passage until a 

system is engaged to present an obstacle to unauthorized entry. Both systems can be operated 

from a fixed security post at the entry point or from a remote location. (Delta, 2000)  Vehicle arrest 

systems are typically designed as traffic gate arms, mechanical gates, hydraulic or air-activated 

bollards, or surface-mounted barricades that rise from the roadway. These barriers are selected 

and designed according to their ability to absorb the kinetic energy of a vehicle crash. “Barriers 

are designed to arrest a vehicle of a specific gross weight going at a specified speed.” (USN, 1988, 

p35)  This thesis proposes that the integrated efforts of a design team can better use vehicle 

barriers. Landscape architects can contribute their skills in site layout and street design to slow 
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and control vehicles. This control lessens the need for bulky engineered barriers and channels 

vehicles for better detection, delay, and denial. 

 

Landscape architects also influence barrier effectiveness by site grading. Proper grading 

can avoid washouts under security fencing that create gaps for intrusion. Grading can preserve 

natural obstacles such as ravines or forested areas and create barriers such as berms or 

depressions. Such obstacles provide “natural access control.” (Newman, 1972)  Convex or concave 

terrain hinders vehicle movement by creating “hang-up or nose-in failure.” Hang-up failure 

occurs when the bottom of a vehicle catches on an obstacle; nose-in failure occurs when the front 

end of a vehicle catches or collides with the vertical plane of an obstacle. (Bekker, 1969, p162)  If berms 

are sited and designed with sufficient height, these obstacles also help absorb blasts and lessen 

blast effectiveness. (ASCE, 1999)  Grading can provide for steps, ramps, and terraces that are useful 

as obstacles. Such design elements slow, channel, and restrict foot and vehicle passage. This 

thesis proposes that grading skills are valuable tools to achieve an unnoticed but effective barrier 

defense. 
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