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1.0 Introduction 

This report is the result of a year-long office project 

to provide guidelines for integrating a large, segmented 

data processing community into one compatible system. 

First, the report identifies the operational environment of 

the user community. Second, it examines the technology 

paths expected to be established by international standards 

committees and commercial vendors. Finally, the report 

recommends the best paths to follow for developers to 

integrate the systen. 

1.1 Operational Environment 

The user community consists of approximately eight 

hundred personnel who are organized into one hundred work 

groups. Each group operates at varying levels of data 

processing sophistication, with applications supported by a 

variety of software tools and equipment. 

1.1.1 Wang Network 

All personnel have access to word processing and 

electronic mail operating over interconnected Wang systems. 

They share terminals to create, edit, and mail documents on 

small clusters of Wang Alliance System Volumes (SYSVOLS). 

The SYSVOLS are organized into system hubs (SYSHUBsS), which 

are interconnected by a Wang Virtual System 300 (VS 300). 

The VS 300 also supports some customized data processing and 

database management applications.



1.1.2 Personal Computer Workstations 

Thirty percent of the personnel access other services 

provided by customized and commercial-off-the-shelf (COTS) 

software operating on either stand-alone or networked Apple 

Macintosh (R) and IBM-compatible Personal Computer (PC) 

workstations. The PC workstations were installed for three 

essential reasons. 

First, the current plan for improving productivity 

dictates that all personnel will be provided with a data 

processing terminal. The Wang SYSVOLS are not capable of 

supporting the number of terminals required to meet that 

goal. Providing PC workstations with commercial PC word 

processing software, such as Microsoft Word (R) and 

Wordperfect (R), is viewed as an economical alternative to 

upgrading the Wang SYSVOLs. 

Second, database management requirements have grown to 

the point of significantly impacting the Wang VS 300 

performance. Relocating databases to PC workstations takes 

advantage of their local processing capabilities and 

relieves the Wang VS 300 of its work load. This is viewed 

as an economical alternative to upgrading or replacing the 

Wang VS 300. 

Third, new requirements for graphics-intensive 

applications are unsuitable for the textual-based Wang



systems. PC workstations are viewed as the best alternative 

for addressing those requirements. 

1.1.3 Incompatibility 

Three basic types of networks are supported. Each 

network connects only workstations with similar 

configurations. That is, the workstations are either all 

Wang terminals, all Macintosh PCs, or all 

IBM-compatible PCs. The communication protocols of the 

three different types of networks are incompatible and so 

they operate separately from one another. As a result, 

there is no efficient mechanism for transferring documents 

electronically between the Wang system, the Macintosh PC 

workstations, and the IBM-compatible PC workstations. 

Network separation is widened by the different 

applications frequently needing to run on specific hardware 

platforms. Transferring data reliably between the networks 

on floppy diskettes is difficult, even with the many format 

conversions built into commercial software. 

1.2 Long Term User Objectives 

The user community desires to migrate all of its data 

processing and networking applications towards a single 

networked system based on commercial standards expected to 

be available by 1995. At that time, the integrated system 

should have the following functional capabilities:



a. All personnel should have a PC workstation, capable 

of operating with textual and graphics-based 

applications. 

b. All PC workstations should have shared access to 

the same applications and databases. 

c. Electronic mail and file transfer should be 

available between all PC workstations. 

dad. User Interfaces should be standard across all 

workstations. 

e. Network architecture and services should not be 

proprietary, but should comply with commercially 

accepted standards. 

1.3 Project and Report Objectives 

The objectives of this report are to establish interim 

standards which, if followed, will allow the user community 

to easily migrate towards its long-term objectives 

identified in section 1.2 of this document. New systems 

developed along these guidelines will experience the 

benefits of greater interoperability while minimizing the 

cost of upgrading the current inventory of data processing 

equipment. 

2.0 Commercial Vendor Standards 

The following commercial vendor standards are well 

accepted in the data processing community. Implementing 

some of these standards will permit easy migration towards



the long-term objectives identified in section 1.2 of this 

document, allowing new systems under development to 

experience the benefits of greater interoperability while 

minimizing the cost of upgrading the current inventory of 

data processing equipment. 

2.1 Network Architecture 

The International Standards Organization (ISO) and the 

Institute of Electrical and Electronics Engineers (IEEE) are 

two organizations which have been very active in developing 

standards for network architecture. Some of the standards 

are very new. Those proposed by the ISO in particular are 

so new that few commercial products are available which can 

meet all of them. This raises the importance of proprietary 

network architectures developed by computer manufacturers 

and certain United States government agencies such as the 

Department of Defense (DoD). 

The different network architectures do have common 

characteristics and objectives. 

a. They connect diverse products to form a unified 

network. 

b. They provide modularity in building networks 

through the use of a small set of general purpose 

building blocks.



c. They are generally easy to implement and use. 

Users can operate without detailed knowledge of the 

network structure. 

d. They provide data reliability through appropriate 

error detection and correction methods. 

e. They allow the network to be easily modified. 

f. They use a layer reference model for organizing 

network functions into groups. A given layer is 

responsible for performing specific functions and 

for providing specific services. 

The ISO has developed a seven-layer reference model for 

computer networking called the Open Systems Interconnect 

(OSI) architecture. The IEEE Computer Society Local Network 

Committee has produced a set of proposed Local Area Network 

(LAN) standards known as IEEE Project 802. Also, the United 

States DoD has developed a series of standards for use by 

the packet-switching network ARPANET. These include 

Transmission Control Protocol/Internet Protocol (TCP/IP), 

File Transfer Protocol (FTP), and TELNET. 

Two influential groups have been established to develop 

standards for LANsS in certain applications. The 

Manufacturing Automation Protocol (MAP) task force is 

organized under the guidance of General Motors. The 

Technical and Office Protocols (TOP) task force is sponsored 

by the Boeing Company. The MAP task force interests are



geared towards factory automation while those of the TOP 

task force address engineering, manufacturing, and general 

office applications. 

The relative locations within the OSI Reference Model 

of some of these standards are shown in Figure 2.1-1. The 

standards will be described in more detail in sections 2.1.1 

through 2.1.7 of this document. 

2.1.1 Physical Layer 

The Physical Layer is the lowest layer of the OSI 

Reference Model. It is responsible for establishing a 

communication path over a particular physical transmission 

medium. It provides the mechanical, electrical, functional, 

and procedural characteristics for activating, maintaining, 

and deactivating physical connections between any two 

stations on the network. These include transmitting data 

bits over a compatible medium through various encoding 

schemes, generating signals, and controlling synchronization 

of the stations with the signals being received and 

transmitted. 

As shown in Figure 2.1-2, both IEEE Project 802 and 

ISO 8802 define standards for the Physical Layer and are in 

complete conformance with one another. They identify three 

physical media as options for use with LANs: twisted-wire 

pairs, coaxial cable, and fiber-optic cable.
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a. A twisted-wire pair consists of two insulated 

strands of braided copper wire. A number of 

twisted-wire pairs are grouped together and 

enclosed with a protective sheath to form a cable. 

This type of cable is frequently installed in 

buildings for telephone use. It is relatively 

inexpensive and can support data rates up to 10 

Megabits/second (Mbps) using baseband transmission 

techniques. 

Coaxial cable consists of a central conducting 

copper core surrounded by insulating material. The 

insulation is in turn wrapped by a second 

conducting layer, either a braided wire mesh or a 

solid sleeve. A protective jacket of 

non-conducting material protects the outer 

conductor. Coaxial cable is less subject to 

electrical interference than twisted-wire pairs and 

is able to support data rates up to 100 Mbps using 

baseband or broadband transmission techniques. 

Optical fiber cable consists of a thin cylinder of 

glass, called the core, surrounded by a concentric 

layer of glass, known as the cladding. The 

refractive index of the cladding is lower than that 

of the core. This causes light traveling down the 

core to be reflected back into the core if it 
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strikes the cladding. Optical fiber cable signals 

are not subject to electrical interference and the 

cable has been demonstrated to support data rates 

as high as 200,000 Mbps. Although lighter in 

weight than electrical cable, optical fiber is 

usually the most expensive alternative for physical 

media. 

2.1.2 Data Link Layer 

The Data Link Layer of the OSI Reference Model lies 

above the Physical Layer. It is responsible for providing 

reliable data transmission. 

As shown in Figure 2.1-3, both IEEE Project 802 and 

ISO 8802 define standards for the Data Link Layer and are in 

complete conformance with one another. They divide the 

functionality of the Data Link Layer into two sublayers: 

Media Access Control and Logical Link Control. 

2.1.2.1 Media Access Control Sublayer 

The Media Access Control (MAC) Sublayer has four 

functions. 

a. The MAC Sublayer defines the rules for network 

stations to share the transmission medium. 

b. The MAC Sublayer adds header and trailer 

information to identify start and end of message, 

synchronize sending and receiving stations, route 

the message, and provide error detection. 

-11-
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c. The MAC Sublayer determines the appropriate network 

addresses for identifying devices involved in 

sending and receiving a message. 

dad. The MAC Sublayer checks for errors to determine if 

a message has been transmitted and received 

correctly. 

IEEE Project 802 has defined several standards for the 

MAC Sublayer, three of which are described in this document. 

The Accredited Standards Committee (ASC) X3T9 of the 

American National Standards Institute (ANSI) has defined a 

separate MAC Sublayer standard for using optical fiber 

cable. All four standards impact implementation of the 

Physical Layer. 

2.1.2.1.1 Carrier Sense Multiple Access with Collision 

Detection 

Carrier Sense Multiple Access with Collision Detection 

(CSMA/CD) is defined by IEEE 802.3 and ISO 8802/3. It is 

one of the most common MAC methods, being used in the 

popular Ethernet (R). Indeed, the terms IEEE 802.3, 

CSMA/CD, and Ethernet are frequently used interchangeably by 

commercial network vendors. 

Under CSMA/CD, before a station transmits, it first 

listens to the transmission medium to determine whether 

another station is currently transmitting a message. If the 

transmission medium is quiet, the station then transmits its 

-13-



message. The term carrier sense indicates that a station 

listens before it transmits. 

The transmitted message travels to all of the network 

stations. Each station examines the destination address of 

the transmitted message. If the address applies to it, the 

station receives and processes the message. 

A collision occurs if two or more messages are 

transmitted simultaneously. This results in a garbled 

transmission. All network stations are continually 

listening to the transmission medium and so are able to 

detect a collision. Receiving stations ignore the garbled 

transmission and the transmitting stations immediately stop 

transmitting as soon as they detect a collision. 

Following a collision, each transmitting station waits 

a random period of time before attempting to transmit again. 

The calculation used for generating the random wait time is 

designed to minimize time spent when traffic is light and to 

minimize occurrences of successive collisions when traffic 

is heavy. 

The CSMA/CD access method is employed with bus- or 

tree-structured networks, where a message that a station 

transmits reaches all other stations simultaneously. Access 

to the physical medium can be very fast as long as traffic 

load is not heavy. 

-—-14-



The CSMA/CD method is not suitable where signal 

propagation time is long and data traffic is heavy. This is 

a situation which occurs when a network contains more than 

500 stations or the network physical medium is longer than 

2500 meters. 

The CSMA/CD method can be implemented with either 

baseband twisted-wire pair, baseband coaxial cable, or 

broadband coaxial cable configurations. The maximum data 

rate for CSMA/CD is 10 Mbps. 

2.1.2.1.2 Token Bus 

Token Bus is defined by IEEE 802.4 and ISO 8802/4. It 

is the architecture of choice for the Manufacturing 

Automation Protocol (MAP) task force of General Motors. 

Under the Token Bus access method, a station transmits 

data only when it has a token. When transmitting, the 

station broadcasts data units in all directions on the 

network. Each data unit contains the address of its 

intended destination station. Each station on the network 

receives the data units and processes only those which 

contain its address. 

After transmitting the data, the station modifies the 

address of the token and broadcasts it in all directions on 

the network. The station with the matching address then 

accepts the token. If that station has no data to transmit, 
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then it immediately modifies the address of the token and 

rebroadcasts it on the network. 

In this fashion, the token is passed from one station 

to another in order of station addresses. When the station 

with the lowest address value is reached, the token is 

passed back to the station with the highest address value. 

Therefore, the network has the physical form of a bus, but 

it is logically arranged as a ring with respect for passing 

the token from one station to the next. 

Since a station transmits only when it has received the 

token, two stations can never transmit at the same time and 

no collisions can occur. Also, a station can transmit for 

as long as its holds the token. This means that networks 

can be configured to allow certain stations to have more 

time accessing the transmission medium. 

The Token Bus access method must process fault 

conditions such as lost tokens, multiple tokens, token pass 

failures, and incorrect or duplicate station addresses. 

The Token Bus access method operates best where network 

load is evenly distributed. 

The Token Bus access method operates with three types 

of physical transmission:



1. Single-channel, Phase-continuous 

Frequency-shift Keying 

- Baseband 

- 75 Ohm Coaxial Cable 

Carrier Frequency: 5 MHz 

- Data Rate: 1 Mbps 

2. Single-channel, Phase-coherent 

Frequency-shift Keying 

- Baseband 

- 75 Ohm Coaxial Cable 

- Carrier Frequencies: 5 and 10 MHz / 10 and 20 MHz 

Data Rates: 5 Mbps / 10 Mbps 

3. Amplitude Modulation and Phase-shift Keying 

- Broadband 

- Single, Mid-split, or Dual Coaxial Cable 

- Channel Bandwidths: 1.5 MHz / 6 MHz / 12 MHz 

- Data Rates: 1 Mbps / 5 Mbps / 10 Mbps 

2.1.2.1.3 Token Ring 

Token Ring is defined by IEEE 802.5 and ISO 8802/5. It 

has been chosen as the standard MAC method for IBM local 

area networks. Token Ring is similar to Token Bus in that 

stations can only transmit when holding a token, but from 

that point the access control methods differ significantly. 

Under the Token Ring access method, a station can only 

transmit data after it has received a "free" token from 

-17-



another station on the network. Upon receiving the "free" 

token, it first modifies the token to "busy" and then begins 

to transmit data. The data is transmitted in only one 

direction on the network. 

Each data unit contains both the address of its 

intended destination station and an indicator that the token 

is "busy". The nearest station on the network reads each 

data unit. If the status of the token is "free", then the 

station can proceed to modify the token to "busy" and begin 

transmitting data. Otherwise, the station has two courses 

of action: 

a. If the station determines that it is the intended 

destination, then it processes the data, modifies 

the data unit to indicate whether the transaction 

was successfully completed, and retransmits the 

data unit to the next station. 

b. If the station is not the intended destination, 

then it simply retransmits the data unit to the 

next station. 

The data unit eventually arrives back at its original 

source. The station reads the data unit and determines 

whether it was a successful transaction. If not, then it 

may proceed to take the necessary actions for recovering 

from the error. 

-18-



Once the source is satisfied with the quality of the 

data transactions, it modifies the token to "free" and 

transmits it to the next station on the network. 

The Token Ring access method operates with two types of 

physical transmission: 

1. Twisted-wire-pair 

- Baseband 

- 150 Ohm Twisted-wire-pair Cable 

- Data Rates : 1 Mbps / 4 Mbps 

2. Coaxial Cable 

- Baseband 

- 75 Ohm Coaxial Cable 

- Data Rates : 4 Mbps / 20 Mbps / 40 Mbps 

2.1.2.1.4 Fiber Distributed Data Interface 

The Fiber Distributed Data Interface (FDDI) standard 

was established by the Accredited Standards Committee X3T9. 

The FDDI access method is similar to that of Token Ring, but 

it is designed to take advantage of the higher data rates 

available on optical fiber cable. FDDI has gained wide 

acceptance in the marketplace, but it is not an ISO 

standard. 

FDDI has three significant advantages. First, it is 

designed to operate with a data rate of 100 Mbps. Second, 

reliability can be maintained at a very high level through 

the use of automatic optical bypass switches, wiring 

-19-



concentrators, and dual-ring cable configurations. Third, 

FDDI operates under the widely accepted IEEE 802 and 

ISO 8802 standards for the Logical Link Control Sublayer. 

2.1.2.2 Logical Link Control Sublayer 

IEEE 802.2 and ISO 8802/2 define a single standard for 

the Logical Link Control (LLC) Sublayer. This standard is 

implemented with any of the four MAC Sublayer and Physical 

Layer specifications described in section 2.1.2.1 of this 

document: IEEE 802.3, IEEE 802.4, IEEE 802.5, and FDDI. 

The primary purpose of the LLC Sublayer is to provide 

for the exchange of data between network stations. It can 

be configured to operate with the Network Layer in either 

connectionless or connection-oriented service mode. 

Connectionless service is also known as Type 1 

operation. During Type 1 operation, the LLC Sublayer is 

requested to transmit and process data without waiting for a 

logical connection to be established between sending and 

receiving network stations. Data units are transmitted and 

processed without confirmation of their arrival in the 

correct sequence. Receiving stations do not transmit 

acknowledgments of the arrival of the data unit. Flow 

control and error recovery do not exist. 

Connection-oriented service is also known as Type 2 

operation. During Type 2 operation, the LLC Sublayer cannot 

transmit and process data until a logical connection is 

-20-



established between sending and receiving network stations. 

It makes certain that data units are processed in the same 

sequence that they are transmitted. It provides flow 

control and error recovery. The logical connection between 

stations is terminated at the end of the network operation. 

2.1.3 Network Layer 

As shown in Figure 2.1-4, the Network Layer of the OSI 

Reference Model lies above the Data Link Layer. It is 

responsible for routing data between interconnected 

networks. IEEE Project 802 is one of several standards 

organizations exploring Network Layer standards, with two 

methods under the most active consideration. 

The first is the adaptive source routing method. The 

source station first obtains routing information by 

broadcasting a message onto the network. Responses to the 

broadcasted message describe the route travelled by each 

copy of the message between the source and destination 

stations. The source station then provides the desired 

routing information with the data. 

The second is the transparent method. Nodes 

interconnecting the networks are responsible for tables 

which provide routing information based on the destination 

address. 

IBM provides two commercial products which support the 

Network Layer. 

-21-
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a. One product is NETBIOS, which implements the 

adaptive source routing method. NETBIOS is limited 

to routing data between only Token Ring networks. 

b. An alternative product is Advanced 

Program-to-Program Communications/PC (APPC/PC). 

APPC/PC can support communications over a LAN or 

across a link to an IBM System Network Architecture 

(SNA) node. Routing information is stored on the 

sending station for transmitting data on a LAN. 

Routing information is stored at each intermediate 

node for transmitting data between a LAN and an SNA 

network. 

The Xerox Corporation developed the Xerox Network 

Systems (XNS) architecture to support interconnection 

between Ethernet LANs. It uses the Internet Datagram 

Protocol at the Network Layer, with each network having a 

unique 32-bit address and each station having a unique 

48-bit address. Internet Datagram Protocol does not provide 

reliable data transfer as it uses neither message 

acknowledgments or retransmission. Router nodes determine 

which subnetwork the message should next be sent across and 

which station is the destination on that subnetwork. 

DoD developed the Internet Protocol (IP) as part of its 

ARPANET packet-switching network. It provides a datagram 

service for sending and receiving packets across networks. 

-23-



Data transfer is not reliable. Gateway nodes determine 

which subnetwork the message should next be sent across and 

which station is the destination on that subnetwork. 

Military (MIL) Standard 1777 defines Internet Protocol. 

The MAP and TOP task forces have specified the use of 

Iso Internet (DIS) 8473 Connectionless service for the 

Network Layer. The routing method is very similar to that 

of the Internet Datagram Protocol. 

2.1.4 Transport Layer 

As shown in Figure 2.1-5, the Transport Layer of the 

OSI Reference Model lies above the Network Layer. It is 

responsible for providing appropriate end-to-end service 

quality. The previously described NETBIOS, APPC/PC, and XNS 

are all protocols which support the Transport Layer. 

NETBIOS supports two kinds of services, Datagram and 

Session. The differences are similar to those described for 

Type 1 and Type 2 operations at the LLC Sublayer. 

a. Datagram service is unreliable. No acknowledgments 

are transmitted and data packets may be lost. 

b. Session service is reliable. A virtual circuit is 

established between stations before data is 

transmitted. Sequence numbers assigned to messages 

are checked at the destination to identify lost, 

out-of-sequence, or duplicate messages. 

Acknowledgments are returned to the sending 

-~24—-



Vendor OSI MAP/TOP/ISO 

  

  

  

  

  

  

  

      

  

        

Standards Layers Standards 

Application 

Presentation 

Session 

TCP Transport ISO 8073 TP 
NETBIOS 

APPC/PC 
XNS 

IP 

Network ISO 8473 CL 

IEEE 802.2 LLC ISO 8802/2 

DataLink 
IEEE] IEEE| IEEE} FDDI ISO ISO ISO 

8 8 8 MAC 8 8 8 

0 0 0 8 8 8 

2 2 2 0 0 0 

. : . Physical 2 2 2 
3 4 5 / / / 

3 4 5                     
OSI Reference Model 

Transport Layer 

Figure 2.1-5 

 



station. Messages not acknowledged are 

retransmitted. 

APPC/PC provides reliable data transfer, with sequence 

numbering of messages, transmission of acknowledgments, and 

retransmission of unacknowledged messages. Depending upon 

traffic congestion, APPC/PC adjusts the number of messages 

allowed to be transmitted before the sending station 

receives an acknowledgment. 

XNS provides five protocols for supporting the 

Transport Layer. 

a. Sequenced Packet Protocol is used for reliable 

service. It establishes a virtual circuit, assigns 

sequence numbers to messages, transmits 

acknowledgments, and retransmits unacknowledged 

messages. 

b. Packet Exchange Protocol is an alternative to the 

Sequenced Packet Protocol. It is used only when a 

single message and response are needed. It does 

not assign sequence numbers to the messages. The 

message is retransmitted if a response is not 

received. 

c. Error Protocol supports the first two protocols by 

standardizing the manner in which errors are 

reported. 
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d. Echo Protocol supports the first two protocols by 

verifying the existence and correct operation of a 

station. 

e. Routing Information Protocol supports the first two 

protocols by exchanging routing information between 

network nodes. The information is exchanged either 

upon special request or at periodic intervals. 

DoD developed the Transmission Control Protocol (TCP) 

as part of its ARPANET packet-switching network. It 

provides reliable connection-oriented service using the 

Internet Protocol (IP) at the Network Layer. As do most of 

the Transport Layer protocols, TCP establishes a virtual 

circuit, assigns sequence numbers to messages, transmits 

acknowledgments, and retransmits unacknowledged messages. 

It also uses a checksum to confirm that data packets are not 

damaged during transmission and includes a flow control 

mechanism. MIL Standard 1778 defines Transmission Control 

Protocol. 

The MAP and TOP task forces have specified the use of 

ISO Transport (IS) 8073 Class 4 service for the Transport 

Layer. This class of service establishes and terminates 

transport connections, provides error detection and 

recovery, provides flow control, and multiplexes several 

transport connections over a single network connection.



2.1.5 Session Layer 

The Session Layer is responsible for synchronizing 

end-to-end conversations between any two network stations. 

OSI protocols support full-duplex, half-duplex, and simplex 

communications between the stations. Both stations can 

transmit data simultaneously when operating in full-duplex 

mode. Stations alternate transmitting data when operating 

in half-duplex mode. Only one station may transmit data 

when operating in simplex communications. 

IBM NETBIOS supports full-duplex mode at the Session 

Layer. 

APPC/PC supports half-duplex mode at the Session Layer. 

XNS does not support any of the three modes. It 

implements procedure calls to send service requests to the 

lower layers and awaits the returned results. 

As part of its ARPANET packet-switching network, DoD 

developed three protocols for supporting file transfer, 

electronic mail, and virtual terminal services. As shown in 

Figure 2.1-6, all three protocols provide services which 

partially operate in the Session Layer of the OSI Reference 

Model. 

File Transfer Protocol (FTP) provides simple file 

transfer between host computers and supports ASCII text file 

translation and binary file transfer. It also supports 
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limited navigation through the file system of remote hosts. 

FTP is defined by MIL Standard 1780. 

Simple Mail Transfer Protocol (SMTP) provides limited 

capabilities for electronic mail. SMTP is defined by MIL 

Standard 1781. 

Telnet Protocol (TP) provides terminal emulation 

services which allow users to logon to remote hosts. TP is 

defined by MIL Standard 1782. 

The MAP and TOP task forces have specified the use of 

ISO Session (IS) 8372 full-duplex mode at the Session Layer. 

2.1.6 Presentation Layer 

The Presentation Layer is responsible for governing the 

presentation of information in a meaningful manner to the 

network users. It may provide services such as converting 

data between ASCII and EBCDIC formats, but functions defined 

for this layer generally are implemented on networks by 

application programs. 

As shown in Figure 2.1-7, the FTP, SMTP, and TP 

protocols all partially operate in the Presentation Layer. 

Although the ISO specifies ISO 8823 as the standard for the 

Presentation Layer, neither the MAP nor TOP task force have 

specified this standard for their use. The X.400 message 

handling service, which supports electronic mail, partially 

operates in the Presentation Layer and is expected to be 

designated an ISO standard. 
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2.1.7 Application Layer 

The Application Layer is responsible for providing 

users with an interface to the network services. It 

supports general network activities such as electronic mail, 

printer and file sharing services, and network naming 

convention. 

As shown in Figure 2.1-8, the X.400, FTP, SMTP, and TP 

protocols all partially operate in the Application Layer. 

The MAP and TOP task forces have specified the use of File 

Transfer, Access and Method (FTAM) protocol at the 

Application Layer. The ISO standard for terminal emulation 

is Virtual Terminal (VT). 

2.1.8 Network Interconnection 

Four devices are available for interconnecting local 

area networks. They are differentiated from one another by 

which layers of the OSI reference model are implemented in 

the same configuration for both networks. In level of 

complexity, the interconnecting devices are repeaters, 

bridges, routers, and gateways. Figure a.1-9 shows the 

relationship between the OSI layers and these devices. 

2.1.8.1 Repeater 

The repeater is the simplest device. It operates 

exclusively at the Physical Layer, combining networks with 

identical architectures into a single, larger network. It 

simply retransmits any message it receives, regenerating the 
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signal at its original strength. Usually, there is a limit 

to the number of repeaters which can be installed within a 

network. 

2.1.8.2 Bridge 

The bridge is a slightly more complicated device. It 

operates at the Logical Link Control of the Data Link Layer, 

capable of combining networks with different Physical Layers 

and MAC Sublayers. For example, a bridge can connect one 

LAN operating with CSMA/CD access control and a second LAN 

operating with Token Ring access control. The bridge 

implements a store and forward function to examine received 

messages and determine to which network they are to be 

retransmitted. 

2.1.8.3 Router 

In a typical LAN, routing is not a concern because 

every station receive all messages. Each station simply 

processes the message which contains its own address as a 

destination. Routing becomes an issue when more than one 

LAN are connected together. Only certain messages are to be 

transmitted between LANs. 

The router operates at the Network Layer, functioning 

as an intermediate node for routing messages. Each message 

received at the router contains two addresses: the final 

message destination and the address of the router as the 

next node along the route to the final destination. 
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Information imbedded in the message is processed above the 

Data Link Layer. The results determine the next 

intermediate node address to which the router is to forward 

the message. 

2.1.8.4 Gateway 

The gateway is the most complicated device for 

interconnecting networks. It operates at the Application 

Level, allowing networks of entirely different architectures 

to be connected. Having to provide services at every level 

makes the gateway very complex and expensive. It usually is 

configured to interconnect very specific architectures. 

2.2 Data Interchange 

Data interchange standards operate above the 

Applications Layer of the OSI Reference Model. They govern 

format information used for directing the presentation of 

data. 

Implementing these standards permits applications 

software from different vendors to retrieve and manipulate 

data in a form transparent to the end user. This provides 

two distinct benefits: 

a. Data may be exchanged electronically more easily 

between different office automation tools. 

b. Data may be exchanged electronically more easily 

between individual stations on different systems. 
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2.2.1 Computer Graphics Metafile 

Computer Graphics Metafile (CGM) has been selected by 

the ANSI and ISO as the standard form of graphics data 

exchange. It provides a file format suitable for storage 

and retrieval of picture description information. The file 

format consists of an ordered set of elements, describing 

pictures in a manner compatible with systems of different 

architectures and devices of differing capabilities and 

design. 

CGM is well documented, available to all graphics 

hardware vendors, and supported by a range of graphics 

software vendors. 

2.2.2 Document Content Architecture 

IBM-compatible PCs format data on magnetic storage 

media through the Disk Operating System (DOS) using a scheme 

called Modified Frequency Modulation (MFM). Apple PCs 

format data on magnetic storage media using Group Character 

Recording (GCR). The two schemes are incompatible. 

Many applications are being written with a utility to 

convert data into a format called Document Content 

Architecture (DCA). The conversion utility is capable of 

preserving most format codes contained within a text file. 

DCA was developed by IBM to define format information 

used for directing presentation of text. The format 

information is separated into two categories. General 
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format information, which governs overall document 

characteristics such as page size and page numbering, is 

contained in format declarations separated from the body of 

the document. Specific format information, which governs 

individual line and page characteristics, is represented by 

control codes embedded in the body of the document. 

DCA operates with two formats. Revisable Form Text is 

the format standard for documents which need revision. Final 

Form Text is the format standard for documents which need no 

further revision. 

2.2.3 Office Document Architecture 

The ISO has worked with vendors and users of office 

document-processing equipment to develop the Office Document 

Architecture (ODA) and Interchange Format (ODIF). This new 

standard, documented in ISO 8613, is intended to provide a 

solution for passing compound documents between dissimilar 

processing systems. It addresses the problems associated 

with transferring documents consisting of text, image and 

graphs information. 

2.3 Data Definition 

Data definition standards operate above the 

Applications Layer of the OSI Reference Model. They govern 

symbolic representations of data and methods for data entry. 

They also support a common symbology for encoding data, 
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which allows the data to be entered into a system with more 

ease and greater accuracy. 

A standard for one type of symbology has been defined 

by DoD in MIL Standard 1189A - Code 3 of 9. This standard 

specifies the structure and physical characteristics of 

labels displaying a combination of bars and spaces, commonly 

referred to as bar code. Bar code labels have become a 

popular method in many industries for tracking accountable 

property. 

2.4 Data Manipulation 

Data manipulation standards operate above the 

Applications Layer of the OSI Reference Model. They govern 

how data is stored on a systen. The ability to easily 

access, manipulate, and relocate data from a variety of 

stations increases in importance as data storage becomes 

more distributed over interconnected networks. Also, a 

standard database structure allows applications to be easily 

moved from system to system. 

Structured Query Language (SQL) has been selected by 

the ANSI as a standard for one type of database system. It 

is used as an authoritative reference for developing 

relational database management systems and standard language 

interfaces to those systems. 
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SQL specifies two languages for making up a relational 

database management systen. First, a schema definition 

language is specified which declares the structures and 

integrity constraints of a database. Second, a module 

language is specified which declares database procedures and 

executable statements of a specific database application. 

Although SQL does not specifically address distributed 

database applications, it may be used to access relational 

structured data at remote nodes in a distributed systen. 

2.5 User Interfaces 

User Interfaces have been evolving since the 

introduction of the first computer. Over the years, users 

have exchanged data with computers by using technology such 

as electrical wires, paper tape, punch cards, magnetic 

storage media, terminal keyboards, optical scanners, 

microphones, mice, trackballs, light emitting diodes (LEDs), 

printers, Video Display Terminals (VDTs), audio speakers, 

and many other devices. 

2.5.1 Graphical User Interface - Definition 

As user interfaces became more enhanced, a concept 

called a Graphical User Interface (GUI) was developed. Ina 

12 September 1989 article of PC Magazine, Microsoft 

Corporation is quoted as defining a GUI to be an interface 

which satisfies at least six functional requirements. 
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a. A GUI exploits bitmapped displays, offering true 

What-You-See~-Is-What~-You-Get (WYSIWYG) screen 

representation of printed output. 

b. A GUI is graphically oriented and makes extensive 

use of icons. 

c. A GUI has good screen aesthetics. That is, the 

screen "looks good" and is a pleasure with which to 

work. 

dad. A GUI allows direct manipulation of on-screen 

elements. For example, users of word processors 

can grab and drag document margins rather than 

calculate and type in specific measurements. 

e. A GUI supports an object-action user environment. 

That is, the user first chooses an object, then 

selects an action to perform on that object. 

f. A GUI offers standard expected elements, such as 

menus, for providing consistency across 

applications. 

Microsoft Corporation also suggested that a good GUI 

should incorporate some additional features. 

a. A GUI should provide a strong set of user interface 

controls and tools for developing applications. 

b. A GUI should be consistent across platforms as well 

aS across applications. 

c. A GUI should be easy to install. 
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ad. A GUI should be flexible in supporting a variety of 

peripherals such as a keyboard, mouse, trackball, 

and touchscreen display. 

e. A GUI should support user customization and 

personalization. 

At the time of article publication, Microsoft GUI 

products were falling short of its own criteria. fThis 

shortfall is being addressed through its introduction of 

Windows 3.0 (R) for the PC. 

2.5.2 Graphical User Interface - History 

In the early 1970s, the Xerox Corporation introduced 

one of the first GUIs with its STAR Workstation. Software 

applications were represented by graphic icons on a display 

screen. A user worked with an application by first 

selecting its associated icon with a screen pointer, then 

choosing the desired operation by taking an appropriate 

action with that icon. 

The GUI has since been enhanced by commercial vendors 

in a number of products. Apple Corporation selected a GUI 

as the standard interface for its early Lisa microcomputer 

and introduced Desktop (R) on its more successful Macintosh 

line of computers. Microsoft Corporation followed this 

success by developing Windows for the DOS-based PC and OS/2 

Presentation Manager for the PS/2. Hewlett-Packard 

developed NewWave for the DOS-based PC. 
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OpenLook and OSF/Motif were two GUI products developed 

originally for the UNIX-based environment by Sun 

Microsystems and Open Software Foundation (OSF). Sun 

Microsystems and AT&T have been promoting OpenLook as the 

standard GUI for Unix-based systems. Almost all other 

Unix-based system vendors have been promoting OSF/Motif as 

the standard GUI for their products. 

Both OpenLook and OSF/Motif are capable of operating 

with DOS and OS/2-based PCs, but few applications have been 

developed to take advantage of them. 

3.0 Local Area Networks 

Local Area Network operating systems are available with 

an assortment of products for providing services in the 

Physical, Data Link, Network and Transport Layers of the OSI 

Reference Model. Some operating systems are proprietary to 

their vendors. Others are based on the standards discussed 

earlier in this document. A comparison of four popular LAN 

operating systems and their supported communications 

architecture standards is shown in Figure 3-1. 

Of these four LAN operating systems, two are very 

versatile in supporting multiple protocols. For example, 

network servers using the latest versions of either Banyan 

Vines (R) or 3Com 3+Open (R) can support simultaneously 

ISO 8073, TCP, and the Apple-proprietary Application File 
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Protocol (AFP) for the Transport and Network Layers on the 

same network. 

The point of this comparison is not to show which is 

the best LAN operating system. Rather, it indicates the 

level of respect and degree of support that LAN vendors have 

for certain standards. 

4.0 Recommendations 

Many issues must be addressed before the user community 

can meet its goal of providing data processing and 

networking applications on a single networked system. The 

most significant issue is to define data requirements which, 

if not identified correctly, will force expensive 

configuration changes after the network has been 

constructed. Therefore, a task force is being organized to 

define requirements for data storage, distribution, and 

communications between network stations. 

These requirements are not expected to be fully defined 

until 1992, a date considered too late by many user 

organizations for initiating office automation. To meet 

these early requirements for automation, management has 

decided to proceed with development projects in 1991, before 

data requirements are fully defined. 
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During this time, guidance is needed to maximize the 

effectiveness of the development projects for addressing 

requirements later defined by the task force. That is one 

of the reasons for this report. 

4.1 Network Architecture Recommendations 

Based on the information that has been presented in the 

previous sections, the following network architecture 

standards are being recommended as a guide for system 

development teams. 

4.1.1 Physical Layer Recommendation 

The recommended physical media for a single LAN is 

75 ohm coaxial cable. It can support higher data rates than 

the less expensive twisted-pair cable and enjoys a broad 

range of product support from commercial vendors. Although 

coaxial cable is less robust than optical fiber cable in 

supporting data transmission, new technology continues to be 

developed which increases the data carrying capacity of 

coaxial cable. 

The recommended physical media for interconnecting LANS 

is fiber optical cable. Core and cladding diameters for the 

cable will need to be 62.5/125 or 85/125 micrometers if FDDI 

is to be implemented at the MAC Sublayer. 

The length of either media can be extended through the 

use of inexpensive repeaters. 
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4.1.2 Data Link Layer Recommendation 

Recommended standards for the Data Link Layer are 

divided between its Media Access Control and Logical Link 

Control Sublayers. 

4.1.2.1 Media Access Control Sublayer Recommendation 

The recommended Media Access Control Sublayer standards 

for a single LAN are either IEEE 802.3 (CSMA/CD) or 

IEEE 802.5 (Token Ring). Both MACs have been selected as 

ISO standards and can operate with the same type of media 

defined in the Physical Layer. The most popular LANs are 

designed to operate with CSMA/CD with a data rate of 

10 Mbps. Token Ring has an advantage of supporting a higher 

data rate of 40 Mbps, but may need more cable as the LAN 

architecture is configured as a ring or loop. 

The recommended Media Access Control Sublayer standard 

for interconnecting LANS is FDDI. It is rapidly becoming an 

accepted commercial standard, supports up to 100 Mbps, and 

can be implemented between LANS with relatively inexpensive 

bridges. FDDI can be implemented with a bus architecture. 

4.1.2.2 Logical Link Control Sublayer Recommendation 

The recommended Logical Link Control Sublayer standard 

is IEEE 802.2. This LLC has been selected as an 

ISO standard and operates with any of the MAC Sublayers and 

Physical Layers recommended in this document: IEEE 802.3, 

IEEE 802.5, and FDDI. 
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A bridge can be used for connection to other LANs 

already implemented with different LLC Sublayers, MAC 

Sublayers, or Physical Layers. 

4.1.3 Network Layer Recommendation 

The recommended Network Layer standard is 

MIL Standard 1777 (Internet Protocol). This is not a 

selected ISO standard. However, as shown in Figure 3-1, 

many commercial LANs are introducing operating systems which 

support MIL Standard 1777 as an interim step towards 

compliance with the Network Layer of the OSI Reference 

Model. 

A router can be used for connection to other LANs 

already implemented with different Network Layers, LLC 

Sublayers, MAC Sublayers, or Physical Layers. 

4.1.4 Transport Layer Recommendation 

The recommended Transport Layer standard is 

MIL Standard 1778 (Transmission Control Protocol). This is 

not a selected ISO standard. However, as shown in 

Figure 3-1, many commercial LANs are introducing operating 

systems which support MIL Standard 1778 as an interim step 

towards compliance with the Transport Layer of the OSI 

Reference Model. 
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A gateway, the most expensive and complicated bridging 

device, can be used for connection to other LANs already 

implemented with different Transport Layers, Network Layers, 

LLC Sublayers, MAC Sublayers, or Physical Layers. 

4.1.5 Session Layer Recommendation 

Two recommended Session Layer standards are 

MIL Standard 1780 (File Transfer Protocol) and 

MIL Standard 1782 (Telnet Protocol). These are not selected 

ISO standards. However, both are well established on the 

DoD ARPANET packet-switching network for file transfer and 

terminal emulation services. 

A gateway, the most expensive and complicated bridging 

device, can be used for connection to other LANs already 

implemented with different Session Layers, Transport Layers, 

Network Layers, LLC Sublayers, MAC Sublayers, or Physical 

Layers. 

4.1.6 Presentation Layer Recommendation 

Three recommended Presentation Layer standards are the 

X.400 message handling service and the previously mentioned 

MIL Standard 1780 (File Transfer Protocol) and 

MIL Standard 1782 (Telnet Protocol). The X.400 message 

handling service is becoming more widespread with commercial 

LANs and is expected to be established as an ISO standard. 
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A gateway, the most expensive and complicated bridging 

device, can be used for connection to other LANs already 

implemented with different Presentation Layers, Session 

Layers, Transport Layers, Network Layers, LLC Sublayers, MAC 

Sublayers, or Physical Layers. 

4.1.7 Application Layer Recommendation 

The three recommended Application Layer standards are 

the same as those recommended for the Presentation Layer: 

X.400 message handling service, MIL Standard 1780 (File 

Transfer Protocol) and MIL Standard 1782 (Telnet Protocol). 

A gateway, the most expensive and complicated bridging 

device, can be used for connection to other LANs already 

implemented with different Application Layers, Presentation 

Layers, Session Layers, Transport Layers, Network Layers, 

LLC Sublayers, MAC Sublayers, or Physical Layers. 

4.2 Data Interchange Recommendations 

Based on the information that has been presented in the 

previous sections, two data interchange standards are being 

recommended as a guide for system development teams : ISO 

8632-1986 (Information Processing Systems Computer Graphics 

Metafile), IBM Technical Publication SC23-0757-1 (Document 

Content Architecture, Final-Form-Text Reference), and IBM 

Technical Publication SC23-0758-1 (Document Content 

Architecture, Revisable-Form-Text Reference). Computer 

Graphics Metafile is a widely used method for exchanging 
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graphics and has the advantage of being an ISO-accepted 

standard. Although not an ISO standard, Document Content 

Architecture is widely used for converting text-based 

documents. 

4.3 Data Definition Recommendations 

Bar code is the only type of data definition standard 

discussed in this document. The recommended standard for 

bar code is the popular MIL Standard 1189A - Code 3 of 9. 

4.4 Data Manipulation Recommendations 

The recommended standard for data manipulation is 

ANSI X3.135-1986 (Structured Query Language). This standard 

is accepted by the ANSI and implemented by many vendors of 

relational database systems. 

4.5 Graphical User Interface Recommendations 

The graphical user interfaces are partially dependent 

upon the platform on which they are operating. This is 

gradually changing as new software is being developed to 

take advantage of the different graphical user interfaces. 

The recommended GUIs for current use on the various 

platforms are: 

a. Windows for the DOS-based PC; 

b. Presentation Manager for the OS/2-based PC; 

c. OSF/Motif for the UNIX-based PC; 

(Note: all three of the above GUIS are near twins.) 

d. Desktop for the Macintosh PC; 
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OSF/Motif is expected to become the GUI standard of the 

future because of its endorsement by both IBM and Microsoft 

Corporation. 

5.0 Compliance Testing 

A commercial product will be deemed technically 

compliant with the standards proposed in this document if it 

has been certified compliant by an approved testing body. 

The National Institute of Standards and Testing (NIST) 

is an approved testing body for certifying a product to be 

compliant with: 

a. Internet Protocol 

b. Transmission Control Protocol 

c. Telnet Protocol 

dad. File Transfer Protocol 

e. Document Content Architecture 

f. Computer Graphics Metafile 

g. Standard DoD Bar Code Symbology ~- Code 3 of 9 

h. Structured Query Language 

OSINET is an approved testing body for certifying a 

product to be compliant with: 

a. IEEE 802.2 Logical Link Control 

b. IEEE 802.3 Media Access Control 

c. IEEE 802.5 Media Access Control 

d. X.400 Message Services 
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Specifications 

6. ISO 7498: Data Processing - Open Systems 

Interconnection Basic Reference Model 

7. ISO 8802/2: 7/1986 Information Processing Systems - 

Local Area Networks - Part 2: Logical Link Control 

8. ISO 8802/3: 7/1986 Information Processing Systems - 

Local Area Networks - Part 2: Logical Link Control 

9. MIL Standard 1777: 9/1983 Internet Protocol 

10. MIL Standard 1778: 8/1983 Transmission Control 

Protocol 

11. MIL Standard 1780: File Transfer Protocol 

12. MIL Standard 1781: Simple Mail Transfer Protocol 

13. MIL Standard 1782: 5/1984 Telnet Protocol 

14. X.400: 1/1985 Message Handling System - System Model - 

Service Elements 

7.3 Data Interchange Standards 

1. ANSI X3.122-1986 American National Standard for 

Information Systems Computer Graphics - Metafile for 

the Storage and Transfer or Picture Description 

Information 

2. IBM Technical Publication SC23-0757-1 Document Content 

Architecture, Final-Form-Text Reference 
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7.4 

1. 

IBM Technical Publication SC23-0758-1 Document Content 

Architecture, Revisable-Form-Text Reference 

ISO 8632-1986 Information Processing Systems Computer 

Graphics Metafile for the Storage and Transfer of 

Picture Description Information 

ISO 8879-1986 Information Processing - Text and Office 

Systems Standard Generalized Markup Language First 

Edition - 1986-10-15 

Data Definition and Manipulation Standards 

ANSI X3.135-1986, Structured Query Language - Federal 

Information Processing Standards Publication 127 

Database Language SQL, 10 March 1987 National 

Institutes of Standards and Technology 

MIL Standard 1189A, Standard Dod Bar Code Symbology - 

Code 3 of 9 
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