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CHAPTER 5

CONCLUSIONS AND CONTRIBUTIONS

This thesis has presented a client-server based architecture for providing secure remote

access to software tools via the Internet.  The architecture provides the security features

that a real-world implementation of such a system may require.  The implemented system,

which is named NetCAD, has been tested by providing access to a .STL file repair service

[Bøhn93] with satisfactory results.  The chief advantages offered by this model of Web-

based application access are:

1. The model provides a customizable security solution based on symmetric and public-

key cryptography.  Different application may need different level of security and the

security protocol used in a given application can be customized according to the

needs.

2. Any user connected to the Internet can access the application; he or she need not be a

part of a specific network.

3. The user is not restricted to a particular operating system.  The client software works

with the Netscape Communicator 4.5 browser in most operating systems.

4. The user always accesses the most up-to-date client and application software.  Thus,

the software need to be maintained only at the server, and software upgrades made on

the server become instantly available to all users across the Internet.

5. Since the client is a Java applet, and since the download and execution of the client

software is automatic, there is little or no user intervention or installation steps.
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The NetCAD system provides a secure means to access over the Internet to any

software that takes in an input file, processes it, and gives an output file as a result.  This

approach can be extended to provide for other types of engineering services, including

linking the client to access multiple applications on the same server.

Application access security is becoming increasingly important as more and more

businesses move to the Web.  An example of this is virtual enterprises which need to

access each other software to remain competitive.  The ability to securely access each

other software, as illustrated by NetCAD, is necessary to provide these enterprises the

required level of trust and confidence they need for this mode of operation.


