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ABSTRACT V

Large scale software development efforts in the past decade
have posed a problem in terms of the reliability of the software. The
size and complexity of software that is being developed is growing
rapidly and integrating diverse pieces of software in the operational
environment also poses severe reliability issues, resulting in
increased development and operational costs. A number of reliability
models have been defined in the literature to deal with problems of ·
this kind. However, most of these models treat the system as a "black
box" and donot consider the complexity of the software in its relia-
bility predictions. Also, reliability is predicted after the system had
been completely developed leaving little scope for any major design
changes to improve system reliability.

This thesis reports on an effort to develop a reliability model
based on complexity metrics which characterize a software system
and runtime metrics which reflect the degree of testing of the sys-
tßm. A complete development of the reliability model is presented
here. The model is simple and reflects on our intuition of the soft-
ware development process and our understanding of the significance
of the complexity metrics. Credibility analysis is done on the model
by simulating a number of systems and applying the model. Data
collected from three FORTRAN coded systems developed for NASA
Goddard was used as representative of the actual software systems.
An analysis of the results is finally presented.
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Chapter 1
1.0 Introduction

1.1 Motivation for the Study

Software design and development is the key to_ effective use of
today's increasingly faster hardware technology. However large scale
software development efforts have put forth a problem of another
kind : reliability of software systems. The size and complexity of
software is dramatically increasing, and with networking and multi-
processing, many diverse pieces of software are simultaneously

· running and interacting with each other. This slows down the soft-
ware development process and increases the development and oper-
ational costs. Also, the past decade has seen a proliferation of per-
sonal computers, workstations, mini's, micro's and mainframes; re-
sulting in heavy dependence on these systems. Breakdown of these
systems could be expensive and even catastrophic.

Software design and development is still considered an 'art'
and there is a severe shortage of skilled programmers who can do
the job 'right'. There are as yet few automated techniques for gener-
ating software. Rapid evolution of computer technology is also creat-
ing its own problems. Software tends to become economically obso-
lete more rapidly and one cannot spend enough resources and time
to create the highest quality software products and still be economi-
cally viable. Thus most often, because of cost and schedule pres-l
sures, tradeoffs have to be made between high quality, rapid deliv-
ery, and low cost[MUSA87]. This means that any method of reliabil-
ity assessment and/or improvement of these software systems could
be potentially valuable.

Currently, there are two methodologies in developing reliable
software for large systems[LEW88] :
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1) Divide and conquer approach. This is the structured program-
ming approach of breaking up a large problem into manageable sub-
problems with well defined interactions. It is a widely used tech-
nique and serves to reduce the complexity of tasks a designer has to
handle at a time.

2) Use of software fault tolerant techniques such as the n-version
programming[AVIZ77] and recovery blocks[RAND75]. However, this
approach leads to increased size and complexity of the software and
also it _has not been demonstrated that these techniques can actually
improve reliability.

A third approach is the concept of 'reusability' in the pro-
gramming environment. This method involves creating libraries of
useful modules either using conventional programming styles or the
relatively new and as yet unproven, object oriented programming
paradigm. This technique has scope to reuse software, reduce devel-
opment time and possibly decrease software costs. Most software

. developers reuse software to some extent. However, large software is
typically developed in a team environment with distribution of tasks.
Therefore, pieces of software tend to be written in different styles.
Consequently, errors get introduced during the integration phase
when modifications need to be made to get the software system to
work as a unit. To err is human, and so no design approach can
guarantee perfectly reliable software. Therefore, there is an even
greater need for reliability measures that predict software system
failure.

Other approaches that exist and could be used to produce reli-
able software but which might not be tangible for large systems are:
exhaustive testing of software using automated test generation
schemes and using formal proof of correctness.
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The purpose of this study is to explore a software reliability
model which attempts to predict software system failure. The modell
reflects our intuitive understanding of the software development
methodology and the human aspects of the software development
process. The modelling employs software complexity metrics which
are based on the the structure of the code and runtime metrics which
reflect the degree of testing to which the system and its components

”

have been subjected. The model does not assume any specific com-
plexity metric. Thus, any software metric which is known to correlate
with errors can be used in the model.

Credibility analysis is performed on the reliability model to
determine if the model performs to our expectations. For the analy-
sis, we have simulated a number of system descriptions which are
representative of the variance in properties of the actual software
systems. We used the data compiled from the three Fortran coded
systems developed for NASA Goddard[NASA82] and generated sys-
tem descriptions as a variation of the individual properties associ-
ated with it.

1.2 Survey of existing reliability models

The literature cites a large number of models for estimating
software system reliability. Most of these models are based on the
execution behavior observed during system testing. Referred to as
the 'black box' approach, this approach suffers from two limitations.
First, software system design is heavily influenced by it's applica-
tions. Thus design approaches tend to differ significantly between
systems. Also, code development in a project environment is also in-
fluenced by coding standards adopted by the group. The 'black box'
approaches do not consider these differences in modelling software
reliability. Software metrics capture these differences to some extent
and are increasingly gaining contidence as measures of software reli-

i
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only when the system is completely built. Thus, the 'black box' relia-
bility models have applicability only when the system has been com-
pletely built and there is little scope for improving system reliability.

Most 'black box' models assume a hazard function (failure den-
sity) and determine the model parameters using Maximum Likeli-
hood Estimators. An early model by Schick and Wolverton[SHICK73]u
assumes that error rate (hazard rate) is proportional to the number
of errors remaining and the amount of time Spcnt in debugging, and
computes a reliability estimate and an estimate of the total time re-
quired to find all the remaining errors. A modified model[SHICK78]
assumes that hazard rate is a parabolic function. Moranda[Morand75]
presented two models which assume that the hazard rate between
successive errors decreases in steps that form a geometric progres-
sion. Both compute a reliability estimate and mean time to failure
(MT'I'F). Sukert[SUKER'I77] developed a reliability growth model from
data gathered from a sequence of test stages. The model does not
present any criteria for üxing the number of tests per stage and the
number of stages in the test·sequence. It predicts the reliability atl
each stage and uses least squares approximation to determine the
paramctßts. Shooman[SHOOM72] presented a model which assumes
that the time—to·failure has an exponential distribution and the code
size remains constant. The model determines a reliability estimate
and the number of errors remaining in the system. Other 'black box'
models include the Goel and Okumoto Bayesian model[GOEL78],
Weibull model[WAGON73], Littlewood and Verall Bayesian
model[LI'I"I'LE74], Shooman and Trivedi Markov model[SHOOM76].

A notable exception to the "black box" reliability models cited
in literature is the quantitative model developed by Shooman. The
model uses structural information from the system to determine the
system failure rate and the system probability of failure[SHOOM76].
He uses metrics such as the frequency with which each of the paths
are run (Q), the running time for each path (tj) and the probability of
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error along each path (qj) in the model. The term "path" was used in
a general sense to mean any module, function, mode, etc. The model
was developed under the assumption that the program was designed
in a structured and modular fashion and the paths in the program
are independent of each other. From the above information,
Shooman estimated the times for successful and unsuccessful
traversal of each path over N test cases and then arrived at the fol-
lowing system failure rate and system probability of failure :

(note : i refers to the total number of paths in the system and j is an
instance of i)

i
Zffqj

System Failure Rate

=j=1

. System Probability of Failure = iffqj
j=1

Along the same lines, we investigated a reliability model that
incorporates information about the quality of the system as mea-
sured by software complexity metrics. In addition, the model we de-
veloped employs runtime metrics such as the amount of testing each
component has undergone so far, and the number of errors discov-
ered. The term "component" in our interpretation is defined as a pro-
cedure in the software system although any other basic unit (e.g.
object, module) could be used as well. Since, metrics begin to appear A
during the development phase of the software system, an assessment
could be made about the quality and reliability of the system during
the development phase itself. Before proceeding further into the de-
velopment process, decisions based on complexities could also be
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made on the degree of testing that should be done to establish de-
sired conüdence levels on the reliability of the system.

Most models in the literature, determine reliability in the time
domain (either calender time or execution time). That is, they deter-
mine quantities like the Mean Time To Failure [MTTF], Mean Time
Between Failures[MTBF], or Failure Intensity (failures experienced in
a time interval). In our model development however, we determine
the probability of failure of the system in the next run. No assump-
tions are made regarding the execution time of each test case. The
domain here is the number of test cases and no execution time pro-
jections are made. This makes it harder to make comparisions be-
tween the model and other existing· reliability models. It is hoped
that execution time complexity metrics when incorporated into the
model, would transform the model into the time domain and facili-
tate the comparison of the model performance with the other relia-
bility models. We have performed the credibility analysis of the
model to determine if the model performs to our expectations and is
directionally correct.

Chapter 2 presents the model development, the assumptions
made in deriving the model and their justifications. Chapter 3 pre-
sents the software system simulator and the theory behind the simu-
lation analysis. Chapter 4 presents a credibility analysis of the model
with a discussion of the results. Chapter 5 concludes with summary
of the model performance and future directions.



r Chapter 2

2.0 The Reliability Model

This chapter presents the reliability model. Section 2.1 outlines
the intuition behind the model and lists and justifies the assumptions
made in the model development. The assumptions reflect the
attributes of complexity metrics, the testing process, and the soft-
ware system design and development process. Section 2.2 defines
the reliability model. _

2.1 Model Development

The reliability model being defined derives information from
two sources: system design characteristics and system testing. The
system design characteristics are represented by the software com-
plexity metrics and the number of components in the system. As
mentioned earlier, "component" is a procedure in the software sys-
tem and each component in the system is associated with a value
measuring it's ”complexity". Numerous complexity measures have
been defined in the literature (e.g., [MCCL78], [KAFU81a], [MCCA76]).
The model development here assumes that the complexity metrics
(kind of programming constructs used, number of variables, struc-
ture of code, interface between components, etc.) are valid measures
of the program complexity and does not specify any particular mct-
ric. System testing is described by the number of test cases per-
formed at each point, the number of failures observed in each com-
ponent during these test cases, and the number of times a component
was executed.

A number of assumptions have been made which reflect our
intuition of the software development process, the nature of the
complexity metrics, and the software testing process.

7
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Assumption 1 : The probability of discovering an error in a
component is inversely proportional to the
degree of testing to which the component has
been subjected without failure.

This assumption expresses the belief that the reliability of a
component increases as the component executes without failure on
an increasing number of test cases.

Assumption 2 : The probability of discovering an error in a
component is directly proportional to the
complexity of the component.

This assumption implies that there is a correlation between the
component complexity and errors.

Assumptions 1 and 2 are the basis for the model development
and identify our intuition of the system behavior and the assump-
tions about the complexity metrics. In addition, other simplifying as-
sumptions have been made and are presented later in this chapter.

The model assigns a probability of failure to each of the compo-
nents in the system based on the complexity metrics. One would be
very skeptical about the reliability of a component with a very high
complexity value. It indicates code in which we would expect a large
number of errors to be found. Therefore, high complexity compo-
nents initially have a high probability of failure. As testing pro-
gresses, if the component is executed without failure, confidence in
the component grows and, hence, the probability of failure of the
component drops. The rate at which the probability of failure drops
is initially small, and grows faster with increasing number of test
case executions. The probability of failure of the component ulti-
mately stabilizes around a small value. .
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On the other hand, if the component complexity is low, it means
that the code is small, simple and/or well written. Therefore, we do
not expect many errors in such components; these components would
initially have a low probability of failure relative to the high com-
plexity components, and this probability drops very fast with in-
creasing testing. The probability of failure of the component ulti-
mately stabilizes around a small value.

Apart from the two assumptions already given, there are other
underlying assumptions which are not directly visible and relate to
testing, error discovery and error correction :

Assumption 3 : All failures which occur are observed. A
failure is anything that produces results other
than those expected.

Assumption 4 : Each test case results in zero or one failures.
As soon as we discover a failure, the test case

~ is deemed to have ended.

Assumptions 3 and 4 are self-explanatory and relate to error
discovery. Strictly speaking, these assumptions are not true. How-
ever, they serve. to simplify the model development without sacri-
ficing the validity of the model and can be removed at a later stage.

Assumption 5 : Test cases are independent of each other.

Assumption 6 : Each test case is directed at testing a different
aspect of the system.

Assumptions 5 and 6 relate to system testing. Errors get intro-
duced into the system as a random phenomena resulting from hu-
man mistakes. Error discovery as a result of testing (unless selection
of testing strategy is influenced by the errors discovered earlier) also
tends to be random. Therefore, the chances of one error influencing
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the other during error discovery is small [Musa79]. Together, as-
sumptions 5 and 6 require that the testing process should be de-
signed such that the testing sequence is large and varied enough to
cover the entire system. System probability is determined from the
components which get tested in the system. Thus if assumption 6 is
not true, there is a possibility that, if a significant portion of the sys-
tßm remains untested initially, the predicted system probability of
failure could be misleadingly low. Subseqently, if the untested por-
tion gets tested and we begin to discover errors, the system proba-
bility of failure will not be very sensitive due the dampening effect
on the probability from components which have been thoroughly
tested.

Assumption 7: Every error discovered is corrected before the
next t¢St case is executed.

Assumption 8 : Correcting an error does not introduce addi-
tional errors and also does not change the

. complexities of the existing components.

Assumptions 7 and 8 relate to the error correction process.
Strictly speaking, these assumptions are not true. There is always a
chance that the error could get masked for this test case after the
corrections and reappear at a later stage under different circum-
stances. Also, correcting an error could introduce additional errors
and/or complexity because the correction process involves
adding/modifying code. However, these assumptions simplify the
model development and could be discarded at a later stage.

Assumption 9 : The change in probability of failure of a comp-
onent with additional testing follows the stan-

~ dard normal cumulative distribution function.

The cumulative normal distribution curve has the properties
which relate to our intuition of the component behavior. Moreover,
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the normal curve is asymptotic on both ends and, hence, appropriate
for our requirements. More will be said later about this assumption.

With the analysis presented above, we develop below a proba-
bility model for determining the system probability of failure.

2.2 Probability model

This section presents a complete development of the reliability
model. Section 2.2.1 introduces the notation used in the model devel-
opment. Section 2.2.2 discusses the assignment of initial probability
of component failures and the progression of the component proba-
bilities with testing. Section 2.2.3 discusses error discovery and cor-
rections to the component probabilities on error discovery. In Section
2.2.4, we derive the system probability of failure.

2.2.1 Terminology :

The notation used in the model development is presented be-
low and is self—explanatory.

T Total number of components in the system.

N Total number of test cases.

i index over test cases : 1 S i S N.

j Index over components in the system : 1 S j S T

cj ' Complexity of the jth component.

eji Total number of errors discovered in component j
after test case i.

nj; Number of test cases in which component j was
executed after tcst case i.

i

pji Probability of failure of component j after test
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case i.

Pi System probability of failure after test case i.

However, in the subsequent treatment, we will not use the sub-
script i when it is clear from the context (i.e., we would simply write
ei , ni,P_i,Ps instead of eii, nii,Pii,Psi where ever it is convenient).

2.2.2 Assignment of Initial Probabilities

The initial probability of component failures are assigned based
on the the component complexity values as measured by a software
complexity metric. As stated in assumption 9, we use the cumulative
normal distribution function for the initial probability of failure as-
signment to the components based on their complexities and subse-
qently, for tracking the component probability of failure with testing.
The range of probabilities are linearly distributed over a specified
RANGE of the curve, with the mean complexity component having an
initial probability of failure which is O.5*SCALE. The SCALE factor

— ranges from 0 to 2 and has the effect of shifting the RANGE of the
probability assignment on the 0-1.0 scale. Figure 1 illustrates this
assignment. The quantities RANGE and SCALE are calibration con-
stants in the model must be empirically determined.

As the testing process continues, individual probabilities
change depending on whether any errors are discovered. The rate at i
which the probability changes is dependent on the component com-
plexity and the amount of testing the component has undergone. The
starting position of the component on the probability distribution
curve deterrnines the initial probability of failure and the rate of
change of it's probability because of the shape of the curve. If the
component complexity is high, the rate of change of probability is
initially low and after a period of time, increases rapidly with addi-
tional error-free testing. After an additional amount of testing, if
there are no errors, this rate begins to decrease again and becomes
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steady at a low value. On the other hand, if the component complex-
ity is low, rate of change of probability is more or less steady and the
component would also have a relatively low initial probability of
failure with respect to the high complexity components. Figures 2
illustrates the progression on the probability curves for high and low
complexity components with testing which does not result in the
discovery of an error. Note that the shape of the curve corresponds
to the intuition about the change of probability expressed in section
2.1.

2.2.3 Corrections for Error Discovery

A generally accepted observation is that a majority of the er-
rors are discovered in small section of the code. Another indirect ob-
servation that follows from this is that among the high complexity
components in the system, only a fraction of these components would
have a high concentration of errors. Thus, when an error is discov-
ered in a component, its probability of failure should be increased
because more errors are likely to be found in this component by ad-
ditional testing. The increase in probability is determined by the
complexity value of the component.

However, if an additional amount of testing does ·not reveal
any errors in a high complexity component, this is a component that,
despite having a high complexity, does not have a concentration of
errors. For these components one could be sufficiently confident that
the component would run reliably and there should be a significant
change in it's probability of failure. The positioning of the high com-
plexity components along the probability distribution curve deter-
mines the ”amount of testing" that is required to come to this conclu-
sion.

„ Again, if the component complexity is small, then we have
probably discovered the only error in the component. However we
remain cautious and increase the probability of failure but keeping
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the rate constant. By observing Figure 2, we notice that we can
achieve this effect by reassigning the component probability value to

, an ordinate of the abscissa on the left side of the current abscissa.
This amounts the the same things as shifting the probability distri- t
bution curve to the right by a few test cases. Figure 3 illustrates this
effect.
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2.2.4 System Probability of Failure

From the individual probability of failure of the components,
we can derive the system probability of failure. In determining the
system probability of failure, at each test case we are implicitly as-
suming that the behavior of the system we have seen thus far is rep-
resentative of the future behavior of the system. This is expressed
in our calculation of the frequency of execution. We have assumed
without stating that at test case i, the degree of testing which a com-
ponent has undergone is indicative of the amount of testing the com-
ponent will undergo in the future.

The first step in the derivation is the assignment of failure
probabilities to the individual components. At test case i, this is de-
noted by:

Probability of failure of component j : Pj

The probability of failure of the components determined from
the distribution curve in Figure 2 based on the component complex-
ity as discussed in sub·section 2.2.2. Each time the component is exe-
cuted without failure, the new probability value is determined to be
the ordinate Step test cases to the right from last test case when it
was run. By the same token whenever an error is discovered in the
component, the new probability is the ordinate of the test case that is
Back test cases to the left of the last test case in which the compo-
nent was run. This procedure captures all the information and anal-
ysis that was presented at the component level in the previous sub-
section (2.2.3).

In order to estimate the number of remaining errors in the
component, we need to determine the frequency of execution of the
component. A good estimate of this would be to look at the testing
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history and count the number of times this component is executed ateach point. „

Projected Frequency of execution

n•
of component j I „

This is the average number of times component j is executedover i test cases.

The number of remaining errors in the component is deter-mined by estimating the number of times the component is going to
- be tested in the remaining testing period and then applying theprobability of failure estimate.

Projected upper bound on failures

in componentj : (N·i)*TL*pj
‘

This is an upper bound on the number of component failuresremaining to be discovered. In calculating the upper bound on thenumber of remaining failures at test case i, we are implicitly assum-· ing that the probability of failure of the component is constant forthe remainder of the testing. This is an incorrect assumption. How-ever, since we are determining the upper bound, the analysis is noteffected. If subsequeutly, the component runs without failures, the_ probability of failure drops and we determine a new upper bound on' the component failures.

Once the projected upper bound on the failures is determinedfor all the components, we can then determine the projected upperbound on the number of remaining failures in the system.

Projected Upper bound on failures
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T
. .

„,“,i„
over all components tn the system : (N-1)

i pj
.i=1

This is a summation over all the components in the system and
gives an estimate on the total number of failures remaining to be
discovered in the system.

. To determine the system probability of failure, we have to es-
timate the total number of component executions i.e. the sum total of .
the component executions over all components. This is again a pro-
jected estimate based on the testing history of each of the compo-
nents.

Projected number of executions

of component j : (N-i)*?l

This is an estimate on the number of component executions
over the remaining test cases.

Projected number of executions

T

° Bj.over all components : (N-1)*i

J=1
This is a summation over all components and is se1f-explana-

tory.

Pro'. # of failuresS t 'I ° ' :W Of
f<··'··'€

1-„,. # of „„„„„„„.
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System probability of failure is taken as the total number offailures over the total number of executionsl This is because even ifonly one component fails, the entire system is considered to havefailed.



Chapter 3

j 3.0 Simulation Tools and Techniques

3.1 Introduction

_The best test of a reliability model's credibility is its accurateand directionally sensitive predictions over a wide range of softwaresystems. Iannino, Musa, Okumoto, and Littlewood [IANN84] have alsoidentified the following criteria for assessment of any reliabilitymodel : predictive validity, capability, quality of assumptions, appli-cability, and simplicity.

Predictive validity is the capability of the model to predict fu-ture failure behavior from present and past failure behavior[MUSA82]. There are two ways of viewing predictive validity and arebased on the approaches to characterizing the failure process :
1. the number of failures approach and

2. the failure time approach

The first approach, the number of failures experienced over aj period of time is characterized by specifying a distribution. We de-termine the distribution parameters from past data and apply thedistribution to predict future failures. In the second approach, wecharacterize the times between failures. The first approach could betranformed to the domain of our reliability model (i.e. the number oftest cases) and thus will be used in assessing the predictive validityof the reliability model in the subsequent sections.

Capability refers to the ability of the model to estimate withsatisfactory accuracy quantities needed by the software managers,
engineers, and users in planning and managing software develop-ment projects or running operational software systems. Our reliabil-ity model employs measurable characteristics like size, complexity,

22
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structure and the testing history
to.

determine reliability. The model
thus has the capability for prediction of software reliability in the
system design and early development phases. All assumptions made
in the model development process have been qualified by intution.
The model development presented in Chapter 3 attests to its sim-
plicity. It is simple enough to be applied to any software system

. whose complexity metrics can be generated and can be applied both
in the development and operational environment thus making it
widely applicable unlike the existing 'black box' models which can be
applied only after the system has been completely built.

In the absence of actual systems with their complexity metrics,
testing history, and failure discovery data, we are forced to resort to
simulating the actual systems and employing error seeding and error
discovery strategies. In this thesis we present the development of a
complete simulator which is used for the credibility analysis of the
reliability model presented in Chapter 2.

3.2 Software System Simulator

The purpose of this simulator was to generate hypothetical
data for performing the credibility analysis of the reliability model.

- The software was developed on a UNIX system using the C-language.
We also used FORTRAN IMSL mathematics and statistics libraries for
generating bivariate gamma random variates.

There are three main functions of the simulator :
i

1. Generate the System Descriptious based on specified system
characteristics.

2. Generate hypothetical error seeding and test case generation
information for each system description. V

3. Apply the model to each of the system descriptions and their
testing history and output the simulation results.
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These steps are shown in Figure 4. _
3.2.1 Generation of System Description

The system description is represented by complexity-error
pairs which as a whole have specified means, variances and correla-
tion. In the absence of any representative data to perform the dis-
tribution analysis, we had to choose a distribution function that ·
would demonstrate some representative characteristics of the exist-ing software systems. In our search for such a distribution, we foundthat the bivariate gamma distribution function has properties thatwould make it ideal for our purpose. It has been observed that the
error distribution among components in a system tends to be highly
skewed with a few components having a high concentration of errors
and a majority with very few or zero errors [CANNING85]. The
gamma distribution function has the advantage that we can control
the shape and scale of the distribution independentlyw for each of the

variates, thus allowing us the flexibility of modelling different sys-
tem descriptions uniformly. Also, most of the popular distributions
(e.g. Normal, Poisson, Exponential) could be approximated as special

g cases of the gamma distribution.

Inputs :

1. (mean, variance) or (shape, scale) pairs of the compo
nents.

2. (mean, variance) or (shape, scale) pairs of the errors.

3. Number of components in the system (Tcomp).

4. Desired correlation coefficient between complexities and
l

errors. '
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Outputs :

1. A file containing the Tcomp (complexity, errors) pairs.

2. Total number of errors distributed in the system (Terrs).

procedure :

The methods listed in literature for generating bivariategamma random variates [SCHM80, SCHM82] produce variates in thereal domain. However, we require the variates to be in the integerdomain. So, the modified algorithm truncates the random variatesgenerated from the algorithm and recalculates the (mean, variance)
parameters for the complexities and the errors in the components. Ifthese parameters fall within the 10% domain of their specified val-ues, the system description is accepted.

Figure 5 shows the inputs to and outputs from the bivariate. gamma random variate generator. This corresponds to the first phaseof the software system simulator as shown in Figure 4. Figure 6 givesthe equations for the standard gamma density function and the rela-. tionship between (mean,variance) and (scale,shape) parameters.
Figure 7 illustrates some representative shapes of the gamma distri-bution function.

3.2.2 Error Seeding and Testing Distribution

The process that introduces defects into code and the testing
selection process that determines which code is being executed atany time are both dependent on a large number of time-varying
variables. The tester has partial control over the environment and
thus it is possible that the selection of components could be plannedor manipulated to some extent during the testing process. However,
the introduction of errors into the code and the relationship between



2 7

Mean and Variance of Correlation Mean and Va1'i¤¤C€
Component Complexities Coefficient df C¤¤¤P¤n€n¤ EIIGIS

Number of
Components

Ißivanate Gamma
Distribution Function

” ‘
Individual Component
(complexity,En·ors) ·

Figure 5 : Generation ofSystem Description



2 8

B-axw-I e-X/B
———-— if X > 0

mo = T0
otherwise

where p
2 T (er) = I

t"‘e'*¤t
0

end’
ot = Shape Parameter

B = Scale Parameter

Mean (p,) = aß
V

Verianee (G3) , apz

„ Figure 6 :Ga.mma Density Function



2 9 _

f(x)

1.0

0.8
l/L! =1/2

Ü.6 1
M = 2

0.4 ‘/ = 3

0.2

1 2 3 4 5 6 7 8

- _ N 1'igtue 7 : Gamma DensityFunctions with Shape Parameter 1. .



3 0

input states and code executed are usually both sufficiently complex
processes to make deterministic prediction of failure impractical
[MUSA87]. Consequently, a deterministic selection of input states
will not have a perceivable deterministic effect on reliability.
Therefore, modelling testing and error discovery as a random process
is still a reasonable approach. The testing and error distribution

. patterns are first generated using a random number and mapping it
over the test case range. This constitutes a simulation run, and we
then apply the model and determine the predicted system
probability of failure and the actual system probability of failure.

3.2.2.1 Testing distribution

As was discussed earlier, even though the tester has partial
control over the environment and could influence the selection of
components for execution during a test case, there will not be any
significant deterministic effect on the prediction of software failure.

- In addition, since we do not have actual software systems on which
we can apply the model, testing approaches such as functional testing
are not of consequence here. The number of test cases over which a

- component is executed and the components that are executed on a
particular test case are based on random number generators.

The testing scenario is described by the following :

Inputs : ‘

1. Number of test cases over which the component testing is to
be distributed (N).

2. Total number of Components in the system under testing
(T)-

Outputs :
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Matrix of numbers (terr(i,j)) whose rows represent the test
cases and columns represent components. Location terr(i,j) is 1 if
component j is run in test case i.

Procedure : ‘

For each component j in the system, a uniform random number
generator is called to determine the number of test cases in which
the component is to executed. This number is then distributed over
the test cases by calling a random number generator and linearly
mapping the random number over the testing range. At this point,
the number of times a component is executed in a given test case is
ignored and if there are any overlaps during the mapping, the ran-
dom number generator is called again. Figure 8 illustrates the se-
quence of operations.

3.2.2.2 Error Distribution

The system description generator returns complexity-error‘
pairs and the errors in each of the components are to be distributed ‘
over the tcst case range. An obvious fact is that the total number of
errors to be distributed should be less than the total number of tcst‘
cases following our assumption that at most one error is discovered
per test case.

The error distribution scenario is described by the following :

Inputs :

1. Number of test cases (N).

2. Number of components (T).

3. Number of errors in each component (e(j)).

4. Testing distribution (terr(i,j)) generated earlier.
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Outputs :

An array cerr(i) of length N whose elements indicate if an error
occurs in test case i, and if so, in which component.

Procedure :

The errors in the system are distributed over the testing se-
quence using a uniform random number generator. For each compo

nent, j, a random number is generated and mapped over the number
of test cases. If the number maps to a test case which has not been
marked for error discovery in some other component, the test case
array is updated to indicate that component j fails at test case i. The
number of errors to be distributed is then decremented. If more
than one error maps to the same test case, =the mapping is discarded
the random number generator is called again. This follows our as-
sumption that at most one error is discovered per test case.

. 3.2.3 Simulation Output

Once the testing and error distribution tables have been de-
terrnined, the model is ready to be simulated on a test case by test
case basis. The simulator generates the probability of failure data
using the model developed in Chapter 3. Initially, we determine the
probability of failure of the individual components based on the
component complexities. This involves Ending a position on the nor-
mal cumulative distribution function for each component depending
on its complexity. The probabilities of failure of each component are
tracked as the simulation proceeds from test case to tcst case. The
probability of failure of components change only with testing. This
ensures that components which remain untested in the system will
retain their assigned probabilities and, thus, if a large portion of the
system remains untested, the system probability of failure remains
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high. The system probability of failure is then determined from the
individual component probabilities as per the analysis presented
earlier. For comparison, we also compute the actual probability of
system failure. The actual probability of failure of the system is de-
fined as the ratio of the number of errors remaining to be discovered
to the number of test cases remaining to be executed.

3.2.4 Output Statisticsi

In order to make a comparison between the actual system
probability and the predicted system probability and relative per-
formance of the model over different system descriptions, we gener-
ated statistics from the output data of the simulation and performed
the Z-tests of significance. We have identified three statistics which
could be suitable measures of the degree of closeness of the actual '
and predicted system failure probabilities :

i•
Absolute difference between the actual and model
estimates of probabiIity(|Pact·PmodI/Pact).

• Count of the number of test cases in which the predicted
probability of failure is within 10% of the acutal

I
' probability of failure.

• Count of the number of test cases in which the predicted
probability of failure is within 25% of the actual
probability of failure.

To discount for the possibility of anomalies due to the pseudo-
random number generators, the simulation for each system descrip-
tion was duplicated 49 times and the Z—test of signiücance was ap-
plied to make comparisons of the model performance over different
system descriptions, The number of duplications chosen is a matter
of convenience as the only requirement was that it should be large
enough (>>30) so that the Z-tests of significance could be applied.
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In the next section we present the hypothesis testing proce-
dure for determining if two population means are different. In the
present context, population constitutes a simulation run of the sys-
tem description. i.e. a population is the test statistics collected over
the set of duplications. A complete description of the hypothesis
testing can be found in any statistics text and hence only a con-
densed treatment is offered here.

3.2.5 Z Tests for Differences Between Two Population
Means

In performing the hypothesis tests between two populations
one may assume that both populations are normal and both samples
are normal. This is a realistic assumption since many population dis-
tributions are well approximated by a normal curve. As an illustra-
tive_ example, a normal distribution approximates a binomial distri-
bution when the sample size is very large. Similarly, a poisson dis-
tribution also approximates to a normal distribution. Also, we as-
sume that the population variances are known.

However, when sample sizes are large (size>>30), the above as-
sumption need not be true, as, according to the Central Limit Theo-'
rem, even if the sample is not normal, the sample mean will have an
approximately normal distribution and so will be an arithmetic dif-
ference of the means of two non-normal samples. We can also ap-
proximate the population variances with the sample variances and
arrive at a large-sample test statistic. This is a standard test statistic
and hence no justification is provided here.

Effectively, the Z statistic is a normalization of the sample mean
differences(ä·Y). This statistic tests the hypothesis that two popu-
lation means are the same. Therefore, the complete description for
the test procedure would be :
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Chapter 4

4.0 Credibility Analysis

4.1 Introduction

In order perform the credibility analysis of the model, 20
different system descriptions were generated. As mentioned earlier,
a system description is completely defined by six parameters : mean
and variance of errors, mean and variance of complexities, total
number of components(Tcomp) and the correlation coefficient
between errors and complexities. The following are the abbreviations' used in the Tables :

Tcomp : Total number of components in the system.

Terrs : Total number of errors in the system

MeanC : Mean of the complexities in the system

VarC : Variance of the complexities in the system

MeanE : Mean of the errors in the system
l

VarE : Variance of the errors in the system

Correl : Correlation coefficient between errors and

component complexities

The system descriptions are organized into five different sets.
Within each set, four of the variables are fixed (to within 10%) and
the fifth is varied. The following tables list the five sets. Each table
lists four system descriptions with four of the parameters fixed and
the fifth varying. The numbering scheme for the tables used in this
chapter is as follows

3 7
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Each table is numbered X.Y :

Where X is the set number[1..5] and Y gives associated
tables for the set. The possible values for Y are :

Y = 1 : System descriptions used for the simulations.

Y = 2 : Output Statistics for the simulations. ·

Y = 3 : Hypothesis testing results.

In addition to the tcrminology defined above, the following
abbreviations represent the output measures from the simulation
analysis :

Relative

Differences : Relative differences between the actual and model
probabilities. This is the sum total of the absolute
relative difference between the actual and the
modal estimates over all the test cases

10% Envelope : Count of the number of test cases in which the
, predicted probability falls within 10% of the

actual probability.

25% Envelope : Count of the number of test cases in which the
predicted probability falls within 25% of the actual
probability.

Zr : Computed test statistic for relative differences

Z10 : Computed test statistic for 10% envelope

Z25 : Computed test statistic for 25% envelope
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A discussion on the output measures was presented in Chapter
4. The following sections present an analysis of the output data on a
set by set basis.
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4.2 Model Behavior with Changing Variance of

Complexities :

Looking at Table 1.2 we notice that as the variance of the com-
plexities increases, the relative difference between the actual and the
predicted probabilities is consistently decreasing, and the count of
the number of points within the 10% and 25% envelopes is also con-
sistently increasing. Computation of the test statistics in Table 1.3
also confirm this observation in quantitative terms. Even though the
tests of significance between systems 3 and 4 for the relative differ-
ences and the 25% envelope do not show a significant difference, the
10% envelope does indicate that the model probability curve for
system 4 is much closer to the actual curve than system 3. This im-
plies that the model is performing well with increasing variance of
the component complexities. Increasing variance of complexities im-
plies a greater discrimination of the components with respect to their
complexities. This is consistent with our model hypothesis that the

, component complexities are related to errors in the system. A
number of metrics associated with complexity have a high variance
and thus could be used effectively in the model.

l
We notice that the variance of the output measures seems to be

unusually high. This implies that some simulations do well and some
simulations do very poorly. The variance of the 10% measure seems
to increase consistently while the variance of the 25% measure seems
to drop consistently. This anomaly between the 10% and the 25%
measures can be attributed to the, scattering effect in the mid-
complexity region. Figure 9 is a plot of the distribution of the
complexity-errors pair from typical system descriptions. The plot
indicates a certain relationship between the complexities and errors.
However in the mid-complexity regions, we see a very high
perturbation or scattering. The 25% measure has the containing
effect and thus is more insensitive to this scattering.
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TABLE 1.1 : System Descriptions with Varying Vaxiance ofComplexities

Sys# Tcomp Texts MeanC Va1C VarE Com-:1.
1 250 179 88.72 1931.71 0.716 1.323 0.6348
2 250 173 91 .44 2498.31 0.692 1 .261 0.6056

„ 3 250 1 78 88.04 3693.40 0.712 1 .253 0.6242
4 250 173 88.71 7336.25

u
0.692 1 .293 0.6313
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Table 1.2 : Output Statistics from Vatying Vatiance ofComplexities

Relative Differences 10% Envelope 25% EnvelopeSys#

ä W ß V4 E V4
1 25.13 24.96 31.14 324.20 126.12 1957.16
2 2222 4056 42.63 78276 157.28 3002.61

1 3 18.09 18.66 67.36 911.00 194.51 1230.98
4 1739 33.95 95.22 1316.82 197.63 943.70
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Table 1.3 : Computed Z statistic from Varying Variance ofComplexities

Systemdescriptions Zr Z25
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4.3 Model Behavior with Changing Variance of Errors

As we change the variance of the errors across the systemdescriptions (Table 2.1), we notice that even though in absoluteterms the model seems to improve in performance with decreasingvariance, performing the tests of significance shows that the
A

differences are not significant. There is no apparent consistentpattern in the statistical measures. This behavior could be attributedto the fact that the change in variance of the errors over which themodel is tested is not very significant in absolute terms. In actualsystems, it has been observed that the variance of the errors tends tobe quite high with respect to the mean [NASA82a]. The orders ofmagnitude difference between the means of the complexities anderrors coupled with a relatively large variance of errors with respectthe mean could not be modelled by any of the existing standard
bivariate discrete or continous distributions(bivariate normal,poisson, beta and gamma distributions). All the distributions that wehave investigated, implicitly assume that both the variates are ofthe same order of magnitude. For this reason, we are not able tomake any quantitative judgements about the model behavior with‘
respect to the variance of errors.
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TABLE 2.1 : System Descriptions with Varying Varianoe ofErrors

Sys# Tcomp Terrs MeanC VarC Mear1E VarE Correl

250 173 91 .44 2498.31 0.692 1 .261 0.6056
250 179 90.92 2711 .07 0.716 1.635 0.6091
250 186 91.74 2750.90 0.744 2.158 0.61 11
250 189 88.72 2619.44 0.756 2.344 0.5865
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Table 2.2 : Output Statistics from Varying Variance of Errors

Relative Differences 10% Envelope 25% EnvelopeSys#

ä 6 ß V6 Ä V6
1 22.22 40.56 42.63 782.76 16726 3002.61

~ 2 21.51 29.11 46.87 1011.94 154.42 2703.38
6 23.77 23.12 33.04 444.44 127.73 1639.74
4 23.97 21.76 28.34 416.43 129.14 1905.83
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Table 2.3 : Computedzstatistic from Varying Variance ofErrors

Systemdescriptions Zr Z25
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4.4 Model Behavior with Changing Correlation Coefficient
Table 3.3 shows the results from performing simulations oversystem descriptions with varying correlation coefficients (Table 3.1).As the correlation coefficient increases, the relative differencebetween the actual and model probabilities is decreasing and thecount of the number of points within the 10% and 25% envelopes inalso consistently increasing. Table 3.3 gives the test statistics for allthe three measures. The 10% measure does quite well and passes allthe test requirements. However, the 25% measure statistically doesnot behave consistently. The relative difference measure is notsatisfactory.

We had, however, expected the model to be quite sensitivewith respect to the correlation coefficient. One explanation for theinsensitivity of the model lies in the orders of magnitude difference
_

in numbers between the complexity values and the errors in thesystem. Also, a look at the complexity·error pairs for systemdescriptions with various correlation coefficients (Figure 9) showsthat there is a significant overlap in the point spread betweendifferent correlations, especially for complexity values in themidrange. Point spread is the deviation of the errors from the‘
regression line of the system description. This makes it harder forthe model to discriminate effectively over the range of correlations.

One significant problem we have discovered is that thecorrelation coefficient alone is insufficient to accurately define therelationship between the errors and complexities. Figures 10 and 11show two scatter diagrams which have the same correlationcoefficient. However, at a certain complexity, though the expectednumber of errors is the same, the deviation from this expected valuecould be significant. Figure 11 shows a significantly larger deviationthan Figure 10. Most of the system descriptions that we generatedhave scatter plots similar to Figure 11 and thus the output resultstend to be inconclusive.
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TABLE 3.1 : System Descriptions with Vaxying Correlation Coefiiciem

Sys# Tcomp Terxs McanC VarC VarE Co1·re1
· 250 186 88.60 2634.83 0.744 1 .342 0.5026

250 173 91 .44 2498.31 0.692 1 .261 0.6056
250 171 90.44 2816.88 0.684 1 .288 0.7135
250 170 90.03 2856.96 0.680 1 .194 0.8125



5 1

Table 3.2 : Output Statistics from Vaiying Comzlation Coefticient

Relative Differenccs 10% Envelope 25% EnvelopeSys#

ä V6 ß V6 ß V6
_ 1 24.62 31.03 32.65 427.89 133.67 2423.19

2 22.22 40.56 42.63 782.76 157.28 3002.61
6 21.02 29.03 53.46 1259.18 161.65 2733.45
4 20.80 4629 6626 1155.33 177.22 1839.84
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Tablc 3.3 : Computcd Z statistic from Varying Corrclazion
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4.5 Model Behavior with Changing Mean of Complexities

Table 4.3 gives the simulation results from varying the average
component complexities. The table does not show any consistent
behavior for the relative differences and the 10% Envelope. The tests
of signiticance for these statistical measures in Table 4.3 also do not
show any significant difference. However, the 25% envelope does
seem to show that the accuracy of model predictions drops with
increasing mean complexities. One reason could be the scattering· effect mentioned earlier. This effect would be more pronounced with
higher mean complexities.
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'TABLE 4.1 : System Descxiptions with Varying Mean ofComplexities
‘

Sys# Tcomp Teus MeanC Va1C VarE Correl1 9 • 76.7 · 2866.8 0.760 1 .238 0.57761 91. · 2498.31 0.692 1.261 0.60561 = - 98.9 - 2696.0= 0.728 1 .310 0.6424• 17 114. · 2651.7 0.700 1.258 0.5905
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Table 4.2 : Output Statistics from Varying Mean 0}Complcxities

Relative Differences 10% Fnvelope 25% Envelope
Sys# ä V6 ß W E V622.55 35.47 45.06 79526 149.38 2966.8022.22 40.56 42.63 782.76 15726 3002.61‘ 23.05 19.49 35.63 851.70 141.00 2090.6924.53 17.51 31.85 458.93 ° 122.97 152524
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Table 4.3 : Computed Z statistic from Varying Mean of Complexities

S SS an
1·2 -0.111 -0.428

U
0.750
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4.6 Model Behavior with Changing Mean of Errors

Tables 5.2 and 5.3 give the simulations results from varying
. the mean errors in the system. The results show a significant change

in the model performance with changes in the mean error content in
the system. All three measures indicate a change in the model
performance with mean error content. A closer look at the simulation
results shows that the model performs best for system description 1.
However, the model was tuned using this system description as the
base. Therefore, the rapid deterioration of the model with other
system descriptions suggests that the model might have to be re-
tuned for the system description with a different mean error content.

The model was retested against the system descriptions after
rescaling the initial probability assignments. This could be easily
achieved in the model by changing the SCALE parameter. Table 5.4
lists the range of calibration constants for which the model performs
consistently well in all three output measures. We should notice that
there is a consistent trend in the scale factor though, at higher mean‘
of errors, the best scale parameter tends to be in a large range of° values. Table 5.5 gives the simulation results after making ‘ a selection
of the SCALE parameter from Table 5.4. The selection criteria is morel ' or less the midpoint of each of the ranges. The results show that the
model performs quite well for all the system descriptions after
calibrating the SCALE parameter. Therefore, it can be concluded that,
if the mean error content in the system can be estimated by other
techniques or by historical experience, the model can be calibrated
accordingly to give accurate predictions.

Comparing Tables 5.2 and 5.5, we notice that the Relative
Difference measure between the actual and model prediction seems
to be consistenly dropping. The 10% and the 25% envelopes also
seem to be capturing a significant portion of the curve. The tests of
significance conducted on Table 5.5 also confirm that changes are
significant.
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TABLE 5.1 : System Descriptiohs with Varying Mean of Errors

Sys# Tcomp Tcrrs MeanC VarC VarE Corxel250 1 73 91 .44 2498.31 0.692 1 .261 0.6056250 255 91 .79 2874.85 1 .020 2.1 16 0.5853. 250 306 90.98 2813.82 1 .224 2.142 0.6035250 388 95.40 2870.32 1.552 2.135 0.5797
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Table 5.2 : Output Statistics from Varying Mean of Errors

Relative Differences 10% Envelopc 25% Envelope
Sys# L V6 ß V6 Ä Var

2222 40.56 42.63 782.76 157.28 6002.61
6620 26.16 21.34 408.67 6226 595.99

”
43.58 25.70 6.59 140.52 27.44 622.28

. 54.17 22.62 1.14 27.55 8.69 271.23
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Table 5.3 : Computed Z statistic {mm Vaxymg Mean of Emu:
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TABLE 5.4 : System Descripüons with Varying Mean of Errors and the SCALE factor

Sys# Tcomp Terrs MeanC VarC VarE Correl SCALE
250 173 91.44 2498.31 0.692 1.261 0.6056 1.1-1.2

250 255 91 .79 2874.85 1 .020 2.1 16 0.5853 0.6-0.7

250 306 90.98 2813.82 1 .224 2.142 0.6035 0.3·0.5

- 250 388 95.40 2870.32 1 .552 2.135 0.5797 0.1 -0.4
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Table 5.5 : Output Statistics from Varying Mean of Errors for a Chosen Scale Factor

Relative Differences 10% Envelope 25% Envelope
Sys# Ä v=¤ ä V6 ß V6

3 18.21 73.06 121.36 959.90 200.71 722.32
19.80 69.60 133.49 797.96 _ 189.18 841.41
22.22 62.10 141.81 536.35 178.94 316.87

- 25.49 64.36 128.33 726.30 170.00 221 .06
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Table 5.6 : Computed Z statistic from Varying Mean of Errors for a Scale Factor

Smwww lää
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Table 6.0: Summary of Results

Directionally Correct Sigrriiicance
Zr 210 225 Zr z1o 225

Correlarion 3 III 3 3
Meanof3333333 I3 IIE3
Mean of

Errors III 3 I 3’ Varianoe of 2Complexities



Chapter 5

5.0 Conclusions

5.1 Summary and Comments on the Model Behavior

Summarizing the results we_ have obtained from simulations,
the model seems to be directionally correct to changes in the vari-
ance of the complexities and mean of the errors. The Z-test also
shows that the changes are signiticant. The model also does well with
respect to the correlation coefficient albeit below our expectations.
The model is directionally correct with varying mean of complexities.
However, tests of significance have not been very good. We cannot
make judgements on the model performance with respect to the
variance of errors for the reasons stated in Chapter 5. Table 6.0
summarizes the results of the model performance with respect to the
various system parameters. Table 6.1 is a qualitative assessment of
the model behavior with respect to each of the system parameters in
terms of directionality, tests of significance and model sensitivity

_ with changes to the system parameters

5.2 Future Work

One of the constraints in our modelling was our inability to ac-
curately generate bivariate gamma random variables in the integer
domain. We have used a modified version of the bivariate gamma
random number generator in the real domain. Consequently, we no-
tice a scattering effect in the complexity—error distribution at mid-
range complexities. This significantly effects the sensitivity of the
model. If a better algorithm can be found and implemented, more ac-
curate comments can be made about the model behavior with re-
spect to the mean of the complexities and variance of errors.

Secondly, in our analysis of the model behavior, we found out
that the correlation between errors and complexities alone was in
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sufticient to completely describe a system. There may be other mea-
sures which can more accurately capture the relationship between
errors and complexities and should be investigated. These measures
could then be used in place of correlation in the model.

Thirdly, the scattering effect can also be investigated further if
we can f'1nd a methodology for controlling this effect.

Finally, other metrics such as the execution time complexity
metrics (actual execution time statistics of the individual compo-
nents) and calendar time metrics when validated could also be incor-
porated into the model. A comparison of the reliability model per-
formance with respect to the already existing 'black box' reliability
models could then be performed.

In conclusion, the complexity based modelling of software sys-
tems to determine reliability seems to be a credible approach.
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Table 6.1 : Model Performance
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