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Perspectives of Jamming, Mitigation and Pattern Adaptation of OFDM Pilot
Signals for the Evolution of Wireless Networks

Raghunandan M. Rao

(ABSTRACT)

Wireless communication networks have evolved continuously over the last four decades in order
to meet the traffic and security requirements due to the ever-increasing amount of traffic. However
this increase is projected to be massive for the fifth generation of wireless networks (5G), with a
targeted capacity enhancement of 1000×w.r.t. 4G networks. This enhanced capacity is possible by
a combination of major approaches (a) overhaul of some parts and (b) elimination of overhead and
redundancies of the current 4G. In this work we focus on OFDM reference signal or pilot tones,
which are used for channel estimation, link adaptation and other crucial functions in Long-Term
Evolution (LTE). We investigate two aspects of pilot signals pertaining to its evolution - (a) impact
of targeted interference on pilots and its mitigation and (b) adaptation of pilot patterns to match the
channel conditions of the user.

We develop theoretical models that accurately quantify the performance degradation at the user’s
receiver in the presence of a multi-tone pilot jammer. We develop and evaluate mitigation al-
gorithms to mitigate power-constrained multi-tone pilot jammers in SISO- and full rank spatial-
multiplexing MIMO-OFDM systems. Our results show that the channel estimation performance
can be restored even in the presence of a strong pilot jammer. We also show that full rank spatial
multiplexing in the presence of a synchronized pilot jammer (transmitting on pilot locations only)
is possible when the channel is flat between two pilot locations in either time or frequency.

We also present experimental results of multi-tone broadcast pilot jamming (Jamming of Cell-
Specific Reference Signal) in the LTE downlink. Our results show that full-band jamming of pilots
needs 5 dB less power than jamming the entire downlink signal, in order to cause Denial of Service
(DoS) to the users. In addition to this, we have identified and demonstrated a previously unreported
issue with LTE termed ‘Channel Quality Indicator (CQI) Spoofing’. In this scenario, the attacker
tricks the user terminal into thinking that the channel quality is good, by transmitting interference
transmission only on the data locations, while deliberately avoiding the pilots. This jamming
strategy leverages the dependence of the adaptive modulation and coding (AMC) schemes on the
CQI estimate in LTE.

Lastly, we investigate the idea of pilot pattern adaptation for SISO- and spatial multiplexing
MIMO-OFDM systems. We present a generic heuristic algorithm to predict the optimal pilot
spacing and power in a nonstationary doubly selective channel (channel fading in both time and
frequency). The algorithm fits estimated channel statistics to stored codebook channel profiles and
uses it to maximize the upper bound on the constrained capacity. We demonstrate up to a 30%
improvement in ergodic capacity using our algorithm and describe ways to minimize feedback re-
quirements while adapting pilot patterns in multi-band carrier aggregation systems. We conclude
this work by identifying scenarios where pilot adaptation can be implemented in current wireless
networks and provide some guidelines to adapt pilots for 5G.
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(GENERAL AUDIENCE ABSTRACT)

Wireless communications have evolved continuously over the last four decades in order to meet the
ever-increasing number of users. The next generation of wireless networks, named 5G, is expected
to interconnect a massive number of devices called the Internet of Things (IoT). Compared to
the current generation of wireless networks (termed 4G), 5G is expected to provide a thousand-
fold increase in data rates. In addition to this, the security of these connected devices is also a
challenging issue that needs to be addressed. Hence in the event of an attack, even if a tiny fraction
of the total number of users are affected, this will still result in a large number of users who are
impacted.

The central theme of this thesis is the evolution of Orthogonal Frequency Division Multiplexing
(OFDM) pilot signals on the road from 4G to 5G wireless networks. In OFDM, pilot signals are
sent in parallel to data in order to aid the receiver in mitigating the impairments of the wireless
channel. In this thesis, we look at two perspectives of the evolution of pilots: a) targeted inter-
ference on pilot signals, termed as ‘Multi-tone pilot jamming’ and b) adapting pilot patterns to
optimize throughput.

In the first part of the thesis, we investigate the (a) impact of multi-tone pilot jamming and (b)
propose and evaluate strategies to counter multi-tone pilot jamming. In particular, we propose
methods that (a) have the potential to be implemented in the Third Generation Partnership Project
Long-Term Evolution (3GPP LTE) standard, and (b) have the ability to maintain high data rates
with a multi-antenna receiver, in the presence of a multi-tone pilot jammer. We also experiment
and analyze the behavior of LTE in the presence of such targeted interference.

In the second half of the thesis, we explore the idea of adapting the density of pilots to optimize
throughput. Increasing the pilot density improves the signal reception capabilities, but reduces
the resources available for data and hence, data rate. Hence we propose and evaluate strategies to
balance between these two conflicting requirements in a wireless communication system.

In summary, this thesis provides and evaluates ideas to mitigate interference on pilot signals, and
design data rate-maximizing pilot patterns for future OFDM-based wireless networks.



Acknowledgements

I am indebted to a lot of people for helping me successfully jumpstart my career in the area of
Wireless Communications. Firstly, I would like to thank my mentors Dr. Jeffrey H. Reed and
Dr. Vuk Marojevic for giving me the opportunity, resources and the intellectual freedom to pursue
interesting ideas. I am deeply honored to work with prolific researchers such as yourself, and your
expert guidance in the right direction has enabled me to focus on concrete research problems, and
helped me to formulate practical solutions in a timely manner.

I would also like to thank Dr. Michael R. Buehrer for serving on my thesis committee, and for
his helpful technical inputs. His course on ‘Multichannel Communications’ solidified my concepts
related to MIMO-OFDM, without which this thesis would have been difficult to accomplish.

I especially owe my gratitude to Dr. Harpreet Dhillon for motivating me during my first year of
graduate study at Virginia Tech. His course on ‘Advanced Digital Communications’ introduced
me to the exciting area of Communications, and led me to pursue research in Wireless Communi-
cations.

I would also like to thank the Institute of Critical Technology and Applied Science (ICTAS), Vir-
ginia Tech Foundation, Office of the Secretary of Defense (OSD), MS Technologies and Oceus
Networks for funding my research and your support and cooperation.

To Dr. Eyosias Yoseph Imana: thanks for closely supervising my semester project in the course
on ‘Cellular Radios’, which formed the basis for this thesis. It was a great time working with you
during the Wireless@VT Symposium 2015. I learnt a lot from this single experience alone.

To Deven: I’m glad we got to work together the most during this year. It was a lot of fun working
with you while preparing and presenting demos for visitors. You have been a great friend outside
work, and I will always cherish the times I spent with you.

To Randall: You have been the most pleasant person I’ve ever worked with. Your knowledge on
RF and Microwave measurements has helped me a great deal while working on the experimental
part of my thesis. To my colleagues Abid, Aditya, Kaleb, Marc, Matt, Miao, Mina, Munnawar,
Sean, Tad and Xiaofu: you guys are awesome! It has been an enriching experience being a part
of this group, bouncing ideas off of you guys and getting useful feedback. I hope to build more
collaborations with you guys in the future. Marc, Mina and Munnawar, it has been a pleasure
collaborating with you on LTE jamming and spectrum sharing research. I would also like to thank

iv



Sai Nisanth, Surabhi and Shankar for all your support and companionship.

To Hilda, Nancy and Joyce: thank you for constantly helping me navigate the logistics of grad
school.

I would also like to thank my current and former roommates: Abhishek, Prakhar, Abdus, Ajai and
Steve for all the camaraderie. Grad school would have been very difficult without the support of
you guys.

To my dear Swati: this transition would’ve been very stressful without you. Your never-ending
optimism and constant moral support has helped me remain strong during tough times. You have
spread cheer everyday over these last two years. Thank you for everything.

To my beloved grandparents: you gave me the most beautiful childhood I could have ever wanted.
Your absence will leave a void in my heart forever. I’ll always remember you through your love
for the family, and the things you’ve taught me.

To my uncles Gururaj, Vasudev and Venkatesh: your constant moral support and fatherly advice
has always helped me believe in myself. I am blessed to have elders like you as a part of my family.

I am indebted to my parents and sister: I have missed home a lot, but am grateful for being
just a phone call away. None of what I’ve accomplished would’ve been possible without your
unconditional love and unquestioning support. You are, and always will be the pillars of my
strength. Words aren’t enough to thank you for the life you’ve provided me with.

v



To my Family

vi



Contents

List of Figures xii

List of Tables xv

1 Introduction 1

1.1 Evolution of Wireless Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Vulnerabilities of Wireless Networks . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.3 Focus and Contributions of this Thesis . . . . . . . . . . . . . . . . . . . . . . . . 3

1.3.1 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.4 Organization of this Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 Theoretical Analysis of Multi-Tone Pilot Jamming in OFDM 6

2.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2 Channel Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.3 Channel Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.4 Mean Square Error (MSE) Analysis . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.4.1 Mean Square Error in the Absence of a Jammer . . . . . . . . . . . . . . . 13

2.4.2 Mean Square Error in the Presence of a Synchronous Multi-Tone Pilot
Jammer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.4.3 Numerical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.5 Bit Error Rate Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.5.1 BER in the Presence of a Synchronous Multi-Tone Pilot Jammer . . . . . . 22

vii



2.5.2 BER in the Absence of a Multi-Tone Pilot Jammer . . . . . . . . . . . . . 24

2.5.3 Numerical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

2.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3 Mitigation of Multi-Tone Pilot Jamming in SISO and MIMO-OFDM 28

3.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

3.2 Types of Multi-Tone Pilot Jammers . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.3 Detection of Pilot Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.4 Anti-Jamming for SISO-OFDM Systems . . . . . . . . . . . . . . . . . . . . . . . 31

3.4.1 Resource Element Blanking with Interference Cancellation . . . . . . . . . 31

3.4.2 Cyclic Frequency Shifting of Pilot Locations . . . . . . . . . . . . . . . . 33

3.4.3 Numerical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.5 Spatial Multiplexing with MIMO-OFDM in the Presence of Multi-Tone Pilot Jam-
ming . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.5.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.5.2 Channel Equalization in MIMO-OFDM . . . . . . . . . . . . . . . . . . . 39

3.5.3 Multi-Tone Pilot Jamming Model for MIMO-OFDM . . . . . . . . . . . . 42

3.5.4 Constant Channel Approximation (COCHAP) with Jammer Cancellation . 44

3.5.5 Numerical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4 Jamming of LTE’s Cell-Specific Reference Signal (CRS) 53

4.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.2 The LTE Downlink . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.3 Channel Quality and Adaptive Modulation and Coding . . . . . . . . . . . . . . . 56

4.4 Impact of CRS Jamming on the Performance of LTE . . . . . . . . . . . . . . . . 56

4.4.1 Experimental Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.4.2 Throughput Measurement Results . . . . . . . . . . . . . . . . . . . . . . 60

4.5 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

viii



5 Adaptation of Pilot Patterns for OFDM Systems 65

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

5.2 Adaptation of Pilot Spacing and Power . . . . . . . . . . . . . . . . . . . . . . . . 66

5.2.1 Problem Formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

5.2.2 Estimation of Channel Statistics . . . . . . . . . . . . . . . . . . . . . . . 71

5.2.3 Channel Statistics Codebook . . . . . . . . . . . . . . . . . . . . . . . . . 71

5.2.4 Optimal Pilot Spacing and Power . . . . . . . . . . . . . . . . . . . . . . 72

5.2.5 Complexity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

5.3 Numerical Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

5.4 Some Practical Considerations for Pilot Adaptation in Current and Future Wireless
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

5.5 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

6 Conclusions and Future Work 83

6.1 Thesis Summary and Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . 83

6.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.2.1 Enhanced Mitigation Algorithms for Pilot Jamming . . . . . . . . . . . . . 84

6.2.2 Improving Resilience of LTE . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.2.3 Cross-layer Optimization in Interference Channels . . . . . . . . . . . . . 85

6.2.4 Trust-Aware Protocol Design . . . . . . . . . . . . . . . . . . . . . . . . . 85

6.2.5 Pilot Pattern Adaptation . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

A Additional Throughput Measurement Results 86

Bibliography 88

ix



List of Abbreviations

3GPP Third generation partnership project
AMC Adaptive modulation and coding
BER Bit error rate
BLER Block error rate
CA Carrier aggregation
CDF Cumulative distribution function
COCHAP Constant channel approximation
CoMP Cooperative Multipoint
CQI Channel quality indicator
CRS Cell-specific reference signal
DoS Denial of service
eNB Evolved node B
FBMC Filter-bank multicarrier
FDD Frequency division duplex
FTN Faster than Nyquist
HARQ Hybrid automatic repeat request
ICI Inter-carrier interference
ITU-T International Telecommunication Union - Telecommunication standardization sector
JC Jammer cancellation
JSR Jammer to signal ratio
LDPC Low density parity check
LS Least squares
LTE/LTE-A Long-term evolution/LTE advanced
MCS Modulation and coding scheme
MIMO Multiple input multiple output
MMSE Minimum mean squared error
MSE Mean square error
OFDM Orthogonal frequency division multiplexing
PCFICH Physical control format indicator channel
PCI Physical Cell Identity
PDSCH Physical downlink shared channel
PHY Physical layer

x



PRACH Physical random access channel
PSS Primary synchronization signal
PUCCH Physical uplink control channel
QAM Quadrature amplitude modulation
QPSK Quadrature phase shift keying
RB Resource Block
RE Resource element
RF Radio frequency
S(I)NR Signal to (interference and) noise ratio
SISO Single input single output
SSS Secondary synchronization signal
TDD Time division duplex
TTI Transmission time interval
UFMC Universal filtered multicarrier
UAV Unmanned aerial vehicle
UE User equipment
ZF Zero forcing

xi



List of Figures

2.1 Mean Square Error analysis region for diamond-shaped pilot arrangement in OFDM. 10

2.2 Illustration of a Synchronous multi-tone pilot jammer. . . . . . . . . . . . . . . . . 18

2.3 Theoretical and simulated channel estimation Mean Square Error for fd = 100 Hz,
τrms = 200 ns, in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 20

2.4 Theoretical and simulated channel estimation Mean Square Error for fd = 200 Hz,
τrms = 400 ns, in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 20

2.5 Theoretical and simulated channel estimation Mean Square Error for fd = 500 Hz,
τrms = 900 ns, in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 21

2.6 Analysis Region for BER derivations in the presence and absence of a multi-tone
pilot jammer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.7 Theoretical and simulated BER performance of QPSK-OFDM for fd = 100 Hz,
τrms = 200 ns,in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 25

2.8 Theoretical and simulated BER performance of QPSK-OFDM for fd = 200 Hz,
τrms = 400 ns,in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 25

2.9 Theoretical and simulated BER performance of QPSK-OFDM for fd = 500 Hz,
τrms = 900 ns, in the case of a synchronous pulsed multi-tone pilot jammer. . . . . 26

3.1 Mitigation of asynchronous multi-tone pilot jamming by resource element blank-
ing with interference cancellation. . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2 Mitigation of synchronous multi-tone pilot jamming by cyclic frequency shifting
of pilot locations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.3 Channel Estimation MSE performance of QPSK-OFDM in all considered scenar-
ios, for τrms = 200 ns, fd = 100 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.4 Channel Estimation MSE performance of QPSK-OFDM in all considered scenar-
ios, for τrms = 400 ns, fd = 200 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . 36

xii



3.5 Channel Estimation MSE performance of QPSK-OFDM in all considered scenar-
ios, for τrms = 900 ns, fd = 500 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.6 Bit Error rate performance of QPSK-OFDM in all considered scenarios, for τrms =
200 ns, fd = 100 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.7 Bit Error rate performance of QPSK-OFDM in all considered scenarios, for τrms =
400 ns, fd = 200 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.8 Bit Error rate performance of QPSK-OFDM in all considered scenarios, for τrms =
900 ns, fd = 500 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.9 Diamond-shaped pilot pattern for 4× 4 MIMO-OFDM. . . . . . . . . . . . . . . 41

3.10 Illustration of synchronous multi-tone pilot jamming in a 4 × 4 MIMO-OFDM
block, for all spatial layers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.11 Schematic of the Constant Channel Approximation (COCHAP) assumption for
pilots from transmit antenna 1 for j = 1, 2, 3, 4. . . . . . . . . . . . . . . . . . . . 43

3.12 Comparison of Ergodic sum capacity for all scenarios, for τrms = 100 ns, fd = 50 Hz. 49

3.13 Comparison of Ergodic sum capacity for all scenarios, for τrms = 200 ns, fd =
100 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.14 Comparison of Ergodic sum capacity for all scenarios, for τrms = 400 ns, fd =
200 Hz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.15 Comparison of Bit Error Rate for all scenarios, for τrms = 100 ns, fd = 50 Hz. . . . 50

3.16 Comparison of Bit Error Rate for all scenarios, for τrms = 200 ns, fd = 100 Hz. . . 51

3.17 Comparison of Bit Error Rate for all scenarios, for τrms = 400 ns, fd = 200 Hz. . . 51

4.1 A 1.4 MHz FDD-LTE downlink frame normal cyclic prefix, corresponding to an-
tenna port 0 of the eNodeB. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.2 Schematic of the experimental setup for throughput measurements of the LTE
Downlink. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.3 Schematic of the jamming strategies investigated for throughput performance of
the LTE downlink. The number of REs affected are the same in CRS and data
subcarrier jamming. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.4 Measured throughput versus JSR per Resource Block for all considered jamming
schemes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

xiii



4.5 Comparison of maximum theoretically achievable (Rmax,MCS), and measured av-
erage (R̄meas) throughput values versus JSR per Resource Block, for (a) CRS jam-
ming, (b) data subcarrier jamming (1 out of 3 data subcarriers above/below CRS
frequencies), and (c) barrage jamming. . . . . . . . . . . . . . . . . . . . . . . . . 63

4.6 Comparison of achievable throughput efficiency (ηach,th) for all considered cases. . 63

5.1 Illustration of pilot adaptation based on varying channel conditions. . . . . . . . . 68

5.2 Scenario of channel statistics variation for all cases. . . . . . . . . . . . . . . . . . 76

5.3 Ergodic Capacity Performance in SISO-OFDM for all considered pilot configura-
tions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.4 The CDF of Capacity for pilot adaptation versus LTE spacing, ρ = −3 dB for
SISO-OFDM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.5 Capacity gain of pilot adaptation versus the other considered fixed pilot configura-
tions for SISO-OFDM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.6 Ergodic Capacity Performance in MIMO-OFDM for all considered pilot configu-
rations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.7 The CDF of capacity for pilot adaptation versus LTE spacing, ρ = −3 dB for
MIMO-OFDM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.8 Capacity gain of pilot adaptation versus the other considered fixed pilot configura-
tions for MIMO-OFDM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

xiv



List of Tables

2.1 Description of the most important parameters . . . . . . . . . . . . . . . . . . . . 8

2.2 Simulation Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.3 Relationship between JSR (dB) and ρ. . . . . . . . . . . . . . . . . . . . . . . . . 26

3.1 Important Symbols and Notation . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.1 Mapping from CQI to spectral efficiency for 3GPP LTE Release 8. Adapted from
[1]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.2 Mapping from MCS to Maximum Throughput of Physical Downlink Shared Chan-
nel (PDSCH) for a FDD SISO 10MHz LTE Release 8 Downlink. Adapted from
[2]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

4.3 Parameters of the LTE Downlink Throughput measurement setup. . . . . . . . . . 59

5.1 Description of the most important parameters . . . . . . . . . . . . . . . . . . . . 69

5.2 Codebook of Channel Profiles,RC . . . . . . . . . . . . . . . . . . . . . . . . . . 74

5.3 Capacity gains of pilot adaptation w.r.t. fixed pilot configurations: comparison
against state of the art . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

A.1 Summary of statistics of measured throughput in the LTE jamming experiments. . . 87

xv



Chapter 1

Introduction

1.1 Evolution of Wireless Networks

Wireless networks have evolved over the last four decades, from the first generation (1G) analog
standards in the 1980s to the current digital fourth generation (4G) networks which saw worldwide
deployment over the last couple of years. In each generation, there has been major upgrades
over its predecessors in terms of coverage, speed, services etc. We are currently on the brink of
the standardization of fifth generation (5G) wireless networks that are expected to provide 1000×
capacity w.r.t. 4G networks, along with other performance enhancements such as ultra-low latency;
and interconnecting a massive number of devices to the Internet, called the Internet of Things (IoT).

The Third Generation Partnership Project (3GPP) has standardized the Long-Term Evolution (LTE)
from Release 8 in 2009 to Release 13 in 2016 [3]. The next version (Release 14) is scheduled for
completion by 2017. There have been addition of new features in the latest two releases of LTE
compared to the initial releases. Some of the important features introduced in these are support for
higher order modulation schemes (256QAM), higher number of spatial layers (up to 8×8 MIMO),
throughput enhancements using Carrier Aggregation (CA), cell-edge coverage enhancements us-
ing Cooperative Multi-point (CoMP) etc. The wireless evolution from 4G to 5G is expected to
happen through a combination of the following approaches: (a) major system overhaul of some
aspects of 4G and (b) elimination of redundancies, and upgrades to LTE. Some of the promising
technologies actively researched for 5G wireless networks are:

(a) Millimeter-wave (mmWave) communications [4],

(b) Massive MIMO [4],

(c) Alternatives to OFDM: Filter-bank Multicarrier (FBMC), Universal Filtered Multicarrier
(UFMC), Faster than Nyquist (FTN) etc. [5],

(d) Machine-Type Communications (MTC), and many more.

1
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Broadly, the recurrent theme in several 5G proposals is support for parameter adaptation in the
system, be it subcarrier spacing, cyclic prefix, pulse shape or others [6]. This is meant to optimize
the system performance based on the operating conditions of the network like channel statistics,
traffic patterns.

Pilot signals have traditionally been designed to have a fixed pattern in order to avoid complexity.
But they represent an essential overhead in the system since they do not carry data symbols. Be-
cause of the heterogeneity of the user mobilities and channel characteristics in a practical scenario,
dense pilot patterns become an unnecessary overhead if the channel remains flat enough in time
or frequency. In this regard, this thesis explores the idea of adaptation of downlink pilot pattern in
order to maximize the capacity of the system based on feedback of channel statistics from the user
to the base station.

In addition to performance enhancements, superior levels of reliability and security is also neces-
sary since in 5G networks it is expected to support critical infrastructure, in addition to civilian and
military user traffic.

1.2 Vulnerabilities of Wireless Networks

Security and privacy has always been an evolving problem in the area of wireless communications
since the days of the analog 1G cellular network. Each cellular generation has undergone its share
of research and development related to wireless network attacks and countermeasures because
each new feature introduced can have a potential vulnerability can be exploited by an attacker. The
importance of wireless security is and will be even more important in the future because critical
systems such as public safety, national security, commercial and military communications will
depend on the reliability of a wireless network.

The limits of wireless security will be tested in a 5G wireless network, simply because of the sheer
volume and density of the devices that is expected to be served by the network. Affecting a tiny
fraction of this number would result in the loss of functionality of a massive number of devices.
Hence, the importance of making current and future wireless networks more robust to attacks and
failures cannot be understated. Standardization of 5G networks is a couple of years away from
taking form. Therefore, this thesis deals with the resilience of LTE networks and its downlink
physical layer technology, Orthogonal Frequency Division Multiplexing. Prior research [7, 8] has
shown that targeted interference on pilot signals is more efficient in degrading the Bit Error Rate
performance than full-band jamming (also known as Barrage Jamming). Hence, this thesis will
specifically be investigating and quantifying the impact of targeted interference on pilot signals,
developing countermeasures against such attacks, and testing the resilience of the LTE downlink
to such attacks.
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1.3 Focus and Contributions of this Thesis

This thesis investigates the evolution of pilot signals, on the road from 4G to 5G wireless networks.
The main ideas of focus are:

1. Vulnerability of OFDM downlink pilot signals to targeted interference, i.e. multi-tone pilot
jamming.

2. Mitigation strategies to make OFDM systems more robust to multi-tone pilot jamming.

3. Study of the effect of targeted interference on LTE downlink pilots and (or) data resource
elements.

4. Adaptation of OFDM downlink pilot pattern based on changing wireless channel character-
istics

We provide important lessons learned from our investigation of OFDM systems in general, and
LTE in particular. Our findings can help in the robust design of future 5G wireless networks to
provide resilience against intentional and unintentional interference.

1.3.1 Contributions

The contribution of this thesis is divided into three parts. The first part develops a framework for
analyzing multi-tone pilot jamming of downlink pilots in OFDM systems. OFDM is the underlying
baseline communications technology for the LTE air interfaces. Hence, the second part applies
the analysis to LTE-specific control channels and performance metrics. Finally, we propose an
algorithm to adapt the pilot structure to optimize communications performance as a function of
channel conditions.

1.3.1.1 Multi-Tone Pilot Jamming and Mitigation in OFDM Systems

Multi-tone pilot jamming refers to deliberate transmission of interference on top of pilot signals
that degrade the process of equalization in coherent detection receivers. Prior research [9, 7, 8, 10,
11, 12, 13] has investigated pilot jamming and its mitigation in OFDM systems. This thesis builds
on this body of work to quantify and demonstrate the level of degradation

(a) We develop a mathematical formulation and derive the Bit Error Rate (BER) and channel
Estimation Mean Square Error (MSE) expressions for time and frequency fading channels
(also known as doubly dispersive/selective channels).
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(b) We introduce and evaluate mitigation strategies for power-constrained pilot jammers in
SISO-OFDM systems. In contrast to prior work, the proposed mitigation strategies are more
practical and simpler to be implemented in the widely deployed LTE networks.

(c) We devise and assess the performance of an approximate channel estimation algorithm in
the presence of a power-constrained pilot jammer for MIMO-OFDM with full rank spatial
multiplexing. As opposed to prior research in [13], we consider a the scenario where the
pilots are broadcasted to the users of the cell and channel estimates are imperfect. The
approximation is shown to yield satisfactory results in outdoor to indoor/indoor to indoor
channels [14], and can be used for slow fading channels as well.

1.3.1.2 CRS Jamming and CQI Spoofing in LTE

Recently, research in [15, 16, 17, 18, 19] has looked at various control channel attacks in LTE. This
thesis extends this body of research by analyzing the impact of CRS Jamming and CQI spoofing in
the LTE downlink. Cell-Specific Reference Signals (CRS) are the downlink pilots in LTE, while
Channel Quality Indicator (CQI) indicates the quality of the channel based on which the eNodeB
(LTE Base Station) adapts its modulation scheme and rate of error control coding. To the best of
our knowledge, we have demonstrated ‘CQI Spoofing’ in LTE for the first time, wherein a jammer
tricks the user into believing that the channel quality is good even though it isn’t, by targeting
interference on data subcarriers only. Experimental results pertaining to CRS Jamming and CQI
spoofing are demonstrated, and its implications are discussed in this work.

1.3.1.3 Pilot Pattern Adaptation for Throughput Maximization

Current wireless networks use fixed pilot patterns, which lead to unnecessary overhead if the chan-
nel is flat in either time or frequency. Hence, it makes sense to adapt pilot patterns based on the
channel flatness as seen by the user. Prior work has investigated and demonstrated pilot adaptation
for MIMO-OFDM systems, and has compared its throughput performance with respect to that of
LTE’s fixed pilot pattern. Our work has built on this idea, and we have devised a simple codebook
based approach to adapt pilot spacing in time and frequency in doubly dispersive channels. We
show the throughput gains w.r.t. fixed pilot spacing, and provide insights for its extension into
multi-band carrier aggregation systems with reduced feedback requirements. We also discuss the
conditions which are necessary to implement pilot pattern adaptation.

1.4 Organization of this Thesis

Chapter 2 presents the system model and the mathematical derivation of the theoretical BER and
channel estimation MSE in the presence of a multi-tone pilot jammer. Chapter 3 deals with mit-
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igation techniques to counter a power-constrained multi-tone pilot jammer in SISO- and MIMO-
OFDM systems. Chapter 4 demonstrates the impact of CRS Jamming and CQI Spoofing in the
LTE downlink. Chapter 5 presents a heuristic algorithm to adapt pilot spacing in time and fre-
quency based on estimated channel statistics, for SISO- and MIMO-OFDM scenarios. Finally,
Chapter 6 provides the main conclusions, with a brief discussion of the research directions that can
be spawned out of this work.



Chapter 2

Theoretical Analysis of Multi-Tone Pilot
Jamming in OFDM

2.1 Background

Orthogonal Frequency Division Multiplexing (OFDM) is pervasive in today’s wireless networks.
The reason for its popularity is due to (a) its ability to achieve high data rates in mobile environ-
ments by effectively dealing with multipath propagation (b) tight channel packing (c) high area
spectral efficiency (d) flexible resource allocation flexibility and scalability and (e) compatibility
with multi-antenna techniques. It is employed in wireless commercial communications standards,
such as IEEE 802.11 and LTE. It will be used for next-generation public safety networks and other
mission critical communications systems [20].

OFDM waveforms and communications systems that use it have been analyzed in terms of robust-
ness against radio frequency (RF) interference of various types. Research results have shown that
OFDM-based systems are vulnerable to targeted RF interference [8, 9, 12, 21]. Although this kind
of interference can be caused by an adversary that tries to disrupt communications, it can also be
caused by other wireless systems in shared or unlicensed bands. Systems and technology need
to adapt to the emerging scenario of shared, rather than exclusive use of spectrum for commer-
cial wireless, including cellular communications. Hence, it is crucial to address the physical layer
vulnerabilities of OFDM.

When the interferer has no prior knowledge about the signaling structure in the network, wideband
barrage jamming is shown to be optimal [22]. The open access to wireless standards documenta-
tion makes it easy for an adversary to do better than wideband barrage jamming. Prior research [7],
[8] has shown that OFDM reference signal or pilot-tone jamming is more efficient than wideband
jamming. This is so because excessive interference on the reference signal corrupts the channel
estimates, which are typically obtained by interpolating between the channel estimates of two or
more reference symbols [23]. Hence, the equalization process is disrupted and the data demodula-

6
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tion performance is degraded for relatively lower powers as compared to wideband jamming.

Patel et al. [9] derived closed form BER expressions to study the effect of imperfect channel es-
timation for OFDM/MC-CDMA systems in frequency-selective Rayleigh fading channels, in the
presence and absence of a jammer. Han et al. [10] analyzed the mean squared error (MSE) of
channel estimation in the presence of a narrowband pilot jammer and propose a jammed pilot de-
tection and excision algorithm to mitigate the jammer. The damage that single-tone pilot jamming
can cause is limited since only the adjacent data-carrying subcarriers would be affected.

Jun et al. [24] analyzed the BER performance under various partial-band, full-band and multi-tone
jammer configurations for BPSK- and DBPSK-OFDM systems. Jasmin and Clancy [11] have de-
rived closed-form expressions for PSK-OFDM and PSK-Single Carrier FDMA (PSK-SC FDMA)
systems in the presence of jamming and imperfect channel estimation. These works assume a
pilot-structure that requires time-only or frequency-only interpolation for channel estimation.

We extend on prior work and derive the MSE and BER for OFDM systems in doubly selective
channels (strong fading in time and frequency), both in the presence and absence of a multi-tone
pilot jammer. We assume a ‘diamond-shaped’ pilot arrangement for the OFDM block, because
equal spacing of pilots in the block achieves the minimum MSE (MMSE) estimate of the channel
[25]. This arrangement of pilots is used in modern communication systems, like 3GPP LTE/LTE-
A. We assume least squares (LS) channel estimation along with linear interpolation for channel
equalization because of its low complexity and good performance in the MSE sense, making it
attractive for practical implementations [26].

Section 2.2 describes the system model for the wireless channel. Section 2.3 outlines the channel
estimation algorithm in the presence and absence of a multi-tone pilot jammer. Section 2.4 presents
the derivation and numerical simulation results of the MSE expressions for SISO-OFDM systems.
Section 2.5 presents the derivation and numerical simulation results of the BER expressions. Sec-
tion 2.6 concludes by summarizing the main results of this chapter.

Notation

The most important parameters and variables used in this chapter is introduced in Table 2.1.

2.2 Channel Model

The channel impulse response (CIR) h(t, τ) of a mobile wireless channel can be written as

h(t, τ) =
∑
i

γi(t)δ(τ − τi), (2.1)

where τi is the delay of the ith resolvable multipath component, γi(t) its corresponding complex
amplitude and δ(t) the Dirac delta function. Due to relative motion in the channel, the γi(t)’s are
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Table 2.1: Description of the most important parameters

Variable Description
σ2
H Channel power gain factor
Rt(∆t) Temporal correlation function of the wireless channel
Rf (∆f) Frequency correlation function of the wireless channel
τrms Root mean square delay spread of the wireless channel
fd Maximum Doppler Spread (Hz)
vtr Relative speed between the transmitter and the receiver
fc Center frequency of the OFDM signal
σ2
w Noise variance
σ2
p Pilot signal power
N Total number of subcarriers per OFDM symbol
L Pilot spacing in frequency on the same OFDM symbol
tp Pilot spacing in time between two consecutive pilot-bearing OFDM symbols
T Pilot spacing in time between two odd/even-numbered pilot-bearing OFDM symbols
Hk[n] Actual channel co-efficient of the kth subcarrier on the nth OFDM symbol
Ĥk[n] Channel estimate of the kth subcarrier on the nth OFDM symbol
P Set of pilot locations in the OFDM block. Its elements are of the form {n, k} ∈ P
|P| Number of pilot locations in the OFDM frame
γ̄b Average SNR per bit of QPSK symbols
Pb(n, k) Probability of bit error at the kth subcarrier on the nth OFDM symbol

wide-sense stationary (WSS) narrowband complex Gaussian processes, and each γi(t) is indepen-
dent of the other multipath components γj(t) for i 6= j [27]. We model all γi(t)’s to have the same
normalized correlation function Rt(∆t) given by

rγi(∆t) = E[γi(t+ ∆t)γ∗i (t)] = σ2
iRt(∆t), (2.2)

where E[·] denotes the statistical expectation and σ2
i the average power of the ith signal path. The

channel frequency response (CFR) H(t, f) is the Fourier transform of the CIR and is given by

H(t, f) =

∫ +∞

−∞
h(t, τ)e−j2πftdτ =

∑
i

γi(t)e
−j2πfτi . (2.3)

The CFR can be used to compute the correlation function RH(∆t,∆f) that describes the second
order statistics of the channel. It is defined as

RH(∆t,∆f) , E[H(t+ ∆t, f + ∆f)H∗(t, f)]. (2.4)
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Using equations (2.1)-(2.4), we can rewrite (2.4) as [27]

RH(∆t,∆f) = E
{[∑

i

γi(t+ ∆t)e−j2π(f+∆f)τi
]
×
[∑

i

γ∗i (t)e
j2πfτi

]}
=
∑
i

E[γi(t+ ∆t)γ∗i (t)]e
−j2π∆fτi

=
∑
i

σ2
iRt(∆t)e

−j2π∆fτi

= Rt(∆t)
∑
i

σ2
i e
−j2π∆fτi . (2.5)

If we consider σ2
H =

∑
i σ

2
i , we can define the channel frequency correlation function Rf (∆f) as

Rf (∆f) ,
∑
i

σ2
i

σ2
H

e−j2π∆fτi . (2.6)

Using this result, we can decompose the channel correlation function into its time and frequency
correlation components:

RH(∆t,∆f) = σ2
HRt(∆t)Rf (∆f). (2.7)

For simplicity, we assume a channel with σ2
H = 1 in this work. Equation (2.7) is widely known as

the ‘Wide Sense Stationary Uncorrelated Scattering’ (WSSUS) approximation that enables the use
of two 1-D estimators for channel estimation instead of the more complex 2-D estimators for joint
time-frequency channel estimation in OFDM. The temporal correlation function Rt(∆t) is given
by the Jakes’ model [28]

Rt(∆t) = J0(2πfd∆t), (2.8)

where J0(·) is the Bessel function of the first kind of zeroth order, fd = vtrfc/c with vtr being the
relative speed between the transmitter and the receiver, fc the carrier frequency, and c the speed of
light in free space.

2.3 Channel Estimation

Pilots are sent in parallel with data on dedicated time-frequency components of the OFDM block,
called as a Resource Element (RE). We assume that the OFDM resource blocks have a ‘diamond-
shaped’ arrangement of pilots because this arrangement achieves the MMSE estimate of the chan-
nel [25]. This pilot arrangement is used in the 3GPP LTE/LTE-A standard. Figure 2.1 shows the
time-frequency resource grid, consisting of resource elements (REs) that form regular block struc-
tures. Each RE carries a modulation symbol (data) or a pilot symbol. Here, the pilot period is
T seconds on the time axis and L subcarriers on the frequency axis with a cyclic frequency shift
of L/2 between two consecutive pilot-bearing OFDM symbols. The analysis region is indicated
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Figure 2.1: Mean Square Error analysis region for diamond-shaped pilot arrangement in OFDM.

by the colored REs in Figure 2.1, which periodically repeats in time and frequency to form the
OFDM resource block. The analysis region forms a basis for the OFDM resource block, and hence
the problem of MSE analysis of the OFDM block can be simplified to that of the analysis region.
Sub-region 1 refers to the bottom (L/2 + 1) subcarriers and sub-region 2 to the top (L/2− 1) sub-
carriers of the analysis region. Without loss of generality, we assume that L is an even number. To
simplify the performance analysis, we divide the OFDM block into four distinct types of resource
elements:

1. Pilots: Their channel estimates are obtained using Least Squares (LS) channel estimation, as
shown in equation (2.10).

2. Type A: Resource Elements that lie between 2 pilot subcarriers. Their channel estimates
are obtained by interpolation of channel estimates in frequency, between these two pilot
subcarriers, as shown in equation (2.11) - (2.12), with t = 0.

3. Type B and C: Subcarriers that lie after the last pilot subcarrier (Type B), or before the first
pilot subcarrier (Type C). Their channel estimates are obtained by extrapolation of channel
estimates in frequency, using the ultimate and penultimate pilots (Type B) and the first and
second pilots (Type C).
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4. Sub-regions 1 and 2 : Resource elements that lie between two pilot-bearing OFDM symbols.
Their channel estimates are obtained by linear interpolation in frequency and time, as given
by (2.11) - (2.12), for t 6= 0.

Let P be set of pilot locations in an OFDM symbol. Let its elements form an ordered pair given
by (l, n) ∈ P , where l is the subcarrier index of the pilot at time n. For (l, n) ∈ P , Hl[n] is the
frequency domain channel coefficient that is experienced by the pilot Pl[n] on the lth subcarrier
and at time index n = btp, with b ∈ Z.

2.3.0.1 Case 1: No Jamming

The received signal Yl[n] after removing the cyclic prefix can then be represented as

Yl[n] = Hl[n]Pl[n] + wl[n], (2.9)

where wl[n] ∼ CN (0, σ2
w) is circularly symmetric complex Gaussian noise. The least squares

channel estimate Ĥl[n] of the lth subcarrier at time n is given by

Ĥl[n] = Yl[n]/Pl[n]

= Hl[n] + wl[n]/Pl[n]. (2.10)

For pilots, we have wl[n]/Pl[n] ∼ CN (0, σ2
w/σ

2
p) for l ∈ P , where σ2

p is the pilot signal power.
Without loss of generality, we assume that σ2

p = 1 for the rest of the theoretical analysis in chapters
2 and 3.

Let Hk[n] be the frequency domain channel of the kth subcarrier in the nth OFDM symbol, and
Ĥk[n] its estimate. Suppose that for the nth OFDM symbol, two consecutive pilots are located on
the mLth and (m + 1)Lth subcarriers for m ∈ Z. Then for the (n + tp)

th OFDM symbol, the
pilot-bearing subcarrier locations are at (mL− L/2) and (mL+ L/2). The channel estimation in
sub-region 1 can then be carried out using linear interpolation in time and frequency as follows:

ĤmL+k[n+ t] = (1− η)
[
(1− ζ)ĤmL[n] + ζĤ(m+1)L[n]

]
+ η
[(1

2
− ζ
)
Ĥ(m−1/2)L[n+ tp]

+
(1

2
+ ζ
)
Ĥ(m+1/2)L[n+ tp]

]
, (2.11)

for 0 ≤ t < tp and 0 ≤ k ≤ L/2, where η , t/tp and ζ , k/L. Similarly, the channel estimates
for sub-region 2 can be obtained using

ĤmL+k[n+ t] = (1− η)
[
(1− ζ)ĤmL[n] + ζĤ(m+1)L[n]

]
+ η
[(3

2
− ζ
)
Ĥ(m+1/2)L[n+ tp]

+
(
ζ − 1

2

)
Ĥ(m+3/2)L[n+ tp]

]
, (2.12)

for 0 ≤ t < tp and L/2 < k < L. This interpolation method is commonly used in practical
systems due to its low complexity and reasonably good performance [26].



Raghunandan M. Rao Chap. 2 Theoretical Analysis of Multi-Tone Pilot Jamming in OFDM 12

2.3.0.2 Case 2: In the presence of a multi-tone pilot jammer

For the pilot on the lth subcarrier at time n, the channel estimate in the presence of a jammer ĤJ
l [n]

will be

ĤJ
l [n] = Y J

l [n]/Pl[n]

= Hl[n] + (wl[n] +H ′l [n]Jl[n])/Pl[n], (2.13)

where H ′l [n] is the channel coefficient between the jammer and the receiver for the lth subcarrier
at time n, and Jl[n] the transmitted jamming signal. H ′l [n] is a complex Gaussian random variable
for typical Rayleigh fading wireless channels. For typical jammer signal types such as constant
envelope digitally modulated, multi-tone continuous wave or i.i.d. AWGN. we get H ′l [n]Jl[n] ∼
CN (0, σ2

J), where σ2
J is the average jamming signal power per jammed RE.

Therefore, the error on the channel estimate at the pilots propagates into those of the data resource
elements 1. The channel estimates of the data resource element at the (mL+ k)th subcarrier of the
(n+ t)th OFDM symbol is given by

ĤJ
mL+k[n+ t] = (1− η)

[
(1− ζ)ĤJ

mL[n] + ζĤJ
(m+1)L[n]

]
+ η
[(1

2
− ζ
)
ĤJ

(m−1/2)L[n+ tp]

+
(1

2
+ ζ
)
ĤJ

(m+1/2)L[n+ tp]
]
, (2.14)

for 0 ≤ t < tp and 0 ≤ k ≤ L/2, and

ĤJ
mL+k[n+ t] = (1− η)

[
(1− ζ)ĤJ

mL[n] + ζĤJ
(m+1)L[n]

]
+ η
[(3

2
− ζ
)
ĤJ

(m+1/2)L[n+ tp]

+
(
ζ − 1

2

)
ĤJ

(m+3/2)L[n+ tp]
]
, (2.15)

for 0 ≤ t < tp and L/2 < k < L.

For REs in tp ≤ t ≤ T , we can substitute t→ (T − t) and tp → (T − tp) in equations (2.11)-(2.15)
to find the appropriate channel estimates.

2.4 Mean Square Error (MSE) Analysis

We will describe the impact of multi-tone pilot jamming on the mean squared error (MSE) of the
channel estimates in this section. Figure 2.1 shows the analysis region for the MSE analysis. To be
more generic, we start with the case when tp 6= T − tp. Subcarriers of type A, B and C are shown

1Apart from this error the major threat from pilot-tone jamming is considered to be the fact that the channel on the
data-carrying subcarriers can be quite different than assumed since it is not being jammed [7].
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in Figure 2.1. To simplify our MSE analysis, we assume that N � L where N is the total number
of subcarriers per OFDM symbol, and L is the pilot spacing in frequency. This assumption is
valid for modern OFDM-based communications systems, such as LTE or Wi-Fi and may not hold
for narrowband-LTE (NB-LTE) or LTE MTC (LTE-M) suggested for IoT devices [29]. With this
assumption, we can approximate the Mean Square Error of Type B and C subcarriers, with those of
Type A subcarriers,. This is a reasonable approximation because Type A subcarriers will dominate
the spectrum in such a scenario.

2.4.1 Mean Square Error in the Absence of a Jammer

2.4.1.1 MSE of Pilots

For pilots, the channel estimates are given as shown in equation (2.10). We have wl/Pl ∼
CN (0, σ2

w/σ
2
p) for l ∈ P , where σ2

p is the pilot signal power. Hence, the Mean Square error MSEp
of the channel estimates on pilot subcarriers becomes

MSEp =
1

|P|
∑
l∈P

E[|Hl − Ĥl|2]

= σ2
w/σ

2
p, (2.16)

where |P| denotes the cardinality of P . It is important to note here that wl/Pl is uncorrelated with
the channel term Hl. Hence, we make use of the fact that E{Hl[n]w∗l [n]} = 0 in the rest of the
analysis presented in this work, where x∗ denotes the complex conjugate of x.

2.4.1.2 MSE of Type-A REs

The Mean Square Error of the channel estimates for Type A REs, denoted by MSEf,A, is derived
in [30] and expressions using our symbols as

MSEf,A =

(
5L− 1

3L

)
Rf (0) +

(
2L− 1

3L

)
σ2
w

σ2
p

+ 2

(
L+ 1

6L

)
<(Rf (L)) + α, (2.17)

where <(x) denotes the real part of x and

α = − 2

L− 1

L−1∑
i=1

[(
L− k
L

)
<(Rf (k)) +

k

L
<(Rf (k − L))

]
. (2.18)

where α represents the residual terms.
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2.4.1.3 MSE of REs in Subregions 1 and 2

Once the channel estimates of pilot-bearing OFDM symbols are obtained, linear interpolation can
be implemented in the time domain to obtain channel estimates for the OFDM symbols without
pilots. Due to periodicity in the placement of the pilots as shown in Figure 2.1, the analysis can be
carried out only in the colored sub-regions shown in Figure 2.1.

We further subdivide this region into two subregions for 0 ≤ k ≤ (L − 1), i.e. subregion 1:
0 ≤ k ≤ L/2 (L/2 + 1 REs) and Region 2: L/2 < k < L (L/2 − 1 REs). The pilot-bearing
OFDM symbol splits subregions 1 and 2 into left and right-hand sides, with the appropriate time-
offset variable t ranging from 1 ≤ t ≤ tp and 1 ≤ t ≤ (T − tp) respectively. In the following
analysis, tp is the time-spacing between two adjacent pilot-bearing OFDM symbols in the grid, and
n = mT is the time variable that corresponds to the start of the OFDM block, for m ∈ Z.

Due to symmetry in the analysis region, we present the analysis for the left half of subregions 1 and
2 only. Using these expressions, the analysis of the right hand side of subregions 1 and 2 can be
derived by inverting the time-offset variable and and replacing tp by tr = (T − tp) in the resulting
expressions.

2.4.1.4 Left Part of Subregion 1: 0 ≤ k ≤ L/2, 1 ≤ t < tp

For this subregion, the MSE expression for linear interpolation using Least Squares MSE1,l, is

MSE1,l = C1

L/2∑
k=0

tp−1∑
t=1

E{|ĤmL+k[n+ t]−HmL+k[n+ t]|2}, (2.19)

where C1 , 1
(L/2+1)(tp−1)

. Using the interpolation equation for this region from equation (2.11),
we get

MSE1,l = C1

L/2∑
k=0

tp−1∑
t=1

E
{∣∣∣(1− η)

[
(1− ζ)ĤmL[n] + ζĤ(m+1)L[n]

]
+ η
[(1

2
− ζ
)
Ĥ(m− 1

2
)L[n+ tp]

+
(1

2
+ ζ
)
Ĥ(m+ 1

2
)L[n+ tp]

]
−HmL+k[n+ t]

∣∣∣2}. (2.20)

After expanding the terms and simplifying, we get

MSE1,l = (1 + λω)Rf (0)Rt(0) + λ(2− ω)Rt(0)<(Rf (L)) + (1− 2λ)Rt(tp)<
[
ω′Rf

(L
2

)
+

(1− ω′)Rf

(3L

2

)]
+ λω

(
σ2
w

σ2
p

)
− ε1,l, (2.21)

where

λ ,
2tp − 1

6tp
;ω ,

4L+ 1

3L
;ω′ ,

23L+ 2

24L
,
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and

ε1,l = 2C1

L/2∑
k=0

tp−1∑
t=1

{
(1− η)Rt(t)<

[
(1− ζ)Rf (k) + ζRf (L− k)

]
+ ηRt(t− tp)<

[(1

2
− ζ
)
×

Rf

(L
2

+ k
)

+
(1

2
+ ζ
)
Rf

(
k − L

2

)]}
. (2.22)

where ε1,l are the cross terms.

2.4.1.5 Left part of Subregion 2: L/2 < k < L, 1 ≤ t < tp

For the left hand side of subregion 2, the mean square error is given by

MSE2,l = C2

L−1∑
k=L/2+1

tp−1∑
t=1

E{|ĤmL+k[n+ t]−HmL+k[n+ t]|2}, (2.23)

where C2 = 1
(L/2−1)(tp−1)

. Using equation (2.12) in (2.23) and simplifying terms, we obtain

MSE2,l = (1 + λΩ)Rf (0)Rt(0) + λ(2− Ω)<(Rf (L))Rt(0) + (1− 2λ)Rt(tp)<
[
Ω′Rf

(L
2

)
+

(1− Ω′)Rf

(3L

2

)]
+ λΩ

(
σ2
w

σ2
p

)
− ε2,l, (2.24)

where

Ω ,
4L− 1

3L
; Ω′ ,

23L− 2

24L
,

and

ε2,l = 2C2

L−1∑
k=L/2+1

tp−1∑
t=1

{
(1− η)Rt(t)<

[
(1− ζ)Rf (k)) + ζRf (k − L)

]
+ ηRt(t− tp)×

<
[(3

2
− ζ
)
Rf

(
k − L

2

)
+
(
ζ − 1

2

)
Rf

(
k − 3L

2

)]}
. (2.25)

where ε2,l are the cross-terms.

2.4.1.6 Right parts of Subregion 1 and 2: tp < t ≤ (T − 1)

The MSE for the right part of subregions 1 and 2, MSE1,r and MSE2,r respectively, can be
obtained by inverting the time offset variable t (i.e. by replacing t by −t) and tp by tr = (T − tp).
The MSE expressions will be similar to that of the left part of subregions 1 and 2 because the only
term that would get affected by time inversion is Rt(t), which is an even function by the definition
of J0(x). Hence, Rt(t) = Rt(−t), implying that the MSE analysis of the left part of regions 1 and
2 applies to these parts as well.
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2.4.1.7 Overall Mean Square Error

The overall Mean Square error MSEtot is the weighted average of the MSEs of each sub-region
and is given by

MSEtot =
1

NB

[
MSE1,l

C1

+
MSE2,l

C2

+
MSE1,r

C3

+
MSE2,r

C4

+ 2 · (L− 1)MSEf,A + 2 ·MSEp

]
,

(2.26)

where NB = L · T is the total number of time-frequency elements in the OFDM block that
repeats itself in time and frequency to yield the entire OFDM frame, C3 , 1

(L/2+1)(tr−1)
and

C4 , 1
(L/2−1)(tr−1)

. There are 2 special cases we would like to mention, where the expressions
can be simplified further.

2.4.1.8 Special Case 1: The AWGN channel

For the special case of the AWGN channel, only noise-dependent terms exist, hence the MSE for
this case can be written as

MSEtot,AWGN =
σ2
w

NBσ2
p

[
λ
( ω
C1

+
Ω

C2

)
+ Γ

( ω
C3

+
Ω

C4

)
+ 2 + 2 · (L− 1)κ

]
, (2.27)

where κ = 2L−1
3L

.

2.4.1.9 Special Case 2: Symmetric Pilot Spacing

When T is even and the pilot spacing is symmetric, we have tp = T − tp, in which case C1 = C3

and C2 = C4. Because the channel temporal correlation Rt(∆t) is an even function, MSE1,l =
MSE1,r and MSE2,l = MSE2,r. Thus the resulting MSE MSEtot,sym, can be written as

MSEtot,sym =
2

NB

[
MSE1,l

C1

+
MSE2,l

C2

+MSEp + (L− 1) ·MSEf,A

]
. (2.28)

2.4.2 Mean Square Error in the Presence of a Synchronous Multi-Tone Pilot
Jammer

The MSE analysis we have derived so far can be extended to the case where a multi-tone pilot
jammer is present. We assume the following about the jammer in the following analysis:
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1. The jammer is synchronized with the target, and transmits only on the time slots and subcar-
riers that contain the pilot symbols, i.e. Jl[n] 6= 0 if and only if (l, n) ∈ P .

2. The jammer satisfies H ′l [n]Jl[n] ∼ CN (0, σ2
J), where σ2

J is the average jamming signal
power per jammed RE. This is possible for typical jammer signal formats such as constant
envelope digitally modulated, multi-tone continuous wave or i.i.d. AWGN signals.

3. Jammer on all pilot locations have identical statistics, i.e. E[|H ′l [n]Jl[n]|2] = σ2
J for all l ∈ P

at time n. Jammer signal on one pilot location is uncorrelated with that on every other pilot
location, i.e. E

[
Jl[n]J∗k [m]

]
= 0 for n 6= m or l 6= k.

4. Each multipath component goes through an uncorrelated scattering environment. Hence,
E
[
Hl[n]H ′∗l [n]

]
= 0. This is a consequence of the WSSUS approximation.

Assumption 3 makes the performance analysis more tractable, helping us derive very close ap-
proximations. Moreover, if the jammer signal is being tracked by the target the jammer symbol
correlation across different pilot locations can be exploited for jammer cancellation. Assumption
1 represents the most power-efficient jammer possible in the absence of the jammer to receiver
channel information. However, this is hard to achieve practically because such a jammer would
need to be perfectly synchronized with the target receiver. Based on these assumptions, results
derived in section 2.4.1 can be used for this scenario, with modifications in the noise power, as
shown by the following lemma.

Lemma 2.4.1. A synchronous multi-tone pilot jammer with the above characteristics has the same
effect as AWGN on the MSE of channel estimation.

Proof : From equation (2.13)-(2.15), we see that the channel estimate is a linear combination of
the channel estimates on the pilot REs. Because of uncorrelated scattering, E

[
Hl[n]H ′∗l [n]

]
= 0.

Due to uncorrelated jammer signals on each pilot, i.e. E
[
Jl[n]J∗k [m]

]
= 0 for n 6= m or l 6= k,

the only non-zero terms that remain in the MSE expression are the σ2
J terms, which have the same

coefficients as σ2
w terms, i.e. AWGN.

Therefore, a synchronous multi-tone pilot jammer with the assumed second-order statistics can be
modeled to have the same effect on MSE as AWGN does.

By Lemma 2.4.1, the MSE expressions in the presence of the synchronous multi-tone jammer is
obtained by replacing σ2

w with (σ2
w + σ2

J) in equations (2.16)-(2.28).
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Table 2.2: Simulation Parameters

Parameter Value
FFT-length 128

Number of OFDM subcarriers 72

Number of Guard Subcarriers 28 on each band edge

Center Frequency fc 2.0 GHz

Subcarrier Spacing fsub 15 kHz

OFDM symbol duration To 71.875µs

Cyclic Prefix Duration 5.21µs

Pilot spacing in time tp 4

Pilot spacing in frequency L 6

Channel parameters: Doubly selective: Jakes Doppler Spectrum

with multipath fading.

Channel Estimation Least Squares (pilots)

2D-Linear Interpolation (data REs)

Equalization Zero Forcing (ZF)

Jammed pilot

Interference-free data resource elements

Figure 2.2: Illustration of a Synchronous multi-tone pilot jammer.
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2.4.3 Numerical Results

This subsection presents the validation of derived MSE expressions by numerical simulations. Ta-
ble 2.2 summarizes the parameters of the OFDM system. Each channel is chosen to be doubly
selective: Jakes Doppler Spectrum models the mobility effects in the channel, with Rayleigh fad-
ing due to multipath modeled using a tapped delay-line model. The jammer is assumed to be
synchronized with the target such that only pilot locations in the OFDM block are jammed, as
shown in Figure 2.2.

We define the jammer-to-signal ratio per RE (JSR) to be the ratio between the received interfer-
ence power and the received signal power on a target RE. Hence, JSR = 0 for interference-free
REs (non-pilot REs) and non-zero otherwise (pilots). The simulations consider equal power allo-
cation on all resource elements of the target OFDM signal, and equal jammer power allocations on
all targeted pilot locations.

Figures 2.3, 2.4 and 2.5 show the comparison of theoretical and simulated MSE performance, for
(τrms, fd) = (200 ns, 100 Hz), (τrms, fd) = (400 ns, 200 Hz) and (τrms, fd) = (900 ns, 500 Hz)
respectively. The curves match very well, validating the derived MSE expressions in equations
(2.26)-(2.28). The deviation between the curves at higher mobilities is due to Intercarrier Interfer-
ence (ICI), which exhibits different statistical properties when compared to AWGN [31].

We observe that synchronous multi-tone pilot jamming significantly degrades the channel estima-
tion performance of the OFDM system, as the MSE increases by three orders of magnitude. Hence,
it is aptly referred to as an ‘equalization attack’ in the literature [12].

2.5 Bit Error Rate Analysis

For the BER analysis, we consider the symmetric pilot distribution case of tp = T − tp, shown in
Figure 2.6. Due to symmetry, the region marked with upward diagonal lines has the same time and
frequency correlation functions as the analysis region. Hence, the shaded region is excluded from
the analysis region since it will statistically yield the same BER as the unshaded colored region.

For QPSK-modulated OFDM waveforms, the BER probability Pb(t, k) for a resource element at
the kth subcarrier of the tth OFDM symbol is given as [32]

Pb(t, k) =
1

2

[
1− 1

2
√

2

θt,k + θ′t,k√
1 + 1

2γ̄b
− (θt,k−θ′t,k)2

2

− 1

2
√

2

θt,k − θ′t,k√
1 + 1

2γ̄b
− (θt,k+θ′t,k)2

2

]
, (2.29)

where γ̄b is the average SNR per bit for the QPSK symbol and

θt,k =
α′t,k

βt,kβ′t,k
, θ′t,k =

α′′t,k
βt,kβ′t,k

, (2.30)
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Figure 2.3: Theoretical and simulated channel estimation Mean Square Error for fd = 100 Hz,
τrms = 200 ns, in the case of a synchronous pulsed multi-tone pilot jammer.

Average E
b
/N

0
 (dB)

0 5 10 15 20 25 30

M
e
a
n
 S

q
u
a
re

 E
rr

o
r

10
-4

10
-3

10
-2

10
-1

10
0

10
1

No Jammer (theory)

No Jammer (simulation)

JSR = -5dB (theory)

JSR = -3dB (theory)

JSR = 0dB (theory)

JSR = 3dB (theory)

JSR = 5dB (theory)

JSR = -5dB (simulation)

JSR = -3dB (simulation)

JSR = 0dB (simulation)

JSR =3dB (simulation)

JSR = 5dB (simulation)

Figure 2.4: Theoretical and simulated channel estimation Mean Square Error for fd = 200 Hz,
τrms = 400 ns, in the case of a synchronous pulsed multi-tone pilot jammer.
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Figure 2.5: Theoretical and simulated channel estimation Mean Square Error for fd = 500 Hz,
τrms = 900 ns, in the case of a synchronous pulsed multi-tone pilot jammer.

Figure 2.6: Analysis Region for BER derivations in the presence and absence of a multi-tone pilot
jammer.
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β2
t,k =

1

2
E[|Hk[t]|2], β′

2
t,k =

1

2
E[|Ĥk[t]|2]

αt,k =
1

2
E
[
Ĥk[t]H

∗
k [t]
]

= α′t,k + jα′′t,k, (2.31)

where α′t,k, α
′′
t,k ∈ R. To derive the BER for the OFDM block with the diamond-shaped pilot

pattern, we substitute (2.11) and (2.12) in (2.29)-(2.31) for each resource element in the analysis
region and find the average. This is discussed in more detail in the next subsection.

2.5.1 BER in the Presence of a Synchronous Multi-Tone Pilot Jammer

In the presence of a multi-tone pilot jammer, the terms in (2.29) need to be calculated for sub-
regions 1 and 2, shown in Figure 2.6. We will present the expressions for sub-region 1 in this
section; the corresponding expressions for sub-region 2 can be derived from those of sub-region 1
by symmetry.

2.5.1.1 Lower REs of sub-region 1: 0 ≤ k ≤ L/2, 0 ≤ t < tp

We derive the BER expressions, with the same assumptions about the jammer as outlined in section
2.4. Because the analysis region forms a basis of the 2D resource grid, we can simplify notations
by assuming m = 0 and n = 0 in (2.11) and (2.12), so that 0 ≤ k ≤ L/2 and 0 ≤ t < tp represent
the equivalent ranges of subcarriers and time slots of sub-region 1. The corresponding channel
estimate then becomes

ĤJ
k [t] = (1− η)

[
(1− ζ)ĤJ

0 [0] + ζĤJ
L [0]

]
+ η
[(1

2
− ζ
)
ĤJ
−L/2[tp] +

(1

2
+ ζ
)
ĤJ
L/2[tp]

]
. (2.32)

For βt,k we then obtain

β2
t,k =

1

2
E[|Hk[t]|2] = σ2

H/2. (2.33)

Note that Rf (0)Rt(0) = 1 as a result from (2.6)-(2.8) and

β′
2
t,k =

1

2
E[|ĤJ

k [t]|2] =
1

2
[η2(1/2 + 2ζ2) + (1− η)2(1 + 2ζ2 − 2ζ)](σ2

H + σ2
w + σ2

J)+

[(1− η)2(ζ − ζ2) + η2(1/4− ζ2)]<[Rf (L)]Rt(0) + η(1− η)[(1− ζ) + ζ(1/2 + ζ)]×
<[Rf (L/2)]Rt(tp) + ηζ(1− η)(1/2− ζ)<[Rf (3L/2)]Rt(tp). (2.34)
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Similarly,

αt,k =
1

2
E
[
ĤJ
k [t]H∗k [t]

]
=

1

2

{
(1− η)[(1− ζ)Rf (−k) + ζRf (L− k)]Rt(t) + η

[(1

2
− ζ
)
Rf

(−L
2
− k
)

+
(1

2
+ ζ
)
Rf

(L
2
− k
)]
Rt(tp − t)

}
. (2.35)

The BER of sub-region 1 REs Pb(t, k) can be found with (2.29) using (2.33)-(2.35).

2.5.1.2 Lower REs of sub-region 1: L/2 < k < L, 0 ≤ t < tp

The BER of sub-region 2 REs can be equivalently derived. Here, L/2 < k < L and 0 ≤ t < tp.
We define k′ = k − L/2 and substitute it into equation (2.12) to obtain

ĤJ
k′ [t] = (1− η)

[(1

2
− ζ ′

)
ĤJ

0 [n] +
(1

2
+ ζ ′

)
ĤJ
L [n]

]
+ η
[
(1− ζ ′)ĤJ

L/2[tp] + ζ ′ĤJ
3L/2[tp]

]
,

(2.36)

where ζ ′ , k′/L = ζ + 1/2. Noting the similarity of (2.36) with (2.32), and the fact that the
temporal correlation Rt(t) is an even function, we find the correlation terms of these resource
elements by substituting k′ = k − L/2 in (2.33)-(2.35). Therefore

αt,k′ = αt,k−L/2, βt,k′ = βt,k−L/2, β
′
t,k′ = β′t,k−L/2 (2.37)

can be found using (2.33)-(2.35) and used in (2.29) to find the BER Pb(t, k
′) of a resource element

in sub-region 2.

2.5.1.3 Overall BER

The overall BER of the OFDM resource block with QPSK symbols in the presence of a multi-tone
jammer P J

b,QPSK can finally be found by averaging the BER over all data resource elements in the
analysis region:

P J
b,QPSK =

1

L · tp − 1

[
L−1∑

k=L/2+1

tp−1∑
t=0

Pb(t, k − L/2) +

L/2∑
k=0

tp−1∑
t=0

Pb(t, k)− Pb(0, 0)

]
. (2.38)

Note that pilot symbols do not contribute to the BER of the OFDM resource block and are thus
excluded for BER analysis.
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2.5.2 BER in the Absence of a Multi-Tone Pilot Jammer

In the absence of the multi-tone jammer we have σ2
J = 0. Hence, only the term β′2t,k changes,

whereas the rest of the terms remain unchanged and can be computed in the same way as shown in
(2.33)-(2.38).

This BER derivation can be extended to other modulation formats, such as QAM and higher or-
der PSK [32], [33]. This is beyond the scope of the paper. Note, however that the correlation
coefficients αt,k, βt,k, β′t,k necessary for the BER calculations will remain the same for all these
modulation formats.

2.5.3 Numerical Results

This subsection presents the validation of the accuracy of the derived BER expressions in the
presence and absence of a synchronous multi-tone jammer. Table 2.2 summarizes the parameters
of the OFDM resource block. We define the JSR to be the ratio between the received interference
power and the received signal power on a target RE.

Figures 2.7, 2.8 and 2.9 show the theoretical and simulated performance of QPSK-OFDM in the
case of a synchronous multi-tone pilot jammer, for (τrms, fd) = (200 ns, 100 Hz), (τrms, fd) =
(400 ns, 200 Hz) and (τrms, fd) = (900 ns, 500 Hz) respectively. We have chosen these parameters
in order to observe the accuracy of the derived expressions in (a) low frequency selectivity and
mobility, (b) moderate frequency selectivity and mobility and (c) high frequency selectivity and
mobility wireless channels. The theoretical and simulated BER curves closely match, thus vali-
dating the analysis presented in section 2.5.1. Note that the high inter-carrier interference (ICI)
[31] results in a slight mismatch between theoretical and simulated BER curves at higher values of
Eb/N0, for higher fd values.

Thus, it is clear from these figures that a synchronous pilot jammer causes massive degradation in
BER at higher values of Eb/N0 as well. Thus, it is a very effective attack that makes the jammer
more energy-efficient. Once the BER increases beyond a value of 0.25, error correction codes of
the system become ineffective. Thus, assuming that denial of service is caused for BER > 0.25,
we see that the jammer can cause denial of service with a JSR of about 5 dB for all values of
Eb/N0. This means that if the jammer perfectly localizes its power to the pilot locations of the
target OFDM signal, it can cause denial of service with 2× 100.5/(6× 8) = 0.132 or ∼ 9 dB less
power than the target signal for the parameters in Table 2.2. In general, if 1/η is the pilot density
(number of pilots per OFDM block) and JSR (dB) the Jammer to Signal ratio of the synchronous
pilot jammer, then the jammer requires a fraction ρ of the target OFDM signal power which can
be computed using

ρ =
10

JSR(dB)
10

η
, (2.39)
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Figure 2.7: Theoretical and simulated BER performance of QPSK-OFDM for fd = 100 Hz, τrms =
200 ns,in the case of a synchronous pulsed multi-tone pilot jammer.
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Figure 2.8: Theoretical and simulated BER performance of QPSK-OFDM for fd = 200 Hz, τrms =
400 ns,in the case of a synchronous pulsed multi-tone pilot jammer.
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Figure 2.9: Theoretical and simulated BER performance of QPSK-OFDM for fd = 500 Hz, τrms =
900 ns, in the case of a synchronous pulsed multi-tone pilot jammer.

since the jammer transmits a power JSR (dB) higher than that of the victim signal at pilot lo-
cations. Hence, ρ is analogous to the overall average Signal to Interference Ratio (SIR) at the
receiver, which depends on the sparsity of the pilots (1/η). The sparser the pilot density, the
lower will be the value of ρ. Table 2.3 shows the relation between ρ and JSR for the simulation
parameters in Table 2.2.

Table 2.3: Relationship between JSR (dB) and ρ.

JSR (dB) ρ∗ ρ∗ (dB)
-5 0.0132 -18.8021
-3 0.0209 -16.8021
0 0.0417 -13.8021
3 0.0831 -10.8021
5 0.1318 -8.8021

∗ assuming that the transmitter and jammer are located equidistant from the victim receiver. ρ will vary if
the distances are different.
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2.6 Conclusions

In this chapter, we derived the expressions for the MSE of the linear interpolation-based channel
estimation and the BER for QPSK-OFDM. We derived these expressions using the WSSUS chan-
nel approximation, to model the system performance accurately, both in the presence and absence
of a multi-tone pilot jammer.

These derivations and its validation through numerical simulations demonstrate that synchronous
multi-tone pilot jamming is a very effective attack that can potentially cause DoS by transmitting
a total of only about 10% of the power w.r.t. that of the OFDM transmitter in most cases. This
power requirement will reduce for smaller pilot densities, making synchronous pilot jamming a
threat to consider when the jammer is sophisticated. It is to be noted that reactive jamming would
be necessary in order to carry out these attacks in practice, since the jammer needs to know exactly
when the target is receiving the downlink OFDM blocks.

The primary factor causing the performance degradation is corrupted channel estimates and hence,
can be countered by first restoring the channel estimation performance in the presence of the pilot
jammer. These approaches are the focus of the next chapter.



Chapter 3

Mitigation of Multi-Tone Pilot Jamming in
SISO and MIMO-OFDM

3.1 Background

Multi-tone pilot jamming, unlike other types of interference, spreads the effect of localized inter-
ference on the pilot REs to adjacent data REs by spoofing the channel estimation and equalization.
Hence, degradation of performance to reach the point of Denial of Service (DoS), can be achieved
with lesser powers w.r.t. wideband barrage jamming when pilot signals are targeted. In order
to mitigate the multi-tone pilot jammer, firstly we would need to restore channel estimation per-
formance in the presence of the jammer, which is the central goal of the work presented in this
chapter.

For narrow-band interference on pilots, Han et al. [10] proposed a jammed pilot detection and
excision algorithm to mitigate the narrow-band jammer. However, a narrowband jammer will have
a limited impact on the target’s throughput, because the system can still operate by not scheduling
users on the affected resource elements. To cause DoS, multiple pilots of the OFDM block will
need to be targeted.

Clancy [7, 8] analyzes pilot tone jamming and nulling and proposes pilot-tone randomization as
a technique to evade the jammer. However, randomizing pilot tone locations leads to sub-optimal
OFDM performance in the absence of a jammer [25] and requires higher layer protocols to commu-
nicate the pilot patterns to legitimate users, which makes initial access to the cell a time-consuming
procedure.

Mitigation of pilot jamming in spatial multiplexing MIMO systems becomes challenging, as it
would require channel estimation between each transmit antenna - receive antenna pair. In tradi-
tional beamforming systems, canceling out interference by null-steering or beam-steering using
multiple antennas is possible because of the presence of a single spatial stream on all transmit

28
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antennas [34, 35]. Mitigation of pilot jamming using beamforming algorithms is not possible in
the case of spatial multiplexing, because it involves transmission of independent streams of data
from each antenna. Moreover it is even more challenging due to the fact that the pilot jammer
degrades Channel State Information (CSI) at the target, which are central to achieving capacity
enhancements promised by spatial multiplexing.

Yan et al. [36] present a MIMO-based anti-jamming scheme utilizing MIMO interference cancel-
lation and transmit precoding. They implement jammer cancellation using iterative jammer and
transmitter channel tracking in the case of a reactive jammer. This solution comes at the cost of
losing one spatial degree of freedom.

Sodagari et al. [37] propose randomizing pilot locations to mitigate pilot jamming in MIMO sce-
narios, in a similar manner as proposed in [7, 8]. Cole et al. [13] propose a new method of design-
ing a MIMO antijamming communications system called ‘Spatial Hiding Antijamming’, which
relies on making the transmit precoding vector orthogonal to the jammer channel matrix. The use
of transmit precoding methods to mitigate the multi-tone pilot jammer is difficult to implement
for broadcast pilot jamming, where each affected user will potentially need a different precoding
matrix, in addition to perfect CSI to mitigate the pilot jammer. Most current wireless standards
allow for choice of precoding matrices from a finite-sized codebook.

The aim of this chapter is to present and analyze methods that can restore channel estimation
performance in the presence of a multi-tone pilot jammer for both SISO- and MIMO-OFDM case.
In our proposed jammer mitigation algorithms for a SISO-OFDM system, we seek to preserve the
optimal pilot configuration that minimizes the MSE [25]. For MIMO-OFDM systems, our focus
is on methods that can achieve full rank spatial multiplexing in the presence of the jammer. We
show that it is possible to mitigate a power-constrained multi-tone pilot jammer with little to no
intervention from the base station.

Section 3.2 describes the most common jamming strategies, and outlines our definition of a power-
constrained pilot jammer. Section 3.3 provides a brief overview about the detection of pilot jam-
ming. Section 3.4 presents our proposed algorithms to mitigate the pilot jammer, its performance,
and highlights the applicability of these methods in LTE. Section 3.5 presents a brief overview
of spatial multiplexing in MIMO-OFDM, the jammer model, an approximate channel estimation
algorithm to mitigate the power-constrained pilot jammer and its performance results. Section 3.6
concludes the chapter with a summary of the main results.

3.2 Types of Multi-Tone Pilot Jammers

The multitone pilot jammer can have power allocation strategies with varying levels of sophistica-
tion. The jammer can transmit continuously, or can allocate power based on its knowledge of the
downlink signal [38]. In this work, we consider two broad classes of jammer strategies:

1. Continuous Asynchronous Jammer: Requires knowledge of the pilot subcarrier indices only.
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Since it is an asynchronous continuous transmission, the jammer has less complexity, but
lower energy efficiency.

2. Pulsed Synchronous Jammer: Requires tight synchronization with the target’s receiver, but
provides high energy efficiency at the cost of jammer complexity.

As discussed before, we consider power-constrained multi-tone pilot jammers in this work. The
aim of such a jammer is to maximize its power efficiency while being constrained to the strategy it
chooses to use.

Definition 3.1. A Power-constrained jammer

1. Transmits on all possible pilot subcarriers continuously at a lower data rate than the target
signal, in the case of an asynchronous jammer.

2. Transmits only on pilot locations of the OFDM grid, in the case of a synchronous jammer.
This is straightforward for SISO-OFDM, but it becomes slightly complicated for MIMO-
OFDM where some pilot locations might be adjacent to each other. In this case, the jammer
would need to transmit its modulation symbols at a lower data rate as compared to the target
OFDM signal.

The reasoning for such a definition for the asynchronous jammer is as follows. If the asynchronous
jammer intends to be power efficient, it needs to make sure that all of it power is aligned with pilot
subcarriers. A potential issue with modulation symbols is spectral leakage of power into adjacent
subcarriers. Spectral leakage can be minimized if the jammer has a lower symbol rate on each
targeted subcarrier, than the target OFDM signal [39]. In addition to pulse shape and modulation
of jammer data symbols, jammer mobility results in inter-carrier interference at the target receiver,
as a result of shift in jammer spectra w.r.t. the pilot subcarrier due to Doppler. Hence, strong power
localization on the pilot locations in a fast fading wireless channel is possible with lower data rates
for the jammer digital modulated signal w.r.t. the target OFDM symbol.

Traditionally, narrowband interference is mitigated either by Interference Cancellation (IC) or jam-
mer evasion strategies. Since multi-tone pilot jamming in OFDM consists of multiple narrowband
signals, we propose two strategies to mitigate it for SISO scenarios: resource element blanking
with interference cancellation and jammer evasion by cyclic shifting of pilot locations.

3.3 Detection of Pilot Jamming

Before mitigating pilot jamming, it is necessary to detect that the jamming has occurred. There
are various types of detectors with varying complexities from simple energy detection [10] to
sophisticated interference detection with modulation classification algorithms [40]. The methods
presented in this chapter result in little to no degradation in the case of a false negative during the
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jammer detection process. The rest of this chapter assumes that presence of the jammer on pilot
tones is detected using any of the methods available in the literature. The focus of this chapter is
more on interference-aware pilot jamming mitigation, rather than the detection of pilot jamming
itself.

When it comes to wireless standards, a lot of channel quality parameters can be utilized to detect
the presence of the pilot jammer. For the 3GPP LTE standard, these parameters include Channel
Quality Indicator (CQI), Reference Signal Received Power (RSRP), Reference Signal Received
Quality (RSRQ) and Received Signal Strength Indicator (RSSI) [41]. A description of few of
these parameters will be discussed with more details in chapter 4.

3.4 Anti-Jamming for SISO-OFDM Systems

3.4.1 Resource Element Blanking with Interference Cancellation

Asynchronous multi-tone pilot jamming is simple to implement and would be suitable for jammers
that do not have very tight power constraints. For this type of jammer we propose resource element
blanking with interference cancellation as illustrated in Figure 3.1.

Suppose that a pilot symbol is carried over the lth subcarrier during time interval n and that the
lth subcarrier is jammed over all OFDM symbols. The channel estimate H̃l[n] based on resource
element blanking and interference cancellation can be obtained as

H̃l[n] = Hl[n] +
H ′l [n]Jl[n]−H ′l [n+ 1]Jl[n+ 1]

Pl[n]

+
(wl[n]− wl[n+ 1])

Pl[n]
. (3.1)

The underlying assumption here is that the channels and the jamming signal remain constant over
the two consecutive OFDM symbols; that is, H ′l [n] ≈ H ′l [n + 1] and Jl[n] = Jl[n + 1] due to
definition 3.1. In practice, the channel estimation and BER performance depends on the relative
mobility between the jammer and the target receiver. Higher mobility leads to lower temporal
correlation, thus resulting in slightly degraded performance of the proposed approach. In either
case, because (wl[n] − wl[n + 1]) ∼ CN (0, 2σ2

w), this method enhances the additive complex
Gaussian noise component on the pilot and reduces its average SNR per bit (Eb/N0) by at least
3 dB. Implementation of this approach in the 3GPP LTE standard is simple, because of the in-
built blanking of REs adjacent to reference signal locations on all antenna ports to support MIMO
operation [42].
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Figure 3.1: Mitigation of asynchronous multi-tone pilot jamming by resource element blanking
with interference cancellation.

Figure 3.2: Mitigation of synchronous multi-tone pilot jamming by cyclic frequency shifting of
pilot locations.
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3.4.2 Cyclic Frequency Shifting of Pilot Locations

Interference cancellation is impossible without the knowledge of the jammer characteristics. If the
jammer perfectly synchronizes with the receiver, and localizes its power on the pilot locations of
the OFDM grid, tracking the jammer signal for cancellation becomes very hard in practice. In this
case, the receiver can coordinate with the transmitter to cyclically shift all the pilot locations by
one or more subcarriers to evade the jamming signal, as illustrated in Figure 3.2.

This feature is present in the 3GPP LTE/LTE-A standard where a cell-specific frequency shift is
applied to the pilot locations based on a cell parameter, called the physical cell identity (PCI) of
the network [42]. This mitigation strategy can be used with dynamic PCI planning approaches
[43], to make provisions in the protocol for future releases of LTE to protect it against targeted
interference. The advantage of this approach is that it would maintain optimal channel estimation
performance due to equal pilot spacing in time and frequency [25], even in the presence of a multi-
tone pilot jammer. This method is more suitable for cases where it is not feasible to use interference
cancellation procedures to mitigate the pilot interference. However, the network implications of
dynamic shifting of pilot locations in a cell need more analysis for network-wise solutions.

3.4.3 Numerical Results

Here we analyze the effectiveness of the proposed mitigation strategies. The simulation parameters
are summarized in Table 2.2. We assume that the channels between the base station to the receiver,
and jammer to the receiver have the same Doppler and rms delay spreads fd and τrms. We compare
the of the channel estimation and the BER performance in the following scenarios:

1. Synchronous and asynchronous multi-tone pilot jamming with no mitigation,

2. Asynchronous multi-tone pilot jamming with resource element blanking and jammer can-
cellation (JC),

3. Synchronous multi-tone pilot jamming with cyclic shifting of pilot locations,

4. No jammer.

We assume that the power allocated to pilot REs and data REs in the OFDM signal are the same. It
is important to note that even though the jamming duration varies for an asynchronous pilot jammer
w.r.t. a synchronous pilot jammer, we are interested in the interference power on the pilots. Hence
we use the following definition of JSR for comparison between the different jammer strategies.

Definition 3.2. Jammer to Signal Ratio (JSR) is defined as

1. The ratio of jammer power to signal power for each jammed pilot RE in the case of a syn-
chronous multi-tone pilot jammer.
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2. The ratio of jammer power to signal power for each jammed subcarrier in the case of an
asynchronous multi-tone pilot jammer.

Figures 3.3 - 3.5 show the channel estimation performance for all considered scenarios for (τrms, fd) =
(200 ns, 100 Hz), (τrms, fd) = (400 ns, 200 Hz) and (τrms, fd) = (900 ns, 500 Hz). Among the two
proposed mitigation methods we observe that cyclic shifting of pilot locations performs better than
resource element blanking with interference cancellation. This is so because a) the mobility of the
jammer with respect to the receiver and b) the noise enhancement due to imperfect noise cancella-
tion result in residual errors that introduces an error floor on the MSE curve. This is pronounced at
lower Eb/N0 where the MSE performance is worse with than without mitigation. The MSE per-
formance with cyclic shifting of pilot location, on the other hand, has the same performance with
jamming as without it, thus perfectly restoring the channel estimation performance. Moreover, its
performance is independent of the jammer power and thus is applicable for mitigating very high
power pilot jammers.

Figures 3.6 - 3.8 illustrate the BER performance, for all considered scenarios for (τrms, fd) =
(200 ns, 100 Hz), (τrms, fd) = (400 ns, 200 Hz) and (τrms, fd) = (900 ns, 500 Hz). We see that
asynchronous jamming degrades the BER more than synchronous jamming. This behavior is ex-
pected because the asynchronous jammer continuously transmits on the pilot subcarrier, resulting
in interference on top of some data resource elements, as shown in Figures 3.1 - 3.2. RE blanking
with interference cancellation slightly improves the BER performance in the presence of an asyn-
chronous jammer, due to interference on data resource elements, which cannot be mitigated, in
addition to the issues of noise enhancement and imperfect jammer interference estimation. Cyclic
shifting of pilot locations in the presence of a synchronous pilot jammer improves the BER perfor-
mance by an order of magnitude and its performance approaches that of a jammer-free scenario.
We also observe that higher root mean square delay spread and mobility characteristics of the wire-
less channel have very little effect on the BER, both in the presence as well as in the absence of
our mitigation strategies. This is so because the relatively high interference power of the jammer
sets the error floor of the BER curves in all channel scenarios. Therefore, most practical multi-tone
pilot jamming scenarios can be analyzed as interference-limited systems.

It is simple to implement RE blanking with jammer cancellation in wireless standards since it
does not change the structure of the OFDM block. However, implementing cyclic shifting of pilot
locations in general will change the structure of the OFDM block. Therefore, in general,

1. Cyclic shifting of pilot locations maintains the optimal pilot pattern that minimizes the chan-
nel estimation MSE.

2. The pilot density before and after the cyclic shift, remains the same.

3. There needs to be a mechanism in the wireless standard to indicate the shift of cyclic loca-
tions to legitimate UEs. In LTE, the pilot locations can be altered by changing the cell ID
[42].
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4. In LTE, the cell IDs are chosen in order to minimize the interference on pilots of once cell
from the others [1]. Hence, strategies such as dynamic PCI planning will be necessary to
minimize the interference on the pilot signals of all surrounding cells [43].

The proposed mitigation methods help restoring the channel estimation performance in the pres-
ence of a multi-tone pilot jammer. However, neither of these mitigation techniques can protect data
that is being jammed when the jammer transmits continuously. In this case, additional strategies,
such as adaptive modulation and coding, resource blanking, adaptive bit loading and smart resource
allocation, are needed to attain low BER values. These techniques alone would not be effective if
the pilots are corrupted and cannot be restored in the first place. The protection of pilots is thus
of most importance, because if pilots are compromised, the channel estimation and equalization
for the data-carrying resource elements would be inaccurate resulting in low performance [7], [8].
Hence, this needs to be seriously addressed for protecting user equipment (UEs) and ensuring that
future systems will be more robust.

3.5 Spatial Multiplexing with MIMO-OFDM in the Presence
of Multi-Tone Pilot Jamming

3.5.1 Motivation

In the last few decades, wireless communication systems have utilized multiple antennas to ac-
complish either of the following [44]:

1. Enhance the SNR using antenna diversity.

2. Improve the SINR using a combination of beamforming, beam steering and null steering.

3. Scale the throughput linearly with the number of antennas, using MIMO spatial multiplex-
ing.

Traditionally, interference cancellation has been accomplished by null steering or beam steering
[34, 35], which is applicable for multiple antennas tramsmitting a single spatial stream. But in
the current market environment and the road towards 5G, wireless carriers are more interested in
increasing wireless capacity rather than signal quality exclusively. This is why transmission of
multiple data streams using spatial multiplexing has been used to enhance the throughput of the
current 4G technologies [1], as compared to its predecessors. It is expected to remain central to
the design of the future 5G wireless networks [45]. Moreover, it is inefficient to give up spatial
degrees of freedom to cancel out multi-tone pilot jamming, because the interference is sparse and
targeted on specific subcarriers/REs of the OFDM blocks.
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Figure 3.3: Channel Estimation MSE performance of QPSK-OFDM in all considered scenarios,
for τrms = 200 ns, fd = 100 Hz.
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In the areas of MU-MIMO, techniques like precoding have been developed that can null multi-
user interference. The authors of [13] have devised a method called Spatial Hiding Precoding,
where transmit precoding vectors are chosen orthogonal to the channel vector of the jammer (with
a single transmit antenna). However, this assumes perfect knowledge of the channels between
the jammer and the receiver, and between the transmitter and receiver, which is hard to obtain
if a) the jammer is persistently corrupting channel estimates, and b) either of the channels fades
fast in a high mobility scenario. In addition, in the case of broadcast pilot jamming the transmit
precoding vector will drastically vary for each and every user, which makes its implementation
very challenging.

In this section, we show that a power-constrained multi-tone pilot jammer can be mitigated to some
extent at each user independently of the other users without any assistance from the base station.

3.5.2 Channel Equalization in MIMO-OFDM

MIMO-OFDM systems use similar pilot-assisted methods as SISO systems to estimate the wireless
channel. For Nt × Nr MIMO system, with Nt and Nr being the number of transmit and receive
antennas respectively, equalization would require Nt different pilot patterns, one for each transmit
antenna. Prior work [25] has shown equal pilot spacing in time and frequency to be optimal in
the MMSE sense. Moreover, diamond-shaped pilots are used in the current 3GPP LTE/LTE-A
standard for supporting MIMO operation. We have used a similar pilot pattern for our analysis,
which is shown for a 4 × 4 MIMO-OFDM block in Figure 3.9. The RE nulls are present in the
OFDM block of each antenna port to ensure that there is no interference due to antenna j on the
pilot locations of transmit antenna port i, for i 6= j and i, j ≤ Nt. We consider least squares (LS)
with linear interpolation as the channel estimator, with a zero forcing (ZF) equalizer [44] at the
receiver.

Channel estimation is performed using the pilots from allNt transmit antennas, using the algorithm
presented in equations (2.9) - (2.12) of Section 2.3. After removing the cyclic prefix at the receiver
and performing channel estimation, let Ĥ(ji)

k [n] denote the frequency domain channel estimate
for the channel between the ith transmit and jth receive antenna for the kth subcarrier of the nth

OFDM symbol. The corresponding frequency domain channel coefficient is denoted by Ĥ(ji)
k [n].

The most important notations are summarized in Table 3.1

The overall MIMO-OFDM system can be represented by

Yk[n] = Hk[n]Xk[n] + Wk[n], (3.2)

where Yk[n] is a Nr × 1 vector denoting the received data vector, given by

Yk[n] =
[
Y

(1)
k [n] Y

(2)
k [n] · · · Y

(Nr)
k [n]

]T
. (3.3)

The superscript (.)(j) refers to the index of the receive antenna and [.]T the matrix transpose, for
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Table 3.1: Important Symbols and Notation

Variable Domain† Description
Nt Z+ Number of transmit antennas
Nr Z+ Number of receive antennas

Yk[n] CNr×1 Received data vector at the kth subcarrier of the nth OFDM symbol
Y

(j)
k [n] C Received data at the jth receive antenna on the kth subcarrier of the nth

OFDM symbol, for 1 ≤ j ≤ Nr

Xk[n] MNt×1 Transmitted data vector at the kth subcarrier of the nth OFDM symbol
X

(i)
k [n] M Transmitted data at the ith transmit antenna on the kth subcarrier of the

nth OFDM symbol, for 1 ≤ i ≤ Nt

Hk[n] CNr×Nt Channel matrix at the kth subcarrier of the nth OFDM symbol
Ĥk[n] CNr×Nt Estimated channel matrix at the kth subcarrier of the nth OFDM symbol
Ĥ

(ji)
k [n] C Estimated channel between the ith transmit and the jth receive antenna

at the kth subcarrier of the nth OFDM symbol
Wk[n] CNr×1 complex AWGN vector at the kth subcarrier of the nth OFDM symbol
σ2
w R Noise power

W
(j)
k [n] C complex AWGN at the jth receive antenna on the kth subcarrier of

the nth OFDM symbol. W (j)
k [n] ∼ N (0, σ2

w) for 1 ≤ j ≤ Nr.
H

(j)′

k [n] C Channel coefficient between the jammer and the jth receive antenna of
the target receiver on the kth subcarrier of the nth OFDM symbol,
for 1 ≤ j ≤ Nr.

Jk[n] C Transmitted jammer symbol on the kth subcarrier of the nth OFDM
symbol.

† Z+ denotes the set of all positive integers, Cm×n denotes the set containing all possible m × n complex
matrices, Rm×n denotes the set containing all possible m× n matrices with real elements, MNt×1 denotes
a Nt × 1 column vector containing modulation alphabets (we assume QPSK modulation in this chapter).
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Figure 3.9: Diamond-shaped pilot pattern for 4× 4 MIMO-OFDM.

1 ≤ j ≤ Nr. Xk[n] is a Nt × 1 vector of the modulation symbols, given by

Xk[n] =
[
X

(1)
k [n] X

(2)
k [n] · · · X

(Nt)
k [n]

]T
, (3.4)

where the superscript (.)(i) refers to the index of the transmit antenna of the transmitter, for 1 ≤
i ≤ Nt. Wk[n] is the Nr × 1 vector denoting the complex AWGN component of the received
signal, given by

Wk[n] =
[
w

(1)
k [n] w

(2)
k [n] · · · w

(Nr)
k [n]

]T
, (3.5)

where the superscript (.)(j) refers to the index of the receive antenna, for 1 ≤ j ≤ Nr. Hk[n] is
the Nr×Nt channel matrix, which is estimated by the LS/linear interpolation method presented in
Section 2.3. The estimated channel matrix Ĥk[n] can be written as

Ĥk[n] =


Ĥ

(11)
k [n] Ĥ

(12)
k [n] · · · Ĥ

(1Nt)
k [n]

Ĥ
(21)
k [n] Ĥ

(22)
k [n] · · · Ĥ

(2Nt)
k [n]

...
... . . . ...

Ĥ
(Nr1)
k [n] Ĥ

(Nr2)
k [n] · · · Ĥ

(NrNt)
k [n]

 . (3.6)

The ZF equalizer inverts the effect of the channel by multiplying the received data vector Yk[n]
with the left pseudo-inverse of the estimated channel matrix Ĥk[n]

X̂k[n] = (Ĥk[n])†Yk[n]

= (Ĥk[n])†Hk[n]Xk[n] + (Ĥk[n])†Wk[n], (3.7)
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where X̂k[n] is a Nt × 1 vector denoting the estimated transmitted symbols. The pseudo-inverse
matrix (Ĥk[n])† is given by

(Ĥk[n])† = [(Ĥk[n])HĤk[n]]−1(Ĥk[n])H , (3.8)

where (.)H denotes the Hermitian-transpose operation. Equation (3.7) is applied for 0 ≤ k ≤
N − 1, 1 ≤ i ≤ Nt, 1 ≤ j ≤ Nr and all OFDM symbol indices n. Further detection and decoding
processes are carried out to recover Nt distinct spatial data streams from the transmitter.

3.5.3 Multi-Tone Pilot Jamming Model for MIMO-OFDM

At the receiver, the OFDM blocks on each antenna have the pattern shown in Figure 3.10. In
the rest of this section, we consider a synchronous multi-tone pilot jammer with a single transmit
antenna, which transmits only on the time-frequency locations of the MIMO-OFDM grid where
all the pilots are located. As evident from Figure 3.9, the same pilot pattern will be used by all
the Nr receive antennas for channel estimation. Hence, the jammer interferes with all the receive
antennas by targeting the pilot locations of all Nt transmit antennas. We assume that the jammer is
unaware of the channel between the itself and the receiver, in which case equal power allocation is
optimal to degrade the Bit Error Rate at the receiver [46]. This strategy is applicable in broadcast
pilot jamming where the jammer aims to interfere with all receivers of the cell.

In order to minimize spectral leakage of its power, it is beneficial to have a lower symbol rate on
each subcarrier than the target OFDM signal, as explained in Definition 3.1. The jammer’s trans-
mitted symbols across different subcarriers can vary, even though it has been shown that transmit-
ting the same sequence across all pilots causes more damage to the receiver post-equalization
SINR [21]. This can also be inferred from the BER and MSE analysis presented in Chapter
2. If the jamming signal on one pilot location is correlated with that on every other pilot, then
E
[
Jl[n]J∗k [m]

]
> 0 for n 6= m or k 6= l, which results in higher MSE and BER values.

To summarize, the main assumptions about the pilot jammer are

1. The jammer has a single transmit antenna.

2. The jammer transmits only on the exact time-frequency locations of the target OFDM blocks.

3. Symbols transmitted by the jammer remain constant over adjacent OFDM symbols on the
same subcarrier.

4. The jammer transmits equal power on all the pilot locations.

We now present a channel estimation algorithm to mitigate this jammer. This algorithm does
not sacrifice full rank spatial multiplexing operation even in the presence of a power-constrained
synchronous multi-tone pilot jammer.
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Figure 3.10: Illustration of synchronous multi-tone pilot jamming in a 4× 4 MIMO-OFDM block,
for all spatial layers.
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from transmit antenna 1 for j = 1, 2, 3, 4.
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3.5.4 Constant Channel Approximation (COCHAP) with Jammer Cancel-
lation

Wireless communications have become more reliable over the last few decades due to pioneering
research carried out on Turbo codes, LDPC codes and Hybrid Automatic Repeat Request (HARQ)
[1], among others. The presence of such schemes in the current wireless standards [42] gives us
some flexibility to relax some of the accuracy requirements of the channel estimation and equal-
ization procedures at the receiver.

In the proposed method, we relax the condition that the frequency domain channel coefficients vary
with time and frequency over a small set of neighboring REs. Figure 3.11 illustrates the Constant
Channel Approximation (COCHAP) method. Applying COCHAP along the frequency axis in the
same OFDM symbol is appropriate for low root mean square delay spread wireless channels. The
COCHAP can be used along the time axis as well, which is applicable for low mobility wireless
channels. Even though it is an approximation and does not hold for general channel conditions, we
use it as a starting point for jammer mitigation while performing spatial multiplexing. We describe
the algorithm for the 4 × 4 MIMO-OFDM block shown in Figure 3.9. However, the method can
be applied to other values of Nt by designing pilot patterns and/or nulls appropriately, to facilitate
cancellation as described below.

The multi-tone pilot jammer is assumed to have a single transmit antenna. Let H(j)′

k [n] denote
the frequency domain channel coefficient between the jammer and the jth receive antenna of the
targeted receiver at subcarrier k of the nth OFDM symbol, Jk[n] denote the corresponding jammer
symbol. For the pilots on transmit antennas 1 and 3, the OFDM symbols received on the jth receive
antenna of the receiver will be

Y
(j)
k [n] = H

(j1)
k [n]P

(1)
k [n] +H

(j)′

k [n]Jk[n] + w
(j)
k [n], (3.9)

Y
(j)
k [n+ 1] = H

(j3)
k [n+ 1]P

(3)
k [n+ 1] +H

(j)′

k [n+ 1]Jk[n+ 1] + w
(j)
k [n+ 1], (3.10)

Y
(j)
k+L[n] = H

(j1)
k+L[n]P

(1)
k+L[n] +H

(j)′

k+L[n]Jk+L[n] + w
(j)
k+L[n], (3.11)

Y
(j)
k+L[n+ 1] = H

(j3)
k+L[n+ 1]P

(3)
k+L[n+ 1] +H

(j)′

k+L[n+ 1]Jk+L[n+ 1] + w
(j)
k+L[n+ 1], (3.12)

where X(i)
k [n] = P

(i)
k [n] correspond to the pilot symbols corresponding to the ith transmit antenna

of the legitimate transmitter mapped to the kth subcarrier of the nth OFDM symbol. Similarly, for
the pilots from antennas 2 and 4, the received OFDM symbols on the jth receive antenna of the
receiver is given by

Y
(j)

k−L
2

[n] = H
(j2)

k−L
2

[n]P
(2)

k−L
2

[n] +H
(j)′

k−L
2

[n]Jk−L
2
[n] + w

(j)

k−L
2

[n], (3.13)

Y
(j)

k−L
2

[n+ 1] = H
(j4)

k−L
2

[n+ 1]P
(4)

k−L
2

[n+ 1] +H
(j)′

k−L
2

[n+ 1]Jk−L
2
[n+ 1] + w

(j)

k−L
2

[n+ 1], (3.14)

Y
(j)

k+L
2

[n] = H
(j2)

k+L
2

[n]P
(2)

k+L
2

[n] +H
(j)′

k+L
2

[n]Jk+L
2
[n] + w

(j)

k+L
2

[n], (3.15)

Y
(j)

k+L
2

[n+ 1] = H
(j4)

k+L
2

[n+ 1]P
(4)

k+L
2

[n+ 1] +H
(j)′

k+L
2

[n+ 1]Jk+L
2
[n+ 1] + w

(j)

k+L
2

[n+ 1]. (3.16)
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Then, the constant channel approximation (COCHAP) is invoked along the frequency axis, for L
OFDM subcarriers. Thus for each pilot-bearing OFDM symbol, we model the channel coefficient
to be constant for a region of L subcarriers as shown in Figure 3.11. Hence for L

2
≤ k ≤ N − L

2

we assume that

H
(j1)
k [n] ≈ H

(j1)
k+L[n],

H
(j2)

k−L
2

[n] ≈ H
(j2)

k+L
2

[n],

H
(j3)
k [n+ 1] ≈ H

(j3)
k+L[n+ 1],

H
(j4)

k−L
2

[n+ 1] ≈ H
(j4)

k+L
2

[n+ 1]. (3.17)

The jammer channel does not vary appreciably between 2 consecutive OFDM symbols on the same
subcarrier. Also, to minimize power leakage into data subcarriers, the jammer transmits digitally
modulated symbols at a lower data rate than the target OFDM signal. Therefore, we have

H
(j)′

k [n] ≈ H
(j)′

k [n+ 1]

Jk[n] = Jk[n+ 1]. (3.18)

Using equations (3.10)-(3.18), we get[
Y

(j)
k [n]− Y (j)

k [n+ 1]

Y
(j)
k+L[n]− Y (j)

k+L[n+ 1]

]
≈

[
P

(1)
k [n] −P (3)

k [n+ 1]

P
(1)
k+L[n] −P (3)

k+L[n+ 1]

][
H

(j1)
k [n]

H
(j3)
k [n+ 1]

]
+ ε

(13)
k [n]+[

w
(j)
k [n]− w(j)

k [n+ 1]

w
(j)
k+L[n]− w(j)

k+L[n+ 1]

]
, (3.19)

Y (j)

k−L
2

[n]− Y (j)

k−L
2

[n+ 1]

Y
(j)

k+L
2

[n]− Y (j)

k+L
2

[n+ 1]

 ≈
P (2)

k−L
2

[n] −P (4)

k−L
2

[n+ 1]

P
(2)

k+L
2

[n] −P (4)

k+L
2

[n+ 1]

 H
(j2)

k−L
2

[n]

H
(j4)

k−L
2

[n+ 1]

+ ε
(24)
k [n]+

w(j)

k−L
2

[n]− w(j)

k−L
2

[n+ 1]

w
(j)

k+L
2

[n]− w(j)

k+L
2

[n+ 1]

 . (3.20)

Parameters ε(13)
k [n] and ε(24)

k [n] account for the residual terms due to temporal variations in the
channel between the jammer and the target receiver. The subscripts ε(ij)k [n] denotes that these
residual terms are a result of signal cancellation between the pilot symbols of antenna ports i and
j. They are given as

ε
(13)
k [n] =

[
H

(j)′

k [n]−H(j)′

k [n+ 1] 0

0 H
(j)′

k+L[n]−H(j)′

k+L[n+ 1]

][
Jk[n]
Jk+L[n]

]
, (3.21)
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ε
(24)
k [n] =

H(j)′

k−L
2

[n]−H(j)′

k−L
2

[n+ 1] 0

0 H
(j)′

k+L
2

[n]−H(j)′

k+L
2

[n+ 1]

[Jk−L
2
[n]

Jk+L
2
[n]

]
. (3.22)

P
(13)
k [n] and P

(24)
k [n] are defined as

P
(13)
k [n] ,

[
P

(1)
k [n] −P (3)

k [n+ 1]

P
(1)
k+L[n] −P (3)

k+L[n+ 1]

]
, (3.23)

P
(24)
k [n] ,

P (2)

k−L
2

[n] −P (4)

k−L
2

[n+ 1]

P
(2)

k+L
2

[n] −P (4)

k+L
2

[n+ 1]

 . (3.24)

We multiply equations (3.19) and (3.20) by (P
(13)
k [n])−1 and (P

(24)
k [n])−1 respectively, to get the

channel estimates at the pilot locations:[
Ĥ

(j1)
k [n]

Ĥ
(j3)
k [n+ 1]

]
= (P

(13)
k [n])−1

[
Y

(j)
k [n]− Y (j)

k [n+ 1]

Y
(j)
k+L[n]− Y (j)

k+L[n+ 1]

]

≈

[
H

(j1)
k [n]

H
(j3)
k [n+ 1]

]
+ (P

(13)
k [n])−1

{
ε

(13)
k [n] +

[
w

(j)
k [n]− w(j)

k [n+ 1]

w
(j)
k+L[n]− w(j)

k+L[n+ 1]

]}
,

(3.25)

 Ĥ
(j2)

k−L
2

[n]

Ĥ
(j4)

k−L
2

[n+ 1]

 = (P
(24)
k [n])−1

Y (j)

k−L
2

[n]− Y (j)

k−L
2

[n+ 1]

Y
(j)

k+L
2

[n]− Y (j)

k+L
2

[n+ 1]


≈

 H
(j2)

k−L
2

[n]

H
(j4)

k−L
2

[n+ 1]

+ (P
(24)
k [n])−1

{
ε

(24)
k [n] +

w(j)

k−L
2

[n]− w(j)

k−L
2

[n+ 1]

w
(j)

k+L
2

[n]− w(j)

k+L
2

[n+ 1]

}.
(3.26)

It is to be noted here that for this method, a pilot sequence of symbols is required for which P
(13)
k [n]

and P
(24)
k [n] is invertible for 0 ≤ k ≤ N − 1 and all n. From equations (3.25)-(3.26), we observe

that the accuracy of the channel estimates depends on

1. The variation of the channel coefficient, for the channel between the transmit and receive
antennas, across the L subcarriers, i.e. from subcarrier indices k to k + L, and k − L/2 to
k + L/2.

2. The temporal variation of the channel between the jammer and the receiver, represented by
the terms ε(13)

k [n] and ε(24)
k [n].
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3. The jammer power, E[|Jk[n]|2] = σ2
J .

4. The SNR on the pilot locations. In fact, the SNR increases by about 3 dB due to direct
cancellation, even in the case of ε(13)

k [n] = ε
(24)
k [n] = [0 0]T .

After we obtain the channel estimates on the pilot locations, the channel estimation method de-
scribed in section 2.3 can be used to estimate the channel estimates on the data resource elements
of each OFDM block on each spatial layer to obtain Ĥk[n], for all OFDM symbols, subcarriers
and antennas. Hence, it is possible to use multiple spatial layers for increasing throughput, even in
the presence of a multi-tone pilot jammer. However, this comes at the cost of reduced SNR, due
to (a) increased channel estimation MSE as a result of jammer mobility, (b) jammer power and (c)
noise enhancement.

In this section we have described the application constant channel approximation along the fre-
quency axis, which is applicable in the cases of channels with wide coherence bandwidth. It is also
possible to apply this approximation along the time axis, which is applicable in the case of low
mobility channels, like in the case pedestrian and low-speed vehicular scenarios.

3.5.5 Numerical Results

In this section we demonstrate the performance of the proposed COCHAP with jammer cancella-
tion method for mitigating multi-tone pilot jamming. We use a 4× 4 MIMO-OFDM system, with
each spatial layer having OFDM block parameters as shown in Table 2.2. We have considered
QPSK modulated symbols at each data resource element. For full rank spatial multiplexing, we
have assumed the transmit and receive angle spreads to be 2π radians. We have assumed the trans-
mitter and receiver antenna spacing to be dt = [0 3λ 6λ 9λ] and dr = [0 λ 2λ 3λ] respectively,
where λ = c/fc is the wavelength of the center subcarrier. The pilot pattern used for each spatial
layer is shown in Figure 3.9.

We consider the following scenarios:

1. Synchronous multi-tone pilot jamming with no mitigation. The jammer does not transmit on
resource elements other than the ones occupied by pilots.

2. No Jamming.

3. Mitigation of multi-tone pilot jamming using COCHAP with jammer cancellation along the
frequency axis.

We evaluate the effectiveness of our mitigation scheme based on two metrics: BER and Ergodic
Sum Capacity. Ergodic Sum Capacity Cs is indicative of the throughput achievable in the case of
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a full spatial-multiplexing based MIMO-OFDM system, given by [47]

Cs = Bsc

Nt∑
i=1

En
[ ∑
k/∈Pi[n]

log2(1 + γk,i[n])
]
, (3.27)

where Bsc is the bandwidth per OFDM subcarrier, γk,i[n] is the SINR of the resource element of
the ith spatial layer, kth subcarrier and the nth OFDM symbol. En[.] denotes the expectation w.r.t.
the time variable n. Pi[n] denotes the set of pilot locations mapped to the ith spatial layer at the
nth OFDM symbol. Note that pilot REs do not contribute to the capacity as they do not carry data.

Figures 3.12, 3.13 and 3.14 show the Ergodic Sum Capacity for all considered scenarios, for
(τrms, fd) = (100 ns, 50 Hz), (τrms, fd) = (200 ns, 100 Hz), and (τrms, fd) = (400 ns, 200 Hz)
respectively. We see that multi-tone pilot jamming reduces the channel capacity by a factor of
4− 5, at Eb/N0 = 30 dB for all considered channel environments. With conventional beamform-
ing, the capacity would scale by a maximum factor of log2(Nr) = log2(4) = 2 at a very high SINR
[44]. On the other hand, when COCHAP with Jammer Cancellation is used along the frequency
axis, it is able to achieve ∼ 50− 90% of the Ergodic Sum capacity w.r.t. that in the case of a 4× 4
MIMO-OFDM system with full rank spatial multiplexing in absence of a jammer.

Figures 3.15, 3.16 and 3.17 show the BER comparison for all considered scenarios, for (τrms, fd) =
(100 ns, 50 Hz), (τrms, fd) = (200 ns, 100 Hz), and (τrms, fd) = (400 ns, 200 Hz) respectively.
Similar to what we observed in the SISO-OFDM case for QPSK-modulated data symbols, we
observe a BER improvement by 1− 2 orders magnitude when COCHAP with JC is used.

An immediate consequence of direct cancellation of signals on adjacent pilot REs is the 3 dB
drop in the SINR, as seen in equation (3.19)-(3.20). This can be observed in Figures 3.12 and 3.15,
where the COCHAP with JC curves are shifted to the right by≈ 3 dB w.r.t. the performance curves
of the no jamming case. This is because of the low channel variation along the time and frequency
axes, which yields very small values for ε(13)

k [n] and ε(24)
k [n] terms in equations (3.19)-(3.20). As

one would expect, the effectiveness of our proposed mitigation strategy is sensitive to the channel
characteristics between the transmitter and the receiver, and between the jammer and the receiver.
The performance of this mitigation strategy is acceptable for τrms = 0 − 200 ns and fd = 0 −
100 Hz, which translate to low root mean square delay spread and low mobility scenarios. The
capacity scaling of spatial multiplexing is sensitive to angular spreads at the receive antenna. Low
r.m.s. delay spreads of ∼ 50 ns has been shown to be possible in outdoor to indoor channel
environments [14]. Thus, in outdoor-to-indoor and some outdoor-to-outdoor scenarios, COCHAP
with JC would be expected to enable full rank spatial-multiplexing operation with as low as 9% loss
in throughput, in the presence of a multi-tone pilot jammer. Another approach to deal with channel
variations in high r.m.s. delay spread and mobile channels, is to densify the pilot pattern. In this
case, constant channel approximation becomes more accurate and can yield better performance
even in such scenarios, but at the cost of a marginal reduction in throughput due to the additional
pilot overhead.
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Figure 3.12: Comparison of Ergodic sum capacity for all scenarios, for τrms = 100 ns, fd = 50 Hz.
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Figure 3.13: Comparison of Ergodic sum capacity for all scenarios, for τrms = 200 ns, fd =
100 Hz.
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Figure 3.14: Comparison of Ergodic sum capacity for all scenarios, for τrms = 400 ns, fd =
200 Hz.
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Figure 3.15: Comparison of Bit Error Rate for all scenarios, for τrms = 100 ns, fd = 50 Hz.
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Figure 3.16: Comparison of Bit Error Rate for all scenarios, for τrms = 200 ns, fd = 100 Hz.
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Figure 3.17: Comparison of Bit Error Rate for all scenarios, for τrms = 400 ns, fd = 200 Hz.
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3.6 Conclusions

In this chapter, we proposed strategies to mitigate a power-constrained multi-tone pilot jammer in
SISO- and MIMO-OFDM systems. The main goal of the mitigation strategies is to restore channel
estimation performance in the presence of the jammer. We saw that for the case of SISO-OFDM
systems:

1. Synchronous pilot jamming is a very efficient attack, but jammer evasion can restore the
BER performance because the data REs being interfered constitute a small fraction of the
total number of data REs.

2. Asynchronous pilot jamming is a very simple attack, but the data subcarriers on pilot fre-
quencies are unnecessarily affected. In this case, schemes like Adaptive Modulation and
Coding, Hybrid ARQ (HARQ), lower coding rates etc. are necessary to restore the BER
performance. However, RE Blanking with JC helps in restoring the channel estimation per-
formance, without which the aforementioned auxiliary schemes would be ineffective if im-
plemented all by themselves.

We also investigated whether full rank spatial multiplexing operation is possible in a MIMO-
OFDM system in the presence of a multi-tone pilot jammer. We devised and demonstrated a
mitigation strategy called Constant Channel Approximation (COCHAP) with Jammer Cancella-
tion. It is capable of restoring ∼ 50 − 90% of the Ergodic Sum Capacity w.r.t. that of a full
rank spatial multiplexing system, for 4 × 4 MIMO-OFDM. For very high r.m.s. delay spreads
(τrms > 500 ns) and low-mobility scenarios (fd = 0− 100 Hz at fc = 2 GHz), COCHAP with JC
can be applied temporally to restore full rank spatial multiplexing operation.

In addition to these methods, it is evident that adaptation of pilot spacing and/or locations in the
OFDM block, can intrinsically be a deterrent against pilot jamming. This aspect, in addition with
the traditional benefits of throughput maximization is explored in Chapter 5.



Chapter 4

Jamming of LTE’s Cell-Specific Reference
Signal (CRS)

4.1 Background

The Long Term Evolution (LTE) was standardized by the Third Generation Partnership Project
(3GPP), to address the rapid surge in cellular data traffic over the last decade. LTE provides
tremendous performance enhancements over its predecessors in terms of data rate, latency, cover-
age and mobility management. Hence, LTE/LTE-A has received a lot of support from the R&D
community and it promises to become the primary standard for a broad range of wireless networks,
including public safety and military [48]. But, since it is openly documented and widely deployed,
it becomes an easy target to intentional and unintentional interference. Hence, it is important to
identify vulnerabilities of LTE and make future releases more resilient to targeted interference.

There has been prior work related to RF Jamming of LTE signals. Kakar et al. [15] investigate
the performance of the Physical Control Format Indicator Channel (PCFICH) under harsh wireless
conditions and propose strategies to mitigate interference on the PCFICH. Lichtman et al. [16]
consider the problem of targeted interference on the Physical Uplink Control Channel (PUCCH)
and propose detection and mitigation strategies to counter protocol-aware jammers. Labib et al.
[17] introduce and demonstrate LTE control channel spoofing, which refers to spoofing by a fake
eNodeB by transmission of a partial LTE downlink frame. Denial of Service (DoS) was found to
be the result of transmission of the partial LTE downlink frames containing only the fake control
channels, at a relatively higher power level w.r.t. the legitimate eNodeB. The authors also pro-
pose mitigation strategies that required simple modification to the cell selection process of LTE.
In [18], a comprehensive threat assessment of LTE/LTE-A is provided, highlighting the vulnera-
bilities of various LTE physical channels and signals. A survey of mitigation techniques against
various jamming/spoofing attacks is also provided. Jover et al. [19] focus on the jamming of LTE
networks, and overviews power-efficient jamming attacks. They propose a series of security re-
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Figure 4.1: A 1.4 MHz FDD-LTE downlink frame normal cyclic prefix, corresponding to antenna
port 0 of the eNodeB.

search directions to the LTE standard, which would force a jammer to resort to wideband jamming
methods.

So far, this thesis has analyzed the impact of multi-tone pilot jamming of SISO- and MIMO-
OFDM systems and proposed and evaluated mitigation strategies. In this chapter, we investigate
the performance of the LTE Downlink in the presence of a multi-tone pilot jammer, and provide
some insights into its behavior.

Section 4.2 briefly introduces the LTE Downlink structure. Section 4.3 describes the most im-
portant features of the LTE PHY layer that are relevant for this analysis. Section 4.4 provides
the details of the experimental setup, throughput measurement results and some insights into the
behavior of LTE. Section 4.5 concludes by summarizing the main results and the new insights
gained.

4.2 The LTE Downlink

3GPP LTE uses Orthogonal Frequency Division Multiplexing (OFDM) as the multicarrier modula-
tion scheme. The base station is called the evolved NodeB (eNodeB/eNB), and the Mobile Station
or the User Terminal is called the User Equipment (UE). The 3GPP specifies a variety of system
configurations [42]. The supported LTE system bandwidths range from 1.4 − 20 MHz for 3GPP
Release 8 (LTE) and up to 100 MHz for Release 10 and beyond (LTE-A). Frequency-division and
time-division duplexing, or FDD-LTE and TDD-LTE modes, are both specified, requiring paired
and unpaired spectrum for the uplink and the downlink. The extended cyclic prefix, as opposed to
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the normal cyclic prefix configuration, can account for longer root mean square delay spreads.

Figure 4.1 shows a simplified 1.4 MHz FDD-LTE downlink frame, highlighting the most important
LTE physical control signals. Signals exist only at the physical layer, whereas physical channels
are mapped to transport and logical channels. The frame structure in TDD-LTE is similar to that
of FDD-LTE, except for the guard intervals between uplink and downlink frames. Of the many
important downlink control channels of LTE, the control signals of interest in this work is the
cell-specific reference signal (CRS). These are the pilot signals broadcasted in the downlink, and
are used for channel estimation and equalization are carried out at the User Equipment (UE). In a
single cell, up to 4 different groups of CRSs can be transmitted. Each of these patterns corresponds
to a specific antenna port. This is to support up to 4×4 MIMO in the Downlink. The configuration
in Figure 4.1 corresponds to the frame that would be transmitted out of antenna port 0 in a multi-
antenna system [1]. This particular diamond shaped arrangement with homogeneous subcarrier
spacing achieves the minimum mean square error (MMSE) of the channel estimate [25].

The CRS subcarriers are determined by the cell identity Nc,ID, which can take any integer value
from 0 to 503. The pattern shown in Figure 4.1 corresponds toNc,ID = 0. A cell-specific frequency
shift of ∆f = [Nc,ID (mod 6)] × ∆fsc is applied to the pattern in a cell with cell ID of Nc,ID,
where ∆fsc = 15 kHz. In addition to aiding in channel estimation, CRS is also used to

1. Estimate channel quality parameters like Reference Signal Received Power (RSRP) and Ref-
erence Signal Received Quality (RSRQ). These are important parameters for cell selection
and reselection (handover) [1].

2. Derive the channel state information (CSI) for its antenna port aiding in link adaptation,
precoding selection, etc. [1].

In order to allow accurate estimation of the above parameters in low SINR environments, relative
CRS power boosting (w.r.t. data symbols) of upto 6 dB is allowed in LTE [1]. Because of the
fixed CRS positions in the LTE grid, it would be easy for a jammer to transmit interfering signals
on (a) these subcarriers (asynchronous jammer), (b) the exact CRS locations (synchronous, most
likely a reactive jammer), or (c) a combination of both with intermittent transmission. Moreover,
in the case of frequency reuse factor of 1, the jammer can go to the cell-edge region of 3 adjacent
cells, assume any value of Nc,ID and target the appropriate CRS subcarriers in order to interfere
with that cell. In this case, 1 out of the 3 cells will face network congestion or outage, based on
the jammer power and the channel environment. Network congestion can occur in the case when
(a) the jammer power is not strong enough to cause DoS or (b) DoS in one cell causes network
congestion in adjacent cells due to load balancing. Hence, the PHY layer issues of the network in
one cell can potentially translate into coverage and network congestion in the surrounding cells.
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4.3 Channel Quality and Adaptive Modulation and Coding

In cellular systems, the measurement of channel quality is necessary in order to optimize the system
performance in terms of coverage and throughput for a given transmit power. In LTE, channel
quality is estimated using a parameter called the Channel Quality Indicator (CQI), which is fed
back to the eNB/UE by the UE/eNB for the downlink/uplink adaptation respectively. Using this
fed back CQI, the modulation and coding scheme (MCS) is updated. In LTE, MCS dictates the
modulation order and coding scheme used by the UE/eNB in the uplink/downlink [41]. There are
32 possible values for the MCS in the uplink and the downlink [2]. Higher order modulation is
more susceptible to interference while lower order modulation schemes are more robust. Similarly,
higher code rates are more vulnerable to interference while lower code rates are more resilient
against it. There is a tradeoff between throughput and resilience to noise and interference. In
general, higher modulation orders and coding rates result in higher throughput, and vice versa.

If the reported CQI value is high, a higher order modulation and coding rate is chosen and vice
versa. This is termed as Link Adaptation, where the reported CQI value is used to choose the
MCS. Since the MCS is adapted based on varying channel quality, it is referred to as Adaptive
Modulation and Coding in LTE. The CQI in 3GPP LTE is defined as follows [2]:

“A single PDSCH transport block with a combination of modulation scheme and transport block
size corresponding to the CQI index, and occupying a group of downlink physical resource blocks
termed the CSI reference resource, could be received with a transport block error probability not
exceeding 0.1.”

In other words, CQI maps to a MCS so that the transport blocks can be decoded with a Block Error
rate (BLER) of 10% or less. In LTE, the CQI values vary from 0 to 15, and the MCS values vary
from 0 to 31. The mapping from CQI to the spectral efficiency for 3GPP LTE Release 8 is shown
in Table 4.1 [1]. 3GPP Release 12 supports 256QAM as well, resulting in much higher spectral
efficiency of up to 7.4063 bps/Hz [2]. There are different types of CQI, with different definitions
and reporting intervals. The interested reader is encouraged to refer to the 3GPP standardization
documents [2] for more information. For the purpose of our understanding and analysis of pilot
jamming in LTE, it is sufficient to understand that the fed back CQI dictates the modulation and
coding scheme employed by the transmitter. The maximum theoretical throughput achievable by
the downlink of 10 MHz FDD LTE in a SISO configuration, is shown in Table 4.2 for each MCS
value. The interested user is referred to [2] to compute the maximum theoretical throughput for
different configurations and 3GPP-LTE releases.

4.4 Impact of CRS Jamming on the Performance of LTE

Since CRS is the downlink pilots broadcasted to all the UEs, we will henceforth refer to multi-
tone pilot jamming as CRS jamming in the context of LTE. The aim of this jammer could be to
(a) throttle the throughput of the cell in order to degrade network performance or (b) cause DoS
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Table 4.1: Mapping from CQI to spectral efficiency for 3GPP LTE Release 8. Adapted from [1].

CQI Modulation Modulation Approximate Spectral Efficiency
value format order (m) code rate (r) (m · r)(bps/Hz)

0 ‘Out of Range’ – – –
1 QPSK 2 0.0762 0.1523
2 QPSK 2 0.1172 0.2344
3 QPSK 2 0.1885 0.377
4 QPSK 2 0.3008 0.6016
5 QPSK 2 0.4385 0.877
6 QPSK 2 0.5879 1.1758
7 16QAM 4 0.3691 1.4766
8 16QAM 4 0.4785 1.9141
9 16QAM 4 0.6016 2.4063

10 64QAM 6 0.4551 2.7305
11 64QAM 6 0.5537 3.3223
12 64QAM 6 0.6504 3.9023
13 64QAM 6 0.7539 4.5234
14 64QAM 6 0.8525 5.1152
15 64QAM 6 0.9258 5.5547

for legitimate UEs. In the presence of the CRS jammer, UE disconnection would happen when
the CQI value is 0. In this case, the UE can (a) try to handover to another frequency on the same
cell by requesting resources on the Physical Random Access Channel (PRACH) (b) handover to
another cell with the same frequency, but with a better CQI [2] or (c) handover to a different RAT
such as 2G/3G. Failure to connect/reconnect to a legitimate cell will cause the UE to experience
DoS, or execute an inter-RAT handoff. The interested reader is directed to [2] to know more about
cell search and random access procedures for a UE wanting to access the LTE network. For the
sake of simplicity in the rest of this chapter we consider DoS to occur for a UE when its CQI goes
to 0 which implies that the UE is disconnected from a LTE cell.

4.4.1 Experimental Setup

In this section we present the impact of CRS jamming on a LTE downlink test system using
throughput measurements. In chapter 3, cyclic shifting of pilot locations has been proposed to
mitigate the multi-tone pilot jammer. In this section, we investigate its performance in the context
of the LTE downlink by performing an experimental analysis with a 3GPP-compliant LTE system.
Figure 4.2 shows the schematic of the experimental setup. For the eNodeB, an SDR-based software
package called AmarisoftTM LTE100 is used [49]. The CRS (multi-tone pilot) jammer is imple-
mented using GNURadio [50] on another PC. An important factor to consider while designing the
jammer, is the presence of a DC null in the OFDM signal of the LTE downlink. Therefore, the pilot
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Table 4.2: Mapping from MCS to Maximum Throughput of Physical Downlink Shared Channel
(PDSCH) for a FDD SISO 10MHz LTE Release 8 Downlink. Adapted from [2].

MCS Modulation ITBS Maximum Transport Block Size Maximum Theoretical
value order per TTI (bits/ms) Throughput (Mbps)

0 2 0 1384 1.384
1 2 1 1800 1.8
2 2 2 2216 2.216
3 2 3 2856 2.856
4 2 4 3624 3.624
5 2 5 4392 4.392
6 2 6 5160 5.16
7 2 7 6200 6.2
8 2 8 6968 6.968
9 2 9 7992 7.992

10 4 9 7992 7.992
11 4 10 8760 8.76
12 4 11 9912 9.912
13 4 12 11448 11.448
14 4 13 12960 12.96
15 4 14 14112 14.112
16 4 15 15264 15.264
17 6 15 15264 15.264
18 6 16 16416 16.416
19 6 17 18336 18.336
20 6 18 19848 19.848
21 6 19 21384 21.384
22 6 20 22920 21.774
23 6 21 25456 25.456
24 6 22 27376 27.376
25 6 23 28336 28.336
26 6 24 30576 30.576
27 6 25 31704 31.704
28 6 26 36696 36.696
29 2 ‘reserved’ – –
30 4 ‘reserved’ – –
31 6 ‘reserved’ – –

spacing will be different in the middle of the LTE band, than that in the rest of the spectrum. To
ensure that power localization on the intended subcarriers is maximum, a frequency-comb using
equally spaced multiple sine waves was synthesized using GNURadio.
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Figure 4.2: Schematic of the experimental setup for throughput measurements of the LTE Down-
link.

Table 4.3: Parameters of the LTE Downlink Throughput measurement setup.

Parameter Value
Frequency Band Band 7 (UL/DL− 2560 MHz/2680 MHz)
LTE Bandwidth 10 MHz

LTE Release Version LTE Release 11
Reference Signal Received Power (RSRP) −72 dBm

JSR per Resource Block (JSRRB) −15 to 10 dB

Maximum Theoretical Throughput 36.696 Mbps

Table 4.3 shows the experimental parameters for the throughput measurements. The variable at-
tenuators are used to control the transmitted downlink and the jammer signal power. It can also
be varied digitally on the SDRs using Amarisoft and GNURadio. iPerf [51] and jPerf were the
tools used at the eNB and the UE respectively to measure the downlink data throughput. The de-
vice under test was a Sierra Wireless U330 LTE Dongle that is compatible with the experimental
parameters shown in Table 4.3.

The throughput was measured for each of the following cases:

(a) CRS Jamming - Jammer transmits continuously on all CRS subcarriers of the LTE Downlink.

(b) Data Subcarrier Jamming - Jammer transmits on data subcarriers above/below each CRS
subcarrier. The jammer is the same as (a), except that it is shifted up/down by one subcarrier.
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Figure 4.3: Schematic of the jamming strategies investigated for throughput performance of the
LTE downlink. The number of REs affected are the same in CRS and data subcarrier jamming.

(c) Barrage Jamming - Jammer transmits on all LTE Downlink subcarriers.

Figure 4.3 shows the schematic of these jamming strategies.

4.4.2 Throughput Measurement Results

The transmit power of the eNB was kept constant and downlink data transfer was carried out using
an iPerf client (at the eNB) and jPerf server (at the UE). iPErf and jPerf was configured to make
sure that the data buffers were always full. The jammer power is held constant during a downlink
data transfer duration of 100 s and the average throughput over this duration was measured for a
fixed value of JSR per resource block (JSRRB).

Definition 4.1. Jammer to Signal ratio per Resource Block (JSRRB) is defined as

JSRRB =
P J
RB

P̄LTE,RB
(4.1)

where P̄LTE,RB is the average power of the LTE DL signal per Resource block, and P J
RB is the

jammer power per Resource block.

In cases (a) and (b), only one out of every three subcarriers of the LTE DL frame are targeted while
in case (c) all subcarriers are targeted. JSRRB was varied from -15 to +10dB while repeating
the above procedure for each value of JSRRB, which constitutes a single trial. For each of the
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three considered jamming scenarios, four trials were performed and the statistics of the measured
throughput values were computed to check the consistency of the measurements for each trial. The
variance of measured throughput, averaged across all JSRRB values over four trials were σCRS =
0.36 Mbps, σdata = 0.541 Mbps, σbarr = 0.123 Mbps. The subscripts CRS, data, and barr refer
to the cases of CRS, data and barrage jamming respectively. Hence, the throughput variation
remains consistent within reasonable values for the considered range of JSRRB, allowing us to
gain insights about the behavior of the LTE DL under these three jamming scenarios. The reader
is referred to Appendix A for more details regarding the throughput measurements.

In the rest of this section henceforth, all the figures are equipped with error bars. The height from
the center to the top of error bar represents the variance of measured throughput for the corre-
sponding JSRRB value. Figure 4.4 shows the comparison between the throughput performance
of all the above considered jamming scenarios. As expected, we see that barrage jamming needs
∼ 5 dB more jammer power than the other 2 cases. However, it is interesting and somewhat
counter-intuitive to see the following: a) jamming of 1 out of 3 data subcarriers (jamming scenario
(b)) performs comparable to CRS jamming, and b) DoS, which essentially is the disconnection of
the UE happens at around the same value of JSRRB for both CRS and data subcarrier jamming.
This behavior is the opposite of what was predicted in the theoretical results of Chapter 3. Since
the CRS is not corrupted with interference the throughput performance would be expected to be
better than that in CRS jamming. But the outcome of our experiments is opposite to our initial
hypothesis.
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Figure 4.4: Measured throughput versus JSR per Resource Block for all considered jamming
schemes.
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To investigate this anomalous behavior, the CQI and MCS values were monitored throughout the
duration of the throughput measurements. Using Tables 4.1 and 4.2, the maximum achievable
throughput for the measured MCS was computed. Figure 4.5 shows the theoretical value of the
maximum achievable throughput for the LTE downlink, computed using the monitored CQI and
MCS values for each trial. At this point, we define a metric called the achievable throughput
efficiency which is a measure of the throughput achieved w.r.t. the maximum throughput achievable
in ideal conditions.

Definition 4.2. Achievable Throughput efficiency (ηach,th) for a measured duration Tmeas is given
by

ηach,th =
R̄meas

Rmax,MCS

(4.2)

where R̄meas is the average measured throughput for the duration of Tmeas seconds, and Rmax,MCS

the maximum possible throughput achievable for the median MCS value chosen by the eNB during
the same duration. Rmax,MCS can be computed for the corresponding measured MCS value using
Table 4.2.

Figure 4.6 shows the throughput efficiency for all jamming scenarios, which shows the severe
throughput degradation in data subcarrier jamming (1 in 3 subcarriers). For CRS and Barrage
jamming, the throughput efficiency ranges from 80 − 90% for low JSRRB values. However, the
efficiency for jamming of 1 in 3 data subcarriers is 10 − 50% in the same range of JSRRB. We
define throughput efficiency as the ratio of the measured throughput to the maximum achievable
throughput for the average MCS value chosen during the measurement duration.

The reason for the low throughput in case of data subcarrier jamming is revealed in Figures 4.5
and 4.6. It is due to the inability of the UE to accurately estimate the CQI in this jamming scheme.
Typically the CQI estimation algorithm is left to the UE manufacturer, but the most common
underlying approach is estimation of the noise and interference variance or the SINR [1]. Different
methods have been suggested in the literature to estimate CQI, among which pilot-based noise
variance estimation is popular [52, 53]. Pilot signals are known to the UE which simplifies the
noise and interference variance estimation.

Hence in the case of CRS jamming, the interference on the pilots will result in accurate tracking
of the CQI because the interference is aligned with the CRS subcarriers. However, in the case
of localized multi-channel data jamming, the absence of interference on the CRS will lead to
high CQI values which in return map to a high MCS value. It is well known that higher order
modulation schemes (e.g. 16QAM, 64QAM) are not resilient to low SINRs, which result in a
high percentage of retransmissions of > 50%. A direct consequence of higher retransmissions
and BLER, is degraded throughput performance. We term this phenomenon as ‘CQI Spoofing’,
where the UE is tricked by the jammer into incorrectly estimating CQI values to be high, even in
the presence of strong targeted interference. The impact of spoofing is severe when the jammer
transmits almost the same power per targeted RE (note that only 1 out of 3 subcarriers are targeted)
as the LTE signal, which is represented by the kinks near JSRRB = −5 dB in Figure 4.4. It is
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clear from Figure 4.5 that a marginal reduction in the CQI value could enhance the throughput
performance greatly.

CQI Spoofing needs to be addressed by 3GPP in order to minimize the damage caused by a jam-
mer targeting only data subcarriers. Since public safety and military wireless networks have chosen
LTE as their preferred standard for wireless communications, it becomes even more important to
address this undesired behavior. Research into estimation of CQI correction terms, in the pres-
ence of such targeted interference will provide the LTE DL a means to balance throughput in the
presence of strong targeted interference, so that the performance degradation is less severe.

4.5 Conclusions

In this chapter, we presented experimental results to understand the behavior of 3GPP LTE down-
link in the presence of CRS and data-only jammers. The main results can be summarized as
follows:

1. CRS Jamming has been shown to be an jamming effective method and needs 5 dB less power
than Barrage Jamming to cause Denial of Service in the LTE Downlink.

2. An important new finding as a result of these experiments is the incorrect estimation of CQI
in the presence of data-only jamming; we therefore call type of attack as ‘CQI Spoofing’.
CQI Spoofing leads to significant results in massive throughput degradation and results in
similar downlink performance in the presence of both CRS and data-only jamming.

This can have severe consequences in cellular networks since the CRS jammer now has the po-
tential to affect three or more cells simultaneously by moving to the intersecting area of the cells,
and randomly picking any CRS pattern to interfere with. Therefore, considerable research effort is
necessary to devise accurate CQI estimation/correction algorithms that maximize the throughput
by optimizing link adaptation in the presence of such targeted interference.



Chapter 5

Adaptation of Pilot Patterns for OFDM
Systems

5.1 Introduction

In current wireless standards based on OFDM, there is very little flexibility for adaptive signaling,
such as support for multiple classes of frame structures, adaptive control channel overhead based
on different operating conditions etc. In the evolution from 4G to 5G, there is interest in the re-
search community to adopt multicarrier waveforms with adaptive transmission parameters [6] at
the physical layer. Although not all control channels can be eliminated to reduce system overhead,
one class of control signals whose overhead can be controlled are pilot signals. Most standards
define a fixed number of pilots to be deployed, but it is a waste of resources when the channel
remains flat in either time and/or frequency. This has motivated some work on adapting pilot spac-
ing (also called pilot periods) in time and frequency based on varying channel conditions, where
the aim is to vary pilot spacing to meet/maximize a particular target metric with minimal control
overhead. An indirect benefit obtained by adapting the pilot spacing is an inherent resilience to
multi-tone pilot jammers, whose impact has been discussed in previous chapters. This will lower
the effect of a static jammer, since in such a scenario it would be necessary to track pilot locations
of the downlink signal in real time.

There has been some research on adapting pilot density. The authors in [25] obtained pilot periods
using Mean Square Error (MSE) of channel estimates as the criterion, and showed that equal
powered and spaced pilot symbols lead to the least MSE. In [54], the pilot spacing was designed
with Bit Error Rate (BER) as the cost function. The paper proposed a new pilot-pattern which had
the potential of reducing the noise power on the pilot subchannel estimate by half. The authors
in [55] demonstrated pilot arrangements based on Kalman channel estimators, by limiting the
effective Signal to Noise Ratio (SNR) within a desired bound. The problem with these approaches
are that they result in conservative pilot periods and these cost functions do not capture the bottom
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line of a cellular communication system: throughput.

In this regard, the authors of [56] proposed OFDM frames with adaptive pilot spacing and pilot
power to enhance throughput performance in the system. The authors have considered a general
linear channel estimator and provide numerical insights on the channel estimation Mean Square
Error (MSE). For pilot adaptation, they propose a feedback mechanism using metrics like Channel
Quality indicator (CQI) that it is used in the 3GPP LTE standard. In this work, we provide a generic
algorithm to adapt the pilot spacing based on the feedback of the estimated channel statistics. As
compared to the state of the art, our proposed method offers an advantage in terms of applicability
in multi-band Carrier Aggregation with less feedback requirements, as we will elaborate later.

For pilot adaptation, the availability of accurate channel statistics is necessary to adjust pilot den-
sity in order to meet the targeted system performance. However, estimation of channel statistics
over a finite duration of time will rarely be accurate enough, especially in low SNR conditions.
To overcome this problem we use a codebook-based approach, where the receiver fits the channel
statistics estimates to one of multiple stored channel profiles. These “fitted” channel statistics are
then used to predict the likely Mean square error (MSE) for the desired pilot configuration. These
MSE values are used to calculate the post-equalization SINR, which is used by the receiver to
maximize the upper bound of the constrained channel capacity to find the optimal pilot spacing
and power [56]. The parameters of the pilot configuration that maximizes this bound are fed back
to the transmitter through the uplink and the process is repeated. We demonstrate the performance
gain due to pilot adaptation in SISO- and MIMO-OFDM systems through simulation results. We
highlight the benefit of using pilot adaptation for cognitive radios and emerging wireless applica-
tions like unmanned aerial systems, vehicular to vehicular networks etc. A method for reducing
the feedback for multi-band Carrier Aggregation systems utilizing adaptive pilot patterns is also
outlined.

Some pilots are meant for specific users, while others are broadcasted. We also discuss the viability
of pilot adaptation for each of these pilot types, and provide insights and approaches for introducing
adaptive pilots in 5G.

This chapter is organized as follows. Section 5.2 provides the problem formulation, our proposed
algorithm and its computational complexity. Section 5.3 presents the numerical simulation re-
sults demonstrating the capacity gain achievable using pilot spacing. Section 5.4 highlights the
issues that need to be addressed and points out areas where pilot adaptation can be utilized in LTE
and emerging wireless applications. Section 5.5 concludes this chapter by summarizing our main
findings.

5.2 Adaptation of Pilot Spacing and Power

Wireless channels exhibit different characteristics based on the terrain, propagation environment,
obstructions, mobility of users etc. For low mobility and strong line of sight channels, the channel
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is flat in time and frequency, while for high mobility with a strong scattering environment, the
channel exhibits strong frequency selectivity and fast fading in time. Most wireless standards are
designed to operate in the worst channel conditions. For this reason the pilot spacing in LTE is de-
signed to satisfactorily capture channel variations for root mean square delay spread τrms = 991 ns
and a user velocity of 500 km/h at fc = 2 GHz [1]. But the wireless channel might be better or
worse based on the operating environment. Therefore, there is interest in the wireless community
to adapt the spacing of pilots in future wireless standards to match the channel conditions [6]. The
central idea of pilot adaptation is shown in Figure 5.1 where:

(a) Increase the pilot spacing along the time axis when the coherence time of the channel is high
and vice versa.

(b) Increase the pilot spacing along the frequency axis when the coherence bandwidth of the
channel is high and vice versa.

In this section, we describe an algorithm to adapt pilot spacing and power in a non-stationary dou-
bly selective fading channel with the aim of maximizing the throughput of the link for a particular
channel scenario. There is wide agreement that instantaneous channel capacity is the best indicator
of the throughput that can be achieved [57, 56]. Since it is not possible to know the instantaneous
capacity beforehand, we maximize the upper bound of the constrained channel capacity based on
estimation of necessary operating parameters [56]. Nonstationary channels that vary very rapidly
in time and frequency can be modeled as locally stationary [58]. This assumption allows us to pose
and solve an optimization problem to find the throughput-maximizing pilot configuration. The for-
mulation of this problem and an algorithm to solve it are described in the rest of this section.

5.2.1 Problem Formulation

In order to find an optimal pilot configuration for a particular channel scenario, we formulate
an optimization problem to maximize the upper bound of the constrained channel capacity as a
function of the data to pilot power ratio ρ, the pilot period in frequency ∆pf and the pilot period in
time ∆pt. As the name suggests, the ‘data to pilot power ratio’ is defined as ρ = σ2

d/σ
2
p , where σ2

d

is the transmitted power for data symbols and σ2
p the transmitted pilot power. For ease of analysis,

we are not considering adaptive bit loading in our algorithm. The constraints we impose on the
cost function are

(a) average transmitted power per resource element P̄t,

(b) pilot spacing in time ∆pt,

(c) pilot spacing in frequency ∆pf ,

(d) data to power pilot ratio ρ.
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Figure 5.1: Illustration of pilot adaptation based on varying channel conditions.

The optimization problem can be mathematically represented as

{ρo, (∆pf)o, (∆pt)o} = argmax
ρ,∆pf,∆pt

S(∆pf,∆pt) · log2(1 + γ) (5.1)

subject to P t(∆pt,∆pf, ρ) ≤ 1

∆pt ≤ Tmax

∆pf ≤ Fmax and ∆pf (mod 2) = 0

ρ ≤ ρmax,

where γ is the post-equalization SINR for a ZF equalizer under imperfect channel knowledge,
S(∆pf,∆pt) is the spectrum utilization function as a function of pilot spacing for OFDM, P t is
the average power per resource element, and Tmax is the maximum tolerable latency by the receiver
due to channel estimation. Fmax is the maximum allowable pilot spacing, which is dictated by the
number of channel taps. ρmax is the maximum allowable data to pilot power ratio, that is dictated
by PAPR considerations and is dependent on the transmitter power amplifier (PA) characteristics.
The post equalization SINR γ is given as [56]
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Table 5.1: Description of the most important parameters

Variable Description
ρ The data to pilot power ratio
σ2
d Average power of data symbols
σ2
p Average power of pilot symbols

∆pt Pilot spacing in time
∆pf Pilot spacing in frequency
γ̄ Post-equalization SINR
σ2
ICI Inter-carrier interference power
σ2
n Noise power
MSEd Channel estimation MSE of data resource elements
Nt Number of transmit antennas
Nr Number of receive antennas
N Number of subcarriers per OFDM symbol
T Number of OFDM symbols used for channel statistics estimation
H The N × T channel matrix for each transmit-receive antenna pair
Ts OFDM symbol duration
fd Maximum Doppler Spread
τrms Root mean square delay spread
R̂t Estimated temporal channel correlation function
R̂f Estimated spectral channel correlation function

γ =
σ2
d

σ2
n + σ2

ICI + σ2
d ·MSEd

σZF , (5.2)

where σ2
n is the average noise power, σ2

ICI is the average power of Intercarrier Interference, MSEd
is the MSE of the channel estimates for data resource elements, and σZF = Nr − Nt + 1 is the
equalizer allocation function when neglecting antenna correlation [59]. Nt and Nr are the number
of transmit and receive antennas respectively. Hence for the SISO- and N × N MIMO-OFDM
cases, σZF = 1. The intercarrier interference power can be bounded using [31][

σ2
d

12
(2πfdTs)

2 − 1

360
(2πfdTs)

2

]
≤ σ2

ICI ≤

[
σ2
d

12
(2πfdTs)

2

]
, (5.3)

where fd is the maximum Doppler frequency shift, and Ts the symbol duration. The expression
forming the lower bound will have to be used in equation (5.1) because we are optimizing the
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upper bound on the constrained channel capacity. The MSE for data resource elements MSEd can
be obtained by ignoring the contribution from pilots in equation (2.28) to get

MSEd =
2

NB − 2

[
MSE1,l

C1

+
MSE2,l

C2

+ (L− 1) ·MSEf,A

]
. (5.4)

The spectral utilization function depends on the number of data resource elements Nd and pilots
Np, which in turn depend on the pilot spacing ∆pt and ∆pf . For N subcarriers per OFDM symbol
with the diamond-shaped pilot arrangement, there will be Nf1 and Nf2 pilots in alternate pilot-
bearing OFDM symbols. Therefore Np = Nf1 +Nf2 where Nf1 = dN/∆pe and

Nf2 =

{
dN/∆pfe if N (mod ∆pf) > ∆pf/2

bN/∆pfc if N (mod ∆pf) ≤ ∆pf/2,

and d.e and b.c refer to the ceiling and floor operations. The spectrum utilization function is given
as

S(∆pf,∆pt) =
Nd

Nd +Np

, (5.5)

where Nd can be obtained by seeing that among N = (2 ·N ·∆pt) resource elements, Np of them
are occupied by pilots. If it is a MIMO system, then RE nulls would be necessary to transmit pilot
from other antennas, as shown in Figure 3.9 of chapter 3. Therefore, for a Nt×Nr MIMO system,
Nd = (2 ·N ·∆pt−Nt ·Np) and

S(∆pf,∆pt) =
2N∆pt−Nt · (Nf1 −Nf2)

2N∆pt
. (5.6)

When we have a constraint on the average unit power per resource element, we have that Ndσ
2
d +

Npσ
2
p = 2N∆pt = Ntot. For a fixed ρ, the data and pilot powers can be obtained as

σ2
d =

Ntot

Np/ρ+Nd

(5.7)

σ2
p =

Ntot

Np + ρNd

. (5.8)

The only quantity left that is necessary to compute the upper bound of the constrained capacity is
the channel estimation MSE. The next subsection describes a method to compute MSEd.
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5.2.2 Estimation of Channel Statistics

To compute the MSE for data, the receiver needs the second order channel statistics Rt(∆t) and
Rf (∆f). In the absence of feedback, the receiver would need to estimate the channel statistics
R̂t(∆t) and R̂f (∆f) on its own, which can be done by temporal averaging assuming local sta-
tionarity of the channel for the averaging duration [60]. For a N × T channel matrix H with N
rows corresponding to frequency subcarriers, and T columns corresponding to OFDM symbols,
the statistics can be estimated using

R̂t(−i) =
1

T − |i|

T−|i|∑
t=1

{
diagi

[
HHH

]}
t

R̂f (−j) =
1

N − |j|

N−|j|∑
f=1

{
diagj

[
HHH

]}
f
, (5.9)

where diagi[X] is the vectorized ith diagonal of matrix X and
{
diagi[X]

}
k

its kth element. Be-

cause HHH and HHH are Hermitian-symmetric matrices, the other elements can be found using
R̂t(−i) = R̂∗t (i) and R̂f (−j) = R̂∗f (j), where (.)∗ denotes the complex conjugate operation. This
follows from the properties of Hermitian symmetric matrices.

In practical scenarios where the channel statistics are estimated over a finite duration of time, the
accuracy will be poor. This occurs due to (a) interpolation error, and (b) addition of noise. In the
worst case, the estimated channel statistics can violate the properties of an autocorrelation function.
This is probably especially in high noise, low mobility and/or flat fading scenarios. Hence, utilizing
these estimated channel statistics directly can result in inconsistent and, sometimes absurd values
for the MSE. To overcome these limitations, we opt for a codebook-based approach where the
receiver stores the power delay profile and maximum Doppler Frequency values of typical channels
it expects to encounter. A cognitive radio can update the codebook over time as it learns more about
its channel environment. The receiver calculates the channel estimates using equation (5.9) for a
finite duration of time and fits it to a channel profile that best matches the estimated statistics.

5.2.3 Channel Statistics Codebook

Let the codebook be denoted by set RC with 2 disjoint subsets RC,t ⊆ RC and RC,f ⊆ RC , with
|RC,f | = Mf and |RC,t| = Mt. RC,f is the set of channel frequency correlation profiles, with
elements Rfc,l ∈ RC,f for 1 ≤ l ≤ Mf . Likewise, RC,t is the set of channel temporal correlation
profiles, with elements Rtc,m ∈ RC,t for 1 ≤ m ≤Mt. Here, assuming a classic Doppler spectrum
Rtc,m(∆t) = J0(2πfd,m∆t) from equation (2.8), where fd,m is the maximum Doppler spread for
the mth channel temporal correlation profile. Such a definition of the codebook channel profiles is
motivated by the WSSUS approximation.
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Initially, the profiles that comprise the codebook would correspond to the most common type of
channels that the wireless radios would be expected to encounter, based on reported field measure-
ments in the literature. Examples would be the channel profiles from ITU-T [61] and the 3GPP
channel models [62]. In the case of a cognitive radio, these profiles can be updated over time, when
it learns more about its operating environment. The codebook can be designed to match the typical
scenarios encountered, for e.g. vehicular to vehicular networks would have a large variation in
Doppler spreads due to vehicular movement, UAV to UAV systems might have very low root mean
square delay spread due to strong line of sight.

5.2.4 Optimal Pilot Spacing and Power

We assume that both transmitter and receiver know and share a common P ,Df and Dt, the sets
that contain allowable values for ρ,∆pf and ∆pt, respectively. With the bounds for each parameter
predefined, the algorithm to find the optimal pilot spacing and power can be applied for every
NOFDM symbols as shown in Algorithm 1. This algorithm is executed once using the most recent
NOFDM symbols. Upon its completion, it uses the subsequent NOFDM symbols for the next cycle
of pilot adaptation, and so on.

Algorithm 1 Optimal pilot spacing and power allocation using codebook of channel profiles.

1: Estimate channel statistics R̂t and R̂f from equation (5.9) using channel estimates from the
most recent NOFDM OFDM symbols across N subcarriers.

2: Find the frequency and time domain channel profiles from the codebook, Rfc,l′ and Rtc,m′

closest to the estimated statistics by evaluating

l′ = arg min
1≤l≤Mf

E{|R̂f −Rfc,l|2}

m′ = arg min
1≤m≤Mt

E{|R̂t −Rtc,m|2}. (5.10)

ForNt×Nr MIMO-OFDM, there will beNt ·Nr channel matrices of dimensionN×NOFDM .
If l′ and m′ represent the NtNr × 1 vectors of codebook indices found using equation (5.10),
then l′ = mode(l′),m′ = mode(m′). Here, mode(.) represents the ‘mode’ operation.

3: For ρ ∈ P ,∆pf ∈ Df ,∆pt ∈ Dt, compute channel estimation MSE MSEd assuming channel
statistics Rfc,l′ and Rtc,m′ using equation (5.4).

4: Using the values of MSE for each tuple {ρ,∆tf,∆tt}, solve the optimization problem by
solving equation (5.10) by calculating all the other necessary terms using equations (5.2)-(5.8).
Let the resulting optimal tuple be {ρo, (∆pf)o, (∆pt)o}.

5: Feed back {ρo, (∆pf)o, (∆pt)o} to the transmitter.
6: End.
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5.2.5 Complexity

5.2.5.1 SISO and MIMO-OFDM systems

Based on the above algorithm for pilot adaptation, the receiver needs to feed back the indices of the
corresponding channel profile from the codebook. There are a total of MtMf possible values that
can be sent to the transmitter. Therefore, the receiver would need to feed back bf = dlog2(MtMf )e
bits. Estimation of channel statistics involve matrix multiplication, which can be accomplished
with a complexity of O(N2T ) for R̂f , and O(T 2N) for R̂t. Values chosen for T and N have to
be chosen to fit the statistics from the codebook more accurately. If we only need N∆t terms of
R̂t and N∆f terms of R̂f , then the complexity becomes O(T 2N∆f ) and O(N2N∆t). Here R̂t and
R̂f will be computed by summing along the central N∆f and N∆t diagonals respectively. Since
these operations are similar to those used in an MMSE receiver [23], its implementation does not
consume additional computing resources in modern wireless receivers.

5.2.5.2 Multi-Band Carrier Aggregation

In non-contiguous carrier aggregation, the resource blocks can be allocated to a user across two or
more frequency bands. In such a case, pilots will be sent on all Nb allocated bands (f1, f2, · · · fNb

)
and the pilot spacing can be varied on each frequency band based on its channel statistics. In this
case, some of the properties of Doppler spread can be exploited to reduce the computation and
feedback requirements for the channel profile in the codebook. We assume that the OFDM symbol
duration, subcarrier spacing and all other parameters except for the pilot spacing and power, are
the same across all frequency bands. Since the Doppler frequency scales linearly with the center
frequency fc, only 1 codebook index specifying the temporal pilot spacing needs to be fed back
for any one of the Nb bands. The temporal codebook index m′ for the other Nb − 1 bands can
be estimated at the receiver by back calculations using equations (2.8) and (5.1) - (5.8). Even in
the case when each frequency band experience different root mean square delay spreads, the total
number of bits needed for feedback will be b′f = dlog2(MtMf + (Nb − 1) ×Mf )e. Hence with

this method, at least log2

(
NbMtMf

MtMf+(Nb−1)×Mf

)
bits of feedback can be saved.

5.3 Numerical Results

This section presents the numerical simulation results showing the gains of adaptive pilot spacing
and power. The two important channel statistics descriptors are the root mean square delay spread
τrms and the Doppler spread fd. Figure 5.2 shows the variation of these two parameters over time
and corresponds to the channel scenario chosen to test the performance of Algorithm 1. The range
of parameters are 25 ns ≤ τrms ≤ 1µs and 4 Hz ≤ fd ≤ 980 Hz. For a duration of 100 ms,
we assume stationarity of the channel statistics. For a total scenario duration of about 160 s, the
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Table 5.2: Codebook of Channel Profiles,RC

A: Channel profiles for Doppler Spread (RC,t)

Codebook Mobility Type/Velocity f †d (Hz)
Index (m)

1 Pedestrian (3km/hr) 5.6
2 Urban Vehicular (32km/hr) 60
3 Highway Vehicular (120km/hr) 222.22
4 High Speed Train/UAV low (300km/hr) 555.56
5 High Speed Train/UAV medium (400km/hr) 750
6 High Speed Train/UAV high (500km/hr) 925

B: Channel profiles for Frequency Selectivity (RC,f )

Codebook Normalized PDP Delay taps* τrms (ns)
Index (l)

1 [0.9310, 0.3425, 0.126] [0,1,2] 221.5
2 [0.8882, 0.3152, 0.2809, 0.158, 0.0888] [0,1,2,3,5] 476.4
3 [0.778, 0.4426, 0.3097, 0.3169, 0.0497] [0,1,2,4,7] 791.2
4 [0.5795, 0.4745, 0.3885, 0.318, 0.2604, [0,1,2,3,4,5,6,7,8,9] 1440

0.213, 0.1745, 0.143, 0.117, 0.096]
*Normalized tap coefficients for a sampling duration of Ts = 520.833 ns.
† For a center frequency of fc = 2GHz.

following cases are evaluated for SISO- and 4× 4 MIMO-OFDM cases:

(a) Adaptive pilot spacing and power, 2 ≤ ∆pt ≤ 10, 2 ≤ ∆pf ≤ 8,−8 dB ≤ ρ ≤ 0 dB.

(b) LTE Pilot spacing as shown in Figure 4.1, ρ = −3 dB.

(c) Fixed pilot spacing and power, ∆pt = 6,∆pf = 6, ρ = −3 dB.

(d) Fixed pilot spacing and power, ∆pt = 8,∆pf = 8, ρ = −3 dB.

The diamond-shaped pilot patterns shown in Figure 3.9 are used for simulation of 4 × 4 MIMO-
OFDM with full-rank spatial multiplexing. The other simulation parameters are presented in Table
2.2. We have used QPSK modulation on each data subcarrier of the OFDM symbol. For each
case, the channel parameters τrms and fd were held constant for NOFDM = 1500 OFDM symbols.
Using Algorithm 1, the channel scenario for case (a) was simulated using the codebook of Table
5.2.
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5.3.0.1 Performance of Pilot Adaptation in SISO-OFDM

Figure 5.3 shows the ergodic capacity versus SNR for all considered pilot configurations (a)-(d).
We see that pilot adaptation outperforms the other configurations for almost all values of SNR.
We also see that the increase in channel capacity of pilot adaptation w.r.t. other fixed configurations
improves with increasing Eb/N0. This can be attributed to better estimation of channel statistics
with higher SNR values. Figure 5.5 shows the channel capacity gain achieved by adapting pilot
spacing and power. The capacity gain w.r.t. LTE spacing saturates at ∼ 10% for higher values
of SNR. The capacity gain w.r.t. other pilot configuration shows an almost linear increase with
SNR.

Figure 5.4 shows the comparison of Cumulative Distribution Function (CDF) FC(Cs) of the ca-
pacity C for pilot adaptation versus LTE spacing. The CDF is given by

FC(Cs) = P[C ≤ Cs] (5.11)

where P[X ≤ x] is the probability that the random variable X is less than or equal to x. We see
that there is a significant performance improvement in the CDF, even at low SNR values. The non-
existence of crossovers between the Cumulative Distribution Functions (CDFs) of the capacities of
pilot adaptation and LTE spacing cases implies the achievability of throughput improvement using
pilot adaptation under all operating conditions. The first three rows of Table 5.3 shows the average
performance improvement of adaptive pilot configurations over the fixed pilot configurations.

5.3.0.2 Performance of Pilot Adaptation in MIMO-OFDM

Figure 5.6 shows the achievable ergodic capacity versus SNR for all the simulated pilot configura-
tions for MIMO-OFDM. Similar to the case in SISO, we see that our pilot adaptation algorithm out-
performs all fixed pilot configurations. Figure 5.7 shows the CDF of capacity for pilot pattern adap-
tation versus LTE spacing. We see that pilot pattern adaptation outperforms the LTE pilot pattern
in all operating conditions. The capacity gains w.r.t. fixed pilot configurations is shown in Figure
5.8, where we see the capacity gains w.r.t. LTE spacing saturates at∼ 20%. This behavior is likely
because of the error floor introduced by the channel estimation algorithm in relatively fast fading
and high τrms channel environments. Moreover, the matrix inversion operations in ZF receivers
can result in relatively higher noise enhancement for fast fading scenarios even at high SNR values.
This is seen as a clustering of the tail of the capacity CDF at SNR = 13 dB and SNR = 28 dB.
The last three rows of Table 5.3 summarize the capacity gains of pilot adaptation.

5.3.0.3 Variation of Capacity Gain with SNR

In Figures 5.5 and 5.8, we observe that the throughput gain of pilot adaptation w.r.t. that of LTE
is not monotonically increasing as a function of the SNR. On the other hand, the throughput gain
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Figure 5.2: Scenario of channel statistics variation for all cases.

of pilot adaptation w.r.t. the other two fixed pilot spacing schemes increase monotonically. The
capacity of each pilot configuration is dependent on the following factors:

(a) Average SNR (σ2
n): It affects configurations with larger pilot spacing more.

(b) Channel estimation MSE (MSEd): Increases with larger pilot spacing and vice versa. Also
increases with increase in noise power σ2

n.

(c) ICI power (σ2
ICI): Affects all pilot configurations to the same extent.

(d) Spectral utilization function (S(∆pf,∆pt)): Increases with larger pilot spacing and vice
versa.

By equation (5.3) the influence of ICI on all pilot schemes are almost the same. Hence changing
the pilot spacing will not affect the ICI power significantly. By equations (5.2) and (2.16) - (2.26)
it is clear that the channel estimation MSE MSEd is dependent on the SNR. Also it is well known
that the channel estimation MSE increases with increased pilot spacing. Using these ideas, the
reasons for the observed trend in Figure 5.5 can be explained by the following arguments:

(a) At low SNR the channel statistics estimates in equation (5.9) is corrupted by high noise
power. Hence pilot adaptation is not very effective in this SNR regime since the post-
equalization SINR γ̄ is dominated by the noise power σ2

n. In this case, γ̄ remains the same
for almost all pilot patterns. Hence, capacity is determined almost exclusively by the spec-
tral utilization function. Since LTE has a higher overhead due to a higher pilot density its
capacity is lesser w.r.t. the other considered fixed pilot spacing schemes.
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Figure 5.3: Ergodic Capacity Performance in SISO-OFDM for all considered pilot configurations.
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(b) With increasing SNR the other factors begin to contribute to the capacity. On one hand
the capacity improvements due to pilot adaptation begins to increase with increase in SNR.
As the σ2

n value decreases the contribution of MSEd term begins to dominate for all pilot
spacing configurations. For LTE spacing its low spectral utilization decreases its capacity
as compared to the other fixed pilot schemes. But as SNR increases, the other fixed pilot
schemes begin to perform worse due to increasing MSEd and their high spectral utilization
becomes ineffective. Hence LTE eventually outperforms these schemes for SNR ≥ 20 dB.

(c) For high values of SNR, MSEd is dominated by the temporal and spectral channel corre-
lation terms due to fading. At the same time the contribution of noise power σ2

n on MSEd
begins to decrease with increasing SNR. Therefore channel fading and ICI determines the
capacity in this regime and pilot adaptation works accurately to track changes in the channel
statistics. Since closer pilot spacing yields a lesser MSEd value, LTE performs better while
the other fixed pilot schemes lose capacity due to increased MSEd.

(d) The capacity gain of pilot adaptation w.r.t. LTE spacing begins to saturate as SNR goes be-
yond 20 dB. This is because the capacity begins to saturate in both LTE and pilot adaptation
due to MSEd, which does not depend on SNR in this regime. In other words, LTE spac-
ing is close to the optimal pilot spacing for typical mobile wireless channels in high SNR
conditions.

For the case of 4 × 4 MIMO-OFDM with full rank spatial multiplexing we see a similar trend
in the capacity gains in Figure 5.8 as we do in the case of SISO-OFDM. Most of the arguments
put forth above hold true here as well. However the performance of LTE spacing with that of the
∆pt = ∆pf = 8, ρ = −3 dB case is similar at low SNR. This behavior is due to the fact that the
channel estimation errors MSEd accumulates on all 16 channel estimates (one channel estimate
for each transmit-receive antenna pair) of the channel matrix H in equation (3.7). Hence the error
due to MSEd does not become negligible for very large pilot spacing.

However, it is clear that pilot adaptation outperforms all fixed pilot schemes as it balances channel
estimation performance and pilot overhead for a wide range of channel fading statistics and noise
conditions.

5.3.0.4 Comparison with the State of the Art

The authors in [56] have compared the performance of their pilot adaptation algorithm w.r.t. that
of LTE. They have mapped each pilot pattern to a CQI value of LTE. Therefore, a flat fading
channel in their case will result in (a) throughput gain due to overhead reduction of pilots, and (b)
throughput scaling due to increased spectral efficiency as a result of higher modulation order (refer
to Table 4.1). It is to be noted that:

1. They have considered data throughput as a metric for comparison, whereas we have consid-
ered ergodic capacity as a metric in order to compare our algorithm’s performance versus
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Table 5.3: Capacity gains of pilot adaptation w.r.t. fixed pilot configurations: comparison against
state of the art

Baseline Pilot Configuration Capacity Gain† (%) Throughput Gain? (%) [56]
SISO, LTE Spacing 16.68‡ 3-80
SISO, ∆pt = 6,∆pf = 6, ρ = −3 dB 16.53 –
SISO, ∆pt = 8,∆pf = 8, ρ = −3 dB 31.98 –
4× 4 MIMO, LTE Spacing 20.6‡ 40-850
4× 4 MIMO, ∆pt = 6,∆pf = 6, ρ = −3 dB 20.18 –
4× 4 MIMO, ∆pt = 8,∆pf = 8, ρ = −3 dB 39.62 –
† denotes gains averaged over all SNR values
‡ρ = −3dB
? In addition to pilot spacing and power, data modulation and coding scheme is adapted as well

several other fixed pilot configurations in addition to LTE.

2. The reported gains of pilot adaptation for SISO-OFDM in [56] are similar to what we have
demonstrated. However, the maximum performance gain reported in [56] for MIMO-OFDM
is an order of magnitude larger as compared to ours because of the adaptation of the modu-
lation scheme as well, which tends to have a multiplicative effect.

Therefore, in this work, pilot adaptation is shown to outperform all fixed pilot configurations in
both SISO- and MIMO-OFDM systems in terms of ergodic capacity. However, there still are a
few practical considerations that need to be addressed before deployment in current LTE networks,
which are discussed in the next section.

5.4 Some Practical Considerations for Pilot Adaptation in Cur-
rent and Future Wireless Networks

The pilot adaptation scheme is dependent on the channel statistics estimated by the user that are
fed back to the base station. Hence, the pilot patterns can vary among users in a cell with different
channel statistics. This implies that pilot adaptation is not practical for pilots that are broadcasted
in a cell as is the Cell-Specific Reference Signal (CRS) in LTE. Moreover, there are possibilities
of pilot corruption due to pilot contamination between two cells if all types of pilots are adapted.
We provide a few guidelines for pilot pattern adaptation:

1. Pilot adaptation cannot be directly implemented for broadcast pilots such as CRS.

2. It is well suited for user-specific pilots as, for e.g. UE specific Reference Signals of LTE
[41].
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3. It is also applicable for peer-to-peer links such as wireless backhaul, vehicular to vehicu-
lar, UAV to ground/UAV to UAV systems. In such systems, interference with other pilots
typically does not arise.

4. Approaches like grouping of users having similar channel conditions during resource al-
location [63] or active user-aware dynamic pilot distribution would be starting points for
adaptation of broadcast pilots.

5.5 Conclusions

In this chapter, we developed a simple codebook-based algorithm to adapt the pilot spacing and
power in SISO- and MIMO-OFDM systems. Using pilot adaptation, we demonstrated a channel
capacity gain of about 10-30% for SISO, and 10-27% for 4×4 MIMO-OFDM w.r.t. the fixed LTE
pilot configuration. Monte-Carlo simulations showed that pilot adaptation outperforms all fixed
pilot configurations for almost all SNR values in a non-stationary wireless channel with smoothly
varying channel statistics. We also discussed a scheme to reduce the channel statistics feedback
requirements for inter-band carrier aggregation systems.

A ten-fold increase in spectral efficiency is expected to be necessary to meet the traffic demands
of future 5G networks. Pilot pattern adaptation alone has the potential to enhance the spectral
efficiency by 1.5 − 2× (excluding the effects of adaptive modulation and coding), which is a
necessary first step to reduce overhead in the transport blocks of current wireless networks.



Chapter 6

Conclusions and Future Work

6.1 Thesis Summary and Conclusions

This thesis investigated the role of pilot signals in the evolution of wireless networks. We focused
on the resilience of pilots to targeted interference and on optimizing its density to maximize chan-
nel capacity as a function of the channel conditions in the absence of targeted interference. We
also experimented with the LTE downlink to study its robustness to targeted interference on the
CRS (downlink pilot signals) and, to the best of our knowledge, demonstrated the ‘CQI spoofing
attack’ in LTE for the first time. The key conclusions of this thesis are outlined below.

In Chapter 2, we provided theoretical expressions for BER and channel estimation MSE, both in
the presence as well as absence of a multi-tone pilot jammer. We estimated that multi-tone pilot
jamming has the potential to disrupt communications by transmitting about 9 dB less power than
the target signal if synchronized perfectly with its target (for pilot densities similar to the ones
used in LTE). The theoretical and simulated performance was found to be very close to each other,
validating the accuracy of our simulator.

In Chapter 3, we proposed and evaluated methods to counter a pilot jammer in both SISO- and
MIMO-OFDM scenarios. For SISO-OFDM it was seen that for an asynchronous pilot jammer,
there was an improvement in the channel estimation performance. To improve the BER perfor-
mance, complementary methods such Adaptive Modulation and Coding, Hybrid ARQ are neces-
sary. For MIMO-OFDM, we explored whether full rank spatial-multiplexing operation is possible
in the presence of a synchronous power-constrained pilot jammer. We devised a simple cancella-
tion scheme for such jammers by exploiting the channel flatness in either the time or frequency
dimensions to cancel out the interference. We demonstrated that such cancellation can achieve
∼ 50 − 90% of the interference-free ergodic sum capacity in 4 × 4 MIMO with full rank spatial
multiplexing.

In Chapter 4, we demonstrated the problem of ‘CRS Jamming’ and ‘CQI Spoofing’ in the LTE
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Downlink. Our RF measurements with 3GPP-compliant LTE test systems showed that CRS Jam-
ming required ∼ 5 dB less power than Barrage Jamming to cause DoS at the UE. Pilot jammer
evasion by cyclic shifting of pilot locations proved to be ineffective due to the inability of the UE
to track the channel quality correctly. We have identified this to be a problem as severe as ‘CRS
Jamming’ and conclude that further research on accurate CQI estimation/correction algorithms in
the presence of targeted interference is necessary.

Finally in Chapter 5, we investigated the idea of pilot pattern adaptation in SISO- and MIMO-
OFDM systems. We developed a simple codebook-based approach to adapt the pilot spacing and
power in SISO- and MIMO-OFDM systems, which demonstrated a channel capacity gain of about
10-30 % for SISO, and 10-27% for 4 × 4 MIMO-OFDM w.r.t. the fixed LTE pilot configuration.
Monte-Carlo simulations showed that pilot adaptation outperforms all fixed pilot configurations
for almost all SNR values in nonstationary channels with smoothly varying channel statistics. We
also discussed some practical constraints that need to be addressed before pilot adaptation can be
implemented into current and future wireless standards.

6.2 Future Work

There can be several extensions to this work, some of which are categorized below.

6.2.1 Enhanced Mitigation Algorithms for Pilot Jamming

In this work, we have considered a power-constrained jammer that reduces its symbol rate w.r.t. the
target signal to localize most of its power on pilot subcarriers. Mitigation strategies are necessary
to deal with jammers which transmit at the same symbol rate as the target OFDM symbol. In this
case, the jammer needs to be closely tracked in every symbol duration. This will prove useful to
make the pilot signals more resilient against jamming.

In addition, jamming of uplink pilots in schemes like Single Carrier-Frequency Division Multi-
ple Access (SC-FDMA) will also be a worthwhile effort, especially considering the fact that the
received power of the uplink signal will always be order of magnitudes lower than that of the
downlink signal.

6.2.2 Improving Resilience of LTE

This work specifically focused on the resilience of pilots to targeted interference in LTE. An im-
mediate problem to be fixed in LTE is ‘CQI Spoofing’ and development of better CQI estimation
algorithms is necessary to improve the throughput performance of LTE when the jammer explicitly
avoids interfering with pilot locations of the LTE signal.
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New threats will emerge with newer releases of LTE and it will be crucial to investigate the robust-
ness of the LTE standard to these attacks.

6.2.3 Cross-layer Optimization in Interference Channels

Chapter 4 identified the problems caused by interference when assumptions go wrong during sys-
tem design. Most CQI estimation algorithms are developed to optimize performance in frequency
selective mobile fading channels. The same algorithm causes performance degradation when in-
tentional or unintentional interference is present on data subcarriers. The ramifications of this
interference on higher layers needs more research in order to design better protocols for 5G.

6.2.4 Trust-Aware Protocol Design

The performance of each layer depends on the layers below it in the protocol stack. In current
protocols each layer trusts the input it gets from other layers. An interesting paradigm shift would
be to investigate the effect of establishing different levels of trust between all layers of the proto-
col, on the system performance. Incorporating trust between layers into protocol design has the
potential to mitigate undesired behavior in the presence of protocol-aware attackers.

6.2.5 Pilot Pattern Adaptation

Some constraints of pilot adaptation were highlighted in chapter 5 of this thesis. Considerable
research effort is necessary to overcome the inherent constraints of adapting broadcast pilots. Since
broadcast pilots comprise a major chunk of the essential overhead in the physical layer signal, it
will be interesting to see if broadcast pilot patterns can be adapted at all, using techniques like the
ones described in [63]. An interesting problem would be to solve the optimization problem posed
in equation (5.1) in the presence of a multi-tone pilot jammer that constantly tracks changes in the
pilot pattern of its target.

For 5G networks, alternate multicarrier waveforms such as Filter-bank Multicarrier (FBMC), Uni-
versal Filtered Multicarrier (UFMC) [5] are being actively researched. Like other multicarrier
waveforms, pilot-aided channel estimation is the preferred method to equalize the FBMC signals
[64]. Hence, algorithms to adapt pilot patterns to maximize throughput are necessary. Since they
have different sources of interference than OFDM, it is necessary to be modeled accurately. The
formulation of the cost function that maximizes the channel capacity (or its upper bound) for all
potential waveforms would be a significant contribution to choose and optimize the PHY layer for
5G.



Appendix A

Additional Throughput Measurement
Results

In chapter 4 the performance of LTE downlink in the presence of targeted interference was investi-
gated. This appendix presents additional results to support our findings and conclusions in chapter
4. The throughput was measured for the LTE downlink in the following scenarios:

(a) CRS jamming,

(b) Data subcarrier jamming (one out of every three subcarriers),

(c) Barrage jamming.

The measurements were carried out for four trials for each of the above scenarios. The measure-
ment results are shown in Table A.1. The following parameters are shown as a function of JSR for
each case:

(a) Mean (µ) of measured throughput R̄meas,

(b) Standard deviation (σ) of measured throughput R̄meas,

(c) Median value of the reported Modulation and coding scheme (MCS).

An important takeaway from this table is the reported median MCS values for data subcarrier
jamming. A high value of MCS in the presence of targeted interference results in a higher number
of errors that reduces the throughput. Hence accurate CQI estimation algorithms are necessary to
optimize the performance in the presence of targeted interference on data subcarriers.
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Table A.1: Summary of statistics of measured throughput in the LTE jamming experiments.

JSR per CRS Data subcarriers (1 in 3) Barrage
RB (dB) µ‡ σ‡ MCS† µ‡ σ‡ MCS† µ‡ σ‡ MCS†

-15 14.99 0.057 18 14.13 0.0825 27 ? ? ?
-14 14.13 0.956 17 14.07 0.014 27 ? ? ?
-13 12.10 1.102 15 14.15 0.24 27 ? ? ?
-12 10.39 0.057 13 13.97 0.08 27 ? ? ?
-11 10.42 0.017 13 12.86 1.238 27 ? ? ?
-10 9.19 1.003 12 9.51 0.347 26 15.33 0.085 18
-9 8.01 0.028 11 9.1 0.202 26 14.86 0.172 18
-8 7.09 0.674 11 8.14 0.406 25 13.29 0.033 17
-7 5.81 0.76 8 7.57 0.524 24 11.61 0.107 15
-6 4.87 0.25 6 5.75 0.596 24 10.82 0.021 14
-5 4.68 0.035 6 3.39 1.822 22 10.29 0.261 13
-4 4.24 0.65 5 3.72 2.073 21 8.58 0.252 12
-3 3.66 0.57 5 4.47 0.056 20 8.29 0.068 12
-2 2.94 0.408 4 3.90 0.351 19 6.84 0.071 9
-1 2.16 0.140 3 3.29 0.389 18 6.46 0.055 8
0 1.70 0.126 3 1.44 1.043 18 5.18 0.02 7
1 0.938 0.503 3 1.01 1.348 15 4.86 0.077 7
2 0.898 0.042 2 0.39 0.547 13 4.01 0.214 6
3 0.581 0.076 0 0 0 ∗ 3.1 0.107 5
4 0.084 0.103 0 0 0 ∗ 2.41 0.190 5
5 0 0 ∗ 0 0 ∗ 1.82 0.133 5
6 0 0 ∗ 0 0 ∗ 1.31 0.319 3
7 0 0 ∗ 0 0 ∗ 0.452 0.289 2
8 0 0 ∗ 0 0 ∗ 0.153 0.108 1
9 0 0 ∗ 0 0 ∗ 0 0 ∗

Average – 0.360 – – 0.541 – – 0.123 –

‡ measured in Mbps
† median value of measured MCS
? no measurements
– not applicable
∗ UE disconnected
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