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Spectrum Efficiency and Security in Dynamic Spectrum Sharing

Sudeep Bhattarai

(ABSTRACT)

We are in the midst of a major paradigm shift in how we manage the radio spectrum. This

paradigm shift in spectrum management from exclusive access to shared access is necessitated

by the growth of wireless services and the demand pressure imposed on limited spectrum re-

sources under legacy management regimes. The primary constraint in any spectrum sharing

regime is that the incumbent users (IUs) of the spectrum need to be protected from harmful

interference caused due to transmissions from secondary users (SUs). Unfortunately, legacy

techniques rely on inadequately flexible and overly conservative methods for prescribing in-

terference protection that result in inefficient utilization of the shared spectrum.

In this dissertation, we first propose an analytical approach for characterizing the aggre-

gate interference experienced by the IU when it shares the spectrum with multiple SUs.

Proper characterization of aggregate interference helps in defining incumbent protection

boundaries—a.k.a. Exclusion Zones (EZs)1—that are neither overly aggressive to endanger

the IU protection requirement, nor overly conservative to limit spectrum utilization efficiency.

In particular, our proposed approach addresses the two main limitations of existing methods

that use terrain-based propagation models for estimating the aggregate interference. First,

terrain-based propagation models are computationally intensive and data-hungry making

them unsuitable for large real-time spectrum sharing applications such as the spectrum ac-

cess system (SAS)2. Second, terrain-based propagation models require accurate geo-locations

of SUs which might not always be available, such as when SUs are mobile, or when their

locations are obfuscated for location privacy concerns.

1An EZ is a spatial separation region around an IU where co-channel/adjacent channel SUs are not
allowed to transmit

2The “Spectrum Access System” is a term used in recent Federal Communications Commission (FCC)
notices and publications to denote a network of databases and supporting infrastructure deployed to enable
dynamic spectrum sharing in the 3.5 GHz Citizens Broadband Radio Service (CBRS) band.



Our second contribution in this dissertation is the novel concept of Multi-tiered Incumbent

Protection Zones (MIPZ) that can be used to prescribe interference protection to the IUs.

Based on the aforementioned analytical tool for characterizing the aggregate interference, we

facilitate a framework that can be used to replace the legacy notion of static and overly con-

servative EZs with multi-tiered dynamic EZs. MIPZ is fundamentally different from legacy

EZs in that it dynamically adjusts the IU’s protection boundary based on the radio envi-

ronment, network dynamics, and the IU interference protection requirement. Our extensive

simulation results show that MIPZ can be used to improve the overall spectrum utilization

while ensuring sufficient protection to the IUs.

As our third contribution, we investigate the operational security (OPSEC) issue raised

by the emergence of new spectrum access technologies and spectrum utilization paradigms.

For instance, although the use of geolocation databases (GDB) is a practical approach for

enabling efficient spectrum sharing, it raises a potentially serious OPSEC problem, especially

when some of the IUs are federal government entities, including military users. We show that

malicious queriers can readily infer the locations of the IUs even if the database’s responses

to the queries do not directly reveal such information. To address this issue, we propose

a perturbation-based optimal obfuscation strategy that can be implemented by the GDB to

preserve the location privacy of IUs. The proposed obfuscation strategy is optimal in the

sense that it maximizes IUs’ location privacy while ensuring that the expected degradation

in the SUs’ performance due to obfuscated responses does not exceed a threshold.

In summary, this dissertation focuses on investigating techniques that improve the utilization

efficiency of the shared spectrum while ensuring adequate protection to the IUs from SU-

induced interference as well as from potential OPSEC threats. We believe that this study

facilitates the regulators and other stakeholders a better understanding of mechanisms that

enable improved spectrum utilization efficiency and minimize the associated OPSEC threats,

and hence, helps in wider adoption of dynamic spectrum sharing.



Spectrum Efficiency and Security in Dynamic Spectrum Sharing

Sudeep Bhattarai

(GENERAL AUDIENCE ABSTRACT)

Radio spectrum is a precious resource that enables wireless communications. On the one

hand, the demand for wireless spectrum is skyrocketing due to the ever-increasing number

of smartphones and other wireless devices. On the other hand, the total usable wireless

spectrum is limited. As a result, we are at a stage where spectrum demand far exceeds the

supply. Since spectrum is a finite resource, the only way to fulfill this demand is by shar-

ing the spectrum dynamically among multiple users—i.e., by enabling “dynamic spectrum

sharing” among different class of users and uses. In this dissertation, we seek to investigate

methods and tools for improving the utilization efficiency of the shared spectrum as well as

for ensuring the operational privacy and security of spectrum users in dynamic spectrum

sharing. In doing so, we propose several novel approaches and demonstrate their efficacy in

improving spectrum utilization efficiency and operational privacy by providing results from

extensive simulations and relevant real-world case studies. We believe that studies of this

kind facilitate the regulators and other stakeholders a better understanding of mechanisms

that enable improved spectrum utilization efficiency and minimize the associated opera-

tional privacy and security threats—and hence, help in wider adoption of dynamic spectrum

sharing.
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Chapter 1

Introduction

Radio spectrum is a valuable resource. It is not only a key enabler of technological innovations

in wireless communications, but it also plays an important role as an economic growth engine,

as highlighted in the 2012 U.S. President’s Council of Advisors on Science and Technology

(PCAST) report,“Realizing the full potential of government-held spectrum to spur economic

growth” [1]. The impact of spectrum on the national economy is expected to increase as the

proliferation of wireless devices and applications of all types and for all uses accelerates1.

This includes legacy and new users; communication and sensing applications; wide-area and

local-area networks; commercial and government users; etc. As the demand for spectrum

continues to skyrocket, it will become increasingly difficult, if not impossible, to meet that

demand through the legacy spectrum policy based on the assignment of siloed, exclusive-

use spectrum bands to particular applications. The legacy spectrum management regime

is inadequately flexible, making it difficult to transition spectrum resources to new uses,

users, and technologies as market conditions shift, further aggravating the spectrum scarcity

associated with outmoded, legacy regulatory frameworks.

What is needed is a paradigm shift toward a world in which spectrum is shared more in-

1For instance, according to Cisco, there will be a ten-fold increase in U.S. mobile data traffic between
2014 and 2019 [2].
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Sudeep Bhattarai Chapter 1. Introduction 2

tensively and flexibly—or equivalently, dynamically—among all classes of users and uses.

This includes both Incumbent Users (IUs), or those with legacy access rights to spectrum,

and Secondary Users (SUs), or those who are seeking access to additional spectrum. Often

the term Dynamic Spectrum Sharing (DSS) is used to describe this paradigm shift. DSS

involves real-time adjustment of spectrum usage in response to changing circumstances and

objectives such that the utility of spectrum is maximized. Realizing this paradigm shift

requires the co-evolution of radio networks, wireless markets and business models, and the

regulatory rules and mechanisms—or, regimes—that govern how spectrum is shared among

all classes of IUs and SUs.

Enabling the shared use of spectrum is one of the key strategies for mitigating the spectrum

shortage problem. Realizing this, the academia, the wireless industry, regulators, and other

stakeholders in the U.S. and a number of other countries have undertaken initiatives to break-

down the legacy silos of exclusive-spectrum usage models and address the technical and policy

challenges in expanding spectrum sharing options. The Advanced Wireless Services (AWS)-3

auction[3], progress on enabling shared access to TV white spaces [4], ongoing progress in

the FCC’s 3.5 GHz and 5 GHz proceedings [5, 6, 7, 8, 9], standardization of Licensed Shared

Access (LSA) [10, 11] in the Europe, etc. are some examples of such initiatives. In essence,

these initiatives show a promise in advancing this vision of increased spectrum sharing in

multiple bands, including between commercial and federal government users, such that the

overall utilization efficiency of the spectrum is improved.

The utilization efficiency of shared spectrum depends mainly on the collection, analysis and

sharing of information about the radio environment and spectrum usage among participating

users. For instance, the knowledge of a user’s geolocation, times of operation and radio

capabilities helps other users to opportunistically and efficiently share the same spectrum

without causing harmful interference to each other. However, much of this information has

the potential to pose a threat to the operational privacy and security of spectrum users.

In particular, unauthorized access to location, technical capabilities, or usage behavior of a

particular set of users could pose a significant threat to users’ strategic interests and privacy.
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This privacy issue is of critical concern when some of the spectrum users include federal

government and military users—such as the case in the U.S. 3.5 GHz band sharing [12, 6].

Motivated by this conflict, in this dissertation, we study the following two main issues in

dynamic spectrum sharing: i) spectrum utilization efficiency, and ii) operational security

(OPSEC). Study of this kind facilitates a better understanding of mechanisms that enable

improved spectrum utilization efficiency and minimize the associated OPSEC threats, and

hence, helps in wider adoption of dynamic spectrum sharing.

1.1 Spectrum Utilization Efficiency

The utilization efficiency of the shared spectrum depends on proper spectrum management

and coordination among users that share the spectrum. For facilitating spectrum manage-

ment, the Federal Communications Commission (FCC) has mandated the use of geolocation

databases (GDBs) in the U.S. TV band [4] and the 3.5 GHz band [12, 6], and it is very likely

to be adopted for other spectrum sharing applications as well. A GDB houses an up-to-date

repository of incumbent users’ spectrum usage information along with their operational at-

tributes (e.g., location, times of operation, transmit spectral mask, receiver sensitivity, etc.),

performs real-time aggregate interference computations using radio propagation models, and

uses this information to determine spectrum availability at the locations of secondary users.

For example, when an entrant SU requests access to the spectrum, the GDB first computes

the estimated interference from the prospective SU to the IU, and then allows the SU to

access the spectrum only if the interference experienced by the IU is below a threshold.

The practical advantage of employing GDB-driven spectrum sharing compared to spectrum

sensing-driven spectrum sharing is that the former enables SU devices to utilize spectrum

more efficiently compared to the latter by reliably identifying fallow spectrum and minimizing

the probability of interference events.

In spectrum sharing, it is important to limit the interference from SUs to the IU to an ac-
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ceptable level. One popular approach is to define a geographic separation region around the

IU where SUs are prohibited from operation. This region is termed as an Exclusion Zone

(EZ) and is defined based on principles of radio propagation path loss—i.e., by estimating

the aggregate interference power caused due to transmissions from multiple SUs at the IU.

Thus, the accurate prediction of radio propagation path loss plays a crucial role in protecting

IUs from harmful interference and also in improving the utilization of the spectrum. A prop-

agation analysis that over-estimates path loss between the SU and the IU will under-estimate

the potential for co-channel interference, providing inadequate interference protection for the

IU. In contrast, an analysis that under-estimates the path loss will unnecessarily preclude

SUs from taking advantage of fallow spectrum although doing so would not cause harmful

interference to the IU. The deployment of such overly conservative EZs can significantly

reduce the economic benefits of spectrum sharing, and may seriously hinder its adoption due

to the lack of interest from potential SU wireless industry stakeholders.

Previous studies2 have shown that the use of terrain-based propagation models, such as

the Irregular Terrain Model (ITM) in point to point (PTP) mode, improves the efficacy

of spectrum sharing because such models accurately estimate the radio propagation path

loss in a communication link [13]. However, using ITM-PTP for characterizing aggregate

interference caused by multiple SUs may not always be viable. First, ITM-PTP model

is computationally intensive and data hungry due to the consideration of detailed terrain

characteristics in path loss computations. When a large number of SUs share the spectrum

with an IU, computing the aggregate interference from all SUs at the IU requires many ITM-

PTP path loss computations, which is time consuming. Second, ITM-PTP requires accurate

geo-locations of SUs which might not always be available (e.g., the precise locations of SUs

might not be available when they are mobile, or when they obfuscate their geo-locations for

achieving location privacy).

2In June 2015, the National Telecommunications and Information Administration (NTIA) published a
report that shows that the EZ of IUs in the 3.5 GHz band can be reduced by up to 70% when legacy
propagation models are replaced by the Irregular Terrain Model in point to point (ITM-PTP) mode. The
ITM in PTP mode is one of the most popular terrain-based propagation model in use today.
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Due to the aforementioned limitations of terrain-based propagation models, there is a need

for an alternative approach, or an analytical approach, for characterizing the aggregate in-

terference. Proper characterization of aggregate interference helps in defining incumbent

protection boundaries that are neither overly aggressive to endanger the IU protection re-

quirement, not overly conservative to limit spectrum utilization efficiency. Such an approach

will be employed by a central spectrum management entity to perform real-time estimates of

the SUs’ aggregate interference power, which is the key parameter needed to perform spec-

trum access control—i.e., control which and how many SUs are allowed to access spectrum.

The model should be able to accurately estimate the aggregate interference in a computa-

tionally efficient manner, and it should be effective even when precise geo-locations of SUs

are not available.

In this dissertation, we first identify that the legacy EZs, as they are defined today, often

result in an overly conservative approach for IU protection that unnecessarily limits the SUs’

spectrum access opportunities. Motivated by this, we propose an analytical tool that can be

employed by a central spectrum management entity (such as the Spectrum Access System

(SAS)3) for performing real-time estimates of the SUs’ aggregate interference power in a

computationally efficient manner and without requiring information regarding the precise

geolocations of SUs. We show that our proposed tool can be used to completely redefine

the existing notion of overly conservative EZs by facilitating dynamic adjustment of the IU’s

protection boundary based on radio interference environment, network dynamics, density

of SUs, and constraints imposed by the primary system performance requirements. Fur-

thermore, our proposed framework can be used by spectrum regulators for quantitatively

analyzing the incumbent protection zones to gain insights of and determine the trade-offs

between interference protection and spectrum utilization efficiency.

3The term ‘SAS” is used to refer to a system of databases and enabling infrastructure for facilitating
spectrum management in the U.S. 3.5 GHz band
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1.2 Security in Spectrum Sharing

The emergence of new spectrum access technologies and spectrum utilization paradigms raise

new security challenges that have not been studied previously. For instance, although using

GDBs for spectrum sharing has many pragmatic advantages, it raises a potentially serious

operational security problem. In particular, SUs, through seemingly innocuous queries to

the database, may be able to infer an IU’s operational parameters, such as its geolocation,

times of operation, protected contour, transmit power, antenna attributes, receiver sensitiv-

ity, etc. [14]. When IU systems are commercial systems, such as the case in the TV bands,

OPSEC is not a major concern. However, in federal-commercial spectrum sharing, where

some of the IUs are federal government systems including military and public safety com-

munication systems (e.g., the IUs of the U.S. 3.5 GHz band include Department of Defense

(DoD) radar systems), the information revealed by the databases may result in a serious

breach of the IUs’ OPSEC [15]. Devising techniques and policies for protecting the OPSEC

of DoD entities while, at the same time, enabling the commercial SUs to effectively utilize

fallow spectrum are key obstacles to realizing spectrum sharing in the 3.5 GHz band.

Recently, a number of research and standardization efforts have been launched to address

the problem of OPSEC in GDB-driven spectrum sharing, specially in the context of federal-

commercial spectrum sharing. In 2015, the Wireless Innovation Forum created the Spectrum

Sharing Committee that serves as a common industry and government standards body to

support the development and advancement of advanced spectrum sharing technologies [15].

The Security Requirements Working Group, which is one of the Working Groups within the

Spectrum Sharing Committee, has been charged with defining the OPSEC requirements,

including location privacy, as well as the communications security requirements for spectrum

sharing ecosystems. Moreover, under the auspices of the Defense Advanced Research Projects

Agency’s (DARPA’s) Shared Spectrum Access for Radar and Communications (SSPARC)

program [16], research teams from industry and academia are developing techniques for

addressing OPSEC, including location privacy, in the context of spectrum sharing between
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military radars and commercial communications systems.

In this dissertation, we investigate one of the key aspects of OPSEC in GDB-driven federal-

commercial spectrum sharing. In particular, we study the location privacy of IUs whose

locations, along with other relevant information, are crucial in finding spectrum opportunities

for the SUs. We show that an adversary, by masquerading as a legitimate SU, can make

multiple queries to the database, collect responses and use them to effectively infer the

IUs’ locations. We call it a location inference attack. Unfortunately, the problem of IUs’

location privacy cannot be fully or adequately addressed by tightly controlling access to the

database because: (1) all SUs need access to the database for realizing spectrum sharing,

and (2) identifying malicious SUs, merely on the basis of their queries to the database, is

very difficult.

To address this issue, we propose a perturbation-based optimal obfuscation strategy than can

be implemented by the GDB to preserve the location privacy of IUs. The GDB implements

this strategy and responds to queries made from SUs with an obfuscated response. The pro-

posed obfuscation strategy is optimal in the sense that it maximizes the IUs’ location privacy

while ensuring that the expected degradation in the SUs’ performance due to obfuscated re-

sponses does not exceed a threshold. This report is one of the few reports that addresses the

problem of preserving the location privacy of a group of users (IUs) from another group of

users (malicious queriers) through a trusted database. Note that this is different from loca-

tion privacy in location based services (LBS) [17] because in LBS, the database is regarded

as an “honest-but-curious” adversary.

1.3 Contributions

In this dissertation, we study the two main aspects of dynamic spectrum sharing: i) spec-

trum utilization efficiency, and ii) operational security. In particular, we seek to answer the

following questions pertaining to spectrum sharing:
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• How can we estimate the aggregate interference in a computationally efficient manner?

• How can we redefine the legacy notion of overly conservative mechanisms for protecting

incumbents from harmful interference?

• How can new wireless protocols be standardized for improving the spectrum utilization

efficiency?

• How can we safeguard users’ operational information when access to such information

is a key to enabling efficient spectrum sharing?

The main contributions of this dissertation are summarized below:

1.3.1 A Comprehensive Literature Survey of Recent Spectrum

Sharing Initiatives

This contribution is presented in Chapter 2 where we provide a comprehensive overview of the

current status of significant regulatory initiatives underway globally to facilitate the transi-

tion toward a regime of dynamic shared spectrum. We particularly focus on database-driven

models, which have been shown to offer promise a cost-effective and reliable approach for

managing sharing among multiple classes of users with heterogeneous access rights and radio

network technologies. We provide a current overview of major technological and regulatory

reforms that are leading the way toward a global paradigm shift to more flexible, dynamic,

market-based ways to manage and share radio spectrum resources. We focus on current ef-

forts to implement database-driven approaches for managing the shared co-existence of users

with heterogeneous access and interference protection rights, and discuss open challenges.
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1.3.2 Characterization of Aggregate Interference

We discuss this contribution in Chapter 3 and propose an analytical tool that we refer to

as Tool for Enabling Spatial Spectrum Sharing Opportunities (TESSO). TESSO is a tool

that can be employed by a central spectrum management entity (such as a Spectrum Access

System (SAS)) to perform real-time estimates of the SUs’ aggregate interference power,

which is a key parameter needed to perform spectrum access control (i.e., control which and

how many SUs are allowed to access the spectrum). TESSO is computationally efficient, and

it can be implemented by a SAS ecosystem in real-time to compute the maximum number of

SUs, say N , that can be safely allowed to co-exist with an IU in a given region. Unlike legacy

methods, TESSO is computationally efficient and it does not require the precise geo-locations

of the SUs. These two distinguishing characteristics make TESSO favorable to implement

in real-time spectrum sharing systems such as the GDB-driven spectrum sharing. Results

from our case studies show that the performance of TESSO, in terms of spectrum utilization

and incumbent protection, is comparable to that of computationally intensive terrain-based

propagation models, such as the Irregular Terrain Model in Point-to-Point mode.

1.3.3 Dynamic Exclusion Zones for Spectrum Sharing

We describe this contribution in Chapter 4. Here, we identify that the legacy notion of

providing interference protection to the IUs by using static EZs is overly rigid, and often

results in poor spectrum utilization efficiency. To address this, we propose a novel frame-

work for prescribing interference protection for the IUs that addresses the aforementioned

limitation of legacy EZs. Specifically, we introduce the concept of Multi-tiered Incumbent

Protection Zones (MIPZ), and show that it can be used to dynamically adjust the IU’s pro-

tection boundary based on changes in the radio environment, network dynamics, and the IU

interference protection requirement. The MIPZ framework can also be used as an analyti-

cal tool for quantitatively analyzing the incumbent protection zones to gain insights of and

determine the trade-offs between interference protection and spectrum utilization efficiency.
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Using results from extensive simulations, we show that MIPZ adapts to changing network

conditions by adjusting the EZ boundary, provides the required interference protection to

the IU, and improves the overall spectrum utilization.

1.3.4 Performance Analysis of 802.11ax

This contribution is presented in Chapter 5 where we provide a case-study of spectrum shar-

ing in the unlicensed band. Legacy Wireless Fidelity (Wi-Fi) protocols are not good at coping

with the traffic demands of users in a congested environment because their medium access

technique, which is common to all legacy technologies, is sub-optimal in terms of spectrum

utilization efficiency. To address this limitation, the next generation Wi-Fi technology—

referred to as IEEE 802.11ax—introduces some key features, most notably the use of Multi-

User Orthogonal Frequency Division Multiple Access (MU-OFDMA) technology in its medium

access control (MAC) layer. MU-OFDMA allows multiple users to transmit simultaneously

in smaller sub-channels (a.k.a. resource units (RUs)) in the uplink (UL) as well as the down-

link (DL), thereby improving the 802.11ax MAC efficiency, especially when the network

size is large. In our work, we first provide an analytical characterization of the MAC layer

performance of the new MU OFDMA-based 802.11ax and summarize our findings. Second,

we investigate the impact of different RU distributions on the network performance and

devise an algorithm for optimal RU allocation such that the overall 802.11ax throughput is

maximized. Third, we study how to share the airtime between legacy 802.11 and 802.11ax

transmission in a fair manner when both categories of STAs are jointly served by a single ac-

cess point (AP) that can support both 802.11ax and legacy Wi-Fi. From this case study, we

are able to demonstrate that effective management of spectrum resources helps in efficiently

serving multiple users and in maximizing the overall utilization of the spectrum.
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1.3.5 Operational Security of Incumbent Users

We investigate the problem of operational security in GDB-driven spectrum sharing in Chap-

ter 6. In particular, we describe a location inference attack and show that an adversarial SU

can use Bayesian learning to readily infer the locations of IUs by making seemingly innocuous

queries to the database. Unfortunately, existing techniques to mitigate location inference at-

tacks in other applications, such as LBS, are not practical in spectrum sharing because they

limit spectrum utilization opportunities for the non-adversarial SUs. To counter location

attacks in spectrum sharing, we propose an optimal obfuscation strategy that maximizes

the location privacy of IUs while ensuring that the degradation in SUs’ spectrum utiliza-

tion due to obfuscated responses does not exceed a threshold. Using simulation results,

we demonstrate the effectiveness of the proposed strategy in thwarting location inference

attacks.

The aforementioned contributions have resulted in the following publications.

• Patent

1. J.-M. Park and S. Bhattarai, “Method and Apparatus for Defining Dynamic Sep-

aration Regions to Protect Primary Users from Interference in Dynamic Spectrum

Sharing”, U.S. Provisional Patent (filed on October 2015).

• Journal Publications

1. S. Bhattarai, J.-M. Park and W. Lehr, “Dynamic Exclusion Zones for Protecting

Primary Users in Database-Driven Spectrum Sharing”, (manuscript under prepara-

tion for submission to IEEE Transactions on Cognitive Communications and Net-

working).

2. S. Bhattarai, P.R. Vaka J.-M. Park, “Thwarting Location Inference Attacks in

Database-Driven Spectrum Sharing”, accepted to appear in IEEE Transactions on

Cognitive Communications and Networking.
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3. S. Bhattarai, J.-M. Park, Bo Gao, Kaigui Bian, William Lehr, “An Overview of

Dynamic Spectrum Sharing: Ongoing Initiatives Challenges and a Roadmap for Fu-

ture Research”, IEEE Transactions on Cognitive Communications and Networking,

vol. 2, no. 2, pp. 110-128, June 2016.

• Conference Proceedings

1. S. Bhattarai, G. Naik, J.-M. Park, “Performance of IEEE 802.11ax in a Hetero-

geneous Wi-Fi Network”, under review in ACM MobiHoc, Los Angeles, USA, 2018.

2. S. Bhattarai*, G. Naik*, J.-M. Park, “C-UORA: A Novel MAC Scheme for Up-

link Multi-User OFDMA in Dense Wi-Fi Networks”, under review in IEEE ICC

Workshop on 5G Ultra Dense Networks, 2018. (* denotes equal contribution).

3. G. Naik*, S. Bhattarai*, J.-M. Park, “Performance Analysis of Uplink Multi-User

OFDMA in IEEE 802.11ax”, accepted to appear in IEEE ICC, 2018. (* denotes

equal contribution).

4. S. Bhattarai*, P. R. Vaka*, J.-M. Park, “Co-existence of NB-IoT and Radar in

Shared Spectrum: An Experimental Study”, in Proc. of IEEE GLOBECOM, Sin-

gapore, 2017. (* denotes equal contribution).

5. S. Bhattarai, J.-M. Park, W. Lehr and B. Gao, “TESSO: An Analytical Tool for

Characterizing Aggregate Interference and Enabling Spatial Spectrum Sharing”, in

Proc. of IEEE DySPAN, USA, 2017.

6. P. R. Vaka, S. Bhattarai, J.-M. Park, “Location Privacy of Non-Stationary In-

cumbent Systems in Spectrum Sharing”, in Proc. of IEEE GLOBECOM, USA,

2016.

7. B. Gao, S. Bhattarai, J.-M. Park, Y. Yang, M. Liu, K. Zeng, Y. Dou, “Incentivizing

Spectrum Sensing in Database-Driven Dynamic Spectrum Sharing”, in Proc. of

IEEE INFOCOM, USA, 2016.
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8. S. Bhattarai, A. Ullah, J.-M. Park, J.H. Reed, D.Gurney, B. Gao, “Defining In-

cumbent Protection Zones on the Fly: Dynamic Boundaries for Spectrum Sharing”,

in Proc. of IEEE DySPAN, Sweden, 2015.

9. A. Ullah, S. Bhattarai, B. Bahrak, J.-M. Park, J.H. Reed, D.Gurney, K. Bian,

”Multi-Tier Exclusion Zones for Dynamic Spectrum Sharing”, in Proc. of IEEE

ICC, London, U.K., 2015.

10. B. Bahrak, S. Bhattarai, A. Ullah, J.-M. Park, J.H. Reed, D.Gurney, ”Protecting

the Primary Users’ Operational Privacy in Spectrum Sharing”, in Proc. of IEEE

DySPAN, USA, 2014. (Best Paper Award)

1.4 Organization of this Dissertation

The rest of this dissertation is organized as follows. In Chapter 2, we provide a comprehen-

sive overview of the current status of significant regulatory initiatives underway globally to

facilitate the paradigm shift in spectrum management towards dynamic spectrum sharing.

Next, in Chapter 3, we describe an analytical tool that can be used to efficiently compute

aggregate interference caused by multiple SUs to the IU in dynamic spectrum sharing net-

works. We present an analytical framework that facilitates the redefinition of legacy notion

of conservative incumbent protection boundaries in Chapter 4. In Chapter 5, we provide a

detailed analysis of the next-generation Wi-Fi technology that promises improved utilization

of the spectrum by introducing key PHY and MAC layer features. This chapter serves as

an illustration of how spectrum utilization efficiency can be improved in future wireless net-

works. Next, in Chapter 6, we motivate and investigate the problem of operational privacy

and security in database-driven spectrum sharing and propose a mechanism that thwarts

location inference attacks from malicious users. Finally, we conclude the dissertation by

providing concluding remarks in Chapter 7.



Chapter 2

An Overview of Dynamic Spectrum

Sharing

In this chapter, we provide a comprehensive overview of the current status of significant

regulatory initiatives underway globally to facilitate the transition toward a regime of Dy-

namic Shared Spectrum, with a special focus on database-driven models, which have been

shown to offer promise as a cost-effective and reliable approach for managing sharing among

multiple classes of users with heterogeneous access rights and radio network technologies

[18, 19, 20, 21]. In Section 2.1, we summarize some of the earlier literature on spectrum

sharing and clarify some of our terminology. We follow this in Section 2.2 with a summary

of the ongoing spectrum reform efforts within the U.S. and several other countries. In Section

2.3, we address, in general terms, a key concern of spectrum management—the need to man-

age interference among heterogeneous users and discuss how that challenge is changing as

we move toward more dynamic sharing models. In Section 2.4, we discuss how the challenge

is being addressed in several important spectrum bands. In Section 2.5, we consider another

important challenge confronting dynamic spectrum management—the need to protect the

confidentiality and security of spectrum users in light of management frameworks that re-

quire sharing significant information about the location and usage of spectrum resources. In

14
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Section 2.6, we identify some of the open research questions. Section 5.8 provides summary

conclusions.

2.1 Spectrum Access and Management Regimes

Spectrum resources are artificially scarce, in part, because static, legacy regulatory regimes

inhibit the adoption of technologies and usage practices that would allow spectrum to be

shared more intensively. Policymakers have recognized for many years that legacy manage-

ment regimes need to be reformed to allow greater scope for market-forces to direct how

spectrum resources are used and to create incentives and opportunities for the commercial-

ization of innovative and more efficient radio technologies [22, 23].

The critical need for increasing commercial access to shared spectrum was emphasized in

the National Broadband Plan, [24] which was unveiled by the U.S. Federal Communications

Commission (FCC) in 2010. The subsequent U.S. Presidential Memoranda—Unleashing the

Wireless Broadband Revolution [25] and Expanding America’s Leadership in Wireless Inno-

vation [26]—issued executive mandates to implement policies to expand access to shared

spectrum. Under the auspices of the White House, the FCC and the National Telecommu-

nications and Information Administration (NTIA) are taking aggressive steps to realize the

vision outlined in the Presidential Memoranda. In the U.S., the recently completed Advanced

Wireless Services (AWS)-3 auction [3], progress on enabling shared access to TV white spaces

[4], and ongoing progress in the FCC’s 3.5 GHz and 5 GHz proceedings [5, 27] show promise

in advancing this vision of increased spectrum sharing in multiple bands, including between

commercial and federal government users.

Regulatory bodies in other countries have also put in motion spectrum-related initiatives,

and, in some cases, have established regulations with the aim of improving spectrum utiliza-

tion efficiency through shared spectrum access. These efforts include the studies and initia-

tives undertaken by the United Kingdom’s Office of Communications (Ofcom) [28, 29, 30],
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Industry Canada [31, 32], Infocomm Development Authority of Singapore (IDA) [33, 34],

China’s IMT-20201 [35], Radio Spectrum Policy Group in Europe [36, 37, 38], and the Eu-

ropean Communications Office [39].

In multiple ways, all of these initiatives represent progress toward enabling Dynamic Spec-

trum Access (DSA). In the engineering and technical standards literature, DSA is often used

to refer to the “real-time adjustment of spectrum utilization in response to changing circum-

stances and objectives” [40], and is usually assumed to be enabled by or coincident to the

use of Cognitive Radio (CR) and/or Software Defined Radio (SDR) capabilities or technolo-

gies. CR has been defined as “an approach to wireless engineering wherein the radio, radio

network, or wireless system is endowed with awareness, reason, and agency to intelligently

adapt operational aspects of the radio, radio network, or wireless system” [41]. SDRs imple-

ment radio functionality in software rather than hardware, thereby facilitating the adaptive

functionality that characterizes CRs. In the full-blown scenario, CR-“smart” radio systems

would collectively sense and analyze their local radio environment, negotiate optimal shar-

ing arrangements, and then adapt their radio operating parameters (i.e., frequency, power,

modulation, transmission timing, direction of transmission, and other waveform character-

istics) to maximize shared use of local spectrum resources. The concept of shared/dynamic

spectrum access represented by this vision is presented in Figure 2.1.

Although significant progress has been made in developing CR, SDR, and other smart ra-

dio technologies, we are still far from being able to actually realize the full-blown scenario

described above. Realizing this vision depends on the commercial deployment of new radio

technologies, the adoption of new spectrum access regime, and regulatory reforms. In the

past five years, a number of surveys have been published that describe the current status of

enabling technologies such as CRs and SDRs [42, 43], -or provide a taxonomy of the various

ways in which spectrum may be managed so as to enable more extensive spectrum sharing

1IMT-2020 (5G) Promotion Group was jointly established in February 2013 by three ministries of China
based on the original IMT-Advanced Promotion Group. The members include the main operators, vendors,
universities, and research institutes in China. The Promotion Group is the major platform to promote 5G
technology research in China and to facilitate international communication and cooperation.
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Figure 2.1: Dynamic spectrum sharing via geolocation databases and sensing.

[44, 45]. One such example is illustrated in a figure reproduced from the METIS project

[46], a recently concluded European project that was focused on developing technologies for

5G (see Figure 2.2).

Figure 2.2 lays out various regulatory rights regimes for managing spectrum access, ranging

from exclusive licensed spectrum (used by cellular operators and television broadcasters) to

unlicensed spectrum access (used by Wi-Fi and Bluetooth). In the exclusive licensed regime,

a single operator manages how spectrum is shared among the spectrum users; whereas in

the unlicensed regime, sharing is uncoordinated. These two models represent points on a

continuum of potential sharing regimes, wherein different tiers of users may have different

rights to access the spectrum and to protection from potential interference caused by other

users. One sharing model that has the features of both of the aforementioned regimes is

Licensed Shared Access (LSA). In LSA, an IU with previously exclusive-usage rights tolerates

shared access from a new SU, who is allowed to share pursuant to a framework that ensures

mutual protection from interference. Current implementations of this framework rely on a

database-driven mechanism to enforce the sharing arrangement [45].
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Figure 2.2: Spectrum access schemes and authorization regimes.

In these and other regulatory frameworks, DSA is more than just a technical vision. It

also encompasses a framework for managing the spectrum access and usage rights, including

protection from interference and other management rights (e.g., the right to exclude or pre-

empt other users, the right to sub-lease or transfer management of the spectrum; as well

as obligations to obey operating rules). A full-featured DSA management regime will have

technical, regulatory, and business/market mechanisms in place to enable spectrum resources

to be dynamically reallocated and shared across users (e.g., government and commercial) and

uses (e.g., sensing and communications) on a more fine-grained and granular basis along any

potential technical dimension (i.e., frequency, time, space, direction of transmission, etc.)

and under a variety of differing rights models (e.g., real-time spectrum markets, administered

sharing among multiple tiers of PU and SUs with changing usage rights, etc.). In this chapter,

we use DSA more loosely to refer to the full range of business, regulatory, and/or technically

enabled ways in which enhanced sharing models are being enabled. In so doing, we diverge

from the technical literature that restricts DSA to refer to spectrum usage paradigms that

require or make use of CR or SDR technologies or capabilities. As argued elsewhere, we need

to evolve toward these expanded sharing models, and in so doing, will enhance the likelihood

that CR, SDR, and other advanced radio technologies will be commercialized successfully
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[47]. Our broader interpretation of what constitutes DSA is intended to highlight how the

matrix of regulatory reforms and evolving sharing concepts discussed in subsequent sections

are contributing to the expansion of options and capabilities for sharing spectrum more

flexibly and dynamically. In the next section, we review some of the regulatory initiatives

underway.

2.2 Recent Spectrum Initiatives

2.2.1 Spectrum Initiatives in the U.S.

TV band

In September 2010, the FCC issued final rules to allow low power unlicensed devices to

operate on unused channels in the TV broadcast bands (often called the TV white spaces

(TVWS)) in the U.S. [4]. Concerned about the technical capabilities of sensing and the risk

of interference, the FCC mandated a database-driven approach, attesting to the challenges

of Cognitive Radio (CR) systems, even when employed to detect the presence of high-power,

high-site (TV transmitters with large HAAT (height above average terrain)), and fixed TV

stations. The TVWS devices must register with a database that dictates how and when they

can access the spectrum. To obtain spectrum availability information from the database, a

TVWS device needs to submit a spectrum query to it that contains its operational parameters

(e.g., type of device, location, etc.). Two IEEE standards, namely IEEE 802.22 and IEEE

802.11af, were developed to enable communications in the TVWS.

AWS-3 band

In January 2015, the FCC completed an auction of AWS-3 licenses in the 1695− 1710 MHz,

1755−1780 MHz, and 2155−2180 MHz bands (collectively called “AWS-3” bands) [3]. The
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incumbents of this band are federal systems, including the federal meteorological-satellite

(MetSat) systems. Cellular service providers will share this band with the incumbents based

on manual coordination of protection zones to protect the federal systems [48].

3.5 GHz band

Per its recent Report and Order and Second Further Notice of Proposed Rule Making (FN-

PRM) [5], the FCC has opened up the 3.5 GHz (3550 − −3700 MHz) band to SU access.

This band will now be home to the new Citizens Broadband Radio Service (CBRS). The en-

trant users will share the spectrum among themselves and incumbents through a three-tiered

access model composed of the Incumbent Access (IA), Priority Access (PA) and General Au-

thorized Access (GAA) tiers (see Figure 2.3). The harmonious coexistence among the three

tiers of users is ensured through the employment of an automated frequency assignment and

control database mechanism known as the Spectrum Access System (SAS). The FNPRM

[5] also prescribes the use of a network of spectrum sensors, called Environmental Sensing

Capability (ESC), to detect the presence of IUs and aid the SAS in assessing the spectrum

environment.

IA users include authorized federal and grandfathered fixed satellite service users currently

operating in the 3.5 GHz band. These users will be protected from harmful interference

from PA and GAA users. The PA tier consists of Priority Access Licensees (PALs) that

will be assigned using a competitive bidding process within the 3550− 3650 MHz portion of

the band. Each PAL is defined as a non-renewable authorization to use a 10 MHz channel

in a single census tract for up to three-years. At maximum, a total of seven PALs may

be assigned in any given census tract with up to four PALs going to any single applicant.

Applicants may acquire up to two-consecutive PAL terms in any given license area during

the first auction. The GAA tier is licensed-by-rule to enable open, flexible access to the

band for the widest possible group of potential users. GAA users are permitted to use any

portion of the 3550−3700 MHz band not assigned to a higher tier user and may also operate



Sudeep Bhattarai Chapter 2. An Overview of Dynamic Spectrum Sharing 21

Figure 2.3: Three-tiered access model of the CBRS band.

opportunistically on unused PA channels.

The envisioned SAS for the U.S. 3.5 GHz-based CBRS band supports coexistence among

heterogeneous wireless access technologies, specifically PAL and GAA users, in a central-

ized fashion. It maintains a registry of all coexisting devices in the band along with their

geo-operational status. SAS acts as a highly automated spectrum access coordinator that fa-

cilitates coexistence among heterogeneous devices across the band and prevents interference

events by enforcing the band’s usage policy. It protects higher tier users from interference

from lower tier users, while simultaneously seeking to ensure maximal spectrum availability

for lower tier PAL and GAA users and their harmonious coexistence [5]. The SAS architec-

ture will be designed based on the specific use-case scenario of the 3.5 GHz band to support a

harmonious coexistence among heterogeneous wireless access technologies of similar/different

spectrum access hierarchy.

5 GHz band

In 2013, the FCC, in its Notice of Proposed Rule Making (NPRM), announced that it

intends to modify rules that govern the operation of Unlicensed National Information In-
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frastructure (U-NII) devices and make available an additional 195 MHz of spectrum in the

5 GHz band [49]. The NPRM prescribed sharing the Intelligent Transportation System

(ITS) band (5.85 − 5.925 GHz) with unlicensed devices and allow the latter (specifically

802.11ac/802.11ax systems) to have access to more wideband channels (80 MHz and 160

MHz). Later, in 2014, the FCC released First Report and Order [7] with the goal of increas-

ing the utility of 5 GHz band by modifying certain U-NII rules and testing procedures that

ensure that U-NII devices do not cause harmful interference to the IUs (Dedicated Short

Range Communications (DSRC) systems) of these bands. Currently, the FCC is in the pro-

cess of creating a new set of rules for this band which would be ultimately referred to as the

U-NII-4 band. For more details of activities surrounding U-NII-4 band, specifically sharing

between 802.11 and DSRC, readers are referred to [8].

In the ongoing proceedings for the 5 GHz band, there is a growing contention between

unlicensed LTE (including License Assisted Access (LAA) and LTE-Unlicensed (LTE-U))

and Wi-Fi stakeholders for access to the band. Several industry entities, mainly Wi-Fi

stakeholders, have raised concerns over the introduction of LTE-U/LAA in the unlicensed

bands. Because of the ongoing, sometimes contentious, debate between the LTE and Wi-

Fi communities regarding the coexistence of the two technologies, the FCC, in May 2015,

formally sought comments on a range of topics related to the LTE-U/LAA technologies [9].

More recently, in August 2015, the LTE-U and Wi-Fi stakeholders held a meeting to discuss

these coexistence issues [50]. We will provide more details on the coexistence issues between

Wi-Fi and unlicensed LTE in Section 2.4.

Millimeter wave bands

In August of 2013, the FCC changed its rules in the 57 − 64 GHz band, commonly known

as the 60 GHz band, to improve the use of unlicensed spectrum for high-capacity, short-

range outdoor backhaul, especially for small cells [51]. The 60 GHz band is allocated on a

co-primary basis to the federal mobile, fixed, inter-satellite and radio-location services; and
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to non-federal fixed, mobile and radio-location services. Under Part 18 of the new rules,

industrial, scientific and medical (ISM) equipment may also operate in the 60 GHz band at

61.25 GHz ±250 MHz.

On October 16, 2003, the FCC adopted a Report and Order [52] establishing service rules

to promote non-federal development and use of the millimeter wave spectrum in the 71− 76

GHz, 81−86 GHz and 92−95 GHz bands, which are allocated to non-federal government and

federal government users on a co-primary basis. Specifically, the Report and Order permits

the issuance of an unlimited number of non-exclusive, nationwide licenses to non-federal

government entities for all 12.9 GHz of spectrum. It did not require prior coordination

among non-federal government licensees asserting that interference is unlikely due to the

“pencil-beam” nature of the transmissions in this service. However, realizing that this scheme

will delay and perhaps hinder industry efforts to use the 70/80 GHz band as anticipated,

the FCC, on March 3, 2005, issued Memorandum Opinion and Order [53] and changed the

original decision. The new rules require non-federal government users to finish all interference

analyses prior to equipment installation. Furthermore, the FCC recently issued an NPRM

for seeking comments on authorizing mobile operations in the 28 GHz, 37 GHz, 39 GHz, and

64− 71 GHz bands [54].

As summarized above, the NTIA and the FCC have put into action several initiatives with the

aim to expand wireless broadband use, increase sharing, and ultimately meet the 500 MHz

goal specified in the 2010 Presidential Memorandum [25]. The NTIA’s fifth interim progress

report released in 2015 states, “Between October 2010 and September 2014, NTIA and the

FCC formally recommended or otherwise identified for study for potential reallocation up

to 589 MHz.” [55]. This total includes 335 MHz in federal or shared bands and between

152 − 254 MHz in non-federal bands. An additional 960 MHz is slated for potential future

study for repurposing. All together, the NTIA and the FCC have made available or are

investigating for potential re-purposing between 1, 447 and 1, 549 MHz of bandwidth under

6 GHz.
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2.2.2 Spectrum Initiatives Outside the U.S.

European Commission

In November of 2012, the European Commission solicited opinions on spectrum sharing

issues concerning LSA which is the key concept that has been studied for realizing spectrum

sharing in various bands in Europe [56]. LSA ensures guarantees in terms of spectrum

access and interference protection to the incumbent(s) as well to the LSA licensees, and

hence provides a predictable quality of service to both parties [57]. Spectrum sharing via

LSA can be realized across frequency, time, and geographical dimensions.

United Kingdom

As part of the 2015 World Radio Conference (WRC-15) preparatory process, the European

Conference of Postal and Telecommunications Administrations (CEPT) analyzed possible

sharing of Wi-Fi with incumbent users in 5350 − 5470, 5725 − 5850 and 5850 − 5925 MHz

bands in order to develop a European Common Position—i.e., defining a common set of rules

for governing access to the 5 GHz band. In addition, Ofcom recently issued a call for inputs,

which sought views on the bands that are to be discussed under WRC-15 agenda item 1.1

and sought views on the suitability of these bands for use by mobile or wireless broadband

including the 5 GHz bands for Wi-Fi [58]. Furthermore, in February of 2015, Ofcom finalized

its decision to allow SUs to access the unused parts of radio spectrum in the 470− 790 MHz

band through dynamic sharing controlled by a spectrum database [59]. Under this plan, the

spectrum that is not utilized by Digital Terrestrial Television (DTT) (including local TV)

and PMSE services is shared with TVWS devices on a license-exempt basis.
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France

In France, The Agence Nationale des Fréquences (ANFR) is considering sharing the 2.3

GHz, 5.8 GHz, 17.7− 19.7 GHz bands [11]. Incumbents of the 2.3 GHz bands are telemetry

and other defense applications, and the expected secondary users are mobile/cellular service

providers. ANFR is considering opening up this band in the regime of the LSA framework,

which affords guaranteed access to spectrum and protection against harmful interference to

both the incumbents as well as the LSA licensees. In the 5.8 GHz band, a geolocation-based

approach is being considered to support the coexistence between the road tolling application

and Intelligent Transportation Systems. The 17.7 − 19.7 GHz band is being considered for

spectrum sharing between fixed service microwave services (as IUs) and uncoordinated fixed

satellite services (as SUs).

Canada

In 2012, Industry Canada (IC)—the government entity in charge of spectrum management

in Canada—released its policy decision to enable access to TVWS [32]. In Feb. 2015, IC

published a specification describing the technical and operational requirements for TVWS

devices, which broadly follows the U.S. requirements in terms of equipment types and tech-

nical characteristics [60]. Currently, IC is in the process of defining rules for certifying the

database and the TVWS devices.

Singapore

Singapore’s IDA, in November 2014, approved the rules enabling access to TVWS based

on a license-exempt basis provided that devices comply with the technical requirements

specified by the IDA, contact a licensed database to obtain channel availability, and are

registered with the IDA following a comprehensive validation process [34]. The device types

and requirements are broadly in line with the U.S. model, although Singapore allows for
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variable effective isotropic radiated power (EIRP) levels.

China

China is actively studying how much spectrum in which bands will be needed to support 5G

in its domestic market. In 2013, a promotional group called IMT-2020 (5G) was established

to define relevant standards and requirements and to facilitate the development of 5G systems

in China. Its primary goal is to start the commercialization of 5G networks in China by

2020. So far, IMT-2020 has identified 450− 470 MHz, 698− 806 MHz and 3400− 3600 MHz

bands as candidate bands for 5G development [35]. Several other bands in the range 6− 100

GHz are also being considered for further studies on channel measurements, modeling and

coexistence.

New Zealand

Starting in November 2014, Radio Spectrum Management—the government entity in charge

of spectrum in New Zealand—initiated a temporary arrangement for access to TVWS in New

Zealand, which allows interested parties to obtain licenses for operation of TVWS devices at

channels that will be specified in the license [61]. This TVWS access plan does not employ

the database-driven spectrum sharing approach, but devices are required to be complaint

with relevant regulatory standards which are similar to the ones adopted by the FCC.

Field Trials of LSA in Europe

In April of 2013, the first field trial of shared use of the 2.3 GHz band with a live LTE network

was successfully demonstrated in Finland [62] by taking into consideration the inputs from

all stakeholders including regulators, incumbents, mobile operators and equipment-supplying

industries. Later, in May of 2015, Nokia performed another field trial using LTE network and

LSA controller, and rebutted the potentials of LSA in realizing effective spectrum sharing
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[10]. Altogether, it is expected that the 2.3− 2.4 GHz band will be one of the first bands to

be opened up for LSA-based sharing in Europe. However, implementing LSA in this band

will entail some challenges as the band is currently used for various incumbent applications,

including government services as well as program making and special events (PMSE) services,

in different European countries.

A timeline of spectrum initiatives, both inside and outside the U.S., is shown in Figure 2.4.

2.3 Protecting Incumbents

To ensure the viability of spectrum sharing, certain key requirements must be met. One

of those requirements is managing radio interference. For wireless communications to work,

receivers need to be able to disentangle their desired signals from background noise which

may come from either unintentional (e.g., radiating power lines) or intentional transmitters

operating either in the same (in-band) or other (out-of-band) frequencies. Historically, the

basis for exclusive assignments was to ensure that the radio users of the spectrum would be

protected from harmful interference from transmissions from unaffiliated intentional trans-

mitters. The operator with exclusive access could be expected to manage in-band interference

from its affiliated users, but needed protection from unaffiliated users transmitting in the

spectrum as well as from out-of-band interference from users in other bands.

If the goal is to expand access to spectrum, then an important challenge is to ensure adequate

protection both for IUs, the legacy rights holders and users of the spectrum, and the SUs,

or new spectrum users who will be accessing the spectrum. Multiple schemes are feasible for

managing multiple tiers of users. For example, public safety access may have the right to

preempt other traffic, whether the public safety users are IUs or SUs in a particular band,

and whether the other users are commercial or government users, etc. More typically, it is

often assumed that the IUs have primary usage and interference protection rights by virtue

of their legacy incumbency. They may have to tolerate interference from other co-primary
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IUs. The new users, or SUs, have secondary usage and interference protection rights. The

SUs may access and use the spectrum so long as they do not interfere with the IUs, but may

be protected from still lower-tier users and may need to tolerate interference from same-tier

SUs.

In any case, the sharing framework that provides differing levels of interference protection

to different classes of spectrum users needs to be enforced so that the rules are respected by

all spectrum users. In general, mechanisms for interference protection protect incumbents

(or higher-tier users in multi-tiered access models) from interference generated by lower-tier

users. In general, mechanisms for incumbent protection can be classified into two categories:

i) ex ante (a.k.a. preventive) mechanisms, ii) ex post (a.k.a. punitive) mechanisms [63,

64]. Ex ante mechanisms are designed to reduce the probability of occurrence of harmful

interference events, while ex post mechanisms are designed to identify and/or adjudicate

malicious or selfish behavior after harmful interference events have occurred. Ex ante and

ex post approaches work in tandem (but not in isolation), and thus the choice of an ex ante

approach affects how ex post enforcement is carried out [64].2

In the following sub-sections, we discuss various technical and regulatory approaches that

have been employed to manage the collective interference environment, and will discuss ways

in which enforcement mechanisms may change to enable more dynamic sharing models. To

simplify the exposition, we will presume that IUs have a right to interference protection

from SUs, whose right to access the spectrum is contingent on their compliance to the IU

interference protection requirement.

2The characterization of ex post/ex ante mechanisms as preventive/punitive is an over-simplification to
facilitate discussion. For example, today’s ex post enforcement is tomorrow’s ex ante enforcement; and “car-
rot” incentives may be viewed as negative penalties (e.g., credits for a history of non-interfering operations).
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2.3.1 Ex Ante (Preventive) Approaches

Ex ante approaches are mechanisms used to prevent interference events to the IUs. Exam-

ples include the use of exclusion zones (EZs), policy based radios [65], secure radio middle-

ware [66], tamper-resistance techniques [67], radio integrity assessment techniques [68] and

hardware-based compliance modules [69]. Among these measures, exclusion zones (a.k.a.

protection zones) is the primary ex ante spectrum enforcement scheme used by the regula-

tors to protect IUs from SU-generated interference [70]. The legacy notion of an exclusion

zone (EZ) is a static spatial separation region defined around an IU, where co-channel (and

possibly also adjacent-channel) transmissions by SUs are not allowed. An EZ needs to achieve

two, seemingly opposing, objectives: (i) protect IUs from interference caused by SUs; and

(ii) enable efficient utilization of spectrum by the SUs. However, the legacy notion of EZs is

inept at achieving those objectives, primarily due to the fact that it is overly conservative

and static [64, 71, 70]. The notion of a static EZ implies that it has to protect incumbents

from the union of likely interference scenarios, resulting in a worst-case and very conservative

solution.

Legacy Notion of Incumbent Protection Zones

In order to protect incumbents (i.e., TV broadcast stations) operating in the TV bands, the

U.S. FCC employs F-curves that define a protected service contour around an incumbent.

An F-curve, F (x, y), ensures a probabilistic guarantee that, inside the TV coverage region,

the received TV signal is above a given threshold x% of the time in y% of the locations

[72, 4]. Then, an appropriate safety margin is added to the protected service contour, often

in the form of a minimum separation distance from the edge of the protected service contour,

to derive appropriate EZs for both co-channel and adjacent-channel SU operations.

In the AWS-3 band, the NTIA recently prescribed Coordination Zones (CZs) for sharing

these bands with wireless broadband systems (WBSs) [48]. A CZ is not an EZ where SUs
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are prohibited, but it is the area inside which a WBS may operate provided that it meets

the requirements for coordination with federal incumbents [73]. Specifically, NTIA’s rules

require each AWS-3 licensee, prior to its first operations in its AWS-3 licensed area, to reach

a coordination arrangement with each Federal agency [74]. After a successful coordination

arrangement, the AWS-3 licensee will be notified with operating conditions that specify the

terms in which the licensee may begin operations, or denial of request. Even if an AWS-3

licensee is allowed to operate inside a CZ, it must tolerate possible interference from the IUs.

For further details on coordination procedures in the AWS-3 band, readers are referred to

[48].

The legacy protection zones, as they are defined today, often result in an overly conserva-

tive approach for incumbent protection that unnecessarily limits the SUs’ spectrum access

opportunities. A good example of this can be seen in the U.S. TV bands. To account for

possible deep fades, the IEEE 802.22 working group specifications require detectors to have

a sensitivity of −116 dBm which corresponds to a safety margin of roughly 20 dB (equiva-

lent to an increased radius of an EZ up to 110 km) [75, 76]. However, in most situations,

the probability of such deep fades is very low, and hence the specifications unnecessarily

constrain spectrum access opportunities for the SUs. Another example can be seen in the

proposed use of EZs to protect incumbents in the 3.5 GHz band. In [77], the NTIA proposed

the use of EZs that cordoned off vast areas inland of the east and west coast of the U.S. to

protect the navy’s ship-borne radar systems. Some have estimated that nearly 60% of the

U.S. population reside inside these EZs [64]. The deployment of such overly conservative EZs

can significantly reduce the economic benefits of spectrum sharing, and may seriously hinder

its adoption due to the lack of interest from potential SU wireless industry stakeholders.

New Models for Incumbent Protection

To fully reap the benefits of spectrum sharing, there is a need to employ incumbent protection

approaches that strike an optimal balance between two key objectives—viz., reliably protect
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IUs from interference and maximize spectrum access opportunities for SUs. Achieving such

a balance is not feasible with the legacy notion of EZs, and a more agile approach is needed.

One such approach is the use of multi-tiered dynamic incumbent protection zones (MIPZ)

proposed by Bhattarai et al. [70].

MIPZ is a novel framework for systematically designing an EZ that can adjust its boundaries

by dynamically adapting to changes in the interference environment. MIPZ is designed for

database-driven spectrum sharing (e.g., SAS), and it protects IUs by providing a probabilistic

guarantee of interference protection. Specifically, MIPZ consists of three zones—(i) No

Access Zone (NAZ) where SU operation is strictly prohibited, (ii) Limited Access Zone

(LAZ) where only a “limited” number of SUs are allowed to operate, and (iii) Unlimited

Access Zone (UAZ) where SUs have unencumbered access to the spectrum. Figure 2.5

shows a simplified (considering circular EZs), as well as a practical (considering irregular

EZs), model of the MIPZ framework. For technical details pertaining to the computation of

NAZ-LAZ (inner) and LAZ-UAZ (outer) boundaries, readers are referred to [70].

On one hand, stringent technical requirements and risks of interference to the IUs (especially

passive IUs) have made spectrum sharing approaches that rely solely on sensing less popular

recently [78]. On the other hand, experimental results from recent studies have shown

that sharing approaches that rely solely on databases alone may offer inaccurate and stale

information of spectrum availability [79, 80, 81]. State-of-the-art research has shown that

incorporating real-time sensing data with a database-driven approach is more effective in

maximizing spectrum access opportunities for SUs than using either a sensing or a database

approach in isolation [78, 70, 79, 82, 83]. Hence, researchers proposed a concept called Radio

Environment Map (REM) [80, 84, 85, 86], which incorporates a statistical fusion of multiple

sources of incumbent characteristics and offers improved spectrum access opportunities for

SUs. A recent study is the work of Bo et al. [21] who proposed a multi-tiered spectrum

sharing framework, similar to MIPZ, that incorporates sensing results into a database-driven

sharing approach and refines the EZ boundary to take advantage of the fallow spectrum that

is not captured by database-driven sharing alone. Authors of [21] also studied strategies to
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(a) Simplified model (b) Practical model

Figure 2.5: MIPZ framework

incentivize spectrum sensing that can be incorporated in their proposed framework.

Protecting Passive Incumbents

In the preceding paragraphs, we focused on protecting incumbents that actively emit RF

energy. In this section, however, we focus on a very different scenario that involves spectrum

sharing between passive sensing systems (as IUs) and active communication systems (as

SUs). In this scenario, the IUs are receiver-only passive systems, such as systems for earth

exploration satellite service (EESS), radio astronomy (RA), or remote sensing. Such passive

systems strive to observe extremely faint signals that are emitted by distant non-coordinating

transmitters. The signal-to-noise ratio (SNR) of the signal that needs to be detected can

be as low as -60 dB [87]. This constraint forces the passive systems to use very sensitive

receiver-antenna systems which, in turn, make them highly vulnerable to interference, much

more so than active communication systems [88].

There are other issues that make spectrum sharing between active and passive systems differ-

ent from sharing between active systems. For example, geographic separation does not apply

to many EESS whose footprint covers a large area on the Earth’s surface; frequency separa-

tion may not be applicable to RA systems because radio astronomers are often interested in

a large swath of the radio spectrum as different physical processes produce electromagnetic
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radiation at different frequencies; and time sharing may not be feasible for passive systems

that require continuous sensing. Therefore, spectrum sharing between passive and active

systems requires an understanding of the operational and functional nature of each passive

system and identification of the most suitable dimension (in time, frequency, or space), which

should be used to carry out spectrum sharing with active users.

One existing approach for protecting terrestrial passive systems is to locate them in an area

that is far away from high population density areas and is devoid of industrial development

(e.g., RA telescope at Green Bank, WV, USA). The majority of interference that is detected

in such remote sites is due to extra-terrestrial sources, interference propagation through

the ionosphere, or tropospheric scatter from remote transmitters [89]. To mitigate such

interference, unilateral techniques such as excision, cancellation and anti-coincidence are

often employed [90]. However, the efficacy of the legacy unilateral approaches is inherently

limited by the lack of coordination with the active sources of interference. More importantly,

such unilateral approaches are not conducive to efficient utilization of the spectrum.

To enable efficient sharing between incumbent passive systems and secondary active systems,

a bilateral approach that considers coordination between the two parties is needed, and this

coordination can be handled by a spectrum management entity such as a SAS. Cooperative

interference mitigation techniques coordinate the timing and regional use of the radio spec-

trum in a more dynamic manner. Active systems can cooperate by briefly interrupting or

synchronizing radio transmissions to accommodate the passive measurements whenever and

wherever needed.

Another scenario in which time-sharing can be employed is the coexistence of EESS systems

and active secondary systems. To protect low-orbit EESS systems, SAS can employ a no

access zone (i.e., a region where no SUs are allowed to transmit) that moves in synchroniza-

tion with the satellite footprint’s movement, similar in concept to a dynamic exclusion zone.

In essence, spectrum access is being coordinated through the SAS, and the IUs and the SUs

are time-sharing the spectrum. This notion of time-sharing is possible because most pas-
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sive sensing applications require access to particular segments of the spectrum for relatively

short durations only, and these durations can be pre-scheduled based on the information

about the satellite’s spectrum usage, orbital path, velocity, and the location and size of its

instantaneous footprint on the earth.

2.3.2 Ex Post (Punitive) Approaches

In general, ex post enforcement approaches involve one or more of the following four enforce-

ment steps:

Monitoring/Logging Interference Events

This step involves collecting information about users’ activities that can later be used in

adjudication procedures, if deemed necessary. In essence, logging the details of interfer-

ence events is equivalent to collecting forensic evidence, which cannot be repudiated by the

suspected interferer, during the adjudication process.

Identifying Non-Complaint Transmitters

This step involves the reliable identification and, if possible, authentication of the interference

source. In the literature, identification mechanisms at the upper layers of the protocol stack

have been used to authenticate or uniquely identify transmitters. However, these approaches

are of limited value in ex post enforcement, because the enforcement entity (e.g., FCC) may

not know the upper layers of the protocol stack used by the interference source, and, as a

consequence, is unable to decode the upper layer signaling needed to identify the interferer.

For this reason, authentication or identification at the PHY-layer is the most appealing

approach for ex post enforcement.

PHY-layer authentication is an active area of research, and several schemes have been pro-
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posed, which can be broadly categorized into two classes: intrinsic and extrinsic approaches.

The former utilizes the transmitter-unique “intrinsic” characteristics of the waveform as

unique signatures to authenticate/identify transmitters. They include RF fingerprinting,

and electromagnetic signature identification [91, 92, 93, 94]. Extrinsic schemes enable a

transmitter to “extrinsically” embed an authentication signal (e.g., digital signature) in the

message signal and enable a receiver to extract it. Such schemes include PHY-layer water-

marking [95, 96, 97, 98] and transmitter authentication [99, 100, 101, 102, 103, 104, 105]. On

one hand, the intrinsic approaches require the blind receiver to have only a little knowledge

about the transmission parameters to authenticate the transmitter, but they are limited

by their low robustness against noise and security attacks [106]. On the other hand, the

extrinsic approaches can be made highly robust against noise and security threats, but they

require the blind receiver to have complete knowledge about the transmission parameters.

In some ex post enforcement scenarios, the enforcement entity may not have knowledge of

the PHY-layer parameters used by the rogue or mal-functioning transmitters. In such sit-

uations, conventional PHY-layer authentication schemes (e.g., [95, 96, 99, 100, 101, 102])

cannot be used, because in those schemes, the verifier needs to know all of the PHY-layer

parameters to correctly authenticate the transmitter. Kumar et al. [107] recently addressed

this important issue by proposing a scheme that realizes blind transmitter authentication

(BTA). The authors coin the term BTA to refer to the problem of authenticating a trans-

mitter by extracting its unique, identifiable information from the received signal with little

or no knowledge of the PHY-layer transmission parameters.

Note that most of the aforementioned schemes can be readily circumvented if tamper-

resistance or integrity protection mechanisms are not employed to thwart hackers from re-

moving or incapacitating the authentication mechanism used by the transmitter. There are

a number of prior studies that have attempted to address this issue [108, 67].

Furthermore, PHY level identification may pose a threat to privacy or security if access

and use of the information is not appropriately secured and in compliance with higher-
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layer (network or application layer) policies and protocols. Practical implementation of such

techniques will need to consider such cross-layer design issues. (These issues are addressed

further in Section VI.)

Localizing Non-Complaint Transmitters

Once the malicious or mal-functioning transmitter has been identified, the next step is to

localize it. In database-driven spectrum sharing, SUs need to register with the database.

Hence, it would be straightforward for the database to know a rogue transmitter’s approxi-

mate location, assuming that the transmitter identification step has been successfully com-

pleted. The challenge is to find out the precise geo-location of the rogue transmitter because

it is unlikely that the rogue transmitter would provide any cooperation for its location

estimation. Thus, the localization in cognitive radio networks has to be achieved via a

non-interactive technique, e.g., by using localizing techniques such as direction of arrival

estimation, or by implementing sensors/receivers to measure the received signal strength

(RSS) [109, 110, 111, 112]. The RSS is an indicator of the link distance between a trans-

mitter and a receiver. Hence, the information about the distances measured between the

rogue transmitter and a set of receivers through RSS measurements can be merged at the

regulator to localize the rogue transmitter.

Adjudication and Resolution

In the final step of ex post enforcement, the non-compliant transmitter is adjudicated and

penalized. Malicious users can be penalized by either restricting their access to the spectrum

for a certain duration of time or by imposing economic penalties. The severity of the pun-

ishment should be proportional to the severity of the non-compliant act and the estimated

cost of the harm [113, 114]. However, the implications of imperfect enforcement must also

be taken into account when designing an ex post enforcement methodology. The primary

goal of adjudication/penalization should be to encourage and, if possible, incentivize SUs
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to self-regulate and obey access rules, and not to mete out heavy-handed punishments to

misbehaving users.

In the U.S., the responsibility of interference resolution and spectrum enforcement is cen-

tralized in the Enforcement Bureau of the FCC. In carrying out its enforcement activities,

the Enforcement Bureau has several punitive measures at its disposal, including imposing

monetary forfeitures, issuing cease and desist orders, and revoking operating authority (e.g.,

a station license). Traditionally, the Enforcement Bureau has relied on a number of enforce-

ment tools, one of which is call signs and related identifiers. Call signs or call letters have

been used since the early days of wireless communications to uniquely identify transmitting

stations. By listening to and deciphering the call letters or related identifiers of an interfering

fixed (but not mobile) transmitter, a regulator can identify and, if the geographic coordi-

nates associated with the transmitter are known, locate the transmitter. Another legacy

enforcement tool is station licenses. To operate a station, an operator has to first file an

application for a station license to the FCC. The station license authorizes the licensee to

operate the station for a pre-determined period of time after which the license needs to be

renewed. The threat of license revocation often acts as a strong incentive for operators to

obey the FCC’s rules. Another traditional tool worth mentioning is operator licenses. Tra-

ditionally, the FCC has required those who operate and maintain transmitter stations to be

licensed.

Unfortunately, most, if not all, of the traditional enforcement tools mentioned above have

little value in spectrum sharing scenarios [115]. For instance, the utility of traditional call

signs for enforcement activities has dwindled away to almost nothing due to the widespread

movement from analog transmitters to digital transmitters and from aural to data commu-

nications. Station licenses cannot be used as an enforcement tool because most SUs (who

opportunistically access fallow spectrum) are unlicensed users in the envisioned SAS ecosys-

tem. Further, operator licensing has been largely phased out in most services. This is due

to the fact that, in modern systems, procedures for accessing channels are controlled by

computer logic, and minimal or no expertise on the part of the operator is required to ensure
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efficient operation and control interference.

The limitations of legacy approaches for enforcing access rules in spectrum sharing scenarios

necessitate the development of a new set of enforcement tools. Interference resolution and

enforcement is one of the fundamental requirements that must be met to enable government-

commercial spectrum sharing. The willingness of government agencies to share spectrum on a

more expanded and dynamic basis depends on their confidence that the applicable regulations

and rules regarding interference will be effective and enforced in an appropriate time frame

[115]. Also, the value of shared government spectrum to commercial entities depends on their

confidence that the regulators have applicable rules and tools in place to effectively control

the number of interference incidents and have the ability to resolve incidents promptly.

To enhance the efficiency of enforcement, it is important to consider the design of ex ante and

ex post frameworks concurrently to ensure they are mutually re-enforcing so as to maximize

the likelihood of compliant behavior and minimize the total costs imposed of ensuring such

compliance. Creative approaches should be considered. For example, it may be feasible to

have negative penalties as part of an ex post regime. Under these, radios which establish a

record of good performance might be granted additional permissions or expanded access to

spectrum resources as way to incentivize compliance with access and radio operation rules.

Alternatively, crowd-sourcing and other techniques for distributing the costs and responsi-

bilities for enforcement may augment and ease the enforcement burden falling on traditional

regulatory institutions such as the FCC. How to integrate such novel techniques into existing

rules and institutional management frameworks poses an open research challenge.
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2.4 Coexistence between Heterogeneous Wireless Tech-

nologies

In the previous section, we focused on the general problem of interference protection as

represented by the various mechanisms used to enforce coexistence between IUs and SUs.

In this section, we discuss an equally important problem, viz., techniques for assuring har-

monious sharing between heterogeneous wireless access technologies. Compared to IU-SU

coexistence, SU-SU coexistence has attracted much less attention from the regulators as well

as the research community. This may be partially due to the experience in the ISM bands,

where diverse technologies, such as Wi-Fi and Bluetooth, coexist harmoniously, in most sit-

uations, without a common coexistence mechanism. However, the coexistence situation in

the TV bands and other shared-access bands (e.g., 3.5 and 5 GHz bands) is more complex

and challenging due to a number of reasons, including the use of devices with higher trans-

mission power, disparity of PHY/MAC strategies employed by the secondary systems, and

the competition among the commercial service providers that aim to augment their existing

network capacity with additional capacity tapped from those bands.

2.4.1 TV Band: Coexistence among SUs

In order to address the coexistence issues among TVWS devices, industry stakeholders have

undertaken active steps towards standardizing several TVWS technologies, including ECMA-

392 [116], IEEE 802.19.1 [117], 802.22 [118], 802.11af [119], and 802.15.4m [120]. In addition,

the DySPAN Standards Committee formed a new 1900.7 task group (TG) to create another

standard for TVWS [121]. To address the problem of secondary network coexistence in

TVWS, the 802.19.1 TG was formed [117, 122]. The purpose of the 802.19.1 standard is

to enable the family of 802 wireless standards to most effectively use TVWS by providing

standard coexistence methods among dissimilar or independently operated TVWS networks

and dissimilar TVWS devices [123]. This standard addresses coexistence issues among IEEE
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802 networks and devices and will also be useful for non-IEEE 802 networks and TVWS

devices. It acts as an interface between coexisting networks, providing functionality related

to identification of 802.19.1-compliant systems (e.g., via registration), obtaining/updating

coexistence information (e.g., from databases), and using intelligent decision making algo-

rithms to facilitate harmonious coexistence (e.g., decide which actions should be taken by

networks to solve coexistence problems).

2.4.2 5 GHz Band: Coexistence between Wi-Fi and LTE-U

Recently, the 5 GHz bands have attracted significant interest for launching new wireless

applications and services because of their favorable propagation characteristics and the rel-

ative abundance of spectrum therein (580 MHz in the U.S., 455 − 605 MHz in Europe,

325 MHz in China [124]). There are proposals from multiple industry stakeholders such as

Qualcomm and others to extend the deployment of LTE-Advanced (LTE-A) to the 5 GHz

U-NII bands by exploiting a number of available technologies, such as carrier aggregation

(CA) and supplemental downlink (SDL) [125, 126]. This so-called pre-standard LTE-U ap-

proach is applicable to regions that do not have a Listen Before Talk (LBT) requirement on

accessing the U-NII bands (e.g., US, China, and South Korea). For instance, CA/SDL can

be used in LTE FDD mode to augment the data-carrying capacity of the downlink from the

LTE eNodeB to the LTE user equipment (UE), thus creating a fat downlink pipe. Control

and management functions, as well as time-critical communications, are likely to continue to

take place over the licensed (“anchor”) channel. In other regions of the world (e.g., Europe,

Japan), regulators require devices that wish to access the U-NII bands to execute the LBT

procedure at the milliseconds scale. Ongoing 3GPP standardization efforts that aim to make

LTE compatible with the LBT procedure are referred to as LAA. The introduction of LTE-U

(or LAA) in the 5 GHz bands will require current and future Wi-Fi technologies operating

in these bands to share spectrum with LTE-U (or LAA) devices.

Coexistence in the 5 GHz bands has been studied in several previous works, which focused
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on different aspects, including channel interference, spectrum sharing, and scheduling. Part

of the challenge is that technologies like Wi-Fi rely on distributed access control mechanisms

whereas technologies like LTE take advantage of operator-centralized control, which propo-

nents of distributed access models argue may give LTE-like technologies an unfair advantage

in accessing the shared spectrum. An investigation of the performance of co-existing LTE and

WLAN on the license-exempt band [127] shows that WLAN technologies hold their trans-

missions when channel interference is detected, while LTE reduces its transmission speed in

order to increase the transmission robustness. Authors of [128] propose to apply the Request-

to-Send/Clear-to-Send (RTS/CTS) protocol to LTE eNodeBs, so that the WLAN networks

do not always yield to LTE transmissions. A large number of related works study spectrum

sharing. Xing et al. [129] propose an adaptive spectrum sharing technique in which LTE

should adjust its subframe configuration periodically to adapt to the traffic load of WLAN

system. Authors of [130] propose spectrum sharing using a spectrum consumption model.

This mechanism considers spectrum management policies, including existing users convey

restrictions to new users, spectrum trading [131], service-level agreement [132], etc. Some

works study the spectrum sharing in unlicensed band using game theory [133, 134]. Yun

et al. [135] propose a new algorithm to decode two interfering cross technology Orthogonal

Frequency Division Modulation (OFDM) signals without alignment in time or frequency.

Although their algorithm allows LTE and Wi-Fi to transmit simultaneously, the proposed

estimation and decoding technology must be applied to each receiver device.

Enabling a fair coexistence between LTE-U and Wi-Fi is challenging due to the disparity

between their MAC protocols and the “greedy” nature of LTE-U. LTE-U adopts a schedule-

based access approach, whereas Wi-Fi uses contention-based random access. Although LTE-

U employs a number of coexistence techniques (e.g., carrier-sensing adaptive transmission

(CSAT)), it still exhibits an inherently more aggressive approach in accessing the spectrum

compared to Wi-Fi. Fairness is critically important in this case as the two coexisting tech-

nologies have the same spectrum access priority.
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2.4.3 5 GHz Band: Coexistence between Wi-Fi and DSRC

Wi-Fi stakeholders in the U.S. have been lobbying the government for access to more spec-

trum in the 5 GHz bands in order to deploy their next-generation technologies, such as

802.11ac and 802.11ax. In response to the rapidly accelerating adoption of Wi-Fi, particu-

larly the burgeoning 802.11ac standard, the FCC issued an NPRM in 2013 [27] that recom-

mends adding 195 MHz of additional spectrum by opening up the ITS band (5.850− 5.925

GHz), where DSRC users are the IUs, to unlicensed devices. Inclusion of the ITS band per-

mits one additional 80 MHz and one additional 160 MHz channel for 802.11ac or 802.11ax.

However, the realization of this scenario requires a careful design of the coexistence frame-

work. The coexistence of ITS applications with Wi-Fi may severely degrade the performance

of the former, especially safety applications that are very sensitive to communication latency

[136]. Moreover, when the ITS band was first allocated in 1999, the FCC’s original intention

was for this band to support DSRC for ITS exclusively, and hence the ITS protocol stack

or the relevant applications designed thereafter were not designed to coexist with unlicensed

devices.

The coexistence of DSRC and Wi-Fi raises a totally different set of challenges than the

ones discussed in Section 2.4.2. In this case, DSRC is the incumbent user, and Wi-Fi is

the secondary user with lower priority. Incumbent protection is a major challenge because

the incumbent users are highly mobile vehicular nodes that utilize spectrum in a dynamic

manner in spatial and temporal dimensions. The difficulty of the problem is exacerbated

by the fact that 802.11ac/802.11ax has a distinct advantage over DSRC in accessing the

spectrum due to its shorter interframe space (IFS) values, which could have a very negative

impact on the communication latency of DSRC safety applications.
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2.4.4 Coexistence in Spectrum Bands above 6 GHz

Due to the scarcity of spectrum at frequencies below 6 GHz, the use of higher frequencies

such as those in the mmWave bands has been proposed for 5G cellular systems. In general,

mmWave communication systems cause less interference to neighboring cells operating in the

same frequency bands compared to communication at lower frequencies [137]. The noise-

limited behavior inherent in mmWave communication systems may allow them to share the

spectrum without any prior coordination. However, the requirement of highly directional

and adaptive transmissions, directional isolation between links, and significant possibilities

of outage have strong implications on multiple access, channel structure, synchronization,

and receiver design [138]. In this regard, several industry stakeholders and regulatory bodies,

including IMT-2020 in China, OfCom in the UK and FCC in the US, have been actively

seeking comments and proposals regarding coexistence mechanisms for bands above 6 GHz

[35, 54].

2.5 Security and Privacy Issues

In the preceding two sections we discussed the important challenge of managing interfer-

ence. Many of the mechanisms discussed relied on the collection, analysis, and sharing of

information about the radio environment and spectrum usage in order to ensure efficient

collective use of the spectrum. Much of this information has the potential to pose a threat

to the confidentiality and privacy of spectrum users. For example, unauthorized access to

the location, technical capabilities, or usage behavior of SUs or IUs could pose a significant

threat to users strategic interests and privacy. In this section, we turn to another important

challenge: the need to protect the privacy and confidentiality of information collected as a

byproduct of spectrum management.

For example, the use of spectrum databases offers a pragmatic approach for enabling spec-

trum sharing between government (IU) and commercial users (SUs), but at the same time, it
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incurs a number of security and privacy concerns by unintentionally facilitating the collection

and aggregation of sensitive information by adversial SUs [139]. Examples include threats to

the operational security (OPSEC) of the incumbents (e.g., Naval radar systems), privacy of

the SUs (e.g., by potentially enabling location-tracking of individuals), and attacks targeting

the SAS infrastructure.

2.5.1 OPSEC Threats to the Incumbents and Countermeasures

Although using geolocation databases is a practical and cost-effective approach for enabling

spectrum sharing, it poses a potentially serious OPSEC problem. SUs (queriers), through

seemingly innocuous queries to the database, can infer operational attributes (e.g., location,

type, times-of-operation, antenna attributes, receiver sensitivity, etc.) of the incumbents, and

thus compromise their OPSEC [139]. Figure 2.6 illustrates this threat, which is referred to as

an inference attack. A malicious user can infer the sensitive data of incumbents even if the

database does not directly reveal such information. When incumbents are federal government

systems, including mission-critical military systems and public-safety entities, such as in

the U.S. 3.5 GHz band, this breach of incumbents’ OPSEC is a critical issue. Although

potentially less serious, OPSEC concerns may arise among commercial users who may be

concerned about access to strategically sensitive information by competitors or threats to

the privacy of their customers from unauthorized access to database information.

The problem of incumbents’ OPSEC cannot be adequately addressed by tightly controlling

access to the database because: i) all SUs need to access the database to realize spectrum

sharing, and ii) identifying malicious SUs is challenging, especially when they are inside-

attackers (i.e., legitimate/authorized users performing illegitimate/unauthorized actions).

A more viable approach may be to “obfuscate” the information revealed by the database

in an intelligent manner such that a certain level of OPSEC is assured while supporting

efficient use of the spectrum [63]. Several obfuscation schemes, such as perturbation, trans-

figuration, k-anonymity and k-clustering, are proposed in [139]. Differential privacy [140] is
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Figure 2.6: Indirect information access via inference channel.

another emerging privacy-preserving paradigm that provides a semantic privacy model with

strong protection guarantees: it captures the amount of disclosure that occurs due to the

publication of sensitive data in addition to mandating how the published data should look.

A generalization of differential privacy, called “geo-indistinguishability”, has been studied

in [141, 142] for protecting the location privacy of users in the context of location based

services.

2.5.2 Privacy Threats to the SUs and Countermeasures

Another issue in database-driven spectrum sharing is the privacy of SUs. Since SUs need to

send their operational attributes (e.g., identity, location, antenna parameters, etc.) to the

database for obtaining the spectrum availability information in their region, their privacy

may be threatened by an untrustworthy/semi-trustworthy database. An example of such

a database is a compromised SAS that is managed by a commercial entity, which provides

accurate spectrum availability information but may misuse the querier’s information for

its own benefit. An untrustworthy or a compromised database can directly infer a SU’s
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information including its spectrum usage habits, device type, times of operation, mobility,

etc. [143]. One way to counter this threat is to use a two-way authentication protocol

between the SAS and the SU—it enables both the SAS and the SU to authenticate each other.

Homomorphic encryption-based private information retrieval [144] is another approach for

accessing data privately from an untrustworthy/semi-trusted database. Other techniques

that have been studied in the context of LBS to preserve the users’ location privacy include

sending a space- or time-obfuscated version of the users’ actual locations [145, 146], hiding

some of the users’ locations by using mix zones [147], sending fake queries, indistinguishable

from real queries, issued from fake locations to the database [148], and applying k-anonymity

[149] to location privacy.

2.5.3 Security Threats to the SAS and Remedies

In addition to aforementioned threats to the security and privacy of the IUs and the SUs,

there are other security concerns associated with database-driven spectrum sharing. One

such concern is the threats against the infrastructure that govern spectrum access and sharing

(i.e., SAS or SAS-like infrastructure). Similar to the Internet’s DNS (Domain Name System),

it is expected that several physical SASs will be networked together to form a region-wide

infrastructure. Therefore, some of the security threats against DNS servers may be applicable

to the SAS as well. A malicious user may modify its own device to masquerade as another

certified device. An attacker can spoof a spectrum database and can modify/jam the query

sent by another device or modify/jam the database-response that was intended for some

other legitimate device. Adversaries can maliciously alter the contents of the SAS (a.k.a.

SAS poisoning). Malicious groups may redirect a legitimate SAS’s traffic to another bogus

server (a.k.a. SAS pharming). Similarly, denail-of-service to the legitimate SUs can be

caused by bombarding a large number of bogus queries to the SAS [63].

Most of the aforementioned security threats may be addressed by implementing a two-way

encrypted authentication between the SAS and the SU (querier). Authentication thwarts
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masquerade and database spoofing attacks. Cryptography-based integrity protection mech-

anisms (e.g., message authentication codes) prevent adversaries from modifying spectrum

queries/responses without being detected, and the same applies to the unauthorized mod-

ification of the SAS contents. In terms of countering threats to the availability of SAS,

maintaining redundancy in the SAS’s contents is one straightforward technique. The effi-

cacy of this technique has been demonstrated in several attack incidents of the past, including

the distributed-denial-of-service (DDoS) attack that was launched against DNS root servers

in October of 2007 [150].

2.6 Open Problems and Research Challenges

While radio and networking technical capabilities have improved substantially and while

promising reform initiatives are underway enabling progress toward realization of the DSA

vision articulated earlier, much remains to be done. New radio capabilities breed new de-

mands for access to spectrum, and the continuing process of technical, market, and policy

innovations is continuously creating new SUs seeking access to spectrum. There are a num-

ber of open challenges in both the technological and policy domains. Some of these are

discussed in the following subsections and summarized in Table 2.1.

2.6.1 Spectrum Efficiency and Access

One of the key challenges in dynamic spectrum sharing is the effective management of spec-

trum resources. It requires advancements in allocation and assignment mechanisms that not

only facilitate spectrum sharing, but also support measurement and dynamic assessment of

the costs and benefits of sharing. It is a multidisciplinary challenge that requires a joint

engagement of technical, economic and policy perspectives [151]. Further research is needed

to develop and advance our ability to quantify spectrum efficiency, harmful interference,

spectrum value and fair access to the spectrum.
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Table 2.1: Open problems and research challenges in dynamic spectrum sharing

Category
Open Problems and Research

Challenges

1. Spectrum
allocation/assignment and

spectrum management

• New access paradigms and protocols for efficient
spectrum use.
• Models that incentivize incumbents to share their li-

censed spectrum or to relocate to other bands.
• Sharing between commercial and non-commercial

users (e.g., federal-commercial sharing).
• Models and techniques, including dynamic spectrum

markets/auctions, for assignment of spectrum.
• Frameworks for defining dynamic and flexible incum-

bent protection zones.
• Approaches for incorporating real-time sensing re-

sults with database-driven spectrum sharing.

2. Metrics to quantify
spectrum usage

• Quantifying spectrum efficiency, value of spectrum
and fair access to the spectrum.
• Defining techniques and standards for spectrum mea-

surement.
• Quantitative definition of harmful interference, and

its applications.
• Quantifying receiver performance in real-world spec-

trum sharing environment.
• Tools for evaluating the economic and technical

trade-offs in spectrum sharing.

3. Interference
management and

coexistence

• Techniques for enabling harmonious coexistence be-
tween heterogeneous wireless technologies.
• Adaptive modulation schemes to enable coexistence

and interference mitigation.
• Realistic propagation models for frequencies that are

being considered for new applications.
• Mathematical models of interference and techniques

for mitigating interference.
• Models for radio system performance with trade-off

assessment capabilities.
• Interference-tolerant waveforms and protocols.
• Techniques and policies for protecting passive IUs.
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Category
Open Problems and Research

Challenges

4. Security and
enforcement

• Vulnerability studies of flexible spectrum access sys-
tems and development of countermeasures.
• Investigating the trade-off between OPSEC and im-

plementation complexity in spectrum sharing.
• Hardware and software technologies for enforcing

spectrum sharing rules.
• Techniques and policies for identifying, adjudicating

and punishing non-compliant radio devices.
• Defining property rights, and mechanisms to enforce

those rights.
• Automated enforcement mechanisms and compliance

certification methods.

5. Radio hardware and
software

• Reconfigurable radio hardware, including antennas,
amplifiers, filters, tuners, etc.
• Improvements in smart radio architectures that sup-

port high dynamic range for wideband operation.
• Radio hardware that supports operation in the mil-

limeter wave band.
• Designing low-power or energy-harvesting devices for

sustainability.
• Hardware that provide improved geolocation,

direction-finding and interference nulling capabili-
ties.
• Clearly defined metrics for quantifying advances in

radio hardware and software.

6. Protocols and standards

• Frequency-, space-, and time-cognizant protocols
that dynamically leverage multi-functional radio
hardware and software.
• Standards that support pre-emptive spectrum access

for emergency services.
• Protocols and standards for carrier aggregation.
• Database-access-protocols for database-driven shar-

ing.
• Standards for radio propagation measurement for dif-

ferent bands.
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Category
Open Problems and Research

Challenges

7. Experimentation, testing
and standardization

• Development of advanced and adaptable test beds
using advances in hardware, software and policy.
• Virtual test beds, including the use of computer sim-

ulations, to model and assess coexistence techniques
in large-scale spectrum sharing scenario.
• Proofs-of-concept demonstrations covering a variety

of bands, applications and geographical areas.
• Standardization of current/future test beds.

8. Policy, regulatory and
economic issues

• Service level agreements for negotiated sharing.
• Understanding the possible impact of new radio tech-

nologies on health and environment.
• Risk assessment techniques for evaluating when and

how to share the spectrum between users.
• Strategies for designing dynamic spectrum auctions

and markets.
• Assessment of economic trade-offs in incentivizing

spectrum sharing under multiple scenarios.
• Strategies to inventivize spectrum sensing.
• Devising economic models and processes that can op-

erate on huge datasets of wireless feedback, rapidly
assess spectrum usage, and adjust spectrum sharing
parameters in real-time.
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To increase the resolution of spectrum availability and utilization, there is a need to augment

the spectrum database content with real-time sensing results [152]. Advanced spectrum sens-

ing techniques are needed to quickly and accurately identify transmission opportunities over

a very wide spectrum pool that may host a large number of different wireless services. How-

ever, designing a framework that enables the marriage of database-driven and sensing-driven

spectrum sharing approaches remains an open problem. Furthermore, sharing between users

with different access-priorities confront novel challenges that demand study of new access

paradigms and protocols, dynamic and flexible incumbent protection zones, and adaptive

models for spectrum allocation and assignment. We summarize open research challenges

related to spectrum efficiency and access in Category 1 and 2 of Table 2.1.

2.6.2 Coexistence and Interference Management

Facilitating harmonious coexistence among heterogeneous wireless technologies is another

challenge in dynamic spectrum sharing (see Category 3 of Table 2.1). First and foremost,

specific metrics need to be established for assessing how well devices are coexisting together.

There is also a need to develop modulation schemes that adapt in concert with other system

components to enable interference mitigation/avoidance. Realistic propagation models, in-

cluding inferential models (models that allow the prediction of signal loss at one frequency

from measurements at other), for frequencies that are being considered for new applications

enable regulators and policy makers to foresee the merits of coexistence in both technological

and non-technological aspects.

Future spectrum sharing scenarios require coexistence among secondary users of the spec-

trum (e.g., LTE-U and Wi-Fi in the 5 GHz band). Facilitating SU-SU coexistence requires

the development of techniques that have not been studied before. For example, even with

TV white space systems using database approaches, the issue of how multiple white space

networks might co-exist and coordinate with each other is yet to be explored [117]. The

databases inform the radios which TV channels are available—they say nothing about other
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data networks that might be trying to use the available TV channels.

Moreover, spectrum coordination or cooperation between disparate networks, such as a gov-

ernment network as an IU and a commercial mobile network as a SU, as required in U.S.

3.5 GHz band, is just in the beginning phase. Sharing between government and commercial

entities will require innovations in technology as well as in business, administrative, and

market institutions and practices. Special-purpose wireless systems may be difficult to ac-

commodate within bold new spectrum-use models because of fundamental limitations on

frequency agility due to basic operational requirements, extreme sensitivity to interference,

or potentially drastic consequences due to failure of a radio frequency link. Innovative so-

lutions for accommodating such systems are needed. These systems may include medical

devices, surveillance, remote sensing, and passive systems such as radio telescopes. Further-

more, coexistence with legacy systems is an additional challenge because of backward and

forward inter-operability and compatibility.

2.6.3 Hardware, Software, Protocols and Standards

Improving spectral efficiency and radio configurability for hardware and software-defined ra-

dios is crucial for enabling the commercialization of appropriate spectrum sharing customer

and network equipment. This requires advancements in smart radio architectures that sup-

port high dynamic range for wideband operation. New technologies and applications above

6 GHz are a promising emerging area. Designing power efficient radios that support high

bandwidth and multi-antenna applications is another challenging problem that needs to be

addressed.

New advances in the areas of radio hardware, software, signal processing, protocols and access

theory need to be developed such that they will work in concert, flexibly and over time to

support wireless technologies of diverse needs. Fundamental limits in these areas also need

to be explored. There is also a need to design hardware that provide improved geolocation

capabilities for indoor applications, direction-finding and interference-nulling capabilities.
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For sustainability, research should focus on designing low power energy-harvesting devices.

Besides hardware, there is a need to develop simulation tools and software for evaluating

the efficiency and scalability of newly proposed architectures. Frequency-, space-, and time-

cognizant protocols need to be developed for improving the spectral efficiency. Standards

need to be defined for technologies such as carrier aggregation, database-access-protocol and

radio propagation measurement for different bands. These issues are outlined in Category 5

and 6 of Table 2.1.

2.6.4 Security and Enforcement

The successful deployment of new spectrum access technologies, such as cognitive radios,

and the realization of their benefits will partly depend on the placement of essential security

mechanisms in sufficiently robust form to resist misuse of the technologies. The emergence

of new spectrum access technologies and spectrum utilization paradigms raise new security

challenges that have not been studied previously. Vulnerability studies of flexible spectrum

access systems and development of countermeasures is central to realizing effective spectrum

sharing.

There is a need to study obfuscation techniques that meet the OPSEC requirements of incum-

bent users, especially military users, while enabling efficient spectrum utilization. Studies

must also focus on thwarting threats against the infrastructure that govern spectrum ac-

cess and sharing. Furthermore, regulators and policy makers need to understand what data

from spectrum usage can be collected and analyzed to assess spectrum utilization without

infringing on the users’ privacy. Note that more reliable and effective enforcement regimes

often result in greater infringement of the user’s privacy rights. Multidisciplinary research

efforts are needed to study this issue, and to explore the technical and sociological solution

approaches for balancing the two, seemingly opposing, goals of enforcement and privacy.

Frequency agile radios combined with compliance and enforcement requirements necessitate
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research in the following areas: (i) automating the detection and identification of interfer-

ence sources; (ii) creating mechanisms for rapidly enforcing policy changes on radio devices;

(iii) evaluating the sociology of privacy, enforcement mechanisms, and potential penalties;

and (iv) evaluating the economic trade-offs in ex-ante and ex-post mechanisms. As wireless

systems become more advanced, certifying new wireless devices (especially those which are

based on software defined radio) for compliance becomes non-trivial because of the radio’s

reconfigurable and frequency-agile nature [153, 154, 155]. Beyond certification, monitoring

will be needed to ensure that deployed systems are in compliance, and when they are not,

enforcement procedures will be needed to remedy the problems. Some of the open prob-

lems and research challenges related to spectrum enforcement, compliance and security are

enumerated in Category 4 of Table 2.1.

2.6.5 Experimentation, Testing and Standardization

To ensure that the new technologies will not cause harm to legacy systems, are robust and

secure, and are efficient users of the spectrum, testing of new technology through large-

scale experimentation is essential. Such testing will also prove helpful in raising stakeholder

trust that the new sharing approaches will work as promised. This requires new tests,

measurement solutions, standards and regulatory validation. Measurements and metrics to

establish existing and future levels of spectrum occupancy and efficiency will also be required.

Development of advanced and adaptable test beds using advances in hardware, software and

policy; proof-of-concept demonstrations; and standardization of current/future test beds

are imperative to assess the performance of new technologies. Open problems related to

experimentation, testing and standardization are listed in Category 7 of Table 2.1.
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2.6.6 Regulatory and Policy Challenges

Beyond technical issues, there are also policy-domain challenges in dynamic spectrum shar-

ing. Future sharing systems may employ dynamic spectrum markets in which primary li-

censees can sell spectrum access to SUs on a temporary basis. There exists a need for inter-

disciplinary research in the areas of market- and non-market-based mechanisms for spectrum

access and usage to efficiently organize the sharing of scarce spectrum resources. For spec-

trum markets to work efficiently, there has to be sufficiently liquid supply and demand of

spectrum resources to make it worthwhile incurring the transaction costs associated with

administering and making use of the markets. Thus, it is also important to consider how to

enhance the value of spectrum to SUs. For instance, sharing might only be of a little value

if an IU needs arbitrary access to the spectrum because this prevents SUs from predicting

the availability of spectrum.

Market barriers (e.g., transaction costs, lack of incentives, strategic concerns) and limited

availability of information (e.g., unavailability of federal-IUs’ operational parameters) all

pose policy challenges for realizing the potential of spectrum sharing. Other challenges

include authorization constraints (e.g., regulatory and policy requirements); and lack of

incentives for incumbents to share (e.g., incumbents may see future spectrum sharing only

as a threat to their own use) [11]. Also, there are issues related to health and environmental

ramifications of emerging technologies. Interdisciplinary collaboration among researchers of

diverse backgrounds is crucial in addressing these challenges.

Finally, the design of radio systems is inherently cross-disciplinary since the technologies are

only a part of the larger system which includes the stakeholders, markets, and institutional

frameworks within which those technical systems operate and evolve. The technologies,

business models, markets, and regulatory frameworks need to co-evolve. Category 8 of Table

2.1 outlines some of the policy, regulatory and economic challenges in dynamic spectrum

sharing.
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2.7 Chapter Summary

This chapter has provided a comprehensive review of important trends, regulatory reform

initiatives, and research challenges that are part of the ongoing systematic efforts to bring

about fundamental changes to how we manage and utilize radio spectrum. Most of the

legacy spectrum regimes employed throughout the world are overly static and inflexible,

making it difficult, if not impossible, to utilize spectrum to its full potential in an effi-

cient manner. Dedicated exclusive-use assignments, premised on archaic notions of radio

technology, reduced incentives to use spectrum efficiently and contributed to problems of

artificial scarcity, thereby impeding growth and innovation in wireless services and technolo-

gies. The future needs to embrace more dynamic models of spectrum sharing, or Dynamic

Spectrum Access (DSA), in which spectrum may be shared along multiple technical dimen-

sions (e.g., frequency, time, space, and direction) and across multiple usage contexts (e.g.,

commercial/government, legacy/new, licensed/unlicensed, or multiple classes of spectrum

rights holders). Realizing this DSA vision requires the co-evolution of technical, regulatory,

and business models for managing how spectrum usage rights are administered and enforced.

Rendering traditional mechanisms such as static exclusion zones more dynamic [70], incor-

porating database technologies, and augmenting those with sensing capabilities represent

distinct but complementary steps on the path to dynamic spectrum sharing.



Chapter 3

TESSO: An Analytical Framework for

Exploring Spatial Sharing

Opportunities

3.1 Introduction

The accurate prediction of radio propagation path loss plays a crucial role in realizing ef-

fective spatial spectrum sharing, particularly in the context of geolocation database (GDB)-

driven spectrum sharing. In GDB-driven spectrum sharing, such as sharing dictated by

a Spectrum Access System (SAS)1, a spectrum management entity first computes the ex-

pected co-channel interference that a prospective SU may cause to the IU. To compute the

expected interference, the SAS uses an appropriate radio propagation path loss model2 as

well as information such as the SU’s and the IU’s geo-locations, their antenna parameters

and the SU’s transmit power. The result of this analysis is then combined with informa-

1The Spectrum Access System is the term used in the recent FCC and NTIA documents to denote a
network of databases and spectrum managers deployed to enable dynamic spectrum sharing.

2A radio propagation model is an empirical mathematical formulation for the characterization of radio
propagation path loss as a function of frequency, distance and other parameters.
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tion about the IU’s interference protection criteria to compute spectrum availability at the

prospective SU’s location. If the estimated aggregate interference to the co-channel IU is

below its interference tolerance threshold, the SU is allowed to transmit in the co-channel;

otherwise not. To fully reap the benefits of spectrum sharing, an accurate propagation anal-

ysis is desired. A propagation analysis that over-estimates path loss between the SU and

the IU will under-estimate the potential for co-channel interference, providing inadequate

interference protection for the IU. In contrast, an analysis that under-estimates the path loss

will unnecessarily preclude SUs from taking advantage of fallow spectrum.

Often times, in spectrum sharing, multiple SUs share the spectrum with an IU. For example,

in the three-tiered sharing architecture of the U.S. 3.5 GHz band, multiple Priority Access

Licensed (PAL) users and General Authorized Access (GAA) users share the band with an

incumbent ship-borne radar [5]. Here, the interference power received at the IU is not just

the interference caused by a single SU, but in fact, it is the aggregate interference caused by

multiple SUs. To ensure harmonious coexistence, the spectrum manager of a purely GDB-

driven spectrum sharing ecosystem should estimate the aggregate interference, and allow an

entrant SU to transmit in the co-channel only if doing so does not cause harmful interference

to the IU.

Studies have shown that the use of terrain-based propagation models, such as Irregular Ter-

rain Model (ITM) in point to point (PTP) mode3, improves the efficacy of spectrum sharing

because such models accurately estimate the path loss in a communication link [156]. For

example, in June 2015, the National Telecommunications and Information Administration

(NTIA) published a report that shows that the exclusion zone4 of IUs in the 3.5 GHz band

can be reduced by up to 70% when legacy propagation models are replaced by terrain-based

propagation models such as ITM-PTP model [13]. However, using ITM-PTP for character-

izing aggregate interference caused by multiple SUs might not be viable for several reasons.

3The ITM in PTP mode is the most popular terrain-based propagation model in use today.
4An exclusion zone is the area around an IU where co-channel/adjacent-channel transmissions from SUs

are prohibited.
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First, ITM-PTP model is computationally intensive and data hungry due to the consider-

ation of detailed environmental parameters in path loss computations. Therefore, when N

SUs are likely to share the spectrum with an IU—i.e., when N interferers possibly contribute

to the aggregate interference at the IU—computing the aggregate interference requires N

ITM-PTP path loss computations, which requires very long processing time when N is large.

Second, ITM-PTP requires accurate geo-locations of SUs which might not be available in

some spectrum sharing scenarios (e.g., the precise locations of SUs might not be available

when they are mobile, or when they obfuscate their geo-locations for achieving location

privacy).

Due to the aforementioned limitations of ITM-PTP, an alternative approach, or an analytical

tool, for characterizing the aggregate interference is desirable in some spectrum sharing

scenarios. The tool should be able to accurately estimate the aggregate interference in a

computationally efficient manner, and it should be effective even when precise geo-locations

of SUs are not available. In this chapter, we propose an analytical tool that we refer to as

Tool for Enabling Spatial Spectrum Sharing Opportunities (TESSO). TESSO is a tool that

can be employed by a central spectrum management entity (such as a SAS) to perform real-

time estimates of the SUs’ aggregate interference power, which is the key parameter needed

to perform spectrum access control (i.e., control which and how many SUs are allowed to

access spectrum). The main features of TESSO are summarized below:

• TESSO enables us to analytically model the aggregate interference caused by SUs (as

measured at an IU). Using the mathematical model for aggregate interference, TESSO

effectively facilitates GDBs to identify spatial spectrum sharing opportunities around

an IU.

• TESSO is computationally efficient, and it can be implemented by a SAS ecosystem in

real-time to compute the maximum number of SUs, say N , that can be safely allowed to

co-exist with an IU. To compute N , TESSO does not require the precise geo-locations

of the SUs.
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• The performance of TESSO, in terms of spectrum utilization and incumbent protection,

is comparable to that of computationally intensive terrain-based propagation models,

such as ITM-PTP.

The road map of the rest of the chapter is as follows. In Section 3.2, we discuss the prelimi-

naries. In Section 3.3, we demonstrate the effectiveness of terrain-based propagation model

in enabling spatial spectrum sharing opportunities and illustrate how ITM-PTP mode en-

sures the protection of IU from aggregate interference caused due to SUs. Later, in Section

3.4, we introduce and provide details of TESSO. Case studies for evaluating the performance

of TESSO are presented in Section 6.6. Finally, Section 5.8 concludes the chapter.

3.2 Preliminaries

3.2.1 Irregular Terrain Model

The ITM is a radio propagation model, which predicts tropospheric radio transmission loss

over irregular terrain for a radio link [157]. It is designed for use at frequencies between 20

MHz and 20 GHz, and for path lengths between 1 km and 2000 km. ITM estimates radio

propagation loss as a function of distance and other system and environmental factors such

as variables in time and space. Radio propagation loss is computed based on electromag-

netic theory, and signal loss variability expressions are derived from comprehensive sets of

measurements. ITM is both data and computationally intensive. There are two modes of

operation of ITM: (i) Area prediction (ITM-AP) mode, and (ii) Point-to-point (ITM-PTP)

mode.

In the ITM-AP mode, the term “area” is described by the terrain irregularity parameter,

∆h, and the effective antenna heights of the system. The suggested values of ∆h for different

terrains are given in [158]. Based on ∆h and other parameters, the ITM-AP mode predicts

the path loss between any two given points. In contrast, the ITM-PTP mode takes into
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account the actual obstructions between the transmitter and the receiver. To make its pre-

dictions, the ITM-PTP mode incorporates the principal determinants of radio propagation

over irregular terrain paths, which include [159]:

• the amount by which the direct ray clears terrain prominences or is blocked by them;

• the position of terrain obstacles along the path;

• the strong influence of the degree of roundness of these terrain features; and

• the apparent earth flattening due to atmospheric refraction.

The ITM-PTP mode relates the statistical variance of terrain elevations to classical diffrac-

tion theory, and predictions made by the model agree closely with the measured data. Com-

parison with actual propagation measurements validates that path loss values calculated by

the ITM-PTP mode are quite accurate; and moreover that the accuracy of the ITM-PTP

mode is as good as or better than that achieved by alternative procedures [159]. In this chap-

ter, we synonymously use the term terrain-based propagation model to refer to the ITM-PTP

model.

3.2.2 Aggregate Interference

When multiple SUs share the spectrum with an IU, the interference power received at the

IU is not just the interference caused by a single SU, but it is the aggregate interference

caused by multiple SUs. A successful design and deployment of dynamic spectrum access,

therefore, requires an accurate model for characterizing the aggregate interference. This

characterization feeds into the design of transmission policies for SUs and protects IUs from

SU-generated interference.

To characterize the performance of IUs in dynamic spectrum access, a detailed analysis of the

aggregate interference needs to be done. In practical networks, a multitude of factors must
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be considered together in order to arrive at an accurate statistical model for the aggregate

interference. Aggregate interference depends on propagation characteristics of the channels

between the SUs and the IU, such as path loss, shadowing and fading, and also on the

transmit power control scheme used by the SUs. Terrain characteristics in the link between

the SUs and the IU also affect the distribution of aggregate interference. Furthermore, the

number of SUs that transmit and their locations, themselves are random variables and affect

the aggregate interference.

Given the importance of aggregate-interference modeling in dynamic spectrum access, re-

searchers have studied this topic extensively in the past few years. Some works focus on de-

veloping statistical interference models, while others provide exact analysis and performance

bounds. For example, Bhattarai et. al. in [160] derived an expression for the aggregate

interference by considering a path loss model that is based on exponential path loss and

log-normal shadowing. They showed that the aggregate interference from a fixed number

of SUs, distributed uniformly over a region, can be modeled as a log-normal random vari-

able. In [161], the authors used the method of log-cumulants to approximate the distribution

parameters of the aggregate interference. Ghasemi and Sousa, in [162], developed a statis-

tical model of interference aggregation in spectrum-sensing cognitive wireless networks by

explicitly taking into account the random variations in the number, location and transmitted

power of SUs as well as the propagation characteristics. The authors of [163] suggest that, for

arbitrarily-shaped network regions, the shifted log-normal distribution provides the overall

best approximation for the aggregate interference, especially in the distribution tail region.

In general, these models for aggregate interference are useful not only in characterizing the

performance of dynamic spectrum access networks, but also in designing protection zones

around an IU [160, 164], deploying cognitive radios [165], managing spectrum access control,

etc.
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3.2.3 Exclusion Zones

The notion of an exclusion zone (EZ) is a static spatial separation region defined around

an IU, where co-channel and/or adjacent-channel transmissions by SUs are prohibited. EZs

are the primary ex-ante mechanism employed by regulators to protect IUs from harmful

interference caused by transmissions from SUs. The legacy EZs are conservative and static.

The notion of a static exclusion zone implies that it has to protect IUs from the union of all

likely interference scenarios, resulting in a worst-case and very conservative solution [160].

Since SU operations are prohibited inside an EZ, the conservative design of EZs unnecessarily

limits the SUs’ spatial spectrum-access opportunities.

In its Notice of Proposed Rule Making (NPRM) [166], the Federal Communications Commis-

sion (FCC) acknowledged that the size of an EZ could be significantly reduced if a realistic

propagation model could be used in conjunction with a mechanism to monitor the aggregate

interference caused by SU transmissions. In June of 2015, the NTIA published a technical re-

port summarizing their preliminary analysis on redefining the EZ boundaries for ship-borne

radars in the 3.5 GHz band [13]. Their results show that the size of EZs can be reduced

by up to 70% when legacy propagation models are replaced by terrain-based propagation

models such as the ITM-PTP model.

3.3 Illustrative Example of ITM-PTP Mode

Before introducing TESSO in the next section, here, we provide an illustrative example to

demonstrate the effectiveness of a terrain-based propagation model in discovering spatial

spectrum sharing opportunities. Specifically, we compare ITM-PTP mode—a terrain-based

propagation model— against the ITM-AP mode—a model that does not use details of terrain

in the path loss computations. Later, in Section 6.6, we use these results as a benchmark to

evaluate the relative effectiveness of TESSO in identifying spatial spectrum sharing oppor-

tunities.
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(a) Path loss map (in dB) using ITM-AP mode
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(b) Path loss map (in dB) using ITM-PTP mode
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Figure 3.1: Use of ITM-PTP for discovering SWSs in case study 1. The white dot at the
center represents the IU location. The color map represents the ITM path loss.
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Table 3.1: ITM parameters used in our analysis.

Radio frequency, f 3550 MHz

Polarization Vertical

Surface refractivity 301 N-units

Dielectric constant of ground 15

Conductivity of ground 0.0005 S/m

Radio climate Continental temperature

Let us define an analysis area of approximately 40, 000 square kilometers centered at (36◦,

−77◦) latitude-longitude as shown in Figure 3.1(a). An IU, operating in the 3550 MHz band,

is located at the center of the analysis area. Let us divide the analysis area into square grids,

each with a side length of 0.01◦ (roughly 1 km). Now, using ITM-AP mode along with the

parameters listed in Table 3.1, radio propagation loss is computed from the center of each grid

to the IU. For computing the ITM-AP path loss, we use the terrain irregularity parameter,

∆h = 90 m. The resulting path loss map (in dB) is shown in Figure 3.1(a). The oval shape

of the path loss contours is attributed to the fact that ITM-AP mode does not consider the

exact details of terrain to compute the path loss in the point to point link. Rather, it uses

the average terrain characteristics—defined by ∆h—for path loss computations. For a given

∆h, path loss from a grid to the IU is a function of distance, but not of the actual terrain

in the link connecting the two points.

Figure 3.1(b) shows the path loss contours when ITM-PTP mode is used to compute the

propagation loss for the same map. We used the same parameters as outlined in Table 3.1.

For extracting the terrain details in the path loss computations, we used the Global Land

One-km Base Elevation (GLOBE) database [167]. GLOBE is an internationally designed,

developed, and independently peer-reviewed global digital elevation model, at a latitude-

longitude grid spacing of 30 arc-seconds (3′′). Unlike ITM-AP mode, the path loss contours

obtained by using ITM-PTP mode are highly irregular in shape. The irregularities occur

from the fact that specific terrain details in the point to point link are considered while

computing the propagation loss. Furthermore, the path loss predicted by the ITM-PTP

mode is often larger and more accurate than that predicted by the ITM-AP mode. By
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comparing Figures 3.1(a) and 3.1(b), it is evident that ITM-PTP mode’s ability to produce

accurate path loss estimates can be utilized to identify spatial sharing opportunities, albeit

such an approach would incur a high computational cost.

Suppose that a SU transmits with power Pts = 30 dBm, the receiver antenna gain of the IU

is Gr = 0 dB, the transmitter antenna gain of the SU is Gt = 0 dB, and the interference

tolerance threshold of the IU is Ith = −120 dBm, then the minimum required path loss,

PLmin , for protecting the IU from interference caused by a single SU, ISU , is computed as,

PLmin = Pts +Gt +Gr − Ith = 140 dB.

In general, multiple SUs may operate around an IU. In order to ensure that the aggregate

interference caused by multiple concurrently-transmitting SUs does not exceed Ith, a con-

servative margin of ∆PL = 10 − 20 dB is often added to PLmin [168]. For example, using

∆PL = 20 dB with the aforementioned parameters results in PLmin = 160 dB. Then, using

PLmin , an EZ can be defined around an IU where SU transmissions are prohibited. Figure

3.1(c) shows the resulting EZ. The black oval represents the EZ when the ITM-AP mode is

used to estimate the path loss, whereas the irregular blue contour represents the EZ when

ITM-PTP mode is used. We refer to the spatial region that is inside the EZ defined by the

ITM-AP mode, but outside the EZ defined by the ITM-PTP mode as the spatial white space

(SWS). Based on the assumptions that were made above, an ITM-PTP mode can safely

allow a limited number of SUs, say N , to operate inside a SWS without violating the IU’s

interference protection requirement (i.e., the aggregate interference power received by the

IU does not exceed the interference tolerance threshold).

Now, let us assume that the IUs can operate without noticeable performance degradation if

they are ensured a probabilistic guarantee of interference protection—i.e., an IU’s interference

protection is prescribed as follows: the aggregate interference, Iagg, from SUs is below Ith for
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(1− ε) fraction of the time, where ε is the probability that Iagg > Ith. That is,

P (Iagg ≤ Ith) ≥ 1− ε. (3.1)

Since radio signal propagation is inherently stochastic, the notion of a probabilistic guar-

antee for interference protection is widely accepted. For example, the coverage regions of

TV stations are based on F-curves, which provide a probabilistic guarantee that the signal

reception is above a threshold [169].

Algorithm 1 Evaluating spatial sharing opportunities in SWSs using ITM-PTP path loss
model.

Require: Parameters listed in Table 3.1, IU’s location, GLOBE data, Ith, ε, Pts, and SU
queries from the SWS region.

Ensure: N .
1: Initialize Iagg = 0, and N = 0.
2: for each SU query i do
3: if SU-SU coexistence criteria is satisfied then
4: Compute ITM-PTP path loss, PLITM , using IU’s location, SU’s location, GLOBE

data and parameters listed in Table 3.1.
5: Compute ISU = Pts +Gt +Gr − PLITM , and

Iagg = Iagg + ISU .
6: if Iagg < Ith then
7: Allow the ith SU to transmit.
8: Update N = N + 1.
9: else if Iagg > Ith then

10: Generate a random number, u, between 0 and 1.
11: if u ≤ ε then
12: Allow the ith SU to transmit.
13: Update N = N + 1.
14: return N .
15: else
16: Deny the ith SU’s request to transmit.
17: return N .
18: end if
19: end if
20: end if
21: end for

Before introducing TESSO in the next section, let us discuss a methodology, described by
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Figure 3.2: Modeling a SWS region as annular sectors in case study 1. The color map
represents ITM-PTP path loss.

Algorithm 1, that can be employed by a SAS for evaluating spatial sharing opportunities in

the SWS region. The proposed methodology is an approach for computing the maximum

number of SUs that can be safely allowed to operate in the SWS region while satisfying

Inequality (3.1). Algorithm 1 is based on the computationally intensive ITM-PTP model

that requires the precise locations of SUs. Despite its high computational cost, the use

of ITM-PTP model for path loss computations makes Algorithm 1 effective in accurately

identifying the spatial spectrum sharing opportunities around an IU. In our analysis, the

solution produced by Algorithm 1 represents the ground truth—i.e., it represents the true

number of SUs that can be safely allowed in the SWS region. Later, in Section 6.6, we use the

solution produced by Algorithm 1 as a benchmark for comparing the relative effectiveness

of TESSO.

The methodology described in Algorithm 1 is as follows. When an entrant SU requests for

spectrum access, the SAS uses ITM-PTP path loss model to predict the interference that

is likely to be caused by the SU at the IU and checks if the aggregate interference caused

by SUs is below the IU’s interference tolerable threshold. For computing the interference,
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the SAS uses a querying SU’s location and other transmission parameters; IU’s location and

interference protection requirement; terrain information; and the ITM-PTP propagation

model. The SAS positively acknowledges an entrant SU’s request for spectrum access only if

the Iagg caused by all co-channel SUs, including the requesting SU, in the SWS region does

not violate the IU’s protection requirement. According to Algorithm 1, the SAS allows at

most N SUs to concurrently transmit in the SWS region. The value of N will be different

for each instance of Algorithm 1 as it depends on SU query locations, corresponding path

loss values and the instantaneous value of the aggregate interference.

3.4 TESSO: A Tool for Enabling Spatial Spectrum Shar-

ing Opportunities

The use of realistic terrain-based propagation models is effective for identifying expanded

SWS opportunities, while still providing IUs with appropriate interference protection. How-

ever, the computational complexity inherent in terrain-based propagation models and the

requirement of precise geo-locations of SUs makes it challenging to implement them in real

time systems, such as SAS-driven spectrum sharing. In this section, we describe an an-

alytical tool—namely, TESSO—which is a mathematical framework for discovering SWS

opportunities in a computationally efficient manner, while satisfying the IU’s protection re-

quirement. TESSO is based on a simplified propagation model whose parameters are derived

by characterizing the statistical properties of the radio propagation environment.

From Figure 3.1(c), we can notice that the SWS region is highly irregular in shape. In order

to consider the irregularity of the SWS region while making TESSO analytically tractable,

let us model the SWS region as a union of multiple annular sectors of an oval as shown in

Figure 3.2. We define the term “SWS sector” to refer to each of these sectors. This sectorized

SWS model strikes an appropriate compromise between modeling a realistic SWS region and

limiting modeling complexity. Recall that the EZ boundary indicated by the black oval is
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conservative because it is computed using a propagation model (ITM-AP mode) that does not

consider terrain details in the path loss computations. Therefore, the interference emanated

by SUs operating outside this conservative EZ boundary can be safely ignored. However, in

the SWS sectors, it needs to be ensured that the statistics of aggregate interference caused

by multiple SU transmissions does not violate the IU interference protection requirement.

TESSO protects the IUs by enabling a SAS to carefully control the number of SUs that are

allowed to transmit concurrently in the SWS sectors.

3.4.1 Interference from a Single SU

In order to analyze the interference caused by a single SU, ISU , at the IU, let us consider a

SU operating inside a SWS sector. Also assume that SUs are uniformly distributed inside

the SWS sector. Note that, in practical scenarios, SUs might be distributed non-uniformly,

and such scenarios can be approximated by considering different SU densities in each SWS

sector.

Let us consider a simplified propagation model with exponential path loss and log-normal

shadowing. The path loss exponent, γ, and the variance of log-normal shadowing, σ2, for each

sector can be estimated using a number of approaches; e.g., by using measurement data or

by using estimates from more accurate propagation models. Using a simplified propagation

model, the path loss, PL, to the IU from a SU located d meters away can be expressed as:

PL = a+ b log10 d+ ψ, (3.2)

where, a = PLd0 − b log10 d0, PLd0 is the path loss at a reference distance, d0, in dB, b = 10γ,

and ψ denotes the shadowing coefficient which is log-normally distributed with mean = 0

and variance = σ2.

Now, if Pts denotes the transmit power of SU in dBm, then the interference power received



Sudeep Bhattarai Chapter 3. TESSO 72

by the IU receiver due to transmission from a SU is

ISU = Pts − PL = Pts − (a+ b log10 d+ ψ). (3.3)

When SUs are uniformly distributed in an annular sector, that is defined by R1 and R2 (the

inner and the outer radius respectively), with the IU at the center, the distance between a

SU and the IU is a random variable D whose probability density function (PDF) is given by

Equation (4.3) [170].

fD(d) =
2d

R2
2 −R2

1

, R1 ≤ d ≤ R2. (3.4)

Strictly speaking, the outer and inner boundaries of a SWS sector are defined by arcs of

concentric-ovals (because the Earth is not a perfect sphere), but, for simplicity, we approxi-

mate them as arcs of concentric-circles.

Finally, using transformation of random variables, the PDF of ISU , denoted as fISU (isu), can

be derived as [160]:

fISU (isu) =Ke

(
2(Pts−isu−a) ln 10

b

)
{erf(B)− erf(A)} , (3.5)

where K =
ln 10

b(R2
2 −R2

1)
e

2(ln 10)2σ2

b2

A =
1√
2σ

(
Pts − isu − a− b log10R2 +

2σ2 ln 10

b

)
and B =

1√
2σ

(
Pts − isu − a− b log10R1 +

2σ2 ln 10

b

)
.

Equation (4.7) is valid for any SU operating in any SWS sector. When specific values of a, b,

Pts, σ, R1 and R2 pertaining to the ith SU operating in the jth SWS sector are plugged into

Equation (4.7), the PDF of ISUi,j is obtained. Here, ISUi,j denotes the interference power

at the IU induced by transmission from the ith SU operating in a randomly chosen location

inside the jth SWS sector.

Theorem 3.1. For small ω, where ω = R2

R1
, the PDF of ISU can be approximated as a
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log-normal distribution. The error in approximation increases monotonically with ω.

Proof. Let us rewrite Equation (4.7) as follows,

fISU (isu) =K ′g1(isu)g2(isu), (3.6)

where g2(isu) = erf(g3(isu))− erf
(
g3(isu)− b log10 ω√

2σ

)
, and g3(isu) and g1(isu) are linear and

exponential functions of isu respectively. Here, K ′ is a non-negative constant.

From the definition of the erf function, the plot of g2(isu) can be approximated as a Gaussian

PDF. This approximation is fairly accurate when b log10 ω√
2σ

is small. Restating this in terms of

ω, the Gaussian approximation holds true only for small values of ω. Finally, because the

product of an exponential kernel (g1(isu) has the kernel of an exponential distribution) and a

Gaussian kernel (g2(isu) can be approximated to have the kernel of a Gaussian distribution)

results in another Gaussian kernel, fISU (isu) is a Gaussian PDF.

In most spectrum sharing scenarios, ω is small because most of the SWSs are located near the

R2 boundary. Per Theorem 3.1, the distribution of ISU can be approximated as a log-normal

distribution in such cases.

3.4.2 Aggregate Interference

To adequately protect IUs from the interference from multiple SUs, we must consider the

distribution of Iagg, which is the summation of random variables, ISUi,j , and is defined as

Iagg =
S∑
j=1

N(j)∑
i=1

ISUi,j , (3.7)

where, S denotes the total number of SWS sectors, and N (j) is the total number of SUs in

the jth SWS sector.
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Since ISUi,j can be approximated as a log-normal distribution, Iagg is the summation of log-

normal random variables. It has been shown that the summation of log-normal random

variables can be approximated by another log-normal random variable. Among existing

approximation methods [171, 172, 173, 174], the Fenton-Wilkinson (FW) method [172] is

a simple and computationally efficient algorithm for approximating the mean and variance

of the resulting log-normal distribution. It provides a very good approximation in the tail

region of the resulting complementary cumulative distribution function (CCDF) curve [175].

We employ the FW technique to approximate Iagg because for very small values of ε (e.g.,

0 ≤ ε ≤ 0.1), Inequality (3.1) represents the tail region of the CCDF of Iagg. Recall that we

are interested in the tail region of the Iagg distribution as dictated by Inequality (3.1).

The closed-form solutions provided by FW approximation are given in Equation (3.8) [172]:

σ2
agg = ln


S∑
j=1

Nj∑
i=1

(
e2µi,j+σ

2
i,j(eσ

2
i,j − 1)

)
S∑
j=1

Nj∑
i=1

(
eµi,j+

σ2
i,j
2

) + 1


µagg = ln

 S∑
j=1

Nj∑
i=1

(
eµi,j+

σ2i,j
2

)− σ2
agg

2
,

(3.8)

where µi,j and σ2
i,j denote the mean and variance of individual summand. Similarly, µagg

and σ2
agg are mean and variance of the resulting Iagg distribution.

The above equations are valid for the natural logarithm, and they must be scaled appropri-

ately when working with logarithms to the base of different values (log10 in our case).

3.4.3 Maximum Number of Permissible SUs

Here, we formulate an optimization problem that allows TESSO to compute the maximum

number of SUs that can be safety allowed to operate in each SWS sector. While the objective

is to maximize the spatial sharing opportunities for SUs, there are two primary constraints
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that need to be satisfied: (i) IU interference protection criterion, and (ii) SU-SU coexistence

criterion.

For guaranteeing IU interference protection, TESSO uses properties of the distribution of

Iagg to satisfy Inequality (3.1). For facilitating SU-SU coexistence, suppose that a maximum

of N
(j)
max SUs can co-exist in the jth SWS sector. From here onwards, we refer SU to denote

a cell, such as an LTE cell. In practice, N
(j)
max is computed using SU’s coverage area, its

transmit power, required signal to noise and interference ratio at the SU receiver, terrain,

antenna parameters, etc. However, for simplicity, we assume that SU-SU co-existence is a

function of the total area available for SUs and the area of each SU cell. Particularly, if A(j)

and asu denote the total area of the jth SWS sector and the area of a SU cell, respectively,

then the maximum number of SUs, N
(j)
max, that can harmoniously coexist in the jth SWS

sector can be computed as

N (j)
max =

⌊
A(j)

asu

⌋
. (3.9)

Using Equation (3.9), TESSO enables SU-SU coexistence by enforcing an upper bound on the

maximum number of SUs that can operate in each SWS sector. Finally, TESSO formulates

the optimization problem defined by Equation (4.20) to find the optimum value of N (j) for

each SWS sector.

Maximize : N =
S∑
j=1

N (j)

subject to : P

 S∑
j=1

N(j)∑
i=1

ISUi,j ≤ Ith

 ≥ 1− ε

0 ≤ N (j) ≤ N (j)
max, j = 1 . . .S

(3.10)

The above optimization problem can be readily solved using Genetic Algorithms [176].

Recall that Algorithm 1 and TESSO are two different approaches for identifying and evalu-

ating the spatial sharing opportunities around an IU. While Algorithm 1 is computationally

expensive (because it is based on ITM-PTP model) and requires the precise geolocations of

SUs, TESSO is computationally efficient and works effectively even when the precise geoloca-
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tions of SUs are not available. We shall provide a detailed comparison of the computational

complexity of Algorithm 1 and TESSO in Section 3.5.3.

3.5 Evaluation of TESSO

In this section, we conduct two independent case studies to evaluate TESSO. In both studies,

we analyze the performance of TESSO in identifying spatial spectrum sharing opportunities

around an IU while ensuring protection of the IU from aggregate interference caused due

to SUs. To evaluate the relative effectiveness of TESSO, we compare it against Algorithm

1, which is an approach for identifying spatial spectrum sharing opportunities in the SWS

region based on the computationally intensive ITM-PTP model that requires the precise

locations of SUs. In our analysis, the solution produced by Algorithm 1 represents the ground

truth; it accurately computes the maximum number of SUs that can be safely allowed to

transmit in the SWS region. On the other hand, TESSO estimates this value in a much

more computationally efficient manner without requiring knowledge of the precise locations

of SUs.

The set-up for our case studies is as follows. Case study 1 represents a scenario where an

IU is located at (36◦,−77◦) near Norfolk, Virginia. Case study 2 represents a scenario in

which an IU is located at (27.5◦,−81.8◦) near Fort Green, Florida. In each of these studies,

we evaluate spectrum sharing opportunities around the IU’s location. In both cases, the

terrain around the IU is devoid of high mountains but is not completely flat. In terms of

clutter—which is one of the key factors that characterize the propagation of radio signals—,

these two case studies represent two different scenarios. The first case study considers an

area that has high clutter due to the presence of dense forests in the vicinity of the IU,

whereas in the second case study, the region around the IU has much lower clutter due to

the lack of vegetation.

Henceforth, a SU refers to a square SU cell of side 2 km with a transmitter at the center and
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a receiver at the edge of the cell. To compute the link capacity of a SU in units of bps/Hz,

we use Shannon’s channel capacity formula:

CSUi,j = log2(1 + SINRi,j). (3.11)

where, CSUi,j and SINRi,j denote the link capacity in bps/Hz and the signal to interference and

noise ratio of the ith SU that operates in the jth SWS sector. Here, the term “interference”

refers to the sum of all other inferring signals, including those from co-channel IU transmitter

and other co-channel SU transmitters, at the SU receiver of interest.

Finally, we use a metric called Area Sum Capacity (ASC) for quantifying spectrum utilization

efficiency. ASC represents the sum of CSUi,j for all N SUs that harmoniously coexist with

the IU in the same channel.

ASC =
S∑
j=1

N(j)∑
i=1

CSUi,j . (3.12)

In both case studies, we follow the following steps:

i Define a SWS region based on the path loss map around the IU.

ii Run multiple instances of Algorithm 1 and calculate average values of N and ASC.

These values serve as a benchmark against which we shall later compare the perfor-

mance of TESSO.

iii Model the SWS region as a union of multiple annular sectors of a circle, and use TESSO

to analytically compute N and ASC.

iv Compare N and ASC values obtained from TESSO against the benchmark values

obtained in step ii. Check whether TESSO’s solution satisfies the IU’s interference

protection requirement.
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Figure 3.3: Distributions obtained by using ITM-PTP for case study 1.

3.5.1 Case Study 1: Norfolk Region

As explained above, first, we use Algorithm 1 to compute the total number of SUs, N ,

that can be safely allowed to transmit in the SWS region shown in Figure 3.1(c). The IU

protection criteria is defined by Inequality (3.1) where Ith = −120 dBm and ε = 0.1. Then,

multiple instances of Algorithm 1 are run to obtain the empirical distributions of Iagg, N ,

and ASC. Figure 3.3 summarizes the results. As expected, the distribution of Iagg shows

that the probabilistic guarantee of interference protection to the IU is satisfied. From the

plots, we can also observe that N and ASC have skewed Gaussian distributions with mean

values of 41.50 and 36.70 bps/Hz respectively.

Next, we evaluate the performance of TESSO in finding the spatial sharing opportunities in

the SWS sectors. Let us define a sectorized SWS as shown in Figure 3.2 which approximately

covers the SWS region of Figure 3.1(c). First, we use Equation (4.7) to characterize the
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distribution of ISU in each SWS sector. The values of γ and σ for each SWS sector are

estimated by using samples of the true path loss values (in the absence of measurement

data, we assume that ITM-PTP path loss is the true path loss). Then, the distribution of

ISU is approximated as a log-normal distribution. Finally, the optimization problem defined

in (4.20) is solved to obtain an optimal value of N using Matlab’s genetic algorithm solver.

Figure 3.4(a) shows that the log-normal approximation for the distribution of ISU in a SWS

sector closely resembles its true distribution (obtained by using ITM-PTP path loss values).

The log-normal approximation for ISU distribution is obtained by first finding the weighted

least-squares (WLS) values of γ and σ (parameters of the simplified path loss model) using

the true path loss samples, and then using Theorem 3.1. For computing γ and σ using

WLS, TESSO assigns large weights to smaller path loss values. Doing so ensures that the

log-normal approximation matches the tail region of the true distribution of Iagg.

In Figure 3.4(b), we compare the true distribution of Iagg against the one predicted by

TESSO. The true distribution is obtained by using the solution of optimization problem given

in Equation (4.20) and the true path loss values (obtained from the ITM-PTP model). The

plots show that TESSO accurately approximates the true distribution. More importantly,

TESSO satisfies the IU’s protection requirement.

Figure 3.4(c) demonstrates the effectiveness of TESSO in identifying SWS opportunities. To

make a fair comparison between TESSO and the ITM-PTP model, we add an additional

constraint in (4.20) that ensures the same density of SUs in all SWS sectors. On average,

TESSO identifies spatial sharing opportunities (N) almost as effectively as the ITM-PTP

mode (Algorithm 1). Furthermore, comparing the performance in terms of ASC, the plot

shows that the ASC achieved by TESSO is comparable to that achieved by the ITM-PTP

model. The difference in the performances between TESSO and the ITM-PTP model is

mainly because the ITM-PTP model exploits sharing opportunities throughout the SWS re-

gion (see Figure 3.1(c)), whereas TESSO identifies SWS opportunities only inside the SWS

sectors (see Figure 3.2). Despite this slight disadvantage, TESSO’s lighter computational
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Figure 3.4: Comparison between TESSO and ITM-PTP in case study 1.
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cost makes it a favorable choice in applications where the geolocations of SUs are not pre-

cisely known, and the computation of aggregate interference power needs to be performed in

real time for facilitating spectrum access control—such as the case in SAS-driven spectrum

sharing.

3.5.2 Case Study 2: Fort Green Region

We continue to evaluate TESSO by repeating our analysis in case study 2. Similar to case

study 1, first, we generate path loss maps and define the SWS region, as shown in Figures

3.5(a), 3.5(b) and 3.5(c). Then, Algorithm 1 is implemented to compute N and ASC while

satisfying IU’s protection requirement. Here, we set Ith to a different (compared to case study

1), but arbitrarily chosen, value of −118 dBm. Note that we chose different Ith values in

these case studies for representing two different incumbent protection requirements. All other

parameters remain the same as in case study 1. The results of Algorithm 1 are summarized in

Figure 3.7. As expected, the plot of Iagg shows that the IU’s protection criteria is satisfied.
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Figure 3.7: Distributions obtained by using ITM-PTP in case study 2.

The mean values of N and ASC obtained by Algorithm 1 are 102.61 and 177.05 bps/Hz

respectively.

Next, SWS sectors are defined (see Figure 3.6) which approximately cover the SWS region

of Figure 3.5(c). Then, using samples of true path loss values, the parameters γ and σ

for each sector are estimated, and the distribution of ISU is approximated as a log-normal

distribution. Finally, TESSO optimization problem defined by Equation (4.20) is formulated

and solved. The results are summarized in Figure 3.8.

Plots in Figure 3.8(a) show that the distribution of ISU can be approximated as a log-normal

distribution. This approximated distribution is used by TESSO to characterize Iagg and to

evaluate spatial sharing opportunities. Figure 3.8(b) shows that TESSO predicts Iagg fairly

accurately and protects the IU from aggregate interference caused due to SUs. The IU

protection requirement of Iagg = −118 dBm and ε = 0.1 is reliably met.
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The effectiveness of TESSO in enabling spatial sharing opportunities can be observed in

Figure 3.8(c). The performance of TESSO in estimating N and ASC, is comparable to that

of Algorithm 1 (which uses ITM-PTP). As explained in case study 1, the slight difference in

the performances of TESSO and Algorithm 1 is mainly because the latter enables spectrum

sharing in the entire SWS region, whereas the former enables spectrum sharing only in the

SWS sectors. In other words, TESSO slightly under-performs Algorithm 1 because the total

area of the SWS sectors is smaller than the total area of the SWS region.

3.5.3 Computational Complexity

Note that Algorithm 1, on average, requires N ITM-PTP path loss computations. Therefore,

the time complexity of Algorithm 1 is O(N × τ), where O(τ) is the time complexity of each

ITM-PTP path loss computation (approx. 100 milliseconds in our implementation). On

the other hand, TESSO’s time complexity is constant, and it is the time taken to solve the

optimization problem given by (4.20). In general, time complexity of a genetic algorithm

is difficult to express mathematically as it depends on several factors such as population

size, crossover type, fitness function, etc. In our simulations, we observed that it takes

approximately one second to solve the optimization problem given in (4.20) using Matlab’s

genetic algorithm solver.

TESSO has a clear advantage over Algorithm 1 in terms of computation overhead, especially

in cases when N is large. For instance, TESSO takes one second, on average, to solve the

optimization problem given in Equation (4.20), whereas Algorithm 1 takes 0.1×N seconds.

The value of N can be significantly large when IU does not have a very stringent interference

protection requirement and SUs’ transmit power is low (e.g., IoT applications, femtocells,

etc.). Apart from this computational advantage, TESSO, unlike Algorithm 1, does not

require knowledge of the precise locations of SUs in its computations. As long as TESSO

knows that the SUs operate inside a given SWS sector, TESSO can evaluate spatial spectrum

sharing opportunities reliably.
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Figure 3.8: Comparison between TESSO and ITM-PTP in case study 2.
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3.6 Chapter Summary

In this chapter, we proposed an analytical tool—namely TESSO—that can be used for char-

acterizing the SUs’ aggregate interference and identifying SWS opportunities in dynamic

spectrum sharing. TESSO identifies SWS opportunities in a computationally efficient man-

ner without requiring precise geo-locations of secondary users. Our detailed analysis provides

the following important insight: An analytical tool, such as TESSO, can be used to exploit

SWS opportunities almost as effectively as the terrain-based models, such as the ITM-PTP

model. TESSO is computationally efficient, and it provides the same level of interference

protection guarantee to the IU compared to that offered by the ITM-PTP model.



Chapter 4

Dynamic Exclusion Zones for

Spectrum Sharing

4.1 Introduction

To ensure interference protection to the IU, a static spatial separation region is defined

around the IU where no co-channel and/or adjacent-channel transmission is allowed. This

protected region is often called an Exclusion Zone (EZ). The EZ is the primary ex-ante

(i.e., preventive) spectrum enforcement method that the Federal Communications Commis-

sion (FCC) and the National Telecommunications and Information Administration (NTIA)

employ to protect non-federal and federal government PUs.

Defining the EZ boundary, inside which a IU enjoys exclusive access rights to the spectrum,

is considered to be a challenging problem in spectrum sharing. The difficulty of the problem

arises because of the following two conflicting requirements. On one hand, the area defined

by the EZ must be sufficiently large to protect the PU from SU-induced interference. On the

other hand, the EZ should not unnecessarily limit SUs spectrum access opportunities [177],

otherwise the economic viability of spectrum sharing itself is undermined. Furthermore,

87
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when computing the EZ boundary, the effect of irregular terrain must also be considered in

the path loss computations [178], which significantly increases the complexity of the already

difficult problem.

Most of the existing methods, such as F-curves [179], tend to overly emphasize the first

requirement, i.e., interference protection to the PUs [180], [181]. A good example of this

can be seen in the TV bands. For example, to account for possible deep fades, the IEEE

802.22 working group specifications require detectors to have a sensitivity of -116 dBm which

corresponds to a safety margin of roughly 20 dB (equivalent to an increase in the radius of

the EZ by 110 km) [182], [168]. However, in most situations, detectors do not face such severe

fading, and hence the SUs are unnecessarily prohibited from using the band in question even

though the probability of causing harmful interference to the PUs is extremely small. Such

overly conservative designs of EZs significantly reduce the economic benefits of spectrum

sharing [183] and, in some cases, may hinder its adoption due to lack of interest from the

wireless industry stakeholders.

With the realization that opening up more spectrum to commercial applications has tremen-

dous potential to spur economic growth and technological innovations [183], regulatory bod-

ies, the wireless industry, and other stakeholders have taken active steps to address the tech-

nical as well as the policy challenges for realizing spectrum sharing. Among these challenges,

two issues are especially critical in Federal-commercial spectrum sharing: (i) spectrum (rule)

enforcement [184], [185], [186] and (ii) security and privacy [187], [14]. Spectrum enforcement

involves employing technical and policy solutions for protecting incumbents from interfer-

ence induced by lower-tier users as well as ensuring the spectrum access privileges of the

lower-tier users. On the other hand, security and privacy issues in spectrum sharing include

the incumbents’ operational privacy/security [14] and their communications/cyber security

[187], [14]. This chapter focuses on the spectrum enforcement issue, more specifically ex-ante

(i.e., preventive) enforcement.

EZs are the primary ex-ante spectrum enforcement method used by regulators to protect
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the incumbents from SU-induced interference. Several definitions of EZs have been studied.

A recent advancement in this direction is the use of Spectrum Coordination Zones (CZs) in

the AWS-3 bands (specifically 1675 − 1710 MHz and 1755 − 1780 MHz) [186], [188]. We

will describe CZs in Section 4.2. Similarly, Geolocation Database (GDB)-driven spectrum

sharing has received considerable attention ever since its adoption in the TV bands, and it

has also been proposed for enabling the three-tiered spectrum sharing model in the 3.5 GHz

band [166], [12]. The network of GDBs and supporting infrastructure for enabling spectrum

sharing in the 3.5 GHz band—sometimes referred to as the Spectrum Access System (SAS)

[166]—is envisioned to house a repository of incumbents’ spectrum usage information, and

perform real-time aggregate interference computations by using the geolocations of PUs and

SUs. The consideration of realistic propagation effects, including terrain details, in the

aggregate interference computation is one of the key techniques for reducing the size of EZs.

In this chapter, we propose a novel framework for implementing ex-ante enforcement that

addresses some of the problems of legacy EZs. Specifically, we introduce the concept of Multi-

tiered Incumbent Protection Zones (MIPZ), and show that it can be used to dynamically

adjust the PU’s protection boundary based on changes in the radio environment, network

conditions, and the PU interference protection requirement. The MIPZ framework can be

used as an analytical tool for quantitatively analyzing the incumbent protection zones to

gain insights of and determine the tradeoffs between interference protection and spectrum

utilization efficiency. The following bullets summarize the core contributions of this chapter:

• The proposed framework provides a systematic framework, based on sound mathe-

matical models, for determining the boundary of spatial separation regions used for

protecting PUs. Moreover, it provides valuable insights on the interplay and tradeoff

between the two primary requirements of spectrum sharing—interference protection

and spectrum utilization efficiency.

• MIPZ is fundamentally different from the legacy EZs in that it has been designed to

be dynamically adjustable based on changes in the interference environment, network
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conditions, or interference protection requirements.

• MIPZ adopts the concept of probabilistic guarantee of interference protection to the

incumbents, which is grounded on solid mathematical formulations, for significantly

improving the spectrum utilization.

• Our framework, MIPZ, enables a seamless integration of two spectrum sharing ap-

proaches: database-driven and spectrum sensing-driven spectrum sharing.

• Our closed-form solution approach significantly reduces the computational burden of

the geolocation database, such as the SAS, in real-time.

• Using results from extensive simulations, we show that MIPZ adapts to changing net-

work conditions by adjusting its boundary. Results also show that the proposed frame-

work offers a significant gain in spectrum utilization as compared to the conventional

EZs.

Note that the term “Protection Zone (PZ)” is used in this chapter in a general sense to refer

to a spatial separation region defined for protecting PUs from SU-generated interference; it

can be used to refer to the legacy exclusion zones, protection zones, or coordination zones

[186], [189], [185], [190]. Also, in this chapter, we are using the term “SAS” in a general

sense to refer to a network of geolocation databases and supporting infrastructure that are

deployed to dictate the SUs’ spectrum access.

The rest of the chapter is organized as follows. In Section 4.2, we provide a brief overview

of methods used for defining the conventional EZ boundaries. In Section 4.3, we describe

our proposed framework. The closed-form expression for the aggregate interference power

is derived in Section 4.4. In Section 4.5, we formulate a stochastic optimization problem

for defining the dynamic EZ boundaries. Through simulation results, we demonstate the

performance of our framework in Section 4.6. Finally, Section 5.8 concludes the chapter.
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4.2 Conventional Exclusion Zones

4.2.1 TV Band

In order to protect TV system incumbents in the U.S. TV bands, the protected service

contours of the TV transmitter are computed using F-curves. A F-curve, F (x, y), ensures a

probabilistic guarantee that, inside the TV coverage region, the received TV signal is above

a given threshold x% of the time in y% of the locations [179], [191]. Then, an appropriate

interference protection ratio is applied, often in the form of a minimum separation distance

from the edge of the computed TV protected service contour, to derive the appropriate EZs

for both co-channel and adjacent channel SU operation. Furthermore, to avoid the detectors

from detecting false positive spectrum opportunities due to possible severe multipath and

deep fading, a conservative margin of 10 to 20 dB is added in the computation of EZs, which

significantly increases the size of the TV EZs [168]. Several other incumbents also exist in

the TV bands, and they are also protected through similar EZ computation methods.

4.2.2 AWS-3 Band

In AWS-3 band, the NTIA recently defined Coordination Zones (CZs) for sharing these

bands with Wireless Broadband Systems (WBSs) [186]. The CZs are based on interference

between satellite earth stations and WBSs. A CZ is not an EZ where SUs are not allowed

to operate, but it is the area beyond which the earth station will not get interference from

WBSs [188]. WBSs have unencumbered access to the co-channel outside the CZ, but the

ones that are willing to operate inside the CZ must trigger coordination with the federal

incumbent. Coordination process is initiated by WBS by submitting the detailed technical

operating parameters to the federal point-of-contact who will respond to the request after

assessing the possible interference caused at the incumbent. The WBS may or may not

operate inside the CZ based on the response. Even if a WBS is allowed to operate inside the
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CZ, it must tolerate the possible harmful interference from the incumbents.

CZs are computed based on several factors, such as transmit power of both SU and PU,

antenna gains in the direction of interference, time variations of antenna gains in the case

of earth station operating with non-geostationary satellite systems, receiver susceptibility to

interference, propagation effects of radio waves, mobility of earth station, etc. If the WBS

can be shielded from the interference generated by the satellite earth station, then the size

of the CZ is based on interference mitigation techniques at the WBS (e.g., using directional

antennas to avoid interference to the incumbent).

4.3 Proposed Framework: Multi-tiered Incumbent Pro-

tection Zones (MIPZ)

One of the main problems with conventional EZs is that they are overly large. The EZ

boundary is defined conservatively so that the PUs are protected from interference even

in the worst-case scenario. PUs experience higher interference when there is an interferer

operating in a line-of-sight (LoS) region, and such interference is difficult to predict when

the channel has small-scale fading characteristics.

The conservative approach for defining the conventional EZ boundary is also backed up by

the following fact. Outside the EZ, the existing spectrum sharing model does not specify

the limit on the number of simultaneous co-channel secondary transmissions — i.e., any SU

can transmit in the co-channel as long as it is outside the PU’s EZ, and can co-exist with

other SUs in the same band. Thus, the interference power received at the PU is not just

the interference caused by a single SU, but in fact, it is the aggregate interference caused

by multiple (theoretically infinite) SUs. In the absence of a spectrum access controller, it is

quite understandable that regulators have to conservatively set the EZ boundary so that the

PUs are protected from the worst-case aggregate interference.
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The FCC in its Notice for Proposed Rule Making (NPRM) [166] acknowledges that the size of

the EZ could be significantly reduced if there were a mechanism to control the number of SU

transmissions outside the EZ. Regulators have stepped towards this direction by introducing

database-driven spectrum sharing models where GDB, such as SAS in the 3.5 GHz band,

acts as a spectrum controller. In a GDB-driven spectrum sharing, a SU queries the database,

and accesses the channel only if the database responds with a spectrum access grant. Moti-

vated by this, we propose MIPZ framework for GDB-driven spectrum sharing. MIPZ allows

the spectrum controller to adjust the size of the PZ dynamically based on instantaneous

interference conditions, and hence, allows SUs to exploit more spectrum opportunities than

the legacy EZs.

First, we describe our framework assuming that the PU has a co-located transmitter (Tx)

and receiver (Rx). Examples of co-located PUs are satellite earth stations, radar systems,

etc. Then, in Section 4.5, we provide some high-level insights on how to adapt our model

for the non-colocated PUs. Our framework consists of the following three access zones.

4.3.1 No Access Zone (NAZ)

NAZ is the spatial separation region defined in the immediate vicinity of the PU where

access to the spectrum is allowed only to the licensed incumbents. In our model, NAZ is

a circle centered at the PU-Rx, and its boundary is computed dynamically based on the

instantaneous radio and network conditions. The lower bound on the NAZ boundary is

computed by considering interference in both directions: from SU to PU and from PU to

SU.

4.3.2 Limited Access Zone (LAZ)

LAZ is a disk shaped annular region that lies just outside the NAZ. It shares its inner

boundary with NAZ and the outer boundary with Unlimited Access Zone (which will be
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discussed shortly). Unlike the area outside conventional EZ, LAZ is the region which allows

a limited number of co-channel SUs, say N , to transmit simultaneously. The upper bound on

N is carefully computed, which we shall discuss in detail in Section 4.5. For a SU querying

from LAZ region, the response of the spectrum database depends on the instantaneous

number of other co-channel transmissions in the region. If the cardinality of other co-channel

SUs operating in the LAZ is less than the upper bound of N , the querying SU is allowed

to transmit in the co-channel, otherwise not. The outer boundary of the LAZ is computed

using a propagation model such that the transmissions outside the LAZ cause negligible

interference to the PU because of large path loss, hence, their contribution to aggregate

interference can be ignored.

4.3.3 Unlimited Access Zone (UAZ)

UAZ is the region that lies outside the outer boundary of LAZ. In spirit, this region is

similar to the area outside the conventional EZs where any number of SUs can transmit in

the co-channel. Therefore, SUs have unencumbered access to the co-channel in the UAZ.

The SU co-existence issues in the UAZ region is out of the scope of this chapter.

Figure 4.1 shows our MIPZ framework. The outer rectangle denotes the analysis area that

encompasses a co-located PU at the center. The NAZ is shown as a solid black area inside

the inner boundary, where the black color signifies the absence of white space (spectrum

opportunities) in that region. The gray disk between the inner and outer boundaries is the

LAZ region, where the gray color signifies that only a limited number of white spaces are

available. Outside the LAZ is the UAZ shown in white color, where the white color signifies

that this region is affluent in white spaces.
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Figure 4.1: Concept of NAZ, LAZ and UAZ.

Figure 4.2: Realizing irregular PZs using annular sectors.
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4.3.4 Practical Considerations

In practice, the zone boundaries will not always be perfect circles as shown in Figure 4.1.

Terrain variations, environmental effects, antenna radiation pattern, etc. cause the signal

to attenuate differently in different directions resulting in irregular zone boundaries. To

consider the irregularity of the zone boundaries, we realize a sectorized model as shown

in Figure 4.2. This model strikes an appropriate compromise between modeling realistic

interference conditions and limiting modeling complexity. Here, each annular sector is a

part of LAZ while the black irregular shape represents the NAZ. The inner boundary, as

well as the upper bound on the number of SUs, needs to be defined for each LAZ sector.

Recall that no SU is allowed to operate inside the NAZ and SUs in UAZ do not con-

tribute to the aggregate interference. Thus, in order to ensure that the aggregate inter-

ference power received by the PU is below its interference tolerance threshold (Ith), a cen-

tralized server/controller, such as the SAS, should govern the SU operations in the LAZ.

The SAS should continuously monitor the instantaneous aggregate interference, and allow a

new transmission inside LAZ only if the aggregate interference is lower than Ith. However,

the computational complexity of accurately monitoring the instantaneous aggregate inter-

ference in real-time is very challenging [192], and this makes such an approach impractical

for applications such as the SAS.

To address the complexity of monitoring the instantaneous aggregate interference in real-

time, we relax the system requirement by making the following assumption. Let us assume

that the PUs can operate without significant performance degradation if they are ensured

a probabilistic guarantee of interference protection. In other words, a PU may achieve its

desired quality of service (QoS) if the aggregate interference (Iagg) from SUs is below Ith for

(1− ε) fraction of the time, where ε is the probability that Iagg > Ith.

P (Iagg ≤ Ith) ≥ 1− ε (4.1)
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Because of unpredictable nature of signal propagation, the notion of probabilistic guarantee

is quite common in wireless applications. For example, the coverage regions of TV stations

are based on F-curves which provide probabilistic guarantees that the signal reception is

above a threshold.

4.4 Aggregate Interference Characterization

In this section, we first derive a closed-form expression for the probability distribution of

co-channel interference caused at the PU by a single SU operating in a LAZ sector. This

expression is valid for a SU transmitting in any LAZ sector provided that the relevant

propagation parameters are available for that particular sector. Finally, in section 4.4.3, an

expression for the probability distribution of aggregate interference is derived.

4.4.1 Interference from a Single SU

Let us consider a single SU operating inside a LAZ sector. We assume that SUs are uniformly

distributed in space, therefore, the location of a SU is a two-dimensional uniform random

variable. At first, this assumption might seem unreasonable as several studies have shown

that mobile users tend to be clustered due to geographical factors, social gatherings, etc [193].

However, with multiple LAZ sectors, our framework can approximate the non-uniform SU

distribution even if we consider uniform SU distribution in each sector. This can be achieved

by considering different SU density in each sector.

In order to compute the path loss between SU and PU, let us consider a simplified propaga-

tion model with exponential path loss and shadowing. We choose this path loss model for

the following two reasons: i) it is a popular path loss model for modeling large-scale outdoor

channels, and has also been extensively used in prior 3GPP standards bodies [194], and ii)

it facilitates us in deriving a closed-form analytical expression for the aggregate interference.
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Beyond a reference distance d0, the dB path loss (PL) in the channel that links the SU and

the PU is,

PL = a+ b log10 d+ ψ, (4.2)

where a = PL(d0)−b log10 d0, PL(d0) is the path loss at the reference distance in dB, b = 10γ,

γ is the path loss exponent, d is the distance between a SU and the PU in meters, and ψ

is the log-normal (normal in dB scale) shadowing coefficient with zero mean and variance

= σ2. From here onwards, we shall consider all computations in dB unless explicitly stated

otherwise; therefore, whenever we say normal distribution, it is actually a normal distribution

in the log scale.

Suppose that SUs are uniformly distributed in an annular sector with the PU at the center.

Then the distance between a SU and the PU can be represented with a random variable D

whose probability density function (pdf) is given by equation (4.3) [170].

fD(d) =
2d

R2
2 −R2

1

, R1 ≤ d ≤ R2. (4.3)

Here, R1 and R2 represent the radii of the inner and outer concentric circles, respectively,

which combinedly define the annular LAZ sector.

Now, let us calculate the pdf of the second term of equation (4.2). This is basically a

transformation of the random variable D to Y , y = b log10 d = g(d). We proceed as,

fY (y) =fD(g−1(y))

∣∣∣∣∂g−1(y)

∂y

∣∣∣∣
=

2 ln (10)102y/b

b(R2
2 −R2

1)
, b log10R1 ≤ y ≤ b log10R2.

Since we consider normal shadowing, the pdf of third term of equation (4.2) is,

fψ(ψ) =
1√
2πσ

e−
ψ2

2σ2 .
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Now that we know the pdf of the second and the third terms of equation (4.2), the resulting

pdf of Z = Y + ψ is given by the following convolution integral [195],

fZ(z) =

∞∫
−∞

fψ(ψ)fY (z − ψ)dψ

=

B1∫
A1

1√
2πσ

e−
ψ2

2σ2
2 ln (10)102(z−ψ)/b

b(R2
2 −R2

1)
dψ,

where A1 = z − b log10R2 and B1 = z − b log10R1.

Let K1 =
√

2
π

ln 10
σb(R2

2−R2
1)

and proceed.

fZ(z) = K1

B1∫
A1

e−
ψ2

2σ2 e
2(z−ψ) ln 10

b dψ

= K1e

(
2z ln 10

b
+

2(ln 10)2σ2

b2

) B2∫
A2

e−
1
2
k2

σ2 dk, (4.4)

where k = ψ + 2σ2 ln 10
b

, A2 = z − b log10R2 + 2σ2 ln 10
b

and B2 = z − b log10R1 + 2σ2 ln 10
b

.

Letting p = k√
2σ

and K2 = K1

√
π
2
σe

2(ln 10)2σ2

b2 , equation (4.4) becomes,

fZ(z) =
2√
π
K2e

( 2z ln 10
b )

B3∫
A3

e−p
2

dp

=K2e
( 2z ln 10

b ) {erf(B3)− erf(A3)} ,
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where erf(x) =
2√
π

x∫
0

e−p
2

dp,

A3 =
1√
2σ

(
z − b log10R2 +

2σ2 ln 10

b

)
, and

B3 =
1√
2σ

(
z − b log10R1 +

2σ2 ln 10

b

)
.

Finally, the pdf of PL in equation (4.2) is,

fPL(pl) =K2e

(
2(pl−a) ln 10

b

)
{erf(B4)− erf(A4)} , (4.5)

where A4 =
1√
2σ

(
pl − a− b log10R2 +

2σ2 ln 10

b

)
, and

B4 =
1√
2σ

(
pl − a− b log10R1 +

2σ2 ln 10

b

)
.

Let Pts denote the transmit power of SU in dBm. Then, the interference power received by

the PU receiver is,

ISU = Pts − PL. (4.6)

Using equations (4.5) and (4.6), the pdf of ISU is,

fISU (isu) =K2e

(
2(Pts−isu−a) ln 10

b

)
{erf(B5)− erf(A5)} , (4.7)

where A5 =
1√
2σ

(
Pts − isu − a− b log10R2 +

2σ2 ln 10

b

)
and B5 =

1√
2σ

(
Pts − isu − a− b log10R1 +

2σ2 ln 10

b

)
As mentioned before, Equation (4.7) is valid for any SU operating in any LAZ sector. When

specific values of a, b, Pts, σ, R1 and R2 pertaining to ith SU operating in jth LAZ sector

are plugged into Equation (4.7), the pdf of ISUi,j is obtained. Here, ISUi,j denotes the pdf
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Figure 4.3: g2(isu) versus isu for different values of ω.

of interference power at the PU receiver due to the transmission from ith SU operating in a

randomly chosen location inside the jth LAZ sector.

4.4.2 Approximating ISU Distribution as a Normal

The pdf in equation (4.7) looks notoriously complex as its kernel cannot be recognized as

that of any of the standard pdfs. This poses as a major road-block in our quest of finding

the closed form expression for aggregate interference, Iagg. Let us rewrite equation (4.7) as

follows,

fISU (isu) =
K3

ω2 − 1
g1(isu)g2(isu), (4.8)

where g2(isu) = erf(g3(isu)) − erf
(
g3(isu)− b log10 ω√

2σ

)
, ω = R2/R1, g3(isu) and g1(isu) are

linear and exponential functions of isu respectively. K3 is a non-negative constant.

From the definition of the erf function, the plot of g2(isu) can be approximated as a Gaussian

pdf. This approximation is fairly accurate when b log10 ω√
2σ

is small. Since b = 10γ (γ is the path
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loss exponent) and σ (standard deviation of shadow fading) are channel characteristics, a

wireless system designer has no control over them. Therefore, the accuracy of the Gaussian

approximation for the plot of g2(isu) depends on ω, where ω > 1 (since R2 > R1). The

approximation is highly accurate when ω is small. As ω becomes larger, the bell shaped

curve of g2(isu) starts deviate from the Gaussian pdf. Figure 4.3 shows the comparative

plots of g2(isu) against the closest normal pdf for different values of ω.

The function g1(isu) has the kernel of an exponential distribution. Using the fact that the

product of an exponential kernel and a Gaussian kernel results in an another Gaussian kernel,

fISU (isu) is a Gaussian pdf. Note that this approximation is accurate only when ω is small.

Large value of ω causes g2(isu) (and hence fISU (isu)) to deviate from the normal pdf resulting

in a non-zero approximation error (∆ISU). We define ∆ISU as the Euclidean norm of the

difference between actual and approximated distributions of ISU .

In Figure 4.4, the actual plots of fISU (isu) from Equation (4.7) and its complementary cu-

mulative distribution function (ccdf) are compared against the pdf and the ccdf of normal

approximation respectively. For generating these plots, typical practical values were plugged

in for all other variables (a = 37 dB, b = 20, σ = 3, Pts = 23 dBm, R2 = 126 km). Then,

the parameters of the normal approximation are obtained by fitting a least squares normal

curve to the samples of fISU (isu). We can observe a close similarity between the two pdfs,

especially when ω is small. The plot of ∆ISU in Figure 4.5 shows that ∆ISU increases with

increase in ω. As expected, the plot also shows that the approximation error is a function

of ω but not of the actual values of R1 and R2. Another important observation is that for

any ω, ∆ISU increases as the ratio γ/σ increases.

In our framework, ω is not significantly large. As we shall discuss in Section 4.5, typical

value of R2 is 126 km and R1 ranges from 50 km to 126 km, which implies ω ranges from

1 to 2.52. At this value, ∆ISU is fairly negligible. Therefore, we conclude that ISU can be

approximated as a normal distribution. This allows us to obtain the closed-form expression

for the pdf of Iagg. Later, we shall further justify this approximation by showing that it has
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negligible effect on the overall performance of PU and SU networks.

4.4.3 Aggregate Interference

The next step is to find the distribution of Iagg, which is the summation of random variables,

ISUi,j .

Iagg =
T∑
j=1

Nj∑
i=1

ISUi,j . (4.9)

Here, T denotes the total number of LAZ sectors and Nj is the total number of SUs operating

in the jth LAZ sector. Note that equation (4.9) is valid only in standard units (Watts or

milliWatts), but not in dB units. Since the distribution of ISUi,j (in standard units) is

log-normal, Iagg has the distribution of summation of log-normal random variables.

It has been shown that the summation of log-normal random variables can be approximated

by another log-normal [196]. Several approximation techniques have been proposed [196],

[171]. The most widely used approximations are the ones proposed by Fenton-Wilkinson

[172], Schwartz-Yeh [173] and Mehta et. al. [174]. Fenton-Wilkinson is a simple and com-

putationally efficient algorithm for approximating the mean and variance of the resulting

log-normal distribution. While it provides a very good approximation in the tail region of

the cdf curve, Fenton-Wilkinson is usually bad in the body region. Schwartz-Yeh provides

a good approximation in the body region at the cost of added computational complexity,

but unlike Fenton-Wilkinson, it doesn’t do well in the tail region. Mehta et. al. provide a

flexible mechanism that allows a user to choose the focus of the approximation. However, its

computational complexity increases exponentially with the increase in the number of random

variables being summed, which makes it the least favorable for using in real-time high traffic

applications like the SAS.

In order to provide probabilistic guarantee of interference protection to the PU, the following
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inequality must be satisfied.

P (Iagg ≤ Ith) ≥ 1− ε

i.e., P

 T∑
j=1

Nj∑
i=1

ISUi,j ≤ Ith

 ≥ 1− ε.
(4.10)

From inequality (4.10), it is clear that we are interested in the tail portion of the comple-

mentary cdf of Iagg. Fenton-Wilkinson fits our purpose because it provides a log-normal

approximation that is most accurate in the tail region [175]. Moreover, it performs well even

with the summation of non-identically distributed log-normal variables (summands). This

is desired in our case because the distribution of ISU might be different for different LAZ

sectors when sectors have different sets of parameters such as γ, Pts and σ. Furthermore,

Fenton-Wilkinson provides a closed-form solution for the mean and variance of the resulting

log-normal distribution, making it easier to implement in the SAS. The closed-form solutions

are given in equations (4.11) and (4.12) [172].

σ2
agg = ln


T∑
j=1

Nj∑
i=1

(
e2µi,j+σ

2
i,j(eσ

2
i,j − 1)

)
T∑
j=1

Nj∑
i=1

(
eµi,j+

σ2
i,j
2

) + 1

 (4.11)

µagg = ln

 T∑
j=1

Nj∑
i=1

(
eµi,j+

σ2i,j
2

)− σ2
agg

2
, (4.12)

where µi,j and σ2
i,j denote the mean and variance of individual summand. Similarly, µagg

and σ2
agg are mean and variance of the resulting log-normal distribution; Iagg in our case.

The above equations are valid for natural logarithm, and they must be scaled appropriately

when working with other logarithms (log10 in our case).
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4.5 Determining the MIPZ Boundaries

Our framework defines NAZ, LAZ and UAZ regions based on two boundaries: outer bound-

ary and inner boundary (Figure 4.1). The details of the boundary definitions are described

in the next two sub-sections. In the following discussions, it is assumed that the PU’s Tx

and Rx are colocated. The non-colocated scenario will be discussed briefly at the end of the

section.

4.5.1 Static Outer Boundary

The spectrum sharing etiquette in the UAZ region is exactly the same as that in the re-

gion outside conventional EZ. The SAS provides unencumbered access to the co-channel in

the UAZ which forces us to define the outer boundary conservatively, just like the conven-

tional EZ boundary. Otherwise, the PU may not be guaranteed an adequate interference

protection either due to LoS interference from peak points in some terrain areas, or due to

the aggregate interference from SUs. On the other hand, there are some possible spectrum

opportunities near the conventional EZ boundary which are unnecessarily thwarted because

of conservative boundary definition. To exploit such opportunities, we leverage the conven-

tional EZ boundary definition as a starting point and use it as the outer boundary of our

framework, and then explore spectrum opportunities inside it. This also allows us to make

a direct comparison between the conventional EZ and our framework in terms of spectrum

utilization.

We define the outer boundary of our framework in the same way as the regulators define

the conventional EZ boundary, i.e., based on the maximum distance at which the PU can

get interference from the SUs. The maximum distance depends on several factors such as

SU transmit power, type of modulation and coding, PU Rx antenna gain, PU’s interference

protection and QoS requirement, etc. The Longley-Rice propagation model in point-to-point

is used for pathloss calculations in determining the outer boundary. Furthermore, the outer
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boundary is static because it is computed based on the worst-case interference conditions

rather than the instantaneous radio conditions. As a specific example, a CZ of radius 126 km

is defined for a satellite Earth Station in AWS-3 band, located in Patuxent River, Maryland,

USA.

4.5.2 Dynamic Inner Boundary

The inner boundary separates the NAZ and LAZ regions. It is clear from Section 4.3 that

the SAS allows only a limited number of SUs to operate in the LAZ region. Usually, the

wireless network conditions are dynamic. For example, at peak times of the day, more SUs

want to access the channel, while in the maintenance hours, only a few of them do so. To

cope with the changing network conditions, it is desired that the size of the LAZ be dynamic

so that the spectrum resources can be allocated on the fly. Note that the size of the LAZ

plays a major role in determining the number of available spectrum resources in the region.

In the previous subsection, we discussed that the outer boundary is static. Therefore, we

define the inner boundary based on instantaneous network conditions, and make the LAZ

region dynamic in size.

First, let us define the upper and lower bounds on R1, the inner boundary. Clearly, the upper

bound on R1 is the outer boundary R2. When R1 = R2, our model becomes equivalent to

the conventional EZ. When R1 < R2, there is a non-zero area available in the LAZ region.

This is where the SAS allows a limited number of SUs, say N , to operate. Small R1 implies

large area in the LAZ region, and apparently, it seems that this translates to a higher value

of N . However, small R1 has two major implications. The first issue with small R1 is that it

results in large ∆ISU . Figure 4.4 shows that our appoximation predicts lower probability of

interference in the tail region as compared to that given by the exact closed-form expression

of ISU . As R1 gets small, the difference increases. The implication is that when R1 is small

and our approximation is used to compute the available number of spectrum resources in the

LAZ, it computes N that is larger than the actual N permitted in the LAZ. This endangers
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the PU’s interference protection, and therefore, forces us to define a lower bound on R1, say

R
(1)
1lb

. R
(1)
1lb

is computed based on the maximum tolerable ∆ISU .

Another issue with small R1 is that it brings the LAZ region closer to the PU. Referring to

Figure 4.4, small R1 causes the ISU ccdf to shift to the right, and increases the probability

that ISU > Ith. This forces us to define another lower bound on R1, say R
(2)
1lb

, based on

the interference protection requirement of the PU. R
(2)
1lb

is the distance at which a single SU

endangers the protection requirement of the PU, as this forms a sort of lower bound. It is

calculated using Ith, ε and pathloss equations.

When PU-Tx and PU-Rx are colocated, R
(2)
1lb

depends on the interference from SU for a

desired interference protection requirement of the PU. We define the interference tolerance

level of PU in terms of outage probability, which is the probability that the received signal

power coming from a co-channel SU is greater than a predefined interference threshold. The

outage probability at the PU due to interference from a co-channel SU located at R
(2)
1lb

in a

shadow fading channel with variance = σ2 is calculated as follows,

ε = P (ISU ≥ Ith) = Q

(
Ith − ĪSU

σ

)
(4.13)

where Q(.) is the Gaussian Q function, and ĪSU is the mean interference power which is given

by,

ĪSU = Pts − a− 10γ log10R
(2)
1lb
, (4.14)

where a = 10γlog10
(
4πf
c

)
, f is the radio frequency and c is the speed of propagation of the

radio wave through the medium. Plugging (4.14) in (4.13) and rearranging gives R
(2)
1lb

.

R
(2)
1lb

= 10

(
σQ−1(ε)+Pts−a−Ith

10γ

)
. (4.15)

The co-located PUs, such as radars and satellite earth stations, have significantly higher

transmit power (upto 90 dBm) compared to the SUs (20 – 33 dBm for the small cell LTE
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base stations) [197]. When there is a large power discrepancy between the PU and SU, the

interference from the PU to SU is a concern. To address this, we introduce a third lower

bound on R1, say R
(3)
1lb

. R
(3)
1lb

is the minimum distance from the PU at which a SU can achieve

its desired QoS level. If the QoS of the SU is also defined in terms of probabilistic guarantee

of interference protection, R
(3)
1lb

is given by equation (4.15) when Ith and ε are replaced with

the interference threshold and outage probability of the SU, and Pts is replaced with the

transmit power of the PU.

The smallest R1 that satisfies all three bounds is Rm.

Rm = max
(
R

(1)
1lb
, R

(2)
1lb
, R

(3)
1lb

)
.

Apart from many advantages of GDB-driven spectrum sharing, it is often argued that the

database might, at times, contain the stale information. While sensing-driven spectrum

sharing provides real-time spectrum availability information, the cost of cooperation among

the sensing nodes is extremely high. Recently, studies have shown that a fusion of GDB-

driven and sensing-driven spectrum sharing can provide a better spectrum sharing experience

[198], [199]. We allow our framework to enable the marriage of database-driven and sensing-

driven spectrum sharing approaches by adding a value α to Rm, where α, which can be

negative or positive, is determined by the sensing results. Adding α to Rm allows the

database to refine the inner zone boundary based on real-time sensing results. Moreover,

incorporating sensing results enhances the performance of MIPZ framework in finding the

spectrum opportunities that are left uncaptured by the simplified propagation model used

in the analytical analysis. The details pertaining to the computation of α is, however, out

of the scope of this chapter. We shall pursue the detailed study of the tuning parameter, α,

and the problem of combining the database contents with the sensing results in our future

work.

Rmin = α + max
(
R

(1)
1lb
, R

(2)
1lb
, R

(3)
1lb

)
. (4.16)
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On the other hand, when R1 is large, the LAZ region lies far from the PU-Rx. The ccdf curve

of Figure 4.4 shifts to the left. From this, we expect to achieve large N . However, large R1

means small area for spectrum sharing in the LAZ region, and to addresss the co-existence

issues among SUs, N should be small. These conflicting requirements make the problem of

defining the inner boundary challenging.

Let λ denote the total number of spectrum requests coming from uniformly distributed SUs

in an area between Rmin and R2 of a LAZ sector. Then, the total number of spectrum

requests in an annular region between R1 and R2, λLAZ , is,

λLAZ =
λ(R2

2 −R2
1)

(R2
2 −R2

min)
. (4.17)

When multiple SUs co-exist in a band, the co-existence among the SUs is also an issue.

Suppose that a maximum of ρ SUs can co-exist in the area between Rmin and R2. From

here onwards, we use SU to refer to a SU cell with a Tx at the center and a single Rx

at the cell edge. ρ is computed by using SU’s coverage area, its transmit power, required

Signal-to-Noise-and-Interference-Ratio (SINR) at the SU-Rx, antenna parameters, path loss

exponent and shadow fading environment. For simplicity, let us assume that co-existence is

a function of the total area available for SUs and the area of each SU cell, i.e., ρ =
(R2

2−R2
min)

r2su
,

where rsu is the cell radius of the SU. Then, the total number of SUs that can co-exist in an

area between R1 and R2, ρLAZ , is,

ρLAZ =
(R2

2 −R2
1)

r2su
. (4.18)

Ideally, the desired number of SUs in the LAZ region is the minimum of λLAZ and ρLAZ .

Assuming R1 and R2 are already defined, there is no incentive in allowing more than λLAZ

SUs because only λLAZ SUs are requesting access to the co-channel. Also, allowing more

than ρLAZ SUs causes unnecessary co-existence interference among the SUs.

Based on the above discussions, we formulate the following stochastic optimization problem
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for finding optimum R1 that maximizes N while minimizing ω, and also satisfies the PU’s

protection criteria. Recall that minimizing ω ensures that the approximation error, ∆ISU , is

minimized. In this formulation, it is assumed that there is a single LAZ sector and all SUs

operating in the LAZ have same transmission parameters, resulting in same distribution of

ISU for all SUs.

Maximize : N − ω

subject to : P

(
N∑
i=1

ISUi ≤ Ith

)
≥ 1− ε

Rmin ≤ R1 ≤ R2

0 ≤ N ≤ min(λLAZ , ρLAZ).

(4.19)

Now, let us extend the above problem formulation to the case when there are T LAZ sectors.

Suppose N (j), R
(j)
min, R

(j)
1 , R

(j)
2 , λ

(j)
LAZ , ρ

(j)
LAZ and ISUj denote the number of SUs, Rmin, R1,

R2, λLAZ , ρLAZ and ISU of jth sector respectively. Then, the optimization problem (4.19)

can be reformulated as (4.20).

Maximize :
T∑
j=1

(
η(j)N (j) − ω

)
subject to :P

 T∑
j=1

N(j)∑
i=1

ISUj ≤ Ith

 ≥ 1− ε

R
(j)
min ≤ R

(j)
1 ≤ R

(j)
2 , j = 1 . . . T

0 ≤ N (j) ≤ min(λ
(j)
LAZ , ρ

(j)
LAZ), j = 1 . . . T,

(4.20)

When all SUs within a LAZ sector have the same link capacity (Mbps/Hz), the weights

η(j) correspond to the relative spectral capacities (or relative spectral efficiencies) of SUs

in different LAZ sectors. A higher number of SUs is desired in the sector that has higher

link capacity for each SU. Link capacities can be different when different types of SUs (e.g.,

LTE, WiFi, etc.) or SUs with different operating parameters (e.g., Pts, rsu, etc.) operate

in different LAZ sectors. Terrain characteristics, which might be different in different LAZ
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sectors, affect the propagation characteristics, γ and σ, which in turn affect the link capacities

of SUs. However, if all LAZ sectors have SUs with the same link capacity, then η(j) = 1 for

all j, and the objective function in (4.20) simplifies to a regular sum of (N (j) − ω).

Optimization problems (4.19) and (4.20) are mixed-integer nonlinear programming prob-

lems because they require Nj, j = 1 . . . T to be integers, and the interference constraint is

nonlinear. Several algorithms such as cutting-plane [200] and branch-and-bound [201] can

be used to solve this kind of problems. But often, due to their computational complexity,

Genetic Algorithm (GA) is preferred. A GA is a heuristic search algorithm for solutions of

optimization problems that starts from a random initial guess and attempts to find the best

solution under some criteria [176]. Problems (4.19) and (4.20) can be easily solved using

GAs.

In practice, both λ and ρ vary with time. The query requests arriving at the SAS is high

during peak hours, while it is quite low during maintenance hours. Similarly, ρ changes

when the SUs change their coverage area, transmit power, etc. Changes in these parameters

and other operating parameters of the PU and the SUs also changes the distribution of ISUj

and hence Iagg. Assuming that all these parameters are available to the SAS beforehand, it

solves the optimization problem (4.20) whenever it expects these parameters to change. The

SAS then responds to the spectrum queries coming from the SUs based on the solution of

problem (4.20) — i.e., it allows a maximum of N spectrum access grants inside the LAZ at

any given time.

Until now, we assumed that the PU has colocated Tx and Rx; while in practice, PUs may

have non-colocated Tx and Rx. Examples of non-colocated PUs are TV stations and any

other broadcast systems. Our derivations can be easily extended to a non-colocated PU by

adding a margin, ∆I, to the Ith of the PU, where ∆I is a function of the path loss between

PU-Tx and PU-Rx located at the edge of the coverage area.
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4.6 Simulation Results

In this section, we present simulation results for demonstrating the performance of our pro-

posed framework. In the first half of this section, we compare the results from our analytical

solution with those from Monte-Carlo simulations, and justify that the normal approximation

for characterizing the pdf of ISU has negligible impact on the PU’s interference protection.

Then, in the later half, we present results to show that our framework dynamically adjusts

the size of LAZ, computes the allowed number of SUs in the LAZ based on dynamic network

conditions, and maximizes the overall spectrum utilization.

Let us define the database coverage area as a 300 km by 300 km square with a co-located PU

at the center. The PU considered for this simulation study is an actual MetSat earth station

in the AWS-3 band located at Petuxant River, Maryland, USA. For this PU, regulators have

defined a circular EZ of radius 126 km, and therefore we set R2 = 126 km. The area outside

R2 is the UAZ region, and we divide it into square grids of side 2rsu km, each of which

hosts a SU cell with radius rsu. We do not have access to the specific operating parameters

of the PU, so, let us assume its transmit power, Ith and ε as 60 dBm, −100 dBm and

0.1 respectively unless otherwise explicitly stated. For the LTE based SUs, measurements

have shown that there is no influence on the SU throughtput when the radar interference

power is below −50 dBm [202]. Therefore, we assume that for proper operation of SUs, the

interference from the incumbent should be below −50 dBm at least 0.9 fraction of the time.

For simplicity, let us assume that the LAZ consists of a single sector, and has the same

propagation environment (γ and σ) as the UAZ region. Also, the SUs in UAZ and LAZ

have identical transmission parameters as outlined in Table 4.1. Furthermore, we assume

that sensing results are not available to the database; therefore α in equation (4.16) is

set to zero. Using these parameters, the SAS solves the optimization problem (4.19), and

computes the optimum values of R1 and N . We use those results to study the performance

of the primary and secondary networks in terms of interference protection and spectrum

utilization respectively.
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Table 4.1: Sample parameters for simulations

Radio frequency, f 1755 MHz

Radiation pattern Omnidirectional

SU transmit power, Pts 23 dBm

SU cell size, rsu 2 km

Total spectrum requests from SUs, λ 10, 000

Channel bandwidth (Ws) 15 MHz

Path loss exponent, γ 2

Standard deviation of shadow fading, σ 3 dB

Table 4.2: Four scenarios considered in Figure 4.6

Scenario γ σ (dB) Pts (dB)

1 2.5 4 35

2 2.5 7 35

3 2 4 23

4 2 7 23

4.6.1 PU Interference Protection: Our Approximation versus Monte-

Carlo Simulations

The closed-form expression for Iagg was derived based on the following two approximations:

i) pdf of ISU (in standard units) is log-normal, and ii) sum of log-normals is another log-

normal. In order to justify that the PU’s interference protection is not compromised by

making such approximations, we perform a Monte-Carlo (MC) based simulation study. First,

the optimization problem in (4.19) is solved by making the aforementioned approximations

to obtain N and R1. Using these results and equations (4.11) and (4.12), we obtain the ccdf

plot of Iagg.

For performing the MC simulations, N SUs are uniformly distributed in the area between

R1 and R2, and the aggregate interference power received at the PU is calculated using

equations (4.2), (4.6) and (4.9). Then, we perform 50, 000 MC iterations, and compare the

empirical ccdf of Iagg against the ccdf obtained from closed-form expressions. Figure 4.6

shows a close similarity between the two plots for different scenarios outlined in Table 4.2.

This verifies that our approximation does not compromise the interference protection of the
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Figure 4.6: ccdf of aggregate interference experienced by PU

PU—the probabilistic guarantee of interference protection, P (Iagg ≤ −100 dBm) ≥ 0.9, is

always achieved. Our approximation slightly underestimates Iagg for large γ and small σ

values, and slightly overestimates it for small γ and large σ values.

4.6.2 Spectrum Utilization: Adapting to Dynamic Network Con-

ditions

To study the effect of model parameters on the secondary spectrum utilization, we define

spectrum utilization in terms of Area Sum Capacity (ASC). ASC is the sum of channel capac-

ity values of each co-existing SU within the SAS coverage area. Throughout the simulations,

we assume that SU is a cell of radius rsu, which consists of a single Tx at the center and a

single Rx at the cell edge. The channel capacity (CSU) of a SU operating in a channel of

bandwidth Ws is calculated using the Shannon capacity formula.

CSU = Wslog2(1 + SINR) (4.21)



Sudeep Bhattarai Chapter 4. Dynamic Exclusion Zones for Spectrum Sharing 116

Here, the SINR at the SU-Rx is given by,

SINR =
Pts/PL(rsu)

nsWs + IP2S + IS2S
(4.22)

where, PL(rsu) is the path loss between the SU-Tx and SU-Rx, ns is the thermal noise power

at the SU-Rx, IP2S is the PU to SU interference and IS2S is the aggregate interference power

at the SU from other co-existing SUs.

Now, if we assume all SUs use the same bandwidth, the SU ASC (units = bits per second)

is computed as,

ASC = Ws

NT∑
i=1

log2(1 + SINRi) (4.23)

where, NT represents the total number of SUs in the system (both LAZ and UAZ), and

SINRi denotes the SINR at the ith SU-Rx.

Effect of Ith

The effect of Ith on N , R1 and ASC is shown in Figure 4.7. As Ith increases, the SAS extends

LAZ towards the PU by making R1 smaller until it becomes equal to Rmin. Increased area

in the LAZ and high Ith implies that more SUs (increased N) can be accomodated in the

LAZ. Although the increased number of SUs in the LAZ lowers the SINR of existing SUs in

both UAZ and LAZ regions due to increased IS2S and decreases their capacity, Figure 4.7(c)

shows that the ASC gain from added SUs is significant enough to overcome the loss. Next

observation in Figure 4.7(b) is that around Ith = −76 dBm, Rmin kicks in and does not allow

R1 to decrease further even when Ith increases. Also, since the upper bound of N depends

on R1 (recall equations (4.17) and (4.18)), N saturates and so does ASC. Another important

observation in Figure 4.7(a) is the low sensitivity of N on ε. When ε is large, the SAS packs

more SUs in the LAZ region by increasing the size of the LAZ. But when the size of LAZ

increases (i.e., R1 decreases), the distribution of ISU also changes. For small R1, the ccdf of

ISU moves towards higher values of isu (see Figure 4.4) which increases the probability that
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a SU causes interference to the PU. Because this change in ISU applies to all SUs in the

LAZ, N cannot be increased by a huge factor without violating the PU interference criteria.

Therefore, we do not see a significant increase in N even when ε increases by an order of

magnitude.

Effect of λ

The effect of λ on N , R1 and ASC is shown in Figure 4.8 for different Ith values at ε = 0.1.

When there are less number of SU requests, the SAS maximizes N by increasing the size of

the LAZ, i.e., making R1 smaller. Small λ implies small λLAZ , therefore, the upper bound

on N is λLAZ but not ρLAZ (recall the last constraint of (4.19)). Consequently, increasing

λLAZ by decreasing R1 maximizes N , and hence, the ASC. However, the lower bound on R1

prevents the SAS from decreasing it beyond Rmin as noticed in Figure 4.8(b) for Ith = −90

dBm. Another observation from Figure 4.8(b) is that R
(2)
1lb

for sensitive PUs (having small

Ith) is large, and this results in large Rmin. Large Rmin decreases λLAZ which ultimately

results in smaller N , and hence, a smaller gain in ASC as compared to the less sensitive

PUs.

Effect of rsu

Figure 4.9 shows that our framework adapts to the change in SU cell size, and addresses the

co-existence among SUs in the LAZ. From equation (4.18), ρLAZ decreases when rsu increases

for any Ith value. When λ and Ith both are large, ρLAZ dictates the upper bound on N . So,

in order to maximize N , SAS increases the size of the LAZ by decreasing R1. However,

for sensitive PUs, LAZ cannot be increased by a huge factor, otherwise the PU interference

criteria may not be satisfied. Therefore, N is small when Ith is small. As N decreases with

increasing rsu, a decrease in ASC gain is observed. Recall our assumption that the SU cell

consists of a single Tx at the center and a single Rx at the cell edge. Large SU cell size

implies reduced SINR at the SU-Rx, which causes the ASC gain to decline sharply even
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Figure 4.7: Effect of PU interference threshold, Ith, on N , R1 and ASC
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Figure 4.8: Effect of SU requests, λ, on N , R1 and ASC
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when N does not.

Effect of Pts

Our framework also adapts to the change in SU transmit power in the LAZ. The results are

summarized in Figure 4.10. When Pts is large, the SAS reduces the size of LAZ by increasing

R1 to protect the PU from interference. Large R1 implies small λLAZ and ρLAZ , the upper

bounds on N . As a result, N is small. Nevertheless, this decrease in N does not necessarily

reduce the ASC. With high Pts, SU Rxs in the LAZ experience increased SINR which results

in a gain in ASC. This gain overcomes the loss in ASC due to decreased N , specially when

N is large, such as for Ith = −95 dBm and Pts = 16 dBm in Figure 4.10(c). However, when

N is very small, such as for Ith = −100 dBm and Pts = 23 dBm in Figure 4.10(c), the ASC

loss due to decreased N is higher than the gain achieved from increased SINR, and hence,

the overall ASC gain from LAZ is small. This provides us a valuable insight that Pts can be

optimized for maximizing the ASC.

4.6.3 Economic Merit of MIPZ

In Figure 4.11, we illustrate the possible economic merit of implementing our proposed

framework. The outer boundary represents the current EZ defined by NTIA [186] for a

AWS-3 based MetSat Earth station, and the green annular region is the LAZ region defined

by our model for a realistic set of parameters. The introduction of the LAZ region serves

approximately 10 million people of Richmond, VA, Washington D.C. and Baltimore, MD,

which would otherwise lie in the NTIA-defined EZ. With a bandwidth of 15 MHz, this area

represents about 150 million MHz-POPs for a wireless operator. Using Verizon’s valuation

of the nearby AWS band in their proposed spectrum swap, this is worth approximately $132

million per auction period [177], [203].

Although we analyzed the economic merit of MIPZ for this particular incumbent, similar
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(a) N versus rsu

(b) R1 versus rsu

(c) ASC versus rsu

Figure 4.9: Effect of SU cell size, rsu, on N , R1 and ASC
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(a) N versus Pts

(b) R1 versus Pts

(c) ASC versus Pts

Figure 4.10: Effect of SU transmit power, Pts, on N , R1 and ASC
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Figure 4.11: A map showing the service area of the LAZ region

analysis can be done for other incumbents as well. The economic merit varies based on the

location of the incumbent on the map.

4.7 Chapter Summary

In this chapter, we introduced the concept of multi-tiered dynamic PZs for ex-ante spectrum

enforcement in GDB-driven spectrum sharing. The proposed framework allows a limited

number of SUs to operate closer to the PU, and improves the overall spectrum utilization

while ensuring a probabilistic guarantee of interference protection to the PUs. By making

some reasonable assumptions, we derived a closed-form expression of the aggregate inter-

ference power received by the PU, and used it to dynamically adjust the size of the PZ

boundary. Using extensive simulation results, we showed that our framework can effectively

adapt to the changing interference environment to increase spectrum utilization efficiency.



Chapter 5

Performance Analysis of 802.11ax

5.1 Introduction

Wireless Fidelity (Wi-Fi) has experienced tremendous growth in the past two decades and

has become ubiquitous in today’s home and enterprise networks. It has been estimated that

the global worth of the Wi-Fi market will reach USD 33.6 billion by 2020 [204]. This huge

success of Wi-Fi has, however, at the same time, led to a degradation in its performance,

particularly in dense deployment scenarios. For instance, a Wi-Fi hotspot in a crowded street

(e.g., Times Square), an airport, a stadium or a concert offers poor performance because of

severe collisions arising due to channel contention from a large number of associated Wi-

Fi stations (STAs). Motivated by the growing need for improved performance, the IEEE

standardization committee has actively continued to release new protocols for Wi-Fi starting

from 802.11a to the most recent 802.11ac. Additionally, to take Wi-Fi a step further, in 2014,

the High Efficiency Wireless Local Area Network (HE-WLAN) task group (a.k.a. TGax)

was formed with an objective of developing standards for the next generation Wi-Fi, namely

IEEE 802.11ax [205]. According to its functional requirements, 802.11ax should support

a ten-fold increase in the number of supported users over the same unlicensed spectrum,

increase average user throughput by four times, and improve outdoor and multi-path signal

124
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robustness [206].

Although most of the previous 802.11 amendments have improved the physical (PHY) layer

throughput by adopting advanced techniques, such as higher order modulation and coding

schemes, orthogonal frequency division multiplexing (OFDM), multiple input multiple out-

put (MIMO), etc., the MAC layer protocol used in all amendments has been fairly similar

to each other. Admittedly, the MAC protocols of 802.11 have been unable to keep up with

the progress made at its PHY layer. Therefore, the inefficiency of the MAC layer presents

a major bottleneck in translating the high PHY layer throughput into high throughput at

the transport and application layers in real-world scenarios, particularly when the Wi-Fi de-

ployment is dense [207]. To address this issue, the 802.11ax TGax is set to introduce several

modifications to the 802.11 MAC layer protocol. The most notable feature is the adoption of

orthogonal frequency division multiple access (OFDMA) in both the uplink (UL) (i.e., from

STAs to the AP) and the downlink (DL) (i.e., from the AP to STAs). OFDMA divides the

available physical resource, i.e., spectrum, into multiple orthogonal sub-channels—referred

to as a resource unit (RU) in the 802.11ax terminology. The 20 MHz, 40 MHz, 80 MHz

and 160 MHz Wi-Fi channels can be divided into 9, 18, 37 and 74 RUs, respectively. These

RUs can then be allocated to different users as per their traffic demands, thereby enabling

concurrent multi-user (MU) transmissions. This is in contrast to previous Wi-Fi standards

wherein all devices transmit, one at a time, in the entire channel bandwidth.

For facilitating MU transmissions, the 802.11ax capable AP serves as a central controller and

triggers the MU OFDMA mode by transmitting a Trigger Frame (TF) [208]. A TF is an

802.11ax frame structure that contains fields related to RU allocation for STAs, associated

power control and transmission timing information. In the DL, the AP has the global

knowledge of the packet queue status for each associated STA. Therefore, 802.11ax provisions

purely schedule-based transmissions in the DL; one or more RUs are dedicated for packet

transmission to a particular STA. However, in the UL, the STAs must explicitly communicate

their traffic requirements to the AP by transmitting regular buffer status report (BSR). BSR

information can either be elicited by the AP or piggybacked by STAs in certain transmitted
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packets. 802.11ax supports two modes in which packets can be transmitted in the UL: i)

scheduled access (SA), in which the AP schedules a set of STAs to transmit on dedicated

contention-free RUs, and ii) random access (RA) in which, multiple STAs contend to transmit

their packet using the exponential backoff-based distributed coordination function (DCF),

similar to the one used in legacy1 802.11 MAC.

SA mode preempts channel contention from STAs and helps in improving the overall 802.11ax

throughput. On the other hand, RA mode facilitates 802.11ax network in allowing transmis-

sions from those STAs whose BSR information is not available at the AP. For example, newly

joined STAs that have control frames to transmit or other STAs who haven’t transmitted

any packets for a while may not be scheduled in any SA RUs by the AP because of the

unavailability of their BSR information. However, using RA mode, such STAs can contend

and transmit their packets (along with piggybacked BSR information) in RA RUs. Thus,

the use of RA RUs not only allows STAs to transmit their packets but also provides the

required information to the AP so that the AP can schedule SA RUs to those STAs in the

subsequent TFs. Therefore, in all practical implementations of 802.11ax, the AP dynami-

cally allocates some of the RUs as SA RUs and the remaining ones as RA RUs such that it

can collect enough BSRs for scheduling STAs in the SA RUs. It is important to note that

maintaining a balance between RA RUs and SA RUs is a key to meet 802.11ax’s functional

requirements. In this chapter, we investigate this resource allocation problem in detail and

devise an algorithm that facilitates the dynamic and optimized allocation of RUs such that

the 802.11ax network throughput is maximized in different deployment scenarios.

Furthermore, we envision that at least during the initial deployments of 802.11ax networks,

an 802.11ax capable AP would need to simultaneously serve both legacy 802.11 and 802.11ax

STAs. Although 802.11ax devices are backward compatible with legacy 802.11 protocols,

legacy STAs cannot understand and support MU OFDMA transmissions. They can only

decode transmissions done on the entire 20 MHz channel. Therefore, in order to jointly

1Throughout the chapter, we use the terms “legacy Wi-Fi” and “legacy 802.11” interchangeably to refer
to all previous versions of Wi-Fi including 802.11a/b/g/n/ac.
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serve both legacy 802.11 and 802.11ax STAs, the AP has to allocate different fractions of

airtime for single-user (to support legacy STAs) and multi-user (to support 802.11ax STAs)

transmission modes. In this chapter, we study the issue of fair distribution of airtime between

legacy 802.11 and 802.11ax transmissions when they operate in networks with different traffic

requirements.

The core contributions of this chapter are summarized in the following bullets:

• We describe the novel MU-OFDMA based 802.11ax MAC that is being studied for

802.11ax in the TGax. We provide a detailed analysis of the MAC protocol and derive

an expression for throughput achieved at the MAC layer.

• We investigate the impact of different distributions of RA RUs and SA RUs on the

overall performance of 802.11ax MAC. Based on our findings, we devise an algorithm

for the optimal allocation of RUs as SA RUs and RA RUs that maximizes the overall

throughput of an 802.11ax network in all use-case scenarios.

• We envision that during the initial deployments of 802.11ax, an 802.11ax capable AP

would need to serve both legacy 802.11 and 802.11ax STAs. In such settings, we analyze

how to fairly distribute the airtime for jointly serving legacy 802.11 and 802.11ax STAs

in networks with different traffic requirements.

• We enhance several PHY and MAC layer modules of NS-3 for supporting MU OFDMA

transmissions as described in the latest TGax documents. We validate our analyses by

comparing the performance of an 802.11ax network obtained from theoretical results

with those obtained from extensive NS-3 simulations.

• Our results from NS-3 simulations indicate the existence of a unique problem in a

heterogeneous Wi-Fi network (comprising of 802.11ax and legacy STAs)—i.e., the ar-

tificial hidden node problem, wherein some legacy STAs fail to detect transmissions

from 802.11ax STAs, leading to collisions. We analyze the impact of this issue on the

aggregate throughput performance of 802.11ax.
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5.2 Related Work

The performance of 802.11-based networks has been extensively studied in the literature.

The foundation of such analyses was laid by Bianchi in [209], where the author proposes a

two-dimensional Markov chain model to characterize the throughput performance (in satu-

rated conditions) of the 802.11 Distributed Coordination Function (DCF). Extensions to this

model have been proposed for 802.11ax networks, particularly for the UL MU OFDMA mode

of operation. For example, Bellalta et al. [210] compute the 802.11ax saturated throughput

when the 802.11ax AP uses both, MU MIMO as well as MU OFDMA transmissions. The au-

thors show that there exists an optimal number of active users that maximizes the aggregate

network throughput. Additionally, Lanante et al. [211] compute the saturated throughput in

the UL under the assumption that UL OFDMA-based RA (UORA)2 is the only mechanism

for transmitting UL packets. On the other hand, DL throughput in 802.11ax is essentially

deterministic (under saturated assumptions), which is verified by the authors in [212].

The existing literature on 802.11ax provide deeper insights on 802.11ax performance. How-

ever, each of the aforementioned works restrict their focus on a sub-problem of the overall

network performance. For example, the authors in [210] and [212] do not consider UORA –

that enables stations to contend over a subset of the total RUs. The authors in [211] consider

an RA-only UL system, thus failing to capture the behavior of a practical 802.11ax network

which uses both RA and SA mechanisms simultaneously. Note that the RA mechanism

informs BSR information to the AP and facilitates SA transmissions. Hence, we argue that

a study that does not consider RA and SA transmissions jointly is incomplete and does not

reflect the practical behavior of 802.11ax networks. In addition, the existing works focus on

performance of an 802.11ax-only network and do not study the network performance in the

presence of legacy 802.11 users. We believe that the later is a more practical scenario, at

least in the initial phases of 802.11ax deployments.

In this chapter, we consider a system model that is accurate as per the latest TGax submis-

2We describe the UORA scheme in Sec. 5.3
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sions, and consider a scenario where UORA is used in conjunction with SA, i.e., when the AP

transmits a TF, it provides scheduling information for STAs on a subset of RUs, while the re-

maining RUs are used for RA. Along with the saturated system throughput, we characterize

802.11ax performance in terms of BSR delivery rate—a metric that is important in dynamic

network environments. Furthermore, we study the 802.11ax system performance under dif-

ferent use-case scenarios where the traffic requirements in the UL and DL are asymmetric.

Finally, we analyze the performance of a heterogeneous network comprising of legacy 802.11

as well as 802.11ax STAs, both of which are jointly served by a single 802.11ax-capable AP.

5.3 MAC Scheme for 802.11ax

In this section, we describe the new MAC scheme that has been proposed in the current

TGax documents [205] as a part of the 802.11ax standardization process. Introduction of

multiple other features—such as Dynamic Sensitivity Control (DSC), Basic Service Set (BSS)

coloring, etc.—for improving the efficiency of the 802.11ax MAC layer are equally interesting

topics. However, in the interest of space, we shall limit our discussions to MU OFDMA.

The granularity of a frequency resource in the legacy 802.11 standards is a 20 MHz-wide

channel that is composed of 64 OFDM sub-carriers, each of which is 312.5 kHz wide. This is

set to change in 802.11ax, where the sub-carrier width will be reduced by a factor of four to

78.125 kHz. This improves the robustness of 802.11ax against multi-path fading in outdoor

environments. Further, a block of 26 sub-carriers constitutes the smallest unit of frequency

resource—i.e., RU—that can be assigned independently to different users, thereby enabling

multiple concurrent transmissions, also known as MU OFDMA transmissions. Thanks to

MU OFDMA, a 20 MHz-wide channel can support a maximum of 9 parallel transmissions,

while the 40, 80 and 160 MHz wide channels can support up to 18, 37 and 74 concurrent

transmissions, respectively.

802.11ax will support MU OFDMA in the UL as well as DL. In both cases, the MU OFDMA



Sudeep Bhattarai Chapter 5. Performance Analysis of 802.11ax 130

mode of operation is initiated when the AP broadcasts a TF. Since all DL traffic is routed to

the STAs through the AP, the AP can transmit packets concurrently to multiple STAs over

different RUs while taking into consideration performance requirements (such as latency,

throughput etc.) of individual STAs. On the other hand, efficient allocation of RUs to the

STAs in UL requires the AP to have a knowledge of the buffer occupancy status of the

associated STAs. This is facilitated in 802.11ax using a buffer status report (BSR) frame

that is sent by the STAs to the AP to notify the current occupancy status of their transmit

buffers. BSR delivery to the AP can be AP-invoked (where the AP explicitly requests BSRs

from its STAs) or unelicted (when the STAs transmit their BSRs without the AP’s request).

For the former case, any Quality of Service (QoS)-enabled frame can act as the BSR where

the transmission opportunity (TXOP) field in the QoS Control sub-frame is re-used (when

the network operates in MU OFDMA mode) as the BSR. In the latter case, STAs transmit

their BSR information by piggybacking it along with their regular payload packets.

The UL MU OFDMA mode in 802.11ax will provision two types of RUs—SA RUs, on which

the AP specifies (using the TF) an exact sub-set of STAs that can transmit in the UL

without any contention, and RA RUs, on which those STAs can contend that have packets

to transmit, but are not scheduled to transmit in the current MU OFDMA cycle because

their BSR information is not available at the AP3. A TF that supports at least one RA RU is

referred to as a Trigger Frame-Random Access (TF-R). In a TF-R, RA RUs are identified by

a value 0 in the Association ID (AID) field, while each SA RU is identified by a non-zero AID

value (corresponding to the AID of the STA that is scheduled to transmit on that particular

RU). RA RUs can be used by: i) STAs that seek to join the network (to send control frames

such as Association Requests), or ii) STAs that have recently joined the network or have

just woken from a sleep state and have not been scheduled by the AP for transmissions in

the UL (to send their BSR information).

The contention process used by STAs for transmitting their packets on RA RUs is referred

3In our work, we assume that STAs who have successfully reported their BSR information to the AP but
are not scheduled for transmission in the current MU OFDMA cycle do not contend for RA RUs.
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to as UORA. Note that UORA occurs in conjunction with the SA procedure in the UL

OFDMA mode of 802.11ax. Each contending STA picks a random integer—the OFDMA

Backoff Counter (OBO) uniformly in the range [0, OCW−1], where OCW stands for OFDMA

Contention Window. On reception of the TF-R, STAs that have not been assigned to

SA RUs but have a packet to transmit contend for transmission on the RA RUs. Every

contending STA decrements its OBO by the number of advertised RA RUs (NRA). If the

OBO decrements to zero, the packet is transmitted on a randomly chosen RA RU. If not,

the contention process is ceased until the reception of next TF-R. Much alike the contention

procedure used in legacy 802.11 standards, OCW is reset to OCWmin following a successful

transmission, and is doubled for every collision until the OCW reaches OCWmax. We assume

that STAs that contend on RA RUs transmit their respective payload frames with the TXOP

field in the QoS Control sub-frame set to indicate their respective transmit buffer occupancy

status. Once an STA successfully transmits a packet (along with piggybacked BSR), it does

not contend on RA RUs until the AP assigns enough SA RUs for the STA to be able transmit

all the packets reported in its latest BSR. Note that once the AP knows BSR information

of an STA, the former will allocate required resources to the later based on its quality of

service (QoS) requirements such as latency, throughput, etc. Fig. 5.1 provides an illustrative

example of UORA operation in conjunction with SA in 802.11ax UL OFDMA.

Transmissions shown in Fig. 5.1 correspond to one cycle of UL MU OFDMA transmissions.

Throughout the chapter, we refer to this cycle as TF cycle. The AP can assign RUs for SA

in the TF-R because it is aware of the transmission queue status of STAs 1 and 2. On the

completion of the TF cycle, the AP has knowledge of STA 7’s buffer status, and can assign

STA 7 SA RUs in subsequent TF cycles.

Throughout this chapter, we assume that the only mechanism for BSR delivery available

at the STAs is by piggybacking the BSR information on payload frames. We make this

assumption because although a null QoS frame (i.e. a QoS frame with no payload) can be

used to convey the BSR to the AP, if the TF-R assigns any of the RUs for SA, the time taken

for the completion of TF cycle will depend on the time taken for the STAs that are assigned
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Figure 5.1: UORA used jointly with SA transmissions. STAs 1 and 2 are assigned RUs for
SA, while the remaining STAs contend for transmissions on the three RA RUs. STAs 5, 7
and 8 decrement their OBOs to zero, and transmit on randomly selected RUs. This leads to
a collision on the second RA RU, and successful transmission on the third RA RU; the first
RA RU remains idle.

SA RUs to complete their payload transmissions. By transmitting the null QoS frame,

remainder of the air-time in the TF cycle is wasted even if the transmission is successful.

The only pragmatic use-case where the null QoS frame can be used for BSR delivery is when

all RUs are assigned for RA. In such circumstances, it is advantageous to use a null QoS

frame because if transmissions on all RUs collide, then the air-time wasted is small. This

procedure is similar in spirit to the use of RTS/CTS frame in legacy transmissions whereby

payload transmissions can be preceded by RTS/CTS exchange so that if the RTS/CTS

frames collide, the wasted air-time is minimized.

Furthermore, we assume that only the RA RUs are used for BSR transmissions. This is

becuase the sub-field (TXOP duration) in the QoS Control sub-frame that is used for con-

veying the BSR can have different interpretations based on the mode in which the 802.11ax

AP operates. The TXOP sub-field is normally used by the STAs to request a specific TXOP

duration for subsequent transmissions. However, the 802.11ax standard requires the AP

to interpret the TXOP sub-field as the BSR of the corresponding STA when the network

operates in MU OFDMA mode. Although BSRs can be transmitted piggybacked on pay-

load frames on SA RUs, STAs can potentially use the TXOP field in the regular context.
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Therefore, the AP can be certain of TXOP sub-field intepretation (as a BSR) only when the

BSR is delivered on one of the RA RUs.

From the aforementioned discussions, it is clear that the AP can schedule UL MU OFDMA

transmissions effectively only if the STAs are successful in delivering their respective BSRs

over the RA RUs. Consequently the choice of division of RUs between RA and SA RUs is

a critical factor influencing the overall network performance. We look at the impact of this

design choice in the next section.

5.4 Performance Analysis of 802.11ax

In this section, we analyze the performance of the MU OFDMA scheme described in the

previous section. In particular, we derive expressions for the following two key performance

metrics: i) Throughput, and ii) BSR delivery rate.

Let us consider an 802.11ax network consisting of a single AP and n STAs. Assume a

saturated network, where the transmission queue of every STA is always non-empty. Never-

theless, STAs still need to inform the AP about their BSR information because the AP only

schedules those STAs in the UL SA RUs whose BSR is known to it. Since MU transmissions

is one the characteristic features of 802.11ax MAC, we assume that the AP as well as all

STAs support MU transmissions in both UL and DL. However, since the DL MU OFDMA

is based on purely schedule-based transmissions, the DL throughput is invariant to network

parameters and we will discuss it briefly towards the end of the section. First, we focus our

attention on the UL throughput of the 802.11ax MAC.

Suppose that the 802.11ax channel is divided into NRU RUs, where NRA RUs are allocated

for RA and the remaining NSA = NRU − NRA RUs are allocated for SA. Since there is one

STA assigned to each NSA RU in a TF cycle, the remaining nra = n − NSA STAs contend

for transmission on NRA RUs. Similar to many previous works on 802.11, let us assume that

all nodes can hear transmissions from other nodes; i.e., there are no hidden nodes. Also, we
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assume that channel conditions are ideal, i.e. there are no PHY layer impairments. Thus, in

our model, packet errors occur only when multiple STAs transmit at the same time in the

same RU.

Let us use the notation Wi = 2iW to denote the size of the OCW, where Wi denotes the OCW

for back-off state i and W denotes the OCWmin. Let m be the maximum back-off state and

Wmax = 2mW be OCWmax. An STA transmits a frame when its OBO decrements to 0. As

opposed to the back-off procedure in legacy 802.11, in 802.11ax, the OBO is decremented by

NRA after receiving the TF. The back-off process can then be modeled by a two-dimensional

Markov chain, and the probability that an STA transmits its BSR in any of the NRA RUs

can be computed as follows [209, 213],

τ =
2(1− 2p)

(1− 2p)
(

W
NRA

+ 1
)

+ p W
NRA

(1− (2p)m)
. (5.1)

where, p denotes probability that a transmitted packet collides.

Similar to legacy 802.11, there is only one contention process running in the 802.11ax MAC.

However, there are NRA RA RUs, and collision among transmissions from multiple STAs

occur only when they transmit at the same time on the same RA RU. Assuming that a

packet is transmitted on a randomly chosen RA RU among NRA available RA RUs, the

probability that a transmitted packet results in a collision can be computed as,

p = 1−
(

1− τ

NRA

)nra−1

. (5.2)

Equations (5.1) and (5.2) can be solved using numerical methods for given values of W , m,

NRA and nra. Using the values of τ and p, we can compute the probability that at least one

STA transmits in a considered RA RU during the TF as follows,

Ptr = 1−
(

1− τ

NRA

)nra

. (5.3)
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Now, the probability Ps that a transmission in an RA RU is successful is given by the

probability of exactly one transmission given that there has been a transmission on the

considered RA RU.

Ps =
nra

τ
NRA

(
1− τ

NRA

)nra−1

1−
(

1− τ
NRA

)nra
. (5.4)

Similarly, the probability Pidle that all RA RUs are idle because none of the STAs were able

to complete their back-off procedure is given as,

Pidle = (1− Ptr)NRA . (5.5)

Next, we define the following two time periods T1 and T2 (see Equation (5.6)) based on the

TF cycle of Figure 5.1.

T1 = TH + (TTF + SIFS + Tδ) + (TP + SIFS + Tδ) + (TACK + SIFS + Tδ)

T2 = TH + (TTF + AIFS + Tδ)
(5.6)

where, TH and Tδ refer to the time taken to transmit frame header bits and the propagation

delay respectively.

• T1: T1 represents the time spanned by a TF cycle when there is at least one RU on

which a packet is transmitted. This includes two cases: i) a TF cycle that allocates at

least one RU as SA RU (this case always results in transmissions in the allocated SA

RUs), and ii) a TF cycle that allocates all RUs as RA RUs and there is at least one

STA that transmits on an RA RU. In either case, the duration of a TF cycle is T1.

• T2: T2 denotes the time duration of a TF cycle for which all RUs are assigned as

RA RUs (i.e., NRA = NRU) but none of the STAs transmits a packet due to non-zero

OCW values. In this case, the AP can transmit a new TF with same/different RU

assignments after sensing the channel idle for an AIFS duration.
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Based on the allocation of RUs as RA RUs and SA RUs in a TF cycle, the following through-

put expressions can be derived.

1. 1 ≤ NSA ≤ NRU (at least one RU assigned for SA and the rest are assigned for RA):

When a TF comprises of at least one SA RU, irrespective of whether transmissions oc-

cur in RA RUs, the AP must reserve the channel for T1 duration to allow transmissions

in the SA RUs. In this case, the throughput is computed as,

Sul =
(NSA +NRAPtrPs)E[P ]

T1
. (5.7)

where, E[P ] denotes the expected packet size in bits.

2. NRA = NRU (all RUs are assigned as RA RUs):

This case includes two sub-cases: i) none of the STAs are able to finish their respective

back-off procedure, resulting in no packets being transmitted on any of the RA RUs

(this event occurs with probability Pidle), and ii) at least one STA completes its back-off

procedure and transmits on an RA RU. Combining these mutually-exclusive events,

the throughput of a TF cycle can be computed.

Sul =
NRAPtrPsE[P ]

(1− Pidle)T1 + PidleT2
. (5.8)

Finally, let us use the notation Sdl to denote the downlink throughput of 802.11ax. Since

802.11ax DL transmissions are purely schedule-based, Sdl is independent of n and is computed

as Sdl = NRUE[P ]
T1

. Note that each TF cycle used for DL transmissions delivers NRU packets

whereas each TF cycle designated for UL transmissions delivers (PtrPsNRA + NSA) packets

on average. Therefore, if the the DL to UL traffic/packet ratio in an 802.11ax network is

η : 1, then the aggregate 802.11ax throughput can be computed using Equation (5.9).

S11ax =
η(PtrPsNRA +NSA)Sdl +NRUSul
η(PtrPsNRA +NSA) +NRU

(5.9)
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Consider a highly dense and dynamic use-case scenario for 802.11ax, such as a wireless hot-

spot in a crowded street (e.g., Times Square in New York city)4. In such settings, due

to severe contention on RA RUs, many STAs might fail to successfully report their BSR

information to the AP. Thus, the AP cannot schedule them in the SA RUs of subsequent TF

cycles. This effect is more pronounced for STAs that need to join (by sending control packets

on an RA RU) or have just joined the network but haven’t reported their BSR to the AP.

In order to assess how well an 802.11ax network supports such STAs in dense and dynamic

use-cases, quantifying the UL throughput itself is not sufficient. Rather, the efficiency of

the MAC layer in terms of the average number of BSRs collected per TF cycle must be

analyzed. We coin a new metric, namely BSR delivery rate, denoted by β for facilitating

this measurement. In particular, β can be calculated using Equation (5.10).

β = NRAPtrPs. (5.10)

Ideally, an 802.11ax network delivers best performance to STAs by simultaneously offering

high throughput and β. However, we must note that these two are conflicting requirements

in the UL. If the goal is to maximize the UL throughput, the AP must allocate all RUs

as SA RUs, but that will lead to β = 0. When β = 0, the AP cannot schedule enough

STAs in the subsequent TF cycles, thus lowering the throughput. On the other hand, if the

objective is to maximize β, i.e., maximally support new STAs for reducing their latency, then

all RUs should be allocated as RA RUs. However, this would reduce the UL throughput

because the efficiency of RA RUs in successfully transmitting a packet is significantly low due

to contention. Clearly, an optimal balance between throughput and β can be achieved by

carefully allocating RA RUs and SA RUs. We study this issue in detail in the next section.

4We use the term “dynamic” to refer to a network use-case scenario where STAs join/leave the network
frequently.
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5.5 Optimal RU Allocation Scheme

As discussed in the previous section, striking an optimal balance between NSA and NRA is

critical in achieving a stable UL throughput in 802.11ax networks. On one hand, in order

to increase the aggregate throughput, the AP can choose to assign a large fraction of the

RUs as SA RUs—as contention-free transmissions on the SA RUs provide the maximum

possible throughput. On the other hand, the AP cannot assign STAs for schedule-based

transmissions unless it knows the BSRs of the corresponding STAs. Since we assume that

the only mechanism for BSR delivery is through contention on the RA RUs (recall this

discussion from Sec. 5.3), the AP must select NSA and NRA such that it never runs out

of BSR values. An arbitrarily chosen division of RUs may imply that the network either

lacks enough resources to meet STAs’ demand for transmission (when it assigns a larger

NRA than is required). It may also imply that the network wastes some resources because

of unavailability of STAs’ BSR information (when it assigns small NRA).

If the objective is to maximize the throughput, the AP must select NSA and NRA such that

BSRs are collected from STAs at exactly the same rate at which these STAs can be scheduled

on SA RUs, at least on an average sense. We refer to such a system state as the steady state

of the system. We now outline the requirement for a system to be in steady state. Suppose

that the AP uses NRA RA RUs and, on an average, successfully collects BSR information

from β = PtrPsNRA STAs in each TF cycle. The AP allocates the remaining NSA SA RUs

for serving the UL traffic demand of STAs whose BSR information is known to the AP.

We assume that STAs report BSRs to the AP in terms of the number of available packets

in its transmit buffer. Further, we assume that the mean length of the BSR field is λ. This

implies that if one SA RU allocation to an STA results in transmission of one packet, then

that STA must be scheduled in λ TF cycles before its UL buffer is empty. Further, if an

STA s reports a BSR of λs, we assume that the STA will not contend for transmissions on

RA RUs until it is scheduled for transmitting λs packets in the subsequent UL TF cycles

by the AP. We claim that this assumption is pragmatic because the AP has a knowledge
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of at least λs packets available in the buffer of STA s. Therefore, any further transmission

attempt from the same STA on RA RUs will only increase the overall contention.

Given this, for an 802.11ax network to be stable, the demand from STAs—i.e., β× λ packet

transmission requests—must be equal to the supply—i.e., NSA packet transmission opportu-

nities. If this condition is not satisfied, either the AP collects BSR information from a larger

number of STAs on average than can be assigned using the available SA RUs, or there might

a fewer number of STAs for which the AP knows the BSR information than the available SA

RUs. Equation (5.11) concisely characterizes the mathematical representation of a stable

802.11ax network.

NSA = λβ =⇒ NSA = λPtrPsNRA (5.11)

Given that a system is in the steady state, on an average, the AP knows the BSR values of

exactly as many STAs that are assigned SA RUs for transmissions. Equation (5.11) further

implies that, on an average, the AP only knows the BSR information of NSA STAs. Thus, if

there are a total of n nodes, in the steady state, n−NSA nodes contend for transmission on

NRA RA RUs and NSA nodes transmit on contention-free SA RUs.

From Equation (5.11), it is clear that the optimal values of NSA and NRA depend on λ.

Further, since Ptr and Ps depend on the network size (n), the optimal NSA and NRA also

depend on n. In practical 802.11ax networks, λ for each STA might be different and change

with respect to time. Generally speaking, the AP may not be able to track this information

for all associated STAs. Consequently, although an optimal NRA can be computed theoreti-

cally by jointly solving Equations (5.1), (5.2) and (5.11), a real-world AP does not have this

luxury. Therefore, an AP must be able to learn the changing network dynamics on the fly

and arrive at the steady state regardless of n and the distribution of λ across STAs. Towards

this objective, we now describe an algorithm, Algorithm 1, that can be implemented at an

802.11ax AP for achieving the optimal distribution of SA RUs and RA RUs.
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In Algorithm 1, Ψ denotes the set of STAs whose non-zero BSRs are known at the AP.

Further, in a given TF cycle, let φ and ψ denote the set of STAs that have been assigned

SA RUs and the set of STAs that successfully deliver a BSR to the AP, respectively.

Algorithm 2 Algorithm for optimal allocation of RU in 802.11ax.

Initialize: Ψ← {}
while true do

Compute NSA = min(|Ψ|, NRU)
Sort BSRs in descending order
Select NSA STAs with largest BSRs in Ψ
BSR[s] = BSR[s] - #scheduled packets ∀s ∈ φ
if BSR[s] = 0, ∀s ∈ Ψ then

Ψ = Ψ \ {s}
end if
Allocate NRA = NRU −NSA RUs for random access
Transmit Trigger Frame
if NRA > 0 and BSR received on RA RU k then

Ψ ∪ {k} ∀k ∈ ψ
Update BSR[k] ∀k ∈ ψ

end if
end while

In each TF cycle, the AP updates the BSR values of all scheduled STAs by decrementing

their respective BSR values by the number of scheduled packets. Further, following the

successful reception of BSR(s) from contending STA(s) on one or more of the RA RUs, BSR

values of the corresponding STA(s) are updated.

The core idea used in Algorithm 1 is that as long as the AP is aware of the BSR information

of NRU STAs, the AP assigns all RUs for schedule-based transmissions, one for each STA.

If not, the AP assigns an SA RU, one for each of those STAs whose BSR information is

available at the AP, while the remaining RUs are assigned for RA. BSRs, once delivered,

are valid at the AP until λ packets are scheduled in the UL. Thus, after λ packets have

been scheduled in the UL for a particular STA, the AP no longer knows its buffer status.

In Algorithm 1, NRA > 0 only when there are fewer than NRU BSRs are known to the AP.

These conditions ensure that the AP collects just the right number of BSRs that it can
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schedule on the SA RUs. In Section 5.7, we evaluate the performance of Algorithm 1 by

implementing it in NS-3 and performing simulations therein.

5.6 Airtime Distribution between Legacy Wi-Fi and

802.11ax

In this section, we leverage the analysis presented in previous sections and study a key

practical issue in 802.11ax deployments—i.e., the appropriate distribution of airtime between

legacy Wi-Fi and 802.11ax when both categories of STAs are jointly served by a single AP.

Consider a scenario where a single 802.11ax capable AP needs to serve both legacy Wi-Fi as

well as 802.11ax STAs. This will indeed be the case during the initial deployments of 802.11ax

where the newly introduced devices will be 802.11ax capable whereas the existing devices

will not support MU-OFDMA based 802.11ax transmissions. Therefore, in order to support

both categories of devices, an 802.11ax capable AP needs to facilitate two disjoint operation

modes: i) single-user mode, which allows transmissions to/from legacy Wi-Fi devices, and

ii) multi-user mode intended for 802.11ax devices.

In single-user mode, transmission from each STA occurs over the entire channel bandwidth.

Since 802.11ax devices are backward compatible with legacy 802.11 protocols, the former can

decode the legacy 802.11 packet headers and back-off their transmissions. More specifically,

802.11ax devices can decode the network allocation vector (NAV) field in the MAC header

and enter into power-saving mode. Note that there have been discussions in the TGax on

whether to allow 802.11ax devices to contend for the channel during both single-user and

multi-user modes of operation5. Permitting 802.11ax STAs to contend during both single-

user and multi-user modes of operations allows them to transmit more frequently leading

to fairness issues. Therefore, the TGax discussions advocate permitting only legacy 802.11

5Since 802.11ax STAs can also operate in legacy mode (i.e., single-user mode), they can contend for the
entire channel if permitted to do so during the single-user mode.
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STAs to contend for the channel when the AP provisions single-user mode of operation.

Therefore, we establish our subsequent discussions based on the same assumption.

The single-user and multi-user modes operate dis-jointly and facilitate transmissions from

legacy and 802.11ax STAs, respectively. In such settings, throughput and fairness are the

key performance metrics that need to be considered while designing the system. It is often

desired that the overall throughput of the network be maximized, but such a throughput

maximization scheme might not be fair for all users. For instance, in a network composed

of legacy and 802.11ax STAs, allowing the network to operate only in multi-user mode

maximizes the overall network throughput, but doing so will be unfair to legacy STAs. Also,

it has been shown that systems employing throughput fairness—i.e., each STA transmits

the same number of packets on average—reduces the overall throughput of the network

when some STAs (e.g., legacy STAs) only support lower rates. For example, a STA with

very low rate occupies the channel most of the time, thereby lowering the aggregate network

throughput. Research have shown that Airtime Fairness (AF)—a fairness scheme that allows

an equal fraction of air time to each STA—achieves a proper balance between throughput

maximization and fairness consideration in 802.11 networks. In particular, it has been shown

both analytically and experimentally that: i) traditional notion of proportional fairness [214]

translates to airtime fairness in CSMA/CA based system such as Wi-Fi [215], and ii) airtime

fairness improves the aggregate performance of the network [216].

Let us assume there are nleg legacy and n11ax 802.11ax STAs associated to a single 802.11ax

capable AP. Denote the total MAC-layer throughput of a purely legacy network having

nleg nodes by Sleg and that of a purely 802.11ax network having n11ax nodes by S11ax.

Suppose that the AP operates in single-user mode for α fraction of time and multi-user

mode for the remaining (1− α) fraction. Then, the throughput fairness between legacy Wi-

Fi transmissions and 802.11ax transmissions in a heterogeneous Wi-Fi network is achieved
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if the airtime distribution satisfies Equation (5.12).

αSleg
nleg

=
(1− α)S11ax

n11ax

=⇒ α =
nlegS11ax

nlegS11ax + n11axSleg
(5.12)

Similarly, airtime fairness between legacy Wi-Fi transmissions and 802.11ax transmissions

is achieved if the airtime distribution satisfies Equation (5.13).

α

nleg
=

(1− α)

n11ax

=⇒ α =
nleg

nleg + n11ax

(5.13)

Consequently, the aggregate throughput achieved by a heterogeneous network consisting of

both legacy and 802.11ax STAs is given by Equation (5.14).

Sagg = αSleg + (1− α)S11ax (5.14)

We shall discuss the implications of Equation (5.14) for different network deployment sce-

narios in the next section.

5.7 Results and Discussions

In this section, we investigate the MAC layer performance of 802.11ax by applying the

analysis presented in previous sections. We then validate our analysis by implementing the

MU OFDMA based 802.11ax MAC in NS-3 and comparing analytical results with those

obtained from extensive NS-3 simulations for various use-case scenarios. Finally, based on

our results, we provide key insights on some practical issues that might arise during the

initial deployments of 802.11ax. Henceforth, unless explicitly stated otherwise, we use the

following set of parameters (see Table 5.1) for all of our simulations.

Throughout this section, results pertaining to throughput represent the normalized through-

put (ratio of payload size in bits to the time taken to transmit the payload) observed at the
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MAC layer, assuming that the underlying PHY layer uses a rate of 1 Mbps. In case of NS-3

simulations, this is achieved by using the same fixed PHY rate for control and data frames,

and scaling the resulting throughput by the fixed PHY rate. Each simulation run lasts for

90 seconds, and the results presented are averaged over 10 simulation runs with different

seed values. In each plot, unless explicitly stated otherwise, markers represent results from

NS-3 simulations whereas the lines without markers correspond to analytical results.

5.7.1 NS-3 Implementation of 802.11ax

For validating the analytical results derived throughout this chapter, we extend the capabil-

ities of the NS-3 simulator to support MU OFDMA transmissions in the UL as well as DL.

To achieve this, modules for PHY and MAC layer in the default NS-3 implementation were

significantly modified. In legacy 802.11, all transmissions (in the UL as well as DL) occur

over a single channel. In the MU OFDMA mode, however, these transmissions can occur

in parallel, which necessitates the creation of separate transmit and receive chains for each

RU. Furthermore, contending STAs in legacy 802.11 contend for a single channel. However,

for the 802.11ax UL MU OFDMA to function, STAs contend for RA RUs. Therefore, state

management functions such as the PHY state (e.g. IDLE/BUSY etc.) need to be imple-

mented on a per-RU basis. We use the newly introduced SpectrumWifiPhy module to enable

transmission and reception on specific OFDM sub-carriers. The use of this module also en-

ables simulation of interference across transmissions from legacy (on an entire channel) and

802.11ax (on specific sub-channels) devices.

In order to facilitate other researchers in conducting 802.11ax based simulations, we have

released the source-code of the modified NS-3 simulator [217]. In the near future, we also

plan to make an official submission of our extended NS-3 modules to the NS-3 community.
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Figure 5.2: UL performance of the 802.11ax MAC.
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Table 5.1: Simulation parameters.

Parameter Value Parameter Value

Prop. loss model Okumura Hata SIFS 16 µs
AP coverage 40 meters Tδ 3 µs
NRA/NSA From Alg. 1 NRU 9
CWmin/OCWmin 32 m 5
CWmax/OCWmax 1024 TF-R 140 bytes
α From Eq. (5.13) P 1023 bytes
ACK 14 bytes H 44 bytes

5.7.2 Performance of the 802.11ax MAC

Figure 5.2 shows the performance of UL MU OFDMA for a network that consists of only

802.11ax STAs. As described in the previous sections, λ represents the mean number of

packets available in the transmit buffer of 802.11ax STAs. Figure 5.2(a) shows the MAC

layer UL throughput of the network when λ = 10 and fixed NRA values are used by the AP.

The performance of these fixed allocation of RA RUs are compared with that of Algorithm

1. We first note that no fixed NRA allocation offers throughput performance comparable

to that of Algorithm 1. This is owing to the fact that the optimal NRA value depends on

λ as well as the network size, i.e., n11ax. Thus, for each value of λ and n11ax, the optimal

NRA is different. Furthermore, as discussed in Sec. 5.5, for the optimal allocation of RA

RUs and SA RUs, the number of BSRs available at the AP must be NSA on an average. To

achieve this, Algorithm 1 dynamically changes the value of NRA so as to maintain the steady

state condition (Equation (5.11)). The variation of NRA across TF cycles when an AP uses

Algorithm 1 is shown in Figure 5.2(d). As seen in the figure, the instantaneous value of

NRA varies considerably, but its mean value converges to the optimal value obtained from

Equation (5.11). This validates that Algorithm 1 indeed facilitates the optimal allocation of

UL RUs in 802.11ax.

Figure 5.2(b) shows the optimal value (on an average) of NRA for different values of λ, and

the corresponding optimal throughputs are shown in Figure 5.2(c). For small values of λ,

for example λ = 1 (which means, on an average, when an STA transmits a BSR, it informs
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the AP that it has one packet available in its buffer), the optimal NRA value is much higher

than that for larger values of λ (for example λ = 10). This is intuitive because a small value

of λ implies that the AP can schedule only a few packets on SA RUs in the UL based on

the corresponding BSR. As a result, the AP needs to provision RA RUs frequently in order

to collect enough BSRs and strike a balance between the demand on RA RUs and supply

on the SA RUs. Further, a large value of NRA implies that a larger fraction of RUs are used

as RA RUs. This is corroborated by Figure 5.2(e), which shows the value of β, i.e. number

of packets transmitted on RA RUs, for different values of λ. Now, since the efficiency of

the random access mechanism in UL MU OFDMA can at best be around 38%, as seen in

Figure 5.2(f), the throughput achieved is significantly lower than cases where NRA is small.

Thus, in summary, a larger throughput can be achieved in UL MU OFDMA when λ is

large. Large λ implies that the AP does not need to frequently collect BSRs from an STA,

thereby allowing the former to allocate a large fraction of RUs as contention-free SA RUs.

Additionally, Algorithm 1 facilitates the AP in optimally allocating RUs in the UL. The AP

uses Algorithm 1 to dynamically adjust the value of NRA on the fly and achieves optimal

throughput for all values of n11ax and λ. In all plots, the overlap between the markers (results

from NS-3 simulations) and solid lines (results from analysis) validate the correctness of our

analysis.

Next, we look at the aggregate (i.e., combined UL and DL) throughput performance of

802.11ax for different values of λ and η (i.e. DL to UL traffic ratio) and compare with legacy

802.11. Figure 5.3 summarizes our results. An important observation is that for legacy

802.11 networks, the aggregate throughput falls sharply as the network size increases, thus

highlighting its lack of scalability to the network size. In contrast, an 802.11ax network scales

well with the network size, which suggests that it can be deployed in use-case scenarios where

an AP needs to support a large number of STAs (e.g., concerts, stadiums, etc.). However, it

is also noteworthy that for certain values of λ and η, the performance of 802.11ax may not

be as good as that of the legacy network. For instance, when UL dominates the DL traffic

(i.e., small η) and λ (packet arrival rate at the MAC layer) is small, the AP must allocate
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a large number of RA RUs for collecting BSRs which hurts the network throughput. Thus,

although in general, 802.11ax offers an improved performance over its legacy counterpart,

our results indicate that a naive usage of 802.11ax without consideration of the network size

and use-case scenario (η and λ) may lead to poor throughput performance in some cases.

It must be noted that for legacy 802.11 systems, there is no explicit differentiation between

UL and DL traffic. In most implementations of Wi-Fi, the legacy AP and STAs use the same

set of contention parameters, resulting in same priority for UL and DL traffic. On the other

hand, in 802.11ax systems, the DL traffic comprises of schedule-based transmissions, resulting

in a deterministic and high DL throughput in comparison to UL traffic that comprises of

both schedule-based and contention-based transmissions. Consequently, it follows that larger

the value of η, higher is the aggregate network throughput. In most practical scenarios,

the traffic in the DL indeed dominates traffic in the UL [218], which implies that in most

scenarios, for an 802.11 network of a given network size (particularly, larger values of n11ax),

the aggregate network throughput in 802.11ax will be higher than that in a legacy network of

same network size. Figure 5.3(b) shows the relative gain in per-STA throughput at the MAC

layer for an 802.11ax network compared to a legacy 802.11 network. Thus, the per-node-

throughput-gain, as specified in the functional requirements of 802.11ax, can be achieved

in many scenarios. Admittedly, the gain reported in Figure 5.3(b) is further amplified if

we consider the PHY-layer enhancements adopted by 802.11ax. A key observation is that

the gain in per-node-throughput is more pronounced for larger network sizes and for large η

values.

5.7.3 Joint Operation of Legacy Wi-Fi and 802.11ax

Now, we look at the joint operation of legacy 802.11 and 802.11ax when both categories of

STAs are served by a single Wi-Fi AP. Figure 5.4(a) shows the aggregate throughput of such

a network. For this study, we assume that the total number of STAs is fixed at 100 while we

vary the proportion of 802.11ax and legacy STAs. In particular, we evaluate the aggregate
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Figure 5.3: Aggregate MAC-layer throughput of legacy Wi-Fi and 802.11ax.

throughput performance of such a heterogeneous Wi-Fi network by considering two fairness

requirements: (i) the airtime is shared between legacy and 802.11ax STAs based on airtime

fairness as described in Sec. 5.6, and (ii) the airtime is shared between the two types of STAs

based on throughput fairness. In general, as expected, increasing the proportion of 802.11ax

STAs in the network increases the aggregate network throughput. However, for small λ (e.g.,

λ = 1) and small η values, the aggregate throughput is not maximum when the fraction of

802.11ax nodes is 100%. Specially for small η, as seen in Figure 5.3(a), a legacy network

with a small number of nodes (say 20 nodes) offers better throughput than an 802.11ax

network with large number of nodes (say 80 nodes). In such cases, it is advantageous not to

have too many nodes contending on 802.11ax. This observation indicates that based on the

network dynamics, it may be beneficial at times to let some of the 802.11ax STAs contend

in the legacy mode (since 802.11ax STAs can operate in single-user/legacy mode) so that

the overall network throughput is maximized.

Finally, we show in Figure 5.4(b) the distribution of airtime between legacy Wi-Fi and

802.11ax when throughput fairness (TF) and airtime fairness (AF) are considered. Matching

with our intuition, when AF is considered, the airtime is divided based on the proportion of

legacy and 802.11ax STAs, resulting in a straight line. On the other hand, for achieving TF,
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Figure 5.4: Performance of a heterogeneous Wi-Fi network.

the airtime must be divided not only based on the proportion of STAs of a particular category,

but also based on the throughput achieved by that class of STAs. For instance, 802.11ax

achieves better throughput for large λ and η values. However, since the airtime dedicated

to 802.11ax based on TF is small, this results in a reduced overall network throughput (see

Figure 5.4(a)). Thus, our results show that in a heterogeneous Wi-Fi network, AF achieves

the best aggregate network throughput in all use-case scenarios.

5.7.4 Practical Considerations

Latency of 802.11ax STAs

Although the SA RU-RA RU division algorithm presented in Sec. 5.5 achieves the optimal

throughput for a given 802.11ax network, one limitation of the algorithm in its current form is

that it favors those STAs whose BSR is already known at the AP. This can be unfair towards

those STAs that are waiting to transmit their packets/BSRs on the RA RUs, particularly

when λ is large. In practical scenarios, λ is large for applications that are bandwidth intensive

(such as file transfer and downloads). However, such applications usually dominate the DL

traffic. Moreover, these applications are less sensitive to delay; consequently making the



Sudeep Bhattarai Chapter 5. Performance Analysis of 802.11ax 151

algorithm practical in most realistic scenarios. A class of application that can be bandwidth

intensive as well as delay sensitive is media streaming. Algorithm 1 may likely offer poor

performance in such scenarios, and alternate approaches to maximize throughput in such

scenarios remains a part of our future work.

Introduction of artificial hidden nodes

The 802.11ax standard, for the first time in Wi-Fi networks, introduces OFDMA based

transmissions. In a heterogenous network comprising of both, legacy and 802.11ax STAs, the

legacy devices cannot decode preambles for RU-level transmissions from 802.11ax devices. To

circumvent this issue, an 802.11ax AP can set the NAV field in TF to the time corresponding

to an entire TF cycle. However, there may arise situations where legacy STAs miss the TF

transmission from the AP. This can particularly be a problem when legacy STAs wake

from a sleep state after the TF was transmitted by the AP. Under these circumstances,

such STAs have to rely solely on energy detection-based sensing for detecting MU OFDMA

transmissions. Although less likely, the occurrence of such scenarios in plausible in realistic

deployment scenarios.

Owing to the use of RA based transmissions in UL MU OFDMA, there can be deployment

scenarios where the average number of RUs on which transmissions occur in a given TF cycle

is small (for example when NSA + β = 2). When this occurs, legacy STAs using an energy

detection-based sensing can infer that the channel is idle and initiate a transmission, thereby

resulting in a collision at the AP. This is similar to the concept of the classical hidden node

problem occuring Wi-Fi networks, and is referred to as artificial hidden nodes [219]. It is

noteworthy that the root cause of the artificial hidden node problem is the presence of RU

level transmissions in 802.11ax, making this problem unique to networks where legacy 802.11

devices operate in close proximity to 802.11ax devices.

We leverage our NS-3 simulator to study the impact of artificially hidden legacy STAs on

the throughput performance of 802.11ax devices. The topology considered for these set of
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Artificially hidden legacy STA

802.11ax STA

AP

*

*

*

*

*

*

*

*

*

Legacy STA*
(a) Network topology.

0 50 100 150

Number of 802.11ax nodes

0

0.2

0.4

0.6

0.8

1

N
o

rm
a

liz
e

d
 U

L
 t

h
ro

u
g

h
p

u
t

n
leg

AH = 0

n
leg

AH = 1

n
leg

AH = 10

λ = 10

λ = 1

(b) 802.11ax UL throughput.

Figure 5.5: Effect of artificial hidden nodes on 802.11ax UL throughput.

simulations is shown in Fig. 5.5(a). Since the number of artificially hidden legacy STAs is

expected to be small in practical deployment scenarios, we consider only a small number of

legacy STAs. The impact of the collisions caused by different number of artificially hidden

legacy STAs on the throughput of 802.11ax network is shown in Fig. 5.5(b).

We first note that the presence of artificial hidden legacy STAs causes a non-negligible degra-

dation of throughput for the 802.11ax network, particularly for small values of λ, even when

the number of such legacy STAs is small. Recall from Fig. 5.2(b) that for small values of

λ, using an optimal NRA leads to a large fraction of the total RUs being used as RA RUs.

Consequently, owing to the low spectral efficiency of the UORA procedure (as can be seen

in Fig. 5.2(f)), for small values of λ, the average number of RUs used for transmissions are

small, thereby aggravating the artifical hidden node problem. Furthermore, as the number

of legacy STAs in the network increases, the performance degration caused to the 802.11ax

network increases. This can be attributed to the fact that as the number of legacy STAs

increases, even if one STA is artificially hidden to the 802.11ax nodes, it can potentially lead

to collisions at the AP.
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5.8 Chapter Summary

In this chapter, we presented a detailed analysis of the performance of MU OFDMA-based

MAC of IEEE 802.11ax for a wide range of deployment scenarios. We considered the per-

formance of 802.11ax network when the network comprises of only 802.11ax as well as a

combination of 802.11ax and legacy stations. The later is a practical scenario, especially

during the initial phases of 802.11ax deployments. Simulation results, obtained from our NS-

3 based simulator, provide encouraging signs for 802.11ax performance in many real-world

scenarios. That being said, there are some scenarios where naive usage of MU OFDMA

by an 802.11ax-capable Wi-Fi AP can be detrimental to the overall system performance.

Our results indicate that careful consideration of network dynamics is critical in exploiting

the best performance, especially in a heterogeneous Wi-Fi network. Lastly, we report a

key observation that in some cases, certain legacy stations can be “artificially hidden” to

transmitting 802.11ax devices, thereby degrading the 802.11ax performance.



Chapter 6

Operational Security of Incumbent

Users

6.1 Introduction

The use of geolocation databases (GDBs) for enabling spectrum sharing has been mandated

by the Federal Communications Commission (FCC) in the U.S. TV band [191] and the 3.5

GHz band [12, 6], and it is very likely to be adopted for other spectrum sharing applications

as well. A GDB houses an up-to-date repository of primary users (PUs) and their operational

attributes (e.g., location, transmit power, receiver sensitivity, etc.) and uses this information

to determine spectrum availability at the locations of secondary users (SUs). Specifically,

when an entrant SU requests access to the spectrum, the GDB first computes how the

addition of that SU impacts the aggregate interference experienced by the PU, and then

allows the SU to access the spectrum only if the estimated aggregate interference at the PU

is below a predefined threshold. The practical advantage of GDB-driven spectrum sharing

over spectrum sensing-driven spectrum sharing is that the former can more reliably identify

fallow spectrum and minimize the probability of interference events. This makes GDB-driven

spectrum sharing a critical and FCC-mandated component of real-world sharing systems,

154
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such as the Spectrum Access System (SAS)1 used in the 3.5 GHz Citizens Broadband Radio

Service (CBRS) band [12].

Although using GDBs for spectrum sharing has many pragmatic advantages, it raises a po-

tentially serious operational security (OPSEC) problem. For instance, SUs, through seem-

ingly innocuous queries to the database, may be able to collect multiple database-responses

to infer PUs’ operational parameters, such as their geolocation, times of operation, protected

contour, transmit power, antenna attributes, receiver sensitivity, etc. [14]. When PUs are

commercial systems, such as the case in TV bands, OPSEC is not a major concern. However,

in federal-commercial spectrum sharing, where some of the PUs are federal government sys-

tems including military and public safety communication systems, the information revealed

by the databases may result in a serious breach of PUs’ OPSEC. For example, PUs of 3.5

GHz band in the U.S. and 2.3 − 2.4 GHz band in Europe include military radars, tactical

systems, satellite Earth stations, air traffic control and telemetry devices, whose location

privacy is extremely important for national security. Therefore, devising techniques and

policies for protecting the location privacy of these PUs, while, at the same time, enabling

commercial SUs to effectively utilize fallow spectrum is a key challenge in realizing spectrum

sharing in these bands.

Recently, the FCC has mandated the consideration and implementation of techniques and

mechanisms to ensure OPSEC, including PU location privacy, in sharing systems for the

CBRS band [12], [6]. It has been strongly emphasized that PUs’ operating parameters

must be sufficiently obfuscated such that inference attacks through repeated queries to the

SAS can be thwarted. Motivated by this, in this chapter, we investigate one of the key

aspects of OPSEC—i.e., PUs’ location privacy—in GDB-driven federal-commercial spectrum

sharing. Our goal is to understand the potential location-privacy threats that may arise

due to the information released by the SAS to the SUs. We show that an adversary, by

1The Spectrum Access System is a term used in recent Federal Communications Commission (FCC)
notices and publications to denote a network of databases and supporting infrastructure deployed to enable
dynamic spectrum sharing.
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masquerading as a legitimate SU, can make multiple queries to the database, collect responses

and use them to effectively infer the PUs’ locations. We refer to this as a location inference

attack. Unfortunately, this problem cannot be fully or adequately addressed by tightly

controlling access to the database (unless adversarial SUs are identified in advance with high

certainty) because other honest SUs need access to the database for getting access to the

fallow spectrum.

To counter location inference attacks, we propose an optimal obfuscation strategy than can

be implemented by a GDB to preserve the location privacy of PUs. The GDB implements

this strategy and responds to queries made by SUs with obfuscated responses by optimally

perturbing the actual responses. One of our main objectives in this chapter is to understand

and optimally balance the inevitable trade-off between PUs’ location privacy and loss in

SUs’ spectrum access opportunities due to obfuscated responses. Our proposed obfuscation

strategy is optimal in the sense that it maximizes the PUs’ location privacy while ensuring

that the expected degradation in SUs’ performance due to obfuscated responses does not

exceed a threshold. Privacy analysis of this kind may help in wider adoption of dynamic

spectrum sharing by allowing privacy-aware PUs to quantify the risk posed to their privacy

and by providing specific techniques to mitigate that risk.

The core contributions of this chapter are summarized below.

• We provide motivation for investigating the problem by describing a location inference

attack, based on Bayesian learning, that can be used by adversarial SUs to infer the

locations of PUs in GDB-driven spectrum sharing. The problem discussed in this

chapter is based on the real-world security issues and performance constraints of the

SAS ecosystem being built for the CBRS band in the U.S.

• We describe how an adversary can make an inference attack strategy by choosing

the query locations optimally. For an adversary, querying from an optimally chosen

location ensures that the utility of the location information contained in the database

response is maximized.
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• We propose an optimal obfuscation strategy that can be implemented by the GDB to

counter the location inference attack. In doing so, we identify a fundamental trade-off

between the PU’s privacy and the SU’s spectrum utilization efficiency. The proposed

strategy maximizes the location privacy of PUs while ensuring that the degradation

in SUs’ utility due to obfuscated responses (provided by the database) does not ex-

ceed a predetermined threshold. We formulate the obfuscation problem as a formal

optimization problem.

• Using simulation results, we demonstrate the efficacy of our proposed obfuscation strat-

egy in countering location inference attacks, including the location-inference strategy

described in this chapter.

The rest of the chapter is organized as follows. We provide some technical background in

Section 6.2 followed by related work in Section 6.3. Section 6.4 introduces the location

inference attack and adversary’s strategy for optimally choosing the query locations. We

present our proposed optimal obfuscation strategy in Section 6.5. Simulation results that

illustrate the performance of the proposed obfuscation scheme are presented in Section 6.6.

Finally, Section 6.7 concludes the chapter.

6.2 Preliminaries

6.2.1 Database-Driven Spectrum Sharing

Realizing that the effectiveness of dynamic spectrum sharing depends on proper spectrum

management and coordination among users that share the spectrum, the FCC adopted GDB-

driven spectrum sharing model in the U.S. TV bands [191]. The GDB provides centralized

spectrum management among other functionalities. The GDB has also been adopted for

enabling a three-tiered spectrum sharing model in the 3.5 GHz band [12]. Specifically, a

network of GDBs and supporting infrastructure—often referred to as the SAS—has been
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mandated for enabling federal-commercial spectrum sharing in the 3.5 GHz band. The SAS

is a dynamic database system that computes aggregate interference on the fly and provides

real-time spectrum management. It dictates how and when SUs access the spectrum. For

example, when a SU sends a spectrum access query, the SAS uses a power allocation function

(generally defined by the regulatory agency) to compute the maximum allowable transmit

power at the query location and responds to the query accordingly.

6.2.2 The Need for Location Privacy in GDB-Driven Sharing

In its Report and Order [6], the FCC finalized rules for governing the innovative 3.5 GHz

CBRS band. The Report and Order prescribes federal-commercial spectrum sharing through

a network of GDBs (a.k.a. SAS) supported by a real-time spectrum sensing system called

Environmental Sensing Capability (ESC). In particular, the SAS is fed with real-time spec-

trum occupancy measurements from the ESC, which is used to determine channel availability

and to control spectrum access. The SAS would need PUs’ operational parameters, such

as their locations, times of operation, receiver sensitivity, etc., which are considered sensi-

tive and must be protected from exposure to a potential adversary. This is critical because

some of the PUs that currently operate in the 3.5 GHz band include Department of De-

fense (DoD) radar systems, satellite Earth stations, air traffic control and telemetry services,

whose operational privacy is extremely important for national security.

To address this issue, a common industry and government standards body—namely, the

Spectrum Sharing Committee (SSC)—was created in 2015 within the Wireless Innovation

Forum (WinnForum). The SSC works with the FCC to support the development and ad-

vancement of spectrum sharing technologies based on the three-tier architecture proposed

for the 3.5 GHz CBRS band [15]. The main objective of this committee is to ensure that

the 3.5 GHz band can be successfully commercialized through the creation of standards that

will encourage rapid development of the CBRS ecosystem, protect incumbent operations

and benefit all potential stakeholders in the band. As a step forward, the Security Require-



Sudeep Bhattarai Chapter 6. Operational Security of Incumbent Users 159

ments Working Group (SRWG) was formed under the SSC, and was charged with defining

the OPSEC requirements, including location privacy, as well as the communication security

requirements for spectrum sharing ecosystems.

The WinnForum has drawn up security and privacy requirements in the 3.5 GHz band and

acknowledged the importance of implementing mechanisms to protect the location privacy

of PUs (among other operational parameters) against inference attacks carried out by le-

gitimate SUs. The SRWG recently released a draft of the standard that mandates the use

of three different obfuscation procedures to help preserve the location privacy, among other

operational parameters, of PUs [220]. These procedures are: i) ESC position estimate uncer-

tainty, i.e., requiring ESCs to ensure that the location of PU activity cannot be accurately

estimated or tracked; ii) obfuscating the protected regions, a.k.a. exclusion zones2, of PUs

before they are incorporated into the SAS, and iii) requiring the SAS to limit the infor-

mation disclosure from query responses. In this chapter, we focus our study on the third

procedure and provide an optimal solution to thwart location inference attacks that are

based on repeated queries to the SAS [220].

In practice, an adversary may have capabilities to infer PUs’ locations through other sources,

e.g., by employing a network of spectrum sensing nodes. However, such attacks are not in-

stances of a pure database-inference attack—i.e., an inference attack that is purely based on

information released by the database—and cannot be prevented by controlling/restricting

access to the database. Thus, the main concern of the FCC and the DoD regarding PUs’

OPSEC in GDB-driven sharing is the possible “lowering” of the threshold for adversaries to

gather sensitive information/intelligence which is made possible by GDB-driven sharing. In

other words, they are concerned about adversaries gaining sensitive OPSEC-related informa-

tion/intelligence with minimal effort and with minimal probability of detection. Deploying

a network of sensors to collect OPSEC information is certainly possible, but would require

much more effort and resources, and more importantly, would be more readily detected by

2An exclusion zone is a spatial separation region defined around a PU where co-channel and/or adjacent-
channel transmissions are not allowed.
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enforcement entities. GDB-driven sharing makes intelligence gathering inherently easier and

more difficult to detect—this is the main concern shared by the spectrum regulatory agencies

and the PUs, viz., DoD.

6.2.3 Metrics for Quantifying Location Privacy

In [221], the authors discussed three metrics for evaluating location inference attacks: i) un-

certainty, ii) inaccuracy, and iii) incorrectness. Suppose o denotes the information observed

by the adversary (e.g., database’s reply to a query). Also, suppose that the information that

the adversary extracts from the observation is in the form of p(x|o), which is the probability

distribution for possible values of the PU’s location given the observation. Uncertainty is the

ambiguity of this posterior distribution with respect to finding a unique answer (note that a

unique answer need not be the correct one). The uncertainty is maximized if the result of a

location inference attack is a uniform distribution of the locations.

Because the attacker does not have infinite resources, the result of a location inference at-

tack is only an estimate, p̂(x|o), of the posterior distribution, p(x|o). Inaccuracy is the

discrepancy between the distributions p(x|o) and p̂(x|o). It has been shown that uncertainty

and inaccuracy are only indirect measures of location privacy [221], [14]. Alternatively, the

database can calculate the expected distance between the location inferred by the attacker

and the PU’s true location. This distance is called the incorrectness of the attacker’s infer-

ence. Mathematically, incorrectness, IC, is defined as:

IC =
∑
i

pidi, (6.1)

where pi denotes an attacker’s belief about the presence of a PU at a location that is di

distance away from the PU’s actual location.

Reference [221] formally justifies that the incorrectness of the adversary’s inference attack

(i.e., his expected estimation error) determines the location privacy of users. Based on the
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discussions provided in their seminal work, incorrectness is the most appropriate metric for

quantifying location privacy because it reflects the physical measurement of distance and

relates to real-world user privacy requirements. The authors also show that other metrics

for location privacy, such as entropy and k-anonymity, are indirect measures, and often times,

such metrics mis-estimate the true location privacy of users. Subsequently, several recent

papers have used incorrectness as a metric to quantify users’ location privacy [222, 223, 224,

225]. Therefore, throughout this chapter, whenever an explicit measure of PUs’ location

privacy is required, we will also use incorrectness as the metric even-though our subsequent

discussions apply for any location privacy metric in general. Henceforth, we shall use the

terms “location privacy” and “incorrectness” interchangeably.

6.3 Related Work

The proliferation of database-offered services (e.g., location based services (LBS), where

mobile users share their location to obtain services such as getting directions, finding nearby

restaurants, etc.) has triggered considerable research efforts that investigate methods to

protect the privacy of users in such settings. In this context, researchers have proposed

several methods to reduce the granularity of data representation in order to keep the user

data private. Most of the existing work—e.g., sending space- or time-obfuscated versions of

users’ attributes [226], [227], hiding some of the users’ attributes by using mix zones [228],

sending indistinguishable fake/dummy queries [229], k-anonymity [230], l-diversity [231], t-

closeness [232], etc.—focus on preserving the privacy of users who seek LBS by providing

their locations to the database.

In contrast, the focus of this chapter is to study the privacy of database contents; i.e., PUs’

location information which is stored in the database. While the objectives seem similar,

the location privacy issues of LBS and spectrum database are clearly different. In LBS, the

database is the “honest but curious” adversary, whereas in GDB-driven spectrum sharing,
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the querier is the “honest but curious” adversary. Also, obfuscation (adding intentional

inaccuracies in location information) degrades the quality of the services provided by the

database in both cases, but its impact is far greater in the latter due to the negative impact

on the PU in the form of harmful interference. For example, in LBS, the use of obfuscated

location of the querying user does not make services offered from any geographical region

unusable. On the other hand, in spectrum sharing, obfuscating PUs’ locations precludes an

additional geographical area from being allowed for spectrum sharing [233]. Furthermore,

user anonymization schemes, such as k-anonomity and k-clustering [14], are not applicable

in spectrum sharing, especially in cases where PUs may be very sparse, and/or are operated

by a single organization (such as military radars operated by the DoD in 3.5 GHz band), in

which anonymization is not meaningful. Therefore, the location privacy issue in LBS and

GDB-driven spectrum sharing are different problems and solutions for the former cannot be

used for the latter without non-trivial modifications.

Differential privacy [234] is another privacy-preserving technique that has gained consider-

able attention in recent years. It provides a semantic privacy model with strong protection

guarantees; it captures the amount of disclosure that occurs due to the publication of sen-

sitive data in addition to mandating how the published data should look. The core idea of

differential privacy is that an aggregate result over a database should be the same, whether

or not a single entry is present in the database. A generalization of differential privacy, called

“geo-indistinguishability”, has been studied in [224] and [225] for protecting the location pri-

vacy of users in LBSs. Unfortunately, the requirements of the SAS limit the applicability of

these techniques in safeguarding the privacy of PUs. In particular, as discussed in reference

[222], the overall objective of spectrum sharing, i.e., offering improved spectrum access op-

portunities to SUs while protecting PUs from harmful interference, prevents the SAS from

being differentially private.

There is only a few existing work that addresses privacy concerns in GDB-driven spectrum

sharing. In [187], a taxonomy of threats in spectrum sharing, along with several privacy issues

and respective countermeasures, are summarized. The privacy of SUs in spectrum sharing



Sudeep Bhattarai Chapter 6. Operational Security of Incumbent Users 163

is studied in [235, 236], where the authors propose privacy-preserving mechanisms based on

the principle of private information retrieval. Similarly, several other works have studied

the issue of SU location privacy in collaborative sensing [237, 238, 239, 240]. However, PUs

and SUs play different roles in spectrum sharing, which precludes the direct application of

aforementioned works in addressing the privacy concerns of PUs.

There are some recent works that propose solutions to address the privacy concerns of both

PUs and SUs in GDB-driven spectrum sharing [241, 242]. The proposed solution of [241]

achieves bilateral utility maximization for both PUs and SUs, but the SAS-SU protocol

used in the chapter is not consistent with that specified in the standards. Furthermore, the

communication overhead inherent in the proposed scheme might be a bottleneck in many

spectrum sharing scenarios. Reference [242] uses homomorphic encryption technique and

offers promising results in terms of both PU and SU privacy. However, it has limitations in

terms of query response time and communication overhead, making it not a viable solution

for practical dynamic spectrum sharing scenarios.

Some practical approaches for addressing the PU privacy problem are studied in [14, 243,

222, 223, 233]. In [14], the authors propose several privacy-preserving techniques, based on

generalization techniques, such as k-anonymity and k-clustering, for preserving the privacy

of PUs. Unfortunately, the performance of these techniques depends on spatial orientations

(i.e., relative locations) of PUs, and hence, they do not perform effectively in all scenarios.

Reference [222] studies a privacy bound for PUs as the number of time slots until which

a desired level of PU privacy can be achieved. Reference [223] provides simulation results

to demonstrate the trade-off between PU location privacy and SU spectrum utilization.

However, none of these papers provides a rigorous analysis of the trade-off between PU

location privacy and SU spectrum utilization.

In this chapter, we address the aforementioned limitations, and propose an optimal obfusca-

tion strategy that can be implemented by a GDB to maximize PUs’ location privacy, while

at the same time, ensure that the degradation in SUs’ utility caused due to obfuscation is
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below a threshold. Our methodology provides a formal framework for studying the fun-

damental trade-off between PU location privacy and SU spectrum utilization in spectrum

sharing. While there has been considerable amount of research on location privacy in the

context of LBS, to our best knowledge, this is one of the few works that rigorously analyzes

PU location privacy in the context of GDB-driven spectrum sharing.

6.4 Location Inference Attack

In this section, we first describe the system model wherein we provide the details of the

database, the database access protocol and a model for an adversary that makes inference

based on information obtained from the database. Then, we describe an algorithm that

an adversary can use for launching a location inference attack against PUs. Finally, we

introduce two types of adversaries and compare their performances in inferring the locations

of PUs.

6.4.1 System Model

Database Governance Region

Let us assume that the region served by a GDB is divided into X×Y identical square grids,

each of which is denoted by g(x, y), where 1 ≤ x ≤ X and 1 ≤ y ≤ Y denote the x coordinate

and the y coordinate of the grid, respectively. Suppose there are P PUs and S SUs in the

system. There are C equal-bandwidth channels (say W MHz each) in the system, and all

users (both PUs and SUs) share these channels. PUs have primary access to the channels

whereas SUs can use them only if the GDB determines that they do not cause harmful

interference to the PUs. Let us also assume that PUs are stationary—i.e., the movement of

each PU is confined to the grid in which it is located. This assumption is valid for stationary

PUs (e.g., satellite earth stations, stationary or slow-moving radars, etc), which is the main
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focus of this chapter. In cases where PUs are mobile (e.g., vehicle-mounted military radar

systems, tactical military communications systems, etc.), the problem of location inference

becomes a particle tracking problem [244], and we discuss it in Section 6.6.

Transmit Power Allocation

The GDB implements a transmit-power allocation (TPA) function for computing the maxi-

mum allowable transmit power, Pts, that a SU can transmit at its location without causing

harmful interference to a co-channel PU. In practice, the TPA function is dictated by a

regulatory agency, such as the FCC or the NTIA, which uses information such as propa-

gation path-loss between the querying SU and the nearest co-channel PU, PL, transmission

spectral mask of SU, terrain information, antenna attributes, PU’s interference protection

criteria, etc., to compute Pts. Nevertheless, in simple terms, Pts depends on the interference

tolerance threshold of the PU and PL. Therefore, although the attack model described here

is applicable to any TPA function in general, in this chapter, we assume that for a given

interference tolerance threshold of the PU, the TPA function is a function of PL and denote

it as h(PL) for simplicity.

Database Access Protocol

The WinnForum’s Spectrum Sharing Committee—which has been charged for defining the

OPSEC requirements for spectrum sharing in the 3.5 GHz band—has recently finalized the

rules/protocol for spectrum access in the CBRS band (the 3.5 GHz band) [245]. According

to the WinnForum’s protocol, a CBSD first authenticates itself to the SAS, and then sub-

mits a spectrum inquiry by specifying a list of supported frequency bands/channels. The

SAS responds to the inquiry with spectrum availability information on each of the channels

specified in the spectrum inquiry.

Adhering to the standards, we consider a GDB query protocol in which a SU sends a spectrum
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query, Q = (ID, loc, A, ch), to the database, where:

• ID is the querying SU’s unique identifier,

• loc ∈ g(x, y) denotes its location coordinates,

• A denotes its antenna attribute information, and

• ch denotes the list of channels chi, i ∈ {1 . . . K} where K ≤ C denotes the total number

of channels specified in the query. The SU seeks spectrum availability information in

all ch channels at its location.

The GDB uses ID to authenticate each user before granting spectrum access. If the SU

meets all regulatory requirements, the GDB checks, for each channel chi, whether chi can

be used by the querying SU at loc while protecting the PUs from SU-generated interference.

Then, the GDB sends a query response, R where each element of R is Ri = (chi, P
chi
ts , Ti)

and i ∈ {1 . . . K}. Here, P chi
ts and Ti denote the maximum allowed SU transmission power

in chi, and time duration for which the SU can transmit on chi, respectively.

Our prime interest in this chapter is to study the relation between the number of query

responses and the information revealed by such responses. To make the subsequent dis-

cussion/analysis easy to follow and without the loss of generality, henceforth, we assume

that each query inquiry and response contains information pertaining to a single channel.

Therefore, the notations ch, R, P chi
ts and Ti can be simplified as ch, R, P ch

ts and T respec-

tively. Note that our subsequent analysis is applicable as it is even in cases where a query

inquiry/response consists of information pertaining to multiple channels. In particular, the

same inference principle can be applied to infer the locations of PUs in each channel and the

same obfuscation strategy is applicable to obfuscate PUs’ locations in each channel.

In practice, TPA functions are complex as they need to consider the combined effect of ag-

gregate interference, receiver sensitivity, effective isotropic radiated power, etc. in protecting

PUs from SU-induced interference as well as in maximizing spectrum utilization opportuni-
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ties for SU. In this chapter, we assume that the GDB uses the following TPA function (see

Equation (6.2)) to allocate transmit power to the querying SU in channel ch. This threshold-

based TPA function considers path loss (between the PU and the SU) and PU’s interference

tolerance threshold as primary constraints for calculating the maximum allowable transmit

power at the SU location. In the absence of a standardized TPA function for the 3.5 GHz

band, our motivation for using the threshold-based TPA is based on the FCC rules defined

for the TV band [246]. Finally, it is noteworthy that despite this choice of TPA function in

our analysis, the discussions and results are equally applicable to systems that use any TPA

function in general.

P ch
ts = h(PL) =


0, PL ≤ Pth1

P1, Pth1 < PL ≤ Pth2

P2, PL > Pth2,

(6.2)

where, Pth1 and Pth2 denote minimum required path loss between the querying SU and

the nearest co-channel PU for allocating transmit powers P1 and P2, respectively. Clearly,

Pth1 < Pth2 and P1 < P2.

6.4.2 Adversary Model

We consider an adversary model in which the attacker has deterministic knowledge of h(PL)

as well as the propagation model used by the GDB to compute PL. The attacker may either

be i) a single mobile SU that can move throughout the region serviced by the GDB, send

queries and collect responses from the database, or ii) a group of colluding SUs in the region.

In our attack model, these two cases are equivalent. Throughout this chapter, we shall use

the term “adversary” to refer to both cases.

The adversary may have some prior incomplete information regarding PUs’ locations (e.g.,

by hacking some of the ESC nodes or by obtaining information from previous spectrum
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occupancy data), and it tries to update this prior belief by observing query responses. Here,

the attacker is honest-but-curious, i.e., the attacker comprises of legitimate SUs that make

honest queries to the GDB (does not send false loc and ID) and collects responses (does

not violate the transmission rules specified in the response), but uses them to infer PUs’

locations. In such a setting, the leakage of PUs’ location information is inherent because the

database uses such information to provide responses to queries.

6.4.3 Inference Algorithm

Here, we present the location inference attack as Algorithm 3. The algorithm uses a series

of database query responses—which by themselves do not directly reveal PUs’ locations—to

infer the PUs’ locations. Note that, as specified in references [226] and [222], the problem

of inferring PUs’ locations given a set of observations (query responses) is a pure instance

of Bayesian inference. The adversary has incomplete information about PU’s true location,

and it continuously updates its hypothesis about this location based on observations in the

form of query responses. In other words, the adversary observes the spectrum query response

provided by the database, it knows the TPA function and the database’s obfuscation strategy,

and it has a prior incomplete information about PUs’ locations. Using this information, the

adversary implements Bayesian inference strategy for computing its posterior belief, and

hence, infer PUs’ locations.

Let us define a Bernoulli random variable, B(ch)
xy , that is equal to 1 if a PU is active on channel

ch in grid g(x, y), and is 0 otherwise. Let P (B(ch)
xy = 1) = p

(ch)
xy and P (B(ch)

ij = 0) = 1− p(ch)xy ,

where P (.) denotes the probability of an event. The adversary begins the inference attack

by initializing the values of p
(ch)
xy for all x, y, and ch based on its side information. For

instance, if we assume the attacker believes that there is at least one PU operating on each

channel in the GDB service area—i.e,. in each channel, there is at least one PU in one of the

X × Y equal-area grids, it initializes p
(ch)
xy = 1

XY
for all values of x, y, and ch. Then, after

receiving each query response, the attacker updates p
(ch)
xy which reflects its inference about
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the locations of PUs in each channel. Based on the TPA function considered in this study

(see Equation (6.2)), there are three possible update scenarios.

• Case 1: R = (ch, P ch
ts = P2, T ). P ch

ts = P2 indicates that there is no PU operating

on channel ch in any grids that have path loss values less-than-or-equal-to Pth2 from

the query location. However, this reply does not reveal any information about the

presence/absence of PUs in other grids. The attacker sets p
(ch)
xy = 0 for all grids that

have path loss values smaller-than-or-equal-to Pth2 from loc, but it does not alter p
(ch)
xy

values for other grids and for other channels.

• Case 2: R = (ch, P ch
ts = P1, T ). P ch

ts = P1 indicates that there is no PU operating on

channel ch in any grid that has a path loss value smaller-than-or-equal-to Pth1 from

loc. It also implies that there is at least one PU operating on channel ch in grids that

have path loss values between Pth1 and Pth2 from loc. In this case, the database sets

p
(ch)
xy = 0 for all grids that have path loss values less-than-or-equal-to Pth1 from loc.

The update mechanism for p
(ch)
xy , for grids that have path loss values between Pth1 and

Pth2 from loc, is described below.

Let us define p-grids as the grids where a PU is likely to be present (as inferred from

the database response). In this case, p-grids for channel ch are the grids that have path

loss values between Pth1 and Pth2 from loc and have p
(ch)
xy 6= 0. The attacker updates

p
(ch)
xy for each p-grid using the Bayes’ rule. Suppose G denotes the number of p-grids,

event H represents the hypothesis of the existence of a PU in a p-grid, and event O

denotes the attacker’s observation (extracted from the database’s response) that there

is a PU in grid g(x, y) or one of the other G−1 p-grids. If event Hc denotes the absence

of a PU in g(x, y), then the probability of observing the same p-grids, P (O|Hc), is G−1
G

(existence of a PU in one of the other G− 1 p-grids). The Bayes rule indicates that:
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P (H|O) =
P (O|H)P (H)

P (O|H)P (H) + P (O|Hc)P (Hc)

=
1× p(ch)xy

1× p(ch)xy + G−1
G
× (1− p(ch)xy )

=
p
(ch)
xy

1− 1
G

(1− p(ch)xy )
.

(6.3)

Therefore, for all the p-grids for channel ch, the attacker uses Equation (6.3) to compute

P (H|O) and updates p
(ch)
xy to P (H|O).

Note that when G is a large value, p
(ch)
xy does not change significantly, but for small

values of G, p
(ch)
xy escalates quickly. In the extreme case when G = 1, p

(ch)
xy = 1.

• Case 3: R = (ch, P ch
ts = 0, T ). P ch

ts = 0 implies that there is at least one PU operating

on channel ch in grids that have path loss values smaller-than-or-equal-to Pth1 from

loc. Therefore, the attacker uses Equation (6.3) to update inference probabilities for

all grids that have path loss values smaller-than-or-equal-to Pth1 from loc on channel

ch. Note that, in this case, p-grids denote the grids that have path loss values less-

than-or-equal-to Pth1 from loc on channel ch.

The adversary (recall that this also denotes a group of colluding adversaries) makes multiple

queries, say N queries, to the database from different grids and updates p
(ch)
xy after receiving

each query response. The updated p
(ch)
xy values represent the result of the location inference

attack.

In Figure 6.1, we demonstrate the performance of Algorithm 3 in inferring PUs’ locations

when the adversary is random. We define random adversary as the one that sends multiple

queries to the database from randomly chosen locations—i.e., for each query, it randomly

chooses one among all the grids. As expected, the incorrectness of the attacker’s inference

decreases monotonically with the increase in number of database responses. Each query

response reveals some information about co-channel PUs’ location, and hence the result.
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Algorithm 3 Location Inference Attack

Require: Sequence of queries Q = {Q1, Q2, · · · , QN} and their corresponding responses
R = {R1, R2, · · · , RN}.

Ensure: Updated inference probabilities, p
(ch)
xy , for all x, y and ch.

1: Initialize p
(ch)
xy for all x, y and ch.

2: for i = 1, . . . , N , do
3: Send query Qi to the database.
4: Receive database response, Ri.
5: if Ri = (ch, P ch

ts = P2, T ) then

6: Set p
(ch)
xy = 0 for all g(x, y) that have path loss values less-than-or-equal-to Pth2 from

loc.
7: else if Ri = (ch, P ch

ts = P1, T ) then

8: Set p
(ch)
xy = 0 for all g(x, y) that have path loss values less-than-or-equal-to Pth1 from

loc.
9: Update p

(ch)
xy for all p-grids for channel ch using Equation (6.3).

10: else if Ri = (ch, P ch
ts = 0, T ) then

11: Update p
(ch)
xy for all g(x, y) for channel ch that have path loss values less than or

equal to Pth1 from loc using Equation (6.3)
12: end if
13: end for
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Figure 6.1: Performance of the location inference attack when the attacker makes queries
from randomly chosen grids.
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6.4.4 Strategic Adversary

In practice, an adversary will likely try to maximize the efficacy of a location inference attack

by choosing the query locations strategically. We refer to such an adversary as a strategic

adversary. In particular, a strategic adversary chooses the query locations optimally, and

hence, ensures that the useful information contained in the database response is maximized.

This minimizes the PUs’ location privacy (incorrectness in our case). In this subsection, we

describe how a strategic adversary chooses the next query location to achieve the aforemen-

tioned objective. If a strategic adversary pursues to threaten the location privacy of PUs in

a particular channel, it sends multiple spectrum inquiries for that channel from optimally

chosen query locations and collects corresponding responses to facilitate the inference.

In Section 6.5, we will provide details regarding the GDB’s optimal location-privacy preserv-

ing strategy. We will learn that the GDB preserves the PUs’ location privacy by replying

to an SU’s query with an obfuscated response, R′, instead of the actual response, R. This

implies that the actual response will be hidden from the querying SU. In such scenario, given

a query location, loc, the adversary can calculate the conditional expected incorrectness for

an arbitrary obfuscated response, R′, and an arbitrary PU’s location, PUloc, as follows:

IE[IC|loc, R′,PUloc] = IC (I,PUloc) ,

where IE[.] denotes an expectation operator; I = u(I(−1), R′) is an inference matrix that

represents the updated inference probabilities, p
(ch)
xy , after observing R′; and u(I(−1), R′) is

a function that updates the previous inference matrix, I(−1), to I after observing R′ using

the location inference algorithm described in Algorithm 3.

For a query made from loc, let P (R′|loc) denote the probability that the querying SU observes

R′ as the GDB’s response. Also, let P (PUloc) denote the attacker’s belief about the location

of PU at grid PUloc. For an adversary, P (PUloc) corresponds to the updated inference

probabilities after observing the most recent query response.
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Similar to the design of any state-of-the-art privacy-preserving mechanisms, we assume that

an adversary has knowledge of the GDB’s location-privacy preserving strategy, but not the

input parameters. The GDB’s strategy will be discussed in detail in Section 6.5. Using the

GDB’s optimal strategy, the adversary can compute F∗ = {f ∗(R′|R)|I(−1), ∀R′ ∈ R} for

each possible loc. Here, the notation R represents the set of all possible obfuscated responses

for a given R, and F∗ denotes the optimal obfuscation strategy, which represents a set of

obfuscation probabilities. Each element of F∗—i.e., f ∗(R′|R)—denotes the probability that

the actual response R is replaced with an obfuscated response R′. Provided this, the expected

incorrectness for a given loc and an arbitrary R can be written as,

IE[IC|loc, R] =
∑
R′

(
f ∗(R′|R)

∑
PUloc

P (PUloc) IC (I,PUloc)

)
.

Recall that the database hides the actual response R from the adversary. This forces the

adversary to compute the expectation of incorrectness over all possible R. Also, as we shall

learn later in Section 6.5, the term f ∗(R′|R) (and hence IE[IC|loc, R]) is conditional on Cmax,

a parameter used by the database to control the obfuscation level. This tunable parameter

is independent of the query location loc and is hidden from the adversary, which forces the

latter to compute the expectation of incorrectness over all possible Cmax values. Therefore,

the adversary computes the expected incorrectness for a given loc as follows,

IE[IC|loc] =
∑
R

{
P (R|loc)

∑
Cmax

P (Cmax)IE[IC|loc, R]

}
. (6.4)

where, P (Cmax) denotes the probability with which the attacker believes that the database

uses Cmax as the obfuscation parameter. Since the adversary in general does not know the

value of Cmax used by the database, it may assume a uniform distribution over all possible

Cmax values and set P (Cmax) accordingly.

For a strategic adversary, the query location that minimizes the location privacy of PUs is

the one that minimizes IE[IC|loc]. Therefore, the adversary solves Equation (6.5) to find the
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loc∗ = argmin
loc

IE[IC|loc]

= argmin
loc

∑
R

(
P (R|loc)

∑
Cmax

P (Cmax)IE[IC|loc, R]

)

= argmin
loc

∑
R

[
P (R|loc)

∑
Cmax

{
P (Cmax)

∑
R′

(
f ∗(R′|R)

∑
PUloc

P (PUloc) IC (I,PUloc)

)}]
. (6.5)

0 50 100 150

10
−2

10
−1

10
0

10
1

10
2

Number of queries

L
o
c
a
ti
o
n
 P

ri
v
a
c
y
 (

In
c
o
rr

e
c
tn

e
s
s
)

 

 

Random query locations

Strategic query locations

Figure 6.2: Location-inference results of a random adversary versus a strategic adversary.

optimal query location, loc∗, in each iteration of Algorithm 3. Note that, for a collusion

attack, i.e., an attacker representing a group of malicious SUs, the solution of Equation (6.5)

can be used to select the SU whose query response (database response to the query made

from this SU’s location) yields maximum information about PUs’ locations.

In Figure 6.2, we compare the performance of the strategic adversary against the random

adversary. Clearly, the former outperforms the latter. The strategic adversary is able to

reduce the incorrectness of its inference in very few queries as compared to the random

adversary, making the location-inference-attack more efficient.
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6.5 Optimal Location-Privacy Preserving Strategy

6.5.1 Perturbation based Obfuscation

The perturbation based obfuscation method (a.k.a. random obfuscation method) is a tech-

nique for privacy-preserving databases that uses data distortion in order to mask the at-

tribute values of records. In this method, sufficiently large noise is added to the database

contents for preventing the recovery of these values by an adversary. Alternatively, noise can

also be added to the database responses. One key advantage of perturbation is that it is

relatively simple, and it does not require knowledge of the distribution of other records in the

data. Perhaps, the most basic perturbation methods used in privacy-preserving databases

is the additive noise, which is why we use it as a basis for designing our proposed location-

privacy preserving scheme. Moreover, perturbation-with-noise can be considered as a gen-

eralization of several other obfuscation techniques, such as enlarging the protected contours

[223, 14], adding dummy PUs [222, 233], etc., that have been extensively studied in the

literature. In this method, the database replaces the original response, R, with a response

R′ = R + η where η is the additive noise. Since the querier (adversary) observes R′ instead

of R and makes inference based on it, this scheme improves the privacy of the database con-

tents (in our case, PUs’ locations). Note that obfuscating database responses is equivalent

to obfuscating PUs’ locations.

6.5.2 Trade-off between Privacy and Spectrum Utilization

The perturbation-based obfuscation scheme can be implemented in privacy-preserving spec-

trum databases as follows. The original response, R = (ch, P ch
ts , T ), is modified to R′ =

(ch, P ch′

ts , T ), where P ch′

ts = P ch
ts + ε and ε is a non-positive random noise. Here, P ch

ts is the ac-

tual available transmit power in channel ch at the query location (computed using Equation

(6.2)), and it is replaced by the perturbed transmit power, P ch′

ts , for generating the obfus-
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cated response. Since ε ≤ 0, P ch′

ts ≤ P ch
ts . This is desired because, otherwise, P ch′

ts > P ch
ts (i.e.,

allowing a SU to transmit with a power higher than the actual allowed maximum transmit

power) will likely result in harmful interference to the PUs. Intuitively, adding a non-positive

ε to P ch
ts is equivalent to enlarging the protection contour of the PU.

Suppose that a SU in each grid is a network (e.g., a Long Term Evolution (LTE) network)

consisting of a single transmitter/eNodeB/access point and multiple (say NUE) receivers/user

equipments (UEs). Also assume that the SU network uses the available shared channel

as a supplemental downlink channel. When the SU transmitter uses a transmit power of

P ch
ts Watts, the SU network’s downlink capacity, Cch

su , in bits per second (bps)—which is a

metric we use to quantify the SU network’s spectrum utilization efficiency—is given by the

Shannon’s channel capacity theorem:

Cch
su =W

NUE∑
i=1

ζilog2(1 + SINRi)

=W
NUE∑
i=1

ζilog2

(
1 +

λiP
ch
ts

Ichi

)
,

(6.6)

where ζi denotes the fraction of time spent for transmissions to the ith SU receiver, SINRi =

λiP
ch
ts

Ichi
denotes the signal to noise and interference ratio in the link between the SU transmitter

and the ith SU receiver, λi denotes the attenuation-factor due to signal propagation from

the SU transmitter to the ith SU receiver, and Ichi represents the aggregate interference and

noise in the link.

Similarly, for an obfuscated response (P ch
ts replaced by P ch′

ts ), the SU network’s downlink

capacity, Cch′
su , is given by

Cch′

su =W
NUE∑
i=1

ζilog2

(
1 +

λiP
ch′
ts

Ichi

)
. (6.7)

In our model, we assume that the database response dictates the maximum transmit power



Sudeep Bhattarai Chapter 6. Operational Security of Incumbent Users 177

of the SU transmitter, but not of the SU UEs (because our assumption is that the shared

channel is used for downlink transmissions only and that there exists a dedicated channel

for uplink transmissions). Hence, for a given set of λi and Ichi , the total loss in SU network

capacity due to the obfuscated response from the database is,

∆Cch
su = Cch

su − Cch′

su

=W
NUE∑
i=1

ζi

{
log2

(
1 +

λiP
ch
ts

Ichi

)
− log2

(
1 +

λiP
ch′
ts

Ichi

)}

=W
NUE∑
i=1

ζilog2

(
Ichi + λiP

ch
ts

Ichi + λiP ch′
ts

)
.

(6.8)

Since P ch′

ts ≤ P ch
ts and ∆Cch

su ≥ 0, a SU network experiences a non-negative loss in downlink

capacity due to obfuscation. A greater amount of obfuscation (i.e., adding more noise to

responses) results in improved location privacy, but at the same time, the difference between

P ch
ts and P ch′

ts becomes larger. This results in larger ∆Cch
su , which implies lower spectrum

utilization efficiency (measured in bps). On the other hand, less obfuscation results in

reduced location privacy but offers improved spectrum utilization efficiency. Clearly, there

is an inherent trade-off between the PUs’ location privacy and the SUs’ spectrum utilization

efficiency.

6.5.3 Optimal Obfuscation Strategy

An ideal obfuscation strategy is the one that applies maximum obfuscation if the query is

originated from an adversary and applies no obfuscation otherwise. However, in an insider-

attack model, such as the case-in-hand, it is often difficult, if not impossible, to determinis-

tically identify the adversary just by observing a single query. Therefore, in order to protect

the location privacy of PUs, the database should either obfuscate every query response, or

it should learn the nature of queries and only obfuscate those responses that are more likely

to reveal more information about PUs’ locations. Here, we define an optimal obfuscation
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strategy as a strategy that maximizes PUs’ location privacy while ensuring that the loss in

spectrum utilization, caused due to obfuscated responses, is less than a threshold.

Similar to the design of any other privacy-preserving system, we assume that the privacy-

preserving entity (i.e., the database) does not know the attacker’s exact inference strategy

but knows its best possible strategy (Bayesian inference in the case of database inference

attacks). However, regardless of the strategy used by the adversary, the database is able

to keep track of the information revealed through its query responses. For example, if the

database responded to a previous query with transmit power P2 in channel ch, it knows

that the querying entity has knowledge of the absence of PUs in grids that have path loss

less-than-or-equal-to Pth1 from the query location. Consequently, the database leverages this

information, along with the current query location, to compute the best obfuscation strategy

for generating the current response. Note that while the database is able to thwart any

inference that is inferred directly from the query responses, it cannot prevent the inference

resulting from other sources. For example, an adversary may have sensing capabilities,

in which case it can perform sensing operations to infer the locations of PUs. However, in

general, the database is unaware of the attacker’s resources/capabilities and side information,

and it is often difficult to counter the adversary’s inference in such cases. Moreover, when the

adversary infers PUs’ locations using other sources, such inference attack is not an instance

of a purely database-inference attack, and hence, such attacks are out of the scope of this

chapter.

On the other hand, we assume that an adversary has knowledge of the database’s optimal

obfuscation strategy. In such scenario, it is possible for the adversary to reverse engineer and

nullify the effect of obfuscation if the database uses a deterministic obfuscation. Therefore,

a probabilistic obfuscation scheme that adds uncertainty to the adversary’s inference even

when the adversary knows the database’s obfuscation strategy is desired. Henceforth, we

seek to compute a probability distribution function that can be used to optimally obfuscate

the database response such that doing so maximizes the PUs’ location privacy on average,

under the SUs’ constraints regarding spectrum utilization efficiency.
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Let F = {f(R′|R)|I(−1),∀R′ ∈ R} denote an arbitrary obfuscation strategy, where R de-

notes the set of all possible obfuscated responses, R′, when the actual response is R. Given

the information revealed until the beginning of current query, F represents a set of probabili-

ties where each entry, f(R′|R), denotes the probability of obfuscating R with R′. Recall that

R′ is generated by replacing P ch
ts with P ch′

ts such that P ch′
ts ≤ P ch

ts . Assuming finite discrete

values of P ch′
ts , specifically, P ch′

ts ∈ {0, P1, P2}, F represents an obfuscation strategy that

satisfies the following equation:

∑
R′

f(R′|R) = 1, ∀R. (6.9)

The expected location privacy, a.k.a. incorrectness, achieved by F is

IE[IC| F ] =
∑
R′

f(R′|R)IC (I,PUloc) ,

where I = u(I(−1), R′) is an updated inference matrix that represents the information

regarding PUs’ locations that is revealed by the database through query responses, including

the current response R′. The notation u(I(−1), R′) denotes a function that updates the

inference matrix, I(−1), to I after observing R′ using the Bayesian inference algorithm

discussed in Section 6.4.

While the main goal of the optimal obfuscation strategy is to maximize IE[IC|F ], its secondary

goal is to minimize the adverse effect of obfuscation on spectrum utilization. Therefore, in

the optimization problem formulation of the optimal obfuscation strategy, the objective

function, O, is to maximize:

O = IE
[
(αIC− β∆Cch

su)|F
]

=
∑
R′

{αf(R′|R)IC (I,PUloc)} − βW
∑
R′

{
f(R′|R)

NUE∑
i=1

ζilog2

(
Ichi + λiP

ch
ts

Ichi + λiP ch′
ts

)}
, (6.10)
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where, the weights α and β correspond to the relative importance of location privacy and

spectrum utilization respectively. For example, if a regulator wants to prioritize location

privacy over spectrum utilization, then it would choose α > β.

As discussed before in Section 6.5.2, the performance of perturbation-based obfuscation

strategy is directly proportional to the amount of noise added in the query response. Un-

fortunately, more noise corresponds to less spectrum utilization. Let us assume that the

maximum tolerable expected loss in a SU’s link capacity per query is Cmax. This forces

the database to constrain the amount of noise that can be added in each query response.

Mathematically, this constraint can be expressed as,

IE
[
∆Cch

su|F
]
≤ Cmax

i.e.,W
∑
R′

{
f(R′|R)

NUE∑
i=1

ζilog2

(
Ichi + λiP

ch
ts

Ichi + λiP ch′
ts

)}
≤ Cmax (6.11)

Combining Equations (6.9), (6.10), and (6.11), the database formulates the optimization

problem specified by Equation (6.12) for finding the optimal obfuscation strategy. This

strategy primarily depends on two factors: (i) information revealed by the database until

the immediately preceding query response, and (ii) the current query location submitted

by the attacker. This strategy works because the actual response R and the obfuscation

parameter Cmax are hidden from the adversary. The database injects false positive responses

(by replacing R with R′) and dilutes the information revealed by the query responses, which,

in turn, makes it difficult for the adversary to infer the PUs’ locations.

The optimization problem specified in (6.12) is a linear programming (LP) problem, and it

can be solved by using any of the readily available LP solvers. Note that although we define

optimal obfuscation with respect to the incorrectness metric, our problem formulation is

equally applicable even when the location privacy is defined in terms of a different metric.
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F∗ = argmax
F

∑
R′

[
f(R′|R)

{
αIC (I,PUloc)− βW

NUE∑
i=1

ζilog2

(
Ichi + λiP

ch
ts

Ichi + λiP ch′
ts

)}]

subject to: W
∑
R′

{
f(R′|R)

NUE∑
i=1

ζilog2

(
Ichi + λiP

ch
ts

Ichi + λiP ch′
ts

)}
≤ Cmax

∑
R′

f(R′|R) = 1 (6.12)

6.6 Simulation Results

In this section, we demonstrate the performance of the proposed obfuscation strategy in

countering an adversary’s location inference attack. The trade-off between PUs’ location

privacy and loss in SU link capacity due to obfuscation is also analyzed in detail.

Let us define a database governance area as a 15 km by 15 km square area, which is divided

into 15 by 15 square grids, each with a side length of 1 km. For simplicity, let us assume

that the average radio propagation path loss is only a function of distance between the two

wireless nodes. Suppose Pth1 and Pth2 correspond to path loss values at a distance of 1

km and 2 km respectively. The channel bandwidth, W , is assumed to be 10 MHz. Also,

for simplicity and for abstracting away the details of radio wave propagation and aggregate

interference, let us assume, without loss of generality, NUE = 1, ζ1 = 1, λ1
Ich1

= τ (a constant),

and set P1 = 1
τ

Watt and P2 = 2
τ

Watt.

An attacker (or a group of colluding attackers) launches a location inference attack by making

multiple queries to the database from multiple grids at different time slots. Similar to any

insider-attack model, the attacker truthfully reports its location (i.e., the center of the grid

in which it is located) and strictly follows the instructions provided in the database response,

but it keeps track of all database responses, and uses them to infer the PUs’ locations. We

study two types of adversaries as discussed in Section 6.4: (i) random attacker (RA), which

randomly chooses the query locations, and (ii) strategic attacker (SA), which uses Equation
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Figure 6.3: Inferring the locations of stationary PUs. The actual locations are denoted by
’X’.
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(6.5) to find the best query location that minimizes the location privacy of PUs on average.

The database implements obfuscation strategy and responds to each query with either a true

response or an obfuscated response. Specifically, we compare two obfuscation strategies: (i)

random obfuscation (RO) in which all possible obfuscated responses (this also includes the

true response) are chosen with equal probabilities, and (ii) optimal obfuscation (OO) strategy

which refers to our proposed scheme, the solution of Equation (6.12). Henceforth, whenever

we compare these two strategies, we ensure that the average loss in SUs’ spectrum utilization

per query response is same in both cases, which justifies a fair comparison between the two.

Based on these attacker and database strategies, we define the following 4 scenarios, and

perform a comparative performance analysis.

• Random Attacker, Random Obfuscation (RARO)

• Random Attacker, Optimal Obfuscation (RAOO)

• Strategic Attacker, Random Obfuscation (SARO)

• Strategic Attacker, Optimal Obfuscation (SAOO)

We assume that the strategic attacker has complete knowledge of the database’s optimal

obfuscation strategy and the range of Cmax values, but it does not know the actual value

of Cmax used in the optimal obfuscation. Therefore, the strategic attacker minimizes the

expectation of location privacy (i.e., incorrectness) over all possible Cmax values as expressed

in Equation (6.5).

In our simulations, the performance of each scenario is computed as the average over 100

simulation runs. Also, we assume that location privacy and spectrum utilization are equally

important considerations in spectrum sharing, and hence we set α = β = 1 in Equation

(6.12).
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Figure 6.4: Effect of number of queries on location privacy for different attacker-database
strategies. Each curve in each subfigure represents different Cmax values, where the bottom-
most curve corresponds to the smallest Cmax value and the uppermost curve corresponds to
the largest Cmax value.
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6.6.1 Inferring the Locations of Stationary PUs

Here, we demonstrate the performance of an adversary in inferring the locations of stationary

PUs. Let us assume that a single stationary PU is located in grid (5, 5). Note that our

assumption of a single PU has a purpose: we want to highlight the effectiveness of optimal

obfuscation strategy in hiding the true location of the PU. Nevertheless, our simulation

results are equally relevant for the case with multiple PUs. In such a case, our results can

be interpreted as the average performance for multiple PUs.

In Figure 6.3, we provide visualizations of an adversary’s inference after it collects 75 query

responses from the database. Here, the color map denotes the adversary’s belief about the

presence of a PU in a grid. Since we assume that the adversary does not precisely know

the total number of PUs present in the map, these plots represent the relative belief (un-

normalized probability) but not the probability in a formal sense.

When the adversary uses strategic inference and the database uses the random obfuscation

strategy (SARO scenario), the adversary can accurately infer the actual location of the PU

(see Figure 6.3(c)). This is because when the noise is generated from the same distribution

(recall that the random obfuscation strategy samples responses from a uniform distribution

over all possible obfuscated responses), then an adversary can issue multiple queries and

calculate the average of the responses to infer the PU’s true location. However, when the

adversary and the database both use random strategies (RARO scenario), the adversary’s

inference has large uncertainty regarding the location of the PU. By comparing SARO against

RARO, we can observe the effectiveness of the strategic adversary in reducing the uncertainty

of the inference.

Interestingly, when the random adversary launches an inference attack against a database

that implements optimal obfuscation (RAOO scenario), the database can effectively force the

adversary to wrongly infer the locations of PUs with high certainty. Figure 6.3(b) shows the

results. Here, the adversary, with high certainty, believes that there are multiple PUs located

at several grids, while in fact, there is only a single PU located at grid (5, 5). However, it is
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noteworthy that the inferred grids are located far from the grid in which the PU is located.

This results in very high location privacy (incorrectness) for the PU. Lastly, Figure 6.3(d)

demonstrates the performance of the strategic adversary against the optimal obfuscation

strategy (SAOO scenario). Here also, we can see the uncertainty in adversary’s inference due

to obfuscated responses generated by the database using the optimal obfuscation strategy.

6.6.2 Effect of Number of Queries

Figure 6.4 shows the effect of the number of query responses collected by the attacker on PUs’

location privacy. Without obfuscation (the bottom-most curves of all plots in Figure 6.4),

location privacy declines sharply as the attacker gets access to increasing number of query

responses. This effect is more pronounced when the attacker chooses the query locations

optimally using Equation (6.5). The database response for a query performed from an

optimally chosen grid provides maximum expected information about the locations of PUs,

and hence the result.

Figure 6.4 can also be interpreted in another way. For instance, if our interest is in studying

the change in location privacy with respect to time, we can easily do so by dividing the

number of queries (the current x-axis) by the average query frequency (i.e., the average

number of queries per unit time) such that the new x-axis denotes the time duration. Such

study helps in analyzing the time duration for which a desired privacy level can be reliably

achieved. We do not provide such plots in this chapter due to space limitations.

Referring to Figure 6.4, as Cmax increases, the false positives in the database responses also

increase which results in better location privacy. However, for the random obfuscation strat-

egy (see Figures 6.4 i) and 6.4 iii)), irrespective of the attacker’s strategy, increasing Cmax

leads to only a slight improvement in location privacy. Since only few randomly chosen

responses are obfuscated, the effect of false positive responses is often nullified by unobfus-

cated responses. Specifically, for SARO (see Figure 6.4 iii)), increasing Cmax does not seem

to have much improvement on location privacy because this scenario models a strong attack
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(strong/strategic attack but weak/random obfuscation). The gain in location privacy ob-

tained by the obfuscated responses is negligible because the database obfuscates only a few

randomly chosen responses whereas the adversary chooses the query locations optimally.

Initially, location privacy is high, say LP0, when the database does not reveal any infor-

mation to the attacker (when the attacker does not have access to query responses), and it

decreases as the attacker collects more number of responses. Surprisingly, when the database

implements optimal obfuscation strategy (see Figures 6.4 ii) and 6.4 iv)) with large Cmax,

location privacy after a large number of query responses is even higher than LP0. At first,

this result seems counter-intuitive. However, recall that according to incorrectness metric

(Equation (6.1)), location privacy is maximum when the adversary confidently, i.e., with

high probability, believes that a PU is located in a grid that is far away from PU’s true

location. In other words, if d represents a vector of di, then according to Equation (6.1), IC

is maximum when pi = 1 for di = max (d) and pi = 0 otherwise. The optimal obfuscation

strategy exploits this fact and injects false positives in the database responses optimally.

These false positives mislead the attacker into believing that a PU is located very far from

its actual location. As a result, the optimal obfuscation strategy provides high location

privacy to the PU even after the attacker collects a large number of query responses.

6.6.3 Effect of Cmax

In Figure 6.5, we compare the performance of the attacker and database strategies with

respect to location privacy for different numbers of query responses and Cmax values. Clearly,

the strategic adversary always outperforms the random adversary for all Cmax values, for any

database strategy and for any number of query responses. Similarly, the optimal obfuscation

strategy outperforms the random obfuscation strategy at all Cmax values. The gap between

their performance curves widens as Cmax increases which demonstrates the effectiveness of

the optimal obfuscation scheme in injecting false positives in database responses.
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6.6.4 Trade-off between PU Privacy and SU Utility

Figure 6.6 illustrates the inherent trade-off between the PUs’ location privacy and spectrum

utilization efficiency. Specifically, each sub-figure in Figure 6.6 shows the trade-off curves

after an attacker collects a specific number of query responses. As expected, the SARO

scenario offers the worst trade-off situation as the strategic adversary is still able to make

correct inference when the database adopts random obfuscation. On the other hand, the

RAOO scenario provides the best trade-off—i.e., even with a small loss in the SUs’ link

capacity, the gain in location privacy is significantly high because the optimal obfuscation

strategy is successful in hiding PUs’ true location to the random adversary. Unlike the

case with random obfuscation strategy, when the database implements optimal obfuscation

strategy, the location privacy increases monotonically with increasing Cmax irrespective of

adversary’s strategy, which demonstrates the effectiveness of the optimal obfuscation scheme

in balancing the trade-off between location privacy and spectrum utilization.

6.6.5 Inferring the Trajectory/Path of Mobile PUs

In this subsection, we extend our analysis and illustrate how an adversary can infer the

trajectory/path of a mobile PU. Examples of mobile PUs include vehicle-mounted military

radar systems, tactical military communications systems, etc. that operate in the shared

spectrum. Note that the knowledge of the path of movement of the PU may allow an adver-

sary to infer the origins, intermediate transits and intended destinations of PUs. Therefore,

mission-critical PUs require that their trajectories be obfuscated.

Suppose that the region of interest is an area represented by 15 × 15 grids of square cells,

where the side length of each cell is 1 km. Let us assume that a PU is moving within this

region. For characterizing the movement of the PU, we assume a random walk mobility

model. Using this model, the PU, in each step/time-slot, decides with equal probability to

move either to the east, west, north or south. Similarly, the adversary, in each step/time-slot,
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Figure 6.7: Inferring the trajectory/path of a mobile PU.
(without obfuscation).
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Figure 6.8: Inferring the trajectory/path of a mobile PU.
(with obfuscation).
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queries the database from a randomly selected grid, observes the database response and uses

it to infer the current position of the PU.

For the adversary, we assume that it implements a particle filter for inferring the path of the

mobile PU. We will not provide the details of particle filter, but rather, refer the interested

readers to [244]. In general, the particle filter algorithm goes through three phases in each

time step: i) prediction, ii) update, and iii) resample. In our implementation, the adversary

uses database responses to update the particle weights.

Figure 6.7 illustrates the results of an inference of a mobile PU in terms of its X-grid and

Y-grid position. Here, it is assumed that the database responds truthfully to each query

generated by the SU. This represents the case where the database does not use any form

of obfuscation. The PU’s actual path of movement, the path inferred by an adversary and

the average error in adversary’s inference are plotted. Clearly, we can see that, after few

time-slots, the adversary is able to accurately infer the trajectory/path of the PU. The mean

error in adversary’s inference is small, which demonstrates the effectiveness of using particle

filter for movement tracking.

On the other hand, when the database implements obfuscation, the adversary’s inference

becomes polluted. Figure 6.8 shows the results. Here, the database uses perturbation-based

obfuscation and replies to queries with false-positive responses by following the random ob-

fuscation strategy. As seen in the plots, there is a large error in the attacker’s inference,

which demonstrates the effectiveness of obfuscation in protecting the path-of-movement pri-

vacy of PUs. Finally, note that the analysis of an optimal inference strategy and an optimal

obfuscation strategy in case of mobile PUs is itself a different and challenging research topic,

and we shall pursue it in our future work.
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6.7 Chapter Summary

In this chapter, we showed that malicious SUs (i.e., queriers) can readily infer the locations

of the PUs even if the database’s responses to queries do not directly reveal such information.

We also showed that an adversary can make the inference attack more effective by choosing

the query locations optimally. Moreover, in order to counter the location inference attack,

we proposed an optimal obfuscation strategy that makes a very favorable trade-off between

location privacy and spectrum utilization efficiency. Our simulation results demonstrate the

effectiveness of our proposed obfuscation strategy. The results show that a large gain in

location privacy can be obtained while incurring a small loss in the SUs’ link capacity when

the database implements the proposed optimal obfuscation strategy.



Chapter 7

Conclusion

This dissertation focused on the idea of improving the utilization efficiency of the shared spec-

trum in dynamic spectrum access networks while protecting the incumbent users (IUs) from

secondary user (SU)-induced interference and from operational security (OPSEC) threats.

In particular, we first investigated efficient approaches for characterizing aggregate interfer-

ence experienced by IUs due to transmissions from multiple SUs. Second, we leveraged this

analytical methodology in redefining the legacy notion of inadequately flexible and conser-

vative exclusion zones (EZs) that are defined for protecting IUs from harmful interference.

Third, we investigated the need to protect the confidentiality and security of spectrum users

in the light of management frameworks that require sharing significant information about

the location and usage of spectrum resources. To this end, we proposed an optimal obfus-

cation strategy that can be employed by the spectrum management entity for maximizing

the location privacy of IUs while ensuring that the degradation in spectrum utilization due

to obfuscated responses does not exceed a threshold.

In short, we began the dissertation by asking four questions related to spectrum efficiency

and security in dynamic spectrum sharing. In this chapter, we shall conclude the dissertation

by summarizing our findings to those questions.

195
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How can we estimate the aggregate interference in a computationally efficient

manner?

To seek an answer to this question, we investigated an analytical approach for characterizing

the aggregate interference in dynamic spectrum sharing networks. Our proposed solution ad-

dresses the two main limitations of existing methods that rely on computationally intensive

terrain-based propagation models. First, our analytical framework provides a closed-form ex-

pression for aggregate interference which makes it computationally efficient. Second, it does

not necessitate the precise geolocation information of IUs and SUs, making our approach

extremely practical in large, location privacy-aware real-time spectrum sharing applications.

This contribution helps in providing real-time incumbent protection from SU-induced inter-

ference while at the same time maximizes the utilization of shared spectrum because, unlike

legacy approaches, it does not unnecessarily limit SUs’ spectrum utilization opportunities.

How can we redefine the legacy notion of overly conservative mechanisms for

protecting incumbents from harmful interference?

We addressed this question by proposing a novel framework for implementing ex-ante en-

forcement that addresses the limitations of legacy EZs. In particular, we introduced the

concept of Multi-tiered Incumbent Protection Zones (MIPZ) and showed that it can be used

to dynamically adjust the IU’s protection boundary based on the radio network dynamics,

spectrum demand, SU density and IU interference protection criteria. MIPZ redefines legacy

notion of EZs by prescribing dynamically adjustable EZ boundaries. Our extensive simula-

tion results show that MIPZ can be used to improve the overall utilization opportunities for

the shared spectrum while ensuring adequate protection to the IUs. We believe that this

contribution facilitates spectrum regulators in gaining insights of and determine the trade-off

between interference protection and spectrum utilization efficiency.

How can new wireless protocols be standardized for improving the spectrum

utilization efficiency?

We addressed this question by analyzing the performance of the next generation Wireless

Fidelity (Wi-Fi) protocol—namely, IEEE 802.11ax. In particular, we proposed an optimal
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resource allocation scheme for the IEEE 802.11ax MAC, analyzed its performance, and

showed that it can offer spectral efficiency almost twice more than legacy Wi-Fi protocols in

some use-case scenarios. Thus, in general, we demonstrated that emerging wireless protocols,

if carefully standardized, have the potential to alleviate the problem of spectrum scarcity.

While efficient utilization of the shared spectrum is still an open problem, our contributions

helps in facilitating a deeper understanding of methods, apparatus and emerging standards

that utilize the spectrum more dynamically and effectively.

How can we safeguard users’ operational information when access to such infor-

mation is a key to enabling efficient spectrum sharing?

We addressed this question by investigating location inference attacks in database-driven

spectrum sharing regimes. Specifically, we proposed an optimal location obfuscation strat-

egy that can be employed by the spectrum database to thwart location inference attacks

from malicious users. The proposed scheme maximizes the location privacy of IUs while

ensuring that the degradation in SUs’ spectrum utilization due to obfuscated responses does

not exceed a threshold. Using simulation results, we demonstrated the effectiveness of the

proposed strategy in preserving the location privacy of IUs. Privacy analysis of this kind

may help in wider adoption of dynamic spectrum sharing by allowing privacy-aware IUs to

quantify the risk posed to their privacy and by providing specific techniques to mitigate that

risk.

In summary, the broader impact of the research presented in this dissertation is that it pro-

vides a better understanding of the underlying challenges and lays out solution approaches

for improving efficient utilization of the shared spectrum. Our contributions facilitate reg-

ulators with effective tools and apparatus for gaining insights and striking an appropriate

balance between the three key objectives in dynamic spectrum sharing, viz. improving

spectrum utilization efficiency, ensuring adequate interference protection, and minimizing

OPSEC threats.
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