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Academic Abstract 
 

With the introduction of electronic control units to automotive vehicles, system complexity 

has increased. With this change in complexity, new standards have been created to ensure 

safety at the system level for these vehicles. Furthermore, vehicles have become 

increasingly complex with the push for electrification of automotive vehicles, which has 

resulted in the creation of hybrid electric and battery electric vehicles.  

 

The goal of this thesis is to provide an example of a hazard and operability analysis as well 

as a hazard and risk analysis for a hybrid electric vehicle. Additionally, the safety standards 

developed do not align well with educational prototype vehicles because the standards are 

designed for corporations. The hybrid vehicle supervisory controller example within this 

thesis demonstrates how to define a system and then perform system-level analytical 

techniques to identify potential failures and associated requirements. Ultimately, through 

this analysis suggestions are made on how best to reduce system complexity and improve 

system safety of a student built prototype vehicle.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Application of Functional Safety Standards to the Electrification of a Vehicle Powertrain 

 

Alexander Mark Hattier Neblett 

 

General Public Abstract  
 

With the introduction of electronic control units to automotive vehicles, system complexity 

has increased. With this change in complexity, new standards have been created to ensure 

safety at the system level for these vehicles. Furthermore, vehicles have become 

increasingly complex with the push for electrification of automotive vehicles, which has 

resulted in the creation of hybrid electric and battery electric vehicles.  

 

There are different ways for corporations to demonstrate adherence to these standards, 

however it is more difficult for student design projects to follow the same standards. 

Through the application of hazard and operability analysis and hazard and risk analysis on 

the hybrid vehicle supervisory controller, an example is provided for future students to 

follow the guidelines established by the safety standards. The end result is to develop 

system requirements to improve the safety of the prototype vehicle with the added benefit 

of making design changes to reduce the complexity of the student project.  
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1 Introduction  

1.1 Functional Safety Standard ISO 26262 
As mechanical systems have become more complex through the addition of electronic 

control units (ECU), new safety standards are needed to ensure safety across all platforms. 

Among the first standards developed specifically for this application was IEC 61508 

Functional Safety, which aimed to be useful whenever programmable controllers were 

incorporated into the design (International Electrotechnical Commission 2010). Among 

these mechanical systems gaining the use of ECUs were automotive vehicles. 

 

Automotive vehicles present a very specific challenge as opposed to other mechanical 

systems, primarily because cars are designed to be driven by people with limited training, 

rather than a specific skill set. In addition to this challenge, cars are large mechanical 

devices that go onto public roads rather than stay in a factory. For these reasons, Functional 

Safety Standard ISO 26262 was developed to aid original equipment manufacturers 

(OEMs) with the development of safe systems for automotive applications (International 

Organization for Standardization 2016). 

 

1.2 Introduction to the Electrification of Automotive Vehicles  
Electrification of automotive vehicles has become much more common in recent years, 

specifically with the development of hybrid electric vehicles, such as the Chevrolet Volt, 

and fully electric vehicles, like the Tesla Model S. Hybrid electric vehicles are the stepping 

stone to fully electric vehicles and have a wide array of powertrain configurations that the 

vehicles can use. They start off with a conventional powertrain, an internal combustion 

engine and a transmission, and add high voltage components to provide power to an electric 

motor than can supply torque to the wheels of the vehicle. The two major kinds of 

powertrains are series-hybrid vehicles and parallel-hybrid vehicles (Bayindir 2011). 

Parallel-hybrid vehicles use both the internal combustion engine and the electric motor to 

supply torque to the wheels of the vehicle. The use of both electric and internal combustion 

torque sources creates three major benefits for the vehicle. First it has the ability to supply 

a large amount of torque directly to the wheels due to the vehicle having multiple torque 

sources. The second is that it has the ability to run in a conventional mode in case the 

battery depletes before the driver can charge the battery. Third, plug-in parallel-hybrid 

electric vehicles have an all-electric range that does not require petroleum to be used. 

Series-hybrid vehicles still have both an internal combustion engine and electric motor, but 

the electric motor is the only component that provides torque to the wheels while the 

internal combustion engine acts as a generator to charge the battery and enable the vehicle 

to go a farther distance. This powertrain is the most similar to an all-electric vehicle 

because only the motor provides torque to the wheels, just with the added benefit of being 

able to charge the battery during use rather than having to charge once it is parked. 

 

Both kinds of hybrid vehicles have different placements for the electric motor and can use 

multiple electric motors in the powertrain. The first is position one, where the electric 

motor is directly on the engine and is generally used to enable the use of stop-start in order 

to allow the internal combustion engine to shut down when the vehicle stops and can then 

be re-started by the electric motor. Also, these motors are generally used in conjunction 
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with at least one other motor somewhere else in the vehicle. The next placement is position 

two, which is between the engine and the transmission of the vehicle. This position is much 

more common. A position three, or P3, motor is placed after the transmission along the 

driveshaft and is the placement used in Hybrid Electric Vehicle Teamôs (HEVT) 

powertrain, as shown in Figure 1-1.  

 

 
Figure 1-1: HEVT Camaro Powertrain Diagram (Shoults 2016) 

 

Two unique aspects of the HEVT hybrid vehicle are that this vehicle is both designed and 

built by students at Virginia Tech and that the motor system is also designed by students, 

where a design failure modes and effects analysis (DFMEA) was employed to mitigate 

risks for the design and implementation of the motor (Shoults 2016). The final position, 

which is more uncommon compared to the other three, is position four, which is an electric 

motor placed after the differential. This could be to either make the vehicle all-wheel drive 

by driving the otherwise non driven axle, or motors connected directly to the wheels of the 

vehicle. An example of this would be having a front wheel drive vehicle, and then having 

an electric motor placed on the rear axle to provide torque to the wheels. Along with these 

various options for motor placement, hybrid vehicles also have the option to be a plug-in 

hybrid or not. What this means is that the battery can be plugged in to a quick charging 

station or anything that can charge a high voltage battery. This is an option on hybrid 

vehicles because the battery can potentially be completely charged by the internal 

combustion engine. 

 

1.3 EcoCAR 3  
1.3.1 Introduction  

EcoCAR 3 is a four-design automotive design competition with two headline sponsors, 

General Motors (GM) and the United States Department of Energy (US DOE). HEVT is 

one of 16 teams competing to design the best hybrid electric Camaro. During the design 

process, teams are asked to reduce greenhouse gas emissions and petroleum energy use, 



3  

while maintaining safety, performance, and consumer acceptability, with an emphasis on 

cost and innovation. 

 

EcoCAR 3 is in its final year before moving on to the next advanced technology vehicle 

challenge (AVTC). Two motivations for this paper are to develop a repeatable process for 

system safety analysis for the next competition, and to comply with competition 

requirements for the implementation of a system safety process in EcoCAR 3. GM has 

recently developed a system safety division in their corporation and have tasked teams with 

developing their own process for doing system analysis. This paper outlines the process 

used specifically in the fourth year of EcoCAR 3, with emphasis on how to implement this 

at the beginning of a design cycle. 

 

1.3.2 Vehicle development process 

A part of participating in EcoCAR 3 is that the organizers lay out expectations for the 

entirety of the competition at the beginning of year one. These expectations are laid out in 

the vehicle development process (VDP), as shown in Figure 1-2, for each year of the 

competition. 

 

 
Figure 1-2: Vehicle Development Process (Argonne National Laboratory 2018) 

 

The VDP outlines each year with a specific objective in mind: Design, Integration, 

Refinement, and Market Engagement. The first year of the competition, known as the 

design year, emphasizes the powertrain architecture selection and the modelling of both 

the performance of powertrains and the potential integration of all selected components. 

The integration year of the competition, starts with the finalization of design and ends with 

a fully integrated vehicle. During the build of the project vehicle, the controls and systems 

modeling and simulation (CSMS) team is finalizing software-in-the-loop (SIL) testing and 

beginning controller hardware-in-the-loop (HIL) testing. The third and fourth years of the 
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competition emphasize the refinement of physical integration and control strategy with the 

goal in mind of building a production ready vehicle. 

 

1.3.3 HEVT t eam structure  

HEVT is a large design team, comprising of roughly 70 student team members. To best 

delegate work, the team is divided into four major sub-teams: mechanical, electrical, 

CSMS, and advanced driver assistance systems (ADAS). The mechanical sub-team is 

responsible for the packaging and mounting of all components in the vehicle. This can 

range from the mounting of a high voltage charger to designing and mounting a custom 

fuel tank to the vehicle. A large part of this process is the use of computer aided design 

(CAD) software and finite element analysis (FEA) to design and verify integrity of all 

mounts before installing them into the vehicle. The electrical sub-team is responsible for 

all low voltage (LV) and high voltage (HV) wiring in the vehicle. Additionally, the 

electrical sub-team leads the effort in the design and manufacturing of the energy storage 

system (ESS). CSMS focuses on the development of the control code for the hybrid vehicle 

supervisory controller (HVSC). A part of the code development process is creating a plant 

model of the vehicle and the individual components selected to be able to test the control 

code in a simulated environment before introducing it to the vehicle. The last major sub-

team is ADAS, who are responsible for developing algorithms for coaching the driver to 

be more efficient through the use of optical and radar sensors to identify vehicles and 

estimate distance from the identified vehicles. 

 

To ensure system safety through the design process, the engineering manager of the team 

has the additional responsibility of conducting a system-level analysis of the vehicle to 

verify all hardware and software implemented allows for the vehicle to be as safe as 

possible, through detection and mitigation strategies. The focus of this analysis has been 

on the software development of the HVSC, due to students being directly responsible for 

the code development on this controller. 

 

1.4 Application in EcoCAR 3 and AVTCs 
As EcoCAR 3 is coming to an end, HEVT has an increased emphasis on knowledge transfer 

and relaying information to future team members for the next competition. As mentioned 

previously, this thesis aims to outline explicitly how to follow ISO 26262 guidelines, 

through the use of hazard and operability analysis (HAZOP) and hazard analysis and risk 

assessment (HARA), while briefly outlining the next steps to include hardware analysis in 

the process. An example of this process will then be presented through the analysis of the 

HVSC at the system level, determining potential failures through a HAZOP, and the 

identification of requirements through a HARA. The HVSC is identified as the controller 

to be analyzed because it is the only student programmed controller in the vehicle and is 

chiefly responsible for torque commands in the vehicle. The future engineering manager, 

and the students identified to help with system analysis will be able to use this as a guide 

to ensure safety of the vehicle developed and meet competition requirements for system 

safety. 
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Purpose, Goals, Objectives. 

1. Develop a procedure for following ISO 26262. 

2. Write vehicle level requirements for the HEVT Hybrid Camaro. 

3. Use HAZOP and HARA to write software requirements for the HEVT Hybrid 

Camaro. 

4. Develop working documentation for ongoing development and testing of 

requirements. 

5. Identify potential project risks through high ASIL ratings. 

 

2 Literature Review  

2.1 ISO 26262 Functional Safety 
The purpose of ISO 26262 is to be a specific application of IEC 61508. IEC 61508 is a 

standard that focuses on the functional safety of electrical, electronic, or programmable 

electric systems. This standard was developed to be applied to a wide array of systems, 

which includes things such as automotive vehicles, power stations, and medical equipment 

(International Electrotechnical Commission 2010). This scope includes everything from 

the sensors employed to control mechanical systems, to the controller hardware itself, with 

emphasis placed on system-level analysis. 

 

ISO 26262 is separated into 10 sections for personally-owned automotive vehicles 

(International Organization for Standardization 2016):  

1. Vocabulary 

2. Management of functional safety 

3. Concept phase 

4. Product development at the system level 

5. Product development at the hardware level 

6. Product development at the software level 

7. Production, operation, service and decommissioning 

8. Supporting processes 

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses 

10. Guidelines on ISO 26262 

 

The first section, vocabulary, introduces the standard as a whole as well as all definitions 

that will be used within the standard. These definitions range from single-point and dual-

point fault, to what a fault is considered to be in the standard. All  sections start with the 

overview of ISO 26262, shown in Figure 2-1. 
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Figure 2-1: Overview of ISO 26262 (Ji, Ge and Tian 2013) 
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As mentioned previously, ISO 26262 starts with defining the vocabulary used in the 

standard before diving into the management of functional safety at the organizational level. 

From there, the functional safety analysis sections, three through seven, come into play 

outlining actions to be taken at each phase of the v-diagram model for system development. 

The next three sections, eight through 10, give additional context to the standard and the 

followers of it, with emphasis on the best way to employ the standard and how ASIL 

ratings function. 

 

The second section, management of functional safety, dives into how organizations and 

corporations can manage the safety lifecycle. This section goes over how best to implement 

the necessary safety culture needed to actively engage in functional safety efforts as well 

as the development of quality management systems to support this culture. The safety 

lifecycle is also outlined in section two of ISO 26262, shown in Figure 2-2. 

 

 
Figure 2-2: Safety lifecycle  (Schätz, Voss and Zverlov 2015) 

 

The safety lifecycle, as defined by ISO 26262, begins with defining the system in question, 

immediately followed by the HARA for the item defined. At this point, the team member 

employing ISO 26262, known as the system safety manager (SSM), develops a functional 

safety concept before production begins. During production and development of the 

system, the SSM is responsible for validating the system based on the functional safety 

concept. The last steps of the safety lifecycle include the final production of the system 

and then the decommissioning of the product as a whole. 

 

The concept phase, the third section, describes how to define the system to be analyzed, 

how to conduct a HARA, and how to develop the functional system concept. In order to 

define the item in question, the SSM must identify dependencies within the system and 
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how the system interacts with the environment. The reason this is important is to ensure 

that all work products in the following steps can be completed. The value of a HARA is to 

categorize hazardous events in regards to a failure of the system as well as define safety 

goals in the potentially hazardous events. The final portion of the concept phase is to define 

the safety requirements and goals of the system in question. The concept phase of ISO 

26262 most closely aligns with the design year of EcoCAR 3, where high level 

requirements are generated and hazardous events are considered to potentially change the 

design in question. 

 

Once the hazardous events are identified, ISO 26262 establishes methods for classification, 

which are severity, exposure, and controllability. Severity is the expected harm to the 

individual, or individuals, in the hazardous event. The ratings for severity are shown in 

Table 2-1. 

 

Table 2-1: Classes of severity (International Organization for Standardization 2016) 

 
Class 

S0 S1 S2 S3 

Description No injuries 
Light and 

moderate injuries 

Severe and life-

threatening injuries 

(survival probable) 

Life-threatening injuries 

(survival uncertain), fatal 

injuries 

 

Exposure is the likelihood of the automotive vehicle being in a situation where the 

hazardous event can occur. The classifications for exposure are shown in Table 2-2. 

 

Table 2-2: Classes of probability of exposure regarding operational situations 

(International Organization for Standardization 2016) 

 
Class 

E0 E1 E2 E3 E4 

Description Incredible 
Very low 

probability 

Low 

probability 

Medium 

probability 

High 

probability 

 

The final rating for hazardous events is controllability, which is the ability for the driver to 

avoid the hazardous event or mitigate damage if the hazardous event occurs. The 

classifications for controllability are shown in Table 2-3. 

 

Table 2-3: Classes of controllability (International Organization for Standardization 

2016) 

 
Class 

C0 C1 C2 C3 

Description 
Controllable in 

general 
Simply controllable 

Normally 

controllable 

Difficult to control 

or uncontrollable 

 

These classifications are used to determine the ASIL rating for each hazardous event. The 

ASIL rating is used to determine the necessary requirements for the component based on 

the hazardous situation. It is important to note that the ASIL rating does not change based 

on mitigation strategies or changing components. The only way to reduce the ASIL rating 
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is to remove the interaction completely through changing the design. By defining the 

requirement for the component, the SSM will then validate that the hardware and software 

meet the specified requirement. The way the three classifications, severity, exposure, and 

controllability determine the ASIL rating are shown in Table 2-4. 

 

Table 2-4: ASIL Rating Structure (International Organization for Standardization 2016) 

Severity 

Class 

Exposure 

class 

Controllability class 

C1 C2 C3 

S1 

E1 QM QM QM 

E2 QM QM QM 

E3 QM QM A 

E4 QM QM B 

S2 

E1 QM QM QM 

E2 QM QM A 

E3 QM A B 

E4 QM B C 

S3 

E1 QM QM A 

E2 QM A B 

E3 A B C 

E4 B C D 

 

There are five different ASIL levels. The first is quality management (QM), which means 

that the requirement for the hardware and software is to follow all best practices during 

development, but no further requirements are necessary. ASIL A is the first level which 

requires the bare minimum level of requirements during production. The next three levels 

increase the severity and number of requirements going through ASIL D, which has the 

most scrutinous requirements to ensure that the vehicle and occupants are as safe as 

possible during operation. It is also important to note that if any of the three classifications 

is given a rating of zero, that the ASIL rating is automatically placed at QM. Additionally, 

the color coding shown in the Table is not defined by the standard, but is instead used to 

improve readability when conducting the HARA.  

 

The fourth section, product development at the system level, outlines how to monitor 

product at the system level to ensure all requirements are met, with the fifth and sixth 

focusing on hardware and software respectively. These sections can be used during the 

integration and refinement years of the competition to development software and hardware 

tests to ensure that the requirements developed in the concept phase are met by the 

hardware used and software developed. Only section six is used for this thesis due to the 

limited scope of the fourth year of EcoCAR 3. At the beginning of a design cycle, all three 

of these sections can be implemented due to having more time in the competition to validate 

requirements. 

 

Production, operation, service and decommissioning, section seven, outlines how to take 

the prototype development done in sections four through six and manufacture the vehicle 

ensuring that each component can be mass produced while still following all requirements 

defined. Section seven also goes into detail on how to service the vehicle, and the 
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components, while still maintaining the achievement of the requirements. For AVTCs, the 

products will not always be decommissioned, but will need to be maintained and serviced 

for their lifetime. This section will educate students on how best to implement changes to 

previous competition vehicles. 

 

The eighth section, supporting processes, guides the SSM on how best to interact with 

customers to develop the product and how best to delegate responsibilities to ensure that 

all new development adheres to the same standards of the previous sections.  

 

ASIL-oriented and safety-oriented analyses, the last quantitative section of ISO 26262, 

outlines how best to decompose high level ASIL ratings to individual subsystems and 

components, the analysis of dependent failures, and potential safety analyses that can be 

used to follow the standard. Some of the safety analyses called out by this section include 

failure modes and effects analysis (FMEA), which can be done at the system, design, or 

process level, fault tree analysis (FTA), and HAZOP. 

 

The final section, guidelines on ISO 26262, is a summary of the previous nine sections of 

the standard to be used as a reference guide for the SSM. Due to this section being a 

summary, there is no new information added in this section. Ultimately, this standard is 

directly applicable to this thesis because this paper aims to develop a control system that 

adheres to this standard. 

 

2.2 SAE J2980 Consideration for ISO 26262 ASIL Hazard 

Classification 
The purpose of SAE J2980 is to present an example case on how best to apply ISO 26262 

to automotive systems, specifically section three, the concept phase. The beginning of 

sections of this standard summarize sections one through three of ISO 26262 to give the 

reader the necessary information needed to begin going through the example. In order to 

walk through how to conduct a HARA, SAE J2980 defines how to conduct HAZOP on the 

system to identify potentially hazardous situations.  

 

HAZOP is a systematic approach to identify potential failures in a system through the use 

of functional guidewords against desired functions of the system. The headings used in the 

example HAZOP are shown in Table 2-5. These guidewords are: 

1. Loss of Function ï no function when desired 

2. Function provided incorrectly 

a. More than intended ï value higher than desired value 

b. Less than intended ï value less than desired value 

c. Wrong direction ï value has opposite sign value than desired 

3. Unintended Activation ï function when none was desired 

4. Output Stuck at a Value ï failure of the system to change value to desired 
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Table 2-5: Example HAZOP Table headers (Society of Automotive Engineers 

International 2015) 

System 

Function Vs. 

HAZOP 

Guidewords 

Loss of 

function 

Incorrect Activation Unintended 

activation 

(When 

none was 

requested) 

Output Stuck at 

a Value (Failure 

of function to 

update as 

intended) 

More than 

requested 

Less than 

requested 

Activation 

in the 

opposite 

direction 

 

Once the HAZOP is defined, the vehicle safety requirements need to be established. Figure 

2-3 shows the diagram used to define potential vehicle motion.  

 

 
Figure 2-3: Vehicle motion axis (Society of Automotive Engineers International 2015) 

 

Through the use of these axes, the potential failures are defined specific to vehicle motion. 

From there, SAE J2980 gives specific cases for each classification used in ASIL in regards 

to severity, exposure, and controllability. The report closes out giving an example using 

power steering as the system and its potential failures and how they relate to the vehicle 

level hazards. The HARA used provides an example of table headers (Society of 

Automotive Engineers International 2015): 

1. Hazard ID ï identification number for traceability 

2. Function ï the function analyzed 

3. Vehicle Level Hazard ï hazard at the vehicle level 

4. Assumption ï assumptions made for the analysis 

5. Hazard Detailed Description ï the hazardous event 

6. ASIL Assessment ï rating and rationale for each of the classifications 

7. Comments ï any additional comments regarding the hazard in question 

 

In a similar way to how ISO 26262 is directly applicable to this thesis, SAE J2980 is also 

applicable because this is a well-documented approach on how to follow section three of 

ISO 26262. Ultimately, following similar steps, this thesis will outline how to best utilize 
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this example for use on a student design project. The only shortcoming of this example, 

and how it pertains to the thesis, is that it does not go any further than section three, so how 

best to implement and verify that safety requirements are met still needs some 

consideration. 

 

2.3 Application of ISO 26262 
2.3.1 Application of Section Three: Concept Phase 

Differing in approach, Ji, et al. (2013) opted to use a combination of DFMEA and FTA on 

electric power steering to define hazardous events. This approach allowed for two different 

lenses, a bottom up approach through DFMEA, and a top down approach through FTA. 

DFMEA yields potential benefits over HAZOP as it provides a ranking system for failures 

before the introduction of ASIL ratings, while FTA has a similar effect as HAZOP where 

only potential failures are considered without a ranking. Ultimately, this method requires 

more work product to yield similar results as a single HAZOP because it analyzes the 

system and how it interacts with other systems and environments. This thesis demonstrates 

how effective the process outlined by SAE J2980 can be to produce similar quality work 

with one analysis technique as opposed to two. 

 

2.3.2 Application of Sections Four through Seven: Product Development 

ISO 26262 is a standard designed to work with any electromechanical system on an 

automotive vehicle, and as such many studies have been done how best to apply the 

standard to different systems in a vehicle. One example is the work done by Lee, et al. 

(2014) who applied ISO 26262 to brake systems. They opted to analyze a brake-by-wire 

system and moved through the concept phase of ISO 26262, where a HARA was 

conducted, and moved into the software side of the standard, specifically section six. In 

order to verify that the safety requirements were met, Lee, et al. chose to use controller 

HIL simulations, where they simulated the identified hazardous event and verified that the 

system as a whole functioned correctly. They found that through these simulations, they 

were able to effectively test the system to verify identified requirements (Lee, et al. 2014). 

This example is directly applicable to this thesis because this result is ultimately what 

should happen on HEVT with the safety requirements, given enough time in the process. 

During this last year of the competition, HEVT was unable to conduct controller HIL 

simulations, but rather SIL simulations on the control code to come as close to final 

validation as possible. In the future the team aims to conduct controller HIL tests to validate 

safety requirements. 

 

Similarly, Schätz, et al. (2015) aimed to optimize the use of models in the development of 

hardware and software in accordance with ISO 26262. In their paper, they demonstrated 

that through the use of similar software archeticture for models, adhering to ISO 26262 

can be simplified by only needing to test one architecture and re-using this architecture 

based on the systems needs. They used SIL testing to verify the software meets the standard 

rather than HIL. This method was due to an added emphasis on similar schedules and 

deployments of software architecture. They found that by creating a prescribed method for 

software development, less time is needed for software development due to a reduction in 



13  

testing (Schätz, Voss and Zverlov 2015). Although this does not directly apply to this thesis 

due to it requiring a large software overhaul, the use of similar software architecture can 

be used in the next AVTC to reduce testing required to meet ISO 26262. 

 

2.3.3 Preparing a new system safety manager 

A study conducted by Beckers, et al. (2017) aimed to identify how to best prepare software 

engineers to conduct system safety analyses. In this study at Technical University of 

Munich (TUM), a group of eight engineering students with varying backgrounds in safety 

engineering were put through a structured program employing HAZOP and HARA 

techniques to identifying potential failures and hazardous events, and use these to define 

safety goals for a hypothetical system. Ultimately they found that the students could 

quickly apply the techniques given to them with reasonable effectiveness (Beckers, et al. 

2017). Although this was a small sample size, there is still some evidence to suggest 

developing a template for the concept phase of ISO 26262 can help a new SSM produce 

decent quality work product. 

 

2.4 Continuation of Work  
Shoults (2016), a graduated team member of HEVT, conducted a DFMEA on the student 

designed and built P3 motor/inverter system. In his thesis, he outlines the strengths and 

weaknesses of DFMEA, before explaining the process used to employ DFMEA on the 

student team. Shoults (2016) created a team of engineers with specific roles from HEVT 

to enable the analysis of the system, both on the hardware and software side. This team 

met weekly for roughly four weeks to identify potential failure modes and rank them. The 

top failure modes for the motor/inverter system were identified to be the motor shaft 

failing, the stator being installed incorrectly, and the inverter failing to communicate with 

the HVSC (Shoults 2016). Ultimately all of these failures yield an inoperable vehicle and 

could lead to a catastrophic failure. A portion of the future work called out is that a system 

FMEA should be conducted as early as possible in the first year of the competition and 

revisited after DFMEAs have been conducted on all components (Shoults 2016). Shoultsô 

thesis is applicable to sections four through six of ISO 26262 due to its focus on the 

production of a single component. Where Shoultsô work is continued with this thesis is 

through the HAZOP and HARA conducted on the system as a whole. The HAZOP can 

educate potential failure modes at the system level which can be cascaded down into 

DFMEAs of the components used, as shown in Figure 2-4.  
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Figure 2-4: Evolution of FMEA (Stamatis 2003) 

 

An area where this thesis can be expanded is through the employment of system FMEA to 

aid in the design of components with HARA being used to define the requirements for the 

designs. 

 

2.5 Summary of Literature Review  
This literature review discusses the functional safety standard ISO 26262 and how HAZOP 

and HARA can be employed to analyze a system. It also goes through examples of its 

application, such as SAE J2980, which gives a standard for how to methodically work 

through section three of ISO 26262, the concept phase, by giving examples of a HAZOP 

and HARA and applying them to a power steering system (Society of Automotive 

Engineers International 2015). This example also goes through how best to derive vehicle 

level safety requirements and how they relate to the results of the HARA for development 

of the functional safety concept. 

 

After the standards, a different approach to the concept phase was discussed where 

DFMEA and FTA were used to define potential hazardous situations for the system by Ji, 

et al. Ultimately this yielded similar results to a HAZOP, but required more work and 

experience (Ji, Ge and Tian 2013). Furthermore, the study conducted by Beckers, et al. 

(2017) provided that by providing a structured template for HAZOP and HARA, 

inexperienced engineers can produce similar results to experienced ones. This further 

motivates this thesis to ensure proper knowledge transfer so that an engineer that has done 

little to no safety engineering can produce high quality results. 

 

The final step for this thesis is the implementation of developed software and validation of 

safety requirements. Work done by Schätz, et al. (2015) was successful in demonstrating 

that using a unified software architecture can yield less overall work through a reduction 

in validation needs. The use of this work can help inform the next SSM on HEVT to ensure 

that CSMS is developing templates to be used for software development. Additionally, 

Lee, et al. (2014) were able to demonstrate the use of controller HIL simulations to validate 
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safety requirements. This paper is directly applicable to HEVT because SIL and controller 

HIL are where all of the safety validation work must be done. Due to the nature of students 

developing a prototype vehicle, putting untested code into the vehicle has the potential for 

catastrophic failure, and if system safety requirements are developed early enough in the 

process, CSMS can develop and test code that meets requirements set out by the SSM. 

 

3 Application of ISO 26262 to a Hybrid Camaro  

3.1 Project Scope 
In the VDP, the final year of the competition emphasizes refinement of integrated systems 

and minimal hardware changes should be made. The major changes made to the vehicle 

during the final year should be cosmetic or important software changes to improve 

consumer acceptability. Due to this limited scope, only sections two, three, and six of ISO 

26262, which are safety management, concept phase, and product development at the 

software level, are applied. To ensure that the vehicle stays on this timeline, properly 

managing safety, defining potential hazards and associated requirements, and software 

testing occurred due to this thesis. 

 

3.2 Safety Management 
3.2.1 The system safety manager 

The SSM plays a vital role in the development and maintenance of all system safety related 

documentation. This documentation includes all necessary material for competition, 

specifically related to vehicle testing, as well as documentation related to the application 

of ISO 26262. As discussed by Beckers, et al. (2017), the development of a systematic 

approach for newcomers to the field, assuming they have some experience, can enable 

useful work product. For this reason, the system safety manager can either be the 

engineering manager of HEVT or another team member with a background in either 

controls or electrical integration to ensure that all requirements developed are attainable 

and achievable. 

 

In order for the SSM to manage the safety lifecycle of the competition vehicle, a procedure 

for following each step of ISO 26262 needs to be developed. This procedure is shown in 

Figure 3-1. 
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Figure 3-1: ISO 26262 Procedure 

 

Overall, to follow the guidelines of ISO 26262 the V-model should be implemented. The 

process begins with the development of vehicle requirements. Before analyzing the 

vehicle, developing high level vehicle requirements focused on safety is key for all 

component, system, and vehicle testing. The next step is to identify hazards that could 

cause the vehicle to not meet the vehicle level requirements identified. This thesis uses 

HAZOP for hazard identification. The third step is to use the hazards identified and 

develop ASIL ratings for each potential hazard. These ASIL ratings ultimately establish 

system level requirements and HARA is used in this thesis for rating potential hazards. 

The final step on the left hand side of the V-model is to establish hardware and software 

requirements based on the ASIL ratings assigned. This work focused solely on software 

requirements, so there are no hardware requirements written. The right hand side of the 

V-model proposed steps through testing each set of requirements starting at the 

component level, working to vehicle testing and vehicle operation. The goal of using the 

V-model for this process is to allow for new scenarios or potential hazards to be 

identified during testing and result in new requirement development. 

 

3.2.2 Competition related documentation 

During any AVTC, there is an emphasis placed on safe vehicle testing. Due to these 

vehicles being student built, the organizers of the competition ask that the teams develop a 

structure that fosters safety as the number one priority. A part of this is ensuring that the 

vehicles are safe for open road testing. 

 

The first step towards verifying that vehicles are safe for open road testing is developing a 

documented procedure before the vehicle can be driven on open roads. EcoCAR 3 has 

specific rules for open-road certification, which HEVT follows. In order to prove the 
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vehicle is ready for open road testing, the vehicle must have been tested for 10 hours total 

in closed course testing as well as the brake systems and vehicle dynamics needs to be 

validated (Argonne National Laboratory 2018). In addition to this, the vehicle control code 

needs to be tested for safety, which HEVT does through SIL and controller HIL. This 

process is shown below in Figure 3-2. 

 

 

 
Figure 3-2: Open Road Certification 

 

Once the students on the team have conducted all necessary testing and verification, the 

information is presented to the graduate students for final validation. At this point, the 

graduate students present this information to the faculty advisor for final approval. Once 

final approval is given by the faculty advisor, all open road tests require a test plan that has 

been approved by all of graduate leadership and the faculty advisor. This process is shown 

in Figure 3-3. 

 

 
Figure 3-3: Open Road Testing 
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The goal of this is to ensure that at any point the vehicle is put on public roads there is a 

structured test being conducted. Due to testing a prototype vehicle, reliability will always 

be a concern, so verifying that students understand the test and are testing for a reason 

ensures the safety of all team members participating in the testing event. 

 

3.3 Concept Phase 

3.3.1 Vehicle level requirements 

At the vehicle level, a defined set of safety requirements must be established before any 

additional analysis can be done. Vehicle level hazards can be broken down into six major 

categories: vehicle motion control, occupant protection, thermal, electrical, or chemical 

hazards, closures, visibility and conspicuity, and miscellaneous. Each of these categories 

can be broken down further which is shown in Table 3-1. 

 

Table 3-1: Complete List of Vehicle Level Hazards (Argonne National Laboratory 2016) 

Type of Hazard Vehicle Level Hazard 

Vehicle Motion 

Control  

Inadequate/delayed or loss of vehicle deceleration including malfunctions within the 

regenerative braking feature 

Unintended acceleration 

Unintended longitudinal motion; unintended vehicle motion (rollaway) 

Unintended travel in the wrong direction, unintended propulsion flow 

Unintended or loss of lateral motion (includes locked steering) 

Unintended deceleration 

Loss or degradation of acceleration 

Loss or degradation of propulsion (e.g., stall) 

Loss or degradation of steering assist 

Occupant Protection 

Loss of safety critical vehicle warning systems 

Loss of airbag deployment, unintended airbag deployment or occupant crash 

protection degradation 

Thermal, Electrical, 

or Chemical Hazards 

Unintended release of thermal energy causing burns or fire 

Unintended exposure to high voltage energy system (shock) 

Unintended exposure to toxic / flammable chemicals (gas/liquid) 

Closures 
Unintended opening of vehicle doors 

Unintended operation of vehicle closures or windows 

Visibility and 

Conspicuity 

Loss or degradation of vehicle conspicuity or roadway illumination 

Windshield visibility loss or degradation 

Other 

Unintended access to rotating or moving components 

Unintended access to sharp objects 

Impeding driver operability of the vehicle or surrounding vehicles 
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Although all of these hazards pertain to the vehicle, many of these are out of scope for 

HEVT and what can be done in the final year of EcoCAR 3. Within the vehicle motion 

category, the only vehicle level hazard that is out of scope is are the hazards of unintended 

vehicle motion, also known as rollaway, and hazards associated with lateral motion. The 

reason for this is that HEVT is not allowed to modify the electronic brake system associated 

with properly parking the vehicle and cannot change the mechanical linkages in the 

steering rack (Argonne National Laboratory 2018). The hazards associated with occupant 

crash safety are also out of scope because teams are not allowed to modify crash features 

in the vehicle, such as air bags, which are tested during competition safety technical 

inspection to verify that they are present and functional (Argonne National Laboratory 

2018). Unintended exposure to flammable chemicals is out of scope for this analysis as 

well because no significant changes should be made to the fuel system during the final year 

of EcoCAR 3. All  hazards associated with closures and visibility and conspicuity are also 

out of scope due to competition rules stating that these systems must remain stock and 

unaffected (Argonne National Laboratory 2018). The last hazards that are out of scope in 

the other category would require hardware changes to be impacted, so they are also left out 

of this analysis.  

 

Overall, most of the vehicle motion control hazards are in scope as well as the thermal, 

electrical, or chemical hazards. Once scope is determined for the analysis, engineering 

metrics need to be determined for the vehicle level hazards. After meeting with the CSMS 

lead students on HEVT, the following engineering metrics were established, shown in 

Table 3-2.  

 

Table 3-2: Engineering Metrics 

Vehicle Level Hazard Engineering Metric 

Inadequate/delayed or loss of vehicle deceleration 

including malfunctions within the regenerative braking 

feature 

90% of requested torque 

0.5 seconds 

Unintended acceleration 
2 m/s2 

0.5 seconds 

Unintended travel in the wrong direction, unintended 

propulsion flow 

Based on torque produced 

Absolute: 5 m/s2  

0.5 seconds 

Direction is forward/backward 

Below 10 mph 

Unintended deceleration 
3 m/s2 

0.5 seconds 

Loss or degradation of acceleration 
3 m/ s2 

0.5 seconds 

Loss or degradation of propulsion (e.g., stall) Torque source turns off when not intended 

Loss or degradation of steering assist Absolute, don't turn off when vehicle is on 

Unintended release of thermal energy causing burns or fire All components kept below max temperature 

Unintended exposure to high voltage energy system 

(shock) 
Ground fault specific, Absolute 

Impeding driver operability  of the vehicle or surrounding 

vehicles 
Absolute, vehicle must be able to turn on 
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For all metrics, there is a duration and goal. This can either be a value, such as a specific 

acceleration target or it can be binary that it simply cannot happen. In the cases that a 

specific value is needed, a duration must also be established to allow for the system to 

successfully mitigate the issue. With the engineering metrics determined, the final 

requirements were written in an easily readable way so that they are easily read for the 

CSMS team members responsible for testing the control code. These requirements are 

written in Table 3-3. 

 

Table 3-3: Final Vehicle Requirements 

Vehicle Level Hazard Final Requirement 

Inadequate/delayed or loss of vehicle deceleration 

including malfunctions within the regenerative braking 

feature 

The electric motor shall achieve 90% of commanded 

torque within 0.5 seconds of requesting torque 

during a braking event. 

Unintended acceleration 
The vehicle shall not accelerate more than 2 m/s2 for 

0.5 seconds during an acceleration event. 

Unintended travel in the wrong direction, unintended 

propulsion flow 

The vehicle shall not accelerate more than 5 m/s2 in 

the wrong direction when below 10 mph. 

 

The vehicle shall not accelerate more than 1 m/s2 in 

the wrong direction above 10 mph. 

Unintended deceleration 

The electric motor shall not cause the vehicle to 

decelerate more than 3 m/s2 of commanded 

deceleration for 0.5 seconds. 

Loss or degradation of acceleration 

The vehicle shall not accelerate less than 3 m/s2 for 

0.5 seconds of commanded acceleration during an 

acceleration event. 

Loss or degradation of propulsion (e.g., stall) 
All torque sources shall be active and functional 

when required to be on. 

Loss or degradation of steering assist 
The power steering shall not be deactivated when 

the powertrain is enabled. 

Unintended release of thermal energy causing burns or fire 
All components in vehicle shall not exceed their 

maximum temperature during vehicle operation. 

Unintended exposure to high voltage energy system 

(shock) 

The ground fault indicator light shall always be 

functional when the vehicle is on. 

Impeding driver operability  of the vehicle or surrounding 

vehicles 

The vehicle shall be capable of being enabled at all 

times. 

 

3.3.2 Hazard and Operability Analysis 

For HAZOP, a system must be defined for analysis. The defining of a system is important 

to further establish scope as well as define what the ñotherò systems are that will be treated 

as black boxes. Given the control architecture of HEVTôs Camaro, shown in Figure 3-4, 

the HVSC is the focus of this analysis, which is done for two reasons. The first is that the 

HVSC is the only student programmed controller and all other controllers cannot be 

reprogrammed. The second is that it is responsible for the majority of vehicle function and 

if any failure occurs in it, the vehicle will likely enter some kind of a hazardous event. 
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Figure 3-4: Control System Architecture 

 

When developing the system diagram, starting with the vehicle system to be analyzed is 

important. For this analysis, as mentioned above, the HVSC will be analyzed. Next, the 

interactions between it and other systems need to be defined. The way the system can 

interact with other systems can be described in three ways: information flowing into the 

system to be analyzed, information flowing out of the system to be analyzed, and a 

combination of these two. Starting with the systems that only send information is usually 

easiest for automotive vehicles because these are usually only the driver inputs. Shown in 

green in Figure 3-3 are the driver inputs, which are the shift lever position (PRNDL), the 

accelerator pedal position (APP), brake pedal position (BPP), and the start/stop button. 

Next are the systems that the HVSC only sends information to, which are none for this 

analysis. The final category, constant communication, usually ends up being any 

component on the controller area network (CAN) bus. For this analysis it is the six primary 

component controllers: the transmission control module (TCM), the engine control module 

(ECM), the energy storage control module (EsCM), the inverter, which acts as the electric 

motor controller, the direct current to direct current (DC-DC) converter controller, and the 

HV battery charger controller, which are all shown in dark blue in Figure 3-4. 

 

With the system defined and vehicle level requirements written, a HAZOP can be 

conducted to identify potential failures in the system. For this HAZOP, there are 10 total 

columns, similar to that of SAE J2980: 

1. Hazard ID 

2. Type of Signal 

3. Input or Output 

4. Design Intent Vs. Guidewords 

5. Loss of Function 

6. Incorrect Function ï More than design intent 
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7. Incorrect Function ï Less than design intent 

8. Incorrect Function ï Wrong direction 

9. Unintended Activation ï Incorrect timing 

10. Locked or Stuck Function 

 

The hazard ID is used for traceability purposes to be able to track where requirements come 

from and if something in the HARA or HAZOP changes, the tests and requirements can 

be adapted accordingly. In the HAZOP, the hazard identification is a letter followed by a 

single number, such as ñA.1.ò Once the HARA is conducted, this ID will be modified with 

additional numbers to track test cases required. The next column is the signal type, which 

can be broken down into types: analog, digital, and CAN signals. Analog signals are 

electric signals where the voltage is what is read and is correlated to a value. An example 

of this is the APP, which is sent as two different voltages that relate to the amount of the 

pedal is depressed. Digital signals are electrical signals that can be read as specific values 

by the controller that determine different messages being sent. And the last type of signal, 

CAN, is a combination of two voltages being sent simultaneously, a CAN ñhighò and 

ñlow,ò which are read together to determine whether an individual bit in the message is a 

ñ1ò or a ñ0.ò CAN signals vary in length anywhere between 18 bits to 29 bits. The next 

column in the HAZOP is whether the signal is an input or an output. This is significant to 

track because it determines where in the control code the message can be altered. If the 

message is an input, the controller will read the message, and if the signal is malfunctioning 

then it may cause the HVSC to command the system to operate in an unsafe way. If the 

message is an output, it means that somewhere in the control code something was amiss 

and opted to command the system in error. The fourth column is the message itself. The 

HVSC reads in nearly 300 signals and sends out roughly 350 signals. Keeping track of 

each of these by name eases test case development and can help with traceability.  

 

The next six columns are the guidewords laid out by SAE J2980 for HAZOP. Loss of 

function is the scenario when the signal is not properly sent or received by the HVSC, such 

as the HVSC not receiving the start button to turn on the vehicle. More than, less than, and 

wrong direction are for signals where the value is important and they are sent or received 

incorrectly, which could be if the HVSC sends too much, too little, or the wrong sign torque 

command to the motor. Unintended activation is if something activates when it shouldnôt, 

such as the ground fault indicator light turning on when no ground fault is detected. The 

last potential failure column, locked or stuck function, is when the signal is stuck at its 

current value. This could be the HVSC reading in the temperature value from the DC-DC 

converter as a constant when it reality it is heating up. The full HAZOP is shown in 

Appendix A, with an example shown in Table 3-4.








































































































































































































































































































































































































































































