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Empirical Evaluation of Edge Computing for Smart Building
Streaming IoT Applications

Talha Ghaffar

(ABSTRACT)

Smart buildings are one of the most important emerging applications of Internet of Things
(IoT). The astronomical growth in [oT devices, data generated from these devices and ubig-
uitous connectivity have given rise to a new computing paradigm, referred to as “Edge
computing”, which argues for data analysis to be performed at the “edge” of the IoT infras-
tructure, near the data source. The development of efficient Edge computing systems must
be based on advanced understanding of performance benefits that Edge computing can offer.
The goal of this work is to develop this understanding by examining the end-to-end latency
and throughput performance characteristics of Smart building streaming IoT applications
when deployed at the resource-constrained infrastructure Edge and to compare it against
the performance that can be achieved by utilizing Cloud’s data-center resources. This work
also presents a real-time streaming application to detect and localize the footstep impacts
generated by a building’s occupant while walking. We characterize this application’s perfor-
mance for Edge and Cloud computing and utilize a hybrid scheme that (1) offers maximum
of around 60% and 65% reduced latency compared to Edge and Cloud respectively for similar
throughput performance and (2) enables processing of higher ingestion rates by eliminating

network bottleneck.



Empirical Evaluation of Edge Computing for Smart Building
Streaming IoT Applications
Talha Ghaffar
(GENERAL AUDIENCE ABSTRACT)

Among the various emerging applications of Internet of Things (IoT) are Smart buildings,
that allow us to monitor and manipulate various operating parameters of a building by
instrumenting it with sensor and actuator devices (Things). These devices operate contin-
uously and generate unbounded streams of data that needs to be processed at low latency.
This data, until recently, has been processed by the IoT applications deployed in the Cloud
at the cost of high network latency of accessing Cloud’s resources. However, the increasing
availability of IoT devices, ubiquitous connectivity, and exponential growth in the volume
of IoT data has given rise to a new computing paradigm, referred to as “Edge computing”.
Edge computing argues that [oT data should be analyzed near its source (at the network’s
Edge) in order to eliminate high latency of accessing Cloud for data processing. In order
to develop efficient Edge computing systems, an in-depth understanding of the trade-offs
involved in Edge and Cloud computing paradigms is required. In this work, we seek to
understand these trade-offs and the potential benefits of Edge computing. We examine end-
to-end latency and throughput performance characteristics of Smart building streaming IoT
applications by deploying them at the resource-constrained Edge and compare it against
the performance that can be achieved by Cloud deployment. We also present a real-time
streaming application to detect and localize the footstep impacts generated by a building’s
occupant while walking. We characterize this application’s performance for Edge and Cloud
computing and utilize a hybrid scheme that (1) offers maximum of around 60% and 65% re-
duced latency compared to Edge and Cloud respectively for similar throughput performance

and (2) enables processing of higher ingestion rates by eliminating network bottleneck.
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Chapter 1

Introduction

Smart buildings are one of the most important emerging applications of Internet of Things
(IoT) [52, 56]. The increasing availability of various sensor and actuator devices, and ubiqui-
tous Internet connectivity has allowed us to instrument buildings with these devices (Things)
to measure and manipulate the operating parameters of our buildings. These buildings may
deploy sensor devices such as temperature, light, smoke, occupancy, motion, key-card readers
and various others. These sensor devices continuously “read” data from their surrounding
environment and generate unbounded data-streams that need to be processed in real-time.
Analysis of these data streams in real-time can help us understand and monitor building’s
performance and in-door activities as they happen. Once this data is analyzed, various ac-
tuators deployed in the building can be triggered to adjust building parameters accordingly.
For example, occupancy in a smart building can be analyzed for efficient power manage-
ment [14]; fire suppression system can be activated if fire is detected [68] and occupant

evacuations can be assisted in case of emergency [70].

Until recently, the processing paradigm to analyze data generated from IoT devices (such as
sensor nodes in smart buildings) has been to utilize the computation resources available in
the Cloud data centers [12, 40, 53, 77, 79]. Data captured from sensing devices is routed via
local Gateway nodes to the Cloud data centers, where this data is analyzed. After analysis,
the processed results are sent back to the IoT devices to trigger actuators accordingly or to

monitoring dashboards for visualization purposes. This computing paradigm is termed as



2 Chapter 1. Introduction

Sensors

_________ s Data
: g : . o o - o Anal}dics
1817 —mee
! @ e 3 | ~
""""" el — (e f—— $ERE
_ Actuators Gateway - ,
- -——— Cloud
: — lﬂl : * L _— ot
(a) Cloud computing
© T Tsemsos T T = !
= Data
: : 8 L4 ! =~ N  Analytics
RETE TS Ry ! (/\3
T ol | — (e §o—— EEE
]
1 __Actuators / Gateway :
1 : o ! ¥ 4 1
1= | - Cloud
ER. IV :
! 1
Edge

(b) Edge computing

Figure 1.1: Edge and Cloud computing paradigms for streaming IoT applications (a) Cloud
computing - Sensor data is streamed to the Cloud data centers for analysis and the processed
results are sent back to the IoT devices to possibly trigger actuator states (b) Edge computing
- Sensor data is streamed to local gateway nodes where it is processed and analyzed; reducing
the network latency incurred in (a)

Cloud computing and is illustrated in Figure 1.1a. Cloud computing of IoT data introduces
a challenge that sensor data potentially has to suffer from high latency before it can be
processed in the Cloud. Furthermore, with astronomical increase in IoT devices and data [42],

such deployment scheme also introduces significant scalability and bandwidth challenges [82].

To address these challenges, and to ensure that the IoT growth remains uncurtailed, com-
puting paradigms have been proposed that argue for moving data processing and analysis
to the network’s edge, closer to the source of data [7, 38, 43, 47]. This paradigm is generally
referred to as Edge computing and is illustrated in Figure 1.1b. Edge computing relies on the

utilizing the computation resources of devices such as [oT Gateways, routers, access points



and small servers available at the Edge of the [oT infrastructure. From the sensor nodes,
data is streamed to these gateway nodes where data processing services analyze this data.
After analysis, instructions to actuator nodes are sent directly from these gateway nodes. By
processing data closer to its source, IoT analytics can complete with very low latency; thus
enabling near real-time IoT applications. In Smart buildings, this can be helpful by enabling
timely evacuations, fire suppression and intrusion detection. Furthermore, processing at the
Edge can also ease the increasing bandwidth requirements for the network by limiting the

data that needs to be sent to the Cloud data centers.

Various works [43, 63, 75, 80] have motivated the need for Edge computing of IoT ap-
plications and analytically argued for its performance benefits against Cloud computing.
However, these works do not attempt to offer empirical evidence for performance benefits
of Edge computing. Unfortunately, little work has been done to empirically understand
the performance benefits of Edge computing of streaming [oT applications. Most of these
works have focused on mobile applications. For example, Zhuo et al. [31] show that of-
floading cognitive assistance applications from mobile or wearable devices to desktop-class
resources (Cloudlets) can yield performance benefits, and Hassan et al. [49] show that
nearby resource-constrained nodes can be used to offload tasks from mobile applications for

better performance and can provide storage expansion for mobile devices.

The development and deployment of efficient Edge computing systems must be based on
detailed and advanced understanding of the performance benefits that Edge computing can
offer. On one hand, Edge computing can potentially eliminate the network latency cost
at the cost of limited computation resources; while on the other hand, Cloud computing
can offer resource-rich compute resources, albeit at the cost of high latency. The adage "If
you can’t measure it, you can’t improve it” advises us to ask the question what potential

benefits Edge computing can offer and to what extent can this performance can be better
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than Cloud computing. In this work, we are motivated to understand the trade-offs of
Edge and Cloud computing and seek an answer to the sources of potential benefits of Edge
computing by performing an empirical examination of Edge and Cloud deployment of Smart
buildings related IoT applications. Because of the immense diversity of [oT devices and their
communication mechanisms, we restrict the scope of this study to a model more suited for

the Smart buildings use case.

Edge Model: Various projects in the open source community are trying to provide a
platform that can run on single node Edge devices such as Gateways, Routers or Embedded
PCs and also on a distributed architecture of these Edge devices e.g. Kura [41], EdgeX [3],
and OpenFog [7]. Similar to these IoT frameworks, in this work, we view the Edge network
as a distributed collection of IoT Gateways deployed in the buildings that connect Things

to the Cloud and enable local data analysis.

In the context of Smart buildings, these IoT devices and Gateways are reasonably stable and
well connected - unlike mobile drones or vehicles - and can potentially communicate over
wired local-area-networks (LAN) without involving mobile networks. Furthermore, these IoT
Gateways deployed at multiple locations in a Smart building. Furthermore, in this work, we
consider these IoT Gateways to have limited computing resources compared to the Cloud:
few-core processors, little memory, and little permanent storage [24, 75]. However, they can
have more resources than those available to embedded, wireless sensor networks [60], and
thus can afford reasonably complex software like SPEs. For example, Cisco’s [oT Gateways

come with a quad-core processor and 1GB of RAM [33].

We will use this Edge model for the infrastructure and hardware used in the empirical eval-
uation of Edge computing in chapter 4. Following is the description of the IoT applications

and their processing mechanism considered in this work.



1.1. Contributions )

Edge Application Model: Since IoT devices generate unbounded data streams, we con-
sider that modern Stream Processing Engines (SPEs) (§2.2) are ideally suited to process
& analyze sensor data-streams. These stream processing frameworks can also be used to
develop and deploy general purpose IoT applications. We find that there are only a limited
number of open-source streaming IoT applications available (§2.2.4). The Virginia Tech
Campus also houses a model ‘Smart building’ that has been instrumented with accelerom-
eter sensors to study its behavior under the influence of various stimulations that generate
vibrations in the building. We see that this smart building can serve as a test-bed for real-
world IoT applications. In this work, we use the data generated from accelerometer sensors
in a walking experiment to develop a streaming Smart building application that can detect

and localize the footsteps of the walking occupant.

In this work, we will use the existing streaming IoT applications (§2.2.4) and the Footstep
Impact Localization smart building application, developed as a part of this thesis (§3.2), to
perform empirical examination of Edge and Cloud deployment of streaming Smart building

IoT applications.

1.1 Contributions

In this work, we present the following contributions: (a) Developing a real-time version
for building occupant localization application that can be used as an IoT application to
benchmark stream processing engines. (b) Empirical evaluation of the benefits offered by

Edge computing for Smart building streaming [oT applications.
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1.1.1 Real-time Occupant Footstep Impact Localization in Smart

Buildings

Owing to the increasing availability of various sensing devices and capability to connect them
to computation resources has given rise to various IoT application scenarios. We can now in-
strument our homes and buildings with these devices to monitor their operating parameters.
The ability to analyze these parameters allows us to imagine futuristic buildings that com-
municate with their occupants to facilitate their activities, manage their resources efficiently,
detect any suspicious activities and assist in emergency evacuations. The existence of such
a Smart building on Virginia Tech’s campus (Goodwin Hall) provides us a unique test-bed
that can detect vibrations in the building’s structure in real-time which can be used for
various [oT applications (§3.2). With the ideals of futuristic smart buildings and data from
Goodwin Hall, we attempt to develop a practical real-time streaming application for detect-
ing and localizing occupants’ movements in a smart building. The algorithm and heuristics

for occupant tracking are based on vibration sensor data sampled from accelerometers [15].

In this work, we utilized and adapted this to develop the streaming version of the application.
We created a synthetic data generator that simulates real-time generation of vibration data
from accelerometers deployed in multiple corridors of a Smart building. To process this data
in real-time, we developed an Apache Storm [20] topology that detects footstep impacts in
the vibration signals. Once footsteps are detected, it estimates the location of the footstep
impacts in the corridors. This work lays also the foundation for further work on similar

smart building applications [25, 55, 72| and help realize the futuristic smart buildings.
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1.1.2 Empirical Evaluation of Edge Computing for Streaming IoT

Applications in Smart Buildings

The emergence of Internet of Things (IoT) and the subsequent astronomical growth in the
data generated by IloT applications led to the emergence of Edge computing paradigms.
One of the principle motivation for Edge Computing is to reduce the end-to-end latency
of offloading all computation to the Cloud back-end. In this work, we empirically examine
the end-to-end latency performance for Smart building related streaming IoT applications
for Edge and Cloud computing. We considered an Edge infrastructure where resource-
constrained Gateway devices, available at the Edge, are connected to [oT sensor nodes over
a local network. These Gateway devices also provide a route to the Cloud data centers.
At the Edge, we utilize these Gateway nodes are used to process data whereas in Cloud
data-centers, VMs are deployed to process data. We employ Apache Storm as the streaming
engine to process real time streams of IoT sensor data. In order to move data from sensor
nodes to the processing nodes, we use message queue brokers as intermediary messaging
middleware. This empirical study demonstrates that for Edge devices with limited resources,
application’s performance characteristics and data ingestion rates are important factor in
determining whether the applications should be processed at the Edge nodes or the Cloud.
At lower ingestion rates, the representative Edge devices can process the data at lower
networking cost without overwhelming the deployed streaming engine. At higher ingestion
rates, however, the representative Edge devices can no longer process the data under the
given latency SLA and it’s best to utilize Cloud data centers for processing. We also study
that multiple gateway nodes at the Edge can also be utilized to handle higher ingestion rates

at lower latency than Cloud.
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1.2 Thesis Organization

The remaining of this thesis is organized as follows: In chapter 2, we present related works
and the background for understanding this work. In chapter 3, we discuss the Smart building
infrastructure set up in the Virginia Tech’s Goodwin Hall building and describe the creation
of a real-time occupant’s footstep impact localization application that can also be used as a
benchmark ToT application for Stream Processing Engines (SPEs). Chapter 4 focuses on the
empirical examination of Edge and Cloud computing paradigms for Smart building related
streaming [oT applications. We describe our experimental setting and model in detail and
present the results for our evaluation. Finally, chapter 5 provides a conclusion to the thesis,

summarizes our work and discusses the future directions.



Chapter 2

Background and Related Work

This work focuses on a comparative analysis of Edge and Cloud computing for [oT stream-
ing applications and introduces a real-world Smart building application that can be used to
characterize the performance of streaming engines for IoT applications. In this chapter, we
discuss the background needed for understanding different aspects of this thesis. This chap-
ter discusses the Edge computing paradigms and summarizes the current research conducted
for Edge Computing. Since this work is focused on utilizing streaming engines for loT appli-
cations, we also discuss the programming models they employ and state-of-the-art streaming
engines. We also discuss the available IoT applications for benchmarking streaming engines.

The following subsections discuss this background in detail.

2.1 Edge Computing

Over the last decade, Cloud computing has been significantly important in driving the growth
in I'T by providing scalable, centralized infrastructure and resources and thus supporting
quick deployment and wider reach for applications. The emergence of [oT and rapid growth
in data generated from IoT devices has caused problems with the centralized model employed
by the Cloud. Furthermore, moving data to the far-away Cloud is a hindrance for low-latency
[oT applications. These challenges have led to the emergence of computing paradigms that

process data closer to the Edge.



10 Chapter 2. Background and Related Work

Edge Computing, in general, refers to computing paradigms that argue for decentralized
processing of closer near its source. In the context of IoT, Fdge refers to the network’s
periphery where different sensors, actuators and [oT devices such as Gateways and routers
are located. The IoT devices at the network’s Edge have intermediate-class computing
resources; few-core processors, limited memory, and little permanent storage [33]. They are,
however, capable enough to process limited amounts of data. As these devices are just one
network hop away, if data analysis is moved to these devices from the Cloud, significant

latency benefits can be obtained.

Various existing works in recent years have focused on Edge computing paradigms that can
be distinguished based on the architecture or resources they operate on. For example, Mobile
Edge Computing [44] tries to harness the computation resources in mobile, portable devices
connected in a distributed architecture that can communicate via cellular communication
protocols. With the pervasiveness of Cloud Computing, emerged Mobile Cloud Comput-
ing [37, 45, 54] where mobile devices with limited resources offload computation to the
Cloud to leverage the resource-rich Cloud infrastructure. Mobile Cloudlet Computing [74]
tries to address latency problems in Mobile Cloud Computing by utilizing the computation
resources of desktop-class computers connected in a network closer to the mobile devices.

Yousefpour et al. [81] provide a detailed survey of these computing paradigms.

Fog computing [43] has emerged as a paradigm that tries to enable a “horizontal architecture”

that moves the responsibilities of traditional Cloud; computing, storage, data management
and networking, to distributed devices devices available along the Things-to-Cloud contin-
uum. The OpenFog Consortium [7] is trying to enable and advance Fog Computing by
defining standards and creating an open reference architecture. EdgeX [3] is another open-
source effort to enable distributed Edge Computing on the Fog nodes along the Things to
Cloud path.
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Very recently, some works have tried to study the effectiveness of Edge Computing. Zhu
et al. [31] have a similar motivation to this work. They try to empirically evaluate the
effectiveness of Edge Computing in a Mobile-Cloudlet architecture. They consider wearable
cognitive assistance applications for cellular devices that offload compute-intensive task to
Cloudlets (desktop-class machines, one wireless hop away from mobile devices) over mobile
networks or WiFi. In contrast, this work focuses on Edge nodes to be resource-constrained,
stable and connected over Ethernet such as in Smart buildings (§3.2). Morabito [66] evaluates
resource constrained devices for Edge Computing tasks under varying workloads for resource
utilization and power consumption and shows that single-board computers (as used in this

work) can be used for Edge computing tasks.

2.2 Stream Processing

In this section, we provide a background on the stream processing programming model

(§2.2.1) and the software architectures used in existing SPEs (§2.2.2).

2.2.1 Programming Model

Stream Processing refers to processing of data streams that are continuous and unbounded
in nature. These data streams could originate from different sources such as including
event logs, video, time series or sensor data. To handle these streams of data, many stream
processing systems employ the dataflow programming model [30, 78]. In this model, as shown
in Figure 2.1, the data tuples flow through a directed acyclic graph (topology) from sources
to sinks. Fach inner node is an operator that performs arbitrary computation on the data,

ranging from simple filtering to relatively complex operations like ML-based classification
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algorithms. In the Edge context a source might be providing data from an IoT sensor, while
a sink might be publishing data to a message broker for consumption by an actuator device

or a monitoring unit for analysis visualization.

Sensors

s =
Analysis Visualization

Dataflow Model
DSGUFCE‘ O Compute Operator <>Siﬂk — Data Flow

Figure 2.1: Dataflow Model for Processing [oT Applications

Though an operation can be arbitrary, they are preferred to perform computation tasks
while I/O should be handled by source and sink nodes, and the inner operation nodes should
perform only memory and CPU-intensive operations [5, 50]. This is based on the premise
that the more unpredictable costs of 1/O will complicate the scheduling and balancing of

operations.

After defining the data flow abstraction, operators and how the data flows between oper-
ators, data engineers define a physical plan for the topology that describes the number of
physical instances of each logical operator. In a distributed setting engineers can also indi-
cate preferred mappings from operations to specific compute nodes. An SPE then deploys
the operators onto the compute node(s), instantiates queues and workers, and manages the

flow of tuples from one operator to another.
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2.2.2 Stream Processing Engines

Here, we briefly touch upon the existing solutions for stream processing. Broadly speaking,
current stream processing solutions follow two approaches to data stream processing: (a) the
dataflow graph model where the streaming engines ingest data streams and each operator
processes a single tuple at any given time; and (b) micro-batching model where incoming

data tuples are grouped into micro-batches and are processed together as a batch.

The first generation of stream processing engines were proposed and designed by the database
community in the early 2000s. These included systems such as Aurora [30], Stream [22], and
Borealis [13]. The second generation of “modern SPEs” began with Apache Storm [20] (2012)
as part of the democratization of big data. These second-generation SPEs have been mainly
developed by practitioners with a focus on scalable Cloud computing and have achieved

broad adoption in industry.

Under the hood, most of these modern SPEs are based on an architecture where the oper-
ations are connected by queues in a pipelined manner, and processed by its own workers.
Some operations may be mapped onto different nodes for distributed computing or to take
advantage of heterogeneous resources (GPU, FPGA, etc.). In addition, these SPEs moni-
tor the health of the topology by checking the lengths of the per-operation queues. Queue
lengths are bounded by a backpressure mechanism [35, 59], during which the source(s) buffer

input until the operation queues clear.

Among these modern SPEs, Apache Storm [20] is one of the most popular engines and
employs data-flow programming model. The streams of data are processed by operator nodes
in the graph where each operator is executed by one or more threads. The operators are

executed by worker processes which can be deployed across multiple nodes.

Apache Flink [17] supports both stream and batch processing and closely follows the
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OWPOA model. Applications are constructed as dataflow graphs that consume data streams
from one or more sources. Different operators apply transformations on to the stream and
the execution ends at one or more sinks. To allow parallel execution, Flink allows both
streams and tasks to be split into stream partitions and subtasks which can be executed

independently.

Apache Samza [18] is an SPE that also allows creation of stateful applications. Samza’s
streaming application is composed by chaining multiple tasks where each task is an inde-
pendent processing unit that consumes a partitioned data stream. Task(s) are executed in

containers which can be distributed across multiple physical nodes.

Apache Spark [19], originally designed for batch processing, also supports streaming by
discretizing the incoming data streams into micro batches. It employs a unified programming
model and execution engine for both stream and batch processing. For better load balancing
and fault recovery, Spark’s tasks are dynamically allocated to workers based on data locality
and available resources. These tasks operate on the micro-batches and output the results for

other tasks.

2.2.3 Stream Processing at the Edge

Since “Things” generate continuous stream of data, Stream Processing Engines (SPEs) are
well suited to processing these real-time data streams. With these SPEs deployed at Edge,

we can process this data in a timely fashion.

Apache Edgent [2] is an SPE specifically tailored for the Edge. It is designed for data pre-
processing at individual Edge devices rather than full-fledged distributed stream processing.
It enables a simple form of data pre-processing at an end device, as evidenced by its simple,

limited set of predefined operations: e.g., filter and join. This pre-processed data can
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then be send to the Cloud for analytics and storage. SpanEdge [71] tries to provide a
programming environment where geo-distributed streaming applications can be developed
with certain programmer-specified operations can be deployed at the Edge. Papageorgiou
et al. [69] try to extend Apache Storm to enable Edge-aware Storm so that some streaming
tasks can be deployed at the Edge. We use similar inspiration in §4.3.5 to deploy tasks on
both Edge and Cloud nodes to achieve better performance. Mobile Storm [67] ports Apache
Storm to process real-time streaming data on mobile devices. Similar to [67], this work
deploys Apache Storm on resource-constrained Edge nodes to process [oT streaming data in

real-time.

2.2.4 IoT Benchmarks for Streaming Engines

Various benchmarks have been proposed to evaluate and compare the performance of dis-

tributed stream processing systems.

StreamBench [62] proposes 7 micro-benchmarks to represent simplistic stream computing
scenarios such as wordcount, grep and sampling. The microbenchmarks operate on syn-
thetic workloads from real-time web logs such as AOL Search data and Internet traces
dataset. It focuses on measuring metrics for performance (throughput, latency), fault toler-
ance (Throughput/Latency penalty factors) and durability (Availability Ratio). The bench-
mark is available for Apache Storm and Spark Streaming. Similar to StreamBench [10]
is Storm Benchmark which contain 9 Storm workloads (such as wordcount, Rolling count,
Rolling Sort and Grep). The benchmark has the goal of evaluating Apache Storm’s perfor-
mance under resource pressure and also under relatively simple typical streaming use cases.

It’s design to use Kafka as the source for data ingestion.

At Yahoo, an advertisement campaign topology was created to benchmark the peformance of
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Apache Storm, Flink and Spark [32]. The topology reads JSON events from Kafka, identifies
and filters relevant events, extracts relevant fields from messages and performs a Join with
data from Redis and stores a count of relevant events for each campaign in Redis. Besides
these benchmarks, some works use micro-benchmarking streaming scenarios to quantify the
performance of their work. For example, StreamBox [64] uses temporal join, tweets sentiment

analysis for its performance study.

IoTAbench [23] is a benchmark for evaluating Big Data analytics platforms for IoT. It focuses
on providing a synthetic data generator for smart-meter data that and SQL-based queries
to analyze the generated data. The benchmark, however, is not designed for streaming
use cases. CityBench [16] is another benchmark that focuses on IoT applications. It uses
smart city applications that use IoT streams generated from sensors deployed in a Aarhus,
Denmark as workload. The benchmark, however, is focused on evaluating the performance

RDF Stream Processing.

RIoTBench [76] is a benchmark most suited to real-time processing of IoT data streams.
It provides a benchmarking suite to evaluate the performance of streaming engines for IoT
applications. It includes a set of IoT tasks as micro-benchmarks from various categories. It
also ToT applications that depict some common IoT data processing patterns such as: (1)
ETL (extract-transform-load) for incoming sensor data streams to filter any outliers and
perform interpolation in case of missing data. Eventually, it publishes transformed data to a
message queue to notify data availability to the subscribers and to permanent data storage
in the Cloud. (2) Utilizing data from various sensors to perform predictive analytics using
various machine learning models (e.g. predicting air quality from environment monitoring
sensors’ data). (3) Periodically training (and updating) machine learning models used for
predictive analytics by using saved sensor data after ETL. (4) Performing various statistical

analysis over incoming sensor data streams such as windowed-average, count, N** order
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moments or finding outliers. These benchmarking applications can use data from sources

such as Smart City [29].

The RIoTBench applications, however, have only been evaluated using resource-rich Cloud
VMs where data sources (synthetic sensor data generators) and data sinks are also deployed
in the Cloud VMs which is not a realistic case for IoT applications. In this work, besides the
Smart building application we present in §3.2, we will also use the RIoTBench applications

for the empirical examination of Edge and Cloud computing.



Chapter 3

Real-time Occupant Footstep

Localization in Smart Buildings

3.1 Introduction

The emergence of Internet of Things (IoT) has given rise to various application scenarios.
These applications involve various sensing devices that continuously generate large volumes
of data which then needs to be processed to gain actionable insights. One of such emerging
applications of IoT is the Smart buildings. The increased availability of various types of
sensing devices has enabled us to instrument the buildings to monitor different operating
parameters of our buildings. Such sensing devices in the buildings could include temperature,
light, smoke, air quality, occupancy, motion, key-card readers, door open/close and various
others. Together, these sensing devices enable us to monitor the building’s performance and
in-door activities. If this data can be processed in real-time, we can imagine a building that
communicates with its occupants to facilitate their activities. Such a building can enable
efficient utilization of its resources, detect and alert about suspicious activities and assist in

emergency evacuations from the building.

Various buildings in the literature such as [11, 28, 34] have been instrumented for research
in building dynamics and structural health monitoring. [61] has been instrumented to allow

real-time monitoring of the buildings’ structure, temperature, air-flow, energy demand and

18



3.1. Introduction 19

soil moisture etc.

The Virginia Tech Campus also houses a model ‘Smart building’ - Goodwin Hall - an active
building that contains various laboratories, lecture rooms, auditoriums and offices etc. The
Virginia Tech Smart Infrastructure Laboratory (VTSIL) has instrumented the Goodwin
Hall building with accelerometers with plans for adding other sensors such as strain gauges,
thermocouples, and air flow sensors for further extension. The accelerometers in Goodwin
Hall are mounted directly onto structural parts of the building. Currently, in Goodwin Hall,
various labs, hallways and structural columns are installed with accelerometers. Using the
vibration data collected from these sensors, VT'SIL works on developing mathematical models
to study occupant classification [25], structural health [72] and occupant tracking [15]. Since
the sensors are deployed out-of-sight in the building’s structure or underfloor, the real-time

deployment of these works can help achieve the futuristic, non-invasive smart buildings.

In order to collect data from these deployed sensors, a distributed data acquisition (DAQ)
system has been deployed in Goodwin Hall [48]. The sensors are directly connected to the
DAQ units which are positioned throughout the building to limit the cable length to the
sensors so as to limit noise and interference from voltage external sources. These DAQ units
record measurements from the sensors and are connected to each other via CAT6 Ethernet
cables on a local network. A GPS master clock is deployed to synchronize and timestamp
the measurements from these sensors. The DAQ units are also connected to a local data
acquisition server (deployed on the third floor of the building). This server gathers data

from these units, processes and stores the data in Hadoop Distributed FileSystem (HDFS).

Currently, the processing mechanism is mostly offline and works in batch processing mode.
The experiments are conducted in a controlled environment and data is collected and stored
for the duration of the experiment. The algorithms developed for this sensor data can then

be run offline on the collected data.
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Based on such data acquisition mechanism, we can envision an Edge model where Gateway
devices are deployed along with the Data Acquisition Units to process this data and then
direct the processed results to centralized servers, monitoring units and storage systesm to

save processed data for posterity.

3.1.1 Problem Statement

In this chapter, our objective is to develop the real-time streaming application for detect-
ing and localizing human footsteps in a smart building. The localization application with
realistic workload can also be used to benchmark performance of streaming engines for loT

applications.

3.1.2 Contributions

In this chapter, we present the following contributions: (a) Discussion of how the instru-
mented Goodwin Hall building on Virginia Tech’s campus can use the Edge network to de-
ploy real-time versions of the smart building applications, (b) Developing an Apache Storm
application for real-time processing of accelerometer sensor data for human footstep detec-
tion and localization by adapting the algorithm presented in [15] and (c) discussion of how
the developed occupant tracking and its sister applications are different from existing IoT

benchmarking applications for Apache Storm [76].

3.2 Footstep Impact Localization

Any significant impact that happens on the floor of a building generates vibrations along

the floor. Since the Goodwin Hall building is instrumented with an accelerometer sensor
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network underneath the hallways, it is capable of detecting such vibrations. Triangulating
these impacts can lead to the possibility of various ‘smart’ applications in the building. One
such application scenario is the localization and tracking of the building’s occupants. In
this section, we briefly discuss the heuristic algorithm for footstep impact localization and
describe how the offline, batch processing algorithm was adopted for real-time processing
using Apache Storm as the processing engine. The other applications based on similar
vibration data from accelerometers such as gunshot detection and classification [55], occupant
classification [15] and operational modal analysis [73] can be developed and used in a similar
manner. The impact localization application described in this section can also be used to

benchmark the performance of stream processing engines as a real-world IoT application.

3.2.1 Heuristic Algorithm for Footstep Impact Localization

The localization algorithm is based on a heuristic method for estimating the location of the
source from the vibration readings generated by the impact. The method is based on the
fact that as a wave travels away from its source, its energy is attenuated. The algorithm uses
raw data from the accelerometer sensors. The required data sampling rate for the purpose
of footstep localization is only 1 kHz which is relatively small. Initially, the sensor data is
used to detect any impact in the floor. The impact detection essentially detects peaks in
the sampled data. After a footstep has been detected using readings from all sensors, the
individual peaks for each sensor is then located. From these peaks, the algorithm goes back

in time to find the beginning of the impact that generated the wave packet.
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3.2.2 Sensor Data For Footstep Impacts

Data Collection

For footstep impact localization, the vibration data is collected from an experiment where
the test subject is walking in a cordoned off, isolated 16x2 meter hallway that is instrumented
with underfloor accelerometers. The data is collected for a total of 162 footsteps with 81
unique impact locations where each location was stepped upon twice while the subject walked
from opposite directions. The data comprises of readings from 11 different sensors in the

hallway and is collected at a sampling rate of 8 kHz.

Simulating Real-Time Generation Of Sensor Data

To simulate footstep impact localization in real-time, we used the collected accelerometer
sensor data as traces and replayed these traces continuously at the rate they were sampled
(8 kHz). Various methodologies could be employed to simulate this data generation. In our
setting, we employed two different methodologies: (a) One sensor reading is treated as a
single measurement and the data generator publishes this reading directly to the messaging
middleware with the unique sensor identifier. (b) Since the data from sensors is being
collected by the Data Acquisition units, we assume a small buffer at the DAQs that can
hold data for 1 second. The data held in this buffer is then published to the message queue.
In order to scale this data generation from one hallway to an entire building, we simulate
multiple generators; each with a unique identifier for different corridors in the building (and

for sensors in that corridor).
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3.2.3 Designing Compute Units

The Impact Localization algorithm [15] is designed for a batch processing scenario. The
impact data is collected for the walking experiments and the analysis is then executed on
the entire dataset. The prototype for this application was designed in MATLAB. To create
an Apache Storm application for this prototype, we needed to to convert the application
to its streaming version and translate the code to Java (the language primarily used for
creating Apache Storm topologies). As MATLAB API implementation was not available, we
used reference documentation as a guide to implement corresponding signal processing APIs
in Java that could be used by the Storm Topology. The figure 3.1 shows the Apache Storm

topology for Footstep Impact Localization (FSL).

: Envelope
Averaging Petoction ﬁ
e Peak
A Detecti
Source sample Aggregator e etection
Filtering
Reverse Signal Location Mgtt
Envelope Energy Estimation Publish

Figure 3.1: Footstep Impact Localization (FSL) Topology

Here, we describe the various components of the FSL topology.

Topology’s Data Source

In Apache Storm, source of data for the topology is called spout. Spout is responsible for
either generating data for the topology or reading data from external sources and feeding that
data to the topology. The data generation code for the Storm’s spout nextTuple is executed
on a thread. When scheduled, the spout should emit one data ‘tuple’ into the topology.

In our setup, during the topology initialization phase, the spout initializes a consumer for
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the message broker. Since we use RabbitMq [8] as the message broker for this topology,
two mechanisms are available to consume data from the broker (a) whenever the data is
available at the broker, the broker ‘pushes’ the data to the consumer and (b) the consumer
periodically ‘polls’ the data from the broker. For better performance, we set up the spout so
that whenever available, the broker ‘pushes’ the data to the consumer. Upon receiving the
data, the consumer adds timestamp to the data and adds this event to the event queue of
the spout. When the spout is scheduled to execute nextTuple, it consumes events from this

queue and emits a tuple to the downstream bolt of the topology.

Signal Downsampling

Downsampling is the first compute unit for the topology. This bolt receives a tuple containing
corridor and sensor identifiers and data for that sensor and then down-samples the received
signal to a 1 kHz signal. The bolt is connected to the spout via Fields Grouping on the
corridor id, so that when multiple executors are deployed, the data from a particular corridor
always goes to the same executor. The MATLAB api used for down-sampling uses a low-pass
Chebyshev Type I IIR filter of order 8. We created an order 8 FIR filter in MATLAB and
convolved that filter with the original signal to very similar down-sampling behavior. Then
we used the filter parameters generated in MATLAB in this bolt and convolve the incoming
signal with the filter to generate a low pass signal. Then, to down-sample the signal to 1

kHz, we choose every Nth data point in the signal to create a signal for the downstream bolt.

Sensor Data Aggregator

The data aggregator compute unit receives down-sampled signal from all the sensors. As

the Footstep Detection algorithm needs to detect peaks in the combined averaged signal
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from all sensors deployed in a corridor, this bolt is responsible to aggregate signals from
a particular corridor. The downsampled signals from these corridors are aggregated into a
matrix which is then emitted by this bolt. This bolt is also connected to its upstream bolt
via Fields Grouping on corridor Id so that signals from a particular corridor are not received

by different instances of the executors and can be merged correctly.

Sensor Signal Averaging

This compute unit receives an aggregated matrix of down-sampled signal from all the sensors
in a corridor and calculates an averaged signal for the window such that each data-point in
the signal is the average of the absolute values of the corresponding data points in readings

from each sensor. This averaged signal is then emitted to the downstream compute units.

Signal Envelope Detection

The footstep detection algorithm then needs to determine the envelope of the averaged signal.
This compute unit receives a signal that is averaged over the readings from all the sensors
in a corridor. To detect envelope of the signal, this bolt performs cubic spline interpolation
using a smoothing interval of floor(T /4x f)+1 where T' = 0.25 seconds; the expected length
of footstep waveform, and f = 1kHz; the frequency of the signal. The signal envelope is

then emitted to the downstream bolt.

Peak Detection & Filtering

The peak detection compute unit receives the envelope of the averaged signal as its input
and it determines the peaks (local maxima) in the signal. A peak is determined if the data

point is greater than both neighbors (previous and the following data points). In case of a
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flat peak, the bolt determines the first point to be the peak. The signal peaks are emitted

to the peak filtering bolt.

From the peaks detected in the signal, the peak filtering bolt filters the peaks to determine an
individual footstep/impact. It does so by filtering the input peaks based on their amplitude
and relative distances. After the filtering, if a peak is detected in the signal, it is determined
to be the footstep of a person. The detected peak locations along with the signal are emitted

as a tuple from the bolt.

Signal Power Estimation

For each detected footstep impact, the Signal Energy compute unit tries to estimate energy
of the signals received from all the sensors in a particular corridor. The signal energy is

estimated using the formula:

tps

Qs(tos, tps) = — X Z sigs(t) (3.1)

t=tps

In the above equation 3.1, s represents the sensor id, sigs(t) denotes the reading from sensor
s, and [tps , t,s] denotes the time interval over which the signal power Q) is calculated. Here,
tps is the time when the beginning of the impact was detected, while ¢, is the time where peak
of the signal’s envelope is detected. The signal envelope here is the RMS (root-mean-square)

envelope of the signal and is calculated by using a sliding window of 10 samples.

Location Estimation

Location estimation works on the premise that once an impact is generated, the sensors

closer to the impact will detect a signal with higher average energy values while the far-
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away sensors would detect signals with lower energies. Based on this premise, the impact’s
location is estimated by weighing the (already known) sensor locations in the hallway with
the corresponding energies estimated in the signals detected by them. Equation 3.2 is used

to estimate an impact’s location:

Zi\; Qs X L
> Qs

Location = (3.2)

Here, L, represents the coordinates for sensor s and (), represents the signal power calculated

in 3.1. The estimated location is a vector containing the x and y coordinates of the impact.

MQTT Publish (Topology’s Sink)

We implement the sink for the FSL topology to be an MQTT publisher. Whenever any
footstep is detected and its location is estimated by the topology, the sink publishes the
estimated coordinates along with the corridor Id to the MQTT broker (set up at the Edge).
Any monitoring unit can the subscribe to the broker and track location of the footsteps in

the building’s hallways.

3.3 Rate of Data Flow in the FSL Topology

In this section, we consider the RIoTBench applications [76] (discussed in §2.2.4) using the
Smart City dataset [29] and the FSL topology from the perspective of how the data flows
through their topologies. We compare and contrast the data flow in RIoT topologies with

the data flow through the Footstep Impact Localization topology.
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3.3.1 Experimental Setting

In order to conduct the experiments to measure data flow through the applications, we use
a setup similar to 4.7a. We execute the applications using Apache Storm v1.1.0. We deploy
Nimbus and Zookeeper for Apache Storm cluster on a desktop machine. We use Raspberry

PIs as the processing nodes (Storm workers) where the application topologies are executed.

In Apache Storm, the data flows between different components of the topologies in the form
of tuples where each tuple is a list of objects. We use Java’s Instrumentation interface
to approximate the memory consumed by each object in a tuple. We provide the jar file
for the Instrumentation agent to the worker.childopts option in Storm’s configuration file
(storm.yaml) so that the agent instance can be loaded when the Storm worker is launched at
the Raspberry Pi processing node. The rate of data flow from each component is calculated
by multiplying the throughput of the component with the estimated size of the tuple object

emitted by that component.

3.3.2 Results & Comparison

The figures 3.2 - 3.5 show the topologies for the RIoTBench applications along with the rate
at which data is moving between the different components of these topologies. We make
one observation that is consistent across all the RIoT topologies that the rate of data flow
is relatively similar between the components of these RIoT topologies i.e. neither of the
components in these topologies significantly increases or decreases the tuple size (and the

data flow rate).

The figure 3.6 shows the rate of data flow through the Footstep Impact Localization (FSL)
topology. We can observe a characteristic of the FSL topology that is different from the

RIoTBench topologies shown earlier. We can observe that data flow is not uniform in this
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topology. The experiment is conducted at the ingestion rate of 99 (9 corridors, with each
sensor in the corridors emitting data at 8 kHz). After the first compute unit which down-
samples the data from different sensors, the size of the tuples and the rate of data flow
reduces significantly. Since, the aggregator compute unit aggregates results from all sensors

in a corridor, the tuple size and the data size per second emitted by the tuple also increases.
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3.4 Chapter Summary

In this chapter, we discussed a building occupant localization algorithm that can track occu-
pants walking in an instrumented building’s hallways. We adopted the algorithm to develop
a real-time streaming application in Apache Storm. Other algorithms developed based on
building vibration data can be similarly adapted to realize the futuristic smart buildings.
This application can also be used with realistic workload to benchmark the performance of
stream processing engines. Finally, we distinguish vibration data based applications consid-
ered here from some existing [oT benchmarking applications with regards to how data flows

through these applications.



Chapter 4

Empirical Evaluation of Streaming

Smart Building Applications

4.1 Introduction

The last decade has seen Cloud computing rise to become a popular computing paradigm to
facilitate the growth of reliable, efficient and scalable applications that are ubiquitous today
by providing Infrastructure as a Service (IaaS) for on-demand computing. Moreover, Cloud
has been extremely successful in providing Software as a Service where entire application
stack is managed by the vendors and clients. More recently, we have seen the emergence
of Internet of Things (IoT) as a transformative force in various domains such as Smart
buildings, Smart cities, Transportation, Healthcare and Industrial Manufacturing [36, 51].
The IoT applications have also tried to leverage this power of the Cloud by connecting
everyday devices and sensors to the services hosted at the Cloud [12, 40, 77, 79]. In such
a deployment model, the IoT devices at the infrastructure’s edge gather data from various
sensor devices and send it to the application(s) hosted in the Cloud. After processing the
received data, the Cloud applications can send the processed results to monitoring services
to gather actionable insights or back to the IoT devices at the Edge in order to trigger an
actuator’s state. However, connecting these IoT devices to Cloud for all kinds of services

can raise certain challenges. The IoT devices, today, are generating huge volumes of data
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and this data volume is growing at an exponential rate[4]. Sending all this data to Cloud
for computation can cause challenges such as network congestion at the Edge and increased

processing latency and thus, adversely impacts application performance.

In order to counter these challenges and sustain the projected data requirements of 10T, the
community has proposed to utilize the Gateway devices available at the Edge to perform
some or all the data analysis; and thereby moving the frontier of computation and services
from the network core, the Cloud [24], to its Edge [43, 75], where the Things and Gateways

reside.

Moving this computation to the Edge can be significantly beneficial for IoT applications’
performance as this would enable near real-time data analysis, reduced network traffic to
the data centers and reduced latency to triggering the actuator’s state at the Edge. The
emergence of Edge computing paradigm has made it critically important to empirically un-
derstand and evaluate the potential performance benefits that can be achieved by performing
[oT data analysis at the Edge. With this in mind, this chapter focuses on performing this em-
pirical examination of Edge and Cloud computing for an emerging class of IoT applications;

Smart buildings.

4.1.1 Problem Statement

In this chapter, our objective is to perform an empirical examination of Edge and Cloud
computing paradigms for Smart building related streaming IoT applications. We try to
empirically understand the potential performance benefits achievable by processing these
[oT applications at the Edge. We discuss our Edge architecture and choice of processing
engine, and use realistic loT benchmarking applications from chapter 3 and RIoTBench to

conduct this evaluation.
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4.1.2 Contributions

We present the following contributions of our work in this chapter: (a) We discuss our
implementation the Edge [oT system for a Smart building setting; comprising of a cluster
of 12 Raspberry Pi IoT devices, that we use to study the benefits of Edge computing. (b)
We present our empirical examination the advantages of Edge computing against Cloud for
relatively stable IoT scenarios such as Smart buildings. We simulate the scale of deployed
applications by varying the rates at which sensors emit data. Our results demonstrate that
for lower to medium scale deployments of these applications, the Edge devices can process
sensor data at considerably low latency cost. The results further show that distributed
Edge devices can be utilized to process large-scale deployments of such applications. (c¢) We
show that application performance for large-scale deployment of RIoTBench [76] applications
is bottlenecked by computation cost and for FSL(§3.2) it is bottlenecked by the network
bandwidth. We deploy hybrid processing for FSL so that data pre-processing reduces data

sent over the network and alleviate the network bottleneck to improve performance.

4.2 Experimental Methodology

In this section, we discuss the methodology we used for conducting the experiments to
evaluate the performance of Edge, Hybrid and Cloud schemes for various IoT applications.
First, we discuss the choice of processing engine that can execute the IoT applications in a
real-time manner both on single-nodes or in a distributed architecture. Next, we discuss the
[oT benchmark applications we considered for our evaluation and finding an optimal physical
topology for them. Finally, we discuss the metric collection mechanism we employed for our

evaluations.
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4.2.1 Processing Engine

A key component for the architecture we’ve discussed is the choice of a processing engine to
analyze the IoT data. With an increased availability of sensing devices, we are witnessing
an explosion in the volume and rate of data generation. For an efficient and easier way of
life, as we continue to engineer always-on, smart devices, it is easy to imagine an exponential
increase in generated data [4]. Since the IoT devices continuous, unbounded streams of data,
the engine must be able to process this data efficiently and reliably in real-time. Distributed
processing and scalability of the engine are also critical since a single node at the Edge or a
VM in the Cloud might not be able to handle data at a very high velocity. The considered
architecture also requires the engine to integrate easily with various messaging systems.
Furthermore, a good processing engine must also provide a framework that allows flexibility

and freedom in developing a variety of IoT applications.

Several open-source stream processing engines (SPE) have been proposed for real-time pro-
cessing of streaming data in an efficient and scalable manner. Most of these frameworks use
a dataflow-based programming model where user-defined operators are connected by queues
in a pipelined manner. Once connected, these operators represent a directed acyclic graph
(DAG) that represents the flow of incoming streams of data. Among the modern SPEs,
Apache Storm is the most popular framework for data science [26]. In this work, we use

Apache Storm as the processing engine for both the Edge and Cloud computation.

Apache Storm

Apache Storm [20] is a distributed real-time stream processing engine for processing high-
velocity, unbounded streams of data. Storm allows developers to create their applications

as a Topology which is, essentially, a Directed Acyclic Graph (DAG). A Topology comprises



4.2. Experimental Methodology 35

of Spouts; the data sources that either generate data or read data from external sources and
emit to the topology for processing, and Bolts; the processing units that process the data.
Storm allows users to specify how the data flows through the topology. A unit of data that

flows between compute units is called a Tuple which is an ordered list of values.

Apache Storm employs a Master-Slave architecture where the master node (Nimbus) sched-
ules and distributes the topology components to run on the Slave nodes (Workers). Each
slave node in Storm runs a Supervisor daemon. Nimbus coordinates with Apache ZooKeeper [21]
to manage the cluster state by monitoring cluster health via heartbeat messages, keeping
track of topology execution and relocate any compute units in case of any slave node going

down.

Before a Storm Topology is deployed into a cluster, the developers needs to statically deter-
mine the parallelism for each spout and bolt to improve the performance. The parallelism

determines how many threads of execution will be assigned to this spout or bolt.

4.2.2 Benchmarks

For our experiments, we used the RIoTBench benchmark suite [76], a real-time IoT stream
processing benchmark implemented for Apache Storm. The RlIoTBench provides various
[oT tasks as microbenchmarks. Each microbenchmark is developed as a single bolt topology
where the bolt implements the task logic which is fed data-stream from the topology’s spout.
Besides these microbenchmarks, RIoTBench also provides IoT applications that perform
various analyses on real-world sensor data-sets. The data-set we use for our experiments is
the Smart Cities data stream [29] which includes data from various sensors such as outdoor
temperature, humidity, light, dust and air quality. The data is collected from seven cities

for two months.
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The microbenchmarks provided by RloTBench are not suitable for our experiments as we
are interested in realistic loT applications. Therefore, we only use the IoT applications from
the suite. The logical topologies for RIoTBench’s applications are shown in figures 3.2, 3.3,
3.4 and 3.5. The figures also show the rate of data flow through these topologies at certain

input rates.

For our experiments, we also made various modifications to the RIoTBench benchmarks such
as: (1) We patched various bugs and inefficiencies. (2) Replaced any Cloud-based services
with lab-based ones; (3) To enable a controlled experiment, we implemented a timer-based

input generator that reads data from a replayed trace at a configurable input rate.

Besides RIoTBench applications, we also use the Footstep Impact Localization application

discussed in §3.2 to compare Edge, Cloud and Hybrid schemes.

4.2.3 Messaging Middleware

Owing to their different capabilities, IoT devices can use different communication mecha-
nisms and protocols to communicate with each other and with the Internet. If the sensor
nodes do not need to be mobile, they can be hardwired and connected to local Gateway
devices via Ethernet such as in the smart buildings scenario discussed in chapter 3. On
the other hand, mobile nodes would need to communicate via wireless protocols such as
Bluetooth Low Energy (BLE), WiFi or Zigbee [57] (based on IEEE802.15.4). The Gateway
devices, in turn, use various messaging middleware to communicate with each other and
with the Cloud. To establish communication between sensing devices, Gateway nodes and
the Cloud, a messaging middleware is required. In this work, we consider the popular IoT
protocols such as AMQP [1] and MQTT [6] for moving data between these devices. We use

RabbitMq [8] as the message broker for AMQP’s implementation. We chose RabbitMq be-
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cause it’s one of the standard, lightweight implementations available for the AMQP protocol
and can be used without requiring disk space for message routing (if message persistence is
not needed) [39]. We also use MQTT broker to receive the processed results. The actuator

nodes subscribe to and receive these processed results.

4.2.4 Tuning Storm Topologies

Measuring Operator Utilization

As we have discussed in §4.2.1, Apache Storm employs the dataflow programming model
where the application is structured as a directed acyclic graph with nodes representing the
bolts (compute units) and edges representing the flow of data between them. Each bolt has
an associated input queue. For each tuple in the bolt’s queue, the task logic is executed by
the worker thread(s) and the resulting tuple is moved to the queue of the next bolt in the
pipeline. Considering this, Storm topologies can also be viewed as a queuing network [46, 58]
- a directed acyclic graph of stations where Widgets (tuples) enter the network via the queue
of the first station. Once the widget reaches the front of a station’s queue, a server (worker)

operates on it, and then it advances to the next station.

In Queuing Theory [46, 58], server utilization (fraction of time a server is busy) is modeled
as comprising of two factors: (a) the input rate A to the server and (b) the service rate p for

each input. For a server ¢, the server utilization p; is defined to be

Ai
Pi = — 4.1
g ( )

A queuing network is considered to be stable when p; < 1 for all servers ¢. If there is a server

to which widgets arrive more quickly than they are serviced, the queue of that server will grow
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unbounded and such a server will become the bottleneck for the network’s performance. To
alleviate this bottleneck for the network, the input rate \; has to be decreased or the service
rate p; needs to be increased. In order to maximize the performance of such a network, the
service rate for the server ¢ can be increased by adding multiple parallel units to process the

incoming widgets.

In Apache Storm, bolt utilization can be estimated by using a metric called Capacity. During

the execution of the topology, this metric is periodically calculated as:

Execute Count x Execute_ Latency

Capacity = (4.2)

Time

In equation 4.2, Execute_ Count represents the number of tuples executed by a specific bolt
in a given time window, Fxecute_Latency is the per tuple average computation latency

for the bolt and Time represents the window duration during which Ezecute_ Count and

Execute_ Count

T is equivalent to A, since
me

FExecute Latency metrics are collected. The fraction,
throughput is equal to input rate for a balanced queue; and Execute_ Latency is equivalent
to /% The metric Capacity can therefore be used to represent the utilization for each bolt

to find the bottleneck of a Storm topology.

Tuning Methodology

The topologies we have considered for our experiments have the characteristic of different
computation cost and varying input rates at different nodes. At certain input rates that
stress the topology sufficiently, this leads to an imbalanced topology where the queues of
the bottleneck bolt exceed the acceptable threshold; thus triggering the backpressure and
reducing the inflow to the topology and affecting performance. Given such logical topologies,

in order to get the best use of available hardware resources, we need to alleviate any per-
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Figure 4.1: Iterative tuning of Topologies

formance bottlenecks in the topology while also not over-burdening the system with worker
processes or executors. Therefore, we tried to find an “optimal” configuration for each logical

topology before conducting our experiments.

In Apache Storm, various configuration parameters exist that can impact the application
performance. Primarily, these parameters include the number of Workers (JVM processes
that run the topology) and number of parallel executors for spouts and bolts. Fine-tuning
can be done by adjusting the input and output queue lengths for spouts and bolts or the

backpressure triggering thresholds.

For our experiments we limit the number of Workers to the number of available physical
nodes in order to avoid the overhead of inter-worker communication (via Netty). After that,
we only focus on adjusting the number of parallel bolt executors to find a better performing
physical topology. Increasing the bolt’s executor threads can have the impact of reducing
server utilization by increasing the service rate and thereby leading to a balanced network.

Therefore, we adopted a simple iterative approach to achieve a balanced topology.

Tuner’s Work Flow

To begin with, we identify a range of input rates for each topology - from reasonably low
to sufficiently high rates such that reasonable performance cannot be achieved with the

underlying hardware. For each selected input rate within the range, we assign an initial
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bolt instance vector to the topology, with all instances set to 1 (no parallel executors). We
initially submit these topologies to the Storm cluster and allow them to run for a fixed
duration. During the execution, we collect heuristics to identify the bottleneck node in each
topology. Guided by this identification, we increase the parallelism for the bottleneck node
by 1 and run the again topology with the new parallelism assignment. This procedure is
repeated iteratively. The goal of this iterative procedure is to find a balanced topology that
can achieve good performance using the given resources. Therefore, during execution, we
monitor variance in the bolts’ capacities to estimate how unbalanced the network is. We

also monitor the throughput and latency performance of the executed topolgoy.

Certain termination conditions are needed to stop this iterative procedure. We can stop
this procedure when (a) the difference between bolts’ variances during two iterations is less
than a certain threshold T, p;ss or (b) none of the bolts is the topology bottleneck i.e. the
Capacity for all the bolts is less than a certain threshold. We repeat this procedure until the
performance difference between 2 parallelism assignment is less than a predefined threshold
Teap- For our purposes, we only terminate if all bolts have capacities below T, and ignore (a)
to further observe the behavior. Instead, we limit on the number of iterations to terminate

the procedure’s execution.

At the end of this procedure, we have a collection of topologies; explored for each selected
input rate. We run each unique physical topology with the selected input rates to observe
their throughput-latency performance. From analyzing the throughput-latency curves, we
choose the topologies that achieve high throughput under a given latency threshold as the

candidate physical topologies.
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Variance in Bolt Capacity

We argued previously that balancing effective server (operation) utilization would yield gains
in topology’s performance. To measure the extent to which this tuning procedure balances
server utilization, we calculated the windowed utilization p, of each operation and then

stddev) of this vector. A lower utilization CV

computed the coefficient of variation (C'V =

means more balanced server utilization.

The figures 4.2 - 4.5 plot the coefficient of variation for Storm across different iterations
for selected input rates. The legend shows these input rates for each topology. We can see
from these results that this tuning decreases the C'V in the first few iterations; yielding a

relatively balanced network. From then onward, we can observe that decrease is either not
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Figure 4.6: Throughput-Latency curves for explored physical topologies (a) PRED (b) STAT

significant or in the case of ETL adversely impacts the balance. Some input rates only yield a
small number of iterations because these lower input rate do not stress the topology enough

and thus the network is already balanced; eliminating the need for tuning.

The figures 4.6a and 4.6b show the throughput-latency curves for different physical topologies
PRED and STAT applications. The legend in the figures show the iteration for which these
topologies were observed and the bolt instance vector. We can observe that some topologies

can offer higher throughput at lower latency cost while others suffer from the bottleneck
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at lower throughput. Here, we can observe a correlation between the topologies offering
better performance, and improved balancing as shown by figures 4.3 and 4.4 for PRED and
STAT topologies. The physical topologies offering “optimal” performance can be seen as
corresponding to iterations where the coefficient of variance in bolts’ capacities has reduced

significantly and before the CV curve tapers off.

We can observe that this tuning procedure did not need to go through a large number of
iterations to discover topologies that give reasonable performance. However, this is strictly
dependant on the available hardware resources. Here, we only needed a few iterations because
the topologies were executed on resource constrained Raspberry Pi devices. A large number
of bolt instances would strain these constrained devices; causing further resource contention
and extensive context switching between bolt executors. However, for a Storm cluster where
Supervisor nodes have Cloud-class resources, this tuning methodology would need to be
modified to have a different initial bolt instance vector. Furthermore, a unit increase in bolt

instance of the bottleneck might prove to be prohibitively slow for the tuning procedure.

4.2.5 Metrics Measurement

The key performance metrics that we target for this study are throughput and end-to-end
latency for the duration of the application. As has been discussed, our target application
scenario is Stream Processing of [oT applications where unbounded data-streams are pro-
cessed indefinitely. However, for the purposes of our experiments, we need limit the duration
of each application run. Therefore, we run each experiment for 5 minutes and take measure-
ments during the one minute of steady-state runs, after discarding the first two minutes of

initial phase.

We measure throughput at the completion of execution by counting the number of tuples
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Figure 4.7: Experimental Setting for Edge and Cloud deployment (a) Processing Engine
(Apache Storm) runs on the Raspberry Pi nodes deployed in the lab to realize our Edge
model (b) Processing Engine runs on the EC2 instances in the AWS data center

that reach the MQTT Publish sink. Measuring throughput at the sink can result in different
throughput rates for each topology at a given input rate, since different topologies have
different selectivity ratio (input-output tuple ratios): e.g., 1:2 in PRED, 1:10 in STATS. We
measured latency by sampling 5% of the tuples, assigning each tuple a unique ID and com-
paring timestamps at source and the same sink used for the throughput measurement. For
each configuration, we performed each experiment 5 times and report the average. The error

bars, where added, indicate one standard deviation from the average.
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4.2.6 Experimental Setup

Recall that, we consider Edge IoT Gateway devices to have intermediate-class computing
resources; few-core processors and little memory. Therefore, for this empirical study, we use
the most common and popular single-board devices representative of this class. Specifically,
we use Raspberry Pi 3 Model B devices [9], which have a 1.2GHz quad-core ARM Cortex-
A53 with 1GB of RAM and install Raspbian GNU/Linux 8.0 v4.1.18 on them. We set up an
infrastructure comprising of a cluster of 12 Raspberry Pi 3s connected on a LAN via Netgear

switch through Ethernet cables.

For our experiments, we run our synthetic data generators on Raspberry Pi devices to sim-
ulate sensor nodes. On separate Raspberry Pi nodes, we deploy the message queue brokers
to distribute sensor data to the consumer processing devices (Raspberry Pi nodes for Edge
deployment and AWS data center for execution on Cloud) or send processed results to actuator

or monitoring nodes.

For Edge experiments, we run Apache Storm Supervisors on the Raspberry Pi nodes to
process streaming data. For Cloud experiments, we deploy Apache Storm Supervisor on
EC2 instances in AWS data centers. We chose AWS-East for our deployments as it offers the
minimum latency from our lab set up. Choosing the closest data-center is a reasonable choice
for Smart Building or Smart City applications as the location of sensor nodes will not change.
We chose t2.micro EC2 instances as they represent one particular Cloud setting for this
study. We deploy the Storm Nimbus and Apache Zookeeper on a local desktop to coordinate
the Storm worker nodes. All the machines used in our experiments are synchronized using

Network Time Protocol [65].

The Figure 4.7a shows our realization of the Edge model that we will use to conduct our

Edge experiments and Figure 4.7b shows the setting we use for our Cloud experiments.
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4.3 Results and Discussion

This section presents the results of our experiments for this comparative study. First, discuss
the performance of the RIoTBench applications by comparing their throughput and latency
performance for the Edge and Cloud schemes on single-node at the Edge against a single
VM in the Cloud. Then, we study the impact of data prefetching by the consumers from the
Message Queues and discuss how that impacts the performance for single and multiple con-
sumer cases. After that, we study the scalability of using distributed Gateways for the Edge
processing at the Edge and compare this performance against the Cloud scheme. Finally, we
consider the Footstep Impact Localization application presented in §3.2 for this performance
study. We also employ a hybrid mechanism by using Edge and Cloud cooperatively and

discuss how that impacts the application’s performance.

4.3.1 Throughput & Latency Performance of RIoT applications

In this section, we present and discuss the results of the experiments where the RIoTBench
applications were processed on single nodes at the Edge and compare it against processing
on the Cloud. As discussed, the Cloud experiments use a single AWS EC2 instance for

experiments.

We measure the throughput-latency performance curve for each of the RIoTBench applica-
tions on a Raspberry Pi processing node across a range of input rates. The throughput-
latency curves for ETL, PRED, STATS, and TRAIN are shown in figures 4.8a, 4.8c, 4.8e and 4.8g
respectively. Observing these, we can see that Edge and Cloud offer different throughput-
latency performance for the RIoTBench topologies. An important thing to observe is the
different latency behavior at different throughput rates (and consequently input rates as

input and throughput are linearly related).
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Based on the latency performance, the input rates for these topologies can be roughly split
in to three ranges - low, medium and high. At lower input rate ranges, Edge offers better
latency performance for all the applications; for PRED, STAT, ETL and TRAIN the Cloud offers
59%, 90%, 15% and 40% higher latency compared to Edge. As the input rates increase,
this difference becomes less pronounced. At considerably higher input rates, the latency
for the topologies grows exponentially in the throughput-latency curves as the Raspberry
Pi Edge node is no longer able to process the data at increased input rates because of
frequent triggering of backpressure. The cut-off point where Edge stops offering the better
performance varies based on application characteristics. For example, we can observe that
for TRAIN topology, Edge can only be suitable for processing data at very low input rates.
However, if data needs to be ingested at higher rates, a single Edge node becomes prohibitive
in achieving good performance. All in all, the key observation from these experiments is that

the application and ingestion rates determine where it is best to process the IoT data.

4.3.2 Latency Breakdown for RIoT Topologies

Recall that our model for IoT Applications considers the total processing latency of sensor
data as from the time data is emitted by a sensor device to the time when the data is received
back at some actuator or monitoring unit. The total processing latency, therefore, comprises
of: (a) Deliver Latency (Lywsenq): Time from when the data is emitted by the sensor to
the time when it is received at the processing node, (b) Compute Latency (Lcompute): Time
taken to process the data by the streaming engine and (¢) Return Latency (Lyw Rreturn):
Time from transmitting the processed result to the time when the result is received at some

actuator or a monitoring unit monitoring unit).

The figures 4.8b, 4.8d, 4.8f 4.8h provide the breakdown of the processing latency for the
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RIoTBench applications into its constituting components. From these, we can observe that at
very high input rates, the exponential increase in latency for ETL, PRED and STAT applications
is caused by the increased computation latency as the Edge processing node is unable to

process data at such high rates because the backpressure is triggered frequently.

The benefit offered by the relatively powerful EC2 instance is observable as there is more
than 2x decrease in computation latency when topologies are executed in the Cloud VM.
However, this benefit is offset by the high network overhead in moving the data to the Cloud

and back to the actuators.

4.3.3 Sensitivity to Data Prefetching

This section discusses the impact of data prefetching from the Message queue (RabbitMq
in our experiments) on application performance. In order to have guaranteed delivery to
the processor nodes, the consumers need to acknowledge the message delivery or processing.
When the consumers acknowledge the data reception to the broker, the broker can delete
the acknowledged message. A lower prefetching value is needed for practical deployment
of the applications in order to have balanced computing over multiple nodes with different
processing capabilities and processing latency of data is important. In such cases, higher
prefetching values can be counter-productive and it is recommended to have prefetching
value in the range of 20-30 [27]. The experiments prefetching sensitivity were conducted for
various prefetch values ranging from 1 to 1000. Here, we present the sensitivity results for

values in the range from 10 to 100.

For execution on the Cloud, the network latency is a major contributing factor to applica-
tion’s latency performance. The figures 4.9a and 4.9c demonstrate the impact of different

prefetch values on PRED and STAT topologies while executing them on the Cloud. Here, we
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Figure 4.9: Latency Sensitivity to Data Prefetching for PRED and STAT topologies (a), ()
show single-node Cloud computation for PRED and STAT topologies (b), (d) show single-node
Edge computation for PRED and STAT topologies.

can observe the lower prefetching values adversely impacting the latency performance of the
applications. This impact is largely driven by the comparatively greater network latency for
processing on the Cloud. The impact on the STAT topology is not considerably high because
the topology achieves the throughput of 4200 events/sec at comparatively lower input rates

because of its higher selectivity ratio.

In comparison, from figures 4.9b and 4.9d we can observe that since Edge devices are closer
to the sensor devices, network latency is a smaller contributing factor to total latency. The
latency performance of these applications is not highly sensitive to data prefetching. The
comparison also shows that at lower input rates, data prefetching has a smaller impact while

at high input rates, it increases the total latency significantly.
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Figure 4.10: Latency Delta (Lcoioud — Lrage) demonstrating the difference in end-to-end
latency of PRED and STAT topologies for prefetch values of 10, 20, 50, 100

The Figure 4.10 shows the end-to-end latency delta L¢iouq — Lpage for PRED and STAT topolo-
gies across different input rates for different prefetching values. For PRED topology, we can
observe that for higher prefetching values, the Latency delta La = L¢ioud — LEdge decreases
with input rates; while for lower prefetching values, the La is increasing. This is because
when prefetching value is larger, Lywsenq 1S not a significant contributing factor to Leojoug
and thus L¢iouq does not increase significantly; while L g4 increases because of higher com-
putation cost at high input rates. The net effect of this is that the L decreases for higher
while increases for lower prefetching values. This suggests that Cloud can be a better choice
for processing with higher input rates but with lower prefetching values (needed for balanced

computing over heterogeneous compute nodes), Edge can be a better choice for processing.

For STAT topology, we can observe that the latency L is negative at high input rates for all
prefetch values. This is because the input rates are not so high as to make Ly geng @ major
contributing factor to the end-to-end latency while the Raspberry Pi node at the Edge is
unable to handle these input rates and Lgdge increases significantly. The results for PRED

and TRAIN topologies are similar to those of ETL and STAT.
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Figure 4.11: Throughput vs end-to-end Latency performance on distributed Edge (1, 4 and
8 nodes) against single-node AWS VM in Cloud. (a), (b), (c¢) and (d) show the performance
for ETL, PRED, STAT and TRAIN topologies respectively.

4.3.4 Performance on Distributed Edge

The Edge or Fog architecture comprises of a number of Gateway devices at the Edge that
connect the IoT devices at the Edge with each other and bridge them with the Cloud. IoT
applications can certainly benefit from harnessing the processing power of the distributed

Gateway devices available at the Edge.

This section focuses on the scalability benefits that can be obtained by distributed processing

at the Edge and compares the gains against those achieved at the Cloud.

We deployed the RIoTBench applications across 4 and 8 Raspberry Pi nodes connected on an
Ethernet lab network. We simply increased the physical operation instances of the topologies

proportional to the number of Raspberry Pi nodes and assigned them uniformly across the
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nodes.

The Figure 4.11 shows the throughput-latency curves for the RIoTBench topologies. We
can observe that distributed deployment at the Edge can allow the topologies to handle
higher ingestion rates under a given latency budget. Considering the end-to-end latency
SLA requirement to be 100 ms, we can quantify the maximum throughput achievable under
this latency budget. By using 8 distributed Edge nodes, we can observe that PRED, ETL and
STAT achieve around 2x higher throughput compared to single node whereas for TRAIN the

8x more throughput is obtained.

For TRAIN topology, 8-node deployment can offer better throughput at lower end-to-end
latency in comparison to the single-node Cloud while for the remaining topologies, single-
node Cloud outperforms the distributed Edge deployment. We can also observe that, at
lower input rates, the end-to-end latency for single-node Edge is less than for distributed

execution as no networking cost is involved.

4.3.5 Edge Processing of Footstep Impact Localization

In this section, we focus on evaluating the performance of occupant’s footstep localization
application developed in §3.2 As has been discussed in chapter 3, to realize the futuristic
smart buildings, real-time processing needs to be done on vibration data from accelerometers.
Mathematical models developed for different applications require different sampling rates;
for example, Gunshot Classification [55] requires sampling at 25.6 kHz, occupant impact
localization [15] requires 1 kHz while modal analysis only requires sampling at 256 Hz. In a
real-world setting, if data from same sensors needs to be used for all applications deployed in
a buildings, the common denominator for sampling rate would be very large. It can be argued

that sending this data sampled at very high rates to a centralized Cloud storage would strain
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the network infrastructure and should best be processed locally at the Edge. Therefore, we

consider Edge Computing as a processing scheme and compare it against Cloud processing.
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Figure 4.12: Splitting FSL topology to deploy pre-processing at Edge in order to limit the
data sent over network to the Cloud

Besides, processing at the Edge & Cloud, we also consider a Hybrid processing model where
Cloud-class computation resources in data centers can also be used for processing. Because
of the non-uniform data flow through the impact localization topology, we split the topolgoy
so that signal downsampling to the application’s required sampling rate is handled at the
Edge which would lead to a considerably lower data rate that needs to be sent to the Cloud.
If reasonably complex computation is required for the application, processing in a hybrid

manner can even be more beneficial compared to Edge.

In order to deploy Footstep Impact Localization in a hybrid manner, we create two Storm
topologies. The first topology is responsible for handling the data generation and down-
sampling the data to the application’s required sampling rate (1 kHz). After down-sampling,
this topology publishes the data to the RabbitMq message queue. The second phase of the
processing happens at the Cloud where the second topology is deployed. The topology’s
Spout launches a RabbitMq consumer that handles the data from message queue. After
timestamping the received data with arrival time, it pushes the data to the spout’s queue.

The spout consumes this data, creates and sends data tuple to the downstream bolt for



4.3. Results and Discussion 55

300 — T T T
270 H —A— Cloud
240 { —=— Edge
210 H—®—Hybrid

@ z
2 180] -y
> 150] S
2 120
£ 9] — ]
g 9] >
— 60le—=
30

00— —— —— —— —— —— ——

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 PP e

Throughput noo®%s
Input Rate

HEC HEC HEC HEC HEC
7

Figure 4.13: FSL Topology, Throughput vs La- Figure 4.14: FSL Topology, Latency Break-
tency Comparison down

analysis. Processing data in this hybrid manner is advantageous because the data the data
sent over the network is reduced by 8x and Cloud’s powerful computation resources are

being leveraged for processing.

Figure 4.13 shows the throughput-latency curve while the figure 4.14 shows the latency
breakdown for the Impact Localization topolgoy. From 4.13, we can see that Hybrid deploy-
ment can offer higher throughput as it can ingest data at higher rates. This is elaborated
by the latency breakdown in 4.14 that shows that the at higher ingestion rates, sending the
large amounts of data over the network is becoming the bottleneck which is avoided by split

processing in Hybrid execution.

Furthermore, at lower input rates, Hybrid scheme can process the generated data at lower
latency. We can observe the maximum benefit at throughput of around 20 events/sec where
Hybrid offers around 60% and 65% less latency compared to the Edge and Cloud execution.
Mainly, this latency benefit is coming from the data sent to the Message Queue. The
computation cost at the lowest input rates (Lcomputerdge + LcomputeCioud) 18 similar to the
Edge computation cost and grows as the input rate increases. The Lcomputecioud COSt remains
relatively similar throughput while the increase is caused by the Lcomputerage Of latency.
This cost is increasing as the synthetic data generator at the Raspberry Pi node along with

the pre-processing Storm topology is generating memory pressure which triggers garbage
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collection and thus affecting the performance. The cost for the downsampling component of

pre-processing stays relatively similar across the input rates.

4.4 Chapter Summary

In this chapter, we attempted to empirically understand the end-to-end latency performance
for IoT applications in the context of Edge and Cloud processing. We considered an Edge
infrastructure where sensor devices are connected to resource-constrained IoT Gateway de-
vices in a local network. These Gateway devices also provide a path to Cloud data centers
where powerful processing resources are available. As IoT devices generate unbounded data
streams, we employ a popular stream processing engine - Apache Storm - for processing
of IoT sensor data. In our infrastructure, we consider message queue brokers as interme-
diary messaging middleware for moving data between sensor nodes, Gateway devices and
Cloud. Our empirical study demonstrates that given resource-constrained Edge devices,
application’s performance characteristics and data ingestion rates are important factor in
determining whether the applications should be processed at the Edge nodes or the Cloud.
At lower ingestion rates, the representative Edge devices can process the data at lower net-
working cost without overwhelming the deployed streaming engine. At higher ingestion
rates, however, the representative Edge devices can no longer process the data under the
given service-level-agreement (SLA) for latency and it could be best to utilize Cloud data
centers for processing. We also study that the availability of multiple gateway nodes at the

Edge can be effectively utilized to handle higher ingestion rates at lower latency than Cloud.



Chapter 5

Conclusion & Future Work

5.1 Summary

The key goal in this thesis is to perform an empirical evaluation of the potential benefits
achievable from Edge Computing and to develop a streaming application for impact local-
ization of human footsteps. We discussed an impact localization algorithm implemented for
vibration data in smart buildings that can localize footstep impacts and help track occu-
pants in a smart building. We adapted this to develop a real-time streaming version of the
application that lays the foundation for further work on similar smart building applications
and help realize the futuristic smart buildings. Furthermore, since there is a lack of realistic
streaming benchmarks in the IoT domain, this real-time streaming application can also be

used as a realistic workload to benchmark the performance of stream processing engines.

We also performed empirical evaluation to understand the end-to-end latency performance
for IoT applications in the context of Edge and Cloud processing. We considered an Edge
infrastructure of resource-constrained Gateway devices; represented by Raspberry Pi devices,
that are connected to IoT sensor nodes over a local network. At the Edge, we use Gateway
nodes are used to process data.The Gateway devices also provide a route to the Cloud data
centers where VMs deployed in the Cloud are used to process data in the Cloud scheme. We
employ Apache Storm as the streaming engine to process real time streams of IoT sensor

data. In order to move data from sensor nodes to the processing nodes, we use message
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queue brokers as intermediary messaging middleware. This empirical study demonstrates
that for Edge devices with limited resources, application’s performance characteristics and
data ingestion rates are important factor in determining whether the applications should be
processed at the Edge nodes or the Cloud. At lower ingestion rates, the representative Edge
devices can process the data at lower networking cost without overwhelming the deployed
streaming engine. At higher ingestion rates, however, the representative Edge devices can
no longer process the data under the given latency SLA and it’s best to utilize Cloud data
centers for processing. We also study that multiple gateway nodes at the Edge can also be

utilized to handle higher ingestion rates at lower latency than Cloud.

5.2 Future Directions

Various avenues exist that can be explored to improve and advance the work presented in
this thesis. These range from the deployment of Edge architecture in the VT smart building

to a more detailed empirical study.

The creation of the Footstep Impact Localization as a streaming application as discussed
in Section 3.2 can allow online processing of data in smart buildings. This is an important
contribution of this work and one of the important works that can be done in the future is to
develop streaming versions of other applications based on vibration sensor data collected from
the instrumented Goodwin Hall [25, 55, 72]. Streaming versions of these applications could
be practically deployed to lay the foundations of futuristic smart buildings. Furthermore,
an Edge architecture can be deployed in “Goodwin Hall” to process vibration data in real
time with lower latency budget. Moreover, this deployment can also serve as a test-bed to
study Edge and Fog architecture for smart buildings and can prove to be a useful avenue for

further research. These applications could also be used to understand and benchmark the
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performance of the stream processing engines and Edge frameworks.

The empirical evaluation conducted in this work is focused on the Edge architecture that is
relevant to Smart building scenarios; sensor and gateway nodes are stationary & physically
connected. Furthermore, the representative gateway nodes used in this are homogeneous
(Raspberry Pi 3 nodes). One possible extension to this work could be to consider applications
& workloads that might require heterogeneous gateway nodes e.g. IoT applications that can
benefit from using GPUs. Furthermore, in this work, we considered Gateway nodes to
be connected in an Ethernet network in accordance with Goodwin Hall’s instrumentation
set up. Another extension to this study can be to include scenarios where sensor data is
transmitted over different communication protocols such as over Wifi. In this work, we only
considered Cloud VM instances in the AWS-East data centers as they offered lowest latency
from our lab set up. Our set up happens to be in close vicinity of a data-center and the
Cloud computing scenario suffers from considerably low latency. However, this would likely
not be the case for many other locations. This work can be extended to consider Cloud VMs
in other regions to study their impact on end-to-end latency for deploying streaming IoT

applications in other locations.
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