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ABSTRACT

Cyber-physical systems (CPSs) are systems that integrate physical elements with a cyber layer that
enables sensing, monitoring, and processing the data from the physical components. Examples of
CPSs include autonomous vehicles, unmanned aerial vehicles (UAVs), smart grids, and the Internet
of Things (IoT). In particular, many critical infrastructure (CI) that are vital to our modern day
cities and communities, are CPSs. This wide range of CPSs domains represents a cornerstone of
smart cities in which various CPSs are connected to provide efficient services. However, this level
of connectivity has brought forward new security challenges and has left CPSs vulnerable to many
cyber-physical attacks and disruptive events that can utilize the cyber layer to cause damage to
both cyber and physical components. Addressing these security and operation challenges requires
developing new security solutions to prevent and mitigate the effects of cyber and physical attacks
as well as improving the CPSs response in face of disruptive events, which is known as the CPS
resilience.

To this end, the primary goal of this dissertation is to develop novel analytical tools that can be
used to study, analyze, and optimize the resilience and security of critical CPSs. In particular, this
dissertation presents a number of key contributions that pertain to the security and the resilience
of multiple CPSs that include power systems, the Internet of Things (IoT), UAVs, and transporta-
tion networks. First, a mathematical framework is proposed to analyze and mitigate the effects
of GPS spoofing attacks against UAVs. The proposed framework uses system dynamics to model
the optimal routes which UAVs can follow in normal operations and under GPS spoofing attacks.
A countermeasure mechanism, built on the premise of cooperative localization, is then developed
to mitigate the effects of these GPS spoofing attacks. To practically deploy the proposed defense
mechanism, a dynamic Stackelberg game is formulated to model the interactions between a GPS
spoofer and a drone operator. The equilibrium strategies of the game are analytically characterized
and studied through a novel, computationally efficient algorithm. Simulation results show that,
when combined with the Stackelberg strategies, the proposed defense mechanism will outperform
baseline strategy selection techniques in terms of reducing the possibility of UAV capture. Next,
a game-theoretic framework is developed to model a novel moving target defense (MTD) mecha-
nism that enables CPSs to randomize their configurations to proactive deter impending attacks. By
adopting an MTD approach, a CPS can enhance its security against potential attacks by increas-
ing the uncertainty on the attacker. The equilibrium of the developed single-controller, stochastic
MTD game is then analyzed. Simulation results show that the proposed framework can signifi-
cantly improve the overall utility of the defender. Third, the concept of MTD is coupled with new
cryptographic algorithms for enhancing the security of an mHealth Internet of Things (IoT) sys-
tem. In particular, using a combination of theory and implementation, a framework is introduced
to enable the IoT devices to update their cryptographic keys locally to eliminate the risk of being
revealed while they are shared.

Considering the resilience of CPSs, a novel framework for analyzing the component- and system-



level resilience of CIs is proposed. This framework brings together new ideas from Bayesian
networks and contract theory – a Nobel prize winning theory – to define a concrete system-level
resilience index for CIs and to optimize the allocation of resources, such as redundant components,
monitoring devices, or UAVs to help those CIs improve their resilience. In particular, the developed
resilience index is able to account for the effect of CI components on the its probability of failure.
Meanwhile, using contract theory, a comprehensive resource allocation framework is proposed
enabling the system operator to optimally allocate resources to each individual CI based on its
economic contribution to the entire system. Simulation results show that the system operator can
economically benefit from allocating the resources while dams can have a significant improvement
in their resilience indices. Subsequently, the developed contract-theoretic framework is extended
to account for cases of asymmetric information in which the system operator has only partial infor-
mation about the CIs being in some vulnerability and criticality levels. Under such asymmetry, it is
shown that the proposed approach maximizes the system operator’s utility while ensuring that no
CI has an incentive to ask for another contract. Next, a proof-of-concept framework is introduced
to analyze and improve the resilience of transportation networks against flooding. The effect of
flooding on road capacities and on the free-flow travel time, is considered for different rain inten-
sities and roads preparedness. Meanwhile, the total system’s travel time before and after flooding
is evaluated using the concept of a Wardrop equilibrium. To this end, a proactive mechanism is
developed to reduce the system’s travel time, after flooding, by shifting capacities (available lanes)
between same road sides. In a nutshell, this dissertation provides a suite of analytical techniques
that allow the optimization of security and resilience across multiple CPSs.
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GENERAL AUDIENCE ABSTRACT

Cyber-physical systems (CPSs) have recently been used in many application domains because of
their ability to integrate physical elements with a cyber layer allowing for sensing, monitoring, and
remote controlling. This pervasive use of CPSs in different applications has brought forward new
security challenges and threats. Malicious attacks can now leverage the connectivity of the cyber
layer to launch remote attacks and cause damage to the physical components. Taking these threats
into consideration, it became imperative to ensure the security of CPSs.

Given that many CPSs provide critical services, for instance many critical infrastructure (CI) are
CPSs such as smart girds and nuclear reactors; it is then inevitable to ensure that these critical
CPSs can maintain proper operation. One key measure of the CPS’s functionality, is resilience
which evaluates the ability of a CPS to deliver its designated service under potentially disruptive
situations. In general, resilience measures a CPS’s ability to adapt or rapidly recover from disrup-
tive events. Therefore, it is crucial for CPSs to be resilient in face of potential failures.

To this end, the central goal of this dissertation is to develop novel analytical frameworks that
can evaluate and improve security and resilience of CPSs. In these frameworks, cross-disciplinary
tools are used from game theory, contract theory, and optimization to develop robust analytical
solutions for security and resilience problems. In particular, these frameworks led to the following
key contributions in cyber security: developing an analytical framework to mitigate the effects of
GPS spoofing attacks against UAVs, introducing a game-theoretic moving target defense (MTD)
framework to improve the cyber security, and securing data privacy in m-health Internet of Things
(IoT) networks using a MTD cryptographic framework. In addition, the dissertation led to the fol-
lowing contributions in CI resilience: developing a general framework using Bayesian Networks to
evaluate and improve the resilience of CIs against their components failure, introducing a contract-
theoretic model to allocate resources to multiple connected CIs under complete and asymmetric
information scenarios, providing a proactive plan to improve the resilience of transportation net-
works against flooding, and, finally, developing an environment-aware framework to deploy UAVs
in disaster-areas.
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Chapter 1

Motivation, Background, and Contributions

In the era of the Internet of Things (IoT), cyber-physical systems(CPSs) have emerged as a rev-
olutionary technology that transforms the way humans interact with engineered systems. CPSs
use a cyber layer to integrate sensing, computation, data processing, communication, and control
into physical objects and infrastructure. This gives the ability to the traditional physical systems to
connect to the Internet and to communicate with each other; allowing them to be more sustainable,
resilient, and efficient [2]. Examples of CPSs include unmanned aerial vehicles, smart grids, the
Internet of Things (IoT), smart cities, and many other critical infrastructure (CI) systems. Criti-
cal infrastructure (CI) system are the systems that are vital to modern day cities and communities
such as power grids and transportation systems. In the United States, the Department of Home-
land Security classifies CIs into sixteen sectors that include energy production, financial services,
communications, nuclear reactors, transportation systems, water supply, and financial services [3].
While this classification is not general and each country determines its own sectors, protecting and
maintaining the service of CIs is considered a national security in most countries. Owing to this
essential role of CIs, protecting and securing CI proper operation has recently attracted significant
attention [4–18]. Besides CIs that are critical by nature, other critical CPSs include systems that
provide time-critical services. For instance, drone-delivery systems [19] can be used to deliver
medications, special equipment, or goods to natural disaster sites as well as remote areas.

However, the widespread use of CPSs, in different applications, exposes them to a plethora of
security threats that include cyber, physical, and cyber-physical attacks [20]. Different types of
attacks can target CPSs causing damage to the both cyber and physical components. In particular,
the cyber layer brings forward new security threats and vulnerabilities that can jeopardize the
whole system security. These security threats arise from the attacker’s ability to launch remote and
coordinated attacks simultaneously from the cyber layer towards the physical components. In a
typical CPS, an attacker can exert disruptions and damages to the system that range from service
interruptions, manipulating data, taking control of the system, to life-threatening attacks, in which
the securities of humans, societies, or a whole nation can be negatively affected [21].

Taking these possible threats into consideration and given the vital role of the critical CPSs, it

1



AbdelRahman Eldosouky Chapter 1. Motivation, Background, and Contributions 2

became crucial to develop novel security solutions for the CPSs. The main goal of these security
solutions should be to help the CPSs to maintain proper operations under possible attacks and ex-
pected failures. Moreover, suitable measures need also to be defined to evaluate the functionality
and the ability of these critical CPSs to deliver its designated service, under potentially disrup-
tive events or attacks. Of these measures, reliability and resilience are two of the most widely
adopted measures in literature. The importance of studying reliability and resilience for critical
CPSs stems from the fact that they are prone to many disruptive events such as natural disasters,
hazardous conditions, subversive attacks, aging, or even inadequate maintenance [22]. Thus, it is
crucial for critical CPSs to operate reliably and to be resilient in face of potential attacks and dis-
ruptions. Both reliability and resilience can be used to evaluate the functionality of a Critical CPS,
however, in practice, there is a significant difference between reliability and resilience. Reliability
is a term that describes the frequency or the likelihood of a system’s failure [23]. Different numeric
metrics, that comply with the aforementioned definition, are used to evaluate infrastructures’ reli-
ability and help to improve it. For instance, IEEE defines reliability metrics for power distribution
systems as a relation between the effect of service interruption and the number of customers [24].
In transportation networks, reliability can be defined as the probability that a trip, from a certain
origin to a certain destination, will arrive within a given period of time. Arriving after the defined
time period is considered a failure [25]. Similar reliability metrics are defined for different critical
infrastructures. Resilience on the other hand, does not have a common definition like reliability,
rather it has multiple different definitions [26]. Most of these definitions assume a change in or a
corruption to the system’s normal functionality that affects the system’s performance. A general
definition of resilience, given by the a DHS advisory council, is the ability of an infrastructure to
adapt to or rapidly recover from a potentially disruptive event [27]. Lacking a standard definition,
resilience metrics do not have a consistent approach [27] and hence improvement techniques can
vary widely. In [28], a general framework for analyzing and quantifying the resilience was intro-
duced which defined four properties for the resilience: robustness, redundancy, resourcefulness,
and rapidity. Resilience is then quantified using four interrelated dimensions: technical, organi-
zational, social, and economic. The technical dimension considers the physical system and the
relation between its physical components. Organizational dimension considers the ability of the
organizations that manage the infrastructures to take actions and apply failure-related functions
to improve their infrastructures’ resilience. The social dimension considers the effect of disasters
on communities, and finally the economic dimension deals with the direct or indirect losses due
to failures. Based on this framework, many studies have either adopted or can be categorized to
assess the resilience using the properties and the dimensions defined in this framework.

Studying the resilience of critical CPSs is, the, considered an integrated part CPSs security and
protection. This is due to the fact that, failing to protect critical CPSs against attacks will result in
increasing the CPSs probability of failure and reducing the time in which the CPSs is providing
its intended service which will result in a poor resilient performance of the CPSs. Typically, CPSs
protection can be achieved by applying security mechanisms and anticipating possible attacks to
mitigate their effects. In [8] CIs are studied as the nation’s key assets and the presidential executive
orders for protecting CIs are discussed. It was shown that it is almost impossible to study the phys-
ical security apart from the cyber security. Physical security according to [8], means protecting
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CIs from damage caused by physical attacks or physical forces such as explosions and fire while
cyber security means protecting both the physical and cyber components from cyber attacks such
as data manipulation and operational failure. Therefore, joint cyber-physical security is essential
for critical CPSs and CIs which will include jointly applying physical defensive strategies, e.g.,
guards and fences, along with cyber defensive strategies such as firewalls and anti-viruses.

The pressing necessity for critical CPSs protection is expected to continue to rise with the move
towards smart cities [29]. In a smart city, it will be imperative to monitor and incorporate the
data collected from its CPSs to provide better services for citizens and to help prepare preventive
security and maintenance plans [30]. This, in turn, requires using smart computing technologies
and smart monitoring systems to make the critical CPSs more intelligent, efficient, and more inter-
connected [31] which can come at a cost to CPSs security, as CPSs will become more vulnerable
to cyber attacks, which in turn can affect their physical components [32–34]. As decisions in
smart cities are taken based on the conditions of their CPSs that are retrieved from the monitoring
systems, e.g., sensors, cyber attacks such as jamming, data injections, or eavesdropping can have
a great effect on the CPSs behavior and, hence, on its physical components. Therefore, most of
CPSs protection work in literature focus on the cyber protection of the CPSs. This is because of the
wide range of cyber attacks that can be performed against the CPSs especially after the increased
dependability on the Internet of Things (IoT) to connect the cyber components of the CPSs to the
Internet [35] and [36]. The IoT brought new challenges in protecting the critical CPSs both of the
cyber and physical components as discussed later.

In the following, some of the CPSs security approaches are covered along with other work for
quantifying the resilience. In this chapter, we first present the main approaches of protecting and
securing the CPSs. Then, we will focus on the challenges and the relevant existing literature of
CPSs resilience, followed by our contributions.

1.1 Security of Cyber-Physical Systems

Securing critical CPSs is imperative to maintaining their functionality and their proper functional-
ity. In this section, we discuss the major aspects of CPSs security and some of the approaches that
were developed to secure the CPSs.

1.1.1 Major CPS Security Threats

In this section, we discuss the major cyber attacks and threats that target CPSs. In general, attackers
can exploit one or more major components of the system to perform their attacks [37]. For instance,
sensors and actuators are two main components that can be targeted at the perception layer. On the
other hand, data communication channels are the target of attacks at the transmission layer. Other
attacks that can exploit components at more than one layer include:
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• Eavesdropping: In this type of attacks, an attacker intercepts the transmitted data. The
attacker can benefit from this attack by obtaining information about the control system within
the CPS or obtaining data from the sensors that monitor the CPS. Although eavesdropping
is a passive attack, i.e., the attacker does not interfere with the system operation, it can
lead to more serious attacks as the attacker reveals sensitive information about the CPS. In
other cases, eavesdropping as a standalone attack can be serious when the intercepted data
concerns users’ privacy as in medical systems [38].

• Spoofing / Impersonating: In this type of attacks, an attacker pretends to be a legitimate part
of the system, e.g., a sensor sending its readings then it attempts to be intervene with the
system operation. The attacker may use this to gain access to information or inject false data
that can affect the CPS functionality. An example of this is Stuxnet worm [39], in which
Stuxnet was impersonating the normal behavior of a programmable logic controller (PLC).

• Man-in-the-Middle: In this type of attacks, the attacker sends counterfeit signals to con-
trollers or actuators to initiate harmful actions to the CPSs. The attacker, for example, can
then control some functions of the system. This type of attacks is similar to false data in-
jection, in which the attacker injects crafted data into the CPS either at the sensors or the
controllers. The goal of the attacker is to force the physical system into a potentially unsafe
state by either manipulating the controllers directly or through the false sensors measure-
ments. For example, a man-in-the-middle attack was initiated against address resolution
protocol (ARP) in supervisory control and data acquisition (SCADA) systems [40].

• Denial of Service: This type of attacks can cause serious damage to the CPSs if the at-
tacker was able to block certain functionalities within the CPS. The attacker can flood the
controllers or data sinks with many false requests or measurements, that can, in turn, cause
buffer overflow withing the system and cause it to quit normal operation states. In [41], a
framework was introduced to address the problem of denial of service attacks against com-
munication channels in CPSs. The proposed security framework depends on intrusion de-
tection systems and robust control and is applied on a case study of power systems.

• Replay: In this type of attacks, an attacker gains access to a legit node in the system and
monitor carefully its outputs. The attacker can, then, creates output signals similar to the
original signals but with altered information. One goal of these attacks is to cause the CPSs
to reach instability state. This attack is usually performed with other sophisticated attacks
in order to cause serious damage to the system. In those attacks, stealthy data injection is
performed so the attacker appears as a trusted node to the CPS [42].

Besides these attacks, there are also other common attacks that target the CPSs. Of these attacks,
communication attacks can be seen as a real threat in CPSs. This is because, CPSs depend mainly
on the cyber layer which involves the communication between the different components. Jamming
attacks [43] can block the sensors wireless signals from reaching the controllers causing disruptions
in the controllers’ view of the systems status. Thus, the controllers can make unpredictable actions
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causing harm to the CPS. Routing protocol attacks can also compromise the CPSs behavior. In
this type of attacks, specific routers can be targeted by injecting bogus routes, and, hence, all
communication signals in the entire parts of the CPS will be disrupted. This type of attacks usually
applies to large scale CPSs such as the smart grid [44]. Finally, selective forwarding attacks can
affect some nodes in the system causing them to forward only selected packets to the relays or the
controllers. This type of attacks can cause similar effects as jamming attacks.

Sophisticated attackers can perform one or more of the previous attacks simultaneously or sequen-
tially. Here, we discuss two forms of these attacks.

• Coordinated Attacks: This type of attacks represent combining several attacks simultane-
ously on different parts of a CPS. For example, the authors in [45] discussed the possibility
of performing coordinated attacks against power systems. The attacks are coordinated in the
sense that multiple nodes are being attacked at the same time using both physical and cyber
attacks. Physical attacks are meant to cause line outages, while cyber attacks can manipulate
the topology preserving and the load redistribution within the power system. These com-
bined attacks can potentially exasperate outages to trigger cascading failures by leading to
undetectable line outages.

• Persistent Attacks: In this type of attacks, an attacker performs one or more attacks sequen-
tially against a specific part of the CPS. The primary objective of the attacker is to cause
impairment failure to the whole system by choosing a critical point to attack [46]. The basic
idea of this types of attacks is to weaken some point in the system over time, so it reaches a
failure state, and, hence, affects the whole system.

After discussing the major cyber-physical attacks against CPSs, we then explore the attacks that
target some critical CPSs.

1.1.2 Cyber-physical Attacks against Critical CPSs

Due to the key role they play in modern societies, critical CPSs have been target to different types
of disruptive attacks. While there are common attacks that target the cyber layer as discussed
earlier, many other attacks vary widely based on the type of the critical CPS. In the following, we
will discuss some types of critical CPSs and the attacks that can target them.

• The Internet of Things (IoT): The Internet of Things (IoT) is seen as a large-scale ecosys-
tem that will integrate a heterogeneous mix of devices, sensors, and wearable devices. The
IoT provides a general framework that can be exploited by a variety of smart services and
technologies. However, it poses various security challenges to the systems connected to
the Internet as these systems will be prone to remote cyber attacks. In [47], the different
components of a CPS are evaluated based on their sensitivity to attacks, when a CPS is
connected to the Internet. For instance, communication layers are prone to many attacks
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and they are highly sensitive to integrity, authenticity, and confidentiality attacks. Sensors,
on the other hand, are more sensitive to privacy and regulation attacks while actuators are
the least affected by the cyber attacks among CPS components. Another challenge in se-
curing IoT devices against cyber-physical attacks, is the limited resources nature of the IoT
devices. Many IoT have limited power because they are battery-operated. This requires
lightweight security protocols to be developed that cope with the limited resources. For ex-
ample, traditional encryption techniques cannot be used with the IoT devices due to their
high computational requirements. Instead, encryption techniques that use shorter keys and
require less computations are used.

• Unmanned Aerial Vehicles (UAVs): UAVs or as popularly known, drones, have recently
been widely used in many applications such as providing communications in emergency
situations, delivering goods, and for monitoring services. This wide use of UAVs was due
to the advancements in their design that makes them efficient and reliable in many situations
where other types of transportation are not suitable. For instance, UAVs can help provide
aerial services in remote areas or hard to reach regions such as mountains or valleys. In
addition, UAVs can contribute to many critical applications such delivering medical supplies
to war zones or providing the essential communication services to disaster-sites. This wide
use of UAVs raised concerns about their security and resilience facing cyber-physical attacks.
Examples of cyber-physical attacks targeting UAVs are false data injection, GPS spoofing,
GPS jamming, hijacking the controller’s signals, and deactivation attacks. In [48], different
UAVs’ vulnerabilities to cyber-physical attacks have been discussed. In particular, potential
cyber and physical threats that can arise from the use of UAVs are presented. To detect the
malicious UAVs, many techniques were studied that depend on the radio signals emitted
from the UAVs, acoustic sensors, and radars.

• Smart Grid: The smart grid has recently been widely studied in literature. The smart grid
is basically an electrical power grid that utilizes smart devices such smart meters and smart
generators. These smart devices are connected using a network so they can exchange data.
The smart grid can then integrate the actions of the connected users with the smart devices
in order to provide an efficient and more reliable service. Due to the necessity of having
a continuous electricity service, smart grids are becoming among the critical CPSs. The
main cyber-physical threats that target smart grids was presented in [44]. As an example of
physical attacks is meter bypassing which can cause instability to the grid due to the wrong
measurements. On other hand, there are many cyber attack that can affect the smart grid
such as malware spreading, compromising communication equipment, injecting false infor-
mation on price and meter data, and eavesdropping attacks. In [49], the authors discussed the
main weak points that make power grids vulnerable to different cyber and physical attacks
by estimating the attack potential impacts on the grid. A layered risk evaluation model is
presented that assess the risks in the control, transmission, and distribution layers.

• Critical Infrastructure: Many critical infrastructure represent CPSs such as transportation
networks, power grids, water distribution, gas production, nuclear reactors, and dams. Due
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to the wide range of types and applications, cyber-physical attacks vary widely among CIs.
More details are discussed later about specific CIs types and their threats.

As discussed in this section, critical CPSs face many security threats that exploit vulnerabilities
in each type of these systems. As such, many security solutions have been proposed in literature
to avoid these threats and mitigate their effects based on the type of the critical CPSs. In the
next sections, we discuss and explore the current security solutions that have been proposed or are
currently being used to protect critical CPSs.

1.1.3 CPS Security solutions

To address the various security attacks and threats that target critical CPSs, many research works
have focused on introducing new security solutions to CPSs. In [50], different CPS security solu-
tions were discussed which fall into three categories: safety, security, and sustainability. Different
requirements are listed for each category. For instance, to ensure CPS safety, security solutions
are required to take into consideration characterization of the interactions between different cyber
and physical components. This, in turn, requires understanding the dynamic nature of the CPSs
and its different states over time. To ensure the security of CPSs, the coupling between the cyber
and physical layer needs to be accounted for. This involves creating a mapping between the cyber
components and their connected points in the physical environment. By doing so, each connected
nodes will be protected together. Finally, to ensure sustainability, the relation between the CPSs
and their surrounding environments needs to be considered in such security solutions.

In [51], a context-aware security framework is proposed for CPSs. The framework ensures three
main aspects, in order to achieve the cyber-physical security, that are sensing security, cyber secu-
rity, and control security. The main goal of sensing security is to ensure that available information
is trusted, e.g., no sensor reading were manipulated. In cyber security part, communication, net-
work, and software security need to be achieved which involves avoiding the common cyber attacks
against CPSs, as discussed earlier. Finally, control security can be divided into feedback security
and actuators security which ensure that the actuators can perform the correct actions while the
controllers make the correct decisions.

In general, different security detection, mitigation, and prevention techniques can be used to thwart
the cyber attacks against CPSs. Another promising techniques to improve a system’s security is
the so-called moving target defense (MTD) [52], which is discussed in more details next.

1.1.4 Moving Target Defense

Moving target defense (MTD) techniques [52] is one of the effective ways to thwart cyber attacks.
MTDs is based on continuously randomizing the system’s configuration (e.g., IP addresses and
cryptographic keys) to increase the attacker’s uncertainty and cost for performing a successful at-



AbdelRahman Eldosouky Chapter 1. Motivation, Background, and Contributions 8

tack. Applying MTDs in a system, e.g., a CI cyber network, requires meeting several challenges
that range from optimizing the randomization to balancing the costs and the benefits of the ran-
domization [53–61].

Recently, MTD has attracted significant attention [52–55]. First, in [52], the authors defined five
domains in which MTD techniques could be applied against cyber attacks in critical systems.
The domains were defined to be networks, platforms, runtime environments, software, and data.
These domains capture the essential components of a cyber system which can be found in most
systems. The work in [54] defined a higher class called system agility in which MTD can be
considers as a subclass. The system agility is defined as any reasoned modification to a system
or environment in response to a functional, performance, or security need. The author discussed
the parameters that controls the timing and the ability to employ changes as MTD to improve
the security of a system. They also considered the measurement of the effectiveness of different
MTD approaches. In [55], the authors propose a foundation for defining the theory of MTD. They
defined key problems related to MTD such as selecting next valid configuration of the system,
configuration space (all valid reconfigurations), and the timing problem to apply MTD. They also
defined the MTD Entropy Hypothesis, which measure the effectiveness of an MTD system as a
relation in the system’s entropy.

The methods of MTD were applied in resource-constrained distributed devices, e.g., wireless sen-
sor networks and IoT [56, 57, 62, 63]. In [62], the authors proposed to add a new layer of security
to the IoT. In this layer, frequently changing IPv6 addresses is applied as a MTD technique. The
authors in [56], proposed two different reconfigurations for wireless sensor networks at differ-
ent architectural layers. The first is applied at, their newly defined security layer, by dynamically
changing the data encryption techniques where each node can choose its own encryption technique,
from a pre-defined list of techniques. The second reconfiguration is to applied at the physical layer
by changing the node’s firmware. Changing the node’s firmware was shown to incur more cost
as it requires the nodes to be off for some time. In [57], MTD is used to defend against selective
jamming attacks to protect network parts from being isolated by an attacker. Finally, in MTD tech-
niques, there is a concept of attack surface [63] which represents the points that could be attacked.
The defender’s goal is to change the attack surface so as to harden the attacker’s mission.

Next, we discuss the other aspect of CPS security, which is the resilience. In particular, the CPSs
resilience is explored and its relation to CPS security.

1.2 Resilience of Cyber-Physical Critical Systems

In this section, we present the main relation between resilience and cyber-physical security of
critical systems, in particular, critical infrastructure.
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1.2.1 Critical CPSs Resilience and Reliability

In the previous section, we discussed the importance of evaluating and improving the resilience
and reliability of critical CPSs as they are prone to multiple disruptive events that can affect or stop
their operation. Natural disasters such as floods, hurricanes, and earthquakes have great effect on
CI. Other non-attack factors include aging, inappropriate maintenance and components failure. To
evaluate the ability of a CI to perform under these factors, resilience and reliability are two key
measures that can used [23] and [64]. In [23], reliability describes the likelihood of a system to
fail while resilience describes the rapidity of a system to recover from a failure. In terms of the
probabilities of success and failure, reliability is the probability of a system to be in a success state,
while the resilience is the probability to return to a success state once being in a failure state.

In [64], the author gave definitions to robustness, resilience and reliability in the context of power
systems. Reliability is defined as the ability of a system (or a CI) to retain its intended function
under given conditions when it is subject to internal or external failures. Reliability is calculated
as a probability over a given time period. Resilience, on the other hand, is defined as the ability of
a system (or a CI) to degrade its function by changing its structure (components) when it is subject
to perturbations and to quickly recover to its full state after the perturbations are ceased. Usually,
resilience is studied in light of a class of events and a CI is said to be resilient to these events.

In this work, we focus on the resilience, of critical CPSs, as a proactive approach that can be used
to enhance their operation under disruptive events. Resilience, in general, can be improved by
altering the current system’s configuration (components). Resilience is believed to be more critical
(than reliability) as it studies the CPS performance under failure events that can prevent it from
performing its intended functionality. Next, we will discuss the main aspects of of resilience as
related to security, then, we will study in details the approaches of CI resilience and their challenges
in literature.

1.2.2 Resilience and Cyber-Physical Security

In the previous section, we explained how resilience determines the CPS response to failure events.
As cyber attacks are meant to cause both cyber and physical failures to the targeted CPS, it is
important for CPSs to withstand cyber attacks and to be more resilient to the cyber-physical attacks
that target both components. Cyber security and resilience are now considered as two integrated
parts of CPSs protection according to the Department of Homeland Security [15]. In [65], the
authors listed cyber-physical resilience as one of the challenges in making cyber-physical systems
fault-free. In [16], the authors studied the resilience of cyber-physical systems. They proposed a
control design framework in which the system stochastically switches between its structure states
to improve the resilience. The authors in [66] stated two properties that are essential for the
resilience of smart grids. The first pertains to the physical part where the system itself should
withstand disruptive events and the second is to ensure the correctness of sensors readings in order
to have an accurate state estimation. The relation between security and resilience is represented in
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Figure 1.1: Relation between Resilience and Security.

Figure 1.1 from [10], where it is clear that both security and resilience have a common area where
they affect each other and where the work in this area can consider both resilience and security.

This focuses on cyber security is enhanced by inheriting the IoT technologies in the CI of the smart
cities. IoT was recently used in many smart cities applications such as infrastructure management,
healthcare and transportation [67–70]. For instance, in transportation systems, IoT devices moni-
tor and control bridges and railways to predict future failures. Some recent approaches proposed
to install IoT vehicular sensors to monitor the car’s conditions such as speed, tailgating distance,
acceleration, and frequency of lane changes to better study the traffic flow on roads and predict
any traffic jams. In health care, IoT enabled devices allow installing body and health sensors on
patients’ homes to get real time data on a remote location such as a clinic or a hospital. These de-
vices can also be controlled from a distance, e.g., from a hospital to provide urgent care according
to the patient’s condition.

These advances in using IoT in smart cities and their intelligent CI brought forward some concerns
about the CI cyber security. CI, using IoT devices, became vulnerable to cyber attacks such as false
data injection, jamming, and eavesdropping [35, 36, 68]. Some other attacks target CI physical
components through the cyber components [71, 72]. In [71], the authors studied the problem of
false data injection on smart grids and how this can affect the power generation in the grid. In
[72], the authors studied the interdependency between gas, power, and water as CI and proposed
a mechanism to defend against cyber attacks that tries to change the sensors readings in order to
affect the whole system’s operation. Furthermore, the specific nature of IoT and having a massive
number of heterogeneous devices complicates the security defensive mechanisms and makes it
hard to use the conventional mechanisms. As IoT devices are usually battery-operated and cannot
have regular processing capabilities, they are considered to be limited in resources. These limited
resources make it hard for the IoT devices to run complex security algorithms and , hence, special
security techniques are used such as lightweight encryption. Next, we discuss different protections
approaches that are designed specifically for CIs.

1.2.3 Critical Infrastructure Protection

In this section we focus on some approaches for CI protection which mainly consider the physical
security part. CI protection has recently attracted significant attention [4–7, 14, 73], particularly
following recent terrorist and malicious attacks. One of the effective mechanism in enhancing the
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physical security is allocating resources within the CI to protect its weak or vulnerable points.
In [73], the authors proposed a bi-level optimization solution to allocate resources among some
vulnerable CIs to limit the impact of disruptive events on the CI. This solution considers an imagi-
nary interdictor that tries to reduce the system efficiency as much as possible by hitting a number of
the unprotected CI, while the system planner decides which CIs to support, by allocating protective
resources, so that the system achieves the maximum operation in case of interdiction. Although,
the solution was proven to be useful in protection planning, it assumed all the CI parameters and
the number of possible interdiction are known which might not be true for every CI. In [14],
that authors pointed out that investing in specific CI upgrades to avoid some risk events is not the
optimal way for protecting CI as these risk events may or may not occur. The proposed a more
economic approach by simulating real-life scenarios and implementing intelligent prediction ap-
proaches to mimic the surprising events that can face CI. The work in [4] focused on CI control
systems by presenting a system to secure their functions and management tasks. The system is
based on anomaly-based intrusion detection to secure the CIs in an automatic way with a little or
even no involvement from the users. Similarly, the authors in [5] dealt with CI control systems by
exposing and analyzing the vulnerabilities of these systems. They built their approach on protect-
ing the programmable logic controllers, that represent the basic point of CI control systems, against
threats and attacks. In [6], the authors proposed a risk-aware robotic sensor network and applied
it to CI protection. The work in [7] studied the vulnerabilities and protection challenges that face
CIs and proposed a collaborative game theoretic solution for CI protection. Although these works
proposed solutions to the CI protection problem, they did not address the problem of studying CI
components or how to effectively allocate resources within CIs to achieve the protection.

In summary, we have discussed the importance of improving CIs resilience to be able to withstand
disruptive events and the main approaches in literature for cyber-physical security as an integrated
part of CI resilience. Despite the attention that CI resilience has in literature, there are several
technical challenges that must be also taken into account when addressing the CI resilience. Next,
we will discuss these challenges in detail.

1.3 Security and Resilience Challenges of Critical CPSs

As discussed in the previous sections, it is crucial for critical CPSs to improve their resilience
and to apply security solutions, however, effectively designing security mechanisms and resilience
improvement techniques has many key challenges.

The first challenge is that critical CPSs cut across multiple domains which makes it difficult to
develop generic security solutions. While some traditional security mechanism can still be used in
CPSs, each CPS requires security mechanism tailored to its nature. For instance, the problem of
GPS spoofing in UAVs [74] is different from spoofing other sensors in the smart grid. This requires
handling the information differently, and, to develop security solutions suitable for the application.
The effect of different CPS domains is more clear when studying the resilience, for instance, the



AbdelRahman Eldosouky Chapter 1. Motivation, Background, and Contributions 12

effect of flooding on smart transportation networks is very different from its effect on dams or
telecommunications. The same applies to earthquakes where it has different effects according to
the CPS domain. Therefore, considering a resilience evaluation or improvement technique that can
cover multiple CPSs or CIs domains is a challenge.

The interdependency between different critical CPS, from the same type or different types cre-
ates new challenges in studying the security and resilience. Usually, the interdependency is not
straightforward and the failure propagation cannot be fully predicted even for the same attacks or
disruptive events. For instance, the failure of dams functionality, due to cyber attacks or natural
disasters, can affect other CPSs such as other dams on the river downstream or if there is water
leakage due to breaching, mostly every CI in the proximity area will be affected. Interdependency
is believed to be the hardest challenge to address when considering the security and resilience of
CPSs.

The variability of attack types and disruptive events is another challenge for CIs. As discussed
in [64], the resilience is usually measured according to some disruptive event. There are typically
a huge number of disruptive events that can be considered for every CI like natural disasters, com-
ponents failure, inappropriate maintenance, and aging. Natural disasters, yet, can be earthquakes,
flooding, tornado and so on. With all these disruptive events and natural disasters having differ-
ent effects on the CI, the CI response should be different which makes it more challenging for CI
resilience.

The next two challenges concerns the resilience, and in particular CI resilience. In literature,
resilience does not have a common definition, moreover, there are multiple resilience perspectives
in literature. In particular, different classifications for resilience exist in literature, and each piece
of work can cover the resilience from one approach. For instance, some approaches consider
the resilience in terms of the failure time before which the CI can return to its normal operation.
Another approach considers the probability of failure where reducing the probability of failure
means an improvement of the CI resilience. Other classifications of resilience include technical
and organizational resilience while others consider the community resilience of CI failure. All
these different approaches for resilience make it hard to develop an improvement technique that
covers one or more of these approaches.

Finally, considering the resilience of individual CIs is very different from considering the resilience
of a whole system of multiple CIs. For example, the resilience of the smart grid can be improved
through installing redundant generators or transformers. However, the resilience of a single power
plant is studied in light of its internal generators or components. Both approaches are valid to im-
prove the resilience of the smart grid, however, they follow very different approaches. This concept
of considering the whole system versus its individual units resilience creates another challenge for
approaching the CI resilience.

Figure 1.2 summarizes the security and resilience challenges of CPSs. Next, we explain, in details,
each of the challenges in Figure 1.2. The challenges are discussed from both the security point of
view and the resilience point of view.
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Figure 1.2: Challenges of evaluating and improving CI resilience.

1.3.1 Multiple CPS Domains

Security: As discussed earlier, critical CPSs can be found in many applications that are different
in architecture and physical components. Hence, the security requirements of UAVs should be
different from that of IoT devices. Each of those critical CPSs is subject to different attacks,
for example, GPS spoofing attacks are common attacks that target UAVs, while eavesdropping
and false data injection can target IoT devices. Computational capabilities are another difference
between different CPSs that affects the nature of the security solutions adopted by each CPS.
Hence, application-specific security solutions need to be developed based on the type of CPS and
the expected attacks.

Resilience: As discussed earlier, resilience improvement techniques are typically infrastructure-
specific due to the wide range of CI domains. In [75], the authors considered the resilience of
transportation networks. The resilience is evaluated as the weighted average number of reliable
passageways between two cities in the network graph. This approach of evaluating the resilience
over a network graph cannot be applied to, for example, petrochemical CIs. The authors in [76]
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considered the resilience of petrochemical CIs by the failure cost where the cost is considered for
both the direct cost from the decreased productivity and the cost required for recovery activities.
The proposed approach evaluated the resilience based on the cost and the time the system will
be affected after disruptive events. These approaches are different from studying the resilience in
power grids. In [77], the authors proposed a framework to improve the resilience of the power grid
by installing redundant components such as generators. It is clear that the every CI type requires a
specific resilience approach which poses many challenges for assessing and developing resilience
improvement techniques for different-type interdependent CIs.

1.3.2 Interdependent CPSs

Security: Interdependency between different CPSs represent a serious concern for CPSs because
of the cascading failure problem. In [78], the problem of cascading failure between two different
networks representing a CPS, is discussed. In particular, the failures in one network’s nodes can
lead to potential failures in the other network’s nodes. This problem is of particular concern in
large scale systems such as the smart grid, where failures to one part of the grid can cause extra
load on the other parts, and, hence, cascading failures.

Resilience: CPS interdependency poses many challenges on studying CI resilience due to the
unpredictable effects or failures. In [18], the authors studied the resilience of the power delivery
system and telecommunication system under a hurricane. The dependency was modeled as the role
of power delivery systems in post-event (hurricane) telecommunications system recovery. While
this represents a valid representation of interdependency, it did not cover failure of both CIs at the
same time due to the disruptive event. The author in [11], studied the resilience of interdependent
CIs and concluded a series of resilience improvement strategies of the interdependent CISs from
three resilience capacities which are resistant, absorptive, and restorative capacity. He stated that
these approaches require corresponding modeling and simulation approaches to study the interde-
pendent CIs, which was not cover in his study. hence, studying the resilience od interdependent
CIs remains an open challenge for resilience works.

1.3.3 Variable attacks and Disruptive Events

Security: As discussed earlier, different attacks can target the same CPS. In addition, one attack
can cause different effects on different CPSs. For example, false data injection attacks on the smart
grid can alter the meters’ reading causing disrupts to the consumption measurements around the
smart grid. The same data injection attacks on an m-health IoT devices can cause serious problems
and threaten the patients life in case other medical devices took actions based on these measure-
ments. Therefore, defending against data injection attacks in the smart grid required different
security solutions than securing the m-health IoT devices against data injection attacks.

Resilience: Disruptive events is another challenge in improving the CI resilience as the resilience
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is usually studied according to a specific disruptive event. In [79], the author listed the variable
disruptive events that can affect various types of dams. It was shown that not all the disruptive
events can have effect on all types of dams. In [80], the authors compared between flooding and
earthquake effects on dams and what are the expected failures due to each disaster. The same
concept applies to transportation networks where the effect of earthquakes is mostly studied for
bridges [81] as they are the most transportation network element prone to earthquakes. Flooding,
on the other hand, is studied for the effect on cars speed and travel time over the transportation
network [82]. It is clear that different disruptive events have multiple effects on the same CI.

1.3.4 Different Resilience Perspectives

Resilience: As discussed earlier, resilience has multiple definitions that are typically application-
dependent [26]. A general definition, given by the Department of Homeland Security (DHS), is
the ability of a CI to adapt to or rapidly recover from a potentially disruptive event [27]. A gen-
eral framework for analyzing and quantifying the resilience was introduced in [28]. The authors
proposed four properties for the resilience: robustness, redundancy, resourcefulness, and rapidity.
Resilience is then quantified using four interrelated dimensions: technical, organizational, social,
and economic. The technical dimension considers the physical system and the relation between
its physical components. Organizational dimension considers the ability of the organizations that
manage the infrastructures to take actions and apply failure related functions to improve their in-
frastructures’ resilience. The social dimension considers the effect of disasters on communities,
and finally the economic dimension deals with the direct or indirect losses due to failures. Based
on this framework, many studies have either adopted or can be categorized to assess the resilience
using the properties and the dimensions defined in this framework.

Addressing the resilience of CIs from an organizational dimension evaluates the CI resilience based
on satisfying a number of requirements. For example, the DHS recently contributed in developing
an organizational resilience index, named the resilience measurement index (RMI) [83]. RMI is
an indicator that determines to which degree the CI is prepared to possible failures and the extent
to which recovery mechanisms and mitigation measures are installed within the CI. RMI can be
used to compare the resilience levels, of CIs, however, it does not capture the effect of specific
failure events on the infrastructure.

Economic resilience is similar in that it evaluates the economic losses of the resilience and how
to reduce them [28] but it does not consider the effect of specific disruptive events on the CI.
The social or community resilience studies the effect of CI failure on the community and how the
people response can hinder or aggravate the failure losses. To improve the social resilience, plans
need to be prepared to be used directly after disasters as it is believed that the first hours or days
after the disaster have the highest effect [17].

The last, and the most important, dimension of CI resilience is the technical (physical). This can be
considered as the most adopted dimension in literature [23, 84, 85]. In [84], the authors proposed
a multi-stage framework to improve CI resilience. The resilience is evaluated based on the time
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Figure 1.3: Generic system performance in case of a disruptive event.

effect of the disruptive events on the CI. The improvement process aims to reduce the time the
CI spends in the recovery process. This improvement process depends on resources availability
where basic actions are taken in case of limited resources while hardening components, using
redundant components, or ensuring rapid recovery are the key elements for resilience improvement
if resources are available. In [85], the authors present a framework to improve CI resilience based
on the effect of disruptive events on the CI. The framework identifies the main system components
that can be repaired to improve the resilience. Resilience is defined as the cumulative system
functionality that has been restored at a given time. Figure 1.3 shows a generic CI performance
under a disruptive event. Resilience approaches that target to reduce the effect on the system
work on reducing the gap between the normal output and disruption output, while time improving
approaches work on decrease the recovery time tr which is measured after an event occurs at te and
the maximum disruption at td. Finally, CI resilience can be defined as the probability of returning
to a success state after the system fails [23]. The proposed framework defines the system reliability
as the probability of being in a success state.

While the previous works provide detailed studies on CI resilience, most of the works that consid-
ered the technical dimension of the resilience abstract the cyber-physical components of the system
making it hard to study the effect of CI’s cyber components on the proposed resilience definitions.
Furthermore, studying the resilience from an organizational dimension, while studies an individual
CI in details, it lacks the analytical analysis of improving this resilience.

1.3.5 System Resilience and CI Resilience

Resilience: The last challenge in resilience is whether the resilience should be considers for a
whole system of multiple CIs or for the individual CIs. This challenge is clear in power grids
where an approach is to model the system as a graph with nodes representing the components,
power plants, and links represent their connectivity. The whole system’s resilience can be improved
by approaches like shedding power from some areas while maintaining it in critical buildings or
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areas. Another approach is asking some power plants to increase their production to compensate
the lost power from one plant. On the other hand, studying individual power plants as the main
focus of resilience means improving the operation conditions of the generation unit itself. The later
approach may give more expensive and slower results but it is believed to give a more effective
solution on the long run.

After discussing the challenges of developing security and resilience solutions to CPSs, we notice
that the security solutions have to be application-specific due to the nature of the attacks and the
architecture of different CPSs. Resilience, on the other hand, have more common features and
provide a promising research direction to develop new approaches. In the following, we discuss
the limitations od the current works in literature, while focusing on CI resilience, then, we present
our key contributions to both CPSs security and resilience.

1.4 Limitations of Existing Works

As discussed in Section 1.2 and 1.3, in order to evaluate and improve the resilience of CIs, many
technical challenges such as managing cyber security, dealing with multiple CI domains, and mul-
tiple disruptive events need to be taken into account. While the previous studies presented in
Section 1.3 have addressed some of these challenges, the literature lacks comprehensive studies on
evaluating and optimizing the performance of CIs under multiple disruptive events and considering
the interdependency on a system of multiple CIs. In particular, several resilience-related problems
such as evaluating the CI resilience in terms of both its cyber and physical components, provid-
ing realistic approaches to improve the resilience of both individual CIs and the whole system of
multiple CIs are only marginally studied in the prior art. Moreover, the existing prior art has not
provided comprehensive analytical frameworks that can handle all of these variables. In summary,
the main limitations of the previous studies on CI resilience are as follows:

• Despite the notable number of works studying CI resilience, cyber-physical components of
CIs are mostly abstracted within the CI. Thus, these effect of these components on the CI
resilience is mostly not taken into consideration. This is more problematic in CIs with both
cyber and physical components as these components can affect each other while the approach
does not handle this interaction.

• Individual CIs are also abstracted within large-scale cyber-physical systems. For example,
a work that studies the resilience of the power grid will consider power generators as just
nodes in the power grid. The resilience is then measured for the entire system and not for
individual system’s components, i.e., individual CIs. This hinders the process of improving
individual infrastructure’s resilience as the failure events, for this CI, are not addressed and,
hence, future failure events will have the same effect for each individual CI.

• One of the main resilience improvement techniques, as discussed earlier, is allocating re-
sources within the system to improve the resilience. These resource allocation methods
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lacks the procedure of allocating resources within each individual CI.

• Resilience studies that consider technical resilience dimension, while being useful in ad-
dressing the disruptive events and their effect on the CI, they do not provide detailed infor-
mation about the CI like organizational dimension of the resilience.

• Most of the work in literature focus on the empirical implementation of MTD. While this can
be effective to improve the security, it does not help to study the drawbacks of applying MTD
on the entire system. For example, applying MTD incurs cost that needs to be evaluated to
determine the effectiveness of the used MTD mechanism.

• The challenges of connecting CIs to the IoT are relatively new and did not gain enough
attention in the literature.

In summary, despite the existence of a notable body of work on CI resilience, this existing literature
lacks a comprehensive framework that can overcome all the aforementioned limitations. A general
framework is therefore needed to evaluate the resilience of different CIs and to help in designing
general resilience improvement techniques.

1.5 Summary of Contributions

The main contribution of this dissertation is to provide an in-depth analyses and to develop novel
security defense mechanisms in specific critical CPSs problem. In addition, the dissertation pro-
vides an in-depth understanding and analyses of the resilience of critical CPSs. Both the security
and resilience are studied in various application domains. Towards achieving these goals, this
dissertation will develop novel defense mechanisms to mitigate specific cyber-physical security
problems in UAVs, to improve the CPS cyber security through MTD, and to define a framework
for IoT connected CPSs. In addition, we develop analytical foundations for evaluating and improv-
ing the resilience of CI. In particular, we propose various frameworks for evaluating different CI
resilience and allocating resources withing CIs to improve their resilience. By using the proposed
frameworks, the resilience of CIs can be optimized in terms of each CI probability of failure. This
is performed while taking into consideration the cyber and physical components of each CI. The
frameworks also covers both individual CIs and their economic contribution to a system of multi-
ple CI in the resilience improvement process. To enable these contributions, this dissertation will
weave together notions from contract theory, game theory, optimization techniques, and moving
target defense. Indeed, using such advanced mathematical tools, this dissertation develops in-depth
analytical foundations and efficient algorithms to mitigate the effects of cyber attacks against spe-
cific CPS and to evaluate, improve, and allocate resource within CI to make it more cyber-physical
resilient. In summary, our contributions are given as follows:
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1.5.1 Mitigating the Effects of GPS Spoofing Attacks Against UAVs

In Chapter 2, the problem of mitigating the effects of GPS spoofing against UAVs, is studied. In
particular, UAVs are prone to capture attacks via GPS spoofing in which an attacker manipulates
a UAV’s global positioning system (GPS) signals in order to capture it. Given the anticipated
widespread deployment of UAVs for various purposes, it is imperative to develop new security so-
lutions against such attacks. In this chapter, a mathematical framework is introduced for analyzing
and mitigating the effects of GPS spoofing attacks on UAVs. In particular, system dynamics are
used to model the optimal routes that the UAVs will adopt to reach their destinations. The GPS
spoofer’s effect on each UAV’s route is also captured by the model. To this end, the spoofer’s
optimal imposed locations on the UAVs, are analytically derived; allowing the UAVs to predict
their traveling routes under attack. Then, a countermeasure mechanism is developed to mitigate
the effect of the GPS spoofing attack. The countermeasure is built on the premise of cooperative
localization, in which a UAV can determine its location using nearby UAVs instead of the possibly
compromised GPS locations.

To better utilize the proposed defense mechanism, a dynamic Stackelberg game is formulated to
model the interactions between a GPS spoofer and a drone operator. In particular, the drone op-
erator acts as the leader that determines its optimal strategy in light of the spoofer’s expected
response strategy. The equilibrium strategies of the game are then analytically characterized and
studied through a novel proposed algorithm. Simulation results show that, when combined with
the Stackelberg strategies, the proposed defense mechanism will outperform baseline strategy se-
lection techniques in terms of reducing the possibility of UAV capture.

1.5.2 Moving Target Defense for CI Cyber Security

In Chapter 3, a novel approach for implementing MTD techniques that can be used to randomize
cryptographic techniques and keys in wireless networks is proposed. The wireless network can
represent the cyber components in any CI. The wireless network consists of a central data sink, the
base station (BS), that can receive data and control the other nodes or sensors. The goal for defining
such a problem is the lack of analytical techniques, in literature, that enable one to quantify the
benefits and tradeoffs of MTDs.

In particular, the problem is formulated as a stochastic game in which a BS, acting as a defender
seeks to strategically change its cryptographic techniques and keys in an effort to deter an attacker
that is trying to eavesdrop on the data. The game is shown to exhibit a single-controller property
in which only one player, the defender, controls the state of the game. For this game, the existence
and properties of the Nash equilibrium are studied, in the presence of a defense cost for using
MTD. Then, a practical algorithm for deriving the equilibrium MTD strategies is derived. Our re-
sults show that the proposed game-theoretic MTD framework can significantly improve the overall
utility of the defender, while enabling effective randomization over cryptographic techniques.
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1.5.3 Cyber Security of IoT Connected CI

In Chapter 4, we consider a health system as one of the CI systems. A smart health system con-
nected to the IoT represents what is known as m-Health services which allow monitoring the health
status of patients while providing the ability for a rapid response in emergency cases. Connecting
healthcare services to the IoT brings forward new security threats and vulnerabilities that can jeop-
ardize the patients’ private data. A novel security framework for m-Health IoT security is proposed
using the concept of moving target defense (MTD). MTD allows the m-Health system to dynami-
cally change its cryptographic keys to increase uncertainty on an attacker and secure the data. In
the proposed scheme, the devices update their keys locally to eliminate the risk of revealing new
keys while they are being shared with a gateway. A practical implementation is proposed based on
bitslicing LED, a lightweight encryption cipher, to improve the performance of decrypting multi-
ple packets at the same time. LED bitsliced implementation was tested on an ARM Cortex-A53
and was shown to consume half of the processor’s instructions compared to the conventional im-
plementation. The effect of applying MTD on the number of processor’s instructions is evaluated
and shown to be bounded.

1.5.4 CI Resilience Evaluation

In Chapter 5, the problem of optimizing and managing the resilience of CIs is studied. In particular,
a comprehensive two-fold framework is proposed to improve CI resilience by considering both
the individual CIs and their collective contribution to an entire system of multiple CIs. To this
end, a novel analytical resilience index is proposed to measure the effect of each CI’s physical or
cyber components on its probability of failure. In particular, a Markov chain defining each CI’s
performance state and a Bayesian network modeling the probability of failure are introduced to
infer each CI’s resilience index. The introduced resilience index considers the analytical domain
of the resilience. It quantifies the resilience of individual infrastructures and gives insights about
improving this CI resilience in a similar manner to organizational resilience indices which consider
each CI in depth. The framework is general enough to be used with CIs from different domains
and it can handle multiple disruptive events through capturing their effect on the CI components.

We also introduced an algorithm, using the Bayesian network, to prioritize each CI components
based on their effect on the CI probability of failure, and hence its resilience. Each CI can measure
the improvement in its resilience due to fixing its components. Fixing, here, means repairing,
replacing, or monitoring the components of interest based on each CI type.
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1.5.5 Resource Allocation within multiple CI

Complete Information Scenario

As we discussed earlier, resource allocation is one of the effective techniques to improve CI re-
silience. Resources, which can be physical or cyber, are used to fix or replace components. In
Chapter 5, we propose a novel approach to allocate resources in a system of multiple CIs in order
to maximize the system’s resilience. In particular, a comprehensive resource allocation framework,
based on the tools of contract theory, is proposed enabling the system operator to optimally allo-
cate resources, such as, redundant components or monitoring devices to each individual CI based
on its economic contribution to the entire system. A contract can be seen as an agreement between
the system operator and CI using which the system operator allocates resources and gets rewards
in return. In this framework, the system operator is assumed to have complete information about
each CI within the system. That enables the system operator to get the best benefit for each unit of
resources it will allocate.

The optimal solution of the contract-based resilience resource allocation problem is analytically
derived using dynamic programming. The proposed framework is then evaluated using a case
study pertaining to hydropower dams and their interdependence to the power grid. Our results,
within the case study, show that the system operator can economically benefit from allocating the
resources while dams have a 60% average improvement over their initial resilience indices.

Asymmetric Information Scenario

In Chapter 6, we study the problem of allocating resources among multiple CIs when the system
operator does not have complete information, rather it has asymmetric information about the CIs.
A control center (CC), representing the system operator, is used to design contracts and offer them
to infrastructures’ owners. Contracts are designed in a way to maximize the CC’s benefit and
motivate each infrastructure to accept a contract and obtain proper resources for its protection.
Infrastructures are defined by both vulnerability levels and criticality levels which are unknown to
the CC. The CC is assumed to have the probability distribution of its belief about each CI being
in each of the criticality and vulnerability levels. Therefore, each infrastructure can claim that
it is the most vulnerable or critical to gain more resources. A novel mechanism is developed to
handle such an asymmetric information while providing the optimal contract that motivates each
infrastructure to reveal its actual type. The necessary and sufficient conditions for such resource
allocation contracts under asymmetric information are derived. Our results show that the proposed
contract-theoretic approach maximizes the CC’s utility while ensuring that no infrastructure has an
incentive to ask for another contract, despite the lack of exact information at the CC
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1.5.6 Transportation Networks Resilience against Flooding

In Chapter 7, the problem of studying transportation networks’ resilience under flooding is ad-
dressed. The effect of flooding on roads capacities and on their free-flow travel times, is studied
taking into consideration the rain intensity and roads preparedness. An analytical framework, based
on the concepts of Wardrop equilibrium, is formulated to model the total system travel times, for
fixed demands, before and after flooding. A novel capacity shift mechanism is introduced in which
roads’ capacities, defined by the available lanes, can be either totally or partially shifted between
same road sides. The problem of shifting capacities is formulated as bi-level optimization in which
the upper level solves for the a possible capacity shift patterns, and the lower level is used to pro-
vide feedback about users’ travel times. This feedback is, then, used to produce a better capacity
shift pattern. The basic idea behind capacity shifts is to increase the total travel time on roads with
smaller demands while decreasing the travel time for other roads. Simulation results have shown
that the total system travel time can be slightly decreases when using the proposed solution.

1.5.7 UAVs for Communication Resilience

In Chapter 8, a software-based simulator for the deployment of base station-equipped unmanned
aerial vehicles (UAVs) in a cellular network is proposed. To this end, the Google Earth Engine plat-
form and its included image processing functions are used to collect geospatial data and to identify
obstacles that can disrupt the line-of-sight (LoS) communications between UAVs and ground users.
Given such geographical information, three environment-aware optimal UAV deployment scenar-
ios are investigated using the developed simulator. In the first scenario, the positions of UAVs are
optimized such that the number of ground users covered by UAVs is maximized. In the second
scenario, the minimum number of UAVs needed to provide full coverage for all ground users is
determined. Finally, given the load requirements of the ground users, the total flight time (i.e.,
energy) that the UAVs need to completely serve the ground users is minimized. Simulation results
using a real area of the Virginia Tech campus show that the proposed environment-aware drone
deployment framework with Google Earth input significantly enhances the network performance
in terms of coverage and energy consumption, compared to classical deployment approaches that
do not exploit geographical information. In particular, the results show that the proposed approach
yields a coverage enhancement by a factor of 2, and a 65% improvement in energy-efficiency. The
results have also shown the existence of an optimal number of drones that leads to a maximum
wireless coverage performance.

1.6 List of Publications

As a byproduct of the above contributions, thus far, this dissertation has led to the following key
publications:
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Chapter 2

Drones in Distress: A Game-Theoretic
Countermeasure for Protecting UAVs
Against GPS Spoofing

2.1 Background, Related Works, and Contributions

As we discussed in Chapter 1, unmanned aerial vehicles (UAVs), popularly known as drones,
have been recently adopted in many Internet of Things (IoT) systems to provide services such as
telecommunications, delivery, surveillance, and medical services [13, 86–88]. Due to their ability
to hover and their high-mobility capability without being restricted to specific routes, UAVs can
provide services in hard-to-reach locations such as natural disaster sites. Considering their ease
of deployment, UAVs can play a major rule in time-critical systems [19] and to provide urgent
Internet and communication services when necessary [89].

However, the widespread use of UAVs in different applications exposes them to a plethora of secu-
rity threats that include cyber, physical, and cyber-physical attacks [90]. Examples include cyber
attacks such as, false data injection and physical attacks such as targeting the UAVs using firearms
or hunting rifles. Cyber-physical attacks, on the other hand, represent a category of sophisticated
attacks that aim at causing both cyber and physical damage to the UAV such as GPS spoofing,
GPS jamming, hijacking the connection between a UAV and its controller, and thwarting delivery
drones.

Among these attacks, GPS spoofing is seen as one of the most imminent threats as it is practical
and can be easily performed against UAVs [91]. In GPS spoofing attacks, an attacker transmits fake
GPS signals to a UAV with slightly higher power than the authentic GPS signals, so as to mislead
the UAV into thinking it is in another location. Hence, the attacker can use this technique to send
the UAV to another, predetermined, location where it can be captured, thus executing a capture via
GPS spoofing attack [92]. The authors in [92] discussed two types of GPS spoofing attacks known

24
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as covert and overt attacks. In a covert attack, the attacker wants to avoid triggering some spoofing
detection techniques such as jamming-to-noise ratio and frequency unlock monitoring within the
GPS receiver. This requires the attacker to be capable of accurately monitoring the target UAV
and to transmit its spoofing signals with specific powers and frequencies. The attacker may also be
forced to limit the changes it can impose on a UAV. In contrast, in an overt attack, the attacker can
impose any location on the UAV with the risk of being detected.

2.1.1 Related Works

Different techniques have been proposed in literature to defend against GPS spoofing attacks with
a focus on attack detection [93–97]. In [93], different techniques are discussed that can enable
a UAV’s receiver to detect the spoofing attacks. This includes allowing the receiver to observe
the received signal strength and compare it to the expected signal strength over time. It can also
monitor the identification codes of GPS satellites or keep checking the time intervals to see if
they are constant. While these techniques can help to detect basic attackers, they fail against
sophisticated attacks in which the attacker monitors the target object accurately [94]. In [95],
the authors proposed a method to detect GPS spoofing attacks by using two GPS receivers and
checking their cross-correlations. This method was tested against several spoofing attacks and was
shown to successfully detect attacks, however, it has low probability of differentiating spoofed
from authentic GPS signals and cannot detect the spoofing when the signals are weak.

Meanwhile, the authors in [98] introduced a spoofing-free (SPREE) GPS receiver that is capable of
detecting various types of spoofing attacks. The basic idea behind the spoofing-free receiver is to
track not only the GPS signal that results in the strongest correlation but also to track weaker cor-
relation peaks for the same GPS satellite. This was achieved by allocating more than one channel
to the same satellite, which requires no hardware modifications to commercial GPS receivers, but
requires changing the way in which channels are allocated within the receiver. SPREE was shown
to detect spoofing signals that impose a location more than 1 km away from the true location.
The value drops to 400 meters in case of covert attacks. However, if the attacker offsets the true
locations by less than these limiting distances, SPREE will not be able to detect the attack. The
distances at which SPREE is effective are, in fact, too large to be used with real-world UAVs given
the average trip lengths of UAVs. For example, if a UAV is traveling for 1 km, there should not be
a sudden change of 400 m in its location. This will immediately indicate an unrealistic change in
the location. In practice, a spoofer performing a covert attack will need to offset the true location
by much lower values, which will not be detected by SPREE. Another limitation of using SPREE,
is the assumption that an attacker cannot precisely determine the GPS receiver’s location so that
it will not be able to completely cancel out the authentic GPS signals. This assumption becomes
questionable in case of UAVs as it was shown in [92] that a spoofer can accurately monitor and
track the target UAV and, hence, predict its trajectory. In this case, the attacker might be able to
completely spoof the authentic GPS signals making SPREE unable to determine the real locations.

Other techniques to thwart GPS spoofing such as receiver autonomous integrity monitoring, signal



AbdelRahman Eldosouky Chapter 2. Protecting UAVs Against GPS Spoofing 26

to interference ratio, Doppler shift detection are discussed in [96]. However, all of these techniques
can be avoided by highly capable adversaries that can carefully generate GPS counterfeit signals
to avoid triggering these detection schemes. In [99], automatic gain control is used within the
GPS receiver to detect and flag potential spoofing attacks within a low computational complexity
framework. Finally, the work in [97] proposed a technique that allows UAVs to detect GPS spoofers
by using an independent ground infrastructure that continuously analyzes the contents and times
of arrival of the estimated UAV positions. The proposed technique was shown to be effective in
detecting the spoofing attacks in less than two seconds and to determine the spoofer’s location after
15 minutes of monitoring time, with an accuracy of up 150 meters.

Other works in literature have studied the use of multiple receivers to detect GPS spoofing at-
tacks [100–102]. In [100], the authors demonstrated the ability of using a dual antenna receiver
in detecting GPS spoofing attacks. Their proposed technique depends on observing the carrier
differences between the different antennas referenced to the same oscillator. Under the proposed
configuration, an attacker will need to use an additional transmitting antenna for every additional
receiver antenna which complicates the attacker’s mission. In [101], multiple independent GPS
receivers were used to detect GPS spoofing attacks. The proposed technique depends on fixing the
distances between the receivers and then measuring the distances between the receivers’ reported
locations. Under authentic GPS signals, the measured distances will be similar to previously fixed
distances. However, under a GPS spoofing attack, these distances will be very close to zero, as all
the receivers are spoofed with the same fake location. Finally, in [102], multiple receivers are used
to authenticate the GPS signals based on the correlation with the military GPS signal, without the
need to decrypt it. One GPS receiver uses the other receivers, referred to as cross-check receivers,
to determine whether its GPS signals are authentic. The proposed technique was shown to be ef-
fective even when the cross-check receivers are spoofed with some probability. The technique was
tested with stationary and moving GPS receivers and was shown to effectively detect the spoofing
attacks.

However, one limitation of these existing GPS spoofing detection techniques, i.e. [93–97,99–102],
is that they do not provide an approach to determine the real location of the UAV, after detecting the
attack. Thus, if a UAV is attacked while following a route towards a specific destination, the best
it can do is to recognize the attack and to stop using the altered GPS signals. However, the UAV
will not be able to determine its real location, and, hence, it will not resume its motion towards
the specified destination. Indeed, these prior works are mostly focused on detection techniques
and do not provide any attack mitigation or defense mechanisms (beyond discarding GPS signals
altogether).

2.1.2 Contributions

The main contribution of this chapter is, thus, a general framework for UAVs to mitigate the effect
of capture attacks via GPS spoofing. Unlike the prior works [93–97, 99], our framework can both
allow the UAVs to detect the GPS spoofing attacks and to determine their real locations. This
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will enable the UAVs to avoid being captured and to resume their previous routes and fulfill their
missions.

In the proposed framework, we use system dynamics to model a UAV’s motion between its origin
and destination. For this model, we derive the optimal UAV’s controller that allows UAV to travel
on the shortest path between any given two locations. This model also captures the effect of a GPS
spoofer’s on the UAV’s traveling path. In particular, we analytically derive the optimal location,
under covert attack, that a GPS spoofer can impose on a UAV to lead it to the attacker’s desired
destination where it can be physically captured. We, then, introduce a defense mechanism built on
the technique of cooperative localization [103], which enables a UAV, traveling within a group of
proximate UAVs, to determine its location using the real locations of neighboring UAVs and their
relative distances. The mechanism also allows the identification of which UAV is being attacked.

Subsequently, we model the interactions between a GPS spoofer and a group of UAVs using game
theory [38]. In particular, we formulate a dynamic Stackelberg game in which the drone operator
is the leader that selects its strategy first, and then, the spoofer responds by selecting its strategy.
A strategy, here, represents a set of actions taken over all the time steps. We, then, propose an
efficient technique to solve the formulated dynamic Stackelberg game. Using this technique, we
analytically derive the Stackelberg strategies for the game. Finally, through simulations, we show
that drone operator can effectively use the proposed defense mechanism to protect the UAVs from
being captured and minimize the attacker’s effect on the UAVs’ optimal routes.

In summary, our contributions include

• We propose a general framework, using realistic system dynamics, to model a UAV’s trav-
eling path between any two locations. This model takes into account the effect of a possible
GPS spoofer on the UAV’s traveling path.

• We analytically derive the attacker’s optimal imposed location, on a UAV. This imposed
location ensures that attack remains covert while maximizing the attacker’s benefit from
imposing a different location on the UAV.

• We propose a new defense mechanism built on the technique of cooperative localization
to help UAVs to determine their real location, under GPS spoofing attack, using neighbor
UAVs’ real locations and their relevant distances.

• We then formulate a dynamic Stackelberg game to model the interaction between the drone
operator and the GPS spoofer. This game formulation allows the drone operator to effectively
use the proposed defense mechanism.

• We introduce a novel computationally-efficient approach to solve the formulated game and
we analytically derive the Stackelberg equilibrium strategies for the game.

• We show, through simulations, that the derived Stackelberg strategies outperform other strat-
egy selection techniques by reducing the UAVs possibility of being captured. The defense
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mechanism is also shown to mitigate the effects of GPS spoofing attacks on the UAVs’ de-
flections from their planned routes.

The rest of this chapter is organized as follows. The UAV’s system dynamics model is presented
in Section 2.2. The attacker’s model and the optimal imposed locations are derived in Section 2.3.
The proposed defense mechanism and the Stackelberg dynamic game with its equilibrium solutions
are formulated in Section 2.4. Numerical results are presented and analyzed in Section 2.5. Finally,
conclusions are drawn in Section 2.6.

2.2 System Model

Consider a set N ofN UAVs performing a common mission, e.g., a drone delivery system respon-
sible for delivering goods within a certain geographic area. Each UAV is typically equipped with
a GPS receiver, a means of wireless communication, and other application-specific sensors. As it
was shown in [104], a GPS spoofing attack cannot affect the altitude of UAVs and, thus, we use a
two-dimensional (2D) coordination system to specify their locations. Let the location of UAV i at
time t be xi(t) = [xi(t), yi(t)]

T , where i ∈ N . Similarly, the source locations, Oi, will be given
as xOi

= [xOi
, yOi

]T , and each destination’s location is xdi = [xdi , ydi ]
T . Destinations are assumed

to be fixed and not time dependent. The goal of each UAV is to minimize the transportation cost
and, hence, it chooses the shortest path from its source Oi towards its destination di.

In our model, we consider an adversary located along the traveling paths of the UAVs whose goal
is to spoof the GPS signals of any of the UAVs in order to send it to another location where it can
be captured. We consider a capable GPS spoofer that can spoof from a distance (in the order of
hundreds of meters) without the need to be co-located with the UAV’s GPS receiver [92].

Prior to developing the threat model, we first use system dynamics to model the UAV’s motion
between its source location, the origin, and destination. This model is needed to better understand
the impact of the attack on the UAV’s mobility. In order for each UAV to minimize its travel
time, each UAV will follow the shortest path between its current location and its destination which
essentially consists of the straight line connecting the two locations in 2D space. Let the location
of UAV i after a time duration ∆ be xi(t+ ∆). Let vi(t) = [vxi(t), vyi(t)]

T be the UAV’s velocity
at the beginning of time step t. The UAV’s velocity at the end of the time step can be represented
in terms of the UAV’s acceleration as follows:

vi(t+ ∆) = vi(t) + ∆ · gi(t), (2.1)

where gi(t) = [gxi(t), gyi(t)]
T is the acceleration of UAV i during the time step starting at t and T

is the duration of the time step.

The next location can then be represented using both the velocity and acceleration as follows:

xi(t+ ∆) = xi(t) + ∆ · vi(t) +
∆2

2
· gi(t). (2.2)
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Figure 2.1: UAV traveling model between two locations.

Since the force needed to move the UAV between two locations is proportional to both the UAV’s
acceleration and weight, and the UAV’s weight is constant, this force can then be related directly to
the acceleration. Let ui(t) = [uxi(t), uyi(t)]

T be the force needed to move the UAV between any
two locations. This force will be proportional to the distance difference between the current and the
next locations, i.e., the UAV must accelerate more in the direction with a larger distance difference.
Figure 2.1 shows the UAV’s traveling model with the force components in each direction. In
Figure 2.1, the distance difference in the x direction is more than the difference in the y direction,
and, hence, the force component in the x direction will be greater than that of the y direction.

In order for each UAV to minimize its travel time, each UAV will need to find the optimal force
to move between any two locations given that the maximum allowable force is umax. Let φi be the
angle between the UAV movement route and the positive x direction which can be calculated as:

φi(t) = arctan
( ydi − yi(t)
xdi − xi(t)

)
= arctan(γ). (2.3)

The force components in both x and y directions can then be given by:

u∗xi(t) = umax · cos(φi(t)),

u∗yi(t) = umax · sin(φi(t)). (2.4)

These values represent the optimal controller, i.e., the optimal force that each UAV can use to
move between any two locations. Note that, if γ > 1 then sin(φi(t)) > cos(φi(t)) and in this
case u∗yi(t) > u∗xi(t), and vice verse. Substitute the optimal controller into (2.2), the UAV’s next
location can then be given, in terms of the optimal controller, as:

xi(t+ ∆) = xi(t) + ∆ · vxi(t) + c ·∆2 · u∗xi(t),
yi(t+ ∆) = yi(t) + ∆ · vyi(t) + c ·∆2 · u∗yi(t), (2.5)
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where c = m
2

is a constant and m is the UAV’s weight. Next we will discuss the effect of a GPS
spoofer on the UAV’s route by deriving both the optimal locations for an attacker to impose on a
UAV and the manipulated routes under attack.

2.3 UAV Traveling Model under GPS Spoofing Attack

In our model, the GPS spoofer seeks to take control of the UAV’s GPS antennas and then transmit
tailored GPS signals to convince the UAV’s navigation system that it is in a different location. The
spoofer can perform either an overt attack or a covert attack. In the overt attack, the spoofer makes
no effort to hide its attack, it transmits its fake signals with higher power than the authentic GPS
signals. The covert attack, on the other hand, requires an accurate tracking of the target UAV and
the transmission of fake GPS signals with specific power requirements to avoid being immediately
detected by the UAV. Here, we consider a spoofer that wants to keep its attack covert by adjusting
the transmission power of the counterfeit GPS signals to avoid being detected. Practical values
for such power requirements can be found in [92]. In addition, the attacker will be limited to the
changes it can impose on the UAV’s location, each time, so that these imposed locations do not
trigger the fault detectors within the UAV [104]. The distance between the current and imposed
location is known as the instance drifted distance [105].

Let emax be the instance drifted distance that limits the spoofer’s attack. Let x̂i(t) = [x̂i(t), ŷi(t)]
T

be the attacker’s imposed location on UAV i. Let Ei(t) = [exi(t), eyi(t)]
T be a vector whose

individual elements represent the distance difference between the UAV’s actual location and the
attacker’s imposed location. Then, we must have:

‖Ei(t)‖2 = ‖xi(t)− x̂i(t)‖2 ≤ emax, (2.6)

which represents a circle of radius emax around the UAV’s current location.

Note that, imposing an attacker-desired location on a UAV does not actually change the UAV’s
location, instead, it changes the UAV’s belief about its location. This means that the UAV will
still be in its real location but its navigation system will believe that it is in a different location.
The UAV will then need to find a new optimal controller, i.e., new force components to move
from its imposed location to its final destination. In this case, there will be two routes as shown in
Figure 2.2. Here, the upper route is the fake route which the UAV believes it is traveling on. This
route starts from the attacker’s imposed location towards the UAV’s real destination. However, the
UAV will actually travel on the lower path towards the attacker’s desired destination.

Let xadi = [xadi , y
a
di

]T be the attacker’s desired destination for UAV i. The attacker’s imposed
location, x̂i(t), at each time step, needs to be calculated in order for the UAV to move towards xadi .
This can be achieved by satisfying the condition in the following lemma.

Lemma 1. The attacker’s imposed location needs to satisfy γ̂ = γa, where γ̂ =
(
ydi−ŷi(t)
xdi−x̂i(t)

)
and

γa =
(
yadi
−yi(t)

xadi
−xi(t)

)
.
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Figure 2.2: UAV actual and fake routes.

Proof. Under an attack, the UAV will believe it is traveling from the attacker’s imposed location,
on the fake route in Figure 2.2. The attacker should then select this imposed location [x̂i(t), ŷi(t)]
such that the actual route leads the UAV to the attacker’s desired destination. Since, the UAV
travels on the shortest path between any two locations, the actual route will represent a straight
line that is parallel to the route which the UAV believes it is traveling on, i.e., the fake route.

From Figure 2.2, the fake route, can be defined by the two points [x̂i(t), ŷi(t)] and [xdi , ydi ]. Simi-
larly, the actual route, can be defined by the two points [xi(t), yi(t)] and [xadi , y

a
di

]. For these routes
to be parallel, the slopes of both routes need to be equal, i.e., γ̂ = γa.

Note that, under overt attack, according to Lemma 1, the attacker can impose, theoretically, any
location on the UAV that will lead the UAV to follow a path towards the attacker’s desired destina-
tion. However, under a covert attack, the imposed location will be limited by (2.6). This imposes
constraints on the attacker when choosing the imposed location as there may be multiple or no
points inside the circle, in (2.6), that satisfy Lemma 1. When no such points exist, the best option
for the attacker is to force the UAV to move in a direction as close as possible to the line connecting
the real location and the attacker’s desired destination, i.e., a direction that minimizes the difference
|γ̂ − γa| in Lemma 1. If there are more than one point that satisfy Lemma 1, then the best for the
attacker is to choose the furthest point from the UAV’s real destination as this gives more flexibil-
ity for the attacker in changing the imposed locations in the future time steps. Thus the attacker’s
optimal imposed location can be given by the solution of the following constrained-optimization
problem.

min
xa
i (t)
|γ̂ − γa|, (2.7)

s. t. xai (t) = argmax
xa
i (t)

‖xdi − xai (t)‖2 ,

‖Ei(t)‖2 = ‖xi(t)− xai (t)‖2 ≤ emax.
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In the following theorem, we analytically derive the attacker’s imposed location, under covert
attack.

Theorem 1. Let si(t) , (di(t) +ai(t) + li)(di(t) +ai(t)− li)(di(t)−ai(t) + li)(ai(t) + li− di(t))
where

di(t) ,
√

(xi(t)− xdi)2 + (yi(t)− ydi)2, (2.8)

ai(t) ,
√

(xi(t)− xadi)2 + (yi(t)− yadi)2, (2.9)

li ,
√

(xadi − xdi)2 + (yadi − ydi)2. (2.10)

Then, the attacker’s imposed location is the solution for the following set of equations:

ŷi(t)− ydi =
ŷi(t)− ydi
x̂i(t)− xdi

(x̂i(t)− xdi) (2.11)

(xi(t)− x̂i(t))2 + (yi(t)− ŷi(t))2 = e2max, (2.12)

if emax >
1

2ai(t)

√
si(t), or the following set of equations:

(x̂i(t)− x̂di(t))
2 + (x̂i(t)− ŷdi(t))

2 = e2max + d2(t) (2.13)

(xi(t)− x̂i(t))2 + (yi(t)− ŷi(t))2 = e2max (2.14)

if emax ≤ 1
2ai(t)

√
si(t).

Proof. In Figure 2.3, we use a geometrical representation for the problem to help clarify our proof.
Let La be the line connecting the UAV’s real location to the attacker’s desired destination. This
line represents the attacker’s ideal route for the UAV to travel on. Let Lp be the line parallel to La
and passes through the UAV’s real destination and ε be the distance between these two lines. There
are then two cases for line Lp.

Case 1: if the line Lp touches or intersects with the circle, formed by the constraint, then the point
or the set of points of the intersection will represent a solution for the first objective function. In
this case, the difference |γa − γ̂| will be 0, which is the minimum possible value. This case will
happen if emax ≥ ε. Thus, next, we find the value of ε using the known values of di(t), ai(t), and
li. To this end, we find the area of triangle ADX , sADX(t), using two ways: 1) sADX(t) = ε·ai(t)

2

and 2) sADX(t) =
√
si(t)/4, using Heron’s formula [106]. Hence, we will have ε = 1

2ai(t)

√
si(t).

Therefore, if emax ≥ 1
2ai(t)

√
si(t), then the attacker’s optimal choice is the intersection of Lp with

circle C where Lp can be given by (2.11) and C can be given by (2.12).

As this intersection may consist of more than one point, let S represents the solution set so far.
The optimal solution for the problem in (2.7) can then be found by solving the second optimiza-
tion problem in the first constraint, i.e., xai (t) = argmaxxa

i (t)
‖xdi − xai (t)‖2 [107]. If S has only

one point, then this point will be the solution to the first constraint, which is a point on the circle
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(a) Case 1

(b) Case 2

Figure 2.3: Determining the attacker’s imposed location.

perimeter. However, if S has multiple points, the solution will be the point on the circle’s perime-
ter on the opposite side from the UAV’s real destination. In either cases, this solution point will,
then, be the attacker’s imposed location.

Case 2: This case represents a more general case when Lp does not intersect the circle formed by
the constraint, i.e., emax >

1
2ai(t)

√
si(t). The solution to the objective function, in this case, will

not lie on Lp, instead it will lie on another line L that passes through the UAV’s real destination
and intersects the circle at one point. This line L should make the smallest angle α with the line
Lp, and, hence, it minimizes the objective function. Thus, the optimal imposed location by the
attacker, in this case, is the intersection of circle C and a circle C ′ with a radius of

√
e2max + d2i (t)

with its center at the actual desired destination of the UAV. Circle C can be represented formally
as in (2.13). Note that the two circles will always intersect in two points, however, only one of
them will minimize the objective function and, hence, this point will also be a solution for the
maximization problem in the first constraint.

In the second case of Theorem 1, the attacker’s imposed location will not lead the UAV directly to
the attacker’s desired destination. Consequently, the attacker might need to impose more than one
location on the UAV along its perceived route. Each new imposed location can be calculated from
Theorem 1 with respect to the UAV’s new location. Once the attacker can lead the UAV towards
its desired destination, the imposed location, according to Theorem 1, will be the furthest point in
the circle that maintains the same direction. Next, we study the UAV’s manipulated route due to
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the attacker’s imposed location.

Consider the UAV’s next location under an attack. Similar to (2.4), the UAV needs to compute
the force components in both directions. The UAV thinks it is at the attacker’s imposed location,
x̂i(t), so it calculates the required force to move from x̂i(t) to its desired destination xdi . Let φai
be the angle between the x direction and the line connecting the UAV’s imposed location to its real
destination. The value of φai can then be given as:

φa(t) = arctan
( ydi − ŷi(t)
xdi − x̂i(t)

)
= arctan(γ̂). (2.15)

Therefore, the force components in both x and y directions can then be given as:

uaxi(t) = umax · cos(φai (t)),

uayi(t) = umax · sin(φai (t)). (2.16)

The UAV will then use the optimal controller in (2.16) to move towards its real destination. How-
ever, the UAV will actually move from its real location not its perceived location as shown in
Figure 2.2. Let xai (t+ 1) = [xai (t+ 1), yai (t+ 1)]T be the UAV’s next location under attack. It can
then be given, according to (2.5), as:

xai (t+ 1) = xi(t) + T · vxi(t) + c ·∆2 · uaxi(t),
yai (t+ 1) = yi(t) + T · vyi(t) + c ·∆2 · uayi(t). (2.17)

Note that, following the route calculated by (2.17) may not guarantee the attacker to eventually
lead the UAV to the attacker’s desired destination. Achieving this depends on multiple parameters
such as the UAV’s current location and the locations of its real destination and the attacker’s desired
destination. In general, the attacker should choose its desired destination to satisfy the following
condition.

Proposition 1. Under a covert attack, the attacker’s desired destination should be located on the
same side as the UAV’s real destination, in terms of the direction with the largest difference between
the UAV’s current location and its real destination.

Proof. We start by making two assumptions. First, the UAV is considered to reach its destination
if it is within a distance emax from its real destination. We also assume that the distance between
the UAV’s current location and its real destination is greater than emax, i.e., the UAV did not reach
its destination yet.

According to (2.5) and (2.17), the UAV travels towards its real destination from its perceived
location. Therefore, in order for the UAV to reach a destination in the opposite side from its real
destination, the UAV needs to change its direction in the direction with the longest difference from
the UAV’s current location. Assume without loss of generality that the difference in the x direction,
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between the UAV’s perceived location and its real destination, is bigger than the difference in the
y direction. Then for the UAV, to change its x direction, the value of uaxi(t) needs to flips its sign
in (2.17). Comparing the optimal controller, in x direction, in both (2.16) and (2.4) and assuming
they have opposite signs:

cos(arctan
( ydi − ŷi(t)
xdi − x̂i(t)

)
) = − cos(arctan

( ydi − yi(t)
xdi − xi(t)

)
)

For this condition to hold, xdi − x̂i(t) needs to have a different sign from xdi − xi(t). i.e., x̂i(t)−
xi(t) = (xdi − xi(t)) + (xdi − x̂i(t))

However, under a covert attack, the imposed location is limited by (2.6), i.e., |x̂i(t) − xi(t)| ≤
emax|. Since, it is assumed that the UAV’s real location is more than emax away from its real
destination, i.e, xdi − xi(t) ≥ emax, then the condition for changing the direction cannot hold.
In this case, the attacker cannot impose a location that forces the UAV to change its x direction.
Therefore, the attacker’s desired destination cannot be in the opposite x direction from the UAV’s
real destination.

Next, we will discuss the defense mechanism against the considered GPS spoofing attack.

2.4 GPS Spoofing Countermeasure

2.4.1 Defense Mechanism for Mitigating Spoofing Attacks

We propose a defense mechanism built on the concept of cooperative localization [103] which is
a framework that enables a UAV to determine its real location in a 2D coordinate system using
the locations of three other UAVs. Each UAV is assumed to have a means of measuring its rela-
tive distances to the other, neighboring UAVs by inter-UAV range measurements. In cooperative
localization, a UAV chooses any three neighboring UAVs, to update its location, given that the se-
lected UAVs are non-collinear. Following this, the UAV can accurately determine its 2D location.
While the cooperative localization mechanism in [103] can help a UAV to determine its location,
it was proposed to be used in case of GPS signals loss and cannot be used, directly, in case of GPS
spoofing attack due to the different nature of the problem.

Under a covert GPS spoofing attack, a UAV cannot trust its GPS location nor the locations of other
UAVs. Choosing a neighboring UAV for the cooperative localization mechanism will involve a
risk as this UAV might itself be under attack. To overcome this limitation, we propose a defense
mechanism based on the fact that a GPS spoofing attacker can target only one UAV at a time,
as discussed earlier. In our proposed mechanism, a UAV will use the locations of four neigh-
boring UAVs, instead of three, to determine its real location by identifying the UAV under attack
and eliminating it from the calculations. The proposed mechanism has the same requirements of
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cooperative localization, i.e., the UAVs are non-collinear, a UAV can request other UAVs’ loca-
tions through inter-UAV communications, and each UAV needs to be able to measure its relative
distances to its neighboring UAVs.

Due to the fact that determining a 2D location requires only three UAVs, the fourth UAV will be
used to check the results as follows. A UAV will calculate its location using all the permutations
of three UAVs formed from the selected four UAVs. Let any UAV and its selected four neighbor
UAVs represent a set given by F = {Fi}, where Fi represent a UAV and i ∈ {1, . . . , 5}. Assume
UAV F1 wants to calculate its location, let its location calculated from the GPS signals be x̃1. The
UAV, F1, cannot determine at this point if this location is real or a spoofed location. The UAV
will then calculate its location four more times using all the groups formed of three UAVs out of
the selected four UAVs. For example, x̃2 can be calculated using UAVs F2, F3, and F4, x̃3 can be
calculated using UAVs F2, F3, and F5, and so on for x̃4 and x̃5.

The UAV can then determine its real location according to the following cases:

• If there is no attack, the value of x̃1 will equal all the other values, i.e., x̃i, i = 2, . . . , 5, will
all be the same.

• If UAV F1 is under attack, then all the values x̃i, i = 2, . . . , 5, will be equal but their value
will not equal x̃1. In this case, the real location of UAV F1 is the value calculated from its
neighboring UAVs.

• If another UAV, rather than UAV F1, is under attack, then the value of x̃1 will equal only one
of the four other values. The other three values will be the same and the UAV that contributed
to calculating these values will be the one under attack.

Note that the technique used in [102] was shown to require four different cross-check receivers,
to detect the GPS spoofing attack, when 15% − 25% of the cross-check receivers are unreliable.
Comparing these findings to our proposed defense mechanism, the same number of UAVs, i.e.,
four cross-check receivers, will be required to detect a single attack, i.e., 25% of the cross-check
receivers are unreliable. However, our defense mechanism can not only detect attacks but it can
also determine the real locations.

We summarize our defense mechanism steps in the flow chart shown in Figure 2.4. Note that,
following our approach in Figure 2.4, a UAV can determine its real location and identify which
UAV is under attack. However, the UAV under attack will have to also execute the same procedure
to determine its real location. One approach is to allow all the UAVs to continuously use the
proposed defense mechanism along their travel paths. However, this might be challenging to do
in long routes as the energy consumption due to exchanging communication messages, measuring
distances to other UAVs, and calculating the locations will be significant compared to the UAVs’
limited power.

Given that a GPS spoofer can target only one UAV at a time, we next propose a new approach
to regulate the use of our proposed defense mechanism among the UAVs through studying the
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Figure 2.4: Flowchart for the defense mechanism.
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interactions between the GPS spoofer and a group of UAVs, managed by their operator. The drone
operator wants to regulate the use of the defense mechanism, in an energy-efficient manner, by
determining when each UAV can use it along its travel path, to avoid being captured. On the other
hand, the GPS spoofer wants to take control of the UAVs to send them to other destinations where
they can be captured. In doing so, both the operator and the spoofer will be affected by each
others’ actions. Therefore, we propose to use game theory [108] to model these interactions. In
our game, the drone operator is the defender and the GPS spoofer is the attacker. As the attack and
defense mechanisms are applied along each UAV’s travel paths, the game will be time-depended,
and, hence, a dynamic game model is appropriate.

2.4.2 Dynamic Stackelberg Game Formulation

We formulate a dynamic game in which every player, i.e., the attacker and the defender chooses
its actions at every time step. Since the spoofer needs to monitor the targeted UAV to generate
tailored spoofing signals, the spoofer will be able to attack only one UAV at any given time step.
At each time, the attacker can choose one action out of set Z a which represents the choice of one
UAV to attack. Similarly, the drone operator can choose one UAV to use the defense mechanism
defined in Section 2.4 to update its location, given that the spoofer can attack only one UAV at a
time. Let Z d be the set from which the defender is choosing its actions, i.e., a UAV to apply the
defense mechanism.

Note that, in the proposed defense mechanism, each UAV needs the locations of four neighboring
UAVs to determine its location. Therefore, each five UAVs can be seen as a separate group in
which one UAV is applying the defense mechanism using the locations of the other four UAVs.
Without loss of generality, we assume the total number of UAVs is a multiple of five, with each five,
closely traveling, UAVs forming a group. For larger systems, each group of five UAVs can form
and coordinate together and, hence, our approach can be applied locally to each group. Hence,
hereinafter, we consider a game in which the drone operator is protecting only one group, because
the solution can be easily extended to the case of multiple groups of UAVs.

The actions of each player, when taken at a time step, will affect the next locations of the UAVs.
If a UAV is applying the defense mechanism, then it can accurately determine its location whether
there is an attack or not. On the other hand, if a UAV is dependent on the GPS signals, it will be
affected by the attacker’s actions and its next location will depend on whether it is attacked or not.
Here, we assume that each spoofing attack is successful in that the attacker will gain control of the
UAV’s GPS receivers and impose its desired location on the UAV’s GPS. Let zai (t), i = 1, . . . , 5 be
a variable indicating whether the attacker has chosen to attack UAV i, where zai (t) = 1 means the
UAV i is being attacked at time step t, and zai (t) = 0 otherwise. Similarly, let zdi (t), i = 1, . . . , 5,
be a variable indicating whether the defender has chosen to protect UAV i, where zdi (t) = 1 means
the UAV i is applying, at time step t, the defense mechanism, i.e., being protected, and zdi (t) = 0
otherwise. Each UAV’s next location can then be given by:

xi(t+ ∆, zdi (t), z
a
i (t)) =zdi (t) · xi(t) +

(
1− zdi (t)

)[
zai (t)·
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xai (t) + (1− zai (t)) · xi(t)
]
, (2.18)

wherexi(t) andxai (t) are given by (2.5) and (2.17), respectively. Equation (2.18) can be rearranged
as:

xi(t+ ∆, zdi (t), z
a
i (t)) =

(
1− zai (t) + zai (t) · zdi (t)

)
· xi(t)

+
(
zai (t)− zai (t) · zdi (t)

)
· xai (t). (2.19)

From Theorem 1, we can observe that the attacker’s imposed location xai (t) can be accurately
calculated from the UAV’s current location xi(t), the UAV’s real destination, and the attacker’s
desired destination. However, as the UAV’s real destination and the attacker’s desired destination
are constants, the attacker’s imposed location, at any given time step, can be given as a function of
the UAV’s real location. Therefore, the location in (2.19) can be given as a function in the UAV’s
current location and both player’s actions, i.e., xi(t+ ∆, zdi (t), z

a
i (t)) = f

(
xi(t), z

d
i (t), z

a
i (t)
)
.

Next, we define the outcomes (utilities) for both players due to their interactions. Since the ob-
jective for each player is to move each UAV to its own desired destination, each player will take
actions to minimize the distance between the current UAV’s location and the player’s desired des-
tination. Thus, we define the utility function for the attacker, at each time step, as follows:

Ua(t, zdi (t), z
a
i (t)) =

5∑
i=1

∥∥xadi − xi(t+ ∆, zdi (t), z
a
i (t))

∥∥2
2
. (2.20)

Similarly, the defender’s utility, at each time step, can be given by:

Ud(t, zdi (t), z
a
i (t)) =

5∑
i=1

∥∥xdi − xi(t+ ∆, zdi (t), z
a
i (t))

∥∥2
2
. (2.21)

Now, consider the players’ actions and utilities over all time steps. Assume the maximum possible
number of time steps is τ , which is determined by the maximum time that any UAV can travel
based on its fuel or battery. This number is known to the defender but the attacker does not need
to know this number. From Proposition 1, the GPS spoofer will not be able to change the UAV’s
direction and, thus, once a UAV passes beyond the attacker’s desired destination, the attacker will
no more consider it when choosing its actions. Therefore, the game is considered to end for the
attacker when all the UAVs pass beyond the attacker’s desired destinations.

Consider the players’ strategies which are defined as the players’ actions taken at each time step
t. Let βa be an attacker’s strategy defined by βa = {zai (1), . . . , zai (τ)}, and let A be the set of
all the attacker’s possible strategies. Similarly, let βd be a defender’s strategy defined by βd =
{zdi (1), . . . , zai (τ)}, and let D be the set of all the defender’s possible strategies. The attacker’s
accumulated utility will then be:

Ja(βd,βa) =
τ∑
t=1

Ua(t∆, zdi (t), Z
a
i (t))
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=
τ∑
t=1

5∑
i=1

∥∥xadi − xi(t∆, zdi (t), zai (t))
∥∥2
2
. (2.22)

Similarly, the defender’s accumulated utility will be given by:

Jd(βd,βa) =
τ∑
t=1

Ud(t∆, zdi (t), Z
a
i (t))

=
τ∑
t=1

5∑
i=1

∥∥xdi − xi(t∆, zdi (t), zai (t))
∥∥2
2
. (2.23)

To solve this dynamic game, we propose to use the dynamic Stackelberg game model [109]. In
Stackelberg games, one player, the leader, acts first by selecting its strategy and, then, the other
player, the follower, can respond by selecting its strategy. In our game formulation, the drone
operator will act as the leader as it can choose which UAVs to protect in advance and the attacker
can observe this selection and responds by choosing which UAVs to attack.

Now, we can formally formulate a dynamic Stackelberg game Ξ described by the tuple
〈
M ,A ,D , Ja, Jd, τ

〉
where M is the set of the two players: the defender and the attacker, and the rest of the parameters
as defined earlier. Based on the utility functions, the game is non-zero sum. This means, every
player will try to minimize its utility and the sum of the utilities will not equal zero. Moreover,
each player seeks to follow a strategy that minimizes its utility function given the other player’s
strategy. Next, we study our approach of finding the optimal strategies, for each player, under the
formulated game.

2.4.3 Stackelberg Game Solution

The most commonly adopted solution for Stackelberg dynamic games is known as the Stackelberg
equilibrium strategy concept [109]. This solution is given by a pair of strategies (βa∗,βd∗) defined
as follows.

Definition 1. The Stackelberg equilibrium strategies, when the defender is the leader, are derived
as follow. Let r : D → A be a mapping between the defender’s strategies and the attacker’s
strategies, such that:

Ja(βd, r(βd)) ≤ Ja(βd,βa),∀βa ∈ A , (2.24)

and the set:
Ra = {(βd,βa) ∈ D ×A : βa = r(βd),∀βd ∈ D}, (2.25)

is the reaction set for the attacker when the defender is the leader. The Stackelberg equilibrium
strategies (βa∗,βd∗) ∈ Ra of the game should then satisfy:

Jd(βa∗,βd∗) ≤ Jd(βd,βa),∀(βd,βa) ∈ Ra. (2.26)
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Note that, solving for the Stackelberg equilibrium strategies that satisfy (2.26) depends on the
information available for each player, at each time step [110]. According to [110], dynamic games
can be solved using open-loop strategies, closed-loop strategies, or feedback strategies. In the
formulated game, each player selects a strategy that minimizes its utility which involves taking
actions, at each time step to control the UAVs’ locations. In doing so, both players can observe the
initial locations of the UAVs as well as their subsequent locations up to the current time step. This
type of information coincides with the notion of closed-loop perfect information [110], and, thus,
we use closed-loop Stackelberg strategies to solve the formulated game. Note that the equilibrium
strategies should satisfy (2.26) irrespective of the type of the solution.

In our formulated game, the cost functions in (2.22) and (2.23) will ensure the existence of the
Stackelberg solution, under closed-loop perfect information [110]. However, this solution might
not be unique, as there might be multiple strategies that yield the same utilities for the players.
Solving for closed-loop strategies, in general, is challenging, especially when the number of time
steps is large. In the formulated game, the number of available actions for each player, at every
time step, equals 5 which is the number of the UAVs. As a strategy is a combination of τ different
actions, there will be 5τ different strategies available for each player. The solution follows by
calculating the attacker’s response for each of 5τ different defender’s strategies, which involves
testing all the attacker’s 5τ strategies per a defender’s strategy. Finally, the defender selects the
pair of strategies that minimize its utility. The complexity of this solution approach will then be
O(52τ ), which is exponential in terms of the number of time steps. This, in fact, might not be
feasible when the value of τ is large, as is the case in the UAVs’ traveling model. To this end, we
propose a computationally efficient solution of the game as shown in the next theorem.

Theorem 2. The solution of the closed-loop dynamic Stackelberg game Ξ is equivalent to solving
the static Stackelberg equilibrium at each individual time step.

Proof. We begin the proof by investigating the solution of the closed-loop dynamic Stackelberg
game which is the pair of strategies from (2.25) that satisfy (2.26). Our proof will show that the
same reaction set in (2.25) can be achieved by considering the solution of the static Stackelberg
game at each time step. Note that, the reaction set in (2.25) is a combination of the attacker’s
reactions to every single defender’s strategy calculated from (2.24). In the following, we will show
the solution when τ = 2 and then generalize it to any number of time steps.

When τ = 2, the attacker’s cost function in (2.22) can be written as:

Ja(βd,βa) =
5∑
i=1

∥∥xadi − xi(∆, zdi (1), zai (1))
∥∥2
2

+
5∑
i=1

∥∥xadi − xi(2∆, zdi (2), zai (2))
∥∥2
2
. (2.27)

In the dynamic Stackelberg game, the attacker will select a strategy βa = {zai (1), zai (2)} in re-
sponse to every βd that minimizes its utility. We can rewrite (2.27) by substituting the values from
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(2.19):

Ja(βd,βa) =
5∑
i=1

∣∣∣∣∣∣xadi − (1− zai (1) + zdi (1) · zai (1)
)
· xi(∆)

−
(
zai (1)− zai (1) · zdi (1)

)
· xai (∆)

∣∣∣∣∣∣2
2

+
5∑
i=1

∣∣∣∣∣∣xadi − (1− zai (2) + zdi (2) · zai (2)
)
· xi(2∆)

−
(
zai (2)− zai (2) · zdi (2)

)
· xai (2∆)

∣∣∣∣∣∣2
2
. (2.28)

Now, consider that the defender chooses a specific strategy βd = {zdj (1) = 1, zdk(2) = 1} where
j, k ∈ N . This means in the first time step zdj (1) = 1 and all the remaining actions will be be
zero. Similarly, in the second time step zdk(2) = 1 and all the remaining actions will be be zero.
The previous cost function can then be written as:

Ja(βd,βa) =
5∑

i=1,i 6=j

∣∣∣∣∣∣xadi − (1− zai (1)
)
· xi(∆)− zai (1) · xai (∆)

∣∣∣∣∣∣2
2

+

5∑
i=1,i 6=k

∣∣∣∣∣∣xadi − (1− zai (2)
)
· xi(2∆)− zai (2) · xai (2∆)

∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadj − xj(∆)

∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadk − xk(2∆)

∣∣∣∣∣∣2
2
. (2.29)

Now consider the attacker’s response to βd = {zdj (1) = 1, zdk(2) = 1}. Let βa = {zam(1) =
1, Za

n(2) = 1} where m,n ∈ N is the attacker’s response that achieves the minimum cost in
(2.24). Similar to the defender’s actions, in this case zam(1) = 1 and zan(1) = 1 and all the other
attacker’s actions will be zero. Now, rewrite the cost in (2.29) with respect to βa = {zam(1) =
1, zan(2) = 1}:

Ja(βd,βa) =
5∑

i=1,i 6=m,n

2∑
t=1

∣∣∣∣∣∣xadi − xi(t∆)
∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadm − xam(∆)

∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadm − xm(2∆)

∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadn − xn(∆)

∣∣∣∣∣∣2
2

+
∣∣∣∣∣∣xadn − xan(2∆)

∣∣∣∣∣∣2
2
. (2.30)

As the cost in (2.30) represents the minimum cost in response to βa = {zam(1) = 1, zan(2) = 1},
the attacker cannot achieve a better cost by changing its strategy. This minimum cost was achieved
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by attacking UAV m, at the first time step without affecting the other UAVs, and attacking UAV n,
on the second time step, without affecting the other UAVs. This is because the attacker affects only
one UAV, at a time step, and the remaining UAVs travel towards their real destinations. Note that,
the attacker’s choice at the second time step, i.e, UAV n is independent from its choice at the first
time step. After the first time step, UAV n reached its real destination, and yet, this was the best for
the attacker at the second time step. Since the action at the second time step is independent from
the action at the first time step and it depends only on the new UAVs’ locations after the first time
step, the attacker will have the same reaction set if faced by the defender’s actions sequentially
instead of the whole strategy.

This finding can be extended to any number of time steps as the attacker’s action, at a time step,
will affect only one UAV and its actions in the following time steps will be based on the new
UAVs’ locations whether they were attacked or not at the previous time step. In other words, when
faced by a strategy, the attacker cannot achieve a better outcome than responding at each time
step independently. Considering this fact, the defender can determine the reaction set in (2.25)
sequentially by solving each time step individually. After determining the complete reaction set,
the Stackelberg strategies can be achieved from (2.26).

From Theorem 2, we can infer that the complexity of obtaining the solution will be reduced to
determining the attacker’s response and the defender’s Stackelberg action at each time step. Thus,
the complexity of the game will be reduced to O(52τ), which is linear in terms of the number
of time steps. Note that, as discussed earlier, the solution of the formulated game is non-unique.
Theorem 2 will then allow obtaining one of the Stackelberg equilibrium strategies.

2.5 Simulation Results and Analysis

For our results, we consider the case of one GPS spoofer and one group of five UAVs to better
highlight the outcome of the dynamic game. The analysis will can apply to multiple groups of
UAVs with an expected better outcome for the UAVs due to the decreased probability of attacking a
single UAV. Note that, the following results are obtained through simulations in which the proposed
analytical models are simulated using MATLAB. However, to further enhance the accuracy of the
results, real experiments will be required to capture the UAVs’ behaviors in a real environment and
to examine the effect of other parameters abstracted in the simulations as discussed in Chapter 9.

First, in Figure 2.5, we show a visual output of the proposed game. The UAVs’ starting locations,
real destinations, and the attacker’s desired destinations are all shown in this figure. The points Ai,
i = 1, . . . , 5 are the attacker’s desired destinations for each UAV and the points Di, i = 1, . . . , 5
are the real destinations for each UAV. The UAVs update their locations every 50 meters and the
value of emax is assumed to be 50 m as well. Note that the maximum value of emax that keeps the
attack covert depends on the fault detector used within the UAV [104] and it can range from few
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Figure 2.5: UAVs routes under no attack, no defense, and under the proposed Stackelberg game
solution.

meters up to 90 m for different detector settings.

Figure 2.5 shows the different routes that each UAV can follow. The straight lines connecting each
UAV’s starting point to its destination, Di, represent the shortest paths that each UAV will follow
if there is no attack. These routes result from calculating the UAVs’ locations according to (2.5)
at each time step. On the other hand, the routes from the UAVs’ starting points to the attacker’s
desired destinations, Ai, are the routes resulting from following the attacker’s imposed locations at
each time step, i.e., the locations in (2.17). Note that, these routes, unlike the shortest paths, are not
straight lines as they are composed of multiple short segments each of which is the UAV path after
perceiving the attacker’s imposed location. In some of these paths, the attacker imposes multiple
locations along the path causing the route to deviate towards the attacker’s desired destinations.
The UAVs can follow these routes only if there is an attack while the defense mechanism is not
used. Finally, Figure 2.5 also shows the routes resulting from the proposed Stackelberg game
solution. These routes are bounded by the previous two routes and may coincide with parts of
these routes. Every change in these routes represents a change in the attacker’s response action,
and, hence a change in the UAV under attack. In the following, we will study how the routes
resulting from the Stackelberg game compare to the previous two sets of routes, i.e., routes under
no attack and routes under attack while no defense is used.

Next, we study the effect of GPS spoofing attacks on the UAVs’ traveling routes.
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Figure 2.6: UAVs deviation index as a relation in the instance drifted distance.

2.5.1 UAVs Deviation due to Spoofing Attacks

To study the attacker’s effect on the UAVs’ traveling routes, we define a deviation metric, for each
UAV, to compare the UAV’s route resulting from the Stackelberg game with both the no-attack
route and the attack no-defense route shown in Figure 2.5. Let xri (t) be UAV i’s location on the
expected route under no attack and let xfi (t) represent its locations on the attacker’s desired route.
We then define θi(t) to be the deviation of UAV i at time step t given by:

θi(t) = 1−

∣∣∣∣∣∣xi(t)− xfi (t)∣∣∣∣∣∣2
2∣∣∣∣∣∣xri (t)− xfi (t)∣∣∣∣∣∣2
2

, (2.31)

such that when a UAV is traveling on a no-attack route, the value of θi(t) will equal 0. Similarly, if
a UAV is traveling on the attacker’s desired route, the value of θi(t) will equal 1. Any other value
in between the two routes, the value of θ will be 0 < θ < 1. We can, then, define the deviation
index Θi for UAV i as the average of its deviation over all time steps. Note that the deviation index
can capture how far each UAV has traveled from its planned route towards the attacker’s desired
route. However, a higher deviation index does not necessary mean that this specific UAV will be
captured by the attacker. It merely means that the attacker has disrupted the UAV’s original route.

In Figure 2.6, we study the effect of the instance drifted distance, emax, on the UAVs’ deviation
indices. To better highlight the effect of emax, we allowed the UAVs to update their locations
frequently by setting the update distance to 15 m. We notice that, as emax increases, the attacker
will be able to induce bigger changes to the UAVs’ locations causing them to deviate more from the
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Figure 2.7: UAVs deviation index as a relation in the update distance.

planned routes hence increasing their deviation index. For instance, when emax = 20 m, some of the
UAVs have almost zero deviation from their planned routes. On the other hand, when emax = 90 m,
most UAVs have a slight deviation from their planned routes. We also note, from Figure 2.6, that
UAV 3, has much higher deviation than the other UAVs. This happens as UAV 3 affects the
attacker’s utility the most while having a smaller effect on the defender’s utility. Thus, UAV 3 is
chosen by the attacker, at most time steps, as its response action while the defender chooses other
UAVs to protect. Note that the players’ utilities, and, hence, their chosen actions (UAVs) depend
on the UAVs’ current locations and both the real and the attacker’s desired destinations.

Next, we study the effect of the update distance, i.e., the distance at which the UAVs apply the
defense mechanism, on the UAVs’ deviation indices. As the UAVs are traveling using umax, the
update distance will indicate the frequency of updating the UAVs’ locations. In Figure 2.7, we
study different update distances on the deviation index. In this case, we set the value of emax to 60
m. From Figure 2.7, we can see that, when the update distance increases, i.e., the less frequent the
UAVs apply the defense mechanism, the more they deviate from their planned routes. For instance,
when the update distance is set to 30 m, the average deviation index of all UAVs is 0.17 compared
to 0.25 when the update distance is 100. This happens as the UAVs will travel more towards the
attacker’s destinations before they update their locations, and, move towards their real destinations.
We also note that changing the update distance can change the effect of the UAVs on the players’
utilities, and, hence on their actions. For instance, when the update distance is 40 m, UAV 2 is
attacked more than when the update distance is 30 m, and, hence, it has a higher deviation index.
For the same update values, UAV 3 has a lower deviation index when the update distance is 40 m
compared to when it is 30 m.

Next, we study the effect of changing the attacker’s desired destinations on the UAVs’ deviation
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Figure 2.8: UAVs deviation index change due to shifting the attacker’s desired destinations.

indices. In this case, we use the same parameters as in Figure 2.5. Different attacker’s desired
destinations, Ai, i = 1, . . . , 5, are tested by reducing the distance between the attacker’s desired
destination and the real destinations randomly with an average change of 50 meters per UAV. In
this case, the real destinations are fixed, and the attacker’s desired destinations are shifted along
the x direction only allowing for deviations to take place along the travel routes. Figure 2.8 shows
the effect of changing the attacker’s desired destinations on the UAVs’ deviation indices. We can
see that, as the attacker’s desired destinations are closer to the real destinations, the deviation index
increases. For instance, when the average distance between the attacker’s and the real destinations
is 550 m, the average deviation index for all UAVs is 0.13 compared to 0.17 when the average
distance drops to 200 m. This is because when the distances are smaller, the attacker will have
more opportunities (longer paths) to attack the UAVs causing them to deviate more from their
planned routes. Note that, as the distances between the destinations are allows to change randomly,
the changes in UAVs’ distances to the attacker’s desired destinations will not be constant. Hence,
the UAVs will contribute differently to the attacker’s utilities with each change. This will cause
the attacker’s actions (attacked UAVs) to be different over the travel routes, with each change. For
example, we can see in Figure 2.8 that when the distance is 300 m, UAV 2 is attacked more than
when the distance is 350 m. On the other hand, UAV 3 is less attacked when the distance changes
from 350 m to 300 m.

Finally, we note that, in all the previous cases, while the three studied parameters affect the devi-
ation index of the UAVs, the update distance has the most effect on the UAVs’ deviation indices.
This is because delaying the update will allow the UAVs to travel on the attacked routes for longer
distances before correcting their locations leading to larger deviations. Meanwhile, in the other
scenarios, the attacker caused a smaller average deviation on the UAVs because the UAVs update
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Figure 2.9: The effect of the instance drifted distance, emax, on the possibility of UAV capture.

their locations more frequently. These findings corroborate the importance of the proposed de-
fense mechanism and provide important insights for the drone operator to choose suitable update
distances according to the available resources.

Next, we study the attacker’s possibility to capture any of the UAVs under GPS spoofing attacks.

2.5.2 Capturing Possibilities under GPS Spoofing Attacks

To study the capture possibility of the UAVs, we assume the attacker needs to change a UAV’s
route, by imposing a different location, in order to capture it. We also assume that the UAV will
be captured if it reaches a distance emax from the attacker’s desired destination. In the following,



AbdelRahman Eldosouky Chapter 2. Protecting UAVs Against GPS Spoofing 49

we will compare our proposed Stackelberg solution with two other non-game-theoretic baselines
referred to as random and deterministic approaches. In the random approach, the defender chooses
any UAV randomly to protect at each time step. In the deterministic approach, the defender con-
siders all the UAVs, in order, by choosing one at each time step. In all the three cases, the attacker
chooses its strategies in response to the defender’s chosen strategies.

Figure 2.9 shows the minimum distance that each UAV can reach from its attacker’s desired desti-
nation, for each value of emax. The shaded areas in Figure 2.9 represent the distances under which
the UAV is considered to be captured which correspond to having a distance less than emax to the
attacker’s desired destination. The configuration parameters in this case are similar to Figure 2.6.
We can see in Figure 2.9a that using the Stackelberg strategies, the defender is able to protect all
the UAVs until emax = 60 m. When emax = 70 m and emax = 80 m, both UAVs 1 and 5 can be
captured by the attacker and when emax = 90 m, UAV 4 can also be captured. In Figure 2.9b, when
the drone operator uses random strategies, we can see that the attacker is able to capture UAVs 1
and 5 starting from emax = 60 m. Moreover, UAV 4 can be captured starting from emax = 80 m.
Under deterministic strategies, Figure 2.9c, the attacker is also able to start capturing UAVs 1 and
5 starting from emax = 60 m. It will be also able to capture UAV 4 starting from emax = 80 m and
to capture UAV 2 at emax = 90 m.

It is clear from Figure 2.9 that following the Stackelberg strategies will help the defender to protect
more UAVs, particularly for higher values of emax. This is due to the fact that, under Stackelberg
strategies, the drone operator considers its utilities based on the attacker’s response strategies which
allows it to mitigate the effect of the attacker’s expected actions. Figure 2.9 also shows that UAV
3 has the most changes to its minimum distance from the attacker’s desired destination, when emax

increases. This corroborates the result of Figure 2.6 whereby UAV 3 was the most affected by
the spoofer’s imposed locations, in terms of deviation from its planned route. However, UAV 3
remains far enough from being captured as the defender’s actions allow it to return to the correct
traveling direction.

Next, we study the effect of changing the UAVs’ update distance on the possibility of UAV capture.
The configuration parameters in this case are similar to Figure 2.7. Figure 2.10 shows the effect
of the capture possibility with the shaded areas representing the distances under which the UAVs
are considered to be captured. We can see in Figure 2.10a that using the Stackelberg strategies,
the drone operator is able to protect all the UAVs until an update distance of 50m. The attacker is
able to capture its first UAV, UAV 5, when the update distance is 60 m or 70 m. When the update
distance is 80 m, three UAVs can be captured by the attacker, and four UAVs can be captured for
update distances greater than 80 m. Under random strategies, Figure 2.10b shows that the attacker
is able to capture more UAVs when the update distance is 60 m as it will capture UAVs 3 and 5.
Similarly, for all the consequent update distances, more UAVs can be captured compared to the
Stackelberg strategies. Under deterministic strategies, Figure 2.10c shows that the attacker will be
able to start capturing UAVs 3 and 5 at an update distance of 60 m. When the update distance is 70
m, the attacker will be able to capture three UAVs compared to one in the Stackelberg strategies.
For the consequent update distances, the attacker is able to capture at least the same number of
UAVs as the Stackelberg strategies.



AbdelRahman Eldosouky Chapter 2. Protecting UAVs Against GPS Spoofing 50

(a) Stackelberg strategies (b) Random strategies

(c) Deterministic strategies

Figure 2.10: The effect of the update distance on the possibility of UAV capture.

Next, we study the effect of changing the attacker’s desired destinations on possibility of UAV
capture. The configuration parameters in this case are similar to Figure 2.8, with emax = 60 m.
Figure 2.11 shows this effect on the capture possibility. The shaded areas in Figure 2.11 represent
the capture distances of the UAVs, i.e., distances less than 60 m. We can see in Figure 2.11a
that using the Stackelberg strategies, the drone operator is able to protect all the UAVs when the
average distance is 550 m. When the average distance decreases to 500 m, the attacker will be able
to capture UAV 5. For any distances less than 400 m, the attacker will be able to capture UAVs 1
and 5. Under random strategies, Figure 2.11b, we can see that the attacker is able to capture UAVs
1 and 5 for all the considered distances. The attacker will also be able to capture UAV 4 under
multiple distance settings. Finally, we can see in Figure 2.11c, that the deterministic strategies
show very similar response to the random strategies, in terms of the possibility of UAV capture.
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(a) Stackelberg strategies (b) Random strategies
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Figure 2.11: The effect of the average distance between the real and the attacker’s desired destina-
tions on the possibility of UAV capture.

Note that, from the three previous scenarios, we can see that the update distance has the most effect
on the possibility of UAV capture, similar to its effect of the deviation index. This highlights the
importance of choosing this critical parameter when applying the proposed defense mechanism.

2.6 Summary

In this chapter, we have proposed a novel framework to mitigate the effects of capture attacks via
GPS spoofing that target UAVs. Systems dynamics have been used to model the UAVs’ optimal
routes towards their destinations. To study the effect of a GPS spoofer on these optimal routes,
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we have mathematically derived the spoofer’s optimal imposed locations on any UAV. These loca-
tions, when imposed on a UAV, cause the UAVs to deviate from their planned routes and follow
new routes towards the spoofer’s desired destinations. We have then proposed a countermeasure
defense mechanism to allow UAVs to determine their real locations, after being attacked. This
countermeasure is built on the premise of cooperative localization, in which a UAV uses the loca-
tions of nearby UAVs to determine its real location. We have, then, defined a Stackelberg game
problem to allow the UAVs to better utilize the proposed defense mechanism. In particular, the
game is formulated between a GPS spoofer and a drone operator that manages a number of UAVs.
The drone operator is considered the leader that determines its strategies first and the spoofer then
responds by choosing its strategies. We have mathematically derived the Stackelberg equilibrium
strategies, for the formulated game, through a computationally efficient approach. Results have
shown that the proposed defense mechanism along with Stackelberg equilibrium strategies out-
perform other strategy selection techniques in terms of reducing the possibility of UAV capture.
We have also tested the effect of different parameters on the UAVs’ deviation indices and on the
possibility of UAV capture and the results have shown that the UAV update distance has the most
effect on these metrics.



Chapter 3

Single Controller Stochastic Games for
Optimized Moving Target Defense

3.1 Background, Related Works, and Contributions

As discussed in section 1.1.4, MTD [52] is an effective way to thwart attacks on reconfigurable
environments. MTDs are built on the premise of continuously randomizing the network’s configu-
ration (e.g., cryptographic keys, network parameters, IP addresses) so as to increase the uncertainty
and cost of attack on the adversary. The effective deployment of MTDs requires meeting several
challenges that range from optimizing the randomization to analyzing the costs and benefits of
MTDs [53–61].

A number of research works have recently attempted to address some of these challenges [52–55].
First, in [52], , the authors focus on the five dominant domains in which MTD techniques could
be applied against cyber attacks in critical systems. In this work, defined these domains to be
networks, platforms, runtime environments, software, and data. They studied the weakness and
advantages of using MTD in these domains. In [53], the authors proposed a three-layer model to
evaluate the effectiveness of MTDs in software. These layers capture low-level contexts in separate
programs, model damage propagation between different programs, and provide a user interface to
expresses evaluation results. The work in [54] considers an MTD to be a subclass of system agility.
In this work, system agility is defined as any reasoned modification to a system or environment in
response to a functional, performance, or security need. In [55], the authors propose a foundation
for defining the theory of MTD. They defined key problems and hypothesis related to MTD such
as the way to select the next valid configuration of the system, configuration space, and the timing
problem.

The use of MTD in resource-constrained distributed devices, e.g., wireless sensor networks was
studied in [56]. The authors proposed two different reconfigurations at different architectural lay-
ers. The first is applied at what they defined as a security layer by using a number of cryptographic

53
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techniques and each node in the network can choose its encryption method for each packet by
adding a special identifier in the packet header. The second reconfiguration is to be applied at the
physical layer by changing the node’s firmware. In [57], the authors use MTD to defend against
selective jamming attacks. This work studies the problem of isolating a subset of the network by
jamming the signals sent from this sub-network. The work in [57] also provides practical MTD
solutions such as address flipping and random address assignment. The use of software defined
networking in applying MTD was discussed in [58]. The authors defined a technique to MTD by
assigning virtual IPs to hosts in the network beside their reals IPs. Software-defined networking
was used to manage the IP translation. However, these works are mostly qualitative or experiment
based and, as such, they do not address specific MTD problem formulations.

More recently, game-theoretic methods have recently attracted attention as a suitable tool for im-
plementing MTDs [59–61]. In [60], the authors develop a zero-sum stochastic game model to a
feedback-driven multi-stage MTD. A feedback learning framework was used to implement MTD
based on real-time data and observations made by the system. The purpose of the learning algo-
rithm for the defender is to monitor its current state and update its randomized strategy based on its
observation. In this model, the attacker launches a multi-stage attack and the defender responses
at each layer. In [61], the authors analyze a system in which the defender has a number of differ-
ent platforms to run a critical application and the attacker has a set of attacks that are applicable
against some of these platforms. The authors proposed two types of attackers, static and adaptive,
and gave attack model to both of them. The authors in [54], also suggested that MTD games should
be modeled as tunable hierarchical games. The output of a game at one level should determine the
level of risk associated with a game at a different level.

A recent collection of publications for applying game theory in MTD [59] does not provide clear
approaches to concretely reach equilibrium strategies. Moreover, the works in [60] and [61] ab-
stract many of the details of the network considered, and, thus, they cannot directly apply to practi-
cal systems. Moreover, the work in [9] assumes the presence of a highly intelligent layered attacker
which may not be true in practice.

The main contribution of this chapter is to develop a novel game-theoretic model for MTD that can
be applied to securing a wireless network. In particular, we consider a wireless system in which a
base station (BS) seeks to implement an MTD-based cryptographic approach in which it random-
izes over various cryptographic keys and techniques so as to evade an eavesdropper that is trying
to decrypt the messages. We formulate the problem as a single-controller non-zero-sum stochastic
game in which the BS uses a number of cryptography techniques along with a number of keys for
each technique. The BS can implement MTD by randomizing over various actions that include
choosing an encryption method defined by specific encryption technique and key combination.
We also consider a defense cost for applying MTD that depends on the number of consecutive
changes in the system. Since our model deals with resource-constrained systems, the encryption
techniques should not be highly resource consuming. Therefore, we develop an approach that at-
tempts to avoid the use of encryption techniques with long encryption keys in order to decrease the
power consumption. While short-key encryption techniques are more vulnerable against attacks,
MTD will allow the BS to switch between encryption techniques and so it is unlikely that the at-
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tacker will be able to reveal the key before it is changed. For this game, it is shown that a Nash
equilibrium always exists. To find this equilibrium, we propose an algorithm based on bimatrix
game equilibrium defined for all possible pure stationary strategies of the original game. Simula-
tion results show that the proposed approach will yield a higher defender’s utility when compared
with other schemes that randomly pick the strategies.

The rest of the chapter is organized as follows. Section 3.2 provides the system model, assump-
tions, and defines the defender’s and attacker’s utilities. In Section 3.3, the stochastic game is
formulated and the steps of calculating equilibrium points are shown, and also a way to define cost
function in MTD. Simulation results are discussed in Section 3.4. Finally, conclusions are drawn
in Section 3.5.

3.2 System Model and Problem Formulation

Consider a wireless sensor network that consists of a BS and a number of wireless nodes. The
network is deployed for sensing and collecting data about some phenomena in a given geographic
area. Sensors will collect data and use multi-hop transmissions to forward this data to a central
receiver or BS. The multiple access follows a slotted Aloha protocol. Time is divided into slots
and the time slot size equals the time required to process and send one packet. Sensor nodes are
synchronized with respect to time slots. We assume that nodes are continuously working and so
every time slot there will be data that must be sent to the BS.

All packets sent over the network are assumed to be decrypted using a given encryption technique
and a previously shared secret key. All the nodes in the system are pre-programmed with a number
of encryption techniques along with a number of encryption keys per technique, as what is typically
done in sensor networks [56]. The BS chooses a specific encryption technique and key by sending
a specific control signal over the network including the combination it wants to use. We note
that the encryption technique and key sizes should be carefully selected in order not to consume a
significant amount of energy when encrypting or decrypting packets. Increasing the key size will
increase the amount of consumed energy particularly during the decryption [111]. Since the BS
is mostly receiving data, it spends more time decrypting packets rather than encrypting them and,
thus, it will be highly affected by key size selection.

In our model, an eavesdropper is located in the communication field of the BS and it can listen
to packets sent or received by the BS. As packets are encrypted, the attacker will seek to decrypt
the packets it receives in order to get information. The attacker knows the encryption techniques
used in the network and so it can try every possible key on the received packets until getting useful
information. This technique is known as brute-force attack.

The idea of using multiple encryption techniques was introduced in [56]. However, in this work,
each node individually selects one of these technique to encrypt transmitted packets. The receiving
node can know the used technique by a specific field in the packet header. Large encryption keys
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were used which require a significant amount of power to be decrypted. Nonetheless, these large
keys are highly unlikely to be revealed using a brute-force attack in a reasonable time. Here, we
propose to use small encryption keys to save energy and, in conjunction with that, we enable the
BS to change the encryption method in a way that reduces the chance that the encryption key is
revealed by the attacker. This is the main idea behind MTD. In MTD techniques, the defender aims
to change the attack surface [63] which represents the points that could be attacked. In this model,
the encryption key represents the attack surface, and by changing the encryption method, the BS
will make it harder for the eavesdropper to reveal the key and get the information from the system.

Naturally, the goals of the eavesdropper and the BS are not aligned. On the one hand, the BS wants
to protect the data sent over the network by changing encryption method. On the other hand, the
attacker wants to reveal the used key in order to get information. To understand the interactions
between the defender and the attacker, one can use game theory to study their behavior in this
MTD scenario. The problem is modeled as a game in which the attacker and the defender are the
players. As the encryption method should be changed over time and depending on the attacker’s
actions, we must use a dynamic game.

Thus, we formulate a stochastic game Ξ described by the tuple 〈N ,S ,A ,P,U , β〉 where N
is the set of the two players: the defender p1, the BS, and the attacker p2, the eavesdropper. S is
the set of game states and A is the set of actions defined for each player at every state. P is the set
of transition probabilities between states. U is the set of utilities each player will get for a given
combination of actions and state. Finally, 0 < β < 1 is a discount factor.

The defender can choose to use one of the N available encryption techniques or to use the current
encryption technique with one of the M available encryption keys predefined for this technique.
Each game state is well defined by the current encryption technique and key combination. There-
fore, there will be K = N ·M states, i.e., S = {s1, s2, . . . , sK}. In each state s ∈ S , each player
has a set of actions Ai. Let A1 = {a11, a12, . . . , a1K} be the defender’s actions which represent
the choice of a specific technique and key combination among the available K combinations. Let
A2 = {a21, . . . , a2N} be the action set of the attacker which represents the set of techniques that the
attacker is trying to decrypt.

In each state s ∈ S and for each action pair in A1 × A2, there is an outcome (payoff) for each
player. This outcome depends on the current state and actions taken by both players in this state.
This outcome is defined by player-specific utility functions in U . For given actions a1 ∈ A1 and
a2 ∈ A2, the defender’s utility at state si is given by:

U1(a
1, a2, si) = R1(a

2) + T1(a
1, a2, si)− P1(si), (3.1)

where R1 is the reward gained from protecting a packet. This reward depends on the attacker’s ac-
tion as the defender will obtain a higher reward if the eavesdropper is attacking another encryption
technique. P1 is the power used to decrypt a packet and it depends on the technique (state). T1 is
the transition reward that the defender will gain from applying MTD and choosing a key-technique
combination. This reward depends on the current system state, the defender’s action taken at this
state (which determines the next state), and attacker’s action.
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Similarly, the attacker’s utility at state si for given actions a1 ∈ A1 and a2 ∈ A2 will be given by:

U2(a
1, a2, si) = R2(a

1, a2, si)− P2(si), (3.2)

where R2 is the attacker’s reward from examining the encryption keys for a given technique. Here,
if the attacker can examine more keys, it will get closer to revealing the actual key. This reward
depends on the attacker’s action, current encryption technique (state), and defender’s action. P2 is
the power used to decrypt a packet that depends also on the current technique.

Based on these rewards, the game is non-zero sum. Thus means, every player will try to maximize
its reward and the sum of rewards is not zero. This stochastic game also exhibits an interesting
property pertaining to the fact that the transition probabilities in P depend only on the actions
of the defender. Moreover, when the defender selects an action at one state, the game moves to
another state defined by the encryption technique and key combinations with a probability p = 1.
This type of stochastic games is known as single-controller stochastic games [112].

This type of games is most suitable for MTD problems in which the defender aims at randomizing
system parameters, as the goal of MTD is to change system parameters in order to harden the at-
tacker’s mission. The defender should take actions to change these parameters within a reasonable
time. Single-controller stochastic games satisfy this property by allowing the defender to control
the actions thus changing the game state which maps to changing system parameters in MTD.

3.3 Proposed MTD Game Solution

3.3.1 Equilibrium Strategy Determination

The studied game is a finite stochastic games since the number of states and the number of actions
per state are finite. Stochastic games are dynamic in the sense that the game moves between
states each time step. In stochastic games we are interested in the accumulated (total) utilities of
the players over time. Discounted utilities over time are typically used by summing the current
utility and all the expected future utilities multiplied by a discount factor. In such cases, players
are interested more in current payoffs than future ones. Each player seeks to take actions that
maximize its utility given the other player’s actions. When no player can improve its utility by
solely changing its actions, the game is said to be at equilibrium.

For discounted stochastic games, the existence of Nash equilibrium points in stationary strategies
was proven [113]. Stationary strategies are those strategies in which the actions taken at each
state depend on this state only. If at each state, the player selects a specific action with probability
p = 1 then this called pure stationary strategy. If the player chooses between actions with some
probabilities then it is called a mixed stationary strategy.

In [114], the authors propose a scheme that can find a Nash equilibrium point for discounted non-
zero sum single-controller stochastic games. The key idea is to form a bimatrix game (one matrix
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for each player). The rows and columns of each matrix represent pure stationary strategies for each
player. The elements of these matrices represent the accumulated discounted utilities over all states
(recursion) for every strategies pair. Then, any mixed strategy Nash equilibrium of this bimatrix
game can be used to get a Nash equilibrium of the stochastic game.

Since the defender is the controller which selects actions to move the game to a specific state, time
steps of the stochastic game are controlled by the defender. Assuming that the attacker has enough
power, it can complete the brute-force attack in time ti for i = 1, 2, . . . , N for each one of the
encryption techniques. Then, the defender should choose the time step t to take the next action as
follows:

t < min(ti), i = 1, 2, . . . , N. (3.3)

By doing this, the defender can make sure that it takes a timely action before the attacker succeeds
in revealing one of the keys.

The accumulated utility of player i at state s will be:

Φi(f , g, s) =
∞∑
t=1

βt−1 · Ui(f(st), g(st), st), (3.4)

where f and g are the strategies adopted by the defender and attacker, respectively. The strategy
specifies a vector of actions to be chosen at each of the states, e.g., f = [f(s1), . . . , f(sK)] for all
the K states. Actions f(st) and g(st) are the actions chosen at st, which is the state of the game
at time t, according to strategies f , g. State st ∈ S is determined by the defender’s action at time
t− 1. The game is assumed to start at a specific state s = s1. Note that the utility in (3.4) is always
bounded at infinity due to the fact that 0 < β < 1.

When designing the bimatrix, the defender needs to calculate the accumulated utility when choos-
ing each pure strategy against all of the attacker’s pure strategies. The defender, as a controller, can
know the next state resulting from its actions, and, thus, it sums the utilities in all states using the
discount factor β. LetX be the defender’s accumulated utility matrix for all defender’s pure strate-
gies’ permutations and all attacker’s pure strategies’ permutations. We letF i. = [f 1,f 2, . . . ,fKK ]
be a matrix of all defender’s pure strategies’ permutation where each row represents actions in this
strategy and similarly Gi. = [g1, g2, . . . , gNK ] the matrix of all attacker’s pure strategies’ permu-
tation. Then each element Xi,j ofX will be given by:

Xi,j =
∑
S

Φ1(F i.,Gj., s),∀i, j, (3.5)

where i = 1, · · · , KK and j = 1, · · · , NK . The attacker can only calculate its payoffs at time
t = 1, as the attacker cannot know in advance the actions taken at each state and hence the reward
it will get in future. Similarly, let Y be the attacker’s accumulated utility matrix, then each element
Yi,j of Y will:

Yi,j =
∑
S

Φ2(F i.,Gj., s),∀i, j, (3.6)
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where i and j are the same as the defender’s case, and Φ2(F i·,Gj·, s) is only evaluated at time
t = 1.

The solution of the bimatrix could be obtained by algorithms such as Lemke-Howson [115], which
is proven to always terminate at a solution and hence finds a mixed Nash equilibrium of the bi-
matrix game. This solution is then used as in [114] to find the equilibrium of the stochastic game.
Let (x∗,y∗) be any mixed strategy Nash equilibrium point for the bimatrix game (X,Y ). Each
(x∗,y∗) is a vector of probabilities with which each player can choose each strategy in all the
strategies permutations.

As each strategy represents the set of actions per all states, the equilibrium point to the stochastic
game, i.e, the probability of choosing each strategy, can be calculated as:

E∗i,j =
KK∑

l=1,i=Fl,j

x∗l , i = 1, . . . , K, j = 1, . . . , K,

H∗i,j =
KK∑

l=1,i=Gl,j

y∗l , i = 1, . . . , N, j = 1, . . . , K, (3.7)

where x∗l ∈ x∗ and y∗l ∈ y∗ are the elements of x∗,y∗ that represent strategies’ probabilities. Each
element E∗i,j of E∗ and H∗i,j of H∗ is the probability of taking action i in state j for the defender
and the attacker, respectively. The summations in (3.7) give the probabilities of one action i which
satisfies the condition. This is repeated for all values of i to get a column which is all actions’
probabilities in one state. Different values of j give the rest of the states. E∗ is a K ·K matrix that
gives the probability of each of the defender’s K actions in each of the K states. Similarly, H∗

is an N ·K matrix that gives the probability of each of the attacker’s N actions in each of the K
states. These matrices are the equilibrium strategies for both players.

These probabilities specify the behavior of the game. The defender in each state will choose
an action (selecting an encryption method) with some probability and so the game will move to
another state (encryption method). Then, again in the new state, the defender chooses a new action
and so on. Using this process, the defender will keep moving between encryption methods which
effectively implements a highly randomized MTD.

Finally, the value (expected utility) of each player at equilibrium can be computed by applying
the equilibrium strategies and finding the accumulated payoffs of both players. These expected
utilities are calculated by following all the possible transitions due to defender’s actions in each
state. Let v∗i (s) be player’s i value at state s:

v∗i (s) = Φi(E
∗,H∗, s) s ∈ S , (3.8)

As the players get these values at equilibrium, both players will not have an incentive to deviate
from these equilibrium strategies. The player who deviates will get a lower value when the other
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player uses its equilibrium strategy. This can be expressed as:

v∗1(s) ≥ Φ1(Ê,H
∗, s), s ∈ S ,

v∗2(s) ≥ Φ2(E
∗, Ĥ , s), s ∈ S , (3.9)

for any Ê and Ĥ other than the equilibrium strategies.

3.3.2 Numerical Example

Assume that the defender will use two encryption techniques with one key each, then the defender
has two actions and the game has two states. The attacker has also two actions of attacking each
technique.

A defender’s strategy will be f = [a b] where a is the action at state s1 and b the action at state s2.

The defender’s and attacker’s strategies’ permutation will be given as:

F =


1 1
1 2
2 1
2 2

G =


1 1
1 2
2 1
2 2


The elements of the bimatrix will be the utilities for each of each of these strategies combinations
and all the possible transitions due to these strategies. Therefore, both X and Y will be a 4 · 4
matrix.

Now suppose the mixed Nash equilibrium for the bimatrix game is given by:

x∗ =


0.2
0.1
0.3
0.4

y∗ =


0.0
0.1
0.4
0.5


Then the equilibrium strategies for both players are:

E∗ =

[
0.3 0.5
0.7 0.5

]
H∗ =

[
0.1 0.4
0.9 0.6

]
where rows represent actions and columns represent states.
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3.3.3 Moving Target Defense Cost

In previous sections, the defender’s utility included a reward from applying MTD which corre-
sponds to the gain from randomizing system parameters. However, applying MTD may incur asso-
ciated costs for the defender. Examples include the cost of reconfiguring the system and changing
parameters. In our decryption model, the BS might not be able to change the encryption method
unless it ensures that all nodes are informed by the change, which requires some propagation time.
Changing the method before this time can lead to a conflict in the used method between various
nodes around the BS (e.g., nearby and far away nodes).

We model this cost as a function of the number of consecutive encryption method changes in the
past time steps. Let the number of consecutive method changes during the past time steps be n and
the cost value be q. The cost function will be C(q, n) and it is an increasing function in the number
of consecutive changes n. The defender’s utility can then be written as:

U1(a
1, a2, si) = R1(a

2) + T1(a
1, a2, si)− P1(si)− C(q, n). (3.10)

Clearly, n will be zero at the first time step. The effect of this cost can appear in the accumulated
utility in (3.4) which will affect the matrix X in (3.5) and the defender’s equilibrium values in
(3.8).

We propose two different functions to express the cost. The first cost function can be expressed
as C(q, n) = q · n. We need to make sure that the game will remain finite after adding this cost
function so that the same solution can be applied. As the cost affects the utility, we can state the
following lemma:

Lemma 2. The accumulated defender’s utility will remain bounded after adding a cost function in
the form C(q, n) = q · n and, thus, the game will still admit an equilibrium point.

Proof. We prove this lemma by rewriting the defender’s accumulated utility:

Φ1(f, g, s) =
∞∑
t=1

βt−1
(
R1(a

2) + T1(a
1, a2, si)− P1(si)− q · n

)
.

by noticing that the maximum for n is t− 1 and taking the limit as t reaches∞ we get

lim
t→∞

βt−1
(
R1(a

2) + T1(a
1, a2, si)− P1(si)− q · (t− 1)

)
= 0.

A second form for the cost function is C(q, n) = q · ln(n + 1). We choose such a logarithmic
function to reduce the effect of cost propagation. Note, Logarithmic function has a smaller rate
of growth compared to the linear function in the first case. We need to ensure that the game will
remain finite by adding this cost function, so we state the following lemma:

Lemma 3. The accumulated defender’s utility will remain bounded after adding the cost function
C(q, n) = q · ln(n+ 1) and, thus, the game will still admit an equilibrium point.



AbdelRahman Eldosouky Chapter 3. Single Controller Games for Moving Target Defense 62

Table 3.1: Attacker’s and defender’s equilibrium strategies

Attacker Defender
a1 a2 a1 a2 a3 a4

s1 0.7436 0.2564 0.0000 0.6622 0.1681 0.1697
s2 0.7436 0.2564 0.4441 0.0195 0.1697 0.3667
s3 0.3482 0.6518 0.4441 0.3667 0.0195 0.1697
s4 0.3482 0.6518 0.4441 0.3667 0.1697 0.0195

Proof. We prove this lemma in a manner analogous to Lemma 2 where the limit will be zero also.

In general, any function could be used to represent the propagation cost when its limit is bounded
at infinity.

3.4 Simulation Results and Analysis

For our simulations, we choose a system that uses 2 encryption techniques with 2 different keys
per technique. Thus, the number of system states are 4 and the defender has 4 actions in each state.
For the bimatrix, the attacker has 24 = 16 different strategy permutations and the defender has
44 = 256 different strategy permutations. The power values are set to 1 and 3 to pertain to the ratio
between the power consumption in the two different encryption techniques. These values are the
same for both players. We set R1 and R2 to be 10 and 5 depending on the opponent’s actions. We
choose these values to be higher than the power values in order for the utilities to be positive. The
transition reward is set to 5 and 10 for switching to another state defined by another key or another
technique, respectively.

First, we run simulations when there is no transition cost, q = 0. The equilibrium strategies for both
the attacker and defender are shown in Table 3.1. Note that actions a1, a2 represent the selection
of two keys for the same encryption technique and actions a3, a4 represent two keys for another
technique. Table 1 shows the probabilities over all actions for each player. These probabilities
show how players should select actions in every state. For the defender, if it starts in state s3 then
it should move to state s1 with the highest probability and move to state s2 with a very similar
probability. This is because the defender will change the technique and so gets a higher transition
reward. We can see that the probability of moving to the same state is always very low and can
reach 0 as in state s1. The probability of moving to a state that has a similar encryption key is
always less than that of moving to a state with different technique as the transition reward will be
lower. For the attacker, the probability of attacking the same technique that is used in the current
state is always higher than attacking any other technique.

In Figure 3.1, we show the effect of the discount factor on the defender’s utility at equilibrium in
every state. First, we can see that all utility values at all states increase as the discount factor in-
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Figure 3.1: The defender’s expected utility in each state against discount factor β.

creases. This is due to the fact that increasing the discount factor will make the defender care more
about future rewards thus choosing the actions that will increase these future rewards. Figure 3.1
also shows that the defender’s values at states 1 and 2 are higher than at states 3 and 4. This be-
cause states 1 and 2 adopt the first encryption technique which uses less power than the encryption
technique used in states 3 and 4. The difference mainly arises in the first state before switching to
other states and applying the discount factor. Clearly, changing the discount factor has a big effect
on changing the equilibrium strategy, and, thus, the game will move between states with different
probabilities resulting in a different accumulated reward.

In Figure 3.2, we study the effect of applying the proposed MTD technique against the case when
the defender decides to use equal probabilities over its actions in each state, i.e., all entries equal
0.25 as there are four actions per state. Figure 3.2 shows the percentage of increase in the defender’s
expected utility. We can see that the minimum increase is non-zero which means that the defender
will not gain from deviating from equilibrium strategies. Moreover, at high discount factor values,
i.e, β > 0.75, the percentage increase is higher than that at lower β values in all states. The
percentage increase ranges from 5% to about 40% at β = 0.75 depending on the state, and it can
reach values between 20% and above 40% at β > 0.95. This is due to the fact that, at higher
β values, future state transitions have higher impact on calculating equilibrium strategies and the
defender considers more state changes in the future. This makes equilibrium strategies differ more
from equal probabilities. For other β values, the percentage increase depends on how different the
equilibrium strategy from the equal allocation scheme.

In Figure 3.3 we study the effect of changing the power on the defender’s expected utility at equi-
librium. We study three cases, first when the power required for technique 1 is less than the power
required for technique 2, similar to the previous experiments. Then, we study the cases in which
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Figure 3.2: Percentage increase in the defender’s expected utility when using the equilibrium strat-
egy and when using equal probabilities over actions. This is shown in each state as function of the
discount factor β.
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Figure 3.3: The defender’s expected utility in each state for different techniques power combina-
tions.

they are equal and in which technique 1 requires more power than technique 2. Here, we set
β = 0.75. From Figure 3.3, we can see that, when the first technique’s power is less than the
second one, the defender gets higher reward at states s1 and s2 than at states s3 and s4. This stems
from the fact that, at states s1 and s2, the defender begins the game using technique 1 (lower power)
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Figure 3.4: The defender’s expected utility in state s2 against discount factor β for different cost
functions.

thus getting a higher reward. A similar result can be seen when the defender gets a higher reward at
states s3 and s4 when the technique used in these states needs less power. When the two techniques
use the same power, we can see that the defender’s expected utility is almost the same for all states.
Figure 3.3 clearly shows the effect of first state parameters on the expected utility.

In Figure 3.4, we study the effect of adding cost to the defender’s expected utility. We calculate the
expected utility at different discount factor values at state s2. Clearly, the expected utility is higher
when no cost is applied. When applying cost function C(q, n) = q · ln(n+ 1), the utility is barely
reduced. When applying the cost function C(q, n) = q · n, we notice a significant decrease in the
defender’s expected utility. In our problem, the cost function C(q, n) = q · n will be more suitable
as the other cost function does not show a significant change.

3.5 Summary

In this chapter, we have studied the use of MTD in a wireless network security problem. We have
formulated the problem using a non-zero sum stochastic game theory model in which the defender
controls state transition. The next state is determined only by defender’s actions which is suitable
for MTD cases where the defender want to change system parameter’s before the attacker can
reveal them. This property of the game ensures that the game will always have an equilibrium
point. We have provided the mathematical model for deriving an equilibrium in such games.
We then provided a novel way to define cost in MTD systems that depends on the number of
consecutive changes in system parameters. We have shown two different functions to define cost
and have proved that the game will still have equilibrium. Simulation results have shown that this



AbdelRahman Eldosouky Chapter 3. Single Controller Games for Moving Target Defense 66

model helps the defender to get higher expected utility in all system state than the case of assigning
equal probabilities over different actions.



Chapter 4

On the Cybersecurity of m-Health IoT
Systems with LED Bitslice Implementation

4.1 Background, Related Works, and Contributions

In section 1.2.2, the importance of IoT within smart cities and their new challenges to the cyber
security of CI, was discussed. The IoT, in general, will be a major enablers for a variety of smart
services that range from large-scale sensing to smart transportation [116] and healthcare [117].
M-Health systems that are wireless-enabled healthcare systems will be one of the primary services
supported by the IoT system that will provide them with pervasive Internet access [118]. As
discussed in [117], m-Health IoT systems include a number of smart devices and sensors that
monitor a patient’s medical conditions such as blood pressure, pulse or body temperature. The
measured data is then sent to remote physicians via an access point or a gateway [119]. This
gateway is responsible for collecting and sending the data [120] as well as providing wireless
connectivity, via multiple networking interfaces, to the m-Health IoT devices.

This pervasive wireless connectivity for small, m-Health IoT devices, will bring forward new se-
curity challenges and vulnerabilities. Malicious attacks can now leverage the connectivity of these
devices to launch remote attacks and potentially access the patients’ critical data that is being
transmitted by the m-Health devices. Taking these attacks into consideration, security and privacy
constitute key concerns in all IoT systems. The work in [121] highlights the main security issues
in the IoT while outlining the main existing solutions that have been developed to maintain the
confidentiality, authenticity, and integrity of data in IoT. The authors discuss security features that
need to be applied in a security architecture of four levels distributed between the devices and
the cloud. Device authentication, data encryption, and key agreement are highlighted as the most
critical security requirements that need to be addressed at the devices side. Note that some wire-
less security approaches, e.g., physical layer security [122] cannot be used with the IoT due to its
heterogeneous nature.

67



AbdelRahman Eldosouky Chapter 4. Cybersecurity of m-Health IoT systems 68

Recently, such security requirements received significant attention in the literature due to the spe-
cific nature of the IoT. The huge number of heterogeneous limited-resources devices in the IoT
complicate the security mechanisms. The limited resources make it hard for the IoT devices to
run complex security algorithms. Hence, lightweight encryption techniques are seen as the corner-
stone of IoT security. In [123], the authors present a lightweight encryption method to authenticate
RFID tags at the readers. The work in [124] evaluates two major types of attribute-based encryp-
tion on different IoT devices. This work shows that the performance of attribute-based encryption
cannot be readily deployed in small IoT devices, due to resource constraints. A more recent work
in [125] proposes a lightweight attribute-based encryption scheme based on elliptic curve cryp-
tography. The scheme is shown to have low communication overhead provided that the number of
attributes remains small.

While data encryption is not a sufficient security mechanism for the IoT [126] as it does not protect
against insider attacks, that is not the case in m-Health IoT. In the IoT, both data encryption and
device authentication [127] are taken into consideration. However, as the devices in an m-Health
system are usually operated around the patient and known to the gateway, security mechanisms are
oriented more towards data encryption for enhancing data privacy. In [119], the authors provide
a prototype for applying asymmetric, public key, encryption in an m-Health IoT system. Due to
the high computational power of public key encryption, it is applied at the level of the gateway.
The more recent work in [128] demonstrates the benefits of applying cloud computing in an m-
Health system by using hybrid encryption schemes. In hybrid schemes, symmetric secret key
encryption, which is known to have low computational power, is used between devices and the
gateway while a public key, which consumes significant power but provides more security, is used
between the gateway and the cloud. However, in all these systems, using secret key encryption can
be problematic if the key was revealed by an attacker through any of the known attacks.

One promising technique to improve a system’s security is the so-called moving target defense
(MTD) [52]. MTD is the concept of continuously randomizing a system’s configuration in order to
increase the uncertainty and cost of an attack. In the IoT, the system’s configuration can essentially
include encryption keys, network parameters or IP addresses. While applying MTD improves a
system’s security, it can also incur some costs that reduce the overall performance. The authors in
[129] applied MTD by frequently changing the IP address of IoT devices to increase the security.
Security improvement and network latency were studied for implementing MTD over low-powered
personal area networks. The work in [38] applies MTD using a stochastic game between an
attacker and a base station acting as a defender. Multiple encryption techniques with multiple
shared secret keys are implemented at the nodes. The security benefit as well as the MTD costs are
studied in this scenario. However, existing MTD works such as [129] and [38] are not designed
for m-Health IoT systems and do not provide specific implementations of the encryption system.

The main contribution of this chapter is an MTD security framework tailored to the unique nature
of m-Health IoT systems. The framework uses a hybrid encryption scheme in which secret keys
are used to encrypt the data sent from the devices to the gateway, and a public key to encrypt data
from the gateway over the Internet. The proposed MTD scheme is applied by frequently changing
the secret keys used in the communication between the devices and the gateway. The gateway
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takes the decision to update all the keys in the network hence allowing each device to calculate its
new key and start using it. The new encryption key is generated by encrypting the old key using
another pre-shared key. Hence, only two secret keys need to be pre-shared between each device
and the gateway. A case study is provided to study the effect of applying MTD on an enhanced (in
terms of performance) real system. In this system, a lightweight encryption technique, LED [130],
is used for encrypting the data. As gateways typically apply performance improvement techniques
to speed up the process of decrypting the collected data, we propose a new bitslice implementation
for LED that can be used at the gateway. To the best of our knowledge, this is the first 64-bit
bitslice implementation for LED algorithm. We also provide a modified 32-bit version suitable for
32 bit registers. The system is tested on a virtual 64-bit ARM Cortex-A processor and the results
show that the bitslice implementation consumes half of the processor’s instructions compared to
the original LED implementation. Results also show that using MTD and bitslice does not yield
any significant degradation in the system’s performance when some packets are missed compared
to the original implementation.

The rest of the chapter is organized as follows. Section 4.2 presents the proposed security mecha-
nism and the MTD scheme. In Section 4.3, the bitslice implementation is presented in detail, and
the metrics used to measure the performance improvement are discussed. Performance evaluation
using a real-world implementation are presented in Section 4.4. Finally, conclusions are drawn in
Section 4.5.

4.2 Encryption model in M-Health IoT system using Moving
Target Defense

Consider an m-Health network consisting of a number of smart devices and sensors, referred to
as nodes, that monitor a patient’s medical condition and send the measured readings to a gateway.
The gateway will send the collected data over the Internet to a remote hospital or a clinic. Unless
there is an emergency that needs to be reported, we assume all the devices are synchronized to send
frequent updates about what they sense or measure. The frequency of sending the updates depends
on the medical situation and the criticality of the patient’s health status.

All the data sent from the nodes is encrypted at each node before it is sent to the gateway. The
gateway decrypts the received data and re-encrypts it using a more powerful encryption algorithm
to be sent over the Internet. Due to the resource limitations of the IoT nodes, a lightweight encryp-
tion technique should be used to encrypt the data at every node. Typically, symmetric algorithms,
which use a pre-shared secret key, are less power demanding than asymmetric algorithms, which
use two different keys known as public and private keys. Therefore, symmetric lightweight algo-
rithms are more suitable for IoT nodes. A secret key must be shared between every node and the
gateway prior to connecting to the Internet. At a given node i, a plaintext P is encrypted using
node i’s secret key Ki to get the ciphertext C = EKi

(P ). The gateway, which is a computationally
capable device, will then use an asymmetric algorithm to decrypt the data and send it over the
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Figure 4.1: MTD security mechanism for m-Health IoT system.

Internet. This makes the m-Health encryption system, a hybrid system combining both symmetric
and asymmetric encryption algorithms.

Symmetric encryption algorithms can be vulnerable to some attacks like brute force attacks, known
plaintext attacks, chosen plaintext attacks, and differential cryptanalysis attacks. The goal of all
such attacks is to reveal the secret key used in the encryption allowing the adversary to access
and read the private data or even send fake data impersonating another node by using its key.
To mitigate the effect of a successful attack and make the system more resilient, we use MTD by
frequently changing the secret key used in the communication between every node and the gateway.
The gateway decides to update the keys and informs the devices which should start using the new
keys immediately. The time needed to apply MTD, i.e., initiating new keys is decided by the
gateway depending on the frequency of sending new packets from the devices. This potential time
delay yields a trade-off between increasing the attacker’s chance to perform a successful attack and
incurring more cost by frequently changing the keys as discussed in Section 4.3.

New secret keys are calculated by encrypting the old keys, within each node, using another pre-
shared secret key referred to as the MTD key. Given a key Ki used by a node i, the new key
will be given by Kinew = EKMTD(Ki), where KMTD is the pre-shared MTD key. Consequently,
both the gateway and the device can get the new key without having to share any additional keys.
Figure 4.1 shows the proposed model for m-Health security mechanism. Note that each node can
use a different MTD key.

The use of MTD in this mechanism will increase the uncertainty on any attacker, thus improving
the security of the system. This is due to the fact that there is no fixed key, no fixed time to change
the key, and the new keys are generated locally to eliminate the possibility of being intercepted.
Even if the attacker was able to reveal one or more keys, it will not be able to reveal the new keys as
they are generated using the MTD key which is stored locally at each node. Therefore, the attacker
will lose any privilege once the keys are updated and will have to start a new attack.
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Figure 4.2: The four operations in a single LED round.

Finally, the security mechanism proposed here does not require any device-level hardware mod-
ification. It only requires a small software modification to add the pre-shared keys and to allow
the nodes to respond to the gateway signals of changing the key. Next, we present the practical
implementation of the proposed mechanism. We define a performance improvement technique to
be used by the gateway in decrypting a number of packets at once and then study the effect of
applying MTD on the performance.

4.3 Case Study: LED Bitsliced Implementation

4.3.1 LED Block Cipher

Lightweight encryption techniques are designed for resource-constrained devices. Some tech-
niques target the hardware such as area on the chip, power, or energy consumption while others
provide light software such as low memory and small code size. In this case study, we choose to
implement LED block cipher [130]. LED is hardware-oriented which provides the smallest silicon
footprint in its class of block ciphers with a reasonable performance. LED was chosen for this case
study as hardware consumption is more critical because the software performance can be improved
by some techniques as shown later.

In terms of design, LED’s design is similar to the design of advanced encryption standard (AES)
schemes. The main difference between LED and AES is that LED uses no key schedule and
the same key is applied every round. The user-provided key can range from 64-bit to 128-bit.
Increasing the key length will increase the security and the power consumption as well. In this
work, since we adopt MTD and we depend on the key change as a defense, no need to consider
longer keys which consume more computational power and hence a 64-bit key will be suitable.
LED applies rounds like AES. In each round, four operations are applied to the state, which are:
AddConstants, SubCells, ShiftRows, and MixColumnsSerial. The state refers to the current input
to each round, which is initially the plaintext. Figure 4.2 from [130] shows the four operations in
each round.
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Figure 4.3: CTR mode encryption and decryption.

In AddConstants, some predefined constants are combined with each state’s bits. SubCells is used
to replace the bytes of each cell in the state using an S-Box. ShiftRows is used to rotate the
cells to the left a number of times depending on their row. Finally, MixColumnsSerial is used to
multiply the cells by another predefined matrix and the multiplication is done over a defined Galois
fieldGF (24) with the irreducible polynomial X4 + X + 1. LED applies this round four times to
the same state before adding (XOR) the key again. In the case of LED-64, this process is repeated
eight times, i.e., in total 32 rounds are applied to the state. In the case of LED-128, the key is split
into two 64-bit portions each applied after four rounds, and then the whole process is repeated six
times, i.e., 48 rounds are applied to the state.

4.3.2 LED Decryption

As any block cipher, LED decryption could be accomplished using the counter (CTR) mode.
Fig. 4.3, from [131], shows the encryption and decryption processes in CTR mode. In this mode,
an incremented counter value is ecrypted each time using the provided key. Then the output is
Xored with the plaintext to get the ciphertext. Decryption is the reverse process where the cipher
text is Xored with the encrypted key to get the plaintext.

However, as the CTR mode is not applicable in all scenarios, we decided to implement the actual
decryption process. Basically, LED consists of four operations as mentioned bfore and these oper-
ations need to be used in order. In decryption process, we need to apply the following operations
with the order: InvMixColumnSerial, InvShiftRows, InvSubBytes, and InvAddConstants which is
the reverse order of the encryption process.
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Table 4.1: LED SBox and inverted SBox

x 0 1 2 3 4 5 6 7 8 9 A B C D E F
S(x) C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
S−1(x) 5 E F 8 C 1 2 D B 4 6 3 0 7 9 A

In the MixColumnSerial, each state is multiplied by a fixed matrix:

M =


4 1 2 2
8 6 5 6
B E A 9
2 2 F B


The multiplication occurs over the field GF (24). In InvMatrixColumnSerial, we need to multiply
by the inverse of the previous matrix, which is:

M−1 =


C C D 4
3 8 4 5
7 6 2 E
D 9 9 D


The rest of the operation is the same as the original one. The field multiplication does not change.

In the original ShiftRows, each cell is shifted some positions to the left based on the row number.
InvShiftRows, is the same but shifting the cells to the right with the same criteria of shifting, i.e.,
row 0 is shifted 0 times, row 1 is shifted 1 time and so on.

The only difference between subcells and Invsubcells is to use the inverted Sbox for substitution
instead of the original Sbox. Table 4.1 shows the original Sbox denoted as S(x) and the inverted
Sbox denoted as S−1(x).

4.3.3 LED Bitsliced Implementation

Bitslicing is the process of slicing the data into its bit level and performing the required operations
on these bits. Bitslicing is designed for a specific processor size, e.g., a 32-bit or a 64-bit processor,
which essentially maps to the size of the data types that the processor can handle. In this case
study, we design a bitslicing scheme suitable for a 64-bit processor which can typically be found
in gateways and modern mobile devices. Although bitslicing is not an optimization technique, it
can offer a great flexibility to improve the performance if it is used appropriately.

LED encrypts a 64-bit plaintext. These 64-bits are organized in a state as a 4× 4 matrix of nibbles
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Figure 4.4: Bitsliced representation of 16 plaintext blocks into 16 64-bits processor’s registers.
Colors represent data that is stored in the same register.

and each nibble consists of 4-bits. In the design of bitslicing implementation, we take every nibble,
4-bits, to be the minimum chunk that will be processed. Every nibble will be stored in a different
processor’s register, hence 16 blocks of plaintext should be processed at the same time to make use
of the 64-bits registers. In an m-Health IoT network, as the gateway receives data from multiple
devices, it is very likely to have 16 or more plaintexts at a given time. Processing data in such
different arrangements, requires modifying all the operations of the original LED. In addition to the
four operations of LED and the key adding step that must be modified, an initialization operation
need to be executed to transform data blocks into the desired arrangement in processor’s registers.
Next, each modified operation is discussed in detail.

• BitTranspose: The 16 blocks of plaintext as well as their corresponding 16 64-bit keys are trans-
posed first to a form suitable for bitslicing. Sixteen 64-bits registers are needed. Figure 4.4 shows
our bitslice implementation arrangement. Every first nibble in each plaintext is stored in the first
register, i.e., (r15) at consecutive locations. The next nibbles are stored in the second register r14
and so on to fill all the remaining registers.

• AddRoundKey: The encryption key is added first before applying other operations. In AddRound-
Key, every plaintext nibble is XORed with the corresponding nibble in the key. As the plaintext
and the key are transposed using the same mechanism, every two nibbles need to be XORed will
be in the same locations of the transposed plaintext and the transposed key. Therefore, a direct
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Figure 4.5: AddConstants operation of LED.

XOR operation can be applied to every pair of transposed registers which gives a total of 16 pro-
cessor instructions to apply round keys. The original algorithm deals with separate nibbles and
needs to XOR every nibble separately, which requires 16 instructions for every plaintext and, thus,
256 instructions for the 16 plaintext blocks. This process will be repeated 32 times before each
round, thus the transposed representation reduces significantly the number of instructions required
to apply round keys.

• AddConstants: In AddConstants, half of the nibbles are modified as shown in Figure 4.5. There-
fore, only eight out of the sixteen registers need to be updated. Instead of using the original con-
stants provided by LED, new constants suitable for the bitslice representation need to be calculated
from the original constants. These new constants will be stored and used directly each round. Each
nibble of the first column, in each state, is XORed with one of four different values. These values
are constant and, hence, can be computed in advance. As each register holds the same nibble in
different plaintext blocks, each of these four values is concatenated sixteen times to fit all of the
nibbles. For example, register r15 will be XORed with the new value 4 concatenated 16 times.
The same is applied to registers r3, r7, and r11 which hold the nibbles of the first columns in all
plaintext blocks. Nibbles in the second column, in each state, are XORed with specific three bits
of the round constants. The values of these three bits, concatenated sixteen times, are stored in
advance and, hence, can be used directly in the bitslicing implementation. This modification can
save only a few processor instructions but is necessary for the bitslicing implementation.

• SubCells: In SubCells, each nibble is replaced by a corresponding value from the S-Box. As we
still deal with a whole nibble, no modification need to be applied to the S-Box. Each nibble was
separated from the register and then substituted from the S-Box which requires twice the processor
instructions used in the original implementation.

• ShiftRows: In ShiftRows, each row of the state is shifted to the left by a multiple of four bits
as shown in Figure 4.6. The figure also shows which register is used to store each nibble in the
state. We made use of the fact that each register in this implementation holds nibbles from the same
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Figure 4.6: Registers considered for swapping in ShiftRows operation of LED.

location in each state. As such, all the nibbles in the register need to be shifted by the same amount.
Therefore, instead of doing actual shifting, we need to just swap the registers. For example, register
r10 is placed in r11 then r9 is placed in r10 then r8 is placed in r9 and, finally, r11 is placed in r8
and so on for similar registers. We need one temporary register for the swapping process, and
five assignment instructions. This can save a lot of instructions from the original operations where
nibbles were considered separately.

• MixColumnSerial: In this operation, a constant matrix is multiplied by the state matrix. Each
row in this matrix is multiplied by a column in the state matrix to update one nibble in the state
matrix. As multiplication is done nibble by nibble, we had to define a new MixColumn operation
that extracts nibbles from the registers and use them in the multiplication process. Even though
a number of extra instructions are needed for separation, the updated nibbles can be calculated
for the all the 16 registers at one iteration. This parallel calculation allows, in total, saving a
significant amount of instructions when compared to the original case in which each plaintext is
processed separately. For example, nibbles from registers r15, r11, r7, and r4 are processed together
in the multiplication process which is different from the original implementation in which multiple
iterations are needed. The rest of the columns are processed in the same way.

Finally, another version of this bitslicing was designed to suit 32-bit processors. A 32-bit version
is obtained by decrypting 8 data blocks instead of 16. The 8 blocks are stored in 16 32-bit registers
in the same way discussed in the 64-bit version. Similarly, every nibble from the plaintext is stored
in a different register. The rest of the operations will follow as the 64-bit version but dealing with
a smaller size of input. This implementation could be used either for 32-bit processors or 64-bit
processors that support 32-bit registers. This implementation is beneficial for the gateway when
applying MTD as shown in Section 4.4.
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4.3.4 Performance Metrics

The performance of bitslicing is maximized when the total number of data blocks is available at
the same time, this is sixteen plaintext blocks in our implementation. Bitslicing uses a constant
number of processor’s instructions whether 16 blocks are available or not. Here, we calculate the
average number of instructions needed to decrypt a plaintext block, a as follows:

a =
N

b
,

whereN is the total processor instructions and b is the actual number of blocks that were encrypted
and is bounded by the maximum number of blocks allowed by the design which is 16 in our
implementation. Clearly, if we have fewer than sixteen blocks, the average number of instructions
per block will increase and degrade the performance.

Another metric that we consider is the cost of applying MTD in m-Health IoT systems that consist
of heterogeneous devices differing in their computational capabilities. Here, when the gateway
asks the devices to update their keys, they can have different response times. Hence, they may
encrypt new packets using the old encryption key while the gateway is expecting data encrypted
with new keys. This incurs a processing cost at the gateway, which is the wasted processor’s in-
structions to decrypt data with wrong keys and the extra instructions required to decrypt again
using the old keys. We measure the wasted instructions as the difference between the number of
instructions used to decrypt the maximum number of packets that was expected and the number
of instructions used for the correctly decrypted packets. Th number of instructions needed to re-
decrypt packets using old keys will differ according to the number of missed packets. The gateway
is given the option to re-decrypt the missed packets using either the original LED implementation,
the 32-bit slicing version, or the 64-bit bitslicing version. This choice depends on the implementa-
tion that will use the least number of instructions to re-decrypt the missed packets. The choice of
the re-decryption technique and the mathematical formulation for the cost are discussed, in detail,
in Section 4.4.

4.4 Evaluating LED Bitsliced Implementation

For our evaluation, we use an ARM Cortex-A 64-bit processor as the target processor to evaluate
our implementation. ARM 64-bit processors such as Cortex-A53 and Cortex-A57 can be found in
many mobile devices. Evaluating the code on a real processor is challenging as other operations
can affect the measurements. Therefore, we use the ARM development studio (DS-5) [132] which
gives the ability to create a virtual processor emulator for a specific ARM processor then run the
code on it. We use Cortex-A53 as our implementation processor, and we adjust the compiler
optimization flags to the maximum performance in all the next experiments. In Cortex-A53, we
can use both 64-bit registers or 32-bit registers which allows to use both our 32-bit and the 64-bit
bitsliced implementations.
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The designed bitslice implementation presented in the previous section is suitable for the encryp-
tion process, however, what is typically done on the gateway is the decryption phase. Therefore,
we had to invert the encryption algorithm to get the decryption scheme. The inverted operations
are applied in a reverse order to the original operations, i.e., InvMixColumnsSerial, InvShiftRows,
InvSubCells, and InvAddConstants which are the reverse operations applied in order. The inverted
operations are designed as follows. In InvMixColumnsSerial, the state is multiplied by the inverse
of the constant matrix that is used in MixColumnsSerial. In InvShiftRows, the rows of the states
are shifted to the right with the same criteria of shifting as in ShiftRows. In InvSubCells, the in-
verted S-Box is used for substitution. Finally, in InvAddConstants, the same round constants as
AddConstants are used but provided in the reverse order of rounds. The bitslice is then applied in
the same way as the encryption process.

First, the bitslice implementation is evaluated to measure the reduction in the number of processor
instructions when applying bitslicing. We used the reference LED implementation provided by
the work in [133]. Figure 4.7 shows the average number of instructions required to decrypt one
block of plaintext data when different number of plaintext blocks are available. We assume that
every block is received from a different device. We compare the original LED implementation,
our 32-bit bitsliced version, and our main 64-bit bitsliced implementation. Note that the 32-bit
version processes only 8 blocks at a time and, thus, we apply it twice for more than 8 blocks. From
Figure 4.7, we can see that the original implementation has an approximately constant average.
In fact, there is only a small difference when the number of packets is small due to the processor
initialization instructions having a higher effect on the total number of instructions. However,
this difference is not significant. The 32-bit bitsliced version has the lowest average when there
are 3 to 8 packets to be decrypted. Our bitsliced implementation requires half of the processor
instructions required by the original implementation when decrypting 8 packets. The increase
after decrypting 8 packets happens because the processor will start over to apply the bitslicing
again and, thus, needs to execute more instructions. Therefore, applying the 32-bit version twice
consumes a little bit more instruction than the 64-bit implementation. At 16 decrypted packets,
our 64-bit implementation consumes half of the processor instructions compared to the original
implementation.

Finally, the results in Figure 4.7 allow the gateway to determine the algorithm that will be used to
decrypt the number of available packets. If there are less than 3 packets, the original algorithm is
preferred. The 32-bit implementation should be used when there are 3 to 8 packets. The 64-bit
implementation is superior for more than 8 packets of data.

Next, we discuss the cost of applying MTD when bitslicing is used at the gateway. Note that
bitslicing itself is known to increase the code size on the device, i.e., the gateway. However, as
the gateway is assumed to be a computationally capable device, the increased code size will not be
problematic so it will not be considered as a cost here. The focus will be on the number of wasted
(or additional) processor instructions. Clearly, if all the devices will send their next packets with
the updated key, no cost will be incurred. However, when some packets are received encrypted
with the old key, the gateway will decrypt them using the new keys which will result in wrong
packet formats. The gateway will conclude that the key is not updated yet in these devices and will
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Figure 4.7: Average number of instructions required to decrypt one block in the original LED im-
plementation, 32-bit bitsliced applied twice, and the 64-bit bitsliced implementation. The number
of instructions is normalized by 1000 for an easier representation.

re-decrypt these packets using the old keys. Thus, we can formulate the cost as follows:

C =

{
(bmax − b) · (L32

8
+R), for 3 < bmax ≤ 8,

(bmax − b) · (L64

16
+R), for 8 < bmax ≤ 16,

}
where bmax is the maximum number of packets expected by the gateway, b is the number of suc-
cessfully decrypted packets, and L32 and L64 are the total process’s instructions for the 32-bit and
64-bit bitsliced versions, respectively. The decryption cost R is determined by the number of re-
decrypted packets bmax − b. If the number is 3 or less, the gateway will use the original LED to
decrypt each packet individually, if the number exceeds 3 either version of bitslicing will be used
and R will equal L32 or L64.

Figure 4.8 shows the cost in terms of gateway processor instructions if some devices send a single
packet with the old encryption key. Three cases are considered when one quarter, half, and three
quarters of the devices will send one packet with the old key. In case only a quarter of the devices
wrongly encrypt one packet, we observe that the increase rate in the cost is less after twelve packets.
This is due to the fact that, after twelve packets, the quarter will exceed three packets and, hence,
the 32-bit bitslice version will be used to re-decrypt the missed packets thus reducing R as well as
the total cost. A similar behavior can be seen for the case of half of the devices, where the cost
increases at a slower rate after eight packets when the 32-bit bitslice version is used. However, in
the case of three quarters of the devices, the increase in cost is higher after eight packets as the
32-bit version was used until eight packets, i.e., R = L32 and the 64-bit version will be used after
that consuming more processor’s instructions as R = L64.

It is interesting to note that the maximum cost according to this implementation is when all the
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Figure 4.8: The cost of applying MTD in a system with late response devices. The figure shows
three cases for the percentage of the devices that will have a delay. The number of instructions is
normalized by 1000 for an easier representation.

sixteen packets need to be re-decrypted, i.e., Cmax = 2 · L64. As L64 equals half of the instruc-
tions required by the original LED implementation as shown in Figure 4.7, then the maximum
cost equals the same number of processor instructions of the original LED implementation, if no
packet is missed. Missed packets due to using MTD, with the original LED implementation, are
re-decrypted individually causing more cost. Thus, the worst-case cost of applying MTD with
bitslicing is bounded by the best-case, no cost, of applying MTD with the original LED implemen-
tation.

4.5 Summary

In this chapter, we have proposed a novel security mechanism for m-Health IoT systems. The
mechanism depends on using secret keys between the devices and the gateway and then applying
MTD by frequently changing the encryption keys used in the network. The new key is calculated
by encrypting the old key using another pre-shared secret key known as the MTD key, hence
only one key needs to be shared between the gateway and each device. We have applied this
mechanism to a system which involves a performance improvement technique for the encryption
algorithm using bitslicing. We have formulated a 32-bit and 64-bit bitslicing implementations
for LED, a light weight encryption technique. We have also defined performance metrics for the
system including the cost for applying MTD. We have used a virtual processor to evaluate both
bitslicing implementations and the cost of applying MTD. Implementation results have shown
that the bitslicing implementation significantly outperforms the original implementation of the
encryption algorithm. We have also discussed the optimal packet number for using both bitslicing
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versions. Results have also shown that the worst-case cost for applying MTD is bounded by the
number of instructions in the original LED implementation.



Chapter 5

Resilient Critical Infrastructure: Bayesian
Network Analysis and Contract-Based
Optimization

5.1 Background, Related Works, and Contributions

As we discussed in Chapter 1, critical infrastructure (CI) are vital to modern day cities and com-
munities [26]. As such, maintaining proper operation of CIs, in presence of failures or security
threats, is therefore a critical challenge. We discussed the notions of reliability and resilience and
pointed out the importance of studying CI resilience.

In light of the resilience challenges discussed in section 1.3, the literature is in need of a general
framework to evaluate the resilience of different CIs and to help in designing general resilience
improvement techniques. Some studies in the literature, e.g., [28, 83, 84, 134], proposed general
resilience frameworks for CIs. However, the approaches proposed in this prior art mostly evaluate
the CI resilience based on satisfying a number of pre-determined criteria as detailed in the next
section. The resilience measures based on these properties fail to capture the effect of different
disruptive events on the CI. In contrast, here, our goal is to introduce a general framework to
evaluate and improve CI resilience based on the effect of disruptive events on the CI’s components.
Prior to providing our key contributions, we will first review existing related frameworks and
techniques in the next section to pinpoint their limitations.

5.1.1 Related Work

Critical Infrastructure resilience has recently attracted significant attention [28, 83, 84, 134, 135].
In [28] the authors considered four properties for resilience: robustness, redundancy, resource-

82
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fulness, and rapidity and the resilience was quantified using four interrelated dimensions: techni-
cal (physical), organizational, social, and economic. The authors in [134] proposed a resilience
framework that seeks to achieve three resilience properties pertaining to the ability of a system
to absorb the impacts of perturbations, adapt to undesirable situations, and quickly return to its
normal operations. In [84], a three-stage framework, reflecting the infrastructure’s resistant, ab-
sorptive, and restorative capacities, is introduced to analyze the resilience. The DHS work in [83]
developed the notion of a resilience measurement index (RMI) which is an indicator to determine
the degree to which the elements pertaining to resilience have been implemented by a CI. These
elements include the preparedness of the CI to possible failures and the extent to which recovery
mechanisms and mitigation measures are installed. The work in [135] introduced a quantitative
assessment for infrastructure’s resilience using optimal control design in which recovery processes
and costs are integrated to derive the resilience. However, one key limitation of these studies,
[28,83,84,134,135], is that they can be used to compare different CIs, yet, they do not capture the
effect of specific events on the infrastructure. Therefore, their use is mostly limited to evaluating
the resilience of CI but not to improving it.

Other studies in the literature have focused on improving CI resilience by allocating CI-specific
physical resources [85, 136–138]. In [136], the resilience of a cyber-physical system is improved
by allocating a number of inter-network edges to the nodes of the interdependent network con-
necting the system’s cyber and physical layers. The effect of cascading failure among nodes is
studied to help in the process of resource allocation. The authors in [85] proposed a new approach
to repair system components using a graph-theoretic approach. In [137] and [138], CI resilience
is studied from a general perspective without defining a quantitative metric for resilience. The
authors in [137] consider the problem of allocating resources to highway bridges to improve the
resilience of a transportation system. In [138], a framework is proposed to allocate resources to CIs
based on their vulnerability level. Contract theory is used to formulate the problem to optimize the
economic benefit from the allocated resources which are offered to CIs through contracts managed
by the system operator. Note that, in [84], beyond defining resilience properties, a framework is
proposed to improve CI resilience. The framework depends on allocating resources to improve
the resilience by hardening CI’s components, duplicating components, or ensuring rapid recovery
of failed components. The framework is applied to improve the resilience of a power grid whose
components are the generators and the resources are allocated to the generators.

One limitation of these previous studies [84] and [85, 136–138], is that individual CIs are ab-
stracted within the system, e.g. as nodes within a generic graph. This provides no informa-
tion on improving individual CIs resilience as the solutions introduced in these studies [84] and
[85, 136–138] consider the resilience of an entire system of multiple CIs while being agnostic to
each individual CI’s resilience properties. Indeed, individual CIs and their specific failures are
largely abstracted and not considered in enough details. Hence, in such prior art, when resources
are allocated within the system, no information is provided on how to effectively allocate them at
the level of each CI.

In light of the preceding discussions, we propose a general framework to study and improve the
resilience of CIs. The framework addresses the resilience at the level of both individual CIs and
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their collective effect on an entire system of multiple CIs. We introduce an analytical resilience
index to quantify the resilience of individual infrastructures and to give insights about improving
this resilience. Resilience is evaluated as a function of the CI’s probability of failure derived from
the cascading failure of its physical components. Resources are then allocated to the individual CIs
according to their contribution to the entire system. Examples of resources here include redundant
components or monitoring devices such as sensors or cameras. Finally, each infrastructure can use
the allocated resources to improve its resilience based on the introduced allocation algorithm. The
key contributions stemming from this framework are outlined next.

5.1.2 Contributions

The main contribution of this chapter is a comprehensive analytical framework for analyzing and
optimizing the resilience of CIs. The proposed framework can be applied to different systems and
CIs to evaluate their resilience and optimize it. In particular we have the following key contribu-
tions:

• We develop a novel three-state Markov chain model for CI performance which incorporates
a proposed “warning” state to represent the case of partial CI failure. This is in contrast to
the binary models that are used in the literature such as in [23]. This three-state model allows
derivation of a novel quantifiable resilience index that relates the CI probability of failure to
the probability of recovering from the proposed warning state. The analytical derivation of
the resilience index and the associated proofs are also provided.

• As the resilience index is directly related to the probability of recovering from a warning
state, we introduce a Bayesian network design to capture the effect of each CI compo-
nent’s failure on probability of failure of the entire CI. The probabilistic inference from
this Bayesian network is used to calculate the transition probabilities from the warning state
and, hence, the actual resilience index values of the given CI. It also allows calculation of
the effect of fixing each component on the infrastructure’s resilience index.

• We also develop a novel algorithm, using the Bayesian network, to prioritize each CI’s com-
ponents based on their effect on the resilience index. This algorithm can be used by indi-
vidual CIs to determine the order in which they should secure their key components through
external resources.

• We then investigate the process of improving the resilience of a system of multiple CIs. For
this purpose, a case study pertaining to hydropower dams is introduced. Within this case
study, a hydropower dam’s resilience is evaluated based on its probability of successfully
generating electricity. We propose a new approach for improving the dam’s resilience by
securing its main components using external resources.

• The problem of allocating these resources to multiple dams, based on their economic contri-
bution to the entire system (the power grid), is modeled using contract theory [139] and the
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Figure 5.1: Organization of the chapter.

optimal solution to this problem is analytically derived using dynamic programming.

• Through simulations, we show that both the system operator and individual CIs can benefit
from the process of resource allocation. The system operator can maximize its reward from
the allocated resources using contract theory, while CIs significantly improve their resilience
indices.

The rest of this chapter is organized as summarized in Figure 5.1. The Markov chain model and
the analytical analysis for deriving the resilience index is presented in Section 5.2. The Bayesian
network analysis and components’ prioritization algorithm is discussed in Section 5.3. The case
study of hydropower dams and the optimal solution to the problem of CI resource allocation is
derived in Section 5.4. Numerical results are presented and analyzed in Section 5.5 and Section 5.6
concludes the chapter.



AbdelRahman Eldosouky Chapter 5. Studying Critical Infrastructure Resilience 86

Figure 5.2: Markov chain modeling the states of a CI.

5.2 Evaluating the Resilience of Critical Infrastructure using
Markov Chains

5.2.1 General Case

Consider a critical infrastructure whose performance at a given time n is a function of the state of
the system as captured by the random variable Yn. Yn can take values from a set {S,W, F} whose
values represent three CI states: success (S), warning (W ), and failure (F ). The success state, S,
represents normal service, i.e., the infrastructure is properly delivering its designated service. The
CI will be in a warning state, W , with the occurrence of a partial failure to its components that
may lead to a complete failure. The failure state, F , represents the failure of the CI to deliver its
designated service. This failure can occur either suddenly due to, e.g., natural disasters, or as a
result of a partial failure from a previous warning state. We introduce a Markov chain to model
these states as shown in Figure 5.2.

The transition probabilities between the different states can be induced from the Markov chain. Let
PAB = Prob[Yn+1 = B|Yn = A] where A,B ∈ {S,W, F}. Then, the full transition probability
matrix P will be given by:

P =

PSS PSW PSF
PWS PWW PWF

PFS PFW PFF

 . (5.1)

The values within each row of P will sum to 1 as they represent the probability distribution for all
possible next states whenever the system is at a specific state.
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We assume that, whenever the infrastructure is at a warning state, it is either fixed and restored to
a success state or it continues to fail and eventually goes to a failure state. This transition is based
on the actions taken at a given time step, however, there is still a small probability that no action
is taken at this time step as captured by the probability of remaining in the warning state PWW .
We assume that PWW is fixed to a value ε which should be small. Based on this assumption, the
transition probability can be simplified, as follows:

P =

PSS PSW PSF
PWS ε 1− ε− PWS

PFS PFW PFF

 . (5.2)

Note that, the probability matrix P specifies transition probabilities for a single time step. Tran-
sition probabilities for n time steps can be calculated as P n. The probabilities of being at a given
state i.e., P (S), P (W ), and P (F ), can be calculated using P n and the vector of the initial proba-
bility distribution of being at each state U 0, as follows:

Un = U 0 · P n, (5.3)

where Un = [uSn, u
W
n , u

F
n ] is the probability distribution vector of being at each state after n time

steps.

We define the resilience γ as the effect of the probability PWS of an infrastructure on the reciprocal
of its probability of being in the failure state in the long run, as follows:

γ = lim
n→∞

1

uFn

∣∣∣∣
PWS

, (5.4)

where uFn is the probability corresponding to the failure state in the vector Un. This probability
will always exist if the Markov chain is irreducible as shown in [140], i.e., there is no absorbing
state.

In practice, the chain in Figure 5.2 cannot have an absorbing state so it is irreducible. The resilience
here, is measured as the effect of PWS on the long run probability of failure. In other words, if the
CI has a higher PWS then it will have a high probability of recovering from partial failures to a suc-
cess state. This, in turn, implies that the CI will have a smaller probability of being in a failure state
after partial failures which conforms to the definition of resilience in [27]. The long-run probabil-
ity of failure was chosen to reflect the CI’s operation on the long-run and because it is a suitable
minimization objective for the CIs. Note that, relating the resilience to the probability of failure
was introduced in [23] however, in [23], the CI was allowed to only operate in either a satisfactory
or a failure state. Our model, on the other hand, introduces the definition of the warning state and
derives a quantitative resilience measure based on the Markov chain transition probabilities. This,
in turn, requires new analysis that is different from [23] (and references therein).

Here, we note that some existing works (in the context of power systems) [141] define multiple
“derated” states to describe the output capacity as fractions of the nominal capacity. However, our
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definition of the “warning” state describes the CI system status based on its internal components.
This makes it more general and, hence, can apply to multiple CIs compared to the “derated” states
which are limited to power systems.

To calculate the value of γ, the value of uFn needs to be evaluated at high values of n which in turn
will depend on P n. The powers of P for high values of n can be calculated in advance if P is a
regular transition matrix [140]. The powers P n are shown to converge to a matrix V in which all
rows are the same and each row is a strictly positive probability distribution vector [140] if P is a
regular transition matrix. Converging to a constant matrix means any further multiplications of V
with P will not change V , i.e.,

V · P = V . (5.5)

As all rows in V are the same, the probability vector Un, in (5.3), will no longer depend on the
initial probability distribution U 0. Multiplying the values of U 0, which sum up to 1, with the
constant columns of V will yield the same constant values of V . Hence, (5.3) can then be written
as:

Un = U 0 · V = v, (5.6)

where the vector v is the constant row of V . It consists of three probabilities representing the
transition probabilities to each one of the states. According to (5.5), this vector will satisfy the
following property:

v · P = v. (5.7)

As discussed earlier, the matrix V only exists if the matrixP is a regular Markov matrix. However,
proving this analytically can be intractable for the general case. Instead, we provide an analytical
proof in Section 5.2.2 for a special, yet practical, case.

To shed some light on the number of time steps (iterations) needed for the matrix P to converge
to V in the general case, three different CIs are examined as shown in Figure 5.3 and Figure 5.4.
Figure 5.3 shows the values of PS when it reaches a constant value after some time steps while
Figure 5.4 shows the values of PW . In this example, the first CI has a high probability of being at a
success state, PSS = 0.7 and high probabilities of returning to the success state, PWS = PFS = 0.7.
The values of ε and PFW are set to 0.1. Figure 5.3 and Figure 5.4 show that convergence occurs
at n = 3. The second CI has a high probability of being at a success state PSS = 0.8 but lower
transition probabilities PWS = 0.2 and PFS = 0.3. The values of ε and PFW are set to 0.1 and
0.3, respectively. The convergence in this case occurs at n = 7 for PS and n = 5 for PW . Finally,
the third CI has a low probability PSS = 0.4 and high transition probabilities PWS = 0.9 and
PFS = 0.7. The values of ε and PFW are set to 0.1 and 0.2, respectively. The convergence occurs
approximately at n = 6 for PS and n = 3 for PW . Clearly, only few time steps are needed for each
CI’s transition matrix to converge which corroborates the practicality of our proposed approach.
Note that the actual transition probabilities of the matrix P should be estimated for each CI. A
thorough assessment can be carried out to determine the infrastructure’s main parameters such
as structural conditions, possible defects, and aging of the components. These parameters can
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Figure 5.3: PS convergence with number of iterations.

then be used to estimate the transition probabilities, e.g., PSS , PSW , and PFS , using a number of
mathematical models as done in [142].

In the next section, we discuss a special case where PFW = 0. Under this case, we can analytically
prove that the matrix P is a regular Markov matrix thus deriving a closed-form expression for the
resilience index in this case. Note that, the special case is introduced for the analytical tractability
however, the analysis in Sections 5.3 and 5.4 will still hold for both the general and the special
case.

5.2.2 Special Case: PFW = 0

In this section we discuss a special case where PFW = 0. This represents the case when fast
remedial actions are taken in the failure state so that the CI will be able to recover to a success
state, without being at any warning state. This case also includes scenarios in which there is still
a small probability that the CI operates in a warning state after being in a failure state, however,
this CI must not remain for too long in the warning state and, hence, the probability PFW can be
approximated to zero.

Based on this assumption, the transition probability can be simplified, as follows:

P =

PSS PSW PSF
PWS ε 1− ε− PWS

PFS 0 1− PFS

 . (5.8)



AbdelRahman Eldosouky Chapter 5. Studying Critical Infrastructure Resilience 90

1 2 3 4 5 6 7 8
Number of iterations

0

0.05

0.1

0.15

0.2

0.25

0.3

Pr
ob

ab
ili

ty
 o

f 
be

in
g 

at
 th

e 
w

ar
ni

ng
 s

ta
te

First Infrastructure
Second Infrastructure
Third Infrastructure

Figure 5.4: PW convergence with number of iterations.

In the following theorem, we prove the necessary conditions that P must satisfy in order to be a
regular Markov matrix.

Theorem 3. When PFW = 0, it can be shown that the probability transition matrix P is a regular
Markov matrix.

Proof. Let v = [vS, vW , vF ], then, the values of vS, vW , vF can be computed using (5.7), as fol-
lows:

vS = vS · PSS + vW · PWS + vF · PFS,
vW = vW · PSW + vW · ε,
vF = vS · PSF + vW · PWF + vF · PFF ,
vS + vW + vF = 1. (5.9)

The solution of this set of equations gives the values:

vS =
(1− ε) · PFS

PFS · (1− ε+ PSW ) + (1− ε) · (1− PSS)− PWS · PSW
.

vW =
PFS · PSW

PFS · (1− ε+ PSW ) + (1− ε) · (1− PSS)− PWS · PSW
.

vF = 1− PFS · (1− ε+ PSW )

PFS · (1− ε+ PSW ) + (1− ε) · (1− PSS)− PWS · PSW
.

(5.10)
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Figure 5.5: PS convergence with number of iterations.

Substituting PWS in the denominator by 1 − ε − PWF , the denominator can be written as PFS ·
(1− ε+PSW ) +PSW ·PWF + (1− ε) ·PSF , with all the terms being positive. The numerators can
then determine the sign of the values of vS, vW , vF . It is obvious that vS, vW , vF will have positive
values if PSW , PFS are nonzero. However, if PSW equals zero, there will be no transition to the
warning state when the CI starts at the success state. This implies that the warning state will be
isolated which contradicts the fact that the chain is irreducible. The assumption PFS is zero also
cannot hold from a practical point of view since in this case the infrastructure cannot be recovered
to the success state hence is not resilient.

This shows that the values vS, vW , vF will always be positive hence they represent valid transition
probabilities which proves that P is a regular Markov matrix.

Theorem 3 shows that, under our proposed model, the transition probabilities in (5.6) will have
positive values and, hence, the resilience measure in (5.4) will always converge to a real number.
The resilience in (5.4) can then be written as:

γ = lim
n→∞

1

uFn
=

1

vF

∣∣∣∣
PWS

. (5.11)

We then compare the number of time steps needed for the matrixP to converge to V when PFW =
0. We use the same parameters as in Figure 5.3 and Figure 5.4, however, here, the value of PFW
is set to zero and its value is added to that of PFF . We can see that Figure 5.5 for PS is almost the
same as Figure 5.3. Figure 5.6, on the other hand, shows different convergence steps values for



AbdelRahman Eldosouky Chapter 5. Studying Critical Infrastructure Resilience 92

1 2 3 4 5 6 7 8
Number of iterations

0

0.05

0.1

0.15

0.2

0.25

0.3

Pr
ob

ab
ili

ty
 o

f 
be

in
g 

at
 th

e 
w

ar
ni

ng
 s

ta
te

First Infrastructure
Second Infrastructure
Third Infrastructure

Figure 5.6: PW convergence with number of iterations.

PW than Figure 5.4. However, in both cases only few time steps are needed for each CI’s transition
matrix P to converge to V .

Since our notion of resilience primarily depends on the effect of the probability PWS on the CI’s
probability of failure, we are interested in improving PWS by increasing the transition probability
from warning (W ) state to the success state (S) thus reducing the probability of failure. To this end,
we evaluate the rate of change of the resilience with respect to the probability PWS , as follows:

∂vF

∂PWS

=

−PFS · PSW · (1− ε+ PSW )(
PFS · (1− ε+ PSW ) + (1− ε) · (1− PSS)− PWS · PSW

)2 . (5.12)

This rate of change is strictly negative which implies that vF will always decrease with the increase
of PWS . From (5.10) and (5.11), it can be clearly seen that the resilience will have a positive rate
of change with respect to the probability PWS .

Finally, we define the resilience index θ of a CI as:

θ =
γ

γmax

∣∣∣∣
PWS

=
vFmin

vF

∣∣∣∣
PWS

, (5.13)

where vFmin is the minimum value of vF that can be achieved at the maximum value of PWS = 1− ε
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Figure 5.7: Resilience index change with the probability PWS .

when substituted into (5.10) and (5.11). This value achieves a maximum resilience γmax. It is
straightforward to show that θ is positive with θ ≤ 1. The resilience index in this way helps to
evaluate how far each CI is from its maximum achievable resilience. It can also help to compare
different CIs as their resilience is measured on the same scale. Figure 5.7 shows the values of the
resilience index with the increasing values of PWS for different ε values when PSS = 0.8, PFS =
0.5.

Next, we study how to compute the probability PWS for an infrastructure and the effect of improv-
ing this probability on the resilience of a given CI. A Bayesian network is defined for this purpose
as explained next.

5.3 Bayesian Network Model for CI Probability of Failure

To compute PWS , we need to evaluate the probability of failure of a CI, given the probability
of failure of each of its individual components. Since the failure of one or more components can
cause other components to fail, we need to consider the relationship between the components when
computing PWS . To this end, a Bayesian network [143] is a suitable framework.

5.3.1 Bayesian Networks: Preliminaries

A Bayesian network is a network that describes the causality and relationship between indepen-
dent random variables under incomplete information [143]. A Bayesian network is normally
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represented by a directed acyclic graph (DAG) in which each node represents one random vari-
able. Let G(X ,E ) be a Bayesian network, then X = {X1, . . . , Xn} is the set of nodes which
represent different random variables and E is a set of directed edges. A directed edge from a node
Xj to Xi means that node Xi depends on the node Xj and in this case Xj is called the parent of
node Xi. A node can have multiple parents and the set of parent for a node Xi is given by π(Xi).
Every variable Xi can take a value from a finite set of values, e.g., if the variables are binary they
can either be true or false. Finally each node is associated with a conditional probability table
(CPT) while roots, i.e, nodes without parents, are assigned direct probabilities. A CPT for a node
Xi gives the conditional probabilities between Xi and every node in π(Xi).

Consider a Bayesian network with binary values, each variable in the network can be either true (T )
or false (F ) with a given probability. For a variable C1, its T and F probabilities, i.e, P (C1) =
T , P (C1) = F are written as P (c1), P (c̄1) where the lowercase letter indicates a value of the
variable. The probabilities within each variable sum to 1, i.e., P (c1) + P (c̄1) = 1. If a variable,
e.g. D1, has two parents C1 and C2, then the CPT of D1 will have eight entries representing the
possible combinations of C1 and C2 with the T and F values of D1. However, as the T and F
values for any variable sum to 1, only half of the CPT entries must be stored, i.e., the T values of
D1.

Once the probabilities and the CPTs are assigned, probabilistic inference can be performed to
calculate the probability of any variable given some evidence in the network. Calculating prob-
abilistic inference in general Bayesian networks in known to be NP-Hard [144], however, Pearl
[145] introduced a polynomial time algorithm to perform probabilistic inference in singly con-
nected Bayesian networks. A singly connected Bayesian network, also known as a polytree, is a
Bayesian network where it has no loops, i.e., there is only one path between any two nodes in its
underlying undirected graph.

5.3.2 Evaluating CI Probability of Failure

For our resilience problem, we introduce a Bayesian network to model the possible failure events of
a given CI that can prevent it from delivering its designated service. We model the various possible
failure events of the components of a CI which can lead to total CI failure with a given probability.
The total failure probability calculated from this Bayesian network will effectively represent the
transition probability PWF as this is the probability with which a partial failure causes a total
failure. Here, we note that, the warning state can be reached by disasters, failures, attacks, or
even normal wear-and-tear of the components. For the scenarios in which disasters cause gradual
failure, the infrastructure will still be operational, however, some components are damaged and
can potentially lead to the whole infrastructure failure, then the infrastructure will be in a warning
state. In this case, we can use the Bayesian network to evaluate the probability PWF of the CI by
considering the failure probability of the affected components. On the other hand, if the disaster
causes a sudden failure to the CI, the CI will directly go to a failure state. Consequently, such
sudden disaster-related failure events require improving the transition probability PSF and can be
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Figure 5.8: A Bayesian network representing the hierarchical failure events within a CI’s compo-
nents.

subject to future extensions of our model.

The Bayesian network is constructed such that failure events are modeled as variables (nodes) in
a hierarchical way. Nodes are grouped into levels where failures in one level can cause failures
in the next level. Figure 5.8 shows the structure of the proposed Bayesian network in which
the number of nodes and levels vary according to each infrastructure. Roots in the network,
(C1, C2, C3, D2, . . . , Dn), represent possible failure events to respective CI components. Failure,
here, can happen due to external effects or normal wear-and-tear of the components. The subse-
quent levels represent the cascading failure to other major components, e.g. Z1 and Z2. These
major failures can, in turn, cause a failure in their next level, with given probabilities, and so on
until the whole infrastructure fails. The CI failure is represented by the single leaf in the Bayesian
network.

As the variables represent failure events, they can be either true (T ) or false (F ) with a given
probability. A T value implies that the failure event has occurred, e.g., after a disaster or normal
wear-and-tear of the components and F means it has not occurred. Root variables are assigned
T and F probabilities, while the variables at subsequent levels are associated with conditional
probabilities for the possible combinations of their parents’ values. Probabilistic inference can
then be performed to compute the total probability of failure, of a CI according to the failure
probabilities of its components. Note, the proposed network in Figure 5.8 is a singly connected
Bayesian network and, hence, probabilistic inference can be performed in polynomial time.

Note that, this Bayesian network design is similar to fault trees [146] which are used to study



AbdelRahman Eldosouky Chapter 5. Studying Critical Infrastructure Resilience 96

systems reliability. The main advantage of using a Bayesian network over a fault tree is that
fault trees use logic gates to define the relation between some components and their next level
component. In such a case, the failure probability of next-level components will only depend on
the occurrence of some or all of the previous level failures. In contrast, Bayesian networks allow
the assignment of conditional probabilities for each component and its next-level component. This
allows the use of different weights to take into account the effect of some components on their
next-level component.

Some work in the literature considered using Bayesian networks to study CIs. In particular, the
work in [147] and [148] studied Bayesian networks in the context of safety analysis and fault di-
agnosis, respectively. The main focus in these and similar contributions, is designing the Bayesian
network and estimating the different probabilities. In our work, we provide the design as well as
the necessary Bayesian inference for the failure events and their effect on the total probability of
failure which we are considering next.

To compute the probability of failure PWF for any given CI, we start by calculating the prior
marginal probability of failure. This probability is calculated from the initial assigned probabili-
ties. Assume, without loss of generality, that Xn ∈X is the variable representing the failure, then
the prior marginal probability of xn, the T value of Xn, can be calculated in a manner analogous
to [149]:

P (xn) =
∑

X \Xn

P (x1, . . . , xn), (5.14)

where P (x1, . . . , xn) is the joint probability for all the instantiations of the independent random
variables X1, . . . , Xn. The summation is calculated over all variables except Xn, thus these vari-
ables are marginalized from the joint probability. The joint probability in (5.14) is given by:

P (x1, . . . , xn) =
n∏
i=1

P (xi|π(xi)), (5.15)

where P (xi|π(xi)) = P (xi) when the set π(Xi) is empty.

This prior marginal probability P (xn) represents the initial PWF in our CI Markov chain model.
It can be used to calculate the initial resilience index of a given CI. Then, the effect of each node
on improving the resilience index can be calculated and, hence, the components of a CI can be
prioritized based on their effect on PWF . However, the effect of each component should not be
considered separately, as securing a component will reduce PWF which will also reduce the effect
of other components on PWF . The proposed procedure for sorting the components is given next.

We calculate the posterior marginal probability of failure given the evidence of each root variable
separately. Let the number of root variables be m < n. Then, the marginal probability will be
given by [149]:

P (xn|x̄i) =
∑

X \Xn

P (x1, . . . , xn|x̄i), i ∈ {1, . . . ,m}, (5.16)

where x̄i is the evidence value for the variable Xi when P (Xi) = F . We consider the false
(failure) probability to capture the positive effect of a variable on the total probability of failure.
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Algorithm 1: Variables Sorting According to Their Effect
Input: Bayeian network variables X where Xn ∈X is the only leaf representing the

failure
Output: A sorted set of the root variables S
begin

Calculate the prior marginal probability of failure P (xn)
for each root node do

Calculate the posterior marginal probability P (xn|x̄i)
Calculate the variable’s effect P (xn)− P (xn|x̄i)

Sort variables descendant according to their effect
Determine the variable Xi with the greatest effect
Store the variable Xi in the set S
Define the partial set Xr as the set of roots excluding Xi

while The set Xr is not empty do
for each node Xj ∈Xr do

Calculate the posterior marginal probability P (xn|x̄i, x̄j)
Calculate the variable’s effect P (xn|x̄i)− P (xn|x̄i, x̄j)

Determine the variable Xj with the greatest effect
Store the variable Xj in the set S
Update the set Xr = Xr \Xj

return S

This is calculated for all root variables and the values are sorted in a descending order. The variable
that causes the greatest reduction in PWF then represents the first component of the CI that must
be overhauled. This variable is also used as a new evidence variable in the Bayesian network to
determine the second most affecting variable (component) from the remaining roots.

Assume without loss of generality that X1 is the root with the most effect on PWF , then the next
posterior marginal probability is calculated considering only the x̄1 instantiation of X1. The prob-
ability is calculated for the remaining root variables individually as given by:

P (xn|x̄1, x̄i) =∑
X \Xn,X1

P (x1, . . . , xn|x̄1, x̄i), i ∈ {2, . . . ,m}. (5.17)

This procedure is applied to all the roots adding one root to the evidence variables each time. The
procedure will end by sorting all the components of a CI in a descending order according to their
effect on the probability of failure. The steps of this procedure are summarized in Algorithm 1.

Note that, according to (5.15), the joint probability considers the parents of each node. Thus,
(5.17) can be derived from (5.16) by considering changes in the branch between the leaf node and
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the new variable only. All the other summations in (5.16) will not change as the evidence variable
does not belong to this branch. This allows a reduction in the complexity of calculating the updated
probabilities after fixing the components.

Algorithm 1 can then be used by any CI to determine the order according to which it must fix
its components. As CIs typically allocate resources to improve their resilience [84, 85, 136–138],
Algorithm 1 can help CIs to determine the components to which resources will be allocated within
each CI.

Here, we note that, in practice, CIs operate within larger systems (e.g., an entire city) that are
composed of multiple, interdependent CIs that collectively provide a common service. As such,
the function loss of one CI will impact other interdependent CIs and, therefore, when analyzing
the resilience of a large-scale system, one must consider all the interdependent CIs. This, in turn,
brings forward a new problem of allocating resources, such as monitoring devices among a system
of multiple CIs which is addressed next. Within the context of resource allocation, Algorithm 1 is
applied by each CI to make the best use of its allocated resources.

5.4 Resource Allocation for Optimized Resilience

As evident from the previous discussion, our next step is to study the problem of allocating re-
sources in a system of multiple CIs, while taking into account the individual Bayesian network
model of each CI. Resources can range from cyber resources to personnel or physical equipment.
We classify resources into two categories: preventive and rapid intervention resources. Preventive
resources are resources that help CI’s components become less vulnerable to failures. This might
include replacing some components with more reliable ones or installing redundant components.
Rapid intervention resources, on the other hand, requires monitoring and alarming systems to be
deployed and requires the existence of on-site facilities that can be used to fix or replace corrupted
components in a timely-manner. The choice of either category of resources depends on the na-
ture of the infrastructure and the cost of using each. For instance, in a power plant, preventive
resources can represent installing redundant switches or replacing old stators, while rapid inter-
vention resources can represent excessive monitoring of the generators to repair any defects once
they occur to help keep the generator working.

As resources are infrastructure-specific, we introduce an application-specific case study to high-
light the importance of our framework. Though the framework can be applied to any CI, studying
the problem of resource allocation within the context of a specific CI, as a case study, helps better
illustrate our framework, as shown next.
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5.4.1 Hydropower dams: A case study

We apply the proposed framework to hydropower dams and their impact on power systems as a
practical CI in order to measure the resilience improvement that can be achieved. Dams are clas-
sified as one of the critical infrastructure sectors according to the US DHS [3]. Hydropower dams
provide a good platform to apply our proposed framework as they have many connected compo-
nents that could be affected by numerous failure events. Recall that, according to our proposed
framework, failure will be defined as the inability of the dam to produce electricity.

A Bayesian network is designed for each dam where the parents to the node representing failure are
the dam’s main components such as penstocks, generators, turbines and transformers. In turn, these
variables are modeled as children nodes of the variables representing smaller components such as
stators, rotors, intake gates, and blades. Components are connected in a hierarchical manner until
the roots that represent small components failure. Figure 5.9 shows a scheme for a hydropower
dam highlighting its main physical components along with part of the Bayesian network defined
for this dam. We use previous failure statistics and reliability analyses [150] to assign probabilities
of failure to the roots of the Bayesian network. Conditional probabilities between components are
assigned based on the components’ relations similar to method used in fault trees. Note that the
same method of assigning probabilities can be applied to any other CI.

From a resources perspective, preventive resources are seen as a long-term solution to improve
the resilience of dams in service. Preventive resources require some components to be replaced,
which might not be applicable when the dam is in service. Therefore, we focus on rapid interven-
tion resources which include monitoring devices, such as sensors and cameras, and maintenance
equipment. We propose to use both fixed sensors and drones in the monitoring process. Drones
can be used in general to inspect areas of interest in CIs [151] and help to inspect hard-to-reach
points where conventional sensors/monitoring methods cannot be used. Recently, the use of drones
to inspect even the inner parts of the dam was shown to be applicable in [152]. In this work, the
authors modified a drone and used it to inspect the inside of the pentstocks of a number of dams.
Mechanical robots on the other hand can be used to inspect a dam’s key sections that cannot be
reached by drones such as underwater components [153].

The majority of dams in the United States, are privately owned [154] and their owners are respon-
sible for their safety. However, there is still a federal role for ensuring dams’ safety as dams can
severely affect persons and properties in case of failure. The same applies to electricity supply, the
failure of a dam to generate electricity will affect huge parts of the electric grid that it supplies.
These facts reveal the importance of having a system operator to manage the process of resource
allocation within multiple dams. The system operator is considered as a centralized agency that
provides the resources to a dam, or more, to increase their resilience and hence can avoid long
interruptions to the electric service. Having a system operator that can manage the resources, espe-
cially drones, is useful as the operation of drones is regulated by the federal aviation administration
(FAA) [155] and is not granted to all private organizations. In the following, we will use a general
notion of resources, without being restricted to drones, as the framework can be applied to any
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Figure 5.9: A Bayesian network model for the hydropower dam in which each node defines the
failure probability for one of the physical components all the way to the total CI failure.

type of resources.

Next, we formulate the problem of allocating resources within a system of multiple dams (CIs). We
propose to use contract theory, a powerful framework from microeconomics that provides useful
tools for designing contractual agreements between a principal and a number of agents [139].
Contract theory is chosen as it allows the system operator to maximize its reward in light of the
individual rewards of the owners of the dams. In the formulated problem, the system operator is
modeled as the principal and the owner of dams as agents, as discussed next in more details.
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5.4.2 Resource Allocation using Contract Theory

We consider a system in which an electric grid operator, referred to as the principal, is interested
in providing a number of resources to the owners of dams to be used in the process of surveillance
and rapid intervention. Let N be the set of N targeted dams. Dams are assumed to have different
owners. These dams, being part of the grid, sell their generated electricity to the power grid
managed by the principal. Each dam can utilize the resources to improve its resilience and hence
reduce the probability of failure to generate electricity.

The principal has a limited number of discrete (integer valued) resources R to be allocated to the
dams and, hence, it decides on how to optimally use these resources. The goal of the principal is
to invest in improving the probability of power generation and, hence, decreasing the probability
of losses due to a dam’s failure. We model the principal’s payoff as the difference between the
total rewards it gets from the dams’ owners and the total expected losses due to each dam’s failure.
Losses are modeled as a function of the total probability of failure before and after the deployment
of resources. The total utility Zp(R) that the principal achieves as a function of the vector of
resource allocationR is given by:

Zp(R) = c ·
N∑
i=1

Ri −
N∑
i=1

(αfi − αR) ·Bi(Ri) · ni · Pi, (5.18)

where R is the resource allocation vector across all dams with each element Ri specifying the
number of resources allocated to dam i, αfi is the expected real-time energy price if dam i fails
to generate electricity, αR is the average real-time energy price in normal operation, Pi is the
contracted power production for dam i, ni the expected number of hours the dam will be out-
of-service due to failure, and c is the monetary reward the principal gets for a unit of resources
which can also be seen as a cost. Note that, the resources in (5.18) refers to monitoring resources
or drones as discussed earlier. We introduce the function Bi(Ri) to measure the improvement in
the resilience of a dam i due to the amount of allocated resources. Specifically, the dam’s owner
evaluates the difference in the dam’s resilience index before and after using the resources Ri, and
Bi(Ri) is given as:

Bi(Ri) = γ−1iRi
− γ−1i = vFRi

− vF , (5.19)

where γiRi
and vFRi

are the values calculated from (5.10) and (5.11) respectively for the updated
values of PWS . These updated values are calculated from the Bayesian network as the result of
fixing a number of variables equal to Ri according to the order specified by Algorithm 1. The
effect of the first unit of resources on PWS , for each dam, is calculated from (5.16) while the effect
of the remaining resources is calculated from (5.17) for each additional unit of resources. Without
loss of generality, we assume that each component of a dam can be secured by a single unit of
resources. Note that, if a unit of resources can be used to monitor or fix multiple components, the
utility function can still be used with a slight modification. In this case, the accumulated effect of
fixing all the components should be considered in (5.19) for this specific unit of resources. This
also requires the dam to fix these components simultaneously and update its Bayesian network
before using Algorithm 1 to consider the remaining components in the further steps.
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Each dam’s owner will evaluate the amount of resources it receives based on the resilience en-
hancement that will result from the allocated resources. This resilience improvement is reflected
by a higher probability of generating power and, hence, a higher probability to sell the generated
power with the real-time prices. The utility Zdi(Ri) of dam i is defined as follows:

Zdi(Ri) = αdi ·Bi(Ri) · ni · Pi − c ·Ri, (5.20)

where αdi is the average day-ahead energy price for dam i. The remaining parameters are similar
to those in (5.18).

The principal wants to offer contracts to the dam’s owners to maximize its utility in (5.18). A
contract [139] can be seen as an agreement between the principal and the dam’s owner using
which the principal provides and operates resources to monitor, inspect, and fix points of interest
in the dam and gets monetary rewards in return. Every contract is defined as a pair (Ri, c · Ri)
representing the amount of resources and the monetary reward (cost) the dam’s owner should pay
for these resources.

In our model, we assume the principal has complete information about the targeted dams. This in-
formation should be provided by each dam’s owner as the resource evaluation, from the Bayesian
network, is dam-specific and cannot be estimated by the principal without the dam owners. More-
over, the principal, being the system operator, already knows all of the other parameters. Hence,
the focus of the principal is to design contracts in a way to ensures each dam’s owner participation
in order to maximize its total benefit. Contracts offered by the principal should then satisfy the
key property of individual rationality, under which each dam’s owner is interested in participating
only if the benefit it gets is greater than or equal to the amount it pays , i.e.,

αdi ·Bi(Ri) · ni · Pi − c ·Ri ≥ 0. (5.21)

The principal can then design the optimal contracts by maximizing its utility and satisfying the
constraints as follows:

max
Ri

c ·
N∑
i=1

Ri −
N∑
i=1

(αfi − αR) ·Bi(Ri) · ni · Pi, (5.22)

s.t. αdi ·Bi(Ri) · ni · Pi − c ·Ri ≥ 0, i ∈ N ,

N∑
i=1

Ri = R.

Note that, for cases in which the principal fully owns and operates the dams, the principal can still
use (5.18) to calculate its benefits from allocating the resources. However, in this case, (5.21) will
no longer be needed as it will no longer be possible for a dam owner not to accept a contract. The
problem in (5.22) can be easier to solve in this case as any resource allocation that benefits the
principal, will be valid.
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5.4.3 Optimal Contract

Solving the problem in (5.22) is challenging as the function Bi(Ri) is not continuous. Bi(Ri) has
discrete values for a finite set of Ri values. To address this challenge, we first start by inspecting
the properties of the function Bi(Ri) in order to solve the problem in (5.22).

Proposition 2. The values of the function Bi(Ri) represent a monotonically increasing concave
sequence.

Proof. We prove this proposition by showing how the values of Bi(Ri) are calculated. Let the
values ai−1, ai, ai+1 be any three consecutive values for the improvement in PWF achieved by
fixing any three consecutive variables as calculated from Algorithm 1. These values satisfy the
following two properties:

ai−1 ≥ ai ≥ ai+1,

ai−1 − ai ≥ ai − ai+1, (5.23)

according to the selection criteria defined in Algorithm 1 in which the biggest improvement is
captured first.

Let bi−1, bi, bi+1 be the values calculated from (5.19) for the updated PWS values for ai−1, ai, ai+1,
respectively. Each bi is the difference between the updated vFRi

and the current vF . According to
(5.12), the values of vFRi

are inversely proportional to the PWS values, hence, the values bi−1, bi, bi+1

follow the same relation and it can be seen that bi = f( 1
ai

). Therefore, we can conclude that the
sequence is monotonically increasing:

bi−1 ≤ bi ≤ bi+1, (5.24)

and the difference relation becomes:

bi+1 − bi ≤ bi − bi−1. (5.25)

Rewriting the last inequality we get:

bi+1 + bi−1 ≤ 2 · bi, (5.26)

which proves that the sequence is concave [156].

Using Proposition 2 with the first constraint in problem (5.22), we can see that the constraint is a
difference between a monotonically increasing concave sequence αdi ·Bi(Ri) ·ni ·Pi and a strictly
increasing linear sequence c ·Ri. The result will be a concave sequence that can have both positive
and negative values depending on the difference between the two sequences. This result is used by
the principal to determine the range of values, i.e. [Rimin , Rimax ], that meets the first constraint and,
hence, will be acceptable for the dam’s owners as it satisfied individual rationality.

Next, we study the properties of the objective function in (5.22) based on the results of the previous
proposition.
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Lemma 4. The objective function in (5.22) is a convex sequence with respect to each dam that is
monotonically increasing.

Proof. We prove this lemma by showing the relation between the terms of the objective function.
For a given dam i, the objective function is the difference between the reward c ·Ri and a constant
number (αfi − αR) · ni · Pi multiplied by the concave function Bi(Ri). The reward term repre-
sents a linear strictly increasing function in the number of resources Ri, while the second term is
monotonically increasing concave function. Clearly, the difference between both terms will be a
monotonically increasing convex sequence.

According to Lemma 4, while being convex, the objective function might have negative values
until a certain amount of resources is used, that is when the second term is higher than the rewards
term. The principal can use this value to update the minimum number of resources, i.e. Rimin , that
should be allocated to each dam to represent a feasible solution to the principal. The update is done
based on the larger of the two minimum values calculated in proposition 2 and Lemma 4.

After determining the range of possible values for each allocation, we propose to use dynamic
programming optimization [157] techniques to calculate the solution to the problem in (5.22). In
our dynamic programming representation, stages will represent the current allocation of resources
for each dam and the state of each stage will be the current value of the objective function. The
update from a stage to another, i.e., from a specific allocation to another, aims at increasing the
value of the objective function. If no increase can be achieved at one stage, then the current
allocation is the optimal. This is proved analytically in the next theorem.

Theorem 4. The optimal resource allocation can be found using dynamic programming by updat-
ing the number of resources assigned to each dam at each stage while maximizing the benefits of
each allocation.

Proof. The values of the objective function are calculated at each value of the resources Ri in the
feasible range for each dam i, [Rimin , Rimax ]. These values are stored for all dams as a matrix of size
N · R. Each value zi,k in the matrix is the objective function value evaluated for dam i when it is
assigned a number of resources k. The values of each row represent a monotonically increasing
sequence as shown in Lemma 4.

The first stage in the problem starts by allocating the maximum feasible resources k to the dam
i with the highest objective function value, i.e., Ri = k for the dam with Rimax = k and zi,k
is the largest among all other dams. As the values for this dam i represent a convex sequence
and are monotonically increasing, the principal will not gain more by assigning a lower number
of resources to this specific dam. Since this value of zi,k is the maximum among all dams, this
allocation represents the maximum value that the principal can get for this number of resources
k. The rest of the resources, i.e., R − k are assigned to dam j having the largest zj,R−k among all
dams.
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This allocation represents the optimal solution at the first stage as the principal gets the highest
utility for the current resource configuration. The principal then tries to get a higher utility by
changing the current allocation scheme. The principal might be able to do so by decreasing the
number of resources k assigned to dam i and assigning the difference to another dam j if the
following condition holds:

zi,k − zi,k−1 < zj,R−k+1 − zj,R−k , j = 1, . . . , N, j 6= i, (5.27)

where k decreases by one unit of resources each time. The principal compares the utility gains that
it can achieve by assigning more resources to another dam. These resources are taken from the
dam with most resources. The current allocation ensures that the principal gets the largest utility
from the allocated resources, so it is the optimal solution at this stage. Here, if the principal cannot
increase its utility by changing a unit of resources, then it will try to change more than one at a
time until the condition is satisfied or all the values of resources are checked.

The procedure continues at each stage by assigning less resources to the dam with the most re-
sources if a higher utility can be achieved by allocating these resources to another dam. This
ensures that the principal achieves its maximum utility at each stage. This procedure by starting
at the final allocation and moving backward ensuring the maximum utility is achieved at each
stage satisfies the Bellman equation [158] which is the necessary optimality condition in dynamic
programming, Hence, the procedure achieves the optimal resource allocation.

The complexity of calculating the optimal resource allocation for the previous dynamic program-
ming problem is O

(
N · (Rmax −Rmin)

)
where:

Rmax = max(Ri,max), i = 1, . . . , R,

Rmin = min(Ri,min), i = 1, . . . , R, (5.28)

as for each number of resources in the range [Rmax −Rmin], the program at most compares the
utility function N times for each of the N dams.

Finally, we summarize our framework steps in the flow chart shown in Figure 5.10. Note that
the problem discussed in this section, though discussed within the context of a case study, can
be to used to allocate resources in other systems of multiple CIs. Selecting a specific CI, hy-
dropower dams here, helped to design meaningful Bayesian networks and to define CIs utilities in
the contract-based allocation. However, other systems can utilize the same framework after model-
ing suitable Bayesian networks and defining new utilities that can capture the different parameters
within the other systems.

Next, we show some numerical results built on the selected case study, i.e., hydropower dams.
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Figure 5.10: Flowchart for the proposed mechanism.

5.5 Numerical Analysis and Results

Although our framework can be applied to any number of dams, for our simulations, we consider
a case of two dams, in order to better highlight each dam’s effect on the process of resource al-



AbdelRahman Eldosouky Chapter 5. Studying Critical Infrastructure Resilience 107

0 2 4 6 8 10 12 14 16 18 20

Number of fixed components (variables)

0

0.03

0.06

0.09

0.12

0.15

R
ed

u
ct

io
n
 i

n
 t

o
ta

l 
p
ro

b
ab

il
it

y
 o

f 
fa

il
u
re

First dam

Second dam

Figure 5.11: Dam’s probability of failure improvement with the number of overhauled components
(their related variables are adjusted in the Bayesian network).

location. Two Bayesian networks are designed, using SamIam software [159], for the two dams
using similar components but with different probabilities. In the following experiments, the prob-
ability PFW is fixed to zero and the transition probabilities PSS = 0.8, PSW = 0.15, PFS = 0.5,
and ε = 0.1 are assumed to be the same for both dams to neutralize their effect on the results.
However, the first dam is assumed to have a lower initial PWF = 0.37 while the second dam will
have PWF = 0.7, as calculated from their corresponding Bayesian networks. Other parameters
are set as follows: αd1 = $26, αd2 = $20, P1 = 120 MW/h, P2 = 150 MW/h, n1 = 30 hours,
n2 = 20 hours, αR = $33, αf1 = $40, and αf2 = $46. αf2 is assumed to be higher than αf1
as P2 is assumed to be higher than P1, so the failure of the second dam will have a larger effect
on increasing the prices of power. In what follows, MATLAB is used to implement our dynamic
programming solution and SamIam is used for the Bayesian network related analysis.

In Figure 5.11, we show how the total probability of failure vF can be reduced by overhauling
each dam’s components. The components are overhauled using the allocated resources in the
order specified by Algorithm 1 then the variables representing these components are adjusted in
the Bayesian network. Note that, when vF decreases, both the resilience γ and the resilience
index θ increase according to (5.11) and (5.13). We can see that the second dam achieves a higher
reduction in the probability of failure vF . This because the second dam has a higher initial PWF , so
the difference between the initial and final PWF is higher resulting in a higher difference in vF . This
difference represents the function Bi(Ri) as in (5.19). Figure 5.11 also corroborates Proposition 2
by clearly showing that the improvement in each dam follows a monotonically increasing concave
sequence.

Figure 5.12 shows the benefit that each dam receives from the allocated resources, evaluated as the
first term of (5.20) before subtracting the cost, which is a function of Bi(Ri). The figure shows
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Figure 5.12: Dam’s benefit and resources cost. The intersection represents the range of resources
each dam is willing to accept.

the cost of the resources separately. The intersection between the cost and each dam’s benefit will
represent the range of values [Rimin , Rimax ] that each dam i is willing to accept. Any additional
resource beyond Rimax will yield a negative dam’s utility as the cost will be higher than the dam’s
benefit. The range can be seen from Figure 5.12 to be [0, 13] and [0, 15] for the first and second
dams, respectively. The first dam has a smaller range as its utility is lower than the second dam,
starting at 12 units of resources. This utility is lower as the first dam has a smaller power production
P1 and a higher initial resilience index that causes the changes in B1(R1) to be small.

In Figure 5.13, we show the utilities of the dams as given by (5.20). We can see that both dams
have nonnegative utilities only in the ranges discussed before, i.e., [0, 13] for the first dam and
[0, 15] for the second dam. Figure 5.13 also shows that both utilities are concave and each has a
maximum value at a certain amount of resources. The first dam has its maximum utility when it
uses 7 units of resources, while the second dam can achieve its maximum at 9 units of resources.
These values represent the maximum distance between the benefit and the cost in Figure 5.12. Note
that, according to the proposed framework, the owners of the dams are willing to accept resources
in their feasible ranges regardless of their maximum utility. This is because the extra resources will
help improve their resilience.

In Figure 5.14, we show the principal’s utility calculated for each dam. Figure 5.14 shows two
curves: one for each dam where the second curve is plotted upside down. The horizontal axes
show the amount of resources allocated to each dam, while the remaining resources are allocated
to the other dam. Therefore, the principal’s total utility, at each allocation, is the summation of
the values from the two curves corresponding to this allocation. Figure 5.14 corroborates the
result of Lemma 4 where we showed that the principal’s utility calculated for each dam separately
represents a monotonically increasing convex sequence. From Figure 5.14, we can see that the
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Figure 5.13: Dam’s utilities relation with the number of allocated resources.
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Figure 5.14: The principal’s utility for each individual dam with respect to the number of the
allocated resources to this dam.

principal achieves a higher utility by allocating resources to the first dam. This stems from the
fact that the first dam has a lower power production P1 and a higher initial resilience, i.e., lower
B1(R1). Figure 5.14 also has two solid vertical lines, each of which representing the maximum
number of resources Rimax for a dam. Any allocation of resources beyond these lines will no longer
be feasible as it yields negative dams’ utilities. The lines correspond to the maximum resources
in the feasible range for each dam (13 for the first dam and 15 for the second dam). The optimal
allocation in this case is to allocate 13 units of resources to the first dam and 7 units of resources
to the second dam.
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Figure 5.15: Resilience Index for each dam as a relation in the amount of allocated resources to
each dam.

In Figure 5.15, we show the resilience index as a function of the amount of resource allocated to
each dam. The horizontal axis shows the resources allocated to each dam separately. The two
curves show the possible resilience index improvements for both dams. Figure 5.15 shows that
the first dam has a higher initial resilience index, however, theoretically, both dams can reach their
maximum resilience index. The values of the resilience indices for both dams, achieved at the
optimal resource allocation, are marked with black squares. From Figure 5.15, we can see that the
first dam’s resilience index at the optimal allocation equals 0.85, while the second dam achieves
a resilience index of 0.5. This is due to the fact that the first dam has a higher initial resilience
index and it is allocated more resources. Figure 5.15 shows that the first dam achieves about 70%
increase over its initial resilience index, while the second dam achieves about 50% increase over
its initial resilience index. This makes the average increase of the resilience index in the system
about 60%.

We next study the effect of varying the reward that the principal charges for a unit of resources on
the optimal solution. We apply the same parameters as the previous experiments but the reward
per resources is now varied from $100 to $800.

Figure 5.16 shows the principal’s utility when applying the proposed allocation, its utility when
allocating resources to only one of the dams, and when using the greedy algorithm to allocate
the resources. We see that the principal can achieve its highest utility at the value of $700 per
a resources unit, when using the proposed allocation. On the other hand, the value of $100 is
shown not to be enough for the principal to achieve a positive utility. The values in the range
[$200− $400] yield a negative utility for the second dam, therefore the optimal allocation is to
allocate the maximum amount to the first dam. In the range [$400− $700], both dams can achieve
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Figure 5.16: Principal’s utility as a relation in the reward charged per unit of resources.

positive utilities and, hence, the solution involves both dams in the process of resources allocation.
At the value of $800, the first dam will achieve negative utility so resources are allocated to the
second dam only, i.e., its maximum allowed value. It can also be seen that the greedy algorithm
coincides with the maximum of single dam allocations (first dam only and second dam only). This
is because the greedy algorithm tries to achieve the maximum benefit from each unit of resources,
so it allocates each unit to either the first or the second dam whether achieves a higher utility for
the principal.

From Figure 5.16, we can also see that the principal can achieve a higher utility if it allocated all the
resources to the first dam for reward values of $400 and $500. This is because the proposed solution
is primarily centered around improving the resilience index and not maximizing the principal’s
reward. Hence, it allocates all of the available resources, as long as the principal achieves a positive
utility. From Figure 5.16, we can see that the proposed solution allocates 18 and 12 to the first
dam for the reward values of $400 and $500, respectively. The remaining resources, i.e., 2 and
8 respectively are allocated to the second dam although they caused the principal’s utility to be
lower.

In Figure 5.17, for comparison purposes, we introduce a slight modification to our dynamic pro-
gramming procedure to find the optimized solution from the rewards point of view. The main
difference between the reward-optimized allocation and our original proposed allocation is that
the principal does not have to allocate all the available resources. Instead, the principal allocates
resources up to the limit that keeps its utility increasing. For instance, at a reward value of $400,
the reward-optimized allocation assigns 18 units of resources to the first dam and nothing to the
second dam, compared to 18 and 2 in the original proposed allocation. This helps the principal to
achieve a higher utility at $400 and $500 as shown in Figure 5.17. This reward-optimized solution
coincides with the first dam’s single allocation in Figure 5.16 for the same rewards range.
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Figure 5.17: Principal’s utility under the proposed allocation and the introduced reward-optimized
allocation.
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Figure 5.18: Average resilience index under the proposed allocation and the introduced reward-
optimized allocation.

The extra reward achieved using the reward-optimized allocation comes at the cost of the dams’
resilience. Figure 5.18 shows the average resilience index for both dams when using the two
allocations. We see that at reward values of $400 and $500, the average resilience index of the
reward-optimized allocation is 3% and 13% less than our proposed allocation, respectively. This is
because less resources are used and, hence, dams can achieve less resilience improvement.

Next, we show the average resilience index multiplied by the principal’s utility to show the com-
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Figure 5.19: The average resilience utility for the principal with the rewards value.

bined effect of both, we call this the average resilience utility for the principal. Figure 5.19 shows
that the gap between the proposed allocation and the reward-optimized allocation is smaller than
the case of comparing just the utilities. This happens as the proposed mechanism allocates all
the available resources which helps increase dams’ resilience indices and hence the average. In the
reward-optimized allocation, some resources are not allocated if they will cause the principal’s util-
ity to go lower, hence, dams achieve lower resilience indices and the average will be lower. From
Figure 5.19, we can see that the reward-optimized allocation slightly outperforms the proposed-
allocation in the average resilience utility only at the value of $400. It is slightly lower at the value
of $500 and coincides with the proposed allocation at all the other values. It is also clear from
Figure 5.19 that our proposed allocation outperforms allocating resources using the greedy algo-
rithm in terms of the combined effect of principal’s reward and dams’ resilience. In particular, for
the reward values of $600 and $700, the proposed allocation achieves 18% and 68%, respectively,
higher average resilience utility compared to the greedy algorithm.

Finally, to shed more light on the effect of different transition probabilities in (5.8) on the resilience
index values, we consider the case in which both dams have low probabilities for remaining in
the success state and, hence, high probabilities of transitioning to a warning or a failure state.
Figure 5.20 shows the average resilience index when the transition probabilities become PSS =
0.3, PSW = 0.3, and PSF = 0.4. These numbers are chosen to represent dams that are not well-
maintained and, hence, are more prone to failures than the dams in Figure 5.18. We can see in
Figure 5.20 that the average resilience index is higher than that in Figure 5.18 because the dams
have high initial probabilities of being in a warning state, thus their initial resilience indices are
higher than that in 5.18. We can also see from Figure 5.20, that the proposed allocation achieves
higher resilience indices compared to the reward optimized allocation especially at the values of
$400 and $600 − $800. This is because, at these values, the reward optimized allocation does not
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Figure 5.20: The average resilience index for the principal with the rewards value (low transition
probabilities

use all of the available resources as this will reduce the principal’s utility.

Here, we note that finding the solution of the reward-optimized allocation increases the complexity
of the dynamic programming optimization problem to O

(
N · (Rmax − Rmin)

N
)

as the principal
needs to check all partial resource allocations. This significantly increases the solution space and
the time needed to reach the optimal solution. Moreover, this allocation will achieve a lower
average improvement in the resilience index as less resources are allocated. Note that, the last
constraint in (5.22) needs to be relaxed to

∑N
i=1Ri ≤ R to allow for partial allocations. Given the

complexity of the reward-optimized allocation and the limited improvement it can achieve over
our proposed allocation, the proposed allocation will be superior in allocating the resources to a
system of multiple dams.

5.6 Summary

In this chapter, we have proposed a novel framework to study and optimize the resilience of CIs.
A novel resilience index has been introduced that is derived from a Markov chain representing the
infrastructure’s performance state. The state is defined to be either success, warning, or failure.
The framework focuses on the effect of the probability of transition from warning to failure on the
resilience index. We have then proposed a Bayesian network to model the infrastructure’s physical
components and their effect on the resilience index. To prioritize the infrastructure’s components
in the resilience improvement process, we have introduced a Bayesian network algorithm that cap-
tures the effect of each component on the infrastructure’s probability of failure. We have evaluated
the proposed framework in a case study of hydropower dams. We have defined a problem of al-
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locating resources to a system of multiple CIs and studied it within the context of the case study.
The problem is modeled using contract theory in which a system operator wants to maximize the
economic benefit from allocating the resources to CIs. Dynamic programming optimization has
been used to derive the optimal solution for the problem of resource allocation. Results have shown
that the proposed framework outperforms other allocation methods both in the economic reward
for the system operator as well as the average resilience utility.



Chapter 6

Contract-Theoretic Resource Allocation for
Critical Infrastructure Protection

6.1 Background, Related Works, and Contributions

As previously discussed in Section 1.5.5, the problem of resource allocation within multiple CIs
will be discussed for the asymmetric information case. We discuss one main challenge in CI pro-
tection (CIP) is when the system operator does not have enough information of the CIs and it has
only a limited amount of resources, such as personnel or even cyber resources, that can be used
for CIP. Under such resource constraints and given the complex nature of CIs, it is imperative to
develop practical resource management mechanisms that can optimally allocate such resources,
given the criticality levels and vulnerabilities of the various CIs. Such resource deployment strate-
gies are particularly critical for protecting CIs that are based in foreign countries or remote sites.
In such scenarios, a system operator who want to protect local and foreign CIs will often own a
control center (CC) that is responsible for monitoring these CIs and distributing resources among
them. One major challenge for resource deployment here, is the fact that the CIs are often owned
by different entities that consider their own CIs to be the most critical. Indeed, every CI owner will
report to the CC that its own infrastructure is the most vulnerable and most critical. Determining
real levels of vulnerability and criticality of each individual infrastructure is very challenging for
the CC. However, intuitively, the CC should design a proper mechanism to allocate resources based
on the vulnerability and criticality levels of each CI. For example, highly vulnerable CIs should
get higher resources than less vulnerable ones. Similarly, highly critical CIs must be properly pri-
oritized in the CIP process. However, as each CI will attempt to get as much resources as possible
by claiming that it is the most vulnerable or critical, the CC may not be able to properly distribute
its limited resources.

The problem of resource allocation for CIP has been studied in recent works such as [160] and
[161]. The work in [160] studied an optimal resource allocation scenario in which resources were
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allocated to CIs depending on the likelihood of these CIs to be attacked according to their valua-
tion on possible attackers. The authors in [161] studied the problem of allocating resources where
resources were supposed to protect an area and the objective was to maximize the area protected
by these resources. Despite their importance, these existing works did not address the problem
of asymmetric information in resource allocation which was first studied in [162]. The problem
discussed in [162] cannot be generalized to a large-scale CIP system as it addresses an isolated
problem and it does not take into account the impact of information availability on resource allo-
cation.

In contrast to these works, here, we propose a contract-theoretic model to allocate resources for CIP
under asymmetric information. Contract theory is a powerful framework from microeconomics
that provides a useful set of tools for modeling mechanisms under information asymmetry [139].
The key idea is that the CC should offer right contracts to CIs so that they have the incentive
to truthfully reveal their information. In our model, the CC is seen as the principal that offers
contracts to agents which are the CIs. While contract theory has been studied in the context of
wireless networks [163, 164], such works do not apply directly to CIP and their results cannot be
generalized for accounting for criticality and vulnerability levels of the CIs.

The main contribution of this chapter is to propose a resource allocation mechanism for CIP that
can optimally allocate resources between a number of CIs without knowing their exact types. The
problem is formulated using a contract-theoretic model in which the CC calculates the amount of
resources that will be given to each CI and offer contracts to CIs with these values and the rewards
they should reciprocate. In particular, we proposed a novel approach to define a CI by accounting
for two different CI types according to the vulnerability and criticality levels. Both types are used
in the process of resource allocation and the criticality level is also used to prioritize CIs that will
be protected. For the formulated problem, we analyzed the necessary and sufficient conditions for
deriving the optimal contracts. We studied the optimal contract and we proved that the problem
has an optimal solution for the case of two CIs. The model was also shown to motivate each CI
to reveal its actual type and accept the contract designed for its type, therefore allowing resource
allocation in the absence of exact information at the CC on the criticality and vulnerability levels
of the CIs. Simulation results show that the proposed approach will yield a higher CC utility when
compared with a baseline resource allocation algorithm.

The rest of the chapter is organized as follows. Section 6.2 provides the system model and defines
the vulnerability and criticality levels of the CIs. In Section 6.3, the problem is formulated as a
contract-theoretic mechanism and several properties are derived and analyzed. Simulation results
are discussed in Section 6.4. Finally, conclusions are drawn in Section 6.5.

6.2 System Model and Problem Formulation

We consider a system in which one control center (CC), that can represent a government agency is
interested in sending missions to secure N CIs in a set N that can be owned by different entities



AbdelRahman Eldosouky Chapter 6. Resource Allocation for Critical Infrastructure 118

(e.g., foreign agencies, different department of defense agencies, etc.). The missions are viewed
as resources owned by the CC and that must be allotted to different CIs. Such resources can be
personnel or cyber resources. Each CI has some vulnerable points that need to be protected. As
the number of vulnerable points of a CI increases, the amount of resources needed to protect it
will also increase. Infrastructures are classified into groups according to their vulnerability levels.
The vulnerability level can be represented by an integer number wi where there are M different
levels in the set M and M ≤ N ; thus yielding different M vulnerability levels. Infrastructures are
grouped by an increasing order of vulnerability levels:

w1 < . . . < wi < . . . < wM . (6.1)

A higher w implies that the CI has a higher vulnerability level. The CC does not have exact
information on the individual wi of every CI i. Instead, the CC can know with which probability a
certain CI can belong to a certain w type . Therefore, we let pi,wj

be the probability with which CI
i belongs to a certain type wj .

Each CI has also a criticality level that can be represented by a number θi where there are different
K levels in the set K and K ≤ N . Thus there exists K criticality levels to which various CIs can
belong. The criticality level is determined by factors such as the service performed by this CI and
its relation to other CIs. The CIs are grouped by an increasing order of criticality levels:

θ1 < . . . < θi < . . . < θK . (6.2)

A higher θ implies that the CI has a higher criticality level and thus it is more critical for the CC
to protect it. Similar to the vulnerability levels here, we assume that the CC does not have exact
information on the individual θi of CI i. Instead, the CC can only know with which probability a
certain CI can belong to θ type . Therefore, we let qi,θj be the probability with which CI i belongs
to a certain type θj . The criticality level is used mainly to help the CC decide which CIs will be
protected in case not enough resources are available for all CIs.

The values ofw and θ are selected in a way that makes the resource allocation depends primarily on
the vulnerability level. The criticality level affects the resource allocation but without superseding
the vulnerability level, i.e., the criticality level will help the CI to get more resources than a less
critical infrastructure but not more than a highly vulnerable one. Therefore, the values of θ when
combined with w; should satisfy the following property:

θK · wi ≤ θ1 · wi+1,∀i = 1, . . . ,M − 1. (6.3)

In this case, θ can be seen as a sub-type under w type in the process of allocation, although they
are really independent.

To address the resource allocation problem, we explore the analogy between allocating resources
to CIs and forming contractual agreements between firms and employees. We propose to use
contract theory – a powerful framework from microeconomics [139, 165], that allows to analyze
the process of creating contracts between firms and employees. Here, we note that, although some
recent works [163,164] have looked at contract theory for wireless communication; however, these
works do not handle the challenges of CI resource allocation.
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We cast the CIP problem as a contractual situation with asymmetric hidden information between a
firm, here being the CC, and a number of employees, here being the N CIs (or their owners). The
asymmetric hidden information property stems from the fact that the CC does not know the exact
vulnerability and criticality levels of every CI. To overcome this information asymmetry, the CC
must properly specify a contract defined as a pair (T,R(T )) where T is the amount of resources
allocated to the CI, which can be viewed as the reward/payment made by the firm to the employee
and R is the reward that the CC reaps when protecting this CI. We will assume in this model that
the reward is an increasing linear function in resources T that takes the formRi(T ) = riT where ri
is determined by the vulnerability type wi such that ri is higher with higher w’s. This implies that,
for a higher vulnerability level, the CI is required to pay a higher reward than a less vulnerable one,
if they take the same amount of resources. Actually, this reward function design is very important
in order for the contract to be binding. By using this design, the CI that claims that has a higher
vulnerability level to get more resources than it needs, will be required to pay a higher reward
for the needed resources. The signing of a contract between the CC and a certain CI is thus an
agreement by the CC to send certain resources to protect the CI which in return will pay a reward
R to the CC.

In this system, instead of offering the same contract to all of the CIs and wasting resources, the
CC will attempt to offer different contract bundles that are designed in accordance with different
types of w and θ for the available CIs. For the CC, when it decides to protect a certain CI of type i,
its utility function can simply be defined as the difference between reward and resources allocated
multiplied by the CI type, i.e.,

UCC,i(Ti) = θiwi(Ri(Ti)− Ti). (6.4)

Since there are M types of CIs according to type w with probability pi,wj
and K types according

to θ with probability qi,θj , the total utility of the CC can be given by:

UCC(T ) =
∑
i∈N

(∑
k∈K

qi,θk · θk
)(∑

j∈M

pi,wj
· wj · (Rj(Ti)− Ti)

)
. (6.5)

From the CI side, the utility function of a certain CI i ∈ N :

Ui(Ti) = θiwiV (Ti)− βRi(Ti), (6.6)

where β is a positive unit cost parameter that is less than 1 and V (Ti) is the evaluation function
regarding the rewards (how much does this CI value the resources allocated) which is a strictly
increasing function of T that takes the form V (Ti) = vTi where v is the numerical value for the
evaluation function. Here, we assume that, to reward the CC, the CI has to pay some cost, such as
a negotiation or implementation cost. The contract offered by the CC needs to be feasible for the
CI, i.e., it needs to be persuading for the CI to accept. To this end, next, we discuss the conditions
for the feasibility of a contract in the studied model.
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6.2.1 Feasibility of a Contract

To ensure that both CC and CI owners have an incentive to work together for CIP, the contracts
represented by the pairs (Ti, Ri(Ti)) must satisfy two key properties:

1. Individual Rationality (IR): The contract that an infrastructure selects should guarantee that
the utility of this infrastructure is nonnegative, i.e.,

Ui = θiwiV (Ti)− βRi(Ti) ≥ 0, i ∈ N . (6.7)

2. Incentive Compatibility (IC): Each infrastructure must always prefer the contract designed
for its type, over all other contracts, i.e., ∀i, j ∈ N , i 6= j:

θiwiV (Ti)− βRi(Ti) ≥ θiwiV (Tj)− βRj(Tj). (6.8)

The IR constraint ensures that, when a CI signs a certain contract, the received reward must com-
pensate the effort that the CI owner has exerted for the CC. The IC constraint allows to overcome
the information asymmetry as it allows to satisfy the revelation principle [139]: A certain CI of
type i will always prefer the contract (Ti, Ri(Ti)) that the CC designed for its type over all other
possible contracts. In other words, a CI i receives the maximum utility when selecting the contract
designed for its own type and, thus, this CI will have an incentive to reveal its true vulnerability
and criticality levels. A contract is therefore said to be feasible if both IR and IC are satisfied. We
can state the following lemma from the previous conditions:

Lemma 5. For any feasible contract (T,R); Ti > Tj if and only if wi > wj .

Proof. We prove this lemma by using the IC constraint. we have:

θiwiV (Ti)− βRi(Ti) > θiwiV (Tj)− βRj(Tj),

θjwjV (Tj)− βRj(Tj) > θjwjV (Ti)− βRi(Ti).

By adding the two inequalities, we get:

θiwiV (Ti) + θjwjV (Tj) > θiwiV (Tj) + θjwjV (Ti),

θiV (Ti)− θjwjV (Ti) > θiwiV (Tj)− θjwjV (Tj),

V (Ti)(θiwi − θjwj) > V (Tj)(θiwi − θjwj).

Since wi > wj and this implies that θiwi > θjwj , we obtain V (Ti) > V (Tj). By definition,
we know that V (T ) is an increasing function of T , and therefore, since V (Ti) > V (Tj) we have
Ti > Tj .



AbdelRahman Eldosouky Chapter 6. Resource Allocation for Critical Infrastructure 121

Lemma 5 simply proves that the CC must provide more resources to the CI with higher number
of vulnerability points, i.e., the one that belongs to a higher w type. This essentially corroborates
mathematically our intuition that more resources must be dedicated to more vulnerable CI. Using
this lemma, we can state the following monotonicity property:

Ti ≤ Tj if wi < wj,∀i, j ∈ N . (6.9)

Another lemma that can be derived from the IR and IC constraints pertains to the utility of the CI:

Lemma 6. For any feasible contract (T,R(T )), the utility of each infrastructure must satisfy:

Ui(Ti) ≥ Uj(Tj) if wi > wj ,∀i, j ∈ N . (6.10)

Proof. This result can be shown as follows. We know that an infrastructure which asks for more
resources should provide larger rewards to the CC, i.e., if wi > wj then Ti > Tj and also Ri > Rj .
Then, if wi > wj , we have:

Ui(Ti) = θiwiV (Ti)− βRi(Ti) > θiwiV (Tj)− βRj(Tj)

> θjwjV (Tj)−Rj(Tj) = Uj(Tj).

Thus, a CI with a higher vulnerability level will receive more utility than one with a lower vul-
nerability level. From the IC constraint and the two shown lemmas, we can easily deduce the
following. If a higher type CI selects a contract designed for a lower type, the less received re-
sources will jeopardize this CI’s utility. Moreover, if a lower type CI selects a contract intended
for a higher type, the gain in terms of resources acquired cannot compensate the cost that this CI
must reciprocate to the CC. A CI can thus receive its maximum utility if and only if it selects the
contract that can best fit its type.

Finally two more constraints must be imposed. First, the CC should take into account that the
summation of all allocated resources should be equal to the maximum resources available at the
control center:

∑
i∈N

Ti = Tmax.

Second, that every CI should get sufficient amount of resources to overcome its vulnerable points.
That means every type wi should be associated with a minimum amount of resources. Therefore,
each CI will have a minimum required resources according to its w type. This can be expressed as:
Ti ≥ Ti,min.

6.3 Optimal Contracts

In this section, we first investigate how the CC can actually find its optimal contracts. In essence,
given the hidden information, the only information available at the CC is pi,wj

and qi,θj . The goal
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of the CC is to design contracts that allow it to maximize the use of its resources and, thus, to
maximize its utility by solving the following optimization problem:

max
T

∑
i∈N

(∑
k∈K

qi,θk · θk
)(∑

j∈M

pi,wj
· wj · (Rj(Ti)− Ti)

)
, (6.11)

s.t. θiwiV (Ti)− βRi(Ti) ≥ 0, i ∈ N ,

θiwiV (Ti)− βRi(Ti) ≥ θiwiV (Tj)− βRj(Tj), i 6= j,

Ti ≥ Ti,min,∑
i∈N

Ti = Tmax.

The problem contains a large number of constraints. For instance, the IC constraints correspond to
N(N − 1) equations. To overcome this, next, we develop a way to relax the problem and reduce
the number of constraints to get a more simple problem that could be solved. The problem can be
relaxed using a technique inspired from the work in [165].

6.3.1 Relaxed Problem

The incentive compatibility must to be relaxed because for every one of the CIs we need to define
N − 1 conditions. Therefore, we will now study the local IC constraints, which are, the downward
local IC (DLIC) which corresponds to the relation between CIs i and i − 1. The other local IC is
the upward local IC (ULIC) which corresponds to the relation between CIs i and i + 1. We can
now prove the following:

Theorem 5. With the IR satisfied, the local incentive constraints

θiwiV (Ti)− βRi(Ti) ≥ θiwiV (Ti−1)− βRi−1(Ti−1), (6.12)

θiwiV (Ti)− βRi(Ti) ≥ θiwiV (Ti+1)− βRi+1(Ti+1). (6.13)

for all i ∈ N are sufficient for global incentive compatibility.

Proof. Note (6.12) is called DLIC(i) and (6.13) is called ULIC(i). We begin by expressing
DLIC(i) and DLIC(i− 1) as follows:

θiwiV (Ti)− θiwiV (Ti−1) ≥ β(Ri(Ti)−Ri−1(Ti−1)),

θi−1wi−1V (Ti−1)− θi−1wi−1V (Ti−2) ≥
β(Ri−1(Ti−1)−Ri−2(Ti−2)).

Then by adding DLIC(i) and DLIC(i− 1) we get:

θiwiV (Ti)− θiwiV (Ti−1) + θi−1wi−1V (Ti−1)
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−θi−1wi−1V (Ti−2) ≥ β(Ri(Ti)−Ri−2(Ti−2)).

and as θi−1wi−1 ≤ θiwi we can replace it in the previous equation to yield:

θiwiV (Ti)− θiwiV (Ti−2) ≥ β(Ri(Ti)−Ri−2(Ti−1)). (6.14)

However, (6.14) is the IC constraint for CIs i and i − 2 which can be written as IC(i, i − 2).
This means that DLIC(i) and DLIC(i − 1) imply IC(i, i − 2). With the same principle we can
show that IC(i, i − 1) and DLIC(i − 2) imply IC(i, i − 3), etc. Therefore, starting at i = N
and proceeding inductively downward until i = 2, DLIC(i) implies that IC(i, j) holds for all
i ≥ j. A similar argument in the reverse direction establishes that ULIC(i) implies IC(i, j) for
i ≤ j.

We can also reduce the IR constraints. There are a total of N IR constraints must be satisfied.
Assume, without loss of generality, that the CI 1 is from type w1. By using the IC constraints and
the IR constraint of the first CI, referred to by IR(1), we have:

θiwiV (Ti)− βRi(Ti) ≥ θiwiV (T1)− βR1(T1)

≥ θ1w1V (T1)−R1(T1) ≥ 0. (6.15)

Thus, if the first IR constraint of w type-1 user is satisfied, all the other IR constraints will auto-
matically hold. Therefore, we only need to keep the first IR constraints and reduce the others.

After reducing the constraints, we have a new problem which is the same as the problem in equation
(6.11) but with the new relaxed constraints in equations (6.12) and (6.15) instead of the complete
IR and IC constraints.

Note that design parameters such as the reward function R, θ, w, and β should be adjusted by the
CC to ensure that IR(1) is satisfied.

6.3.2 Solution of the Relaxed Problem

To solve the relaxed problem, we first observe that there are now only 2N inequality constraints
and one equality constraint. We can use Lagrangian analysis along with KKT conditions to solve
the problem. The Lagrangian of the problem is:

L(T, λ, µ) =
∑
i∈N

(∑
k∈K

qi,θkθk

)(∑
j∈M

pi,wj
wj(Rj(Ti)− Ti)

)
+

N∑
i=2

µi

(
θiwiV (Ti)− θiwiV (Ti−1)− βRi(Ti)

+ βRi−1(Ti−1)
)

+ µ1(θ1w1V (T1)− βR1(T1))
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+
N∑
i=1

µN+i(Ti − Ti,min) + λ(Tmax −
N∑
i=1

Ti). (6.16)

We need to solve this Lagrangian with KKT conditions to find all T values along with µ values
and λ. The solution of this problem is not straightforward as the complexity increases with the
number of CIs. Therefore, we will show the solution for only two CIs, to show that the problem
has a feasible solution. For two CIs, the Lagrangian will be:

L(T, λ, µ) = p1,w1w1(r1T1 − T1) + p1,w2w2(r2T1 − T1)
+ p2,w1w1(r1T2 − T2) + p2,w2w2(r2T2 − T2)
+ µ2(θ2w2vT2 − θ2w2vT1 − βr2T2 + βr1T1)

+ µ1(θ1w1vT1 − βr1T1) + µ3(T1 − T1,min)

+ µ4(T2 − T2,min) + λ(Tmax − T1 − T2).

The KKT conditions for this Lagrangian are the relaxed problem constraints along with:

p1,w1w1(r1 − 1) + p1,w2w2(r2 − 1) + µ1(θ1w1v − βr1)
+ µ2(βr1 − θ2w2v) + µ3 − λ = 0.

p2,w1w1(r1 − 1) + p2,w2w2(r2 − 1) + µ2(θ2w2v − βr2)
+ µ4 − λ = 0.

µ1(θ1w1vT1 − βr1T1) = 0.

µ2(θ2w2(vT2 − vT1)− β(r2T2 + r1T1) = 0.

µ3(T1 − T1,min = 0.

µ4(T2 − T2,min = 0.

µ1, µ2, µ3, µ4 ≥ 0.

This problem gives only one optimal solution which is T1 = T1,min and T2 = Tmax − T1. Actually
this solution is only feasible if the following condition is satisfied T1,min + T2,min ≤ Tmax. This
implies that low vulnerability type CI will take its minimum required resources and the rest goes
to the higher type CI. This result is not surprising as it is aligned with contract-theoretic results that
study the contractual situation between a firm and two agencies (of two different types). [139]. For
the case of more than two CIs, the lower type CI will get its lower limit and the rest of resources
will be allocated to higher types according to their probabilities in a way to maximize the CC’s
utility.

6.3.3 Practical Implementation

Beside designing contracts, the CC needs to communicate with CIs, determine which CIs to pro-
tect, and sign contracts with them. We give the actual steps taken by the CC in this regard in
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Algorithm 2: Optimized Contract implementation of CC for Resource Allocation
Input: M ,K , pi,wj

, qi,θj , Tmax, Ti,min
Output: (T,R(T ))
1. CC declares its willingness to protect some infrastructures
2. Receive request from infrastructures willing to be protected
3.Solve the optimal contract for current infrastructures
if The program has a solution, i.e, the avaialble resources are sufficient for all users then

Contracts are ready, proceed to step 4
else

Remove the least critical infrastructure (begin with higher probability)
return to step 3

4. The CC Offers the contracts and waits for feedback
if All infrastructures accepted the offered contracts then

proceed to step 5
else

return to step 3, for any previously excluded infrastructures

5. Sign contracts with infrastructures and allocate resources

Algorithm 2. The CC begins by having the initial information such as the set of vulnerability lev-
els M , the probability pi,wj

of that a CI i will belong to each of the M levels, the set of criticality
levels K and the probability qi,θj of that a CI i will belong to each of the K levels. The CC also
knows the minimum amount of resources required to protect a CI in each of the vulnerability levels
as well as the total amount of available resources. The CC, hence, declares that it will offer re-
sources to protect some CIs and begins to receive requests from CIs that are willing to be protected
and designs optimal contracts for them.

Algorithm 2 shows the importance of the criticality level. When the CC is not able to protect all
the CIs, it will discard some CIs depending on their criticality levels as the CC is more interested
in protecting higher critical CIs. This is done by removing the least critical infrastructures from
the process of designing contracts. However, as the CC only knows the probabilities of criticality
levels, it will remove the one that belongs to the lower criticality level with a higher probability.
The CC repeats this process until there is enough resources for the rest of CIs. When CIs receive
contracts, they will evaluate them and inform the CC whether they are willing to accept a contract,
i.e., receive resources and return reward. If not all CIs accept a contract, the CC will reconsider
any CIs that were excluded due to lack of resources. After this process is finished, the CC will sign
contracts with CIs and allocate resources.
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Figure 6.1: The CC utility in the case of using the proposed contract and the case of equal resource
allocation when fixing Tmax and when increasing Tmax by 30% with every added infrastructure.

6.4 Simulation Results and Analysis

Simulations are used to evaluate the designed mechanism. For our simulations, we choose 3 vul-
nerability levels and 4 criticality levels. The number of available resources is set to 500. The
reward function increases by 3 for each w type. The evaluation function was assumed to be two
times the resources. The lower bounds associated with w types are set to 20, 60, and 100 respec-
tively. First, we check the feasibility of our contract. We assume that all CIs ask for protection and
all of them accept contracts offered by the CC. We calculate the CC’s utility in case of using the
proposed mechanism and in case of allocating resources equally between CIs.

In Figure 6.1, we show the variation in the CC utility as the number of infrastructures increases; the
utility is normalized to the case of equal resource allocation. The figure studies two cases: fixing
the amount of resources for all CIs and increasing the amount of resources each time a CI is added.
When the number of resources is fixed to 500, in Figure 6.1, we can see that, with 3 CIs there is
about 75% increase in the CC utility, relative to equal allocation. When more CIs are added, the
percentage increase in CC utility is between 10% and 20%. This is due to the fact that, when the
number of CIs is small, the CC has more resources than needed and, thus, it will give them to
higher types and to get higher rewards for the same resources. In the second case, the amount of
resources increases by 30% of the original amount each time we add a new CI. The CC utility in
this case keeps increasing as the CC allocates the more available resources to higher types to get
higher rewards.

Next, we add a new vulnerability level with associated lower bound of 140 and we increase the
number of available resources to 650. We have 4 CIs, they are assumed to be within different w
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Figure 6.2: Infrastructures’ utilities in the case of using the proposed contract and the case of equal
resource allocation.

types in ascending order, i.e. CI 1 is within w1 and so on. However, the CC still knows their
probabilities not their actual types. Figure 6.2 shows the utility of CIs in case of using optimal
contracts and in case of equal resource allocation. The figure proves the monotonicity property of
the proposed contract as higher types CIs get higher utilities. We can also see in Figure 6.2 that,
in case of optimal contracts, higher types CIs get higher utilities and lower types CIs get lower
utilities compared to equal resource allocation. However, these lower utilities is not a problem as
these CIs get much more resources than needed for protection.

In Figure 6.3, while maintaining the parameters of Figure 6.2, we show the utility of the infras-
tructure as the contract type varies. Here, we measure the utility of each CI if it used the contract
designed for its type and contracts designed for other types. In Figure 6.3, we can clearly see that it
is better for every CI to use the contract designed for its type as this maximizes its utility. Actually,
CIs can get more resources from choosing higher types contracts but will be required to pay higher
rewards which is reflected in decreasing their utility.

6.5 Summary

In this chapter, we have studied the problem of resource allocation for protecting CIs. We have
formulated the problem using a contract-theoretic model in which a CC offers contracts to a num-
ber of CIs and each one selects its best contract. For each CI, we have defined two different types
that correspond to the vulnerability and the criticality levels. In the model, the CC does not know
these exact levels but only knows with which probability a CI will belong to a certain level. We
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Figure 6.3: The utility of each infrastructure while accepting the contract designed for his type or
other contracts.

have provided the necessary and sufficient conditions for such resource allocation contracts under
asymmetric information. The problem was then relaxed and solved to show that it has an optimal
solution and motivates each CI to accept the contract designed for each type. Simulation results
have shown that this model helps the CC to get higher utility than the case of equal resource allo-
cation. In addition, our results show that each CI will not gain from selecting other contracts as its
utility will not increase.



Chapter 7

Towards Resilient Transportation Networks
against Flooding

7.1 Background and Related Works

Transportation systems are prone to natural disasters such as earthquakes and flooding. Several
approaches studied the problem of restoring the transportation networks after natural disasters,
especially earthquakes, such that minimizing the restoration time and/or cost [166–168]. As earth-
quakes can cause physical damage to roads or bridges, restoration techniques usually focus on
restoring specific roads/bridges, under a limited budget, to achieve the most traffic flow in the
least restoration time. On the other hand, the problem of studying the transportation network in
case of flooding did not get much attention in literature. This is because, the effect of flooding in
most cases is temporary and the problem affects mostly coastal cities not any city like earthquakes.
Coastal cities became more prone to flooding due to the sea level rise in the past few years caused
by global warming [169]. According to [169], more than ninety coastal communities in the United
States are battling unmanageable flooding that threatens people existence in these communities.
For example, in Miami Beach city, the number of flooding occurrences due to rain has increased
by 33% in the past decade and the number of occurrences due to tide has increased by 400% in the
same period [170]. This shows how the problem became chronic in coastal cities.

Recently [171,172] studied the effect of flooding on traffic flow. The authors in [171], proposed to
direct drivers to use alternative routes based on the expected flood severity. The model is mainly
empirical that directs drivers away from roads that are high likely to have low traveling speeds
due to flooding. In [172], introduced the integration of flooding models into traffic simulators to
measure the effect of flooding on planed trips that need to be canceled or rerouted.

In this work, we propose to develop an analytical framework to study and improve the resilience
of transportation systems against flooding in coastal cities. As a first step, we will study how to
improve the total system’s travel time for drivers in case of flooding by partially or totally shifting

129



AbdelRahman Eldosouky Chapter 7. Transportation Networks Resilience 130

lanes between roads direction. Road shifting is typically handled by a system manager representing
the authorities of a city. The system manager plans the shifting procedure by the excessive studying
of the transportation network. Here, we propose to study the transportation network from a macro-
scopic view as it is more suitable for planning purposes. One of the most widely approaches,
in studying the transportation networks, is studying the traffic under equilibrium, also known as
Wardrop equilibrium [173]. Wardrop equilibrium is considered as a game-theoretic equilibrium
where no traveler is welling to unilaterally change its route, and in this case, the travel time will be
equal for all used alternative routes between any origin and destination in the network. We propose
to calculate the travel time after flooding which increases based on the flooding severity and roads’
preparedness. A bi-level problem will then be introduced to optimize the problem of lane shifting
to minimize the traffic flow under flooding while maintaining a fixed budget.

7.2 System Model

We consider a transportation network modeled using a directed graph G = (V ,E ), where E rep-
resents the directed edges or roads and V represents the intersection points which can be sources,
destinations, or intermediate points. Bi-directional roads are modeled as two different edges, an
edge in each direction. We will refer to edges as links in the following.

In this network, the flow-based travel time function for a link a is given by:

ta = ta,0 · (1 + α · ( xa
Ca

)β), (7.1)

where ta,0 is the free flow travel time for link a determined by the maximum speed allowed on
link a, xa is the amount of flow on the link, Ca is the capacity of the link determined by the road
condition and its number of lanes. α and β are two parameters that are typically set to 0.15 and 4
respectively [174].

In case of flooding, water accumulates in the roads making it harder for cars to move with their
regular speeds. Previous studies have shown that both the free flow travel time and the road capac-
ity decrease in case of water accumulation [175]. The authors in [175] showed that the reduction
in the free-flow speed ranges from 2% to 9% based on the rain intensity, while the reduction in
the capacity remains constant and around 10% irregardless of the rain intensity. However, as rain
intensity does not fully capture the flooding effect on roads, a direct relation between accumulated
water depth and free-flow speed is required. Here, we adopt the relation in [1] which represents
the maximum acceptable vehicle velocity that ensures safe control as follows:

v(w) = 0.0009w2 − 0.5529w + 86.9448, (7.2)

where v is the maximum safe velocity and w is the water depth. This function is derived from data
collected from experimental, observational, and modeling studies as shown in Figure7.1 [1]. The
function is derived using curve fitting from all the available data which is believed to provide an
accurate relation between the free-flow speed and water depth.
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Figure 7.1: Relation between rain intensity and vehicles speed [1]

Moreover, as roads differ in their preparedness to flooding, e.g., road level, installed pumps, and
storm drains, floods will have different effects on roads. We model this difference as the effective
flood depth calculated from the actual flood depth as follows:

wf = (1− P ) · w, (7.3)

where w is the actual flood depth from e.g., rain or tides and P is the road preparedness which
depends on how the road (link) is prepared by drainage systems or pumps to withstand flooding.
P works as a reduction factor for the flood depth, where the value P = 0 means the road does not
have any drainage systems and, hence, the value of the effective flood depth will equal the value
of the actual flood depth. On the other hand, the value P = 1 means the drainage system in the
road is effective in removing all the water, and, hence, the effective flood depth will equal zero,
i.e., normal driving conditions will apply.

Flow demands are given between certain origin-destination (O-D) pairs in the network. We con-
sider all the possible paths between every (O-D) pair. At equilibrium, all different used paths
between any (O-D) pair, should have the same travel time according to Wardrop equilibrium.
Wardrop equilibrium is calculated as follows for the network:

min Z(x) =
∑
a

∫ xa

0

ta(w)dw (7.4)

s.t.
∑
k

f rsk = qrs, ∀r, s

f rsk ≥ 0 ∀k, r, s

where xa =
∑
r

∑
s

∑
k

f rsk δ
rs
a,k ∀a,
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where f rsk is the flow on path k that belongs to the (O-D) pair (r, s), qrs is the total demand between
(O-D) pair (r, s). The first constraint is called the flow reservation rule as it ensures that the amount
of flow on all paths between any (O-D) pair equals the total flow demand between this pair. The
second constraint, is the non-negativity as there is no negative flow. Finally, δrsa,k is an indicator that
equals 1 if the link a is part of the path k between the (0-D) pair (r, s), and 0 otherwise.

The solution to (7.4), gives the equilibrium flow assignment for each path int the network. The
amount of flow on each link is the summation of the flow of all the paths this link is part of.
The travel time of each link can then be calculated from (7.2) by substituting the optimal flow
assignment. Finally, the total system’s travel time is the time between each (O-D) pair multiplied
by the total flow on this path.

We model the problem as a bi-level optimization. In the upper level, the system manager optimizes
the road shift based on the cost in the traffic assignment problem as follows:

min Z(π) =
∑
a

xata(xa, πa) (7.5)

s.t.
∑
a

ca(πa) ≤ B,

where πa is the capacity shift in link a, ca(πa) is the shift cost in link a, and B is the total budget.

This solution to the upper-level problem gives the optimal change in links direction that can achieve
the minimum possible travel time. The proposed approach works as follows: links that share the
same road but opposite directions are coupled together. A capacity shift can occur between coupled
links which is either full or partial shift. In full shift, both links are assumed to have the same
direction, which means the capacity of one link is transferred to the other link. This is proposed to
occur in practical situations by declaring any road as a one-way road in times of flooding. In partial
shift, a fixed number of lanes from one direction are assumed to serve as the opposite direction.
This means partial capacity from one direction is transferred to the other direction. In practical,
this can occur by using temporary separators between lanes and signals to indicate the change.

In the lower level, the problem in (7.4) is solved for the updated free-flow travel time as in (7.1).
The solution procedure starts by solving the lower level to calculate the optimal traffic flow, which
is then used in the upper level to calculate the capacity shift vector. The capacity shift vector
is plugged in the lower-level again to calculate the updated flow. The process repeats until the
solution of the upper and lower levels converge.

7.3 Preliminary Results

We applied the proposed framework to the network shown in Figure 7.2. This network represent a
small scale transportation just for the sake of applying our mechanism. However, the mechanism
applies to large-scale networks as well. The Link capacities are shown in Figure 7.2. There are two
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Figure 7.2: A sample transportation network to test the proposed framework.
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Figure 7.3: Total System’s travel time.

(O-D) pairs (1, 4) and (3, 4) with the demand values 80 and 60 respectively. Free-flow link travel
times are assumed to be 30, 20, 20, 30, and 30 for links 1 to 5. Same values, in order are given to
links from 6 to 10. The solution of the proposed framework is to shift the whole capacity from link
6 to link 1.

The original total system’s travel times, the travel times after flooding, and after applying the
mechanism are shown in in Figure 7.3, for both travel paths. We can notice that there is an increase
in the system’s travel time on path 2, meanwhile, there is a significant decrease in path 1 travel
time. The average of the two paths is also shown in Figure 7.3, where we can see that there is a
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significant reduction in the system’s travel times due to applying the defense mechanism.



Chapter 8

Environment-Aware Deployment of
Wireless Drones Base Stations with Google
Earth Simulator

8.1 Background, Related Works, and Contributions

As we discussed in Chapter 1, unmanned aerial vehicles (UAVs), or drones have recently attracted
significant attention as a promising approach to enhance wireless communication performance .
When equipped with wireless base station hardware, drones can supplement the coverage provided
by existing cellular infrastructure. The mobility of drones facilitates the creation of line-of-sight
(LoS) links with users, ensuring optimal connection strength. This ability, coupled with the relia-
bility and autonomy of drones, lends UAVs attractive qualities to service providers. In particular,
UAVs are an effective approach in emergency scenarios such as disaster relief, when unplanned
power outages may compound with the increased need for communication, and Internet of Things
(IoT) applications [176], where the quantity and low transmit power of devices may necessitate
closer-ranged wireless communications. Meanwhile, UAVs can also be used to complement exist-
ing terrestrial cellular systems by bringing additional capacity to crowded areas during temporary
events. Furthermore, drones can be deployed to provide necessary wireless connectivity to rural
areas in which the presence of large-scale ground wireless infrastructure is limited.

Simulation is an important challenge in network research, offering a compromise between pre-
cision and speed. Many wireless network simulators currently exist (e.g., see [177] and [178]
and references therein). Among these, only some are suited specifically for the analysis of three-
dimensional, aerial ad hoc networks [179]. These are typically implemented as extensions of the
general network simulators [180], that operate in two dimensions. UAV-enabled networks are
highly dynamic and thus require a proper integration of the movement of UAVs into the simulation
environment. Moreover, analysis of these networks is made more challenging by the uncertainty of
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environmental variables affecting propagation, as well as highly dynamic interference. To account
for these UAV features, many models implement probabilistic expressions based on environment
type, i.e. rural, urban, or dense urban [181]. Thus, the ability to identify obstacles by processing
satellite images has immense value in that simulation can become more deterministic, in proportion
to accuracy of image processing.

While there has be a notable number of works on UAV deployment, the do not consider the poten-
tial use of real geographical information for optimal placement of UAVs. For instance, the work
in [182] optimizes the altitude of a single UAV for maximizing coverage based on a probabilistic
path loss model. Using this model, the authors in [183] studied the coverage maximization prob-
lem with minimum number of drone base stations. In [184], the deployment of an aerial UAV base
station for maximizing sum-rate and power gain in a wireless network is studied. Unlike the prior
studies on the deployment of drones, we will exploit geographical information such as obstacles to
effectively deploy and operate drone-enabled wireless systems.

We chose to implement a simulator in the Google Earth Engine platform because of its readily
available datasets, its image processing tools, and its association with the well-known Google Earth
program. Earth Engine is similar to Google Earth in that users can explore satellite imagery through
an intuitive interface, though Earth Engine is especially suited for analysis and representation of
geospatial data. The simplest way to use Earth Engine is through its built-in JavaScript IDE, which
we use in this project; Python is also supported through an API. The platform is well-suited for our
application because of the image processing potential, allowing us to estimate and refine network
parameters, and the intuitive interface through which users can interact with outputs. More here
about our work. In addition to the datasets considered in this application, Earth Engine integrates
several datasets that are useful for researchers and network planners, including population density
estimates and atmospheric data.

The main contribution of this chapter is a novel simulation framework for environment-aware
deployment of multiple drone bases stations that provide wireless connectivity for ground users.
In particular, by exploiting geographical information extracted from the Google Earth Engine, we
investigate three key UAV deployment scenarios. First, we study the optimal placement of drones
for maximizing the number of covered ground users. In the second scenario, we aim to provide
full coverage for ground users by using a minimum number of drones. Finally, given the load
requirements of users, we analyze the optimal deployment of drones for which the total flight time
of drones needed to service the users is minimized. Simulation results reveal that our proposed
framework yields a significant improvement in the coverage and energy efficiency of the drone-
enabled wireless networks. Moreover, our results show the existence of an optimal number of
drones that maximizes the wireless connectivity.

The rest of this chapter is organized as follows. In Section II, we present the system model the
drone deployment scenarios. In Section III, we describe the feature (i.e, obstacle) extraction
method from Google Earth. Simulation results are presented in Section IV and conclusions are
drawn in Section V.
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8.2 System Model and Drone Deployment Scenarios

Consider a set L of L single-antenna wireless users located within a given geographical area. The
location of a user i ∈ L is given by (xi, yi). In this area, a set M of M quadrotor drones are used
as flying base stations to provide downlink wireless service to ground users, as shown in Figure
8.1. The location of a drone j ∈M is given by vj = (xDj , y

D
j , hj).

Each user i can be served by one drone j that provides the strongest downlink signal-to-interference-
plus-noise-ratio (SINR) for the user such that γij = arg max

j∈M
γij and γij ≥ γth where γij is the SINR

downlink between user i and drone j and γth is threshold SINR required by the user to successfully
have wireless service. Here, the SINR for user i that connects to drone j can be given by:

γij =
ηPjd

−α
ij∑

u∈Iint

ηPud−αu + σ2
, (8.1)

dij =
√

(xi − xDj )2 + (yi − yDj )2 + h2j , (8.2)

where α is the path loss exponent, σ2 is the noise power, η is the path loss constant. dij is the
distance of drone-BS j with a user i. Also, Iint is the set of interfering drone-BSs.

We assume that users have fixed locations and that drones can move to certain locations to service
the users. Our goal is to optimally deploy the drones, i.e., calculate optimal locations to provide
the wireless service in each of the following scenarios.

8.2.1 Maximizing the Number of Covered Users

In the first scenario, our goal is to maximize the number of covered users under limited resources
(available drones). This scenario captures emergency scenarios, e.g., flooding or power outage,
or highly unusual wireless service demand, e.g., a fair or a sports event in a stadium. In such
cases, the goal of using drones is to provide wireless service to the largest possible number of
users. Covering every user in these cases might not be possible due to high data demand that
will require more drones than what is available. Determining the number of drones that can be
used in these scenarios depends on the number of available drones and the expected coverage in
this geographical area. In emergency cases for example, when more than one geographical area
is affected and needs urgent coverage, drones are to be deployed in these areas according to the
percentage of ground users coverage that can be achieved by drones.

In this scenario, the number of users is fixed to L and the number of drones is fixed to M . The
goal is to find the optimal locations of the drones vj, ∀j ∈M to maximize the number of covered
users. Let 1ij be an indicator of whether or not user i is connected to drone j such that:
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Figure 8.1: System model for drones’ deployment.

1ij =

1 if j = arg max
j∈M

γij and γij ≥ γth,

0 if otherwise.
(8.3)

The problem can then be formulated as:

max
L

∑
i∈L

∑
j∈M

1ij (8.4)

s. t.
∑
j∈M

1ij = 1,∀i ∈ L . (8.5)

The constraint in (8.5) guarantees that every user is connected to only one drone.

8.2.2 Full Coverage with a Minimum Number of Drones

In this next scenario, every user needs to be covered using the minimum number of drones. Here,
unlike the previous scenario, we do not assume limited resources. This scenario comes out usually
in public safety and pre-disaster awareness where every user needs to be informed by a disaster
mitigation plan. For example, in pre-disaster evacuation, we need to make sure that every user
is aware of the upcoming danger in a timely-manner. This can help increase the community re-
silience against these type of disasters. Covering every user (i.e., full coverage) can be achieved by
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deploying drones in the targeted geographical area. However, as deploying these drones is usually
costly, we need to ensure full coverage while minimizing the number of drones, and, hence the
cost.

The goal is to calculate the minimum number of drones required to achieve full user coverage to the
L available users. This is achieved by calculating the optimal locations of the drones vj, ∀j ∈M
to achieve full coverage of the users. We use the same indicator 1ij as defined in the previous
scenario. The problem can then be formulated as:

min
M

∑
j∈M

∑
i∈L

1ij (8.6)

s. t.
∑
j∈M

1ij = 1,∀i ∈ L , (8.7)∑
i∈L

1ij = L. (8.8)

The first constraint ensures that every user is connected to only one drone and the second constraint
ensures that all the users are connected to drones.

8.2.3 Minimizing Flight time of Drones in Serving Users

In this third scenario, each user needs to download some data using the wireless service and we
are interested in minimizing the hover time (service time) of the drones to satisfy this data load for
every user. This scenario captures the case in which the consumed energy is of importance as the
drones can only serve for limited time [185]. For example, the case in which the drones are to be
deployed in a geographical area that is far from their source and drones will consume a significant
percentage of their energy in their traveling to the destination. The remaining amount of energy
(that will be used to serve the users) needs to be used in the most effective way possible so as to
satisfy the demand of the users.

Each user, among the L users, is assumed to have a load of data given by βi bits that needs to be
satisfied. A drone j can transmit data to a user i with a rate bij bits/second that depends on γij . The
time spent by a drone j to serve a user i can then be calculated as:

tij =
βi
bij
. (8.9)

The total hover time of a drone j can then be calculated as the summation of the times spent to
serve all the users connected to this drone. Let Nj be the set of all users connected to drone
j, ∀j ∈M . Then, the hover time for a drone j ∈M will be is given by:

tj =
∑
i∈Nj

βi
bij
. (8.10)
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The goal in this third scenario is to find the optimal locations of the drones to minimize the overall
hover time of all drones given that the load of each user needs to be satisfied. The problem can be
formulated as:

min
M

∑
j∈M

∑
i∈Nj

βi
bij

(8.11)

s. t.
∑
j∈M

1ij = 1,∀i ∈ L (8.12)∑
i∈L

1ij = L. (8.13)

The constraints are similar to the previous scenario. In this scenario, when every user is connected
to a drone, then every user will be in a set Nj of a specific drone j such that:⋃

j∈M

Nj = L . (8.14)

Then, the problem formulation of (8.11) will minimize the overall hover time while ensuring that
the total load of users is satisfied.

8.3 Exploiting Earth Engine to Determine Locations of Obsta-
cles

Various building detection algorithms have been developed, with cited precision ranging from
80-90% [186–188]. Accurate algorithms rely on a combination of feature extraction techniques
and machine learning. For our application, we circumvent the time and resources needed to train
such programs by exploiting the “map view” imagery supplied by Google. In this view, satellite
imagery is simplified, wherein features like buildings are identified in the same color. This greatly
facilitates automated building identification, under the assumption that Google’s own identification
techniques are accurate.

To extract building locations from map view, we use edge detection. This is implemented most
readily in Earth Engine through Canny edge detection, a reliable and very common algorithm [189,
190]. Canny detection applies separate filters to detect horizontal, vertical, and diagonal edges, and
computes the gradient magnitude. Finally, non-maximum magnitudes are suppressed, thinning the
detected edges. In general applications of edge detection, image noise must be accounted for
through the application of Gaussian filters; even then, error is expected. However, the simple,
noiseless images provided by map view are ideal candidates for edge detection, and edge detection
yields accurate results.
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To extract lines from this output, we apply the Hough transform to the Canny image [189]. This
step is important to correct imperfections in the Canny output. The Hough transform uses an
accumulator to detect the presence of a line, then implements a voting algorithm to identify its
parameters. Now, we sample and trace each line, noting changes in direction which correspond
to building corners. At this point, we can also manually adjust the locations of any vertex. To
examine the accuracy of this process we outlined buildings on map view and overlaid them onto
the corresponding satellite imagery, shown in Figure 8.2.

Evidently, through this method, buildings are approximated fairly well. Over five test cases, this
process correctly outlined about 95% of each building’s correct area, and falsely identified an
additional 12%. These figures are consistent with the 80-90% accuracy bounds given in the studies
cited above. Additionally, we note that this method tends to overestimate building area. This is
permissible, and possibly preferable, for UAV simulation, in which drones should not be deployed
within a buffer area around buildings, due to the threat of collision. Limitations of geometric
approximation of buildings in this manner include irregular building shapes, specifically ones with
rounded sides. Earth Engine only supports polygons; thus, rounded edges must be represented by
some number of vertices, adding inherent error. Thus, we have shown that for building location
identification, analysis of Google map data is consistent in accuracy with rigorous processing of
satellite imagery, but can be performed at reduced computational cost.

8.4 Simulation Results

For our simulations, we consider a 200 m× 200 m area over which users are randomly distributed.
Users are assumed to be at ground level, at which z = 0. The locations of buildings are known,
defined by their vertices at {V1, V2, ..., VN}, where each vertex consists of an x and y coordinates.
For these simulations, we consider a three-building configuration derived from Figure 2. As we
did not estimate building height during image processing, we model the buildings’ z-coordinates
as random variables, constrained between 10 and 20 meters, heights appropriate for five-story
buildings. Other simulation parameters are listed in Table 1.

To evaluate any arrangement of M drones over NC candidate points,
(
NC

M

)
calculations are re-

quired. As NC correlates directly with simulation precision, and hence a large NC is desirable,
the computational complexity can quickly become infeasible. To circumvent this, the following
heuristic is implemented. We first discretize the target area into some number NC of UAV candi-
date points, where NC is sufficiently small to enable rapid evaluation. We form the binary power
threshold matrix T in which entry (m,n) indicates whether the user at location (xn, yn) receives
above a given power P t

min from candidate point m. Note that we do not yet account for interference,
noise, or line-of-sight; our current goal is to establish starting points for further optimization. We
incrementally place drones at the candidate points is maximized; in other words, at points with the
most potential links.

Now, we further discretize the area around each chosen candidate point. Given {V1, V2, ..., VN},
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Figure 8.2: Results of building identification imposed over satellite imagery.

we calculate whether LoS exists by sampling the line segment connecting user i and each candidate
point and checking whether any sample point lies within the bounds of a building. If so, we intro-
duce an additional attenuation factor, η, to that potential channel. Finally, we consider interference
and noise, and simultaneously solve for the optimal locations of each UAV such that number of
users above a given SINR threshold, γ, is maximized.

Figure 8.3 shows the percentage of covered users as the SINR threshold needed for connectiv-
ity varies (this result corresponds to Scenario A deployment). Clearly, as the SINR threshold or
equivalently the receivers’ sensitivity increases, the coverage performance of drones decreases.
This due to the fact that satisfying a higher SINR requirement is more challenging thus fewer num-
ber of users can be covered by the drones. For instance, when increasing the SINR threshold from
2 dBm to 8 dBm, the number of covered users decreases by 63% in the proposed approach. In
Figure 8.3, we also compare the performance of the proposed deployment approach with a case
in which deployment is done based a probabilistic path loss model. In the probabilistic model, a
drone can have a LoS link to a ground user with a specific probability, which is given by [191]:

PLoS,i = b1

(
180

π
θi − 15

)b2
, (8.15)

where θi is the elevation angle (in radians) between the drone i and a user located at (x, y). Also,
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Figure 8.3: Percentage of covered users versus SINR threshold.

b1 and b2 are constant values which depend on the environment.

As we can see from Figure 8.3, our approach outperforms the probabilistic case. In our approach,
the locations of buildings are known and deterministic as they are obtained from Google Earth
Engine. In the probabilistic case, however, we do not have a complete information about the
buildings. Therefore, by exploiting additional information about the environment, our deployment
approach leads to a higher coverage performance than the probabilistic-based deployment. As
shown in Figure 8.3, the number of covered users can be increased by up to a factor of 2 while
adopting the environment-aware deployment strategy. As an illustrative example, in Figure 8.4,
we show visual output of drone placement, using known building locations.

Figure 8.5 shows the impact of the number of drones on the coverage performance for various
number of users (this result corresponds to Scenario B deployment). Clearly, the coverage perfor-
mance decreases as the number ground users increases. For a higher number of users, it will be
more likely that drone-users communication links become blocked by obstacles. Consequently, the
communication reliability and, hence, the coverage performance degrades. Figure 8.5 also shows
that how the number of covered users varies by changing the number of drones. In this case, there
is a tradeoff in deploying more drone base stations for providing wireless connectivity. By increas-
ing the number of drones, the coverage can be improved as the drones are placed closer the ground
users. However, while using more drones, the aggregated interference increases which reduces
SINR for the users. Therefore, there can be an optimal number of drones for which the coverage is
maximized. For instance, as we can see from Figure 8.5, the optimal number of drones for serving
100 users is 6. This figure allow us to determine the minimum number of drones needed to meet a
certain coverage requirement. For example, here, a full coverage for 50 users can be achieved by
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Figure 8.4: An illustrative figure for drones’ deployment.
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Figure 8.5: Percentage of covered users versus number of drones.

optimally deploying 8 drones over the considered geographical area.

Figure 8.6 shows the total flight time of drones needed for completely servicing the users (this
result corresponds to Scenario C deployment). From this figure, we can see that the flight time of
drones increases by when the number of buildings (i.e., obstacles) increases. With more obstacles
in the environment, drone-to-user communications will experience lower SINR due to the blockage
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Figure 8.6: Total flight time of drones versus number of buildings (i.e., obstacles).

Table 8.1: Simulation parameters.

Parameter Description Value
fc Carrier frequency 2 GHz
Pi Drone transmit power 1 W
No Total noise power spectral density -170 dBm/Hz
N Number of ground users 200
B Bandwidth 1 MHz
b1, b2 Parameters in probabilistic channel model 0.36, 0.21 [182]
β Load per ground user 10 MHz

and shadowing effects. As a result, the transmission rate will decreases and the drones must fly
longer in order to transmit a required amount of data to each user. From Figure 8.6, it can be seen
that the total flight time of drones increases by 45%, in the proposed deployment case, when the
number of buildings increases from 1 to 4. Hence, servicing users located in a harsh environment
requires longer flight time, more energy consumption, and thus using more capable drones.

Here, we compare the performance of our proposed environment-aware deployment approach with
a random deployment case in which drones are randomly deployed over the geographical area. As
we can see from Figure 8.6, the proposed optimal deployment can yield up to a 65% flight time
reduction compared to the random deployment case. Therefore, the proposed approach enhances
energy-efficiency of the considered drone-enabled wireless network.
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8.5 Summary

In this chapter we have investigated environment-aware deployment of drone base stations that
provide wireless connectivity to ground users. To this end, first, we have utilized Google Earth
Engine in or to extract key information about buildings in the considered geographical area. Then,
we have studied the optimal deployment of drones in three practical scenarios. In the first scenario,
we have determined the optimal locations of drones such that the number of covered ground users
is maximized. In the second scenario, we have minimized the number of drones needed to ensure
a full coverage for all users. Finally, we have minimized the flight time of drones required to
completely service the users by satisfying their load requirements. Our results have shown that the
proposed deployment framework significantly enhances the drone wireless system performance
in terms of coverage and energy efficiency. Moreover, our simulation results have demonstrated
existence of an optimal number of drones for which the wireless coverage is maximized.



Chapter 9

Conclusions and Open Problems

In this dissertation, we have identified and addressed a number of key challenges in CPSs security
and in CI resilience with the aim of improving the cyber security and the resilience of critical CPSs.
Towards achieving these goals, we have developed a number of analytical frameworks that cap-
ture different attack models against critical CPSs as well as other models to evaluate and improve
the resilience of CIs. The formulated problems and their proposed solutions covered a number of
CPS application domains. To this end, the developed cyber security solutions addressed various
security problems such as: 1) Developing a defense mechanism to mitigate the effects of GPS
spoofing attacks which can target UAVs with the goal of capturing the attacked UAVs, 2) Devising
a moving target defense mechanism to harden attacker’s mission of revealing the encryption keys
used in a wireless communications, 3) Designing a moving target defense mechanism for m-health
connected IoT devices. In addition, the developed solutions have also addressed CI resilience
problems in different CI categories such as: 1) Developing a general framework for evaluating and
improving the resilience of CIs against internal components failure, 2) Designing a resource allo-
cation framework to improve the resilience of interconnected CIs under complete and incomplete
information scenarios, 3) Formulating a solution approach to mitigate the effects of flooding on
transportation networks, and, hence, improve their resilience, 4) Devising an environment-aware
UAV deployment framework to improve the communication resilience under different disaster
scenarios. In formulating and proposing solutions to the aforementioned problems, a number of
mathematical tools have been used such as game theory, contract theory, dynamic programming,
and optimization techniques.

In this regard, we next present a summary of the research work which have been performed in this
dissertation.

9.1 Summary

Thus far, the main body of our work in this dissertation can be summarized as follows.

147
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9.1.1 Protecting UAVs against GPS spoofing attacks

In Chapter 2, we have proposed a novel framework to analyze the problem of GPS spoofing at-
tacks against UAVs. In particular, we have proposed a mathematical framework to mitigate the
effects of capture attacks via GPS spoofing that target UAVs. We have used systems dynamics to
model the UAVs’ optimal routes towards their real destinations. Then, the effect of a GPS spoofer
on these optimal routes is studied using the same concepts of system dynamics. To this end, we
have mathematically derived the spoofer’s optimal imposed locations on any UAV. These locations
represent the optimal locations that when imposed on a UAV, will cause the UAVs to deviate from
their planned routes towards the spoofer’s desired destinations. At this point, the victim UAV will
not realize that it is under attack. To detect the attacks, we have then proposed a countermeasure
defense mechanism to allow UAVs to determine their real locations in case they are attacked. This
countermeasure is built on the premise of cooperative localization, in which a UAV communicate
with neighboring UAVs to request their locations, measure their relative locations, and then com-
pute its real location. We have, then, formulated a dynamic Stackelberg game problem to allow
the UAVs to better utilize the proposed defense mechanism. In particular, the game is a two-player
game between a GPS spoofer (the attacker) and a drone operator (the defender) that manages a
number of UAVs. Considering the hierarchical architecture of the Stackelberg games, we con-
sidered the drone operator as the leader that determines its strategies first and the spoofer as the
follower that responds by choosing its strategies. We have mathematically derived the Stackelberg
equilibrium strategies, for the formulated game, through a computationally efficient approach that
reduces complexity of the original problem significantly. Results have shown that the proposed
defense mechanism along with the dynamic Stackelberg equilibrium strategies outperform other
strategy selection techniques in terms of reducing the possibility of UAV capture. In particular,
two strategy selection techniques have been examined which are random and deterministic. We
have then examined the effect of the instance drifted distance, update distance, and the average
distances between the real and the attacker’s destinations on the UAVs’ deviation indices and on
the possibility of UAV capture. Simulation results have shown that the UAV update distance has
the most effect on both the deviation indices and UAVs capture possibility.

Limitations: The GPS spoofing model that we proposed in Chapter 2 has the following limitations:

• The velocity of the UAVs was assumed to be constant. This assumption will be valid only if
the wind has a constant direction and speed. However, under dynamic changes in the wind,
the velocity needs to be a function in time. To address this limitation, one can extend the
UAV’s travel model to capture the updated velocity after each time step. In this case, the
time steps of the Stackelberg game will need to be synchronized with the velocity changes,
in order to capture the accurate locations.

• The value of emax is assumed to be constant and its range is determined based on the results
of [104], which depends on using a Kalman filter to detect the spoofing attacks. However,
if the attacker is able to manipulate the output of this Kalman filter, the value of emax will
be time dependent, and, hence, the model needs to be modified to capture this change. To
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capture such a modification, one can extend the proposed Stackelberg game to a stochastic
Stackelberg game in which the value of emax is seen as a time-varying state of the game.

• The proposed defense mechanism requires the presence of four neighboring UAVs. If the
number of neighboring UAVs, at any point of time, is less than four, the mechanism will
fail to determine the real locations. Similarly, if the number of UAVs performing a mission
is less than five, the proposed defense mechanism cannot be used. One approach to over-
come this limitation is by allowing the UAVs to update their locations using the locations of
fixed ground base stations. These ground base stations can send their location updates using
frequencies different from the GPS signals. The defense mechanism will then need to be
updated accordingly to capture these changes.

9.1.2 Single Controller Stochastic Games for Moving Target Defense

In Chapter 3, we have introduced a general framework to model and analyze the use of moving
target defense (MTD) techniques. In particular, we have applied the framework on a cyber security
problem in a wireless network security. The proposed MTD mechanism has been modeled using a
non-zero sum stochastic game theory model. In this formulated problem, the defender was allowed
to control the states transition, solely. Thus, the next state of the game is unilaterally determined
by defender’s actions. This property is supported by the concept of MTD in which the defender
randomizes the system parameters to harden the attacker’s mission and these changes should occur
before the attacker can reveal the system parameters. This property of the system allowed to
formulate the game as a single-controller stochastic game, which was shown in literature to always
have an equilibrium point. To this end, we have provided and analyzed the mathematical model for
deriving such equilibrium point in MTD games. We then provided a novel way to define the cost
of applying MTD techniques in stochastic games which depends on the number of consecutive
changes in system parameters. We have used two different functions to define the cost and have
proved that the game will still have equilibrium when any of these cost functions apply to the
system. Simulation results have shown that this framework can help the defender to get higher
expected utilities in all system state than a baseline case of assigning equal probabilities over
different actions.

9.1.3 Cyber Security of m-Health IoT systems

In Chapter 4, we have proposed a general security mechanism for m- Health IoT systems to protect
users’ information and their psrivacy. The mechanism depends on using secret keys between the
devices and the gateway. This is because of the resource constrained nature of the m-Health IoT
devices used around the patients. The framework also proposed to use public encryption keys be-
tween the (powerful) gateway and the remote locations, to where the data is shard. The framework,
then, uses a MTD mechanism by frequently changing the encryption keys used in the network. The
new keys are calculated locally in the network by encrypting the old keys using other keys known



AbdelRahman Eldosouky Chapter 9. Conclusions and Open Problems 150

as MTD keys which are pre-shared secret keys. Hence, only one key needs to be shared between
the gateway and each device. We have, then, applied this MTD mechanism to a practical system
that uses a light-weight encryption technique, LED. In particular, we have also designed a perfor-
mance improvement technique for LED using bitslicing. To this end, we have formulated a 32-bit
and 64-bit bitslicing implementations for LED. These bitslicing implementations represent the first
32-bit and 64-bit implementations of LED on ARM architecture. The different functions of LED
have been carefully analyzed and equivalent functions have been designed for the custom bistliced
representations. We have used a virtual processor, ARM cortex A-53, to evaluate our bitslicing
implementations, and the results have shown a considerable performance improvement over the
original LED implementation. We have, then, defined a cost for using the modified LED imple-
mentation with the MTD when packets are lost. The cost has been studied through simulations and
the optimal number of packets to be used with the bitslicing implementation, have been derived.
This optimal number ensures that the cost of missing packets to be bounded on the system. Results
have shown that the worst-case cost for applying MTD is bounded by the number of instructions
in the original LED implementation.

9.1.4 Evaluating and Improving Critical Infrastructure Resilience

In Chapter 5, we have proposed a novel framework to study and optimize the resilience of CIs
against internal components failures. In particular, we have introduced a novel resilience index
that is derived from the transition probabilities of a Markov chain representing the infrastructure’s
performance state. The CI state is defined to be either success, warning, or failure. Success rep-
resent the case when a CI is providing its designated service correctly, failure is the inability of
a CI to provide the service, and warning is a newly defined state representing component failures
that did not lead to the CI failure, yet. The resilience index, is then, derived based on the CI prob-
ability of failure on the long run, evaluated based on the transition probability from warning to
failure states. We have then proposed a Bayesian network to model the hierarchical interaction be-
tween the infrastructure’s physical components. The failure probability is then computed from the
Bayesian network and is used on the resilience index calculation. Then, to prioritize the infrastruc-
ture’s components in the resilience improvement process, we have introduced a Bayesian network
algorithm that captures the effect of improving each component on the infrastructure’s probability
of failure. CI’s components have been sorted based on their effect on the probability of failure,
and, this sorting is used to determine the priority of fixing CI’s components. To this end, we have
evaluated the proposed framework in a case study of hydropower dams. Hydropower dams have
been used because they capture both dams as CI and also the power grid (another CI) through the
generated electricity. We have, then, defined a problem of allocating resources to a system of mul-
tiple CIs (hydropower dams) and studied it within the context of the case study. The problem has
been modeled using contract theory in which a system operator wants to maximize the economic
benefit from allocating the resources to multiple hydropower dams. In the formulated problem, the
effects of one hydropower dam failure is used to evaluate its effect on the power grid. Dynamic
programming optimization has been used to derive the optimal solution for the problem of resource
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allocation allowing the operator to achieve the maximum economical benefit from allocating the
resources. Results have shown that the proposed framework outperforms other allocation methods
both in the economic reward for the system operator as well as the average resilience utility of all
hydropower dams in the system.

9.1.5 Resource Allocation for Critical Infrastructure Protection

In Chapter 6, we have extended the problem of resource allocation to the case of asymmetric
information. We have derived the analytical solution of the resource allocation problem in which
the CIs are classified according to their vulnerability and criticality levels. The problem has been
formulated using contract theory and the necessary and sufficient conditions for such resource
allocation, under asymmetric information, have been derived. The problem has been, then, relaxed
and solved to reach the optimal solution.

9.1.6 Transportation Networks Resilience against Flooding

In Chapter 7, we have studied the resilience of transportation networks against flooding. In par-
ticular, we have analyzed the effect of flooding on roads’ capacities and on their free-flow travel
times under different rain intensities. We have, then, proposed a framework to improve the trans-
portation network resilience by reducing the overall system travel time after flooding. Computing
the system travel times has been done through the traffic assignment problem based on the con-
cept of Wardrop equilibrium. To this end, we have proposed to reduce the system travel time by
shifting capacities (available lanes) between same road sides. The problem has been formulated
as bi-level optimization in which the upper level solves for possible capacity shifts and the lower
level provides feedback about users’ travel times.

9.1.7 UAVs Deployment to Improve the Communication Resilience

In Chapter 8, we have proposed an environment-aware deployment framework of drone base sta-
tions that can provide wireless connectivity to ground users. To this end, we have utilized Google
Earth Engine to extract key information about buildings that can affect the line of sight communica-
tions between the users and the drone base stations. We have, then, studied the optimal deployment
of drones in three practical scenarios pertaining to natural-disaster’s situations. Simulation results
have shown that the proposed deployment framework significantly enhances the wireless coverage.
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9.2 Open Problems

Despite the considerable number of studies in CPS security and in CI resilience, yet, there are a
number of new directions that can be explored in both CI resilience and CPS security. As such, a
number of key open problems, including possible extensions to the approaches in this dissertation,
must be investigated as follows:

9.2.1 Deception as an effective Cyber Security Defense

Deceptive defense mechanisms are emerging novel approaches to thwart advanced attacks against
CPSs. One approach is to use signaling [192] where the defender can transmit crafted signals to
cause misconception at the attacker’s side. This can be used for example, to deliver false informa-
tion about the status of the CPS components. Thus, causing the attacker to target less valuable or
honeypot components instead of the critical components. One approach to model deception using
game theory is by using hyper game theory [193]. In hyper games, each player considers its actions
by its belief or view of the game. Thus, the goal of the defender is to use signals to change the
attacker’s view of the game to achieve better outcomes. Another type of games that can be used
is the newly defined Cyber Deception Games [194]. Although solving problems formulated using
this type of games can be NP hard, algorithms can be formulated to find exact solutions of the
game. Finally, we note that the problem of GPS spoofing introduced in Chapter 2 can be extended
to utilize a deception approach. Thus, the defender can change the attacker’s view of the protected
UAVs in order achieve better outcome.

9.2.2 Artificial Intelligence Techniques CPSs Security

As discussed earlier, securing CPSs against cyber attacks is challenging due to the various fac-
tors. Of these factors is the interconnection between different CPSs and between large-scale CPSs
components. As the number of these interconnections increase, mathematical models can become
analytically intractable which compromises the ability of reaching optimal or closed form solu-
tions for the problem under study. Artificial intelligence algorithms such as deep neural networks
or reinforcement learning can thus help CPSs operators to learn the optimal strategies that can
be applied to secure their CPSs. New security algorithms can then be developed, using machine
learning, to better understand the complex interactions within the CPSs which, in turn, will help
CPSs to be more secure against attacks.

9.2.3 Considering Additional Aspects for CI Resilience Evaluation

The problem of modeling CI resilience has been thoroughly addressed in this work. In particular,
Chapter 5 proposes a complete framework for analyzing and improving the resilience of CIs. Yet,
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some additional aspects can be considered in evaluating the resilience as follows:

Temporal aspects One possible extension for this framework is to consider the temporal effect
of fixing CIs components. In this aspect, the physical components within a CI can have different
times to be fixed. Thus, the CI components need to be prioritized based on both their effect on the
CI probability of failure and on the time required to fix them. For example, if a component has
a significant effect on the probability of failure, however, it is not the most affecting component;
on the same time, this component requires less time to be fixed, then, it will be better for the CI
to fix this component to gain a better short-term outcome. Considering the time required to fix
components, the current Bayesian network analysis will not be able to model these changes, and,
hence, a new model and analysis need to be developed.

Different warning states: Another future direction is to study our proposed resilience framework
under multiple “warning” states where each state defines some degree of warning that range from
small warnings to the complete failure.

Risk: Analyzing the notions of risk that can be incorporated in the principal’s utility function, is
another future direction. In particular, one can adopt the tools of behavioral contract theory [195]
that relates the psychological behavior of the agents to their economic actions. Such a behavioral
approach can help better evaluate the principal’s risk in designing contracts for agents that possess
different risk orientation, e.g., risk neutral or risk averse.

9.2.4 Cyber Resilience of Moving Target Defense (MTD)-enabled Critical
Infrastructure

In Chapters 3 and 4, we have discussed the use of moving target defense as a security mechanism
that can help improve the cyber security and, hence, the resilience of CI. The notions of MTD
benefits and costs were also discussed in both chapters. Typically, in MTD, the system can switch
between a number of configurations to increase its security. However, some of these configurations
might cause the system to fail, if they are targeted by an attacker. As a future direction, it might
be interesting to study the resilience of such MTD-enabled CI under certain attacks with the goal
to find the optimum configuration for each CI to switch to, if it fails due to an attack. Choosing
such a configuration is challenging as the CI should minimize the cost of configuration change plus
ensuring longer stability on the new configuration in order to improve its resilience.
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mond, “Flood impacts on road transportation using microscopic traffic modelling tech-
nique,” 2015.

[173] J. G. Wardrop, “Some theoretical aspects of road traffic research.” Proceedings of the insti-
tution of civil engineers, vol. 1, no. 3.

[174] Transportation Research Board, “Highway capacity manual,” National Research Council,
Washington, DC, vol. 113, 2000.

[175] H. Rakha, M. Farzaneh, M. Arafeh, and E. Sterzin, “Inclement weather impacts on freeway
traffic stream behavior,” Transportation Research Record: Journal of the Transportation
Research Board, no. 2071, pp. 8–18, 2008.

[176] M. Mozaffari, W. Saad, M. Bennis, and M. Debbah, “Unmanned aerial vehicle with under-
laid device-to-device communications: Performance and tradeoffs,” IEEE Transactions on
Wireless Communications, vol. 15, no. 6, pp. 3949–3963, June 2016.

[177] A. R. Khan, S. M. Bilal, and M. Othman, “A performance comparison of open source net-
work simulators for wireless networks,” in Proc. of IEEE International Conference on Con-
trol System, Computing and Engineering, Nov. 2012.



168

[178] J. Lessmann, P. Janacik, L. Lachev, and D. Orfanus, “Comparative study of wireless network
simulators,” in Proc. of International Conference on Networking, Apr. 2008.

[179] S. Kang, M. Aldwairi, and K.-I. Kim, “A survey on network simulators in three-dimensional
wireless ad hoc and sensor networks,” International Journal of Distributed Sensor Networks,
vol. 12, no. 10, p. 1550147716664740, 2016.

[180] B. Newton, J. Aikat, and K. Jeffay, “Simulating large-scale airborne networks with ns-3,” in
Proc. of the 2015 Workshop on ns-3. ACM, 2015, pp. 32–39.

[181] M. Mozaffari, W. Saad, M. Bennis, and M. Debbah, “Efficient deployment of multiple
unmanned aerial vehicles for optimal wireless coverage,” IEEE Communications Letters,
vol. 20, no. 8, pp. 1647–1650, Aug. 2016.

[182] A. Al-Hourani, S. Kandeepan, and S. Lardner, “Optimal LAP altitude for maximum cover-
age,” IEEE Wireless Communication Letters, vol. 3, no. 6, pp. 569–572, Dec. 2014.

[183] E. Kalantari, H. Yanikomeroglu, and A. Yongacoglu, “On the number and 3D placement of
drone base stations in wireless cellular networks,” in Proc. of IEEE Vehicular Technology
Conference, 2016.

[184] M. M. Azari, F. Rosas, K. C. Chen, and S. Pollin, “Joint sum-rate and power gain analysis
of an aerial base station,” in Proc. of IEEE GLOBECOM Workshops, Dec. 2016.

[185] M. Mozaffari, W. Saad, M. Bennis, and M. Debbah, “Wireless communication using un-
manned aerial vehicles (UAVs): Optimal transport theory for hover time optimization,”
IEEE Transactions on Wireless Communications, vol. 16, no. 12, pp. 8052–8066, Dec. 2017.

[186] A. Zhang, X. Liu, A. Gros, and T. Tiecke, “Building detection from satellite images on a
global scale,” available online: arxiv.org/abs/1707.08952, 2017.

[187] M. Cote and P. Saeedi, “Automatic rooftop extraction in nadir aerial imagery of suburban
regions using corners and variational level set evolution,” IEEE Transactions on Geoscience
and Remote Sensing, vol. 51, no. 1, pp. 313–328, Jan. 2013.

[188] J. P. Cohen, W. Ding, C. Kuhlman, A. Chen, and L. Di, “Rapid building detection using
machine learning,” Applied Intelligence, vol. 45, no. 2, pp. 443–457, 2016.

[189] J. Canny, “A computational approach to edge detection,” IEEE Transactions on Pattern
Analysis and Machine Intelligence, vol. PAMI-8, no. 6, pp. 679–698, Nov. 1986.

[190] R. O. Duda and P. E. Hart, “Use of the hough transformation to detect lines and curves in
pictures,” Communications of the ACM, vol. 15, no. 1, pp. 11–15, 1972.

[191] A. Hourani, S. Kandeepan, and A. Jamalipour, “Modeling air-to-ground path loss for low
altitude platforms in urban environments,” in Proc. of IEEE Global Communications Con-
ference (GLOBECOM), Austin, TX, USA, Dec. 2014.



169

[192] M. O. Sayin and T. Basar, “Deception-as-defense framework for cyber-physical systems,”
arXiv preprint arXiv:1902.01364, 2019.

[193] M. Wang, K. W. Hipel, and N. M. Fraser, “Modeling misperceptions in games,” Behavioral
Science, vol. 33, no. 3, pp. 207–223, 1988.

[194] A. Schlenker, O. Thakoor, H. Xu, F. Fang, M. Tambe, L. Tran-Thanh, P. Vayanos, and
Y. Vorobeychik, “Deceiving cyber adversaries: A game theoretic approach,” in Proceed-
ings of the 17th International Conference on Autonomous Agents and MultiAgent Systems.
International Foundation for Autonomous Agents and Multiagent Systems, 2018, pp. 892–
900.
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