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ABSTRACT 

The growing adoption of smart manufacturing systems and its related technologies (e.g., embedded sensing, 

internet-of-things, cyber-physical systems, big data analytics, and cloud computing) is promising a 

paradigm shift in the manufacturing industry. Such systems enable extracting and exchanging actionable 

knowledge across the different entities of the manufacturing cyber-physical system and beyond. From a 

quality control perspective, this allows for more opportunities to realize proactive product design; real-time 

process monitoring, diagnosis, prognosis, and control; and better product quality characterization. 

However, a multitude of challenges are arising, with the growing adoption of smart manufacturing, 

including industrial data characterized by increasing volume, velocity, variety, and veracity, as well as the 

security of the manufacturing system in the presence of growing connectivity. Taking advantage of these 

emerging opportunities and tackling the upcoming challenges require creating novel quality control and 

data analytics methods, which not only push the boundaries of the current state-of-the-art research, but 

discover new ways to analyze the data and utilize it. 

One of the key pillars of smart manufacturing systems is real-time automated process monitoring, 

diagnosis, and control methods for process/product anomalies. For machining applications, traditionally, 

deterioration in quality measures may occur due to a variety of assignable causes of variation such as poor 

cutting tool replacement decisions and inappropriate choice cutting parameters. Additionally, due to 

increased connectivity in modern manufacturing systems, process/product anomalies intentionally induced 

through malicious cyber-attacks – aiming at degrading the process performance and/or the part quality – is 

becoming a growing concern in the manufacturing industry. Current methods for detecting and diagnosing 

traditional causes of anomalies are primarily lab-based and require experts to perform initial set-ups and 

continual fine-tuning, reducing the applicability in industrial shop-floor applications. As for efforts 



 

accounting for process/product anomalies due cyber-attacks, these efforts are in early stages. Therefore, 

more foundational research is needed to develop a clear understanding of this new type of cyber-attacks 

and their effects on machining processes, to ensure smart manufacturing security both on the cyber and the 

physical levels.   

 With primary focus on machining processes, the overarching goal of this dissertation work is to 

explore new ways to expand the use and value of manufacturing data-driven methods for better applicability 

in industrial shop-floors and increased security of smart manufacturing systems. As a first step toward 

achieving this goal, the work in this dissertation focuses on adopting this goal in three distinct areas of 

interest: (1) Statistical Process Monitoring of Time-Between-Events Data (e.g., failure-time data); (2) 

Defending against Product-Oriented Cyber-Physical Attacks on Intelligent Machining Systems; and (3) 

Modeling Machining Process Data: Time Series vs. Spatial Point Cloud Data Structures.  
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GENERAL AUDIENCE ABSTRACT 

Recent advancements in embedded sensing, internet-of-things, big data analytics, cloud computing, and 

communication technologies and methodologies are shifting the modern manufacturing industry toward a 

novel operational paradigm. Several terms have been coined to refer to this new paradigm such as cyber-

manufacturing, industry 4.0, industrial internet of things, industrial internet, or more generically smart 

manufacturing (term to be used henceforth). The overarching goal of smart manufacturing is to transform 

modern manufacturing systems to knowledge-enabled Cyber-Physical Systems (CPS), in which humans, 

machines, equipment, and products communicate and cooperate together in real-time, to make decentralized 

decisions resulting in profound improvements in the entire manufacturing ecosystem. From a quality 

control perspective, this allows for more opportunities to utilize manufacturing process data to realize 

proactive product design; real-time process monitoring, diagnosis, prognosis, and control; and better 

product quality characterization. 

 With primary focus on machining processes, the overarching goal of this work is to explore new 

ways to expand the use and value of manufacturing data-driven methods for better applicability in industrial 

shop-floors and increased security of smart manufacturing systems. As a first step toward achieving this 

goal, the work in this dissertation focuses on three distinct areas of interest: (1) Monitoring of time-between-

events data of mechanical components replacements (e.g., failure-time data); (2) Defending against cyber-

physical attacks on intelligent machining systems aiming at degrading machined parts quality; and (3) 

Modeling machining process data using two distinct data structures, namely, time series and spatial point 

cloud data.
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1 CHAPTER 1:  

INTRODUCTION 

Recent advancements in embedded sensing, internet-of-things, big data analytics, cloud computing, and 

communication technologies and methodologies are shifting the modern manufacturing industry toward a 

novel operational paradigm. Several terms have been coined to refer to this new paradigm such as cyber-

manufacturing, industry 4.0, industrial internet of things, industrial internet, or more generically smart 

manufacturing (term to be used henceforth). The overarching goal of smart manufacturing is to transform 

modern manufacturing systems to knowledge-enabled Cyber-Physical Systems (CPS), in which humans, 

machines, equipment, and products communicate and cooperate together in real-time, to make decentralized 

decisions resulting in profound improvements in the entire manufacturing ecosystem.  

 Smart manufacturing operational paradigm and its related technologies (e.g., embedded sensing, 

internet-of-things, cyber-physical systems, big data analytics, and cloud computing) enable extracting and 

exchanging actionable knowledge across the different entities of the manufacturing CPS and beyond. From 

a quality control perspective, this allows for more opportunities to realize proactive product design; real-

time process monitoring, diagnosis, prognosis, and control; and better product quality characterization. 

However, a multitude of challenges are arising, with the growing adoption of smart manufacturing, 

including industrial data characterized by increasing volume, velocity, variety, and veracity [1], as well as 

the security of the manufacturing system in the presence of growing connectivity [2, 3]. Taking advantage 

of these emerging opportunities and tackling the upcoming challenges require creating novel quality control 

and data analytics methods, which not only push the boundaries of the current state-of-the-art research, but 

discover new ways to analyze the data and utilize it. 
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1.1 Background and Motivation 

In the pursuit of establishing smart manufacturing systems, an essential requirement is to develop and 

deploy real-time automated process modeling, monitoring, diagnosis, and control capabilities, driven by a 

range of manufacturing data types. These methods typically aim to automatically detect, diagnose, and 

compensate for anomalies in process/product output quality measures. For machining processes, 

process/product quality measures include cutting-tool life, surface finish, chip type, chatter, material 

integrity, and geometrical accuracy [4]. Traditionally, deterioration in such quality measures may occur due 

to a variety of assignable causes of variation such as poor cutting tool replacement decisions and 

inappropriate choice cutting parameters [5]. Additionally, due to increased connectivity in modern 

manufacturing systems, process/product anomalies intentionally induced through malicious cyber-attacks 

– aiming at degrading the process performance and/or the part quality – is becoming a growing concern in 

the manufacturing industry [6, 7]. 

 On one hand, over the past several decades, extensive research efforts have been focusing on 

developing data-driven process modeling, monitoring, diagnosis, and control methods to account for the 

traditional causes of process/product anomalies in machining manufacturing systems. However, despite this 

significant level of research, current methods are primarily lab-based and require experts to perform initial 

set-ups and continual fine-tuning [5, 8-14]. This reduces the applicability of these methods in industrial 

shop-floor applications, and hence, hindering the complete realization of a truly smart manufacturing 

system [15, 16]. On the other hand, research efforts accounting for process/product anomalies due to cyber-

attacks are in early stages. Therefore, more foundational research is needed to develop a clear understanding 

of this new type of cyber-attacks and their effects on machining processes, to ensure smart manufacturing 

security both on the cyber and the physical levels [17].   

 With primary focus on machining processes, the overarching goal of this dissertation work is to 

explore new ways to expand the use and value of manufacturing data-driven methods for better applicability 

in industrial shop-floors and increased security of smart manufacturing systems. As a first step toward 
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achieving this goal, the work in this dissertation focuses on three distinct areas of interest: (1) Statistical 

Process Monitoring of Time-Between-Events Data (e.g., failure-time data), (2) Defending against Product-

Oriented Cyber-Physical Attacks on Intelligent Machining Systems, and 3) Modeling Machining Process 

Data: Time Series vs. Spatial Point Cloud Data Structures. The following sections discuss the specific 

background and motivation behind the work in each of these three areas. 

Statistical Process Monitoring of Time-Between-Events Data 

One of the key pillars of smart manufacturing systems is real-time automated process monitoring, diagnosis, 

and control methods for process/product anomalies. In machining, such anomalies include nonconforming 

product geometry, poor surface finish, and/or tool breakage. One key variable that can cause such 

undesirable anomalies is the progressive wear of the cutting tools [18, 19]. Hence, the tool condition needs 

to be continuously monitored to replace the tool as soon as its condition starts to negatively impact the 

process/product. In the area of Tool Condition Monitoring (TCM), decisions regarding tool replacements 

are often determined based upon assessing the degradation of the machining tool using a variety of 

techniques summarized in several surveys [5, 8, 11, 13, 18-27]. 

 For smart machining systems to behave effectively, it is at the utmost importance to assure that its 

enabling tools such as TCM systems are operating correctly (i.e., making tool replacement decisions 

correctly). One possible way to help ensure the proper functionality of these systems is to monitor the 

decisions they make (i.e., tool replacement). As noted in the literature [28], the time between tool 

replacements could be characterized by a Weibull distribution for different combinations of tool and 

workpiece material under various cutting conditions. Hence, tool replacements can be monitored through 

monitoring the mean Time between the replacements Events (TBE) using control charting techniques. 

Shifts in the mean of the distribution of the time between tool replacements could indicate a change in the 

decision patterns made by the TCM which may require further investigation.  
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 It was argued in the literature, by Borror et al. [29] and Pehilvan and Testik [30], that exponential-

based control charts (charts designed assuming the underlying data distribution is exponential) are robust 

to departures from the exponential distribution, when the true underlying distribution of the data is Weibull 

regardless of the value of the distribution shape parameter. They studied the performance of using 

exponential-based charts (i.e., charts designed assuming that the underlying TBE distribution is an 

exponential distribution) while the true underlying distribution is a Weibull distribution with shape 

parameters varying between 1 and 4. They showed that the out-of-control performance of the exponential-

based chart in detecting a specified Weibull-distributed TBE mean shift is fairly similar for different values 

of the shape parameter. However, the in-control performance of these exponential-based charts was 

significantly different for different shape parameters. This difference in the in-control performance makes 

the out-of-control performance comparisons misleading and thus brings the claimed robustness into 

question. This highlights the need to investigate this claimed robustness and to identify the proper way(s) 

to monitor Weibull-distributed time between events.  

Defending against Product-Oriented Cyber-Physical Attacks on Intelligent Machining 

Systems 

In modern manufacturing, the growing adoption of Industry 4.0 and its related technologies (e.g., internet-

of-things, cyber-physical systems, cloud computing) is introducing an unprecedented level of connectivity 

for manufacturing cyber-physical systems [2, 3]. Unfortunately, this has also created opportunities for 

adversaries to commit non-traditional cyber-attacks that aim to inflict harmful physical changes in a 

product, a process, and/or an entire production system [6]. An example of this type of cyber-attacks was 

conducted on a German steel mill in 2014 [31]. Adversaries gained access to the plant’s network, causing 

multiple physical system component failures and massive physical damage. Another example was 

demonstrated on an additive manufacturing process by Sturm et al. (2014) [32]. In their attack, an internal 

void was added into a tensile test specimen by altering its .STL file resulting in a printed part that exhibited 
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a significant loss in strength. Such an attack is referred to herein as Product-Oriented Cyber-Physical (C2P) 

attacks.  

  Product-Oriented C2P attacks can utilize process and product information to maliciously alter a 

part’s design intent with the hope that the altered part will reach its customer. Product-Oriented C2P attacks 

can degrade a part’s quality and/or decrease its functional performance and/or reliability. Such effects could 

be catastrophic in terms of consumer safety and financial losses (e.g., increased warranty costs, injury 

settlements, and/or loss of customer trust) [33, 34]. Recently, this has sparked interest in the both the 

manufacturing and security research communities to develop defense methods against these types of 

attacks. Unfortunately, this evolving manufacturing security research area suffers from several key 

shortcoming: (1) Lack of a systematic way to leverage existing quality control resources for detecting cyber-

physical attacks; (2) Little to no focus on how cyber-physical attacks on product quality can be designed; 

(3) An inability to employ physical process knowledge to understand the relationship between attacks and 

their effects on in-process variables; and (4) There is a disproportionately large amount of research in this 

area being devoted to securing Additive Manufacturing (AM) technologies overlooking the security of other 

critical manufacturing processes such as machining which is considered now, and for the foreseeable future, 

to be the backbone of manufacturing [35].  

  Considering these shortcomings, this work provides a crucial response to aid in defending against 

product-oriented C2P attacks on intelligent machining systems. Fortunately, since these cyber-physical 

attacks affect the physical world, there exists potential to detect an attack through its physical manifestation. 

Typically, in manufacturing, Quality Control (QC) systems are used to detect quality losses or deviations 

from nominal. This work proposes that QC tools can be adapted to act as physical detection layers as part 

of a defense-in-depth strategy (common IT security strategy). The use of multiple defense layers helps to 

create a more robust security system that results in unattractive (costly) targets for potential adversaries. 

However, effectively designing physical detection layers requires understanding the extent to which attacks 

can (and cannot) be designed to avoid detection. In response, this paper proposes a machining specific 
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attack design scheme and an attack design designation system (ADDS) that provides the structure to 

populate a wide variety of potential attacks. In essence, this allows to systematically describe and catalog 

unique Product-Oriented C2P attacks against machined parts creating an understanding of the breadth of 

potential attacks to help building more secure system defenses. To demonstrate the relationship between a 

wide range of attacks and physical detection layers, an experimental investigation is conducted on a CNC 

lathe. In this investigation, a significant focus is placed on the use of in-situ process monitoring as a potential 

physical detection layer and how different attacks affect the process physics. 

Modeling Machining Process Data: Time Series vs. Spatial Point Clouds 

For machining processes, an essential step at the core of automated process design, monitoring, diagnosis, 

and control methods is to measure and analyze a variety of in-process variables (e.g., cutting forces and 

vibrations), in real-time using in-situ sensors, with the aim to extract and select functional signal features 

that can be utilized as predictors of the output performance measures (e.g., tool-condition and surface 

integrity). Current methods developed to represent and model machining in-process data for feature 

extraction have been always driven by physical sensors time-based signal measurements (i.e., time-series 

data; illustrated in Figure 1-1(a)). This has led to two key limitations of these state-of-the-art methods. 

These limitations are hindering the value and applicability of using machining in-process data in the smart 

manufacturing value chain. The following two paragraphs briefly discuss these limitations. 

 

Figure 1-1: (a) Time-Series Data Structure and (b) Same Data Restructured as 3D Point Cloud 

 As for the first limitation, although representing and analyzing machining data as time-series seems 

intuitive (i.e., sensors measurements of process variables are collected over time), these time-based 
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measurements contrast the way all other elements of the product-process development-cycle 

generate/perceive data. In essence, machining cyber-physical system entities such as humans, CAD/CAM 

tools, CNC machine tools, and metrology systems primarily communicate 3D data. This contrast in data 

structures hinders a key design requirement for smart manufacturing systems, namely, interoperability of 

the manufacturing cyber-physical system entities [36]. Hence, this limits the applicability of current 

methods analyzing machining in-process data in effectively communicating/relating process performance 

to design engineers and operators; machine controller; and product quality and performance. 

The second limitation resides in a key hypothesis that measuring and modeling machining process 

data (e.g., cutting forces) as time-based measurements result in a loss of useful product-process information. 

In essence, machining processes occur over 3D space, resulting in high-density measurements of physical 

variables to exhibit spatial correlation. Each measurement corresponds to a 3D location over the machined-

part geometry, and is correlated to surrounding measurements (in all directions). This information, however, 

is lost in time-based measurements, as only relationships between measurements in one direction (spatial 

direction that corresponds to time) are maintained. Such information loss, if true, can limit the analytical 

value of machining in-process data in the existing methodologies.  

 From the previous discussion, it is clear that there is a need for novel techniques to measure, model, 

and analyze machining data for automated process design, modeling, monitoring, diagnosis, and control. 

In this work, an alternate representation is proposed for machining in-process data to be structured as 

functions of the 3D spatial locations where cutting-tools and workpieces engage (i.e., spatial point clouds) 

as illustrated in Figure 1-1(b). Such data structures overcome the inherent limitations of the time-series data 

structure by restoring the natural physical structure of the data and preserving vital spatial relationships. 

Hence, the proposed spatial point cloud representation presents a vast potential to analyze machining data 

beyond the confines of traditional time based signal representations and modeling techniques. This allows 

for utilizing and adapting a wide array of spatial statistics tools to leverage the restored physical information 

contained in machining process data and increase the analytical capabilities. 
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1.2 Research Objectives 

The principal goal of this work is to discover new ways to analyze and use different manufacturing data 

types to devise enhanced modeling, monitoring, and diagnosis methods for better applicability in industrial 

shop-floors and increased security of smart manufacturing systems. Specifically, three research objectives 

will be achieved for the main three areas of focus discussed in the last section. 

Statistical Process Monitoring of Time-Between-Events  

The Weibull distribution can be used to effectively model many different failure mechanisms due to its 

inherent flexibility through the appropriate selection of a shape and scale parameter. In this part of the work, 

the research objective is to evaluate and compare the performance of three cumulative sum (CUSUM) 

control charts to monitor Weibull-distributed time-between-event (TBE) observations. The first two 

methods are the Weibull CUSUM chart and the exponential CUSUM chart. The latter is considered in 

literature to be robust to the assumption of the exponential distribution when observations have a Weibull 

distribution. For the third CUSUM chart included in this study, an adjustment in the design of the 

exponential CUSUM chart is proposed to account for the true underlying TBE distribution. This adjustment 

allows for the adjusted exponential CUSUM chart to be directly comparable to the Weibull CUSUM chart. 

Defending against Product-Oriented Cyber-Physical Attacks on Intelligent Machining 

Systems 

The overarching goal of this research topic is to utilize the physical process knowledge in building robust 

physical system defenses against Product-Oriented C2P attacks. In doing that, four key objectives are 

pursued. First, this work proposes the adoption of the defense-in-depth strategy/framework to utilize current 

Quality Control (QC) resources as physical detection layers to defend against Product-Oriented C2P 

attacks. Second, an attack design scheme is proposed to systematically describe key design elements of 

Product-Oriented C2P attacks against machining. Based on this scheme, a machining specific Attack 

Design Designation System (ADDS) is proposed to provide a structure to populate a wide variety of 
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potential attacks. Third, to demonstrate the relationship between Product-Oriented C2P attacks and physical 

defense-in-depth strategies, an experimental investigation is conducted. In this case study, several realistic 

Product-Oriented C2P attacks, designed according to the proposed attack design scheme are implemented 

against a turning process. Finally, the use of a side-channels driven monitoring system is explored to show 

the effectiveness of employing physical process knowledge to understand the relationship between the 

attacks and their effects on process physics. 

Modeling Machining Process Data: Time Series vs. Spatial Point Clouds 

As discussed previously in Section 1.1, a novel representation for machining in-process data measurements 

is proposed to structure these measurements as spatial point clouds. This novel data structure allows for an 

entirely new set of novel approaches to analyze and utilize machining in-process data. As the first step 

toward this new research area, the research goal of this work is to evaluate the viability of using the proposed 

spatial point clouds versus the traditional time-series data structures in modeling machining process data. 

To achieve this goal, first, a new data acquisition technique was devised to enable the possibility of 

measuring machining process data over the 3D cutting space utilizing data collected over time. Second, an 

analytical study was conducted to verify the existence of spatial correlation in machining process data. 

Finally, a simulation study was conducted to study and compare the performances of similar statistical 

modeling approaches when considering the same machining in-process dataset structured into the 

traditional and the novel data structures. 

1.3 Proposal Outline 

This research dissertation proposal is comprised of five chapters including this introductory chapter. 

Chapter 2 introduces a simulation study to evaluate and compare the performance of three CUSUM control 

charts to monitor Weibull-distributed time-between-event observations, which has been published by the 

Quality and Reliability Engineering International journal [37]. Chapter 3 creates a fundamental 

understanding of potential cyber-physical attacks on machined products and how existing QC tools can be 

used in defending against these attacks. This chapter has been submitted for publication in the IEEE 
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transactions on Automation Science and Engineering. Chapter 4 provides an assessment of the viability of 

utilizing the proposed spatial point clouds versus the traditional time-series data structures to represent and 

analyze machining in-process data, which will be submitted to The International Journal of Advanced 

Manufacturing Technology. Lastly, Chapter 5 summarizes the contributions of this work and the potential 

future research directions. 
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2 CHAPTER 2:  

CUMULATIVE SUM CONTROL CHARTS FOR 

MONITORING WEIBULL-DISTRIBUTED TIME BETWEEN 

EVENTS 

2.1 Introduction 

In order to detect changes in a system or process, it is common to monitor an incidence rate that reflects the 

condition of this system or process. Examples of such events are prevalent in many different domains and 

include the monitoring of component failures in manufacturing processes, surgical-related infections in 

healthcare surveillance, and work-related injuries and deaths in safety and public health applications. A 

homogeneous Poisson process is a natural theoretical model that can be used to describe the occurrence of 

these events. For such a process, event counts can be modeled using a Poisson distribution while the times 

between these events (TBE), under a stable process, are independent and identically distributed (i.i.d) 

exponential random variables. Accordingly, control charts have been recommended to monitor for changes 

in the TBE mean [38, 39]. An increase in the TBE mean indicates a decrease in the Poisson rate which 

usually corresponds to process improvement. Decreases in the TBE mean usually correspond to process 

deterioration. In most applications, the emphasis is on detecting process deterioration.  

 While it is common to assume that event occurrences follow a Poisson process and consequently 

the TBE observations follow an exponential distribution, this may not always be the case. When the event 

occurrence rate varies with time it may be more suitable to model TBE observations using a Weibull 

distribution. Unlike the exponential distribution, the Weibull distribution provides more flexibility in 

describing failure time distributions with many different shapes. The Weibull distribution, for example, can 

be used to model lifetimes under constant failure rates often associated with random external shocks to the 

system, decreasing failure rates as observed with some semiconductors, and increasing failure rates 

commonly observed in elements of mechanical systems such as in bearing wear [40, 41].  Considering the 
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tool life in metal machining applications, the time between tool replacements due to failure resulting from 

progressive wear could be better characterized by a Weibull distribution for different combinations of tool 

and workpiece material under various cutting conditions [28]. Decreases in the mean of the distribution of 

the time between tool replacements over time could indicate deterioration in the cutting process and should 

be detected in a timely manner.  

 It is well-known that the Weibull distribution corresponds to the exponential distribution when the 

shape parameter, β, equals 1. Additionally, when the shape parameter is close to one there are some 

similarities to the shape and structure of the exponential distribution. Accordingly, Borror et al. [29] studied 

the robustness of the exponential cumulative sum (CUSUM) control chart to departures from the 

exponential distribution under the assumption of a Weibull distribution (i.e., 𝛽 ≠ 1). The conclusion of that 

study has been widely cited to support that robustness is not an issue for the exponential CUSUM chart 

because it was said to be quite robust for a wide variety of shape parameter values for the Weibull 

distribution [42-46]. More recently, Pehilvan and Testik [30] studied the robustness of the exponential 

weighted moving average (EWMA) control chart, drawing similar conclusions as Borror et al. [29].  

 In their robustness studies, Borror et al. [29] and Pehilvan and Testik [30] stated that the exponential 

CUSUM and EWMA charts are very robust to departures from the exponential distribution to the Weibull 

distribution regardless of the value of the shape parameter. They studied the performance of using 

exponential-based charts (i.e., charts designed assuming that the underlying TBE distribution is an 

exponential distribution) while the true underlying distribution is a Weibull distribution with shape 

parameters varying between 1 and 4. They showed that the out-of-control performance of the exponential-

based chart in detecting a specified Weibull-distributed TBE mean shift is fairly similar for different values 

of the shape parameter as shown in Table 2-1 [29]. The in-control performance of these exponential-based 

charts also shown in Table 2-1, however, is significantly different for different shape parameters. This 

difference in the in-control performance makes the out-of-control performance comparisons somewhat 

misleading and thus the claimed robustness motivated our study.  
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Table 2-1: In-Control and Out-of-Control Average Run Length Performance of Exponential CUSUM Chart 

in detecting a sustained shift in Weibull-Distributed TBE mean from 1.0 to 0.5 (Borror et al. (2003)) 

Chart 

Performance 

Shape Parameter: β 

1.0 1.2 1.5 2.0 2.5 4.0 

In-Control  106.7 258 1,141 19,986 503,505 2.72 x 1010 

Out-of-Control 12.8 13.5 14.1 14.4 14.6 14.6 

 For robustness, it should be desirable to not only have a fairly similar out-of-control performance 

but also similar in-control performance. The exponential-based chart, then, is robust if it gives both in-

control and out-of-control performance that are nearly similar to a Weibull-based chart in detecting a 

specific shift in the mean of Weibull-distributed TBE observations having a specific value of the shape 

parameter. The term Weibull-based chart refers to a control chart that is designed under the assumption that 

the underlying distribution is a Weibull distribution.  

 In this chapter, the robustness of the exponential CUSUM (ECUSUM) chart is tested by comparing 

it directly with two Weibull-based CUSUM charts that are specifically designed to accommodate Weibull 

data. These two charts include the Weibull CUSUM (WCUSUM) chart that was discussed by Hawkins and 

Olwell [47] and an adjusted exponential CUSUM (AECUSUM) chart. For the AECUSUM chart, the control 

limits obtained for the ECUSUM chart are adjusted, for each case with a different shape parameter, to 

achieve a specified in-control performance so that chart comparisons can be made. By adjusting the 

ECUSUM chart in this way, its design is modified to be a Weibull-based chart. A simulation study is used 

to show that when monitoring Weibull-distributed TBE observations, a Weibull-based chart such as a 

WCUSUM chart or an AECUSUM chart, which has very similar performance, should be used instead of 

an ECUSUM chart. Both the zero-state average run length (ARL) and average time to signal (ATS) are 

used as performance metrics.   
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 The remainder of this chapter is organized as follows. In Section 2.2, the development of the 

ECUSUM, WCUSUM, and AECUSUM charts are reviewed. In Section 2.3, the simulation method used 

to compare the performance of the three methods is described. In Section 2.4, the results of this simulation 

study are discussed. Lastly, in Section 2.5, several remarks draw the chapter to its conclusion. 

2.2 Time-Between-Events CUSUM Charts 

In this chapter, the main emphasis is on CUSUM control charts because they have been shown in the control 

chart literature to be very effective in detecting small process shifts. In this section, we review the 

background and structure of the ECUSUM, AECUSUM, and WCUSUM charts that can be used to detect 

small changes in TBE means. Because a decrease in the TBE mean indicates deterioration in the process 

performance, the focus is on detecting small decreases in the TBE mean. For most cases considered in this 

study, control limits for these charts can be determined using tables provided by Lucas [39]. Using these 

tables eliminates the need for simulation-based search methods or the Markov chain method described by 

Brook and Evans [48].  

2.2.1 Exponential CUSUM Chart 

For a random variable 𝑋, representing the time duration between two successive events, the exponential 

probability density function is defined as 

 𝑓(𝑥|𝜆) = (
1

𝜆
) exp (−

𝑥

𝜆
) , 𝑥 > 0,  

where the parameter 𝜆 > 0 is the expected time duration between events. The mean and variance, 

respectively, for this given parameterization are 𝜇 = 𝜆 and 𝜎2 = 𝜆2. To detect a decrease in the TBE mean, 

the ECUSUM statistic at time 𝑖 is given by  

 C𝑒,𝑖 = max (0, C𝑒,𝑖−1 − 𝑥𝑖 + 𝑘𝑒 ) , C𝑒,0 = 0, 𝑖 = 1, 2, … , 2-1 

where  𝑥𝑖 is the time between the current event 𝑖 and the previous event 𝑖 − 1. If 𝜇0 is the value of the in-

control mean and 𝜇1 the value of the mean to be detected, the reference parameter, 𝑘𝑒 , is given by 
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 𝑘𝑒 =
ln (

𝜇1
𝜇0

)

𝜇0
−1 − 𝜇1

−1. 2-2 

 An out-of-control situation is indicated when C𝑒,i ≥ ℎ𝑒. The control limit, ℎ𝑒, can be determined 

using the tables provided by Lucas  [39] for given values of 𝑘𝑒 and the in-control ARL. These ℎ𝑒 values 

provided using a method proposed by Lucas [39] are obtained assuming that the underlying distribution is 

an exponential distribution. 

2.2.2 Weibull CUSUM Chart 

The Weibull distribution is very popular for modeling failure time distributions because of its flexibility in 

modeling multiple types of failure mechanisms. For a random variable, 𝑌, representing the time duration 

between two successive events, the commonly used parameterization of the two-parameter Weibull 

probability density function is  

 𝑓(𝑦|𝛽, 𝜆) =
𝛽

𝜆
(

𝑦

𝜆
)

𝛽−1

exp (− (
𝑦

𝜆
)

𝛽

) , 𝑦 > 0,  

where 𝛽 > 0 is the shape parameter, and 𝜆 > 0 is the scale parameter. The mean and variance, respectively, 

for this distribution are  

𝜇 = 𝜆 [Γ (1 +
1

𝛽
)] , 𝜎2 = 𝜆2Γ (1 +

2

𝛽
) − (𝜆Γ (1 +

1

𝛽
))

2

, 

where Γ(𝜅) = ∫ 𝑧𝜅−1e−z𝑑𝑧
∞

0
. Note that the mean and the variance are both functions of the Weibull 

parameters 𝛽 and 𝜆. The scale parameter, 𝜆, has the same measurement units as 𝑌. The shape parameter, 𝛽, 

is a unitless number that reflects the specific failure mechanism.  

 Figure 2-1 displays the Weibull density function for seven different values of the shape parameter; 

the value of the scale parameter is chosen such that 𝜇 = 1. The Weibull distribution can be used to model 

early failures when 𝛽 < 1. Products that follow this early failure distribution typically fail due to a design 

flaw or a manufacturing defect. Early failures or infant mortality failures often arise with electronic 

components. The Weibull distribution models wear-out failure mechanisms when 𝛽 > 1. A wear out failure 
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implies that a product’s failure rate increases with time. This failure mode is quite common for mechanical 

systems. The Weibull distribution closely resembles the normal distribution for 𝛽 = 3. One can also model 

random failures under the Weibull distribution using 𝛽 = 1, which yields the exponential distribution with 

mean 𝜆 and variance 𝜆2. This wide range of different distribution shapes for the Weibull distribution 

motivated our reservations about exponential-based chart’s supposed robustness property. Additional 

information on the Weibull distribution can be found in The Weibull Analysis Handbook by Abernethy 

[49]. The handbook describes practical tools, methods, and applications for using the Weibull distribution. 

 

Figure 2-1: Various Weibull distributions with 𝝁 = 𝟏 

 For a fixed value of 𝛽, monitoring for a decrease in 𝜆 is equivalent to monitoring for a decrease in 

the TBE mean for the Weibull distribution. To detect such a decrease the WCUSUM statistic at time 𝑖 is 

given by Hawkins and Olwell [47] to be 

 C𝑤,𝑖 = max  (0, C𝑤,i−1 − yi
β

+ 𝑘𝑤) , C𝑤,0 = 0, 𝑖 = 1, 2, … , 2-3 

where 𝑦𝑖 is the time between the current event 𝑖 and the previous event 𝑖 − 1. If 𝜆0 is the in-control 

parameter value and 𝜆1 the out-of-control parameter value of interest for quick detection, the reference 

parameter, 𝑘𝑤, is given by 

 𝑘𝑤 =
𝛽𝑙𝑛(

𝜆1
𝜆0

)

(𝜆0
−𝛽

−𝜆1
−𝛽

)
 . 2-4 
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 This CUSUM chart is optimal in the sense of Moustakides [50]. An out-of-control situation is 

indicated when C𝑤,𝑖 ≥ ℎ𝑤. The control limit, hw, is determined based on the desired in-control ARL for a 

given value of kw. In practice, the in-control Weibull parameters are likely to be unknown and will need to 

be estimated. Maximum likelihood estimation is one of the most commonly used methods [51, 52]. In this 

chapter, we assume the in-control parameters are known. 

 In order to determine the value of ℎ𝑤, we note that when 𝑌 is a Weibull (𝛽, 𝜆) random variable, the 

distribution of 𝑌𝛽 is exponential with mean 𝜆𝛽 [47].Using this fact, we can simplify the design of the 

WCUSUM chart and determine the control limits using tables provided by Lucas [39] for the ECUSUM 

chart. Substituting this power transformation into Equation 2-2, the in-control mean 𝜇0 = 𝜆0
𝛽

 and the out-

of-control mean 𝜇1 = 𝜆1
𝛽

, gives the same reference value obtained from Equation 2-4. Accordingly, based 

on Lucas [39], the control limit ℎ𝑤  is defined, based on a normalized value of ℎ𝑡, as 

 ℎ𝑤 =  ℎ𝑡  𝜆0
𝛽

 2-5 

where ℎ𝑡   is chosen from an ARL table [39] that uses a normalized reference value 𝑘𝑡 obtained as 

 𝑘𝑡 =
𝑘𝑤

λ0
𝛽  . 2-6 

2.2.3 Adjusted Exponential CUSUM Chart for Monitoring Weibull Distributions 

As discussed in section 2.2.1, the control limit, ℎ𝑒, for the ECUSUM chart is determined from the tables 

provided by Lucas [39] based on the exponential reference value, 𝑘𝑒, and the desired in-control ARL 

regardless of the departure to the Weibull distribution when the shape parameter, 𝛽 ≠ 1. This gives a 

CUSUM control chart designed as if the underlying distribution of the TBE observations is an exponential 

distribution. 

 In order to account for the fact that the true underlying TBE distribution is Weibull, the control 

limit determined for the ECUSUM chart should be adjusted so that the desired in-control ARL can be 

obtained. A simulation-based search technique was used to adjust the control limit ℎ𝑒 to an adjusted control 
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limit, ℎ𝑎𝑒. Unlike the ECUSUM chart, the AECUSUM chart will have a different control limit, ℎ𝑎𝑒, 

associated with each value of the shape parameter. This adjusted control limit is determined based on the 

exponential reference value, 𝑘𝑒, the desired in-control ARL, and simulated TBE observations having the 

true Weibull distribution. An out-of-control situation is indicated when C𝑒,i ≥ ℎ𝑎𝑒. 

2.3 Description of Simulation Study  

In this section, we describe the simulation study used to compare the zero-state ARL and ATS performance 

of the three CUSUM charts used to monitor Weibull-distributed TBE observations. Zero-state ARL values 

are based on sustained shifts in the parameters that occur right at the time under which the charting begins 

or when the chart statistic is at its initial value. In some applications, practitioners are interested in both the 

ARL and ATS chart performance. For example, in cutting tools replacement application, practitioners may 

be interested in knowing not only the number of tools used but also the production time until a process shift 

is detected. In designing the charts, we selected a desired in-control ARL of 100, which was also used by 

Borror et al. [29]. Unless otherwise noted, for all simulations described, 100,000 simulated charts were used 

to estimate the ARL and ATS values. 

 In order to fairly compare the ECUSUM, AECUSUM and WCUSUM control charts, we 

investigated the relative performance of these three charts to detecting a decrease in the in-control TBE 

mean 𝜇0 of the Weibull-distributed observations to the out-of-control TBE mean 𝜇1. Because this 

corresponds to detecting a shift in the Weibull scale parameter, 𝜆, for a fixed value of the Weibull shape 

parameter, 𝛽, we considered seven different fixed values of the shape parameter. These seven values were 

0.50, 0.75, 1.00, 1.20, 1.50, 2.00, and 3.00. Borror et al. [29] and Pehlivan and Testik [30] did not consider 

shape parameter values less than 1.0 in their studies that also focused on detecting a TBE mean decrease. 

 For the fixed value 𝛽, the parameter 𝜆 must be adjusted to give the desired in-control and out-of-

control TBE means 𝜇0 and 𝜇1 considered in the study. Table 2-2 provides the values of 𝜆 needed to give 

the TBE means for each value of 𝛽 used in this study. For instance, when  𝛽 = 0.5, to obtain the in-control 
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value 𝜇0 = 1 and the out-of-control value 𝜇1 = 0.5 we need to use the following values for 𝜆0 and 𝜆1, 

respectively, 

𝜇0 = 𝜆0 Γ (1 +
1

0.5
) = 1 → 𝜆0  = 0.50 

𝜇1 = 𝜆1 Γ (1 +
1

0.5
) = 0.5 → 𝜆1 = 0.25. 

Table 2-2: The adjusted values of the scale parameter 𝝀 for different combinations of shape parameter 𝜷, that 

are required to obtain the desired TBE mean values 𝝁𝟎 and 𝝁𝟏 

𝜷 
Time-Between-Events Mean: 𝝁 

1.0 0.9 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 

0.5 0.500 0.450 0.400 0.350 0.300 0.250 0.200 0.150 0.100 0.050 

0.75 0.840 0.756 0.672 0.588 0.504 0.420 0.336 0.252 0.168 0.084 

1 1.000 0.900 0.800 0.700 0.600 0.500 0.400 0.300 0.200 0.100 

1.2 1.063 0.957 0.851 0.744 0.638 0.532 0.425 0.319 0.213 0.106 

1.5 1.108 0.997 0.886 0.775 0.665 0.554 0.443 0.332 0.222 0.111 

2 1.128 1.016 0.903 0.790 0.677 0.564 0.451 0.339 0.226 0.113 

3 1.120 1.008 0.896 0.784 0.672 0.560 0.448 0.336 0.224 0.112 

 Without loss of generality, we let 𝜇0 = 1 and standardize 𝜇1 accordingly. For example, if the in-

control TBE mean is 𝜇0 = 6 hours while the process is shifted so that the out-of-control TBE mean is 𝜇1 =

3 hours, then the shift value in the TBE mean is 0.5. In another process, if 𝜇0 = 10 minutes while 𝜇1 = 5 

minutes, then the shift value in the TBE mean is also 0.5. Thus, we need only to consider the case of 𝜇0 = 

1. In our study, we designed the three charts to optimally detect two TBE mean shift values, 0.5 and 0.8. 

While the charts are designed to optimally detect these specified shift sizes, the performance of the charts, 

is evaluated at detecting a wide range of shifts varying from 0.1 to 0.9. This is because in practice the actual 

shift size is unknown. 
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2.3.1 Design of WCUSUM Chart 

In designing the WCUSUM chart, the reference parameter, 𝑘𝑤, and the control limit value, ℎ𝑤, are 

determined for different values of the shape parameter, 𝛽, as described in section 2.2.3. The reference 

parameter, 𝑘𝑤, is calculated from Equation 2-4 using the adjusted values of 𝜆0 and 𝜆1 given in Table 2-2. 

The reference values calculated for the cases when 𝜇1 = 0.5 and 0.8 are provided in Table 2-4 and 

Table 2-5, respectively. 

 The control limits, ℎ𝑤 given in Table 2-4 and Table 2-5 were calculated from Equation 2-5 as a 

function of the normalized threshold value, ℎ𝑡. This normalized threshold is obtained from the ARL table 

based on the normalized reference parameter 𝑘𝑡 calculated from Equation 2-6 and the desired in-control 

ARL value.  

 The ℎ𝑡 value is obtained from a linear relationship that gives ℎ𝑡 as a function of the natural 

logarithm of ARL values for a given 𝑘𝑡 value. The details of obtaining this relationship are described as 

follows. Lucas [39] provided tables that give for each specific value of  𝑘𝑡 (values provided are 0.1, 0.2… 

0.9) several values of ℎ𝑡 and the corresponding ARL. As shown in Table 2-3, for example, it provides for 

𝑘𝑡 = 0.8 four different values of ℎ𝑡, 4, 4.8, 5.6, and 6.4, producing ARL values 107, 179, 295, and 471, 

respectively. These pairs of 𝑘𝑡 and ℎ𝑡 values yield the same ratio ℎ𝑡/𝑘𝑡 . For any other 𝑘𝑡 value within any 

two of the given 𝑘𝑡 values, a value of ℎ𝑡 can be obtained for each different ratio ℎ𝑡/𝑘𝑡 given that it is 

common for the given two 𝑘𝑡 values.  

 For example, when 𝛽 = 0.5, to detect the TBE mean change from 𝜇0 = 1 to 𝜇1 = 0.5, the obtained 

reference value from Equation 2-4 is 𝑘𝑤 = 0.5916 as shown in Table 2-4. Using Equation 2-6, the 

normalized reference parameter is calculated to be 𝑘𝑡 = (0.5916)(0.5)0.5 = 0.8367. This 𝑘𝑡 value is 

located within the 𝑘𝑡 values 0.8 and 0.9 which have four different common ratios ℎ𝑡/𝑘𝑡, 5, 6, 7, and 8, as 

shown in Table 2-3. For each of these different ratios, a value of  ℎ𝑡 is calculated by multiplying the 

calculated 𝑘𝑡 = 0.8367 by this ratio so that there are four different corresponding control limits ℎ𝑡, 4.1835, 
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5.0202, 5.8569, and 6.6936, respectively. The corresponding ARL for each pair of these ℎ𝑡 values and the 

calculated 𝑘𝑡, shown in Table 2-3, is obtained through interpolation in the two ARL values having the same 

ratio ℎ𝑡/𝑘𝑡 for 𝑘𝑡 = 0.8 and 0.9. These obtained ARLs correspond to the same 𝑘𝑡 value so a linear 

relationship between the natural logarithm of these ARLs and the corresponding ℎ𝑡 value can be fit to obtain 

ℎ𝑡 given this specific 𝑘𝑡 and any desired ARL value as shown in Figure 2-2.  

 Because the tables provided by Lucas [39] include only 𝑘𝑡 values varying between 0.1 and 0.9, they 

do not provide accurate values for the control limits when the 𝑘𝑡 values are outside this range. A simulation-

based search method was used to directly obtain the control limits for values outside of this range.  

Table 2-3: ARL and 𝒉𝒕 values for the example with 𝒌𝐭 = 𝟎. 𝟖𝟑𝟔𝟕 

𝒉𝒕 𝒌𝒕 𝒉𝒕/𝒌𝒕 𝑨𝑹𝑳 

4 0.8 5 107 

4.1835 0.8367 5 86.533 

4.5 0.9 5 60 

4.8 0.8 6 179 

5.0202 0.8367 6 138.05 

5.4 0.9 6 88.2 

5.6 0.8 7 295 

5.8569 0.8367 7 215.26 

6.3 0.9 7 125 

6.4 0.8 8 471 

6.6936 0.8367 8 325.43 

7.2 0.9 8 172 
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Table 2-4: Design Parameters of WCUSUM Chart for Shift in Weibull TBE Mean from 1.0 to 0.5 and in-

Control ARL = 100 

Design 

Parameters 

Shape Parameter: β 

0.5 0.75 1 1.2 1.5 2 3 

𝒌𝒘 0.5916 0.6690 0.6931 0.6899 0.6630 0.5884 0.4172 

𝑘𝑡 0.8367 0.7625 0.6931 0.6411 0.5686 0.4621 0.2971 

ℎ𝑡 4.4335 3.3740 2.6572 2.1766 1.6571 1.0871 N/A 

𝒉𝒘 3.1350 2.9602 2.6572 2.3424 1.9319 1.3842 0.6960 

Table 2-5: Design Parameters of WCUSUM Chart for Shift in Weibull TBE Mean from 1.0 to 0.8 and in-

Control ARL = 100 

Design 

Parameters 

Shape Parameter: 𝜷 

0.5 0.75 1 1.2 1.5 2 3 

𝒌𝒘 0.6684 0.8060 0.8926 0.9385 0.9816 1.0102 0.9864 

𝑘𝑡 0.9453 0.9187 0.8926 0.8721 0.8420 0.7934 0.7024 

ℎ𝑡 N/A N/A 5.5784 5.1057 4.5244 3.8207 2.7103 

𝒉𝒘 4.8300 5.3430 5.5784 5.4947 5.2747 4.8648 3.8063 

 

Figure 2-2: Linear relation of ln (ARL) and 𝒉𝒕 

2.3.2 Design of ECUSUM and AECUSUM Charts 

The ECUSUM and AECUSUM charts are designed by determining the reference value  

𝑘𝑡  from Equation 2-2 and the control limit ℎ𝑡. For the ECUSUM chart, the ℎ𝑡 value is obtained from the 

ht = 1.8924*ln(ARL) - 4.2813
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tables provided by Lucas [39]. These values can be found in Table 2-4 and Table 2-5 under the column for 

𝛽 =  1. For the AECUSUM chart, the ℎ𝑡 value obtained from Lucas’ tables [39] was adjusted to achieve 

the desired in-control ARL using a simulation-based search method. By adjusting the ECUSUM chart in 

this way, it becomes a Weibull-based chart because the adjusted control limits now account for the true 

underlying distribution of the observations. These adjusted ℎ𝑡  values are shown in Table 2-6 and Table 2-7 

for the cases when 𝜇1 = 0.5 and 0.8, respectively. 

Table 2-6: Design parameters of AECUSUM chart for shift in Weibull TBE mean from 1.0 to 0.5 and in-

control ARL = 100 

Design 

Parameters 

Shape Parameter: 𝜷 

0.5 0.75 1 1.2 1.5 2 3 

𝑘𝑡 0.6931 0.6931 0.6931 0.6931 0.6931 0.6931 0.6931 

ℎ𝑡 7.1500 3.9600 2.6572 2.0600 1.5000 1.0100 0.5650 

Table 2-7: Design parameters of AECUSUM chart for shift in Weibull TBE mean from 1.0 to 0.8 and in-

control ARL = 100 

Design 

Parameters 

Shape Parameter: 𝜷 

0.5 0.75 1 1.2 1.5 2 3 

𝑘𝑡 0.8926 0.8926 0.8926 0.8926 0.8926 0.8926 0.8926 

ℎ𝑡 12.9200 7.9500 5.5784 4.4300 3.4100 2.3800 3.3900 

 

2.4 Simulation Comparisons and Discussion 

In this section, the results of our simulation study for the ECUSUM, WCUSUM and the AECUSUM charts 

are reported. For the ECUSUM chart, the in-control chart performance (TBE mean, 𝜇0 = 1) varies 

significantly for values of the fixed shape parameter 𝛽 ≠ 1. In practice, one usually designs a chart to 

quickly detect a process shift after establishing a specified in-control ARL performance. For the ECUSUM 

chart designed to give an in-control ARL of 100, Table 2-8 and Table 2-9 show that even small departures 
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from the exponential distribution affect the in-control ARL performance of the chart. This varying in-

control performance makes the out-of-control performance comparisons difficult at best.  

 Note that when 𝛽 = 1, all these charts are equivalent. For values of 𝛽 < 1 the in-control ARL of 

the ECUSUM chart is much less than the desired in-control ARL value of 100 that was used in designing 

the chart based on the exponential distribution. Consider, for example, the case when 𝛽 = 0.5 in Table 2-8. 

Although the out-of-control ARL performance of the ECUSUM chart appears to be better than both the 

WCUSUM and AECUSUM charts, this is an erroneous conclusion. These charts should not be compared 

to each other because the in-control ARL values are considerably different. A smaller in-control ARL value 

will lead to a larger number of false alarms.  

 Subsequently, for 𝛽 > 1 the in-control ARL values of the ECUSUM chart are significantly larger 

than the desired ARL of 100. For example, in Table 2-8 when 𝛽 = 2, the in-control ARL is 17,844; in some 

cases the in-control ARLs take on extremely high values. This can be seen for the case when  𝛽 = 3 (in-

control ARL = 1.4 x 107). Considering the case when 𝛽 ≥  1.2, the out-of-control performance is 

considerably worse than the two Weibull-based CUSUM charts, WCUSUM and AECUSUM charts.   

 The performance of the ECUSUM chart in comparison to the Weibull-based CUSUM charts 

illustrates that it is not as robust as described by Borror et al. [29]. For robustness similar performance 

would be expected when monitoring Weibull-distributed data while using an exponential-based chart as 

compared to a Weibull-based chart. The in-control and out-of-control performance should not vary so much 

depending on the value of 𝛽. For this reason, the emphasis should be only on Weibull-based charts such as 

the WCUSUM and AECUSUM charts when monitoring Weibull-distributed TBE observations. The 

ECUSUM chart was excluded from Table 2-10 and Table 2-11 because its performance is similar to what 

is shown in Table 2-8 and Table 2-9 and because its comparison to the WCUSUM and AECUSUM charts 

is not appropriate. 
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Table 2-8: Average run length for optimal (in detecting a sustained shift to TBE mean = 0.5) WCUSUM, 

AECUSUM, and ECUSUM control charts with respect to a decrease in the TBE mean 

𝜷 Chart Type 
Shift in TBE mean 

𝝁𝟎 = 1.0 0.9 0.8 0.7 0.6 𝝁𝟏 =0.5 0.4 0.3 0.2 0.1 

0.50 

WCUSUM 97.9 74.4 56.5 43.0 32.7 25.1 19.4 15.1 11.8 9.1 

AECUSUM 98.0 74.5 56.6 43.7 33.8 27.0 21.7 17.8 14.8 12.5 

ECUSUM 16.5 14.8 13.2 11.7 10.4 9.1 8.0 7.0 6.1 5.3 

0.75 

WCUSUM 97.8 67.5 46.6 32.5 23.1 16.9 12.7 9.9 7.8 6.3 

AECUSUM 98.6 67.5 46.5 32.3 23.2 17.1 13.1 10.5 8.6 7.2 

ECUSUM 41.7 32.0 24.7 19.1 14.7 11.6 9.2 7.5 6.1 5.3 

1.00 

WCUSUM 101.1 64.1 41.2 26.6 17.8 12.6 9.4 7.3 5.9 5.1 

AECUSUM 101.1 64.1 41.2 26.6 17.8 12.6 9.4 7.3 5.9 5.1 

ECUSUM 101.1 64.1 41.2 26.6 17.8 12.6 9.4 7.3 5.9 5.1 

1.20 

WCUSUM 98.3 59.2 36.0 22.4 14.5 10.1 7.5 5.9 4.9 4.1 

AECUSUM 98.8 60.8 36.8 23.0 14.8 10.2 7.5 5.8 4.7 4.0 

ECUSUM 242.6 125.2 64.2 34.8 20.4 13.4 9.5 7.4 5.9 5.1 

1.50 

WCUSUM 97.1 55.0 31.3 18.2 11.4 7.8 5.8 4.7 4.1 3.8 

AECUSUM 97.2 57.0 33.0 19.3 11.9 7.9 5.7 4.4 3.5 3.0 

ECUSUM *1080 366.0 129.2 49.2 23.3 13.9 9.7 7.4 5.9 5.0 

2.00 

WCUSUM 96.4 50.4 26.3 14.2 8.3 5.5 4.1 3.4 3.0 3.0 

AECUSUM 97.7 54.5 29.4 15.8 9.1 5.8 4.1 3.1 2.5 2.0 

ECUSUM *17844 *2954 437.1 79.0 26.2 14.3 9.7 7.3 5.9 5.0 

3.00 

WCUSUM 96.3 46.2 21.3 10.1 5.3 3.4 2.6 2.1 2.0 2.0 

AECUSUM 96.5 51.1 25.2 12.0 6.1 3.7 2.6 2.0 1.8 1.2 

ECUSUM **1.4x107 **5.1x105 *6624 168.6 28.4 14.5 9.7 7.3 5.9 5.0 

* indicates results based on 1,000 simulations, ** indicates results based on 10 simulations 
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Table 2-9: Average time to signal for optimal (in detecting a sustained shift to TBE mean = 0.5) WCUSUM, 

AECUSUM, and ECUSUM control charts with respect to a decrease in the time between events 

𝜷 Chart Type 
Shift in TBE mean 

𝝁𝟎 = 1.0 0.9 0.8 0.7 0.6 𝝁𝟏 =0.5 0.4 0.3 0.2 0.1 

0.50 

WCUSUM 97.9 67.0 45.2 30.0 19.6 12.6 7.8 4.5 2.4 0.9 

AECUSUM 98.1 67.1 45.3 30.6 20.2 13.5 8.7 5.3 2.9 1.3 

ECUSUM 16.5 13.3 10.5 8.2 6.2 4.6 3.2 2.1 1.2 0.5 

0.75 

WCUSUM 97.8 60.8 37.3 22.8 13.9 8.4 5.1 3.0 1.6 0.6 

AECUSUM 98.7 60.8 37.2 22.7 13.9 8.6 5.3 3.1 1.7 0.7 

ECUSUM 41.7 28.8 19.7 13.4 8.8 5.8 3.7 2.2 1.2 0.5 

1.00 

WCUSUM 101.1 57.7 33.0 18.6 10.7 6.3 3.7 2.2 1.2 0.5 

AECUSUM 101.1 57.7 33.0 18.6 10.7 6.3 3.7 2.2 1.2 0.5 

ECUSUM 101.1 57.7 33.0 18.6 10.7 6.3 3.7 2.2 1.2 0.5 

1.20 

WCUSUM 98.4 53.3 28.9 15.7 8.7 5.0 3.0 1.8 1.0 0.4 

AECUSUM 98.8 54.8 29.4 16.1 8.9 5.1 3.0 1.7 0.9 0.4 

ECUSUM 242.6 112.7 51.4 24.4 12.3 6.7 3.8 2.2 1.2 0.5 

1.50 

WCUSUM 97.1 49.6 25.0 12.8 6.9 3.9 2.3 1.4 0.8 0.4 

AECUSUM 97.2 51.3 26.4 13.5 7.1 4.0 2.3 1.3 0.7 0.3 

ECUSUM *1080.6 329.6 103.4 34.4 14.0 7.0 3.9 2.2 1.2 0.5 

2.00 

WCUSUM 96.4 45.3 21.1 9.9 5.0 2.8 1.7 1.0 0.6 0.3 

AECUSUM 97.7 49.0 23.5 11.0 5.4 2.9 1.6 0.9 0.5 0.2 

ECUSUM *17846.6 *2657.7 349.2 55.3 15.7 7.2 3.9 2.2 1.2 0.5 

3.00 

WCUSUM 96.4 41.6 17.0 7.0 3.2 1.7 1.0 0.6 0.4 0.2 

AECUSUM 96.5 46.0 20.1 8.4 3.7 1.8 1.0 0.6 0.4 0.1 

ECUSUM **1.4x107 **4.6x105 *5296.1 118.1 17.1 7.2 3.9 2.2 1.2 0.5 

* indicates results based on 1,000 simulations, ** indicates results based on 10 simulations 
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 The comparison of the WCUSUM and AECUSUM charts’ ARL and ATS performance in detecting 

a sustained shift to a TBE mean of 0.5 and 0.8 are shown in Table 2-8, Table 2-9, Table 2-10, and 

Table 2-11. These comparisons show that in most cases the WCUSUM chart performance is slightly better 

or very similar to the AECUSUM chart. This confirms that using a Weibull-based chart to monitor Weibull-

distributed TBE observations is more appropriate. Because of the tables provided by Lucas [39], however, 

the design of the WCUSUM chart can be simplified for most cases considered unlike the design of the 

AECUSUM chart which requires a simulation-based search method, a time consuming task.  For this reason 

the WCUSUM chart is recommended. 

Table 2-10: Average run length for optimal (in detecting a sustained shift to TBE mean = 0.8) WCUSUM, 

AECUSUM, and ECUSUM control charts with respect to a decrease in the time between events 

𝜷 Chart Type 
Shift in TBE mean 

𝝁𝟎 = 1.0 0.9 𝝁𝟏 = 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 

0.50 
WCUSUM 98.2 73.5 55.6 42.9 33.5 26.6 21.4 17.4 14.3 11.4 

AECUSUM 98.1 74.4 57.5 45.6 37.0 30.5 25.7 22.0 19.1 16.8 

0.75 
WCUSUM 97.3 64.2 44.2 31.7 23.8 18.6 15.0 12.4 10.4 8.7 

AECUSUM 97.3 64.5 44.2 32.3 24.6 19.6 16.1 13.6 11.8 10.3 

1.00 
WCUSUM 101.3 58.8 37.0 25.3 18.6 14.6 11.9 10.0 8.6 7.5 

AECUSUM 101.3 58.8 37.0 25.3 18.6 14.6 11.9 10.0 8.6 7.5 

1.20 
WCUSUM 99.1 52.9 31.5 21.2 15.6 12.2 10.0 8.6 7.5 7.0 

AECUSUM 99.0 53.2 31.5 21.0 15.2 11.8 9.6 8.0 6.9 6.1 

1.50 
WCUSUM 97.3 46.5 26.0 16.9 12.4 9.8 8.2 7.2 6.5 6.0 

AECUSUM 98.5 47.9 26.4 16.8 12.0 9.2 7.5 6.3 5.4 5.0 

2.00 
WCUSUM 101.0 39.6 20.0 12.7 9.3 7.6 6.6 6.0 5.7 5.0 

AECUSUM 100.3 41.8 20.8 12.6 8.8 6.7 5.4 4.6 4.0 3.5 

3.00 
WCUSUM 96.9 29.1 12.9 8.0 6.1 5.2 4.9 4.5 4.0 4.0 

AECUSUM 95.6 32.2 14.0 8.0 5.5 4.2 3.4 3.0 2.6 2.0 
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Table 2-11: Average time to signal for optimal (in detecting a sustained shift to TBE mean = 0.8) WCUSUM, 

AECUSUM, and ECUSUM control charts with respect to an decrease in the time between events 

𝜷 Chart Type 
Shift in TBE mean 

𝝁𝟎 = 1.0 0.9 𝝁𝟏 = 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1 

0.50 
WCUSUM 98.1 66.1 44.5 30.0 20.1 13.3 8.6 5.2 2.9 1.1 

AECUSUM 98.2 67.0 46.0 31.9 22.2 15.2 10.3 6.6 3.8 1.7 

0.75 
WCUSUM 97.2 57.8 35.4 22.2 14.3 9.3 6.0 3.7 2.1 0.9 

AECUSUM 97.3 58.1 35.4 22.6 14.8 9.8 6.4 4.1 2.4 1.0 

1.00 
WCUSUM 101.3 52.9 29.6 17.7 11.2 7.3 4.8 3.0 1.7 0.8 

AECUSUM 101.3 52.9 29.6 17.7 11.2 7.3 4.8 3.0 1.7 0.8 

1.20 
WCUSUM 99.2 47.6 25.2 14.8 9.3 6.1 4.0 2.6 1.5 0.7 

AECUSUM 99.1 47.9 25.2 14.7 9.1 5.9 3.8 2.4 1.4 0.6 

1.50 
WCUSUM 97.3 41.9 20.8 11.8 7.4 4.9 3.3 2.2 1.3 0.6 

AECUSUM 98.4 43.1 21.1 11.8 7.2 4.6 3.0 1.9 1.1 0.5 

2.00 
WCUSUM 101.1 35.7 16.0 8.9 5.6 3.8 2.6 1.8 1.1 0.5 

AECUSUM 100.3 37.7 16.7 8.8 5.3 3.4 2.2 1.4 0.8 0.4 

3.00 
WCUSUM 96.9 26.2 10.3 5.6 3.7 2.6 2.0 1.3 0.8 0.4 

AECUSUM 95.7 29.0 11.2 5.6 3.3 2.1 1.4 0.9 0.5 0.2 

2.5 Conclusion 

In this chapter, we have studied the performance of three CUSUM control charts to monitor decreases in 

the TBE mean for Weibull-distributed TBE observations. The three methods compared are the ECUSUM, 

WCUSUM and the AECUSUM control charts. The ECUSUM chart was previously said to be robust to 

departures from the exponential distribution toward the Weibull distribution because of the fairly similar 

out-of-control performance [29]. For a control chart to be deemed robust towards departures from the 
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assumed underlying distribution, however, it should have fairly similar in-control and out-of-control 

performance when compared to a chart designed to account for the true underlying distribution.  

 The robustness of the ECUSUM chart was tested in this chapter by directly comparing both its in-

control and out-of-control ARL performance to the performance of the AECUSUM and WCUSUM charts. 

While the out-of-control performance of the ECUSUM chart may appear reasonable in Table 2-8 and 

Table 2-9, the in-control performance is not. The in-control ARL and ATS performance of this chart range 

from very small values (below twenty) to extremely large values (in the billions) depending on the value of 

the shape parameter. The desired in-control ARL of 100 is only obtained when 𝛽 = 1 in which case the 

Weibull distribution simplifies to become the exponential distribution. Because of these results users of the 

ECUSUM chart should be concerned about departures from the exponential distribution. For Weibull-

distributed TBE data we recommend use of the WCUSUM chart. 
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3 CHAPTER 3:  

DEFENDING AGAINST PRODUCT-ORIENTED  

CYBER-PHYSICAL ATTACKS ON INTELLIGENT 

MACHINING SYSTEMS 

3.1 Introduction 

In modern manufacturing, the growing adoption of Industry 4.0 and its related technologies (e.g., internet-

of-things, cyber-physical systems, cloud computing) is introducing an unprecedented level of connectivity 

for manufacturing cyber-physical systems [2, 3]. Unfortunately, this has also created opportunities for 

adversaries to commit non-traditional cyber-attacks that aim to inflict harmful physical changes in a 

product, a process, and/or an entire production system [6]. An example of this type of cyber-attacks was 

conducted on a German steel mill in 2014 [31]. Adversaries gained access to the plant’s network, causing 

multiple physical system component failures and massive physical damage. Another example was 

demonstrated on an additive manufacturing process by Sturm et al. (2014) [32]. In their attack, an internal 

void was added into a tensile test specimen by altering its .STL file resulting in a printed part that exhibited 

a significant loss in strength. 

Generally, cyber-physical systems, such as advanced manufacturing systems, can be defined as 

systems that consist of highly integrated and coordinated cyber and physical entities. Cyber-attacks against 

these systems (referred to as cyber-physical attacks), can target either a cyber or a physical entity to affect 

either a cyber or a physical entity. As discussed by Yampolskiy et al. (2012; 2013) [53, 54], cyber-physical 

attacks can be described by the domain that the attack is targeting/influencing (cyber or physical domain) 

and the domain that is being effected/victimized (cyber or physical domain), which results in the following 

attack categories: Physical-to-Cyber (P2C), Cyber-to-Cyber (C2C), Cyber-to-Physical (C2P), or Physical-
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to-Physical (P2P). For instance, the aforementioned attack on the tensile test specimen is an example of a 

C2P attack in which the influenced entity was cyber (part’s .STL file) while the victimized entity was 

physical (the tensile test specimen).  

While understanding and developing defense strategies for each of the aforementioned cyber-

physical attack categories is equally as important, this chapter focuses on a specific type of C2P attacks, 

namely Product-Oriented C2P attacks. In manufacturing C2P attacks can be generalized as attacks that are 

either Process-Oriented or Product-Oriented. Process-Oriented attacks aim to disrupt manufacturing 

processes, which can be accomplished through numerous C2P attacks, such as: destroying/incapacitating 

equipment, cancelling incoming raw material shipments, or activating fire suppression systems. Product-

Oriented attacks aim to maliciously alter a part’s design intent with the hope that the altered part will reach 

its customer. Product-Oriented C2P attacks can degrade a part’s quality and/or decrease its functional 

performance and/or reliability. Such effects could be catastrophic in terms of consumer safety and financial 

losses (e.g., increased warranty costs, injury settlements, and/or loss of customer trust) [33, 34].  

Efficiently defending against cyber-physical attacks, such as Product-Oriented C2P attacks, require 

a clear understanding of how these attacks could be designed and implemented [55]. For the cyber domain, 

multiple repositories exist to catalog common attack patterns (designs) targeting software/Information 

Technology (IT) systems to assist the community in developing more secure systems [56]. Example 

repositories include the Common Weakness Enumeration (CWE) list [57], the Common Vulnerabilities and 

Exposures (CVE) list [58], the NIST National Vulnerability Database (NVD) [59], and the Common Attack 

Pattern Enumeration and Classification (CAPEC) repository [60]. For the manufacturing physical domain, 

unfortunately, there is little to no focus on understanding how the physical component(s) of Product-

Oriented C2P cyber-attacks can be designed. 

Another aspect of defending against cyber-physical attacks is to adopt specific defensive 

countermeasures (both detective and protective) for both the cyber and the physical domains of the system. 

Multiple cyber detective and protective defense layers implemented throughout the IT system have been 
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commonly accepted in practice. The use of multiple defense layers helps to create a more robust security 

system that results in unattractive (costly) targets for potential adversaries. This defense strategy is usually 

referred to as defense-in-depth in traditional cyber-security literature [55, 61]. In the emerging research area 

on manufacturing security, apart from recent works on attacks detection at the process level using in-situ 

process monitoring systems, a holistic discussion on potential physical detection layers within the defense-

in-depth framework is lacking.  

As just mentioned, one of the evolving areas within the manufacturing security field focuses on 

detecting Product-Oriented C2P attacks at the process level. Monitoring techniques can be developed to 

detect physical process changes (induced by an attack) by monitoring in-process variables (e.g., vibration, 

temperature, power consumption). In this research these variables are treated as “side-channels”, which 

have proven to be a valuable approach to detecting Trojans in integrated circuits [62]. While producing 

significant results, this research area suffers from three key shortcoming: (1) The majority of current efforts 

have been limited to case studies implementing arbitrary attacks to demonstrate the use of traditional data-

driven methods to detect attack induced process anomalies, (2) There is a lack of systematic understanding 

of how the physical components of Product-Oriented C2P attacks can be designed, and (3) There has been 

no focus leveraging physical process knowledge to understand the relationship between attacks and their 

effects on in-process variables. It should be noted that further details regarding these shortcomings are 

discussed in Section 3.2. 

In addition to the abovementioned limitations, there is a disproportionately large amount of 

research in this area being devoted to securing Additive Manufacturing (AM) technologies. Despite the 

significant advances in AM over the past decade, machining (subtractive manufacturing) still remains, and 

will remain for the foreseeable future, the backbone of manufacturing. This is true especially in the case of 

mass production of low complexity and high precision parts [35]. This is evident in the steady demand for 

machining technologies, which has a $7.5 billion expected expenditure on new machine tools in 2018, an 

increase of 5% compared to estimates for 2017 [63]. Additionally, development of hybrid manufacturing 
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technologies is a growing area of interest as the solution to attain the flexibility of additive manufacturing 

with the precision of machining technologies [35]. To ensure that all key manufacturing processes are 

secure, now and in the future, machining infrastructure should be a priority for the industry and the 

manufacturing security research community. 

To address the shortcomings described in this section, four contributions in this chapter help 

advance our understanding of Product-Oriented C2P attacks. First, this chapter proposes the adoption of 

the defense-in-depth strategy/framework to utilize current Quality Control (QC) resources as physical 

detection layers to defend against Product-Oriented C2P attacks. Second, an attack design scheme is 

proposed to systematically describe key design elements of Product-Oriented C2P attacks against 

machining. Based on this scheme, a machining specific Attack Design Designation System (ADDS) is 

proposed to provide a structure to populate a wide variety of potential attacks. Third, to demonstrate the 

relationship between Product-Oriented C2P attacks and physical defense-in-depth strategies, an 

experimental investigation is conducted. In this case study, several realistic Product-Oriented C2P attacks, 

designed according to the proposed attack design scheme are implemented against a turning process. 

Finally, the use of a side-channels driven monitoring system is explored to show the effectiveness of 

employing physical process knowledge to understand the relationship between the attacks and their effects 

on process physics.  

 The remainder of this chapter is organized as follows. In Section 3.2, previous relevant research is 

reviewed. Section 3.3 introduces the concept/framework of physical defense-in-depth for manufacturing 

systems. The proposed attack design scheme is discussed in Section 3.4. The experimental investigation is 

described in Section 3.5. The side-channels monitoring system and the experimental investigation results 

are discussed and reported in Section 3.5 and 3.6, respectively. In Section 3.7, several remarks draw the 

chapter to its conclusion. 
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3.2 Literature Review 

Manufacturing cyber-security is currently receiving significant attention from the research community. 

With respect to Product-Oriented C2P attacks, the literature can be separated into three basic categories that 

focus on: 1) Constructing frameworks or taxonomies, 2) Developing attack detection approaches, and 3) 

Demonstrating possible attacks. Due to the relative infancy of this research area, these topics are often 

discussed separately. However, in order to develop deployable solutions these areas need to be addressed 

in tandem. As a first step towards deployable solutions, this chapter will bridge this gap for machining 

processes. Therefore, the following three sub-sections provide a literature review of the three 

aforementioned research areas, respectively. It should be noted that this literature review only includes 

research that is applicable to Product-Oriented C2P attacks.  

3.2.1 Framework and Taxonomies Literature 

The focus of this research area is on providing systematic methods to quantify different issues related to 

cyber-physical security in manufacturing. The results of these efforts have provided researchers with a 

deeper understanding of manufacturing cyber-physical from a security perspective. 

Frameworks: Several frameworks have been proposed regarding the flow of physical or cyber 

entities through a production system to identify vulnerabilities (or risk). Hutchins et al. (2015) [64] outlined 

a framework for identifying cyber-security risks in manufacturing. The focus of the framework was on data 

transfer within the manufacturing and supply chain environments. Through this framework, several 

mechanisms for identifying generic and manufacturing-specific vulnerabilities were identified. Chhetri et 

al. (2017) [65] presented a cross-domain security analysis framework for cyber-physical production 

systems. Their framework proposed that the relation between the cyber domain model and physical domain 

information flows can be abstracted using data-driven models. DeSmit et al. (2017) [66] proposed a 

framework to both identify and quantify vulnerabilities in a manufacturing system. Their work considered 

not only data transfer through a cyber-physical system, but also included human and physical entities and 

their interactions. 
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Taxonomies: Several research efforts have focused on developing cyber-security taxonomies or 

classification schemes that are specific to the unique nature of manufacturing. Yampolskiy et al. (2016) 

[67] provided three dimensions of classification with respect to attacks on 3D printers. These dimensions 

focused on: 1) Elements in the additive workflow; 2) Manipulations of these elements; and 3) The effects 

of these elements. Pan et al. (2017) [68] discussed two taxonomies for IoT-based production systems to 

better understand the potential dangers. The first taxonomy focused on cyber-physical attacks against 

manufacturing processes, whereas the second concentrated on quality inspection measures to counteract 

the attacks; however, no overlap between these two taxonomies was considered. In response, Elhabashy et 

al. (2018) [33] presented a taxonomy that focused on the overlap between attacks aimed at both 

manufacturing and quality control. DeSmit 2017 [69] proposed a taxonomy that classified cyber-attacks 

against manufacturing into four classes, namely; 1) Information gathering, 2) Enabling, 3) Masking, and 4) 

Amplifying. Using this taxonomy, they demonstrated the ability to analyze the impact of an attack based 

upon eight unique severity metrics. 

 The research into frameworks and taxonomies has paved the way for understanding the behavior 

of Product-Oriented C2P attacks. Unfortunately, this collection of work has focused solely on 

manufacturing from the system-level. In general, framework and taxonomy research needs to be extended 

to consider the behavior of attacks for specific manufacturing processes. While there exists some degree of 

overlap across all manufacturing processes, individual process nuances will result in attack-process 

interactions that cannot be captured in high-level generic frameworks or taxonomies. As part of this 

research, an attack design scheme for categorizing Product-Oriented C2P attacks on machining is presented 

in Section 3.4.  

3.2.2 Attack Detection Literature 

Several approaches to detect the physical manifestation of a Product-Oriented C2P attack have been 

proposed. In general, these approaches can be separated into two categories, namely; 1) Attack detection 

for additive processes and 2) Process independent attack detection.  
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Attack Detection for Additive Processes: Sturm et al. (2016) [70] investigated the use of impedance 

signatures (captured by piezo-electric transducers) for in-situ defect monitoring in additive processes. While 

their paper did not focus specifically on Product-Oriented C2P attacks, the authors did mention the 

applicability of this approach in cyber-security for additive processes. Chhetri et al. (2016) [71] proposed 

using process variables, such as acoustic emissions, to detect attacks against Fused Deposition Modeling 

(FDM) additive processes. Through an experimental setup, the authors showed that acoustic emission can 

detect a simple attack which changes the velocity, displacement, and movement of the printer’s axes. 

Similarly, Belikovetsky et al. (2017) [72] used acoustic emissions as side-channels to detect attacks that 

added or removed G-code commands, modified length parameters and extruder’s speeds, or reordered G-

code commands. 

Process Independent Attack Detection: The use of impedance signatures as a side-channel for 

detection is not limited to additive processes. Vincent et al. (2015) [62] proposed using side-channels as a 

generic process independent approach to detect Product-Oriented C2P attacks in production systems. 

However, their paper only proposed the concept and was never extended to include experimental results or 

applicable case studies. Wu et al. (2017) [7] demonstrated the use of both vision and acoustic emission 

sensors to detect a range of attacks against both additive and machining processes. 

Excluding the work of Sturm et al. 2016 and Vincent et al. 2015, who proposed the use of novel 

sensors to detect attacks, the remainder of research in this area has basically demonstrated that existing 

process monitoring techniques can be used to detect attacks. While these demonstrations are vital to 

progressing the research field, they have several drawbacks. First, previous attack detection research has 

focused on implementing arbitrary Product-Oriented C2P attacks that did not have a specific goal with 

respect to how the manufactured part is altered. Second, no research has explored how an adversary may 

be able to thwart process monitoring via side-channels through intelligently designed attacks. Third, current 

efforts do not employ physical process knowledge to understand the relationship between Product-Oriented 

C2P attacks and their effects on manufacturing process dynamics. This presents a clear loss in the ability 
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to leverage the unique characteristic that Product-Oriented C2P attacks produce physical manifestations. 

Finally, these research efforts have, for the most part, relied upon traditionally used data-driven methods 

for attack detection. These traditional methods were not developed for the purpose of security, and therefore 

may be inappropriate for attack detection. In fact, it may be possible within an attack, to exploit assumptions 

made in the development of these methods to evade detection. Altogether these limitations do not allow 

researchers to understand the extent to which side-channels can detect a wide range of possible attacks.  

In response to these shortcomings, Sections 3.5 and 3.6 introduce an experimental investigation 

study in which six different attacks on a simple geometry are systematically designed and implemented 

following the attack design scheme proposed in Section 3.4. Second, several attacks demonstrate how an 

adversary can intelligently leverage physical process knowledge and the assumptions of traditional signal 

monitoring techniques to thwart detection via side-channels. Third, utilizing the physical process 

knowledge, each attack impact on the machining process physics is discussed along with its impact on side-

channels process data measurements. Finally, the use of side-channel monitoring systems is explored with 

the threat of attacks on product quality in mind. Several detection metrics were selected for this purpose.  

 In addition to the aforementioned gaps, the attack detection literature has been limited only to attack 

detection at the process level. However, manufacturing has relied heavily upon QC to ensure products meet 

design specifications. Numerous QC tools have been designed and deployed across every aspect of 

manufacturing, from simple human visual inspection plans to mathematically rigorous in-situ process 

monitoring techniques. To take advantage of these already-available resources, Section 3.3 proposes the 

adoption of the defense-in-depth strategy to transition current Quality Control resources to become physical 

detection layers to defend against Product-Oriented C2P attacks. 

3.2.3 Attack Demonstrations 

The majority of the earliest works in cyber-physical security for manufacturing systems focused on 

generating both academic and industrial awareness. This awareness was created through the use of attack 
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demonstrations that can be categorized as focusing on either machining or additive processes.  

Machining Attack Demonstrations: Wells et al. (2014) [6] discussed some of the cyber-security 

related weaknesses existing in production systems through the use of a case-study for a machining process. 

In their case-study, the manufacturing of a tensile test specimen on a Computer Numerical Control (CNC) 

milling machine was attacked through altering the tool path files as part of an undergraduate student project. 

The purpose of the case-study was not only to demonstrate the attack feasibility, but also to assess the 

diagnostic abilities of future engineers. Turner et al. (2015) [73] expanded upon the work of [6] and 

analyzed potential attack surfaces within manufacturing, such as; the design tool chain, control, and direct 

equipment attack surfaces. 

Additive Manufacturing: Sturm et al. (2014) [32] pointed out existing cyber-related weaknesses 

in additive manufacturing processes and discussed a variety of potential cyber-physical attacks. This 

discussion concluded with demonstrating an attack that added an internal void into a tensile test specimen 

by altering its .STL file. The result was a printed part that exhibited a significant loss in strength. In a 

manner similar to [6], student groups unknowingly participated in the experiment and were not able to 

detect the occurrence of the attack, even after destructively testing the part. Expanding upon the work of 

[32], Zeltmann et al. (2016) [74] investigated two types of additive manufacturing attacks; namely, 

embedding internal defects and altering print orientations. Ultrasonic inspection and Finite Element 

Analysis showed that these attacks were difficult to detect and that they had a negative impact on part 

performance, respectively. Belikovetsky et al. (2016) [75] demonstrated an attack against a 3D printed 

propeller for a quadcopter. In this demonstration, the propellers design file was remotely compromised, 

causing the quadcopter propeller to collapse during flight. In addition to the demonstration, they also 

identified attack opportunities, analyzed the attack’s full chain, and developed a methodology to assess 

attack difficulty in additive manufacturing. 

Moore et al. (2017) [76] demonstrated an additive manufacturing attack by tampering with a FDM 

printer’s firmware. Two different attacks were implemented, one attack affected the printer’s control flow 
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and the other attack increased the printer’s extrusion rate. Slaughter et al. (2017) [77] presented an attack 

that compromised an additive manufacturing processes’ own quality control system to maliciously attack 

parts. More specifically, they demonstrated that an attack against a powder bed fusion system could be done 

by attacking the infrared imaging system used for closed-loop quality control. 

 While the aforementioned research has successfully brought awareness to the threat of Product-

Oriented C2P attacks, attack demonstrations have limited themselves to only consider one or two attack 

scenarios. However, given the complex nature of manufacturing systems, the number of possible attack 

scenarios for a given process are almost limitless. The immense amount of possible attack scenarios can be 

attributed to several unique aspects of manufacturing. First, theoretically speaking, there exists an infinite 

number of ways to alter a part (e.g., infinite number of possible tool-paths). Second, multiple inputs are 

necessary for a manufacturing process including; product design data, process parameters, incoming raw 

materials, etc. Third, for each input into a manufacturing process, multiple exploitation opportunities exist 

to maliciously alter the product being produced. As part of this research, Section 3.5 introduces an 

experimental investigation case study in which the systematic attack design scheme, proposed in 

Section 3.4, is used to design a variety of Product-Oriented C2P attacks, on a turning process, with varying 

levels of design sophistication. 

3.3 Defense-in-Depth for Cyber-physical Manufacturing Systems 

For almost two decades, the strategy of Defense-in-Depth has been a widely accepted best practice in cyber-

security. This strategy relies upon the development of multiple defense layers to create a robust security 

solution that results in unattractive (costly) targets for potentials adversaries [55]. According to the 

Department of Homeland Security (DHS), the Defense-in-Depth strategy relies upon both detective and 

protective layers to impede cyber intruders. Similarly, detect and protect are two of the five core functions 

of the NIST cyber-security framework [61]. Cyber-physical systems and cyber-physical attacks consist of, 

and can be uniquely described by, cyber and physical components. Similarly, detective and protective layers 

can (and should) occur in both cyber and physical forms. Given that the scope of this chapter revolves 
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around physical defense in manufacturing, the discussion focuses only on physical defense layers. 

Information on cyber defense layers is beyond the scope of this work and can be found in resources such 

as the DHS recommended practices document [55] and the NIST cyber-security framework for critical 

infrastructures [61]. 

Over the course of the past several decades, numerous forms of physical protection have been 

identified and recommended as best practices for enhancing security. Examples of common physical 

protection include, but are not limited to; fences, gates, access cards, locked equipment cabinets, video 

cameras, lighting, and physical port (e.g., USB) blocks. However, outside of recent work with side-channel 

detection approaches (Section 3.2), significantly less attention has been placed on physical detection layers. 

As part of the Defense-in-Depth framework, an organization should utilize its available resources to provide 

effective layers of detection and protection [55]. With respect to Product-Oriented C2P attacks in 

manufacturing, this begs the question, “What physical resources are available to detect attacks and how can 

they be leveraged to develop multiple defense layers?” Answering this question requires identifying what 

these layers would actually be defending against. 

As discussed by Wu and Banzhaf (2010) [78], the ultimate goal for detection in cyber-security is 

to quickly detect threats before they inflict widespread damage. With regards to Product-Oriented C2P 

attacks, this chapter defines widespread damage as producing and ultimately delivering physically altered 

products to a customer. From this definition, the answers to the aforesaid question resides in Quality Control 

(QC) resources. Over the past century, manufacturing has relied heavily upon QC to ensure goods are 

produced and delivered as designed [79]. Numerous QC tools have been designed and deployed across 

every aspect of manufacturing, from simple human visual inspection plans to mathematically rigorous in-

situ process monitoring techniques. Unfortunately, QC tools are not designed considering the possibility 

for a Product-Oriented C2P attack, which may limit their direct application as physical detection layers. 

More specifically, QC tools may be incapable or highly insensitive to maliciously designed product 

alterations, especially for alterations that are intelligently designed to circumvent QC. In this chapter, QC 



41 

regimes that have the potential to be developed into physical detection layers are separated into three 

categories; Personnel, inspection, and process. The current status of these QC regimes and their ability to 

be developed into defense-in-depth detection layers is briefly discussed below. 

Personnel: Possibly the most straightforward approach to detecting a Product-Oriented C2P attack 

is for experienced manufacturing personnel to detect physical alterations to manufactured parts or changes 

to a manufacturing process. It should be noted, that this category is not referring to human inspectors; i.e. 

humans whose role in a manufacturing system is to inspect and ensure part quality. The category is referring 

specifically to manufacturing personnel; i.e. any human whose role in the manufacturing system does not 

necessarily include inspection but does include direct interaction with manufactured parts or processes. 

Potential personnel within this category include; machinists, material transporters, mechanics, packagers, 

or quality engineers. 

While this may appear to be a simple QC regime to develop into a detection layer, it may be quite 

challenging for parts that are produced in large volumes, exhibit very complex features or geometries, or 

are very small in size [33]. In addition, the role of operators is shifting towards performing tasks across 

different systems rather than operating a single manufacturing process. Operators in advanced 

manufacturing systems have less hands-on interactions with manufacturing processes. Operators rely on 

software tools such as HMI (human machine interface), SCADA (supervisory control and data acquisition), 

MES (manufacturing execution systems), and MI (manufacturing intelligence) to produce alarms and 

warnings regarding process performance. 

Inspection: Most manufacturing QC systems rely upon post-production part inspection. These 

inspections include but are not limited to: 1) Visual inspection (e.g., human, machine, x-ray); 2) Feature 

measurements (e.g., micrometers, optical comparators, Coordinate Measurement Machines (CMMs), etc.,); 

or 3) Gauging (e.g., go/no-go gauges). Given the specific manufacturing scenario, these inspections can be 

performed on or off-line using a variety of sampling strategies (e.g., 100% inspection, sub-grouping, first 

and last). Furthermore, the results of these inspection procedures can be used to accept/reject individual 
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parts of lots and are often used as the basis for statistical process control (SPC) applications.  

Developing this QC regime into a detection layer requires overcoming a significant hurdle. 

Specifically, inspection tools/approaches are not designed to detect (or may be incapable of detecting) the 

effects of an attack. For instance, inspection systems usually focus on pre-determined (physical or 

statistical) features, such as Key Quality Characteristics (KQCs) or Principal Components (PCs), 

respectively. Any Product-Oriented C2P attack that alters a feature that is not inspected may go undetected. 

Similarly, these approaches only focus on measuring features that should exist. Adding additional features, 

for example an extra hole, may go undetected. Additionally, in some manufacturing scenarios, not every 

single manufactured part is inspected, allowing for attacks that only affect non-inspected parts to completely 

circumvent this QC regime.   

Process: Advanced manufacturing systems place significant emphasis on process monitoring in 

real time. For instance, for machining processes, vast amounts of research efforts have focused on creating 

real-time automated process monitoring, diagnosis, and control systems. These methods aim to 

automatically detect, diagnose, and compensate for process/product anomalies utilizing in-situ sensor 

measurements of process variables (e.g., cutting forces and vibration) [5]. Similarly, research efforts have 

also focused on the real-time monitoring of Key Performance Indicators (KPIs) (e.g., process startup times, 

throughput rates, equipment availability) within a control system to detect anomalies including cyber-

attacks [80].  It should be noted that this should not be confused with the research revolving around 

physically detecting attacks against Industrial Control Systems (ICS). In this research area, physical system 

variables are used to detect anomalies in controller logic, sensor readings, systems states, or control 

commands [81].   

While all three QC regimes are important to develop into detection layers, we believe that 

developing the Process QC regime has the most potential to significantly increase manufacturing security. 

However, there are still issues that need to be overcome to transform process monitoring into a detection 

layer. Specifically, process monitoring focuses on feature extraction and monitoring strategies that may not 
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be sensitive to Product-Oriented C2P attacks. For instance, in machining, features are extracted based upon 

specific process monitoring objectives; such as, 1) Tool conditions, 2) Chip conditions, 3) Process 

conditions, 4) Surface integrity, 5) Machine tool state, or 6) Chatter detection [5]. No research exists that 

focuses on which features should be extracted when the process monitoring objective is security. 

Together these three QC regimes suffer from the same two highly related hurdles that prevent their 

direct implementation as detection layers. First, all QC tools are developed with specific assumption 

regarding the nature of the manufacturing process, such as the statistical behavior of the data or possible 

process shifts. It is possible that these underlying assumptions are either no longer valid in the presence of 

an attack or the attack itself invalidates the assumptions. Second, the implementation of QC tools provides 

manufacturers with a false sense of security against Product-Oriented C2P attacks, because they are 

unaware or oblivious to the fact that attacks can be intelligently designed to circumvent QC systems. 

Overcoming these hurdles requires re-visioning how QC systems are designed and implemented across all 

three of these QC regimes. 

Lastly, designing an effective and efficient physical detection layer strategy requires understanding 

how attacks can be designed and to what extent those designs can (and cannot) avoid detection. In response, 

Section 3.4 presents an attack design scheme and a designation system (machining specific) that provides 

the structure to populate a wide variety of potential attacks. 

3.4 Attack Design Scheme 

This section introduces an attack design scheme to systematically describe the key elements of Product-

Oriented C2P attacks against machined parts. This scheme provides the first step toward developing a 

needed body of knowledge that will offer a clear common understanding of how Product-Oriented C2P 

attacks on manufacturing systems can be designed and implemented. The scheme is similar to the Common 

Attack Pattern Enumeration and Classification (CAPECTM) repository for software security applications 

[60, 82]. The systematic understanding of Product-Oriented C2P attacks against machined parts will assist 
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in the development of secure manufacturing systems utilizing physical defense in depth strategies. The 

elements of the attack design scheme are described in Section 3.4.1. These elements are captured in the 

proposed attack design designation system (ADDS) in Section 3.4.2. ADDS provides the structure to 

populate the wide variety of potential attacks targeting machining environments to aid in designing better 

defenses for these systems.  

3.4.1 Attack Design Scheme Elements 

The attack design scheme for a Product-Oriented C2P attack in machining includes three elements: 1) the 

quality integrity category; 2) the design considerations; and 3) the implementation location. The quality 

integrity category describes which physical aspect of a machined part is altered by an attack. Design 

considerations consist of possible system information, gathered by the adversary, which can be used to 

design an attack with a lower likelihood of detection. The implementation location corresponds to where in 

the value-chain the attack could be introduced to accomplish a specific objective, but not necessarily where 

the physical manifestation of the attack occurs. Here the implementation location is synonymous with what 

Yampolskiy et al. [53, 54] referred to as the influenced element and the location of the physical 

manifestation would correspond to the victim element. Additional details about the attack design scheme 

elements are provided the following sub-sections. 

Quality Integrity Category  

The attack design scheme captures which physical aspect of a part is altered by an attack through the quality 

integrity category. For machining processes three criteria [83] determine if a part adheres to the original 

design parameters: 1) dimensional accuracy; (2) acceptable surface roughness; and 3) material properties 

consistent with design intent. These three criteria provide the basis for the three quality integrity categories: 

geometric, surface, and material quality integrity categories, respectively: 

a. The geometric quality integrity category describes the nominal geometry that can be altered by 

an attack (e.g. feature size/shape and/or added/removed feature);  
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b. The surface quality integrity category describes the nominal surface characteristics – roughness, 

waviness, and/or lay – that can be altered by an attack; and 

c. The material quality integrity category describes the alteration of material characteristics 

(hardness or microstructure) as a result of varying the process physical parameters and/or the 

incoming material characters.  

Any attack successfully altering physical part aspect(s) within one or more of these quality integrity 

categories will result in a part which does not match design intent. With respect to the scope of this work 

the focus is on attacks degrading the part geometric quality integrity for machining processes. 

 The American Society of Mechanical Engineers (ASME) [84] defines the Geometric Dimensioning 

& Tolerancing (GD&T) system as “…an essential tool for communicating design intent — that parts from 

technical drawings have the desired form, fit, function and interchangeability.” This work adopts the GD&T 

concepts of type and characteristic to construct the geometric integrity classes and sub-classes needed to 

populate the individual geometrical physical aspects that can be potentially altered by an attack. Table 3-1 

shows the geometric integrity classes and sub-classes used to communicate the geometric feature affected 

in an attack on a machined part. 

 Together the quality integrity category, class, and sub-class provides the framework to specifically 

define the geometrical aspect(s) affected through a Product-Oriented C2P attack. The class letter 

abbreviations and sub-class numerical values, provided in Table 3-1, are used in the Attack Design 

Designation System (ADDS). The ADDS is described in Section 3.4.2 and used throughout Section 3.5 to 

demonstrate a number of attacks that can be identified through this system. To illustrate geometric integrity 

classes and sub-classes, a visual representation of a nominal and two attacked cylinders are shown in 

Figure 3-1. 

 In this example, two different geometric quality integrity category attacks on a straight cylinder 

with a keyway can be cataloged by the ADDS. The first attack alters the form class and cylindricity sub-
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class (G.F.4) by changing the part from a straight cylinder to a barrel shape. The second attack alters the 

size class and linear dimension circular feature sub-class (G.S.1) by increasing the diameter of the cylinder. 

It should be noted that this example does not include the attack design consideration in the ADDS which is 

introduced in the next sub-section.  

Table 3-1: Geometric Integrity Classes and Sub-classes 

Class Sub-class 

Form F 

 Straightness 1 

 Flatness 2 

 Circularity 3 

 Cylindricity 4 

     

Location L 

 Position 1 

 Concentricity 2 

 Symmetry 3 

     

Orientation O 

 Angularity 1 

 Perpendicularity 2 

 Parallelism 3 

     

Profile P 
 Profile of a Line 1 

 Profile of a Surface 2 

     

Runout R 
 Circular 1 

 Total 2 

     

Size S 

Linear Dimension Circular Feature 1 

Linear Dimension Straight Feature 2 

 Angular Dimension 3 
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Figure 3-1: Nominal (left), Attacked Barrel (center), and Attacked Diameter (right) Machined Cylinder 

Attack Design Considerations 

When a manufacturing system is viewed from a defense in depth perspective, for an attack to be successful 

the design of the attack would need to consider a manufacturing system’s defense layers. Design 

considerations, based on system information and gathered by the adversary, must be incorporated in 

designing an attack with a lower likelihood of detection. As discussed earlier the defense in depth strategy 

makes it more challenging or costly for the adversary to pursue an attack. This can be demonstrated in a 

manufacturing system by considering the different layers that have been developed for detection.  

 Attack designs need to consider both cyber and physical defense layers. As previously noted, the 

focus of this chapter is on physical design considerations. From the discussion in Section 3.3, physical 

detection layers include personnel, inspection, and process. Acquiring information regarding the 

implementation of these defense layers may allow for considerations in an attack’s design that will decrease 

its probability of being detected.  Example considerations are listed in Table 3-2 and are meant to be an 

initial population with new entries and/or subsets to be potentially added over time. The numbering system 

of the design considerations in Table 3-2 is used in the attack design designation system described in the 

following sub-section. 

The attack design considerations listed in Table 3-2 are generalized considerations and additional 

more manufacturing system specific considerations may exist. The following paragraphs provide examples 
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of what an adversary needs to consider to overcome the hurdles created by personnel, inspection, and 

process detection layers. 

Table 3-2: Design Considerations of Product-Oriented C2P attacks in Machining 

Layers Consideration Information Required for Consideration 

Personnel 

1 
Product 

detection 

The cognitive proficiency of an operator to use their 

experience/knowledge of a product to detect alterations  

2 
Process 

detection 

The cognitive proficiency of an operator to use their 

experience/knowledge of a process to detect alterations  

3 
Human machine 

interface 

Digital information made available to an operator 

regarding a product or process that could indicate an attack 

    

Inspection 

4 
Inspection 

plan 
The design parameters of the inspection plan  

5 
Key quality 

characteristics 

The geometrical features to be inspected and their 

specification limits 

6 Inspection procedure 
The type(s) of inspection equipment used and how the 

inspection is performed 

    

Process 

7 Industrial control system 

How a control system  

may be used  

for monitoring the process 

8 
In-situ process 

monitoring 

How in-situ process monitoring may be used for 

monitoring the process 

9 Variation Common cause process variation 

    

Personnel Layer: For product considerations, a seasoned/experienced operator(s) who is 

knowledgeable about a product’s nominal geometry may notice geometric alterations. To overcome this 

hurdle, for example, the magnitude of a feature size alteration can be made relatively small to decrease the 

likelihood of detection by an operator either at the machine or a downstream process. Similarly, it may be 
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easier to notice attacks on one feature type versus another. For instance, it may be preferable not to perform 

an attack that results in a nominally symmetrical product becoming asymmetric.  

For process considerations, a seasoned/experienced operator(s) who is knowledgeable about the 

process may cognitively notice (intuition) changes to the process behavior. For instance, if an attack resulted 

in an increased depth of cut, a seasoned machinist may notice additional vibrations or noise in the process. 

To overcome this hurdle, another process parameter (e.g. cutting speed or feed rate) could be changed to 

compensate for the increased depth of cut.  

For human machine interaction considerations, in modern manufacturing systems, operators rely 

on software tools such as HMI (human machine interface) and SCADA (supervisory control and data 

acquisition) to produce alarms and warnings regarding process performance. For instance, an operator 

responsible for a manufacturing cell encompassing multiple CNC machines may be supported by a process 

data digital readout showing real-time process status feedback. This panel may include information such as 

overall average power consumption, average vibration level, and coolant pressure. The knowledge of what 

and how process information may be supplemented to the operator may aid in designing attacks that 

overcome this detection layer. For example, an attack resulting in a decreased depth of cut will decrease 

the overall vibration level reflected on the data panel presented to the operator. The attack may consider 

compensating for this decrease by increasing the feed rate so that the overall vibration level remains the 

same. Another way to achieve this is to simultaneously attack the data panel software itself to tamper with 

the overall vibration level readout on the screen to make it appear normal. The decision of how to implement 

this consideration rely on the knowledge of the system vulnerabilities and the relative complexity of 

exploiting them. 

Inspection Layer: In manufacturing QC systems, the use of post-production inspection offers 

another layer for detecting product changes from nominal geometry. Considering the specifics of the 

inspection process such as the inspection plan, the product’s key quality characteristics (KQCs), and the 

inspection procedure helps overcome the inspection detection layer. For the inspection plan, for instance, 
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knowledge of the sampling plan details such as the sampling interval and strategy could aid in performing 

attacks targeting only parts that are not considered for inspection. For KQCs, they are the predetermined 

critical geometrical features and their specification limits selected for quality checks. An attack, for 

example, can consider this information and alter a geometric feature not inspected by a large magnitude 

and yet may go undetected. For the inspection procedure consideration, details such as the measurement 

device type and the measurement setup help in designing attacks in which altered features could pass 

inspection. For example, changing the CAD file used to create the inspection program of a CMM to match 

the attacked geometry will result in the CMM acceptance of this altered geometry. 

Process Layer: As discussed in Section 3.3, process monitoring can aid in detecting changes of a 

process characteristic driven by an attack aimed at altering a product design intent. Two types of real-time 

monitoring systems can be utilized for such defense purpose: industrial (machine) control system based 

monitoring and/or in-situ process physical variables monitoring system. The knowledge of how any or both 

of these systems may be used for monitoring the process can offer a venue for overcoming this detection 

layer hurdle. For an industrial (machine) control based monitoring system, for example, embedded sensor 

signals (e.g. tool/spindle position) can be tampered to avoid detection of changes from the nominal cutting 

path. As for an in-situ process monitoring system, knowledge of what physical signal descriptors (e.g. 

statistical descriptors, wavelets coefficients, FFT coefficients) that could be extracted and monitored can 

aid in designing attacks that do not necessarily impact these descriptors. For instance, it is customary to 

only focus on monitoring signal amplitude descriptors to ensure that a physical quantity such as cutting 

vibrations remain within allowable limits. Such knowledge can help in designing attacks that do not impact 

the magnitude of the signal but the local time signatures of the signal (see Attack 2 description in Section 3.5 

for further clarification).  

For attacks that may change descriptors being monitored, the knowledge of the typical process 

signal variations could aid in designing attacks that can be hidden within the monitoring system natural 

variability. For example, to obtain a specific diameter reduction in turning could be accomplished by 
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changing the depth of cut in either the roughing pass or finishing pass. It is widely known that there is more 

variation in the process physics of the roughing operation over finishing. Therefore, a larger magnitude 

diameter reduction could be achieved in the roughing pass with a lower probability of detection over the 

same diameter reduction in the finishing pass.  

Based on the discussion of this section, design considerations must be incorporated in designing an 

attack with a lower likelihood of detection. The implementation location is the final element in the attack 

design scheme and is introduced in the next sub-section. 

Implementation Location 

The implementation location is the cyber entity within the value-chain where the attack is introduced to 

accomplish a desired physical change but does not necessarily need to be where the physical manifestation 

of the attack occurs. Figure 3-2 depicts the traditional manufacturing system value-chain for machined 

products and illustrates the implementation locations. It should be noted that part design, used in the 

following figure, describes the design intent of the part to be created through the value-chain. This term is 

used since the part design includes various aspects, such as the tolerances of the part which dictate the 

process parameters used. The use of part design, in this case, is not just the nominal part geometry but 

instead describes the design intent used as an input at other locations in the value-chain. 

 An important aspect of the attack implementation location element is that an attack with the same 

physical manifestation can be introduced at multiple cyber entities (implementation locations) in the 

manufacturing system value-chain.  For example, consider an attack to change a dimension of a part from 

nominal. This attack could be introduced at three different locations to accomplish the dimensional change: 

1) alter the CAD geometry; 2) alter the roughing G-code; or 3) adjust the machine offsets in the machine 

controller of the process. Each of the three locations could result in the dimensional change of the part. The 

numerical numbering system for implementation locations, provided in Figure 3-2, will be used in the attack 

design designation system introduced in the following sub-section. 
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Figure 3-2: Traditional Manufacturing System Value-Chain 

3.4.2 Attack Design Designation System 

The Attack Design Designation System (ADDS) is a systematic way to capture unique attack design 

schemes for Product-Oriented C2P attacks in machining. The quality integrity category, category class, 

category sub-class, design consideration(s), and implementation location(s) of the attack design scheme are 

captured through ADDS. This designation system is modeled after the NIST National Vulnerability 

Database (NVD). The proposed ADDS provides the first step in developing a similar body of knowledge 

to describe unique attack design schemes in machining. Figure 3-3 shows the ADDS with the potential 

values for each element. 

 

Figure 3-3: Attack Design Designation System for Machining 
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The quality integrity category can take values of geometric (G), surface (S), or material (M). The 

category class uses the letter abbreviations found in Table 3-1 corresponding to form (F), location (L), 

orientation (O), profile (P), runout (R), and size (S). The category sub-class for the geometrical integrity 

category uses the numbering system found in Table 3-1. The design consideration can take the values found 

in Table 3-2. The implementation location corresponds to the manufacturing system value-chain numbering 

system detailed in Figure 3-2. If multiple items need to be recorded in an element of ADDS, they are 

recorded in ascending numerical order. The ADDS is used throughout the remainder of this chapter to 

describe unique Product-Oriented C2P attacks in machining. 

3.5 Experimental Investigation 

To demonstrate the relationship between Product-Oriented C2P attacks and physical defense-in-depth 

strategies, an experimental investigation study is conducted. This section introduces an experimental case-

study conducted with several realistic attacks against a turning process. These attacks are designed and 

designated following the proposed ADDS. Additionally, this section discusses the effectiveness of 

employing physical process knowledge in understanding the physical manifestations of potential attacks 

through in-situ side-channels measurements of in-process variables. 

3.5.1 Test Part Selection, Design, and Production 

A spool (valve slide) is selected to be the test part for the experimental investigation in this study. It is a 

critical element of a wide variety of hydraulic valves. This element controls the fluid flow in different paths 

within a valve to control the opening and closing of the valve whenever needed. Hydraulic valves are a 

critical component in most of the mechanical and mechatronics systems produced today. Several hydraulic 

valves, for example, are used in landing gear assemblies of modern aircrafts. These valves are included 

within different components of the landing gear system assemblies such as brakes, retraction, and expansion 

mechanisms [85]. Spools within hydraulic valves are typically produced using machining processes. Hence, 

similar to all machined parts, the functional quality of these spools relies on their geometrical, surface, and 

material integrities, as discussed in Section 3.4. If the manufacturing system used to produce these critical 
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elements fall victim to a Product-Oriented C2P attack, the consequences could be catastrophic. Depending 

on the altered geometrical aspect of the part, the impact may vary from failing during assembly with other 

valve elements, to causing the hydraulic system not to operate as intended, or to causing a sudden 

failure/damage of the valve and hence the mechanical system (e.g., landing gear of an aircraft). This 

motivated the choice of a spool as a test part for the experimental investigation to show case the importance 

of adopting defensive strategies for securing production systems producing such critical products. 

For the purpose of this study, a simplified spool has been designed as shown in Figure 3-4. Despite 

the simplicity of this part’s geometry, a wide range of geometrical quality integrity attacks have been 

developed and implemented for this study. Within this study, eleven spools were produced, five nominal 

(good) parts and six attacked parts that had their geometry altered from nominal under different types of 

attacks (described in the following sub-section).  

 

 

Figure 3-4: Simplified Spool Design: 3D Isometric View (top) and 2D drawing with Dimensions (bottom) 
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A CNC lathe (ECOCA PC-4615E) test-bed was developed to produce these parts and collect the 

relevant process data (e.g., cutting forces and power). To measure the cutting power as a side-channel of 

the process physics, this machine was equipped with a hall-effect power sensor (Load Controls Inc. UPC-

FR). The power signals were pre-processed and digitized using a data acquisition system, NI cDAQ-9174, 

equipped with NI 9229 analog input module. It should be noted that the hall-effect power sensor allows for 

measuring the spindle electrical power which is directly proportional to the cutting power. Hence, it is not 

intrusive to the process and does not require any special set-up making it more applicable for use in 

industrial settings. 

The machining operations for this experimental investigation are dry single-point oblique cutting 

of annealed alloy steel (AISI 4140) stock rods, 58.0 𝑚𝑚 diameter and 300.0 𝑚𝑚 in length. In each 

experiment, the workpiece was exposed a distance of 268.0 𝑚𝑚 from the chuck and was centered and 

supported by a tail-stock. All workpieces were pre-machined to a diameter of 53.0 𝑚𝑚 over a length 

of 175.0 𝑚𝑚. Afterwards, roughing and finishing operations were performed following the cutting paths 

in Figure 3-5. 

 

 

Figure 3-5: Nominal Roughing Operations Tool Path (top) nominal Finishing Operation Tool Path (bottom) 
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A fresh roughing tool per part (DNMG 15 04 08-PR) was installed to perform the roughing 

operations, following the tool path illustrated in Figure 3-5 (top), in nine cutting cycles as indicated by 

numbers in the figure below. In each of these cycles, constant cutting velocity, feed rate, and depth-of-cut 

were used and set to 200 𝑚/𝑚𝑖𝑛, 0.33 𝑚𝑚/𝑟𝑒𝑣 and 1.25 𝑚𝑚, respectively. The straight lines represent 

the actual cutting cycles where the cutting tool moves from the right to the left. Each straight line (cutting 

cycle) is followed by a dashed dotted-line indicating the return path of the tool after going from left to right 

to start the following cutting cycle. Following the roughing operations, a single finishing cycle is performed 

using a fresh finishing tool per part (DNMG 15 04 08-PF), following the tool path shown in Figure 3-5 

(bottom). In the finishing cycle, constant cutting velocity, feed rate, and depth-of-cut were used and set 

to 200 𝑚/𝑚𝑖𝑛, 0.2 𝑚𝑚/𝑟𝑒𝑣 and 0.25 𝑚𝑚, respectively. It should be noted that fresh cutting tools are used 

to avoid any assignable variability (e.g., due to tool wear) in the process other than the attacks induced 

variability. In the future, further research is needed to relieve this constraint. 

3.5.2 Implemented Attack Scenarios 

This section discusses the details of six different attack scenarios in which the attacks were designed 

following the attack design scheme proposed in Section 3.4. These attacks focus on maliciously degrading 

the spool geometrical integrity. The following subsections describe the key design elements of each attack, 

including considering the underlying manufacturer’s defense scenario, how its physical components are 

implemented, and how it is designated following ADDS. Additionally, utilizing the physical process 

knowledge, each attack impact on the machining process physics is discussed. Due to the primary focus of 

this work on the physical components of the attacks, as previously mentioned, it would be always assumed 

that the adversary has gained access to influence the cyber domain elements required for a specific attack. 

Attack Scenario 1 (G.S.1.148.56) 

Design: The objective of this attack is to decrease the spool outside diameters, shown in Figure 3-4, 

by 0.3 𝑚𝑚 so that the final diameters of the 50.0 𝑚𝑚 sections and the 40.0 𝑚𝑚 sections become 49.7 𝑚𝑚 

and 39.7 𝑚𝑚, respectively. This attack is to be implemented against a manufacturer who has a post-
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production inspection strategy to inspect 50% of the produced spools (i.e., inspect every other part). 

Additionally, the manufacturer has deployed an in-situ process monitoring system to monitor the finishing 

operation’s spindle power signatures.  

An essential element in the attack design is the system design considerations layered to minimize 

the detectability of the attack’s physical impact on the product and the process. One possible combination, 

among many others, may include: (1) physical change magnitude is chosen to be very small compared to 

the part original size (0.6% and 0.75% diameter reductions for the large and small diameters sections, 

respectively) making it hard to be detected by an operator (design consideration #1) who is knowledgeable 

about a product’s nominal geometry; (2) parts to be attacked are those that will not be inspected according 

to the sampling plan (design consideration #4) so the attack needs to be coordinated not to coincide with an 

inspection; and (3) the attack to be implemented in a way that only impact the process physics in the 

roughing operation but not in the finishing operation due the fact that the manufacturer has adopted an in-

situ monitoring systems using finishing process data measurements (design consideration #8). 

Implementation: This attack can be implemented by attacking the machine controller 

(implementation location #5) to positively shift the workpiece coordinate system in the x-direction (i.e., 

radial direction) by 0.3 𝑚𝑚. This results in a shift of 0.15 𝑚𝑚 magnitude between the actual physical 

centerline of the part and the centerline defined to the controller (typically defined by the operator). Hence, 

the actual depth-of-cut of the first roughing path will increase by 0.15 𝑚𝑚 than the nominal/programmed 

depth of cut (1.25 𝑚𝑚) while the depth-of-cut of the remaining roughing paths remain unaffected. 

Moreover, the same shift in the workpiece piece coordinate system has to be maintained during the finishing 

operation and hence the actual finishing depth-of-cut will be similar to the nominal. Therefore, the final 

diameter will be less by 0.3 𝑚𝑚 than the nominal diameter (i.e., radius is less by 0.15 𝑚𝑚). Additionally, 

the adversary needs to have access to the real-time inspection plan to coordinate which parts to attack and 

ensure they do not coincide with an inspection (implementation location #6). 
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Designation Number: The design and implementation of this attack can be designated as an attack 

on Geometrical Integrity, Size Class, Linear Dimension of Circular Feature Sub-Class (G.S.1), while 

accounting for design considerations 1, 4, and 8 as well as implementation locations 5 and 6. Hence, the 

designation number of this attack is G.S.1.148.56. 

Impact on Process-Physics: The change in the process physical parameters resulting from this 

attack is the increase of the first roughing path depth-of-cut by 0.15 𝑚𝑚 (actual depth-of-cut is 1.4 𝑚𝑚 

instead of 1.25 𝑚𝑚). This results in an increase of the estimated Material Removal Rate (MRR) of the first 

roughing path from 82.5 𝑐𝑚3/𝑚𝑖𝑛 to 92.4 𝑐𝑚3/𝑚𝑖𝑛 (i.e., 12.0% increase) according to the following 

formula: 

𝑀𝑅𝑅 = 𝑑 (𝑑𝑒𝑝𝑡ℎ 𝑜𝑓 𝑐𝑢𝑡) × 𝑓 (𝑓𝑒𝑒𝑑 𝑟𝑎𝑡𝑒) × 𝑣 (𝑐𝑢𝑡𝑡𝑖𝑛𝑔 𝑠𝑝𝑒𝑒𝑑) 

It should be noted that such increase in the depth-of-cut and hence the MRR is inevitable when 

designing such attack. This is true as long as the adversary desires to maintain the needed number of cutting 

paths similar to the nominal. Otherwise, extra number of cutting paths will be needed and that could be 

easily detected by the human operator. 

From the machining literature, it is well known that physical process variables such as cutting 

power, vibrations, and forces are directly proportional to the MRR. Hence, there is an opportunity to detect 

the physical impact of this attack on the machining process. In fact, the increase in the process vibrations 

(hence, noise) can be noticed by a seasoned machinist which offers a venue for the attack detection not 

accounted for in this attack design (design consideration #2). Additionally, the change in the MRR of the 

first roughing path can be manifested by measuring in-process machining variables such as cutting power 

and forces. This requires a real-time signal monitoring system that is designed to account for the possibility 

of a Product-Oriented C2P attack. It should be noted that this process related physical manifestation of the 

attack will be only reflected in the roughing operations measurements of relevant process variables. From 
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a defense in depth perspective, this shows the importance of deploying as many layers as possible to 

increase the difficulty in designing an undetectable Product-Oriented C2P attack. 

Attack Scenario 2 (G.S.1.1568.235) 

Design: The objective of this attack achieves the same product alteration as in attack scenario 1 while 

attacking a manufacturer who has adopted a more in-depth quality control strategy in which in-situ process 

monitoring system was deployed for both roughing and finishing operations. Additionally, this 

manufacturer has a 100% post-production inspection requirement for the spool outside diameters. This 

inspection process is to be performed manually by an operator using Vernier calipers.  

First, aiming at avoiding the in-situ detection possibility of the attacks’ physical impact on the 

roughing process (i.e., increase of the MRR of the first roughing path), an adversary needs to take this 

specific information about the monitoring system into consideration (design consideration #8). In particular, 

the design of the attack needs to consider compensating for the increase in the MRR of the first roughing 

path due to the increase in the depth-of-cut. This can be done through equating the MRR of the attacked 

process to the nominal process’ MRR by decreasing the feed rate of the first roughing path proportionally 

to the increase in the depth-of-cut (0.15 𝑚𝑚). This leads to a reduced feed rate value of 0.2946 𝑚𝑚/𝑟𝑒𝑣 

for attack scenario 2 and a similar MRR to the nominal process (i.e., similar cutting power and force 

requirements). It should be noted that both Attack 1 and 2 consider the in-situ process monitoring detection 

layer of the manufacturer’s defense system. However, the specific consideration within each attack 

regarding this layer is a function of how the layer is designed.  

Second, to avoid detection through the 100% manual post-production inspection, the specification 

limits on the parts outside diameters as a KQC will be altered to allow for attacked parts to be accepted by 

the inspection operators (design considerations #5 and 6). Finally, similar to attack scenario 1, the physical 

change magnitude in this attack is relatively small making it hard to be cognitively detected by the operator 

(design consideration #1). 
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Implementation: Similar to attack scenario 1, the machine controller need to be attacked to shift 

the workpiece coordinate system (implementation location #5). Additionally, the roughing G-code 

(implementation location #3) will be altered to change the feed rate of the first roughing path only. To 

implement the alteration of the specifications limits on the part outside diameter, the KQCs specifications 

provided to the inspection station can be altered (implementation location #2). 

Designation Number: The design and implementation of this attack can be designated as an attack 

on Geometrical Integrity, Size Class, Linear Dimension of Circular Feature Sub-Class (G.S.1), while 

accounting for design considerations 1, 5, 6, and 8 as well as implementation locations 2, 3, and 6. Hence, 

the designation number of this attack is G.S.1.1568.235.  

Impact on Process-Physics: In this attack, decreasing the feed rate of the first roughing path may 

succeed in mitigating the impact that attack scenario 1 had on the magnitude of process physical variables 

such as cutting power. However, this decrease in feed rate will result in increasing the cutting time needed 

for the first roughing path and consequently the total completion time of the roughing process. Such a 

change in cutting time can be detected by monitoring the time needed for performing the first roughing path 

utilizing the measurements of the in-situ process monitoring system (another specific consideration within 

the generalized design consideration #7) or through monitoring the machine controller execution time of 

the whole roughing operation (design consideration #6). Similar to attack scenario 1, this change will only 

impact the process variable measurements for the roughing operation. It is worth noting how it is inevitable 

in this case to compensate for the change in the amplitude of in-process variables measurements without 

affecting the time needed to perform the process and vice-versa. 

Attack Scenario 3 (G.O.1.13569.2) 

Design: The objective of this attack is to increase the angles of the four tapered sections of the spool, shown 

in Figure 3-4, by 5𝑜 so that the final angles become 35𝑜 instead of 30𝑜, see Figure 3-6. The manufacturer 

to be attacked has a quality control strategy that include 25% part inspection plan using a CMM to check 

the angles of the four tapered sections. Additionally, the machine power consumption is acquired through 
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the machine controller utilizing the embedded power sensor in the CNC machine. The average power 

consumption is then compared to the nominal average power consumption previously collected from 

controlled experiments. This information will be used to alert the operator if the power consumption of the 

machine goes beyond the pre-determined threshold for machine power consumption per part.  

To minimize the detectability of the physical impact of the attack on the product, the adversary can 

consider a combination of attack design considerations. First, physical change magnitude of the angles is 

chosen to be relatively small so it may not be detected by the machine operator (design consideration #1). 

Second, the geometrical quality specifications used to program the CMM inspection procedure will be 

altered (design considerations #5 and 6). Finally, increasing the angles by only 5𝑜 will lead to a slight 

increase in the MRR (impact the cutting power) while performing the taper turning operations which are 

performed in a very small time compared to machining the other portions of the part. The impact of this 

change on the overall average power consumption of the machine is very limited and may be within the 

allowable variation threshold (design considerations #9). This will also subvert the possibility of the attack 

being detected by the operator through HMI process power consumption information (design considerations 

#3).  

 

Figure 3-6: Recess Dimensions: Nominal Part (left) and Attacked Part (right) 

Implementation: This attack can be implemented by attacking the CAD geometry (implementation 

location #2) to alter the angles to the desired attack value and consequently lead to a different G-code to be 
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produced by the CAD/CAM engineer. Additionally, changing the CAD geometry results in a CMM 

inspection program based on the altered geometry and hence the altered parts will be accepted by the CMM. 

Designation Number: The design and implementation of this attack can be designated as an attack 

on Geometrical Integrity, Orientation Class, Angularity Sub-Class (G.O.1), while accounting for design 

considerations 1, 3, 5, 6, and 9 and implementation location #2. Hence, the designation number of this 

attack is G.O.1.13569.2. 

Impact on Process-Physics: This attack results in changing the relative location of the tool and the 

workpiece as a function of time compared to the nominal cutting path. Changing the recess angle from 30𝑜 

to 35𝑜 results in increasing the total surface length in the feed direction of each recess from 52.6303 𝑚𝑚 

to 53.0741 𝑚𝑚, including a change from 31.6 𝑚𝑚 to 34.5 𝑚𝑚 in the straight portion of the recess surface, 

as shown in Figure 3-6. This change in the cutting length will result in increasing the cutting time for each 

of the four roughing paths of each recess. Consequently, the total cutting time of the attacked part will be 

longer than the nominal part. Additionally, due to the change of the recess angles, the gradient of gradual 

increase in the depth-of-cut in this taper-turning operation will increase leading to an increase in the MRR 

and hence increase in machining process variables such as cutting power. These process related physical 

manifestations of the attack should be seen in relevant in-situ process data measurements (e.g., cutting 

power and forces) for both the roughing and finishing operations.  

Attack Scenario 4 (G.L.1.147.346) 

Design: the objective of this attack is to shift the location of the  50 𝑚𝑚 diameter middle section by  2 𝑚𝑚 

to the right, as shown in Figure 3-7. This attack is to be implemented against a manufacturer who has a 

post-production inspection strategy to inspect 25% of the produced spools (i.e., inspect every fourth part) 

for the correctness of the location of the middle section. Additionally, the manufacturer has deployed an 

industrial control monitoring system to utilize machine controller data to monitor various machine and 
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process status metrics including average power consumption of the machine and the execution time of G-

code programs.  

 

Figure 3-7: 2D drawing with Dimensions under Attack 4 

Aiming to avoid detection of this attack impact by an operator, who is knowledgeable about the 

product and/or in post-production inspection, similar to Attack Scenario 1, the adversary chose a relatively 

small physical change magnitude (design consideration #1). The attack was also coordinated to attack only 

parts that will not be inspected (design consideration #4). In essence, although this attack decreases the 

needed time to cut the first recess while decreasing it for the second, the total completion time of the process 

remains the same. Hence, the execution time of the G-code program does not change. Moreover, the 

geometrical change in this attack does not involve changing any of the process independent cutting 

parameters. Hence, the average amplitude of a dependent variable such as cutting power remains constant. 

Implementation: This attack can be implemented by attacking the G-code for both the roughing 

and finishing operations (implementation locations #3 and 4). Furthermore, similar to attack scenario 1, the 

adversary needs to have access to the real-time inspection plan (implementation location #6) to realize 

design consideration #4. 

Designation Number: The design and implementation of this attack can be designated as an attack 

on Geometrical Integrity, Location Class, Position Sub-Class (G.L.1), while accounting for design 
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considerations 1, 4, and 7, and implementation locations #3, 4, and 6. Hence, the designation number of 

this attack is G.L.1.147.346. 

Impact on Process-Physics: This attack results in changing the relative location of the tool and the 

workpiece as a function of time compared to the nominal cutting path. In particular, it decreases the length 

of the first-recess in the feed direction from 50 𝑚𝑚 to 48 𝑚𝑚 while it increases the length of the second-

recess from 50 𝑚𝑚 to 52 𝑚𝑚. For the roughing operations, this results in decreasing the total estimated 

cutting time of cutting the first recess from 23.057 𝑠𝑒𝑐𝑜𝑛𝑑𝑠 to 22.046 𝑠𝑒𝑐𝑜𝑛𝑑𝑠 (estimated machining 

times were obtained from the CAM software). Additionally, the total estimated cutting time of cutting the 

second recess will increase from 23.057 𝑠𝑒𝑐𝑜𝑛𝑑𝑠 to 24.068 𝑠𝑒𝑐𝑜𝑛𝑑𝑠. As for the finishing operations, this 

attack will lead to decreasing the total estimated cutting time of cutting the first recess 

from 11.739 𝑠𝑒𝑐𝑜𝑛𝑑𝑠 to 11.362 𝑠𝑒𝑐𝑜𝑛𝑑𝑠. Additionally, the total estimated cutting time of cutting the 

second recess will increase from 11.739 𝑠𝑒𝑐𝑜𝑛𝑑𝑠 to 12.116 𝑠𝑒𝑐𝑜𝑛𝑑𝑠. As discussed in the attack design, 

the total estimated time required for machining the attacked part will not change from the nominal part. It 

should be noted that the local variations in the cutting time for different geometrical features such as the 

recesses can be manifested by measurements of in-process machining variables such as cutting power. 

However, this requires a real-time signal monitoring system that is designed with the possibility that the 

signal may vary not only in amplitude but also in time. 

Attack Scenario 5 (G.L.1.1478.346) 

Design: The objective of this attack is to achieve the same product alteration as in attack scenario 4 while 

attacking a manufacturer who has adopted a more in-depth quality control strategy in which in-situ process 

monitoring system was deployed for both roughing and finishing operations. This is in addition to all the 

other quality control measures used in attack scenario 4.  

Aiming at avoiding the detection of this attack impact by an operator who is knowledgeable about 

the product, in post-production inspection, and/or the machine controller based system, similar to Attack 
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Scenario 4, the adversary needs to adopt the same design considerations numbers 1, 4, and 7. As for the in-

situ detection possibility of the attacks’ physical impact on the process (i.e., the local variation in the time 

required to cut the recesses as described in Attack scenario 4), an adversary needs to take the in-situ 

monitoring system added in this scenario into consideration (design consideration #8). In this particular 

case, the design of the attack needs to consider compensating for the change in the cutting time of machining 

the recesses due to the change in the cutting length per each cutting path. This can be done through equating 

the cutting time of the nominal process by varying the feed rate from 0.33 𝑚𝑚/𝑟𝑒𝑣 for roughing and 

from 0.2 𝑚𝑚/𝑟𝑒𝑣 for finishing according to each diameter level. This can be done according to the 

following formula,  

𝑡 =
𝑣 × 𝑙

𝜋 × 𝐷 × 𝑓
 

where 𝑣 is the cutting speed, 𝑙 is the cutting length, 𝐷 is the cutting diameter, and 𝑓 is the feed rate. Table 3-3 

shows the altered roughing and finishing feed rates under attack 5 to equate the required times for machining 

attacked part to the nominal parts.  

Table 3-3: Altered Roughing and Finishing Feed Rates under Attack 5 

 
First Recess Second Recess 

Roughing 
Finishing 

Roughing 
Finishing 

Path# 1 2 3 4 1 2 3 4 

Feed Rate 

(𝑚𝑚/𝑟𝑒𝑣) 
0.315 0.314 0.312 0.309 0.187 0.345 0.346 0.348 0.351 0.213 

Implementation: The implementation of this attack is fairly similar to attack 4. The only difference 

is to include the feed rate changes reported in the above table in the attack on the roughing and finishing G-

codes.  

Designation Number: By adding the design consideration #8 in addition to the designation of 

attack 4, the designation number of attack 5 becomes G.S.1.1478.346.  
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Impact on Process-Physics: In this attack, varying the feed rate following the pattern shown in 

Table 3-3 may succeed in mitigating the variation in local time signatures of process physical variables 

measurements. However, this variation of the feed rate will result in varying the local amplitude signatures 

of physical variables measurements. It is also worth mentioning that the overall average amplitude of 

process data signals is supposed to remain similar to the nominal parts. However, the local time variation 

can be detected by monitoring the local amplitude signatures of physical side-channel measurements. 

Additionally, varying the feed rate in this manner may not be completely successful in matching the time 

signatures to the corresponding nominal signatures due to the inability to accurately mimic/predict 

controller behavior. 

Attack Scenario 6 (G.F.1.15.34)  

Design: The objective of this attack is to change the shape form of the two 40.0 𝑚𝑚 diameter recess 

sections from a straight cylinder to a barrel. The resulting barrels will have a 40.3 𝑚𝑚 diameter at its center 

and a 40 𝑚𝑚 diameter at both ends. The manufacturer to be attacked has a quality control strategy that 

implements a 100% post-production inspection plan for only the spool’s larger outside diameters 

(∅50 𝑚𝑚 sections). This inspection process is to be performed manually by an operator using Vernier 

calipers.  

To minimize the detectability of the physical impact of the attack both on the product and the 

process, the adversary can consider a variety of combinations of attack design considerations. One 

combination includes: (1) physical change magnitude to be relatively small to reduce the probability of 

being detected by the machine operator (design consideration #1) and (2) attacking features that are not 

typically inspected (i.e., not included in the inspection procedure) as these features may not be considered 

critical by the manufacturer (design consideration #5). In this specific example, tight tolerances are not 

required for the attacked features and hence a wider dimensional variation would be acceptable. The 

adversary can make use of this information and alter the geometry of these features in a way that affects 

the function while these features will not be inspected.  
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Implementation: This attack can be implemented by attacking the G-code for both the roughing 

and finish operations (implementation locations #3 and 4).  

Designation Number: The design and implementation of this attack can be designated as an attack 

on Geometrical Integrity, Form Class, and Straightness Sub-Class (G.F.1), while accounting for design 

considerations 1 and 5, and implementation locations #3 and 4. Hence, the designation number of this attack 

is G.F.1.15.34. 

Impact on Process-Physics: A typical CAM software package would generate a tool-path in which 

the cutting parameters remain similar in as many cutting paths as possible. As described earlier in 3.5.1, 

there are four nominal cutting paths to each recess roughing operation. The cutting parameters for these 

four paths are constant across all different paths (depth-of-cut is 1.25 𝑚𝑚, cutting velocity is 200 𝑚/𝑚𝑖𝑛, 

and feed rate is 0.33 𝑚𝑚/𝑟𝑒𝑣). However, to produce the spool with the variation intended under attack 

scenario 6, the CAM software will change only the last roughing path of each recess (roughing paths 5 and 

9) by varying the depth-of-cut following the rate of diameter change for the barreled sections. Accordingly, 

the largest depth-of-cut will be 1.25 𝑚𝑚 at both ends of the recess while it deceases gradually going toward 

the midpoint of the concave line until it reaches the smallest depth-of-cut value being 1.10 𝑚𝑚. Figure 3-8 

shows the cross section of the total removed material. This gradual variation in the depth-of-cut for roughing 

paths 5 and 9 will lead to a similar variation in the MRR. 

 

Figure 3-8: A schematic Illustration of Depth-of-Cut Variation for Roughing Path 5 and 9 under Attack 6 

As discussed previously, variations in the MRR can be reflected in the measurements of in-process 

physical variables such as cutting power and forces. Hence, this attack can be detected with proper side-

channel monitoring system.  
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3.6 Side-Channel Measurements Analysis and Discussion 

In this section, the side-channel measurement signatures of the spindle power for all experimental parts are 

presented and analyzed. For brevity, this section primarily focuses on roughing operations power 

signatures. As described in Section 3.5, among the eleven test parts, five parts were produced nominally, 

shown in Figure 3-4. The corresponding measured power signatures for these five parts are shown in 

Figure 3-9 (figures of attacks comparison against nominal are provided in the appendix). The roughing 

operations for these parts were performed in nine cutting cycles, following the tool path illustrated in 

Figure 3-5 (top). These nine cycles are clearly reflected in the spindle power signatures, shown in 

Figure 3-9, where vertical lines are used to mark the start and the end of each of these cycles, respectively.  

 

Figure 3-9: Spindle Power Signatures of the Five Nominal Parts 

Figure 3-9 shows clearly that the measured power signatures successfully depict the spool 

geometrical features. For instance, the power measurements, shown in Figure 3-9, show a clear spike at the 

beginning of each of the cutting cycles two through nine. This can be attributed to the gradual increase in 

the material removal rate to perform the 30𝑜-taper turning operation in the two recesses within the spool. 

Several functional features (e.g., mean, maximum, duration, and slope) of this spike can be correlated to 

the part geometry, tool geometry, and the cutting parameters used to produce a feature. Additionally, the 

horizontal portions of the power signal around the 5 KW level correspond to the straight turning operations 

performed in each of the nine roughing cycles. As discussed earlier, the power level and completion time 



69 

of each cycle can be correlated to the process independent parameters such as feeds, speeds, and tool 

geometry, among many others. Therefore, changes in a process power signature compared to the 

nominal/baseline signatures, while producing a specific part, can be used as an indicator of a geometrical 

change induced by a Product-Oriented C2P attack. 

To investigate the assignable variations in the power signature associated with different attack 

scenarios, five detection metrics were extracted for each cutting cycle from the measured power signals of 

all test parts. These metrics are:  

1) Average power level of the steady-state time-window (shown in Figure 3-9 as lightly colored 

rectangles overlaid on the signal) of the straight turning portions of each cycle; 

2) Overall average power level for all nine cutting cycles including both straight and taper turning 

portions;  

3) Maximum power level within each cutting cycle;  

4) Cutting time within each cutting cycle; and 

5) Overall part’s production time including time for return cycles. 

Values of detection metrics extracted from the attacked parts’ signatures are compared against the 

95% prediction-intervals estimated for the same metrics extracted from the five nominal parts, using the t-

distribution based on the nominal parts sample size and a 5% significance level. These comparisons against 

the prediction-interval for each detection metric is to test whether or not a detection metric for a new part 

belongs to the in-control population. Table 3-4 shows the detection test results for each attack based on the 

three per-cycle metrics (metrics 1, 3, and 4) and the two overall metrics (metrics 2 and 5) resulting in 29 

tests for each attack (new sample). 

Section 3.5 provided a detailed discussion on the physics behind the attacks and how each attack’s 

physical impact on the process can be characterized through a side-channel in-situ sensor measurements of 

process data such as cutting power. Accordingly, the detection metrics that should have signaled that an 
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attack had occurred have been identified; these are indicated by the colored cells in Table 3-4. The decisions 

in this table confirm our process physical knowledge driven characterization with a collective true positive 

rate of 95.9% (assuming test independence). The following paragraphs summarize, for each attack the 

power signal results confirming the conclusions drawn in Section 3.5. 

Attack 1:  The increase of the depth-of-cut of the first roughing path resulted in a significant 

increase in the steady-state average and maximum power levels of the first segment of the signal. 

Additionally, this attack increased the overall average power level of the whole roughing operation.  

Attack 2: The decrease of the feed rate of the first roughing path, to mitigate the power level 

increase due to the increased depth-of-cut, resulted in a significant increase in the time of the first segment 

of the signal as well as the overall completion time of the roughing operations. It should be noted that the 

estimated reduction in the feed rate did not completely mitigate the increase in the average power level of 

the first roughing cycle. One potential reason is the inability to accurately mimic/predict controller behavior 

when estimating the shifted feed rates. 

Attack 3: The increase of the recesses taper angle resulted in increasing both the power and time 

requirements for cutting these four tapers. This change was clearly characterized by the increase in the 

maximum power level for cycles two through nine of the roughing operations as well as the completion 

time for these cycles. 

Attack 4: The dislocation of the middle section of the spool shifted the completion time of cutting 

cycles two through nine. This is detected by the decrease in the cutting time of the segments two through 

five and the increase of the time in segments six through nine.  

Attack 5: The variation of the feed rate for cutting cycles two through nine outlined in Table 3-3, 

to mitigate the local time variation due to the dislocation of the middle spool section, resulted in reducing 

the steady state average power level for segments two through five while increasing it for segments six 

through nine. Additionally, the maximum power was shifted similarly for seven out of the nine cycles. It 
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should be noted that the estimated variation in the feed rate did not completely mitigate the local variation 

in the completion time of different cutting cycles. One potential reason, as discussed in Section 3.5, is the 

inability to accurately mimic/predict controller behavior when estimating the shifted feed rates. 

Table 3-4: Detection Test Results (symbols 𝐗, . , 𝐎, 𝐚𝐧𝐝 # indicate true positive, true negative, false positive, 

and false negative decisions, respectively) 

Detection Metric 
Cutting Cycle 

# 

Detection Test Results for Attack # 

1 2 3 4 5 6 

Steady-State 

Average Spindle 

Power (KW) 

1 𝐗 𝐎 ∙   ∙   ∙   ∙   

2 ∙   ∙   ∙   ∙   𝐗 ∙   

3 ∙   ∙   ∙   ∙   𝐗 ∙   

4 ∙   ∙   ∙   ∙   𝐗 ∙   

5 ∙   ∙   ∙   ∙   𝐗 𝐗 

6 ∙   ∙   𝐎 𝐎 𝐗 𝐎 

7 ∙   ∙   𝐎 ∙   𝐗 ∙   

8 ∙   ∙   ∙   ∙   𝐗 ∙   

9 ∙   ∙   ∙   ∙   𝐗 𝐗 

Overall 𝐗 ∙   ∙   ∙   𝐎 𝐗 
 

Maximum Spindle 

Power (KW) 

1 𝐗 . . . 𝐎 𝐎 

2 . . 𝐗 . 𝐗 . 

3 . . 𝐗 . # . 

4 𝐎 𝐎 𝐗 𝐎 𝐗 . 

5 . . 𝐗 . # 𝐎 

6 𝐎 . 𝐗 𝐎 𝐗 . 

7 𝐎 . 𝐗 . 𝐗 . 

8 . . 𝐗 . 𝐗 . 

9 . . 𝐗 . 𝐗 . 
 

Cutting Time 

(Seconds) 

1 . 𝐗 . . . . 

2 . . . 𝐗 𝐎 . 

3 . . 𝐗 𝐗 𝐎 . 

4 . . 𝐗 𝐗 𝐎 . 

5 . . 𝐗 𝐗 𝐎 . 

6 . 𝐎 𝐗 𝐗 𝐎 . 

7 . . 𝐗 𝐗 . . 

8 . . 𝐗 𝐗 . . 

9 . . 𝐗 𝐗 . . 

Overall . 𝐗 𝐗 . . 𝐗 
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Attack 6: The change in the depth-of-cut profile, shown in Figure 3-8, was reflected in in the power 

signature leading to a clear drop in the average power level of the corresponding signal segments number 

five and nine. This drop in the power of these two cutting cycles reduced the overall average power level. 

Additionally, the total completion time of the roughing process was increased due to the increase in the 

cutting length through changing the cutting path from a straight line to a concave line. However, the local 

completion time of cycles five and nine did not change significantly compared to the nominal values. This 

showcases a possible attack induced signal shift that can be hidden within the system variation as discussed 

in attack design consideration number 9 in Section 3.4. 

3.7 Conclusions 

At its heart, this chapter proposed the adoption of the defense-in-depth strategy to transition current Quality 

Control (QC) resources to become physical detection layers to defend against Product-Oriented C2P 

attacks. The discussion regarding the adoption of the defense-in-depth strategy has revealed that to truly 

defend advanced manufacturing systems from these attacks requires a collective effort across the 

manufacturing environment from shop floor operators to product/process designers and engineers.  

To demonstrate the benefits that can be obtained through the incorporation of the defense-in-depth 

strategy for machining processes, this chapter proposed an attack design scheme and a designation system 

(ADDS) to not only describe but to also understand how Product-Oriented C2P attacks can be designed. 

Through the use of the ADDS, machining process/product designers now have the opportunity to 

understand the wide variety of potential attacks that could affect their systems. Utilizing this knowledge, 

designers can leverage available QC resources to increase the difficulty/cost an adversary has to overcome 

to successfully implement a Product-Oriented C2P attack. 

To highlight the importance of implementing a defense-in-depth strategy, this chapter demonstrated 

several realistic Product-Oriented C2P attacks against a machined spool valve. These demonstrations show 

that manufacturing systems that implemented numerous Quality Control tools, that have not been designed 
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to account for attacks, can be compromised. Furthermore, these demonstrations illustrated the importance 

of incorporating numerous detection layers to impede/prevent attacks. For example, it was shown that 

simultaneously monitoring the local amplitude and time signatures of machine power significantly reduces 

the potential for intelligently designed attacks to circumvent in-situ process monitoring.  
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4 CHAPTER 4  

MODELING IN-PROCESS DATA OF MACHINING 

OPERATIONS: TIME SERIES VS. SPATIAL POINT CLOUD 

DATA STRUCTURES 

4.1 Introduction 

In today’s manufacturing, there is a growing interest in adopting smart manufacturing technologies to 

increase productivity, ensure high product quality, and reduce production costs while maintaining overall 

system resiliency. Over the past several decades, in the pursuit of establishing smart manufacturing systems, 

extensive research and industrial efforts have focused on creating automated process monitoring, diagnosis, 

and control methodologies, driven by real-time measurements of in-process data variables. For machining 

processes, these methods aim to automatically detect, diagnose, and compensate for anomalies in process 

output performance measures such as tool-life, surface finish, subsurface integrity, chip-form/chip 

breakability, burr formation, and part geometrical accuracy [4]. However, despite this significant level of 

research, the complete realization of a truly smart machining system has yet to be achieved at the shop-

floor level [15, 16]. More specifically, current methods are primarily lab-based and require experts to 

perform initial set-ups and continual fine-tuning [5, 8-14], reducing their applicability for common shop-

floor applications. This begs the need to explore new ways to utilize machining in-process data 

measurements seeking improved applicability. 

4.1.1 Motivation 

In current research methods, the main stream approach to realize real-time automated process monitoring, 

diagnosis, and control, for machining processes, summarized in several surveys [5, 8, 13, 19, 22, 23, 25, 

86-89], is based on the following scheme. CNC machining processes represent dynamic electromechanical 

systems that results in a variety of process physical variables such as cutting forces, vibrations, acoustic 

emissions, noise, temperature, and power consumption. These process variables are influenced by the 
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process input parameters and the machine tool condition, and hence are implicitly correlated to the process 

output performance measures of interest. With the use of appropriate in-situ sensors, these machining 

process variables (referred to herein as machining data) can be easily measured. In a predictive analytics 

framework, these variables are then processed with the aim to extract and select functional signal features 

that can be utilized as real-time indirect predictors of the hard-to-measure direct process-product quality 

characteristics for monitoring and diagnosis purposes. Ideally then, the monitoring and diagnosis decisions 

can be communicated to the machine operator or the numerical controller for adaptive/corrective action.  

One of the fundamental steps of the aforementioned scheme is the feature extraction from 

machining data signals. According to extensive review of the related literature and several existing surveys 

(Tönshoff et al., 1998 [88]; Liang et al., 2004 [87]; Teti et al., 2010 [5]; Lauro et al., 2014 [86]; and Zhou 

et al., 2017 [89] among others [8, 13, 19, 22, 23, 25]), current methods developed to represent and model 

machining process data for feature extraction have been solely driven by the physical sensors time-based 

signal measurements (i.e., time-series data). Therefore, common signal representation domains currently 

used for feature extraction include only time, frequency-over-time, and time-frequency domains.  

Although representing and analyzing machining data as time-series seems intuitive since the 

sensors measurements of process variables are collected over time, these time-based measurements contrast 

the way all other elements of the product-process development-cycle generate/perceive data. In essence, 

humans, CAD/CAM tools, CNC machine tools, and metrology systems primarily communicate 3D data. 

This contrast in data structures hinders a key design requirement for smart manufacturing systems, namely, 

interoperability of the manufacturing cyber-physical system entities [36]. Moreover, this inherent data 

structure contrast resulted in several issues in current methods that have limited the potential of utilizing 

machining data in smart machining systems. These common issues include: (1) High sensitivity to slight 

process/product design changes; (2) Process and product data are analyzed separately, losing potential 

fusion benefits; (3) Process data are not fully utilized in process design (e.g., cutting parameters and tool-

paths); and (4) Very limited use of process data for effective human-driven visual monitoring and diagnosis. 
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It is clear that machining data measurements have been always considered as functions of 

processing time alone; and hence are represented as time-series (i.e., unidirectional data structure) without 

asking the following fundamental questions: (1) Is a time-series data structure the most appropriate way 

to represent machining data?; (2) If not, how should the data be represented?; (3) Could more efficient 

modeling and design tools be developed with an alternate representation?  

 The premise for asking these questions resides in a key hypothesis that measuring and modeling 

machining process data (e.g., cutting forces) as time-based measurements result in a loss of useful product-

process information. Additionally, this time-based data structure disregards the 3D nature of the actual 

physical process generating the data (which is reflected by all other data sources but not process data). In 

essence, machining processes occur over 3D space, resulting in high-density measurements of physical 

variables to exhibit spatial correlation. Each measurement corresponds to a 3D location over the machined-

part geometry, and is correlated to surrounding measurements (in all directions). This information, however, 

is inadvertently lost in time-based measurements, as only relationships between measurements in one 

direction (spatial direction that corresponds to time) are maintained [90]. Such information loss, if true, can 

limit the analytical value of machining in-process data in the existing methodologies. 

4.1.2 Machining Data Spatial Point Clouds 

It is clear that there is a need for novel techniques to measure, model, and analyze machining data other 

than the traditional time-series data structure illustrated in Figure 4-1(a). In this work, an alternate 

representation is proposed for machining in-process data to be structured as functions of the 3D spatial 

locations where cutting-tools and workpieces engage (i.e., spatial point clouds) as illustrated in 

Figure 4-1(b). Such data structures overcome the inherent limitations of the time-series data structure by 

restoring the natural physical structure of the data and preserving vital spatial relationships of the data 

measurements in all 3D spatial directions.  
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 To illustrate, consider a straight turning process in which a cutting-tool removes material by 

traveling (with respect to the workpiece) in a helical pattern along the workpiece longitudinal axis. 

Figure 4-1 shows discrete locations of the cutting-tool/workpiece engagement when a given process 

variable (e.g., force) was observed. Measurements such as a-f are located in the same spatial vicinity and 

are likely to be highly correlated [90]. However, given the time disparity between when measurements a-c 

and d-f were taken, the 1D time-series data structure would be incapable of accurately preserving their 

spatial correlation.  

 

Figure 4-1: (a) Time-Series Data Structure and (b) Same Data Restructured as 3D Point Cloud 

 

Figure 4-2: Spatial Correlation Illustration in Turning Process 

 It should be noted that acoustic emissions [91, 92], cutting-power [93], and cutting forces [94, 95] 

spatial maps were briefly proposed. The common motivation across these different efforts is that 

measurements of machining process data are influenced by the product geometry being cut and/or the 

material properties (e.g., grain size, orientation, slip system, micro inclusions in the material, etc.). Hence, 

Timea
b

c

d
e

f



78 

these previous efforts focused mainly on showing that local variations in geometry being cut and material 

properties can be visually seen in spatial maps of machining data. Such maps can be then used for visual 

monitoring and diagnosis of the machining process. This supports the claim previously made that the spatial 

point cloud representation is more appropriate to represent machining data than the traditional time-series 

representation. However, these efforts never progressed past graphical visualizations of machining in-

process data for visual diagnosis and monitoring.  

 As for the research proposed in this dissertation, the core motivation is that multi-directional 

correlations within machining data are inherently maintained using the spatial point cloud representations, 

while lost in the traditional time-series representations. Such information loss, if true, can limit the 

analytical value of machining in-process data in the existing methodologies. Hence, this work goes beyond 

considering the spatial point cloud representation as a graphical data visualization, to be a novel data 

structure that could change the way machining data are analyzed for increased analytical capabilities. 

4.1.3 Research Goal and Hypotheses 

The proposed spatial point cloud representation presents a vast potential to analyze machining data beyond 

the confines of traditional time based signal representations and modeling techniques. This allows for 

utilizing and adapting a wide array of spatial statistics tools to leverage the restored physical information 

contained in machining process data and increase the analytical capabilities. Hence, this proposed spatial 

point clouds data structure allows for an entirely new set of novel approaches to analyze and utilize 

machining data. In this chapter, as the first foundational step toward this new research area, the research 

goal is to evaluate the viability of using the proposed spatial point clouds versus the traditional time-series 

data structures in modeling machining process data. To achieve this goal, two key hypotheses have been 

identified and will be validated as discussed in Sections 4.3 and 4.4, respectively. 

 Hypothesis 1: “Spatial correlations between measurements of machining data variables are 

inherently maintained when structuring the data as spatial point clouds while this information is lost in 
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time-based measurements.” To validate this hypothesis, an experimental study was conducted to verify the 

existence of spatial correlations in the measurements of machining process variables. In doing that, various 

directional measures of correlation were used to evaluate the correlations each measurement has with the 

surrounding measurements in different spatial directions over the machined-part geometry. Validating this 

hypothesis using real machining data is necessary to justify the claimed loss of information in traditional 

time-based representations and the need to analyze machining data in the spatial domain.  

 Hypothesis 2: “The best data model developed considering the spatial data structure will 

outperform or be at least equal to the best model developed considering the temporal data structure.” It 

should be noted that this hypothesis follow on from hypothesis 1. In essence, it is assumed that restoring 

the spatial correlation information in the data will allow for developing better data models to use in 

representing the data for different applications. To validate this hypothesis, a simulation study is being 

conducted to study and compare the performances of similar statistical modeling approaches when 

considering the same machining in-process dataset structured into the traditional and the novel data 

structures. 

 The remainder of this chapter is organized as follows. Measuring machining data as spatial point 

clouds is discussed in Section 4.2. This section introduces the construction of the testbed and the data 

acquisition technique used for experimentation. In Section 4.3, a case study is presented to verify the 

hypothesis on the existence of spatial correlation in machining process data. Section 4.4 discusses the 

simulation study conducted to compare the statistical modeling performances of using spatial point clouds 

versus time-series data structures. In Section 4.5, several remarks draw the chapter to its conclusions.  

4.2 Machining Data Spatial Point Clouds Measurements 

In this section, the data acquisition system and methodology developed for measuring machining process 

data over the 3D cutting space is presented. The sensors and data acquisition system utilized in constructing 

a CNC lathe test-bed are introduced first. Then, the data acquisition method is discussed. 
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4.2.1 Turning Testbed Construction 

A CNC lathe test-bed was constructed to perform the experimental investigation proposed in this study. 

The centerpiece of this test-bed is a CNC lathe (ECOCA PC-4615E). This machine has been outfitted with 

the most appropriate analogue sensors to measure customary machining process variables identified in the 

literature. The process variables collected by this test-bed are: tri-axial cutting forces, accelerations of the 

tri-axial cutting vibrations, cutting temperature, and spindle power consumption. Additionally, to represent 

the data collected from this test-bed as point clouds, the spindle rotation angular position along with the 

carriage 𝑥 and 𝑧 movements linear positions were collected by tapping into the lathe’s embedded encoders. 

Table 4-1 summarizes the different types of sensors used as well as the corresponding DAQ modules. 

Table 4-1: Testbed Sensors and Data Acquisition Modules 

Variable Sensor Type Sensor Model DAQ Module 

Cutting Forces 
Three-Component 

Dynamometer 

Kistler Type 9257B + 

Charge Amplifier Type 

5004 

NI 9229 

Cutting Vibrations 
Ceramic Shear Tri-

Axial Accelerometer 

Kistler Type 8763B + 

Signal Conditioner 

Type 5134 

NI 9234 

Cutting Temperature Thermocouple K-Type Omega KQXL NI 9213 

Spindle Power Hall-Effect Sensor Load Controls UPC-FR NI 9229 

Tool/Spindle Position  
Machine Embedded 

Encoders 
--- NI 9361 

The current set-up for the test-bed and sensing kit are shown in Figure 4-3. The different data 

streams were collected using a data acquisition (DAQ) system, from National Instruments, NI cDAQ-9174. 

This DAQ system is equipped with analogue input modules to pre-process and digitize process data signals. 
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A digital counter module is also used to acquire the digital signals from the machine encoders. These 

different modules are listed in Table 4-1. 

  

(a) (b) 

 

(c) 

Figure 4-3: CNC Lathe Test-Bed: (a) Power Sensor Connected to the 3-Phase Spindle Motor Power Lines;  

(b) Cutting Set-up Equipped with the 3-Component Dynamometer, Tri-axial Accelerometer, and 

Thermocouple; (c) Position Data Acquired from Encoders Signals Transferred to Machine Drives Controllers 
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4.2.2 Data Acquisition Technique 

To illustrate the data acquisition technique proposed and implemented in this work, some definitions are 

required. For a certain process variable of interest, let 𝑌(𝑡) be a measurement vector of a physical quantity 

at a time 𝑡 ∈ 𝑇 ⊂ ℝ1. In addition, let 𝑺(𝑡) be the location at which the tool is located with respect to the 

workpiece at time 𝑡. Hence, 𝑌(𝑺(𝑡)), referred to herein as 𝑌(𝒔), is a transformation of the data from the 1D 

temporal-space to the 3D spatial-space. Implementing this concept using the test-bed and the sensor kit 

described in the previous section involved two major steps.  

First step was to acquire tool-workpiece relative position data at a reasonably high sampling rate. In 

order to do that, the data transfer cables of the lathe embedded encoder’s signals to the machine controller 

were tapped (see Figure 4-3(c)). This is to obtain the actual real-time position of the spindle rotation angle 

and the 𝑥 and 𝑧 movements of the carriage linear position. These raw digital signals were then pre-processed 

and filtered using a digital counter module NI 9361. The second step was to synchronize the analogue 

multiresolution data streams together and then synchronize them with the encoders’ position data. This is 

to achieve an accurate spatial mapping of the process data from the time domain to the spatial domain. For 

more details on how to achieve the second step using National Instruments hardware and LabVIEW 

programming, the reader is referred to the National Instruments’ knowledge base resources on the topic 

[96, 97].   

 To verify the success of the spatial mapping approach, a straight turning experiment was designed 

and performed. The incoming workpiece was prepared to have a deep slot with circular edges, Figure 4-4(a). 

This slot was removed using the CNC lathe test-bed described above. The tangential vibration data collected 

during this process, are plotted in Figure 4-4(b). As can be seen, there is a significant increase in “scattering” 

at the time interval when the slot was removed. Using the proposed data acquisition technique, to be 

described in Section 4.2.2, the same data is represented as a point cloud, illustrated in Figure 4-4 (c). It can 

be clearly seen that the spatial mapping of the data accurately translates the increase in vibrational 
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“scattering” to the physical cause (slot) providing a meaningful and intuitive visual interpretation of the 

data.  

 

(a) 

 
 

(b) (c) 

Figure 4-4: (a) Workpiece Design; Vibration Data Collected and Represented as:  

(b) Time-Series and (c) 3D Point Cloud 

4.3 Spatial Correlation Validation 

The main focus of this section is to validate the first research hypothesis identified in 4.1.3 that “Spatial 

correlations between measurements of machining data variables are inherently maintained when 

structuring the data as spatial point clouds while this information is lost in time-based measurements.” In 

doing that, a validation metric is needed to evaluate the correlations each measurement has with the 

surrounding measurements in all directions in the spatial domain over the machined-part geometry. 
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4.3.1 Validation Metric  

For a certain physical variable of interest of a machining process (e.g., feed cutting force), the point cloud 

representation of that variable can be considered as a spatial stochastic process {𝑌(𝑠) ∶ 𝑠 ∈ 𝐷 ⊂ ℝ𝑟}, where 

𝑌(𝑠) is a random vector representing measurements of that physical quantity at a known location 𝑠, and 𝑠 

varies over a spatial region 𝐷 in the 𝑟-dimensional Euclidian space ℝ𝑟. Due to the high-density nature of 

machining data measurements, 𝑠 is considered to be varying continuously over 𝐷, and hence, 𝑌(𝑠) can be 

classified as point-referenced data [98, 99]. Accordingly, point-referenced data analysis techniques, from 

the spatial statistics literature, can be used and extended to explore and model spatial point clouds of 

machining data.  

 In the area of point-referenced data analysis, the variogram is a commonly used function describing 

the degree of spatial dependence of a spatial stochastic process 𝑌(𝑠) at locations separated by Euclidian 

distance 𝑑. To define the variogram, consider a spatial process 𝑌(𝑠) with a constant mean value, 𝜇(𝑠) =

𝐸[𝑌(𝑠)], 𝐸[𝑌(𝑠 + 𝑑) − 𝑌(𝑠)] = 0, and 𝐸[{𝑌(𝑠 + 𝑑) − 𝑌(𝑠)}2] depends only on 𝑑 (i.e., does not depend 

on 𝑠). This process is said to be intrinsically stationary and the variogram can be formally defined as  

2𝛾(𝑑) = 𝐸[{𝑌(𝑠 + 𝑑) − 𝑌(𝑠)}2] = 𝑉𝑎𝑟[𝑌(𝑠 + 𝑑) − 𝑌(𝑠)] 44-1 

The function 2𝛾(𝑑) is then called the variogram, and 𝛾(𝑑) is called the semi-variogram. Considering 

Equation 44-1, at small ‖𝑑‖ (i.e., short distances) for an isotropic process, it is expected that 𝑌(𝑠 + 𝑑) and 

𝑌(𝑠) to be very similar, that is, (𝑌(𝑠 + 𝑑) − 𝑌(𝑠))
2
 to be small. As ‖𝑑‖ increases in value, less similarity 

is expected between 𝑌(𝑠 + 𝑑) and 𝑌(𝑠), hence, (𝑌(𝑠 + 𝑑) − 𝑌(𝑠))
2
 will be larger. In other words, the 

variogram is a measure of variability and it increases as observations become more dissimilar (i.e., increases 

with ‖𝑑‖), providing insight into spatial behavior [98]. 

 According to the previous definitions, the degree of spatial correlation between measurements of a 

spatial process 𝑌(𝑠) can be explored by plotting the empirical semi-variogram. Hence, the empirical semi-

variogram will be used as a validation metric for the first research hypothesis. To evaluate the empirical 
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semi-variogram, for a given spatial process dataset (𝑌(𝑠1), 𝑌(𝑠2), … , 𝑌(𝑠𝑛)), a robust estimator, by Cressie 

and Hawkins (1980) [100], will be used. This estimator is defined as: 

𝛾(𝑑) =
1

0.914 + (0.988/|𝑁(𝑑)|)
× {

1

|𝑁(𝑑)|
∑ |𝑌(𝑠𝑖) − 𝑌(𝑠𝑗′)|

1
2⁄

𝑠𝑖,𝑠𝑗′∈𝑁(𝑑)

} 4-2 

where 𝑁(𝑑) is the set of pairs of points such that ‖𝑠𝑖 − 𝑠𝑗′‖ = 𝑑 for 𝑖 ≠ 𝑗′ and |𝑁(𝑑)| is the number of 

pairs in this set. 

 It should be noted that machining data spatial observations do not form a regular grid so the 

distances between the pairs will all be different. Therefore, the empirical semi-variogram 𝛾(𝑑) needs to be 

computed over a grid on the 𝑑-space. In general, to estimate the empirical semi-variogram for an irregularly 

gridded 2D spatial process, the following steps are traditionally followed [98]:  

Step 1: Grid up the 𝑑-space into intervals 𝐼1 = (0, 𝑑1), 𝐼2 = (𝑑1, 𝑑2), … , 𝐼𝐾 = (𝑑𝐾−1, 𝑑𝐾) for some 

grid 0 < 𝑑1 < 𝑑2 < ⋯ < 𝑑𝐾.  

Step 2: Represent the 𝑑 values in each interval by the midpoint of the interval 𝑑𝐾 = 0.5(𝑑𝐾−1 + 𝑑𝐾). 

Step 3: Alter the definition of 𝑁(𝑑) to 𝑁(𝑑𝐾) = {(𝑠𝑖, 𝑠𝑗′) ∶  ‖𝑠𝑖 − 𝑠𝑗′‖ ∈ 𝐼𝑘}, 𝑘 = 1, … , 𝐾. 

Step 4: Use the robust estimator in Equation 4-2 to estimate the empirical semi-variograms. 

 The empirical semi-variogram estimator in Equation 4-2 provides an estimate of the 

omnidirectional spatial correlation, assuming the process exhibits similar correlation behavior in all spatial 

directions. Such an assumption may be very restrictive when analyzing data coming from dynamic physical 

systems such as machining processes. Instead, exploring the correlation behavior in different spatial 

directions (i.e., anisotropy) could be of interest.  In doing that, directional estimates of the empirical semi-

variogram can be computed. In doing that, directional semi-variograms can be computed for 𝐿 angle 

classes 𝜂𝑖 ± 𝜀, 𝑖 = 1,  … , 𝐿 where 𝜀 is the half-width of the angle class. 

 Although in machining processes, such as turning process, the machined part is a 3D object, 

machining data observations measured over the part geometry are essentially surface data and can be 
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transformed into a 2D space. Such transformation allows for using the 2D estimate of the empirical semi-

variogram, defined in Equation 4-2, to evaluate the degree of spatial correlation in spatial point clouds of 

machining data. For example, data from a straight turning process is originally collected in cylindrical 

coordinates where a data location 𝑡𝑖 = (𝑟, 𝜃𝑖, 𝑧𝑖) where: 𝑟 is the final radius of the machined part; 𝜃𝑖 is the 

spindle rotation angle at observation 𝑖; and 𝑧𝑖 is the feed location of the cutting tool measured from the edge 

of the cylinder. This data can be then transformed into 2D Cartesian coordinates 𝑠𝑖 = (𝑐𝑖 , 𝑧𝑖) where: 𝑐𝑖 =

2𝜋𝜌𝜃𝑖 is the corresponding location to an angle 𝜃𝑖 in the circumference direction of the cylinder. 

4.3.2 Experimental Investigation and Discussion 

Experiments Description  

To validate the first research hypothesis using real machining data, a replicated single-cut straight turning 

experiment was conducted. Eight different parts were produced using the CNC lathe test-bed described in 

Section 4.2.1. The machining operations for this experimental investigation are dry single-point oblique 

cutting of annealed alloy steel (AISI 4140) stock rods. In each experiment, the workpiece was centered and 

supported by a tail-stock. All workpieces were pre-machined to a diameter of 53.0 𝑚𝑚 over a length 

of 20.0 𝑚𝑚. Afterwards, roughing and finishing operations were performed. A fresh roughing tool per part 

(DNMG 15 04 08-PR) was installed, for each part, to perform the roughing operation with constant cutting 

velocity, feed rate, and depth-of-cut set to 200 𝑚/𝑚𝑖𝑛, 0.33 𝑚𝑚/𝑟𝑒𝑣 and 1.25 𝑚𝑚, respectively. 

Following the roughing operations, a single finishing cut is performed using a fresh finishing tool per part 

(DNMG 15 04 08-PF) for each of the eight replications. In these finishing cuts, constant cutting velocity, 

feed rate, and depth-of-cut were used and set to 200 𝑚/𝑚𝑖𝑛, 0.2 𝑚𝑚/𝑟𝑒𝑣 and 0.25 𝑚𝑚, respectively.  

Data Collection and Pre-Processing 

Using the proposed data acquisition technique, described in Section 4.2.2, the eight different process 

variables were collected in sync with the cutting-tool and the spindle rotation position data. Each of these 

process data variables along with the synchronized position data represent a different spatial process 𝑌(𝑠), 



87 

as defined in Section 4.3.1. The preliminary analysis of the results shows that the sensors used to measure 

the spindle power and the temperature underneath the cutting insert tip are not suitable for this application. 

In essence, the response times for the hall-effect power sensor and the thermocouple temperature sensor are 

nearly 0.05 and 0.15 seconds, respectively. Hence, these sensors are only capable of capturing the global 

mean trend of the measured variable variation without fast enough response rate to capture local variations 

useful for achieving the underlying research objectives. The focus of the discussion for the rest of this 

section will be on the three-component cutting forces and vibrations data along with the estimated resultant 

of these signals. This results in eight different signals for the analysis in this work. 

 The variogram function defined  in Equation 44-1 is based on the assumption of a constant mean 

process (i.e., 𝐸[𝑌(𝑠)] =  𝜇 for all locations 𝑠). However, in real-world applications 𝜇(𝑠) = 𝐸[𝑌(𝑠)] may 

be a function of covariates. Assuming a linear relationship 𝜇(𝑠) = 𝑋(𝑠)′𝛽, where 𝑋(𝑠) is a 𝑝-dimensional 

vector of covariates at sites 𝑠 and 𝛽 is a vector of regression coefficients, 𝜇(𝑠) corresponds to global (first-

order) behavior. Hence, the spatial stochastic process 𝑌(𝑠) can be split into two main components as 

𝑌(𝑠) = 𝑋(𝑠)′𝛽 + 𝑍(𝑠) 44-3 

where 𝑍(𝑠) represents the local (second-order) behavior through a covariance function 𝛴. In, this work, it 

is assumed that only information contained in 𝑋(𝑠) is the spatial data locations defined by 

coordinates 𝑢 and 𝑣 for the circumference and length direction axes, respectively. Accordingly, the 

term 𝜇(𝑠) = 𝑋(𝑠)′𝛽 is called a spatial trend surface.  

 According to the discussion above, spatial trends in the collected data should be estimated and 

removed, if any exists. Then, the residuals can be used for exploring the spatial local behavior within the 

data. Accordingly, for all the signals, the appropriate polynomial surface as a function of the 2D spatial 

coordinates (𝑢 and 𝑣) is explored. For roughing data, the following polynomial surface 𝜇𝑟𝑜𝑢𝑔ℎ𝑖𝑛𝑔(𝑠) =

𝛽0 + 𝛽1𝑢 + 𝛽2𝑣 + 𝛽3𝑣 is found to be a suitable trend surface. For finishing operations, the 
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model 𝑓𝑓𝑖𝑛𝑖𝑠ℎ𝑖𝑛𝑔(𝑠) = 𝛽0 + 𝛽1𝑢 + 𝛽2𝑣 + 𝛽3𝑣2 + 𝛽4𝑣3 + 𝛽5𝑣4 + 𝛽6𝑢𝑣 was selected. A sample of the raw 

and de-trended data is shown in Figure 4-5 and Figure 4-6.  

 

Figure 4-5: Roughing Tangential Force Data Summary for Observation 6 

 These figures show data summary panel plots for roughing and finishing tangential forces for one 

of the eight straight turning experiments performed in this study. In these figures, the four panels on the left 

show plots of the raw data, in clockwise direction, the 2D spatial point cloud, the force vs. the 

circumference-position, the force vs. feed-position, and the histogram of the data. The other four panels on 

the right show the same plots for the residuals after removing the trend surface. The 2D spatial point cloud 

were created following the coordinated-system transformation described earlier from the cylindrical 

coordinates of the part to the 2D Cartesian coordinates. The spatial correlation within the data can be clearly 

seen in the 2D plots of the data for both roughing and finishing data. All other force and vibration 

components plots show the same. 
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Figure 4-6: Finishing Tangential Force Data Summary for Observation 6 

Variogram Estimation and Results Discussion  

As discussed previously, the empirical variogram in Equation 4-2 is used as the validation metric for the 

existence of spatial correlations in machining process data. Following the customary variogram estimation 

algorithm described at the end of Section 4.3.1 resulted in noisy variograms that are hard to interpret. One 

key reason for this noisy behavior is the structure of the spatial representation turning data. As shown in 

Figure 4-2, in turning processes, the cutting tool travels in a helical pattern along the workpiece longitudinal 

axis with a helix angle 𝛼 = 𝑡𝑎𝑛−1(𝐶 𝑓⁄ ) where 𝐶 is the part circumference and 𝑓 is the feed rate. In the 

underlying experimental investigation this angle is 89.88𝑜 for roughing operations and 89.93𝑜 for finishing 

operations. This resulted in a slightly rotated data grid. Accordingly, the implicit gridding approach 

explained in the customary variogram estimation algorithm had inhomogeneous distribution of the data 

between the variogram estimation bins/intervals 𝐼𝑘. Additionally, some of these bins had little to no data in 

them leading to excessive noise in the estimated variograms.  
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 In dealing with the described problem, one viable solution is to interpolate the high-density 

irregularly gridded turning data into a 𝑢 × 𝑣 regular grid where 𝑢 represents the feed direction 

while 𝑣 represents the circumference direction. Using the underlying turning process knowledge, the 

number of grid points in the feed directions can be approximated by the total number of revolutions done 

to cut through the length of the part. Accordingly, the number of grid points in the circumference direction 

can be estimated as the total number of points per each revolution. Then, the irregularly gridded process 

variable measurements was interpolated to the regular grid points using the natural neighbor interpolation 

method [101]. The 2D spatial maps shown in Figure 4-5 and Figure 4-6 represent examples of the output 

of this gridding approach. Using this explicitly gridded data to estimate the variogram in Equation4-2 

resulted in more stable variograms. It should be noted that due to the high-density of the data, the use of the 

natural neighbor interpolation method to regularly grid should not change the underlying knowledge in the 

data. 

 Following the procedure described above, the omnidirectional as well as the 0𝑜 and 90𝑜 directional 

empirical variograms were estimated for each process variable across the eight different parts for both the 

roughing and the finishing operations. The choice of the 0𝑜 and 90𝑜 directional variogram to investigate 

the correlation patterns in specific directions is driven by the underlying physical process knowledge. In 

essence, these directions corresponds to the physical process movement axes in the circumference and the 

feed directions, respectively. Hence, investigating the correlation structure in theses process-specific 

direction can allow for extracting valuable physical knowledge from the data. Sample results of these 

variograms are shown in the following three figures representing the different variograms for the roughing 

tangential forces (Figure 4-7), the finishing feed forces (Figure 4-8), and the finishing tangential forces 

(Figure 4-9). In each of these figures, the three panels show the omnidirectional, the feed-direction, and the 

circumference-direction empirical variograms, respectively.   
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Figure 4-7: Roughing Tangential Force Variograms: Omnidirectional Variogram (Top), Feed-Direction 

Variogram (Middle), and Circumference-Direction Variogram (Bottom) 

 The key general outcome of these plots of the spatial correlation validation metric is that spatial 

correlation strongly exists in machining process data. Basically, the variogram, 𝛾(𝑑), is a measure of 

variability in the space. The customary behavior of a variogram is to increase in value as observations 

become more dissimilar (i.e., increases with 𝑑). Hence, the value of 𝑑 at which the variogram reaches an 

asymptote provides the spatial distance range within which the observations of the physical spatial process 

are highly correlated. This behavior is generally seen in all variograms shown in figures 4-7, 4-8, and 4-9 

(further discussions on some variations are presented in the following paragraphs). This was also seen for 

all components of cutting forces and vibrations in both the roughing and the finishing operations (omitted 

here for brevity). 
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Figure 4-8: Finishing Feed Force Variograms: Omnidirectional Variogram (Top), Feed-Direction Variogram 

(Middle), and Circumference-Direction Variogram (Bottom) 

  Other key findings can be drawn from these figures by closely examining the feed and 

circumference directions variograms. Figure 4-5 shows, for the roughing tangential forces, the spatial 

distance range within which the data points are spatially correlated is higher in the circumference direction 

(~ 4.5 𝑚𝑚) than in the feed direction (~ 0.75 𝑚𝑚). On the contrary, by examining the variograms of the 

finishing feed forces, Figure 4-6 shows less spatial correlation range (extension/memory) in the 

circumference direction (~ 2 𝑚𝑚) than the feed direction (~ 2.5 𝑚𝑚). This fact is a key interesting fact 

knowing that the temporal order of the data corresponds to the spatial order of the data in the circumference 

direction. Having higher range for the spatial correlation in a spatial direction (feed) other than the one 

corresponding to the time (circumference) justifies the need to structure the data as spatial point clouds. 

Such information about the correlation pattern in a non-time corresponding direction would be lost in the 

temporal representation in the data. At the very best, some of this information may be retrieved through the 

use of overly complicated time-frequency domain analysis methods (e.g., wavelets), compared to spatial 

point clouds.  
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Figure 4-9: Finishing Tangential Force Variograms: Omnidirectional Variogram (Top), Feed-Direction 

Variogram (Middle), and Circumference-Direction Variogram (Bottom) 

 The strictly monotonic variogram customary behavior is not the only case to be found when 

characterizing spatial correlation patterns in real-applications. Other more complicated patterns can be seen 

[98]. The empirical variograms for the finishing tangential forces, shown in Figure 4-7, for example, show 

a very clear anisotropic behavior of the correlation structure. In the feed-direction variogram, a wave 

variogram can be clearly seen. This wavy variogram indicate that the spatial correlations oscillates above 

and below some process variability level. These oscillations are also undamped over distance. The 

circumference-direction shows a mixture behavior in which the dissimilarity between data points at 

different locations increases over distance up to a certain range at first. Then, it starts to show a damped 

oscillating behavior meaning that spatial correlation decays to a negligible value around 8 𝑚𝑚 distance in 

the circumference direction.  



94 

 These sample results provide a validation for the first research hypothesis and justifies the need to 

represent machining data as spatial point clouds to preserve this physical process information contained in 

the measurements of a process variable such as the cutting forces in the feed direction.  

4.4 Relative Performance Characterization using Simulation 

The real data analysis and discussion in the previous section shows that spatial correlation exists in 

machining process variables such as cutting forces and vibrations. This leads the discussion to the second 

goal of this research which is to validate the second research hypothesis that “The best data model developed 

considering the spatial data structure will outperform or be at least equal to the best model developed 

considering the temporal data structure.” The rationale behind this hypothesis is that the temporal 

correlation structure is inherently maintained in the spatial point cloud representation. In turning processes, 

for example, the temporal order of the data is not lost in the point cloud representation, but instead 

transformed to become the spatial order that corresponds to the tool’s travelling direction with respect to 

the workpiece. That is the tool travels in a helical pattern along the workpiece longitudinal axis as shown 

in Figure 4-2. Hence, the temporal order of the data corresponds to the spatial order of the data in the 

circumference direction with a helix angle 𝛼 = 𝑡𝑎𝑛−1(𝐶 𝑓⁄ ) where 𝐶 is the part circumference and 𝑓 is the 

feed rate. Accordingly, the performances of temporal and spatial models of machining data should be very 

similar in situations where only strong temporal correlations exist within the data. When considering any 

specific statistical model class (e.g., the class of Gaussian Processes), a temporal data representation is a 

particular case of a spatial representation of the same data with anisotropic spatial correlation only strong 

in one direction and not the other(s). However, for situations that exhibit strong multidirectional 

correlations, models learned using the spatial point cloud data structure will result in superior performance. 

 To quantitatively validate this hypothesis on the statistical modeling relative performance, a 

simulation study is performed to show that “Considering a specific statistical model class, the best model 

among all possible models learned using 𝑌(𝑠) has smaller/equal modeling and Kriging errors compared 

to the best model among all possible models learned using 𝑌(𝑡)”. This means, for instance, considering 
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Gaussian Process (GP) data models, the best temporal GP model of the machining data variable temporal 

representation will have similar/higher modeling and kriging errors when compared to the best spatial GP 

model of the spatial point cloud representation for the same data. Similarly, a Spatial Autoregressive data 

model (SAR) will outperform (perform similar to) a temporal autoregressive model (AR) learned using the 

same date represented spatially and temporally, respectively.  

4.4.1 Simulation Study Description 

As previously defined, the spatial representation of a machining process variable 𝑌(𝑠) at a set of known 

locations 𝒔  can be considered as point-referenced stochastic process. A commonly used method to simulate 

and model such process is the spatial Gaussian Process (GP) and it will be used in the simulation study 

conducted in this work.  

Simulation Model 

A spatial stochastic process {𝑌(𝑠) ∶ 𝑠 ∈ 𝐷 ⊂ ℝ𝑟} is said to be Gaussian if all its finite-dimensional 

distributions are Gaussian (normal). That is, for any choice of 𝑛, a realization of a spatial process 

(𝑌(𝑠1), 𝑌(𝑠2), … , 𝑌(𝑠𝑛)) has a multivariate Gaussian distribution 𝒀 ~ 𝑁(𝝁, 𝛴) for some expectation 

vector 𝝁 and covariance matrix 𝛴. Hence, spatial measurements of a machining process variable can be 

simulated as 

𝑌(𝑠𝑖) = 𝜇(𝑠𝑖) + 𝑍(𝑠𝑖) 4-4 

where 𝜇(𝑠𝑖) represents the mean structure (global behavior) over the spatial region 𝐷; 𝑍(𝑠𝑖)~𝑁𝑛(0 , 𝛴(𝜃)) 

is a continuous spatial random process (local behavior) following 𝑛-dimensional normal distribution with 

a continuous function (𝛴(𝜃))
𝑖𝑖′  that gives the covariance between 𝑌(𝑠𝑖) and 𝑌(𝑠𝑖′) for 𝑖 ≠ 𝑖′ and is 

parametrized by a parameters vector 𝜃 [99]. 

In this work, the aim of the simulation study is to showcase the validity of the relative performance 

hypothesis considering the customary case of a stationary isotropic process. That is the correlation between 
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the process variable measurements at two distinct locations, 𝑌(𝑠𝑖) and 𝑌(𝑠𝑖′), depends only on the 

separation distance 𝑑𝑖𝑖′  neither the direction nor the location. It is also assumed that the simulated process 

has a constant-mean global behavior. To characterize the correlation between measurements at two different 

locations, the Matérn covariance function is utilized 

(𝛴(𝜃))
𝑖𝑖′ = 𝜎2

1

𝛤(𝜈)2𝜈−1
(√2𝜈

𝑑𝑖𝑖′

∅
)

𝜈

𝐾𝜈 (√2𝜈
𝑑𝑖𝑖′

∅
) 4-5 

where 𝛤 is the gamma function; 𝐾𝜈 is the modified Bessel function of the second kind; 𝜈 is a smoothness 

parameter; ∅ is the range parameter; and 𝑑𝑖𝑖′  is the Euclidian distance between locations 𝑖 and 𝑖′. Hence, 

the parameters vector 𝜽 = (𝜎2, 𝜙, 𝜈)𝑇.  

 The choice of the Matérn covariance function among other parametric models (e.g., exponential, 

Gaussian, spherical) is recommended in the spatial statistics literature as a general specification for building 

spatial models [102]. Thanks to the range (𝜙) and the smoothness (𝜈) parameters combination, the Matérn 

covariance function is a highly flexible model that allows for simulating/modeling a wide range of spatial 

processes with varying levels of distances beyond which the spatial correlation becomes negligible (𝜙) and 

process smoothness (𝜈). In fact, a polynomial times exponential can be obtained from this flexible function 

for all 𝜈 values of the form 𝜈 = 𝑘 +
1

2
 where 𝑘 a non-negative integer. For example, the exponential 

covariance function is a special case of the Matérn function at 𝜈 = 1/2 while the Gaussian covariance 

function is a special case at 𝜈 → ∞. Additionally, the range parameter (𝜙) controls the spatial correlation 

extension/memory over the space. In essence, it informs about the effective range (𝑅) of the correlation that 

is the distance at which the correlation drops to a very small/negligible value (customary, a value of 0.05). 

Figure 4-10 illustrates the effect of varying the smoothness parameter 𝜈 and the corresponding range 

parameter 𝜙 on the correlation function when considering an effective range of 0.4. Four different 

scenarios, based on variations of the range and the smoothness parameters, are described and discussed in 

in Section 0.  
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Figure 4-10: Matérn Correlation Functions with Equivalent Effective Range D = 0.4 

Data Generation Method 

To generate a GP with mean surface 𝝁 and covariance function 𝛴, a sampling algorithm is required to 

generate the multivariate normal random vector 𝒀. The commonly used algorithm to do this requires finding 

the square root 𝐴 of the covariance matrix 𝛴, so that 𝛴 = 𝐴𝐴𝑇. Then, 𝒀 = 𝝁 + 𝐴𝒁 where 𝑍 =

(𝑍1, … , 𝑍𝑛)𝑇 are independent identically distributed samples from a normal distribution 𝑁(0, 1). In doing 

that, the Cholesky decomposition method is usually used to find a real-valued lower triangular 

matrix 𝐴 [103]. Utilizing this customary algorithm faces two key issues to generate realistic GP 

observations depicting machining process data collected from turning processes.  

The first issue is that the Cholesky decomposition of a general 𝑛 × 𝑛 covariance matrix 

requires 𝒪(𝑛3) floating point operations. Hence, the generation of large-dimensional Gaussian vectors, 

needed in the machining data application, becomes impractically time-consuming for large values of 𝑛. The 

second issue arises from the physical nature of the turning process. That is the spatial point cloud 

representation of turning process variables is wrapped around the cylindrical surface of the machined part 

and hence the data is continuously correlated across the circumference direction of the part. However, the 

simulation algorithm discussed above will generate a 2D spatial random field with uncorrelated border 

observations (in the circumference direction) while these observations should be highly correlated.  
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These two issues can be resolved by using the method of circulant embedding proposed by Dietrich 

and Newsam (1997) [104]. This method allows for computationally efficient generation of a stationary 

spatial GP wrapped on a torus defined by a revolving circle of a radius 𝑟 in three-dimensional space about 

an axis coplanar with the circle with a radius 𝑅 for the circular revolving axis. The idea of a torus-wrapped 

GP random field allows for constructing a circulant covariance matrix. That is points on opposite sides are 

identified with each other. Then, this covariance matrix can be then embedded into a block circulant matrix 

with each block being circulant itself allowing for the use of FFT techniques to construct the matrix square 

root. By exploiting the structural properties of the block circulant covariance matrix, the FFT permits the 

fast generation of the Gaussian field. Finally, appropriate sub-blocks of the generated Gaussian field that 

have the desired covariance structure are extracted. Compared to the computational complexity order 𝒪(𝑛3) 

of the Cholesky decomposition method, the circulant embedding approach, thanks to the use of FFT, has a 

complexity order 𝒪(𝑛2 × 𝑙𝑛(2𝑛)). For a more detailed discussion on the specifics of the circulant 

embedding algorithm, several tutorials exists in the spatial statistics literature with implementations in the 

MATLAB [103, 105] and R [106] computational languages. 

Generating Simulated Machining Data 

For simulating a GP random filed on a cylindrical surface for the turning application, the circulant 

embedding algorithm, discussed above, can be used. In do that, a torus-wrapped GP random field can be 

simulated with a revolving circle radius equivalent to the machined cylinder final radius (i.e., 𝑟 = 𝜌) and a 

circular revolving axis radius of a circle having a circumference of 2𝑙 (i.e., 𝑅 = 𝑙 𝜋⁄ ) where 𝑙 is the cylinder 

length. Then, only half of the torus can be extracted as a cylinder with a length 𝑙 and a radius 𝜌.  

For the purpose of analyzing this simulated data (model fitting and estimation), discussed in the 

next section, the structural property of machining data being essentially surface data that can be transformed 

into a 2D space will be exploited. This transformation was discussed earlier at the end of Section 4.3.1. 

This will result in a   𝑢 × 𝑣  2D-gridded data matrix with the 𝑢-axis and 𝑣-axis representing the part length 

(𝑙) and circumference (𝐶), respectively. To create the corresponding temporal data vector, the simulated 𝑢 ×



99 

𝑣  2D-matrix is realigned to a vector of length 𝑢𝑣. This realignment is to be performed in the 𝑢-coordinate 

direction as shown in Figure 4-11. Also, the figure illustrates this realignment by providing the temporal 

order of several coordinate points for a 10 × 15 2D-grid.  

 

Figure 4-11: Simulated Data 2D-Grid Illustrating the Corresponding Temporal Order of the Data 

Model Estimation and Performance Metrics 

In order to evaluate the relative performance of statistical data models learned from both the temporal and 

spatial data representations of the same data-set, the following steps are performed utilizing the models and 

methods described in previous sub-sections: 

Step 1: Simulate a cylindrical-wrapped spatial GP random field 𝑌(𝑠). 

Step 2: Create a pure random error vector 𝜖(𝑠) that is independent identically distributed following a 

Normal distribution 𝑁(0 , 𝜏2) to simulate the process data measurement error. 

Step 3: Construct the 2D-random field with added noise 𝑌∗(𝑠) = 𝑌(𝑠) + 𝜖(𝑠). 

Step 4: Down-sample the field 𝑌∗(𝑠) by removing every other data row creating a training data-

set 𝑌𝑡𝑟
∗ (𝑠); this is equivalent to reducing the data acquisition sampling rate by 50%. 

Step 5: Construct the corresponding temporal vector 𝑌𝑡𝑟
∗ (𝑡). 

Step 6: Use Maximum Likelihood Estimation (MLE) to find the optimal set of spatial and temporal 

GP model parameters fitted to 𝑌𝑡𝑟
∗ (𝑠) and 𝑌𝑡𝑟

∗ (𝑡), respectively. 
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Step 7: Calculate predicted values of the random field (Kriging) at the locations removed in the down-

sampling process in step 4.  

 Following these steps for model estimation and data Kriging, two performances metrics are 

calculated to assess the models performance in different scenarios. To this end, the Bayesian 

Information Criterion (BIC) metric is computed to assess the model estimation error for both the spatial 

and temporal models. Additionally, the Root Mean Square Error (RMSE) for predictions is calculated 

to assess the predicted values deviation from the original values removed in step 4. 

4.4.2 Simulation Scenarios and Results Discussion 

Simulation Model Parameters 

Following the simulation method described in the previous section, four different scenarios were simulated 

following the model in Equation 4-4 along with the covariance function in Equation 4-5. The four simulated 

GP random fields share a constant zero mean surface (𝜇(𝑠) = 0) and a unity variance (𝜎2(𝑠) = 1). As for 

the smoothness (𝜈) parameter of the Matérn covariance function, two values were selected 0.5 and 2.5. 

Additionally, two effective range (𝑅) values of 9 and 22 were selected. Then, the range parameter (𝜙) is 

computed for each case based on the combination of 𝜈 and 𝑅. Accordingly, four different combinations of 

these two parameters along with the zero-mean and unity-variance of the stationary isotropic GP model 

form the four different scenarios summarized in Table 4-2. As discussed earlier, a pure random error 

following the distribution 𝑁(0, 𝜏2) will be added. 

Table 4-2: Simulation Scenarios Model Parameters 

Scenario 𝝁 𝝈𝟐 𝝂 𝑹 ∅ 𝝉 

1 0 1 0.5 9 3 0.05 

2 0 1 0.5 22 7.344 0.05 

3 0 1 2.5 9 1.52 0.05 

4 0 1 2.5 22 3.716 0.05 
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Turning Process Application Parameters  

In this the conducted simulation study, a single straight turning cut is assumed to be conducted for a rod 

of 30 𝑚𝑚 length (𝑙) and 11 𝑚𝑚 initial diameter (𝑑𝑜). In these cuts, the cutting parameters: constant spindle 

speed (𝑁), feed rate (𝑓), and depth-of-cut (𝑎) were set to 1800 𝑟𝑝𝑚, 0.5 𝑚𝑚/𝑟𝑒𝑣, and 0.5 𝑚𝑚, 

respectively. These assumptions about the product dimensions and the process parameters allow for 

estimating the following process-related simulation parameters: 1) Cutting time 𝑡𝑐 =
60×𝑙

𝑁×𝑓
= 2 seconds; 2) 

Number of revolutions (data grid columns) 𝑣 = 𝑡 × 𝑁/60 = 60 revolutions; 3) Sampling rate 

S =  1800 Hz; 4) Total number of data points 𝑛 =  𝑡𝑐𝑆 = 3600 points; and 5) Number of points per a 

revolution (data grid rows) 𝑢 =
𝑛

𝑣
= 60 points. 

According to these parameters, the data were simulated on a 60 × 60 2D-grid with 𝑢-axis 

representing the part length of 30 𝑚𝑚 while the 𝑣-axis representing the part circumference of 31.4 𝑚𝑚. 

Figure 4-12 shows the simulated data-set for the first scenario, listed in Table 4-2, and the corresponding 

temporal representation. It should be noted that the helical pattern of the real data discussed earlier is 

neglected in the simulation study. This is due to the fact that the tangent of the helix angle is typically very 

large and hence the helix angle (89.1𝑜) was approximated to be 90𝑜. 

 

Figure 4-12: Simulated Data for Scenario 1: Spatial Point Cloud (Left) and Temporal (Right) 

Representations 
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Modeling Performance Results Discussion 

As discussed in Section 4.4.1, performance metrics BIC and RMSE were calculated to assess the relative 

modeling and prediction (Kriging) performance, respectively. Figure 4-13 shows the relative performance 

of the temporal and spatial models of the same data-set in terms of the performance metric ratio. The black 

bars show 𝐵𝐼𝐶𝑇𝑒𝑚𝑝𝑜𝑟𝑎𝑙/𝐵𝐼𝐶𝑆𝑝𝑎𝑡𝑖𝑎𝑙, and hence, if this ratio is higher than one, then the modeling 

performance of the GP model learned from the spatial point cloud data representation is better than the GP 

model learned from the temporal data representation. Similarly, for prediction/kriging performance, the 

gray bars show 𝑅𝑀𝑆𝐸𝑇𝑒𝑚𝑝𝑜𝑟𝑎𝑙/𝑅𝑀𝑆𝐸𝑆𝑝𝑎𝑡𝑖𝑎𝑙. Less kriging error is observed if the ratio is higher the one 

(a larger ratio is better). 

 

Figure 4-13: Performance Metrics Ratio (Temporal Representation/Spatial Representation) 

According to results shown in Figure 4-13, the spatial data representation based model outperformed 

the temporal model for all four scenarios in terms of modeling and prediction performances. Inspecting the 

results more carefully reveals more interesting facts. For instance, the first two scenarios have the same 

level of smoothness (𝜈 = 0.5) with varying spatial correlation extension/memory controlled by the effective 

range (𝑅) of values 9 and 22 (range (𝜙) values of 3 and 7.344), respectively. It is clearly seen that the 

further out spatial correlation extends, the higher the performance gap between the spatial and the temporal 

models. The same can be observed within the results of scenarios 3 and 4. Another interesting finding can 

be captured by holding the effective range constant at 9 for scenarios 1 and 3 and at 22 for scenarios 2 and 
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4 while varying the smoothness level. That is the higher the spatial smoothness of the process, the more 

superior performance obtained by the spatial model over the temporal model. Finally, considering the range 

and the smoothness parameters together, scenario 4 has the strongest spatial correlation presences while the 

smallest is for scenario 1. Comparing the noticeably large gap in the modeling and prediction performances 

of these scenarios confirms the fact illustrated in Figure 4-2 that is the temporal data representation fails to 

capture the extended spatial correlations information. This validates the research hypothesis number two 

for this research achieving the goal of this simulation study. 

4.5 Conclusions  

Measuring and representing machining process data as spatial point clouds is a novel research area with a 

significant potential. Re-envisioning the data structure promises a transformative approach for data 

visualization, analysis, modeling, and process control to be done differently and more effectively. The 

proposed spatial point cloud representation of machining data was shown to preserve geometrical 

information about the product being machined. This offers the potential to use real-time process data to 

characterized the product quality in real-time.  

 This research provided a quantitative evidence on the existence of spatial correlation information 

within machining process data. While this information can give valuable physical knowledge into the 

underlying process through preserving the geometrical correspondence of the data, this information has 

been lost in the traditional temporal representation of the data. It has been found that real-world turning 

process data such as cutting forces and vibrations exhibit strong anisotropic spatial correlation patterns. 

These patterns were seen in the primary process spatial coordinates, namely, the feed-direction and the 

circumference-direction.  More interestingly, in some process variables, the distance range at which process 

data measurements remain correlated was higher in the spatial coordinate direction that does not correspond 

to the temporal order of the data than the direction that does.  This strongly justifies the need to structure 

machining process data as spatial point clouds to easily restore this scattered information over the time. At 
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the very best, some of this information may be retrieved through the use of overly complicated time-

frequency domain analysis methods (e.g., wavelets), compared to spatial point clouds.  

 In the approach to estimate the spatial correlation validation metric, empirical variogram, it was 

shown how the physical process knowledge can aid in determining the parameters of that metric. Unlike, 

the traditional spatial statistics fields, the wealth of manufacturing physical process knowledge can help in 

designing and interpreting spatial data analysis methods and techniques. Moving forward with this research 

area, the possibility of devising novel spatial statics methods driven by the manufacturing process 

knowledge could lead to significant contributions. In doing that, new methods need to consider realistic 

more complicated geometries and processes than the straight turning experiments conducted in this study.     

 The simulation study conducted to characterize the relative performance of spatial and temporal 

statistical data models showed clearly, the modeling and prediction performance advantages gained when 

analyzing machining process data in its natural structure (spatial point clouds). The study focused on the 

customary case of non-stationary isotropic processes and yet the performance gap was relatively large. That 

was seen especially for processes with higher ranges of spatial correlation extension/memory. Now, if more 

realistic cases such as the anisotropic correlation behavior see in turning data was considered, this 

performance gap will be aggravated. This is especially true for cases in which the spatial correlation in a 

spatial direction (feed) other than the one corresponding to the time (circumference) is higher. If a non-

stationary behavior is added to the anisotropy, the performance gap is expected to be furtherly aggravated.  
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5 CHAPTER 5:  

CONTRIBUTIONS AND FUTURE RESEARCH DIRECTIONS  

This chapter summarizes the contributions of this dissertation work and highlights future research directions 

for the three focus areas investigated in this work. 

5.1 Statistical Process Monitoring of Time-Between-Events Data 

It was argued in the literature that exponential-based control charts (charts designed assuming the 

underlying data distribution is exponential) are robust to departures from the exponential distribution, when 

the true underlying distribution of the data is Weibull. This assumption was tested using Monte Carlo 

Simulations in which the detection performance of monitoring Weibull-distributed failure-time 

observations using three control charts was evaluated and compared. These three charts were: 1) Weibull 

Cumulative Sum (CUSUM) chart, 2) exponential CUSUM chart, and 3) a new adjusted exponential 

CUSUM chart (an adjustment of the exponential CUSUM chart was proposed to account for the true 

underlying data distribution). The comparison of the detection performance refuted the robustness of the 

exponential CUSUM chart, when monitoring Weibull-distributed failure-time observations. The other two 

charts showed comparable and desirable performance.  

 Future work in this research direction will require verifying performance results through real-life 

case studies. Additionally, the motivating idea behind this research is worth investigation with real process 

data. This is to use TBE control charts to monitor the performance of different TCM tools through 

monitoring the tool replacement decisions made by them as discussed previously in Chapter 1.   

5.2 Design, Implementation, Detection, and Diagnosis of Cyber-Attacks on 

Cyber-Physical Machining Systems 

The overarching goal of this research topic is to utilize the physical process knowledge in building robust 

physical system defenses against Product-Oriented C2P attacks. In doing that, four key contributions were 
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achieved. First, this work proposes the adoption of the defense-in-depth strategy/framework to utilize 

current Quality Control (QC) resources as physical detection layers to defend against Product-Oriented C2P 

attacks. Second, an attack design scheme is proposed to systematically describe key design elements of 

Product-Oriented C2P attacks against machining. Based on this scheme, a machining specific Attack 

Design Designation System (ADDS) is proposed to provide a structure to populate a wide variety of 

potential attacks. Third, to demonstrate the relationship between Product-Oriented C2P attacks and physical 

defense-in-depth strategies, an experimental investigation is conducted. In this case study, several realistic 

Product-Oriented C2P attacks, designed according to the proposed attack design scheme are implemented 

against a turning process. Finally, the use of a side-channels driven monitoring system is explored to show 

the effectiveness of employing physical process knowledge to understand the relationship between the 

attacks and their effects on process physics. 

This work focused on the discussion of using side-channels as an approach to increase the Product-

Oriented C2P detection capabilities within the Quality Control process regime. Further research needs to 

focus on: (1) Developing process monitoring techniques that are capable of monitoring for both traditional 

process anomalies and Product-Oriented C2P attacks driven anomalies (necessary for developing 

deployable solutions in real manufacturing facilities); (2) Identifying features that are sensitive to a wide 

range of attacks; and (3) Identifying features that are the most sensitive to specific attacks. For the second 

research area, it is needed to develop robust/generic strategies for using side-channels as detection layers. 

The third research area is needed to develop machining-scenario specific uses for side channels. More 

specifically, if it is known that a system is highly susceptible to a specific attack or that an attack against a 

specific part feature could cause significant damage, it may be desirable to incorporate specific side-channel 

features. Furthermore, this chapter did not suggest any specific features to extract (e.g., statistical features, 

wavelet coefficients, principal components) for side-channel data streams. It should be re-emphasized that 

previously identified side-channel features for process monitoring may not be optimal for detecting 

Product-Oriented C2P attacks. Additionally, this chapter did not focus on nor discuss the important trade-
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offs between the occurrence of false alarms and true-positives. In theory, an infinite number of side-channel 

features could be monitored; unfortunately the false alarms costs of such a system would be impractical. 

Further research needs to address the cost of implementing a depth-in-defense strategy, from both false 

alarm and resource requirement viewpoints. 

The attack demonstrations presented in this work showed that detection methods that are designed 

with the possibility of product’s alterations due to cyber-physical attack in mind  reduces the potential for 

intelligently designed attacks to circumvent in-situ process monitoring. This can be supported further by 

the proper incorporation of the physical process knowledge in designing these methods along with the clear 

understanding of the wide variety of the potential attacks. For example, it was shown that simultaneously 

monitoring the local amplitude and time signatures of machine power helped increasing the detectability of 

some of the performed attacks. These demonstrations set the foundation for developing process physics 

driven machine learning tools for monitoring the ever-increasing real-time big data of manufacturing 

processes for security purposes. 

The proposed attack design scheme and the ADDS provides the first step toward developing a needed 

body of knowledge that will provide a clear common understanding of how Product-Oriented C2P attacks 

on manufacturing systems for machined products can be designed and implemented, similar to the Common 

Attack Pattern Enumeration and Classification (CAPECTM) repository for software security applications. 

Additionally, we fully acknowledge that machining is one of many critical manufacturing process. As such, 

we envision the proposed ADDS to be an initial step towards a larger approach to cataloging and 

understanding attacks against manufacturing systems. Further research in this area will focus on the 

development of a Manufacturing Attack Designation System (MADS), which will incorporate how attacks 

can be designed considering all manufacturing aspects, including attacking assembly systems, MRP/ERP 

systems, supply chains, etc. Together, MADS and CAPEC will fully define the aspects of any Product-

Oriented C2P attacks. This knowledge will provide the basis for designing future secure manufacturing 

systems, which is a fundamental requirement for the successful transition to Industry 4.0. 
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5.3 Modeling Machining Process Data: Time Series vs. Spatial Point Clouds 

The main research goal of this work was to evaluate the viability of using the proposed spatial point clouds 

representation versus the traditional representation in modeling machining process data. To achieve this 

goal, three key contributions were made. First, a new data acquisition technique was devised to enable the 

possibility of measuring machining process data over the 3D cutting space utilizing data collected over 

time. Second, an analytical study was conducted to verify the first key research hypothesis that “spatial 

correlations between measurements of machining data variables are inherently maintained when 

structuring the data as spatial point clouds while this information is lost in time-based measurements.” 

Finally, a simulation study was conducted to validate the second key hypothesis that “The best data model 

developed considering the spatial data structure will outperform or be at least equal to the best model 

developed considering the temporal data structure.” While this work focused primarily on exploring 

modeling performance advantages, it is envisioned this work sets the foundation for advancements in the 

use of machining process data. More specifically, four key practical benefits of using the proposed data 

representation have been identified. It should be noted that these benefits provide a path to solve the key 

four issues in current methods, identified in Section 4.1.1, hindering their applicability in the industry.    

 Data structure is invariant to process adjustments. Point clouds consisting of machining data 

store process variable information as a function of product geometry. This allows for machining data to be 

independent of machining process adjustments. For example, experienced machine operators often adjust 

process parameters (e.g., speeds and feeds) to compensate for transient system conditions. While such 

changes may appear minute, they result in vastly different time-series but very similar spatial point clouds. 

Hence, the results of any temporal driven data analysis performed using this data would be inconsistent 

within a single run (i.e., before and after a process change) or from run-to-run. Future research to verify 

this benefit for the spatial data representation over the traditional temporal representation is required.  

 Process data structure is equivalent to dimensional product data. To perform advanced process 

monitoring and diagnosis, methods are needed to fuse machining data (e.g., forces) with product quality 
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(e.g., surface roughness). Currently, the collection of product data is transitioning to the use of high-density 

point clouds, such as those obtained from 3D scanners. Therefore, traditional temporal driven 

representations of machining data and modern product data together consist of two highly contrasting data 

structures: time-series (process data) and point clouds (product data). This difference significantly hinders 

the development of in-depth relationships between process and product data. By unifying their structure, 

our proposed work will allow for the development of techniques to explicitly combine these heterogeneous 

datasets. Also, the collection of other product data types such as microstructure and material properties 

along with the dimensional data will allow for extracting valuable knowledge from machining data spatial 

point clouds. Also, it will help providing insightful understanding of the process physics behind spatial 

correlation patterns and trend surfaces similar to those identified in the turning cases study in this work.  

 Dynamic optimization of control parameters. Modern Computer-Aided Manufacturing (CAM) 

systems are used to generate computer programs (G-code) to specify control parameters and tool-paths for 

Computer Numerical Control (CNC) machines. Currently, these CAM systems rely only upon part 

geometries and process parameters (e.g., feeds and speeds) as inputs for G-code generation. However, real-

time process dynamics have a significant effect on final part geometries and therefore quality. The proposed 

spatial representation of machining process data will allow for the development of dynamically adaptive 

G-Code generation routines. It is envisioned that these routines could perform real-time process 

optimization (e.g., minimize surface roughness) as a function of process data (e.g., vibration and force). 

 More intuitive and straight-forward visual monitoring and diagnosis. As noted earlier, the 

intuitive visualization potential of the novel spatial representation of machining data is significant. Thanks 

to restoring the physical correspondence of the process variables measurements, spatial point clouds of 

machining process data can provide valuable insights into process and product quality to be interpreted by 

human operators and engineers. One example of this visualization benefit was shown in Figure 4-4. In order 

to leverage this important benefit, future research on designing and developing machining data visualization 

tool is needed. Such tool may further current limited efforts on improving machine-human interaction for 
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CNC machines in the machining industry. Also, such tool will be very valuable in making informed 

decision about process and product design in early design stages when limited experimentation and process 

data are only available.  

 In addition to the future research to achieve these four key practical benefits, research is needed to 

create spatial data analysis tools leveraging the uniqueness of machining processes of the cumulative wealth 

of physical process knowledge. For example, measurements acquired from DAQ systems often contain a 

significant amount of noise at specific known frequencies, most notably 60Hz from AC power. 

Interestingly, this 60Hz frequency is obviously consistently uniformly spaced across time but may vary 

significantly across space. One approach to account for this spatial nonstationarity is by preserving, for 

each data point, its spatial location and temporal information, and include 60Hz harmonic regressors (a sine 

and cosine pair) as the mean of the spatial Gaussian process. Additionally, using similar modeling strategies 

can be explored to deal with periodic nonstationarity due to other known machining characteristics such as 

spindle RPMs and internal gear ratios. The contribution of such a research area will be a novel modeling 

approach for machining data, which combines physical knowledge-based modeling concepts with kernel-

convolution approaches to handle anisotropic nonstationary machining data. 

 Finally, further research on relative performance characterization is needed. Comparative simulated 

data studies based on real-world data models are needed for further validation of research hypothesis two. 

Such models can involve comparing the performance of temporal and spatial data based models when 

having varying levels of process anisotropy and stationarity in different directions. For instance, it is 

expected to see fairly similar performance when only spatial correlation exists only in the spatial direction 

in corresponding to the temporal order of the data. On the contrary, significant performance gap is expected 

when the spatial correlation is more dominant in temporal non-corresponding spatial direction(s). Also, 

manufacturing processes other than the turning process (e.g., milling and additive manufacturing) will be 

worth investigating. 
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6 APPENDIX A 

 

Figure 6-1: Rouging Power Signal vs. Nominal Signals for Attack 1 

 

Figure 6-2: Rouging Power Signal vs. Nominal Signals for Attack 2 
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Figure 6-3: Rouging Power Signal vs. Nominal Signals for Attack 3 

 

Figure 6-4: Rouging Power Signal vs. Nominal Signals for Attack 4 



119 

 

Figure 6-5: Rouging Power Signal vs. Nominal Signals for Attack 5 

 

Figure A-6: Rouging Power Signal vs. Nominal Signals for Attack 6 


