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Side-Channel Attacks in RISC-V BOOM Front-End

Rutvik J Chavda

(ABSTRACT)

The prevalence of side-channel attacks exploiting hardware vulnerabilities leads to the exfil-
tration of secretive data such as secret keys, which poses a significant threat to the security
of modern processors. The RISC-V BOOM core is an open-source modern processor design
widely utilized in research and industry. It enables experimentation with microarchitec-
tures and memory hierarchies for optimized performance in various workloads. The RISC-V
BOOM core finds application in the IoT and Embedded systems sector, where addressing
side-channel attacks becomes crucial due to the significant emphasis on security.

While prior studies on BOOM mainly focus on the side-channel in the memory hierarchy
such as caches or physical attacks such as power side-channel. Recently, the front-end of
microprocessors, which is responsible for fetching and decoding instructions, is found to be
another potential source of side-channel attacks on Intel Processors.

In this study, I present four timing-based side-channel attacks that leverage components in
the front-end of BOOM. I tested the effectiveness of the attacks using a simulator and Xilinx
VCU118 FPGA board. Finally, I provided possible mitigation techniques for these types
of attacks to improve the overall security of modern processors. Our findings underscore
the importance of identifying and addressing vulnerabilities in the front-end of modern pro-
cessors, such as the BOOM core, to mitigate the risk of side-channel attacks and enhance

system security.



Side-Channel Attacks in RISC-V BOOM Front-End

Rutvik J Chavda

(GENERAL AUDIENCE ABSTRACT)

In today’s digital landscape, the security of modern processors is threatened by the increasing
prevalence of side-channel attacks that exploit hardware vulnerabilities. These attacks are a
type of security threat that allows attackers to extract sensitive information from computer
systems by analyzing the physical behavior. The risk of such attacks is further amplified
when multiple users or applications share the same hardware resources. Attackers can ex-
ploit the interactions and dependencies among shared resources to gather information and
compromise the integrity and confidentiality of critical data.

The RISC-V BOOM core, a widely utilized modern processor design, is not immune to these
side-channel attacks. This issue demands urgent attention, especially considering its deploy-
ment in data-sensitive domains such as [oT and embedded systems.

Previous studies have focused on side-channel vulnerabilities in other areas of BOOM, ne-
glecting the front-end. However, the front-end, responsible for processing initial information,
has recently emerged as another potential target for side-channel attacks. To address this, I
conducted a study on the vulnerability of the RISC-V BOOM core’s front-end. By conduct-
ing tests using both a software-based simulator and a physical board, I uncovered potential
security threats and discussed potential techniques to mitigate these risks, thereby enhanc-
ing the overall security of modern processors. These findings underscore the significance of
addressing vulnerabilities in the front-end of processors to prevent side-channel attacks and

safeguard against potential malicious activities.
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Chapter 1

Introduction

Presently, the processors are typically designed to improve performance by utilizing advanced
techniques such as caching and speculative execution. These techniques allow the processor
to execute instructions more quickly by predicting the outcome of future instructions and
executing them before they are needed. However, such hardware designs for performance

could lead to security vulnerabilities.

Side-channel attacks have been a significant concern for modern processors for many years.
These attacks have been found to be effective in exploiting vulnerabilities in processor de-
signs, allowing attackers to extract sensitive information such as encryption keys [33, 49].
One of the most well-known side-channel attacks is the cache side-channel attack. This
attack, affecting processors like Intel, exploits vulnerabilities in the processor caches to ex-
tract sensitive information by analyzing timing and access patterns. By carefully observing
cache behavior, attackers can deduce executed instructions and potentially extract sensitive

information [33].

The discovery of side-channel attacks has led to increased concern about the security of
modern processors. As a result, researchers have been investigating the vulnerabilities of
various processor architectures. The RISC-V BOOM (Berkeley Out-of-Order Machine) core
is an open-source processor design that is gaining popularity due to its customizable and
scalable architecture [10]. However, like any processor design, the BOOM core is vulnerable

to side-channel attacks that can compromise its security.
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One such effort to discover the vulnerability of Spectre-type attacks in BOOM had been
undertaken by a group of researchers at Berkeley [23]. They provided proof-of-concept
implementations for Spectre-vl and Spectre-v2 attacks that target the L1 data cache, using
cache based side-channel to extract sensitive data. Along these lines they present the need

for hardware mitigations to ensure security against unauthorized access to sensitive data.

Additional research [17], demonstrates a new class of side-channel attacks exploiting the
leakage of sensitive information from the processor’s front-end. The front-end is a critical
component in processors, responsible for fetching, decoding and delivering instructions to
the rest of the pipeline. To ensure efficient processing, front-end is often equipped with
multiple functional units which have their own unique timing and power signatures, which

can be exploited by attackers to setup side-channels to reveal delicate activities.

This sparked off a motivation in investigating the vulnerability of the BOOM core front-end
to side-channel attacks. By doing so, it could help identify potential security threats and

initiate the development of countermeasures to mitigate these threats.

This research is essential because the BOOM core is used in a variety of applications, like
[oT devices, embedded systems, and recently as AI/ML accelerators, where security is of
utmost importance. By identifying and addressing vulnerabilities in the front-end of the
BOOM core, researchers can help to ensure the security of these systems and protect against

the potential risks posed by side-channel attacks.

The thesis is organized as follows. Chapter 2 provides background and related side-channel
attacks. Chapter 3 explains our implementation setup. Chapter 4 discusses the overview of
BOOM core and its components. Chapter 5 through 8 go over the four different side-channel
attacks in the front-end of BOOM along with their respective evaluations. Chapter 9 summa-

rizes all these attacks. Chapter 10 provides insights into potential mitigation techniques for



these attacks. Chapter 11 discusses some real-world examples the attacks can be extended

to and Chapter 12 concludes.



Chapter 2

Background

2.1 Side and Covert Channels

Side and covert channels are the sneaky communication channels that can be exploited to get
confidential information from a system. Side-channels and covert-channels are both methods
for attackers to gain access to sensitive information in a system. Side-channels refer to unin-
tentional leaks of information by the victim, while covert channels are intentionally created
by malicious actors to bypass security measures like isolation and clandestinely transmit

information as seen in Figure 2.1 [47].

%

Figure 2.1: Side and Covert Channel

Generally, these channels can be classified into 4 different categories - timing, power, elec-
tromagnetic emission, and acoustic based on the way of communicating the information.
Timing-based channels exploit timing differences between various operations to extract in-
formation, which led to the development of timing side-channel attacks. Out of all the
categories, timing side-channels are the easiest to deploy as they only require monitoring the

time taken for a computation to execute, which can often be done using standard software or

4



2.2. RELATED CONVENTIONAL TIMING-BASED ATTACKS 5

hardware tools. As a result, timing side-channels can be executed remotely without requiring
physical access to the target device, making them a popular choice for attackers seeking to

compromise the security of computer systems [42].

Usually, these timing side-channel attacks can further be classified into internal timing and
external timing attacks. Internal timing attacks involve an attacker measuring their own
execution time and using their knowledge of their own operations, such as which cache
lines they accessed and the timing of these operations, to deduce information about other
applications on the processor. On the other hand, external timing attacks involve an attacker
measuring the execution time of the victim, such as the time it takes to encrypt data, and

using this information to deduce sensitive details about the victim’s operations [43].

Recently there has been a considerable growth in the number and severity of these attacks
targeting very specific components of computer systems, to extract sensitive data and also

circumvent any security measures deployed at kernel/application level simultaneously.

2.2 Related Conventional Timing-Based Attacks

In the last few years, a number of timing-based attacks have been discovered, which can
differ both in the specific component of the processor that is vulnerable to exploitation and
the side-channel used to communicate the exploited behavior. Therefore, an appropriate
classification of these attacks would be based on the specific component that is exploited, as

shown in Figure 2.2.
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Figure 2.2: Vulnerable components in a CPU
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2.2.1 Cache

PRIME-+PROBE [33]. The prime+probe attack involves the attacker “priming” a cache
set by loading it with their own data, then waiting for the victim process to access the same
set. The attacker can then “probe” the set to see if their data has been evicted, indicating
that the victim process accessed the same set. By repeatedly priming and probing different
sets, the attacker can eventually reconstruct the victim’s memory access pattern [33]. Based
on this the attacker would know exactly which cache line to access if the victim is dealing

with any secretive data.

FLUSH+RELOAD [49]. In this attack, the attacker flushes a cache set containing shared
data, then waits for the victim process to access the same set. The attacker can then reload
the set and measure the time it takes to reload, which indicates whether the victim accessed
the set. This attack is more difficult to detect than the prime+probe attack and can be used

to monitor a victim process’s memory access patterns with high accuracy and low noise [49].
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2.2.2 Micro-operation Cache

Micro-op (p-op) cache attack [37]. Modern processors use a dedicated cache to store
decoded micro-operations, which speeds up the processor’s performance. The micro-op cache
is not flushed when there is a privilege level change, meaning an attacker with kernel-level
access can use it to infer information about the execution of instructions in user-mode pro-
grams. By carefully crafting instructions in the kernel to prime the micro-op cache, an
attacker can measure the timing of specific micro-operations that are dependent on a secret
value [37]. This allows the attacker to extract the secret value by analyzing which micro-
operations are present in the micro-op cache, even though the cache is not intended to be

visible to software.

Leaky front-end [17]. In modern processors, the front-end is the component responsi-
ble for fetching and decoding instructions. It prepares the instructions for execution and
sends them to the rest of the processor. The front-end is critical for the performance of
the processor, but it is vulnerable to attacks that exploit the way it handles speculative
execution. These vulnerabilities are caused by the multiple paths that micro-operations can
take through the front-end, including the Micro-Instruction Translation Engine (MITE), the
Decode Stream Buffer (DSB), and the Loop Stream Detector (LSD). Each path has unique
timing and power signatures that can be exploited to create side-channel and covert-channel
attacks. The switching between different paths leads to observable timing or power differ-
ences that attackers can exploit to deduce sensitive information [17]. Furthermore, since
these components are shared between hardware threads, two separate threads can influence

each other, and timing or power differences can reveal activity on the other thread .
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2.2.3 Pattern History Table (PHT)

Branchscope [20]. Branchscope leverages the directional branch predictor to spill out
sensitive information [20]. A directional branch predictor like PHT is a hardware component
that stores the prediction of a given branch. This property is exploited by Branchscope to
forecast the branch that might leak sensitive information. The attacker begins the attack by
first identifying the sensitive branch on the victim’s side and then using a series of conditional
branch statements to compel the victim program’s branch to be predicted a certain way and
then quickly swooping in and studying the direction of the predictor to retrieve the secret

key.

BranchSpec [15]. BranchSpec takes advantage of the same behavior of PHT by repeatedly
executing a set of specially crafted branch instructions that are designed to leak informa-
tion about a victim’s system. By observing the timing differences between correctly and
incorrectly predicted branches, an attacker can infer sensitive information [15]. The attacks
include a side-channel and a covert-channel that perturbs the branch pattern history struc-
ture. These attacks can take advantage of simpler code patterns, potentially making the

impact of exploitation even more severe.

2.2.4 Branch-Target-Buffer (BTB)

Jump over ASLR [19]. Evtyushkin et al. [19] demonstrate a side-channel attack through
the branch target buffer (BTB) that can be used to bypass ASLR (Address Space Layout
Randomization) in current computing systems. ASLR is a security measure that randomizes
the memory address space of essential data structures or executables in a system to pre-
vent, attacks such as buffer overflow. However, the BTB, which stores target addresses of

recent branch instructions, can be used by attackers to predict the location of critical system
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components. By repeatedly executing a sequence of instructions that trigger a specific con-
ditional branch instruction and analyzing the access time to the target memory location, the
attacker can infer the memory layout and bypass ASLR. This demonstrates the vulnerability

of the BTB as a side-channel attack vector.

2.2.5 Execution Units

PORTSMASH [8]. It is an innovative side-channel attack that exploits an inherent compo-
nent of modern processors, specifically targeting Intel Hyper-Threading technology. Simul-
taneous Multithreading (SMT) architectures, offer a broader attack surface for side-channel
attackers, exposing more microarchitecture components per physical core compared to cross-
core attacks. PORTSMASH utilizes timing information derived from port contention to the
execution units, thus targeting a non-persistent shared hardware resource and extracts sen-

sitive information [8].

2.3 Speculative Execution Attacks

In addition, side-channel can also be utilized to carry out speculative execution-based attacks.
Speculative execution is an optimization technique wherein the CPU predicts the instructions

that might be used in the future and starts executing them before even they are needed.

Spectre [28]. Another notorious attack is Spectre, which exploits this speculative execution
behavior of modern processors to leak sensitive information [28]. Spectre attack trains the
predictor to let an out-of-bounds check bypass a conditional statement and put the sensitive
data in transient microarchitecture states, and then use a covert channel (e.g., covert channel

in caches) to receive the data. It uses this vulnerability by deceiving the CPU into executing
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sensitive instructions that shouldn’t have been executed in the first place.

SpectreRSB [29]. The RSB is a data structure to track return addresses of function
calls. This allows the processor to speculatively execute instructions after the function call,
improving performance. The attacker exploits the RSB by tricking the victim’s processor
into speculatively executing instructions that use the RSB to load sensitive information into

an array and then probing the elements allows the attacker to infer the data [29].

Meltdown [31]. Meltdown is another security vulnerability that exploits the speculative
execution behavior. By tricking the processor into speculatively executing instructions that
access kernel memory, Meltdown allows an attacker to indirectly infer the content of priv-
ileged memory. Through timing measurements and cache side-channel effects, the attacker
can deduce sensitive data stored in the kernel memory, even though it should be inaccessible
from user space [31]. This way, the Meltdown attack can retrieve sensitive information from

the kernel memory without legitimate access rights.

Even though Meltdown and Spectre exploit speculative execution, Spectre focuses on ac-
cessing arbitrary memory locations, while Meltdown specifically targets the ability to read

kernel memory from user space.

In response to the threat of speculative attacks on modern processors like Intel /AMD, signif-
icant efforts have been made to implement effective mitigations. One approach involves the
implementation of microcode updates and firmware patches. These updates modify the pro-
cessor’s behavior and prediction algorithms, specifically targeting vulnerabilities exploited

by speculative execution attacks.

Features like Indirect Branch Restricted Speculation (IBRS) and Indirect Branch Predictor
Barrier (IBPB) are implemented through software control mechanisms to selectively restrict

the indirect branch predictor. IBRS restricts the speculative execution of indirect branches,
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minimizing the risk of attacks that rely on branch prediction [4]. IBPB acts as a barrier
by flushing outdated or potentially malicious branch predictions, preventing their utiliza-
tion during speculative execution [3]. Another approach also discussed in section 10.1 is

reconstructing the kernel without indirect jump and use ‘retpolines’ instead [5, 41].



Chapter 3

Implementation

To test the effectiveness of our side-channel attacks on the BOOM core, I have utilized both
FPGA board and a simulation software. These two platforms have allowed us to evaluate the
performance of our attacks under a range of conditions and identify areas for improvement in
the attack algorithm. Figure 3.1 illustrates the implementation flow of the setup, providing

an overview of how the system is structured and organized.

VIVADO!

generate bitstream (o]

Compile attack Code

RISC-V
toolcham

upload executable file

upload Linux image mount the SD card onto the FPGA

J

Figure 3.1: Implementation Setup
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3.1 Simulator Setup

To perform side-channel attacks on the BOOM core, I used Verilator to simulate the core’s
hardware design on the host machine. I modified the configuration file for the BOOM core to
enable and disable various components for testing under different scenarios. I then compiled
the core with Verilator, providing the modified configuration file and the necessary side-
channel attack binary file during the build process. Once the simulation was running, I used
the output files generated by Verilator to analyze the effectiveness of the side-channel attack,
utilizing HPM (Hardware Performance Monitor) counters built-in the BOOM core to gather

necessary performance data.

3.2 FPGA Setup

In order to test our side-channel attacks on an actual hardware I use the Xilinx VCU118
FPGA board that is running a stripped-down version of Linux on an instance of 1-wide

Small BOOMv3 (SonicBOOM) core.

The default harness that runs the Small1B00M core on the FPGA was modified to enable Linux
to run on the board, along with UART and SPI SDCard extensions for communication with

the host machine via UART.

I expanded the harness to adopt configurations of the SmallB0OOM core that were tailored to
our specific use-case. This allowed us to enable or disable specific components as needed,
enabling us to thoroughly test our side-channel attacks in different scenarios. To generate
bitstreams for these configurations, I used Vivado, which was then programmed onto the

FPGA. The Linux image was loaded from the SDCard on boot-up.

Lastly, I used the riscv-gnu toolchain on our host machine to generate the binary files for
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our side-channel attacks. These files are loaded onto the SDCard and executed to gather the

necessary performance data about the effectiveness of the attack.

3.2.1 Limitations and Challenges

One of the main limitations of our setup was not able to use JTAG for debugging purposes.
The default harness provided in the Chipyard framework for Xilinx VCU118 is only designed
to support UART. I tried to incorporate a JTAG module into the harness, but was unsuc-
cessful in doing so. I had to resort to manually uploading our designs onto the SDCard and

then using UART to view print statements.

Initially, T was on the track to use a wrapper CONFIG class provided by Raphael Klink [18§]
that included the necessary module instances for JTAG and UART. To upload and debug
our designs on the FPGA, I utilized an external JTAG debugger tool called the HS2, in
conjunction with the riscv-gdb. However, I encountered my first obstacle when attempting to
run bare-metal programs, as nothing was displayed on the UART terminal. T also attempted
to upload a Linux image through the debugger, hoping to directly run the attacks from there,

but I was unsuccessful in getting the Linux image to load.



Chapter 4

BOOM Overview

BOOM is a RISC-V Instruction Set Architecture (ISA)-based microprocessor architecture. It

is an open-source architecture designed by the UC Berkeley, with the goal of providing a high-

performance yet simple RISC-based processor design. The BOOM pipeline is a super-scalar

out-of-order pipeline that can handle up to six instructions per cycle and employs a dynamic

instruction scheduler to allow instructions to be processed out of order, improving processor

throughput. It has the potential to lower utilization while improving overall performance.

The BOOM pipeline is divided into his three main phases (illustrated in Figure 4.1): Front-

end, Execution Engine, and Retirement Phase [1].

Fetch
(4 cycles)

Front-end

Decode Rename ssue
and and

Rename Dspatch

Execution Engine

Register Read

Execute Memary

DS Shwm

TILI50Q | = bs —|

Retirement

Writeback

| D_ |
L B == aw .
= iow
DV _| E:jlr-.'»u

Figure 4.1: The BOOM pipeline [1]
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4.1 Use Cases of BOOM Core

The purpose of designing BOOM was to create a prototype processor that can be used as a
baseline for future micro-architectural studies of out-of-order processors. The main objective
was to develop a readable, open-source implementation that can be utilized in education,

research, and industry [10].

RISC-V BOOM core has the potential to advance both industry and research fields by
providing a flexible and customizable platform for creating processors that are optimized for
specific applications. For instance, in the research sector, BOOM core can be utilized to
experiment with new microarchitectures and memory hierarchies to optimize performance
for particular workloads. The open-source nature of BOOM core enables researchers to
collaborate and share their findings with others, resulting in innovative solutions to improve

computer architecture.

In the industry sector, RISC-V BOOM core offers several benefits for industry applications,
including IoT devices, cloud computing, edge computing, and AI/ML accelerators. BOOM
core can be optimized for IoT devices to enable small and efficient processors with low
power consumption. For cloud computing, BOOM core can be customized to support vir-
tualization, hardware acceleration, and specialized instructions for data processing. In edge
computing, BOOM core can be tailored to include machine learning accelerators and special-
ized instructions for sensor data processing. And for AI/ML accelerators, BOOM core can be
customized to include specialized processing units for efficient and high-performance machine
learning applications. By utilizing the flexibility and customization options of BOOM core,
companies can create processors that are optimized for their specific applications, resulting

in improved performance, energy efficiency, and user experience.
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4.2 Related RISC-V Cores

There are currently 107 RISC-V core designs, SoC and other platforms listed on the RISC-V
project overview [22], each with its own unique features and optimizations for different use
cases. These cores range from simple in-order pipelines optimized for low power consumption
to complex out-of-order pipelines designed for high-performance computing and machine

learning workloads.

Below are some of the most distinguished RISC-V core apart from BOOM:

o Rocket: The Rocket core is an open-source RISC-V implementation that serves as
a base for designing custom SoCs. It supports RV32l and RV64I instruction sets
and includes a 5-stage in-order pipeline with support for instruction and data caches,
branch prediction, and interrupt handling. Rocket is intended for use in embedded

systems, IoT devices, and other low-power applications [9].

o CVAG6 (Ariane): The CVAG6 core is a 6-stage pipeline RISC-V core developed at ETH
Zurich that supports RV64GC instruction set. The additional pipeline stage is for
Program Counter (PC). It is intended for use in high-performance computing, data

centers, and AI/ML accelerators [50].

o Shakti-C: The Shakti-C is a RISC-V core developed by IIT Madras. It is designed to
be a high-performance and configurable RISC-V processor that supports both RV32I
and RV64I ISAs. It is optimized for high throughput and power efficiency, making it

suitable for use in cloud computing and high-performance computing applications [21].
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4.3 Front-end in BOOM

The BOOM pipeline front-end fetches instructions from memory, decodes them, and sends
them to the execution engine. The front-end is made up of several submodules that work

together to fetch, decode, and dispatch instructions [1].
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Figure 4.2: The BOOM Front-end [1]

From Figure 4.2, the first submodule of the front-end is the Instruction Fetch Unit (IFU).
The IFU is responsible for fetching instructions from memory and sending them to the next
stage of the pipeline. The IFU is designed to handle both sequential and non-sequential
instruction fetches. In other words, branch prediction may be used to retrieve instructions

from either contiguous or non-contiguous memory locations.

The Branch Prediction Unit (BPU) is the second submodule of the front-end. The BPU
predicts whether a branch instruction will be taken and provides this information to the IFU
to fetch the correct instruction. BOOM uses a two-level adaptive predictor that can predict
both local and global branches. The BPU is critical for improving processor performance
by accurately predicting branch instructions, thereby reducing pipeline stalls and enabling

better utilization of the processor’s resources.
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Finally, the instruction decode unit (IDU) is the front-end’s third sub-module. The IDU is in
charge of decoding the instructions retrieved by the IFU and creating micro-operations (j-
ops) that the execution engine may perform. It is also responsible for efficiently allocating
the required resources for each instruction and, if a resource is unavailable, it can cause

pipeline stalls to ensure proper execution.

4.4 Branch Prediction

As discussed earlier, the BPU is in charge of predicting the result of conditional branches.
A conditional branch is an instruction that causes the program to go to a different section
of code based on the value of a specified register or memory address. The BPUs task is to
correctly predict the outcome of the branch, in order to speculatively execute instructions

after the branch without anticipating the actual outcome of the branch [1].

BOOM’s BPU is made up of several components, each of which serves a distinct purpose.

These components include:

1. Branch Target Buffer (BTB): The BTB retains the addresses of previously executed
branches as well as the addresses of their targets. When a branch instruction is de-
tected, the BPU searches the BTB to see if the branch was previously taken. In that

case the predicted destination address is taken from his BTB.

2. Bi-Modal (BIM) Table: The BIM table, sometimes referred to as the Pattern History
Table (PHT) is a data structure that stores the outcomes of recent branches. It
records the history of the last several branches and their predictions. By analyzing
this pattern of recent results, the BPU uses the information stored in the Bi-Modal

table to anticipate the outcome of the current branch. Som
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3. Branch History Table (BHT): A table that tracks the results of all branches. Unlike
BIM, BHT stores the results of all branches, not just the last branch. Each entry
in the BHT corresponds to a specific branch instruction and retains the history of
that branch. BHT is used to predict the outcome of a branch based on the history of

outcomes for that given branch.

4. Two-level Adaptive training: TAgged GEometric (TAGE) length predictor is an ad-
vanced branch predictor that makes even more accurate predictions by combining the
local and global histories. The TAGE predictor is made up of several tables, each with
a distinct history length. Based on the history of the recent branches, the BPU utilizes

these tables to predict the accurate outcome.

5. Return Address Stack (RAS): As the name suggests it’s a stack that holds the return
addresses of executed call instructions. The BPU pops the topmost address from the

RAS whenever a ‘ret’ instruction is encountered, to predict the return target.

4.5 Levels of Branch Prediction in BOOM

BOOM employs two-levels of branch prediction. The first level is a speedy Next-Line Pre-
dictor, while the second level is a more intricate Backing Predictor that, although slower, is
more accurate in its predictions. By utilizing both NLP and BPD, BOOM is able to make
more informed decisions on which path to take when executing code, ultimately improving

its performance and efficiency.
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4.5.1 Next-Line Predictor (NLP)

The NLP is designed to take the current Program Counter (PC) value to fetch instructions
and predicts where to fetch the next instruction in the upcoming cycle. If the prediction is
correct, there is no need to stall the pipeline. But if there is a mispredict detected further

down the line, then a request is sent to the front-end to follow the new instruction path [35].

It is a combination of a fully associative BTB, a Bi-Modal Table (BIM), and a RAS that
work conjointly to make a fast reasonably accurate prediction. The BIM is nothing but a
branch history table, with a 2-bit saturating counter representing the likely hood of that

branch being taken or not [1].

When the Fetch PC comes across a branch instruction, it uses a tag match to locate a
uniquely matched entry in the BTB. If a matching BTB entry is found, a prediction is made
in conjunction with RAS as to whether the instruction is a jump, branch, or return and also
the responsible instruction in the Fetch Packet. This instruction responsible for control flow
prediction is identified by the branch index (bidx) bits in the BTB entry. The BIM table
is then requested to assess the prediction made by BTB was a taken or not taken branch.
Considering the BTB entry is a return instruction, the RAS supplies the predicted return PC
as the next Fetch PC. BIM in this case and during an unconditional jump is not consulted

for a decision [1]. The rundown of NLP is illustrated in Figure 4.3.
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Figure 4.3: The Next-Line Predictor (NLP) in BOOM

4.5.2 Backing Predictor (BPD)

The Backing predictor is a component of a 2-level branch predictor that makes prediction
by combining global and local histories. Global history is the history of previous branches
spanning all program executions. While local history is a record of former branches within
a specific region of a program. The global history is stored in a register called the Global

History Register (GHR), which is used to index into the backing predictor table [1].

The backing predictor table contains entries that correspond to particular combinations of
global history bits, and each entry stores information about the outcome of the last branch
instruction encountered with that particular combination of global history bits. When a new
branch instruction is encountered, the backing predictor uses the current value of the GHR
to index into the backing predictor table, retrieves the corresponding entry, and uses the

stored information to make a prediction about the outcome of the current branch [1].

The GHR is updated with the outcome of the current branch instruction, and the least
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significant bit of the GHR is used to determine the next index into the backing predictor
table. This allows the backing predictor to adapt to changes in the behavior of the program
over time. There are several types of two-level branch predictors that use different techniques

to make predictions based on global history [1]. Two such predictors are GShare and TAGE.

The GShare predictor is a type of two-level branch predictor that uses a hash function to
map the global history to an index in a table of predictor entries. The predictor entries
store a prediction bit and a counter that is incremented or decremented based on the actual
outcome of the branch. The prediction bit is used to make the actual prediction, and the

counter is used to update the prediction accuracy over time [1].

The TAGE (TAgged GEometric) predictor is a type of two-level branch predictor that uses
tagged geometric history lengths to predict branches. It maintains multiple prediction tables
with different history lengths, and selects between them based on the recent prediction
accuracy. Each table entry in TAGE stores a prediction bit and a “tag” that is used to
match the entry with a particular branch instruction. The prediction bit is used to make
the actual prediction, and the tag is used to determine which entry in the table to update

based on the outcome of the current branch [1].

The TAGE predictor also uses a technique called “history-based indexing” to index the
internal tables. It maps branch instructions to different locations internally based on the
history of previous branch outcomes, and not solely based on the address of the instruction.
The branch history is a sequence of past branch outcomes, which is used to calculate an index
into each of the internal tables. A hash function takes into account both the branch address
and the branch history to calculate the index. The resulting index is used to access the
corresponding entries in the internal tables, which contain information about the branch
outcome and the predicted target address [1]. The overview of the TAGE predictor is

depicted in Figure 4.4.



24 CHAPTER 4. BOOM OVERVIEW

PC :History

TAGE

Bimodal TAGE
Tables
-
IS SO
Statistical
Loop
Predictor Corrector

tﬁ’rediction

Figure 4.4: An abstract representation of TAGE predictor [45]

The loop predictor works in tandem with the TAGE branch predictor to improve the accuracy
of predictions for loops that have a constant number of iterations. The TAGE predictor
demonstrates remarkable accuracy in predicting the loop behavior when the control flow
remains consistent. However, if the control flow becomes erratic, the TAGE predictor may

struggle to accurately predict the loop’s termination [39].

The loop predictor plays a vital role in identifying regular loops with a fixed iteration count.
It provides global predictions a branch is identified as a loop with a constant number of
iterations. These predictions gain higher confidence when the loop has been executed mul-
tiple times with the same iteration count. By incorporating the loop predictor alongside the
TAGE branch predictor, more precise and dependable predictions can be achieved, partic-
ularly for loops that exhibit consistent behavior [39]. Detailed explanation of the same is

given in Section 8.1.
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BRAD-v1 Attack

In this chapter, I present BRAD-v1 attack, which leak the branch direction of a victim
program. I discuss the design goal and overview (section 5.1), detailed design (section 5.2),

and finally evaluate and verify (section 5.3) the BRAD-v1 (BRAnch Direction) attack.

5.1 Goals and Overview

Learning from the previous sections, we understand that modern processors utilize branch
predictors and speculative execution to optimize performance. The objective is to leverage
the prediction outcome for attacks. To achieve this, the attacker must construct the attack
in a manner that causes the victim’s execution change the state of a branch predictor. Con-
sequently, this would allow confidential information to be disclosed through a side-channel

to the attacker.

The threat model is that there exist two distinct parties, namely, the victim and the spy.
Only the victim code block has the capability to access the sensitive information. Meanwhile,
the spy seeks to deduce the sensitive information, without directly accessing the secret.
Moreover, this attack presumes that the spy can invoke the victim code block to execute the

intended vulnerable operation at any given moment.

Before I delve into the specifics of the attack, I shall provide some background information

25
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and a high-level overview of the attack. The attack generally proceeds as follows:

o Stage 1: Victim Trains the BTB entry. The victim block is invoked multiple times to

train a specific BTB entry to be either taken or not-taken.

o Stage 2: Spy Times the BTB access. The spy block executes a branch instruction
targeting the same BTB entry as the victim and simultaneously times its own execution

to observe the victim’s predicted outcome.

The primary goal is to cause a collision between the branches of the victim and the spy,
with the spy code causing the collision. These collisions enable the attacker to determine
the direction of the victim’s branch by observing the effect of that branch on the accuracy of
prediction of an attacker’s probing branches in stage 2. BTB is a memory component that
retains the destination addresses of recently executed branch instructions, as introduced in
Section 4.2. This enables quick access to the instructions starting from the target address
during the next cycle via a BTB lookup. However, since multiple applications on the same
core use the BTB, there is a possibility of information leakage between them through the
BTB side-channel. Creating collisions in the BTB between the branches of two processes is
more accessible if the BTB indexing is strictly determined by the instruction address, as in

the case of a 1-level predictor. Thus, the BRAD attack is based on:

1. Creating Collisions: The attack relies on establishing collisions within the predictor,
which is significantly more straightforward when a simple 1-level predictor is used, rather

than a more sophisticated predictor like TAGE or GShare.

2. Timing the colliding branch: Once a collision in the BTB is forced, the attacker must

still be able to time its execution and infer the direction of the victim’s branch.
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5.2 Implementation of BRAD-v1

5.2.1 Enmabling NLP

The 1-wide SonicBOOM core has the state of the art TAGE-L branch predictor enabled by
default [51]. As discussed in section 5.1, the first step in creating a collision is to disable
the TAGE-L predictor and enable a 1-level predictor i.e., the NLP. Using the information
from section 4.3.1, I wrote a config encompassing the BTB and BIM to act as the branch

predictor unit in the front-end.

5.2.2 Attack Run-down

Enabling even the simplest branch predictor may not guarantee that an attacker’s branch
will coincide with the victim’s in the Branch Target Buffer (BTB), and traversing all BTB
entries to check for a hit may not be feasible. In order to establish a BTB-based side-channel,

three requirements must be met.

1. The victim must fill a BTB entry by executing a branch instruction.

2. The state of the BTB must affect the execution time of the spy, who is also running
on the same core. This condition is fulfilled when both code blocks use the same BTB

entry, which may or may not contain different target addresses.

3. The spy must be capable of detecting the impact on its execution by performing time
measurements. To address this, one way is to keep the conditional branch statement
the same for both the victim and the spy. The difference is that the output of the
branch depends on the secret value when the victim accesses it, and an arbitrary value

when the spy accesses it.
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To exploit this vulnerability, the attacker first trains the BIM table associated with the
conditional branch entry in the BTB by calling the victim function 2 times, which accesses
the secret data. By calling the function twice, the BHT entry corresponding to the branch
is trained to be in either the taken or not-taken state. Because the counter is limited to 2

bits, it only takes two iterations to reach the maximum or minimum values.

Afterwards, the spy function is called to access a different data that is also affected by the
same conditional branch. If the branch was accessed before by the victim block and the
outcome was predicted by the core, it would result in a lower execution time. By measuring
the execution time of the spy block, the attacker can deduce the value of the secret data.
This summarizes one attack iteration, and multiple iterations may be required to account for
any interference or extraneous processes that could affect the cycle counts, in order to obtain
an exact and precise output of the secret value accessed across all of the attack rounds. The

prototype code for this attack is listed in Figure 5.1.

5.2.3 Measuring Execution Time in BOOM

As mentioned in Section 5.1, the second-most important aspect of BRAD-v1 is to time the
BTB access for the attacker, to then infer the data based on the difference in access times.
Authors et al. [23] provide a proof-of-concept for speculative-style attacks in BOOM wherein
they use a special instruction defined in the RISCV ISA to read the number of cycles. The
instruction is ‘csrr’ that stands for “control and status register read”. It is used to read the
value of a control and status register (CSR) in the RISC-V processor. More specifically, the
‘csrr’ instruction is used to read the value of the cycle counter CSR (counter 0xc00), which

counts the number of cycles since the processor was started.
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5 void condBranch(uint8_t* addr) {
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uint8_t sec_datal]l] = {1,0,0,1,...};
uint8_t arrayl[1] = {1}; // or O

// Function with conditional branch oy
10176: beqz ab5,1017e

10178: nop # *addr = 1
1017a: nop

1017c: j 10182

1017e: 1i t1,2 # *xaddr =
10182: nop # end of if

if (xaddr)
asm("nop, nop\n");
else
asm("addi t1, zero, 2\n");

0

}

void victim_f (uint8_t idx) { (b)
condBranch (&sec_data[idx]) ;

}

void spy_f(uint8_t idx) {
condBranch (&arrayl [idx]);
}

int main(void) {
for (int i=0; i<SECRET DATA LEN; i++) {

for(int k=0; k<ATTACK_ROUNDS; k++) {
// Training BIM entry by calling victim twice
for(int j=0; j<2; j++) {

victim_f(i);

}
start = time();
spy_£(0); // calling spy
end = time();
store_collision_data(end-start);

(a)

Figure 5.1: Prototype code for BRAD-v1 attack (a) and Disassembly of if-statement (b)

5.3 Evaluation and Verification

5.3.1 Simulator

Before actually running our attack code on the FPGA, I evaluated the attack on a simulator,

Verilator. Verilator is a software application utilized for compiling Verilog and SystemVerilog
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sources into highly optimized and optionally multithreaded cycle-accurate C++ or SystemC
code. The transformed modules can then be instantiated and integrated into a C++ or

SystemC testbench to serve verification and modeling purpose [30].

The BRAD-v1 attack relies on exploiting the timing differences between correct branch
prediction and incorrect branch prediction in order to extract sensitive information from the
victim code. However, when I performed the attack using Verilator, I noticed that the timing
accesses were the same even when there was a colliding branch instruction between the spy

and the victim blocks.

One reason why the attack was unsuccessful is because Verilator is a cycle-accurate soft-
ware simulator for hardware description languages. However, it does not simulate time at a
granular level within a single clock cycle and does not simulate the exact timing of circuits.
Rather, it typically evaluates the circuit state once per clock cycle, making it impossible to
observe any abnormalities that may occur within a specific interval. Moreover, it does not
support timed signal delays. Therefore, Verilator may not accurately model the precise tim-
ing behavior of the underlying hardware, such as the pipeline stages and memory hierarchy:.
This results in different timing behavior and makes it more difficult or impossible to carry

out this attack on a simulator.

5.3.2 FPGA

Running the attack on the FPGA, gave some promising results as the timing behavior was

more accurately modeled considering its on the actual hardware itself.

Before executing the attack on the FPGA, the base predictor (NLP) configuration bitstream
is uploaded onto the FPGA along with the attack code on the SDCard. Once the Linux

boots up, the attack binary file is ran multiple times to account for any noise in measurement
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of cycle counts, and the output is appended to a text file. This text file is then parsed to

generate the necessary plots.

There are two distinct situations illustrated in Figure 5.2. One scenario corresponds to when
the spy value is equal to ‘0" (Figure 5.2a), and the other when it is equal to ‘1" (Figure 5.2b).
Upon examining the graphs, it is evident that when the victim accesses a ‘1’; it leads to the
conditional branch not being taken (see Figure 5.1b). Therefore, if the spy value matches
that of the victim (i.e., ‘1’), the execution time will be lower than if the values were different.
To ensure the consistency of our findings, I repeated the same attack with the spy accessing

a ‘0" and the victim accessing secret data that alternates between ‘0’ or ‘1°.

To keep things simple, I have used an 8-bit secret data array that contains an even dis-
tribution of random 0’s and 1’s. The green bar shows the results when the targeted block
accesses a 1 from the secret array, while the blue bar represents a 0. In order to minimize
any disturbances, I took about 100 measurements during each attack round before saving
the output to a text file. Since the data remained stable after the first run, I did not feel the
need to record data from multiple runs. These results have also been organized in tabular

form in Figure Figure 5.2c.

Coming back to the required training rounds for the BIM entry associated with the victim
block execution, it is noteworthy that each BIM entry represents the branch condition using
just 2 bits. The transition from one extreme state to the taken/not-taken state only requires
2 iterations, which aligns with practical observations as shown in Figure 5.3. Initially, when
the victim block is called only once before the spy block executes, the behavior is inconclusive.
However, with an increase in the number of iterations for the victim block execution, the

results become more convincing.
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Figure 5.3: BRAD-v1 attack with multiple victim block executions
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BRAD-v2 Attack

The attack from the previous section was limited to 1-level predictor which is the NLP,
but [23] shares that there is a way this attack can be extended to target advanced branch
predictors like TAGE.

Kocher et al. [28] mention that Spectre-v1 attack works by exploiting the branch predictor’s
training algorithm. The branch predictor uses historical information about the program’s
behavior to predict which branch it will take in the future. This information includes the
program’s execution history, the outcome of previous branches, and the program’s control

flow.

The attacker can train the branch predictor to make an incorrect prediction by providing it
with a sequence of inputs that cause the program to take a specific branch. Once the branch
predictor has been trained, the attacker can supply a new input that causes the program to
take a different branch. The branch predictor will still predict that the original branch will

be taken and will speculatively execute the corresponding instructions.

The Bounds Check Bypass attack (Spectre-vl) demonstrated here [23] works by training the
TAGE branch predictor to repeatedly execute a specific input that causes the victim to take
a certain branch. The attacker can then use the branch predictor to predict the outcome of

the conditional branch for a different input.

During the attack phase, the attacker supplies a value to the victim that fails a bounds check
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in the victim’s code, but that the attacker knows will cause the victim’s conditional branch
to predict that a certain direction will be taken. The attacker then speculatively executes

code that reads a secret value from the victim’s memory location based on this prediction.

The attacker uses a cache side-channel attack to extract the secret value. Specifically, the
attacker creates an “attacker array” that is populated with data that depends on the secret
value. The attacker then uses the secret value as an index into the attacker array, causing
a cache hit if the secret value matches the data in the array. By timing the cache hits, the
attacker deduces the value of the secret. The attacker repeats this process with different

inputs until they have successfully extracted the entire secret value.

This style of attack can be extended to instead create a side-channel attack on the BTB.
The attacker would first identify a vulnerable piece of code in the target program that uses
a conditional branch instruction, then use a similar process to train the BTB predictor to

predict the outcome of the conditional branch instruction for a specific input.

During the attack phase, the attacker would supply an input that causes the conditional
branch instruction to take the opposite direction than the one predicted by the BTB pre-
dictor. However, the predictor would still execute the corresponding instructions for the
predicted direction, allowing the attacker to perform a side-channel attack. The secret data

can then be inferred based on the access time for each data value.

6.1 Implementation of BRAD-v2

Designing BRAD-v2 requires a bit of tweaking to the code from the earlier attack. Previously
I was directly accessing the target address from the BTB whose prediction depended on the

BIM table output. Since, training the BIM table entry for a specific conditional branch
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uint8_t sec_datal]
uint8_t arrayl[11]

{1,0’031"“};
{[o0 ... 91 = 0,1}; // or 1

// Function with conditional branch
void branch(uint8_t* addr) {

if ('val) {
__asm__ __volatile__("nop\n"
"nop\n");
}
else {
__asm__ __volatile__("nop\n"
"nop\n") ;
}

}

5 int main(void) A{

uint64_t attackIdx = (uint64_t) (sec_data - arrayl);
uint64_t passInlIdx, randIdx;

for(int i=0; i<SECRET_DATA_LEN; i++) {
for(int k=0; k<ATTACK_SAME_ROUNDS; k++) {
for(int j=TRAIN_TIMES; j>=0; j--) {
randIdx = k % 10;

passInIdx = ((j % (TRAIN_TIMES+1)) - 1) & ~OxFFFF;

passInldx (passInldx | (passInIdx >> 16));

// select randIdx or attackIdx based on the round
passInldx = randIdx ~ (passInIdx & (attackIdx ~ randIdx));

start = time();
branch(arrayl [passInIdx]); // Victim

end = time();
store_training_data(end - start);
}
}
attackIdx++;

Figure 6.1: Prototype code for BRAD-v2 attack
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doesn’t involve that much complexity I was easily able to create a collision for the victim

and the spy block on the same branch.

With predictors like TAGE, it is not that simple. From section 4.3.2, we know that TAGE

predictor maps branch instructions to different locations internally based on the history of
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previous branch outcomes, and not simply based on the address of the instruction. This
means, when the victim and spy have the same conditional branch, but different histories
leading up to that branch, the TAGE predictor will calculate different indexes for the two
branches, even though they have the same address. This is because the branch history is

different between the victim and the spy, resulting in different index values.

This is why the attack involving TAGE predictor requires the attacker to train the predictor
with a specific input sequence, so that the predictor’s internal state is manipulated to predict

the outcome of the victim’s conditional branch in a predictable way.

Referring to the prototype code in Figure 6.1, the attack can be broken down into 3 distinct
loops. The outermost loop, iterates over the secret data array, and for each element, performs

a set of iterations to collect timing measurements for that specific byte.

The middle loop iterates ATTACK_SAME_ROUNDS number of times, with the aim of averaging

out any noise in the timing measurements.

Finally, the innermost loop that trains the branch predictor for certain rounds (TRAIN_TIMES)
on a conditional branch instruction in the branch() function. During the training phase,
an array of all 0’s or 1’s is accessed using the randldz, and at the last iteration attackldz is
used to access the secret data array and have the branch predictor predict the outcome of

the branch.

The variable attackldz is used to select the byte of sec_datal[] that is targeted by the
side-channel attack. The value of attackldz is dependent on the memory layout of the target

system, specifically the relative positions of the sec_datal[] and array1[] arrays in memory.

In the given prototype code, the memory addresses of sec_datal] and arrayl[] are sub-
tracted to obtain the initial value of attackldx. This value represents the offset in bytes

between the two arrays in memory. The reason for using this offset is that the attacker can
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control the input value passed to the branch() function, and by selecting a specific index of
arrayl based on the value of attackldx, the attacker can indirectly access the corresponding

byte of sec_datal].

By comparing the difference in cycles taken during each training round and the final attack

round, the attacker can infer the secret data.

Let’s say for example, the attackldx points to a ‘0’ in the secret data array. The branch
predictor is trained on a set of 1’s to execute the conditional branch instruction using the
randldx. After training, the attackldz is passed as the input to branch() function and since
the branch was previously trained on value ‘1’, it will mispeculate for the attackldx value,
and so it would result in longer execution time compared to if the attackldx pointed to ‘1’

instead.

Compared to BRAD-v1, there is aren’t individual victim and spy blocks because the branch ()
function itself acts as both the victim and the spy. The branch() function takes an input
argument and executes either of the two code blocks based on the value of the argument. As
explained before the branch() function serves as the victim because it is the function that
is being attacked. It also serves as the spy because it is the function that is being used to

gather the side-channel information.

6.2 A Slight Complication

As indicated in the previous section the attackldz represents the offset in bytes between the
two arrays (sec_data[] and arrayi[]) in memory. However, depending on the memory
address of both these arrays, if the value of arrayldz is large that means longer memory

access latency, resulting in large difference in cycle count when accessing an element from
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arrayl[] compared to accessing an element from sec_datal].

This issue was very prominently seen when arrayl[] was defined with all zeros, which
resulted in the array being stored at a different memory location compared to where the
code was stored in memory. So, during the training phase when the randIdx would access
arrayl[] it would result in greater execution cycles compared to when attackldx accessing

the sec_datal].

To mitigate this issue, I tried using the “-00' compiler flag that forces no code optimization
when compiling, but this didn’t help. So, instead an inexpensive solution was to add an

Y

extra ‘1’ at the end of array1[] to make it store in the same memory space as the overall

attack code.

6.3 Evaluation

6.3.1 Simulator

Similar to BRAD-v1, this attack also doesn’t work on Verilator due to its inaccuracy in
modeling the precise timing behavior. Verilator being cycle-accurate simulator, models the
behavior of the processor at each clock cycle, including the execution of instructions, the
updating of registers and memory, and the generation of signals and interrupts. The sim-
ulator tracks the state of the processor at each cycle and verifies that it meets the design

specifications.

From a hardware point of view, the attack works with the timing of the branch instruction
affected by the propagation delay of the signals in the design. These propagational delays
must not be accurately modelled on Verilator resulting in no timing differences and therfore

failure of replicating the side-channel attack.
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6.3.2 FPGA

Since this attack was tailored to work with the TAGE branch predictor, I uploaded the new

bitstream on to the FPGA with the TAGEBPD enabled.

To keep results from all attacks consistent, I have used the same 8-bit secret data array that

has an even distribution of 1’s and 0’s arranged randomly.

To verify the working of the attack initially, I set TRAIN_TIMES to 6, and the 7*" round would
be the attack round with the attackldz. 1 took 100 measurements for each set of 6 training
rounds and 1 attack round. These measurements were stored in a text file and parsed to
generate 7 plots in total. Out of those 7 plots, the first 6 are exactly similar to each other,

as they are accessing the elements from the same array (array1[]).

The 7" graph is the one where attackldz is used to access the secret data array (sec_datal[]).
Looking at the graphs in Figure 6.2, again there are 2 scenarios, one for the array1[] value
with all 0’s (Figure 6.2a) and another with 1’s (Figure 6.2b). When the conditional branch
instruction has been training on value ‘0’ from the arrayil[] it is going to execute the
conditional branch accordingly when in the 7*® round that attackldz is used. If the attackldx
matches with the training round value (randldz) the execution would continue as it predicted
correctly, but if the attackldx is different then the branch predictor would have a mispredict

and cause longer execution time.

In section 6.1, I discussed two variables, ATTACK_SAME ROUNDS and TRAIN_TIMES, which
determine the number of attack rounds and training rounds, respectively, needed to access
the secret array. The final step was to determine the minimum required TRAIN_TIMES before
the attack index could be provided by the attacker to gain access to the secret array. Starting
with just one training round, where the branch () function was called once on a random index

and then using the attack index value, did not actually train the corresponding conditional
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Figure 6.2: Results for BRAD-v2 attack on FPGA

branch entry. However, when the number of training rounds was increased to 2, an observable
change in the attack was observed. The advanced predictor, such as TAGEBPD, relies on the
baseline predictor for its initial prediction, and since it corresponds to a 2-bit BIM table, it
can be trained to be in the taken/not-taken state with just 2 rounds. Increasing the training
rounds further did not affect the functionality of the attack, as demonstrated by the plots

in Figure 6.3.
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(a) TRAIN_TIMES = 1 (b) TRAIN_TIMES = 2 (c) TRAIN_TIMES = 3

Figure 6.3: Results for BRAD-v2 attack with multiple training rounds
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PINK Attack

Both the previous attacks were based on creating a BIM based side-channel attack using
conditional branches. PINK (Pointer-based INdirect jump with Known targets) attack ex-
ploits BTB for the side-channel, but now based on unconditional indirect branches. The
goal and overview for this attack is similar to what it was for BRAD-v1, only difference is
that the BTB entry’s target address is now dependant on an unconditional indirect jump

instruction that redirects the execution path based on the correct/incorrect predictions.

Before diving into the details of the attack, it’s essential to comprehend how program’s
branches work. Program’s branches are instructions that allow a program to execute dif-
ferent paths depending on specific conditions. There are four classes of program branches:
conditional direct, unconditional direct, conditional indirect, and unconditional indirect.
Conditional direct branches are executed based on a certain condition and involve a jump to
a specific instruction address. Unconditional direct branches are executed regardless of any
conditions and also involve a jump to a specific instruction address. Conditional indirect
branches are executed based on a condition, but the target address is determined at runtime
by a value stored in a register or memory location. Unconditional indirect branches are
executed without any conditions, but the target address is also determined at runtime by a
value stored in a register or memory location. Out of the four types, only three - conditional
direct, unconditional direct, and unconditional indirect - occur frequently [13]. The attack

in question employs the use of unconditional indirect branches.
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7.1 Detailed Design

Referring to the prototype code in Figure 7.1, both the victim and spy processes execute a

code block that contains an indirect jump instruction, also known as a goto instruction.

uint8_t sec_datal[8] = {1,0,0,1,...}; // Secret data
uint8_t arrayl[1] = {1}; // or O

void indirJump (int wval) {
void* target_addr = (voidx) (val*((uint64_t)&&T2) + (1-val)*((uint64_t)&&T1
));
goto *target_addr;

Ti: __asm__ __volatile__("nop\n"
llnop\nll) ;

T2: __asm__ __volatile__("nop\n"
llnop\nll) ;

5}

int main(void) {
for(int i=0; i<SEC_DATA_LEN; i++) {
for (int k=0; k<ATTACK_ROUND; k++) {
indirJump (sec_datal[i]); // Victim call

= o © w -

N
N

o

N

start = time();

indirJump (array1[0]); // Spy call
end = time();
store_mispred_data(end - start);

Figure 7.1: Prototype code for PINK attack

In the indirJump() function, the target address of the jump is computed using the input
‘val’, which is used to select between two labels (77 and T'2). The resulting address is then
used as the target of the goto statement. Since the target address is computed dynamically

at runtime based on the input value, this is an indirect jump.

Furthermore, since the jump is not conditioned on any previous instruction or register value,
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it is an unconditional jump. The goto statement unconditionally transfers control to the tar-
get address computed by indirJump(), without any condition checks or branching. Therefore,

this is an indirect unconditional jump.

When the victim accesses secret data, it uses the value of the data to determine which
target to jump to, effectively training the processor’s BTB to associate the value with the

appropriate target.

When the spy runs, it also uses the same goto instruction to access the target addresses
that may or may not have been previously accessed by the victim. Since the victim and
spy use the same instruction, the BTB maps them to the same entry. The spy does not
access the secret data itself but tries to infer its value based on the execution time of the
instruction. Specifically, there are two possible settings under which the victim and spy

blocks can execute:

o In the first setting, when the secret data is ‘1’, both victim and spy execute the same

target, T2, resulting in a BTB hit for the spy and a decrease in its access time.

o In the second setting, when the secret data is ‘0’, the victim executes T'1 while the spy

still attempts to execute T2, causing a BTB miss for the spy and longer access time.

By measuring the total execution time of the spy block under both settings, the secret data
accessed by the victim can be deduced. Specifically, it can be inferred that if the spy block
executes faster, the secret data value is ‘1’, whereas if it executes slower, the secret data

value is ‘0’
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7.2 TAGEBPD Limitations

The TAGE predictor implemented in BOOM is designed to handle the prediction of condi-
tional branches and indirect jumps. However, it is not optimized for predicting the target

addresses of unconditional jump instructions.

In BRAD-v2 attack, the attacker tried to exploit the predictor’s misprediction behavior by
training the predictor to predict the wrong outcome for a specific conditional branch instruc-
tion. On the contrary, PINK attack employs an indirect unconditional jump instruction that
does not rely on previous instructions or register values, and the target address is computed
dynamically at runtime based on input. Thus, the history of prior branch instructions can-
not be used to predict the behavior of an indirect unconditional jump. As a result, the
TAGEBPD does not need to be trained for attacks such as PINK that rely on an instruction

that is not dependent on prior instruction or register values.

7.3 Evaluation and Verification

When evaluating the attack, I also thought of tweaking the original PINK attack code to
change it to conditional indirect jump and compare the results with the primary PINK
attack. Evaluation of both these versions of attack are summarized individually in their own

sub-sections under Simulator and FPGA.

I made the following changes to the indirJump() function of the prototype code listed in
Figure 7.2, so that the target address is actually depended on a conditional branch, but it

is still an indirect jump to the respective target addresses (T1 and T2).
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void indirJump(int wval) {
void* target_addr = val 7 (void*)&&T2 : (voidx*)&&T1;
goto *target_addr;

Ti: __asm__ __volatile__("nop\n"
llnop\nll) ;

T2: __asm__ __volatile__("nop\n"
llnop\n") ;

Figure 7.2: Conditional Indirect Jump changes

7.3.1 Simulator

Unconditional Indirect Jump

As mentioned in the earlier section, in the case of PINK attack, the branch predictor is not
used to predict the target address of the jump, as the jump is always taken and its target
address is determined at runtime based on the value of a register or memory location. The
branch predictor does not know the target address of the jump until it is executed, so it
cannot be trained to predict the target address. As a result, the attack works on Verilator
because the branch predictor is not trained to handle this specific pattern of indirect jumps,
and therefore the pattern is not detected as an anomaly. Figure 7.3 displays the simulation

results I got after running the attack with Verilator.

I conducted the attack under two different scenarios. In the first scenario, the victim al-
ternated between jumping to targets T1 or T2 based on a secret value, while the spy only
jumped to T2 and recorded the number of cycles it took. In the second scenario, the spy
jumped to T1 and recorded the cycles. I repeated the attack with the spy jumping to T1 to
ensure consistency in the results. For each run, I kept about 100 attack rounds before saving

the results onto a text file. It’s worth noting that in Figure 7.1, because T1 is located closer
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to the jump instruction, the spy executed more instructions when jumping to T1. As a result,
T1's measurements were higher than those of T2 when the victim performed jumps to the
matching target. However, the relative difference between the matching and mismatching

targets was similar in both scenarios.

# of cycles taken by Spy (1) # of cycles taken by Spy (0)
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46 48 56 48 58 60

# of cycles # of cycles
(a) Spy jumping to T2 target (b) Spy jumping to T1 target

Figure 7.3: Results for PINK attack on Verilator

Conditional Indirect Jump

In contrast, in the case of the conditional indirect jump attack, the branch predictor tries
to predict the target address of the jump instruction, based on the past history of branch
instructions. When the victim and spy access T2 in an anomalous pattern, the branch
predictor detects this pattern as anomalous and updates its prediction accordingly. This can

lead to incorrect predictions of the target address, and the attack fails.

It is quite evident from Figure 7.4, that Verilator with conditional indirect jumps is no longer
susceptible to the attack. The cycle count values for accessing the T2 target by the victim
are the same as when accessing the T1 target, regardless of whether the spy is attempting

to jump to the T1 or T2 target.
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Figure 7.4: Results for conditional indirect jump attack on Verilator

7.3.2 FPGA

Unconditional Indirect Jump

Once I had enabled the TAGE backing predictor on the FPGA, I proceeded to replicate the

steps I had taken when conducting the PINK attack on Verilator.

The results obtained are similar to those from the Verilator run. Although the total number
of cycles has increased due to running the attack on physical hardware, the relative differ-
ence between the matching and mismatching targets remains consistent. These results are
illustrated in Figure 7.5, and it is quite noticeable from the plots that when both the spy
and victim execute the same target address the execution time is much lower compared to

when they are different.

Conditional Indirect Jump

Switching from an unconditional indirect jump to a conditional indirect jump can improve
the TAGEBPD’s prediction accuracy, as the predictor can leverage the history of previous

branch instructions to better predict the outcome of the conditional branch. However, since
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Figure 7.5: Results for PINK attack on FPGA

it is still an indirect jump and the target address is not known beforehand, the attack can

still be successful against the TAGEBPD predictor on the FPGA.

The TAGE predictor can predict the outcome of the conditional branch with more accuracy
than the unconditional branch, which can result in lower execution time. However, the
relative difference between matching and mismatching targets remains constant internally,

as shown in Figure 7.6.
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Figure 7.6: Results for conditional indirect jump attack on FPGA
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PLoop Attack

The final attack that I demonstrated on the Small BOOM core was the PLoop (Predictive
Loop) attack. In section 4.3.2, T talked a little bit about TAGE and Gshare branch predictors,
but there is another type of predictor called the loop predictor that is often associated with
TAGE and was first introduced by Andre Seznec [40].

8.1 Loop Predictor Outline

A loop predictor predicts the number of iterations a loop will execute for. It is used to improve
performance for a loop-intensive program by allowing the core to execute instruction which

are likely to be executed in future loop iterations.

The loop predictor in the TAGE predictor is used to predict the number of iterations of
a loop by tracking the program counter (PC) of the loop header and the stride between
consecutive iterations. The loop predictor maintains a table of loop headers, each with a
corresponding entry that contains the stride and a counter that is incremented every time

the loop header is encountered.

When the loop header is encountered, the loop predictor uses the PC to look up the cor-
responding entry in the loop table. If the PC is not found in the table, the loop predictor

assumes that the loop is not a candidate for loop prediction and does not perform any pre-
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dictions. Otherwise, the loop predictor uses the stride and the counter to predict the number

of iterations of the loop.

If the loop predictor predicts that the loop will execute more than a threshold number of
iterations, it prepares to executes the instructions in the loop body for the predicted number
of iterations. If the loop actually executes fewer iterations than predicted, the execution is

aborted and the processor continues with the correct execution path [39].

8.2 Attack Overview

In SonicBOOM, the TAGE-L branch predictor, which combines the TAGE and loop predic-
tor, is enabled by default. I created a new configuration for only the loop predictor, in which

it was enabled along with the BTB to store branches and their respective target addresses.

To perform the attack, I utilized the loop predictor in conjunction with secret data. Looking
at the prototype code in Figure 8.1, I designed a function called loop_£f () that included a
for-loop whose iterations depended on a secret value. The loop function was designed to take
an input value from either the victim or the spy, and based on that input value, it would

run a loop a certain number of times.

The victim accessed the loop_f () function with their secret input, which determined the
number of iterations of the loop. The secret input was either a ‘0" or a ‘1’ If the victim’s
secret input was 1, the loop would run for 3 iterations before exiting. If the victim’s secret
input was 0, the loop would run for 2 iterations before exiting. The spy, who did not know

the secret value, also accessed the same loop_f () function with its own input value.

Now, the loop_f () function is called multiple times to train the loop predictor to predictively

run the loop for certain number of times. This is specified by the TRAIN_LOOP number. This
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causes the CPU to speculate the number of loop iterations for the data dependent for-
loop inside the loop_£f () function. By increasing this TRAIN_LOOP number I am essentially
training the innermost loop in the main() function to provide a better prediction on the

iteration for the data dependent loop.

After the innermost loop (j-loop) is trained in the main() function with victim’s input,
when the spy function is called with the same input as before, the loop predictor is going
to predictively run the data dependent loop the same number of times as the victim did
resulting in lower execution time. But if the values don’t match, then the predictor would

actually mispredict following a slower execution time.

It doesn’t matter for how many iterations is the data dependent for-loop running for specific
input values, what matters is the training rounds for that data dependent loop. For the
predictor to predict the iterations it has to trained for certain rounds and this is explored

more in section 8.3.2.

8.3 Evaluation and Verification

8.3.1 Simulator

PLoop attack also doesn’t work on Verilator analogous to BRAD-v1 and BRAD-v2 attacks.
For the same reason as mentioned before, the attacks are dependent on the difference in

propagational delays and Verilator being a software simulator isn’t able to accurately model

that.
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1 uint8_t sec_datal8] = {1,0,0,1,...}; // Secret data
2 uint8_t arrayl[1] = {1}; // or O

1 void loop_f (uint8_t* addr) {
5 for(int i=0; i< (xaddr) + 2; i++) {

6 __asm__ __volatile__("nop\n"
7 "nop\n") ;

8 }

o }

10

11 void victim_f (uint8_t idx) {

12 loop_f (&sec_datal[idx]);

13}

14 void spy_f(uint8_t idx) {
15 loop_f (&arrayl[idx]);
6 ¥

s int main(void) {
19 for(int i=0; i<SEC_DATA_LEN; i++) {

20 for(int k=0; k<ATTACK_ROUNDS; k++) {
21 for(int j=0; j<TRAIN_LOOP; j++) {
22 victim_f (sec_datal[il); // Victim call
2 }

24 start = time();

25 spy_£f (array1[0]); // Spy call

26 end = time();

27 store_loop_pred_data(end-start) ;
28 3

’9 }

30 }

31}

Figure 8.1: Prototype code for PLoop attack

8.3.2 FPGA

When trying to evaluate the efficacy of the attack, the primary thing was to get the least
number of training rounds needed to execute the data dependent for-loop without any mis-

predictions.

So, I started with initializing TRAIN_LOOP to 1 and gathered the data after running it on the

FPGA. For sake of simplicity and understanding the output at first I kept the ATTACK_ROUNDS



8.3. EVALUATION AND VERIFICATION 53

to 10 and spy is accessing a value ‘0. Looking at Figure 8.2a, the j-loop is only ran once,
and even when the victim and spy both access ‘0’, there are some mispredictions initially
resulting in higher clock cycles (101) and once its trained after just 3 iterations it lowers down
to 97 cycles. This 3 iterations are actually based on the confidence value of the loop predictor
entry. At every iteration of the data dependent loop the confidence value is increased and
once it reaches the threshold value the table entry can confidently predict the iterations of

the for-loop.

As the training rounds increase, it results in reduced mispredictions, and this is clearly seen
in Figure 8.2b. Even after the victim was trained for four rounds, the loop predictor still
mispredicted the loop iteration, but it was much less than when the victim was trained only

once.

Moving forth, I continued to increase the value of TRAIN_LOOP, I found out that when it
reached 7, there were no mispredictions when the spy timed its execution, as shown in
Figure 8.2c. Since the victim and spy accessed the same value, the loop predictor was very
accurate in predicting the number of iterations to run the loop. This value of 7 corresponds
to the confidence value set in the loop predictor. The confidence value of a loop is updated
every time the prediction of iterations matches the actual iteration of the loop. When the
victim is trained seven times, the loop predictor updates this confidence value at each training
round. When the spy accesses the same value, the loop predictor is confident enough to let

the data-dependent for loop run the same number of iterations as it did for the victim.
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Figure 8.2: Results for PLoop attack with different training rounds

Moving on, I modified the data-dependent for-loop to perform a greater number of iterations
when the data value is ‘1’, aiming to achieve a more noticeable difference in cycle counts
compared to when it is ‘0. After knowing the minimum training rounds required, I ran

¢

the attack again for two different spy values i.e., ‘1’ and ‘0’ individually to notice the cycle
differences between the two. I also took 100 measurements to reduce noise from the data

and the results are depicted in Figure 8.3.
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Figure 8.3: Results for PLoop attack on FPGA
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Summary of Attacks

Each attack described in previous chapters was designed to target a specific branch predictor
or a subset of predictors. Therefore, depending on the target predictor, different modules of

the BOOM branch predictor can be enabled or disabled to customize the predictor.

The BOOM RISC-V branch predictor consists of five main modules - BTB, BIM, uBTB!
(micro-BTB), Tage, and Loop, which can be used in various combinations to implement

different predictors in the front-end of BOOM.

For instance, the NLP is the baseline predictor used in BOOM for its fast predictions and
it includes the BTB, BIM, and uBTB modules. The TAGE-L is a state-of-the-art predictor
that interacts with sub-predictors like NLP and Loop, and it comprises the BIM, uBTB,
BTB, Tage, and Loop modules. The Loop predictor is usually used in combination with

NLP and includes the BIM, uBTB, BTB, and Loop modules.

By selecting the appropriate modules and their combinations, various predictors such as
NLP, TAGE-L, and Loop can be implemented as the main branch predictor in the BOOM
front-end. Therefore, depending on the requirements of the attack, different predictors can

be employed to optimize the performance of the BOOM RISC-V processor.

To make it easier to understand which attacks work on which set of modules, I have created

a user-friendly table summarizing the information (Table 9.1). The table lists each attack

!The uBTB is a small buffer that predicts simple conditional branch outcomes but has limited capacity
and cannot predict complex conditional branches.
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and the set of modules required for the attack to be successful. The table serves as a helpful

guide for selecting the appropriate modules and predictors for a given attack.

Table 9.1: Summary of the attacks on multiple set of Modules

BPU modules Side-channel attacks

BIM | uBTB | BTB | Loop | TAGE | BRAD-v1 | BRAD-v2 | PINK | PLoop
a v v v
« . v v v b
¢ « . v v v b 4
¢ « b 4 X v x
‘ « « v v v v
. < v v v v
[ « « L v v v v
¢ ¢ x v v P 4
L « L b 4 v v %
¢ u . « x v v x
[ [ « [ [ x v v 4

Referring to the attack columns in Table 9.1, the BRAD-v1 attack is effective when the
NLP is enabled but fails to work when TAGE is enabled. However, both the BRAD-v1 and
BRAD-v2 attacks rely on the BIM table, rendering them ineffective when this specific module
is disabled. Conversely, the PINK attack demonstrates its versatility by being successful in
all combinations of modules, as long as the BTB is enabled. Similarly, the PLoop attack
specifically targets the loop predictor. Thus, if the loop predictor is disabled or lacks the

necessary accompanying modules to provide the base prediction, the attack does not function.
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Mitigation Techniques

Mitigating the risks associated with side-channel attacks is crucial to maintain the security
and privacy of computer systems. As already seen from the previous chapters, side-channel
attacks allow an attacker to gain unauthorized access to confidential data without being
detected. This makes it even harder to come up with mitigation techniques for these attacks,

but failure to do so could result in severe consequences.

The mitigation techniques can be classified into software and hardware, and exploring these

defenses for the attacks could be an interesting topic for future research.

10.1 Software Mitigation Techniques

Software-based countermeasures are restricted as they cannot control the mapping of individ-
ual branches inside a BPU, nor they can eliminate the source of leakage from the hardware
itself. However, they can be effective sometimes and considering they are software-based

they can be easily deployed on existing systems without requiring hardware modifications.

Return Trampoline (retpoline). Retpoline is a software-based mitigation technique de-
signed to protect against the indirect branch target injection attack, a variant of the Spectre
attack. This technique replaces vulnerable indirect branches with a special trampoline code

that prevents CPUs from predicting the outcome of a branch that could indirectly leak sensi-
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tive information. The trampoline code is constructed to cause the CPU to take a predictable

path, preventing the leakage of sensitive information.

Retpoline works by exploiting the CPU’s behavior when executing indirect branches. When
an indirect branch is encountered, the CPU uses a branch predictor to predict the target of
the branch. If the prediction is incorrect, the CPU must discard any instructions that were
fetched and restart execution from the correct target. Retpoline prevents exploitation of
this process by using a sequence of indirect jumps to return control to the calling function.
The jumps are constructed in a way that always leads to the correct target, preventing the
CPU from speculating on incorrect targets and leaking sensitive information through a side-
channel [5]. While this mitigation technique is effective against the PINK attack, it does
introduce additional overhead due to deliberate contamination of the RSB for swapping the

indirect branch with return statements.

If-conversion. This is a compiler optimization technique that transforms a program’s con-
trol flow graph by converting conditional code to sequential code. This mitigation technique
converts control dependencies into data dependencies, thereby reducing the vulnerability of
a program to timing side-channel attacks that rely on the direction of conditional branches
[14, 20]. Tt is straightforward to apply this technique to simple branches with few depen-
dencies, but converting complex control flow that executes different code based on branch
outcomes is more challenging. The attacks that can be affected by this software countermea-
sure would BRAD-v1 and BRAD-v2, considering they depend on the direction of conditional
branch in the code. Although this technique could be effective against attacks like BRAD-v1
and BRAD-v2, it should be noted that converting complex control flow to sequential flow

remains challenging, leaving the possibility of vulnerabilities in certain cases.
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10.2 Hardware Mitigation Techniques

First and the foremost technique to mitigate attacks lies in Table 9.1. By enabling certain
advanced branch predictors like the TAGE-L backing predictor we can straight away mitigate
BRAD-v1 attack which definitely worked with a basic branch predictor i.e., the NLP. In
contrast to this, a naive approach to prevent side-channel attacks is to disable the BPU
for sensitive branches or just reduce its accuracy so that its never used to speculate any
instruction [20]. This could surely prevent most side-channel attacks, however at the cost of

performance overhead.

Invisible BIM entry. To prevent side-channel attacks, a dedicated section of the Bi-
Modal (BIM) table can be created for changed branches. Each entry in this section is
associated with a unique process ID. Instead of directly updating the corresponding BIM
table entry, the processor stores the updated BIM table state and the process ID separately
when a branch is resolved. This approach prevents the outcome of the predictive branch from
being leaked through the BIM table, making side-channel attacks more difficult. When the
corresponding branch is committed, the BIM table entry is merged with the original entry to
ensure consistency [26]. This technique is effective against all previously mentioned attacks.
However, it does introduce performance and area overhead to the BIM since it needs to keep

track of all branches whose predictions were updated before their commitment.

Virtual addresses. In order to avert BTB side-channel attacks, the BTB addressing mech-
anism can be changed to fully virtual address by modifying the indexing function. Instead
of using the physical address of the branch target to index into the BTB, the virtual ad-
dress can be used. This can be achieved by adding a new virtual tag array to the BTB,
which stores the virtual address of the branch target along with other relevant information

[19]. Let’s say there are two processes running on a system, and each process has its own
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virtual address space. Both processes have a conditional branch instruction that jumps to
the same physical address, but the virtual addresses of their branch targets are different.
This means that the two processes will end up indexing different entries in the BTB, even
though they are jumping to the same physical address. As a result, attackers cannot use
timing or power side-channel attacks to infer the virtual address’s location within the BTB.
It should be noted that implementing this technique can be costly due to the requirement
of additional bits, as the tag size will considerably increase. Nonetheless, it serves as an

effective countermeasure against the PINK attack.



Chapter 11

Real World Application

With the increasing popularity of RISC-V cores for their high scalability and customizable
architecture, we are seeing an increasing number of embedded devices, such as IoT devices,
adopting RISC-V cores. However, as with any embedded device, security is a major concern,
and a potential vulnerability in one component of the system could compromise the entire
system. After exploring some of the attacks in the earlier chapters they can be expanded to

real-life use cases leaving many of these IoT devices compromised [7].

One such example vulnerable to side-channel attacks could be a smart lock system. Such
systems typically use cryptographic algorithms to secure the lock and unlock process, and
the cryptographic keys used in these algorithms are usually stored in a secure location, such

as an encrypted memory region or a dedicated hardware module.

In a typical smart lock, the cryptographic keys are stored in EEPROM (Electrically Erasable
Programmable Read-Only Memory) along with the micro-controller inside the lock. When
a user enters a 6-digit code, the smart lock starts to compare the code entered by the user
to the code stored in EEPROM, one digit at a time. If the codes don’t match, the operation
is aborted, and the lock buzzes [25]. This is where a timing side-channel attack comes into

the picture.

Consider the following pseudocode in Figure 11.1. The attack involves timing the for-loop

that checks the correctness of each digit. If the entered digit checks out with the true digit,
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each iteration takes about 100 cycles. However, if the entered digit is wrong, the loop ends,
and the lock buzzes out. By timing the for-loop and having it go over all the 10 (0 through
9) possibilities for each digit, the longest time delay encountered for a specific digit tells us
about the correctness of that digit. This process can be repeated for the remaining digits to

infer the actual code.

bool verify_keycode(int enter_code[6], int true_code[6]) {
for (int 1i=0; i<6; i++) {
if enter_codel[i] != true_codel[i]
return false;

3

return true;

Figure 11.1: Pseudocode for smart-lock keycode comparison

Usually, this type of timing related vulnerability in the code is often compensated by hav-
ing an ‘else’ condition along-with the if. The ‘else’ condition is populated with additional
instructions that match in timing with the ‘if’ condition, so that when an attacker times the
for-loop’s execution for each iteration, it will still execute to the end even if one the bits en-
tered were wrong. The attacker now wouldn’t be able to infer which exact branch condition
was executed and thus brute forcing sequences wouldn’t work anymore. The pseudocode for

this fix in the original code is mentioned in Figure 11.2.

Even though, I took out the timing dependency by modifying the code so that it doesn’t
terminate midway if an incorrect digit is encountered, it is still susceptible to attack similar
to BRAD-v1. The attacker can still infer the direction of the branch as the conditional
statement is still there. Consider the following attack scenario, the attacker fixes the first 5
digits and tries all the 10 different combinations for the last digit. In the training phase the

attacker calls the verify_keycode () function (to train the BIM entry to either Taken/Not-
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bool verify_keycode(int enter_code[6], int true_code[6]) {
int correct = 1;
for (int i=0; i<6; i++) {
if enter_codel[i] != true_codel[il]
correct = 0;
else
correct = correct && 1;
asm("nop") // additional inst to balance the timing

3

return (correct==1);

Figure 11.2: Alteration in pseudocode for smart-lock

taken state) for each of those 10 possibilities. After each training phase for a specific last
digit, the attacker observes its execution again for a specific 6-digit code, where the first 5

digits are same as before and the last digit is a new one.

Let’s consider an example where the desired final digit is 2" In the training phase, the
attacker begins with a last-digit value of ‘xxxxx0’ and increments it in each training round.
The attacker measures the execution time for each round. It is assumed that the conditional
branch is taken for the correct digit and not taken for an incorrect one. Therefore, when the
attacker trains the branch with the correct digit ‘xxxxx2’, the branch will be taken. However,
when the attacker runs the fourth combination and measures the time, a misprediction
occurs, resulting in a longer execution time for ‘xxxxx3’ compared to other training rounds.
This enables the attacker to deduce the true key code digit-by-digit, allowing them to exploit

the vulnerability of the branch predictor using a timing side-channel attack.
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Future Work

The successful implementation of side-channel attacks like BRAD-v1, BRAD-v2, PINK, and
PLoop in the front-end of the BOOM core highlight the potential vulnerabilities in this area.
However, these attacks only target a subset of the components in the front-end, leaving other

components unexplored.

One such component is the RSB, which can be leveraged to extract sensitive information
through side-channel attacks. The RSB plays a critical role in the control flow of the pro-
cessor, making it a valuable target for attackers seeking to manipulate program execution

or gain access to confidential information.

Given the potential vulnerabilities in the RSB, it is necessary to investigate the feasibility of
side-channel attacks targeting this component and develop effective mitigation techniques to
prevent such attacks. This would involve designing and implementing test cases to simulate

potential attacks and evaluating the effectiveness of proposed countermeasures.

To evaluate the effectiveness of the proposed mitigation techniques, further research is needed
to implement them and test their ability to prevent side-channel attacks targeting the front-
end of BOOM. By identifying and addressing potential vulnerabilities in the RSB and other
components of the front-end, it is possible to enhance the security of the BOOM processor

and protect against a range of security threats.
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Conclusions

Side-channel attacks pose a significant threat to the security of modern processors. While
the BOOM core is gaining popularity due to its customizable and scalable architecture, it
is vulnerable to these attacks. The attacks presented definitely demonstrate the vulnera-
bility of the BOOM core’s front-end to side-channel attacks, highlighting the importance of
identifying and addressing vulnerabilities in processor designs. By doing so, researchers can
help ensure the security of various applications where the BOOM core is used, including
IoT, embedded systems and AI/ML accelerators where security is of utmost importance.
Further research into the vulnerabilities of different processor architectures is necessary to
develop effective countermeasures to mitigate these threats and improve the overall security

of modern processors.
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