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A COMBINATORIAL APPROACH TO AVOIDING WEAK KEYS
IN THE BIKE CRYPTOSYSTEM

GRETCHEN L. MATTHEWS! AND EMILY MCMILLON?

ABsTRACT. Bit Flipping Key Encapsulation (BIKE) is a code-based cryptosys-
tem that was considered in Round 4 of the NIST Post-Quantum Cryptography
Standardization process. It is based on quasi-cyclic moderate-density parity-
check (QC-MDPC) codes paired with an iterative decoder. While (low-density)
parity-check codes have been shown to perform well in practice, their capa-
bilities are governed by the code’s graphical representation and the choice of
decoder rather than the traditional code parameters, making it difficult to de-
termine the decoder failure rate (DFR). Moreover, decoding failures have been
demonstrated to lead to attacks that recover the BIKE private key. In this
paper, we demonstrate a strong correlation between weak keys and 4-cycles
in their associated Tanner graphs. We give concrete ways to enumerate the
number of 4-cycles in a BIKE key and use these results to present a filtering
algorithm that will filter BIKE keys with large numbers of 4-cycles. These
results also apply to more general parity check codes.

1. INTRODUCTION

In recent years, there has been substantial work on the development of post-
quantum cryptography to provide cryptosystems which are secure against attacks
aided by a quantum computer. In the mid-1990s, it was established by Shor [36] [37]
that quantum algorithms make systems like RSA and Diffie-Hellman key exchange
insecure. He demonstrated a polynomial-time algorithm for solving the integer fac-
torization problem and the discrete log problem upon which these cryptosystems
are based. At that time, code-based cryptography had already been introduced
with the advent of the McEliece cryptosystem [25]. The McEliece cryptosystem
is defined using error-correcting codes—binary Goppa codes in particular. Its se-
curity is based on the NP-hard problem of decoding a general linear code [11]
and the indistinguishability of binary Goppa codes, which are different from those
assumptions supporting the security of RSA and elliptic curve cryptography.

While key sizes in the McEliece cryptosystem may be scaled to safeguard against
an information set decoding attack aided by Grover’s algorithm [12], a quantum al-
gorithm, the McEliece cryptosystem is believed to be post-quantum secure; indeed,
the speed-up due to Grover’s algorithm is quadratic. However, because of the large
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sizes of the public and private keys associated with desired security levels, there is
a need to define code-based cryptosystems with smaller keys.

The increased urgency to find quantum-safe public key cryptosystems has been
driven by advances in quantum computing and incentivized by processes such as
National Institute of Standards (NIST) Post-Quantum Cryptography Standardiza-
tion. Among the Round 4 candidates in the NIST Post-Quantum Cryptography
Standardization process was Bit Flipping Key Encapsulation (BIKE) [1], a code-
based cryptosystem. It is based on quasi-cyclic moderate-density parity-check (QC-
MDPC) codes, which were first considered for use in the McEliece cryptosystem
n [26]. This family of codes provides several advantages. The quasi-cyclic nature
of the codes allows for their compact representation, enabling a matrix with r2 (or
2r2) entries to be described by d (or 2d) 0 — 1 bits, where d < r. By using a parity-
check representation that is not too dense, iterative decoding, which has proven
successful for low-density parity-check (LDPC) codes, may be used. In particular,
a BIKE private key is a binary quasi-cyclic matrix H € F5**" where Fy := {0,1}
denotes the binary field with two elements. The associated public key is its system-
atic form H’. Upon receipt of an encrypted message H'e”, where e is a vector of
restricted weight associated with the message m, the receiver uses the private key
H and a decoding algorithm to reveal m. Hence, decoding is an integral part of
BIKE. Unfortunately, as is the case with most iterative decoders, decoding failure
can occur.

Decoding failure was first harnessed to attack a QC-MDPC-based cryptosystem
by Guo, Johansson, and Stankovski [19] in 2016 where they demonstrated that
decoding failures can lead to a reaction attack. They note a relationship between
the private key and decoding failure. They associate a distance spectrum with
a private key, which tracks distances between nonzero entries of the key. Then
they show that the private key can be determined from this distance spectrum. In
particular, they note a strong correlation between the decoding error probability
and vectors with certain distance profiles. We will build on this notion of distance
spectrum to offer a perspective focused on combinatorial structures known to lead
to iterative decoder failure.

Since the work of [I9], there has been a focus on understanding weak keys.
Sendrier and Vasseur [35] introduced three classes of weak keys, which have since
been further analyzed in e.g. [30]. Additional classes of weak keys were introduced
in [411 [5].

Much work has focused on the decoding failure rate (DFR) of the BIKE system.
In most cases, iterative decoder reliability and DFRs cannot be calculated explic-
itly. One approach in the literature relies on extensive simulation results to try to
extrapolate error-floor performance for the extremely small DFRs necessary for use
in post-quantum cryptographic applications [39]. Other analyses include [7, [34].
Notably, in [3], the authors explore DFRs for relatively small versions of the BIKE
cryptosystem in an attempt to extrapolate the behavior of the much larger versions
of these codes that would actually be used in practice. The experimental data
for their work is available publicly on Github, and their data was used extensively
to try to understand BIKE decoder failure in this present work. Alternative ap-
proaches include deriving a theoretical model to estimate the DFR, relying on some
generically accepted heuristic assumptions, and determining a bound on the error
correcting capability for each key, which does depend on additional assumptions;
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see [0l 22, [33], 34, [39, [40]. There are tradeoffs in these techniques for handling the
DFR: the latter being the most reliable but with the most conservative parameters;
the former providing some balance between good parameters and assumptions; and
extrapolation giving the best parameters but subject to the validity of the assump-
tions on the DFR decay rate and behavior. For each approach, one may consider
the role of weak keys. Loosely speaking, the idea is that because weak keys may ex-
hibit a higher DFR than other keys, the average DFR may be decreased by filtering
out weak keys, which could be used to prove that the DFR was negligible. At the
same time, one must consider the impact on the overall key space and performance,
in particular, to ensure that discarding weak keys does not facilitate an attack by
key recovery, adjusting parameters to compensate for removed keys if necessary.

In this paper, we provide a new filter for weak keys in the BIKE cryptosystem.
The filter is based on combinatorial structures (4-cycles in an underlying graph)
that may lead to decoder failure. We enumerate them directly from the polyno-
mials that define the quasi-cyclic code upon which the private key is based. We
provide experimental results demonstrating the utility of this approach. A primary
contribution is the evidence that 4-cycles within a single circulant block of the
parity-check matrix are more conducive to weak keys than 4-cycles across blocks.
Empirical observations in some instances show that there are significantly more
4-cycles within each circulant block in the keys with decoding failures suggesting
that focusing on each circulant block independently may be a better strategy to
avoid weak keys.

This paper is organized as follows. Preliminaries are given in Section 2] including
background on parity-check codes in Section 2.1l a review of BIKE in Section 2.2]
and some results on the mathematical basis for weak keys in BIKE in Section
Section [ contains results on counting 4-cycles in the BIKE cryptosystem (Sec-
tion BI)) and more generally for any QC-MDPC code based cryptosystem (Sec-
tion B2)). Section [l describes a new weak key filter for the structures identified in
Section [3.] In Section Bl we explore the question of how and when 4-cycles can be
avoided completely in QC-MDPC codes. Section [6] contains experimental results
and analysis. Finally, the paper concludes in Section [7

2. PRELIMINARIES

In this section, we provide an overview of the BIKE cryptosystem focusing on
facets which are relevant for this work. Before introducing the BIKE cryptosystem,
we review relevant definitions, notation, and facts from coding theory.

Given a positive integer n, [n] := {1,...,n} and [n]o := {0,...,n — 1}. Weuse N
to denote the set of nonnegative integers. The set of m x n matrices with entries in
aring R is written as R™*". The i*" row and j** column of A € R™*" are denoted
by Row; A and Col; 4; the transpose of A is AT € R™ ™. The r x r identity matrix
is denoted I,. Given a matrix A, the entry in the i*" row and j*" column is denoted
(A); ;. Vectors are written in boldface, i.e. as v. The support of a vector v € Fy
is Supp(v) := |{i € [n] : v; # 0}|. Given an arbitrary n-tuple x = (z1,...,2,), X'
denotes the cyclic shift of x by 4 positions to the right, i.e.,

i
X = (xn—i-i-luxn—h sy Ty Ly e e VT’n—i)

and for an interval [a,b) C [n], xI*% := (24, Zay1,...,7p_1). A circulant matrix A

is a square matrix for which Row;41 A4 is a cyclic shift right to the right of Row;A.
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We use the standard Hamming weight which for v € Fy is wt(v) := |Supp(v)|.
Two codes are permutation equivalent if and only if they are the same up to a fixed
permutation of the codeword coordinates.

2.1. Parity-check codes. Given a matrix H € Fy"*", the binary linear code with
parity-check matrix H is

C(H)={ceFy|cH" =0}.

In other words, C(H) is the nullspace of H. Iterative decoding algorithms operate
on the Tanner graph of a code [38], which depends on the parity-check matrix itself.
The Tanner graph T(H) of H (or of C(H)) is the graph with biadjacency matrix
H. In particular, T(H) is the bipartite graph defined as T(H) = (V U W; E),
where the vertex set V' = {v1,...,v,} is the set of variable nodes (also called bit
nodes, the vertex set W = {¢1,..., ¢} is the set of check nodes, and E is the set
of edges. The set V of vertices corresponds to the columns of H, and the set W of
vertices corresponds to the rows of H. Vertices v; and x; are adjacent if and only
if (H);; # 0. In this setting, ¢ = (¢1,¢2,...,¢n) € Fy is a codeword of C'(H) if and

only if the assignment of the values c¢1,co,...,c, to their corresponding variable
nodes v1,vs, ..., v, of the Tanner graph satisfy
Z (H)Mci =0 (mod 2)
€N (vj)

for all j € [m], where N (v;) denotes the set of vertices adjacent to v; in T(H). An
example appears in Figure [l

=
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FIGURE 1. A parity check matrix H (left) for a linear code and its
corresponding Tanner graph T'(H) (right). Here and throughout,
variable nodes are represented with circles and check nodes are
represented with squares.

An important class of codes in application is the family of quasi-cyclic codes. In
particular, the BIKE cryptosystem uses quasi-cyclic parity-check codes.

Definition 2.1. A quasi-cyclic code is a linear code for which cyclically shifting a
codeword a fized number ny # 0 of positions either to the right or to the left results
is another codeword. For ng =1, a quasi-cyclic code is a cyclic code. The integer
ng s called the shifting constraint.

There are several standard ways to represent a quasi-cyclic parity-check code.
Given such a code with shifting constraint ng and positive integers ¢ and t with
c<t,let H € F3*™ for i € [t]. Then the nullspace of

H, Hy --- H,

Ht Hl o Ht71 tcXtng
H=. - .| €8
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is a quasi-cyclic parity-check code. Such a matrix is often represented in its circulant
form, H., instead, where C(H,.) is permutation equivalent to C(H). The matrix
H, is a ¢ by ng block matrix composed of ¢ x ¢ circulant matrices J; ; € F5** for
i€ [c] and j € [no]:

Jii Ji2 o Jine
Jo1 Joao 0 Jon,
Jc,l Jc,2 Jc,no

The most commonly studied parity-check codes are low-density parity-check
(LDPC) codes, which are defined by sparse parity-check matrices, meaning matrices
with relatively few nonzero entries, or alternatively. More precisely, an LDPC code
may be defined by a parity check matrix with row weights that are O(1). When
paired with iterative decoders, LDPC codes are capacity-approaching, meaning
that they allow for communication near the Shannon limit so that the probability
of lost information can be made as small as desired provided the noise is bounded
[23]. Moreover, LDPC codes can be decoded in time linear in their block length.
Unfortunately, the speed and performance of LDPC code iterative decoders come
at the cost of guaranteed decoder success. Even if there are relatively few errors in
the received word, the decoder may fail to converge to a solution. Various Tanner
graph substructures, such as pseudocodewords [21], trapping sets [28], stopping sets
[14], and absorbing sets [15], have been shown to contribute to iterative decoder
failure.

While suitable for other applications, when used in code-based cryptosystem, the
sparisty of LDPC codes yield attacks [27) @] [8]. Consequently, proposed cryptosys-
tems use a slightly denser analog of LDPC codes, moderate-density parity-check
(MDPC) codes. An MDPC code has a parity-check matrix representation H with
row weights O(y/n), where n is the length of the code. While MDPC codes avoid
the attack deployed on LDPC-based systems, actual performance guarantees are
elusive.

Iterative decoding is optimal on cycle-free graphs [42], but unfortunately, codes
with Tanner graph representations without cycles have poor distance parameters
[I7]. An endeavor when working with LDPC codes is to maximize the girth, or
length of the shortest cycle, of a code’s Tanner graph. Graphs without short cycles
are locally cycle-free, which leads to better decoder performance.

Much research exists on necessary and sufficient conditions for achieving quasi-
cyclic LDPC (QC-LDPC) codes with given Tanner graph conditions, such as large
girths and minimizing harmful graph substructures. In [I8], Fossorier gave the
necessary and sufficient conditions for a QC-LDPC code’s Tanner graph to have a
given girth for the class of QC-LDPC codes whose circulants all have row weight
1. Crucially, Fossorier showed that this class of parity-check codes has associated
Tanner graphs with maximum girth 12. Because Tanner graphs are bipartite, their
minimum girth is 4.

As parity-check matrices and their associated Tanner graphs become denser (i.e.
closer to MDPC), it becomes more difficult to avoid short cycles. In fact, any
quasi-cyclic parity-check code with a circulant matrix with row weight at least 3
contains a 6-cycle, so the problem of “optimizing” such a code for girth is reduced
to avoiding 4-cycles.
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It is generally noted that the performance of a parity-check code depends on
not only the girth of the Tanner graph representing it but also on the number of
short cycles (see, for instance, [20]). There are algorithms to count the number of
short cycles (see [13] and references therein) but to our knowledge do not provide a
formula for the number of them. Our work makes extensive use of the quasi-cyclic
structure of the parity-check codes to provide explicit ways to count short cycles.
In Section B we will provide a framework to count 4-cycles in the parity-check
matrices used in BIKE.

2.2. BIKE. The BIKE cryptosystem [I] was considered as a candidate in the Na-
tional Institute of Standards (NIST) Post-Quantum Cryptography Standardization
process, though not ultimately selected for standardization. The private key in
BIKE is an r x 2r quasi-cyclic binary matrix

H = [Hy Hy] € Fy**"

composed of two circulant blocks, Hy and Hy, each of size r x r with r prime and
so that " — 1 has only two irreducible factors modulo 2. These circulant blocks
have the form

hio  hix - hipa
hip—1 hio -+ hir—2 .
(2) H; = : : . : eFy"".
hian  hig - hig

Each column of H (and hence of H;, for ¢ € {0,1}) has weight d, and each row of
H;, i € {0,1}, has weight d (so that each row of H has weight 2d). Because H
is quasi-cyclic, Row; H; is a shift to the right of Row,_1 H; for all for j € [r — 1],
allowing H; to be represented by its first row,

(hioshity .. hip—1) € F3,

or more succinctly by Supp (Row;(H;)), the set of d coordinates in the support of
its first row:

{j €lnl|hi; #0}.
Furthermore, in order for H to be considered the parity-check matrix of an MDPC
code, the row weight 2d must be approximately the length of the code, i.e. 2d =
V/2r. The public key associated with H is its systematic form H’ = [Ir Hg} where

Hy = Hy'Hy € T

Notice that because H' is in systematic form, it can be completely described by the
smaller matrix Hy € F5*".
It is convenient to represent the circulant matrices Hyp and H; by polynomials

hy .= (ho)o, h071, ey hO,r—l) <~ ho(l‘) = E;;é hod‘l‘j
3)

hl = (hll,O; hl,l; ey hlyrfl) < hl({E) = Z;;é h17j$j
where

ho(w), hi(z) € 2o/ (a” — 1),

noting that both ho(x) and h;(x) have few (in fact d) nonzero terms. For i € {0,1},
we say that h; has support Supp(h;) := {j | hs,; # 0} and weight |h;| := |[Supp(h;)].
The parameters suggested for BIKE are given in Table [11



AVOIDING WEAK KEYS IN THE BIKE CRYPTOSYSTEM 7

parameter A=128 | A =192 | A =256
r, size of circulant 12,323 | 24,659 | 40,973
d, row weight of parity-check matrix 142 206 274
t, error vector weight 134 99 264

TABLE 1. Suggested BIKE parameters for A-bit security.

Encryption of a message m € F% begins with associating an error vector m € [
of predetermined weight ¢, with m and then determining the associated syndrome

H'eT

as in the approach by Niederreiter [29]. Alternatively, one may compute a generator
matrix G of the code associated with H as in [25], [30] and encrypt m as mG +e. In
either case, the receiver must perform a decoding algorithm to uncover the message
m. BIKE uses an iterative decoder, motivated by prior results demonstrating
superior performance for LDPC codes when coupled with iterative decoders as
explained in Section2.Jl Unfortunately, at times, decoding failures occur due to the
ways in which local information is utilized to ultimately produce a global decision.

The keys and algorithms described in this paper focus on the Black-Gray Flip
(BGF) Decoder [16]. In a standard bit-flipping decoder, on any given iteration, any
bit node with a large enough number of unsatisfied check node neighbors will be
flipped, meaning a 0 is changed to a 1 or vice versa. The BGF decoder begins with
a typical round of bit flipping in which the decoder keeps track of which bits were
flipped (black bits) and which bits were “close” to being flipped (gray bits). It then
runs two additional rounds of bit flipping, checking only the black bits, then the
gray bits, to see if they now have large numbers of unsatisfied check node neighbors.
Then the BGF decoder runs a small number of standard bit-flipping decoder steps.

In the next subsection, we will review the notions of weak keys in the literature
in preparation for comparing them with the combinatorial structures leading to
decoding weaknesses that we identify in Section [3]

2.3. Weak Keys in BIKE. The notion of weak keys was introduced in [16] as a
way of capturing some decoding failures, particularly those resulting from keys with
identifiable structural patterns. In [1I], they are differentiated from decoding failures
resulting from structured errors. They are further studied in e.g. [35] B0, 411 [].

The keys in BIKE can be thought of as corresponding to the first row of the
parity-check matrix H, as described in Expression [B). The weak keys for the
BIKE cryptosystem identified in [16], 40] are described as:

e Type I: keys with many consecutive nonzero bits,

e Type II: keys with nonzero bits at regular intervals,

e Type III: keys with many column intersections between the two cyclic
blocks.

In [3], the authors examine the iterative decoding performance of QC-MDPC codes
for use in the BIKE cryptosystem, focusing on experimental findings on the decod-
ing failure rate. One may note, as in [35], that Type I weak keys are also Type
IT weak keys. However, they are distinguished in the literature due to observed
differences in their impact on the DFR.
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There are other notions of weak key associated with BIKE, which we mention
here to avoid confusion with those we consider. In [5], the authors note that when
using a scheme in which

H=[H, H]
is the private key associated with public key
H' = [I H),

one may use factorizations of the polynomials h(z) defining the circulant matrix
H; to determine the polynomials associated with Hy and H;. These polynomials
are factors of 2" — 1. However, as pointed out above, r is selected as a large prime
such that " — 1 has only two factors over Fo. Hence, the term weak key used
here differs from that in [5]. In [I0], the authors apply the extended Euclidean
algorithm to uncover a private key from a public key. They use the term weak
key to mean any pair of private keys that can be recovered using the extended
Euclidean algorithm from public data, ultimately taking weak key to mean any
(h,h') € (Fa[z]/(z" — 1)), each having w nonzero terms, with deg h + degh’ < r.
As stated in [30], these types of weak keys are irrelevant to the IND-CCA security.
Hence, we do not consider them here.

In [41], the authors introduce the concept of the gathering property to define a
set of weak keys. For m € [r] and € € N, set

Koo = {(ho, hy) € (Fafz]/(z" —1))? | 3a € N with wt(hl**"™) = wt(hg) — e}

where the interval [a,a 4+ m) is taken modulo r. Loosely speaking, these keys are
such that all or most of the nonzero entries of hy are contained within a “relatively”
small portion of the interval from 0 to r — 1. In [41], € is taken to be 0 or 1.

Definition 2.2. A key (ho,hy) € (Fa[z]/(z" — 1))? is said to satisfy the (m,e)-
gathering property if and only if (ho,h1) € Kp, .

The notion of a distance spectrum of a key in BIKE was introduced in [19] and
further refined in [35]. We provide following definition of it and related terms.

Definition 2.3. Let H be a circulant matriz and let h € Falz]/(x" — 1) be the
polynomial associated with its first row.

(1) The distance between two positions i,j € [rlo in H is given by
d(i,7) =min{+ (j —4¢) mod r}.

(2) The multiplicity of a distance is the number of times it appears as the
difference of two degrees of nonzero monomials of h,

w(d, h) =1{(,4) | d(i,5) =6h;=h; =1,0<i<j<r}.
(3) The spectrum of h is the set of all nonzero distances with their multiplicity,
Spec(h) = {(6, (6, h) [ 6 € {1,..., [r/2]}}.

We introduce some additional terms that expand on those in Definition and
will allow us to provide additional insight into weak keys.
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Definition 2.4. Let H be a circulant matriz and let h € Fa[z]/{x" — 1) be the
polynomial associated with its first row.

(1) The full spectrum of h is
Spec(h) = [0 | d(i,j) =6, hi=h; =1,0<i<j<7],

the multiset of all nonzero distances between monzero monomials of h,
(2) The full multiplicity of a distance i is the number of times a distance appears
in Spec(h), or, equivalently,

V(i h) = [{(6, (6, h)) | (0, h) = i}
In other words, this is the multiplicity of a multiplicity of a distance.
(8) The distance multiplicity spectrum of h with wt(h) = d is

mSpec(h) = {(i,7(i, h)) | i € [d]o} -

Notice that in Definition 4] ~(i,h) < d — 1, because the number of times a
distance can appear is upper bounded by d — 1. Furthermore, vy(i,h) = d — 1
exactly when there exists ¢ € N with d(i,j) = ¢ for all sequential nonzero indices
of h.

We illustrate Definitions and 2.4] in the next example.

Example 2.5. Let h =1+ z + 2% + 2° € Falz]/(z!! — 1). The associated vector
representation of h ish = (1,1,0,0,0,0,0,0,1,1,0), and the corresponding circulant
parity-check matrix H is given by

—_
—_

=
Il
[=NeNeNoNeNel o]
OO OO OO
OO OO OFMFEO
S OO REFEOHFHREOO
OO R HFHFORFRMFEFOOO
OO R RO, R OOOO
—_— O RFRPROOOOoOO
H R, ORFRMFEFOOOOOO
O R OOOOoO oo
O R P OO0 O
H R, OOOOOOoORKRFO

1 00 00 0
We compute d(i, ) for all pairs i,5 € {0,1,8,9}:
d(0,1) =1, d(0,8) =3, d(0,9) =2, d(1,8) =4, d(1,9) =3, d(8,9) =1
and use these to determine the multiplicities of each distance 6 € {1,2,3,4,5}:
w(l,h) =2, w2,h)=1, wpB,h)=2, wpd,h)=1, pbB,h)=0.

Hence,
Spec(h) = {(1,2),(2,1),(3,2),(4,1),(5,0)}.

The full spectrum of h is the multiset of nonzero distances
Spec(h) =[1,1,2,3,3,4].
The distance multiplicities of each distance are

v(1,h) =2, ~(2,h)=2, ~(3,h)=0.
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And finally, the distance multiplicity spectrum of h is
mSpec(h) = {(1,2),(2,2),(3,0)}.

According to [35], Type I weak keys have several multiplicities of high frequency.
While there are fewer Type I weak keys than Type II weak keys, they have a more
adverse impact on DFR than Type II weak keys with a high frequency multiplicity
for a particular distance.

In the next section, we will develop the concepts needed to provide a new per-
spective on the notion of weak keys.

3. CYCLES AND WEAK KEYS

In this section, we will use combinatorial methods to provide an analysis of weak
keys, with a particular connection to 4-cycles in the associated code’s Tanner graph.
In Section [3.I] we look specifically at the cycle structure of weak keys in the BIKE
cryptosystem. In Section B.2] we extend these results to QC-MDPC codes more
generally.

We begin with a definition to be used in this section’s results.

Definition 3.1. Let H, H' € Fy*".

(1) The column intersection of columns i and j is
CI(i, ) = |SuppCol; H N SuppCol; H|,

the number of indices in which column i and column j are both equal to 1.
(2) The mazimum column intersection between H and H' is

MCI(H,H') = rnzﬁ | SuppCol; H N SuppCol; H'|
1,J€[r]o

the maximum intersection between any column in H with any column in
H'.

The correspondence between a polynomial h € Fo[z]/(z" —1) and its correspond-
ing circulant parity-check matrix H € F5*" is defined via row shifts—the first row
corresponds to indices of the nonzero coeflicients of h, and each row thereafter in
H is a shift of the row above by one index to the right. Most of the results in this
section focus on columns and column intersections, not rows and row intersections.
For this reason, we begin with Remark [3:2] which explains the correspondence be-
tween row and columns of a circulant matrix H.

Remark 3.2. Given some h € Falz]/{xz" — 1) and associated circulant parity-check
matriz H, there is a correspondence between the columns of H and the rows of H.
In particular, the row Row;H is the same as column c,_ _,_,, where the subscript
is taken modulo r and the ~' corresponds to inverting the order of the entries
of the vector. To see this, notice that the circulant of each 1 is at a diagonal,
and so the matrix H is symmetric about its opposite diagonal. Hence, there is a
distance-preserving correspondence between the columns and rows of the circulant
parity-check matriz H.
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3.1. BIKE. We begin by characterizing the column intersections of a single circu-
lant matrix.

Proposition 3.3. Let h € Falz]/(z" — 1) and H € F3*" be the circulant parity-
check matriz corresponding to h. Then, fori,j € [r]o,

OI(Za.]) = :u(d(ivj)v h)
In particular,
MCI(H) = wax {u(d(i, j), h)} = max {u(d(0, /), )}
i,4€[r]o j€lrlo
Proof. Consider Row; H and Row;H with i < j. Let ¢ be any index such that
(H)ie = (H)je =1 (ie. any row intersection). Because j > i, Row; H is a cyclic
shift of Row; H by (j — i) mod 7 positions, and so (H);¢—(j—; = 1 as well. But
Row; H is a cyclic shift of row RowoH by ¢ positions, and so (H)o—; = (H)oe—i =1
as well. Hence positions ¢ — j < ¢ — i are nonzero in RowyH. Note that
d(l—j, 0 —i)=min{({ —4i)— (L—j) modr,({—j)— (¢ —7j) modr}
=min{j —¢ mod r,i—j modr}

Hence, each pair contributing to the row intersection of Row; H and Row;H comes
from some pair of nonzero coordinates of RowgH with distance d(i,j). This ar-
gument also works in the backward direction and shows that the row intersec-
tion of rows Row; H and Row;H is u(d(i,j),h). By Remark B2, an equivalent
statement holds for columns, and so CI(i,5) = p(d(i,5),h). Then MCI(H) =
max; je], {#(d(i, j), h)} holds by definition. Now note that Col;yxH is a shift
by k (mod r) of Col; H. In particular, comparing ColgH to some ColyH (i.e.
computing the max column intersection of ColoH) is equivalent to comparing
Col;H to Col;1xH. In other words, it suffices to only calculate column inter-
sections between ColgH and columns Col; H with ¢ € [|r/2]], so MCI(H) =
manE[r]o{,u(d(Ovj)vh>}' U

Proposition demonstrates that all columns of a circulant matrix H have the
same maximum column intersection between the other columns in H. Therefore,
finding the maximum column intersection of one column is sufficient to find the
column intersection numbers of all other columns of a circulant matrix H.

In the next result, we provide a formula for counting 4-cycles within a single
circulant matrix. Notice that given a parity-check matrix H € F5*", a 4-cycle in
the Tanner graph T(H) arises precisely when there exist i,j € [r], ¢ # j, with
| Supp (Row; H) N Supp (Row,; H) |> 2.

Lemma 3.4. Let h € Fylz]/(z" — 1) and H € FL*" the circulant parity-check
matriz corresponding to h. The number of 4-cycles in the Tanner graph of H is

’ S o)

5=1
Proof. Let Row;H = (w; 1,...,w;,). Notice that given row Row, H, all subscripts
of Row,, H have been shifted from Row, H by m —n mod r positions, i.e. wy,; =
Wh it (m—n), all subscripts taken mod r.
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We claim that it suffices to count the 4-cycles with some entries in row 0 to
find all 4-cycles in H. Let j and k be such that j # k and wg; = wor = 1 and
¢ € [r — 1] be such that wy; = wy = 1 (i.e. the entries wo j, wo,x, we,;, and wy
give rise to the edges of a 4-cycle in the Tanner graph of H). Then, for any m,
the entries Wy, j4+m, Wi, k+m, Wetm,j+m, aNd Wetm k+m also form a 4-cycle. Because
m € {0,...,r—1} are all then contributing to a 4-cycle, for each 4-cycle with entries
in ColgH, there are r such 4-cycles in H. In the other direction, if wy, j, Wn &, Wi,
and wy, ; form the edges of a 4-cycle, then so do wo j—n, W0, k—n, Wm—n,j—n, and
Wyn—n,k—n, and hence they were counted when counting those from the first row.

Now we count the 4-cycles with entries in RowgH. By Proposition[3.3] the row in-
tersection between RowoH and Row; H is p(d(0,4), h), and so there are u(d(0,1), h)
pairs of ones in common between RowgH and Row; H. Selecting any two of these
gives a unique 4-cycle between the two rows. So the number of 4-cycles between
RowoH and Row;H is (“(d(oz’i)’h)) = (“(g’h)). We will now show that the 4-cycles
between RowgH and w,_; are the same as those between RowgH and Row; H, and
so they should only be counted once. To see this, suppose wo i, wo.¢, Wr—ik, and
wy_; ¢ correspond to vertices of a 4-cycle. Then taking cyclic shifts, w; k44, Wi ¢44,
Wo,k+i, and wo ¢4, also correspond to a 4-cycle between rows RowoH and Row; H.

Hence, the total number of 4-cycles with entries in RowgH is Z(ET:/EJ (“(‘;’h)). By
the earlier argument in this proof, this number multiplied by r gives all 4-cycles in
the Tanner graph. The result follows. ([l

We next give a reformulation of the equation given in Lemma B4 in terms of
the full multiplicities (see Definition 24]) which give the number of times a given
distance multiplicity appears in Spec(h).

Corollary 3.5. Given h € Fylz]/(z" — 1) and H € F3*" the circulant parity-check
matriz corresponding to h, the number of 4-cycles in the Tanner graph of H is

r 27@, h) (;)

Proof. Notice that if some multiplicity u € [d]o appears ¢ times in (), in the sum,
this multiplicity contributes z(g) 4-cycles. Further notice that p cannot be more
than d — 1, as no two rows in H can be identical. Also, because (g) = @) =0, we
can begin the sum at ¢ = 2.

Proposition 3.3l and Lemma [3.4] consider the column intersections and 4-cycles
within a single circulant matrix in a BIKE private key. The next step is to consider
the column intersections and 4-cycles between the two circulant matrices that make
up a private key. Proposition gives bounds on the maximum column intersec-
tion based on the full spectrum of hg and h;. Lemma B.7] immediately follows and
provides an exact value for the maximum column intersection as well as way to
count the number of 4-cycles between the two circulants.

Proposition 3.6. Let ho, b1 € Fa[z]/(z"—1) and let Hy, H1 € F5*" be the circulant
parity-check matrices corresponding to hg, h1, respectively. The mazimum column
intersection between Hy and Hy satisfies the following:



AVOIDING WEAK KEYS IN THE BIKE CRYPTOSYSTEM 13

(1) if Spec(ho) N Spec(h1) # 2,
2 < MCI(Ho, H1) < 2-|Spec(ho) N Spec(hq)| .
(2) MCI(Hy, H1) =1 if and only if Spec(ho) N Spec(hy) = .

Proof. Suppose & € Spec(hg) N Spec(h1). Then there are pairs ho;, hoj and hy;,
hl)j/ with d(ho)i, ho)j) = d(hl)i/, hl)j/) = 4. Taking a CyCliC shift h6 of ho by il —1
mod r gives nonzero entries hg ;i = hg o and by 40 = ho,jr. So hy and hy
have a column intersection of at least two.

By the same argument, for any 6 € Spec(hg) N Spec(hy), an intersection of
size two between a shift of hg and hy (or the reverse) can result in two indices of
intersection between the columns. In the most extreme case, each pair of distance
0 could result in two indices of intersection, proving 1.

If Spec(ho) N Spec(hy) = &, then MCI(Hy, H1) < 1. Aslong as hg and h; have
at least one nonzero index, the intersection is certainly nonzero, proving 2. O

Lemma 3.7. Let ho,hy € Falx]/(z" — 1) and let Hy, H; € Fy*" be the circulant
parity-check matrices corresponding to hg, hi, respectively. Define
ci := | Supp(ho) N Supp(h)|  for i € [r]o.
Then
(1) MCI(Hy, Hy) = max; ¢; and
(2) the number of 4-cycles between Hy and Hy is

r—1 ¢
r- .

> (3)

Proof. By Remark B.2] we can treat row vectors as column vectors, and so can
associate hg with the (r — 1)st column of Hp and h{ with the (r — 1)st column
of Hy. Because hi for i € [r]o correspond to the r columns of Hj, the set of ¢;’s
correspond to the intersections of the supports of the final column of Hy and each
of the columns of H;. We claim that this is the set of all column intersections
between Hy and Hy. Let |; ; be the jth column of H;. Similarly to in the proof of
PropositionB.3] note that column ¢; 1 is a cyclic shift by & (mod r) of column c¢; ;.
In particular, comparing some arbitrary cp ; with some arbitrary c; ;- is equivalent
to comparing cgr—1 With ¢ j11,—1_j, subscripts taken modulo r. So all column
intersections are calculated in this manner, and hence, the maximum of all these
intersections gives the maximum column intersection between Hy and Hy, proving
(1).

Selecting any two indices in Supp(ho) N Supp(h}) gives rise to a unique 4-cycle
between the final column in Hy and the i+1 mod 7 column in H;. Hence, between
these two columns, we have (‘:21) 4-cycles. Each of these 4-cycles is clearly unique,
as all involve a fixed column in Hy and a different column in Hy, so there are
Z::_é (‘22) 4-cycles between the final column of Hy and all columns of Hy. There
are r columns of Hy, each a cyclic column shift of the final column of Hy, and each

contributing Z::_ol (5) 4-cycles between the set column of Hy and all columns of

H;y. This gives that between Hy and H; there are in total r- Z:Ol (‘22) 4-cycles. O

Remark 3.8. The reader may notice that in Lemma [37, the indices range over
values in [r]o, while in Lemmal[3-4} the indices range over values {O, ceey L%J } Intu-
itively speaking, this is because for any 4-cycle with entries in the first column/row



14 AVOIDING WEAK KEYS IN THE BIKE CRYPTOSYSTEM

of a single circulant, any set of r 4-cycles coming from a set of shifts of this 4-
cycle has two shifts which result in having entries in the first row/column of that
circulant.

We are now ready to state the main theorem of this section, which gives a con-
cise way to count the number of 4-cycles in a BIKE private key matrix H = [Hy H;].

Theorem 3.9. Let ho, hy € Fo[z]/(z" — 1) and let Hy, Hy € F5*" be the circulant
parity-check matrices corresponding to hg, hi, respectively. Define

ci = |Supp(ho) N Supp(hy)|  for i € [ro.
Then the total number of 4-cycles in the matrix H = [HO Hl] 18

tzf (u(a,zho)) N tzf (u(a,zhl)) +z:§ (c2>

Proof. This is immediate from Lemma [3.4] and Lemma 3.7 O

3.2. General QC-MDPC Codes. The BIKE cryptosystem is easily generalized
to use a private key with an arbitrary number of circulant submatrices. We can
establish results analogous to Lemma 3.7 and Theorem [B.9] for general quasi-cyclic
MDPC codes.

Let h; j(z) € Fo[z]/(z" — 1) for i € {0,...,c—1} and j € {0,...,n0 — 1} and
let H;; € F{*" be the corresponding circulant matrices. For full generality, we
also assume that the h; ; do not have the same weights, i.e., it may happen that

|hi7j| = diyj 75 di/_’j/ =: |hi/,j/|- Let

Hy o Ho1 -+ Hopy-1
Hyg Hyp -+ Hipg—t e
(5) = : : . : ey
He 10 He11 -+ Heoing-1

be the quasi-cyclic matrix built from the H; ;. We sometimes refer to the H; ; as
blocks and their rows (resp., columns) as block rows (resp., block columns). We
will generalize the results from the previous section to count the number of total
4-cycles in H.

There are more ways for H to have 4-cycles when ng > 2 than there were in
the case where H consisted only of two circulant submatrices. We illustrate this in
Figure In particular, there are the following types of 4-cycles:

e Type A are contained entirely within a single circulant.

e Type B have two entries in the same column in two circulant subblocks
which share a block row.

e Type C have two entries in the same row in two circulant subblocks which
share a block column.

e Type D have one entry in each of four different circulant submatrices, where
these submatrices pairwise share block row/columns.
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In the case of BIKE, only type A and type B 4-cycles are present. With additional
block rows in H with ng > 2, there are two more types of 4-cycles that can appear.

FIGURE 2. This figure illustrates the types of 4-cycles, marked A,
B, C, and D, in a quasi-cyclic parity-check matrix H with circulant
blocks pictured as the small squares.

Lemma [3.4] gives the number of type A 4-cycles in any individual circulant sub-
matrix H; ;. Counting 4-cycles between any pair of circulant block submatrices in
the same row is essentially immediate from Lemma B but we will provide a re-
statement with more general notation as well as cover the case where block matrices
are in the same column in the propositions that follow shortly. First, we establish
notation for intersection numbers in this more general context.

Definition 3.10.
(1) Let h; j, hij € Faolz]/(z" — 1) with i # j be polynomials associated with
circulant matrices H; j, H; jo € Fy*". For k € [r]o, define the k™ column
intersection number to be

i = | Supp(hi ;) 0 Supp(hy ;1)
(2) Let h; j,hy; € Falx]/(x" — 1) with i # ' be polynomials associated with
circulant matrices H; j, Hy j € Fy*". For k € [r]o, define the k™ row
intersection number to be
rir gk o= | Supp(hi ) N Supp(hf/,j)‘ .
(8) Define the mazimum row intersection between the circulant matrices H, H' €

F5*" as

MRI(H,H') = ‘ma[X] | SuppRow; H N SuppRow; H'| .
,J€|r

The number of Type B 4-cycles between arbitrary circulants sharing a block row
is given in the next result which has Lemma [3.7 as a special case.
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Proposition 3.11. Let h; j, h; ;v € Faolz]|/(z" — 1) with j # j' be two polynomials
corresponding to circulant submatrices in H as in [@). Let H; j, H; jo € F5*" be the
circulant matrices corresponding to h; ;j and h; j, respectively. Then

(1) MC](HZ'J', Hiﬁj/) = Hlane[TO] Ci,j,5'k and

(2) the number of 4-cycles between H; ; and H; j/ is

r—1 c
0,4,3" K
r- .
> (“5)
k=0
Type C 4-cycles between circulants sharing a block column can be counted sim-
ilarly.

Proposition 3.12. Let h; ;, hiy ; € Faolz]/(z" — 1) with i # i’ be two polynomials
corresponding to circulant submatrices in H as in (#). Let H; j, Hy ; € F5*" be the
circulant matrices corresponding to h; j and hy ;, respectively. Then

(1) MRI(HLJ', Hi/_’j) = mane[r]O Ti4 4,k and

(2) the number of 4-cycles between H; ; and Hy ; is

. Ti <7”“/23k)

k=0
Proof. This follows from Proposition B.I1] and Remark d

Now we develop the tools to count the number of type D 4-cycles within H.

Proposition 3.13. Let H € F5*"™° be a quasi-cyclic matriz as in (3). Let h;; €
Folx]/{(x" — 1) for i € [clo and j € [nolo be the polynomials corresponding to the
circulant submatrices H; ; of H. The number of 4-cycles in H is given by the
number of tuples (i,i', 7,7 ,m,m',n,n’) € [c]2 x [no]3 x [r]s with i < i’ and j < j'
such that

(6) higla™ ™) = hi g [z 7] = Ry 6" = ha e T =1

where exponent operations are taken modulo r. Further, the search space for such
tuples can be reduced by setting any one of n, n', m, orm’ to 0 (or any other indez)
and multiplying the number of such tuples by r.

Proof. We first show that any such tuple corresponds to a unique 4-cycle. We claim
that such a tuple corresponds to a 1 in the following matrix entries: (H; ;)mn,
(Hi,j/)m,n/; (Hi/,j)m’,n7 and (Hi/,j’)m',n'- We will show that (Hi,j)m,n = 1if
and only if h; ;[z"~™] = 1. That h;; corresponds to H;; and vice versa is im-
mediate from the correspondence between circulant matrices and polynomials. If
(H; j)m,n = 1, there is some corresponding nonzero entry in Rowy H; ;. Because the
entry (H; j)m,n is in Row,, H; j, we need to move m indices to the left. This gives
COln,mHi)j in ROWlHi_’j. Hence if (Hi,j)m,n = 1, it must be that hi)j[xnim] =1.
The argument is similar in the other direction to show that h; ;[z"~™] = 1 implies
(H; j)mmn = 1. The arguments for (H; j/ )mn's (Hir j)m' m, and (Hy j/)ms ns are also
similar. For uniqueness, note that any 4-cycle involving one entry in each of four
different circulant sub-matrices has a unique set of two row indices (i, i) and col-
umn indices (j, j'). The i < i’ and j < j' conditions on the tuple guarantee that
any 4-cycle is only counted once.



AVOIDING WEAK KEYS IN THE BIKE CRYPTOSYSTEM 17

We will now show that any 4-cycle corresponds to a unique tuple. A 4-cycle
involving four different circulants involves exactly two rows and two columns, where
the two rows lie in two different block rows and the two columns lie in two different
block columns. Let i, € [c]o be the block row indices with ¢ < ¢, and 7, 5" € [nolo
be the block column indices with j < j'. The row index in block row 7 is some value
m € [r]o from the top of the block row and similarly for m’, and the column index
in block column j is some value n € [r]p from the leftmost column and similarly for
n'. So any 4-cycle corresponds to exactly one tuple.

Now, let (i,4', 4,5, m,m',n,n’) be a tuple corresponding to a 4-cycle. Fix i, i/,
j,and j'. If row m in block row ¢, row m’ in block row ¢/, column n in block row j,
and column n’ in block row j' all have 1’s, then because of the circulant nature of
the block matrices, going down one row and right one column also corresponds to a
4-cycle, i.e., (i,7,7,7 ,m+1,m +1,n+1,n +1) is also a 4-cycle. So any of these
four indices m, m/, n, and n’ can be fixed to some value and the total number with
the three remaining indices varying can be multiplied by r. ([l

It remains an open question to obtain a closed form expression for the number
of Type D 4-cycles when ng > 2. Because these types of cycles do not arise in the
parity-check matrices for the BIKE cryptosystem (which has ny = 2), we are able
to count all 4-cycles that may impact BIKE in Theorem

4. FILTERING BASED ON CYCLE STRUCTURE

In this section, we establish a filter that utilizes the tools developed in the previ-
ous section, inspired by the filtering algorithm given in [40] which filters both Type
IT and Type III weak keys. Recall that Type I weak keys a subset of Type II weak
keys. In [40], it was shown that Type I weak keys contribute more to DFR than
Type IT weak keys because they have larger column intersection values that are not
their maximum column intersection value.

We are now ready to present the new filtering algorithm, Algorithm[Il By keeping
track of column intersection values in addition to the maximum column intersection,
the procedure weights Type I weak keys more heavily. It filters keys with other
column intersection values, motivated by the following observation. Suppose that T’
is the maximum column intersection we would like the filter to avoid. An algorithm
that avoids a T column intersection is avoiding r(g) 4-cycles in H. If one would like
to avoid the 4-cycles caused by a single 7' column intersection, then, intuitively,
4-cycles that contribute to column intersections less than 7" should be avoided also.
The number of 4-cycles in a key is given by

d—1 ) d—1 ) r—1 -1
2 (Z st (3) + S (5) + 3 <2>> =3 (Sus+ S5+ Q0 (3).

=2 i=2 i=0 6=2
Here, the expression on the left-hand side is from Theorem [3.9] and the right-hand
side is as used in Algorithm [[I This expression suggests a natural choice for a
weight vector: w, where w; = (;) gives the number of 4-cycles corresponding to
a pair of columns with intersection ¢. Notice that different choices for w could be
selected, providing flexibility in the algorithm.

The differences between Algorithm [[l and that in [40] are the following:
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A weight vector w must be specified, and corresponds to the “badness” of
any column intersection value.

e The threshold s is no longer directly tied to maximum column intersection.

e Distance spectra (Sp, S1, and @ in Algorithm[Il) must be allocated to mem-
ory.

e What was the Type III weak key filter now checks column intersections
between a column in Hy and all columns in H;. The existing algorithm
computed d? vector weights in this area and this algorithm computes r
vector weights.

e There is an additional step before rejecting keys.

The only additional computation in the new algorithm is the step for rejecting
keys. A key cannot be rejected until all spectra have been calculated. In the
original algorithm, if a key failed the Type II test, the Type III test would not run.
In this sense, Algorithm [l requires only minimally more computational power.

Algorithm [ does not distinguish between weak key types and instead assumes
that all 4-cycles contribute equally to decoder failure. The algorithm could easily
be modified so that there are different weights for column intersections between Hy
and H; and within one of H; could easily be implemented.

The operation * in Line 12 corresponds to computing the common nonzero co-
efficients between ho and x*h;, which are also the column intersection numbers.

Algorithm [ filters keys with the (m, ¢)-gathering property. A similar circum-
stance as Type I weak keys is almost certainly responsible for the class of weak keys
with the (m, €)-gathering property introduced in [41] (see Definition 2:2]). These are
keys (hg,h;) € K, ¢ such that most (all but € many) of the nonzero entries of hg
are contained within a length m interval of [r]o. In [41], m < 5. Because these keys
have their indices packed together, they are more likely to have higher multiplicities
of column intersections, even if they do not have a large enough maximum column
intersection to be filtered as Type II weak keys. Hence, Algorithm [ will also filter
the (m, €)-gathering weak keys, or at least the subset of these keys that is likely to
be detrimental in decoding.

5. COMPLETE AVOIDANCE OF 4-CYCLES

A natural question to ask, given that short cycles contribute so negatively to
iterative decoding, is if 4-cycles can be avoided in their entirety. In the BIKE
setting, for both hg, hy € Falz]/{z" — 1), u(0, h;) € {0,1} for all 6 € {1,...,|r/2]}.
In other words, there are no repeated distances in the distance spectra of hg and

hi. This means that each of the (g) distances from hg are distinct, each of the
(g) distances from h; are distinct, and these two sets of distances are also distinct.
g) + (g) = 2(3) different distances. But there are only
L%J possible distances, and so we require

3)>2(3)

This requires, at minimum, (
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Algorithm 1 Filter weak keys based on column intersection profile.

Input: Block size r, column weight d, weight vector w = (wy, ..., wa—1)
threshold s, key hg = L R ;Cjo,d7 hy = It o I
: for i € {0,1} do
for k€ {1,...,d} do
for te{k+1,...,d} do
0 d(Jik, Jie)
Sis < Sis+1
end for
end for
end for
10: Q<+ 0
11: for k€ {0,...,7r—1} do
12: 0+ ’ho * xkhl‘
13: Qs + Qs+ 1
14: end for
15: T <0
16: for 6 € {0,...,d—1} do
17 T =ws(So,s + S1,6 + Qs)
18: if T > s then

19: return Reject
20: end if
21: end for

22: return Accept

Rearranging and losing the floor function, this simplifies to » > 2d(d — 1). More
simply,

r > 2d%.
The MDPC code requirement for BIKE is that 2d ~ v/2r. This indicates that it
should theoretically be possible to avoid 4-cycles completely. However, none of the
suggested BIKE parameters given in Table [ are such that r > 2d2.

In [40], the author approximates the probabilities of a random hg € Fa[z]/{(x" —1)
will have maximum column intersection m. Assuming the independence of mul-
tiplicities of the spectrum, they show for m € [d]o and § € [|5]|] and h €
Fy[z])/{z" — 1) that:

e the probability of a particular multiplicity is
d—1 r—d—1
T(dfmfl) (dfmfl)
(d—=m)())

e the probability of a particular upper bound on the multiplicity is

P (u(d,h) =m) =

P max o, h <m>— 1 — )72,
<5€{17~~~;LT/2J}'M( ) ( )

Table [ gives some small values of r as well as the r suggested for BIKE with
A = 128 bit security (r = 12323) and provides p<2, the probability that a random
ho € Fa[z]/{xz"—1) is 4-cycle free. The suggested value for d in the r = 12323 setting
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is 142. The maximum d value with r = 12323 that could possibly have a 4-cycle
free representation is d = 78. However, as shown in the table, with r = 12323,
for any value of d > 20, the probability of a polynomial having this property is
essentially zero. This demonstrates that it is not feasible to try to obtain such keys
randomly.

r=>5587 | r="587|r=12323
0.9682 | 0.9698 0.9984
0.8986 | 0.9035 0.9944
0.7675 | 0.7778 0.9851
0.5782 | 0.5941 0.9666
0.3661 | 0.3844 0.9343
9 | 0.1850 | 0.2005 0.8825
10| 0.0708 | 0.0801 0.8061
11| 0.0195 | 0.0233 0.7025
12 NA 0.0047 0.5738

0~ O U x|

13 NA NA 0.4297
14 NA NA 0.2869
15 NA NA 0.1650
20 NA NA 0.0002

TABLE 2. The probability that a random hg with r, d as given will
have maximum column intersection 1.

QC-MDPC codes without 4-cycles can be constructed algebraically by using
difference families, which are a highly structured class of sets. This idea was pre-
viously considered for quasi-cyclic LDPC codes in [31], with a focus on high-rate
codes with column weights 3 or 4. Specific algebraic code constructions from highly
structured sets are unlikely to be helpful in cryptographic settings, since these sets
are not large enough to behave as sets of random codes. Even so, they may be
interesting to study as codes in their own right.

We close this section with a brief discussion on general QC-MDPC codes. In
[32], the authors provide bounds on the weights of circulant matrices making up
a quasi-cyclic parity-check matrix that could result in a quasi-cyclic matrix free of
4-cycles. The result is stated below, rephrased to better fit the setting in this paper.

Remark 5.1. In [32], the authors provide bounds on the weights of circulant blocks
of a quasi-cyclic parity-check matrix H € FJ that could result in a quasi-cyclic
matriz free of 4-cycles, showing that a necessary condition for H to have girth (at
least) 6, the circulants must be of size r > max{X,Y, Z} where

X = max;e(c, {2 Zyigl (wt(gi,j))} ,
Yy = maX;je[nglo {2 ch;(} (wt(giyj))} )

no—1
2z = maxi;éi’,i,i’e[do{za‘io (wt(hz',j)'wt(hz",j)}-
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The BIKE setting can be recovered from the more general Remark 5.1l by taking
c=0,no =1, and wt(h; ;) = d. It is worth noting that taking r larger than
this bound does not guarantee that there exists any QC-MDPC code parity-check
matrix with the given circulant row weight d without 4-cycles.

6. EXPERIMENTAL RESULTS

We computed the number of 4-cycles in the recorded decoding failures of non-
weak keys in three cases, making use of the data provided by [3] and available at [4].
In addition, we computed the number of 4-cycles in the recorded decoding failures
of weak keys in both the r = 557 and r = 587 cases with T'= 3 (no such data was
provided for T'= 4 and r = 587). The work of [3] aimed to estimate the DFR of
BIKE by calculating it explicitly for small values of r and extrapolating from those
the DFRs for values of r, d, and t proposed for actual use. They considered values
of r prime with 389 < r < 827 such that 2" — 1 has only two irreducible factors
modulo 2 and use d = 15 and ¢ = 18. We focused on the r = 557 and r = 587
cases, as they also provided weak key data for those two values. In both r = 557
and r = 587, they used T' = 3 as a threshold, which corresponds to filtering keys
with any column intersections higher than 2. In the r» = 587 case, they also used
T =4 as a threshold, which filtered keys with column intersections higher than 3.

We generated 1000 keys in each of the three cases, using the same filtering
algorithm as the weak keys that resulted in decoding failures used. Tables[Bl d and
provide some basic differences in the number of 4-cycles in both the keys that
resulted in decoding failures and the randomly generated keys. In the tables, H;
Average, Minimum, and Maximum are combined data from cycles within the single
circulants Hy and Hp, because there is no structural difference between cycles of
these types. The numbers given for Hy | H; Average, Minimum, and Maximum
indicate 4-cycles with a variable node in each of Hy and H;. The values for Total
Average, Minimum, and Maximum are the sums of 4-cycles in Hy, H1, and between
the two circulants.

keys with decoding failures | randomly generated keys
H; Average 7307 7103
H; Minimum 1114 1671
H; Maximum 13368 12811
Hy | Hy Average 18475 18032
Hy | Hy Minimum 13925 11697
Hy | Hy Maximum 23951 24058
Total Average 33090 32239
Total Minimum 26179 23394
Total Maximum 40104 41218

TABLE 3. Cycles in non-weak keys with decoding failures (n =
177) and randomly generated non-weak keys (n = 1000) when
r=>537and T = 3.

In order to determine if any of these differences were significant, we calculated
the p-values for the differences in the means of each of these groups. These are
provided in Table[6l It is clear from the values that there are more total 4-cycles
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in the keys with decoding failures than those without. This is to be expected given
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keys with decoding failures

randomly generated keys

H,; Average

H; Minimum

H; Maximum

Hy | Hy Average
Hy | H; Minimum
Hy | Hy Maximum
Total Average
Total Minimum
Total Maximum

8307

1761
15849
18472
14088
24067
35087
27002
44025

7206

1761
14088
18208
11740
26415
32620
23480
41677

TABLE 4. Cycles in non-weak keys with decoding failures (n =

128) and randomly generated non-weak keys (n

r=>587 and T = 3.

1000) when

keys with decoding failures

randomly generated keys

H; Average

H; Minimum

H; Maximum

Hy | Hy Average
Hy | H; Minimum
Hy | H; Maximum
Total Average
Total Minimum
Total Maximum

10112
2348
20545
21803
15262
28763
42026
33459
51656

9328

1761
19958
21438
12914
33459
40094
26415
59287

TABLE 5. Cycles in non-weak keys with decoding failures (n = 42)
and randomly generated non-weak keys (n = 1000) when r = 587

and T = 4.
r=557,T=3|r=587,T=3|r=587,T=4
H; 0.041 < 0.001 0.012
Hy | Hy 0.013 0.208 0.471
Total < 0.001 < 0.001 0.015

TABLE 6. p-values for the difference in the means of the number
of 4-cycles in each of the three cases.

the negative impact of short cycles on iterative decoding.

The results very strongly suggest that there are significantly more 4-cycles within
the H; in the keys with decoding failures. The evidence for prevalence of 4-cycles
across the two circulants is less clear, but the datasets for the two r = 587 cases are
smaller than the dataset for the r = 557 case. It is possible that with with more
keys that exhibited decoder failure, a difference would also be seen in this category.
Nonetheless, we see that prevalence of 4-cycles, especially those within a single
circulant, is a distinguishing factor between keys that exhibited decoder failure and
arbitrary keys. This suggests that one should prioritize minimizing short cycles in

a single circulant over concerns about cycles arising across circulants.
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7. CONCLUSION

In this paper, we considered the prevalence of 4-cycles as structures leading
to decoding failure for the iterative decoder used in BIKE. We defined the full
spectrum to explain the cycle structure of the graphs. We provided a new filter
for the allowable keys in BIKE. We extended these results from the codes used
in BIKE to more general parity-check codes. We obtained experimental results
suggesting that the impact of 4-cycles within a single circulant is more detrimental
than those across circulants. In additional study, it may be worthwhile to perform
parameter analysis as in the new work [2]. We note that Round 4 of the NIST
PQC Standardization process concluded following submission of this manuscript,
with HQC being selected.
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