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Farimehr Schlake

Abstract

The main aspiration behind the contributions of this research work is the achievement of
simultaneuos delay-efficiency, autonomy, and security through innovative protocol design to address
complex real-life problems. To achieve this, we take a holistic approach. We apply theoretical
mathematical modeling implementing implications of social-economic behavioral characteristics to
propose a cross-layer network security protocol. We further complement this approach by a layer-
specific focus with implementations at two lower OSI layers.

For the cross-layer design, we suggest the use of game and mechanism design theories. We
design a network-wide consumer-centric and delay-efficient security protocol, DSIC-S. It induces
a Dominant Strategy Incentive Compatible equilibrium among all rational and selfish nodes. We
prove it is network-wide socially desirable and Pareto optimal. We address resource management and
delay-efficiency through synergy of several design aspects. We propose a scenario-based security
model with different levels. Furthermore, we design a valuation system to integrate the caused
delay in selection of security algorithms at each node without consumer’s knowledge of the actual
delays. We achieve this by incorporating the consumer’s valuation system, in the calculation of the
credit transfers through the Vickrey-Clarke-Groves (VCG) payments with Clarke’s pivotal rule.
As the utmost significant contribution of this work, we solve the revelation theorem’s problem of
misrepresentation of agents’ private information in mechanism design theory through the proposed
design. We design an incentive model and incorporate the valuations in the incentives. The

simulations validate the theoretical results. They prove the significance of this model and among
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others show the correlation of the credit transfers to actual delays and security valuations.

In the layer-specific approach for the network-layer, we implement the DSIC-S protocol to extend
current [Psec and IKEv2 protocols. [Psec-O and IKEv2-O inherit the strong properties of DSIC-S
through the proposed extensions.

Furthermore, we propose yet another layer-specific protocol, the SME_Q, for the datalink layer
based on ATM. We develop an extensive simulation software, SMEQSIM, to simulate ATM security
negotiations. We simulate the proposed protocol in a comprehensive real-life ATM network and

prove the significance of this research work.
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CLR,. In the QoS Class predefined (acceptable) Cell Loss Ratio for the connection.

CoS Classes of Service

CPS Common Part Sublayer

CS Convergence Sublayer

CTD Cell Transfer Delay

CTD, The SA,;, introduced Cell Transfer Delay value according to its SAC_Q table.

CTD(I)’Sl The SA(D introduced Cell Transfer Delay value according to its SAC Q table for the
first service.

CTD , The SA(I) introduced Cell Transfer Delay value according to its SAC_Q table for
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CTD,, The SA(])n introduced Cell Transfer Delay value according to its SAC_Q table.
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the first service.

CID The SA, ;) introduced Cell Transfer Delay value according to its SAC_Q table for
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CTD 1y, The intervening network introduced Cell Transfer Delay value.

CTD,, The SA(R) introduced Cell Transfer Delay value according to its SAC_Q table.

CTD s The SA int_roduced Cell Transfer Delay value according to its SAC_Q table for
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CID The SA ; introduced Cell Transfer Delay value according to its SAC_Q table for

the second service.
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IE Information Element

IE Information Element
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RFC
RSVP
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The developed protocol guaranteeing QoS based on IPSEC and IP
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Integrated Services Digital Network
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Responding Security Agent
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SS7 Signaling System Number 7

SSCS Service-Specific Convergence Sublayer
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TCP Transmission Control Protocol
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0. =[V,, VA] x [D, DJ. It is the set of all possible types of SA..

S, Set of possible actions or pure strategies of SA, with
ie N={1,2,..,n}.
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Chapter

1

Introduction

1.1  Overview and Motivation

Never before have the global health, economic, technological, educational and political operations
been this dependent on the integrated digital voice, data and video communications. Multimedia
applications have found their commonplace in both private and public business sectors. Applications
from power and smart grid communications, telemedicine, electronic commerce, video conferencing
and distant learning to video-on-demand, movie and interactive gaming have become steady parts
of daily life.

This vital reliance introduces even more critical requirements on the security, privacy and protection
of the communication networks and simultaneously on the level of Traffic Quality of Service (QoS)
they can offer. The world’s political events of the recent years are self-explanatory confirmation for
the greater need for privacy protection and security in communications and the realization of the

need to address the social component in addition to the technological aspects.
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The technology cannot be observed in isolation. Social economic aspects constitute an important
part of this communications network. Human behavioral characteristics of selfishness and rationality
affect decision making process in management and parameter selection at the technical level. By
the same token, economics and market driven forces impact these implementations profoundly.

The hybrid and heterogeneous nature of the world’s communications network comprising of
various technologies, underline this necessity to ensure the attention to every single technology in
this landscape and not only to a few selected ones. In some network security research today this
diversity is used as an added benefit for stronger protection against attacks. Altyough historically,
now and then, one or the other technology gets the most attention for a period of time!

At the same time, the intolerance to delay and loss at different levels demands special attention
to implementations for interactive and real-time applications. In order to keep these daily critical
operations in tact, the quality of service provided by the underlying communication network
infrastructure should be managed and controlled. Network security and QoS need to be paid attention
to hand-in-hand and in a concert. New shifts of realms and ever expanding cutting-edge networking
technologies such as cloud computing make this necessity even more critical by introducing new
services as utilities.

All of these impose the need for a holistic approach. Mathematical modeling and design of delay-
efficient security protocols are needed, which enable this network-wide control and management
naturally and truthfully, given the social behavioral and economics characteristics. The consumers
should be rest assured that their desired security services for each connection are delivered within
the promised levels. These innovative protocols should establish a natural equilibrium among
the nodes, so they find it to their best advantage to follow a socially desired and Pareto optimal
strategy for their actions in terms of providing network security and delay efficiency. Both cross
layer attention to security protocols and proprietary implementation at each specific layer is needed.
Existing security protocols need to be updated in this respect and new ones should be innovated.

These requirements have been the motivation and driving factors behind this research work,

the design of delay-efficient security protocols both with a cross-layer, across network approach
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complemented by a layer-specific focus. For the first objective, we use game and mechanism design
theoretical concepts to develop a cross-layer optimal consumer-centric and delay-efficient security
protocol. For the latter goal, we take the most important and in use security protocols of two lower
layers, the datalink and network layers, namely /Psec [RFC_4301], and ATM Security Specification

Version 1.1 [SEC_11] to propose extensions to their existing designs.

1.2  Statement of the Problem: Security and QoS Tradeoff

Today’s more than ever critical network protection is offered by security services such as
authentication, confidentiality, data integrity and access control. These services are implemented
by selecting desired and appropriate security algorithms. These, however, introduce degradations
to the requested level of Traffic Quality of Service in the form of additional delays and cell losses
according to the selected mode of operation for a particular security mechanism and the chosen
service during a connection, to name but a few. Confidentiality and data integrity security services
in particular introduce significant degradations that are repeatedly implemented during the data
transmission phase at a cell, datagram or packet level and are the two services used to illustrate the
proposed solutions of this work.

Confidentiality security service is supported by encryption of the user data at the cell or packet
level. Depending on the used security protocol and the specific layer, the payload or parts of the
header are encrypted and routed with the header information toward the network. This mechanism is
negotiated at the connection establishment phase and performed repeatedly in the data transfer phase
of the connection for every cell of the data flow. At this time, the security algorithm and the mode
of operation for this security association are determined for the life of the connection. Therefore,
the cryptographic algorithm chosen to provide confidentiality and the mode the encryption device
is operating in, are of significance to the influence on the requested Traftfic QoS objectives.

The Data Integrity security service is supported by appending Message Authentication Code
(MAC) or in some cases also a sequence number. This provides a means for detection of modification
to data values or a sequence of data values. This mechanism is also performed repeatedly in the data

transfer phase of the connection for every cell of the data flow according to the, at the connection
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establishment phase, negotiated parameters. At this time, the cryptographic algorithm for this
security association is determined for the life time of the connection. Therefore, what cryptographic
algorithm is chosen to provide Data Integrity is also of significance to the influence on the requested
Traffic QoS objectives.

On the other hand, the strength of a chosen security algorithm is correlated with this degradation
and the caused delay. The strength is mainly evaluated by the security algorithm’s invulnerability
to various attacks of cryptanalysis. This, by itself, is influenced by many aspects like the design of
the algorithm, the method of initial key setup, the number of key changes, the number of rounds in
the design of the algorithm to produce final encryption, the used block-size, the key size used for
the encryption and the size of data it is used for [NaJm_O5][EAH_10][BiEl 99][SbWd 00]. The
performance, in addition to the above, is affected by the combination of different aspects like the
computing environment, what CPU speed, software or hardware implementation, software language
choice, the optimization of code, mode of operation and the data transfer size and scenario.

In recent years this need to address both security and QoS have been paid attention through
different more general approaches. The current literature and existing standardized security protocols
at different layers do not yet take security mechanisms as an additional specific source for the
QoS degradations into account. In addition none has paid a cross-disciplinary social-economic-
technological approach to the design of optimal delay-efficient secruity protocol. The standardized
protocols defining security operations and QoS signaling procedures today coexist rather separately
without regards to the above problem.

It is the goal of this research work to bring the separately defined and standardized Traffic
QoS signaling procedures and security protocols together and optimize the decision making and
negotiation for this tradeoff with regards to social-economic-technological impacts. We approach
this, first by taking a generalized cross-layer, across network approach and develop an optimal
consumer-centric delay-efficient security protocol. Then, we focus on two existing standardized
security protocols for two different layers, ATM Security Specifications Version 1.1 [SEC 11] and

[Psec [RFC_4301] and their related specifications.
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1.3  Brief Literature Review

The current security protocol literature does not take security mechanisms as an additional specific
source for the QoS degradations into account. As a holistic approach, addressing social-economic-
technological impact, there has been no attempt in use of mathematical modeling tools such as game
and mechanism design theories to develop cross layer, across network optimal delay-efficient security
protocols. As a layer specific approach, the standardized protocols defining security operations and
QoS signaling procedures coexist rather separately without regards to above problem.

To address this holistic view, game theoretic approaches have been proposed for modeling
and optimization in different areas of the field of communications networks for quite some time.
Implementation of mechanism design theory in this field is also becoming increasingly popular.

These approaches in the areas of network security and its impact on performance and resource
management focus on variety of different problems. Theodorakopoulos and Baras [TgBj 08]
enforce upper bounds on damage from malicious users. Chen and Leneutre [CILj 09] derive the
expected behaviors of rational attackers, the minimum monitor resource requirement, and the
optimal strategy of the defenders and then provide guidelines for IDS design and deployment.
Otrok et al. [OMWDB_08] address the tradeoft between security and the resource consumption
of IDSs for prolonging the lifetime of nodes and increasing their security in MANETSs. Liu et al.
[LZY 05] present a general incentive-based method to model and infer attacker intent, objectives
and strategy. Bohacek etal. [ BHLLO 07], introduce the Game-Theoretic Stochastic Routing (GTSR)
framework, to make connection eavesdropping attacks maximally difficult and address the tradeoft
among security, fault-tolerance, delay and throughput. Chen and Wu [CsWm_ 10] improve routing
security risk and delivery ratio according to a tradeoff coefficient.

Non-holistic approaches — only at the technology level — of addressing the need of security
and QoS have been getting increased attentions in the recent years as well. Specifically E-Health
applications constitute one of the recent forerunners with applications such as Wireless Body Area
Network (WBAN), Barua, et.al [BAX 11] propose packet scheduling offering a data integrity

scheme. Mao et al. [MSL_10] propose a trust-based QoS management scheme to assure security.
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Zhu and Zhang [ZhZh 08] integrate QoS measures into a proposed trust model. As part of this
research work, we take reputation and trust as a driving force impacting the decisions of the agents.
In fact, as interesting further research, we recommend the input of our solution into a reputation
and trust-based model.

As pointed out above, we can see that the use of game theory and mechanism design theories is
quite popular in addressing the security and overall performance of communications from diverse
angles and with different focuses. To the best of our knowledge, there has been no mechanism
design theoretic approach to design of optimal delay-efficient security protocols. The research
work presented here introduces yet another promising perspective and implementation use of these
theories.

At the Network Layer, in the IP paradigm, the Integrated Services (IntServ) Architecture
[REC _1633] is designed to support an end-to-end capability providing “Guaranteed QoS”. The
intolerant applications can take advantage of the Guaranteed Service model [RFC 2212]. On the
security side, /Psec [RFC_4301] offers security services at the IP layer. Through IKEv2 protocol
[RFC _5996], it provides the capability to select required security protocols, determine algorithms to
use for the services and use cryptographic keys required to provide these services. The corresponding
Security Associations (SA) or SA bundles are implemented accordingly to a particular packet and the
security service(s) are provided. The IPsec [RFC 4301] and IKEv2 [RFC 5996] specifications do
not provide a solution to the problem of causing additional degradations to the QoS of the network.
As we can see, even at this layer the existing standards coexist separately. As part of this research
work, we propose IPsec-O and IKEv2-O as a delay-efficient IPsec.

At the Datalink Layer, the ATM Security Specification Version 1.1 [SEC 11] defines and
standardizes functions and procedures to support security objectives in ATM networks. Security
services are defined to support negotiation of multiple standardized and non—standardized security
algorithms and modes of operation to allow interoperability in wide area networks. Two security
protocols are defined for this purpose, The Out-band Security Message Exchange (SME) and the

In-band SME. The Out-band SME supports security negotiation during the establishment phase of an
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ATM connection using specific signaling Virtual Channels. /n-band SME, however, communicates
these objectives through the already established user channel after the connection establishment
phase. This specification does not offer a solution to the problem of causing additional degradations
to the QoS of the network.

The ATM Standards, UNI Signaling Specification 3.1 [USIG_31] and UNI Signaling Specification
4.1 [USIG 41], in addition to the ITU-T Recommendation Q.2931 [ITUQ 2931] have defined
signaling protocols for handling the QoS negotiations in ATM SVCs in user to network interfaces.
These parameters are determined in the connection establishment phase and are to be met or exceeded
by the intervening networks during the course of the ATM connection. After the agreement upon
the QoS parameters the ATM connection is established and the ATM endpoint observes a consistent
level of QoS for its connection. The end-to-end objective of QoS is then met.

UNI Signaling Specification 4.1 [USIG_41] defines the information elements and procedures
required for specifying individual QoS parameter values for the ATM connections. This standard
defines Cell Transfer Delay (CTD), Cell Delay Variation (CDV) and Cell Loss Ratio (CLR) QoS
parameters to be negotiable during the ATM connection establishment phase. The negotiation of
these parameters is either done individually or on the basis of predefined QoS Classes.

As described above, there is a need of an holistic approach developing cross layer delay-efficient
security protocols. It is also imperative to enhance the existing standardized layer-specific security
protocols in terms of delay efficiency. The existing standardized security protocols to date do not
take the degradations of requested and agreed upon Traffic Quality of Service caused by security
implementations into account. The standardized security and QoS protocols coexist and research
each area of interest rather separately without regard to above problem. It is the goal of this research
work to bring the separately defined and standardized Traffic QoS signaling procedures and security
protocols together and optimize the decision making and negotiation for this tradeoff in both a

cross-layer and a layer-specific approach.
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1.4 Main Contributions of this Research Work

The degradation of the QoS parameters induced by the transmission characteristics of the
intervening networks and the processing procedures in the endpoints is a well-known fact. The
various causes such as queuing behavior, buffer capacity and resource allocation procedures, to
name but a few, have been paid a thorough attention.

Security operations are another important source of Traffic QoS degradation along secured networks.
The different security services can be supported by a set of alternative security mechanisms. Each
of which introduces a different value of degradation to various negotiable Traffic QoS parameters.
This fact builds the core focus of this work. There is always a tradeoff between the strength of
the security through the selection of different mechanisms and algorithms and the provided QoS.
Without any attempt to consider these additional degradations, the already established negotiable
Traffic QoS requested by the end user will decrease during the security operations or in worst case,
would fail the connection.

On the other hand, the technology cannot be observed in isolation. Social economic aspects
constitute an important part of this communications network. Human behavioral characteristics
of selfishness and rationality affect decision making process in management and parameter choice
at the technical level. By the same token, economics and market driven forces impact these
implementations profoundly.

The main contribution of this research work is to address these issues as a whole and propose
delay-efficient autonomous security protocols from two different perspectives. First, through a
holistic cross layer and across network approach using mathematical modeling tools such as game
and mechanism design theories to design and develop consumer-centric delay efficient security
protocols. Second, a layer specific approach by proposing extensions to already existing standardized
protocols at different layers, the datalink and network layers.

As the cross-layer and across network approach, we develop DSIC-S, a scenario-based model
for three different levels of security. In this model, the security algorithms for each level are ranked

based on the valuation of the level of security they offer and their occurring delay. We propose the
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use of incentives to counteract the selfishness of the players to participate voluntarily in a manner
requested by the consumer or social planner of the mechanism -individual rationality. We incorporate
appropriate allocation rules and VCG payment scheme with Clarke’s pivotal rule in the security
protocol to implement the Social Choice Function truthfully in dominant strategy. To enforce
the security and delay trade-off in the decision making of the nodes, we propose that the VCG
payment calculation be a function of the valuation and rank of the announced security algorithm
based on consumer’s valuations and desired security or delay, depending on the governing security
scenario. We further propose different weighted formulas according to the governing scenario for
the calculation of these ranks.

We solve the important problem of misrepresentation of agents’ private information in mechanism
design and revelation theories for a delay-efficient security protocol through the proposed DSIC-S
design. We incorporate a valuation system to integrate the caused delay at each node in selection
of security algorithms without consumer’s, the planner’s, knowledge of the actual delays. The
incentive model uniquely uses our proposed consumer’s preference valuation system based on
different security levels as an input for the VCG payment scheme with Clarke’s pivotal rule and
for the credit transfers.

DSIC-S achieves network-wide and individual Pareto optimality. This is an extremely desirable
feature, which enforces natural adherence of the agents, people in the middle, to the mechanism
rules. DSIC-S is consumer-centric. The consumer is the social planner of the mechanism to request
the desired security and delay level for his data transmission. This is one of the main goals of this
research work and a very sought-after proposition. This enforces a natural and automatic control
of the behavior of the underlying participants. The consumer can rest assured that his services are
provided as expected and promised to him.

DSIC-S is cheat-proof and strategy-proof. This is a strong property for real life applications, which
enables the nodes, i.e. network providers, to naturally act responsibly and truthfully. Dominant
strategy makes each node’s best response independent of other nodes’ choices of decisions and

their belief functions.
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DSIC-S is scenario based. It considers different levels of security and the resulting tradeoff
manifestation. This focal design enforces Pareto optimality, individual rationality and allocative
efficiency.

As a layer specific approach, at the network layer, we propose extensions to the current IPsec
[RFC 4301] and IKEv2 [RFC 5996], by implementing the designed cross-layer DSIC-S protocol.
[Psec-O and IKEv2-O inherit the strong properties of DSIC-S protocol.

At the datalink layer, we take ATM security protocols into consideration. We propose SME _Q as
an extension to the current SME protocols [SEC_11] to achieve a desired end-to-end Traffic QoS and
provide a consistent level of Traffic QoS for the user. In order to meet the user demands of Traffic
QoS, the proposed SME_Q allows negotiation of different cryptographic algorithms and modes of
operation according to the Security Agent Characteristics in regard to Traffic QoS (SAC Q) at the

connection establishment phase.

The significant contributions of this research work can be summarized as follows:

In general

] Manifestation of the security operation impact on network traffic QoS degradations
in network security protocols.

] Innovative design of delay-efficient, autonomous, cheat-proof and optimal network
security protocols integrating social behavioral and economics characteristics.

] Application of mathematical modeling theories integrating implications of social
behavioral characteristics to develop a holistic framework able to better address
critical real-life problems.

Cross Layer Approach

Dominant Strategy Incentive Compatible Security Protocol - DSIC-S

n Implementation of game and mechanism design theories for the development of a
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new consumer-centric network security protocol providing network-wide security-
delay tradeoff, DSIC-S.

Solving the important problem of misrepresentation of agents’ private information
in mechanism design and revelation theories for a delay-efficient security protocol
through the proposed infrastructure and design.

Development of a scenario-based socially desirable, Pareto optimal protocol, which
is cheat and strategy-proof implying dominant strategy.

Design of a valuation system based on security strength and delay of algorithms to
solve the revelation theorem’s problem of private information misrepresentation
in mechanism design theory.

Design of an incentive compatible protocol, to counteract the selfishness of the
players. The valuation system is used along with VCG and Clarke pivotal rule for
the credit transfer calculations.

Design ofa consumer-centric security protocol to enforce a natural equilibrium and
automatic control of the behavior of participants. The consumer can rest assured

that his services are provided as expected and promised to him.

Layer Specific Approach

Network Layer: IP Delay Efficient Security Protocol, IPsec-O and IKEv2-O

Research and analysis of the existing standardized security and QoS signaling
protocols for the determination of the existence of a solution to the above-described
problem.

Implementation of DSIC-S protocol and proposal of extensions to the existing

IPsec [RFC 4301] and IKEv2 [RFC 5996] protocols.

Datalink Layer: ATM Delay Efficient Security Protocols, SME_Q

Research and analysis of the existing standardized security and QoS signaling
protocols for the determination of the existence of a solution to the above-described

problem.
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Development of new security protocols, SME_Q, based on and as extensions to the
existing standardized security and QoS signaling protocols. These new protocols
allow the implementation of the security services and mechanisms throughout a
connection without exceeding the established Traffic QoS during the life of that
connection. The user should not then experience any further performance decrease

(loss of Traffic QoS) due to the governing security protocols and policy.

Development of proprietary simulation software, which simulates the proposed

new protocols as prototypes.

1.4.1  Publications of the Proposed Protocols

All of the proposed protocols in this research work have been documented in technical papers

for peer-reviewed journal and conference publications. The following is the list of these technical

papers:

SfMi_111

SfMi_112

SfRc_02

F. Schlake, L. Mili, “Efficient Network Security as a Strategic Game”, peer-reviewed
and accepted,to be published in the International Journal of Critical Infrastructures,

2012.

F. Schlake, L. Mili, “IPsec-O, Optimal, Delay-Efficient and Cheat-Proof; A

Mechanism Design Theoretic Approach”, to be submitted for publication, 2012.

F. Schlake, C. Ruland, “A Security Protocol Providing QoS in ATM Networks”,
The 8th International Conference on Communication Systems, I[CCS2002, IEEE

conference, IEEE Catalog: 02EX585, Vol. 2, p. 933-937, November 2002.

1.5 Organization of the Dissertation

Chapter 1

provides an overview and the motivation behind this research work. It discusses the

problem statement and gives a brief overview of literature. It then describes the main
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Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

contributions of this work. At the end the organizational approach to the objectives

is mapped.

gives an overview of the main concepts of game and mechanism design theories,

which are important to this work.

gives an overview of network security. It briefly describes the components of a secure
connection. It introduces some security algorithms and modes of operations, which

are used in the context of this research work.

portraits the literature review and state of the art in the field of security and QoS

Tradeoff.

presents the DSIC-S protocol. It describes the design assumptions and constraints.
It describes the design of the scenario and valuation models. After explaining the

security association model, the details of DSIC-S procedures are illustrated.

Models DSIC-S strategic game in a game and mechanism design theoretic approach.
It details the process of the agents’ strategic decisions and reviews the design of the

proposed incentive model.

lists the theoretical results of the DSIC-S design in numerous Theorems alongside

their proofs.

reviews the simulation results. It confirms the validation of the theoretical results

through several simulation cases.

brings the attention to the network layer. It gives a review of the existing [Psec and
IKEvV2 protocols. It then illustrates the implementation of the DSIC-S protocol and

the proposed IPsec-O and IKEv2-O extensions to the current protocols.
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Chapter 10

Chapter 11

Chapter 12

Chapter 13

Chapter 14

brings the attention to the datalink layer and gives a brief summary of the ATM security
area. It also describes the design assumptions and constraints for the development

of SME_Q.

presents the SME_Q protocol. It describes the proposed extensions and introduced

parameters and procedures in detail.

introduces the developed simulation software SMEQSIM. It illustrates the screens

throughout the simulation process.

Through a comprehensive quantitative simulation, this chapter illustrates the effect
of the security operation influences on the traffic QoS based on a real world example

of an ATM network.

concludes the work with a summary of contributions and results. It also discusses

some directions for future research.
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I
Chapter

2

Game & Mechanism Design Theoretic Concepts

2.1 Strategic Form Game
Game theory can be described as mathematical modelling of interactions between rational and
intelligent decision makers [MyRb_97]. It analyzes the decisions made by participants, the so called
agents or players, in a game setting. There are numerous form games, in this research work, we,
however, focus on the strategic form games or normal form games, the most suitable for network
economics[NGNP 09]. Webb [Weln 07] defines a strategic game as a game, which uses pure
strategies. In the same manner, Narahari et al. [NGNP_09] define it as
Definition 2.1: ” A strategic form game I is defined as a tuple (N, (S),., (1),.\», Where
N={12, ...,n}is afinite set of players; S, S,, ..., S, are the strategy sets of the players
1, ..., n, respectively;, and u, : S,x S, x--x S —R fori=12,...,nare mappings called
the utility functions or payoff functions”.

In this chapter and throughout this work, we use the notations and definition style used in [NGNP_09].
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The pure strategies are also called the actions of the agents. Each rational player is in pursuit of
maximizing its expected utility u, or payoff.

In strategic games with complete information, the set of players, the set of strategies and the set
of utilities are common knowledge. Each player knows them and every player knows that every
player knows them.

This research work’s environment requires the use of another set of strategic games, namely the ones
with incomplete information, which build an important focus area of mechanism design theory. In
these games, the agents have knowledge of some private information, which is beneficial to them
in choosing their strategies, but is unknown to other players in the game. This builds one of the
major problems in the mechanism design theory, which has given birth to key areas of revelation
theory and incentive compatibility in order to solve it. The idea is to somehow get access to this
private information truthfully before the game starts, so that the social planner can design a socially
desirable mechanism for achieving desired outcome. Bayesian and Selten games deal with this set

of strategic form games, namely games with incomplete information [NGNP_09].

2.1.1 Bayesian and Selten Games

In 1968, John Charles Harsanyi, who was one of the three joint Nobel Prize winners in Economic
Sciences in 1994 along with John Nash and Reinhard Selten, proposed the Bayesian form games to
address games with incomplete information. We can define a Bayesian game [NGNP_09] as

Definition 2.2: A Bayesian game I’ is defined as a tuple I' = (N, (©), (S), (p,). (u,)> where
N={1, 2, ..., n}isasetof players. O, is the set of types of player i wherei =1, 2, . . . ,n.
S, is the set of actions or pure strategies of player i where i = 1, 2, . . ., n. The probability
function p, is a function from O, into the set of probability distributions over ©_,. That is,
for any possible type 0, €©, p, specifies a probability distribution p(.|0) over the set @_,
representing what player i would believe about the types of the other players if his own type
were 0, the payoff function u, :© xS — R is such that, for any profile of actions and any
profile of types (0, s) € @ xS, u (0, s) specifies the payoff that player i would get, if the

players’actual types were all 6 and the players all chose their actions according to s.
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In the Bayesian games, the players know the structure of the game and their own private types
0.. All other agents have a probabilistic idea of what this private type of other players would be
through their belief function p,, which are common knowledge among all players. This implies that
the deterministic value of 0.1s only known to agent i and is considered his own private information
in these games.

Reinhard Selten, one of the joint Nobel Prize winners in Economic Sciences in 1994 along with
John Nash and John Charles Harsanyi, introduces the notion of type agents to Harsanyi’s Bayesian
form games [HaJC_67]. His idea is to transform any game into a strategic form game. Each player in
the Bayesian game is replaced with a number of type agents, the number of types 0. of that player
in former game. The utilities and strategies in Selten games are all defined based on 0.. For the rest

of this research work we use this representation.

2.1.2 Dominant Strategy Equilibria of Bayesian Games

Using the Selten game representation two different dominant strategy equilibria for Bayesian

games can now be defined [NGNP_09]:

Strongly Dominant Strategy Equilibrium
Definition 2.3: Given a Bayesian game I' = (N, (©,), (S), (p), (u)?, a profile

SEC) =(s*, (), s* (), ..., s* (.)) is said to be a strongly dominant strategy equilibrium if

U, (s%,(0) ,5,(0,) > uy(s;,s,(0),)) (2.1)
Vs.e S\{s*.(0)}, Vs, (0,)eS,, VieN, V0.€0,, V0.0,

Weakly Dominant Strategy Equilibrium

Definition 2.4: Given a Bayesian game I' = (N, (©), (S), (p). (u)?, a profile

SEC) =(s*, (), s* (), ..., s* (.)) is said to be a weakly dominant strategy equilibrium if
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U (8% (0) 58, (0) = (s, 8, (6)) (2.2)
Vs.e S,, Vs, (0,)eS,, VieN, V0.€0,, V0.0

and strict inequality is satisfied for at least one s,€ S..

It is to be noted that the dominant strategy equilibrium is independent of the belief function p,.
The weakly dominant strategy equilibrium is used in mechanism design theory to define dominant
strategy implementation of mechanism. It is also noteworthy that, as we can see above, a strongly
dominant strategy equilibrium is automatically a weakly dominant strategy equilibrium. Also there
could be several weakly dominant strategy equilibria but only one strongly dominant strategy

equilibrium, if it exists at all.

2.2 Mechanism Design Theory Environment

Mechanism design theory prescribes system-wide solutions in form of mechanisms or protocols
to achieve a desired outcome among self-interested agents withholding private information. Without
it, the agents would follow their own payoft and profit interests in the way of a socially desirable
solution. Since the agents hold private information not known to all, mechanism design theory is
said to be developing the solution to an incompletely specified optimization problem.

In a mechanism design setting the are n rational and intelligent agents with
ne N={1,2,...n}. Xisthe set of outcomes from which each agent chooses one. Each agent has some
private information only known to him and is called the agent's type 6.. The set of all different types of
an agent is called ®,. Then, the set of all types of all players is defined as @ =[], _\©.. A type profile
0=(0,,0,, ...,0) includes a collection of a particular selection of all agent’s types. As described
above, the belief function p,, the belief of an agent about the type profiles of all other agents, should
be able to be derived from a common prior distribution over ®. Utility function u, : X x ®, — R is
the motivating factor behind each agent’s action and selection of its strategy. In order to formulate
a socially desirable mapping to the desired outcome a Social Choice Function (SCF) is defined as

[NGNP_09],
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Definition 2.5: A Social Choice Function is a mapping f : [],.y©, — X, that assigns a
collective choice x € X to each profile 0 = (0, 0,, ..., 0 ) from the set of outcomes X.
This is a general definition for the SCF. As we will see later in the quasi-linear setting, it takes

more detailed definition according to the mechanism design environment it is used at.

2.3 Direct Mechanisms and their Properties
As mentioned above, the missing piece in the puzzle is the private information of each agent.
This private information needs to be elicited in truthful manner. One way of doing that, is to simply
ask all agents directly before the game to announce their true types. These mechanisms are called
direct mechanisms or direct revelation mechanism. Adhering to the Bayesian games definition, we
can define [NGNP_09] a direct mechanism as
Definition 2.6: Given a SCF f: [|..y©; — X, a direct revelation mechanism is defined as
D= ((0),... /()
The truthful elicitation is one of the main problems in the mechanism design theory that has gotten
much attention in different proposed solutions. Revelation Theorem and incentive compatibility are

among solutions offered by scientists and will be discussed in the next sections.

2.3.1 Revelation Theorem

In an environment where the agents are rational and intelligent, they always aim at maximizing
their payoff. If revealing their true types counteracts this maximization of profit, they do any attempt
to misrepresent this private knowledge. Revelation Theorem challenges to solve this important
problem in mechanism design theory. Preference revelation is the art of eliciting truthful information
that is held by each agent unknown to others. This can be done in several ways. It may be achieved
through novel mechanism design, that enforces a natural environment that the agents find it to their
best interest to reveal their true types. It can also be achieved by offering incentives to the agents to

be truthful. Incentive Compatibility deals with this category and is described in the next section.
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2.3.2  Incentive Compatibility

Major area of mechanism design theory deals with designing appropriate incentives for the
agents to enforce the truthful revelation of their private information. The misrepresentation of their
true types is specifically of importance and harder to solve for the real-world scenarios. Design
of appropriate and high enough incentives makes a SCF Incentive Compatible. We can define I1C
[NGNP_09] as

Definition 2.7: A SCF is said to be incentive compatible or truthfully implementable if the
Bayesian game induced by the direct mechanism D = ((©),_, , f (.)) has a pure strategy
equilibrium s*(.) = (s*, (), s*, (), ..., s* (), where s* (0) = 0, for ¥V 0. € O, and
Vi e N.

The SCF can be truthfully implementable or incentive compatible in different equilibria. Dominant

Strategy is of interest for this research work and is defined next.

2.3.3 Dominant Strategy Incentive Compatible

This property implies that truth revelation by each agent builds a dominant strategy equilibrium
of the game induced by @ and is defined [NGNP_09] as
Definition 2.8: A Social Choice Function f : [|,.x ©,— X is said to be Dominant
Strategy Incentive Compatible, DSIC, or truthfully implementable in dominant strategy,
if the direct mechanism D = ((0),_, , f (.)) has a weakly dominant strategy equilibrium
SEC) =(s*,(), s* (), ..., s* (), where s* (0) =0, for V 0.€ O, andVi € N.
This property is also called cheat- or strategy-proof. We shall recall that strongly dominant strategy

equilibrium is automatically a weakly dominant strategy equilibrium.

2.3.4 Individual Rationality

Individual rationality is referred to as voluntary participation property [NGNP_09]. According to
mechanism design theory concepts an agent will voluntarily participate in the game if she would

not be worse off after playing. This implies that the agent gains a positive payoff by participating
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in the game. There are three stages that an agent can decide not to participate, depending on the
time they get to know their types and all have announced their information and the outcome has
been chosen. In the case of interim individual rationality the agent i is allowed to withdraw from
the mechanism only at an interim stage after knowing her type and before announcing it. This is
the case for our security strategic game. In order for the agent not to withdraw from the game, her
interim utility u, should be greater than or at least equal to the utility ﬁi(Gi) she gets by withdrawing

from the mechanism when her type is ..

2.4  Quasi-Linear Environment Transfers

This environment is one of the most preferred environments to be assumed in mechanism design
theory. In quasi-linear settings, money/credit/incentive transfer takes place to or from the agents,
which makes this environment specially attractive for incentive design.

Given the type profile 6 = (0,, 0,, ..., 0,) and k(0), the allocation function or project choice, the

social choice function here takes the form
f(0) = (k(0), t,(0), ..., t,(0)) VOe® (2.3)
where the vector

£(0) = (t,(0), ,(0), ..., t.(0)) Voeo® (2.4)

constitutes the incentive vector transferred to or received from the agents.
For a direct revelation mechanism ® = ((®,)._ , f(.)), the utility function takes the quasi-linear

form of

u(0) =v,(k(0), 6, + t.(0) Voe® (2.5)

where v,(k(0), 0,) is the valuation of agent i of the choice, given his type 0, and allocation function
k(6). In many situations and mechanisms, as it is the case in this research work, this valuation
function represents the type of the agent. In these cases, announcing a type is like reporting the

agent’s valuation function.
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2.4.1 Allocative Efficiency

For the design of optimal mechanisms, it is an utmost desired property that the chosen allocation
function maximizes the valuation of the whole system. This means, if K is the set of all possible
allocation functions, then the chosen allocation function should be k(0) € K . This can be

max

formulated as
max Z ieN Vi( k(e)7 91) = Z ieN Vi( k(e) max ° el) v e € @ (26)

This means that the chosen allocation function will maximize the sum of the values of the players
for every 6 € ® [NGNP_09]. We define the term Allocative Efficiency as
Definition 2.9: A Social Choice Function f(0) = (k(0), t,(0), ..., t (6)) is said to be allocatively
efficient if for each 6 € O, k(6) maximizes the value of all agents and satisfy (2.6).

Thus every selected allocation in the mechanism will be a value maximizing allocation.

2.4.2  Vickrey-Clarke-Groves Mechanism

The VCG mechanism is named after William Vickrey, Edward Clarke, and Theodore Groves for
their invaluable contribution to the field of mechanism design theory. William Vickrey, famous for
his Vickrey Auction [ViWi_61], the second price sealed bid auction, won the Nobel Prize in economic
sciences jointly with James A. Mirrlees in 1966 for the fundamental contributions to the economic
theory of incentives under asymmetric information. Clarke [CIEd_71] and Groves [GrTh 73] have
contributed to the generalization of the Vickrey mechanisms by defining a set of dominant strategy
incentive compatible mechanisms in the quasi-linear environments [NGNP_09].

Groves Theorem provides a sufficient condition for an allocatively efficient social function in
quasi-linear environment to be dominant strategy incentive compatible [NGNP_09].

Theorem 2.1: Let the SCF f(0) = (k(0), t,(0), ..., t (0)) be allocatively efficient. Then f(0) is
dominant strategy incentive compatible if it satisfies the following payment structure, the

Groves payment rule:

=[5, vk0.0)] +n@) vijeN @7)



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 23

where h;: ® . — R is any arbitrary function that satisfies the condition of weak budget balance,
namely ) .\ t.(0) <0 for every 8 € ©. Any mechanism satisfying the above Groves Theorem is
called Groves Mechanism.
Definition 2.10: A direct mechanism D = ((0,),_, f (0)) in which f(0) = (k(0), t,(0), ..., t (0)) is
allocatively efficient and satisfies the Groves payment rule is called Groves Mechanism.
In mechanism design realm, the Groves Mechanisms are referred to as Vickrey-Clarke-Groves
(VCG) mechanisms. This is because the Clarke mechanism is a special case of the Groves mechanism
and Vickrey mechanism is in turn a special case of the Clarke mechanism, as described in the next
section. It is noteworthy that the Groves theorem provides a sufficient condition for an allocatively
efficient SCF to be Dominant Strategy Incentive Compatible — DSIC. This is one of main reasons

of popularity of use of the VCG rule for design of mechanisms.

2.4.3 Clarke Pivotal Mechanism

Clarke Pivotal Mechanism [CIEd 71] is a special case of the Groves mechanism. In 1971, Clarke
independently developed a natural special form for the function h, (.) of Groves mechanism. He

defined it as follows:
hi(6) = 2. vi(ki(6),6) Vb,e0;,VieN (2.8)

where k (0 ;) € K . is the choice of a project that is allocatively efficient in the absence of agent i,
namely when only n—1 agents were in the system. Also, the project choice k (0 ;) must satisfy the

following:
Zj#ivj(kfi(efi) 5 ej) z Zj#.ivj( k, ej) V ke K; (2.9)

This implies that the transfer in the Clarke mechanism is as follows:

t(0) = [ >4V (k(0), Gj)] - [zmvj(k,i(e,i) , 6) ] Vije N (2.10)

It is noteworthy that Clarke’s mechanism achieves weak budget balance in normal conditions.
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I
Chapter

3

Network Security

3.1 Security Infrastructure
In this chapter, general component and mechanisms of network security are briefly described that
are used in the context of this research work. At this point, although there might be some overlaps,

layer specific terminologies are not addressed.

3.1.1 Security Agent

A Security Agent (SA) negotiates, determines and applies security services, algorithms and modes
of operation to secure a connection. This communication always takes place between two SAs, the
initiating SA and the responding SA. The SAs can reside at any node along the connection path or

at end devices. Figure 3.1 illustrates the simplest case of a secure connection containing SAs.

3.1.2  Security Associations

For each security service to be provided for a connection, one security association is established

with another SA. For example, if both confidentiality and data integrity are to be applied to a
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connection, two security associations need to be established between the initiating SA and the
responding SA. The security association contains the information (cryptographic algorithm, modes
of operation, etc.) required to provide desired security on a given connection. Figure 3.1 shows a

connection with a security association.

Source Destination
End Point End Point

_______________ @

Applicatio Application

< — —» Security Association

oo »| User Data Transfer
@ Connection Channel

@ Security Agent

Figure 3.1  An Example of a Simple Secure Connection

3.1.3 Nesting and Multiple Security Associations

In a network, more than one pair of Security Agents and more than one security association can
be involved providing security services. Multiple security associations provide security services
specially for the cases that no prior knowledge of the structure of the network and existence of other
SAs exists. They also allow usage of different security policies for different parts of the network.
Figure 3.2 illustrates an example of multiple security associations with two SA pairs.

Each layer specific security protocol may define its own terminology to address this complexity.
Terms such as nesting, tunneling, bundling and sequential with or without overlap are some
examples. Each protocol may also set different restrictions and constraints in terms of level of
nesting or tunneling.

In the context of DSIC-S protocol, the term nesting is used to address the existence of several SAs

and security associations along the path. IP uses the terms of SA bundles and iterated tunneling for
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multiple security associations along the path. ATM paradigm defines nesting, sequential with and
without overlap as terms for this.

In general, in the context of this work, nesting is used for multiple security associations,
where multiple SAs are involved, unless we are addressing layer specific protocols with their
own proprietary terminologies and definitions. Nesting happens when two SAs along the path
of another two also establish security associations. Figure 3.2 illustrates an example of nesting
security associations. In this example, it would happen if SA, and SA, established an association
in addition to an association between SA and SA,. In this case, the segment [SA,, SA;] is contained
in the segment [SA |, SA,], this means [SA,, SA;] < [SA,, SA,]. Other security associations would

happen if the association existed between [SA |, SA,] and [SA;, SA,]. In the context of this work, we

Network
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Applicatio
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> . L
Security Association

“Yrrrere » User Data Transfer
@ Connection Channel

@ Security Agent

Figure 3.2  Example of Nesting Security Associations
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do not assume cross associations for example between SA|, SA, and SA,, SA,. Another case may
legitimately be presented when one SA is in the path of two others for example if the association
existed between [SA |, SA;] with SA, in the middle. In this case an association between SA,, SA,

would not be allowed.

3.2 Security Services

Security services are defined to categorize specific tasks and procedures for security implementations
using appropriate security algorithms and modes of operation. Authentication, confidentiality, data
integrity and access control are also referred to as security services. The confidentiality and data
integrity services are elaborated further below, because of their on-line repetition during the data
transmission phase and their significance for this research work in terms of accumulative delay

they impose to the network.

3.2.1 Confidentiality Service

Confidentiality is provided by encryption. It is used to protect the original data to be available
to unlawful or malicious access or use. Depending on the layer specific security protocol, either
the payload of each packet or cell is only encrypted, allowing the routing and switching to be done
easily using the header in original form or it is done to part of the header as well. In Section 3.3

some security algorithms used for encryption are briefly exploited.

3.2.2  Data Integrity Service

Data Integrity service provides protection against data modifications. It performs by building
and adding Message Authentication Codes to the data units. There are two types of data integrity
services provided: One with replay and reordering protection and the other without this protection.
Data integrity service, which provides reordering and replay, first appends a sequence number at
the end of each data unit, then calculates the MAC for the data unit including the sequence number.

This way the repeated data units can be detected and discarded. In the case the reordering option
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Figure 3.3  Confidentiality with Symmetric Algorithms

is not chosen, MAC is only calculated for the data unit itself and no sequence number is added. In

Section 3.3 some security algorithms used for data integrity service are briefly described.

3.3  Security Algorithms
In this section, some most common security algorithms are briefly introduced, which are used

and referred to in this research work.

AES- Rijndael-256, 192 and 128
Rijndael is a block cipher, developed by two Belgian cryptologists, Vincent Rijmen and Joan

Daemen, has been chosen as the AES Advanced Encryption Standard algorithm and adopted by the
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U.S. government [FIPS 197]. It is used with three different key sizes. AES is a substitution-linear
transformation network with 10, 12 or 14 rounds, depending on the key size. Rijndael has no known

security attacks [NBDFR _00].

Blowfish

Blowfish was designed in 1993 by Bruce Schneier as a fast, free alternative to existing encryption
algorithms [Sb_11]. Blowfish is a symmetric encryption algorithm has a 64-bit block size and a
variable key length - from 32 bits to 448 bits. It is a 16-round Feistel cipher and uses large key-

dependent S-boxes.

DES

Data Encryption Standard (DES) was publicly introduced in the year 1974 [FIPS 463]. In 1977,
it was adopted in the United States as a federal standard. It is a block algorithm based on the Feistel
cipher in various rounds. It implies substitution and transposition for both encryption and decryption.
DES takes 64 bits as input and produces cipher text of 64 bits. The standard DES algorithm uses
16 rounds and a 56-bit master key. It generates a different 48-bit key for each round. For many
years, DES-enciphered data were safe because few organizations possessed the computing power to
crack it. “In July 1998, the supercomputer DES Cracker designed by Electronic Frontier Foundation
(EFF) was able to crack RSA’s DES Challenge II-2 in 56 hours. The same computer, assisted by
100,000 distributed.net PCs on the Internet, was able to crack DES Challenge III in only 22 hours”
[RSA 11]. AES has replaced DES as US federal standard.

Twofish

Twofish is a block cipher by Counterpane Labs, published in 1998[Sb_11]. Twofish has a 128-bit
block size, a key size ranging from 128 to 256 bits, and is optimized for 32-bit CPUs [Sb_11]. It
accepts keys of any length up to 256 bits. Twofish has key dependent S-boxes like Blowfish. The
Twofish algorithm can be operated by any key size up to 256 bits. Twofish is originally defined

for the AES key sizes. It designed to be padded with zeroes to reach the next AES defined key size
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[NBDFR_00].

RCS and RC6
RC6 is a symmetric key block cipher derived from RCS. It was designed by Ron Rivest et al.
[RSA_11]. The security of both algorithms relies on variable rotations as the principal source of non-

linearity; there are no S-boxes. The variable rotation operation in RC6, unlike RCS, is regulated by

a quadratic function of the data. The key schedules of RC5 and RC6 are identical NBDFR_00].

Triple DES
This variation of DES works with a double DES key of 128 bit, where 112 bits are relevant for
the operation to make the standard DES algorithm stronger [FIPS 463]. It performs three DES

operations, two DES encryptions and one DES decryption.

SHA-1

The Secure Hash Algorithm—1 [FIPS 1801] was introduced from NIST in 1995 as a revision to
SHA [FIPS 1801]. It takes a message of the length smaller than 264 bits as input and computes a
160-bit message digest. Like MDS3, it is used in the cases where large data should be first securely
compressed before a signature transaction. It is based on the fact that it should be computationally
infeasible to find two massages with the same message digest or to find any message for a known
finger print. SHA—-1 is slightly slower than MDS5, thus more secure against brute—force collision

and inversion attacks.

SHA-2: SHA-256 and SHA-512

The SHA-2 family of hash functions consists of SHA-224, SHA-256, SHA-384 and SHA-512)
and is used by Federal agencies for all applications using secure hash algorithms [FIPS 1803]. SHA-
256 uses six logical functions, where each function operates on 32-bit words. SHA-512 functions,

however, operate on 64-bit words.
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RIPEMD-160
RIPEMD-160 is a 160-bit cryptographic hash function, designed by Hans Dobbertin [DBP_96].
It was designed to be a secure replacement for MD-4 and MD-5. RIPEMD-160 is tuned to work

with 32-bit processors.

MD-5

Message Digest 5 was introduced by R. Rivest in 1992 in a RFC of IETF [RFC_1321]. It takes
any arbitrary long data and compresses it to 128-bit message digest or finger print. It was built
for 32—bit machines. It is used in the cases, where large data should be first securely compressed
before a signature transaction. It is based on the fact that it should be computationally infeasible to
find two massages with the same message digest or to find any message for a known finger print.
There have been attacks on MD-5, which makes the use of it less secure if collision-resistant has

function is required.

3.4 Modes of Operation

Data can be encrypted using predefined mechanisms standardized in [ISO_10116]. The following
four modes of operation are defined in this specification: ECB (Electronic Code Book), CBC
(Cipher Block Chaining), CFB (Cipher FeedBack), and OFB (Output FeedBack). In addition,
Counter mode and statistical self-synchronization modes are in extensive use today.These modes

of operation are described in detail below.

3.4.1 Electronic Code Book (ECB) Mode

ECB, defined in [ISO_10116], processes each block of data independently according to the
selected cryptographic algorithm. Therefore the encryption and decryption of data can be performed
independently. Reordering of cipher text will result in a corresponding reordering of the plain
text. The same block will result to the same cipher text when the same key is used. Use of ECB
is therefore not suitable in cases where the same block repeatedly appears. Only n-bit block sizes

can be processed by ECB. Therefore it might be a need for other lengths to be padded. Figure
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Figure 3.4  ECB Mode of Operation [[SO_10116]

3.4 illustrates the structure of the ECB Mode. One or more bit errors would result to errors in the
same cipher block. The one or more bit errors in a cipher text block would result in a fifty percent
error probability of each plain text bit of the corresponding block. If block boundaries are lost,
synchronization between encryption and decryption is lost until the next correct block boundary

arrives. The decryption results are incorrect till the synchronization is again established.
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3.4.2 Cipher Block Chaining (CBC) Mode

CBC, defined in [ISO_10116], processes each block of data in XOR combination with the cipher
text of the previous block. The cipher text is then dependent on the current and all other preceding

blocks through the chaining process. Therefore the encryption and decryption of data cannot be
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performed independently. For the input of the first block a State Vector SV is used. This way, by
altering the SV for each turn, it is prevented that the same plain texts result to same cipher texts. The
same block will result to the same cipher text when the same key is used. Use of CBC is therefore
not suitable in cases where the same block is repeated. Only n-bit block sizes can be processed by
CBC. Therefore it might be a need for other lengths to be padded. Figure 3.5 illustrates the structure
of the CBC Mode. One or more bit errors would result to errors in the same cipher block. The one
or more bit errors in a cipher text block would result in a fifty percent error probability of each
plain text bit of the corresponding block. If block boundaries are lost, synchronization between
encryption and decryption is lost until the next correct block boundary arrives. The decryption

results are incorrect till the synchronization is again established.

3.4.3 Cipher Feedback (CFB) Mode

CFB, defined in [ISO_10116], processes each block of data in XOR combination with some bits
of the previous cipher text block. The cipher text is then dependent on the current and a number of
immediately preceding bits of the plain text through the chaining process. Therefore the encryption
and decryption of data cannot be performed independently. The same block will result to the same
cipher text when the same key is used. Therefore, a State Vector SV is used for the input of the first
block. This way, by altering the SV for each turn, it is prevented that the same plain texts result to
same cipher texts. Only j-bit block sizes can be processed by CFB. Therefore it might be a need
for other lengths to be padded. However, padding is preferably prevented by choosing a suitable
J- The strength of CFB is dependent upon the selection of k. Maximum is if k = j. One or more bit
errors would result to errors in the cipher text, as long as the errors are still in the CFB feedback
buffer. One or more bit errors would result to errors in the same cipher block. The one or more bit
errors in a cipher text block would result in a fifty percent error probability of each plain text bit
until the errors are out of the feedback buffer. CFB is self—synchronizing. If j-bit block boundaries
are lost, synchronization between encryption and decryption is lost until r-bits after the next correct

j-bit block boundary arrives. The decryption results are incorrect till the synchronization is again

established.
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3.4.4 Output Feedback (OFB) Mode

OFB, defined in [ISO_10116], does not provide chaining of the cipher text blocks. The cipher
text is then only dependent on the current plain text block. The same block will result to the same
cipher text when the same key is produced. Therefore, a State Vector SV is used in addition to the
key. This way, by altering the SV for each turn, it is prevented that the same plain texts result to same
cipher texts. OFB is more vulnerable to attacks because of the absence of the chaining mechanism.
One or more bit errors would result to errors in the same cipher block. If j-bit block boundaries
are lost, synchronization between encryption and decryption is lost until the synchronization is

reestablished.

3.4.5 Counter Mode

The counter mode with its independent structure can produce higher data rates [NISTCM_07].
Segment numbers allow the encryption and decryption be processed independently. Figure 3.6
illustrates the structure of the counter mode. The encryptor and the decryptor work synchronously
and produce the same key stream. For each new encryption process a new State Vector (SV) is used.
The infrastructure is composed of several counters and a Galois Linear Feedback Shift Register
(LFSR). In counter mode, one or more bit errors would result to errors in the same position of the
cipher block. If synchronization between encryption and decryption is lost, the synchronization
must be reestablished. The decryptor must be updated with the same SV that the encryptor is using.
The encryptor sends the current SV in a resync message. The decryptor starts using this new SV on
the next cell received. The resynchronization is one of the negative aspects of this mode, which is

critical for high speed transmissions.
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Chapter

4

Security and QoS Tradeoff

4.1 Security Strength and Performance Research

This research work is mainly concerned with design of efficient security protocols in terms of QoS
with special emphasis on the delay component. The proposed protocols, not only guarantee secure
communications, but also do it in a delay efficient way. In this context, the first question that comes
into mind is, what would the correlation between a security algorithm’s strength in terms of security
and its projecting operational delay be. There are two terms, whose correlation is in question.

In the first step, we need to know how we can assess and rank the strength of different security
algorithms. In the literature and in practice, the strength of a security algorithm is mainly evaluated
by its invulnerability to various attacks of cryptanalysis. This immunity to attacks, by itself, is
influenced by many aspects such as the original design of the algorithm, the method of initial key
setup, the number of key changes, the number of rounds in the design of the algorithm to produce

final encryption, the used block-size, the key size used for the encryption and the size of data it
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is used for [NaJm_O5][EAH_10][BiEl 99][SbWd 00]. The strength is easier to evaluate if one is
comparing two algorithms of the same design using different key sizes. Of course, one can easily
intuitively conclude that the bigger the key size is, the more complex the operation gets, and the
stronger the security of the same algorithm will be; i.e. AES 256-bit key is stronger than AES 128-
bit key. When comparing different algorithms with diverse design and optimization architectures
against each other, this judgment is not trivial. The strength comparison problem has always been one
of the most debated issues in the crypto community. At this point, however, the level of confidence
created through results of cryptanalycal attacks is the best tool of judgment. Hereby, the personal
bias of each designer, having a preference for his own algorithm, need to be cautiously factored in.
The consumers and users, however, in addition to above, put additional weight on the scenario of
implementation, i.e. used for small sized files or very large ones, the importance of security for the
specific data transfer and especially the performance and operational delay.

In the second step, the performance and efficiency of a security algorithm are of concern for
evaluation of usability for a special case. Again here, in addition to the above, it is the combination
of different aspects such as the computing environment, i.e. CPU speed, software or hardware
implementation, software language choice, the optimization of code, mode of operation and
the data transfer size and scenario. Comparing the performance of one algorithm with different
implementations, i.e. different sizes of keys or different used modes of operations is less complicated.
There have been some published studies comparing different algorithms in terms of different
packet sizes, delay and different key sizes. In [NaJm_05], the authors compare the performance of
DES [FIPS 463], TripleDES [FIPS 463], AES (Rijndael) [FIPS 197] [NBDFR_00] and Blowfish
[Sb_11]. They list the execution time (in our terminology delay) of all of these algorithms in ECB
and CFB modes on two different machines: Pentium-I1 266 MHZ and Pentium-4, 2.4 GHZ. The
implementation is in Java (JDK 1.4). In [EAH_10], the authors compare throughput and execution
time (delay) for different file sizes and types and key lengths. None of these studies, however, make

a unified conclusion as to the performance and security strength.



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 41

In the literature, there have been attempts to propose unified and normalized evaluations of these
two aspects of security algorithms. Biham [BiEl 99] suggests the reduction of the number of rounds
of each algorithm to the degree that it would still be confidently secure to the known attacks given
each particular design. This is with the understanding that some designs are particularly conservative
and include additional rounds to make the code stronger. This, however, affects the performance
and operational delay reversely. The author attempts to find the least common denominator among
all security algorithms in terms of security strength and operational performance and efficiency.

Others suggest to stay true to the results of cryptoanalytic attacks. In [SbWd_00], Bruce Schneier
and Doug Whiting propose this unified front by incorporating the maximal number of rounds of
each algorithm for which the best cryptoanalytic attack is less complex than 256-bit brute-force
search and call it Maximal Insecure Variants.

The standardization of security algorithms by specific standardization organizations or
governmental standards, helps their widespread implementation for particular scenarios of strength
and performance. For example, National Institute of Standards and Technology, NIST, has selected
AES-Rijaendal as the winner of a national competition and recognized it to be the most secure
algorithm showing the best performance [FIPS 197]. AES is now the standard algorithm for the
US Federal Government.

Whichever way one chooses to assess the performance and strength, the crypto community agrees
upon the one fact inarguably that security operations introduce delay to the network. This is the
important motivating factor for this research work. For our work, we assume that each node and
security agent knows its own operational delays for each security algorithm and has them listed in

a table.

4.2 Game & Mechanism Design Theoretic Research
The game theoretic approaches have been proposed for modeling and optimization in the different
areas of the field of communications networks for quite some time. Implementation of mechanism

design theory in this field is also becoming increasingly popular.
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These approaches in the areas of network security and its impact on performance and resource
management focus on variety of different problems. Theodorakopoulos and Baras [TgBj 08]
enforce upper bounds on damage from malicious users. Chen, and Leneutre [CILj 09] derive the
expected behaviors of rational attackers, the minimum monitor resource requirement, and the optimal
strategy of the defenders and then provide guidelines for IDS design and deployment. Otrok et al.
[OMWDB_08] address the tradeoff between security and the resource consumption of IDSs for
prolonging the lifetime of nodes and increasing their security in MANETs. Liu et al. [LZY _05]
present a general incentive-based method to model and infer attacker intent, objectives and strategy.
Bohacek et al. [BHLLO_07], introduce the Game-Theoretic Stochastic Routing (GTSR) framework,
to make connection eavesdropping attacks maximally difficult and address the tradeoff among
security, fault-tolerance, delay and throughput. Chen and Wu [CsWm_ 10] improve routing security
risk and delivery ratio according to a tradeoff coefficient.

As pointed out above, we can see that the use of game theory and mechanism design theories is
quite popular in addressing the security and overall performance of communications from diverse
angles and with different focuses. To the best of our knowledge, there has been no mechanism design
theoretic approach to design of delay-efficient security protocols. The research work presented here

introduces yet another promising perspective and implementation use of these theories.

4.3 Network Layer Specific Research - IPsec

Atthe Network Layer, in the IP paradigm, the Integrated Services (IntServ) architecture [RFC 1633]
is designed to support an end-to-end capability providing “Guaranteed QoS”. The intolerant
applications can take advantage of the Guaranteed Service model, which commits to an absolute
reliable upper bound on delay and is the focus of this work [RFC_2212]. On the security side, /Psec
[RFC 4301] offers security services at the IP layer. Through IKEv2 protocol [RFC 5996], it provides
the capability to select required security protocols, determine algorithms to use for the services and
use cryptographic keys required to provide these services. The corresponding Security Associations

(SA) or SA bundles are implemented accordingly to a particular packet and the security service(s) are



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 43

provided. This IPsec [RFC _4301] and IKEv2 [RFC 5996] specifications do not provide a solution
to the problem of causing additional degradations to the QoS of the network. As we can see even

at this layer the existing standards coexist separately. As part of this research work, we propose

[Psec-O and IKEv2-O as a delay-efficient IPsec.

4.4 Datalink Layer Specific Research - ATM Security

At the Datalink Layer, the ATM Security Specification Version 1.1 [SEC 11] defines and
standardizes functions and procedures to support security objectives in ATM networks. Security
services are defined to support negotiation of multiple standardized and non—standardized security
algorithms and modes of operation to allow interoperability in wide area networks. Two security
protocols are defined for this purpose, The Out-band Security Message Exchange (SME) and the
In-band SME. The Out-band SME supports security negotiation during the establishment phase of an
ATM connection using specific signaling Virtual Channels. /n-band SME, however, communicates
these objectives through the already established user channel after the connection establishment
phase. This specification does not offer a solution to the problem of causing additional degradations
to the QoS of the network. The ATM Standards, UNI Signaling Specification 3.1 [USIG 31] and
UNI Signaling Specification 4.1[USIG 41], in addition to the ITU-T Recommendation Q.2931
[ITUQ 2931] have defined signaling protocols for handling the QoS negotiations in ATM SVCs
in user to network interfaces. These parameters are determined in the connection establishment
phase and are to be met or exceeded by the intervening networks during the course of the ATM
connection. After the agreement upon the QoS parameters the ATM connection is established and
the ATM endpoint observes a consistent level of QoS for its connection. The end-to-end objective of
QoS is then met. UNI Signaling Specification 4.1 [USIG_41] defines the information elements and
procedures required for specifying individual QoS parameter values for the ATM connections. This
standard defines Cell Transfer Delay (CTD), Cell Delay Variation (CDV) and Cell Loss Ratio (CLR)
QoS parameters to be negotiable during the ATM connection establishment phase. The negotiation

of these parameters is either done individually or on the basis of predefined QoS Classes.
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The existing standardized ATM security protocols to date do not take the degradations of requested
and agreed upon Traffic Quality of Service caused by security implementations into account.
These protocols coexist and research each area of interest rather separately without regard to above
problem. It is the goal of this research work to bring the separately defined and standardized Traffic

QoS signaling procedures and security protocols together and enhance the decision making and

negotiation for this tradeoff.
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Chapter

S

The DSIC-S Protocol

The proposed DSIC-S Protocol has been peer-reviewed, accepted and will be published in the

International Journal of Critical Infrastructures in 2012[SfMi_111].

5.1 Introduction

In this chapter, the use of game and mechanism design theory principles is proposed to model and
develop a cross layer network security protocols.

In this framework, the building blocks of the game theory map in a natural and elegant way to
those of the network security arena. In a strategic form game, we can summarize three structural
components: The players or agents, their strategies and their utilities [MyRb_97]. In the network
security realm, the agents become the security agents at each node, the strategies are the security
policies governing each user and domain, and the utilities are the achieved gain from the combination
of the level of transmission security, reduction of resource consumption and in this special case,
the optimization of network-wide delay and improvement of reputation and ranking. Mechanism

design theory induces a desired system-wide outcome designed by a social planner. This is a perfect
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tool to use and make the user or consumer act as the social planner. She can then define and induce
her desired security and delay outcome for her connection, in a way, that is preferred by all selected
nodes and agents along the path. Mechanism design theory properties and theorems can be used to
ensure the truthful and cheat-proof implementation of this outcome.

The underlying nodes are owned by autonomous users, domains, and network service providers,
who are rational and selfish. Their main goal is to maximize their own individual and company-
wide interests of security, reputation, economics and Quality of Service (QoS). In an end-to-end
perspective the question is how to get around the selfishness of the traversing domains to achieve
a network-wide desired outcome, preferably a Pareto optimal solution for all. Selfishness can be
detrimental to the network as a whole. Each node or domain along the path of transmission needs to
be willing to pass the packets within the end-to-end desired attributes - here the consumer requested

values of security and delay.

Consumer
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Figure 5.1 Example of a Security Strategic Game’s Components
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Each domain, however, has its own governing security and QoS policies in place, which
maximizes its own utility or benefit. To model this in the most simplest way, one network
device per domain is considered, as depicted in an example in Figure 5.1. Each node includes
a Security Agent (SA). Each SA knows its own delay costs per security algorithm operations,
which are only known to itself and are its own private values or types. In a network-wide
game as depicted in Figure 1, Agents 2 through 5, governed by their domain security policies,
might only think of their own benefits and follow a strategy, which is not in the interest of
others in the network. One may choose not to care about the security of traversing packets
through its domain and decide to save resource consumption by providing lower security
measures. Another agent, however, again motivated by selfishness and desire to improve consumer
satisfaction and increasing her reputation may think to make her domain most secure by implementing
only the highest secure algorithms, not caring about the end-to-end network delay. Such rational
behavior may lead to a sub-optimal state for the network as a whole. In the worst case and depending
on the number of agents and traversed domains, this can lead to an undesirable situation, where the
delays add up, yielding to dropped packets or cancelled communication.

Although the overall security of the network should not be compromised, at the same time, the
end-to-end delay is of utmost importance for delay sensitive applications and operations.

In this part of our research, we explore and propose a protocol to make a tradeoff between
security and the delay component of QoS. These delays are proposed to be listed in a Security Agent
Delay, SAD, table at each SA, as depicted in Table 5.1. We propose a scenario-based model for
three different levels of security. In this model, the security algorithms for each level are ranked
based on the valuation of the level of security they offer and their occurring delay. We propose the
use of incentives to counteract the selfishness of the players to participate voluntarily in a manner
requested by the consumer or social planner of the mechanism implementing individual rationality.
We incorporate appropriate allocation rules and VCG payment scheme [ViWi_61] with Clarke’s
pivotal rule [CIEd_71] in the security protocol to implement the Social Choice Function (SCF)

truthfully in dominant strategy. To enforce the security and delay trade-off in the decision making
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Table 5.1

the governing scenario for the calculation of these ranks. These valuations are proposed to be listed in
the consumer’s Security Agent Ranking, SAR, table shown in Table 5.2. Each Agent will also have
her own ranking and valuations of the security algorithms according to her own preferences.

In summary, the contributions of DSIC-S research and development are as follows: We introduce

the implementation of mechanism design theory for the design of a consumer-centric network

SAD Table

Security
Service

Confidentiality

Security Scenario

High-Security

Medium-Security

Low-Security

Security Algorithm D;
A; ns

AES- Rijndael-256

AES- Rijndael-192

AES- Rijndael-128
Twofish

Blowfish

Triple-DES

RCé6 80
RCS 125
DES 215

Data Integrity

High-Security

Medium-Security

Low-Security

SHA-2-516

SHA-2-256

SHA-1

RIPEMD-160

Triple-DES
AES-Rijndael-128

MD-5 45
DES 160
RC6 215

Example of a Security Agent Delay, SAD, Table

of the nodes, we propose that the VCG payment calculation be a function of the valuation and rank
of the announced security algorithm based on consumer’s valuations and desired security or delay,

depending on the governing security scenario. We propose specific weighted formulas according to

security protocol providing security-delay tradeoff, DSIC-S.
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SAR Table

Security
Service

Confidentiality

Security Scenario

Low-Security

Security Algorithm

Ai VAi VDi

A R dae 6 1

AES- Rijndael-192 2
AES- Rijndael-128 1
Twofish 2

Blowfish 3

Data Integrity

High-Security

Medium-Security

Low-Security

Triple-DES

RC6 3 3
RC5 2 2
DES 1 1
SHA-2-516

SHA-2-256

SHA-1

RIPEMD-160

Triple-DES

AES-Rijndael-128

MD-5 3 3
DES 2 2
RC6 1 1

Table 5.2

Example of a Security Agent Ranking, SAR, Table

We solve the important problem of misrepresentation of agents’ private information in mechanism

design and revelation theories for a delay-efficient security protocol through the proposed DSIC-S

design. We incorporate a valuation system to integrate the caused delay at each node in selection

of security algorithms without consumer’s knowledge of the actual delays. The incentive model

uniquely uses our proposed consumer’s preference valuation system based on different security

levels as an input for the VCG payment scheme [ViWi_61] with Clarke’s pivotal rule [CIEd 71]

and for the credit transfers.

DSIC-S achieves network-wide and individual Pareto optimality, as proved in Section 7.7,

Theorem 10. This is an extremely desirable feature, which enforces natural adherence of the agents
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to the mechanism rules. DSIC-S is consumer-centric. The consumer is the social planner of the
mechanism to request the desired security and delay level for her data transmission. This is one of
the main goals of this research work and a very sought-after proposition. This enforces a natural
and automatic control of the behavior of the underlying participants. The consumer can rest assured
that her services are provided as expected and promised to him.

DSIC-S is cheat-proof and strategy-proof, as shown in Section 7.8, Theorem 9. This is a strong
property for real life applications, which enables the nodes (i.e. network providers) to naturally
act responsibly and truthfully. Dominant strategy makes each node’s best response independent of
other nodes’ choices of decisions and their belief functions.

DSIC-S is scenario based. It considers different levels of security and the resulting tradeoff
manifestation. This focal design enforces Pareto optimality, individual rationality and allocative

efficiency, as shown in Sections 6 and 7, Theorems 7, 8 and 10.

5.2  Design Assumptions & Constraints

DSIC-S is designed to comply with a collection of constraints and assumptions, as listed next.
The players of this induced security strategic game are the Security Agents (SA) residing in the
network devices of different domains, as depicted in Figure 1. Since the devices in one domain
would follow the same security policy and the same utility goal and selfishness, We assume one
device per domain as representative and agent for that domain. We further assume that the values
of delay caused by security operations are available and consider them to be the agents’ private
information. In this paper, the term “delay” is used as “security delay” or delay caused by security
operations, which is specific to each SA. Furthermore, each delay is specific and correlated to a
security algorithm at each device and node affected by different factors described in Section 3. We
do not assume any specific proportionality of correlation between delay and security strength. We
further assume that the average delay value for the encryption and decryption operations are listed
in their SAD table, as in Table 1.

The security protocol is an extension to existing security protocols of the underlying network. We

therefore assume the existence of basic security negotiations along with the possibility of nesting
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security associations, QoS management and routing mechanisms. We assume the availability of
communication between these systems for resource reservation and routing calculations. Since delay
efficiency is one of the main goals, there will be a synergetic effect to use DSIC-S in cooperation
with a least cost routing mechanism.

The protocol does not require any special agreements among the network providers along the path
in terms of security or QoS. To address this, We propose a nesting security model, which requires
associations to be established each time between the consumer and a participating node along the
path, as illustrated in Figure 2. Since the players are selected at the beginning of the game based
on their achieved reputation from previous games and the allocation rule, we assume that for each
connection at least one end-to-end security association between the consumer and the destination is
established. In addition to above criteria, the number of selected players and established associations
is constraint by the social planners desires of general security and delay conditions. The protocol
is designed for 3 or more players, so we assume there will always be at least one provider along
the path. For the focus on the main objective, we illustrate our solution in this paper based on the
scenario that for every communication two security services, i.e. confidentiality and data integrity,
are to be implemented by the nodes.

In the game theoretic sense, the SAs, through their domains’ individual policies, are considered
“rational’ and consistently in the pursuit of maximizing their own utility and reaching their own
objectives. To achieve incentive compatibility and strong dominance in our Bayesian game, we use
the VCG payment model with Clarke’s pivotal rule, therefore assume a quasi-linear environment.
We consider the consumer to be the social planner for the induced network-wide security protocol.
Our consumer-centric mechanism, induces a consumer requested cheat-proof outcome for her data
communication, which ensures all network providers and domains along the path to deliver the

services promised to her truthfully.

5.3 Security Scenario Model
One of the main properties of the DSIC-S protocol is its scenario-based design pertaining to the

requested level of security. We propose three distinct levels of security, namely High Security,
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Medium Security, and Low Security. These levels are determined and selected by the consumer.
It is consumer’s request for a security condition for a given connection, which sets the security
strategic game.

In a “High Security” scenario, the strength of the network security takes precedence over the
delay. The network might be a little slower, but it should be strongly secured. Each node chooses its
strongest preferred security algorithms for this scenario. In this case, DSIC-S ranking calculations
are done with a stronger weight on the strength of security as given by (3). The credit payment
calculations are also done based on and influenced by these achieved rankings according to the
consumer’s SAR table.

In a “Medium Security” scenario, although there is still demand for moderate security, but the
delay is of a great importance to the consumer. In this case, each node chooses moderate strength
security algorithms according to its preference. DSIC-S ranks these algorithms with emphasis on
their impact on delay in a weighted form as given by (4). The credit payment calculations to each
player are also done based on these achieved rankings according to the consumer’s SAR table.

Ina“Low Security” scenario, we still would like to have some security in place but not as critical
as the last two scenarios. This case basically enforces some security control as opposed to not having
any in place at all. In this case, each node chooses its most relaxed security algorithms according
to its preferences. DSIC-S ranks these algorithms also like the medium security case with emphasis
on their impact on delay as shown in (4). The credit payment calculations are done based on these
achieved rankings according to the consumer’s SAR table.

This scenario-based structure enforces delay-efficiency and resource consumption management
and reduction particularly for cases, where no strong security is needed. This is one of the most
impending concerns of the underlying nodes attributed to their selfishness. This way and along
with a proper design of an allocation function and incentive model, as we will see in the following
sections, DSIC-S enforces a natural equilibrium among the players. The agents find it to their best
interest to voluntarily follow the consumer’s directions and demands in terms of level of security

and QoS.
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5.4 Valuation & Ranking Model

In DSIC-S, our proposed cross layer protocol, We build upon the individual agent’s preference
and valuation of a security algorithm influenced by selfishness, personal bias, resource consumption
concerns, domain policy, and delay. All nodes have a valuation or ranking table, SAR Table.
Three security levels are proposed for this ranking: 1: High-Security, 2: Medium Security and 3:
Low-Security scenarios. These are described in more detail in the next section. Table 2 depicts
an example of a node’s SAR table. The rankings are done within each scenario for the preferred
available security algorithms pertaining to that particular scenario. The ranking of the valuation of

a security algorithm in SA. is

VyelV,, VJ]clL3], (5.1)

with value of 3 for the most preferred security algorithm per scenario, which they have the highest
desire to select and perform first. The SAR table also has a valuation ranking regarding the delay
(listed in the SAD table) caused by that particular security algorithm A.. The ranking of the valuation

of the delay D, in SA; is

Vi€ [V, Vo] [1.3], (5.2)

with value of 3 for the lowest delay, most desirable, caused by a security algorithm per scenario.

Table 1 shows this combination.

5.4.1 DSIC-S Consumer’s Valuations & Rankings

m and security protocol has its own valuation of different security algorithms for different scenarios
in its SAR table. The consumer’s SAR table is the main valuation table for the security strategic
game and is known to all players and Security Agents along the path. The incentives for the truthful
participation are designed and calculated using this main table’s valuations. Each player and Security
Agent makes its strategic decision based on its own valuations and that of the consumer’s for each

specific scenario calculating its own utility.
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Two different valuations, V, , security algorithm weighted, and V,, delay weighted, are calculated
for each algorithm. In order to evaluate these valuations, first two total weighted rankings need to be
calculated, one with emphasis on the security level, R, , Equation 5.3, and another with attention
to the delay, R, Equation 5.4.

The following describes the components of these calculations by using the example SAR in Table 2
in a high-security scenario. First, the three algorithms are ranked according to the achieved strength
of the security. In this example, it is intuitively easy to see that the first one, AES-256, gets the
highest ranking of R*, ¢ ,s = 3, because of its bigger key size and additional security compare to the
next two algorithms in this scenario. With the same reasoning, the middle ranking goes to AES-192,
RA, 100 = 2, and AES-128 gets ranking R*, . ,s = 1.

On the other hand, the ranking of these algorithms based on their impact on delay can be directed
from the SAD table in Table 1. The delay ranking for these three algorithms in this case is reciprocated
to the one of the security as follows: RP, . ,.,= 1, then AES-192, RP, . .4, = 2, and AES-128 gets
RP, 1 1,5 = 3, with the latest being the fastest and the best in terms of delay performance. The proposed
total weighted formula for the calculation of this scenario for each algorithm is as follows:

R,; is weighted based on the preference and ranking of the security algorithm and its strength,

hence, RAsquare, multiplied by the delay ranking, RP, according to the SAD table. That is

Ry =((RA)? *RP) 12 (5:3)

R,; is calculated for each algorithm and each security association. Figure 5.2 illustrates theses
calculations as an example of confidentiality. The total ranking in case of more than one security
association will be the arithmetic average of the values for all associations implemented by a node.
V, is then determined by comparing the other resulted R, values in the scenario giving valuation
ranks according to Equation 5.1, as listed in Table 2.

R, is weighted based on the occurring delay, defined as

Rpr = ((RP) 2> * RA) 1» (5:4)
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R, 1s calculated for each algorithm and each security association. Figure 5.2 illustrates theses
calculations as an example of confidentiality. The total ranking in case of more than one security
association will be the arithmetic mean of the values for all associations implemented by a node.
V,, is then determined by comparing the other resulted R, values in the scenario giving valuation
ranks according to Equation 5.2, as listed in Table 5.2.

Depending on the security scenario, one ranking is preferred over the other for VCG calculations.
For example, in a High-Security scenario, where the utmost goal is to secure the network, the
mechanism takes V, into consideration for selecting the most fitted and desired security algorithm.
This selection is highlighted for the first three algorithms in Table 5.2. As also depicted there, in

other two scenarios of medium and low security, V,, accentuates the selection process.

Confidentiality
Customer Node SA1
SAR Table R R R'2*R”  R°A2*R" Ror Rar Vo Va Customer D1
3 1 9 3 1.4 21 1 126
2 2 8 8 2.0 2.0 2 108
1 3 3 9 21 1.4 3 90
4 Blowfish 3 2 18 12 23 2.6 2 3 100
5 DES 1 1 1 1 1.0 1.0 1 1 215
6 Twofish 2 3 12 18 26 23 3 2 80
7 RC6 3 3 27 27 3.0 3.0 3 3 80
8 RC5 2 2 8 2.0 2.0 2 2 125
9 Triple DES 1 1 1 1 1.0 1.0 1 1 345
Figure 5.2 Consumer’s Ranking and Valuation Calculations

5.4.2 DSIC-S agents’ Valuations & Rankings

Each player and Security Agent makes its strategic decision based on its own valuations and that
of the consumer’s for each specific scenario calculating its own utility. They rank their preferred
security algorithms for the three security scenarios based on their economics, availability of
algorithms, and resource management, to name but a few.

As a consequence each agent’s SAR table may be different than others. One agent might not
support all the algorithms listed in the consumer’s table. In some cases, it might even happen that

one agent might rank one security algorithm for a different security scenario.
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DSIC-S is designed to be implementable in any of these cases, enforcing the selection of the
highest valued security algorithm by the consumer. As we will see in the next chapter, the agents

will inherently have a higher utility choosing these most desired algorithms.

5.5 Security Association Model

In order to enforce the independence of the model of the individual security contracts among the
agents, DSIC-S protocol integrates a nesting security association model along the connection path.
These associations are always between the consumer’s node and each of the agents’ nodes. This
ensures that security and all the other desired attributes are not neglected because of the consequences
of rationality, selfishness and gain in utility by the agents. Figure 5.3 illustrates DSIC-S security
association model in an example. As depicted here, DSIC-S proposes a nesting security model. As
described in the assumptions section, it is assumed that the underlying network security infrastructure

allows nesting security associations.

5.6 DSIC-S Protocol Procedures

The protocol is designed for a multi-agent system, with 3 or more agents. There are
N, = {3, 4,..., n} players or SAs along the path of a connection. The numbering of the nodes,
1e N={1, 2,3, ..., n}, starts with the consumer’s node (i=1) as depicted in Figure 5.1. This node
is the social planner and induces its desired outcome of security level and delay through the whole
communication path by establishing nested and iterated security associations with all nodes along
the path as depicted in Figure 5.2. This way the mechanism and protocol make sure that proper
network security between the domains and within them is implied, without requesting any special
agreements among the network providers. In her design, the consumer also chooses the nodes along
the path of her communication according to a reputation model, which is based on the calculated
payments from previous games. It is then imperative for the network providers to earn excellent
incentive credits and reputation. This allows them to attract more customers. More consumers want
to become their permanent clients. This raises their revenues and brings them their sought after

economic gain.
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Security Associations

<>

Consumer NP2 Destination
Domain : Domain

—

SA, SA;

|('01|I" +(lim| |r01|f +|ll'1|t|

[

Figure 5.3 DSIC-S Protocol’s Security Association Model in an Example

At the initiating phase of a connection, SA, first identifies the selected nodes along the path
according to their reputation resulted from past games. Then it starts the mechanism by requesting
a certain level of security from the three proposed high, medium or low security scenarios in the
Flow!1 of communication as depicted in Figure 5.4, Step 1. It identifies the security algorithms for

both confidentiality and data integrity and their valuations within the desired level from its SAR
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table and sends these to all SAs along the path. For this process, V, is calculated as described above
and used for the high-security scenario algorithms. V, calculated as described above and is used
for the algorithms in medium and low security scenarios. The SAs then according to their own
preferences in their SAR table and implication of their selfishness, utility and gained reputation
select one security algorithm for each security service and communicate this in the Flow2 to SA,
as depicted in Figure 5.4, Step 2. If they can not accommodate the conditions asked they will be
dropped from the game according to the allocation rule of Equation 6.7. Once all Flow 2 replies have
received the consumer can decide if enough players can qualify for the game. If not the consumer
cancels this game and repeats its selection for another game. There will be a negative credit note
according to the game and the transfers, that those players, not willing to participate or not qualifying
to participate, would have earned if they had qualified. We propose this to be integrated into the
reputation model.

If all or an adequate number of the intended players qualify, SA, can establish its DSIC-S secure
connection with each of the SAs along the path, as seen in Figure 5.4, Step 3. It can also now
calculate all the incentives through the VCG mechanism and Clarke’s pivotal rule described in the
next Chapter for each SA for this particular connection’s strategic game using its valuation table
for the selected security algorithms.

Following the proposition that network providers in real-life need stronger incentives to comply
with the theoretical mechanism design models,we recommend the integration of these calculated

payments into a reputation based model.
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I
Chapter

6

Modeling DSIC-S Strategic Game

6.1 DSIC-S Strategic Game

To better convey the design, the strategic game for DSIC-S is modeled in the assumed case
that two security associations, i.e. confidentiality and data integrity, are to be established for each
connection between a node and the consumer’s node. Figures 5.2 and 5.3 depict the establishment
of these security associations along the path.

In DSIC-S protocol, a connection path is comprised of N, = {3, ..., n} nodes or players including
a Security Agent (SA). Let each node have a SAR table, Table 5.2, listing its preference valuations,
V, and V,,, for different security algorithms for the two security services, confidentiality and
data integrity, in different scenarios of High-Security, Medium-Security and Low-Security. Let
j € o = {conf, dint, ...} the set of security associations for each node, then each type of an agent

can be defined to be
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0= Viig 0= 0 cons Y O ing (6.1)
yielding to
(6.2)
Ujec (Ai,j , V) = {(Ai,conf’ Vi) (Ai,dint , Vi
0, := If High-Security

Ujec(Ai,j , Vi) = {(Ai,conf’ Vi) (Ai,dint , Vi)

Otherwise

will be the type for SA, indicating its valuation of a security algorithm for each security service
depending on the governing security scenario. It is assumed that each agent’s type, 0., is independent of
other agents’ values and is its private information except for that of SA |, which belongs to the consumer
and is common knowledge to all. Since the proposed protocol is a dominant strategy mechanism as
it is proved in Chapter 7, Theorem 8, the strategies of the agents will be their best response to any
response of other agents, hence independent of their believes of the types of other agents. Let G,
be the set of all types of each node and ® =[] ,_\ O, be the set of all type profiles of all nodes with
0=(0,,0,, ...,0,) being one specific type profile of all nodes. Further, lete € ¢ = {1, 2, ..., n} be
the set of number of security algorithms designated to each scenario. Let X be the set of different
possible and allowable outcomes and the union of three sets of outcomes of the protocol and

mechanism pertaining to the three different security level scenarios, given by
X:=H UM, UL, (6.3)
H, is the set of all security algorithms for the high-security case of SA, expressed as

Hl = Ujec, eeg (Ai]-Lj,e H VAiH,e) (64)
= {(AlH,conf,l ’VAIH,l)’ (AlH,conf,Z ’VAIH,Z)’ (AlH,conf,B ’VAlH,B)’

(AlH,dint,l ’VAIH,I)’ (All—Ldint,z ’VAZH,2)7 (All-l,dint,3 ’VAIH,3)}
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i.e. in our example: (A 1> Vainy) = (AES-128, 1). In the same manner, the following can be

defined,

Ml = Ujec, eee (AiM,j,e b VDiM,e) (65)
and

Ll = Ujec, eee (AiL,j,e ’ VDiL7e) (66)

As we can see, the set X of all possible outcomes is determined by consumer’s valuations as a social
planner. For a particular connection, the consumer’s node chooses the participating nodes and players
according to their reputation based on previously earned credits in the DSIC-S security strategic
games. The selected nodes then use k(0) as their allocation rule, which selects one particular security

algorithm from set X based on 6 and pertaining to the selected security scenario, therefore

(6.7)
€ igh-Security) or
! (V6. e H, &High-S ity)
(V 6, € M, & Medium-Security) or
= S ow-decurity
k(0) = V 0. H, & Low-Securi
L 0 Otherwise

Implementing Mechanism Design concepts, the Social Choice Function (SCF) in our quasi-linear

environment will be

£(0) = (k(0), £,(0), ..., t.(0)) Voe® (6.8)

The vector

£(0) = (t,(0), ,(0), ..., t.(0)) Voe® (6.9)
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constitutes the incentive vector transferred to the nodes, given the type profile 6 =(0,,0,, ... ,0,)
according to Equation 6.13.

The utility function u, will be the motivating factor for each node in selection of its strategy and
final decision of truthful participation. According to its general structure in quasi-linear environments,
where incentives are calculated as payments, this utility is comprised of the node’s valuation, v,, of

the security algorithm given the allocation function. In our case, this will translate to its preferences

in its SAR table, its type, given by

v,(k(0), 0) = 6, (6.10)

of course, in addition to its gained transfer t,(0)

u(0) = v(k(0), 0) + t,(0) (6.11)

In our security strategic game, each participating node adhering to the allocation function for the
given scenario will be reimbursed by a positive t.(0), Equation 6.13. In order to enforce the incentive
compatibility through these payments and bring the theoretical model closer to the real-life scenario,
we suggest the use of a reputation system. These payments should be then applied as an input into
the system. This reputation will be a vital factor for the participating network providers to increase
the consumer confidence and to attract more customers resulting to an increase in revenues and

sought after economic gain.

6.2  Security Agent’s Strategic Decision

Each node along the path will make a strategic decision if it would like to participate in this game
at all or not. According to the theories of mechanism design and governed by selfishness, each node
will participate voluntarily if it is not worse off after the participation. That means, it calculates
its utility function to see if it is worth for her to play. As described above, she uses Equation 6.11
to calculate this utility. Each node knows that t(0), Equation 6.13, is a positive reimbursement,

given its truthful participation, but it is dependent on its selected 6, and that of the consumer’s 6,.



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 65

This means, the factors governing her utility function to make it a positive one for him, are its own
preference table and v,(k(0), 0,) of Equation 6.10. As long as she can choose one of the algorithms
listed and requested by the consumer’s scenario, it always can achieve Individual Rationality and
score a positive utility function. The Individual Rationality property of DSIC-S is proved in Theorem
8 in the next chapter. Given a security scenario for a given connection, the consumer sends its set
of choices and their valuations, H,, M, or L, illustrated in Equations 8-10, to each node. This way,
each node knows which security algorithm has the most consumer valuation and will get the most
payment t(0) resulting to best incentive and reputation for that particular game. This is an attractive
incentive for the node to choose the highest valued security algorithm from the SA,’s selection list
and according to its own preference table.

The truthful participation is induced by the unique proposed design of DSIC-S protocol and the
allocation rule, resulting from having different security scenarios and a set of allowable security
algorithms for each. In this process, we also propose the calculation of t,(0) based on the consumer’s
valuations, which makes it possible to induce truthfulness and cheat-proofness as a solution to one
of mechanism design’s problem of misrepresentation of private values, 0,, especially in a real-world
scenario. This property of DSIC-S is proved in Chapter 7, Theorem 9.

Governed by this induced environment, the node will find it to its best response to participate
truthfully and select a security algorithm for each service of the consumer’s list, which maximizes
its utility. It is naturally enforced to take the highest valued one from the intersection of her own
preference table and the consumer’s preferences for a particular scenario to gain the most utility.
If she can not find this intersection, as described in Equation 6.16, her utility, allocation function
and the payment will be zero, which means it would not be beneficial for her to participate. She

will automatically decline to participate in the game.

6.3 The DSIC-S Incentive Model
After the SAs have made their selection of strategies and security algorithms, now the mechanism

designer, SA |, can calculate the payments for each node. For the proposed protocol, we have chosen
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the VCG scheme for these calculations. This way, we can also benefit from the known properties
of VCG payment rule, which in a quasi-linear environment provides a sufficient condition for an
allocatively efficient Social Choice Function, SCF, to be dominant strategy incentive compatible
[NGNP_09]. Chapter 7, Theorem 7, proves the allocative efficiency property of DSIC-S. Theorem
9 proves that DSIC-S protocol is dominant strategy incentive compatible and cheat-proof.

As explained above, for the payment to each node as an attractive incentive for its truthful
participation, the valuations of the consumer’s SAR table are used for the selected strategy s, = 0..
These valuations are used in the calculations of the node’s externality through the Clarke’s pivotal

payment rule [CIEd_71]. For DSIC-S this implies that

P.(0)= (V| 6) (6.12)

+ Z meN, m#i (Vl‘ e-i & 6m) - z meN, m#i (V1’ 6 & Om)’

Note that, when one SA. is not present in the path, consumer’s requested total delay and resulting
valuation can be divided among (n-1) nodes. This relaxes the selection process for others in favor
of selfishness and its resulting resource consumption decrease, one of the main goals of each agent.
In DSIC-S, it is considered that each agent could select the next lesser valued security algorithm for
each service, given the additional available bandwidth, as long as it is still within the given scenario
and the consumer requested total maximum valuation for the path is not violated. This means,
for the above calculations and in the absence of one SA, all other’s valuations can be relaxed and
decreased by one. For the agents, which would select the lowest valuation of the scenario, with the
valuation of 1, their valuation for the second expression would be zero. This relaxed environment
is explained in an example in the following section.

As we know, Clarke’s pivotal rule calculates the tax that a player should pay because of her
influence on the whole game and other agents’ decisions. Therefore, these payments will be negative

and as a confirmation of Weak Budget Balance, one of the properties of Clarke mechanism, where

2ien 5O) =0.
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DSIC-S considers the reimbursement of this amount, P, calculated for each node as payment and
credit to it. As proved in Theorem 1, these payments are independent of the valuations. To enforce
the agents to always aim to choose the highest valued algorithm, however, the transfers should be
dependent on consumer’s valuations. This is achieved in our design by integrating our calculated
weighted rankings, R,; and R, in Equations 5.3 and 5.4. This way, additional payments are
guaranteed for the selection of the most desirable algorithm. This ensures that the actual payment

can be formulated as follows,

(6.13)
[ R, —P,(0) vV 0.€ H, & High-Security
R, — P, (0) (V 6, € M, & Medium-Security) or
.-{
t(0) = (V 6, e L, & Low-Security)
0 Otherwise

Through these payments made at each game, and as means of performance evaluation in the social
strategic game, the network provider increases its trustworthiness and attractiveness to draw more

customers and increase her revenue.

DSIC-S Incentive Payment — An Example

As an example, DSIC-S security association establishment is taken, as depicted in Figure 6.1,
for two security services and a path comprising of 5 nodes. To simplify the calculations and better
illustrate the main point, it is assumed that all nodes would maximize their utilities and select the
security algorithms with the highest consumer valuation of 3 for each security service. Let’s further
assume that the consumer is inducing a high-security scenario and uses the SAR table as depicted
in Table 5.2.

In this case, SA, will be establishing 8 security associations with other 4 nodes, one for

each security service. This brings the total security operation cost for SA, to a total of 8.
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Figure 6.1  DSIC-S Incentive Payments in an Example

Taking our assumption of V,,= 3 into consideration, the total operational cost for SA, will be
8 * 3 =24. Each of the other nodes, however, according to our association map in Figure 6.1, will
have only 2 * 3 = 6 security operational cost, when all SA;s are present in the network.

In the case, one SA is absent in the path, let’s say SA,, then SA, will be establishing 3 * 2 =6
security associations only, resulting to operational cost of 6 * 3 = 18. Since SA, is not available
anymore, there will be no operational cost for it. Basically, if one SA is absent, in our case, the total
security operations will be relaxed by 4. According to DSIC-S now the other agents could select one
lower valued security algorithm for each service, given that the total credit is not higher than the
available calculated 18-6=12. In this case, by the absence of SA,, SA,’s operational cost would be
6 * 2 =12. Each of other nodes will have an operational cost of 2 * 2 =4, for a total of 4 * 3 =12
for the three remaining nodes other than SA, and SA,. Now we can plug in the above calculated
values in Equation 6.12 to get

P.(0)=P,(0)=6+(12+12)— (24 +18)=—12 (6.14)
As described above in Equation 6.13, DSIC-S integrates this value in the calculation of the

reimbursement amount for each node as payment and credit to it.
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Chapter

7

DSIC-S Properties and Results

7.1 VCG Rule Properties in DSIC-S

The following Theorems, prove the VCG payment’s independence of the actual node’s valuations
but dependence on the number of security associations and number of nodes in the security
strategic game. These results prove the most important design aspects of DSIC-S, namely solving
the revelation Theorem’s intriguing problem of misrepresentation of agent’s private information in

mechanism design theory.

Theorem 1: In DSIC-S, an agents VCG payment is a function of the number of security

associations between each node and the consumer s node in the network.

This Theorem states that as the number of security associations between each two nodes increases,
the resulted payment reimbursements will be higher. This is a very preferred property for our
incentive model to counteract selfishness of rational players. The agents get more incentives for

more work and more resource consumption, i.e. the establishment of more security associations. We
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first show this by use of the example in the previous section. The above example is now calculated
for the case that only one security service would be required between the consumer and the nodes,
i.e. only confidentiality. In this case, the SA, would need 4 security operations and each other SA

only one. The VCG payment according to Equation 6.12 would be

P.(0)=3+(6+6)—(12+9)= —6 (7.1)

Proof: We now prove this in a general form. To simplify the proof, let’s assume that all
nodes select the security services with the same ranking, let’s say V. Also, let’s assume there
are Np agents with each establishing n security associations with the consumer’s SA,. The

three expressions of the VCG payment of Equation 6.12 can be written as

P;(0) =P, +P,—P, (7.2)

The first expression is the sum of all valuations for all the security associations, neN, a

node needs to implement

P=2(V)=n*V (7.3)

The second expression shows the externality of each node in the absence of the node in the
network. DSIC-S also considers a relaxation of choice because of additional operational
bandwidth, hence (V — 1). In this case, if a node is not there, it will not have any security
associations with SA |, hence (Np — 2). That means all others will have security associations
with SA |, namely each pair of SA, and SA, will have (2 * (n * (V — 1))). So P, is given

by

P,=Np—=2)*2*(m *(V—1)) (7.4)

P)=2*n*[(Np*V)—Np—(2*V)—2]
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For the third expression, we consider the node as present in the network, but calculate the
sum of the valuations of all other nodes, (Np —2) * (2 * (n * V)), without that particular

node, hence only (n * V) for its association with SA,

Pi=[(Np—=2)*2* (n*V)]+[{n*V) (7.5)

P,=n*V*[(2*Np)—3]

Now we can put all of the above together to calculate the VCG payment for DSIC-S,

yielding

P@)=m*V)+2*n*[(Np*V)—Np—(2*V)—2])

—(n*V*[(2*Np)—3])

P.(0)= —2*n*(Np—2) (7.6)

As illustrated above and according to the very important result in Equation 7.6, we see

that, in DSIC-S, the VCG payment is a function of n, the number of security associations

pertaining to the required security associations between each node and the consumer. m
Now we can prove the dependency of the incentives on the number of agents in this strategic
security game.
Theorem 2: In DSIC-S, an agent’s VCG payment is a function of number of nodes in the
network.
This can be first shown by the use of the example in Chapter 6 with an added node. The calculated

payment for a network with 6 nodes amounts to

P.(0)=6+(16+16)— (30 +24)=—16 (7.7)
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Proof: The proofin Theorem 1 is used for this theorem as well. As we can see in Equation
7.6, the payment is a function of Np, the number of players in the security strategic game.
This Theorem proves the intuitive assumption that as the number of players, here nodes,
increases, each node has to pay taxes to more players for its effect of Clarke’s externality.
That means, more nodes are affected by its presence or absence. In Clarke’s interpretation
each node needs to pay a tax for the effect of its externality on each other node. The more
nodes are in the game, the more taxes are paid. If this increase of gain with the number of
players is used in a well thought design, as here in DSIC-S, it will give more incentives as a
reimbursement for the effect of the increase of externalities. This is a very desired property

of the designed mechanism to increase motivation of participation in the game. m

The next Theorem is of a very great importance. It proves that DSIC-S design solves one of the
most intriguing problems in design of mechanisms, namely the misrepresentation of agent’s private
information, the truthful revelation problem. The understanding is that whenever there is private
information not known to all the players, it will be misrepresented by the agents to increase their
gain and utility of participation. A strong mechanism needs to solve this problem. Theorem 3, proves

DSIC-S protocol’s solution and its independence of the private information 6.

Theorem 3: In DSIC-S, an agent’s VCG payment is independent of the type profile 6 of all

agents, the selected security algorithms and their corresponding valuations.

Proof: The proof in Theorem 1 is once again used for this theorem as well. As we can
see in Equation 7.6, the payment does not include V, the valuation of the selected security

algorithms! This shows that the Clarke’s Payment is independent of 6. m

On a positive note, this property makes the payments cheat- and strategyproof. This means, as long
as the nodes can participate and accommodate the asking security conditions, they will be having
an incentive payment regardless of which algorithm they choose, hence strategyproof. Also, there

is no need to lie about their true types, and try to misrepresent their private information, because it
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does not go into the payment calculations! No truth revelation concerns are needed to be addressed
here!

On a negative note, however, only using the VCG payments as the credit payments to the nodes
in this case is not enough. The independence of 0 does not enforce any incentive for the nodes to
select a security algorithm with a higher valuation, the one most appealing to the consumer. In the
formulation of t(0), we solve this problem by incorporating the 6-dependent proposed rankings R,
or R,; in the calculation of incentives to the nodes.

In general, the independence of true types 6 can be very helpful for the design of cheat- and
strategyproof mechanisms. It implies that there would be no need for truth revelation of the
private types to calculate the incentive payments. This is the solution for one of most demanding
mechanism designs problems, namely the truth manipulation by players, especially in the real-world
implementations. The players are rational and as soon as they notice there is a gain, they would
misrepresent their true types. It is then up to the mechanism designer to design a novel mechanism
to bypass this undesired by-product of selfishness. As we can see this has been achieved in the

design of the proposed mechanism, DSIC-S.

7.2 Clarke’s Externality of Agents in DSIC-S
Theorems 1 and 2 are also the proof for the very important next Theorem in a security
protocol, the degree of externality of each security agent, according to the VCG payment rule as

follows,

Theorem 4: In DSIC-S, the degree of each Security agent s externality is a function of the

number of security associations, number of security agents and nodes in the network.

Proof: See Theorems 1 and 2 for proof. m
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7.3

Agent’s Utility Function Properties in DSIC-S

Theorem 5: In DSIC-S, an agent s utility is a function of the number of security associations

between each node and the consumer s node in the network.

Proof: The proof is based on Theorem 1. As we can see in Equation 7.6, the payment is a
function of n, the number of security associations pertaining to the required security services

between each node and the consumer.

According to Equation 6.13, t(0) is a function of P, (0) and subsequently a function of n.
This way, according to Equation 6.11, the utility of each agent will be a function of n, the

number of security associations, as well.m

This Theorem is very favorable for the proposed incentive model. The more resources the nodes

consume, i.e. the more security associations they establish, the more increase they see in their utility

payments.

7.4

Theorem 6: /n DSIC-S, an agents utility is a function of the number of nodes in the

network.

Proof: The proof is based on Theorem 2. As we can see in Equation 7.6, the
VCG payment P, (0) is a function of Np, the number of nodes in the game.
According to Equation 6.13, t(0) is a function of P, (0) and subsequently a function
of Np. According to Equation 6.11 the utility of each agent is calculated as
u,(0) =v,(k(0), 0,) + t.(0). With the increase of t,(0) as shown above the utility of each agent

increases.m

DSIC-S is Allocatively Efficient

Theorem 7: DSIC-S is Allocatively Efficient.
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According to the definitions of mechanism design [MyRb_97][Weln 07][NGNP_09], an allocation

function k(0) is allocatively efficient if for V 0 € @, it maximizes the sum of their values . _,, vi(k(0),

0.). In other words, it is such defined, that the highest willingness will receive the allocation.

7.5

Proof: In DSIC-S, by choosing and defining the allocation function as in Equation 6.7,
it naturally maximizes the valuations for each player. Through this rule and the way it is
defined, each player is able to participate according to her value of 0, for the given scenario,
the only condition, that maximizes its utility, because otherwise she would have a utility
of zero. Thus, it is able to maximize her valuation for that scenario logically by selecting
the security algorithm with highest valuation from her SAR table, which is in the list of
consumer’s requested options for the governing scenario. Since for any given scenario,
each player maximizes her valuation naturally, the defined allocation function k(6) becomes

allocatively efficient for VO e ©. m

DSIC-S is Individually Rational

Theorem 8: DSIC-S is Interim Individually Rational

Individual Rationality is referred to voluntary participation property[NGNP_09]. It means that,

each player gains a non-negative utility by participating in the mechanism. “Interim Individual

Rationality” implies that the agents can withdraw from the game after knowing their own private

types but before responding to the mechanism with their selection of action[NGNP _09]. This

implies that in order for the agent to decide to participate in the game, she has to make sure that her

calculated utility function is larger than or at least the same as her utility function if not playing.

Proof: Each agent in DSIC-S knows her private type at the beginning of the game before
the mechanism starts. Each agent can also calculate her utility function prior to her response
according to Equation 6.11. As we now know, through the allocation rules and incentive
model discussed in above sections, DSIC-S induces a positive utility naturally, when the

player plays. According to Equations 6.7 and 6.13, by not playing, the player has a utility of
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7.6

zero. This implies that the SA in the path gains a nonnegative utility and is better off playing

in the game, hence DSIC-S is Interim Individually Rational. m

DSIC-S is Dominant Strategy and Cheat-Proof

According to the definitions of mechanism design [NGNP_09], a Social Choice Function

f: 11,y ®,— Xis said to be Dominant Strategy Incentive Compatible, DSIC, or truthfully implementable

in dominant strategy, if the direct mechanism has a weakly dominant strategy equilibrium

s*() =(s*,(),s*, (), ..., s* (.)), where s* (0,) =0, for V 0. € ©, and Vi € N. This property is also

called cheat- or strategy-proof.

Theorem 9: DSIC-S Protocol is cheat- and Strategy-proof.

Proof: As shown above, through DSIC-S incentive model, each agent’s optimal response is
to participate truthfully to be able to gain a positive utility for a given scenario, regardless of
what other agents announce. According to the allocation rule of Equation 6.7, if the agents do
not respond with a strategy within the allowable and consumer requested choices, they will
get no allocation of the outcome, hence no positive utility. Furthermore, DSIC-S is designed
to allocate a positive payment, as shown in Equation 6.13, to each node that adheres to the
allocation rule and participates truthfully, regardless of the responses of all other nodes in
the game. In addition, the incentive model described in Equation 6.13 is designed so that
each node, in order to maximize its utility, finds it to its best interest to choose the most
valued security algorithm from the consumer selection, again regardless of other agents’
choices. Furthermore, through the proposed unique use of the consumer’s valuation table
for calculation of these incentives, all agent’s can make their decisions regardless of other
players and according to SAR table of the consumer. This achieves a strong dominant
strategy equilibrium among the nodes with a profile of their equilibrium strategies of

s*()=(s*, (), s*,(.), ..., s* (.)), as proved above, we have

U, (s%,(9) ,5,(0,) > uy(s;,s,(0),)) (7.8)
Vs.e S\{s*.(0)}, Vs, (0,)eS,, VieN, V0.€0,, V0.0,
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Since according to mechanism design concepts, a strongly dominant strategy equilibrium
is automatically a weakly dominant strategy equilibrium, We can always find a weakly

dominant equilibrium, which makes DSIC-S strategy-proof and cheat-proof. m

7.7  DSIC-S is Pareto Optimal and Socially Desirable

The allocation rules, scenario-based structure and incentive model of DSIC-S, are specifically
designed to only provide allocative efficiency and individual rationality for the agents, which have
the consumer requested security algorithms, or at least one of them, for the specific scenario also
in their SAR Table. As we can recall, it is the consumer that determines the level of security. This
means, any agent’s SAR table according to its preferences, needs to have one non-empty intersection
with the consumer’s choices for a particular security scenario. That is for Vi e N

(7.9)

[ H N MHUMUL): 40

for at least one 0.0, & high security

e

M, NHUMUL) :#0
for at least one 0,0, & medium security

L,NHUMUL):#0

for at least one 0,0, & low security

This implies that only agents with at least one of these algorithms in their preference list can
be chosen to be a player in the game. For the actual game and credit payments the valuation of
the preference of other players other than the consumer are not of importance, as long as the
security algorithms are in one of their preference lists. Furthermore, the scenario-based design of
DSIC-S requires different security algorithm preferences for different levels of security. The
commonality of use, standards acceptance, along with the cryptanalysis proof of fitness for a
particular security scenario, also enforces each agent favorably toward having at least one match
in her preference list. According to Equation 7.9 and the above assumptions, Pareto optimality for

DSIC-S can now be defined as
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Definition: An agents strategy, s, = 0., in DSIC-S is said to be Pareto optimal if
k() # 0. That means, 0, (H\JUM,J L), and 0, H,or M,or L,, depending on the governing
security scenario .

That is, if an agent is willing to and by the mechanism’s allocation rule is selected to participate,
then inherently her selected strategy will always be a Pareto optimal strategy for her. This is according
to the fact that our mechanism is allocatively efficient. In general in Mechanism Design Theory,
Pareto optimality in an evironment e is defined as an allocation, which has to be feasible in that
environment and then that each player is at least well off and one is at least better oftf [GRR 83].
“Formally, x* is Pareto-efficient in e if and only if (i) x * is feasible for e and (ii) if x is feasible for e,
then u,(x,) < u,(x,*) for at least one i.” [GRR_83]. This optimality in our case solves a multi-criteria
objective function with regards to security and delay-efficiency through the proposed valuation
system, as defined in the type agent 6,. Our game takes place at the connection establishment phase
as a one-stage strategic form game, the simplest class of games, which could be general enough
to describe all the complicated games in game theory as Meyerson describes in his Nobel Prize
Autobigrophy [MyRb 12]. He also mentions, John von Neumann, notoriously considered as the
father of game theory, introduces the notion of strategic normalization, where for any dynamic
extensive game, one can define an equivalent strategic form game, where the players choose strategies

independently and whose strategy choices determine their expected payoffs.

Theorem 10: /n DSIC-S all agents’ selected strategies are socially desirable and Pareto
optimal.
Proof A: We prove the Pareto optimality by contradiction for a given scenario. Let’s assume
it is a high security scenario and agent i chooses a strategy, s, = 0,, that is not Pareto optimal
for her but belongs to H,, this implies that

0. M&O.¢L &0, ¢ H &6.¢H, (7.10)

0, ¢ (HUMUL),)

0, ¢ {H NHUMUL)}

H, N (HUMUL)=0
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This leads to a contradiction to Equations 7.9 and 7.10, which results to k(0) = 0. Consequently

agent 1 cannot participate in the game!m

This proves that if an agent is participating in the game, her selected strategy will be Pareto
optimal! In case of social desirability and in context of DSIC-S, we define an agent’s strategy to
be socially desirable, if it can provide the security and delay conditions requested for a particular
connection by the consumer. The social planner knows what end-to-end conditions needs to be
established and determines the choices of security algorithms best fitting to a particular security

and delay scenario in a fair manner for all participants. That is

Definition: An agent strategy, s, = 0., in DSIC-S is said to be socially desirable if 0, € H,

or M,or L,, depending on the governing security scenario and 6. H.or Mor L, .

This means that s, = 0, needs to belong to the agent’s preferred list of security mechanisms, the
SAR Table, so that it naturally chooses to implement it.

By the same token of proof A, since through DSIC-S allocation rule only agents will be
participating, who are able to select one of the consumer’s choices pertaining to Equation 7.9, any

selected strategy by any participating node will be socially desirable:

Proof B: Again, we prove social desirability by contradiction. Let us assume it is a high
security scenario and agent 1 chooses a strategy, s, = 0., that is not socially desirable. According
to the above definition this implies that

0.g H&0eM&0.¢L &0, ¢ H (7.11)
and from here we can follow the proof above in ProofA. This proves that if an agent is

participating in the game, her selected strategy has to be socially desirable! m

7.8 In DSIC-S SAR Table’s elements form the Agent’s Pareto Frontier

Theorem 11: /n DSIC-S, the elements of each agent’s SAR table form that agent’s Pareto
Frontier. That is, (H'\J M,U L) is the agent i s Pareto Set.

Proof: See above Proof A of Theorem 10 along with the definition of Pareto optimality.m
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I
Chapter

8

DSIC-S Simulations

In the following, we will demonstrate the achieved results in simulation cases interesting in the context
of mechanism design theory and its implementation in designing delay efficient network security
protocols. In the simulations, we continue to use the assumptions for above examples unless otherwise
mentioned. For the analysis, we compare results for multi-agent games of different number players,
Np = {5, 10, 15, 20, 25, 30, 35, 40, 45, 50}. we have used the example consumer SAD and SAR
tables in Tables 5.1 and 5.2, which builds upon the performance results in [NaJm_05] and [EAH_10].
For different nodes along the path, we have then adapted delays in range of £10% of these values

randomly.

8.1 Theorems 2 and 3 Results
In order to analyze Equation 7.6, namely the independence of the resulted payments from the

selected valuation, we simulated P, ., where all agents would choose the maximum valuation in

1max?®

order to maximize their utility. We also calculated P._. | for the case that they would choose the

imin?
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Figure 8.1  Theorems 2 and 3 Results in Medium Security DSIC-S Games

minimum valuation as their strategy. Figure 8.1 compares the results of the simulation for the VCG
payment calculations in both cases. As we can see, the simulation results clearly prove Equation
7.6) to be right. They also confirm the statements of Theorem 2, that the payments are a function
of the number of nodes and agents in the network. As we can further see, these payments are not a

imax”*

function of selected valuation, which is the confirmation of Theorem 3, P.

imin

8.2  Delay and t, Transfers General Correlation

This research work is proposing a delay-efficient protocol designed by tools of mechanism
design theory to be incentive compatible and individually rational. These important properties are
achieved through the unique design of DSIC-S protocol, namely the independence of the incentives

and outcome from announcement of any agent’s private information. We propose a scenario-based
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security protocol based on the agent’s individual preferences. We also propose the use of a valuation
system to calculate the t. transfers as incentives, which does not require the actual delays to be
announced.

In this simulation, through several scenarios, we analyze our proposed design to see if this model
truly correlates with the actual delays. It has to also confirm the hypothesis that this correlation
has to be reciprocal. Figure 8.2 illustrates the results for the t, transfers, calculated according to
Equation 6.13, and shows the t. transfer space within the minimum and maximum boundaries. For

the calculation of the t.

imin

values, it is assumed that all agents in the game would select the lowest
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Figure 8.2 t . &t . Transfersin a Medium Security DSIC-S Game
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valuations. The t,___values are calculated by the assumption that all agents would maximize their

utilities by choosing the highest valuations.

Figure 8.3, however, illustrates the actual delays. D,

1max

is the summation of the longest delays at

each node for the number of agents in the game. D,

imin

in the same manner shows the lowest delays.
The area in between is the permitted delay space of the agents. As we can see, the two graphs in
Figures 8.2 and 8.3 follow the same shape and dependence on number of agents. This simulation
confirms the general correlation with no granularity. The manner of correlation property is not

recognizable yet. Section 8.4 investigates this in another simulation case.
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8.3 Normalized Delay and t, Transfers
In another simulation case, we investigate this correlation in a more precise manner for better

illustration. We compare the incentive distribution through normalized t._, as depicted in Figure

imax?

8.4, which is the ratio of t__over total t._ of the number of players in each game, that is

max max

t

imax

Normalizedt = ——— (8.1)

imax
z ieNp timax

with the delay distribution through normalized D as depicted in Figure 8.5, according to the

imax

following:

imax

Normalized D, = — 44— —— (8.2)

imax
Z ieNp Dimax

8.4 Incentive Compatibility

The manner of correlation is finally clear in another simulation scenario of a 5-Agent DSIC-S
Game, illustrated in Figure 8.6. Here, the results confirm the hypothesis and the achievement of the
main goal, the reciprocal correlation. They confirm that the protocol gives more incentives to agents
producing less delay. As the delay decreases from node to node, see Node 3 and 4, the incentive
transfer increases. That is, the design accomplishes one of the most important goals, namely delay
efficiency through its ti Transfer and incentive compatibility.

The simulation results furthermore confirm another purposed correlation between t. and V,, of
the selected strategy and security algorithms, as depicted in Figure 8.7. In this scenario, all nodes
are choosing the same algorithm for Data Integrity and have chosen different strategies for their
confidentiality security service in a 5S-Agent DSIC-S game. The result clearly shows more incentives
are given to the nodes, that choose algorithms with higher valuations. This way, through the

selfishness and apt to maximize their utility, they will always try to select an algorithm, that is the
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highest desired by the social planner. Here we can see in case of Nodes 4 and 5, they both choose

the highest valuation, which has translated to the same incentive.
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I
Chapter

9

The IPsec-O Protocol

The proposed IPsec-O Protocol has been documented in a paper [SfMi_112] and ready to be
submitted for publication.

In the previous chapters, DSIC-S protocol has been introduced as a cross-layer optimum security
protocol. In this chapter, DSIC-S is implemented to design a layer-specific protocol for the network
layer. In specific, it is implemented for the IP paradigm.

The main contributions of [Psec-O are as follows. Mechanism design theory is implemented for
the design of a consumer-centric network security protocol, IPsec-O , as an extension to the current
standardized IPsec protocol [RFC_4301] to provide security-delay tradeoffs. [Psec-O induces a cheat-
proof consumer-centric strategic game along the connection path. The goal is that the underlying
nodes, i.e. ISPs, though influenced by their own self-interest, to naturally find it to their best interest
to behave in a network-wide accepted, consumer requested and to-her-promised way. We solve
the important problem of misrepresentation of agents’ private information in mechanism design
and revelation theories for a delay-efficient IP security protocol through a distinctive design. We
incorporate a valuation system to integrate the caused delay at each node in selection of security

algorithms without consumer’s knowledge of any agents’ actual delays. Our incentive model
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uniquely uses our proposed consumer’s preference valuation system based on different security
levels as an input for the VCG payment scheme with Clarke’s pivotal rule. The credit transfers use
this input as well.

IPsec-O achieves end-to-end and individual Pareto optimality, as proved in Theorem 10. This is
an extremely desirable feature, which enforces natural adherence of the agents to the mechanism
rules. IPsec-O is consumer-centric. The consumer is the social planner of the mechanism to request
the desired security and delay level for her data transmission. This is one of the main goals of this
research work and a very sought-after proposition. This enforces a natural and automatic control
of the behavior of the underlying participants. The consumer can rest assured that her services are
provided as expected and promised to her. [Psec-O is cheat-proof and strategy-proof, as shown in
Theorem 9. This is a strong property for real life applications, which enables the nodes, i.e. ISPs,
to naturally act responsibly and truthfully. Dominant strategy makes each node’s best response
independent of other nodes’ choices of decisions and their belief functions. IPsec-O is scenario
based. It considers different levels of security and the resulting tradeoff manifestation. This focal
design enforces Pareto optimality, individual rationality and allocative efficiency, as shown in
Theorems 10, 8 and 7, respectively.

In the following sections the Guaranteed Service protocol [RFC_2212] of the Integrated Services
(IntServ) architecture [RFC 1633] is researched, which provides guaranteed end-to-end Traffic
QoS and therefore is sensitive to the degradations caused by security operations. The Traffic QoS
parameters defined in the existing protocols are addressed. IP security architecture [RFC 4301] is
introduced. And finally, [Psec-O solution is proposed to incorporate the Traffic QoS degradations
caused by security operations using and enhancing the existing IPsec [RFC 4301] and IKEv2
[RFC _5996] protocols.

9.1 QoS in IP Networks
Initially, Internet Protocol was developed with no extensive Quality of Service considerations,

as defined in [RFC_791]: “The internet protocol can capitalize on the services of its supporting
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networks to provide various types and qualities of service.” . The best-effort service is the default
service offered by the Internet. The network attempts to deliver the packets in the best possible way.
There are, however, no guarantees on the delays and packet losses during the transmission. It is
presumed that a very high percentage of packets will be delivered successfully to their destinations.
It is further assumed that the transit delay experienced by a very high percentage of packets will not
extensively exceed the minimum delay experienced by the successfully delivered packets.

With the emergence of new technologies and use of the Internet for real-time voice and video
applications new requirements were imposed to the Quality of Service control over the Internet.
Multicasting and capabilities to control the sharing of bandwidth among different traffic classes
and to make the unused bandwidth available the rest of the time imposed furthermore upon the
need for an extension to the existing unicast (point-to-point) best-effort service [RFC_1633]. The
Integrated Services (IntServ) architecture was developed and defined in [RFC 1633] to address
these new requirements. IntServ is designed to keep per flow states in the network nodes along the
paths. It is an end-to-end protocol offering two different services: “Guaranteed QoS” [RFC 2212]
and “Controlled-Load Services” [RFC 2211]. The following sections introduce guaranteed QoS

architectures in more detail.

9.1.1 Integrated Services

As described above, the emergence of new real-time technologies and their implementation over
the Internet, introduced the need for more distinct control of the Quality of Service in the Internet
Protocol. New architectural extensions were needed to the existing best-effort service to support
real-time Traffic QoS and provide control over the end-to-end packet delays [RFC 1633]. The
Integrated Services (IntServ) Architecture was developed and introduced in 1994.

IntServ is predominantly concerned with the time-of-delivery of packets. Basically, the only
quantitative calculations and service commitments made are the minimum and maximum bounds
on delays [RFC 1633].

The protocol classifies applications, according to their timing requirements, into two classes: the

elastic and the real-time applications.
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Elastic applications are insensitive to introduced delays and delay variations during transmission.
The architecture proposes several best-effort classes of service for these applications.

Within the real-time category, the architecture is concerned with the so-called “Playback”
applications. A datastream is packetized at the source host and sent to the network. The network
nodes introduce some variations of delay caused by their queuing behaviors and packet processing.
The receiver depacketizes the data and attempts to reassemble and playback with the original timing.
In order for this to happen, the network needs some method of time synchronization between the
source and destination. The receiver also needs to buffer the receiving data stream and delay the
reassembly by a calculated offset from the original departure time. The data arriving past this offset
time is discarded.

IntServ assumes two classes of real-time applications: the tolerant, which require the knowledge
of delay bounds and the intolerant, which require precise playback by using a fixed offset delay.
The delay bounds can be either calculated and delivered by the network or predicted and modified
from observations of the delays experienced by the previous packets. The intolerant applications
should set their offset greater than the maximum delay bound.

Integrated Services Architecture proposes two services to control the Traffic QoS through out the
network. For the tolerant application a Predictive Service or Controlled-Load Service is designed to
ensure a fairly but not absolute reliable delay bound. The intolerant applications, however, can take
advantage of the Guaranteed Service model, which commits to an absolute reliable upper bound

on delay. The next section describe Guaranteed Service model.

Guaranteed Service

“Guaranteed service provides firm (mathematically provable) bounds on end-to-end datagram
queuing delays.” [RFC_2212]. It ensures that datagrams arrive within the guaranteed delivery time
and there is no packet loss due to queue overflows, provided, the traffic stays within its agreed upon
parameters. Guaranteed service is intended for applications with restrict real-time requirements,
which cannot tolerate arrival of packets after a certain time. The model does not control the minimal

or average delays but the maximum queuing delay.
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In this model two network element specific error bounds of C, and D, are defined as follows:

C,, 1s the cumulative total value of error terms C of each network element along the data path.
C is the rate-dependent error term. It represents delays caused by rate dependent parameters of the
flow. It is a maximum value and is measured in units of bytes.

D, is the cumulative total value of error terms D of each network element along the data path.
D is the rate-independent per-element error term. It represents the worst-case (maximum) delays
caused by non-rate-dependent transit time variations through each network element. It is measured
in units of one microseconds.

The latter is of interest for the IPsec-O protocol. This parameter is updated for the consideration

of network element specific security operational delays.

9.2  IP Security Architecture (IPsec)

IPsec offers security services at the IP layer for IPv4 and IPv6. It provides the capability to select
required security protocols, determine algorithms to use for the services and use cryptographic keys
required to provide these services [RFC 4301].

IPsec can be implemented on a host or another active network element (to make a security
gateway) to provide protection to the IP traffic. The corresponding Security Associations (SA) or
SA bundles are derived for this particular packet and the security service(s) are implemented. Each
packet passing through the IPsec is either provided security services, denied passage and discarded
or allowed to bypass through the IPsec, based on the security policy entries in the databases. The
security services provided include access control, connectionless integrity, Anti-replay integrity,
data origin authentication, confidentiality and limited traffic flow confidentiality. These services are
supported by two defined security protocols: the Authentication Header (AH) and the Encapsulating
Security Payload (ESP). For each of these protocols at least one Security Association is required,
which operates in a tunnel —between a host and a security gateway or two security gateways — or
transport mode — between two hosts.

The next sections introduce the security associations and protocols along with the required security

policy and association databases in more details.
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9.2.1 IP Security Associations (SAs)

Security services are provided by Security Associations, SAs, which are uni-directional connections
between two network nodes. Two security protocols: the Authentication Header [RFC_4302], AH,
and the Encapsulating Security Payload [RFC 4303], ESP, are defined to offer these services. Each
security association is uniquely identifiable by a security protocol index, destination address and
the security protocol, AH or ESP. One SA is needed per security protocol. If both protocols are
implemented simultaneously two SAs should be created. In this case a combination of SAs or S4
bundle is required. The SAs, which are created between two hosts, are defined to be in Transport
Mode. A Tunnel Mode SA is a security association applied to an IP tunnel. In this case, one end of
the SA is a security gateway. The following sections discuss these modes and the term SA Bundle
further. The IPsec-O protocol’s security associations are based on this SA bundle model and in

general are referred to as nesting security associations.

Tunnel Mode

A tunnel mode SA is a security association applied to an IP tunnel. It could be a SA between either
a security gateway and a host or two gateways. Figure 9.1 illustrates these cases. The tunnel mode
could also exist between two hosts. There is an outer IP header that specifies the destination for the

IPsec processing and an inner IP header with the ultimate destination for the packet.

Transport Mode
A transport mode SA is a security association between two hosts. Figure 9.2 illustrates a security
association between two hosts. For transport mode the security protocol header would appear after

the IP header and before any optional extensions headers and any upper layer protocols.

SA Bundles
At times a security policy may require protection of traffic flow through a combination of security
protocols and thus security associations. These SA combinations are called SA bundles. SAs may

be combined into bundles in two ways: transport adjacency and iterated tunneling.
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Security Association (Transport Mode)

Figure 9.2  The IP Transport Mode Security Association

Transport adjacency is the term used for applying more than one security protocol to the same
datagram without using tunneling. This way AH and ESP are used together and offer one level of
combination. Figure 9.3 illustrates this case.

Iterated tunneling applies multiple levels of security protocols by establishing different tunnels.

There are three cases of iterated tunneling from which the latter two cases are to be supported:

u Case 1: Both ends of the SAs are the same. The inner or outer tunnels could be

either security protocols. Figure 9.4 illustrates this case.

u Case 2: One end of the SAs is the same. The inner or outer tunnels could be either

security protocols. Figure 9.5 illustrates this case.

u Case 3: Neither ends of the SAs is the same. The inner or outer tunnels could be

either security protocols. Figure 9.6 illustrates this case.

9.2.2 IPsec Protocols

IPsec implements two security protocols, the Authentication Header [RFC 4302], AH, and the
Encapsulating Security Payload [RFC 4303], ESP. These protocols can be applied separately

or in combination with each other. The Authentication Header offers data origin Authentication,
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Figure 9.6  Iterating Tunneling in SA Bundles (Case 3)

connectionless integrity and anti-replay integrity. ESP provides in addition to the services offered
by AH, confidentiality and limited traffic flow confidentiality. The next sections describe these two

protocols in more detail.

Authentication Header (AH)

As mentioned above, AH [RFC_4302] offers data origin Authentication, connectionless integrity
and optional anti-replay integrity services. It is used to provide end-to-end protection for the payload
(transport mode) as well as partial protection for the IP header [RFC 4302]. AH can be also used
to provide access control based on the key distribution mechanism in use.

AH can be used in tunnel or transport mode. This means, it can authenticate transmissions end-

to-end between two hosts or between two gateways or a host and a gateway.

Encapsulating Security Payload (ESP)

As mentioned above, ESP [RFC_4303] offers confidentiality and limited traffic flow confidentiality
in addition to services offered by AH, namely, data origin Authentication, connectionless integrity
and optional anti-replay integrity services. ESP can be also used to provide access control based

on the key distribution mechanism in use.
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ESP can be used in tunnel or transport mode. This means, it can authenticate transmissions end-
to-end between two hosts or between two gateways or a host and a gateway. It is used to provide
end-to-end protection for the payload in transport mode but does not offer protection for the IP
header in this case [RFC_4303]. If used in tunnel mode, it can provide protection for the entire inner
IP packet including its header. Traffic flow confidentiality requires the selection of tunnel mode.
It is most effective if applied at the gateways, where traffic can be aggregated according to the
source-destination patterns. ESP is designed for use with symmetric algorithms. The SA specifies

the encryption algorithm employed.

9.3 IKEv2

IKEv2 [RFC 5996] is a protocol defining the negotiation of security attributes and dynamic
communication, establishment and maintenances of the source and destination states for the IPsec
protocol.

IKE institutes an authentication between the two parties and then establishes the IKE security
associations. This communication and negotiation is established before any secure data
communications between the source and destination.

The source defines a set of negotiable attributes and sends it in a REQUEST message. The destination
sends its selected parameters in a RESPONSE message back to the source. All IKE messages consist
of a request/response message pair. This pair is also called an EXCHANGE. The first exchange of
messages establishing an IKE SA are called the IKE SA INIT and IKE AUTH exchanges. Figure
9.7 illustrates the initial message pair for IKE SA INIT. A typical IKE SA is established through
4 messages a pair for the IKE SA INIT exchange and a pair for IKE AUTH.

After the IKE SA INIT message all communication is cryptographically protected through the

negotiated security algorithms and keys.

9.4 Requirements and Constraints for the IPsec-O
An extension is to be proposed to the existing IPsec and IKEv2 protocols. Its purpose is to consider

these Traffic QoS degradations caused by implementing security mechanisms during a Traffic QoS
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Figure 9.7  IKEv2 Security Specification Negotiation through IKE_SA INIT Exchange

guaranteed, secure IP transmission. This is achieved by inducing a dominant strategy equilibrium
among the participating nodes and implementation of the proposed DSIC-S cross-layer protocol
in the previous chapters.

In addition to all assumptions and constraints of the proposed DSIC-S protocol, IPsec-O is designed
to comply with the following constraints and assumptions. The players of the induced security
strategic game are the security elements residing in different domains, as depicted in Figure 9.8.
Since the security elements in one domain would follow the same security policy and the same utility

goal and selfishness, we assume one SE per domain as representative and agent for that domain.
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Figure 9.8  Example of an IPsec-O Strategic Game’s Components

We assume that the average delay value for the encryption and decryption operations are listed in
their SED table, as in Table 9.1. The proposed SED table is kept updated at each Security Element.
It depicts the SE’s operational delay caused by implementing different security algorithms for
different security services and scenarios.

In addition, in order to enforce the security and delay tradeoff in the decision making of the
nodes, as descried in the next sections, we propose that the VCG payment calculation be a function
of the valuation and rank of the announced security algorithm based on consumer’s valuations

and desired security or delay. We propose different weighted formulas according to the governing
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SED Table
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Encapsulating Security Payload
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Security
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DES 215
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SHA-1
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Triple-DES
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MD-5 45
DES 160
RC6 215

Table 9.1

IP Security Element Delay Table, SED Table
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Table 9.2 IP Security Algorithm Ranking Table, SAR Table
security scenario for the calculation of these ranks. We assume, these valuations are listed in the
consumer’s Security Algorithm Ranking table, SAR, shown in Table 9.2.

Our security protocol is an extension to the existing IP protocols of the underlying network.
We therefore assume the existence of basic IP security negotiations along with the possibility of
transport adjacency and iterating tunneling Security Associations, SAs, to process SA bundles.

The availability of IntServ’s guaranteed services, RSVP and routing protocols are also assumed.
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Moreover, we presume the availability of communication between these systems for resource
reservation and routing calculations. Since delay efficiency is one of the main goals, there will be
a synergetic effect to use [Psec-O in connection with a least cost routing protocol.

Our protocol does not require any special agreements among the ISPs along the path in terms of
security or QoS. To address this, we propose a security model, which requires associations to be
established each time between the consumer and a participating node along the path. This means
[Psec-O hosts will be using both transport adjacency and iterating tunneling as required and desired
by the consumer. This model is illustrated in Figure 9.9 as an example of a connection requiring
Encapsulating Security Payload, ESP, security association offering confidentiality and data integrity
between each two security elements.

Furthermore, the new extension should be proposed for the existing IP Security Architecture
defined in [RFC_4301]. The new extension should be proposed based on the existing IP QoS control
mechanisms and signaling protocols. Traffic QoS parameter degradations caused by performing
security operations during the data transfer should be considered. The real-time, delay intolerant
applications should not experience a loss of Traffic QoS during the data transfer phase because of
the security operations. The Traffic QoS should keep its end—to—end characteristic. Traffic QoS
degradation values, which are specific to each network element implementing IPsec and specific to
each offered security mechanism, are known and available to the new extended IPsec. These values

are generated and maintained by the security management system or user.

9.5 The IPsec-O Basics

The purpose of this chapter of the research work is to propose a solution, so that the toll of
the implementations of the security mechanisms on the Traffic QoS would be accounted for,
when guaranteeing a level of service to the real-time applications. In this view, the Traffic QoS
controlling and signaling protocols, which make hard end-to-end guarantees for Traffic QoS and
therefore are sensitive to additional sources of degradations, are the protocols of interest for this

work. The proposed IPsec-O integrates the IntServ’s Guaranteed Service Protocol into the current



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 105

Consumer
Domain

Destination
Domain

SE,

ESP ESP
conf +dint || conf +dint

ESP ESP
ESP ESP
conf +dint conf +dint
ESP ESP
conf +dint conf +dint

Figure 9.9  Example of IPsec-O Security Associations

IPsec architecture. This section describes the proposed extensions to the current IPsec [RFC_4301]
procedures required to achieve this goal.

IKEv2 [3] defines the IP security association establishment procedures within the IPsec [2]
framework. Proposing distinctive extensions to these existing protocols, IPsec-O establishes a
desired equilibrium and tradeoff outcome between network-wide security level and end-to-end

delay. IPsec-O induces a cheat-proof consumer-centric strategic game along the connection path.
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The goal is that the underlying nodes, i.e. ISPs, though influenced by their own self-interest, to
naturally find it to their best benefit to behave in a network-wide accepted, consumer requested
and to-her-promised way.

IPsec-O provides the means to ensure that the nodes participate voluntarily and truthfully by means
of “Incentive Compatibility” and “Individual Rationality” through a novel proposed incentive model.
the proposed mechanism, also aims a “Dominant Strategy” to guarantee that the best response of
each SE is to be truthful regardless of the responses of other SEs in the communication path. This
is a very strong property of IPsec-O, which makes it cheat-proof and strategy-proof, see Theorem

9. This is specifically of highly valued importance for the real world implementations.

9.5.1 IP Security Scenario Model

One of the main properties of the IPsec-O protocol is its scenario-based design pertaining to the
requested level of security. Three distinct levels of security, namely “High Security”, “Medium
Security”, and “Low Security” are proposed. Table 9.2 depicts an example of a node’s SAR table. The
rankings are done within each scenario for the preferred available security algorithms pertaining to
that particular scenario. The ranking of the valuation VA, of a security algorithm in SE_is according
to the Equation 5.1 in DSIC-S, with value of 3 for the most preferred security algorithm per scenario,
for which they have the highest desire and would select and perform first. The SAR table also has
a valuation ranking according to the delay, as listed in the SED table, Table 9.1, caused by that
particular security algorithm A.. The ranking of the valuation of the delay D.in SE. is ccording
to the Equation 5.2 in DSIC-S, with value of 3 for the lowest delay, most desirable, caused by a
security algorithm per scenario. Table 9.2 shows this combination. The proposed customer ranking
calculations are described in detail in previous chapters and follow those of DISC. R . is weighted
based on the preference and ranking of the security algorithm and its strength. It is used for the high
security case to determine V, by comparing the other resulted R, values in the scenario, as listed

in Table 9.2. R is defined in Equation 5.3.
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R, is weighted based on the occurring delay and used for medium and low security scenarios.
V,, is then determined by comparing the other resulted R | values in the scenario, as listed in Table
9.2. It is defined in Equation 5.3.

This scenario-based structure enforces delay-efficiency and resource consumption
management and reduction particularly for cases, where no strong security is needed. This is one
of the most impending concerns of the underlying nodes attributed to their selfishness. This way
and along with a proper design of an allocation function and incentive model, as described in the
previous chapters for DSIC-S, and in the following sections, IPsec-O enforces a natural equilibrium
among the players. The agents find it to their best interest to voluntarily follow the consumer’s

directions and demands in terms of level of security and QoS.

9.5.2 IKEv2-0O Security Algorithm Selection

IKEv2 [RFC 5996] defines the initial negotiations for the selection of security algorithms and
security associations for the connection. As explained earlier in this chapter, this negotiation is
performed within a request/response communication pair through IKE SA INIT message to establish
the parameters for the desired security within the path.

Our protocol is designed for a multi-agent network, with three or more agents. There are
Np = {3, 4, ..., n} players or SEs along the path of a connection. The numbering of the nodes,
1e N={1,2,3, ..., n}, starts with the consumer’s node (i = 1) as depicted in Figure 9.8. This node
is the social planner and induces its desired outcome of security level and delay through the whole
communication path, by establishing transport adjacency and iterating tunneling security associations
with all nodes along the path, as depicted previously in Figure 9.9. This way the mechanism and
protocol make sure that proper network security between the domains is implied, without requesting
any special agreements among the network providers. In her design, the consumer also chooses
the nodes along the path of her communication according to a reputation model, which is based on
the calculated payments from previous games. It is then imperative for the ISPs to earn excellent
incentive credits, so that they can raise revenues by attracting more customers and more consumers

wanting to become their permanent clients.
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At the initiating phase of a connection, SE, first identifies the selected nodes along the path
according to their reputation resulted from past games with the help of the routing and RSVP
protocols. SE starts the mechanism by requesting a certain level of security from the three proposed
high, medium or low security scenarios in the SE, of IKE_SA_INIT message, as depicted in Figure
9.10, Step 1.

It identifies the security algorithms for both confidentiality and data integrity and their valuations
within the desired level from its SAR table and sends these to all SEs along the path. For this
process, V, is calculated as described above and used for the high security scenario algorithms. V
is calculated as above and is used for the algorithms in medium and low security scenarios. The SEs
then according to their own preferences in their SAR table and implication of their selfishness, utility
and gained reputation select one security algorithm for each security service and communicate this
in a response in Flow2 to SE , as depicted in Figure 9.10, Step 2. If they cannot accommodate the
conditions asked, they will be dropped from the game according to the allocation rule explained in
Chapter 5. Once all Flow 2 replies have been received, the consumer can decide if enough players
can qualify for the game. If not the consumer cancels this game and repeats its selection for another
game. There will be a negative credit note according to the game and the transfers that those players,
not willing to participate or not qualifying to participate, would have earned if they had qualified.

If all or an adequate number of intended players qualify, SE, can establish its [Psec-O secure
connection with each of the SEs along the path, as seen in Figure 9.10, Step 3. It can also now
calculate all the incentives through the VCG mechanism [ ViWi_61]and Clarke pivotal rule [CIEd_71]
described in previous chapters for each SE for this particular connection’s strategic game using its
valuation table for the selected security algorithms. Following the proposition that ISPs in real-life
need stronger incentives to comply with the theoretical mechanism design models, we recommend

the integration of these calculated payments into a reputation based model.

9.5.3 Modeling IPsec-0 Strategic Game

To better convey the design, we model the strategic game for IPsec-O in the assumed case that

ESP security association with confidentiality and data integrity security services are to be established
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for each connection between a node and the consumer’s node. Figures 9.9 and 9.10 depict the
establishment of these security associations along the path.

The game is modeled as in DSIC-S. The type of agents, 0., and allocation functions for [Psec-O
are as illustrated in Equations 6.1, 6.2 and 6.7.

The utility function u, is the motivating factor for each SE, in selection of its strategy and final
decision of truthful participation. According to its general structure in quasi-linear environments,
where incentives are calculated as payments, this utility is comprised of the node’s valuation, v, of
the security algorithm given the allocation function. In our case, this translates to its preferences in
its SAR table, namely its type, given by Equation 6.10, of course, in addition to its gained transfer
t(0) given in Equation 6.9. The utility function u(0) is calculated per Equation 6.11.

In the security strategic game, each participating node adhering to the allocation function for the
given scenario will be reimbursed by a positive t(0). In order to enforce the incentive compatibility
through these payments and bring the theoretical model closer to the real-life scenario, we suggest
the use of a reputation system. These payments should be then applied as an input into the system.
This reputation is a vital factor for the participating ISPs to increase the consumer confidence and

to attract more customers resulting to an increase in revenues.

9.5.4 SE’s Strategic Decision

The strategic decision making process is described previously for DSIC-S. In the IPsec-O
implementation given a security scenario for a connection, the consumer sends her set of choices
and their valuation in the first flow of IKE SA INIT to each node. So each node knows which
security algorithm has the most consumer valuation and will get the most payment t(0), resulting

to best incentive and reputation for that particular game.

9.5.5 IPsec-0 Incentive Payment Model

After the SEs have made their selection of strategies and security algorithms, now the mechanism
designer, SE , can calculate the payments for each node. As described in previous chapters for

DSIC-S also in IPsec-O implementation she uses the VCG with Clarke’s pivotal payment rule. P, (0)
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is calculated according to Equation 6.12. IPsec-O design subtracts these taxes from the calculated
weighted rankings for each scenario. The calculations and proposals for t(0) are illustrated in
Equation 6.13.This way, additional payments for the selection of most desirable algorithm are
guaranteed. Through these incentive payments made at each game, and as means of performance
evaluation in the social strategic game, the ISP increases its trustworthiness and attractiveness to

draw more customers and increase her revenue.

9.5.6  IPsec-O Properties

IPsec-O inherits the Theorems 1-11 proved in Chapter 7 as properties of DSIC-S. To recap, these
theorems prove the dominant strategy, strategy- and cheat-proofness of IPsec-O. They prove the
dependency of the Clarke’s payments as well as each agents’ utility of the number of nodes and
security associations (transforms) and the payments’ independency of the actual delay and valuation
of the agents. They furthermore prove that IPsec-O is allocatively efficient and Interim Individually
Rational. They also prove that in IPsec-O all agents’ selected strategies are socially desirable and

Pareto optimal.

Discussion

To elaborate more on these very strong properties for IPsec-O, the independency of the incentives
of the actual delays, makes the management of the network and mechanism cheat-proof, socially
desirable and Pareto optimal. There is no need for announcement of misrepresented information
from the ISP tainted by their economical selfishness. These properties make IPsec-O consumer-
centric. This way, the customer can be rest assured that throughout her connection, the requested
and agreed-upon security and QoS values are supported by all participating agents naturally and
truthfully. IPsec-O induces a natural and inherently truthful autonomous end-to-end system-wide

mechanism.
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Chapter

10

ATM Networks

10.1 ATM in Today’s and Future Hybrid Network Landscape

The world’s network landscape is hybrid comprised of a multitude of technologies from ATM,
Frame Relay, SONET, IP to wireless, sensor, just to name a few. These technologies are in use today,
and are not to disappear anytime in the foreseeable future. In accordance with the implementation
area and their specific competencies and capabilities these technologies get their own preferred niche
of application in this colossal web and continue to serve the users. With respect to security research,
the complexity of this heterogeneity is welcomed and reinforced to counteract the simplicity of
malicious attacks. This fact makes it imperative, to ensure the continuous attention to the security
aspects of each of these technologies, hence the additional layer-specific attention of this work.

ATM is an important component of this hybrid network at the datalink layer. It earns its widespread
implementation not only from the fact that it is the first technology to effectively integrate voice,
data and video over the same communication channel at any speed, but also from its competence to
provide guaranteed scalable end-to-end Traffic QoS to the end user. Furthermore, as an advantage
over other technologies, ATM offers an efficient backbone for advanced broadband communications

networks. For its high traffic engineering capabilities and in addition to its other inherent features,
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many IP data carriers, utility companies, Telecom companies and broadband solution providers
have maintained ATM as their preferred backbone technology, to compensate the lack of these
competencies in the connection-less IP. ATM networks offer high scalability in terms of bandwidth,
interface speed, port density, switch size, network size and application support [McSo 99].

The innovators today are fully aware of this vital interconnectivity in the global hybrid network.
The current state-of-the-art product development and research activities are a prove of this
understanding. The most advanced future-oriented networking and security products and services
integrate ATM technology in their designs, specially, where broadband communication is to be
implemented [JuNe 10] [ZTE 09].

As the preferred choice of a core and backbone network technology for broadband applications,
ATM has made itself a vital part of today’s hybrid and heterogeneous network landscape implemented
by a variety of organizations and applications. From Smart Girds [DOE_09][DOE_05][SDGE_06]
[BrMa_09], Telecom [Ver 11][ATT 11][NCDC 11] to Electric Utility [YaKi 99][MPW 11]
[CWLP_11][ZTE_09] companies to telemedicine [UAr_11] and healthcare providers, to distant-
learning and DOD organizations widely take advantage of its superior inherent features in the US
and worldwide.

ATM networks offer high scalability in terms of bandwidth, interface speed, port density, switch
size, network size and application support [McSo 99]. Being the preferred choice of technology
implemented by Telecom and Electric Utility companies worldwide as the core and backbone
network for broadband applications, ATM makes a vital point of focus for this research work.

One of the to date least researched sources of Traffic QoS degradation is the security operations
and implementations along secured network — and in special case of interest here the ATM network
— connections. The different security services can be supported by a set of alternative security
mechanisms. Each of which introduces a different value of degradation to various negotiable Traffic
QoS parameters. This fact builds the core focus of this work. Without any attempt to consider these
additional degradations, the already established negotiable Traffic QoS requested by the end user

will decrease during the security operations.
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The purpose of this work is to address this issue by developing security protocols for two cases
— Out-Band and In-Band exchanges — to overcome the negative influences of security operations
on the negotiable Traffic QoS parameters. ATM Forum Standard UNI Signaling Specification 4.1
[USIG_41] and ITU-T Recommendation Q.2931 [ITUQ_2931] define Cell Transfer Delay (CTD),
Cell Delay Variation (CDV) and Cell Loss Ratio (CLR) QoS parameters to be negotiable during
the ATM connection establishment phase.

In this chapter different network sources of influence are first introduced. The impact of different
security services and mechanisms on the negotiable Traffic QoS parameters’ degradations is
discussed. The design requirements and constraints for the development of the new Out-Band and

In-Band security message exchange protocols are derived.

10.2 Network Sources of Traffic QoS Degradation

Negotiable Traffic QoS parameters are mainly influenced by queuing behavior, propagation
characteristics, node processing and buffer management of the intervening networks across the
connection path. Figure 10.1 depicts an example of possible QoS degradation introduced by various

components in ATM devices.

ATM Initiating End Point ATM Switch ATM Respond. End Point

Route Switch Queue

- AAL AAL|_ -
===p| Coding SAR +SA | SAR Decoding

Figure 10.1 QoS Degradation in ATM networks, Source [McDa 00]
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As illustrated, there are many sources with a high influence on the QoS parameters. The processing
delays are an aggregation of values caused by the integrated components at the sending and
receiving endpoints, the intermediate network elements, as well as their transmission medium.
Figurel0.2 depicts the different sources of overall performance influence and the affected Traffic
QoS parameters. The influence of the security services and mechanisms implementations are the

concern of this work and are further discussed below.

10.3 Traffic QoS Provisioning Requirements for the SME_Q Protocols

The new Out-Band (signaling-based) and In-Band (User Plane) SME _Q protocols are developed
to address the Traffic QoS degradation problem caused by security agents providing security services
along the ATM connections as discussed above.

It is the objective that security services should not affect the negotiated Traffic QoS of the connection
negatively in the data transmission phase. That means these influences should be considered during
the connection establishment phase by negotiating different set of security mechanisms. These

requirements are derived on the basis of the two security message exchange architectures.
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Switch Architecture
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Figure 10.2 Network Sources of QoS Degradation, Source [TMS 41]
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10.4 Design Requirements and Constraints for the new
Out-Band (Signaling Based) SME_Q Protocol

The new Out-Band Security Message Exchange provisioning Traffic QoS protocol (SME_Q)
should comply with the following requirements and constraints:

The Out-Band SME_Q should be a proposed extension to the existing Out-Band SME defined
in ATM Security Specification Version 1.1 [SEC_11]. The security services during the data transfer
phase should not negatively impact the user requested Traffic QoS. At the same time, the user
should not experience a loss of Traffic QoS during the data transfer phase because of the security
operations either. This should be achieved by considering and compensating the Traffic QoS
parameter degradations caused by security operations. It is assumed that the Traffic QoS degradation
values, which are specific to each network element containing a security agent and selected security
mechanism, are known and available to the new protocol in a table — SAC_Q table. This table is
generated and maintained by the security management system. Figure 11.1 illustrates an example
of a SAC_Q table in the next chapter. CDV ), CTD 4, and CLR , are the respective values of a
SA

or a SA ... Furthermore, it is assumed that each SA within an ATM device receives the user

) (R)*

defined acceptable and the received cumulative Traffic QoS parameters via an indication from the
signaling entity. In addition, each SA within an ATM device should be able to update the cumulative
Traffic QoS parameters for the selected security option and send these to the signaling entity via
an indication. Each SA in a stand-alone implementation should also process the received signaling
message and be able to extract the user defined acceptable and the received cumulative Traftic
QoS parameters. It also should process the received signaling message and be able to update the
cumulative Traffic QoS parameters according to its SAC Q table for the selected security option.
The Traffic QoS, however, should, at all times, still keep its end-to-end characteristic. Furthermore,
the negotiation of different cryptographic algorithms and modes of operation should be transparent
to the user. If any of the SME types were selected in a SAS_Q and a QoS Parameter Information
Element was appended to the SETUP message, the Security Agent would initiate the SME QC

(SME_Q using QoS classes) protocol of the selected type (here Out-Band).
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10.5 Design Requirements and Constraints for the new In-Band (User Plane)
SME_Q Protocol

The new In-Band Security Message Exchange provisioning Traffic QoS protocol (SME Q) should
comply with the following requirements and constraints.

The In-Band SME_Q should be a proposed extension to the existing In-Band SME defined in
ATM Security Specification Version 1.1 [SEC 11]. The security services during the data transfer
phase should not negatively impact the negotiated Traffic QoS. At the same time, the user should not
experience a loss of Traffic QoS during the data transfer phase because of the security operations.
This should be achieved by considering and compensating the Traffic QoS parameter degradations
caused by security operations. It is assumed that the Traffic QoS degradation values, which are
specific to each network element containing a security agent and selected security mechanism, are
known and available to the new protocol in a table — SAC _Q table. This table is generated and
maintained by the security management system. Figurell.1 illustrates an example of a SAC Q
table. Furthermore, it is assumed that each SA within an ATM device receives the user defined
acceptable and the received cumulative Traffic QoS parameters via an indication from the signaling
entity. In addition, each SA within an ATM device should be able to update the cumulative Traffic
QoS parameters according to its SAC _Q table for the selected security option and send these to the
signaling entity via an indication. Each SA in a stand-alone implementation should also process
the received signaling message andbe able to extract the user defined acceptable and the received
cumulative Traffic QoS parameters. It also should process the received signaling message and be
able to update the cumulative Traffic QoS parameters for the selected security option. The Traffic
QoS, however, should still keep its end-to-end characteristic. Furthermore, the negotiation of
different cryptographic algorithms and modes of operation should be transparent to the user and they
should be optimized to consider the trade-off between security and QoS. If any of the SME types
were selected ina SAS Q and a QoS Parameter Information Element was appended to the SETUP
message, the Security Agent would initiate the SME QC (SME_Q using QoS classes) protocol of

the selected type (here In-Band).
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The SME_Q Protocols

The main objective of the SME_Q is to define the capability of providing security services while
meeting or exceeding the user requested Traffic QoS parameters along a secured ATM connection.
The user should not experience any decrease in Traffic QoS while the required security services
are being provided.

As described in the last chapter as one of the requirements for the new protocol, these influences
are assumed available in the SAC_Q Table, Tablel1.1, for all possible security algorithms and in
combination with various modes of operation for each supported security service of the Security
Agent. As described in previous chapter only the Traffic QoS degradations caused by mechanisms
used for the confidentiality and data integrity security services are addressed in this work.
According to ATM Security Specification Version 1.1 [SEC 11], in some security configurations
the SA might not be included in the ATM end system. It might be part of another ATM device like
a switch. In this case, the ATM device must be capable of performing security operations such as
encryption of cell payloads. In the case of data integrity, because of the involvement of the AAL
Layer, the SA should be co—located in the ATM end system. Further more, the SA processes the

signaling messages directly in a stand—alone implementation. However, it determines the connection
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establishment through an indication from the signaling entity if it is co-located in an ATM device.
For the simplicity and focus on the core subject the term Security Agent (SA) is used regardless of
the hardware implementation.

General approach of the proposed SME _Q is to keep the end-to-end characteristic of the Traffic QoS.
SME_Q provides the means for the selection of the appropriate security mechanisms in compliance
with the requested Traffic QoS at the establishment phase of a virtual ATM connection.

Out-Band SME_Q complies with the current Out-Band SME protocol. It uses the Two-Way
exchange protocol for exchanging the security information at the connection establishment phase.
The initiating SA solely determines the security algorithm and mode of operation according to its
governing security policy without any participation of its partner responding SA in the selection
process. No actual negotiations take place in this case.

The In-Band SME _Q is defined based on the existing In-Band SME, which uses the Three-Way
exchange protocol for exchanging the security information at the connection establishment phase.
This way, it provides the means for negotiations between partner Security Agents.

The extensions to the existing SME and its information elements needed for the proposed SME Q
protocols are introduced in Section 11.1 —the SME_Q Protocol Basics. In the following Sections,
11.2 and 11.3, the two SME_Q protocols are defined according to different security architectures.
Section 11.4 summarizes the developed simulation software and Section 11.5 illustrates the simulation
results based on a real-life ATM network. For better understanding of the proposed solutions, the

existing standards’ style and method of detailed description is maintained and followed.

11.1 SME_Q Protocol Basics

This section defines the proposed changes and additions to the SSIE structure and SME procedures
used in the current approved ATM Security Specification [SEC 11]. These additions and proposed
changes grant the Traffic QoS provisioning capability to the current SME and as a whole make
the SME Q protocol. SME Q uses SSIE Q (enhanced SSIE) to convey the security information

between SAs.
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11.1.1 SA Characteristics with regards to QoS (SAC_Q)

The security operations in the security agent and/or a network element introduce additional
degradation to the Traffic QoS parameters (the negotiable parameters are as of interest for this work)
of'a connection. Each SA and/or ATM device provide(s) specific rates of Traffic QoS decrease, while
implementing different security algorithms and in combination with various modes of operation for
each required security service.

As described in the next sections, the SME Q requires the availability of these Traffic QoS
degradation values for each SA and/or ATM device in form of a table. These values build the Security
Agent’s Characteristics with regard to QoS, SAC_Q, and are specific to each ATM system. Table

11.1 illustrates an example of a SAC_Q table.

SAC_Q ; Table
Security ) CDVg, | CTD &) | CLR g
Service Encryption | Mode MAC (1s) (1s) (107)
_ foes  Jesc | -~ [ o2 [ 2 | s |
% DES Counter —_ 0.15 15 12
2 |mipleDEslcec | — [ o028 | 28 | 7 |
2 Triple-DES |Counter — 0.22 22 8
s |Fea Jeec | — [o3s | 35 | 7 |
(&)
FEAL Counter —_ 0.3 30 8
g‘ — —  DESICBC 0.2 30
g — — |H-MD5 0.25 25 10
c
= — —  H-SHA-1 0.28 28
a — — | FEAL/CBC 0.3 30
Table 11.1 SAC_Q Table
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These Security Agent’s Characteristics, SAC_Q parameters, for each initiating SA (SA,) are,

Cell delay Variation — CDV ,,, Cell Transfer Delay — CTD;, , and Cell Loss Ratio — CLR ;, . And in

@ @ > )

the same manner, the SAC_Q parameters for each responding SA (SA ) are appended with (R).
For arequired security service in the case of Out-Band SME _Q each initiating SA selects a security
algorithm and mode of operation after examining its Traffic QoS values in its SAC_Q table against
the governing security policy and the Traffic QoS objectives of the connection. In case of In-Band
SME Q, a SA negotiates the security algorithms and options according to its SAC_Q Table with

the partner SA in order to still meet or exceed the requested Traffic QoS.

11.1.2 Security Association Section (SAS_Q) of the SSIE_Q

Figure 11.1 depicts the Security Association Section (SAS Q) for the In-Band SME_Q. The only
proposed change to the SAS of current SME protocol is that the octet 5.9 (Security Service Data
field) of SAS Q is not optional and is a required field for the negotiation of the security services
according to the SAC_Q values. The changes to this field are defined below. The other fields of

the SAS Q will remain identical to the current SAS.

Bits

8 [ 7] 6 [ 5] 4] s3] 21]n Octets
Security Association Service Identifier a
Security A ssociation Section Length a1
Security Association Section Length (cont.) 52
Version | Transport Ind | FIDWIndicatDr|Discard 53
Scope a4
Scope a5
Relative |D A6
Relative |D 8.7
Target Secunty Entity 1dentifier a.8%

Secunty ServiceData 59

Figure 11.1 Security Association Section (SAS_Q) of SME_Q
Security Service Data Section of the SSIE_Q

Figure 11.2 depicts the Security Service Data Section of the Out-Band and In-Band SME Q.
The first three octets of the current Security Service Data Section need modifications to allow the
operations of the In-Band SME Q. In case of the Out-Band SME_Q, however, only the first octet
(Security Message Exchange Format) requires an additional type declaration. These changes are

described below.
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Bits
Ocdiets
B|?|ﬁ|5|4|3|2|1
Security b essage Exchange Format 8.9
0 0 1 0 1] 1 kS kS
X X b 4 X b 4 b 4 X X
5.8.1
SME TYPE
Security Entity Identifier 592
I
Security Service Specification Section 59.3.x
Confidential Section 894
Authentication Section 5.9.9%

Figure 11.2 Security Service Data Section of the SME_Q
Security Message Exchange Format of the SSIE_Q
In octet 5.9 two additional codes should be considered for the Two-Way and the Three-Way SME_Q

as optional SME types. Figure 11.3 shows the additions to the current SME Format section.

Octet Meaning

x x x x x T|B|D | Two_waySME_Q

x|zl =l =l=|7]8]| b0 | e wasmean

Figure 11.3 Proposed additional SME_Q options for the current SME
Security Entity Identifier of the SSIE_Q

If in the previous section In-Band SME _Q option was selected, this octet should ONLY contain
the Security Entity Identifier of the initiating SA, which is selecting or is providing negotiation
options to a peer SA. This means, in the FLOW1 of the Three-Way SME _Q protocol, this octet
contains the identity of the initiating SA. This way, the peer SA can recognize the owner of the
SAC_Q values, which would be provided along with the SAS Q in the next field. The format of
the SA identifier is described in Section 6.2.1 of the [SEC 11].

Security Service Specification Section of the SSIE_Q

The Security Service Algorithm Section of this section is a required field for the In-Band SME_Q,
which allows the negotiation of the algorithms and modes of operation according to its SAC Q
values. Figure 11.4 depicts the Security Service Specification Section. In the current SME the

Security Service Algorithm Option Section is usually only used with the In-Band SME.
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Figure 11.4

Bits
Octets

7 6 L] 4 2 1

0 0 1] 1 0 1] 1] %1
Cariwity Cardirg Snorificatinn Saction |dantifior
Security Sewice Specification Section Identifie

Security Service Declaration S ection K2x
Security Service Option Section X3.x

Security Service Option Section of SME_Q

Data Confidentiality Algorithm Primitive of the SSIE Q

Figure 11.5 illustrates the Data Confidentiality Algorithm primitive for the In-Band SME Q. The

octets x.9.x and x.10.x are proposed additions to the current structure of this primitive in [SEC 11].

They carry the Cell Delay Variation CDV ;. and Cell Transfer Delay CTD,, parameters of respective

SA

® OF SAg)., which are cumulated and calculated for the data transfer phase. Cell Loss Ratio is

not a cumulative value, hence, is not proposed to be carried in these primitives.

Figure 11.5

Bits
8 ] 716151 4] 3 o
1 0 1 I} 0 0 I} I} 1
Diata Carfidentiality Algonthrm Idertifier )
Lengthof Data Confidentiality Algotithn Cortents W2
Data Confidertiality Algorithm %3
QL w4
oL o i nued) H.4.1
QU (co i nuad) %4.2 |
Diata Confidertiality Mode of Operation ®.4
Q) B
QU continued) %61
QL continued) xB.2|
Drata Confidentiality Algorithm Details T
Data Caonfidedtiality Mode Details WA
2 | x| x| = | =] =] =1 = %9
Cell Delay Variation (CDY g} ldentifier
Cell Delay Variation (CDY\r) x.8.1
CDVir (continued) x92
CDVir [continued) .0.3
| | | | | [ [

Data Confidentiality Algorithm Primitive of SME_Q
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Octets x.9.x are assigned to CDV ;. First octet states a predefined identifier for CDV ;.. Its
value is coded according to the defined format of the UNI Signaling Specification 4.0 [USIG_40]
using three bytes. Octets x.10.x are assigned to CTD,, . First octet states a predefined identifier
for CTD,- Its value coded according to the defined format of the /TU-T Recommendation Q.2931
[ITUQ 2931] using two bytes. These values indicate the Traffic QoS degradation characteristic of in
the preceding fields selected combination of algorithm and mode of operation for the SA identified

in the Security Entity Identifier of the Security Service Data Section.

Data Integrity Algorithm Primitive of the SSIE_Q

Figure 11.6 illustrates the Data Integrity Algorithm primitive for the In-Band SME Q. The octets
x.6.x and x.7.x are proposed additions to the current structure of this primitive in [SEC _11]. They
carry the Cell Delay Variation CDV , and Cell Transfer Delay CTD,,;, parameters of respective
SA g or SAg,., which are cumulated and calculated for the data transfer phase. Cell Loss Ratio is

not a cumulative value, hence, is not proposed to be carried in these primitives.

Bits
Octet:
g8 | 7 161 51 2] 3] 2] 1 S
1 0 1 0 0 0 1 0 1
Data Integrity Algorithim [de rtifier '
Length of Data Integrity Algarithrm Corte nts H2
Uszer JReplay] Algotithin .3
Diata Intecrity & lgorithm ]
[o]N] x4
QU cartinued) 141
QLI {cortinued) %4.2]
Data Integrity Algorithm Details Fi)
x | = | =] =] =] =] =] x| x
Cell Delay Variation (CDV ) |ldentifier
Cell Delay Variation {CDVir) %64 |
CDVir (continued) .62
CDVir{continued) [<.6.3

Cell Transit Delay (CTDwr) |dentifier

Cell Transit Delay (CTD %)

CTDr(continued)

Figure 11.6 Data Integrity Algorithm Primitive of SME_Q
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Octets x.6.x are assigned to CDV ;.. First octet states a predefined identifier for CDV g, . Its
value is coded according to the defined format of the UNI Signaling Specification 4.1 [USIG_41]
using three bytes. Octets x.7.x are assigned to CTD,,, . First octet states a predefined identifier for
CTD,jg,. Its value is coded according to the defined format of the /7U-T Recommendation Q.2931
[ITUQ 2931] using two bytes. These values indicate the Traffic QoS degradation characteristic of
in the preceding fields selected combination of algorithm and replay mode for the SA identified in

the Security Entity Identifier of the Security Service Data Section.

11.2 The Out-Band SME_Q Protocol

As mentioned earlier, the Out-Band SME_Q takes the current Out-Band SME as framework. It
extends SME’s Information Elements (IE) and procedures to provide the Traffic QoS provisioning
capability for the security operations. These additions are performed if the confidentiality and/or
data integrity security service options are selected in combination with the Traffic QoS provisioning
function. The following sections define the Out-Band SME _Q for the different network and security
topologies.

The proposed Out-Band SME_Q is based on and an enhancement of the current Out-Band SME
defined in ATM Security Specification Version 1.1 [SEC 11]. Figure 11.7 illustrates the selection
of security options for the Out-Band SME _Q. It only contains the Information Elements, which are
of significance for the new procedures and carry the extensions for the new SME Q. If the ATM
initiating endpoint desires the request for specific Traffic QoS values for its secure point—to—point
VC, it accompanies the requested parameters in the Extended QoS Parameter Information Element
and the End-to-End Transit Delay Information Element with the SETUP message and starts the
connection establishment process, Figure 11.7, Step 1. The Out-Band SME_Q is processed; a security
algorithm and a mode of operation are selected according to the SAC _Q Table of the initiating SA,
the end user requested Traffic QoS and the governing security policy. The cumulative Traffic QoS
values are corrected, the SSIE Q is appended and the updated SETUP message is passed on to the

network, Figure 11.7, Step 2. The responding SA examines the compliance with the Traffic QoS
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ATMIE ATMRE

{ ExQoS_lIE { »  TD_IE{CTDcum}||
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TD_IE{CTDcum}} -
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(ExQos_IE*( | SETUP & FLOW1 2WE 15
OB Vacn CLR=ep . { £xQ0S_IE { CDVacy CLRucs,CDVeurnf || - SETUP
D l?f"élrlk | TD_IE*{ CTDmax, CTDcun} || | ¢Exqos E¢
CTDeumi} - SSIE_Q{SAS_Qus(SecOpty)}} +  CDVacp,CLRap
| | CDVeun) |
: | 7D_IE{CTDrex
I I CTDcum}}
| |  connect®
! CONNECT & FLOW2_2WE .
xQoS
connecT © | {ExQos_IE {CDVeum} || | coVeuny Il

TD_IE {CTDcum}}

Data Traffic Flow

IE Initiating Endpoint ExQoS Extended QoS Parameters IE
RE Responding Endpoint TD_IE || End-to-end Transit Delay IE
SA  The Initiating Security Agent « | ftalio:HodiiedProtoc
SAR) -Sr';(e:ul:\r)i?;?-\%nedr:?g . Bold : New Protocol Element

Figure 11.7 The Out-Band SME_Q

CDV acp
CLR acp
CTDmax
CDVcum

CTDcum

User requested acceptable
Cell Delay Variation

User requested acceptable
Cell Loss Ratio

User requested acceptable
Cell Transfer Delay
Cumulative

Cell Delay Variation
Cumulative

Cell Transfer Delay

objectives according to the received cumulative and acceptable Traffic QoS values and their own

SAC_Q table for the selected security algorithm and mode of operation received from their partner

initiating SA. It in turn, updates the cumulative values and sends the updated SETUP message

toward the ATM responding endpoint , Figure 11.7, Step 3. The responding endpoint updates the

cumulative Traffic QoS parameters and sends them in a CONNECT message toward the responding
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SA , Figure 11.7, Step 4. The CONNECT message is forwarded to the initiating endpoint, Figure
11.7, Steps 5 and 6, and the connection is established for the user data transfer. The details of the

Out-Band SME _Q for the initiating and the responding SA is described in the next sections.

Initiating Security Agent Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.4.4 of the ATM Security Specification Version 1.1 [SEC 11]. As explained earlier in this
chapter, in a stand-alone implementation, the SA processes the signaling messages directly. If it
is co-located in an ATM device, however, it communicates the signaling information through an
indication with the signaling entity. For the sake of simplicity and focus on the core subject matter,
the term Security Agent (SA) is used in the description of the procedures regardless of its hardware

implementation. Figure 11.8 depicts the Out-Band SME_Q protocol procedure of the SA . It

®°

illustrates the procedural enhancements to the existing Out-Band SME protocol of ATM Security

Specification Version 1.1 [SEC_11]. Upon receipt of a SETUP message by SA,,, the SA ; analyzes

(O ()

the values indicated in the Extended QoS Parameter Information Element and the End-to-End Transit
Delay Information Element for this connection. It compares the sum of the received cumulative
parameters and the SAC_Q,,, values of each Traffic QoS parameter for each security service with
the indicated acceptable parameters, Figure 11.8, Step L. If none of the SAC_Q,;, values complies

with the acceptable values, the SA |, rejects the connection request with the cause SME Q failure

M

for the requested QoS, Figure 11.8, Step 6. Otherwise, the SA ;, selects the security algorithm and

)

mode of operation to include in the FLOW1 2WE (SETUP message) for the SA ;,. The security

®)
algorithm and mode of operation are to be selected, so that, their values of Traffic QoS degradation
according to the SAC_Q,, table, if added to the received cumulative values, would still result to
lower rates than the requested acceptable parameters by the initiating endpoint. The CLR value
of the suggested security mechanism is not a cumulative value and should either meet or be lower
than the acceptable CLR requested by the initiating endpoint, Figure 11.8, Step 7. If more than one

service are requested to be supported between the same SAs, only the parameters for confidentiality

and data integrity, if applicable, should be considered in the calculations (S1: first security service
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SETUP contains

@

Continue the SMEQC_2W protocol

xQoS_IE|| TD IE2

» Parse ExQoS_IE || TD_IE from SETUP
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QoS?

* Select the desired security mechanism from the SAC_Q , Table
* Generate the SecOpt
> Generate appropriate SAS_ Qs
» Select Two-Way SME_Qin the SME Format Field
» Update the received ExQoS_IE and TD_IE
> Add the SAC_Q (; values for this selection to the cumulative
values in the ExQoS_IE and TD_IE
* Send the SETUP & FLOW1-2WE {ExQoS_IE || TD_IE || SSIE_Q {
SAS_Qgs }} to the SAR,

v
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v ®

* Reject this setuprequest
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CONNECT & FLOW2-2W No

{ExQoS_IE || TD_IE| SSIE_Q}
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* Send the CONNECT {ExQoS_IE | TD_IE}
tothe ATM_IE

RELEASE COMPLE
Received?

Send RELEASE COMPLETE
to the ATM_IE

Timer expired ?

Figure 11.8 The Out-Band SME_Q Protocol Procedure for SA
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and S2: second security service). Table 11.2 illustrates the nomenclature used in the succeeding

equations:
QoS -
Parameter Definition
CDV The user requested (acceptable) Cell Delay
aop Wariation for the connection.
CDV The curmulative value of the Cell Delay Varation
um along the connection,
CDV The SAg introduced Cell Delay Yariation value
i according to its SAC_Q table.
CDVins1 The SAg introduced Cell Delay Yariation value
accarding to its SAC_Q tahle for the first service.
CDV The SAg introduced Cell Delay Yariation value
tsd accomding to its SAC_G table for the second service.
CTDma: The uzer requested (maximum allowahlel Cell
Transfer Delay far the connection,
cTD The curmulative value of the Cell Transfer Delay
am along the connection.
CTDy, The SAq introduced Cell Transfer Delay value
according to its SAC_Q table.
CTD The SAg introduced Cell Transfer Delay value
(1 &1 accarding to its SAC_Q tahle for the first service.
cTD The SAg introduced Cell Transfer Delay value
1n 52 according to its SAC_Q table for the second service,
The user requested (acceptable) Cell Loss Ratio for
<l the connection.
CLRinst The SAg introduced Cell Loss Ratio according to its
b SAC_C table forthe first service.
cL The SAg introduced Cell Loss Ratio according to its
Rin.s2 SAC_0 takle for the second service.
Table 11.2 TheQoS Parameter Definition for SA
CDV,,=CDV,, +CDV, (11.1)
CTD,,=CTD,5, + CTDys, (11.2)
CLR s, <CLR,, (11.3)
CLR s, <CLR,, (11.4)
and
CDV,,, +CDV, <CDV,, (11.5)
CTD,,, tCTD,<CTD,,, (11.6)

In this case, the SA ;, should first prioritize these services according to the governing security

M
policy. It first selects its preferred option for the service with the higher priority (S1) and then
optimizes the selection of the option for the second service (S2) according to the chosen selections

for the first option. In addition to Equation 11.4, the following should apply,
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CDV s, <CDV,,-CDV_,,—CDV (11.7)
CTD, <CTD,,, — CTD,,,— CTDj, (11.8)

Naturally, in addition to Equation 11.3, the same equations apply for the first service:

CDV s <CDV,,-CDV_,—CDV (11.9)
CTD(I),Sl < CTDmax - CTDcum - CTD(I),SZ (1 1 . 10)

If any option does not satisfy the above, it should not be considered and provided for the security
measurements of that connection. In case only one of the services (confidentiality or data integrity)
is supported, the parameters associated with S2 are equal to zero. This would be a special case of

the above equations. After the selection of the security options, the SA , selects two—way SME QO

)

in the SME Format field of the SAS Qs. The SA ; then forwards the SETUP message toward the

M

responding endpoint appending the SSIE_Q with the generated SAS Qs along with the Extended
QoS Parameters Information Element and End-to-End Transit Delay Information Element after
adding its contributions to the cumulative Traffic QoS parameters for the selected option Figures

11.8, Step 2 and 11.9, Step 7,

CDV__[:=CDV

cum

+CDV,,]<CDV, (11.11)

cum (received) cp

CTD,,, [=CTD + CTD

cum

]<CTD, . (11.12)

cum (received)

M

Upon receipt of the CONNECT message (FLOW2_2WE) from the SA;,, the SA ; proceeds
according to Section 5.1.4.4.2.2 of [SEC _11] and forwards the CONNECT message to the initiating

endpoint, Figures 11.7, Step 6 and 11.8, Step 10.

Responding Security Agent Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC _11]. For the simplicity and focus on
the core subject, the term Security Agent (SA) is used in the description of the procedures regardless

of its hardware implementation. The term S4 , is used for the initiating Security Agent and S4 ,,
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for the responding Security Agent. Figure 11.9 depicts the Out-Band SME_Q protocol procedure
of the SA . It illustrates the procedural enhancements to the existing Out-Band SME protocol of
ATM Security Specification Version 1.1 [SEC 11].

Upon receipt of a SETUP message on the responding side, the SA ;,analyzes the parameter values

(R)
indicated in the Extended QoS Parameter Information Element and the End-to-End Transit Delay
Information Element for this connection. It compares the sum of the received cumulative parameters
and the local SAC_Q, values for the security algorithm and mode of operation selected by its

partner initiating SA ;,, with the requested acceptable parameters, Figure 11.9, Step 1.

(O

If the calculated values for the security algorithm and mode of operation selected and sent by

the partner SA ; do not satisfy the Traffic QoS objectives, the SA ;, rejects the connection request

) (R)

with the cause SME _Q failure for the requested QoS, Figure 11.9, Step 6. If more than one service
are requested to be supported between the same SAs, only the parameters for confidentiality and
data integrity, if applicable, should be considered in the calculations (S1: first security service and
S2: second security service). As described in the last chapter, only these two services impact the
network Traffic QoS during the user data transfer phase.

Table 11.3 illustrates the nomenclature used in the succeeding equations for the responding SA.
In general, the Equations 11.1-11.6 should be satisfied for the same parameters on the responding

side, CDV ), CTDy, , and CLR . In case only one service (confidentiality or data integrity) is

(R),*

supported, the parameters associated with S2 are equal to zero. The SA ;, then proceeds according to

®
Section 5.1.4.4.3.1 of [SEC_11] and forwards the SETUP message toward the responding endpoint
along with the Extended QoS Parameters Information Element and End-to-End Transit Delay
Information Element after adding its contributions to the cumulative Traffic QoS parameters for
the selected option, Figures 11.9, Step 7 and 11.7, Step 1. Here by, satisfying the Equations 11.11-
11.12 for the same parameters on the responding side. Upon receipt of the CONNECT message, the
SA , proceeds according to Section 5.1.4.4.2.2 of [SEC_11] and forwards the CONNECT message

toward the initiating endpoint, Figures 11.9, Step 7and 11.7, Step10.
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Figure 11.9 The Out-Band SME_Q Protocol Procedure for SA g,
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QoS .
Parameter Definition
cDV The user requested facceptahle) Cell Delay
aap Watiation for the connection.
cDV The cumulative value of the CellDelay Waration
m along the connection.
CDVin The 5Am introduced Cell Delay Varigtion value

according to its SAC_Q table.

CDVims1 The 5Am introduced Cell Delay Variation value
accomding to its SAC_Q tahle for the first service.

The SAm introduced Cell Delay Variation value
accomding to its SAC_GQ tahle for the second service.

CTDmae The user requested (maximum allowahle) Cell
Transfer Delay far the connection.

The cumulative value of the Cell Transfer Delay
along the connection.

CTDr The SAwm introduced Cell Transfer Delay value
acconding to its SAC_Q table.

The SAwm introduced Cell Transfer Delay value

CDViry52

CTDum

CTDir 81 accomding to its SAC_Q tahle for the first service.
cTD The SAm introduced Cell Transfer Delay value
(R) 82 according to its SAC_Q table for the second service.
The user requested facceptahle) Cell Loss Ratio for
ELLl the connection,
CLRry s+ The SAm introduced Cell Loss Ratio according toits
! SAC_Cr table for the first service.
CLR; The SAm introduced Cell Loss Ratio according to its
FL82 SAC_G table forthe second service.
Table 11.3 The QoS Parameter Definition for SA ;)

11.2.1 Connections with Nesting and Multiple Security Associations

The Out-Band SME _Q also supports the different topologies of security associations: nesting (as
well as the one point overlap) and no overlap (sequenced). For each of these different topologies
there are always two sides for each security association: the initiating side and the responding side.
Further more, according to the ATM Security Specification Version 1.1 [SEC 11] the nesting level
is limited to 16 security associations within an ATM connection path. Figure 11.10 illustrates the
selection of security options for the Out-Band SME _Q in the case of nesting security associations.
Figure 11.11 illustrates this selection in the case of sequenced security associations. The following

sections describe these procedures in detail.

Initiating Security Agent Procedures
The following procedures are proposed in addition to the already existing procedures in Section

5.1.4.4 of the ATM Security Specification Version 1.1 [SEC 11]. For the simplicity and focus on the
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Out-Band SME_Q with Nesting Security Associations
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Figure 11.11 Out-Band SME_Q with Sequenced Security Associations

core subject, the term Security Agent (S4) is used in the description of the procedures regardless of
its hardware implementation. The term S4 ,, is used for the initiating Security Agent and S4 ,, for
the responding Security Agent. Figure 11.10 depicts the Out-Band SME_Q protocol procedure for

each SA , along the path (SAto SA ).

)
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Nesting Security Associations

Upon receipt of a SETUP message by the first SA ), on the path of a connection with nesting
security associations Figure 11.10, the SA ;) analyzes the values indicated in the Extended QoS
Parameter Information Element and the End-to-End Transit Delay Information Element for this
connection. It compares the sum of the received cumulative parameters and the SAC_Q,;, values
for the security services which are to be provided according to the governing security policy, with
the indicated acceptable parameters Figure 11.10;2.

If the SETUP message does not contain the Extended QoS Parameter Information Element, the
Traffic QoS is determined according to the QoS class for the connection. The SME_QC procedures
using the QoS class will be implemented, Figure 11.8, Step 4.

If none of the SAC_Q,,, values can complies with the acceptable values, the SA ;) rejects the
connection request with the cause SME Q failure for the requested QoS, Figure 11.8, Step 6.

Otherwise, the SA ), selects the security algorithm and mode of operation (in case of Confidentiality
security service) to include in the FLOW1_2WE (SETUP message) for the partner SA ;. The security
algorithm and mode of operation are to be selected, so that, the values of Traffic QoS degradation
according to the SAC_Q,, table, if added to the received cumulative values, would still result to
lower rates than the requested acceptable parameters by the initiating endpoint. The CLR value of
the suggested security mechanism is not a cumulative value and should either meet or be lower than
the acceptable CLR indicated originally by the initiating endpoint, Figure 11.8, Step 7.

If more than one service are requested to be supported between SA ), and SA |, only the parameters

M1
for confidentiality and data integrity, if applicable, should be considered in the calculations (S1:
first security service and S2: second security service). Table 11.4 illustrates the nomenclature used
for the nesting associations. Here too, the Equations 11.1-11.6 should be satisfied. In this case, the
SA,,, should first prioritize these services according to its governing security policy. It first selects
its preferred options for the service with the higher priority (S1) and then optimizes the selection

of the options for the second service (S2) according to the chosen selections for the first option. In

addition to Equatiopn 11.24, the Equations 11.7-11.10 should be satisfied. If any option does not
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Qos -,
Parameter Definition
CDV The uzer requested (acceptahlel Cell Delay
e Wariation far the connection,
CcDV The cumulative value of the Cell Delay Y aration
am along the connection,
CDVim The SAq, introduced Cell Delay Yariation value

according to its SAC_Q table.

CDVm.51 The SAg introduced Cell Delay Yariation value
accarding to its SAC_C table for the first service,
The SAq, introduced Cell Delay Yariation value
according to its SAC_C table for the second service.

CTDma: The user requested (maximum allowahle) Cell
Transfer Delay for the connection.

The cumulative value of the Cell Transfer Delay

CDWim 52

CTDam along the connection.

ST Thaot . intodicod Call Transfar DNalaw wahio

LY | U[|]1 L L e e i e

according to its SAC_Q table.

cTD The SAqg, introduced Cell Transfer Delay walue
(.81 accarding to its SAC_G table for the first service,

cTD The SAg. introduced Cell Transfer Delay walue
Ln.52 according to its SAC_Q table for the secand service,

CLRap The user requested (acceptahle) Cell Loss Ratio for

the connection.

CLRins1 The SAg. introduced Cell Loss Ratio according to its
n. SAC_0 takle for the first service,

CLR The SAg. introduced Cell Loss Ratio according to its
D SAC_0 table for the second service.

Table 11.4 The QoS Parameter Definition for SA ;|

satisfy the above, it should not be selected and provided for the security measurements between SA
and SA ;. In case only one service (confidentiality or data integrity) is supported, the parameters

associated with S2 are equal to zero. After the selection of the security options, the SA ,, selects

®

two—-way SME Q in the SME Format field of the SAS Q,s. The SA ,, then forwards the SETUP

M1
message toward the responding endpoint appending the SSIE Q with the generated SAS Qs
along with the Extended QoS Parameters Information Element and the End-to-End Transit Delay
Information Element after adding its contributions to the cumulative Traffic QoS parameters. Here
by, satistying the Equations 11.11 and 11.12 .

Upon receipt of a SETUP message by the second SA ), on the path of a connection with nesting
security associations Figure 11.10;1, the SA;, proceeds with the above described procedures for
SA- It makes its selection according to the SAC_Q,,, table. It then updates the Extended QoS
Parameters Information Element and the End-to-End Transit Delay Information Element by adding
its contributions to the cumulative Traffic QoS parameters for the selected option, according to

the Equations 11.11and 11.12. The SA,,, then forwards the updated SETUP message toward the

responding endpoint. The same procedures will be processed on the initiating side each time a SA ;)
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_of a connection with nesting security associations Figure 11.10;4 receives a SETUP message. New
SAS, s for the security services are generated and addressed to the corresponding partner SA ), the
Extended QoS Parameters Information Element and the End-to-End Transit Delay Information
Element are updated by adding the contributions for the selected security algorithm and mode of

operation to the cumulative Traffic QoS parameters.

Chv,_,, [=CDV

cum

CTD,,, [:=CTD

cum

+ CDV, ]<CDV

acp

(11.13)

cum (received)

(Dn
+ CTD,, 1< CTD,,, (11.14)

cum (received)

The updated SETUP message is forwarded toward the responding endpoint. Upon receipt of the

CONNECT message (FLOW2_2WE) from the SA ; , the corresponding SA ;) proceeds according

(Dn
to Section 5.1.4.4.2.2 of [SEC_11] and forwards the CONNECT message to the initiating endpoint

Figure 11.10; 12-14.

Sequenced Security Associations

In the case of sequenced security associations Figure 11.11, the same procedures as described
above for the simple case of Out-Band SME_Q are processed each time between two partner SAs.
and SA,

The ATM connection path is put together from more than one pair of partner SA following

) R)

each other sequentially. Thus, the security algorithm selection is initiated and completed each time
only between the two following partner SAs. This decreases the complexity of the procedure. Upon
receipt of a SETUP message by a SA ), anew SSIE_Q is generated (if not already available) with
new SAS Qs and addressed to the corresponding partner SA ), Figure 11.10;2,4,6. The Extended
QoS Parameters Information Element and the End-to-End Transit Delay Information Element are
updated by adding the contributions for the selected mechanism in the newly generated SAS Qs
to the cumulative Traffic QoS parameters according to the Equations 11.13-11.14. The updated
SETUP message is forwarded toward the responding endpoint. Upon receipt of the CONNECT
message (FLOW2_2WE) from the SA ), the corresponding SA, ), proceeds according to Section
5.1.4.4.2.2 of [SEC_11] and forwards the CONNECT message to the initiating endpoint Figure
11.10; 10,12,14.
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Responding Security Agent Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC 11].

For the simplicity and focus on the core subject, the term Security Agent (SA) is used in the

description of the procedures regardless of its hardware implementation. The term S4 ,, is used for

@

the initiating Security Agent and S4 ,, for the responding Security Agent. Figure 11.9 depicts the

(R)

Out-Band SME _Q protocol procedure for each SA ;) along the path (SA ;, to SA ).

(R)

Nesting Security Associations

Upon receipt of a SETUP message by the first peer SA (SA ), ) on the path of a connection with
nesting security associations Figure 11.10, the SA ;) examines if there are any SAS Q,s addressed
to it. It then analyzes the parameter values indicated in the Extended QoS Parameter Information
Element and the End-to-End Transit Delay Information Element for this connection. It compares
the sum of the received cumulative parameters and its SAC_Q table — SAC_Q,,,, — values for the
security mechanism selected by its partner initiating SA ;) , with the indicated acceptable parameters.
SA g, ignores all other SAS QOs, if available, Figures 11.9, Step 1 and 11.10, Step 5. If the calculated

values for the security algorithm and mode of operation selected and sent by the partner SA ;, do

(Dn
not comply with the acceptable values, the SA ) rejects the connection request with the cause
SME Q failure for the requested QoS, Figure 11.9, Step 6. If more than one service are requested

to be supported between SA ;, and SA ; , only the parameters for confidentiality and data integrity,

(On
if applicable, should be considered in the calculations (S1: first security service and S2: second
security service). As described in the last chapter, only these two services impact the network
Traffic QoS during the user data transfer phase. Table 11.5 illustrates the nomenclature used for
sequenced associations. The Equations 11.1-11.6 should be satisfied for the same parameters on the
responding side, CDV g, CTD g, , and CLR;, . In case only one of the services (confidentiality
or data integrity) is supported, the parameters associated with S2 are equal to zero. the Equations

11.7 and 11.8 should be satisfied for the same parameters on the responding side. The SA ;) then

proceeds according to Section 5.1.4.4.3.1 of [SEC_11] and forwards the SETUP message toward
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Qos -,
Parameter Definition
CDV The uzer requested (acceptahlel Cell Delay
e Wariation far the connection,
CcDV The cumulative value of the Cell Delay Y aration
am along the connection.
CDVinp The SAg, irtroduced Cell Delay Waration value

according to its SAC_Q table.

CDVirn. 51 The SAg, irtroduced Cell Delay Variation value
accarding to its SAC_Q table for the first service,
The SAg, irtroduced Cell Delay Waration value
according to its SAC_G table for the second service.

CTDma: The user requested (maximum allowahle) Cell
Transfer Delay for the connection.

The cumulative value of the Cell Transfer Delay

CDVirp, 52

CTDam along the connection.
CTBrn The SAR: infroduced Cell Transfer Delay value
according to its SAC_Q table.
cTD The SAg, irtroduced Cell Transfer Delay value
(R accarding to its SAC_Q table for the first service,
cTD The SAm, introduced Cell Transfer Delay value
LRn.82 according to its SAC_Q table for the secand service,
The user requested (acceptable) Cell Loss Ratio for
Ly the connection.
CLRmp.51 The SAg, introduced Cell Loss Fatio accarding to
. itz 8AC_Gr table for the first service.
The SA g, irtroduced Cell Loss Fatio accarding to
CLRrp.z2 its SA C_Q tahle for the second service.
Table 11.5 TheQoS Parameter Definition for SA

the responding endpoint along with the Extended QoS Parameters Information Element and the
End-to-End Transit Delay Information Element after adding its contributions to the cumulative
Traffic QoS parameters for the selected option, Figures 11.9, Step 7 and 11.10 Step 5. The Equations
11.13 and 11.14 should be satisfied for the same parameters on the responding side. Upon receipt
of the CONNECT message, the SA ;, proceeds according to Section 5.1.4.4.2.2 of [SEC_11] and
forwards the CONNECT message toward the initiating endpoint Figures 11.10; 11.Upon receipt
of a SETUP message by the second peer SA (SA;,, ;) on a path with nesting security associations
Figure 11.10, the SA;, , proceeds with the above-described procedures for SA ;) . It examines
if there are any SAS Q, ,s addressed to this SA. It compares the sum of the received cumulative
parameters and the SAC_Q, , values for the security algorithm and mode of operation selected

by its partner initiating SA ,, with the indicated acceptable parameters for the selected option. After

@

updating the Extended QoS Parameters Information Element and the End-to-End Transit Delay

Information Element by adding its contributions to the cumulative Traffic QoS parameters for the
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selected option, Figure 11.9, Step 7. The Equations 11.13 and 11.14 should be satisfied for SA g, ;.
The SA ), , now proceeds according to Section 5.1.4.4.3.1 of [SEC_11] and forwards the updated
SETUP message toward the responding endpoint.

The same procedures will be processed on the responding side of a path with nesting security
associations Figure 11.10;5,6,7 each time an SA ;) receives a SETUP message. The Extended QoS
Parameters Information Element and the End-to-End Transit Delay Information Element are updated
by adding the contributions to the cumulative Traffic QoS parameters for the received selected
security mechanism according to Equations 11.13 and 11.14 for SA ;) .The SA ;,, now proceeds
according to Section 5.1.4.4.3.1 of [SEC 11] and forwards the updated SETUP message toward
the responding endpoint. Upon receipt of the CONNECT message, the SA ;, proceeds according
to Section 5.1.4.4.2.2 of [SEC _11] and forwards the CONNECT message toward the initiating
endpoint Figure 11.10; 9,10,11.

Sequenced Security Associations

In the case of sequenced security associations, Figure 11.11, the same procedures for the simple
case of Out-Band SME_Q are processed each time between two partner SAs as described above.
In this case, the ATM connection path is put together from more than one pair of partner SA,

and SA ;, following each other sequentially. Thus, the security algorithm selection is initiated and

(R)
completed each time between the two following partner SAs and then passed to the network. This
decreases the complexity of the procedure. Upon receipt of a SETUP message, the SA ;) analyzes
the parameter values indicated in the Extended QoS Parameter Information Element and the End-
to-End Transit Delay Information Element for this connection. It compares the sum of the received
cumulative parameters and the local SAC_Q,, values for the security services which are to be
provided, with the requested acceptable parameters Figure 11.11; 1,5,7. If the calculated values for

the security algorithm and mode of operation selected and sent by the partner SA ;. do not satisfy

(Dn
the performance objectives, the SA ;,, rejects the connection request with the cause SME O failure
for the requested QoS, Figure 11.9, Step 6. If more than one service are requested to be supported

between the same SAs, only the parameters for confidentiality and data integrity, if applicable,
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should be considered in the calculations (S1: first security service and S2: second security service).
As described in the last chapter, only these two services impact the network Traffic QoS during
the user data transfer phase. Table 11.5 illustrates the nomenclature for the sequenced associations.
The Equations 11.1-11.4 should be satisfied for SA ;. In case only one service (confidentiality or
data integrity) is supported, the parameters associated with S2 are equal to zero. The Equations 11.5
and 11.6 should be satisfied for SA ;. The SA ), then proceeds according to Section 5.1.4.4.3.1 of
[SEC_11] and forwards the SETUP message toward the responding endpoint along with the Extended
QoS Parameters Information Element and End-to-End Transit Delay Information Element after
adding its contributions to the cumulative Traffic QoS parameters for the selected option, satistying
Equation 11.13 and 11.14 for SA ;. Upon receipt of the CONNECT message, the SA ;,, proceeds
according to Section 5.1.4.4.2.2 of [SEC _11] and forwards the CONNECT message toward the

initiating endpoint Figure 11.11; 9,11,13.

11.3 The In-Band SME_Q Protocol

As mentioned earlier, the In-Band SME _Q takes the current In-Band SME described in chapter
4 as framework. It extends SME’s Information Elements (IE) and procedures to provide the
Traffic QoS provisioning capability for the security operations. These additions are performed if
the confidentiality and/or data integrity security service options are selected in combination with
the Traffic QoS provisioning function. The following sections define the In-Band SME_Q for the
different network and security topologies.

The proposed In-Band SME_Q is based on and an enhancement of the current In-Band SME
defined in ATM Security Specification Version 1.1 [SEC _11]; therefore providing services for the
point—to—point connections only. Figure 11.12 illustrates the selection of security options for the
In-Band SME Q. It only contains the Information Elements, which are of significance for the new
procedures and carry the extensions for the new SME Q. If the ATM initiating endpoint desires
the request for specific Traffic QoS values for its secure point—to—point VC, it accompanies the

requested parameters in the Extended QoS Parameter Information Element and the End-to-End
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Transit Delay Information Element, with the SETUP message, Figure 11.12, Step 1 and starts the
connection establishment process . Upon receipt of a CONNECT message on the upstream, the
user data transfer is blocked and the Three-Way SME _Q is processed, Figure 11.12, Steps 4 and 5.
The security algorithms and modes of operation are negotiated, Figure 11.12, Steps 6,7, and 8. The
CONNECT message is then forwarded to the initiating endpoint and the connection is unblocked
for the user data transfer, Figure 11.12, Step 9. The details of the In-Band SME_Q is described for

the initiating and the responding SA in the next sections.

Initiating Security Agent Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC 11].

The new protocol assumes the communication of the acceptable and cumulative Traffic QoS values
between the signaling entity and SA. The calculations are done for the worst case scenario, i.e. the
one with the highest values of degradation according to the SAC_Q,, table, if added to the received
cumulative values, should still result to lower rates than the indicated acceptable parameters by
the initiating endpoint. The CLR value of each suggested option, which is not a cumulative value,
should either be equal to or lower than the requested value. Figure 11.13 depicts the In-Band SME Q
protocol procedure of the SA ;. It illustrates the procedural enhancements to the existing In-Band
SME protocol of ATM Security Specification Version 1.1 [SEC 11]. Upon receipt of a SETUP

message on the initiating side, the SA ) compares the SAC_Q,,, values for the security services,

)
which are to be provided with the indicated acceptable parameters, Figure 11.13, Step L. It notes the
requested acceptable QoS parameter values indicated in the Extended QoS Parameter Information
Element and the End-to-End Transit Delay Information Element for that connection, Figure 11.13,
Step 7. If the SETUP message does not contain the Extended QoS Parameter Information Element,
the QoS is determined according to the QoS class for the connection. The SME_QC procedures
using the QoS class will be implemented, Figure 11.13, Step 4.

If none of the security options in the table complies with the acceptable values, the SA ;) rejects

the connection request with the cause SME_Q failure for the requested QoS, Figure 11.13, Step 6.
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The In-Band SME_Q Protocol Procedure for SA ; (to continue on next page)
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I
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order of preference
» Select Three-Way SME_Qin the SME Format Field
» Indicate the SA ) ID in the Security Entity Identifier Field
» Indicate the selected security options in the Security Service
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The In-Band SME_Q Protocol Procedure for SA
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Otherwise, the SA ;) forwards the SETUP message toward the responding endpoint, Figure 11.13,
Step 7.

Upon receipt of a CONNECT message on the initiating side, the SA ,, blocks the user data traffic

@
and prevents the CONNECT message to proceed to the initiating endpoint. It analyzes the cumulative
QoS parameters indicated in the Extended QoS Parameter Information Element and the End-to-End
Transit Delay Information Element. It compares the SAC_Q,,, values for the security services, which
are to be provided with the — on the downstream saved — acceptable parameters and the received
cumulative values from the responding endpoint, Figure 11.13, Step 10.

The SA,, decides on a corresponding alternative list of the security algorithms and modes of
operation (in case of Confidentiality security service) to include in the FLOW1 3WE for negotiation

with the SA ;, Figure 11.13, Step 16. The suggested options are to be selected, so that, the worst

®),
option, which isthe saved acceptable CLR indicated originally by the initiating endpoint.

If more than one service are requested to be supported between SA ; and SA ), only the parameters

()
for confidentiality and data integrity, if applicable, should be considered in the calculations (S1:
first security service and S2: second security service). Table 11.2 illustrates the nomenclature used.

Equations 11.1-11.6 should be satisfied. In this case the SA , should first prioritize these services

@
according to the governing security policy. It first selects its preferred options for the service with
the higher priority (S1) and then optimizes the selection of the options for the second service (S2)
according to the chosen selections for the first option. The Equations11.7-11.10 should apply. If any
option does not satisfy the above, it should not be considered and provided for the negotiation. In
case only one of the services (confidentiality or data integrity) is supported, the parameters associated
with S2 are equal to zero. This would be a special case of the above equations. After the selection
of the security options, the SA ;) generates the appropriate SAS Qs as follows:

Three-Way SME _Q is selected in the SME Format field. The ID of the initiating SA is included
in the Security Entity Identifier field. Above selected security service algorithm and mode of

operation options are included in the Security Service Algorithm Section including the CDV , and

)

CTD,,, values for each option. These options are presented in the order of preference listing the
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most desired security option for each particular security service first and the least desired last. The
SAS Qs for the more preferred service are listed first.

The SA, starts the In-Band SME_Q with the FLOW1-3WE appending the suggested security
options contained in the generated SAS Qs with the SAC_Q,, values of each option and also the
Extended QoS Parameters Information Element and the End-to-End Transit Delay Information

Element received in the CONNECT message from the responding endpoint, Figures 11.13, Step16

and 11.12, Step 6. Upon receipt of the FLOW2_3WE from the SA ;, the SA ) takes the SAC_Q,

)

values of each negotiated security option from the received SAS_Q ;s and adds these and the local
SAC_Q, values to the cumulative parameters of the Extended QoS Parameters Information Element
and the End-to-End Transit Delay Information Element, Figure 11.13, Step 19. Here, the following

equations should apply

Chv,_, [=CDV

cum

cum (received) T CD\/(I) + CDV(R) ] < CDVacp (1 1 15)

CTD,,, [:=CTD

cum

+ CTD,, + CTDy,]1 < CTD,,, (11.16)

cum (received)

If the above equations are satisfied, the SA ;, accepts the chosen options, it completes the In-Band

()

SME_Q by sending the FLOW3_ WE to the SA ;,, Figures 11.13, Step 24 and 11. 12, Step 8.

(R)

The SA ,,now unblocks the user data transfer and forwards the updated CONNECT message with

@
the new cumulative values to the initiating endpoint, Figures 11.13, Step 24 and 11.12, Step 9.

If the above equations were not satisfied, the SA , clears the connection with the cause SME Q

O}
failure for the requested QoS, Figure 11.13, Step 25.

Responding Security Agent Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC _11]. For the simplicity and focus on
the core subject, the term Security Agent (SA) is used in the description of the procedures regardless
of its hardware implementation. The term S4 , is used for the initiating Security Agent and S4 ,,
for the responding Security Agent. Figure 11.14 depicts the In-Band SME_Q protocol procedure

of the SA ;. It illustrates the procedural enhancements to the existing In-Band SME protocol

R)*
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Figure 11.14 The In-Band SME_Q Protocol Procedure for SA ; (to continue on next page)
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of ATM Security Specification Version 1.1 [SEC _11]. Upon receipt of a SETUP message on the

responding side, The SA ;,compares the SAC_Q, values for the security services, which are to be

(R)
provided, with the indicated acceptable parameters in the Extended QoS Parameter Information
Element and the End-to-End Transit Delay Information Element for that connection, Figure 11.14,
Step L. It then notes the requested acceptable Traffic QoS parameter values, Figure 11.14, Step 7.
If none of the security options with the SAC_Q, values could comply with the user requested
acceptable values, the SA ; rejects the connection request with the cause SME Q failure for the

requested QoS, Figure 11.14, Step 6. Otherwise, the SA ;, forwards the SETUP message toward

®)
the responding endpoint, Figures 11.14, Step 7and 11.12, Step 1. Upon receipt of a CONNECT

message on the responding side, the SA ;, blocks the user data transfer and forwards the CONNECT

®)
message toward the initiating endpoint, Figures 11.14, Step 10 and 6.12, Step 5. It then awaits the
invocation of the SME Q from the initiating side over the user connection, Figure 11.14, Step 14.
the SA

Upon receipt of the FLOW1-3WE from the initiating partner SA decides which security

O, (R)

options to accept. FLOW1-3WE includes the SA ; suggested negotiable security options containing

)
the corresponding SAC_Q,, Traffic QoS degradation values of the options and the Extended QoS
Parameter Information Element and the End-to-End Transit Delay Information Element. The SA
compares its local SAC_Q, values for the security services, which are to be provided, in addition
to the sum of the received cumulative Traffic QoS parameters and SAC_Q,;, degradation values
of suggested options with the previously noted acceptable Traffic QoS parameters values of this
connection, Figure 11.14, Step 19.The SA y, selects the one option for each security service, so
that, if added to the sum of the received cumulative values and the degradation values of the SA,
for that option, it would still meet or result to lower rates than the saved acceptable parameters on
the downstream for this connection, Figure 11.14, Step 21. The CLR value of the option for this
security service, which is not a cumulative value should either meet or be lower than the desired
acceptable CLR by the initiating endpoint.

If more than one service are requested to be supported, only the parameters for confidentiality

and data integrity, if applicable, should be considered in the calculations (S1: first security service
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and S2: second security service). Table 11.3 illustrates the nomenclature used. Equations 11.1-11.4

Should be satisfied for the responding side, in addition to

CDV,, T €DV, +CDV <CDV,, (11.17)

CTD,,, + CTD,, + CTD,, < CTD,,, (11.18)

M

In this case, the SA ) should process the received SAS Qs in descending order, which is the
order of preference of SA ; for the requested services. It first examines the preferred options for the
service with the higher priority (S1) and then optimizes the selection of the options for the second
service (S2) according to the selections for the first option. The parameters of the chosen security

service S2 are calculated according to the following equations

CDV(R),SZ < CDVacp - CDchm - CDV(I) - CDV(R),Sl (1 1 19)
CTD(R),SZ < CTDmax - CTDcum - CTD(I) - CTD(R)ﬂS] (1 1 20)

and of course

CDV(R),S] < CDVacp - CDchm - CDV(I) - CDV(R),Sz (1 1 21)
CTD(R),S] < CTDmax - CTDcum - CTD(I) - CTD(R),sz (1 1 22)

The SA;, processes the algorithm options also in descending order, which is the order of preference
of SA,;,. In case only one service is supported, the parameters associated with S2 are equal to zero.
This would be a special case of the above equations. The SA ; then generates new SAS Qs and
indicates its SAC_Q , values for the security options chosen. The selected option for each security
service is communicated to the SA ;) in the FLOW2_3WE, Figures 11.14, Step 21 and 11.12, Step
7. Upon completion of the In-Band SME_Q the SA ; unblocks the user data transfer, Figure 11.14,
Step 25. If the SA ;, could not support the options according to the Traffic QoS requirements the
SA z, should clear the connection with the cause SME_Q failure for the requested QoS, Figure
11.14, Step 22.
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11.3.1 Connections with Nesting and Multiple Security Associations

The In-Band SME_Q also supports the different topologies of security associations: nesting (as
well as the one point overlap) and no overlap. For each of these different topologies there are always
two sides for each security association: the initiating side and the responding side. Further more,
according to the ATM Security Specification Version 1.1 [SEC 11] the nesting level is limited to
16 security associations within an ATM connection path. Figure 11.15 illustrates the negotiation of

security options for the In-Band SME_Q in the case of nesting security associations.
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Figure 11.15 In-Band SME_Q with Nesting Security Associations (to continue next page)
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Figure 11.15 In-Band SME_Q with Nesting Security Associations

Figure 11.16 illustrates these negotiations in the case of sequenced security associations. The

following describes the procedures for these SAs.

Initiating Security Agents Procedures
The following procedures are proposed in addition to the already existing procedures in Section
6.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC _11]. For the simplicity and focus on

the core subject, the term Security Agent (SA) is used in the description of the procedures regardless
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Figure 11.16 In-Band SME_Q with Sequenced Security Associations (to continue next page)

of its hardware implementation. The term S4, is used for the initiating Security Agent and S4

@ (R)

for the responding Security Agent. Figure 11.13 depicts the In-Band SME_Q protocol procedure

for each SA , along the path (SA ;,to SA)).

()] D1

Nesting Security Associations

Upon receipt of a SETUP message on the initiating side of a connection with nesting security
associations, Figure 11.15, the SA ), compares the SAC_Q,, values for the security services,
which are to be provided with the indicated acceptable parameters, Figure 11.13, Step 1. It notes

the requested acceptable Traffic QoS parameter values indicated in the Extended QoS Parameter
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Figure 11.16 In-Band SME_Q with Sequenced Security Associations

Information Element and the End-to-End Transit Delay Information Element for that connection
Figure 11.13, Step 7.

If none of the security options in the table complies with the acceptable values, the SA ;, rejects

)

the connection request with the cause SME Q failure for the requested QoS, Figure 11.13, Step

6. Otherwise, the SA,,, forwards the SETUP message toward the responding endpoint, Figures

1
11.13;7 and 11.15, Step 2.

Upon receipt of a CONNECT message on the initiating side of a connection with nesting security

associations, Figure 11.15, the SA , — the first SA ,, to receive this message — blocks the user data

(On O]

traffic and prevents the CONNECT message to proceed to the initiating endpoint. It analyzes the
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cumulative Traffic QoS parameters indicated in the Extended QoS Parameter Information Element
and the End-to-End Transit Delay Information Element. It compares the SAC_Q,, values for
the security services, which are to be provided with the — on the downstream noted — acceptable
parameters and the received cumulative values from the responding endpoint, Figure 11.13, Step

10. The SA,,, decides on a corresponding alternative list of the security algorithms and modes of

(Dn
operation to include in the FLOW1_3WE for negotiation with the SA ;) Figure 11.13, Step 16. The

suggested options are to be selected so that the worst option, which is the one with the highest values
of degradation according to the SAC_Q,, values, if added to the received cumulative parameters,
would still result to lower rates than the indicated acceptable parameters by the initiating endpoint.
The CLR value of each suggested option, which is not a cumulative value should either be equal to
or lower than the noted acceptable CLR indicated originally by the initiating endpoint.

If more than one service are requested to be supported between SA ;, and SA ;,, only the parameters

(On

for confidentiality and data integrity, if applicable, should be considered in the calculations (S1:
first security service and S2: second security service). Table 11.4 illustrates the nomenclature used.

Equations 11.1-11.6 should be satisfied for SA . In this case, the SA ,_should first prioritize these

(Dn* (Dn

services. It first selects its preferred options for the service with the higher priority (S1) and then
optimizes the selection of the options for the second service (S2) according to the chosen selections

for the first option. Equations 11.7-11.10 should be satisfied for SA ; . The above set of equations

(Dn

should be true for all suggested options. If any option does not satisfy the above, it should not be
considered and provided for the negotiation. In case only one service is supported, the parameters
associated with S2 are equal to zero. This would be a special case of the above equations.

After the selection of the security options, the SA ,, generates the appropriate SAS Qs as

(Dn
follows, Figure 11.13, Step 16, Three—way SME_Q is selected in the SME Format field, the ID of

the initiating SA ,  is included in the Security Entity Identifier tield, above selected security service

(Dn

algorithm and mode options are included in the Security Service Algorithm Section including the

CDV,,, and CTD,, values for each option. These options are presented in the order of preference

(Dn (Dn
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listing the most desired security option for each particular security service first and the least desired
last.The SAS_Q,, for the more preferred service are listed first.

The SA,,), starts the In-Band SME_Q with the FLOWI-3WE appending the generated
SAS Qs with the SAC_Q,, values of each option and also the Extended QoS Parameters
Information Element and the End-to-End Transit Delay Information Element received in the
CONNECT message from the responding endpoint, Figures 11.13, Step 16 and 11.15, Step 12.

Uponreceipt of the FLOW2_3WE from the SA ;, of a connection with nesting security associations,

Figure 11.15, the SA ), takes the SAC_Q,, values of each negotiated security option from the

(Dn

SAS Qs and adds them along with the local SAC_Q,,, values to the cumulative parameters of
the Extended QoS Parameters Information Element and the End-to-End Transit Delay Information

Element, Figure 11.13; 19. The following should be satisfied

ChV,_, [=CDV

cum

+ CDV,,,, + CDV,,1<CDV,

acp

(11.23)

cum (received)

(Dn
CTD_, [=CTD

cum

+ CTD,,, + CTD,,]1<CTD,,, (11.24)

cum (received) (Dn

If the above equations are satisfied and the SA ; accepts the chosen options, it completes the

(Dn
In-Band SME_Q by sending the FLOW3_WE to the SA;,, Figure 11.13, Step 24 and 11.15, Step

14). The SA , now forwards the updated CONNECT message with the new cumulative values

(Dn
toward the initiating endpoint. It then unblocks the user data transfer, Figures 11.13, Step 24 and
11.15, Step 15.

The next SA ;, on the path of a connection with nesting security associations, Figure 11.15 toward

@
the initiating endpoint, is the SA ;) . This SA negotiates its options in the same way described above
with its peer SA ), ,, Figure 11.15, Step 16 and17). After completing the In-Band SME _Q, it then
updates the cumulative parameters of the Extended QoS Parameters Information Element and the
End-to-End Transit Delay Information Element, Figure 11.15, Step 18. Equations 11.23 and 11.24
should be satisfied for the (n-1)th SA pair.

It then forwards the updated CONNECT message toward the initiating endpoint and the user

data transfer is unblocked, Figure 11.15, Step 19. The last SA ,, on the path of a connection with

()
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nesting security associations, Figure 11.14, is the SA ,,, which also proceeds the same way but

1>
this time its cumulative values can also be equal to the accepted parameters, as stated in Equations
11.15and11.16 for SA, ), and SA ), The updated CONNECT message is forwarded to the initiating
endpoint and the user data transfer is unblocked, Figure 11.15, Step 23. If the above equations were

not satisfied the SA , clears the connection with the cause SME Q failure for the requested QoS,

@
Figure 11.13, Step 25.

Sequenced Security Associations

In the case of sequenced security Associations, Figure 11.15, upon receipt of a SETUP message,
the SA s compare their SAC_Q,, values for the security services, which are to be provided, with
the indicated acceptable parameters, Figure 11.13, Step 1. They note the requested acceptable Traffic
QoS parameter values indicated in the Extended QoS Parameter Information Element and the End-
to-End Transit Delay Information Element for that connection, Figure 11.13, Step 7.

If none of the security options in the table complies with the acceptable values, the SA ;s reject
the connection request with the cause SME_Q failure for the requested QoS, Figure 11.13, Step 6.
Otherwise, the SA ;s forward the SETUP message toward the responding endpoint, Figure 11.13,

Step 7. Upon receipt of a CONNECT message from the responding endpoint, the SA , proceeds

Dy

according to the above described procedures, negotiates the security algorithms and modes of
operation and updates the cumulative parameters of the Extended QoS Parameters Information
Element and the End-to-End Transit Delay Information Element, Figure 11.16, Steps 9,10,11,
and12). Equations 11.23 and 11.24 should be satisfied for the yth SA pair. It then forwards the
updated CONNECT message toward the initiating endpoint and unblocks the user data transfer,
Figure 11.16, Step 14.

The last SA ;, on the path of a connection with sequenced security associations, Figure 11.16, is

O]

the SA ,, which updates the cumulative values for the last time, unblocks the user data traftic and

()

forwards the updated Traffic QoS parameters toward the initiating endpoint, Figure 11.16, Step
23.
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Responding Security Agents Procedures

The following procedures are proposed in addition to the already existing procedures in Section
5.1.5.1.1 of the ATM Security Specification Version 1.1 [SEC 11].

For the simplicity and focuss on the core subject, the term Security Agent (SA) is used in the

description of the procedures regardless of its hardware implementation. The term S4 ,, is used for

@

the initiating Security Agent and SA4 ,, for the responding Security Agent. Figure 11.14 depicts the

(R)

In-Band SME_Q protocol procedure for each SA ;) along the path (SA  to SA g ).

(R)

Nesting Security Associations

Upon receipt of a SETUP message on the responding side, the SA ;) compares the SAC_Q,,
values for the security services, which are to be provided, with the indicated acceptable parameters
in the Extended QoS Parameter Information Element and the End-to-End Transit Delay Information
Element for that connection, Figure 11.14, Step 1. It then notes the requested acceptable Traffic
QoS parameter values, Figure 11.14, Step 7.

If none of the security options with the SAC_Q,, values could comply with the user requested
acceptable values, the SA ;) rejects the connection request with the cause SME_Q failure for the
requested QoS, Figure 11.14, Step 6. Otherwise, the SA ;) forwards the SETUP message toward
the responding endpoint, Figures 11.14, Step 7and 11.15, Step 5.

Upon receipt of a CONNECT message on the responding side, the SA ;, blocks the user data
transfer and forwards the CONNECT message toward the initiating endpoint, Figures 11.15, Step 10
and 11.16, Step 9. It then awaits the invocation of the SME _Q from the initiating side over the user

connection, Figure 11.14, Step 14. Each SA ;, on the path toward the initiating endpoint proceeds

(R)
the same way, Figure 11.15, Step 10,11. The first SA ), which receives the FLOW1-3WE on the

path of a connection with nesting security associations, Figure 11.15, is the last one forwarding the

CONNECT message toward the initiating endpoint. Upon receipt of the FLOW1-3WE, the SA

.decides which security options to accept. FLOW1-3WE includes the SA , suggested negotiable

(Hn

security options in the SAC_Q Information Element ;, containing the corresponding SAS O, Traffic

(Dn

QoS degradation values of these options and the received Extended QoS Parameter Information
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Element and the End-to-End Transit Delay Information Element in the CONNECT message from
the responding endpoint.

The SA ), compares its local SAS O, values for the security services, which are to be provided,
in addition to the sum of the received cumulative Traffic QoS parameters and SAS_Q,, degradation
values of suggested options with the previously noted acceptable Traffic QoS parameters values of
this connection, Figure 11.14, Step 19.

The SA ), selects the one option for each security service, so that, if added to the sum of the

received cumulative values and the degradation values of the SA ; _for that option (derived from the

(Dn

SAS_Q,,,), it would still result to lower rates than the saved acceptable parameters on the downstream
for this connection, Figure 11.14, Step 21. The CLR value of the option for this security service,
which is not a cumulative value should either meet or be lower than the desired acceptable CLR by
the initiating endpoint. If more than one service are requested to be supported, only the parameters
for confidentiality and data integrity, if applicable, should be considered in the calculations S1:
first security service and S2: second security service). Table 11.4 illustrates the nomenclature used.

Equations 11.1-11.6 should be satisfied for SA ; and SA .

In this case, the SA;,, should process the received SAS Qs in descending order, which is the

order of preference of SA ;, for the requested services. It first examines the preferred options for the

(Dn

service with the higher priority (S1) and then optimizes the selection of the options for the second
service (S2) according to the selections for the first option. The parameters of the chosen security

service S2 are calculated according to Equations 11.7-11.10 for SA ;and SA ;.

The SA ), processes the algorithm options also in descending order, which is the order of preference

of SA ;.. In case only one service is supported, the parameters associated with S2 are equal to zero.

(Dn*

This would be a special case of the above equations. The SA ;, then generates new SAS Qs and
indicates its SAC_Q 4, values for the security options chosen. The selected option for each security

service is communicated to the SA ;, in the FLOW2 3WE, Figures 11.14, Step 21 and 11.15, Step

(Dn
13. Upon completion of the In-Band SME_Q the SA ;) unblocks the user data transfer, Figure 11.14,

Step 25. If the SA 4, could not support the options according to the Traffic QoS requirements the
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SA g, should clear the connection with the cause SME Q failure for the requested QoS, Figure

11.14, Step 22. The next SA ;, on the path of a connection with nesting security associations, Figure

(R)

11.15 toward the initiating endpoint is the SA ;. This SA negotiates its options in the same way
described above with its peer SA ;) . The selected option for each security service is communicated

tothe SA,, , inthe FLOW2 3WE, Figure 11.14, Step 17. Upon completion of the In-Band SME_Q

(Dn—
the SA 4, , unblocks the user data transfer, Figure 11.14, Step 25.

The last SA ;, on the path is the SA )|, which also proceeds the same way, but this time its decision

(R)

for selecting an option is based on cumulative values, which can also be equal to the accepted

parameters:

CDV,, <CDV, - CDV,,, —CDV,, (11.25)
CTDg, < CTD,, .~ CTD,,, — CTD,, (11.26)
CLR s <CLR, (11.27)
CLRg, s < CLR,, (11.28)

Upon completion of the In-Band SME_Q the SA ), unblocks the user data transfer. If any SA g,
could not support the options according to the Traffic QoS requirements the SA ;, should clear the

connection with the cause SME _Q failure for the requested QoS, Figure 11.14, Step 22.

Sequenced Security Associations

In the case of sequenced security associations, Figure 11.16, the first responding SA is the SA
» Which follows the same procedures described above, Figure 11.16, Steps 9,10,11, and12. After
completion of the negotiations and receipt of the FLOW3_ 3W, it unblocks the user data traffic. In
this case, the security negotiations are processed, completed and the Traffic QoS parameters are

updated before the next set of SAs could follow these procedures again.
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I
Chapter

12

SMEQ Prototype Simulation —- SMEQSIM

SMEQ SIMULATOR (SMEQSIM) is a prototype of the proposed SME_Q protocol described in
Chapter 11, which is developed to simulate the Traffic QoS provisioning procedures for different
possible security architectures. The software application is designed as a Graphical User Interface
(GUI), in particular a Single Document Interface (SDI), based on Windows Operating System
(Win32). SMEQSIM is written in C++ object oriented programming language based on Microsoft
Foundation Classes (MFC). Figure 8.1 depicts the SMEQ SIMULATOR.

The tabbed property pages provide the user with a user-friendly graphical interface to enter
the simulation data for different network elements along an ATM connection path according to
a designated simulation scenario. Due to the complexity of some simulation scenarios and the
necessity for a large data input, the SMEQSIM is designed to also accept input data in form of data
files. The simulator is further designed to save the last applied simulation data and display it for
the next simulation for the purpose of regression testing. Entering new data or changing selections
are applied each time by pressing the Apply button. After entering all data and pressing Apply, the
OK button is pressed and the SIMPROC screen appears. On this screen, the actual simulation is

run. Pressing Cancel terminates the SMEQ SIMULATOR.
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SHMEQ SIMULATOR

Figure 12.1 The SMEQ SIMULATOR - SMEQSIM

The SMEQ SIMULATOR simulates the ATM connection establishment phase with the Traffic
QoS negotiations according to the entered values for the chosen security architecture. The simulation
follows the procedures and equations described in detail in Chapter 11. The simulation results and
the log of the transactions for each network element are prompted step by step through the course
of the ATM connection in the scroll list view on the last simulation screen.

The SMEQ SIMULATOR’s design and implementation procedures are described in details for
the In-Band SMEQ for two prototype cases of Sequenced and Nesting security architectures. The

Out-Band simulation design is identical and follows the procedures described in Chapter 11.

12.1 In-Band SME_Q Prototype Simulation
A prototype of the proposed In-Band SME_Q protocol described in Chapter 11 is developed
to simulate the Traffic QoS provisioning procedures for different possible security architectures.

Figure 11.7 of the previous chapter illustrates the In-Band SME_Q protocol in the simplest possible
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network architecture for a secure ATM connection, where only one pair of SAs are involved in the
establishment of security associations. The prototype simulation network in this case consists of
only one pair of Security Agents (SA;, SAg), two ATM devices, the Initiating Endpoint (ATM)
and the Responding Endpoint (ATMgy) and the intervening network (NTWK).

The simulation follows the procedures and equations described in detail in the previous chapter.
Figures 11.13 and 11.14 summarize these protocol procedures and the program flow for the Initiating
SA and Responding SA respectively.

Figure 12.2 depicts the SMEQSIM application workflow for the In-Band SME_Q prototype. It
illustrates the required input data and the resulted output for a desired simulation test case.

A simulation scenario is to be designed prior to a simulation process. The network elements and
desired simulation security associations along with all required Traffic QoS values for this connection
are to be available for input in the SMEQSIM.

The simulation data for different network elements along an ATM connection are entered through
a user-friendly graphical interface in form of tabbed property pages for a designated simulation
scenario. Due to the complexity of some simulation scenarios and the necessity for a large data
input, the SMEQSIM is designed to also accept input data in form of data files. The simulator is
further designed to save the last applied simulation data and display it for the next simulation for
the purpose of regression testing. The Apply button needs to be pressed each time prior to the OK
button and after entering new data to apply the changed selections. At the end of the data entry
and after pressing Apply, the OK button is pressed. The SIMPROC screen appears, where the actual
simulation is run. Pressing Cancel terminates the SMEQ SIMULATOR.

The SMEQ SIMULATOR simulates the In-Band ATM connection establishment phase with
the Traffic QoS negotiations according to the entered values for the chosen security architecture
(Nesting or Sequenced). The simulation results and the log of the transactions for each network
element are prompted step by step through the course of the ATM connection in the scroll list view

on the last simulation screen.
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Figure 12.2

In-Band SME_Q
INPUT Simulation OUTPUT
Application
SMEQSIM

« Select In_Band SME_Q
« Select either Sequenced or Nesting
Security Architecture

User Req QoS

* Enter CTDmax, CDVacpt, CLRacpt for
this simulation scenario

ATM Endpoint QoS
« Enter CTD(IE), CDV(IE), CLR(IE) for
the ATMIE

< Enter CTD(RE), CDV(RE), CLR(RE)
forthe ATMRE

SEC Association

« Select Security Association(s) for this
simulation scenario

SAC_Q Table

« Enter SAC_Q values forthe
considered security associations for
the SAs

Network QoS

« Enter CTD(NTWK), CDV(NTWK) and
CLR(NTWK) for the intervening
network

ion

icat

°
a
<

In-Band SME_Q Simulation

» SA(l) examines the SAC_Q values.
* Received ExQoS_I|E and TD_|E are sent
toward the network.

« NTWK examines the cumulative QoS values|
* ExQoS_IE and TD_IE are updated and

sent toward the network.
+ Cumulative QoS values are displayed.

» SA(R) examines the SAC_Q values.
* Received ExQoS_IE and TD_|E are sent to
the ATMRE.

* ATM(RE) examines the cumulative QoS
values.

* CONNECT message is issued.

* ExQoS_IE and TD_IE are updated and
sent toward the network.

* Cumulative QoS values are displayed.

. SA(R) blocks the user data traffic and
forwards the CONNECT message.

« NTWK forwards the CONNECT message.

« SA(l) blocks the user data traffic.

« The SAC_Q values are examined and the
alternative security options are selected.

. FLOW1_3WE is issued and sent with the
received ExQoS_I|E and TD_IE on the user
channel.

« Selected values are displayed.

« SA(R) examines the negotiable list of
SAC_Q values and selects one algorithm.

* FLOW2_3WE is issued and sent with the
received ExQoS_I|E and TD_IE on the user
channel to SA(l).

« Selected security algorithm is displayed.

« SA(l) issues FLOW3_3WE and sends it to
SAR.

« SA(l) unblocks the user plane data traffic.

« ExQoS_IE and TD_IE are updated and
sent to the ATMIE.

« Cumulative QoS values are displayed.

« SA(R) unblocks the user data traffic upon
receipt of FLW3_3WE.

A SECURE ATM CONNECTION HAS BEEN ESTABLISHED MEETING THE REQUESTED QOS
PARAMETERS IMPLEMENTING THE IN_BAND SME_Q.

In-Band SME_Q Simulation Work Flow Diagram
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The log of the simulation transactions and results for each network element is listed step by step
through the course of the ATM connection on the last screen (SIMPROC) of the SMEQSIM. In case
of a negative test scenario where the selected simulation Traffic QoS parameters should not be or
are not met or exceeded by the network, the simulation is interrupted and terminated by an Error
Message Box. The setup rejection cause is also commented in the simulation results log screen.

To start the In-Band SMEQ simulation process Simulation then Configure is selected on the menu

of the main application window as depicted in Figure 12.3.

_p’}_SMEQ SIMULATOF =] |
File Edit ‘iew | Simulation Help -
= | o Configure | 7 |

[ NOM

Figure 12.3 The Main Application Window of the SMEQSIM

The SMEQ SIMULATOR property sheet is displayed as depictd in Figure 12.4. In the SME Q
Type section of the SMEQSIM tab — first page — of the SMEQ SIMULATOR property sheet /n-
Band SME_Q is selected.
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SMEQ SIMULATOR

Figure 12.4  SMEQSIM Page of the SMEQSIM

For the simplest case of a secure In-Band ATM connection, the user can select either security
architectures (Sequenced or Nesting) and choose to enter simulation data for only one pair of SA as
depicted in Figure 12.5. After entering new choices the Apply button is enabled. The Apply button
is pressed and the changes are accepted.

On the User Req QoS tab in Figure 12.5, the requested Traffic QoS parameters, maximum Cell
Delay Variation, maximum acceptable Cell Delay Variation and the maximum acceptable Cell
Loss Ratio (CTD (max), CDV (acpt) and CLR (acpt)) for this particular secure ATM connection
simulation scenario are entered.

On the ATM Endpoint QoS tab as depicted in Figure 12.6, the Traffic QoS parameters for both
of the ATM Endpoints, the ATM Initiating Endpoint (IE) and the Responding Endpoint (RE), are
entered. The values for the ATM, are entered in the CTD (IE), CDV (IE) and CLR (IE) fields. The
values for ATMy, are entered in the CTD (RE), CDV (RE) and CLR (RE) fields.
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SHMEQ SIMULATOR

| SMEGSIM UserRea s

Figure 12.5  User Req QoS Page of the SMEQSIM

SMEQ SIMULATOR

l |

30

B.0

Figure 12.6 =~ ATM Endpoint QoS Page of the SMEQSIM
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On the SEC Association tab in Figure 12.7, the desired security associations between the two SAs
are entered. To be able to address and identify different SAs, especially in large and complex network
simulation cases, SMEQSIM provides the capability of numbering the SAs. The first SA field is
considered for the Initiating SAs (SA;). The second SA field is considered for the corresponding

Responding SAs (SAg).

SHMEQ SIMULATOR

J e =

[0} Wata mtedrity

Figure 12.7  SEC Assosiation Page of the SMEQSIM

As described in Chapter 11, the Confidentiality and Data Integrity security services are of
significance for the Traffic QoS calculations in the proposed SMEQ. The SMEQ SIMULATOR
provides the means to simulate a security association for either of the services or to simulate two
simultaneous security associations for a pair of SAs.

On the SEC Association tab, the user can select either Confidentiality or Data Integrity for

simulation of one security association at a time. If both security services are selected, the bottom two
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fields are accessible as depicted in Figure 12.8. According to the Traffic QoS calculations described
in details in the last chapter, for the negotiation purposes, one of the selected services should be
prioritized. The security service with the higher priority is selected first and the second one is chosen

according to the remaining quota of the user requested maximum and acceptable values.

SMEQSIM | User Fleq DaS | ATM Endpaint Qo5 SEC Association | SAC_OTable | Metwork 0o |

— Security Azsociation

a0 [ saR) | Confidentialiyy | Data Integrity | Service Pricrity |
1 2 Y M -

FLeaze enter the desired secunty aszociations between bwo
Sa: along the zsimulation connection:

Bebween  S& (1) |3 "l and  S4(R) |4 'I

¥ Confidentiality

Wwhich security service should be priaritized in the QoS
calculations?

[~ Confidentialiby

[~ Data Integrity

Delete Row Reset

0k I Cancel | Lpply

Figure 12.8  Selection of both security services on the SEC Association Page

After making the desired selections the Apply button is pressed. At this time, the entered data is
added to the list view on the left of the screen. For the convenience of modifying large number of
entries, the SMEQSIM design also provides the capability to delete rows (Delete Row button) or
delete all entries (Reset button) of the list view.

On the SAC Q Table tab as depicted in Figure 12.9, additional Traffic QoS degradation values
caused by security operations in each SA are entered for all SAs involved in the secure ATM
connection for this simulation scenario. That means for every SA and its security association(s)
listed on the previous tab (SEC Association) corresponding Traffic QoS degradation values should

be entered here. These entries make the SAC _Q Table described in Chapter 11 for that SA.
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x|
SMEQSIM | User Req QoS | ATM Endpaint oS | SEC Association  S4C_0Table | Netwark Qos |
— Security Agent QoS P ters (SAC_Q T abl
SA I Canf: Encryptionl Conf: Mode I ETD[conf]I COY[co G e e e Tk .
1 DES TEC 0025 e PLeaze enter the SAC_0 table values for the Security Agents:
1 DES Counter 0.021 0020 I ,I
1 TripleDES Counter 0.023 0.021 , s e :
i i K . . — Confidentislty—————  —Data Inteqgrity
| . . - - [ Confidentiality [~ Data Integrity
2 DES CBC 0.0z7 0.02€ .
2 DES Counter 0.023 0.022 Ericryption ~MAC
g TripleDES Caunter 0.025 0027 " DES | DEG/GEE
. i ) ) " Triple DES
2 O G
" FEAL
= H-5Hé-1
tode
’71"' CBC ¢ Counter TFEAL/CBE

CTD [zonf) I CTO (D) I
1| | _pl COV [conf] I COV D) I

CLR [zanf) I CLR (o) I

Delete Fow | Fesat |

k. I Caricel | Apply |

Figure 12.9  SAC Q Table Page of the SMEQSIM

To make entries for a particular SA, its number is entered in the SA field. Every time only the
values for one security service can be entered. The Confidentiality section is by default enabled.
Once Data Integrity is selected, this section is enabled and the Confidentiality section is disabled.
The user can make several entries for different choices of security services. This happens by each
time entering the data one set at a time and pressing Apply before selecting the next entry.

Each time after making the desired selections, the Apply button is pressed. At this time, the
entered data is added to the list view on the left of the screen. For the convenience of modifying
large number of entries, the SMEQSIM design also provides the capability to delete rows (Delete
Row button) or delete all entries (Reset button) of the list view.

On the Network QoS tab as depicted in Figure 12.10, the Traffic QoS degradation values caused
by intervening networks for this particular simulation network are entered. For example for the
simplest secure network containing one pair of SAs only the values for one intervening network

are required. To be able to address and identify different intervening networks, especially in large
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SMEQSIM | User Reg BoS | ATM Endpoint QoS | SEC Association | S4C_QTable Metwork QoS

 Intervening Metwork QoS Parameters

Metwork | oo NTwkg | cov iNTw) | cLR iNTw) |

[
1 80 5.0 0.00 FlLeaze enter the QoS Parameters for the Intervening

Metworks:

MHetwork I "I

CTD [NT'wK] I
COW [MTK] I
CLR [MTwk) I

Delete Row Feset

ok Cancel

Figure 12.10 Network QoS Page of the SMEQSIM

and complex network simulation cases, SMEQSIM provides the capability of numbering them.
The user enters the network number. Then the Traffic QoS values for this network are entered in
the CTD, CDV and CLR fields.

Each time after making the desired selections, the Apply button is pressed. At this time, the
entered data is added to the list view on the left of the screen. For the convenience of modifying
large number of entries, the SMEQSIM design also provides the capability to delete rows (Delete
Row button) or delete all entries (Reset button) of the list view.

After applying the final selections of all SMEQSIM property pages and pressing the OK button,
all entered data are automatically saved to files (one unique simulation data file per property page)
for reuse in the next simulation process. This prevents the reentering of large amount of data for
complex scenarios over and over again. If the simulation data files already exist they will be rewritten
with the new simulation data. Every time the SMEQSIM is started the program searches for these

simulation data files in the current directory. If they exist, the property pages and list views are
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initialized with these data. If the files exist and no entries are listed in the list view, the list view
should first be reseted before new data can be entered.
The SIMPROC screen is displayed after pressing the OK button as depicted in Figure 12.11. On

this screen, pressing the Run Simulation button will process the actual simulation.

Confidentiahty iz only zelected for 54 1 Securnty Azsomation!

5241 iz examining its SAC_O table and the received cumulative values against the user requested QoS!

5481 haz sent the SETUP meszage to the netwark with the received ExQo5_|E and TD_IE.

The Intervening Metwark, MTWE, 1 iz examining and updating the received ExGaoS_IE and TO_IE. ..

The netwaork, HTWE. 1 has updated and forwarded the SE TUP message with the Exo5 and TO_IE s toward the ATk _RE!
The new cummulative LloS values are:

cumCTD = 17.00 me, cumCDY = 11.00 mz

rWi B T PRPPUYRVREG G NP WU i 8 i N Y0 ) PO [ ) MR- N PRSPPI ) - SPRSPPRY PpU RIS ROy N 1 PP PpRpUpRPRY QU B o TN ool JUPUREY [NPUY o JUPPRY -0 PPN, PN Y PR DR o

“Hun Simulation | Mew Simulation Exit |

Figure 12.11 SIMPROC Page of the SMEQSIM

The log of the simulation transactions and results for each network element is listed step by step
through the course of the ATM connection on the list view. A copy of the simulation results log file
for a sample simulation scenario is illustrated in Appendix A. In case of a negative test scenario,
where the selected simulation Traffic QoS parameters should not be or are not met or exceeded
by the network elements, the simulation is interrupted and terminated by an Error Message Box
as depicted in Figure 12.12. The setup rejection cause is also commented in the simulation results

log screen.



Optimal Consumer-Centric Delay-Efficient Security Management in Multi-Agent Networks 177

Confidentiality iz only gelected for 54 1 Security Azsociation!

54,1 iz examining itz S4C_0 table and the received cumulative values against the uzer requested QoS!

541 haz succezsfully examined the user requested oS walues!

SME_Q Qo5 FAILURE!

54,7 haz sent the SETUFP message x

The Intervening Metwark HTwF 1

The network, NTWwWE. 1 has updated

The new cummulative JoS values are:

cumnCTD = 17,95 me, curnCDW = 11.00 ms

SMEQSIM: SIMPROC

54 1 hag sent the FLOW-2WE toward the 54 2 on the established User Plane channell

S4 2 iz performing the caloulations to gelect a securnity algarithm from the negotiable list for confidentiality securnty service.
T T

5S4 2 haz rejected the SETUP reguest!

RELEASE_COMPLETE message has been returned!

Causge: SME_Q FAILURE FOR THE REQUESTED QoS!

Figure 12.12 QoS Rejection Simulation Scenario for In-Band SME_Q
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Pressing the New Simulation button starts a new simulation. The SMEQSIM property pages
are displayed and initialized by the last simulation data. Pressing the Exit button terminates the
simulation. The In-Band SME_Q prototype application is designed to simulate both the sequenced

and the nesting security architectures.

12.1.1 Sequenced In-Band SME_Q Prototype Simulation

The Sequenced In-Band SME_Q prototype is designed to simulate the sequenced security
architecture for a secure ATM connection with no overlaps. Figure 11.16 illustrates the simulation
process flow of the Sequenced In-Band SME Q. The simulation network in this case consists of
more than one pair of neighboring Security Agents (SAy); 20, SAr)1.20)> connected with each other
through intervening networks (NTWK, ,,), as well as two ATM devices, the Initiating Equipment
(ATMp) and the Responding Equipment (ATMgg).

The simulation follows the procedures and equations described in detail in Chapter 11. The
application workflow of the prototype including the required input and the resulted output for a

desired simulation test case is depicted in Figure 12.13.

12.1.2 Nesting In-Band SME_Q Prototype Simulation

The Nesting In-Band SME_Q prototype is designed to simulate the nesting security architecture
for a secure ATM connection with no overlaps. Figure 11.15 illustrates the simulation process flow
of the Nesting In-Band SME_Q. The initiating Security Agents in case of a nesting architecture are
all on the initiating side of the network and the corresponding responding security agents on the
responding side of the network.

The simulation network in this case consists of more than one pair of neighboring Security Agents
(SA1)1.200 SARry1.20)> connected with each other through intervening networks (NTWK, ,), as well as
two ATM devices, the Initiating Equipment (ATM;;) and the Responding Equipment (ATMgg).

The simulation follows the procedures and equations described in detail in Chapter 11. The
application workflow of the prototype including the required input and the resulted output for a

desired simulation test case is depicted in Figure 12.14.
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INPUT

SMEQSIM

« Select In_Band SME_Q
« Select either Sequenced Security
Architecture

User Req QoS

« Enter CTDmax, CDVacpt, CLRacpt for
this simulation scenario

ATM Endpoint QoS
« Enter CTD(IE), CDV(IE), CLR(IE) for
the ATMIE

« Enter CTD(RE), CDV(RE), CLR(RE)
forthe ATMRE

SEC Association

« Select Security Association(s) for this
simulation scenario

SAC_Q Table

« Enter SAC_Q values forthe
considered security associations for
the SAs

Network QoS

+ Enter CTD(NTWK), CDV(NTWK) and
CLR(NTWK) forthe intervening
network

A SECURE ATM CONNECTION HAS BEEN ESTABLISHED MEETING THE REQUESTED QOS
PARAMETERS IMPLEMENTING THE SEQUENCED IN_BAND SME_Q.

Sequenced In-Band
SME_Q Simulation
Application

SMEQSIM

Sequenced In-Band SME_Q Simulation Application SMEQSIM

||

OUTPUT

« The following is executed for all the SA pairs
and intervening networks along the connection.

+ SA(l)n examines the SAC_Q values.
+ Received ExQoS_IE and TD_IE are sent
toward the network.

« NTWKn examines the cumulative QoS
values.

+ ExQoS_IE and TD_IE are updated and sent
toward the network.

‘Cumulative QoS values are displayed.

* SA(R)n examines the SAC_Q values.
* Received ExQoS_IE and TD_IE are sent to
the ATMRE.

* ATM(RE) examines the cumulative QoS
values.

+ CONNECT message is issued.

* ExQoS_IE and TD_IE are updated and sent
toward the network.

+ Cumulative QoS values are displayed.

« The following is executed for all the SA pairs
and intervening networks along the connection.

* SA(R)n blocks the user data traffic and
forwards the CONNECT message.

« NTWKn forwards the CONNECT message.

« SA()n blocks the user data traffic.

« The SAC_Q values are examined and the
alternative security options are selected.

« FLOW1_3WE is issued and sent with the
received ExQoS_I|E and TD_IE on the user
channel.

* Selected values are displayed.

. The following is executed for all the SA pairs of
the network.

. SA(R)n examines the negotiable list of
SAC_Q values and selects one algorithm.

« FLOW2_3WE is issued and sent with the
received ExQoS_IE and TD_IE on the user
channel to SA(I)n.

« Selected security algorithm is displayed.

. SA()n issues FLOW3_3WE and sends it to
SAR.

« SA(I)n unblocks the user plane data traffic.

« ExQoS_IE and TD_IE are updated and sent
to the ATMIE.

. Cumulative QoS values are displayed.

« SA(R)n unblocks the user data traffic upon
receipt of FLW3_3WE.

Figure 12.13 The Sequenced In-Band SME_Q Simulation Work Flow Diagram
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Chapter 12: The SMEQ SIMULATOR-SMEQSIM

INPUT

Nesting In-Band
SME_Q Simulation
Application
SMEQSIM

OUTPUT

SMEQSIM

« Select In_Band SME_Q
» Select either Nesting Security
Architecture

User Req QoS

» Enter CTDmax, CDVacpt, CLRacpt for
this simulation scenario

ATM Endpoint QoS
» Enter CTD(IE), CDV(IE), CLR(IE) for
the ATMIE

» Enter CTD(RE), CDV(RE), CLR(RE)
forthe ATMRE

SEC Association

* Select Security Association(s) for this
simulation scenario

SAC_Q Table

» Enter SAC_Q values for the
considered security associations for
the SAs

Network QoS

» Enter CTD(NTWK), CDV(NTWK) and
CLR(NTWK) for the intervening
network

Nesting In-Band SME_Q Simulation Application SMEQSIM

» The following is executed for all the SA(l)s and
intervening networks on the initiating side.

* SA(I)n examines the SAC_Q values.
» Received ExQoS_|E and TD_IE are sent
toward the network.

* NTWKn examines the cumulative QoS
values.

* ExQoS_I|E and TD_IE are updated and sent
toward the network.

» Cumulative QoS values are displayed.

+ The following is executed for all the SA(R)s and
intervening networks on the responding side.

» SA(R)n examines the SAC_Q values.
* Received ExQoS_IE and TD_IE are sent to
the ATMRE.

* NTWKn examines the cumulative QoS
values.

* ExQoS_IE and TD_IE are updated and sent
toward the network.

* Cumulative QoS values are displayed.

* ATM(RE) examines the cumulative QoS
values.

* CONNECT message is issued.

* ExQoS_IE and TD_IE are updated and sent
toward the network.

» Cumulative QoS values are displayed.

Figure 12.14 The Nesting In-Band SME_Q Simulation Work Flow Diagram

(to continue next page)
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Nesting In-Band
SME_QSimuIation OUTPUT
INPUT Application
SMEQSIM

* The following is executed for all the SA(R)s on
the responding side.

* SA(R)n blocks the user data traffic and
forwards the CONNECT message.

* NTWKn forwards the CONNECT message.

* The following is executed for all the SA pairs
along the connection.

* SA(I)n receives the CONNECT message.

» SA(I)n blocks the user data traffic.

» The SAC_Q values are examined and the
alternative security options are selected.

» FLOW1_3WE is issued and sent with the
received ExQoS_IE and TD_I|E on the user
channel.

+ Selected values are displayed.

* SA(R)n examines the negotiable list of
SAC_Q values and selects one algorithm.

*« FLOW2_3WE is issued and sent with the
received ExQoS_|E and TD_IE on the user
channel to SA(I)n.

 Selected security algorithm is displayed.

* SA(I)n issues FLOW3_3WE and sends it to
SA(R)Nn.

» SA(I)n unblocks the user plane data traffic.

* ExQoS_IE and TD_IE are updated and sent
to the ATMIE.

» Cumulative QoS values are displayed.

Nesting In-Band SME_Q Simulation Application SMEQSIM

* SA(R)n unblocks the user data traffic upon
receipt of FLW3_3WE.

A SECURE ATM CONNECTION HAS BEEN ESTABLISHED MEETING THE REQUESTED QOS
PARAMETERS IMPLEMENTING THE NESTING IN_BAND SME_Q.

Figure 12.14 The Nesting In-Band SME_Q Simulation Work Flow Diagram

(continued from previous page)
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12.1.3 SMEQSIM Operations Summary

The simulation follows the procedures and equations described in detail in Chapter 11. For the
negotiation purposes, one of the selected services should be prioritized. The security service with
the higher priority is selected first and the second one is chosen according to the remaining quota
of the user requested maximum and acceptable values.

After making the desired selections the Apply button is pressed. At this time, the entered data is
added to the list view on the left of the screen. For the convenience of modifying large number of
entries, the SMEQSIM design also provides the capability to delete rows (Delete Row button) or
delete all entries (Reset button) of the list view.

At the end of data entry for the security associations, the number of lines in the list view should
correspond to the number of existing SA pairs in the network considered for this simulation scenario.
This means, at least two entries (lines), four SAs, are needed for the simulation of a Nesting In-
Band SME_Q simulation scenario.

Onthe SAC Q Table tab, additional Traffic QoS degradation values caused by security operations
in each SA are entered for all SAs involved in the secure ATM connection for this simulation
scenario. That means for every SA and its security association(s) listed on the previous tab (SEC
Association) corresponding Traffic QoS degradation values should be entered here. These entries
make the SAC_Q Table described in Chapter 11 for that SA.

To make entries for a particular SA, its number is entered in the SA field. Every time only the
values for one security service can be entered. The Confidentiality section is by default enabled.
Once Data Integrity is selected, this section is enabled and the Confidentiality section is disabled.
The user can make several entries for different choices of security services. This happens by each
time entering the data one set at a time and pressing Apply before selecting the next entry.

Each time after making the desired selections, the Apply button is pressed. At this time, the
entered data is added to the list view on the left of the screen. For the convenience of modifying
large number of entries, the SMEQSIM design also provides the capability to delete rows (Delete

Row button) or delete all entries (Reset button) of the list view.
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On the Network QoS tab, the Traffic QoS degradation values caused by intervening networks for
this particular simulation network are entered. For example the simplest secure network in the case
of Nesting In-Band SME_Q contains two pairs of SAs. In this case, the values for three intervening
networks are required. To be able to address and identify different intervening networks, especially
in large and complex network simulation cases, SMEQSIM provides the capability of numbering
them. The user enters the network number. Then the Traffic QoS values for this network are entered
in the CTD, CDV and CLR fields.

Each time after making the desired selections, the Apply button is pressed. At this time, the
entered data is added to the list view on the left of the screen. For the convenience of modifying
large number of entries, the SMEQSIM design also provides the capability to delete rows (Delete
Row button) or delete all entries (Reset button) of the list view.

After applying the final selections of all SMEQSIM property pages and pressing the OK button,
all entered data are automatically saved to files (one unique simulation data file per property page)
for reuse in the next simulation process. This prevents the reentering of large amount of data for
complex scenarios over and over again. If the simulation data files already exist they will be rewritten
with the new simulation data. Every time the SMEQSIM is started the program searches for these
simulation data files in the current directory. If they exist, the property pages and list views are
initialized with these data. If the files exist and no entries are listed in the list view, the list view
should first be reseted before new data can be entered.

The SIMPROC screen is displayed after pressing the OK button. On this screen, pressing the Run
Simulation button will process the actual simulation. In case of a negative test scenario, where the
selected simulation Traffic QoS parameters should not be or are not met or exceeded by the network
elements, the simulation is interrupted and terminated by an Error Message Box. The setup rejection
cause is also commented in the simulation results log screen.

Pressing the New Simulation button starts a new simulation. The SMEQSIM property pages
are displayed and initialized by the last simulation data. Pressing the Exit button terminates the

simulation.
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I
Chapter

13

Quantitative Analysis

Impact of Security Operations on the QoS in
ATM Networks

This chapter builds upon the qualitative approach of this work up to this point, which assumed
the influences of the security operations on the traffic QoS as given and known parameters. The
focus of this dissertation has been to develop new security protocols to address the question of zow
one could take these assumed degradations based upon the existing standardized protocols and
procedures into account. New SME_Q protocols have been developed to address this problem. A
simulation software has also been developed to simulate the traffic QoS provisioning procedures
for different possible security architectures in ATM networks.

At this point a real world example of an ATM network is studied to illustrate the effect of these
influences in a quantitative and analytical approach. The in-band security operations are used for

illustration in this chapter.
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The communications of two end systems within this network are analyzed to compare the three
following cases in respect to the resulting traffic QoS degradations, a non-secure ATM connection,
a secure ATM connection, and a secure ATM connection offering traffic QoS (proposed SME QO
protocol). The resulting values of the model network for the above cases are then graphically

presented and analytically analyzed and compared.

13.1 Model ATM Network

One of the most exciting areas of ATM technology implementations is in the field of healthcare.
The ever-increasing need for electronic communications of patient files, medical imaging and
in recent years videoconferencing for remote real-time diagnosis, patient care, tele-surgery and
radiology has set high demands on simultaneous bandwidth, scalability and security requirements
of the underlying networks.

The concurrent delivery of these complex needs makes a real life example of a healthcare system
a good candidate for the anticipated study. In addition to the privacy demanding administrative and
financial communications, patient files and health records exchanges and last but not least the delay,
privacy and accuracy sensitive transmissions of Telemedicine real-time video communications
make this field an exciting ground for the implementation of the developed protocols in this work.
With the following exercises the impact of security on such an implementation will be explored
and concluded.

HealthSystem Minnesota (HSM) located in the Twin Cities (Minniapolis and St. Paul) suburb of
St. Paul Park is a merger of the Methodist Hospital, the Park Nicollet Medical Center and a Primary
Physician Network [HSM_97][HsPn_98]. This leading health care provider consists of 25 clinic and
hospital locations scattered throughout the Twin Cities within an approximately 17 Miles radius.
Figure 13.1 illustrates the geographical spread of these sites [HsCl 98].

An ATM switch is installed in each location and two at the Park Nicollet campus to build the

ATM Intranet [HSM_97].
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Figure 13.1 HealthSystem Minnesota ATM Network, Source [HsCI 04]

With these assumptions of a real life ATM network different scenarios for real time services

such as secure and private video transmissions are considered to study the influences of security

operations on the QoS of such a network. These degradations are compared first in relative to

increasing number of nodes for different scenarios by keeping the configuration and number of the

existing security associations constant. Secondly, on scenario is chosen (constant number of ATM

switches and nodes) and the result is analyzed in comparison with increasing number of security

associations on the same connection path.

Figure 13.2 illustrates an example of the considered model network — used for the scenario no.

2 — with four encryption devices (Security Agents) for this analysis.
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Figure 13.2 Model Network Example

13.2 Real-Time Secure Video Transmission
Real-Time Telemedicine requires transmission of accurate, delay and jitter sensitive high-quality
video. ATM Technology with its promises of controlled scalability and high bandwidth is among

the forerunners for this pursuit.
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The following sections describe the general assumptions for the component characteristics and
selected values for the model networks. The analysis scenarios are explained and the achieved

results are graphically illustrated and analytically compared.

13.3 Analysis Assumptions

As described above, the study is based on the basic configuration of the HeatlthSystem Minnesota
real-life ATM intranet network. The geographical spread of this network is only used as an example
for the considerations of different scenarios with respect to assumable number of nodes in the
following scenarios.

For the characteristic values of the QoS degradations of the ATM switches and encryptors, however,
the today available devices in the market, along with the values found in standards and literature are
studied and typical values are considered. Any resulting performance evaluations are solely based
on the considered scenarios and do not make any statement on those of the real-life HeatlthSystem
Minnesota ATM intranet network.

As described in Chapter 11, the ATM Forum [ATM_00] takes a deterministic worst-case approach
for the calculations and negotiations of the QoS. The worst-case cumulative values of the negotiable
delay parameters (CTD and CDV) are added at each traversed network node and should not exceed
the user requested value throughout a connection. To date, however, exact manufacturer or literature
information on the CDV parameter of encryptor-devices has been almost non-existent. The CLR
parameter, which is not a cumulative value, is not addressed in the manufacturer literature either.
Although the developed security SME_Q protocols take both of the cumulative degradations into
consideration, we base our quantitative study on the accumulation of the CTD value, which also
indirectly incorporates the Cell Delay Variations.

Further, although the manufacturer literatures state a CTD value for their devices, they do not
distinguish between the encryption algorithms, modes of operations and protocol processing in
respect to their individual part of these degradations. They assume a constant maximum delay value

for their operations regardless of the complexity and speed of their used security mechanisms. This
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leads to the conclusion that the area of quantitative performance and QoS evaluation of security
operations in networks introduces a much-needed attention for future research.

For the purpose of focus on the comparison of the three different analysis cases mentioned earlier,
various in the market available encryption devices are studied and typical delay values across these
devices are assumed for the Cell Transfer Delay parameter [CeSa 00] [CyCe 99] [CyLn 04]
[AtCr_03][SiTl 00][SaNe 04]. Assumption of the same typical degradation value among Security
Agents in the model networks for each analysis scenario makes the comparative analysis of different
cases of network structure clearer. The results are then compared for the minimum and maximum
assumable values.

Finally, the model networks for each scenario are assumed to have the following component
characteristics for the real-time transmission of video for implementations of Telemedicine:

MPEG-2 is considered as the video-coding standard for the study. Each end point is considered
to have a codec (coder/decoder) device. The in the market available devices today operate at the
rates of 10 Mbps to 80 Mbps, which introduce delays in the range of 4.8 us to 38.4 us per cell
(CTD g 1ry))- Two end points for each connection introduce a total end-to-end delay of 9.6 us to 76.8
us per cell transmission. The ATM switches typical operation rates of 155 Mbps introduce a 2.8 us
delay at the network nodes (CTD y))-

The studied encryptors have reported latencies in the range between 15us to 30us (CTD ),
which are the considered delays caused by security operations and implementation of each security
association [CeSa_00] [CyCe 99] [CyLn_04] [AtCr_03] [SiTl _00] [SaNe 04]. For the overhead
calculations a 20% ballpark figure is assumed for the protocol processing and handling of these
devices.

The SME_Q proposes seven additional octets to the existing ATMSEC SME protocol [SEC_11].
With the assumption of the 20% ballpark figure and in respect to the considered encryptor delays
the SME_Q protocol introduces additional cell transfer delays in range of 0.4us to 0.79us. This

results to a protocol overhead processing increase of 2.6 % compare to the current rates.
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13.4 Case Study: End-to-End CTD over Increasing No. of Nodes

Figures 13.3, 13.4, 13.5, 13.6 illustrate the model network configurations and security associations
for the first four analysis scenarios. Here the number of security associations and encryption devices
are held constant and the resulting cell transfer delay behavior is studied in respect to the above
mentioned cases (non-secure, secure, SME Q secured connections) with increasing number of
traversed network nodes. A total of four encryptors implementing both confidentiality and data
integrity services resulting to four security associations are considered.

It is further assumed that in addition to its network switch each end point includes an encryptor
for the absolute end-to-end security. Table 13.1 illustrates the Input data for these scenarios. As
depicted the cell transmission delay caused by security operations are the same for all cases and
have resulted from 120us to 240us for four security associations per connection.

Table 13.2 displays the resulted values corresponding to these input data for two cases of non-
secure transmission and secure transmission. Table 13.3 illustrates these values for the case that

SME Q is implemented to establish the secure connection while offering the QoS.
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Figure 13.3 Model Network Configuration for Scenario 1
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These resulting values for the minimum delays are demonstrated according to the assumed input
values in Figures 13.7 and 13.8. As depicted security operations have a very high impact on the

QoS of the networks.
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Figure 13.7 End-to-End CTD Comparison for Secure and Non-Secure Networks
Assuming Minimum Delays by Increasing No. of Nodes and Const. No. of
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End-to-End CTD Comparison of Secure and Non-Secure ATM Networks with
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Figure 13.8 End-to-end CTD 3-D Comparison for Secure and Non-Secure Networks
Assuming Minimum Delays by Increasing No. of Nodes and Const. No. of
Sec. Associations
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The scenarios demonstrate an increase of total cell transmission delays caused by security
operations for the given number of security associations in the range from 11.2% to 16.2% in
compare with the non-secure connections. As noticed this incongruity increases with increasing
number of network nodes.

This analysis confirms the necessity for measures to consider these degradations of QoS in new
protocols, hence the in this work presented SME_Q protocols.

According to the assumptions described earlier in this chapter, the additional overhead of the
proposed SME_Q protocol is 2.6% in compare with the existing security protocols. This would
be a minimal toll to pay to consider the 11.2% discrepancy to the achieved values of QoS, which
today is not considered in secure communications. In addition to considering these degradations,
the SME_Q protocol offers mechanisms to negotiate and consider security algorithms with smaller
amount of contributing degradations, which can among others consequently decrease the number
of network interruptions in extreme cases.

Figures 13.9 and 13.10 illustrate the same exercise assuming the highest delay values in the

networks. The resulted degradation values from security operations here are even a lot higher and

End-to-End CTD Comparison of Secure and Non-Secure ATM Networks with
Maximum Delays and Constant No. of Security Assocoations by
Increasing No. of Nodes

350

300 #==Non-Secure Connection with
o Maximum Delays
% 250
3
(=]
5 200 Secure Connection with
st Maximum Delays
l-ﬁ 150
2 100
2 o= —— ¢ 4 ==@=Secure SMEQ Connection with
1T} Maximum Delays

50
0 T T T
2 3 4 5
No. of Nodes

Figure 13.9 End-to-end CTD Comparison for Secure and Non-Secure Networks
Assuming Maximum Delays by Increasing No. of Nodes and Const. No. of
Sec. Associations
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End-to-End CTD Comparison of Secure and Non-Secure ATM Networks with
Maximum Delays and Constant No. of Security Assocoations by Increasing No.

of Nodes
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Figure 13.10 End-to-end CTD 3-D Comparison for Secure and Non-Secure Networks
Assuming Maximum Delays by Increasing No. of Nodes and Const. No. of
Sec. Associations

the increase ranges from 25.5% to 27.4%. In addition to confirming the conclusions from above
analysis of minimum values, it shows that the overall selection of network components plays a
vital roll in the importance and necessity of capturing these degradations while offering QoS in

secure connections.

13.4.1 Case Study: End-to-End CTD over Increasing No. of Security Associa-
tions

Figures 13.11 through 13.16 illustrate the model network configurations and security associations
for analysis scenarios no. 5 to 10.

For these scenarios the connection path of scenario no. 4 is considered with five traversing network
nodes. On this path starting with two encryption devices, which implement one security association,
the number of security associations are increased and corresponding necessary components are

added to the connection path.
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The resulting cell transfer delay behavior is studied in respect to the above-mentioned cases (non-
secure, secure, SME Q secured connections) with increasing number of security associations.

It is further assumed that in addition to its network switch each end point includes an encryptor
for the absolute end-to-end security. Table 13.4 illustrates the Input data for these scenarios. As
depicted having the same number of switches in the network path the network delays are constant.
The resulting cell transmission delay caused by security operations, however, increase according
to the number of security associations and the type of encryption devices used. This figure ranges

from 30us to 360us for the considered configurations.

Scenario |Communicstion |Mo. of |Distant Mo, of Mo, of No.of  |Total EndPoirt CTDggein |Total endto-and JCT Dy, Secure
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Table 13.4  Input Data for Scenarios S to 10

Table 13.5 displays the resulted values corresponding to these input data for two cases of non-
secure transmission and secure transmission. Table 13.6 illustrates these values for the case that
SME Q is implemented to establish the secure connection while offering the QoS.

These resulting values for the minimum delays are demonstrated according to the assumed input
values in Figures 13.17 and 13.18. As depicted security operations have a very high impact on the

QoS of the networks.
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Table 13.5  End-to-end CTD Outsome for Secure and Non-Secure Networks by
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Table 13.6  End-to-end CTD QOutsome for Secure Networks using SME_Q Protocol by

Increasing No. of Sec. Associations and Const. No. of Nodes
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End-to-End CTD Comparison of Secure and Non-Secure
Connections with Minimum Delays by Increasing No. of Security
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Figure 13.17 End-to-End CTD Comparison for Secure and Non-Secure Networks
Assuming Minimum Delays by Increasing No. of Sec. Associations and Const.
No. of Nodes
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Figure 13.18 End-to-end CTD 3-D Comparison for Secure and Non-Secure Networks
Assuming Minimum Delays by Increasing No. of Sec. Associations and
Const. No. of Nodes
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The resulting values of cell transmission delay for the non-secure network connection are constant
for all scenarios for a given codec devices rate. They only increase per connection for decreasing
coding rates of these devices.

The scenarios demonstrate a huge increase of total cell transmission delays caused by security
operations for increasing number of security associations in the range from 227.1% to 862.7% in
compare with the non-secure connections.

This analysis confirms the enormous necessity for measures to consider these degradations of
QoS in new protocols specially by increasing requirements for tighten security measures for a given
network, hence the in this work presented SME_Q protocols.

According to the assumptions described earlier in this chapter, the additional overhead of the
proposed SME_Q protocol is 2.6% in compare with the existing security protocols. This would be
a minimal toll to pay to consider the range of discrepancy from 227.1% to 862.7% in compare with
the achieved values of QoS, which today is not considered in secure communications. In addition to
considering these degradations, the SME_Q protocol offers mechanisms to negotiate and consider
security algorithms with smaller amount of contributing degradations, which can among others
consequently decrease the number of network interruptions in extreme cases.

Figures 13.19 and 13.20 illustrate the same exercise assuming the highest delay values in the
networks. The resulted degradation values from security operations here also show also a high
increase from 166.1% to 496.5%. These results are not as high as the above case because of the
greater difference between the minimum and maximum coding rates of the codecs in relation to the
stepwise increase of the number of security associations. These figures, in addition to confirming
the conclusions from above analysis of minimum values, they also show that the overall selection of
network components plays a vital roll in the importance and necessity of capturing these degradations

while offering QoS in secure connections.
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End-to-End CTD/usec

End-to-End CTD Comparison of Secure and Non-Secure
Connections with Maximum Delays by Increasing
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I
Chapter

14

Conclusion & Future Research

14.1 Conclusion and Significant Contributions

In this research work, we have designed and proposed new security protocols to take the degradation
of QoS based on security operations into account, while aiming optimality for a secure connection
integrating the social behavioral and economic characteristics for real-world implementations.

In the first 9 Chapters, we have proposed delay-efficient security protocols by implementing game
and mechanism design theoretic principles, a cross-layer protocol, DSIC-S, and a layer-specific for
the network layer in the IP paradigm [RFC _4301][RFC_5996], IPsec-O.

The protocols are incentive compatible and individually rational. We have proved that these
protocols are network-wide socially desirable and Pareto optimal. They are consumer-centric and
guarantee the delivery of consumer’s security services within desired levels, naturally and trustfully.
The proposed nesting security model reinforces this goal. We have addressed resource management
and delay-efficiency through synergy of several design aspects. We have proposed a scenario-based

security model with different security levels. We have incorporated a valuation system to integrate
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the caused delay at each node in selection of security algorithms without consumer’s knowledge of
the actual delays. We have achieved this by incorporating the valuation and preference system, in
particular that of the consumer’s, in the calculation of the Vickrey-Clarke-Groves (VCG) payments
[ViWi_61]with Clarke’s pivotal rule [CIEd_71] and the credit transfers. We have proved that this
enforces independence of private types. This way, DSIC-S and [Psec-O designs solve the revelation
theory problem of misrepresentation of agents’ private information in mechanism design theory and
achieve delay-efficiency in a security protocol. To counteract the selfishness, we also proposed an
incentive model and incorporated the valuation and rankings in the incentives.

The simulations have confirmed the theoretical results. They confirmed the suitability of our
valuation system, scenario-based structure and incentive model to enforce the desired outcome.
We can see the correlation between the credit transfers and actual delays, and that of the incentives
to the valuations.

In Chapters 10-13, we have proposed yet another layer-specific security protocol, the SME_Q, for
the datalink layer as an example of and based on ATM. Through our proposed protocol, the desired
Quality of Service of an ATM connection will no longer have to be sabotaged by the implemented
security measures. The increasing necessity of security can be satisfied in the Quality of Service and
bandwidth demanding applications such as Video Conferencing, Telemedicine and streaming media
as shown in a real-life ATM network simulation. In addition, we have also developed an extensive
simulation software, SMEQSIM, to simulated ATM security negotiations and the possibility of

incorporating the QoS degradations.

The developed Out-Band and In-Band SME_Q protocols are extensions to the ATM Security
Specification Version 1.1[SEC_11]. These protocols were further expanded to satisfy the two special
cases of nesting and sequenced security associations for each case. The protocols propose extensions
to the current security association section of the SSIE to carry the Traffic QoS degradation of the
selected security mechanism for the respective security agent. Within the design, we have proposed
that these degradation values be available for each implementation of SA in the SA Characteristics

with regard to QoS (SAC_Q) Table, as shown in Figure 11.1.
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As analyzed and shown in the quantitative study of a real-life example of an ATM network in
Chapter 13, the scenarios demonstrate an increase of total cell transmission delays caused by
security operations for a given number of security associations in the range from 11.2% to 16.2%
considering minimum device delays and 25.5% to 27.4% considering maximum device delays in
compare to the non-secure connections for the assumed network model. The results also confirm that
his incongruity increases with increasing number of network nodes. The same study demonstrates
an even higher increase of total cell transmission delays caused by security operations for increasing
number of security associations for the same connection in the range from 227.1% to 862.7%
(considering minimum device delays) in compare with the non-secure connections for the assumed

network model.

This analysis confirms the enormous necessity for measures to consider these degradations of QoS
in new protocols, especially by increasing requirements for tighten security measures for a given
network; hence, the in this work presented SME_Q protocols. The existing standardized security
protocols to date, however, do not take these degradations of requested and agreed upon Quality

of Service caused by security implementations into account.

14.2 Future Research

The study of the bounded rationality and its impact to achieve such an optimal consumer-centric
and delay-efficient security protocol would be an interesting continuation of this research work
and thought process. Study of the impact of repeated games and cooperation on DSIC-S would
be a great extension as well.

Another good direction for future research would bethe implementation of DSIC-S as an extension
to the existing security protocols at different layers. Other interesting areas of application would
be VPNs, Cloud Computing, and different areas of wireless communications. An additional great
idea would be in the area of reputation modeling and design. Following a study of how reputations
would influence rational behavior in real world, one could design a proprietary reputation model

based on the calculated incentives of DSIC-S.
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A good direction for the network-layer specific future research would be the proposal of an
extension to the current IntServ’s Guaranteed Service [RFC_2212]and RSVP protocol [RFC 2205]

for the implementation of IPsec-O.
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