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Abstract
Transactions on the darknet are notoriously difficult to examine. Prior criminological research has generally used web scraping and qualitative text analysis (e.g., Holt & Lampke, 2010, Howell et al., 2022) to examine illegal darknet markets. One disadvantage of this process is that individuals can lie. Fortunately for researchers, the currency used for transactions on the darknet, cryptocurrency, is designed to be tracked. In this paper we examine transactions from a former darknet marketplace, AlphaBay. Using the blockchain, we examine the interconnectedness of both legal and illegal cryptocurrency. In addition, we provide a structured approach to quantitatively examine the Bitcoin blockchain ledger, offering both the tools and our own experiences for other researchers interested in such approaches. While cybersecurity, information technology, accounting, and other disciplines can examine the financial data itself, we believe that criminologists can provide additional benefits in pattern analysis and organizing the context and theory around the transactions. Our results show that cryptocurrency transactions are generally identifiable (90%) and involve likely illegal transactions, transactions that attempt to obfuscate other transactions, and legal transactions. We end with a discussion of newer cryptocurrencies and related technology and how they will likely shape future work. 
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Follow the Money: Analyzing Darknet Activity by Using Cryptocurrency and the Bitcoin Blockchain
	The internet and other technologies have created an interdependent and interconnected world. Online-only businesses, banks, and communities are now mainstream. The increased adoption of technology has also contributed to the development of new criminal opportunities. This has given rise to a new area of criminology, aptly called computer-facilitated crimes (Gordan et al., 2022). Some computer-facilitated crimes can be difficult for criminologists to examine due to technological complexity. At the same time, criminologists’ insights into human behavior and sociological patterns are invaluable in understanding and addressing the nature of crime. One example is the use of cryptocurrency in criminal transactions. Although often technologically complex, the nature of illegal transactions has been studied by criminologists for decades (e.g., Donald Cressey’s Fraud Triangle).   
In this paper we have several goals. First, we want to consider additional sources of data on darknet markets, specifically cryptocurrency. Despite technical sophistication, the overall ideas and use of cryptocurrency is easy to understand. We hope readers will become more comfortable viewing and understanding cryptocurrency transactions. To this end, we provide a structured approach to quantitatively examine the Bitcoin blockchain ledger, offering both the tools and our own experiences for other researchers interested in such approaches. This leads to our first research question:
 RQ1: How identifiable are illegal blockchain transactions?
Second, we believe that cryptocurrency, like all technological innovations, is simply a tool. It must be understood in a larger context and not in isolation. In our article, we consider the contexts where criminal transactions take place. Rather than focusing only on building better security through a technical approach, developing an understanding of the situations where criminal transactions take place can help criminologists and others understand how cryptocurrency is utilized in a larger decentralized network. These environments include both legal and illegal transactions. This leads to our second research question:
 RQ2: What proportion of transactions on darknet market associated wallets are 
tied to illegal activity?
We hope this article serves as a guide for researchers interested in cryptocurrency and criminology. We offer numerous possibilities for future research. In addition, we highlight the potential pitfalls, advantages, and limitations of cryptocurrency. Just as a survey or experiment offers a way of analyzing data and understanding the world, we believe that cryptocurrency analysis can offer additional insight. 
Literature Review 
Both the anonymity of the darknet (also commonly referred to as the dark web) and the pseudonymity of Bitcoin provide a space conducive to criminality. Prior large darknet markets, such as Silk Road, have shown the potential viability of online sales of illegal goods, leading to a fairly new environment for illegal transactions (United States Department of Justice, 2018). These online markets have led to a new area of research for criminologists. 
Davis and Arrigo (2021) provide context for criminologists, illustrating the types of illegal activity which has been conducted on the darknet. These include illegal behaviors such as trafficking narcotics, selling child abuse imagery, terrorism, murder for hire, scams, trading stolen goods, and illegal financial transactions (e.g., money laundering). Holt and Lampke (2010) examined stolen data markets, concluding that the sheer volume of stolen data has led to low market price compared to potential value. In short, the darknet offers a novel venue for a variety of illegal ventures. One worthwhile caveat is the recognition that the darknet also offers a forum for positive or prosocial behaviors. These include encouraging shared freedoms and providing a voice to the underrepresented or disenfranchised (Davis and Arrigo 2021). 
Although little criminological research has been conducted on darknet markets, what has been done typically follows a proactive, policy-oriented approach. This largely includes the potential disruption of illegal marketplaces. For example, “lemonising the market” (Hoe et al., 2012; Hutchings & Holt, 2017; Howell et al., 2022), fake sales, such as “fake peach attack” (Hoe et al., 2012), and utilizing additional scripts to introduce new information into illegal markets (Hutchings & Holt, 2015; Jardine, 2021). Generally speaking, these methods involve introducing new information into criminal markets and are designed to erode trust. 
This criminological research focuses on the human element. However, another aspect less explored is the transactions themselves. These financial transactions occur asynchronously, without the need for an interaction between any party involved. Alternative currencies, such as cryptocurrency, are common in illegal transactions. Both the darknet and cryptocurrency environments serve as the host location for a series of legal and illegal activities. In order to understand the nature of these transactions we begin by providing a primer of the darknet, and Tor.  
What is the darknet?
	There exist three primary layers of the internet: the clearnet, the deep web, and the dark web or darknet (Hatta, 2020). The clearnet is the indexed side of the internet, accessible by anyone, while the deep web lives behind a password, paywall, or other barrier. It makes up systems like online banking, academic and government databases, and individual email accounts, all of which require permission or authorization to access. While both of these layers are utilized through ordinary internet use, the darknet requires a special browser to access and prioritizes anonymity, creating a breeding ground for illicit activity. The terms “dark web” and “darknet” are often used interchangeably, though the darknet specifically refers to the numerous browsers (Tor, I2P, Freenet, Zeronet) used to access hidden services on the dark web, including eBay-style drug markets which use cryptocurrency for sales (Badhwar, 2021; Kavallieros et al., 2021). The dark web refers more broadly to the part of the deep web that is an anonymous, hidden space (Kavallieros et al., 2021). Essentially, the dark web is made up of several darknets, each of which provide anonymity to users and host services like marketplaces, websites, and file sharing (Kavallieros et al., 2021; Moore & Rid, 2016). Darknets are not indexed, forcing users to either know the URLs of websites of interest or know how to find them in order to use them. Although the darknet is typically discussed in reference to illegal activity, some users utilize it legitimately because the anonymity it provides both obfuscates their identity and allows them to avoid censorship and other barriers to internet access (e.g., Russians using VPNs and Tor to access information not disseminated by state interest during the Ukraine war). 
What is Tor?
	Several darknets exist, but the most popular one is Tor—The Onion Router. Tor is a decentralized network focused on privacy which utilizes a specialized kind of routing, called onion routing, to process requests, creating a space for users to browse without being tracked (Monk et al., 2018). The U.S. Naval Research Laboratory developed the idea of onion routing in the 1990s and the Tor Project, a nonprofit, built on this concept to develop the Tor browser as a mechanism for utilizing onion routing (torproject.org). Tor functions by routing traffic through multiple layers of encryption, where one layer of encryption is decrypted at each relay; thus, no single node knows both the origin and final destination (Hodge, 2021). The network is volunteer run, meaning that it relies on volunteered nodes through which to route traffic. 
	Tor utilizes three relays to create the circuit through which traffic is routed (Srivathsav, 2018). The guard is the first relay used to build a Tor circuit and serves as the entry point for the network (Jonsson & Edeby, 2021; “Types of Relays”, n.d.). The middle relay operates as the second hop, while the exit relay “sends traffic out to its destination” (“Types of Relays”, n.d.). In short, instead of directly visiting a website, the traffic is bounced around to several locations to make it more difficult to know what the result—the end website—is. 
Cryptocurrency
	Cryptocurrency has been defined as “digital assets used as a medium of exchange” (Young et al., 2016). The earliest modern cryptocurrency can be traced to Satoshi Nakamoto’s original white paper on Bitcoin (Nakamoto, 2008). Bitcoin combines many digital innovations to form a decentralized network of information. Despite being the first cryptocurrency, it is still in use as of the writing of this article. This attests to the combination of innovation and digital security implemented by Bitcoin. In fact, this original cryptocurrency current holds the highest market cap of any digital “coin” at 650 billion USD (Cryptocurrency Prices, Charts And Market Capitalizations | CoinMarketCap, n.d.). Although this paper is not designed to provide a comprehensive explanation of how Bitcoin operates, a few specific elements are important for understanding why Bitcoin is an important tool for criminological researchers. These include the nature of Bitcoin, the use of a decentralized ledger, and the use of Bitcoin on darknet markets. Each of these are explained below. 
	Bitcoin is a digital asset stored in a virtual wallet. These wallets are a set of keys. A public key indicates a digital address, and operates much like a street address, pointing to a specific (digital) location. A second key is a private key. This is a series of characters which serve as a password. If a user has both a public and private key, they can access the bitcoins stored on their wallet. These bitcoins can then be transferred to other public addresses, forming the basis for transactions and the treatment of Bitcoin as a form of non-backed currency (Nakamoto, 2008). This is to say that bitcoins can utilize trade and transactions but are not backed by any asset such as other currencies, commodities, or governments. Their value is determined by trades from other currencies, leading to a highly speculative market which has extreme volatility. 
	Often it is this freedom from other institutions that cryptocurrency advocates value. Instead of utilizing a third party for transactions (e.g., a bank), Bitcoin operates independently through a decentralized network. This decentralized network is the basis of a second important concept, the digital ledger. Instead of needing a third party, Bitcoin uses a constantly running ledger that stores all transactions done on the Bitcoin blockchain. This ledger only allows transactions to be added, not deleted. When transactions are completed, they are added to the Bitcoin block. Once this block becomes large, it is added as part of the history of Bitcoin through the blockchain. This blockchain becomes is a series of blocks, with header information that connects the blocks in a sequential order. 
This ledger leads to one of the most common misconceptions about Bitcoin. Although Bitcoin is pseudonymous, it is extremely easy to track. The ledger provides all transactions for every address. These addresses are public, allowing for anyone to view how many bitcoins were sent from one address to another. In this way, Bitcoin is transparent. What makes Bitcoin pseudonymous is that specific addresses cannot be tied to individuals without external information.
Bitcoin is not the only cryptocurrency; it was the first and is currently the most utilized. Bitcoin was the cryptocurrency used by the first major online darknet markets, such as Silk Road (Dorit & Shamir, 2014). While the future remains to be seen, there is evidence that other cryptocurrencies are becoming popular on the darknet. For example, a revival of the darknet marketplace analyzed in the paper, AlphaBay, now accepts only Monero. Monero appears to be particularly appealing for darknet transactions as the ledger is not publicly traceable (Monero, 2022). 
Research Project
Cryptocurrency transactions are a perfect place to consider the intersection of legal and illegal situations. First, we know that cryptocurrency is the only way to buy illegal goods and services, like drugs, on many of these darknet marketplaces. AlphaBay only accepted cryptocurrency, meaning that all sales on AlphaBay showed up on a ledger, Bitcoin or otherwise. Second, we also know that other legal transactions are conducted on Bitcoin’s ledger. For example, Bitcoin can be used to purchase a vehicle (Livni, 2021). This environment is a shared space, where a combination of legal and illegal transactions occurs. For this research project we analyze transactions on AlphaBay. We had two research questions. 
[bookmark: _Hlk115162333]RQ1: How identifiable are illegal blockchain transactions?
RQ2: What proportion of transactions on darknet market associated wallets are 
tied to illegal activity?
In order to examine these two research questions, we utilize cryptocurrency heuristics in transactions associated with a former darknet marketplace, Alphabay. Both heuristics and AlphaBay are briefly explained below. 

	Introduction to Cryptocurrency Heuristics
A key component of cryptocurrency tracing and analysis involves clustering—the act of identifying and grouping together different addresses held by the same individual or entity using data on the blockchain (Kim et al., 2022; Zhang et al., 2020). Researchers and industry professionals have developed numerous heuristics which utilize different elements of blockchain data for clustering. These data provide avenues through which to exploit the transparency of Bitcoin to gather on- and off-chain information of interest (Turner et al., 2020). Clustering heuristics allow for researchers and practitioners to draw inferences and conclusions surrounding individual and group spending patterns and the flow of money on the blockchain. Several heuristics exist, though the multiple input heuristic is the simplest and most common (Liu et al., 2021a). It functions by associating unspent transaction outputs (UTXOs), which are spent as inputs in Bitcoin transactions, under the premise that if multiple UTXOs are held under one private key, they must all belong to one entity (Liu et al., 2021a; Liu et al., 2021b). Harrigan and Fretter (2016) assert that this heuristic “can identify more than 69% of addresses in the wallets stored by lightweight clients” (p. 1). The change address heuristic is also centered around the function of UTXOs but focuses more closely on the outputs in a transaction. When a UTXO or sum of UTXOs is greater than the intended transaction, a change address is generated to return the additional funds to the sending wallet (Zhang et al., 2020). As the change address is generated to send funds back to the initial sender, the change address and the transaction UTXOs are controlled by the same entity (Androulaki et al., 2013; Reid & Harrigan, 2011; Zhang et al., 2020). Thus, this heuristic links together differing addresses in a transaction to identify address ownership by a single entity. 
Other heuristics have been designed and implemented, including address reuse, developed by Zhang et al. (2020) to expand beyond multiple input and single-use change address heuristics, and behavior-based heuristics (Wu et al., 2021). Heuristics have also been designed around other cryptocurrencies and blockchains, including Ether on the Ethereum blockchain (Liu et al., 2021a; Wu et al., 2021). 
Although heuristics provide valuable insights for cryptocurrency tracing and analysis, they are imperfect methods and can be error-prone (Liu et al., 2021b). The multiple input heuristic is prone to under and overestimation errors, though the former is more common than the latter (Ron & Shamir, 2013). Underestimation occurs when the common ownership of addresses fails to account for all addresses held by an entity, while overestimation can occur when multiple users pool resources (thus, one UTXO would be jointly held by multiple individuals) (Ron & Shamir, 2013). As for the change address heuristic, if change addresses are incorrectly identified, cryptocurrency transactions could be clustered into groups controlled by more than one entity (Meiklejohn et al., 2013). Despite these limitations, cryptocurrency heuristics are important for understanding and attributing blockchain activity as they provide additional context to pseudonymous transactions.
Introduction to AlphaBay
	Darknet marketplaces, often referred to as cryptomarkets, operate similarly to clearnet sites like Amazon and eBay, providing buyers with a venue to purchase goods and services from various vendors (Paquet-Clouston et al., 2018). The difference between these marketplaces and clearnet markets like Amazon are the type of goods they offer, as darknet marketplaces primarily operate to sell illegal goods and services, like drugs and stolen data. The first darknet marketplace, Silk Road, created a blueprint that darknet marketplaces continue to operate under—using cryptocurrency as tender, maintaining anonymity through encryption, and utilizing an escrow system to facilitate transactions. Much like the darknet more broadly, darknet marketplaces rely on both perceived and actual anonymity to function. 
AlphaBay is a darknet marketplace that operated on Tor from December 2014 to July 2017, when it was taken offline by law enforcement and its founder, Alexandre Cazes, was arrested (Hiramoto & Tsuchiya, 2020). Much like its predecessors, AlphaBay provided a venue for buying and selling illicit goods and services, especially drugs. Prior to being taken down, over 250,000 listings for drugs and chemicals and 100,000 listings for stolen identification, counterfeit goods, hacking, and other goods were on the marketplace (United States of America v. Alexandre Cazes, 2017). Before being shut down, it was the largest darknet marketplace of its time (Baravalle & Lee, 2018). 
	Numerous darknet marketplaces have emerged to fill the gap left by the takedown of AlphaBay. These marketplaces are volatile and shut down often, both at the hands of law enforcement and by the administrators themselves. This volatility has driven some darknet users to branch out beyond Tor and develop marketplaces on other darknets like the Invisible Internet Project (I2P). 	 
Method
For this study, we used publicly accessible websites, which allowed us to view the transactions associated with Bitcoin wallets. Because the transactions on the Bitcoin blockchain are immutable, even though AlphaBay was taken down, the transactions still exist. While the extent of AlphaBay is not known, estimates place the number of users at 20,000 and vendors at 40,000 at the time of its takedown (Office of Public Affairs, 2017). As such, we decided to randomly sample the Bitcoin addresses. We wanted to start at the beginning of AlphaBay to better understand initial transactions. We considered the first two days of AlphaBay, September 2-3, 2015. There were more than 5,200 transactions associated with AlphaBay wallets in these first two days alone. We randomly sampled 50 transactions from the 5,200 transactions that occurred on AlphaBay during this timeframe. For each transaction, we analyzed the transaction ID, number of inputs, outputs, known associated websites, and whether AlphaBay was a sender or receiver in the transaction. Interested researchers can email the author to obtain the dataset including all transactions IDs. These transaction IDs can be reviewed on numerous websites (e.g., blockchain.com) to replicate our analysis.
The first step in our analysis was simply to consider the number of known addresses associated with AlphaBay. We wanted to see how many non-AlphaBay vendors, services, or other websites were directly tied to AlphaBay through a transaction. In essence, we followed the money to see where money for AlphaBay came from and went to. 
Second, for each transaction we considered a heuristic of what the transaction likely involved. Heuristics are a common tool used in cybersecurity to better understand cryptocurrency. We see potential for these tools to better help criminologists understand the behavior around cryptocurrency. We were informed in heuristic design by computer science work examining transactions through theoretical and mathematical modeling (Meiklejohn et al., 2013; Turner et al., 2020; Zhang et al., 2020). Generally, the design is to consider common inputs and outputs in a transaction. Conclusions can be drawn from how many inputs are utilized (i.e., all inputs likely came from the same owner), how many outputs exist (e.g., change address is likely to be owned by input owner than different owners) (Zhang et al., 2020), and the amount of cryptocurrency in the transaction (e.g., reducing Bitcoin in layers to increase anonymity – known as peeling) (Chen et al., 2019; Meiklejohn et al., 2013). 
For our research, we considered the heuristics mentioned above and the nature of darknet marketplaces. For example, when AlphaBay received bitcoins into two separate wallets from one wallet, with 2-4% of the transaction going to one of the wallets owned by AlphaBay, this is likely a sale of drugs or potentially other illegal products. In this situation, a buyer sends bitcoins to both the vendor (or escrow) and associated fee directly to AlphaBay. This sale is visually represented in chart 1 below. In addition, all heuristics can be found in table 1. 
Chart 1: Sample Sale Transaction Heuristic
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Results
	In our review of 50 transactions, we found 14 different other known websites, vendors, or crypto services that were directly associated with AlphaBay through a Bitcoin transaction. These include other darknet marketplaces (e.g., MiddleEarthMarket, Nucleus Market, Abraxas Market), wallet services (e.g., BitcoinWallet), anonymity services or tumblers (e.g., bitcoinfog), cryptocurrency exchanges (e.g., Kraken) and gambling services (e.g., NitrogenSprts.eu). Two caveats are worth mentioning here. First, these are only known addresses. Given the difficulty in deanonymizing wallets, this is likely an underestimation of other cryptocurrency websites. Second, these were only the transactions found to directly interact with an AlphaBay wallet. If an unknown wallet was used in between a transaction, it would not have been found in our analysis.
	 Our second part of our analysis considered the types of transactions associated with AlphaBay. In these 50 transactions, we found six common types of transactions.  For a complete list and description, see table 1. Ten transactions (20%) appear to be drug sales, with a small commission being collected by AlphaBay. We also found 9 payouts from AlphaBay (18%), roughly matching the number of sales. Next, we found 11 AlphaBay inputs. These are likely users loading cryptocurrency into wallets on the AlphaBay platform for future purchases. We also found seven transactions (14%) which were part of a larger distribution. We believe these transactions are from cryptocurrency services, such as exchanges, sending multiple outputs to different locations. We also found typical cryptocurrency anonymizing behavior, such as six (12%) transactions that appears to be pass through transactions and two (4%) shifts. While this analysis is not perfect, these appear to be similar to anonymizing behavior through utilizing new wallets frequently and mixing cryptocurrency to avoid easy traces (see discussion section for more information). Finally, five transactions (10%) did not fit an easily identifiable pattern.  
Table 1: Heuristic Transactions

	Heuristic Name
	Explanation
	Volume

	Sale
	When wallet(s) are used to make a transaction to two wallets where one wallet is associated with AlphaBay representing 1-6% (fee) of the total transaction
	10

	Passthrough
	When cryptocurrency is directly transferred from one wallet to another and inputs match outputs, with a small deduction for bitcoin fees
	6

	Distribution
	One input with five or more outputs. We believe these represent a distribution from a larger cryptocurrency player – such as an exchange sending cryptocurrency to multiple wallets in one transaction.
	7

	Shift
	When an equal number of inputs and outputs are used, and input wallet amounts do not directly match output wallet amounts.
	2

	AlphaBay Input
	When wallet(s) inputs lead to an AlphaBay address and change is provided to a non-AlphaBay address. We believe this could be someone loading a user wallet on AlphaBay. 
	11

	Payout
	When the sending address is an AlphaBay address, and output goes to an unknown wallet(s) or anonymizing service
	9

	Unknown
	Did not fit a current pattern and cannot infer without more detail
	5



Discussion
	In our analysis, we revealed common transactions associated with AlphaBay using publicly available information. We also found a series of associated services and other known cryptocurrency websites that had directly transacted with an AlphaBay address. Our analysis shows the interconnectedness of darknet marketplaces on Tor. While previous studies have asked users if they frequent the darknet and purchase online drugs (e.g., Van Buskirk et al., 2016), these studies have an inherent limitation—participants can and do lie. Following Bitcoin transactions removes this limitation, as these transactions are publicly viewable and immutable. Thus, they do not rely on the veracity of the individuals conducting the transactions.
In only 50 random transactions during the first two days of operation, AlphaBay was associated with 14 different known Tor and clearnet websites. Given the difficulty of associating Bitcoin wallets with users, this is a conservative estimate. To visualize this event, one can imagine an individual walking around a city with money in their pocket. They may spend money at a legitimate organization (e.g., McDonald’s) or use a banking service. They might then use the rest of their money to buy illegal drugs. We found a similar pattern in these online transactions. The legal transactions, and organizations, are closely tied to the illegal transactions and organizations. We do not suggest that the legal cryptocurrency organizations are directly involved in illegal transactions, but that the people involved in cryptocurrency utilize both legal and illegal services. To further explore this idea, we consider both legal and illegal uses of cryptocurrency below. 
Legal Vs. Illegal Uses of Cryptocurrency
	Not all transactions in cryptocurrency are illegal—in fact, the majority of cryptocurrency transactions are conducted licitly. In 2021, Chainalysis found that only 0.15% of cryptocurrency transactions involved illicit addresses (Chainalysis, 2022). Cryptocurrency and other trading tools based on cryptocurrency are now being traded on common investment platforms. For example, average investors can buy into mutual funds such as First Bitcoin Mutual Fund, which are based on cryptocurrency futures (Ballentine, 2021). Consumer commodities are also available for purchase with cryptocurrency. There are an extensive number of companies which allow for Bitcoin as a purchase tool. These include large organizations such as Microsoft, Wikipedia (donations), BMW, AT&T, Rakuten, and Newegg (paybis.com, 2021). Due to the convenience and increasing acceptance of cryptocurrency, the President of the United States, Joe Biden, signed an executive order in March 2022 to explore if the Federal Reserve should create its own cryptocurrency (Hussein, 2022).  
	Beyond convenience, there are other advantages that cryptocurrency yields for legitimate transactions. The obfuscation of the purchaser can be used to help individuals purchase items when they are concerned about tracking from oppressive regimes. For example, purchasing a VPN or other privacy software via Bitcoin is common and may help those with highly regulated internet access non-controlled media. Cryptocurrencies can also be near instantaneous, as without the need for a third party, the money sent can be accessed almost instantly. This was readily apparent in donations to Ukraine during the war with Russia, where cryptocurrency donations were readily available without limitation for Ukraine’s use (Lopatto, 2022).
Moreover, while the anonymity features can cater to those trying to hide identity in a transaction, there are some elements of cryptocurrency that may hinder some forms of crime. Transactions on most ledgers, including Bitcoin, are visible and do not utilize a third party. This may limit the opportunity for embezzlement, as there is no third party to reroute money. While fraud still can occur, the ability to track Bitcoin may limit the ability for offenders to readily spend money. As an example, the Bitcoin paid for a ransomware attack of the Colonial Pipeline in 2021 have largely been recovered by following transactions on the blockchain (Perlroth, N., Griffith, E., and Benner, K., 2021). 
  Of course, illegal uses of cryptocurrency also exist, including the purchase of illegal goods, as discussed in this paper. Beyond the purchase of illegal goods, other criminal possibilities are created. First, it appears that the largely unregulated environment and ability to create new cryptocurrencies has led to a series of cryptocurrency-related scams. One common example is pump-and-dump scams. These scams involve inflating the value of a cryptocurrency artificially through marketing, endorsements, or other deceptive techniques. When the price of the cryptocurrency increases, the fraudster sells considerable volume, causing a quick decrease in the value of the currency (Dhawan & Putnins, 2020; Kamps & Kleinberg, 2018; Li et al., 2018). This type of scam did not originate in cryptocurrency, but cryptocurrency does appear to be a suitable location to conduct this type of scam.
The pseudonymous nature of Bitcoin and privacy focus of altcoins like Monero makes this technology attractive for use in criminality. Despite illegal use, most cryptocurrency uses are legitimate and most countries do not heavily regulate or eliminate cryptocurrency use (exceptions include China, Bangladesh, and Nigeria). This environment provides a new way to consider the routines of offenders. We show a series of legitimate organizations connected to the former darknet marketplace AlphaBay through cryptocurrency transactions.
Strengths
[bookmark: _Hlk113442502]	To our knowledge, this is the first criminological paper which examines the blockchain as a source of data. Our paper utilizes a novel method to examine the darknet, answering a specific call from this special issue. There are several strengths in this approach. First, the blockchain is generally considered to be immutable (Politou et al., 2019). For researchers, this means that the data is both reliable and valid. All transactions conducted on the blockchain are precisely recorded and preserved. As part of the blockchain reward system, users preserve these transactions and store them via “blocks.” As such, the data is verified by a large number of users before being recorded. 
	Second, cryptocurrency transactions inform us about human behavior but do not rely on memory recall or honesty. Given the nature of many of these transactions are illegal, simply asking participants about their transactions may lead to deliberate or accidental falsehoods. By viewing transactions on the blockchain, we avoid these issues and are able to examine all transactions, including transactions involving illicit activity on the blockchain. 
	Finally, although we are far from the first to examine illegal transactions on darknet markets (e.g., Howell et al., 2022; Ouellet et al., 2022), our paper adds to the literature by examining these markets using novel and unique data. We are able to expand the understanding of criminologists by specifically considering heuristics within financial transactions. 
Limitations
	Our paper has numerous limitations. While some limitations are a result of our analytical strategy, others are the result of cryptocurrency more broadly. We divide these into two areas below to help researchers understand the limitations of using cryptocurrency to understand cyber criminology. 
	We deliberately chose to focus on free and easily accessible websites. As such, we had a limited amount of information available. This primarily impacted our ability to identify connections between wallets beyond heuristics and publicly revealed address/wallet relationships. In our analysis, we found 11 connected Tor and clearnet websites through transactions. However, there are likely significantly more than 11 in these transactions as most wallet addresses are not publicly linked with their owner. This is a feature of cryptocurrency, but one that is often overcome through consistent manpower or deep learning efforts. For example, some paid analytical software includes more known connections. Likely the most well-known is Chainalysis (https://www.chainalysis.com/), but others include TRM Labs, Coinbase Analytics, Elliptic, and CipherTrace. Had we utilized software such as Chainalysis Reactor, we would have likely found more known connections. However, this software is proprietary and not easily accessible for researchers. We chose not to utilize this software so our method would be easily repeatable by other researchers. 
	Related to our limitation, cryptocurrency is still pseudonymous. Furthermore, wallets are not restricted in any way. This means that a single user could create an unlimited amount of wallet addresses. As such, some transactions may be a single user transferring Bitcoin from one of their own wallets to another. For increased safety and obfuscation, AlphaBay was known for creating a new address every day for its users. This was likely the situation in passthrough transfers, where currency is directly transferred from one wallet to another. We should warn future researchers that this creates a difficult situation for scholars who wish to examine individuals’ use of cryptocurrency without additional data. It is difficult, or sometimes impossible, to know when a transaction is across individuals or within an individual. Additionally, mixers make it more difficult to trace direct lines of transactions on platforms. In the future, it may be worthwhile to consider other forms of cryptocurrency where this issue may be less likely to exist. One such currency, Loopring, tries to avoid high transaction fees by charging users an initial startup fee for each wallet. Given the relatively high cost of startup—often more than $100 depending on the cost of the cryptocurrency—there may be significantly fewer individuals who own multiple Loopring wallets. 
Future Research Opportunity
	A basic understanding of cryptocurrency is important for researchers interested in cybercrime and other computer-based crime. The public visibility of the ledger and the use of cryptocurrency for illegal transactions creates an avenue for understanding cybercrime. There are many potential uses for cryptocurrency in criminology research. First, the nature of cybercrime makes it difficult to track. Typical national metrics, such as the Uniform Crime Reports (UCR), are less accurate for cybercrime due to a myriad of technical issues, such as jurisdictional problems associated with computer-related crimes. The ledger allows for descriptive research on cybercrime by providing metrics on the volume, use, and nature of transactions. One such possibility is to analyze the transactions associated with darknet marketplaces. One could then determine the costs associated with illegal goods. On a more general level, the ledger may provide information on the volume of illegal transactions online overall. This research is being undertaken and will serve as an additional point of data for those trying to understand cybercrime (e.g., Foley et al., 2019).
	Additional opportunities exist in examining a more nuanced look at the flow of cryptocurrency. Given the potential to see transactions, a web of connections can be made. This would be a digital form of a network analysis. Rather than examine people, a connection between cryptocurrency wallets will reveal the movements between different wallets. 
New innovations in cryptocurrency may also provide additional preventative mechanisms for offending as compared to traditional money transactions. One such innovation is smart contracts. Much like cryptocurrency is typically decentralized, a smart contract is a mechanism that allows contracts to avoid the involvement of a third-party. Instead of a contract being drafted by a lawyer and enforced via the courts, a contract is written such that when one party fulfills the contract, the payment is automatically delivered. These contracts carry rules and are enforced by network peers. They hold the potential to lower the cost of contracts and potentially create increased security, without the need for contract disputes (Delmolino et al., 2016). We should note that this is limited to the security of the cryptocurrency and the rules of the contract. When the contract is complete, the funds are sent with no recourse to recover funds. These contracts can serve as a protective factor, potentially mitigating some of the potential for fraud in cryptocurrency. While smart contracts were not involved in our research, these tools are currently being adopted in cryptocurrency and should be considered in future research studies.  
Directly tied to cryptocurrencies, non-fungible tokens, better known as NFTs, create situational opportunity for fraud. These tools utilize the blockchain to store information about the ownership of non-physical assets. Much like a deed, NFTs provide information on ownership without the necessity of direct possession of an item. Currently, NFTs are being used to fundraise for legitimate social ventures, including raising capital for Ukrainian charities during the invasion of Ukraine (Escalante-De Mattei, 2022). However, they have also been used to defraud investors (Manhattan DA’s Office, n.d.). These new tools highlight the changing landscape of cryptocurrency and should be considered by future criminologists. 
	Of course, putting research into context is important for criminologists. There are several opportunities for theory testing utilizing Bitcoin transactions. The transactions in these wallets help us better the nature of these transactions. For example, convenience theory (Gottschalk, 2017) and routine activities theory both consider the environment in which crime takes place (Cohen & Felson, 1979). 
	There are natural links to criminological literature. Our paper considered the context of these transactions. Although beyond the scope of this paper, future research can utilize criminological theory to test whether traditional theory can explain cryptocurrency transactions. We see potential for opportunity theory and routine activities theory. In each case, the context of the illegal and legal transactions is important. 
	Finally, we see an opportunity for policy-oriented research. As more technological and social policies are implemented, a key value in criminological research is an evaluation of said policy. For cryptocurrency, tracking the flow of wallets from one shuttered darknet marketplace to another highlights the ineffectiveness of playing whack-a-mole with these markets (Decary-Hetu & Giommoni, 2017; Jardine, 2021). Instead, more sophisticated techniques are needed to affect an overall change in the drug and illegal product sales through darknet marketplaces (Van Wegberg & Verburgh, 2018). 
	We believe that one of the major hurdles for examining Bitcoin and other cryptocurrencies in criminological research is the technological hurdles for social scientists. To better demystify the technology associated with cryptocurrency and to provide a start to the research conversation, we utilize financial transactions to examine darknet marketplaces. Our data was derived using standard tools criminologists are familiar with. Although proprietary tools can provide more sophisticated analyses than those derived from more simplistic methods, we believe our methodology kept the research approachable for criminological researchers, regardless of their access to and experience with cryptocurrency tools. Certainly, we also encourage those who wish to learn new technological skills and others who work on interdisciplinary teams to build on this facet of cryptocurrency research. 
Future of Cryptocurrency the Dark Web and Darknets
The Invisible Internet Project (I2P), another darknet, continues to grow in use as AlphaBay and other sites shift away from strictly relying on Tor. I2P lacks the ease of use that makes Tor favorable, but it is nonetheless becoming more mainstream among darknet users. Future research focusing exclusively on I2P could expand upon the existing body of literature surrounding the darknet to examine the influence different platforms have on criminality and behavior, particularly as it relates to darknet marketplaces and cryptocurrency use. Considering other darknets in future research will allow both academics and industry professionals to better understand behavior surrounding online criminality and cryptocurrency, particularly as darknet users seek out less well-known, lower profile venues for engaging in cybercrime and utilizing cryptocurrency. 
Conclusion
	Cryptocurrency is one tool offenders use to finance illegal purchases. This paper examined the Bitcoin blockchain to better understand the movement of money on one darknet marketplace—AlphaBay. Darknet marketplaces have provided a unique venue for understanding illicit finance and the use of cryptocurrency as they function under an intense focus on anonymity, privacy, and security. Despite technological hurdles, criminologists and criminological theories provide additional understanding to computer-facilitated crimes. By manually analyzing the blockchain using existing analytical heuristic techniques, we hope to provide additional insight into the use of cryptocurrency to further cybercrime. Technology and human behavior, when considered together, expand beyond a solely technological lens to provide a thoughtful perspective into the ever-changing world of criminality.
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