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An XR-Driven Digital Twin Platform for Cybersecurity Education

Anthony Lee

(ABSTRACT)

This thesis investigates the application of digital twins as an educational tool within the
domain of cybersecurity, specifically targeting the infrastructure of water treatment plants.
A digital twin is a precise virtual model of a physical asset, process, or system, capturing
its state, behavior, and interactions in real-time. By integrating live sensor data, historical
records, and predictive models, digital twins replicate their physical counterparts with high
fidelity, enabling detailed simulations, monitoring, diagnostics, and analytics. This technol-
ogy supports improved decision-making, predictive maintenance, and operational efficiency
across industries by allowing safe testing and evaluation of modifications without altering
physical assets. A case study is presented to demonstrate an immersive experiential learning
platform that leverages digital twins to provide cybersecurity education. The platform aims
to enhance user engagement and reinforce learning by offering hands-on experiences in a
controlled virtual environment. In addition, we provide a cost-efficient hardware solution
that represents the physical side of the digital twin as connecting it to the actual water
treatment plant hardware is unfeasible. The study compares Al-guided learning, facilitated
by a Conversational Al agent utilizing Large Language Models, against a non-Al-guided ap-
proach. This comparison evaluates the effectiveness of Al in guiding users naturally through
the learning process, thereby examining the potential of digital twins to support efficient,
cost-effective education across diverse sectors. The results show that presence is signifi-
cantly increased with the help of an Al character while other qualities and factors remain

unaffected. However, we see learning improvement overall and received positive feedback



regarding the system. Users liked the digital twin concept and felt like it really helped them

understand the concept thoroughly.



An XR-Driven Digital Twin Platform for Cybersecurity Education

Anthony Lee

(GENERAL AUDIENCE ABSTRACT)

This project explores using virtual replicas of physical systems to create an interactive, hands-
on learning platform for cybersecurity education. A digital twin mirrors the current state
and behavior of a real physical system, such as a water treatment plant, by incorporating live
data, historical records, and predictive models. These models allow for various applications
such as product testing and education without risking harm to the actual system. This thesis
introduces a digital twin-based educational tool designed to teach cybersecurity concepts in a
realistic setting, where users can learn through a realistic experience. To enhance the learning
process, we compare two approaches: one where users are guided by an Al assistant and
another without AI support. The Al assistant is powered by an LLM in a natural form that
helps users walk through learning scenarios and understand complex topics. This research
demonstrates how digital twins, combined with AI, can make cybersecurity education more
engaging, effective, and accessible across various fields. The goal of the presented work
is to help motivate the shift from traditional learning approaches to a more engaging and
experiential model, where learners can interact with realistic simulations, actively participate
in problem-solving, and apply theoretical concepts in practical, immersive environments that

enhance understanding and retention.
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Chapter 1

Introduction

1.1 Background

Building physical prototypes to test one’s idea can be very expensive in time and money.
In addition, sometimes it is not viable to build a physical prototype due to costs and other
constraining factors. For example, when constructing a new building in a city, it would not
make sense to waste money to build a physical prototype just to then either scrap the idea
or make significant changes. However, without a physical prototype, there is no way to see
how the construction of new building would affect the city. In other words, we would not
know the effects without building it first and analyzing the results after its existence. At
that point, too much money would have been invested to make major changes. What if we
could solve all of these problems and build prototypes that are both highly accurate and low
cost? That is where digital twins can come into play. The term Digital Twins (DT) is a
virtual representation of a physical object or process. These digital representations are highly
accurate as they are created from real-time data collected from their physical counterparts

using [oT devices.

But that is not the extent of what DT can do. Many researchers already worked on expanding
the use case for DT. Capabilities can be further enhanced by integrating DT with AT and XR.
This combination enables the development of highly accurate, automated, and immersive

simulations for a wide range of applications, providing a powerful tool for effective education,
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testing, and planning.

As the world relies on more technology for day-to-day tasks, cyberattacks are becoming more
prevalent and have more impact on the population. In the context of critical infrastructures,
which are essential systems and assets that support societal functions, disruptions to these
systems can significantly impact public safety, national security, and economic stability.
Hence, enhancing cybersecurity measures in these critical infrastructures is necessary, and
the first step to achieving this is through proper cybersecurity education. Cybersecurity
refers to the protection of digital assets such as computer servers and networks. An effective
education platform in this field introduces students to various cyberattack methods, teach
them how to recognize different types of attacks and cover preventive measures, highlighting
the importance of cybersecurity. This thesis is centered on the challenge of offering a hands-
on learning experience for cybersecurity within critical infrastructures. More specifically, we
focus on how DT can be used for cybersecurity education. In this thesis, we describe the
development of a physical testbed with IoT infrastructure that cost-effectively replicates the
functions of a critical infrastructure. We create the digital twin’s virtual component using
extended reality (XR), specifically virtual reality (VR), to provide immersive visual effects
beyond real-world capabilities. Additionally, we incorporate Al to enable guided learning
through natural and conversational interactions and compare its effectiveness to when we

don’t incorporate the use of Al

1.2 Motivation

It is impractical to perform real-life simulations or even to build physical prototypes before
implementing the final solution in many situations. Sometimes, it is not practical at all to

conduct simulations on the physical process due to ethics and safety considerations. Suppose
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that we want to provide cybersecurity education for water treatment workers. It would not
be ethical to perform any type of cybersecurity training on the actual system. That would
impede the water treatment process, which then can have serious consequences such as
environmental pollution and adverse health effects to the community that uses that water
supply. You may ask what about building another plant just for educational purposes? Yes,
we could do that, but that would be very expensive. Alternatively, a virtual replica of the
plant can be developed within a digital environment, providing a cost-effective solution that
enables a range of simulations without real-world risks while preserving realism. A prime
example of the advantages of integrating DT, Al, and XR is the development of engaging,

interactive simulations for educational modules.

Cyberattacks are becoming a growing issue and have had devastating consequences for many
people. 145 million people’s personal information such as Social Security numbers was leaked
through Equifax because the company neglected to install the necessary security updates in
a timely manner [6, 27]. In May 2021 a cyberattack occurred on the Colonial Pipeline,
which is responsible for transporting fuel across the eastern part of the United States. The
cause of the attack was through an employee’s exposed password that employees failed to
protect [14]. This vulnerability enabled a cyberattack on the company’s accounting system,
disrupting their ability to track payments and process billing from their customers. As a
result, they were compelled to shut down the pipeline. The result of the cyberattack was
a gas shortage, mass panic, and a significant increase in gas prices. Coincidentally enough
as the case study we introduce focuses on water treatment plants, a water treatment plant
in Texas was hacked by Russia-linked groups, which caused the water treatment plant to
overflow [29]. As demonstrated, humans are the most vulnerable component when it comes
to cybersecurity attacks. Even with the most high-tech security system in place, it is useless

without properly educated employees who adhere to effective cybersecurity policies [2]. This
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is what motivated me to create a new learning platform that aims to fix that.

Traditional educational methods have proven to be ineffective and inefficient due to the
repetition of the teaching structure and the lack of interaction. By involving an interactive
component, we can allow for greater concentration and enhanced learning [16, 27]. The
simulation quality of DT can be significantly enhanced through the integration of XR, which
offers a fully immersive and interactive experience. As a relatively new and innovative
concept, XR is progressively being adopted across various applications. When combined with
DT, XR enables users to interact with multiple objects and navigate the digital twin as if
they were physically present while also interacting with the physical system. This immersive
interaction facilitates more precise and informed decision-making while also acting as a user

interface for the physical system.

A key benefit of DT is that they not only provide a visual model of a product but also
enable precise simulations and data collection, supporting more informed decision-making.
Integrating Al enhances user accessibility and quality by simplifying complex simulations.
For instance, simulating specific scenarios often involves numerous variables, which can be
challenging for non-experts. Al, especially LLMs, can reduce this complexity by generating
specific conditions from high-level input, effectively translating broad concepts into detailed
technical setups. Additionally, Al can process real-time data within the DT, ensuring the
simulation reflects current conditions and can predict potential failures or areas of concern.
Al can also serve as a personalized guide, allowing users to interact with it as if a tutor were
available to explain concepts and answer questions, making education more cost-effective

and efficient than traditional methods.

In summary, combining DT, XR, and AI provide an entirely new level of capabilities like
never before. Having XR allows for a more immersive experience with the DT which can

further expand understanding and engagement. Al offers enhanced comprehension and data
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processing abilities, as well as the ability to automate and handle data more efficiently,
leading to faster and more precise decision-making. This inspired me to suggest an innovative
learning approach in my thesis, which offers an engaging and participatory experience to

improve the learning process going forward.

1.3 Key Issues and Research Questions

As discussed in the motivation section, humans are often the most vulnerable and critical
element in cybersecurity. The lack of cybersecurity awareness highlights the urgent need for
education to address this issue. However, traditional learning methods are often disengaging
and may fail to foster a deep understanding of the subject. There is limited research exploring
the combination of these concepts to create engaging educational experiences. Additionally,
integrating Al language models (LLMs) with XR presents a unique challenge, as these models
are typically designed for text-based interactions, which are not ideal for VR applications
where a keyboard is not readily accessible. To enhance usability and improve the sense of

presence, the AI LLM needs to be presented in a more interactive and engaging format.

Given these problems, the primary objectives of this research include exploring the potential
of experiential learning through the developed system, assessing the effectiveness of human-
like interactions with Al-driven NPCs in educational settings, and creating a cost-efficient
physical testbed with a VR interface that integrates DT, XR, and Al. Ultimately, the goal
is to provide an immersive cybersecurity educational platform that enhances the learning
experience by combining practical, hands-on activities with cutting-edge technologies. With

these objectives in mind, we present the following research questions:
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1.3.1 RQ1: How does utilizing an XR-~based DT platform for cy-
bersecurity education influence participants’ engagement,
knowledge acquisition, and ability to interpret system be-

havior?

It has been demonstrated that the use of XR is increasing rapidly due to its capabilities in
providing an engaging and immersive learning experience [16, 19, 40, 42]. However, very few
curricula involve the use of hardware and VR in combination. Participants in the user study
were asked about their experiences using the developed VR platform and were assessed
on the cybersecurity concepts they learned. Metrics evaluated included their knowledge
of cyberattacks, system usability, presence, and workload. These responses were collected

through various surveys and through an open-ended exit interview format.

1.3.2 RQ2: Does Al-guided learning have an impact on knowledge
acquisition and experience when compared to non-AI guided

learning?

Ensuring that the developed educational platform is effective and beneficial for learners is
essential. Many students are starting to use Al language models (LLMs) like ChatGPT-
4o for educational purposes, and while these tools can be highly valuable, LLMs remain
relatively immature as they have hallucination effects that cause them to provide inaccurate
outputs and other errors [36, 54]. Our goal is to present Al LLMs in a human interactable
format, allowing users to engage with them as if they were interacting with another person.
However, concerns here arise from the reliability of Al and its potential impact on Al-guided

learning.
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To answer this research question, we perform a between subject user design where partici-
pants are randomly selected to complete the Al guided or non Al guided learning modalities.
Users are asked to fill out surveys before and after the study to collect data on user experience

metrics and learning outcomes.

More details relating to these research questions and their challenges can be found in Chapter

3.

1.4 Approach

This thesis aims to develop an experiential learning platform that integrates the three con-
cepts: DT, XR, and Al, within the context of cybersecurity education. The motivation
for this research arises from the alarming rise in cyberattacks, as detailed in Section 1.2,
highlighting the necessity to transition from traditional educational approaches to a more

engaging and immersive learning experience.

The proposed approach is based on Kolb’s Learning Cycle as it helps connect theory with
practical applications to further user understanding. The VR environment consists of two
phases: the tutorial phase and practice phase. The tutorial phase fulfills the first half of
Kolb’s learning cycle while the practice phase fulfills the second half of Kolb’s learning cycle
(Figure 4.1).

To establish a foundational understanding, we begin with a literature review (Chapter 2),
which dives into existing research related to XR, AI, and DT. This review explains how these
concepts have been previously employed and identifies critical research gaps that this thesis

seeks to address.

As part of a Workforce Development program in collaboration with Virginia Tech and Vir-
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ginia Military Institute, we create an Experiential Learning Platform in the context of cy-
bersecurity education for water treatment plants It leverages a VR user interface for the DT
concept. The platform has two distinct phases: a tutorial phase to familiarize users with the
system and teach them about the cyberattacks and a practice phase for hands-on application
of the knowledge they just learned. We conduct a between-subject user study to compare
two different modalities presented in the practice phase: Al-guided and non-Al-guided ap-

proaches, with further details provided in Section 4.4.4.

On the physical front, we construct a cost-effective hardware testbed that replicates the
essential functionalities of a water treatment plant using IoT devices. This infrastructure
facilitates cyberattack demonstrations, allowing participants to observe and interact with
cyberattack scenarios in real-time. Detailed implementation aspects of this testbed can be
found in Section 4.4.3. Throughout the educational experience, users witness the ramifica-
tions of cyberattacks by executing them on IoT devices, with the implementation details

elaborated in Section 4.4.2.

The user study participants are randomly selected to participate in Al guided learning or
non-Al guided learning. This helps us assess the effect of using Al NPC characters. Users
are assessed on their cybersecurity knowledge before and after the study to obtain data on
their learning improvement. In addition, we evaluate user satisfaction with the participants’

experience with the system by obtaining various metrics described in Chapter 6.

The system’s implementation and the user study results are subsequently linked to our
research goals and questions in Chapter7. This provides further insight into how the work

here achieves them and how key features play a contributing factor.
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1.5 Contributions

This thesis aims to introduce a new type of learning mechanism where user experience is
the contributing factor to learning and concept retention. More specifically, a case study is
provided that demonstrates how we can develop a system that combines the three concepts
(XR, AL, DT) to potentially improve cybersecurity education in the context of water treat-
ment plants. The system’s capabilities are demonstrated through a user study to evaluate its
impact on learning, its influence on human behavior, and its overall effectiveness. A discus-
sion is then provided that analyzes our findings and how these findings provide suggestions

for future work.

Furthermore, this work has resulted in several scholarly contributions, culminating in three
academic publications. These include papers presented at the HCI International 2024 [27]
and IEEE UEMCON 2024 [37] conferences, as well as a journal paperr [13].

The HCI International paper highlighted the significance and motivation driving the project,
as well as the proposed overall architecture of the platform. It provides a comprehensive
explanation of the design and functionality of each component, detailing how they interact

and integrate seamlessly.

Building on this foundation, my subsequent paper, published and presented at IEEE UEM-
CON, focuses on the development and design of the VR component. This work introduces
Kolb’s learning cycle as the theoretical foundation of the VR system architecture and includes

a user study evaluating the component’s effectiveness and feasibility.

Expanding further, the journal paper explores a novel framework that integrates XR and
Generative Al within a gamified platform. This paper examines user behavior within the
system and utilizes my thesis work as a case study to validate the framework, demonstrating

its potential in practical applications.
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1.6 Thesis Structure

Chapter 1 provide an overview of the relevant concepts and demonstrates the need and
motivation for this research. It also covers the proposed research questions and a high level

overview on the proposed approach.

Chapter 2 presents a review of existing research on DT, XR, and Al and its application
within critical infrastructures and learning. It examines their use in product design, existing
digital twin frameworks, and educational applications to support the case for the relevance
and potential benefits of this thesis. The literature review dives into the current research

gaps and how filling in those research gaps can be beneficial.

The problem definition is presented in Chapter 3, where we discuss the issues we aim to
address in the research, along with the justification for how the research questions align with

these challenges.

The thesis then dives into the specific case study in Chapter 4 where we detail the de-
velopment of the proposed learning platform and the various features it provides. Details
regarding the study design are provided in Chapter 5 where we discuss the format and details

of the user study.

This is followed by an evaluation of this experiential learning platform in Chapter 6 which
provides researchers with insight into how to adopt these ideas to improve the future capa-
bilities of these concepts. Evaluation of this case study analyzes how effective this type of
learning tool is for people who are new to the concept of cybersecurity when compared to

traditional learning methods.

The results provided from Chapter 6 are then analyzed and discussed further in Chapter 7

where we talk about some theories as to why we obtained those particular results. We also
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provide some observations and discuss areas for improvement in future work. Chapter 8

summarizes the work presented in this thesis.



Chapter 2

Review of Literature

Numerous studies have initiated research into the individual use of DT, XR, and AI, as well
as the integration of these technologies in pairs for diverse applications. However, there is a
lack of focus on exploring the potential of merging all three components. Research lacking
the XR component lack the immersive experience that could be provided to a user to help
simulate real-life scenarios on an entirely different level. This, in turn, aids stakeholders in
making more informed and educated decisions thanks to interactive experiences. Incorpo-
rating Al provides seamless automation for processing large amounts of data being received
from various sources and reflecting that data onto the DT environment. It can even be used
to generate dynamic content which is especially helpful in education scenarios. In addition,
it can assist in analyzing intricate data, facilitating the translation of technical information
into a more accessible format for beginners, and ultimately aiding students in comprehend-
ing complex concepts. Predictive algorithms can be formulated that help provide further
analysis capabilities that humans are unable to perform. This literature review dives into
the various research applications for the fields so far and analyze how they could be further

improved.

12
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2.1 History of DT

This section aims to introduce some historical context of how the realm of DT came to
light. Originally it was not called a DT. It was only called a twin back in the 1960s. The
term twin was formulated by the National Aeronautics and Space Administration (NASA).
NASA employed this concept to create replicas of their space vehicles to evaluate their
effectiveness. This concept also helped NASA troubleshoot various issues that came to light
when astronauts were in space. A notable example is the Apollo 13 space mission, where the
concept of a twin evolved into a DT during the rescue operation. An oxygen tank explosion
caused damage to the main engine of the spacecraft. The astronauts were stranded but
thanks to the team on the ground, engineers were able to create a DT model of the Apollo
13 spacecraft that allowed them to provide the astronauts with a solution to come home
safely. Given that the rescue mission was a success, it further proved the usefulness of the
DT concept [1, 33]. NASA continues to use the DT concept to ensure the safety of their

vehicles and to prevent anything like Apollo 13 from happening again.

However, NASA is not the organization that gets the credit for developing the DT concept.
The person most known for getting the DT concept recognized is Dr. Michael Grieves,
a Research Scientist/Executive Director at the DT Institute. He first introduced the DT
concept in 2003 as a part of his course on Product Lifecycle Management at the University
of Michigan [18]. This was during a time when the digital world was extremely new and not
commonly used. On top of that, most of the manufacturing data was collected manually

and physically on paper, hence the lack of automation and digitalization.

The next notable progression of DT took place in 2012 when NASA applied the DT concept
to collect data from their vehicles remotely. Their vehicles were integrated with various

computer systems that allowed them to gather data on their vehicles’ health to formulate a
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dataset to perform high-fidelity simulations [20]. This overall contributed to the significant

improvement of the safety and reliability of their spacecraft [17].

Research into the DT field continues to expand as more and more industries begin integrating
[oT devices for many different applications. Especially into Cyber-Physical Systems as a part
of the Fourth Industrial Revolution Initiative founded by Germany. The Fourth Industrial
Revolution was created in 2011 by the German government to make Cyber-Physical Systems
more intelligent. They aim to do this by using real-time data and modern communication
technologies to create a more intelligent and autonomous manufacturing process. Many
other countries have also followed suit and are forming collaboration projects to support
this initiative [50]. To provide context on the first three industrial revolutions here is a list

containing their definitions:

First Industrial Revolution - The transition of manual labor for product production to

the use of machines powered by steam and water.

Second Industrial Revolution - The introduction of electricity into factories. Helped

create modern production lines that resulted in a more efficient manufacturing process.

Third Industrial Revolution - Introduced computer systems such as Programmable Logic
Controllers (PLC) and communication technologies into the manufacturing process

that created automation in production mechanisms.

2.2 Product Design and Prototyping Applications

Presently, many product designs overlook digital design aspects and predominantly rely on
traditional approaches, crafting and evaluating physical prototypes despite the industry’s

shift towards digital methodologies. This divergence largely arises from a lack of data-driven
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practices in both virtual and physical design realms. Furthermore, when both virtual and
physical components exist, they often lack integration, undermining their combined utility.
On top of that, there is the exponential growth in data volume requiring collection and
analysis. Thus, there is a pressing need for streamlined methods to gather and analyze this
expanding dataset efficiently [18]. The approach needs to change as it is less efficient and
generates more costs during the production process. Industry 4.0 also known as the fourth
industrial revolution [25] aims to achieve this goal by converting the manufacturing process
to be more intelligent to provide for a more efficient, dynamic, and less time-consuming

process.

Industry 4.0 is heavily reliant on the concept of Smart Manufacturing, which is the use of
real-time data to make the appropriate changes needed during the manufacturing process.
This process is used to keep quality control in check and possibly identify various flaws. The
main issue is that having everything done manually leads to extra costs, due to manpower
and time. Hence the introduction of Al into the manufacturing process can help alleviate
these factors. Aphirakmethawong [4] emphasizes the importance of smart product design
to be successful in the industry. The author proposes Al as the solution for smart product
design as it can analyze various data points such as customer needs and ergonomics much

quicker to facilitate development.

Fei Tao [43] proposed a DT-based product design process that aims to solve various issues
of the traditional physical design process. One such issue is the inability to monitor physical
systems with high fidelity remotely. Adding a virtual model adds the convenience of being
able to monitor systems remotely. This design approach also further supports the issue of
data collection. Tao emphasizes the issue of having to analyze data from various sources
which leads to an unorganized data collection methodology. His solution aims to fix that as

DT can gather real-time data from the physical system and consolidate it with other data all
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under one roof. His work also supports a new design approach of receiving customer feedback
as they are developing the product. It would be infeasible to replicate the physical system
for each customer or have the customer travel to where the physical product is located. With

DT, there is now a virtual component that can be shared with customers remotely.

This research is a great step in the direction of Industry 4.0 but this work still heavily
relies on the use of physical prototypes which increases costs and the amount of work. By
incorporating XR, the DT model can be brought to life. Interaction capabilities allow users
to determine ease of use, defects, and various other problems before formulating a physical
prototype. Hence significantly reducing costs and manufacturing time. It also provides an
easier solution for testing purposes as testing in an XR environment, also allows for simulation
parameters to be changed quickly, and is less costly since no physical equipment is needed to
form the desired testing environment. Al not only assists with the data collection here but
can also be used to help create various parameters and scenarios delivered simultaneously
while also performing real-time data analysis. Examples of potential analysis capabilities
include predictive algorithms for product defects and unsuitability in various scenarios. Some

possible use cases for Al are described in Section 2.2.1.

2.2.1 Current DT and Conceptual Frameworks

Catalano proposed a DT framework where XR is used to improve business performances
such as in a production factory. The framework involves two types of operators: on-site
and off-site. The on-site operator is in the actual manufacturing plant and wears an XR
device such as the Microsoft Hololens. The XR device allows the operator to use various
apps that provide a set of interactive smart functionalities and help operators perform their

jobs with utmost accuracy. The off-site operator can access the framework using a web app
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that provides them with real-time data from machines and a simulation tool [8]. A critical
element absent from the proposed framework is the incorporation of Al for processing real-
time data. The paper’s referenced software, AnyLogic [9], does not inherently employ Al
for data processing and simulation generation. Instead, it requires manual configuration
by users to meet their specific simulation and application requirements. Grieves [18] also
proposes a similar framework in the realm of manufacturing to emphasize the importance
of a data link between physical and virtual processes. He proposes a Unified repository be
used to link the two together. The Unified repository would contain data populated from

both the physical and virtual assets where they can be classified and further used as needed.

Having a person analyze all of the data manually can be severely overwhelming and lead to
costly mistakes. Integrating Al into both Grieve’s and Catalano’s work could significantly
enhance this process by providing seamless automation and speedier configurations. Within
Catalona’s framework, an on-site operator could leverage Al for real-time feedback on their
actions. Instead of manually adjusting each parameter and observing outcomes, users could
direct the Al to simulate specific scenarios, with the Al autonomously formulating the nec-
essary intricate details. Moreover, the Al could continuously assess the operator’s decisions,
offering dynamic feedback on selected actions. Al could proficiently sort and analyze real-
time data for off-site operators, preemptively spotting failures or imperfections that might
evade human detection. Additionally, Al integration could streamline the simulation pro-
cess, enhancing predictive capabilities and significantly simplifying user interaction within

the simulation environment.
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2.3 DT Applications in Critical Infrastructures

There are many benefits to applying a DT concept to critical infrastructure applications.
One of which is the ability to collect real-time data from the cyber-physical system of the
critical infrastructure. By providing this data collection, Al can enhance analysis capabilities
to prevent future failures and improve cyber breach detection. More specifically, Al can be
utilized as part of an Intrusion Detection System for monitoring anomaly detection or it
can be used to provide dynamic feedback or suggestions for preventative maintenance and
improving water quality. Snijders et al. [41] uses Temporal Convolutional Neural Networks
in combination with DT to create a predictive algorithm meant for testing certain conditions
in Cyber-Physical Energy Systems. Xu et al. [49] demonstrates that Al and DT can be used
to perform anomaly detection. Anomaly detection is the detection of abnormal behavior in
a given system which can be used to detect a potential breach in security. The benefit of
having a DT compared to just simply using an Al model for anomaly detection is the ability
for continued learning. More specifically, it can handle what is called unlabeled data, which
is data that has not been classified or within the scope of the Al's knowledge set, to learn
and adapt while the cyber-physical system continues to operate. The experiment resulted
in an anomaly detector that outperformed the majority of other notable anomaly detection
systems demonstrating its effectiveness. In addition, the study tested with and without the
use of a DT to collect real-time data and further showed the need for a DT to achieve better

performance.

Wei et al. [45] advanced this research by proposing a DT framework that integrates the
contributions of Snijders et al. [41] and Xu et al. [49], with a specific focus on enhancing
Al capabilities within cyber-physical systems, particularly within water treatment facilities.

Notably, their work emphasizes the significance of continuous predictive modeling by Al,
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leveraging real-time data for both forecasting and model refinement. Empirical findings
demonstrate the indispensable nature of this framework, demonstrating a marked reduction

in classification errors compared to approaches not incorporating real-time data.

Similarly, Zhao et al. [52] contributes to this domain by developing a DT for water treatment
plants, addressing challenges that are present in traditional manual labor practices. Through
this work, they aim to dynamically represent plant operations digitally to allow operators to
discern issues imperceptible through direct observation. Additionally, the framework facil-
itates automation functionalities, such as temperature regulation. Zhao employs advanced
machine learning models including Long Short Term Memory and Gate Recurrent Units to

forecast water quality based on specific plant data inputs.

This type of work is not just specific to water treatment plants and can be applied to
many different applications. White [46] discusses the use of DT for the modeling of a
smart city to take advantage of the large presence of building information models (BIM). He
focuses on taking advantage of this to provide an accurate 3D model of a smart city where
various simulations can be conducted. Examples of simulations include new city construction
projects, traffic pattern analysis, and severe weather conditions. This model can then be
provided publicly online where residents of the city can provide feedback on the proposed
changes or be well-informed about potential city conditions to provide more transparency.
Although the introduction and related work sections of White’s paper talk about AI and

ML, it is unclear if his solution uses any form of Al for data collection and processing.

2.4 Current Experiential Learning Experiences

Traditional teaching methods are becoming inadequate for students as it is hard to remain

focused and does not expose the new concepts clearly or engagingly [16]. Many researchers
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have begun to explore how to provide a new type of learning experience that can further
improve material retention through realistic experiences. This is known as Experiential
Learning. Gironacci proposed integrating Natural Language Processing with Al and XR to
create a system that delivers dynamic feedback based on user input and interactions within
the training simulator [16]. An XR simulator [51] for learning how to play the guitar aims
to improve traditional learning methods by providing real-time feedback and guidance. It
aims to teach students how much force to apply to guitar strings and how to time the strokes
correctly. The simulator does not incorporate Al which could be used to further enhance
the learning experience. Al could analyze the user’s behavior to generate dynamic feedback
unique to the players’ actions and also help in generating dynamic lesson materials. The
paper noted that it wanted to provide guidance markers that help users understand their
finger placement on the guitar while playing a song. But this is unique to the specific song
they are playing so to reduce the burden of programming all of that manually, we can train
the Al to do it for us. We do achieve something similar in the case study (Chapter 4) by
having an Al agent guide users throughout the education process and provide feedback based

OIl user responses.

Experiential learning is even being considered for various sports such as soccer. An XR
environment is being created to train soccer players in executing goal kicks, utilizing image
recognition software and a camera system. [34]. The camera is used to measure various
parameters such as ball speed and axis rotation to help create a trajectory for the player. Al
can be incorporated into this use case to analyze the parameters and autonomously provide
personalized suggestions for improving the kick. In other words, Al can be used as a virtual

coaching assistant.

Komninos [24] proposes a DT system to solve the challenges of Environmental Education

within Urban areas for young children. He achieves this through a smart birdhouse that
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collects various data such as sound and images which can then be portrayed through the
birdhouse DT that allows children to experience the birds in the natural environment from
any location. The problem with this solution is that a Raspberry Pi device with a tiny screen
is used as the DT. This hardly produces an enjoyable experience let alone a realistic one.
Further work can be implemented to incorporate Komnino’s solution with an XR component

to provide further realism.

2.5 Learning Analytics (LA)

The term Learning Analytics is defined as the area of research where measurements and
collections of data are used to analyze learning effects and how to optimize them. Currently,
this area of research is premature and it is agreed upon that there are no effective learning
behavior indicators or ways of extracting these behaviors from virtual environments [48]. It
has been demonstrated that LA and learning design has strong correlations with each other

30, 35, 47].

Xiao et al. [48] applies LA in the context of Mobile Learning Support Systems that integrate
with AR. He gathered various data from participants that analyzed the subject’s interaction
with the training material such as reading speed and then made correlations to the normal
learning speed to demonstrate their platform’s effectiveness and usability. On top of that,
the LA model also allowed for the analysis of user behavior to determine if a participant
treated the learning seriously to reduce bias in the data. Similarly, Sharma et al. [39] used
eye-tracking data to form a Gaze-based Learning Analytics Model to track the students’
attention with online digital content. The model displayed students’ attention levels and

guided their focus on the screen, leading to enhanced learning outcomes.
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2.6 Methods

2.6.1 Research Topics

Conducting this literature review allowed for an understanding of the current applications
of XR, AI, and DT and its potential for further innovation within various applications. This
review provided an analysis of the research gaps in current studies and how these gaps could

be filled. The following learning questions were used during the literature analysis.

LQ1: What are the current applications and interaction techniques for DT, XR, and AI?

Especially in the critical infrastructure sector.
LQ2: How can DT be combined with Al or XR for practical application use?
LQ3: How has the use of DT and XR made an impact on various industries?
LQ4: How are XR, AI, and DT currently used in the education sector?

LQ5: What are some ways to measure and evaluate learning?

2.6.2 Inclusion Search Criteria and Methodology

To ensure that only relevant and quality papers were used for the Literature Review, we
only used Virginia Tech library resources and tools. The library provided access to many
academic paper databases but the following databases were primarily used: IEEE Xplore,
SpringerLink, ACM Digital Library, MDPI, and Science Direct. On top of that, the following

criteria were used in identifying papers.

1. Was a published academic paper
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2. Paper was found through notable conferences such as HCI International and IEEE-

sponsored conferences.
3. Had a focus on at least one of the following concepts: DT, XR, and Al

4. Focused on Academic Research

The search methodology consisted of the following steps:

1. Use a combination of the keywords mentioned in 2.6.3 to find relevant publications on

the databases mentioned above.

2. Determine if the publication was of interest and relevance by reading the abstract,

introduction, and conclusion sections.

3. Within the papers of interest, look at other relevant sources that were cited to see if

they were also of relevance by repeating step 2.

2.6.3 Keywords Used

The following keywords were used both separately and in combination when searching for

relevant papers:

1. Artificial Intelligence
2. Digital Twins

3. Virtual Reality

4. Augmented Reality

5. Mixed Reality
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6. Extended Reality

7. Education

8. Learning Analytics

2.7 Discussion

The goal of this literature review is to dive deeper into the current research that has been
done in XR, AI, and DT and analyze potential research gaps to provide a better context for
the goal of my research. Which is to demonstrate how AI, XR, and DT can benefit from
being used together. The literature contains five sections to achieve this goal. We start by
diving into the history of DT and how it was introduced into the world. We saw that DT has
practical uses for many different applications and can be used as a life-saving tool, further

demonstrating the essential role of DT in practical applications.

The second section explores the current flaws of the heavily physically reliant design process.
We analyze the proposed solution and add some potential benefits of incorporating XR and
AT into their existing solution. A great example of the importance of this work can be seen
in New York City’s subway system. Currently, the Metropolitan Transportation Authority
is substantially in debt and projected to go deeper in the coming years [12]. Yet they are
wasting millions of dollars on various pilot programs that have proven to be ineffective
[11, 44]. $700 million was spent just to test a set of new turnstiles that were then found to
have significant flaws. By implementing a digital design process, as mentioned in Section
2.2, a virtual replica could have been created, and a user study could have been conducted
to identify these flaws, thereby saving the MTA the $700 million cost of manufacturing these

ineffective gates.
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Section 2.2.1 continues the topic of product design and analyzes a proposed DT framework
for the manufacturing sector. We specifically discuss how AI can be beneficial here to
determine design flaws before they occur. As humans, we are unable to process data and
make predictions quickly when compared to what Al can do. Hence leading to human errors
and significant quality control issues. Honda recently recalled more than 750,00 vehicles due
to airbag safety issues [3]. Boeing’s 737 Max has recently had many quality control issues
due to dozens of issues that have been discovered over the years [7]. The most notable one
was the incident with Alaska Airlines where an emergency door panel blew off the plane
mid-flight. AI here could have been used to conduct various simulations and predictive

algorithms for long-term durability to determine flaws ahead of time.

As the case study focuses on cybersecurity education for critical infrastructures, we thought
it would be appropriate to review the current work going into DT applications for critical
infrastructures (Section 2.3). The section demonstrates the potential benefits of applying
the DT concept for critical infrastructure applications. Al can be used for real-time data
collection for various applications such as studying system behavior, cybersecurity protection,
and preventative measures. So much data is continuously being generated and it is infeasible
for humans to process and keep up thoroughly. AI alleviates this burden on humans and
provides capabilities to detect system failures before they even occur. This is an important
factor for critical infrastructures as they run 24/7 and can not afford to become inoperable.
As humans becomes more heavily reliant on computers and digital systems, the attack surface
for cyberattacks continues to increase. Section 1.2 has already demonstrated the capabilities
of these types of attacks. By having Al perform anomaly detection, sophisticated firewall

systems can be built to detect intrusions that other mechanisms failed to prevent in real-time.

In the case of smart cities [46], Al can be used to simulate the city in real-time by processing

[oT data being received to then accurately reflect it on the DT. In addition, it can be used



26 CHAPTER 2. REVIEW OF LITERATURE

to simulate various conditions to determine flaws in a proposed design. We can ask the Al
to simulate bad weather such as heavy rain to determine if heavy rain will cause flooding in
certain areas or ask the Al to simulate how the city would be with an increased population
due to a new building being added. Which can then provide hypothetical traffic patterns
and effects on public transit. Although there is a 3D model of the DT, further immersion
can be provided if XR is incorporated. More specifically, XR can provide the ability to walk
through the environment and interact with various objects. For example, if a new subway
station with new technologies is proposed, XR will allow stakeholders to walk through the
new proposed subway station and interact with the various technologies. This will allow
them to visualize and experience the proposed project before building it allowing them to

save millions of dollars and allow for easier design refinements.

Experiential Learning is an important concept that should be explored further due to its
effectiveness in portraying actual scenarios clearly to the students. The use of some type
of video or immersive experience has resulted in better long-term memory retention. VR
has been proven to support this immersive experience by providing interactive capabilities
that change the way students portray themselves in the learning scenario [22]. Experiential
Learning through VR is more effective than traditional learning methods due to its ability
to provide details beyond traditional textbooks and PowerPoint presentations. Students can
experience first-hand what it is like which provides a better sense of imagery for deeper
comprehension. On top of that, the DT concept is rarely used for learning purposes. If
added, it can help students further visualize the concepts in practicality on top of VR. My
thesis aims to continue this trend. Therefore, this literature review includes a section on how
VR has been utilized for experiential learning so far, providing the necessary information to

expand upon that research and integrate Al and DT to further enhance experiential learning.

It is challenging to identify the key attributes of human behavior for evaluation, making
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it difficult to establish a standard method for measuring human behavior [48]. On top
of that, different types of learning methodologies would require different types of analysis
methodologies. As DT and VR are not highly used in the education field yet there is no
standard way to measure human behavior for learning outcomes. The goal of Section 2.5 was
to introduce the ideas so far that have been used to gauge and evaluate different learning

platforms. More details about the challenge we are faced with are presented in Section 3.2.5.
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Problem Definition

In the previous chapter, literature review provided an overview of the history of DT and
the various applications it was used for. In addition, it covered potential use cases within
critical infrastructures and talked about how XR has proved to be beneficial for educational
purposes. However, little research looks into how DT, XR, and Al can be combined for
further potential, especially in education. It is often difficult to visualize the importance
of the DT concept due to its rare use and the lack of education on the topic. However,
these concepts are beginning to be implemented in the industry but there is a gap between
academic education and industry needs. My thesis is connected to a collaboration within
a workforce development program involving cadets at the Virginia Military Institute and
graduate students at Virginia Tech. Through this program, we strive to enhance students’
readiness for the workforce by exploring the development of these new technologies, while also
examining the impacts of applying these concepts within the education sector. To achieve
the goal of educating students about the DT concept while creating a platform to study the
effects of a proposed system being used for educational purposes, we create an Experiential
Learning platform for cybersecurity education in the context of water treatment plants. By
developing and testing this platform, we strive to contribute to research for combining DT,
XR, and AI concepts and motivate the change from traditional learning methodologies to a

more immersive and engaging method.

28
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3.1 Research Questions

Many methods of teaching have been proposed, yet we are still favoring the traditional
presentation style of learning that provides no sense of engagement and decreases learning
outcomes [22]. Learning experiences using VR provide immersion and visualizations that
further enhance the student’s ability to comprehend teachings. It has already been shown
in various research that VR is effective for educational purposes. My primary objectives of
this thesis is to study the learning effects of using VR as a user interface for DT platforms.
While also studying what happens when DT are supplemented with additional features such
as being able to interact with an LLM that provides the users with dynamic feedback based
on user interactions and input. Through this work we are also contributing to workforce
development and preparing the next generation of engineers on the concept of DT and VR.
We aim to use these concepts to promote enhanced problem-solving and critical thinking.
Further research is needed to determine if combining these concepts will provide for a better
learning outcome or make learning overcomplicated. My thesis aims to answer the following

research questions.

RQ1: How does utilizing an XR-based DT platform for cybersecurity education influence
participants’ engagement, knowledge acquisition, and ability to interpret system be-

havior?

RQ2: Does Al-guided learning have an impact on knowledge acquisition and experience

when compared to non-Al guided learning?

As discussed in Chapter 1, traditional learning methods are not feasible due to their inability
to portray concepts clearly and engagingly. Furthermore in the context of the case study,

using the actual water treatment plant for educational purposes to portray effects would
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be infeasible due to high equipment costs and various ethical concerns involved. These are
some of the challenges that interfere with providing an effective methodology for teaching
cybersecurity concepts in the context of water treatment plants. The research we conduct
aims to solve the visualization problem by using a VR interface to portray the effects of
cyberattacks on the system. Since the infrastructure at the real water treatment plant can
not be used, we create a more cost-efficient physical component of the DT that aims to mimic
all essential hardware components of the water treatment plants and provide the concept of

connectivity between the virtual environment and physical mechanisms through IoT devices.

Generative Al is an emerging concept that people have been using as a tool in many fields,
from coding to writing it has helped people succeed in a specific task. In Chapter 2 we have
shown the potential of using generative Al to create content based on user feedback and how
it has proved to be effective. In addition, it has proven useful in the education realm, more
specifically in the field of Computer Science and Engineering Education [26, 53]. We aim to

further explore Al’s capabilities as a virtual teacher and explore its effectiveness.

3.2 Research Challenges

Various design and development challenges need to be dealt with to truly answer the proposed
research questions. The list of challenges below presents key aspects of developing the

educational tool.

Using LLMs to generate attack commands and dynamic content for guided
learning:
LLMs are far from mature. Consistency and accuracy are required for education plat-
forms to be effective which LLMs tend to lack. Our goal is to leverage LLMs to create

an Al-guided experience that enhances user engagement in a natural form. We require
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a method to transform text-based LLM models into naturally interactive, person-to-

person conversations.

Connecting the Virtual Environment to the Physical Environment:
To ensure the Virtual Environment consistently mirrors the physical systems accu-
rately, a real-time data link is needed. In other words, a reliable and efficient commu-
nication protocol must be established to maintain proper and continuous interaction

between them.

Cost and Accuracy:
In the context of water treatment plants, it would be unreasonable to replicate the
entire plant to perform demonstrations due to the high costs. So a cost-efficient way
needs to be determined. On top of that, the physical environment needs to accurately

reflect the core elements of the water treatment process to support realism.

Security:
As we will be demonstrating cyberattacks on the educational platform by performing
them, ethical considerations need to be considered to ensure the safety of the public

and the equipment to prevent damage.

Evaluation:
We need to ensure that the proposed system provides students with the appropriate

learning outcomes. To do that, we need to evaluate its effectiveness, and ease of use.
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3.2.1 Using LLMs to generate attack commands and dynamic con-

tent for guided learning

Although LLMs have proven to be a really helpful tool, they are far from mature and can still
produce results that are inaccurate [26, 53]. Hence we can not rely on Generative AI 100%
of the time. They tend to generate fantasized information and have trouble following simple
instructions consistently. As we need to use Al to generate dynamic content for users in the
Virtual Environment and generate attack scripts, these factors are important. If the platform
is only able to generate attack scenarios sometimes or provides irrelevant information, this

can misguide users or impede them from visualizing the cybersecurity concepts in action.

Educational learning platforms tend to omit the capabilities of AI and have static content for
users to work with. This prevents users from asking questions to further their understanding
unless an instructor is present which is not always the case. On top of that, programming
for all possible user responses is unfeasible and tedious. If we can integrate Al to generate
dynamic content, it will allow students to receive dynamic feedback based on their inputs
and provide personal engagement that enhances their learning experience. Also interacting
with LLM’s like ChatGPT has primarily been through text-based chats which is not suitable
when providing engagement and immersiveness through a VR application. To enable more
natural interaction for students on the platform, a speech-to-text and text-to-speech system
must be implemented. Additionally, the representation of the AI in the VR environment

should be designed to provide a sense of realism and naturalness.
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3.2.2 Connecting the Virtual Environment to the Physical Envi-

ronment

The purpose of a DT is to have an accurate virtual replica of the physical system. Therefore,
a communication mechanism is required between the virtual and physical environments. It
is essential to identify a suitable communication protocol that is compatible with both the
virtual environment program and the hardware forming the testbed to establish a real-time
data link. The communication platform needs to be accommodating of transmitting data in

parallel on the same network while making sure the data is routed appropriately.

3.2.3 Cost and Accuracy

To make this educational platform accessible to everyone, we need a cost-effective solution.
Building a large-scale replica of a water treatment process is expensive because the commer-
cial equipment used in real plants is pricey. Additionally, maintaining and operating such a

replica would not be sustainable in the long run due to utility and maintenance costs.

At the same time, the hardware platform should accurately reflect the core elements of the
water treatment process to ensure realism and accuracy. This is important in the context
of education as it allows students to make real-world connections when going through the
scenarios. In the world of DTs, creating a cost-effective replica of the physical hardware
system is crucial. While a fully functional replica might be ideal, the expense often outweighs
the benefits especially since one of the goals is to provide a cost-effective education platform
that can easily be adapted. This translates to significant cost savings, improved safety, and

ultimately, a more efficient and reliable physical system.
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3.2.4 Security

As cyberattacks are performed on the developed systems, using the actual water treatment
plant infrastructure is unacceptable since it can pollute surrounding ecosystems and the
water supply, along with damaging expensive equipment. Additionally, we must ensure that
our system adheres to legal regulations, as conducting cyberattacks is both unethical and
illegal. Therefore, it is crucial to host our platform on a private network within a closed
loop to prevent cyberattacks from accessing unauthorized networks or impacting unrelated
clients. Within this closed-loop network, no non-target devices should be connected to avoid

the risk of their systems being compromised.

3.2.5 Evaluation

No learning platform is perfect in the beginning, and there is always room for improvement.
Evaluating system usability is relatively straightforward, thanks to numerous established
Human-Computer Interaction standards. However, measuring human behavior when engag-
ing with the material presents its own set of challenges. This is where Learning Analytics
(LA) becomes essential. We need to develop a methodology that can analyze the users re-
tention of cybersecurity concepts and provide insights into user engagement. This enables
us to identify strengths and weaknesses within the curriculum, allowing for further design
enhancements. Another challenge is the interpretability of results, as educators must deci-
pher complex data to make informed decisions. Misinterpretation poses a risk, potentially

leading to inappropriate interventions.
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Approach

4.1 'Traditional Learning vs Experiential Learning

In this section, we define the terms traditional learning and experiential learning and then
provide a comparison of the two techniques to provide a clear understanding of our approach.
Traditional learning, also known as passive learning, involves students receiving information
from an instructor and processing the information they have learned. The most common
and widely used example of this methodology today is lecture-style learning where students
simply attend a presentation and take notes. This method provides no engagement or hands-
on experience for students to understand concepts in greater depth hence making it more

difficult to process the information.

In contrast, experiential learning, also known as active learning, involves students actively
participating in the learning process. Instead of passively taking notes during a lecture
given by an instructor, learners actively engage with the material through some form of
interaction, allowing them to gain practical experience. The experiences gained through this

method result in a deeper understanding of the material and improved retention of learning.

35
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4.2 Kolb’s Learning Cycle

The framework that is followed to provide an experiential learning platform is known as
Kolb’s Experiential Learning Cycle [23, 31]. This model was chosen as it emphasizes learning
through experience, making it ideal for applications that require a combination of theoretical
understanding and practical implementation, such as cybersecurity, where hands-on activities
and real-world scenarios are crucial for understanding and mitigating complex threats. Kolb’s
main theory was that learning is most effective when users go through the experience and can
reflect upon it. The cycle involves four stages (Figure 4.1). The first is concrete experience.
During this stage, users are first introduced to the concepts so they have a high-level idea
of what to expect. Following the completion of this stage, users then watch the learning
being applied in a realistic scenario to provide further understanding. This stage is known
as Reflective Observation. Once the users encounter the experience, they can use what they
have just seen to process further the concepts they are learning and make any adjustments
to their knowledge that they may have believed was correct. This stage is known as Abstract
Conceptualization. Once users feel they have a good understanding of the concepts, they
can reinforce their understanding through the Active Experimentation stage. This is where

learners would apply their knowledge to realistic scenarios and learn by experience.

Inspired by the motivations in Section 1.2, the approach taken was through a case study that
was conducted as a part of a Workforce Development collaboration between Virginia Tech
and the Virginia Military Institute. The case study aims to study the effects of learning
through the core concepts (DT, XR, and Al) in cybersecurity education for water treatment
plants. The project seeks to offer an immersive educational experience that enhances plant
workers’ awareness of cyber threats and the potential consequences of failing to implement

proper precautions.
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Figure 4.1: Kolb’s Learning Cycle. Image Credit: [10] (Creative Commons Attribution 3.0).

4.3 Objective

Humans often represent the weakest link in any cyber system, with many advanced attacks
exploiting human errors, vulnerabilities, or obvious flaws. Despite extensive research on
mitigating human-related risks in cyberattacks and defense scenarios, no single model has
proven entirely effective in addressing these challenges. Factors such as individual character-
istics, specific environments, and the nature of the threat or defense significantly influence
outcomes. In mission-critical applications, the stakes are even higher, with increased risks

and associated mitigation costs.

We propose a cost-effective, programmable, and fully immersive testbed based on the DT
concept, designed to simulate a mission-critical application: wastewater treatment. This
platform integrates XR, Al, and DT to enhance education on cybersecurity policies and
strategies. By immersing users in a realistic operational context under cyberattacks, the
testbed explores scenarios where attacks exploit human errors or cybersecurity vulnerabili-
ties. Leveraging LLMs generates motivational strategies that induce human errors, creating

opportunities for further attacks. The entire process is visualized in XR to maximize user
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immersion and provide a realistic depiction of real-world cyberattack scenarios.

4.4 Case Study: Water Treatment Plant

We demonstrated the implementation through a case study that provided cybersecurity
education in the context of water treatment plants. We selected water treatment plants for
several reasons. First, we aimed to offer training in the context of critical infrastructure
to highlight the relevance of cyberattacks to all populations, regardless of an individual’s
background. Critical infrastructures are essential for daily life, and an attack on such systems

would have far-reaching effects on everyone.

Another reason for choosing this context is that our goal was not to train users on the
water treatment process but to educate them about cyberattacks. The context of a water
treatment plant required minimal background knowledge compared to other types of critical
infrastructure, which enabled users to better understand the scenario and focus solely on the
cyberattacks themselves. Users engaged in simple tasks, such as adding or removing liquids,
and then observe changes in water levels or colors to evaluate whether their actions achieved
the desired results. These outcomes were self-explanatory and allowed users to interpret their
observations, helping them identify potential cyberattacks based on the results without being

distracted or confused by the concepts of the water treatment process.

To accurately replicate the water treatment process and gain a comprehensive understand-
ing of the cyber-physical systems involved in its operation, we toured the Roanoke water
treatment plant and interviewed workers to gather information about their cybersecurity
practices and plant operations. Figure 4.2 highlights some of the key observations from the

visit.
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(a) UI interface at water treatment plant. (b) Cyber physical system at a
water treatment plant.

Figure 4.2: Side-by-side comparison of water treatment plant interfaces and systems.

4.4.1 System Architecture

The educational platform we proposed consisted of three main components. The first com-
ponent was the physical testbed, which mimicked the water treatment plant on a smaller
scale and provided the IoT infrastructure needed to represent the physical component of the
DT concept. This IoT infrastructure enabled us to conduct cyberattacks on a real network

and actual devices, eliminating the need for emulation or network simulators.

The second component was the VR platform, which represented the virtual side of the
DT. It provided an immersive experience that simulated being at a water treatment plant,
something the physical testbed could not offer. Beyond creating a realistic environment, the
VR platform enhanced understanding by incorporating additional visual elements to explain
concepts more effectively. The VR platform was divided into two stages: the Tutorial

Phase and the Practice Phase.
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e During the Tutorial Phase, users received an introduction to key cyberattack con-

cepts and participated in a live demonstration.

e Once they grasped the concepts, users progressed to the Practice Phase, where they

reinforced their learning through problem-solving activities.

To address our research questions, we used a between-subject experimental design with two
distinct versions of the Practice Phase: Non-Al guided and AI guided. These versions

were described in detail later in this Chapter (Section 4.4.4).

Finally, to effectively demonstrate cybersecurity principles, the platform included an at-
tacker agent, who played the role of a Man-in-the-Middle attacker. This agent intercepted
communication between the VR environment and the physical testbed, sabotaging the DT
platform to showcase the effects of cyberattacks. We focused on teaching three types of
attacks: Denial of Service, Input data manipulation, and Output data manipulation. Below,

we dive into each of these components in detail and discuss how the goals were satisfied.

4.4.2 The Attacker Agent

The Attacker agent was responsible for processing requests from the VR environment to
generate the appropriate attack script for the given scenario a user was in. We first re-
ceived a message from the VR environment through MQTT regarding the type of attack to
begin. The script then executed the appropriate attack on the relevant stage of the water
treatment plant. Attack scripts were developed using Python and executed through a Kali
Linux Environment. One of the main tools used was arpspoof, which is part of the dsniff
suite available on Python. This tool enabled us to perform ARP Spoofing, which involved
associating a different IP address with a specific MAC address. By having this functionality,

we rerouted the victim’s internet traffic through a computer system executing the attack
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script. From there, we configured IP forwarding to either drop the packet (DOS) or forward
it (Data Manipulation/Sniffing). This allowed for a Denial of Service attack (DOS) or a

Data Manipulation attack to occur.

To perform sniffing or data manipulation on the intercepted packet, we used Scapy, an
internet packet manipulation library, which allowed us to inspect internet traffic and filter
out packets that we were not interested in. This left us with packets of relevance that we
could further process. To process them, we reconfigured the iptables in Linux using Netfilter
Queue (NFQUEUE) to reroute the desired packets into a queue. The program then iterated
through the queue to inspect and process the packets as needed before sending them to the

actual recipient.

For instance, to intercept all packets transmitting information about the current water level
of a specific tank in the water treatment plant, we first executed an ARP spoofing script
to redirect all packets originating from the tank’s microcontroller unit to our computer.
Next, we used the Scapy Python library to develop an algorithm that captured the packets
of interest and employed NFQUEUE to redirect these packets to a designated area. Once
intercepted, we modified the packets to report a lower water level than what was actually
being read. This attack could deceive the user into believing the tank’s water level was

insufficient, prompting them to add more water, potentially causing an overflow.

4.4.3 Physical Testbed:

The physical testbed, designed to simulate a water treatment plant, included seven water
tanks representing five distinct treatment stages. The first stage was the Primary Intake
Chamber, which controlled the intake of dirty water from the sewer system. It ensured that

the correct amount of water was directed into the treatment plant, preventing both overflow
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Primary Intake Diagram

‘Water Leve
Senzor one Channel Relay

Miodubs Relay Switch

= Pump 2 [Cutizke
Pump 1 {Intake from to Grit Chamber)
sxtemal source)

Figure 4.3: Primary intake chamber stage.

and underflow. This process optimized the system’s efficiency while adhering to safety and
health regulations. As shown in Figure 4.3, our stage consisted of a water level sensor to read
the current water levels and two water pumps. One pump was responsible for adding more
water into the chamber (intake pump), and the other pump (outtake pump) was responsible
for moving the water from this chamber to the next. These components were then controlled

by an Arduino NodeMCU ESP8266, which was powered by a 5 Volt power supply module.

After the Primary Intake Chamber, we moved on to the Grit Chamber (Figure 4.4), where
we mimicked the removal of heavy materials from the wastewater and verified that the water
quality was at an acceptable level for the next stage by using a Total Dissolved Solids (TDS)
level sensor, with measurements returned in units of Parts per Million (ppm). We also had
a water level sensor to ensure proper water levels. Given the limited processing power of
the NodeMCU and the fact that both the TDS and water level sensors were analog, we

needed to use separate NodeMCUs for each sensor to minimize the risk of failure impacting
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Figure 4.4: Grit chamber stage.

other components. We did, however, consider using an analog-to-digital converter (ADC)
but found that it was more challenging and unreliable than expected. A water outtake pump
was also included to move water from this chamber into the next. In conclusion, we found
that using two separate NodeMCUs was more efficient and feasible in the long run compared

to using just one.

The Chlorination Chamber (Figure 4.5) was the stage where we mimicked adding chlorine
solution into the water tank to form an acidic solution. This solution allowed the dirty water
to become disinfected and killed all of the harmful bacteria, making the water safer for
drinking. We replaced chlorine with lemon juice, as it was considered a safer and less costly
acidic solution suitable for educational purposes. The components of this stage included an
Arduino MKR WiFi 1010 microcontroller, a pH level sensor, a water level sensor, and an
outtake water pump. Through some experimentation, we found that the NodeMCU was

incompatible with the pH level sensor, which was the reason we used the Arduino MKR
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Figure 4.5: Chlorination/dechlorination chamber.

WiFi 1010 microcontroller instead.

The Dechlorination Chamber (Figure 4.5) was architecturally the same as the Chlorination
Chamber. The only difference was that we used a basic compound instead of an acidic
compound, as we wanted to reverse the chlorination effect. To represent the basic compound,

we used window cleaner fluid.

The final stage was the Quality Monitoring Chamber (Figure 4.6), where we ensured that
the fresh drinking water met all standards before we introduced it back into the surrounding
environment. To verify the water characteristics, we included a pH level sensor, a water
level sensor, and a water temperature sensor. The final result of the testbed can be seen in

Figures 4.7 and 4.8.
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Figure 4.6: Quality monitoring chamber.

Figure 4.7: Top down view of testbed.



46 CHAPTER 4. APPROACH

Figure 4.8: Front view of testbed.

4.4.4 VR Environment

Our VR Environment was developed using Unity 2022.3.20f and the C# programming lan-
guage. For running the application, we used the Meta Quest 2 (Figure 4.9). We broke our
VR system into three major components: the Tutorial Phase, the Practice Phase without
AT Guidance, and the Practice Phase with Al Guidance. We aimed to investigate how Al
could be used in conjunction with the DT Concept and VR for educational purposes. The
two different practice phases allowed us to conduct a between-subjects user study, where we

compared the learning effects of Al-guided versus non-Al-guided learning.

Tutorial Phase

The tutorial phase allowed users to become acquainted with the VR environment and learn

about the three cyberattacks. This achieved the first two stages of the experiential learning



4.4. Case StupY: WATER TREATMENT PLANT 47

Figure 4.9: Meta Quest 2 VR HMD.

cycle (Concrete Experience and Reflective Observation). To do this, we used a combination
of audio narration and a set of guided tasks. The user was welcomed into the environment
and explained the overall purpose of the VR application. The program then guided the user
through the basic controls, such as the moving mechanism and how to interact with the
UI within the virtual environment (Figure 4.10a). We used teleportation in our system as
it prevented users from experiencing VR motion sickness compared to virtual walking and
ensured they focused only on proceeding to the desired areas (Figure 4.10b). After users
became familiar with the controls, they proceeded to learn about the stages involved in water
treatment plants. This process involved a lecture provided through an audio narration and

associated slides when users selected the appropriate button (Figures 4.11a and 4.11b).

After that, the users experienced the three different cyberattacks. During this stage, par-
ticipants received an audio narration explaining the attack (Figures 4.12a and 4.12b), after
which they interacted with the water tank to familiarize themselves with its controls and
basic functions. As they proceeded with the tutorial, they activated the cyberattack and
saw how it affected the functionality of the water tank (Figure 4.12c¢). Hence, providing the

users a comparison of what happened normally and how its functionality changed with a
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specific cyberattack. Once users completed all three of the cyberattack tutorials, they were

ready to proceed to one of the two practice phases, which were randomly selected for them.

We use
teleportation
movement in

our VR

environment.
To teleport,
please move
the joystick
forward.

(a) VR tutorial phase: controller tutorial. (b) VR teleportation mechanism.

Figure 4.10: Controller tutorial features.

Water Stages

Water Stages

(a) Water stage navigation buttons. (b) Water Stage Lecture Slide.

Figure 4.11: VR tutorial phase: water stage learning section.

Practice Phase

In the Practice Phase, users went through six scenarios where they were tasked with per-
forming a normal water treatment operation. However, as they proceeded to do so, they
may or may not have experienced the occurrence of a cyberattack. While going through
these six stages, users were responsible for determining if a cyberattack had occurred and
then classifying it. This achieved the Abstract Conceptualization and Active Experimen-

tation stages of the learning cycle. During this phase, users interacted with the hardware
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Figure 4.12: VR tutorial phase: cyberattack lesson - denial of service.

component through the VR environment. In other words, any actions they performed in the
VR environment were reflected in reality. Users could then verify if tasks were completed
successfully with access to a set of cameras used to monitor changes in the physical counter-
part of the DT. This tool allowed them to verify if their actions in the virtual environment
had the correct effect on their physical counterparts. We provided the details of the five

scenarios users completed below:

Scenario 1

o Tank Stage: Primary Intake

o Task Objective: Ask the user to increase the water level by turning on the intake

pump.

o Attack Type: Input Data Manipulation — Users attempt to add more water into the
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chamber, but instead, the outtake pump (removing the water from the chamber) will

turn on. Users see that the water level does not increase through the web camera.

Scenario 2

o Tank Stage: Grit Chamber

o Task Objective: Ask the user to remove some water from this chamber and move it

to the Chlorination chamber.

o Attack Type: Denial of Service — Users see that when they attempt to turn on the

outtake pump, it does not respond to their controls.

Scenario 3

o Tank Stage: Chlorination Chamber
« Task Objective: Ask the user to add some acidic solution to decrease the pH level.

o Attack Type: Output Data Manipulation — Users see the pH level increase while
trying to decrease it and notice that it is not possible since it is completely disconnected
from the basic solutions chamber. They also see that there is water movement inside

the Chlorination Chamber through the camera due to acidic solution being added.

Scenario 4

o Tank Stage: Dechlorination Chamber
o Task Objective: Ask the user to add some basic solution to increase the pH level.

o Attack Type: None. Users see normal behavior: pH level increases as expected.
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Figure 4.13: Red arrow indicating to users where to proceed
Scenario 5

o Tank Stage: Quality Monitoring Chamber
o Task Objective: Ask the user to add some water to the tank.

o Attack Type: Denial of Service — Users see that the water level sensor output does

not change and verify through the camera that there is no water movement flow.

Non AI Guided Version

In the Non-AI guided version of the practice phase, users were guided through voice narration
prompts just like in the tutorial. Red arrows indicated to the users where to teleport as they
made progress (Figure 4.13). Once users were ready to begin, they could hit the ready
button presented to them, and activating the button began the cyberattack script on the
back end (Figure 4.14). At this time, a prompt and audio narration popped up, providing
the users with a task to complete. Once users had attempted to complete the task and were
ready to provide an answer, they could simply select the done button (Figure 4.15a). The

user used a drop-down menu within the VR environment to select the appropriate answer
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Figure 4.14: User interface at a given scenario for non-Al practice phase.

for the cyberattack they had just experienced (Figure 4.15b). Based on the answer selection,
feedback was provided to the user, informing them if they had selected the correct answer

or not, along with a brief explanation (Figures 4.16a and 4.16b).
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(a) Task instructions. (b) Drop-down menu to provide answer.

Figure 4.15: Instruction and answer selection for VR non-Al guided task.

AT Guided Version

In the Al-guided version of the practice phase, we used a Unity asset known as Convai [21].
This enabled a fully interactive NPC character to be present in the virtual environment,
allowing users to ask questions and receive answers. In other words, it was like there was a
real person with them, guiding them through the process. Users were able to communicate
with the AT NPC through Push-to-Talk speech-to-text recognition. This asset utilized the
ChatGPT-40 LLM as its core engine to generate dynamic and engaging responses. Convai

also featured a Narrative Design functionality, which allowed us to program a sequence of
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Figure 4.16: Feedback for correct and incorrect answers in the VR non-Al guided scenario.

actions for the AI character to narrate a story (Figure 4.17). The role of the Al character
was to guide users through each scenario, creating the sensation that a real person was
accompanying them and walking them through each step of the experience. This replaced
the voice narration and drop-down menu feature that the Non-AI Guided version had, as the
AT character could handle both functionalities in a more natural and engaging form. Figure
4.18 demonstrated how an AI NPC introduced the user to the scenario and gave them the

task to complete.

When users approached the Al NPC character, the NPC automatically greeted the user.
This was done by using the concept of triggers in the Unity development environment that
detected when two game objects collided with each other. This was a key feature in our
program as it allowed the Al to talk to the users at the right moment when they were
being guided through the scenarios. In addition, the Al NPC character could walk around
within the VR environment, allowing users to be guided on where to proceed throughout

the Practice phase (Figure 4.19).
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4.4.5 The MQTT Connection

Our VR environment (the digital part of the DT) aimed to provide an immersive user
interface for the hardware side. To achieve this, we established a communication link to
the hardware testbed through a communication protocol called Message Queuing Telemetry
Transport (MQTT). The MQTT architecture consisted of three components: a broker, a
topic, and a message. The broker served as the host/server where all MQTT messages went
through to reach the other users. We utilized an MQTT broker, hosted via Home Assistant,
a widely-used open-source platform for smart home integration. It ran on a Raspberry Pi
5. All devices communicated with this broker to either send a message (publish) or listen
to and receive messages (subscribe). When communicating through MQTT, communication
channels were established using topics, which consisted of a unique string. All MQTT packets
that shared that unique string spoke on the same channel. Attached was also the message

component, which contained the actual data that wanted to be sent to the other parties.

The MQTT architecture was configured so that each hardware component in every stage
operated on its own dedicated channel. This ensured that communication for each component

remained independent and prevented any interference between them.
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Study Design

In this section, we describe the layout of the user study conducted and dive into what users
will be doing and the reasoning behind each step. The procedures for the user study are

then presented. We also present our hypotheses for the research questions we introduce.

The study is conducted using a between-subject design approach where participants are
randomly assigned to one of two groups. This helped us answer research question two

described in Section 1.3.2. The two groups are the following:

1. Al Guided Learning

2. Non-Al Learning (Self-Guided Walkthrough)

Both groups performed identical tasks in the tutorial and practice phases. The only difference
between the two groups was the modalities with which the users were presented during the
practice phase. Users in the Al group conversed with an AT NPC throughout the Practice

Phase, while Non-AT users simply interacted with various Ul elements.

Users were first asked to fill out a pre-study survey that asked them about their demographics
and background with cybersecurity and VR concepts. They were then asked to take a
cybersecurity assessment where we collected knowledge on their current level of cybersecurity
understanding. The cybersecurity assessment contained 9 different questions testing them on

their knowledge of denial of service, input data manipulation, and output data manipulation

56
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attacks. Each question was worth one point, and we used this data to calculate the score
difference between the after-study score and the before-study score. We then used the scores

from the two groups to compare them and see if there was a statistical difference.

During the study, users underwent two phases, the first one being the tutorial phase. Here,
users learned how to navigate the VR environment, interact with the UI, and learn about
the three different cyberattacks: Denial of Service, Input Data Manipulation, and Output
Data Manipulation. During the learning process, users had an opportunity to become famil-
iar with the functionalities of the water treatment plant control panel and also experienced
the attack. By allowing the users to learn about the attack and then experience the char-
acteristics of the attack firsthand, we supported the first two stages of Kolb’s Experiential
Learning Cycle, which were Concrete Experience and Reflective Observation. Once com-
pleted, users moved onto the practice phase, where they were given five different tasks to
complete related to wastewater treatment and then asked to identify and classify any cy-
berattacks they encountered. During this phase, users verified that actions performed in
the virtual environment matched what happened on the physical side of the DT by viewing
its status information and observing the physical system through a web camera. This sup-
ported the Abstract Conceptualization and Active Experimentation stages of the learning

cycle through encountering experiences.

There were two possible scenarios for the practice phase: Al-guided learning and Non-Al-
guided learning. Users undergoing the Al practice phase interacted with an AI character
that guided them through the scenarios. Participants were able to provide their answers
to this character and also ask any questions they had through conversation. The Non-
AT participants were guided through text and audio narration prompts along with visual

markers.

Following the study, users were asked to complete the same cybersecurity assessment again
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to see if they improved after learning about the concepts through the platform. In addition,
users were asked to complete a post-study survey that gathered data on their experience with
the system. We focused on obtaining data regarding the system’s usability, their feeling of
presence while using the system, and the workload they encountered. Details of how we
obtained this data were presented in the next chapter. Participants also took part in an exit
interview to identify desired features, elements that supported learning, and areas in need

of improvement.

Below were the procedures used to conduct the user study:

1. The participant arrived and was provided with an overview of the user study and what

they would be doing.

2. The participant reviewed and signed the consent form with the user study staff. Any

questions the participant may have had was answered.

3. Participants then filled out a pre-study questionnaire to gauge demographics and then

took the pre-study cybersecurity assessment.

4. Users then were instructed on the basic VR controls for our platform and then asked

to put on the VR headset.

5. Users completed the tutorial phase of the VR program.

6. Then the user moved on to complete the practice phase.

7. Once users finished the practice phase, participants then were asked to take the post

study cybersecurity assessment.

8. Users then be asked to fill out a survey regarding their experience and asked a series

of questions through an exit interview.
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The procedure above took around 1 hour to complete.

5.1 Hypothesis

Using the two research questions (Sections 1.3.1 and 1.3.2), we generated the appropriate
hypothesis. Research Question 1 focused on the impact of combining a virtual environment
with a physical environment for learning purposes. Research Question 2 focused on whether
Al-guided learning had an impact on learning outcomes and experiences. We proposed the

two hypotheses below:

1. H1: Using a VR DT-based platform for cybersecurity education will enhance knowledge
retention about cyberattacks and improve the interpretation of system behavior by

leveraging insights from the physical environment.

2. H2: Al Guided Learning will prove to have a higher learning improvement score and

higher experience ratings than the non-Al learning group.



Chapter 6

Results

This chapter presents the results from both the pilot study and the user study. It begins
with the findings from the pilot study where we detail the identified issues and the mea-
sures taken to address them. Next, the chapter provides details of the user study results,
including demographic information about the participant pool, a description of the key fac-
tors analyzed, the methods used to calculate them, and the statistical analyses employed
to interpret the findings. Qualitative results from the exit interviews are also presented,
highlighting features that were effective, those that supported learning, and areas requiring

improvement.

6.1 Pilot Study Results

A pilot study was conducted with 6 participants where 3 participated in the Al guided
learning while 3 participated in the Non-Al guided learning. The population consisted of 3
males and 3 females. The pilot study provided qualitative feedback to help improve usability

and clarity for users. Several bugs were also identified during this process.

A significant flaw discovered during the pilot study was that the teleportation anchors within
the environment were more challenging to use than expected. The teleportation anchors were
intended to restrict users to specific areas within the VR environment. However, since most

participants were inexperienced with VR and lacked precise hand movements, they found

60
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the teleportation anchors difficult to use. To address this, the teleportation mechanism was

improved by enlarging the target area and accommodating less precise hand movements.

For participants who were a part of the Al-guided group, the AT NPC character had issues
regarding its movement to the appropriate water tanks that the users followed. In many
instances, the AI NPC would not move to the correct spot precisely and would be located
too close to the user making them feel uncomfortable. Hence, the AI NPC’s movements
were further refined to alleviate this issue. It was also observed during the pilot study that
the AI would inform the users that their answers were correct when they were completely
wrong. This was due to the lack of precision and contextual information provided to the Al
NPC. Refinement was achieved by training the Al with examples of incorrect answers and
examples of correct answers. This helped restricting its decision-making to the important

keywords found in the correct answers.

These were the two most significant issues identified during the pilot study. Other smaller
issues were primarily related to the User Interface layout and flow, as participants found

some elements unclear and in need of further clarification.

6.2 Study Results

This section outlines the results of the user study. We conducted a between-subject study
comparing two groups: Al-guided and non-Al guided learning. A total of 36 participants
were randomly assigned to one of the two groups, with 18 participants in the Al-guided
learning group and 18 in the Non-Al guided learning group. The G* Power tool was used to
calculate the appropriate amount of participants needed. All participants completed identical
pre and post-study surveys and underwent the same tutorial phase. Unfortunately, we had

to exclude data from two participants: one experienced severe motion sickness, and the other
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8. How frequently do you use Virtual Reality (HTC Vive, Meta Quest 2 etc...)? (0 point) More details
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-\ 25%
® Never 9 19%
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® Regularly 0

@® Often 2

50%

Figure 6.1: VR usage demographics.

encountered an unexpected failure of the AT LLM. Statistical analyses were performed using

JMP Pro 16 software.

6.2.1 Demographics

The demographics of the participant population consisted of undergraduate and graduate
Virginia Tech students who primarily majored in Computer Science. There were some stu-
dents from Industrial and Systems Engineering, Biochemistry, and Psychology as well. All
participants were at least 18 years of age or older as required by the IRB protocol. The age

group ranged from 18 years to 38 years old and there were 11 female and 25 male participants.

Most participants have limited experience in utilizing VR platforms (Figure 6.1), suggest-
ing a significant learning curve for adapting to this type of system for educational purposes.
Additionally, participants show limited knowledge of cyberattacks and the DT concepts (Fig-
ures 6.2 and 6.3). This offers an ideal population for evaluating our platform’s effectiveness

in engaging and educating novice users.
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7. How would you rate your knowledge level of cyberattacks? (1 for novice and 5 for expert) (0 point) More details
Level 5 [ 1
2 . 2 5 Level 4 D 2
Average Rating Level 3 (N 11
L N ONONO, Lovel 2 U 13

Level 1 I ©

Figure 6.2: Participant cyberattack knowledge.

5. Please rate your current understanding of Digital Twins. (1 for novice and 5 for expert) (0 point) More details
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Figure 6.3: Participant DT knowledge.

6.2.2 Learning Improvement

Between Group Comparison

In this section, we focus on comparing learning improvement between the Al-guided group
and the non-Al group. To measure learning improvement, users were asked to take a cyber-
security assessment before and after the study. We used these two scores as a comparison to
see if they have improved or not. Users were presented with 9 questions worth one point each
for a maximum of 9 points. Table 6.1 presents the raw average scores from the cybersecurity
assessment completed by participants both before and after the study for each group as well

as each group’s improvement score.
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Table 6.1: Average Cybersecurity Assessment Scores

Modality Pre Scores | Post Scores | Improvement Scores
Al Guided 5.55 7.11 1.55
Non AT Guided 5.44 7.72 2.27

Normality Testing of the Data We initially considered using a two-sample t-test sta-
tistical analysis to determine if the mean score values between the two groups had any
significance in their difference. Our two populations met the criteria of being independent of
each other. In addition, participants were randomly selected into Al or non-Al guided learn-
ing groups using systematic random sampling which satisfies the random sampling criteria.
However, when plotting the data on a histogram and Normal Quantile Plot, it showed that
the data did not possess the normality characteristic (Figure 6.4). This is important as we
need to know what kind of statistical analysis is appropriate for the data we have obtained.
In addition, we ran the Shapiro-Wilk test for normality. We obtained a p-value of 0.0095
which is less than the significant level of 0.05. Therefore we reject the null hypothesis and
see that there is statistical evidence that the dataset does not follow a normal distribution.
Hence, we can no longer use a two-sample t-test. Instead, we use the Wilcoxon rank-sum
test, also known as the Mann-Whitney U test, to perform our statistical analysis, as it does

not require normality in the data.

Statistical Comparison We use the following hypothesis format for all calculations in
the following sections. The null hypothesis is that the mean scores for the two groups (.S,
and Sp) are the same. For this particular analysis, the scores from the Al-guided learning
group (S,) are the same as the scores from the non-Al guided group (S;). In other words,

the null hypothesis (Hy) and alternative hypothesis (H;) are as follows:

H()ZSa:Sb
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H,:S,#S,

The analysis here will help us answer RQ2 (Section 1.3.2) and see if Al agents have an impact

on learning or not.

A [= Fitted Normal Distribution
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4 (»/Improvement Score

8 164 128 067 0o 067 128 164
i Dispersion o 14808299 0.1464968 1.2198229  1.5619831
6 . . Measures
-2*Loglikelihood 129.43097
4 AlCc 133.7946
BIC 136.598
2 4 Goodness-of-Fit Test
W  Prob<W
g Shapiro-Wilk 0.9157378 0.0095*
;i Simulated
2 - A2 p-Value

Anderson-Darling 1.4062558 <.0001*

00501 0203 05 0708 09 095
Normal Quantile Plot

(b) Learning improvement Shapiro-Wilk test re-
(a) Learning improvement data plot. sult.

Figure 6.4: Learning Test for Normality Results.

We can see from the results (Figure 6.5) that by conducting the Wilcoxon Rank Sums test
on the learning improvement score, we obtained a p-value of 0.2692 which is larger than the
significant level of 0.05. We also see that the Z score is very close to 0 which indicates that
there is no meaningful difference in scores here despite the improvement scores for Non-Al
being better than the AI group’s scores. We also analyzed our results using a 1-way Chi-
Square approximation and can confirm here that the p-value of 0.2621 proves there is no
significant difference between the two groups. Hence, we fail to reject the null hypothesis
and conclude that having AI Agents does not affect the learning outcomes. This is further
supported by figure 6.6 where we can see the box plots for Al and Non-Al groups side by
side. The overlap is pretty significant which supports that there is no statistical difference

in learning improvement between the two. However, we did notice some low data points for
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A Wilcoxon / Kruskal-Wallis Tests (Rank Sums)

Expected
Level Count Score Sum Score Score Mean (Mean-Mean0)/Std0

18 299.000  333.000 16.6111
Non Al 18 367.000  333.000 20.3889 1.105

4 2-Sample Test, Normal Approximation

S Z Prob>|Z|
367 1.10489  0.2692

41-Way Test, ChiSquare Approximation

ChiSquare DF Prob>ChiSq
1.2575 1 0.2621

Figure 6.5: Learning Wilcoxon Rank Sums test results.

the AI group and high data points for non-Al group. We discuss this further in the next

chapter (Chapter 7).

General Learning Improvement

This section analyzes if the developed platform provides a general learning improvement in
cybersecurity concepts across the board. To do this, we compare the pre and post-test scores

from all participants regardless of their assigned group.

Normality Testing of the Data We use the same set of tests and observations to deter-
mine if the data we received is considered normal. We see from the Normal Quantile plot
that the data does not demonstrate normal behavior (Figure 6.7a). To further support this
conclusion, we obtain a p-value of 0.0005 from the Shapiro-Wilk test (Figure 6.7b). Hence

we reject the null hypothesis and conclude that the data is not normally distributed.

Statistical Comparison Proceeding with the Wilcoxon Rank Sums test (Figure 6.8),

we see a p-value of less than 0.001 which is significantly less than the significant value of
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Figure 6.6: Learning improvement box plot.
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0.05. Hence, we can conclude here that the pre and post-study cybersecurity test score

are statistically different.

knowledge effectively for all participants.

6.2.3 User Satisfaction

Meaning that our platform on average improves cybersecurity

To measure various factors for user satisfaction, we measure three different characteristics:

system usability, workload, and presence. The results for the characteristics are shown in

Table 6.2.
Table 6.2: Average User Satisfaction Scores based on Modalities
Modality SUS (out of 100) | Workload (out of 100) | Presence (out of 5)
AT Guided 78.75 34.69 3.26
Non AT Guided 81.94 33.31 2.99
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A4 (= Fitted Normal Distribution
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(a) General learning data plot. (b) General learning Shapiro-Wilk test result.

Figure 6.7: General learning test for Normality results.

A Wilcoxon / Kruskal-Wallis Tests (Rank Sums)

Expected
Level Count Score Sum Score Score Mean (Mean-Mean0)/Std0
Post Study 36 1690.00 1314.00 46.9444 4287
Pre Study 36 938.000  1314.00 26.0556 -4.287

4 2-Sample Test, Normal Approximation

S Z Prob>|Z|
938 -4.28729  <.0001*

41-Way Test, ChiSquare Approximation

ChiSquare DF Prob>ChiSq
18.4298 1 <.0001*

Figure 6.8: General learning Wilcoxon Rank Sums Test results.

System Usability (SUS)

To measure system usability, we used a well-known standard for the Human-Computer In-
teraction community known as the system usability scale (SUS) [28]. The SUS consists of
10 questions in which users are asked to rate their agreement with each statement on a
scale from 1 (strongly disagree) to 5 (strongly agree). Once we have the results, we use the

following equations to calculate the SUS score where (g;) represents the ith question:
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SUS Score = (z + y) * 2.5

Once all SUS scores have been calculated, we plot the data and perform the Shapiro-Wilk

test to test for normality (Figure 6.9).

4=sus 4 (=|Fitted Normal Distribution
110 Parameter Estimate Std Error Lower 95% Upper 95%
- Location W 80.347222 19874427 76451906  84.242538
Dispersion o 11924656 04157176 11.137078 12578158
20 Measures
0 -2*LoglLikelihood 279.62336
AlCc 283.987
70 BIC 286.7904
® ; 4 Goodness-of-Fit Test
50 _J“ W  Prob<W
w© 5 Shapiro-Wilk 0.919382  0.0121"
° Simulated
30 : : A2 p-Value
No?£:|glan3iz§ft 95 e e Anderson-Darling 05500091  0.1576
(a) SUS data plot. (b) SUS Shapiro-Wilk test result.

Figure 6.9: SUS test for normality results.

Normality Testing of the Data Based on the test results, the p-value of 0.0121 is less
than our significance level of 0.05. Therefore, we reject the null hypothesis and conclude

that the data does not follow a normal distribution.
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AWilcoxon / Kruskal-Wallis Tests (Rank Sums)

Expected
Level Count Score Sum Score Score Mean (Mean-Mean0)/Std0
Al 18 294.000  333.000 16.3333 -1.222
Non Al 18 372.000  333.000 20.6667 1.222

4 2-Sample Test, Normal Approximation

S Z Prob>|Z|
372 122226 0.2216

41-Way Test, ChiSquare Approximation

ChiSquare DF Prob:>ChiSq
1.5330 1 0.2157

Figure 6.10: SUS Wilcoxon Rank Sums test results.

Statistical Comparison We then proceed to use the Wilcoxon Rank Sums test (Figure
6.10) to determine that we get a p-value of 0.2216 and a Z value of 1.22226. Hence, we fail
to reject the null hypothesis in this case and conclude that the SUS averages between the
two groups are not statistically different at the significance level of 5%. From the box plot in
figure 6.11, the Al group’s results exhibit a greater spread compared to the Non-Al group,
indicating higher variability in usability among participants interacting with the AT LLM.

We discuss some theories as to why this spread occurs in Section 7.1.2.

Presence

For presence, we used the iGroup Presence Questionnaire [38]. The questionnaire includes
13 agreement statements, where participants rate their level of agreement on a 5-point scale.

1 represents Strongly Disagree and 5 represents Strongly Agree.

Normality Testing of the Data The p-value of 0.0939 indicates that we fail to reject the
null hypothesis, suggesting that the data could be normally distributed. Additionally, the

Normal Quantile plot supports this conclusion, as it shows that the data is largely consistent
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System Usability Scale Results
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Figure 6.11: SUS box plot.

with normal distribution. Therefore, we proceeded with a pooled (two-sample) t-test.
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(a) Presence data plot. (b) Presence Shapiro-Wilk test result.

Figure 6.12: Presence test for normality results

Statistical Comparison The results from the Pooled t-test (Figure 6.13) show that we
obtained a p-value of 0.0233 which is less than the significant level of 0.05. We reject the null
hypothesis and see that there is a statistically significant difference in presence between the

AT group and the non-Al group. Al-guided learning is seen to have higher levels of presence
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compared to non-Al guided learning.

4 Pooled t Test
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Figure 6.13: Presence Pooled t-test test results.

Presence Results
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Figure 6.14: Presence box plot.

Workload

To measure workload, we used the standardized NASA Task Load Index [5] which consists

of 6 questions covering the following characteristics:

e Mental Demand

o Physical Demand

o Temporal Demand
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e Performance

o Effort

o Frustration

When filling out the NASA TLX form, users were asked to provide a rating for each question
from 0 to 100 to provide how much mental, physical, and temporal workload they experi-
enced, as well as their perceived effort, performance, and frustration levels during the task.
In the NASA TLX, a rating of 0 indicates that the user did not experience that factor,
while a rating of 100 signifies they experienced an extreme level of that factor in the given
category. This approach effectively evaluated the user’s workload while interacting with our

system and helps identify areas for improvement.

Normality Testing of the Data We saw from Figure 6.15b that we rejected the null
hypothesis and concluded that the workload data we obtained was not normally distributed,
as we obtained a p-value of 0.0113 from the Shapiro-Wilk test. We also looked at the data plot
in Figure 6.15a and observed that it suggested the non-normality of the data. Therefore, we
conducted the Wilcoxon Rank Sums test to analyze if there were any significant differences

in workload between the two groups.

Statistical Comparison We performed a Wilcoxon Rank Sums test (Figure 6.16) and
obtained a p-value of 0.5474. Hence, we failed to reject the null hypothesis, concluding that
even though the workload average was higher for the Al group, there was no significant
difference between the two populations. Therefore, the workload scores were considered
to be the same. The box plot shown in Figure 6.17 also supported this, as the box plot

showed that the majority of scores overlapped between the two groups. We discussed later
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4 (= |Fitted Normal Distribution
Parameter Estimate Std Error Lower 95% Upper 95%
Location P 33.996389 20596362 29.959576  38.033202
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(b) NASA TLX Shapiro-Wilk test result.

Figure 6.15: NASA TLX Test for normality results.

(Section 7.1.2) why we believed there was a slightly bigger range for the Al group in terms

of workload.

s

AWilcoxon / Kruskal-Wallis Tests (Rank Sums)

Expected
Level Count Score Sum Score Score Mean (Mean-Mean0)/Std0
Al 18 352.500 333.000 19.5833 0.602
Non Al 18 313.500 333.000 17.4167 -0.602

4 2-Sample Test, Normal Approximation
S Z Prob>|Z|
3135 -0.60160 05474

4 1-Way Test, ChiSquare Approximation

ChiSquare DF Prob>ChiSq
0.3812 1 0.5370

Figure 6.16: Workload Wilcoxon Rank Sums test results.

We provide a breakdown of the workload sub-scores in Table 6.3 and also provide a com-

parison between the two groups in Figure 6.18. The figure presents a line graph illustrating

the breakdown of the six workload characteristic scores covered by the NASA TLX, which

facilitates a clearer comparison between the two groups. The AI group shows higher mental,

physical, and effort demands, but lower levels of temporal workload and frustration, along
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Workload Results
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Figure 6.17: Workload box plot.
with better performance when compared to the non-Al group.
Table 6.3: Average NASA TLX Subscores based on Modalities.
Modality Mental | Physical | Temporal | Performance | Effort | Frustration
AT Guided 40.83 19.72 11.67 84.44 37.78 13.67
Non AI Guided | 37.94 18.61 14.00 83.06 32.5 13.72

6.3 Qualitative Results

Following the study, users were asked to answer some questions regarding their experience

with the DT-learning platform. This allowed us to understand various areas that were

successful and various areas that need to be worked on which will be discussed later in

Chapter 7.
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Workload Breakdown
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Figure 6.18: Workload comparison breakdown.
6.3.1 Features That Worked Well
Users were asked to share features that they believed worked well with the platform they
experienced, and many highlighted the navigation mechanism as one of them. Participants

expressed their appreciation for the teleportation system, highlighting its ease of use and

suitability for new VR users. One participant noted:

I liked the teleportation as it was very easy to use and learn as a new VR user.

While another remarked:

The teleportation environment was good and is better than just continuous move-

ment.

Users valued how the system allowed them to remain stationary, reducing physical effort, and
praised the platform’s ability to enhance focus by limiting navigation to relevant areas—an

especially beneficial feature for those less familiar with VR.
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Participants widely appreciated the integration of audio narrations with accompanying text,

describing it as a highly effective feature. One participant remarked:

The audio narration and the text mixed in together was really helpful so I can

listen and also read off of something.

During the tutorial phase, audio narrations were supplemented with PowerPoint slides, while
the practice phase combined audio narrations, text-based instructions, and user feedback
to enrich the learning experience. Additionally, users praised the intuitive UI design and
its responsiveness, particularly enjoying the interactive control panel that allowed them to

manipulate water tanks and observe the changes both virtually and physically.

For the participants who were a part of the Al-guided learning group. The majority of users
appreciated the use of an AI NPC character as it simulated the presence of a real teacher.
They felt that this sense of presence helped them stay focused on the tasks and enhanced

their learning experience.

6.3.2 Features that helped with Learning

Nearly all participants found the "Learning by Doing” approach highly effective for mastering
new concepts. They appreciated how the tutorial phase seamlessly combined traditional
lectures with the opportunity to observe and experience cyberattacks firsthand. Users noted
that learning through direct experience was more memorable than simply reviewing lecture

slides, which enhanced information retention. One participant emphasized:

While you were there and learning from the slides, you are able to interact with

the system so you can think back to an experience instead of a lecture slide. This
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makes learning stronger since memory from the time when you were learning

involved your senses.

The practice phase was also valued for reinforcing understanding, allowing users to test their
knowledge, make mistakes, and refine their comprehension of cybersecurity concepts. Par-
ticipants highlighted that the interactive elements made the learning process more engaging

and enjoyable, which led to positive learning outcomes overall.

The DT concept was highly valued by most participants, as it enabled them to enhance their
understanding by interacting with both the physical hardware and the virtual environment.

One participant shared:

Seeing how well things connected and the synchronization of the hardware and

virtual environment felt more captivating.

Another user remarked:

It was beneficial because it was useful to see the physical changes in real time.
As a visual learner, it was helpful to see what is going on instead of just relying

on the visual simulation, which is more practical for real-world scenarios.

Observing their actions reflected in both systems encouraged critical thinking and ensured
that changes made in the VR environment were accurately captured by the webcam. The
sound of the water pump turning on and off further reinforced this real-world connection,
prompting users to pay closer attention and engage more deeply with the experience. When
asked if the physical component was necessary, participants emphasized its importance, with
many stating that the webcam was crucial for confirming whether the water level changed
as expected. This added confidence in their decisions, as it allowed them to validate their

observations.
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6.3.3 Features needing improvement

Although users favored the teleportation mechanism overall, some users complained about
certain characteristics of the teleportation mechanism. One of which was the color of the
teleportation arch. Users had difficulty seeing it at times. Participants found the arch-based
ray cast to be unnatural and difficult to use. They struggled to point at distant objects, as the
mechanism felt disproportionate between their physical movements and the corresponding

virtual actions.

While the majority of participants found the DT concept valuable, a few users did not share

the same sentiment. One participant noted:

It is an interesting concept, but I think it should be better integrated; however,

the concept improved learning.

Another user remarked,

It is hard to connect the virtual side with the physical side, and I thought having

the virtual environment was enough.

These differing opinions highlight areas for improvement, which we will discuss later (Section

7.1.1).

Some of the users who participated in the Non-Al version of the practice phase found dif-
ficulty with the drop-down menu selection and did not like its design. Users were unable
to select the answers at times. After further investigation, it was found that the drop-down

menu required precise trigger button presses that novice VR users tended to struggle with.

Al-guided participants sometimes found the speech-to-text and text-to-speech systems to be

inaccurate. Demonstrating that further refinement into this feature is needed. We discuss
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more about specific observations in the next chapter.



Chapter 7

Discussion and Future Work

The results from the user study described in the previous chapter will help us analyze and
answer our research questions which we do below. We also discuss general observations
that were made during the conduction of the user study and point out areas that could be

improved in future work.

7.1 Research Questions

In this section, we revisit the research questions and thoroughly analyze the results obtained
from the study. By examining the data and insights gathered, we aim to provide clear and
evidence-based answers to each research question, highlighting how the findings align with
or deviate from initial expectations. This analysis not only addresses the core objectives of
the research but also provides a foundation for interpreting the broader implications of the

results.

81
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7.1.1 RQ1l: How does utilizing an XR-based DT platform for cy-
bersecurity education influence participants’ engagement,
knowledge acquisition, and ability to interpret system be-

havior?

To answer this question, we had users interact with the DT concept by using the virtual en-
vironment as the Ul for the hardware testbed and viewing changes on the hardware through
the provided webcam footage. This allowed us to evaluate whether users appreciated in-
teracting with the hardware and using it as a tool to observe cyberattacks and verify the

outcomes of their actions.

Recalling hypothesis H1 (5.1), we stated that utilizing a VR platform for cybersecurity
education would enhance participants’ engagement, improve knowledge retention about cy-
berattacks, and support better interpretation of system behavior using information from the
physical environment. As mentioned in Chapter 6, users were asked if they found the con-
cept beneficial when learning about cyberattacks. Most of the users enjoyed the web camera
view of the hardware as it allowed them to see the water level in the tank change to verify
if their interaction with the control panel had the correct effect. This enabled them to use
their observations to classify the cyberattacks properly. Hence, the results supported our

hypothesis in this context.

On the other hand, a small portion of participants decided not to use the web camera
view of the hardware and were able to accomplish the tasks, meaning there was a small
population who found it unnecessary. With the scenarios that were programmed, it was
possible for users to complete tasks without using the web camera to verify their actions on
the hardware if they knew what to look for. Future work here would refine these scenarios

further to encourage users to interact with the DT concept instead of relying solely on the
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virtual side.

In summary, the majority of users relied on the web camera to observe changes in the
system and found it necessary for learning the concepts. The DT concept was liked by many
participants, demonstrating its potential. The number of users who found the web camera
feature unnecessary was very small. Overall, incorporating both the virtual and physical

components improved experiential learning outcomes and experiences in this use case.

One area for improvement in this regard was the quality of the web camera. Some users
noted the web camera quality was poor due to blurriness. The webcams used consisted of
720p and 1080p cameras, which were easily viewed through a computer monitor. However,
the poor quality may have been caused by integration issues with the Unity platform or
hardware limitations of the VR headset. Future work would investigate the cause of the

poor web camera quality to improve user experience and clarity.

7.1.2 RQ2: Does Al-guided learning have an impact on knowledge
acquisition and experience when compared to non-AI guided

learning?

As mentioned previously, we performed a between-subject design experiment that had an Al-
guided learning group and a non-Al version. Our hypothesis (H2) for this research question
from Section 5.1 was that Al Guided Learning would prove to have a better learning outcome

and experience than the non-Al learning group.

The learning outcome was found to not have a significant difference between the Al-guided
and non-Al-guided learning groups hence contradicting our hypothesis. However, we did

see that the improvement score for the non-Al-guided group was better than the Al-guided
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group. Two participants in the Al group did worse on the assessment after the study. This
may have been caused by those participants not having an English background which made
interacting with the Al difficult and may have confused them when they were learning the

subject.

Another potential reason why the improvement score for the Al group was lower could be
that users had to learn how to interact with the Al to receive the desired responses. Users
were accustomed to interacting with humans through normal conversations; however, Al
LLMs could not understand human conversations directly. To interact with LLMs effectively,
prompt engineering may have needed to be considered. This is still a relatively new area
of research, and researchers are investigating how to appropriately apply this technique in
various contexts, such as academic writing and the medical field [15, 32|, to achieve the
desired responses efficiently. Future work could analyze how users could interact with Al

LLMs effectively or investigate the concept of prompt engineering for educational purposes.

In terms of User Satisfaction (Section 6.2.3), calculations revealed no statistically significant
difference in system usability and workload between the two groups. Looking at Table 6.2,
the system usability score was lower for the Al group compared to the non-Al group. A
potential reason for this might have been the inconsistency of the speech-to-text and text-
to-speech functionality. During the study, some participants struggled with speaking to
the AI character in English due to their comfort with the language. However, there were
also instances where the speech-to-text functionality misunderstood fluent English speakers.
Additionally, when the AI responded to users, random changes in tone and inappropriate

pronunciations of words were observed, which might have affected users’ experiences.

Although there were very few instances, the AI NPC character occasionally got lost in terms
of navigation and context. The Al character became stuck in various locations of the virtual

environment and failed to guide users to the correct location. Additionally, despite efforts
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to refine the LLM and prevent issues, the Al NPC occasionally provided incorrect feedback
to user responses, although such instances were less frequent. For example, when the correct
answer was “output data manipulation,” a user might have said "input data manipulation,”
and the AI incorrectly affirmed the user’s response. This demonstrated that although Al

was a valuable asset, it is still immature and inconsistent for heavy reliance.

The workload for the AI group was slightly higher than that of the non-AI group, likely
due to the additional task of interacting with the Al character through conversation and eye
contact. However, the difference was not statistically significant. Despite the slight increase
in mental, physical, and effort demands, the Al-guided learning group demonstrated better
performance, along with lower levels of temporal workload and frustration, compared to the

non-Al-guided group. This suggested a potential trade-off.

Unlike the previous factors, presence was found to be statistically different for the Al-guided
group compared to the non-Al group. Having the Al-guided character increased the users’
sense of presence during the study. Participants noted that it felt as though an actual teacher

was guiding them through the scenarios.

In summary, Al-guided learning did not significantly influence learning outcomes. However,
it impacted many characteristics of the users’ learning experiences, primarily their sense
of presence. Presence was the only factor that showed a significant difference between the
two groups. Al-guided learning enhanced the overall sense of presence. Although system
usability and workload did not exhibit statistically significant differences, the study provided

key insights and factors to consider in future work.
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7.2 VR Environment

The VR environment successfully implemented the experiential learning concept. The tuto-
rial phase fulfilled the requirements of the first two stages of Kolb’s Learning Cycle (Concrete
Experience and Reflective Observation), while the practice phase fulfilled the last two stages
(Abstract Conceptualization and Active Experimentation). There was an improvement in
knowledge across the board for all participants (Table 6.1). When participants shared their
thoughts on the system, most expressed excitement about the platform and mentioned that
it was more engaging than standard learning methods. Participants noted that while it was
initially challenging to learn how to navigate the VR environment, they quickly became
proficient with continued use and adapted to it effectively. It is important to note that
the majority of participants had limited prior experience with VR before the study (Section

6.2.1), which presented a learning curve.

Future work for the VR environment would involve providing a more detailed integration
with the hardware testbed. Currently, data from sensors and a webcam are used to display
information from the hardware. However, user feedback indicated that while they appreci-
ated the concept, the integration of the DT could have been improved. A detailed virtual
miniature model of the hardware testbed within the virtual environment, with status details
integrated into it, may prove to be more engaging and easier to understand and should be

considered for future work.

7.3 Hardware Testbed

Our hardware was made up of Arduino components and various sensors. Although this

hardware was affordable and cost-efficient, some of the hardware components were found
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to be unstable during the study, which confused participants. More specifically, the water
level sensor attached to the Arduino fluctuated randomly even though the water level was
not changing. This was due to the water level sensor relying on electricity flowing through
parallel wire tracks to determine the water level. Since the power supply only consisted of
5 volts, if other components or the NodeMCU were to change electricity usage, it would
cause the water level sensor to provide different readings. This often confused users and
we had to tell them to ignore it due to hardware tolerance. The pH level sensor also had
low sensitivity, requiring significant changes in the solution’s acidity or basicity to register
a change. This prevented users from seeing the effect of the pH level change promptly. To
summarize, because of these tolerances and reading issues with the sensors, participants
were often confused by the sensor output and its fluctuations, especially with the water level
sensor. If the product is to be commercialized or used in real-world scenarios, the hardware
would need to be replaced with more stable and reliable hardware components while also

maintaining affordability.

7.4 Using LLM for Cyberattacks

The original idea for this project was to have AI LLMs produce the cyberattack scripts for us
instead of manually doing it ourselves. This proved to be very challenging due to the model’s
inconsistency in generating the right content continuously. In addition, many LLM models
contain censorship and prevented us from generating appropriate attack commands since it
is considered unethical and illegal depending on where the attack is performed. Attempts
were made to manipulate the LLM to override its censorship such as telling it we were doing
it for research purposes or that we were performing ethical hacking on a private network

(prompt engineering) but those attempts failed.
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We did consider the use of uncensored LLM models such as an offline Llama 2 model.
However, these models needed to be hosted offline on computers. Due to this restriction,
they tend to use smaller datasets which has proven the LLM to be inconsistent and unreliable.
To make it usable, the model must be trained using a larger dataset. As a result, this would
require significant computer processing power which increases costs. In summary, relying on
Al LLMs for performing this type of task is not viable at the time of this writing due to its
unstableness and immaturity. Future work would look into this area to determine a more

viable solution.

7.5 Connecting Theory and Implementation

This section explains how the proposed system aligns with overall goals and Kolb’s Learning
Cycle, and how it contributed to achieving the research goals. We first talk about the
first research goal which was investigating the potential of experiential learning through
the developed system. To satisfy the four stages of Kolb’s Experiential Learning Cycle,
we implemented a two-phase structure within our VR environment. The tutorial phase
introduced students to the concepts through interactive lessons, which fulfilled the first stage
of Kolb’s cycle, Concrete Experience. As part of these interactive lessons, we provided
a functional, interactive water treatment control panel that allows users to observe a live
demonstration of the water treatment plant’s functionality before and after a cyberattack.
This experience enabled users to understand the effects and outcomes of the attack, fulfilling
the second stage of Kolb’s cycle, Reflective Observation, by allowing them to observe the

concepts in action.

The practice phase of the VR application addressed the latter half of Kolb’s Learning Cycle,

Abstract Conceptualization and Active Experimentation. In this phase, users were
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presented with problem-solving tasks, enabling them to process ("think about”) the concepts
they have learned and apply them (”doing”) to solve real-world challenges. This structure
directly supported our research goal by providing a platform that integrated experiential
learning techniques, allowing us to assess the effectiveness of this approach in enhancing

user understanding of cybersecurity concepts.

The concept of a between-subjects design experiment allowed us to compare the learning
and experience outcomes of our system when users interacted with an Al-guided NPC versus
when they did not. That is why our practice phase contained two different modalities. This
design helped us address the second research goal of evaluating the effectiveness of human-

like interactions with Al-driven NPCs in education.

In our system, we integrated both virtual and physical components to provide a more com-
prehensive and intuitive understanding of cybersecurity attacks. The virtual component,
which we presented through VR, simulated the operational aspects of a water treatment
plant that the physical system could not, offering users a visual and interactive represen-
tation of the plant’s systems. This virtual representation allowed users to engage with and
manipulate the system, observing how the cyberattack impacted the processes in real-time

and see the effects.

On the other hand, the hardware components consisted of a physical testbed, which mimicked
the real-world infrastructure of the water treatment plant in a more cost-efficient manner
and provided the IoT infrastructure needed to conduct and demonstrate the cyberattacks.
This hardware testbed was connected to the VR environment, allowing for the integration
of real-world devices such as sensors and control panels. The physical testbed enabled the
observation of the direct effects of cyberattacks on the devices, making the attack’s input

(e.g., system manipulation) and output (e.g., data corruption) clearer and more perceptible.



Chapter 8

Conclusions

Traditional learning methods have been shown to be less effective compared to experien-
tial learning. Additionally, the growing adoption of DT applications is driving industry
demand, yet the next generation of students remains largely unfamiliar with this concept.
In collaboration with a workforce development program between Virginia Tech and Virginia
Military Institute, we presented a new immersive and interactive learning platform designed
to enhance learning outcomes by fostering user engagement and providing experiences that

promote concept retention.

We started by introducing the concept of DT and the motivation for our work. Followed
by a literature review of the current research involving the DT concept and VR experiential
learning platforms. Through this, we discovered that the concept of DT being used with VR
in parallel is not very common. We then proposed an experiential learning platform that

integrated the concepts of DT and VR to provide a better learning experience.

The potential of this platform was demonstrated through a case study that educated cyber-
security concepts in the context of water treatment plant facilities. A between-subject study
design was conducted with two different groups: Al-guided learning and non-Al-guided
learning. Results showed that presence was increased with the use of Al-guided learning
and that workload and system usability scores were statistically the same between the two
groups. Although there was no significant difference in learning improvement between the

two groups, the increase in assessment scores, which was found to be statistically different,

90
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across all participants demonstrated that this type of platform had the potential to be an
effective learning tool. User reviews demonstrated its effectiveness in terms of user engage-
ment compared to traditional learning methods, along with providing insights into areas

that could be further improved.

In conclusion, this type of platform has proven to be a great step towards the shift from
traditional learning methods to experiential learning methods. Our platform has demon-
strated its ability to improve overall learning experiences. Al has shown to not negatively
affect experiences but actually improved the users sense of presence and engagement through
experiences. Despite the platform performing well for the first of its kind, we have seen that
improvements need to be made in order to adopt this in real world applications and some
adaptations of the concepts were not suited for all. We hope that this work motivates the
change from traditional lecture-style learning to a more engaging and interactive learning
experience. The concept has been demonstrated to be effective through our case study but
further improvements need to be made if this concept is to be commercialized for practical

use.
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