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Exploring the Boundaries of Operating System in the Era of
Ultra-fast Storage Technologies

R. Madhava Krishnan

(ABSTRACT)

The storage hardware is evolving at a rapid pace to keep up with the exponential rise of
data consumption. Recently, ultra-fast storage technologies such as nano-second scale byte-
addressable Non-Volatile Memory (NVM), micro-second scale SSDs are being commercialized.
However, the OS storage stack has not been evolving fast enough to keep up with these
new ultra-fast storage hardware. Hence, the latency due user-kernel context switch caused
by system calls and hardware interrupts is no longer negligible as presumed in the era of
slower high latency hard disks. Further, the OS storage stack is not designed with multi-core
scalability in mind; so with CPU core count continuously increasing, the OS storage stack
particularly the Virtual Filesystem (VFS) and filesystem layer are increasingly becoming a
scalability bottleneck.

Applications bypass the kernel (kernel-bypass storage stack) completely to eliminate the
storage stack from becoming a performance and scalability bottleneck. But this comes at the
cost of programmability, isolation, safety, and reliability. Moreover, scalability bottlenecks
in the filesystem can not be addressed by simply moving the filesystem to the userspace.
Overall, while designing a kernel-bypass storage stack looks obvious and promising there are
several critical challenges in the aspects of programmability, performance, scalability, safety,
and reliability that needs to be addressed to bypass the traditional OS storage stack.

This thesis proposes a series of kernel-bypass storage techniques designed particularly for
fast memory-centric storage. First, this thesis proposes a scalable persistent transactional
memory (PTM) programming model to address the programmability and multi-core scalability
challenges. Next, this thesis proposes techniques to make the PTM memory safe and fault
tolerant. Further, this thesis also proposes a kernel-bypass programming framework to port
legacy DRAM based in-memory database applications to run on persistent memory-centric
storage. Finally, this thesis explores an application driven approach to address the CPU side
and storage side bottlenecks in the deep learning model training by proposing a kernel-bypass
programming framework to move compute closer to the storage. Overall, the techniques
proposed in this thesis will be a strong foundation for the applications to adopt and exploit
the emerging ultra-fast storage technologies without being bottlenecked by the traditional
OS storage stack.



Exploring the Boundaries of Operating System in the Era of
Ultra-fast Storage Technologies

R. Madhava Krishnan

(GENERAL AUDIENCE ABSTRACT)

The storage hardware is evolving at a rapid pace to keep up with the exponential rise of
data consumption. Recently, ultra-fast storage technologies such as nano-second scale byte-
addressable Non-Volatile Memory (NVM), micro-second scale SSDs are being commercialized.
The Operating System (OS) has been the gateway for the applications to access and manage
the storage hardware. Unfortunately, the OS storage stack that is designed with slower storage
technologies (e.g., hard disk drives) becomes a performance, scalability, and programmability
bottleneck for the emerging ultra-fast storage technologies. This has created a large gap
between the storage hardware advancements and the system software support for such
emerging storage technologies. Consequently, applications are constrained by the limitations
of the OS storage stack when they intend to explore these emerging storage technologies.

In this thesis, we propose a series of novel kernel-bypass storage stack designs to address the
performance, scalability, and programmability limitations in the conventional OS storage
stack. The kernel-bypass storage stack proposed in this thesis are carefully designed with
ultra-fast modern storage hardware in mind. Application developers can leverage the kernel-
bypass techniques proposed in this thesis to develop new application or port the legacy
applications to use the emerging ultra-fast storage technologies without being constrained by
the limitations of the conventional OS storage stack.
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Chapter 1

Introduction

The storage hardware is evolving at a rapid pace to keep up with the exponential rise of
data consumption. Modern Machine Learning, social media applications are driven by large
amounts of user data to make user-specific decisions and recommendations [14, 15]. Storage
hardware is evolving in the aspects of cost, performance, capacity etc. Recently, ultra-
fast storage technologies such as nano-second scale byte-addressable Non-Volatile Memory
(NVM) [20, 26, 34, 36], micro-second scale SSDs [41, 42, 70, 71] are being commercialized.
Further, storage hardware nowadays are being equipped with compute capabilities which
enable them to perform large compute intensive operations near the storage without having
to rely on the CPUs [55, 58, 59, 207].

The Operating System (OS), particularly the storage stack has been the de-facto gateway for
the applications to manage and access these storage hardware. However, the OS storage stack
has not been evolving fast enough to keep up with these new ultra-fast storage hardware. For
instance, NVMe SSDs have a read and write latency of 7µs and 18µs respectively [41, 71]
and NVM’s read and write latency are 169ns and 62ns [26, 136] respectively. At this scale,
the latency due user-kernel context switch caused by system calls and hardware interrupts is
no longer negligible as presumed in the era of slower high latency hard disks. In a nutshell,
the arrival of ultra-fast storage hardware is exposing some of the hidden assumptions in the
OS storage stack design.

1.1 Hidden Assumptions in the Storage Stack Design

First, the long held assumption that the OS storage stack latency is neglibile as
compared to the storage media access latency is no longer true. Figure 1.1 shows IO
path of a read/write request to a physical storage media through OS storage stack layers.
It is estimated that ∼50% of time is spent on these storage stack layers when writing to a
micro-second scale SSD [276]. This time will be much higher for nano-second scale devices
such as the NVM and most probably for any future ultra-fast storage technology. With such
a deep and high latency storage stack applications are incapable of tapping the benefits of
these ultra-fast storage hardware to the fullest.

1
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Figure 1.1: A simplified Linux storage stack

Second, the storage stack is designed with an assumption that a concurrent access
is a special case. That is, the storage stack design does not primarily focus on concurrent
applications as they were not common several decades back. This is true back in the time
when applications rely on the CPU vendors to increase the performance by improving the CPU
frequency. But, as the CPU frequency increase is hitting physical limitations, CPU vendors
scale the CPU performance by adding multiple CPU cores (multi-core CPU architecture) and
building servers with NUMA architecture. Currently, server with multiple sockets each having
multiple cores are pretty common and the number of CPU cores are increasing. Nowadays, a
server with 4 NUMA sockets and 200 CPU cores are very common in the datacenters [5, 30].
Even the mobile CPU architectures are largely shifting towards the multi-core trend and
8-16 CPU cores in mobile processors are becoming common [6, 7, 24, 47]. Consequently,
applications are becoming concurrent to exploit the multi-core CPUs and in fact this is
inevitable for the application’s performance scalability.

However, the OS storage stack is not designed for such a high concurrency and many scalability
bottlenecks are being reveled by the OS researchers. One good example is the scalability
bottlenecks in the VFS layer; the inode list lock (readers-writer lock) and directory access lock
(mutex) becomes a scalability bottleneck under concurrent accesses even for read operations
and direct IO [56, 197]. Similar scalability bottlenecks exist in the filesystem layer of the
storage stack as well; popular filesystem such as the ext4, XFS suffer from poor scalability
due to journalling operations as they are not designed for multicore CPUs [197]. This means
that as much as the application is optimized for concurrent accesses it will be eventually
bottlenecked by the poor scalability of the different storage stack layers. Nevertheless, for
a foreseeable future multi-core machines are going to be ubiquitous and concurrency is
inevitable for the application scalability.

The third and the final hidden assumption in the storage stack design is that the CPU
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and memory are faster than IO devices; but this assumption is starting to change
lately with the rapid performance improvement of the IO devices. Currently IO devices
are becoming faster while the CPU scaling has plateaued as we approach the end of the
Moore’s law. Also, the memory bandwidth and capacity scaling of traditional DDR interface
is starting to saturate at its peak point [237]. Overall, in the last ten years, the CPU-DRAM
bandwidth has improved 2× while the IO bandwidth has increased by more than 12× with
the arrival of new ultra-fast storage technologies [4].

This trend now exposes the dichotomy of memory and storage by exposing the high data copy
overhead. The data movement between storage and memory is increasingly becoming critical
performance bottleneck particularly in the applications that operate on petabytes of data
(e.g., Deep Learning training) as they can not fit the entire dataset in the memory and
consequently they rely on the storage devices to store the dataset. This results in applications
constantly moving their working dataset between storage and memory.

1.2 Kernel-Bypass Storage Stack Design

Applications bypass the kernel completely to eliminate the storage stack overhead using
the kernel-bypass libraries [17, 62, 266, 271, 276]. Typically the kernel-bypass storage stack
involves moving the some of the components in the storage stack such as the filesystem, NVMe
driver to the userspace so the application does not have pay the kernel-crossing overhead. For
instance, SPDK [62] is a popular kernel-bypass storage stack from Intel and it implements the
NVMe driver to the userspace. The applications can directly access the storage media and
poll for IO completion directly from the userspace. However, such a kernel-bypass storage
stack design comes with a lot of tradeoffs; applications using SPDK storage stack are required
to implement their own filesystem in the userspace [10]. Further, with kernel-bypass systems
applications need to forgo the isolation and safety provided by the OS with ueer-kernel address
space separation. This is a serious problem because, now that the storage stack co-exists with
application in the userspace a simple bug in the application code (e.g., buffer overflow) can
easily corrupt the storage stack and consequently corrupt the entire storage media.

Moreover, such kernel-bypass storage stack are still filesystem based; meaning that they
are designed to support only block based IO and this makes new memory-centric storage
technologies such as the byte-addressable NVM [20, 26], memory-semantic SSDs [34, 36],
battery-backed DRAM [3, 21, 37] and computational SSDs [55, 59, 207] from leveraging such
a storage stack for byte-addressability. Memory-centric storage offers byte-addressability,
meaning that the applications can use load/store instructions to access the storage media.
Essentially, memory-centric storage technologies aims to close the performance gap between
memory and storage by bringing storage closer to the memory. Kernel-bypass storage stack
is essential for these memory-centric storage technologies for two reasons, 1) they operate at
very low latency ranging from few hundred nanoseconds to few microseconds and for such
low latency devices the traditional OS storage stack would add more performance penalty
by increasing the access latency. 2) applications can not exploit the byte-addressability
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feature of memory-centric storage, therefore, a new kernel-bypass storage stack that can offer
byte-level access is necessary for memory-centric storage; meaning that there is a need to
move away from filesystem abstraction provided by the OS storage stack. While designing a
kernel-bypass storage stack looks obvious and promising for memory-centric storage there are
several critical challenges in the aspects of programmability, performance, scalability, safety,
and reliability when bypassing the traditional OS storage stack.

1.3 Challenges in Designing a Kernel-Bypass Storage Stack

Programmability. So far the filesystem based programming has been a successful
programming model for storage systems, moving away from filesystem is a critical challenge.
The filesystem layer in the OS storage stack handles crash consistency, concurrency, caching,
and recovery which makes the application development easier. So one of the key challenge
when designing a kernel-bypass storage stack for memory-centric storage is to identify the
right programming abstraction. The next challenge is to identify how the crash consistency
and caching techniques need to evolve to keep up with the low latency memory-centric
storage media. This is critical because the traditional journalling based crash consistency
designed for block based storage are known to have high performance overhead and high
write amplification [180, 198].

Scalability and Performance. As discussed in §1.1, the primitive lock-based concurrency
is not scalable for multi-core CPUs. But the upside of such lock-based concurrency scheme
is that they are simple and hence it is easy for application to reason about the system
correctness. While concurrent programming is in itself challenging, designing a scalable
concurrency mechanism without trading off the programmability is a much challenging
endeavor. But a scalable concurrency mechanism is central in designing an efficient storage
stack and more importantly it should not come at the cost of programmability and correctness.

Safety and Reliability. The OS storage stack provides isolation and safety using the
userspace and kernelspace abstraction (e.g., ring privileges in Linux OS). Since the kernel-
bypass storage stack will co-exist with the application in the userspace a trivial bug in the
application code can compromise the safety of the entire storage stack by corrupting the
data stored in the underlying physical storage media. The memory safety bugs are common
in applications [22, 38, 39] and data corruption due to such bugs have catastrophic effects
which can compromise the safety of the entire system [165, 200, 233, 242, 273]. Although
this problem is serious none of the existing kernel-bypass storage stack including the widely
used SPDK [62] provide any sort of isolation. So a kernel-bypass storage stack should strive
to provide some form of isolation and safety as provided by the traditional OS storage stack.
Further, memory-centric storage media can experience device wear-out as it gets older similar
to the traditional block based storage media [194, 205, 227]. Such a device wear-out can cause
data corruption and comprise the reliability of the storage stack. Therefore it is necessary for
a kernel-bypass storage stack to be fault tolerant against device failures.
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1.4 Thesis Contributions

This thesis proposes a kernel-bypass storage stack designed particularly for memory-centric
storage by addressing the programmability, multi-core scalability, and safety challenges. This
thesis uses the recently commercialized byte-addressable NVM [26] and computational SSDs
(CSD) [59] as the representative ultra-fast memory-centric storage technologies for evaluating
and analyzing the implications of the proposed systems. Overall this thesis makes the following
contributions:

The OS storage stack is designed for slow block storage devices and is not equipped to
efficiently support the new memory-centric storage technologies. Memory-centric storage
exposes the programmability, performance, and scalability limitations in the OS storage stack.
This hinders the applications from exploring the new memory-centric storage technologies to
its true potential. Hence, this thesis proposes a series of kernel-bypass designs to overcome the
constraints and limitations in the OS storage stack. This thesis introduces novel kernel-bypass
programming frameworks to help developers design a high-performant, multi-core scalable,
memory safe, and fault tolerant applications using memory-centric storage technologies.

Thesis Statement

1.4.1 Transactional Programming Framework for Scalable NVM Programming

Chapter 3 describes TimeStone, a scalable persistent transactional memory (PTM) program-
ming framework for byte-addressable NVM. TimeStone advocates the use of transactional
programming abstraction for NVM because of its capability to hide the complexities of
concurrent and crash consistency programming. All developers need to do is to just write a
serial (single-threaded) code and enclose the code within the TimeStone’s ts_begin() and
ts_end() wrapper; then under the hood TimeStone makes the application concurrent, crash
consistent, and recoverable. Internally TimeStone uses multi-version concurrency control
to support concurrent non-blocking reads and concurrent disjoint writes which makes it scale
for 100’s of CPU cores even for a write-heavy workloads. For crash consistency, TimeStone
implements a hybrid logging technique called the TOC logging, a combination of operational
logging and REDO logging. TOC logging is optimized for a lower write amplification, it
offers a lightweight crash consistency and a consistent loss-less recovery.

1.4.2 Making PTM Memory Safe and Fault Tolerant

Chapter 4 describes Tenet, which essentially builds on the TimeStone PTM to enable
memory safe and fault tolerant transactions. Tenet uses simple techniques like canary bits,
pointer tagging to guarantee both spatial and temporal memory safety. It leverages the RCU
style grace-period and operational logging to design a asynchronous data replication while
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guaranteeing no-loss recovery. Overall, Tenet breaks the fundamental belief that memory
safety comes at a high performance overhead by making TimeStone memory safe and fault
tolerant with ∼20% average performance overhead. The key insights in Tenet is to show
how can the concurrency guarantees of the transactional programming model be leveraged to
provide a optimized, strong, and lightweight memory safety and fault-tolerance. In a nutshell,
with Tenet as a userspace storage stack, developers can build a high-performant, multi-core
scalable, memory safe, and fault-tolerant applications albeit with a programming abstraction
different from the traditional filesystem but a feature rich one best enough to exploit the
ultra-fast memory-centric storage hardware.

1.4.3 Programming Framework for Porting Legacy Applications to NVM

Chapter 5 presents Tips, a programming framework for porting legacy in-memory key-value
store (KVS) and database applications to memory-centric storage. Before memory-centric
storage, in-memory KVS and database applications run on DRAM forgoing consistency, data
persistence, and better capacity scaling in the interest of performance. The low latency
memory-centric storage provides a great opportunity for such in-memory applications to
achieve strong consistency, better capacity scaling, and data persistence at the memory level
instead of relying on traditional block based storage. But porting an existing DRAM based
in-memory KVS is reported to be cumbersome, hard and error-prone requiring a significant
amount of engineering effort [45, 185] for several reasons particularly the crash consistency
requirements. Tips acts a gateway to port such DRAM based in-memory KVS to use
memory-centric storage by providing a generic framework to which the developers can plug-in
the KVS of their interest. Tips automatically makes the plugged-in KVS persistent, crash
consistent, and recoverable in the event of crash. To ensure correctness, Tips guarantees
durable linearizability for all its conversions which is the gold-standard correctness condition.
Overall, we converted 7 state-of-the-art volatile KVS index structures and the real-world
Redis KVS using Tips with less than 20 lines of code changes in each of the applications.
All the Tips-enabled applications showed excellent performance, multi-core scalability, and
correct recovery.

1.4.4 Unified KVS Framework for Near-Storage Programming

Chapter 6 describes Retina, an unified KVS farmework for computational storage. Unlike
the other memory-centric storage technologies like the byte-addressable NVM computational
SSDs [59] are capable of performing compute on the data with help of near-storage accelerator
(e.g., FPGA) which is shipped as a part of the SSD. Unlike the TimeStone and Tips,
Retina takes an application driven approach by focusing on solving the CPU side and
storage side bottlenecks in the Deep Learning (DL) model training. The DL training
is primarily bottlenecked by the stalls due to, 1) fetching data from the storage, and 2)
preprocessing the data using the CPUs [88, 163, 199, 239]. Retina focuses on addressing
the two aforementioned problems by leveraging the computational SSDs.
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However, the OS storage stack in its current form is not designed to enable near-storage
compute and neither there exists any standard programming model for applications to leverage
computational SSDs. Hence Retina tackles the programmability challenges by proposing
a near-storage compute capable kernel-bypass storage stack for computational SSDs. To
this end, Retina proposes a KVS framework with a computational pipeline implemented
on the near-storage accelerator. We integrated the Retina to the Tensorflow framework
and conducted ResNet50 DL model training by offloading the entire image preprocessing
steps (JPEG decoding, crop, flip) to the FPGA inside the computational SSD. Offloading
preprocessing steps proved to be beneficial as it decreased the training latency by 36%,
reduced the CPU utilization and GPU idle time by 60% and 43% respectively when compared
to the traditional CPU side preprocessing.

1.5 Thesis Outline

This thesis is organized into six chapters. Chapter 3 discusses the programmability and
scalability challenges in the kernel-bypass storage stack and introduces TimeStone PTM as
a potential solution to the programmability and multi-core scalability problems. Chapter 4
discusses the importance of memory safety and fault tolerance support in the kernel-bypass
storage stack and introduces Tenet, an extension of TimeStone PTM to enable memory
safe and fault tolerant transactions. Chapter 5 introduces Tips framework and discusses
the challenges and the importance of porting legacy volatile in-memory applications to
memory-centric storage. Chapter 6 discusses the CPU side and storage side bottlenecks
in the DL model training and discusses how those bottlenecks can be addressed using
computational SSDs by introducing Retina. Chapter 8 concludes this thesis by discussing
how the techniques proposed in thesis can be a strong foundation to design kernel-bypass
storage stack for future memory-centric technologies.



Chapter 2

Background

Memory-centric storage technologies [20, 26, 34] provide the best of both memory and storage;
they are byte-addressable like the main memory and they are persistent like the traditional
block storage devices. With byte-addressability, applications can use simple load/store
instructions to program memory-centric storage and this enables to develop fast, crash
consistent data structures. Throughout this thesis, we consider the recently commercialized
byte-addressable Non-volatile memory (NVM) [26] and computational SSDs (CSD) [59] as
the representative ultra-fast memory-centric storage technologies for evaluating and analyzing
the implications of the proposed systems. However, the problems identified and the solutions
proposed in this thesis are pertinent for the other future ultra-fast memory-centric storage
technologies [2, 3, 20, 21, 34, 36, 37, 40, 111, 116, 225]. The next two sections (§2.1 and §2.2)
introduces the architecture of the NVM and the CSD.

2.1 Byte-addressable NVM

NVM provides byte-addressability like the DRAM and it is persistent like the SSD. NVM
operates at nanosecond latency, it has a worst case read and write latency of 80 ns and

NVM filesystem
(e.g., EXT4-DAX)

NVM allocator

mmap
region

Application

Physical NVM Media

Figure 2.1: NVM software stack. NVM is
mapped to the userspace and directly accessed
via load/store instructions (green arrow).
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Figure 2.2: NVM hardware architecture.
NVM sits on the CPU’s memory bus alongside
the DRAM.
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230 ns [136] which is ∼100× faster than the high-performance microsecond scale NVMe
SSDs [41, 42, 70, 71] NVM has high capacity scaling than DRAM, the current generation
of NVM can scale up to 6TB on a single machine. It also offers a higher write endurance
than all the disk based storage medias. Essentially, in terms of latency NVM sits in between
the DRAM and storage, and thus closing the large performance gap that exists between the
memory and block based storage. NVM provides the applications particularly the data center
scale and compute-centric ones to achieve (1) high performance at a reasonable cost, (2) low
durability cost, and (3) to considerably reduce the data movement costs as the persistent
data is located closer to the CPU.

Figure 2.1 illustrates the NVM software stack. Byte-addressability in the NVM is enabled
by mapping (mmap) the filesystem to the applications address space (green arrows). Then
the applications use the load/store instructions to access the mapped region. The mapped
NVM region is typically managed using a NVM memory allocator [98]. NVM can also be
accessed via the OS storage stack similar to the block based storage like the SSDs (red
arrows). However, in this model the NVM is not byte-addressable i.e., the applications can
not access NVM using load/store instructions.

Figure 2.2 illustrates the NVM architecture with Intel’s DC persistent memory (DCPMM) [26];
NVM like the DRAM sits right on the CPU’s memory bus alongside the DRAM and the
CPU cache hierarchy. The NVM’s integrated memory controller is equipped with a write
pending queue (WPQ) and it is considered as part of the non-volatile domain i.e., when the
stores reach the NVM’s memory controller it is considered persistent. The stores are batched
in the WPQ and is written to the physical storage media. However, the L1, L2, and the
Last Level (LL) cache are volatile i.e., stores in the cache hierarchy are not persistent and
such stores will be lost in the event of a power failure or a program crash. So applications
need to flush the stores in the L1 cache using cacheline flush instructions (e.g., clwb). To
guarantee store ordering, that is the order in which stores reach NVM is can be controlled by
using explicit fence instructions (e.g., sfence). In the Intel systems that support Extended
ADR (eADR) [18], the L1, L2, and the LL cache are non-volatile; so the stores in the cache
hierarchy are persistent and the applications do not need explicit cacheline flushing to make
the stores (<= 8 bytes) persistent. For larger size stores (>= 8 bytes) applications may
still need to use clwb and sfence to guarantee consistency depending on the situations. We
discuss more about this in the next two sections. Overall, although the NVM technology is
promising, the store ordering and crash consistency requirements opens up a lot of intricate
challenges.

2.1.1 Store Ordering in NVM

Stores to the NVM are guaranteed to be persisted only when the stores reach the NVM’s
memory controller i.e., stores have to be explicitly flushed from the CPU cache to reach the
NVM media. This creates a huge number of correctness and ordering issues. For instance,
consider the example of adding a new link list node, it is a two step process. (1) allocate a
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new node and populate it and (2) modify the next pointer of the previous node to make the
new node visible. Normally in the DRAM world this is straightforward and intuitive. But for
NVM there is a caveat, the order of persistence should be same as the execution store order ,
i.e.., in case of NVM the new node must be first persisted before updating the next pointer
of the previous node. If this order is not maintained then it can cause memory corruption
which in turn will make the application irrecoverable. For instance, say if the next pointer is
modified and persisted before the new node (i.e., new node is still in the CPU cache but has
not reached the NVM media yet while the next pointer modification has reached the NVM
media) and the system crashes. Upon recovery, the next pointer would point to garbage
address as the new node has not been persisted before the crash.

This is a complicated problem and it becomes more serious when the application logic is
complex such as having to update multiple pointers at the same instance like in case of a
B+tree split operation. This is further complicated by the random cacheline evictions. In
order to guarantee the correct persistence ordering developers are required to use explicit
cacheline flush and fence instructions (e.g., clwb [12] and sfence [57]). Again these instructions
should be inserted in the right part of the application logic to ensure correctness and even a
small/trivial mistake can render the application irrecoverable. Moreover such programming
bugs are hard to spot and it requires considerable amount of experience and in-depth
knowledge on the NVM programming.

The systems with eADR support (non-volatile CPU cache) neutralizes the store ordering
problem to some extent; particularly, for the stores to NVM that follow 8-byte atomicity
guaranteed by the hardware [18]. For instance, in our linked list example if a new node
is added in lock-free manner using the atomic store instructions then the order in which
the stores reach NVM would not compromise the correctness. However, for the stores that
are greater than 8 bytes, applications still need to handle the store ordering. For instance,
consider the leaf node split operation in a B+tree. The split operation typically happens in
three steps, 1) allocate a new leaf node and copy half of the key range from the old leaf node
to the new one, 2) modify the old leaf node and parent leaf node to point to the new leaf
node, and 3) remove the redundant key ranges in the old leaf node. If a power failure happens
after step 3 then there is no correctness violation. But say that a program crashes in between
step 2 and step 3; in that case, after recovery, the new leaf node and old leaf node will have
overlapping key ranges which can make the B+tree inconsistent. This problem becomes
more serious when in the event of a cascading split operation where the updating the parent
node to point to the new leaf node results in the parent node split. Such cascading split
can render the entire B+tree inconsistent and useless. So in such scenarios the applications
need to control the order in which the stores reach NVM or implement some form of logging
to recover the inconsistent B+tree during the recovery. Overall, for NVM programs that
performs atomic lock-free updates eADR systems can reduce the complexities due to store
ordering, otherwise the applications are required to maintain the correct store order for
consistency. However, it is a challenging task if not impossible to make stores greater than 8
bytes atomic and there are several research works [174, 250] in this area.
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Additionally there is also the problem of persistent memory leaks. While memory leaks are
serious security threat even for DRAM applications it is more serious in case of NVM. Because
a memory leak can stay forever in the NVM if it goes undetected as NVM is non-volatile;
i.e., a simple system restart can not fix the memory leaks in the NVM like in the DRAM.
So upon recovery it is critical that NVM based systems should be capable of detecting and
fixing the memory leaks.

2.1.2 Crash Consistency in NVM

Unlike the DRAM, all writes to NVM should be crash consistent. The writes to NVM must
not cause inconsistency if the program crashes say due to a power failure. Crash consistency
is required to ensure that all the NVM data can be correctly recovered to either the state
before the write happened or the state after. Recovering to an intermediate state leads to
memory corruption which in turn will lead to application crash and data loss. Although, the
concept of crash consistency is not new to the OS and storage developers, designing crash
consistency mechanism for NVM has its own challenges. The concept of crash consistency and
techniques to achieve it has been well studied in the traditional block based storage software
(e.g., filesystem). Such systems relies mostly on logging to guarantee crash consistent writes.
Particularly, the UNDO and REDO logging are the two widely used logging techniques to
guarantee failure-atomic updates. While these logging techniques can be used for NVM it
comes with a different set of challenges. It is because NVM has almost 100× lower read/write
latency than the block storage media. So, using the logging techniques designed for the
block based storage will cause high performance overhead and can potentially defeat the
latency benefits of using NVM. In a nutshell, guaranteeing crash consistency is inevitable for
NVM but at the same time it is critical to design a crash consistency mechanism with low
performance and space overhead.

2.2 Computational Storage

Computational SSDs (CSD) are capable of performing compute near the storage independent
of the CPU. Figure 2.3 illustrates the CSD architecture; the striking difference from the
traditional SSD is the presence of an accelerator (e.g., FPGA) and the ARM SoC inside the
storage media. The accelerator can be leveraged to perform compute on the data stored in
the NVMe SSD without having to move the data back and forth to the CPU memory. The
ARM SoC inside the computational storage acts as a control plane; it moves the required
data from the SSD to the accelerator’s memory (DRAM) for the accelerator to perform the
compute. The ARM SoC runs an embedded OS [43] which will trigger reads and writes to
the SSD. Further, the accelerator memory is typically mapped to the PCIe bar address and it
becomes the part of the CPU’s memory hierarchy. This mapped memory is used as a shared
memory region between the CSD and the host CPU for communication and data movement.

While CSD shows a lot of potential to reduce the data movement, it is still a nascent
technology. There is no standard programming model for CSD until recently proposed by
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Figure 2.3: Computational SSD Architecture.

SNIA [13]. The lack of a standard programming interface for CSD will be primary impediment
for the applications to explore the CSD. Because, offloading compute to storage requires
deviating from the traditional simple filesystem based programming and currently there are
no specific OS support for the CSD. So solving the programmability challenges by designing
a high-level programming interface will be an important first step in exploring the CSD.

2.3 Kernel-Bypass Storage Stack for Memory-Centric Storage

Sections §2.1 and §2.2 explains how the memory-centric storage particularly the byte-
addressable NVM and CSD are different from traditional block based storage. This begs the
question, how does the conventional OS storage stack fit in for such memory-centric storage?
Apart from the performance and scalability bottlenecks in the OS storage stack (§1.1), the
OS storage stack can not be used to fully exploit these new ultra-fast memory-centric storage
at least not in its current form. Of course, both NVM and CSD can be accessed using a
traditional filesystem programming model but in doing so the applications have to forgo the
NVM’s byte-addressability feature and the CSD’s near-storage compute feature.

Kernel-bypass storage stack is a potential solution to overcome the performance, scalability,
and the feature limitations of the OS storage stack. The idea of kernel-bypass existed even
for the block storage [17, 62, 266, 271, 276], but the focus was to reduce the performance
overhead of the OS storage stack by moving a part of storage stack (e.g., filesystem, NVMe
driver) to the userspace. However, designing a kernel-bypass storage stack for memory-centric
storage is quite different from the ones designed for the block storage. For instance, the kernel-
bypass storage stack must be capable of enabling byte-addressable access. This means that a
memory-centric kernel-bypass storage stack must deviate from the traditional filesystem based
programming model. As discussed in the previous chapter (§1.3) designing a kernel-bypass
storage stack for memory-centric storage opens up a lot of new challenges in the aspects of
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programmability, multi-core scalability, performance, safety, and isolation. Below we explain
the prior research efforts geared towards solving these problems, their shortcomings, and the
key insights proposed in this thesis to address these challenges.

2.3.1 Programming Model for Memory-Centric Storage

There have been lot of prior research works focusing on developing new filesystems for
NVM [102, 144, 259, 260, 277], however as stated earlier with filsystem programming model
the byte-addressability of NVM can not be exploited. However, NVM filesystems have
good use cases particularly in making legacy applications to work on NVM. Some of the
NVM filesystems are implemented in the userspace [102, 144] to reduce the kernel storage
stack overhead by delegating all file operations to the userspace and using a trusted kernel
component for updating the filesystem metadata.

Many research works also take application-specific approach by designing a NVM index
structures [77, 87, 127, 167, 176, 179, 183, 204, 206, 213, 247, 263, 278] and use those index
structures as a core building block to design a crash consistent NVM based memory-centric
key-value stores [46, 258]. These approaches exploit the byte-addressability of NVM to build
crash consistent data structures by leveraging the data structure or application specific logic.
Such approaches are not generic enough and lacks flexibility in terms of programmability.
For instance, the crash consistency techniques in these approaches are highly data structure
specific and it can not be applied to other systems or in some cases even for a different type of
data structures. Overall, application specific data structure approach is performance-efficient,
and easy to scale yet it lacks the generality and the flexibility offered by the filesystem
programming model.

In the chapter §3 of this thesis, we propose to design a transactional programming model
by designing a persistent transactional memory (PTM). PTMs provide ACID guarantees
(Atomicity, Consistency, Isolation, Durability) for all the updates that occurs within the
transaction boundary. Unlike the data structure approach, PTMs are generic, consistent,
and composable. Unlike the NVM filesystem, PTMs support byte-addressable programming
and does not rely on the OS storage stack for storage operations which makes it performance
efficient. The idea of using PTMs for NVM has been explored prior to this thesis [131, 177, 246]
but such PTMs simply repurpose the software transactional memory (STM) [103, 107, 122]
designed for DRAM by adding a naive layer of logging for crash consistency. STMs are
notorious for their poor multi-core scalability and high performance overhead; this is one
of the reasons why the idea of STMs failed for DRAM [84]. Adding a naive UNDO/REDO
logging based crash consistency to these already slow and poorly scalable STMs further
increases the performance overhead and the write amplification. Overall, the promising PTM
programming model is marred by the performance and scalability challenges. Section §2.3.2
discusses the reasons for poor scalability and high performance overhead in PTM systems.

Similar to the NVM, there is a lack of generic programming framework for CSD. Most prior
works focus on adhoc compute offloads to the CSDs such as SQL processing [101, 138, 254],
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graph analytics [141, 166, 186], filesystem [80, 181, 264]. Only a very few works focusses on
addressing the programmability of CSDs [224, 226, 265]. Among them, MetalFS [226] and
Insider [224] propose CSD programming framework using UNIX pipes and virtual filesystem
respectively. Both the works focus on offloading compute to the CSD but suffers from high
performance overhead. Chapter §6 of this thesis introduces Retina a compute capable
KVS framework for CSDs and discusses how Retina addresses the programmability and
performance challenges in the CSD programming.

2.3.2 Performance and Multi-Core Scalability

As stated earlier, prior PTM works repurposed the STMs designed for the DRAM [103, 107]
by simply adding additional crash consistency layer. The DRAM based STMs scales poorly
due to the globally shared lock table and the high performance overhead is due to the write
amplification in the word-based STMs [103, 107]. Consequently, the PTMs such as the
DudeTM [177], and Mnemosyne [246] which are essentially built on top of the tinySTM [107]
inherits the same scalability and performance bottlenecks. None of the existing PTMs scales
beyond 8 CPU cores even for a read-heavy workload (98% reads and 2% updates).

Further, the logging operations in the PTMs such as the DudeTM (REDO logging), and the
PMDK’s libpmemobj (UNDO logging) [130] causes a very high write amplification. The write
amplification comes from additional writes performed to the logs to ensure crash consistency
for every write operation to the NVM. For instance, PMDK’s libpmemobj and DudeTM
incurs up to 70× and 4× write amplification. This means that for every byte of user data
written to the NVM, libpmemobj and DudeTM writes up to 70 bytes and 4 bytes of data to
the NVM. Such a high write amplification easily becomes the performance and scalability
bottleneck in these PTMs. With regards to multi-core scalability, In chapter §3, we introduce
TimeStone PTM and discuss how it overcomes the challenges to scales up to 100’s of CPU
cores and guarantee a < 1 write amplification at all times. With TimeStone, this thesis
breaks the fundamental notion that the PTMs are slow and poorly scalable by showing how
the transactional programming model can be scaled to 100’s of CPU cores.

On the other hand, it is not just the PTMs that suffer from high crash consistency overhead,
even some of the data structures designed specifically for the NVM incur high performance
overhead due to crash consistency operations [77, 174, 176, 250]. So to reduce performance
overhead the NVM data structures forgo the critical features (e.g., not supporting variable
length keys) [87, 127, 213, 263] and sometimes even resort to supporting weaker consistency
guarantee such as buffered durable linearizability (BDL) [118, 169, 257]. Supporting a weaker
consistency such as BDL makes the applications using these data structures difficult to
guarantee correctness and also it comes at the cost of loosing data in the event of a crash
or a power failure. However, one of the main benefits of using NVM in an application is to
guarantee a consistent loss-less recovery and supporting a weaker consistency totally defeats
the purpose. In chapter §5 of this thesis, we introduce Tips, a programming framework
specifically designed for porting the legacy DRAM based volatile index structures and also
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to design new NVM index structures without trading off the consistency for performance.
With Tips, this thesis defeats the fundamental notion that the strong consistency comes at a
performance tradeoff by making Tips perform on par with the systems that support a weaker
consistency guarantee.

2.3.3 Memory Safety and Fault Tolerance

It is critical for any NVM storage stack whether it is a filesystem or a PTM or a index
structure to guarantee memory safety and fault tolerance. Because, these systems coexist
with the application in the userspace and any trivial application bug (e.g., buffer overflow,
dangling pointers) can corrupt the storage stack. Corrupting a storage stack may result in the
loss of critical metadata and in many cases it can render the entire application irrecoverable,
this defeats the purpose behind using NVM. Further, the Random Bit Error Rate (RBER)
of NVM is reported to be quite high on par with the traditional NAND flash [245, 270].
Hence unlike the DRAM, NVM can wear out in time and such a cell wear out can silently
corrupt the NVM data without the knowledge of the application or the NVM storage stack.
Such data corruptions due to NVM hardware failure is called as media errors. To reduce the
impact of such media errors the NVMDIMMs are usually equipped with hardware ECC which
is capable of up to 2-bit errors [27]. The errors that can not be corrected by the hardware
ECC are reported to the application (by the OS) as Uncorrectable Media Error (UME). It
is then the responsibility of the application to either correct such errors by restoring the
NVM data from the backup (if exists) or to endure data loss by ignoring the error report.
Further, the OS reports the UME in the page granularity i.e., even if only a small portion of
data is corrupted the OS offlines the entire NVM page where the corruption occurred. So
the applications are in the danger of loosing an entire page of data in the event of an UME.
Also, UMEs are random i.e., it can happen at any random offset so loss of critical metadata
means the entire application is at the risk of being rendered irrecoverable. Consequently, it is
critical for a NVM storage stack to be fault tolerant against such UMEs.

Unfortunately, most of the existing NVM filesystems, PTMs, and index strictures do not
provide any memory safety or fault tolerance guarantees. Only a few PTMs [82, 272] and
filesystems [260] support some form of memory safety and fault tolerance. Pangolin [272]
and SafePM [82] extend the libpmemobj transaction to support a partial memory safety.
Meaning that both the techniques have lot of safety vulnerabilities in their system that
can be exploited with a trivial application bug. Further, these systems introduce high
performance overhead and high write amplification in the quest to achieve memory safety. For
instance, the libpmemobj transaction slows down by up to 2× when Pangolin’s and SafePM’s
techniques are applied to make it memory safe. Obviously, libpmemobj’s already high write
amplification is also further increased by these techniques. Eventually with such systems,
memory safety (albeit only partial) comes at very high performance tradeoff. Chapter §4 of
this thesis introduces Tenet and discusses how Tenet makes TimeStone memory safe and
fault tolerant with just ∼20% performance overhead. Chapter §4 also discusses how Tenet
overcomes the performance challenges to guarantee full memory safety and fault tolerance.
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Before Tenet, NVM systems (even many DRAM systems) were either high-performant and
no memory safety or poor performance and full memory safety. This thesis breaks this barrier
by designing Tenet which guarantees full memory safety and fault tolerance at modest
performance overhead.

2.4 Chapter Summary

This chapter introduces memory-centric storage technologies using NVM and CSD as repre-
sentative examples. This chapter also discusses how the NVM and CSD are different from
traditional storage devices and the challenges in the programming NVM and CSD. Section
§2.3 introduces the need for kernel-bypass storage stack to program NVM and CSD as the OS
storage stack can not exploit the NVM’s byte-addressability and CSD’s near-storage compute
capabilities. Further, Sections §2.3.1-§2.3.3 discuss the challenges in designing a kernel-bypass
storage stack for memory-centric storage. In a nutshell, a kernel-bypass stack should support
better programmability, better performance and multi-core scalability, and provide memory
safety and fault tolerance for the applications to efficiently use the memory-centric storage
technologies. Chapters §3-§6 delves deep into each of these challenges and introduces new
system designs to overcome the challenges. Next chapter introduces TimeStone PTM and
discusses the programmability and multi-core scalability challenges in the NVM.



Chapter 3

Designing a Scalable PTM for NVM

New emerging non-volatile main memory (NVM) technologies, such as Intel Optane [74, 196],
provide persistence along with traditional main memory characteristics [244, 274], such as
byte-addressability and low access latency. In addition, the NVM offers data durability and
larger in-memory capacity at a significantly lower $/GB compared to traditional DRAMs [90,
182, 218, 238, 267]. Although NVMs incur higher read-write latency compared to traditional
DRAMs [92, 147], they enable software to have a larger capacity and almost attain free
durability of data.

While NVM technology is promising, it poses system developers with several new challenges
such as guaranteeing crash consistency with a minimal write amplification, scalability, and
high performance at high core counts. Even for byte-addressable NVMs, guaranteeing crash
consistency requires high latency logging operations in the critical path, complicated by
the modern out-of-order processors that can reorder cacheline evictions. As a consequence,
achieving crash consistency without impacting the manycore scalability and performance has
become an onerous task.

Nevertheless, manycore scalability is becoming an inevitable design principle when designing
NVM software as NVMs are expected soon to be a part of data center manycore servers [81].
For example, the first public Cloud service of DCPMM used by SAP HANA, an in-memory
database system, which requires manycore parallelism [81]. So a competent NVM library
should provide better performance and scalability, have a minimal write amplification, be
memory efficient, and have broad-ranging applicability.

Unfortunately, none of the prior work exhibit all the above capabilities. For instance, prior
concurrent durable data structure (CDDS) libraries [77, 87, 127, 146, 167, 204, 206, 212, 213,
248, 263, 275, 278] leverage application’s data structure knowledge to achieve better scalability
but do not guarantee atomicity of multiple operations, such as atomically adding two nodes to
a list (durable composability). Moreover, current CDDS libraries do not guarantee consistency
for data (full-data consistency), rather delegate it to the application developers. Failing to
guarantee durable composability and full-data consistency delimits the usage of such libraries.

17
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Figure 3.1: Performance comparison of PTM systems for concurrent hash tables with 2% update.
Except TimeStone, prior systems suffer from poor scalability and high write amplification.

Contrary to CDDS libraries, existing PTM approaches [93, 115, 131, 177, 192, 246] support
durable composability and provides full-data consistency. However, our analysis shows that
none of the PTM systems scales beyond 16 cores (see Figure 3.1). For example, DudeTM [177]
and Mnemosyene [246] scale poorly because of the underlying STM, which is known for
its poor scalability [84]. They extend STM with an extra durability layer, which incurs a
high write amplification (∼4-7×), as shown in Figure 3.1 and Table 3.1 in the course of
guaranteeing crash consistency. On the other hand, Romulus [93] and KaminoTX [192]
minimize write amplification by maintaining a full backup of the NVM, which derails the cost
effectiveness of NVM. Moreover, existing PTM systems support limited write parallelism (refer
to Table 3.1) impacting their scalability, or leaving it entirely to the application developers
to use locks [131]. More recently, Pisces [115] attempts to provide scalability by providing
snapshot isolation. Unfortunately, only providing snapshot isolation delimits the use for
applications requiring stronger isolation model. Importantly, the dual version concurrency
control and the synchronous write during log reclamation in Pisces are bound to affect
scalability [152], also increasing write amplification like other PTM approaches.

To address all these problems, we propose a new PTM system, named TimeStone, which
achieves 1) scalability across multiple cores, guarantees 2) crash consistency with a significantly
lower write amplification (< 1) and also maintains 3) minimal additional memory footprint.
At its core, TimeStone adopts MVCC to achieve high concurrency and scalability but
introduces several new principles to MVCC for scalable persistency in NVM.

We believe that MVCC is a better design choice for PTM frameworks because of its inherent
capabilities to support full-data consistency and the ability to run concurrent transactions
with different isolation guarantees. To tackle the write amplification problem, we propose
a novel multi-layered hybrid DRAM-NVM logging scheme called the TOC logging with
the ability to absorb the write-traffic to NVM and significantly reduce write amplification.
Further, to overcome the garbage collection and log reclamation overheads of MVCC [256],
which impacts write throughput, we equip the TOC logging with a scalable and concurrent
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PTM Systems Isolation Parallelism Durability Additional Memory NVM Write
Level RR RW WW How When DRAM NVM Amplification

PMDK [131]†+ LN × UNDO ⇒] - log ≥ 2

Mnemosyne [246]‡ LN REDO ⇒] - log 4-7
KaminoTX [192]+ LN Backup ⇒] - NVMM ≥ 2

DudeTM [177]∗ LN REDO ⇒] log+ NVMM log 4-6
Romulus [93]∗ LN × × Backup ⇒] - NVMM 2
Pisces [115]+ SI REDO ⇒] - log ≥ 2

Tenet SI/SR/LN TOC ⇒] TLog OLog+ CLog ≤ 1

NOTE: SI: snapshot isolation SR: serializability LN: linearizability

×: not supported : partially supported : fully supported ⇒]: immediate durability ⇒] : eventual durability

Table 3.1: High-level comparison of PTM systems for NVM. TimeStone is a PTM based on
MVCC (Multi-Version Concurrency Control), which makes supporting multiple isolation levels (i.e.,
mixed isolation levels) possible. Our novel TOC logging absorbs NVM writes through three layers
of logging so TimeStone can provide extremely low write amplification (below 1) on NVM while
providing immediate durability resulting in high performance and scalability. † While PMDK does
not provide isolation, we assume that a PMDK transaction uses a readers-writer lock. We get write
amplification by measuring by ourselves for ∗ or by analyzing the design of + or by referring the
measured value for ‡ in Romulus [93]. We define write amplification as the ratio of the actual NVM
writes by application requests while Romulus counts only the additional data written in NVM.

log reclamation scheme. TimeStone makes the following contributions:

• We introduce TimeStone, which is the first highly scalable MVCC-based PTM system
designed for NVM.

• We propose a novel multi-layered hybrid DRAM-NVM logging scheme, named TOC logging
to significantly reduce the write traffic and write amplification in the NVM.

• We propose a scalable and concurrent log reclamation scheme to avoid log reclamation
becoming a bottleneck in our MVCC-based design.

• We design TimeStone to concurrently support three different isolation levels (i.e., lin-
earizability, serializability, and snapshot isolation) on the same data set. To the best of
knowledge, TimeStone is the first PTM framework to support mixed isolation levels.

• We provide a familiar programming model hiding the complexities of MVCC, concurrency,
and durability from the user with C++ API.

• We evaluate TimeStone with key data structures and real-world workloads and our results
show that TimeStone outperforms state-of-the-art PTM systems with significantly higher
performance and lower write amplification.

3.1 Overview of TimeStone

We first elucidate our design goals and how we incorporate them in TimeStone, and then
describe the key features of Tenet with an illustrative example (see Figure 5.1).
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3.1.1 Design Goals

Write-Aware System Design. Given the higher write latency, limited endurance, and
high energy consumption of NVM writes [92, 126, 136, 145, 161, 217, 218, 235], it is essential
that NVM applications should be write-aware. Unlike previous PTM systems [93, 131, 177,
192, 246] that suffer from high write amplification, we aim to significantly reduce amplification
by making TimeStone write-aware. We adopt a hybrid multi-layered logging design (TOC
logging) to absorb and coalesce a large chunk of redundant NVM writes.

Full-Data Consistency Guarantee. To support crash consistency, it is critical to
guarantee consistency for applications’ data stores (data) as well as applications’ internal data
structure (metadata), which we term as full-data consistency. Failing to guarantee full-data
consistency affects recovery and can lead to data corruption in the NVM. For example,
recent log-free data structure [97] designs guarantee only the consistency of pointers in a
durable data structure (called link consistency) and delegates the data consistency to the
application developer. Ignoring data consistency adds burden to the developer as it demands
proper knowledge on correctly flushing the stores to ensure a proper recovery without any
data corruption. We aim to provide full-data consistency without compromising the system
performance and scalability.

Immediate Durability. For PTM systems, it is important to make updates immediately
durable upon transaction commit. Prior PTM systems (e.g., DudeTM [177]) defer durability
to reduce commit latency; however adopting relaxed durability (i.e., eventual durability) has
the problem of losing some updates while recovering from a failure. In TimeStone, we make
all the successfully committed updates immediately durable which enables our system to
guarantee a deterministic and loss-less recovery and all of this without compromising the
performance of the live transactions unlike some of the prior techniques [85, 113, 177, 178].

Mixed Isolation Levels. The level of required isolation guarantee depends on the
application semantics and there is no single isolation level that can suit all application
types. For example, even though snapshot isolation can provide good performance with more
parallelism, it cannot be used for developing data structures without addressing write skew
anomaly [83, 115, 152, 188]. On the other hand, stronger isolation levels such as linearizability
might be an overkill for OLAP-class applications, which can tolerate weaker isolation reading
slightly stale data [232]. We believe that supporting multiple isolation levels for the same
data set is essential considering the rapid growth of data size, and the varied requirements
of applications. Now, the beauty of MVCC is that it provides a way to represent multiple
isolation levels. TimeStone supports any number of concurrent transactions running with
three different isolation levels (linearizability, serializability and serializable snapshot isolation)
to operate on the same data set.

Decentralized Design for Scalability. To achieve scalability on a manycore system, we
should avoid any centralized scalability bottleneck in TimeStone. Prior PTM techniques [177,
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Figure 3.2: Illustrative example of adding a node in a TimeStone linked list. A thread adds a
node C to a linked list in a TimeStone transaction (ts_txn::run()) with a serializable isolation
level (ts::serializable). Consider a transaction that starts at timestamp 45 (i.e., local-ts = 45)
and commits at 50 (i.e., commit-ts= 50). TimeStone first creates a copy of node B in TLog (B’)
and updates its next pointer to node C 1 . When the transaction commits, TimeStone persists
the executed operation (add(C)) to OLog making the transaction immediately durable 2 . Steps 3
and 5 denotes the log capacity crossing the high-water mark and this triggers the checkpointing
for TLog reclamation 4 and writeback for CLog reclamation 6 . During checkpointing, TimeStone
checkpoints the latest transient copy (node B’) to the CLog so the TLog can be reclaimed 4 . In the
CLog reclamation, TimeStone writes back the latest checkpoint copy (node B’) to the master object
and the checkpoint log can be reclaimed safely 6 . The reclamation process is detailed in §3.2.9

192] use a centralized lock table notorious for scalability bottlenecks, and similarly, transaction
techniques that use copy-on-write (CoW) for performing updates [112, 192] have centralized
address mapping table that hinders scalability. We designed TimeStone not to have such a
central entity by allocating resources at the thread level (e.g., per-thread logging) and using
hardware timestamps for coordination among threads.

3.1.2 Design Overview

We explain the key design features of TimeStone and how we realized our design goals with
an example in Figure 5.1.

3.1.2.1 Multi-Versioning

We adopt MVCC in TimeStone to exploit its inherent benefits for key features of Tenet.
Since MVCC makes out-of-place updates by composing a new version, which is a full replica
of the respective original object, making the version durable guarantees full-data consistency.
Importantly, because each version is discrete, it can concurrently support different isolation
levels. Given these benefits, naive adoption of MVCC will incur a lot of write traffic, and affect
the write endurance of NVM with frequent writes defeating our design goals of minimizing
write amplification and achieving high scalability. We solve these problems by using TOC
logging and a scalable log reclamation scheme (see Figure 5.1 and §5.3).
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3.1.2.2 TOC Logging

As illustrated in Figure 5.1, in TOC logging, we use a volatile log on the DRAM, named
transient version Log (TLog), and two non-volatile logs, namely operational log (OLog) and
checkpoint log (CLog). Essentially, each one of the logging layers is key to realizing our design
goals. The volatile TLog reduces write amplification by absorbing redundant writes to NVM
and it is also key to achieving full-data consistency. The OLog is important to guarantee
immediate durability and the CLog guarantees a deterministic recovery. For scalability without
a central bottleneck, all three logs are per-thread logs and updates are synchronized using
the hardware timestamp. The TOC logging is a combination of the traditional redo logging
and the operational logging, but our novelty lies in the multi-layered hybrid placement of
logs (in DRAM and NVM) and their usage for PTM in tandem. Next, we explain how the
three logs are used in a typical TimeStone transaction.

Transient Version Log. As shown in the step 1 in Figure 5.1, before modifying an
object, the thread first makes the full copy of the respective master object (transient copy)
in the TLog by locking the object (ts_lock in Figure 3.3). It then executes transactions on
the respective copy, and upon successful commit, the transient copy object is added to the
version chain. During the NVM writeback, the thread writes only the latest transient copy
( 4 in Figure 5.1). Consequently, a large chunk of redundant NVM writes is absorbed in the
TLog, which is the key to achieving a lower NVM write amplification.

Operational Log. The OLog is pivotal in guaranteeing immediate durability upon transac-
tion commit. OLog stores only the transaction semantics ( 2 in Figure 5.1), which is essentially
a function pointer and its argument of a transaction, and re-executes them during recovery.
Unlike the traditional undo or redo logging, OLog does not log the entire transaction data, and
neither incurs read indirection nor requires multiple store flushes. As a result, OLog reduces
write amplification, improves scalability, and guarantees durability using a single persistent
barrier (clwb and sfence) per transaction.

Checkpoint Log. The CLog is essential to maintaining the master object in a consistent
state and to tolerate any potential failure during writing back the checkpoint copy ( 6
in Figure 5.1). If master objects are inconsistent, re-executing OLog does not guarantee
recovery. During recovery, the master objects are first reset to the most recent checkpointed
status available in the CLog.

3.1.2.3 Mixed Isolation Levels

With the goal of making TimeStone a generic framework suitable for a wide range of
applications, TimeStone supports multiple isolation levels–linearizability, serializability,
and snapshot isolation–on the same instance of an application such that transactions with
different isolation levels can run concurrently. Applications that require high performance but
can tolerate write-skew or slightly stale reads should use TimeStone’s snapshot isolation,
while applications that needs stricter isolation levels can fall back to linearizability or
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serializability. For linearizability and serializability, TimeStone additionally employs a read
set validation at commit time where we check if any of the objects dereferenced has been
updated during the course of current transaction; If so, we simply abort and retry again.
Note that the serializability and linearizability differs in the object derefernce semantics and
still follow the same read set validation procedure in our design.

3.1.2.4 Scalable Garbage Collection

TimeStone maintains fixed size logs and hence the memory usage of logs are limited. If
one or more logs becomes full, this could block all writes until logs are reclaimed. Hence
garbage collection can directly impact write throughput. Also, a synchronous and non-scalable
garbage collection scheme can quickly become a bottleneck hampering the performance of
the system [256].

For the garbage collection to be scalable, TimeStone must identify safe objects to reclaim
without any centralized lookup or coordination. Importantly, garbage collection must be
NVM-write aware so that it does not increase direct writes to NVM. Hence, TimeStone
employs a timestamp-based reclamation scheme where decisions like what/when to reclaim
are solely made based on the object-local timestamp without accessing shared structures.
To harness concurrency in the garbage collection, TimeStone delegates responsibility of
reclamation to each thread that holds the log itself (i.e., concurrent reclamation). To further
reduce NVM writes, we introduce best-effort reclamation, which reclaims objects that do not
incur NVM writes. We explain the details in §3.2.9.

3.1.2.5 Programming Model

TimeStone follows the programming model of object-level, lock-based software transac-
tional memory providing full ACID guarantee on NVM. TimeStone provides C++ API so
programming in Tenet is just writing a typical C++11 code using TimeStone base classes
and APIs as shown in Figure 3.3.

User-defined persistent structures (e.g., struct node in Figure 3.3) that inherit ts_object
(line 1, 6) will be allocated on the NVM (line 20). To hide the complexity of NVM memory
management, concurrency control, and version resolution in MVCC, TimeStone provides
two smart pointers; ts_master_ptr points to a master node on NVM and ts_copy_ptr
points to a version-resolved copy, which is part of the version chain on TLog. Essentially,
ts_copy_ptr should be used in the function that accesses the ts_object such as list::add().
Type conversion between two smart pointer types involves version resolution (line 13, 24)
in Figure 3.4. To modify an object, first it should be locked using ts_lock (line 18). Once a
lock is acquired, ts_copy_ptr will be updated to pointing a new transient copy of the object
( 1 in Figure 5.1). A code executed within ts_txn::run is a full ACID transaction and the
required isolation level can be specified per transaction (line 37). Upon abort, ts_txn::run
internally re-tries the transaction. ts_thread is a shallow wrapper inheriting std::thread
that registers and deregisters a thread to TimeStone (line 41).
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1 struct node : public ts::ts_object { // Inherit ts_object
2 int64_t val; // data on NVMM
3 // p_next: persistent pointer to a master object
4 ts::ts_master_ptr<node> p_next;
5 };
6 class list : public ts::ts_object { // Inherit ts_object
7 // p_head: persistent pointer to a master object
8 ts::ts_master_ptr<node> p_head;
9 public:

10 bool add(int64_t val) {
11 // p_prev, p_next: version-resolved pointer to a copy object
12 ts::ts_copy_ptr<node> p_prev = p_head;
13 ts::ts_copy_ptr<node> p_next = p_prev->p_next;
14 while (p_next) {
15 if (p_next->val >= val) {
16 // Lock the object (p_prev) before update
17 // creating a transient copy of p_prev in TLog
18 ts::ts_lock(p_prev);
19 // Allocate a master object on NVMM
20 ts::ts_copy_ptr<node> p_new_node = new node;
21 p_new_node->val = p_next->val;
22 // In assigning to a persistent pointer, a persistent
23 // master object pointer of a copy will be assigned.
24 p_new_node->p_next = p_next;
25 p_prev->p_next = p_new_node;
26 return true; } // end of if
27 // In assigning to a copy pointer, a version-resolved
28 // copy pointer will be assigned after version resolution.
29 p_prev = p_next;
30 p_next = p_prev->p_next; } // end of while
31 return false; } // end of add()
32 };
33 void thread_main(int64_t v) {
34 // Run a transaction with given isolation level and function.
35 // Upon abort, ts_txn::run internally re-tries the transaction.
36 ts::ts_txn::run(ts::serializable,
37 [&]() { p_list->add(v); p_list->add(v+1); });
38 }
39 int main(int argc, char *argv[]) {
40 // Spawn a thread for concurrent transaction execution.
41 ts::ts_thread worker(thread_main, argc);
42 worker.join();
43 return 0;
44 }

Figure 3.3: A linked list adding two nodes in one transaction.
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Figure 3.4: Object representation and version resolution in TimeStone.
An object consists of one master object on NVM and one or more transient copies in a transient
version log (TLog) on DRAM and checkpoint copies in a checkpoint log (CLog) on NVM. Each copy
has a its commit timestamp (commit-ts) as well as timestamps of older and newer versions
(older-ts, newer-ts) to make decisions without pointer chasing. A version chain is ordered from the
latest to the oldest version starting at a control header on DRAM. Object dereferencing finds the
closest past version (commit-ts) to when a thread starts a transaction (local-ts). For example,
when local-ts of a thread is 85, the thread will read B” with commit-ts 80 (e.g., Thread 1). The
version chain traversal should stop at the last checkpoint boundary because transient versions older
than the last checkpoint timestamp (ckpt-ts) would already have been reclaimed. In this case, a
thread should fall back to the latest version on NVM pointed to by np-latest on a control header
(e.g., Thread 2).

3.2 Design of TimeStone

We first describe the basic metadata structures of TimeStone’s transactional object followed
by versioning, logging, committing, and recovery mechanisms.

3.2.1 Object Representation

In TimeStone, updates to NVM are in object granularity. To make Tenet NVM write-
aware, we maintain frequently modified metadata (control headers) and persistent intermediate
copy objects on DRAM in addition to application data objects. We next discuss their details.

Master Object on NVM. In TimeStone, every persistent data structure is represented
by a non-volatile master object that acts as a handle for these persistent structures. To reduce
overheads of frequent access of a master object on slow NVM, TimeStone also maintains a
volatile control header per master object on DRAM as shown in Figure 3.4. This volatile
pointer (p-control) is validated by matching the gen-id cached in the master object and a
global gen-id, which increments each time the non-volatile heap is loaded.

Copy Object. TimeStone maintains two different copy objects: a transient copy and
a checkpoint copy. A transient copy is created on TLog during update operations while a
checkpoint copy is created on CLog when the transient copy is checkpointed during TLog
reclamation ( 4 in Figure 5.1). As illustrated in Figure 3.4, a copy object caches essential
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timestamp information that is required to make object-local decisions during version resolution
and log reclamation.

Control Header on DRAM. As shown in Figure 3.4, control header stores per-object run
time metadata such as the version chain head (p-copy) and lock-status (p-lock). The control
header is created when the master object is first updated. The decentralization of metadata
enables faster metadata lookup and update performance and also significantly reduces the
frequency of NVM access. The control header serves as the entry point to access copy objects
and it also helps copy objects to reference their respective master.

3.2.2 Version Chain Representation

In TimeStone, the version chain is a singly linked list with the newest object at the head of
the linked list. As illustrated in Figure 3.4, version chain traversal is delimited by the latest
checkpoint timestamp (ckpt-ts) because transient copies older than the checkpoint boundary
would have already been reclaimed. For any access request beyond the checkpoint boundary,
the latest checkpoint copy is dereferenced via the control header. The latest transient copy is
always stationed at the head, so new threads starting a transaction may traverse until the
checkpoint boundary in the worst case. Therefore, the length of a version chain does not
affect performance or chain traversal cost.

3.2.3 Object Version Dereferencing

Our design provides a generic versioning support that can satisfy snapshot isolation, serializ-
ability, and linearizability. A thread does a control header lookup to get to the version chain
head and traverses the chain. The thread compares its local-ts against the commit-ts of the
transient copies and dereferences the closest past version, which is the most recent transient
copy with commit-ts lesser than the local-ts. If a thread reaches the checkpoint boundary
(ckpt-ts), it falls back to the control header and then the latest checkpoint copy (np-latest)
is dereferenced. If a control header does not exist yet, the thread dereferences the master
object. Note that these dereference semantics are the same for both snapshot isolation and
serializability. In case of linearizability, we dereference the latest transient copy in the version
chain without any further traversal. This is because linearizability requires reading the latest
object and in the situation where the latest transient copy is a future version for the current
transaction, we abort and retry to preserve the object dereferencing correctness.

3.2.4 Updating an Object

Before updating an object, the writer-thread attempts to lock the control header of the
associated master object; if the lock could be acquired, a transient copy of the respective
master object is created on TLog ( 1 in Figure 5.1) and p-lock in the control header (pointing
to NULL) is atomically modified to point this transient copy. A non-NULL p-lock means that
there is an ongoing update and hence the thread aborts (see §3.2.6). Note these lock failures
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(i.e., p-lock is not NULL) are hidden from the user and in such cases, the writer-thread aborts
and retries. The absence of a control header indicates no updates to the master object. Hence
the current writer-thread is responsible for creating and locking the control header.

3.2.5 Committing a Transaction

A writer-thread maintains a private write set on TLog consisting of all updates made in a
transaction. We first persist our OLog entries to make them durable and then we make all
updates in the write set atomically visible; we add each of the copy objects (p-lock) to
respective version chain head (p-copy) and then atomically update the commit-ts of the write
set to the current hardware clock. Finally, we update the commit-ts field in the new copy
objects with the write set commit-ts. For stricter isolation levels such as linearizability and
serializability, an additional read set validation is carried out at the beginning of a commit
procedure. The read set validation checks if the view of an object has changed since the
arrival of this transaction. If so, then the current transaction is aborted and all updates are
discarded.

3.2.6 Aborting a Transaction

A writer-thread aborts a transaction upon a ts_lock failure or in the event of stale-reads
upon read set validation or reading a future version in linearizability. When aborting a
transaction, the writer-thread unlocks all control headers by resetting p-lock to NULL and
rolls back the log space. We also free the new master objects that were allocated inside the
aborting transaction.

3.2.7 Timestamp Allocation

For timestamp allocations, we leverage the hardware clock (rdtscp in x86 architectures)
to prevent the timestamp allocation from becoming a scalability bottleneck [148, 154, 175,
240, 268]. As hardware clocks can have a constant skew between processor cores which can
lead to incorrect ordering, we use the ORDO primitive [148] and avoid this inconsistency.
ORDO assumes there is a constant clock drift among cores and it compensates for the drift
using the pre-measured ORDO boundary. ORDO is a software-based technique and only
assumes invariant timestamp counter, which is already supported in x86 and many other
architectures [148].

3.2.8 TOC Logging

All the logs in TimeStone are modeled as per-thread circular logs with new entries updated
at the tail. TLog is created in the volatile memory while CLog and OLog are placed in the
non-volatile heap. CLog and OLog are accessible from the root object of the non-volatile
heap. Before terminating TimeStone, but after all threads safely exit the TimeStone
transaction, we free all logs on the non-volatile heap and make the root object to point to
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NULL. Thus, a NULL root object upon starting TimeStone signifies safe termination in the
previous run. We leverage this design invariant to trigger the recovery.

3.2.9 Log Reclamation

Log reclamation or garbage collection (GC) is critical as it directly impacts the write
performance of the system.

Concurrent Reclamation. To prevent garbage collection being bottlenecked either by a
single thread or due to synchronous waiting [188], we employ a self-reclamation scheme [152]
in which, the thread that holds the log is responsible for the reclamation of its state. This
design is scalable, asynchronous, thread-local, cache- and prefetcher-friendly [136]. Each
thread at the transaction boundary checks if it needs to perform a log reclamation. If so,
it triggers the gp-detector thread to broadcast the last detected grace period timestamp,
which we will define shortly. To avoid race conditions, we add a reclamation barrier to avoid
any new trigger before the currently running reclamation is finished. To ensure liveness of
log reclamation, the gp-detector thread reclaims the log of a thread which did not initiate
reclamation.

What to Reclaim? We employ a RCU-style grace period detection algorithm to identify
the safe reclaimable objects [152, 188, 190] Grace period is an interval in which all threads in
TimeStone are outside or have exited the transaction boundary. Grace period timestamp is
the time at which the a grace period detection begins. A background gp-detector thread
continuously detects the grace period and broadcasts the grace period timestamp to all thread
when log reclamation is requested.

An object is obsolete if it has a newer version, so it is no longer visible to new threads entering
transactions and does not have any new references in a transaction. When all threads reading
an obsolete object exit the transaction, the obsolete object becomes invisible and is safe to
reclaim. Thus, as per grace period semantics, a copy object can be safely reclaimed if one
grace period has elapsed since it became obsolete. The grace period semantics guarantee that
there cannot be any thread in a transaction with local-ts less than two grace periods. So
TimeStone always waits for at least two grace periods to elapse before reclaiming any copy
object. Note that we cannot reclaim a copy object if it is the latest version of the associated
master object as it is still visible to all threads. The copy object has to be checkpointed,
followed by the completion of one more grace period before the copy object can be safely
reclaimed.

When to Reclaim? Ideally, deferring reclamation until the log comes to capacity improves
the chance for coalescing updates which will reduce the frequency of NVM writebacks.
However, we can not afford the log resources to become full as it can block writers hampering
system performance. Keeping this in mind, we maintain a preset high-water mark and
low-water mark for all three logs. When a log utilization exceeds high-water mark, the
log is fully reclaimed incurring NVM writes (checkpoint reclamation in TLog and writeback
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reclamation in CLog). When the utilization is between low and high-water mark, the log is
reclaimed in a best-effort mode. In the best-effort reclamation, a thread reclaims its log until
the first writeback to NVM is required. The first writeback is the point at which the thread
encounters the latest transient copy object of the respective master object. Stopping at the
first writeback allows coalescing updates as future updates on the same object is expected.
The deferred object will be reclaimed or written back in the next reclamation cycle. Below
we explain how each of log reclaims in detail.

Transient Version Log Reclamation. In checkpoint reclamation passing the high-water
mark, a thread first checks if this transient copy object is the latest version, then it checkpoints
the copy to the CLog if one grace period has elapsed since this copy object is committed. After
checkpointing, any future reference to this object is served from CLog and the checkpoint
boundary (ckpt-ts) is set to the grace period timestamp when starting the reclamation. We
then wait for one more grace period to pass and then safely reclaim the copy from TLog. After
this, all versions with commit-ts less than ckpt-ts are deemed safe to be reclaimed. This
ensures that the object does not have any references. Note that we wait for one grace period
before checkpointing and one additional grace period after checkpointing making it at least
two grace periods since the arrival of the copy object and that makes it safe to reclaim as per
grace period semantics. Alternatively, if the entry is not the latest version then it is simply
skipped so that the thread that has the latest version in its TLog will checkpoint that entry.

In the best-effort reclamation of TLog, the thread reclaims its TLog entries until it encounters
the first writeback to NVM. It is prudent and optimal to defer writeback until log utilization
goes above the high-water mark. This deferring helps reduce the frequency of writeback to
NVM.

Checkpoint Log Reclamation. Writeback reclamation in CLog works similar to checkpoint
reclamation in TLog except that it writebacks the checkpoint copy to its corresponding master
object. A thread performs writeback only if it is the latest checkpoint copy, else it is skipped
and the thread that has the latest checkpoint copy in its CLog will writeback during its
reclamation. Again, similar to TLog, we wait for two grace periods to pass before safely
reclaiming an object. This asynchronous waiting for at least two grace period is to ensure
that there is no any existing reference to this checkpoint copy in TimeStone transactions.

The best-effort reclamation of CLog also follows a similar semantics of TLog where the thread
stops reclaiming its CLog when it encounters the first writeback to the master. Again, this
deferring the writeback is done with a goal to coalesce multiple checkpoint copies associated
with the same master object and then writeback the latest copy when the thread reclaims its
CLog in the writeback reclamation.

Operational Log Reclamation. An OLog entry is deemed to be reclaimable based on the
last checkpoint boundary (ckpt-ts). So all the entries with commit-ts less than the ckpt-ts
can be reclaimed anytime, independent of any grace period semantics. When OLog utilization
goes above the high-water mark, it triggers checkpoint reclamation of TLog and as a result,
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ckpt-ts is updated. At this point, OLog can discard all the entries with the commit-ts lesser
than the ckpt-ts.

3.2.10 Freeing an Object

To free a master object, we first lock the object to avoid any race condition while freeing
it. If the object to be freed is in TLog then we cannot immediately free it as there might
be one or more checkpoint copies in CLog that would still require a reference to the master
object during its reclamation. Hence, we insert a tombstone of the master object to CLog.
Tombstone-marked master objects will be freed when we find them upon CLog reclamation.
Note that the lock will not be released until the master object is freed to prevent double-free
and update-after-free of the master object.

3.2.11 Recovery

TimeStone’s recovery procedure guarantees no-loss recovery. As mentioned in §3.2.8, on
safe termination of TimeStone, we free all logs in the non-volatile heap. When there
are non-volatile logs upon start, TimeStone triggers recovery procedure. The recovery
procedure is a two-step process, which first replays CLog and then replays OLog.

Checkpoint Log Replay. The goal of CLog replay is to find the latest checkpoint copy
associated with each master object by sequentially examining all CLogs in NVM. The replay
routine constructs a control header for each master object that has a corresponding copy in
the checkpoint log. np-latest field in the control header is updated to the newest copy by
comparing commit-ts of all the copies of the same master object. This sets up the master
objects to the last consistent state before the failure and thus prepares it for OLog replay.

Operational Log Replay. The goal of OLog replay is to restore back to the latest
committed state before the failure occurred. To restore the application back to the last
consistent state before the failure, the transactions that happened after the last checkpoint
timestamp (i.e., ckpt-ts stored in NVM) should be re-executed from OLog. The transactions
in OLog should be re-executed in the original local-ts order and should be committed in the
original commit-ts order to avoid any inconsistent view. local-ts ordering is essential to
ensure a consistent version view for replay transactions as it had during the live execution
while a proper commit-ts ordering will bring back the application to the same old status that
existed before the failure. Note that the OLog replay does not require any global state as the
CLog replay will establish the required state (as in the live execution before failure) for the
OLog entry to be correctly executed.

Recovery Time. The recovery cost in TimeStone is roughly constant and it is directly
proportional to the utilization of OLog and CLog (number of entries in them) and the worst
case being both the CLog and OLog are full. Apparently, the OLog entries have to be executed
only for the TLog entries that have not been checkpointed yet. Since our log size is limited
and our TOC logging scheme keeps checkpointing the updates regularly and hence we do not
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have to re-execute all OLog entries that occurred before the failure.

3.3 Implementation

We implement TimeStone in C and C++. The core library written in C, which comprises of
around 7000 lines of code and C++ API comprised of 800 lines of code. To abort a transaction,
we use setjmp and longjmp instead of C++ exception because we found throwing an exception
in C++ is not scalable [228]. We use modified jemalloc allocator as our non-volatile memory
allocator, nv-jemalloc, similar to some of the previous works [97, 177]. We could not use the
PMDK allocator [131] or Makalu allocator [79] because of their poor scalability.

3.4 Evaluation

In this section, we first show that TimeStone achieve better scalability and performance
across different data structures under various workload configurations compared to state-of-
the-art PTM systems (§3.4.1). We then show the effectiveness of TimeStone for real-world
workloads (§3.4.2). Finally, we thoroughly analyze the effectiveness of TOC logging in
reducing write amplification (§3.4.3).

Evaluation Platform. We use a system with Intel Optane DC Persistent Memory
(DCPMM) for our evaluation. The machine consists of two sockets with Intel Xeon Platinum
8280M processors equipped with 28 cores (56 logical cores) per socket (112 logical cores in
total), 1.5 TB of NVM (12 × 128 GB), and 768 GB of DRAM (12 × 64 GB). We used gcc
9.1.1 with -O3 flag to compile benchmarks and ran all experiments on Linux kernel 5.0.9.

Configuration. We preset the size of TLog and OLog to 1 MB and CLog to 4 MB. We also
set the high-water mark to 75% for all logs. We set low-water mark to 50% and 62.5% to TLog
and CLog, respectively. We also present the performance analysis for varying log sizes and
analyze the sensitivity of TOC logging in §3.4.3. We ran TimeStone for different isolation
levels. Note that TimeStone-SI denotes snapshot isolation whereas TimeStone-L and
TimeStone-S represents linearizability and serializability versions, respectively. In order
to evaluate the data structures under the snapshot isolation, we removed the write-skew
by locking the adjacent nodes in addition to the nodes that are being updated as prior
work [115, 152, 188] did. We compare our TimeStone with the state-of-art PTM systems:
DudeTM, Romulus, and Intel’s PMDK. Both DudeTM and Romulus provide their own
memory allocator, and we ported them such that they allocate memory on the NVM. For
Romulus, we handpicked RomulusLR with the best performance. PMDK’s transactional
library libpmemobj does not support isolation, so we use a standard readers-writer lock to
protect a transaction from concurrent accesses.
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Figure 3.5: Performance and scalability of concurrent data structures: a 10,000 item linked list,
hash table (1K buckets), and binary search tree with read-mostly, read-intensive, and write-intensive
workloads.

3.4.1 Concurrent Durable Data Structures (CDDS)

We evaluate three persistent data structures–linked list, hash table, and binary search tree–for
three types of workloads similar to several prior works [75, 128, 235, 278]: 1) read-mostly (2%
update), 2) read-intensive (20% update), and 3) write-intensive (80% update) operations.

We present the performance and scalability in Figure 4.6 and present abort ratios in Figure 3.6
for further analysis of each PTM systems.

Linked List. We use a singly linked list with 10,000 items for our evaluation. TimeStone
exhibits relatively a better scalability across all the workloads than the other PTM systems
but the performance of DudeTM and Romulus are upto 2× better than TimeStone only
for the read-mostly workload and this happens only in the case of linked list.

For the linked list, DudeTM performs well at a lower core counts and starts to collapse
beyond 16 cores. Since DudeTM supports decoupled durability–replicating all the persistent
data and logs on the DRAM, the foreground thread just accesses the replica on DRAM and
writes to its volatile log and the background thread persists the log entries later. That makes
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Figure 3.6: Abort ratio of concurrent data structures.

foreground writes much faster and for the same reason persisting by the background thread
becomes a high latency operation. The background thread becomes a bottleneck since it
cannot keep up with the rapidly filling of log entries as the number of foreground thread
increases. This eventually blocks incoming writes and leads to a performance collapse.1 This
is more evident in read-intensive and write-intensive workloads as it collapses after 6 cores.
Unlike DudeTM, TimeStone guarantees immediate durability and hence it has to persist
its OLog entry upon commit. TimeStone shows upto 10× lesser abort ratio than DudeTM
and even the stricter isolation version of TimeStone shows 2.5× lesser abort ratio. This is
because the underlying fixed-size central lock table in DudeTM causes spurious aborts. The
decentralized resource allocation helps in achieving better scalability and lower abort ratio in
TimeStone.

As with Romulus, the single writer thread becomes a bottleneck in read-intensive and write-
intensive workloads and for the same reason Romulus performance starts to saturate after
40 cores in the read-mostly workload. Because of the inherently larger critical section in
the linked list, the single writer latency is masked in the read-mostly scenario. Note that
Romulus never aborts so its abort ratio is always zero.

Note that although PMDK uses a readers-writer lock due its additional logging and NVM
allocator overhead in the critical path causes the performance collapse and poor scalability.

Hash Table. For the evaluation, we create a hash table with 1,000 buckets, where each
bucket points to the head of a singly linked list. TimeStone outperforms all the other PTM
systems by upto 30× and exhibits a near-linear scalability. The cause for the performance
collapse in the other PTM systems is same as observed in the linked list. Pisces [115]
implements a similar hash table with the same load factor but with 10× more buckets and

1The DudeTM code supports only single-threaded background persist.
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TimeStone still outperforms Pisces by 2×-6×. Note that higher number of buckets increases
the concurrency and thereby aborts are reduced.2 We believe that having multiple versions
and employing TOC logging for effectively handling crash consistency makes TimeStone
performs better than Pisces.

Binary Search Tree. In BST, TimeStone performs upto 10× better than the other and
exhibits a better scalability. The slightly skewed scaling and the TimeStone-SI performing
same as the stricter versions of Tenet can be attributed to higher chances of lock failure in
common ancestor nodes (e.g., root node) causing a spike in the abort ratio. The cause for
the performance collapse in the other PTM systems is same as observed in the linked list.

Scalability across Isolation Levels. From our analysis, it is evident that TimeStone
shows a better scalability for all the three isolation levels. TimeStone-S and Tenet-L shows
a superior scalability when compared to the linearizable PTM systems such as DudeTM and
Romulus. Particularly, for hash table and binary search tree, TimeStone-S and Tenet-L
shows a similar throughput and abort ratio as that of TimeStone-SI because of better
concurrency of those data structures. This is perceptible from the abort ratio also as all the
three versions of TimeStone exhibits a similar abort ratio. In DudeTM, the lesser aborts of
a hash table can also be attributed to the better concurrency levels in the data structure.
Overall, the scalability across read workloads can be attributed to our MVCC-based design
while our TOC logging equipped with efficient garbage collection makes TimeStone scalable
even for the write-intensive workloads.

3.4.2 Real World Workload

To analyze the impact of TimeStone for real-world workloads, we use Kyoto Cabinet [72]
and YCSB benchmark [91].

KyotoCabinet. KyotoCabinet is an in-memory database which is internally divided into a
number of slots and each slot hosts a number of buckets that point to a binary search tree.
Concurrent access of each slot is protected by a per-slot lock. We replaced the binary search
tree to the TimeStone binary search tree to provide synchronization and crash consistency
for database operations. We compare our implementation (KyotoCabinet-TimeStone)
against the vanilla KyotoCabinet (KyotoCabinet-vanilla) that runs on the faster DRAM
and KyotoCabinet-NVM where the binary search trees are allocated on NVM. Note that
KyotoCabinet-NVM does not provide crash consistency so there is no logging operations
involved. As Figure 3.7 shows, TimeStone outperforms other systems and scales even
with an additional overhead of providing crash consistency. It is important to note that
KyotoCabinet in general is not scalable [100] and the performance starts to saturate after
16 cores. Using TimeStone, we make KyotoCabinet scale beyond 16 cores in addition to
making KyotoCabinet crash consistent.

2Because Pisces code is not publicly available, we compare the performance reported in their paper against
our similar hash table configuration.



3.4. Evaluation 35

0

2

4

6

8

10

12

14

16

0 16 32 48 64 80 96 11
2

O
ps

/µ
se

c

#threads

KyotoCabinet-TimeStone
KyotoCabinet-vanilla
KyotoCabinet-NVM

Figure 3.7: Performance comparison of TimeStone on KyotoCabinet for read-mostly workload.
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Figure 3.8: Performance of TimeStone and DudeTM with YCSB.

YCSB. We implemented a B+-tree for TimeStone and DudeTM to evaluate YCSB
benchmarks. We set the B+-tree fan-out to 8 and ran 20 million operations using an
index benchmarking tool, index-microbench [251]. TimeStone significantly outperforms
DudeTM.3 TimeStone scales reasonably well for read-dominant YCSB B, C, and D while
TimeStone shows performance dip for YCSB A. That is because high update ratio in
workload A (50%) causes the high latency split and merge operations in the B+-tree. Overall,
TimeStone performs upto 6× more and scales better than DudeTM but there is 0.5× dip
in the performance for write workloads caused due to the split and merge in B+-tree.

3.4.3 Analysis on Design Choices

In this section, we show how the TOC logging benefits the write amplification, how it provides
stability to TimeStone even with a larger dataset size and smaller log size.

3We could not show full scalability results of DudeTM because the DudeTM crashes after 30 cores.



36 Chapter 3. Designing a Scalable PTM for NVM

0

2

4

6

8

10

16 32 48 64 80 96 11
2

0

2

4

6

8

10

16 32 48 64 80 96 11
2

0

2

4

6

8

10

16 32 48 64 80 96 11
2

W
ri

te
am

pl
ifi

ca
ti

on

#threads

TimeStone
Linked list

#threads

RomulusLR
Hash table

#threads

DudeTM
Binary search tree

Figure 3.9: Comparison of write amplification incurred in different PTM systems for a write-
intensive workload.

0.00

0.05

0.10

0.15

0.20

OLo
g

CLo
g

M
as
ter

0.00

0.05

0.10

0.15

0.20

OLo
g

CLo
g

M
as
ter

0.00

0.05

0.10

0.15

0.20

OLo
g

CLo
g

M
as
ter

R
el

.
w

ri
te

am
ou

nt
to
T
L
o
g

Uniform random Zipf 0.1 Zipf 0.8

Figure 3.10: The total bytes written for each log in TimeStone for the varying skewness of
read-intensive workload. Y-axis is relative to TLog.

3.4.3.1 Write Amplification

We ran the persistent data structures for write-intensive workloads and compared it with
Romulus and DudeTM in Figure 3.9. The write amplification is defined as ratio of the actual
amount of data written to NVM by the amount of user request data.

We infer that TimeStone consistently reduces direct NVM writes compared to RomulusLR
and DudeTM for the following reasons. First, RomulusLR must propagate every updates to
the NVM backup incurring 2× write amplification. Similarly, DudeTM also writes the user
request data to redo log in NVM first and writes it back to data location of the NVM. Redo
logging in DudeTM significantly increases the write amplification since it involves not only
data but also other metadata (e.g., address) per transaction. But in TimeStone only the
OLog write goes to NVM to guarantee immediate durability. Second, TLog absorbs a large
chunk of redundant NVM writes as Figure 3.10 shows. Only ∼ 6% of the total TLog writes is
being checkpointed to CLog and less than 1% of it is written back to the master. The presence
of TLog becomes more significant if the skewness of the access increases. Third, as depicted
in Figure 3.9, the write amplification decreases as the thread count increases. This can be
attributed towards higher write coalescing in TLog. So overall, the TOC logging reduces
write amplification by absorbing redundant writes in TLog along with our garbage collection
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Figure 3.11: Performance of TimeStone for a larger hash table size.

mechanism which prudently controls the NVM writes. Note that write amplification for
TimeStone and DudeTM reduces about ∼0.3× and 2×, respectively, in case of binary search
tree. This is due to the better coalescing chance in BST as common ancestor nodes more
frequently updated. Romulus write amplification is unchanged because it has to propagate
the updates to the backup heap irrespective of the underlying data structure.

To glimpse the write amplification in PMDK, we modified the pmemcheck [132] and observed
cacheline flushes incurred in a PMDK transaction with our hash table benchmark. In PMDK,
each insert operation incurs 18 flushes consisting of 2 flushes for transaction initialization, 6
flushes for NVM allocation, and 10 flushes for user data update and logging. Even a read-only
transaction incurs 2 flushes for transaction initialization. Overall we observed surprisingly
high write amplification, 73.5×, for 1-million transactions with 2% writes.

3.4.3.2 Sensitivity Analysis

.

Dataset Size Sensitivity. In order to see how TimeStone behaves with varying dataset
size, we ran the hash table benchmark for 10× and 100× larger dataset (i.e., 100K and 1M
elements) than Figure 4.6. As shown in Figure 3.11, TimeStone consistently scales even for
the 10× and 100× larger datasets. However, we observe ∼8× drop in the overall throughput
for 1M elements; further analysis reveals high cache miss rate (∼60%) for 1M elements due to
increased memory footprint compared to mere 2% for 100K elements. Overall, TimeStone
shows a stable performance and scalability for both small (Figure 4.6) and large dataset
(Figure 3.11).

Log Size Sensitivity. To see how TimeStone behaves with different log sizes, we ran
the hash table benchmark with the read-intensive workload. We varied all three log sizes
from 1/8× to 8× and measured throughput, the amount of reclamation, and the number of
triggered reclamation. We did not observe any drop in performance even when log size is
reduced by 1/8×. The amount of log reclamation is about the same because we ran the same
workload. The number of times the log reclamation triggered increases proportionally with
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the decrease in the log size. For example, if the log size is reduced by 4× then the number of
times the log reclamation is triggered increases by roughly 4×. Since our log reclamation is
asynchronous triggering it more frequently does not impact the throughput of the system.
Overall, our effective log reclamation technique makes TimeStone insensitive to the varying
log sizes and achieves a high throughput even for a smaller log size.

3.5 Related Work

NVM Optimized Logging. There have been a lot of active research in storage systems to
optimize the logging protocols for NVM [76, 125, 142, 153, 155, 210, 211, 214, 216, 229, 249].
Such log optimization techniques consider NVM as a fast caching layer for the disk and
leverage it for reducing the recovery cost or the durability cost incurred in the traditional
disk-based logging. Techniques such as [125, 210, 249] proposes asynchronous commit policies
to reduce the durability cost and to hide the long latency disk persist operations. Other
techniques such as [76, 142, 216] leverages NVM to correctly restore the partial disk writes
upon recovery. While the database log optimization techniques primarily focuses on reducing
the durability cost, we in TimeStone propose TOC logging which is geared not only towards
reducing the durability cost but also focuses on reducing write amplification to achieve better
performance and scalability.

FASE Techniques. Another line of research for developing crash consistent NVM
applications utilize a failure-atomic critical section (FASE) approach, guaranteeing atomicity
at the level of a critical section granularity [85, 113, 124, 160, 178]. This approach focuses
on providing failure atomicity to the legacy lock-based code with little or no focus on the
scalability and write amplification issues. Moreover, the traditional FASE-based techniques
such as [85, 113, 124, 160] suffers from complex runtime dependency tracking. While the
state-of-art iDO logging [178] reduces the dependency tracking overhead but still it needs a
specialized compiler support.

Hardware Assisted Techniques. This class leverages STM- or FASE-based approaches
and propose new hardware support for guaranteeing atomic durability [112, 134, 137, 139, 158,
159, 203, 208, 222, 234, 275]. They interface with hardware buffers to speed up logging [139,
234, 275] or delegate the process of ordering stores to hardware [112, 158, 159, 203], clearly
demanding significant hardware changes and introducing new logging instructions. Some
approaches in this class propose extending hardware transactional memory (like Intel RTM)
for making atomic updates to NVM [140, 140, 164]. The performance of these techniques
are bound by the L1-L3 cache size and requires changes in the existing cache-coherence
protocol [140]. Unlike these techniques, TimeStone is completely software-based capable of
running on the modern hardware.
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3.6 Chapter Summary

In this chapter, we discussed TimeStone, a scalable and high-performing PTM framework.
We propose TOC logging to keep write amplification under the check. MVCC-based design
helps TimeStone to achieve better scalability and full-data consistency. Also, we support
three different isolation levels to improve the applicability of TimeStone. We evaluated the
Tenet against all of the latest PTM works and we showed that TimeStone outperforms all
of them upto 40× and shows a better scalability. While the prior PTM systems suffers from
2×-6× write amplification, TimeStone maintains it below 1. We also presented the real
world impact of TimeStone by evaluating it with KyotoCabinet and YCSB workloads. The
TimeStone enabled KytoCabinet and B+-tree shows better performance and scalability.
Next chapter discusses how to make TimeStone memory safe and fault tolerant.



Chapter 4

Making TimeStone Memory Safe and Fault Tol-
erant

Direct persistence of NVM opens several challenges in protecting data from software bugs
(e.g., “memory scribbles”) and media errors. NVM data can be permanently corrupted due to
a single memory scribble, which roots from a spatial safety violation (e.g., buffer overflow)
or a temporal safety violation (e.g., use-after-free) in a program. Previous studies [78, 95,
104, 105, 165, 200, 201, 202, 209, 230, 233, 242, 243, 269, 273] have shown that such memory
safety violations are prevalent in programs (e.g., 70% of CVEs [22, 38, 39]). Since NVM is
mapped to the same address space as DRAM, memory safety violations in NVM and DRAM
can corrupt NVM data. Besides these software bugs, dense NVMs have a higher random raw
bit error rate (RBER) than DRAMs, with RBER closer to NAND flash [245, 270]. Hence,
NVM (e.g., Intel Optane) adopts stronger ECC for error correction. Unfortunately, certain
hardware errors can still escape the error correction, leading to Uncorrectable Media Errors
(UME) in NVM [28, 48].

PTMs [130, 162, 221, 255] are one of the most popular NVM programming models because
of their ability to exploit direct persistence. A few recent PTM systems, such as SafePM [82]
and Pangolin [272], attempt to provide NVM data protection by extending libpmemobj [130].
A desirable PTM system that offers NVM data protection should (1) offer extensive data
protection: protect against both NVM media errors and software memory safety violations in
both DRAM and NVM, and (2) incur lower performance overhead and storage costs.

Unfortunately, existing works fail to meet the above criteria. SafePM [82] provides NVM
memory safety by instrumenting every NVM access. It does not protect against media errors
and memory safety violations in DRAM. The memory instrumentation and the associated
metadata incur high performance overhead and storage cost. Pangolin offers data protection
with checksum and parity while libpmemobj provides fault tolerance by simply replicating
the NVM data to a backup NVM region. However, both systems are still vulnerable to
memory safety violations, incur high NVM storage cost, and suffer from high performance
overhead. As further explained in §4.1.2, in summary, prior approaches compromise the
protection coverage [82, 123, 272] while also incurring high storage cost and high performance

40
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overhead [82, 130, 272].

This chapter introduces Tenet, a principled PTM-based approach that offers an enhanced
memory safety and fault tolerance guarantees at a significantly lower performance overhead
and storage costs than prior works. Leveraging off-the-shelf hardware features and the con-
currency properties of PTM, Tenet reduces performance overhead and storage costs without
compromising its protection coverage. We realize Tenet’s memory-safe design principles
using the state-of-the-art and highly scalable PTM framework, TimeStone [162] that does
not provide NVM data protection. In particular, key techniques of Tenet are as follows:

• Hardware-enforced memory domain separation. Instead of instrumenting every
memory access to check for memory safety violations, Tenet exploits an existing hardware
feature: Intel Memory Protection Keys (MPK) [133, 215], to separate the address space into
NVM domains and a DRAM domain. Only the trustworthy Tenet library can write to the
NVM domains. Thus, outside the Tenet library, Tenet offloads NVM data protection
against memory scribbles to hardware. This enables data protection for most memory
access with almost zero overhead.

• On-first-read and on-commit memory safety enforcement. Enforcing memory safety
at every NVM access in the Tenet library incurs high overhead. Instead, leveraging PTM
semantics, Tenet enforces the temporal safety violation only at the first reference of an
NVM object and the spatial safety violation only at the commit of a persistent transaction.
This, in tandem with the memory domain separation technique, prevents the corrupted
data from reaching NVM with very low runtime overhead.

• Asynchronous hybrid NVM-SSD replication. Protecting against NVM media errors
fundamentally requires creating redundancy. Tenet asynchronously replicates the NVM
data to SSD off the critical path to tolerate any number of NVM media errors. It thus
offers low storage cost fault tolerance without hindering performance.

• We design Tenet using the above approaches, which to the best of our knowledge is the
first high-performance PTM with memory safety and fault tolerance guarantees.

• We evaluate two different versions of Tenet– (1) memory safety only (Tenet-MS) and
(2) memory safety and fault tolerance (Tenet) with key data structures and real-world
workloads. Our results indicate that Tenet offers enhanced protection at a modest
performance overhead and storage cost as compared to state-of-the-art systems.

4.1 Background on NVM Memory Safety and Fault Tolerance

This section first introduces NVM media errors (§4.1.1) and memory safety violation in NVM
programs (§4.1.2), followed by discussing the prior PTM works that address the media errors
and memory safety violations (§4.1.3).
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Non-Volatile Memory (NVM) Error
   ├ Hardware Error
   │    ├ Media Error (ME)
   │    │     ├ Correctable Media Error (CME)
   │    │     └ Uncorrectable Media Error (UME)
   │    └ Silent Data Corruption (SDC)
   └ Software Error
          ├ Memory Safety Violation
          │     ├ Spatial Safety Violation
          │     └ Temporal Safety Violation
          ├ Crash Consistency Violation
          └ Logic Bugs

Figure 4.1: Classification of errors in NVM. Tenet handles UME, Spatial and Temporal Safety
Violation bugs (red). Tenet relies on the hardware ECC to fix CME and the underlying PTM to
handle Crash Consistency Violations such as atomicity and persistence ordering (blue). Silent Data
Corruption in the hardware (e.g., CPU faults) and logical bugs in the application are out of scope
(grey).

4.1.1 NVM Media Errors

Figure 4.1 shows the classification of potential errors in NVM. These errors can be classified
into hardware errors and software errors. Hardware errors can be further classified into media
errors (MEs) and silent data corruptions (SDCs). Media errors are caused by faults in the
NVM media such as exceeding the write endurance, power spikes, soft media faults etc that
directly corrupt data in the NVM media [245, 270]. SDCs are caused by faults that occur
outside NVM media, which indirectly causes data corruption. Examples of SDCs are buggy
NVM firmware, faults in CPUs, memory controllers, or other hardware components [89, 149].
Handling SDCs is a separate research area and it is out of scope of this work.

Hardware media error (ME) correction.. Commercially available NVMs implement
error-correction code (ECC) in hardware to detect and correct media errors. For example,
Intel Optane DCPMM uses hardware parity to detect any-bit errors, and it can correct up
to two 2-bit errors [27]. The NVM hardware transparently fixes such correctable media
errors (CMEs). However, uncorrectable media errors (UMEs) will be reported for software
intervention as detailed below.

Reporting uncorrectable media error (UME) to software.. The OS receives the
reports of UMEs; and it can pass it to the application. Specifically, when a CPU accesses
an NVM page affected by UMEs, the NVM hardware sends a poison bit along with the
relevant data to the CPU. Upon encountering the poison bit, the CPU raises a memory check
exception (MCEs) for the OS to handle. Currently, Linux handles the MCE by adding the
corrupted page to the bad block list and sends a SIGBUS signal to the application [19, 48].
Then the OS leaves the responsibility to the application for fixing UMEs during the recovery
phase [28]. We note that, although the NVM is byte-addressable, UMEs are reported to the
software at the page granularity due to the blast radius effect [11].
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4.1.2 Memory Safety in NVM Programs

We categorize software “scribbles”, which corrupt NVM data, as spatial and temporal memory
safety violations (Figure 4.1). Spatial safety violations happen when memory is accessed
beyond its allocated range. Buffer overflows and array out-of-bound accesses are classical
examples. Temporal safety violations happen due to dangling pointers; i.e., when accessing
an already freed (use-after-free) or accessing a reallocated address range (use-after-realloc).
These memory safety bugs are even more dangerous in NVM than DRAM because the NVM
data will be corrupted forever and a simple system restart would not fix these issues. Note
that memory safety bugs on either DRAM or NVM region of an application can cause NVM
data corruption since the NVM region is mapped directly to application’s address space.

4.1.3 Prior NVM Data Protection Approaches

Memory safety in NVM programs.. Prior works – Pangolin [272], SafePM [82], and
Corundum [123] – include mechanisms to protect NVM data from memory safety violations.
Pangolin extends libpmemobj [130] and uses per-object checksum to detect spatial safety
violations. SafePM adds AddressSanitizer [231] to libpmemobj transaction to detect spatial
and temporal safety violations on NVM data. Corundum is a Rust-based NVM programming
library and leverages Rust’s type system to statically enforce spatial and temporal memory
safety. However, they have some critical limitations. First, none of these approaches prevent
NVM data corruption due to memory safety violations on “DRAM data”. Suppose that the
buggy code inside a transaction causes a buffer overflow on DRAM data; such spatial safety
violations on DRAM can scribble arbitrary memory location, including NVM data. Moreover,
none of them guarantee to protect NVM data from temporal safety violations. Pangolin does
not check temporal safety violations. Meanwhile, SafePM does not detect use-after-realloc
bugs. Even with Corundum, the developers still have the responsibility to guarantee type
and memory safety for the "unsafe" Rust code, both can result in spatial and temporal safety
violations.

Both Pangolin and SafePM suffer from high performance overhead and introduce additional
performance bottlenecks. Pangolin calculates and verifies checksums on the critical path,
imposing high performance overhead. Furthermore, it verifies checksum only for write
transactions (i.e., read transactions are unprotected). SafePM instruments every NVM access
to check for memory safety violation, which is costly. SafePM further introduces extra UNDO
logging overhead over the already existing expensive logging in the libpmemobj to guarantee
crash consistency for its memory safe metadata.

Fault tolerance against UME.. To protect against UME, libpmemobj supports repli-
cating data on NVM. However, it replicates data on the write critical path, leading to high
performance overhead. Furthermore, storing the replicated data on NVM wastes the precious
NVM space, doubling (2×) storage cost. Pangolin uses parity for fault tolerance; however,
parity calculation on the critical path causes high performance overhead and it unnecessarily



44 Chapter 4. Making TimeStone Memory Safe and Fault Tolerant

0.0

1.0

2.0

3.0

4.0

5.0

1 8 16 24 32 40 48

M
op

s/
se

c

# Threads

Romulus[93]
DudeTM[177]

Trinity[221]

TimeStone [162]
Libpmemobj[130]

OneFile[219]

BST (Binary Search Tree): lookup=80%, insert/delete= 20%

Figure 4.2: Performance of TimeStone against other PTMs. None of the PTMs are memory safe
or fault tolerant against UME.

serializes the transactions which affects the write scalability. Further, Pangolin can recover
up to one page within a parity region; a data loss will happen if UME occurs on more than a
page. SafePM and Corundum do not provide any fault tolerance against UME.

4.1.4 Prior PTMs for NVM

Libpmemobj [130] has been the de-facto PTM. However, it suffers from high performance
overhead and poor scalability. Thus, several new PTMs focus on addressing its limitations [93,
115, 177, 192, 219, 220, 221, 255]. Figure 4.2 shows that none of the existing PTMs,
except TimeStone [162], scale beyond 8 cores even for a read-intensive workload. Further,
TimeStone performs up to 8× better than the existing PTMs. Based on this observation, we
chose TimeStone [64, 162] as the transaction abstraction for Tenet. Moreover, designing
memory safety and fault tolerance techniques for such a high performance PTM is challenging
as even a small bottleneck can compromise its original scalability and performance. We
introduce the relevant design aspects of TimeStone below.

Multi-version concurrency control.. TimeStone follows multi-version concurrency
control (MVCC). With MVCC, TimeStone supports non-blocking reads and concurrent
disjoint writes, achieving high concurrency. For each object created by the application
(e.g., B-tree node), TimeStone allocates a master object on NVM (see Figure 4.3). On
updating a master object, TimeStone creates a new version ( 1 ) on DRAM, chaining
multiple version objects from new to old object’s age. TimeStone dereferences the right
version object during the dereference phase with the help of timestamps. Each version object
gets assigned a timestamp when it is committed (commit-ts). Also, each transaction gets
a timestamp (local-ts), which denotes the transactions’ start time. TimeStone traverses
the version chain and chooses the most recent version of an object based on these timestamps
(i.e., commit-ts<=local-ts). This guarantees a consistent snapshot of NVM data for all
transactions at any given time.
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Figure 4.3: An illustrative example of updating Node A to its 9th version (A9) in TimeStone.

Operational log based immediate durability.. TimeStone uses a DRAM-NVM hybrid
logging technique, named TOC logging for efficient crash consistency. The TOC logging
consists of Transient Version Log (TLog) on DRAM, Operational log (OLog) and Checkpoint
log (CLog) on NVM, as illustrated in Figure 4.3. TimeStone creates a new version on
TLog ( 1 ), and logs the performed operation to the OLog ( 2 ) for immediate durability. An
operational log entry is typically much smaller than the conventional undo/redo logging,
which duplicates the data, thus making crash consistency efficient.

Asynchronous log reclamation and replay based recovery.. As more versions are
created, TLog eventually becomes full, triggering log reclamation. When TLog is reclaimed,
the latest version of an object on TLog (A9 over A8) is checkpointed to the CLog ( 3 ). Similarly,
when CLog becomes full, the latest checkpoint (A9 over A6) is written back to the master
object ( 4 ). To recover from a crash, TimeStone first applies the checkpoints in CLog to
the respective master objects and reverts them to a consistent snapshot. Then the OLog is
executed to recreate all the updates that are lost on TLog.

4.2 Overview of Tenet

4.2.1 Threat Model and Assumptions

Tenet aims to protect against spatial and temporal memory safety violations in buggy
application code. Furthermore, Tenet considers the possibility of a memory safety violation
on DRAM data corrupting NVM. Tenet also aims to guarantee fault tolerance for NVM
data against the uncorrectable media errors (UMEs). PTMs in general and TimeStone in
particular cannot guarantee ACID properties for the application code that is outside the
transaction or when the PTMs’ APIs are misapplied. This applies to Tenet as well, i.e.,
it cannot guarantee memory safety and fault-tolerance for the code outside the transaction.
Tenet is not designed to handle SDC that occur outside the NVM media. Protection against
the adversarial attacks (e.g., control-flow attacks) is out-of-scope. However, the protection
techniques and mechanisms against SDC and control-flow attacks can be orthogonally deployed
to Tenet. In Tenet, application code is distrusted while Tenet library code and OS kernel
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Figure 4.4: Overall architecture of Tenet with an example of updating Node A to its 9th version
(A9). n denotes the newly added memory safety checks and replication to the TimeStone transaction.
Note that the application has read/write access to DRAM and read-only permission for NVM. When
accessing Node A, Tenet validates its temporal safety by comparing the tags, 0xCAFE ( 1 ). If the tags
do not match, the transaction is aborted. Otherwise, the writer proceeds to traverse the Node A’s
version chain, makes a copy of the latest version (A8) in its TLog and updates it to A9 ( 2 ). Upon
commit, Node A9 is validated for spatial safety by checking the canary values ( 3 and 4 ). The
transaction is aborted if the validation fails. Otherwise, the writer commits the transaction by
updating its OLog ( 5 ) for durability and it also synchronously updates the replica OLog for fault
tolerance ( 6 ). When reclaiming the TLog, Node A9 is once again validated for spatial safety before
checkpointing it to the CLog ( 7 ) followed by synchronously updating the replica CLog ( 8 ). Similarly,
when the CLog is full, Tenet writes back the latest checkpoint (Node A9) to the original master
object Node A ( 9 ). The updated Node A is then asynchronously replicated to the disk (10 ).

are considered as a trusted computing base (TCB).

4.2.2 Design Goals

• Protect NVM data from memory safety violations. Tenet should detect all spatial
and temporal safety bugs not only from NVM but also from DRAM. Any memory safety
bugs either in DRAM or NVM code should not corrupt NVM data.

• Protect NVM data against UMEs. Tenet should provide a robust fault tolerance
mechanism to recover and restore NVM data from UMEs transparently.

• Low performance and storage overhead. Tenet aims to be a practical system that
offers an enhanced protection scope and strong fault tolerance at a minimal performance
and storage overhead.

4.2.3 Design Overview

Tenet re-purposes the multi-versioning and transactional semantics of TimeStone to
achieve its design goals. Below we introduce Tenet’s main techniques as illustrated in Fig-
ure 4.4.
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(1) Separation of NVM protection domain from DRAM. A memory safety bug (e.g.,
out-of-bound write) either in DRAM or NVM can result in NVM data corruption. Enforcing
full memory safety in every single memory access incurs prohibitive runtime overhead as
prior studies show [82, 272].

To prevent unauthorized NVM writes without checking every single memory access, Tenet
grants the write permission to the NVM region only for the TCB i.e., the Tenet library code.
In other words, the application code has read-only permission for the NVM, and consequently,
it only writes on DRAM. When the application commits its transaction, writer thread gets
write permission to execute the Tenet library code which propagates the updates on DRAM
to the NVM.

Tenet completely segregates DRAM and NVM regions so that all new version and master
objects are created on DRAM (referred to as DRAM Objects). Therefore, Tenet application
code does not require write access to NVM, as it writes only to the DRAM region. If
a buggy application code tries to write to the NVM region, it will receive an exception
(SIGSEGV) from Tenet and will be terminated. Tenet exploits Intel Memory Protection
Keys (MPK) [133, 215] to efficiently switch NVM permissions for each thread.

(2) On-commit spatial safety enforcement. As applications can always write to the
TLog (i.e., DRAM), it is vulnerable to arbitrary memory scribble. A corrupted DRAM
object can be eventually propagated to CLog ( 6 in Figure 4.4) and the master object ( 8 ),
consequently corrupting the NVM data. We propose on-commit spatial safety enforcement to
prevent corrupted DRAM objects from reaching NVM. Tenet adds eight byte canary values
at the start and at the and of a DRAM object during its creation ( 2 ). Specifically, Tenet
assigns a random value to C0, and the hash of C0 and its location (xor(C0,&C1)) to C1. When
an application commits the transaction, Tenet inspects the integrity of canary values of
all DRAM objects in that transaction ( 3 and 4 ). If the canaries are compromised (i.e.,
C0 != xor(C0,&C1)), then Tenet aborts the transaction and gracefully terminates without
propagating the corrupted objects to NVM.

Our on-commit spatial safety enforcement is efficient with minimal performance overhead.
Unlike the prior approaches [82, 202, 230, 273], our technique avoids reading additional
metadata, and it checks the integrity only once during the transaction commit. Note that
NVM objects do not have canary values and thus no NVM space overhead.

(3) On-first-dereference temporal safety enforcement. Even after an NVM (master)
object is freed (and then reallocated), a program still can reference it via dangling pointers
which can corrupt the NVM data in unintended ways.

We propose on-first-dereference temporal safety enforcement to efficiently enforce temporal
safety of NVM objects with a minimal runtime overhead. Tenet uses a tag-based approach,
which essentially checks if a pointer points to the right object by comparing tags associated
with the pointer and the pointed object. When Tenet creates an NVM (master) object, it
assigns a 2-byte random integer as a tag of the object (e.g., 0xCAFE for Node A in Figure 4.4).
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We encode this 2-byte tag in the upper 16-bit of a pointer, which is unused in the x86
architecture. When the object is freed, its associated tag on the header set to zero for
detecting use-after-free. When the object is dereferenced first time in a Tenet transaction
( 1 ), Tenet checks whether the encoded tag in the pointer matches with the tag in the
pointed object. If the tags do not match, it means the pointer points to the already-freed/-
reallocated object (i.e., dangling pointer), which violates temporal safety. In this case, Tenet
aborts the transaction immediately.

Our approach is efficient and imposes minimal performance overhead because it checks the
temporal safety of each object only once in a transaction. Also, accessing the inlined tags
is cache-friendly, which, unlike prior approaches [82, 201, 230, 273], requires no additional
metadata lookup.

(4) Off-critical path NVM replication to SSD. Tenet replicates all NVM data; in
the case of a UME, corrupted NVM pages can be restored using the replica. The main
challenge in designing a replication scheme is minimizing the performance overhead and
storage cost. While replication to another NVM region can be performance efficient, it incurs
2× higher capacity cost. Instead, we propose a hybrid NVM-SSD replication technique;
Tenet asynchronously replicates the master objects to SSD (10 ) and synchronously replicates
the transaction logs (CLog and OLog) to NVM ( 6 , 8 ). Master objects, are application data
structures, which can be large and also potentially occupy the entire NVM space. Hence,
Tenet replicates master objects to the SSD off the critical path to reduce both storage cost
and performance overhead. Although the replication is asynchronous, Tenet guarantees
loss-less NVM data recovery by prudently leveraging the transaction logs and grace period
semantics. Meanwhile, transaction logs are small and finite, so Tenet replicates them to
NVM to reduce performance overhead. Further, Tenet is also capable of recovering from
multiple simultaneous UMEs occurring in one or multiple NVM pages. We explain this
design, its correctness and recovery guarantees in §4.3.4 and §4.3.5.

4.2.4 Putting It All Together For TimeStone

Tenet makes the NVM read-only for all except the Tenet’s library code. So the NVM
objects in TimeStone do not need spatial safety checks as they are read-only objects. Tenet
enforces temporal safety checks for all NVM objects (using pointer tags) during the object
dereferencing to detect dangling pointers. On the contrary, DRAM objects are vulnerable
to application scribbles (due to write permission) hence Tenet enforces on-commit spatial
safety checks using the canary bits. DRAM objects do not need separate temporal safety
checks as they are managed internally by Tenet; i.e., as DRAM objects are accessed via the
respective NVM object, enforcing temporal safety for NVM objects indirectly guarantees it
for DRAM objects. We discuss the correctness of these techniques in §4.3.3. TimeStone
can not handle UMEs, so Tenet proposes to replicate master objects and transaction logs
to SSD and NVM respectively; in the event of a UME, NVM data can be restored using the
NVM/SSD backup. In a nutshell, we optimally apply Tenet’s memory safety techniques to
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the vulnerable parts of TimeStone and organically redesigned it to guarantee full memory
safety. If Tenet was to be used for other PTMs, then its techniques can well be applied,
albeit it may require some engineering effort. We discuss this further in §4.5. Refer to
Figure 4.4 for a summary on lifecycle of a Tenet transaction.

4.3 Tenet Design

In this section, we first describe Tenet transaction design (§4.3.1) followed by the design of
memory safety (§4.3.2-§4.3.3), fault tolerance replication (§4.3.4), and recovery (§4.3.5).

4.3.1 Tenet Transaction

Below we explain how TimeStone transaction is redesigned using Tenet to enforce memory
safety and fault tolerance.

4.3.1.1 NVM Object Dereference

Object dereferencing in TimeStone (§4.1.4) only traverses the version chain and returns
the correct version, whereas in Tenet, object dereferencing is a two-step process.

(1) Temporal safety validation. Tenet validates the master object pointer for temporal
safety (§4.3.3.2) to detect dangling pointers; transaction aborts if the validation fails (§4.3.1.4).

(2) Version chain traversal. If the object passes the validation, then Tenet dereferences
the correct DRAM object or directly the master object if the version chain does not exist.

4.3.1.2 Updating an Object

In Tenet, a writer updates a master object by creating a new DRAM object as done in the
TimeStone. However, TimeStone allows its users (application) to allocate and write to
the NVM when creating new master objects. Thus, a buggy application can easily corrupt the
NVM region. In Tenet, this is restricted to prevent direct NVM writes; so the application
allocates and writes to a new master object (shadow master object) on the DRAM and then
during the commit phase Tenet library creates a corresponding NVM copy only if the writes
pass the spatial safety violation checks.

4.3.1.3 Committing a Transaction

In TimeStone, the commit procedure updates the OLog to guarantee durability and then
makes all the updates atomically visible. Tenet’s commit procedure happens in three phases:

(1) Spatial safety validation. All the new versions and shadow master objects created in
a transaction are validated for spatial safety violations (§4.3.3.1). Upon successful validation,
Tenet allocates and updates the persistent master object from the corresponding shadow
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master object.

(2) Transaction durability and replication. Updating OLog guarantees durability, and
replicating it ensures fault tolerance (§4.3.4.1). Also, Tenet adds all the newly created
master objects in (1) to the replica buffer to trigger async disk writes using background
workers (§4.3.4.2).

(3) Publishing the updates atomically. Tenet makes the updates atomically visible
by adding the new versions to their respective version chain, and this procedure is exactly
the same as TimeStone. Additionally, Tenet frees all the shadow master objects, if any,
and exits the critical section.

4.3.1.4 Aborting a Transaction

Common abort procedure. Tenet rolls back any used log space, lock status, and
reclaims all the shadow master objects and also its NVM counterpart if one exists. This is
common for all three abort cases described below.

Abort due to lock conflict. During the object update (§4.3.1.2), if the writer fails to
acquire a lock, it aborts the transaction. This is a benign abort i.e., no memory safety
violations, so Tenet performs the common abort procedure and retries the transaction after
the backoff period.

Abort due to memory safety violation. All ongoing transactions are aborted if a
transaction aborts due to spatial safety or temporal safety violation. Tenet executes the
common abort procedure and returns an exception.

Abort due to a UME. The OS notifies a UME by sending a SIGBUS signal. Tenet’s
signal handler catches the signal, returns a UME exception to notify the application, and
gracefully terminates the process. Tenet fixes the affected NVM region during the recovery
process (§4.3.5).

4.3.2 Unauthorized NVM Write Prevention

Tenet already prevents application code from directly writing to the NVM by using DRAM
objects for the updates. However, a buffer overflow on DRAM can corrupt the NVM data
as NVM is directly mapped to the applications’ address space. Tenet employs Memory
Protection Keys (MPK), a hardware feature available in the Intel systems [98, 102, 120, 215,
241] to detect NVM writes out of Tenet library code.

Using MPK to enforce read-only NVM access. With MPK, a page can be assigned
to one of the 16 available protection domains. The assigned protection domain is encoded in
the page table entry. A thread’s access permission to the protection domains is controlled
at the per-thread level via a user-accessible register, PKRU. A thread can switch its access
permissions to the protection domains by writing to the PKRU register, which only costs 20
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CPU cycles. In Tenet, each NVM pool is assigned a unique protection key during pool
creation. Only the TCB (i.e., Tenet library code) is allowed to write to the NVM pool.
Thus, a thread grants itself read-write permissions to the corresponding NVM pool during the
library code execution and revokes it before exiting the library. As a result, if the application
writes to NVM (e.g., due to buffer overflow), MMU prevents the access and OS sends a
SIGSEGV signal. Thus, any spatial safety violations due to a buggy write is contained within
the DRAM region.

4.3.3 Enforcing Memory Safety

In this section, we explain the spatial (§4.3.3.1) and temporal safety design (§4.3.3.2). In
§4.3.3.3, we explain the array interface as an example, and how the interface provides memory
safety.

4.3.3.1 On-commit Spatial Safety Design

Tenet enforces spatial safety for all DRAM objects to prevent NVM data corruption due to
a buggy DRAM write.

Technique. As illustrated in the Figure 4.4, all DRAM objects are assigned two 8-byte
canaries at the start C0 and at the end C1. Specifically, C0 is a random value and C1 is the
hash of C0 and its location (xor(C0,&C1)). Tenet inspects the integrity of canary bits to
detect buffer overflows and underflows.

On-commit validation. When the application commits its writes (§4.3.1.3), Tenet
inspects canary bits for all the newly created DRAM objects. A transaction is committed
only when both C0 and C1 are intact in all the DRAM objects. Otherwise, the transaction
aborts and discards all the corrupted objects. An erroneous transaction can corrupt the
DRAM objects outside of the current transaction i.e., the ones that are part of other concurrent
transactions or the ones that are not part of any ongoing transactions at all. To detect such
cases, Tenet places an 8-byte canary at the start and the end of the transactions’ write
set. Note that all the DRAM objects including the shadow master objects are part of a
transactions’ write set. Tenet validates the write set canaries before and after each step
of the commit process (§4.3.1.3). This ensures that a transactions’ write set (i.e., DRAM
object) has not been corrupted by an erroneous concurrent transaction, particularly between
the initial validation ((1) in §4.3.1.3) and the publication of the updates ((3) in §4.3.1.3).
However, if the write set canaries are found to be compromised then Tenet aborts all the
transactions as explained in §4.3.1.4.

Correctness. Deferring spatial safety checks until the commit time does not violate the
correctness as the other concurrent transactions can not observe any uncommitted DRAM
objects. Although a rare case, to avoid reading a DRAM object that is corrupted (after it
commits), Tenet performs spatial safety check before dereferencing a committed DRAM
object. Subsequently, the DRAM objects ( 7 in Figure 4.4) and the shadow master objects
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are re-validated before and after copying to the NVM to prevent Time-of-Check-Time-of-Use
(TOCTOU) bugs [65]. If an DRAM object is found to be corrupted post the copy operation
then the corresponding NVM object will be safely reclaimed as part of the transaction abort
procedure. Finally, Tenet cannot detect the corruptions that occur without overwriting the
canaries, aka intra-object overflows. We discuss this further in §4.5.3.

4.3.3.2 On-first-dereference Temporal Safety Design

Tenet enforces temporal safety for all NVM (master) objects to detect dangling pointer
dereference. Accessing an already free-ed (or reallocated) address can corrupt the NVM data
due to use-after-free (or use-after-realloc) bugs.

Technique. To detect dangling pointers, Tenet assigns an unique 2-byte tag for all the
master objects, which is stored in the object’s header (0xCAFE in Figure 4.4) at the time of its
creation. A copy of this tag is also encoded in the unused upper 16-bits of the master objects’
address. On deallocating the master object, the tag in the objects’ header is set to zero.

On-first-dereference validation. When the application accesses a master object for the
first time in a transaction, Tenet validates the pointer to the master object before traversing
the version chain (§4.3.1.1). Tenet extracts the tag encoded in the master objects’ pointer
and compares it with the tag stored in the respective master objects’ header. If they match,
then it is a valid pointer. When an application accesses a master object with a dangling
pointer, tag matching would fail; the tag in the header would either be zero (if the address is
already freed) or different random value (if the free-ed address is reallocated). In that case,
Tenet cuts the version chain access and aborts the transaction.

Correctness. Once a master object is successfully dereferenced, it can be safely used
without any further temporal safety checking within the transactions’ lifetime. This is because
Tenet (and TimeStone) uses an RCU-style, epoch-based garbage collection scheme so it
never frees an object (and its versions) with live references from other transactions; i.e., an
object will be free-ed only when all the transaction that has live references exits. Also, a
DRAM object can be dereferenced only via its NVM object and Tenet cuts the version
chain access upon detecting a dangling pointer, which indirectly guarantees temporal safety
for DRAM objects.

4.3.3.3 Spatial and Temporal Safety for Array Objects

In TimeStone, an array is stored and accessed as a single pointer. Even if the application
just reads/writes to one array element, TimeStone dereferences the entire array. Such a
design is highly unsafe. For instance, once the entire array is dereferenced, a buggy application
can read/write out-of-bounds resulting in an undetected corruption. This is a notoriously
hard problem even in the DRAM world. To address this, we redesigned the array interface
in Tenet. An array is internally represented as an array of pointers where each array
index stores a pointer to its element. With this design, Tenet dereferences only the array
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struct node {
  int key;
  char val[16];
} node;

void foo() {
  tenet_array<node, 2> arr;
  node n1 = arr[5];
  node n2 = arr[0];
  tenet_lock(&arr[0]);
  memcpy(arr[0].val,buff,32);
  auto ptr = arr;
  //...
  arr.~tenet_array(); //arr is freed!
  //...
  node n0 = ptr[0];  
}
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Figure 4.5: Memory safety design for arrays. 2 and 4 are spatial safety violations due to
out-of-bound read (detected by bounds checking) and write (detected using canaries), respectively.
6 is temporal safety violation due to use-after-free (detected using pointer tags).

index that the application intends to read/write. If the application accesses an index that is
out-of-bound, Tenet aborts the transaction.

Array interface. 1 in Figure 4.5 presents the Tenet’s array interface. In Tenet,
each array element is a master object; and an array consists of pointers to these master
objects along with the base address and size information. This representation is internal
and the application accesses its array in the traditional C semantics. We do not present
the pseudocode for our interface due to space limitations. Essentially, Tenet retains the
C-style semantics by leveraging C++ operator overloading. tenet_array class overloads
the necessary operators to hide the internal representation. For instance, the array access
operator ([]) is overloaded to perform bounds checking, then access the master object at
the index. Similarly, other operators (=, +, -, etc) are also appropriately overloaded to retain
the programmability and to make the interface transparent. However, this representation
requires additional memory to maintain pointers to the array elements. An N element array
requires a space of N*sizeof(N), whereas Tenet requires an additional sizeof(void*)*N
space to maintain the pointers.

Memory safety validations. Figure 4.5 illustrates how Tenet enforces memory safety for
arrays (arr with two elements). The canary-based spatial safety and the tag-based temporal
safety apply to every array element. In addition, Tenet performs bounds checking for every
array dereference using the base address and size metadata i.e., index > size ( 2 ). In 4 ,
a transaction writes to the val out-of-bounds, Tenet detects this violation by inspecting
the corrupted canary bits in the commit phase. In 6 , transaction dereferences a dangling
pointer (freed in 5 ) and Tenet detects it by comparing the tags (0xCAFE ̸= 0x0000) during
the object dereference.
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4.3.4 Enforcing fault tolerance Against UMEs

This section explains the synchronous log replication and the off-critical path master object
replication design to guarantee fault tolerance against UMEs.

4.3.4.1 Transaction Log Replication

As illustrated in Figure 4.4, the primary log pool on the NVM consists of all the transaction
logs (OLog and CLog). Tenet maintains a consistent backup of the primary log pool by
synchronously replicating the logs on the critical path, i.e., when an OLog or a CLog in the
primary log pool is updated, the corresponding log in the replica log pool is also updated.
Atomicity for primary and replica log writes is inherently guaranteed by the transactions’
commit protocol (§4.3.1.3); i.e., Tenet commits a transaction only when both the logs
are updated. So, if a crash happens before updating the replica log, then the transaction
is considered to be aborted and the partially written log entries are discarded during the
recovery phase. Similarly, during log reclamation, the primary log is reclaimed first and the
replica log is reclaimed up to the same point to maintain consistency. Tenet ensures that
pages in the primary and the replica log pool do not overlap by maintaining two disjoint NVM
pools for the primary and replica log pool. In this way, Tenet can recover from multiple
UMEs even if it spans across many pages within a log pool.

Why replicate logs on the critical path? TimeStone buffers the updates to the
master objects in the OLog and CLog to maximize the write coalescing. Hence, if the logs in
the primary pool are corrupted, it may cause a significant amount of data loss during the
recovery. As a result, Tenet replicates the primary log pool synchronously to ensure that
there is always a consistent backup. Thus, Tenet can simply use the replica log pool to
recover the NVM data without losing any committed updates. Tenet uses NVM to reduce
the performance overhead as the replication is done in the critical path.

4.3.4.2 Off-critical Path NVM Replication to SSD

Tenet makes three critical design choices for a performant and cost-efficient NVM (master)
objects replication: (1) objects are replicated to SSDs instead of NVM to reduce the storage
cost overhead, (2) replication is performed out of the critical path to reduce the performance
overhead (§4.3.4.3), and (3) Tenet uses grace period semantics to enforce NVM-SSD
consistency to guarantee loss-less recovery (§4.3.4.4).

4.3.4.3 Off-critical Path Writes to SSD

Tenet leverages io_uring [31] for accelerating SSD writes. io_uring is a high-performance
asynchronous IO framework. io_uring maintains two queues, a submission queue (SQ) where
the Tenet adds its disk write requests and a completion queue (CQ) where Tenet can poll
for the completed disk writes. Both queues are shared between the kernel and the user space,
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which further reduces the context-switching overhead for request submission and polling.

Technique. Tenet maintains a per-writer replica buffer in the NVM, where writers
enqueue the new master objects that are created in the ongoing transaction and the objects
that are updated with the latest checkpoints from the CLog ( 8 in Figure 4.4). Tenet then
spawns multiple workers to visit the per-thread replica buffer and issue the disk writes
using io_uring’s submission queue. The workers then poll for the request completion in the
io_uring’s completion queue and exit only when all the requests are completed. Tenet
creates a separate disk file for each master object pool; during replication, Tenet writes a
master object at the disk file offset, same as the objects’ corresponding NVM file offset. This
is critical to correctly roll back the corrupted page from the disk to the NVM during the
recovery.

4.3.4.4 Enforcing NVM-SSD Consistency

Although replication is asynchronous, Tenet guarantees that no committed data will be lost
upon either a crash or a UME. Tenet accomplishes this by leveraging the OLog, CLog, and
grace period detection.

Grace period detection in TimeStone. A grace period is the quiescence period, in
which all application threads that entered the critical section (since the start of detection),
finish, and exit their respective critical section. A background thread (gp-thread) continuously
detects the grace period, and publishes the detected grace period timestamp. TimeStone
uses the timestamp to safely reclaim/free the obsolete entries/objects in the TLog, CLog, and
the OLog. Tenet extends this design to enforce NVM-SSD consistency.

Modified grace period detection in Tenet. To detect a grace period, the gp-thread
not only waits for all the threads to exit the critical section but also waits for all master
objects that are created/updated by these threads to be written to the SSD. The key invariant
is that when a grace period is detected, it guarantees that all master objects created/updated in
that window are persisted to the SSD. This means that the TLog, OLog, and the CLog will not
be reclaimed until the disk writes are guaranteed to be persisted. That is because gp-thread
will not publish the grace period timestamp unless the disk writes are completed and without
it the logs can not be reclaimed. In a nutshell, all the updates that are not persisted in the
SSD are guaranteed to be either in the OLog (newly created master objects) or in the CLog
(updates to the existing master object).

Guaranteeing consistent loss-less recovery. If a UME occurs before the SSD writes
finish, during recovery, Tenet can restore the NVM objects with the stale SSD replica (from
the previous grace period). Then it uses the CLog to update the existing master objects with
the latest checkpoints and uses OLog to recreate the new master objects that are missing
in the stale replica. Note that Tenet maintains a consistent backup of OLog and CLog at
all times (§4.3.4.1). Also, the OLog and CLog execution are idempotent i.e., re-executing
the same log entries multiple times does not violate the consistency. Tenet can tolerate
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multiple UMEs across any number of pages in a master object pool as it replicates to the
SSDs. Given at least one of the log pools is consistent, Tenet can recover up to the last
committed transaction. Note that even if both the log pools are affected by UMEs, Tenet
can still recover the master objects to the state of last grace period.

4.3.5 Recovery

(1) Recovering from non-UME crashes. This recovery includes recovering from a
system crash or a memory safety violation. Upon restart, the recovery procedure is of two
steps: (1) CLog replays, where all the entries in the CLog are replayed to set the master
objects to a consistent state. This step is necessary to bring all the master objects to the
latest checkpointed state. (2) Then all OLog entries are sorted based on their commit-ts and
replayed sequentially in the exact sorted order. This will bring the master objects to the last
committed state before the crash occurs. Note that, if the crash happens due to a memory
safety violation, a developer should fix the bug to avoid repetitive non-UME crashes.

(2) Recovering from a UME crash. Upon restart, if Tenet cannot open its NVM pools,
it indicates a UME has occurred. The recovery steps depend on the victim pools’ type.

UME in the master object pool. Tenet identifies the corrupted physical offset using
the ndctl tool [19] and then extracts the corresponding logical file offset. Tenet brings
the entire page where the corrupted offset belongs from the replica disk file. Then Tenet
allocates a new NVM page using fallocate and updates it using the disk replica. Finally, it
deallocates the corrupted page and removes it from the operating system’s bad block list.
Once NVM is restored, Tenet recovers similar to the non-UME crash as explained in (1),
i.e., CLog replay followed by the OLog replay.

UME in a log pool. Tenet does not need to access the disk to fix the bad page. Instead,
it fixes the affected NVM page by allocating a new empty page. Then Tenet uses the
uncorrupted backup log pool to perform CLog and OLog replay. At the end of the recovery, it
frees all the CLogs and OLogs, and new logs are allocated during the normal execution.

4.4 Implementation

Tenet library is implemented in C and C++ which is ∼11K LoC. The core Tenet library
includes the TimeStone PTM (∼7K LoC), memory safety checks (∼1.5K LoC), and the
NVM-SSD replication (∼2.5K LoC). We rigorously tested Tenet with a carefully curated set
of unit tests, functional tests, and integration tests along with the offline testing tools such
as the Pmemcheck [132], Address sanitizer [231] to ensure correctness of our implementation.



4.5. Discussion 57

4.5 Discussion

In this section, we discuss the key takeaways in Tenet (§4.5.1) and the applicability of
Tenet’s ideas on ARM architecture (§4.5.2). We also discuss the limitations and potential
future research directions in §4.5.3.

4.5.1 Leveraging the Concurrency Guarantees of PTM

Enforcing low overhead spatial safety. Most PTMs perform out-of-place updates to
enforce the Isolation property (ACID) [93, 115, 162, 177, 192, 255], to support concurrent
read and write [93, 115, 162], and to enable write batching [93, 162, 255]. These PTMs have
at least two separate domains: one in which new updates are made and buffered, and another
that contains consistent data (i.e., old updates) to which the new updates are eventually
merged. Tenet leverages this property to enforce a separate protection domain, such a
design enables it to use light-weight techniques such as MPK and canaries to enforce spatial
safety without having to check every access.

PTMs such as the libpmemobj [130] that perform in-place updates can be modified to perform
out-of-place updates as done in Pangolin [272]. Although Pangolin uses microbuffering to
perform out-of-place updates, it relies on expensive data checksum to enforce spatial safety i.e.,
checksum is calculated and verified every time the data is moved to and from the microbuffers.
SafePM [82] relies on compiler instrumentation of loads and stores and hence it needs to
perform spatial and temporal safety checks at every access resulting in a high performance
overhead (§4.6.3).

Enforcing low overhead temporal safety. Almost all PTMs support a stronger
Consistency (ACID) guarantee such as linearizability or serializability. Such PTMs usually
perform conflict checks (i.e., read/write set validation) during the commit phase and the
transactions are aborted if a read-write conflict is observed during the validation. In the
context of temporal safety, this means that objects with live references in any on-going
transaction will not be freed until those transactions finish. Unlike the prior PTM works,
Tenet leverages this property to perform temporal safety checks only at the first dereference
and avoids redundant checks during every pointer deference in a transaction. This is because,
once an object is dereferenced, it can not be freed by concurrent transactions, a inherent
guarantee provided by PTM.

4.5.2 Tenet’s Ideas on ARM Architecture

ARM processors support memory domains [8], which is similar to Intel MPK except that
the permission switch happens in the OS kernel. Moreover, ARM processors have been
supporting virtual address (pointer) tagging (upper 12-16 bits) at the hardware level and
it is shipped with the top byte ignore (TBI) feature [9, 29, 69]. Therefore, we believe that
Tenet’s ideas can be applied beyond x86 architectures.



58 Chapter 4. Making TimeStone Memory Safe and Fault Tolerant

4.5.3 Limitations and Future Work

Protecting against intra-object overflow. Protecting against intra-object overflow is
a hard, open research problem. Even the state-of-the-art techniques, such as BOGO [273]
do not protect against intra-object overflow. We believe that protecting against intra-object
overflow with reasonable performance overhead would require significant architectural changes
and/or compiler-level instrumentations because of the fine granularity of protection [129, 261].
However, Tenet protects the transactional metadata which are essential for correct execution
and recovery from the intra-object overflow. We do this by placing an additional intra-object
canary between the metadata section and the application data section in a DRAM object
(not shown in the figures). This restricts the corruption to only the application data section
of an object.

Protecting against the code outside the transaction. Tenet already protects the
NVM data from spatial safety violations due to the code outside the transaction by using
MPK. However, it is possible to corrupt the DRAM objects outside the transaction and
Tenet may not detect such corruption, particularly the ones that do not overwrite the
canaries. One way to protect the DRAM objects is to protect all the TLogs using the MPK
and allow to switch permission only within the Tenet library. However, as TLog is per-thread
and there are only 16 MPKs available, we may need to employ MPK virtualization [215] to
offer a more fine-grained protection.

Impact of shorter tags. In Tenet, we use all the upper 16-bits to store the pointer tag;
expansion of address space in the future will reduce the number of available bits thus making
the tag range shorter. Tenet allows to reuse of duplicate tags across different pointers, but
if the bits are too few (e.g., only 4 bits are available), reusing tags may cause false negatives.
In Tenet, tag reuse becomes a problem, only if the reallocated pointer is assigned with the
same tag (that it had before last free), which makes Tenet ’s temporal safety detection
probabilistic. Reusing tags across different pointers or the same pointer with non-consecutive
reallocations results in a deterministic detection. As the CPU vendors are extending hardware
support for pointer tagging, we believe that expanding this idea to overcome bit limitations
(e.g., similar to x86 segmentation overcoming 64KB address limitation) will be an interesting
future work.

4.6 Evaluation

We evaluate Tenet by answering the following questions, (1) what are the performance
overhead of Tenet’s memory safety and off-critical path disk replication techniques (§4.6.1)?
(2) How does Tenet perform in comparison with the other state-of-the-art memory safe
PTMs (§4.6.3)? (3) What is the tail latency of Tenet (§4.6.4)? (4) How does Tenet fare
in the bug detection, correction, and recovery stress tests (§4.6.5)?

Evaluation platform. We use a system with Intel Optane DC Persistent Memory
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Figure 4.6: Performance comparison of Tenet-MS and Tenet against TimeStone for Hash
Table (HT), Binary Search Tree (BST), and Linked List (LL) for 24 threads.

(DCPMM). It has two sockets with Intel Xeon Gold 5218 CPU with 16 Physical cores,
256GB of NVM (2×128GB), 32 GB of DRAM (2×16GB) per socket, and 2×1TB M.2 SSDs
(Samsung 970 EVO). We used GCC 11.2.1 with -O3 flag to compile benchmarks and ran all
our experiments on Linux kernel 5.16.12 with io_uring support.

Configuration. We preset the size of TLog and OLog to 8 MB and CLog to 32 MB,
respectively. We also present the performance analysis for varying log size in §4.6.4. We use
two SSDs for NVM replication i.e., one SSD per socket. Throughout our evaluation, we present
two versions of Tenet: (1) Tenet-MS – which enforces only memory safety (i.e., no
NVM/SSD replication), and (2) Tenet – which enforces both memory safety and NVM/SSD
replication for fault tolerance. For microbenchmarks, we initially warm up the data structures
with 1 Million (M) keys followed by executing a mix of lookup, insert, update, and delete
operations for 60 seconds as done in the prior PTM works [93, 115, 162, 219, 220, 221, 255].
For the real-world evaluation, we use the YCSB benchmark [91] to evaluate Tenet’s B+Tree
based key-value store engine for 10M keys, we use 8 bytes integer keys and 100 bytes values
with Zipfian distribution. We present the average performance of 10 runs, with an average
error rate of ±1.8%.

4.6.1 Performance Analysis of Tenet

Figure 4.6 compares the performance of Tenet-MS and Tenet against the TimeStone for
three different workloads with varying read/write ratios. Comparing Tenet-MS and Tenet
with TimeStone will enable us to quantify the overheads due to memory safety and fault
tolerance techniques.

4.6.1.1 Tenet-MS vs TimeStone

For the read-dominated workloads, Tenet-MS performs mostly on-par (< 5% overhead)
or slightly better than the TimeStone. This is because reads in Tenet-MS require only
temporal safety checks and the overhead from spatial safety checks are negligible due to the
lower write ratio. The low overhead temporal safety checks can be attributed to our in-place
pointer tagging technique wherein it only requires one shifting operation for extracting the
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tag from the pointer and one compare operation for validating the extracted tag.

For write-intensive workload, Tenet-MS performs on par with TimeStone; this shows that
our canary based spatial safety checks incur only a minimal overhead. For BST, TimeStone
suffers from high transaction aborts due to lock conflicts on parent nodes. Unlike the BST,
hash table is inherently more concurrent and incurs lower aborts due to less lock conflicts.
Memory safety validation steps in Tenet-MS reduce the aborts; our further analysis revealed
that TimeStone incurs about 3.5× more aborts than Tenet-MS for BST. Consequently,
Tenet-MS performs on par with TimeStone for hash table and slightly faster in case of a
BST.

4.6.1.2 Tenet vs TimeStone

In addition to memory safety, Tenet guarantees fault tolerance by performing NVM/SSD
replication. For read-mostly workloads, Tenet performs on par with that of TimeStone
and Tenet-MS. Due to a lower write ratio, the number of log writes, and master object
writes are less; consequently replication does not add any significant overhead. However, the
replication overhead becomes evident as the write ratio increases from 20% to 80% and Tenet
performs up to 12.6% and 18% slower than the Tenet-MS and TimeStone, respectively.
As the master objects are inserted/deleted/updated frequently, the replica writes to SSD also
increases. Therefore, grace period detection is relatively longer in Tenet as the gp-thread
has to wait for all the SSD writes to complete. A longer grace period detection increases
traffic in the TLog as the log reclamation becomes slower. Overall, Tenet adds a modest
overhead (< 18%) over TimeStone while enforcing memory safety and fault tolerance.

4.6.2 Real-world Workload Evaluation

We built a B+tree-based key-value store using Tenet; we chose B+tree (fanout=64) to test
and evaluate our array interface but any other data structures can also be used. Figure 4.7
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Figure 4.8: Scalability of Tenet-MS and Tenet for B+tree

compares the performance of Tenet-MS and Tenet key-value store against the TimeStone
key-value store.

Tenet-MS. Tenet-MS is 17% slower than the TimeStone across all YCSB workloads.
For data structures (that do not use an array), such as the hash table, every read to a hash
node requires only one object dereference because each hash node is a master object. But for
a B+tree, reading one leaf node requires a 2× fanout (2×64) number of dereferences as each
array element (of the key-value array) is a master object. Although TimeStone incurs the
same number of object dereference, the additional temporal safety checks during the object
dereferencing in Tenet-MS causes a 17% slowdown.

Tenet. For write-intensive YCSB-A, Tenet performs 41% slower than TimeStone. This
is because of lower chances of write coalescing in the TLog and CLog. As the writes happen
at the array element level, the chances of an array index being repeatedly written to is less.
This is the worst-case scenario for TimeStone as it relies on maximizing write coalescing on
DRAM objects to reduce NVM writes. Lower write-coalescing causes frequent checkpoints
(from TLog) on CLog and frequent checkpoint writebacks (from CLog) to the NVM object.
TimeStone just performs frequent writebacks to the NVM object; for Tenet, increase in
the number of writebacks also increases the SSD writes due to replication. This trend is
corroborated by the performance of Tenet for read-intensive YCSB workloads (B, C, and
D), where it exhibits only a 21% slowdown against TimeStone. This is almost half of the
slowdown experienced for the YCSB-A workload (41%) as the number of SSD writes are
lower in read-intensive workloads. In a nutshell, Tenet guarantees memory safety for arrays
(Tenet-MS) with a modest 17% overhead and providing fault tolerance adds an additional
24% overhead due to the reduced write coalescing in TimeStone.

4.6.3 Comparison with Other PTMs

Table 4.1 compares the protection scopes of PTMs; Tenet is the only PTM to offer full
memory safety and cost-efficient fault tolerance. We have discussed the limitations in the
protection scope of prior works in §4.1.3. Moreover, Tenet incurs a relatively minimal
performance overhead as compared to SafePM (Figure 4.9) and Pangolin which incurs up
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PTM Spatial Safety Temporal Safety UME NVM Cost
Libpmemobj[130] No No Yes High
TimeStone [162] No No No None
SafePM[82] Yes Yes No Moderate
Pangolin[272] Partial No Yes Moderate
Tenet-MS Yes Yes No None
Tenet Yes Yes Yes Low

Table 4.1: Comparison of Tenet against other PTMs.
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and write-intensive workloads.

to 60% and 67% overhead over the libpmemobj.1 To ensure fairness, we compare SafePM
and Tenet-MS on basis of performance overhead incurred over their respective baseline
PTM. Note that SafePM does not guarantee fault tolerance against the UMEs, so we use
only Tenet-MS for comparison.

As shown in Figure 4.9, SafePM performs up to 67% slower than the libpmemobj across
both the workloads. When the libpmemobj’s performance saturates after 16 threads, SafePM
performs on-par; this is because the high contention overhead in the libpmemobj amortizes
the memory safety overhead in SafePM. SafePMs’ overheads come from: (1) additional undo
logging to guarantee crash consistency for the memory safety metadata. Note that this undo
logging is in addition to the ones performed by the libpmemobj transaction, (2) the memory
safety metadata must be accessed for every read and write which further slows down the
performance.

Unlike the SafePM, Tenet-MS guarantees memory safety with a modest 5%-8% performance
overhead; because, (1) it does not require additional crash consistency for memory safety

1Directly referenced from the paper as Pangolin is not open-sourced.
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metadata as the pointer tags are embedded in the objects, and (2) memory safety checks are
performed only once per transaction (on-commit and on-first-dereference).

4.6.4 Other Evaluations and Analysis

Scalability analysis. Figure 4.8 and Figure 4.9 shows the read and write scalability
of Tenet-MS and Tenet for hash table and B+tree, respectively. Both Tenet-MS and
Tenet show good read and write scalability for B+tree and hash table. The performance
difference across thread counts are consistent with what is observed for 24 threads in Figure 4.6
and Figure 4.7. For read-intensive workloads, Tenet-MS and Tenet show less than 5%
performance slowdown for a hash table and a 17% (Tenet-MS) and 24% (Tenet) slowdown
for a B+tree. For a write-intensive hash table, Tenet-MS and Tenet exhibit a 5% and
18% slowdown respectively, while for B+tree, Tenet-MS and Tenet exhibit a 17% and
44% slowdown. Overall, both Tenet-MS and Tenet scales on-par with TimeStone; this
shows that the Tenet’s memory safety and fault tolerance techniques does not impede the
original scalability of TimeStone.

Storage cost analysis. With Tenet, the DRAM space usage is bounded by the size
of TLog (8MB). Tenet stores the replica logs in the NVM and this is bounded by the size
of OLog and CLog. Tenet replicates the application data structure to the SSD; given the
$/GB of SSD ($0.15) and the NVM ($10) [16, 54], Tenet saves ∼60× on storage cost when
replicating the entire NVM space (512GB) to the SSD as opposed replicating to the NVM.
In addition to the cost benefits, Tenet can recover from multiple UMEs spanning across
multiple pages while Pangolin can recover only from a single page is corruption.

Tail latency. Figure 4.10 shows the tail latency of Tenet-MS and Tenet compared
against the TimeStone. As done in prior works [156, 173], we sample 10% of operations so
that the tail latency calculation does not overshadow the performance. Tenet-MS performs
on-par with TimeStone, which shows the efficacy of our memory safety techniques. However,
for write-intensive YCSB-A, Tenet’s tail latency spikes up at the 99th and 99.9th percentile.
This is because of the additional writes incurred while performing replication to the NVM/SSD
for fault tolerance. For read-intensive workload, Tenet’s tail latency is almost on par with
TimeStone as lower ratio reduces the number of SSD writes. Tenet-MS shows similar tail
latency to that of the TimeStone across workloads as it does not perform replication. We
believe our fault tolerance design can be further optimized for tail latency by making log
writes asynchronously, which would be an interesting future work.

Log size sensitivity. To study the impact of log size on the performance, we present the
relative performance of Tenet for varying log sizes using a concurrent hash table with 1
and 24 threads (Figure 4.11). We show the performance only for write-intensive workloads
as read-intensive workloads are less sensitive to the log size. The X-axis represents the log
size, and the Y-axis represents the relative performance normalized to the default log size
used in all the previous evaluations. Tenet’s performance increases up to 21% with the
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increasing log size. As the log size is decreased, the performance drops to 38%. As the log
size increases, the writers spend less time reclaiming log space and hence better performance.
Alternatively, for smaller log sizes, the writers spend more time reclaiming log space. Tenet
requires all SSD writes in a grace period window to be persisted before reclaiming the log
space, further increasing the pressure on the writers. So we observe a larger performance
drop (38%) for a smaller log size and relatively a smaller performance gain (21%) when the
log size is increased. We confirmed that this behavior is consistent across different thread
counts and data structures.

4.6.5 Error Detection and Correction

Spatial safety test. Our test cases select transactions at random to intentionally cause
buffer overrun bugs on a B+tree leaf nodes’ value pointer (p_val) and to access the key array
(in a B+tree node) out-of-bounds. For the buffer overflow bug, the erroneous transactions
execute a memcpy on the p_val for 1KB where the p_val pointer is of size 100 bytes. We also
tested intra-array overflow with a smaller size of 128 bytes. For out-of-bound access, the
erroneous transactions access the key array at index 96, which is beyond the original fanout
(64). For all test cases, Tenet detected spatial safety violations in the commit phase and
aborted the transactions, returning an exception to the B+tree code. In our 200 random
tests, Tenet detected spatial safety violations 100% of the time.
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Temporal safety test. We modified the delete function in our open-chaining hash table
benchmark to free the target node and not update the previous nodes’ next pointer (p_next).
A randomly chosen transaction executes the buggy delete logic and spawns read transactions
to access the dangling p_next. Tenet detected the dangling pointer access during the object
dereferencing phase and returned an exception to the application. Further, to test the case
where a free-ed address may be reallocated again, we kept allocating a new hash node until
the free-ed NVM address was reallocated. Our test case then waits for a transaction to access
the dangling p_next (reallocated). We repeated both the temporal safety tests 200 times, and
Tenet detected dangling pointer access and returned an exception to the application.

UME Test. We used the ndctl utility tool (ndctl inject-error) for injecting a UME at
a specified offset [19]. While running the benchmark, we first injected a UME in the log
pool, particularly on a randomly chosen CLog. Tenet’s SIGBUS handler received the OS
notification and terminated the program gracefully. Upon restart, Tenet rightly identified
the corrupted log pool and successfully recovered using the replica log pool. We also injected
UME in one of the master object pools and observed that Tenet restored the NVM status
successfully using the SSD replica. Both these tests were repeated multiple times and
Tenet successfully recovered the hash table without losing any data. The recovery time
for Tenet and TimeStone are similar, bounded by OLog and CLog size (not shown due to
space constraints). The SSD access is performed in the background using io_uring and the
cost is relatively small. Our future work will develop techniques to accelerate recovery.

4.7 Chapter Summary

In this chapter, we discussed Tenet. Tenet enforces DRAM/NVM memory domain
separation using MPK to prevent NVM writes out of Tenet library. Additionally, Tenet
uses canary values and in-place pointer tagging to guarantee on-commit spatial safety and
on-first-dereference temporal safety. Further, Tenet proposes off-critical path NVM/SSD
data replication to guarantee a performance and cost-efficient fault tolerance for the NVM
data against the UMEs. Our evaluations showed the performance efficiency of Tenet’s
techniques along with a thorough analysis on scalability, storage cost, and tail latency. Overall,
Tenet provides enhanced NVM data protection at a modest performance and storage cost
as compared to the other state-of-the-art PTMs.
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Framework for Porting Volatile Indexes to NVM

Indexes are a fundamental building block in many storage systems, and it is critical to
achieving high performance and reliability [157, 187]. With the advent of Non-Volatile
Main Memory (NVM), such as Intel Optane DC Persistent Memory [74, 196], there have
been a numerous number of research efforts targeted towards developing NVM-optimized
indexes [46, 77, 87, 127, 146, 167, 176, 179, 183, 204, 206, 212, 213, 247, 250, 258, 263, 278].
Such index designs mainly focus on reducing the crash consistency overhead by primarily
relying on index-specific optimizations to improve the overall performance.

However, maturing and hardening an index requires a lot of time and effort. For example,
recently proposed NVM indexes have critical limitations, such as (1) weaker consistency
guarantee [118, 169], (2) not handling memory leaks in the wake of a crash [77, 127, 167,
204, 278], (3) limited concurrent access [87, 130, 167], and (4) not supporting variable-length
keys [87, 127, 213, 263]. Most of these missing features are critical in real-world systems
and it delimits the adoption of these indexes to the real-world applications without further
maturing.

Alternatively, there are decades of research on in-memory DRAM indexes [96, 170, 184, 187,
252] which are well optimized, engineered and used in many real-world applications such
as in-memory key-value stores and databases [99, 106, 151, 240]. If we can leverage these
in-memory DRAM indexes for NVM, it not only gives a large pool of well-engineered indexes
but it will also pave way for the real-world applications built on top of these indexes to
use and adopt NVM. The challenges in building an NVM-optimized index has lead to a
spike in the interest to port legacy DRAM applications, particularly in-memory key-value
stores [1, 25, 44, 45, 50, 51, 185, 191]. However, prior works [45, 185, 191] report that manual
porting is complex, and error-prone requiring a lot of engineering effort. So we believe that it
is important to provide a systematic way to convert DRAM-based indexes for the NVM.

A few recent studies have proposed techniques [193, 257] or guidelines [97, 109, 118, 169]
to convert volatile indexes to NVM. Unfortunately, these techniques have some critical
limitations such as (1) limited applicability due to restrictions on the concurrency control
(e.g., supporting only lock-free indexes) [97, 109, 118, 169, 193], (2) supporting a weaker
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consistency guarantee (i.e., buffered durable linearizability) [118, 169, 257], (3) requiring
in-depth index-specific knowledge [97, 109, 118, 169], (4) high performance and storage
overhead due to their crash consistency mechanism [118, 193, 257], and (5) not addressing
persistent memory leaks [97, 109, 118, 169, 257]. We further discuss the limitations of these
techniques in §5.1.

To address these problems, we propose Tips– an index-agnostic framework to systematically
make a volatile DRAM index persistent, while supporting (1) wider applicability by not placing
any restrictions on the concurrency model of an index, (2) strong consistency model (i.e.,
durable linearizability), (3) index-agnostic conversion without requiring in-depth knowledge
on a DRAM index, (4) low overhead crash consistency mechanism, (5) safe persistent
memory management (e.g., no persistent memory leak), and in addition to achieving (6) high
performance and good multicore scalability. Tips makes the following contributions:

• We propose a novel DRAM-NVM data tiering approach and its concurrency model called
the tiered concurrency to achieve good performance, scalability, and applicability.

• We propose a low overhead hybrid logging technique called the UNO logging to guarantee
crash consistency, to prevent memory leaks and to guarantee durable linearizability.

• We propose the Tips framework based on these approaches. Tips provides index-agnostic
conversion and does not place any restrictions on the concurrency model or require in-depth
knowledge of the volatile index being converted.

• We converted seven volatile indexes with different concurrency models, a real-world key-
value store Redis and evaluated them using YCSB [91]. Our evaluation shows that Tips
outperforms the state-of-the-art index conversion techniques and the NVM-optimized
indexes by 3-10× across the different YCSB workloads.

5.1 Existing Index Conversion Techniques

We discuss the limitations of existing conversion techniques and their implications below:

(1) Restrictions on Concurrency Control. All prior techniques have limited applica-
bility; i.e., they are designed to support only a specific concurrency model. For example,
NVTraverse [109] and link-and-persist [97] are designed for lock-free indexes while MOD [118]
is designed for purely functional data structures. PRONTO [193] is applicable only to the
globally blocking indexes (e.g., protected by a global mutex) while RECIPE [169] guidelines
apply only to the indexes that support lock-free or fine-grained locking.

(2) Supporting Weak Consistency. Another limitation is that most techniques [118, 169,
257] support only a weaker consistency; A linearizable DRAM index converted using these
techniques will support only a weaker consistency model, Buffered Durable Linearizability
(BDL) [135]. Linearizability has been the standard consistency model in DRAM indexes for
almost three decades [121]. Its NVM counterpart is Durable Linearizability (DL) [135], and
it plays a critical role in ensuring the correctness and consistency of the NVM index and data.
Indexes with a BDL guarantee can experience a large amount of data loss in the wake of a
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crash. Moreover, it increases the programming complexity as the developers are burdened
with reasoning about the data consistency. This makes the conversion process complex and
more error-prone; for instance, many fundamental and non-trivial crash consistency bugs
have been found in the RECIPE indexes [109, 110].

(3) Requiring In-depth Knowledge. Many techniques [97, 109, 118, 169] require in-depth
knowledge of the volatile index and expertise in NVM programming to apply their guidelines
correctly. Such efforts are non-trivial as even missing a single sfence or a clwb may render
an index irrecoverable.

(4) High Storage and Performance Overhead. Many techniques suffer from high
storage and performance overhead [118, 193, 257] mainly due to their crash consistency
mechanism. For example, PMThreads [257] requires two full replicas (one each on DRAM
and NVM) of the original data. MOD [118] uses Copy-on-Write (CoW) to guarantee crash
consistency. Such a high storage overhead might be acceptable for primitive data structures
(e.g., stack, vector). However, it can be detrimental for indexes and real-world key-value
stores designed to handle a large volume of data. Although PRONTO [193] uses operational
logging for crash consistency and employs a dedicated background thread for every writer to
perform the logging, it still incurs a high overhead due to the synchronous waiting between
the writers and background threads. We further empirically analyze these overheads in §6.2.

(5) Persistent Memory Leaks. Another critical but a largely understated problem is
the persistent memory leaks. While the prior conversion techniques and the NVM-optimized
indexes focus on providing crash consistency, they completely ignore the memory leak problem.
Although NVM allocators can guarantee failure atomicity for allocation/free even the mature
allocator such as the PMDK [131] does not provide an efficient solution to identify and fix
the memory leak [98]. Hence it is critical to address this within the Tips framework.

5.2 Overview of Tips

We first discuss our design goals followed by the design overview. We assume that an index
being converted has key-value store style operations such as insert, delete, update, lookup,
and scan. Throughout this chapter, we address insert, delete and update as writes, and
lookup and scan as reads. The term plugged-in index denotes a user-defined volatile index on
NVM that is plugged into Tips framework. We assume that locks can be reinitialized after
crash recovery.

5.2.1 Design Goals

G1 Support Various Concurrency Models. We aim not to place restrictions on the
concurrency model of the volatile indexes. With Tips, we support the conversion of indexes
that use a global lock (e.g., Mutex), lock-free (e.g., CAS), and fine-grained locking (e.g.,
ROWEX [170]).
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G2 Support Durable Linearizability (DL). The challenge to guarantee DL in Tips is to
achieve it without compromising the performance, scalability, and index-agnostic conversion.

G3 Support Index-agnostic Conversion. We aim to support near black-box, index-
agnostic conversion to circumvent the need for in-depth knowledge on the volatile index and
NVM programming. This will make the conversion process simple, intuitive, and less error-
prone. We aim to achieve this by internally handling the complications of NVM programming
such as guaranteeing crash consistency and preventing persistent memory leak within Tips
and also providing an uniform programming interface to assist the conversion.

G4 Design a Low Overhead Crash Consistency mechanism. Tips can not rely on
index-specific optimizations for crash consistency to support an index-agnostic conversion.
The crash consistency mechanism should incur low overhead to achieve high performance
and scalability. A crash consistency mechanism also should prevent persistent memory leaks
by reclaiming the unreachable objects upon recovery.

G5 Achieve High Performance and Scalability. Ideally, we aim to perform and scale
on par with NVM-optimized indexes. Also, we strive to retain the original characteristics of
the plugged-in index; for example, if the volatile index is designed for cacheline efficiency or
optimized for scalability, we aim to retain and leverage such characteristics to improve the
overall performance and scalability of a Tips index.

5.2.2 Design Overview

5.2.2.1 High-Level Idea of Tips

Figure 5.1 presents the Tips architecture and illustrates how a write operation is handled
in the Tips framework. Tips frontend consists of a hash table on DRAM (DRAM-cache)
and an operational log (OLog) on NVM. Tips backend consists of the plugged-in index – the
user-provided volatile index – a background thread (persist-thread), UNDO log (ULog), and
MEM log (MLog). When a write is issued ( 1 ), Tips first commits it to the per-thread
OLog for guaranteeing durability ( 2 - durability point) and then inserts a new key-value
pair entry (or a tombstone for deletion) in the DRAM-cache to make the write visible ( 3 -
linearization point). Then the persist-thread in the Tips backend ( 4 ) replays the same write
in the background to update the plugged-in index. To guarantee crash consistent update to
the plugged-in index, Tips uses ULog to store the unmodified data for recovery. Once the
plugged-in index is updated, the corresponding key-value entry in the DRAM-cache will be
reclaimed later.

Alternatively, a lookup operation first looks for the target key in DRAM-cache and it goes to
the plugged-in index only if the target key is not present in DRAM-cache. With this high-level
idea, we next present the design overview of Tips and also explain how it contributes towards
achieving our design goals discussed in §5.2.1.
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Figure 5.1: Illustrative example of inserting a key-value pair in Tips.

5.2.2.2 DRAM-NVM Tiering (G1, G2, G3, G5)

At its core, Tips adopts a novel DRAM-NVM data tiering approach. As illustrated in Fig-
ure 5.1, two critical components that enable the DRAM-NVM tiering are DRAM-cache in the
Tips frontend and plugged-in index in the Tips backend. Although prior NVM-optimized
B+tree index designs [176, 213] and conversion techniques [193, 257] have proposed to use
both NVM and DRAM, our approach is fundamentally different. For example, PRONTO [193]
builds the index on DRAM and logs the index operations on the NVM to guarantee durability.
Such a tiering design limits PRONTO indexes from scaling beyond the DRAM capacity.
Instead, in Tips, we propose tiering of the data (i.e., key-value pairs) while keeping the
plugged-in index intact on the NVM.

Benefits. (1) Tiering the data between DRAM-NVM makes our approach generically
applicable to any index. This enables all the Tips indexes to take advantage of the faster
DRAM. (2) Unlike PRONTO, Tips can achieve a better capacity scaling by keeping the
plugged-in index on the NVM. (3) The writes are made visible through DRAM-cache ( 3
in Figure 5.1); this enables Tips to guarantee DL agnostic of the plugged-in index. (4) On
top of DRAM-NVM tiering, we build the plug-in programming model to enable index-agnostic
conversion (§5.2.2.6). (5) Tiering the data enables a new concurrency model called the tiered
concurrency, which is key to achieving high performance and scalability.
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1 /* TIPS facade API to use a TIPS-enabled index */
2 bool tips_insert(void *ds, key_t k, value_t v, fn_insert_t *f);
3 bool tips_update(void *ds, key_t k, value_t v, fn_update_t *f);
4 bool tips_delete(void *ds, key_t k, fn_delete_t *f);
5 value_t *tips_lookup(void *ds, key_t k, fn_lookup_t *f);
6 value_t *tips_scan(void *ds, key_t start_key, int range, fn_scan_t *f);

7 /* TIPS plug-in API to implement a TIPS-enabled index */
8 bool tips_ulog_add(void *addr, size_t size);
9 void* tips_alloc(size_t size);

10 void tips_free(void *addr);

Figure 5.2: Tips facade APIs to access a Tips-enabled index, and plug-in APIs for plugging-in a
volatile index to Tips.

5.2.2.3 Tiered Concurrency for Scaling Frontend (G1, G5)

Having Tips frontend and backend enables two different levels of concurrency: (1) concurrency
model of the DRAM-cache and (2) concurrency model of the plugged-in index. We call this a
tiered concurrency model. Tips frontend allows parallel readers and parallel disjoint writers
as DRAM-cache is a concurrent hash table and OLog is per-thread. In the critical path, all
requests succeeding in the Tips frontend (all writes and read hits) will follow the concurrency
model of DRAM-cache, and the operations that go to the Tips backend (read misses and
scan) will follow the concurrency model of a plugged-in index. Also, the background writes
( 4 in Figure 5.1) to the plugged-in index is done off the critical path adhering to concurrency
model of the plugged-in index.

In a nutshell, to achieve write scalability Tips restricts writes to the faster frontend
(DRAM-cache and per-thread OLog) and for read scalability, it relies on both the DRAM-cache
and the concurrency model of the plugged-in index. Range scans always go to the plugged-in
index as it requires full key-value data (see details in §5.3.1.6). Relying on the plugged-in
index for read/scan helps Tips to reduce the DRAM footprint as it does not need to cache
the entire dataset in DRAM-cache. Instead, it can reclaim the keys once the plugged-in index
is updated.

Benefits. (1) Even if the plugged-in index supports only blocking concurrency (e.g., mutex),
it can still leverage the DRAM-cache to process all the writes and read hits concurrently to
achieve good performance. (2) Unlike the previous techniques [97, 109, 169, 193], it does not
place any restrictions on the concurrency model of the volatile indexes and hence any volatile
index can be plugged-in to the Tips framework.

5.2.2.4 Adaptive Scaling for Backend Scalability (G5)

The backend writes are slower than the frontend as it writes to the NVM. This can cause an
imbalance in the system; to prevent this, we propose adaptive scaling of background writers
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(workers) for scaling the Tips backend. With adaptive scaling, Tips continuously monitors
both the frontend and backend write throughput, and when there is an imbalance it scales
up the worker count to catch up with the faster frontend and vice versa. While scaling up,
Tips identifies the best worker count based on the write scalability of the plugged-in index
and it caps the scale-up at that count to get maximum performance. Also, the real-world
workloads are rarely 100% writes, so the time between writes and the adaptive scaling can
help the backend writers to catch up with a faster frontend.

Benefits. (1) It effectively utilizes the write concurrency of the plugged-in index. (2) Unlike
PRONTO [193] which demands a dedicated worker for every foreground writer, Tips can
dynamically adjust the worker count based on nature of the workload and the plugged-in
index.

5.2.2.5 UNO Logging for Crash Consistency (G4)

To achieve a low overhead index-agnostic crash consistency, we propose the UNO logging pro-
tocol, which makes a hybrid and synergistic use of traditional UNDO logging and Operational
logging. In Tips, we use operational logging (OLog) to guarantee immediate durability and
UNDO logging (ULog) to ensure failure-atomicity while updating the plugged-in index. The
unique aspect of UNO logging lies in how we leverage the OLog to reduce the notorious
UNDO logging overhead and also reduce the number of p-barrier (clwbs followed by sfence)
by batching the recurring updates to the same cache line and consequently achieve a low
overhead crash consistency. Furthermore, MEM Log (MLog) internally logs all the allocated
and freed addresses and Tips uses this information to identify and free all the unreachable
memory upon recovery to prevent memory leaks and defers the actual memory free operations
until OLog entries are consumed to prevent double-free bugs.

Benefits. (1) Using OLog requires only two p-barriers in the critical path for all write
operations; one p-barrier to persist a OLog record and one more to persist the tail pointer
(§5.3.1.5). This makes the durability guarantee cheap and consequently a better performance
(§5.6.2, §5.6.4). (2) Tips alleviates the UNDO logging overhead by leveraging the OLog
information to selectively log only the memory required for correct recovery besides the merit
that UNDO logging in Tips is performed by the background workers (§5.3.3.2). (3) With
MLog Tips handles the persistent memory leaks with its framework instead of delegating it
to the users.

5.2.2.6 Plug-In Programming Model for Index-agnostic Conversion (G2)

The plug-in programming model provides two sets of APIs as shown in Figure 6.2: (1) plug-in
APIs to plug-in a volatile index to the Tips framework and (2) facade APIs to access the
plugged-in index. The facade APIs internally manage the OLog and DRAM-cache without
requiring any user intervention (steps 1 , 2 , 3 in Figure 5.1). With the facade APIs, the
plugged-in index implementation should be passed as a function pointer f which is used by
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1 void hash_insert(hash_t *hash, key_t key, val_t value) {
2 node_t **pprev_next, *node, *new_node;
3 int bucket_idx;
4 pthread_rwlock_wrlock(&hash->lock);
5 // Find a node in a collision list
6 // Case 1: update an existing key
7 if (node->key == key) {
8 // Before modifying the value, backup the old value
9 + tips_ulog_add(&node->value, sizeof(node->value));

10 node->value = value; // then update the value
11 goto unlock_out;
12 }
13 // Case 2: add a new key
14 // Allocate a new node using tips_alloc
15 + new_node = tips_alloc(sizeof(*new_node));
16 new_node->key = key; new_node->value = value;
17 new_node->next = node;
18 // Backup the prev node before modifying it
19 + tips_ulog_add(pprev_next, sizeof(*pprev_next));
20 *pprev_next = new_node; // then update then the node
21 unlock_out:
22 pthread_rwlock_unlock(&hash->lock);
23 }

Figure 5.3: Code snippet of a Tips-enabled hash table insert. Only three lines are modified in the
original code; Lines 9, 19 for UNDO logging and Line 15 for persistent memory allocation.

Tips to update the plugged-in index. To guarantee crash consistent updates to the plugged-in
index, the developers must modify their index implementation using Tips plug-in APIs.
The modifications are simple, as shown in Figure 5.3: (1) replacing the volatile memory
allocation (and free) with tips_alloc (and tips_free) and (2) adding tips_ulog_add before
modifying/writing to an NVM address. Tips will execute this modified code (e.g., hash_insert
in Figure 5.3) during the background reply.

By replacing the malloc with tips_alloc, the plugged-in index will now be allocated on
the NVM, and tips_alloc will also capture all the newly allocated address in the MLog to
prevent persistent memory leaks. The developer added tips_ulog_add would ensure crash
consistency while updating the plugged-in index, and Tips internally optimizes the UNDO
logging (§5.3.3.2) for better write coalescing and performance. Moreover, a developer is
not required insert p-barriers to the volatile codebase manually. Instead, they just need
to annotate the stores to NVM with tips_ulog_add. Thus, LoC changes in the plugged-in
indexes are minimal, as shown in Table 5.2. While the developers still have to add the
tips_ulog_add maually, they need not handle the persistence/visibility order as in the case
of manually inserting p-barriers, and this makes the conversion easy and less error-prone.
Note that updates to the newly allocated addresses (in Memlog) and existing addresses (in
ULog) are batched and persisted internally by TIPS before reclaiming the respective logs.
More details on this in §5.3.3.
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5.3 Design of Tips

We first describe the Tips frontend design in §5.3.1, followed by the Tips backend design in
§5.3.2.

5.3.1 Tips Frontend Design

5.3.1.1 DRAM-cache

The DRAM-cache is a concurrent open chaining hash table. Concurrent writers working on
the different buckets are allowed to proceed in parallel while the ones working on the same
bucket are synchronized using a spinlock. Readers do not need any synchronization (i.e., lock-
free reads) as all writes to DRAM-cache are performed via a single atomic store. DRAM-cache
also employs a RCU-style epoch based reclamation scheme for garbage collection. We choose
open chaining hash table to guarantee O(1) writes and avoid expensive rehashing in the
critical path. We discuss the configurations for chain length and bucket size in §5.5 and §6.2.

5.3.1.2 Handling Write Operations

All write operations are first committed to the OLog to guarantee durability, and then a
new entry is created and added to the DRAM-cache to make the writes visible. For delete,
the entry also carries a tombstone mark for the readers to identify that it has been deleted
logically. To make writes faster, the entries are always added at the head of a bucket. We
explain how Tips guarantees Durable Linearizability (DL) in §5.4.

5.3.1.3 Handling Lookup Operation

Readers first traverse the DRAM-cache bucket looking for the target key. As the collision
chain is sorted by the arrival order of write requests, the readers can stop at the first match
instead of traversing the entire chain. If the key is not present, then Tips internally redirects
the readers to the plugged-in index using the function pointer provided in the tips_lookup call.
Scan operations require traversing the plugged-in index and the OLog to return a consistent
result. We further describe it in §5.3.1.6 after introducing the OLog design.

5.3.1.4 Safe Reclamation

Since all writes happen in the DRAM-cache, the collision chain can proliferate and result in
a high chain traversal overhead. To address this, we employ a background garbage collector
thread called the gc-thread. When the chain length of a bucket exceeds the preset threshold,
the gc-thread is triggered, which then visits the respective bucket and safely reclaims the
entries. To ensure safe reclamation of entries i.e., without impacting the concurrent readers,
Tips employs an epoch-based reclamation scheme, which is widely used in lock-free and
RCU-based data structures [108, 119, 189, 253]. Tips manages two types of epochs: (1) local
epoch, which is the global epoch value when readers enter the critical section, and (2) global
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epoch, which is advanced when all active readers in the current epoch exit the critical section.

The gc-thread first logically reclaims entries by unlinking them from the collision chain and
storing them in the free-list. The reclaimed entry then becomes invisible to new readers. Note
that the gc-thread logically reclaims the entries that are successfully replayed, so upon a read
miss, readers can still retrieve the reclaimed entries from the plugged-in index. To determine
if there are any outstanding readers on the logically reclaimed entries, the gc-thread checks
the local epoch of all the active readers. If the local epoch is the same as the global epoch,
i.e., no outstanding readers from the previous epoch exist; then the gc-thread physically
frees the entries in the free-list that are logically reclaimed two epochs ago. Note that the
gc-thread atomically modifies the collision chain, so the readers and writers are free to enter
the critical section without waiting for reclamation to finish.

5.3.1.5 Operational Log (OLog)

OLog guarantees durability to the write operations executed on the DRAM-cache. An OLog
record consists of the operation type (insert, delete or update), the respective function pointer
to the plugged-in index logic, key, value, and a global timestamp (commit-ts) to denote the
commit order of an operation. OLog is a circular buffer where new entries are always added
at the tail. The atomicity for an OLog write is guaranteed by its tail pointer update. Once an
OLog record is written and persisted, the tail pointer is atomically updated to point to the
new record, followed by persisting the tail pointer.

5.3.1.6 Handling the Scan Operations

Algorithm. The scan operation in Tips is always directed to the plugged-in index, as it
requires a full range of keys and values. However, the plugged-in index is not guaranteed to
be up-to-date since the persist-thread might still be propagating some of the updates that
might potentially fall within the scan range. So, after scanning the plugged-in index, Tips
traverses the OLogs looking for any potential keys that might fall within the scan range. Upon
finding any, the scan buffer is adjusted to incorporate not yet propagated operations.

Traversing OLog. To minimize the OLog traversal overhead, we leverage the commit
timestamp of each OLog record (commit-ts) and the timestamp when a scan operation
starts (scan-ts). While traversing the OLog, the scan thread compares its scan-ts with the
commit-ts. If the commit-ts ≤ scan-ts, then the scan thread reads the key information
in the OLog record and checks if it falls within the scan range. It is safe to ignore OLog
records with commit-ts > scan-ts because these are in the future with respect to the scan
thread, so it can stop traversing the OLog. Refer to §5.4 for correctness. Traversing the
OLog is fast and adds only a negligible overhead for three reasons: (1) We partially traverse
not-yet-propagated OLog entries stopping at the first future entry. (2) As the persist-thread
continuously propagates the updates, there will not be much backlog in the OLog. (3) Finally,
the scanning of OLog is a sequential read operation on the NVM, which is almost as fast as
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reading from the DRAM [262]. We verify this emperically in §5.6.3.

5.3.2 Tips Backend Design

The primary role of the Tips backend is to combine and replay the per-thread OLog on
the plugged-in index. To guarantee correct replay order, the persist-thread combines the
per-thread OLog entries, and then it spawns the required number of background workers,
which replays the combined entries to the plugged-in index. The persist-thread decides the
required worker count on-fly using the adaptive scaling algorithm. The following subsections
explain each of these steps in detail.

5.3.2.1 Adaptive Scaling of Background Workers

Tips automatically adjusts the number of workers at every epoch based on the write scalability
of the plugged-in index and the nature of the workload. One epoch (e) is defined as one
iteration of combining and replying the OLog entries. We denote We+1 as the worker count
for the next epoch e+ 1.

At every epoch e, Tips calculates the foreground throughput (Fe), which is the number of OLog
entries produced by application threads during the epoch, and the background throughput,
which is the number of OLog entries consumed by the worker threads during the epoch. Tips
calculates the processing rate Re, which is Fe/Be. It aims to maintain Re close to 1 by
adjusting the number of workers (We+1).

If Re > 1, the foreground writers are filling up the OLog at a faster pace, and if this situation
persists, it will lead to blocking of writers as the workers are slow in clearing up the OLogs.
So Tips will increase We+1 by a predefined step ∆ aiming to improve the Be and keep up
with Fe.

If Re < 0.5, workers are clearing up the OLogs faster than foreground writers fill them up.
Employing excess number of workers is a waste of CPU, so Tips decreases We+1 by ∆.

Finally, if 1 < Re < 0.5, Tips considers that the workers are on par with foreground writers
and hence maintains the same number of workers (i.e., We+1 = We).

Tips maintains a user-configurable upper bound (W up) and a lower bound (W low) to cap the
number of workers (We) while scaling up and down respectively. In addition, while scaling
up, Tips memorizes the best performing worker count (Wmax); so that if We reaches the
upper bound Tips can fall back to Wmax and continue until scaling down is needed.

By default, Tips sets W low to 0 and W up to the number of physical cores. Tips uses a smaller
∆ when the worker count is small (i.e., ∆ = 1 when We < 4) and uses a bigger ∆ when the
worker count is large (i.e., ∆ = 4 when We ≥ 4).
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5.3.2.2 Concurrent Replay of OLog Entries

After deciding the number of workers, persist-thread combines the per-thread OLog entries
and adds them to the per-worker queue. To avoid copy overhead, Tips maintains only a
pointer to the OLog record in per-worker queue.

There are two key invariants that must be maintained in the combining process: (1) Since
the OLog records are replayed concurrently, it is essential to maintain the correct order-
ing, especially for non-commutative operations (e.g., insert(k1,v) and delete(k1)). For
commutative operations (e.g., insert(k2,v) and delete(k3)), the replay can be done in
any order without violating the correctness. (2) The OLog can not be reclaimed until all
the entries in the per-worker queues are consumed. For (1), Tips uses hashing to ensure
that all the non-commutative operations will be placed in the same worker-queue. After
combining, persist-thread spawns We workers. Then each worker sorts the entries in the
timestamp (commit-ts) order and replays them to the plugged-in index. This ensures that
non-commutative operations are always executed by the same worker in their exact order of
arrival. For (2), persist-thread waits until the end of the current epoch to safely reclaim the
OLog (see the details in §5.3.3.3).

5.3.3 UNO Logging

In this section, we describe the design of ULog and MLog. Similar to OLog, the atomicity of
ULog and MLog writes is guaranteed by atomic tail pointer update. Both ULog and MLog
are protected using a global Readers-Writer lock.

5.3.3.1 Memory Log (MLog)

What to log? All the newly allocated and freed addresses are recorded in the MLog along
with a tag to denote if the address is allocated or freed. Also, each allocated address carries
a timestamp (alloc-ts) to denote the time at which the particular address is allocated.
Tips memory allocation APIs internally use PMDK allocator. PMDK not only guarantees
failure atomicity for memory allocation and free but also atomic persistence of a variable
that stores the NVM heap address [131]; Tips passes an address in MLog to the PMDK
memory allocation API that guarantees the address pointing to the allocated memory is
persisted when returning from the API. Similarly, PMDK memory free guarantees atomic
persistence for an address that is set to NULL. During recovery, all the non-NULL addresses
with the “allocated” tag in MLog are deemed to be non-reachable. Such addresses are freed to
avoid memory leaks as the insert operations that created these addresses will be re-executed
again from the OLog. Similarly, it is possible to re-execute the same OLog entry more than
once; This can cause a double-free bug if a crash happens amidst a delete operation. To
avoid this, Tips logically removes the address from the plugged-in index, stores it in the
MLog, and defers the actual memory free until the subsequent OLog reclamation. Because
after reclaiming the OLog, the delete operation can not be re-executed again.
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A running example. Suppose that inserting (or deleting) a key triggers split (or merge)
on the leaf node A in a B+-tree, and a new leaf node A’ is allocated (or the existing A freed).
Say a crash happens before the completion of split (or merge) but after allocating A’ (or
freeing A). During the recovery, Tips will re-execute the same insert (or delete) from the
OLog, and it once again allocates a new leaf node A” (or free A again). This scenario leads to
a persistent memory-leak of A’ (or double-free of A). With the MLog, Tips can reclaim the
previously allocated node A’ (or restore node A) during recovery to avoid persistent memory
leak (or double-free).

5.3.3.2 UNDO Log (ULog)

What to log? ULog is used by the worker threads to guarantee failure-atomic updates to
the plugged-in index. Generally, all the addresses that are being modified are required to
be logged in the ULog. Instead, in Tips, we leverage the OLog information to selectively log
only the addresses that are needed for correct recovery. To decide whether to log a given
address, the workers rely on two timestamp information: 1) the time at which the requested
address is allocated (alloc-ts) and 2) the time of last OLog reclamation (reclaim-ts). If the
requested address has its alloc-ts > reclaim-ts (i.e., the address is allocated after the last
OLog reclamation), then the operation to recreate the contents of this address is guaranteed
to be present in the OLog. Hence the workers skip the UNDO logging. Otherwise, the workers
first check if the requested address is already logged due to any previous write request. If
so, the workers will skip the UNDO logging; else, they record the contents of the requested
address in the ULog. The persist-thread defers the persistence of addresses in the ULog
until the subsequent ULog reclamation. Thus, recurring updates to the same address can be
batched and persisted at the start of every ULog reclamation.

A running example. Say a B+-tree node A is being modified 500 times between two ULog
reclamations. Then a worker will log A in the ULog at the time of its first modification and
reuse the same record until the next ULog reclamation. After the 500th update, say a ULog
reclamation is triggered; the persist-thread before reclaiming the ULog will persist A with
its latest update. If a crash happens before persisting A, during the recovery, Tips correctly
spots and reverts node A to the state before its first modification from the ULog. Then it
re-executes all the 500 updates from the OLog to bring A to its latest state before the failure.

5.3.3.3 UNO Logging Reclamation

Log reclamation is triggered when any of OLog or ULog reaches their preset capacity threshold.
The persist-thread always reclaims all the logs together even if only one of them reaches its
capacity threshold. That is because, in Tips, the information required for a correct recovery
is distributed across all three logs. The reclamation yields for two cases; it waits until the (1)
current epoch of background replay to end, and (2) pending scans to finish traversing the
OLog. The UNO logging reclamation consists of the following two steps:
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Step 1. Flush the addresses in the ULog and MLog. First, all the addresses in the
ULog and MLog are persisted by calling p-barrier. This guarantees that all the writes that
occurred since the last UNO reclamation are persisted.

Step 2. Reclaim the logs. Replayed OLog entries and persisted ULog entries in Step 1
are obsolete; they can be safely reclaimed to free up space for the incoming writes. Since
the OLog has been reclaimed; we no longer required to keep track of the allocated and freed
addresses; so the logically reclaimed addresses stored in the MLog are physically freed and
then the MLog space can also be safely reclaimed.

Crash safety of reclamation. The reclamation procedure is crash-safe. The crash safety
is guaranteed by atomically setting the flush_done flag after the completion of Step 1. Upon
a crash, the recovery procedure first checks the flush_done flag. If the flag is set, it means
that Step 1 has been completed successfully before the crash occurred and this guarantees
that all the updates to the plugged-in index are persisted. Hence the recovery simply reclaims
the remaining logs (Step 2) and terminates. If the flag is unset, then a standard recovery
procedure described in the following section is followed.

5.3.4 Recovery

Tips flushes all the logs and sets the tail pointer of the UNO log to NULL upon a safe
termination. Therefore, if the tail is non-NULL upon a Tips restart, it triggers the recovery
procedure. If flush_done is set, recovery proceeds as described in the previous section.
Otherwise, the recovery consists of three steps; (1) replay ULog to set the index to the exact
consistent state that existed at the last UNO reclamation; (2) free all the newly allocated
addresses (before the crash) from the MLog to prevent persistent memory leaks; (3) replay
the OLog to get to the last successfully committed update before the crash. Note that the
logs are replayed only up to their tail pointers to avoid executing any partial writes during
the recovery.

If a crash occurs during the ULog replay (Step 1) or MLog free (Step 2), Tips can continue
from where it left off. This is because the changes to the plugged-in index due to ULog
replay are immediately persisted. Also, freeing MLog after ULog replay does not affect the
persistent state of the index. As described in §5.3.3.1, freeing MLog entries is guaranteed
with atomic persistence to NULL, making this step failure-safe. On the other hand, if there is a
crash while executing OLog entries (Step 3), Tips treats it similar to the failure during normal
execution; i.e., after rebooting, Tips re-executes all the three steps. Because replaying OLog
during recovery is treated similar to replaying the OLog in the background during normal
execution. Note that re-executing OLogs after the ULog and MLog replay is idempotent, so it
does not affect the consistency of the plugged-in index.

5.4 Correctness of Tips

Theorem 1. Tips guarantees Durable Linearizability (DL).
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Proof. To guarantee DL, Tips must satisfy three main invariants: (1) Effect of a committed
operation can not be undone in the face of a crash. For all the non-commutative operations
(e.g., insert(k1,v), delete(k1)), (2) the order of commit (i.e., OLog write), and visibility
(i.e., DRAM-cache write) must always be maintained; and (3) also the background replay
must be performed in the linearization order–in the same order as the operations are made
visible in the Tips frontend.

For (1), the effect of a write operation is visible only after updating the DRAM-cache entry,
which is strictly done after persisting the OLog record. This guarantees that the readers
will never observe the effects of non-durable write. For (2), the commit and the visibility
order for non-commutative operations are synchronized using the per-bucket spinlock in the
DRAM-cache as such operations is always guaranteed to happen on the same DRAM-cache
bucket. A writer acquires the lock and commits its operation in the OLog with a timestamp
(commit-ts). Then it adds the entry in the DRAM-cache and releases the lock, which
guarantees that the order of commit and visibility is always the same for non-commutative
operations. For (3), as described in §5.3.2.2, Tips uses hashing to ensure non-commutative
operations always go to the same worker queue. Then the worker sorts its queue in the
commit-ts order and updates the plugged-in index to maintain the linearization order. For
commuting operations, maintaining the linearization order is not required as they work on
disjoint keys, so the effect of such operations will be the same regardless of the order in which
they are executed.

By guaranteeing DL, Tips eliminates the possibility of non-trivial crash consistency bugs
as found in the previous work RECIPE [169]. Particularly, Tips avoids the dirty read bugs
as unpersisted writes are never visible to readers as guaranteed by (1). Even if certain
reads are served from the DRAM-cache and say a crash happens, the OLog reply during the
recovery will ensure that the plugged-in index is up to date with all the committed writes
that happened before the crash. This ensures that all the pre-crash reads are still valid as
they can be retrieved from the plugged-in index.

Theorem 2. Tips guarantees DL for scan operations.

Proof. A scan operation in Tips traverses both the plugged-in index and the OLog, and then it
merges the results. The DL guarantee can be violated if (1) the scan thread reads a partially
written OLog entry and (2) if it reads the unpersisted tail pointer. Both these cases can result
in loss of data if a crash happens because of reading non-durable data. To avoid (1), the scan
thread traverses the OLog from head to tail and this will hide any ongoing OLog writes as
the failure atomicity of an OLog write is guaranteed by atomically updating the tail pointer
(§5.3.1.5). To avoid (2), the scan thread before starting its traversal, checks if the tail pointer
is persisted. If yes, it starts traversing; else, it backs off and retries.



5.5. Tips Implementation 81

5.5 Tips Implementation

Tips is written in C, and the core library is about 5000 LoC. We use the hardware clock (rdtscp
in x86 architecture) for scalable timestamp allocation. To address the clock skew between the
CPU cores, we use ORDO [148] as done in many other previous works [152, 162]. Note that
ORDO does not require any hardware extensions. We set the maximum DRAM-cache chain
length to 5 beyond which the gc-thread starts reclaiming the applied entries in the chain.
We chose this number after carefully considering the DRAM/NVM random read performance
ratio; random read latency in NVM is about 5× slower than DRAM [262] so that traversing
more than 5 nodes in the collision chain do not pay off.

5.6 Evaluation

We evaluate Tips by answering the following questions: (1) How do Tips perform against
prior conversion techniques (§5.6.2)? (2) How do the Tips-indexes perform against prior
NVM-optimized indexes (§5.6.3)? (3) How do the Tips-indexes scale for different workloads
(§5.6.4)? (4) What is the sensitivity for DRAM-cache and UNO logging size (§5.6.5)? (5)
How does Tips impact real-world application (§5.6.6)?

Evaluation Platform. We use a system with Intel Optane DC Persistent Memory
(DCPMM). It has two sockets with Intel Xeon Gold 5218 CPU with 16 cores per socket,
512GB of NVM (4×128GB) and 64 GB of DRAM (4×16GB). We used GCC 8.3.1 with -O3
flag to compile benchmarks and ran all our experiments on Linux kernel 4.18.16.

Configuration. We used YCSB [91]– a standard key-value store benchmark (Table 5.1)
for all our evaluations. We used index-microbench [252] to generate the YCSB workloads.
We ran the benchmarks for 32 million keys; we first populate an index with 32M keys and
then run the workloads, which performs 32M operations. We use random integer and string
keys with uniform distribution. We also evaluate the Tips for large datasets and Zipfian
distribution in §5.6.4. We preset the size of our per-thread OLog and the global ULog to
32MB each, the DRAM-cache to cache 25% of the total number of keys (300 MB) and the
upper bound for the number of workers (W up) to 32 (i.e., half of the available CPUs). We
present the sensitivity analysis for these configurations in §5.6.5. To ensure a fair comparison,
we carefully chose the indexes as the existing conversion techniques are specific to certain
concurrency models. We also ported all the indexes to use the PMDK memory allocator.
Porting all the RECIPE [169] and NVTraverse [109] indexes with PMDK allocator incurred
about 1800 LoC. For all our evaluations (unless mentioned specifically), we use 32 threads to
match the maximum physical CPU cores (without hyperthreads) available on our platform
and present the scalability results for all the Tips-indexes in §5.6.4.
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5.6.1 Converting Volatile Index using Tips

Converting an index using Tips is simple (§5.2.2.6), and it requires only minimal LoC changes
as shown in Table 5.2. For all the indexes, we replace the memory allocation (and free)
with tips_alloc (and tips_free). Below we discuss how we annotated the NVM stores with
tips_ulog_add.

Index with Single Pointer Updates. Indexes for which write operations involve updating
only a single pointer such as a Hash Table (HT), BST, and CLHT requires a tips_ulog_add
before updating the HT/BST/CLHT node in the insert and delete logic, similar to the example
shown in Figure 5.3. The lock-free indexes (LFHT/LFBST) use atomic Compare and Swap
(CAS) and we added a tips_ulog_add before the CAS logic such that tips_ulog_add will be
called again upon a CAS retry. Note that repeated UNDO logging will neither impact the
correctness nor the performance as Tips performs UNDO logging for an address only at the
time of its first modification (§5.3.3.2). All such conversions require only 5-8 lines of change
to the existing volatile codebase (Table 5.2).

Index with Multi-Pointer Updates. For the indexes like the B+tree or ART tips_ulog_add
is added to backup the B+Tree/ART node before the triggering node split/merge operation.
Also, tips_ulog_add is added before modifying the B+Tree/ART node in the normal case
insert and delete logic. Totally it required only 11 and 9 LoC changes in the B+tree and
ART codebase respectively. Note that none of the indexes require any modification in their
read and scan logic.

Comparison with other Conversion Techniques. PRONTO [193] requires developers
to manually add op_begin() and op_commit(). With NVTraverse [109] developers must
first modify the index implemetation to a "traversal" index and then manually add the
ensureReachable and makePersistent APIs. Similar to the tips_ulog_add (§5.2.2.6), the
aformentioned APIs will internally issue p-barrier without requiring any user intervention.
Additionally, unlike PRONTO and NVTraverse, Tips can be used on indexes supporting
different concurrency models. Like Tips, both PRONTO and NVTraverse formally prove
that their conversion yields correct persistent algorithm by guaranteeing DL. As also reported
in the NVTraverse paper, RECIPE [169] can not always guarantee a correct conversion, even
for the indexes that fall under their prescribed condition.

Moreover, RECIPE does not formalize the guarantees of their conversions and does not
discuss the implications of guaranteeing BDL. Their updated ArXiv version [168] prescribes to

YCSB Workload Read-Write-Scan % Workload Nature
A 50-50-0 Write Intensive
B 95-5-0 Read Intensive
C 100-0-0 Read Only
D 95-5-0 Read Latest
E 0-5-95 Short Range Scan

Table 5.1: Characteristics of YCSB workloads.
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Indexes Concurrency Control LoC

Hash table (HT) Readers-writer lock 5/211
Lock-Free HT (LFHT) [195] Non-blocking reads and writes 5/199
Binary Search Tree (BST) Readers-writer lock 5/203
Lock-Free BST (LFBST) [86] Non-blocking reads and writes 5/194
B+tree Readers-Writer lock 8/711
Adaptive Radix Tree (ART) [171] Non-blocking reads/blocking writes 9/1.5K
Cache-line Hash Table (CLHT) [96] Non-blocking reads/blocking writes 8/2.8K
Redis [52] Blocking reads and writes 18/10K

Table 5.2: Lines of code (LoC) to convert volatile indexes using Tips.
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Figure 5.4: Performance comparison of Tips against PRONTO for Hash Table (HT) and B+Tree
(F-1) and Tips-B+Tree against the NVM-optimized B+Tree indexes– FastFair and BzTree (F-2).

selectively add p-barrier to specific loads to guarantee DL. But it is left to the developers to
figure out the loads that needs to be correctly flushed; this further complicates the conversion.
Alternatively, Tips requires only minimal and simple modifications in the volatile codebase.
We also formally describe how our conversion guarantees DL and yields a correct persistent
algorithm for all our conversions.

5.6.2 Tips vs. Other Conversion Techniques

Tips vs. PRONTO [193]. PRONTO is the state-of-the-art technique to convert globally
blocking indexes with DL guarantee. As shown in Figure 5.4 (F1), both Tips-HT and
Tips-B+Tree outperform the PRONTO counterparts by 20× across all workloads. Although
both Tips (Tips-HT, Tips-B+Tree) and PRONTO use RW lock for concurrency, Tips can
process the reads and writes concurrently in the DRAM-cache, and hence it shows a better
performance. Also, PRONTO’s overhead mainly comes from the synchronous waiting of
writers for its background thread to complete the logging. Our performance profiling on the
PRONTO-HT reveals that about 25% of the execution time is spent on synchronous waiting.
In Tips, there is no such synchronous waiting as it does not have any separate logging threads.
Instead, writers will perform logging in their private OLog. Another source of overhead is the
blocking during snapshots, which accounts for 8% of the execution time. Moreover, PRONTO
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(F-1) and 1 thread (F-2).
builds its index on DRAM, so it can not scale beyond the DRAM capacity while Tips can
scale up to the NVM capacity. This is a critical design benefit because legacy applications
adopt NVM not just for durability but also for its large in-memory capacity.

Tips vs. NVTraverse [109]. NVTraverse is the state-of-the-art technique to convert
lock-free indexes with DL guarantee. As shown in Figure 5.5 (F-1), Tips-LFBST outperforms
NVT-BST by up to 3× across all workloads. Further analysis revealed that on average, each
read and write in NVT-BST incurs 6 and 17 p-barriers, respectively, in the critical path.
While Tips-LFBST incurs only 2 p-barriers for each write in the critical path and reads
never require p-barrier, thanks to the UNO logging and the DRAM-cache. Moreover, Tips
serves up to 25% of read requests from the DRAM-cache. So the readers do not need to
traverse the BST on the NVM for 25% of its read requests and hence a better performance.

Tips vs. RECIPE [169]. Comparing Tips and RECIPE in terms of performance
is not an apple-to-apple comparison as RECIPE supports only a weaker consistency (i.e.,
BDL). Besides performance, we also stress how hard it is to achieve DL without trading
off performance. Figure 5.5 and Figure 5.6 compare the performance of Tips and RECIPE
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for LFHT, ART [170], and CLHT [96], respectively. Tips indexes perform similar or better
than RECIPE indexes across all workloads except for CLHT in workload A. This is because
writes to CLHT incurs only one cacheline modification and one p-barrier in RECIPE. While
in Tips-CLHT, it incurs two p-barriers to commit the OLog. Nonetheless, Tips-CLHT
supports DL, and it performs mostly similar to NVM-optimized hash indexes CCEH [204]
and LevelHashing [278]. An easy way to guarantee DL, as proposed by Izraelevitz et al. [135]
is to add a p-barrier for every reads and writes. We followed it to make a DL version of
the RECIPE hash table (DL-LFHT in Figure 5.5). Such a conversion leads up to 1.4× drop
in performance. One can also perform index-specific optimizations like the NVTraverse to
guarantee DL. However, it requires expertise in NVM programming and in-depth knowledge
of the volatile index. Conversely, Tips achieves DL with good performance and, notably, in
an index-agnostic way.

5.6.3 Tips vs. NVM-optimized Indexes

Tips-B+tree. Figure 5.4 (F-2) shows the performance of Tips-B+tree against Fast-
Fair [127], and BzTree [77]. Tips outperforms BzTree by up to 3× across all workloads;
BzTree uses CoW and PMwCAS [250] to support crash consistency, and this generates a lot
of NVM write traffic. Unlike BzTree, Tips-B+tree supports low overhead crash consistency
using UNO logging and hence a better performance. Tips performs similar or better than
FastFair except for workload C. FastFair, with its smaller fanout (16), provides good point
query performance, and Tips-B+tree with a larger fanout (128) provides a good range query
performance than FastFair. For string keys, FastFair (FastFair-str) performs up to 5× slower
than Tips (Tips-str) as it loses its cache efficiency due to additional pointer chasing to
retrieve string keys. Note that Tips stores pointer to its keys for both string and integer
keys; therefore no significant performance drop is observed.

Tips-ART. In Figure 5.6, we present the performance of Tips-ART and WOART [167]–
volatile ART variant designed for NVM. WOART is single-threaded, and hence we used a
global lock for concurrency as done in previous work [168, 169]. WOART performs up to 40×
slower than Tips-ART across different workloads due to its poor concurrency model. For a
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single thread, Tips-ART performs similar to WOART except for workload E. For workload E,
the performance of Tips-ART and RECIPE-ART are almost identical; this proves our claim
in §5.3.1.6 that the additional OLog traversal in scan operations imposes negligible overhead.
Our performance profiling revealed that only 2-3% of the time is spent on traversing OLog
regardless of thread count.

5.6.4 Analysis on Tips Design

Write Scalability. Figure 5.7 shows the scalability of the Tips indexes. For write-intensive
workload A, all Tips indexes show good performance and scalability; for Tips-B+Tree a
sharp increase is observed after 16 threads. Because (1) for lower thread counts, the aggregate
OLog size is less (OLog is per-thread). Moreover, as Tips-B+Tree uses global RW lock Tips
backend writes are slower than the concurrent frontend writes, and consequently, foreground
writers are blocked due to the lack of OLog space. (2) For higher thread counts, foreground
blocking time is significantly reduced with a larger aggregate OLog size, Although the Tips-HT
uses RW lock, it is per-bucket and hence a better level of concurrency than the Tips-B+tree.
This enables Tips backend to reply the OLog concurrently and hence a better performance
for Tips-HT. Still, for 16 threads, Tips-B+tree outperforms PRONTO-B+Tree which also
uses global RW lock by up to 3×.

Read Scalability. All Tips indexes show good scalability for read-intensive workloads.
Indexes supporting concurrent reads show good performance; for instance, Tips-LFHT
performs up to 1.2× better than Tips-HT (RW lock) in workload C. All indexes regardless
of their concurrency model shows high performance for workload D. Because workload D
follows read-latest distribution, latest writes are being repeatedly read. Fortunately, the latest
writes are most likely to be present in the DRAM-cache; hence a higher read hit ratio and
consequently better performance. Although we cache only 25% of the keys for all workloads,
the read hit for workload D is about 70%, while for other workloads it is less than 25%.

Impact of UNO Logging. Both Tips-HT and PMDK-HT (Figure 5.7) use RW lock, and
they both use the UNDO logging to guarantee crash consistency while updating the hash
table. However, despite the similarities, Tips-HT significantly outperforms PMDK-HT. The
main performance bottleneck in PMDK is the logging operations in the critical path. This is
evident from Figure 5.7, PMDK-HT performs and scales on par with Tips-HT for workload
C (100% reads), but its performance plateaus even for a small fraction of writes (5%) in
workload B. With UNO logging, UNDO logging is kept off the critical path and consequently
making Tips scale better.

Impact of Skewed Workloads. Figure 5.8 shows the performance of Tips indexes
for Zipfian distribution; all indexes shows up to 2× better performance than the uniform
distribution. Particularly for workload A, the chances of write coalescing in the ULog increases
due to frequent updates to the same address. This reduces the number of UNDO logging
performed, and further analysis revealed that the number of UNDO logging performed is
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reduced by 16% than that of uniform distribution. This further accelerates the background
writes, and thus overall write performance is improved. For read-intensive workloads, repeated
reading of hotkeys results in more DRAM-cache hits and eventually a better read performance.
On average, the DRAM-cache hit ratio is increased by 5% for the Zipfian distribution. Overall,
Tips, in particular, UNO logging and DRAM-cache are well equipped to handle the skewed
workloads. Note that we did not evaluate workload D as it supports read-latest distribution
by default.

Impact of Large Dataset. Figure 5.9 (F-1) presents the performance of Tips-ART for
large datasets. While the performance for 64M and 96M keys is mostly the same across all
the workloads, there is up to a 23% drop in performance for 128M keys. Particularly for
workload C, the performance drop is also observed for 96M keys; for a larger dataset, the
ART index grows bigger, and it results in increased pointer chasing to get to the leaf nodes,
and hence there is a slight dip in the performance. Note that the RECIPE-ART also exhibits
a performance drop of up to 16% across all workloads for 128M keys. Overall, this evaluation
shows that Tips as a system can handle much larger datasets effectively.
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Impact of Adaptive Scaling. Figure 5.9 (F-2) shows the average number of background
workers used for Tips-ART. More workers are used for workload A as it is write-intensive,
for all the other workloads workers count is relatively less as the write ratio is marginal. No
workers are created for workload C as it is read-only. Workload E has the same write ratio
(5%) as B and D, but Tips employs only one worker for E. Because ART’s scan is inherently
slower, hence the foreground threads spend most of the time on the scan operation (i.e.,
foreground writes are slow), this gives Tips enough time propagate the updates. Thus our
adaptive scaling can effectively adapt for the nature of workloads and the plugged-in index.

5.6.5 Sensitivity Analysis

Sensitivity to DRAM-cache Size. As shown in Figure 5.10, for read-intensive workloads,
about 1.8-2.8× performance increase is observed as % keys cached increases. This is because
the read hit ratio increases as more keys are being cached, enabling readers to complete
their reads on the faster DRAM. Since workload A is write-intensive, it is less sensitive to
DRAM-cache size. As more writes happen on the DRAM-cache, the applied keys are actively
evicted, and it stores mostly the newly written keys. This poorly impacts the read hit ratio,
and consequently, readers are forced to fall back to the B+tree on the NVM.

Sensitivity to UNO Log Size. Figure 5.11 illustrates the performance of Tips-ART,
Tips-B+tree for different UNO log sizes for the write-heavy workload A. As shown, there is a
4× and 9× performance drop for Tips-ART and Tips-B+tree with 32MB (default) and 4MB
log size, respectively. This is because as the log size becomes smaller, the foreground writers
are blocked for more time as Tips-B+tree (RW lock) has a single-threaded backend. Whereas
Tips-ART supports concurrent backend and is relatively less affected by decreasing log size.
Both Tips-ART and Tips-B+tree shows a 1.6× performance increase for 64MB because the
log size is big enough to completely buffer all writes, and zero reclamations are triggered
for 64MB. Also, note that more than 3 reclamations are triggered for a default log size of
32MB. The impact of smaller log sizes is relatively marginal for read-heavy workloads. The
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performance change is negligible until 8MB, and about a 20% performance drop is observed
for 4MB log size.

5.6.6 Real-world Application: Redis

We ported a popular DRAM key-value store, Redis [52], using Tips (Tips-Redis). We
compare its performance with the vanilla Redis running on the DRAM (DRAM-Redis) and
NVM (NVM-Redis), and also with Intel’s PMEM-Redis [44]. Note that NVM-Redis does not
ensure crash consistency and PMEM-Redis stores only the values in NVM. Figure 5.12 shows
the performance of Redis GET and SET operation evaluated using Redis-Benchmark [49].
We ran the benchmark for 32M keys (8-bytes) with a uniform random distribution. For SET
operations, Tips-Redis consistently outperforms the NVM-Redis by 2.5×, and it performs up
to 1.5× and 1.1× slower than the DRAM-Redis and PMEM-Redis, respectively. For the GET
operations, Tips-Redis perform up to 2× better than the NVM-Redis and up to 2.2× slower
than the DRAM-Redis and PMEM-Redis. Tips-Redis maintains all the data and the Redis
core on the NVM, so (1) it provides a larger in-memory capacity (4× in our experiment) and
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immediate durability. (2) Both PMEM-Redis and DRAM-Redis take about 100 seconds to
restore data from disk every time a server instance is created. While Tips-Redis takes less
than 1 second to recover upon safe termination.

5.6.7 Recovery

We performed the recovery test on all the Tips-indexes. We injected crash 200 times arbitrarily
using SIGKILL, similar to previous work [169, 173]. We also tested a crash during the recovery
procedure. All Tips-indexes successfully recovered after every crash. The worst-case recovery
time would be a crash happening when the OLog is full. To measure this time, we injected
a crash just when the OLog becomes full. Recovery time ranges between 0.5 and 9 seconds
depending on the number of OLogs and concurrency control of the index.

5.7 Chapter Summary

We discussed Tips, a framework to systematically make volatile indexes and in-memory
key-value stores persistent. At its core, Tips adopts a novel DRAM-NVM tiering to support
index-agnostic conversion and durable linearizability. With the tiered concurrency model,
Tips achieves good scalability, performance, and enhanced applicability. UNO logging
protocol is critical to achieve low crash consistency overhead and prevent persistent memory
leaks. In our evaluation, we showed that Tips could be effectively applied to indexes with
varying concurrency models and the Tips-enabled indexes shows excellent performance
against the state-of-the-art index conversion techniques and NVM-optimized indexes.



Chapter 6

Framework for Near-Storage Computing

The idea of moving compute near the storage has been proposed more than two decades
ago [73, 150, 223]. However, it did not gain traction as the CPU was scaling well and storage
was considerably slower than the CPU. Now towards the end of Moore’s Law as the CPU
scaling has plateaued and new storage technologies are becoming faster, CPU is unable to
fully saturate the IO bandwidth [172]. This has caused data movement between storage and
memory to become a critical performance bottleneck. This is evident in ML/DL training
models which typically process petabytes of data. While the training runs on GPUs, the
ML training still relies on the CPUs for data fetching and pre-processing [199]. Hence the
ML/DL training is primarily bottlenecked by the stalls due to, 1) fetching data from the
storage, and 2) preprocessing the data using the CPUs [88, 163, 199, 239].

Computational Storage Devices (CSDs) are seen as potential solution for reducing the data
movement and relieve CPU from becoming a performance bottleneck. Typically, CSDs
include a near-storage processing unit (e.g., ARM CPU or FPGA) and this enables it to
perform compute near the storage without having to move the data independent of the
CPUs [55, 59, 207]. Programming using CSDs has been a challenging problem thus far
due to lack of standard programming frameworks that provides application the flexibility
to seamlessly offload compute to the storage. In this work, we propose Tenet, a unified
key-value store (KVS) framework with computational pipeline natively designed for CSDs.
With Tenet we manage to improve the programmability of CSDs by providing application
the flexibility to seamlessly compose and offload compute to the storage during the run time
using a familiar set of embedded KVS interface. Further, with Tenet, we strive to make a
compelling usecase for CSDs by offloading the entire preprocessing steps in the ResNet50 [53]
DL model to near-storage FPGA. Overall, Tenet makes three main contributions:

• Cross-layered KVS Architecture: Tenet prudently leverages both the host CPU and
near-storage FPGA to best of their abilities, instead of naively offloading every operation to
the storage. Particularly, Tenet proposes a cross-layered indexing and caching to leverage
the CPU as a control plane and the FPGA as a compute plane to reduce data movement
and to improve compute performance.
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• Near-storage Arbiter to schedule the offloaded tasks, manage memory, and establish
an efficient communication model across compute kernels and the host CPU. This is key
to improving the programmability of the CSDs by providing the application to flexibly
compose and seamlessly offload the compute on-fly to the near-storage FPGA.

• We evaluate Tenet on Samsung SmartSSD [59] a real CSD hardware which to best of our
knowledge is the first system to do so. We evaluate Tenet by offloading complex compute
functions such as JPEG decoder and snappy compression to the FPGA. In addition we
integrate the Tenet KVS framework to the Tensorflow [114] and train the ResNet50 DL
model with ImageNet [236] dataset by completely offloading the entire image pre-processing
steps to the near-storage FPGA. Our evaluations show that, Tenet performs up to 75%
faster and saves up to 65% CPU time in comparison to the CPU-only system.

6.1 Retina Design

Retina KVS comprises of two critical components, 1) a cross-layered index structure to
manage data on the SSD, and, 2) an FPGA Arbiter to compose and execute compute
functions on-fly on the data stored in the SSD. We explain the cross-layered architecture and
the arbiter design in §6.1.1 and §6.1.2 respectively.

SmartSSD. We explain the Retina architecture using SmartSSD as a representative CSD.
SmartSSD (green box in Figure 6.1) consists of a NVMe SSD (PCIe Gen3), a Xilinx KU15P
FPGA [35], and a 4GB of dedicated DRAM all connected internally via a P2P interconnect.
DRAM inside the SmartSSD is mapped to the PCIe bar address which is referred to as
Common Memory Area (CMA). Essentially, CMA is a shared memory region and is read-write
accessible for both the host CPU and the FPGA. Data transfers between the CPU and the
FPGA occurs across the PCIe bus and the same between the CMA and the SSD occurs via
the P2P interconnect within the SmartSSD.

6.1.1 Cross-layered Index Structure

Retina uses a hybrid (trie and b+tree) based index structure [156, 187] for scalability
and performance. Using trie as internal nodes (search layer) enables Retina to have
optimized search latency even with larger keys. However, trie is know for its poor range
query performance, cache inefficiency, and high memory overhead. To overcome the first
two limitations, we choose a B+tree style leaf nodes which is both cache efficient and better
optimized for both point and range queries. To reduce the memory overhead we use the
Adaptive Radix Tree (ART) [170] which is a memory optimized prefix-trie.

As illustrated in the Figure 6.1, the search layer is traversed and update by the host CPU
( 1 , 3 ) while the data nodes are traversed and updated by the FPGA ( 5 , 6 ). The goal of
the cross-layered approach is to use the CPU as the control plane (e.g., trigger FPGA calls,
concurrency control, etc) and offload the compute to the FPGA which is closer to the data
(e.g., perform lookups and inserts on the leaf nodes). This design is effective because the it
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Figure 6.1: Applications use the Retina APIs to access the CSD ( 0 ). First, Retina traverses
the search layer using the input key to find the offset of the data node where the key-value pair
exists ( 1 ). Then it checks the mirror cache to see if the data node is already cached ( 2 ) if not then
the data node is fetched from the SSD to the data cache ( 3 ). If the data node is already cached
then Retina skips step 3 and goes on to acquire the lock on the DataNode-0 ( 4 ). Retina invokes
the Arbiter on the FPGA ( 5 ) which then executes the lookup operation on DataNode-0 to retrieve
the image ( 6 ). Arbiter performs the preprocessing steps in the application specified order ( 7 , 8 ,
9 ) and saves the output to the CMA (10 ).

leverages the high internal P2P bandwidth between the FPGA and the SSD i.e., unlike the
traditional systems, the leaf node access does not require PCIe hops rather it is offloaded to
the near-storage FPGA thereby preventing unnecessary data movement between the storage
and the CPU memory.

The search layer stores the key and the Logical Block Address (LBA) of the data node
and the data node stores the keys and its value in the sorted order on the SSD. Therefore,
traversing the search layer will lead to the data node where the target key-value pair exists
( 1 ). When a data node undergoes split/merge operation the search layer is updated to reflect
the structural modifications. The concurrent access to the date nodes are managed using the
Readers-writer (RW) lock; the CPU after retrieving the LBA of the data node acquires the
RW lock before transferring the control to the FPGA ( 4 ).
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6.1.1.1 Cross-layered Caching

As stated earlier, CPU traverses the search layer, retrieves the LBA and loads the data node
to the CMA ( 1 , 2 , 3 ) for the FPGA to execute the lookup/insert operation ( 6 ). While
this already reduces the data movement between the storage and the host memory, Retina
further optimizes the data movement with a cross-layered caching layer between the host
memory and the CMA. A portion of the CMA region is reserved for caching (data cache) the
frequently accessed data nodes and to know if a particular data node is present in the data
cache Retina uses a mirror cache in the host memory. Mirror cache prevents additional
PCIe hops to check the data cache for the data node. Mirror cache just stores the LBA of a
data node and its corresponding offset in the CMA. After traversing the search layer ( 1 ) the
CPU checks the mirror cache (hash table with a 2d array) to see if the particular LBA is
already cached in the data cache ( 2 ). Upon a cache miss, the CPU loads the data node to
the data cache ( 3 ) and updates the mirror cache ( 4 ). Any future requests to this data node
will not incur data transfer from the SSD to CMA. If the data node in the cache is updated
(e.g., insert a new key) it is immediately written back to the SSD to maintain the consistency.
Mirror cache is protected using a per-bucket RW lock and the mirror cache uses LRU policy
to evict cold data nodes when the cache is full.

6.1.1.2 Crash Consistency

Retina employs a log-less crash consistency technique for better performance and to eliminate
any data movement from storage to memory due to logging operations.

Crash consistency for data nodes. In Retina, the size of data node is fixed at 4KB to
leverage the 4KB atomic read/write guarantees of the filesystem to guarantee crash consistent
updates to the data nodes. Such a design removes the need for performing logging operations.
So the data nodes are always updated in-place and is written back to the SSD (from the
CMA) in the 4KB granularity.

Extension pages. A data node can not accommodate a key-value pair that is greater
than 4KB. In such cases, Retina allocates an extension page large enough to fully fit the
key-value pair, writes the data to the extension page, and chains the extension page to the
corresponding data node. Retina implements a slab allocator to manage the extension
pages; the slab allocator maintains pages of different sizes (4KB - 8MB) which are allocated
on the SSD. Further, it maintains a bitmap to track the live pages and it garbage collects the
freed/zombie pages during the runtime and recovery.

Retina employs a version based crash consistency for the extension pages. Unlike the data
nodes the extension pages are always updated out-of-place in copy on write (CoW) fashion.
To guarantee crash consistency, the data node and its extension page maintains the version
number metadata which is a 64-byte integer. First, the extension page is allocated and written,
its version number is updated. Then the extension page is chained to the data node and
the version number in data node is atomically updated (using 4KB atomic write) to match
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the version number of its extension page, only after which the new extension page becomes
visible. If a crash happens before updating the data node’s metadata the allocated extension
page will be reclaimed during the recovery.

6.1.2 Near-storage Arbiter Design

Retina implements a data flow programming model for FPGA execution i.e., execute the
compute function on the FPGA in a parallel pipelined fashion. A straightforward way to
create a computational pipeline is by directly connecting the compute functions one after
the other to form a hardwired unidirectional pipeline. However, such a design becomes
highly inflexible and complicates the application programming. In Figure 6.1 ( 5 - 9 ), the
application requests an image to be fetched and preprocessed in a specific order (decode,
crop, flip); say if the application requires a different sequence (e.g., decode, flip, crop) or
may be it requires an additional step for certain images (e.g., decode, resize, crop, flip) then
in such scenarios the CSD must be offlined to rewire the compute function connections.
Retina implements a Arbiter on the FPGA to impart flexibility to compose different orders
of compute pipeline on-fly. Essentially, Arbiter is an FPGA IP that arbitrates the pipeline by
ordering the compute kernels in the application specified order.

Communication model. The CPU-Arbiter communication happens via the shared
memory (i.e., the CMA); CPU loads the data to the CMA from the storage and then triggers
the Arbiter with the offset to the input data ( 5 ). Similarly, Arbiter returns the output
to the CPU via the CMA (10 ). However, the compute function kernels do not directly
communicate with each other instead they communicate only via the Arbiter. Each compute
kernel establishes a bidirectional communication channel with the Arbiter using FPGA
streams. The Arbiter sends the required inputs for a compute kernel execution via input
stream connection and the compute kernel after the execution sends the output to Arbiter via
the output stream. Arbiter allocates a buffer for each compute kernels where the intermediate
results are stored. Instead of passing the raw data, the Arbiter simply passes the offset
to these intermediate buffers as an input to compute kernels. This helps to conserve and
judiciously use the FPGA stream bandwidth.

Memory management. A small portion in the CMA is reserved intermediate buffers
during the init time. The Arbiter allocates a buffer on-fly and passes it to the compute
kernels where the kernels write their output. Once the kernel execution is done then the
Arbiter reclaims and recycles the buffer for the future use. The Arbiter maintains a bitmap
of metadata to track the free and in-use buffers during the execution. Note that the buffer
where the final output is stored is allocated by the CPU and passed to the Arbiter and CPU
will free the output buffer after it consumes the output.

Task scheduling. The Arbiter orchestrates the compute kernel execution in the CPU
specified order. For instance, in Figure 6.1 the arbiter first triggers the lookup kernel to
retrieve the image from the data node ( 6 ), then forwards the output of the lookup kernel to
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1 bool insert(key_t k, value_t v, compute_t *args, int n_args);
2 bool update(key_t k, value_t v, compute_t *args, int n_args);
3 bool delete(key_t k, compute_t *args, int n_args);
4 value_t *lookup(key_t k, compute_t *args, int n_args);
5 value_t *scan(key_t start_key, int n_keys, compute_t *args, int n_args);

Figure 6.2: Retina APIs

the JPEG decoder ( 7 ), then starts the crop execution with the decoders’ output ( 8 ) and
flip execution with the crops output ( 9 ).

6.1.3 Retina Programming Interface

Retina provides a standard KVS style APIs which can be used to access the data on the
SSD and also to compose compute functions in any order during the run time. As shown in
the Figure 6.2, the KVS APIs has two additional arguments args and n_args in additional to
the standard key and value inputs. Applications can create a single or an array of compute
functions and pass the arguments required for each compute functions if any (e.g., compression
ratio for the compression kernel) as a single argument (args) along with the size of input
array (n_args). These inputs will be interpreted by the CPU and eventually passed on to
the Arbiter which will compose and execute the compute functions in the exact order.

6.2 Evaluation

We evaluate Retina by answering the following questions: 1) What are the performance
benefits of offloading compute from CPU to the storage? 2) Does offloading compute to
storage reduce the overall CPU utilization? 3) What are the impacts of Retina on real-world
application?

Evaluation platform. We use a server equipped with Samsung SmartSSD [59]. The server
has 8-core Intel Xeon Gold 6152 CPU with two NUMA nodes, 1 NVIDIA Tesla V100 GPU
and 263GB DRAM memory. We use Vitis Accel [67, 68] toolchain to configure, compile
FPGA kernels and OpenCL APIs to communicate with the FPGA.

Evaluation configuration. We implement and evaluate 6 compute kernels (JPEG decoder,
Snappy file compression, flip, crop, and resize) and 6 KVS kernels (lookup, insert, update,
delete, split, and merge). 2GB of CMA is reserved for the data cache and the mirror cache
consumes 512MB of host DRAM as it stores only the offset and other metadata of data node
in the data cache. In all our evaluations the FPGA (kernel side) concurrency is set to 1 i.e.,
Retina maintains only one instance of each FPGA kernels. This is because the KU15P
FPGA board is relatively smaller and it runs out of logic cells when creating more than one
instance. For instance, 1 instance of each lookup, insert, split, Arbiter, and JPEG decoder
kernels altogether consumes ∼73% of the available FPGA resources, so increasing the kernel
instances results in FPGA build failure. Consequently, we also limit the host-side concurrency



6.2. Evaluation 97

50

100

150

200

64 128 256 512 1024 4096 8192

10

20

30

64 128 256 512 1024

O
ps

/s
ec

# File Size (KB)

Retina-FPGA

Snappy Compression

# Image Size (KB)

Retina-CPU

JPEG decoder

Figure 6.3: Performance comparison of Snappy compression and JPEG decoder executed on the
CPU and the FPGA.

to 1 thread as there is no benefit to have more host side concurrency when multiple threads
will end up waiting for one instance of FPGA kernel to be available.

6.2.1 Near-storage vs CPU Compute

To study the benefits of moving compute near the storage, we offload the Snappy compression
and JPEG decoding to the near-storage FPGA and compare its performance against the CPU
execution. For FPGA, we use the Snappy compression and the JPEG decoder in the open-
sourced VITIS library [33, 61]. For CPU, we use the Google’s Snappy implementation [60]
and the JPEG decoder in the openCV [32] library.

The benchmark executes 2M operations on the 1M preloaded key-value pairs. For Snappy
compression, key is the file-id (integer) and value is the compressed text file. For JPEG
decoder, key is the image name (string) and value is the JPEG image. In the compression
benchmark, 1 operation involves compressing a text file on the CPU or FPGA and inserting
the compressed file to the SSD. For the JPEG decoder, 1 operation involves an image lookup
on the SSD and decoding the retrieved image on the CPU or the FPGA.

Performance. Figure 6.3 shows the performance of executing Snappy compression and
JPEG decoder on FPGA and CPU for different file sizes. Both Retina-FPGA and Tenet-
CPU uses the same Retina KVS framework to insert/lookup the data in the SSD. Essentially,
this means that the performance delta between the Retina-FPGA and Tenet-CPU comes
only from performing snappy compression/JPEG decoding on the CPU and FPGA.

Retina-FPGA performs up to 70% faster than Retina-CPU for both Snappy compression
and JPEG decoder. The benefit of offloading compute to the storage is more pronounced
for larger file sizes. Unlike the CPU execution, the large files does not have to be moved
from storage to the CPU memory for the offloaded FPGA execution. Further, FPGA is more
suited for performing such compute intensive decoding and compression operations. This is
corroborated by Table 6.1 which shows the execution time of Snappy compression and JPEG
decoding on CPU and FPGA. FPGA takes up to 2× less time as the input size increases
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Size (KB) Snappy Compression JPEG Decoder
CPU (ms) FPGA (ms) CPU (ms) FPGA (ms)

64 0.4 0.65 10 27
128 0.7 0.7 37 30
256 1.2 0.8 40 31
512 2.8 1.4 55 36
1024 4 2.3 96 45

Table 6.1: Execution time for CPU side and FPGA side snappy compression and JPEG decoder
for different input sizes.
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from 64KB to 1MB.

CPU utilization. In addition to the performance benefits, offloading compute to the FPGA
conserves CPU time as illustrated in Figure 6.4. Retina-FPGA consumes ∼65% less CPU
time than Retina-CPU. This is because, the role of CPU in the Retina-FPGA is just to
orchestrate the data movement between the storage and the CMA and to trigger the compute
function calls on the FPGA. Retina-FPGA consumes 20% more CPU time for JPEG decoder
as compared to Snappy compression because JPEG decoding involves additional metadata
processing on the CPU side particularly reconstructing the YMV metadata. We believe that
a more FPGA optimized JPEG decoder will further reduce CPU time.

6.2.2 Near-storage Deep Learning Preprocessing Pipeline

We evaluate Retina by offloading the image preprocessing steps in the ResNet50 [53] DL
model training to the CSD. We use Tensorflow [114] framework as it allows to add custom
filesystem support [63]. The ResNet50 model includes three preprocessing steps wiz., JPEG
decoding, crop, and flip before feeding the images to the GPU for training. Usually, the
images are retrieved from the storage and preprocessed using the CPU. In Retina, the
images are retrieved, preprocessed at the storage using the near-storage FPGA, and the
preprocessed image can be directly fed to the GPU. Generally, Tensorflow allows input images
to be fetched in a batch (e.g., 128 images) and creates a pipeline of preprocessed images to be
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Figure 6.5: Performance and resource utilization comparison for ResNet50 DL model training
using ImageNet dataset when image preprocessing done on the FPGA (Retina) and the CPU.

fed to the GPU. Tensorflow uses multiple CPU cores to enable parallel preprocessing. Since
Retina can not create more than one instance of FPGA kernels we set the batch size to 1
and force the Tensorflow to use only one CPU core for preprocessing for a fair comparison.

Integrating Retina with Tensorflow. Tensorflow provides a virtual wrapper class for
filesystem and the developers can overload the virtual class functions to execute their own
filesystem logic during the Tensorflow runtime. To this end, we overloaded the Tensorflow
filesystem layer to call Retina’s KVS APIs. For instance, read and write filesystem function
in the Tensorflow will call Retina’s lookup and insert functions respectively. Essentially,
when the Tensorflow calls image fetch Retina would lookup the particular image, perform
the preprocessing steps on the SSD, and returns the preprocessed image which the Tensorflow
directly feeds to the GPU. Note that we load the full ImageNet dataset to the Retina KVS
before the training begins.

Performance analysis. Figure 6.5 shows the time take per epoch for ResNet50 training
when the preprocessing is done using Retina and compares it against the CPU side pre-
processing. Retina consumes ∼60 minutes less than the CPU per epoch and for the whole
training (10 epochs) Retina is ∼36% faster than the CPU. This can be attributed to two
reasons, 1) as seen in §6.2.1, JPEG decoding on the FPGA was considerably faster than the
CPU particularly for larger image sizes. Given that the most of images in the ImageNet
dataset are greater than 100KB, offloading JPEG decoding to FPGA reduces the compute
time. 2) data movement is significantly reduced in the Retina; the ResNet50 model requires
the size of a preprocessed image to be exactly 224*224 regardless of its original size. This
means, in Retina only the final 224*224 image moves from the storage to CPU memory at
all times. Whereas in the traditional CPU based training the unprocessed large JPEG images
are constantly moved from storage to memory. In addition, Retina also consumes 100% less
CPU time as the preprocessing is offloaded to the FPGA and Consequently it reduces the
GPU idle time by up to ∼25% during the training time as illustrated in Figure 6.5.
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6.3 Chapter Summary

In this chapter we discussed Retina, near-storage compute capable KVS designed natively
for CSD. Retina proposes a cross-layered KVS architecture that leverages host CPU as a
control plane and near-storage FPGA as a data plane. Retina KVS includes a centralized
Arbiter implemented on the FPGA to enable applications to compose compute pipeline on-fly.
We evaluated Retina on a real CSD drive (SmartSSD) and our evaluation showed that
Retina performs up to 75% better, saves up to 65% less CPU time, and significantly reduces
the data movement as compared to the traditional CPU only compute.
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Future Works

The systems proposed in this thesis are implemented and evaluated on byte-addressable
NVM (Intel DCPMM). However, the problems identified and the solutions proposed in
this thesis is applicable to the future byte-addressable NVM technologies based on NAND
flash [2, 34, 36], NRAM [111], STT-MRAM [20], battery-backed DRAM [3, 21, 37, 116, 225],
and PRAM [40].We identify two potential interesting directions, 1) exploring the ideas of
Tips, TimeStone, and Tenet for CXL (Compute Express Link) systems and 2) making
Retina a distributed KVS and building towards making it a de-facto storage stack for
different CSD architectures.

7.1 CXL Based Systems

CXL [94] is a cache coherent protocol implemented over PCIe gen5 interconnect. With
CXL, systems can expand its memory capacity beyond the physical DIMM slots and more
importantly CXL enables cache coherent access to the expanded memory regions. CXL does
this by mapping the external memory to the cache coherent system memory space. Moreover,
CXL also enables external accelerators (e.g., GPU, FPGA) to access the system memory in a
cache coherent manner. This means that with CXL, the accelerators can now directly access
system memory just like multiple CPUs coherently accessing the cache and system memory
in a multi-core CPU architecture.

CXL enabled NVM. CXL allows to extend the capacity of byte-addressable NVM and
DRAM beyond the physical DIMM slots in the system [23, 117]. Researchers are also
proposing to transform the block interface of the SSDs to byte-addressable interface using the
CXL protocol [143]. This opens up new opportunities for having a byte-addressable NVM at
a much cheaper cost and a larger capacity. However, accessing the expanded memory over
CXL (e.g., in the event of a cache miss) will incur much higher latency than accessing the
memory connected directly to the system bus [237] So, hiding the far-memory access latency
will be key to realizing this architecture in practice. The caching designs proposed in this
thesis (DRAM cache in Tips, TLog in TimeStone) will be a viable design choices to hide
the high far-memory access latency by leveraging the faster system-connected DRAM/NVM.
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Further, with CXL memory safety and fault tolerance becomes crucial as in the traditional
system attached NVM. Tenet’s asynchronous replication idea and the memory safety ideas
will be highly relevant for CXL attached NVM. CXL technology is still nascent and it is
very likely that new performance bottlenecks will be identified as the technology becomes
more accessible. The fundamental research problems identified in this thesis in the aspects
of programming abstraction, multi-core scalability, memory safety, and reliability will be
the core problems in the context of CXL enabled far-memory. We believe that the Tips,
TimeStone, and Tenet will serve as a strong foundation for CXL research and extending
these ideas for CXL would be an important and impactful research direction.

Concurrent programming for CXL enabled accelerators. With CXL, any number of
PCIe connected accelerators can access the system memory in a cache coherent manner along
with the CPUs. This opens new challenges in establishing a synchronized access and designing
a capable concurrent scheme to achieve high-performance and better programmability. It
will be an interesting research direction to extend TimeStone’s transactional programming
to enable accelerator programming. Instead of relying on adhoc concurrency techniques
that works on CPU and accelerators separately, TimeStone can unify the concurrent
programming across accelerators by extending its transactional APIs. While there will be
myriad of challenges in implementing a transactional programming model for accelerators we
believe that this is will be an important research problem because programmability has been
one of the critical challenges in the heterogeneous compute environment.

Programming model for heterogeneous storage stack. Another orthogonal direction
would be to make Tenet far-memory aware. With CXL, it is more likely for storage
architecture to be heterogeneous; for instance, a possible memory hierarchy would be system
attached DRAM/NVM, CXL attached DRAM/NVM/SSD, and also traditional SSDs/HDDs
connected via the PCIe bus. In such a heterogeneous storage environment, we believe
that programmability will be key challenge. Extending Tenet to be CXL aware would
enable a transactional access across the different storage media and this would simplify the
programming challenges. Given that Tenet is scalable, memory safe, and fault tolerant
extending it to seamlessly work across storage media would be an impactful research path.

7.2 Making Retina the De-facto Programming Framework for CSDs

Evaluating Retina for scalability. Although we designed Retina with host and kernel
side scalability in mind, we were unable to test the design due to current hardware limitations.
A more powerful hardware will enable us to validate the scalability of Retina design. For
instance, the next-generation of SmartSSD [58] is expected to more powerful Versal series
FPGA [66]. This would enable Retina to have multiple instance of FPGA kernels which
is key to improving the pipeline parallelism and achieving a better throughput. Another
interesting direction is to test Retina in distributed setting where we run applications on
multiple CSDs. New CSD hardware such as the Scaleflux’s CSD 3000 [55] supports out-of-box
device virtualization using SR-IOV will be an interesting platform to evaluate Retina.
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Making Retina portable across different CSD architectures SNIA has recently
released a standard programming model for CSDs called the CS APIs [13]. Rewriting Retina
using CS APIs would make it portable across different CSD architectures. Although Retina
is evaluated on SmartSSD, we designed it to be used across different CSD architectures.
But it is unclear at this point whether Retina’s design would work out-of-box on other
architectures; it would be interesting direction to make Retina portable across different
CSD architectures as our end goal is to make Retina a de-facto programming framework
for any applications that needs to adopt CSD in its storage stack.



Chapter 8

Concluding Remarks

Storage technologies are evolving to be faster and feature rich, they are no longer simple,
slow block storage devices. Modern storage technologies are becoming memory-centric and
this enables applications to access persistent data at main memory speed. With CPU scaling
plateauing, the idea of moving compute closer to data is gaining traction as opposed to the
traditional practice of moving data closer to the CPU. Storage technologies are also evolving
to bring this idea of near-storage processing to fruition. However, the OS storage stack which
is the gateway for applications to manage the storage hardware is not evolving fast enough to
exploit these new innovations in the storage technologies. This thesis embarks on a journey
to design kernel-bypass storage stack techniques for memory-centric storage technologies. In
a nutshell, applications can use the kernel-bypass libraries proposed in this thesis to explore
modern memory-centric storage technologies without being restricted by shortcomings of the
OS storage stack. Computer systems has been continuously evolving to keep with demands
of changing application trends. For instance, computers systems went through a paradigm
shift (e.g., mobile computing, cloud computing) with rise of internet applications in the last
two decades and in the current decade systems are largely evolving to meet the demands AI
applications. Systems researchers play a crucial role in closing the gap between the rapidly
evolving computer hardware and application trends by providing the necessary programming
support for the application developers to efficiently leverage the hardware advancements. This
is critical to foster the adoptions of new hardware innovations into the real-world application
and prevent burdening the application developers with systems related problems. This thesis
takes a step closer to that goal in the context of evolving storage systems and we believe this
thesis would inspire the researchers in the other systems areas (e.g., networking) to move
towards achieving the same.
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