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Introduction

Motivation

@ Electronic Health Records (EHRs) & Big Data in healthcare — Calls
for employing data-driven methods with Artificial Intelligence (Al)

@ De-identification of EHR data employed for mitigation of privacy risks
— NOT SECURE! [1, 2, 3]

@ Need for synthetic healthcare records for Machine Learning
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Specific Aims
Aim 1: Develop the Generative Model

o Capturing spatial-temporal information
o Handling discrete data
@ Evaluation of synthetic data quality using statistical analysis

Generative Model “

Discriminant Model

Figure 1: Generative/Discriminative Models [Link]
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https://medium.com/@jordi299/about-generative-and-discriminative-models-d8958b67ad32

Specific Aims

Aim 1: Develop the Generative Model

e Hypothesis 1: Generative Adversarial Networks (GANs) perform
better than other generative models.

e Hypothesis 2: Convolutional Neural Networks (CNNs) outperform
Multilayer Perceptrons — Capturing and integrating more temporal
and spatial information from healthcare records
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Specific Aims

Aim 2: Measuring Realistic Characteristics

@ Propose a discriminative model to measure the realistic characteristics
of the data (unique contribution)

@ Use machine learning instead of statistics

@ Can we replace real data with synthetic data?
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Specific Aims

Aim 3: Privacy

@ Assess privacy by Membership Inference Attack
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Specific Aims

Aim 3: Privacy

@ Hypothesis: Machine Learning models responding differently to data
they saw or never saw in training

Utilized Data Trained Model
Trained Model
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Background

Generative Adversarial Networks

Real

Discriminator

Fake
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Generator
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Background

Power of GANs

Figure 2: Example of Fake images [4]
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Accomplishments

Accomplished Goals

@ Proposed an efficient architecture to generate synthetic healthcare
records using Convolutional GANs and Convolutional Autoencoders
— “COR-GAN"

@ The effectiveness of utilizing Convolutional Neural Networks (CNNs)
is proved empirically — Capturing inter-correlation between features

@ Privacy is assessed — Membership Inference Attack
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Accomplishments
EHR data

@ There are | M| discrete variables (e.g., diagnosis, medication, or
procedure codes)

o EHR data of a particular patient: A fixed-size vector X € Z'f”,
Z.=0,1,2,...

@ The i*" dimension — Number of occurrences (i.e., counts) of i-th
variable in patient record

o Binary representation X € {0,1}M! — jth dimension indicates
absence or occurrence of it variable

W

Patients

X ICD-9 Diagnosis Codes

I Present
[ ] Absent

N
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Accomplishments

Train/Test Data

Real Data
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Accomplishments

Autoencoder Training

Y Y
Encoder Decoder

N
1
Autoencoder :BCEpss = N Zx,-log(y,-) + (1= x;)log(1—y;)
i=1
yi = Dec(Enc(x;))
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Accomplishments

Proposed Architecture
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Accomplishments

Dataset
e The MIMIC-1II dataset [5]
@ Medical records of almost 46K patients
@ Extracted ICD-9 codes only
@ Represent patient records as a fixed-size vector
@ 1071 entries for each patient record
@ Dataset is used for experiments associated with binary discrete

variables
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Accomplishments

Baseline Models

Table 1: Comparison of different baseline architectures.

Name Decoder (Pretrained) Generator Technique
GAN Autoencoder (NO) MLP Regular Training
GAN e Autoencoder (YES) MLP Regular Training
GANpre Autoencoder (YES) MLP MD
medGAN [6]  Autoencoder (YES) MLP MA + BN
corGan[Ours]  Autoencoder (YES) 1-D CNN MD + BN
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Accomplishments

Dimension-Wise Probability

BN Synthetic
. Real

Probability of occurrence of a medical code

Code-1 Code-2 Code-3 Code-4 Code-1071
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Accomplishments

Dimension-Wise Probability

’ medGAN corGAN

Figure 3: x- and y-axes represent Bernoulli success probability for real and
synthetic datasets. Diagonal line shows ideal case.
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Accomplishments

Discrete Synthetic Data Quality Evaluation

@ Maximum Mean Discrepancy
o Represents similarity between two distributions — Distance between
mean feature embeddings
o Distributions Pr and P¢ are defined over set X
o Used Kernel MMD, with isotropic Gaussian
e For 100 runs

Table 2: Distinguishing between real and synthesized samples by employing
Maximum Mean Discrepancy metric.

Name Score
GAN 0.0064 + 0.00035
GANpre 0.0048 4 0.00022

GANpretmb 0.0043 £ 0.00018
medGAN [6]  0.0032 % 0.00021
corGan [Ours] 0.0008 4 0.00015
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Privacy

Training

Was that person used in
training of the model

Classification

Predicted
Class is
Person
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Privacy Assessment

Not Match

e Pick (Z) and (X) from real
training and random data
source. Pick (R) from synthetic
set.

@ Compared each sample in set of
X 4 Z with each sample in set
of R

o Calculate Cosine Similarity

o If similarity is higher than
threshold: Match
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Measure Privacy

@ Assessing the effect of number of records known by attacker —
Assumption: |R| = [X| = |Z|

@ Precision: For matches identified by adversary, only a portion of
them actually used

@ Recall: Adversary has successfully determined a portion of known
records being used in training

Table 3: U: # of records known to attacker.

u 100 1k 2k 3k 4k 5k

Precision 0.60 051 041 040 0.40 0.39
Recall 0.05 0.10 0.19 0.28 0.27 0.28
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