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Risk Assessment of Power System Catastrophic Failures
and
a Hidden Failure Monitoring & Control System

Qun Qiu
Abstract

One of the objectives of this study is to develop a methodology, together with a set of
software programs that evaluate, in a power system, the risks of catastrophic failures caused by

hidden failures in the hardware or software components of the protection system.

The disturbance propagation mechanism is revealed by the analysis of the 1977 New York
Blackout. The step-by-step process of estimating the relay hidden failure probability is presented.
A Dynamic Event Tree for the risk-based analysis of system catastrophic failures is proposed. A
reduced 179-bus WSCC sample system is studied and the simulation results obtained from
California sub-system are analyzed. System weak links are identified in the case study. The
issues relating to the load and generation uncertainties for the risk assessment of system

vulnerabilities are addressed.

A prototype system—the Hidden Failure Monitoring and Control System (HFMCS)—is
proposed to mitigate the risk of power system catastrophic failures. Three main functional
modules—Hidden Failure Monitoring, Hidden Failure Control and Misoperation Tracking
Database—and their designs are presented. Hidden Failure Monitoring provides the basis that
allows further control actions to be initiated. Hidden Failure Control is realized by using
Adaptive Dependability/Security Protection, which can effectively stop possible relay

involvement from triggering or propagating disturbance under stressed system conditions.

As an integrated part of the HFMCS, a Misoperation Tracking Database is proposed to track
the performance of automatic station equipment, hence providing automatic management of

misoperation records for hidden failure analysis.
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Chapter 1 Introduction

1.1 Motivation of the Study

1.1.1 The Power System as a Critical Infrastructure

Critical infrastructures are defined as “those physical and cyber-based systems essential
to the minimum operations of the economy and government.” [1] They are regarded as the
backbone of the economy of both developed and developing countries throughout the
world since they provide the crucial support for the delivery of basic services to almost all

segments of a society.

As one of the nation’s most complex, large-scale networked systems, electric power
has become increasingly automated in the past three decades due to technological
advances. On the other hand, these same advances have created new vulnerabilities to
equipment failures, human errors, weather and other natural causes, and physical and cyber
attacks. The ever-increasing system scale and the strong reliance on automatic devices may
turn a local disturbance into a large-scale failure via cascading events. This kind of wide-
area failure may have a catastrophic impact on the whole society. Unfortunately, the risk of
such a disastrous domino effect is growing in the U.S. because of the current trend to
operate power systems closer to their stability or capacity limits. One compelling reason
for this practice is, of course, economics. Providing power systems with some degree of
robustness comes at a price, which is entailed by the required level of redundancy in the
equipment that needs to be achieved. This is all the more true since the expansion of

electric transmission systems does not keep pace with the rapid growth of the demand.

The importance of protecting our critical infrastructures, such as the power system, and
strengthening our emergency response capabilities is clearly addressed in the Presidential
Decision Directive 63 [1] issued by the Clinton administration in 1998. The Presidential
Commission on Critical Infrastructure Protection, which was established in July 1996,
called for the development of a coordinated national response to threats against critical

infrastructures, based on an analysis of their vulnerabilities. Addressing these
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vulnerabilities will necessarily require evolutionary approaches that protect this critical

infrastructure so that it can function properly and continuously.

1.1.2  Purpose of the Study

The challenge to the security, robustness, reliability, and efficiency of large-scale
networks becomes an important issue for network planners and operators, who must
identify and develop appropriate and effective means in advance to protect critical civilian
infrastructures such as the electric power grid. Major blackouts are rare events, but their
impact can be catastrophic. Highly reliable electricity supply systems are vital to national
security, the well-being of our economy, and the quality of life in an era marked by

increasing technological sophistication.

In order to maintain system reliability while responding to the growing demand for
transmission service in an open, volatile electricity marketplace, there exists urgent need to
construct new transmission lines and/or upgrade existing transmission facilities; however,
the environmental restrictions and huge upfront capital costs limit this clear-cut solution.
Power system operation has entered a more competitive economic era with a smaller
stability margin, and is approaching levels beyond which the system is vulnerable to costly
impacts resulting from possible outage events. Reliability and competition in the electricity

industry can be compatible, but this result will not be achieved automatically.

Disturbances to the electric power system are presented all the time, but they are not of
equal likelihood, or of equal impact. Large disturbances, such as blackouts, that are
unlikely to occur, but would have dire consequences if they did, tend to be of more interest
to power system engineers, and deregulation is pressing for more comprehensive and

accurate risk assessment tools.

The investigations of major blackouts (briefly introduced in Section 2.3.2) and the
analysis of NERC (North American Electric Reliability Council) disturbance reports [2]

show that multiple contingencies leading to catastrophic failure may not be quite as
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improbable as one would expect if we take into account the possible relay hidden failures’
[3] exposed to the initial trigger event. The effect of relay hidden failures is particularly
significant for high-order contingencies, since the likelihood can be increased by several
orders of magnitude, and is considerably greater than that for similar contingencies caused

by independent overlapping outages.

The time has come to direct our attention to managing the risk that comes from the
market-driven operation. The key to the success of deregulation is to integrate risk-based

assessment into power system planning and operation in such an environment.

To understand such risks, we must weigh the risk against the potential for economic
benefit. In response to many of these issues, the Electric Power Research Institute (EPRI)
and the U.S. Department of Defense (DoD) have sponsored a joint 3-year, $30 million
research program, “The Complex Interactive Networks/Systems Initiative (CIN/SI),” since
1999. With the objective of addressing the key technologies needed to build a robust power
delivery infrastructure, the initiative aims to “significantly and strategically advance the
robustness, reliability, and efficiency of the interdependent energy, communications,
financial, and transportation infrastructures ... to develop new tools and techniques that
will enable large national infrastructures to self-heal in response to threats, material
failures, and other destabilizers. Of particular interest is how to model enterprises at the

appropriate level of complexity in critical infrastructure systems.” [4]

The growing concern about wide-area power system disturbances and their impact on
power systems has reinforced interest in a new generation of system protection tools. This
dissertation is part of that research effort, aiming to devise a systematic method for the
analysis of system failures, as well as a prototype system capable of mitigating the risk of

wide-area disturbance and future full-scale applications.

"' A hidden failure is defined as “a permanent defect that will cause a relay or relay system to incorrectly and
inappropriately REMOVE a circuit element(s) as a direct consequence of another switching event.” [5] All
the analysis of hidden failures for different relay schemes in the study is based on this definition.
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1.2 Differences between the Proposed Study and Related Research

In recent years, there has been considerable interest in risk assessment applications in
power systems. Most of these studies focus on operating limits for system components,
such as transformers or the thermal limit of transmission lines. For example, in the
research conducted at lowa State University, efforts have been placed on the analysis of
expected operating costs in stressed conditions suffered by power system facilities under a
reasonable likely scenario. J.D. McCalley et al. proposed a composite risk as a function of
operating conditions [6]. The composite risk takes into account the risks of transformer
loading capability [7], the overload limit of transmission lines, voltage collapse, voltage
out-of-limit, and transient instability. The probabilistic nature of time-varying loads and
ambient temperature is also included in identifying component (e.g. transformer,

transmission line) risks associated with operating limits.

Additional research by Drs. Dai & McCalley [8] first proposed a method to identify the
power system trajectory over a studied period with appropriate balancing of the model
complexity and accuracy with computation efforts, and then focused on developing a
framework to calculate cumulative risk for one year based on the predicted trajectory. Both
the adequacy and security were considered to get the composite risk index; however, their
research was confined to only thermal overload risk assessment and power flow
infeasibility risk assessment; the risk due to simultaneous outage of multiple components

was not addressed.

Other similar research efforts reported by Thorp's group at Cornell University applied
Importance Sampling techniques to the simulation of cascading events leading to system
blackout [10][11]. The major disadvantage of Importance Sampling is that it has to
simulate each sequence of events many times in order to estimate its probability. A more
recent effort by Wang and Thorp is the development of a random search algorithm based
on power system heuristics for faster search of important blackout paths [12]. However,
the computation cost is still very high; for example, the simulation had to be run on a 256-

processor Intel cluster for a NYPP 3000-bus system. Such high-cost computation cannot be



Qun Qiu Chapter 1 Introduction

justified for utilities. Moreover, the simulation was based on a preset operating point, and

load and generation uncertainties were not addressed in the simulation.

It is difficult to identify one dynamic methodology as clearly superior to the rest. Each
methodology has advantages and disadvantages depending on the system under
consideration and the objectives of the study; however, they all suffer from computational
limitations on system size. Therefore, some system size reduction technique is usually used

in conjunction with these methods.

This dissertation focuses on the risk assessment of catastrophic failures due to relay
hidden failures and corrective actions to prevent the propagation of cascading outages. In
exploring the mechanism of propagation, a Dynamic Event Tree approach is proposed. A
Hidden Failure Monitoring and Control System (HFMCS), including Misoperation
Tracking Database, is developed. Under the framework of risk assessment, the following

issues were investigated:

e How can hidden failures in protection and control systems lead to catastrophic
failures?
o How can the probability of relay hidden failures be evaluated?
o How can hidden failures contribute to system vulnerability?
o What is the mechanism of catastrophic failure?
o  What is the framework for global system vulnerability assessment?
o Why risk assessment instead of reliability evaluation?
o How to evaluate the probability of catastrophic failure? (Event and fault
tree for large-scale systems)
o How to identify the system weak link? (risk index)
o How to incorporate the uncertainties of load-generation profile in the risk
assessment framework? (production simulation)
e How to strengthen the weak link?
o How to monitor and control relay hidden failures? (Architecture of the

HFMCS)



Qun Qiu Chapter 1 Introduction

o How to allow protective devices adapting to changing system conditions by
using intelligent adaptive protection and control techniques

o How to implement a Misoperation Tracking Database?

1.3 Contributions of the Dissertation

The following key contributions have been made by answering the above questions.

Mechanism of catastrophic failure in power system

By analyzing the 1977 New York Blackout, we exhibit how relay hidden failures can
contribute to system vulnerability: These relay misoperations exacerbate the stressed
conditions of the power network, and may in turn cause more lines overloaded and
tripped. This sequence of events finally led to the 1977 New York Blackout, the 1996
WSCC (Western Systems Coordinating Council) Blackout, and other power system
catastrophic failures. Based on the analysis, the disturbance propagation mechanism is
revealed, and it projects an efficient means to evaluate the risk of power system

catastrophic failures.

Risk assessment framework to identify system weak link

As part of the effort to set up the risk assessment framework, a statistical analysis of
disturbance reports based on the NERC disturbance database was presented to illustrate
the disturbances profile in power systems, then the methodology to evaluate the

probability of relay hidden failure was discussed.

By introducing a Dynamic Event Tree, probability of power system catastrophic
failures due to relay hidden failures can be evaluated. A power flow program is used to
determine the consequence of each trigger event. By combining the probability and
impact index, the risk assessment framework for global system vulnerability

assessment is established.
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Under the proposed framework, a continuation power flow program is first used to
fast-screen a list of locations most probably leading to system failures, which greatly
alleviates the computation efforts needed. A detailed production simulation model

addressing the load and generation uncertainties is developed.

Hidden Failure Monitoring and Control System

One of the significant contributions of this study is the development of a Hidden
Failure Monitoring and Control System (HFMCS). Three main functional modules—
Hidden Failure Monitoring, Hidden Failure Control, and Misoperation Tracking
Database—and their designs are presented. Hidden Failure Monitoring provides the
basis that allows further control actions to be initiated. Hidden Failure Control is
realized by using Adaptive Dependability/Security Protection, which can effectively
stop possible relay involvement from triggering or propagating disturbance under
stressed system conditions or some abnormal conditions (e.g. relay hidden failures) in
relay systems. These abnormal conditions are alarmed by the Hidden Failure
Monitoring module. By enabling the Voting Scheme or temporarily disabling the
questionable relay functional unit in the adaptive protection logic, security of the

protection system is in favor and the risk of system catastrophic failures is minimized.

As an integrated part of the HFMCS, a Misoperation Tracking Database is proposed to
track the performance of automatic station equipment, hence facilitating the risk
assessment of catastrophic failures to develop a prioritized list of system weak links for
the deployment of monitoring and control modules. It will also assist decision-makers
in efficiently prioritizing and matching available resources with the many needs of the

utility’s system.

Adaptive Dependability/Security Protection

The intelligent adaptive protection and control techniques developed in this dissertation
allow protective devices to adapt to changing system conditions, thus minimizing the

risk of system catastrophic failures. As the core of the Hidden Failure Control module,
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three layers of ADSP logic have been developed, i.e. Adaptive Primary Protection,
Adaptive Backup Protection, and Adaptive Emergency Load Protection. They are
applicable for different scenarios. Adaptive Primary Protection is used to prevent the
hidden failure modes of Zone-1 distance elements (reach or timer) and carrier current
elements, while Adaptive Backup Protection mainly works against the defects of Zone-
2/3 distance fault detectors or timers. Adaptive Emergency Load Protection is suitable
for preventing relay from misoperating under unexpected heavy load conditions. The
Voting Scheme inside these adaptive logics will be activated respectively upon meeting

certain pre-defined criteria.

1.4 Organization of the Dissertation

The remainder of this dissertation is organized as follows. Chapter 2 provides an
extensive literature review of related research, especially in the areas of protection system
reliability, relay hidden failures, catastrophic failure prevention, reliability engineering,
and risk assessment of dynamic systems. In addition, the importance of the power system
as a critical infrastructure is emphasized by a brief review of major blackouts in North
America. The deregulation effects and the challenges to maintain system reliability in
today’s competitive electricity market, as well as the differences between this study and
related research, are also presented in Chapter 2. The mechanism of cascading system
failures is examined in Chapter 3 through the analysis of the 1977 New York Blackout.
Chapter 4 presents a systematic method for evaluating the probability of relay hidden
failures. The Dynamic Event Tree for the risk-based analysis of system catastrophic
failures that take into account the relay hidden failures is also elaborated in Chapter 4. As a
test case of the risk assessment framework, a reduced 179-bus WSCC system is studied,
and the simulation results obtained from a California