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Automatic Modulation Classification Using
Grey Relational Analysis

Matthew J. Price

ABSTRACT

One component of wireless communications of increasing necessity in both civilian and mil-
itary applications is the process of automatic modulation classification. Modulation of a
detected signal of unknown origin requiring interpretation must first be determined before
the signal can be demodulated. This thesis presents a novel architecture for a modulation
classifier that determines the most likely modulation using Grey Relational Analysis with the
extraction and combination of multiple signal features. An evaluation of data preprocessing
methods is conducted and performance of the classifier is investigated with the addition of

each new signal feature used for classification.
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Chapter 1

Introduction

1.1 Motivation

Quick and accurate signal detection and classification of radio signals is an increasing ne-
cessity. Radio spectrum is a scarce commodity, not because every radio band is constantly
occupied, but because most bands have already been licensed and assigned to specific ser-
vices [1]. Licensing of the radio spectrum is an important tool for minimizing interference
between users as each licensed user has exclusive rights to its spectrum band. Some spec-
trum bands, particularly bands allocated to TV broadcast service in the United States, are
underutilized and the Federal Communication Commission (FCC) is therefore considering
a new spectrum allocation policy that would permit the use of unlicensed radios in these

bands [2].

The new IEEE 802.22 WRAN standard aims to increase the efficiency of spectrum use
in the TV broadcast spectrum in order to provide wireless broadband access to rural and
remote areas with performance comparable to existing broadband access technologies [3].
For this policy to work, an unlicensed user must detect and identify incumbent signals. The

secondary user also must not interfere with the primary user services and be able to detect



primary user signals quickly in low signal-to-noise environments [4]. Once an incumbent
is recognized, the unlicensed radio must immediately switch to a different frequency band
that has been identified through Dynamic Spectrum Access. Dynamic Spectrum Access
(DSA) is the process of identifying available unused regions of spectrum and regions used
by secondary users [5]. The almost instantaneous decision making required for DSA is best
accomplished by radio artificial intelligence [6]. Cognitive Radio (CR), first introduced by
Joseph Mitola [7], has the ability to sense itself, the surrounding radio environment and

users, and to make decisions on how to use available spectrum resources.

In order to distinguish between primary and secondary user signals and establish commu-
nications with other secondary users, an effective method for classification of the observed
signal modulation is required and it is predicted that incumbent signals will need to be
detected in -15dB SNR environment [8,9]. Some detectors proposed for Wireless Regional
Area Networks (WRAN) observe the energy occupying a spectrum band only and do not
rely on statistical signal features for signal classification [10]. They are therefore not appro-
priate for weak signals or signals overwhelmed by RF noise since the detector is not able to
discriminate between the energy level of a signal corrupted by noise and noise only. The CR

must therefore use a more sophisticated classification method.

Automatic modulation classification (AMC) is the identification of an underlying symbol
constellation from observed noisy measurements and is an intermediate step between digital
signal detection and demodulation [11]. The AMC performed in this work uses a feature-
based (FB) approach that extracts statistical properties which are then compared to a refer-
ence library of statistical information for specific modulations. This method is more robust
in noisy environments than energy detection since additional noise and interference in the

observed channel will have different statistical properties than the signal to be detected [12].

AMC is a necessary tool for secondary users operating in spectrum white space and also aids
civilian authorities in the monitoring of unauthorized transmitters. The need for modulation

classification extends into the military realm of electronic warfare as well. Signals must be



classified for interception and surveillance of enemy communications, target acquisition and
homing, and the identification and jamming of enemy communications and navigational

systems.

1.2 Contributions

The new decision engine for automatic modulation classification that is presented in this
work uses Grey Relational Analysis and the creation of comparison vectors from the fusion
of unrelated signal features. The GRA-AMC performance is tested in both low- and high-

noise environments.

The GRA-AMC decision engine is a single-step process (as opposed to hierarchical ap-
proaches [11,13]). It also does not require training of the radio like classifiers that implement
Hidden Markov Models [14] or Artificial Neural Networks [8, 15-17], which are sensitive to
disparity between the training and test data, such as changes in noise distribution or vari-

ance [11].

The generic architecture of the GRA-AMC is illustrated by Figure 1.1. Each signal feature
is extracted separately from the incoming signal. These independent signal features are then
inserted into the ®;. Signal Feature Vector (SFV) to form a representation of the incoming
signal. A corresponding set of signal features is stored for each modulation in the radio
reference library and all modulations are stored in the ®.,,,, matrix for comparison. The
D40 SF'V is then compared to each row of @, representing each modulation choice and
each modulation is given a grey relational grade. This grade is a quantification of similarity

between 0 and 1, where 1 is the most similar.

The SF'V can also be occupied by a single feature vector that contains many data points, such
as a cyclostationary profile. The classification process is then defined as a Multiple Attribute
Decision Making (MADM) problem, using the combination of signal features instead of

combining classification techniques, as in [17]. The SFV reduced data set is then compared
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Figure 1.1: The GRA-AMC Architecture



to a library of reference vectors for different modulations using the GRA which is designed
to compare vectors of information, regardless of the units involved. Each element in a
comparison vector can have a completely different unit (or unitless score) as long as all
compared vectors share the same signal attributes in the same order [18]. The GRA solves the
MADM problem by combining the entire range of signal feature metrics for every alternative
SFV into a single ranking value, yielding a quick SFV comparison [17]. The signal is classified
as the modulation associated with the SF'V that is decided by the GRA to be the most likely
(highest ranked) match.

Figure 1.2: Signal Feature Combination: (a) Incoming Signal SEV; (b) Modulation Com-

parison Matrix.

The GRA-AMC developed for this work uses a set reference SF'Vs for four digital modula-
tion types: Binary Phase-Shift Keying (BPSK), Quadrature Phase-Shift Keying (QPSK),
Frequency-Shift Keying (FSK) and Minimum-Shift Keying (MSK). Each reference SFV will
be occupied by one or a combination of three signal features: cyclostationary profiles, cu-

mulants, and wavelet transform variance.



A summary of the contributions presented in this work is as follows:

e Application of Grey Relational Analysis to signal feature comparison in Automatic

Modulation Classification
e Quantitative analysis of data preprocessing techniques for cyclostationary analysis

e Quantitative analysis of the redefining of the distance metric used by the GRA algo-

rithm

e Quantitative analysis of the combination of multiple signal features into single signal

feature vector for classification

e Investigation into the true amount of unique distinguishing information added by com-

bining signal features

The first two contributions listed above have already been published in [19] and are also

currently under review for publication for the Springer Journal of Analog Integrated Circuits

and Signal Processing (AISCP).

1.3 Computer Simulations

Simulations performed to test the GRA-AMC assumed a zero-mean AWGN channel with
no fading, no frequency or phase error, perfect synchronization and rectangular pulse shap-
ing with a priori knowledge of baud rate and carrier frequency. Each signal consisted of
10,000 data samples corresponding to 2,000 sent symbols. Each simulation consisted of
1,200 Monte-Carlo trials (300 for each modulation) for an SNR range of -20dB to +15dB in
5dB increments. A confusion matrix was then produced for each SNR. The received signal,
for which the modulation is to be classified, is modeled as (1.1) where n(t) is additive white
Gaussian noise with power ¢% as in [20]. The signal-to-noise ratio (SNR) is then defined by

(1.2), where Eg is the signal energy.



r(t) = s(t) + n(t) (1.1)

SNR = 10log,, (Es/c%) (1.2)

In real-world environment, coarse estimates of the signal characteristics such as carrier fre-
quency and signal bandwidth can be determined from the estimated power spectral density.
Baud rate can be estimated via a tracking loop, and symbol timing can be recovered with

fractional sampling schemes [11].

Each modulation was assigned a probability of correct classification (Poc) for each SNR,
which is the percentage of trials that resulted in a correct classification of that modulation.
The average probability of classification (Pcc, ave) Was taken over all four modulation types
to summarize the performance of the classifier. This can be observed in the simulation
confusion matrix as the ratio of the sum of the values in the main diagonal to the total
number of signals sent. For an overall numerical comparison between techniques, the overall
probability of classification (Pcc, Total) Was defined as the average of all Pec, avg Over the
SNR range of -20dB to 0dB. Much work has already been conducted in the modulation
classification in signal-to-noise environments above 0dB [21]. Therefore the focus of this

thesis is in the negative SNR range.

To obtain a complete picture of the performance of the classifier, the probability of a false
positive should also be tabulated. Since the GRA-AMC must classify the observed spectrum
as one of four modulations, presenting the overall probability of a false positive will not
be useful as it will simply be Pg, motai=1-Poc, Total. Even though a decrease of Pg, motar 1S
important, it is very desirable that every modulation not be classified as one particular
modulation when the noise floor is raised. Therefore we will instead present the average
of the maximum Py, for each modulation, Ffp7max, out of all tested SNR scenarios. These
performance measures of the proposed GRA-AMC are all extracted from the tabulated

confusion matrices and Receiver Operating Characteristic (ROC) curves.



1.4 Key Findings
The investigations conducted in the following chapters resulted in key findings including;:

e A significant increase in classifier performance results from the correct combination of

data preprocessing techniques.

e Redefining the distance metric used by the GRA greatly reduces bias towards one

modulation in low SNR.

e Combining signal features for classification with the GRA will only compound the

effects of noise if each individual signal feature performs poorly in low SNR.

e Signal feature data fusion requires that each added signal feature add unique statistical

information to the signal feature vector.



Chapter 2

Background

This chapter presents examples of work done for modulation classification using methods
other than Grey Relational Analysis. An overview of the performance of the individual
signal features that are used in this thesis is presented as a summary of selected literature.
Origins and past applications of Grey Relational Analysis are presented along with a detailed

look at the GRA algorithm itself.

2.1 Literature Review of Automatic Modulation Clas-

sification

This section explores commonly-used methods for automatic modulation classification with
a focus on feature-based approaches. Feature-based (FB) approaches to AMC have been
implemented using a wide variety of signal features such as instantaneous amplitude, phase,
and frequency, zero-crossing intervals, wavelet transforms, amplitude and phase histograms,
constellation shapes, and others [21,22]. Likelihood-based (LB) approaches have also been
used for AMC, but these require a particularly laborious and complex process that attempts

to derive a mathematical model for the signals being classified. LB methods are also sensitive
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to modeling errors, and have a complexity that creates a potential for high latency that is
inadequate, especially during a military engagement. Although the FB method may not be

optimal, it is simpler to implement, and can have comparable performance [11].

2.1.1 Artificial Neural Networks

One common decision method for FB automatic modulation classification is the use of ar-
tificial neural networks. The Artificial Neural Network (ANN) is a computational model
that is inspired by biological neural networks. The ANN model adapts and changes shape
during the “learning” or “training” phase and can subsequently make decisions based off
the training information [15]. This method has had much success in negative SNR using
the cyclostationary profile signal feature [8,15,17]. However, this high performance is also
directly related to the fine cyclic resolution that is required to identify distinguishing fea-
tures of the cyclostationary profile in high noise [23]. The ANN model has also been used in
combination with cumulants [16], but the performance is reduced since cumulant estimation

is easily corruptible in noise.

2.1.2 Hidden Markov Models

A discrete sequence of data can be described as a Markov process if the future state of the
process, given the present, is independent of the past. The probability of arriving at the next
state in the sequence can be determined by adding the probabilities of every way of arriving
at that state. The model is referred to as a Hidden Markov Model (HMM) if the underlying
state is unknown, as in the case of a signal awaiting identification [24]. The HMM has the
same role as a decision engine in modulation classification as the ANN or GRA and has been

successfully implemented for classification with the cyclostationary profile [14,24].
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2.1.3 Hierarchical Decision Making

Hierarchical decision trees (sometimes referred to as the “divide and conquer” approach) are
the preferred method for modulation classification when the signal features being estimated
and interpreted are cumulants or wavelet variance [11,24]. Modulations can first be classified
by class (i.e. PSK, PAM, QAM, FSK) followed by a intra-class decision between different
modulation orders (for PSK: BPSK, QPSK, 8-PSK, etc.). The simplest design uses a hard-
decision threshold method to decide between branches of the decision tree. Modifications
to the hierarchical approach have also been made with the substitution of an ANN at each

decision point in the hierarchical tree instead of the hard-decision threshold [5,13].

2.1.4 Selected Signal Features

The signal features used by the GRA-AMC in this thesis (cyclostationary profiles, cumulants,
and wavelets) have all been used by the other classification techniques as discussed in the
previous sections. Table 2.1 summarizes the performance of modulation classifiers in selected
literature that use each of these signal features. Previous modulation classification work done
using the cyclostationary profile has had very favorable results in negative SNR. However,
these results required a large observational window and fine cyclic resolution. Both of these
caveats require more processing time that this thesis assumes to be unavailable. Classifiers
that use cumulants and wavelets also perform well, but the SNR operational range must stay

above 0dB.

2.2 Grey Relational Analysis: Origins and Past Use

Grey Systems Theory (GST) is a set of predictive and comparative concepts and algorithms
first developed by Professor Deng Julong in 1982. If a system where all relevant information

is known is described as white and a system where all relevant information is unknown is
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Table 2.1: Selected Signal Feature Performance in Literature

Author(s)

Signal Feature

Performance Notes

Fehske et al. [19]

Cyclostationary Profile

Almost 100% Pcc when above:
-9dB for ANN trained on various SNR
4dB for ANN trained on 6dB

Kim et al. [14

Cyclostationary Profile

Pcc above 90% when above -10dB for
200 averaging blocks using HMM classifier

Like et al. 1%

Cyclostationary Profile

Pcc above 90% when above 2.5dB for

l-antenna proposed system.

Liu et al. 7]

Cyclostationary Profile

Pcc above 90% when above -12dB. (Fine cyclic

resolution)

Ramkumar (24

Cyclostationary Profile

Pcc above 95% when above 2dB.

Yuan et al. 2% Cyclostationary Profile Pcc above 90% when above -6dB. (Frequency
smoothing window L=25)
Sun [26] Stationary Cumulants  Pcc above 80% when above 3dB.

Swami, Sadler ['1]

Stationary Cumulants

Almost 100% Pcc when above 5dB.

Ho et al. 27:28] Wavelets Almost 100% Pcc for:
BPSK above 2dB, QPSK/8-PSK above 8dB
BFSK/QFSK above 4dB, 8FSK above 18dB
Hong, Ho 129 Wavelets Pcc above 97% when above 5dB.
Prakasam, Madheswaran % Wavelets Almost 100% Pcc when above 5dB, with low Prg,.
Wu et al. 19 Wavelets Pcc above 90% when above 8dB.
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black, the grey system will lie in the middle. The term “grey” refers to the incompleteness
of known information. GST was developed from a need to analyze systems with extremely
limited information where the requirements of traditional statistical methods could not be

satisfied and has been proven to be useful for analyzing poor, incomplete, and uncertain

data [18,31].

One practical algorithm that has risen from GST is Grey Relational Analysis (GRA), which
is used for determining the best solution from extremely limited raw data [32]. GRA maps
the Euclidean distance between two vectors to a normalized measurement of similarity and
produces a grey relational grade between 0 and 1 [33]. A relational grade of 1 represents
an exact match. This method of vector comparison also has the advantage of not requiring
each vector element to have the same units. Instead, vectors can consist of any combination
of relevant system information with original units - whether they are physical quantities or
unitless numerical scores [18]. GRA has already been applied to manufacturing [34], project
management [35], the location estimation of mobile phones [36], economics, marketing, agri-

culture, and road traffic safety research [18].

One such application was conducted in the city of Shanghai in 1989 [32]. Grey relational
analysis was used to evaluate the choices for traffic reconstruction projects. A set of ideal
criteria was formed (Fig. 2.1a) to describe what were considered the ideal resulting attributes
of the construction project. Some attribute metrics are common metrics that one would
associate with such a project (i.e. cost, traffic volume). Many others were unitless scores that
were determined by other means to describe the effect of the construction (i.e. functionality,
safety, feasibility). Corresponding scores and estimates were determined for six different
construction project choices (Fig. 2.1b). The array of ideal metric values was then compared

to the matrix of choices, using GRA. A subway project was consequently selected.

The goal of this work is to apply GRA to modulation classification, taking advantage of
GRA’s ability to compare vectors occupied by an assortment of completely different metrics.

Different signal features will be collected and fused into a single vector to be interpreted by
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(a)

Multi-lane highway

High Speed Lane

Double Layer Highway

Subway

Subway-Highway Combo

Layered Overpass

(b)

Figure 2.1: Shanghai Project Feature Vectors: (a) Ideal attribute values; (b) Project choices

with corresponding attribute values.

the GRA. Grey Relational Analysis has the unique ability to apply a relational element that

is entirely dependent on the set of reference vectors that define the grey relational space.

2.3 The GRA Algorithm

This section describes the generic GRA algorithm. GRA quantifies the similarity between
a “reference” (or observed) data series and a matrix of “compared” data series, called an
evaluation matrix. All K number of “compared” data series in the evaluation matrix define
the grey relational space (GRS) [18]. Each of these alternative data series will have n number
of attributes. In the context of this work the evaluation matrix will consist of K reference

modulation SF'Vs, each with n extracted signal features.

First, let the observed test sequence (from the received signal) consist of n sample points
©i(0),7i=1,2,3,...,n where each sample point is an attribute of the signal. Each reference

vector of the GRS matrix is defined as ®(k) = [p1(k), va(k), -, on(k)], k =1,2,3,..., K.
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Equations (2.1) and (2.2) define @44 as the observed vector and @, as the comparative

set of reference vectors.

Drest = [01(0), 02(0), - 9i(0), -, 0n(0)] (2.1)
o) [e() @) @) )]
d(2) e1(2)  w2(2) - w2 - ea(2)

Pomp = | | = | A E (2.2)
O (k) o1(k)  @a(k) - wi(k) - pa(k)
P(K) | |ea(K) (K)o 0i(K) e on(K)]

The absolute value of the difference between the test sequence ®,.,; and the k** reference
vector @eomp (k) is determined using (2.3), creating the deviation matrix A® defined in (2.4).
The Euclidean distance between the corresponding attributes of the test vector and each
comparable vector is subsequently calculated, as in (2.5). Euclidean distance is the standard
method for quantifying distance, but the use of other methods will be explored later in this

work.

Agi(k) =| :(0) — i(k) | (2.3)
A1) Aps(1) Agi(1) Ag(1) ]
Api(2)  Aps(2) Agi(2) Agn(2)

oo | S : : o)
Api(k)  Apg(k) - Api(k) - Ap(k)
(A (K) Apa(K) -+ Api(K) Apn(K) |
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(2.5)

Next, the minimum and maximum values of matrix A® (Ayae and Ap,,;,) must both be
identified as shown in (2.6) and (2.7). The final step is to assign each comparative vector
a Grey Relational Grade, as illustrated by (2.8), where the recognition coefficient £ € [0, 5].
The recognition coefficient £ is used to minimize or weaken the effect of Ay, as it grows
large. It affects only the ‘magnitude’ of the grey relational grade, but does not change the
relative relationships between the comparative sequences [33]. Since the selected choice will
still have the highest grey relational grade regardless of the value of &, the £ value is a
nonessential component of the GRA for this work and was set to 1, as in the case of the

cardiac arrhythmia identification conducted in [37].

A¢min = min[min Ag; (k)] (2.6)
A¢mar = max[max Ap; ()] (2.7)

(k) = exp [¢ (L@)Q] (2.8)

A‘Pmaz 7A‘pmin

The Grey Relational Grades, r(k), are placed into a matrix, I', for final comparison as shown
in (2.9).
L=1[r1),r2),...,7(k),...,7(K)] (2.9)

The relational grades provide a quantification of similarity between the test vector and the
set of reference vectors. As the relational grade increases, so does similarity and the closer
the test vector is to the reference vector in terms of distance. However due to the relational
nature of the GRA, Y1 (k) = 1 and therefore no reference vector will ever have an r(k)

value of exactly 1.



Chapter 3

Single Feature GRA-AMC

This chapter explores modulation classification using only one signal feature: the cyclosta-
tionary profile (or a-profile). The a-profile is not a single numerical metric, but an entire
vector of data points whose pattern is then interpreted and matched to the known a-profile

of a particular modulation. The equation for ®;.,; in these simulations is defined as

Dyest = [a—proﬁle} (3.1)

A cyclostationary process is defined as a random process with statistical parameters, such
as the autocorrelation function, that vary periodically with time [38,39]. Most man-made
signals in communications, telemetry, radar, and sonar, will have statistical parameters that
exhibit periodicity and therefore can be modeled as cyclostationary [40]. Because of the
periodic behavior of the modulation process its statistical description varies with time peri-
odically [39]. Cyclic spectral analysis algorithms are used to estimate the correlation between
spectral components of these signals [41] and create an a-profile that has distinguishing fea-
tures caused by data symbol changes. The spectral correlation function (SCF) is one such

algorithm [42] that is the tool used to create the a-profile.

Cyclostationary (CS) detection is an increasingly favorable alternative to energy detectors.

Using energy detection to identify signals is extremely challenging if the observed channel

17
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Figure 3.1: Single Feature (a-Profile) GRA-AMC Architecture
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contains fluctuating or high background noise. In contrast, cyclostationary detection exploits
the hidden periodicities that are unique to man-made signals and has the potential to detect
and classify modulation type in the same process [4,43]. CS detectors have also shown
favorable performance in low SNR conditions [15,25]. A distinction can be made between
noise which is wideband, stationary, and non-correlated and the modulated signal’s spectral

correlation and periodicity [17].

CS spectral analysis has been applied to time difference of arrival estimation, signal detection
and classification and even used for the study of interstellar medium in Astronomy [44,45].
This work was inspired by the use of GRA for the identification of cardiac arrhythmias
from the pattern recognition of electrocardiogram (ECG) signals [37,46]. An ECG signal
represents the changes in electrical potential during the heartbeat as recorded with non-
invasive electrodes on the limbs and chest. The result is a unique signal profile that can be

used for identification.

3.1 The Spectral Coherence Profile

The a-profile, or spectral coherence profile, is defined as the maximum of the magnitude of
the Spectral Coherence Function (SCF). The magnitude is used to account for the unknown

phase of the SCF [5].

a-profile = max |Cs (f)] (3.2)
The SCF, C% (f), of the function x(t) is defined as
ga
SO T s DT >
and S§ (f) is the spectral correlation density (SCD) of z(¢):
At/2
S0 - g | Belrs D G-Da o

—At/2
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where Xr (¢, f) is the Fourier transform of z(¢) and « is a cycle frequency [5].

Figure 3.2 shows the ideal reference a-profiles for the four modulation types used for this
work. These modulation schemes were simulated using MATLAB with 2000 symbols at a
baud rate of 100Hz, sampled at 500Hz. The a-profiles were calculated with 100 discrete

cycle frequency values and a carrier frequency to sampling frequency ratio of F¢/Fg=0.2.
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Figure 3.2: a-Profiles for BPSK, QPSK, FSK and MSK

The cyclic resolution of the a-profiles produced by the MATLAB code from [24] used in
this work is very coarse (high A«) and a likely improvement in performance should imme-
diately occur if this resolution is increased [14]. In the S% (f) limit equation (3.4), At is the
amount of time over which the spectral components are correlated. This limits the tempo-
ral resolution of the signal to At and thusly produces a cyclic resolution of approximately
Aa = 1/At [39]. A frequency smoothing factor of M=100, as defined in [47],was used in the

creation of the a-profile.
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3.2 Data Preprocessing

Any pattern recognition modulation classifier will require three steps: data acquisition and
preprocessing, feature extraction and representation, and decision-making [48]|. Data prepro-
cessing can be defined as the transferring of an original sequence of data into a comparable
sequence for the purpose of equal comparison by the identical scaling and weighting of the
data [34]. The application of GRA to wireless communications automatically creates the
need for data preprocessing, as no wireless signal can be transmitted without being affected
by the environment it travels through. Each known modulation type produces a different
arrangement of peaks in its SCD plot that are then exhibited by the a-profile [8]. However,
in low SNR conditions, the performance of the SCF will become worse, since the spectrum
lines associated to important parameters such as carrier frequency are obscured by those
associated with noise [49]. Therefore, data preprocessing must be conducted to convert the
original data into a comparable vector of data so everything is equally scaled, the effects of

noise are diminished and the distinguishing peaks stand out [21,34].

As frequency offsets and additive noise occur, these effects are transferred to the a-profile.
The effect of frequency offset will be investigated in Section 3.4. An entire reference library
of signals in every type of noisy environment is not feasible and to even attempt to create
such a set of reference sequences is impractical. A large reference library that accounts for as
many frequency offsets and noise conditions as possible would be enormous and the latency
associated with comparing the incoming signal to the large reference library would defeat
the purpose of using the fast-deciding GRA. The received signal must instead be compared
to the reference vectors that contain the signal features of the theoretical ideal (zero noise)
modulations. To counter the effects of noise on the received signal (and consequentially any
extracted signal features) both normalization and weighting are implemented to determine
the best combination of preprocessing techniques for this application. This preprocessing
will attempt to overcome the effects of noise to more closely match the incoming modulation

to one in the reference set.
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3.2.1 Normalization

A noisy RF environment can affect these SF'V metrics greatly, so the first step is to normalize
the received data. Three different normalization methods will be investigated later in this

chapter and are outlined in Table 3.1 for the original sequence ¢? (k).

Table 3.1: Normalization Methods

Maximum Value (MV) B4 (k) = %gé)(k)
vi ot

7 (k) —min 7 (k)

max ) (k) —min o7 (k)

“Higher is Better” (HiB) B4 (k) =

Statistical [°*) 0i(k) = O (k)—p

o

3.2.2 Weighting

In the case of the a-profile, the features that distinguish between modulation types are the
location and magnitude of the peaks. Weighting assigns a quantified value of significance
to each data point in the a-profile as a function of the magnitude (i.e. a higher profile
magnitude will be assigned a higher significance). The same weighting function can be used
for all modulation types and the received signal, if all are normalized by the same method

(see Table 3.1).

After Maximum Value (MV) normalization, the distinguishing peaks of all four modulations
in low noise were above a magnitude of 0.25. Using this as a threshold, the weighting
coefficient for each vector element ¢;(k) was originally defined by (3.5) as inspired by [51]
and illustrated in Figure 3.3.

W(i(k) = 5 {banh((ii(k)] ~ 0.25) -60 1) + 1} (3.5)

However, if the normalization method is changed, or noise in the channel induces a greater
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Figure 3.3: Weighting Function Example

number of peaks in the a-profile, the weighting threshold will also need to be changed. A
more adaptable weighting method should have a statistical component. Figure 3.3 illustrates
that the tanh weighting function is practically a hard-decision threshold, where peaks above

0.25 are weighted to 1 or almost 1 and the noisy data around the peaks is cast away.

In order to have an adaptable weighting scheme, a statistical hard-decision threshold (3.6)
was used. The self-adjusting threshold value is the mean of the a-profile vector plus one
standard deviation. This method has the flexibility to be applied to any vector, no matter

how it is normalized.

W(pi(k)) =

1, ¢i(k) > E[®(K)] + oo (3.6)
<E |

0; wi(k) <E[OK)] + 0w

As baud rate and carrier frequency change, the cyclic resolution of the a-profile will also
change. Therefore expecting the exact-numbered data point where the distinguishing peaks
will occur in the a-profile vector requires observing the exact same frequency band and
perfect synchronization with the signal every time. If this can be achieved, then the most

ideal weighting scheme would be to weight those specific data points containing distinguishing
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peaks to 1 and all else to 0. However, for an adaptive receiver and classifier this method is
simply not practical as it is dependent on not only an exact knowledge of how the a-profile
will appear, but is also dependent on the resolution of the Fast Fourier transforms (FFTs)

used in the calculation of the a-profile.

3.2.3 «a-Profile Abridgment

Grey Relational Analysis is a tool designed to focus on the differences between two or more
vectors of information. To take full advantage of the GRA, any traits that are common
to all four modulations are useless for distinguishing one modulation from another. The
performance of the classifier is dependent upon the uniqueness of the information contained
in each SFV. Therefore, since the SCF defined by (3.3) has a magnitude constrained to be
within [0, 1] with C%(f) = 1 for all f [15], the first element of each a-profile was discarded
to create an abridged profile. The resulting abridged a-profiles have more distinguishing
characteristics after normalization (especially when received in a noisy environment) when
the rest of the data points were no longer scaled relative to the always-largest C§(f) value

at a = 0.

09 09 09
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gos
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Figure 3.4: Abridgment Effect on BPSK a-Profile: (a) Theoretical (SNR=00), MV Normal-
ized; (b) SNR=-5dB, MV Normalized; and, (c) SNR=-5dB, Abridged and MV Normalized.

Figure 3.4 illustrates the effect of abridgment with MV normalization on a BPSK a-profile.
With no abridgment, the C%(f) element dominates, but when the profile is abridged first,
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the three distinguishing peaks are much closer in magnitude to those of the ideal a-profile.

3.3 Single Feature Classification Results

This section summarizes the results of combining all of the previously-discussed data pre-
processing methods in an effort to determine and select the combination that yields the best
GRA-AMC performance. The top-performing data preprocessing combination will then be
used in subsequent chapters by the GRA-AMC as additional features are added to the SF'V.

The overall probability of classification did increase with hard-decision weighting for MV
normalization, and “Higher is Better” (HiB) normalization with an abridged profile. How-
ever, the most dramatic difference was found when the abridged profile was implemented
instead of the complete profile. Taking away the data point that all four modulations had
in common increased the effect of the distinguishing peaks, despite any noise that was also
in the a-profiles. Figure 3.5 and Fig. 3.6 illustrate the resulting effects between all three

normalization methods.

While profile abridgment had a positive impact on Pcc, mota1, Weighting had a major impact
with only the simplest normalization method: MV normalization. This effect is tabulated in
Tables 3.2 and 3.3. The overall best combination was consistently a statistical normalization
of the a-profile with no weighting. This combination yielded both the highest Pcc, rotal and
the lowest Ffp’max. This is the trend that must be continued to show improvement with the

addition of other signal features in the comparison vectors.

Figure 3.8 illustrates the most favorable data preprocessing method results. Figure 3.8a
shows the probability of classification for each of the four modulations as SNR is incremented,

and Fig. 3.8b is an illustration of the Receiver Operating Characteristics (ROC) curve.

The ROC curve plots Py, against Pcc. The point (0,1) represents perfect classification

of the modulation with no false positives while the point (1,1) indicates always classifying
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Figure 3.5: Single Feature Performance Results: (a) Complete a-Profile; (b) Complete a-

Profile + HD.
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Figure 3.6: Single Feature Performance Results: (a) Abridged a-Profile; (b) Abridged a-
Profile + HD.
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Table 3.2: Pcc, mota: Complete(C) or Abridged(A) Profile and/or Hard-Decision Weighting.

Normalization C. Profile C. Profile4+HD A. Profile A. Profile+HD
Maximum Value 48.47% 56.08% 49.82% 63.48%
“Higher is Better”  55.18% 54.35% 62.12% 64.07%
Statistical 57.98% 55.38% 66.27% 65.00%

Table 3.3: Pgymax: Complete(C) or Abridged(A) Profile and/or Hard-Decision Weighting.

Normalization C. Profile C. Profile+HD A. Profile A. Profile+-HD
Maximum Value 26.14% 28.22% 25.00% 25.00%
“Higher is Better” 31.75% 31.94% 25.47% 25.03%
Statistical 25.53% 26.39% 24.83% 25.19%

the received signal as one particular modulation, whether or not it is correct [52]. The
performance of the GRA-AMC is better if the ROC curve falls faster. ROC plots often
have a curve that rises steeply and moves towards Pg=1 and Pce=1 [30]. However, this
is characteristic of a receiver that indicates the presence or absence of a signal. Since the
proposed GRA-AMC always assumes that there is a signal present, it will always select one
of the four possible modulation types, creating a false positive for one of the other three. So,
as the Pcc of one modulation decreases, Py, of one or all other modulations will increase.
The goal is to increase Pcc motal While keeping the maximum Py, of all four modulations as

low as possible.

To illustrate non-favorable results, Fig. 3.7 shows the performance results of using MV nor-
malization only, with no weighting. For this data preprocessing combination, the probability
of classification for BPSK, FSK, and MSK drops off quickly after 0dB SNR. However, QPSK
Pce=100% for all SNR. This is only because the GRA determines QPSK to be the most
likely choice of the four modulations. QPSK has the fewest number of distinguishing peaks
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Table 3.4: MV Norm., Complete a-Profile Confusion Matrix: -20dB to 5dB
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Table 3.5: Stat. Norm., Abridged a-Profile Confusion Matrix: -20dB to 5dB
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in its a-profile and therefore will have the smallest amount of total distance between the
ideal QPSK profile and random noise with no distinguishing peaks. These P¢¢ results are
misleading and this is the reason why Fig. 3.7b must be shown in juxtaposition. Although
it appears that QPSK is always being classified correctly in Fig. 3.7a, the adjacent Fig. 3.7b
ROC curve indicates the probability of a QPSK false positive approching 100% at the same

time.

In contrast, Fig. 3.8a indicates worse QPSK classification at low SNR. However, not only do
the other modulations have a higher probability of classification, but the Py, values in Fig.

3.8b are not dominated by a single modulation as in 3.7b.

The corresponding confusion matrices for the results shown in Fig. 3.7 and Fig. 3.8 are
tabulated in Table 3.4 and Table 3.5respectively. The confusion matrix is a simple tool
that can quickly show insight into the classifier behavior. For an ideal classifier all results,
each 100%, are contained in the diagonal matrix elements [30]. The confusion matrices were

tabulated for SNR ranging between -20dB and 0dB.

3.4 Effect of Frequency Offset

As mentioned in Section 3.2, factors such as frequency offset have an influence over the
calculated cyclostationary profile. This section addresses the deterioration of classifier per-

formance that results from too much frequency offset.

The results in the other sections of this thesis assume perfect synchronization and a known
carrier frequency and baud rate. This is usually not the case in real-world scenarios and there
is almost always some degree of frequency offset at the receiver. This section investigates
frequency offset using the model defined in [53], where normalized carrier frequency offset is
defined as e = AfT,, where T, is the timing between consecutive samples and A f represents
the carrier frequency offset. The value of € was set to be 0.01, creating an offset 5% of the

carrier frequency for these simulations.
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The effect of frequency offset is compounded by the coarse cyclic resolution of the a-profiles
created for this work by MATLAB code from [24], as discussed in Section 3.1. The effect is
best illustrated by the frequency-offset BPSK a-profile in Fig. 3.9.
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Figure 3.9: a-Profiles for BPSK, QPSK, FSK and MSK at 5% Carrier Frequency Offset

Since GRA determines the total distance between the calculated cyclostationary profile and
each stored reference profile, a shift in the location of peaks should make little difference.
However, this shift can inadvertently creates two peaks from one, or cause a peak that was
previously represented by two data points, to become a peak with a single data point width.
As there are only a few large-valued data points that are significant, the deletion or addition

of a peak-valued data point has a large impact.

The cyclic resolution must be increased to show clear and distinct peaks, even as the observed
frequency changes. Unfortunately, time constraints did not make this possible. Figure 3.10
shows the extreme performance decrease when cyclic resolution remains coarse and frequency

offset occurs.
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Figure 3.10: Frequency Offset Effect

3.5 Redefining GRA Distance

Different distance metrics have found use in quantifying similarity for case-based reasoning
[54] and determining image quality [55,56]. The GRA-AMC simulations to this point have
used Euclidean distance to measure the difference between the observed signal feature vector,
D0, and the matrix of reference signal features, ®.yy,. This section briefly explores the
effect of redefining the distance metric used by the GRA algorithm to compare a-profiles. To
accomplish this, (2.8) was redefined with the generic distance metric D(k) and the squared

exponent of the inner term was replaced with p, to create the alternate equation (3.7).
r(k) = exp [ (20 )"] (3.7)
A‘Pmaz*Acpmin ’

Minkowski, Chebyshev, and Canberra distance metrics were all tried. The commonly-used

Manhattan (or city block) distance and Euclidean distance functions are variants of the
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Minkowski r-distance function [57]. All distance metrics are summarized in Table 3.6.

Table 3.6: Distance Metrics

Manhattan D (k) = i: li(0) — @i(k)|

Euclidean \/ > |@i(0) — @ik )|
n 1/r
Minkowski D (k) = (Z i (0) — %(lf)r>
i=1
Chebyshev D (k) = max |¢0i(0) — i (k)|

Canberra D (k) = Z leil®)—pi(k)]

l0s(0)+ei (k)| )\

Both r and p were incremented from 1 to 3 and all possible combinations were attempted
for Minkowski distance. The r value does not apply to Chebyshev and Canberra but p was
incremented for these as well. The performance results of the GRA-AMC using all tested

distance metrics are listed in Table 3.7.

The Minkowski r = 3 distance yielded slightly better results for both P¢¢ and Ffp7max, but the
true improvement in performance cannot be observed from these metrics alone. Figure 3.11
shows that Pcc ave is almost identical for Minkowski » = 2 and Minkowski r = 3 distance.
The true effect can be observed in more detail in Fig. 3.12 and Table 3.8. Instead of three
modulations performing well at the expense of the fourth (QPSK) when using Euclidean
distance, the use of Minkowski r = 3 distance averages out the performance of all four
modulation curves. Each of the four ROC curves in Fig. 3.12b is steep, illustrating an
overall good performance. This is a tremendous improvement over the Euclidean distance
results (Fig. 3.8) which show a high false positive rate for QPSK as the noise floor is

increased.

The GRA-AMC is not designed to be a signal detector. It assumes that there is always a

modulation present in the data that it collects for input. This means that one of the four



Table 3.7: Single Feature Performance Results with Redefined GRA Distance

Distance Metric r p Pcc, Total Ffpmax
Minkowski 1 1 59.77%  26.33%
1 2 59.8™% 27.00%
1 3 39.68% 25.00%
2 1 6627% 24.83%
2 2 6627T% 24.83%
2 3 65.97% 24.78%
3 1 6647% 24.56%
3 2 67.52% 24.56%
3 3 67.3T% 24.81%
Chebyshev - 1 64.02%  24.69%
- 62.90%  25.92%
Canberra -1 30.20%  26.22%
- 2 212%  28.17%
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Table 3.8: Minkowski r=3 Distance Confusion Matrix: -20dB to 5dB
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Figure 3.11: Poc ave: Minkowski r=2 Distance vs. Minkowski r=3 Distance

modulation choices will be selected and it is only a matter of which modulation is the most
likely choice. The goal of using different distance metrics for GRA was to eliminate any
overwhelming bias for or against one particular modulation (in this case, a bias for QPSK
above all other modulations when in high noise). Minkowski r = 3 distance successfully
dampens this bias, causing all four modulations to have much closer correct-classification

and false-positive rates.

Although there was significant performance improvement as a result of using Minkowski r = 3
distance, Chapter 4 continues to use Euclidean distance for the GRA so the performance

resulting from the addition of signal features to the SF'V can be investigated without bias.
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Figure 3.12: Single Feature Performance Results: Statistical Normalization with Abridged

a-Profile and Minkowski r=3 Distance



Chapter 4

Signal Feature Data Fusion

This chapter investigates the effect of combining two completely different signal feature met-
rics into a single vector for comparison by the GRA algorithm. Different signal features
are fused into the Signal Feature Vector for the purpose of improving classifier performance
by adding more distinguishing signal attributes. Both wavelet magnitude variance and sta-
tionary cumulants will be combined with the cyclostationary profile to form new SFVs for

comparison by the GRA.

4.1 Cyclostationary Profile, Wavelet Magnitude Vari-

ance Data Fusion

The wavelet transform is widely used in many fields of signal processing, especially image
compression, speech processing, and modulation classification [16]. Applying a wavelet trans-
form to a digital modulation creates distinct patterns [27] from the transient information of
the signal that can then be used for modulation classification, just as distinct patters are
created from the formation of the a-profile in Chapter 3. The variance of the magnitude

of the received signal Haar continuous wavelet transform (CWT) for two different scales
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(a = 2,3) was used and added as a second type of signal feature for the SF'V, redefined in

(4.1). Larger scales represent coarser and coarser resolutions as a is increased.

In order for the added wavelet metrics to notably improve performance of the GRA-AMC, the
a-profile is first condensed into a single-valued metric. Simply adding two wavelet metrics to
an a-profile vector that already contains 99 noise-corrupted data points will have a minimal
effect. So, the total distance between the calculated a-profile and each reference a-profile
is determined and placed side-by-side with the additional wavelet metrics so that each new

metric can have a greater impact on the classifier performance.

Because > A (a-profile) is different for each reference vector, ®.omp (k), the element in @
that is assigned » | A (a-profile) is given a null value so the > A (a-profile) closest to zero is
determined to be the most similar. The new @y and Py (k) are defined by (4.1a) and
(4.1b) respectively.

i = [0, Var ([CWT|,_,), Var(|CWT],_,)| (4.1a)

Deomp (k) = [Z A (o-profile) , E[Var (|CWT|,_,)], E[Var (]CWT\a:3)]] (4.1b)

The variance of the magnitude of the CWT was determined after peak removal. Peaks occur
on symbol transitions and a median filter is necessary to suppress these peaks and keep
them from affecting the variance calculation [21]. Peaks were removed through the use of a
median filter with a width of 10 to improve results as recommended by [28]. Wavelets have
the advantage of being calculated with fast algorithms [58] just like cumulants in Section

4.2.

In the published literature, there have been examples of signal classification using only one
wavelet scale [28] and many wavelet scales [16]. But when one scale has been used, the
conclusion from [28] was that “combining the results from several scales will improve the

identification accuracy”. Taking this advice, two different scales of the Haar CWT were
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calculated and added to the SFV.

4.1.1 The Haar Wavelet Transform

Let s (t) = 5(t) e/@t+0) represent the transmitted complex signal, where w, is carrier fre-
quency and 6, is carrier phase. In (4.2) S is the signal power, N is the number of observed

symbols, 7" is the symbol period and ur (t) is the standard unit pulse of duration 7'

N
~ . ) 27
Spsk () = \/giz;ej‘pluT(t—zT),goi € {M(m— 1),m= 1,2,...,M} (4.2a)
N
gFSK (t) = \/§Z ej(witJrei)uT (t — ’LT) ,W; € {wl, Wo, ... ,(UM} ,091' S (0, 271') (42b)
i=1

The continuous Haar wavelet transform (CWT) of the signal s(t) is defined [29] to be

a

CWT (a,7) = %/s (t) U (t — T) dt (4.3)

where a is the baby wavelet scale. The Haar wavelet [27] function was chosen for simplicity

and the mother wavelet is defined as (4.4).

[ 1 otepy
U(t)=4-1; telin) (4.4)
| O t¢10,1)

Different modulations have different unique CWTs. When the Haar wavlet is within a symbol

time:
4\/§ . c
CW Tpsic (. 7)| = sin? (“4“ (4.52)
WS o et wi
|OWTFSK (a,7’)| = m SlIl2 [W] (45b)

where S; and w; are the power and frequency of symbol .
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Amplitude normalization of signal s (t)was conducted before the CWT was calculated:

sy = 0 (4.6)

and from (4.2a) and (4.2b) the amplitude normalized modulated signals [29] become:

N
spsi (1) = Z ePug (t —iT) (4.7a)
i=1
N
spsk () = Z ety (t —iT) (4.7b)

i=1

4.1.2 Classification Results

Table 4.1: Data Fusion Comparison: a-Profile, Wavelet Magnitude Variance

Features PCC, Total pr,max

a-Profile 66.27%  24.83%
a-Profile, Wavelet Mag. Variance 66.48%  24.92%

Despite the favorability of wavelet transforms for signal classification, a classifier that only
uses wavelets will break down below 5dB [16,27-30]. The lack of statistically-significant
improvement in Pcc ot @s illustrated in Table 4.1 was therefore expected and predicted in
the literature. Instead, the goal of adding wavelet magnitude variance as the second signal
feature in the SFV was to cause a performance improvement similar to that caused by the
substitution of Euclidean distance for » = 3 Minkowski distance in Section 3.5. However,

there was no such improvement in performance either.
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Table 4.2: a-Profile, Wavelet Magnitude Variance Fusion Confusion Matrix: -20dB to 5dB

Estimated

BPSK | QPSK | FSK | MSK

. BPSK | 300 - .

2 QPSK Sos00 ] - .
<]
=

Z  FSK . | 300 .

MSK . Sl ] 300

. BPSK | 300 - .

S QPsK| 21| 29| - .
<]
=]

Z  FSK . | 300 .

MSK : Sl -] 300

5 BPSK| 300 - :

> QPSK | 46| 247 | - 7

£ FSK ; -1 300 .
&

MSK . Sl -] 300

m BPSK | 288 9| - 3

é? QPSK | 42| 212| 9| 37

S FSK 11| 42| 54| 93
=

MSK ; 1] 1] 298

» BPSK| 88| 150| 5| 57
e

= QPSK 431 171 9| 77

¢ FSK 22| 168| 12| 98
=

MSK 34| 134| 9| 123

m BPSK| 44| 173| 6| 77
e,

S QPSK 40 | 181 8| 71

£ FSK 31| 185 11| 73
B

MSK 38| 15| 6| 81
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4.2 Cyclostationary Profile, Stationary Cumulants Data
Fusion

This section explores the addition of estimated stationary cumulants as the second signal
feature to be combined with the cyclostationary profile to form the SFV. Cumulants of the
received signal are calculated in addition to the a-profile and all are combined for comparison.
Higher order statistics, such as cumulants, characterize the shape of the distribution of the
noisy baseband samples and have been found effective for discriminating between modulation
subclasses (i.e. PSK, PAM, QAM) [11]. Just as in Section 4.1, the a-profile is condensed
into a single metric before being inserted into the SFV. The new @5 and Doy (k) are

defined by (4.8a) and (4.8b) respectively.
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Figure 4.3: Double Feature GRA-AMC Architecture: a-Profile and Cumulants
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e
Dot = [07 Ca, Co1, Cyy, Cai, Chyo, iCiZ” (4.8a)
Deomp (k) = [ZA (a-profile) , Ca, Co1, Cao, Cur, Cig, Igﬁg” (4.8b)

Both stationary [24,26] and cyclic [59-62] cumulants have been used for modulation classi-
fication. A reasonably good estimate of cyclic parameters requires many more samples than
for stationary parameters [20] so stationary cumulants were chosen for this work. Sixth-order
cumulants were also considered for addition to the signal feature vector, however when SNR
is lower than 0dB, the performance of the classifier breaks down when sixth-order cumulants
are used. Since the estimation of high-order cumulants amplifies the Gaussian noise power,
the influence of Gaussian noise increases as the cumulant order increases [26,61]. Cyclic
cumulants as an individual classifier have better performance in high noise than stationary
cumulants, and future work should explore the use of cyclic cumulants in combination with

the cyclostationary profile for classification.

4.2.1 Cumulants

For a complex-valued stationary random process y(n) assuming independent and identically
distributed (i.i.d.) equiprobable symbols, second-order and fourth-order cumulants can be

defined by (4.9) and (4.10).

Cy = E [y*(n)] (4.9a)
Cn=F [|y(n)|2} (4.9b)
Cio = cum [y(n), y(n), y(n), y(n)] (4.10a)

Cy = cum [y(n),y(n),y(n),y"(n)] (4.10b)
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Crz = cum [y(n),y(n),y*(n),y" (n)] (4.10c)

cum (w, z,y,z) = E(wryz) — E (wz) E (yz) — E(wy) E (x2) — E (wz) E (zy) (4.11)

For the purposes of testing, estimates of the cumulants in (4.9) and (4.10) must be calculated
by averaging over a finite number of samples, assuming that y(n) is zero-mean [11]. These

estimates are presented as (4.12) and (4.13).

N
A 1
020 = N Z yQ(n) (412&)
n=1
. 1 &
Cor = > Iyl (4.12D)
n=1
1 N
Cio =~ D u'(n) — 3¢5, (1.133)
n=1
1 N
041 = N Z y3(n)y* (n) — 3020021 (413b)
n=1
. 1 R R
Cypp = N Z |y(”)|4 - |C20|2 - 2031 (4.13¢)
n=1

To account for the presence of noise, the estimated normalized cumulants are determined

using (4.14) where 0% is the noise power.

C4k:ﬁ,k':0,1,2 (414)

21 — ON

Assuming an i.i.d. signal with average power normalized to 1, the associated ideal high-order

cumulants can be expressed by Table 4.3. The Ig‘*o‘

1, Tatio is an additional metric that has
been used to distinguish between PSK and FSK modulations [62] and was therefore also

chosen to be part of the SFV.
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Table 4.3: Theoretical Values for Cumulants

Constellation 020 021 C40 C41 C42 [Clol

o]
BPSK 1 1 2 2 2 1
QPSK 0 1 1 0 -1 1
FSK 0 1 0 0 -1 0
MSK 0 1 0 0 -1 0

4.2.2 Classification Results

Table 4.4: Data Fusion Comparison: a-Profile, Cumulants

Features PCC7 Total pr,max

a-Profile 66.27%  24.83%
a-Profile, Cumulants  71.45%  20.31%

The addition of cumulants to the SFV created and improvement in the performance of the
GRA-AMC that is summarized by Table 4.4. The confusion matrix (Table 4.5) illustrates
that the main improvement came from a greater ability to distinguish between PSK and
FSK signals. It is important to remember that the GRA-AMC is comparing SFVs with only
seven distinct metrics and is still able to have near-perfect Pc¢ for all four modulations down
to -5dB SNR. As SNR goes below -15dB, the P for both BPSK and QPSK increased. As
the noise in the channel becomes overwhelming, the GRA is biased towards choosing a PSK
modulation. This is a logical bias since the theoretical cumulant values for FSK and MSK
are identical (Table 4.3). Since most of the information contained in the SFV highlights
the difference between PSK and FSK, this suggests a useful adaptation by combining the
GRA with hierarchical AMC techniques which traditionally use hard thresholds that can be
deemed moot in a high noise environment. Artificial Neural Networks have already been

combined with hierarchical decision making as discussed in Section 2.1.3 and the application
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of the GRA in this way could improve performance with its quick decision algorithm and no

need to train the radio in advance.

The true determinant of performance is the type of metrics that are chosen by the designer
for comparison. If the chosen signal features are distinguishable at a low SNR, then there is

no need for neural network training [15,16] or hierarchical decision making [11,13,24] with

the GRA-AMC.

Table 4.6 and Fig. 4.5 compare the classifier performances for the data fusion techniques

explored in this chapter to the Chapter 3 single feature classifier performance.

4.2.3 Different Methods for Condensing the a-Profile

The condensation of the a-profile to create a single-valued metric for the first element of
the SFV brings into question what the best method is for such an operation. Additional
simulations were conducted to investigate using different quantifications of similarity for
the a-profile besides the total Euclidean distance to create the condensed a-profile metric.
In ®eomyp (), the > A (a-profile) value was replaced by either cross-correlation or cosine
similarity; both of which have a desired ideal value of 1. The &, array was redefined as

(4.15) and the results are tabulated in Table 4.7.

Gl
[

¢test - 17 éQOa CA’217 CA1407 é41; CA’427 (415)

Even with the addition of cumulants to the SFV, other comparative methods for condensing
a-profile to a single-valued metric decreased performance. Euclidean distance was found to

be the most effective method of the three.
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Table 4.5: a-Profile, Cumulants Confusion Matrix: -20dB to 5dB

Estimated

BPSK | QPSK | FSK | MSK

. BPSK | 300 - .

2 QPSK S o300 - .
<]
=

Z  FSK . | 300 .

MSK . S ] 300

. BPSK | 300 - .

S QPsK 20| - .
<]
=]

Z FSK . | 300 .

MSK : B

5 BPSK| 300 - :

» QPSK 9| 281 -| 10

£ FSK i o205 s
&

MSK . B

m BPSK| 267 32 - 1
g,

= QPSK 53| 213 50 29

S FSK 38| 76| 127| 59
=

MSK 27 19| -] 254

m BPSK | 248 9] - 3
e

= QPSK 82| 163 8| 47

£ FSK 9 17| 6| 41
=

MSK 56 | 153 87

m BPSK | 282 18| - .

S QPSK 42| 205 4] 49

S FSK 45| 188 | 8| 59
B

MSK 55| 188 | 4| 53
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Table 4.6: Data Fusion Performance Summary

Features

PCC7 Total pr,max

a-Profile

66.27%  24.83%

a-Profile, Wavelet Mag. Variance 66.48%  24.92%

a-Profile, Cumulants

71.45%  20.31%

PCC,Avg

a-Profile
= = = o—Profile, WMV
------- a-Profile, Cumulants

o I I I
-20 -15 -10 -5

0 5 10 15

SNR [dB]

Figure 4.5: Data Fusion Pcc ave Comparison

)

Table 4.7: Double Feature Performance Results: a-Profile Similarity Metric Comparison

Similarity Metric

PCC, Total pr,max

Euclidean Distance
Cosine Similarity

Cross-Correlation

71.45%  20.31%
66.10%  21.36%
64.73%  21.22%
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4.2.4 GRA-AMC Extension to Cochannel Signals

An additional advantage to using cumulants is that they help determine if there is more than
one occupied channel in the observed spectrum and if so, classify the modulation types of
both. This is not particularly feasible with a metric such as the a-profile since all distinguish-
ing peaks would be overlapping, creating a pattern that would be recognizable. Classification
of cochannel signals has been successfully conducted with cumulants, but mostly to distin-
guish between intra-class PSK signals and usually with a high SNR (above 10dB) when the
number of observed symbols is low [59,60]. The GRA algorithm is only designed to identify
the one case that is most similar, but the GRA-AMC was modified to indicate the two most
likely modulations in the channel in an effort to explore the extent to which GRA could
be applied to common communications scenarios. The GRA-AMC performance results are

shown in Table 4.8 for signal-to-noise ratio ranging from 0dB to 15dB.

Two signals of the same modulation type were never sent, as the GRA-AMC can only rank
the four modulation choices in the reference library by which is most likely. So to accomplish
cochannel classification, the top two ranked modulation types were tabulated. The classifier
had perfect performance when BPSK was combined with any other modulation. These
results were only matched by the FSK/MSK combination. The poorest results were from
the QPSK/FSK combination which had an average Pqc across the 0dB to 15dB SNR range

of approximately 50%.

4.3 Investigating the Uniqueness of Added Signal Fea-
ture Information
The performance of GRA-AMC in high noise is entirely dependent upon the performance

of the individual performance of each signal feature that is utilized in signal feature data

fusion. The addition of wavelet magnitude variance had no effect on overall performance.



Table 4.8: Co-Channel Classification 0dB to 15dB

Estimated
c% -
ol N 2 n 2! e
I E| 2| 52| 2| @
~ ~ ~ ~ ~ 2
R N Y R B N S
AR AR
M M M c e F
BPSK/QPSK [ 300 | -| ~-| ~-| ~-| -
m BPSK/FSK 300 - -] -] -
2 BPSK/MSK - - 1300 - -
é QPSK/FSK - - - | 108 -] 192
QPSK/MSK 1 - - | 4]258| 37
FSK/MSK - -l - -] -]600
BPSK/QPSK [ 300 | -| -| ~-| ~-| -
o BPSK/FSK 300 - -] -] -
= BPSK/MSK - - | 300 - § _
é QPSK/FSK - - - | 167 -] 133
QPSK/MSK - -] -]240] 60
FSK/MSK - - - - - 1300
BPSK/QPSK | -|300| -| -| -| -
~ BPSK/FSK 300 -| -| -] -
3 BPSK/MSK | -| -|300| -| -| -
O
5 QPSK/FSK |127| ~-| ~-|173| ~-| -
QPSK/MSK | 143 - - - | 157 ;
FSK/MSK | 103 | 140 | 57| ~-| ~-| -
BPSK/QPSK [ 300 | -| -| ~-| -| -
~ BPSK/FSK 300 - -] -] -
S BPSK/MSK | -| -|283| -| -| 17
]
5 QPSK/FSK 1| 5] -|150| -] 144
QPSK/MSK 1 - 7 - | 381255
FSK/MSK - - - - - 1300
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The addition of stationary cumulants caused an increase in Pcc rotal, mostly because of the

resulting tendency to classify all signals as a type of PSK modulation in high noise.

Even when adding signal features that have better individual performance in high noise,
a further determination must be made: does the additional signal feature add any unique
distinguishing statistical information that the other signal features do not possess? For
example, the cyclostationary profiles for QPSK and 8-PSK modulations are identical. This
is an instance where the addition of other signal features is essential. The periodicity of the

received signal can be interpreted using several different signal features.

Principal Component Analysis (PCA) is a method by which the interdependence of different
categories of data within a matrix can be observed [63]. All three signal features that
have been used in this work were combined into a single comparison matrix, as illustrated
in Fig. 4.6. The purpose of this analysis is to determine which signal features contribute
unique characteristics to the comparison matrix and consequentially, the ability to distinguish

between modulation types.

chomp =

Figure 4.6: Comparison Matrix for Principal Component Analysis

Principal Component Analysis transforms a set of values that could possibly be interrelated
(correlated) and projects them onto a plane whose axes are orthogonal and uncorrelated.
Distinguishing features are then easily highlighted. The farther the data point of a specific
attribute is from the origin, the more variability it brings to the comparison matrix. This

variability translates to the ability to distinguish between modulation types.

All distinguishing features have been labeled in the MATLAB-created PCA plot (Fig. 4.7).
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Each point whose label begins with ‘A’ is one of the 99 data points representing the a-
profile. Figure 4.8 highlights each of the distinguishing points for the a-profile that are
labeled in Fig. 4.7. Each point or set of points is associated with a distinguishing peak.
The points labeled with a ‘C” are correspondingly associated with the stationary cumulants.
These appear to bring the most unique and distinguishing information to the matrix. But
as previously discussed in Section 4.2.2, this information yields more improvement when

distinguishing between inter-class modulations (PSK vs. FSK).

The two values for wavelet magnitude variance (‘WV’) are very close to the origin of Fig. 4.7
and barely add any unique information useful for classification. In fact, adding signal features
to the SF'V that do not bring with them unique distinguishing information have the potential
for reducing or degrading classifier performance when classifying in high noise. Noise will
affect every signal feature, but a signal feature that barely adds any new information to the

GRA-AMC is not worth compounding the effect of noise on the final decision.
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Figure 4.7: Principal Component Analysis Plot
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Chapter 5

Summary, Conclusions, and

Suggestions for Future Work

5.1 Summary and Concluding Remarks

Automatic modulation classification has become an essential component of civilian radio
policy and electronic warfare. A novel modulation classifier architecture was presented in
this thesis that uses Grey Relational Analysis as a decision engine that compares extracted
signal features to choose the most likely modulation. The classifier framework presented
here attempts to improve efficiency by taking advantage of the multiple statistical features
that can be extracted from man-made signals while using only a single similarity algorithm

to determine the most likely choice.

Chapter 3 explored the use of cyclostationary analysis as the single signal feature used for
modulation classification. The decision to use the a-profile as the entire signal feature vector
produced the additional need for extensive data preprocessing, yielding a secondary investi-
gation. Normalization methods, weighting schemes and feature abridgment were presented

as methods for improving the signal feature before comparison. Every combination of these

61
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techniques was then tested and the combination with the best performance results became
the standard preprocessing technique for the a-profile in Chapter 4. The effect of frequency
offset was also investigated and it was determined that a cyclostationary profile with a
much finer cyclic resolution is a requirement for counteracting any frequency offset that is

encountered by the radio.

The largest improvement in classifier performance resulted from substituting the Euclidean
distance metric in the GRA itself with Minkowski r = 3 distance. Although the Pcc total
from -20dB to 0dB SNR had no significant change, both the Pcc and Ffpmax were balanced
out over all four modulation choices. The classifier bias towards choosing QPSK in high
noise was eliminated. This was the most significant result of this work in combination with
all three data preprocessing techniques. It is suggested that any future work in GRA-AMC

should be conducted using Minkowski r = 3 distance.

The signal feature vector used by the GRA was redefined in Chapter 4 with the addition
of wavelet magnitude variance in Section 4.1 and the condensing of the a-profile into a
single-valued metric. This addition appears to have no statistically-significant effect on
the classifier performance. Stationary cumulants were also combined with the a-profile in
Section 4.2 in an attempt to increase performance in negative SNR. Both Pcc motal and Ffpmax
both improved significantly. However this improvement was likely the result of a bias that
was created towards PSK signals in high noise. Cosine similarity and cross-correlation were
both investigated as alternatives to Euclidean distance for quantifying cyclostationary profile
similarity and condensing that similarity into a single metric. Euclidean distance was still

found to be the most reliable comparator.

The result yielded from adding stationary cumulants to the Signal Feature Vector in Section
4.2 suggested that combining the GRA with a hierarchical classification method by replacing
hard thresholds with the fast GRA decision engine would increase classifier performance by
letting the GRA only consider two possibilities at each hierarchical decision step. Additive

channel noise is compounded as a side-effect of stationary cumulant estimation and although
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cyclic cumulants have had favorable classification performance for cochannel identification,
the cochannel identification was tried with stationary cumulants in Section 4.2.4. Classifi-
cation was only successful in positive SNR as expected, and the best performance occurred

when BPSK was one of the two cochannel signals.

The investigation was completed in Section 4.3 with an analysis of how much unique infor-
mation was actually added by including additional signal features in the SF'V using Principal
Component Analysis. This analysis showed that the performance of each signal feature as an
individual classifier is not the only characteristic that should be considered when conducting
signal feature data fusion. The additional signal feature must also add unique statistical
information to aid in distinguishing between modulation types. Wavelet magnitude variance
added little in either performance in high noise or distinguishing information. Stationary
cumulants were favorable for their distinguishing characteristics. However, individual per-

formance is still low in negative SNR.

5.2 Suggestions for Future Work

The investigations conducted in this thesis have introduced new ways for classification that
should be explored further. Additional questions were also raised regarding the favorability

of choosing one signal feature over another for classification.

Section 3.4 illustrated the need for a higher cyclic resolution for the cyclostationary profile
to counter the effects of frequency offset. General performance of the GRA-AMC would also

likely be improved from using an a-profile with a finer cyclic resolution.

The addition of signal features such as cyclic cumulants and phase/amplitude histograms to
cyclostationary profile for signal feature data fusion should be investigated. Cyclic cumulants
have been used more successfully for classification in high noise than stationary cumulants
and the distinguishing characteristics of cyclic cumulants should also satisfy the secondary

need to add unique information to the signal feature vector.
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The uniqueness of statistical information that was questioned in Section 4.3 also requires
further investigation. Many signal features have shared underlying statistical patterns. The
relationships between different signal features that are commonly used for modulation clas-
sification should be investigated. Combining additional signal features for classification is
a tradeoff between processing requirements and the distinguishing characteristics that are
added and not shared by other signal features. The underlying relationships between differ-
ent signal features (such as between cyclostationary profiles and cumulants) can be analyzed
to determine combinations of signal features that add the most distinguishing information

for the smallest processing requirements.
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