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Understanding the Impact of Dark Pattern Detection on Online Users

Ryan Wood

(ABSTRACT)

Dark Patterns are a variety of different software designs that are used to manipulate and
mislead the users of an application or service. These patterns range from making it harder
to end a subscription service, adding additional charges to a purchase, or having the user
give out data or personal information. With how widespread and varied dark patterns are,
it led to us creating a way to detect and warn users of different dark patterns.

In this study, we created Dark Pattern Detector, a Chrome extension that would help users
detect and understand three different dark patterns: Hidden Costs, Disguised Ads, and
Sneak into Basket. This extension was made to detect each of these patterns on any web
page while not requiring any information from the user or their data. Study participants
installed the extension and completed a series of tasks given to them that would occur
on different websites containing the previous dark patterns. After completing the tasks,
the users were surveyed to give feedback on what they thought of the extension and what
suggestions for change they had.

In the study, we had 40 participants and we found that 50% of the users were completely
unfamiliar with dark patterns and that 77.5% have used extensions before. For the five tasks,
each one had a majority of the participants successfully complete them. Finally, when asked
about what they thought, the majority of the participants gave positive feedback claiming
that they found the extension useful, interesting, and a good idea. Many participants also

gave useful feedback about what changes or additions they would like to see. With our



results, we can help users have a better understanding of dark patterns and have created a

baseline for any future research done on dark pattern knowledge and detection.



Understanding the Impact of Dark Pattern Detection on Online Users

Ryan Wood

(GENERAL AUDIENCE ABSTRACT)

Dark patterns are designs on the internet that websites use to trick its users. They may
be used to hide advertisements, make the user spend more time or money on their website
or more. Our goal was to create a way to help protect anyone on the internet and their
information.

For this study, we created a program called Dark Pattern Detector that would help the users
see different dark patterns that appeared on websites. A study was conducted that had the
participants use our program and give us feedback on what they thought of it as well as
data on how well it worked. Out of the 40 participants, we found that half the users were
unfamiliar with what dark patterns were. Once they completed the study, we saw that the
majority of users were able to complete tasks while using our program and gave positive
feedback.

Seeing the positive feedback and results from our study, we believe that we can help users

not get tricked by these patterns and help forward future research on Dark Patterns.
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Chapter 1

Introduction

Dark patterns are tricks and traps that have been made and added into websites and apps
to try and mislead or coerce the user into doing something that benefits the maker of the
pattern and potentially hurts the user. They take advantage of us by making advertise-
ments appear to be part of the article or having a fake download or by hiding important
information from the user itself. Some examples of dark patterns are: Disguised Ads -which
are advertisements that are hidden on a website to make the user believe they are a part
of it, Confirmshaming - which is when the user is guilted into doing something they may
not have previously done, Sneak into Basket - where websites add additional items to the
cart to have the users spend more if they don’t notice, Preselection - which selects an option
for the user in attempt to influence their decision making, Hidden Costs/Fees - which keeps
prices hidden until the checkout screen to have the user not notice the increase or not care to
change it, and Roach Motel/Hard to Cancel - which is when services make it hard to cancel
or unsubscribe [3]. Studies have been done to find out how common they are and how they
have been used to trick people. One study done by Di Geronimo et al. found that 95% (out
of 240 popular mobile applications) had at least one dark pattern and Mathur et al. found

that 11% of 11k e-commerce websites also used Dark Patterns [8][12].

We decided as a way to help users understand dark patterns more and help make them

more visible on the web, we made the Dark Pattern Detector. The Dark Pattern Detector



is a browser extension that we published to the Chrome web store that could automatically
detect a set of dark patterns. The three patterns that we choose to detect were Disguised

Ads, Sneak into Basket, and Hidden Costs/Fees.

For our study, we explored the four following Research Questions (RQ)s:

RQ1 How familiar are users with the concept of Dark Patterns? Dark Patterns
are found in many places around the web but outside of those who work on them or with
them, they are not as commonly known. We want to see how many people actually know
what Dark Patterns are and how familiar they are with them. Through this question, we
can get a better understanding of how much we need to do in order to spread awareness to

combat Dark Patterns.

RQ2 How can we make dark patterns more visible on the internet? One of the
main issues with dark patterns is that even if someone knows about them, they can still be
fooled if they have no way to see them. We want to answer this to see how familiar people

are with extensions and if they could be used to spread information about dark patterns.

RQ3 What ways can users potentially avoid or block dark patterns? After knowing
about dark patterns, the next step is knowing how to avoid them. We have created tasks to
see if using the extension would help the study participant’s ability to find and avoid dark

patterns.

RQ4 How usable do users find the Dark Pattern Detector? Our final question
is about how useful the participants found the extension and if there were any issues with

it. This covered if the extension did or did not work properly and if the users thought it was



useful and aesthetically appealing.

With these questions in mind, we created a user survey along with the extension as a way
to generate feedback from users and to test how well they were able to navigate specific
websites that contained dark patterns when they were using the extension. The survey gave
them tasks to complete that were measured for correctness and different feedback questions
about dark patterns, browser extensions, and what the users thought about the Dark Pat-

tern Detector.

Once completed, we had 40 unique participants finish the survey. Out of those partici-
pants, it was found that 20 or 50.0% were not familiar with dark patterns at all, and out
of the 20 who were, six were only somewhat familiar with the concept or the phrase “Dark
Patterns” (RQ1). The majority of the participants were able to successfully complete all
of the given tasks and found the extension to be useful overall. The tasks were split into
disguised ads tasks which would have the users navigate a website that has hidden adver-
tisements with the extension on and notification tasks which were for Sneak into Basket and
Hidden Fees and would have the user complete an action and look for a notification from the
extension. For the disguised ads tasks, Tasks 1-3 had users successfully complete the task
at 87.5%, 90%, and 92.5% respectively. For the notification tasks, 72.5% claimed to have
the notification appear for Task 4 and 82.5% for Task 5. The feedback that was given was
mostly positive with the main complaint being that the yellow highlight for the advertise-
ments was too bright. However, this was not unanimous as other participants found it useful
to be as bright as it was. Overall, we found there was mostly positive feedback and success
from participants in completing the tasks showing that our study was useful in helping dark

pattern detection as well as creating a strong baseline for future studies to build off of.



Chapter 2

Background

In this section, we show examples of different dark patterns that are used around the web
and show how they can be used to manipulate someone. To start off, we show an example
of the Sneak into Basket on the website GoDaddy.com [10]. In Figure 2.1, we see different
prices for different domain registrations. For this example, we look at the .net registration

which claims to be $14.99 from $22.99. The next figure, Figure 2.2, shows the next step of

Why you need to register a domain name.

The perfect domain lets people know at a glance why you're online (and why you're awesome). Use the domain search bar and find the right domain now to grab

viP net site

DOMAINS

~ip .net site

Treat every customer like a .vip Get a domain that everyone knows Designate your online presence.

$6.99* $114.99* $1.99*

| Check Availability | | Check Availability | | Check Availability

Figure 2.1: The home page of GoDaddy.com

the processing with choosing the domain name and includes additional options and a state-
ment that the reduced price is only applicable for the first year of a two-year registration.
This also borders on being a Hidden Cost dark pattern as well by having additional fees that

can be missed by the user. Figure 2.3 shows an automatically selected option that is also
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@ GoDaddy = HelpCenter £} 558942204 v &

‘ researchtest /' Continue to Cart

Your domain is available!

researchtest.net
$22.59 $14.99 for the first year with a 2 year registration

=

Add a domain to get started

BUNDLE & SAVE 83%

researchtest‘.co +‘.us +‘.info $14'§5® 997 W
or the fistyea

.org $9.999 52099 w
[ contact Us for the first year

Figure 2.2: Registration page for choosing a name and domain type.

recommended by the site for domain protection and finally, Figure 2.4 shows the final cart
which has a final total of $57.96. The Sneak into Basket pattern is shown by the automatic
selection of the domain protection. Without clicking on anything outside of the Continue
to Cart button, the price has jumped significantly from what was expected from the initial
figure. Additionally, other dark patterns are also partially shown here as well. The first is
Hidden Costs coming from the prices being shown for one year but the registration is for
two years causing an additional spike in the price for the registration and domain protec-
tion. Misdirection is also partially seen by the site trying to distract the user with all of the
crossed-through prices and notes on how much they are saving while the user is paying more

than the expected price.

Another example of dark patterns around the web is seen in Figure 2.5. This image is
taken from Gmail, a popular e-mail service run by Google. In the figure, you see the website
telling the user about the newest version of the Gmail app for iPhone and how it is smarter

and faster than what they are currently using. They then give two options, the confirm



= Continue to Cart

Protect Your Domain
While GoDaddy domains include free privacy protection to guard your personal info, our Full and Ultimate Domain Protection plans go further.
We highly recommend Full Domain Protection, but it is an optional feature.

© Full Domain Protection $9.99/domain per year
e Recommended
« Prevents hackers from stealing your domain or making any other unauthorized
changes
« Requires your approval via 2-factor verification for vital changes like deleting or
transferring a domain
) Ultimate Domain Protection $14.99/domain per year
 Everything in Full Domain Protection, plus: $2999
« Hold on to your domain name for an extra 90 days if your credit card or your
billing method expires.
_) Free Privacy Protection
* Replaces your personal info with proxy info in the public WHOIS directory
e Prevents spam with private email for domain inquiries.

Build credibility with a custom email address.
A branded email address like You@researchtest.net shows you take your business seriously.

Microsoft 365 Email Essentials $2.99/mo

o Best Value $5:99

10 GB of cloud storage for email, contacts, and calendar sync

*) Microsoft 365 Email Plus $3.99/mo /ﬁ
—— - PO, 1 Cantact tie

Figure 2.3: Domain Protection Page where you can choose ad ons

Your Cart
researchtest.net
Order Summary
$37.98 2
. items

it

ch 202! 92/mo ($45.98 total) juf
¢ Subtotal wsp) $57.96
4 interest-free payments of $14.49. Kiama. Learn More

$19.98

for $0.83/mo ($19.98 total W

£ Email Essentials
$2.99/mo $5:99 I'm Ready to Pay
+ 10GB emal storage
« Emai,calendar & contacts i sync scross lldevices @ Nice! You saved $8.00 on your order

Protect your business from copycats. Register all of your matching researchtest domain names

co $37:99 $899 W .org $20:99 $9.99 \  .info $3t99 $2.99 W ifyou 24/7/365, and we'l

Figure 2.4: Checkout page for godaddy.com

option being a blue button with white text with the denial option being blue text with no
button that says "I don’t want smarter email”. This is an example of Confirmshaming which
is when a service tries to guilt a user into picking a specific option and agreeing to something

by making the denial option seem like a bad thing and shame them.

Both of these examples are from popular websites with GoDaddy having 20.9 million cus-
tomers in 2022 [sec.gov site] and Gmail having around 1.8 billion active users globally in

2023 [16]. While both of these examples are not life-altering if fallen for, they still are there



Switch to the latest version of Gmail on your iPhone

The official Gmail app brings smarter, faster and safer email
to your iPhone.
We'll text a download link to your phone.

0
| DON'T WANT SMARTER EMAIL YES, | WANT IT

Figure 2.5: Popup on an iPhone browser [3]

to trick the user into benefitting the company. What we want to do is find ways to help

prevent users from being tricked and to be more informed on dark patterns and be able to

detect and avoid them.



Chapter 3

Review of Literature

In our literature review section, we looked at different studies and resources on dark patterns
and how they are defined, detecting dark patterns, and studies surveying users involving dark

patterns.

For looking deeper into dark patterns, we started with Harry Brignull’s et al. site "decep-
tive.design”. Brignull et al. created a collection of the different types of dark patterns and
examples of each kind in the real world [3]. They defined dark patterns as "tricks used in
websites and apps that make you do things you did not mean to such as buying or signing up
for something” and had a list of 16 different types of dark patterns such as the ones mentioned
prior [3]. We were able to go through this website to get a better understanding of what
dark patterns are and how they are displayed around the internet. Additionally, they have
also keep a list of different laws and judicial cases from around the world that are relevant to
dark patterns and deceptive designs [3]. Another study that references Brignull’s work was
by Mathur et al. that discusses what makes a dark pattern "dark” [13]. In this study, they
created a list of literature that references and defines dark patterns and found that while
there was variance in how everyone defined them [13]. For example, while Brignull said the
required characteristic of dark patterns in User Interface was "Trickery”, Conti & Sobiesk

said they had to be "Malicious” and Bosch et al. described it as misleading [2, 3, 6, 13].
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Studies also described them as "steering”, "seductive”, and "coercive” and multiple studies
including Brignull and Bosch et al. say that dark patterns effect is to ”"subvert user intent”
2, 3, 13]. Another study done by Cara et al. created another list of dark patterns and
what they were and added a few additional types such as Infinite Scroll which is a way to
manipulate the user to stay on the service since there is seemingly endless content, Pseudo
Currency in an attempt to have the user forget that the money on their service is real money
with another name, and also contained patterns that were the same as the one’s on Brignull’s
list with a different name (Confirmshaming = Guilt Tripping) [? ]. With how many types
there are and the variations in their descriptions and names, we want to try and help give

users a better understanding of what dark patterns are and how they appear on the web.

For detecting dark patterns, we started with a series of papers that looked into cookie con-
sent decisions and detecting dark patterns in them. The first paper was ”Circumvention by
Design - dark patterns in cookie consent for online news outlets” by Soe et. al. in which
they manually went through the consent notices for cookies of 300 different news websites
[17]. They found that of the 300, 297 were said to use some form of dark pattern in trying
to obtain the user’s consent. However, when another study was done by Soe et. al as a
way to use machine learning and automatically detect dark patterns, they were unable to
successfully create a tool that was able to autonomously detect the dark patterns without
additional studies and manual help [18]. While not for as large of a data set, our goal was
to be able to detect dark patterns completely autonomously. Another study by Hausner et.
al. was completed on detecting a cookie banner and changing the Document Object Model
(DOM) and was able to surround and add borders to buttons on the banner through mostly
automatic means [11]. In our study, we are also looking at modifying the DOM as a way to

change the webpage and detect and highlight the dark patterns.



Another study that we looked at was "Smart Dark Pattern Detection: Making Aware of
Misleading Patterns Through the Intended App” by Raju et. al. In this study, the authors
created an app that could automatically detect dark patterns by putting websites into the
app and parsing through the page, and comparing it to pre-made signatures for a list of
dark patterns and created a report that explained what it found [15]. While they were
able to successfully detect dark patterns autonomously in a novel way, we tried to create
a method that would not require specific signatures that would have to be added and it
happen automatically on the page instead of through an app and a report. We also looked
at a study done by Curley et. al. that created a framework and broke down dark patterns
into a list of whether or not they could be detected automatically, manually, or at all [7].
They determined that five different types of dark patterns could not be detected at all due
to their variance and only the Roach Motel dark pattern, a pattern that describes services

that are intentionally difficult to get out of, could be detected fully automatically [7][3].

Additionally, Geronimo et. al. also surveyed 589 individuals by having them go through a
few applications and being asked to identify dark patterns in them and it was found that 55%
of the participants did not spot the dark patterns, 20% were unsure, and the remaining 25%
were able to spot at least one [8]. Similarly, the study "Dark Patterns from the End-User
Perspective” by Bongard-Blanchy et. al. surveyed 406 participants to study how people
responded to dark patterns [1]. They found that there was an inverse correlation between
dark pattern recognition and the likelihood to be influenced by a dark pattern [1]. With
these previous studies in mind, we wanted to create a way to autonomously detect dark

patterns that would help show the user what they were looking at and teach them more



about dark patterns.



Chapter 4

Dark Pattern Detector

The process for creating the Dark Pattern Detector was broken down into the original design
of the tool, or what we wanted the tool to do, and the practical implementation, or what we

were able to implement for this study.

The original plan of the Dark Pattern Detector was to create a tool that could detect a set
of dark patterns, could be distributed easily, and could inform the user more about dark
patterns both through giving access to resources and through making them more visible
(the detection). The set of dark patterns was determined by the us going through Harry
Brignull’s website, “deceptive.design” which contains a comprehensive list of Dark Pattern
types, examples of each of the types, and additional information about what dark patterns
are [3]. To choose the dark patterns, we wanted to pick types that were reasonable to
automatically detect and did not make user’s meet a requirement by having something
before the study (such as having a subscription that was difficult to unsubscribe from for
Roach Motel). The first pattern picked was Disguised Advertisements as it was a commonly
occurring pattern as almost every website has some form of advertisements (hidden or not)
and did not require the user to do anything outside of go to a website to test the extension.
The next patterns picked were Sneak into Basket and Hidden Fees which both happened near
the end of purchasing an item or service but did not require any payment from the user.
For each of these patterns, we wanted to have the users see them on real websites across the

web and have them be highlighted so that the user could easily see what was happening and

12



how the website was trying to trick or persuade them. To be able to distribute the tool, we
wanted to create a program that did not require much user interaction so that anyone could
easily access the program without having to go through an arduous, technical process to use
it. This led to the idea of using a browser extension that could be published and downloaded
by the participants of the study. To give the users information and resources about dark
patterns, we wanted to have the Dark Pattern Detector explain what was happening when
a pattern was detected and then give access to examples and links to websites that added

additional, in-depth information about the pattern.

To detect Disguised Ads, we decided that we wanted to modify the webpage through the
DOM to make the hidden advertisements more visible. To do so, we check element tags such
as “id”, “class”, and “iframe” if it was an image and search for instances of ad in any of the
tags. If found, the source of the potential advertisement was checked against the location of
the current webpage to see if they were from the same site. For example, if the user was on
YouTube, another video that coincidentally met the criteria for containing ad but were still
on YouTube would not be flagged but an ad from GoogleAdSense would be flagged. Once
flagged, the extension would then either modify the background color of the element con-
taining the ad or, if the advertisement was an image, would hide it entirely. The images were
hidden as they proved to be resistant to changing the color and other types of modification as
it would change the page behind the image and would not affect the image itself. Since some
disguised ads come in the form of a fake download button image, we still found it important
to modify them for the purpose of the extension. For the color change, we decided on using
a bright yellow for the background color with a thick black border around the edges. The
choice for yellow came from needing to find a color that black text showed up well on and
was not too light or pale that it was difficult to see. The black border was added as a way

to prevent any users that had difficulty seeing the color from missing it or for it blending in



on any websites or advertisements that used a similar background color. For the notification
system, we wanted to create a way to have the extension alert the user before they would
have to pay anything but after something had been snuck into the basket or a hidden fee
was added to their total. To do this, we used “alert” which would create a pop-up at the
top, middle of the window that we could add a custom message to. We originally wanted the
notification to appear when the price changed for Hidden Costs and when the total items
in the basket changed either by more than the user intended to add at once or if it changed
when the user had not explicitly added anything. However, due to difficulty that came with
tracking these changes, we decided to change it so that the notification would appear on
the checkout page when the price changes for both and gave a warning to the user stating
“The cost of your purchase may have gone up due to hidden fees and items being snuck into
your basket. Check out ‘deceptive.design’ to learn more about these patterns.” This alert
would appear with a singular button that says "OK” and would stay until the user inter-

acted with it. Our notification would appear once the page that was flagged finished loading.

For distributing the browser extension, we decided that we were going to publish the ex-
tension on the Chrome web store. While Google Chrome is a commonly used browser, it
did create a restriction that only people with the browser could complete the study. This
came from different browsers having different requirements and formats for publishing an
extension and we wanted to keep the extension consistent for all the participants. To publish
the web store, we had to first create and pay a $5 fee to create a developer account. This
would allow us to attempt to publish the Dark Pattern Detector. To publish an extension, it
has to be approved by the web store an issue that came with that was that if the extension
required any permission or stored user data, it would significantly increase the amount of
approval /rejection time for the extension. To deal with this we used as few permissions as

possible and only looked at data from the current tab the user was on and did not carry it



over or store it. While this led to some of the issues with the notification system, we were

able to continue using alert for our notification.



Chapter 5

Methodology

For this study, we first created a Google Chrome extension to help us detect the chosen
dark patterns. Next, we created a user survey that contained tasks for the participants to
complete to help us understand their familiarity with dark patterns, how well they can be

detected, and to collect feedback.

5.1 User Survery

The user survey was made with the research questions in mind for both the questions and
the tasks. First, demographic information was collected from the participant to be able to
confirm that each response was from a unique participant. While this data was collected,
all participants are to remain anonymous and will be referred to by the number of their
submissions, ex. "Participant 13”. After the demographic questions, the participants were
asked if they knew about dark patterns and if so, how much they were familiar with them.
This question was to help answer RQ1 by seeing how many people are aware of what dark
patterns are. Next, we gave a definition for dark patterns along with an explanation of what
the participants would be doing. In the explanation we state what types of dark patterns
we will be looking at and that they will be downloading a Chrome extension and completing
tasks. If the user was not willing or able to participate in the study after reading this, they

were able to close the study as an opt-out. We then ask the participant ask for how often

16



and how familiar they are with browser extensions. Additionally, we ask if there were any
issues installing the extension when they are prompted to. Both of these questions are for

collecting information for RQ2 on participants’ experience and understanding of extensions.

5.1.1 Pre-Tasks

Initially, the participants were asked to complete three preemptive tasks (shortened to pre-
tasks). The first two involved them looking at the websites "softpedia” and "dafont” both of
which are used in later tasks and have many advertisements on them. Softpedia is a popular
software downloading site used for Macs and Dafont is used for downloading additional fonts.
For the pre-tasks, they would go through the websites and look at how cluttered they were
before installing the extension. They were not required to find or click on anything but they
were able to explore the website if they wanted to. Once they were content and had read
through and looked at both websites, they were asked to close the tab. The final pre-task
contained a link to the extension on the Chrome web store. After they downloaded it, it was

automatically enabled and they could continue with the tasks.

5.1.2 Tasks

The first task that was created took them to Softpedia with the extension enabled. The link
that is given in the task takes them to the information and download page of the program
OnyX. With the extension installed now, the advertisements have been highlighted or re-
moved. They were asked to find the real download button for the program and were asked
if they were able to find it. They were not required to specify where it was or download
anything, just say if they found it or not. The website for this task was found from Brignull’s

list of examples and was one of the top examples for Disguised Advertisements [3]. The goal



for this task is for the user to be able to navigate a website successfully with the extension
being active and highlighting and removing the advertisements. By seeing the differences
from the pre-task, we are hoping to have them be more aware of disguised ads. To be con-
sidered a successful completion, the participant had to find the real download button and

report it.

The second task was similar to the first and had the participants go to DaFont and find
the download button for a font. Similar to the previous task, the advertisements have either
been highlighted or removed. Unlike task one, the participants were required to give a short
answer if they were able to find the button and where it was on the webpage. The website
for this task was found by the researchers when creating the tasks. It was chosen due to its
small download button that is hard to notice due to being positioned away from the main
content of the page (on the middle-upper right side) and having a non-bright color. The goal
of this task was similar to Task 1 in seeing the disguised ads but also was to show the users
the different kinds of websites that have dark patterns and how they vary in how they are
shown. Similar to task 1, a success was defined by if the participant could find the position

of the real download button.

The third task had the participants go to CNN’s business webpage. On this page, there
is a list of different articles which also contained an advertisement article [4]. The extension
would highlight the article title and the participants were asked to enter the title of the
article. Due to the website changing articles over time, the answer given was expected to
vary across participants depending on what day they completed the survey. This task came
from researchers exploring websites and looking for tasks. It was selected because it had ad-
vertisements that were made to look like an article and were added to a list on the website.

The goal of this task was to have users be able to see a different way that disguised ads and



dark patterns can be hidden and that they are used on popular websites as well. A success
for this task was defined by if the user could give the name of the correct advertisement that

was highlighted in the article list.

The fourth task was done on the website GoDaddy which is commonly used to buy do-
main names. The participant was asked to simulate the process of buying a .net website
without buying it. They were explicitly told that they were not required to purchase any-
thing to complete the tasks and overall survey and that they just needed to continue to the
cart page. They were asked to check the price that was displayed at the beginning of the task
and to enter what the final price was as a check to make sure they went through the process
and saw the price increase. Finally, they were then asked if a notification appeared warning
them about a potential price change. The website for this task was found on Brignull’s
website as one of the examples for Sneak into Basket [3]. The goal of this task was to show
users what Sneak into Basket is and how websites use it and how the Dark Pattern Detector
alerts them at the cart. It was intended to show how easily websites are able to add things
to the basket, how many times they try, and how they try and convince and persuade the
user into thinking they are getting a good deal. This task was considered a success if the
notification popped up. Entering in the correct price was a check to see if they were properly

following instructions.

The fifth and final task was on the website ProFlowers. The participants were asked to
simulate purchasing a specific bouquet of flowers and keep track of the original price. For
delivery information, they were told to enter the address of McBryde Hall on Virginia Tech’s
campus to keep prices consistent. After completing the process and entering the delivery
information, they were asked to enter the final price of the arrangement. Participants were

told to keep the default options when completing the task for consistency between users.



This website was also found on Brignull’s website as an example for Hidden Fees [3]. The
goal of this task was to have users experience the process that websites have users go through
before adding the fees to the total and having them see the notifications from the extension.
This task shared the same success condition as task 4 of having the notification pop up and

entering the final price to make sure they went through the process properly.

5.1.3 Exit Questions

Once the tasks were completed, the participants were given instructions on how to remove
the extension. They were asked if they were able to successfully remove it and if there were
any difficulties in doing so. Then, the participants were given a series of questions about the

extension.

The first questions asked what the participants’ opinions on the extensions were overall,
what specific parts they liked or disliked, and what they would change about the extension
if anything. We wanted to get specifics on what the users thought about the extension and
what was popular and what was not. Next, we asked the participants about the visuals of
pattern detection. First, we asked if the color from the highlighting was over the top or
too much/too invasive and then asked the same thing about the notifications. Following
them, we also asked for any additional notes that they would like to add. These were to get
feedback on our design choices and see how the users responded to them. The next question
asked if there were any additional dark patterns or deceptive designs that they would like the
extension to cover to see where we could look for future works and to build on the extension.
Finally, we asked if there was anything else that they wanted to mention that happened as.
This was a way to give the participants a chance to add any comments about bugs or ask

questions that we may not have given a previous space to mention.



Chapter 6

Results

Overall, the extension was given mostly positive reviews and was found to be effective for
completing the given tasks. Out of the 40 participants, 29 gave entirely positive feedback
saying that they liked it or claimed that they thought it was good at detecting dark patterns
and for helping them learn about what they need to do or not do involving dark patterns.
In the remaining 11, six gave feedback about disliking the yellow highlighting for ads with
five of them still giving some positive feedback, two gave a mix of likes and dislikes about
the extension and gave critiques on the notifications system, and the final three gave only

complaints or had issues with the extension’s functionality.

6.1 Task Results

At the start of the survey, we asked participants about their familiarity with dark patterns
and browser extensions. Out of the 40 participants, 20 claimed that they were unaware
of what dark patterns were. Of the remaining 20 participants, six of them claimed to be
only semi-familiar with dark patterns with the remaining 16 saying that they knew what
they were. For the extensions, only nine of the participants said that they had never used

browser extensions with an additional eight claiming that they have used browser extensions
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intermittently in the past. There did not appear to be any correlation between those that

knew what dark patterns were and those that used extensions.

Each of the tasks’ results was made into a percentage showing the rate at which the tasks
were completed successfully. For the first task, 87.5% (35/40) of participants were able
to locate the download button properly with the extension enabled. The second task had
82.5% (33/40) of participants giving the correct answer and finding the download button
on DaFont. However, of the seven participants that did not give the correct answer, only
three claimed that they could not find the download button at all. The remaining four
participants either gave a vague answer saying that they found it but not specifying where
it was or simply answered with the phrase "Done”. Since they did not give a proper answer,
we counted them as incorrect which reduces the success rate by 10% (92.5% to 82.5%). For
the third task, 95% (38/40) were able to correctly identify the article in the list. The two

incorrect responses for this task were also the phrase "Done” from the same two participants.

The fourth task contained the lowest success rate with a 72.5% (29/40) that had the no-
tification appeared for them on the checkout page of GoDaddy. This varied from the fifth
task which had an 82.5% (33/40) success rate for the notification appearing for ProFlowers.
Of the participants the notification did not appear for, only one individual did not have the

notification appear for the fifth task but did have it appear for the fourth.

Task # | Success Rate
1 87.5%
2 82.5%
3 95%
4 72.5%
5 82.5%

Table 6.1: The success rate of each individual task.



6.2 Exit Survey Results

The participants’ answers from the exit survey were collected and were put through Open
Coding Process, a type of qualitative analysis. Open Coding Process is done by breaking
qualitative data into single words or short expressions that are meaningful and describing
them [9]. This is done by two different researchers separately to come up with themes and
descriptions and see if what they determine matches. The main themes that we found for

our results were broken down to whether or not they liked the extension and the reasons

behind why they did or did not.

For the first theme, it was found that 35 of the 40 participants liked the extension. Of
the remaining five, 4 disliked it with 1 participant’s answers not giving a clear enough
side and was placed in the middle. The most popular reasons for liking the extension were
“identifies dark patterns” with seven participants. The next most common was that it “raises
awareness” with five participants and “useful” with four. Other reasons for why with fewer
participants were “saves time”, “real-time detection”, “pop-up alert”, “clear display”, “works
as expected”, and “interesting”. For dislikes, each of the four participants had different
reasons. First, one claimed the “yellow was out of date” that was used for highlighting
the advertisements. The next two were “Notifications did not properly appear” and “[the
extension| Did not work well for them”. Finally, the last participant’s reason was “Did not
like the tasks” which is not specifically a dislike against extension but was still their main

reason. The remaining seven participants, including the 1 that was placed in the middle,

did not give enough details in the answer to determine a why.



Chapter 7

Discussion

In this study, we found that the majority of the users were able to successfully complete the
tasks and found the extension that we made to be useful. Some of the positive comments
were "It was a really nice idea. It will definitely save time when we are trying to find the
right download button” (Participant 8), "The extension helped highlight deceitful patterns
on a website and made my life a lot easier” (Participant 28), and "It helped in understanding
the dark patterns and helped in understanding [to] not click on links unnecessarily” (Par-
ticipant 33). However, some participants did not find it useful or had problems running it.
Participant 11 claimed that it did not help them find the download buttons in the first and
second tasks and wished that the extension was more accurate. Additionally, as mentioned
at the beginning of the results, 15 of the participants complained that they thought the
yellow was too bright or invasive. Most of the remaining 25 had either no opinion or said
that they found the yellow color to be a fitting choice. Participants 26 and 31 stated that
they thought the notifications and highlighting could have been more invasive and noticeable
in order to guarantee that the extension’s users did not accidentally miss a notification or

were unaware of what was an advertisement.
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7.1 User Feedback

The users gave a lot of feedback on what they would like to see in future versions of the
extension. When asked if there were any other dark patterns that they would like the
extension to cover, 14 participants gave responses both for new patterns and additions to
the patterns that are currently covered. The responses were split among the pattern types of
Forced Continuity which is when a user is silently charged after a free trial runs out, Roach
Motel which is when it is difficult to leave or unsubscribe from a service, and Confirmshaming
like in Figure 2.5. In addition to these patterns, they also gave suggestions on features that
either related to the current extensions or ideas that did not fall under a specific category.
Two participants suggested un-checking boxes that are automatically selected such as "Select
this box to subscribe to our newsletter” boxes or like the one that was selected by GoDaddy
seen in 2.3 and another two asked for more information about the dark patterns that the
extension detects. Other suggestions included having a message appear when a user hovered

over an ad letting them know what it was and highlighting buttons that are hard to see.

7.2 Limitations and Future Work

While creating the extension and survey and having participants complete the study, there
were limitations and issues that occurred. Initially, we spent time deciding what patterns
we wanted to detect, how we wanted to display and highlight the patterns, and how we
wanted to distribute our program. We decided on creating an extension and publishing it as
it would allow the participants to easily install and use it. However, it required us to set up
and pay a small fee to create a web developer account. In order to publish our extension, we

had to have it approved by the web store and any permissions that we used would add time



and potential issues for getting it approved. The approval process took time which made it
harder to make additional changes if any issues came up since we wanted to get the survey
out and have data collection completed in a timely manner. For the dark patterns and how
we displayed them, we were limited by the types of dark patterns we could complete a study
on. To complete the study in a timely manner, we had to limit the types of patterns and
the number of patterns that were added to the extension.

For displaying the disguised ads, we had to decide which color would work best for highlight-
ing on the web. Since many websites contain black or darker-colored text, darker colors were
not able to be used as it made the text unreadable. If we used these colors, advertisements
that are links to articles, such as the ads on CNN’s business page, the user might still be
interested in being able to see what it is and potentially click on it. Most pale or lighter
colors were also unable to be used as they were not as noticeable and could be overlooked by
the user. While the yellow we choose fell in the previously mentioned restrictions, tritanopia,
a type of yellow-blue colorblindness, causes yellows to appear as almost white which would
make it look like the background of the webpage [14] [5]. To combat this, we added a black
border around the ads to still make them visible to anyone who is affected by this. In the
future, we would like to either find a highlighting method that is not affected by any type of
colorblindness or add colorblind modes that can be toggled to change the highlighter color
based on what type of colorblindness the user has. For the notification, we were limited
by websites being inconsistent in how they represented the total price of what was being
purchased. The differences made it difficult to track the price consistently across different

websites and across different pages on the same website.

An important limitation that came from the extension was the appearance of false positives.
False positives are when items that did not necessarily fit the criteria of a dark pattern were

detected (specifically, a dark pattern that we were trying to detect). An example of this can



be seen in the image shown from Softpedia from task 1. The "ad” detected is a donation link
for the creators of the software. While this is not necessarily an advertisement, it does fall
on the fine line of still being a dark pattern, specifically donationshaming. This is similar
to confirmshaming in how it is trying to guilt the user into doing something, in this case
convincing the user to donate. While this example is a false positive because we were not
looking for confirm or donation shaming currently, it would be hard to distinguish if this is
a dark pattern or not automatically. Additionally, other dark patterns could also have false

positives and we are unable to tell how many times this occurs in our extension.

Figure 7.1: The download page on Softpedia with the extension turned on. The highlighted
area says "Donate” and links to the creators of the software.

For continuing work on the Dark Pattern Detector, we would need to reduce and eventually
remove all instances of false positives. The main method for this would be to go through and
find different instances of false positives and look for the causes in the extension’s logic. This
would allow us to see if there needs to be small fixes or a complete overall of the program’s
detection logic to remove the errors. For additional patterns like confirmshaming or any type
that requires an understanding of what the words mean, we would likely require a manual

choice from the developers if it should be considered a dark pattern.

Another change for future studies comes from changing the appearance of how the dark
patterns are shown to the user. For the notification system, some study participants re-

quested a larger pop-up to appear. In future studies, we would add different sized, colored,



and positioned notifications to understand what most users preferred and what was most ef-
fective in informing them. For the color of the highlighting of patterns, future work is broken
down into two different parts. First, similarly to the notifications, testing different highlight-
ing colors for user preference to see if yellow is the most preferred option or if there are other
colors that the users like. Next, we also want to add color blindness switches to make the ex-
tension more accessible. A study done with color blind participants to find which colors are

most visible for each type would be beneficial for our extension and other detection programs.

We also look to add additional dark patterns for the extension to detect. The most common
three user responses were Confirmshaming, Roach Motel, and Preselection. For preselection,
as seen in the Godaddy example in Figure 3, we want to add in a way of alerting the user
that a box has been initially selected instead of automatically selecting a no/deny option.
This would be to prevent the extension from also preselecting something for the user. The
notification could either appear where the check box that was selected is or like the notifica-
tion system used for the Sneak into Basket and Hidden Fees used by Dark Pattern Detector.
Roach Motel would be similar to Disguised Ads by highlighting where unsubscribe buttons
are or paths to which the user could leave the subscription. Finally, confirmshaming would
need something such as natural language processing to determine if the options given are
trying to guilt and convince the user to select a specific option. To do this, examples of
confirmshaming should be used in the training and then studies done across a wide range of

websites that may or may not have confirmshaming.

Alongside adding more dark patterns, Artificial Intelligence and Machine Learning need
to be looked at both in helping the extension detect dark patterns but also in how they
may lead to websites being deceptive. In a Harvard Journel of Law & Technology volume

titled "Deception by Design” by Lauren Willis, she discusses how businesses use different



tools to automatically create advertisements, processes, products, and services in a way to
optimize profits [19]. In their optimizations, they may end up unintentionally (or inten-
tionally) adding dark patterns in if they are the most effective way to generate clicks or
increase revenue [19]. With these methods, it can become difficult to determine whether a
deceptive design is intentional or not as the border between what is a dark pattern and what
isn’t is blurred and to detect them as they get hidden more effectively. A way to combat
this could be teach a program, such as an artificial intelligence, to be able to detect dark
patterns in order to keep up with changing technologies and practices in business. However,
it would encounter a similar roadblock that humans have which is determining the intent of
design. For example, for detecting confirmshaming, the artificial intelligence would have to
be able to properly determine the difference between a service that is trying to guilt the user
and a service that is being advertised to them without any malicious intent. This could lead

to false positives or missing out on some cases entirely depending on the training for the tool.

Finally, we also want to make the extension more accessible and give more information
about dark patterns. The first step is to have the extension be available on browsers out-
side of Google Chrome. The process for creating an extension for other browsers is similar
to Chrome but requires developer accounts for their store fronts and differently formatted
manifest and options files as well as approval processes. The JavaScript that is used for the
extension is compatible with most modern browsers but each one would need to be checked

individually and adjusted accordingly.

To help give the users understand dark patterns and how the extension works, we suggest

three different ideas. The first is to create an introductory tutorial for using the extension.



While the pre-tasks were useful in introducing what the websites would look like and how
they would change with the extension, they did not explain what was happening. For future
versions, we want to add examples with explanations for each type of dark pattern that is
being detected. The last two ideas are for patterns that we already detect. For disguised
ads, we look to add a message that would appear when hovering over an advertisement as
an accessibility feature and a way to give the user another warning if they might not have
noticed that it was highlighted. For the notification system, we want to add a breakdown of
what changed to the notification by saying what item was added, what fees were added to

the cost, and the difference in cost from before and after these were added to the total.

After changes have been made, additional studies should be done both for testing the ex-
tension itself and for helping teach the participants more about dark patterns. For the
extension, our study used a set of pre-selected websites that we knew had dark patterns on
them. A study that lets participants tests the extension by using it in their daily lives and
mark what patterns were detected on what sites. This would allow for the researchers to
get a better grasp of what kind of false positives can appear and how accurate the extension
is. Additionally, by using it for a long time, participants could give thorough, more detailed
feedback about the extension. This kind of study would need to be evaluated differently
than this study that used tasks and a survey as a way to understand what people thought
of the extension and if it worked for them. To evaluate the teaching aspect of the extension,
participants can be asked about dark patterns before and after using the extension to see
how well they comprehend them and the difference that the extension made. This could be
done after using the extension short-term and then asking participants after a longer period

of time to see how well it retained.



7.2.1 Study Questions

In the user study, there were a few interesting cases that we found in our data. First, for
the fourth and fifth tasks, we found that users would click on different options outside of
what was asked. For example, they would select different options causing slight fluctuations
in price. The main purpose of these tasks was to see if the extension worked and if the
notification appeared and if the changes did not prevent it from appearing. Because of these
differences, we want future studies to require a specific formatted answer and process to
prevent the additional time required to go through and make sure the changes did not cause
any issues.

There were also three separate cases of issues with some of the participants’ answers. The
first case was that two participants shared identical names. The answers that they gave were
different and their responses were submitted nine days apart so we kept both responses in the
data. For future studies, we will collect additional identifiers in order to increase confidence
that there were no duplicate submissions. The second case had two participants submit
similar answers with a small time window between their survey submissions. This case had
both participants be the users who submitted the answer "Done” to the third and fourth
tasks which gave the impression that they were completing the survey together. Since the
other answers and demographic information was different, we kept the data in order to go
collect more data on the effectiveness of the extension but did not count the "Done” answers
as correct. The last case was for Participant 23 who mentioned in his feedback that he had
the notification box appear multiple times on the ProFlowers website and that DaFont did
not contain any ads before the extension was installed. Additionally, he mentioned that
he completed the survey on Ubuntu Linux using Chromium and was the only participant
to mention either issue. We were unsure if his setup caused any of these issues and in

the future will ask for additional information about each participant’s system to see if the



different setups cause any bugs.



Chapter 8

Conclusions

For this study, we wanted to look into dark patterns on the web and how we could help
individuals avoid them and learn more about them. To do so, we investigated how familiar
people were with dark patterns, how comfortable people are with downloading and using
browser extensions, what ways can users navigate websites with dark patterns, and what
people thought of the Dark Pattern Detector. To do this, we had them use the Dark Pattern
Detector and complete a series of tasks and answer questions to see what they thought of

the extension and dark patterns.

We found that half of the 40 participants had no familiarity or prior knowledge of dark pat-
terns and an additional six were only semi-familiar with them. We also saw that 31 of the
40 participants had used browser extensions making it a potentially acceptable method for
spreading information about dark patterns. Additional studies that include other distribu-
tion methods such as an app version to compare it against are recommended. Through Open
Coding Process we found that 35 of the 40 participants were found to like the extension,
with four of the remaining five disliking it and the last participant being neutral. For the
functionality, the majority of the participants successfully completed the tasks with the suc-
cess rates being 87.5% for Task 1, 82.5% for Task 2, 95.0% for Task 3, 72.5% for Task 4, and

82.5% for Task 5. These results showed that most were able to successfully navigate through
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the websites with dark patterns. While some of the percentages may have been brought
down by potential misunderstandings from the participant or issues from their setup, that
means that for future studies, the questions can be made clearer to make sure everyone has
a fair chance to understand it and have clearer system requirements. Additionally, we also
want to make the extension work on any type of system so anyone can use it and it is not
limited to just one group. With the positive response from the participants, we hope to
expand upon this in the future by continuing the use of extensions and through creating a

baseline for furture works to add additional patterns to.
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Appendix A

First Appendix

A.1 Section one

Section 10f 4 @
Dark Patterns Survey
T
This survey will be asking the participants to download and use a browser extension while completing 2 series =
of tasks related to it. They will also have to answer questions about the extension and give any faedback they
seefit.
=
=
Name (This will not be published) & = Short answer
Answer key (0 points) 0 m@ Required

How old are you? *

18-21

Please enter today's date *

Month, day, year

Are you familiar with the phrases "dark patterns” or "deceptive designs” in relation to
programming? If so, what do you know about them? If not, type no.

Long answer text

Have you used browser extensions or plugins before and how often if you have? If not, type no.

Long answer text

Figure A.1: The first section of the survey the participants had to complete. This contained
the demographics questions and the dark pattern and extensions questions.
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Section 2 of 4

What are dark patterns and what will you be doing? v
Dark patterns are tricks that websites and apps use in order to make you do things you did not mean to or did
not want to whether it is buying something that was added to your cart or paying additional fees that were not
shown before the checkout screen.

‘mM B F®

For this study, you will be using a browser extension that is made to help the user notice these patterns on
different websites and keep them informed. In particular, we are looking at three patterns: Disguised Ads which
are ads that are made to look more like the page such as a fake download button or a sponsored story that is
hidden among other articles, Hidden Fees which are additional costs that are added to a purchase that are not
shown until you are about to checkout, and Sneak into basket where items are added to your purchase through
means such as checkboxes that were already clicked that add items or by adding a suggested item to your
cart.

During the study, you will need to download the chrome extension and then remove it after the tasks have all be
completed. Instructions on how to do both will be given in later steps.

| have read the above and understand that | will have to download and remove the extension  *

and complete a series of tasks.

I have

After section 2 Continue to next section -

Figure A.2: The second section of the survey. This contained information about what the
participant would be doing and information about dark patterns.



Pre-Task 1: Before we use the extension, we are going to look at some of these websites look like
before we try and reduce the clutter and shine light on the dark patterns. To start, go to the

website: https://mac.softpedia.com/get/System-Utilities/OnyX.shtml . This is a website a software
and tech news website that has been in use since 2001. Looking through, you may see download
buttons all around the website with the real one being hidden among them. Click on the button that
says "free download" next to review to see another ad for download buttons pop up. This website
along with many others have these sort of ads designed to trick people into downloading something
or going to the advertisers website. Close the tab that the website is in.

0 E D :

Short answer text

Pre-Task 2: A similar example of this on https://www.dafont.com/best-christmas font. Go here and
look at how there are ads for downloading random software with bright colors that may not clearly

display their name. This is to catch the attention of the user and get their clicks. Close the tab that

the website is in.

Short answer text

Pre-Task 3: Seeing this, let's download the Dark Pattern Detector from the chrome web store here:
https://chrome.google.com/webstore/detail/dark-pattern-
detector/chdapbhhogemiebdocjianiehkalhkbd . After downloading it, it will be enabled
automatically. If for any reason you encountered any difficulties, please put them below.

Long answer text

Figure A.3: The beginning of the third section of the survey which contained the pre-tasks
that the participant had to complete.



Task 1: Go back to hitps:/mac.softpedia.com/get/System-Utilities/OnyX.shiml and takea  *
look around. You will notice that many of the download buttons have been removed. The
extension has remaved the fake buttons and will highlight different, more discrete ads in

yellow. Are you able to now easily and quickly find the real download button for the software

(NOTE: You are not required to download anything and do not need to click on the button, just
finding them is enough.)

NNCEEE

Yes, | found it.

Mo, | could not find it.

Task 2: Next, go to https://www.dafont.com/best-christmas.font . With the extension active, *
find the real download button and say where it is below.

Short answer text

Task 3: Ads are not always just big blocks and download buttons and can be hiddenin lists or *
paragraphs that are made to make the user think they are part of the website. Go
to https:/fwww.cnn.com/business and find the list of article titles (you should be able to see

this once you open the page). What article is being highlighted yellow and where is it located
in the list?

Short answer text

Figure A.4: The first three tasks in the survey.



Task 4: Go to https:/www.godaddy.com/domains and look at the .net option. What is the
bolded price that is show?

Mext, click on Check Availability and type in a domain name and hit Go. The domain can be
anything valid in the box and you do net need to purchase anything. You do not have to
purchase anything to complete this survey! Continue through until you get to cart. What is
the final price now?

Short answer text

“

Did the notification appear at the top to tell you about the price change and about hidden

costs?
Yes it did.
No it did not.

*

Task 5: Go to hitps:/www.proflowers.com/ and add the zip code 24060 and the delivery date
of February 1st and select the first option. Keep the default option for the arrangement and
type what the original price is and add it to the cart. Once it is in the cart, proceed to checkout.
You will have to enter in delivery information, you can use a specific address in the zip code or
enter in this address: McBryde Hall, 225 Stanger St, Blacksburg, VA 24060 . Continue to the
next step and look at the new price. What is the final price of the arrangement?

Short answer text

*

Did the notification appear at the top to tell you about the price change and about hidden
costs?

Yes it did.

No it did not.

Figure A.5: The fourth and fifth tasks in the survey.



Section 4 of 4

Final Questions ¥ :

Make sure to remove anything that was added to your carts and close any tabs from the previous tasks. Go
to hitps://support. google.com/chrome_webstore/answer/2664769%hl=en® and follow the instructions to
remove the Dark Pattern Extension.

N F®e

Have you removed the extension successfully? *

Yeg

No

If no, what was the issue?

Short answer text

What were you opinions on the extension overall? Likes and dislikes? *

Long answer text

Figure A.6: The first half of the post-survey questions for collecting feedback.



Was the color change or the notifications too invasive/too much change or over the top? *

Short answer text

Do you have any additional notes for the notification system? *

Short answer text

Is there any other dark pattern/deceptive design or practice that you would like the extension
to cover?

Long answer text

Thank you for filling out the survey. If there is anything else that you wanted to say that happened,
please add that below.

Long answer text

Figure A.7: The second half of the post-survey questions for collecting feedback.
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