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A Risk Based Approach to Intelligent Transportation Systems Security

Kaveh Bakhsh Kelarestaghi
ABSTRACT (Academic)

Security threats to cyber-physical systems are targeting institutions and infrastructure around the
world, and the frequency and severity of attacks are on the rise. Healthcare manufacturing,
financial services, education, government, and transportation are among the industries that are the
most lucrative targets for adversaries. Hacking is not just about companies, organizations, or
banks; it also includes critical infrastructure. Wireless Sensors Networks, Vehicle-to-everything
communication (V2X), Dynamic Message Signs (DMS), and Traffic Signal Controllers are among
major Intelligent Transportation Systems (ITS) infrastructure that has already been attacked or
remain vulnerable to hacking. ITS has been deployed with a focus on increasing efficiency and
safety in the face of dramatic increases in travel demand. Although many studies have been
performed and many security primitives have been proposed, there are significant concerns about
flawless performance in a dynamic environment. A holistic security approach, in which all
infrastructure performs within the satisfactory level of security remains undiscovered. Previously,
hacking of road infrastructure was a rare event, however, in recent years, field devices such as
DMS are hacked with higher frequency. The primary reason that transportation assets are
vulnerable to cyber-attacks is due to their location. A more dramatic scenario occurs when hackers
attempt to convey tampered instructions to the public.

Analyzing traveler behavior in response to the hacked messages sign on the basis of
empirical data is a vital step toward operating a secure and reliable transportation system. There
may be room for improvement by policymakers and program managers when considering critical
infrastructure vulnerabilities. With cybersecurity issues escalating every day, road users’ safety
has been neglected. This dissertation overcomes these challenges and contributes to the nascent
but growing literature of Intelligent Transportation System (ITS) security impact-oriented risk
assessment in threefold.

e First, I employ a risk-based approach to conduct a threat assessment. This threat
assessment performs a qualitative vulnerability-oriented threat analysis. The
objective is to scrutinize safety, security, reliability, and operation issues that are
prompted by a compromised Dynamic Message Signs (DMS).

e Second, I examine the impact of drivers’ attitudes and behaviors on compliance,
route diversion behavior, and speed change behavior, under a compromised DMS.
We aim to assess the determinants that are likely to contribute to drivers’ compliance
with forged information. To this extent, this dissertation evaluates drivers’ behavior
under different unauthentic messages to assess in-depth the impact of an adversarial
attack on the transportation network.

e Third, I evaluate distracted driving under different scenarios to assess the in-depth
impact of an adversarial attack on the transportation network. To this extent, this
dissertation examines factors that are contributing to the manual, visual, and
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cognitive distractions when drivers encountering fabricated advisory information at
a compromised DMS.

The results of this dissertation support the original hypothesis and indicate that with respect

to the forged information drivers tend to (1) change their planned route, (2) become involved in
distracting activities, and (3) change their choice speed at the presence of a compromised DMS.
The main findings of this dissertation are outlined below:

1.

The DMS security vulnerabilities and predisposing conditions allow adversaries to
compromise ITS functionality. The risk-based approach of this study delivers the impact-
likelihood matrix, which maps the adverse impacts of the threat events onto a meaningful,
visual, matrix. DMS hacking adverse impacts can be categorized mainly as high-risk and
medium-risk clusters. The safety, operational (i.e., monetary losses) and behavioral
impacts are associated with a high-risk cluster. While the security, reliability, efficiency,
and operational (i.e., congestion) impacts are associated with the medium-risk cluster.

Tech friendly drivers are more likely to change their route under a compromised DMS. At
the same time, while they are acquiring new information, they need to lowering their speed
to respond to the higher information load. Under realistic-fabricated information, about
65% of the subjects would depart from their current route. The results indicate that females
and subjects with a higher driving experience are more likely to change their route. In
addition, those subjects who are more sensitive to the DMS’s traffic-related messages and
those who use DMS under congested traffic condition are more likely to divert.
Interestingly, individuals with lower education level, Asians, those who live in urban areas,
and those with trouble finding their direction in new routes are less likely to pick another
route rather the one they planned for.

Regardless of the DMS hacking scenarios, drivers would engage in at least one of the
distractive activities. Among the distractive activities, cognitive distraction has the highest
impact on the distracted driving likelihood. Meaning, there is a high chance that drivers
think of something other than driving, look at surrounding traffic and scenery, or talk to
other passengers regarding the forged information they saw on the DMS. Drivers who rely
and trust in technology, and those who check traffic condition before starting their trips
tend to become distracted. In addition, the result identified that at the presence of bogus
information, drivers tend to slow down or stop in order to react to the DMS. That is, they
would either (1) become involved in activities through the means of their phone, (2) they
would mind wander, look around, and talk to a passenger about the sign, and (3) search for
extra information by means of their vehicle’s radio or internet.

Females, black individuals, subjects with a disability, older, and those with high trust in
DMS are less likely to ignore the fabricated messages. In contrary, white, those who drive
long hours, and those who see driving as a tedious task are more likely to ignore the bogus
messages. Drivers who comply with traffic regulations and have a good driving record are
likely to slow down under the tampered messages. Furthermore, female drivers and those
who live in rural areas are more likely to slow down under fabricated advisory information.
Furthermore, this dissertation identifies that planning for alternative route and involvement
in distractive activities cause speed variation behaviors under the compromised DMS.
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This dissertation is the first to investigate the adverse impact of a compromised DMS on
the road users and operators. I attempt to address the current gap in the literature by assessing and
evaluating the impact of ITS security vulnerabilities. Broader impacts of this study include (1) to
systematically raising awareness among policy-makers and engineers, (2) motivating further
simulations and real-world experiments to investigate this matter further, (3) to systematically
assessing the adverse impact of a security breach on transportation reliability and safety, and
drivers’ behavior, and (4) providing insights for system operators and decision-makers to prioritize
the risk of a compromised DMS. Additionally, the outcome can be integrated with the nationwide
connected vehicle and V2X implementations and security design.
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ABSTRACT (General Audience)

Security threats are targeting institutions and infrastructure around the world, and the frequency
and severity of security attacks are on the rise. Healthcare manufacturing, financial services,
education, government, and transportation are among the industries that are the most lucrative
targets for adversaries. Hacking is not just about companies, organizations, or banks; it also
includes critical infrastructure. Intelligent Transportation Systems have been deployed with a focus
on increasing efficiency and safety in the face of dramatic increases in traffic volume. Although
many studies have been performed and many security primitives have been proposed, there are
significant concerns about flawless performance in a dynamic environment. A holistic security
approach, in which all infrastructure performs within the satisfactory level of security remains
undiscovered. Previously, hacking of road infrastructure was a rare event, however, in recent years,
field devices, such as dynamic message signs, are hacked with higher frequency. The primary
reason that transportation assets are vulnerable to cyber-attacks is that of their location in public.
A more dramatic scenario occurs when hackers attempt to convey tampered instructions to the
public. Analyzing traveler behavior in response to the hacked messages sign on the basis of
empirical data is a vital step toward operating a secure and reliable transportation system. This
study is the first to investigate the adversarial impact of a compromised message sign on the road
users and operators. I attempt to address the current gap in the literature by assessing and
evaluating the impact of ITS security vulnerabilities.
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Chapter 1

1 Introduction

DMS are electronic traffic signs that have been used widely across the United States to convey
traffic-related information to road users. These en-route messages might include information
related to traffic congestion, road closures, accidents, travel time, amber alerts, work zone areas,
and speed limit information. Among early deployments, DMS were employed in 1950s in New
Jersey Turnpike to warn drivers to reduce their speed [1]. In the beginning stages, DMS were static
signs included with words that would be illuminated depending on the situation. For instants, word
construction would be illuminated to inform drivers of a work zone area. Later these signs
substituted by dot-matrix displays that were capable of displaying a more verity of words. With
the progression of technology DMS now use LED displays that are capable of displaying
pictograms and colored texts. The programming of the early DMS was possible only when an
operator was present physically, while by the progression of the technology this task made possible
via wired, wireless, or cellular communication.

Current literature has extensively investigated road users’ response and behavior to traffic
information displayed by DMS. These studies mainly explored the effectiveness of DMS by
assessing four different drivers’ behavior. These behaviors include route diversion [2, 3, 4, 5],
route choice [6, 7, 8, 9], speed change [10, 11], and lane changing behavior [11]. Evidence indicate
that DMS were successful in influencing drivers’ behavior in order to increase transportation safety
and efficiency. Wang et al., [12] compared different speed control strategies in roadwork zones
and found that DMS would decrease the speed of the approaching vehicles in order to maintain
the safety of the construction team as well as road users themselves. Similar results found in Garber
and Patel [13] study where the impact of DMS was tested by displaying various safety messages.
The results of a revealed preferences study confirmed a significant speed reduction behavior for
speeding drivers [13]. DMS also were found effective in drivers route choice and route diversion
behavior. The main goal for system operators is to increase drivers’ compliance with advisory
information that are displayed on a DMS. To this extent, many researchers have attended to
investigate factors that are contributing to drivers’ higher compliance rate. These factors include
drivers’ socio-economic and attitudinal information, trip characteristics, and message content
characteristics. For instance, drivers with higher trust to the DMS, who are traveling to work, and
those who have limited driving experience are more likely to comply with advisory information
[14, 15, 16,9, 17, 18, 19, 20, 21]. That is, these drivers are more likely to divert to other routes or
to choose routes that are suggested by the DMS.

Despite numerous benefits, DMS might impose negative impacts on the transportation
network. Drivers are likely to become distracted if encountering wordy, unfamiliar, and complex
messages. These messages could cause conflicting attention demands between acquiring task and
driving task and compromise drivers’ safety [22, 23]. DMS convey advisory information to drivers
but concurrently could distract drivers from driving task. The distraction might ensue, since
advanced technology could be distracting for some drivers, or because drivers need to read,
comprehend and react based upon the message which can be a distracting process. In addition,
attention to the DMS could cause irregular speed reduction behavior that might compromise
transportation safety [22, 24]. Even more catastrophic consequences could strike if an adversary
fabricates the DMS message content. A compromised DMS not only undermines the reliability of
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the ITS system but also biases drivers’ decisions by coaxing them with forged information. A
malicious adversary could purposely shunt drivers to other routes. That is different forged message
could trigger different consequences with different impact levels.

Analyzing traveler behavior in response to the hacked messages sign is a vital step toward
operating a secure and reliable transportation system. For the purpose of the proposed study we
aim to scrutinize the impact of a compromised DMS on the transportation network. Cyber-physical
attacks on the ITS infrastructures are expected to levy risks to the transportation system [25].
Indications of the preceding remote and physical security attacks on DMS are sufficient to evince
this fact. Various threat events around the nation illustrated that forging the content of a DMS
could harmfully influence system efficient operation and drivers’ behavior [26, 27, 28, 30]. In our
previous study [25] we conducted an impact assessment by undertaking a risk-based approach to
perform a qualitative vulnerability-oriented threat analysis with aim at identifying issues that are
caused by physical or cyber-attacks that are exploiting DMS security vulnerabilities. The results
indicated that safety and behavioral adverse impacts are associated with the high-risk cluster, while
operational, security and system efficiency concerns are associated with medium-risk cluster [25].
Herein, the proposed study takes into consideration the previous results and conducts a stated
preference analysis to investigate the impacts of a compromised DMS on drivers’ compliance and
route choice behavior.

1.1 Research question

Intelligent transportation system expected to enhance transportation safety, efficiency, and to
provide solution for the adverse environmental impacts of the system, but in the presence of
security vulnerabilities the ITS’s benefits could dim. In the presence of any vulnerabilities,
adversaries might exploit DMS availability, and integrity security goals. Exploiting DMS’
vulnerabilities could harm transportation network that is many questions need to be resolved for
better security incident response management. That is, system operators and traffic engineers
better mitigate the risks of a compromised message sign. For instance:

i.  What are the consequences of cyber-physical attacks on transportation?
ii. ~ Would an adversary be able to manipulate road users’ decisions by compromising a DMS
functionality?
iii.  Would an adversary be able to cause safety hazards by compromising a DMS functionality?
iv.  What types of forged message content have the most adverse impact?
v.  Could a bogus DMS message cause driver inattention?
vi.  Could an adversary perpetrate an attack to coax driver’s decision to shunt them from certain
routes?
vii.  Could an adversary engineer traffic speed choice behavior?

Security is a fundamental prerequisite of the intelligent transportation system that if not
properly preserved, would adversely impact drivers and system operators. Lessons learned from
the current literature portray that drivers’ safety, security, and privacy would be compromised due
to ITS security vulnerabilities. Malicious adversaries not only might distract drivers but might
sway road users’ decision in order to, for instance, divert traffic.
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1.2 Research problem and general approach

This study conducts an impact-oriented assessment with aims at identifying issues that are caused
by adversaries exploiting DMS security vulnerabilities. To this extend we perform both qualitative
and quantitative impact-oriented risk assessments to (1) identify adverse impacts that are caused
by a malicious adversary exploiting DMS security vulnerabilities, (2) assess drivers’ route
divergence behavior to the compromised DMS, (3) investigate distracted driving behavior that is
caused due to the fabricated messages displayed by a DMS, and (4) investigating traffic speed
variation at the presence of a fabricated information.

As far as the qualitative assessment is concerned, we employed the National Institute of
Standard and Technology (NIST) risk-based approach to carry a qualitative vulnerability-oriented
risk assessment. The qualitative risk-based approach of this dissertation intends to classify adverse
impacts that are caused by malicious adversaries exploiting DMS security vulnerabilities. This
dissertation provides a rating of the adverse impacts probability through a qualitative risk-based
approach for measuring risks and communicating the results for policy consideration. In this study,
we synthesize current literature and real-world DMS hacking incidents to determine potential
impacts of exploiting ITS security vulnerabilities. We then map safety, operation, reliability, and
security issues ensued by DMS hacking incidents into a visual, matrix for risk prioritization
purposes.

A rigorous data-driven analysis could be conducted, but this is a difficult task because to
this date statistical data (i.e., revealed or stated preference data) is mainly unknown. As DMS
security risk analysis in the field of ITS is active research with lacking data of the perpetrated
attacks, a comprehensive quantitative risk assessment methodology cannot be conducted. That is,
in this dissertation we conduct a stated preference approach to collect road users’ perception
toward a compromised DMS. In order to examine factors contributing to (1) road users compliance
behavior, and (2) distracted driving when drivers encountering fabricated information at a
compromised DMS, this study undertakes a stated preference approach. We randomly selected
about 4,700 participants from States that experienced the DMS hacking incidents. According to
the surveyed threat events occurred around the nation [25].

1.3 Major research theories

The main motivation behind this research is that driver behavior changes as an adversary
compromises the functionality of a DMS. We argue that a fabricated message displayed on a
hacked DMS could directly/indirectly influence drivers’ behavior and causes conflicting attention
demands between the acquiring task and driving task. By exploiting DMS security vulnerabilities
an adversary could coax drivers to change their route or destination in order to gain benefit from
that behavioral change. In addition, an adversary could lure drivers to pay attention to tasks other
than driving. These tasks might include using cellphone to call someone, adjusting radio, and
talking to a passenger. The current literature have not yet focused on the issues that are likely to
ensue due to security vulnerabilities of the message sings. The goal of this Dissertation is to test
the following hypotheses:

1. A compromised DMS would adversely impact drivers’ behavior.
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2. Driving at the presence of a compromised DMS would cause speed variation,
unplanned route divergence behavior, and distracted driving.

3. Under various scenarios, speed variation, route divergence, and distracted driving
behaviors would be different.

4. The speed variation, route divergence, and distracted driving behaviors would be
different across the subjects.

5. Drivers’ attitude toward compromised DMS would differ across various bogus content.

There is a gap in the current literature to appraise the consequences of cyber-physical
attacks on the transportation system. This dissertation attempts to scrutinize the impacts of DMS
security vulnerabilities and adds to the literature of ITS security, by examining conceivable
consequences of an adversary compromising a message sign. To this extent, we aim to contribute
to the nascent but growing literature of ITS security impact-oriented risk assessment. This
dissertation is devoted to identifying security attacks against DMS, to propose defense and
protection security mechanisms, identify the impacts of a DMS hacking event from both
quantitative and qualitative points of view. The understanding of possible security attacks and the
performance of the security mechanisms is still rudimentary. This deficit urges the need for a data
driven impact-oriented assessment to detect system-level threats. The research in this dissertation
is a continuation of Kelarestaghi et al., [25] study (Chapter 2) which employed the NIST risk model
to perform impact-oriented risk assessment for the case of a compromised message sign. The
Chapter 3, 4, and 5 of this dissertation take into account the results of the Kelarestaghi et al., [25]
study (Chapter 2) and conduct a quantitative impact assessment to uncover issues concerning
drivers’ behavior encountering a fabricated information displayed by a hacked messages sign.

1.4 Research contributions

This dissertation is the first attempt to systematically evaluate the risks of a compromised DMS in
the field of transportation. We challenge this problem and contribute to the current literature of
ITS security and resiliency in four papers. In which the first paper has been published and the other
three will be submitted to the top-tier journals. In this section, a summary of all papers is provided.
The remaining chapters discuss the contribution and outcome of each paper in more details.

1.4.1 Intelligent transportation system security: hacked message signs

“It cannot happen to us” is one of many common myths regarding cybersecurity in the
transportation industry. The traditional view that the threats to transportation are low probability
and low impact keep agencies from mitigating security threats to transportation critical
infrastructure. Current transportation systems depend on closed proprietary systems, which are
enhanced by connected cyber-physical systems. A DMS deliver advisory information to road users
to ensure safe and efficient trips. Since the first DMS physical hacking more than a decade ago,
the importance of DMS security has been a pressing one. DMS hacks can include physical and
remote breaches due to the weak protection of the signs and cyber-physical systems. In 2014,
multiple cyber-attacks on signs by “Sun Hacker” pushed the Department of Homeland Security
(DHS), which includes the Industrial Control Systems Cyber Emergency Response Team (ICS-
CERT), and the Federal Highway Administration (FHWA) to investigate breaches more seriously.
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It is known that hackers breach cyber systems daily, but white hat hackers have given
transportation officials information to help them rethink ITS infrastructure security gaps to prevent
harm to road users and financial losses. This study employs a risk-based approach to conducting a
threat assessment. This threat assessment performs a qualitative vulnerability-oriented threat
analysis. The objective is to investigate safety, security, reliability, and operation issues that are
triggered by compromised DMS. Additionally, countermeasures are proposed to prevent the
failure of critical infrastructure. The outcome is anticipated to be of special interest and usefulness
to policymakers and engineers concerned with the potential vulnerabilities of the ITS’s
infrastructure.

1.4.2 Cyber-physical attack on DMS and its impact on drivers’ route divergence
behavior

In this chapter, we explore drivers attitudes toward a compromised DMS in order to understand
their route departure behavior. Recently DMS have been hacked with higher occurrence in the US
with uncommon en-route information to convey amusing, funny, and offensive message. In this
study, we argue that an adversary is able to display fabricated-realistic traffic related information
on DMS to coax drivers’ decisions. We conducted stated preference research to assess about 4,700
subject’s behavior under such forged information. To this extent, we developed latent based
ordered probit regression models to scrutinize driver’s behavior as far as the route divergence
behaviors are concerned. The results of this study support the original hypothesis and indicate that
in compliance with the fabricated-realistic message drivers will change their planned route in
response to the compromised DMS. The findings pinpoint that female, experienced drivers,
subjects familiar with the DMS, and tech-friendly drivers are more likely to comply with the forged
information. While white, subjects in rural areas and those who have prior knowledge of DMS
hacking phenomena are more likely to ignore the advisory information. The outcome of this study
can be a guide to policymakers concerned with developing incident response plans and
preparedness plan to mitigate risks that are associated with the security vulnerabilities of intelligent
transportation systems infrastructure.

1.4.3 Does DMS bogus content cause distracted driving?

In the real-world DMS hacking events, the fabricated messages rendered funny, offensive, and
political information. In this study, we focus on scenarios in reference to the previous threat events
to form a set of creative forged messages to assess drivers’ decision. In addition, we take a step
forward and examine drivers’ distraction behavior under a fabricated realistic message as well.
This approach helps us to not only compare different messages impact on subjects’ behavior but
to understand what will happen if an adversary displays bogus realistic messages rather common
funny/offensive context. This dissertation is the first study to assess the impact of a compromised
DMS with realistic and fictitious related content on travelers’ distraction behavior. The main
objective of this study is to understand to what extent the drivers are receptive to the fabricated
DMS content, and how the fabricated messages adversely impact the drivers’ behavior. To test if
a cyber-physical attack on DMS would cause drivers’ distraction we developed Structural
Equation Modeling (SEM) to examine the association between distraction and drivers’ objective
and subjective attributes. The outcome of this research would be of special help to policymakers,
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emergency responders, and engineers who are concerned with developing incident response plans
and the safety, security, and resiliency of the ITS network.

1.4.4 Choice of speed under A compromised dynamic messages sign

En-route advisory information supposed to facilitate road users with safe and efficient travel. In
this study, for the first time, we argue that not only DMS would not be lucrative to road users but
would detriment the safety and operation of the transportation system. An adversary could
compromise the security vulnerabilities of a DMS and display his/her desirable message to the
drivers. Depends on the message the behavior of the road users could differ. This study investigates
travelers’ speed choice behavior under realistic and fictitious fabricated DMS content. The
statistical models consider about 4,700 subjects’ characteristics information and stated speed
choice behavior. The results affirm traffic speed variation behavior at the presence of a
compromised DMS. We further identify route change behavior and involvement in distraction
activities as significant factors to contribute to the subjects’ choice of speed. Also, we identify
females, reckless and anxious drivers, highly educated subjects and tech-friendly drivers among
the individuals that comply with false information.

The remainder of this dissertation is structured as follows. In the second chapter we explore
the adverse impacts of a compromised DMS by conducting a qualitative risk-based approach. In
the third chapter we investigate whether an adversary could shunt divers from their planned route.
We study route divergence behavior of the drivers under four different scenarios. In the fourth
chapter, we discuss distracted driving, and determinants of distractive activities while road users
encountering an advisory information displayed on a DMS. In the fifth chapter of this dissertation,
we explore drivers’ speed choice behavior under a compromised DMS. We conclude the
dissertation in the Chapter 6.
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Chapter 2

2 Intelligent Transportation System Security: Hacked Message
Signs

Abstract

“It cannot happen to us” is one of many common myths regarding cybersecurity in the
transportation industry. The traditional view that the threats to transportation are low probability
and low impact keep agencies from mitigating security threats to transportation critical
infrastructure. Current transportation systems depend on closed proprietary systems, which are
enhanced by connected cyber-physical systems. A DMS deliver advisory information to road users
to ensure safe and efficient trips. Since the first DMS physical hacking more than a decade ago,
the importance of DMS security has been a pressing one. DMS hacks can include physical and
remote breaches due to the weak protection of the signs and cyber-physical systems. In 2014,
multiple cyber-attacks on signs by “Sun Hacker” pushed the Department of Homeland Security
(DHS), which includes the Industrial Control Systems Cyber Emergency Response Team (ICS-
CERT), and the Federal Highway Administration (FHWA) to investigate breaches more seriously.
It is known that hackers breach cyber systems daily, but white hat hackers have given
transportation officials information to help them rethink ITS infrastructure security gaps to prevent
harm to road users and financial losses. This chapter employs a risk-based approach to conducting
a threat assessment. This threat assessment performs a qualitative vulnerability-oriented threat
analysis. The objective is to investigate safety, security, reliability, and operation issues that are
triggered by compromised DMS. Additionally, countermeasures are proposed to prevent the
failure of critical infrastructure. The outcome is anticipated to be of special interest and usefulness
to policymakers and engineers concerned with the potential vulnerabilities of the ITS’s
infrastructure.

2.1 Introduction

Attacks to cyber-physical systems have targeted institutions and infrastructure around the world,
and the frequency and severity of attacks are on the rise [31, 32, 33, 34]. Healthcare manufacturing,
financial services, education, government, and transportation are among the industries that are the
most lucrative targets for adversaries [35, 36, 37]. Hacking is not just about companies,
organizations, or banks; it also includes transportation critical infrastructure. Wireless Sensor
Networks (WSN), V2X, DMS and Traffic Signal Controllers (TSC) are among major ITS
infrastructure that has already been attacked or remain vulnerable to hacking.

ITS has been deployed with a focus on increasing efficiency and safety in the face of dramatic
increases in travel demand [38]. Any threat to ITS functionality compromises the system at many
levels, including regionally, nationally, and internationally [39]. Although many studies have been
performed and many security primitives have been proposed, there are significant concerns about
maintaining a flawless performance in a dynamic environment. A holistic security approach [39],
in which all infrastructure performs within a satisfactory level of security, remains undiscovered.

Previously, hacking of road infrastructure was a rare event; however, in recent years, field
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devices, such as DMS, are hacked with higher frequency [40]. The primary reason that
transportation assets are vulnerable to cyber-attacks is their location in the transportation network.
Dramatic scenarios occur when hackers attempt to convey tampered messages to the road users
[40]. Conceivable future attacks using wireless communication could lead to more sophisticated
cyber-attacks, similar to the case of WSN, in which the hacker exemplified a passive attack to
compromise a traffic signal by accessing a WSN [41]. There is room for improvement by
policymakers and roadway operators when considering critical infrastructure vulnerabilities. With
cybersecurity issues escalating every day, road users’ safety has been neglected [42]. Although
manufacturers have attempted minimal protection (i.e., isolation, hard-coded password),
pranksters have been able to successfully manipulate critical infrastructure (e.g., DMS, TSC,
Vehicles, WSN).

This chapter attempts to examine the impacts of DMS security vulnerabilities, and contributes
to the literature of ITS security and resiliency, by exploring possible consequences of an adversary
hacking a DMS. To this aim, we synthesize the current literature and real-world DMS hacking
events’ evidence that has been described in the current literature and news reports, to pinpoint
possible impacts that those attacks can impose on the transportation network.

Additionally, this study undertakes a risk-based approach to perform a qualitative
vulnerability-oriented threat analysis with aims at identifying issues that are caused by adversaries
exploiting ITS security vulnerabilities. We will present a literature review of the importance and
effectiveness of DMS in the ITS network, followed by identifying threat sources and surveying
threat events which have occurred around the nation; we then explore safety, operation and security
issues ensued by DMS hacking incidents; finally, we suggest countermeasures to prevent the
failure of ITS critical infrastructure.

2.2 DMS importance in ITS network

DMS or Changeable Message Signs (CMS), also known as Dynamic Message Signs (DMS), have
been used for more than 50 years in the United States [43]. Advanced Traveler Information
Systems (ATIS), such as DMS, offer real time information to enhance drivers’ route choice by
giving information on road traffic conditions, avoiding congestion, selecting better departure
times, and increasing network performance by prescribing diversion decisions to motorists [2].

In contrast to traditional speed regulatory signs that have minimal influence on drivers’ speed
in work zone areas, implementation of DMS caused significant reduction in vehicle speed [13].
Further analysis revealed changes in DMS’s efficiency corresponding to message content [13].
Another study [12] comparing different speed control strategies in work zone areas indicated that
DMS could significantly reduce the speed of an oncoming vehicle and increase safety for
construction crews as well as drivers themselves, thus maximum efficiency is achieved by locating
DMS in highly visible areas [44].

Route choice, speed changes, and braking behavior have been investigated for drivers in
which road closure information has been provided through DMS. The analysis indicated a dramatic
reduction in speed, and almost all drivers avoided the closed road section [10]. Likewise, the
investigation specified that message content and location of the accidents displayed on the DMS
are important factors about drivers’ diversion behaviors [45]. Peeta et al. investigated the relation



Bakhsh Kelarestaghi

of DMS message type and drivers’ behavior. The results showed that the influence of the message
content has a strong correlation with system performance [2].

Conventionally, real-time communication between DMS and Traffic Management Centers
(TMC) is conducted by voice-grade telephone lines, either wire-based or cellular, including fiber
optic cable and copper twisted pair cable [46]. The recent emergence of technology sought traffic
engineers to deploy advanced communication equipment. Kosch et al. proposed DMS as part of
Roadside Equipment (RSE) and should be equipped with communication hardware [47]. The DMS
using the connection to the ITS integrated network and the Internet, offers to relay information to
passing vehicles.

The credibility of DMS is extremely important to achieving efficient operations. Drivers
eventually will not pay attention to messages they distrust [43]. DMS that have been tampered
with provide unsanctioned information, which distracts motorists and affects the credibility of the
system. Recent DMS targeted by hackers were mainly carried out by physical attacks and were
perpetrated for the attackers’ amusement.

2.3 Methodology of risk assessment

The risk assessment approach comprises basic steps common to National Institute of Standard and
Technology (NIST) Special Publication 800-30 publication [48]. Implementing NIST SP 800-30
provides a guide for conducting an organizational risk assessment. The risk assessment process
take-a-ways will be a key constituent of a risk management process [49]. The risk-based approach
employs NIST SP 800-30 risk model to conduct a risk assessment to perform qualitative
vulnerability-oriented threat analysis. To conduct the vulnerability-oriented risk assessment, this
study (1) identifies exploitable security gaps of the system, (2) identifies threat events that could
exercise those security gaps, and (3) seeks impacts or consequences of a DMS hacking incident.

The methodology of risk assessment (Figure 1) comprises of (1) identification of threat
sources and event, (2) identification of the system vulnerabilities and predisposing conditions, and
(3) determination of the adverse impacts and magnitude of impact. To this aim, physical and cyber-
attacks will be represented in a tree structure [50] (i.e., attack tree), with the goal of tampering
DMS content and different ways of achieving that goal. The attack tree, proposed by Schneier
[50], specifies a range of actions that an adversary undertakes to exploit the vulnerabilities of the
DMS. Representing the attack in a tree structure provides a better understanding of all different
ways that an adversary can compromise the system.

T
and Threat Events
Attack Tree Vilnerabilty

SEQUENCE OF
PHYSICAL/CYBER VMS
HACKING INCIDENTS

Impact-Likelihood
Matrix

Figure 1 Methodology of risk assessment (adapted from NIST SP 800-30 [20])
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Following the threat source and attack tree, threat events will be identified through a
comprehensive survey of the DMS hacking incidents occurred throughout the United States.
Threat events then will be accompanied by the identification of system vulnerabilities and
predisposing conditions, and determination of impacts of those vulnerabilities being exploited.

2.4 Threat source and attack tree

An outsider adversary can compromise DMS functionality through physical and cyber-attacks. In
a physical attack, an adversary with limited resources and expertise gains physical access to the
portable DMS cabinet by either breaking the lock or using a key, which the attacker may purchase
online. Subsequently, by entering the default usernames and passwords, the attacker can override
a DMS message [51, 52, 53]. In the case of cyber-attack, an outsider adversary with moderate
resources and expertise alters DMS’ content with no need for physical access. This attack can be
initiated by gaining remote access through the Telnet port 23 or the Simple Network Management
Protocol (SNMP) [26, 27]. Then the attacker needs to brute force the password (e.g., guessing a
default password or using a password breaker tool) and alter the DMS message. To alter the DMS
content remotely, the adversary can employ LCD simulator software. A high-level graphical
representation (i.e., attack tree) and term-based syntax for both the physical (Figure 2.A) and
cyber-attacks (Figure 2.B) are presented to understand the risk potential systematically. The
following section surveys DMS hacking events.

A) Physical Attack
Goal Goal: Tampering VMS Content (AND)
1. Open Controller Back Door (OR)
/j}\ 1.1. Pick the lock (OR)
1.1.1. Purchase the key online
1. 2. 3. 1.1.2. Steal the key
1.2. Breaking the lock
/\ /l\ /0\ 2. Learn Password (OR)
2.1. Brute force the Password (password breaker)
1.1. 1.2. 2.1. 2.2. 2.3. 3.1. 3.2. 2.2. Guessing a hardcoded/default password
2.3. Eavesdropping the password
/\ 3. Inserting Text (AND)

3.1. Select text option from the panel selection menu
1.1.1. 1.1.2.
3.2. Access to panel keyboard

B) Cyber Attack Goal
oa Goal: Tampering VMS Content (AND)

1. Gain access to the network (AND)
1.1. Telnet port 23
1.2. Simple Network Management Protocol

3. 2. Learn Password (OR)

1. 2.
2.1. Brute force the Password (password breaker)
/0\ /’\ 2.2. Guessing a hardcoded/default password
2.3. Eavesdropping the password
1.1. 1.2. 2.1. 2.2. 2.3.

3. Employ LCD simulator software

Figure 2 Physical (A) and cyber attack trees
2.5 Threat events and system vulnerabilities

2.5.1 Physical-attacks

One of the early incidents of DMS hacking took place in Boston, Massachusetts in April 2007.
MIT students tampered the message to read, “This sign has been hack[e]d” (Figure 3) [54].
Although the intention was not malicious, and no one was hurt, authorities considered it as a future
potential threat [55].

10
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In February 2009, hackers tampered with the messages on two portable DMS [55]. It was
more about entertainment than the actual message. It was not difficult to gain access to a portable
DMS. The control unit uses a simple password and user interface protection, making it easy to
hack. A hacker could easily gain the knowledge to gain access from the internet [51, 52, 53]
Also, the portable DMS cabinet can be unlocked effortlessly [55] because the keys are available
for purchase. A similar event happened in January 2009, when another DMS was broken into and
manipulated to display the message “Zombies Ahead.” Officials declared that it was the first time
that one of these signs was hacked [56, 57].

In January 2009, hackers were able to tamper with the DMS in Collinsville, Illinois during the
morning peak period [58, 59]. A legitimate warning message was altered to read, “Daily Lane
Closures Due to Zombies.” Such behavior alerted authorities to the drawbacks of ITS’s
infrastructure security. This deficit in security should be noted and worked on by traffic safety
engineers and transportation officials [58]. In February 2009, drivers in Indianapolis, Indiana dealt
with a hacked road sign displaying similar language. The sign stated, “Raptors Ahead Caution.”
Although one of the drivers claimed that he did not pay attention to the sign, another was excited
about the content but was skeptical regarding the truth of the message [60].

In 2009, several hacks happened in New York, where three DMS were hacked in one day
[61]. The signs should have warned drivers to decrease their speed due to construction activities
ahead of them. However, because of their messages (e.g. “PARTY AT JULIE’S”), drivers did not
pay attention to the signs, which could have resulted in hazardous consequences for drivers and
pedestrians [61]. It is worth noting if the attacks were performed on a weekday instead of the
weekend the results might have been different.

Figure 3 Hacked road sign in Boston, MA (courtesy of C. Pentacoff) [54]

In December 2009, during the morning rush hour in Gainesville, Florida, two signs were
hacked using a similar message. Before this occurrence, the University of Florida website
displayed information regarding a Zombie awareness plan as a joke [62]. The sign was tampered

11
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with to read “Zombie Attack! Evacuate”. Some drivers presumed the sign might be authentic [63].
The Florida Department of Transportation (FDOT) believed that the hack could have been
perpetrated using a telephone or by actual physical involvement. The following year, Miami-Dade
County in the Florida suffered a hacking incident, where the sign message should have warned
drivers of a road closure on Northwest 25th Street [64] but instead displayed an offensive message.

In October 2012, Portland, Maine experienced a tampered message board that worried drivers
with the message “Zombies Ahead” instead of “Nightwork 8pm-6am” [65]. A similar event took
place in November 2012 in Loomis, California where a message board displayed “Caution Loose
Gorilla” [66]. In February 2014, a message board in a work zone area was hacked in California.
The construction company was forced to shut down the sign until they could reprogram it. Such
behavior is not just offensive; it can put construction crews’ and drivers’ lives in danger [67].

In September 2015, another occurrence happened in Mililani, Hawaii where a DMS was
hacked with an offensive message that created confusion for drivers. An investigation revealed
that hacking such infrastructure is not complicated since security countermeasures are not
sophisticated enough to prevent such malicious behaviors [68]. In October 2015, a DMS in
Sacramento, California was hacked by a physical-attack that involved breaking into the DMS
cabinet and tampering with the computer [30].

Principally, hacking DMS generates two main problems. First, drivers can get distracted
which can lead to a crash. Second, drivers do not see the message that they are supposed to read.
Missing traffic information may cause severe consequences not just to drivers but also to
construction crews at work. Table 1 provides a survey of hacking cases (sorted by date) across the
US. Beyond the cases provided in Table 1, additional DMS hacking events can be found in [69].

Although many people consider hacking message boards a rare occurrence, the difficulties
and issues are serious, and the hacking itself is not particularly complicated. Instructions are
accessible to anyone who wants to behave maliciously [51, 52, 53] . Watch Dogs (released on May
2014), a home console video game, also teaches gamers how to hack critical infrastructure [26].
Watch Dogs pinpoints security vulnerabilities and allow a player (hacker) to outwit smart cities’
operating systems (e.g., security cameras, power grids and traffic lights) for the hacker’s gain [28].
All the scenarios above are conducted by “Threat Agents: Group One”’; individuals that breached
the signs aim for “fun or notoriety” [70]. These individuals use their technical knowledge to
manipulate and breach systems such as DMS [71].

2.5.2 Cyber-attack: “Sun Hacker”

Vulnerabilities of cyber systems need to be identified, reduced, mitigated, and eliminated
throughout the entire supply chain, to ensure the physical security of assets [42]. Protection must
be addressed throughout entire system lifespan. Most of the cases reported in Table 1 were physical
hacks. However, in Asheville, NC, someone using the pseudonym “Sun Hacker” claimed
responsibility for the tampering (Figure 4). Five overhead DMS were hacked in North Carolina in
the Ashville, Winston-Salem, and Mount Airy areas on Friday, May 30, 2014 [26, 27, 28]. During
the same period, from May 27 to June 2, DMS in three other states (New Jersey, lowa, and
Wyoming) were also hacked by the same entity [26]. The hacked DMS were operated using a web-
based interface, which allowed the hacker was able to access them remotely. The hacker stated in
his twitter account that he used Telnet Port 23 and a password breaker to breach the signs —there
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is evidence suggesting video game “Watch Dogs” was a direct inspiration for “Sun Hacker” [26,
72].

The hacker [73] claimed that the tampering was accomplished by accessing the Virtual Private
Network (VPN) of the DMS [74]. The Department of Homeland Security (DHS), based on
communication with DMS manufacturer, stated that the password was not hard-coded [27, 75].
Subsequently, the Federal Highway Administration (FHWA) provided guidelines to prevent such
an incident. Several recommendations concerned with weak device’s password, the accessibility
of the IP addresses, and privacy of the network and web pages [76].

Although some states used precautions such as Friend List (New Hampshire), VPN Tunnel
(New Hampshire, Nevada), Firewalls (Nevada), Message Validation and Authentication
(Maryland), the consistencies of these strategies should be tested and validated to ensure that they
are robust enough to secure the network from cyber-attacks.

Interestingly, similar tampering could have more benefits than drawbacks. Instead of
hardening systems against attacks by hackers with mischievous intention — so-called black hats —,
authorities could encourage white hat hackers — people with non-destructive motives — to try to
break into these systems. Hackers breach cyber systems daily, but concurrently they could bounce
hints to authorities to rethink ITS’s infrastructure security gaps to prevent any harm to road users
and financial losses. Subsequently exercising white hat hackers’ knowledge to identify network
vulnerabilities would be essential.

Figure 4 DMS hacked by “Sun Hacker” in Ashville, NC (courtesy of WNCN) [26]

2.6 Discussion

Although most of the reported hacking events range from amusing to mildly offensive, these are
cases that compromise road safety. DMS provide necessary information to drivers regarding traffic
conditions and the road ahead of them. Such information might be related to road conditions and
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closures, construction zones, accidents, and detours, among other things. Losing or neglecting such
information could lead to a disaster. The hacking which happened in Austin (February 2009) [55],
was close to a high-density trafficked boulevard. Although no incidents were reported for that
particular message, potential impacts that DMS hacking might impose on driver’s behavior need
to be investigated. It is noteworthy that many studies presented results demonstrating the
significant correlation between the content of the DMS message and driver behavior [2, 10, 12,
13, 45, 77].

Hacked DMS were investigated with regards to the impact on vehicles’ location in a roadway
and the function of their travels. Olofsson [78] defined DMS hacking as “a means of combating
the disciplinary regimes of roadways” that can destabilize the correlation between vehicles’
location in the roadway, possible events ahead of their trip, their destination, and ultimately
jeopardize the institutionalized function of the travel. Such an example can be seen in the Austin
case (June 2010), when drivers looked twice when confronting the sign reading, “NAZI ZOMBIES
AHEAD!” on a DMS. Some slowed down, and some even took pictures [79]. This reaction is
concerning because driver distraction can cause an increase in the risk of a crash, carbon emissions,
energy consumption. Security threats on DMS are inevitable, yet we cannot say for sure what
consequences such an attack can impose. Although researchers have attended to the security aspect
of the ITS, unfortunately very little attention has been dedicated to assessing the impact of security
breaches on the transportation network, more specifically on the system’s operators and users.

The threat events listed in Table 1 indicate that most of the DMS were seeking to promote
awareness regarding an upcoming construction zone. DMS not only provide information regarding
slower speed in work zones, but they are also able to enhance safety, especially related to rear-end
accidents, by displaying real-time information of a queue-end location to alert drivers of upcoming
slow-moving or stopped traffic [80]. Information provided by DMS in work zones should warn
drivers to take necessary precautionary actions. Such situations can be even more complicated
when dealing with different types of vehicles and emphasize the importance of functioning DMS
[81].

Queue propagation speed, geometric conditions, and the familiarity of drivers are important
factors correlated with an accident’s intensity. Lack of real-time information makes drivers more
vulnerable to unforeseen traffic conditions [81]. One of the consequences of an information deficit
is rear-ended crashes. A naturalistic driving study comprised of 100 cars found that almost 78%
of total crashes and 65% of near-crashes were related to driver inattention [82]. Out of all rear-end
crashes, 87% involved driver distraction [83]. In 2012, more than 1.7 million rear-end crashes that
caused more than 1,700 fatalities were reported in the U.S. [84]. In addition to driver distraction,
the unpreparedness of drivers to decrease speed in work zones were identified as another cause of
rear-end crashes [84].

Implementation of Automated Work Zone Information Systems (AWIS) is reported to be a
reliable and effective way to enhance work zone safety [85, 86]. However, the comparison of
AWIS information and the field observation revealed that, in situations where information is not
accurate, drivers become confused and some behave based on their judgment and experience [87].
The discrepancy between provided information and the actual condition results in drivers
performing evasive behaviors in work zones that increase the likelihood of a crash [88].
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Table 1 Summary of known hacking events in the U.S.

Date Location Warning Message Type of Tampered Short term Reference
Message Consequence

Cyber Attack

Asheville, NC

Winston-Salem, NC

Mount Airy, NC . . Driver distracted and
May-Jun. 2014 State of New Jersey Traffic Information Amusing /Fame confused [26,27,28]

State of Iowa

State of Wyoming
Physical Attack
Oct. 2015 Sacramento, CA Work Zone Ahead Amusing/Offensive Driver distracted [30]
Sept. 2015 Mililani, HI Work Zone Ahead Offensive Driver confusion [68]
Jul. 2015 Tucson, AZ Road Closure Amusing Driver double-take  [89]
Jan. 2015 Los Angeles, CA Work Zone Ahead Amusing /Offensive Drivers distracted ([)920’9931]’
Feb. 2014 Granite Bay, CA Work Zone Ahead Offensive Driver distracted [67]
Nov. 2012 Loomis, CA Road Closure Amusing Driver distracted [66]
Oct. 2012 Portland, ME Work Zone Ahead Amusing Drlver worried and [65]

distracted
Aug. 2011 Flagstaff, AZ Tr?fﬁc Infqrmatlon ~No left turn Amusing Driver confusion [94, 95]
at intersection
May 2011 Falls Church, VA Warn}ng Message for bicyclist Amusing Driver distracted [29]
and hikers
May 2010 Miami, FL Work Zone Ahead Offensive Driver distracted [64, 96]
Dec. 2009 Gainesville, FL Work Zone Ahead Amusing Driver distracted [63]
Mar. 2009 New York, NY Work Zone Ahead Amusing Driver distracted [61]
Feb. 2009 Hamilton County, IN Work Zone Ahead Amusing Driver confusion [60]
Feb. 2009 Collinsville, IL Work Zone Ahead Amusing Driver distracted [59]
Feb. 2009 Austin, TX Work Zone Ahead Amusing ?;:rs;lablhzed traffic [55]
Jan. 2009 Austin, TX Work Zone Ahead Amusing Driver distracted and [56]
confused

Apr. 2007 Boston, MA Work Zone Ahead Amusing Driver distracted [54]

2.7 Adverse impact and countermeasures

A valid concern might not be over a single hacking scenario; rather about the penetration of an
integrated ITS network from the point that is most susceptible to a cyber-attack. As the necessity
for inclusive ITS implementation increases, the security issues regarding cyber-attacks have
gained more attention. In some cases, conventional DMS were only threatened by physical attacks,
and protection was not difficult. However, an integrated ITS network requires an advanced
communication setup [47, 97], making security far more difficult. Some challenges that security
advancements face may include driver distraction or confusion, incidents, congestion, fatalities,
financial losses, and harm to agencies and their employees. Dealing with cyber-attacks demands
enhanced coordination and management, as these are serious matters that affect people’s lives.

Once a hacker breaches the system, the DMS becomes a malicious node in the TMC network.
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From this first foothold, hackers could easily penetrate further and expand their reach into the
network. Spyware could be installed to steal usernames and passwords, and later that information
could feed Group 2 (e.g., ransomware viruses) and Group 3 (terrorists engaged in cyber warfare)
threat agents for exploitation and egress [70]. It is best to create a robust security system in
advance, rather than to consider after DMS implementation, to save time and money. Moreover,
with the rise of the connected vehicle technology, adversaries could exploit vulnerabilities in
existing, traditional ITS installations, thus being able to compromise V2X installations despite
their build in security measures. Fabricated information could mislead vehicles to cause adverse
impacts (e.g., crashes) on road users and operators [98].

This survey is of special interest and usefulness to engineers concerned with safety, operation
and security issues that have been ensured by DMS hacking incidents. Lessons learned from almost
all the cases above depict that drivers were distracted by the messages displayed on DMS; they
either stopped or reduced vehicle speed and lost concentration on the road for a short period. Driver
distraction (e.g., to outside persons and events) is one of the main causes of driving errors leading
to crashes. On the other side, tampered DMS need to be fixed by authorities (e.g., Police, TMC)
and will dictate unexpected operational costs (e.g., labor costs) to the system. Besides, delay to
adjust the issues would affect system operational success and results in road users’ distrust of a
system. Consequently, DMS’ security shall design-fitted instead of retrofitted which possibly costs
considerably higher.

A 3x3 impact-likelihood matrix represented in Figure 5, attempts to map adverse impacts of
the DMS hacking events onto a meaningful, visual, matrix for risk prioritization purposes. Three
impact and likelihood classes (Low, Medium and High) were identified to assist decision-makers
to prioritize the risks that are associated with hacked DMS. The impact-likelihood matrix maps
the adverse impacts of DMS hacking into high (colored in dark gray), medium (colored in light
gray) and low-risk zones. Risk assessment result indicates that (1) safety, operational (i.e.,
monetary loss) and behavioral impacts are associated with the high-risk cluster, and (2) security,
reliability, efficiency and operational (i.e., congestion) impacts are associated with the medium-
risk cluster. Noteworthy that the impact-likelihood matrix is concluded based on the highest-level
attacks, which represented in Figure 2.

LIKELIHOOD
Low Medium High
fgn Security Impact: DMS becomes a  |Behavioral Impact: Impulsive lse a‘l,t;t%’ogllll%i;zt:eirazl;i:w:};oseventy
= [malicious node in the TMC network |drivers' behavior . perty &
Injuries and fatalities
5 g
= Operational Impact: Traffic Operational Impact: System
< 5 Y
E § congestion, increase in travel time operators' financial losses
=]
E Efficiency Impact: Increase in Reliability Impact: Road users’
) energy consumption distrust of a system

Figure 5 The impact-likelihood matrix maps the adverse impacts of DMS hacking into high (colored in dark
gray), medium (colored in light gray) and low-risk zones (colored in white).

A few countermeasures should be considered by manufacturers and system operators, to
mitigate against threats to DMS [27]. These recommendations include:

1) to place the display on a private network or VPN,
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2) to deactivate unnecessary telnet, webpage and LCD interfaces,

3) to avoid using hard-coded/default passwords, but instead secure the access with strong and
complex password,

4) to minimize network exposure,

5) to isolate control network from business network,

6) to secure the remote access for authorize users,

7) to implement an authentication mechanism against physical attacks,
8) to upgrade SNMP to the most current version,

9) to enable remote logging and Monitor the logs, and

10) to change all SNMP community string from the default.

This study aimed to raise awareness among traffic engineers to comprehend and utilize best
practices of cyber hygiene (steps to enhance cybersecurity), access control, risk management,
information security and monitoring [42]. Network redundancy is required in advance to prevent
the failure of critical infrastructures. Intrusion detection systems (IDS) are effective in identifying
odd activities in the network. Also, encryption methods can secure the network communications
and stop hackers from easily manipulating the infrastructures. More prominently a practical
approach would be to exercise white hat hackers’ skills to constantly monitor vulnerabilities of the
ITS critical infrastructure before adversaries could breach the system.

The result of this study supports risk response decision and might affect (1) ITS security
practices, policies, and guidance, (2) selection of common ITS security controls, (3) ITS design,
implementation and operational decisions, and (4) development of risk-aware training. The main
objective of this study is not to comprehensively study such dynamic subject but is to raise
awareness among policy-makers and engineers systematically. Awareness is a fundamental step
in making transportation secure and resilient against cyber-physical attacks. Secure and resilient
transportation infrastructure enables people and goods to be transported without significant
disruption and frees resources to make transportation safer and more efficient.

2.8 Conclusion

As more and more intelligence is applied in the field of transportation, cybersecurity threats are
more serious than ever before. These shifts in intelligence include introducing connected vehicle
and automated vehicle technologies. Broad integration of such intelligent transportation systems,
can make transportation faster, safer, more reliable, and more convenient. However, unanswered
controversies remain, including security issues that demand attention before any large-scale
implementation should take place. The assumption of the trustworthiness of ITS network fails at
the presence of any vulnerability, leading to brittle protection. For a future integrated ITS network,
a hacked DMS is a malicious node where group two and three threat agents would prolong their
reach into the network. Once access to a single node in a network is gained, adversaries can launch
various attacks that eventually can fail the system dramatically. In this study, we outlined potential
consequences of the DMS security breaches due to the cyber and physical attacks. The concerns
above need to be assessed more in-depth through crowdsourcing or simulation studies. There is a
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gap in literature to assess and evaluate the impact of security vulnerabilities on the road users and
the system operators. The result of this study endorses the necessity of impact assessment on the
DMS security breach.

Risk assessment is a key component of the risk management process, and since risk
management is an ongoing process, risk assessment should be conducted throughout the system
development lifecycle. In this study, we employed the NIST SP 800-30 risk model to conduct a
risk assessment to perform qualitative vulnerability-oriented threat analysis. We summarize the
key findings as follows:

5.The risk-based approach of this study delivers the impact-likelihood matrix, which maps the
adverse impacts of the threat events onto a meaningful, visual, matrix. The result provides
insights for system operators and decision-makers to prioritize the risk of a DMS hacking
event.

6.DMS hacking adverse impacts can be categorized mainly as high-risk and medium-risk
clusters. The safety, operational (i.e., monetary losses) and behavioral impacts are associated
with a high-risk cluster. While the security, reliability, efficiency, and operational (i.e.,
congestion) impacts are associated with the medium-risk cluster.

7.The DMS security vulnerabilities and predisposing conditions allow adversaries to
compromise the ITS functionality. System operators should consider adequate physical and
cyber security measures to improve transportation critical infrastructure security and
resiliency. Moreover, at the same time, since threats on I'TS are inevitable, impact assessment
could guide decision-makers on the adverse impact of a security breach.

It needs to be understood that with the progression of technology, the operator’s
understanding must also change. With the increasing complexity and the integration of the system,
operators have to look at this situation on a system level instead of as a collection of isolated
incidents. Future ITS implementations need to be designed with adequate security in mind from
inception. At this time, it can be concluded that the physical and cyber hackings of DMS create
the slowdown of traffic, they also have the potential to threaten road users’ safety and to create
financial losses in the affected communities. Crashes, fatalities, congestion, and public chaos are
among the possible outcomes of tampering with transportation network critical infrastructures.
Sudden changes in drivers’ behavior while passing a tampered message sign could lead to
devastating incidents. Also, from an operation and security standpoint, authorities need to foresee
the situation to plan efficient countermeasures to minimize the risk of partial or complete losses of
the system. Further research is needed to assess the risk conferred by hacked DMS and the
messages they convey. Also, countermeasures proposed here (e.g., encryption and IDS) need to
be studied and prioritized as potential long-term and short-term strategies.
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Chapter 3

3 Cyber-Physical Attack On DMS And Its Impact on Drivers’
Route Divergence Behavior

Abstract

This study is the first to investigate drivers’ route divergence behavior under a bogus en-route
advisory information. In this study, we explore drivers attitudes toward a compromised Dynamic
Message Signs (DMS) in order to understand their route departure behavior. Recently DMS have
been hacked with higher occurrence in the US with uncommon en-route information to convey
amusing, funny, and offensive message. In this study, we argue that an adversary is able to display
fabricated-realistic traffic related information on DMS to coax drivers’ decisions. We conducted
stated preference research to assess about 4,700 subject’s behavior under such forged information.
To this extent, we developed latent based ordered probit regression models to scrutinize driver’s
behavior as far as the route divergence behaviors are concerned. The results of this study support
the original hypothesis and indicate that in compliance with the fabricated-realistic message
drivers will change their planned route in response to the compromised DMS. The findings
pinpoint that female, experienced drivers, subjects familiar with the DMS, and tech-friendly
drivers are more likely to comply with the forged information. While white, subjects in rural areas
and those who have prior knowledge of DMS hacking phenomena are more likely to ignore the
advisory information. The outcome of this study can be a guide to policymakers concerned with
developing incident response plans to mitigate risks that are associated with the security
vulnerabilities of intelligent transportation systems infrastructure.

Key words: cyber-physical attacks, dynamic message signs, travelers’ behavior, route divergence

3.1 Introduction

Advanced Traveler Information System (ATIS) has been used as a means of transferring traffic,
safety, and informative-related messages to the drivers with the objective to make transportation
safer and more efficient. The majority of current literature found drivers responsive to en-route
instructions supplied by the DMS. Compliance rate to the en-route information is dependent on
various factors. These factors include, information (i.e., message type and format) [6, 15, 99, 100,
101, 102, 103, 104], drivers (i.e., demographic and attitudinal characteristics) [2, 3, 6, 7, 11, 19,
99, 100, 105, 106, 107], and trip (i.e., travel time, trip purpose) [4, 19, 102, 107, 108]
characteristics. Several researchers have attempted to investigate the determinants that influence
drivers’ behavior under en-route real time information. But none have attempted to assess drivers’
behavioral change under a fabricated message.

In recent years, adversarial attacks to the cyber-physical systems have raised a great
concern on ITS infrastructures security. These infrastructures include, but not limited to, DMS,
traffic signal controllers, and Vehicular ad-hoc Networks (VANET) [25, 109, 110, 111]. To this
date, the main focus of the literature was to enhance the security measures of the ITS
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infrastructures while limited studies focused on the negative impacts that an adversarial attack
could impose on the transportation system. The gap in the current literature is more conspicuous
for the case of a compromised DMS. That is, to the best of this authors’ knowledge no previous
study undertakes a quantitative impact-oriented analysis to assess drivers’ behavior under a
compromised DMS. That is understanding drivers’ behavior to the DMS hacking phenomenon on
the basis of empirical data is a must that needs to be addressed.

Cyber-physical attacks on the ITS infrastructures are likely to impose risks to the
transportation system [25]. Pieces of evidence from the previous cyber and physical attacks on
DMS are enough to evince this fact. For instance in Kelarestaghi et al., study [25] safety,
behavioral, operational, security and reliability issues have been identified to occur in case of an
adversarial attack. Various threat events around the US illustrated that fabricating the content of a
DMS could detrimentally impact drivers’ behavior [26, 27, 28, 29, 89, 30]. The thought-provoking
fact about DMS compared to other ITS infrastructures (e.g., traffic signal controller), is that
through an adversarial attack a meaningful message could be conveyed en-route to the drivers.
That is, an adversary could impact drivers’ decision and behavior. A compromised DMS not only
undermines the reliability of the ITS system but also biases drivers’ decisions by coaxing them
with forged information.

There is a necessity to a data-driven approach to assess driver’s likely behavior under a
compromised DMS and to associate socio-demographic and attitudinal information to subject
probable responses. In this study, we tackle this challenge and contribute to the literature of the
ITS security and resiliency in threefold. First, we conducted a stated preference survey to capture
a fair amount of data from eleven States in which some of them have experienced many cyber and
physical attacks on DMS. Second, we developed univariate latent based ordered probit models to
understand subjects route divergence behavior under fabricate en-route advisory information.
Third, we explored the association between speed and route divergence behavior. More
specifically we aim to provide answers to the following concerns:

¢ Could an adversary perpetrate an attack to coax driver’s decision to shunt them from
certain routes?

e What are the explanatory factors that contribute to the route divergence compliance
and noncompliance behavior under a compromised DMS?

e Does DMS hacking phenomena destabilize traffic pattern?

The proposed study aims to assess the impact of a compromised DMS on the drivers’
compliance behavior with the fabricated content. For this purpose, a survey questionnaire was
designed with the aim to perceive about 4,700 drivers’ attitude toward route divergence behavior
under a cyber-physical attack on DMS. We built four latent based ordinal models using the
perception information of drivers from eleven States which was collected in November and
December of 2018. This modeling structure allows us not only to account for analyses of the
ordinal dependent variable but also to explore drivers’ characteristics that are not clearly
recognized by the subjects, which influence their behavior. Here in, we aim to augment the
literature of Intelligent transportation system security and resiliency by assessing possible
consequences of an adversary attacking the DMS security vulnerabilities. That is, in this study, we
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attempt to contribute to the embryonic but growing literature of ITS security and resiliency through
data-driven impact-oriented risk assessment. Considering the current policy interventions, the
outcome of this study could back policy development process with the aim to mitigate risks of a
cyber-physical attack on the transportation network.

The remaining part of this study is organized as follows. First, we survey current literature
on traveler’s compliance behavior with en-route advisory information displayed on a DMS.
Second, we discuss the survey structure and the data that we used in this study. Third, we
developed univariate latent based ordered probit models to assess drivers route divergence
behavior. We close the paper by summarizing significant discoveries and proposing future research
path.

3.2 Background

The current literature have well-investigated the drivers’ behavior at the presence of en-route
information. However, the literature is mainly focused on drivers’ route choice and diversion
behavior under the authentic advisory information but a fabricated information. In this section, we
aim to review the current literature considering two viewpoints: (1) determinants of drivers’
compliance with en-route information, and (2) DMS hacking phenomenon. The succeeding
subsections provide a detailed synthesis review on the aforementioned outlooks. A summary of
the previous studies is provided in Table 2 with focus on drivers’ compliance behavior including
the method of data collection, sample size, a location of the study, and the analysis approach.

3.2.1 Determinants of driver response to DMS

Analysis of the drivers’ response to the supplied information in the case of ATIS has been a focus
of many studies (Table 2). A wide range of determinants found as a contributory factor to the
drivers’ compliance and inertia with the supplied advisory information. The determinants that
impact drivers’ behavior under en-route information can be classified into four different categories.
These categories include (1) drivers’ socioeconomic characteristics, (2) drivers’ attitude and
perception, (3) trip characteristics, and (4) message content characteristics.

Drivers’ socioeconomic characteristics, attitude, and perception explore drivers’
characteristics such as age, and drivers’ mentality and attitude toward DMS and the supplied
information. Trip characteristic refers to conditions that drivers are likely to encounter during their
trip. That is, include the purpose of the trip, the time of a trip, trip flexibility, and road network
characteristics. Information characteristics include the format and wording of the DMS content.
The information might convey only travel time information (i.e., descriptive information), and/or
might suggest an alternative route for optimal route-choice decision (i.e., prescriptive information)
[112]. As far as the message format is concerned, a graphic indication can be incorporated into the
message in addition to the text, in order to improve ATIS performance [18]. The remaining of this
section surveys the determinants that are remarked in previous studies with influence on drivers’
response to the ATIS.
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Table 2 Summary of previous studies.

1 Author Year Data collection Assess.e d Sample size Location Analysis Reference
Behavior
Studies with focus on Route choice and diversion behavior
Khattak 1993 SP - Mail-back Route Diversion 700 Chicago, Illinois giﬂ;rf d probit [102]
Route Diversion, Multinomial
Khattak 1996 SP /RP - Mail- departure time 2,703 Bay area, Logit [4]
back change, modal California .
(improved)
change
SP-paper
questionnaires . Warrington, Multinomial
Wardman 1997 handed out to Route choice 289 England Logit [6]
individuals
: Borman
Peeta 2000 SP- on-site Route Diversion 248 Expressway, Binary Logit [2]
survey Indiana
SP - Mail-back Multinomial
Dia 2002 and traffic Route Diversion 167 Brisbane, Australia Logit [3]
simulation &
Chatterjee 2002 Sp/ RP - paper Route Diversion 229/203 London, England LOngtl? [99]
questionnaires regression
Peng 2004 SP- on-site Route Diversion 306 Mlllwauk‘ee, Ordinal Logistic ~ [15]
survey Wisconsin
Jou 2005 SP - interview Route choice 557 Taiwan Mult} nomial [7]
probit
Binomial
.. . . and Multinomial
Abdel-aty 2006 SF-Derlng Route dlver519n 539/218 Orlando, Florida generalized [8]
Simulator and route choice
extreme
equations
Foo 2006 RP - ﬁel(‘i Route Diversion 38,866 Toronto, Canada Des‘crllptlve [16]
observation vehicles statistics
SP- Mail-back, . . 402, 34 and Borman . .
Peeta 2006 Internet, and Route Diversion 248 Expressway, Binary Logit [100]
on-site survey Indiana
Puget Sound
Tsirimpa 2007 SP - Interview Route Diversion 234 Region, Mixed Logit [103]
Washington
. . . . Southampton, Descriptive
Richards 2007 SP- Mail-back Route Diversion 660 L [5]
England statistics
. . Structure
Choocharukul 2008 SP/RP - Mail- Route Diversion 388 Bangkok, Thailand Equation [105]
back .
Modeling
Kattan 2010 SP- on-site Route Diversion 500 Calgary, Canada Latent variable [17]
survey model
SP- computer- 49
. based survey . participants / . . .
Ben-Elia 2010 and Laboratory Rout choice 14,553 Haifa, Israel Mixed Logit [9]
experiment observations
Ordinal Logistic
SP with with
Zhong 2012 simulation Route choice 246 Beijing, China complementary [18]
scenario log-log link
function
Spyropoulou 2014 SP- on-site Route Diversion 120 Athens, Greece Random-effe‘c t [101]
survey ordered probit
.. Rout choice, ..
Yan 2014 SF-Derlng Speed control and 52 Beijing, China LOngtl? [11]
Simulator . regression
Lane changing
Bifulco 2014 SP- We.b-based Rout choice 90 Naples, Italy Non-parametric [113]
travel simulator test
Ma 2014 P -on-site Route Diversion 8,477 Beijing, China Multinomial [14]
survey logit
Basheer 2018 SP . offline and Route Diversion 402 Chennai, India LOngtl? [19]
online survey regression
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3.2.2 Driver’s characteristics

For many years, researchers have attended to identify determinants that are influencing drivers’
behavior in response to the en-route information (Table 3). The current literature implies that
socioeconomic characteristics play a significant role in drivers’ behavior at the presence of en-
route information (e.g., [2, 3, 6, 7, 11, 19, 99, 100, 105, 106, 107, 18]). However, the impacts of
socioeconomic factors on drivers’ behavior varies from one study to another. Age factor found in
many studies as an indication to justify drivers’ inertia or compliance with the supplied information
[3, 100, 114, 6, 17, 105] . Younger drivers have been categorized as drivers that are in compliance
with the given information due to their (1) limited driving experience, (2) limited knowledge of
network, and (3) the fact that younger drivers are risk-willing in order to find an efficient route (3,
100, 114]. Accordingly, limited driving experience was also found as an indication of drivers
compliance with the en-route information [9, 14, 17, 18, 19, 20, 21]. On the opposite side, several
studies found younger drivers reluctant to comply with the DMS information [6, 17, 105]. The
reason might be that younger drivers depend more on their own knowledge and experience than
supplied en-route information [ 105]. Similar contradiction also remarked in the case of an increase
in drivers’ age. Several studies found that older drivers are more likely to comply with the supplied
information [17, 18, 101, 114]. While others [7, 11, 106], observed older drivers inertia to the
supplied information, due to (1) established driving habits and preferences, and (2) risk-unwilling
attitude that inhibits older drivers en-route switching behavior.

The majority of the studies found female drivers with a lower compliance rate to the DMS
information compared to their male counterparts [2, 3, 6, 7, 11, 19, 99, 100, 105, 106, 107]. A
possible explanation is that male drivers are more attentive to the displayed information [105]. In
the contrary, several studies (e.g., [14, 108]) found female drivers more responsive to the DMS
content. The driving experience is another determinant that has an impact on drivers’ behavior.
Experienced drivers might not comply with the given information completely [22]. For instance,
in the case of Erke et al. experiment [22], a DMS displayed information of a closed road section
which recommended an alternative route to drivers. Observation indicates that a large number of
vehicles chose alternative routes to the suggested one. However, experienced drivers were
interested in more efficient routes (i.e., faster, shorter) than the one advised by the DMS.

Higher income and education are among the factors that are likely to contribute to drivers’
higher compliance rate. Several researchers [7, 17, 18, 102, 100]found that drivers with higher
income and education are more likely to comply with the DMS information, that is, they have a
higher value of time and are prone to diverge in order to choose more efficient routes. In contrast,
Spyropoulou and Antonio [101], and Basheer et al. [19] found drivers in a wealthier household
less likely to divert. Choocharukul [105] also concluded that well-educated drivers are less
attentive to the DMS, and rely on other sources of information, thus are less likely to comply with
the en-route information. In addition, other factors were found to influence driver’s response to
the DMS information. These include (1) infrequent travelers indicated less tendency to comply
with the en-route information [6, 18, 100, 101], (2) drivers of a company-owned vehicle are less
likely to diverge under the en-route information [115], and (3) professional drivers are more prone
to comply with the DMS information [11].

Familiarity with the road network and DMS are also important factors that influence
drivers’ decision-making process. Familiarity with alternative routes found as a contributing factor
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to influence drivers’ compliance with a supplied information [4, 14, 17, 102]. While familiarity
with the road network contributes to higher divergence rate, some drivers might prefer to stay on
their predetermined route even under real-time en-route information [18]. Familiarity with DMS
also increases the likelihood of a driver complying with en-route information [6, 7, 15, 107]. This
could also be the case for the drivers who are not familiar with the DMS [101]. That is, those who
are more familiar might not trust the content because of their past experience with DMS [101].

Drivers’ attitude toward DMS and supplied information contribute to their decision of
whether to comply with the DMS or not. Drivers trust in the ATIS is a significant explanatory
factor to justify drivers’ behavior. The majority of the current literature suggests that drivers with
higher trust in DMS information, have a higher compliance rate [4, 7, 14, 15, 16, 18, 19, 100].
Meaning that higher information accuracy increases the drivers’ perceived reliability of the ATIS,
thus drivers tend to comply more with en-route information. Driver’s trust in the DMS basically
lies in the driver’s experience. Drivers with negative experience are unlikely to follow the supplied
information to comply with suggested information [7]. This mainly implies that to increase the
ATIS performance, system operators should improve the message content and the accuracy of that
message.

3.2.3 Trip characteristics

Trip characteristics concern with the nature of the trip (e.g., trip flexibility) and the prevailing
conditions (road network characteristics) that are associated with that trip. The purpose of the trip
has been found as a governing factor to influence drivers’ compliance behavior. Drivers with
flexible work schedule found to be more compliant with supplied information [3]. Dia [3] modeled
drivers’ response to the DMS in a commuter corridor in Australia using a behavioral survey and
concluded that drivers who had flexible work schedules are more likely to diverge to another route
under quantitative delay information. School- and work-related trips were also found among
contributory factors to influence driver compliance behavior. Kattan et al. [17] assessed the route-
switching behavior of drivers under en-route information using latent discrete choice model.
Investigating the behavior of 500 respondents indicated that during school/work related trips
drivers are less likely to divert from their original route. The Choocharukul study [105] suggested
the similar results, that is participants whose trip purpose were work or education, trusted their
usual routes which they presume are more efficient. Aligned with this result, Foo and Abdulhai
[16] found that drivers tend to comply with DMS information with higher propensity during
afternoon and evening trips as compared to morning trips. Similarly, Kattan et al. [17] found a
negative correlation between diversion rate and trips which occurs during morning rush hours.
Inconsistently, several studies indicating an opposing result [4, 19, 102, 107, 108]. The reason
behind this contradiction might be due to the trust drivers have in the supplied information [19].

Increase in travel time is another factor that effects drivers’ compliance behavior [99, 100,
105, 17]. Peeta and Ramos [100] concluded that commuter individuals whose trip is longer than
30 minutes are more likely to divert under en-route information. These individuals are more
sensitive to more efficient routes and are likely to trust the information in order to minimize their
travel time. In contrary, Kattan et al. [17] analysis suggested that participants during a longer trip
(i.e. more than 45 minutes) are less prone to diversion. That is, these type of travelers might not
be familiar with the road network —specifically the middle section of the trip— and are less likely
to take the risk and divert from their planned route [17]. The prevailing conditions are another
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major contributor that influence divers’ diversion behavior. Urban settings and the presence of a
traffic signal are factors that sometimes prevent drivers to comply with DMS guidance [8, 116].
The amount of traffic signals in the original route and the recommended route impact the
propensity of diversion. Abdel-Aty and Abdalla [8] used a driving simulator to study drivers’ route
diversion/choice patterns under DMS information. Analysis of route diversion pattern indicated
that (1) drivers tend to divert from their original routes that have a higher number of traffic signals,
and (2) under ATIS guidance drivers’ compliance increases if the advised route contains a lower
number of traffic signals.

Table 3 Determinants of driver response to DMS.

Impact on drivers’ compliance behavior
Category factor

Negative Positive

Information characteristics

Delay (no reason specified) [6]

Delay (reason specified) [6]

Information indicating high severity (long delays or [6, 15,99, 100, 101, 102,

avoid area) 103, 104]

Information related to accidents or roadwork [4, 15,99, 102,
______ Content format: Text + graphies . 1L14
Drivers’ characteristics

Younger Drivers [6,17,105] [3, 100, 114]

Older drivers [7, 11, 106] [17, 18,101, 114]

Female 2.3 ?’02’, i(l)’@l ?’03?’ 10 [14, 108]

Income [19, 101] [7,17,18, 102,

Education [105] [100]

Familiarity with DMS [101] [6,7,15,107

Familiarity with the network [18] [4,14,17,102]

Infrequent travelers
Limited driving experience

[6, 14, 18, 100, 101]
[9, 14, 17, 18, 19, 20, 21]

Professional drivers [11]
Risk-based driving style [18]
Calm driving style [14]

[4,7,14,15, 16,18, 19,
100, 113]

[17,101]

Trip characteristics

Trust in DMS accuracy

Drivers who seek for external traffic information

Queue visibility [102]

Speed under DMS [11]

Trip occurs during morning [16, 17]

Travel time [17] [99, 100, 105]
Drivers with flexible work schedule [3]
School/work related trips [17,105] [4, 19, 102, 107, 108]
Urban settings & presence of traffic signals [8,116]

25



Bakhsh Kelarestaghi

3.2.4 Information characteristics

En-route information can be displayed in three formats. These formats include (1) passive message
that only contains descriptive information (2) informational content that adds more details to the
passive content (e.g., accident ahead, 15 minutes delay), and (3) active guidance that includes
detailed prescriptive information [101, 112, 117]. In the case of prescriptive information, a
message provides detail information on traffic condition along with advisory information, for
instants, of an alternative route. Whereas in the case of descriptive information, a message provides
limited information such as travel time statistics and warning of an accident. Informational content
includes more details than the descriptive content but the content does not guide drivers of a better
alternative. Overall, prescriptive messages found to increase drivers’ compliance rate [ 100]. That
is, they transfer quantitative information (e.g., delay, travel time) and diversion strategies (e.g.,
alternative route) which perceived better by drivers.

Besides other determinants, (e.g., driver’s characteristics) DMS content is the most
influential factor to impact drivers’ route diversion behavior [17]. Accident, delay, and congestion-
related information displayed on a DMS could significantly impact drivers’ compliance behavior.
Erke et al. [22] investigated the impact of a road closure message on drivers’ speed, route choice,
and braking behaviors. The results indicate that [22] almost all drivers avoided the road closure
section of the roadway by choosing another route; 20% of the drivers chose the suggested
alternative route; and drivers significantly reduced their speed. In Peng et al. study [15] drivers
were asked to rank the importance of different DMS messages. Traffic- and informative-related
messages concerned with accidents, congestion, road construction, and hazardous conditions (e.g.,
natural disasters) were ranked among the most important messages. Implying that, drivers’
response with higher rate to the DMS with the aforementioned related messages content.

Apart from the type of a message, format, and wording of the DMS messages influence
drivers compliance behavior [118]. An effective message on the DMS should be familiar and
standard to the drivers [119]. The message contents that are legible, short and concise are easier to
follow and will improve the ATIS efficiency [119]. Incorporating graphics indications (i.e.,
pictograms) in the message content conveys information that is more likely to perceived by drivers.
Symbols and pictograms provide language-independent content that is easy to understand. On the
other side, text-only messages demand higher drivers’ attention and could have a lower impact
compared to the messages that contain clear symbols and pictograms [120]. The current literature
suggests that incorporating pictorial message would improve ATIS performance [121, 122, 123,
124]. Ullman et al. [ 123] investigated the pictorial message effect on conveying information to the
drivers. The results suggest that pictorial messages, compared to text messages, assist drivers to
read and comprehend the messages better, and allows system operators to communicate unusual
operational information effectively. Alkim et al. [124] investigated the impact of graphical route
information on drivers behavior and found that (1) graphical information does not compromise
drivers’ safety, (2) drivers comprehend the information easily, and (3) route choice decision made
better compared to alphanumeric information.

3.2.5 DMS hacking phenomenon

While DMS provide en-route information to road users, a forged content might compromise the
road users’ safety and security if a malicious adversary exploits DMS security vulnerability [25].
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Depends on the DMS communication medium and attacker’s capabilities and motivation, threats
to the DMS could be classified as physical and remote attacks. To the best of our knowledge, the
remote attack occurred only in one specific time frame (i.e., May 27" — June 2", 2014) but in
multiple States (NC, NJ, 10, WY). While the physical attack occurred more frequent for over 10
years. Noteworthy that physical attack is a dominant attack and can be executed on any DMS,
while the remote attack can happen only for DMS that are operable remotely (i.e., remotely
controlled by TMC) [25].

Kelarestaghi et al., [25] surveyed the DMS hacking incidents that occurred around the
nation. In most of the cases, adversaries compromised DMS with funny and offensive messages
that caused distraction among the road users. In this study, we argue that a malicious adversary
could take a step forward to cause more harm to the transportation operators and road users. A
significant negative impact can be achieved by an adversary who attempts to impersonate false
information that resembles a realistic message. The message that could directly convey traffic,
informative, funny, political, terrorism-related information to the road users. Depend on the
wording and format of such content, drivers’ behavior could differ significantly. This implies that
adversarial attacks cause uncertainties to the drivers’ behavior. To elucidate uncertainties, we
undertake an SP approach to assess drivers’ response to various hypothesized scenarios. The
scenarios aim to measure drivers’ perception of a compromised DMS impact on transportation’s
safety, reliability and drivers’ behavior (i.e., distraction and route diversion).

3.3 Methodology

3.3.1 Survey design

Investigation of the drivers’ response to the DMS information can be undertaken throughout SP
and RP approaches. These approaches include (1) survey questionnaire [2], (2) driving simulator
[77], (3) network monitoring [125], and (4) traffic network modeling [126]. In the SP approach,
drivers can be given a set of hypothetical choices and asked to indicate their response to those
choices. While in the case of RP approach an actual behavior of the drivers at the presence of a
real DMS is assessed. In the context of drivers’ behavior assessment at the DMS, most of the
studies employed SP approaches [113]. While RP experiments, attempt to represent real-life
drivers’ behavior they have several shortcomings that make SP approach a lucrative alternative for
this study. The main shortcomings include (1) RP approach is not the best alternative for assessing
drivers’ behavior for the case of a new hypothetical choice, (2) DMS Hacking is a rare event and
it is unlikely to observe drivers’ behavior at the time of such event, (3) it is difficult to collect
driver’s related characteristic, and (4) it is unlikely to capture drivers’ behavior at hacked DMS
with different fake messages— almost impossible to assess the impact of all types of fake messages
through the observation study. The most popular methodology to assess the drivers’ behavior
under delivery of en-route information is the SP methods. These methods include Mail-back (e.g.,
[102, 100, 5]), on-site survey (e.g., [2, 15, 100]), interview (e.g., [7, 103]), Internet-based/ survey
(e.g., [100, 19]), laboratory experiments (e.g., [127, 9, 18]). Incorporation of the Reveal
preferences (RP) and SP methods also found beneficial in order to assess drivers’ behavior more
accurately (e.g., [4, 99, 105]).

On the basis of the aforementioned concerns, to assess drivers’ behavior at the hacked
DMS we employed the SP approach, carried out by means of an online survey questionnaire.
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Wherein, we attempt to investigate the adverse impact of a compromised DMS on distracted
driving, drivers’ compliance behavior, transportation safety, and reliability. The survey
questionnaire is designed in three distinct sections Figure 6. In the first section, we asked socio-
demographic related questions (e.g., age and income). In the second section, we provided questions
targeting to understand participants’ characteristics (e.g., sense of direction). The third section of
the questionnaire aims at exploring the attitude and perception of participants toward forged
messages.
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Figure 6 Questionnaire structure.

3.3.2 Tool for data collection

The Amazon Mechanical Turk (mTurk) is an online crowdsourcing marketplace that enables
researchers to employ human intelligence in order to collect individuals’ attitudes and perception
toward different Human Intelligence Tasks (HITs). During the past few years, mTurk has gain
popularity in stated preference based studies e.g. ([128, 129]). The mTurk web-based tool has been
used to explore various topics especially in the social science domain. Several studies examine the
representativeness of the data that has been collected using the mTurk. Huff and Tingley evaluated
the data collected from mTurk and found that mTurk respondents demographics are mainly similar
to other survey platform respondents [130]. Buhrmester et al., [131] evaluated the quality of the
mTurk and found that (1) mTurk respondents compare to other web-based crowdsourcing
platforms, are more demographically diverse, (2) and the reliability of the data is similar or better
than the traditional methods (paper-based methods). Other studies also indicated that mTurk
represents the US population better than other web-based crowdsourcing tools, however, the data
is not flawless. More precisely, the respondents might be skewed toward the female, young, and
low-income individuals [132]. To avoid biases, data collection process could be controlled to
ensure data that is representative of the US population. In this study, we collect the data across
different samples to control the demographic diversity of the population.
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For the purpose of this study, we used the mTurk web-based service. We used mTurk as a
means to recruit respondents. A request specifying the length and the monetary compensation for
taking the survey will be advertised on mTurk which will allow workers from mTurk to access
and fill out the survey. Note that we will be allowed to accept or reject responses coming from
mTurk. That is, if the research team chose not to approve their response, workers will not be
compensated. Workers from mTurk are aware of the case and rules.

3.3.3 Data

Following the first and second drafts of the survey IRB approval was obtained and the survey
questionnaire distributed in the States of California, Texas, and Florida. The main reasons for the
pilot study were to improve the quality of the survey and to collect a sample of data to statistically
analyze the validity and reliability of the survey and study hypothesis. The result of the pilot study
approved the study hypothesis and indicates an increase in distracted driving and drivers’
compliance with forged information.

In result of a 2-month data collection effort (during November and December of 2018), we
received 4706 completed online responses. However, following the data preprocessing we
removed about 8.5% of incorrect and erroneous data records. In total we collected responses of
participants in 11 States including California (CA), District of Columbia (DC), Florida (FL), lowa
(IA), Maryland (MD), Mississippi (MS), North Carolina (NC), New Jersey (NJ), New York (NY),
Texas (TX), and Virginia (VA) with 1176, 29, 636, 101, 187, 82, 328, 277, 526, 692, and 268 valid
records, respectively. In this study we considered our sampling size to account for roughly 5% of
the population of licensed drivers [133] in each of the aforementioned States.

The final data contains 2,301 female drivers that account for 53.5% of the sample. Most of
the subjects are under 34 years old (55.3% of the sample), 35.8% are between 35 and 54 years old
and the remaining sample size comprise of subjects which are 54 to 84 years old. Above half of
the participants have an associate degree or lower (e.g., high school diploma, professional
certificate), 37% of them earned a Bachelor degree and about 15% hold a graduate degree. The
household income of more than half of the subjects are below $60K, about 24% of the subjects
earn more than $90K in which about 400 of them lives in a household with income over $135K.
While many researchers have observed that mTurk workers are mainly comprised of low-income
induvial in this survey we were able to attract high-income individuals by limiting our data
collection to those with higher income- a higher compensation also was offered for these cases.
As far as the race of the participants is concerned, we collected the majority of responses from
individuals who were White (66% of the sample), Black or African American (9.4%), Asian (9%),
Hispanic, Latino, or Spanish origin (9.81%). In this study, we collected the information regarding
subjects’ driving style which has been categorized into four groups based on the results of the
Taubman-Ben-Ari et al. study [134]. These groups and their share of the sample includes Anxious
(23.34%), Reckless and careless (2.28%), Angry and hostile (4.39%), and Patient and careful
(70%). Table 4 summaries the description and basic statistics of variables used for the modeling
purposes.

In previous DMS hacking events, the fabricated messages rendered funny, offensive, and
political information [25]. While in this study, we are focused on messages that sounds realistic
and convey traffic and informative related information to the drivers. We aim to understand to
what extent the drivers are complying with the fabricated supplied information, and how this
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compliance could adversely impact the transportation network. To this extent, we designed four
scenarios in which DMS displayed fabricated-realistic messages encouraging drivers to change
their choice of route. These messages were “Heavy Traffic Due to Accident” (STrf1), and “Road
Closure Due to Police Activity” (STrf2), “Downtown Under Terrorist Attack” (SInf3), and “Storm
Watch, Flooding in Area Soon” (SInf4).

Table 4 Description of explanatory variables.

Variable Description Category Mean Std. Dev.
DrivDur Driving duration (year) 1:<1;2:1-5;3:6-10;4: 11-15; 5: 16-20; > 20 4.25 1.52
Female - 1: Yes; 0: Otherwise 0.53 0.50
Age Age (year) i.828-24, 2:25-34;3:35-44; 4: 45-54; 5: 55-64; 6: 65-84; 7: 261 1.20
Hssms Some school and High school 1: Yes; 0: Otherwise 0.09 0.28
AbMaster Above Master’s degree 1: Yes; 0: Otherwise 0.15 0.36
Asian - 1: Yes; 0: Otherwise 0.09 0.29
Black Black or African American 1: Yes; 0: Otherwise 0.09 0.29
White - 1: Yes; 0: Otherwise 0.66 0.47
Student - 1: Yes; 0: Otherwise 0.06 0.24
fncome  Houschold Income level 105: 8. 105-12009 120-135: 10 135-150; 1162 150 4% 271
Disbl Disable subjects 1: Yes; 0: Otherwise 0.06 0.23
DisabilityM  Mobility disability 1: Yes; 0: Otherwise 0.02 0.15
Rural - 1: Yes; 0: Otherwise 0.13 0.34
Urban - 1: Yes; 0: Otherwise 0.34 0.47
Dhr Driving hours (per week) 1:0;2:1-5; 3: 6-10: 4: 11-15: 5: 16-20; 6: 21-25; 7: > 25 4.40 2.05
Dhr1620 Driving hours between 16-20 hr (per week) 1: Yes; 0: Otherwise 0.07 0.26
Anxus Anxious 1: Yes; 0: Otherwise 0.23 0.42
Reckless Reckless and careless 1: Yes; 0: Otherwise 0.02 0.15
Patient Patient and careful 1: Yes; 0: Otherwise 0.70 0.46
InvAcc Involved in accident 1: Yes; 0: Otherwise 0.61 0.49
Dfam Familiarity with DMS 1: Not familiar at all — 5: Extremely familiar 3.96 1.02
Dread Read DMS in daily commute 1: Never — 5: Always 4.28 0.89
UVCR Use DMS information on congested roads Continues (1-5) 3.97 1.15
CATIM Attention to DMS traffic information _______1:Notatall - 5: Completely _____________________________ 431 . 082
RlyTech Rely on technology for daily trips 1: Extremely Unlikely — 5: Extremely Likely 3.23 1.45
Newrote Take new routes to reach destination sooner 1: Extremely Unlikely — 5: Extremely Likely 3.81 1.08
Trbldir Trouble understanding directions 1: Extremely Unlikely — 5: Extremely Likely 2.18 1.17
Accom More accomplished because of technology ~ 1: Extremely Unlikely — 5: Extremely Likely 4.03 0.92
Bored Driving makes me bored 1: Extremely Unlikely — 5: Extremely Likely 2.63 1.16
Upnews Up-to-date with news 1: Extremely Unlikely — 5: Extremely Likely 3.78 1.02
Blinker I use blinker when changing the lanes 1: Extremely Unlikely — 5: Extremely Likely 4.64 0.73
AtnVeh Pay attention to vehicles around me 1: Extremely Unlikely — 5: Extremely Likely 4.70 0.62
TrfReg Comply with traffic regulations 1: Extremely Unlikely — 5: Extremely Likely 4.52 0.74
SmArnd Driving the same way as the others 1: Extremely Unlikely — 5: Extremely Likely 3.36 1.09
Grec I have a good record of driving 1: Extremely Unlikely — 5: Extremely Likely 4.46 0.81
TrsArd Trust drivers around 1: Extremely Unlikely — 5: Extremely Likely 242 1.09
Lost Get lost in an unfamiliar area 1: Extremely Unlikely — 5: Extremely Likely 3.10 1.29
Chctrf Check traffic before hitting the road 1: Extremely Unlikely — 5: Extremely Likely 3.19 1.38
Trstch I trust technology to assist in my travel 1: Extremely Unlikely — 5: Extremely Likely 4.17 0.94
_PFmRt I prefer taking familiarroutes ___1:Extremely Unlikely — 5: Extremely Likely 430 086
STrfl 1: Extremely Unlikely — 5: Extremely Likely 1.64 0.90
Tgnore STrf2 1: Extremely Unl%kely —5: Extremely L%kely 1.86 0.99
SInf3 1: Extremely Unlikely — 5: Extremely Likely 1.37 0.81
e SWofd ... l:Extremely Unlikely - 5: Extremely Likely 173 ____ 104
STrfl 1: Extremely Unlikely — 5: Extremely Likely 3.78 1.15
Slow Down STrf2 1: Extremely Unl%kely —5: Extremely L%kely 3.96 1.04
SInf3 1: Extremely Unlikely — 5: Extremely Likely 3.57 1.34
. Sw#@  _______________liExtemely Unlikely - 5: Extremely Likely 327 134
STrfl 1: Extremely Unlikely — 5: Extremely Likely 1.49 0.84
Stop STrf2 1: Extremely Unlikely — 5: Extremely Likely 1.64 0.95
SInf3 1: Extremely Unlikely — 5: Extremely Likely 2.15 1.29
e SWofd ... l:Extremely Unlikely - 5: Extremely Likely ______ 155 089 .
STrfl 1: Extremely Unlikely — 5: Extremely Likely 3.51 1.27
Route STrf2 1: Extremely Unlikely — 5: Extremely Likely 3.69 1.17
Divergence  SInf3 1: Extremely Unlikely — 5: Extremely Likely 4.24 1.09
SInf4 1: Extremely Unlikely — 5: Extremely Likely 3.15 1.39
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The current study was developed around the route divergence behavior question. The
outcome variable comprises of five categories in order to mimic driver’s behavior under each of
the scenarios. These categories are from extremely unlikely to extremely likely. Figure 7 illustrates
the details of subjects stated preference for all the scenarios. Under the SInf3 scenario, subjects are
willing the most to divert from their current route (above 80%). The departure likelihood is the
lowest under fabricated message in SInf4. As far as the traffic related scenarios are concerned,
64% and 67% of the subjects are likely to divert under STrfl and STrf2, respectively.
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Figure 7 Road users speed route divergence behavior under fabricated-realistic information.

3.3.4 Does data represent the population?

Amazon Mechanical Turk (mTurk) is a great tool that facilitate a collection of quality data within
a short period of time. While mTurk offers many benefits, several researchers have questioned its
capabilities to collect an unbiased data. Since mTurk workers could mainly comprised of young,
low income, and female individuals one should control the sample distribution to assure for data
preventiveness. We recognized the similar issue in our data collection process. Meaning that while
we were collecting the data we noticed that the sample was skewed toward younger, female, and
low-income individuals. Thus, we attempted to control the data collection process according to the
age, gender, and income. To do so, we continuously compared the sample demographic
information with the State actual data. To test whether the collected data is a representative sample
of the States, we compared the aforementioned variables stat between this study data and the states
actual data. We judged the significance of difference through the means of t-test.

To test whether the income distribution of the sample correspond with the States
distribution, we used Census median household income information by States, for 2017 [135]. We
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calculated the exact median income and conducted the two-tailed t-test to identify if there is a
significant difference between our sample and Census data. the result of the t-test proved that our
data represents the population income distribution. To test for age, we used the data of a total
number of licensed drivers by age for each State [136]. Then we conducted a State by State
comparison and found that our data matches the age distribution of the licensed population of all
the States. As far as the gender distribution is concerned, we used the same source (Federal
Highway Administration) [136] data and found that our sample gender distribution is a
representative of the eleven States’ gender.

3.3.5 Modeling approach

The outcome variables (route divergence behavior) of this study are all ordinal variables with
categories of (1) extremely unlikely, (2) somewhat unlikely, (3) neither likely nor unlikely, (4)
somewhat likely, and (5) extremely likely. For the purpose of this study, we developed univariate
latent based ordered logistic regression model with the probit link function. Basically, in addition
to the observed variables, we tested the association between unobserved variables (latent factors)
with the outcome variable. The utility function would be Y;* = Z; + ¢;, where Z represents the
observed and unobserved characteristic of subjects. The group membership of subject n, would be
chosen based on threshold (cut point) values (z4, ..., Tp_; ) relativeness to the utility (Eq. 2). And
P is the total number of categories of the ordinal dependent variable of the study. In this study P
is equal to 5.

1 ifYy <t
2 lf 71 < YZ* < Ty

Yoi= (Eq. 2)

P iftp,y <Y

In order to develop the models, we undertook the following steps:

- We conducted bivariate regression between the explanatory variables and the
dependent variable.

- We tested the association between of the latent factors, and explanatory variables and
the dependent variable.

- Based on two-tail t-test we examined the significance level of the model observed and
unobserved variables.

- We tested the explanatory power of the highly correlated variables one by one and kept
the one that resulted in a model with better goodness of fit. We mediated the better
model by means of Akaike Information Criterion (AIC).

3.3.6 Factor analysis

In this study in order to retain the explanatory influence of the indicator variables and to investigate
the lower number of unobserved variables, we performed an explanatory factor analysis. The
explanatory factor analysis is conducted to identify an optimum number of latent factors that have
the potential to group subjects’ attitudinal characteristics. For this purpose, we estimated the
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measurement of each latent factor based on Eigenvalue of greater than one. We tested factorability
of 17 variables and found 11 of them with the potential to form 3 latent variables. These latent
variables include (1) driving habit, (2) driving attitudes, and (3) tech friendly (Table 5). We found
the Kaiser-Meyer-Olkin Measure of sampling adequacy equal to 0.758 which indicates an
adequate sampling [137] and Bartlett's test of sphericity significant with a p-value lower than
0.001.

The main indicators of these 3 latent variables are identified (in bold) as those with values
equal and greater than 0.4. Driving habit latent variable includes variables that explain drivers’
attentiveness to the traffic regulation (i.e., Comply with traffic regulations) and surrounding traffic
(i.e., Pay attention to vehicles around me) in addition to their driving records. Driving attitude
latent factor explores subjects’ characteristics such as the sense of direction (i.e., Trouble
understanding directions, Get lost in an unfamiliar area), and their willingness to take new routes
to lower their travel time. While tech friendly driver latent factor is formed by indicator variables
that measure to what extent subjects are rely upon (i.e., rely on technology for daily trips) and trust
(i.e., trust technology to assist in my travel) on technology, and check traffic before starting their
trips.

Table 5 Factor loading.

Factors
Indicators
Driving Habit (DriHabt) Driving attitude (DriAt) Tech friendly (Tech)
AtnVeh 0.798 -0.190 0.086
TrfReg 0.775 -0.051 0.024
Blinker 0.761 -0.067 0.075
Grec 0.669 -0.204 0.037
RlyTech -0.099 0.115 0.730
Trstch 0.203 0.130 0.692
Accom 0.261 0.054 0.594
Chetrf -0.016 -0.163 0.500
PFmRt 0.494 0.429 0.083
Lost 0.077 0.752 0.232
Trbldir -0.127 0.714 0.131
Newrote -0.027 -0.550 0.350
Upnews 0.273 -0.324 0.154
Bored -0.127 0.301 0.124
SmArnd 0.121 0.067 0.315
TrsArd -0.118 -0.086 0.200
3.4 Result

To assess the route divergence behavior of this study subjects we built four univariate latent based
ordered probit regression models. Out of three latent factors, we found only tech-friendly and
driving habit latent factors with significant relationship to the outcome variable. We anticipated
that driving attituded latent factor would have negative linkage with route change behavior, but
we did not find that latent factor significant in the models. That is, we removed it from the
modeling process. As indicated in the Table 6 Tech latent factor had positive significant
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contribution to the drivers’ route divergence behavior in STrfl, STrf2, and SInf4 scenarios. This
implies that to what extent subjects’ involvement with technology could sway their decision of
route change behavior. While the DriHabt construct was found with positive relationship in the
traffic-irrelevant scenarios. In addition, we confirmed that there is a strong link between route
divergence and speed variation behaviors. We argue that drivers tend to lowering their speed in
order to react to the DMS information. Speed reduction behavior provides adequate time frame for
drivers to pay enough attention and decide whether they should change their route under the en-
route information.

We assessed the models’ goodness of fit via McFadden’s Pseudo R-Square, according to
the following equation (Eq.1). We calculated the McFadden’s Pseudo R-Square of 0.59 and 0.6,
0.51, and 0.39 for STrfl, STrf2, SInf3, and SInf4 scenarios, respectively. Which indicate models
with a good fit to the data (McFadden’s Pseudo R-Square > 0.2). Thresholds (cut points) values
that indicate group membership for categorical outcome variables are listed in Table 6.

_ Fitted model Log Likelihood/ o Eal
Null model Log Likelihood (Eq.1)

RI%/ICFadden =1

During the development of the route divergence models, we tested the association between
explanatory variables and latent factors and the outcome variables. We considered variables
collinearity in order to not include highly correlated explanatory variables concurrently. The
models that we reported here contain only significant variables (at 90% confidence interval) that
ensure models’ goodness of fit. Table 6 outlines the results for route divergence behavior models.
The signs of the significant variables included in all four models are consistent with the theoretical
expectation of this study. Several explanatory variables are common between models. That is, they
have a significant association with two or more outcome variables. For instance, gender, race,
familiarity with DMS, education level, driving style, and attitudinal variables are common
variables in most of the models. To build upon this result, we also assessed the linkage between
subjects’ speed variation and their divergence behavior under a compromised DMS information
(Table 6). In the remaining part of this section, we discuss the results of the route divergence
behavior models.

3.5 Discussion

The route divergence models assess the effect of latent factors and explanatory variables with the
outcome variable. We tested the association in four scenarios to examine subjects’ behavior change
under different DMS content. Traffic related scenarios (STrfl, STrf2) have more variables in
common. As far as the explanatory variables are concerned, the third scenario has some variables
in common with the traffic related scenarios, but the scenario SInf4 has no common ground with
the first two scenarios. As far as the speed variation behavior is concerned, the modeling result
provides the opportunity to compare subjects’ behavior under all the scenarios.

To assess whether drivers would pay attention to the fabricated en-route information, we
included “ignore” variable in the models. The result indicated that in STrfl, STrf2, and SInf3
scenarios subject would not ignore the message. The effect of “Ignore” entails that subjects would
pay the most attention to the “Downtown Under Terrorist Attack” message under SInf3 scenario.
That is, adversaries could have a higher chance to destabilize traffic pattern under the third
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scenario. Compared to the other scenarios, subjects stated the lowest sensitivity with respect to the
“Heavy Traffic Due to Accident” message (Figure 8). We did not locate a significant correlation
between “Ignore” and the last scenario.

The majority of variables of the STrfl model were found significant in the STrf2 scenario
as well. These variables are related to the driving duration, gender, subjects who are more sensitive
to the DMS information on congested roads, driving style, those who in general pay more attention
to the traffic related information and, tech friendly driver latent factor. The explanatory power and
the sign of the aforementioned variables are roughly the same between both scenarios.

On the other hand, there are several variables that are not common in both scenarios. For
instance, we found several socio-demographic information with association to the outcome
variable of the heavy traffic scenario. Race (i.e., Asian), education, subjects’ location (i.e., urban
area) and household income (Est. = 0.02) are among those variables. Asian and low educated
subjects have negative attitude toward the sign. While individuals with higher income are more
likely to divert under the DMS content in STrf scenario. This is consistent with [7, 17, 18, 102]
where high income drivers found with positive compliance toward the en-route information. This
might indicate their sensitivity to slow travel speed and delay that might occur by not changing
their route. In addition, we found a significant association between attitudinal variables and route
divergence behavior in the road closure scenario. Those subjects that would take a new route in
order to optimize their travel (Est. = 0.08) are more likely to depart from their planned route. This
is also true for subjects that pay more attention to the DMS information in congested routes.

With respect to the SInf3 scenario, we identified several variables with positive and
negative impact on drivers’ compliance behavior. Subjects who saw a hacked DMS before,
indicated a negative attitude toward route divergence behavior. That is, drivers who speculate that
the information could be fabricated, indicated less tendency toward changing their behavior. That
is, educating drivers of the DMS hacking phenomena could benefit the system immensely. This
result affirms policy implications that aim to familiarize drivers with the DMS common practices.
These policies would encourage drivers to question the integrity of the message before taking any
action. Furthermore, higher education also was found with negative association to the fabricated
content. Female drivers, and subjects who in general are familiar with the DMS would attempt to
change their routes under the SInf3 scenario. Attitudinal characteristic of the subjects also plays a
significant role in their decision-making process. Drivers who are more sensitive to the news, those
who trust and rely on technology and those who comply with traffic regulations are likely to depart
from their current route.

Subjects’ behavior in regards to the last scenario is different. First, we did not find as
many significant variables as the other models. Second, the four explanatory variables that we
identified had negative association with the route divergence behavior. These variables relate to
subjects who have disability, who are students, live in rural areas, and who are white. Interesting
that subjects who live in an urban or suburban area are more likely to divert under SInf4 scenario.
In addition, we identified that more conservative drivers who comply with traffic regulations and
have better driving record are more likely to change their route under the “Storm Watch, Flooding
in Area Soon” message.
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Table 6 Route divergence behavior under compromised DMS.
STrfl: Heavy Traffic Due to STrf2: Road Closure Due to Police

SInf3: Downtown Under Terrorist SInf4: Storm Watch, Flooding in

Variables Accident E E Activity b Attack b Area Soon

Estimate z P-Value | , Estimate z P-Value | , Estimate z P-Value | , Estimate z P-Value
Female 0.130 3.754 <0.001 't 0.055 1.610 0.107 © ' 0.208 5.577 <0.001 @ -
DrivDur 0.041 3.483 <0.001 L 0.046 3.971 <0.001 - b -
AG1824 - 5 5 - L1 0.083 1.557 0119 & -
Dhr1620 - ! L-0.154 2413 0.016 ' - Lo -
AbMaster - : : - Lo 0125 2479 0013 -
Hssms -0.156 2615 0.009 ; - b - Lo -
White - : : - Vo - Lo -0.102 2911 0.004
Student - 5 5 - b - b <0142 -2.037 0.042
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Figure 8 Determinants of route divergence under STrfl, STrf2, SInf3, and SInf4 scenarios

As far as all scenarios are concerned, we expect drivers to comply with the bogus
information and divert from the planned route under the compromised DMS. While this study
focuses mainly on drivers’ compliance behavior under a compromised DMS, we have identified
some results that are comparable with the current travel behavior literature. Current literature has
a mix result over the association between gender, age, income, education, and drivers’ attitude
toward DMS. In the route change model, we divulged that females are more likely to comply with
the forged information compared to their male counterparts. This is consistent with [14, 108]
studies while contradicting with [2, 3, 6, 7, 11, 19, 99, 100, 105, 106, 107].

In [7, 11, 106] older drivers identified as drivers with inertia to the supplied information
while in the STrfl, STrf2 scenarios we identified that drivers with more years of driving experience
(i.e., older) are more likely to comply with the information to divert from their current route. This
result is in agreement with [17, 18, 101, 114] studies that classified older drivers as drivers who
comply with DMS information. Higher household income and education are among the variables
that have been investigated significantly in travelers’ behavior studies. These type of drivers could
have a higher value for their time thus more sensitive to the DMS traffic related information [7,
17, 18, 102, 100] . The result of this study confirms this and indicates that subjects with higher
income ware more likely to change their route under heavy traffic scenario and low educated
subjects are less likely to do so. It is worth mentioning that we did not find a significant association
between income and education level under the SInf4 scenario.

Familiarity with DMS 1is another important factor that contributes to the drivers’
compliance behavior. Here we discovered that drivers who are more familiar with the DMS, in
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general, are more likely to divert under STrfl, STrf2, and SInf3 scenarios. This is inconsistent with
most of the current literature [6, 7, 15, 107] but [101] in which authors found these type of drivers
with inertia to the given en-route information. Tech friendly drivers are drivers who seek for
additional traffic information to find optimum route. This study result indicates that such drivers
are more likely to divert under road closure and heavy traffic messages which is consistent with
[17, 101] studies. in addition, we identified a positive reaction to the route change behavior under
‘Downtown Under Terrorist Attack’ message.
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Figure 9 Speed association with route divergence under STrfl, STrf2, SInf3, and SInf4 scenarios

In this study, we anticipate that drivers in order to react to the fabricated information would
lower their speed. We tested this hypothesis by measuring the impact of slow down and stopping
behavior on route divergence behavior (Figure 9). The result indicates that in STfr2, SInf3, and
SInf4 scenarios drivers are more likely to slow down rather stop. However, in the first scenario the
correlation between stopping and route divergence is higher. Overall, the likelihood of both
slowing down (Est. = 0.36) and stopping (Est. = 0.18) behavior are higher in the last scenario. In
the speed variation is higher in response to the traffic-irrelevant messages compared to the traffic
related messages. This might be because drivers are more familiar with the traffic related
information and it is easier for them to respond to those messages. Besides, drivers could become
involved in other activities under the SInf3 and SInf4 scenarios. These activities might include,
checking the news, calling/texting someone, changing destination, and talking to a passenger.

In this study, we tested the hypothesis that an adversary could coax drivers route decision
by impersonating them through fabricated-realistic en-route information. We constructed four
models to mimic drivers’ behavior under two realistic scenarios. Our assessment entails that
adversaries could sway drivers’ decision to their benefit. That is, adversaries could destabilize
traffic pattern and shunt drivers from particular routes by displaying realistic traffic related
information. We argue that a simple traffic related message could impose a significant impact on
the transportation network. This is very concerning when considering system reliability disputes.
An adversary not only could adversely impact the efficiency of the transportation network he/she
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could undermine the reliability of the system by causing distrust among system users. That is, road
users will question the integrity of the service that could mar the credibility of the ITS
infrastructures.

3.6 Conclusion

Dynamic message signs are one of the most important and commonly used components of the ITS
infrastructure. In this study, we divulged that an adversary could destabilize traffic pattern through
compromising the integrity of the DMS message. We presented that road users are likely to slow
down in order to comply with a fabricated-realistic message. Later we discovered that the reason
behind this behavior is that drivers tend to lower their speed to engage with the en-route
information and to find a better route to lower their travel time.

Researchers found that drivers interested the most in the information that guides them to
the more efficient route (e.g., [15]). An adversary can use this fact and alter the message to divert
drivers to other routes deliberately. The bogus information can inform drivers of traffic congestion
in certain routes with an aim to shunt traffic from that particular roadway in order to execute a
malicious attack. As far as the type of a message is concerned, to gain higher reward, an adversary
can inject a bogus message that impersonates real-world scenario. Integration of a pictorial
indication in the bogus message is more likely to increase the impact of an attack. In this study,
we used the gain knowledge in order to construct scenarios in which a set of forged information
was presented to drivers. The forged messages contained, realistic information included with a
pictorial indication, to assess the behavior of the drivers.

To this point, no previous research attempted to tackle the problem of this study. Here, we
augmented the results of Kelarestaghi et al., [25] study that undertook a qualitative risk assessment
approach. In [25] authors argued that a driver’s decision could be affected by a forged message
and that the driver is likely to comply with the en-route information which is phony. The results
of this study support this premise and indicate that drivers are more likely to slow down under the
fabricated information with a likely reason for departing from their planned route. As depicted in
Table 13, drivers with higher desire to divert from their current route are extremely unlikely to
ignore the messages and are likely to slow down under the fabricated-realistic information. We
summarize the primary outcome of this study as follows:

- The latent based ordered model developed with two latent factors. Tech friend driver
latent factor was significant in three of the models indicating that those drivers who
rely on technology and feels more accomplished with it are more likely to slow down
and depart from their planned route. That is, they are more comfortable in changing
their route through the secondary sources’ suggestions. At the same time while they are
acquiring new information, they need to lowering their speed to respond to the higher
information load. Drivers who respect traffic regulation also found with positive
attitude toward changing their route under traffic-irrelevant scenarios. This type of
drivers has higher trust in the DMS information and would comply with the sign to
higher degree.

- We assessed the behavior of the drivers under four fabricated messages. These
messages include “Heavy Traffic Due to Accident heavy traffic”, “Road Closure Due
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to Police Activity”, “Downtown Under Terrorist Attack”, and “Storm Watch, Flooding
in Area Soon”. As far as the road closure scenario is concerned, approximately 67% of
the respondents indicated that they would change their routes under the road closure
scenario. As far as the heavy traffic scenario is concerned, 64% stated that it is probable
for them rather to pick another route to reach their destination faster. This rate was
81% and 49% for the SInf3 and SInf4 scenarios. Indicating an extremely high
sensitivity toward the “Downtown Under Terrorist Attack™ content.

- As far as the STfrl and STfr2 route divergence models are concerned, we identified
several variables with a significant impact on compliance and noncompliance behavior.
Under the road closure scenario, we found females and subjects with higher driving
experience more likely to change their route. In addition, those subjects who are more
sensitive to the DMS’s traffic related messages and those who use DMS under
congested traffic condition are likely to divert. Under heavy traffic forged information,
a similar pattern for experienced and female drivers are true. In addition, we found
higher income a factor that contributes to higher divergence rate. Interestingly,
individuals with lower education level, Asians, those who live in urban areas, and those
with trouble finding their direction in new routes are less likely to pick another route
other than the one they planned.

- With respect to the traffic-irrelevant scenarios, higher education and previous
knowledge over DMS hacking phenomena instigated a negative attituded toward route
divergence behavior. living in a rural area, and being a student also associated with a
non-compliance behavior. But, similar to the scenarios with traffic related information
subjects who are more familiar with DMS, and tech friendly drivers are more likely to
trust the message and change their route. Subjects with good record of driving also
indicated a positive attituded toward route change behavior under both SInf3 and SInf4
scenarios.

This study investigated drivers’ perception toward a hacked DMS. The modeling approach
enabled us to capture subject socio-economic and demographic, and attitudinal characteristics
toward route divergence behaviors. The approached allowed us to understand how respondents
with a different background, driving style, driving habit and attitude toward DMS would react to
a fabricated-realistic en-route message. This study suggests a need for future research. For
instance, we recommend research to take the step forward and conduct a driving simulation study
to assess the speed change and route divergence behavior of the drivers in more details. Such study
paves the road for a collection of more data on speed quantities and also allows researchers to
observe route divergence behavior. Considering the current policy interventions, the outcome of
this study could back policy development process with the aim to mitigate risks of a cyber-physical
attack on the transportation network.
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Chapter 4
4 Does DMS Bogus Content Cause Distracted Driving?

Abstract

In the real-world Dynamic Message Signs (DMS) hacking events, the fabricated messages
rendered funny, offensive, and political information. In this study, we focus on scenarios in
reference to the previous threat events to form a set of creative forged messages to assess drivers’
decision. In addition, we take a step forward and examine drivers’ distraction behavior under a
fabricated realistic message as well. This approach helps us to not only compare different messages
impact on subjects’ behavior but to understand what will happen if an adversary displays bogus
realistic messages rather common funny/offensive context. This study is the first to assess the
impact of a compromised DMS with realistic and fictitious related content on travelers’ distraction
behavior. The main objective of this study is to understand to what extent the drivers are receptive
to the fabricated DMS content, and how the fabricated messages adversely impact the drivers’
behavior. To test if a cyber-physical attack on DMS would cause drivers’ distraction we developed
Structural Equation Modeling (SEM) to examine the association between distraction and drivers’
objective and subjective attributes. The results indicate that regardless of DMS fabricated
information, drivers would engage in at least one of the distractive activities. Among the
distraction latent factors, cognitive distraction has the highest impact on the distracted driving
likelihood. The outcome of this study would be of special help to policymakers, emergency
responders, and engineers who are concerned with developing incident response plans and the
safety, security, and resiliency of the ITS network.

Key words: cyber-physical attack, dynamic message signs, travelers’ behavior, distracted driving

4.1 Introduction

Dynamic Message Signs (DMS) have been installed widely throughout the US to provide traffic
management information to improve the safety and efficiency of the transportation network. The
information could include traffic, warning, informative, safety-related content. To this date, many
studies have been conducted to assess the effectiveness of DMS through the means of revealed
and stated preference (SP) studies. For instance, DMS found compelling to divert traffic from a
congested or closed road [2, 45, 77, 138], to create homogeneous speed pattern [139], to decrease
traffic speed at construction zones [12, 13], and warn drivers of an adverse weather condition
[140]. Although DMS add significant benefits to the transportation system, one should not
overlook their negative impacts on road users' safety.

Attention to the DMS content might compromise drivers’ safety [22, 23]. The supplied en-
route information increases the frequency of distraction [141], that is, ensued due to three reasons.
First, advanced technology can cause distraction for some of the drivers [142], second, drivers
need to read the message, comprehend, and decide based on the message content [143, 144], and
third drivers might tend to take a picture, call or text someone, talk to a passenger, think of
something other than the driving task, and look at other vehicles [25]. All of these could cause
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conflicting attention demands between the acquiring task and driving task. The risk will be
significant in cases where drivers need more time to react to the information and draw a decision
[145]. Drivers’ attentional overload to the en-route information could create traffic speed variation.
Such behavior could cause impulsive braking behavior, short headways, and lane changing
maneuvers which are factors that are likely to trigger safety hazards [24].

While DMS provide beneficial en-route information to road users, a forged content might
compromise the road users’ safety and security if a malicious adversary exploits DMS security
vulnerability [25]. Depends on the DMS communication medium and attacker’s capabilities and
motivation, threats to the DMS security could be classified as physical and remote attacks. To the
best of our knowledge, the remote attack occurred only in one specific time frame (i.e., May 27%®
— June 2", 2014) but in multiple States (NC, NJ, I0, WY). However, the physical attack occurred
more frequently for over 10 years. Noteworthy that physical attack is a dominant attack and can
be executed on any DMS, while the remote attack can happen only for DMS that are operable
remotely (i.e., remotely controlled by TMC) [25].

Kelarestaghi et al., [25] surveyed the DMS hacking incidents that occurred around the
nation, and found that in most of the cases, adversaries compromised DMS with funny and
offensive messages which caused distraction among the road users. In this study, we argue that a
malicious adversary could take a step forward to display more deliberate content in order to cause
more harm to the transportation system. A significant negative impact can be achieved by an
adversary who attempts to impersonate false information that resembles a common traffic
management information. The bogus content could directly convey traffic, informative, funny,
political, terrorism-related information to the road users. Depend on the wording and format of
such content, drivers’ behavior could differ significantly [25]. This implies that an adversarial
attack could cause uncertainties to the drivers’ behavior. To elucidate uncertainties, we undertake
an SP approach to assess drivers’ response to two hypothesized scenarios. The scenarios aim to
measure drivers’ perception of a compromised DMS impact on transportation’s safety, and drivers’
behavior.

Transportation system resiliency, efficiency, and reliability are highly dependent on the
Intelligent Transportation Systems (ITS) infrastructure functionality. The cyber-physical attack on
the ITS infrastructures imposes risks to the drivers and system operators. An adversary could
convey a meaningful message to the drivers via the means of a DMS. Analyzing traveler behavior
in response to the hacked message signs on the basis of empirical data is a vital step toward
operating a secure and reliable transportation system. With cybersecurity issues escalating every
day, road users’ safety has been neglected [42]. There may be room for improvement by
policymakers and program managers when considering critical infrastructure security
vulnerabilities.

In this study, we focus on traffic relevant and irrelevant content inclined toward a
congestion, road closure, political and funny type content. We explore how a theses bogus
messages could impact drivers’ attentional overload for the traffic that approaches a compromised
DMS. Therefore, the main question of this work is whether a hacked DMS with realistic and
fictitious information could compromise drivers’ safety in the transportation network. In particular,
we attempt to test the following hypotheses:

1. A bogus DMS content causes distraction while driving
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2. Attention-averting distraction (i.e. cognitive distraction) would have the highest
impact on distracted driving behavior

3. Drivers with positive attitude toward technology would become engaged in
distracting activities

4. Gender, race, education, and driving style have a contributory impact on distraction
behavior

5. Speed variation and distraction behaviors are associated with each other

The main concern is that distracted driving increases the crash risk of traffic adjacent to a
compromised DMS. The distraction could emerge due to any of the visual, manual, or cognitive
distractions. The more a driver pay attention to an activity other than driving (i.e., take a picture,
mind wandering, texting) the likelihood for that driver to involve in a crash would increase [146].
Measuring the distraction likelihood as a consequence of forged en-route information is a hard
task because DMS hacking phenomena is a rare event and it is impractical to observe an unsafe
driving behavior while the DMS is being hacked. That is, in this study, we contribute to the
literature of ITS security by conducting a state preference methodology to identify drivers’
distraction behavior through a self-reported questionnaire.

The remainder of this study is structured as follows. First, we review current literature with
a focus on the negative impacts of a DMS. Second, we discuss the data and the structure of this
study. Third, we discuss explanatory and confirmatory factor analysis, and we develop structural
equation models and provide in-depth conversation over the determinants of distraction. We close
the paper by pinpointing the results of the study and promoting future research avenues.

4.2 Background

Distracted driving has been determined as a significant contributory factor to crash risk [147, 148,
149, 150]. Stutts et al., [151] examined 70 driver’s distraction behaviors during one week to
determine key distractive factors that contribute to the lane changing, lane busting and hard braking
behavior. They identified extinguishing cigarette, passenger related distraction, and reading and
writing during driving as three factors that caused distracted driving. McCartt et al., [150]
reviewed the literature focused on cellphone use during driving, and concluded that cellphone use
contributes to higher crash risk among drivers regardless of their age or gender. Campbell et al.,
[147] used the General Estimates System crash database and identified that drivers’ inattention
associated with half of the rear-end, and lane change crashes. Klauer et al., [148] used the 100-car
naturalistic driving study database to explore more than 9,000 crashes, near-crashes, and incidents
in Washington DC. The results of their study discerned that distracted driving contributes to more
than 75% of the crashes occurred over a 12-month period [148].

The literature focuses on the effectiveness of the DMS (e.g., [139, 152, 153]) however, the
negative impacts of en-route messages have not been adequately assessed. There are several
concerns associated with messages displayed on a DMS that might negatively impact drivers’
safety. Format and wording of the messages influence drivers’ compliance behavior [118]. The
Manual on Uniform Traffic Control Devices (MUTCD) states that messages that are displayed on
the DMS should be “simple, brief, legible, and clear.” An effective message should be standard
and familiar to drivers [119]. Message contents that are legible, short and concise are easier to
follow for drivers thus will improve their compliance rate [119]. On the other hand, wordy,
unfamiliar, and complex messages might demand higher drivers’ attention to read, comprehend

43



Bakhsh Kelarestaghi

and decide based on the content [143, 144]. Unfamiliar and complex messages could cause
conflicting attention demands between acquiring task and driving task and compromise drivers’
safety.

In general, drivers are receptive to acquire knowledge about accidents, traffic jams, and
guidance to an alternative route in order to make their trip more efficient. The main purpose for
the supplied en-route information is to improve transportation performance, however excessive
attention to the DMS could compromise drivers’ safety [22, 23]. Electronic boards have been
identified as a source of drivers’ inattention and a factor to increase crash injury severity [149]. A
DMS conveys en-route information to drivers but on the other hand, might increase the frequency
of drivers’ distraction [141]. The distraction could strike due to two main reasons. These reasons
include (1) advanced technology can cause a distraction for some of the drivers [142], and (2)
drivers need to focus on the message to read, comprehend and decide based on the content [143,
144]. Both of these could cause conflicting attention demands between acquiring task and driving
task. Safety concerns arise due to the effect of drivers’ distraction [22].

Bergeron [154], indicated that irrelevant information (e.g., advertisement) displayed on
DMS cause attentional overload which affects drivers’ reaction time. That is, DMS have the
potential to increase the risk of a crash especially in high-volume high-speed roads. Erke et al.,
[22] studied advisory information (road closure related content) impact on drivers’ speed
variability and braking behavior. They revealed that at the presence of the information the traffic
braking maneuver increased caused the majority of vehicles to slow down under the en-route
information. They suggested that this behavior instigated due to the drivers’ high cognitive
demand. That is, drivers lowered their speed to pay more attention to the displayed information
rather driving task. Worth mentioning that some of the braking maneuvers occurred in response to
the traffic slow down behavior in order to avoid accident [22].

While the current literature has vastly investigated drivers’ distraction behavior and its
impact on transportation safety, there is no previous study with focus on evaluating a compromised
DMS impact on distracted driving. In this study, we argue that a fabricated realistic or fictitious
content displayed on a DMS would create an attentional overload. The increase in drivers’
cognitive demand triggers (1) unsafe headways, (2) slower reaction time, and (3) increase in
braking maneuvers. All these are major factors that contribute to higher crash rates.

4.3 Methodology

4.3.1 Data

For the purpose of the proposed study, a survey questionnaire was designed with the aim to
perceive drivers’ attitude and behavior toward a compromised DMS. The survey questionnaire
was distributed online to approximately 5,000 drivers in the States of California (CA), District of
Columbia (DC), Florida (FL), Iowa (IA), Maryland (MD), Mississippi (MS), North Carolina (NC),
New Jersey (NJ), New York (NY), Texas (TX), and Virginia (VA). Participants were given a set
of scenarios to measure their possible behavior regarding likely manual, visual, and cognitive
distraction activities.

We collected drivers’ responses to four DMS hacking scenarios comprise of fictitious and
realistic content. In fictitious scenarios, the DMS were displaying messages with political and
funny related content. These messages were ‘Read The News Today, Oh Boy!’ (scenario 1:
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ReadNews), and ‘Zombies ahead run!’ (scenario 2: Zombieahead). The first scenario (ReadNews)
was designed with the intention to encourage drivers to use their cellphone or their vehicles’
infotainment system mainly to check the news. While the latter scenario (Zombieahead) was
designed in order to assess whether drivers are likely to for instance (1) use their cellphone to take
a picture of the sign, (2) talk to someone about the sign, or/and (3) think about something other
than their driving task. Worth adding that many adversaries have hacked DMS with similar content
for over 10 years around the US [25]. That is, it is not unlikely for many US drivers to saw a similar
message on the DMS before. Figure 10 represents the structure of this study.
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Figure 10 Study structure.
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In the realistic scenarios, the DMS illustrated traffic-related information. The contents of
the DMS were ‘Heavy Traffic Due to Accident’ (scenario 3: HeavyTraffic), and (2) ‘Road Closure
Due to Police Activity’ (scenario 4: RoadClosure). These scenarios were planned with the
objective to cause distraction by stirring drivers to use their phone to check the traffic and find a
better route. These messages, on the other hand, could increase drivers’ cognitive demand and
avert their attention from the driving task. To study distraction behavior of the subjects four folds
of data were collected: subjects’ socio-economic and demographic characteristics, attitudinal
characteristics, experience with DMS and hacked DMS, stated behavior under a compromised
DMS, and individuals’ risk perception toward the DMS hacking phenomena (Figure 10).

A web-based survey was conducted during November and December 2018, targeting about
5,000 US licensed drivers. We conducted two sets of a pilot study in order to assess the quality of
the survey and to optimize the questions format, wording, length, and quantity. We also used
domain expert knowledge to shape the final version of the survey prior to the full distribution. We
used Amazon Mechanical Turk in order to distribute the survey at the States mentioned above.
After confirming the integrity of each assignment, each worker was given a unique code to prevent
him/her from retaking the survey.

Based on the study budget and timeline we aimed for roughly 5% of the above-mentioned
States population of licensed drivers. During the two-month data collection process, we collected
4,706 web-based responses. We removed about 8.5% of the incorrect responses in the data
processing step. The majority of the subjects are from CA, FL, NY, TX which comprise 70% of
the data. Females include more than 53% of the data, and most of the participants are between 25
and 44 years old. Majority of the participants hold a Bachelor’s degree and above, and about 70%
of them have an income of $90k and lower. Important to note that in this study we were able to
collect responses from individuals with income higher than $100k as well (about 20% of the data).

As far as the attitudinal and driving characteristics are concerned, majority of the subjects
categorized themselves as patient and careful driver, about a quarter of them categorized
themselves as anxious drivers and the remaining part claimed to be reckless and careless, and angry
and hostile type driver. In addition, we asked a set of question to evaluate subjects’ dependency
on technology, driving attitude, and sense of direction. For instance, (1) 55% of the subjects
indicated that they rely on technology for their daily commute, (2) more than 75% claimed that
they would feel more accomplished because of technology, (3) driving is a boring for about 25%
of the subjects, (4) only 3% indicated that they are not complying with traffic regulations, and (5)
roughly 50% of the subjects would driver the same as the surrounding traffic. For additional
information, we refer readers to Table 7.

Table 7 Data description summary.

Variable Description Category Mean Std.

Dev.

Female - 1: Yes; 0: Otherwise 0.53 0.50
1: 18-24;2:25-34; 3: 35-44; 4: 45-54, 5: 55-64; 6:

Age Age (year) 65-84: 7+ >85 2.61 1.20
Agl824 Age: [18-24] 1: Yes; 0: Otherwise 0.15 0.36
Ag2535 Age: [25-35) 1: Yes; 0: Otherwise 0.40 0.49
Ag3545 Age: [35-45) 1: Yes; 0: Otherwise 0.24 0.43
DrivDur Driving duration (year) 1:<1;2:1-5;3:6-10; 4: 11-15; 5: 16-20; > 20 0.07 0.25
Hssms Education: Some school and High school 1: Yes; 0: Otherwise 0.09 0.28
ABachlr Education: Bachelors and above 1: Yes; 0: Otherwise 0.52 0.50
Asian - 1: Yes; 0: Otherwise 0.09 0.29
Black Black or African American 1: Yes; 0: Otherwise 0.09 0.29
White - 1: Yes; 0: Otherwise 0.66 0.47
Student - 1: Yes; 0: Otherwise 0.06 0.24
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VehMotr Motorcycle / scooter 1: Yes; 0: Otherwise 0.01 0.08
Rural - 1: Yes; 0: Otherwise 0.13 0.34
Urban - 1: Yes; 0: Otherwise 0.34 0.47
Dhr Driving hours (per week) iz()s, 2:1-5;3: 6-10: 4: 11-15: 5: 16-20; 6: 21-25; 7: 4.40 205
Dhrl Driving hours: 0 1: Yes; 0: Otherwise 0.03 0.17
Dhrl6 Driving hours: [1-6) hr/week 1: Yes; 0: Otherwise 0.28 0.45
Anxus Anxious 1: Yes; 0: Otherwise 0.23 0.42
Reckless Reckless and careless 1: Yes; 0: Otherwise 0.02 0.15
Angry Angry and hostile 1: Yes; 0: Otherwise 0.04 0.20
Patient Patient and careful 1: Yes; 0: Otherwise 0.70 0.46
InvAcc Involved in accident 1: Yes; 0: Otherwise 0.61 0.49
AccDst Accident due to distraction 1: Yes; 0: Otherwise 0.12 0.33
RlyTech Rely on technology for daily trips 1: Extremely Unlikely — 5: Extremely Likely 3.23 1.45
Trbldir Trouble understanding directions 1: Extremely Unlikely — 5: Extremely Likely 2.18 1.17
Lost Easily get lost in unfamiliar roads 1: Extremely Unlikely — 5: Extremely Likely 3.10 1.29
PFmRt Prefer taking familiar routes 1: Extremely Unlikely — 5: Extremely Likely 4.30 0.86
Accom More accomplished because of technology 1: Extremely Unlikely — 5: Extremely Likely 4.03 0.92
Bored Driving makes me bored 1: Extremely Unlikely — 5: Extremely Likely 2.63 1.16
UpNws Up-to-date with News 1: Extremely Unlikely — 5: Extremely Likely 3.78 1.02
Blinker I use blinker when changing the lanes 1: Extremely Unlikely — 5: Extremely Likely 4.64 0.73
AtnVeh Pay attention to vehicles around me 1: Extremely Unlikely — 5: Extremely Likely 4.70 0.62
TrfReg Comply with traffic regulations 1: Extremely Unlikely — 5: Extremely Likely 4.52 0.74
SmArnd Driving the same way as the others 1: Extremely Unlikely — 5: Extremely Likely 3.36 1.09
Grec I have a good record of driving 1: Extremely Unlikely — 5: Extremely Likely 4.46 0.81
Chctrf Check traffic before hitting the road 1: Extremely Unlikely — 5: Extremely Likely 3.19 1.38
Trstch I trust technology to assist in my travel 1: Extremely Unlikely — 5: Extremely Likely 4.17 0.94
Dfam Familiarity with DMS 1: Not familiar at all — 5: Extremely familiar 3.96 1.02
Dsee See DMS in daily commute 1: Never — 5: Always 3.02 1.21
Dread Read DMS in daily commute 1: Never — 5: Always 4.28 0.89
Vtg Trust in DMS Continues (1-5) 4.09 0.82
Vitg68 60-80% trust in DMS 1: Yes; 0: Otherwise 0.30 0.46

Seven types of distraction (different combination of manual, visual, and cognitive
distraction) is considered in this study: call/text someone (CalTxt), take picture of the DMS (Pic),
browse internet/social media (Internet), talk to a passenger (Talk), mind wandering (MindW), look
at surrounding traffic or scenery (Look), and pick up on radio (Radio). Overall, above 36%, and
21% of the respondents indicated that a compromised DMS with political/funny, and realistic
context, respectively, could cause distracted driving.

In reference to the ReadNews DMS hacking scenario, results indicated that overall: (1)
24% of the individuals are likely to adjust their radio, (2) about 60% of the individuals are likely
to talk to the other passengers, (3) 14% of the individuals are likely to use their cell phones to call
or text someone, (4) about 30% of the individuals are likely to take a picture of the DMS, (5) 22%
of the individuals are likely to browse social media or news in accordance with the message, (6)
about 32% of the individuals are likely to mind wandering, and (7) more than fifth of the
individuals are likely to look at the other vehicles to observe their reaction to the DMS. The stats
for the Zombieahead scenario are 18%, 70%, 33%, 57%, 19%, 38%, and 31%, respectively.

As far as the realistic scenarios are concerned, in respect to the third scenario
(HeavyTraffic), in average, (1) about 40% of the subjects indicated that they would engage in one
of the cognitive distraction activities (i.e., talk to passenger, mind wandering, and look around),
(2) more than 10% would use their phone, and (3) about 45% of the subjects would pick up on the
radio to seek more knowledge about the advisory information. In respect to the last scenario, in
average, about half of the subjects would become engage in cognitive activities, more than 45%
would engage in manual distraction activity to browse for news from radio or internet, and about
20% would call or text someone about the information provided on the sign. Clearly, the data
shows that all four scenarios have a potential to engage drivers in a distractive activity and could
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compromise the safety of the transportation. Figure 11 illustrates the impact of various forged
messages on distracted driving.
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Figure 11 Road users distraction choice and behavior under fictitious hacking scenarios.

4.3.2 Factor analysis

In order to construct significant latent factors from attitudinal and distraction-related variables, we
conducted an explanatory factor analysis (EFA). This statistical analysis assists us to identify a
group of unobserved latent factors that could account for covariance among observed variables
(indicators). In this study, we conducted the EFA using Maximum Likelihood (ML) method with
Geomin oblique type rotation. As far as the attitudinal latent factors are concerned the result of the
analysis identified three factors. These factors are tech-friendly drivers (L-Tech), driving habit (L-
DriHabt), and direction understanding (L-Direct) related factors. The L-Tech regards to the drivers
who rely and trust in technology and tend to use it in order to find an efficient route in their daily
commute. The L-DriHabt concerns with drivers who have a good record of driving, comply with
traffic regulations and are attentive to their surrounding traffic. Moreover, the L-Direct latent factor
attempts to cluster subjects that have difficulties understand direction, especially in an unfamiliar
route. The result of the factor loading for both of the latent factors is provided in Table 8.

I
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Table 8 Factor loading: explanatory factor analysis (attitudinal factors).
Attitudinal Latent Factors

Indicators
L-DriHabt L-Tech L-Direct

Use blinker when changing the lanes 0.712 0.187 0.012
Pay attention to vehicles around me 0.794 0.176 -0.068
Comply with traffic regulations 0.706 0.133 0.006
Good record of driving 0.599 0.114 -0.109
Accomplished because of technology 0.274 0.527 0.149
Trust technology to assist in travel 0.242 0.649 0.250
Rely on technology for daily trips 0.006 0.627 0.203
Check traffic before hitting the road 0.083 0.350 -0.036
Trouble understanding directions -0.174 0.135 0.595
Get lost easily in an unfamiliar route 0.010 0.282 0.844
Prefer Familiar Routes 0.338 0.193 0.329
Driving is boring -0.112 0.059 0.223
Up-to-date with News 0.266 0.116 -0.181
Driving the same way as the others 0.130 0.204 0.074
Trust drivers around -0.059 0.075 -0.060

As far as the distraction-related latent factors are concerned, the EFA analysis identified
three factors (Table 9). These factors include phone use (L-Phone), news and social media
browsing (L-Browsing), and attention-averting (L-Cognitive) latent factors. The L-Phone
construct is related to the observed variables which indicate whether drivers tend to use their
cellphone to call/text someone, take a picture, or check social media and news in response to the
displayed information. The L-Browsing latent factor regards to the drivers who tend to gain more
knowledge of the given information from radio or by browsing social media and news with their
cellphone. It should be noted that L-Phone and L-Browsing latent factors have browsing variable
(Social media or news browsing) in common. The L-Cognitive latent factor includes observed
variables that represent activities that avert drivers’ attention from their primary task (driving).
These variables include looking at the scenery and surrounding traffic, thinking of something other
than driving (mind wandering), and talking to the vehicle passengers about the forged information.
Table 8 and Table 9 outlines the results of the EFA analysis. We accounted for the root mean
square error of approximation (RMSEA) to test the EFA goodness of fit. For all five EFA models,
the results indicated the RMSEA of lower than 0.08, meaning that EFA models satisfy the
goodness of fit criteria.
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Table 9 Factor loading: explanatory factor analysis under each scenario (distraction related factors).

Read The News Today, Oh Boy! | Zombies ahead run! | Heavy Traffic Due to Accident | Road Closure Due to Police Activity
Indicators
L-Phone  L-Browsing L-Cognitive ~ L-Phone  L-Cognitive  L-Browsing  L-Phone  L-Cognitive  L-Browsing  L-Phone L-Cognitive  L-Browsing

Call/Text 0.802 0.256 0.423 0.749 0.388 0.448 0.600 0.223 0.367 0.665 0.188 0.271
someone
STiZl;e picture of 4 71 0.163 0.385 0.767 0.417 0.238 0.853 0.166 0.203 0.721 0210 0.068
Social media
or news 0.615 0.408 0.435 0.526 0.282 0.723 0.551 0.207 0.575 0.625 0.224 0.408
browsing
Talk to
passengers 0.394 0.180 0.528 0.460 0.583 0.140 0.130 0.410 0.400 0.202 0.251 0.399
about sign
Mind . 0.455 0.240 0.840 0.442 0.764 0.310 0.320 0.649 0.212 0.258 0.780 0.158
wandering
Look at

0.405 0.271 0.553 0.380 0.626 0.481 0.143 0.591 0.237 0.211 0.418 0.333
scenery/traffic
Check radio 0.467 1.460 0.439 0.315 0.257 0.875 0.184 0.264 0.659 0.277 0.118 0.539

It should be noted that we tested the results of a 2-factor extraction for distraction-related factors, but the model did not satisfy
the goodness of fit criteria. To confirm the results of the EFA models we developed confirmatory factor analysis (CFA) models for
each scenario. We developed the CFA models using the ML method in order to test whether the data fit the measurement models resulted
from the EFA analysis. The value of the RMSEA was found equal to 0.063, 0.067, 0.066, and 0.063 (< 0.08), for scenario 1 to 4,
respectively. That is, the identified constructs presented in Table 8 and Table 9 are a good fit to the data.
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4.3.3 Structure equation model approach

In order to model the outcome variables of this study, we developed four structural equation
modeling (SEM) for each of the scenarios discussed before. To assess the impact of drivers’
attentional overload on distracted driving, we developed four SEM models for the four scenarios
of this study. The outcome variable is an ordinal variable comprises of five categories that indicate
subjects’ perception of the distracted driving at the presence of a compromised DMS. The
categories of the outcome variables include extremely unlikely, somewhat unlikely, neither likely
nor unlikely, somewhat likely and extremely likely. Higher values are associated with the subjects
that found DMS hacking phenomena with a higher likelihood to cause a distraction while driving.
We used factor analysis in order to form meaningful constructs from distraction activities. The
result of the factor analysis model is discussed in the previous section (4.3.2).

We modeled distracted driving using SEM approach by taking into account a set of
hypotheses regarding the impact of subjects socio-economic and demographic and attitudes toward
L-Phone L-Browsing, and L-Cognitive latent variables and subjects’ perception of the distracted
driving outcome variable. The conceptual framework of the proposed model is illustrated in Figure
12. We tested the association of two sets of observed and unobserved (latent factor) variables and
distraction latent variables (i.e., L-Phone L-Browsing, and L-Cognitive) and the outcome variable.
The descriptive stat of the observed variables is provided in Table 7. Also, discussion related to
the unobserved variables used in this modeling approach can be found in the previous section and
Table 8.

| CallTxt Internet

| Radio

Distraction Type

| MindW ‘

Look |

Socio-economic,
Demographic, and Driving
Information

=

.

Trstch

RlyTech

Attitudinal Characteristics

Distracted Driving

Figure 12 SEM model conceptual framework

The SEM modeling approach and variable selection comprise of four main steps. These
steps include:
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(1) Conducting bivariate regression between distracted driving, indicator variables and the
observed variables of this study,

(2) We tested background variables and latent factors (L-Tech, L-DriHabt, L-Direct)
association with the distraction related latent factors (e.g., L-Phone) and the distracted
driving,

(3) We used the two-tailed t-test to assess the significance level of the model variables.
Direction effects and variables that were significant at 90% confidence interval were
only inserted.

(4) Among highly correlated variables we kept the variable that resulted in a model with
better goodness of fit to the data. We judged by comparing the Akaike Information
Criterion (AIC) value between the two models.

4.4 Results

To explore hacked DMS phenomena we investigated the impact of the bogus information on road
users in three folds: (1) determinants of distracted driving, (2) association of background variables,
attitudinal latent factors with the three distraction latent factors, and (3) determinants and causation
factors of distracted driving under a compromised DMS. We hypothesized that a hacked DMS
would increase drivers’ attentional overload and increase the chance of driving under distraction.
We developed four SEM models with ordinal outcome variable to investigate the hypothesis of
this study. Following sections provide in-depth discussion over the modeling result.

4.4.1 Distraction model

To explore the determinants of distraction perception at the presence of a hacked DMS we
developed an SEM model by taking into account five unobserved latent factors. To construct the
model, we tested the association between latent factors and the likelihood of distracted driving.
Out of the six latent factors, we found L-Phone, L-Cognitive, L-Browsing, and L-Direct associated
with the risk of distraction at the 90% confidence interval. We identified a significant link between
L-Tech and L- DriHabt latent factors and the three distraction types. Table 10 and Table 11 outline
the results of the SEM models developed for the 4 scenarios of this study.

Three attitudinal latent factors were identified as significant in the SEM model: L-Tech, L-
DriHabt, and L-Direct. The L-Tech comprises of indicators that explain subjects’ attitude toward
technology. The L-Tech latent includes four indicators: Accom, RlyTech, Trstch, and Chctrf.
These variables indicating subjects’ dependency on technology and the extent technology (e.g.,
Google Map) could assist them in their day to day commute. For instance, Chctrf explores whether
participants of this study would check the traffic before starting their commute. The Trstch,
RlyTech and Accom variables indicated the highest contribution to the L-Tech latent factor. L-
Direct represents subjects with trouble finding their direction, who prefer familiar routes for their
commute and get lost easily in an unfamiliar area. This type of drivers is likely to use secondary
sources such as GPS device to get assistant for their trips. Also, at the presence of traffic-related
advisory information that suggests travelers change their route this type of drivers might stay on
their planned routes.
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L-DriHabt, on the other hand, explore Subjects' Driving habits. This latent incorporates
information concerning subjects' compliance with traffic regulation (TrfReg), their traffic records
(Grec), and their attentiveness to the surrounding traffic (AtnVeh). The AtnVeh, and Blinker
designated the highest contribution to the L- DriHabt latent factor. The attitudinal factors represent
a total of 24.6% to 53.57% of the variance. We expect this type of drivers to follow safety measures
while they are approaching a DMS with a political or funny related content. That is, we hypothesize
that drivers with a good habit of driving are less likely to become involved in a distractive activity.
While, we expect that tech-friendly subjects, to use their cellphones or vehicles infotainment
system more frequently in response to the fabricated information. We argue that these type of
drivers are more prone to attention overload and risky driving behaviors.

For each of the scenarios, we developed an SEM model separately. To decide on models'
goodness of fit, we used McFadden’s Pseudo R-Square using the following equation (E.q. 1). In
which, LLg;. is a log likelihood value for the fitted model and LLy,,; is the log likelihood value
of the null model. Closer this value is to one, the better the model fits the data. We estimated the
McFadden’s Pseudo R-Square equal to 0.36, 0.4, 0.3, and 0.32, for scenario 1 through 4,
respectively. The reported values indicate that models have satisfactory goodness of fit indices.

LL¢;
RI%/ICFadden =1- T LLyun (E.q- 1)

As far as the realistic scenarios’ models are concerned, in average distraction-related latent
factors explain 50% of the “call/Text someone” indicator variance, 54.3% of its “take picture of
sign” indicator, 42% of its “social media or news browsing” indicator variance, and 84.1% of its
“check radio” variance. The attention-averting latent factors also explain 21%, 54.7%, and 27%
variance of its “Talk to passengers about sign”, “Mind wandering”, “Look at scenery/traffic”
indicators, respectively.

As far as the fictitious scenarios are concerned, the L-Cognitive latent factors explain, in
average, 62.6% of the “Mind wandering” indicator variance, 24.3% of its “talk to passengers about
sign” indicator, and 33.3% of its “look at scenery/traffic” indicator. The other two latent factors
explain 50.6%, 59.2%, 40%, and 96% variance of its “call/Text someone”, “take picture of sign”,
“social media or news browsing”, and “check radio” indicators, respectively.

Other than the last scenario we did not identify a significant relationship between attitudinal
latent factor and likelihood of distraction. Subjects with direction trouble indicated that “Road
Closure Due to Police Activity” message would increase the likelihood of their distraction while
driving. As depicted in Table 11 we can discern that, in all the scenarios, the attention-averting
activities contribute the most to the likelihood of distracted driving. The L-Phone and L-Browsing
latent factors indicated a mixed impact on distracted driving. For the ReadNews scenario,
distracting activities involving phone use have the higher impact on distracted driving. While, in
the realistic scenarios, L-Browsing latent factor contribute with higher degree to the risk of
distraction.

Interestingly, in the second scenario (Zombieahead) L-Browsing latent factor did not have
a significant contributory effect on distraction. The attention-averting latent factor plays almost a
similar role in explaining the risk of distraction under a hacked DMS, for all scenarios. Its impact
on distraction is the highest with respect to the first scenario and is the lowest with respect to the
RoadClosure scenario.
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Table 10 SEM unobserved latent factors.

. Read The News Today, Oh Boy! Zombies ahead run! Heavy Traffic Due to Accident Road Closure Due to Police Activity
Latent Exogenous variables Estimate Est/S.E. Estimate__Est/S.E. Estimate Est/SE. Estimate Est/SE.
Distraction Related factors
Call/Text someone Constant i i Constant I 1 Constant i I Constant
Take picture of sign 1.168 35.960 i | 0.876 39420 i 0.957 32.529 i i 0.922 28.858
L-Phone Social di I I I I I I
oclal media ornews 0.646 27502 i 1 0.694 36458 1 i 03866 27.050 i i 0.946 27.627
browsing i i i i 1 1
Look at scenery/traffic Constant i i Constant i i\ Constant i i Constant
L-Cognitive I%/gﬁ(dtzvaES:s;nirs 1.685 29.668 [ [ 1.427 36.368 I I 1.138 24.414 [ 1 1.250 19.385
passeng 1.258 25.773 bt 0973 29.497 1 0.794 19.669 ! 0.674 14.878
about sign ! ! ! ! ! !
L-Browsing Esgsjslirrlr;edla ornews Constant ! ! i1 Constant '} Constant
- I I - I I I I
Check radio 2.267 37.026 P P 3.830 17.028 P 3.451 10.909
Attitudinal Related factors
Accomplished because Constant ! ' Constant ' ' Constant ' ' Constant
of technology I I I I I I
Trust technology to 1.282 24563 1! 1284 24665 | ! 1.346 25382 ! ! 1.334 25.840
assist in travel I I I I I I
L-Tech Rel technol f 1 1 ! 1 ! !
d;ﬂyy?ﬁp:c ONOEY 1ot 1.345 21312 011335 21446 1 1 1399 22042 1 1.406 21.978
I I I I I I
tcnft‘zrcll; t;"g?ga';ef"re 0.653 12413 0.642 12364 | . 0636 12058 0.653 12255
> i i [ i i
use bll_nker when Constant ! I Constant i i Constant i I Constant
changing the lanes i i i i i i
Pay attention to i i [ [
L-DriHabt vehicles around me 0.939 42314 ; ; 0.938 42.283 i ; 0.945 42.516 i i 0.941 42.443
Comply with traffic ' ' ' ' ' '
. 1.007 39411 [ [ 1.004 39420 1 [ 1.000 39.479 [ [ 1.003 39.460
regulations H H . .
good record of driving 0.932 33.641 | | 0.930 33.622 | I 0.934 33.765 | | 0.936 33.776
Get lost easily | | | \ Constant | | Constant
. Prefer Familiar Routes [ [ 0.207 13.774 1 0.215 15.852
L-Direct Troubl derstandi - 1 1 — ! l i i
roublc uncerstancing . Lol 0507 15984 ! 0.530 20.034

directions i
Note: All the estimated are significant at the 90% confidence interval.
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The Tech-friendly and L- DriHabt latent factors did not have a significant association with
the distraction likelihood outcome variable of the SEM model. We also tested whether those who
would slow down or stop under the compromised DMS would perceive the risk of distraction
under a compromised DMS high. The estimates indicated that slow down behavior positively
correlated with the distraction risk while the stopping behavior did not have a significant
association with the distraction risk. In addition, we explored the correlation between slow down
and stop speed choices with distraction latent factors, and found a significant linkage between
those. Meaning that as a result of drivers’ attentional overload they tend to lower their speed or
stop their vehicle to manage the excessive cognitive demand. This finding is consistent with
previous studies [22, 155, 156]. In the following section, we provide more details on the models’
results and findings.

4.5 Discussion

In this study, we focused on the scenarios where DMS display unrealistic (i.e., fictitious) and
realistic (i.e., traffic-related) information. We aim to understand to what extent the drivers are
attentive to the supplied information, and how this attention increases the likelihood of distraction
while driving. In this study, we argue that a compromised DMS not only undermines the reliability
of the ITS system, could engineer drivers’ decisions by persuading them with fake information.

While developing the SEM models for each scenario, we account for the association
between explanatory variables, attitudinal latent factors, distraction latent factors and the outcome
variable of this study—likelihood of distracted driving under a compromised DMS. In the modeling
process, we consider the collinearity between variables in order to not include two or more highly
correlated variables in one model. The final models only comprise of significant variables (90%
confidence interval) and latent factors that ensure the model’s goodness of fit. Table 11 represents
the SEM results of all the scenarios, and indicate the linkage between the observed and unobserved
variables of this study.

As far as the sign and the coefficient of the observed and unobserved variables are
concerned they are congruous with the theoretical expectations. We found several of the
explanatory variables of this study with a direct effect on two or three distraction constructs. These
variables include, but not limited to race, education level, driving experience, age, speed choice
behavior, driving style, and subjects general trust in DMS information. In addition, we found
several background variables with a significant correlation with the likelihood of distraction while
driving. The impact of the variables that are common in different scenarios models are mainly
similar (Figure 13). In scenario 1, 3, and 4 all the attention-averting related constructs were found
to have a contributory impact on the distraction likelihood. While the distraction related constructs
have a similar impact, the magnitude is different among different scenarios. The L-cognitive
construct has its highest positive impact on distraction risk in the first scenario (i.e., ReadNews).
Its impact is the lowest in respect to the last scenario where subjects are given fabricated
information regarding road closure due to police activity.

The effect of the other latent factors on the outcome variable of different scenarios is more
diverge than the L-Cognitive. In respect to the fictitious scenario 1, the subjects who would use
their cellphone increase the risk of distracted driving more than the ones seeking the news via
radio. We did not identify a significant association between the L-Browsing construct and the
likelihood of distraction. For the case of the realistic scenarios, subjects are rather to gain
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secondary knowledge regarding the traffic condition through radio, social media, or the internet.
This distinction is higher for the last scenario where a DMS displays “Road Closure Due to Police
Activity”. That is, L-Browsing latent factor has more impact on the risk of distraction compare to
the L-Phone latent factor.

Interestingly, only one of the attitudinal latent factors has a significant linkage with
distraction while driving. The L-Direct factor (drivers with direction trouble) indicated a positive
contribution to the outcome variable of the last scenario. It should be noted, that its impact is the
lowest compared to the distraction-related latent factors.
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Figure 13 Distracted driving under different scenarios

Observed variables also contribute to the subjects’ risk of distraction while driving. We
found that students are more likely to become involved in distracted driving behavior in both
scenario 2 and 4. Drivers with anxious driving style (i.e., those who feel alertness and tension
during driving), and those with the education of Bachelor’s degree and higher are more prone to
the distracted driving behavior. The anxious drivers would distract the most in the last scenario
where the road is closed. Experienced drivers (those with many years of driving experience), and
those with high trust in DMS information are more likely to increase the risk of distraction.
Subjects with white race would also increase the risk of distracted driving compared to the other
races. The SEM models of the scenario 2 and 4 identified 3 explanatory variables with a negative
effect on distracted driving. These variables relate to (1) patient and careful drivers, (2) subjects
that feel driving is a boring activity, and (3) those subjects who are more familiar with the DMS.
Among these subjects, those who are patient and careful drivers have the highest negative impact
and those who perceive driving as a tedious task have the least negative contribution to the risk of
distracted driving.
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Furthermore, we tested the relationship between distraction risk and subjects’ choice of
speed. The hypothesis is that under a compromised DMS, drivers tend to slow down or stop in
order to react to the supplied information. As far as the fictitious scenarios are concerned, we
indicated a positive correlation between slow down behavior and risk of distraction. This result is
consistent with theoretical anticipation. We did not find a significant association between choice
of speed and distracted driving behavior in realistic scenarios. Figure 13 provides more detail
regarding the impact differences of the observed and unobserved variables between the four
scenarios of this study.

4.5.1 Distraction type: phone use

In all of the scenarios, attitudinal latent variables were found significantly correlated with the L-
Phone construct. Regardless of the scenarios, tech-friendly drivers are the ones who would use
their cellphones to take a picture, call text someone, or brows social media. The L-Tech latent
factors have the highest positive impact on the L-phone distraction construct in regard to the
second scenario where a DMS warns drivers of a Zombie attack. Interestingly, this result is
consistent with drivers real-word encounter [25]. That is, in reaction to a similar message, drivers
are likely to slow down, or stop to take a picture of the sign. This behavior could cause unsafe
traffic condition as a consequence of frequent braking, and lane changing behaviors. Drivers with
a good record of driving and those who comply with traffic regulation are less likely to engage in
phone use related activities. The L-DriHabt latent factor, in all scenarios, has negative linkage to
the L-phone construct. This negative effect is the highest for subjects at the presence of the “Road
Closure due to Police activity” sign. These type of drivers are more prone to the fictitious messages
rather realistic ones (Figure 14).
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Figure 14 L-Phone distraction under the 4 scenarios
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Table 11 Determinants of distraction.

Read The News Today, Oh Boy!

Zombies ahead run!

Heavy Traffic Due to Accident

Road Closure Due to Police Activity

Latent Variables

Estimate  Est./S.E. P-Value Estimate Est./S.E. P-Value Estimate Est./S.E. P-Value Estimate Est./S.E. P-Value
Distraction
L-Phone 0.475 8.756 0.000 ! ! 0.489 12.091 0.000 ! ! 0.795 12.402 0.000 ! ! 0.597 11.070 0.000
L-Cognitive 2.289 20.717 0.000 : : 2.046 23.891 0.000 @ 2200 18.281 0.000 @  1.829 15.023 0.000
L-Browsing 0.246 4.045 0.000 1 - b 0.814 7.384 0.000 ' i 0.942 6.553 0.000
L-Direct - b - - - 0126 3.815 0.000
ABachlr - b 0.129 1.851 0.064 : - Lo 0.230 3.563 0.000
DrivDur - P - L0146 5.723 0.000 | i 0.134 5.252 0.000
White - P - Pt 0.249 3.081 0.002 i i 0.257 3.471 0.001
Patient - o 0277 -3.621 0.000 : - . -
Bored - Lo 20071 -2.250 0.024 1 | - b -
Student - Pl 0.428 2.920 0.004 : ! - P 0.360 2.586 0.010
Anxus 0.193 2.382 0.017 @ - L0234 2.664 0.008 : ! 0.461 6.078 0.000
Dfam - b - b - P -0.133 -4.130 0.000
Dhr0 0.521 2.590 0.010 & - P - P -
Vig 0.108 2.580 0.010 ! ! - b - b -
Slow Down 0.389 10.500 0.000 @ : 0.353 10.590 0.000 : - b -
L-Phone
L-Tech 0.253 6.969 0.000 : : 0.45] 9.056 0.000 @ : 0.078 2.989 0.003 : : 0.183 5.388 0.000
L-DriHabt -0.178 -5.112 0.000 & i -0.101 -2.164 0.030 i : -0321  -12407  0.000 : : -0.332 -10.370 0.000
Female — v 0.135 3.450 0.001 : — - —
DrivDur - b - b -0.044 -5.653 0.000 @ -0.020 -2.088 0.037
Agl824 0.357 7.167 0.000 &  0.286 4.173 0.000 : - b -
Ag2535 0.265 6.724 0.000 ! ! 0.370 6.844 0.000 ! ! - . -
Ag3545 0.102 2.390 0017 | | 0237 4.043 0000 @ - Do -
ABachlr - bolo-0.125 3.144 0.002 : - b -
anxious - P - b1 -0.083 -3.365 0.001 | -
White 0.126 4.138 0.000 @ @ 0.171 4.079 0.000 : - v -
Rural - b 0.191 3.278 0.001 : - b -
Dhrl -0.169 -1.969 0.049 | - Pt - P -
VehMotr - b - b - bl 0.520 3.018 0.003
InvAcc - b - Cor-0.123 -5.187 0.000 @ : -0.115 -3.821 0.000
AccDst 0.126 2.428 0.015 © i 0.193 3.221 0.001 & 1 0.103 3.123 0.002 & i 0203 4772 0.000
Dsee 0.040 3.442 0.001 ! ! 0.064 3.957 0.000 ! ! - - -
Bored - b 0.064 3.802 0.000 : - b -
Slow Down 0.322 21.406 0.000 : i 0.388 20.596 0.000 & - P -
Stop 0.243 9.875 0.000 ' ! 0.260 8.681 0.000 ! ' 0.379 24.088 0.000 ! ! 0310 19.720 0.000
L-Cognitive
L-Tech 0.210 6.976 0.000 ! ! 0.285 8.273 0.000 ! ! 0.121 3.457 0.001 @ ! 0.196 5.880 0.000
L-DriHabt -0.115 -4.136 0.000 @ - L .0.163 -5.113 0.000 : : -0.100 -3.424 0.001
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L-Direct - Pt - Pl 0.053 3.879 0.000 i i 0.035 2.707 0.007
Agl824 0.132 3.955 0.000 ! ! - - - - -

Hssms -0.207 -4.969 0.000 @ : -0.151 -2.914 0.004 : : -0219 -4.704 0.000 :  -0.204 -4.725 0.000
asian - - b 0.158 3.116 0.002 : -

black - o - o - b -0.126 -2.760 0.006
White 0.187 7.441 0.000 @ @ 0.187 6.006 0.000 @ : 0.145 4.503 0.000 ! ' 0.103 3.414 0.001
Urban - b - ¢ -0.055 -1.965 0.049 : -

DrivDur - P - Pt - P -0.050 -5.389 0.000
Dhr - Lo - Co-0.014 2111 0.035 : @ -0.016 -2.744 0.006
Dhrl6 0.101 3.856 0.000 : : 0.111 3.417 0.001 : - b -

Vtg6080 - Pol0.075 2.375 0.018 @ ! - Pl 0.054 2.084 0.037
Patient - v -0.143 -4.376 0.000 : - . -

Anxus 0.106 3.725 0.000 : - ©or0.081 2.437 0.015 @ -

InvAce - b 0.057 1.894 0.058 & - P -

AccDst 0.114 2.669 0.008 | ! - Ll 0.074 1.850 0.064 ! ! -

Bored 0.047 4.606 0.000 | ! 0.082 6.318 0.000 @ ! - Lo 0.062 5.823 0.000
Slow Down - b - Lol 0.078 6.222 0.000 | i 0.116 8.764 0.000
Stop - Lo - L 0.179 10.579 0.000 ! ! 0.09 7.042 0.000
L-Browsing

L-Tech 0.074 3.585 0.000 @ ! b — Lol 0.035 2.375 0.018
L-Direct - P Lo - Pl -0.020 -3.391 0.001
DrivDur - b Lo 0.033 6.015 0.000 | -

Black - b Po1-0.070 -3.499 0.000 | -

Urban -0.051 2724 0.006 @ b - - -

Student - b Lol -0.046 -1.808 0.071 & ! -

Hssms - P - Pt - P -0.040 -1.940 0.052
Reckless — . - — v -0.116 -2.928 0.003
Dfam - b b - b 0.025 4.127 0.000
UpNws 0.024 2.827 0.005 & P - P -

Slow Down 0.150 15.121 0.000 ! ! Co0.035 5.302 0.000 ! ! 0072 8.477 0.000
Stop 0.144 9.630 0.000 | ! Co0.079 8.417 0.000 ¢ : 0.039 5.636 0.000
Thresholds (cut-points)

Cut 1 1.876 8.773 0.000 ' : 0.243 3.999 0.000 @ : 2.192 10.688 0.000 @ ' 0.576 2.630 0.009
Cut2 2.970 13.672 0.000 & i 0.643 10.524 0.000 : | 3.982 18.080 0.000 i 1 2317 10.234 0.000
Cut 3 3.973 17.874 0.000 | ! 0.992 16.208 0.000 ! ! 5301 22.631 0.000 | ' 3.595 15.303 0.000
Cut 4 6.594 26.776 0.000 @ : 1.891 29.909 0.000 : : 7.978 28.833 0.000 : ' 6.078 23.360 0.000
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In both fictitious scenarios, age has a significant impact on phone use related activities. In
respect to the first scenario, subjects with age of 18 to 24 years old have the highest chance to
become involved in distraction involving their phone. While, in the second scenario, this is true
for those who age between 25 and 34 years old. Age is not a contributory variable in realistic
scenarios. Female and White subjects and those who live in a rural area are likely to use their
phone under the fictitious scenarios. We did not find a significant correlation between these type
of drivers and L-Phone construct in the realistic scenarios. Experienced drivers and those drivers
with less than 1 driving hour in a week have a negative association with the L-Phone latent factor.

We found two interesting results involve the subjects that had previous accident
experience. Those who were involved in an accident in general, were less likely to use their phone
under realistic scenarios. But the ones who were involved in an accident involving a distraction
would contribute positively to the L-Phone latent factors. In addition to the aforementioned
observed and unobserved variables, we investigated the direct correlation between speed variation
and L-Phone latent factors. The models result indicate that subjects’ slow down and stopping
behavior is highly correlated with the phone use activity. Meaning that subjects are highly likely
to change their speed in response to the fabricated messages. This behavior could occur due to
several reasons. As far as the fictitious scenarios are concerned these reasons include (1) take
picture of the sign, (2) call/text someone about the sign, and (3) browse social media in order to
upload the information about the hacked DMS. However, with respect to the realistic scenarios,
the rescans could be different. The subjects might reach to their phone in order to check the traffic
condition, and also find a more efficient route to minimize their commute delay. Figure 14
illustrates the similarities and differences of different scenarios determinants.

4.5.2 Distraction type: cognitive

Cognitive-related distractions were found with the highest positive effect on distracted driving
risk. That is, it is imperative to know what type of driver is more likely to become involved in such
distraction activity. Similar to the L-Phone latent factor, tech-friendly drivers (subjects associated
with L-Tech) are more prone than other drivers to engage in a cognitive type of distraction activity.
This could be thinking about something other than driving (mind wandering), looking at the
surrounding traffic or scenery or talking to a passenger.

We found L-DriHabt with negative impact on the L-Cognitive construct in three of the
scenarios. Meaning that drivers who respect traffic regulations are not likely to pay attention to
something other than driving. Interestingly, in the realistic scenarios, subjects with trouble in
finding their direction in an unfamiliar road, and those who get lost easily are more prone to this
type of distraction. This is mainly due to the fact that this type of drivers is willing to commute
through familiar routes to lower the risk of longer travel times.

White, anxious drivers, and drivers with high trust in DMS (60-80% trust) would involve
in a cognitive type of distraction under both fictitious and realistic scenario. it is very likely for
subjects who were involved in an accident and for those that distraction was the reason of their
accident to become involved in a related cognitive distraction. In addition, Asians and subjects
who see driving as a tedious task would positively contribute to the L-Cognitive latent factor.

The modeling result also indicates that several variables have a negative association with
the L-Cognitive construct. These variables define subjects who are (1) patient and careful, (2) have
low education, (3) black, (4) live in an urban setting, and (5) experienced drivers. Hssms has a
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similar negative impact on L-Cognitive in all the scenarios. Its impact is the highest regarding the
first and third scenarios. In addition, with respect to the fabricated realistic scenarios, those subjects
with higher commute hours are less likely to become distracted.
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Figure 15 L-Cognitive distraction under the 4 scenarios

4.5.3 Distraction type: browsing

The L-Browsing construct mainly concerns those subjects who would pick up on the radio to
acquire extra information about the DMS content. In this study, L-Browsing latent factor
contributes positively to a higher risk of distraction in scenario 1, 3, and 4. Two attitudinal latent
constructs were identified with a significant direct effect on L-Browsing (Table 11). These factors
include L-Tech and L-Direct. The tech-friendly subjects are more likely to reach out to their
vehicle infotainment system. The L-Tech association is higher concerning the fictitious scenario.
This is similar to their behavior as far as the L-Phone and L-Cognitive distraction types are
concerned.

Interestingly, the subjects with trouble finding their direction in an unfamiliar road are less
likely to check the radio to gain extra information about traffic condition. That is, they might prefer
to stay on the same route or either use their phone to find alternative routes. Either way, as we

discussed in the previous sections, their chance of becoming distracted under a compromised DMS
is high.
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Among the observed variables that were found significantly correlated with the L-
Browsing construct, subjects who are up-to-date with news, those who are familiar with DMS, and
experienced drivers stated a positive attitude toward L-Browsing distraction type (Figure 16).
However, subjects who (1) live in an urban area, (2) are students, (3) black, (4) reckless and
careless drivers, and (5) those who have low education are less likely to become distracted. Among
the explanatory variables with negative impact, reckless drivers have the highest negative impact
while low educated subjects have the least negative impact on the L-Browsing.
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Figure 16 L-Browsing under the 4 scenarios

The slow down and stopping behavior have the highest association in the fictitious
scenario. The speed choice trend is a little bit different between the realistic scenarios. Basically,
in scenario 3 those subjects who stop their vehicles are more likely to tune their radio, while this
is true for slow down behavior in the last scenario. Overall, in both fictitious and realistic scenarios,
subjects speed variation behavior is significantly correlated with the L-Browsing constructs. That
is, we can infer that distraction under a compromised DMS could lead to an unexpected slowing
down and stopping behaviors.

4.6 Conclusion

Understanding drivers’ distraction behavior under a compromised DMS is a fundamental step
toward operating a safe and reliable transportation system. DMS have been hacked for over a
decade, yet no previous study attempted to understand the adverse impacts of such event, on the
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basis of empirical data. Previously Kelarestaghi et al., [25] conducted a qualitative risk assessment
approach to tackle this problem. The result of their study listed distracted driving as one of the
primary outcomes of DMS hacking phenomena [25]. In this study we conducted a web-based
questionnaire in order to evaluate US drivers’ distraction behavior under two main scenarios.
These scenarios included realistic (with traffic-related information) and fictitious DMS content.

The fictitious scenarios were designed to resemble real-world hacking events [25]. The aim
was to explore whether subjects are likely to distract under bogus information, and to identify what
type of distractions have a higher association with risk of distracted driving. In addition, we
developed two SEM models to estimate determinants of different type of distractions in order to
provide a better understanding of travelers’ behavior under a compromised DMS.

We took a step forward and argued that adversaries are able to display fabricated traffic
related information in order to maximize their rewards of a cyber-attack. We tested the impacts of
two fabricated-realistic messages on travelers’ distraction behavior. These messages were (1)
“Heavy Traffic due to Accident”, and (2) “Road Closure due to Police Activity”. The main
hypothesis is that adversaries could create an unsafe traffic condition by encouraging drivers to
use their cellphones or paying more attention to activities other than driving.

The design of this study not only assist engineers and policy makers to understand the
outcome of cyber-attack on DMS but to compare different type of bogus messages impacts on
drivers’ behavior. Thus, we developed four SEM models in order to account for observed and
unobserved variables that have the explanatory power to scrutinize the problem. These variables
included drivers’ (1) socio-economic and demographic information, (2) behavioral and attitudinal
characteristics, and their experience with DMS in their day-to-day commute. Using Factor
Analysis, we constructed three attitudinal latent factors to identify different type of drivers. These
latent factors, classified drivers into (1) tech-friendly drivers, (2) drivers who respect traffic
regulations, and (3) drivers who have trouble with identifying their direction especially in
unfamiliar roads. We then tested the direct and indirect impact of the observed and unobserved
explanatory variables on distraction behavior.

To assess travelers’ distraction behavior under compromised DMS we grouped—using
factor analysis—different distractive activities under 3-main latent factors. These latent factors
included (1) phone use related distraction, (2) cognitive related distraction, and (3) distraction as
a result of drivers reaching out to the vehicle infotainment system. The aforementioned latent
factors were constructed thru the consolidation of the various manual (e.g., picking up on radio),
visual (e.g., look at surrounding traffic), and cognitive (e.g., mind wandering) type distracting
activities. Ultimately, we tested the direct association between the three distraction latent factors
and the outcome variable of this study. The primary outcomes of this study are as follows:

e Regardless of the DMS hacking scenarios, drivers would engage in at least one of
the distractive activities. Among the distraction latent factors, cognitive distraction
has the highest impact on the distracted driving likelihood. Meaning, there is a high
chance that drivers think of something other than driving, look at surrounding
traffic and scenery, or talk to a passenger regarding the information that they saw
on the DMS.
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e Subjects attitudinal characteristics have significant contribution toward distraction
risk. Drivers who rely and trust in technology and those who check traffic condition
before starting their trips tend to become distracted especially with respect to the
realistic scenarios. For drivers with trouble in finding their direction, the result is a
mixed one. They have a negative attitude toward the L-Browsing constructs, but
they have a positive association with the L-Cognitive latent factor. That is, while
they might not use their cellphone or vehicle infotainment system, they are highly
likely to, for instance, mind wanders under a compromised DMS. The subject who
comply with traffic regulations have a homogeneous behavior toward detractive
activities. The result of modeling indicated a negative linkage between L-DriHabt
and distraction-related constructs regardless of the bogus information.

e We further assessed how and to what extent the mix of drivers responded to the
distraction latent factors. Gender was identified with a positive association only to
the L-Phone construct. White subjects were found to have positive linkage with L-
Phone and L-Cognitive latent factors. Age was among the most important
determinants of distractions. Younger subjects stated a positive correlation with
L-Phone and L-Cognitive under the fictitious scenarios. We also learned that
driving style is a determinant of drivers’ distraction behavior under a compromised
DMS. In both fictitious and realistic scenarios, Anxious drivers tend to positively
impact the L-Cognitive latent factor. While the reckless and careless drivers stated
a negative attitude toward the L-Browsing construct under scenario 4. In addition,
the result of SEM models indicated several variables with a negative effect on
distraction types. These variables are defining subjects who are less educated,
student, black, live in an urban area, experienced drivers, and patient and careful
drivers.

e Furthermore, we assessed the linkage between speed and distraction thru testing
the association between subjects’ slow down and stop behavior, and distraction
behavior. we identified that at the presence of a bogus information drivers tend to
slow down or stop in order to react to the DMS. That is, they would either (1)
become involved in activities through the means of their phone, (2) they would
mind wander, look around, and talk to a passenger about the sign, and (3) search
for extra information by means of their vehicle’s radio or internet. Interestingly this
fluctuation in speed is consistent regardless of a scenario.

This study conducted a stated preference approach to asses drivers’ distraction behavior
under a compromised DMS. We collected data from eleven States by means of a web-based
questionnaire. The modeling approach of this study allowed us to account for both subjective
attribute and objective determinants of the population. The subjective attributes helped us to test
information that are not acknowledged by the subjects directly. The layers of the SEM models also
enabled us to understand the attitudes of drivers with different background toward the three-type
of distraction. The result of this study identifies future research need to assess the behavior of the
drivers under a compromised DMS using a driving simulator. There is a gap in the current literature
to scrutinize the adverse impacts of a cyber/physical attack on DMS. The outcome of this study
would be of particular help to policymakers, emergency responders, and engineers who are
concerned with developing incident response plans and the safety, security, and resiliency of the
ITS network.

64



Bakhsh Kelarestaghi

Chapter S

S Choice Of Speed Under A Compromised Dynamic Messages Sign

Abstract

En-route advisory information supposed to facilitate road users with safe and efficient travel. In
this study, for the first time, we argue that not only Dynamic Messages Signs (DMS) would not be
lucrative to road users but would detriment the safety and operation of the transportation system.
An adversary could compromise the security vulnerabilities of a DMS and display his/her desirable
message to the drivers. Depends on the message the behavior of the road users could differ. This
study investigates travelers’ speed choice behavior under realistic and fictitious fabricated DMS
content. To do so, we conducted a web-based survey using Amazon Mechanical Turk in eleven
States around the nation. The statistical models take into account about 4,700 subjects’
characteristics information and stated speed choice behavior. The results affirm traffic speed
variation behavior at the presence of a compromised DMS. We further identify route change
behavior and involvement in distraction activities as significant factors to contribute to the
subjects’ choice of speed. Also, we identify females, reckless and anxious drivers, highly educated
subjects and tech-friendly drivers among the individuals that comply with false information. The
outcome of this study would be beneficial to engineers and policymakers concerned with the
safety, security, and resiliency of the transportation system.

Key words: cyber-physical systems, dynamic message signs, travelers’ behavior, speed variation

5.1 Introduction

Implementation of DMS has been a successful practice for many years. The DMS provides
advisory information to the drivers in order to make the trips more efficient, and safe. One of the
widely accepted application is to use DMS in order to control the speed of traffic. Current literature
has been in favor of this approach [127, 157, 158, 159]. Previous literature indicate that drivers
would comply with the DMS speed control related information and that the application of the DMS
would benefit traffic homogeneity [157, 159]. For instance, Lee et al., [127] investigated the
impact of variable speed limit signs, a warning messages on driver’s speed change behavior. They
conducted a driving simulator study and examined 86 subjects’ response to the DMS. The result
of their study indicated that subjects complied with the signs and lowered their speed. The outcome
of this practice could benefit the system by lowering the risk of a crash [127].

While a speed related content displayed on a DMS could be beneficial to the system, traffic
speed variation under different DMS would not be lucrative. Excessive attention to the DMS
content would create speed variation in traffic. That is, for example, speed reduction behavior
might occur mainly due to (1) increased attention demand (i.e., due to drivers’ reaction to the
message), and (2) following traffic compliance with speed reduction behavior of the lead traffic
[22]. The unexpected variation in speed would create impulsive driving behaviors leading to closer
spacing between vehicles and frequent lane changing maneuvers. The aftermath would be the
creation of an unsafe traffic pattern that could result in a severe crash [24].
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A message displayed on a DMS could unintentionally/intentionally affect drivers’ choice
of speed. The unexpected speed change behavior could increase safety risk. Smiley et al., [149]
explored drivers’ behavior under a digital billboard to investigate their speed and headway change
before and after the sign construction. They found that the installation of the advertisement DMS
would cause drivers inattention and cause them to brake more frequently [149]. Consequently, this
speed change variability suggested as a reason for unsafe headways that compromise traffic safety.

Kolisetty et al. [160] studied road users speed change behavior using driving simulator and
found DMS information effective to decrease drivers speed under adverse weather condition. The
result of their study indicated that (1) most of the subjects’ speed choice was affected by the DMS,
and (2) DMS were effective to change the speed in the range of -2 to 15 km/hr. In a similar study,
Yan and Wu studied [11] drivers speed behavior under DMS and found that as drivers move closer
to the DMS, they tend to lower their speed. Erke et al., [22] designed a revealed preference study
in order to investigate road users route choice and speed behavior under en-route information.
They assessed speed change behavior of 3,342 vehicles and concluded that DMS information (road
closure and road work related information) significantly sway drivers to reduce their speed. The
reduction in speed was comparable with the amount of speed reduction under DMS with messages
to warn drivers to lower their speed or warn them of a slippery road.

Harms et al., [155] attempted to explore whether DMS traffic-irrelevant content could harm
transportation network. In their study, they collected the driving behavior of 32 subjects using
driving simulator in Netherland. The results indicated that vehicles slowed down when
approaching the DMS, in order to pay more attention to the DMS content. Drivers’ understanding
of a DMS content also plays a significant role in their speed choice behavior. Guattari et al., [156]
in a similar study, used driving simulator data to investigate speed variation pattern at the presence
of a DMS. They found that for cases that drivers were not able to understand the content the speed
variation is high. While, when drivers comprehended the content the speed profile was stable.

Speed reduction behavior in response to the messages might compromise roadway safety.
Lower driving speed and less driving attention can lead to more distraction [161]. To respond to
the higher information load, drivers tend to lower their speed to engage with the supplied
information. The speed reduction behavior that is irregular for the adjacent traffic could improvise
headway decrease, conflicts, and risky driving behaviors [162]. In compliance with DMS
information, drivers might reduce their speed, and this speed reduction behavior instigates the
following vehicles to change lane or brake hard accordingly. The risk of unsafe driving would be
higher in case drivers need more time to react to the information and draw a decision [145].

Previous literature solely focused on the impact of an authentic DMS content on the traffic
speed change. Meaning that no previous study scrutinized a likely behavior of drivers under a
compromised DMS. In this research we attempt to fill this gap and contribute to the literature of
travelers’ behavior in threefold: (1) we explore the impact of a fabricated content on drivers’ speed
choice behavior, (2) we investigate observed and unobserved determinants of drivers’ choice of
speed under a compromised DSM, and (3) scrutinize causation factors that are likely to contribute
to this speed variation behavior. Mainly, our objective is to provide an answer to the following
questions:

¢ Could adversaries engineer the traffic speed choice behavior?
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e What are the critical factors that contribute to the speed choice behavior under a
compromised DMS?
e What are the reasons that cause the speed variation pattern?

To answer these questions, we developed multivariate latent based ordered probit
regression models to fully assess subjects likely speed choice behavior. We pondered four different
forged information with realistic and fictitious related content. The fictitious scenarios were
designed in order to mimic the real world DMS hacking events [25]. While the fabricated-realistic
messages aimed at portraying scenarios that are conceivable to cause a higher negative impact.
The remaining part of this study is organized as follows. First, we discuss the method and data that
we used in this study. Second, we develop the multivariate ordered probit regression models.
Third, we provide in-depth conversation over the determinants and causation factors of the speed
choice behavior. We close the paper by outlining the main findings of the study and suggesting
future research lines.

5.2 Method and data

The data collection process involved with a web-based survey questionnaire to capture about 4,700
subjects in eleven States. These States include California, New York, Texas, Florida, New Jersey,
Mississippi, lowa, Virginia, Maryland, North Carolina, and District of Columbia. To fellfield the
objectives of the study and to understand the traveler change of behavior under the hacked DMS
we designed our questionnaire into four sections. The first section aim was to capture subjects
socio-economic and demographic information. The second part of the survey objective was to
understand driving related attitudes of the participants. The third part, questioned subjects
experience with the DMS, and the last section investigated subjects’ behavior under different DMS
hacking scenarios.

In this study, to assess the behavior of the subjects we queried several of their demographic,
socio-economic and attitudinal related characteristics. These characteristics include age, gender,
driving experience, commute hours, education, income, vehicle ownership, and driving style. Also,
we question subjects’ attitudes toward the use of technology, traffic regulations and their sense of
direction, especially in an unfamiliar area. Besides, we wanted to acquire some knowledge of their
familiarity with the DMS and to know whether they use the en-route information in their day-to-
day commute.

The data that we collated comprise of 2,301 females and 2,001 males. Most of the subjects
are younger than 45 years old and above 65% categorized themselves as white. Exactly 2,257 of
the participants have a degree of Bachelor’s or higher and 30% of these individuals hold a degree
higher than Masters. About 2,131 of the subjects live in households with income lower than $60k,
and about 20% of these subjects classified themselves in income categories of lower than $30k. In
the other hand about 24% of the survey population live in households with income of $90k and
higher.

In the survey questionnaire, we ask participants to classify themselves in one of the four
driving style categories. These categories include anxious (i.e., feelings of alertness and tension),
Reckless and careless (i.e., violations of safe driving norms), Angry and hostile (i.e., tendency to
act aggressively on the road), and Patient and careful (i.e., planning ahead; attention, patience).
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Subjects mainly cherry-picked patient driving style with 70% frequency, then anxious driving style
with 23% and the rest described themselves as a reckless or angry driver. Precisely 2,635 of the
subjects had previous accident experience in which the reason for a quarter of those accidents was
distracted driving. Additional information regarding the data is listed in Table 7.

The current study was developed around the speed choice behavior that questioned in the
survey questionnaire. According to the scenarios, respondents were asked to state their likely speed
behavior under four different scenarios. These scenarios include (Scl) “Road Closure due to Police
Activity”, (Sc2) “Heavy Traffic due to accident”, (Sc3) “Read The News Today, Oh Boy!”, and
(Sc4) “Zombies ahead run!”. In this paper, often we refer to Scl and Sc2 as realistic scenarios and
to Sc3 and Sc4 as fictitious scenarios. Worth mentioning that Sc2 and Sc4 content comprised of a
pictogram to increase cognitive demand for drivers. Subjects stated their likely speed behavior of
(1) do-nothing, (2) speed up, (3) slow down, and (4) stop to the extent of extremely unlikely to
extremely likely.

Our data show that under “road closure due to police activity” message (1) it is unlikely
for participants (above 80% of the participants) to ignore the message, speed up or stop under the
DMS information, and (2) most of the respondent slow down under the given scenario. That is
approximately 73% of the participants to scale of extremely or somewhat likely slows down at the
time they see the fabricated information. Participants indicated the similar speed change behavior
under “heavy traffic due to accident” message. Most of them stated that they would slow down
while indicating they would not ignore the message nor speed up or stop under the supplied
information. Figure 17 illustrates respondents stated preference parallel to their choice of speed
concerning scenarios with fabricated content.
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Figure 17 Road users speed choice behavior under a hacked DMS
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As far as the fictitious scenarios are concerned, under the Sc3 scenario (i.e., Read The
News Today, Oh Boy!) about half of the subjects indicated that they are more likely to ignore the
message, 97% indicated that it is unlikely for them to speed up, more than 10% would slow
down, and about 2% would stop their vehicle. In the Sc4 scenario (i.e., Zombies ahead run!) 50%
of the participants would ignore the message, 95% would not speed up, about 15% of them
would slow down, and roughly 3% of the subjects would stop under the compromised DMS.

Table 12 Data description summary.

Variable Description Category Mean __ Std. Dev.
Female - 1: Yes; 0: Otherwise 0.53 0.50
Age Age (year) ;: iz-s24, 2:25-34;3:35-44; 4: 45-54; 5: 55-64; 6: 65-84; 261 1.20
Ag2534 Age: [25-34] 1: Yes; 0: Otherwise 0.40 0.49
DrivDur Driving duration (year) 1:<1;2:1-5;3:6-10; 4: 11-15; 5: 16-20; > 20 0.07 0.25
DrivDurl5 Driving duration: [1-5] yr 1: Yes; 0: Otherwise 0.14 0.35
DrivDurA20  Driving duration: Above 20 yr 1: Yes; 0: Otherwise 0.32 0.47
Hssms Education: Some school and High school 1: Yes; 0: Otherwise 0.09 0.28
ABachlr Education: Bachelors and above 1: Yes; 0: Otherwise 0.52 0.50
Black Black or African American 1: Yes; 0: Otherwise 0.09 0.29
White - 1: Yes; 0: Otherwise 0.66 0.47
Single Single, never married 1: Yes; 0: Otherwise 0.43 0.49
IncmA90 Income: above $90k 1: Yes; 0: Otherwise 0.24 0.42
VehMotr Motorcycle / scooter 1: Yes; 0: Otherwise 0.01 0.08
VehVan Minivan/Van/MPV 1: Yes; 0: Otherwise 0.05 0.22
VehSUT Single unit truck 1: Yes; 0: Otherwise 0.00 0.05
Rural - 1: Yes; 0: Otherwise 0.13 0.34
Urban - 1: Yes; 0: Otherwise 0.34 0.47
Dhr Driving hours (per week) 1:0;2:1-5; 3: 6-10: 4: 11-15: 5: 16-20; 6: 21-25; 7: > 25 4.40 2.05
Dhr0 Driving hours: 0 1: Yes; 0: Otherwise 0.03 0.17
Dhrl5 Driving hours: [1-5] hr/week 1: Yes; 0: Otherwise 0.28 0.45
Dhr1620 Driving hours: [16-20] hr/week 1: Yes; 0: Otherwise 0.07 0.26
Anxus Anxious 1: Yes; 0: Otherwise 0.23 0.42
Reckless Reckless and careless 1: Yes; 0: Otherwise 0.02 0.15
Angry Angry and hostile 1: Yes; 0: Otherwise 0.04 0.20
InvAcc Involved in accident 1: Yes; 0: Otherwise 0.61 0.49
RlyTech Rely on technology for daily trips 1: Extremely Unlikely — 5: Extremely Likely 3.23 1.45
Newrote Z:(lfferrlew routes to reach destination 1: Extremely Unlikely — 5: Extremely Likely 3.81 1.08
Leader I can be a leader 1: Extremely Unlikely — 5: Extremely Likely 3.99 1.00
Trbldir Trouble understanding directions 1: Extremely Unlikely — 5: Extremely Likely 2.18 1.17
Accom More accomplished because of 1: Extremely Unlikely — 5: Extremely Likely 4.03 0.92
technology
Bored Driving makes me bored 1: Extremely Unlikely — 5: Extremely Likely 2.63 1.16
UpNws Up-to-date with News 1: Extremely Unlikely — 5: Extremely Likely 3.78 1.02
Blinker I use blinker when changing the lanes 1: Extremely Unlikely — 5: Extremely Likely 4.64 0.73
AtnVeh Pay attention to vehicles around me 1: Extremely Unlikely — 5: Extremely Likely 4.70 0.62
TrfReg Comply with traffic regulations 1: Extremely Unlikely — 5: Extremely Likely 4.52 0.74
SmArnd Driving the same way as the others 1: Extremely Unlikely — 5: Extremely Likely 3.36 1.09
Grec I have a good record of driving 1: Extremely Unlikely — 5: Extremely Likely 4.46 0.81
Chctrf Check traffic before hitting the road 1: Extremely Unlikely — 5: Extremely Likely 3.19 1.38
Trstch I trust technology to assist in my travel 1: Extremely Unlikely — 5: Extremely Likely 4.17 0.94
Dfam Familiarity with DMS 1: Not familiar at all — 5: Extremely familiar 3.96 1.02
Dread Read DMS in daily commute 1: Never — 5: Always 4.28 0.89
Vtg Trust in DMS Continues (1-5) 4.09 0.82
VtgAS8 Above 80% trust in DMS 1: Yes; 0: Otherwise 0.58 0.49
_ATIMC Attention to DMS traffic information _______1: Extremely Unlikely - 5: Extremely Likely 431 082 .
Rout divergence
Scl 1: Extremely Unlikely — 5: Extremely Likely 3.69 1.17
Sc2 1: Extremely Unlikely — 5: Extremely Likely 3.51 1.27
Sc3 1: Extremely Unlikely — 5: Extremely Likely 1.33 0.72
Sc4 1: Extremely Unlikely — 5: Extremely Likely 1.42 0.88
Call/Text someone
Scl 1: Extremely Unlikely — 5: Extremely Likely 2.07 1.23
Sc2 1: Extremely Unlikely — 5: Extremely Likely 1.83 1.16
Sc3 1: Extremely Unlikely — 5: Extremely Likely 1.75 1.19
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Sc4 1: Extremely Unlikely — 5: Extremely Likely 2.45 1.56
Take picture of sign
Scl 1: Extremely Unlikely — 5: Extremely Likely 1.56 0.97
Sc2 1: Extremely Unlikely — 5: Extremely Likely 1.36 0.77
Sc3 1: Extremely Unlikely — 5: Extremely Likely 2.23 1.47
Sc4 1: Extremely Unlikely — 5: Extremely Likely 3.20 1.64
Pick up on radio
Scl 1: Extremely Unlikely — 5: Extremely Likely 348 1.34
Sc2 1: Extremely Unlikely — 5: Extremely Likely 2.86 1.49
Sc3 1: Extremely Unlikely — 5: Extremely Likely 2.12 1.41
Sc4 1: Extremely Unlikely — 5: Extremely Likely 1.96 1.34
Look at scenery/traffic
Scl 1: Extremely Unlikely — 5: Extremely Likely 3.23 1.26
Sc2 1: Extremely Unlikely — 5: Extremely Likely 2.92 1.37
Sc3 1: Extremely Unlikely — 5: Extremely Likely 2.17 1.29
Sc4 1: Extremely Unlikely — 5: Extremely Likely 2.49 1.43
Social media or internet browsing
Scl 1: Extremely Unlikely — 5: Extremely Likely 2.34 1.39
Sc2 1: Extremely Unlikely — 5: Extremely Likely 1.85 1.21
Sc3 1: Extremely Unlikely — 5: Extremely Likely 2.01 1.38
Sc4 1: Extremely Unlikely — 5: Extremely Likely 1.93 1.34

The outcome variables (i.e., speed choice behavior) of this study are all ordinal variables
with categories of (1) extremely unlikely, (2) somewhat unlikely, (3) neither likely nor unlikely,
(4) somewhat likely, and (5) extremely likely. For the purpose of this study, we developed four
multivariate latent based ordered logistic regression models with the probit link function. For the
sake of speed change behavior model, we applied the multivariate model to account for
heterogeneity in the error structure. The modeling approach allows for correlation between
outcome variables error terms.

We hypothesize that the driver’s inattention would cause them to change their speed (slow
down) in order to manage extra cognitive demand. The multivariate ordered probit is an extension
to the multivariate probit regression when the outcome variables have more than two categories.
The process that we took to develop the speed choice include (a) test the correlation between the
dependent and independent variables using bivariate regression, (b) test the collinearity between
variables, (c) assess the significance of observed and unobserved variables in the model, and (d)
remove highly correlated variables that result in less efficient models. That is, the models
represented in Table 13 and Table 14 are a good fit to the data.

To group attitudinal variables in the meaningful construct, we conducted explanatory factor
analysis. The result suggests three attitudinal latent factors. These factors are related to the drivers’
attitude toward technology (Tech), their driving habit (DriHabt), and their sense of direction
(DriAttitd). The first latent factors include Accom, Trstch, RlyTech, and Chctrf variables. These
variables mainly measure to what extent drivers seek traffic information utilizing technology. The
tech-friendly driver latent variables comprise of indicators that portraying drivers attituded toward
the use of technology in a daily commute. For instance, RlyTech indicator gauges driver’s reliance
on technology (i.e., use of GPS), and Chctrf indicates to what extent the subjects of this study are
dependent to technology to scan their planned route traffic condition before departing. Overall, a
tech-friendly driver characterizes subjects who are sensitive to the traffic congestion, travel time,
and those who prefer to use secondary sources to gain prior knowledge of the real-time traffic
condition rather than relying only on their observation and driving experience. The second latent
factors include Blinker, AtnVeh, TrfReg, and Grec variables which indicating drivers respect to
traffic regulations and their attentiveness to the surrounding traffic. The latter construct examines
drivers’ sense of direction. This construct includes three observed variables: Lost, PFmRt, and
Trbldir. Next section explains the results of the modeling process.
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5.3 Result and discussion

The results of the speed choice models for scenario 1 and 2 are listed in Table 13 and for scenario
3 (Sc3) and 4 (Sc4) are outlined in Table 14. To decide on models' goodness of fit, we used
McFadden’s Pseudo R-Square using the following equation (E.q. 1). In which, LLg; is a log
likelihood value for the fitted model and LLy,,;; is the log likelihood value of the null model. Closer
this value is to one, the better the model fits the data. For the first scenario speed choice model, we
estimated the McFadden’s Pseudo R-Square equal to 0.66, for the second scenario we estimated it
equal to 0.64 (> 0.2). The McFadden’s Pseudo R-Square value is equal to 0.53 and 0.79 (> 0.2)
for Sc3 and Sc4. All values are indicating that models have satisfactory goodness of fit indices.

LL¢;
RI%/ICFadden =1- flt/LLNu” (Eq. 1)

To construct the models, we examined all three latent factors (i.e., Tech, DriHabt,
DriAttitd) discussed in the previous section. We found the tech latent variable significant (at 90%
confidence interval) in the Scl model with respect to the slow down behavior. We also indicated
that DriAttitd latent factor has significant contribution to the slow down behavior under the Sc2
scenario. In regards to the Sc3 scenario model, we did not identify a significant correlation between
latent factors and the outcome variables. In the Sc4 scenario, we found DriHabt latent factor with
positive linkage to the do-nothing dependent variable.
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Table 13 Speed choice under realistic scenarios.

Scl: Road Closure due to Police Activity

Sc2: Heavy Traffic due to accident

. Do-nothing E Speed Up E Slow Down E Stop Do-nothing E Speed Up E Slow Down E Stop
Variables Coef. z E Coef. z E Coef. z E Coef. z Coef. z E Coef. z E Coef. z E Coef. z
Female 0.14%*%% 208 - L 025 661 - - : - Co0.13%r 343 1 0.09%F 237
Age - : - : - : - -0.08%* 441 ! - : - : -

White 0.13%* 24 - P-0.10%* 251 . - - 5 - D014k 350 -

Black 20.18%*% 199 - : - C0.09%EE 312 | -036%F* 435 - : - C0.22%kE 32
BlwAsoc - . - . - . -0.09%* -1.97 . - . - . -

Rural - ; - ; - ; - P-0.21%F 263 1 022%%% 388 -

Disbl -0.28%F 285 ! - : - : - - : - : - : -
Dread 0.15%*% 552 - ; - Po-0.03% 631 | -0.12%* 484 - ; - ; -

Dfam - v -0.08%** -3.86 ! - ! - - ! - ! - !

DrivDur - . - . - 1 -0.09%*% 749 - . - . - 1

InvAce - 5 - 5 - 5 - - D0.19%K% 349 o - LL020%F 485
VehVan - : - : - : - - : - : - b0.154% 1.76
Vig 0.28%%% 851 1 -0.27%% 891 1 0.18%*F 749 | - - 5 - 5 - 5 -
VtgA80 - ! - ! - ! - -0.21%%* -4.44 - ! - ! -
ATrMC S0.28%F% 885 | -0.18%¥* 627 | - : - - : - : - : -
Dhr1620 0.16* 192 - 5 - 5 - - 5 - 5 - 5 -
Patient -0.11%* -2.27 - , - i - - 1 - . - . -
Reckless - i - i - i - - 048k 3.04 | - i -

Upnews -0.041%  -1.83 - ; - ; - - ; - ; - ; -
Bored _ _ _ _ __ _ ___. T el Tl T Tl 1009 437 L . Tl I Tl I T
Take picture 20.05%%F 265 1 - TT0.04% 257 - - i - V0060 425 -

Check radio -0.09%* 518 | - L 0.13%** 885 | - - : - L0.07%Ex 529 -

Look around - 5 - D0.16% 1043 - - 5 - Po0.03%e 927 -
Call/Text - : - : - Co0.08% 1131 - : - : L0.28%FF 1645
Browsing - : — : - L0 e 7.86 - : — : - . -
_Route Change ___ 034*** __ 1664  __ _ _ _ ] L 022%%% | 1273 1 0% 613 | 0230 1302 ¢ R L008% 515 & SR
Dridttitd - , - , - : - - , - L 0.03% 1.94 | -

Tech - : - Lo0.01% 233 - - : - : - : -
Thresholds (cut-points)

Cut 1 S5.08%FF 2508 222%FF 1425 0.61%F* 462  041%% 356 | -12%%* 857  022%F 465  -0.67%F 8552  0.94%%*  17.62
Cut 2 S3.83%kk D013 -0.73%** 485 L1.13%* 858  L1l** 971 -0.07 20529 L71%Fx 214 -025%F* 3276 1.68%** 2926
Cut 3 2,67 11429 0.61%** 3.91 L77#%% 1328  1.85%%* 1581 | 0.82%%% 50929  3.07** 2409  028%* 3576  245%% 3709
Cut 4 S158¥EE 829 157wk 8.05 3.32%%% 2325 248%F 1998 | 1.65%**  11.087  4.09%** 2213  1.79%** 2141 3.2%%% 3565
Latent factors indicators

Tech ! DriAttitd

Indicator Coef. z i Indicator Coef. z

Accom Constant 1 Lost Constant

Trstch 1.33*%% 2417 . PFmRt 0.19%*%  17.09

Rlytch 1.49%*%% 2056 ! Trbldir 0.46%**  26.04

Chetrf 0.71%%% 1196 -

Note: *** ** *means significance at 1 percent, 5 percent, 10 percent level.
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The speed choice model result represents the estimates of explanatory variables and latent
factor related to the speed choices— ignore (do-nothing), speed up, slow down, and stop.
Concerning the Sc1 realistic scenarios, most of the significant variables under the ignore outcome
variable indicated a negative association. That is, drivers with higher trust to the DMS (Coef. = -
0.28), those who pay more attention to the traffic-related information (Coef. = -0.28), and those
with disability have the least intent to ignore the fabricated-realistic information. While white
subjects and those with long weekly commute hours tend to ignore the traffic-related messages.
That is, the experienced drivers tend to value their experience more than the en-route information.
Figure 18 illustrates the effect determinants on do-nothing choice for all the scenarios.

In the first scenario, All the explanatory variables that found significantly correlated to the
speed up choice have a negative association with the outcome variable. For instance, subjects who
are familiar with the DMS (Coef. = -0.08) are unlikely to speed up under the supplied information.
In compliance with the fabricated information, most of the subjects would slow down under the
DMS in Scl. These subjects include female drivers (Coef. = 0.25), drivers with high trust in the
DMS (Coef. = 0.16), and tech-friendly drivers (Coef. = 0.11). While the results for the last speed
choice (stop) is a mixed one, it is worth remarking that Black (Coef. = 0.24) drivers, subjects who
have trouble finding their direction in new routes and those with the patient and careful driving
style are more likely to stop under the given information.
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Figure 18 Determinants of do-nothing
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Table 14 Speed choice under fictitious scenarios.
Sc3: Read The News Today, Oh Boy! Sc4: Zombies ahead run!
Speed Up Slow Down Stop Do-nothing Speed Up Slow Down
Coef. 4 Coef. 4 Coef. 4 Coef. 4 Coef. 4 Coef. 4
-0.08* -1.64

Do-nothing
Coef. 4

Female -

Age -

Ag2534 -

White 0.12%** 2.82

Asian -

IncmA90 -

ABachlr -

Single -

Urban -

DrivDur 0.06%** 4.1

DrivDurl5 -

DrivDur420 -

VehMotr -

InvAcc -

Vig -

Anxus -

Reckless -

UpNws -

VehSUT -

Bored -

Dfam 0.12%** 5.88

Dread -

Take picture -

Call/Text -

Check radio -

Browsing -

DriHabt -

Thresholds (cut-points)

Cut 1 -0.12%%* -1.24

Cut 2 0.39%** 4.09

Cut 3 0.79%*** 8.29

Cut 4 1.35%** 14.0

DriHabt Latent factor

Blinker constant

ATNVEHC 0.94%** 42.36

TRFREGC 1.01*** 39.15

Grec 0.94*** 33.59
Note: *** ** *means significance at 1 percent, 5 percent, 10 percent level.

Stop

Variables Coof 5

0.06%** 2.89

- -0.09** -2.13

-0.19%** -3.52 -0.27%** -3.62

-0.13%* -2.39

0.12%** 291 -
0.12%* 2.57 - -
0.19%** 2.77 - 0.18%** 2.59

-0.08*** -5.516

5 5 ; ©o001* 1.89 1 0.22%* 2.4
| ; 0.13%%+ 258 : :
- ! - Lo077* 225 - : - : - ! -
| D 023%% 328 - E ; :
! LoL03%x 78 - ! ! :
L0.13%E 271 : ; :

0.46** 2.32 -
0.61% 1.8
0.05%** 2.7

-0, [Hk* -4.24
0.25%** 13.91
0.19%** 8.62
0.27%** 16.24

-0.19%** -8.11 - 0.1%** 4.44
0.19%** 5.95 -0.16%*** -11.01
0.33%** 8.42 -0.24%** -15.22
0.32%** 8.75 -
0.1 %** 3.09 -

- 0.79%** 14.68

0.14%** 8.44

0.15%** 8.89 0.22%%* 8.95

-0.69*** -6.122
0.04%** 0.358
L.21%%* 9.951
2.01%%* 13.991

1.76%** 11.85
2.48%%* 16.07
3.23%*  20.30
4.22%%%  25.02

2.33%%% 9.29 -1.52%** -13.51
3.41%%* 11.72 | -1.08%%** -9.66
4.96%** 13.79 | -0.68%** -6.12
6.18%** 14.36 -0.15 -1.30

0.45%** 7.83
[.3%** 19.57
2.27%%* 28.27
2.77H** 30.60

1.25%%* 19.74
1.89%** 2773
2.47%%* 33.79
3.34%** 39.81

1.62%%* 8.88
2.66%** 12.56
3.86%** 15.27
4.71%%* 16.22
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As far as the heavy traffic scenario (Sc2) is concerned, similar to the scenario
mentioned above, significant explanatory variables have a negative association with the
do-nothing outcome variables. That is Black, older subjects, those who have lower
education (under Associate degree), and those who read the DMS information more than
other drivers are less likely to ignore the fabricated-realistic information. The only variable
with a significant positive association with the do-nothing outcome variable is the one that
represents subjects that finds driving a tedious activity (Coef. = 0.09). Interestingly those
subjects that see driving a tedious task are likely to ignore the heavy traffic message and to
continue with their intended choice of speed. Under this scenario, most of the variables
have a negative association with the speed up choice but the variable that characterizes
reckless and careless drivers (Coef. = 0.54). Figure 19 summarizes the determinants of
speed up behavior under all the scenarios.

The main hypothesis is that subjects should comply with the message and slow
down under the pretentious information. As the model result implies (Figure 20), female
drivers (Coef. = 0.13), subjects who live in rural areas (Coef. = 0.24), and those who are
not good at finding their direction in unfamiliar routes (Coef. = 0.03) are more likely to
slow down under the DMS. This finding is plausible because subjects under the DriAttitd
latent factors would need extra time to find a better route through the means of secondary
sources. We argue that it is likely for subjects to stop under this information (Sc2) in order
to cherry-pick other routes in order to lower their travel time. The results (Figure 21)
indicate that while female and drivers who involved in an accident before are not willing
to stop under the given information, other drivers might stop. These subjects are those who
drive Minivan and Van vehicle (Coef. = 0.21), black and African American subjects (Coef.
=0.2).
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Figure 19 determinants of speed up behavior

75



Bakhsh Kelarestaghi

In the fictitious scenarios (Sc3 and Sc4) the behavior of the subjects is different.
Experienced drivers especially those with higher than 20 years of driving experience (Coef.
= 0.13) are likely to ignore both fictitious messages. White subjects, the ones who are
familiar with the DMS content in general and those who respect traffic regulations and are
attentive to their surrounding traffic tend to ignore the fictitious messages. Surprisingly in
the case of younger drivers (between 25 and 34 years old), there is a tendency to not ignore
the message (Coef. =-0.1) of the Sc4 scenario. The reason is that the “Zombies ahead run!”
is attractive to these subjects and they would pay more attention to the sign compare to the
older drivers.

As far as the speed up behavior is concerned, under Sc3 and Sc4, all the significant
factors have a negative association with the outcome variable. These variables include
DriDur (Coef. =-0.1), Dread, White, IncmA90 (Coef. =-0.13), and Female (Coef. =-0.07).
All, but one, of determinants, were found with positive correlation to the slow down
behavior under both the “Read The News Today, Oh Boy!” and “Zombie ahead run!”
scenarios. Drivers of a single unit truck, anxious drivers, single (never married) and older
individuals are the ones that who would pay attention to the signs and slow down in Sc3.
This behavior could mainly raise from subjects’ sensitivity to the news or simply from their
interests in abnormal and infrequent messages. Either way, the sign would cause
unexpected slow down behavior with the potential to create unsafe traffic pattern. The
interesting fact is that those subjects who read DMS more often in their commute would
not slow down under the message.
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Figure 20 determinants of slow down behavior
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Under the last scenario, those who have relatively high education (above Bachelor’s
degree) and those who have up to five years of driving experience would slow down under
the “Zombie ahead run!” message. Subjects stopping behavior under the fictitious
scenarios is also interesting to examine. Previous involvement in an accident, high trust to
the DMS, and familiarity with the DMS are factors that inhibit subjects from stopping at
the DMS with fictitious content. While, living in an urban area, and relatively low driving
experience are factors that contribute to the higher chance of stopping under these
scenarios. Interesting to note that, reckless drivers and subjects whose primary vehicle is
motorcycle are likely to stop under the “Read The News Today, Oh Boy!” message.

5.3.1 Causation factors

In addition to exploring determinants of speed choice, we scrutinize the reasons behind
each of the choices that subjects might take. To this extent, we tested the relationship
between distracting activity and route change behavior with the speed choice outcome of
all the scenarios. The distracting activities include taking a picture of the sign, call/text
someone about the sign, talk to a passenger, browse social media or internet after seeing
the sign, and picking up on the radio to gain more information about the en-route content.
For a better presentation, we separated these variables and compared their impact in Figure
22, Figure 23, and Figure 24.
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Figure 21 determinants of stopping behavior
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Do-nothing

We identified several causation factors with negative impact in the ignore models.
Indicating that motivation for these types of activities sways subjects to pay attention to
the signs. With respect to both scenario 1 and 2, one of the subject’s reasons for paying
attention to the sign is route change behavior. These signs alert subjects of a fake road
closer or heavy traffic ahead of them. However, since the integrity of such messages is not
clear to the subjects they consider changing their route. As far as the distracting behavior
is concerned, under Scl and Sc4 those who want to take a picture, pick up on radio or
call/text someone about the sign would not ignore the sign (Figure 22).
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Figure 22 Causation factors of do-nothing

Slow down

Slow down behavior is the speed choice behavior that we anticipate under all the
fabricated scenarios. We hypothesized that (1) attentional overload would cause drivers to
slow down to respond to the excessive cognitive demand, (2) subjects would attempt to
find a better route under SC1 and Sc2, thus would slow down, and (3) they would become
involved in distracting behaviors. If drivers need extra time under the last two reasons, they
will stop under the fabricated content (Figure 23).

In addition to examining the link between explanatory variables and speed choice
outcome variables, we tested if it is correct to speculate that subjects are likely to divert
from their current route under the bogus information. That is, we included the variable
representing the subject stated a preference to the route divergence behavior under all
scenarios. The result depicts that route divergence variable has a positive association with
subjects’ slow down behavior under both Sc1 and Sc2 scenarios. As far as the Sc1 scenario
is concerned, route change behavior has the most causation impact on the slow down
behavior.
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The estimates for route divergence variables under road closure and heavy traffic
scenarios are equal to 0.22, and 0.08, respectively. At the same time, there is a negative
correlation between do-nothing outcome variable and the route divergence behavior for
both scenarios. That is, one can extrapolate that searching for a more efficient route could
be the causation of drivers slowing down behavior. This result is consistent with the
hypothesis of this study, rendering that it is very likely for an adversary to destabilize traffic
by affecting drivers’ speed choice and shunt drivers to other routes.
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Figure 23 causation factor of slow down behavior

Look at surrounding traffic and scenery (visual distraction), picking up on the radio
(manual distraction) and taking a picture of the sign to have a lower contribution to the
slow down behavior. The impact of distracting behavior on Sc2 is almost the same as Scl
with only one difference. Looking at the scenery and surrounding traffic has the most
impact, and Route change behavior has the second most significant impact on the slow
down behavior.

Route change behavior did not have a significant contribution to the slow down
behavior under fictitious scenarios. In Sc3, picking up on the radio had the most impact on
the slow down behavior. Taking a picture of the sign and call/text someone about the sign

79



Bakhsh Kelarestaghi

had a lower impact. Interestingly, in the last scenario call/text someone had the most impact
on the slow down behavior.

Stop

Several reasons could explain why drivers have a tendency to stop under the
realistic and fictitious DMS content (Figure 8). For all the scenarios regardless of the
content, call/text someone is the activity with the highest impact on the stopping behavior.
This is very interesting since under fictitious content (especially in Sc4) many drivers tend
to take a picture of the sign [15]. However, this result indicates that subjects would not stop
to take a picture but slow down. We argue that this could raise even more concern regarding
safety hazards that could occur due to the DMS hacking phenomena.

Under Scl social media and internet browsing had a lower impact but still, are
among the factors that cause drivers to stop. Under the Sc3 scenario, several activities could
motivate drivers to stop under the compromised DMS. These activities include (ordered
from the highest to the lowest impact) call/text someone, picking up on the radio, taking a
picture, and browse social media or internet. These activities are mainly striking since
drivers tend to seek additional information from secondary sources.
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Figure 24 causation factors of stopping behavior
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5.4 Conclusion

The speed change pattern under advisory information has been investigated in the current
literature (e.g., [11, 22, 160]). While the current studies were successful in exploring the
speed pattern, their analysis failed to explain the speed change behavior under a hacked
DMS. This study is unique in this domain research since it is not only exploring drivers’
socio-demographic and attitudes toward a hacked DMS, but it considers four types of speed
behavior simultaneously to understand the matter fully. In this paper, we presented speed
choice models that investigated the explanatory power of certain variables on choices of
speed. Theses choice include do-nothing (ignore the message and continue with current
speed), speed up, slow down, and stop. This scrutiny provides valuable insight to
policymakers to put in place effective policies to mitigate the risks that are associated with
a compromised DMS. We summarized the key points of this study below:

e  We developed multivariate ordered probit models to account for four choices
of speed (i.e., do-nothing, speed up, slow down, and stop). We applied the
multivariate model to account for heterogeneity in the error structure. The
modeling approach allows for correlation between outcome variables error
terms. In the modeling process, we considered the association of subjects
socio-economic, demographic and attitudinal characteristics to the outcome
variables. We tested and compared this linkage between four different
scenarios under realistic and fictitious type content.

e  We further examined the power of explanatory variables to understand various
subjects’ reaction to the given scenarios. We found many variables significant
to different speed choices under both scenarios. We found the female, black,
individuals with a disability, older, and those with high trust in DMS are less
likely to ignore the fabricated messages. In contrary, white, those who drive
long hours (i.e., 16 to 20 hours per week), and those who see driving as a
tedious task are more likely to ignore the messages. Drivers who comply with
traffic regulations and have a good driving record are likely to slow down
under the messages. Furthermore, female drivers and those who live in rural
areas are more likely to slow down under fabricated advisory information.

e Furthermore, we investigated whether route divergence behavior and
involvement in distractive activities could cause speed variation. The tryout
divulged that (a) under realistic scenarios, visual distraction and route change
behavior are activities that have the highest impact on slow down behavior, (b)
under fictitious scenarios, calling/texting someone, taking a picture of the sign,
and picking up on radio are distracting activities which cause drivers to slow
down, and (c) under a fabricated message, the calling and texting activities
have the highest causation impact on the stopping behavior. Sudden speed
change behaviors could impose safety risks [163]. For instance, unexpected
slowdown and lane changing behaviors could increase the risk of a rear-end
crash. The risk would be higher in high volume and highly congested roads.

This study investigated determinants of drivers’ choice of speed under a
compromised DSM with bogus content. The approach used in this study not only identified
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the linkage of observed and unobserved variables with speed, but assessed the likely
reasons behind the variation of speed. The outcome of this study provides promising hints
to policymakers and engineers concerned with developing emergency and security incident
response plans. We recommend future research to take the step forward and conduct a
driving simulation study to assess the speed change behavior of the drivers in more details.
Such study paves the road for a collection of more quantitative information on speed
variation under a hacked DMS.
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Chapter 6

6 Conclusion

Transportation system resiliency, efficiency, and reliability are highly dependent on the
ITS infrastructure functionality. The cyber-physical attack on the ITS infrastructures
imposes risks to the drivers and system operators. An adversary could convey a meaningful
message to the drivers via the means of a DMS. The resiliency of the transportation system
relies on the road users’ response to the compromised DMS and the risks that these
adversarial attacks could impose on the transportation system.

A provocative datum about DMS compared to other ITS infrastructures, is that
through an adversarial attack a meaningful message could be conveyed en-route to the
drivers. Previous studies have investigated the drivers' behavior in the presence of
unreliable advisory information and concluded that drivers’ compliance rate decreases in
accordance with information reliability level. On the other side, drivers tend to comply
with unreliable information and follow the spurious advisory messages.

A compromised DMS not only undermines the reliability of the ITS system but also
biases drivers’ decisions by coaxing them with forged information. Analysis indicated a
significant speed reduction behavior mainly due to (1) increased attention demand (i.e.,
due to drivers’ reaction to the message), and (2) following traffic compliance with speed
reduction behavior of the lead traffic. Impulsive braking behavior, short headways, and
lane changing maneuvers are likely to trigger safety hazards.

Attention to the DMS content would compromise drivers’ safety. The supplied en-
route information increases the frequency of distraction, that is, ensued due to three
reasons. First, advanced technology can cause distraction for some of the drivers, second,
drivers need to, read the message, comprehend, and decide based on the message content,
and third drivers might tend to take a picture, call or text someone, talk to a passenger,
think of something other than the driving task, and look at other vehicles. Both of these
could cause conflicting attention demands between the acquiring task and driving task. The
risk will be significant in cases where drivers need more time to react to the information
and draw a decision.

6.1 Synthesis of findings

In this dissertation, I investigated the behavior of the road users under a compromised DMS
as far as the route divergences, speed variation, and distraction activities are concerned. I
postulated that an adversary could (1) coax drivers’ decision, (2) engineer their speed
behavior, and (3) induce drivers to become engaged with distracting activities. In this
dissertation, I identified drivers’ compliance behavior, as their positive attitude toward a
compromised DMS. That is if a driver behaves in accordance with the fabricated messages,
this dissertation presumes this behavior a compliance behavior. Otherwise, I consider it as
a noncompliance behavior. The following sections synthesize the outcome of this
dissertation with respect to the realistic and fictitious scenarios.
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6.1.1 Fabricated-realistic scenarios

This dissertation scrutinized drivers’ behavior under four different fabricated-realistic
messages. These messages were “Heavy Traffic Due to Accident,” and “Road Closure Due
to Police Activity,” “Downtown Under Terrorist Attack,” and “Storm Watch, Flooding in
Area Soon.” The first two messages are traffic-related information, and the other two
messages are informative related information. This section provides a summary of road
users’ compliance and noncompliance behavior under these four messages.

6.1.1.1 Demographic and socio-economic characteristics

This dissertation identified several socio-economic and demographic information
with the association with the outcome variable of the realistic scenarios. Race, education,
subjects’ location, and household income are among those variables. Asian and low
educated subjects have a negative attitude toward the sign. While in the fabricated-realistic
scenario, individuals with higher income are more likely to divert under the DMS content.
Also, this dissertation found a significant association between attitudinal variables and
route divergence behavior in the road closure scenario. Those subjects that would take a
new route in order to optimize their travel are more likely to depart from their planned
route. This is also true for subjects that pay more attention to the DMS information in
congested routes.

Subjects who saw a hacked DMS before indicated a negative attitude toward route
divergence behavior. That is, drivers who speculate that the information could be
fabricated, indicated less tendency toward changing their behavior. Furthermore, higher
education also was found with a negative association with the fabricated content. Female
drivers and subjects who in general are more familiar with the DMS would attempt to
change their routes under realistic scenarios. Familiarity with DMS is another important
factor that contributes to the drivers’ compliance behavior. This dissertation discovered
that drivers who are more familiar with the DMS, in general, are more likely to divert under
fabricated realistic scenarios.

As far as the distraction behavior is concerned, the results found several of the
explanatory variables of this study with a direct effect on two or three distraction
constructs. These variables include, but not limited to race, education level, driving
experience, age, speed choice behavior, driving style, and subjects general trust in DMS
information. In addition, this dissertation found several background variables with a
significant correlation with the likelihood of distraction while driving. The result indicated
that students are more likely to become involved in distracted driving behavior in realistic
scenarios. Drivers with anxious driving style (i.e., those who feel alertness and tension
during driving), and those with the education of Bachelor’s degree and higher are more
prone to the distracted driving behavior. The anxious drivers would distract the most under
the “Road Closure Due to Police Activity” content. In addition, experienced drivers (those
with many years of driving experience), and those with high trust in DMS information are
more likely to increase the risk of distraction. Subjects with white race would also increase
the risk of distracted driving compared to the other races.
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White, anxious drivers and drivers with high trust in DMS would involve in a
cognitive type of distraction under the realistic scenarios. This dissertation found two
interesting results involve the subjects that had previous accident experience. Those who
were involved in an accident in general were less likely to use their phone under realistic
scenarios. But the ones who were involved in an accident due to distraction would become
involved in phone use, and cognitive-related activities under the compromised DMS. In
addition, Asians and subjects who find driving a tedious task would positively contribute
to the cognitive distraction. The modeling result also indicated that several background
variables have a negative association with cognitive distraction. These variables identify
subjects who are (1) patient and careful, (2) have low education, (3) black, (4) live in an
urban setting, and (5) experienced drivers.

The main hypothesis is that subjects should comply with the false messages and
slow down under the pretentious information. As the model result implies, female drivers,
and subjects who live in rural areas are more likely to slow down under the DMS. The
results indicate that while female and drivers who were involved in an accident are not
willing to stop under the fabricated information, other drivers might stop. These subjects
are those who drive minivan and van vehicle, black and African American subjects.

6.1.1.2 Attitudinal characteristics

As far as the attitudinal characteristic of the subjects is concerned. This research
identified three groups of characteristics. These groups cluster subjects into drivers who
(1) rely and trust in technology, (2) respect traffic regulation, and (3) have trouble
understanding directions in unfamiliar routes. This dissertation investigated the correlation
between each type of drivers and the outcome variables of this study.

The results indicated that tech-friendly drivers are more likely to comply with the
fabricated-realistic content and would divert from their planned route. The modeling result
indicated that drivers who rely on technology are more likely to slow down and depart from
their planned route. That is, they are more comfortable in changing their route based on
suggestions obtained from the secondary sources. At the same time, while they are
acquiring new information, they need to decrease their speed to respond to the higher
information load. More specifically, under the “Road Closure Due to Police Activity”
scenario, tech-friendly drivers indicated a positive attitude toward the slow down behavior.
As far as the distracting activities are concerned, I found a positive association between
tech-friendly drivers and the three type of distraction— phone use, cognitive, and browsing.
That is, tech-friendly drivers are more prone than other drivers to become engaged in
distraction activities.

Drivers who respect traffic regulations and pay attention to the surrounding traffic
are more likely to depart from their planned route under the realistic messages, notably the
“Downtown Under Terrorist Attack,” and “Storm Watch, Flooding in Area Soon”
messages. This type of drivers has higher trust in the DMS information and would comply
with the sign to a higher degree. Consistent with the primary hypothesis of this study,
Drivers who comply with traffic regulations are less likely to become involved in
distraction activities. This type of drivers has a negative attitude toward phone-use and
cognitive-related distractions activities— they mainly focus on their driving task. The
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analysis did not identify a direct association between this type of drivers and speed choice
behavior.

Subjects that have difficulties in understanding direction, especially in an
unfamiliar route, are more likely to become engage in distractive activities under the
“Heavy Traffic Due to Accident,” and “Road Closure Due to Police Activity” messages.
More specifically, they would become involved in cognitive related activities such as, mind
wandering, talking to a passenger, and looking at surrounding traffic or scenery.
Interestingly, these drivers are less likely to become engaged in activities such as picking
up on the radio and browsing social media and internet under fabricated realistic content.
In addition, this type of drivers is more likely to lower their speed at the presence of “Heavy
Traffic Due to Accident” message. This finding is conceivable because subjects who have
trouble finding their directions would need extra time to find a better route through the
means of secondary sources.

6.1.1.3 Behavioral change association

The results confirmed that there is a strong link between route divergence and speed
variation behaviors. This dissertation argues that drivers tend to lower their speed in order
to react to the DMS information. Speed reduction behavior provides an adequate time
frame for drivers to pay enough attention and decide whether they should change their
route under the en-route information. Herein, I anticipate that drivers, in order to react to
the fabricated information, would lower their speed. I tested this hypothesis by measuring
the impact of slow down and stopping behavior on the route divergence behavior. The
result indicated that in most of the realistic scenarios, drivers are more likely to slow down
rather stop. However, in the “Heavy Traffic Due to Accident” scenario, the correlation
between stopping and route divergence is higher. Overall, the likelihood of both slowing
down and stopping behavior are higher under the “Storm Watch, Flooding in Area Soon”
message.

In addition, I scrutinized the reasons behind each of the choices that subjects might
take concerning distracting activities. To this extent, I tested the relationship between
distracting activity and route change behavior with the speed choice outcome of the
realistic scenarios. The distracting activities include taking a picture of the sign, call/text
someone about the sign, talk to a passenger, browse social media or internet after seeing
the sign, and picking up on the radio to gain more information about the en-route content.
With respect to “Heavy Traffic Due to Accident” and “Road Closure Due to Police
Activity” scenarios, one of the subject’s reasons for paying attention to the sign is route
change behavior. These signs alert subjects of a fake road closer or heavy traffic ahead of
them. However, since the integrity of such messages is not clear to the subjects they
consider changing their route. Further examination into this matter indicated that subjects
tend to decrease their speed, and become engaged with distracting activities such as
calling/texting someone, picking up on the radio, taking a picture, and looking at
surrounding traffic.
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6.1.2 Fictitious scenarios

In addition to the realistic messages, to mimic the real world DMS hacking incidents, this
dissertation also considers the fictitious messages impact on drivers’ behavior. These
messages were “Read The News Today, Oh Boy!”, and “Zombies ahead run!”. Essentially,
the importance of the fictitious messages lies with an understanding of speed choice and
distraction behaviors. This section provides a summary of road users’ compliance and
noncompliance behavior under the fictitious messages.

6.1.2.1 Demographic and socio-economic characteristics

As far as the speed up behavior is concerned, under fictitious scenarios, all the
significant factors have a negative association with the outcome variable. These variables
are related to the driving experience, the extent that drivers read DMS information,
subjects’ race, income, and gender. All, but one, of determinants, were found with positive
correlation to the slow down behavior under both the “Read The News Today, Oh Boy!”
and “Zombie ahead run!” scenarios. Drivers of a single unit truck, anxious drivers, single
and older individuals are the ones that would pay attention to the signs and slow down
under fictitious message. This behavior could mainly raise from subjects’ sensitivity to the
news or simply from their interests in abnormal and infrequent messages. Either way, the
sign would cause unexpected slow down behavior with the potential to create unsafe traffic
pattern. The interesting fact is that those subjects who read DMS more often in their
commute would not slow down under the message.

At the presence of the fictitious scenarios, subjects who have high education and
those who have up to five years of driving experience tend to slow down under the “Zombie
ahead run!” message. Subjects stopping behavior under the fictitious scenarios is also
interesting to examine. Previous involvement in an accident, high trust to the DMS, and
familiarity with the DMS are factors that inhibit subjects from stopping at the DMS with
fictitious content. While living in an urban area, and relatively low driving experience are
factors that contribute to the higher chance of stopping under these scenarios.

For all the scenarios, regardless of the content, calling/texting someone is the
activity with the highest impact on the stopping behavior. This is very interesting since,
under fictitious content, many drivers tend to take a picture of the sign. Results indicated
that subjects would not stop to take a picture but slow down. This dissertation argues that
this could raise even more concern regarding safety hazards that could occur due to the
DMS hacking phenomena.

6.1.2.2 Attitudinal characteristics

The L-Tech latent factors have the highest positive impact on the L-phone
distraction construct in regards to the fictitious scenario where a DMS warns drivers of a
Zombie attack. Subjects with a good record of driving and those who comply with traffic
regulation are less likely to engage in phone use related activities. The L-DriHabt latent
factor, in fictitious scenarios, has negative linkage to the L-phone construct. This negative
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effect is the highest for subjects at the presence of the “Read The News Today, Oh Boy!”
sign. A similar pattern was found concerning the attention-averting distraction.

The results found L-DriHabt with a negative impact on the L-Cognitive construct
in three of the scenarios. Meaning that drivers who respect traffic regulations would not
pay attention to activities other than driving. Under fictitious scenarios, tech-friendly
subjects are more likely to reach out to their vehicle infotainment system. This is similar
to their behavior as far as the L-Phone and L-Cognitive distraction types are concerned.

As far as the speed variation behavior is concerned, the result identified a
significant association only between L-DriHabt and do-nothing. Subjects who are attentive
to the traffic regulations were identified as subjects who would not change their travel
speed under the fictitious messages. The other two attitudinal latent factors did not have a
significant association with choices of the speed under the fictitious scenarios.

6.1.2.3 Behavioral change association

Route change behavior did not have a significant contribution to the slow down
behavior under fictitious scenarios. Under the “Read The News Today, Oh Boy!” message,
picking up on the radio had the most impact on the slow down behavior. Taking a picture
of the sign and calling/texting someone about the sign had a lower impact. Under the “Read
The News Today, Oh Boy!” content, several activities were identified as a motivating
factor for drivers to stop under the compromised DMS. These activities include (ordered
from the highest to the lowest impact) call/text someone, picking up on the radio, taking a
picture, and browse social media or internet. These activities are mainly striking since
drivers tend to seek additional information from secondary sources.

This dissertation identified similar results with respect to the divers’ distraction
behaviors under fictitious scenarios. The result indicated a positive association between
slow down and stopping behavior and the phone-use, and browsing activities. For all the
models, the slow down behavior has a higher impact than stopping behavior. The slow
down behavior has the highest association to the phone use activity under the “Zombie
ahead run!” message. Subjects’ stopping behavior has the highest association to the phone-
use related activates. Meaning that there is a higher chance for subjects to stop under the
fictitious messages in order to use their phone rather picking up on vehicle radio.

6.2 Dissertation contributions

This work sets the foundation on how to understand and assess the impact of the cyber-
physical attacks on the transportation network by means of qualitative and quantitative
risk-based approaches. I summarize the main contribution of this dissertation below.

This dissertation, for the first time, employed a risk-based approach to conducting
a threat assessment. This threat assessment performs a qualitative vulnerability-oriented
threat analysis. The objective was to investigate safety, security, reliability, and operation
issues that are triggered by a compromised DMS. It needs to be understood that with the
progression of technology, the operator’s understanding must also change. With the
increasing complexity and the integration of the system, operators have to look at this
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situation on a system level instead of as a collection of isolated incidents. Future ITS
implementations need to be designed with adequate security in mind from inception. At
this time, it can be concluded that the physical and cyber hackings of DMS create the
slowdown of traffic, they also have the potential to threaten road users’ safety and to create
financial losses in the affected communities. Crashes, fatalities, congestion, and public
chaos are among the possible outcomes of tampering with transportation network critical
infrastructures. Sudden changes in drivers’ behavior while passing a tampered message
sign could lead to devastating incidents. Also, from an operation and security standpoint,
authorities need to foresee the situation to plan effective countermeasures to minimize the
risk of partial or complete losses of the system.

This dissertation, for the first time, investigated drivers’ route divergence behavior
under a false en-route advisory information. In this study, I explored drivers attitudes
toward a hacked DMS in order to understand their route departure behavior. This study
investigated drivers’ perception toward a hacked DMS. The modeling approach enabled
this research to capture subject socio-economic and demographic, and attitudinal
characteristics toward route divergence behaviors. The approached allowed this research
to understand how respondents with a different background, driving style, driving habit,
and attitude toward DMS would react to a fabricated-realistic en-route message.

In this dissertation, for the first time, I focused on scenarios in reference to the
previous threat events to form a set of creative forged messages to assess drivers’ decision.
In addition, I took a step forward and examined drivers’ distraction behavior under a
fabricated realistic message as well. The modeling approach of this study allowed this
research to account for both subjective attribute and objective determinants of the
population. The subjective attributes helped this research to test information that is not
acknowledged by the subjects directly. The layers of the SEM models also enabled this
research to understand the attitudes of drivers with different background toward the three-
type of distraction.

In this dissertation, for the first time, I argue that not only DMS would not be
lucrative to road users but would detriment the safety and operation of the transportation
system. This study investigated travelers’ speed choice behavior under realistic and
fictitious fabricated DMS content. This study investigated determinants of drivers’ choice
of speed under a compromised DSM with bogus content. The approach used in this study
not only identified the linkage of observed and unobserved variables with speed but
assessed the likely reasons behind the variation of speed.

6.3 Dissertation significance

For each problem that I tackled, this dissertation provided an in-depth investigation and
uncovered significant outcomes. A summary of the dissertation significance, practical, and
research implications are discussed in this section. Additional discussion about this
dissertation significance and future research directions are provided in section 6.5.

As far as the research implications are concerned, the broader impacts of this
dissertation include to raise awareness among policy-makers and engineers systematically,
to motivate further simulations and real-world experiments to investigate this matter
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further, and to systematically assess the adverse impact of a security breach on
transportation reliability and safety, and drivers’ behavior. The outputs of the study are
projected to assist traffic engineer and policymakers to enhance the transportation system
resiliency and security by means of future research. The qualitative and quantitative impact
assessment communicates valuable insights to the system operators to mitigate risks that
are imposed on the transportation system. The results infer insights for the identification of
the security best practices and development of novel security countermeasures. This
dissertation outcome agrees with the fact that ITS components are hackable, regardless of
how robust security measures are.

Additionally, the outcome can be integrated with the nationwide connected vehicle
and V2X implementations and security design. Understanding the behavior of the road
users at the presence of a compromised DMS would assist researchers to mimic drivers’
behavior under more significant threats. For instance, with respects to the connected
vehicle safety applications, this study outcomes would be of help to scrutinize drivers’
behavior under fabricated Basic Safety Messages (BSM).

As far as the practical implications are concerned, the results would be of help for
the development of the security and emergency preparedness plans and incident response
plans. I believe that transportation management centers need to have a separate division
comprised of experts in the security field, to respond to the cyber-physical attacks.
Understanding the behavior of the users under such an attack would be a valuable
advantage for emergency respondents to mitigate the risk. The result of this dissertation
could assist system operators in order to identify the hot spots that could impose the highest
cost to the system. The hot spots could be with respect to the drivers’ population and the
physical distribution of the assets. By knowing how different type of people would react to
the sign, authorities could place an education program to familiarize drivers of such event.
On the other hand, system operators could elaborate on this research and identify high-risk
locations in which DMS hacking would cause the highest dire impact. Prioritizing the
locations would pave the road for effective risk management.

6.4 Dissertation limitation

6.4.1 Data

While mTurk offers various benefits to the research community, it suffers from a
fundamental limitation. The limitation arises from the fact that mTurk workers population
is limited to 100k-200k subjects. That is, the data collected from the mTurk might not
perfectly represent the population of a particular geographic area. I encourage future
researchers to employ other means of data collection in order to enhance the quality of the
data. The fusion of multiple data sources would be another approach that ensures high
quality, consistent data. Nonetheless, I encourage the application of the driving simulation
studies for in-depth investigation of drivers’ behavior at the compromised DMS.
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6.4.2 Dimension of the data

Inquiring detailed information regarding subjects’ attitudes toward the use of technology
is a key to evaluate their reaction to the DMS. That is, in the survey questionnaire of this
dissertation, I asked subjects to rate their trust and reliance on technology under four
statements. These include (1) I rely on technology for my daily trips, (2) I check traffic
condition before hitting the road, (3) I trust technology to assist in my travel, and (4) I feel
that I get more accomplished because of technology. For future research, I encourage to
expand this dimension via asking supplementary questions. Expanding this topic could
have a fruitful impact on the understanding of driver’s attitude toward the application of
technology. One possible example is to gauge subjects’ attentiveness to the in-vehicle GPS
(Global Positioning System) device for their day-to-day commute. Also, more in-depth
evaluation of subjects’ driving style could offer valuable insight to fathom their likely
behavior under a compromised DMS.

6.5 Future research avenues

This dissertation aimed to communicate risk outcomes of a compromised DMS to two
types of audiences. These audiences include experts with a focus on the security aspect of
the ITS network and those who are concerned with the adverse impact of cyber-physical
attacks on the transportation network. In this section, I discuss the potential research avenue
that needs to be pursued to address the current gaps in literature and practice.

6.5.1 Security standpoint

6.5.1.1 Attack/threat analysis

The comprehensive analysis of security issues related to the DMS physical and
communication network vulnerabilities need to be conducted. Identifying the problem
areas and classification of the DMS security issues should be implemented as a
fundamental step prior to development/employment of security countermeasures. A well-
established approach to classify security threats could be the use of Confidentiality,
Integrity, and Availability (CIA) scheme. Augmenting CIA scheme through authentication,
non-repudiation, and identification security services could provide better insight over the
DMS security vulnerabilities. The security classification should be accompanied by attack
identification to shed lights on the collection of apt security countermeasure that ensures
ITS secure and resilient operation.

6.5.1.2 Vulnerability assessment

There is a need for research effort regarding the vulnerability assessment of the
DMS. Most of the ITS components have been designed with no or minimal security
development in the design phase. The majority of research aims at post-development of
security measures, leaving many gaps in developing guidelines, standards, and
cybersecurity frameworks for DMS secure design. Considering the current pressing shift
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toward an integrated and connected ITS network, raise the necessity for DMS with
adequate security in mind from inception.

6.5.1.3 Countermeasures

This dissertation asserts that it is indispensable for DMS manufacturers and
transportation system operators to employ security countermeasures in order to prevent
adversaries from compromising the DMS. Cybersecurity best practices could be employed
as a short-term solution to the DMS hacking incidents, but not to ensure a resilient and
sustainable system for long term practice. Here, this dissertation recommends the
application of several cybersecurity best practices and discuss future research line for the
development of novel security countermeasures.

Best practices

At the presence of any security footholds, adversaries will be able to compromise
the system and cause dire consequences. Thus, the DMS security should be ensured at each
layer of the security. As far as the cybersecurity best practices are concerned, this
dissertation recommended several countermeasures. These countermeasures include (a) to
place the display on a private network or VPN, (b) to deactivate unnecessary telnet,
webpage and LCD interfaces, (c) to avoid using hard-coded/default passwords, but instead
secure the access with strong and complex password, (d) to minimize network exposure,
(e) to isolate control network from business network, (f) to secure the remote access for
authorize users, (g) to implement an authentication mechanism against physical attacks,
(h) to upgrade SNMP to the most current version, (i) to enable remote logging and Monitor
the logs, (j) to change all SNMP community string from the default, (k) whitelisting and
blacklisting the keywords, (1) temporal based filtering to prevent DMS content alteration
at unauthorized schedule, and (m) network security zoning.

This dissertation aimed to raise awareness to understand and employ security best
practices of cyber hygiene, access control, risk management, information security, and
monitoring. Network redundancy is required in advance to prevent the failure of critical
infrastructures. In addition to the cybersecurity best practices, novel Intrusion detection
systems (IDS) are effective in identifying anomalous activities in the network. Also,
encryption methods can secure network communications and stop hackers from easily
manipulating the infrastructures. More prominently a practical approach would be to
exercise white hat hackers’ skills to constantly monitor vulnerabilities of the ITS critical
infrastructure before adversaries could breach the system. Reminder part of this section
discusses advance security-based countermeasures that are needed to be employed for the
case of DMS.

Digital solutions

Even though most of the cyber-physical systems are equipped with cryptographic
solutions, usually at practice it is left as an optional item for the system users. Using
advanced cryptographic techniques such as digital signatures or message authentication
codes, along with keys long enough (e.g., 128 as common practice) to provide adequate
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protection are the well-known and established solutions. Transportation system operators
need to evaluate the current digital solutions and develop security countermeasure
compatible with the DMS system. There is a gap in both research and practice to improve
current security practices that are not enough to fix security issues. Future research is
necessary to identify more expensive security countermeasures to stop future attacks.

Intrusion Detection and prevention System

The intrusion detection system (IDS) is a hardware or software with the aim to
detect network intrusion automatically. The intrusion prevention system (IPS) is a
supplement to the IDS that could attempt to prevent adversaries from compromising the
system. IDS techniques could be classified into anomaly (behavioral), signature
(knowledge), and protocol-based methodologies. Currently, there are extensive research
efforts available concerning each of the IDS types development, assessment, and
implications. However, the development and application of such well-known technology
are not mature in the field of ITS, especially as far as the DMS security is concerned. This
dissertation endorses future research directions toward the application of the IDS and IPS
techniques in order to ensure DMS secure and resilient operation.

Another technique to secure wireless communication is to use physical-layer-
identification (PLI) based IDS for the devices that are connected to the DMS
communication network. According to this method, also called fingerprinting, certain
anomalies in the analog signal (which are caused by manufacturing inconsistencies) are
used for generating templates that are unique for each radio hardware. The fingerprints
exploiting could be conducted through machine learning techniques. Not only these
fingerprints are unique to each device, but also, they are not mimicable. Advantages of PLI
based IDS techniques makes them a lucrative alternative in order to secure the DMS
system. That is, | encourage future research to investigate the effectiveness of the PLI based
IDS to prevent adversaries from compromising the DMS functionality.

6.5.1.4 Machine learning and Artificial intelligence

The application of machine learning (ML) and artificial intelligence (Al)
techniques in the security domain is nascent but growing. The adaptation of the ML and
Al techniques needs to be investigated in the field of ITS for the purpose of (1) identifying
threats (i.e., anomaly detection), (2) mitigating the threats, and (3) defending against
security attacks. For instance, in the case of DMS, a difficult task is to authenticate the
integrity of the realistic-fabricated messages. Data fusion approaches would be practical in
order to feed additional data to the machine learning algorithm. The algorithm then would
judge the message alteration incident by taking into consideration various sources of
information. Application of the text mining algorithms also would be crucial in validating
the integrity of the DMS content.
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6.5.2 Transportation system management standpoint

6.5.2.1 Safety measurement

Measuring safety at the presence of the compromised DMS is a difficult task. This
dissertation identified safety impact of DMS hacking DMS as a consequence with the high-
impact high-likelihood outcome. The qualitative and quantitative analysis indicated that
road users are attentive to the fabricated information. The drivers’ attentiveness to the false
information could cause drivers to become distracted, and change their speed choice
behavior unexpectedly. Both behaviors would emerge disturbance in the traffic pattern that
triggers safety hazards. Measuring the safety outcome as far as the frequency and severity
of the crashes is concerned is very important. Future research could attempt to conduct a
safety analysis to identify hot spots and vulnerable road users. The results of such studies
would have a policy and design implications with the aim to improve the safety of the
transportation system under cyber-physical attack.

6.5.2.2 System reliability

The credibility of DMS is extremely important to achieve efficient operation.
Drivers eventually will not pay attention to the messages they distrust. The outcome of this
dissertation indicated that road users’ trust in the ITS system could drop at the presence of
security vulnerabilities. The drivers’ distrust in the DMS content would threat the
effectiveness of the technology, undermining system operators’ effort and expenses. That
is, there is a need for future research to systematically analyze the impact that DMS hacking
phenomena could have on system reliability.

6.5.2.3 Road users’ education

The result of this dissertation indicated that subjects who saw a compromised DMS
before are less likely to comply with the fabricated information. To this extent, the outcome
of this dissertation supports the efforts to raise awareness among road users and to
familiarize them with the DMS hacking phenomena. There is a gap in the literature to
assess policy implications that could educate road users about the system vulnerabilities
and the potential of an adversarial attack on DMS. Also, there is a need for assessing the
importance of education to improve the interaction between drivers and a compromised
DMS.

6.5.2.4 Emergency respondent training

To respond efficiently to the future cyber-physical attacks on DMS, transportation
agencies need to train emergency respondent and experts. So far, emergency respondent
experience and respond to the compromised DMS have not been efficient. There is an
eminent need for trained personnel and effective communication between TMC and field
responders to mitigate the adverse impact of a cyber-physical attack. Future research could
evaluate various strategies to address this issue.
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6.5.2.5 Effective communication with affected road users

There is a need for future research for identifying ways to notify the driver in real-
time of a fabricated DMS content. Effective communication is crucial to improve drivers’
behavior under a compromised DMS. The communication needs to be real-time, fast,
secure, resilient, and efficient. At the same time, communication should not cause drivers
to become distracted while driving. Thus, the format and wording of the message and the
medium in which system operators would communicate to the drivers with the right
instruction are of vital importance. Effective communication is more eminent in case of
fabricated-realistic messages that could coax drivers’ decision.
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Attachment
SURVEY QUESTIONNAIRE: ROAD USERS’ BEHAVIOR AT HACKED DMS

We are researchers from the Department of Civil and Environmental Engineering at
Virginia Tech conducting a study that will help policymakers improve the safety of the
transportation network. Our study focuses on the assessment of road users' behavior. Every
question is important to our study and responses will be kept strictly confidential. You may
choose not to answer any question, but that will affect the quality of our research. This
survey should take 15 minutes of your time.

VIRGINIA POLYTECHNIC INSTITUTE AND STATE UNIVERSITY
Consent Information Sheet for Participants in Research Projects Involving Human
Subjects

Title of Project:
Road users’ behavior at hacked message sign

Investigators:
Kaveh Bakhsh Kelarestaghi and Kevin Heaslip DMSsecurityimpact@yvt.edu

I. Purpose of this Research/Project

This online survey is part of a research project to examine factors affecting road users’
behavior when encountering different information at the variable message sign. We are
interested to evaluate how road users respond to the content of variable message signs and
the factors that affect their behavior. Our study may help researchers and policymakers to
improve the safety and reliability of the transportation network.

Results from the study would only be published in aggregate form in a dissertation,
academic journals, and presentations at professional conferences.

II. Procedures

The online survey will help us learn about factors affecting road users’ behavior when
faced with a variable message sign. We would like to request your participation in our 15-
minute online survey.

III. Risks

There is minimal risk of a breach of confidentiality. No identifying information is
requested.

Your participation is voluntary, and if you decide not to participate, there will be no
penalty.

IV. Benefits

The study may help researcher and policymakers by providing them with better
knowledge on the impacts of variable message sign content on road users’
behavior. However, we are not promising or guaranteeing benefits to encourage you to
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participate. You may access a summary of the research results on our website when we
complete the research.

V. Extent of Anonymity and Confidentiality

There is minimal risk of a breach of confidentiality. We will use a unique identifier to track
response/non-response. No identifying information is requested. We will not link your
name to any of your survey responses in the text of study or any other publications.

The investigators will access survey data by computer. We will assign unique identifiers
to track responses, but these will be visible only to the project investigators and will be
separated from the actual responses. The Virginia Tech Institutional Review Board (IRB)
may view the study’s data for auditing purposes. The IRB is responsible for the oversight
of the protection of human subjects involved in research.

VI. Compensation
We are providing no financial compensation for your participation.

VIII. Freedom to Withdraw
Submission of the survey requires a response to all questions. However, you are free to
withdraw from this study at any time without penalty.

IX. Acknowledgment
The investigators would like to thank Dr. Alireza Ermagun, Dr. Ronald Fricker and Dr.
Ralph Buehler for their input and help in preparing this survey.

X. Questions or Concerns

Should you have any questions or concerns about the study’s conduct or your rights as a
research subject, or need to report a research-related injury or event, you may contact the
Virginia Tech Institutional Review Board at irb@vt.edu.
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Q2 Our study is restricted to drivers 18 years and older who live in the United States. By
choosing "yes" please verify that you (1) have read the above consent form and are
voluntarily

agreeing to participate in this study, and (2) are at least 18 vears old and live in the
United States?

Yes

No
Q3 What type of US driving license do you hold?

State issued drivers license
Learners permit
I do not drive

Q4 How long have you been driving?
Less than a year

1-5 years
6-10 years
11-15 years
16-20 years

More than 20 years
Q5 How do you identify your gender?

Male
Female

Other
Q6 How old are you?

18 -24
25-34
35-44
45 - 54
55-64
65-74
75 - 84

85 or older
Q7 What is the highest level of education you have completed?

Some high school, No degree
High school diploma
Some college, No degree

Associates degree
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Bachelors degree
Masters degree
Professional degree

Doctoral degree
Q8 Which category describes you the best:

White

Hispanic, Latino, or Spanish origin
Black or African American

Asian

American Indian or Alaska Native
Middle Eastern or North African

Native Hawaiian or other Pacific Islander
Multi-racial

Other
Q9 Where do you live?

Urban area
Suburban area

Rural area
Q10 What is the Zip Code of your primary residence?
Q11 Which of the following statements about occupational status is accurate about you?

Self-employed

Employed by someone else
Student

Employed and a student
Unemployed

Q12 Which of the following statements about occupational status is accurate about you?

Full time

Part time
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Q13 Which of the following statements about occupational status is accurate about to
you?

Full time employee and full time student
Full time employee and part time student
Part time employee and full time student

Part time employee and part time student

Q14 Which of the following statements about occupational status is applied to you?

Unemployed looking for work
Unemployed not looking for work
Homemaker

Retired

Q15 What describes you the most?
High school student

Undergraduate student

Graduate student
Q16 How many hours do you drive in a typical week?

0 hours

1-5 hours
6-10 hours
11-15 hours
16-20 hours
21-25 hours

More than 25 hours
Q17 How do you describe your driving behavior?

Anxious (i.e., feelings of alertness and tension )
Reckless and careless (i.e., violations of safe driving norms)
Angry and hostile (i.e., tendency to act aggressively on the road)

Patient and careful (i.e., planning ahead; attention, patience)
Q18 Have you ever been involved in any accidents?
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Yes
No

Q19 Was distraction (e.g. distracted by phone) the main reason of any of those
accidents?

Yes
No

Q20 In any of those accidents were you the distracted driver?

Yes
No

Q21 What were the reasons for the distractions? (check all that apply)

Looking at Scenery

Looking at Roadside Incident
Cellphone

Sleepiness/Fatigue
Passenger
Radio/CD, Navigation Device, Adjusting Vehicle Controls

Eating/Drinking
Mind Wandering
Other
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Q22 Please mark the following statements on a scale of strongly agree to strongly
disagree (from the left to right).
Neither

agree
Strongly Somewhat nor Somewhat  Strongly
Agree Agree disagree  Disagree  Disagree

I rely on technology for my daily trips (GPS,

Google map) O O O O O
I check traffic condition before hitting the road O O @) O O
I easily get lost when traveling in an unfamiliar

aen @) O @) O @)
I trust technology to assist in my travel O @) O @) O
I prefer taking familiar routes O O @) O O
I'm willing to take new routes to get to my

destination sooner O O O O O
I can be a leader O O @) O O
I have trouble understanding directions O O @) O O
For validation purposes, please select strongly

disagree for this question. O O O O O
I feel that I get more accomplished because of

technology O O O O O
Driving makes me bored O O O @) O
I'm up-to-date with news O O O O O
I use my blinker when changing the lanes O O @) @) O
[ pay attention to vehicles around me O O O @) O
I comply with traffic regulations given by traffic

signs O O O O O
I like driving the same way as the other cars

around me O O O O O
I have a good record of driving O O O O O
I can trust drivers around me O @) O @) O
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Q23 This part of the survey introduces Variable Message Signs (DMS) and ask several
questions regarding your familiarity with the DMS.
DMS are electronic traffic signs that have been used widely across the US to convey traffic-
related information such as traffic congestion, road closures, accidents, and travel time
to road users. The following sections ask questions related to your experience with these
signs.

Q24 How familiar were you with the DMS before starting this survey?
Extremely familiar
Very Familiar
Moderately familiar
Slightly familiar

Not familiar at all

114



Bakhsh Kelarestaghi

Q25 How often do you see DMS on your daily commute?

Always

Most of the time
About half the time
Sometimes

Never

Q26 How often do you read the content of DMS?

Always

Most of the time
About half the time
Sometimes

Never
Q27 In general, how much do you_trust DMS information?

(0: Not at all, 5: Complete trust)

0 0.5 1 1.5 2 2.5 3 3.5 K 4.5 5

Q28 On a scale of 0 to 5, to what extent do you use DMS information when you are
driving in the following conditions?
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(0: Not at all, 5: A great deal)
0 0.5 1 1.5 2 25 3 35 4 45 5
On an unfamiliar road
®
At night
®
On familiar roads
@

On a congested road

In a bad weather condition

Near a work zone arca

On the way to work/school

On the way home
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Q29 On the scale of not at all, to complete attention, how much attention do you pay to
the following messages? (from the left to right).

Not at
all Slightly Moderately Very Completely

Traffic-related messages (¢.g. Crash
Ahead, Choose Other Routes) o O O o O
Informative messages (e.g. Hurricane Is
Coming, Take Shelter) O O O O O
Terrorism-related messages (e.g. State
buildings are under attack, avoid @) @) O O O
downtown)
Political messages (e.g. Bernie For
President!) O O O O O
Funny/Offensive/Nonsense messages (¢.g. ®) O O ®) ®)

Zombies are coming!)

Q30 Sometimes DMS is hacked and its message is changed like the following

pictures. Please answer the following questions regarding the hacked DMS.
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Q31 Have you come across a hacked DMS before?
Yes
No
The DMS seemed like a hacked one

I'm not sure

Q32 At the time you came across the hacked DMS, did any of the following occurred to
you? (check all that apply)

I called or texted someone

I took picture of the sign

I thought of something other than driving
I talked to a passenger about the sign
I checked the radio

I checked news or social media

I slowed down

I stopped the car

I changed my route

I changed my destination

I ignored the message

Other

Please share the hacked message if you remember:

Q33 To what percent your trust in the content of DMS change after you experienced
the hacked DMS?

(0%: No change, 100%: Completely distrust)

100
0% 10 % 20 % 30% 40 % 50 % 60 % 70 % 80 % 90 % %
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Q34 To what percent your trust in the content of DMS will change by knowing that

DMS can be hacked?
(0%: No change, 100%: Completely distrust)

100
0% 10 % 20 % 30% 40 % 50% 60 % 70 % 80 % 90 % %

Q35 In the next few sections, you will be given a set of scenarios to evaluate your behavior
when interacting with various DMS. Please provide your answer to the following
questions.
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Q36 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Road Closure Due to Police Activity". Please
mark the following statements on a scale of extremely likely to extremely unlikely (from
left to right).

0AD CLOSURE DI 0 s
ROAD CLOSURE DLE TO N > F
POLICE ACTIVITY .

Neither
Extremely  Somewhat  likely nor  Somewhat Extremely
likely likely unlikely unlikely unlikely
[ would call or text someone O O O O @)
I would take picture of the sign (@) O O O @)
I would check social media or news @) O O @) @)
li\;:uld talk to a passenger about the e @) o) @) ®)
:1:‘,01:? think of something other than ®) @) o) @) @)
lsc»:g::;i look at other vehicles and e @) @) @) @)
[ would check the radio O O O O @)
I would not be distracted O O O @) @)
I would slow down O @) O (@) @)
I would speed up O @) O @) @)
I would stop my car @] O @) @) O
I would change my route O @) @) O O
I would change my destination O O O @) @)
I would ignore the message O O O @) @)
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Q37 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Storm Watch, Flooding in Area Soon". Please
mark the following statements on a scale of extremely likely to extremely unlikely (from
left to right).

STORM WATCH

v

g p FLOODING IN AREA
R

SOON

Neither
Extremely  Somewhat likely nor Somewhat  Extremely
likely likely unlikely unlikely unlikely
I would call or text someone O O @) @) O
I would take picture of the sign O @) @) @) O
I would check social media or news O O O @) O
;i\;’:uld talk to a passenger about the O O O O O
:j:\zzlgd think of something other than O e @) @) ®)
lg:;:::g look at other vehicles and @) O @) @) @)
I would check the radio O O @) @) O
I would not be distracted @) (@) O O @)
[ would slow down O O (@) @) O
I would speed up O @) O @) O
I would stop my car O O O O O
I would change my route O @) @) @) O
I would change my destination O @) @) @) O
I would ignore the message O O @) @) O
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Q38 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Downtown Under Terrorist Attack". Please
mark the following statements on a scale of extremely likely to extremely unlikely (from
left to right).

DOMNTOMN UNDER
e N\~
T TERRORIST

ATTACK

Neither
Extremely  Somewhat likelynor Somewhat  Extremely
likely likely unlikely unlikely unlikely
I would call or text someone O O @) (@) O
I would take picture of the sign @) @) O @) @)
I would check social media or news @) @) O O O
li;r:uld talk to a passenger about the e e ®) @) @)
L :‘o,l:,:j think of something other than O @) @) @) @)
; c\;':;l-: look at other vehicles and @) @) @) 9] @)
I would check the radio O @) @) @) O
I would not be distracted @) @) O O O
I would slow down @) O O O O
I would speed up O @) @) @) O
I would stop my car @) @) O @) O
I would change my route O @) @) @) O
I would change my destination @) O O @) O
I would ignore the message @) O O @) @)
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Q39 Assume that you are driving in a work zone with the speed limit of 40 mph on a
highway. You come across a DMS that says "Work Zone Ends, Speed Limit 60 mph".
Please mark the following statements on ascale of extremely likely to extremely
unlikely (from left to right).

Neither
Extremely  Somewhat likelynor Somewhat  Extremely
likely likely unlikely unlikely unlikely
I would call or text someone O @) O @) @)
[ would take picture of the sign O O @) O @)
I would check social media or news O @) O @) @)
l i\;:)uld talk to a passenger about the 9) e O @) @)
:1 ::,)l:l: think of something other than @) e O @) @)
;C\::::: look at other vehicles and ®) e O ®) @)
I would check the radio O @) (@) @) O
[ would not be distracted @) @) O @) @)
I would slow down O O @) O O
I would speed up @) @) (@) O O
I would stop my car O O @) O O
I would change my route O O O O O
I would change my destination O O @) O O
I would ignore the message O @) O @) @)
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Q40 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Heavy Traffic Due to Accident". Please
mark the following statements on a scale of extremely likely to extremely unlikely (from
left to right).

T EAV TRAFFIC
g DUE TO ACCIDENT
run

=

Neither
Extremely  Somewhat likelynor  Somewhat  Extremely
likely likely unlikely unlikely unlikely
I would call or text someone O @) O O O
I would take picture of the sign O @) @) O @)
I would check social media or news O @) O O O
iixgx:uld talk to a passenger about the O O O O O
:h:::l:jl::::;k of something other ®) o) @) @) @)
i :,::,I-S look at other vehicles and @) O @) @) @)
I would check the radio O @) @) @) @)
I would not be distracted O O @) @) @)
I would slow down O O O O O
I would speed up O O O O O
I would stop my car O @) O O O
I would change my route O O O O O
I would change my destination O @) O O O
I would ignore the message O O O O O
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Q41 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Read The News Today, Oh Boy!". Please
mark the following statements on a scale of extremely likely to extremely unlikely (from
left to right).

YA FEFD THE NEWS TODRY e
i
R

Neither
Extremely Somewhat likelynor Somewhat  Extremely
likely likely unlikely unlikely unlikely
I would call or text someone O (@) @) O O
I would take picture of the sign @) (@) O O O
I would check social media or news O O O @) O
iiw;':uld talk to a passenger about the O O O O O
L:::l:gd think of something other than O O O O O
::::l; look at other vehicles and e @) @) e} @)
I would check the radio @) O O @) O
[ would not be distracted O O O @) O
I would slow down O O O @) O
[ would speed up O O O @) O
I would stop my car @) (@) O O O
I would change my route O O O O O
I would change my destination O O O O O
I would ignore the message O (@) O O O
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Q42 Assume that you are driving on a highway to reach downtown with the speed limit of
60 mph. You come across a DMS that says "Zombies ahead run!". Please mark the
following statements on a scale of extremely likely to extremely unlikely.

Neither
Extremely  Somewhat likelynor  Somewhat Extremely
likely likely unlikely unlikely unlikely
I would call or text someone @) O O @) O
I would take picture of the sign O (@) @) @) @)
I would check social media or news @) O O O O
i i\g:uld talk to a passenger about the ®) @) @) @) @)
:h \:::l:jl:\t::;k of something other e O ) ®) O
;C \:;):,l;j look at other vehicles and ®) O @) @) @)
I would check the radio @) @) O @) O
[ would not be distracted @) O O @) O
I would slow down @) O O O O
I would speed up O O O O @)
I would stop my car O O O O O
[ would change my route O O O O O
I would change my destination O @) @) @) O
I would ignore the message @) O O @) O
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Q43 Previously, you saw several scenarios in which the DMS messages were hacked. For
instance, in one case the "Work Zone Ahead" message was changed to "Work Zone Ends,
Speed Limit 60 mph". Or in another case, a common traffic-related message was changed
to "Downtown Under Terrorist Attack".

Given the scenarios that you observed, please answer the following questions.

Q44 Do you believe the hacked DMS increases_the chance of a crash?
(0: Not at all, 5: Extremely likely)

(0: Not at all, 5: Extremely likely)

Q45 Do you believe the hacked DMS causes delay and increases the travel time?
(0: Not at all, 5: Extremely likely)

Q46 If you have already experienced or experience hacked DMS, how much does it
change your trust to the different type of messages provided below come across from 0
(No change) to 5 (Complete distrust).

0 0.5 1 1.5 2 2.5 3 35 4 4.5 5

Traffic-related messages (e.g. Crash Ahead, Choose Other Routes)

Informative messages (e.g. Hurricane Is Coming, Take Shelter)

Terrorism-related messages (¢.g. State buildings are under attack, avoid downtown)
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Q47 We are almost done. Please answer to a few short questions before the end of the
survey.

Q48 If other drivers react to the DMS information would you follow them?

Extremely likely
Very likely
Moderately likely
Slightly likely
Not at all

Q49 What is your household annual income?
Less than $15,000
$15,000 - $29,999
$30,000 - $44,999
$45,000 - $59,999
$60,000 - $74,999
$75,000 - $89,999
$90,000 - $104,999
$105,000 - $119,999
$120,000 - $134,999
$135,000 - $149,999
More than $150,000

Not interested to reveal

Q50 What kind of vehicle do you mostly use?

Passenger car (any type or size)

Minivan / van / MPV (multipurpose vehicle)
Pickup / Passenger truck

SUV (sport utility vehicle)

Motorcycle / scooter

Single unit truck
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Q51 How many cars do you have in your household?
0
1
2

3 or more

Q52 Do you have any disability?
Yes
No

I prefer not to answer

Q53 Which of the following statements about disability status is applied to you?

A sensory impairment (vision or hearing)
A mobility impairment

A learning impairment (e.g., ADHD)

A mental health impairment

Other

Not interested to reveal

Q54 What’s your marital status?
Single, never married
Married or domestic partnership
Widowed
Divorced

Separated

Not interested to reveal

Q55 We appreciate your time for taking this survey. If you'd like us to contact you for a
follow-up survey (with compensation) please provide your email address below.

Q56 We thank you for your time spent taking this survey. Your response has been recorded
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