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Chapter |
INTRODUCTION

1.1 THE NEED FOR FAULT TOLERANT SYSTEMS

Reliability in computer systems has been a problem since the days of
the very first computers built out of relays and vacuum tube devices.
While the reliability of electronic components has improved dramatically
since that time, overall system reiiability remains a problem because of
the greatly increased complexity of today's computers. This problem is
particuiarly serious in applications where system failure is unacceptable
because it could cause catastrophic loss and/or endanger human life.
Examples of operations that involve such applications are space mis-
sions, the automatic landing of aircraft, air traffic control, the control
of nuclear reactors, and life support systems for medical applications.
Since such failure-critical applications of computers will no doubt in-
crease very substantially in the next few decades, it has become imper-
ative to design and build computing systems to stringent reliability spe-
cifications. This dissertation is an attempt to address this problem.

The reliability of a system can be increased to socme extent by
building it from more reliable components, but this approach is often
not cost effective and can usually vyield only a limited improvement in
reliability. However, for a computing system, "correct operation” only
requires the correct execution of a set of programs and not necessarily

the correct functioning of ail components. Thus fault tolerance can be



introduced into systems to increase reliability. Such systems are deli-
berately designed with built in hardware redundancy to allow continued
correct program execution even in the presence of component failures,
as long as the number and types of failures are within the fault toler-
ance limits of the system. As a result, fault tolerant systems are capa-

ble of highly reliable operation.

1.2 PRESENT APPROACHES TO FAULT TOLERANT DESIGN

Several schemes have been proposed for employing hardware redun-
dancy to realize fault tolerance in digital systems. These range from
the classical component replication schemes first introduced by von
Neumarn [1], to software oriented approaches involving redundant exe-
cution of code with software checks and voting [2]. Redundancy
schemes attempt to contain the effects of hardware malfunction within a
subsystem of the overail system, thereby preventing errors from propa-
gating from one subsystem to the next, and to the system outputs.
The subsystem level at which redundancy is applied determines the lev-
el at which errors are contained. Techniques exist for applying redun-
dancy at any desired level, ranging from individual components to com-
plete systems.

Hardware redundancy techniques are classi;fied as static, dynamic or
hybrid. Triple modular redundancy (TMR) [3], shown schematically in
Figure 1.1, is a static redundancy scheme that has been successfully

applied in the space program [4]. A redundant subsystem employing
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FIGURE 1.1: Triple Modular Redundancy (TMR).,



the more general NMR (for N modular redundancy) [5] scheme consists
of N identical modules (three for TMR) whose outputs are connected to
a voter circuit. The voter masks failures in individual modules so that
the subsystem stays opérational as long as a majority of the modules
continue to operate correctly. Thus, if the voter is free of failures,
an NMR subsystem requires [N/2] *+ 1 operational modules to be error
free.

The redundant ‘Eepresentation of information using error correcting
codes is another important static redundancy approach that has been
widely applied to improve reliability in digital systems [6]. Such codes
can be designed to correct errors in one or more bits of a coded word.
Error correcting codes are particularly effective in enhancing the reli-
ability of memory units organized such that each bit in a word is stored
in a different module or IC chip. They are less effective in protecting
systems implemented on a single chip where bit failures in a word are
often not independent.

In contrast to the passive error masking employed by static redun-
dancy schemes, systems employing dynamic redundancy attempt to auto-
matically detect fauits when they occur, isolate them at the subsystem
level and then replace the faulty modules with fault free spares. Fig-
ure 1.2 illustrates the dynamic redundancy standby sparing scheme [7].
A possible way to implement fault detection in such a scheme is to make
the modules seif checking [8]. A failure in an active mecdule would
then result in an invalid code word at the output. This can be detect-

ed and used to switch out the failed module and switch in a spare.
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FIGURE 1.2: Standby Sparing Redundancy.,



Ideally, a subsystem employing dynamic redundancy should continue
to operate correctly, with possible interruptions during reconfigura-
tions, as long as a single module stays failure free. This would make
it superior to NMR which requires |[N/2] + 1 failure free modules to
stay operational. However, in practice, the complex hardware required
to implement fault detection and module switching (reconfiguration) in
dynamic redundancy schemes is itself vulnerable to failures, and a$ a
result such systems can fail before all the spares are exhausted. In
the reliability modeling of dynamic redundancy in fault tolerant systems,
this possibility has been accounted for through the concept of cover-
age, defined to be the conditional probability of system recovery follow-
ing a failure [9]. It is well known [9] that system reliability can be
very substantially affected by even a small deviation from unity cover-
age. While the coverage can be improved somewhat by designing the
fault detection and reconfiguration circuitry to be itself fault tolerant,
it is impossible to insure system recovery from every possible failure.
Among the more significant factors that degrade coverage is fault laten-
cy. Recent studies [10] have concluded that often hardware faults do
not immediately cause detectable computational errors. During this fault
latency period, the arrival of a second fault can defeat the fault toler-
ance mechanism of systems designed to handle only single faults.
Theoretically systems can be designed to tolerate two or more co-exist-
ing faults, but Stiffler [11] has shown that this can be self-defeating

because the considerable additional hardware required for multiple fault



detection and isolation significantly increases the system complexity and
the likelihood of additional failures.

A comparison between NMR systems and standby sparing systems
with equal number of modules, first made by von Neumann [1], shows
that NMR is almost unbeatable for short missions but that, even with
relatively poor coverage, sparing is superior for longer missio}ns. This
is because it is unlikely that a majority of modules in a subsystem will
fail over a short period; the faiiure of a subsystem is much more likeiy
to be caused by failures in the voting or fault detection and reconfigu-
ration circuitry. NMR is therefore more reliable for short missions be-
cause the relatively simple voting circuitry that it uses is less likely to
fail than the complex detection and reconfiguration circuitry of standby
sparing systems. On the other hand, over longer missions, subsystems
are expected to fail due to a build up of failed modules. For such mis-
sions sparing scheme is superior because it can stay operational down
to the last correctly operating module.

Other dynamic redundancy schemes that have been proposed include
dual redundancy [12] with concurrent comparison for fault detection.
On the detection of a fault both modules execute self test programs.
The module that successfuliy completes the test continues executing the
user program. |In the pair/spare scheme, the spare is invoked upon
detection of a disagreement between the pair.

A third class of redundancy schemes, hybrid redundancy, combines

the advantages of the static and dynamic approaches by substituting



spares for failed modules in a static system. Such a scheme was first
proposed by Mathur [13] in the form shown in Figure 1.3. The switch
is used to gate the outputs of three of the modules to the voter, there-
by setting up a TMR configuration. |f at any time one of the three ac-
tive modules disagrees with the others, it is switched out and a spare
substituted. (It is assumed that two active modules will not fail simul-
taneously.) Several other hybrid redundancy schemes have since been
proposed [14,15] in an attempt to reduce the switch complexity and
hence improve system reliability even further.

In illustrating the three classes of redundancy schemes, for the
sake of simplicity, we have selected examples where the voting and/or
fault detection and reconfiguration is carried out exclusively by hard-
ware. These functions can also be performed by software, or by some
combination of hardware and software, thereby increasing even further
the diversity of options available to the designer of a fault tolerant
system. Unfortunately no systematic approach to fault tolerant design
has as yet been developed. While early ultra-reliable designs, such as
the Saturn V launch vehicie prccessor [16], employed the simple TMR
scheme, more ambitious present day designs, such as the STAR [17],
use a combination of redundancy techniques in an attempt to best match
the redundancy method used to the subsystem to be protected. This
makes it extremely difficult to estimate, a priori, the reliability of these
systems. Reliability modeis have been constructed to account for the

fault handling capabilities of such systems through the concept of cov-



voter

switch output
initially

active <

modules ,1

spares )

FIGURE 1.3: Hybrid Redundancy.



10

erage (defined earlier to be the conditional probability of system recov-
ery following a failure). But coverage depends on many diverse factors
like fault latency and intermittency, and on how well the types of fai-
lures that actually occur are covered by the failures anticipated and
protected against by the architecture. Despite much work on identify-
ing and modeling factors that affect coverage [18], it remains virtually
impossible to estimate its value with enough accuracy to get meaningful
reliablity estimates for ultra-reliable systems, where system reliablity is
an extremely sensitive function of coverage. Reliability values for most
present day fault tolerant systems can be obtained only after they have
been designed and tested. This is a serious drawback because it im-
plies that the design of such systems must be an expensive iterative
process involving design modification and testing until the desired reli-
ability is obtained. And this may be altogether impractical for proposed

9 for

ultra-reliable systems [2,19] with failure probabilities so small (10~
a 10 hour mission) that their testing and validation with respect to the
reliability specification remains a compiex and unsolved problem.

An additional problem with the dynamic redundancy schemes being
widely used in ultra-reliable designs lies in their handling of module
failures due to transient or intermittent faults. Because of the advanc-
es in LS| technology, redundancy in present day fault tolerant designs
is being applied at the level of processcrs, memories, /0O controllers,

etc. The redundant modules in a subsystem are generally complex se-

quential circuits containing memory. A transient fault in a sequential
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© circuit can alter the state of the circuit, resulting in continued errone-
ous operation until the circuit is resynchronized. A module can, there-
fore, be disabled by a transient fault. Such a disabled module has the
same effect on the subsystem as a module with a permanent failure,
even though the former has the hardware capability to operate correct-
ly. Thus a build up of disabled subsystems bevond the fault tolerance
capability of the system can cause system failure, even though the
hardware resources exist in the system for continued correct operation.
This is a significant drawback, ‘particularly in view of recent studies
[20,21] which indicate that failures in computer systems due to tran-
sient faults are perhaps 10 to 50 times more frequent than those due to
permanent faults. The problem can be overcome by building into the
system the capability of automatically diagnosing and separating module
failures due to transient and permanent faults, and then reassigning
the former to the pool of available spares. However, the implementation
of such a strategy in either software or hardware is extremely complex
and is likely to have an adverse effect on coverage because of the pos-
sibility of a module with a permanent fault being incorrectly diagnosed
and added to the pool of fault free spares.

in view of these serious problems associated with the current ap-
proach to ultra-reliable design, it is clearly very desirable to develop a
systematic way of designing fault tolerant systems to desired reliability
specification. This was the primary motivation for the research de-

scribed in this dissertation.
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To facilitate the systematic design of highly reliable systems, we
have developed a new hardware redundancy scheme called Periodically
Self Restoring Redundancy (PSRR). In this dissertation we show how a
computer system can be systematically designed to meet desired reliabli-

ty specifications using the PSRR scheme.

1.3 THE PROPOSED PSRR SCHEME

The proposed periodically self restoring redundancy is a fault toler-
ance approach that has been developed to protect against system failure
caused by the failure of hardware components. Likg most other present
day redundancy schemes, it does not attempt to protect against failures
resulting from improper design or software errors. While it is recog-
nized that a truly fault tolerant system must also address these issues
(for a discussion, see [22]), it is assumed here that the system has
been properly designed and that the software is error free. PSRR is
effective at preventing system failure caused by both permanent and
transient (intermittent) faults.

To realize fault tolerance, the PSRR scheme employs N computing
units (CU's) operating redundantly in tight synchronization. Each CU
has all the computational capabilities of the desired fault tolerant system
and, in general, is made up of processors, memories and /0O units.
System input is simultaneously provided to all N CU's. System output
is taken to be the consensus of the N outputs available from the CU's,

decided according to decision rules to be defined in later chapters. |If
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the system is operational, the consensus output is assured of being er-
ror free.

The state of the CU in the system is defined by the binary logical
state of all the memory elements in the CU. These memory elements in-
clude all the R/W memory in the CU, as well as the registers in the
processor and other subsystems that constitute the CU.

Definition 1.1: Two Cu's are said to be in the same state if and
only if for each memory element in the CU, the corresponding memory
elements in the other CU has the same binary logic value. .

Definition 1.2: At any point in the operation of a PSRR system,
the operational CU state is the state that the CU's would be in if the
operation of the system had been completely free of failures. A CU is
said to be opera;tional if it is in the operational CU state.

Theorem 1.1: The input of an operational CU is error free.

Proof: The theorem follows directly from Definition 1.2 and the as-
sumption that the system is free of design faults and is programmed
with error free software.

The failure of a hardware component may be either permanent or
transient (intermittent) in nature. In the proposed redundant system
of N CU's operating in synchronization, a CU may fail and fall out of
step due to errors caused by both transient and permanent component
failures. This is because a transient failure can alter the state of the
CU and possibly result in continued erroneous computations until the

system is restored. A CU that has failed due to a transient will be
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considered to have temporarily failed. A CU with a permanent failure

in a hardware component is said to have permanently failed. While per-

manently failed CU's obviously cannot be reliably resynchronized with
the rest of the system, if the CU failure is temporary (due to a tran-
sient), restoring it to an operational state will insure that it stays in
synchronization with the rest unless it experiences another failure. In
the proposed system this is done by the N CU's communicating with
each other periodically to restore failed CU's. To facilitate this commu-
nication, each CU is directly linked to all N-1 other CU's. The restor-
ation program is initiated by an interrupt from an external fault tole-
rant clocking circuit (such as the one described in [23] ) and is
executed by each CU out of read only memory (ROM). This insures
that a transient failure that may have corrupted the memory in a CU
does not prevent it from participating in the restoration process. Dur-

ing the restoration interval the N CU's compare their states and restore

themselves to a mutually agreed consensus state. The exact rules de-
fining the consensus are described in later chapters. Thus, if over
the restoration interval, enough CU's remain operationai to make the
operational CU state the consensus state, the temporarily failed CU's
will be restored provided they do not experience additional failures
during the restoration interval.

Definition 1.3: At any point in its operation, a PSRR system is
said to be operational if and only if the consensus CU state is the op-

erational CU state.
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We shall, in later chapters, define decision rules for deciding the
system output from among the N outputs available from the CU's, such
that if the system is operational, the system output is assured of being
error free.

Operation of the redundant system is broken up into computing in-
tervals, when the system is performing useful computation, and restor-
ation intervals, when temporarily failed processors are being restored.
The length of the restoration interval is determined by the time re-
quired to execute the restoration program and is a function of the num-
ber of CU's in the system and memory size of each CU. The length of
the computation interval is a design option and determines the computa-

tion-restoration (C-R) cycle time. Shorter C-R cycle times imply more

frequent system restoration. This increases system reliability by re-
ducing the probability of system failure due to an accumulation of tem-
porarily failed processors.

It should be clear from the above description that the PSRR scheme
with short C-R cycles is very effective in protecting the system against
transient failures. This is a major advantage because transients are
known to cause th;e large majority of failures in computer systems. Be-
cause a PSRR system can stay operational with fewer than N correctly
operating CU's, it can also handle a certain number of permanent
faults. However, a quantitative measure of fault tolerance can only be
obtained after defining the rules to decide the consensus output and CU
state for such systems. This is done when the reliability models for

PSRR systems are developed in later chapters.
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The proposed PSRR scheme offers other significant advantages over
presently used redundancy schemes. Because it does not employ fault
detection and reconfiguration to implement fault tolerance, its reliability
is not degraded by complex fault diagnosis and reconfiguration circui-
try, and the associated coverage factor. Also, fault latency is not a
problem. PSRR systems based on the proposed scheme employ high
level redundancy and can be largely implemented from proven off-the-
shelf hardware (such as processors and memories), with only minimal
need for specialized hardware design. Finally, as we show in this dis-
sertation, such systems can be accurately modeled for reliability calcu-
lations in terms of the .failure rates of their building blocks. This al-
lows the a priori estimation of reliability during the initial design
phase, thereby making it possible to systematically design PSRR sys-
tems to meet desired reliablity specifications.

In Chapter Two we present and ahalyze a triple redundant PSRR
system that uses a simple majority vote to decide the consensus CU
state and system output. Making some realistic simplifying assumptions,
a reliability model for such a system is developed and closed form ex-
pressions for its reliability and mean time to failure (MTTF) obtained.
The possibility of CU failures before the start of the mission is also in-
corporated into the reliability model. Chapter Three defines a weighted
plurality votin scheme for optimally deciding the consensus CU state in
general N-redundant PSRR systems. Based on this scheme, a compre-

hensive reliability model for N-redundant systems is developed. The
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model relaxes all the simplifying assumptions made in Chapter Two.
Chapter Four describes a restoration algorithm to implement the plurali-
ty vote defined in Chapter Three. The execution complexity of this
restoration algorithm with respect to redundancy N is also analyzed.
Chapter Five studies various tradeoffs in the design of PSRR systems
and arrives at a design procedure for implementing such systems to
meet desired performance and reliability specifications. The research is

summarized in Chapter Six.
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TRIPLE REDUNDANT PSRR SYSTEMS

2.1 INTRODUCTION

In this chapter we analyze triple redundant PSRR systems that em-
ploy a simple majority vote among the three CU's to decide the system
output, and the consensus CU state during restoration.

Definition 2.1: A simple majority opinion in a triple redundant
PSRR system is the opinion of the agreeing CU's if two or more CU's
agree; it is undefined for the case when all three CU's disagree with
one another.

Note that by Definition 1.3, a triple redundant PSRR system will be
operational as long as two or more of the three CU's are operational.
Also, if the system stays operaticnal over an entire restoration interval,
then any temporarily failed CU is assured of being restored to the op-
erational state, provided it does not experience additional failures dur-
ing this restoration interval.

Theorem 2.1: The output of a triple redundant PSRR system, ob-
tained by a simple majority vote on the output words of the three CU's,
is error free if the system is operational.

Proof: If the system is operational, at least two CU's must be in
operation. By Theorem 1.1 the outputs of these two CU's must be er-
ror free. Therefore, the output obtained by a word by word majority
vote on the three outputs available from the CU's must also be error
free.

18
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The restoration process in PSRR systems employing simple majority
voting is easily implemented. |In each CU the non-maskable hardware
interrupt initiating the restoration interval causes control to be trans-
ferred to a restoration program stored in ROM. The restoration pro-
gram first saves the CU state in memory by storing the contents of all
registers in the processor, and the other subsystems in the CU, at
predetermined locations in the CU memory. Then the restoration pro-
grams in the three CU's interact to vote, word by word, on their entire
(read/write) memory, replacing disagreeing words with the majority
opinion. The vo_ting is carried out over the dedicated links intercon-
necting the CU's, with the CU's operating in tight synchronization. At
the end of the vote, the registers in each CU are reloaded from its me-
mory, thereby restoring it to the consensus state.

Iin the next section we develop a Markov model to estimate the reli-

ability of such triple redundant PSRR systems.

2.2 RELIABILITY MODEL

Definition 2.2: The reliability R(t) of a fault tolerant system to
time t = T is the probability that the system stays operational over the
inverval 0 £ t £ T, given that it was completely free of failures at the
initial time t=0.

For the purpose of this analysis, we shall assume that the restora-
tion interval is negligibly short and that no failure takes place during

the restoration process. This assumption implies that at the instant
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just after restoration, if the system is operational, it does not contain a
temporarily failed CU. At any such instant, therefore, the system must

be in one of the following three states.

State 1: All CU's operational.

State 2: Exactly two CU's operational, the third having permanently
failed.

State 3: Failed system due to more than one failed CU. (This may

result from any combination of temporary and permanent CU
failures.)
Using these states we can model the operation of the proposed redun-
dant system as a three state Markov chain [24]. The state transition
probabilities over one C-R cycle time form the one step matrix of tran-

sition probabilities,

T=1P21 Py Pog (2.2-1)

It can be easily seen that some of the elements of T are trivial.

Poq = 0 because once the system has a CU with a permanent failure

(state 2), it can never go to a state with all operational CU's (state 1).

Also P31 = 0, P3y = 0 and P33 = 1, because if the system fails (state 3)

it can never recover to an operational state.
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Making these entries in T we find that the matrix of transition

probabilities is upper triangular.

Pys  Po3 (2.2-2)

The five remaining unknown elements in T depend on the CU failure
probabilities and the C-R cycle time for the system. From these par-
ameters, the remaining elements can be evaluated as explained below.

Let Py be the probability that a transient component failure capable
of causing temporary CU failure, occurs during a C-R cycle. Let 9y =
- pt) be the probability that such a transient does not occur. We
shall assume that Py is the same whether or not the CU is operational,

and that the transient always causes a temporary failure in an opera-

tional CU. Similarly let Py be the probability that a permanent CU fai-
lure occurs over a C-R cycle, 9 = (1 - pp) is the probability that

such a failure does not occur. It is assumed that transient and perma-
nent failures are mutually independent.

In the matrix of transiticn probabilities T, P11 is the probability

that a failure free system will still be failure free after one C-R cycle.
Clearly this requires that no permanent failure and at most one tempoc-

rary failure occurs over this interval. (Since we always consider the
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state of the system at the instant following restoration, a single tempo-

rary failure will always be restored.) Therefore

3 3 2

P11 = 9 X { a4 * 3a;py} (2.2-3)
probability probability probability
of no of no of exactly
permanent temporary one temporary
failure failures failure

It can be similarly--seen that
2 3 2
Pip =3ag P, x ( dy *  ay Py (2.2-4)

probability of probability of probability of

exactly one no temporary temporary failure
permanent failures in the same CU
failure that experiences

permanent failure

Also since P11 + P12 + P13 = 1
p13 = ] - p-l-l - p12 (2-2"5)
P2y is the probability that a state with one permanently failed CU is

retained over a C-R cycle. This requires that no additional failures

take place in the two CU's. Therefore,

X (2.2-6)
Again since P99 + Pog = 1

Pyz = 1 - Py (2.2-7)

Once the one step transistion probability matrix T is obtained, by

the theory of Markov Chains, the transition probabilities over n C-R

cycles can be obtained by evaluating (m".
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The reliability: of the system R(t) to n C-R cycle times is the prob-
ability that a failure free system stays operational over n C-R cycles.

Since state 1 represents a failure free system and state 3 a failed sys-
tem, the (1,3) entry in (m", p1§”), gives the probability that a sys-
tem that was initially failure free, fails over n C-R Cycles. Therefore
=1 -p.(n) .
R(nto) 1 P13 (2.2-8)

We next obtain pugn)

and hence R(nto), in closed form in terms of
the one step state transition probabilities. This is done by using the

fact that since T is upper triangular, (T)rl is also upper triangular.

M "= m" T xT (2.2-9)
Writing pék)mas (1 - p1§k) - p1§k)), (2.2-9) can be written as
(n) (n) (n) (n
Py’ (0 - pyy” - Py3’) i3
(n) (n)
0 P22 P23
(2.2-10)
0 0 1
L_ -
= n-1) _ (n=1)y _(n-1) o
P11 - el - eis ) o P11 (1-P1y7P13)Py3
n-1 (n-1)
- 0 péz ) B3 10 P P
i 0 0 1 0 0 1




24

Obtaining expressions for pén) from both sides of this identity we get
- pn) _ (n)
1= Py - P
- ~(n-1) n-1 _ (2.2-11)
P17 {1 - p”"p]3)+p22(]“p]('| )‘P-fg ]))
- ; o oK) _ k (k) _ K
Noting that for a triangular matrix p” (p”) and p22 = (p22)
we get
- n_ (n)
1 (p]]) = p]3
= - - - n- -
(p]]) (] p12 p13)-kp22{] -(p]]) _ pfg ])}
Rearranging terms gives the recurrence relation
(n) (n-1) _ n-1
P1a" 7 P22P13 T = 1= P - (Pyg) (1 py3-ppp) (2:2713)

This equation can be solved using known methods such as the one de-

scribed in Liu [25]. The general solution to the recurrence relation is

(n) . __"P12_

- (Py3 - Py3) yn
13 Pyp - Pyy

_ L (2.2-14)
Poy = Pyp 11

(pzz)n +

Thus the reliability of the periodically seif restoring system can be ob-

tained by substituting for p]:gn) in (2.2-8) and is given by

P12 (Py3-Pq3)
- - n
Rlnt)) = ————(pyy)" - "““““(p11)n
P227P1q P227P1q

(2.2-15)
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The above derivation establishes Theorem 2.2
Theorem 2.2: The reliability of a triple redundant PSRR system
with simple majority voting is given by
P12 (Py3-Py3)
R(nt)) = ———(py,)" - —

e e

P227P11 P227P1q

(p]1)n

Theorem 2.2 gives system reliability over n C-R cycles in terms of
the one step state transition probabilities. Equations (2.2-3) through
(2.2-7) can be used to obtain the required transition probabilities if the
probability values for temporary and permanent CU failures over a C-R
cycle are known.

For electronic subsystems with no built in redundancy, it is often
reasonable to assume constant failure rates over the life of the system.

If a constant temporary failure rate )\_ is assumed, then the probability

t

of a CU experiencing temporary failure over a C-R cycle is given by Py
= [1-exp(-xtto)]. Similarly, for a constant permanent failure rate \p,

the probability of a CU experiencing permanent failure over a C-R cycle

is pp = {1 - exp(-kpto)]. Typical failure rates were assumed to obtain

the reliability plots in Figures 2.1 and 2.2. Siewiorek et al. [20] have
shown that permanent faults cause only a small fraction of all detected

failures. For this reason the transient failure rate >‘t was taken to be

0.01 per hour (an average of one failure every 100 hours) and the per-

manent failure rate )‘p’ tc be 0.001 per hour.



Figure 2.1 shows plots of reliability versus time for different C-R

cycle times, to. Figure 2.2 shows the same plots for short mission

times important in ultra-reliable design. As expected the plots indicate
that reliability improves with more frequent restoration i.e. as the C-R
cycle time is decreased. Also included in the figures are reliability

plots for a conventional TMR design [9] (to = ) and a hypothetical

system that recovers instantaneously from temporary failures in any one

CU as long as the other two CU's are operational (to = 0). The reli-

ability of this hypothetical system is derived in Section 2.4. These two
plots provide bcunds on the reliability of the proposed scheme. If the
C-R cvcle time is made very large, in the limit infinite, restoration does
not take place in the proposed scheme before the system fails, and its
reliability is reduced to that of a conventional TMR design, which has
no provision for restoring failed CU's. On the other hand as the C-R
cycle time is reduced and approaches zero, recovery from temporary
failures is almost instantaneous and the proposed scheme approaches the
hypothetical system described above. In practice this upper limit on
reliabiiity can never be reached since it requires that both the compu-
tational interval and the restoration interval be of zero duration.

Notice in Figures 2.1 and 2.2 the substantial improvement in reli-
ability offered by PSRR systems as compared to TMR. This is particu-
larly true of PSRR systems with short C-R cycle times. For example,
over a 16-hour mission time, Figure 2.2 indicates that the TMR system

is eight times more likely to fail than a PSRR system with to = 0.5



>
"

0.01/hr
0.001/hr

>
"

FIGURE 2.1:

~
©
o
>._
T
8
0o]
a
]
g
o
!\ ¥ .
= T~
o \%‘,\
N*\\ﬁtﬁ
o —
o T U SRVESSNIE e B SR M ¥ ~§;"‘““§*— »
00.00 12.00 24 .00 36.00 48.00 60.00 72 .00 84.00 96.00
1
TIME *¥10 (hours)

Reliability Plots for the N = 3 PSRR System.

Le



>
"

t 0.01/hr
0.001/hr

0.83

'_
3
5o
a
m
(14}
c;.—
(W)
®
o
g
% L 1 T T T—& T 1
.00 6.00 12.00 18.00 24.00 30.00 36.00 42 .00 48.00
TIME (hours)

FIGURE 2,2: Reliability Plots for the N = 3 PSRR System for Short Missions.

8¢



29

hours. Recall that the probability of system failure is (1-reliability).

Such small values of C-R cycle time to appear to be quite practical for

PSRR systems. With processor instruction times in microseconds, it
should be possible to vote on tens of thousands, and perhaps hundreds
of thousands, of memory words a second. Therefore the restoration in-
terval in typical systems will be a few seconds long. This will allow
C-R cycle times to be of the order of minutes, without substantially re-
ducing of computing power due to lost computation time during the re-

storation process.

2.3 MEAN TIME TO FAILURE CALCULATION

Another parameter of interest in fault tolerant systems is the mean
time to failure (MTTF). In this section we derive the MTTF for triple
redundant PSRR systems.

Let uij be the average number of C-R cycles taken by a system

starting in state i to go to state j for the first time. Then for the
three state triplicated PSRR system under discussion, it takes, on the

average g C-R cycles for a system with all CU's operational to fail.
The system MTTF is, therefore, given by Hyg X to.
To evaluate Hq3- consider a system one C-R cycle after starting in

state 1. At this point in time the system may be in any one of the

three system states 1, 2 or 3, with probability P11 P12 and Py3 re-

spectively. Therefore, from this instant the average number of C-R

cycles to system failure is given by P13 + P1oHo3 * Pq3kg3- Since
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the system was in state 1 one C-R cycle before the instant under con-

sideration,

M3 = 17T Pyplg T PigMag T Pisias (2.3-1)
It can be similarly seen that

Mag =1 7 Pogiyz T PogHaz * Pagias: (2.3-2)
Noting that Hag = 0 (the average number of C-R cycles to go from state

3 to itself for the first time is 0) and Py1 = 0, the above two equations

reduce to
M3 = 1 7 Pyylyz T Pigios (2.3-3)
Moz = 1 % Pogligs (2.3-4)

Solving these simultaneously we get

1
u23 = —_— (2.3‘5)

1-p72

Pig * Po3
1113 = (2.3'6)
(1-91])(1-P22)

Therefore, the system MTTF, which is u13t0, is given by

(P1p * Po3lty
MTTF = (2.3-7)

It should be noted that the above expression for MTTF is valid only

for M3 >> 1, This is because in the derivation of Hig, We have impii-

citly assumed that it always takes more than one C-R cycle for the sys-

tem to fail, an assumption that is not valid unless to << 1/Xt,1/kp.
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Theorem 2.3: The mean time to failure for a triple redundant PSRR
system with simple majority voting and to << V)‘t’]/)‘p is given by
(P1y * Pa3)%,

MTTF =
(1'p’|])(1'p22)

The inequality t << 1/xt,1/xp is satisfied for the range of values of
to in Figure 2.3, which displays a plot of MTTF versus to for xt = 0.01
per hour and xp = 0.001 per hour. We have seen in Figure 2.1 that

the reliability of a PSRR system always improves with more frequent re-
storation. Therefore, the system MTTF must also increase with reduced

to. While this is not immediately apparent from the expression for

MTTF in Theorem 2.3 because the state transition probabilities also de-

pend on to, it is confirmed by Figure 2.3. Again as expected, the
longest MTTF is obtained when to approaches zero. As to grows large,

the system MTTF asymtotically approaches that for a conventional TMR
system with no provisions for restoring temporarily failed CU's. This

is well known [9] to be 5/6()‘t + )‘p)'

Notice in Figure 2.3 the very substantiai improvement in MTTF ac-
hieved by PSRR systems as compared with TMR. For short C-R cycle
times of up to 2 hours expected for such systems, the MTTF for PSRR

systems is over four times that for TMR systems.
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2.4 INSTANTANEOUSLY SELF RESTORING SYSTEMS

Consider a hypothetical triple redundant PSRR system with to = 0.

In such a system a tempcerarily failed CU recovers instantly as long as
the other two CU's are operational. It should be apparent that if in an
actual system the C-R cycle time is small as compared to the mean time
between temporary CU failures, its reliability will approach that of the

hypothetical instantaneously self restoring system with to = 0. This

can be confirmed by reviewing the plots in Figure 2.1. We have ar-
gued earlier in Section 1.2 that in typical PSRR systems, C-R cycle
times are expected to be of the order of minutes. This would be very
small as compared with the mean time between temporary CU failures for
most systems. |t is therefore desirable to obtain, if possible, a simple

reliability expression for the hypothetical ('(o = 0) system since it would

be a good approximation for the reliability of practical triple redundant
PSRR systems. In this section we derive such an expression for sys-
tems with constant failure rates.

Theorem 2.2 gives the reliability of a triple redundant PSRR system

over a time period nto, corresponding to n C-R cycles. It obviously

cannot be used to obtain the reliability of the instantaneously self re-

storing system with to = 0. We shall, therefore, use a different ap-

proach.

Let Rt[T] be the reliability of a CU over a time interval T, with

respect tc temporary failures. For a constant temporary failure rate

\., R[T] = exp(-ktT). Similarly, let the reliability of a CU with re-
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spect to permanent failures be Rp[T] = exp(-XpT), where )\p is the

constant permanent failure rate.

A CU in the instantaneously self restoring system recovers instantly
from a temporary failure as long as the other two CU's are operational.
Therefore, the system will stay operational over the interval 0 < t < T
in the follewing two cases.

1. No permanent CU failures occur over the interval 0 <t < T.

The probability of this event is RP[T]3.

N

Exactly one permanent CU failure occurs over the interval 0 < t
< T, at t = 1. Following this permanent failure, no temporary
failures occur in the two operational CU's over the interval 1 <

t £ T. The probability of this event can be seen to be

[17° " exp(-A_1)R[T - ©]%d
3P\p O p p pT t T T

The reliability of the instantaneously self restoring system is,

therefore, given by

RO[T] = exp(-3ApT)

. (2.4-1)
+ 3exp(-2xpT) JO kpexp(-kpr)exp(—Zkt(T-r))dr
On integration and simplification, this vyields
3Ap
R,T] = ?A—t exp(-2(Ay + Ap)T) (2.4-2)
2(x_ - A,)

t
- exp(-3x_T)
)\p ZI\t P



35

Theorem 2.4: The reliability of an instantly self restoring triple
redundant system with simple majority voting is given by
3xp 2(xp-2t)
R (T) = —— o200 p) T o-3PT
Ap-2)t Ap-2Xt
Reliability versus mission time plots for such an instantaneously self
restoring system are displayed in Figures 2.1 and 2.2 and have already
been discussed in Section 2.2. A review of the plots establishes the
validity of the above expression as an approximation to the reliability of
practical PSRR systems. It should be clear that it is computationally
much easier to use this expression for reliability estimation than the cne
in Theorem 2.2.
The reliability expression in Theorem 2.4 can be used to derive the
mean time to failure for the system under discussion. For this deriva-
tion we invoke the well known reliability theory result [27] that for

systems with constant failure rates,

MTTF = / R [T]dt (2.4-3)
o]

Substituting for R[T] from (2.4-2) and integrating we get the MTTF of
the instantaneously self restoring system to be

S+ 2)
MTTFO = . (2.4-4)

T
~+
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Theorem 2.5: The mean time to failure of a instantaneously self re-
storing triple redundant system with simple majority voting is given by

5)‘p + 2)“:

MTTF_ =
o

6x 2 + 6) 2
p pt

Theorem 2.5 is useful in estimating the MTTF for triple redundant

PSRR systems with short C-R cycles. For )‘t = 0.01 per hour Xp =
0.001 per hour, it gives a MTTF of 378, which is consistant with the

plot in Figure 2.3.

2.5 INITIAL FAILURE PROBABILITIES

The reliability of most current fault tolerant systems is defined and
evaluated assuming that it is known with certainty that all redundant
subsystems are fault free at the start of the mission. For practical
systems, this may not be a valid assumption. Due to the difficulty of
completely testing complex systems, testing procedures usually establish
to a high probability (fault coverage) that the system is fault free.
Unfortunately even a small possibility of a faulty subsystem at the start
of the mission can very significantly affect system reliability in highly
reliable systems. The PSRR system, therefore, has an important ad-
vantage in that the possibility of one or more CU failures before the
start of the mission can be incorporated into the reliability model, as
shown in this section.

Let p_, be the probability that a CU in the system has failed tempo-
st

rariiy before the start of the mission. Let psp be the probability that
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a CU in the system has failed permanently before the start of the mis-
sion. Then the system must be in one of the following four states at
the beginning of the mission:

a) All CU's operational

b) Two CU's operational, one temporarily failed

c) Two CU's operational, one permanently failed

d) Failed system with two or more failed CU's.

If we assume that system operation always begins with a restoration
interval (which as before is assumed to be negligibly short in duration
so that there is no possibility of failures during this interval), then
this instantaneous restoration will always take a system initially in state
{(b) to state (a). Therefore, for all practical purposes, states (a) and
(b) can be grouped together to form a single state corresponding to
state 1 in the Markov model of the previous sections. State (c) corres-
ponds to state 2 and the failed system state (d) to state 3.

The probability that the system is in state 1 at the start of the

mission is given by

_ . 3 _ 3 . 2 _
probability of probability of
no initial at most one initial

permanent failure temporary failure

The probability that the system is initially in state 2 is

- _ 2 _ 2 _
Pgy = 3psp(1 psp) x (1 pst) . (2.5-2)
probability of probability of
exactly one no temporary failures
initial permanent in remaining two

failure CU's
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And the probability that the system has failed before the start of the

mission (i.e. that it is in state 3) is given by
Pg3 = 1 - Pg1 - Pg9 (2.5-3)
The probability that a system with these initial state probabilities

: , ) : (n) (n)
fails before the completion of n C-R cycles is Ps1 P13 * Pgy P93
* Pg3- Therefore the system reliability to n C-R cycles, with initial

failure probabilities considered, is given by

, _ (n) (n) _ -
R'(nt)) = T-pgPq3 " - PgoPa3 Ps3 (2.5-4)

In equation (2.5-4), p]:(%n) can be obtained from (2.2-14).

Also, because T is 3x3 and upper triangular,

p}én) =1 - pzén) =1- (pzz)n (2.5-3)
Substituting for p1§n) and pzén) and simplifying we get
(P23 - p-|3)
1 - n -
RUnt) =1 - pgy - Pgy ~Pgg -~ (Py) gy (2.5-6)
P12
t - - (pzz)nps1 + (pzz)npsz

Po2 7 Py
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Theorem 2.6: The reliability of a triple redundant PSRR system

over n C-R cycles, with initial failure probabilities considered is given

by
(P23 - 913)
' - n
Ri(nt)) =1 - pgy - Pgy = Pgg ——-(Pyy) gy
(Pyy - Pyy)
P12
. n . n
(P22) ps1 (p22) psz
(Pgy = P1q)

The effect of possible temporary and permanent initial CU failures
on system reliability is illustrated by the plots in Figure 2.4, which
were obtained using the above expression. To isolate the contributions
of each of the two types of initial failures and to also observe their
combined effect, four reliability plots are displayed. These are for a

system with )‘t = 0.01 per hour, kp = 0.001 per hour and to = 0.1

hours and (i) no possibility of initial CU failures: Pet = 0, pSp =0,

(ii) the possibility of only temporary intial CU failures: = 0.05,

pst

Psp = 0, (iii) the possibility of only permanent initial CU failures; Pet =

0 psp = 0.05, and (iv) the possibility of both temporary and permanent

initial CU failures: Pet = 0.05, psp = 0.05.

The plots in Figure 2.4 show that both temporary and permanent
initial CU failures reduce system reliability at the start of a mission.

However, the possibility of a temporary initial CU failure does not have
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any further impact on system reliability over the rest of the mission.
This is because any such failure would be restored during the first re-
storation interval. On the other hand a permanent initial CU failure
will exist in the system for all time and continue to degrade system re-
liability.

Notice from the plots that for equally probable temporary and per-
manent initial CU failures, the permanent failures degrade the system
more severely. Note also that the possibility of initial CU failures has
a more significant impact on systems that call for highly reliable opera-
tions over shcrt periods. For example, let us compare the increase in
system failure probability due to a 0.05 probability of both temporary
and permanent initial CU failures, over that for an initial failure free
system. For a mission time of 96 hours, the probability of system fai-
lure is not significantly increased if only temporary initial CU failures
are allowed, and is increased by a factor of 1.5 if only permanent ini-
tial CU failures are allowed. On the other hand, for a shorter 16 hour
mission time, the increase in system failure probability is much more
significant. The 0.05 probability of temporary initial CU failures alone
doubles the probability of system failure, while the possibility of per-
manent initial CU failures increases system failure probability by a fac-
tor of 7. The initial CU failure probabilities impact even more signifi-
cantly on more reliable operation with shorter mission times.

System MTTF can also be derived to take into account the possibili-

ty of initial CU failures. Recall that M3 is the average number of C-R
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cycles that it takes for a system in state k to go to state 3 for the
first time. At the start of the mission the system is in state 1, 2 or 3

with probability Ps1s Pgo and Pg3 respectively. Therefore, the aver-

age number of C-R cycles required for the system to go to state 3 is

given by

1

N'steps = Ps1%13 * PsaMa3 * Psata3 (2.5-7)

Noting that Ugg = 0, and obtaining o3 and W13 from equations (2.3-5)
and (2.3-6) respectively, we get

Pg1(P1p " Pa3) Py

N steps = + - (2.5-8)

(1'p]1)(1‘P22) (1‘p22)

The system MTTF with initial failure probabilities considered is MTTF' =

N’ x t
steps o}

which is therefore given by

Pg1 (Pyg * Po3lt, Psats

MTTF' = + (2.5-9)
(1 = p]])(1“p22) (1‘P22)

Theorem 2.7: The mean time to failure for triple redundant PSRR

systems, with initial failure probabilities considered, is given by

Pg1(P1y * Poglty  Pgot,
MTTE' = L. ;
(1'P1])(1'P22) (1‘922)




43

Figure 2.5 shows a plot of MTTF' versus to for a system with )‘t =
0.01 per hour and xp = 0.001 per hour and the same four sets of initial

CU failure probabilities plotted in Figure 2.4. Note that for equally
probable temporary and permanent initial CU failures, the permanent
failures more significantly affect system MTTF. For the range of values

of to plotted, a 0.05 probability of temporary initial CU failure results

in only about a 1% reduction in system MTTF, while the same probabili-
ty of permanent initial CU failure results in about a 12% reduction in
system MTTF. This is to be expected based on the preceding discus-
sion which concluded that the possibility of each permanent initial CU
failures has a more significant impact on system reliability.

For the plots in Figures 2.4 and 2.5 the probabilities for temporary
and permanent initial CU failures were both taken to be 0.05. While
this value is quite pessimistic for practical fault tolerant systems, it
was chosen to highiight the effects of the possibility of failed CU's at
the start of a mission. The observed trends also hold for more realistic
(smaller) initial CU failure probabilities. We therefore conclude that the
possibility of initial CU failures, particularly permanent initial CU fai-
lures, can significantly degrade the reliability of PSRR systems de-
signed for highly reliabie operation over short mission times. Their ef-

fect on system MTTF is less significant.
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Chapter |11

N REDUNDANT PSRR SYSTEMS

3.1 INTRODUCTION

In Chapter 2 triple redundant PSRR systems that employ a simple
majority vote te decide the consensus CU state and the system cutput
were presented and analyzed. While such systems offer a significant
improvement in reliability over the simplex system, there may be appli-
cations that call for even greater reliability. This can be achieved by
going to a higher level of redundancy. In this.chapter, general N re-
dundant PSRR systems are analyzed. To ensure that the system stays
operationai down to the last two correctly operating CU's, such systems
employ a weighted plurality vote, rather than a majority vote, to decide
the consensus CU state and the system output.

Definition 3.1: A weighted plurality of the N CU's is defined as
follows. If two or more of the CU's are in agreement, then the result
of the weighted plurality vote is the opinion of the largest number of
agreeing CU's. For reasons discussed in the next paragraph, we do
not consider the possibility of a tie between equal numkers of agreeing
CU's. If all N CU's disagree, then the result is consistently taken to
be the opinion of a particular CU cailed the default CU. This default
CU is aribtrarily chosen at the time of system design to take advantage

of the small possibility that is is still operating correctly when all N

CU's disagree.

45
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The weighted piurality vote is conducted on the CU states and
outputs. In this study we neglect the possibility of two or more failed
CU's being in the same state, i.e. having identical logic values for all
corresponding memory elements. This is reasonable since a typical CU
will have hundreds of thousands of memory elements; the possibility
that two or more CU's fail in exactly the same way is certainly extreme-
ly small and can be neglected. The assumption that two or more CU's
cannot be in the same state eliminates the possibility of the tie between
equal numbers of agreeing CU's during restoration. We also neglect
the possibility of obtaining identical outputs from two or more failed
CU's. This latter probability clearly depends on the size of the output
blocks being compared. For example, if individual bits are looked at,
there is a significant chance (one half if the output of a failed CU is-
always completely random) that two failed CU's will have the same out-
put at the same time. But if complete output words are compared, this
probability is much smaller. In fact, the probability that two failed
CU's have identical outputs can be made arbitrarily small by increasing
the number of words in the output blocks being compared. We assume
here that the weighted plurality vote is carried out on large enough
blocks of output words so that there is no possibility of two or more
failed CU's having the same erroneous output. This ensures that if the
system is operational, the weighted plurality of the N CU outputs is the

error free system output.
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The weighted plurality voting defined above has very significant
advantages over majority voting in general N redundant systems. It
ensures that the system stays operational as long as there are two op-
erational CU's in the system. Further, if the default CU is operational,
it allows error free operation with a single good CU. Although the
proability that the default CU is operational when all CU's disagree is
small, it can still significantly impact the reliability of systems with re-
latively small amounts of redundancy (N small).

Restoration in general N redundant PSRR systems is somewhat more
difficult to implement than the restoration in triple redundant systems,
discussed in Chapter 2. We shali address this problem in Chapter 4,
where we present an algorithm to implement a weighted plurality vote
among the CU states. |In the rest of this chapter we analyze the reli-
ability of general N redundant PSRR systems assuming that the periodic
restoration of the CU's to the weighted plurality state can be imple-

mented as defined.

3.2 RELIABLITY MODEL

In this section we develop a reliability model for general N redun-
dant PSRR systems. The approach that we follow is again based on the
theory of Markov Chains and is broadly similar to the method used for
analyzing triple redundant systems in Chapter Two. However, this time
we relax the simplifying assumptions made in Chapter Two and consider

finite restoration intervals with the possibility of failures occuring dur-
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ing the restoration process. Note that this implies that a temporarily
failed CU is ensured of recovery to an operational state only if it ex-
periences no failures during the entire restoration interval and the de-
fault CU, or at least two other CU's, stay operational over the entire
restoration interval.

To evaluate the reliability of PSRR systems, we first define a set of
system states. Then we obtain transition probabilities for these system
states over the computing and restoration intervals. These probabilities
allow us to arrive at the state transition probability matrix for a com-
plete C-R cycle. This matrix can be used, as in Chapter 2, to obtain
system reliability over any number of C-R cycles.

Let the ordered set {CUO,CU1,...,CUN_]} represent the N CU's in
the redundant system, with CU0 being the default CU.

Definition 3.2: The condition of a CU in the system is defined as

follows:

Condition (CUi) = 0 if CUi is operational
=1 if CUi has temporarily failed
=2 if CUi has permanently failed

The status of the complete system is reflected in its primary state,

dp-
Definition 3.3: The primary state of the system at any time is giv-

en by
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N-1
9p = £ [Condition (CU,) x 3']
i=0

Note that the primary state of the system is just the decimal equi-
valent of the base three number formed by concatenating in order the

respective conditions of the N CU's, with CU0 forming the least signifi-

cant position. Since an N position base three number can represent 3N

values, there are 3N primary states in an N redundant system.
We shall next obtain transition probabilities for these primary states

over the computing and restoration invervals.

3.2.1 Computing Interval Probabilities

The computing interval primary state transition probability pCP(i,j)

is the probability of a transition from primary state i to primary state j

during the computing interval. Towards evaluating pCP(i,j), we first

obtain the probabilities for transitions from one condition to ancther in
individual CU's. Since the CU's do not interact during the computation
interval, these transitions are mutuall'y independent. The primary state
transitions are a result of these mutually independent conditional tran-
sitions in individual CU's.

Let Prc be the probability that a transient fault capable of causing

a temporary failure in a CU occurs during the computing interval. Let

St1c (1-pTC) be the probability that such a transient fault does not

occur. We shall assume that this probability is the same whether or not
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the CU is operational, and that the transient fault always causes a tem-

porary failure in an operational CU. Similarly, let Ppc be the prob-

ability of a permanent fault occuring in a CU during the computing in-

terval. dpc = (1-pPC) is the probability that such a fault does not

occur. It is also assumed that transient and permanent faults are mu-
tually independent.
The probability of a transition of a CU during the computing inter-

val from condition m to condition n, pCI(m,n) is given in Table 3.1.
The table entries can be easily verified. For example, pCI(O'O) is the

probability that an operational CU stays operational over the computing
interval. Clearly this requires that no faults (temporary or permanent)

occur, giving the probability drc X dpc- Similarly pCl(1,2) is the

probability that a temporarily failed processor experiences permanent

failure. This is just the probability of a permanent fault Ppc because

a permanentiy failed CU is unaffected by whether or not additional

transient faults occur. Note that some transitions, such as pCl(l,O),

are impossible because a CU cannot recover from any failure during the
computing interval.

The computing interval primary state transition probability pCP(i,j)

can now be evaluated by obtaining the product of the transition prob-
abilities for individual CU's from their condition in state i to their con-

dition in state j. This is possible because pCP(i,j) is just the joint

probability of all these mutually independent transitions. The proce-

dure is formalized in Algorithm 3.1.



Table 3.,1: CU transitiion probabilites.

Pep(msn) Prip (mm) Ppro(m:m) Prr3n (™) | Ppygg(men)
dpc ¥ 9pc dr ¥ dpp 0 undefined 0

pTC X qPC pTR X qPR qPR pTR X qPR undefined
Ppc Prr PpR PR Ppr

0 drp ¥ dpp 0 0 0

9pc Ppp * 9pg 3 9pR Ipr

Ppc Ppr Ppr Ppr Ppr

0 0 0 0 0

0 0 0 0 0

1 1 1 1 1

1s



Algorithm 3.1.
i) Set pCP(I,J) = 1.
i) Set k = 0.
iii) Let m = Condition (CUk) in state i, n = Condition (CUK) in
state j. From Table 3.1, obtain pCI(m,n). Let pCP(i,j) =
Pcplisi) x pey(m,n), k=k+1.
iv) If kK <N, go to (iii).
v) Stop.
Using Algorithm 3.1 to evaluate individual state transition probabili-
ties, the computing interval primary state transition matrix MCP can be
obtained.

We next consider the restoration interval probabilities.

3.2.2 Restoration Interval Probabilities

The restoration interval primary state transition probability

pPR(i,j), is the probability of a transition from primary state i to pri-

mary state j during the restoration interval.

Let PTR be the probability that a transient fault capable of causing

a temporary failure in a CU occurs during the restoration interval.

AR * (1-pTR) is the probability that such a transient fault does not
occur. Let PpR be the probability that a permanent fault occurs in a
CU during the restoration period. dpRr = (1-pPR) is the probability

that a permanent fault does not occur.



53

In evaluating pPR(i,j) we have to consider three separate cases.

Case 1:

The system is operation throughout the restoration inter-

al.

<

This requires that the default CU or at least two other CU's stay oper-
ational throughout the restoration interval (i.e. are operational in both
primary states i and j). In this case temporarily failed processors will
be restored, provided they do not experience additional failures during
the restoration interval. The transition probabilities from condition m

to condition n for individual CU's, pR”(m,n) are easily arrived at, and

)

are also listed in Table 3.1. Again because the system is operational
throughout the restoration interval, transitions in individual CU's are
mutually independent. Therefore, the primary state transition prob-

ability pPR(i,j) is the product of the individual CU transition probabili-

ties from their condition in state i to their condition in state j, and can

be evaluated by using Table 3.1 and Algorithm 3.2.

Algorithm 3.2.
i) Set pRP(i,j) = 1.
i) Set k = 0.

iii) Let m = Condition (CUk) in state i, n = Condition (CUk) in
state j. From Table 3.1, obtain pR”(m,n). Set pRP(i,j) =
pRP(i,j) X pR”(m,n). Set k = k+*1.

iv) If kK <N, go to (iii).

v) Stop.
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Case 2: The system has failed before the start of the restoration

interval. This requires that the initial state i correspond to a failed
system (i.e. a failed default CU and no more than one operating CU).
In this case not only will temporarily failed CU's not be restored, but
any correctly operating CU will also experience temporary failure be-
cause the result of the weighted plurality vote will be erroneous. The

conditional transition probabilities pRlz(m,n) for this case are given in

Table 3.1, and can be easily verified. Once again the primary state

transition probability pRP(i,j) is the product of the individual CU tran-

sition probability and can be evaluated using table 1 and a procedure

identical to Algorithm 3.2.

Case 3: The system fails during the restoration interval. This re-

quires that state i correspond to an operational system and state j to a
failed system. Transition probabilities for CU's from an operational
condition to a temporarily failed condition are no longer mutually inde-
pendent in this case. This is because failures in the CU's may build
up in many different ways to the point where the system fails. Any
CU that is still operational will then be forced to a temporarily failed
state due to erroneous results from the weighted plurality vote. To
obtain the primary state transition probabilities for this case, we parti-
tion the CU's in the system into three disjoint sets such that transitions
in the condition of CU's in any one set are independent of transitions

in other sets.
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Set 1 contains only the default CU. Note that the conditional tran-
sition probabilities for the default CU are independent of the condition
of the other CU's. This is because the default CU can only fail be-
cause of a fault. There is no possibility of it being forced to a tempo-
rarily failed state by an erroneous result of the weighted plurality
vote, because the result of the vote (by definition) will always be cor-
rect as leng as the default CU is operational. The conditional transi-
tion probabilities for the default CU in Case 3 (from condition m to n)
are given in table 1T and can be verified.

Set 2 contains all CU's that go from an operational condition in state
i to a temporarily failed condition in state j. Let NEWTEMP be the
number of CU's in this set. Since the result of the plurality vote is
error free (and the system operational) as long as two or more CU's
operate correctly, only one CU at most can be forced to temporary fai-
lure during restoration by an erroneous result of the weighted plurality
vote. Thus at least (NEWTEMP-1) and possibly all NEWTEMP CU's ex-
perience transient faults during the restoration interval. In addition,
the NEWTEMP CU's in set 2 do not experience any permanent faults.
The probability of NEWTEMP transitions from an operational to a tempo-

rarily failed condition in this set is therefore given by

NEWTEMP

PnewTEMP = L(PTR)

. (NEWTEMP-1)
(NEWTEMP) x (pTR) X qTR] X dpp

Set 3 contains all the remaining system CU's. Since this set does not

contain CU's that experience temporary failure over the restoration in-
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terval, conditional transition in CU's in this set are mutually indepen-
dent. Transition probabilities for individual CU's are listed in Table

3.1 under pR|33(m,n). The joint transition probability for the CU's in

set 3 is just the product of the individual transition probabilities and
can be obtained with the help of Table 3.1.

To obtain the restoration interval transition probability pRP(i,j) for

primary states i and j that satisfy case 3 requirements, (i.e. i corres-
ponds to an operational system and j to a failed system) we partition
the CU's into three sets and obtain the joint conditional transition
probability for each set as explained. Since the probabilities for these

three sets are mutually independent, their product gives pRP(i,j).

This procedure is formalized in Algorithm 3.3.

Algorithm 3.3
i) Let m = Condition (CUO) in state i, n = Condition (CUO) in
state j.
i) From Table 3.1 obtain pRP3](m,n). Let pRP(i,j)

Prp3t (M. n).

iii) Set NEWTEMP = 0, and k = 1.

iv) let m = Condition (CUk) in state i, n = Condition (CUk) in
state j.

v) f m=0 and n = 1, then let NEWTEMP = NEWTEMP * 1 and
go to (vii).

vi) From Table 3.1 obtain pRP33(m,n). Let pRP(i,j) = pRP(i,j)

X Prpiz(m.n).
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vii) Let k = k *+ 1
viii) If k < N goto (iv).

. _ NEWTEMP
ix) Set PyewTeEMP = [(PTR) + NEWTEMP x

(NEWTEMP-1)
) x arpl x app

(Prg
X) Stop.
Using Algorithm 3.2 or 3.3, as appropriate, the restoration interval

primary state transition probabilities can be evaluated and the transition

matrix MRP formed.

By the theory of Markov Chains, the product matrix -

T =M

o cp X MRP (3.2-1)

is also a transition probability matrix and gives the primary state tarn-
sition probabilities for a complete C-R cycle. Transition probabilities

over n C-R cycle times can be obtained by evaluating (Tp)n. The re-

liability of the system over a mission time of n C-R cycles can be eval-

uated by summing up the transition probabilies to all operational system
states from primary state 0 (all CU's operational) in (TP)n.

However, there are computational difficulties in obtaining reliability

this way because of the size of the transition matrices. Recall that an

N-redundant system has 3N primary states. The transition probability

matrices are therefore 3N X 3N. For N = 5 there are already almost

60,000 elements in TP and the number increases exponentially with N.

Evaluating (TP)n is impractical.
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To get around this problem, we reduce the number of system states
by defining some equivalence classes. This yields considerably smaller
state transition matrices and makes it possible to compute the system

reliability.

3.2.3 State Reduction

The set of primary system states is first partitioned into operational

primary states in which the system is operational and failed primary

states in which the system has failed. Recall that the system is opera-
tional if the default CU is operational or at least two other CU's are
operational.

Table 3.2 shows the 27 primary states and the corresponding CU

conditions for a triple redundant system (N=3). CU0 is the default CU.

Notice that the set of operational primary states is
{0,1,2,3,6,9,12,15,18,21,24}

Thé set of operational primary states can be further partitioned by
the following equivalence relation: Two operational primary states are
said to be equivalent if the default CU in the two states has the same
condition and the two states have equal numbers of CU's in condition O,
1 and 2 respectively. The subsets of primary states formed by this
partition along with the subset containing failed primary states define

the secondary state set of the system.

The system is said to be in secondary state dg if the primary state

ot the system is an element of the subset of primary states defining

secondary state dg-
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Table 3.2: Primary States in a Triple Redundant System.

Primary State Condition (CU2) Condition (CUl) Condition (CUO)
0 0 0 0
1 0 0 1
2 0 0 2
3 0 1 0
4 0 1 1
5 0 1 2
6 0 2 0
7 0 2 1
8 0 2 2
9 i 0 0

10 1 0 1
11 1 0 2
12 1 1 0
13 1 1 1
14 1 1 2
15 1 2 0
16 1 2 1
17 1 2 2
18 2 0 0
19 2 0 1
20 2 0 2
21 2 1 0
22 2 1 1
23 2 1 2
24 2 2 0
25 2 2 1
26 2 2 2
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Primary state ap is said to be in secondary state Qg if 9p is an
element of the subset of primary states defining secondary state dg-
The secondary states can be assigned consecutive identifying integ-

ers 1 through (3N2/2 - 5N/2 + 3) based on the defining partition of
primary states as explained below.

Consider the set of CU's {CU],CU2,...,CUN_]}, i.e. the set of
system CU's not including the default CU, CUO. Let NTEMP the num-

ber of CU's with Condition = 1 and NPERM the number of CU's with

Condition =2 in this set. Let ag be the secondary state of the system.
Definition 3.4: If the system is in a failed primary state,

ag = 3N2/2 - 5N/2 + 3

if condition of default CU = 0, then

N(N+1)  (N-NPERM) (N-NPERM+*1)
ag = - + NTEMP+1,

2 2

if Condition of default CU = 1, then

N(N+1) (N-1T)(N-2) (N-NPERM-1)(N-NPERM-2)
qg = + - + NTEMP+1,
2 2 2
finally if Condition of default CU = 2, then
N(N+1) (N-NPERM-1) (N-NPERM-2)
qg = + (N-1)(N-2) - *NTEMP+1.

2 2



61

Note that a failure free system is assigned secondary state 1 and a

failed system state 3N2/2 - 5N/2 + 3. The secondary state numbering
scheme can be verified in Table 3.3 which shows the 9 secondary states
for a triple redundant system along with the defining subsets of pri-
mary states.

In general, the number of secondary states in an N redundant sys-

tem is 3N2/2 - 5N/2 + 3. This expression yields 17 for N=4 and 28 for

N=5. The second order polynomial growth of this function with N is

much slower than the exponential growth of the 3N primary states, re-
sulting in considerably smaller state transition matrices. This makes it
possible to evaluate system reliability, once the secondary state transi-
tion probabilities are known.

Transition probabilities for the secondary states can be obtained
from the primary state transition probabilities. Clearly the transition
probability from the secondary state representing a failed system to all
other secondary states except itself will be 0. The probability that the
system remains in the failed state is 1. When the system is in an oper-
ational secondary state i, its primary state belongs to the set of pri-
mary states defining secondary state i. Since all primary states in an
operational seccndary state are equivalent, the transition prebabilitiy
from secondary state i to secondary state j can be evaluated by taking
an arbitrary primary state p from the set of primary states in secon-
dary state i and summing up all the transition probabilities from p to

primary states in secondary state j.
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Reduced States in a Triple Redundant System.

Secondary
State qS

Defining Partition

Condition # Failures
of
Default CU PERM TEMP

Defining Primary
State Set

W 0 N O 1 &~ W N =

N O O O O O O
o N H B O O O
O O O +H O N H O

Failed System

{0}
3,9}
{12}
6,18}
{15,21}
{24}
{1}

{2}

{4,5,7,8,10,11,13,

14,16,17,19, 20,
22,23,25,26}
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Formally let Si = {si ’Si seeesS, } and S. = {s. ,s. ,...,s. } be the
1 "2 n J SR Im

sets of primary states defihing the secondary states i and j respective-

ly. Let s be any arbitrary element of Si‘ Based on the above dis-
A

cussion we state the following theorems.

Theorem 3.1: The computing interval secondary state transition

probability pCS(i,j) is given by

m
Peslisl) = B pepls; s ) for i< 3N2/2 - 5N/2 + 3
Ak
k=1
=1 for i =j = 3N%/2 - 5N/2 + 3
=0 otherwise.

Theorem 3.2: The restoration interval secondary state transition

probability pRS(i,j) is given by

m
. . 2
pRS(I,J) = I pRP(siA’sjk) for i < 3N7/2 - 5N/2 + 3

k=1
= for i =j = 3N%/2 - 5N/2 + 3
=0 otherwise.

The computing interval secondary state transition matrix MCS and
the restoration interval secondary state transition matrix MRS can now

be constructed. By the theory of Markov Chains,
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TS = MCS X MRS (3.2-2)

is also a transition matrix which gives the secondary state transition

matrix probabilities over a complete C-R cycle. Transition probabilities
over n C-R cycles can be obtained by evaluating (Ts)n'

The reliability of the system to n C-R cycle times is the probability
that a failure free system is still operational at the end of the n C-R

cycles. Since secondary state 1 represents a failure free system and

secondary state {3N2/2 - 5N/2 + 3) a failed system, the {1,(3N2/2 -

5N/2 *+ 3)} entry in (TS)n gives the probability, Pe of transition from a
failure free system to a failed system over n C-R cycles. (1-pf) is the

probability that this transition does not take place i.e. the system is

still operational. Thus, (1—pf) is the reliability of the system to n C-R

cvcle times.

3.2.4 Discussion

The reliability model for general N redundant PSRR systems with
weighted plurality voting, developed in this section, has been program-
med on an IBM system 370/158. As input data, the model requires
probability values for temporary and permanent faults occurring during
the computation and restoration intervals. For the purpose of exercis-
ing the reliability model we again assume constant failure rates over

both the computing and restoration intervals. As in Chapter 2, the
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transient failure rate )‘t is taken to be 0.01 per hour and the permanent
failure rate xp is taken to be 0.001 per hour. Applying these failure

rates to the classical exponential distribution for reliability R(t) = e-)*t

(where X\ is the failure rate) results in the following failure probabilities

for each CU:
pre = (1 - 00 (3.2-3)
e = (1 - e 000t (3.2-4)
prg = (1 -0 0R) (3.2-5)
prp = (1 - 000ty (3.2-6)

In the above expressions, tC is the length of the computing interval
in hours tR the length of the restoration interval in hours. tR depends

on the time required to carry out restoration and was taken tc be 0.005

hours (18 seconds). The C-R cycle time tg is the sum of the tC and
t,. t~ is taken to be 0.995 so as to make t =1 hour.
R C o

Figure 3.1 shows reliability plots for PSRR systems with weighted
plurality wvoting and different levels of redundancy N. Figure 3.2
shows the same plots for short missions. The plots show a very sub-
stantiai improvement in reliability as the number of CU's in the system
is increased. Note in Figure 3.1 that in PSRR systems reliability im-
proves with increased redundancy for all values of mission time.

Therefore, the mean time to failure (MTTF) for the system also
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increases with redundancy. This is a marked improvement on the TMR
and NMR schemes where increased redundancy improves reliability for
short missions, but increases the probability of system failure over lon-
ger periods, thereby resulting in reduced MTTF with increasing levels
of redundancy. We analyze the MTTF of general N redundant PSRR
systems in the next section.

Also displayed in Figures 3.1 and 3.2 are reliability plots for the
triple redundant system with simple majority voting described in Chap-
ter 2. The difference between this system and the N=3 system with
plurality voting is that no default CU is defined in the former. As a
result, the system with simple majority. voting always fails when two
CU's fail, while there is a possibility that the weighted plurality voting
system continues to operate correctly with only one good CU. Notice in
the figures that defining a default CU results in a significant improve-
ment in system reliability for triple redundant PSRR systems.

It should be noted that the plots in Figures 3.1 and 3.2 were ob-
tained based on CU failure probabilities to be given by equations

(3.2-3) thrcugh (3.2-6) and a fixed restoration interval tR = 0.005

hours. These values did not change with the level of redundancy N.
However, in the practical PSRR systems, it is expected that both the
CU failure probabilities, as well as the time required by the restoration
process will increase with increased N. The improvement in system re-
liability with redundancy will, therefore, not be quite as substantial as
indicated by Figures 3.1 and 3.2. These issues are addressed in detail

in Chapter 5.
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3.3 INITIAL FAILURE PROBABILITIES
The possibility of CU failures before the start of the mission can
also be incorporated into the reliability model that has been developed

for general N redundant PSRR systems. Let Pst be the probability that
a CU has temporarily failed before the start of the mission, and psp the

probability that it has permanently failed before the start of the mis-

sion. Further, let w represent the number of secondary states in the
2
system, i.e. w = 3N“/2 - 5N/2 + 3. We shall first obtain the starting

state probability vector for the system
™= [ps'l pszrooorpsw]' (3‘3‘1)

Note that 7 is a w component row vector and the ith entry in =
gives the probability that the system is in secondary state i at the
start of the mission. We can evaluate the w components of m by using
Algorithm 3.4.

Algorithm 3.4

i) Set NPERM = -1

i) Let NPERM = NPERM + 1. Set NTEMP = -1

iii) Let NTEMP = NTEMP + 1
iv) Let NFAIL = NTEMP *+ NPERM,

N(N*1)  (N-NPERM)(N-NPERM*1)

Ag - + NTEMP + 1,
2 2
and
= )NTEMP X ( )NPERM
quS Pst psp

X {(1-pst)x(1-psp)}(N’NFA“’)
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v) If NFAIL <N-1 go to (iii).
vi) If NPERM <N-1 go to (ii).

vii) Set NPERM = -1.

NPERM+*1. Set NTEMP = -1.

viii) Let NPERM

ix) Let NTEMP = NTEMP+1.
X) Let NFAIL = NTEMP + NPERM,
N(N+1) (N-1)(N-2) (N-NPERM-1)(N-NPERM-2)
Ag = + - + NTEMP+1
2 2 2
- (NTEMP+1) NPERM
psqs = (pgy) X (psp)
i ) (N-1-NFAIL)
x {((1-p Jx(1 psp)}
xi) If NFAIL <N-3 go to (ix).

Xii) If NPERM <N-3 go to (viii).

1

xiii) Set NPERM = -1.

Xiv) Let NPERM = NPERM * 1. Set NTEMP = -1.

XV) Let NTEMP = NTEMP + 1.

Xvi) Let NFAIL = NTEMP + NPERM,

N(N+1) - (N-NPERM-1) (N-NPERM-2)
= * (N-1)(N-2) - * NTEMP+1,

2 2

9s
- NTEMP (NPERM*1)
psqs = (pgy) X (psp)

-1- )
b {(1-pst)(‘|-psp)}(N 1-NFAIL)

xvii) If NFAIL <N-3 go to (xv).

xviii) If NPERM <N-3 go to (xiv).
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Xix) Set SUM = 0, k=1

XX) Let SUM = SUM + Psk-

XXi) Let k = k*1. If k < w go to (xx).

xxii) Let Psw = 1 - SUM.

xXiii) Stop.

Theorem 3.3: Algorithm 3.4 correctly generates all w components of
the starting state probability vector =

Proof: Notice that Algorithm 3.4 is set up to generate the compo-
nents of the starting state probability vector in the same order as the
states were defined by Definition 3.4. The first 6 steps of the algor-
ithm generate starting probabilities for secondary states that have op-
erational default CU's. Each such state has different numbers of the
remaining N-1 CU's in the operational, temporarily failed, and perma-
nently failed states. The starting probabilities for all these states are
obtained by repeating step (iv) for all combinations of conditions in the
N-1 CU's. Step (iv) finds the secondary state for any such combina-
tion using Definition 3.4, and then evaluates the probability of the sys-
tem starting in that state.

Steps (vii) through (xii) foliow a similar approach to obtain starting
probabilities for operational secondary states containing a temporarily

failed default CU, i.e. Condition (CUO) = 1. Note that the default CU is

not included in the count kept by the variables NTEMP and NFAIL; its
probability of failure is accounted for independently in the starting

state probability expression in step (x). Since the temporarily failed
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default CU is not included in NFAIL and at least 2 CU's must stay op-
erational to ensure an operational system, we must have NFAIL < N-3.
Therefore, to obtain all operational secondary states with Condition

(CUO) = 1, we repeat step (x) for all combinations of CU failures such

at NFAIL < N-3.

A very similar procedure is used in steps (xiii) through (xviii) to
obtain starting probabilities for secondary states with a permanently
failed default CU. Finally, the starting probability for the failed sys-
tem state is obtained by summing up all the other starting probabilities
and subtracting the sum from unit.

It is clear from this discussion that Algorithm 3.4, correctly gener-

ates all w components of the starting state probability vector .

Once the starting state proability vector is obtained, system reliabl-

ity over n C-R cycles can be evaluated, initial failure probabilities tak-
en into account. Recall that (Ts)n is a wxw matrix such that each ele-

ment in the matrix, pij(n)' gives the transition probability from

secondary state i to secondary state j over n C-R cycles. Therefore,

- (n) , (n) ., (n) .
= PS1P1w PS2Pow - PswPww (3.3-2)

mx (Tg)"

Note that each term on the right hand side of equation (3.3-2) is
just the probability that the system starts in some state and then goes
from that state to the failed system state over n C-R cycles. There-

fore, equation (3.3-2) gives the probability that a system with starting

state probability vector 7 fails before nto. Thus,
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= - n _
R(nto) =1 'n(TS) (3.3-3)
Theorem 4.4: The reliability of a PSRR system over n C-R cycles
is given by R(nto) =1 - n(TS)n, where 7 is the starting state prob-

ability vector.

Note that Theorem 4.4 gives the correct system reliablity even when

there is no possibility of initial CU failures. In such a case
m=[100...0] (3.3-4)
since the system is always initially in state 1.

The effect of the possibility of temporary and permanent failures on
system reliability was discussed at length for triple redundant PSRR
systems in chapter 2. Since the same considerations hold for general N
redundant systems, we summarize the discussion here by restating the
conclusion that the probability of initial permanent CU failures has a
much more significant impact on system reliability than the probability

of initial temporary failures.

3.4 MEAN TIME TO FAILURE CALCULATION

The MTTF for general N redundant systems can also be calculated
by using the secondary state transition matrix TS' We again assume
that TS is wxw with entry pij giving the transition probability from
state i to state j.

Let uij be the average number of C-R cycles taken by a system

starting in state i to go to state j. We first obtain an expression for

H1w by considering a system one C-R cycle after starting in state 1.
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At this point in time, the system is in state 1, 2 or (in general) k with

pirobability P11/ Pyii and Pk respectively. Therefore, from this ins-

tant, the average number of C-R cycles to the failed system state w is

given by P11"1w + ProMoy - + P1kMkw - Since the sys-

" Priwtww
tem was in state 1 one C-R cycle before the instant under consideration

Mw =T P11¥1w * Pia¥ayw - * PiwHww: (3.4-1)
It can be similarly seen that

Fow =17 Parkiw T Paotaw T PawPuww (3.4-2)

s

and, for an arbitrary k

Mew =1 Prifiw " Prataw - +pkwuww’ (3.4-3)

o

Noting that Faow 0, setting w - 1 = v, and rearranging terms in

equations (3.4-1) through (3.4-3) we get

] - u -p u s o0 - = _

(1-pypluy, 12 Mow Prvivy = 1 (3:4-4)
“Por Myt (1 ~p22)u2w--~ = PoyHuw T 1 (3.4-5)
“Pr1 M Py vgyt et (1= P it T Pty T 1 (3445)

Using equation (3.4-6) and k ranging from 1 to v, we can obtain a

set cf v equations in the v unknowns H1w through How' This system

of equations can be represented in matrix form as

(1-Q)M = £ (3.4-1)
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where
r .
} P11 Py P1v
Q= Py Pop -++ Poy, (3.4-8)
Pvi Pyv
L 4 ,
7
1
Tw
M = How (3.4-9)
How

| is the vxv identity matrix and £ is a v component column vector,

having all components equal to 1, i.e.

£§=1. (3.4-10)

Equation (3.4-7) can be solved to obtain the v component vector M,
whose components give the average number of C-R cycles that it takes
for the system to fail from any starting state. Notice that Q is the ma-

trix TS with the row and column associated with the failed system state
remcved. |t has been shown, in Markov Chain theory (See Kemeny and
Snell [24], Theorem 3.2.1) that for such a matrix, (I-Q).1 exists.

Therefore the solution to equation (3.4-7) is
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M=(-Q "¢ (3.4-11)
The first component of M, M 1w’ is the number of C-R cycles that it

takes, on the average, for a failure free system to fail. The MTTF of

an initially failure-free system is, therefore, given by ulwto‘ More

generally, if m is the starting state probability vector for the system
and 7' consists of the first v components of m, then it can be seen that

MTTF = 1r'Mto (3.4-12)

Note again that it was implicitly assumed in the derivation of equa-
tions (3.4-1) through (3.4-3) that any operational state in the system
takes more than one C-R cycle to fail. Therefore, equation (3.4-7) is
only valid for C-R cycle times that are very short as compared to the

time to failure for the CU's. This clearly requires t << 1/xt, 1/Xp.

Theorem 4.5: The MTTF for general N redundant PSRR systems

with t, << 1/xt, 1/\p is given by n'Mto.

Figure 3.3 shows MTTF for PSRR systems for varying levels of re-
dundancy and C-R cycle times. The CU's in the systems are assumed

to have constant failure rates, )‘t = 0.01 per hour and x_ = 0.001 per
hocur. The restoration interval tR is taken to be 0.005 hours in all the

plots. As expected from observing the reliakility plots in Figure 3.1,
system MTTF is seen to improve very significantly with both increased
level of redundancy and reduced C-R cycle time. It should again be

noted, however, that in Figure 3.3 it is assumed that the restoration
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interval and CU failure rates do not increase with increased redundan-
cy. We shall see in Chapter 5 that this may not be a valid assumption
for practical systems and that, in practice, the improvement in system

MTTF with redundancy may not be as large as indicated by Figure 3.3.



Chapter 1V
THE RESTORATION PROCESS

4.1 INTRODUCTION

In Chapter Three we analyzed the reliability of general N redundant
PSRR systems. It was shown that such systems are capable of highly
reliable operation, provided that it is possible to periodically restore
the CU's in the system to a mutual consensus state. This consensus is
defined by a weighted plurality vote on the CU states. In this chapter
we discuss implementation of the restoration process in PSRR systems.

As described in Chapter One, the periodic restoration preccess is in-
itiated simultaneously in all the system CU's by a non-maskable hard-
ware interrupt from a fault tolerant clocking circuit. The interrupvt
causes control to be transfered to the restoration program stored in
ROM. The restoration program first saves the CU state (at the time of
the interrupt) by storing the contents of all registers in the processor,
and any other subsystems in the CU, at predetermined locations in the
memory. |t then conducts a weighted plurality vote among the R/W
(read/write) memories of the CU's, thereby achieving a weighted plur-
ality vote on the CU states at the time of the interrupt. The registers
in each CU are finally reloaded from its memcry, and the restoration
process is complete with control being transfered back to the interrupt-
ed program. Thus, the restoration process achieves a weighted plurality

vote on the CU states at the time of the interrupt.
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In the remainder of this chapter we limit our attention to that part
of the restoration program which carries out the weighted plurality vote
on the CU memories. It is clear that implementation of the rest of the
restoration process is quite straightforward.

The reliability model of Chapter Three requires that the consensus
CU state be the operational CU state as long as the default CU or two
other CU's in the system stay operational. This cannot be ensured by
obtaining the consensus state by a weighted plurality vote cenducted
independently on each word in the CU memories. In such a vote, two or
more failed CU's that have identical erroneous words in any memory lo-
cation have the poten’.cial to out vote an operational default CU, or even
two operational CU's. While the probability that two CU's will acquire
identical erroneous words directly due to random failures in the memory
is small, such a situation can result from the inability on the part of
failed CU's to update words in their memories, thereby retaining identi-
cal but erroneous contents in one or more locations from some earlier
time. A weighted plurality vote conducted with the entire CU memory
taken as a unit ensures restoration to the desired state unless failed
CU’s have identical words in all corresponding memory locations. With
thousands of memory words expected in typical CU's, such failures are

extremely unlikely.
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4.2 A RESTORATION ALGORITHM

An algorithm to implement the weighted plurality vote on the CU
states cannot be defined in complete detail without specifying some
characteristics of the communication links connecting the CU's, and also
the communication protocal employed. Therefore, in this section we pre-
sent a restoration algorithm in general terms, without specifying details
about its implementation. Later in this chapter, we propose a viable
communication structure to support the restoration process in PSRR
systems, and then present more detailed algorithms for implementing re-
storation in such systems.

To conduct the weighted plurality vote on the CU states, the pro-
cessor in each CU must compare the contents of each memory location in
itself and all the other CU's. Further, since the vote is conducted on
the entire CU state taken as a unit, no decisions on the word to be
stored in a memory location as a result of the vote can be made until
the entire memory is compared. The restoration process must, there-
fore, involve two complete passes over the CU memories.

The proposed algorithm is designed to be executed simultaneously in
each of the system CU's during the restoration interval. Any CU that
executes it correctly is assured of proper restoration. By the end of
the first pass, each CU generates a partition of the system CU's. This
partition is based on a comparision of memory words such that any two
CU's in the same block of the partition agree on the contents of all me-

mory locations, while CU's in different blocks disagree on the contents
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of at least one memory location. During the second pass, the compari-
sion of memory words with possible further partitioning of the CU
blocks is again carried out, so as to handle failures since the first
pass. But this time the memory word being compared is updated, based
on the new partition, to that of the largest block of agreeing CU's. If
all blocks in the CU partition contain only one element, the memory
word is replaced by that from the default CU.

Algorithm 4.1

i) Define an initial partition of system CU's such that all CU's
are in the same block of the partition. Define a set of defi-
nitely failed CU's and set it to be initially empty. Set
ADDRESS=0.

i) Using the communication links, obtain the word stored in lo-
cation ADDRESS in all CU's. If a CU does not co-operate in
this communication, add it to the set of definitely failed
CU's.

iii) Compare each pair of words obtained in the previous step. If
two words disagree, ensure that the CU's that they belong
to are in different blocks in the partition of system CU's.
This may require a new partition with more blocks. Also en-
sure that each CU in the set of definitely failed CU's is in a
block by itself in the partition.

iv) If ADDRESS is the last adcdress in the CU memory, go to
step (v) (pass 2). Otherwise increment ADDRESS by 1 and

go back to step (ii).
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v) Set ADDRESS=0.

Vi) Repeat step (ii).

vii) Repeat step (iii).

viii) Find the largest block in the partition of system CU's. Ob-
tain the word in memory location ADDRESS from any CU in
this block. If all blocks in the partition contain only a single
CU, obtain the contents of memory location ADDRESS in the
default CU. Store this word in location ADDRESS.

ix) If ADDRESS is less than the last address in the CU memory, _
increment ADDRESS by 1 and go back to step (vi).

x) Stop.

The above algorithm is self explanatory and will not be discussed

futher.

In the next section we define a communication structure to support

the restoration process in PSRR systems, and give a detailed algorithm
for its implementataion. The proposed architecture thus provides a via-

ble means of implementing PSRR systems.

4.3 IMPLEMENTATION OF THE RESTORATION ALGORITHM

Figure 4.1 shows a schematic of an N=5 PSRR system and a commu-
nication structure designed to facilitate the restoration process. The
CU's in the system are completely connected by dedicated bidirectional
links. These links are hardwired signal lines directly connecting 1/0

ports in every pair of CU's in the system. However, the fanning out of
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FIGURE 4.1: N=5 PSRR System.
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sigvnal lines from a single 1/0 port in each CU is not permissable be-
cause a single failure cannot be allowed to threaten the entire system.
Therefore, each CU has N-1 I/O ports to connect it to the other .CU's.
We use a numbering scheme to identify the N CU'S in general N redun-
dant PSRR systems. This is also illustrated by Figure 4.1. The CU's

are arranged in a circle and labelled CU0 through CUN_1 in order,
moving clockwise. In keeping with our earlier convention, CU0 is again

the default CU. The N-1 links connecting each CU are labeiled LINK1

through LINKN_1 such that LINKi of CUJ. connects it to CUk' where

k = (i*j)mod N. v Figure 4.2 shows the links connecting CU3 in. a N=5

PSRR system.

A CU sends a word tc another CU by putting it out at the appro-
priate 1/0O port, where it is latched on to the link. The receiving CU
then reads in the word at the next time step. For the transfer to be
successful, the CU's must operate in perfect synchronization. No "hand
shaking” is involved. However, a sending CU signals the transmission
of a memory word during restoration by sending a BEGIN and an END
control word before and after the memory word. A receiving CU that
does not read the BEGIN and END control words at the appropriate
times assumes that the sending CU has failed. This allows it to refrain
frem reading from the link when no word is sent. Such protection is

essential because the signal levels on the links at idle times are not
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FIGURE 4.2: Links in a N=5 PSRR System.
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likely to be completely random. Erroneous words read from the links
can, therefore, cause incorrect restoration in ways not accounted for in
the reliability model. This may very significantly degrade system reli-
ability.

The BEGIN and END control words can be arbitrarily chosen, but
should be distinct. To minimize the effects of unidirectional errors,
they should contain about equal numbers of 1's and O's.

To study the timing involved in transfering a word between the
CU's, consider Figure 4.2 again and assume that the CU's are executing

identical programs in perfect synchronization. If CZUk outputs a word on
LINKi at any time step, it should read from LINKN_i at the next time

step to receive the corresponding word sent by another CU in the sys-

tem. Since LINK, . connects CU, with CU_, where m=(k-i)mod N, the

sending CU is CU__.
m

We now present an algorithm which, if executed in synchronization
by the CU's in the system, implements step (ii) of Algorithm 4.1. For
any memory location, ADDRESS, it obtains for each CU, the contents of
ADDRESS in all the other CU's that co-operate in the restoration pro-
cess. The words obtained are stored in N temporary registers in each

CU such that TEMPi contains the word stored in memory location
ADDRESS in CUi‘ CU's that do not co-operate in the restoration pro-

cess are added to the set of definitely failed CU's, DFAIL. The aigor-
ithm assumes the existence of scratch registers CONTROLB and

CONTROLE to read in the control words.
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Algorithm 4.2
i) Let CUk be the label on the CU executing the algorithm.

i)
iii)

iv)

vi)

vii)

viii)

ix)
x)

xi)

Set i=1.

Output control word BEGIN on LINKi.
Let j=N-i. Read from LINKj and store in CONTROLB.

Output the word stored in memory location ADDRESS on
LINKi.

Read from LINKJ. and store the word in TEMPm, where

m=(j*k)modN.

Output control word END on LlNKi.
Read from LINKJ. and store in CONTROLE.

If the contents of CONTROLB disagree with the BEGIN con-
trol word, or if the contents of CONTROLE disagree with the

END control word, let DFAIL=DFAILU{CUm}. Eise introduce

appropriate delays to ensure that step (viii) always takes
exactly the same length of execution time.

Set i=i+1.

If igN, go to step (ii).

Stop.

Notice the delay introduced in step (viii) to ensure that the CU's

stay in synchronization. This is required because during any given it-

eration (value of i) some CU's may read from failed CU's while others
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read from operational ones. They may therefore execute different
branches of step (viii). Introducing an appropriate delay to make both
branches of exactly equal length guarantees that the CU's executing the
restoration program stay in synchronization for all iterations.

We next present Algorithm 4.3 which compares, in each CU, the me-
mory words obtained from the other CU's by Aigorithm 4.2. The algor-
ithm ensures that if two CU's disagree in their memory words, they
are in different blocks of a partition of system CU's. It also ensures
that each element of the set of definitly failed CU's, DFAIL, is in a
block of the partition by itself. Thus, Algorithm 4.3 implements step
(iii) of Algorithm 4.1.

Let BLOCKi, 0<isN-1, be the set of CU's that have agreed with CUi
in all memory locations compared so far. It is assumed that CUi is in

BLOCKi. Let CUSET be the set of all CU's in the system, i.e.

CUSET={CUO,CU1, .. CUG )
Algorithm 4.3
i) Set i=0, j=0.
i) If the contents of register TEMPi and TEMPj are not the

same, set BLOCKi = BLOCKi - {CUJ.}. Else introduce an ap-

propriate delay to ensure a fixed execution time for this
step.
iii) Set j=j+1.

iv) If j<N then go to (ii).
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vii)

viii)
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If CUi ¢ DFAIL then set BLOCKi = {CUi}' else introduce an

appropriate delay.
Set i=i+1, j=0.
If i<N go to (ii).

Stop.

We can now define a complete restoration algorithm for general N

redundant PSRR systems that employ the communication structure de-

scribed in this chapter. Algorithm 4.4 follows the outline of Algorithm

4.1.

Algorithm 4.4

i) Set BLOCK; = CUSET for all i, OsigN-1. Set DFAIL = {}, and’
ADDRESS = 0.

i) Execute Algorithm 4.2.

iii) Execute Algorithm 4.3.

iv) if ADDRESS is less than the last (largest) valid memory ad-
dress, then let ADDRESS = ADDRESS+1 and go to (ii).

v) Set ADDRESS = 0.

vi) Execute Algorithm 4.2.

vii) Execute Algorithm 4.3.

viii) Find a BLOCKj such that no other BLOCK 0<k<N-1, con-

k/

tains more elements than BLOCKj. If BLOCKJ. = {CUJ.} then
store the contents of TEMP0 at memory location ADDRESS.
Else store the contents of TEMPJ. at location ADDRESS. (En-

sure that both branches of this step take equal execution

time).
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ix) If ADDRESS is less than the last valid memory address, let
ADDRESS = ADDRESS*1 and go to (vi).

x) Stop.

4.4 DISCUSSION

For a PSRR system to achieve the reliability estimates of Chapter
Three, it is required that at the end of the restoration interval, tempo-
rarily failed CU's that correctly execute the restoration program be re-
stored to the consensus state. This is the state of the largest block of
agreeing CU's or, if all CU's disagree with one another, the state of
the default CU. We now establish that Algorithm 4.4 correctly carries
out this weighted plurality vote on the system states, even if failures
take place during the restoration process.

Note that the algorithm does not make any decisions on the word to
be stored in a memory location until the first pass over the entire me-
mory in the CU's is complete and a partition based on agreement among
the system CU's is obtained. Two CU's are in the same block of the
partition if and only if they agree on the contents of every memory lo-
cation during the first pass. Clearly, if no failures take place during
the restoration process, the use of this partition to restore the memory
during the second pass ensures correct restoration.

Now consider the possibility of CU failures during the restoration
process. If the CU executing the algorithm itself fails, it is not ex-

pected to recover during the restoration interval under consideration.
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However, failures in other CU's should not result in the incorrect re-
storation of a CU as long as it correctly executes the restoration pro-
gram. Algorithm 4.4 ensures this by comparing the memory words from
the different CU's again during the second pass and further partition-
ing the set of agreeing CU's if required. The word entered into memory
(during this second pass) is decided by this new partition and is al-
ready available in the CU. A correctly operating CU will therefore be
incorrectly restored only if two other CU's that have always agreed in
the past communicate the same errcneous word to it at the same time
during the second pass. Since the communication of a word between the
CU's requires the sending of control words.before and after the memory
word, the two CU'smust be in sychronization with the rest of the sys-
tem when this occurs. Thus, the error can only be caused by identical
failures at the same memory location in the two CU's since the first
pass during tHat restoration interval, or by identical failures at the
same time in some other circuitry in the two CU'S. Either of these
events is extremely unlikely, and the possibility that they occur can
clearly be ignored.

On the basis of the above discussion, it can be concluded that Al-
gorithm 4.4 can be used to implement the weighted plurality vote in
general N redundant PSRR systems that employ the communication
structure described in this chapter.

in concluding the discussion on the restoration process in PSRR

systems, we make some observations on the relation between execution
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time for the proposed algorithm and the level of redundancy, N. Note

that Algorithm 4.2 is (O)N, while Algortithm 4.3 is (O)Nz. Since Algor-
ithm 4.4 executes each of these twice for each memory word, the re-

storation time tR for PSRR systems will be of the form

2,
where k],kz, and k3 are constants that depend on the system. For re-

latively high levels of redundancy, the restoration time is expected to

be proportional to NZ.

We shall use this relation between the restoration time and the level
of redundancy in the next chapter, where we study trade offs in the

design of PSRR systems.



Chapter V
TRADE-OFFS IN THE DESIGN OF PSRR SYSTEMS

5.1 INTRODUCTION

In the preceding chapters, we have established the feasibility of
PSRR systems. We now discuss the trade offs available to the designer
of such systems. These trade offs are between performance, reliability,
and the level of redundancy (which is a measure of cost}. The discus-
sion leads to a design procedure for implementing PSRR systems to de-

sired reliability and performance specifications.

5.2. THE PERFCRMANCE-RELIABILITY TRADE OFF

A PSRR system is unable to work on user programs during the re-
storation interval. As a result, while enhancing reliability, the periodic
restoration process degrades the computational performance of the sys-

tem from a user perspective. Let

t

_ c
Pc T (5.2-1)
c R
tc
= — (5.2-2)
t
o

be a measure of this computational performance. Note that PC is the

fraction of the total time that the system is available to the user.

The restoration interval tR in equation (5.2-1) is determined by the

time required to execute the restoration program. While this depends on

94
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the level of redundancy and the memory size of each CU, it is fixed for

a given system. The computing interval tC is a design option and det-
ermines the C-R cycle time to. We have seen in Chapters 2 and 3 that
shorter C-R cycles (smaller values of to) increase system reliability by

reducing the possibility of system failure due to the accumulation of
temporarily failed processors. But from equation (5.2-2) it can be seen

that because tR is fixed, a smaller to reduces the computational perfor-

mance of the system. We thus have a trade off between performance and
reliability in PSRR systems.
Figure 5.1 illustrates this trade off for a typical system with N=3,

Xt=0.01 per hour, )\p=0.001 per hour, and tR=O.005 hours. Reliability
plots for PC=O.95, 0.8, 0.6, and 0.2 are displayed. Notice in the plots
that an equal reduction in PC has a more significant effect on system
reliability for shorter missions. For example, reducing PC from 0.95 to

0.8 reduces the probability of system failure by 50% over 36 hours of
operation, but only reduces it by 20% for a 256 hour mission. Note also
that the improvement in system reliability (as measured by the failure

probability) for a given reduction in PC decreases very substantially as
PC becomes smaller. This is explained by the fact that system reliabil-
ity depends on to’ which is a measure of how frequently the system is

restored. |t can be seen from equations (5.2-1) and (5.2-2) that



X PC= 0.95
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FIGURE 5.1: The Reliability - Performance Trade Off.
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t, = — (5.2-3)

_ R
1-pc

Thus, the fractional reduction in t0 for a given reduction in PC de-
creases substantially as PC becomes smaller. For example, reducing PC
from 0.99 to 0.9 reduces t0 by a factor of 10, while reducing PC from

0.9 to 0.8 only reduces to by a factor of 2. Since for most systems, a

reduction in the probability of failure by 10 or 20 per cent is not of

practical significance, it appears that reducing PC below 0.8 is not

likely to be worthwhile for most systems.

5.3 THE REDUNDANCY-RELIABILITY TRADE OFF

The reliability plots in Chapter 3, Figures 3.1 and 3.2, indicate a
very significant improvement in system reliability with increasing levels
of redundancy, N. However, the plots were obtained assuming that the
C-R cycle time and CU failure rates remain constant for all N. This as-

sumption is not valid for practical systems. We found in Chapter 4 that
the restoration interval tR is (O)Nz, and therefore increases quite sig-

nificantly with N. Since a performance-reliability trade off is available
in PSRR systems, a study of the increase in reliability with increasing
redundancy is only meaningful if the computational performance factor

PC is kept constant. |t can be seen from equation (5.2-1) that this
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involves increasing tC with N to offset the increase in tR’ The result-
ing increase in to neutralizes some of the gain in system reliability from

increased redundancy. Further, an increase in N causes an increase in
the complexity of the CU's in the system, because of the additional 1/0 -
ports required (as explained in Section 4.3). This results in increased
CU failure probabilities, which further degrade system reliability.
Figure 5.2 shows reliability plots for PSRR systems with different

levels of redundancy. All plots in the figure are for PC=0.,9, with
tC=9tR. It is assumed that CU failure rates are proportional to their

complexity. The CU's in the N=3 system are assigned unit complexity

(C=1) and have )‘t=0’01 per hour, Xp=0.001 per hour, and tR=O.0045

hours. Because, in Chapter 4, the restoration interval was found to

increase proportional to N2 it is taken to be 0.008 hours for the N=4
system, and 0.0125 for the N=5 system. The plots for the N=4 system
are for C=1.0, 1.25, and 1.5, while those for the N=5 system are for
C=1.0, 1.5, and 2.0.

The figure clearly shows that despite the degrading affects of in-

creased ‘c0 and failure rates, very substantial improvements in reliability

can be obtained by increasing the level of redundancy in PSRR sys-
tems. Consider, for example, a mission time of 64 hours and assume
that the failure rate for a CU increases by 25% of the N=3 CU failure
- rate for each increase in the level of redundancy. It is observed in

Figure 5.2 that the system failure probability still decreases by a factor
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of more than 5 for each increase in the level of redundancy. This
substantial increase in system reliability with redundancy indicates that

PSRR systems can be designed to be ultra-reliable.

5.4 A DESIGN PROCEDURE

We now consider the problem of designing PSRR systems to desired
performance and reliability specifications. It should be apparent from
the trade off discussions earlier in this chapter, that there may be
many different PSRR systems that meet such a specification. These
systems will have varying levels of redundancy and employ CU's with
differing computational capabilities and failure rates. The preferred de-
sigh must be decided from among these many possibilities based on
criteria such as cost and the margin of safety in reliability and/or per-
formance. Therefore, we now present a procedure that evaluates the
level of redundancy N required by a PSRR system to meet a minimum
reliability specification, given the computational capability and failure
probabilities of the basic CU used to implement the system. The proce-
dure also provides the reliability actually obtained, which in general,
may be greater than the minimum specification since the choice of N is
quantized. This procedure can be carried out for all basic CU's that
are likely candidates for the desired system. The best choice based on
the above mentioned criteria can then be used to actually implement the

system.
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Procedure 5.1

i)

i)

i)

iv)

Let the basic N=3 CU be such that with a computational per-

formance factor PC (PC<1) it satisfies the computational re-

quirement of the system specification. This N=3 CU must
have two 1/0O ports to implement the restoration process and
a ROM to store the restoration program. It must also have a
fault tolerant clocking module that can be linked to similar
modules in other CU's to generate the sychronized system
clock and also provide the periodic restoration interrupt.
For this CU, write a restoration program to implement Algor-
ithm 4.4 presented in Chapter 4. Estimate the execution

time tRfor this restoration program for N=3 PSRR system.
From equation (5.2-1), we have tC = PCtR/U-PC). There-
fore, tC and to=tc+tR can be calculated for the system.

Estimate the temporary and permanent failure probabilities

for the CU's over tC and tR. Using these probabilities and

the reliability model of Chapter 3, evaluate the reliability of
the N redundant system for the desired mission time.

If the reliability is greater than specification, record the
level of redundancy N and the reiiability obtained. Stop.

Set N=N+1, thereby increasing the level of redundancy by 1.
The CU now requires an additional |/O port and a modified
clock module capable of generating signals to an additional

CU. This increased complexity should be considered when
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evaluating failure probabilities at the next step. Estimate the

execution time tR for the restoration program at this higher
level of redundancy. Again set te = PCtR/(1-PC) and go to

step (ii).

5.5 DISCUSSION

Note that Procedure 5.1 is completely general and does not assume
that the CU's have constant failure rates. This allows a system may be
important because some recent studies[27,28] indicate that transient fai-
lures in digital systems do not occur at a constant rate. The failure
rates appear to vary with the time since the last transient and the sys-
tem workload. The reliability model developed in this dissertation, and
Procedure 5.1, can still be used if these studies are confirmed and
found applicable to CU's in PSRR systems. It should be noted, however
that the majority of the reported failure statistics are for systems that
employ some redundancy. Futher studies are required before abandon-
ing the assumption that transient faults occur at constant rates.

The generality of the reliability model and Procedure 5.1 with re-
spect to the failure statistics also allows a system designer to consider
components that have built in redundancy and therefore cannot be mo-
deled assuming constant failure rates. But again, in practice, most
VLSI| circuits do not employ large scale internal redundancy. This is
because the large majority of the failures in such components are asso-

ciated with the 1/0 connections on the chip. Redundancy in the circui-
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try only offers very limited improvements in reliability. and often this
advantage can be more than offset by the additional difficulty in testing
such circuits. It is therefore expected that failures in most CU's can be
reasonably modelled by assuming constant failure rates.

Note that individual CU's in PSRR systems cannot be provided with
any software protection against transients. The execution of such a
routine would put the CU out of synchronization with the other CU's in
the system, thereby making any recovery worthless.

Several approaches can be used to obtain the failure probabilities
required by step (ii) of Procedure 5.1. The most direct method is by
the statistical failure testing of the system CU's, but this will usually
not be practical. Since the CU's require only minimal specialized hard-
ware, it may often be possible to implement them using proven off the
shelf components. For such systems the failure history of the building
blocks can be used to estimate the failure probabilities for the CU's.
For systems built from specially designed components, the failure rates
must be estimated based on factors such as the logic technology, the
complexity of the circuitry, the type of packaging, etc. Some models
for predicting LS| microcircuit failure rates based on these parameters
have already been developed [29].

To allow a quick estimation of the reliability of PSRR systems with N
between 3 and 5 and constant CU failure rates, a set of plots is includ-
ed at the end of this Chapter. Time is scaled in the plots in terms of

the mean time between temporary CU failures, 1/>‘t’ so that they can be



104

used for arbitrary temporary failure rates. The plots display system

reliability and MTTF for xp=xt/1o and Xt/50, and to ranging between

w-]xt and 10-67\,(. Since highly reliable operation is of interest to the

designer of PSRR systems, the plots only show relatively short mission
times that give system reliability of 0.5 or better.
As an example, consider a quad redundant (N=4) PSRR system built

out of CU's with xt=0.005 per hour, Xp=0.0004 per hour, and tR=0.0'l

hours (36 seconds). Let us estimate the highest reliability obtainable
over a 50 hour mission if the system is to be available to the user at

95% of the time, i.e. P.=0.95.

Cc
Note that by equation (5.2-3) t0=0.2 hours. Scaling to and the de-

sired mission time T so as to express them in terms of )‘t' we get

1:O=10-3/>\t and T=0.25/Xt. Since )\t/)\p=12.5, which is quite close to 10,

we can estimate the system reliability from Figure 5.9 to be 0.9992.

Observing, informally, the sensitivity of this estimate to variations in to
and )\t/)\p (from Figure 5.10), we expect the corresponding failure

probability to be at least within an order of magnitude of the actual va-

lue.
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Chapter VI
CONCLUSIONS

6.1 SUMMARY

The dynamic redundancy methods that are at present widely used in
fault tolerant designs can be considered to be incident driven. In such
designs, it is the detection of an error that triggers the attempt to re-
store the system to the correct operational state. In this dissertation,
we have proposed and analyzed an alternative approach, one where the
redundant system periodically restores itself so as to correct errors be-
fore they build up to the point of system failure.

The proposed periodically self restoring redundancy (PSRR) scheme
is introduced in Chapter One. In general, an N redundant PSRR sys-
tem employs N computing units (CU's) operating redundantly in syn-
chronization. Each CU has all the computational capabilities of the de-
sired fault tolerant system. System input is simultaneously provided to
al! N CU's. System output can be recognized from among the N outputs
available from the CU's based on certain decision rules. These decision
rules provide the correct system output even if the output of some of
the CU's is erroneous.

The CU's in a PSRR system can fail due to both permanent and
transient faults. While those with permanent faults cannot be reliably
resynchronized with the rest of the system, CU's that fail due to tran-

sients can be restored to the operational state. To achieve this, the N
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CU's in the system periodically communicate their state information to
each other and resynchronize themselves to a mutual consensus state.
If a certain number of CU's in the system are operational, this consen-
sus is assured of being the correct operational state. The restoration
is initiated by a non-maskable interrupt from a fault tolerant clock and
is executed by each CU out of ROM. This ensures that a CU that may
have failed due to a transient still executes the restoration program in
synchronization with the other CU's in the system. It is, therefore,
'restored to the operational state, if enough other CU's in the system
are operational.

It should be clear from the above description that PSRR systems are
particularly effective at handling transient faults. This is an important
advantage because transient faults are believed to occur much more fre-
quently than permanent faults. PSRR systems can also tolerate a cer-
tain number of permanent faults because the correct output can be re-
cognized from among the N outputs available from the system even in
the presence of some failed CU's.

it should be clear that the reliability of such a system depends on
how often the CU's are restored. This is decided by the computation -
restoration (C-R) cycle time. A C-R cycle consists of a computing in-
terval, during which the system does useful computation, and a restor-
ation interval during which failed CU's are restored. Shorter C-R cy-
cles imply more frequent restoration. This results in increased system
reliability because it reduces the possibility of system failure due to an

accumulation of failed CU's.
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In Chapter Two we analyze triple redundant PSRR systems that
employ a simple majority vote to decide the consensus state and system
output. A reliability model for such systems is developed, based on
the theory of Markov Chains. The model considers failures due to both
transient and permanent faults. Making realistic simplifying assump-
tions, closed form expressions for system reliability and mean time to
failure (MTTF) are derived. These expressions are in terms of the fai-
lure probabilities for individual CU's due to transient and permanent
faults during a C-R cycle, the C-R cycle time, and the mission time.
As expected, the gxpressions show that both system reliability and the
mean time to failure increase significantly with more frequent restora-
tion.

Reliability and MTTF expressions are also derived in Chapter Two to
account for the possibility of failures in the system CU's at the start of
the mission. This is important because in practice it is impossible to
guarantee that the system is free of failures at the initial time. These
expressions show that the possibility of permanent faults in the CU's at
the start of the mission has a greater impact on system reliability than
the possibility of initial CU failures due to transients. This again is to
be expected, as failures due to transients will be restored during the
first restoration interval while permanent failures stay in the system for
all time and continue to degrade reliability.

General N redundant PSRR systems are analyzed next in Chapter

Three. A weighted plurality vote is defined for deciding the consensus



CU state and system output in such systems. This ensures an opera-
tional system as long as there are two correctly operating CU's, and in
some cases allows operation down to a single good CU. A Markov model
for N redundant PSRR systems employing such a weighted plurality vote
is developed. The model is complétely general and makes no simplifying
assumptions. Algorithms for evaluating system reliability and MTTF are
given. These algorithms require estimates of the failure probabilities
for the system CU's over the computing and restoration intervals, and
the length of these intervals. The model is general enough to allow
both constant and time varying CU failure rates. The possibility of
failed CU's at the start of the mission is also incorporated into the mo-
del.

The reliability model in Chapter Three assumes that during the re-
storation interval, the weighted plurality vote on the CU states can be
implemented Chapter Four shows how this can be achieved. An inter-
connection network is proposed to support the communication between
the CU's during the restoration process. Then a restoration algorithm
is developed for execution by each of the system CU's in synchroniza-
tion during the restoration interval. The algorithm ensures that any
CU that executes it correctly is restored to the desired weighted plur-
ality state.

Having established the feasibility of PSRR systems the trade offs
available to a system designer are next analyzed in Chapter Five. It is

found that the reliability of PSRR systems can be improved either by



121

more frequent restoration, which degrades the computational perfor-
mance of the system or by increasing the level of redundancy, which
increases cost. These tradeoffs suggest that PSRR systems can be im-
plemented to meet given specifications in several different ways. A
procedure is presented in Chapter Five that allows evaluation of the
level of redundancy needed by a PSRR system, based on a given CU,
to meet desired performance and reliability specifications. It is sug-
gested that this procedure can be carried out for all CU's that are
likely candidates in the design of such a system. The best choice
based on criteria such as cost, the margin of safety in reliability and/
or performance can then be used to implement the system.

Thus, this dissertation provides a systematic approach for imple-
menting fault tolerant systems to meet desired reliability and perfor-
mance specifications. Such a design procedure is made possiblg by the
fact that tl:\e proposed PSRR scheme lends itself to reliability modeling
in terms of parameters that can be readily estimated with reasonable ac-
curacy. This is not true of most present day fault tolerant systems
because they employ dynamic redundancy. System reliability in such
designs is a very sensitive function of coverage, which is virtually im-
possible to predict with enough accuracy during the design stage to get
meaningful reliability estimates. As a result the present day design of
fault tolerant systems is an expensive iterative process involving design

modification and testing until the desired reliability is achieved.
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In addition to making possible the systematic design of fault tolerant
systems, PSRR systems have another significant advantage. Because
they employ high level redundancy and need only minimal specialized
hardware, they can be largely implemented from proven off-the-shelf
components. This should result in substantial savings in component
costs and design time.

A disadvantage of the proposed system is that it is unable to re-
pond to interrupts during the restoration intervals. This may disquali-
fy PSRR systems from use in some real time control applications. How-
ever, it may be possible to overcome the problem by operating two
PSRR systems in parallel such that their restoration intervals do not
overlap. This would ensure that at least one system is always available

to service real time interrupts.

6.2 SUGGESTIONS FOR FUTURE STUDY

The obvious next step in the study of PSRR systems is the imple-
mentation of such a design. The hardware can then be used to validate
the reliability models developed in this dissertation.

As an analytical exercise, it may be useful to obtain the reliability
of general N redundant PSRR systems that employ weighted plurality
voting for restoration but use a simple majority among the CU outputs
to decide the system output. This is a relevant problem because the
combinational circuitry required to carry out the weighted plurality vote

on the CU outputs is very complex. It may be more practical to obtain
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the system output by implementing a simple majority vote on each bit of
the output word from the N CU's.

At a more general level, the possibility of combining the proposed
PSRR scheme with other redundancy schemes is suggested for investi-
gation. Such an attempt should make use of the fact that PSRR sys-
tems are very effective at handling transient faults while traditional re-
dundancy techniques were developed largely to combat permanent
failures. A synthesis of the two approaches may vyield an even more

versatile fault tolerant design.
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THE DESIGN OF PERIODICALLY SELF RESTORING REDUNDANT
SYSTEMS

by
Adit D. Singh
(ABSTRACT)

Most existing fault tolerant systems employ some form of dynamic
redundancy and can be considered to be incident driven. Their recov-
ery mechanisms are triggered by the detection of a fault. This disser-
tation investigates an alternative approach to fault tolerant design whe-
re the redundant system restores itself periodically to correct errors
before they build up to the point of system failure. It is shown that
periodically self restoring systems can be designed to be tolerant of
both transient (intermittent) and permanent hardware faults. Further,
the reliability of such designs is not compromised by fault latency.

The periodically self restoring redundant (PSRR) systems presented
in this dissertation empioy, in general, N computing units (CU's) oper-
ating redundantly in synchronization. The CU's communicate with each
other periodically to restore units that may have failed due to tran-
sient faults. This restoration is initiated by an interrupt from an ex-
ternal (fault tolerant) clocking circuit. A reliability model for such
systems is developed in terms of the number of CU's in the system,
their failure rates and the frequency of system restoration. Both tran-
sient and permanent faults are considered. The model allows the esti-

mation of system reliability and mean time to failure. A restoration al-



gorithm for implementing the periodic restoration process in PSRR
systems is also presented. Finally a design procedure is described that
can be used for designing PSRR systems to meet desired reliability spe-

cifications.
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