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Enhancements in Markovian Dynamics

Reza Ali Akbar Soltan

ABSTRACT

Many common statistical techniques for modeling multidimensional dynamic datasets
can be seen as variants of one (or multiple) underlying linear/nonlinear model(s). These
statistical techniques fall into two broad categories of supervised and unsupervised learning. The
emphasis of this dissertation is on unsupervised learning under multiple generative models. For
linear models, this has been achieved by collective observations and derivations made by
previous authors during the last few decades. Factor analysis, polynomial chaos expansion,
principal component analysis, gaussian mixture clustering, vector quantization, and Kalman filter
models can all be unified as some variations of unsupervised learning under a single basic linear
generative model. Hidden Markov modeling (HMM), however, is categorized as an unsupervised
learning under multiple linear/nonlinear generative models. This dissertation is primarily focused
on hidden Markov models (HMMs).

On the first half of this dissertation we study enhancements on the theory of hidden
Markov modeling. These include three branches: 1) a robust as well as a closed-form parameter
estimation solution to the expectation maximization (EM) process of HMMs for the case of
elliptically symmetrical densities; 2) a two-step HMM, with a combined state sequence via an
extended Viterbi algorithm for smoother state estimation; and 3) a duration-dependent HMM, for
estimating the expected residency frequency on each state. Then, the second half of the
dissertation studies three novel applications of these methods: 1) the applications of Markov
switching models on the Bifurcation Theory in nonlinear dynamics; 2) a Game Theory
application of HMM, based on fundamental theory of card counting and an example on the game
of Baccarat; and 3) Trust modeling and the estimation of trustworthiness metrics in cyber

security systems via Markov switching models.



As a result of the duration dependent HMM, we achieved a better estimation for the
expected duration of stay on each regime. Then by robust and closed form solution to the EM
algorithm we achieved robustness against outliers in the training data set as well as higher
computational efficiency in the maximization step of the EM algorithm. By means of the two-
step HMM we achieved smoother probability estimation with higher likelihood than the standard
HMM.
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1 Introduction

During the last decade there has been an increasing attention to stochastic continuous-
time-discrete-state dynamical systems, modeled by hidden Markov models (HMM). The
proposed method is based on combing mixture models and Markov switching processes to model
the temporal structure of time series. This combination historically has been capable of point
forecasting as well as density forecasting . Meanwhile, we bear in mind that common
statistical techniques for modeling multidimensional static datasets and multidimensional time
series also include (but not limited to) factor analysis (FA), principle component analysis (PCA),
Gaussian mixture clustering (GMC), vector quantization, independent component analysis
(ICA), and Kalman filter models (also known as linear dynamical model) .

It is noticeable that some of these studies, done by mathematicians have been published
in math journals, which typically are not read by engineers. Also some of these techniques are
brought into a very specific branch of science and stayed there for decades, while the same
underlying ideas in other branches of science suffers from the lack of that knowledge. An
example of that is Kalman filter, which has been extensively used by control engineers, since
1960 when Kalman presented the theory . Then, Linear Quadratic Regulators (LQR), when

corrupted with Gaussian noise, enjoyed the existence of Kalman filter and a new branch of
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control design, called Linear Quadratic Gaussian (LQG) controllers, was created. On the other
hand, HMM has been extensively used in speech recognition research communities for decades

Lets take a quick look at the recent literature for these related works. Hinton ef al. in
used Maximum Likelihood Estimation (MLE) techniques via PCA and FA for recognizing
handwritten digits using mixture of linear models. Furthermore, within the framework of |7] it
was noted that a mixture of local linear models is an effective way to capture the underlying
styles of handwritten digits. HMM, as we mentioned before, when the state process is modeled

as a Markov chain, has been successfully applied to speech recognition 8-12], blind

equalization of data transmission systems [13], image segmentation , and other applications

:

1.1 Objectives

This dissertation aims for two main objectives: 1) theoretical enhancements in Markovian
dynamics and hidden Markov modeling and 2) applications of these enhancements in science
and engineering.

Therefore the first part studies in depth the theoretical enhancements. These advances

include three main segments:

A robust, as well as a closed-form derivation of emission parameters estimation in
multivariate continuous-time observation HMM:s.

A new two-step derivation of first-order HMMs with combined state sequence for
smoother probability estimation.

A novel duration modeling of HMM with sigmoid functions and the derivation of
Markov transition probabilities, conditional on joint densities of states and

durations.



Then the second part of this dissertation aims for applications of these advances in
Markovian systems. The applications could also be seen as examples to illustrate the theory.
These applications are:

Continuous time multivariate hidden Markov models in Bifurcation theory.
Applications in Game theory and the card game of Baccarat

The applications in cyber security and trust modeling

1.2 Approach

To accomplish the objectives of this dissertation we challenge each of the problems with
novel approaches.

For robust emission parameter estimation, we break the Expectation-Maximization (EM)
algorithm to its most basic components. Then in the maximization process, which historically
uses a constraint optimization method e.g., Lagrange multipliers, we use a robust optimization
method to damp out the outlier in the training data set.

For the closed-form solution to the EM algorithm, we take the likelihood surface, which
is very complex in general, and break it down to convex components, and then model it with
mixture of elliptically symmetric distributions where the closed-form solution does exist for
them.

In the two-step first-order HMM, we run a standard HMM once and then take the
difference of its probabilities over time as the observation sequence for the second step. Then we
extract the transient and steady probabilities to achieve smoother probability estimation for the
hidden state sequence.

In the duration dependent HMM, we model durations of each state explicitly with a
sigmoid function and then we derive an extended forward-backward method for the joint
densities of states and durations.

For the applications, however, we use a standard HMM with our closed-form solution to
its EM algorithm and apply it to the card game of Baccarat. For that we use the fundamental
theory of card counting to create a mean-reverting signal and then estimate and forecast the

outcome of the game based on its past.



In Bifurcation theory we also used our standard HMM with closed-form solution and
compared the Markov switching points in time with bifurcation points in the system’s space.
And finally for estimating the trustworthiness we used a standard HMM as well as the

duration dependent HMM to estimate the metric of trust based on an observation sequence.

1.3 Outline

Based on what we explained in the last two sections, the rest of this dissertation is

organized as follows:

Chapter 2 gives a basic review and background of linear/linearized models.

Chapter 3 explains our derivation of continuous time multivariate HMM, in the context of
system dynamics.

Chapter 4 introduces our derivation of two-step HMMs.

Chapter 5 introduces our derivation of the duration dependent HMM.

Chapter 6 introduces the applications of continuous time HMM in bifurcation theory.

Chapter 7 brings the application of HMM into “Mean Reverting” processes, with two
examples of casino game of Baccarat and the metric of trustworthiness in cyber security

and finally Chapter 8 concludes this dissertation.

1.4 Contributions

By the end of these studies we claim that we solved some fundamental problems of
HMM that the Markovian dynamics have been involved with for decades.

The first contribution of this work is to achieve computational efficiency on the order of
50 times faster than the current methods. Time consuming calculations and computational costs
of HMM has been one of the biggest obstacles on the way of using it for real time applications.
The closed-form solution to the local maxima of the likelihood surface of the emission model

partially improves the existing answers to the problem of computational complexity.



The second contribution of this work is to have smoother and better state probability
estimations. This is particularly important for out-of-sample application where HMM will
typically have some delay to catch a potential regime switches.

The third contribution of this work is to effectively estimate the expected duration of stay
on each regime with a set of sigmoid functions.

Applying these theories to different science and engineering problems are other

contributions of this study.



2 Background

Markov switching models have applications in sudden regime shifting and basically
modeling the time series by mixture of Gaussians where theoretically, a mixture of Gaussians is
able to model any distribution . Hidden Markov Modeling is a probabilistic technique for the
study of possibly stochastic time series . Modeling with many of the probability
distributions, the cost of implementation is linear with respect to the length of the data and
models can be nested to reflect hierarchical sources of knowledge . Although initially
introduced in the late 1960s and early 1970s, statistical methods of Markov source or hidden
Markov modeling have become increasingly popular in the last several years . Tracing back
the work of Markov and Shannon 20] was concerned with Markov chains. While the

state sequence is observed in Markov chain , in hidden Markov model, the output properties

impose a veil between the state sequence and the observer of the time series. In the effort to

lift the veil, a substantial body of theory was developed during the years of 1960s to 1990s.

Leonard Baum, collaborating with Eagon and Petrie |23-25] dealt with finite probability spaces

and addressed the problem of tractability of probability computation, iterative maximum
likelihood estimation of model parameters from observed time series, recovery of hidden states,

and the proof of consistency of the estimates |18].



The major development of the Hidden Markov theory (1970) was the maximization
technique of Baum, Petrie, Soules and Weiss . This was after two articles (1966 and 1967)
by Baum et al, where they unveil some statistical inference for probabilistic functions of finite
state Markov chains as well as proving an equality with applications to statistical estimation for
probabilistic functions . Baum and his colleagues including Lloyd Welch at the Institute
for Defense Analysis (IDA) in Princeton, NJ, made very important breakthroughs that led to a
wide range of theoretical outgrowths in this branch of science. They included a number of
generalizations of both the spectral and temporal components of the model, e.g. variable-duration
hidden Markov models , hidden-filter hidden Markov models , and trainable finite state
hidden grammars . A special case of the results in has been addressed by Dempster et

P

To be able to relate to this research and the terms that we will be using, knowledge of

al, as the Expectation Maximization (i.e. EM) algorithm

probability and distributions, mean, variance and covariance as well as probability and
cumulative density functions (PDF and CDF) is needed. While we just touch based on these very
basic preliminaries, we refer the interested reader to the work of Templeton for a detailed
background. Therefore this chapter gives the basic background necessary for the discussions in

the following chapters.

2.1 Mean

In statistics, mean has two related meanings:

The arithmetic mean (and is distinguished from the geometric mean or harmonic mean).

The expected value of a random variable, which is also called the population mean.

There are other statistical measures that use samples that some people confuse with
averages, including median and mode. Other simple statistical analyses use measures of spread,
such as range, interquartile range, or standard deviation. For a real-valued random variable, the
mean is the expectation of it. Note that not every probability distribution has a defined mean (or
variance), e.g., Cauchy distribution as an example.

For a data set, the mean is the sum of the values divided by the number of values. This

mean is a type of arithmetic mean. If the data set were based on a series of observations obtained



by sampling a statistical population, this mean is termed the "sample mean" to distinguish it from
the "population mean". The mean is often quoted along with the standard deviation: the mean
describes the central location of the data, and the standard deviation describes the spread. An
alternative measure of dispersion is the mean deviation, equivalent to the average absolute
deviation from the mean. It is less sensitive to outliers, but less mathematically tractable.

If a series of observations is sampled from a larger population (measuring the heights of a
sample of adults drawn from the entire world population, for example), or from a probability
distribution which gives the probabilities of each possible result, then the larger population or
probability distribution can be used to construct a "population mean", which is also the expected
value for a sample drawn from this population or probability distribution. For a finite population,
this would simply be the arithmetic mean of the given property for every member of the
population. For a probability distribution, this would be a sum or integral over every possible
value weighted by the probability of that value. It is a universal convention to represent the
population mean by the symbol z. In the case of a discrete probability distribution, the mean of a
discrete random variable x is given by taking the product of each possible value of x and its
probability Pr(x), and then adding all these products together, giving y = X(x.Pr(x)) . The
sample mean may differ from the population mean, especially for small samples, but the law of
large numbers dictates that the larger the size of the sample, the more likely it is that the sample

mean will be close to the population mean .

2.2 Variance and Covariance

In probability theory and statistics, the variance is used as a measure of how far a set of
numbers is spread out from each other. It is one of several descriptors of a probability
distribution, describing how far the numbers lie from the mean (expected value). In particular,
the variance is one of the moments of a distribution. In that context, it forms part of a systematic
approach to distinguishing between probability distributions. While other such approaches have
been developed, those based on moments are advantageous in terms of mathematical and

computational simplicity.



The variance is a parameter describing in part either the actual probability distribution of
an observed population of numbers, or the theoretical probability distribution of a not-fully-
observed population of numbers. In the latter case a sample of data from such a distribution can
be used to construct an estimate of its variance: in the simplest cases this estimate can be the

sample variance, defined as:
Var(x) = E[(x-)"],

with “E[.]” being the “expected value of”. Covariance is a measure of how much two variables
change together. Variance is a special case of the covariance when the two variables are

identical:

Cov(x,y) = E[(x-E[x])(y-E[y]].

2.3 Probability Density Function

In probability theory, a probability density function (pdf), or density of a continuous
random variable is a function that describes the relative likelihood for this random variable to
occur at a given point. The probability for the random variable to fall within a particular region is
given by the integral of this variable’s density over the region. The probability density function is
nonnegative everywhere, and its integral over the entire space is equal to one. The terms
probability density function, or simply probability function have also sometimes been used to
denote the probability density function. However, special care should be taken around this usage
since it is not standard among all statisticians. In other sources, “probability distribution
function” may be used when the probability distribution is defined as a function over general sets
of values, or it may refer to the cumulative distribution function, or it may be a probability mass
function rather than the density. Further confusion of terminology exists because density
function has also been used for what is here called the “probability mass function” .

The second half of this dissertation, however, studies the application of HMM in the

bifurcation theory in the context of nonlinear dynamics. Then it introduces two novel



applications of HMM. The first one is related to forecasting the trend of a time series based on a
relevant signal. This application was studied in the context of Game Theory based on
fundamental theory of card counting, and was implemented on a game named: Baccarat. The
second application, on the other hand, was to estimate and forecast a metric of trustworthiness in
sensors and networks in the context of cyber security.

Within the context of this dissertation, in the first half, we explore two advancements in

the computational efficiency and robustness of HMM, as well as two breakthroughs in the theory
of HMM; The first theoretical enhancement is an extended Viterbi algorithm with a two-step
HMM, where the step one is a first-order and the step two is a second-order HMM with
combined state sequences, in order to achieve smoother state probability estimations. The second
theoretical advancement of this dissertation is a duration-dependent derivation of HMMs in order
to better estimate the expected time frame residency of each state with a set of sigmoid functions.
This part of the research was motivated by excitatory and inhibitory interactions of neuron
synopses in the central nervous system of the human body, modeled by Wilson and Cowan in
:
All derivations of HMM that we study in this dissertation are continuous-time, discrete-state
models. However, for the sake of completeness and a comparison, the basic models that we
explain in this chapter are out of the context of HMM, related to linear dynamical systems with
Gaussian noise. In such models we assume that the state of the process can be presented at any
time by an N-vector of state variables: x, which often cannot be observed directly. However, the
system also generates an observable M-vector y, which we do have access to, at each time step.

The state x is assumed to evolve by a first order Markovian dynamics and each output
vector y is generated from the current state by a linear observation process. Both, the hidden state

evolution and the observation sequence are corrupted by Gaussian noise and disturbances. In this

regards the generative model can be written as :

X, =Ax +w,  w, ~N0,Q)
y,=Cx, +v, v, ~N(O,R) @-D

where A is an N X N state transition matrix and C is a M x N observation emission matrix. Note

that all vectors are column vectors.
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To study the model we will use the following notation. To denote the transpose of a
vector or matrix, we use the notation of a superscript “T”, (e.g. x'). The determinant of the
matrix is denoted by the norm sign (e.g. |A|), and the matrix inversion is denoted by a superscript
of “-1” (e.g. x"). The symbol “~” means “distributed according to”. Also a multivariate normal
(gaussian) distribution with mean x and covariance matrix X is written as N (i, X). The same
gaussian evaluated at point z is denoted as N (i, X) | z. N-vector w and M-vector v are random
variables representing the state evolution noise and observation disturbance. These noises and
disturbances are assumed to be independent of each other and independent of the values of x and
y. Furthermore both of these noise and disturbance sources are temporally white (uncorrelated
from time to time), and spatially gaussian with zero mean and covariance matrices Q and R

respectively. Note that we denote them by w_and v, to emphasize that they do not have any

knowledge about the time index of the evolution. [Figure 2-1|shows the block diagram of the

linear dynamic system of Eq.[(2-1)

! . tatrix =

B 1 Multiply

h i
A

Output

Unit Delay C

Matriz
Pultiply

Figure 2-1. The block diagram of the linear dynamic system model

2.4 Transforming noise space without loss of generality

The assumption of zero-mean noise does not restrict the general linear model. In this
section we explain why that is the case. This is conditional to the fact that we are allowed to

change the structure of the linear system and the measurement device. In other words, if we were

allowed to change A and C in Eq.[(2-1)|we could always add a N+1* dimension to the state

vector, which is fixed at unity. Then adding an extra column to the right side of A, holding the
noise mean and an extra row of zero to the bottom of A (except unity at the bottom right corner)

takes care of the non-zero mean for w_. Similarly adding an extra column to C takes care of the
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non-zero mean for v_. Therefore, for example, both systems of Eq.|(2-2) and Eq.|(2-3), presented

below are essentially the same.

11 4o w

1
t
o |7 9 +NM( Qo) (2-2)
X4 A9y d9g || x, )
Xl Xl
#+1 G G2 MW t
2 2 N(0,1,Q5,2)
Xl |=| Q21 4 Mo Xt (2-3)
1 o 0 1 | 1 0

where in Eq.|(2-3) the zero-mean gaussian noise is added only to the first two original states.

Note that since the state evolution noise is gaussian and its dynamics is linear, x; will be a first-
order Gauss-Markov random process. Therefore the noise processes are essential elements of the

stochastic model.

2.5 Probability Computation

There are several reasons that the Gaussian linear models are very popular amongst
mathematicians and engineers. One of the reasons is the law of large numbers. But perhaps the
most important reason from the viewpoint of an engineer is their computational tractability. This
comes from two fortunate analytical properties of gaussian processes: First, the sum of two

independent gaussian distributions is also gaussian.
N<M1>21>UN<M272 >=N<M1+M2’2]+22> 2-4)

Second, the output of a linear transformation where the input of it is gaussian is also gaussian.

This means that through the assumption of having the initial condition distributed Gaussian,
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x, ~ Nu,Q,) @2-5)

we are guaranteed that all the future states, as well as observations, are also distributed Gaussian.
In fact we can write explicit formulas for the conditional expectations of the states and

observations [2]:

2-6
Ply %)= N(Cx,R)[y, 9

Moreover, because of the Markovian properties of the dynamic systems along with the
gaussian assumption of noises and initial states, we can write the expression for the joint

probability of a sequence of T states and observations:

7-1 T

P({x}, ooy X 3 Ay 0 v ) = PO [ Px, 1)) [ Py, %) @-7)

Again, this is caused by computational convenience scientists introduced the notion of

cost in the conditional probability of Eq.|(2-7) by taking the negative log of it. This can be

represented as the sum of matrix quadratic forms:

-2log P{xy, ..., x7 Y H{y}, - y7 P =

3 [y, -€x) R (y,~Cx,)+ log IR ]
g 2-8)
+2[=1[(Xt+] - Axx)TQ_l(Xm -Ax,)+loglQ ]

+(x; - 1) Q (x; - ) +1og 1Q, 1+T (M + N)log 2w

In the next chapter, where we talk about the derivation of HMM we will explain the

details of efficiently calculating Eq.|(2-7) and other associated probabilities.
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2.6 Inference vs. System Identification

Historically, system identification (system ID) is the process of developing or improving
a mathematical representation of a physical system using experimental data . System
identification community in engineering aims for providing effective and accurate analytical
tools, which typically includes underlying methodologies, computational procedures as well as
implementation of them. In engineering structures, there are three types of system identification:
1- model parameter identification 2- structure-model parameter identification and 3- control-
model identification [34]. All three types of system identifications mentioned above are
important areas in science and technology, where they have different principal objectives and
histories.

One point that, in this section, we want to touch based on is the key differences between

system ID and inference. The notions of “learning”, “estimating”, “filtering”, and “smoothing”

have been around for decades and we aim here to know their technical differences. Going back

to our linear model of Eq.|(2-1), with hidden states, lets consider different hypothetical scenarios:

In some cases, we know exactly what the hidden states are supposed to be, and we just want to
estimate them. For example, in a vision problem, the hidden states might be the location and
orientation of an object, in which we want to estimate. In a tracking control problem, the hidden
states maybe position and velocity and so on. In these cases we can often write down a priori
observation or states evolution matrices based on our knowledge of the physics and environment
of the problem. In these problems the emphasis is to accurately infer the unobserved (or even
sometimes missing) information from the data we do have .

In other scenarios, we are aiming for coming up with explanations or causes for our data
and have no explicit model, what so ever, for what these causes should be. Therefore, the
observation sequence and state evolution process are mostly or even sometimes entirely

unknown. The emphasis here, however, is to accurately learn about a few parameters that can

model the observation sequence well enough (i.e. assign it a high likelihood) . Speech
modeling is a good example of such a situation [4]; say our goal is to find a feasible model that
performs well for recognition tasks, but the particular values of hidden states in our models may
not be meaningful or even important to us . Another example of these problems are financial

systems, where our goal is to find feasible models that predict the price levels, returns, or risks,
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based on an observation sequence (financial time series), where the underlying hidden states (e.g.
supply and demand, or support and resistance) might not necessarily correspond to the
meaningful values, in which its not even important to us as long as the model can effectively
estimate the price levels, returns, or risks.

These two goals, estimating parameters, typically manifest themselves in the solution of

two distinct problems: inference and system identification. Lets explain each of them in details.

2.6.1 Inference: Filtering and Smoothing

The first point that we are trying to explain in this section is “smoothing”. The

corresponding question to answer in this manner (keeping the system of Eq.[(2-1), and the initial

conditions of Eq.[(2-5)[in mind) is: Given fixed model parameters {A, C, Q, R, w;, Q;}, what

can be said about the “best” hidden state sequence, given an observation sequence? According to
its application this question is typically made precise in literature in several ways. However, in
all of different applications a very basic quantity that needs to be computed is the total likelihood

of the observation sequence:

P{yeys})

2-9
= PUxpex Yy DR X ) @)
allpossible{x ,...,x, }

This marginalization requires, of course, an efficient way of integrating or summing the
joint probabilities over all possible paths through state-space. To illustrate the importance of
having an efficient way of calculating this likelihood lets take a look at some numbers. If an

ergotic system has N distinct states with a one dimensional output y, and the length of

observation sequence 7, the calculation of the likelithood in Eq.[(2-9) involves on the order of 2T

. N calculations, since at every t = 1, 2, ..., T there are N possible states which can be reached
(i.e. there are N” possible state sequence), and for each such state sequence about 27 calculations
are required (to be precise we need (27-1)N" multiplications and N’-1 additions) . This

calculation is computationally infeasible even with today’s highly efficient and fast computers.
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To clarify this, note that for a small number N and T; e.g. N=5 (number of hidden states) and

7T=100 (length of observation sequence), there are on the order of 2.(100).5'%°=10"

computations! Clearly a more efficient procedure is required to compute the total likelihood in

Eq.

(2-9

. Fortunately such a procedure exists and is called forward-backward procedure

35]. The key to the forward-backward algorithm is to refurbish and recycle the calculation in

closed forms. The details of the forward-backward procedure, in the context of HMM, will be

explained in the next chapter under the title: “Baum-Welch algorithm”. For now, let’s assume

that the total likelithood in Eq.[(2-9) is available.

Once the integral of total likelihood is available, it is simple to compute the conditional

distribution for any one proposed hidden state sequence given the observations by dividing the

joint probability by the total likelihood:

Plix ,..x Yy ...,
PUR sy} sy ] = pp({yf} {zl ] o @10
_

Often we are interested in the probability distribution of a particular hidden state at a

particular time ¢. Going back to filtering, which was the first part of inference, we attempt to

compute the conditional posterior probability,

P(x, [{y}sY,}) (2-11)

given all the observation up to and including time ¢.

In smoothing, the second part of inference, however we compute the conditional posterior

probability, which is the distribution over x,

P(x, [{y ;Y1) (2-12)

given the entire sequence of observation. We will revisit these calculations with much more

details in later sections.
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It is also possible to ask for the conditional expectation of hidden states given
observations that extend only a few time steps in future (partial prediction) or on the other hand,
a few time steps before the current time step (partial smoothing).

Filtering and smoothing have been extensively studied for continuous state dynamical

systems in the signal processing community, starting from the pioneering work of Kalman and

Rauch [3]|36-40], although this literature is often not known in the machine learning community

. For discrete-state models, however, much of the literature stems form the pioneering works
of Baum and his colleagues on HMM, at the Institute for Defense Analysis (IDA) in Princeton,
NJ [23-26 and Viterbi (1967) and others on speech recognition and optimal decoding.

The book by Elliott et al. [42] contains a thorough mathematical treatment of filtering and

smoothing for many general systems and models .

2.6.2 System Identification: Expectation-Maximization (EM)

The underlying idea of Expectation-Maximization (EM) is the same as Maximum
Likelihood Estimations (MLE). In other words, in EM the idea is to choose the model parameters
to maximize the total joint density of states and observation sequences, however, unlike MLE we
don’t know that joint density, simply since the states are hidden. Therefore, we maximize the
current expectation of the joint density, given the observations and the current fit of parameters,
and we iterate forward .

More generally, the second problem of interest with linear gaussian models as we
mentioned before is the system identification problem that tries to answer the following question:

given only an (or several) observation sequence {yi, ..., yr}, find the parameters {A, C, Q, R,

11, Q1 } that maximizes the total likelihood of observation sequence given in Eq.[(2-9).

The learning problem for static models has been extensively studied in the neural
network and Fuzzy logic community, and for dynamic models also it has been studied under
HMMs and more general Bayesian belief networks. There is also a corresponding area of study
in controls theory, known as system identification , which corresponds mostly (but not

necessarily) to continuous state dynamical systems.
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There are several approaches to system identification depends upon the area of study
but in this work we focus on a system identification method based on Expectation-
Maximization (EM) algorithm. The EM algorithm specifically for linear gaussian dynamical
systems was derived by Shumway and Stoffer in 1982 and then summarized in 2000. It
and in the
speech recognition community by Digalakis et al. . Again we would like to mention that the
book by Elliot ef al. describes this topic very well.

again reintroduced in the neural computation field by Ghahramani et al.

The basis of all learning content via EM algorithm was presented by two powerful
articles by Baum, et al. and Dempster et al. . The objective of the algorithm is to
maximize the total likelithood of observation sequence in the presence of hidden states. In this
manner let Y = {yi, ..., yr} denote the observation sequence and X = {xy, ..., Xr}, be the
sequence of hidden variables as a function of the parameters of the model denoted by & .
Maximizing the likelihood as a function of € is equivalent to the maximizing the log-likelihood
function:

3(0) = logPr(Y 10) = log [ Pr(X,Y 10) aX @-13)
X

Using any distribution Q over the hidden states, we can find the lower boundary on J:

PrX.Y10)
Q.(X)

PrX.Y16)
0.(X) (2-14)

= [QX)logPr(X,Y 10) dX - [Q(X)logQ (X) dX
X X

log f Pr(X,Y10) dX =log f 0 (X)
X X

> [Q(X)log
X

=1(Q..0)

Note that the middle inequality in Eq.[(2-14) is known as Jensen’s inequality and can be easily

proved by concavity of the log function.
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Let us define the global energy of the configuration (X, Y) to be:
-log Pr(X,Y|6)

Also note that the lower bound F(Q, 6) < 3(8) is the negative of a quantity known in
statistical physics as the free energy: the expected energy under Q minus the entropy of Q .
The key to EM algorithm is to alternate between maximizing F with respect to Q and the
parameters @ respectively holding the other fixed .

Starting from some initial parameter value 6, the EM algorithm can be divided into two steps E-

step and M-step:

E-Step: Q4 < Argmax F(0,6,)
¢ (2-15)
M-Step: 0, < Argmax F(Q, ,0)
0

Roweis and Ghahramani in |2] mentioned that the maximum in the E-step results when QO

is exactly the conditional distribution of X, or in the other words:
0,1 X)=Pr(X1Y,0,) (2-16)
at which point the lower bounds becomes and equality, where:
FQ,..,0,)=30,) (2-17)

The maximum in the M-step, however, is obtained by maximizing the first term in the

third line of the Eq.|(2-14). The reason is that in the free energy equation, the entropy of O does

not depend on 6. This yields to the (perhaps more familiar) equation for the M-step,

M-Step: O, < Arggmax f Pr(X 1Y,0,)logPr(X,Y18) dX @18)
X
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There is a term associated with the convergence of EM algorithm, called “hill climbing”.
This means that, after each iteration the likelihood increases or asymptotically stays the same.
Intuitively this is because of the fact that at the beginning of each M-step, F' = 3 and since E-step
does not change 6, we are guaranteed not to decrease the likelihood after each combined EM-
step. This phenomena has been proven by Baum and his colleagues in .

In the next chapter we explain the EM algorithm specifically in the context of HMM, and
illustrate the HMM system ID in details.
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3 Hidden Markov Models

We now return to the fully dynamic model introduced slightly differently than the linear

model presented by Eq.[(2-1). Our key observation is that the dynamics described by Eq.|(2-1) in

discrete states are exactly equivalent to the traditional discrete time, discrete state Markov chain
dynamics using a state probability transition matrix and an observation emission matrix. Rabiner

talks in depth about this model in . It is easy to see how to relate state probability transition

matrix to the matrices A and Q in Eq.|(2-1). This is the standard setup for a dynamic, discrete-

time, discrete-state modeling of Markov chains. Our approach, however, in this dissertation is to
take continuous time series and model them with Markov switching models.

So, let’s start with a quick literature review about the standard discrete-time HMM and
then move on to the continuous-time HMM.

Hidden Markov Modeling is a probabilistic technique for the study of possibly stochastic
time series . Modeling with many of the probability distributions, the cost of
implementation is linear with respect to the length of the data and models can be nested to reflect
hierarchical sources of knowledge . Although initially introduced in the late-1960s and early-
1970s, statistical methods of Markov source or hidden Markov modeling have become
increasingly popular in the last several years . Tracing back the work of Markov and
Shannon was concerned with Markov chains. While the state sequence is observed in
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Markov chain , in hidden Markov model, the output properties impose a veil between
the state sequence and the observer of the time series. In the effort to lift the veil, a substantial

body of theory was developed during the years of 1960s to 1990s. Leonard Baum, collaborating

with Eagon and Petrie |23-25] dealt with finite probability spaces and addressed the problem of

tractability of probability computation, iterative maximum likelihood estimation of model
parameters from observed time series, recovery of hidden states, and the proof of consistency of
the estimates @

The major development of the theory (1970) was the maximization technique of Baum,
Petrie, Soules and Weiss . This was after two articles (1966 and 1967) by Baum et al, where
they unveil some statistical inference for probabilistic functions of finite state Markov chains as
well as proving an equality with applications to statistical estimation for probabilistic functions
. Baum and his colleagues including Lloyd Welch at the Institute for Defense Analysis
(IDA), Princeton, NJ, made very important breakthroughs that lead to a wide range of theoretical
outgrowths in this branch of science. They included a number of generalizations of both the
spectral and temporal components of the model, e.g., variable-duration hidden Markov models
, hidden-filter hidden Markov models , and trainable finite state hidden grammars .
A special case of the results in [26] has been addressed by Dempster et al, as the Expectation

Maximization algorithm .

Hidden Markov Models (HMMs) has been vastly used in automatic speech recognition
(A.K.A. Natural Language Programming or NLP) 8-12 . Furthermore its

applications were widespread from weather predictions to finance and modeling the stock

market.

The basic theory of HMM was implemented for speech processing applications by Baker
at CMU, and by Jelinek and his colleagues at IBM in 1960s, 70s, and 80s. However
widespread understanding and application of the theory of HMMs to speech processing has
occurred during the 1980s .

As mentioned earlier, there are several reasons that engineers typically do not vastly use
HMMs. First, the basic theory of hidden Markov models was published in mathematical journals,
which were not generally read by engineers. The second reason was that the theory did not
provide sufficient tutorial materials for most readers to understand the theory and to be able to

apply it to their own research. Rabiner 4] had a breakthrough on this by publishing a tutorial on
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hidden Markov models. Although the tutorial was written on the speech recognition applications,

it is very easy to follow and has been used by engineers and scientists in different branches of
science and technology .

3.1 Continuous-Time Hidden Markov Model

HMM tries to come up with the good understanding of how noisy data was generated,
both spatially and temporally. It comes from a Markov chain corrupted with noise. This
derivation of HMM assumes that the observation sequence has come from multiple sources, each

with its own dynamics and corrupted with its own noise.

Determining which source at each time is generating the data follows a Markovian

dynamics, as illustrated in|Figure 3-1

95%
N

5% 5%

O
O
-

Figure 3-1: A two state Markov switching model

95% Y(t,6,)

Therefore our Markov switching model can be written as:



Pr(q,,) = APr(q,)

V=S Vits Yiar Y 6.0, 1g, =S ) 4ve v.~N(0,2)), 1< j< N

=y, =y, tV. (3-1)
where: §, =Ely,1=EL/(y,1. Vicgs r¥1opr & © 1, = 5 ) +v.]

=S (V1> Yicas s Vi 1, O g, = S)

where q, is the Nx1 state vector of ¢, =S I =< j=<N and Pr(.), when the argument is a

vector, denotes the probability of all elements. Note that the observation sequence is an M-
dimensional multivariate time series. Therefore X is an M*xM covariance matrix that is different

for each of the N state. Also ® is the parameter set of the nonlinear emission model for each of

the N state. Also looking at the|Figure 3-1[and comparing it with Eq.|(3-1), we can see that the

sequence of g, is the sequence of states which switches back and forth between the states 1 and 2
(in this case), with the denoted transition probabilities (e.g. 95% and 5%). Then being at each
state, the multivariate observation at that time (i.e., y,), is generated by a k™-order nonlinear
dynamics with the parameter set ©. At the end, a multivariate zero-mean Gaussian noise is added
to the time series at each time.

This model is also known as “Regime Switching Model” or “Markov Switching Model”.
Note that in this dissertation, the “states” in the context of HMM are denoted by ¢;, where in the
context of system dynamics, the “states” are denoted by x,. This is due to the fact that states in
system dynamics typically correspond to a physical variable of the system, such as Position,
velocity, or temperature. In HMM, however, the states are simply “regime,” or sources that the
observations are coming from. This is based on the continuous-time hidden Markov model that
we are trying to study in this chapter.

Let’s illustrate this concept a little bit further. Here a state transition probability matrix

defines the Markov chain, while the output probability functions are defined as the observation

probabilities or densities, or emission probabilities, i.e., Pr(y,).|Figure 3-2[illustrates the concept

of multivariate time series generated by the Markov switching model.
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Figure 3-2: A 3D Time series of a Markov switching model with two states

Notice that according to the problem definition of our HMM, the only information we
have from this system is the M-dimensional time series Y=(y1, y2, ..., ¥1)-

What we need to estimate as the output of our HMM system ID is

1- The parameter set O,
2- Covariance of the multivariate noise, for each state X,
3- The elements of transition Markov probabilities matrix A.

Also notice that since the nonlinear function “ f ” is unknown, the degree of nonlinearity
of “f 7 as well as “ k ’; the order of ““ f ” is unknown. Also the number of states (i.e. the size of
A) is unknown.

To clarify the matter, let’s mention that before starting to estimate the parameters, there
are some parts of the structure that have to be assumed as a priori. The first is the number of
states, i.e., size of A, however, sometime we can infer about this information from the physics of
the problem. The second is an emission model for the nonlinear structure of “ f for each state.
While this can be basically any function, a typical assumption is a linear multivariate
Autoregressive model with Gaussian noise (MVN), in which with the sufficient number of states

is able to model the observations fairly well. Shi in [1] used a Fuzzy based neural network as the
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emission model and explained it for the univariate case. The last a priori information is the order
of the generative emission model: “ k. ”

Now let’s get down to the details of this derivation.

3.2 The Structure of MVN Continuous-Time HMM

Consider a system which maybe described at any time as being in one of the N distinct
states; S;, S», ..., Sy. Along the time, the system undergoes a change of state, according to a set of
probabilities associated with the state. We denote the time index associated with the state
changes as t = 1, 2, ... , and we denote the actual state at time ¢ as ¢, We closely follow the
notations of the tutorial by Rabiner [4], and a paper as well as the PhD dissertation by Shi . A
full probabilistic description of the above system would, in general, require specification of the
current state, as well as all the previous states. However, the Markovian properties of the chain
sequence allows us to draw the probabilistic distribution of the system, only based on the current
state.

For this case of a discrete, first order, Markov chain, this truncated probabilistic transition

can be written as:

Prlg, = SA;‘ Lg,o1 = Si:q10 =S ]
(3-2)
=Prlg, =S, lg,_ =5;]

Furthermore, we assume that the right hand side of the Eq.|(3-2) is independent of time.

These assumptions lead us to the state transition probability matrix A=[a;], of the form

a;=Prlg =8;1g,=51 lIsijsN (3-3)

where the matrix A has been already introduced in Eq.|(3-1).

Since they obey the standard stochastic constraints the state transition probability

elements have the properties (i.e. constraints):
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a.=0

X
S, -
)

J=1

(3-4)

Up to this point, in this section, the stochastic process that we have introduced is called

an observable Markov model, where each state corresponds to physical events. Also note that,

this transition probability matrix has the same underlying concept of A matrix in Eq. [(2-1),

therefore to keep the notations consistent we named it also A matrix. There are two additional
probability sets that we have to define in order to complete the introduction of HMM. The first
probability is the emission probabilities distribution and the second is the initial state probability
distributions.

Let’s take a look at the emission probability distribution that is the probability of
observing y; given the state and the parameters. We define the emission probability distribution

in state j, B= { (D where j is the state and ¢ is the time index. We have:

b()=Prly,lg,=5;0], 1=<j=sN, 1si=<T (3-5)

For a multivariate Gaussian emission that we have mentioned in Eq.|(3-1) we can write

the emission probabilities as:

bj(t)=Prly,lg,=S5;,0]

[
W/CXP{-—[yz 7,01 = 'y, -5,©)1}
(2m)

For the initial state probability distribution ©={m;} we have:
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Now the main idea of HMM is that given the appropriate values of A, ®, X and =, the
HMM can be used to generate the observation sequence Y. The elements A, ®, X and © can be
used as both a generator of observations, and as a model for how a given observation sequence
was generated by an appropriate HMM. For notational convenience, we use the compact notation
of L = (A, 0, X, 1) to indicate the complete parameter set of the model.

Given the parameter set of HMM and the observation sequence, there are three basic
problems of interest that must be solved for the model to be useful. The problems are the
following:

Given the observation sequence Y =(y,y,...y7 ), and the model \. = (A, O, X, 1),
how do we efficiently compute Pr(Y|A), the probability of the observation sequence, given the

model?

The answer to this question lies within a procedure called the forward-backward method

or Baum-Welch algorithm . Consider the forward variable
a,(1) = Pr(y1yzy,,q, = 5;14) (3-8)

i.e. the probability of the partial observation sequence (y,y,...y,) (until time t) and state S; at

time ¢, given the model A. There exists a closed form derivation for finding (i), inductively .
We have:

Initializa tion :

a,(i)=nmb(t), 1<i<N

Induction :

N
a,+1(j):{Zam(i)a,,}bi(wl), 1<t<T-1
i=1 T 3-9)

Termination ;

PO 4) =ZO@(1')
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In a similar manner we can construct a backward variable £(i), defined as:
B0 =P(y 1Y s2-y7) g = S5 A) (3-10)

That is the probability of partial observation sequence from #+1 to the end, being in state S; at
time ¢ and given the model A. Note that the backward probability calculation will have important

applications on training and calibrating the parameter set .. We can solve for (i) inductively.

Initializa tion :
pr(i)=1, 1<i<N

Induction : (3-10-a)

,Bt(i)Z{ZN:aybj(tH)ﬂm(j)}, t=T-1,T7-2,..]

I<i<N

Now, let’s look at the second problem of interest in HMM.

Given the observation sequence Y =(y,y,...y; ), and the model A = (A, ©, X, 7),
how do we choose the corresponding state sequence Q =(q,q,...q7), which is optimal in

some meaningful sense (i.e. best explains the observation sequence)?

A formal technique for finding the single best state sequence exists based on Bellman’s
dynamic programming methods, and is called the Viterbi algorithm . To find the single

best state sequence 0=(q;q>...q7), for a given observation sequence Y =(y,y,...y;), we need to

define a quantity
8,()=max, , . Pr(gygast, = S 91¥2ey, 1 4) @-11)

i.e., J,(i) is the best score (highest probability) along a single path, at time ¢, which accounts for

the first # observations and ends in state S;. There exists a closed form derivation for finding §, (i),
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inductively in Rabiner [4]. To actually retrieve the state sequence we need to keep track of the

argument, which maximizes Eq.|(3-11

for each time ¢, and i. Then according to the Bellman’s

method, by backtracking we can find the highest probability sequence of states. By induction we

have:

8,41 (j) = [max s, (1)a; 1.6, (t +1)

As we mentioned we need to keep track of the argument, which maximizes the Eq.

do this via an array ¥ (j). The recursive procedure is as follows:

Initialization:
1/}/ (Z) =0

Recursion:

8,(j) = max[6,,(ay1h;(1). 2stsT

I<i<)/

Y,(j) =argmax[d,_,
I<is NV

Termination:

P’ = max[5; (1)]

l=sis NV

g, = argmax[d; (i)]

1=is NV

Backtracking Path:
9= wt+l (Qtl+1)’

l<sis N

()e;),  2stsT

t=T-1,7T-2,..,1

(3-12)

(3-11). We

(3-13)

Now lets get to the third, and perhaps the most important question of HMM that one

needs to answer:

How do we adjust the model parameters L = (A, ©, X, ) to maximize Pr(Y|A)?
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This problem, which by far is the most challenging one, is to determine a method to
adjust the model parameters A = (A, O, X, ©), to maximize the probability of the observation
sequence given by the model. There is no known way to analytically solve for the model to
maximize the probability. There are, however, ways to calibrate the model to locally maximize

Pr(Y |1 A) through an iterative procedure such as Baum-Welch method (or equivalently EM
(Expectation Maximization) method) , or using gradient techniques .

3.3 Extended Baum-Welch Algorithm

Let us discuss one possible solution to problem III of the HMM design, i.e., calibrating
the model parameters A = (A, O, X, w). This method is primarily based on the classic work of
Baum and his colleagues for choosing, and calibrating the parameters of HMM. For the standard
Baum-Welch algorithm the emission model is simply the elements of an emission matrix versus

our approach in which the emission parameters ® and X are the parameters of the model,

described in Eq.|(3-1) and|(3-6). The discussions in this section can be considered as a special

application of EM algorithm, studied in the earlier section (2.6.2) for hidden Markov models. In

order to describe the procedure for re-estimation (iterative update and improvement) of HMM
parameters, we first define the parameter &(i,j) as the probability of being on two specific
consecutive states, (i.e., the probability of being in state S; at time 7, and state S, at time ¢+1) ,

given the model and observation sequence;

£, ) =Pr(g, =5, g1 =5, 1Y, 2) (3-14)

It is easy to note that from the definitions of forward and backward variables in Eq.|(3-8) and

(3-10-a) we can write Eq.|[(3-14) as,
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a,(Dagh;(t+ 1D, ()

si(0)) = Pr(Y | 1)

(3-15)
a,(azb;(t+ 1B, ())

3 i G+ DB )

where the numerator term is just Pr(g, =S;, ¢, =S j,YI)L) and the denominator is the total

probability and also a normalizing factor. We define the variable (i) as the probability of being

in state S; at time ¢, given the observation sequence and model,

. OB _ B
(i) =Pr(g, = 5, 1Y) = L PCD S _
Pr(Y | A.) 2111 a, (Z)ﬁt (Z) (3-16)

Combining Eq. {((3-15) and ((3-16) yields

N
y,(i)= > &0, )) (3-17)
J=1

If we obtain the sum of (i) over time ¢, we get a quantity that can be interpreted as the
expected number of times that state S; is visited or equivalently as the expected number of
transitions made from state S;. For this intuition we just need to exclude the time 7 from the
summation. Similarly summation of &(i,j) over ¢ (again from =1 to t=7-1) can be interpreted as

the expected number of transitions from state S; to ;. That is,

T-1
E 7,(2) = expected number of transitions from S,
|=

—_

(3-18)

'ﬂ{

-1
&,(1,7) = expected number of transitions from S; to S ;

~
Il
—
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Using the intuition above we can give a method of re-estimation of the transition probability

matrix, and the initial probabilities. A set of reasonably re-estimated A and & are:
7; =y,(2) = expected frequency in state S; at time ¢ =1

7-1
E £, )) (3-19)

expected number of transitions from S, to S,

expected number of transitions from .S;

13

where “ " denotes the re-estimation. In the original work by Baum et al. %', a formula

was shown to estimate the density without assuming emission model. In this work, the same way

as Shi’s work , assuming the parametric nonlinear emission model of Eq. ((3-1), re-estimation

of the emission parameters ©, X, comes directly from maximizing the total likelihood function,

or minimizing the total error. However, shown by Fraser et al. in we know that maximizing

the Eq.|(2-13) is equivalent to maximizing the following quantity:

T N
D > 1) logPr(y, 1g, = 5,0 .2 ) (3-20)
=1 j=I

Where © j»2are the parameters of the emission model of the state j. According to Shi , Eq.

(3-20), could be seen as a cost function for the emission model, where the computation of the

parameters ®, X depends entirely on the, in general, nonlinear emission model of Eq. [(3-1).

Here, we assume the error to be gaussianly distributed in Eq. |(3-6), and use a k-th order

multivariate autoregressive emission model. Therefore ® is the parameter set for the i+l
intercept and the coefficients of the autoregressive model and X is the covariance of the added

noise. O can be estimated by minimizing the total locally weighted squared error function:

T
©; = Argmin{Yy,(j)(y, -¥.(© )’} @3-21)

t=1
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Note that the time-local weights of the errors are the probabilities of each state. Now after re-
estimating the ®; we can simply calculate the re-estimation of X; based on the newly estimated

parameters via:

.
370Xy, -.0,)
> =t (3-22)

J T
E)/t(j)
=1

Note that the right hand side of the Eq. [(3-22) guarantees the covariance matrices to be

symmetric and positive definite.
If we define the set of estimated model parameters by A then it has been proven by

Baum and his colleagues that the model A is almost always more likely than A in the sense that
Pr(YIA)=Pr(YIA) (3-23)

Note that implementing HMMs are tricky and there are some issues associated with them.
One of these issues is when the sequence of observation and therefore the sequence of states are
long and multiplication of the resulting probability values could numerically converge to zero.
Therefore even the most advanced computers, currently available, cannot easily compute the
likelihood value of a long sequence.

The solution to this is using log-likelihood instead of likelihood function and also scaling
the probabilities. The details of these methods could be found in . Two other common issues

that can be challenging are initial parameter estimation, and choice of model size and type.

3.3.1 Robust Parameter Estimation

In the previous section we studied the fact that ® can be estimated by minimizing the

total locally weighted squared error function Eq.[(3-21). In that case we minimize the sum of

weighted square errors between the emission model and the data, where the weighting functions
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are the state probabilities. In this way since we are squaring the errors, the outliers in the data set,
if any, will have a larger effect on the parameter estimation, as they should. In other words the
estimated parameters are going to be largely skewed towards the outliers. Borrowing the notion
of “Robust Regression”, and using the similarity of this concept, we introduce the robust

parameter estimation by:

T
©; = Argmin{ Yy, (j)ly, -¥,(® )} (3-24)

t=1

Using Eq. [(3-24), to estimate the parameters in the EM algorithm, will have a fewer

tendency to be skewed towards the outliers in the data set. However, note that implementing Eq.

(3-24) may not be straightforward, since its lack of differentiability and convexity faces a

problem for numerical solvers. Working with a numerical software like Matlab, it is possible to
use functions such as; “fmincon” for constraint optimization, “fminunc” for unconstraint
optimization, or even more sophisticated optimization toolboxes e.g. CVX optimization. One,
however, must make sure that the objective function has the correct format suitable for Matlab or

any other software that is used.

Calculating the covariance matrix from the Eq.[(3-22) is straightforward, upon robustly

finding the intercept and those coefficients of the AR model via Eq. ((3-24).

3.4 A Closed-Form Solution to EM Algorithm

We aim for a closed-form solution to the re-estimation procedure of the emission model

of EM algorithm. For this purpose, we take a slightly different approach for the emission model.

As per Eq.|(3-1), the emission probability densities for each hidden state of HMM can be

modeled by a nonlinear dynamic equation. The linearized version of Eq. |(3-1) can be a

multivariate Autoregressive model, where the parameters to be estimated are the intercepts, the
AR coefficients, and the covariance matrix of the added noise. To accomplish the task of finding
a closed-form solution, we need to model the density of each of the states directly. In other

words, we assume parametric distributions for the densities of each hidden state, where the goal
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of the closed-form solution is to directly find the parameters of the densities. Note that the
closed-form solution can only be found for the special case where the parametric densities are
assumed to be elliptically symmetrical. Elliptical symmetry refers to the case where the
projection of the density function for any pair of multivariate random variables is an ellipse and
is symmetric about its vector mean. Gaussian distribution satisfies the elliptical symmetric

conditions.

3.4.1 Features of the closed-form re-estimations

Here we assume an elliptically symmetrical parametric density for each state of HMM,
where the closed-form solution to the local maxima of its convex likelithood function exists.

The ellipsoidal symmetric densities are assumed to have the form:

_12 _
bi(1)=Prly, lg, =82 ,u1=[,[ " f{(y - ) 2y, — )} (3.25)

I<sj=<WN, 1=st<sT

Note that the observation sequence is an M-dimensional multivariate time series.
Therefore, ¥ is an MXM covariance matrix, and g is an M-dimensional vector of expected
values that could be estimated separately for each of the N state. For the densities that the
expected value cannot be defined such as multivariate Cauchy, u j is set to zero. Other variables,
however, need to be estimated. This section specifically addresses the class of ellipsoidal
symmetric densities whose expected value and covariance can in fact be defined.

We take the parameter set of the model as A = (A, u, X, ), where the re-estimation of

the initial probabilities m, and the transitional probability matrix A, could be conducted from Eq.

(3-19). The aim of the closed-form solution for the re-estimation procedure is, therefore, to find

the emission model parameters. In a standard continuous-time HMM, the emission parameters

are estimated directly by maximizing the total likelihood function via Eq.|(3-21). Thus, we take

the parameter set to be A = (1, X).
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The mathematical derivations of this section are strongly motivated by a theorem by Fan

57|, which says if |2|_1/2 f{(y—u)TZ'l(y—,u)} in our emission model of Eq.|(3-25) satisfies

the consistency conditions of Kolmogorov , then it also has the representation:

1/2

O =[2 Sy - Ty -} = [ Ny 0”D) dG ) (3-26)
0

for some probability distribution G, on [0,%0), where N(y; M,vQZ) is a multivariate Gaussian

density with mean 4 and the covariance matrix v?3. Fan’s theory essentially says that an

elliptically symmetric density function can be represented as a continuous combination of related
Gaussians.

We also have the total likelihood of the observation sequence Y =(y;y,...y;),
conditional on a particular state sequence 0=(q,q:...q1), given the parameter set as:
N T
S, (V)= Eﬂinaq/,ﬂf by, (0)
=1 =2

where: (3 _27)

(@0 191 =50, =5)=0a; 1si,j<N

(b, (D1g, =S)=b;Q)

Note that in this representation a; and b,(f) could be substituted from Eq.|(3-3) and Eq.

(3-5).

Combining E.|(3-26) and Eq.[(3-27) we have:

T

3,0.Q)= [7,[ 4, Nyiu, 25,) dG@)..dG@;)
0 =2 (3-28)

where: (1, .2, g, =8)=u.2;, [1sisN
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Liporace in , however, shows that this integral can be represented as an average of
likelihood functions for each state over the 7-fold distribution of G(v,)G(v,)....G(v;). With the

notation that “E;** is the “expected value” over the space V = (v;,0,,...,07), Eq. {(3-28) can be re-

written as:

31 (Y,Q)=Ep[3,(Y,0,V)]
where:

T
3,(Y.Q. 1) = 7, naq,,lq,' Ny u, ,yfqu)
1=2

(3-29)

Based on the pioneering works of Baum et al. [23-26}|35] the re-estimation procedure

requires an auxiliary function (A, /i) of the current parameter set A and the re-estimated

parameter set A.

Q2. 4)= 3 By [3,(Y.Q.1)log S (Y.Q.1)]

3-30
e (3-30)

The utility of this auxiliary function has the property that increasing (A, /i) by re-

estimation of the parameter set will monotonically increase the total likelihood function in Eq.

(3-29).

Since in this section the distributions are assumed to be elliptically symmetric and,
therefore, the existence of a local maxima is guaranteed over the convexity of the likelihood

function, we can find the re-estimation of the parameter set by taking the AM-dimensional
derivatives of the ()(A, /i) function with respect to g and X, and set it equal to zero. For re-

estimation of the M-vector of multivariate x we have:
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9QA, L)

0 I=sy=sN
ou;
A - R
= E X0 Y [E] (v-a)) /57 =0 a3
Q IETH(Q)
where:

T]‘(Q,)={t:ql=sj}

By interchanging the order of summation and multiplying both sides of the Eq. {(3-31) by

A A -1
‘2 il which ‘Z j‘ 1s assumed to exist, we have:
S 2
>N B (Y.Q /5] (v, -2))=0 3-32)
1=1¢,€Q
Note that this equation was derived from Eq.[(3-26), by replacing b () with
f 0 Nly,iu;.0°E ) dG(o,) (3-33)
0
According to the Fan’s theorem and Eq.|(3-26), the Eq.|(3-33) can simply be represented
by:

o{b; (1)}
H(y-u)" = (y-u}

(3-34)

Y=Y,

Borrowing the forward and backward variables of Eqs.|(3-8) and|(3-10), we can solve for

the re-estimation of u

t=1 =1

T L7
Aaj = (E(pt(])ﬂt(])] E(pt (].)/3; )y, (3-35)
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where:

N
N : a{b; ()}
9,()) = D, o (Daz| -2 — (3-36)
‘ 21 T ey -u) = - u)
: : I ly=y,
Upon finding the expected values, for re-estimation of X ;o we obtain:
WAL o s
0Z;

(3-37)

T 1z
— ij = (E a,()B, (j)) : E‘;ﬁt DBy, =u)y, —u; )
=1

=1

To efficiently implement these closed-form solutions, one can find the new variable we

introduced in Eq. |(3-36). We now take a look at two important special cases for elliptical

symmetric densities.

3.4.1.1 Multivariate Gaussian

Let’s start with:

-1 T el
12 —(y,—u) 2 (y,~u;)
b =[2| 2,2 (3-38)
where for this special case we have:
0{b, (D)}
) J | =b;(1) (3-39)

oy =) I =)
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and therefore:

@, () =0a,@) (3-40)

3.4.1.2 Multivariate Cauchy

In this case we have:

d
-1/2 I () )
=[2Gy Zly) 3-4D)

where A =(&, d, d,2) is the parameter set to be re-estimated. For this special case we have:

a{b;(1)} |
oy -u) = y-p)}

(3-42)

d
d _1 _ —(0+—+1)
=2(5+5)\2j\ Gy = )

Note that since the expected values cannot be defined for multivariate Cauchy densities,
the derivations may need to be custom-tailored for these families of densities.
With this, we close this chapter and proceed to the next chapter for hidden Markov

discussions.
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4 Two-Step Hidden Markov Model

In this chapter we take a different approach in order to improve the “goodness of fit” of
the model. In this regards, we estimate the probabilities of Markov switching with two separate

definitions: Transient Probabilities, and Steady Probabilities. To best of our knowledge this is

the first time that the transient and steady responses of probability estimations of HMM are
studied with a 2-step HMM. We will first introduce a two-step HMM, where the first step uses a
standard Viterbi. The second step combines state sequence and uses an extended Viterbi to
model the transient and steady probabilities.

The first section introduces the first step standard HMM. Section 2 introduces the second
step of the derivation based on a combined state sequence HMM. Next section introduces the
steady versus transient probabilities. Section 3 gives an example to illustrate the theory, and

conducts a comparison between the standard first-order HMM and our two-step derivation of

HMM.
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4.1 First Step: Standard HMM

Let @ =(q1, q2, ..., gr) represent an N-state, ¢ time-long Markov process, where ¢, (1 <t <
T) represents any of the N states. Let Y = (yi, y2, ..., yr) represent an observation sequence,
where y; (1 < ¢ < T) is a discretized measure of a continuous-time multivariate observation
universe. A basic assumption of HMM holds where the observation is memoryless, i.e., for any ¢,
the observation y, depends only on the current state x;.

Lets once again introduce the notation for HMM as adopted this chapter and the
remainder of the document. Note that this notation is consistent throughout the dissertation, and

we are repeating it here for the sake completeness.

Pr(Q): Total probability of the state sequence Q;

Pr(Q,Y): Joint probability of state sequence Q and the observation sequence Y;
Pr(Q|Y): Probability of state sequence Q, conditional on the observation sequence Y;
Pr(Y|Q): Probability of observation sequence Y, conditional on the state sequence Q;
Pr( g ): Initial state probability;

Pr( g1 | g+ ): State transition probability;

Pr( y:| g;): Probability that y; is observed at time #, given the state ¢, at the same time;

Our aim is to find a particular state sequence Q°, when the observation sequence Y is
given, such that Pr(Q’|Y) is maximized. Solving this maximization problem is equivalent to
solving the problem of maximizing Pr(Q*,Y)ZPr(Q*\Y).Pr(Y). The solution to this problem via a
standard Viterbi is:

Pr(Q,Y)=Pr(Q).P(Y Q)

= Pr(¢,).Pr(y, |q1).PTr(q2 lg).Pr(y, 1g,) ... @1y
= Pr(g))-Pr(y, I9))-] [ Pr(g, 19.-)-Pr(y, 1))
t=2
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Adopting the method, described in chapter 3, we can find a state sequence Q" = (g1, ¢2 ,

..., gr ), which is basically the solution to the problem number 2 of HMM explained in Section

3.2] The main contribution of this chapter is to find another state sequence that has a larger

maximum likelihood than the state sequence Q.

4.2 Second Step: HMM with Combined State

Lets introduce a combined state sequence AQ = (Aqi, Ag», ..., Agr.;), where:

Aq =949,  1stsk-1 (4-2)

Note that AQ is a N” state, (7-1) time-long first-order HMM. For example, in the speech
recognition sense, for the word “seems”:

Q=1(91,92 45, 94, 95) = (s, ¢, ¢, m,5)

AQ = (Aq1, Agqr, Ags, Ags) = (se, ee, em, ms)
Therefore the N=3 states of Q versus N=9 states of AQ for the HMM for a dictionary that only

contains the 3 letters of the word “seems”, i.e., s, e, m would be:

$ s se  sm
Q=| ¢ =AQ =| e e em 4-3)
m ms me mm
The univariate observation sequence for the combined state HMM is 7=z, 2, ...,
zy.1), where:
2, =Pr(g,, 1 Y)-Pr(g, 1Y) 1stsk-1 4-4)

Note that the two elements of the RHS of the Eq.|(4-4) are already estimated from the Eq.[(3-16

of the standard HMM in the previous chapter.

44



The objective of the second step HMM in this section is to find the particular state
sequence AQ" so that Pr(AQ"|Z), or equivalently Pr(AQ",Z) = Pr(AQ’|Z) . Pr(Z) is maximized.
We have:

Pr(AQ,Z)=Pr(AQ).PH(ZIAQ)

= Pr(Aq,).Pr(z, 1 Aq)).Pr(Ag, | Ag)).Pr(Az, 1 Agy) ...
4-5)

T
= Pr(Ag)).Pr(z, | Ag, ).1_[ Pr(Ag, 1Aq,_,).Pr(z, 1 Ag,)
t=2

The state sequence Ag, is defined as ¢ ¢,+; . Additionally keep in mind that although the
states for this HMM may look like a second-order HMM, they are not. Note that each

combination of Ag belongs to a separate state, since the second step HMM has N states, e.g., Eq.

(4-3). In other words each Ag, can be considered as a single state, associated with a N” state, (k-

1) time-long first-order HMM.

4.2.1 Steady vs. Transient Probabilities

Aq explains the steady state versus transient probabilities. If in ¢.;, ¢, both consecutive
parts (i.e. g.; and ¢, ) are the same, then it implies that there is more likelihood that the Markov
state at the next time step stays on the same state. On the other hand if the two consecutive parts
of q,_j*q,* are not the same, then the Markov switching is on the transient from ¢, 1* to q,*. In the
speech recognition sense, again for the word “seems”:

AQ = (Aq1, Agz, Ags, Ags) = (se, ee, em, ms)

shows that the second state is a steady state of state “e”, and every other state is transient.

Referring to the notation used in Eq.|(4-3)| one can relate the diagonal elements of AQ

matrix as steady probabilities and the off-diagonal elements as the transient probabilities.
Introducing the steady and transient states enables to claim that if the state goes to a transient
response it will soon end up on the second state of the two combined states.

We can now introduce our final single state sequence, which is always the second part of

the combined state sequence. If the combined state sequence is steady, then the second part of it
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is indeed the current state. If the combined state is transient, then the second part is the state in
which the transition will end up. This state sequence estimation is in general ahead of time.

Note that, once again finding the AQ” is the solution to a separate standard HMM that

was explained in Chapter 3. Lets introduce a single state sequence Q =(¢;,02»---»q7 ) » SO that:

Gie1 =i Where:
¢is = Argmax{Pr(¢,q;, 12)} lsisk-1 (4-6)

and ¢, =¢

Pr(Aq,|Z) = Pr(g, g1 |Z) is already estimated as the output of our second step HMM via

maximization of Eq.|(4-5). The joint probability of states and observation sequence for the

second step HMM can be noted as:

Pr(Q,Z)=
= Pf(‘ﬂ)-PTr@z 14).Pr(z13,) ... 4-7)
= Pr(§)).] [ Pr(g, 1G,-) Pz, 19,)

1=2

Adding a zy with Pr(zo)=1 to the observation sequence of Eq.|(4-7), we can linearly

transform Z = (zo,zy,...,2z11), tO i=(21,22,...,2T)by shifting the time index forward by 1,

yielding:

Pr(Q,Z) -

= Pr(§).] [Pr(3, 14,-)-Pr(5,14)
1=2

@-8)

Note that the state sequence of Q =(¢;»¢3»---»q7) 1s already calculated from Eq. [(4-6),

and will not be estimated from maximizing Eq. [(4-7) nor from Eq.|(4-8). Using Eq. |(4-6),

however, we can see that the characteristics of the states ¢ are the same as states g. However, the
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sequence of Q is different than the sequence of Q) . Therefore, the transition probabilities of the

two states different. In other words:

g=q
Pr(q, 14,_,) = Pr(g, 1q,_y) 4-9)

Pr(z, 1g,)=Pr(y, lq,)

There are two differences between the standard HMM state sequence estimation of Eq.

(4-1) and the extended HMM state sequence estimation in Eq. [(4-8): First, the observation

sequence and the transition probabilities are different. Second, the length of Eq.|(4-8)|is less than

Eq.|(4-1) by 1 probability measure because the first state at Eq.|(4-8) doesn’t have an observation

associated with it.

Due to the differences between the transition and observation probabilities, we cannot

directly compare the total maximized likelihood of our extended 2-step HMM of Eq.|(4-8) with
the standard HMM of Eq.|(4-1). It is, however, for Eq.|(4-8) to be greater than Eq.|(4-1) because

of its shorter length. Note that the probabilities are positive values and are less than 1, so shorter
sequences have larger total likelihoods. To confirm this hypothesis, we conduct a series of

experiments, as we will describe in the next section.

4.3 A 2-Step HMM Experiment

To evaluate and compare the extended two step HMM algorithm with the standard first-

order HMMs, we conduct a series of experiments. The result of one of the experiments is given

in this section. |Figure 4-1|shows a 2 state (i.e. N=2) HMM with its associated time series of

length 7=1000°. Note that this time series is generated with an AR(1) difference model with

different set of parameters at each state.
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Figure 4-1: A sample 2-state HMM with its univariate time series

More specifically, the generative models at both states of|Figure 4-1|are:

=402 +0.1y +¢ :16~N0,02), ifx,=1
Da=-02+07y +¢ :6~N(0,09), ifx,=2 (4-10)

where: y, =0

The sequence of hidden states Q is shown at the top of|Figure 4-1| Q is essentially what

we are trying to estimate, having Y as observation sequence. [Figure 4-2|shows the hidden state

sequence Q as a solid red curve on the top exhibit), and its estimate that is obtained from a
standard one-step first-order HMM as a dotted blue. Our goal is to find a state sequence that has
less error and higher total likelihood than the estimate described by the blue line.

State 2—

T T
] I
| i
[l q
1| 1 |
4 /]
State 1

—— Frist Step HMM True "Hidden" States
_ _ .First Step HMM Estimated Probabilities, i.e. Pr(Q * 1Y)

T T
H J{_*_‘)__ po— J‘) _—JhL_, _Jl.___‘ ) Y A
‘ Second Step Observation Sequence, t.e.Z=Pr(q_, TY)-Pr(qTY) ‘
| | | |

T T T T |
100 200 300 400 500 600 700 800 900 1000
Time

Figure 4-2: (a) The true 2-state sequence and the first step estimation of Markov probabilities, (b) The second

step observation sequence, calculated as the difference of the first step Markov probabilities
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Figure 4-3: The second step estimated 4-states for the second step observation sequence

Figure 4-2

b shows the observation sequence for the second step HMM of our derivation,

calculated from the estimated probabilities of the first step HMM in Eq.|(4-4). The next step is

the second step HMM that we run for this problem. Here we conduct a N°=4 step HMM on the

observation sequence in|Figure 4-2tb.

Figure 4-3

(4-5). Note that the hidden states for the second step are defined by Eq.|(4-3).

shows the estimated four states of the second step of our HMM, using Eq.

After the second step is complete, from the dotted red curve of the|Figure 4-3} we can

calculate our extended Viterbi solution Q =(¢;,¢3»---»q7) via Eq.|(4-6).

Figure 4-4-a, shows both the first step and the second step state probability estimations.

The first step, shown by blue dotted curve is the standard Viterbi solution via a standard first

orders HMM, whereas the green solid line is the extended Viterbi solution via a two-step HMM.

- - - First Step HMM Probability Estimation
—— Second Step HMM Probability Estimation

2{{— True HVM States} U U [ \ \ ﬂJ \ 8

! | | | | | | | | |

[ 100 200 300 400 TSIS% 600 700 800 900 1000
Figure 4-4 Top. (a) The first step versus second step state probability estimations.

Bottom. (b) The true state estimate, shown for comparison purposes
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It’s worth noting that in |Figure 4-4ta, the green solid line is still the estimated

probabilities, not the state sequences.|Figure 4-41b is the state sequence. The fact that the second

step probabilities are a lot cleaner than the first step estimation shouldn’t be misunderstood.

Figure 4-41b shows the state sequence that we intended to estimate. This figure clearly shows the

advantages of our 2-step state estimation method versus the standard HMM.

4.3.1 A Comparison

The extended Viterbi algorithm via a two-step HMM that we discussed in this chapter has

one major advantage and one major weakness comparing to the standard one step HMM:

Weakness:

The computational complexity of our extended Viterbi is larger than the standard Viterbi.
This is due to two reasons: First, the extended Viterbi runs the HMM algorithm twice. Second,
the second step of our extended HMM runs on a N* state Markov chain. In general the
computational complexity of the standard Viterbi (one-step HMM) versus the extended Viterbi
(two-step HMM) is O{TN*} versus O{T(N+N*)*}, respectively, where 7T is the length of time
series. The difference in the computational complexity is particularly noticeable for systems

with larger number of states.

Advantage:

The main advantage of this method versus the standard Viterbi is its greater accuracy of

estimation. As shown in |Figure 4-4ta, the state estimation of the extended Viterbi is more

accurate and cleaner than the standard Viterbi. Furthermore, there are multiple times that the

standard Viterbi with a one step HMM misses the Markov switching points at time t=380, t=740,

and t=830, whereas the 2-step HMM catches the Markov switching accurately and consistently.
With this method we are sacrificing some computational efficiency to get a more accurate

state estimation. To quantify the advantages of the 2-step HMM method over the standard HMM,
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a series of 30 experiments each with the length of ~=1000°° are conducted and the differences
between the outputs of the two methods are observed. On the average the extended Viterbi
method gives 29% improvement over the standard Viterbi. Along the series of experiments, a
range of 14% to 41% improvement over the standard Viterbi was observed. The particular
example in the previous section showed 21% improvement for the state estimation over the

standard Viterbi algorithm.
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5 Duration Dependent HMM

We will discuss a novel derivation of HMM that involves duration dependency of the
state probabilities. This approach diverges from the Markovity assumptions to some extent, and
derives the transition probabilities conditional on the joint density of what the current state is and
how long the current state has been occupied. Because there have been a large number of studies
related to this topic during the past decade, we will first review the past researches and then

present our approach.

5.1 Background of the Duration Dependent HMM

Since the inception of HMM, scientists have tried to explore various ways of increasing
the “goodness” of the fit of Markov models. Experimental evidence demonstrates that the
inclusion of duration modeling can improve the training rate and ultimately the goodness of the
fit . Vaseghi in showed that in a data set of spoken English alphabet, durational
modeling improves the recognition accuracy by 5.6%. There exists some arguments, however,

against explicit-duration modeling since it increases the complexity of the HMM. An
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improvement of 5.6% in magnitude of the state probabilities may not even change the output of
the Viterbi state estimation . Adding more complexity to the likelihood function of
observations, conditioned on the state sequence may result in some inevitable errors during the

maximization process as others have discovered . Vaseghi introduces the duration-dependent

transition probability matrix where the transition probability matrix in Eq.|(3-3) becomes a three

dimensional matrix with each entry a; having a different value for each discrete measure of
duration d, on the 3rd dimension of the matrix . At the end, fitting a polynomial to the 3rd
dimension brings back the transition probability matrix into the two-dimensional space where
each element a; now 1s a function of d; i.e. a;(d). Durland and McCurdy also introduce the
duration dependence directly into the transition probability matrix with the difference that the
matrix elements follow an exponential kernel rather than a low order polynomial . Lam
extended the method by combining Hamilton and Durland and McCurdy’s approach to
incorporate the duration dependence in [64]. Hirokuni uses a Bayesian interface via MCMC and
incorporates duration dependence for estimating the business cycles in Japan . Finally
Pelagatti uses Gibbs sampling for duration dependent Markov switching models and applied it to
the US business cycles .

Russell and Cook address the property of the underlying model of state duration within
the context of speech pattern modeling . To accomplish this, they presented an
experimental evaluation of two extensions: Hidden semi-Markov models (HSMMs) and
extended state HMMs (ESHMMs), where each state of HMM is modeled by a separate sub-
HMM that outputs the pdf of the duration of that state . The distributions considered in this
research are Poisson and Gamma, and the method is theoretically extended to other distributions.
All of these studies have improved the modeling of duration probability estimation.

Mitchell, et al. in looked at the complexity of explicit duration HMMs. By
introducing a new recursion method that significantly reduced the cost of training, as formulated
to lower than other HMMs with duration modeling.

Burshtein introduced a robust parametric modeling of durations in HMMs . He
proposed a modified Viterbi algorithm in speech recognition in such a way that through
incorporating both state and word duration modeling. He proved that the error rate in speech

recognition could be reduced by 29% to 43% when compared to previous methods.
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Djuric, et al. introduced an MCMC sampling approach for estimation of non-stationary
HMMs @ They also considered a time dependent transition probability structure that
indirectly models state durations by a probability mass function. More recently, Johnson
addressed the capacity and complexity of HMM duration modeling techniques . Johnson
studied the standard and extended HMM methods with specific duration-focused approach.

Lately, during the past three years, from 2009 to the current date, several studies present

HMM with duration dependency [72-78]. Also we would like to address two valuable literature
reviews in duration-dependent HMMs, one by Ostendorf, et al. , and another one by Yu ,

which is a unified review of more recent works.

Reviewing more than 300 articles, published during the past two decades , we
observe that most of these studies include the duration in the HMM structure for improving the
goodness of fit of the model. Such an approach, however, increases the computational
complexity. Many of these approaches can also estimate the expected duration of each state. All
of these studies without exception, however, somehow include the duration of stay in the state
transition probabilities, either directly or indirectly, implicitly or explicitly.

For out-of-sample applications, however, in which the current state self-loops during
some time frame residency, the re-estimation of the state transition probabilities increases the
probability of staying on that state. The reason for this is that no matter what method we use to
re-estimate the state transition probabilities, at the end of the day, we are essentially counting the
number of the time frames that HMM has been on that state, and divide it by the total number of
time frames. Keeping this division in mind, a self-loop on any state, increases the numerator of
such a division and thus, increases the fraction; i.e., the self-transition probability. As such, in an
out-of-sample framework during the residency on any state the magnitude of the corresponding
self-loop transition probability increases, and causes the probability of switching to other states
to decreases. Some of the hidden semi Markov models (HSMMs) set the self-transition
probabilities to zero, and assume that each state has multiple observations that correspond to the
duration. These methods essentially have the same kind of problem in their emission model

structure for out-of-sample applications.

According to Eq.[(3-3) and|(3-4) rows of the transition probability matrix always add up
to 1, and therefore according to the Perron-Frobenius theorem , this matrix always has at

least one eigenvector with all N elements being 1, which corresponds to the eigenvalues of
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magnitude 1. This fact makes the dynamics of HMM unstable, where the unstable modes
correspond to the magnitude 1 eigenvalues. For such dynamics, during the short-term response
(for small durations) the stable modes are dominant. In the long run (for long durations),
however, the stable modes damp out and are overtaken by the unstable modes, leading to
unreliable results. Clearly a better estimation of duration probability is needed.

We know that a good measure of the duration probability is the one that can increase the
transition-to-other states’ probability with passing time so that we can expect the state to
switching .

Solving this problem for out-of-sample frameworks is the main motivation of this
chapter. There are two major differences between this research and previous studies:

The main purpose of this research is not to increase the accuracy of estimation nor
increasing the goodness of fit. The purpose of this research is to solve the
dilemma of estimating the expected duration of stay on each state without using
conventional methods.

This study incorporates the duration of stay in the state probabilities independent
of the state transition probabilities. In other words, we will have two different
transition probabilities, 1- State transition probabilities and 2- Duration transition
probabilities.

From the system dynamics standpoint, the previous studies include the duration in the
open loop dynamics, whereas, we include the duration as a closed loop dynamic. Therefore, our
derivation controls the state transitions to follow a certain duration distribution. Since the
parameters of that duration distributions are unknown, we use a separate EM algorithm to
estimate them. Therefore, the computational complexity of the EM algorithm for duration
modeling is of the same size as the state modeling, which is significantly lower than the methods
described in the past studies. For the past studies the computational complexity increases by the
power of 2. Additionally this method estimates the distribution of the durations and thus, the
probability of duration at each time step; as compared to the past studies that estimate the

expected values and/or lower and upper bounds of the durations.
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5.2 A Novel Derivation of Duration-Dependency

Let g, be the actual hidden state at time ¢, and let d,! be the latest duration of stay on state

¢.. Table 5-1 shows a possible realization for ¢; and d,' to illustrate the concept.

Table 5-1: A possible realization of 2-state process states and corresponding durations

t |12 1314|516|7(8]9
qr | S1 | S1 | S1 | S2 | S2 | S2 | §2 | 81 | S
d'l1|2]13[0[0]0|0]1]2
10|00 |1 [2[3]4]0]|0

We are trying to build a model that the probability of ¢;+; being on a certain state s;
depends on ¢, and d; independently. For each state, note that dy.; is deterministic when d,’ and

S;+1 are given:
7 i .
diyy=d;+1 Y G =q,=s

diy =1 A Q1 =G =S; (5-1)
d;=0 if g =5

This also shows that to find dti we don’t need to remember the sequence of ¢, 2 ... We

only need to have the d,. 1i and the ¢,.

Figure 5-1: Kernel of a Sigmoid function

56



Table 5-2: Elements of the Duration Dependent Model

N Number of distinct states
A= [al.j] ij: [1,M], a; are the elements of the state transition probability matrix
B= [dij] ij: [1,N], dij are the elements of the duration transition probability matrix
S; i: [1,N], Distinct states
q, Actual state at time ¢
dti The consecutive duration of stay on state 7, at time ¢
Sti Probability of actual state at time ¢ being on the state s;: Pr(g,=s;)
¢ xcitatory d; to switch to other states
d E Excitatory d;' to switch to other stat
d' I Inhibitory d,' to switch to other states
Dtl Probability of d;' being excitatory, given the state at time ¢ : Pr(d,  E | ¢, =s,)
S; 1 x N) Vector form of the probabilities S* for i:[1,
p t
D; (1 x N) Vector form of the probabilities Dtl for i:[1,N]
67 i Expected duration of stay on state 7, given the Gaussian assumption
afﬁ Variance of estimated duration of stay on state i, given the Gaussian assumption
Y, Observation at time ¢
Y Observation sequence from time / to T
q
A Markov model parameter set
6 Emission model parameter set
o ; (i ) Extended Forward variable in the Baum-Welch method for joint densities of state and duration
b.(t Emission probabilities of jth observation at time ¢
j p J
/J) ; (i ) Extended Backward variable in the Baum-Welch method for joint densities of state and duration
4 ; (i ) Probability of being on state i, while duration of stay at state i is excitatory at time ¢

Probability of going to state j at time 7+ 1, conditional on being on the state i, and having the
duration of d,' at time t, given the parameter set of the Markov model and the observation
sequence
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Table 5-2 introduces the elements and notations of our duration derivation. We assume
that the durations dti |g,=s, follow a certain parametric distribution for example Gaussian,

Gamma, etc. Therefore, in a parametric framework we try to estimate the parameters of that
distribution. For now to illustrate the theory let’s assume that the distribution of the durations is
Gaussian. Implementing this method for any other parametric distribution follows the same steps

as the Gaussian distribution. We have:
d'lg =s;~N(d',05) (5-2)

Where the parameters to be estimated are:

d' = Mean(max(d,))
4 (-3)
o2 = Var(d' =0)

Therefore, we have:

| —(d;-d')’
Pr(d/ g, =5,)= 20 5-4)

——¢
V2moy

We further truncate the distribution of Eq.|(5-4), or any other possible form of dti lq, =5,

to allow only for positive values of dti. The duration of zero timeframe might correspond to a

non-zero probability. This means that by our definition Pr(dti|qﬁés,~) could be also non-zero. Thus,

the cumulative density function (cdf) of the duration of stay for each state follows a sigmoid

kernel of|Figure 5-1] Note that if the distribution is non-Gaussian, the cdf function will be a

skewed version of the sigmoid function. With this notation, as time passes, if the current state

dose not switch, the cumulative probability of d;' goes up on a sigmoidal trajectory. The dotted

line in|Figure 5-1|denotes the inflection point of the sigmoid function that corresponds to the

Pr(dtinFS,-) = 0.5, and is in the middle of the distribution for the Gaussian case. This feature

makes the dynamics of probabilities similar to the excitatory (£) and inhibitory (/) interactions in
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a localized population of neuron synapses. Wilson and Cowan showed that the excitation and
inhibition of neurons follows a sigmoidal kernel, in such a way that if the excitatory neurons are

more than 50% of the population, the localized neuron population fires . Borrowing that

notation and applying it to the Eq. {(5-4), by definition we have:

If Pr(d,lg, =5)>0.5 then d :Excitatory (E)
If Pr(d,lq, =s;)<0.5 then d, :Inhibitory (/) (5-5)

= D =Pr(d =Elg, =5;)=1-Pr(d/ =Ilq, =s,)

Which means that if the Pr(a’f lg, =s,)> 0.5, say Pr(df lg, =s;)= 0.6, then there is a 60%

probability that the ¢,+; would switch to another state, conditional on its current duration. This is
so far the Markov switching conditional ONLY on the duration of stay and independent of the

current state (i.e., current duration status, “E” or “I”). In other words as time passes,

Pr(df lq, =s,) follows the sigmoidal kernel of|Figure 5-1 and therefore until it hits the inflection

point there is more probability of “stay” and after the inflection point there is more probability of
“switch”. The only difference here with the original localized neural population is that in neural

system when the population of “E” neurons hits the inflection point, the total population fires
deterministically. In our derivation, however, while the d;' I, (i.e. Pr(a’f lg, =5,)< 0.5, and the

probability trajectory has not reached the inflection point yet, the probability of “Stay” is
increasing and at the inflection point the probability of “Stay” is maximized. After that the
probability of &' I increases and therefore the probability of d/ E decreases. Therefore at the
inflection point there is no guarantee that the regime will switch deterministically. The

probability of regime switching conditional ONLY on the duration of stay is, however,

maximized. With the notation that Sf =Pr(g, =s;) and Df = Pr(df = F) in our model we are
trying to derive Sti ., conditional on the joint density of Sti and Dti. Note that based on Markov

properties of HMM Sti is independent from Dti.
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Now lets derive the Markov switching probabilities (i.e. ; +1 = Pr(g,,; =,)), conditional
on the joint densities of current state (i.e. Sf =Pr(g, =5;)) and current duration status (i.e.

D} =Pr(d, = E)). We have:

N
Pr(g,,1 =s;)= EPY(% =si,d; = E)Pr(q,, =519, =5;.d; = E)

i=1
N

= Epr(% =s5)Pr(d; = Elg, = 5;)Pr(g,,, =51, =5s;.d; = E) (5-6)
7

=2Pr(%=5z’)Pr(%+1=5j'|%=5i) for j=1: N

=1

On the other hand we have:

N
Pr(g,, =s;)= EPr(Qt =s5;.d, = E)Pr(g,,, = silg = sipd; = E)

=1
N

N

= EPr(d; = E)Pr(q, =5, 1d; = E)Pr(q,yy =5, 1¢, =5,.d; = E) (5-7)
=1
N

= Epr(d; = E)Pr(g,, =s,1d, = E) for j=1: N

=1

Combining Eqs. and, we have:

N
1 i i
Pr(q,,, = s]-) = EE{Pr(df = F)Pr(q,,, = 5 ld, = E)+Pr(q, =s5,)Pr(q,,, = 5 lg, = 51»)} (5-8)
=1

In the matrix format of the probability space for say, a 2-state HMM we will have:
1
Sen = E{St.A +D,B}

R KR
21 22

N | =

(5-9)
dyy  dy
dyy  dy

60



where a;; is defined by Eq.[(3-3), and consequently djj can be defined as:

d; =Pr(q,, =s,1d; = E) (5-10)

Eq.|(5-9) from the statistical and also system dynamics standpoint has intuitive meanings.

From statistical standpoint, it means that the probability of Markov switching comes from two
sources:
What state we are currently on,

The duration of stay on that state.

At the end, Eq.|(5-9) takes the average of the probabilities of two sources as the total

probability. From the system dynamics standpoint, however, Eq.|(5-9) corresponds to a closed-

loop version of a traditional HMM. In a traditional HMM the first part of the right hand side of

Eq.|(5-9) is all it matters since the probability of Markov switching is only conditioned on what

state we are currently at. The second part of the right hand side of Eq.|(5-9), however, introduces

a feedback from the history of Markov switching, and basically controls the HMM probabilities

so that the duration of stay on each state follows a distribution denoted by Eq.|(5-4). Note that

Eqgs.|(5-2) and|(5-4) are based on the assumption that the parametric structure of the distributions

of durations are known a priori, (e.g., they are Gaussian) and the values of the parameters have to
be estimated. The Gaussian assumption is particularly a good assumption if we have enough
regime switching in our history so that the law of large numbers applies. The excitatory and
inhibitory probabilities of duration, however, can be calculated based on any distributions. For
instance, one may assume that the durations have a Gamma distribution, being skewed towards
the more recent history.

Now for implementation of this method we have to derive the re-estimation probabilities
and inductions. Based on the EM algorithm to maximize the total likelihood of the observation
sequence, conditional on the joint density of the states and durations we can derive the re-
estimation procedure . First in the E-Step we derive our Extended Forward-Backward

procedure. Consider the forward variable o, (7)as:

0,()) = Pr(y ysy,» 4, = sipd; = E14) (5-11)
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where A is the entire Markov model parameter set. Therefore, based on Eq.|(5-8) we can solve

for a, (1) inductively according to:

Initializa tion :

a,()=nb(l) : 1<i<N
Induction : (5-12)

N
. 1 . i
a,, ()= zz(at(z)ay +D,'d;) |b,(t+1)
j=l

where bj(¢+1) is the emission probability, based on the emission model. For instance, one can use
an Autoregressive model AR(p) for emission probabilities with parameter set §. The details of

this emission model were discussed earlier. Now consider the backward variable f,(z) defined

as:

B()=Pr(y 1y aey7 g, = 5ind) = ELA) (5-13)
Again based on Eq.|(5-8) we can solve for [3,(z) inductively, but backwards this time, as follows:

Initialization:
Pr=1 : l<i<N

Induction: (5-14)

‘]\f .
B,(i) = E%(azjﬁ”l (D+d;Di) |b,a+1)
j=l
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Figure 5-2: The truncated distribution of the duration of stay at each regime for a 2-state HMM

Note that in our extended forward-backward method, the induction is over the ¢ and £

probabilities only, but not the D probabilities. This is due to the fact that, while Sti and Dti are

independent random variables, given d;’ and g;+1, d;+1 is deterministic from Eq.[(5-1).

Now, the probabilities of being on each state while the duration probability is excitatory

at each time can be denoted by the variable y,(z), which is defined and calculated as follows:

y,())=Pr(q, =5;.d' = E1Y, )

=>yt(i)=j‘fLm lsi<N

PIAGYAG!

(5-15)

Also the state probabilities could be calculated from the Eq.[(5-15) and Eq.|(5-4), and

(5-5). We have:

Pr(q, =s;,d' = EIY,A)

Pr(q, =s;) = —2L
U Pr(d' =Elg =5,Y,1)

(5-16)
l=si<s NV

t

Remember that Dy is re-calculated from Eq.[(5-2) to|(5-5) at the beginning of each E-

Step. Also to implement the Eq. |(5-11) to [(5-16) effectively, we need to avoid numerical
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instability, which corresponds to working with log-probabilities and a procedure called, scaling.
The details of scaling and log-probabilities are included in .
Now in order to fully describe the re-estimation process we need to define one more

probability, which is: &,(z, 7). Here we define it as follows:
£, j)=Pr(g, =S;.d =E.q,,, =S, 1Y, 2) (5-17)
Thus from the Eq. w we can calculate &, (7, 7) as follows:

[;(at(i)ay- +Djd)1b;(t+ DB ()

S 3 @0y + D+ DB ()

5§, )= (5-18)

The E-Step of the EM algorithm is essentially calculating the probabilities of Eq.|(5-11

to Eq.|(5-18). Now we can reconstruct the transition probabilities and re-estimate the model

parameters in the M-Step. For the state and duration transition probabilities we have:

: T-1_ . .
Pr(g, = 5d = Egu =3, 1Y. ) Y, &)
Pr(g, =s,.d = E1Y,A) 2?1‘ v,G)

Pr(g,, =5;lq,=5.d/ =E)= (5-19)

Also, according to Eq.[(5-7) for the re-estimation of the state transition probabilities, &y" we have:
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Pr(q,,; =5:,9,=5;)
Pr(g,, =95 lg, =s:)= ;r(q J_St)
¢ =5

E Pr(g,,1 = s}, =s;,d} = E)

- dti: =L:N
E Pr(q, = s;.d; = E) o
d' i=l:N
T-1 v o
= & = Et:l {Ei=]§l(l’J)'D[}

IO ML

And for the re-estimation of the duration transition probabilities, c?y we also have:

Pr(g,,; = sj’dti =£)

Pr(q,, =s;ld = E)=

Pr(d = E)
E Pr(q, =559, = Si’dzi =E)
_ Siti=lN
Y Pr(g, =s;.d; = E) (5-21)
Syt i=lN

L3S B

LY s

Re-estimation of the emission probability parameters, €@, is through maximization of the
total likelihood of the observation sequence conditioned on the states and durations joint

densities.

T N

6 = Argmax{zzyt(j)logPr[Y lg, = 5].,dtf = E,Gj]} (5-22)
=1 j=I

When the EM algorithm is complete with the method that was explained earlier,

there are two sets of variables that are available, which didn’t exist in the traditional HMM. The
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first set of variables is the parameters of the duration distributions for each hidden state. With the

Gaussian assumption of Eq.[(5-2) to|(5-4) the parameters are the expected value and the variance

of the duration for each state, i.e. 4 * and 0[211-. The second set of variables in hand is a time series

of the cumulative probabilities of duration of stay for each regime, along the observation

sequence, i.e. D/. These variables resembles the sigmoid function for each regime with the

expected duration of stay for each regime; ', happens at the probability of 0.5, where the
inhibitory probabilities, i.e. the probabilities of “stay”” are maximized and after that the excitatory

probabilities increases, i.e. the probability of “switch” to other states.

—47 — Time Series / J J W b

- - ~Actual States

_gl| -~ ~State Estimation Probabilities
——Mean of the Time series

— One Standard Deviation Band

Duration Sigmoid
Function

0 100 200 300 400 500 600 700 800 900 1000

Figure 5-3: (a) A sample univariate time series, as well as the Markov states and their estimations. (b)

Duration Sigmoid functions are shown to illustrate the theory

5.3 Example

Figure (5-3) shows a random time series of 1000 data points. The random data points
come from two sources (hidden states) with different means and different standard deviations.
The expected values, (plus/minus one standard deviation band around the mean) is shown on the
time series to illustrate the states. The switching between the two hidden states follows a

Markovian dynamics. To show the effectiveness of our model we showed the actual hidden

states in[Figure 5-3] so we can compare the model’s estimation of states with the actual hidden
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states. Note that in our derivations we never used any information about the hidden states, since

they are supposed to be hidden and unknown.

Figure 5-2{ shows the distribution diagrams of the duration of stay for the two states. The

expected duration of stay for the two regimes (states) are about 40 and 140 consecutive time

frames. The standard deviation around the expected values also shows the uncertainty of the

expected values. In the[Figure 5-3}b, the time series of D, is shown. This is the sigmoid function

that is inhibitory before the inflection point and excitatory after the inflection point.

5.3.1 Remarks

As observed in [Figure 5-3| around time frame of 830, and 970, the actual regime

switches, although the change in the probabilities is not large enough to change the output of the
Viterbi algorithm for the state estimation. Therefore the estimated state does not catch the regime

switching at time frame 830 and 970. The state duration probabilities on the sigmoid function, in

Figure 5-3tb, however, reach the inflection point at those time frames. Therefore it shows a good

measure of the expected values of duration of stay, even when the state probabilities do not catch

them.

5.3.2 Comparison

In this approach the durations are not needed to be members of a finite set. Furthermore,
one does not need them to be bounded, with the bounds (expected values and variances of the
durations) estimated from an EM algorithm.

Yu in indicates that Explicit Duration HMM via a hidden semi-Markov
modeling framework faces the magnitude of O(TX (N°+ND+ND?)) computational complexity
where T is the length of time series and D is upper bound of duration. Variable Transition HMM
faces O(TN’D) computational complexity, and Residential Time HMM faces the magnitude of

O(T (N2+ND)) computational complexity. Since our method uses the same size of EM algorithm
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for durations as states, it faces the computational complexity of O(2TN?). This is typically
significantly lower than previous methods since the size of D is typically much larger than .

Also to illustrate the improvements that the duration dependency has over the goodness

of fit of the model, compare the two state estimation of{Figure 5-4|below.
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Figure 5-4: State probabilities versus joint State and Duration probabilities

As we can see in this figure, including durations in the Markov probabilities improves the

goodness of fit of the HMM. Figure (5-4) clearly shows that the duration dependent HMM has

smoother state probabilities that are closer to the true state sequence.

68



6 HMM in Bifurcation theory

Bifurcation theory is the mathematical phenomenon of changes in the qualitative or
topological structure of a given family of dynamic nonlinear systems, such as a family of
nonlinear vector fields, and the solutions of a family of differential equations. Most commonly
applied to the mathematical study of dynamical systems, a bifurcation occurs when a small
smooth change made to the parameter values (the bifurcation parameters) of a system causes a
sudden qualitative or topological change in its behavior .

To introduce the relationship between hidden Markov modeling and the bifurcation

theory, we study one type of bifurcation: local bifurcations.

6.1 Local Bifurcation

Local bifurcation happens when a change of parameter in the nonlinear system causes the
change of stabilities among the equilibriums of the dynamic system. To relate this fact to HMM,
we take the nonlinear true generative model of our time series to have multiple invariant sets. In

this case the time series is the trajectory of the nonlinear dynamic system and multiple invariant
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sets are multiple distributions that we are modeling our time series with them. The number of
invariant sets in our model is basically the number of states of HMM.

Assume that each state is being modeled by a distribution with an expected value and a
distribution around it. Markov switching model assumes that at each time one of these

distributions is stable and the rest are unstable.

Four Gaussian Kernels
(Equilibriums and their Basin)

30

Time

Figure 6-1: The trajectory and its nonlinear model with four equilibriums

Figure 6-1|illustrates the concept. HMM with four states can model this time series, with

4 Gaussian distributions as their emission models. Then the state with higher Markov probability
will be chosen as the stable state, where its expected value is the stable equilibrium point and the

distribution around it is its basin of attraction. All other equilibriums are unstable (unattractive).

Figure 6-1[shows the location of the stable equilibrium with a solid red line, versus the unstable

ones that are shown by dotted red lines.

Any Markov switching point is a local bifurcation point in time. This means that while
the number of equilibriums is constant, some “hidden” change of parameter causes topological
change of model where the stable equilibrium loses its stability and one of other equilibriums
becomes stable. In HMM this is called a Markov switching point.

Note that because of the noise and uncertainty, while the trajectory is traveling through

time, the positions of the equilibriums are re estimated.
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Figure 6-2: Locus of 4 equilibriums in a financial time series

Figure 6-2[shows the locus of the estimated equilibriums over time. In this figure, the

solid curves are the locus of the equilibriums while the dotted curve is the position of the
STABLE one, while switches back and forth among the equilibriums at the bifurcation points.
The vertical lines are the bifurcation points in time.

Note that each equilibrium has its own basin around it that when we find out which one is

the stable one, that basin is considered as the basin of attraction.
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Figure 6-3|shows the locus of the stable equilibrium point, i.e. the dotted curve in|Figure

6-2| and its basin of attraction.

It’s important to notice that when HMM estimates the equilibrium points and their basins

of attraction, the actual trajectory at that time is not available. Note that the true time series

trajectory (blue curve in[Figure 6-3) travels within the basin of attraction and basically oscillates

around the stable equilibrium point.
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7 Application of HMM in Mean-Reverting

processes

Mean reverting processes are commonly used to model different types of phenomena in
statistical interfaces. For this purpose the z-score measure is typically used to estimate how far
away the time series is from its historical mean, which depends on how mean-reverting the
process is. One has to make some basic assumptions related to the distribution and the density
function of the time series. In other words estimating the z-score typically follows the Gaussian
assumption. The original time series has to be de-trended first. The reason for this is that the

distribution of the data points on a time series with a trend is likely to be skewed towards the

trend direction, and thus would not necessarily be Gaussian [84-88].

In this chapter we will study the applications of HMM in estimating and forecasting the
mean reverting processes through applying to 1- the card game of baccarat and 2- estimating the

metric of trustworthiness in cyber security.
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7.1 The Game of Baccarat

In this work we first need to construct a mean reverting signal and then study its regime
switching with HMM. As an application of the theory we study the game of Baccarat. To
generate a mean reverting signal in any card game, the fundamental theorem of card counting is
being used . Basically, the idea is to break the card numbers down to discrete groups and
then assign symmetric constant numbers to each group. For instance, in Blackjack we can divide
the cards to two sets; {2, 3, 4, 5, 6, 7, 8} and {9, 10, J, Q, K, A} and assign a number -1 to the
first set and a +1 to the second set, except for Ace that has +2 score. Then we keep a variable
“x”, initially zero, in our mind by counting the numbers, where we subtract 1 from x, if the card
draw is from the first set and we add a 1 (or 2 if the card draw is Ace) to x if the card draw is
from the second set . Clearly the variable x is mean reverting with its long-term mean being
zero. However if the variable deviates from its mean temporarily, e.g. x=—15, then it says that the
remaining cards in the deck have to be more from the second set to eventually bring the mean
back down to zero. Therefore the player can bet more on upcoming cards being from the second
set. In the game of Baccarat, however, counting cards is more complicated, since the 3rd draw
for the Player hand and the Bank hand follows more complicated rules and there are lot of If-
Then statements involved. Therefore, upon betting, if the x=—16 for example, it is still uncertain
that the cards from the second set will land in the player’s hand or the bank’s hand, versus
Blackjack that the player can decide to draw the next card or not.

Taking a look at the Baccarat game, we know that the output of the game after each
round is one of the three: Bank, Player, or Tie. We use a database of Baccarat consist of 1000
Baccarat shoes, with each shoe containing six decks and dealt until the number of cards
remaining in the shoe is less than 6 . For our simulation we picked, 75 shoes randomly out of
the 1000 shoe in the database. 75 Baccarat shoes, is equivalent to 5135 rounds of dealt hand in

Baccarat. Based on historical data of 5135 round of game we have:

Pr(Bank|Data)=0.4563
Pr(Player|Data)=0.4487 (7-1)
Pr(Tie|Data)=0.0950
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Based on fundamental theorem of card counting, we assign symmetric numbers to each

outcome of the game . Note that here we don’t count the cards, but we count the outcomes.

Because counting cards in Baccarat could be very complicated and not necessarily faithful to the

player. Therefore, we are constructing a mean reverting signal based on the outcome of each

round of the game and not the card draws. If we assign a, +1 to Bank, -1 to Player and 0 to Tie,

and keep a variable x(¢), equal to the draw values; Bank, Player, tie we can have the time series

of outcome. [Figure 7-1|shows a sample length of 50 game outcomes to illustrate the concept.

Calculating the expected value of x(¢) yields:

3

ELx(1)]= ) x,())Pr(x;(1))

=+1x(0 .éil=5163) +0x(0.0950)-1x(0.4487) (7-2)

=0.0076 =0

Now keep going forward with the theory of card counting, the first signal of interest for

us is going to be the cumulative sum of all x(¢).

()= E x(T) (7-3)

=1

—y(t)

7aol - - ~Moving Average of window length 1000

o

5

500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Time

Figure 7-1: (a) The time series of y(¢), the moving average of length 1000, and (b) w(7). For illustration

purposes y(f) and w(?) are also shown in the time interval of [0 5200].
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Figure 7-1|shows the time series of the signal y(¢) for our sample Baccarat of 75 shoes.

This signal is equivalent to what we described for Blackjack in the section|7.1{ In the theory of

card counting this variable is easy to track at the table since after each hand based on the
outcome of the game to be Bank, Player or Tie, we add a +1, -1, or a 0 to the variable,
respectively. The initial value of y(f) is zero. Note that, unlike x(¢), the overall mean of the
variable y(f) is not zero. This is because the expected value of x(¢) is not exactly zero and is
skewed towards the positive side a little bit. Intuitively this means that after 5135 sample draw,
the difference between the Banks and Players becomes more significant, lifting up the mean.

To build a mean reverting process we consider the deviation of the signal y(¢) from its
moving average. By definition, the moving average of y(¢) crosses y(¢) frequently, and it means
that at the intersection points the deviation signal is zero. The deviation of y(¢) from its moving
average oscillates around zero and therefore is mean reverting. Let’s build the deviation signal of

interest, w(?):

w(t) = y(t)- 15 [»(D)]

3w (-4

Figure 7-1|also shows the signal w(7); the deviation of the signal y(¢) from its moving

average of rolling window of length 1000. This means that at each instant of time #, the variable

(t—17,) is kept constant at 1000. This implies that as time passes and ¢ gets larger, 7, also moves

forward and gets larger; therefore the difference (the window length of the moving average)

staying constant, e.g. 1000.|Figure 7-1tb is w(¢), the mean reverting signal of interest in this

research.
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7.1.1 How to use HMM to play?

Note that since the moving average of rolling window of length 1000, starts from the data
point 1000, our mean reverting signal of interest, w(¢), also starts from 1000. When the mean is

temporarily positive, the HMM is in state 1 in Figure 7-2 and 7-3, this means that the mean

reverting signal; w(z), is temporarily above zero. This also means that in|Figure 7-1] the y(¢)

signal is temporarily above its Moving Average and basically the Moving Average signal is
trying to catch up with the signal y(¢), although it is not able to reach it temporarily. This means
that y(¢) is on an upward trend, and essentially the number of Banks (i.e. +1) is more than Players
(i.e. -1). Simply, put State 1 means more likelihood of Bank than player, and State 2 means more
likelihood of Players than Banks. Therefore the idea is that if HMM is on State 1, we bet on
Bank, and if HMM is on State 2 we bet Player.

——Mean Reverting Signal: W“)‘ State 1: Locally above zero
—Local Mean; -3 or +3 with the local mean at +3 _

s TNy |
0 AR Pt i
LR M'Hu MWT TR Jil] tthlilull‘ |

5l

=}

-5
State 2: Locally below zero :
with the local mean at -3

'

—— Probability of W(t) being in state 1] ‘

0.5 =

0 _

| | | | | | | |

1000 1500 2000 2500 3000 3500 4000 4500 5000
Time

Figure 7-2: (a) The output of the regime switching model on the input signal w(#). The top figure shows the
signal w(7) and its regime switching between 2 states, one with a local mean of +3 and one with the local mean

of -3. (b) Markov probabilities.

Note that in|Figure 7-2ta the local means also are estimated as parameters of the EM

estimation. Figure 7-2-b shows the probabilities of being on state 1 at any instant in time. The
Probability of 1 means 100% probability of being on State 1, whereas probability of 0, means
100% probability of being on State 2. For illustration purposes, the figures are zoomed for the
time span of [1500,5200].
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Figure 77-3: The zoomed-in version of the last figure, at the time span of [1500,2500], for better clarity of the concept

7.1.2 Optimal Leverage Factor

The question of interest to answer here in this section is the following: In the game of
Baccarat, the State 1 is Bank, and State 2 is Player. If we know which state will come next, we
can have a strong advantage over the house (casino). But we don’t have that information, since
we simply cannot predict the future for sure. However, we have the probabilities of State 1 and 2
(i.e. Bank and Player) in the next round. This is y (i) for i =1, 2. Clearly we know that we want to
bet on the state that has the probability of greater than 50%. If the probability is less than 50%
we simply bet on the other state that has more probability. If, however, the probability of one
side, say Bank, is 99% we are willing to bet more on that particular round than if the Probability

was 51%. Therefore If we knew the probability of winning, to bet on the state, say Bank, then

what is the optimal value of your money that you have to bet at that round to maximize your

winnings over time?

Let’s answer this question:

Let 0.5<y(t)<1be the probability of winning at time ¢. Clearly if the probability is less
that 0.5, the other state is of interest. Let 0<L(f)<1 be the leverage factor, that is the percentage

of your money that you want to bet at time 7. Let O(¢) be the payoff function. For simplicity we

ignore the house commission and/or transaction costs. We have:
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Q1) =+L(1).y@) - L().(1-y(®))
=+L(1).[2y(1)-1]

(7-5)

The problem of interest is to maximize Q(¢):

L(t) = Argmax{Q (¢)}
= Argmax{ L(¢).[2y(t)-1] }
(7-6)
subject to:  0.5<y(t)<1

0<L(t)<1
The solution to this constraint maximization is simple:

O(t) = L[2y —1]+ L[27]=0

L —25 7
—zy

—=— =L=-kQRyv-1

7 27_1=> (2r-1

where k # 0 is a constant. Now let’s find 4:

0.5<y<l
=0<2y-1<l1
(7-8)

0<—-kQy-DH<1 if k<0

—-1<—-kQy-1)<0 if £>0

Using the second constraint in Eq.|(7-6) and the result of Eq.|(7-7) we have:
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0<L<l

=0<2y-1<l

{o <—kQy—-T)y<—k if k<0 (7-9)

0<—-kQy-1)<1 if k<O

=>k=-1=L{)=2y(1)-1..

This means that if the probability of winning is, say, 60%, the optimal leverage factor is
(2x0.6-1)=20% of your wealth at time ¢#. Now if the probability of winning is 90%, the optimal
leverage factor is (2x0.9-1)=80%. Note that in this derivation the person at the table theoretically

will never run out of money since its bet is always a fraction of its cash.

7.2 Trustworthiness in Cyber Security

A major challenge for a trust model is that trust is inherently application-dependent. The
important question is whether an overarching unified trust model can be made adaptable to
changing application environments. We have chosen trust (subjective-human centric) and
trustworthiness (objective) as factors to assess the success of a complex system, such as a
network comprised of sources of information, knowledge, hardware and software. Therefore, a
complex system can be considered a heterogencous network with multiple trustworthiness
measurements . A unified trust model allows trustworthiness assessment and trust judgment

of complex systems, such as a distributed sensing network, since it can address issues such as

risk, vulnerability, uncertainty, and confidence |91-93].

The studies by [94-97] provided definitions of trust and trustworthiness of a complex

system and established features of a mathematical model that could assure trustworthiness
measurements of a complex system. One specific example of the application of “Trust Model” is
the assurance of secure data query processing in wireless sensor networks in both commercial
and defense sectors. Trust is the essential component of the in-network decision making among

the sensors. These networks depend on electronic connectivity in their operation, which is
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subject to physical wear and tear as well as malicious attacks. For these networks to be efficient
as well as secure it is shown that cryptography or authentication alone is not sufficient to provide
trustworthy networks . A trust framework using both reputation and trustworthiness data
of sensor nodes is the strategy to protect distributed complex systems against malicious attacks,
tamper, and exploitation of intellectual property.

The studies by extend the definition of trust for sensor networks to reflect the

dual functions of nodes in sensor networks versus traditional ad-hoc networks. The nodes in

sensor networks relay data and also generate and collaboratively process information [98-100].

The definition provided in [100] is: “Trust is the node’s belief in the competence and the

reliability of another node. In other words, trust is the subjective probability by which node A
depends on node B to fulfill its promises in performing an action and at the same time being
reliable in reporting its sensor data”.

We provide our definition of the metric of trustworthiness:

The probability that a data point at time =7 belongs to the distribution of satisfactory
behaviors (e.g. Beta, Gaussian, Gamma, etc.) during =1, ..., 7-1, is a metric of trustworthiness.

This definition is system agnostic and does not depend on any particular distribution or
underlying factors, e.g., Subject, Agent, Action. The estimation and prediction methods
presented in this dissertation would successfully accommodate the desired features of a
mathematical trust model presented in , which are: it must (1) support a heterogeneous
network, (2) could accommodate multiple trustworthiness measures: e.g. multidimensional time
series with different underlying characteristics in different Trust regimes, (3) be carried out with
computational ease without extensive computational power from the sensor network, (4) be
conceptually simple but have a firm basis in theory, and (5) be application independent. These
properties were gleaned from trust models in wireless sensor networks, social networks, e-
commerce, mobile ad-hoc, peer-to-peer, and distributed network services.

Moreover, we have shown in Chapter 3 that the cost of implementation is linear in this

approach as opposed to supervised machine learning [101]. Liu et al. [101] showed that the

number of service transactions must stay at 2000 for the successful transaction rates to remain at

higher than 90% for a 50-node system in |[101]. The scalability of this approach is therefore

questionable for a large system, e.g. a 1000-node system.
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7.2.1 Trust Model

We will study the applications of hidden Markov machine on modeling
“trustworthiness”. For this purpose, we generate a hypothetical scenario where the notion of trust
is defined between an online vendor and its customers. In this case we take the simulated data to
be the number of customers per day as the input signal X(7). Therefore by definition the
percentage change of the number of customers per day is a measure of trust; Y(#)=[X(7)-X(z-
1)]J/X(¢z-1). In other words, if the number of customers for today has increased comparing with
yesterday; Y(¢)>0, we say that the vendor is more trusted today. And on the other hand, if the
number of customers for today has decreased from yesterday; Y(#)<0, we say that the trust to the
vendor has decreased. For simple cases we can look at the sign of Y(7) at each day and decide if
the vendor is in the Trusted state or in the Untrusted state. In practice the problem is far more
complicated. Various factors such as product availability or reliability, word of mouth, purchase

power, negative feedback, privacy concern, customers’ disposition, and vendor’s reputation

could impact trust in online transactions |102|103]. In our approach, the factors that change Y (7)

are collectively modeled as noise.

Trust evolves over time and is time sensitive; more recent actions should have more
impact on the trust value. Time series analysis or autoregressive models offer tools to take care
of the serial correlation present in trust scenarios. In autoregressive model of lag 1 or AR (1), the

regression of a deviation on all previous deviations depends only on the most recent one.

Equation |(7-10)] therefore, represents a general form for trust model accounting for

autocorrelation terms and the uncertainties (noises). Note that extension of AR(q) with ¢g=1, to

any ¢>1, via a standard autoregressive framework in Eq|(7-10) is straightforward.

Y(,0) =0 +V(-1)B, +g . & ~N©O,07)
(7-10)
V(1,0 =, +Y(t-1)By+&, - & ~N(0,03)

where the parameter set is defined as 6= {a, 5,0}. Borrowing the concept of regime switching

that we explained in chapter 3 we can simulate a trust scenario.
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In this dynamic simulation we use Metropolis-Hastings Markov Chain Monte Carlo
(MCMC) to sample from two Normal distributions, one for trusted regime and one for untrusted
regime. Here we assume that if customers trust the online vendor, they are 98% likely to stay
trusted to the vendor. Intuitively this assumption means that a vendor that has achieved a level of
trustworthiness would work hard to keep its reputation that way. In 2% of the times, however,
for whole lot of reasons, the customers might lose their trust for the vendor. In that case they are
95% likely to remains untrusted of the vendor. In other words it takes a lot of time and efforts

from the vendor’s side to win that trust back from its customers. Based on model shown in Eq.

(7-10), we assume the parameter set is taken as:

o, =+0.1, B =+0.4, o} =+0.2
(7-11)
a,=-0.1, B, =+0.7, 03 =+0.6

Here, oy =+0.1, means that in the trusted regime, the Y(¢) is supposed to increase day by

day. However we have; f =+0.4, 012 =+0.2, which imposes an autoregressive model with
Gaussian noise that takes all other factors into account. On the other hand, ¢, =—0.1, means that
in the untrusted regime, the Y(¢f) is supposed to decrease day by day. Again
S, =+0.7, 0% =+0.6, takes all other factors into account including noise. Note that the variance

of the noise in the untrusted regime is assumed to be 3 times the variance of the noise in the
trusted regime. This is due to the imperfect information distribution among the customers.
Intuitively this means that there might be many customers that don’t realize that the vendor has

lost its trustworthiness and still keep going back to the vendor for a while.

The blue time series on the top part of the[Figure 7-4[shows the input signal to our regime

switching model; Y(¢). One important characteristic of Markov switching models is that they are
NOT application-dependent and they are unsupervised learners. This means that to model this

trust system, our hidden Markov framework does NOT need ANY of the assumption and/or

parameters that we explained in Section|7.2
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Figure 7-4: (a) The input time series Y(t) and (b) its regime switching

The only input that the HMM needs to model this trust system is the blue time series on

the top part of the |Figure 7-4| This characteristic is very important since it makes this trust

framework application-independent. All the parameters that we assumed in Eq.|(7-11) and their

intuitions and all the philosophies that we talked about in [Figure 7-4|could be assumed to be

hidden. In fact it is the HMM’s job to not only estimate the regime switches, but also estimate

the parameters of Eq.[(7-11) and also the percentages of|Figure 7-4

The red step function in|Figure 7-4

MCMC modeling of the dynamics of

Figure 3-1

function of time is hidden and has to be estimated by HMM. The blue dotted plot in|Figure 7-4{

b, shows that the actual regime switches based on the

Note that this actual regime switching as a

b, is the HMM estimation of the regime switching between a trusted regime and an untrusted

regime. Note that there are times around =400 and also /=780 that the HMM is not able to

perfectly estimate the regime switches.

Also note that the HMM 1is able to estimate the parameters of the underlying

autoregressive models that generated the time series. These essentially are the parameters of Eq.

(7-11). And based on the Mean and Variance of an AR(1) process the HMM is able to estimate

the expected values and the standard deviations of the time series Y(¢) for each regime, as shown

by the solid red and green step plots in

Figure 7-4

ta. As shown there the expected value of Y(¢)

(i.e., the percentage change of returning customers) compared with the day before in the trusted

region is estimated to be positive as was expected. Additionally the noise in the trusted regime is
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estimated to be smaller again as was expected. Conversely, in the untrusted region the expected

value of Y(#) is estimated to be negative and the noise is larger.

The Markov switching on Trust models, studied here is based on duration-dependent

hidden Markov machine. As an unsupervised machine learning method, this framework is

independent of assumption and nature of the Trust model. In other words, the only input needed

to model the Trust system with HMM is a relevant time series that switches regimes from

Trusted to Untrusted periods of times.

HMM successfully estimated the parameters of Eq.

(7-11

and could accommodate the

desired features of the trust model specified in this section. This successful estimation occurred

despite various noises in the input time series. The noise or uncertainties in|Figure 7-4

could be

due to factors that impact trust in on-line transactions such as product availability or reliability,

word of mouth, purchase power, negative feedback, privacy concern, customers’ disposition, and

vendors’ reputation [102{|103].
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8 Conclusion

This study addresses improvements to the theory and application of continuous-time
multivariate hidden Markov modeling, beyond a large body of past studies. To effectively study
this subject, we divided this dissertation into three parts.

The first part, documented in Chapter 1 and 2 was an introduction about the linear
models, system identifications and their associate maximum likelihood techniques. The second
part, which is the heart of this work, is included in Chapters, 3 though 5. Chapter 3 studies three
main points. First is the theory of multivariate continuous-time HMM. This is essentially an
extension of what Shi has done for his PhD dissertation in [1]. Shi’s work was continuous time
HMM with two different types of emission model, one being an AR process, and the other being
a neural network. Chapter 3 extends Shi’s work form univariate emission models to multivariate
observations. Chapter 3 also includes two other enhancements to the theory of multivariate
continuous-time HMM: one being a robust parameter estimation for the emission model of EM
algorithm and the other being a closed-form solution to the emission parameter estimation of the
EM algorithm for some special cases.

Chapter 4 introduced an extended Viterbi algorithm by studying a combined state

sequence for a two-step HMM, in order to increase the goodness of fit of this mode.
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Chapter 5 introduced a duration-dependent hidden Markov model. The main contribution
of this chapter is providing a better estimation of the expected duration of stay at each regime.
The durations were modeled by excitatory and inhibitory interactions of neurons in central
nervous system of human body, based on a pioneering work of Wilson and Cowan in 1972.

Chapters 6, and 7 took a look at some of the applications of HMM in different branches
of science and technology. Chapter 6 compared the HMM with the bifurcation theory in
nonlinear dynamics. Chapter 7 studies the application of HMM in card games via the
fundamental theory of card counting and provided an example of how the method can be applied
to the game of Baccarat. This chapter also studied estimating “Trustworthiness” in cyber
security. A scenario of Trust for an online vendor and the estimation of Trustworthiness through
HMM were provided.

Therefore the significant contributions of this entire study can be summarized. This work
claims that it solves some fundamental problems of HMM that the Markovian dynamics have
been struggling with for decades.

1) The first contribution of this study was to achieve computational efficiency on the
order of 50 times faster than the other methods. While time consuming
calculations and computational costs of HMM has always been one of the biggest
obstacles on its way, the closed-form solution to the local maxima of the
likelihood surface improved the existing answers to the problem of computational
complexity.

2) Another contribution of this work is to have smoother and better state probability
estimations. This is particularly important for out-of-sample application where
HMM will typically have some delay to catch a potential regime switches.

3) The third contribution of this work is to effectively estimate the expected duration
of stay on each regime with a set of sigmoid functions.

4) Applying these enhancements to a few science and engineering problems is

another aspect of this study’s contributions.
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8.1 Recommendation for Future studies

Futures extensions of this work can be done in several directions. One direction is to
extend the theory in the area of Automatic Controls. Different branches of linear/nonlinear
Controls can accompany HMM and generate new branches of Controls methods.

Another direction for future advances in this research is the applications of HMM in the
industrial vibrations’ energy harvesting. When the magnitude and frequency of the mechanical
vibration changes from time to time, the parameters of the energy harvester might need to be
adjusted to maximize the energy generating. HMM can estimate the regime switching in the
mechanical vibrations and forecast them on real time effectively.

Another application of HMM would be in estimating the infrastructure quality of
railroads. Monitoring the vertical acceleration of the train wheel sets on real time, when analyzed
with HMM can estimate the “good quality infrastructure” regime switching to “bad quality

infrastructure”.
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