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Background

Medical records are a core component of maintaining quality in medical care. However,
recordkeeping has often been seen as a burden that takes up physicians’ precious time. The
shift from paper to electronic medical records has not solved the problem. Electronic health
records (EHRs) are now ubiquitous, but they are associated with both improvements and
problems in healthcare. Recent developments in generative Al have been applied to
recordkeeping to mitigate some of these problems, particularly the huge amount of information
presented to medical professionals and the significant time that practitioners and other workers
spend entering data. However, these Al solutions introduce problems of their own, and may not

address the underlying problems leading to physician burnout.

The 2009 HITECH Act introduced incentives for healthcare providers to adopt meaningful use of
electronic medical records. In 2008, only 17% of office-based physicians and 9% of non-federal
acute care hospitals were using EHRs. By 2021, that had surged to 78% of office-based
physicians and 96% of hospitals having adopted a certified EHR.? However, the rapid adoption
was far from seamless. The short timeframe meant the programs were generalized across
hospitals, rather than localized and specific to their context. Procedures had to be adapted
quickly and thus often inadequately. Change was implemented faster than policies directing the

change. Common problems introduced by EHRs include alert fatigue (desensitization to warning
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signs after encountering a massive number of them within a brief time), increased physician

burn-out, and unclear or overwhelming information presentation.

Alert fatigue refers to how medical professionals become inured to the overwhelming amount of
pings, alerts, and prompts presented every time they open the software. Important alerts are
lost in the sea of reminders and notifications, some of which may not be clinical. Physicians can
override alerts; but while this is often a clinical decision, overrides have more often become a
way to dismiss common prompts.® Potential solutions have included stronger knowledge bases
within the programs, such that alerts are less likely to be triggered and are more likely to be
relevant. This may have the downside of requiring more detailed data entry, thus increasing the
recordkeeping burden again. Another potential solution utilizes Al to interpret past information in
the context of clinical guidelines, and predict whether an alert should be accepted or dismissed.*
However, these models must be built on strong datasets, and the current trend of overworked
health care practitioners dismissing annoying alerts must be considered in order to prevent

building biases into the models.

Because of the push for all aspects of care to be captured in records, medical professionals
spend more time updating their EHRs. However, the amount of time spent recordkeeping is
significant enough to interfere with time spent with patients. Even worse, many physicians must
spend unpaid time on documentation outside of clinic hours just to keep up, which decreases
their overall well-being and contributes to burnout.* A common solution is to hire assistants to
perform some tasks of routine documentation, particularly writing notes. Those transcribers can
either be in the room with the physician and patient, or they can be remotely connected via an
audio call. One troubling practice often used is to copy and paste chunks of text, which is likely
to perpetuate inaccuracies and to overload the record with redundant notes that are more
difficult to read later on.® Another solution is to have Al generate notes based on recorded audio
and the data already entered into the EHR. The same generative Al can address the common
problem of information bloat/overload in written patient records. Because patient notes are so

long and thorough, it can be difficult for a physician to scroll through and skim quickly to find the
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specific piece of information they need. Generative Al can produce summaries and interpret

questions in real-time.

Generative Al still comes with the risk of “hallucinations,” or misinformation. This means that the
created summaries may not be faithful to the original inputs. Incorrect summaries can seriously
jeopardize patient health. Information presented in incorrect summaries may simply not be
present in the original document; and the information may also contradict that of the original.
The Al may also produce false logic, even using words that are present, by misinterpreting or
misrepresenting content.” Many mistakes in generative Al summaries arise from ambiguous
terms or unexpected terms in the notes. Clinical notes are filled with acronyms and alternative
phrasings, which exacerbate the potential inaccuracies.® Al-produced summaries also risk
taking data out of context. Physicians interpret data within the context of other factors, and Al

summaries may not include all of the factors a physician would expect.

Case Study

The following is a fictional story.

Julie Snyder is concerned that her migraines have become more frequent and more intense, so
she arranges an appointment with her primary care provider, Dr. Patricia Yates. After the front
desk checks her in, a nurse performs an initial physical examination and talks Julie through her
history and concerns. He sits at a computer next to Julie and enters her responses and her data
into an electronic medical record. Shortly after the nurse leaves, Dr. Yates enters the office and
takes the same seat in front of the computer. She glances through the freshly entered data,
focuses on the complaint of migraines, and pulls up relevant records from previous visits.
Because she doesn’t have much time to review the files, particularly with the patient waiting, Dr.

Yates reads an Al-generated summary of the previous records about Julie’s migraines.

The physician turns to Julie and asks for permission to record their discussion for automatic
generation of clinical notes. Julie hesitantly agrees, unsure about how this program works; her
previous visits had a scribe in the corner to record notes instead. Julie and Dr. Yates spend the

rest of the clinical encounter discussing the migraines and potential next steps, with the
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physician only occasionally referring back to the computer. Julie leaves the visit with a new
prescription for a daily prophylactic medication; when she stops by the pharmacy desk in the
same building to pick up her medicine, Julie finds it ready to go because the record system

automatically alerted the pharmacist technician. Julie quickly returns home.

Dr. Yates reviews the automatic transcription from the recording and checks the progress notes
that the program’s Al automatically generated. The transcription process is familiar, as the
physician had been using a dictation service for many years, but the progress notes are a new
function. Dr. Yates adds a few details that hadn’t been picked up by the recording device, and
then approves the notes before heading off to see her next patient. Now that the notes have
been confirmed, the records program’s Al generates medical codes about the diagnosis and
treatment. These codes are then reviewed by a human medical coder to ensure accuracy and
thoroughness. Codes are used for billing, for audits of clinical care, and for administrative

planning.

A few days later, Julie is concerned she may be experiencing nausea as a side effect of the new
medication. She decides to send her physician a message through the patient medical record
portal. Later that day, Dr. Yates sits down to read her emails and messages from a number of
patients. When she opens Julie’s message, she can choose an Al-generated response to use
as a template. The Al has already pulled data from Julie’s record that it believes is relevant,
including the most recent prescription. However, the Al has also pulled older data that is likely
not applicable, so the physician deletes a portion of the response. Dr. Yates adds a paragraph
explaining further details about the medication and how to decide if Julie should stop taking the
medication. After reviewing the full response once more, the doctor hits “send”, and turns to her

next email.

Julie has a standing appointment every month at a specialist clinic. This clinic does not use Al in
any part of their recordkeeping software. However, in order to stay updated on their patients,
they do receive records from other clinics and hospitals, such as those created by Dr. Yates.
The specialist clinic has no way of knowing if a record was generated by a human or an Al
unless the provenance is indicated in the record itself, which is rare. Julie’s appointment goes
smoothly, and her specialist copies and pastes a standard progress note template into her

record.
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Processing Questions

1.

What should the patient know in order to make an informed decision about an Al
program recording their discussion?

How does the computer impact the perception of personal connection in the
patient-physician relationship?

How is the presence of an in-person transcriber different from a remote scribe? How are
scribes different from Al transcription and interpretation?

What might be the impacts of recording a patient in terms of what they are and are not
willing to say? Does being recorded change what you are willing to say out loud?

If the Al record program is owned by a private company, what are their responsibilities in
collecting and analyzing private health information?

What are the potential harms if the companies involved in this Al record are hacked?
How are these harms different from existing potential harms?

Where are the major spots for error in the Al programs here?

What are the implications if an error occurs at each of these spots? Consider both minor

and major consequences.

Thematic Reflection and Discussion

Privacy

Privacy is a primary concern with private health information. All clinical records, including any Al

components, are regulated by HIPAA. The developer may require HIPAA authorization from

each patient in order to include their data in the training set used to create the Al. Once the Al is

in place, both the healthcare provider and the program company must maintain HIPAA

compliance for all private health information. However, HIPAA's requirements may not be

sufficient to ensure data security and privacy in rapidly evolving technologies.

1.
2.

What are the implications if a private company’s healthcare Al is hacked?

Who owns the data produced through Al-mediated clinical care?

Transparency

Al algorithms are typically “black box”, meaning the users and regulators have little insight into

how algorithms interpret inputs that then produce the outputs used in healthcare. In this case,

physicians don’t know how the Al decides what should and should not be included in their

summaries, and they do not have clear mechanisms for adjusting the Al's outputs to match their
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own needs. Hospital administration could run audits to see how often the Al produces material
unfaithful to the original content, but they would not have real-time controls nor be able to tweak
the program itself to address the results of the audits. Regulators are not given enough insight

into black box algorithms to ensure safety and accountability.

1. How can developers make their Al records programs more responsive to hospital staff?

2. How can regulators design effective policies around black box algorithms?

Accountability and Responsibility

If a patient is harmed due to misinformation in an Al-generated summary, who would be held
responsible? The physician is using a tool provided by a private company, but they are still
responsible for their clinical decisions. Is the private company liable for their faulty product, or
are Al hallucinations such a well-known phenomenon that the medical service providers should
be considered as aware of the risks? What can be done to mitigate these risks? Regulations will
probably be passed to determine accountability and responsibility, but these policies typically

take years to be enacted.

1. How can patients navigate the medical system when they have no choices in whether or
not Al is used in their care?
2. If a patient’s medical records are transferred from an Al-using clinic to a non-Al-using

clinic, how does accountability and responsibility transfer in the provision of care?

Connection

The medical provider-patient relationship is an integral component of healthcare. The provider
may be a nurse, technician, or physician. Patients need to trust their provider. They need to feel
heard. They need to know that their concerns are being taken seriously and that the provider is
not brushing them off or dismissing their ailments. Physicians often complain that the computer
gets in the way of that connection. The computer divides the physician’s attention even as they
are attempting to record what the patient is saying, or takes up time as the physician clicks
madly, trying to find the right menu with the information they need right in the moment. The
computer forms a literal, physical barrier between the physician and patient, or requires the
physician to turn to the side rather than face the patient straight on. However, the computer also
allows a patient to message their physician at any time, and to receive updates as soon as the

physician has interpreted their lab results. Technology can both connect and distance.
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1. How does an audio notes system change the computer’s role in the clinical encounter?
Consider both remote scribes and Al transcription. Would being recorded produce a
chilling effect on patient speech?

2. How do Al-generated physician responses impact the physician-patient relationship?
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