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Abstract

The rapid growth of Internet-connected devices integrating into our everyday lives has no
end in sight. As more devices and sensor networks are manufactured, security tends to be
a low priority. However, the security of these devices is critical, and many current research
topics are looking at the composition of simpler techniques to increase overall security in
these low-power commercial devices. Transmission security (TRANSEC) methods are one
option for physical-layer security and are a critical area of research with the increasing
reliance on the Internet of Things (IoT); most such devices use standard low-power Time-
division multiple access (TDMA) or frequency-division multiple access (FDMA) protocols
susceptible to reverse engineering. This paper provides a hardware validation of previously
proposed techniques for the intentional injection of noise into the phase mapping process
of a spread spectrum signal used within a receiver-assigned code division multiple access
(RA-CDMA) framework, which decreases an eavesdropper’s ability to directly observe
the true phase and reverse engineer the associated PRNG output or key and thus the
spreading sequence, even at high SNRs. This technique trades a conscious reduction in
signal correlation processing for enhanced obfuscation, with a slight hardware resource
utilization increase of less than 2% of Adaptive Logic Modules (ALMs), solidifying this
work as a low-power technique. This paper presents the candidate method, quantifies
the expected performance impact, and incorporates a hardware-based validation on field-
programmable gate array (FPGA) platforms using arbitrary-phase phase-shift keying
(PSK)-based spread spectrum signals.

Keywords: TRANSEC; spread spectrum; cryptography; PRNG; PHY layer; FPGA; IoT

1. Introduction

As the Internet of Things (IoT) continues its rapid growth [1], information security
strives to meet the goal of Shannon’s perfect secrecy [2]. More private information will
intentionally or unintentionally be transmitted from everyday devices throughout our
homes, workplaces, or our random daily interactions and must be protected. Many of
the devices that will be connected through the IoT have limited capabilities due to low
power, memory, and computational ability. Due to these drawbacks and others, such as
narrow bandwidths, signal interference from many networked devices, and constrained
transmission ranges, loT device networks are highly susceptible to environmental factors as
well as cybercriminals [3,4]. Therefore, practically implementable low-power solutions are
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desired to ensure that critical information is protected [5-7]. In the context of IoT networks,
critical information may refer to cryptographic keys, patient biometric health data, and
real-time control parameters in industrial processes, among many other types of privileged
data. Oftentimes, this protection is multi-layered and can be achieved through secure
waveform design [8-10], operating at or below the noise floor [11,12], employing difficult-
to-measure channels or geometries [13,14], or the use of cryptographic processes. It is
worthwhile to note that the real-time subset of cryptographic protocols called transmission
security (TRANSEC) [15,16] has specific benefits for latency. This paper focuses on a low-
power, physical-layer TRANSEC method for loT-constrained devices that is built on top of
arbitrary-phase spread spectrum communication signals.

Historically, physical (PHY)-layer security and TRANSEC have been shown through
theoretical means [17-21]. A large body of work focuses on physically uncloneable func-
tions (PUFs) [22,23], many of which require direct physical access to the device. A variety
of different wireless methods have been employed to achieve this security. Such work, as
presented in [24], relies on time-division multiple access (TDMA) multi-user diversity based
on channel state information (CSI). Another method described in [25] uses the random
positions of sub-carriers in orthogonal frequency division multiplexing. A final method for
5G cellular communications attempts to exploit multiple-input multiple-output (MIMO)
propagation paths to isolate energy received by a potential attacker [26]. Other approaches
rely on RF channel characteristics such as multipath or complete RF fingerprinting [27].

These methods mainly focus on using known channel characteristics to change the
timing of transmissions. However, it may not be feasible to know the current CSI for
low-power devices, and the extra computation to continually monitor and adjust them
adds battery drain. In other cases, security methods like RF fingerprints may be susceptible
to small shifts in environmental temperature or other signal variations [28]. Therefore,
a pseudorandom process is desired to change the physical characteristics of the signal
components, reducing the probability of reverse engineering by an attacker [29].

By changing the physical transmission modulation properties of the signal in a pseudo-
random yet constrained manner, the PHY-layer security allows the transmitter and receiver
to remain synchronized, but it should not allow an eavesdropper to easily track the signal
phase and subsequently use that phase to cryptanalyze the underlying pseudorandom
number generator (PRNG) used to map the signal phase. By retaining the bulk phase
of a spreading chip and only dithering over a small region, with that phase dither term
optionally being uncorrectable, the intended receiver may still receive and demodulate the
signal with only a small loss [30]. This paper expands upon the prior work of [30] with hard-
ware validation on live FPGAs. As such, the inherent security benefit of a time-evolving
spreading code can be ensured [31,32].

While the original conference paper focused on the theoretical feasibility and
simulation-based analysis of the proposed approach, the current work delivers a full
hardware implementation on an Intel Arria 10 system-on-chip (SoC) field-programmable
gate array (FPGA) platform, complete with empirical validation using point-to-point trans-
missions. Key contributions include detailed measurements of block error rate (BLER)
performance under varying phase distortion levels, hardware resource utilization break-
downs, and the practical impact of the method on real-world packet detection and decoding.
These results confirm that the security-performance trade-off is viable in practice, with
a less than 2% increase in hardware resources and minimal degradation in performance
at moderate levels of induced phase noise (e.g., = 7t/8). This paper also compares the
proposed method against other TRANSEC techniques and positions it as a compelling
solution for low-power IoT communications.
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However, if an eavesdropper is able to gather enough of the transmitted signal, a layer
of data encryption will still be in place to keep the data secret. Compared with symmetric
encryption schemes, current asymmetric encryption techniques such as RSA and elliptic
curve cryptography (ECC) [7,33] require more memory and power [34] and are generally
more difficult to implement in resource-constrained IoT devices [35]. Thus, lightweight,
symmetric approaches are currently being considered, such as the Advanced Encryption
Standard (AES) [36] and Galois Extension Field (GEF) techniques.

Given the proposed approach being a semi-coherent adaptation of the spreading code,
this simpler, lower-power technique is expected to slightly degrade the communications
system performance. Despread symbol energies will be lower than in the ideal coherent
case, yet they are not expected to significantly impact the system throughput or reliability.
Hardware validation is particularly important, since the aggregation of symbols as packets
or data frames also aggregates the despread symbol energies as soft symbols for forward
error correction (FEC) decoding. Phase and frequency tracking loops also rely on these
symbol energies over the duration of the packet and should be considered. The packet
error rates are thus expected to be lower overall than the symbol energy degradations; this
performance metric is highly dependent on specific implementation details and is most
suitable for real-world hardware measurements.

The overall contribution of this paper is the obfuscation of a spread spectrum signal
by intentionally injecting noise into the phase mapping process of a spreading chip selec-
tion to decrease an eavesdropper’s ability to directly observe the true phase and reverse
engineer the associated PRNG output or key, even at high SNRs. The rest of this paper is
organized as follows. Section 2 provides an overview of a code division multiple access
(CDMA) PHY-layer communication system for this semi-coherent approach. Section 3
describes the integration of the injected semi-coherent signal phases in detail, and Section 4
presents an exemplary design implementation along with results based on simulations of
the design. Next, Section 5 describes the hardware validation results on an FPGA-based
platform. Finally, Section 6 offers the conclusions and associated applicability to low-power
IoT devices.

2. System Overview
2.1. Spread Spectrum Modulation

In spread spectrum baseband modulations, each data symbol is spread over a larger
bandwidth using a spreading sequence of N chips. For the purpose of this paper, we
assume, without loss of generality, that N is chosen as a fixed integer, eliminating the need
for resampling filters at the symbol boundaries. In some applications, this process allows
the signal to be hidden below the noise floor [37], while in commercial IoT applications,
this spreading and despreading process offers a viable simplification of co-channel con-
tention processes and built in resilience [38] against natural and man-made interference.
Similar sequence-based spread spectrum methods are used in the GPS [39], secure digital
chaotic sequence spread spectrum (CSSS) systems [40], and commercial datalinks like IEEE
802.11b [41] and CDMA2000 [42]. Waveforms designed specifically for security tend to
use complex-valued or arbitrary-phase spreading chips, which may be thought of as being
drawn pseudorandomly around the unit circle as opposed to from a small number of
discrete constellation points. Since each data symbol is mixed with N chips, the chipping
rate is much faster than the data rate, typically by a factor of 100-1000. Therefore, a fast
chipping rate, which ultimately defines the spread bandwidth, is ideal to allow a larger
value of N chips per symbol.

On the receiving end, the signal is despread using the time-synchronized complex
conjugate of the spreading sequence to reconstruct the original data symbol. For real-valued
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spreading sequences, the conjugate is in fact the same as the spreading sequences, making
the conjugation critical for arbitrary-phase sequences. The more chips used in the spreading
sequence (typically increasing the chip rate), the higher the processing gain [37]; however,
in real-world envrionments, longer spreading codes make the signal more susceptible to
frequency offsets (static offset, doppler effects, fading channels, etc.), which may make the
signal harder to recover in certain situations. The resulting expected energy per symbol ¢
is based on the number of chips used in the spreading sequence N and the energy per chip
g¢, as captured in Equation (1):

Eles] = Ne. (1)

A conceptual view of the proposed spreading and despreading process is illustrated
in Figure 1. The PRNGs of both the transmitter and receiver are time synchronized with
the same session key, producing a coherent phase 6. Each data symbol is mixed with a
spreading code of N chips, each with a coherent phase 6 and an induced phase error ¢,
and then transmitted to the receiver. This additive phase error is assumed to be applied at
the same chip rate as the primary spreading operation, yet this can be performed at any
subdivider of the rate without impact.

The receiver then attempts to derotate the spreading chips’ phases with the complex
conjugate of 6. An optional phase derotation may occur if synchronization of the induced
error is achievable. Finally, the signal is mapped and passed through an accumulator to
produce the data symbol. Note that « may be a function of time («(t)) or any other desired
parameter, including the SNR or other observables at the intended receiver.
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Figure 1. Conceptual view of baseband phase rotation with induced error .

One advantage of using spread spectrum modulation with TRANSEC is the added
parameters for the chips and spreading sequence. This paper generally assumes the use of
high-order PSK signaling (HOPS) [43] or digital chaotic sequence spread spectrum signaling
techniques, where chip phases are drawn from relatively large M-ary PSK constellations
on the unit circle. Any other arbitrary-phase spread spectrum signal, including chaotic
signals [44], may be used without changing the fundamental approach. As long as the
transmitter and receiver employ a time-synchronized spreading code, the individual phase
of each chip can be altered to reduce the likelihood of an attacker reverse engineering the
modulation scheme [45]. The phase of each chip does not have to be the same and can be
synchronized by the receiver. Therefore, adding a small error to each chip’s phase will add
an additional layer of obfuscation for the PRNG output and its associated key, which is
producing the true phase of each chip.

One of the key origins of the desire for this small phase perturbation is that the
phase of most chaotic-based spread communication systems can be translated back to the
current state of the underlying chaotic sequence-generating circuit [46]. In the process, it
is relatively easy to quickly identify the full system state and trajectory, synchronizing a
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replica of the chaos-based PRNG for further attacks. Incorporating non-recoverable phase
errors into this output state enhances the difficulty of reverse engineering the underlying
system state, which in turn improves security. Most cryptographic processes in general are
not robust in the presence of state errors, and thus it is this inferred relationship between
the signal phase and system state that we seek to obfuscate.

The primary focus for this paper is hardware validation of this intentional dithering of
the instantaneous phase of each chip, which was previously demonstrated to be successful
in simulations [30]. Since the transmitter and receiver will have a synchronized true phase
and only a small error added on the transmitter side, the resultant phase error produces a
semi-coherent signal for the receiver. Our hardware validation demonstrates that while the
necessary phase error needed to eliminate the linkage to the system state is rather small,
the resilience of a spread spectrum system to relatively large per-chip phase variations is
extraordinarily high. Figure 1 highlights the addition of this phase error as well as the
synchronization between a transmitter and receiver, yet the relative magnitudes of the
phase variations are of particular interest.

2.2. Semi-Coherent TRANSEC

Many TRANSEC approaches rely on the low probability of an attacker synchronizing
with a transmitting device, but a 0% probability is never a guarantee. Whether the result of
a faulty implementation [47] or the development of improved methods for reverse engi-
neering [48], it is possible that any chosen sequence generation method in use today may
present a vulnerability tomorrow. Therefore, adding a second layer of phase perturbation,
even if it has a non-repeatable PRNG or a true RNG, results in a noisy signal from the
perspective of the intended (now semi-coherent) receiver yet also a substantially more
secure signal from the perspective of an attacker.

A system needs sufficient security in the underlying TRANSEC architecture to reduce
an attacker’s ability to reverse engineer the process, yet in the IoT, the computational burden
borne by this processing must remain extremely low to be practically implementable. Many
times, a protected session key is used to derive the physical characteristics of the transmitted
signal. One approach to reducing the likelihood of an attacker compromising the entire
system, as presented in this paper, is to add an induced error to the phase mapping that
obfuscates the actual derived phase, thereby making it more difficult for the PRNG output
and therefore the session key to be determined. Moreover, this error should not unduly
degrade the receiver’s ability to receive the signal correctly, but the minor perturbation
should make it increasingly difficult for an attacker to know the original value used in the
parameter selection. Without this mapping value, cryptanalysis attempts explode into a
stochastic search over a much larger search space.

2.3. Session Key Protection

Session keys and their synchronization amongst devices provide an authentication
mechanism, as only authenticated users should have access to the session keys. A variety
of session key derivation and distribution methods have been developed for the IoT [49,50],
with the greatest emphases being on computational complexity and latency. Therefore,
any ability of an outside observer to reverse engineer any portion of this security scheme
should be reduced. The main area of focus for this paper is the phase of a transmitted
sequence-based spread spectrum signal. An attacker must not be able to observe a stream
of transmitted signal phases and determine any information that may be used to decipher a
session key from those signals. Therefore, our proposed method for reducing the likelihood
of this attack is introducing a semi-coherent (By choosing a constrained non-coherent phase
value to be added to the coherent chip phase, the actual PRNG-driven signal is obfuscated,
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and yet the resulting semi-coherent aggregate signal still contributes to lossy coherent gain
in recovering the spread data symbol.) phase offset error to the actual phase, which should
make it infeasible for an attacker to know what the original phase is, effectively obfuscating
the associated session key. The chosen shaping of the PRNGs discussed can take any form
desired, through our general assumption for optimizing spread spectrum communication
performance is a symmetric zero-mean distribution. Note that the session key distribution
and synchronization methods would run at the user data layer and thus are not directly
affected by the chosen reductions in signal coherence beyond the resulting self interference.

3. System Design

This overall concept of semi-coherent TRANSEC is focused on an induced error, the
instantaneous phase error produced, and the impacts this error has on both the chip and
symbol energies when received. This section details the different sources of error as well as
the construction of symbol energy calculations based on different distributions of the error.
As will be seen in these calculations, the spread spectrum aggregation of symbol energies
from a large collection of chip energies enables robust approximation of the anticipated
error(s) given knowledge of the chip-level error distributions.

3.1. Perturbation Types

Many different approaches exist for the generation of the induced error. Both non-
determinsitic and deterministic methods may be considered. Non-deterministic use cases
include the adaptation of non-repeatable physical processes (TRNGs deriving their values
from ambient temperature or voltage changes) or intermediate calculations of incoming RF
noise sources that may or may not have been shaped to easily estimable or time-invariant
distributions. On the other hand, deterministic models can employ an independent PRNG
or any other shared computational process that is not easily evident in signal outputs (e.g.,
the number of rollover events in a modular reduction). The following examples highlight
the advantages and disadvantages of certain types of error injection.

3.1.1. Truly Random Number

A true random number generator (TRNG) may be implemented into the system
to make it exceedingly difficult for an attacker to guess the non-deterministic outputs
of the RNG. TRNGs should produce a stream of values with no pattern or periodicity,
confounding an attacker’s ability to remove the error. Generally, TRNGs are unable to
generate random numbers as quickly as other pseudorandom processes [33,51]. Therefore,
a TRNG may not be appropriate in contexts where random numbers are needed at a fast
rate, since it binds the masking non-coherent phase rotations to a potentially low-entropy
process when taken at the rate of a spread spectrum communication system. Moreover, by
design, a TRNG cannot be synchronized at the intended receiver, eliminating any potential
for reducing the effective SNR loss if desired or required. Given the incompatibility in the
generation rates of good TRNGs and the rates needed for real-time signal spreading, the
option exists to either use a lower-entropy approach that can suport the full rate [52,53] or
recycle results in a way to allows for higher usage rates, even if patterns exist.

This paper focuses on the unsynchronized PRNG, yet the design of this architecture
should be independent of the chosen random number generation technique. All that may
be known about this value is its distribution (i.e., uniform, normal, etc.). It shall have a
mean y and variance 2. An observer may be able to know the range of the random number
and calculate the mean, but the range should be large enough that it is infeasible to easily
guess the number. Therefore, an attacker may only be able to use the mean and variance to
try to deduce the value of the random number. Further, by choosing the unsynchronized
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PRNG over the other options, we ensure the use of currently available RNG capabilities yet
without any added TRANSEC synchronization requirements.

3.1.2. Unsynchronized Psuedorandom Number

A completely unsynchronized psuedorandom number generator (PRNG) may be
used to generate minor perturbations while making it extremely difficult for an attacker
to guess the output. Although not truly random, a residue number system (RNS)-based
PRNG [54] has a rather high throughput, allowing faster generation of numbers compared
with many TRNGs. Independence of two RNS-based PRNGs, which may also be viewed
as the elimination of code synchronization (not time synchronization), is easily achievable
by choosing co-prime residue sets. Numerous other high-rate PRNG processes may be
used without loss of generality [55-57], recognizing that absolutely no effort is invested
in synchronizing or making the PRNG repeatable. However, one must be mindful when
choosing a PRNG as they are deterministic and periodic. Moreover, there is strong interest
in having the option to synchronize PRNG outputs, which requires moving forward or
backward in code space without calculating all intermediate states.

3.1.3. Synchronized Psuedorandom Number

A third option for generating the non-coherent phase addition to the signal chip
phase is to use a synchronizable PRNG. This allows for selective dissemination of the
additional PRNG parameters to trusted partners within the communication network so
that they can achieve fully coherent processing of the incoming signal (no loss) while
semi-trusted nodes within the network proceed with a parametrically controlled amount
of self interference within the signal. Such layered security techniques combine traditional
TRANSEC protection with PHY-layer processing constraints and may be useful for key
transfer, network formation, key revocation, and adaptively controlled transmission of data
in a unicast or sub-net specific fashion over a public channel. The use of the previously
mentioned RNS-based PRNG meets this objective easily, as does using the non-final outputs
(with finite memory) of any chosen PRNG. Similar self-interference techniques have been
proven for PHY-layer-only physical processing.

3.1.4. Markovian Process

The final option identified is a Markovian process that would be stochastically state-
driven and configured based on given probabilities while still having some uncertainty
of the next value. One prime example of this process is a random walk. Given the
memoryless property of Markov chains, the past trajectory is irrelevant, and the future is
still uncertain, yet the long-term stochastic averages may be predicted with prior knowledge
of the transition matrix. Such methods may be used by an intended receiver to coarsely
synchronize to the injected phase errors, even without knowledge of the actual perturbation
signal source.

3.2. Phase Modulation
An individual baseband spreading chip may be represented by

c[n] = e/? 2)

where ¢ is the phase for each chip. It is assumed that the center frequency and timing of the
spread spectrum signal are synchronized, leaving only the signal phase to be considered
for individual data symbols. Optionally, the added phase perturbations can be eliminated
during preamble transmission to eliminate interactions with tracking loops. The selection of
changing the phase of a signal has many benefits. A phase change can be instantaneous per
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chip and is incredibly easy to control, since the phase will be added to the already randomly

chosen chip phase. The addition of a phase offset leads to added security with the trade-off

of a reduction in received signal quality. We will consider both cases of near-continuous

phase perturbations in Section 3.2.1 and truly discrete phase perturbations in Section 3.2.2.
The chip’s phase, ¢, can be expanded as follows:

p=0+y @)

where 0 is the original phase component and 1 is the induced error. Both 6 and ¢ € [—m:7),
resulting in ¢ also falling into the same range. Ideally, the range of ¢ is much smaller so as to
induce an acceptable error and still allow correct demodulation. Communications systems
typically target a block error rate (BLER) of 10%, which leads to 1 out of 10 packets requiring
retransmission. The value of ¢ should be determined based on the target operating point
(that is, the SNR) and level of phase obfuscation desired. Alternatively, the transmitted
chip phase may be represented as follows:

el = il ()

and the received chip phase after complex conjugate multiplication by the coherent bulk

phase 0 is
e]¢ — efjeejeejw (5)

which simplifies to a residual error term of e/? instead of the ideal location after despreading
on the real axis (¢ = 0).

The receiver is assumed to have no way to counteract the dithered phase error 1,
and thus the receiver expects the transmitted signal to have a phase of . Therefore, the
value of 6 is arbitrary and can be simplified to zero for further discussions and calculations
through complex conjugate multiplication with the receiver-generated coherent phase 0.
This assumption is displayed in Figure 2, as e/? (e/?)* can be dropped out of the equation
when synchronized, and the following calculations are based on ¢ = .

l‘l‘[ o > e

Figure 2. Illustration of phase angle error ¢ caused by the addition of a small induced error for a
fixed-phase mapped angle 6.

3.2.1. Continuous Phase

When analyzing the phases from a continuous phase change perspective, it will also
be assumed that the following derivations are absent of noise losses when calculating the
performance loss between the transmitter and receiver. The actual received energy per chip
g. is dependent only on the phase error i and defined by

€c = go[cos P +isiny], (6)

where gy is an SNR-driven amplitude term. Due to the expected zero mean for the induced
error P, based on a symmetrical distribution, the imaginary component converges to
zero expectation as the number of chips per symbol grows larger. Therefore, the average
expected coherent energy per chip is only dependent on the real component of the signal
and defined by
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< 0.5r 1

lpinax
Eled =0 [ " () cosgdp 7)

where f () is the probability density function (pdf) based on the distribution of ¢. There-
fore, for a uniform distribution from [—ax : Ymax], we obtain the following:

E o ]_ l,bmux d 8
ec] = Eoﬂ /_lpm“ cos ¢ d¢, (8)
which can be simplified to
Ele] siny
=— Vypec(0:7m]. 9
=T e ©)
The ratio of %ZC] can be considered the average normalized expected energy per chip

€., and this will help determine the expected average loss in energy per chip L (in dB),
which is calculated as follows:
L = —10log; . (10)

Based on this loss, the maximum loss angle ¢;,,x can be calculated by substituting
Equation (9) into Equation (10), which results in

L = —10log,, Slrl;””’”’”". (11)

max

The results of these maximum angles are presented in Table 1 based on the average
acceptable energy loss. Figure 3 shows the average expected energy per chip for .y € (0:77].

1

0.9 b

0.8 [ b

0.7 [ b

0.6 b

0.4 b

0.3 b

0.2 b

0.1 b

O Il Il Il
0 0.5 1 1.5 2 2.5 3 3.5

¥, (radians)

Figure 3. Average expected normalized energy per chip for a range bounded by a uniformly distributed

range of [—:y].

A second option for the distribution of the induced error is a normal distribution. This
will weight more of the values closer to the mean and, depending on the variance, still allow
for smaller probabilities of outliers to occur, further compounding cryptanalysis attempts.
This would allow a design to possibly allow the tails of the distribution to extend beyond
the 3 dB loss limit but with extremely low probabilities. The pdf of a normal distribution is
defined by

f(y) = e 2, (12)
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where y is the mean and ¢ is the standard deviation of the distribution. By substituting this
pdf into Equation (7), the average expected energy per chip over a normally distributed
phase offset in the range of [ —{ax : Pmax] is defined as follows:

vV 27'(0 Ymax —(4> )?

Elec] = ¢ T 202 cos¢ dg, (13)

—Pmax 2 V% 2

vV 27'[(7

Equation (13) can be rewrltten as

with a scaling factor of to ensure the pdf integrates to one. Finally, due to symmetry,

=¢g0— /lpmx (Z;ZF)Z cos ¢ d¢. (14)
Table 1. Maximum phase angle offset based on expected average energy loss.
Loss (dB) Ymax (radians)

0.1 0.3709

0.25 0.5843

0.5 0.822

1 1.149

2 1.585

1.893

Ideally, 4 = 0 and ¢ would be chosen such that the design still has a large number of
phase states for an acceptable average energy loss. Figure 4 shows the effects of o on the
average energy at a given angle ¢. For small values of o, the distribution falls off quickly,
allowing the average chip energy to converge to a value at which additional increases
in 1 will not have a large influence. Moreover, as the variance grows larger, the curve

approaches the limit of a uniform distribution, as shown in Figure 3. This is due to the fact
~(9-?
thatas 0 — o0,¢” 2?2 — 1, and Equation (13) simplifies to Equation (8).

1

09r \ 7
0.8Ff | N 7
071 7
061 7
W 05f 7

0.4 1

03[ 1

0.2 /8 i
wl4

01 /2 i
' 8w

0 . . . . . .
0 0.5 1 1.5 2 25 3 3.5

¥, (radians)

Figure 4. Average expected normalized energy per chip for a range bounded by a normally distributed
range of || € (0 : 7r] at different values of o.
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Similar to Table 1, for a uniform distribution, the maximum angle ¢, for a given
average chip energy can be determined. However, there is no easy closed-form solution, and
thus §,4x can be approximated through simulations, as presented in Figure 4. For smaller
values of 7, only smaller acceptable losses are achievable. However, as previously mentioned,
as o increases, the values of 1,y approach the values of a uniform distribution (Table 1).
Additional probability distributions on ¢ may be chosen without loss of generality, such as
the normal distribution presented in Table 2, and the pdf choice may even be made into a
time-varying feature of the layered security approach.

Table 2. Maximum phase angle offset based on expected average energy loss for a normal distribution.

o

Loss (dB) 5 T z 87
0.1 0.398 0.378 0.373 0.371
0.25 0.752 0.609 0.589 0.5855
0.5 - 0.891 0.83 0.82
1 - 1.48 1.197 1.156

2 - - 1.733 1.591
3 - - 2.207 1.899

3.2.2. Discrete Phase State Mapping

All the previous examples were carried out assuming a continuous range of values,
but in reality, this TRANSEC architecture will have an integer of discretized phase-mapped
states M. (A nearly continuous phase perturbation may be used without loss of general-
ity simply by allowing the transmitter-side phase mapping of i to have a larger phase
word resolution than the receiver phase, thereby further increasing security against an
observer. The residual phase error will naturally be less than one LSB of the receiver-side
representation of 0). These phase states are illustrated in Figure 5 with M = 8.

/
s
.

Figure 5. Phase mapping example.

The total number of possible phase states changes m can be calculated based on the
maximum angle of loss ;5x and the angle between M-ary phase mapping states /M
as follows:

o lpmax
m_ZLAMIJH' (15)
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For example, with M = 64 phase states, an acceptable average loss L = 2 dB, and ¢;,;ax
=1.22 radians, while m is 25, allowing for the original phase state and £12 possible different
phase state offsets. Table 3 shows the number of possible state changes of the transmitter
based on the acceptable performance loss for different values of phase-discretized M-ary
PSK constellations.

Table 3. Number of possible phase states based on ;4 with uniform distribution.

M-Ary Phase Mapping

Loss (dB) 8 16 64 256 216
0.1 1 1 7 31 7745
0.25 1 3 11 47 12,189
0.5 3 5 17 67 17,137

3 5 23 93 23,949
5 9 33 129 33,063
5 9 39 155 39,541

Figure 6 is an example of an M-ary system with M = 64 that illustrates the number of
phases states allowed by the average acceptable loss. For example, the red lines bound a
0.25 dB acceptable loss with 11 states, the yellow lines show the limit of a loss of 1 dB and
includes 23 states, and the purple lines contain 39 states for an acceptable loss of 3 dB. Note
that the range over which the phase perturbations may be made is quite large, and yet an
acceptable average signal loss is retained.

wf2
273 — 1. /3

51/6 Ta e

1dB
——3dB

/ : - Phase State
T \ | —i

Sx/6 S a6

Figure 6. Example of 64-ary phase states bounded by the average acceptable loss. Each blue dot
represents a discrete phase error that can be added to the true phase. The red, yellow, and purple
lines show bounds based on the acceptable performance loss.

After determining the total number of phase states, the probability of an attacker know-
ing the true phase value 6, given that the attacker has the correct transmitted phase ¢, is

P(Olp) = (16)

for a uniformly distributed induced phase error 1. Therefore, it becomes a design trade-off
for the number of desirable states m and the acceptable average energy loss L.



Information 2025, 16, 773

13 of 23

3.3. Energy per Symbol Calculations

All previous calculations were performed at the chip level. Now, the discussion will
shift to spread spectrum symbol energy. The symbol energy e; was defined in Equation (1),
but due to the addition of the phase error 1, the average expected symbol energy €; must
be considered and is defined (assuming a zero mean or symmetric distribution) as follows:

N
& =¢c Y cosiy. (17)
n=1

The expected value of €; is defined by

. €,
El&] = NZC' (18)

As the number of chips N increases, the expected value of €; shall converge based
on the acceptable loss L toward 1070, Given the fact that the individual spread spectrum
symbol is composed of a large number of chips, the phase perturbations from those
chips will converge toward the expected averages even within a single symbol. Thus,
the convergence assumption grows more and more true as the spread ratio increases. In
the context of our hardware demonstration system, N = 175 is shown to be more than
sufficient for assuming this convergence.

4. Exemplary Design and Simulation Basis
4.1. Proof-of-Concept Model

In developing a hardware prototype to validate the efficacy of this semi-coherent
TRANSEC method, an exemplary design of the induced error approach is shown in Figure 7.
In this diagram, the actual bulk chip phase state is determined from an RNS-based PRNG as
an eight-bit value representing a single phase on a M = 256 phase constellation. Additional
details on this high-order PSK signaling (HOPS) modulation scheme and the hardware
methods are described in [43,58]. Moreover, any alternative method for generating a
polyphase spreading code can be used without limitation. Our assumption here is that the
RNS PRNG is interpreted as a value on [1,1), mapped according to

(RNS PRNG Output) + 3 -

Bulk Chip Phase = 198

(19)

For the perturbation phase additions, a second unsynchronized PRNG is used to create
a 12 bit value. This 12 bit error is then reduced via modulo to m, where m = 67 allows an
average error loss of 0.5 dB. Choosing different values of m according to Table 3 will enable
different phase deviations. This chosen reduction only allows a new range of 67 values,
which will not be a perfect uniform distribution. However, it will be approximately uniform
due to the large amount of aliasing, as described in [59]. That intermediate value is mapped
to the correct phase state range by subtracting 33 (|4 | — 1) to map the error range to a
zero mean [—33:33], which is represented by seven signed bits. Finally, the true phase 8 bit
value and the 7 bit error value are added together (accounting for overflow) to produce the
TRANSEC modulation phase state value.

This process is a relatively simple addition to the current conception of polyphase
spread spectrum communication systems [43,58], with no direct effect on the user data
processing, the spreading ratio, the subsequent baseband signal processing, or any of the
remaining spreading operations. Moreover, in noting the relative magnitudes of the two
phase values, it can be seen that the bulk phase value dominates the perturbation phase
contribution, consistent with the phase diagram of Figure 6.
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Figure 7. Design example with M = 256, L = 0.5 dB, and m = 67.

4.2. Simulation Results

The design shown in Figure 7 was modeled in MATLAB R2023b to determine the
performance loss at different numbers of phase states m. A total of 10,000,000 uniformly
distributed samples were used in the simulation, and the results are shown in Table 4.
These results reinforce the values of m shown in Table 3. For m = 67, the percentage of
samples that did not have a phase offset (which represents an attacker guessing the actual
phase) was 0.0149 ~ %, as expected from Equation (16). Similar results were found for the
other values of M and m.

Table 4. Simulation results of 256-ary phase with uniform distribution.

Expected Calculated
m Average Loss Average Loss
31 0.1dB 0.1053 dB
47 0.25dB 0.2440 dB
67 0.5dB 0.5021 dB
93 1dB 0.9888 dB
129 2dB 1.9797 dB
155 3dB 3.0493 dB

To evaluate whether the specific distribution of phases has an effect on the simulated
results, other distributions were evaluated. Again, 10,000,000 chips were simulated for
a given acceptable performance loss with phase errors with a normal distribution. For
M =256and o = %, the results are shown in Table 5. The differences between the expected
and calculated results were primarily due to the differences between the continuous and
discrete chip phases, as discussed in Section 3.2.

One of the benefits of the normal distribution for the semi-coherent TRANSEC addition
in Table 5 over that of the uniform distribution in Table 4 is that the absolute spread is
substantially higher, giving greater difficulty reigning in the range of potential phase
states. Most cryptographic processes such as PRNGs are based on uniform distributed
calculations, and thus mixing distributions leads to practical challenges in streamlining
reverse engineering attempts, which is good for system security.
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Table 5. Simulation results of 256-ary phase with normal distribution (o = 7).

Expected Calculated
m Average Loss Average Loss
31 0.1dB 0.0922 dB
47 0.25dB 0.2207 dB
67 0.5dB 0.4568 dB
97 1dB 0.9565 dB
141 2dB 1.9525 dB
179 3dB 2.9468 dB

4.3. Symbol Energy Calculations

Average symbol energy per chip € calculations were performed in MATLAB for
10 symbols created with increasing values of chips N with both uniform and normal
distributions, with the results presented in Figure 8. The blue dots represent the uniformly
distributed errors, and the green dots are the normally distributed phase errors. As is
clearly visible, as the number of chips per symbol increased, the values converged toward
the expected values, 10, due to the law of large numbers. Both of the distributions are
bounded in the figure by £30 as the red and black lines for each respective distribution.

Energy Per Symbol for 10 Symbols based on N
v

. h
\ \
s T
- ey

0.8 F
071
061
45t
0.4r
0.3}
0.2}/

01t

0 , . . ,
10° 10! 102 103 104

Figure 8. Average expected energy per symbol for 10 symbols based on the number of chips N.
Blue dots represent symbols created with uniformly distributed chip phase errors with M = 256
and m = 93 and an expected energy per chip loss of 1 dB. The green dots represent symbols with
normally distributed chip phase errors with the parameters M = 256, ¢ = 7, and m = 141, with
an expected energy per chip loss of 2 dB. Both simulations converged toward 10T based on their
respective values of L.

5. Implementation Results

To fully validate the approach in hardware, the proposed design was implemented on
an Intel Arria 10 System-on-a-Chip (SoC) field-programmable gate array (FPGA) develop-
ment kit. This implementation builds on previous work with the HOPS waveform [43,58]
using the exemplary design presented in Section 4, with the caveat that the PRNG used
to induce a phase error was allowed to be reseeded between each frame transmission. In
the process, the underlying spreading code generated via the RNS-based PRNG remained
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static, yet each transmission was made up from an entirely different sequence of I and
Q samples due to the phase deviations. Any observations of the resulting RF spectrum
would differ even at high SNRs, further complicating any attempt to reverse engineer the
spreading code or RNS-based PRNG process [45], resulting in a pseudo-time-evolving
spread spectrum signal without the need for any computationally intense processing that
accompanies such waveforms.

The 10 MHz instantaneous bandwidth HOPS signals featured an eight-symbol pream-
ble for signal detection and acquisition, from which the static phase offset and frequency
offset were derived. Each correlation operated at a 20 MHz clock rate on a signal that was
received at two times the baseband clock rate. When the correlation magnitude, which was
calculated for each clock cycle, exceeded a pre-calculated threshold (based on a moving
average of the incoming signal samples), the received signal was downsampled by a factor
of two and input into the demodulator. Given the short lengths of the associated packet-
based signals (from 8 up to 128 symbols), symbol timing and frequency tracking loops
were not used by the implementation described in this paper. Demodulation consisted of a
straightforward despreading operation that was time-aligned to the incoming signal. The
end of each packet was determined by comparing the sequences of eight despread symbol
magnitudes to the correlation magnitude that triggered demodulation. When the symbol
magnitudes dropped below a threshold, demodulation had concluded. FEC decoding of
the despread symbols was required before handing over the received packet for further
processing in software.

In designing a real-world communications system, we are interested in the effects of
the induced phase error on the ability of the receiver to successfully detect and decode
packets of information bits rather than the individual symbols. The performance loss due
to decreased symbol energies must be looked at in terms of the aggregate of all symbols in
the transmitted data packet. Any performance improvement attributed to FEC techniques,
such as the use of polar codes in the HOPS design [58], should also be considered. For
the HOPS implementation, five different FEC modes were employed with varying coding
gains across packet lengths from 16 up to 256 bits, namely PC(16,12), PC(32,27), PC(64,52),
PC(128,114), and PC(256, 224).

Hardware validation tests consisted of a point-to-point transmission of known data
packets from one Arria 10 development kit (see Figure 9) to another over a cabled test
set-up. A Keysight (Santa Rosa, CA, USA) N5183B MXG signal generator was used to inject
additive white Gaussian noise (AWGN) into the test set-up to produce a known background
noise floor for SNR calibrations. Although most of the hardware tests discussed in this
paper were automated, there was an initial measurement of the SNR on a (Santa Rosa,
CA, USA) N9040B UXA signal analyzer performed by sending a continuous stream of data
packets from the transmitting Arria 10 device to the receiving device, where measurements
would be made. Taking this measurement at an extremely high SNR (approximately 30 dB
above the background noise) before introducing 30—40 dB of attenuation to the signal
allowed for a starting HOPS SNR to be calibrated. Subsequent adjustments to the SNR
were made relative to this initial value.

Measurements of the block error rate (BLER) were performed as a function of the
SNR, and the results are shown in Figure 10. To provide a baseline for comparison, ¢ = 0
represents the HOPS design without any induced phase error, while ¢y = 7/8 and ¢ = 7t /4
provide a reference for BLER degradation in the proposed design. As expected, the phase
error inducement degraded the BLER, with a significant impairment of approximately
3.5-4 dB in the ¢y = 7r/4 case. The degradation from the ¢y = 71/8 phase error was less
obvious at first glance.
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Figure 9. One of the Arria 10 SoC FPGA development boards housed in an integrated box along with

the associated power amplifiers (PAs), low-noise amplifiers (LNAs), voltage distribution network,
and other miscellaneous equipment.
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Figure 10. Measured block error rate (BLER) results for the implemented HOPS system, showing the
baseline design performance with accompanying SNR curves for ¢y = /8 and ¢ = 7r/4.

Taking a closer look at the hardware measurements provided in Figure 10, Figure 11
shows a zoomed-in view of the results centered at BLER = 1072 to compare the baseline
design (¢ = 0) to the ip = 7r/8 design, while Figure 12 offers the same comparison with the
¢ = 71/4 design. The BLER = 1072 point is effectively the operating point of the signal (one
retransmission was expected per each 100 blocks). Although in situations where limiting the
time on the air is important to protecting overall transmission security, designers may favor
a lower BLER to further limit retransmissions. While the ¢ = 71/8 phase error degradation
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varied slightly, depending on the specific message type in Figure 11, the degradation was
to the order of 0.1-0.5 dB.
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Figure 11. Zoomed-in view of the measured results at BLER = 1073, highlighting the degradations

for ¢ = /8.
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Figure 12. Zoomed-in view of the measured results at BLER = 1073, highlighting the degradations

forp = /4.

When considering the symbol energy loss calculations and the simulated results in
Section 3, a BLER degradation of < 0.5 dB and < 4 dB for ¢ = n/8 and ¢ = /4,
respectively, were validated as accurate in a live hardware communications system. For
the implemented system, ¢ = 77/8 offered a good trade in improved security at the cost
of minor performance degradations, resulting in an operating SNR of the signal that was
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altogether similar to the unperturbed baseline design. It should also be noted that the
hardware resource utilization counts were marginally increased in the proposed design. In
Table 6, Design A refers to the unmodified base design, while Design B incorporated the
proposed technique. An increase in adaptive logic modules (ALMs) of 1.6% and adaptive
look-up tables (ALUTSs) of 0.9% is an easy decision considering the improved security of
the design. The M20K memory block increase of 14.8% was due to the fact that 16 separate
read-only memories (ROMs) were instantiated within the PRNG; this increase can be
significantly reduced via the incorporation of clock folding or inclusion in a more efficient
implementation as distributed logic.

Table 6. Hardware resource utilization on Intel Arria 10 SoC FPGA.

ALMs ALUTs Registers Memory Bits M20Ks
Design A 91,418.6 128,180 133,608 1,324,208 108
Design B 92,899.7 129,301 133,818 1,373,360 124

Change (B-A)  1481.1 (1.6%) 1121 (0.9%) 210 (0.2%) 49,152 (3.7%) 16 (14.8%)

These hardware validation results are a strong indication that the proposed technique
stands out from earlier TRANSEC approaches through its unique integration of noise
injection directly into the phase mapping process of a spread spectrum signal, aimed
specifically at low-power IoT systems. A comparison of PHY layer-based TRANSEC ap-
proaches and the literature is presented in Table 7. Unlike traditional TRANSEC techniques
like DSSS or frequency-hopping spread spectrum (FHSS), which often assume generous
computational resources or robust synchronization support, this method is specifically
engineered for energy-constrained, embedded IoT devices. It addresses the critical gap
where traditional PHY layer security is too costly or complex. In comparison with wave-
form agility or co-channel watermarking techniques, which require full coherent detection
and synchronized keys, this approach trades off correlation performance for additional
security via semi-coherent processing, making it highly viable in practical noisy, low-power
networks. Lastly, compared with recent techniques such as channel-aware modulation [60]
or waveform morphing, which rely on accurate channel state information or advanced
signal processing, this approach is lightweight and easy to integrate into existing PSK
spread spectrum systems without significant redesign.

Table 7. Comparative analysis of physical layer TRANSEC approaches.

Approach Key Techniques Advantages Challenges Representative Papers
Spread Spectrum Frequency Hopping Robust to jamming; Spectrum inefficiency; ~ Shiu et al., 2011 [61]
(FHSS, DSSS) (FH), Direct Sequence low detectability synchronization
Spread Spectrum (DSSS) issues
Waveform Agility Arbitrary-phase spread High TRANSEC Implementation Fletcher, 2019 [62]
spectrum robustness; complexity
PHY-layer
watermarking
Co-Channel Embedding Real-time message Susceptible to Michaels et al., 2022 [63]
Watermarking authentication signals verification advanced jammers

in RF




Information 2025, 16, 773

20 of 23

Table 7. Cont.

Approach Key Techniques Advantages Challenges Representative Papers
Noise Aggregation Masking signal in High confidentiality =~ Reduced SNR and Zhao et al., 2022 [64]
thermal noise capacity
PHY-Layer Key Channel reciprocity and No key exchange Low entropy in static ~ Garg, 2024 [65]
Generation randomness needed environments
Adaptive Frequency Jamming-resilient Resilience to smart Latency in rapid Lim et al., 2011 [66]
Hopping hopping with ML jammers adaptation
Channel-Aware Signal =~ Leveraging channel state  Higher secrecy Requires accurate CSI ~ Hamamreh et al., 2018
Modulation information (CSI) capacity estimation [60]
Scenario-Based WiMAX, LTE, WLAN Application-specific Limited commercial Fraga-Lamas et al., 2016
Military TRANSEC comparison design relevance [67]
OFDM vs. SC-FDMA PHY resilience to Suitable for 5G High computational Shahriar et al., 2014 [68]
Resilience jamming in multi-carrier cost
systems
Secure PHY for IloT Embedded TRANSEC Hardware efficiency Rigid hardware McGinthy & Michaels,
Nodes engines for IloT constraints 2019 [69]

6. Conclusions

This paper examined a low-power technique for obfuscating the actual instantaneous
phase of each chip within a spread spectrum communication system with a small induced
phase error. Both uniform and normal error distributions were considered, but this design
is largely agnostic in distribution, while normal distributed TRANSEC injection offers
better anticipated protections from reverse engineering. The calculations and hardware
validations proven within a live polyphase spread spectrum system indicate that significant
protections against reverse engineering of system state values is achievable even at relatively
low performance losses, based on the number of states of the constellation used. The
techniques presented are most relevant to high-order phase constellations and thus will
have limited utility in DSSS communications. The results presented show that as the
number of chips per spread spectrum symbol increased, the average energy per symbol
quickly converged toward the expected value. Extending the analytical and simulated
results to an implemented design with variable length packets using the HOPS waveform
further validated the feasibility of this approach. For 256-ary PSK constellations, an induced
phase error of ¢ = 71/8 resulted in an approximate BLER degradation of <0.5 dB, while a
phase error of = 71/4 led to <4 dB of degradation. The former is a quite acceptable trade
of minor performance loss for overall security enhancement, while the latter demonstrates
an upper bound for phase perturbations impairing performance of the intended link.
In both cases, a hardware resource utilization increase of less than 2% confirmed the
expectation of a negligible hardware cost and therefore a low-power design.

The approach presented in this paper uses a fixed level of phase distortion regardless
of the channel conditions, adversary capabilities, or operational environments. Future work
may integrate an adaptive mechanism to scale the amount of phase obfuscation injected into
the signal. Additionally, future work aims to combine this and other low-power security
approaches into an IoT system security architecture. Similarly, research to determine the
viability of incorporating the technique into existing low-power wireless standards (e.g.,
IEEE 802.15.4, or Bluetooth Low Energy) without breaking protocol-level expectations is
deemed worthwhile.
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