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ABSTRACT

The deployment of human-augmented machine learning (ML) systems has become a
recommended organizational best practice. ML systems use algorithms that rely on
training data labeled by human annotators. However, human involvement in reviewing
and labeling consumers’ voice data to train speech recognition systems for Amazon Alexa,
Microsoft Cortana, and the like has raised privacy concerns among consumers and privacy
advocates. We use the enhanced APCO model as the theoretical lens to investigate how
the disclosure of human involvement during the supervised machine learning process
affects consumers’ privacy decision making. In a scenario-based experiment with 499
participants, we present various company privacy policies to participants to examine their
trust and privacy considerations, then ask them to share reasons why they would or would
not opt in to share their voice data to train a companies’ voice recognition software. We
find that the perception of human involvement in the ML training process significantly
influences participants’ privacy-related concerns, which thereby mediate their decisions to
share their voice data. Furthermore, we manipulate four factors of a privacy policy to
operationalize various cognitive biases actively present in the minds of consumers and find
that default trust and salience biases significantly affect participants’ privacy decision
making. Our results provide a deeper contextualized understanding of privacy-related
concerns that may arise in human-augmented ML system configurations and highlight the
managerial importance of considering the role of human involvement in supervised
machine learning settings. Importantly, we introduce perceived human involvement as a
new construct to the information privacy discourse.

Although ubiquitous data collection and increased privacy breaches have elevated the
reported concerns of consumers, consumers’ behaviors do not always match their stated
privacy concerns. Researchers refer to this as the privacy paradox, and decades of
information privacy research have identified a myriad of explanations why this paradox
occurs. Yet the underlying crux of the explanations presumes privacy concern to be the
appropriate proxy to measure privacy attitude and compare with actual privacy behavior.
Often, privacy concerns are situational and can be elicited through the setup of boundary
conditions and the framing of different privacy scenarios. Drawing on the cognitive model
of empowerment and interest, we propose a multidimensional privacy interest construct
that captures consumers’ situational and dispositional attitudes toward privacy, which can
serve as a more robust measure in conditions leading to the privacy paradox. We define
privacy interest as a consumer’s general feeling toward reengaging particular behaviors
that increase their information privacy. This construct comprises four dimensions—impact,
awareness, meaningfulness, and competence—and is conceptualized as a consumer’s
assessment of contextual factors affecting their privacy perceptions and their global
predisposition to respond to those factors. Importantly, interest was originally included in
the privacy calculus but is largely absent in privacy studies and theoretical
conceptualizations. Following MacKenzie et al. (2011), we developed and empirically
validated a privacy interest scale. This study contributes to privacy research and practice



by reconceptualizing a construct in the original privacy calculus theory and offering a
renewed theoretical lens through which to view consumers’ privacy attitudes and
behaviors.
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The deployment of human-augmented machine learning (ML) systems has become a
recommended organizational best practice. ML systems use algorithms that rely on training
data labeled by human annotators. However, human involvement in reviewing and labeling
consumers’ voice data to train speech recognition systems for Amazon Alexa, Microsoft
Cortana, and the like has raised privacy concerns among consumers and privacy advocates.
We investigate how the disclosure of human involvement during the supervised machine
learning process affects consumers’ privacy decision making and find that the perception
of human involvement in the ML training process significantly influences participants’
privacy-related concerns. This thereby influences their decisions to share their voice data.
Our results highlight the importance of understanding consumers’ willingness to contribute
their data to generate complete and diverse data sets to help companies reduce algorithmic
biases and systematic unfairness in the decisions and outputs rendered by ML systems.

Although ubiquitous data collection and increased privacy breaches have elevated the
reported concerns of consumers, consumers’ behaviors do not always match their stated
privacy concerns. This is referred to as the privacy paradox, and decades of information
privacy research have identified a myriad of explanations why this paradox occurs. Yet the
underlying crux of the explanations presumes privacy concern to be the appropriate proxy
to measure privacy attitude and compare with actual privacy behavior. We propose privacy
interest as an alternative to privacy concern and assert that it can serve as a more robust
measure in conditions leading to the privacy paradox. We define privacy interest as a
consumer’s general feeling toward reengaging particular behaviors that increase their
information privacy. We found that privacy interest was more effective than privacy
concern in predicting consumers’ mobilization behaviors, such as publicly complaining
about privacy issues to companies and third-party organizations, requesting to remove their
information from company databases, and reducing their self-disclosure behaviors. By
contrast, privacy concern was more effective than privacy interest in predicting consumers’
behaviors to misrepresent their identity. By developing and empirically validating the
privacy interest scale, we offer interest in privacy as a renewed theoretical lens through
which to view consumers’ privacy attitudes and behaviors.
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Chapter 1: The Privacy-Explainability Paradox in Machine Learning Systems—An
Empirical Examination of the Role of Human Involvement in Training Data Privacy

1.1. Introduction

Machine learning (ML) systems differ from traditional information systems (1S) (e.g., expert
systems, intelligent agents, decision support systems), such that companies cannot readily explain
the functionality, decision making, and outputs of an ML system by viewing the source code of
the algorithm (Grant & Wischik, 2020; Villaronga et al., 2018). Employees must perform a careful
review of curated training datasets to explain which types of data features are inferred by the
system and why (Grant & Wischik, 2020). However, the review of consumers’ data by human
agents infringes on consumers’ rights to privacy and their ability to control their information
privacy (Bélanger & Crossler, 2011; Pavlou, 2011; Smith et al., 2011).

Conversational ML systems (also referred to as voice agents) interface directly with consumers
and use induction to draw inferences from trained datasets, whereby new stimuli, such as newly
spoken voice commands, are algorithmically matched with labeled data, and responses are
retrieved and rendered from predetermined classifications of output (Benbya et al., 2021; Grant &
Wischik, 2020; Lebovitz et al., 2021). These ML systems extract and analyze billions of data
points, including sensitive, specific, and identifiable information (Sutanto et al., 2013) on
individual consumers to create “super profiles” (Al-Natour et al., 2020). Data from super profiles
are then used to compute knowledge in the form of parameter weights and strengths of connections
in a neural network to seemingly learn consumers’ behaviors and tendencies (Zuboff, 2015, 2019).
Consequently, data privacy regulations have been enacted to grant consumers who have given
control of their data to companies specific rights regarding the collection, handling, and use of
their data (General Assembly of Virginia, 2021; Office of the Attorney General of California,

2021; Parliament and Council of the European Union, 2016). Meanwhile, researchers have issued



calls for greater transparency and explainability of the actions of ML algorithms to evaluate the
fairness and biases inherent in these systems (e.g., Rai, 2020; Rai et al., 2019; Teodorescu et al.,
2021).

Recent research, however, reveals a dichotomy between privacy and explainability, a tension
called the privacy-explainability paradox (Grant & Wischik, 2020), inherent in ML systems and
the privacy policies to which consumers consent. Explaining the actions of voice systems requires
a review of the personal voice data from which the voice agents are trained. This allows human
agents to evaluate and train the data for accuracy, prevent the perpetuation of biases, and furnish
explanations for ML systems outputs. Companies use privacy policies as vehicles to transparently
explain this manual review practice but can exploit consumers’ cognitive biases such as default
trust bias, salience bias, or heuristic processing of information to obtain consent to do so (Dinev
et al., 2015; Gerlach et al., 2019). We find that extant empirical studies have not investigated the
mechanisms through which perceived human involvement influences consumers’ privacy decision
making in the context of voice system use (e.g., Amazon Alexa, Alibaba AliGenie, Apple Siri,
Google Home). Thus, understanding the mechanisms that explain how human involvement in
machine learning practices may factor into consumers’ privacy decisions is crucial because such
understanding will enable companies to design interventions to better protect consumers’ privacy
and promote their willingness to share voice data to train companies’ voice recognition algorithms.

We posit that human involvement in conversational ML systems can serve as an important
antecedent to privacy considerations and can reduce consumers’ willingness to share their training
data. This is highly undesirable if companies require balanced, diverse training datasets to prevent
biases and discrimination in the training of their ML. To investigate human involvement, we build

on the human-ML augmentation research related to big data, Al, and biases in ML systems (Kane



etal., 2021; Teodorescu et al., 2021) and use the lens of nondata breach privacy concerns (Brooks
et al., 2017) to explain how consumers can have privacy concerns outside of data theft or security
breach events (Kaufman et al., 2009). Although research shows the extensive benefits of the
conjoined agency between humans and ML systems (Murray et al., 2020; Raisch & Krakowski,
2021) and human-in-the-loop system configurations (Grgnsund & Aanestad, 2020), oftentimes the
research contexts are within organizations, and the benefits to achieve fairness in ML decisions
(Teodorescu et al., 2021) or enhance explainability (Rai et al., 2019) are reasons why human-ML
augmentation is preferred. The role of human involvement in enhancing machine learning
outcomes for organizations and societies is a key factor, but its comprehension at an individual
level remains limited. Specifically, there is a need to explore how consumers perceive human
involvement in this process and whether it influences their decisions regarding personal
information disclosure and data sharing. Researchers and practitioners thus lack theoretical and
empirical understanding on the effect of the knowledge of human involvement in voice data
annotation practices on consumers’ trust and privacy considerations. Consequently, our research
objective is to investigate and explain the role of human involvement in the context of training
data privacy. We believe that answering these questions can lead to novel, important contributions
to the human-ML augmentation research discourse.

RQ1. How does the perception of human involvement in the training of conversational ML
systems affect users’ willingness to share their voice data with a company?

RQ2. What are the effects of privacy policy context and cognitive biases on users’ privacy
decision-making outcomes?

To answer these research questions, we ground our research model on the theoretical tenets of

the enhanced antecedents-privacy concerns-outcomes (APCO) model because, in addition to trust



and privacy calculus, it theorizes effects of cognitive biases and information processing, both of
which are prominent in privacy-decision making situations (Acquisti et al., 2013; Adjerid et al.,
2018b). We operationalize privacy policies as a company’s signal to increase its transparency
toward its data processing and employ a scenario-based quantitative experiment using a between-
subjects design and post hoc qualitative analysis to investigate the role of human involvement in
the processing of voice training data. We provide gquantitative empirical evidence and qualitative
confirmation that perceived human involvement in the training of ML systems is viewed
negatively by consumers, such that privacy concern and privacy risk are significantly influenced
by perceived human involvement and mediate consumers’ willingness to share voice data to
improve companies’ products and services.

1.2. Theoretical Development

We begin by tracing the roots of IS scholarship to ML systems, then explain the roles of human
agency in both 1S and ML systems. IS research on Al began in the 1970s when computers became
integral systems embedded into workplaces to automate business practices and electronically
process transactions (Benbya et al., 2021). First, decision support systems were the earliest
development and relied on extensive databases from which decision makers could query to
generate reports and interpret aggregated data (Alter, 1978; Turban & Watkins, 1986).

Second, expert systems were designed to draw inferences from a knowledge base and to
accompany explanations with the recommendations they provided (Turban & Watkins, 1986).
However, expert systems could not do this without human agency.

Third, intelligent agents functioned autonomously by using structured data input from
relational databases but could not process unstructured data like video, audio, and images (Schuetz
& Venkatesh, 2020). They also required human programmers to transform the unstructured data

into usable formats (Benbya et al., 2021).



Finally, cognitive computing systems (Schuetz & Venkatesh, 2020) or agentic IS artifacts
(Baird & Maruping, 2021) incorporated artificial intelligence to enable humanlike perceptual
capabilities to sense and interpret unstructured stimuli in their environments—but humans agents
remain prominently involved in the training, explaining, and reviewing of the ML algorithms
(Agerfalk, 2020; Asatiani etal., 2021; De Cremer & Kasparov, 2021; Lebovitz et al., 2021; Murray
et al., 2020; Rai et al., 2019; Raisch & Krakowski, 2021) (see Appendix 1A). In summary,
traditional IS depend on human agents to establish rules and define problem sets in which the
systems can operate (Borges et al., 2021), whereas agentic IS artifacts can serve as substitute
agents to humans in behavior- and outcome-based decision-making contexts (Baird & Maruping,
2021).

1.2.1. Human Involvement in ML Systems
Human involvement in ML systems is strongly recommended as an organizational best practice

because of the sociotechnological context in which ML systems are deployed (Agerfalk, 2020;
Figener et al., 2021; Grensund & Aanestad, 2020). Configurations such as humans-in-the-loop
and human-centered artificial intelligence are common, and conjoined agency is an emerging
concept in the research discourse that explains the types of integrated agencies between human
agents and agentic IS agents (Baird & Maruping, 2021; Murray et al., 2020). Whereas agentic IS
artifacts possess the capacity “to constrain, complement, and substitute for humans in the practice
of routines,” (Murray et al., 2020, p. 553), automated technologies can make incomplete or flawed
decisions based on spurious correlations found in the training data (Murray et al., 2020).
Consequently, the boundaries of ML systems are “still managed by humans within technological,
organizational, and institutional frames” (Agerfalk, 2020, p. 5), primarily in the contexts of (1)
training, (2) explaining, and (3) reviewing of data for compliance purposes (Figure 1).

First, human agents are needed during the data annotation stage to label unstructured data in



training datasets. Arguably, the availability of training datasets is the most important breakthrough
catalyzing the surge in ML systems development and use (Wissner-Gross, 2016). This is because
researchers and developers focused on advancing algorithms through computing power and
increased storage to process complex algorithms (Benbya et al., 2021; Schuetz & Venkatesh,
2020), yet it was only until the availability of rich and high-quality datasets in the 2000s that

breakthrough advancements in machine learning accelerated (Wissner-Gross, 2016).

Figure 1. Human Involvement in ML Systems
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Specifically, the combination of sensors, cyber-physical systems, and the internet enables the
collection of vast amounts of audio-visual data. This data, in turn, allows human agents to swiftly
train machines with remarkable computational power to recognize, group, and categorize human

sounds and visual cues within a social context (Agerfalk, 2020; Baird & Maruping, 2021; Benbya



et al., 2021; Kane et al., 2021; Lindebaum et al., 2019; Schuetz & Venkatesh, 2020). Thus, the
perceptual capabilities for machines to see through computer vision and communicate verbally
through speech recognition exponentially improved during the past two decades due to the
swelling availability of consumer data to train ML models (Benbya et al., 2021; Kane et al., 2021).

Second, human agents are needed to interpret and explain the outputs from an ML algorithm.
An inherent characteristic of ML systems is their functional opacity (Schuetz & Venkatesh, 2020).
To increase the transparency of ML systems, human involvement is needed to remove the
nonlinearity and unpredictability of algorithms” actions (Lindebaum et al., 2019). Rai (2020) refers
to this as the glass-box model. Human agents review and explain algorithmic outputs to ensure
that the outcomes are interpretable to human users. For example, in the case of conversational ML,
human agents must discern between random noise, animal sounds, and human voices to ensure the
speech detection patterns are correct. Ensuring that smart devices are not unintentionally activated
by random noises is crucial in preventing accidental recordings (Merrill, 2020).

Last, human agents must sometimes review consumers’ data for regulatory compliance reasons
to process “right to be forgotten” and data erasure requests. For example, to request personal data
erasure at Google, a form must be completed and human reviewers will consider how sensitive or
private the content is before rendering a decision to erase personal data (Google, 2021). If the right
to be forgotten request is granted, then the consumer’s data must also be erased from the ML model
weights and the training datasets. Computer scientists refer to this process as “machine unlearning”
(Bourtoule et al., 2021), and scholars argue that it is nearly impossible to make ML systems forget,
because of the impracticality to interpret model weights to ensure complete erasure of consumers’
data (Villaronga et al., 2018).

1.2.2. Privacy-Explainability Paradox
Human involvement leads to a privacy-explainability paradox because of two explicit stipulations



in comprehensive data privacy laws that are in direct conflict: (1) individual ’s right to privacy and
(2) individual ’s right to receive an explanation on algorithmically derived outcomes—otherwise
known as explainability (Grant & Wischik, 2020). The tension occurs because to explain how ML
systems derive their logic, human agents must examine the data by which the algorithms are
trained. Figure 2 visualizes the privacy-explainability paradox as a continuum through the lens of

human involvement.

Figure 2. Privacy-Explainability Paradox through the Lens of Human Involvement
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This continuum illustrates that when systems alone process consumers’ data, then perceived
information privacy is higher but explainability of an algorithmic outcome is low. Conversely,
when human agents process consumers’ data, they can ascribe contextual meaning to the abstract
data, which can infringe on information privacy rights but enhance the explainability of an
algorithmic outcome. Agerfalk (2020) refers to raw data as decontextualized data that do not
contain any socially meaningful signs. Particularly, humans do the sensemaking of the emergent
features detected in pattern recognition, and they can interpret the contextual relevance of the data
and consider various uses and explanations of the data in practice (Agerfalk, 2020). This practice
of ground truth labeling shifts data privacy to information privacy, a notable issue in IS (Figure

3).



Figure 3. Decontextualized and Contextualized Data Through Human Involvement
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1.2.3. Enhanced Antecedents-Privacy Concerns-Outcomes Model
Because the concept of privacy is multidimensional and is viewed differently among the social

sciences (Laufer & Wolfe, 1977), privacy concern is operationalized as a proxy for privacy
(Malhotra et al., 2004). Privacy concern is the belief that a person’s privacy is at risk of being
violated (Culnan & Armstrong, 1999). The broader information privacy is defined as the rights of
a person to determine to what extent their personal information is shared and when and how it is
shared with others (Westin, 1967). Dinev et al. (2015) proposed the enhanced APCO model that
subsumed three privacy concern macromodels that at the time “summarized almost all of the
positivist empirical assessments of privacy up to that date” (Dinev et al., 2015, p. 639). The original
APCO model includes the constructs of information privacy concern, privacy risk, trust, and
benefits (Smith et al., 2011). Information privacy concern comprises three dimensions: perceived
surveillance, perceived intrusion, and secondary use of personal information (Xu et al., 2012a).
Privacy risks are perceptions that a potential loss of data or misuse may occur when releasing
personal information to an organization (Dowling & Staelin, 1994). Trust toward the data

controller is the degree to which consumers believe the controller will reliably safeguard their



collected personal information (Gefen et al., 2003). Specifically, trust beliefs comprise three
dimensions: competence (ability of the company to do what the consumer needs), benevolence
(belief that the company acts in the consumers’ best interest), and integrity (belief that the company
is honest) (McKnight et al., 2002; McKnight et al., 1998). Perceived benefits are the net positive
outcomes of disclosing personal information (Smith et al., 2011).

Moreover, researchers examined alternative explanations beyond the APCO, drawing from
economic theories and incorporating principles from psychological experiments on decision-
making and behavioral economics. This approach helped them better understand the effects of
situational and contextual factors on consumers’ privacy choices and actions (e.g., Acquisti, 2004,
2009; Acquisti & Grossklags, 2012; Adjerid et al., 2018a; Adjerid et al., 2018b; Tsai et al., 2011).
The enhanced APCO theory was modeled to encompass explanations of people’s privacy
behaviors through two lenses: (1) the original APCO model (Smith et al., 2011) and the (2)
boundary conditions related to “lower-effort cognitive processes and biases in human decision
making” (Dinev et al., 2015, p. 640). We assume and build on these relationships and propose
human involvement as an antecedent to the APCO constructs. Namely, we borrow the theory and
explain how we recontextualize the APCO to investigate the types of cognitive biases and level of
effort conditions that affect consumers’ privacy decision-making when they view privacy policies.

1.2.4. Contextualizing the APCO for Human Involvement
The practice of borrowing and applying theories is prevalent in research (Whetten et al., 2009).

Notably, horizontal borrowing is the study of phenomena in other types of social contexts. A
primary reason to borrow theory is to apply the theory’s explanatory power in a new context and
to delineate its boundaries and scope conditions (Whetten et al., 2009). To borrow theory
appropriately and to test primarily how the theory functions, the new and old contexts should be

approximately equivalent (Morgeson & Hofmann, 1999). Furthermore, the context and level
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sensitivities should be similar. Because the enhanced APCO is an individual-level theory and the
context pertains to information privacy, namely, a person’s behavioral or attitudinal reactions to a
stimulus, the nomological relationships in this particular theory should hold true (Whetten et al.,
2009). Our context involves consumers who interact with conversational agents as the stimulus,
and we investigate their willingness to share training data as the attitudinal reaction. The focus of
our study is to evaluate the role of human involvement in an ML context, and thus the use of a
privacy theory that systematically explains all relationships between constructs is imperative to
isolating the effects we intend to investigate, namely the operationalization of an antecedent to
privacy concern and the contextual effects of cognitive biases. Hence, our aim is not to enhance
the APCO theory itself, which would be regarded as a contribution to theory, but rather to apply it
within the new context of human-machine learning augmentation, constituting a contribution of

theory (Whetten et al., 2009). Figure 4 depicts our proposed research model.

Figure 4. Research Model
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1.2.5. Positioning Human Involvement as an Antecedent
We begin by establishing the context in which human involvement in ML systems is disclosed to

consumers through privacy policies provided by companies. Companies seeking to comply with
data privacy laws often use privacy policies to convey transparency in their data handling practices
(Grant & Wischik, 2020). Privacy policies are based on “notice and consent” requirements and the
assumption that consumers provide informed consent to permit companies to collect and process
their data (Acquisti et al., 2013; Adjerid et al., 2018a). Research shows that consumers apply
stereotypical thinking when they process privacy policies (Gerlach et al., 2019). Further,
information asymmetries exist between companies and consumers, such that even if consumers
fully comprehend the privacy policies they read, it would still be difficult to anticipate every
downstream privacy risk involving their data (Acquisti et al., 2013; Acquisti et al., 2015; Adjerid
et al., 2018b). Through the use of privacy policies, companies can thus attempt to appear open and
transparent about the processing of consumers’ data.

Awad and Krishnan (2006) explain that consumers make tradeoffs to improve the performance
and personalization of the services they receive. Consumers provide their transparent, personal
information for enhanced personalization, known as the “personalization privacy paradox” (Awad
& Krishnan, 2006, p. 13). For example, Amazon Alexa’s privacy policy frames human
involvement as humans reviewing a small sample of requests to help Alexa understand the correct
interpretations and to provide the appropriate responses in the future (Amazon, 2021; Merrill,
2020). The privacy policy refers to supervised machine learning as an industry-standard practice,
and it explains that because Alexa works with a diverse range of customers that it is necessary for
Alexa to respond properly to variations in customers’ speech patterns, dialects, accents, and
vocabulary. Human involvement is framed as a benefit to consumers and not as a risk, thereby

influencing a consumer’s privacy calculus toward the use of the voice system (Dinev & Hart,
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2006). Formally, privacy calculus is the cost-benefit analysis people perform to determine whether
they will accept a loss of privacy from any disclosure of personal information as long as they
perceive the benefits of using the system to exceed their acceptable levels of risk (Culnan & Bies,
2003; Dinev & Hart, 2006). In the case of voice system use, if the benefits of using voice
commands exceed the risks of disclosing personal voice data, then a user’s privacy calculus will
tilt toward a net positive outcome.

However, research shows that several cognitive biases and lower-levels of information
processing (Alashoor et al., 2022) can cause consumers to misinterpret their reading of privacy
policies or terms and conditions. First, most people skip over the privacy policy, or if they do read
it, they do not spend enough time to fully extract the intended meaning of the content (Obar &
Oeldorf-Hirsch, 2020). Second, consumers who do read privacy policies find them lengthy,
inscrutable, and the language confusing (Milne & Culnan, 2004). As illustration, to read through
every privacy policy a consumer encountered would take 25 days in a single year, and the
estimated opportunity cost for them to read those privacy policies would be $781 billion per year
(McDonald & Cranor, 2008). Thus, the sheer number of privacy policies a consumer would have
to read can force users into taking mental shortcuts to apply general stereotypical thinking about
the way companies’ process consumers’ data (Gerlach et al., 2019).

When consumers use voice agents, the cognitive biases and cognitive processing efforts are
exacerbated by the reduced friction in the ease of use (Moriuchi, 2019) and the ability of designers
to design the system to cultivate trust in an interpersonal relationship with the consumer (Nass &
Moon, 2000; Nass et al., 1995; Rheu et al., 2021). Additionally, the absence of a visual interface
in conversational ML systems for displaying privacy policies or terms and conditions makes it

easier for users to bypass these documents entirely. This means that consumers must engage not
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only with the conversational agent but also with the company’s website to access its privacy
policies (Howell, 2021).

We thus contextualize three types of cognitive effects when consumers interact with
conversational ML systems. First, we argue that a salience bias is present. Salience bias is defined
as favoring salient cues and stimuli over difficult, diffuse information, which can lead to
suboptimal decision making (Lee et al., 2018). For example, salience bias can cause a person to
be overconfident about the information presented explicitly before them, which is often
insufficient for predicting an actual outcome (Griffin & Tversky, 1992). A mistaken assumption
would be if a consumer interacts independently with a conversational agent when another human
is not saliently present and thinks the interaction is confidential when it is actually not (Howell,
2021). We therefore operationalize salience bias through the covert or overt mentioning of human
reviewers annotating consumers’ voice data, as referenced in a company’s privacy policy (Merrill,
2020). We define covert mention of human involvement as a privacy policy using generic terms
such as “data analytics,” “product development,” “improvement,” or “personalization” but not
referencing the explicit review of personal data by human agents for algorithm training purposes
(e.g., Facebook, 2021). Overt mention of human involvement indicates that the privacy policy
specifically references human involvement in reviewing and labeling users’ personal data for the
training of algorithms (e.g., Amazon, 2021). In the absence of an explicit mention of human
involvement, the mistaken assumption caused by salience bias would be that only machine
processing of consumers’ personal data will occur.

Second, default trust bias is inherent in privacy-decision making (Dinev et al., 2015). Default
trust bias is defined as the innate instinctual heuristic people develop during infancy that lessens

their conscious thought processing to evaluate the trustworthiness of others (Dinev et al., 2015).
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We thus posit that when consumers believe that ML systems operate similarly to traditional IS
through stereotypical thinking (Gerlach et al., 2019), they adopt a “tool” view toward a
conversational agent and believe it does not have its own agency. Because the consumer feels in
control of the interaction, the control paradox explains that consumers may generate a mistaken
belief of privacy protection toward their interactions with the system (Brandimarte et al., 2012).
Furthermore, if consumers have a satisfactory experience with a product or service from a
company they trust, the default trust will transcend across the company’s full product offerings
through brand trust (Chaudhuri & Holbrook, 2001). Therefore, a consumer may, by default, trust
that companies are complying with data privacy laws and are respecting consumers’ information
privacy (Dinev et al., 2015; Gerlach et al., 2019).

Finally, low level of effort in cognitive processing is defined as “relatively little cognitive effort
or conscious awareness” (Dinev et al., 2015, p. 643). The rational model of privacy calculus
assumes that privacy-related behaviors occur from deliberate, high-effort cognitive processing;
however, research explains that consumers apply cognitive heuristics and mental shortcuts to avoid
“effortful analysis involving logic and elaborated reasoning” (Dinev et al., 2015, p. 643). Namely,
consumers may not consider the downstream consequences of human involvement and the training
of their voice data and instead rely on cognitive shortcuts to focus on the salient benefits of using
conversational agents.

1.2.6. Human Involvement and the “Privacy” Tradeoff
Privacy concerns arise when a person feels incapable of taking action to protect oneself. (Li, 2012).

Predominantly, people are concerned with seven types of privacy: privacy of the (1) person, (2)
behavior and action, (3) communication, (4) data and image, (5) thoughts and feelings, (6)
location and space, and (7) association (multilevel privacy) (Finn et al., 2013). We propose that

conversational ML systems are capable of infringing on the seven types of privacy, especially
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through human involvement and the contextualization of consumers’ voice data. First,
conversational agents collect and store verbal communication (communication privacy). Second,
developers build smart products with cameras and other sensors to collect personal data about
people inside their homes (data and image, location and space, and person privacy) (Menard &
Bott, 2020). Third, through human involvement, human agents can infer a person’s thoughts,
feelings, behaviors, and actions, and can identify those who are in company with the data subject
(behavior and action, thoughts and feelings, and association privacy) (Agerfalk, 2020; Zuboff,
2015, 2019). Because consumers may be unaware of human involvement in the reviewing of their
data, they may not initially feel helpless in protecting themselves. However, when human
involvement is overtly disclosed, we argue that consumers will feel incapable of protecting their
information and experience heightened levels of privacy risk. Moreover, because they have already
consented to terms and conditions, they will inevitably not know with whom their data are shared
(Howell, 2021). Thus, we posit that:

H1. Perceived human involvement is positively associated with privacy concern.

Conversational agents actively await wake words and are thus persistently recording (Cox,
2019; Day et al., 2019; Howell, 2021). ML systems are characterized as being aware of their
environments with the data subjects unaware of their use of the device (Howell, 2021; Kane et al.,
2021; Schuetz & Venkatesh, 2020). When consumers are unaware of the ways companies can
collect and use their data, an information asymmetry arises (Acquisti et al., 2020). This, in turn,
increases a company’s ability to collect more consumer information. Because of the information
asymmetry, consumers cannot respond to any risks to which they are unaware (Acquisti et al.,
2020). However, the overt explanation of human involvement allows consumers to envision the
ways their data may be used, such as unnecessary reidentification and aggregation risks (Zuboff,

2019), and can activate a new calculus toward risk and invite consumers to consider new risk
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mitigation strategies due to changes in risk perceptions (Adjerid et al., 2018a). To this end, we
posit that:

H2. Perceived human involvement is positively associated with privacy risk.

1.2.7. Human Involvement and the “Performance” Tradeoff
Trust is generally accumulated during the social relationship between companies and consumers

(McKbnight et al., 1998). Consumers who have a high opinion toward technology reflect
“confidence or optimism regarding adoption of new ideas or technologies” (McKnight et al., 2002,
p. 340). ML systems are novel and their capabilities are continually expanding (Kane et al., 2021;
Teodorescu et al., 2021). Research shows that people with a proclivity toward novel technologies
have a higher disposition to trust the product, service, or company (McKnight et al., 2002). Also,
when companies provide detailed privacy policies to explain their products and services, people
have a higher tendency to trust the company (Wu et al., 2012). Companies can thus use privacy
policies and terms and conditions to exhibit an image of fairness and transparency in their ML
systems (Grant & Wischik, 2020) and elicit higher levels of trust. Clearly explaining their data
collection and handling practices, companies can thus engender trust in the overall system and
demonstrate that their conversational agents are unbiased, continually trained, inspected, and
improved. When companies describe their intentions to improve a product with the use of
consumers’ personal data to add personalization services (Sutanto et al., 2013), companies can
further highlight the competency of their systems.

H3. Perceived human involvement is positively associated with competence trust.

Nevertheless, if a company openly reveals human involvement but fails to clarify the potential
risks associated with human agents accessing users’ personal information, the privacy policy may
cease to serve as an effective instrument for transparent disclosure. Instead, it serves as an illusory

form of transparency, causing the consumer to solicit more information to understand how their
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data was and will be used (Grant & Wischik, 2020). Because organizational best practices advocate
for human augmentation in ML practices (Grgnsund & Aanestad, 2020; Murray et al., 2020), we
believe consumers will similarly see the improved performance of conversational agents when
human involvement occurs. Also, companies frame human involvement as a benefit to consumers
through the improved performance and personalized services of their conversational agent.
However, if a privacy policy lacks transparent disclosure regarding the direct involvement of
human agents, and consumers discover this information through external sources, it can lead them
to question the company’s commitment to their best interests and perceive a lack of honesty. Thus,

H4. Perceived human involvement is negatively associated with benevolence and integrity
trust.

Privacy calculus is the assessment consumers perform when they decide to disclose their
information that it will be used fairly and they will not be exposed to negative consequences as a
result of the disclosure (Awad & Krishnan, 2006; Culnan & Armstrong, 1999; Dinev & Hart,
2006). The difference of this calculus is considered perceived value (Zeithaml, 1988). A positive
perceived value is considered the benefit of information disclosure (Dinev & Hart, 2006). In the
context of conversational agents, we define perceived value as the overall utility a consumer
receives when furnishing their voice data to improve the conversational interaction with the
system. Because conversational agents operate through a voice interface, the consumer may not
understand how their data are being processed and shared (Felt et al., 2012; Menard & Bott, 2020).
Thus, the potential privacy invasion is not concrete (Menard & Bott, 2020). Moreover, the
presence of a perceived risk may subtly manifest itself through the occasional utterances by the
conversational agent when it suddenly awakens without the consumer’s prompting (Merrill, 2020).
However, the longer consumers experience the benefits of use, this may amplify their perceptions

of benefits over perceived risks (Xu et al., 2011b). Thus, when companies frame human
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involvement as a benefit to consumers through the improved performance of the conversational
agent, consumers will perceive an increased value in human involvement. Hence,

H5. Perceived human involvement is positively associated with perceived benefits.

The APCO proposes that privacy concern, privacy risk, trust, and benefits are deliberate
considerations people undertake before performing information disclosure or sharing behaviors
(Dinev et al., 2015; Smith et al., 2011). Antecedents to privacy concern are thus fully mediated
through the APCO constructs. We follow the APCO in emphasizing the mediating roles of the
APCO constructs and the inherent deliberate considerations that flow from antecedents to privacy
concern to outcomes. Therefore,

H6. (a) Privacy concern, (b) privacy risk, (c) competence trust, (d) benevolence and integrity
trust, and (e) perceived benefits will mediate the effect of perceived human involvement on
willingness to share voice data.

1.3. Research Method
To test our hypotheses, we used a scenario-based survey with a 2 X 2 X 2 X 2 experimental

orientation to present vignettes of graphical representations—containing realistic details of privacy
policy situations—to collect participants’ subsequent responses to measurement items on our
dependent variable of interest (Trevino, 1992). Scenario-based surveys are commonly used to
investigate decision-making in hypothetical situations, and the vignettes serving as treatments
often contain concrete information on the independent variables (Trevino, 1992). Notably, using
vignettes allows for the creation of controlled, situational contexts that can be experimentally
varied during participants’ decision-making tasks. Thus, we can create multiple contextually rich
vignettes and embed them into an experimental design to enhance the realism of the decision-
making situation (Vance et al., 2015) and to manipulate factors of theoretical interest (Al-Natour
et al., 2020). By varying the contextual details scripted and presented in each of the descriptive

vignettes, we can build a factorial design that includes a combination of specific levels of factors
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of interest to create multiple treatment groups from which to hypothesize and investigate effects
of several factors on the judgments, preferences, and decisions of survey participants
(Rungtusanatham et al., 2011). Figure 5 depicts examples of the privacy policy treatments we
administered in our scenario-based experimental design, the four factors we manipulated on each
of the privacy policies, and the corresponding analyses we performed on the collected data.

1.3.1. Scenario Designs and Manipulations
To enhance ecological validity, we closely emulated the content furnished in privacy policies of

leading technology companies and provided screen captures of actual company webpages,
products, and services to ensure our vignettes depicted realistic content that participants would
encounter during their typical online e-commerce experience. Amazon is rated as the most trusted

company in America (Seitz, 2021), and we used them as our company of interest.

Figure 5. Methodology and Analysis Process

Scenarios-based experimental design
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Moreover, to mitigate effects of default trust bias, we also used Alibaba because of its
leadership in providing voice products and services in China (Sun et al., 2021a). We developed
realistic vignettes depicting actual Amazon and Alibaba products and services and carefully
adapted the wording in excerpts from privacy policies from Ring, Samsung, and Amazon, and
embedded these into vignette sets in a scenarios-based survey. Finally, as an added measure, we
included a realism item as a control for the effects of scenario realism (Siponen & Vance, 2010).
Realism items are important to ensure causal realism in the relationship between treatments and
sets of variables (Straub et al., 2004).

We created three primary sets of vignettes to cultivate distinct user experience conditions for
three types of consumers: ones who are asked to envision interacting with (1) an Amazon Echo
(Alexa), (2) an Alibaba Tmall Genie (AliGenie), or (3) a generic smart speaker and conversational
agent without any affiliation to a specific product or company name (control). The Amazon Echo
(Alexa) vignettes included a product page of an Amazon Echo speaker powered by Alexa, along
with three pages of privacy policies that included the Amazon header across each page. Similarly,
the Alibaba Tmall Genie (AliGenie) vignettes included a product page of an Alibaba Tmall Genie
powered by AliGenie, along with three pages of privacy policies with Alibaba’s header
emblazoned across each. The third set of vignettes is the control and neither included a picture of
a smart speaker nor any company header across each of the three privacy policy pages; instead,
the smart speaker and conversational agent were described in written text without any specific
reference to a product or cloud service provider type. The purpose of the control condition is to
detect the treatment effect based on the type of product participants are asked to review.

Moreover, as our focus is on users’ views about companies’ data handling practices in general,

rather than their usage of a specific smart device brand, we incorporated an additional factor to
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examine default trust bias: the cloud storage provider responsible for storing voice data collected
by the conversational agent. Formally, conversational agents retrieve responses to user commands
from cloud servers (Amazon, 2021), and the largest cloud providers rendering requests from
Amazon and Alibaba conversational agents are Amazon Web Services and Alibaba Cloud,
respectively. We thus included an additional manipulation in the three sets of vignettes, one for
Alibaba Cloud and Amazon Web Services cloud storage provider types. In summary, each set of
vignettes consisted of pertinent information that could potentially influence a participant’s
willingness to share training data with a company. The sets namely included (1) a product page of
a smart speaker, which were actual screenshots from Amazon.com and Alibaba.com (translated
into English); (2) a cloud service provider page, which included actual screenshots of services
from AWS.com and Alibabacloud.com; and (3) three pages of privacy policies illustrating actual
content obtained from Samsung’s, Ring’s, and Amazon’s privacy policies that included small, yet
carefully worded modifications to the texts.

The careful alterations to the privacy policy included our (1) replacing company names of
original policies with the companies of interest in our survey, namely Amazon and Alibaba; (2)
altering the “covert” description of human involvement in Amazon’s description of Amazon Echo
and Alexa services (because Amazon’s original statement on human reviewers is used as the
“overt” description) (Amazon, 2021); and (3) deleting content from the original privacy policies
to more prominently highlight the written policy on the use of consumers’ training data,
specifically that consumers’ voice data are collected, reviewed, and shared by companies as
explicitly referenced in privacy policies (i.e., “Information we collect,” “How we use your
information,” “Information sharing” sections). Appendix 1C shows the images of the treatments

and the manipulated factors included in the experiment.
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Because we are primarily interested in privacy concerns related to perceived human
involvement in ML systems, we made extensive efforts to make human involvement salient in the
minds of participants by including two factors specifically related to it. First, to overcome salience
bias, we used clear language in the privacy policy to convey the activity of human agents in the
processing of users’ voice data, a term we phrase as the covert vs. overt mention of human
reviewers. Second, we provided aids to participants to facilitate their information processing of the
privacy policy content, because research demonstrates information asymmetries exist and
consumers may not systematically process the content in privacy policies (Acquisti, 2009; Acquisti
et al., 2015; Dinev et al., 2008; Gerlach et al., 2019). Thus, to improve the level of effort in
information processing, we provided two levels of aids: a high-level condition where participants
are given clear explanations on the meaning of the privacy policy content, and a low-level
condition where participants receive only callout boxes to serve as visual cues to heighten
awareness of important privacy policy content. Details on each of the four factors vary among the
products, services, and privacy policy pages. Consequently, we created a scenarios-based
experiment with a 2 (salience bias: human involvement) x 2 (default trust bias: product type) x 2
(default trust bias: cloud service provider) x 2 (level of effort: aid rendered) between-subjects
factorial design to form 16 treatment conditions, and an additional group as a control condition,
for a total of 17 treatment groups.

1.3.2. Procedures
We used the Qualtrics platform to create our survey and advertised the study as a website

readability and product usability study on users’ evaluation of smart speaker devices. This was to
prevent possibly priming participants of our study relating to a privacy context (Al-Natour et al.,
2020). Specifically, we told participants to imagine they recently purchased a smart speaker device

(i.e., Amazon Echo, Alibaba Tmall Genie, or control) and to evaluate a series of lengthy, complex
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privacy policies before assessing their willingness to use the device. The instructions informed
participants to evaluate a series of five screenshots taken from the websites of large online
commerce companies that sell smart speaker devices that recognize their voices. Their task was to
carefully consider the designs of the websites and the smart speakers the companies were selling.
They were then told we would ask for their impressions and opinions about their product.

Because our study relates to voice data collected by conversational agents like Siri, AliGenie,
Cortona, and Alexa, we screened participants based on their familiarity with and use of
conversational agents. We provided a presurvey for screening participants and collected items
relating to the marker variable and their disposition to trust. If participants were unfamiliar with
any kind of virtual assistant or never used a smart speaker device, they were unable to participate
in our usability study. After initial screening, remaining participants were randomly assigned to
one of 17 conditions and were presented with a set of Amazon, Alibaba, or control vignettes,
followed by a post experiment questionnaire. After viewing the product and cloud provider pages
and carefully reading the privacy policy excerpts, participants answered four attention questions
related to the experimental cues information contained in the vignettes. Their responses were
validated against the product type, cloud provider, human involvement, and level of aid treatments
embedded in their specific treatment condition. Correct responses allowed participants to proceed
to the post experiment. However, if participants answered incorrectly to any one of the four
attention checks, they were presented with the treatments a second time and allowed to answer the
attention questions. If they again responded incorrectly, they were screened from the study.

In the post experiment, we asked participants their willingness to share their voice data to train
speech recognition software and to improve the company’s products and services. We also asked

an open-ended question for them to share their specific reasons why they would or would not share
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their voice data with the company. Next, we asked participants to respond to measurement items
on perceived human involvement to serve as a psychometric manipulation check on human
involvement to verify whether we successfully manipulated factors related to participants’
observing a company’s transparent explanation on the types of agents (voice agent vs. human
agent) that process consumers’ data. Because product type, cloud service provider, and level of aid
were saliently provided, with the respective company’s header emblazoned on all screenshot pages
or a vivid explanation of the privacy policy in a red-colored box, we did not ask any psychometric
measurement items on those factors. Instead, we allowed the attention checks of selecting the
correct company’s product and service and amount of aid we provided to help with their
information processing to suffice as clear and evident manipulation checks. Next, we included
items that captured participants’ trust toward data controllers, privacy concerns, privacy risks, and
perceived benefits. Finally, we collected demographic information, items relating to their
experience with smart devices, and control variables related to privacy policy awareness and prior
privacy experiences. The APCO model includes awareness and privacy experiences as antecedents
to privacy concern; therefore, we included these variables as controls (Dinev et al., 2015). After
participants completed the questionnaire, we debriefed them about our intention of the study to
investigate training data privacy concerns and asked for their formal consent to use their responses
in our analysis. The study was formally approved by the Institutional Review Board.

1.3.3. Construct Measures, Item Development, and Pilot Testing
We measured all constructs using multi-item 7-point Likert-type scales using an assortment of

scale endpoints ranging from “strongly disagree to strongly agree,” “describes me extremely
poorly to describes me extremely well,” “extremely unbelievable to extremely believable,” “never
to always,” and “does not describe my feelings to completely describes my feelings” (Appendix

1B includes the survey instrument and lists the measurement details). Importantly, positivist
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studies primarily use 7-point Likert-type scales (Joshi et al., 2015), and the use of multi-item scales
is most common to validly and reliably measure constructs in a questionnaire (Robinson, 2018).

We developed measurement items based on an extensive review of the privacy and trust
research discourses, and adapted items from scales that had been validated in earlier studies. We
situated each item in the context of conversational agent use to capture participants’ perceptions
more accurately on privacy and trust during their interactions with conversational agents. The
demographics and smart device use questions were obtained from a variety of sources (Al-Natour
et al., 2020; Crossler & Bélanger, 2019; Lopatovska et al., 2018; Malhotra et al., 2004) and
administered in the post survey in either original or slightly adapted forms. The scales measuring
disposition to trust in the presurvey and trusting beliefs in the post survey were adapted from
Moody et al. (2014) and Moody et al. (2017), with the items specifically adapted to reflect trust
toward the company handling users’ voice data and not toward “the seller,” as was referenced in
the original context of the items. Response set items such as “If you are not a fish, then select
“Agree” as the response to this question” were included in the pre and post surveys. Last, the blue
attitude marker scale from Miller and Chiodo (2008) was retained in original form and
administered in the presurvey.

In the post-experiment survey, we adapted the willingness to disclose information scale from
Moody et al. (2017) as the dependent variable. Notably, because the contexts of information
sharing in the original scale and our adapted scale are vastly different, the adapted items are
completely contextualized to reflect participants’ willingness to share voice data: to improve voice
recognition services, for data analysis purposes, and to receive personalized services. In contrast
to the original items, which pertained to sharing specific types of personal information such as

name, address, social security numbers, and product needs. Privacy concerns was adapted from
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Xu et al.’s (2012a) mobile users’ information privacy concerns scale to reflect a shift in focus from
mobile apps to Alexa and AliGenie. Finally, items on privacy risks were adapted from Hong and
Thong (2013), including a shift in focus from websites to Alexa and AliGenie, and items on
perceived benefits were adapted from Xu et al. (2011b), written to reflect Alexa and AliGenie
rather than the M-Coupon service. Additional scales measured in the post survey that served as
control variables included items for: prior privacy experience, adapted from Smith et al. (1996) to
reflect data collection from Alexa and AliGenie rather than “the Internet”; awareness of privacy
practices, retained from Malhotra et al. (2004); and past positive experience, adapted from Pavlou
and Gefen (2004) with a change in reference from Amazon’s auction marketplace to Amazon
Alexa and Alibaba AliGenie.

In addition, we developed a psychometric measure to evaluate our human involvement
manipulation. Because we could not find existing scales in the extant human-ML systems
augmentation research that measured the level of human involvement in human-in-the-loop or
human-centered Al configurations, we adapted original items from a variety of studies (Boh &
Yellin, 2006; Lassen et al., 2007; Sasidharan et al., 2011; Segaar et al., 2007) in two specific
contexts: (1) enterprise systems and architectures where the objective was to measure stakeholder
involvement in the implementation of enterprise systems across an organization, and (2) health
campaign program development where researchers investigated employee involvement in
organizational health campaigns. Items from both contexts were adapted to reflect the extent to
which participants believed human reviewers were involved in the training of the speech
technologies used in conversational agents. The human involvement measures were then carefully
inspected by the authors to ensure content and face validity.

After carefully adapting the measurement scales in our survey, we conducted a pilot test with
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74 complete and valid responses from Amazon’s Mechanical Turk (MTurk) platform. Importantly,
we tested the perceived human involvement items to analyze the content and discriminant
validities and the results confirmed the scale as both valid and reliable. Moreover, our statistical
analyses of the pilot data showed that the instrument performed as expected and required only
minor corrections, which allowed us to proceed with the full data collection.

1.3.4. Final Data Collection
The experiment included 499 responses and was conducted online using participants recruited

through Cloud Research from the MTurk platform. Research shows that responses collected
voluntarily from MTurk can be reliable sources of data when reasonable data-quality controls are
used (Buhrmester et al., 2011; Lowry et al., 2016; Mason & Suri, 2012; Steelman et al., 2014). We
followed recommended recruiting and screening techniques for crowdsourcing platforms. To
ensure high quality data, we specified in the Cloud Research selection criteria to solicit responses
from MTurk workers with greater than 97% HIT approval rates and number of approved HITs
exceeding 100. Additionally, we restricted access to our survey to workers in the United States.
Finally, we applied procedural controls that included attention and comprehension checks,
explaining the importance of the study in the instructions, providing a warning that inattentive
respondents would not receive compensation, and obtaining a large sample for the final study
(Hulland & Miller, 2018; Lowry et al., 2016; Steelman et al., 2014). The compensation for a
completed survey was $2.00, and the expected time to complete was approximately 20 minutes.
Among the participants, 47.9% were female, with an age distribution for all participants
between 18 to older than 65 years old. On average, the participants took 20.68 minutes to complete
the survey. All participants were familiar with or used virtual assistants with 72% of participants
using a voice assistant at least once a day. Most participants (49.9%) owned a smartphone with the

10S operating system, followed by 49.1% of participants who owned an Android device. Almost
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all participants had never used AliGenie (Mean = 1.86, SD = 1.52), and those who had used Alexa
rated their quality of experience between average and good (Mean = 4.562, SD = 1.12). Nearly all
participants strongly agreed that companies should conspicuously disclose their data handling
procedures (Mean = 6.31, SD = 0.81), and participants seldom experienced prior privacy invasions
(Mean = 3.01, SD = 1.24). A complete summary of the descriptive statistics of the participants is
shown in Appendix 1D.

1.4. Analysis and Results
We performed our analysis in several steps (see Figure 5 above). First, we ascertained the validity

of our research design. Second, we evaluated whether our randomization was successful by
ensuring our experiment had a balanced design with approximately similar numbers of participants
in our treatment cells. Next, we performed a manipulation check to ensure the desired effects were
achieved, then we examined the reliability and validities of our survey instrument. To test the
effect of perceived human involvement on the APCO constructs, we conducted a covariance-based
structural equation modeling (CB-SEM) analysis (H1-H5). Then, to test whether the APCO
constructs mediated the effect of perceived human involvement on willingness to share, we
performed bootstrapped confidence interval (Cl) tests for full and partial mediation (H6a—€). To
test the contextual effects of our operationalized cognitive biases, namely salience bias (H1-H6),
default trust bias, and information processing, we conducted a multivariate analysis of variance
(MANOVA). Finally, we performed various methods to detect whether the presence of common
method bias (CMB) influenced our findings. In the following sections, we detail the procedures
undertaken in each of these steps.

1.4.1. Randomization, Assignment to Experimental Groups, and Manipulation Check
In our research design, we employed a 2 (human involvement) x 2 (product type) x 2 (cloud

provider type) x 2 (level of aid) factorial design. Participants were randomly assigned to one of 17
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experimental groups using the Qualtrics platform (Table 1).

Table 1. Participant Distribution by Randomized Grouping (n = 499)
Research Context Manipulations

Condition Human . . . Level of n

number involvement Voice system Cloud provider aid _ per

provided cell
1 Covert Alexa Amazon web services High 29
2 Covert Alexa Alibaba cloud High 31
3 Covert Alexa Amazon web services Low 29
4 Covert Alexa Alibaba cloud Low 23
5 Covert AliGenie Amazon web services High 28
6 Covert AliGenie Alibaba cloud High 26
7 Covert AliGenie Amazon web services Low 35
8 Covert AliGenie Alibaba cloud Low 26
9 Overt Alexa Amazon web services High 31
10 Overt Alexa Alibaba cloud High 27
11 Overt Alexa Amazon web services Low 26
12 Overt Alexa Alibaba cloud Low 23
13 Overt AliGenie Amazon web services High 33
14 Overt AliGenie Alibaba cloud High 30
15 Overt AliGenie Amazon web services Low 26
16 Overt AliGenie Alibaba cloud Low 27
17 No mention No mention No mention None 49

Next, manipulation checks are needed to provide additional evidence that the manipulated
factor (X) has an influence on the dependent variable (Y) (Bagozzi, 1977). Moreover,
manipulation checks verify that the actual manipulation corresponds with the manipulation effect
the researchers intended to observe on the basis of the theory guiding their research design
(Boudreau et al., 2001). A manipulation check was needed for the psychometric measure of human
involvement perceptions. We verified that participants had received the manipulation and that the
privacy policy descriptions led to differences in perceived human involvement in supervised
machine learning practices.

Participants were required to answer four comprehension checks, related to each of the four
manipulations, to ensure they recognized the condition to which they were assigned. Namely, for
those in the “overt” human involvement condition, participants were required to acknowledge that

human reviewers would review users’ voice data by correctly selecting “human reviewers” in the
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comprehension check. Conversely, participants in the “covert” condition and “control” conditions
were not told explicitly that humans were involved and thus participants would either select that
the device trained itself or that there was no mention of machine or human reviewers in the ML
training process, respectively. To test for construct validity, that is, whether the human
involvement manipulation corresponded with the intended manipulation, we adapted
“involvement” items from existing research discourses to develop manipulation check questions.
Table 2 shows that our human involvement manipulation led to significant differences in

participants’ responses among the three groups and was therefore successful.

Table 2. Manipulation Check for Human Involvement (n = 499; df = 496)

. . Mean (SD) ctatict ’ Manipulation
Manipulation Overt Covert Control Fotatistic  pvalle  guccessful?
5.40 (0.95) 4.21(1.38) 4.15(1.17) 63.765 p<.001 Yes

Human involvement (n = 223) (n = 227) (n = 49)

We used confirmatory factor analysis to evaluate the measurement model and to determine
factor loadings (Straub et al., 2004). The factor analysis showed that all item loadings exceeded
the 0.60 minimum (Hair et al., 2006). To assess convergent and discriminant validities, we
computed correlations between latent constructs, descriptive statistics, reliabilities, average
variance extracted (AVE), and the square root of the AVE. Table 3 and Table 4 summarize the
construct-level statistics.

For each construct, the Cronbach’s alpha was above the 0.70 minimum, and the average
variance extracted (AVE) was above 0.50 (Gefen et al., 2000), thus indicating convergent validity.
Discriminant validity was also supported, such that the square root of AVE for each construct was
greater than its correlation values (Anderson & Gerbing, 1988). The composite reliability for each
construct was above the recommended minimum of 0.70 (Fornell & Larcker, 1981). We evaluated

multicollinearity by estimating the variance inflation factors (VIFs), and all VIFs were below the
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recommended 4.0 threshold (Aiken & West, 1991). Based on these findings, the measurement

model meets established standards.

Table 3. Descriptive Statistics, Reliabilities, and Multicollinearity

Construct Mean SD CR CA AVE VIF

Awareness 6.31 081 0.828 0.817 0.620 1.256
Benefits 5.23 1.16 0.877 0.861 0.706 1.843
Benevolence/integrity 4.05 1.36 0.950 0.949 0.733 2.196
Competence 5.17 1.17 0.911 0.910 0.719 1.999
Concern 5.17 1.48 0.970 0.969 0.781 3.682
Human involvement 474 133 0.923 0.926 0.705 1.126
Marker 524  1.09 0.820 0.792 0.605 1.063
Privacy experience 3.01 1.24 0.837 0.825 0.636 1.295
Realism 5.63 1.36 n/a n/a n/a 1.112
Risk 4.61 1.55 0.950 0.950 0.825 3.314
Share 3.84 181 0.920 0.919 0.793 2.001

Note. AVE = Average variance extracted; CA = Cronbach’s alpha; CR = Composite reliability; SD = Standard
deviation; VIF = Variance inflation factor; n/a = not applicable. Realism is a single item that was asked at the
conclusion of the experiment phase to assess participants’ perceptions of the realism of the privacy policy treatment.

We used several statistical and procedural remedies to address the potential concern of CMB
(Podsakoff et al., 2003). For procedural remedies, we included instructions to participants to
answer honestly and transparently because their answers were critical to our study. We informed
them they would not be compensated if they failed to respond to the survey carefully. Furthermore,
we reassured them of their anonymity. Next, we informed them that our research involved the
evaluation of actual product web pages and privacy policies of leading technology companies, then
asked them a realism item at the end of the experiment phase to assess their perception of the
treatments. In the survey, we randomized the sequence of the questions and provided participants
with different response formats to measure the dependent variable: (1) quantitative Likert-type
scale format and (2) open-ended comment to explain their reason for their selection.

During the data analysis stage, we performed robustness analyses to detect the presence of
CMB in our results. First, we conducted an exploratory factor analysis and applied Harman’s
single-factor test (Harman, 1967). Namely, we used a principal component analysis for all the

items in the 14 first-order latent variables we measured in our study and found 14 factors with
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eigenvalues greater than 1 that explained a cumulative variance of 84.94% of the total variance.
The first factor accounted for only 34.48% of the total variance, which indicates a lack of a
substantial CMB. Second, we used the latent marker variable (MLMYV) approach to examine and
partial out potential CMB (Lindell & Whitney, 2001; Malhotra et al., 2006; Podsakoff et al., 2003).
Specifically, we included a theoretically unrelated “blue marker” variable (Miller & Chiodo, 2008)
and measured it using a three-item scale. We followed the method of MLMYV with a construct-
level correction because research demonstrates that MLMYV can reduce the confounding effect of
CMB on structural path estimates by about 72% (Chin et al., 2013). Moreover, the effects of the
marker variable were statistically nonsignificant when we included the items into our model as a

predictor to willingness to share. We are thus confident that our study is relatively robust against

CMBs.
Table 4. Correlations between Latent Constructs
Construct 1 2 3 4 5 6 7 8 9 10
1. Awareness .788
2. Benefits .158 .840
3. Benevolence/integrity -.112  .518 .856
4. Competence 197 .630 .597  .848
5. Concern .295 -313 -553 -326 .884
6. Human involvement  .186 .064 -032 .120 .253 .840
7. Marker .099 .199 .189 .158 -019 .058 778
8. Privacy experience -064 -225 -313 -290 .436 112 -.046 .798
9. Risk 213 -367 -562 -444 845 .189 -.099  .408 . 908
10. Share -190 .436 .583 .370 -643 -120 .092 -210 -634 .890

Note. Diagonal elements in bold are the square root of AVE.

1.4.2. Main Effects Model and Mediation Testing
We tested the model with AMOS 26 and used covariance-based structural equation modeling. We

tested H1 through H5 using a baseline model without mediation testing. Figure 6 and Table 5
depict the results of our hypothesis testing and show that most hypotheses are supported in our
structural model. We added covariates to the model to test potential counter explanations of the

results. Prior privacy experiences and awareness of privacy practices are validated antecedents to
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privacy concern in the APCO model. Both covariates were significantly related to privacy concern
and privacy risk. Next, the perceived realism of the privacy policies had a significant effect on
how participants rated their willingness to share their voice data. The remaining covariates (i.e.,
frequency of use, mobile proficiency, past positive experience, age, education, employment,
gender, and marker variable) were not significant.

Next, we assessed the model fit of our estimated model. The standardized root mean square
residual (SRMR) score of .0764 is below the restrictive cutoff at < 0.080, which represents a good
fit to the data (Henseler et al., 2016). The root mean squared error of approximation (RMSEA) of
0.043 was below the recommended threshold of 0.06 (Hu & Bentler, 1999). The comparative fit
index (CFI) and the Tucker-Lewis index (TLI) were above their recommended minimums of 0.95
(Rigdon, 1996) and 0.95 (Tucker & Lewis, 1973), respectively . In summary, our measurement
model demonstrated good model fit, good convergent validity, good discriminant validity, good

reliability, and a lack of multicollinearity.

Figure 6. Baseline Model Results (No Mediation)

Voice privacy Controls (with privacy concern, with risk)
concerns e Privacy experiences (0.363***, 0.266***)
(R?=0.22) \ o Awareness (0.663**, 0.513*%)
- *kk
H1:0.198*+ ; 02
T Perceived

privacy risks

__—" (R°=0.14)
H2: 0.134*

N

Perceived human
involvement in data

Willingness to
-0.127 (n/s)——p{ share voice data

Competence
. *
H3:0.085*— (R?=0.01)

annotation R— (R?=0.51)
H4: -0.048 (n/s)
\ Benevolence/ 0.331***
H5:0.019 (n/s) F'{Q‘fgo”‘go 0.176++ Controls (with willingness to share):
(R"=0.00) ' e Frequency of use (0.013 n/s)
e Proficiency (0.021 n/s)
Perceived e Positive experience (0.084 n/s)
benefits e Age (0.007 n/s)
(R*=0.00) e Education (-0.050 n/s)
e Employment (0.050 n/s)
e Gender (0.188 n/s)
e Marker (-0.020 n/s)
e Realism (0.092%)

Note. *** = p < 0.001, ** = p < 0.01, * = p < 0.05, n/s = not significant; the model fit meets recommended heuristics:
CMIN / df =1.907, CFl =0.961, NFI = 0.921, IFI = 0.912, TLI = 0.956, RMSEA = 0.043, PCLOSE = 1.000, SRMR
=.0764; mediation effects predicted in H6a—e cannot be tested with the baseline model.
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Table 5. Detailed Results of Baseline Model Testing

Relationship B SE t-statistic  p-value Hypothesis supported?

H1. Human involvement - Concern 0.198  0.049 4.009 <0.001 H1 supported

H2. Human involvement - Risk 0.134  0.047 2.831 0.005 H2 supported

H3. Human involvement - Competence 0.085  0.036 2.359 0.018 H3 supported

O ouman Involvement 2 o043 0.048 -1.008 0313 H4 not supported
enevolence/integrity

H5. Human involvement = Benefits 0.019  0.049 0.396 0.692 H5 not supported

Concern - Willingness to share -0.291 0.078  -3.727 <0.001 n/a

Risk = Willingness to share -0.267 0.089  -3.005 0.003 n/a

Competence = Willingness to share -0.127 0.082  -1.539 0.124 n/a

SBheanreevolencellntegrlty - Willingness to 0331 0061 546 <0.001 nla

Benefits > Willingness to share 0.176  0.037 4.779 <0.001 n/a

Covariates

Privacy experiences - Concern 0.363  0.048 7.542 <0.001 Significant

Privacy experiences = Risk 0.266  0.045 5.862 <0.001 Significant

Awareness - Concern 0.663  0.098 6.746 <0.001 Significant

Awareness = Risk 0.513  0.091 5.615 <0.001 Significant

Realism - Willingness to share 0.092 0.041 2.227 0.026 Significant

Age > Willingness to share 0.007  0.005 1.289 0.197 n/s

Education = Willingness to share -0.05 0.044 -1.138 0.255 n/s

Employment - Willingness to share 0.05 0.048 1.041 0.298 n/s

Gender = Willingness to share 0.188  0.099 1.891 0.059 n/s

Marker = Willingness to share -0.02 0.064 -0.312 0.755 n/s

Frequency of use > Willingness to share  0.013  0.048 0.274 0.784 n/s

Proficiency - Willingness to share 0.021  0.072 0.286 0.775 n/s

Positive experience > Willingness to 0084  0.052 1,608 0.108 n/s

share

Note. n/s = not significant, n/a = not applicable (not hypothesized); CMIN / df = 1.907, CFI = 0.961, NFI = 0.921, IFI
= 0.912, TLI = 0.956, RMSEA = 0.043, PCLOSE = 1.000, SRMR = .0764; R concern (0.220); risk (0.140);

competence (0.010); benevolence/integrity (0.000); benefits (.000); willingness to share (0.51).

1.4.3. Mediation Testing

Our model proposed the APCO constructs of concern, risk, trust, and benefit as mediators.
According to traditional techniques, testing for complex mediation at the same time is not an
accurate approach. Instead, mediation may be accurately tested using advanced bootstrapping tests
to construct confidence intervals of the mediation effects. We followed the procedures outlined in

Appendix 1E to bootstrap the effects of our mediating relationships. Table 6 shows the results of

our testing.
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Table 6. Bootstrapped Confidence Interval Tests for Full and Partial Mediation Model
Mediation test (ab)
(indirect effects)

Full/partial mediation test (c”)

2.5% 97.5% Include 2.5% 97.5% Include Type of
Proposed lower upper zero? lower upper zero? mediation
relationship bound bound bound bound relationship
HI > PC> WTS -0.110 -0.037 No -0.059 0.064 Yes Full
HI > PR> WTS  -0.070 -0.013 No -0.059 0.064 Yes Full
HI > C > WTS -0.036 -0.001 No -0.059 0.064 Yes Full’
HI > B/l > WTS  -0.034 0.021 Yes -0.059 0.064 Yes None
HI > BN > WTS -0.012 0.044 Yes -0.059 0.064 Yes None

Note. B/l = benevolence and integrity; BN = benefit; C = competence; HI = human involvement; PC = privacy
concern; PR = privacy risk; WTS = willingness to share voice data.

1.4.4. Additional Analysis
We investigated the contextual effects of cognitive biases and information processing, namely

salience bias (H1 through H6), default trust bias, and level of effort to decipher the influence of
each on how people processed the content in privacy policies and then subsequently made
disclosure decisions. We performed a MANOVA using IBM SPSS v27 to determine which of the
treatment effects were statistically different when they were saliently presented than when they
were not. We chose a MANOVA design over a multivariate analysis of covariance (MANCOVA)
because analysis of variance (ANOVA) is better at detecting a treatment effect than does analysis
of covariance (ANCOVA) across classification differences caused by manipulating more than one
factor simultaneously (Schneider et al., 2015)."

We ran each of the four treatments separately as a fixed factor. First, our results indicate that
explicitly informing people of human involvement leads to significant increases in perceived
privacy concern (p = 0.010) and perceived privacy risk (p = 0.012) and significant decreases to
willingness to share (p = 0.036) (H1, H2, and H6 are supported; Table 7). Our analysis shows no
significant effects of overt human involvement disclosure on competence trust, benevolence and
integrity trust, and perceived benefits, and thus H3—H5 are not supported. Second, informing
people of the device product type leads to significant increases in perceived privacy concern (p =

0.005), perceived privacy risk (p = 0.007) and significant decreases in competence trust (p =
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0.000), and benevolence and integrity trust (p = 0.040) (Table 8). However, product type does not

significantly influence willingness to share voice data, and the significant difference in perceived

benefits is between the product types (i.e., Amazon Echo vs. Alibaba Genie). Third, the disclosure

of cloud service provider of the product type only significantly decreases benevolence and integrity

trust (p = 0.025; Table 9). Finally, the level of aid provided to people to increase the interpretability

of the privacy policy and thus their information processing only significantly increases privacy

concern (p = 0.039; Table 10).

Table 7. Results of Human Involvement Treatment Effects (n = 499; df = 496)

Treatment MANOVA Results

Overt Covert Control p- Partial Hypothesis
Dependent Variables Mean (SD)  Mean (SD) Mean (SD) value n2 supported?
Privacy concern (H1) 5.35(1.47) 5.09 (1.45) 4.68 (1.60) 0.010 0.018  Yes
Privacy risk (H2) 4.84 (1.57) 4.46(1.51) 4.32(1.46) 0.012 0.018  Yes
Competence (H3) 5.21(1.17) 5.09 (1.18) 5.36(1.13) 0.262 0.005 No
Benevolence/integrity (H4)  4.07 (1.38)  3.95(1.36) 4.43(1.22) 0.074 0.010 No
Benefits (H5) 5.21(1.19) 5.23(1.17) 5.33(0.95) 0.799 0.001 No
Willingness to share (H6) 3.63(1.84) 3.93(1.81) 4.30(1.55) 0.036 0.013  Yes

Note. The relationship between human involvement and willingness to share (H6) is fully mediated through privacy

concern (H6a) and privacy risk (H6b).

Table 8. Results of Product Treatment Effects (n = 499; df = 496)

Treatment MANOVA Results

Amazon Alibaba

Echo Genie Control p- Partial
Dependent Variables Mean (SD)  Mean (SD)  Mean (SD) value n2 Sig.?
Privacy concern 5.06 (1.48) 5.37(1.43) 4.68(1.60) 0.005 0.021  Yes
Privacy risk 443 (1.44) 4.85(1.63) 4.32(1.46) 0.007 0.020  Yes
Competence 5.37 (1.06) 4.95(1.24) 5.36(1.13) 0.000 0.032  Yes
Benevolence/integrity 4,10(1.31) 3.92(1.43) 4.43(1.22) 0.040 0.013  Yes
Benefits 5.46 (1.11) 5.00 (1.20) 5.33(0.95) 0.000 0.036  Yes
Willingness to share 3.88(1.79) 3.70(1.86) 4.30(1.55) 0.095 0.009 No

Note. Although the p-value for benefits is significant, the hypothesis is not supported because the significant
relationship is between Amazon Echo and Alibaba Genie.
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Table 9. Results of Cloud Provider Treatment Effects (n = 499; df = 496)

Treatment MANOVA Results
Alibaba

AWS Cloud Control p- Partial
Dependent Variables Mean (SD)  Mean (SD) Mean (SD) value n2 Sig.?
Privacy concern 5.23(1.42) 5.21(1.51) 4.68 (1.60) 0.055 0.012 No
Privacy risk 4.67 (1.54) 4.62(1.57) 4.32(1.46) 0.353 0.004 No
Competence 5.16 (1.19) 5.14 (1.15) 5.36 (1.13) 0.483 0.003 No
Benevolence/integrity 3.90(1.34) 4.13(1.40) 4.43 (1.22) 0.025 0.015 Yes
Benefits 522 (1.17) 5.22(1.19) 5.33 (0.95) 0.819 0.001 No
Willingness to share 3.78 (1.86) 3.78 (1.80) 4.30 (1.55) 0.167 0.007 No

Table 10. Results of Level of Aid Treatment Effects (n = 499; df = 496)

Treatment MANOVA Results

High Low Control p- Partial
Dependent Variables Mean (SD)  Mean (SD) Mean (SD) value 12 Sig.?
Privacy concern 5.27 (1.46)  5.16 (1.47) 4.68 (1.60) 0.039 0.013  Yes
Privacy risk 4.71(1.53) 4.57(1.58) 4.32 (1.46) 0.242 0.006 No
Competence 5.11 (1.16) 5.19 (1.19) 5.36 (1.13) 0.374 0.004 No
Benevolence/integrity 3.96 (1.36) 4.07 (1.38) 4.43 (1.22) 0.079 0.01 No
Benefits 5.25 (1.04) 5.20 (1.32) 5.33 (0.95) 0.738 0.001 No
Willingness to share 3.69(1.82) 3.89(1.84) 4.30 (1.55) 0.081 0.01 No

1.4.5. Qualitative Analysis
We performed a qualitative analysis as a robustness check for the treatment effects and to

investigate whether perceived human involvement is a salient consideration that acts as an inhibitor
of consumers’ willingness to share their voice data. As part of the post experiment questionnaire,
we asked participants to indicate any reasons they have for why they may or may not be willing to
share their voice data with companies to improve their voice services. We collected 498 validated,
open-ended responses from participants (one participant did not provide any reasons for or against
sharing). We used Atlas.ti v9 to analyze the responses by first examining a sample of responses to
generate a preliminary list of potential reasons. We open-coded the responses, then performed
axial coding of the codes to organize them based on the distinct connections of the codes. We then
aggregated the axial codes into six main categories based on the constructs in the research model
(i.e., concerns, risks, trust, benefits, human involvement, and other) for sharing or not sharing voice
data. Each category contained multiple subcategories. For example, the concern category included

opposite-end responses where some participants expressed high concerns, whereas other
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participants did not have any concerns. Participants confirmed human involvement as a specific
privacy-related concern as illustrated by the following quotes:

“It seems sketchy to me that the voice data might be shared with humans. It seems
like an invasion of privacy.” (Respondent 230, human reviewer group)

“This assistant is in my home hearing all kinds of conversations and | would not
like to share all of this with others. It seems way too open to others to me.”
(Respondent 466, machine reviewer group)

“The idea of having humans listening to my voice recordings, even in the context
of making the service better, is really unsettling. | realize on some level that this is
probably standard across all personal assistant devices, but actually reading the
privacy policy and thinking back to conversations I’ve had around my personal

assistant devices makes me concerned for what exactly is out there of my personal
information.” (Respondent 84, human reviewer group).

Figure 7 depicts a Sankey diagram of coded open responses from participants in the (1)
machine reviewer, (2) human reviewer, and (3) control (no mention of reviewer) conditions about
their (a) voice privacy concerns, (b) human involvement concerns, and (c) interests to improve the
performance of the voice systems. Participants in the human reviewer condition expressed human
involvement and voice privacy concerns at higher levels than participants in the other conditions.
Participants in the human reviewer condition also expressed lower interest to improve voice system
performance than the control and machine reviewer conditions. The qualitative responses
corroborated the quantitative results, such that participants who were cognizant of human
involvement expressed this as a salient concern. Further, their privacy concern exceeded the
improved performance benefit, which shifted their performance-privacy tradeoff calculus toward

preserving privacy. Participant quotes are included in Appendix 1F.
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Figure 7. Sankey Diagram of Qualitative Responses (Performance-Privacy Tradeoff)
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1.5. Discussion

The ability of agentic IS artifacts to autonomously perceive their environments and collect
consumers’ sensitive data has catalyzed ongoing debates regarding regulators’ role in protecting
consumers through comprehensive data privacy laws like the GDPR, CCPA, and VCDPA.
Research shows that human agents are heavily involved in IS and ML systems. However, when
human agents are involved in ML systems, they have access to consumers’ sensitive unstructured
data such as image and voice data and must label and ascribe contextualized meanings to them for
algorithms to interpret. Our research addresses the concern of human involvement in the degree of
salience bias (i.e., overt vs. covert disclosure on companies’ privacy policies) and context (i.e.,
cognitive biases operationalized as product type, cloud provider, and level of aid) to elicit
consumers’ behavioral reactions to the practice of supervised machine learning in conversational
agents. To test our theorization, we conducted a qualitative and quantitative experiment that
supports most of our privacy-related hypotheses. We conclude by summarizing our results and

discussing their implications for theory, research, and policy.
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1.5.1. Summary of Results
We tested the effects of degree of changes to company privacy policies on consumers’ willingness

to share their voice data. We found strong evidence for the effects of our privacy policy treatments
in our experiment (see Tables 7-10). First, our baseline analysis indicates that perceived human
involvement elicits higher levels of perceived privacy concern and risk (H1 and H2 supported).
Human involvement also increases competence trust (H3 supported). However, human
involvement does not influence benevolence and integrity trust and perceived benefits (H4 and H5
not supported). Thus, the “performance” argument posited by companies that including human
reviewers is beneficial for consumers is not as important as the privacy tradeoff consumers must
make to facilitate such performance improvement. Next, we found that the effect of perceived
human involvement on willingness to share voice data is fully mediated only through privacy
concern and privacy risk (H6a and H6b supported; H6c—e not supported). Table 7 shows similar
treatment effects of the human involvement disclosure, which corroborates the findings in the
structural model. However, the effect of human involvement on competence trust is not supported
as a treatment effect alone. These findings suggest that the perception of human involvement is
more negatively viewed by consumers and that the benefits companies describe about involving
human agents do not manifest in the decision making of consumers.

Next, we tested whether the contextual effects of cognitive biases and information processing
influenced consumers’ privacy and trust considerations and their willingness to subsequently share
their voice data by assessing the effects of our operationalized privacy policies. This was possible
because we altered key signals on the privacy policies such as company brand and the level of aid
we provided to assist participants in interpreting the content of the privacy policy. Our findings
show that product type has a considerable effect on participants. Namely, when participants are

not given information about the product brand of the device they are using, their default trust bias
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typically results in reduced privacy concerns and risk perceptions, as well as increased perceptions
of competence trust, benevolence and integrity trust, and perceived benefits. (Table 8).
Furthermore, default trust biases are magnified depending on the specific company brand that is
identified (i.e., Amazon vs. Alibaba). However, we did not find support that company product type
significantly influences participants’ willingness to share. Also, when participants are informed of
the cloud provider that specifically handles their collected data, whereas the product type is the
interface that collects the data, our results show that generally participants’ privacy decision
making is largely unaffected (Table 9). We found that only benevolence and integrity trust is
significantly reduced when the cloud provider is disclosed. This suggests that participants may not
see a distinction between the front-end product with which they interface and the companies
operating the back-end servers that process their data, which interestingly represents another form
of salience bias. Finally, our results show that when participants are provided aids (comments) on
the privacy policy to assist their interpreting the content, only privacy concern is significantly
elevated (Table 10). This supports the general finding from the baseline model that participants
viewed human involvement pessimistically rather than optimistically.

1.5.2. Implications for Research, Practice, and Policy
Our study yields several implications for research, practice, and policy. First, the study responds

to calls on explainable Al (Rai, 2020) and ethical Al (De Cremer & Kasparov, 2021), both of
which carry societal implications. Our results indicate the possible difficulties companies may
have when they involve human agents to process consumers’ collected data while also maintaining
consumers’ privacy rights (Grant & Wischik, 2020). The right to explanation and the right to
privacy are both granted to consumers in comprehensive data privacy laws such as the GDPR,
CCPA, and VCDPA; however, a fundamental assumption in the legislation is that ML systems

operate similarly to traditional IS (Grant & Wischik, 2020). This is not the case because human
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agents are involved in the training, explaining, and reviewing of the underlying consumer data
used to train ML algorithms (Agerfalk, 2020; Buxmann et al., 2021; Collins et al., 2021; Fiigener
etal., 2021; Grgnsund & Aanestad, 2020; Kordzadeh & Ghasemaghaei, 2021). Human agents play
a crucial role in interpreting socially meaningful cues and deducing contextual meanings from
training data, which helps elucidate how conversational agents process a specific consumer’s
information. Our research demonstrates that human involvement is a vital factor for consumers
when deciding whether to share their data to enhance a company’s product. Companies may
consider full machine processing of consumers’ sensitive data similar to the classifier used by
Apple inits Child Sexual Abuse Material (CSAM) (Apple, 2021). The automated detection system
is designed to prioritize user privacy, utilizing a matching process that identifies matches without
exposing the results for human review. Specifically, it employs cryptography and conducts on-
device matching of hashes supplied by a governing entity, comparing these hashes with those in a
database. Nevertheless, cryptography and hash matching have their limitations, as Apple’s CSAM
system still necessitates human intervention when a certain detection threshold is reached within
a user’s iCloud storage (Apple, 2021).

Second, research explains human involvement as the distinction between data privacy and
information privacy (Clarke, 1997), thus, companies may consider making a concerted effort to
remove company employees or third parties from the training data process altogether and allow
consumers to train their own data. Functionality may be granted directly to consumers to train
their own ML algorithms for personalization services. For example, in the iOS 15, Apple’s Siri
can work without an internet connection by using on-device speech recognition whereby the audio
never leaves a device and the data are neither sent nor stored on the cloud for processing (Vincent,

2021). Similar to the way consumers can access on-device privacy and security settings, they could
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access on-device machine learning features settings to tailor and tweak the functionality of their
on-device machine learning algorithms to personalize them to their desired preferences (Vincent,
2017).

Third, for policymakers, this study establishes that regulations should reflect the difficulty of
involving human agents to detect algorithmic biases and explain an algorithm’s actions, while
preserving the data privacy of consumers by which the algorithms were trained. Thus, bridging the
gap between technology and law may address the conflict between privacy and explainability in
the law (Villaronga et al., 2018). Currently, researchers and developers implement privacy-
enhancing technologies to anonymize and obscure consumers’ data. Legislation may be adopted
that revises the concept of explainability in light of considering techniques such as differential
privacy and hashing of sensitive data. However, because technologies used to obscure training
data also affect the ability to detect biases and systematic unfairness in ML systems, human-ML
augmentation may remain the favored practice (Teodorescu et al., 2021).

Fourth, using a privacy lens, we extend discussion in the human-ML augmentation discourse
by conceptualizing a new construct, perceived human involvement, as a proposed antecedent to the
APCO model, one of which can predict outcomes related to consumers’ willingness to share
training data and to opt out of training data participation. A key implication of this finding is that
researchers and practitioners who investigate human-ML dynamics should strongly consider
privacy concerns, because new legislation may empower consumers to restrict the sharing of their
training data and thus inhibit the sufficient development of ML systems. For example, large
language models are used to train generative Al chatbots, such as ChatGPT and Bing Al, and
usually have a billion or more parameters to infer new content. Over time, if legislation is passed

that allows consumers to restrict the use of their data in training generative Al systems, then
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companies may have to rely on old data sets that may not provide personalized inferences that are
readily useful to the consumers. The need to protect consumers’ privacy can stifle the improvement
of generative Al systems, which creates another conundrum beyond the scope of this study. This
implication extends to discussions on algorithmic biases, because the ability to obtain and process
data sets with complete and diverse features is necessary to reduce algorithmic biases and
systematic unfairness in the decisions and outputs rendered by these systems.

1.5.3. Limitations and Future Research

One of this study’s limitations is that the proposed experiment was performed in the context of
conversational ML systems with only two types of virtual assistants, Amazon Alexa and Alibaba
Genie. Future research should carefully examine the extent to which consumers experience trust
and privacy concerns related to the collection and labeling of their video and image data. The
labeling of images and video is exceedingly important, as discrimination and biases in computer
vision ML systems can be vastly perpetuated and easily observed. For example, Facebook
experienced a data labeling problem in its Al system and mistakenly labeled Black men in
altercations with white civilians and police officers as “Primates” (Mac, 2021). Specifically, the
Al recommendation system asked Facebook users if they would like to “keep seeing videos about
Primates.” To overcome racism and discrimination in image recognition software, human
involvement and data annotation may be strongly recommended, and thus consumers may perform
a different calculus when deciding to sacrifice their privacy for the dramatic enhancement in the
performance of facial recognition technologies.

A second limitation is on our choice of method. We employed a scenarios-based survey with
a2 x 2 x 2 x 2 factorial design and forced a single control condition across all the treatments.
Although we used this single control condition as a comparison to determine effects of the factors,

we could not identify the precise effects of individual factors (Vance et al., 2015). Because this is
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the first study to report evidence of human involvement concerns, we encourage future research to
corroborate these findings with evidence from the factorial survey method. Notably, researchers
can build full factorial designs that include control conditions for each factor. All possible
combinations of each factor at its different levels form a Cartesian product and ensure an
orthogonal design, which avoids ordering bias and reduces multicollinearity to nearly zero (Jasso,
2006; Vance et al., 2015). Orthogonality will allow researchers to clearly distinguish the effects
among the different factors presented on a vignette treatment.

A third limitation pertains to the generalizability of our results to citizens in other countries.
The APCO includes culture as an antecedent to privacy concern (Dinev et al., 2015; Smith et al.,
2011). Our study includes responses from only US participants, and only two states (California
and Virginia) at present have comprehensive data privacy laws. Therefore, US participants may
not feel as strongly about privacy as citizens in the European Union, for example, who are granted
numerous data privacy rights by the GDPR. Thus, future research can test the robustness of the
proposed model in a more generalizable manner by examining the trust and privacy considerations
of participants in the EU. Conversely, because we contrasted American-based products with
Chinese-based products and surveyed a US population, future research may present a similar study
to a Chinese population to understand participants’ perceptions of trust and privacy toward human
involvement. Because privacy laws differ in China, the EU, and the US, future studies can yield
contextual nuances that can better inform the discourses on privacy and human-ML augmentation.

1.6. Conclusion

The discourse on human-ML augmentation is predominantly situated within organizational and
societal contexts. It appears that because of a heavy focus on understanding the benefits and
consequences of large-scale deployments of ML systems, IS research has overlooked the privacy

costs to consumers when organizations augment ML systems with human agents to improve their
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systems. We use the enhanced APCO model to investigate whether perceived human involvement
may contribute to consumers’ privacy calculus when deciding whether to share their voice data
with companies. Because we found evidence to support these hypotheses, this study introduces
perceived human involvement as a new construct to the information privacy discourse, which can

help establish a new lens toward investigating privacy concerns in ML.
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1.7. Appendix 1A — Background Research and Research Context

Our literature search included an examination of journals in IS, Management, and Marketing, namely special issues on “artificial

intelligence,” for articles that described the level of human involvement or the roles of human agents in artificial intelligence, machine

learning, automation, and augmentation systems. We found numerous articles that explicitly referenced the roles of human agents in

training, explaining, and reviewing data and the results generated by or inputted into machine learning systems. We described the aim

of the articles, the description of the context related to the human-ML system interaction, and related concepts, constructs, and findings.

The article types were mostly conceptual, followed by qualitative design. Quantitative design studies were the least observed types of

articles in our literature review.

Table A1. Summary of Select References on Human Involvement in ML Systems

Activity

Purpose of activity

Key references on human involvement in ML systems

Explainability is the obligation
expressed in  the GDPR
(Parliament and Council of the
European Union,  2016)
requiring data controllers that
handle and process data to
supply users with “meaningful
information about the logic
involved in automated
decision-making” (Grant &
Wischik, 2020, p. 1352). As a
result, a new class of systems
was developed, explainable Al,
to explain and provide
visibility into its decision-
making logic and to provide
reliable indications of its future
behaviors (Rai, 2020)

o Detect bias in the
dataset or output

e Monitor and review
algorithmic output

e Audit and alter the
ML model(s)

o Interpret fairness and
ethics of decisions
rendered by ML
systems

e Analyze the logic of
ML systems logic in
decision-making

e Retain a human-in-
the-loop to augment
the ML system

Agerfalk (2020): Algorithms can process decontextualized behavioral data, but humans are needed
to interpret the socially meaningful signs from the context in which the behaviors are situated.

Asatiani et al. (2021): GDPR’s provision for a right to explanation could prompt data handlers to
provide meaningless explanations that are not easily interpretable by the affected data subject,
prompting calls for human-centered approaches to explainability.

Benbya et al. (2021) Managers assume removing humans from the loop reduces human biases;
however, biases exist in training datasets, noisy data, and statistical error, requiring that humans
remain in the loop.

Ge et al. (2021) Humans can identify possible failure points in predictive models and can reduce
the time to build deployable ML models.

Gregory et al. (2020): Platform users will perceive greater value if platforms increase the level of
explainability in the predictions made by their ML systems.

Grgnsund and Aanestad (2020): A human-in-the-loop pattern yields the best outcome for
organizations deploying ML systems, whereby humans continually augment the algorithm through
auditing and altering the algorithm.

Kellogg et al. (2019): Algorithms can be opaque and difficult to decipher, to a point where humans
are unable to understand or interpret the models.

Marabelli et al. (2021): Humans may be required to systematically vet or to identify problematic
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Remove algorithm
opacity and increase
transparency

decisions made by algorithms.

Markus (2017) Explaining decisions from ML systems with only minimal human intervention is
nearly impaossible.

Raisch and Krakowski (2021): With unsupervised learning models, managers deduce patterns and
themes from unlabeled data, of which they were previously unaware.

Teodorescu et al. (2021): ML tools and humans cannot operate independently to achieve fairness
in decision-making. Only through their joint decision-making may it be possible.

Right to erasure (“right to be
forgotten”) is the right of
individuals to request to have
their personal data collected by
others to be erased and no
longer processed. Deleting
data from an ML model has
given rise to the notion of
machine unlearning.

Regulatory or legal
compliance

Remove data subject’s
personal data from
training data sources,
model weights, and
parameters

Retrain ML models

Bourtoule et al. (2021): ML models memorize training data and to make models forget requires
knowing how individual training points contributed to the original model parameters. Deleting the
training data and retraining the model from scratch incurs large computational and time overhead.
Sharded, Isolated, Sliced, and Aggregated (SISA) training is proposed as a method for machine
unlearning.

Cao and Yang (2015): Machine unlearning is the process for making ML systems forgot. The
objective is to remove targeted training data and revert the models’ effects to operate as “if the
data had never existed” (p. 464).

Chen et al. (2021a): Machine unlearning generates two ML model versions: the original and the
unlearned models. Unintended privacy risks may occur when imprints are left in the unlearned
model and adversaries perform membership inference attacks.

Villaronga et al. (2018): Impossible to fully comply with the Right to be Forgotten in Al
environments because of the impractical nature of deleting data across shared environments and
networks.

Data annotation is the labeling
and categorizing of data for
machine  learning  model
training and Al applications
(Appen, 2021). ML
applications rely on labeled
input-output pairs to classify or
categorize new data inputs into
known, labeled output classes,
a process known as supervised
learning (Lebovitz et al,,
2021).

Train and retrain ML
model

Benbya et al. (2021): In human-machine augmentation, machines learn from humans through
training datasets and humans learn from machines through the patterns detected in the machine
output.

Borges et al. (2021): Classic Al, classic ML, and deep learning algorithms depend on human
training, programming, or knowledge.

Fugener et al. (2021): Al is trained by humans

Kane et al. (2021): ML systems are designed using training data containing human biases rather
than through logic-based design built with code.

Lebovitz et al. (2021): Qualified experts provide ground truth labels to train and validate ML
models in a US hospital setting.

Raisch and Krakowski (2021): Supervised learning begins with human domain expertise where
managers provide labeled training data to machines that analyze the data to develop models and
generate rules for algorithmic actions and decision-making.

This study: We investigate the effects of perceived human involvement in data annotation practices
through a privacy and trust lens to empirically understand the “privacy” side of the privacy-
explainability paradox.
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1.8. Appendix 1B — Survey and Measurement Details

Table B1. Demographics and Smart Device Use

Variable

ltem

Source

Prompt: Please know that we are uninterested in your identity and collect demographic data to report only
aggregate level results.

Gender

Please indicate your identified gender:
[Male / Female / Prefer not to say / Other [please specify]]

Adapted from Al-Natour et
al. (2020)

Age

Please indicate your age in years:
(Must be 18 or above)

Adapted from Al-Natour et
al. (2020)

Education

What is the highest level of education you have completed?
1 = Less than high school / secondary school

2 = High school / secondary school

3 = Some university, but have not completed a degree

4 = Associate degree

5 = Bachelor’s degree

6 = Master’s degree

7 = Doctorate / Ph.D.

[Radio button for each selection]

Adapted from Al-Natour et
al. (2020)

Annual
income
range

Approximately, what is your annual income range?
1 =<$30,000

2 =$30,001 — $75,000

3 =$75,001 — $150,000

4 = $150,001 — $300,000

5 =$300,001 — $500,000

6 = $500,001+

[Radio button for each selection]

Adapted from Al-Natour et
al. (2020)

Employment
status

Please indicate your current employment status:
1 = Employed part-time

2 = Employed full-time

3 = Not employed

4 = Self-employed

5 = Student

6 = Retired

7 = Other

[Radio button for each selection]

Adapted from Al-Natour et
al. (2020)

Ethnicity

Please indicate the ethnic group you most identify with:
1 = American Indian or Alaskan Native

2 = Asian

3 = Black or African American

Adapted from Crossler and
Bélanger (2019)
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4 = Hispanic or Latino
5 = Middle Eastern or North African
6 = White or Caucasian
7 = Prefer not to say
[Radio button for each selection]
Familiarity Are you familiar with virtual assistants (i.e., voice recognition systems) such as Alibaba AliGenie, Apple Siri, | Screening question
with  voice | Amazon Alexa, or Google Assistant?
assistants [Yes / No]
Frequency of | How often do you use a virtual assistant (e.g., Alibaba AliGenie, Apple Siri, Amazon Alexa, Google Assistant, | Adapted from Lopatovska
use of voice | and the like)? et al. (2018)
assistants 1 = Never
2 = Less than once a month
3 =1-3 times a week
4 = Once a day
5 = 2-4 times a day
6 = More than 4 times a day
[Radio button for each selection]
Smartphone | How would you evaluate your smartphone skills in general?
proficiency [1 = poor, 2 = fair, 3 = good, 4 = very good, 5 = excellent]
Mobile OS Indicate the mobile operating system installed on your mobile phone Adapted from Al-Natour et
[1=1i0S, 2 = Android, 3 = Windows Phone, 4 = Other] al. (2020)
Mobile OS | Have you updated your mobile phone operating system during the last 12 months?
update [Yes/ No]
Mobile How long have you owned a smart device such as a smartphone or smart speaker? Adapted from Malhotra et
phone 1 = Less than 12 months al. (2004)
ownership 2 = 13-24 months
(months) 3 = 25-36 months
4 = 37-48 months
5 = 49-60 months
6 = 61-72 months
7 = More than 72 months
[Radio button for each selection]
Table B2. Pre-experiment Survey Control Variables
Variable Contextualized items Original items Source
Disposition Prompt: “Read carefully and indicate your agreement with each of | 1. Ingeneral, people really do care about the | Retained from Moody
to trust: | the following statements about interactions with people, in general:” well-being of others et al. (2014)

benevolence

1. Same 2.
2. Same

about the problems of others

The typical person is sincerely concerned
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3. Same 3. Most of the time, people care enough to
try to be helpful, rather than just looking
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree] out for themselves
Disposition Prompt: “Read carefully and indicate your agreement with each of | 1. | believe that most professional people do | Retained from Moody
to trust: | the following statements about interactions with people, in general:” a very good job at their work et al. (2014)
competence 1. Same 2. Most professionals are very
2. Same knowledgeable in their chosen field
(Reverse coded) A large majority of professional people are | 3. A large majority of professional people
incompetent in their area of expertise are competent in their area of expertise
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree]
Disposition Prompt: “Read carefully and indicate your agreement with each of | 1. In general, most folks keep their promises | Retained from Moody
to trust: | the following statements about interactions with people, in general:” | 2. | think people generally try to back up | etal. (2014)
integrity 1. Same their words with their actions
2. Same 3. Most people are honest in their dealings
3. Same with others
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree]
Response set | 1. Prompt: “If 2 + 3 = 5, then select “Disagree” as the response to | N/A
item this question.”
Disposition Prompt: “Read carefully and indicate your general agreement with | 1. | worry that online merchants are usually | Retained from Moody
to  distrust: | each of the following statements about online merchants:” concerned about their own good et al. (2014)
malevolence 1. Same 2. Itconcerns me a lot that online merchants
2. Same pretend to care more about their
3. Same customers than they really do
3. | fear that most online merchants
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree] inwardly dislike putting themselves out
to help out their customers
Disposition Prompt: “Read carefully and indicate your general agreement with | 1. | am troubled that many online merchants | Retained from Moody
to  distrust: | each of the following statements about online merchants:” are not as knowledgeable in their | etal. (2014)
incompetence 1. Same product/service area as you would expect
2. Same 2. |l am cautious because | believe that most
3. Same online merchants do a haphazard job at
what they do
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree] | 3. Concern is justified, since many online
merchants are not really competent in
their area of expertise
Disposition Prompt: “Read carefully and indicate your general agreement with | 1. Unfortunately, most online merchants | Retained from Moody
to  distrust: | each of the following statements about online merchants:” would tell a lie if they could gain by it et al. (2014)
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deceit

1. Same 2. It’s atroubling fact that online merchants
2. Same don’t always hold to the standard of
3. Same honesty they claim

3. Sadly, most online merchants would
cheat their customers if they thought they
could get away with it

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree]

Blue attitude | Prompt: “Indicate your color preference. 1. ..” 1. | prefer blue to other colors and Chiodo
marker 1. “. ..prefer blue to other colors” 2. | like the color blue
variable 2. “...like the color blue” 3. Ilike blue clothes
3. “...like blue clothes”
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly agree]
Table B3. Attention Check Questions During Experiment
Variable Item Description

Default  trust
bias: product

type

Prompt: The brand of the smart speaker is clearly:

Apple HomePod

Google Nest

Amazon Echo

Alibaba Genie

Baidu Xiaodu

Samsung Galaxy

Company brand not listed

[Radio button for each selection: End of survey for invalid responses]

NogokownE

Attention check
#1:

Product
purchased

Default  trust

Prompt: The cloud storage company hosting the data collected by the smart speaker is clearly:

Attention check

bias: cloud 1. AppleiCloud #2:
service 2. Google Cloud Cloud storage
provider 3. Amazon Web Services provider
4. Alibaba Cloud
5. Baidu Al Cloud
6. Samsung AppStack
7. Company not listed
[Radio button for each selection: End of survey for invalid responses]
Information Prompt: For the privacy policy you reviewed, which types of aids were provided to help you understand the content: Attention check
processing: 1. No aids were provided, only the privacy policy content #3:
level of aid 2. Callout boxes only to highlight relevant passages Level of aid
provided 3. Callout boxes and explanations of the highlighted passages provided to
4. | did not see a privacy policy. It was not provided. assist cognitive
[Radio button for each selection: End of survey for invalid responses] processing

Salience bias:

Prompt: The privacy policy clearly states which type of actor will assist in the supervised machine learning training:

Attention check
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human 1. Humans to manually listen to voice samples to help [Alexa/AliGenie/your smart device] understand correct | #4:
involvement interpretations Explicit
2. [Alexa/AliGenie/Your smart device] to collect voice samples to help it understand correct interpretations mention of
3. The privacy policy did not state anything about supervised machine learning training human reviewer
4. 1did not see a privacy policy. It was not provided. (overt vs covert)
[Radio button for each selection: End of survey for invalid responses]
Table B4. Post Experiment Survey ltems
Variable Contextualized items Original items Source
Realism item Prompt: “Read carefully and indicate your agreement with the | I could imagine a similar scenario taking place at my | Adapted from

following statements about information sharing . . .”
1. | could imagine my voice data being shared with
multiple parties

[Likert-type 7-point scale: 1 =
Strongly agree]

Strongly disagree: 7 =

com

pany

Barlow et al.
(2018)

Willingness to | Prompt: “Suppose [Amazon/Alibaba] provided a privacy setting | “Suppose you wanted more specific information about | Adapted from
share voice | option that allowed you to opt in or opt out of sharing your voice | a given product and you could consult (one time only) | Moody et al.
data for | data with the company to improve its voice recognition service: | by telephone with a salesman from the seller for 15-30 | (2017)
processing [Alexa/Alibaba Genie]. With this option, please answer the | min (free of charge). For this service, please answer the
following: “I would be willing to share my voice data with | following:”’
[Amazon/Alibaba]. . .” 1. 1 would be willing to provide information like my
1. ...toimprove its voice recognition service name, address and phone number to the seller’s
2. ... for data analysis purposes representative
3. ...toreceive personalized services 2. | would be willing to provide my social security
number to the seller’s representative
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly | 3. | would be willing to share the specifics of my
agree] product needs with the seller’s representative
(Open-ended) | Please indicate any reasons why or why not you would be | N/A N/A
Willingness to | willing to share your voice data with [Amazon/Alibaba]:
share  voice
data for
processing
Cognitive Prompt: “Read carefully and indicate to which extent each of | 1. Inthe study, it generally took me a lot of processing | Adapted from
processing the following statements describes you when reading through efforts to figure out how to find a target | Fang et al.
load the privacy policy content:” page/content on the Web site (2012)
(manipulation 1. Itgenerally took me alot of processing efforts to figure | 2. | needed a lot of thinking when deciding how to
check for level out how to interpret the content in the privacy policy navigate from a current page toward the target
of effort (aid) 2. | needed a lot of thinking when deciding how to page/content on the Web site
variable) interpret the privacy policy 3. Ingeneral, | spent a lot of cognitive effort to find a
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3. In general, I spent a lot of cognitive effort to
understand the content in the privacy policy

4. Generally speaking, my reading the privacy policy
was cognitively demanding

5. Overall, I incurred a significant cognitive load when
trying to understand the privacy policy content

[Likert-type 7-point scale: 1 = Describes me very poorly: 7 =
Describes me extremely well]

target page/content on the Web site

Generally speaking, my navigating the Web site to
locate a target page/ content was cognitively
demanding

Overall, I incurred a significant cognitive load when
trying to find a target page/content on the Web
site

Perceived
human
involvement
(manipulation
check for
(c)overt

privacy policy)

Prompt: “Read carefully and indicate the level of involvement
you believe human reviewers have in evaluating the service of
[Alexa/Alibaba Genie].
1. To what extent do you believe human reviewers are
involved in the training of [Alexa/Alibaba Genie]?
2. Please indicate how closely human reviewers work
with your voice data to improve [Alexa/Alibaba
Genie].

[Likert-type 7-point scale: 1 = Never; 7 = Always]

Prompt: “Read carefully and indicate your agreement with each
of the following statements about human reviewers:”
1. | feel that human reviewers are involved in the training
of [Alexa/Alibaba Genie].
2. The majority of training to improve [Alexa/Alibaba
Genie] skills require human reviewer involvement.
3. In the training of [Alexa/Alibaba Genie], human
reviewers are asked to give their opinions.

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]

To what extent have you been involved in the
design of the IRIS-SAP-FI system? (Sasidharan et
al., 2011)

To measure stakeholder involvement through
business analysts (averaged across all groups.) For
each architecture team, please indicate how closely
each architecture team works with business

analysts. (Scale: Business analysts (1) work
within . . .; (2) work closely with . . .; work

occasionally with . . .; (4) do not work with . . . the
architecture group) (Boh & Yellin, 2006)

| feel that the employees have been involved in the
Food at Work project (Lassen et al., 2007)

The majority of the ward team was involved in the
decision to use the C-MIS (Segaar et al., 2007)

In the decision-making process about the C-MIS
1 was asked to give my opinion (Segaar et al., 2007)

See item for
source

Trusting
beliefs:
benevolence

Prompt: “Read carefully and indicate the extent to which you
believe each of the following statements about interactions with
[Amazon/Alibaba] (the company) . ..”

1. 1 believe that [Amazon/Alibaba] would act in my best

I believe that the seller would act in my best interest
If I required help, the seller would do his or her best
to help me

The seller is interested in my well-being, not just

interest his or her own
2. If I'required help, [Amazon/Alibaba] would do its best

to help me
3. [Amazon/Alibaba] is interested in my well-being, not

just its own

Adapted from
Moody et al.
(2017)
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[Likert-type 7-point scale: 1 = Extremely unbelievable: 7 =
Extremely believable]

Trusting Prompt: “Read carefully and indicate the extent to which you | 1. The seller would be competent and effective in | Adapted from
beliefs: believe each of the following statements about interactions with providing the product Moody et al.
competence [Amazon/Alibaba] (the company) . ..” 2. The seller would perform his or her role of | (2017)
1. [Amazon/Alibaba] would be competent and effective providing opportunities for the product very well
in providing its voice recognition service. 3. Overall, the seller would be a capable and
2. [Amazon/Alibaba] would perform its role of proficient provider of the product
providing opportunities for its voice recognition | 4. In general, the seller would be very knowledgeable
service very well. about the product
3. Overall, [Amazon/Alibaba] would be a capable and
proficient provider of its voice recognition service.
4. In general, [Amazon/Alibaba] would be very
knowledgeable about its voice recognition service.
[Likert-type 7-point scale: 1 = Extremely unbelievable: 7 =
Extremely believable]
Trusting Prompt: “Read carefully and indicate the extent to which you | 1. The seller would be truthful in his or her dealings | Adapted from
beliefs: believe each of the following statements about interactions with with me Moody et al.
integrity [Amazon/Alibaba] (the company) . ..” 2. 1 would characterize the seller as honest (2017)
1. [Amazon/Alibaba] would be truthful in its dealings | 3. The seller would keep his or her commitments
with me 4. The seller would be sincere and genuine
2. 1 would characterize [Amazon/Alibaba] as honest
3. [Amazon/Alibaba] would keep its commitments
4. [Amazon/Alibaba] would be sincere and genuine
[Likert-type 7-point scale: 1 = Extremely unbelievable: 7 =
Extremely believable]
Distrusting Prompt: “Read carefully and indicate to which extent each of | 1. | worry that the seller is only concerned about his | Adapted from
beliefs: the following statements describes your feelings about or her own interests Moody et al.
malevolence interactions with [Amazon/Alibaba] (the company) . . .” 2. It concerns me a lot that the seller pretends to care | (2017)
1. | worry that [Amazon/Alibaba] is only concerned more about me than he or she really does
about its own interests 3. | fear that the seller inwardly dislikes putting

2. It concerns me a lot that [Amazon/Alibaba] pretends
to care more about me than it really does

3. | fear that [Amazon/Alibaba] inwardly dislikes putting
itself out to help other customers

[Likert-type 7-point scale: 1 = Does not describe my feelings: 7

himself or herself out to help other buyers
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= Completely describes my feelings]

Distrusting Prompt: “Read carefully and indicate to which extent each of | 1. | am troubled that the seller is not as knowledgeable | Adapted from
beliefs: the following statements describes your feelings about in his or her field as | would expect Moody et al.
incompetence | interactions with [Amazon/Alibaba] (the company) . ..” 2. | am cautious because | believe that the seller does | (2017)
1. | am troubled that [Amazon/Alibaba] is not as a haphazard job at what he or she does
knowledgeable in its field as | would expect 3. Concern is justified, since the seller is not really
2. | am cautious because | believe that competent in his or her area of expertise
[Amazon/Alibaba] does a haphazard job at what it
does
3. Concern is justified, since [Amazon/Alibaba] is not
really competent in its area of expertise
[Likert-type 7-point scale: 1 = Does not describe my feelings: 7
= Completely describes my feelings]
Distrusting Prompt: “Read carefully and indicate to which extent each of | 1. Unfortunately, the seller would tell a lie if he or she | Adapted from
beliefs: deceit | the following statements describes your feelings about could gain by it. Moody et al.
interactions with [Amazon/Alibaba] (the company) . . .” 2. 1It’s a troubling fact that the seller won’t always | (2017)
1. Unfortunately, [Amazon/Alibaba] would tell a lie if it hold to the standard of honesty he or she claims
could gain by it 3. Sadly, the seller would cheat on his or her financial
2. It’s a troubling fact that [Amazon/Alibaba] won’t statements if he or she thought he or she could get
always hold to the standard of honesty it claims away with it
3. Sadly, [Amazon/Alibaba] would cheat on its financial
statements if it thought it could get away with it
[Likert-type 7-point scale: 1 = Does not describe my feelings: 7
= Completely describes my feelings]
Response set | 1. Prompt: “If there are 7 days in a week, then select “Neither | N/A
item believable nor unbelievable” as the response to this
question.”
Privacy Prompt: “Read carefully and indicate your agreement with each | 1. | believe that the location of my mobile device is | Adapted from
concern: of the following statements about interactions  with monitored at least part of the time. Xu et al
perceived |AIexa/AI|Gen|e| (the smart speaker) . . 2. |l am concerned that mobile apps are collecting too | (2012a)
surveillance I believe that the audio captured by [Alexa/AliGenie] much information about me.
is monitored at least part of the time 3. | am concerned that mobile apps may monitor my

2. 1 am concerned that [Alexa/AliGenie] is collecting too
much information about me

3. lam concerned that [Alexa/AliGenie] may monitor my
personal activities

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly

activities on my mobile device.
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agree]

Privacy Prompt: “Read carefully and indicate your agreement with each | 1. | feel that as a result of my using mobile apps, | Adapted from
concern: of the following statements about interactions with others know about me more than | am comfortable | Xu et al. (2008)
perceived [Alexa/AliGenie] (the smart speaker) . . .” with. and Xu et al
intrusion 1. | feel that as a result of my interacting with | 2. | believe that as a result of my using mobile apps, | (2012a)
[Alexa/AliGenie], others know about me more than | information about me that | consider private is now
am comfortable with more readily available to others than | would want.
2. | believe that as a result of my interacting with | 3. | feel that as a result of my using mobile apps,
[Alexa/AliGenie], information about me that | information about me is out there that, if used, will
consider private is now more readily available to others invade my privacy.
than I would want
3. | feel that as a result of my interacting with
[Alexa/AliGenie], information about me is out there
that, if used, will invade my privacy
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]
Privacy Prompt: “Read carefully and indicate your agreement with each | 1. | am concerned that mobile apps may use my | Adapted from
concern: of the following statements about interactions with personal information for other purposes without | Smith et al.

secondary use
of personal

[Alexa/AliGenie] (the smart speaker) . . .”
1. 1 am concerned that [Alexa/AliGenie] may use my

notifying me or getting my authorization.
2. When | give personal information to use mobile

(1996) and Xu
et al. (2012a)

information personal information for other purposes without apps, | am concerned that apps may use my
notifying me or getting my authorization information for other purposes.

2. When | give personal information to [Alexa/AliGenie], | 3. | am concerned that mobile apps may share my
| am concerned that it may use my information for other personal information with other entities without
purposes. getting my authorization.

3. I am concerned that [Alexa/AliGenie] may share my
personal information with other entities without getting
my authorization.

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]
Response  set | Prompt: “If there is one T in the word “Tech,” then select | N/A
item “Strongly agree” as the response to this question.”
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Perceived
privacy risks of
voice systems

Prompt: “Read carefully and indicate your agreement with each
of the following statements about interactions  with

|AIexa/AI|Gen|e| (the smart speaker) . .

In general, it would be rlsky to give my personal
information to [Alexa/AliGenie].
2. There would be high potential for loss associated with
giving my personal information to [Alexa/AliGenie].
3. There would be too much uncertainty associated with
giving my personal information to [Alexa/AliGenie].
4. Providing [Alexa/AliGenie] with my personal
information would involve many unexpected problems

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]

In general, it would be risky to give my personal
information to commercial/government websites.
There would be high potential for loss associated
with giving my personal information to
commercial/government websites.

There would be too much uncertainty associated
with giving my personal information to
commercial/government websites.

Providing commercial/government websites with
my personal information would involve many
unexpected problems

Adapted from
Hong and
Thong (2013)

Perceived
benefits of
[Alexa /
AliGenie]

Prompt: “Read carefully and indicate your agreement with each
of the following statements about interactions with
[Alexa/AliGenie] (the smart speaker) . . .”
1. [Alexa/AliGenie] reduces my searching time to find
the information that | need.
2. [Alexa/AliGenie] can provide me with the
convenience to instantly access the information that |

need.
3. Owverall, | feel that using [Alexa/AliGenie] is
beneficial.

[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]

M-Coupon service reduces my searching time to
find the promotional information that | need.
M-Coupon _service can provide me with the
convenience to instantly access the promotional
information that | need.

Overall, | feel that using M-Coupon service is
beneficial.

Adapted from
Xu et al
(2011b)
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Ambivalence Prompt: “Read carefully and indicate your agreement with each | “Indicate your agreement with the following | Adapted from
of the following statements about interactions with | statements:” (Moody et al.,
[Amazon/Alibaba] (the company) . ..” 1. Possessed reactions towards the seller that were | 2014)

1. Possessed reactions toward [Amazon/Alibaba] that mixed versus one-sided.
were mixed versus one-sided. 2. Felt conflicted in your reactions to the seller
2. Felt conflicted in your reactions to [Amazon/Alibaba] | 3. Experienced behavioral indecision
3. Experienced behavioral indecision toward | 4. Felt tension in your thoughts and feelings towards
[Amazon/Alibaba] the seller
4. Felt tension in your thoughts and feelings toward | 5. Felt ambivalent towards the seller
[Amazon/Alibaba]
5. Felt ambivalent toward [Amazon/Alibaba]
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly
agree]

Response set | Prompt: “If you are not a fish, then select “Agree” as the | N/A

item response to this question.”

Prior privacy | Prompt: “Read carefully and answer the following questions:” | 1. How often have you personally experienced | Adapted from

experience 1. How often have you personally experienced incidents incidents whereby your personal information was | Smith et al.

whereby your personal information was used by some used by some company or_e-commerce web site | (1996)
company without your authorization? without your authorization?

2. How often have you heard or read during the last year | 2. How much have you heard or read during the last
about the use and potential misuse of the information year about the use and potential misuse of the
collected from virtual assistants (e.g., Alibaba information collected from the Internet?
AliGenie, Apple Siri, Amazon Alexa, Google | 3. How often have you personally been the victim of
Assistant, and the like)? what you felt was an improper invasion of privacy?

3. Same

[Likert-type 7-point scale: 1 = Never; 7 = Always]

Awareness (of | Prompt: “Read carefully and indicate your agreement with the | 1. Companies seeking information online should | Adapted from

privacy following statements:” disclose the way the data are collected, processed, | Malhotra et al.

practices) 1. Same and used. (2004)

2. Same 2. A good consumer online privacy policy should have
3. Same a clear and conspicuous disclosure.
3. It is very important to me that | am aware and
[Likert-type 7-point scale: 1 = Strongly disagree: 7 = Strongly knowledgeable about how my personal information
agree] will be used.

Past  positive | Prompt: “Overall, how you would rate the quality of Amazon | 1. My past experience in Amazon’s auction | Adapted from

experience Alexa?” marketplace was positive Pavlou and

60




with Alexa (Fill in the blank) 2. | received excellent service from sellers in | Gefen (2004)
1. My past experience with Amazon Alexa was Amazon’s auction marketplace in the past
2. | received service from Amazon Alexa in the | 3. Sellersin Amazon’s auction marketplace did a good
past job in the past
3. Amazon Alexa did a job in the past
[Likert-type 5-point scale: 0 = No experience (N/A) 1 = Terrible:
5 = Excellent]
Past  positive | Prompt: “Overall, how you would rate the quality of Alibaba | 1. My past experience in Amazon’s auction | Adapted from
experience AliGenie?” marketplace was positive Pavlou and
with AliGenie | (Fill in the blank) 2. | received excellent service from sellers in | Gefen (2004)
1. My past experience with Alibaba AliGenie was Amazon’s auction marketplace in the past
3. Sellersin Amazon’s auction marketplace did a good
2. | received service from Alibaba AliGenie in job in the past
the past
3. Alibaba AliGenie did a job in the past

[Likert-type 5-point scale: 0 = No experience (N/A) 1 = Terrible:
5 = Excellent]
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1.9. Appendix 1C — Details on Experimental Treatments

Table C1. Description of Operationalized Variables and Levels

voice data)

Construct Operationalized | Manipulation description, levels, and stimulus
variable
Default trust bias: | Product type 1) Amazon Alexa (Echo) — Alexa is Amazon’s cloud-based voice service installed on hundreds of millions of smart
innate, instinctual devices from a variety of manufacturers including Amazon.
heuristic ~ people 2) Alibaba AliGenie (Tmall Genie) — AliGenie is Alibaba’s cloud-based voice service installed on Tmall devices with
develop during skills and applications that can be integrated into other hardware solutions.
infancy that lessens amazon o2, : BY = e e Vo R
proceSSlng tO -] Certified Refurbished Echo s A0 Y @ HER USRS @B g
evaluate the 8 i o e o~ S
trustworthiness  of = home hub - Dark Charcoal sty # AliGenie — FRERESRILENLESRCTE
others. H e ¥329.00-369.00 T
o m—
o v
' A0 |
amazon alexa
Cloud  storage | 1) Amazon web services — Amazon is a U.S. based company providing cloud computing, hosting, and artificial
provide (for | intelligence solutions and has the most extensive global cloud infrastructure in the world.

2) Alibaba cloud — Alibaba is a Chinese-based company providing cloud computing, hosting, and artificial
intelligence solutions to enterprises, organizations, and countries in more than 200 countries and regions.

=2 Alibaba Cloud | 525 Q @ Intl-Englishy 9 Cart  Console  Login

1 Alibaba Cloud > Products > ~

Cloud Storage on AWS B .\\
A reliable, scalable, and secure place for your A]]baba CIOUd Storage oy
data

Alibaba Cloud storage solutions are oriented to diversified scenarios of 7 L\

users in multiple industries, providing global enterprises with more secure,

stable, reliable, and intelligent data storage services. These solutions can
AWS offers a complete range of services for you to store, access, govern, and analyze your data to reduce ik Grtarn ises rigrate thei BuisinesTEYle loucifeyin a data

costs, increase agility, and accelerate innovation. Select from object storage, file storage, and block storage
services, backup, and data migration options to build the foundation of your cloud IT environment.

foundation for enterprises to realize digital transformation.
®
AWS Storage services

-

Customer Cases  Data Sheets

2

Alibaba Group

Object storage Product Portfolio  Latest Updates

(-] Alibaba Cloud

‘amazon amazon

' webservices 01 2 D
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Salience bias: bias

favoring salient
over difficult,
diffuse

information,
leading to
suboptimal

decision making.

Perceived human
involvement in
voice systems

Privacy policy excerpts with explicit reference to either human or machine processing of voice data:

How we use the information we collect to improve our products and services

[Alexa/AliGenie] is designed to get smarter every day. For example, [Alibaba/Amazon] uses your requests to
[Alexa/AliGenie] to train our speech recognition and natural language understanding systems using machine learning.
Training [Alexa/AliGenie] with real world requests from a diverse range of customers is necessary for
[Alexa/AliGenie] to respond properly to the variation in [Alibaba/Amazon] customers® speech patterns, dialects,
accents, and vocabulary and the acoustic environments where customers use [Alexa/AliGenie]. This training relies in
part on supervised machine learning, an industry-standard practice . . .

1) Covert policy - Covert privacy policy does not mention explicit involvement of humans but references that voice
data are used for product improvement and data analytics:

[(covert) where [Alexa/AliGenie] collects a sample of your requests to help it understand the correct interpretation
of a request and provide you with personalized responses in the future].

2) Overt policy - Overt privacy policy mentions the explicit involvement of humans who will process participants’
voice data for training data purposes:

[(overt) where humans manually listen to samples of your requests to help [Alexa/AliGenie] understand the correct
interpretation of a request and provide the appropriate response in the future].

Level of effort:
Level of cognitive
effort or conscious
awareness  during
decision making.

Level of effort
(aid) in
information
processing

1) High level of aid — Callout boxes and written explanations of crucial privacy content expressing possible privacy
implications for voice systems users.

2) Low level of aid — Callout boxes only as visual cues to highlight content of interest that may express possible
privacy implications for voice systems users.

E225mbe.com’ e Proaucs o |

- bomers Yoot

“Your audio
recordings

Shop the Spring Outdoor Event

Home Leaming  Rules Center Penalty Record >

collected by
Alexa are
manually
reviewed by
Amazon

employees
and may be
shared with

employees at
subsidiari
affiliates, and
government

agencies.” i o 5

High level of aid (left) vs. low level of aid (right)
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Control condition:

Omits reference
to:
(1) a specific

product type,

(2) a specific
cloud provider,
(3) any specific
agent (either

human or
machine) to
process voice
data for
supervised
training,

(4 and any
callout boxes or
additional
written aids

Effective date: February 24, 2021
Privacy Notice

The company and our affiiates respect your concerns about priva

Information we collect

This Privacy Notice describes the types

of personal information we obtain about consumers and other individuals identified below, how

may.use We obtain certain personal information in connection with the products and services we provide. The types of personal information we obtain

the personal information, with whom we may share it, and the choices available regarding our use of the ncludes:

personal information. The Privacy Notice also describes the meastires we take to safeguard the personal o Identifiers; identifiers such as a real name, alias, postal address, unique personal identifier (such a5 a device identifier; cookies, beacons,
pixe! tags, mavile ad identifiers and similar technology; customer number, unique pseudonym, or user alias; telephone number and other
forms of persistent or probabilistic identifiers), online identifier, internet protocol address, email address, account name, and other
similar identifiers

Additional Data Subject to Civ. Code § 1798.80: signature, bank account number, credit card number, debit card number, and other
financial information

e Protected Classifications: characteristics of protected classifications under California or federal lw, such as age and sox

o Commercial Information: commercial information, including records of personal property, praducts or services purchased, abtained, or
considered, and other purchasing or consuming histories or tendencies

. Biometric Information

o Online Activity: Internet and other electronic network activity information, including, but not limited to, browsing history, search history,
and information regarding your interaction with websites, applications or advertisements

. Geolocation Data

o Sensory Information: audio, electronic, visual, and similar information

o Inferences: inferences drawn from any af the information identified above to create a profile about you reflecting your preferences,
characteristics, psychological trends, predispositions, behavior, attitudes, intelligence, abilities and aptitudes.

and how individu:

s can contact us about our privacy practices

In addition, our products and services are designed to allow you to hear and speak to anyone inside your home from your speaker, computer,
or mobile device, and collaborate with olhers in your home. 1o provide you with Lhese services, we obtain content (and related information)
that is caplured and recorded when using our products and services, such as audio recordings, audio streams, comments, and data our
products collect from their surrounding environment to perform their functions.

How we use the information we collect to improve our products and services

Our virtual assistant is designed to get smarter every day. For example, the company uses your requests to our virtual assistant to train its
speech recognition and natural language understanding systems using machine learning. Training the virtual assistant with real world requests
from a diverse range of customers is necessary for it to respond properly to the variation in our customers’ speech patterns, dialects, accents,
and vocabulary and the acoustic environments where customers use our virtual assistant. This training relies in part on supervised machine
learning, an industry-standard practice.

Information sharing

The company does not disclose personal information about you through the Voice Services, except as described in this Privacy Notice. We may
share your personal information with our subsidiaries and affiliates and with service providers who perform services for us. We do not authorize
our service providers to use or disclose the information except as necessary to perform services on our behalf or to comply with legal
requirements.

The company, our subsidiaries and affiliates, and our third-party service providers also may disclose information about you (1) if we are required
to do so by law or legal process (such as a court order or subpoena); (2) in response to requests by government agencies, such as law
enforcement authorities; (3) to establish, exercise or defend our legal rights; (4) when we believe disclosure is necessary or appropriate to
prevent physical or other harm or financial loss; (5) in connection with an investigation of suspected or actual illegal activity; or (6) otherwise
with your consent.

64




1.10. Appendix 1D — Additional Details on Results and Analyses

Table D1. Descriptive Statistics of Participants

Variable Category Frequency (percentage)
n =499
Gender Male 250 (50.1%)
Female 239 (47.9%)
Prefer not to say 7 (1.4%)
Nonbinary 3(0.6%)
Age 18-24 48 (10%)
25-29 70 (14%)
30-34 108 (22%)
35-39 80 (16%)
40-49 104 (21%)
50-65 78 (16%)
Older than 65 years 11 (2%)
Annual income range < $30,000 120 (24%)

$30,001 — $75,000

207 (41.5%)

$75,001 — $150,000

141 (28.3%)

$150,001 — $300,000 27 (5.4%)
$300,001 — $500,000 2 (0.4%)
$500,001+ 2 (0.4%)
Employment status Employed part-time 65 (13%)
Employed full-time 306 (61.3%)
Not employed 42 (8.4%)
Self-employed 54 (10.8%)
Student 17 (3.4%)
Retired 10 (2.0%)
Other 5 (1.0%)
Educational level Less than high school 0 (0%)
High school graduate or equivalent 50 (10%)

Some college but have not completed a degree

107 (21.4%)

Associate degree or two-year equivalent

51 (10.2%)

Bachelor’s degree

214 (42.9%)

Master’s degree

71 (14.2%)

Doctorate / Ph.D. 6 (1.2%)
Ethnicity American Indian or Alaskan Native 2 (0.4%)
Asian 46 (9.2%)
Black or African American 47 (9.4%)
Hispanic or Latino 36 (7.2%)
Middle Eastern or North African 3 (0.6%)
Native Hawaiian or Pacific Islander 0 (0%)
White or Caucasian 358 (71.7%)
Prefer not to say 7 (1.4%)
Familiarity with voice assistants Yes 499 (100%)
Frequency of use of voice assistants | Less than once a month 20 (4%)

1-3 times a week

120 (24%)

Once a day

78 (15.6%)

2-4 times a day

173 (34.7%)

More than 4 times a day

108 (21.6%)

Mobile skills

Fair

15 (3%)

Good

94 (18.8%)
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Very Good

194 (38.9%)

Excellent

196 (39.3%)

Length of time of smart device
ownership

Less than 12 months

23 (4.6%)

13-24 months

90 (18%)

25-36 months

88 (17.6%)

37-48 months

51 (10.2%)

49-60 months

36 (7.2%)

61-72 months

28 (5.6%)

More than 72 months

183 (36.7%)

Mobile operating system i0S 249 (49.9%)
Android 245 (49.1%)
Windows 3 (0.6%)
Other 2 (0.4%)

Updated mobile operating system | Yes 442 (88.6%)

in last 12 months No 57 (11.4%)

Quality of experience  with | Mean = 1.86

AliGenie Median = 1.00

(6-point scale: 1 No experience, 2 — | Std. Dev = 1.52

6 Terrible to Excellent)

Quality of experience with Alexa Mean = 4.62

(6-point scale: 1 No experience, 2 — | Median = 5.00

6 Terrible to Excellent) Std. Dev = 1.12

Table D2. Item Loadings

Identified factor Item Loading
Willingness to share voice | DV _1 0.881
data for processing DV 2 0.928
DV_3 0.861
Perceived human | MCHum1 1 0.833
involvement MCHum1l 2 0.757
MCHum2_1 0.904
MCHum2_2 0.849
MCHum2_3 0.849
Benevolence / integrity Benev_1 0.881
Benev_2 0.747
Benev_3 0.809
Integ_1 0.89
Integ_2 0.923
Integ_3 0.83
Integ_4 0.901
Competence Compt_1 0.887
Compt_2 0.825
Compt_3 0.89
Compt_4 0.786
Privacy concern Intru_1 0.888
Intru_2 0.895
Intru_3 0.906
SecUse 1 0.917
SecUse 2 0.914
SecUse 3 0.904
Survei_1 0.668
Survei_2 0.936
Survei_3 0.896
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Privacy risk Risk 1 0.928
Risk_2 0.897
Risk_3 0.921
Risk_4 0.886
Perceived benefits Bene 1 0.876
Bene 2 0.892
Bene_3 0.745
Prior privacy experience Prior_1 0.881
Prior_2 0.617
Prior_3 0.867
Privacy policy awareness Aware_1 0.836
Aware_2 0.875
Aware_3 0.63
Marker variable Mark_1 0.677
Mark_2 0.838
Mark_3 0.809

1.11. Appendix 1E — Mediation Testing
Traditionally, the Baron and Kenny (1986) and Sobel (1982) tests have been used to test for

mediation. Because of the increased computing power available to researchers, other methods to
test for mediation are becoming prevalent. Namely, the bootstrapping method has become the
leading approach. First developed in behavioral research (Hayes, 2009; MacKinnon, 2008), it was
recently introduced to the IS discipline (e.g., Vance et al., 2015). The advantages of this approach
include the following: greater statistical power, direct measurement of “indirect effects,” and no
requirement to assume the data are normally distributed.

We performed the bootstrapping method by resampling (from the obtained sample) with
replacement 5,000 times (Hayes, 2009). To estimate the indirect effect in each resample, we must
obtain the product (ab) by multiplying the coefficients in paths a (i.e., independent variable >
mediating variable) and b (i.e., mediating variable - dependent variable) (MacKinnon, 2008).
Next, we must obtain the path coefficient from the independent variable to the dependent variable,
which is the coefficient corresponding to ¢’. The percentile-based confidence interval ci% is
calculated by sorting the values of ab and ¢’ in ascending order. We then used the formula k(.5 -

ci/200) for the lower bound and the formula 1 + k(.5 + ci/200) for the upper bound to calculate the
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ordinal positions of ab and ¢’ corresponding to the bounds of our interval, where k is the number
of resamples (Hayes, 2009). Assuming a 95% confidence interval, our calculated ordinal ranges
were 125 and 4,876 for the lower and upper bounds, respectively.

Finally, to determine if an indirect effect existed, we observed the confidence interval ab. If
the upper and lower bounds do not include zero, then we can conclude with a confidence of ci%
that the indirect effect existed and that it was not zero (MacKinnon, 2008). Furthermore, we can
determine whether the mediation is full or partial by examining the confidence interval for c¢'. If
the confidence interval for ab does not include zero, but the confidence interval for ¢’ does include
zero, then the effect is fully mediated. Conversely, if the confidence intervals for both ab and ¢’ do

not include zero, then the effect is partially mediated.

1.12. Appendix 1F — Human Involvement Qualitative Comments

Table F1. Open-ended Responses on Human Involvement Concerns
# | Participant comment

1 | I don’tlike the idea of humans listening to my conversations.
2 | 1 did not realize that humans were involved in data collection
3 | I do not like that actual humans are listening to my commands

I don’t really mind if they have my voice as long as they are not listening and storing personal data or
4 | conversations, which | can neither prove nor disprove they do

5 | I don’t like that they use humans to decide what the outcome is

analyze this information to farm out to other ‘subsidiaries’ without me even knowing about where it’s going
6 | or who’s listening

Companies will do unethical things to make more money and there is the potential for a lot of money to be
7 | made listening to records and selling those records to other people or companies.

8 | I do not like that my information would be shared with other humans.

The idea of having humans listening to my voice recordings, even in the context of making the service better,
is really unsettling. | realize on some level that this is probably standard across all personal assistant devices,
but actually reading the privacy policy and thinking back to conversations I’ve had around my personal
9 | assistant devices makes me concerned for what exactly is out there of my personal information.

I have absolutely no interest in letting humans of any kind listen to my data, my private and personal moments
10 | at home, or even just when I’m interacting with this thing. That’s horrifying. It feels like eavesdropping.

I do not want to run the risk of others hearing and reviewing my interactions with the device, | feel it is an
11 | invasion of my privacy.

would not want to share my voice data with Alibaba because | would be embarrassed by the thought of
someone hearing me speak to the machine even if my identity were not known. | would feel like | was being
12 | listened in on and would not use the device as much or as freely.

This are third party people who are listening. Its private information and | don’t feel comfortable with third
13 | party people listening to it. This something | am not happy with. Know a days people can use this against you.
14 | Itreally makes me weirded out considering that people could then frame someone for any crime and use their
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Participant comment

OWN voice as a confession.

15

It feels a bit weird for people to have voice recordings of me, even if it is a company with reasonable
intentions.

16

| also really dislike the idea of real people manually going through the voice data.

17

The fact that | know humans will be listening to my voice and that it can be shared with a third party is a bit
more disconcerting.

18

nor should they have humans review it for Al training

correct way to think about this is to assume that anything you say to your digital assistant might very well be

19 | heard by someone else in the future.
20 | It seems sketchy to me that the voice data might be shared with humans. It seems like an invasion of privacy.
21 | but I would not like to them check my input

22

It’s very creepy knowing my voice is recorded and listened by someone else that | do not know. It’s one thing
speaking to someone in person but not having your voice recorded, saved and listened by another.

23

Last, what if I’m talking about confidential things that | do not want others to hear and Alexa recorded it and
again someone else is listening to it.

24

My voice data is unlikely to be abused based on the privacy policy, which indicates that Amazon primarily
uses it to improve Alexa, and no human actor is used to listen to my conversations.

25

I do not like that my voice will be listened to by employees of Alibaba and would not agree to this invasion
of privacy.

On Google Nest we can stop storage activity if we want to. | have never read Google “human employees”

26 | listen to my voice to make Google Nest more efficient and would be shocked to read this.
| don’t like the idea of Alexia recording my conversations and sending them to be stored at Amazon, to be
27 | listened to by who knows.

28

Personally, I would prefer not to share my voice data with Alibaba because | am concerned about my privacy.
I was put off by the fact that voice recordings are listened to and manually interpreted by human agents at
Alibaba.

29

I would not want to share my voice data with Alibaba because | take issue with the way that it would be used
and shared. | would not want a human to listen to my data,

30

This assistant is in my home hearing all kinds of conversations and | would not like to share all of this with
others. It seems way too open to others to me.

31

I wouldn’t be prone to exercise these feature as stated before others will have access to my voice recognition.

I don’t need people listening to my recorded voice to supposedly help the Alibaba Genie interpret what | am
saying. | also don’t want my personal information of address, bank account number, or credit card given to

32 | them either.
33 | 1 would be worried they would use my voice for other purposes and others would hear my voice.

| find data analysis to be very privacy invasive, | wouldn’t feel comfortable with that much information about
34 | me being available to unknown people

35

| don’t want anyone to be able to access my personal information,

36

| don’t want them to sit and listen to my voice data because it’s none of their business.
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Chapter 2: Beyond Privacy Concerns: The Conceptualization and Measurement of Privacy
Interest

2.1. Introduction

Privacy protection in today’s automation age has imperceptibly diminished over time. Consumer
data are ubiquitously collected and commoditized in online data markets and company data stores
(Spiekermann et al., 2015), often for consumer profiling (Al-Natour et al., 2020; Neumann et al.,
2019). The economic value of consumer data has fueled a digital advertising industry expected to
reach nearly $2 trillion globally in the next decade (Research and Markets, 2022). Data such as
biometrics (Breward et al., 2017; Du et al., 2020), connected vehicles (Cichy et al., 2021), location
tracking (Crossler & Bélanger, 2019), social relationships (Choi et al., 2018), and sexual data
(Maris et al., 2020) are leveraged by companies to improve their predictions of consumers’
behavioral outcomes (Zuboff, 2015, 2019)—a practice known to heighten consumers’ concerns
for information privacy (Pew Research Center, 2019). Although “privacy concerns are at an all-
time high” (Zhang et al., 2022, p. 492), consumers’ behaviors do not match their elevated privacy
concerns, a phenomenon referred to as the privacy paradox (Acquisti & Gross, 2006; Norberg et
al., 2007). As such, government regulations on information privacy protection in the US have been
slow to pass given that consumers continue to use the same technologies that elevate their privacy
concerns (Solove, 2021; Westin, 2000). As a result, protection of consumers’ privacy is often the
responsibility of the individual (Acquisti et al., 2022).

The concept of privacy is multidimensional and situational (Laufer & Wolfe, 1977). Laufer
and Wolfe (1977) described the dimensions of privacy and the “elements of situations” (p. 25) that
influenced people’s perceptions of privacy and invasion, explaining the types of situations that
affected people’s privacy perceptions, why these situations were perceived as invasive, and why

certain people were aware of these privacy-related experiences. Information systems (1S)
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researchers updated the concept of privacy in the digital age to information privacy—Dbroadly
defined as the ability to control one’s personal information (Bélanger & Crossler, 2011). As
technologies became more powerful and sophisticated, the conceptual domain of information
privacy further evolved (Smith et al., 2011). The dimensionality of privacy changes because the
perception of privacy changes over time (Bansal & Nah, 2022; Hong & Thong, 2013; Smith et al.,
1996; Xu et al., 2012a). During the rise of the Internet, Smith et al. (1996) created the concern for
information privacy (CFIP) scale that included the dimensions of collection, errors, unauthorized
secondary use, and improper access. Malhotra et al. (2004) introduced the internet users’
information privacy concerns (IUIPC) scale, positing that a new set of privacy dimensions—
awareness of privacy practices, control, and collection—were at the center of consumers’ privacy
concerns. As mobile internet and social media became more ubiquitous, Xu et al. (2012a) proposed
the mobile users’ concerns for information privacy (MUIPC) scale, arguing that users’ perceptions
of surveillance and intrusion and concerns over secondary use of information elicited greater
privacy concerns. Finally, Hong and Thong (2013) proposed the internet privacy concerns (IPC)
scale by reconceptualizing the dimensions posited by Smith et al. (1996) and Malhotra et al. (2004)
as a third-order factor comprising two second-order factors (interaction management, information
management) and six first-order factors (awareness, errors, control, collection, secondary usage,
improper access). As new internet technologies became enmeshed in consumers’ daily lives,
prompting new privacy needs, researchers expanded their conceptualizations of privacy concern.

The development of privacy concern scales was based on the shared understanding that privacy
is a situational phenomenon evolving over time. This is contrary to a normative perspective of
privacy decision-making. Through the normative privacy lens, consumers would be viewed as

rational actors who perform privacy behaviors in concert with their privacy beliefs, attitudes, and
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intentions (Culnan & Armstrong, 1999; Dinev & Hart, 2006) and are unaffected by situational
factors. That is, they make optimal privacy calculus decisions (i.e., a rational trade-off decision on
the risks and benefits of information disclosure) in every privacy context. By contrast, the
behavioral privacy perspective explains that consumers would be bounded by cognitive biases and
make privacy decisions based on situational cues (Acquisti, 2004; Acquisti et al., 2015; Acquisti
et al., 2016) and thus cannot make actual decisions that reconcile with their attitudes and beliefs
in every privacy context (Acquisti & Gross, 2006; Adjerid et al., 2018b; Norberg et al., 2007). An
issue then arises when researchers adopt a normative privacy perspective and assume consumers’
stated privacy concerns are robust against situational influences and reliably predict actual
behaviors, but then apply a privacy concern scale with dimensions that are “neither absolute nor
static” and that represent the construct at the time of the scale’s development (Smith et al., 1996,
p. 190). When a mismatch occurs between consumers’ responses to a privacy concern scale and
their actual behaviors, this is called the privacy paradox (Acquisti et al., 2020). Thus, developing
a privacy measure that is more robust to situational influences would be helpful to practice and
research in advancing future conceptualizations of information privacy.

The research aim of this study is to reinvestigate the “theoretical and operational assumptions”
of privacy concern and offer a reconceptualized construct called privacy interest “in light of
emerging technology, practice, and research” (Stewart & Segars, 2002, p. 37). Drawing on the
cognitive model of empowerment (Thomas & Velthouse, 1990), we posit that privacy interest
focuses on a consumer’s dispositional interest toward privacy, which is in contrast to the
situationally-oriented privacy concern construct that measures consumers’ reactions to privacy
events or companies’ data practices. Originally theorized in the extended privacy calculus, interest

was included as a predictor on the confidence and enticement beliefs (benefits) side of the equation
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to predict consumers’ behavioral intentions (Dinev & Hart, 2006). Dinev and Hart (2006)
conceptualized interest as personal internet interest (i.e., intrinsic motivation to use the Internet)
and directly contrasted it with privacy concern to understand which was greater. Although Dinev
and Hart (2006, p. 74) stated “personal interest enriches the privacy calculus model and should be
included in future models,” interest was rarely used in studies operationalizing the privacy calculus
(see Appendix 2A for literature review). Therefore, we reposition interest on the risk belief side of
the privacy calculus equation and theorize it as an interest in information privacy protection
developed in stages from a situational interest to a dispositional interest in privacy, and we
operationalize interest through the dimensions of awareness, meaningfulness, impact, and
competence.

The cognitive model of empowerment was originally conceptualized in a workplace
environment (Spreitzer, 1995; Thomas & Velthouse, 1990) and was later reconceptualized to
student interest (Frymier et al., 1996; Weber & Patterson, 2000). The dimensions that readily apply
to a workplace and academic environment also apply to a privacy context. The dimensions we
include in our recontextualized privacy interest are as follows. First, we replace the original
dimension of choice with awareness. Often, consumers are not given a choice to preserve their
privacy if they wish to use essential digital technologies (Alashoor et al., 2022). In a privacy
context, we assert that having awareness of a threat to one’s privacy or of one’s lack of choice in
a privacy situation serves as a situational trigger to engage in privacy protection behaviors. Second,
meaningfulness reveals how much a person values privacy. This dimension is similar to disposition
to value privacy, an antecedent to privacy concern (Dinev et al., 2015; Smith et al., 2011), and is
an important consideration in privacy decision-making when consumers become saliently aware

their privacy is under threat. Third, competence relates to whether consumers have the self-efficacy
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and confidence to successfully protect their privacy. Consumers who feel that protecting their
privacy is a meaningful endeavor will develop the competence and eventually the confidence to
successfully safeguard their personal information. Fourth, impact is an important consideration.
Consumers may not feel their individual-level actions make a difference in preventing companies
from collecting and using their data. Each dimension has an additive effect on how a consumer
assesses a situation (Thomas & Velthouse, 1990), and thus those who value their privacy and who
have the competence to safeguard it will assume their actions contribute to their privacy protection.
Considering that the dimensionality of privacy interest differs from those in previous privacy
concern scales and that the assessment of people’s dispositional attitudes toward privacy differs
from their situational reactions to privacy events, we maintain that an updated conceptualization
of privacy is necessary as societies become increasingly automated.

We follow MacKenzie et al. (2011) and develop a scale for privacy interest to identify largely
stable privacy dimensions that are not situationally dependent (i.e., a person’s response to an
event). We define privacy interest as the general feeling toward reengaging protective behaviors
that increase one’s information privacy. Our study posits that users who have higher levels of
privacy interest, manifested in the four dimensions, will engage in proactive privacy protection
behaviors, specifically mobilization efforts that can motivate political action to address the harms
created in a surveillance economy (Mulligan et al., 2020).

Our study makes several contributions to the information privacy discourse. First, we refocus
on the extended privacy calculus and expand the conceptualization of interest to an interest in
information privacy and protection. We establish the dispositional link to privacy decision-making
by clarifying the role privacy interest has in the privacy calculus. Second, our conceptualization of

privacy interest is a more robust measure in situational contexts, especially contexts that artificially
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raise privacy concern perceptions and lead to a misconstruing between attitudes and behaviors
(Preibusch, 2013). For instance, established scales may trigger concerns related to data misuse
when participants are asked to think through the dimensions of privacy concerns (i.e., control,
access, error, use, collection, awareness) when they otherwise would not have considered them
(Cichy et al., 2021). In addition, the dimensions of privacy interest are reconceptualized in a
privacy environment that reflects today’s automation age regarding (un)awareness of privacy
threats, meaningfulness of one’s privacy, competence to perform protective behaviors, and impact
of one’s actions. Third, the formation of the privacy interest construct provides another theoretical
lens from which to view and operationalize the privacy calculus theory. Finally, our study
contributes to the information privacy discourse through the development of a valid and reliable

measurement scale to facilitate future empirical research on privacy.

2.2.Theoretical Background
2.2.1. Cognitive Model of Empowerment
Privacy protection is inherent in human nature (Acquisti et al., 2022; Acquisti et al., 2020; Altman,

1975, 1977). Humans are intrinsically motivated to protect their privacy, so much so that protection
behaviors go unnoticed because they occur so pervasively (Acquisti et al., 2020). For instance,
humans perform privacy protection behaviors with little conscious awareness, ranging from
adjusting their voice levels in a group setting, covering documents they read, taking personal calls
in a separate room, to closing blinds in their homes at night (Acquisti et al., 2022; Acquisti et al.,
2020; Altman, 1977). In an online context, humans adjust their privacy settings on social media
accounts, toggle cameras and microphones on/off during conference calls, and respond selectively
to intended parties in their email correspondence in an attempt to regulate boundaries with others
(Acquisti et al., 2020).

Maintaining one’s privacy can be understood as a form of intrinsic task motivation through the
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cognitive model of empowerment (Thomas & Velthouse, 1990). Empowerment refers to the
changes in task assessments (i.e., cognitive elements) that affect one’s intrinsic task motivation.
Intrinsic task motivation refers to the satisfaction or positive experiences one derives from a task
and is manifested in four cognitive elements: choice, meaningfulness, impact, and competence.
Formally, a person performs task assessments through the four cognitive elements to determine
whether a task (i.e., any activity performed with a purpose in mind) elicits an intrinsic task
motivation to continue performing the task. The cumulative learning from past task assessments
is referred to as global assessments, which are formed over time and can influence future task
assessments. In a workplace setting, intrinsic task motivation reflects “an individual’s orientation
to his or her work role” (Spreitzer, 1995, p. 1443) and serves as a barometer of the level of
empowerment employees feel in performing their work roles. Table 1 summarizes the key

theoretical dimensions and definitions of the cognitive model of empowerment.

Table 1. Dimensions of Cognitive Empowerment

Dimension Application in an information

Definition (Thomas & Velthouse, 1990)

privacy context

Task

The performance of an activit(ies) with a specific purpose
in mind.

The performance of behaviors that
protect one’s information privacy.

Meaningfulness

The value or intrinsic caring a person has toward the task
(purpose).

Global
meaningfulness

The general (aggregate) level of caring, commitment, or
psychological investment a person has in the task

(purpose).

The value of performing privacy
behaviors in relation to one's
beliefs.

Degree to which a person can “make a difference” in the

experiences.

Impact outcome of the task (purpose). Degree to _Whlch one's beha\{lor
. The expectancy of having an impact on the task, which is mal_<e_s a dlﬁgrence_z In protecting
Global impact . . . " their information privacy.
subject to change over time to include new experiences.
Competence Degree to which a person can skillfully perform the task
P (also referred to as self-efficacy; Bandura, 1977). .
The general sense a person has in their ability to perform Degree to which one feels ca_lpgple
Global similar tasks reasonably well in new environments or to perform the necessary activities
: Y . _ to protect their information privacy.
competence circumstances (also referred to as self-confidence; Wells
& Marwell, 1976).
Choice The belief a person is causally responsible for one’s
behavior (as origin or pawn; DeCharms, 1968). Degree to which one feels'
The general tendency to view oneself as origin or pawn, | responsible for their privacy
Global choice which is subject to change over time based on life | actions.
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2.2.2. Empowerment Operationalized as Interest
Outside of the workplace, empowerment has been operationalized as interest (Weber et al., 2005;

Weber & Patterson, 2000). Interest is considered “the psychological state of engaging or the
predisposition to reengage with particular classes of objects, events, or ideas over time” (Hidi &
Renninger, 2006, p. 112). In the education sciences, the learner empowerment scale (LES) was
created that relied on the cognitive model of empowerment (Thomas & Velthouse, 1990) to assess
learner’s motivation to study (Frymier et al., 1996). Specifically, student motivation to learn in a
classroom environment is attributed to their state and trait motivations (Brophy, 2004; Frymier et
al., 1996). From an empowerment perspective, state motivation is derived from task assessments
and refers to a student’s desire to learn specific content at a specific point in time; trait motivation
is derived from global assessments and refers to a student’s inherent drive to perform the task of
learning because the task itself is meaningful (Frymier et al., 1996; Thomas & Velthouse, 1990).
Researchers examined the conceptual similarities between the multidimensional LES and a
unidimensional Perceived Interest Questionnaire (Schraw et al., 1995) and found the LES to be a
more effective, more valid and reliable measurement of student interest (Weber et al., 2005; Weber
& Patterson, 2000).

Notably, interest develops from a situational interest to an individual (dispositional) interest
and occurs in four stages (Hidi & Renninger, 2006; Renninger & Hidi, 2019). Situational interest
refers to a heightened state of focused attention and affective reaction caused by an environmental
stimuli (trigger) that may dissipate over time, whereas an individual interest refers to the
predisposition to reengage the stimuli that originally initiated the heightened state of attention and
affective reaction (Hidi & Renninger, 2006). In stage 1, triggered situational interest, interest is
typically triggered by the awareness of an environmental feature that causes a short-term change

in a person’s cognitive and affective processing. Stage 2, maintained situational interest, involves
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an extended cognitive or affective processing of the trigger that occurs over time or in subsequent
episodes. The meaningfulness of the task holds and sustains the situational interest in this stage
(Harackiewicz et al., 2000; Mitchell, 1993). Stage 3, emerging individual interest, is based on
previous task assessments and is the start of an emerging predisposition to reengage with a task
over time. In this stage, a person develops stored value and knowledge (competence) of the task.
Stage 4, well-developed individual interest, is a global assessment where a person performs tasks
seemingly effortlessly and spends more time on a task, producing “more types and deeper levels
of strategies for work with tasks” (Hidi & Renninger, 2006, p. 115). In summary, people require a
situational trigger to spark interest in a task, and through the stages of development, this interest
becomes a predisposition to reengage the task over time and in subsequent episodes.

2.2.3. Existing Conceptualizations of the Privacy Calculus
The conceptualization of task and global assessments and interest development serves as the

foundation of our discussion on privacy calculus. Culnan and Armstrong (1999, p. 106) defined
privacy calculus as an assessment customers make when they disclose personal information to
retailers that their data “will subsequently be used fairly and they will not suffer negative
consequences” (Laufer & Wolfe, 1977; Milne & Gordon, 1993; Stone & Stone, 1990). The context
involved customers’ provision of transaction data and other personal information for use in
retailers’ targeted marketing campaigns in exchange for a social or economic benefit. Dinev and
Hart (2006) extended the privacy calculus with respect to the Internet, focusing on an ecommerce
context involving vendors and online transactions. In the age of automation, interactions with
companies have evolved and are no longer confined to an online transactions environment.
Consumer-company interactions can occur at a person’s workplace or home, inside their car or
bedroom, on a phone or wearable device—nearly anywhere with an internet connection. However,

people’s calculus to weigh the benefits versus costs of using emerging technologies will differ
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depending on how conversant one is in anticipating the downstream privacy cost of technology
use—which is arguably impossible to estimate (Acquisti et al., 2020). As updates to previous
privacy decision-making models, the Antecedents — Privacy Concerns — Outcomes (APCO)
model (Smith et al., 2011) and later enhanced APCO (Dinev et al., 2015) were developed as
macromodels to describe the entire privacy decision-making context, which included the privacy
calculus and principles from behavioral economics and psychology. In the APCO macromodels,
interest is omitted and privacy concern is the primary decision criterion bridging antecedents and
outcomes.

Few studies have examined the role of interest a person has in either technology or in privacy
when they perform a privacy calculus. Table A1 (Appendix 2A) summarizes the research
published in the Senior Scholars’ List of Premiere Journals that cited the extended privacy calculus
(Dinev & Hart, 2006). The studies that investigated consumers’ interest pertained to an interest in
information technology (Jia et al., 2022), in social commerce (Shen et al., 2019), the screening out
of low-interest users through an ex ante registration request (Huang et al., 2021), and the
covariation of interests in which interaction partners’ interests corresponded (Al-Natour et al.,
2021). A few studies outside the Basket of 11 have also examined digital interest (James et al.,
2013) and personal app interest (James et al., 2021). None of the studies, however, examined
whether having an interest in privacy would make consumers more resolute to protect their
privacy. Research has examined interest in the “confidence and enticement beliefs” (benefits) side
of the calculus but has left a gap in examining consumers’ interest from the “risk beliefs” (risk)
side of the calculus. For a person to perform a more effective calculus, a person’s interest in
learning the myriad downstream risks associated with emerging technologies would require a

development of interest from situational triggers (i.e., privacy events) to a dispositional interest,
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where competence in assessing risk and risk mitigation situations is necessary to perform a full
calculus.

Risk beliefs are multidimensional and can range from physical to decisional (Karwatzki et al.,
2022). The downstream consequences consumers can consider are similarly aplenty (Karwatzki et
al., 2017b). To assess risk events, consumers must understand the impact of the event and the
probability of its occurrence (Karwatzki et al., 2017b; Karwatzki et al., 2022). While researchers
have admonished that expanding our understanding of privacy risks is crucial to advancing the
privacy discourse (Dinev & Hart, 2006; Dinev et al., 2013), this admonishment did not include
deepening our understanding of consumers’ interest levels to expand their knowledge of
information privacy, privacy events, and privacy protection. Our review shows that only a few
studies have explored interest as a predictor in the privacy calculus to examine the benefits and
conveniences afforded by the Internet and other technologies, and none have examined an interest
in privacy. In an age where technologies are deployed without people’s knowing (e.g., smart cities,
surveillance technologies), privacy research could benefit from an increased focus on studying
people’s interest in privacy from the risk-beliefs side of the privacy calculus equation.

2.2.4. Existing Interpretations of the Privacy Paradox
Research has discussed the roles of normative and behavioral factors in privacy decision-making

(e.g., Adjerid et al., 2018b; Bélanger & James, 2020; Laufer & Wolfe, 1977; Smith et al., 2011,
Tsai et al., 2011). Normative factors influence the objective, rational privacy calculus of benefits
and costs in privacy decision-making (Adjerid et al., 2018b). Examples of normative factors
include privacy regulations, company privacy policies, information sensitivity, and privacy notices
and seals. The normative perspective expects complete rationality. Behavioral factors do not
influence the objective, rational privacy calculus of benefits and costs in privacy decision making

but can affect actual behaviors (Adjerid et al., 2018b). Examples of behavioral factors include
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choice defaults, cognitive resources, motivation, choice architecture, and time constraints. The
behavioral perspective anticipates bounded rationality. Moreover, situational factors can influence
the objective, rational privacy calculus of benefits and costs in privacy decision making and actual
behaviors (Dinev et al., 2015). Examples of situational factors include biases, heuristic processing,
misattribution, and cues and signals. As shown in Figure 1, a different set of normative,
behavioral, and situational factors can simultaneously influence concerns and behaviors. When
concerns do not accurately predict behaviors, this mismatch is considered a paradox. We believe
that a major impediment to research on the privacy paradox is the absence of a privacy construct

and measure that remain largely stable in a variety of privacy situations.

Our belief is that an expanded conceptualization on information privacy in the age of
automation requires a perspective on privacy interest that is oriented toward identifying
dispositional attributes of consumers who protect their privacy. By contrast, in the information age
the privacy concern perspective focused on the environmental factors exerted on consumers that
elicited their concerns. A perspective on interest is inherent in the privacy calculus but not on the
privacy side of the equation. Thus, a focus on interest in privacy rather than on interest to use
technologies provides an alternative lens through which to communicate how privacy risk events
can affect consumers’ dispositional privacy attitudes, which can lead to fewer paradox
occurrences, help inform effective strategies to increase privacy protection competence, and
contribute to the development of comprehensive privacy regulations focused on educational
interventions. A focus on privacy interest deepens our understanding of information privacy and

broadens our discussions on privacy in light of autonomous technologies.
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Figure 1. Viewing the Privacy Paradox Through a Situational & Dispositional and
Normative S Behavioral lens
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Note. Privacy-related situational antecedents (e.g., privacy experiences) trigger a consumer’s disposition toward
privacy, which later becomes an engrained disposition over time (e.g., disposition to value privacy).

2.3. Conceptualization of Privacy Interest
2.3.1. Stages of Interest Development
According to Hidi and Renninger (2006), interest development is an evolutionary process that

requires an environmental feature to elicit a situational interest that over time manifests
dispositionally. In a privacy context, a triggered situational interest occurs when consumers
experience a privacy event, such as receiving a notice from a company informing their data have
been compromised in a recent breach, making them saliently aware their privacy is endangered.
For privacy fundamentalists, they will enter the second stage of privacy interest development—
maintained situational interest—given they ascribe high value to privacy (Westin, 2000), and
meaningfulness of privacy holds and sustains situational interest in this stage (Harackiewicz et al.,
2000; Mitchell, 1993). For the privacy unconcerned who place no to low value on privacy (Westin,
2000), their triggered situational interest would dissipate then subsequently conclude their interest

development. The third stage of privacy interest development marks the beginning of an emerging
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dispositional interest in privacy and its protection, characterized by a consumer who develops
competence in privacy protection behaviors, values privacy, and is aware of the situations that
pose risks to privacy. In the fourth stage—well-developed dispositional interest—consumers
practice privacy-protection strategies effortlessly as part of their routine behaviors. They
continually reengage privacy-protection behaviors because they find their actions make a
difference in their privacy protection.

2.3.2. Development Process from Situational to Dispositional Privacy Interest
In an ambient computing environment, smart technologies are designed to be hidden (Olwal &

Dementyev, 2022), and in privacy “what is hidden from us either individually or collectively can
be potentially harmful” (Laufer & Wolfe, 1977, p. 23). Consumers may not be consciously aware
of situations that endanger their privacy (Bélanger & Crossler, 2011; Laufer & Wolfe, 1977). As
Acquisti et al. (2022) explain, consumers do not see companies and governments listening to their
conversations or peering into their screens when browsing online because their physical space may
signal strong territorial privacy—a personal space carved out for oneself (Porteous, 1976).
However, when smart technologies are added to the space, the space transforms into a virtual,
privacy-sensitive environment subject to data collection and surveillance. Therefore, before
actively performing a privacy calculus, consumers must be aware that a possible privacy risk event
exists, which serves as a situational trigger to prepare a possible privacy-protective behavior.
Importantly, awareness can catalyze one’s thinking toward privacy, which activates their
disposition to value their privacy (i.e., the meaningfulness of their privacy). Taken together,
situational privacy interest begins with awareness that one’s privacy is possibly endangered, which
then triggers one’s thoughts of how meaningful their privacy is in the event of an intrusion.

The APCO macromodel describes six antecedents to privacy concerns: (1) personality

differences, (2) demographic differences, (3) culture, (4) disposition to value privacy, (5) privacy
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awareness, and (6) privacy experiences (Dinev et al., 2015; Smith et al., 2011). Some antecedents
are dispositional in nature (e.g., personality, demographics), and others are situationally specific
to privacy (e.g., privacy awareness, privacy experiences), much like the dimensions of privacy
interest. Hidi and Renninger (2006) explain that the characteristics of each stage of interest
development function as mediators to the subsequent stage, deepening levels of interest
sequentially. As such, when situational privacy interest becomes dispositional, consumers are
likely to become resourceful in their protection strategies when in conditions fraught with privacy
risks. In addition, consumers with a dispositional privacy interest will become anticipatory of
privacy risks when they engage with or within environments with smart technologies,
simultaneously considering the context and the appropriate strategies to mitigate privacy threats
and risks. Finally, dispositional privacy interest is evident when the consumer perseveres to enact
privacy protection behaviors, even when doing so is inconvenient or time-consuming. Although
the APCO antecedents and privacy interest share common dimensions (i.e., awareness,
meaningfulness), the cogency of the developmental process described in the stages of interest
development provides support for a comprehensive conceptualization and measurement of
dispositional privacy attitudes.

Drawing on the cognitive model of empowerment and the stages of interest development, we
conceptualize privacy interest as a general feeling to reengage behaviors that protect information
privacy manifested in a set of four cognitions that vary along the situational-dispositional
continuum with (1) awareness and (2) meaningfulness situationally oriented and (3) competence
and (4) impact dispositionally oriented. Formally, construct scope refers to “the set of things that
possess the property represented by the construct” (Weber, 2021, p. 1648). The awareness and

meaningfulness dimensions are within the scope of situational interest, whereas competence and
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impact are within the scope of dispositional interest, and the scopes of both interests overlap and
influence one another. Figure 2 shows the dimensions and scopes of privacy interest and how they

relate to one another.

Figure 2. Viewing Privacy Interest through a Situational & Dispositional Interest Lens
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The four dimensions provide a comprehensive coverage of the scope of the privacy interest
construct in the context of ambient computing (Olwal & Dementyev, 2022) and surveillance
capitalization (Zuboff, 2015, 2019). Privacy interest includes the well-validated awareness
dimension, common in Malhotra et al. (2004) and Hong and Thong (2013), and adds three new
dimensions to the privacy calculus discourse (i.e., meaningfulness, competence, and impact). An
interest in privacy is important to understand the extent to which a consumer is willing to develop
stored knowledge of privacy protection strategies and to perform a privacy calculus more
effectively, especially when privacy experiences become less salient and consumers become less
aware of privacy risk events (Laufer & Wolfe, 1977).

2.3.3. Dimensions of Privacy Interest
In context-aware computing environments, sensor-embedded devices can perceive their

environments to capture audio-visual data emitted from people and objects (Schuetz & Venkatesh,
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2020). Personally identifiable information such as weight, height, appearance, voice, and the like
are collected often without a consumer’s awareness or permission (Wakefield, 2013). Awareness
of a privacy situation is necessary for consumers to consciously choose to manage their privacy,
and it is often in hindsight that they become aware of a privacy invasion event (Laufer & Wolfe,
1977). Privacy awareness refers to the extent to which a consumer is apprised of organizations’
information privacy practices (Malhotra et al., 2004). Whether consumers choose to perform
privacy-protective behaviors largely depends on their awareness of privacy issues in their
surrounding environment (Belanger & Crossler, 2019).

Meaningfulness concerns the value of performing privacy behaviors with respect to one’s
beliefs and standards. Akin to disposition to value privacy, meaningfulness is the level of intrinsic
caring consumers have toward the protection of their privacy. Thomas and Velthouse (1990)
explained that higher levels of meaningfulness result in higher levels of involvement, commitment,
and concerted effort toward a task, which in this case is privacy protection. By contrast, lower
levels of meaningfulness result in apathy toward privacy protection, the boundary management of
one’s space, and the control of personal information flow (Xu et al., 2011a). As a disposition,
global meaningfulness is the extent to which a consumer would invest in privacy protection
behaviors. Thus, consumers with low levels of global meaningfulness will find the task of privacy
protection a noncritical endeavor in the scope of their daily activities, whereas consumers with
high levels of global meaningfulness will practice privacy protection behaviors routinely
throughout their day.

Competence refers to the degree to which one feels capable of performing a task skillfully. In
a privacy context, the task pertains to protection of information privacy and relates to a level of

self-efficacy or personal mastery (Bandura, 1977, 1986) a person has to perform protective privacy
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behaviors. Self-efficacy beliefs are “people’s judgments of their capabilities to organize and
execute courses of action required to attain designated types of performances” (Bandura, 1986, p.
391). People with low self-efficacy beliefs avoid tasks that require high competence, thereby
precluding them from building the necessary skills to perform the task in the future (Bandura,
1977). Conversely, people with high self-efficacy beliefs tend to exert high levels of effort to
perform a task and will persevere through difficulties they encounter.

Impact, defined as the degree to which one’s behavior makes a difference in protecting their
information privacy, is the “converse of learned helplessness” (Spreitzer, 1995, p. 1444). Formally,
Thomas and Velthouse (1990) explained impact through the concept of learned helplessness in
humans (Abramson et al., 1978). Learned helplessness is either externally (universal helplessness)
or internally (personal helplessness) focused (Abramson et al., 1978). In a privacy context, when
consumers experience universal helplessness, they do not see their actions leading to an impact on
their privacy protection, regardless of the measures they take or the efforts they exert. This leads
to a digital resignation (Draper & Turow, 2019) or “privacy is dead” sentiment (Acquisti et al.,
2020), which is characterized as depressed affect and reduced motivation to perform a task
(Abramson et al., 1978). Consumers experiencing personal helplessness see making an impact to
their privacy protection as possible, but they lack the competence to perform the task successfully.
The perception of making an impact is the additive effect of meaningfulness, competence, and
awareness of risks that shapes one’s attitude on the expectancy of making a difference through
one’s actions.

2.3.4. Privacy Interest: A Multidimensional Construct
In summary, we ground our conceptualization of privacy interest on the cognitive model of

empowerment, namely the reciprocal relationship between task and global assessments, and layer

it with the four stages of interest development to explain consumers’ intrinsic task motivation to
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improve their information privacy posture. Awareness of a privacy event is the situational trigger
that catalyzes a consumer to think of their privacy and its value to them. In time, consumers who
develop a privacy interest will improve their privacy competency to enhance the impact they can
have on their information privacy protection. However, others who are aware of privacy events
and who may also value their privacy may not develop a greater interest in furthering their privacy
competency or in learning ways to improve their impact on privacy protection. The four-
dimensional conceptualization of privacy interest effectively captures the variance among those
with low, medium, and high-levels of interest in privacy protection and can also be used as a proxy
of privacy attitude, serving as a functional alternative to privacy concern in contexts leading to the
privacy paradox.

Formally, we conceptualize privacy interest as a second-order construct that is measured
reflectively. The underlying theoretical theme that undergirds privacy interest is the various stages
of interest development from which situational interest becomes dispositional interest. In
accordance with our theorization, privacy interest reflects the different stages of interest
development, which will manifest in the set of four cognitions—with those who are more
dispositionally interested in privacy to perceive higher levels of competency and ability to have an
impact on their information privacy, and with those who are low in interest to remain only
situationally interested in their privacy and its protection. Figure 3 illustrates the reflective

structure of privacy interest and its correlated subdimensions.
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Figure 3. Privacy Interest and its Dimensions
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2.4. Scale Development and Validation

The extant privacy research discourse commonly uses privacy concerns as a measurable proxy for
the perception of privacy (Smith et al., 2011). We posit that privacy interest can also serve as a
proxy for privacy. We propose a privacy interest measurement scale and develop it in accordance
with the scale development procedures recommended by MacKenzie et al. (2011) and Weber

(2021). Table 2 describes the steps taken in the scale development process.

Table 2. Overview of Scale Development Procedures

Scale development steps (MacKenzie

et al., 2011; Weber, 2021) Details of the steps performed in this study

Adapted privacy interest from student interest (Frymier et al., 1996) and
Step 1: Develop a conceptual | empowerment (Schultz & Shulman, 1993; Spreitzer, 1995; Thomas &
definition of the construct Velthouse, 1990) that includes awareness, competence, impact, and
meaningfulness as first-order dimensions.

Conceptualization

Adapted privacy interest items from existing scales and authors’
“deduction from the theoretical definition of the construct” (MacKenzie
etal., 2011, p. 304).

Step 2: Generate items to
represent the construct

Checked content validity with Amazon MTurk workers using the “pick-
Step 3: Assess the content | and-choose” matrix approach described by Anderson and Gerbing
validity of the items (1991), where workers assigned items to the most appropriate
subdimension definition (n = 66).

Development of
Measures
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Specified privacy interest as a second-order reflective construct. In
AMOS, our measurement model includes one path fixed at 1.0 between
the latent construct and each of its indicators.

Step 4: Formally specify the
measurement model

Model Specification

©

C . mgs _ .
S Step 5 Collect data to Perforrr_led an |n|t|a_l _prete;t .(two wave survey) of the’psychometrlc
S e properties with Prolific participants to evaluate the scale’s convergent,
.2 S | conduct pretest L . o Lo -

28 discriminant, and nomological validity and reliability (n = 423).

= )

< £ Used AMOS and SPSS to evaluate the goodness of fit of the measurement
';'J) & | Step 6: Scale purification and | model, assess the validity and reliability of the set of indicators, revise
= refinement scales using confirmatory factor analysis, and assess nomological
» validity.

2.4.1. Generate Items that Represent the Construct
First, we generated items that represented the privacy interest construct. We began by compiling

a list of items from an established and validated student interest scale used in the empirical context
of classroom learning to measure students’ choice, meaningfulness, impact, and competence
dimensions. We then performed a qualitative survey with 198 technology users to understand
whether any distinctions among the subdimensions in the student interest, privacy concern, and
privacy risk concepts would emerge. We asked respondents to rank order the privacy concepts that
first came to mind when using their tech devices or visiting a website, and to explain the rationale
behind their chosen order. We open-coded the responses to understand the dimensions that
emerged in users’ privacy considerations. Finally, we reconciled the dimensions of student interest
with our theoretical description of privacy interest to identify the relevant dimensions inherent in
student interest that would apply to a privacy context. We observed subdimensions related to
privacy concerns such as access, secondary use, surveillance, and more. We also observed
subdimensions related to interest.

A few illustrative examples of the interest subdimensions we observed in respondents’

comments are as follows:
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e (Lack of) Choice: “I work in data analytics and know how data can be used. I just hope the
people collecting the data will treat it ethically and do the right thing.”

e Awareness and experience: “I was a computer programmer for 40+ years before I retired.
I know how bad security is on all platforms including even the largest computers. Phones
are the worst. | do not do any financial apps on my phone, nor do | pay any bills that require
my personal info to be entered.”

e Meaningfulness: “My personal data is definitely the thing I think about most. Mostly
because it's the thing I hear about being compromised the most. I've had it happen to me in
the past.”

e Competence: “If you don't have interest in protecting your data you won't be able to be
proactive when going on websites. You have to know and understand the risks in order to
be concerned about the risks.”

e Impact: “Risk is important but is not always present within my mind. If I am worried about
risk, then the concern would naturally follow. My main focus is interest as having a
constant protection will prevent the other two items.”

After evaluating the open codes and the dimensions of student interest, we determined that
awareness, meaningfulness, competence, and impact were dimensions directly applicable to a
privacy context. Choice, however, was excluded because many of the respondents indicated that
they did not have a choice in whether to share their data or to express how their data should be
used. We thus omitted choice from the conceptualization of privacy interest.

2.4.2. Assessing the Content Validity of Items
Our second step was to ensure that the items we created for each measure corresponded to the

conceptual definition of the respective dimension. We conducted a qualitative item-matching
activity to assess the content validity of 40 items included in the item pool. The 40 items were
carefully reworded from the existing student interest and learner empowerment scales. We then
collected data from Amazon Mechanical Turk (MTurk) respondents (n = 66) who reviewed a
matrix of 40 items (rows) and four construct definitions (columns). They were tasked with
selecting the most appropriate construct definition to which each item conceptually represented.
As a quality check, participants were asked to explain “why” they matched items with specific
construct definitions.

We computed two coefficients to measure the content validity of the respondents’ item-
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matching activity: (1) proportion of substantive agreement and (2) substantive validity coefficient.
Appendix 2E shows the content validity survey instruments and results. A summary of the results
is as follows: (1) Choice: five validated items out of nine total items; (2) Competence: nine
validated items out of nine total items; (3) Impact: three validated items out of 11 total items; (4)
Meaningfulness: five validated items out of 11 total items.

Next, based on the results, we revised several items to align the item wording with the
conceptual definition. Specifically, two of the authors conducted iterative rounds of review and
assessment of the newly revised items. Each author created a pool of revised items, then discussed
the aim of each revision, explaining how and why they revised each item. The authors identified
any confusing or ambiguous items and removed them from the pool. After revising the items
through multiple iterations of wording revisions and discussions, we retained a total of 20 items in
the item pool—five items for each respective interest dimension.

2.4.3. Pilot Study
For our third step, we conducted a pilot study on Amazon Mechanical Turk with 104 respondents.

Our objective was to quantitively validate the measurement scales, determine which items to trim,
and enhance the clarity of the item wording. Respondents were paid $0.60 USD for their
participation. We presented respondents with an infographic, entitled, “Your identity is a steal on
the Dark Web” (Experian) that showed the market rates of consumers’ data sold on the Dark Web.
We then asked respondents to answer a series of items regarding their willingness to sign up for a
new online financial service account, privacy interest subdimensions, privacy concern
subdimensions, privacy risk, global information privacy concern, and a realism check (i.e., “There
is a high likelihood that consumer data are available for sale on the dark web.”). We performed an
exploratory factor analysis and reliability analysis and reviewed the performance of each privacy-

related predictor on self-disclosure as a proof-of-concept check.
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Cronbach’s alpha and composite reliability indicated good reliability for each subdimension
of interest within acceptable limits, ranging from 0.91 (choice as lowest) to 0.97 (competence as
highest). The average variance extracted (AVE) for meaningfulness (0.63), impact (0.56), and
competence (0.81) were greater than 0.50 (Fornell & Larcker, 1981), indicating adequate
convergent validity. However, the AVE for choice was below acceptable limits of adequate
convergent validity at 0.38. Adequate discriminant validity was also observed for meaningfulness,
impact, and competence, with self-loadings significantly higher than any cross-loadings on
respective factors. But similar to results obtained in the student interest scale (Frymier et al., 1996),
we observed that choice items cross-loaded onto impact, indicating inadequate discriminant
validity with choice, which thereby substantiated our decision to replace choice with awareness.

Following previous interest scale development studies (e.g., Frymier et al., 1996; Weber &
Patterson, 2000), we removed choice as a subdimension to interest. The possible inapplicability of
choice in a privacy decision-making context was confirmed through our qualitative and
quantitative assessments in this scale development. We refined item wording and trimmed the
number of interest subdimension items from 10 items on average to five items per dimension. The
items included in our measurement scales for the main study are shown in Appendix B.

2.4.4. Examining Scale Properties with a New Sample
The fourth step was to purify and refine our newly developed measurement scales (MacKenzie et

al., 2011; Weber, 2021). To do so, we performed a two-wave data collection (Podsakoff et al.,
2003) with survey respondents using the Prolific crowdsourcing platform. We used Qualtrics to
deploy our online surveys.

In the first wave, we deployed a questionnaire to collect survey responses on the following
independent and control variables: privacy interest subdimensions (self-developed); internet

privacy concern subdimensions, privacy risk, trusting beliefs (Hong & Thong, 2013); perceived
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benefits (Kim et al.,, 2008); global information privacy concern, misrepresentation of
identification, Internet experience (Malhotra et al., 2004); prior privacy experience Xu et al.
(2012a); and blue attitude marker variable (Miller & Chiodo, 2008). We included response set
items to ensure participants were paying attention to the questionnaire; respondents who failed to
answer these correctly were automatically screened for removal by the Qualtrics system.
Respondents who successfully and validly completed the survey were invited to participate in the
second wave data collection.

We administered the second questionnaire, two weeks after the initial survey deployment, to
collect survey responses from the wave 1 respondents on the following dependent variables and
demographic information: self-disclosure (Jiang et al., 2013); removal from company database,
complaining directly to online companies, complaining indirectly to third-party organizations,
misrepresentation of personal information (Son & Kim, 2008); blue attitude marker variable
(Miller & Chiodo, 2008); global interest in information privacy rating scale, open comment on
interest in privacy (self-developed); and demographic information (gender, education, income,
employment status, ethnicity). We included attention checks to screen for inattentive respondents.
In total, 423 out of 500 Prolific respondents completed waves 1 and 2 questionnaires for a response
rate of 84.6% (45% females; age mean = 42.89, with a range between 19 and 82 years; 97.9% with
more than 7 years of internet experience; 87.8% misrepresent their identity less than half of the
time). The construct means scores for participants who completed waves 1 and 2 surveys were not
significantly different from those who completed wave 1 only. Respondents were paid the
equivalent of $8.50 per hour, with each survey taking about 7.5 minutes to complete. To assess the
psychometric properties of the measurement scales, we used the covariance-based structural

equation modeling approach in AMOS v28.
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2.4.5. Scale Purification and Validation Process
Next, we describe the scale purification and validation process and results. We followed the

guidelines by MacKenzie et al. (2011) and assessed the validity and reliability of the individual
indicators and the sets of indicators at the construct level. We performed goodness of fit
assessments on the measurement model and examined the convergent validity, discriminant
validity, and reliability for privacy interest in a first-order, disaggregated form and a second-order
factor structure.

After a scale is established, a confirmatory factor analysis (CFA) is required to assess the
convergent validity, discriminant validity, and reliability of the measures (Hair et al., 2012).
Accordingly, we conducted a CFA and established that the privacy interest scale exhibited
convergent validity (AVEs > 0.5) and reliability (Cronbach’s alpha and composite reliability >
0.70) at levels above the acceptable limits (Fornell & Larcker, 1981; Hair et al., 2011). To assess
discriminant validity, we checked that all items loaded onto their respective constructs above 0.707
(Straub et al., 2004). For items cross-loading onto other constructs, we followed the
recommendation by Gefen and Straub (2005) that cross-loading differences should exceed 0.1.
Moreover, we examined the square roots of the AVES to ensure they exceeded the intercorrelations
between constructs. Table 3 reports the interconstruct correlations. Table 4 shows the factor
loadings and validity and reliability measures and Table 5 shows the CFA fit indices for the

constructs we tested in our measurement and structural models.

Table 3. Interconstruct Correlations
01 02 03 04 05 06 07 08 09 10
01 PRI 0.784
02 IMP -0.019 0.903
03 MNG | 0.218 0.354 0.890
04 CMP | -0.042 0.619 0.322 0.900
05 AWA | 0.296 0.215 0.662 0.218 0.916
06 COL 0.385 0.184 0.658 0.074 0.762 0.786
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07 USE | 0.376 0.093 0.507 0.028 0.679 0.854 0.937
08 ERR | 0.237 0.104 0.397 0.101 0.459 0.484 0.461 0.912
09 ACC | 0.443 0.031 0.464 -0.029 0.581 0.769 0.745 0.493 0.926
10CTL | 0.385 0.232 0.664 0.166 0.800 0.861 0.762 0.416 0.638 0.900
11 RB 0.372 0.096 0.469 -0.025 | 0.555 0.706 0.582 0.469 0.573 0.598
12 TR -0.313 0.342 -0.046 0.321 -0.263 | -0.353 | -0.392 | -0.144 | -0.469 | -0.272
13 BN -0.011 0.249 0.187 0.165 0.110 0.110 0.087 0.051 0.094 0.154
14 MRK | -0.011 0.159 0.189 0.166 0.124 0.077 0.115 0.072 0.095 0.059
15 SD -0.088 | -0.008 | -0.209 | -0.002 | -0.289 | -0.322 | -0.244 | -0.105 | -0.221 | -0.300
16 REM | 0.239 0.155 0.432 0.070 0.497 0.483 0.395 0.249 0.407 0.492
17COM | 0.177 0.151 0.337 0.062 0.334 0.281 0.175 0.186 0.196 0.303
18 IND 0.155 0.092 0.212 0.082 0.266 0.201 0.169 0.128 0.166 0.185
19 MIS 0.174 0.021 0.081 0.085 0.165 0.266 0.203 0.100 0.239 0.172
Table 3. Interconstruct Correlations (Continued)
11 12 13 14 16 17 18 19
11 RB 0.871
12 TR -0.363 0.849
13 BN -0.051 0.080 0.824
14 MRK 0.063 -0.013 0.237 0.807
15SD -0.315 0.297 0.043 0.052 0.808
16 REM 0.375 -0.125 0.032 0.105 -0.262 0.942
17 COM 0.283 0.004 -0.053 0.151 -0.082 0.590 0.946
18 IND 0.156 0.028 -0.087 0.120 -0.064 0.409 0.575 0.934
19 MIS 0.154 -0.261 -0.024 -0.040 -0.116 0.102 -0.013 0.003 0.951

Note. The diagonal elements represent the square root of AVE. ACC = Improper Access; AWA = Awareness; BN =
Perceived Benefits; CMP = Competence; COL = Collection; COM = Direct Complaint to Company; CTL = Control;
ERR = Errors; IMP = Impact; IND = Indirect Complaint to Third Party Organization; MIS = Misrepresentation ; MNG
= Meaningfulness; MRK = Blue Marker; PRI = Prior Experience; RB = Risk Beliefs; REM = Removal from Company
Database; SD = Self-disclosure; TR = Trust Beliefs; USE = Secondary Usage

Table 4. Confirmatory Factor Analysis Results (n = 423)

Standard . Squared multiple
Items Mean Deviation Factor Loading cgrrelation P
Privacy Interest
Awareness (C.A. = 0.939; C.R. = 0.940; AVE = 0.838)
AWA1 5.48 1.35 0.896 0.799
AWA?2 5.59 1.33 0.916 0.844
AWA3 5.67 1.30 0.934 0.872
Meaningfulness (C.A. = 0.952; C.R. = 0.950; AVE = 0.792)
MNG1 5.46 1.21 0.858 0.715
MNG2 5.71 1.13 0.922 0.845
MNG3 5.91 1.01 0.893 0.834
MNG4 5.71 1.12 0.908 0.842
MNG5 5.92 1.03 0.869 0.786
Impact (C.A. =0.958; C.R. = 0.956; AVE = 0.815)
IMP1 | 5.00 | 1.29 [ 0.895 | 0.790
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IMP2 4.87 1.28 0.868 0.787
IMP3 491 1.30 0.916 0.831
IMP4 4.87 1.29 0.898 0.834
IMP5 4.85 1.29 0.934 0.864
Competence (C.A. = 0.955; C.R. =0.955; AVE = 0.810)
CMP1 4.88 1.24 0.892 0.794
CMP2 4.50 1.39 0.875 0.763
CMP3 4.77 1.32 0.929 0.865
CMP4 4.74 1.29 0.912 0.830
CMP5 4.76 1.33 0.891 0.798
Privacy Concern (Awareness Dimension Above)
Collection (C.A. = 0.827; C.R. = 0.829; AVE = 0.618)
CoL1 5.39 1.32 0.759 0.570
CoL2 5.86 1.12 0.745 0.556
COoL3 5.68 1.23 0.850 0.726
Secondary Usage (C.A. = 0.955; C.R. = 0.956; AVE = 0.878)
USE1 5.74 1.19 0.919 0.842
USE2 5.84 1.23 0.944 0.892
USE3 5.86 1.17 0.948 0.901
Errors (C.A. =0.936; C.R. = 0.937; AVE = 0.832)
ERR1 4.8 1.56 0.939 0.880
ERR2 4.83 1.54 0.860 0.740
ERR3 4,72 1.56 0.936 0.877
Improper Access (C.A. = 0.947; C.R. = 0.947; AVE = 0.857)
ACC1 5.69 1.19 0.928 0.860
ACC2 5.59 1.23 0.930 0.868
ACC3 5.65 1.21 0.919 0.841
Control (C.A. =0.927; C.R. =0.928; AVE = 0.810)
CTL1 5.63 1.24 0.914 0.833
CTL2 5.63 1.18 0.920 0.846
CTL3 5.59 1.21 0.866 0.752
Privacy Calculus Constructs
Risk Beliefs (C.A. =0.926; C.R. =0.926; AVE =0.758)
RB1 5.01 1.25 0.888 0.795
RB2 4.86 1.32 0.864 0.734
RB3 4.83 1.35 0.886 0.790
RB4 4.61 1.32 0.844 0.711
Trust Beliefs (C.A. = 0.906; C.R. =0.911; AVE = 0.720)
TR1 3.65 1.46 0.941 0.896
TR2 3.32 1.57 0.855 0.724
TR3 3.88 1.37 0.876 0.765
TR4 3.86 1.52 0.705 0.492
Perceived Benefits (C.A. = 0.900; C.R. =0.913; AVE = 0.679)
BN1 6.39 0.73 0.796 0.633
BN2 5.78 1.12 0.683 0.467
BN3 6.22 0.82 0.894 0.800
BN4 6.22 0.81 0.872 0.759
BN5 6.17 0.88 0.857 0.733
Dependent Variables (Measured in Separate Nomological Networks)
Self-disclosure (C.A. =0.903; C.R. = 0.904; AVE = 0.653)
SD1 2.98 1,51 0.871 0.753
SD2 2.46 1.40 0.785 0.612
SD3 3.61 1.60 0.848 0.718
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SD4 3.21 1.52 0.820 0.672
SD5 2.52 1.45 0.707 0.493
Removal from Company Database (C.A. = 0.958; C.R. = 0.959; AVE = 0.888)
REM1 5.23 1.69 0.976 0.948
REM2 5.24 1.72 0.966 0.931
REM3 5.52 1.55 0.882 0.769
Direct Complaint to Company (C.A. = 0.961; C.R. = 0.963; AVE = 0.896)
COM1 3.96 2.01 0.974 0.941
COM2 4.04 2.02 0.985 0.974
COM3 4.47 1.93 0.877 0.762
Indirect Complaint to Third Party Organization (C.A. = 0.951; C.R. = 0.953; AVE =0.872)
IND1 3.10 1.89 0.966 0.933
IND2 3.20 1.90 0.975 0.949
IND3 3.75 1.99 0.856 0.732
Misrepresentation (C.A. = 0.965; C.R. = 0.966; AVE = 0.905)
MIS1 3.78 2.01 0.972 0.946
MIS2 3.82 1.97 0.991 0.980
MIS3 4.24 1.97 0.888 0.790
Antecedent
Prior Experience (C.A. = 0.802; C.R. = 0.821; AVE =0.614)
PRI1 3.14 1.36 0.856 0.730
PRI2 4.28 1.31 0.550 0.309
PRI3 2.86 1.25 0.899 0.800
Marker Variable
Blue Marker (C.A. =0.906; C.R. = 0.926; AVE = 0.652)
MRK1 4.09 1.78 0.578 0.334
MRK?2 5.17 1.43 0.653 0.426
MRK3 4.59 1.48 0.560 0.314
MRK4 6.03 0.92 0.954 0.911
MRKS5 5.96 0.97 0.920 0.847
MRK6 5.96 0.97 0.961 0.923
MRK7 6.06 0.86 0.899 0.809

Note. AVE = Average variance extracted; C.A. = Cronbach’s alpha; C.R. = Composite reliability

Table 5. CFA Fit Indices for Model (n = 423)

Measurement model

Model fit Recommended value Measurement model with common method
factor

x 2 N/A 4454.427 3852.030

Df N/A 2380 2307

y 2 /df <5 1.872 1.670

SRMR <0.10 0.039 0.037

GFlI >0.90 0.771 0.804

AGFI >0.80 0.740 0.770

NFI >0.90 0.876 0.893

CFI >0.90 0.938 0.953

RMSEA <0.08 0.045 0.040

AIC N/A 5096.427 4640.030

CAIC N/A 6716.633 6628.695

We found that the collection dimension in privacy concern had discriminant validity issues.

Namely, the square root of the AVE for collection was less than the absolute value of its correlation
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with secondary usage and with control. The collection dimension was highly correlated with other
dimensions in privacy concern as observed in its cross-loadings. It could be that users who are
concerned about restricting control were similarly concerned about the collection and unauthorized
secondary use of their data beyond what they can feasibly control. We used the privacy concern
scale verbatim in its original form without any adjustments to fit a specific context. This is because
we were assessing dispositional privacy interest and privacy concern attitudes without the use of
a contextual stimulus (situational trigger) to instigate situational privacy attitudes. Because privacy
concern was measured reflectively, we expected that the dimensions would covary. The original
privacy measurement scales by (Hong & Thong, 2013) and (Malhotra et al., 2004) showed high
corrections between the first-order concern dimensions. The newly developed privacy interest
scale did not have any validity issues, and the privacy concern scale was used as a baseline to
compare with privacy interest.

Further, we assessed whether common method bias (CMB) was an issue in our two-wave
data collection. In our CFA model, we included a latent common method factor that loaded on
the items for 19 first-order constructs listed in Table 3 (independent, dependent, control, and
marker variables). We evaluated the zero-constrained and unconstrainted models and performed
a chi-squared significance test of each model’s fit indexes to assess whether the models were the
same, or invariant. We were unable to reject the null hypothesis (i.e., both models are the same),
which indicated that CMB was likely not an issue in our assessments. However, we retained a
marker variable in our nomological validity assessments as a control in our structural models.

2.4.6. Measurement Models for Privacy Interest
To examine the privacy interest scale, we first empirically evaluated privacy interest in its first-

order disaggregated form. We then evaluated privacy interest in its proposed second-order factor

structure. The next step was to assess the validity of the disaggregated and second-order factor
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structures and formally compare them. We followed existing privacy research on scale
development and compared the model fit of the theoretical second-order factor of privacy interest
to the model fit of its disaggregated first-order form. Table 6 shows the fit indices for the
disaggregated and the higher-order factor structures, and Figure 4 shows each of the models in
their respective forms. To compare the good-of-fit indices between the two models, Marsh and
Hocevar (1985) recommended calculating a target coefficient (t-value). The target coefficient
approach has been used to validate previous privacy concern scales that examined disaggregated
versus higher-order forms (e.g., Hong & Thong, 2013; Stewart & Segars, 2002). Formally, a target
coefficient is scaled from 0 to 1 and is calculated by dividing the model fit (%2) of the disaggregated
model by the model fit (¥2) of the more restrictive higher-order model. A target coefficient
approaching the upper limit of 1 suggests that the correlation among the first-order indicators can
be fully explained by the higher-order factor structure (Marsh & Hocevar, 1985).

We calculated the target coefficient by setting the model fit (32) of the disaggregated model as
the dividend (393.489) and the model fit (y2) of the higher-order model (557.935) as the divisor
to obtain a t-value of 0.705. A larger t-value indicates a better model. This provides reasonable
support that the theorized second-order factor structure of privacy interest provides an adequate

explanation of the correlations among the first-order indicators.
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Figure 4. Assessing the Higher-Order Factor Structure for Privacy Interest

Model 1a: Disaggregated Baseline
Model

Awareness
Meaningfulness
Competence

Model 1b: Proposed Factor Structure for Privacy Interest

Awareness
Meaningfulness
Competence

Privacy Interest

Table 6. CFA Fit Indices for Measurement Models

Model fit Recommended value Model 1a (disaggregated) Mo_del 1b.
(privacy interest)

v 2 N/A 393.489 557.935

Df N/A 129 131

y 2 /df <5 3.050 4.259

SRMR <0.10 0.030 0.127

NFI >0.90 0.955 0.936

CFI >0.90 0.969 0.950

RMSEA <0.08 0.070 0.088

AIC N/A 513.489 673.935

2.4.7. Assessing Scale Validity
After confirming that the privacy interest scale meets acceptable ranges of good psychometric

properties, we assessed the scale validity within multiple nomological networks of constructs,
referred to as nomological validity (MacKenzie et al., 2011). Nomological validity refers to
“whether the indicators of the focal construct relate to the measures of other constructs” in a
theoretical network (MacKenzie et al., 2011, p. 317). We modeled nomological networks used in
Hong and Thong (2013)— specifically testing whether privacy interest is significantly related to
other constructs typically hypothesized within a privacy concern-based nomological network (i.e.,
risk beliefs, trusting beliefs). We also followed an approach similar to Son and Kim (2008) and

tested the focal construct in separate nomological networks of constructs with different outcome
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variables (i.e., self-disclosure, removal, direct complaint, indirect complaint, misrepresentation).
Finally, we self-developed a global interest in information privacy rating scale (1 to 100) and tested
whether a significant relationship existed with the theorized privacy interest.

First, we evaluated the effect of privacy interest on trusting belief and risk belief. Hong and
Thong (2013) and Malhotra et al. (2004) examined their self-developed privacy scales by
examining the relationship of IPC and IUIPC, respectively, on trust and risk beliefs. Accordingly,
by positing that privacy interest can serve a proxy role similar to privacy concern, we expected
privacy interest to have a significant negative relationship with trusting belief and a significant
positive relationship with risk belief. We also included control variables (age, gender, internet
experience, misrepresentation of identity) that research has shown to possibly influence trusting
and risk beliefs (Jiang et al., 2013; Zhang et al., 2022). Figure 5 shows the results and fit indices
for privacy interest- and privacy concern-based structural models. The fit indices for privacy
interest are mostly in acceptable limits, which indicate acceptable fit with the data. As expected,
the relationship from privacy interest to trusting belief (-0.171) is significant (negative) and the
relationship from privacy interest to risk belief (0.614) is significant (positive). This indicates that
privacy interest can serve as a satisfactory proxy in a nomological network with risk and trust
beliefs, exhibiting good nomological validity. However, the path coefficients for the relationships
between privacy concern and trust belief (-0.377) and privacy concern and risk belief (0.720) are

stronger than those in the relationships involving privacy interest.
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Figure 5. Nomological Validity Results for PI with Respect to PC
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Note. *p < 0.05, **p < 0.01, ***p < 0.001. IPC = Internet privacy concerns, IE = Internet experience, MID =
misrepresentation of identity

2.4.8. Assessing Nomological Validity
Second, to further validate the psychometric properties of privacy interest, we developed two

scales using the six dimensions of privacy concerns validated by Hong and Thong (2013): (1)
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Internet privacy concern comprising collection, secondary usage, errors, improper access, control,
and awareness (Hong & Thong, 2013), and (2) CFIP comprising collection, errors, secondary
usage, and improper access (Smith et al., 1996). We included each of the privacy concern
constructs in separate structural models, along with privacy interest, privacy risk, trust, benefits,
and one of five protective-privacy behavioral intentions to assess nomological validity. Previous
studies have tested and validated the effect of privacy concern on the following five protective-
privacy responses:
e Direct complaint is a public action where customers complain directly to the company
in question (Son & Kim, 2008).
e Indirect complaint is a public action where customers who are dissatisfied by the
redress provided by the company in question proceed to take action through a third-
party organization (Son & Kim, 2008).
e Removal is a private action where customers request the removal of their personal
information from a company’s databases (Son & Kim, 2008).
e Self-disclosure is the provision of true personal information of oneself (Jiang et al.,
2013).
e Misrepresentation is the provision of false personal information of oneself (Jiang et al.,
2013).

Our primary focus was to evaluate the predictive ability of privacy interest on each of the five
behavioral intentions with and without the two privacy concern constructs in the nomology. We
used the APCO macromodel as a well-tested theory in extant information privacy research to
empirically estimate five (5) structural models to test the comparative effects of privacy interest
and privacy concern on a protective-privacy response: (1) direct complaint, (2) indirect complaint,
(3) removal, (4) self-disclosure, and (5) misrepresentation. Model “A” included privacy interest in
the APCO without privacy concern (IPC). Model “B” included privacy concern (IPC) in the APCO
without privacy interest. Model “C” included privacy concern (IPC) as an imputed factor score

variable and privacy interest as a latent variable in the APCO. Model “D” included privacy concern

(IPC) as a latent variable and privacy interest as an imputed factor score variable in the APCO.
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Model “E” included privacy concern (CFIP) and privacy interest in the APCO.

For each model, we included four control variables (age, gender, internet experience,
misrepresentation of identity) and the blue marker variable. Also, we included prior experience as
an antecedent to privacy concern (Dinev et al., 2015; Smith et al., 2011). Notably, structural
models including IPC and privacy interest as latent variables could not be estimated because each
construct shared “awareness” as a subdimension. For comparison purposes only, we imputed a
factor score for each subdimension of IPC and privacy interest and estimated models with one of
each included (i.e., Model C and Model D). As a result, the goodness-of-fit measures for Models
C and D did not meet acceptable limits of good model fit. Therefore, we did not draw any
inferences from the results obtained in Models C and D and provided them only for illustrative
purposes. Instead, when we made direct comparisons between privacy concern and privacy interest
in the same model, we estimated CFIP, which did not include the “awareness” dimension, and
therefore drew inferences from Model “E.”

(1) Direct complaint: For the first comparison, we compared the privacy interest scale to the
IPC (Hong & Thong, 2013) and CFIP (Smith et al., 1996) scales in predicting direct complaint
intentions. The purpose behind this comparison was to demonstrate privacy interest as a viable
alternative to privacy concern in predicting consumers’ public action (Son & Kim, 2008) and
mobilization (Leidner & Tona, 2021) protective privacy behavioral intentions. Examples of public
action privacy-protective responses include complaining directly to online companies and
indirectly to third-party organizations (Son & Kim, 2008). Leidner and Tona (2021) described
mobilization responses as those where consumers share a collective concern toward a companies’
misuse of personal data and then attempt to exert pressure on the company or against the data

practice. Path coefficients, R? values, and model fit indices for the five structural models are shown
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in Appendix 2D, Figure D1. The results showed that the privacy interest model (1A) explained
more variance in direct complaint than the IPC model (1B; 19.6% vs. 16.6%) and that privacy
interest was a significant predictor of direct complaint, whereas CFIP was not (1E; path coefficient:
0.348 vs. -0.057), suggesting privacy interest to be the more effective predictor of direct complaint
than the two types of privacy concern.

(2) Indirect complaint: The second public action privacy-protective response was complaining
to third-party organizations (Son & Kim, 2008). Results (Appendix 2D, Figure D2) showed that
the privacy interest and IPC models explained approximately the same level of variance in indirect
complaint (13.4% vs. 13.6%). The path coefficients between privacy interest and indirect
complaint and between IPC and indirect complaint were each significant (p-value < 0.001; 0.266
vs. 0.259). However, when compared with CFIP, the effect of privacy interest was higher than the
effect of CFIP (path coefficients: 0.221 vs. 0.104) on indirect complaint. Generally, the results
suggested that privacy interest was an equally effective predictor as IPC and was more effective
than CFIP in predicting consumers’ public action, mobilization privacy responses. The next three
protective-privacy responses are considered micro-level responses, which are actions taken
primarily by a single consumer (Leidner & Tona, 2021).

(3) Removal: Removal is a private action consumers take to remove their personal information
from a company’s database, such as from personalized marketing campaigns, which can impact a
company’s ability to develop customer loyalty programs (Smith et al., 1996; Son & Kim, 2008).
Similar to the results for indirect complaint, the privacy interest and IPC models (Appendix 2D,
Figure D3) explained approximately the same level of variance in removal (27.7% vs. 27.1%); the
path coefficients between privacy interest and removal and between IPC and removal were each

significant (p-value < 0.001; 0.466 vs. 0.494); and the effect of privacy interest was higher than
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the effect of CFIP (path coefficients: 0.375 vs. 0.202) on removal.

(4) Self-disclosure: Self-disclosure occurs when a consumer gives true personal information
to a company (Jiang et al., 2013). Results (Appendix 2D, Figure D4) showed that the privacy
interest model (A) explained more variance in self-disclosure than the IPC model (B; 18.6% vs.
16.4%). Moreover, in comparison to CFIP, privacy interest was a significant predictor (path
coefficient: -0.191 vs. 0.079), whereas CFIP was not. In general, the results suggested that privacy
interest was a more effective predictor of self-disclosure than CFIP and IPC.

(5) Misrepresentation: In contrast to self-disclosure, misrepresentation occurs when a
consumer provides false personal information to a company (Jiang et al., 2013). The privacy
interest model explained approximately the same level of variance in misrepresentation as the IPC
model (32% vs. 31.3%; Appendix 2D, Figure D5). However, when CFIP and privacy interest were
included in the same model, privacy interest was not a statistically significant predictor of
misrepresentation, whereas CFIP was a statistically significant predictor (path coefficient: 0.058
vs. 0.161). We note that the control variable, misrepresentation of identity, was the strongest
predictor of misrepresentation behaviors.

(6) Interest rating scale: At the conclusion of our Wave 2 survey, we asked participants to
indicate their level of interest in information privacy by responding to the following question: “I
see why I should be interested in my information privacy in today’s digital age” [1 = Very untrue
for me; 100 = Very true for me] (Figure 6). We found that privacy interest explained more variance
in the interest rating scale than IPC (33.2% vs. 19.6%), although both privacy interest and IPC

were statistically significant predictors (path coefficient: p-value < 0.001; 0.576 vs. 0.443).
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Figure 6. Scale Validity Assessment Results on an Interest Rating Scale
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Note. *p < 0.05, **p < 0.01, ***p < 0.001. IPC = Internet privacy concerns. Interest rating scale: Indicate your level
of interest in information privacy, “I see why I should be interested in my information privacy in today’s digital age.”
[Slider scale: 1 = Very untrue for me; 100 = Very true for me]

2.5. Discussion

Privacy has been an often-discussed topic for greater than a century (e.g., Warren & Brandeis,
1890). The importance of information privacy is heavily engrained in IS research—recognized as
one of the most important ethical issues of the information age (Mason, 1986)—and remains a
forefront issue to this day (Acquisti et al., 2022). However, as new technologies emerge and
societies shift from the information (disclosure and use) age to the autonomous (machine learning)
age, research has remained focused on investigating consumers’ privacy concerns, which
magnified in importance since the call to action by Mason (1986). We assert that information
privacy research can benefit from a new theory-driven conceptualization and a validated
measurement scale of privacy interest. The premise of current information privacy research is that
consumers can appropriately perform a privacy calculus on the benefits and risks of technology
use and rationally choose whether to disclose information or use a technology. Smart cities, smart

cars, and other smart devices that are owned and deployed by other consumers or organizations
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can also collect data without consumers’ explicit consent (e.g., smart doorbells capturing citizens’
biometric data). By including interest in privacy as part of consumers’ privacy calculus,
researchers and practitioners can more adeptly understand the limits of rampant data collection
and pervasive technologies and the extent to which such factors prompt consumers’ mobilization
and privacy protective behaviors. Thus, focusing on interest rather than concern can illuminate a
new trajectory of privacy research that is focused on consumers’ proactive rather than reactive
behaviors.

Accordingly, we draw on the cognitive model of empowerment (Thomas & Velthouse, 1990)
and stages of interest development (Hidi & Renninger, 2006) to propose a multidimensional
conceptualization of privacy interest. Privacy interest encompasses situational and dispositional
interest dimensions that develop through key phases (Hidi & Renninger, 2006). Phase 1 is
triggered situational interest and represents the awareness dimension where a consumer becomes
aware of a privacy event, such as Tesla employees sharing customers’ in-car camera images
(Stecklow et al., 2023), which may elicit a positive or negative feeling in the person. Phase 2 is
maintained situational interest, where a consumer develops a sense of value toward preserving
their privacy in the triggered privacy event, which compels the person to assess the meaningfulness
of their information privacy. Phase 3 is emerging individual (dispositional) interest and occurs
when a consumer has stored knowledge (competence) and value (meaningfulness) toward their
information privacy and has positive feelings toward privacy protection. Phase 4 is well-developed
individual (dispositional) interest, the zenith of privacy interest, and is demonstrated when a
consumer perseveres through the challenges of reengaging in protective-privacy behaviors (e.g.,
continually adjusting privacy settings, removing data from data broker lists, opting out of

personalization services), knowing their actions can positively influence their information privacy.
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Our conceptualization of privacy interest incorporates the stages of interest development as
manifested in the first-order dimensions of cognitive empowerment.

The dimensions of privacy interest and the various forms of privacy concern cover different
scopes of privacy and can thus be included as a collective toolkit in future privacy empirical
research. Whereas the awareness dimension is common in privacy interest, IPC, and IUIPC, it
serves a different role in each conceptualization. In privacy interest, awareness is intended to
catalyze an introspective assessment of how a consumer values their information privacy and how
they assess their efficacy to effectively protect it . In privacy concern, awareness is externally
focused and indicates whether a consumer is aware of companies’ data handling and use practices
(Malhotra et al., 2004). We are confident that our privacy interest scale can therefore complement
existing privacy concern scales and hence capture a greater scope of the concept of information
privacy, referred to as scope validity (Weber, 2021). Furthermore, privacy interest can provide
additional latitude to researchers by serving as an independent proxy of information privacy that
can be incorporated into the risk-based equation of the privacy calculus.

2.5.1. Theoretical Contribution

Our study contributes to the information privacy research discourse in several important ways.
First, we reconceptualize the interest construct in the privacy calculus model from a confidence
and enticement belief to a risk belief. This reconceptualization pivots the focus away from
identifying the key traits or aspects that encourage technology adoption toward a focus on
consumers’ sense of empowerment to anticipate downstream privacy risks and to mitigate the
impact of these risks. This distinction is crucial because information asymmetries between
companies and consumers are widening, and novel technologies are being deployed faster than
consumer protection policies are enacted. For example, Google’s CEO Sundar Pichai talked about

the mismatch between the pace at which technology evolves and the pace at which humans can
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adapt as societal institutions (Pelley, 2023). Therefore, the burden of information privacy
protection is placed primarily on the consumer, and our study examines how equipped consumers
are at shouldering the responsibility of information privacy protection. We believe that knowing
whether consumers have an interest in privacy is crucial for the expansion of future privacy
research and for the development of privacy legislation that is mutually beneficial for those who
seek greater privacy protection and for those who seek the affordances provided by novel Al
technologies.

Second, the privacy paradox is a phenomenon that has perplexed researchers, policymakers,
and managers. Namely, consumers claim they have privacy concerns, but their behaviors betray
these concerns. Our study provides a different theoretical lens through which to view information
privacy. Instead of focusing on privacy concerns, which are mostly elevated among typical
Western consumers (Pew Research Center, 2019), we unveil a novel perspective that privacy
concern is not the only appropriate proxy for privacy attitude— especially given that different
situational factors can exert unequal influences on attitudes and behaviors. This lends to the idea
that interest in privacy is a viable, alternative viewpoint for future privacy research (Mulligan et
al., 2020).

As our study conceptually and empirically demonstrates, privacy interest offers stronger
explanations of consumers’ mobilization privacy-protective behaviors than does privacy concern.
In some instances, privacy interest is more effective than privacy concern in explaining micro-
level, individual behaviors, such as self-disclosure; however, privacy concern is more effective at
explaining misrepresentation behaviors. Of interest to researchers may be the dimensions of
privacy interest (meaningfulness, competence, impact) that can be separately theorized and

examined in relation to other privacy-related construct or privacy concern dimensions. For
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example, meaningfulness shares semantic meaning with disposition to value privacy (Chen et al.,
2021b; Karwatzki et al., 2022), which is an antecedent to privacy concern (Dinev et al., 2015;
Smith et al., 2011), and can separately contribute to privacy concern research. Another example
would be competence which shares semantic meaning with self-efficacy, which is a construct
broadly studied in information security management research (e.g., Boss et al., 2015; Chen et al.,
2021c; Moody et al., 2018). Accordingly, privacy interest can contribute to motivation-based
research in security and privacy research grounded in the extended parallel processing model
(Witte, 1992), protection motivation theory (Maddux & Rogers, 1983), technology threat
avoidance theory (Liang & Xue, 2009), and health belief model (Rosenstock, 1974).

Third, our study conceptualizes the privacy interest construct, develops a valid measurement
scale for privacy interest, and illustrates its effectiveness as a scale and construct in multiple
nomological networks of constructs with outcome variables that address a broad range of consumer
protective-privacy behaviors. The privacy interest construct and measurement scale thus provide
researchers with a foundation on which to build and accumulate knowledge pertaining to
consumers’ disposition toward privacy, which complements the knowledge on consumers’
situational reactions to various privacy events.

Our hope in the development of privacy interest is that researchers will expand our theoretical
knowledge on individual-level interest and develop theoretical frameworks and theories that
explain consumers’ introspective decision-making toward privacy. An example includes
advancing understanding of situational triggers that make privacy salient and can improve a
consumer’s privacy posture beyond the single event that triggered their privacy thoughts. Another
example could be to develop strategies that can enhance consumers’ dispositional interest in

privacy to encourage them to develop competence in privacy protection and confidence in knowing
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their actions can influence how their data are collected and used. Finally, researchers can further
examine the boundary conditions of privacy interest to explain when examining interest is
appropriate and when retaining a focus on concern should remain prominent. We aspire to
galvanize privacy researchers’ engagement with our conceptualization of privacy interest will
galvanize privacy researchers’ interest, encouraging them to explore consumer-focused
information privacy research in an era where machine learning systems, such as computer vision,
large language models, and speech recognition, demand vast amounts of data. This work is pivotal,
because too often, consumers unknowingly contribute their voice, image, and text data for these
systems, which frequently leads to unforeseen risks and negative consequences (Metz, 2023).

2.5.2. Policy, Managerial, and Practical Implications
Assuming our results will continue to broadly hold, our work infers multiple practical, managerial,

and policy implications. First, our conceptualization can provide a new public polling tool for
citizens to express their interest in information privacy protection, adding a new perspective to
privacy in the 21% century (Kennedy et al., 2023). For example, think tanks such as Pew Research
Center that broadly survey the public about privacy issues can investigate consumers’ privacy
interest as they relate to technologies inside the home, car, and workplace. Notably, polling on
privacy concern focuses on consumers’ perceptions of companies’ data practices, whereas polling
on privacy interest can unveil the types of mobilization behaviors consumers may engage in when
they perceive their information privacy is under threat beyond their tolerable limits.

Second, because privacy interest comprises situational and dispositional interest, companies
can use our conceptualization to distinguish dispositional differences in consumers who are highly
protective of their privacy and those who are not protective of their privacy. The multidimensional
construct allows companies to explore the meaningfulness, competence, and impact perceptions

consumers have, which can help companies determine new features or policies to add to ameliorate
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users’ privacy interest. For example, developers can assess which features prompt consumers’
interest in protecting their privacy as opposed to elicit their privacy concerns to develop a solution
amenable to consumers and companies. By nature, humans have a desire for privacy (Acquisti et
al., 2022), but humans may not have an interest in protecting their privacy; therefore,
understanding this distinction can be helpful to developers when designing products or services.

Third, because consumers are considered rational actors who willfully provide their data and
consent to privacy policies and terms of conditions, the privacy paradox is used as justification for
regulators not to enact policies that intervene in the consumer-company interaction (Solove, 2021,
Westin, 2000). “Even worse, courts and policymakers often fail to recognize privacy interests at
all” (Solove, 2015, p. 74). Thus, our conceptualization of privacy interest provides an alternative
lens to policymakers through which to understand consumer attitude beyond their compliance to
notice and consent frameworks. Consumers may readily consent to terms and conditions, but they
can still have an interest in their privacy protection, which may manifest in protective behaviors
other than self-disclosure, such as public and privacy actions (Leidner & Tona, 2021; Son & Kim,
2008). As an alternative proxy of privacy, the privacy interest scale can provide a quantitative tool
to companies, organizations, and policymakers to aid in fine-tuning privacy settings, educational
programs, and policies and to identify those with high privacy interests to provide personalized
privacy options at a granular, more selective scale. By contrast, consumers with low privacy
interest may not find privacy-first designs or services greatly appealing and may instead want
benefits associated with personalization and information disclosure.

2.5.3. Limitations and Future Research
Although we carefully followed the leading guidelines for producing scale development with high

content, construct validity, and test-retest validity (MacKenzie et al., 2011; Weber, 2021), by

collecting multiple rounds of data and rigorously assessing the reliability and validity of our scale,
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our research nonetheless has limitations that open compelling opportunities for future research.
First, our conceptualization of privacy interest relied on awareness, and we specifically
operationalized it using the awareness scale by Hong and Thong (2013). Our intention was to avoid
recontextualizing any items from the original scales we operationalized and to retain the items
verbatim. This created multicollinearity issues when we included IPC and privacy interest into the
same structural model because IPC and privacy interest included the same awareness measure. We
were thus unable to examine IPC and privacy interest in the same structural model. We included
each as an imputed factor score variable and as a latent model (see Appendix 2D), but the
goodness-of-fit measures did not meet acceptable limits. Consequently, we encourage future
research to further investigate the dual effects of IPC (or IUIPC) and privacy interest on other types
of protective-privacy behaviors beyond the scope of what this study examined.

As a result of including the awareness dimension into the privacy interest scale without
adapting the item wording, we obtained lower goodness-of-fit measures for the higher-order
privacy interest scale when compared to a disaggregated model. For example, the target coefficient
(t-value) obtained for the higher-order factor structure was 0.705. Ideally, a t-value greater than
0.90 provides strong support for the use of a higher-order factor structure over a disaggregated
model as the appropriate model of a construct.

Second, our study employed a temporally separated, two-wave survey and asked respondents
to answer independent and dependent variables items at separate points in time (Podsakoff et al.,
2003). As such, we can draw only associational inferences from the data. We modeled our
nomological networks according to the extended privacy calculus (Dinev & Hart, 2006) and
assessed the nomological validity; however, we only developed the privacy interest construct and

did not theorize a formal nomology centered around it. Accordingly, a compelling opportunity is

115



for privacy researchers to identify plausible antecedents, mediators, and consequences for privacy
interest and to propose formal privacy theories using it. This will require further methodological
exploration and testing, such as through experiments to identify moderators and through qualitative

methods to discover constructs and dimensions that may complement privacy interest.

2.6. Conclusion

Relying on the cognitive model of empowerment and the four stages of interest development, we
conceptualized a construct and measurement of privacy interest. We integrated the first-order
dimensions of student interest, grounded in the cognitive model of empowerment, and theorized
the stages of development of privacy interest from situational interest triggered by a privacy
event to dispositional interest, whereby privacy protection becomes inherent in a consumer’s
behavior. Similar to student interest, we omitted the choice dimension from interest and instead
included awareness to adapt interest to a privacy context. Privacy interest includes awareness,
meaningfulness, competence, and impact as four first-order indicators to the higher-order privacy
interest construct. We assessed the validity and reliability of our measurement scale following
the scale development guidelines recommended by MacKenzie et al. (2011) and updated by
Weber (2021). As a result, our study contributes to the information privacy research discourse by
offering a complementary lens through which to view consumers’ introspective thoughts of
privacy protection (privacy interest) in addition to their reactions to companies and technologies
(privacy concern), giving privacy researchers an expanded foundation on which to build privacy

discourse.
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2.7. Appendix 2A — Review of Articles Citing the Extended Privacy Calculus
We conducted our literature review by carefully reviewing articles from the Senior Scholars’ List of Premier Journals (DSS, EJIS, 1&M,

1&0, 1SJ, ISR, JAIS, JIT, IMIS, JSIS, MISQ) that cited the extended privacy calculus model for e-commerce transactions (Dinev & Hart,
2006). Formally, Dinev and Hart (2006) theorized and empirically tested personal Internet interest as a predictor to behavioral intentions

in a privacy calculus decision-making context.

Table Al. Summari of Articles Included in Our Literature Review on the Extended Privaci Calculus

. Hypothetical disclosure, actual
Q‘ijsigd etal. (2018b) v Protection satisfaction, harm perception, privacy notice disclosure, hypothetical + actual
disclosure
,IASIgshoor etal. (2022) v Cognitive resource, mood state Disclosure behaviors
Design characteristics (why explanations, how explanations,
Al-Natour et al. (2021) speech  acts), perceived transparency, perceived Intentions to self-disclose
JMIS responsiveness, perceived interdependence (covariation of
interests)
,Ibéllc?)ysms etal. (2013) Pricing Seller profit, consumer value
ér&cﬁr)son and Agarwel v Risk scenario variables (type of information, intended | Willingness to provide access to
ISR purpose, requesting stakeholder) Health status emotion personal health info
Angst and Agarwal . . - .
(2009) v Argum_ent frame, issue involvement, ability, post-attitude, Opt-in intention
MISQ pre-attitude
F;::Zal and Nah (2022) 4 Right to be forgotten, oversight from surveillance Trust propensity
Poor health status, perceived health information sensitivity, . .
Bansal et al. (2010) 4 Big 5 personality, previous online privacy invasion, past !ntentlon_ to disclose health
DSS . . . . information
positive experience with the website
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G

Bansal et al. (2015)
EJIS

oo

Argument quality in ELM (adequacy: collection; errors;
secondary use; improper access), peripheral cues in ELM
(availability of company info, website info quality, design
appeal, reputation)

Intention to disclose privacy
information

Bansal et al. (2016)
&M

Previous online privacy invasion, Big 5 personality, prior
positive experience with the website

Intention to disclose information

Bélanger and Crossler
(2011)
MISQ

Group dynamics, group information privacy concern, societal
information privacy concern, individual differences,
government involvement, organization information privacy
concern, organizational environment

Four types of information
privacy concerns (individual,
group, organization, societal)

Belanger and Crossler
(2019)
JSIS

Mobile protection settings awareness, prior invasion
experience, attitude towards information sharing, mobile
privacy protection self-efficacy, mobile information
protection intention

Mobile information protection
(behavior)

Bélanger and James
(2020)
ISR

Time, environmental characteristics, salient social identity,
information privacy norms, information privacy norm
development, multilevel information privacy decision,
experiential feedback

Multilevel information privacy
decision and behavior

Benlian et al. (2020)
1SJ

Intrusive technology features (unintentional voice activation,
presenteeism, anonymity), anthropomorphic technology
features (anthropomorphic design), privacy invasion

Strain, interpersonal conflict

Breward et al. (2017)
ISR

Familiarity, perceived control, account security, convenience
(benefit), security concerns

Attitude

Buckman et al. (2019)
ISR

Gender, age, education, false information, web usage, breach
history, information context, secondary use, identifying
information

Willingness to accept (privacy
valuation)

Cavusoglu et al. (2016)
ISR

Time frame (short run, long run), policy change, gender,
friendship network

Disclosure behaviors (wall posts,
private messages)

Cheikh-Ammar (2020)

Escape (from reality, to fantasy), SNS well-being

&M (competence, relatedness, autonomy), SNS enjoyment, SNS | Intention
overload (excessive demand, invasion), SNS exhaustion
Chen (2013) Social presence, ease of use, extroversion, internet risk | ..
. . Site use
DSS perception, enjoyment
Disposition to value privacy, perceived cyber attack,
Chen et al. (2021b) exposure, attitude, age, internet use, length of SNS use, | Site use

1&M

usefulness of SNS
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G

=3

o

Privacy awareness, previous privacy invasion, mobile
Cheng et al. (2021) v v payment security, negative media exposure, personal | Disclosure of personal
1&M information disclosure requirements, immediate gratification, | information
intention to disclose information
Choi and Land (2016) Information collection, profile control Willingness to delegate profile to
I&M Facebook apps
Choi et al. (2015) Perceived privacy invasion, perceived relationship bonding, Inactlon,_ . avoidance
. : . L ; (transactional, interpersonal),
ISR information dissemination, network commonality
approach
. Justice perceptions (procedural, distributive, interaction), vy i
?I\r/]l(ljlset al. (2016) perceived breach, feelings of violation, pre-incident outcomes Ilaiﬁztlihog:ljoégs%igﬁrr:h, post
(word-of-mouth, likelihood of switching) g
Choi et al. (2018) Network mutuality, profile diagnosticity, expected social -
v . . -
IJAIS capital gains No-action, acceptance
Cichy et al. (2021) v v Da_tasensmwty, datasecurlt_y, psychological ownership, self- Sharing of personal driving data
MISQ efficacy enhancement, self-image congruency
First party (consumer/individual transaction: product/service,
Conger et al. (2013) consumer, environment, medium, vendor, information, and
1SJ g ' v v v social context characteristics), second party (vendor/provider | Decision calculus
of products and services), third party (legal data haring
partners), fourth party (illegal entities)
Interpersonal characteristics (censorship attitude, self-
Crossler and Posey efficacy, behavioral-based inertia, previous similar . S
. . . - Intentions to use identity
(2017) 4 experience), reputation, perceived system characteristics ecosvstem
JAIS (system  granularity, system  efficacy, perceived Y
inconvenience), web activity, web location, network type
Datta and Chatterjee Electronic market inefficiencies (anonymity, lack of product Need for institution-based trust
(2008) v transparency, lack of process transparency) information | . = -
S L : in intermediaries
EJIS specificity, uncertainty in electronic markets, agency costs
. Journal, year, health IT adoption and diffusion, physician L
Davidson et al. (2018) S ' - ’ Health care research publication
1&0 resistance to health IT use, health IT impact on health care or in IS (2004 to 2018)
system outcomes
de Corbiere and Rowe . Interconnections between
(2013) Structural linkages, shared data, flow of messages . .
JAIS sending and receiving systems
. . . Willingness to provide personal
Dinev et al. (2008) Percel_ved need for government surveillance, government information to transact on the
JSIS intrusion concerns internet
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Dinev et al. (2013)
EJIS

Tactics of information control (anonymity, secrecy,
confidentiality), information sensitivity, importance of
information transparency, regulatory expectations, perceived
information control

Perceived privacy

Dinev et al. (2015)
ISR

Antecedents (privacy experiences, awareness, personality,
demographics, differences, culture, climate) level of effort
(affect, cognitive resources, motivation, time constraints),
peripheral cues, biases, heuristics, misattribution

Behavioral reactions

Fernando Libaque-
Saenz et al. (2021)
1&M

Fair information practices, automatic data collection,
perceived data control,

Behavioral intention

Furneaux and Wade

Institutional norms, system capability shortcomings, system

(2017) support availability, system investment, replacement risk, | Replacement intention
JMIS system complexity

Galbreth  and  Shor . . . - .

(2010) S{I?fllcmu_s _ agents,k qu]lallty dklfferentlatlon, horizontal Enterprise system adoption
MISQ ifferentiation, market share, market coverage

Gerlach et al. (2015)
JSIS

Privacy policy permissiveness

Willingness to disclose

Gerlach et al. (2019)
JAIS

Stereotypical thinking about providers’ handling of user
information, response to a provider’s privacy statement,
misjudgment of a provider’s user-information-handling
activities

Privacy risk perceptions

Guetal. (2017)
DSS

Perceived app popularity, perceived permission sensitivity,
permission justification, mobile privacy victim experience

Download intention

Herath et al. (2014)
ISJ

Email risk perception, email screening self-efficacy, eAuth
attitude (eAuth usefulness, eAuth ease of use, eAuth
responsiveness), eAuth privacy notification practice

Coping motivation

Hoehle et al. (2015)
EJIS

Mobile application usability (application design, application
utility, interface graphics, interface structure, interface input,
interface output), individual/collectivism,
masculinity/femininity, power distance, long term
orientation, uncertainty avoidance

Continued intention to use

Hoehle et al. (2019)
EJIS

Artifact design (hardware, content), mobile application
usability (application content, user interaction, interface
presentation)

Shopping efficiency (product
evaluation cost, product
screening cost, decision-making

quality)
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Hong and Thong (2013)
MISQ

Interaction management (collection, secondary usage,
control), information management (errors, improper access),
awareness

Internet privacy concern

Hu et al. (2015)
EJIS

Enjoyment, curiosity fulfillment, effort, online social value,
satisfaction

Continued use

Huang et al. (2021)
ISR

Ex ante registration request, ex-post registration request, total
number of purchases, total user revenue, screening of low-
interest users

Registration, short-term
conversion, long-term purchase
behavior

Hui et al. (2007)
MISQ

Privacy statements, privacy seals, monetary incentives,
information  request, internet shopping experience,
information misuse experience, cookie preference setting

Information disclosure

James et al. (2015)
I&M

Interpersonal privacy identity (information management,
interaction management), privacy calculus (information
seeking, socialization, self-expression, pleasing others)

Information and interaction
management behaviors (contact,
profile, work, introspective,
extrospective)

James et al. (2017)
1&M

Individualistic/collectivistic cultural orientation, Facebook
information disclosure self-efficacy, severity of exposing
others, susceptibility of others to exposure

Use of Facebook privacy
controls

Jia et al. (2022)

Social communication, attention to detail, structure,

Personal innovativeness in IT

MISQ technicity, gender, age, employment, education (intrinsic interest in IT)

Jiang et al. (2013) Perce_lved anonymlt_y of self, percglved gnony_mlty of othe_rs, Self-disclosure,
perceived media richness, perceived intrusiveness, social . A

ISR misrepresentation

rewards (benefit)

Junglas et al. (2008)
EJIS

Big 5 personality

Concern for privacy

Karwatzki et al. (2017a)
JMIS

Personalization, disposition to value privacy, transparency
features

Intention to disclose

Karwatzki et al. (2017b)
EJIS

Physical, social, resource-related, psychological,
prosecution-related, career-related, freedom-related

Perceived adverse consequences
of access to individuals’
information

Karwatzki et al. (2022)
ISJ

Disposition to value privacy, privacy experience

Willingness to provide
information

Kehr et al. (2015)
ISJ

Affect, information sensitivity, perceived privacy

Intention to disclose

Keith et al. (2015)
ISJ

Task/action coping efforts, structural assurances, disposition
to trust, mobile-computing
self-efficacy

Actual disclosure
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Koh et al. (2020)
DSS

Costs of disclosing information (opt-out from the firm’s email
solicitation list, opt-out from the firm’s text message
solicitation list), brand loyalty (number of visits to the
website, number of purchases), information disclosure,
demographic information

Coupon redemption

Koohikamali et al.

Social norm, opinion leadership, attitude toward location

Location disclosure on location

(2015) based social network applications, incentives, facilitating | based social network
DSS conditions applications
Kordzadeh and Warren Expected positive personal outcomes of communicating PHI, Willinaness to  communicate
(2017) expected positive community outcomes of communicating 9 . .

. . personal health information
JAIS PHI, affective commitment, gender, age

Krasnova et al. (2010)
JIT

Perceived control, convenience, relationship building, self-
presentation, enjoyment (benefit)

Self-disclosure

Kummer et al. (2018)
DSS

Extroversion, conditional value, receivers, frequency,
location relevance, disclosure value

Disclosure intention

Kwak et al. (2019)
JAIS

SNS addiction, perceived threat severity, perceived threat
susceptibility

Digital piracy intention,
perceived usefulness, perceived
ease of use

Lee et al. (2011a)
MISQ

Consumer reservation value, consumers’ preference intensity
parameters, consumer location in terms of the preference,
proportion of the unconcerned, proportion of pragmatists,
proportion of fundamentalists, personalization scope
parameter, price of standard product, privacy of personalized
product, gathering cost, investment cost of privacy protection,
fixed cost to protect privacy

Profit of firm

Lee et al. (2011b)
DSS

Information security protection level, firm revenue, profit,
profit-at-risk, overall implementation cost, loss severity,
frequency of information security breaches, total financial
losses, expected financial losses

Information security investment

Leidner and Tona
(2021)
MISQ

Dignity (behavioral, meritocratic, inherent), empowerment,
privacy, emancipation, identity, personal data digitalization
(knowing-self, showing-self, knowing-others, showing-
others)

Responses to dignity
disequilibrium (micro-level:
forfeit, fight, flight, befriending,
tending; macro-level: mobilize,
comply, resist, regulate)
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Li (2012)
DSS

Procedural fairness, social contract (trust), social response,
social presence, information boundary, personalities, threat
appraisal: perception of intrusion, coping appraisal, attitude
toward disclosure, subjective norm for disclosure, perceived
behavioral control: privacy self-efficacy

Intention to disclose, disclosure
behavior

Li and Karahanna
(2015)
JAIS

Understand consumer (consumer information collection,
building consumer profile), deliver recommendations
(matchmaking  approaches, recommendation  system
presentation), personalized recommendation

Impacts of recommendation
system

Li and Unger (2012)
EJIS

Privacy protection, perceived quality of personalization
(benefits), industry domain, past experience, likelihood of
using online personalization

Willingness to pay a premium,
willingness to provide info

Li et al. (2015)

Demographics, social network site experience personal social

Privacy disclosure behaviors

1&M network size, plogging productivity
Li et al. (2017) Motive consistency (environmental dimension), perceived
&M ' privacy  control  (interpersonal  dimension), liking | Behavioral intention

(environmental dimension)

Lin and Armstrong

Territory coordination (linkage, permeability, ownership),

(2019) . . o Private disclosure
information sensitivity

JAIS

Lin et al. (2017) Confirmation, perceived usefulness, satisfaction, perceived

&M ' enjoyment (benefits), perceived reputation, community | SNS continuance intention
identification, gender

Iéf]?; tal. (2021) Relative advantage, perceived ease of use, compatibility Intention to use, use

Liu and Wang (2018)
I&M

Group norms, perceived effectiveness of privacy settings,
role conflict, role overload, disposition to value privacy,
social rewards (benefits), privacy control, US vs. China

Intention to self-disclose

Liu et al. (2016)

Perceived anonymity self, benefits (convenience of
relationship maintenance, relationship building, enjoyment,

Self-disclosure (amount, depth,

1&M self-presentation) honest, intent, valence)
:—S'SJ etal. (2019) Habit, role conflict, emotion, perceived control Self-disclosure

Liu et al. (2020) Role conflict, role overload, social interaction anxiety, Lurking intention
1&M disappointment g
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Liu et al. (2022)
ISR

Privacy policy design (non-negotiation privacy policy
application, negation, non-active-recommendation privacy
policy application, negation, active-recommendation privacy
policy application), demographics, years of using banking
app, banking app usage, reputation, mobile privacy
experience

Disclosure intention, disclosure
behavior

Lowry et al. (2011)
JMIS

Masculinity, uncertainty avoidance, power distance,
collectivism, desire for awareness, privacy victim, gender,
age, education, attitude toward IM technology, behavioral
intention to use IM

Use of instant messaging

Lowry et al. (2013)
JMIS

The failure ought to be reported, responsibility to report the
failure, confidence in WBRS anonymity

Willingness to report the failure

Mai et al. (2010)
JMIS

Reputation, awareness, competition, attention, number of
items, click-and-mortar presence, social technology, market
competition, vendor reviews, customer reviews, critics
reviews, product selection, best seller’s list, loyalty rewards,
subscriptions, personalized recommendations, birthday
recommendation, security seal

Price premium

Mettler and Wulf (2019)
ISJ

Physiolytics scenarios, prototypes, system properties,
affordances, constraints

User types of physiolytics at the
workplace

Miltgen and  Smith

Regulatory  knowledge, perceived privacy regulatory

Protection behavior, regulatory

Esmaeilzadeh (2021)
&M

%3\1/'5) protection, perceived rewards (benefits) preferences
Miltgen and  Smith Context-specific consequences:
(2019) Perceived relevance privacy protective behavior
1&M (withholding, falsification)
experience with online health community features,
Mirzaei experience with peers, experience with disease, experience
irzaei and

with OHC culture, perceived channel richness, informational
support, emotional support, willingness to share information,
willingness to seek information, perceived health status,
engagement in OHC

Self-care  efficacy, health
outcome

Moody et al. (2017)
EJIS

Distrust (malevolence, incompetence, deceit)

Overall intentions

Ogbanufe and Gerhart
(2020)
ISJ

Benefits (belongingness, social interactions), IT smartwatch
identity

Deep use, innovative individual
performance
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Ozdemir et al. (2017)
EJIS

Privacy experiences, privacy awareness

Information disclosure

Parks et al. (2017)
EJIS

Enacting privacy safeguards, evaluating privacy safeguards
enactments (intended and unintended consequences),
imbalance challenge, workarounds & reactance (ignoring
encryption, borrowing password, unattended logged on
computers)

Impact on privacy compliance

Pavlou (2011)

Information privacy practices, information privacy tools and

Information privacy concern

MISQ technologies, levels of analysis, sample characteristics,

Blockchain awareness, perceived threat severity of storing

information on a nonblockchain database, perceived threat
Raddatz et al. L S . . . . .
EJIS susceptibility of storing information on a nonblockchain | Intention to switch to blockchain

databased, inertia in switching to blockchain (affective,
behavioral, cognitive)

Schwaig et al. (2013)
I&M

Self-esteem, consumer alienation, computer anxiety, attitude
(permission, transfer, technology)

Behavioral intention

Shen et al. (2019)
I&M

Technology attractiveness (task, social, physical), interest in
social commerce (interest), community involvement

Social commerce engagement

Sheng et al. (2008)
JAIS

Personalization, context

Intention to adopt

Shih et al. (2017)
EJIS

Cognitive social identity, affective social identity, evaluative
social identity, switching cost, dependency

Online self-disclosure

Smith et al. (2011)
MISQ

Privacy experiences, privacy awareness, personality
differences, demographic differences, culture/climate,
regulation, privacy notice/seal

Behavioral reactions (including
disclosures)

Son and Kim (2008)
MISQ

Perceived justice (interactional, procedural, distributive)

Information provision (refusal,
misrepresentation), privacy
action (removal, negative word-
of-mouth), public action
(complaining directly to online
companies, complaining
indirectly to third-party
organizations)

Spiekermann and

Korunovska (2017)
JT

Market awareness (asset consciousness, market awareness x
org. privacy), technical market design (data use control),
engagement, psychological ownership (efficacy, identity,
home, friends), market morality (privacy accessibility risk),
technical market design (data storage redundancy)

Monetary valuation of personal
data and  personal data
appreciation

125



Sun et al. (2021b)
1&M

Dual motivation system (behavioral activation system,
behavioral inhibition system), reward responsiveness BAS
drive, BAS fun seeking, life documentation, self-expression,
social rewards

Disclosure intention

Tang and Ning (2023)
DSS

Perceived privacy control, disposition to value privacy,
perceived app permission sensitivity, perceived effectiveness
of privacy policies, social rewards

Misrepresentation behavior

Teubner and Flath
(2019)
JAIS

Log(Audience size), perceived audience size, personal
connection

Intention to share

Trenz et al. (2018)
&M

Positive WOM, negative WOM, peer use, subjective norm,
uncertainty, service diagnosticity, internet experience,
gender, age

Continued use intention

Tsai et al. (2011)
ISR

Price with shipping, privacy level, privacy icon, non-privacy
sensitive item, privacy-sensitive items

Purchase price

Turel and Qahri-Saremi
(2023)
1SJ

Attitudinal response
(ambivalence avoidance,
negative response amplification,
positive response amplification,
concessions, holism)

Vance et al. (2014)
JAIS

Willingness to gamble lifetime income, general risk appetite,
perceived security risk of malware, threat susceptibility,
threat severity, bias, malware warning screen realism, hacker
screen realism, malware warning screen concern, hacker
screen concern, demographics

Security warning disregard

Wakefield (2013)
JSIS

Internet security, positive affect (enjoy), negative affect

Intentions to disclose

Wall et al. (2016)
JAIS

Formal and information communication structures, violation
coupling, enforceability (certainty, severity, celerity of
sanctions), goal clarity of rules, rule connectedness, economic
and noneconomic strain

Likelihood of a privacy or
security rule violation

Wang and Wu (2014)
1&M

ESP proactive privacy governance (proactive provision and
protection, proactive education, proactive monitor &
feedback seeking), perceived value (emotional, social,
functional), value-added strategies

Disclosure willingness for U-
services

Wang et al. (2016)
1&M

Information quality, system quality, service quality,
perceived value, customer satisfaction, relationship
commitment

Stickiness intention
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JAIS

Warkentin et al. (2017)

Psychological  ownership, social influence, meter
invasiveness, program discount (benefit), third party access

Behavioral intention

Wattal et al. (2012)
ISR

Product-based  personalization, personalized  greeting,
familiarity, promotion characteristics, prior response, prior
purchase, frequency of e-mail, prior response

Probability of opening an email,
response

DSS

Wottrich et al. (2018)

App intrusiveness, perceived app value

Permission acceptance intention

Wright et al. (2014)
ISR

Liking, reciprocity, social proof, consistency, authority,
scarcity, fictitious shared experience, self-determination,
gender

Phishing response

Wu and Luo (2022)
I&M

Privacy seal, acquisition time, shipping time, in stock, public,
brand, channel, traffic, online age, uninformedness, product
assortment

Likelihood of charging
maximum and minimum list
prices

Xu et al. (2009)
JMIS

Information delivery mechanisms, compensation, industry
self-regulation, government regulation

Intention to disclose personal
information in location-based
service

Xu et al. (2011a)
JAIS

Institutional privacy assurance (perceived effectiveness of
privacy policy, perceived effectiveness of industry self-
regulation), disposition to value privacy, privacy control

Privacy concerns

Xu et al. (2011b)
DSS

Willingness to have personal information used in LAM,
previous privacy experience, personal innovativeness,
coupon proneness, perceived value of info disclosure, covert
vs. overt, personalization

Purchase intention

Xu et al. (2012h)
ISR

Personal agency control (individual self-protection), proxy
control agency (industry self-regulation, government
legislation), perceived control over personal information

Context-specific concerns for
information privacy

Xu et al. (2015)
DSS

App utility, app quality, aesthetics, enjoyment, knowledge of
alternative quality, technicality, non-monetary sacrifices,
satisfaction, perceived price, app continuance intention,
intention to recommend

Recommendation

JAIS

Yaraghi et al. (2019)

Number of patient medical records, number of patient
medical providers, stigmatized medical conditions, medical
provider tenure, location

Consent
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Intention to provide personal
Demographics, internet literacy / experience, self-efficacy, | information, intention to transact
Yun et al. (2019) v v personality, perceived vulnerability, privacy regulation, | online, privacy setting /
1&M perceived control, disposition to privacy, privacy invasion, | management, negative behaviors
information sensitivity, privacy awareness, cultural values (avoidance), attitude toward
technology, usefulness
Threat  appraisals  (perceived  severity,  perceived
Izgﬁ;:g etal. (2018) v vulnerability), coping appraisal (response efficacy, self- | PHI disclosure intention
efficacy), perceived health status
Perceived intrusiveness, social rewards (benefits), age,
f/lhlz;an etal. (2022) v gender, Facebook experience, privacy violation experience, | Self-disclosure
misrepresentation of identity
Store credits, free gift / trial samples, product discounts,
Zhu et al. (2017) v v vouchers, accuracy of recommendation, spam mails / crank Pricing strate
I&M calls, risk of privacy being traded, risk of account being 9 9y
hacked, time consumed, discriminatory pricing
JZX:JSet al. (2023) v v Control, contexts State of privacy
égmer etal. (2010a) 4 4 Dyadic condition, intention Actual behavior
Zimmer et al. (2010b) . Intent to disclose, actual
v v . ; L
I&M Relevance, attitude, usefulness disclosure (not investigated)

Note. PC = privacy concerns; PR = privacy risk perceptions; IN = interest; BN = benefits; TR = trust perceptions. The “interest” constructs identified in the studies
pertained to a general interest toward technology, website, digital services, and the like. None of the articles included a conceptualization or operationalization of

a privacy interest construct.

Journal names: DSS = Decision Support Systems; EJIS = European Journal of Information Systems; 1&M = Information & Management; 1&0O = Information and
Organization; 1SJ = Information Systems Journal; ISR = Information Systems Research; JAIS = Journal of the Association for Information Systems; JIT = Journal
of Information Technology; JMIS = Journal of Management Information Systems; JSIS = Journal of Strategic Information Systems; MISQ = MIS Quarterly

2.8. Appendix 2B — Survey and Measurement Details

Table B1. Wave 1 Instrument Independent and Control Variables

Variable Contextualized items Original items Source
Age screen Please indicate your age in years: Adapted from
(Must be 18 or above) Hoehle and
Venkatesh
(2015)
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Prolific ID

Please provide your Prolific I1D:

Privacy interest | Prompt: “Read carefully and indicate your agreement | Choice Adapted  from
(Choice) with each of the following statements regarding your 1. I have a choice in the methods | can use to perform | Frymier et al.
choices around protecting your information my work. (1996)  student
privacy: 2. | have freedom to choose among options in this | interest  scale,
1. I typically choose to protect my information class. which was
privacy. 3. I can determine how tasks can be performed. derived from
2. | have a choice in the methods | can use to 4. | have no freedom to choose in this class. Schultz and
safeguard my information privacy. 5. Alternative approaches to learning are encouraged | Shulman (1993)
3. | have a choice when it comes to defending in this class. learner
my information privacy. 6. | have the opportunity to contribute to the learning | empowerment
4. 1 have freedom to choose how to protect my of others in this class. scale based on
information privacy. Thomas and
5. The extent to which my information privacy | (Items are presented in their original form to provide context | Velthouse (1990)
is protected depends on my choices. of how privacy items were adapted based on the collection of | conceptualization
items and not on any individual item) of empowerment
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Privacy interest | Prompt: “Read carefully and indicate your agreement | Impact Same as above
(Impact) with each of the following statements regarding the 1. My participation is important to the success of this
impact you can have on safeguarding your class.
information privacy: 2. | cannot influence what happens in this class.
1. My participation is impactful to the success of 3. My contribution to this class makes no difference.
safequarding my information privacy. 4. | can make an impact on the way things are run in
2. 1 can make an impact on what happens to my this class.
information privacy. 5. 1 make a difference in the learning that goes on in
3. My contribution to protecting _my this class. _ _ _
information privacy makes a difference. 6. |have thg power to make a difference in how things
4. 1 can make an impact on the way my are done in this clasg. . .
t . . . 7. | have the opportunity to make important decisions
information privacy is safeguarded. in this class.
5. I make a dlf_ference in protecting my 8. | have the power to create a supportive learning
information privacy. environment in this class.
9. I can influence the instructor.
10. | feel appreciated in this class.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

(Items are presented in their original form to provide context
of how privacy items were adapted based on the collection of
items and not on any individual item)

129




Privacy interest
(Meaningfulness)

Prompt: “Read carefully and indicate your agreement
with each of the following statements on how
meaningful your information privacy is to you:

1. The task required of me to protect my
information _ privacy is  personally
meaningful.

2. | find information privacy protection to be
meaningful to me.

3. Information privacy protection is important to

me.

4. Information privacy protection is personally
meaningful.

5. My information privacy is very important to
me.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

Meaningfulness
1. The tasks required of me in this class are personally
meaningful.
I look forward to going to this class.
This class is exciting.
This class is boring.
This class is interesting.
The tasks required of me in this class are valuable
to me.
7. The information in this class is useful.
8. This course will help me achieve my future goals.
9. The tasks required in this course are a waste of my
time.
10. This class is not important to me.

ok wn

(Items are presented in their original form to provide context
of how privacy items were adapted based on the collection of
items and not on any individual item)

Same as above

Privacy interest | Prompt: “Read carefully and indicate your agreement | Competence Same as above
(Competence) with each of the following statements regarding your 1. | feel confident that | can adequately perform my
competency in safequarding your information duties.
privacy: “I1...” 2. | feel intimidated by what is required of me in this
class.
1. “...am able to perform the necessary actions 3. | possess the necessary skills to perform
to protect my information privacy.” successfully in class.
2. “...feel confident when it comes to my ability 4. | feel unable to do the work in this class.
to safequard my information privacy.” 5. :hpelitleve that I am capable of achieving my goals in
" . is class.
3 Shccessfuﬁgsses;rott}elzt ne;fjsar?nfsl;ﬂ;tigﬁ 6. I have faith in my ability to do well in this class.
rivacy.” 7. | have the quallflc_atlons to_s_ucceed in this class.
4. “...believe that I am capable of safequarding 8 :nletlﬁli(sté(?;];‘;(.jence in my ability to perform the tasks
my information privacy.” 9. | feel very competent in this class.
5. . .. know the steps I need to take to protect
my information privacy.” (Items are presented in their original form to provide context
of how privacy items were adapted based on the collection of
items and not on any individual item)
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. It usually bothers me when | Hong and Thong

130




concern with each of the following statements regarding the commercial/government websites ask me for | (2013)
(Collection) collection of your personal information: personal information.
2. When commercial/government websites ask me

1. It usually bothers me when websites ask me for personal information, | sometimes think twice
for personal information. before providing it.

2. When websites ask me for personal 3. | am concerned that commercial/government
information, | sometimes think twice before websites are collecting too much personal
providing it. information about me.

3. | am concerned that websites are collecting
too much personal information about me. [Likert-type 7-point scale: 1 = Strongly disagree; 7 =

Strongly agree]
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. I am concerned that when 1 give personal | Hong and Thong
concern with each of the following statements regarding the information to a commercial/government website | (2013)
(Secondary use of your personal information: for some reason, the website would use the
Usage) information for other reasons.

1. | am concerned that when | give personal 2. | am concerned that commercial/government
information to a website for some reason, the websites would sell my personal information in
website would use the information for other their computer databases to other companies.
reasons. 3. | am concerned that commercial/government

2. | am concerned that websites would sell my websites would share my personal information with
personal information in their computer other companies without my authorization.
database to other companies.

3. | am concerned that websites would share | [Likert-type 7-point scale: 1 = Strongly disagree; 7 =
my personal information with other | Strongly agree]
companies without my authorization.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. | am concerned that commercial/government | Hong and Thong
concern (Errors) | with each of the following statements on errors found websites do not take enough steps to make sure that | (2013)
in your personal information: my personal information in their files is accurate.
2. | am concerned that commercial/government

1. | am concerned that websites do not take websites do not have adequate procedures to correct
enough steps to make sure that my personal errors in my personal information.
information in their files is accurate. 3. | am concerned that commercial/government

2. | am concerned that websites do not have
adequate procedures to correct errors in my
personal information.

websites do not devote enough time and effort to
verifying the accuracy of my personal information
in their databases.
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3.

I am concerned that websites do not devote
enough time and effort to verifying the

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =

accuracy of my personal information in their | Strongly agree]
databases.
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. | am concerned that commercial/government | Hong and Thong
concern with each of the following statements regarding access website databases that contain my personal | (2013)
(Improper to your personal information: information are not protected from unauthorized
Access) access.

1. 1 am concerned that databases that contain my 2. | am concerned that commercial/government
personal information are not protected from websites do not devote enough time and effort to
unauthorized access. preventing unauthorized access to my personal

2. | am concerned that websites do not devote information.
enough time and effort to preventing 3. | am concerned that commercial/government
unauthorized access to my personal websites do not take enough steps to make sure that
information. unauthorized people cannot access my personal

3. | am concerned that websites do not take information in their computers.
enough steps to make sure that unauthorized
people cannot access my personal information | [Likert-type 7-point scale: 1 = Strongly disagree; 7 =
in their computers. Strongly agree]

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. It usually bothers me when I do not have control of | Hong and Thong

concern (Control)

with each of the following statements regarding
control over your personal information:

1.

It usually bothers me when | do not have
control of the personal information that |
provide to websites.

It usually bothers me when | do not have
control or autonomy over decisions about how
my personal information is collected, used,
and shared by websites.

I am concerned when control is lost or
unwillingly reduced as a result of a marketing
transaction with websites.

personal information that | provide to
commercial/government websites.

2. It usually bothers me when | do not have control or
autonomy over decisions about how my personal
information is collected, used, and shared by
commercial/government websites.

3. I am concerned when control is lost or unwillingly
reduced as a result of a marketing transaction with
commercial/government websites.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

(2013)
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[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

Internet  privacy | Prompt: “Read carefully and indicate your agreement 1. | am concerned when a clear and conspicuous | Hong et al.
concern with each of the following statements regarding your disclosure is not included in online privacy policies | (2021); Hong and
(Awareness) awareness of data collection practices: of commercial/government websites. Thong (2013)
2. It usually bothers me when | am not aware or
1. 1 am concerned when a clear and conspicuous knowledgeable about how my personal information
disclosure is not included in online privacy will be wused by commercial/ _government
policies of websites. websites.
2. It usually bothers me when | am not aware or 3. It usually bothers me when
knowledgeable about how my personal commercial/government websites seeking my
information will be used by websites. information online do not disclose the way the data
3. It usually bothers me when websites seeking are collected, processed, and used.
my information online do not disclose the way
the data are collected, processed, and used. [Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Global Prompt: “Read carefully and indicate your agreement 1. Compared to others, I am more sensitive about the | Malhotra et al.
Information with each of the following statements about way online companies handle my personal | (2004)
Privacy Concern | information privacy: information.
1. Compared to others, | am more sensitive about 2. To me, it is the most important thing to keep my
the way online companies handle my personal privacy intact from online companies.
information. 3. lamconcerned about threats to my personal privacy
2. To me, it is the most important thing to keep today.
my privacy intact from online companies.
3. | am concerned about threats to my personal | [Likert-type 7-point scale: 1 = Strongly disagree; 7 =
privacy today. Strongly agree]
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Risk beliefs Prompt: “Read carefully and indicate your agreement 1. In general, it would be risky to give my personal | Hong and Thong
with each of the following statements regarding your information to commercial/government websites. | (2013)
risk perceptions toward using websites: 2. There would be high potential for loss associated
with giving my personal information to
1. In general, it would be risky to give my commercial/government websites.
personal information to websites. 3. There would be too much uncertainty associated
2. There would be high potential for loss with giving my personal information to
associated with giving my personal commercial/government websites.
information to websites. 4. Providing commercial/government websites with
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3. There would be too much uncertainty
associated with giving my personal
information to websites.

4. Providing websites with my personal
information would involve many unexpected
problems.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

my personal information would involve many
unexpected problems.

[Likert-type 7-point scale: 1 =
Strongly agree]

Strongly disagree; 7 =

Trusting beliefs

Prompt: “Read carefully and indicate your agreement
with each of the following statements regarding your
trust perceptions toward websites:

1. Websites in general would be trustworthy in
handling my personal information.

2. Websites would keep my best interests in
mind when dealing with my personal
information.

3. Websites would fulfill their promises related
to my personal information.

4. Websites are in general predictable and
consistent regarding the usage of my personal
information.

[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]

1. Commercial/Government websites in general
would be trustworthy in handling my personal
information.

2. Commercial/Government websites would keep
my best interests in mind when dealing with my
personal information.

3. Commercial/Government websites would fulfill
their promises related to my personal information.

4. Commercial/Government websites are in general
predictable and consistent regarding the usage of
my personal information.

[Likert-type 7-point scale: 1 =
Strongly agree]

Strongly disagree; 7 =

Hong and Thong
(2013)

Perceived benefit

Prompt: “Read carefully and indicate to which extent
each of the following statements describes your
feelings about the benefits of using websites:
1. | think using websites is convenient.
2. | can save money by using websites.
3. | can save time by using websites.
4. Using websites enables me to accomplish
tasks more quickly.
5. Using websites increases my productivity in
making decisions or finding information
within the shortest time frame.

[Likert-type 7-point scale: 1 = Does not describe my
feelings: 7 = Completely describes my feelings]

I think using this website is convenient.

| can save money by using this website.

| can save time by using this website.

Using this website enables me to accomplish a
shopping task more quickly than using traditional
stores.

5. Using this website increases my productivity in
shopping (e.g., making purchase decisions or
finding product information within the shortest time
frame).

PoONME

[Likert-type 7-point scale: 1 =
Strongly agree]

Strongly disagree; 7 =

Kim et al. (2008)
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Blue attitude
marker variable

Prompt: “Indicate your color preference. I . ..”
4. . ..prefer blue to other colors”
5. “...like the color blue”
6. . ..like blue clothes”

[Likert-type 7-point scale: 1 = Does not describe my
feelings: 7 = Completely describes my feelings]

1. | prefer blue to other colors
2. | like the color blue
3. 1 like blue clothes

Miller and
Chiodo (2008)

Control variables

Misrepresentation
of identification

Same as original

Some websites ask for you to register with the site by
providing personal information. When asked for such
information, what percent of the time do you falsify the
information?

1 = I have never falsified information

2 = under 25% of the time

3 = 26%-50% of the time

4 = 51%-75% of the time

5 = over 75% of the time

Malhotra et al.
(2004)

Internet Please indicate your Internet experience (in years): 1 = less than a year Malhotra et al.
experience 2 = 1-less than 2 years (2004)

3 = 2-less than 3 years

4 = 3-less than 4 years

5 =4-less than 5 years

6 = 5-less than 6 years

7 = 6-less than 7 years

8 = more than 7 years
Prior privacy | Same as original 1. How often have you personally experienced | Xu etal. (2012a)
experience incidents whereby your personal information was

used by some company or e-commerce web site
without your authorization?

2. How much have you heard or read during the last
year about the use and potential misuse of the
information collected from the Internet?

3. How often have you personally been the victim of
what you felt was an improper invasion of privacy?

[1 = not very often; 7 = very often]

Response set item

1. If fish cannot walk on land, select "Somewhat
disagree".

2. Select "Somewhat agree" for this item.

3. If there is one "h" in "three" then select
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"Strongly disagree".
4. If the Atlantic Ocean is the name of a real
ocean, select “Neither agree nor disagree”.

[Random set of response items presented to
respondent]
Table B2. Wave 2 Survey Procedures and Instructions
Procedure Content
Prolific ID Please provide your Prolific ID:
Instruction Instructions:
On the next page, we will ask you questions about your decision-making when interacting with online companies, their
websites, or their mobile applications. We appreciate your honest and transparent responses. Please click the arrow to proceed.
Table B3. Wave 2 Instrument Dependent Variables, Demographics, and Internet Experience
Variable Contextualized items Original items Source
Attention check Q1.1 We have a little test to identify people who are | Q1.1 Before we start the task, we have a little test to identify | Acquisti and

paying attention to the instructions of the survey. In the
next page, you will see a photo of one person. Then,
you will be asked to state how many people you see in
the photo. We want you to answer “three” even though
you will see one person (Elon Musk) in the photo. This
is to identify the Prolific respondents who pay
attention to these instructions. In other words, in order
to continue to the rest of the study and be paid for your
time, you must answer incorrectly by choosing the
“three” option. All right? Ok, please proceed to the next

page!

Q1.2 How many people can you see in this picture? (0;
1;2;3;4;5)

[If 3 Is Not Selected, Then Skip To End of Survey]

people who are paying attention to the instructions of the
survey. In the next page, you will see a photo of three people.
Then, you will be asked to state how many people you see in
the photo. We want you to answer “three” even though you
will see four people in the photo. This is to make sure that
only M-Turkers who pay attention to these instructions
continue to our task. In other words, in order to continue to
the rest of the study and be paid for your time, you must
answer incorrectly by choosing the “three” option. All right?
Ok, please proceed to the next page!

Q1.2 How many people can you see in this picture? (0; 1; 2;
3;4,5)

[If 3 Is Not Selected, Then Skip To End of Survey]

Fong (2019)

Self-disclosure

Prompt: “Read carefully and indicate your agreement
with each of the following statements regarding your
disclosure behaviors on websites:
1. | reveal a great amount of information about
myself to websites.

1. In the particular experience, | revealed a great
amount of information about myself to the other
party.

2. In the particular experience, 1 gave out intimate
information to the other party.

Jiang et al
(2013)
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2. | give out intimate information to websites. 3. In the particular experience, | shared a variety of

3. | share a variety of information about myself information about myself to the other party.
to websites. 4. Inthe particular experience, | disclosed information
4. | disclose information openly to websites. openly to the other party.
5. I reveal very personal thoughts, feelings and 5. In the particular experience, | revealed very
experiences to websites. personal thoughts, feelings and experiences to the
other party.
[Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree] [Likert-type 7-point scale: 1 = Strongly disagree; 7 =
Strongly agree]
Removal Same as original Please specify the extent to which you would take actionsto | Son and Kim

have your information removed from online companies' | (2008)
database when your personal information was not properly
handled.

1) Very unlikely/very likely

2) Not probable/probable

3) Impossible/possible

[Seven-point semantic scale]

Complaining Same as original Please specify the extent to which you would write or call | Son and Kim
Directly to Online online companies to complain about the way they use | (2008)
Companies personal information when your personal information was

not properly handled.
1) Very unlikely/very likely
2) Not probable/probable
3) Impossible/possible

[Seven-point semantic scale]

Complaining Same as original Please specify the extent to which you would write or callan | Son and Kim
Indirectly to elected official or consumer organization to complain about | (2008)
Third-Party the way online companies use personal information when

Organizations: your personal information was not properly handled.

1) Very unlikely/very likely
2) Not probable/probable
3) Impossible/possible

[Seven-point semantic scale]

Misrepresentation | Same as original Please specify the extent to which you would falsify some of | Son and Kim
your personal information if it is asked for by online | (2008)

137




companies within the next three years.
1. Very unlikely/very likely
2. Not probable/probable
3. Impossible/possible

[Seven-point semantic scale]

Blue attitude
marker variable

Prompt: “Indicate your color preference.
1) I like the color blue.
2) Blue is a beautiful color.
3) I enjoy the color blue.
4) Blue is a pleasant color.

[Likert-type 7-point scale: 1 = Very untrue for me; 7 =
Very true for me]

1) 1 like the color blue.

2) Blue is a beautiful color.
3) I enjoy the color blue.
4) Blue is a pleasant color.

[Likert-type 7-point scale: 1 = Very untrue for me; 7 = Very
true for me]

Miller and
Chiodo (2008);
adapted by

Schuetz et al.
(2021)

Response set item

1. If “2 + 3 = 6” then select “agree”; otherwise,
select “strongly agree”.
2. If you provided a Prolific ID to this survey,
then select “neither agree nor disagree”.
[Random set of items
respondent]

response presented to

Global  privacy | Prompt: “Indicate your level of interest in information 1. 1don't see why we should learn the details of topics | (Gardner &
interest item privacy. such as respiration of photosynthesis. Tamir, 1989)
I see why | should be interested in my information
privacy in today’s digital age.
[Slider scale: 1 = Very untrue for me; 100 = Very true
for me]
Open comment | Are you interested in your information privacy in n/a
on privacy | today’s digital age? Why or why not? (min. 100
interest characters)
Demographics
Gender Please indicate your identified gender: Adapted  from
[Male / Female / Prefer not to say / Other [please Hoehle and
specify]] Venkatesh
(2015)
Education What is the highest level of education you have Adapted  from

completed?
1 = Less than high school / secondary school

Al-Natour et al.
(2020)
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2 = High school / secondary school

3 = Some university, but have not completed a degree
4 = Associate degree

5 = Bachelor’s degree

6 = Master’s degree

7 = Doctorate / Ph.D.

[Radio button for each selection]

Annual income
range

What is your approximate annual income range?
1 =<$30,000

2 =$30,001 — $75,000

3 =$75,001 — $150,000

4 = $150,001 — $300,000

5 = $300,001 — $500,000

6 = $500,001+

[Radio button for each selection]

Adapted  from
Hoehle and
Venkatesh
(2015)

Employment
status

Please indicate your current employment status:
1 = Employed part-time

2 = Employed full-time

3 = Not employed

4 = Self-employed

5 = Student

6 = Retired

7 = Other

[Radio button for each selection]

Adapted  from
Al-Natour et al.
(2020)

Ethnicity

Please indicate the ethnic group you most identify with:

1 = American Indian or Alaskan Native
2 = Asian

3 = Black or African American

4 = Hispanic or Latino

5 = Middle Eastern or North African

6 = White or Caucasian

7 = Prefer not to say

[Radio button for each selection]

Adapted  from
Crossler and
Bélanger (2019)
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2.9. Appendix 2C — Descriptive Statistics of Control Variables and Demographics

Table C1. Descriptive Statistics of Control Variables in the Nomological Model

Constructs Min/Max Mean Standard deviation
Age 19.00/82.00 42.89 13.62
Gender 0.00/1.00 45.2 0.50
Internet experience 4.00/8.00 7.96 0.35
Misrepresentation 1.00/5.00 2.20 1.07
Table C2. Distribution of Race
Race Frequency Percentage
American Indian or Alaskan Native 4 0.9
Asian 30 7.1
Black or African American 20 4.7
Hispanic or Latino 27 6.4
Middle Eastern or North African 1 0.2
Native Hawaiian or Pacific Islander 1 0.2
White or Caucasian 329 77.8
Prefer not to say 11 2.6
Table C3. Distribution of Employment
Employment Frequency Percentage
Employed part-time 52 12.3
Employed full-time 170 40.2
Not employed 71 16.8
Self-employed 66 15.6
Student 12 2.8
Retired 35 8.3
Other 17 4.0
Table C4. Distribution of Education
Education Frequency Percentage
Less than high school / secondary school 5 1.2
High school / secondary school 60 14.2
Some university, but have not completed a degree | 90 21.3
Associate degree 55 13.0
Bachelor’s degree 156 36.9
Master’s degree 39 9.2
Doctorate / Ph.D. 18 4.3
Table C5. Distribution of Income
Income Frequency Percentage
< $30,000 170 40.2
$30,001 — $75,000 152 35.9
$75,001 — $150,000 83 19.6
$150,001 — $300,000 16 3.8
$300,001 — $500,000 2 0.5
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2.10. Appendix 2D — Descriptive and Psychometric Properties
Figure D1. Nomological Validity: Comparison Between Pl and PC (DV: Direct Complaint)
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Figure D2. Nomological Validity: Comparison Between Pl and PC (DV: Indirect Complaint)
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Figure D3. Nomological Validity: Comparison Between Pl and PC (DV: Removal)
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Figure D4. Nomological Validity: Comparison Between Pl and PC (DV: Self-disclosure)
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Figure D5. Nomological Validity: Comparison Between Pl and PC (DV: Misrepresentation)

Risk beliefs

Prior
experience R?=.079
.28 1%
~N Privacy
interest \

Privacy risk -.011-

135+ R?=.320

Misrepresentation

/ -170%* 038  .052 .449** _032

Benefits
Controls
Confidence and
enticement beliefs

X?=2524.156 df = 1034 x%/df = 2.441 SRMR = 0.123 CFl = 0.921 RMSEA 0.058

N

Model 5A: Privacy Interest on Misrepresentation

Risk beliefs
R?=.215
.463***/
Prior
experience
1707
R?=.313
Privacy risk -.046— Misrepresentation
——————— 100*
/.,053
/ - 172%* 040 .047 4460+ -.022
|
Controls
Confidence and
enticement beliefs

X2 = 2275.284 df = 1030 x%/df = 2.209 SRMR = 0.111 CFI = 0.932 RMSEA 0.054

Model 5B: IPC on Misrepresentation
Note. *p < 0.05, **p < 0.01, ***p < 0.001. IPC = Internet privacy concerns, IE = Internet experience, MID =
Misrepresentation of identity, Mark = Marker variable




Risk beliefs
R?=.249

)
N
©

49 9xx+—]

ok
Prior 527 R2=.143
experience . 379%** .146
.382%r+ |

Privacy

interest L2971 %x*
\150***
-.042

R?=.346
314

-.055
=176 037 .039 429 ™-.014
- 173" 040 .047  .446% -.024\

Benefits I

Controls
Confidence and @ @ @ @
enticement beliefs

)(2= 6644.692 df = 1327 ledf =5.007 SRMR = 0.152 CFI = 0.789 RMSEA 0.097
X2 =6140.301 df = 1222 x’/df = 5.025 SRMR = 0.135 CFl = 0.781 RMSEA 0.098

.
[N
N 3
o"zo

Model 5C & D: Privacy Interest and IPC on Misrepresentation
Upper-most listed values = Model C with IPC as imputed factor score variable and privacy interest as latent
variable. Bottom-most listed values = Model D with IPC as latent variable and privacy interest as imputed factor
score variable.

Risk beliefs
R®=.280
.529***/
Prior
experience R2= 128
.358%*
~ Privacy L1617

interest \

Privacy risk -.063

R?=.320

Misrepresentation

/ -A75%% 040 047 445"  -.029
Benefits l
Controls
Confidence and
enticement beliefs

X% = 3890.643 df = 1658 x¥df = 2.347 SRMR = 0.143 CFl = 0.909 RMSEA 0.056

Model 5E: Privacy Interest and CFIP on Misrepresentation
Note. *p < 0.05, **p < 0.01, ***p < 0.001. CFIP = Concern for information privacy, IPC = Internet privacy concerns,
IE = Internet experience, MID = Misrepresentation of identity, Mark = Marker variable

150



2.11. Appendix 2E — Content Validity Assessment

Two important coefficients to compute for content validity include (1) proportion of substantive
agreement (Ps) and (2) substantive validity coefficient (Csy). The definitions for each are as
follows:

1) Proportion of substantive agreement (Psa): Indicates the proportion of respondents who
assign items to their intended constructs (Anderson & Gerbing, 1991). For example, this
is the number of people who assign a “Choice” item to the category “Choice.” The
formula is as follows:

Psa=nc/N
“Where nc is the number of respondents who assigned an item to its intended construct. N is
the total number of respondents. Psa values range between 0 and 1. High values indicate that the
construct definition represents the items judged” (Anderson & Gerbing, 1991).

2) Substantive validity coefficient (Csv): Indicates the extent to which respondents assign
items to the posited construct rather than to any other construct (Anderson & Gerbing,
1991). For example, “Choice 1" item may be grouped to “Choice,” and “Impact.” Csy

computes Psa and subtracts the maximum number of times “Choice 1 was assigned to
an incorrect construct. The formula is as follows:

Csw=(nc—-n0)/N

“Where nc is the number of respondents assigning an item to the intended construct, n0 is the
highest number of assignment of the measure to any other construct [incorrect assignment], and N
is the total number of respondents. Csy values can range from -1 and 1. Positive values suggest that
an item was assigned to its intended construct more than assignment to any other construct.
Negative values suggest the opposite” (Hoehle & Venkatesh, 2015, p. 453).

The cut-off value for Ps, and Csy is 0.60 (Hoehle & Venkatesh, 2015), which “suggests that
60% of all raters associated the items with the intended construct definition” (p. 453). Table E1

shows the survey instrument.
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Table E1. Content Validity Survey Instrument

Variable Item Source
Information sheet | “Information Sheet for Participation in a Research Study” requesting
informed consent
Age screen Please indicate your age in years: Adapted  from
(Must be 18 or above) Hoehle and
Venkatesh
(2015)
Instructions A set of 40 privacy-related items are shown below in the column to the | Anderson  and

left.  Your objective is to carefully read each item.

Four concept groups are located in the column to the right. A definition
is provided for each concept. Please read each definition carefully.

Each group represents a specific concept: choice, competence, impact,
or meaningfulness. You will match the privacy-related item to the concept
definition you feel most appropriately matches the item. Each item can
belong to only one group, so select the most appropriate match between an
individual item and its concept group.

You will then be asked to explain why you matched those items to their
respective concept group.

Each explanation requires a 200-character minimum response, so be
mindful to document why you are placing the items into their respective
groups.

Gerbing (1991);
MacKenzie et al.
(2011)

Item-matching
activities

“List of 40 items for Choice (9 each), Competence (9 each), Impact (11
each), and Meaningfulness (11 each)”

Respondents matched the items to one of four category groups:

1) Choice: Degree to which one feels' responsible for their privacy
actions.

2) Competence: Degree to which one feels capable to perform the
necessary activities to protect their information privacy.

3) Impact: Degree to which one's privacy behavior is seen as
making a difference.

4) Meaningfulness: The value of performing privacy behaviors in
relation to one's ideals, beliefs, or standards.

Anderson  and
Gerbing (1991);
MacKenzie et al.
(2011)

Response quality | In your own words, please provide your reason for grouping the items into | N/A
check "Choice" (minimum 200 characters | maximum 1000 characters).
[Open-text response field]
Response quality | In your own words, please provide your reason for grouping the items into | N/A
check "Competence" (minimum 200 characters | maximum 1000 characters).
[Open-text response field]
Response quality | In your own words, please provide your reason for grouping the items into | N/A
check "Impact” (minimum 200 characters | maximum 1000 characters).
[Open-text response field]
Response quality | In your own words, please provide your reason for grouping the items into | N/A

check

Meaningfulness" (minimum 200 characters | maximum 1000 characters).

[Open-text response field]
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2.12. Appendix 2F — Common Latent Factor Assessment

Table F1. Item Loadings on the Common Latent Factor

Construct Items Loadings
AWA1L 0.015
Awareness AWA?2 0.043
AWA3 0.044
MNG1 -0.088
MNG2 0.009
Meaningfulness MNG3 0.043
MNG4 0.021
MNG5 0.054
IMP1 0.067
IMP2 0.013
Impact IMP3 0.026
IMP4 0.046
IMP5 0.010
CMP1 0.009
CMP2 -0.152
Competence CMP3 -0.018
CMP4 -0.020
CMP5 -0.017
CoL1 0.017
Collection COoL2 0.203
COL3 0.139
USE1 0.129
Secondary Usage USE2 0.136
USE3 0.145
ERR1 -0.083 AVE =0.012
Errors ERR2 -0.073
ERR3 -0.114
ACC1 0.075
Improper Access ACC2 0.074
ACC3 0.058
CTL1 0.041
Control CTL2 0.060
CTL3 0.106
RB1 -0.031
. . RB2 -0.092
Risk Beliefs RB3 0105
RB4 -0.124
TR1 -0.174
. TR2 -0.219
Trust Beliefs TR3 20036
TR4 -0.097
BN1 0.192
BN2 0.016
Perceived Benefits BN3 0.101
BN4 0.098
BN5 0.129
SD1 -0.012
Self-disclosure SD2 -0.033
SD3 0.068
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SD4 0.035
SD5 -0.038
R | f C REM1 -0.036
Removal from Company | gEyp 0,034
REM3 0.289
. . CcoM1 -0.117
al)rr?](;anyComplamt to COM2 20.083
COM3 0.297
Indirect Complaint to IND1 -0.067
Third-Party Organization IND2 0.033
IND3 0.338
MIS1 -0.009
Misrepresentation MIS2 0.034
MIS3 0.259
PRI1 -0.021
Prior Experience PRI2 0.050
PRI3 0.003
MRK1 -0.088
MRK?2 0.054
MRK3 0.039
Blue Marker Variable MRK4 0.090
MRK5 0.059
MRK6 0.062
MRK?7 0.098
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' Although the relationship between H1 and C is significant, after controlling for the effects of covariates on willingness
to share, the relationship between C and WTS is not significant. Therefore, the mediation effect of HI > C > WTS
cannot be inferred.

i We chose ANOVA instead of ANCOVA because various assumptions must be met to perform an ANCOVA and
interpret its results accurately (Schneider et al., 2015). First, ANCOVA assumes that a linear relationship is present
between the dependent variable and the covariate. Furthermore, the slope of the line relating the dependent variable
to the covariate cannot differ across conditions in an experiment. Second, for ANCOVA to be valid for
experimentally-defined between-subject factors, then the expected value of the covariate must be the same for all
participants across every condition in the experiment. This assumption does not hold when a between-subjects
condition is based on a subset of participants who are also classified by other factors (i.e., more than one factor is
being manipulated in a single condition). That is, “caution should be employed when considering an ANCOVA
when one or more of the between subjects factors are based on a classification of participants into different groups”
(Schneider et al., 2015, p. 2). To test treatment effects of a single factor with ANCOVA, the between-subjects
conditions for that factor should not include participants who also received different sets of treatments. When this
occurs, the expected values of the covariates may not be the same across groups. An ANCOVA should be used to
provide a “valid test of the null hypothesis that the relationship of the covariate to the dependent variable is zero”
(Schneider et al., 2015, p. 7). In our experiment, this is not the case. Participants are classified into one of 17
conditions and received different sets of treatments. Therefore, we used an ANOVA to detect whether the means of
two groups were significantly different for each treatment we administered.
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