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Physical Layer Security for Wireless Position Location in the Presence of
Location Spoofing

Jeong Heon Lee

(ABSTRACT)

While significant research effort has been dedicated to wireless position location over the
past decades, most location security aspects have been overlooked. Recently, with the pro-
liferation of diverse wireless devices and the desire to determine their position, there is an
increasing concern about the security of location information which can be spoofed or dis-
rupted by adversaries or unreliable signal sources. This dissertation addresses the problem of
securing a radio location system against location spoofing, specifically the characterization,
analysis, detection, and localization of location spoofing attacks by focusing on fundamental
location estimation issues.

The objective of this dissertation is four-fold. First, it provides an overview of fundamental
security issues for position location, particularly associated with range-based localization.
Of particular interest are security risks and vulnerabilities in location estimation, types of
localization attacks, and their impact. The second objective is to characterize the effects
of signal strength and beamforming attacks on range estimates and the resulting position
estimate. The characterization can be generalized to a variety of location spoofing attacks
and provides insight into the anomalous behavior of range and location estimators when
under attack. Through this effort we can also identify effective attacks that are of particular
interest to attack detection and localization. The third objective is to develop an effective
technique for attack detection which requires neither prior environmental nor statistical
knowledge. This is accomplished by exploiting the bilateral behavior of a hybrid framework
using two received signal strength (RSS) based location estimators. We show that the
resulting approach is effective at detecting attacks with the detection rate increasing with
the severity of the induced location error. The last objective of this dissertation is to develop
a localization method resilient to attacks and other adverse effects.

Since the detection and localization approach relies solely on RSS measurements in order to
be applicable to a wide range of wireless systems and scenarios, this dissertation focuses on
RSS-based position location. Nevertheless, many of the basic concepts and results can be
applied to any range-based positioning system.
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Chapter 1

Introduction

1.1 Position Location in Wireless Networks

Recent advances in radio and networking technologies have enabled the proliferation of wire-
less networks with increasing connectivity. People can now experience convenient, affordable
(even free) high-speed access to wireless networks in private, enterprise and public places.
Further, the demand for greater radio coverage continues to grow. According to a recent
survey conducted by Devicescape [1], 84 percent of Wi-Fi users desire citywide Wi-Fi, and
91 percent expect Wi-Fi on the road (e.g., hotel, airport, bus terminal, cafe, etc.). In ad-
dition, it has been reported that the wireless penetration rate is approaching 100 percent
in the U.S. and experts anticipate that we will reach 300 percent penetration in the near
future [2]. Meanwhile, new wireless technologies such as wireless sensor networks (WSNs)
and cognitive radio networks (CRNs) are being developed for a range of emerging wireless
applications including security-related applications [3,4]. It is widely envisioned in the in-
dustry that wireless will be infused into all manners of consumer/industrial electronics such
as household gadgets and medical devices [5, 6].

In this wireless era, one of the fundamental problems is to determine the unknown location
of a mobile client or device in the network. Location information about tetherless devices is
valuable due to its crucial role in data collection, reliable communications, resource manage-
ment, emergency services/maintenance, and other important functions of wireless systems.
Further, the increasing popularity of location-based applications and services has increased
the interest in wireless position location. In cellular networks and wireless local area net-
works (WLANSs), position information is valuable not only to fulfill the wireless Enhanced
911 (E-911) mandate for locating wireless 911 callers, but also to meet the increasing de-
mand for navigation/tracking and location-based services (LBSs) [7-9]. In ad-hoc wireless
technologies such as WSNs and CRNs, the task of localizing sensors or radios with unknown
position is important for the operation and configuration of the network. The operational



Table 1.1: A List of Radio Location Systems Developed

Signal
& Examples of Radio Location Systems
Parameter

RSS RADAR [15], QRSS [16], SpotOn [17], Nibble [18]

TOA GPS [19], A-GPS [20], UWB PAL [21], many UWB/CDMA systems
[22—-24]

TDOA | LORAN [25], AHLoS [26], Cricket [27], standard cellular posi-
tioning systems including E-OTD (for GSM/GPRS), U-TDOA (for
GSM/4G), A-FLT (for cdmaOne/CDMA2000) and OTDOA (for
WCDMA) [28]

AOA APS [29], SDP [30], nonstandard cellular positioning systems using
an (adaptive) array antenna [22,31,32]

scenarios include data collection, surveillance and inventory tracking among many others.
Also, the knowledge of node position can be useful for routing, interference avoidance and
other basic functions [10]. This significance has stimulated research into a variety of local-
ization techniques based on either received signal strength (RSS), differential RSS (DRSS),
time-of-arrival (TOA), time-difference-of-arrival (TDOA), angle-of-arrival (AOA), or their
hybrids [7,11-14]. A list of well-known location systems is provided in Table 1.1. Most of
the existing studies in location estimation focus on location accuracy presuming reliable and
cooperative signal sources.

1.1.1 Problem of Location Estimation

The problem of position location based on signal measurements can be described as a se-
ries of three major phases: (a) signal observation, (b) extraction of position-related signal
parameters and (c) estimation of location coordinates. Specifically, upon arrival of a signal,
one or more signal parameters or features—among which are signal power for RSS/DRSS,
arrival time for TOA /TDOA and direction of arrival for AOA—are extracted depending upon
the type of location system as exemplified in Table 1.1. The parameters are then used to
estimate the target position by exploiting prior (statistical) knowledge of the observed data.
Since a location estimator is subject to various environmental and systematic errors during
any localization phase, it is vital to understand the source of these errors to develop a robust
location system (see Chapter 2).

Let us consider a typical source localization problem as follows. Suppose that given m anchor
nodes with known coordinates x; = [z;,4;]7, their RSS measurements are translated into
the distances {CZZ}:ZI to the signal source (or mobile) using a large-scale signal propagation
model. Then, denoting the unknown target position as 6 = [z, y]” we can formulate a basic



mathematical problem for position location, referred to as lateration, as

d; =6 - ;[ (1.1)
:(x_mi)2+(y_yi)2v izla"'vm-

By solving this set of nonlinear equations (m > 3), the position (z,y) can be determined. The
solution can be interpreted geometrically, thus giving another (more intuitive) perspective
of the problem (see Chapter 3). This 2-dimensional (2-D) single source localization problem,
which is assumed in this work, can readily be extended to three-dimensional (3-D) and to
multiple sources by incorporating necessary node coordinates into the problem.

In position location, there are two primary factors that pose a challenge in solving the
location problem: (a) sources of error and (b) the optimality of a solution. Specifically, due
to noise and other error sources, additional anchor measurements are valuable for better
location accuracy. However, there exists no unique solution that satisfies with equality the
resulting overdetermined system. Also, the problem formulation as in Eq. (1.1) does not
fully exploit all the available data and statistical information. Thus, it is often preferred to
find an optimal or practical location estimator by solving the problem

Minimize ¢(8)
subject to ¢;(0) <0, i=1,...,[,
hj(O):O, j=1,...,lh

where 6 may include “nuisance” parameters in addition to the parameters (x,y) of interest.
¢(0) is a linear or nonlinear objective function incorporating our (statistical) knowledge
of the observations, a signal/system model and error statistics (if known a priori). The
constraints ¢;(@) and h;(0) are optional, but should be exploited if possible to reduce a
feasible region and avoid excessive location errors. For instance, knowledge of non-line-of-
sight (NLOS) measurements or radio coverage can be used to impose the constraints. The
objective in solving the problem given in Eq. (1.2) is to find the optimal solution 8*—that is
the best location estimate—such that ¢(0) < ¢(0) for each feasible point 8. In Chapter 3,
we discuss various estimators which are widely used for location estimation.

There has been a great deal of attention paid to the achievable accuracy of a location
estimator, particularly using the Cramer Lower Rao Bound (CRLB) which provides the
lower bound on the covariance of an unbiased estimator, which is usually employed as a
benchmark in many studies. We will discuss further the theoretical bound on the performance
of a location estimator in Chapter 3.



1.2 Wireless Location Security

1.2.1 What is Wireless Location Security?

Location security is now of greater concern than ever, as location information is increasingly
used as a key element in the operation of wireless applications/services related to personal,
business and national security. Analogous to information security [33], we use the term “lo-
cation security” to mean protecting location information and systems from location
security risks in order to ensure quality of location security services. The loca-
tion security risks include unauthorized access, use, disclosure, modification, disruption and
destruction, whereas the quality of location security services (QoLSs) correspond to availabil-
ity, reliability, integrity, and confidentiality. We note that confidentiality is more related to
privacy issues concerning spatio-temporal location information of legitimate clients. On the
other hand, location spoofing is more concerned with the availability, reliability and integrity
of location information of an attacker or a legitimate client. We discuss this classification
further in Chapter 4, where attack strategies are classified according to three primary at-
tack types and potential location security risks. Further, location spoofing attacks against
RSS-based location estimators are characterized in Chapter 5.

1.2.2 Security Concerns for Location Systems

Although a great deal of attention has been directed at the problem of wireless localization,
most location security aspects have been overlooked. In fact, location security was not
a major concern previously because early location systems were designed specifically for
military applications, such as radar systems and the military version of the Global Positioning
System (GPS), which are physically protected or securely encrypted. On the other hand,
civilian location systems are highly vulnerable to security risks due to their principles of
openness and wide public availability.

As wireless penetrates into every corner of our lives, location security is of greater concern
than ever, noting that location information/systems are now used for critical aspects of many
applications and services. As an example, GPS is used for numerous applications including
vehicle navigation, synchronization of national power grids with power stations, financial
transaction time stamps, air traffic control and criminal tracking. Recently, researchers have
warned that civilian GPS systems can be “spoofed” (or sabotaged) by adversaries, and the
cost and effort of spoofing are rapidly decreasing [34,35]. Also, it has been revealed that
current public wireless positioning systems are vulnerable to location spoofing and location
data manipulation attacks [36]. However, most popular location algorithms (which require
some degree of cooperation from a signal source) are not capable of locating the spoofer for
attacker traceback [37,38]. Even the secure positioning techniques that have been proposed
are not effective under practical attack scenarios.



1.2.3 Relationship to Network Security

Location security and wireless network security are interrelated. In wired network systems,
the network can only be accessed by plugging an Ethernet cable into an LAN port at the
fixed and known position. This means that the network can be secured from unauthorized
access physically as, for example, the port is monitored/disabled by the simple network
management protocol (SNMP) [39] and the room/building is protected by security guards
and physical security keys. Although the physical security measures can be bypassed, in
general, the attacker can be traced back when malicious attempts are detected [37, 38].
On the other hand, wireless networks are known to be much more vulnerable to network
security threats. In particular, mobility (which typically requires mobility support at the
Internet Protocol (IP) layer unlike wired networking) and notoriously unpredictable radio
propagation environments pose considerable challenges in tracing and pinpointing an attack’s
origin. Further, the characteristics of radio propagation vary considerably from environment
to environment [40], thus making it difficult to precisely control a wireless network coverage
area.

Therefore, an attractive tactic for attackers or hackers would be driving around some town
and accessing “free” or weakly secured private/enterprise networks using a high-gain antenna
while sitting in the car to “sniff” someone’s data packets or launch an attack on remote critical
infrastructure such as financial, transportation, and energy services. The effort and time can
be substantially reduced if they consider publicly accessible wireless access points (APs). To
make themselves geographically anonymous, the attacker could exploit the vulnerability in a
location system by disguising its own signal features used for localization. More inexpensive
but effective software/hardware tools are available than ever before which empower the
adversary to be more pseudonymous and location anonymous.

Although location security in wireless networks is technically challenging, if ensured, secure
location information can be used to leverage network security measures and access control,
thus complementing long-term secret keys such as passwords and private keys [41]. For
example, the network can prevent unauthorized access beyond some specified service area
or “virtual port.” When unauthorized network access beyond this secured spot is detected,
the network can track down the attacker to enforce accountability. Further, it is possible
to greatly reduce critical security threats related to sybil attacks [42] and unauthorized
or rogue APs/jammers [43,44] by detecting their positions. Another important benefit of
location security is to ensure the security for WSNs or CRNs (including embedded wireless
systems), where the location information of nodes is crucial for their operations [3,6]. On
account of the effects of cooperative localization in this type of ad hoc multihop network, a
fraction of the nodes under attack (e.g., by removing or compromising nodes) could cause
location error propagation through their own network or interference with legacy systems.



1.2.4 Relationship to Reliable Positioning

Another notable aspect of location security is its close relationship to location reliability.
If some location algorithm or solution is robust to location attacks, as described later in
this work, it will be robust to other environmental and systematic biases or errors. The
natural biases can also limit the performance of location algorithms substantially. In fact, as
detailed in Chapter 5, from an estimator’s perspective, there is the fundamental similarity
between malicious attacks and natural yet systematic biases. As an example, biased range
estimates due to an attack could look like those naturally biased by NLOS propagation or
systematic error (e.g., due to node malfunctioning or system/software glitches) with respect
to the resulting location error. It is worth noting that natural range biases can deliberately
be introduced by adversaries by, for example, removing a direct signal or line-of-sight (LOS)
path using a directional antenna or taking advantage of nearby obstacles. Also, inadvertent
yet abnormal estimator behaviors can lead to anomalous position estimates or excessive
location error. Thus, securing position location against spoofing attacks will contribute
to reliable positioning in many applications where malicious attacks are not of concern.
Also, dealing with attacks is similar to handling the issues with large position errors (e.g.,
characterization, detection and localization).

1.3 Problem Statement

In this dissertation we are mainly concerned with location spoofing attacks launched by
a wireless node (the mobile) to falsify (degrade) its own position estimate 6 = [2,§]7. To
describe the problem of location spoofing, consider a basic location problem where the mobile
position (z,y) is determined using a set of m range estimates {d;}"; as in Eq. (1.1). The
range estimates can be obtained based either on RSS measurements { P}, at the anchors
using the maximum likelihood (ML) estimator of distance d;:

Py (dBm)-P; (dBm)

CZZ' = d() -10 tonp (15)

where n, is the path loss exponent and F; (a function of mobile transmit power P;) which is
the signal power observed at a close-in distance dy or on TOA measurements {¢;}7, through
the equation

di = (ti —tiz)c (1.6)

where t;, t;, and c are the receive time at the i¢th anchor, transmit time at the mobile and
the speed of light, respectively. That is, t; — t;, is the time of flight between the mobile and
the ith anchor. In the absence of noise or multipath fading, the position estimate will be
the same as the true position as illustrated in Fig. 1.1a. While the mobile is supposed to
transmit a signal at a known power level P, for RSS or at a known time ¢, (the transmitter
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Figure 1.1: An example scenario of a location spoofing attack (noiseless case). (a) No
attack. (b) Under beamforming attack. The shaded entity indicates the one in charge of
signal measurements, while the entity whose name is in a box indicates the signal source.
The dotted circles centered at each anchor position and the star represent range estimates
and the resulting (falsified) position estimate, respectively.

parameter values may be informed to the anchors afterward), an attacker can falsify P, or t;,
(which is under attacker’s control) to disguise its distance to the anchors and the resulting
position estimate. This simple attack situation is illustrated in Fig. 1.1. As noted, the major
security concern arises due to the passive dependency of location algorithms on the mobile
which is potentially malicious. However, even if we remove the dependency, for example,
using other types of location systems (e.g., DRSS and TDOA), there still exist security risks
specific to the system. More details on the security issues with more practical scenarios will

be discussed in Chapters 4 and 5.

This work investigates the assessment, detection and localization of location spoofing at-
tacks by focusing on fundamental location estimation problems. In particular, we develop
an approach based solely on RSS measurements which thus can be applied to nearly any
wireless system without requiring additional radio resources or hardware. Further, in many
security scenarios, RSS will only be available information in order to detect and track wire-
less attackers or jammers which are obviously not communicative. Despite our emphasis on
RSS-based location estimation and its security issues, many of the basic concepts and results
can be applied to any range-based position location network, not just RSS-based systems.

In summary, the main problems that we address in this dissertation are as follows:



e Exploring the fundamentals of range-based position location, specifically RSS-based
location estimation;

e Characterizing location spoofing attacks and the resulting impact on a location esti-
mator;

e Assessing the quality of a node’s location estimate under attack to measure the asso-
ciated security risk;

e Detection of both signal strength and beamforming attacks;

e Mitigating the anomalous behavior pf a location estimator and reducing the error in
both attack-prone and attack-free conditions;

e Position location resilient to location spoofing attacks as well as reliable location esti-
mation.

The efforts of this work will contribute toward the security of a location system while ensuring
the availability, integrity and reliability of location information.

1.4 Related Work

Recent research activities concerning location spoofing attacks have primarily been derived
from two increasing concerns: (a) attack position spoofing and (b) anchor signal spoofing.
The two types of attacks are classified according to whether the target location information
to be falsified or disrupted is the attacker’s own position (i.e., attack position spoofing) or the
victim’s position (i.e., anchor signal spoofing). Despite our focus on attack position spoofing
in this work, most of our discussion and results can also be applied to anchor signal spoofing
due to the fundamental similarity between the two attack types. We will look further into
the major types of location attacks and present a survey of recent work on each attack type
in Chapter 4.

Due to current research interest and greater vulnerability, most of the prior studies on
attack position spoofing focus on infrastructure-based networks (e.g., WLANSs), whereas
most of the efforts to defend against anchor signal spoofing consider (large-scale) ad-hoc
sensor network applications. The former attack case typically deals with the detection and
localization of attacks using a pre-established reliable radio map [15] or RSS database [45,
46]. Their major drawbacks include limited application/attack scenarios and costly offline
training procedures which need to be repeated regularly to reflect the time-varying nature of
wireless environments. Further, in practice it would be challenging to construct a reliable,
accurate radio map due to unpredictable wireless channels, user behavior and interference.

On the other hand, the goal of the work against anchor signal spoofing is usually the location
discovery of sensors through the system-level protocol design or algorithmic approach (e.g.,



location verification using distance bounding [47-49], voting-based schemes [50,51] or de-
ployment knowledge [52]). The success of the approach will depend upon system/hardware
requirements, assumptions and/or application scenarios. Among these are a directional
antenna in each anchor, sufficient radio resources, the absence of jamming/interference, a
majority of benign observations and common control channels.

To protect position location networks from location spoofing attacks, researchers have pro-
posed techniques for detecting or positioning location attacks. Among the techniques are
either a range-based approach using statistical methods (e.g., linear least squares (LS) [45],
least median squares (LMS) [53], minimum mean square estimation (MMSE) [51]) and lo-
cation verification algorithms [47,49,51], or a range-free approach [48,50,54]. The previous
studies (which typically require pre-established infrastructure or prior statistical knowledge)
increases the resiliency to attacks at the expense of overall location accuracy in the absence
of an attack and/or high computational and hardware complexity. As a result, this tradeoff
limits the applicability of the approach. Further, adversaries could take advantage of the
prior information used by the approach. The details of the previous work can be found in
Chapter 4.

1.5 Original Contributions and Outline of Dissertation

To the best of our knowledge, this dissertation includes the most comprehensive treatment
and several new aspects in regard to securing position location against location spoofing
while focusing on fundamental location estimation issues. Due to our general approach to
the problem, specifically the assessment, detection and localization of attacks, our discussion
and concepts are not limited to a specific set of applications or requirements unlike previous
studies. The approach neither relies on the cooperation of the mobile nor requires any prior
statistical or environmental knowledge such as pre-established infrastructure, offline training
or error statistics. To make the approach flexible and applicable to various scenarios and
systems, we only use signal strength (SS) observations which can readily be acquired in
(nearly) every wireless system without any system modifications. This SS-based framework
can be integrated into another type of location system as a hybrid approach for better
location accuracy. Further, since location attacks are manifested as modifications to the
observed RSS values, we characterize the effects of location attacks on range and location
estimation. Despite our focus on source localization using RSS measurements, this work can
be extended to self-positioning involving unreliable/malicious anchors, jammers or rogue
APs as well as other measurement types.

The outline of this dissertation and the main original contributions highlighted in each
chapter are as follows:

In Chapter 2, we first discuss the optimality criterion or risk measure which is used in this
work to evaluate the performance and security risk of location estimators and techniques.
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Then, primary factors in designing a radio location system are presented. We also describe
major sources of location error and how to mitigate them to understand their impact on
range and location estimation in comparison to location attacks. Chapter 2 also presents
the realistic adversary and radio propagation models employed in this study.

Original Contributions in Chapter 2:

e Establishment of a practical simulation environment where realistic adversary and
spatially correlated shadowing models are developed.

In Chapter 3, we present the fundamentals of RSS-based position location, specifically major
techniques (i.e., range-based, RF fingerprinting, proximity-based), geometric interpretations
and location estimators (i.e., CRLB, ML estimator, LS estimators). Then, RSS- and DRSS-
based localization methods are evaluated in correlated shadow fading conditions and their
performance results are compared. In addition, Chapter 3 compares numerical optimization
algorithms for location estimation and presents an initial solution selection algorithm for
DRSS-based localization.

Original Contributions in Chapter 3:

e Comprehensive overview of RSS-based position location from various aspects in-
cluding major localization techniques, estimators and optimization algorithms [55];

e Development of a DRSS-based positioning approach and its comparison with RSS-
based positioning in the presence of spatially correlated shadow fading;

e Development of an initial solution selection algorithm for DRSS-based location es-
timation.

In Chapter 4, we discuss security issues for position location, specifically major types of
location attacks and security risks in RSS-based positioning, along with a survey of recent
work on each attack type. Then, we investigate the impact of location spoofing attacks on
location accuracy with several examples. When examining the impact of location spoofing
attacks, Chapter 4 compares two typical location estimators; one assuming prior knowledge
of path loss rate and the other estimating the nuisance channel parameter jointly with the
position parameters of interest. The chapter also shows the impact of incorrect knowledge
of the path loss rate and the form of bias on range estimators.
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Original Contributions in Chapter 4:

e Examination of location attacks and their categorization into: (a) attack position
spoofing, (b) anchor signal spoofing and (c) location disclosure [56];

e Investigation of the effects of location spoofing attacks against two typical location
estimation strategies;

e Showing the significant impact of incorrect estimation of path loss rate on estimator
performance, particularly from a security perspective.

Chapter 5 provides a characterization and analysis of location spoofing attacks. More specifi-
cally, we characterize attacks according to the form of bias to the individual range estimators
and subsequently the position estimator. Then, the behavior of a location estimator under
attack is analyzed from several key estimation aspects, namely knowledge of nuisance pa-
rameters, heavy-tail issues and the bias-variance tradeoff. Further, we investigate how the
bias-variance characteristics impact the performance of a location estimator and the theo-
retical limits to the estimator accuracy.

Original Contributions in Chapter 5:

e Mathematical characterization of location spoofing attacks in both range and loca-
tion estimation which are generalized into two types of estimator bias (i.e., uniform
or selective; positive or negative);

e Characterization of the behavior of a location estimator from fundamental aspects
of location estimation: (a) knowledge of nuisance parameters, (b) heavy-tailed be-
havior and (c) the bias-variance tradeoff;

e Analysis of the bias-variance tradeoffs of a location estimator and the related the-
oretical limits to the estimator’s accuracy from the perspective of general location
estimation.

Chapter 6 deals with the problem of attack detection. In this chapter, we first introduce a
novel approach termed bilateral dissimilarity detection (BDD) which exploits the bilateral
dissimilarity based on two SS-based estimators. Then, we present two methods for BDD;
one is a statistical method using point error signatures and the other is a pattern matching
scheme using topological error signatures. Also, this chapter describes the adverse effect of
node geometry on attack detection and how to improve the geometric adversity.
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Original Contributions in Chapter 6:

e Development of an approach to attack detection by exploiting the bilateral dissim-
ilarity of RSS- and DRSS-based location estimators. This approach can assess the
anomalous behavior of a location estimator due to an attack without the aid of prior
statistical or environmental information;

e Development of two techniques for attack detection based on point or topological
error signatures which require neither prior statistical nor environmental knowledge;

e Identification of the adverse effect of node geometry on attack detection and how
to reduce the geometric impact and thus improve the detection performance.

The objective of Chapter 7 is to localize a mobile device which may be attempting to falsify
or disrupt its position information. To achieve this goal, we develop an attack-resilient
location estimator, termed the penalized Joint LS estimator, based on our understanding
of the major security risks in RSS-based location estimation. Specifically, we developed the
joint optimization approach with a penalty function which is employed to exploit additional
information about radio range constraints. As a result, the impact of anomalous location
estimates with large error on location accuracy is significantly reduced. The resiliency of the
estimator is further enhanced by correcting residual anomalous errors once they are detected.
This chapter also presents a metric for assessing the security risk of a node’s location estimate
with respect to location error.

Original Contributions in Chapter 7:

e Development of a unified framework which includes the substantial reduction of
large location error, and the discovery and correction of residual anomalous errors.
This framework requires neither any prior statistical and environmental knowledge
nor pre-installed infrastructure and system protocols;

e Development of a penalized joint LS estimator which is resilient to location attacks;

e A framework for measuring the security risk of a mobile’s location estimate with
respect to location error;

e Development of a novel algorithm for iteratively correcting excessively large errors
due to an attack or other systematic bias.




Chapter 2

Background

In this chapter we first introduce the optimality criterion for location estimators—that is
the mean square error—which can measure the goodness or risk of location estimates. This
risk measure will be used to examine the impact of location attacks on location accuracy
and analyze the behavior of an estimator in the presence of attacks. Then, major factors
in location system design are introduced in order to discuss important issues that need to
be taken into consideration in the design of a location system. Also, we describe primary
sources of location error and the corresponding mitigation techniques to understand their
impact on location estimation in comparison with location spoofing attacks. Specifically,
the error sources are multipath fading, NLOS propagation, shadow fading, systematic bias
and the geometry of nodes. Because many of the results in this dissertation are based on
computer simulation, we develop practical adversary and simulation models which are used
for the study of two important issues: the impact of spatial correlation in shadow fading and
the impact of location spoofing attacks. Effective attacks found from the simulation study
are then applied in order to evaluate the performance of attack detection and localization
techniques developed in this work.

2.1 Optimality Criterion and Risk Measure

Location estimation is a classical estimation problem in which the parameters @ of interest are
deterministic but unknown. A location algorithm solves the problem by determining 8 based
on a set of signal observations {vy, v, ..., v, } which are subject to environmental /systematic
biases and various errors. Therefore, one of the primary goals of a location system designer
is to search for an optimum location estimator 0 given system constraints and application
requirements. To this end we need to adopt some optimality criterion for the estimator
which can also be used for a goodness measure of its localization performance.

In signal processing, the most widely used (and important) criterion is the mean square error

13
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(MSE), defined as

MSE(9) = E{]6 - 8]} (2.1)

which is the average squared norm error of the estimator that is equal to the sum of the
average squared deviation of each estimator from its true parameter value. Despite the use
of notation @ as a collection of the unknown parameters, when evaluating the performance of
location estimators or techniques, we will only incorporate the position parameters (not the
nuisance parameters) in @ which are of our particular interest, unless indicated otherwise.
As noted, the MSE is a direct measure of location estimation error or estimator performance.
Many studies on position location employ several other goodness measures such as mean,
median (50th percentile) and other percentile values. However, one should be cautious about
using them alone since they do not take into account important aspects of location error such
as bias and heavy-tail issues described later in this dissertation.

In statistical decision making, the MSE is a risk function of a statistical decision based on
the quadratic loss function [57]. It can measure a (Bayes) risk or mean loss of an estimator’s
decision on the location estimates. Location security system designers wish to minimize this
risk quantity while adversaries typically attempt to maximize it by employing one or more
effective attack strategies. Therefore, we explore the effect of location spoofing attacks on
location estimators in terms of the square root of MSE or root mean square error (RMSE).
We use the RMSE throughout this work since it has the same unit as the position coordinates
being estimated (i.e., meter).

2.2 Factors in Location System Design

As listed in Table 1.1, there have been a variety of radio location systems or techniques
developed by incorporating specific design aspects for a target application. Specifically, we
take into account many factors leading to the tradeoffs between localization performance and
system complexity. Some factors are system constraints while others are desired performance
requirements for a specific application.

2.2.1 Environment

One of the primary design factors is the environment, i.e., where the system will be deployed.
Since this is typically a design requirement which limits the system performance, we need to
explore other design factors carefully to ensure that the system will operate reliably in the
environment. For position location, the environment is typically classified as either indoor,
urban or other. For both indoor and outdoor environments, one of the important decisions is
whether or not to use the existing infrastructure such as APs, Wi-Fi hot spots, and cellular
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phone systems. When considering the outdoor environment, we need to choose whether to
use GPS due to its high location accuracy, convenience and ubiquity. Although the price and
size of GPS receivers continue to drop, the constraints still limit its use for many consumer
electronics and wireless devices. We also note that a high percentage of wireless devices or
phones are used in indoor and urban areas, where severe multipath fading impedes many
location techniques including GPS.

2.2.2 Signal Parameter Measured

Taking into account the environment, accuracy requirements, and system constraints, we
must choose which position-related signal parameter (i.e., RSS, DRSS, TOA, TDOA, or
AOA) will be used for location estimation. This decision has a considerable impact on
achievable location accuracy, hardware requirements, and system complexity. Due to this
significant role, it is common to classify location systems according to a signal parameter
used by the system as done in Table 1.1. Localization methods based on AOA, TOA, and
TDOA including their hybrid approaches can generally provide fine ranging resolution, but
require relatively high computational power and/or complex hardware to retain bearing for
AOA or high-precision timing and synchronization for TOA and TDOA. On the other hand,
RSS-based positioning typically provides location estimates of lower accuracy, but is a cost-
effective solution without the aid of additional hardware. The more attractive aspects of
using RSS measurements for localization are discussed in Chapter 3.

2.2.3 System Structure (Measurement Entity)

In implementing a radio location network, a system designer needs to choose one of three
possible system structures, either network-based positioning, client-based (or client-assisted)
positioning, or collaborative positioning. In network-based positioning systems (e.g., AOA-
based systems, U-TDOA, RF fingerprinting), the network measures signals from a mobile
client via APs or base stations (BSs) and computes the mobile’s position with/without the
client’s cooperation. On the other hand, in client-based or -assisted positioning networks
(e.g., E-OTD, OTDOA, A-FLT, A-GPS), a mobile client measures signals broadcast by
each anchor, and then calculates its own position (i.e., client-based positioning) or forwards
the measurement data to the network (or central solver) for a position calculation (i.e.,
client-assisted positioning). On the contrary, a system designer may consider a cooperative
localization approach particularly for multihop ad-hoc networks. In this approach, unlocal-
ized neighboring sensors communicate with each other and use peer-to-peer measurements
to form a location map of the network [12,13,58]. This approach has attracted growing
attention in recent years due to the increasing popularity of WSNs.
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2.2.4 Other Design Factors

Other factors taken into consideration include the target’s mobility /speed, the number of
unlocalized nodes, the number of anchor nodes, the network architecture, location secu-
rity /privacy issues, and government policies.

2.3 Sources of Location Error and Mitigation

Localization performance is fundamentally limited by various estimation biases and errors.
However, signal or RSS measurements are so unpredictable that it is important to understand
their sources of error in order to design a robust location system with a desired accuracy.
Further, in location security, the natural errors impede the detection and localization of
location attacks. We thus discuss major sources of error as well as key techniques developed
to mitigate the errors.

2.3.1 Multipath Fading and NLOS Propagation

Multipath fading is the major concern in wireless environments since it degrades the re-
liability and accuracy of a location system considerably. This error source which, causes
frequency-selective fading, is random and unpredictable by nature [40]. It varies with node
geometry, mobile position, and the surrounding environment. The effects of multipath fading
are of great concern for many envisioned location applications which aim for operation in
indoor and urban areas, where an LOS path is typically blocked and substantial scattering
exists.

With respect to the NLOS issue, a great deal of research has been devoted to mitigating
NLOS bias effects in location estimation [59].

The primary observation concerning NLOS signals exploited in many studies is that NLOS-
corrupted measurements are positively biased so that a constrained optimization problem
as in Eq. (1.2) can be formed. Also, researchers have proposed algorithms which selectively
remove or scale NLOS measurements by examining the LS residual error of an estimator
for TOA [60], TDOA [61], and AOA [62]. Recently, ultra-wideband (UWB)-based ranging
techniques have been of considerable interest as a promising indoor location solution [21,23,
24].

2.3.2 Shadow Fading

Assuming multipath fading is averaged out or diminished, a received signal power envelope
fluctuates slowly over distance (refer to Eq. (3.1)). Then, the dominant error source is
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large-scale shadow fading. As discussed in Chapter 3, shadow fading values at different
locations are spatially correlated [63,64]. In the study of cellular phone systems, a primary
effort to mitigate this effect on link quality is made through macro diversity. However, few
effective techniques have been shown for position location. If some measurements are known
to be reliable, the LS residuals of the other measurements can be exploited to selectively
mitigate their effects. Note that RSS-based range or location estimators are biased over
typical wireless channels.

2.3.3 Systematic Bias or Error

In practice, radio location systems usually encounter systematic errors mainly due to imper-
fect receiver measurements, radio miscalibration, and hardware/software accuracy. While
most location studies ignore this type of error because of its unpredictable and complex
nature, it can be detrimental to location estimation. Systematic errors often bias location
estimators, thereby making the mean of the estimator different from the true value. When
the errors are constant to mobile target position or static over time for stationary targets,
they cannot be eliminated by repeating measurements or averaging over a number of observa-
tions. Nevertheless, recent advancements in radio and digital signal processing technologies
have considerably reduced their impact. Also, some techniques such as clock offset correction
and hybrid localization methods have been proposed to tackle this issue. If channel/noise
states are time-varying, a recursive Bayesian approach such as Kalman filters and particle
filters can be employed [65,66].

2.3.4 Geometric Node Configuration

The geometry of nodes or anchors relative to the mobile is a crucial factor that impacts
the localization performance. This error source has been studied particularly for the GPS
system in early location research, and is often termed the geometric dilution of precision
(GDOP) [19,67]. To minimize the adverse impact of node geometry, a location system
designer can increase node density or seek optimal anchor positions [68-70]. It is important
to note that such a geometric solution has recently become more attractive as wireless
connectivity has been rapidly increasing, along with a growing interest in WSNs/CRNs.

2.4 Adversary and Simulation Models

This dissertation deals with many complex problems where nonlinear complexities hinder
analytical or theoretical analysis. Thus, in this section we develop practical adversary and
simulation models upon which numerical analysis and simulation results are based. Here,
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our goal is to establish a practical simulation environment that replicates real-world ra-
dio/channel conditions. Special attention is given to constructing a realistic shadow fading
model with spatial correlation, and network scenarios with mobile devices of practical ra-
dio/antenna types. By accomplishing this task we can test various types of attacks to under-
stand their behavior, effectiveness, and potential impact. We will use the models throughout
the work unless otherwise mentioned.

2.4.1 Adversary and Network Models

In this work we desire to simulate general network scenarios while reflecting key features of
location estimators under attack. The specific network configuration assumed here employs
short-range (approximately 15 m) unknown/unlocalized mobile target(s) and 100 nodes with
known coordinates among which only a small fraction of nodes are hearable anchors as seen
in Fig. 2.1. Other unhearable anchors are not involved in localization process. The nodes
are randomly placed in a two-dimensional area of size 100x100 m? (g = 5 dB, the spatial
correlation distance of shadowing D. = 10 m, receiver sensitivity S,, = =75 dBm, n, = 4)
as shown in Fig. 2.1. The feasible solution region is set to be unconstrained due to the
unpredictable nature of radio propagation and the attacker’s unknown position.

The mobile targets are considered as legitimate network clients or attackers employing either
an omni-directional antenna or a directional (smart) antenna. Specifically, the adversaries
falsify either SS features (i.e., a signal strength or SS attack), an antenna beam pattern
(i.e., a beamforming or BF attack) or their combination (i.e., SS+BF attack). As detailed
in Chapter 4, the mobile position can be falsified by misinforming the network of transmitter
parameter values (e.g., P;, G;) or amplifying/attenuating the transmitted power with the
aid of hardware or environmental effects. The degree of such a falsification is termed the 5§
attack level.

Example 2.3 — Modeling a Beamforming Attack

In many applications, it is necessary to electrically steer an antenna main beam in a desired
direction. This adaptive BF or smart antenna technique can be employed by an adversary
to cause very large location errors—namely, a BF attack. One of the simplest yet commonly
used antenna types is a uniform circular array (UCA) due to the capability of steering a
main beam at any azimuth angle with little change in either the beamwidth or the sidelobe
level [71,72]. The array factor (AF) for a UCA-that is the radiation pattern assuming an
isotropic point source for each element—is equal to

AF(©,d) = %jl[nexp(jwn) (2.2)
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Figure 2.1: An example network scenario with 100 randomly placed nodes in an area of
100 x 100 m?. Two attacker models are employed using either an omni-directional antenna
(right top corner) or a directional antenna (left bottom corner) (P, = 0 dBm, S,, = =75 dBm,
n, =4, og = 6 dB, “o”: inactive anchors (i.e., not used for localization), “e”: active (i.e.,
hearable) anchors, “¥”: mobile’s true position).

where © and ® are the radiation direction on the x—y plane and along the z-axis, respectively.

N, is the number of array elements and w,, = 27“da sin ® cos(© - 0©,,) +a,. Here, A and d, are

the signal wavelength and the radius of the circular array, while I,, and a,, are the excitation
amplitude and phase of the nth element, respectively. ©,, = 2”7" is the angular position of

the nth element on the x—y plane. Concerning the development of an adversary model, it is
of our interest to:

(a) Find an equation for a, to direct the mainbeam to a desired direction (©q, ®y) given
I, =1.

(b) Assuming a 2-dimensional location problem (i.e., ® = 90°), examine the antenna pattern
and AF azimuthally through 360°.

(c) Examine how an adversary can reduce the main beamwidth, and the advantages and
disadvantages of having narrower /wider beamwidth from an attacker perspective.

Solution

(a) In order to direct the peak of the main beam in a desired direction (O, ®¢), the phase
of the nth element needs to be

2
ay, = —Tﬂda sin & cos(©g - 6,,) (2.3)

and I, = 1 so that the maximum of AF occurs for w = 0.
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Figure 2.2: (a) Directional antenna pattern of an eight-element uniform circular array and
(b) the corresponding array factor (AF) at each radiation direction.

(b) Using the above antenna equations, a beamforming pattern can be examined. As an ex-
ample, we plot the beam pattern using an eight-element UCA with N, =8, ©y = 45°, & =90°
and the corresponding AF at each azimuth angle in Fig. 2.2. In the rest of this dissertation
we use a random beam direction ©g € [0,27] to launch a BF attack.

(c) As N, increases, the main lobe narrows. Consequently, the attacker can reduce the
number of “hearable anchors” within the main beam, making itself less visible to the lo-
cation system. A smaller number of anchors (i.e., smaller RSS data size) generally leads
to a degradation of the location accuracy. However, more sidelobes appear with increasing
N,, although the peaks decrease. Thus, more anchors “behind” the attacker may observe
the signal for better node geometry. Further, such a geometric improvement will enhance
the performance of attack detection and localization as well as the reliability of location
estimation. This geometric issue will be investigated further in Chapter 6.

2.4.2 Spatial Correlation of Shadow Fading

As described in Chapter 3, it is typically observed that shadow fading effects at different
receiver locations are spatially correlated. Thus, it is important to take into account the
spatial correlation when analyzing the performance of location estimators and the impact
of location attacks. We now present a mathematical model that characterizes the spatial
correlation of shadow fading.

A correlated shadow fading vector X, = [X,,, -, X,,,]7 can be generated by the following
procedure. First, we obtain an m xm covariance matrix K where the ij-element is computed
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Figure 2.3: A “shadowing map” with spatial correlation generated using Eq. (2.4) with
D.=10m and o5 =6 dB.

as

d.: 2 e _

K;(di;) = 0% exp (-D—’im) _ { o ! jz_ Y (2.4)
where D, is termed the correlation distance. The above equation indicates that the spa-
tial correlation between any two locations separated by a distance d;; exponentially decays
with a constant correlation distance D.. Previous empirical studies have shown that this
location-dependent shadowing model reflects well the real wireless environment [73,74]. The
symmetric and nonnegative definite matrix K is then decomposed into K = LL” by means
of Cholesky factorization [75] which can be used to create X, = Lw. Here w = [wy, -, w;, |7
is a vector of m zero-mean, unit-variance, uncorrelated random variables. The resulting
“shadowing map” generated by one simulation instance is shown in Fig. 2.3.

In position network simulations with large data sizes (e.g., large-scale WSNs), the above
procedure via a matrix operation with Eq. (2.4) may be too computationally intensive and
require memory too much. An alternative means for approximating the effect of correlated
shadowing is to use a distance-independent covariance matrix (assuming ps,, = ps,,)

2 . . — .
K,={ °5, Hi=J (2.5)
ps,;0g ifi#]

instead of Eq. (2.4). Note in this model that as the correlation pg increases, the overall
shadowing variance of AX, in the DRSS case (refer to Eq. (3.8)) tends to decrease. (This
relationship can be seen from Eq. (3.13).) According to our simulation results, the aver-
age performance of both RSS- and DRSS-based location estimators with Eq. (2.5) closely
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approximates that with Eq. (2.4). Nevertheless, we employ a more sophisticated spatial cor-
relation model given in Eq. (2.4) in this dissertation except in Chapter 3 where the average
estimator performance is of particular concern.



Chapter 3

Fundamentals of Received Signal
Strength Based Position Location

3.1 Introduction

In this dissertation, our approach to detecting and locating a malicious node which is at-
tempting to falsify its position is developed based on using received signal strength or RSS
measurements. Thus, it is important to understand the fundamentals of RSS-based po-
sition location and the associated estimation issues. To this end, this chapter addresses
the fundamental aspects of location estimation based on RSS measurements. The problem
of RSS-based location estimation can be mathematically formulated as one introduced in
Chapter 1, where the measurements are signal strength (SS) or power levels of the mobile
device-emitting RF energy-observed at a set of anchor nodes.

Localization techniques using RSS measurements are classified mainly into (a) range-based
positioning, (b) RF fingerprinting and (c¢) proximity-based positioning (see Section 3.2).
While we introduce all three techniques in this chapter, we focus our attention on the method
of range-based positioning (see Sections 3.3-3.5) which will be used for attack detection
and adversary localization later in this dissertation. Specifically, we discuss their geometric
interpretations, solutions, achievable location accuracy, and optimal/practical estimators.
Then, we show via simulation results the effect of spatially correlated shadow fading, the
number of anchor nodes, and path loss rate.

3.1.1 Why is RSS Attractive for Localization?

The task of location estimation has attracted a great deal of attention from academia, indus-
try and the military for over 60 years. In the early years, most research activities were driven
by the military demand for target detection and tracking (e.g., radar and sonar). The most

23
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stringent requirement of military applications is the accuracy of location estimation, while
the system cost and complexity are typically not a major concern. On the other hand, the
aforementioned civilian location applications which have led to many recent location studies
from academia and industry are very concerned about the cost, complexity and feasibility
of a location system. For many practical location applications, the goal of a location system
designer is to minimize the system requirements despite reasonable degradation in location
accuracy. To this end, an RSS-based approach is an attractive candidate for position location
in wireless networks.

It should be noted that in the early years, location applications employed only a small num-
ber of sophisticated receivers or sensor/antenna arrays, typically as few as two or three,
particularly for long-distance positioning. Consequently, it was typically preferred to use
TDOA/TOA or AOA measurements over RSS to achieve high location accuracy [76-78].
However, the recent proliferation of wireless devices and networks has enabled a larger num-
ber of observation points which are thus relatively close to the mobile target. Further, new
wireless applications and services for which the RSS approach is suitable have been devel-
oped, particularly in indoor and urban non-line-of-sight (NLOS) environments. In these
scenarios, an RSS-based approach is a viable, cost-effective solution which can be applied to
a broad range of applications, while providing comparable location accuracy.

Despite lower location accuracy with a small number of nodes in general, RSS-based lo-
calization is a simple, low-complexity method which can be integrated into another type
of location system as a hybrid approach. Particularly, RSS values are readily available in
(nearly) every wireless system without additional hardware or system modifications. In fact,
RSS information is required by many wireless standards and specifications for the purpose
of basic radio functions such as clear channel assessment, link quality estimation, handover,
and resource management. Further, it may be the only ranging information available, for
example, in severe multipath environments or for surveillance/security applications.

3.2 Techniques Using RSS for Position Location

We next describe the major RSS-based localization approaches: (a) range-based positioning,
(b) RF fingerprinting and (c) proximity-based positioning.

3.2.1 Range-Based Positioning

The signal power or RSS observed over wireless channels changes in a random and unpre-
dictable manner, and thus can only be characterized statistically. Therefore, a statistical
model for RSS is employed to estimate a transmitter-receiver distance or “range” d; which
is then used to infer location coordinates via lateration as described in Section 3.3. On
the other hand, noting that this method is sub-optimal we can also incorporate the model
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directly into an optimization framework as in Section 3.4.

Statistical Model for RSS

In the wireless transmission media, a signal transmitted by a mobile device travels along
a number of different paths of varying lengths, referred to as multipath. This radio prop-
agation causes signal distortions and fades which are attributed to reflection, scattering,
diffraction, and/or refraction from buildings, trees, furniture and other obstructions in the
environment [40]. The overall loss in signal strength is typically characterized as a product of
three factors; namely, local mean propagation loss, long-term or slow fading, and short-term
or fast fading. The first two factors are considered large-scale (i.e., 10’s or 100’s of meters)
effects, whereas short-term fading is a small-scale (i.e., <1 m) effect.

Let us consider a location system where m anchor nodes estimate their distances d; to the
mobile of interest using the observed signal strength {P;}7,. The received power or RSS
(dBm) at a transmitter-receiver distance d; for the ith anchor is characterized as

P(d;) = P, ~(PL(d;) + Mp, + X)) (3.1)

Total propagation loss on the ith link

where P, (dBm) is the mobile’s transmit power and PL(d;) (dB) is the local mean propa-
gation or path loss as a function of distance d;. The small-scale fading Mg (dB) generally
varies abruptly (as much as 30 or 40 dB) over a distance of only a fraction of a wavelength.
On the other hand, X, (dB) is the slow-term fading due to shadowing effects. Thus, by
relating the received power P(d;) to a path loss model for PL(d;) we can estimate d;.

The path loss (PL) is typically modeled as a function of PL(dy) (dB) measured at a close-
in reference distance dy (< d;) or predicted by an empirical model (e.g., Eq. (3.7) with
d; = dp). As many measurement campaigns [40,63] and analytical results [79] have shown,
the relationship between path loss and distance can be captured in a log-distance equation

PL(d:) (dB) = PL(do) + 10m, log,g (%) P X, (3.2)
0

where n, is termed the path loss exponent or gradient, indicating that the transmitted signal
power P, decays with d™ on average. The value of n, typically ranges from two (in the free
space or clear LOS channels) to five, which tends to increase with more NLOS paths [40].
Assuming that the effect of small scaling fading is reduced by averaging it out over a range of
frequencies, space or some time period, location estimation using Eq. (3.2) is mainly subject
to large-scale shadow fading X, ~ N'(0,03%); it is empirically modeled as a log-normal random
variable with zero mean and variance 0% (og in dB). This environment-dependent variability
is one of the most influential yet unavoidable factors in RSS-based localization. Hence, the
received power P at d; is also log-normally distributed with mean P as

P(d;) (dBm) ~ N (P(d;),0%) (3.3)
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where the ensemble mean received power

P(d;) (dBm) = P(dy) (dBm) - 10n,,(log;o d; — log;, do)- (3.4)

Equivalently, the modified observation v; at anchor 7 is defined as
v (dB) = P(dy) - P(d) (3.5)
= L(d;) + X,

where L(d;) = 10n,(log,,d; —log,,do). Noting that d; is a function of the unknown target
position (z,y), we will use the notation L;(0) interchangeably depending on the context.
Due to the log-normal shadowing term, the observation v; is also log-normally distributed
with mean L;(€) and the probability of density function (PDF)

(i - Li(O))Q)'

1
v;;0) = ex
fV( ) \/%O'S p ( 20_§

(3.6)

Basics of Differential RSS

The received signal power P(dy) at dy in Eq. (3.5) is a function of two types of parameters—

that is transceiver and environmental parameters—as reflected in the Friis free space equa-

tion [40]

GLYGL LN
(i)

P(do) = B (3.7)

where G; and L; (or G, and L,.) denote antenna gain and system loss factors of a transmitter
(or a receiver), respectively. A is the wavelength of the transmitted signal. In this unob-
structed LOS channel model, the signal power decays according to the inverse-square law
(i.e., n, = 2). To minimize location error, we should know or estimate the system parame-
ters as precisely as possible, thus requiring offline calibrations. However, in many practical
situations, this manual effort may be too costly or infeasible. Even if the environmental pa-
rameters can be accurately determined or known a priori, the transmitter parameter values
may not be readily available at the anchors, or could be erroneously reported or even falsified.
In most studies, the values are assumed to be perfectly known a priori. This assumption
is made by relying on some form of cooperation from reliable signal sources (e.g., via a
predefined beacon/pilot signal) and an accurate radio calibration of the transmitter. This
passive dependency raises security concerns for location systems subject to various attacks
as presented later in this dissertation.

One means of eliminating or reducing the need for knowledge of the system parameters is to
change the observation to differential RSS or DRSS

vij (dB) =v; —v; (3.8)
= L(dz, d]) + AX%.
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where

L(d;,d;) = 10n,(log,, d; —log, d;) (3.9)

and L(d;,d;) (or L;;(0)) is a differential log-distance path loss model with ¢, j € {1,...,m}, i <
j. As a general rule of notation in this work, the subscripts fall in this range, unless indicated
otherwise. It can be noticed that all or most of the transmitter uncertainties in P(dy) are
removed. Also, note that RSS measurements at m anchor nodes yield an un-ordered set of
M distinct DRSS measurements and corresponding path loss equations where

m_1+(m—1)(m—2)

2 ~—— 2
basic

M:(m):m(m—l) _

) (3.10)

redundant

in which an 7j-pair and a ji¢-pair are counted only once. This means that the whole set of
size M can be determined by a linear combination of the m — 1 basic (or non-redundant)
measurements. The geometric interpretation of these equations for localization is presented
in Section 3.3.

Example 3.1 — Statistical Features for DRSS

Based on the fact that shadow fading X, and the RSS observation can be modeled as log-
normal, we can find the joint PDF of two shadowing components X,, and X, at anchor
positions i and j. Because P(d;) is a Gaussian random variable (conditioned on the distance
d;), the random variables P(d;) and P(d;) from the same signal source are jointly Gaussian
in the log domain. Specifically, the two random variables X,, and X, can be related by a
bivariate Gaussian distribution so that the joint probability density of X,, and X, is

1 oxn |- (02 = 2ps,min; +n?)
2mody /1 - p?gij 20%(1 - p%ij)

where pg, is the correlation coefficient reflecting the degree of spatial correlation between the
shadow fading components at any two locations i, j. The PDF for AX,, = which represents
the difference of the correlated Gaussian random variables can be derived using Eq. (3.11)
as

Fxar X0, (Mism5) = (3.11)

1

fax, (An;) = 5 - (3.12)

2mogy/1-pg.

o =07 = 20, = D) + (i = Api)?)
. f exp

dn;
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so that

fax, (Ani;) =

_An2
! ). (3.13)

exp|————"—
205\/ ﬂ-(]‘_psz‘j) (40—%(1_psij)

It is clear that AX, is Gaussian with zero mean and variance 6% = 2(1-pg,,)0%. The variance
6% can also be derived as 6% = 202 -2C(X,,, X,,) where the covariance C(X,,, X5,) = ps,;0%.
From Egs. (3.8) and (3.13), we can see that the observation v;; is log-normally distributed

with mean L;; and variance 6% = 2(1 - pg,,)0g. Thus, its PDF is

fv(vij; 0) = (3.14)

1 —(vij — Li; (0)?
exp (L~ L0(O)%)
20‘5\/7T(1—p5ij) 405(1_p5¢j)

which depends on the spatial correlation pg,; of shadow fading components over different
links.

Although most existing studies in RSS-based localization simply assume that shadowing
noise components at two locations are independent (i.e., ps = 0), in reality the spatial
correlation of shadow fading is often substantial due to similar terrain or obstacles on the
signal propagation paths between the source and anchor nodes. It has been found in previous
empirical studies that a typical value for the correlation coefficient ranges from 0.2 to 0.8
in indoor [63] and outdoor [64] channels, and as the angle and distance between a pair of
reference locations decreases, the correlation tends to increase. Therefore, for simulation
studies, it is important to take the correlation into account for accurate analysis of signal
strength-based location estimation [80]. In this work, we employ the model for the spatial
correlation introduced in Chapter 2.4.2.

3.2.2 RF Fingerprinting

We have discussed earlier that multipath fading degrades the performance of a location sys-
tem significantly. Especially in indoor and urban environments where many recent location
applications are targeted, the effect of fading is often so severe that other positioning tech-
niques based on TOA/TDOA and AOA encounter difficulties. Also, range-based positioning
using RSS will experience higher shadowing variance under greater multipath fading.

In the multipath location problem, we can exploit the high variability of multipath signals to
relate each position z; = [x;,y;]7 to its unique signal signature F; which is referred to as an
RF “fingerprint” [15]. The more the signal strength varies over different locations, the more
selective fingerprints can be collected, thus leading to better location accuracy. The simplest
form of the signal signature JF; is a vector of RSS readings at each anchor position, thereby
avoiding sophisticated hardware. When each receiver can provide its measured multipath
delay profile, the fingerprinting resolution can be improved. However, since the acquisition



29

RF signature
measured online
at each anchor

Fj=[s1,52,s3]

Location

. |::> estimate for

mobile

| coien  xE211
matching

stored g
offline at i

Database

Y-coordinate (m)

<
“
RF fingerprint map ‘)‘s(ﬁn

measured offline at each_‘@‘_

anchor (same area) \\ El'j 5 10 15 0 b >

A-coordinate (m)

Figure 3.1: An illustration of RF fingerprinting for locating a mobile device.

of the multipath profile usually requires wide signal bandwidth and sophisticated hardware,
it may be too costly unless the existing infrastructure provides that capability.

As illustrated in Fig. 3.1, the process of RF fingerprinting can be divided into the following
two primary phases as similarly implemented in [15].

L. Offtine training phase-For each of N positions {z;}L; (on a grid) in the area of interest,
signal measurements are taken at m observation (or receiver) points to produce the
associated RF fingerprints {F;},, where F; = [sj1,...,5;m]". The observed data s;
can be an RSS value, a multipath delay profile, and/or orientation of the operator’s
body. Then, the fingerprints are collected to construct a “radio map” which is stored
in a database prior to the localization process.

2. Online localization phase—Upon arrival of a signal, the signal signature of interest
Fi=[5i1,...,85m]" for mobile i is extracted and compared to the radio map using one
or more pattern matching techniques (e.g., k-nearest neighbors, naive Bayes classifiers).
Then, the mobile position is estimated as 2; = [Z;,9;]7 by selecting the best match or
interpolating among the best matches on the radio map.

Despite attractive aspects of RF fingerprinting, there are practical issues that hinder widespread
adoption of the approach. In particular, the construction of accurate RF fingerprints or a
radio map requires considerable offline effort and cost due to offline measurements, manual
calibration, thorough site planning, and more. Also, since wireless channels and networks
are inherently time-varying, the radio map needs to be updated regularly (e.g., when large
furniture or a wall is removed). Therefore, the success of this RSS approach will depend on
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how one addresses unpredictable wireless environments, interference, user behaviors (e.g.,
antenna/body orientation), costly hardware and other practical issues.

3.2.3 Proximity-Based Positioning

In distributed ad-hoc wireless applications such as WSNs, a majority of sensors with un-
known position try to localize themselves through cooperation—what is sometimes referred
to as relative positioning [12,81]. Their absolute positions are then found with the aid of a
small number of reference nodes with global coordinate knowledge. Relative position loca-
tion can be accomplished using range-based techniques. However, in large-scale networks,
iterative optimization algorithms generally create challenging issues of computational ineffi-
ciency, non-guaranteed global optimality and convergence to construct a global map of node
locations. Also, for some WSN applications, just coarse-grain sensor locations are sufficient.

In such location scenarios, range-free localization techniques based on proximity or connec-
tivity information are attractive. By “connectivity” we mean whether or not unlocalized
sensors/nodes are within communications range (or radio range) with others in the network.
The principle of this approach is that the relative positions of (neighboring) nodes in the
network are found according to the proximity constraints. As a descriptive example, a pair of
unlocalized sensor position vectors “push” each other to be outside the radio range when the
sensors are not connected. On the other hand, when connected, the position vectors “pull”
each other to be within the radio range, but this effort may be restricted by other neighbors
which do the same to them. When RSS readings are available, this simple proximity infor-
mation can be enhanced by taking into account approximate distances (or ranges) among
the nodes. This principle can be implemented by various means among which we choose a di-
mensionality reduction approach below to demonstrate the proximity-based concept. Other
approaches are described with references in [13].

Dimensionality Reduction Using Geographical Proximity

In recent years, the problem of dimensionality reduction has arisen in various fields of re-
search dealing with large amounts of high-dimensional data including psychology, computer
vision, artificial intelligence, and cognitive sciences [82,83]. The popularity is a consequence
of the growing awareness that the underlying structure of relations among the observed data
can be revealed and their similarity (or proximity geometrically) can be observed through
the concept of dimensionality reduction. Specifically, in this process, the fundamental in-
formation of high dimensional data can be embedded and visualized as a set of points in a
low-dimensional space. For example, a number of images of a person’s face depicting differ-
ent appearance variations such as illuminations and poses are explored and then visualized
as a set of 2-D or 3-D dimensional vectors in a Euclidean space, where axes are associated
with observed modes of variability [82].
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Recently, many attempts have been made to develop efficient algorithms that discover a geo-
metric embedding structure of input data, while integrating classical algorithmic features of
dimensionality reduction such as guaranteed global optimality and convergence. Unlike tra-
ditional parametric approaches such as LS and maximum likelihood (ML) estimation through
which unknown parameters of some data model are optimized iteratively, they estimate the
parameters based on the functional dependence of the observed data on distance measures.
The type of dependence, whether linear or nonlinear, classifies dimensionality reduction al-
gorithms. Multidimensional Scaling (MDS) and Principal Component Analysis (PCA) are
classical linear dimensionality reduction algorithms [84], whereas Isomap [82], Locally Linear
Embedding (LLE) [83], Hessian-based Locally Linear Embedding (HLLE) [85] and Laplacian
Eigenmap (LE) [86] are those developed for nonlinear dimensionality reduction.

Among many types of MDS methods, classical MDS is the simplest one for quantitative data
(i.e., RSS measurements or proximity data), using one similarity matrix, and the proximity
between the data is treated as a Euclidean distance [87,88]. The key of the algorithm is to
find interpoint Euclidean distances d;; between a pair of data points z; = [;1,...,2ip|T and
zj=[zj1,...,x;p])T. These distances are then related to the proximity measures p;; of the
data of size n and dimension D. To reveal the linear relationship, a linear transformation is
applied to relate d;; to p;; such that d;; = a+ Bp;; where p;; are elements of an nxn proximity
matrix P. It can be shown that the matrix P is double centered so that the elements of P
satisfy the relation [88]

1 rn D
-5 (ng __me__zpu n_zgngj) = lekxjk (315)

Using singular value decomposition (SVD), the double centered matrix on the left side, say
G, can be found as G = LYXL7 so that we have a coordinate matrix X = LXY/2. By computing
the first 0 largest eigenvalues and associated eigenvectors we can determine the coordinates
of the sensors in the space of lower dimension 9 (0 < D) (e.g., 9 =2 in 2-D localization).

Despite some good features of the MDS algorithm such as the closed-form solution, global
optimality and convergence, the assumed linear relationship between the proximity measure
pi; and the Euclidean distance d;; should hold for reconstructing the original geometric map.
However, when exploiting useful proximity-related information such as the degree of proxim-
ity using a nonlinear path loss model in Eq. (3.2) or spatial correlation of the data [89], the
linearity assumption may be an oversimplification. Also, the classical MDS technique needs
global knowledge of the network, thus hindering its adoption in many application scenarios.
To address this issue, nonlinear manifold algorithms can be employed for dimensionality
reduction.

The main idea behind manifold algorithms is that despite the nonlinearity of the intrinsic
embedding structure of the data in a high dimensional space, a local neighborhood region
(where K points are grouped) is approximately linear. Thus, inter-point Euclidean distances
or weights in the small region can be used to represent the data while preserving the original
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nonlinear manifold. Isomap is similar to classical MDS except for the first stage that finds the
geodesic shortest path for a pair of all non-neighboring nodes. Most manifold algorithms try
to find the eigenvectors associated with the ? + 1 largest eigenvalues from the 9-dimensional
embedding coordinates. A detailed description of the algorithms can be found in in [82-86].

Note that these relative positioning algorithms produce the embedded relative map of sensor
coordinates. To obtain a global (or absolute) map of sensor coordinates, we need to exploit
knowledge of the anchors’ positions (if known) to transform the relative map into the global
map via a geometric transformation including translation, rotation, scaling and/or reflection
as similarly done in Eq. (3.24).

Example 3.2 — Simulating Dimensionality Reduction Algorithms

We now use dimensionality reduction algorithms implemented in Maltab for sensor localiza-
tion. Download the Matlab toolbox of the algorithms, named toolbox dimreduc, available
in [90]. Consider a simple 2-D location scenario as shown in Fig. 3.2a, where 45 unlocalized
sensors (denoted by blue hollow circles) are deployed on a 30m x 30m grid with placement
error e, ~ N'(0,0.52) over the channel with og = 5 dB and n,, = 3. Four anchor nodes (denoted
by filled red circles), one at each corner, are located at known coordinates. Generate RSS
data using Eqs. (3.3) and (3.4) so that each algorithm takes as input Euclidean distances
between the data. (a) Find the intrinsic dimensionality of the data. (b) Construct the 2-
D embedding for each algorithm and reconstruct the original location map. Compare the
results with MDS and other nonlinear dimensionality reduction algorithms.

(a) In general, the original dimension embedded in the data can be found by examining major
principal components and the eigenvalues which correspond to the variance explained by the
principal components. For example, as shown in Fig. 3.2b, the intrinsic dimensionality
can be determined using Isomap by seeking the “knee” point on the curve from which the
variance begins to exhibit little change over dimensionality after dropping abruptly.

(b) In Fig. 3.3, we show 2-D embeddings (left column) and reconstructed location maps (right
column) using classical MDS (Figs. 3.3a and 3.3b) and Isomap with different neighborhood
sizes (K =5,10) (Figs. 3.3¢-3.3f). From the embedded relative map of sensor coordinates
(which is the output of the algorithm), the knowledge of the anchors’ coordinates is used to
transform the relative map into the global map. From the simulation results, we can see that
the nonlinear algorithm, Isomap, reconstructs the original location map better than classical
MDS. However, not all the nonlinear algorithms perform as desired.
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3.3 Geometric Interpretations of SS-Based Positioning

The problem of wireless localization is to find the unknown mobile position which is equiva-
lent to a point in the 2-D or 3-D Cartesian coordinate system. Thus, it is natural to represent
the point in a geometric form so that the problem can be described using basic geometric
equations. The geometric interpretation not only sheds light on the problem, but also facili-
tates development of new location algorithms and theories. This section provides geometric
interpretations of range-based positioning using SS measurements (i.e., RSS or DRSS) along
with the mathematical representations of RSS/DRSS lateration. We show that although the
two approaches exhibit the same geometric shape (i.e., circular), the geometry and redun-
dancy of the circles are different.

3.3.1 RSS-Based Lateration

We have described that the mobile position can be determined using a set of m range
estimates. In RSS-based positioning, the range estimates can be represented by m circles with
radii {d;}, in the 2-D space (or spheres in the 3-D space) centered at each anchor position
{z;}" as described by Eq. (1.1). The circumference of the circle defines an uncertainty of
mobile position (z,y). This means that, in a noiseless case, the position can be found at the
common intersection point of m circles as illustrated in Fig. 3.4. Due to the nonlinearity of
the equations, it is necessary for 2-D source localization to have m > 3 to avoid an ambiguous
solution. Even when this condition is satisfied, in practice, there exists no unique intersection
point due to various sources of error (including shadow fading) which perturb the circles or

range estimates. Thus, it is usually better to have m > 3.

Example 3.3 — Linear Solution of RSS Trilateration

Consider a range-based location network of three anchor nodes with known coordinates
x; = [x;,y;]. Based on RSS measurements subject to noise, suppose that each anchor i
estimates its distance d; to some mobile device. Then, we can estimate the mobile position
(z,y) by solving the system of three nonlinear equations in Eq. (1.1) (i.e., m = 3) in a
geometric approach. Assuming the circles all intersect each other, as described in Fig. 3.4
we can connect two intersection points for each pair of circles to generate a line of position
on which the mobile is supposed to lie. In a noiseless case, the mobile will lie on the common
intersection point of the lines or circles.

We now write a mathematical equation that represents such a geometric line of position. A
line of position that passes through two intersection points of a pair of circles i,j can be
obtained by taking the difference of an RSS circle 7 from another RSS circle j for i < j as

1 N5 .
(zj—x)z+ (Y5 - vi)y = 3 {1 = Nlaes|® = (&5 =)}, i< (3.16)
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7/ Unit circle centered
< at the mobile

Circle of position

Line of position

Figure 3.4: Trilateration using RSS range measurements {d;}™, (m = 3) in a noiseless scenario
(i.e., d; = d;). u; is the unit vector in the direction of ith anchor.

or

o x| - 2|2 - (d2 - d2
y:_(x] CL}):B_’_” il = i (d} - d7) i< (3.17)

Yi = Yi 2(y; - vi) 7
For m circles (or anchors), we can only use m — 1 basic (or non-redundant) lines to form an

original system of linear equations. For trilateration (i.e., m = 3), two basic lines of position
are used to produce the linear system Ax = b, where

o=zt gy | o 1] |l - |zl - (B - &)
A- b=- o di) | 3.18
l ys—m] 2[ |za? - e - (& - &) (3.18)

Then, the mobile position (z,y) can be estimated as = A™'b.

Using Eq. (3.5), it is not difficult to obtain a range estimator as

d; = dy - 10™% (3.19)
which is indeed an ML estimator for the distance d; due to the log-normality of shadow
fading or v;.

By substituting the given parameter values into Eq. (4.6), we have the distance estimates
as {d;}?, = {36.34,13.13,31.77} meters. The mobile position is then estimated as

30 50 ]ll 2274.10 ]_l 22.75 ]

20 10 1455.63 | | 31.84 (3.20)

33=A_1b=[
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In this example with the true mobile position (x,y) = (26,42), the location error is 10.67 m.
We can improve the location accuracy by (a) exploiting additional anchor measurements to
increase the robustness to shadow fading (e.g., via an LS estimator) and (b) incorporating
the underlying statistical model in Eq. (3.5) directly into an optimization framework in the
form of Eq. (1.2) (see Example 3.4). Before discussing such a more effective (or optimal)
approach in the next section, we now explore geometric aspects of DRSS-based positioning.

3.3.2 DRSS-Based Lateration

Recall that DRSS and TDOA data are generated in the same manner (i.e., differences in
RSS or TOA data which both define a circle centered at each anchor). While TDOA defines
a hyperbolic curve of position, the geometric interpretation of DRSS position is circular, as
we will show.

Geometry of Relative DRSS Positioning

Suppose that the relative distance D;; = |&;—x;| of a pair of anchors or sensors 7, j is known
a priori. Here {@;}", denotes the ith absolute coordinate vector x; = [x;, ;] which may be
unknown. Next, the middle of the link connecting the pair is translated to the origin of the
local coordinate system (X,Y") for the pair. Thus, the two nodes are located at (—D2” ,0) and

(Dz” ,0) on the local x-axis, respectively. In detecting a signal from some unknown mobile,
the local coordinate system produces a geometric function of L;;(@) using Eq. (3.9) as

Lij(8) = 5m, [logyo (X = 5)% +Y2) ~logyo (X + 52 +v?)|

2D, X
(X +Ziyz vz )

= 5ny, log (1 - (3.21)

Then, a local y-coordinate of the source location is estimated as

2D;: X D;i\?
Y::i:\l 1_—]}1,”—(X+ 2]) (322)
ij

where h;; = 10v4/5%. Thus, a pair of nodes form a local DRSS circle

Dy, (B +1\)\2 hyD?
) G y2- YU 2
( T (hz‘j—l)) ’ (hij = 1)? (3.23)

on which a target node is assumed to (or will in a noiseless case) be located. As noticed in
Dij hij+1

Fig. 3.5a (D;; = 10 m), the focus of the circle (marked as “x”) is located at ( 5 (hij_l) ,O)
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on the x-axis in the local coordinate system. Clearly, the geometry (focus and radius) of
the circles is different from that in RSS/TOA-based lateration shown in Fig. 3.4, where the
centers of the circles are located at the node/anchor positions. It is also noted that the circles
are impacted by the path loss gradient n, and observation v;; as well as the relative distance
D;;. As shown in Fig. 3.5a, the circle grows as either v;; decreases or n, increases. This is
because, for fixed n, and decreasing v;; (i.e., DRSS P(d;,d;) in Eq. (3.8) is decreasing), the
source is further from the ith node relative to the distance to the jth node. On the other
hand, for fixed v;; and smaller n,, h;; becomes larger for the same DRSS value so that the
pattern is reversed. Note that unlike RSS/TOA-based lateration, where each measurement
results in a circle, a pair of sensor/anchor measurements correspond to a single circle.

With three or more distinct local circles (m > 4), the target position can be estimated. It
can be noticed from Eq. (3.23) that the observed v;; and relative distance D;; are the only
information necessary for relative positioning. Such a framework for relative positioning is
particularly useful for developing a distributed location algorithm without requiring prior
knowledge of absolute anchor positions [91,92]. Further, as discussed earlier, the use of
DRSS does not necessitate any cooperation from the signal source to obtain transmitter-
related parameter values. Consequently, scarce wireless resources such as bandwidth and
energy can be saved.

Geometry of Absolute DRSS Positioning

Although simply knowing the relative location will suffice for some scenarios such as WSNs/CRNs,
global knowledge of the source position is essential in many location applications. To this
end, we can transform local geometric systems X = [X,Y]T in Eq. (3.23) built by pairs of
neighboring nodes into a global geometric system @ = [z,y]7 via a linear transformation.
This is a linear mapping in the form of x, = T") X, k=1,..., M, where, in the problem of
single source location?,

c —=S t13

X
ms=(:f) , TR = s ¢ty 7Xs:(1) : (3.24)
3x1 0 0 1 o3 3x1
Here, the rotation elements ¢ and s are cos(y;;) and sin(y;;) where ¢;; = arctan(%) is

the angle of the vector pointing from the ¢th anchor to the jth anchor relative to the x-axis
measured counterclockwise. The translation elements i3 = %(xl +x;) and o3 = %(yl +Yj)
denote the x and y coordinates of the center of the link connecting an 7j-pair of anchors,
respectively. If v;; is negative, the circles are reflected.

Also, a set of global or absolute DRSS circles centered at cq, = [%4,,Yq, ]|’ can be obtained

'For multiple source localization, a unique solution usually cannot be found so that an optimization
scheme (e.g., least squares) needs to be employed.
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directly using a system of nonlinear equations (M >m > 4)
(x-2q,)’+(W-ya,) =13, k=12,....M (3.25)
where

hije; = x; _ hiyi -y, hij - Dij

Tl = o1 YT T T T T —

(3.26)
and | - | denotes the absolute value. In Fig. 3.5b, using different M = (g) = 10 pairs of nodes,
ten global circles are formed which all intersect at the source position (z,y). Unlike the local
circle in Eq. (3.23), the center of the global circle is a function of absolute node coordinates.
Note that both the circle’s radius and focus will be affected by shadow fading unlike in other
range-based circular positioning methods (i.e., RSS, TOA).

Let us now look into the geometric implication of the DRSS redundancy discussed in Sec-
tion 3.2.1. In the simple noiseless example with three anchors (m = 3), we discussed earlier
that two basic and one redundant measurements exist. Accordingly, using Eq. (3.25) we
can create three distinct geometric circles, yet only the two associated with the basic mea-
surements are independent. This is reflected by the fact that the circle associated with
the redundant measurement intersects both of the other circles at the same two points at
which the two independent circles meet. Thus, we need a fourth anchor in order to have
an unambiguous solution. Despite the need for an additional independent measurement as
compared with other circular positioning methods, in the presence of noise the redundant
DRSS measurements increase robustness against noise as demonstrated in Section 3.5.

Linear Solution of DRSS Location
As was similarly done for the RSS case, a geometric solution of DRSS positioning can be

obtained from the difference of a DRSS circle £ and the other circles [ for k£ < [. Then, we
have

1
(xdl - C("dk)x + (ydz - ydk)y = 5 {”Cdl H2 - ||Cdk ”2 - (Tgl - Tgk,)}v k<l (327)

which leads us to estimate the DRSS solution & = A™'b (m = 4), where

A | T Ta va, —ya, ] b_}l |€as > = | €ay |* = (v, = 72,)
- _ _ ’ - 2 _ 2 _ (2 _ 2 :
iy = Tay Ydy ~ Yy 2| leas|® = lear | = (rg, =73,)

When additional DRSS measurements are available, the overdetermined system can be solved
by an LS estimator as presented in the following section.
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3.4 Location Estimators

We now discuss two fundamental issues in location estimation: (a) determining achievable
location accuracy and (b) searching for optimal and practical estimators.

3.4.1 Cramer-Rao Lower Bound

We have discussed in Section 2.3 that a location system is subject to various errors which
may not be predictable or measured individually. Therefore, in designing a location system,
one of the most important tasks is to determine the achievable location accuracy of the
system. The theoretical limit on an unbiased location estimator can be measured by the
Cramer Rao Lower Bound (CRLB). The CRLB, as the name indicates, is a lower bound on
the covariance of an unbiased location estimator 8 which must satisfy

C(0)-F(6) > 0. (3.28)

Here F(0) = -E[Ve(VeIn fi/(v;0))T] is the Fisher information matrix (FIM) [57] given by

[P0} = -5 [ Tl (3.29)

where fi/(v;0) is the joint PDF of the observation vector v. If some estimator is unbiased
and attains the CRLB, it must be the minimum variance unbiased (MVU) estimator whose
covariance matrix is F~1(0) of dimension 0 x ? for ?-dimensional 8 [57].

We now develop the CRLB for an RSS location estimator. For mathematical simplicity, let
us assume that the elements of the observation vector v in Eq. (3.5) are independent and
identically distributed?. Then, using Eq. (3.6) we have the log-likelihood function In fi (v;0)
in Eq. (3.29) as

m

0(0) = Z - Li(6))’ (3.30)

=1

By substituting Eq. (3.30) into Eq. (3.29), we can derive the FIM for RSS-based location
estimation as

2
0
2211( ao(k))> k=1
1 9L (6) 9Li(8)
gzizl( 96, 00, )v kol

2In practice, the observations v at different anchors are spatially correlated as discussed in Section 3.2.1.
In this case, the FIM will include a correlation factor since the joint PDF fy (v;8) is a function of a non-
diagonal covariance matrix for the shadow fading term.

[F(0)]m = (3.31)
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where the gradient of L;(0) is derived in Section 3.4.3 (see Eq. (6.5)). The FIM and CRLB
for DRSS-based location estimation can be derived in a similar manner by considering spatial
correlation.

Since the CRLB assumes unbiasedness, it can measure the achievable location accuracy in
terms of the MSE. Specifically, from Eq. (3.28), the MSE of any unbiased estimator is lower
bounded as

MSE(8) = Tr (C(6))
> [F7(0)]11 + [F71(0) ]2 (3.32)
 Fii+Fyp
CFuFp-F

In the above derivation, the key assumption was the unbiasedness of the estimator. However,
many practical estimators including ML/LS estimators and many “optimal” estimators are
biased. In this case, the CRLB will not provide a lower bound on location accuracy [93].
For biased estimators, the uniform CRLB can be used as the lower bound on the MSE
instead [94].

3.4.2 Maximum Likelihood Estimator

In signal processing, it is customary to seek an unbiased estimator first, and then find the one
that exhibits the least variability—that is the MVU estimator [57]. However, many practical
issues in location estimation not only challenge us to find the MV U estimator, but also make
it sub-optimal in terms of the MSE (compare Eqgs. (2.1) and (3.32)). Specifically, since in
practice we often encounter small data sizes (e.g., a small number of anchor nodes) and/or
correlated location errors, many practical estimators are inefficient and biased. Although an
MVU estimator exists, it may be outperformed by biased estimators [93-95]. In the rest of
the section, we describe three popular approaches to obtain practical estimators which are
biased in many cases.

Given a set of data and an underlying statistical model, perhaps the most popular approach
to parameter estimation is based on the maximum likelihood principle. This approach is
attractive due to the fact that ML estimators can be found even for complex estimation
problems, and are efficient and unbiased asymptotically (i.e., for large data sizes) [57]. The
ML estimator Oy, is defined as one that maximizes the likelihood function or, equivalently,
the log-likelihood function ¢(80). Thus, the ML location estimator using RSS measurements
can be found by solving 04(6)/00 = 0, where £(0) is from Eq. (3.30). The solution is the
maximizer of ¢(€). Since this maximization problem is nonlinear and nonconvex, we need
either to employ an iterative algorithm to find the globally optimal solution or to linearize
the equation to have a closed-form approximate solution. This is the same procedure used
to solve the problem of nonlinear LS estimation as presented next.
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3.4.3 Nonlinear Least Squares Estimator

The ML estimator can be derived only if the statistical properties of the observed data are
known. Even when a statistical distribution of the data is known, we still need to know or
estimate the underlying statistical parameters of the distribution. Specifically, for RSS-based
location estimation using the statistical model given in Section 3.2.1, RSS measurements are
jointly Gaussian, but are not independent with unknown covariances. In particular, when
the spatial correlation factor of shadow fading (which cannot be measured at every position
in the feasible region) is involved, the corresponding covariance matrix is non-diagonal with
unknown parameters.

The least squares approach is widely used in practice due to its applicability to various lo-
cation problems without resorting to statistical assumptions about the observed data. Its
ease of implementation due to the special structure of the estimator also makes it attractive.
Specifically, regardless of the complexity of the problem we can easily form an LS location
estimation problem. For example, in DRSS-based localization we can incorporate the re-
dundant DRSS data in an LS framework without knowledge of the statistical properties of
the correlated shadowing. Note that it is difficult to exploit the redundancy using many
well-known statistical methods. Particularly, a covariance matrix of all the measurements is
typically nonpositive definite or singular due to the data collinearity [96]. Also, as noticed
by comparing Egs. (3.30) and (3.40), an LS estimator is indeed an ML estimator when the
residuals r; = v; — L;(@) are jointly normally distributed; r ~ N (0, 021).

Despite the attractive aspects of the LS approach, it has some limitations. One of the most
notable issues is its non-robustness to data outliers. Hence, the LS location problem should
be constrained in the form of Eq. (1.2). The constraints can be set by exploiting the inherent
characteristics of environmental and system constraints associated with network connectivity
(or radio range), spatial correlation, node geometry, etc.

Since an LS-RSS optimization framework can be handily derived from its DRSS counterparts,
let us first consider the LS-DRSS formulation. Given the DRSS observations v;; in Eq.
(3.8), an LS-DRSS location estimator determines a parameter vector 0 = [x,y,n,]T of source
coordinates and path loss gradient n,, possibly subject to some constraints [lg,ug]| on 0 as

) , 1
Op = arg min {ng(O) = §ije{;. m}r?j(a)} (3.33)
i<j

subject to: lg <O <uyg

where the residual 7;;(0) = v;; — L;;(6), and L;;(0) is the path loss model for DRSS given
in Eq. (3.9). With a residual vector rp = [T12,...,71m, 723, - -+, "(m-1)m]” , We have ¢p(0) =
1|rp(0)]2. The subscript D or R indicates the DRSS or RSS location estimator (DLE or
RLE), while omitting the subscript for the equations common to both RLE and DLE. The
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first derivative of ¢p with respect to @—that is the gradient vector field—is

m-1 m

i=1 j=i+1

=-Jp(0)'rp(0)

where Jp is the M x 3 Jacobian matrix of the vector Lp(0):

aLi'(e)]
Jp(0) = / . 3.35
o(6) [ 00 |iget1,...m}, i<j (3.35)
12,3
The ¢j-th row vector J;; for DLE is found to be
10n,, 1 d;
e YIS ey 3.36
Dij ln 10 [Z J» z]vy np n(dz :|i,j§{1,...,m}, ( )

i<j

in which, geometrically, z;;, and z;;, are x- and y-elements of the difference vector z;; =
Zijw€z + Zijy€y, given by

Zijw = % - uczlf and z;;, = % - uézy (3.37)

where
Uig = o L = d; - (3.38)
Uiy = yid: Yoy, =2 d; Y (3.39)

The basis vectors e, and e, are unit vectors in the direction of x- and y-axes, respectively.
u;, and u;, are z- and y-elements of the unit position vector u; of the 7th anchor with
respect to the target position, as expressed by u; = u;,e, + u; e,. This geometric unit
vector represents the direction from the source to each anchor node as illustrated in Fig.
3.4. It should be noted that the difference vector z;; is formed by a pair of the ¢th and jth
unit position vectors inversely scaled by their respective position vector lengths d; and d;,
respectively, unlike the TDOA case [67].

We now turn to the LS-RSS formulation. Given the simplified RSS observations {vj}jnil in
Eq. (3.5), the problem of LS-RSS optimizatiom can be formed as

O = argmein {¢R(9) = % 27“]2(0)} (3.40)

subject to: lg <O <ug
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where the residual r;(0) = v; — L;j(0), and L;(@) is the path loss model for RSS given
in Eq. (3.5). By denoting the residual vector r for RLE as rg = [r1,...,7»]T, we have
¢r(0) = 1|rr(0)]>. By setting i =0 in Egs. (3.34)—(3.38), where the terms associated with
1 are thus removed, we can obtain the RSS counterparts. This modification replaces the
vector J;; in Eq. (6.7) by J; for RLE as

10n, | w;, w; Ind;
Jr =2 e Uiy MGG 3.41
B3 In10 l dj ’ dj ’ Ny j=1,..;m ( )

which forms the m x 3 Jacobian matrix J g of the log-distance vector Lg(0) for RLE. Thus,
we can obtain the gradient vector field V¢r(60) for RLE as

Vor(8) = -Jr(0)"rr(8). (3.42)

Example 3.4 — Improving Location Accuracy in Example 3.3

Repeat Example 3.3(c) by estimating the mobile position 8 = [z,y]T using the above LS-
RSS framework in Eq. (3.40) (assuming n, = 3 known a priori). In this case, the distance
estimates are not needed, yet a numerical optimization algorithm is necessary to deal with
the nonconvex objective function. Using one of the algorithms implemented by the Matlab
optimization toolbox function 1sqnonlin, the solution (i.e., minimizer) is found to be 6 =
[27.07,36.03]". The previous location error of 10.67 m is then reduced to 6.07 m which will
be further improved with more RSS measurements.

3.4.4 Linear Least Squares Estimator

The LS objective or merit function ¢(@) formulated in Eq. (3.33) or (3.40) is inherently
nonlinear and nonconvex (i.e., multimodal) with respect to the unknown parameters 6.
Consequently, there exists no closed-form solution, and thus it is imperative to solve the
problem numerically; a numerical algorithm tries to find an optimal solution iteratively,
starting from some initial guess. Due to the unknown curvature and complexities of the
objective function, not only can the number of required iterations be large, but the algorithm
may also converge to a local minimum.

In the case where the computational complexity and convergence rate are of concern, one
may seek to find a closed-form solution through the linear LS approach, converted from the
original nonlinear LS function ¢. There are two popular methods for the conversion. The
first method is to linearize the original LS function directly to form a system of linear LS
equations. In general, the LS equations are a function of either a statistical RSS/DRSS
model considered here or a simpler distance/range model in Eq. (1.1). Second, as discussed
in Section 3.3, a geometric system of nonlinear equations of position (i.e., circles) can be
linearized to form a system of linear LS equations as in Eq. (3.17) or (3.27).
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Let us first look into the first linearization method to obtain a closed-form approximate
solution. In order to apply the linear LS approach by modifying ¢(6) directly, we first need
to linearize the path loss model L(0) at some point @ so that

L(6)~L(B)+.J(B)(0-80). (3.43)

~ —

Then, we can solve the normal equations J*Jh = J'r, where the step size h = 6 — 0, to
obtain the linear LS solution [57,75]

0=0+(J0)J(0)" J(O)TT(O)‘HZ(;. (3.44)

As noted, this linear LS solution is very simple and computationally attractive. Nevertheless,
if the evaluated point @ is far from the global minimum, the first-order approximation does
not accurately represent the actual function, and no further improvement can be made. Note
that this solution is equivalent to the first iterate of a Gauss-Newton method with a starting
point Oy = 8. Thus, the appropriate determination of the linearization point 8 is crucial to
have the desired performance of the linear LS estimator.

An alternative linear LS approach is to exploit the geometric relationship between the range
estimates described in Section 3.3. Specifically, we formulate a linear LS framework with the
residual 7 = b— A@ such that

6 = argmgin%(b—AO)T (b-A9). (3.45)

For the RSS case (m > 3), from Eq. (3.17) we have

T
T12 T13 0 Tim T
= , b=1{b12 b13 - bimy
[ Yiz Y13 0 Yim ] [b1z brs ! ]lx(mfl)

2x(m~-1)

where x;; = ; — 2, yij = y; — yi, and by = 3 {|x;[? - |z - (cz? ~d?)}. Similarly, for the
DRSS case (m >4), from Eq. (3.27) we have

T
A:|:xdl2 Ldyz * Ldypy Ldgg " xd(]\{—l)]\l]

Ydio Yduz * Ydiayy Ydaz ° Ydoy-iym 2% 3 Cs
T
1xprCo

b= [b12 b13 blM b23 b(M—l)M]

2 - (rﬁj —ri)}.

It is then straightforward to find a linear LS estimator using the closed-form LS solution
[57,75]

where Ld;; = Xd; = Tdys Ydi; = Yd; — Yd;s and bij = % {Hcdj H2 - Hcdi

0-(ATA) " ATb. (3.46)
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Figure 3.6: A geometric linear LS approach which linearizes a system of nonlinear geometric
DRSS equations (i.e., circles).

We note that in the DRSS case, the size of A increases rapidly with additional measure-
ments. The matrix inversion operation is usually not a problem with a small or medium-scale
network. However, for large-scale networks, the linear LS approach may be erroneous and
computationally challenging due to computational and ill-conditioning issues [75].

Since the second linear LS approach does not require an initial solution in the non-iterative
procedure, for RSS-based positioning, it generally performs better than the first linearization
method if we have no knowledge of a good linearization point. This can be inferred from
Fig. 3.4, since shadow fading only perturbs the circles’ circumferences. However, in the case
of DRSS, the shadowing noise affects both the circumferences and centers of DRSS circles,
which will result in further degradation of the estimate as can be seen in Fig. 3.6. This also
implies that DRSS positioning is more sensitive to the geometry of anchors or nodes than
its RSS counterpart. Note that in both localization cases, a linear LS approach is also not
robust to data outliers.

3.5 Performance Evaluation

3.5.1 Simulation Settings

In this section, the performance of range-based location techniques based on RSS/DRSS
measurements (i.e., RLE/DLE) is evaluated using the nonlinear LS approach presented in
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Section 3.4.3. For simplicity, we only estimate the position parameters given prior knowledge3
of n, (i.e., @ =[z,y]7). Regarding the geometry of nodes, m +1 anchor and unknown source
locations are randomly placed in a 30 x 30 m? area for every simulation iteration to reflect
the effect of node geometry [67]. The results are parameterized by several primary factors
affecting location estimation—specifically, the number of anchor nodes, spatial correlation of
shadowing, shadowing variance, and path loss gradient. To evaluate the impact of spatial
correlation of shadow fading, we adopt the model in Eq. (2.5) for generation of a correlated
shadowing map. Despite the simpler form of Eq. (2.5) as compared to Eq. (2.4), in general,
the average performances of estimators using Eqs. (2.4) and (2.5) were found to be similar

according to our simulation study. Here, the location accuracy is shown in terms of the
RMSE (meters).

Numerical Optimization Algorithm Considered

There have been many iterative algorithms proposed specifically for nonlinear LS optimiza-
tion, exploiting the special structure of ¢ to enhance efficiency. We tested various meth-
ods including steepest descent, Gauss-Newton, Levenberg-Marquardt (LM) and trust region
(TR), and found that the method of trust region using a subspace technique and precondi-
tioned conjugate gradients [75,97] performs best in terms of location accuracy and robustness
to random initial solutions. It effectively tackles scenarios where LM may not work properly
such as negative curvature and poor scaling. This approach finds the local minimizer in the
constrained “trust region” whose size at the kth iteration A is adjusted according to its
performance during the previous iteration. The TR quadratic subproblem is

) 1
0k+1 = min {r(@k)TJ(Ok)hk + Eth(Ok)TJ(Ok)hk : (347)

Orr1<hy

”thk” < Ak, hk € span[JT'r, (JTJ + ’y])_l JT’T']}

where ~ is chosen so as to ensure that J*J +~1 is positive definite, and D}, is the diagonal
scaling matrix. This algorithm is implemented by the Matlab optimization toolbox function
lsgnonlin. All the results presented next are obtained by this approach. Since a single
start for the optimization can bias the comparison due to the multimodal LS error functions,
we evaluate the functions multiple times using random starting points and then select the
minimizer.

3When n, is jointly estimated, the estimator performances are comparable to those presented here. The
value may be determined during an offline training phase.
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Figure 3.7: RMS location errors of RLE and DLE versus the number of anchor nodes m
(0s=5dB and n, = 3).

3.5.2 Results and Analysis
Impact of Number of Anchor Nodes and Spatial Correlation

In Fig. 3.7, the performance of RLE and DLE with respect to the number of anchor nodes
is presented for og = 5 dB and n, = 3. The results are parameterized by the shadowing
correlation to demonstrate its impact. Note that an ideal assumption was made for RLE in
that perfect information about the radio/propagation parameters in Eq. (3.5) was available
(i.e., P(dy) was known perfectly).

We summarize the performance of the two techniques as follows. First, higher correlation
actually improves the accuracy of RLE when the number of anchors is small (m < 9), but
deteriorates its performance when the number is increased beyond m = 9. When the number
of anchors is small (i.e., small data size), the RLE is biased, and the correlation tends to
help location estimation. On the other hand, as more anchors are added (i.e., more RSS
measurements), RLE becomes unbiased and approaches the CRLB asymptotically. In this
case, it is observed that the error increases with higher correlation values. The second key
observation is that the performance of DLE with higher correlation is always better for
different numbers of anchors. When the correlation is high, in general, DLE outperforms
RLE. Note that other range-based positioning techniques, by contrast, perform worse in
highly correlated shadowing environments such as indoor/urban wireless networks. Third,
incorporating the redundant DRSS measurements is beneficial for localization. Specifically,
a performance advantage can be found with more anchors for both DLE and RLE, but
the rate of improvement with additional anchors is higher for DLE due to the redundancy.
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Thus, when the network size m is large, DLE becomes comparable to RLE even with lower
correlation. In other words, the larger the number of anchors involved, the larger the rate of
increase in DRSS redundancy as noted in Eq. (3.10). As a result, its susceptibility to fading
and measurement noise can be mitigated, as similarly found for TDOA [98].

Impact of Correlated Shadow Fading

In Fig. 3.8, the impact of log-normal shadow fading on RLE and DLE is shown by varying
og. Due to the two-sided localization behavior of RLE observed above, two cases of m =6
and m = 14 are considered in Figs. 3.8a and 3.8b, respectively. From the results, similar
observations can be made. Specifically, for m = 6, the correlation improves the performance
of both RLE and DLE, but the improvement rate of DLE is higher. When the correlation
is low (pg < 0.4), RLE outperforms DLE whereas higher correlation makes DLE superior
to RLE. On the other hand, for m = 14, the correlation degrades the performance of RLE,
whereas the accuracy of DLE is noticeably improved. We also see that the redundant DRSS
information improves the performance of DLE.

Impact of Path Loss and Spatial Correlation

We now examine the effect of path loss gradient n, which indicates the rate of path loss over
distance. In addition to the above study of shadow fading, this investigation is especially
valuable as more location applications have considered indoor and urban environments. For
instance, one of the greatest concerns for the wireless E-911 mandate is the unavailability or
large error of the emergency caller’s location information in indoor areas.

One may expect that larger values of n, (i.e., higher rates of signal power loss over distance)
would degrade the performance of location estimators. However, a larger path loss rate tends
to improve the RSS-based estimator performance because given some RSS uncertainty, the
size of the corresponding uncertainty domain of a distance d becomes smaller with larger
path loss rates. This can be readily observed on the scatter plot of RSS (or path loss)
as a function of the distance d [40]. This conjecture is confirmed by Fig. 3.9, where the
performances of both RLE and DLE improve with higher values of n,. From the figure, the
effects of the correlation and DRSS redundancy over a range of n, values can be found to
be very similar to those observed previously. Since the number of anchors is small (m = 6),
RLE generally outperforms DLE except for high correlation values

3.6 Conclusion

In this chapter we have presented the fundamental aspects of RSS-based position location
(esp., lateration techniques). Our emphasis was placed on two range-based approaches using
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Figure 3.9: RMSE of RLE and DLE versus path loss gradient n, (cg =5 dB and m = 6).

RSS and DRSS measurements, while we also introduced other major RSS-based techniques,
namely RF fingerprinting and connectivity- or proximity-based localization. Our goal in this
chapter was to present an overview of RSS position location, its possibilities and limitations
from both theoretical and practical perspectives. To accomplish this goal, we have covered
the basics of RSS/DRSS-based positioning, location error sources, geometric interpretations,
and theoretical and practical issues associated with location estimation.

We also provided the results and analyses of a simulation study on RSS and DRSS location
estimation. The results were presented and compared with respect to four major factors
affecting the performance of location estimators, namely the number of anchor nodes, the
variance and spatial correlation of shadow fading, and path loss rate. We observed that the
beneficial factors in improving location accuracy for both RSS and DRSS location estimators
are additional anchor nodes, higher path loss rate, and smaller variance of shadow fading. On
the other hand, under realistic correlated shadowing conditions, the two estimators exhibit
different localization behaviors, depending upon the degree of the spatial correlation.

3.7 Appendix 3A: Numerical Algorithms for Location
Estimation

In this section, we present numerical algorithms considered for both RSS and DRSS-based
positioning. All the results on the estimation performance of RLE and DLE in this rest of
the chapter are produced by solving the LS location problem in Eq. (3.33) or (3.40) using the
same numerical methods discussed here. The fact that the merit function ¢(0) is inherently
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multimodal (4.e., nonlinear and nonconvex) results in no closed-form solution for the global
minimizer 6. Typically, the closed-form approximate solution is obtained using a linear LS
(LLS) method by which L(8) is linearized at some point 8 such that

L(8)~L(0)+J(6)(6-0). (3.48)

Then, we can solve the normal equations J*Jh = J'r, where the step size h = 0- 0, to
obtain the LLS solution [57, 75]

LLS:  6=0+(J(0)7J(0)) J(O)Tr(0)|0=9_. (3.49)

If the evaluated point @ is far from the global minimum, the first-order approximation does
not accurately represent the actual function, and no further improvement can be made.
In fact, this estimator is equivalent to the first iterate of a Gauss-Newton method with a
starting point g = @ (see Eq. (3.51)). As discussed earlier, an alternative LLS approach
is to exploit a geometric relationship between the range estimates demonstrated in Section
3.3. Since such an LLS approach does not require an initial solution in the non-iterative
procedure, we consider this approach as one of the initial solution selection algorithms used
for nonlinear LS (NLS) iterative methods presented next.

There have been many iterative algorithms proposed specifically for NLS optimization, ex-
ploiting the special structure of ¢ to enhance both efficiency and optimality. Among them,
Levenberg-Marquardt (L-M) and trust region (TR) methods are widely regarded as the most
robust and efficient NLS algorithms [97,99,100]. These techniques can be viewed (indirectly)
as a hybrid between robust steepest descent (SD) and fast Gauss-Newton (G-N) methods.
When far from the solution, the approach takes an SD direction Jy 7 such that the kth
iterate of @ in SD is expressed as

SD: 0k+1 = Ok + /\kJ(Ok)Tr(Ok), (350)
where ), is the kth line search step size to be determined exactly or inexactly [99]. On the
other hand, the approach converges fast in the neighborhood of the solution via the method

of G-N by solving the normal equations Je L Tuhy, = Ji Ly, where the increment hy, = O.q — O
is found such that GN produces

GN:  Opar = O+ (J (k)T (61)) " T(6k) 7 (6y). (3.51)

As noted, an approximate Hessian of J*J is used for NLS instead of computing the actual
Hessian to reduce computation. Combining the algorithms for L-M, we have

LM: 6 = O) + (J(6)"T(6)) + Di) " J(6x) (), (3.52)
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where Dy is the diagonal scaling matrix. The method of TR resembles this L-M approach
but uses a concept of the “trust” region within which the quadratic approximation at a given
point @y represents the original function. The local minimizer is found in this constrained
region, and the size of the region at the kth iteration Ay is adjusted according to its per-
formance during the previous iteration. Hence, the selection of Ay is important in the TR
quadratic subproblem

k1< hg

. 1
TR: 0k:+1 = 0 min {T‘(Ok)TJ(Hk)hk + §hkTJ(0k)TJ(9k)hk : HthkH < Ak} (353)

There have been many classes of proposed TR algorithms which effectively tackle scenarios
where L-M may not work properly such as negative curvature and poor scaling. In this
work we employ a subspace technique along with the method of preconditioned conjugate
gradients (PCG) [75,97,100, 101] that we found to be robust and efficient for localiza-
tion problems. In the method of TR, the two-dimensional subspace is spanned by the SD
direction J”r and approximate G-N direction (J Ty )_1 JTr solved by PCG. When the al-
gorithm meets negative curvature in that its Hessian is indefinite (corresponding to a saddle

point), the PCG outputs an approximate direction of the negative curvature by solving
hTJYJh < 0 instead. This procedure can be embedded in Eq. (3.53) with an additional

constraint, either hy € Span{J Ty, (JTJ +1 )_1 JTr} on the region of negative curvature

or hy € span {J Ty, (J Ty )_1 J Tr} otherwise. Here, 7 is appropriately chosen to ensure that

JTJ +~1 is positive definite while reducing the quadratic model [97,100]. It is worth noting
that this subproblem in two variables is computationally inexpensive, thus showing its po-
tential for large-scale location problems. In addition, the naturally constrained form in Eq.
(3.53) enables an easy extension to constrained optimization [102]. For instance, to mitigate
non-line-of-sight (NLOS) error mitigation one would formulate a constrained DRSS/RSS or
DRSS/TOA hybrid nonlinear program with the objective function subject to NLOS RSS or
TOA range estimates as studied in [103] for a linear program.

3.8 Appendix 3B: Algorithms for Initial Solution Se-
lection in DRSS-Based Localization

In most iterative algorithms for multimodal function optimization including those introduced
above, the choice of a starting point significantly impacts the optimization characteristics
such as global optimality, convergence rate and computational efficiency [99]. When the
starting point is chosen close to the optimum, a very simple algorithm can work effectively.
For example, Newton-type methods can be well defined and readily converge to the solution.
On the other hand, in a region far from the optimal point, even sophisticated algorithms
may fail to find the global solution, ending up in a local optimum. Therefore, the best initial
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solution selection algorithm would be one which can efficiently find a starting point as close
as possible to the global optimum. In the following, we first present two methods for initial
solution selection, termed Random Selection (RAND) and LLS Solution (LLSS), and then
propose a novel, scalable algorithm which we call Minimum Vertex of Tangential Rectangle
(MVTR).

e Algorithm 1: RAND

As its name indicates, RAND takes a random starting point in the feasible search region .%#
which may be used for situations where there is a lack of information about the objective
function. The whole optimization process usually needs to be repeated multiple times with
a wide range of initial values in order to find the global optimum.

o Algorithm 2: LLSS

As detailed in Section 3.4.4, we can seek the mobile position (x,y) without resort to an
initial solution via a geometric approach by examining a set of observed DRSS circles (x —
g )2+ (Y —vya,)? = Tflk, k=1,2,...,M, formed from Eq. (3.25). Specifically, we linearize the
nonlinear system geometrically, similar to [104] for TOA, observing that the solution can be
interpreted in noiseless cases (see Fig. 3.5b) as the intersection of straight lines connecting
the two intersecting points where each pair of circles meet. These lines can be obtained
by differencing the nonlinear equations to form a linear system of ,,Cs = (Aj) distinct lines,
L T+Ydy, Y = by, where Ty = Tdy=Tdy, Ydiy = Yy ~Yey» and by = % (”Cdk H% - Hcdz H% - (Tﬁk - 7’31)) ;
k,le{l,2,..., M}, k<I. Inactual wireless conditions where the observables are corrupted by
shadow fading, the circles are perturbed so that the intersecting lines are shifted accordingly.

e Algorithm 3: MVTR

Next, we present an efficient initial solution selection algorithm particularly designed for
DLE. This algorithm is developed to address the question: how shall we reduce the number
of potential initial search points needed to find the global minimum, and distribute them
over the search region .# effectively? In RAND, random points chosen from a large set
of necessary search points Sy independent of the objective function significantly reduce the
reliability of the approach. Thus, one may consider a grid-based search algorithm to reduce
the size of the set where one minimizing the objective function over .%# serves as the best
starting point. This underscores the importance of the size of Sy and its distribution over
the search region. The complexity of this type of brute-force search is generally impacted by
the size of the search space, but not the number of anchor/sensor nodes involved. On the
other hand, LLSSS is not affected by the size of the region but is dependent on the number
of nodes as pointed out earlier. Further, while LLSSS exploits the geometric features of DLE
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to find a better initial solution, the intersecting lines do not meet near the solution in many
cases as shown in Fig. 3.10. This phenomenon is more severe in DLE because the foci of the
circles do not reside at each node and, moreover, are perturbed by noise unlike other circular
positioning techniques.

Based on the above observations we devise MVTR as a cross between the grid-based search
and LLSS. MVTR includes only up to four candidate points in Sy, whereas their distribution
on the grid called the tangential rectangle is determined by observing the geometry of the
circles as demonstrated in Fig. 3.10. This indicates that MVTR is directly impacted by
neither the size of the search region nor the number of nodes. The MVTR algorithm is
provided in Algorithm 3.1.

Algorithm 3.1 Minimum Vertex of Tangential Rectangle
: Given a DRSS observation vector v from m anchor nodes;
F M (3); y
: Compute {wdk}ﬁl, {ydk}k:17 and {rq, }¥, from Eq. (3.25);
cfor k< 1to M
< T, —Ta,; Tk < Tay + T4
b < Ydp = Tdys Tk < Ydp + Tay;
end for
: A<« {max(l),min(7)}; B <« {max(b), min(¢t)};
Vip < (min(A), min(B)); V,p < (max(A),min(B));
10: V4 < (max(A), max(B)); Vi < (min(A), max(B));
11: Construct Sy < {Vip, Vi, Ve, Vit };
12: Find MVTR 6 < argming ¢(0) : 0 € Sy n .Z;
(Note: the symbol “<” indicates the assignment)

As observed from Fig. 3.10, the shape and position of the tangential rectangle is affected by
the node geometry as well as the shadowing variability. We have observed from a number of
simulations that the MVTR is located in or very close to a near-convex region surrounding
the solution, as the geometry of the rectangle changes with different shadowing values and
node geometry. In the near-convex region, the numerical algorithms enjoy local quadratic
convergence. As we see in the next section, this is the dominant factor in the performance.

3.9 Appendix 3C: Comparing Optimization Algorithms
for Location Estimation

We now examine the performance of the three practical numerical methods (i.e., SD, LM,
and TR) with each of the initial solution selection algorithms (RAND, LLSS, and MVTR) to
determine the best DLE optimization scheme. Here, the location accuracy is shown in terms
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Figure 3.10: Geometric view of initial solution selection algorithms (m = 5,09 =5 dB,n, = 3).
(a) LSSS from linear intersecting lines and MVTR on the tangential rectangle. (b) Contour
plot of the NLS objective function ¢ in logarithmic scale showing its search path starting
from MVTR. The source and anchor locations are indicated by “y” and “A” respectively.
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of the root mean squared error (RMSE) in a 30mx30m area. The comparison results are
parameterized by several primary factors affecting the location estimation, including shad-
owing variance, spatial correlation and node density. Note that the effect of node geometry
on localization is taken into account here by randomly selecting m+1 anchor and source
locations in every iteration of the simulation.

The goal of the next evaluation is to compare different combinations of the numerical methods
and the initial solution algorithms, thereby finding the best optimization choice for DLE.
As before, the shadow fading variance and the number of anchors are parameterized under
different correlated shadowing conditions. The former parameter gives insight into how
reliably each algorithm performs under different radio conditions, whereas the latter shows
the effectiveness of the algorithm for different numbers of anchors available for localization.

Fig. 3.11 illustrates the RMS location error of SD when integrated with different initial
solution selection algorithms (RAND, LLSS, and MVTR). We employ a quadratic-fit line
search without any additional safeguards here since it is known to converge fast under benign
assumptions such as pseudoconvexity [99]. This simple gradient method with the exact line
search may generally be disregarded for NLS optimization in practice but is chosen here in
order to determine if the produced starting point is near the global optimum. Using RAND,
as expected the performance is very bad no matter what shadowing conditions and regardless
of the number of anchors considered. Notice that no improvement is achieved with lower
shadowing variance or higher node density. However, when MVTR is used, the performance
is dramatically improved and better localization performance is seen with smaller shadowing
variance and/or higher node density which is consistent with our intuition. The localization
accuracy of SD-LLSS is seen to fall in between that of SD-RAND and SD-MVTR.

Next, the location accuracy of LM is evaluated in the same way as SD, and shown in Fig. 3.12.
Under all conditions, LM is considerably superior to SD when integrated with RAND and
LLSS, whereas only little improvement (approximately 0.5 meters) is observed in the case
of MVTR. The main reason for the improvements with RAND and LLSS is the way that
LM evaluates the objective function ¢ and determines the scaling matrix Dy in Eq. (3.52).
Nevertheless, LM may not perform reliably if J(0;)7J(0) + Dy is negative definite or,
equivalently, has negative eigenvalues. This situation can often be found in the region far
from the global optimum.

Lastly, the performance of TR is presented in Fig. 3.13. In comparison to SD and LM, signif-
icant improvements are observed for RAND and LLSS via TR. More noticeably, the RMSE
results among TR-RAND/LLSS/MVTR show little difference when six anchor nodes are
involved. This implies the best robustness of TR over SD and LM with respect to the choice
of initial solutions. However, the RMSE gap between TR-MVTR, and TR-RAND/LLSS in-
creases with the number of anchors. Interestingly, with MVTR the localization accuracies of
LM and TR (similar to SD) are nearly indistinguishable. This result can be explained by the
fact that if J(0x)TJ(0)) + Dy is positive definite, LM can be viewed as a type of TR [99].
From this, we can infer the effectiveness of the MVTR algorithm, which selects an initial
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solution very close to or in the near-convex region of the global minimizer. In the case where
the sub-meter location accuracy is needed, one may consider a multi-start option with up to
four candidates (i.e., corner points of the tangential rectangle), and find the minimizer?.

Comparing all the results in Figs. 3.11-3.13, we summarize our findings in the following.

e Without regard to numerical algorithms employed, better localization performance is
achieved through MVTR. Specifically, examining RMSE we find that MVTR <« LLSS
< RAND.

e Without regard to the initial solution algorithms, better localization performance is
achieved with TR. Specifically, after examining RMSE, TR < LM < SD.

e MVTR is so effective that the three DLE algorithms all show good and comparable
localization performance when it is used.

e While TR is much more robust to the choice of an initial solution than LM, they both
yield nearly the same (best) localization performance if integrated with MVTR.

4Some improvement (5 1 meter) was observed under good localization conditions (i.e., large m or small
og) in this arbitrary node placement setup.



Chapter 4

Security Issues for Wireless Position
Location

4.1 Introduction

In most wireless location systems, particularly range-based positioning networks, security
risks arise from their passive dependency on signal sources which transmit (or broadcast)
using position-related signal parameters. The signal sources are either mobile targets for
network-based positioning or beacons with known coordinates (i.e., anchor nodes such as
access points or base stations) for client-based positioning. After measuring one or more
signal features (such as received power level, the time of arrival or the angle of arrival), a
location estimator relates the feature(s) to the position-related signal parameters assumed
a priori to determine position coordinates (x,y). The signal parameters typically used for
location estimation are the transmit power or signal strength F;, antenna gain GG; and system
loss factor S; for RSS/DRSS, the signal departure time and clock offsets for TOA/TDOA,
and the antenna gain/type/direction for AOA. The signal sources are believed to be legiti-
mate, thus conforming to system protocols and informing the network or mobile of correct
information about the signal parameter values. As described in Chapter 1.3, adversaries
take advantage of this passive reliance to launch a location attack.

In Chapter 3 we discussed the fundamental aspects of wireless position location based on
RSS measurements from a general estimation perspective, assuming reliable signal sources.
Specifically, the major source of location error was the signal distortion due to shadow fading.
In addition to the environmental effect, a location estimator is subject to systematic bias,
especially due to location spoofing attacks. In this chapter, therefore, we begin with two fun-
damental approaches to RSS-based location estimation by investigating their security risks
in Section 4.2. Then, in Section 4.3 we introduce primary types of location attacks—namely,
attack position spoofing, anchor signal spoofing and location disclosure—and discuss their
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similarities and differences. This chapter also surveys recent efforts toward the security of
location information and systems, specifically against the three attack types. The classifica-
tion of attacks along with a survey on the related work will facilitate understanding various
issues with respect to location security and identifying strong aspects of this dissertation
compared to previous studies. With this basic understanding, we examine the impact of
location spoofing attacks on two typical estimation strategies with particular emphasis on
attack position spoofing in Section 4.5. In the next chapter, we continue our discussion on
the attack effects by characterizing location spoofing attacks mathematically with a detailed
analysis of the results.

Due to the reliance of this work on RSS-based position location, our discussion in this chapter
will concentrate on the security issues associated with range-based localization using RSS
measurements. However, it should be noted that many of the fundamental concepts and
results can be applied to any range-based positioning system.

4.2 Revisiting SS-Based Localization: Security Risks

In this section we discuss the security risks in RSS-based position location by revisiting two
fundamental approaches to location estimation using RSS measurements.

4.2.1 Received Signal Strength Based Positioning

Consider a two-dimensional location system using RSS measurements {F;};", at m anchor
nodes to estimate mobile target coordinates 8 = [x,y]T. We assume the use of a lateration-
based system which estimates distances from the anchors to the target using an assumed
relationship between large scale power loss and distance. More specifically, given the ith
anchor position at x; = [z;,y;]7, its distance (or range) d; = |@ — x;|| to the mobile is
estimated by assuming that the observed signal power is a log-normal random variable with
standard deviation og and whose mean (in the log domain) depends on the distance d;:

P(dzvqlz) (dBm) NN(P(dzv \IIZ),O%), (41)
with

P(dy; ®,) (dBm) = P(do; ®;) (dBm)-10n, log, (%) (4.2)

where n, is the path loss gradient, and P(dy; ¥;) is the signal power observed at a close-in

distance dy or predicted using the Friis equation [40]. The semicolon ;" is used here to indi-
cate the dependence of the RSS on prior uncertainties or nuisance parameters ¥; = (n,, ¥, ),
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that are a combination of environmental and system parameters n, and ¥, = (P;, Si, Gy,), re-
spectively. P;, S; and Gy, are the transmit power, system loss factor and transmitter antenna
gain seen by the ith anchor, respectively.

Most of the previous studies in localization assume that ¥; is exactly known a prior:i or
determined later using the cooperation of the mobile via a predefined control channel or
system protocol. Then, P(dy; ¥;) can be simplified to a known constant P(dy), and the
observed RSS, v; is related to the unknown position through the range d;:

v; = P(dp) (dBm) - 10n,(log,, d; — logy do) + Xo,, i=1,...,m, (4.3)

where the unknown random variable X, represents the log-normal shadow fading and thus
the major uncertainty in the observation; X, ~ N (0,0%). The observable is thus related to
the unknown target position by fitting it to L;(6) = P(dy) (dBm) - 10n,, {log,, (|6 - x;|) -
log,odo}. More specifically, we estimate € by minimizing the error function |v—L(0)]3. To
elaborate slightly on the shadowing assumed, as discussed earlier we need to take into account
the spatial correlation of shadowing fading components at different receiver locations.

It should be noted that the prior knowledge of ¥, is an oversimplification for most practical
scenarios. In particular, the availability of the path loss exponent n, is not always realistic.
Thus, in this work we will assume that n,, is a nuisance parameter to be estimated along with
position. Of more importance in this work is the impact of the reference value P(dp) since
this depends on the behavior of the target. More specifically, P(dy) is either a measured
value for a specifc power level or is calculated using the Friis transmission formula:

4md,

P(dy) (dBm) = P, (dBm) + G, (dB) - S, (dB) - 20log,, (%) (4.4)
where A is the signal wavelength. In other words, we rely on the target to use (or provide)
reliable values for P,, G; and S;. By purposely modifying these values (relative to the values
assumed or communicated to the location system) the target can dramatically impact an
estimate of range (and thus position) which is based on the received signal power values.

4.2.2 DRSS-Based Positioning

From a security perspective, the passive dependency on the source-dependent parameters 1),
in P(dp; ¥;) makes the location system vulnerable to location attacks as mentioned above.
To remove some of this reliance, one may use the difference in RSS levels at different anchors
or DRSS [14]. In this case, the required knowledge of the transmitter parameter values can
be significantly relaxed. Specifically, we change the observation from RSS to differential
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RSS:
Vi Ev; -0 (4.5a)
= P(dy) (dBm) - 10mn,log,od; — P(dp) (dBm) + 100, log,, d; + X5, = X, (4.5b)
= 10m,(logo d; — logyo d;) + AX,,_, (4.5¢)

where AX,, = X, - Xo,;; 4,7 € {1,...,m}, i < j and we have assumed that the system
parameters for the two links are the same. This is valid for transmit power, system loss and
path loss exponent. However, in some cases, the antenna gain will not be the same on the
two links, especially with some types of attacks as we will see. Specifically, the difference
in the transmitter antenna gains AGYy,; = Gy, - G, seen by anchors 4, j, is close to zero for
a target with an omni-directional antenna (i.e., Gy, = Gy, Vi, j) but can be significant when
the target is equipped with a directional antenna (i.c., Gy, # G,, 3i # j). However, the other
transmitter uncertainties in P(dy; ¥;) are removed. Notice that m RSS observables yield
an un-ordered set of M = (”21) distinct DRSS observables and differential model equations

Li; () =10n, {logyo ([0 — 4]) —logy, (€ — 33]”)}

4.3 Types of Position Location Attacks

The design of a secure radio location system requires an understanding of the different types
of potential threats and attack strategies which may take advantage of highly unpredictable
wireless environments. Location spoofing attacks can primarily be classified according to two
basic approaches to designing a radio location network: (a) network-based positioning (e.g.,
GSM cellular networks) and (b) client-based positioning (e.g., GPS and some CDMA cellular
networks). As described in Fig. 4.1, this classification depends on which entity (either the
network or the client) is in charge of signal measurements (and the location calculation in
many cases) [7,11].

Consequently, as illustrated in Fig. 4.2, there can be two primary attack types or goals
for adversaries, depending upon whose location information (either the attacker’s or the
client’s) an attacker attempts to falsify: attack position spoofing and anchor signal spoofing.
The emphasis of this section is upon major security risks due to these two attack types—
specifically, modification and disruption/destruction of location information/system, while
giving a brief overview of an increasing privacy issue associated with location disclosure. In
discussing each attack type we provide a summary of recent work and efforts on location
security in Section 4.4.

4.3.1 Attack Position Spoofing

In network-based positioning systems, the position (x,y) of a mobile client is typically esti-
mated based on one or more of the mobile’s signal features measured at a set of m anchor
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Figure 4.1: Primary types of range-based position location networks (noiseless cases). (a)
Client-based positioning. (b) Network-based positioning. The shaded entity indicates the
one in charge of signal measurements, while the entity whose name is in a box indicates the
signal source. The dotted circles centered at each anchor position and the star represent
range estimates and the resulting position estimate, respectively.
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Figure 4.2: Primary types of location spoofing attacks (noiseless cases). (a) Attack position
spoofing. (b) Anchor signal spoofing. The shaded entity indicates the one in charge of signal
measurements, while the entity whose name is in a box indicates the signal source. The
dotted circles centered at each anchor position and the star represent range estimates and
the resulting (falsified) position estimate, respectively.
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nodes or landmarks with known coordinates {x;}”,. An attacker against this passive sys-
tem can spoof or disrupt its own location information by falsifying one or more of the signal
parameters, thus hindering the network from correctly locating its attack position. The wire-
less network security issues raised earlier are associated with this category or attack position
spoofing.

Modification of Attack Position

An attacker attempts to modify its position as it appears somewhere else (e.g., inside a
corporate building as opposed to off-site) by falsifying its signal parameter(s) as illustrated
in Fig. 4.2a. If the attacker’s identity is hidden, its position could be disguised as much as
it desires. Also, a stationary attacker could make it appear as if it is traveling in a planned
direction.

The attacker may employ a smart antenna technique to modify its attack position [32, 71].
To launch this adaptive beamforming (BF) attack, it needs to be equipped with an antenna
array or other directional antenna. Due to the recent development of radio technologies such
as software-defined radio (SDR) [32,105], this type of attack is becoming more feasible.

Disruption of Attack Position

The signal parameters or features of an attacker can be (continuously) varied to disrupt
a location algorithm. As a result, the algorithm would be misled significantly, or have a
computation/convergence error without producing a reliable output. A simple yet effective
strategy would be varying transmit power levels or packet departure times while pretending
to follow the system’s protocol. This attack strategy may be considered equivalent to the
modification attack, but is differentiated here for a more detailed understanding. Specifically,
the primary aim of the disruption attack is to simply confuse a target location system. On
other hand, the modification attack strategy intends to misrepresent the attacker’s position
by some desired degree or to specific position. Launching this intelligent attack requires
more sophisticated algorithms and/or hardware, and would be harder to detect.

It should be noted that attackers will likely exploit the uncertainties of the fading channel and
target location as well as its mobility factor. In particular, a BF attacker can intentionally
generate multipath error by removing an LOS propagation path or varying its main beam
direction. Also, attackers can take advantage of the impact of node geometry in location
estimation. For example, a novice attacker who lacks sophisticated knowledge /hardware may
attempt to spoof a location system by sitting at a bad localization spot such as near the wall
or in the corner of a room/building, hoping the system will experience a large estimation
error.
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Example 4.1 — Impact of Attack Position Spoofing

Consider an RSS-based location estimator using a set of range estimates {d,};’jl based on
RSS measurements {P;}™, (dBm) at m anchor nodes. As detailed earlier, the estimates d;
can be determined by a statistical model known as a log-distance path loss model PL(d;).
Then, the maximum likelihood estimator of the distance d; can be shown to be

Py (dBm)-P; (dBm)

d; = dy- 10 o (4.6)

where n, is the path loss gradient (or exponent), and Py = P, + Gy + S; — PL(dy) which is
the signal power observed at a close-in reference distance dy. Consider three anchors located
at {x;}3, = {[0,0]7,[5,20]7,[10,5]7} meters in a noiseless scenario, where n, = 2 and path
loss PL(dy) =30 dB at dy = 1 m. According to system protocols, a mobile target is supposed
to use the assumed values of signal parameters as P, = 10 dBm, G; =0 dB, and S; = -3 dB.

(a) In the absence of attack, estimate the distance d; to each anchor which measures the
target signal power as {P;}? | ={-42.91,-45.38,-34.14} dBm.

(b) Repeat when the true (yet unknown) P; = =10 dBm (i.e., SS attenuation attack) for APS
given {P;}3 | = {~62.91,-65.38,-54.14} dBm.

(c) Repeat when the true P, = 30 dBm (i.e., SS amplification attack) for APS given {P;}3 | =
{-22.91,-25.38,-14.14} dBm.

(d) Which type of SS attack adds a positive (or negative) bias to a range estimator?
Solution

(a) Using (4.6), the distance d; to each anchor is estimated as {d;}%, = {9.90,13.15,3.61}
meters which should be equal to the true range in the absence of any error source.

(b) Due to the SS attenuation attack, the distance d; to each anchor is falsified so that
{d;}3, = {98.97,131.52,36.06} meters.

(c¢) Due to the SS amplification attack, the distance d; to each anchor is falsified so that
{d;}3, = {0.99,1.32,0.36} meters.

(d) By comparing the above results, we can see that SS attenuation and amplification attacks
add positive and negative biases to range estimates, respectively.

From this example, we see that location spoofing attacks can be characterized according to
the form of bias (i.e., either positive or negative bias) to a range or location estimator. The
further details will be presented in the next chapter, where location spoofing attacks are
mathematically characterized.

4.3.2 Anchor Signal Spoofing

In the case of client-based positioning, adversaries exploit the reliance of a mobile client
on the anchors’ signal features observed at the mobile to determine its own position. An
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adversarial (or compromised) network anchor attempts to falsify its beacon signal to be used
by self-positioning victim clients, or to directly degrade/jam eligible anchor signals. In the
former case, the attacker typically pretends to be a legitimate anchor after infiltrating the
network, and causes a victim to be synchronized to the malicious anchor (e.g., rogue access
points [43,44]). The GPS/WLAN spoofing issue discussed earlier is in this category. This
attack type is a critical issue particularly for collaborative WSNs/CRNs, where the resulting
location error propagates throughout the network.

Modification of Legitimate Position

Spoofing the position of a legitimate network client is of increasingly serious concern as more
mobile applications are dependent on the mobile’s position. As an example scenario, mobile
clients can be convinced that they are moving in the right direction while actually traveling
towards a hazardous area. One possible attack scheme is to compromise authorized anchors
or jam and relay signals of legitimate anchors as illustrated in Fig. 4.2b. To modify the
victim’s position, techniques similar to those used for attack position spoofing can be applied.
Another simple approach is manually moving anchors or localized sensors to other places
so that location estimates become falsified even with correct information about location
parameters.

Disruption of Legitimate Position

This attack is similar to the modification attack but instead of modifying location informa-
tion, an adversary simply disrupts the mobile’s location estimation procedure. As discussed
in the case of attack position spoofing, this attack can be launched in a simpler manner in
terms of software/hardware complexity. Besides the use of malicious anchors, the disruption
can occur either directly at the mobile client (e.g., jamming) or at those legitimate anchors
associated with the victim (e.g., by compromising or moving).

Another critical attack scenario is where an adversary attempts to disrupt/destroy the whole
location system such as the system’s location database (e.g., access point location data [36],
RSS radio map [15]). Thus, the location system may malfunction, be out of service or
continuously produce excessive location errors. As a consequence, the associated location
applications/services (e.g., healthcare service, home/enterprise surveillance system) become
unreliable or may be out of service.

Example 4.2 — Impact of Anchor Signal Spoofing

Repeat Example 4.1 while switching the role of signal measurements between the mobile to
be localized and the anchor nodes in order to examine the impact of anchor signal spoofing
attacks. This means that we consider a mobile-based positioning network, where the mobile
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client under attack takes RSS measurements on beacon signals from m anchors. In this
attack case, one or more of the anchors are adversarial (may have been compromised).

What are the similarities and differences between the effects of the two types of location
spoofing attacks (i.e., attack position spoofing and anchor signal spoofing)?

Solution

In the absence of an attack and other external factors, the range estimates (and thus location
estimates) should be the same as in Example 4.1. The major difference is that the range
estimators are biased selectively by the associated anchors or attackers. Note that this selec-
tive attack for anchor signal spoofing is fundamentally similar to an attack position spoofing
strategy through antenna beamforming. The beamforming attack (i.e., Gy, # Gy;, 3i # j)
biases the individual range estimators selectively as detailed later in this chapter.

This example implies that the characterization of location spoofing attacks should be based
on the type of bias caused to the individual range estimators (i.e., either uniformly or
selectively). The details of the mathematical characterization will be presented in the next
chapter.

4.3.3 Location Disclosure

The security aspect of this attack type is fundamentally different from the above attack types
which directly impact the attacker’s or victim’s position information. Specifically, this attack
type is more concerned with privacy issues regarding spatio-temporal location information
of legitimate clients. When this attack is successful, the disclosed location information of the
victim can be abused by malicious entities for blackmail, kidnapping, interference, or other
assaults on the victim’s privacy.

The need and level of location privacy are differently perceived by each individual. Thus,
noting that the protection of location confidentiality usually leads to the degradation of
system performance such as data throughput and latency, one should be careful to balance
the system performance, location confidentiality and location availability, depending upon
the client’s needs.

4.4 Recent Work on Location Security

We described above that location attacks can be classified primarily into three types: (a)
attack position spoofing, (b) anchor signal spoofing and (c) location disclosure. Accordingly,
we can categorize related studies according to the three attack types, although the first two
types of attacks are launched in a similar manner to spoof the position of an attacker or
victim. Because of current research interests and the more vulnerable attack scenarios, most
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of the previous research efforts regarding attack position spoofing and location privacy focus
on (small/medium-scale) infrastructure-based networks (e.g., WLANSs and cellular networks),
whereas the security issues concerning anchor signal spoofing have typically been tackled for
(large-scale) wireless sensor or ad-hoc networks.

4.4.1 Attack Position Spoofing

There has recently been an increasing number of research activities involving the detection
and localization of a location attacker. Chen et al. [45,106] propose a statistical approach
using a linear LS (LLS) estimator for attack detection and localization. More specifically,
by examining the residual error between the observed RSS and a stored database of RSS
data (i.e., radio frequency (RF) fingerprints or a radio map [15]), they form a statistical
hypothesis testing problem. The test statistic is the resulting residual error, assuming a
priori knowledge of error statistics.

The construction of an accurate RSS database or RF fingerprints usually requires consider-
able effort and cost due to offline measurements, manual calibration, thorough site planning,
and more. Since the wireless environment changes over time (e.g., AP relocation/addition
and varying surroundings) as do the statistical properties, it is necessary to continuously re-
measure the time-varying environment. Further, in practice it may be challenging to build a
reliable location database or RF fingerprints due to notorious fading effects, mobility, random
antenna orientation and diverse device/radio types among many other factors. Even if this
approach based on pre-established information or signal features detects location attacks, it
may be difficult to localize the attacker accurately, particularly BF attackers.

4.4.2 Anchor Signal Spoofing

Most of the studies on defending a location system from ASS are focused on WSNs. In
securing WSNs, the primary objective is to correctly discover legitimate sensor locations in
the presence of an attack. Li et al. [53] and Liu et al. [51] similarly propose range-based,
robust statistical methods to achieve robustness against spoofing beacons using the LMS and
MMSE, respectively. The former secure system also builds upon the pre-established signal
strength database [15]. The latter scheme makes a decision based on a “consistency check”
among multiple beacon signals and “majority voting,” assuming that a majority of beacon
signals are benign (i.e., attack-free and have a small noise variance). Thus, the success of
the approaches will depend on the system constraints, assumptions and/or reliable offline
training.

Lazos et al. [48,50,54] propose several range-free sensor location discovery algorithms called
SerLoc, HiRoc and ROPE. These methods all adopt a conceptual sectored antenna (i.e., de-
terministic cone-shape beam without side/back lobes) at every anchor node to actively /securely
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discover the overlapping region where sensors are located. They initially proposed SerLoc
whose location resolution is improved by HiRoc at the expense of higher computational
complexity and communication overhead. They both assume no jamming attacks. ROPE
integrates HiRLoc and SPINE [49] which uses verifiable multilateration and distance bound-
ing algorithms [107] while solving the issues of jamming for HiRLoc and the need for many
nodes with SPINE. However, it still requires nanosecond processing and time measurements
(as does SPINE) as well as a directional antenna at every node. When real directional an-
tennas (exhibiting an irregular antenna pattern) are employed over spatially correlated radio
environments, the performance will likely be degraded considerably.

Sastry et al. [47] propose a secure in-region verification algorithm that verifies location claims
made by sensors. Specifically, insecure, unlocalized sensors, called “provers,” verify their lo-
cation claims through secure beacon nodes called “verifiers.” They argue that 80-90 % of
legitimate location claims by stationary verifiers can be correctly verified. While it can be
used for security access control, its use is generally limited due to algorithm constraints
and assumptions. This disadvantage is also faced by the proximity-based algorithm pro-
posed by Ray et al. for emergency WSNs [108]. This approach employs majority voting
and an identifying code, thereby requiring high computational complexity and high storage
overhead.

As noted, many previous studies in this category are only applicable to WSN applications
because of their assumptions (e.g., high node density and less location accuracy).

4.4.3 Location Disclosure

The concern about this security threat is increasing due to the increasing use of private
location information for LBSs, location-based social networking and many other promising
applications. Accordingly, many of the current research efforts concerning location security
are devoted to location privacy provisions. Due to the nature of the problem, many studies
focus on system-level (e.g., link/network/message/policy-based) solutions rather than on
location estimation issues.

Jiang et al. [109] propose methods at the link level. Specifically, location privacy can be
protected by changing user’s pseudonyms (e.g., MAC and IP addresses) or by controlling a
MAUC silent period and transmit power at the expense of lower data throughput and higher
system complexity. They measure the achieved location privacy using information entropy.
Gedik et al. [110] develop a scalable architecture for ensuring the location privacy based
on a personalized k-anonymity model, as similarly found in [111]. Specifically, they achieve
location privacy through a message perturbation engine for which several variations of spatio-
temporal cloaking algorithms [111] are developed. Contrary to anonymity-based methods,
others propose system-level approaches such as privacy policy based methods [112].
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4.5 Impact of Location Spoofing Attacks

In the rest of the dissertation we place our emphasis on major issues related to the falsification
of a node’s own position, which is usually associated with a location attacker (i.e., attack
position spoofing). Nevertheless, many of our discussions, results and solutions can also be
applied to anchor signal spoofing cases. Further, a secure location system resilient to attack
position spoofing can be adopted to prevent anchor signal spoofing by detecting/locating
malicious anchors, GPS spoofers or jammers which emit RF energy regardless of the attack
type. In Chapter 7, we will see that the source of anchor signal spoofing can be located
without any cooperation from the malicious node.

With respect to a location disclosure attack, this chapter will provide insight into how to
ensure location privacy of a legitimate client at the physical or link level. This is due to the
inherent similarity between the two security problems, as the major issue of this chapter is to
reveal the attacker’s location information—that is equivalent to the act of location disclosure—
at the physical layer. Note that despite the effort of protecting private location information
at the system level (e.g., encrypting signal transmissions), an adversary can still potentially
locate the victim by observing its RSS.

In the effort to develop an approach to the detection or localization of location spoofing
attacks, it is important to understand the potential security risks and vulnerabilities of a
location estimator under attack. In particular, we must examine the impact of different
types of attacks on location accuracy, and discover the primary type(s) of harmful threats.
This study will enable us to develop effective techniques for attack detection and localization
and evaluate their performance.

Before looking into practical localization scenarios, it is worthwhile to examine a simple
noiseless case so as to estimate the direct impact of attacks on a location estimator. The
following simple example using a linear LS estimator and three anchor nodes will give insight
into the effect of location attacks in practice.

Example 4.3 — The Effect of Location Spoofing Attacks (Noiseless Case)

Repeat Example 4.1 focusing on the location estimator instead of individual range estimates.
As detailed in Chapter 3, the mobile position 6 = [z, y]” can be estimated via trilateration
as @ = A™'b where

afmem men ] 1] el el =B | .
T3=T1 Ys= 2| [es]? = a1 [* - (d5 - )

Repeat questions (a)—(c) in Example 4.1 (where true P, = 10 dBm) to determine the location

estimate @ and then answer the question (d).

Solution
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(a) Using (4.7), the target position (z,y) is determined as @ = [7,7]7 which is the same as
the true target position since neither attack nor noise was considered.

(b) In the presence of the SS attenuation attack with an assumed P, = =10 dBm, the location
estimate is falsified as 6 = [593.67,-325.38]7.

(c) When the SS amplification attack with assumed P = 30 dBm is considered, the location
estimate is falsified as 6 = [1.13,10.32]7.

(d) By comparing the above results, we can see that SS attenuation attacks are significantly
more detrimental than SS amplification attacks. In Example 4.1, we observed that positive
range bias is induced by SS attenuation attacks. Is this statement true in general under
practical localization scenarios? In the following, we seek the answer to this important
question.

With a basic understanding of the impact of location attacks in Example 4.3, we now turn
our attention to practical localization scenarios. Since translating the effect of an attack
or range bias into location error is mathematically intractable for nonlinear LS estimation,
we rely here on simulation using realistic shadow fading and simulation models presented in
Chapter 2.

4.5.1 Attack Regions and Scenarios for Analysis

Before going further, let us describe how we categorize location spoofing attacks or scenarios
against RSS-based estimators in order to reveal the harmful characteristics of attacks. More
specifically, the security of location information will be discussed in terms of the RMSE
or location error under four primary attack scenarios: (a) no attack, (b) SS attack, (c)
BF attack, and (d) BF attacks coupled with SS attacks (i.e., SS+BF attacks). Special
attention is given to the estimator error behavior subject to SS or SS+BF attacks with a
range of SS attack levels in dB. The magnitude of the dB value indicates the falsified SS
level ¥7_ |Av; 1| (dB) of ¥, in Eq. (4.1) along with “+” or “~” indicating either a positively
biased or negatively biased attack, respectively. Here, At = ;1 — 1@»7;9 (dB) is defined as a
fallacious change or error in the a priori known (or assumed) value @Zk for the kth element
of ©,. Hence, 1,51 includes the assumed transmit power, transmitter system loss and antenna
gain on the ith link. The zero SS attack level (i.e., Yr_ |At x| = 0 dB) is equivalent to
the absence of any SS attack, though a BF attack can be present (i.e., Ay, 3 # 0 dB). For
simulation analysis we employ the adversary and simulation models given in Section 2.4 with
the true P, =0 dBm for SS attacks and varying {Gy;}, for BF attacks.

To demonstrate the effectiveness of SS attacks, BF attacks, and their combinations we define
a pair of attack regions as shown in Fig. 4.3: (a) negative SS attack region and (b) positive
SS attack region. Attacks in the negative SS attack region add a negative bias to the
range estimators d;, which are equivalent to SS amplification attacks in RSS-based location
estimation. On the other hand, attacks in the positive SS attack region introduce a positive
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bias to the true range, which are equivalent to SS attenuation attacks. As observed in
Example 4.3 and we will see soon, this classification enables us to differentiate effective and
ineffective location attacks.

Further, through this generalization according to estimator bias we can incorporate various
kinds of location attacks or systematic biases leading to anomalous behavior of a location
estimator. For instance, most well-known environmental biases, including NLOS propagation
and signal power attenuation due to LOS blockage and obstructions between the transmitter
and receiver, fall in the positive SS attack region. On the other hand, negative biases can be
caused by systematic errors induced by, for instance, miscalibration of RF components and
over-estimated path loss rate. Therefore, as future work, our study in this dissertation can
be extended to the problem of reliable/robust position location subject to various types of
natural, environmental and intentional biases.

4.5.2 With Prior Knowledge of Path Loss Rate

In many location studies, it is typical to assume that the path loss (PL) rate or n, is
known a priori. We now examine the effect of location attacks on this type of location
estimator referred to as Known-PL. Then, the impact on a more practical estimator, referred
to as Joint-PL, which does not rely on this prior knowledge is given and compared with
Known-PL. Note that Known-PL estimates position parameters only, given a known path
loss model, whereas Joint-PL estimates the nuisance parameter n, of the PL model and the
position parameters jointly. However, neither of the estimators has knowledge of the spatial
correlation nor the variance of shadow fading.

In Fig. 4.3, the RMSE performance of Known-PL is presented in the presence of different
types of attacks. The estimator operates in a channel with n, = 4 (known) and og = 2, 5,
or 8 dB. We summarize key results in the following, while providing the detailed analysis in
the next chapter.

o Attack Region—The effects of location attacks are very different depending upon which
SS attack region that the attack resides. Regardless of the attack type, in the positive
SS attack region, the RMS location error increases at a high rate with an increase in the
positive SS attack level (in dB). On the other hand, in the negative SS attack region,
the increasing rate of the RMSE is much slower with an increase in the magnitude of
the negative SS attack level,

e Attack Type—One may expect that SS+BF attacks are more effective than SS attacks
alone for the same SS attack level. This intuition is found to be correct in the negative
SS attack region, where the RMSE difference is approximately 5 m. However, for SS
attack levels greater than 10 dB, the effectiveness of SS attacks alone is greater by
approximately 4 m;
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Figure 4.3: Impact of signal strength (SS) and beamforming (BF) attacks on an RSS-based
location estimator with known path loss rate (i.e., Known-PL).

o Minimum MSE-As intuitively expected, the minimum MSE (MMSE)! occurs in the
absence of any location attack (i.e., SS attack with the SS attack level of 0 dB).
However, the MMSE for the SS+BF attack case is observed when the SS attack level
is 10 dB regardless of the shadowing variance o%. In other words, the SS attack negates
the adverse effect of the BF attack until the SS attack level is greater than 10 dB;

e Shadow Fading—As intuitively expected, the performance of the estimator is worse with
higher shadowing variance in the negative SS attack region. However, with SS attack
levels greater than 10 dB for SS attacks and 20 dB for SS+BF attacks, the estimator
performance is dominated by an attack-induced bias rather than the environmental
variability.

4.5.3 Impact of Incorrect Path Loss Estimation

In the above simulation with Known-PL, we have assumed that the parameter value of the
path loss gradient n, is known a priori. However, this assumption is an oversimplification
in many practical localization scenarios. In practice, it requires costly off-line measurements
and manual effort to estimate the exact value of n, which varies with environment. Although
this channel parameter value is in the small range, typically from 2 to 5 [40], a small error in
its estimation has a considerable impact on location accuracy due to its representation for
the path loss rate over log distances.

'From a location estimator standpoint, this MMSE point is optimal in order to minimize the impact of
an attack.
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Figure 4.4: Impact of the incorrect estimation of path loss gradient n,,.

In Fig. 4.4, the RMSE of an RSS estimator which operates in a channel with n, = 3
and various og levels is shown for a range of n, estimates. It can be clearly seen that
underestimation is much more destructive than overestimation for the RSS approach. We
also note that its impact is much more significant than the adverse effect of shadow fading.
This result suggests that if accurate estimation of n, is not feasible, it is a good strategy to
bias an estimator of n, so that its value is overestimated.

Note the similarity between Figs. 4.3 and 4.4. Estimates of n, lower than its true value
are equivalent to adding positive bias to range measurements as in the positive SS attack
region. Thus, there is a security concern involving the estimation of n,. More specifically,
an adversary may exploit the adverse effect of the incorrect estimate of n,. For example,
attackers take advantage of the fact that channel conditions vary (unpredictably) over a short
period of time in public sites (e.g., airports, coffee shops, etc.) or for mobile users. Also, we
may encounter situations where the estimate of n, is erroneous (possibly due to attacks) or
unknown a priori (in most practical cases). In particular, we note that one useful anchor
signal spoofing strategy will be to deliver falsified information about n, to self-positioning
nodes that rely on the channel information from anchors (refer to Section 4.3.2).

4.5.4 Joint Parameter Estimation

As discussed in Chapter 4.2, the prior knowledge of nuisance parameters W, in a radio
propagation model is not always realistic. Particularly, it is often costly or infeasible to obtain
the path loss gradient n, prior to the process of location estimation. Even if the procedures
for offline system training are available for the estimation of the channel parameter value,
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there is always the possibility that the estimation could be erroneous or falsified. Also, since
the wireless channel is time-varying by nature, the path loss rate n, also needs to be updated
regularly. In the next chapter we will investigate the issues regarding nuisance parameters
in detail from both estimation and security perspectives.

Here we present a summary of our key simulation results with Joint-PL as shown in Fig.
4.5. To compare the attack effects on Known-PL and Joint-PL, the results in the both
cases are plotted together in Fig. 4.5 and compared in the following. Note that we assume
perfect knowledge of n, for Known-PL. The detailed analysis will be given along with the
characterization of location attacks in the next chapter.

e Attack Region—As observed previously, the effects of location attacks are very different
depending upon the form of bias to the estimators due to the attack. For both of the
estimators, location error increases rapidly with an increase in the positive SS attack
level. Particularly, Joint-PL is more susceptible to higher positive SS attacks, noting
that the RMSE increases almost exponentially with the positive SS attack level. On the
other hand, negative attacks are not effective or useless from an attacker perspective.
Even more, Joint-PL tends to benefit from negative SS attacks. This result will be
explained through nuisance parameters and heavy-tailed error in the next chapter;

e FEstimation Strategy—Comparing the two estimators, while Known-PL outperforms
Joint-PL in the positive SS attack region, it is interesting to note that Joint PL exhibits
somewhat better RMSE performance in most part of the negative SS attack region.
This result will also described through nuisance parameters and heavy-tailed error in
the next chapter;

o Attack Type-~While BF attacks alone do not introduce significant location error (sim-
pler SS attacks with large SS attack levels would be more effective), the BF attacks
coupled with SS attacks (i.e., SS+BF attacks) can be very detrimental. This is because
SS+BF attacks can lead to a high positive bias while frequently introducing abnormal
RSS observations referred to as position outliers or anomalies. The location estimate
anomalies will lead to the heavy-tailed error. This result will be further examined
through the heavy-tailed error and the bias-variance tradeoff in the next chapter;

o Minimum MSE-It is also interesting to note that the MMSE is observed at non-zero
SS attack levels. Specifically, the MMSE for Joint-PL can be found at the SS attack
levels of =20 dB and -10 dB in the presence of SS attacks alone and SS+BF attacks,
respectively. On the other hand, the MMSE for Known-PL can be observed when the
SS attack level is 10 dB with BF attacks. Without the BF attack, its MMSE is found
when there exists no attack. This result will be described through the bias-variance
tradeoff in the next chapter;

e Shadow Fading—The impact of location spoofing attacks becomes higher for Joint-PL in
the worse shadowing environment, especially in the positive SS attack region. However,
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Figure 4.5: Impact of (a)

signal strength (SS) attacks and (b) beamforming (BF) attacks

coupled with SS attacks on an RSS-based estimator which jointly estimates position coor-
dinates (z,y) and the nuisance parameter n, (i.e., Joint-PL) as well as Known-PL (copied

from Fig. 4.3).
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Known-PL is not very sensitive to the variability of shadowing, particularly when the
positive SS attack level dominates the shadowing noise. In other words, when the path
loss gradient n, needs to be estimated jointly, positive SS attacks are more effective
in more cluttered wireless environments (e.g., indoor and urban environments). This
issue will be further discussed through the heavy-tailed error in the next chapter;

Let us next look into the impact of attacks on Joint-PL from a different viewpoint. Specif-
ically, we plot the simulated cumulative distribution function (CDF) of the location error
in Fig. 4.6. It can be seen that the effects of an SS attack vary depending upon which
form of bias is added to the range measurements. The impact of an attack which induces
a positive bias is significant and detrimental, whereas the effect of an attack which induces
a negative bias is insignificant. This result agrees with the above observation in Fig. 4.5
and can be attributed to two basic effects as detailed in the next chapter. First, a negative?
bias (reducing the range estimate) reduces the feasible region of the problem while a positive
bias increases the feasible region. More specifically, the solution is constrained to be inside
the set of anchors by negative SS attacks (i.e., decreasing range circles from a geometric
viewpoint), whereas attacks which induce a positive bias increase the region farther away
from the true position. Secondly, negative SS attacks can actually improve the estimator’s
accuracy by negating the natural positive bias due to shadow fading. This can be seen by
examining the tails of the CDF in the attack-free case as compared to negative SS attacks.
Specifically, the tails are heavier (i.e., more likely to give large error) in the attack-free case.

The impact of BF attacks are also shown in Figure 4.6. As observed earlier, such attacks have
larger impact than negative-bias SS attacks or even moderate positive-bias SS attacks (< 10
dB). They are not as effective, however, as large positive-bias SS attacks. The effectiveness
of a BF attack can be improved by coupling BF attacks with positive-bias SS attacks (i.e.,
positive SS+BF attacks) as shown in the figure. Thus, the most effective attacks are those
which induce a uniform positive range bias or a selective range bias. For attack detection
and adversary localization, therefore, particular emphasis should be placed on positive-bias
SS and SS+BF attacks.

4.6 Conclusion

In order to understand the potential security risks in location estimation, we have classified
location attacks according to three primary attack types—specifically, attack position spoof-
ing, anchor signal spoofing, and location disclosure-and discussed the associated security
risks. The effects of the location spoofing attacks were compared using examples. Then,
due to our focus on network-based position location for attack detection and localization,
we further explored the impact of attack position spoofing—simply called location (spoofing)

2Tt should be remembered that a negative bias is induced by increasing either the transmit power or
antenna gain, while a positive bias is induced by decreasing either of the transmitter parameters.
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Figure 4.6: Cumulative distribution functions (CDFs) of location error under SS attacks
(top) and BF or SS+BF attacks (bottom) using Joint-PL.

attacks in the rest of the dissertation. Specifically, we investigated the effects of various
position spoofing strategies (i.e., SS, BF and SS+BF attacks) on two typical estimators,
one assuming prior knowledge of path loss rate n, and the other estimating the nuisance
parameter n, jointly with the position parameters of interest. We showed via simulation
results the similarities and differences of attacks on the two estimators. By categorizing
location attacks depending on the form of the bias to a location estimator or the individual
range estimators (i.e., positive or negative; uniform or selective), we found that positive-bias
attacks are more detrimental to location estimators. We will analyze the attack effects in
more detail in the following chapter.



Chapter 5

Characterization and Analysis of
Location Spoofing Attacks

5.1 Introduction

When dealing with systematic error in signal processing, it is useful to characterize the
source of error and its effect on the system or estimator behavior. In location estimation, as
described earlier, a location spoofing attack can be regarded as a source of systematic error
which is usually associated with a bias in the process of range/position estimation. If the
bias effect can be characterized, the impact of location attacks can be understood better,
thus facilitating the design of a secure location system.

In the previous chapter we explored via simulation the effects of location attacks in terms of
the RMS error of a location estimator under attack. We next examine the impact of attacks
on range and location estimation based on RSS measurements. More specifically, the main
purpose of this chapter is to analyze the behavior and security issues of location estimators
in the presence of attacks observed in Chapter 4. The analysis will give insight into how to
address the problem of attack detection and localization in the rest of this dissertation. The
main contributions of this chapter are thus as follows:

e In Section 5.2 we characterize the impact of location spoofing attacks in an analytic
form to understand their fundamental characteristics. Specifically, it is shown that
location attacks are represented mathematically as a scaling factor which biases in-
dividual range estimates and thus the location estimate. Depending on whether the
scaling factor biases the range estimates uniformly or selectively, attacks are catego-
rized as either uniform attacks or selective attacks, which are realized through signal
strength (SS) falsification and beamforming (BF), respectively, in RSS-based systems.
Since the bias can be either positive or negative, attacks are further classified into
positive-bias and negative-bias attacks. The characterization along with the results in

82
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Chapter 4 will indicate on which types of attack we should place an emphasis in attack
detection and localization (as considered in Chapters 6 and 7);

e Section 5.3 discusses one of the three important issues related to two typical location
estimators, one with prior knowledge of path loss rate n, (i.e., Known-PL) and the
other estimating the channel parameter jointly with the position parameters (z,y)
(i.e., Joint-PL). Specifically, we describe reasons for the better performance of Known-
PL than Joint-PL which is supposed to perform better in correlated, biased estimation
conditions based on the previous theoretical analysis [57,113,114]. We argue that the
main reason for the better performance is the practical issue known as the heavy-tailed
behavior of an estimator, which becomes worse with more effective attacks. Then, we
show that the “potential performance” of Joint-PL (better than Known-PL) can be
achieved if the anomalous behavior is addressed (as accomplished in Chapter 7);

e The heavy-tail issue in location estimation is further investigated in Section 5.4. It
is shown that more effective attacks introduce more severe heavy-tailed behavior by
causing location estimates with more excessive error. We illustrate that even if the
anomalous errors occur only occasionally, their impact on location accuracy is detri-
mental in the MSE sense. This investigation also emphasizes the significance of dealing
with the heavy-tailed behavior for secure position location (as studied in Chapter 7);

e In Section 5.5 we explain why the minimum MSE (MMSE) (i.e., best location accu-
racy) was found at non-zero SS attack levels in Chapter 4 (see Fig. 4.5). Also, in
Chapter 4, the value of the MMSE was observed at different attack levels for different
estimators and attack cases. Noting that location attacks induce a systematic bias to
the estimates, we demonstrate that the bias-variance tradeoff issue is the primary rea-
son. This chapter also presents the bias-variance characteristics of a location estimator
and the related theoretical limits to the estimator’s accuracy from the perspective of
general location estimation.

5.2 Characterization of Location Spoofing Attacks

In this work we are concerned with range-based localization which relies on RSS observations
to estimate range and subsequently position. Location spoofing attacks are thus manifested
as modifications to the observed RSS value. Thus, we wish to characterize location attacks
with respect to their impact on range and location estimation. From the perspective of a
location estimator, it can be shown that an attack is fundamentally equivalent to a scaling
factor §; that deceptively scales or biases the estimator of the ith range d;. We will examine
the estimator bias in the absence and presence of an attack in the following.
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5.2.1 Natural Bias

Before characterizing the effect of attacks, we must first examine any natural biases in the
range estimation process. Even when no attack is present, range-based location estimators
using RSS measurements are inherently biased in two respects. First, most practical estima-
tors in signal processing are biased with small data sets. Specifically, ML and LS estimators
are known to be asymptotically efficient, and hence asymptotically unbiased [57]. With fi-
nite data records and nonlinear models as in most practical localization scenarios, they are
usually biased and inefficient. Second, it can be shown that the range (and thus location)
estimator using RSS is inherently biased in the presence of log-normal shadowing. It should
be noted that, however, the natural bias is typically small compared to the bias induced by
effective attacks as demonstrated in Chapter 6.

As described in Chapter 4, the received power level P; (= P(d;; ¥;)) at a specific distance
{d;}}", follows the log-normal distribution

CULA R {_(ma—lné)z} (5.1)

fr(P;d;) = —————exp )
V2mogIn10 2 (gs hi(l)o)

assuming the absence of any attack, i.e., ¥7_; |Av; x| (dB) = 0 in Eq. (4.1). When dealing
with radio parameters it is common to use decibel values. However, it is often simpler to use
linear values for derivations. Thus, only when using notations in decibel (dB) we explicitly
state it. Otherwise, linear values are assumed. After substituting the average received power

Pi=Py (%)™ (Py= P(do; ®;)) into Eq. (5.1), we have
Pym di ]\
)T L 5.2
ol (7) d]) (52)

The corresponding log-likelihood function ¢(d;)-that is the logarithm of the PDF as a func-
tion of the unknown parameter d;—given the value of n, (which can be treated as a nuisance
parameter for the derivation) is

Ip (Pz';di) =
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And, the first derivative of ¢(d;) with respect to d; is
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which is set to zero to obtain the ML estimator of d;:

N P(d \Il) %
d(ML) -d 0, ¥4 .

where P(dy; W;) and P(d;; ¥;) are the observed RSS values Fy and P;, respectively, which
depend on the radio parameters in ¥,;. When an attack is not present and the uncertainty
in ¥; does not exist, P(dy; ¥;) and P(d;; ¥;) can be simplified to known constants P(dy)

and P(d;), respectively. However, due to log-normal fading, it can be shown that the ML

)

estimator dEML is naturally biased:

B[] = B [doP(do) ™ P(d;) 7 ] (5.6)
2
1 d; 11 1{oslnl0
= dyP(do) ™ exp {m[d—op(do) ] ; 5( i()np ) } (5.7)
2
1[{o5In10
= d _— .
Zexp{2( T0n, ) } (5.8)
“B-d;, i=1,....m, (5.9)

where B is a scaling factor due to log-normal shadowing:

2
~ 1{os5In10
B—exp{i( T0n, ) } (5.10)

Thus, we have a natural bias of (B - 1) d; which is positive in typical wireless channels as B
ranges from 1.02 to 1.94 for n, € [2,5] and og € [4,10] (dB) [40].

5.2.2 Adversary Model

Next, suppose that there exists a location attack (i.e., falsification of the transmitter pa-
rameters 1;). In this work we are concerned with attacks which impact the RSS seen at
a particular anchor node. Let P*(d;; ¥;) denote the received power level at the ith anchor
influenced by an attack, i.e., i, |A; x| (dB) > 0, while the received power in the absence
of an attack is denoted by P(d;). Recall that A, ; denotes the fallacious modification level
of the kth transmit parameter of 1, in Eq. (4.1) by the attack such that A, =1, — 1211;C
(dB) where %k is the assumed value of 1, .

In the presence of an attack, the log-normal random variable P(d;) in Eq. (4.1) is modified
as

P*(d;; ¥;) (dBm) ~N(P(di)+impi,k, ag), (5.11)
k=1
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where 37 _; Av; ;. (dB) is the sum of fallacious changes in the transmit parameters (i.e., trans-
mit power, system loss and transmit antenna gain) seen by the ith anchor. This falsification
modifies (or biases) the estimator dZ(ML) of the true range d; in Eq. (5.5), thus resulting in a

modified ML (MML) estimator cZZ(.MML). Positive (or negative) values of At (dB) induce
negative (or positive) bias on the range estimate so that the modified range assumed by the
estimator appears to be smaller (or larger) than its actual range.

To derive the bias of an attack-corrupted (or modified) range estimator cngML), we first

obtain the mean of OZZ(MML) by replacing P(d;) in Eq. (5.5) with one falsified by an attack
P*(d;; ¥;) through Eq. (5.11) as

B [dM)] = B [doP(do) ™ P*(dis ) | (5.12)
1 2
1 P np 1 In1l
= dyP(dp)™ exp | In % +5 (Uioz 0) (5.13)
do TTx A% b
2
; 1 Inl
S exp{§(ai0n O) } (5.14)
= n
Hk Albi’: P
A(ML)
e[ 515
Ci
ZSi'di, izl,...,m, (516)
(3,=%;,1) (dB)
where Ay, =107 10 and the attack factor C;
£ At g, (dB)
Ci =10 10mp . (517)

The link-dependent scale factor S; (> 0) is a function of both the natural scaling B and the
scaling due to the attack C;:

SZ'=§, i=1,...,m. (518)
Ci
Then, the bias of the MML estimator of range d; is given by

The values of B and C; which represent natural and unnatural effects, respectively, contribute
to the range bias b(d;,S;) in opposite ways. Further, while the natural bias B is inherently
limited and uncontrollable, the unnatural bias C; can be varied through A, to the extent
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possible. As mentioned, B ranges from 1.02 to 1.94 in typical wireless environments [40],
indicating that a range estimator is positively biased by 2 ~ 94 % even in the absence of an
attack. When an attack is present, this naturally biased estimator is rescaled by the attack.
More specifically, when the sum of the fallacious changes in the position-related parameters,
i.e., Yo_y Aty (dB), is =30, ~10, 10, and 30 dB (assuming n, = 4), C; = 0.18, 0.56, 1.78, and
5.62, respectively. The former two values of ¥3_; At are related to power amplification
attacks, whereas the latter two values correspond to power attenuation. Note that the values
of B and C impact the range bias in opposite ways; Specifically, B > 1 increases the bias of a
range estimator (i.e., positive-bias natural sources), whereas C > 1 decreases it (i.e., negative-
bias attacks). This result is a mathematical interpretation of our previous description that
SS amplification and attenuation attacks lead to reduced and increased range estimates than
assumed (or believed) by an estimator.

Finally, to assess the effect of the attack on the resulting position estimates we rewrite an
RSS-based location estimator Oy as a function of dMY) (i.e., without attack) and the attack
factor C. This can be done by substituting the residuals 7(0) = v — L(0) (under attack)
where

= P*(d; ®;) (dBm) - P(dy) (dBm) + 101, log,, [d’ée)] (5.21)
0
_ . P(do) 1 do \"
=101og;, 1:[ A — 10logy, lP(di) ] (dl(O)) (5.22)
=101log,, [(d(gﬁz) [TA:x (5.23)
di k i=1,....m
into the LS merit function
1
6(0) = 5Ir(0)13 (5.24)

which needs to be minimized to obtain the position estimate

2
. m . d(6
Or= argmein {507112? > [loglo (Cld/‘(TzI(J)))] } (5.25)
i=1 ~

(2

From this equation, it is clear that an RSS location estimator is a function of naturally biased
dl(ML) and the attack factor C; which modifies dZ(ML). Another important result which can
be noticed from Eq. (5.23) is that the residuals r or their norm |3 = |v — L(0)]|? cannot

be used as a reliable measure for attack detection, even if the range or location estimator is
F(ML)
accurate and robust to natural sources of error (i.e., var[d;(0)] is small and % ~ 1).

This is because when the residual is increased (or decreased) by C; (which characterizes the
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effect of an attack), it can also be decreased (or increased) by the estimated ranges d;(8).
Additional analysis (particularly a mathematical proof) will be done as future work. We
will look further into Eqs. (5.23) and (5.25) in Section 5.5 when discussing the bias-variance
tradeoft.

From Egs. (5.12)-(5.19), we can characterize the effects of location attacks in two respects:

1. A location attack modifies (or scales) ranging parameters 1, so as to add either a
negative or positive bias to the range estimate for d;. In other words, if the attacker
increases power or antenna gain (Ay; > 1), the range estimate is reduced (negative
bias), whereas if the attacker decreases power or antenna gain (At; < 1) the range
estimate is increased (positive bias);

2. Range estimators over different links {a@}l’ﬁl are either uniformly biased; S; = S;, Vi, 7,
or selectively biased; S; # S;, 3i # .

Accordingly, location attacks can be characterized as either a wuniform attack (UA) or a
selective attack (SA). Note that uniform attacks can be further classified according to the
form of the range bias induced (i.e., negative or positive). Using this classification, falsifying
P, (an SS attack) corresponds to a UA since all range estimates will be biased either positively
or negatively while modifying the antenna pattern will generally be an SA since some ranges
will be biased negatively and others positively. More specifically, a target which transmits
at a higher power level than it claims (or is allowed) will create Ay, > 1 for Vi, which will
negatively bias all range measurements. Thus, increasing transmit power results in a negative
UA. On the other hand, a node which transmits at a lower power will cause uniformly positive
range biases which is termed a positive UA. A target which uses a beamforming or smart
antenna technique [32,71] (BF attack) is clearly using an SA since the induced bias will
depend on the direction to the particular anchor. Combining transmit power modifications
with beamforming (SS+BF attack) would also lead to SAs. Although we have developed
this approach with RSS-based positioning in mind, range-based positioning which utilizes
time-of-arrival could also be classified in the same manner.

When equipped with a directional antenna, an attacker can launch a BF or SS+BF attack.
Without loss of generality, we consider BF attacks using an uniform circular array (UCA) [72]
of radius with the array factor (AF) given as

AF(0,9) = i[n exp(jwn) (5.26)

where © and ® are the radiation direction on the x—y plane and along the z-axis, respectively.
N, is the number of array elements, w,, = QT’Tda sin® cos(© - ©,,) + a,, and d, is the radius
of the circular array. And, ©,, = %T” is the angular position of the nth element on the z—y

plane. Here I,, and a,, are the excitation amplitude and phase (relative to the array center)
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of the nth element, respectively. In order to direct the peak of the main beam in a desired
direction (©g, ®g), the excitement phase of the nth element is selected to be
2m

ay, = _Td“ sin & cos(©g - 6,,) (5.27)

so that the maximum of AF occurs for w = 0 (I, = 1). As a consequence, the spatial
directivity through BF techniques biases range estimates selectively. In a 2-dimensional
location problem, the angle ® along the z-axis is set to ¢ = 90°.

We next explore the behavior of a location estimator in the presence of an attack while
further looking into the results obtained in Chapter 4. In particular, the estimator behavior
is analyzed in three respects: (a) prior knowledge of nuisance parameters, (b) heavy-tailed
error and (c) the bias-variance tradeoff. This effort will help us better understand the effect
of a location attack and develop an effective approach to the detection and localization of
attacks.

5.3 Prior Knowledge of Nuisance Parameters

Many estimation problems in signal processing are characterized by a set of parameters that
describe the underlying system configuration, signal features and environment. Among the
parameters, which are either unknown or known a priori, we are interested only in a subset
of their values. In a 2-dimensional range-based location problem using RSS measurements,
the system model includes the position parameters (z,y), the path loss exponent n,, the
transmit power P, the system loss factor S, and transmit antenna gains {Gy;},. Among
these parameters, our main interest is the position coordinates, while other parameters are
just “nuisances.” Nevertheless, we need to know the values of the nuisance parameters to
determine the position coordinates. The nuisance parameter values are either known a prior:
or estimated jointly with the position parameters.

In estimation theory, it is a fundamental rule to exploit the prior knowledge of the nuisance
parameters, if the knowledge is feasible and reliable. From both a classical and Bayesian
perspective, the prior knowledge allows the use of a more precise probabilistic model by im-
proving the “closeness” between the observed data and parameters of interest while reducing
the uncertainty [57]. Regarding the treatment of the nuisance parameters for location secu-
rity, an important question is: “Should we obey this fundamental rule in location estimation,
particularly for location security?” We answer this question by discussing three important
factors in the following: (a) feasibility, (b) optimal exploitation and (c) security risk.

First, it is not practical to assume a priori knowledge of nuisance parameters in many local-
ization scenarios. While many previous studies in localization presume accurate knowledge
of the unwanted parameters (particularly n,), it is an oversimplification in many cases where
reliable off-line training procedures are not feasible. Even if reliable measurement data are
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given a priori, the data need to be updated regularly due to the time-varying nature of the
radio channel. Further, the environmental parameter values are usually determined to be
optimal “on the average” (e.g., in the LSE or MSE sense) for the environment. As a con-
sequence, it may not accurately reflect a specific radio propagation condition which changes
with target position.

Second, it is often a better strategy for location estimators to estimate nuisance parameters
jointly with position parameters, even though the prior knowledge is available. It is quite
counterintuitive since, in estimation theory, we seek to exploit the prior knowledge of nui-
sance parameters, if available [57]. However, the recent theoretical studies show that it is
actually better to estimate the nuisance parameters jointly with parameters of interest when
the MSE criterion is minimized through an ML/LS estimator or, in many cases, a biased es-
timator [113,114]. In the same sense, most practical RSS-based estimators including ML/LS
estimators are inherently biased as derived in Section 5.2 and cannot optimally exploit the
prior knowledge of nuisance parameters in the MSE sense.

Lastly, there is a security risk associated with nuisance parameters, as adversaries can take
advantage of the estimator’s prior knowledge. More specifically, we have discussed that
attackers can falsify transmitter-dependent parameter values such as P, and G; under their
control. The effect of the falsification can be detrimental as shown in the previous chapter.
Further, they can disguise environmental parameter values by modifying LOS/NLOS paths
through beamforming or taking advantage of nearby obstacles.

Therefore, in many application scenarios, particularly location security, it is desirable to
estimate both types of parameters jointly, even if prior knowledge of the nuisance parameters
is available. This argument agrees with previous theoretical studies from a general estimation
perspective [113,114]. However, the RMS error behavior of Known-PL and Joint-PL observed
in Chapter 4 (see Fig. 4.5) contradicts this. Specifically, the location accuracy of Joint-PL
is worse than Known-PL when an SS attack level is higher than approximately —10 dB.

To examine this inconsistency, let us explore an LS error surface or objective function ¢z(0)
of an RSS-based location estimator in Eq. (5.24) which contains important information about
location accuracy. This investigation is useful because in nonlinear, nonconvex optimization,
the shape and complexity of the error surface—as evidenced by local minima/maxima, saddle
points and curvature/flatness—impact the optimization characteristics such as global optimal-
ity, convergence rate, and stability [99]. Since these characteristics decide the accuracy and
reliability of location estimation, the performance of a location estimator is closely related
to the topographic features of its LS error surface.

Typical LS objective functions of Known-PL and Joint-PL under SS attacks on a logarithmic
scale (0g = 5 dB, n, = 3) are shown in Figs. 5.1 and 5.2, respectively. By comparing the
two figures, it can be noticed that Joint-PL exhibits better shaped objective functions and
lower objective values—-that is better residual error-than their counterparts using Known-
PL. Interestingly, the most noticeable improvement with Joint-PL compared to Known-PL
is when the SS attack level is +30 dB at which Joint-PL has the worst error performance
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(see Fig. 4.5). The reason for this inconsistent result can be explained by the heavy-tailed
error behavior of a location estimator presented next. This issue can also be described by
observing the LS error surface. Specifically, the objective function of Joint-PL with high
positive-bias SS attacks is occasionally not well-formed, thus leading to anomalously large
location error and consequently the heavy-tail of the error distribution.

5.4 Heavy-Tailed Error Distributions

When dealing with location or measurement error e, it is customary to assume the normal
distribution which is a function of the variable e?. This assumption of the second Laplace law
or Gauss’s law—that states the frequency of the error is an exponential function of the square
of the error—permits a nice mathematical analysis. However, due to undesirable effects in
localization such as non-linearity, bad node geometry and non-Gaussian noise, many practical
location estimators exhibit heavy- or fat-tails in their error distributions, which is referred to
as heavy-tailed behavior. In comparison with the Gaussian distribution, the heavy-tail issue
can be described by an exponential function of the numerical magnitude of the error |e|,
referred to as the first Laplace law [115]. In this case, there exists no analytical framework,
thus leading to considerable mathematical difficulties in obtaining a solution.

Further, if the distribution of location error is heavy-tailed, a small number of excessive errors
dominate the MSE performance criterion in Eq. (2.1). Thus, this abnormal phenomenon
needs to be taken into account when evaluating the performance of location estimators.
However, many localization studies employ a performance metric which does not reflect the
heavy-tail behavior (e.g., median). Also, previous statistical studies on location estimation
(mostly based on the normal or Rayleigh distribution) do not incorporate this heavy-tail
issue, hence leading to overly-optimistic results.

To look further into the heavy-tail issue, in Fig. 5.3 we compare the performance of Known-
PL and Joint-PL by focusing on the impact of the heavy-tailed behavior. Specifically, we
show the CDFs of location error and two metrics, which are robust to large errors, in Figs.
5.3a and 5.3b, respectively. In Fig. 5.3a, it can be observed that Joint-PL under +30 dB
SS attacks performs better than Known-PL in the lower error region (i.e., error $ 45 m)
which is not associated with the heavy tail. The same result can also be found in Fig. 5.3b,
where the RMSE disregarding the errors beyond the 95th percentile (which cause the heavy
tail) (top) and the median which is robust statistic against data outliers (bottom) are shown
over a range of SS attack levels. It can be seen that Joint-PL is better than Known-PL,
particularly under effective attacks (i.e., positive-bias attacks with larger SS attack levels).
This analysis implies that due to a small number of excessively large errors, a potentially
good estimator can be found to be a considerably bad estimator. This is the main reason
that the attractive Joint-PL performs worse than Known-PL in terms of the RMS error,
particularly with higher SS attack levels. In other words, if the heavy-tail issue is addressed,
the performance of the estimator will be improved significantly (as we will show in Chapter
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Figure 5.1: The objective function (left column) and the corresponding contour plot (right
column) of an LS estimator with known n, (i.e., Known-PL) (05 =5 dB). (a,b) =30 dB SS
attack. (c,d) No attack. (e,f) +30 dB SS attack.
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Figure 5.3: Analysis of the effect of SS attacks (associated with Fig. 4.5a), which shows
the heavy-tailed error distribution of a location estimator under effective attacks (e.g., +30
SS attack). (a) Cumulative distribution function (CDF) of location error with different SS
attack levels (og =5 dB, n, =4). (b) RMSE with estimates below the 95th percentile (i.e.,
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of location error (bottom).
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7).

The heavy-tail issue is of particular concern from a security perspective, noting that abnormal
estimates with larger error occur when an attack is present. This anomalous behavior can
be clearly seen through the complementary CDF (CCDF) in logarithm as given in Fig. 5.4
(associated with Fig. 4.5), where the heavy-tails are observed particularly in the presence
of effective or positive-bias attacks. The lower the slope of the CCDF (that is exhibiting
greater flatness), the more the estimator exhibits the heavy-tailed error behavior. In fact,
attackers are capable of inducing this abnormal error by exploiting the weakness of a location
estimator. As a consequence, if there is no countermeasure, even good location systems will
not meet desired accuracy requirements, and their location estimates are neither reliable
nor secure. In Fig. 5.4 we can see that the heavy tails are hardly observed with negative-
bias attacks (i.e., attacks in the negative SS attack region). In this attack region, Joint-PL
performs better than Known-PL for different values of shadowing variability. We discussed
earlier that this reason can be found from the fact that negatively biased range estimators
form well-shaped, stable LS error surfaces, where a solution is near the true position as shown
in Figs. 5.1 and 5.2. Note that the well-formed objective functions facilitate better global
convergence and stability for numerical optimization algorithms. We will go into further
details about the heavy-tail issue and countermeasures in Chapters 6 and 7.

The following is a summary of our key observations as seen by the CCDF's of location error
in Fig. 5.4:

e As found in Chapter 4, for both of the estimators, the effects of attacks are very differ-
ent depending upon which type of bias is added to the range. Positive-bias attacks are
very detrimental, whereas the effect of negative-bias attacks is insignificant. Particu-
larly, in practice, Joint-PL is more susceptible to higher positive-bias attacks because
its objective function tends to be more ill-formed with a larger feasible region, thus
exhibiting the heavy-tailed behavior;

e In the presence of positive-bias attacks, the overall MSE performance of Known-PL is
better than that of Joint-PL, yet Joint-PL outperforms Known-PL in the lower error
region. Under negative-bias attacks, on the other hand, Joint-PL is somewhat better.
This is because under negative-bias attacks, the objective function is well-formed over
the feasible region constrained around the solution. Also, theoretically, a biased ML /LS
estimator performs better with a joint estimation strategy than assuming the prior
knowledge of n, in the MSE sense [113,114];

e When BF attacks are coupled with positive-bias SS attacks, the estimator performance
becomes worse with higher SS attack levels. On the other hand, when coupled with
negative-bias SS attacks, the estimator performance under BF attacks can become
better, particularly in the case of Joint-PL. This implies that a location estimator
which is more susceptible to attacks tends to be stable when negatively biased, as can
be inferred from Fig. 5.2 This issue will be further investigated in the next section.
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5.5 Bias-Variance Tradeoff

We next describe the last key issue found in Chapter 4, where the MMSE (i.e., best location
accuracy) was observed when an attack is present as shown in Fig. 4.5. Specifically, the issue
will be examined by exploring the bias-variance tradeoff, which has been virtually unexplored
in relation to location estimation and location security. Although this statistical relationship
is not directly exploited in the following chapters, it enables us to examine the impact of
location attacks in more detail. While the MSE is the most widely used performance measure
in many applications including location estimation, it can be decomposed into bias square
and variance terms. Thus, the investigation of the two statistical terms rather than only
examining the values of the MSE provides a more thorough view of the estimation error and
its source, which is an attack here.

As defined in Eq. (2.1), the MSE is the second moment of the location error which incor-
porates the variance of the estimator and its bias. More specifically, we can decompose the
MSE into two important statistical measures—the variance and bias—as

MSE(8) = Tr (C(9)) + | E() - 0] (5.282)
= >~ {var(6),) + bias® (6;) } (5.28h)

in which Tr(+) indicates the trace of a matrix. The first and second terms represent the total
variance and bias—the sum of the variances and biases in estimating each position coordinate
parameter #,—respectively. The square root of the variance is a measure of variability that
is the average deviation of the estimator from its average value, whereas the bias reflects the
sensitivity /mismatch of the average value of the estimator to the true value.

In signal processing, it is customary to search for an unbiased estimator first, and then
seek the one that exhibits the least variability, hoping that estimates are close to the true
value. This goal is generally achieved by determining the minimum variance unbiased (MVU)
estimator through the derivation of CRLB or using the theory of sufficient statistics [57]. It
should be noted from Eq. (5.28) that the direct minimization of the MSE generally leads
to an unrealizable estimator due to the fact that the bias is a function of the unknown
parameter ) (i.e., not exclusively dependent on the observables). Further, the existence
of the MVU estimator does not mean that there exists an optimal estimator in which the
optimality criterion is typically defined in terms of the MSE.

Noting that the bias square and variance contribute to the MSE in equal measure, one may
attempt to reduce the both quantities simultaneously. However, there is usually a conflict
between these two goals, referred to as the bias-variance tradeoff. Recent studies have claimed
that the lower MSE can be achieved by balancing the bias and variance values (94,95, 116].
Specifically, we can often reduce the variance of an estimator substantially at the expense of
a small increase in its bias, thus improving the overall MSE. This biased estimator (which
may be intentionally achieved, for example, by scaling the estimator directly) is preferred
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over the MVU estimator in many practical applications in signal processing, particularly
with small data records and/or low signal-to-noise ratios (SNRs).

From the perspective of an estimator, the estimator bias and variance are two primary
statistical sources of error which are associated with the estimator’s error behavior and the
effect of attacks. In Section 5.2 we showed that an attack is basically a source of systematic
bias. Thus, this bias will affect the estimator’s variance and thus the resulting MSE. Before
looking further into the bias-variance issue in relation to attacks, let us first examine the
tradeoff from the perspective of general location estimation. In relation to the statistical issue
we also discuss the fundamental limits of the estimator’s location accuracy. This study, based
on theoretical measures and their comparison with practical LS estimators, will complement
the following numerical analysis of the impact of attacks on a nonlinear location estimator.

Bias-Variance Characteristics and Theoretical Accuracy Limits

Suppose a basic position location network of four anchors, configured as in Fig. 5.5a, where
the mobile target is localized and tracked by an RSS-based estimator. The mobile moves
from X = 1 to the right along the x-axis with the fixed y-coordinate Y = 10. Since the
geometry of nodes is one of the primary factors that affect the estimator performance, two
distinct positions @ = (10,10) (i.e., the center of the network) and x = (1,10) (i.e., close
to one of the anchors) are chosen to examine the corresponding bias-variance tradeoff. As
presented in Fig. 5.5b, given the mobile’s true position and the statistical properties of
shadow fading we can obtain the theoretical bias-variance tradeoff curves. These curves are
closely related to the theoretical accuracy bounds known as the uniform CRLB (UCRLB)
which generalizes the CRLB (which can only provide a lower bound on the covariance of an
unbiased estimator) so as to be applied to both the biased and unbiased cases [94,116,117]. In
relation to the UCRLB, we can compute the unachievable performance region (i.e., under the
curves) according to the bias-variance characteristics of an estimator. As noted, depending
on the mobile position, the bias and variance characteristics change substantially as does the
estimator’s MSE performance.

The details of the estimator bias-variance tradeoff and its impact on location accuracy (i.e.,
RMSE) are presented in Fig. 5.6. Here LS estimators using RSS and DRSS are employed
to compare their bias-variance characteristics along with the CRLB and UCRLB. As can be
inferred from Figs. 5.5 and 5.6, the estimator’s statistical characteristics vary depending on
the factors affecting location accuracy. Among many factors are unknown mobile position,
node geometry, fading variation, and spatial correlation of shadowing. For instance, when
the mobile is close to one of the anchors, the RMSE performance is nearly the minimum
due to a significant reduction in the estimator’s variance at the expense of a relatively small
increase in its bias. The increase in the bias at @ = (1,10) is mainly due to the directional
tendency of the node geometry toward the right (i.e., impacted by more anchors on the
right).
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Figure 5.5: Analysis of the bias-variance tradeoff and the achievable estimator performance
in general location estimation with spatially correlated shadowing (D.: the correlation dis-
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region when the mobile is at either (10,10) or (1,10).
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Another major observation from the figure is that the UCRLB can provide a theoretical
lower bound on the covariance of an estimator regardless of the degree of bias. On the
other hand, as pointed out above, the CRLB cannot be used as a limit to location accuracy.
Nevertheless, it should be noted that with an increase in the number of anchors, the CRLB
can be a theoretical limit to the estimator’s covariance since an ML estimator (as well as
an LS estimator in many cases) is asymptotically efficient. In other words, with a sufficient
number of RSS measurements, a location estimator becomes unbiased. To investigate this
asymptotic bound, we repeat the above study with an increasing number of anchors and the
mobile near one of the anchors as shown in Fig. 5.7a. The mobile position was chosen such
that estimator bias can be substantial due to a strong directional effect of node geometry.
As presented in Fig. 5.7, given m equidistant anchor nodes are placed on a circle with radius
r =10 m, the CRLB provides a lower bound on the estimator’s covariance when m > 10. In
this case, the CRLB is a tighter bound than the UCRLB. Also, note that the bias as well
as the variance decrease with additional anchors so that, as expected, the overall RMSE
improves.

Relationships Between the Bias-Variance Tradeoff and Location Spoofing

Earlier in this chapter we characterized location spoofing attacks by a scaling factor which
scales or biases an original location estimator subject to natural biases (discussed in Section
5.2). This scaling effect can be found when deriving a location estimator as a function of
naturally biased range estimators {CZZ(ML)}Zl in Eq. (5.5) and attack coefficients {C;}; in
Eq. (5.17). As given in Eq. (5.25), the location estimator can be derived as

. 2
Or = arg min 50n; ; logy, de(—H) . (5.29)

where an RSS location estimator 0 r is a function of the naturally biased range estimator JMLJ
which is then additionally scaled by a location attack characterized by C;. In other words, a
location attack can be considered as a scaling factor for an RSS estimator whose bias-variance
characteristics are modified by the attack. Consequently, as can be observed from Fig. 4.5,
some range of attack levels may improve the estimator performance by rescaling its range
estimators—which is definitely against the purpose of the adversaries. This tradeoff can be
understood better by relating it to Fig. 5.5b, where the characteristics of estimator bias and
its variance on the curve can be modified by any source of error including an attack. An
increase in the estimator bias due to an attack (note the typical range of small bias values)
reduces the variance considerably, and thus improves the overall RMSE performance.

We now quantify the effects of the attack coefficient C; in Eq. (5.17) and the attack-induced
bias (S; — 1)d; in Eq. (5.19) with respect to the MMSE in Fig. 4.5. Note that it is difficult
to derive an analytic solution for finding the best scaling value or attack level leading to



102

=
2

—A— | S-RSS
—©— LS-DRSS| |

20 ® ®

[ ]
[ ]
N
N
T

[
X/

151 1

-
N

%* Targets
® Anchors

Y-Coordinate (m)
=
3
%
RMS Location Error (m)
P
= =

o
T
i
o
©

L]
[ ]
[=}
©

0 i ) i ' i
0 5 10 15 20 4 6 8 10 12 14 16
X-Coordinate (m) Number of Anchor Nodes

(a) (b)

n n n n

o
3

w —A— X-Bias: RSS 35 ‘ ‘
8::" [~\= A - A - Y-Bias: RSS —h— tg_gigs
0.89~, . Riac- —— LS-
g \,\’ —6—X B!as: DRSS 3k — A - CRLB-RSS |
06k 'y - N — © - Y-Bias: DRSS E \ — © - CRLB-DRSS
'~ \.; S~ . —A~ - Norm of BGM: RSS 5 \ . —A~ UCRLB-RSS
L '~.2~,, | —@ Normof BGM: DRSS|.- © 25 \ - —@— UCRLB-DRSS
04 Norm of Bias Gradient ' *?_‘, 2 - = B g \ CRLB for RSS & DRSS
5 o, Matix@GW R s g
© 2 N
E o
§ obtd=V=mccpho--p---=--cp-==-- g
k) 5
E -0.2 2
o Y-Bias for RSS & DRSS é
-0.4 )
g
-0.6] 5’;
¢
-0.8 )
X-Bias for RSS & DRSS T
-1 I . . . . 0 L L L L L
4 6 8 10 12 14 16 4 6 8 10 12 14 16
Number of Anchor Nodes Number of Anchor Nodes

() (d)

Figure 5.7: Analysis of the theoretical limits to location accuracy and the bias-variance
tradeoff (D, =20 m). LS estimators based on RSS and DRSS are employed to compare their
bias-variance characteristics. (a) Network configuration considered. (a) Corresponding RMS
location error. (b) Associated bias of the estimators. (c¢) Associated square root variance of

the estimators as well as vVCRLB and v UCRLB.



103

the MMSE, unless nonlinear complexities in Eq. (5.29) are simplified. Nevertheless, we
can estimate the best scaling value numerically. As an example, in our specific simulation
settings with a range of SS attack levels € [-30,30] dB (n, = 4, og € [2,8] dB), B ranges
approximately from 1.007 to 1.112 (bias: +0.7 ~ +11.2 %). On the other hand, C; varies from
0.178 to 5.623, leading to the attack-induced range bias of approximately —82 ~ +462 %. The
total range bias due to a combination of the natural and unnatural biases is thus —-82 ~ +525 %
depending on the shadow fading variance. In Fig. 4.5, the MMSE of Joint-PL was achieved
when the SS attack level was between —20 and ~10 dB (i.e., ¥3_; At x of 10 ~ 20 dB), thus
leading to the attack-induced bias of approximately —68 ~ —44 %. As a result, the total
range bias is approximately —68 ~ =38 %, depending on the shadow fading variance. This
result is consistent with our previous discussion that some degree of negative bias improves
the performance of a range-based RSS location estimator whose bias is inherently positive.

5.6 Conclusion

In this chapter we characterized location spoofing attacks and analyzed the behavior of a
location estimator under attack. More specifically, the chapter first provided a characteriza-
tion of the impact of signal strength and beamforming attacks on range estimates and the
resulting position estimate. It was shown that such attacks are either uniform or selective
in terms of their impact on the individual range estimates. Further, we showed that these
attacks add either a positive or negative bias to the range estimate depending on the type
of attack. This categorization allowed us to identify the more severe types of attacks, and
will lead us to an attack detection and localization approach which does not rely on a prior:
knowledge (either statistical or environmental) later in this dissertation. In the previous
chapter, it was shown that positive-bias attacks are much more detrimental than negative-
bias attacks. The reason for this different estimator behavior was examined here through
the issues with nuisance parameters and heavy-tailed errors.

This chapter also explored the error behavior of a location estimator from fundamental
estimation aspects—namely, prior knowledge of the nuisance parameters, heavy-tail issues
and the bias-variance tradeoff. Through this analysis, we have explained our observations
and simulation results in detail regarding the effects of both signal strength and beamforming
attacks given in the previous chapter. From this investigation we have reached three key
conclusions. First, it is often a better strategy to optimize nuisance parameters jointly
with position parameters of interest, even if prior knowledge of the nuisance parameters is
available. Second, the impact of the heavy-tailed error behavior on the estimator performance
is significant. Therefore, we should deal with such an abnormal error particularly for location
security. Lastly, a location attack can be regarded as a scaling factor for an RSS-based
location estimator whose bias-variance behavior or tradeoff is modified by the attack. Due
to the bias-variance tradeoff, counter-intuitively, an attack could improve the accuracy of a
location estimator.



Chapter 6

Detection of Location Attacks

6.1 Introduction

In any type of security system, the primary objective is to identify security risks and detect
malicious activities. With our understanding of location attacks and their impact described
in the previous chapters we now investigate the detection of location spoofing attacks, specif-
ically the detection of a wireless node which is attempting to falsify (degrade) its position
estimate through signal strength (SS) and beamforming (BF) attacks. In classical detection
problems in signal processing, it is important to fully exploit our knowledge of signal infor-
mation and observed data. In location security, however, it is typically not valid to make
deterministic or statistical assumptions about the data subject to attacks whose (statistical)
characteristics are inherently unknown and unpredictable. Further, a lack of knowledge of
the statistical properties of the radio environment (e.g., spatial correlation and the variance
of shadow fading) further complicates the problem.

Despite increasing research activity in relation to location security, few studies are dedicated
to the detection of location spoofing attacks. Chen et al. [45, 106] propose a statistical
approach using an LLS estimator with its residual errors as a test statistic. This detection
scheme (as well as other similar approaches) is possible given that the statistical properties of
the residual error with the LLS estimator when operating in attack-free conditions are known
a priori. In order to obtain this a priori information, it is vital to construct a reliable radio
map or RSS database (usually built offline) prior to localization [15]. However, this approach
demands considerable effort and cost (due to offline measurements, manual calibration, etc.)
as it needs to reflect the time-varying nature of the wireless channel. As we will discuss later
in this chapter, the residual error alone is only weakly correlated with location attacks and
makes an unreliable test statistic for attack detection. Further, few of these recent studies
deal with antenna beamforming attacks, which is one of the more easily envisioned location
attack strategies.

104
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Due to the difficulties in detecting location attacks using signal measurements without re-
sorting to prior environmental or statistical knowledge, one may consider a system-level (or
algorithmic) approach based on system or cryptographic protocols. Recently, there has been
an increasing interest in the secure location discovery of sensors in relatively large-scale net-
works, typically assuming a communications link between all sensors, including to any adver-
saries. The security of a node’s location information is verified by challenging (unlocalized)
nodes through network protocols or algorithmic solutions (e.g., distance bounding [47-49],
voting-based schemes [50,51]) or by employing additional hardware (e.g., sector antennas).
The success of this approach will depend on system/hardware requirements, assumptions
and/or application scenarios. Among the requirements are a directional antenna in each
node (or anchor), sufficient radio resources, the absence of jamming/interference, a majority
of benign observations and common control channels.

A strong aspect of the work described in this chapter is that the problem of location attack
detection is addressed based solely on signal strength or SS observations which can readily
be acquired in (nearly) every wireless system. Since there is no reliance on prior statistical
information, predefined system protocols, additional hardware or offline training, our ap-
proach is not limited to a specific set of applications or scenarios. This SS-based framework
can also be integrated into another type of location system (e.g., TOA) as a hybrid approach.
Despite our focus on network-based attack detection using SS measurements, this study can
be readily extended to mobile-based positioning with malicious anchors, jammers or rogue
APs. The work can also be applied to systems using other measurement types if desired.

The main contributions of this chapter are as follows:

1. A framework for assessing the quality of a mobile’s location estimate in the presence
of an attack;

2. Development of the novel concept of bilateral dissimilarity detection (BDD) to detect
the presence of a location attack regardless of the channel state;

3. Development of statistical and pattern matching techniques for BDD using point and
topological error signatures, respectively;

4. Showing that the performance of attack detection is significantly impacted by the
geometry of nodes and can be improved by reducing the adverse geometric effect.

The chapter is organized as follows. In Section 6.2 we describe the challenges of measuring
anomalous location estimates. With this understanding we introduce the bilateral similarity
of two SS-based estimators (i.e., using RSS and DRSS observations) in the absence of an
attack which can be used as a metric of the security risk of a mobile’s position estimate.
Then, it is shown that the two estimators exhibit the dissimilar behavior in the presence of
an attack termed the bilateral dissimilarity. By exploiting this two-sided behavior we develop
two detection techniques for BDD using point and topological error signatures in Sections
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Figure 6.1: The distributions of RSS location estimates along each coordinate axis in the
absence or presence of an attack with the scenario in Fig. 6.3.

6.3 and 6.5, respectively. In Section 6.4 we discuss the adverse impact of node geometry on
detection performance and how to improve the geometric adversity. Then, in Section 77,
the performance results of the approach are presented. Finally, we conclude the chapater in
Section 6.7.

6.2 Measuring Location Anomalies

In Chapter 4 we found that the falsification of position-related parameters ¥, in Eq. (4.1)
induces an abnormal bias in the range estimate, resulting in anomalous location error. This
error is much larger than what we typically would expect in the absence of an attack as
shown in Figs. 4.5 and 4.6. The effect that the induced range bias has on the position
estimate can be better understood by examining the distribution of the estimated position
0 for a specific scenario. The simulated distributions of the z- and y-positions for different
attack cases are plotted in Fig. 6.1 given the scenario in Fig. 6.3. We can see that in the
absence of an attack, the estimated values & and gy are near their true values. Although we
cannot say that the location estimator is strictly unbiased in the absence of an attack, in
general the estimated location is near the true location. The impact of location attacks is
to substantially deviate 0 from its true value 6. Thus, if a location estimate anomaly (i.e.,
large location error) could be measured, the presence of an attack could be detected and,
further, more effective attacks would be easier to detect.

A location anomaly can be characterized by a scalar function termed the absolute anomaly
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measure My (> 0) as
Ma(6)2d(6,6) (6.1)

where

dim(u) %
d(u,v) =|lu-v|, = ( Z |uk—vk|p) . (6.2)

k

The p-norm | -||, is used as a measure of distance on the finite-dimensional vector space [75].
The value of p € [1, 00) is chosen based on the desired degree of similarity or closeness between
the estimates. With larger p values, the measure M4 is less sensitive to estimator variances.
When p = 2, M 4 measures location error. Although such a measure is intuitive and should
be effective for detecting location attacks, since it depends on the unknown true position
(as do the distributions in Fig. 6.1), it is not a practical measure.

A practical, and intuitive, measure which could be used for anomaly detection is the LS
residual error or |v — L(#)|3 which is an observable measure. Unfortunately, as discussed
in Chapter 5, the residuals r or their norm alone cannot be used as a reliable measure for
attack detection in most practical localization scenarios, even though the range or location
estimator is accurate and robust to natural sources of error (i.e., var[d;(0)] is small and
OZEML)E[di‘l(O)] ~ 1 in Eq. (5.23). This is mainly because the impact of an attack on
the residual which increases location error is negated by the factor cngL)di‘l(é) so that the
residual is not correlated with location error. The weak correlation when an RSS-based
estimator is under attack can be verified through a scatter plot given in Fig. 6.2 which
reveals relationships between two variables—that is, the residual error norm and the location
error, treated as predictor and response variables, respectively.

Also, many well-known statistical or machine learning techniques used for detecting a data
anomaly [118] are generally not effective to assess/detect a location anomaly, especially
in a stationary scenario. For example, suppose that based on T sets of m anchors’” RSS
data {P(t): P = (P, Ps,...,Py,)}], measured over time ¢, a location estimator outputs 7°
location estimates {@(t) : 8 = [, 7]7}T,. If the signal source or node is stationary, there is
little variation in the measurements over the static channel. Thus, with only one meaningful
estimate we cannot assess whether or not it is an anomaly. Even if we have a mobile target,
if its time-series location estimates exhibit sufficient variability, a majority of the estimates
could be severely corrupted in a systematic manner. Consequently, good estimates can be
flagged as anomalous, hence making them difficult to distinguish. Thus, we wish to find a

measure which is not subject to these limitations.
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Figure 6.2: Scatter plots which reveal a weak or no correlation between the residual error
norm and the location error in the presence of attacks (o5 =5 dB, n, =4). (a) +30 dB SS
attack. (b) +30 dB SS+BF attack.
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6.2.1 Bilateral Similarity of Point Estimates

The study of the behavior of a location estimator is closely related to the topological features
of its objective function or error surface ¢(@). Among the most salient features of the error
surface are its critical points at which the magnitude of a gradient vector V¢(0) or flow
vanishes. The goal of a location estimator is to find the global minimizer 0 among the
critical points. A classic approach to finding the solution is LS estimation. As explained
in Chapter 3, an LS solution 8 can be obtained by using a system of nonlinear path loss
equations which constructs a smooth scalar field

5(0) = 5 Ir(O)13 (63

where the residuals r(0) = v— L(6). Its gradient vector field (which implies the direction to
the solution) is the first derivative of ¢ with respect to 8 written as

vo(0) =-J(0)'r(0), (6.4)

where the ith row vector (i =1,...,m) of J for the RSS-based location estimator (RLE) or
OR is

(my _ _10my fuip Uiy Ind; (65)
' In10 dl ’ dl ’ ny ’ .
Ujp = ZEid_i T and Uiy = yzd: y (6.6)

For the DRSS-based location estimator (DLE) or @, the ijth row vector (i,j € {1,...,m},i <
j) of J is given by

10n 1 d;
(D) _ P J
g = 10 [Zij,xa Zijyys _np In (_di )] ) (6.7)
Ujp Uiy Uj, Uy,
Rijaw = dL; - d; and z;;, = #Jy - diy' (6.8)

Geometrically, u; , and u;, are x- and y-elements of the unit vector w; = u; ze, +u; ye,, where
e, and e, are the basis vectors in the direction of x- and y-axes, respectively. u; represents
a geometric vector from the source to each anchor node. z;;, and z;;, are x- and y-elements
of the difference vector z;; = z;j €5 + 2ij y€y.

Both of the estimators (éR and éD) use the same SS measurements and are constructed
based on the same framework. In nominal conditions, as demonstrated in Fig. 6.3 (top)
for a typical example, location estimates based on RSS and DRSS are geographically close.
Accordingly, the error statistics of the estimates (uy and o, denote the mean and standard
deviation of location error A, respectively) are similar. However, when there is an attack the
two estimators behave substantially different as shown in Fig. 6.3 (bottom) where we have
added a SS attack added to the same example. The bilateral similarity of the two location
estimators, Oy and 6 p, can thus be exploited for attack detection as we will show.
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Figure 6.3: Instances of RSS and DRSS location estimates (i) in the absence of an attack
(top) and (ii) in the presence of a +30 dB SS attack (bottom).

6.2.2 Bilateral Similarity of Topological Features

Although the emphasis of location estimation is placed on the point estimate 6-that is the
minimizer of the error functional ¢(8), the entire error surface carries information about the
true position 8 and the associated error. Thus, other topological features such as level sets
will also give useful information about the presence of an attack. Note that the observed
scalar field ¢ is an objective quantity. It is objective in the sense that the model function
L(0) is empirical, and no subjective modifications such as linearization/approximations—
which involve a subjective decision on the reference point 8y—are made.

In particular, our attention is focused on a special region, termed the node convezr hull (or
node convex polytope in R™), on the residual error map produced by taking the logarithm
of ¢. The node convex hull is defined as the smallest convex set Ho(X') that geometrically
contains a set X’ of hearable anchors X' = {@1,...,&,,} as shown in Fig. 6.4 (top). Hc(X)
can be found using any of many efficient algorithms for convex hull formation which do not
require the computation of angles among nodes (which can be numerically erroneous) (e.g.,
Graham’s scan with time complexity O(mlogm) [119]). We examine this specific region since
the RSS/DRSS residual error maps behave differently outside the polygon Hc(X') even in
the absence of an attack, whereas their inner region exhibits very similar topography in the
absence of an attack and dissimilar topography when under attack, as seen in Fig. 6.4 (top
row). The geometric (dis)similarity can be explained theoretically through the geometric
dilution of precision (GDOP) (despite different scaling factors) which is a measure of the
geometric effect on location error [67]. In Fig. 6.4 (bottom row), using Egs. (6.3)—(6.8) we
plot the inverse of GDOP for RLE and DLE, assuming four anchors (denoted by ”x”), each
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Figure 6.4: The LS residual error map (top row) and the surface of GDOP~! (bottom row)
with RSS (left column) and DRSS (right column).

located at the middle of each side of a 20m-by-20m square area. Due to space constraints,
the derivation is omitted here, but can be done in a similar manner as in [67]. This bilateral
similarity will also be exploited for attack detection in the next section.

6.2.3 Attack Detection using Bilateral Dissimilarity

As stated previously, it is infeasible to assess whether or not an estimate is a statistical
anomaly (due to an attack) using absolute error as a measure since the true location is
unknown. Thus, we turn our attention to assessing the anomalous behavior by exploiting the
bilateral similarity of two estimators to examine their relative error. This approach is referred
to as bilateral dissimilarity detection or BDD. As detailed later, the BDD employs two
relative anomaly measures M A—using point and topological error signatures, respectively—
using two SS-based estimators. As shown in Eqgs. (6.3)—(6.8), the estimators take the same
SS observations, but process them differently. As a result, in nominal conditions, the two
estimates éR, 0y are close, and the two scalar fields ¢g, ¢p in the domain of the node
convex hull He(X) are topographically similar. The latter means that the two level curves
(or surfaces) or equivalently

Ho(d) = {@ < Ho(X) : d(z) = a, YaecR) (6.9)
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Figure 6.5: The distributions of 0r-0p along each coordinate axis in the absence or presence
of SS and BF attacks with the scenario in Fig. 6.3.

are similar, where < denotes geometrically-inside and « is a constant value. Inherently,
location attacks disturb this bilateral similarity. The higher the intensity of an attack, the
more likely the degree of bilateral dissimilarity increases. Thus, more effective attacks are
more likely to be detected. We next present techniques for detecting SS and BF attacks by
using specific bilateral dissimilarity measures.

6.3 Statistical Detection Using Point Error Signatures

The relative error detector (RED) for BDD is a statistical detector using the norm of the
relative error as an anomaly measure. The relative error norm M (@) € [0,00) which
estimates M4 in Eq. (6.1) is defined as

Ma(0)2d(0r,0p) = |0z -6p|,, (6.10)

where p = 2 here, corresponding to the Euclidean distance between the two position vectors
0 R, 0 p. In Fig. 6.5, the simulated distributions of M A(é) in the absence or presence of
attacks are shown for the same simulation scenario as given in the previous results. Notice
the similarity between the general behavior of M 4 and its estimate My by comparing Figs.
6.1 and 6.5. Further, in these figures we can observe two important characteristics of M.
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First, true position @ is not required, making the measure practical. Second, the attack-free
distribution is highly concentrated near zero which aids in attack detection.

The relative error norm in Eq. (6.10), which is used as a test statistic by RED, is strongly
correlated with location error in the presence of an attack. The high correlation is shown in
Figs. 6.6a (+30 dB SS attack) and 6.6b (+30 dB SS+BF attack), where the relative error
norm (observable) and the location error (non-observable) are the predictor and response
variables, respectively. In comparison to Fig. 6.2, the two variables have a very high linear
relationship which increases with larger location error as the slope of the regression line
(i.e., correlation coefficient) is nearly unity. This result is promising since in location attack
detection, of primary interest is detecting attacks leading to large location error. Note
that position falsification attempts with larger attack strength do not always lead to larger
location error due to various environmental and system effects. As an example, positive-bias
(or negative-bias) SS attacks can be negated by constructive (or destructive) interference
or shadow fading. We will show the correlation between actual detection performance and
location error in Section 6.6.

Consider that the location error is caused either by a random vector ¢ due solely to nominal
radio conditions/noise (i.e., no attack) or by a combination of ¢ and attack-induced factors n
(i.e., the estimator is under attack). By denoting ey = 0z -0 and ep = Op -6, we define the
relative error Ae = [de,, de,]T in the absence of an attack as Ae(g,0p;¢) = eR(O,OR,C)
ep(0, Op; ¢), whereas Ae when under attack is Ae(éR, Op; ¢+n) = er(6, Or: ¢+n)-ep(0, 0p:
1). Then, using Eq. (6.10) we form a hypothesis testing problem, where the null hypothesis
6 is defined as

5 (no attack) : My = |Ae(07,0p;: )|, (6.11)

whereas the alternative hypothesis 77 is defined as
A4 (under attack) : My = [Ae(@r, 0p;¢ +n)|o. (6.12)
In detection theory, the detection performance depends on the discrimination between the
two hypotheses through a test statistic and the threshold of the detector [120]. In this work,
the test statistic T is defined as an average of the scaled relative error norms { Mg, }]; over

the observation period 7. Then, our decision on the occurrence of a location anomaly or
attack is based on a binary hypothesis test with a decision threshold v as

TO) ==Y "2 2 4, (6.13)

where O‘R is a weighting factor regarding the reliability of the ¢th observation (set to 1 in
this work). The threshold ~ is chosen to satisfy the constraint of a false alarm rate Pry,.

As noticed in each hypothesis, the true position vector 8—which is the common unknown for
RLE and DLE-is canceled out. That is, the major uncertainty of the true position parameter

¢+
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Figure 6.6: Scatter plots which reveal a very high correlation between the relative error norm
and the location error in the presence of attacks (og =5 dB, n, =4). (a) +30 dB SS attack.
(b) +30 dB SS+BF attack. This result is notable especially by comparing it with Fig. 6.2
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is eliminated from the detection problem. Thus, RED has practical advantages over other
detection techniques which require prior (statistical) information or training samples as a
benchmark. Further, as shown in Fig. 6.7 (which shows the simulated PDFs and CDFs
of M for various attacks), the PDF of M4 has a sharp peak at My = 0 (always known
a priori) in nominal conditions, thus highlighting the null hypothesis. When an attack
is present, the peak disappears and, under more effective attacks, the position with the
maximum PDF moves further away from M4 = 0. As a consequence, the two hypotheses
become more separated. This implies that the value of M4 increases with higher attack
strength so that more effective attacks result in an increasing detection rate.

6.4 Improving the Heavy-Tailed Estimator Behavior

Conventionally, when dealing with errors, we commonly assume them to be Gaussian, hence
leading to a nice analytic solution. Similarly, many studies in localization ignore location
estimates with excessive error or simply assume that location error is Rayleigh (or Gaussian)
distributed given the Gaussian distribution of error in each of the coordinates. However, due
to various sources of error in practice, the error distribution tends to be non-Gaussian (as
stated by Laplace’s first law of error [121]) and ‘heavy-tailed as validated by experimental
data in [122]. Regarding the relative error or M A(O) assuming a random deployment of
nodes we found that its measure M, in J% (i.e., no attack) follows the distribution of the
2-norm of a Laplacian random vector Ae = [de,, (5ey]T ~2(0,\r) as shown in Fig. 6.7:

—|0ex]

f(5ek)——ex ( N

), k=xz9:A>0, (6.14)

with which the x- or y-error de fluctuates symmetrically about zero mean along each co-
ordinate axis. Note that location studies based on the Gaussian or Rayleigh assumption
overestimate the “practical” estimator performance due to the fatter tail, but underestimate
the “potential” estimator performance due to the sharper peak (if the heavy tail can be
eliminated). For attack detection, the resulting heavy tail as seen in Fig. 6.7 will increase
both Type I errors (i.e., rejecting the null hypothesis %) in the absence of an attack) and
Type II errors (i.e., accepting 74 in the presence of an attack). Thus, it is important to
minimize this adverse yet natural effect which can severely bias a location estimator as a
function of mobile position 6.

Due to a lack of knowledge of mobile position and error sources, in practice it is impossible
to totally eliminate the adverse effect of node geometry. Thus, we now present a heuristic
scheme termed geometric filtering (GF) which estimates the geometric impact on location
estimates and improves it by using our knowledge of the node convex hull Ho(X). The
method of GF (which is not required for the proposed detection techniques) is developed
based on the principle of GDOP, where a smaller GDOP implies a lower impact of node
geometry on performance. The geometric reliability of location estimates can be evaluated
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based on whether the estimates are geometrically contained by H¢(X') in which the GDOP
is minimum and nearly constant as demonstrated in Fig. 6.4.

Further, the impact (mixed with the shadowing effect) can be reduced by iteratively selecting
a subset X of the set X of active anchors so as to produce a location estimate inside or, if
impossible, closest to Ho(X’). Our simulation experiments reveal the feasibility and effec-
tiveness of this iterative method. Alternatively, one may consider other ways of reconfiguring
He(X). For example, the network can direct the device of interest to connect to another an-
chor or access point. The task can be done by a simple, legitimate! dissociation/association
mechanism in wireless networks or via pilot/beacon power control which is also a common,
legitimate mechanism in many types of wireless systems. Another possibility is the use of
a mobile anchor [123] or nearby devices which keep their neighbors’ RSS levels for ad-hoc
modes. Note that in anchor reselection, only one additional anchor will suffice for reforming
He(X). The performance improvement with GF is shown in Fig. 6.7 where the heavy tails
are removed (notice the CDFs approach unity very quickly with GF in Fig. 6.7¢c), as well as
in Fig. 6.9. This tells us that when the node estimate is inside the convex hull we can obtain
much better detection performance. Thus, we can either flag estimates which are outside
the convex hull for further examination, or force the node to increase power to hopefully
increase the convex hull.

6.5 Detection Using Topological Error Signatures

The main advantage of RED is its simplicity while being effective against UA or SS attacks
(as we will see). However, there are some cases where the measure M based on point
estimates provides insufficient discrimination capability. As an example, in Figs. 6.5 and
6.7, the distributions of M A(é) under BF' attacks alone overlap substantially with attack-
free and weak SS attack cases. Thus, to improve performance in the presence of BF attacks,
we wish to compare He(dr) and He(¢p) in Eq. (6.9) for BDD from a global viewpoint.

With a group of observed data, there are many ways to examine how two sets of variables
are related or dissimilar. One of the simplest methods is correlation analysis which measures
the association using a single value. However, the correlation coefficient only reveals the
linear similarity between the two observed error functionals. ¢(8) in Eq. (6.3) is inherently
nonlinear and thus similarities cannot be captured properly through a linear coefficient.
Further, the comparison /visualization of the residual error maps based on large data sets on
a 2-D or 3-D grid will be computationally expensive. This cost increases rapidly with the
network size or mobility.

In this work, we assess the dissimilarity between He(¢r) and He(¢p) for BDD using a pair of
topological error signatures. The signature is termed the topological “residual fingerprint” F
(REF) that represents the global structure of the vector field V@(0) = ¢z, ¢y, ¢-]7 in relation

IThis means that a suspect (potential attacker) does not sense that it is actually under surveillance.
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to Ho(¢) as shown in Fig. 6.8 (2-dimensional case). Specifically, the residual fingerprint F
is a matrix that characterizes a (partially connected) graph or skeleton consisting of critical
points and their connection lines, which are instantaneously tangent to —V ¢, in the domain of
He(¢). Assuming a 3-dimensional localization problem, the tangent curves s = [s,, 8y, 52 ]7,
which are known as streamlines in fluid mechanics [124], form column vectors of a 3 x n
matrix F (n depends on the number of the curves and their samples). With two residual
fingerprints Fr and Fp for RLE and DLE, respectively, we define a relative anomaly measure

Ma[F(9)]
MalF(9)] = d(Fr, Fp) = | Fr = Folr, (6.15)

where the Frobenius norm | - | is chosen as a measure of matrix distance [75]. Then,
M A[F ()] is compared to a threshold for a decision as to whether or not a location estimate
is anomalous. Alternatively, one may calculate a ratio of such columns F(:,i) to the total
number of columns where | Fr(:,i) = Fp(:,i)|2 > rs, and rg is some local similarity range, as
illustrated in Fig. 6.8. The column vectors or tangent curves can be found from the equation
-V¢(0) x ds =0 (with “x” denoting the vector cross product), or equivalently

ds, ds, ds,

By definition, these curves never cross each other except at critical points, namely the
originators (i.e., anchors) and terminator (i.e., minimizer), and only one of them can be
defined at a specific point. Since Eq. (6.16) cannot be defined at the critical points, it is
necessary to perturb the starting positions of the streamlines at the originators. As can be
seen in Fig. 6.8, the RSS and DRSS topological error signatures Fr and Fp tend to be
similar in the absence of an attack, but different in the presence of an attack.

A similar topological concept has received a lot of attention, particularly in the area of flow
pattern analysis and visualization [124]. One reason is its capability of reducing yet repre-
senting a large set of data in a manner that is both mathematically rigorous and perceptually
tractable.

6.6 Performance Evaluation

In detection theory, a popular measure of detector’s performance is the trade-off between P,
and Py,, known as the receiver operating characteristic (ROC), as shown for RED and REF
in Fig. 6.9. The results show the effectiveness of RED and REF which increases with more
harmful attacks. Although lower strength attacks are more difficult to detect, they also have
lower impact in terms of location spoofing (refer to Fig. 4.6). Indeed, the 5 dB SS attack
level is similar to or smaller than the level of shadow fading assumed and thus it is expected
to be difficult to detect while causing little additional location error.
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Figure 6.8: Visualization of comparing a pair of topological residual fingerprints Fr and Fp.

(a) No attack. (b) +10 dB SS attack.
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Examining Fig. 6.9a, the detection rate P; of RED with GF for P, = 0.2 is about 0.28,
0.78 and 0.99 for positive-bias SS attack of 5 dB, 10 dB, and 20 dB, respectively. RED
is not particularly effective against BF attacks, which require the more sophisticated REF
approach. Regarding the detection performance of REF shown in Fig. 6.9b, we see that REF
is similar to RED in terms of its effectiveness against SS attacks. However, unlike RED, it is
also effective against BF attacks. Specifically, for Py, = 0.2, P, is found to be approximately
0.88 with GF. Additionally, as a design trade-off we can improve the detection rate of REF
relative to RED (which is computationally simpler than REF) by adjusting (e.g., reducing)
the node convex hull.

We next present the results of another simulation experiment in Fig. 6.10 in order to show
how the both detectors operate in real time against both SS and BF attacks. Figures
6.10a and 6.10c show the network scenario, where either an SS attacker or a BF attacker is
attempting to spoof its own position while RSS- and DRSS-based estimators determine the
position. Specifically, it is assumed that an attacker randomly moves through the network
in the right direction with 5 m steps, from X =0 to X =100 (with a random Y-coordinate).
The attacker, which is monitored by RED and REF simultaneously, begins to launch a +30
dB SS attack (top figures) or +30 dB SS+BF attack (bottom figures) when X = 30 and
continues to attack the network up to the end point X = 100. Note that there is no attack
from X =0 to X =20 in order to show how the detectors behave in normal conditions and
perform differently during the presence of an attack. In Figs. 6.10b and 6.10d (right column),
the detection performance and RSS location error associated with each attack scenario (left
column) are shown. The detection performance is translated into the security risk Lg € [0, 1]
of localization defined as the normalized relative anomaly levels of M 4. Regarding M A(O)
in Eq. (6.10) we use Lg=1- exp[ k/\/lA(O)] where k € [0,00) is set to 0.08 here, whereas

for MA[F(¢)] in Eq. (6.15), Lg is a ratio of such columns F(:,i) to the total number of
columns where |Fgr(:,7) = Fp(:,1)[2 > 7s.

A combination of the two detectors can be employed to monitor the security of a location
system from different perspectives as follows. As can be seen in Figs. 6.10b (+30 dB SS
attack) and 6.10d (+30 dB SS+BF attack) , the RED which monitors point error signatures
only reacts against effective attacks (i.e., inducing large location error) while being insensitive
to ineffective attacks (i.e., at X = 70,90,100 for SS attacks and X = 30,80,90 for SS+BF
attacks). Thus, we can determine the quality of location estimates among which those of
good quality can still be used even under attack. On the other hand, the REF which monitors
global or topological error signatures is alert to any attacker’s malicious attempts regardless
of their impact. Thus, we can handle the misbehavior of an attacker or unreliable node
accordingly.
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6.7 Conclusion

The main motivation of this work was to avoid the requirements of prior statistical assump-
tions, system training, pre-established infrastructure or other application-specific assump-
tions while providing a means for location attack detection. Due to the difficulty of assessing
the anomalous behavior of a location estimator directly, we developed a novel approach for
measuring a relative anomaly through two bilateral similarity measures. The first measure
captures the similarity of two location estimates which provides a simple statistical detector.
The second measure used the similarity of the topological features which was exploited to
assess the estimator behavior more thoroughly while reducing large data sets effectively. We
demonstrated that a combination of the two detectors can be used to monitor the security
of a location system from different perspectives while defending from both SS and BF at-
tacks. Specifically, regardless of the type of attack, REF can detect any malicious attempts
to spoof a position estimate, while REF is only sensitive to effective location attacks and
thus indicates the quality of a location estimate under attack. In this chapter we also showed
that another bias effect due to the geometry of nodes is a key factor affecting the detection
of location attacks, which was handled here through geometric filtering.



Chapter 7

Attack-Resilient Position Location
with Anomalous Error Correction

7.1 Introduction

The purpose of a location system is to determine the position of a wireless device or node
as accurately as possible subject to system and environmental constraints. Although the
natural constraints pose technical challenges in location estimation, their impact is inherently
limited. Further, there are cases where we can characterize the primary sources of natural
error either statistically or experimentally, and thus exploit the knowledge to increase the
reliability and accuracy of position location. On the other hand, the characteristics and
behavior of location spoofing attacks can be neither known a priori nor predictable. Even
if an attack is detected successfully, the uncertainty on radio parameters 1, of ¥, in Eq.
(4.1), which can be falsified by an attacker to the extent possible, still remains and enables
the attacker to be geographically anonymous.

In the previous chapters we showed that passive location algorithms widely adopted by cur-
rent location systems are susceptible to both signal strength (SS) and beamforming (BF)
attacks. Due to this security issue, there have been recent efforts to make location esti-
mation resilient to attacks using robust statistical methods [53] and range-free localization
schemes [48,50,54]. These approaches usually improve the resiliency to attacks at the ex-
pense of either location accuracy in the non-attack case or high computational /hardware
complexity. As a result, this tradeoff limits the applicability of the approach and, moreover,
increases the security risk of location information due to the fact that location security is
fundamentally associated with location accuracy and availability (please see the definition
of location security in Chapter 1). On the other hand, a proactive localization approach
such as cryptography or handshaking schemes (e.g., a distance-bounding algorithm [49,107])
typically requires pre-established infrastructure and/or a system protocol installed both in
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the network and mobile devices which are potentially adversarial. Thus, this latter approach
faces the same tradeoff issues mentioned above.

As discussed in Chapter 1, the security of location information is closely related to the
reliability issues of location estimation. Even in the absence of any malicious spoofing at-
tack, due to system nonlinearity, non-Gaussian error and bad node geometry, it is inevitable
to encounter large or anomalous location error which impacts the estimator performance
significantly. Obviously, the resulting degradation in location accuracy will also be a con-
cern for secure positioning. We have seen in the previous chapters that a small number
of anomalous location estimates (or “position outliers”) with excessive error dominate the
error performance of an estimator, thus resulting in a heavy tail in the error distribution.
When the channel state is dynamic, it is possible to deal with such anomalies using popular
adaptive techniques in signal processing such as Bayesian filters [65,66]. However, the tech-
niques normally cannot be employed over static wireless channels (e.g., stationary nodes)
and, moreover, many of them are too computationally expensive for many location appli-
cations. In relation to the reliability issues in location estimation, there remain many open
problems. Two of the most important problems are the development of (a) an observable
metric for assessing the quality of a node’s location estimate and (b) an error correction or
improvement algorithm. Since the nature of location attacks is to deteriorate the reliabil-
ity of location estimates, we address the both problems in this chapter, particularly from a
security perspective.

The main purpose of this chapter is to develop an approach to attack-resilient position
location which not only can determine the position of an attacker, but also is robust to
various sources of anomalous location error. Specifically, the approach is developed to deal
with the security and reliability issues concerning location systems discussed in the previous
chapters, that is (a) the passive reliance on signal source for localization, (b) heavy-tail issues
of a location estimator, and (c) the adverse effect of node geometry. To address these issues,
our approach incorporates the following principles. First, it is a better strategy to estimate
system’s nuisance parameters ¥; in Eq. (4.1) jointly with position parameters of interest
without cooperation from the signal source. Second, to make this strategy effective we should
avoid the heavy-tail behavior of a location estimator in relation to location estimates with
large error. The anomalous behavior deteriorates substantially further under more harmful
attacks (i.e., positive-bias attacks with larger SS attack levels) or other systematic biases.
Third, despite the proactive effort prior to localization, it is impossible to always avoid large
location error due to various nonlinear complexities in the problem of location estimation.
Thus, it is desired to find a way to correct large location error, which is particularly caused
by location attacks, when it occurs.

In this chapter we present a unified framework for secure, reliable positioning without re-
quiring any prior statistical and environmental knowledge. Within this framework three lo-
calization tasks—namely, the reduction of anomalous location error (which is not observable
directly), and the discovery and correction of the residual anomalous error—are performed to
tackle various challenges in location estimation. Note that this framework can be employed
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regardless of whether the location security is concerned or not, while improving the overall
localization performance. As we will show, this approach is possible with only a single RSS
observation at each anchor regardless of the state of the channel. The benefits come at the
cost of insignificant overheads, specifically only one additional parameter (independent of the
number of links) in typical optimization routines for the anomalous error reduction (AER)
and either one redundant test position estimate (without any additional measurement) or
node convex hull computation for residual anomalous error discovery (AED) and correction

(AEC).

The rest of the chapter is organized as follows. In Section 7.2, a penalized joint location
estimator is developed for AER to jointly estimate nuisance system parameters and position
coordinates. Then, we show that the heavy-tail behavior of a location estimator can be
improved significantly by the proposed estimator. Section 7.3 introduces an observable
metric for assessing the security risk of a location estimate as well as discovering anomalous
location error for AED. In Section 7.4, by exploiting the risk measure we develop a novel
algorithm for AEC that selectively corrects large location error. Then, Section 7.5 presents
simulation results for the approach, where the performance of the penalty-based estimator
improves significantly with the aid of AEC. In Section 7.6 we conclude the chapter.

7.2 Penalized Joint Location Estimator

In Chapter 4 we discussed the security risks associated with nuisance parameters ¥, in
Eq. (4.1) for position location. The primary security concern is the dependence of RSS
measurements {v;}; on the uncertainty in the extra parameters ¥; = (n,, v,) which are a
combination of the channel parameter n, and transmitter parameters ¥, = (P, Sy, Gy,). P,
Sy and Gy, are the transmit power, system loss factor and transmitter antenna gain seen by
the th anchor, respectively. These parameters are “nuisance” in the sense that even though
their values are not of interest, a location estimator must know their values to determine the
unknown position coordinates (z,y) of interest. When the prior knowledge of the channel
parameter n, is not available or reliable, the only viable option is to estimate it jointly with
the position parameters. As discussed in Chapter 5, even with perfect knowledge of the
nuisance parameter, estimating it jointly with position parameters is still considered a win-
ning strategy in terms of the MSE, particularly under biased, correlated wireless localization
conditions. Besides this estimation issue, the transmitter parameters, which are inherently
uncertain variables to a positioning system, need to be estimated without the aid of the
transmitter (i.e., potential attacker) who can falsify their values deliberately or erroneously.

However, there are technical challenges associated with such a joint estimation strategy in
practice. First, in dealing with a nonlinear, nonconvex optimization framework as in Egs.
(3.33) and (3.40), there exists no closed-form solution, thus requiring a numerical optimiza-
tion algorithm. With more variables in the framework which increase the search space, the
computational complexity and convergence time become higher. Second, due to the mul-
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timodal objective function, we encounter adverse optimization issues including no global
optimality guaranteed, ill-conditioning and other nonlinear effects [99]. The optimization
issues would lead to excessively large location errors, thus making the tail of the error dis-
tribution heavier (or fatter) as identified in Chapter 5. This heavy-tail issue thus impedes
the adoption of such a joint estimation strategy despite its potential localization capability.
Recall that the potential location accuracy can be found by examining the lower error region
or domain of the cumulative distribution function (CDF) of location error (see Fig. 5.3a).
To substantially reduce the anomalous location error for AER and tackle the optimization
issues, we employ a penalty-function scheme as follows.

Consider a 2-dimensional source localization problem based on RSS measurements { P}
at a set of m hearable (i.e., “in range”) anchor nodes with known coordinates x;. With
the adoption of a non-cooperative, joint estimation strategy, the behavior of a location
estimator depends primarily on its optimization characteristics. Particularly, due to the
joint estimation approach, location spoofing attacks can only corrupt RSS measurements
through either the signal power change, beamforming, or both. To substantially alleviate
the estimator’s anomalous behavior, we employ a non-cooperative penalized joint estimator
(PJE) with simple bound constraints in the form

argmin - 6r(0") = 5 ) 7(8')+ X, ), g7(6") (7.1a)
i=1 j=1
—— — !
original term penalty term
subject to  n™ < ny, < P (7.1b)

where

fi(0") = P = Py + 10m, log,, |6 - i
9;(8") = max {P[d;(6')] - Sz, 0}.

Now the estimator’s variables are 8" = [8",1]7, where 6 = [x,y]” and 1 = (n,, P,). Note that
the link-selective nuisance vector ¥, in Eq. (4.1) is simplified to 1, which is now independent
of the number of links or anchors, thus significantly improving the computational complexity
and convergence rate. The bounds n™ and n** of n, are limited to n, € [1.6,6] in most
wireless environments [40]. The observed power levels (i.e., RSS) and unknown reference
power are denoted by v =[P, ..., P,]T and Py, respectively. Note that the original residual
r(0) =v-L(0) in Eq. (6.3) is expanded with additional penalty terms with a coefficient A,
(> 0) to suppress the heavy-tail behavior (or anomalous location errors) by penalizing any
violation of the constraints. The first term with f;(8") is the original LS objective function.
The second term g¢;(8") is a penalty function added to the objective function. P(d;(0")) is
the average power received at d; in Eq. (4.2), S, is the receiver sensitivity level, and m is
the number of unhearable or inactive anchors nearby. In other words, g; is the constraint
for the jth anchor that does not sense a target signal, which is additional information about
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the mobile position. Thus, m nodes are selected depending on the radio coverage range and
the network size.

By denoting the updated residual vector 7 = [ f1,. .., fim, \pg1, - - -, \pgin |7, we can rewrite Eq.
(7.1) as ¢(0") = 3|7(6")||3 in the original form as in Eq. (6.3). The key advantages of PJE
in the form of Eq. (7.1) are:

e We can employ many state-of-the-art optimization algorithms to solve the problem in
Eq. (7.1) due to its canonical form of a bound-constrained LS problem;

e Through the penalty coefficient \,, we can incorporate “soft” constraints on the radio
coverage region {P(d;) < Sz}, for m unhearable nodes nearby. The soft constraints
enable the estimator to reduce the feasible region effectively while taking into account
irregular radio propagation patterns.

In Eq. (7.1), the unknown system parameters ¥, = (P;, S¢, Gy,) are incorporated into the
single variable F, for better optimization properties and simplicity. While this approach is
appropriate against SS or uniform attacks with omni-directional antenna patterns {Gy, }, =
G, it may not be appropriate against BF or selective attacks with Gy, # Gy, for 30 # j. To
examine the efficacy of PJE in the presence of BF attacks, we employ a benchmark estimator
for linear array beamforming, called a linear array BF estimator (LBE), with knowledge of
beam direction! ©y and estimated array gain

gt(Na) = (74)

sin (Nawl/Z)‘
sin (w;/2)

where the unknown array size N, is jointly optimized, i.e., 8 = [87,n']7 where i/ =
(np, P, N,) to be related to ©y through the parameter w; (as similarly done for UCA in
Eq. (2.2)) [72]. Alternatively, one may consider jointly estimating antenna gains {Gy, }; for
all of the active links. However, we found it too computationally intensive and, moreover,
PJE typically performs better.

In Fig. 7.1, we compare the performance of PJE (with A, = 1) and other joint estimators
(which do not employ the penalty-function scheme) as well as LBE using adversary and
simulation models given in Chapter 2. All of the simulation results presented in this chapter
are based on the same simulation settings. The analysis leads to three key results. First, PJE
performs without any interference from SS attacks, and improves the heavy-tailed behavior
significantly. Note that the tails approach the unity of the CDF much more quickly than
other estimators. Second, given that an uniform circular array (UCA) with Eq. (2.2) is used
to launch a beamforming attack, the performance of practical and simpler PJE is comparable
to LBE with exact knowledge of the beamforming direction. Third, despite the significant

!This assumption is probably unrealistic, but provides the benchmark performance to which PJE is
compared under BF attacks. Note that the knowledge of the beam direction is required for the array gain
model in Eq. (7.4) because it is not defined at ©¢ = n7 for any integer n.
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Figure 7.1: Comparison of the penalized joint estimator (PJE) and other location estimators
which jointly estimate n, (i.e., Joint-PL) or both n, and P, (i.e., Joint-PL-Po) to show the
effectiveness of the anomalous error reduction (AER). CDFs of location error (a) under SS

attacks and (b) under SS+BF attacks.
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improvement of the estimator performance, PJE (and any other estimators) cannot always
avoid anomalous location estimates with large error, which substantially degrade the MSE
performance. As an example, in the case of PJE, there are situations where no unhearable
nodes or neighbors exist (e.g., at the edge of the network) so that PJE cannot penalize the
constraints on improbable mobile positions. The resulting heavy-tail behavior will be shown
later in this chapter. Therefore, it is desired to discover and correct residual anomalous
errors once they occur.

7.3 Assessing the Security Risk and Anomalous Error
of a Location Estimate

The problem of this section is to measure the excessive error or anomaly of a location estimate
due to an attack. While this issue was handled in Chapter 6 for attack detection, our goal
here is to use the metric for a different purpose. Thus, we restate the problem in terms of
measuring the security risk which will also be used to correct residual anomalous errors in
the next section.

In location estimation, it is invaluable to know the quality or anomaly of a node’s location es-
timate. Through the use of the quality metric we can quantify how much a location estimate
deviates from the true position. Then, it is possible to develop an algorithm which improves
the location accuracy or error in real time by, for example, either repeating signal mea-
surements (with additional anchors) and location estimation to meet the predefined “target
quality of location.” Further, the observable metric can be used as a security risk measure
for secure positioning in the presence of an attack. However, it is technically challenging to
develop an observable metric of the quality of a location estimate without prior knowledge
of the (statistical or environmental) characteristics of error. Many well-known statistical
measures including CRLB cannot be used for this purpose due to their dependency on the
unknown true position and error statistics known a priori. Note that adversaries (which
are obviously the unknown source of error) will take advantage of the prior statistical or
environmental assumptions to compromise position location systems.

The difficulty can be seen by examining the direct metric M4 (> 0) of the error or anomaly
of a location estimate 0:

Ma(0) £d(6,0) (7.5)
where

dim(u) %
d(w,v) =[u-vlp={ > |w-vl| . (7.6)

k

As described in Chapter 6, the p-norm | - ||, is used for a measure of distance on the finite-
dimensional vector space [75]. The value of p € [1,00) is chosen for the desired degree of
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Figure 7.2: Scatter plots of the residual error norm and the location error in the presence of
signal strength and beamforming attacks (og =5 dB, n, = 4)

similarity or closeness between the estimates. With larger p values, the metric M4 is less
sensitive to estimator variances. When p = 2, M 4 measures location error. Even though the
direct measure My in Eq. (7.5) is intuitive, unfortunately it is not observable due to its
dependence on the unknown true position 6.

One may consider LS residuals to measure the location reliability as previously done for
NLOS bias or outlier mitigation. Specifically, researchers have proposed algorithms that
selectively remove or scale NLOS measurements by examining the residual errors r of the
measurements or their norm |7, for TOA [60], TDOA [61], and AOA [62]. They assume
that a majority of the signal observations are reliable LOS measurements, almost error-
free or statistically known over benign localization conditions (e.g., good node geometry).
Clearly, this assumption cannot be applied for typical attack scenarios, where all or most
of the observations can be severely corrupted or biased by the unknown attack. Also, we
do not know which measurements are less corrupted. Without this strong assumption, it
is difficult to adopt LS residuals for the location security risk measure. We demonstrate
the unreliability of the residuals as a quality (or security) metric through a scatter plot in
Fig. 7.2 under the attack-prone environment simulated as before. Here, a typical Joint-PL
estimator (which is prone to attacks) is used as an RSS location estimator 8. It can be
clearly seen that there is little correlation between the residual error norm and the location
error.
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7.3.1 The Security Risk of a Location Estimator

Despite the challenges of assessing the quality of a location estimate without a prior: infor-
mation, this chapter addresses the problem of measuring the quality of a location estimate
under attack (i.e., the security risk in terms of location accuracy) or the impact of an attack.
More specifically, the security risk is measured through the relative error norm, which is
related to point error signatures employed for attack detection in Chapter 6. The relative
error norm M4 € [0, 00) which estimates M4 in Eq. (7.5) is defined as

Ma(6) = d(6r,0p) =6z -0p|, (7.7)

where p = 2 here, corresponding to the Euclidean distance between the two points 6 and
6p. Note that M A(G) using a pair of position estimates is a practical metric (in meters) as
the two estimators use the same RSS observations, and no additional measurements or radio
resources are required to obtain M. The metric is clearly observable which can also be
shown mathematically as follows. Suppose that location error is caused either by a random
vector ¢ due solely to natural sources of error (i.e., no attack) or by a combination of ¢ and
an attack 1 (i.e., under attack). By denoting er = Or-0 and ep = Op -0, the relative error
Ae = [0e,,0e,]T can be defined as Ae(éR, 0p; ¢) =er(0, Or; ¢)-ep(0, 0p; ¢) in the absence
of an attack , whereas Ae is written as Ae(0r,0p; ¢+n) = er(0,05;¢+n)—ep(0,0p: ¢ +m)
in the presence of an attack. Thus, we can rewrite M, in Eq. (7.7) as

My = HAe(ém 0p; ¢+ 77)H2 (7.8)

where 7 is a zero vector when an attack is absent. Note that Ae and thus M, depend on
neither the unknown true position 8 nor the unmeasurable location error.

As can be seen in Eq. (7.8), the relative error norm M is a function of relative location
error Ae, not the true location error. Hence, its performance as a metric of the quality
of a node’s location estimate under attack (or location security risk) will depend on how
strong the relative error norm and location error are correlated in the presence of various
attacks. Note that as discussed in Chapter 6, higher attack levels (e.g., SS attack levels or
beamforming) do not always lead to higher location error or higher security risks. This is
mainly due to the effects of natural error sources which can increase or reduce the impact
of an attack. As a result, a good attack detection metric does not imply a good security
measure with respect to location accuracy. In Fig. 7.3 we examine the correlation between
the residual error norm (observable) and the location error (non-observable) using a scatter
plot under the same attack-prone environment as in Fig. 7.2. We can clearly notice a
significant correlation between the predictor and response variables, and their relationships
are nearly linear with the slope (i.e., correlation coefficient) of positive unity.

In this work we define the security risk level Lg € [0,1] of a location estimate 8 as

Lo(My) =1-eFMa(® (7.9)
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Figure 7.3: Scatter plots of the relative error norm and the location error in the presence of
signal strength and beamforming attacks (og =5 dB, n, =4)

where k € [0,00) is the location threat sensitivity (0 = no security) which is set to 0.08
here. We will demonstrate how the security risk of a mobile’s position estimate is evaluated
through the normalized measure Lg in Section 7.5.

7.3.2 Discovery of Anomalous Location Errors

As anticipated from the correlation analysis in Fig. 7.3 and will be shown later, the relative
error norm M, is a simple, yet effective metric to assess the quality of an attack-prone
location estimate. This metric can be used in to assess the security and reliability of location
estimates in attack-prone localization conditions. However, if the bias of a location estimator
is insignificant over benign localization conditions (i.e., E(8)/60 ~ 1 and var(8) is small), M4
is not strongly correlated with the location error. On the one hand, this weak correlation is
good since it implies that the impact of an attack and natural effects will be well discriminated
through M 4, and the security risk can be measured reliably. On the other hand, we would
not use My directly for assessing the quality of a node’s location estimate in non-attack
conditions and improve the accuracy of a location estimator. The same argument is applied
to the penalized joint estimator or PJE in Eq. (7.1) since it is resistant to most location
spoofing attacks. Therefore, our next goal is to further improve the performance of PJE,
particularly by addressing its remaining heavy-tail behavior. This issue will be tackled by
discovering residual anomalous location estimates (which cause the heavy-tail of the error
distribution) as follows and correcting the associated error in the next section. Note that
the same principles can also be applied to other range-based estimators under nominal,
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non-attack situations.

The main principles underlying the anomalous error discovery or AED are as follows. We
discussed that the location accuracy or MSE performance of an estimator is dominated by
a small number of anomalous location estimates with large error (e.g., due to bad node
geometry). This anomalous error can be detected by two methods. One of the methods is to
use the relative error norm M4(8) in Eq. (7.7) which can discover anomalous estimates with
severe error even in the absence of an attack. This is because that RSS- and DRSS-based
estimators (which use the same signal power observations) process the observed data in a
different manner as shown in Eqs. (6.3)-(6.8). As a result, they behave differently under
natural yet abnormal localization conditions such as system nonlinearity, optimization issues,
and bad node geometry. Since we are only concerned with anomalous location errors which
will be corrected when discovered, in this work we define a filter threshold for M4 (i.e.,
target M 4) beyond which a location estimate is flagged as “anomalous.” In Fig. 7.4 we show
relationships (or the correlation) between the RMS location error of PJE and the threshold
of the residual error norm (in Fig. 7.4a) as well as the threshold of the relative error norm (in
Fig. 7.4b). The RMS error was calculated since we need to incorporate all of the estimates
under the threshold value. The CDF of the number of the estimates filtered through (or
survival rate) is shown together in Fig. 7.4. It can be noticed that there is a desirable
relationship between the threshold of M 4 and the RMS location error. With smaller values
of the threshold, the location accuracy of PJE improves. This observation suggests that if
the observable relative error can be reduced somehow, it is likely to improve the location
accuracy without resort to any knowledge about the error. As can be inferred from Fig. 7.4,
the filter threshold will be used as the target M4 by an anomaly error correction or AEC
algorithm to achieve the desired RMS error performance in the next section.

The second method for AED is to use our knowledge of the node convex hull which can be
computed easily. As described in Section 7.2, PJE is substantially more reliable than other
RSS location estimators even outside the node convex hull due to the use of additional in-
formation about radio range constraints. Nevertheless, there are cases where the constraints
cannot be applied, for example, when the mobile is at the edge of the network. Thus, the
major source of anomalous location error for PJE (which is robust to SS attacks) is the
adverse effect of node geometry which would be deteriorated by a BF attack. Thus, when
a location estimate is found to be outside the convex hull, it is marked as “geometrically
unreliable.” Then, as described in the next section, the AEC algorithm tries to improve the
geometric adversity with the aid of geometric filtering (GF). The details of the node convex
hull and the principles of GF can be found in Chapter 6.

7.4 Correction of Residual Anomalous Errors

In Section 7.2 and Chapter 4 we have described the impact of the heavy-tail of the error
distribution (i.e., related to location estimates with large error) on location accuracy, partic-
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ularly for location security. Even with good estimators, the anomalous estimator behavior
is inevitable in practice due to data outliers, non-linearities, and other complexities in lo-
cation systems. Upon the detection of an anomalous location estimate, our next goal is to
correct it without the aid of its signal source rather than simply rejecting it. If the esti-
mate is rejected or filtered out, the availability of location information cannot be ensured.
In particular, the position of a (stationary) attacker cannot be localized. To deal with the
anomaly of location estimates, one may consider a robust statistics method such as least
median squares estimators (LMSE) [53,125]. However, it does not permit an analytical form
so that neither analytical nor state-of-the-art numerical methods can be applied. Further,
in benign conditions, LMSE will be outperformed by typical LS estimators.

We now present a novel iterative algorithm termed the residual anomalous error correction
(AEC) which can be implemented using two risk measures introduced earlier—either the
relative error norm (REN) M 4 for AEC-REN or the node convex hull o (X) in GF (where
X denotes a set of hearable anchor nodes) for AEC-GF. The two schemes can be integrated
for better reliability at the expense of more iterations. It should be noted that the penalty-
function scheme and AEC are developed to address the heavy-tail issues by complementing
each other. While the penalty method for AER intends to reduce anomalous error prior to
localization, AEC attempts to correct the remaining excessive error after the node’s position
is estimated. Their combination is especially valuable when only a single meaningful RSS
observation is available at each anchor (e.g., static radio channels).

The unified framework developed for location estimation, the security risk assessment via
Ls in Eq. (7.9) and AEC is provided in Fig. 7.5 and the algorithm given in Algorithm 7.1
(using the same notations as in this chapter and Chapter 6). AEC-REN weights the RSS
observations based on the related heuristic LS residuals to meet the target /\;lj1 (i.e., the filter
threshold in Section 7.3). The LS residuals are not used here as an anomaly measure, but to
improve the convergence rate of the algorithm. Since the task of finding the optimal weights
on the observations is computationally too expensive and challenging (if not infeasible), AEC
iteratively chooses a subset of the observations with binary weights and compares the result
to the target value /\;lj1 or He. The details can be found in Algorithm 7.1.

In Algorithm 7.1, once the security alert indicator Zg is turned on, the network may record
the target’s MAC/IP addresses and other identifying (e.g., login ID, location information) for
network security measures and access control. If the risk of location Rg(t) = Zs(t) x Ls(t) at
t=to or its sum Y/, Rs(t) over some period 7 is too high, it may disconnect its connection
with the client device.

7.5 Performance Evaluation

We now evaluate the performance results of PJE, AEC-REN and AEC-GF'. Specifically, two
experiments are considered by (a) simulating a mobile attacker tracking scenario and (b)



Algorithm 7.1 Residual Anomalous Error Correction and Risk Assessment

Input: Oz (t), Op(t), 7, (or Fr, Fp) from Eq. (7.1), M*, X, Ho(X)
Initialize: k<1, Mff) from Eq. (6.10) (or Eq. (6.15)), {w;}I"y <1, p<1,
S m ° m  Z min(X )+max(X) min(Y)+max(Y

Ky, Vo), B [Rn0mex() min()emex(v)|

Ts(t)«0, Ls(t)<0, dF) |0 -6 D4« M or DY ed®
5(t)<0, Ls(t)<0, dy’ <[ 0c = Or|2, Di<M" or Dj<dy

LI MY < My or 0 (t) < Ho(X)

Zs(t)«0, Ls(t)«<D%; Stop
Otherwise Zg(t)«<1, Ls(t)«<D%

2. Sort r and return its index set I s.t. v(I;) > r(l;+1), Vi

3. ¢« I, wy«o
Update: {Pi«<P; x w;}"y; Or(t), Op(t), v, (or Fg, Fp)
Reinitialize: Same as above initialization; k<k+1
5. 1t MW < M, or 6 < Heo(X)
ZIs(t)«1, Lg(t)«<D%; Stop
Elseif /\;ll(f) <D or a?ilk) <Dy
Djp—/\;lff) or bj‘edff);
Remove I, from I
Otherwise w,«1, p<p+1
6. If p < size(I) and size(I) >3
Go to Step 3
Elseif t < T
Direct the target to connect to other anchor(s) or to raise Py;
If Successful
t<t +1; Resume the algorithm

Otherwise Zg(t)«1, Lg(t)«<D; Stop

Notation— (*): For AEC-GF, M’: Target M4, Tg: Security alert indicator,

Lg: Security risk level (not normalized here), k: Iteration num., ¢: Observation index.
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Figure 7.5: A unified framework for location estimation, the security risk assessment (via Lg
in Eq. (7.9)) and the residual anomalous error correction (AEC) which iteratively improves

the anomalous location error through the use of either the relative error norm M, or the
node convex hull H¢e(X).

evaluating the “average” performance of the estimator/approach in terms of two statistical
performance measures. The measures-that is the RMS and median (50th percentile) of
location error—are compared to reveal the impact of the heavy-tail on estimator performance
(target M* =5 m). As an attack scenario, an adversary launches either positive-bias SS
attacks or BF attacks coupled with positive SS attack levels.

In the first experiment, as shown in Figs. 7.6 and 7.7, an attacker randomly moves through
the network, from the coordinates [0,50] to the end of the site. While an attacker takes
a random walk with 5 m steps along the X-axis, we employ different location estimators,
Joint-PL, PJE, PJE with AEC-GF, PJE with AEC, and LBE with AEC-REN, to locate the
attacker under the same environmental /external conditions (i.e., node positions, shadowing
levels, spatial correlation, etc.). We demonstrate how the estimators track the mobile with
SS attacks in Fig. 7.6 and with SS+BF attacks in Fig. 7.7, while recording the resulting
location errors and security risk levels over the course of the mobile. The attacker, which is
monitored through the relative error detector (RED) (using the relative error norm) and the
residual error fingerprinting (REF) technique presented in Chapter 6, begins to launch an
attack when X =30 and continues to attack the network up to the end point X = 100. Note
that there is no attack from X =0 to X =20 in order to show how the detectors behave in
normal conditions and perform differently during the presence of an attack.

From the results, non-cooperative, penalty-based PJE significantly outperforms the typical
estimator Joint-PL under the same conditions (regardless of the presence/absence of an
attack). This result can be clearly seen in Fig. 7.1 and will be confirmed in the following
simulation results. However, in Figs. 7.6 and 7.7 we deliberately chose one of the worst yet
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Figure 7.6: Simulation of tacking a mobile +30 dB SS attacker which begins to attack the

network (i.e., spoof its position) at X = 30 and moves right through to X = 100.

(a)

Sample network configuration and positioning activities. (b) Associated location error. (c)
Associated security risk levels Lg using RED and REF.
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Figure 7.7: Simulation of tacking a mobile beamforming attacker (with + 30 dB SS levels)
which begins to attack the network (i.e., spoof its position) at X = 30 and moves right

through to X = 100.

(a) Sample network configuration and positioning activities.
Associated location error. (c) Associated security risk levels L£g using RED and REF.

(b)

Location Error (m)
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+20 dB SS Attack +20 dB SS+BF Attack
os | Measure
PJE, PJE, PJE LBE
(dB) | (meters)
- AEC-GF - AEC-REN - AEC-REN - AEC-REN
5 Median | 0.72 0.72 0.72 0.72 4.45 4.45 2.73 2.69
RMSE 1.53 1.44 1.52 1.34 8.10 5.85 13.54 4.45
5 Median | 1.71 1.75 1.70 1.72 4.84 4.83 3.56 3.50
RMSE | 68.19 2.93 23.01 3.47 53.05 7.26 22.29 6.05
g Median | 2.84 2.88 2.85 2.83 5.63 5.57 5.32 5.17
RMSE | 83.01 5.12 43.82 6.35 56.77 9.80 133.33 8.78

Table 7.1: The performance of PJE and LBE under either +20 dB SS attacks or +20 dB
SS+BF attacks as well as its improvements with AEC-REN and AEC-GF. The median
which is resistant to outliers or anomalous errors (not good metric of location accuracy) is

compared with the RMS location error to reveal how much anomalous error is corrected by
AEC.

very rare cases for PJE, where the error of PJE is higher than that of Joint-PL to show how
AEC performs in the presence of anomalous location estimates. Another key observation is
that when PJE is integrated with one of the AEC algorithms (i.e., AEC-REN or AEC-GF),
its performance is substantially improved, particularly in the beamforming attack case in
Fig. 7.7. Even in the absence of any attack (nominal conditions), AEC is so effective that
anomalous error can be (mostly) corrected, as can be seen at X = 20 for the SS attack case
in Fig. 7.6 and at X = 0 for the SS+BF attack case in Fig. 7.6. Regarding the security
risk assessment, it is clear in the both figures that the security risk measured through RED
(using the relative error norm) is strongly correlated with location error. On the other hand,
another detector, REF, using topological error signatures detects the presence of an attack
regardless of its impact on location accuracy.

In the second experiment, rather than focusing on a specific simulation scenario, our goal is
to compare the average performance of the estimators under different environmental effects.
Specifically, noting that PJE outperforms Joint-PL, we test three methods under +20 dB SS
attacks (i.e., PJE alone, PJE with AEC-GF and PJE with AEC-REN), and four methods
under +20 SS+BF attacks (i.e., PJE alone, PJE with AEC-REN, LBE alone, and LBE with
AEC-REN). In Table 7.1, the final numerical values for the median and RMSE performances
are given, whereas their error distributions using the complementary CDF (CCDF) are shown
in Fig. 7.8. In the legends, the number after “PJE” denotes a simulation index that AEC is
applied.

As shown in Table 7.1, AEC improves the RMS location error of PJE and LBE dramatically.
In particular, the improvement increases with larger shadowing variance which causes more
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Figure 7.8: Complementary CDF's of location error associated with Table 7.1. (a) PJE with
or without AEC-REN/GF under +20 dB SS attacks. (b) PJE and LBE with or without
AEC-REN under +20 dB SS+BF attacks.
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excessive location error. The largest improvement rate is found when the location anomaly
tends to be the worst—that is under the SS+BF attack with og = 8 dB. In this case, the
improvement rate is found to be significant (» 93.4%). The existence of location anomalies
and their correction/improvement can be more clearly seen in Fig. 7.8. The horizontally
linear (flat) behavior of the right tail of the CCDF is the evidence of the heavy-tailed error
distribution. From this figure, the above observations concerning the results in Table 7.1 can
be visually identified. Note that when the heavy tails are “ignored” (or rejected) through the
median, the performance of PJE or LBE alone is comparable to that combined with AEC.
This indicates that anomalous errors that cause the heavy tail can be (almost) corrected by

AEC.

Another key observation is that PJE with AEC tends to perform better with worse location
anomalies or heavy-tailed behavior. This is because more anomalous location estimates are
more likely to be discovered by AED (presented in Section 7.3) and then corrected by AEC.
As as result, the estimator performance can be improved even better than more benign
localization conditions. This better correction capability can also be identified by comparing
the right tails of the CCDFs under SS attacks alone in Fig. 7.8a and their counterparts
under SS+BF attacks in Fig. 7.8b. Lastly, much simpler/faster PJE (particularly with
AEC) exhibits comparable performance to the benchmark estimator, LBE which uses a
linear array BF model with known beam direction.

7.6 Conclusion

The main motivation of the chapter was to reliably determine the position of an attacker
or unreliable signal source without requiring prior statistical or environmental knowledge.
This condition is important since the prior information is usually neither available, reliable
nor secure. To accomplish this task, this chapter deals with the reduction and discov-
ery of anomalous location errors as well as the correction of the residual anomalous errors
which considerably degrade the performance of a location estimator in both attack-prone and
attack-free localization situations. We described that the severe errors cause the heavy-tailed
behavior of the estimator. Since anomalous location errors and the heavy-tailed behavior are
fundamentally the source of location security risks, we developed several new methods to re-
duce the abnormal errors substantially, and then discover and correct the residual anomalous
errors which cannot be measured directly. For anomalous error reduction, a penalized joint
estimator was developed to exploit additional information about the radio coverage as soft
optimization constraints while jointly estimating attack-prone nuisance parameters. For the
discovery and correction of residual anomalous errors, we used the relative error norm which
is highly correlated with anomalous location error due to an attack. This metric was then
used by an algorithm for the anomalous error correction, where a subset of RSS observations
are selectively chosen (or weighted) to reduce the measure and thus correct the anomaly
of an estimate. The fact that the proposed approach, based on widely available RSS data,
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require neither (statistical) knowledge of error sources, off-line training, nor any type of prior
information makes them attractive for various applications and practical scenarios.



Chapter 8

Conclusion

8.1 Summary

In this dissertation we have studied the problem of securing position location from location
spoofing in wireless networks. This study is particularly important as there is an increasing
concern about the security of location information in wireless devices. From a location se-
curity standpoint, every network client and unidentified wireless device could be a potential
threat to position location systems or networks, even if they are legitimate or have success-
fully acquired a network authentication through secret cryptography. Further, the research
effort to thwart location attacks facilitates both reliable location estimation and wireless net-
work security. In order to build a location system or algorithm that is resilient to location
spoofing, it is fundamentally important to make it robust to natural sources of systematic
error or bias. We also noted that secure location information can be used to complement
conventional network security schemes.

The main results and contributions of this dissertation are summarized as follows:

e Fundamental Issues in RSS-Based Location Estimation (Chapter 3)

Since this dissertation tackles the security issues related to RSS-based location esti-
mation, we investigated the fundamentals of RSS-based position location, particularly
focusing on range-based localization. Specifically, two fundamental approaches to SS-
based positioning were studied from various aspects including the LS optimization
framework, numerical optimization methods, geometric interpretations and location
estimators. We evaluated and compared the performance of the two approaches while
taking into account the spatial correlation of shadow fading. The study showed that
the location accuracy of the DRSS-based approach improves with higher spatial corre-
lation of shadowing, where many other positioning techniques may struggle. Further,
it was found that while spatial correlation deteriorates the localization performance
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of the RSS-based approach when the number of anchor nodes is large (e.g., m > 9,
if @ = 3,096 =5 dB), its performance improves with smaller numbers of anchors. We
also found that the RSS-based approach is more robust to the adverse effect of node
geometry than its counterpart using DRSS.

Security Issues for Wireless Position Location (Chapter 4):

Location attacks were classified into three primary types—attack position spoofing,
anchor signal spoofing, and location disclosure—and we described the security issues and
recent work related to each attack type. The effects of location spoofing, particularly
through signal strength and beamforming attacks, were examined by solving simple
examples and through a practical simulation study. We found that attacks in the
positive SS attack region (i.e., positive-bias attacks) are the most detrimental with
respect to location accuracy, and the impact can be increased by coupling positive-bias
SS attacks with beamforming. We also examined the impact of inaccurate knowledge
of the path loss rate, and it was found that it is very detrimental when the value is
underestimated.

Characterization of Location Spoofing Attacks (Chapter 5):

Since a location spoofing attack can be regarded as a source of systematic error, the
characterization of location attacks enabled us to better understand the security issues
and facilitate the design of a secure location system. We showed that location spoof-
ing attacks can be characterized by a scaling factor which appears to bias individual
range estimators and the resulting position estimator. Depending on the form of bias,
location spoofing attempts were categorized into positive- and negative-bias attacks.
These attacks were further classified as either uniform or selective attacks—which cor-
respond to SS or BF attacks against RSS-based positioning, respectively—according to
the impact of the attack-induced bias on individual range estimators.

Analysis of the Behavior of a Location Estimator Under Attack (Chapter
5):

Location security issues can be related to fundamental localization issues in harsh en-
vironments. This observation led us to examine the behavior of a location estimator
under attack from fundamental estimation aspects, namely prior knowledge of nuisance
parameters, heavy-tailed error distributions and the bias-variance tradeoff. Through
the analysis we could explain the effects of both SS and BF attacks as follows. First,
it is typically a better strategy to estimate nuisance parameters jointly with position
parameters of interest, even when prior knowledge of the nuisance parameters is avail-
able. Second, the impact of a small number of position estimate outliers, which leads
to the heavy-tail of the error distribution, is significant in terms of location accuracy,
and deteriorates in the presence of an attack. Thus, we argued the importance of ad-
dressing the anomalous heavy-tailed behavior. Lastly, it was observed that an attack
can be viewed as a scaling factor which impacts a location estimator by modifying the
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estimator’s bias-variance characteristics, referred to as the bias-variance tradeoff. Due
to this tradeoff we found an interesting result that some attacks actually improve the
location accuracy of a location estimator, and thus expose their position more.

e Detection of Location Spoofing Attacks (Chapter 6):

To detect both SS and BF attacks, we presented statistical and pattern matching tech-
niques in addition to a geometric approach to improving the detection performance.
The statistical approach uses point error signatures which are strongly correlated with
location error. On the other hand, topological error signatures are employed by the
pattern matching approach to examine RSS measurements (corrupted by an attack)
from a global viewpoint. The two approaches enabled us to examine the presence and
effect of an attack from different perspectives. We also showed that the detection per-
formance is subject to the adverse effect of node geometry which was tackled through
the use of geometric filtering.

e Attack-Resilient, Reliable Location Estimation (Chapter 7):

To achieve attack-resilient, reliable location estimation, our primary emphasis was
to handle anomalous location estimates with excessively large error which cause the
heavy-tailed behavior of a location estimator. To this end we developed a unified
framework that consists of the reduction of anomalous location error, and the discovery
and correction of residual anomalous errors. In order to reduce the anomalous error
substantially, a joint optimization framework with a penalty function was developed.
Despite the significant improvement in location accuracy made by the effort, it is
inevitable that one will encounter anomalous location errors which cannot be observed
directly. Thus, the relative error norm was developed to discover the residual anomaly
and measure its security risk. Another method employed a geometric filtering scheme
based on the node convex hull. Upon its detection, an algorithm for the correction
of residual anomalous errors was employed to further improve location accuracy by
correcting the residual anomalous errors.

In this dissertation, the primary goal in developing an approach to the detection and local-
ization of location spoofing attacks was to use only RSS measurements without resort to
prior statistical or environmental knowledge. The prior information is usually assumed in
the literature through pre-established infrastructure, additional radio resources/hardware,
offline training procedures, system protocols and/or statistical assumptions.

8.2 Design of a Secure Location System

With our understanding of location attacks and their impact we now design a secure location
system which incorporates the approaches developed in this work.
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8.2.1 Goal of the System

The design goal of a secure location system is to ensure location security, that is the avail-
ability, integrity and reliability of location information about the mobile which is potentially
malicious or unreliable. To accomplish this goal we consider the following approach:

e Availability—In position location networks, location information should be always
available. Thus, the system is designed to only utilize SS features for operation which
can readily be acquired in (nearly) every wireless system without additional hardware,
structure modification or pre-existing localization infrastructure/protocols. Also, it
does not require the cooperation of the signal source, which is potentially an attacker.
Thus, it is widely applicable regardless of radio type, wireless technology, network
scenario, and other system constraints.

Integrity—In location security, the integrity means that location estimates are not
modified or disrupted. However, passive location algorithms adopted by many existing
systems are prone to violations of integrity by nature. Therefore, the system does
not relay on the signal source (which may be malicious, erroneous or unreliable) for
localization while monitoring and detecting location security risks to ensure the location
integrity.

Reliability—The task of localization can be severely hampered by non-linearity, bad
node geometry, and noise in addition to attacks, where tractable statistical methods are
typically not applicable. Thus, we make an effort to improve the reliability of location
estimates, while reducing excessively large error even with a single RSS observation
at each anchor. Further, the system provides a measure of the reliability of a node’s
location estimate without any assumptions on the statistics of error.

8.2.2 Overview of the System

We now describe a specific design framework for the system which is composed of four major
design components as given in Fig. 8.1. The system incorporates various methods developed
in this work. The main components are the signal observer, the location estimator, the node
coordinator and the location security monitor as summarized below:

e Signal observer—This collects two SS features, RSS and DRSS, from a mobile target
based on RSS measurements as described in Chapter 3.

e Location estimator-Based on the observed SS features, the optimizer finds the
“best” (based on observations) position estimate of the mobile position. The resulting
residuals and residual error maps are acquired by the residual error monitor/handler
for detecting location spoofing attacks (see Chapter 6) and handling excessive location
errors (see Chapter 7).
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Figure 8.1: Structure of a secure location system based on the hybrid RSS/DRSS framework.

e Location security monitor—Provided location estimates and residual error maps, the
location security monitor assesses and detects any security risks by either measuring the
relative error norm or matching topological residual fingerprints (see Chapters 6 and
7). The risk manager controls security system parameters (e.g., detection threshold,
relative error norm threshold) according to location security policies, and may enforce
security access control with respect to the mobile position in the network.

e Node coordinator-This module improves the reliability of localization and detection
by exploiting the geometry of active anchors (see Chapters 6 and 7). This geomet-
ric approach is valuable particularly for locating a stationary target whose channel
characteristics are static. In static channel conditions we usually have a single mean-
ingful RSS observation at each anchor position, which may be severely corrupted by
systematic/environmental bias and error.

8.3 Future Research Directions

As discussed, most location security aspects have been overlooked. Although increasingly
more studies are being devoted to this research area, there are still many open research prob-
lems. One of the important problems is a theoretical characterization of location uncertainty
while generalizing a variety of attack strategies against diverse location systems. Among the
many possible views of location uncertainty, one may associate this issue most naturally with
classical information uncertainty. Then, we can measure the location uncertainty through
its entropy. It can be expected that as the location uncertainty increases (due to a location
attack or per user request for his/her privacy), its information entropy becomes higher. An-
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other interesting open security issue is regarding the fundamental limits of location security
risks. The limits are closely related to theoretical estimator bounds and the bias-variance
tradeoff discussed in this work due to the similarity between location security and classical
estimation problems. Also, one may design a hybrid TOA/TDOA secure location system
based on the principles and results presented here (i.e., replacing the signal observer block in
Fig. 8.1). Also, the framework in Fig. 8.1 can be applied to existing TOA/TDOA location
systems as a hybrid approach. It is envisioned that the new hybrid system will provide better
location accuracy while being secured against location spoofing attacks.
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