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Abstract
Children, as digital natives, face increasing privacy risks and are
required to make numerous privacy decisions daily. However, exist-
ing privacy notice and privacy controls mainly focus on adult users,
remaining challenging for children, who may lack the literacy and
developmental maturity to make informed decisions. To empower
children to manage their privacy, it is essential to create accessi-
ble, comprehensible, and context-appropriate privacy notice and
control designs. To fill the gap, we conducted a four-day co-design
workshop with five children (ages 8-11). We uncovered children’s
critical challenges in current privacy notice and control, such as
information overload, unclear terminology, and insufficient contex-
tual or causal explanations. The findings reveal children’s specific
needs and expectations across key dimensions, including modality,
timing, channel, and the types and functionality of privacy control.
Based on these insights, we propose design implications to enhance
children’s ability to make informed privacy decisions and support
their digital autonomy.

CCS Concepts
• Human-centered computing → Empirical studies in HCI; •
Security and privacy→ Social aspects of security and privacy.
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1 Introduction
As children increasingly engage with digital technologies, they
are exposed to various privacy risks, which they often struggle
to navigate effectively. Prior studies highlight significant privacy
concerns, including identity theft and cyberbullying, as well as
frequent data sharing by children’s apps with trackers and ad net-
works, despite protections like COPPA (Children’s Online Privacy
Protection Rule) [28, 35]. Although developers generally aim to
protect young users, limitations in monetization options and un-
clear privacy guidelines often result in compromises on child data
privacy [13]. Moreover, emerging technologies like wearables intro-
duce new and complex privacy challenges [8, 26]. Privacy notice and
controls, intended to inform users about data practices and allow
them to make privacy decisions, are typically adult-centric, often
failing to consider children’s cognitive abilities and contexts [17].
Studies on privacy notice design have identified design spaces, in-
cluding timing, modality, and privacy controls as critical to effective
communication [15, 38]. Yet, the current privacy notices and con-
trols remain challenging for children, who may lack the literacy
and developmental maturity to make informed decisions. To em-
power children to manage their privacy, it is essential to create
accessible, comprehensible, and context-appropriate privacy notice
and controls designs. In this processing work, we present an initial
exploration of the design principles for child-friendly privacy notice
and controls design. Specifically, our research questions are:

• How do children interpret current privacy notice and privacy
controls design?

• What design elements enable children to understand and act
on privacy notice and privacy controls?

In the present work, we held co-design workshops with five
children aged 8-11 to understand their needs for privacy notice and
controls. The co-design workshop followed the privacy notice and
controls design spaces [15, 38]. Through active participation, we
aim to identify principles that inform the design of child-friendly
privacy notice, empowering young users to make informed privacy
decisions. In the discussion, rooted in our empirical evidence, we
provided the design implications for child-friendly privacy notice
and controls design principles. We propose that privacy interfaces
can serve as valuable teachable moments for children to develop
their privacy literacy, encompassing not only theoretical knowl-
edge but also practical application in real-world contexts. These
interfaces provide opportunities for children to actively engage
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with privacy concepts, allowing them to translate abstract under-
standing into concrete decision-making skills that they can apply
in their daily digital interactions. Then, we outlined the plans for
future work, such as framing design implications, co-designing
with children to come up with design prototypes, and evaluating
design principles.

2 Related Work
2.1 Children’s Unique Privacy Issues
Unsurprisingly, children are generally not aware of the privacy risks
they may face, such as online tracking or game promotions [49],
identity re-identification [31], except some basic privacy risks, such
as information oversharing or revealing real identities online [48].

Privacy is a complex concept, and children’s developing cog-
nitive abilities and limited privacy skills often hinder informed
decision-making. For example, many children did not talk about
data loss as a risk, and they also failed to link personal data col-
lection, potential misuse, and home IoT devices [42]. Third notes
that children focus mainly on interpersonal privacy concerns, such
as parental monitoring and threats from friends or hackers, while
often overlooking commercial data risks [41]. Additionally, they
tend to see mobile app data as static and localized, unaware of
broader data collection and processing, which affects their ability
to handle privacy challenges [40].

Children often use technology under parental supervision, shar-
ing devices and personal information with family members, cre-
ating complex privacy dynamics. In home settings, robots that
interact with multiple family members can expose private data
to manufacturers and others [11, 16, 24]. Family locator apps, for
example, collect both location and contact data, and some allow
remote access to cameras or microphones [2, 23]. Parents also track
children’s activity and sleep through wearables, sometimes causing
conflicts [18]. Many children do not realize that parents can access
their audio recordings through smart toys, and older children worry
about such privacy invasions [29].

Children’s general knowledge of privacy often fails to prevent
impulsive decisions, like downloading apps or sharing personal
information online, as they lack the cognitive skills to apply pri-
vacy concepts to real-world choices [4]. This underscores the need
for hands-on privacy support. However, current privacy designs
seldom account for children’s unique needs. Many family-oriented
applications violate privacy regulations, posing long-term risks [35],
and apps targeting children continue to share data with tracking
apps despite COPPA regulations [3, 35]. Developers face challenges
due to limited monetization options and unclear guidelines [14].

2.2 Privacy Notice and Privacy Controls Design
2.2.1 Privacy Notice. Informing users about privacy and data prac-
tices is crucial to enabling them to make privacy decisions. Privacy
notices have shifted from being merely a legal compliance tool to
one aimed at creating transparency for users. Privacy notices have
become the de facto standard in informing users about how their
personal data is collected, used, and shared by organizations [17].
These notices are typically provided to ensure transparency and
compliance with privacy regulations, giving users insight into how
their information is handled and what their rights are regarding

data protection [17]. Florian Schaub et al. proposed a design space
for privacy notice, including timing, channel, modality, and con-
trols [38].

While privacy notices are widely studied and implemented for
general users, there is a growing need to adapt them for specific
audiences [30], particularly children [38]. Children are a vulnerable
group, and their cognitive abilities, comprehension levels, and on-
line behaviors differ significantly from those of adults. As discussed
in Section 2.1, children often encounter unique privacy challenges
and require immediate hands-on support when making privacy
decisions or managing privacy practices. John Dempsey et al. pro-
posed design guidelines for privacy warnings co-designed with
children, aimed at intervening whenever children interact with or
share personal data [10].

2.2.2 Privacy Controls. Providing users with effective privacy con-
trols is crucial to empowering them to manage their data and pro-
tect their privacy. Privacy controls enable users to make decisions
about what personal information they share, how it is used, and
with whom it is shared [17]. The usability of privacy controls has
been a significant focus of research. Feng et al. extended the estab-
lished privacy notice design dimension [15] to improve the usabil-
ity of privacy choices, including type, functionality, timing, and
channel [38]. However, privacy controls design for children poses
additional changes. Children’s limited understanding of abstract
privacy concepts, combined with their tendency to prioritize im-
mediate gratification over long-term consequences, often leads to
impulsive decision-making [4]. Research highlights that children
struggle to navigate complex privacy settings, leading to uninten-
tional oversharing or exposure to risks [48]. Child-centric privacy
controls designs must account for these limitations.

2.3 Co-design with Children
Since Druin introduced a widely adopted model for involving chil-
dren in the design process - where children can take on roles as
users, testers, informants or full design partners [12] - co-design
has become a prevalent method in HCI and CCI research to under-
stand children’s needs and create innovations for them. While the
roles of users and testers focus primarily on gathering feedback or
input at the end of the design cycle, the roles of informants and de-
sign partners emphasize deeper involvement, positioning children
as equal stakeholders alongside adult designers [12]. Co-design
empowers children to propose solutions [37], facilitates a deeper
understanding of their needs [44], and encourages reflection on the
use of technology [9]. For instance, Wilson et al. used co-design
to help verbal children express themselves through actions and in-
teractions [44], while Wang et al. explored children’s expectations
for managing datafication through 10 co-design sessions [43]. Ad-
ditionally, Woodward et al. examined children’s conceptual models
of intelligent user interfaces [45].

In designing for children’s privacy, the principle “Nothing about
us without us” emphasizes the importance of prioritizing children’s
perspectives on privacy and security issues, rather than dismissing
their views as immature or naive [22]. One example is “The Watch-
ers,” a hybrid computer and board game where children, acting as
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secret agents, explore privacy-related scenarios [33]. Similarly, Ku-
mar et al. examine how games and storytelling can shape resources
for teaching children about online privacy [20].

3 Method
To investigate children’s perceptions of online privacy notice and
control, we held four co-design sessions.

3.1 Participants Recruitment
In this study, we recruited children between 8 and 11 years old for
the following reasons: (1) By age 8, children begin to recognize the
risks of sharing but generally display a trusting nature [27]. (2) Up
to age 11, children still struggle with evaluating trustworthiness,
identifying advertisements, and understanding privacy terms and
conditions. While they value privacy, their comprehension of on-
line privacy remains limited, and their reasoning often contains
flaws [5, 31, 47]. (3) Compared to older teens (12–17 years old), chil-
dren in this age group demonstrate lower competence in managing
online privacy settings [7]. (4) Prior work has primarily focused on
supporting privacy and security for children over age 12 [1, 32].

Considering the interactive nature of the co-design workshops,
for the best results, we aimed to only recruit in-person participants.
We posted our recruitment flyers in our local communities (e.g.,
bulletin boards in public libraries, community centers, and play-
grounds) and our local social media groups. We recruited 5 children
for the initial workshop, who have some prior knowledge and ex-
perience with website and phone usage. Table 1 summarizes the
participants’ backgrounds and group allocation details.

3.2 Co-design Workshop
We held four weekly co-design sessions in October and December
of 2024. Before the workshops, we introduced the study procedure
to all parents and children and answered their questions. Then, we
obtained the consent of all the children and the permission of the
parents and conducted the demographic survey with parents. Each
design session lasted around 1.5 hours with a self-contained topic
and a set of activities. The outcomes from the previous sessions
shaped the activities of the next sessions. This workshop was part
of a long-term co-design activity with children, so the participants
already had learned and discussed digital privacy and knew each
other well before the workshop. We followed the framework of
designing effective privacy notices and privacy choices [15, 38].

3.2.1 Design Session 1 (DS1): Interpretation of Current Design. The
goal of DS1 was to familiarize children with privacy notice and con-
trols while understanding their interpretations of current designs.
We began the first design session by introducing common privacy
notice and control designs and prompting children to discuss their
understanding of these notifications and what they believed the
messages conveyed. Next, we guided them through a re-design ac-
tivity with printed versions of privacy notice and controls design.
Each child first selected a design they found most interesting. To
ensure accurate comprehension, all participants and the researchers
engaged in a discussion about its meaning. Then, we asked the chil-
dren to identify the “most terrible thing” in a design they disliked or
found confusing and explain why it was problematic. Building on

these critiques, the children re-designed the privacy notice or con-
trols. Finally, each child presented their design ideas to the group,
followed by a Q&A session to further illustrate their perspectives.

3.2.2 Design Session 2 (DS2): the Modality of Privacy Notice. The
goal of DS2 was to explore children’s expectations regarding the
modality of privacy notice, including text, icons, images, sounds,
and others. We began by discussing “How would you want to re-
ceive important privacy messages?”, using common notice designs
from both privacy contexts and everyday life, such as location data
requests, traffic lights, and road signs. This discussion introduced
children to different modalities and their effectiveness in convey-
ing messages. Next, we presented children with common privacy
scenarios, such as “An app wants to use your location,” “A game
needs your permission to access the camera,” and “Who has access
to the content you post?” Children then made choices about how
they would prefer to receive these messages. Building on this dis-
cussion, each child selected a scenario they found most interesting
and designed a “fun power” - a preferred modality (e.g., text, icons,
images, or sounds) to effectively deliver the privacy message. Fi-
nally, they presented their design ideas to the group, followed by a
Q&A session.

3.2.3 Design Session 3 (DS3): Type of Choice. In DS3, we aimed to
explore children’s expectations and needs regarding the types and
functionality of privacy controls after they had become familiar
with the modality. We began with interactive activities designed to
help children understand different types and functions of controls
by engaging with common control mechanisms in everyday life,
such as light switches in a room, water faucets, and digital controls
for adjusting brightness or volume on a computer. Following this
hands-on exploration, we introduced children to common privacy
control designs and facilitated a discussion about their interpreta-
tions. We asked them to reflect on the meaning behind each design,
how they would make privacy choices using it, what potential con-
sequences their choices might have, whether they liked or disliked
the design, and why. Building on this discussion, we then invited
children to design a new privacy control for their most-used or
favorite app, specifying the types of privacy choices they would
need to make and the control mechanisms they preferred.

3.2.4 Design Session 4 (DS4): Timing and Channel. In DS4, we ex-
plored children’s needs and expectations regarding the timing and
channels of privacy notices and controls. We began by introduc-
ing examples from everyday life to help children understand these
concepts in familiar contexts. Following this, we engaged them in
a Finding Clues Game 1 , where they experienced different timing
and channel mechanisms firsthand. After the game, we presented
various scenarios involving privacy notices and controls, such as

1The game follows a structured system where the researchers release different pieces
of information at varying times and through different channels, requiring children to
capture as much information as possible. Information is provided at six different timing
points: (1) at setup, when children first enter the game area; (2) just in time, when they
step into specific zones like the camera area; (3) contextually, when they perform certain
actions; (4) periodically, with updates every three minutes; (5) persistently, where some
information remains visible at all times; and (6) on-demand, when children request
information from RAs. These messages are communicated through three channels: (1)
primary, where the researchers speak directly to the children; (2) secondary, where
RAs hand out written slips; and (3) public, where information is displayed on a TV
screen.
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ID Age Gender Race/Ethnicity Mother’s Edu. Father’s Edu. Devices Experience Apps Experience Attendance

C01 9 F White Bachelor Graduate Smartphone, Tablet,
Laptop/PC, Smart TV,
Gaming Console, Smart
Speaker

YouTube, Roblox,
Minecraft, Netflix,
Hulu, Disney+

DS1-DS4

C02 11 M White Bachelor Graduate DS1-DS4

C03 9 F White Bachelor Graduate DS1-DS4

C04 10 M Middle Eastern or
North African

Graduate < High School Smartphone, Tablet, Smart
TV, Gaming Console

YouTube, Facebook,
Roblox, Discord,
Minecraft

DS1, DS2

C05 8 F Middle Eastern or
North African

Graduate < High School DS1-DS4

Table 1: Participants’ Demographic Information

location requests and data collection, and asked children to deter-
mine the most suitable timing and channels for delivering these
notices. Through discussions, we further examined the reasoning
behind their choices, gaining deeper insights into their preferences
and decision-making processes.

3.3 Data Analysis
We recorded the video and audio for all workshops with the chil-
dren’s consent and their parents’ permission.We also photographed
all sketches and prototypes and took notes as needed, resulting
in 325 minutes of video recording and 14 images. We also took
field notes during the co-design sessions to document children’s
nonverbal body language, emotions, and other behavioral cues.

We first transcribed the videos using Kaltura2, then manually
reviewed and corrected the transcriptions. We followed previous
research practices to analyze the session recordings [39, 46]. We
captured both textual content and relevant visual data (e.g., a child
pointed out a part of the design) and linked these details to the
children’s sketches and field notes. This was an iterative process
until all researchers agreed on the links. We then conducted a
thematic analysis on the transcriptions and notes [6]. For the visual
data, we applied narrative analysis to construct participants’ design
narratives and explored how they visually represented their design
ideas and learning processes [36]. Two coders thoroughly reviewed
all video transcripts and images multiple times and coded the data.

3.4 Ethical Consideration
As our research involved minors between the ages of 8 and 11, we
paid extra attention to our research ethics. Before the workshop,
we ensured that all parents and children were well informed of
the study procedure, their rights, and measures they could take
when withdrawing from the study was desired. During the work-
shops, similar to Liu et al.’s work [25], we developed three strategies
to help children protect their privacy: (1) We used child-friendly
language to remind them not to share sensitive information. (2)
When discussing sensitive topics, such as passwords and personal
privacy, prior to the actual discussion, we explicitly instructed the
children not to share specific details with us. (3) If a child showed
any tendency or behavior toward leaking private information, the

2Kaltura is a FERPA-compliant video content management system approved by our
university technology office and IRB office. The use of Kaltura was included in the
consent form and assent form for participants’ awareness

researchers immediately intervened to remind them not to share
private information. We reported the incident to the parents after
the session.

4 Initial Results
4.1 General Understanding of Privacy Notice

and Controls Design
Not surprisingly, children tended to ignore privacy notice and con-
trols. Children dismissed repetitive or intrusive privacy notice, par-
ticularly during activities like gaming or app use. As one child
explained, “I just click OK so I can keep playing.” They prioritized
uninterrupted engagement over responding to unclear or redun-
dant prompts, stating, “It keeps asking me the same thing, and I
ignore it.”

Children associated control with a sense of empowerment, such
as deciding who can access their data. One remarked, “It’s like
being the boss of my account.” However, some expressed distrust
toward systems, with comments like, “I don’t trust apps knowing
my location.”

4.2 Challenges to Use Current Privacy Notice
and Controls

4.2.1 Confusing Statements. Children struggle with abstract terms
like “cookies,” “permissions,” and “data sharing.” As one child re-
marked, “Cookies are something you eat.” Overly technical language
in the privacy notice adds to the confusion, with comments like, “I
don’t get what it’s asking. It is confusing.”

4.2.2 Lack of Context or Causality. Compared to adult users, chil-
dren’s limited life experience and digital knowledge make it difficult
for them to comprehend the context and causality of privacy notices
and controls. As a result, some children struggle to understand the
rationale behind privacy notices, leading them to disregard or over-
look their importance and preventing them from making informed
privacy decisions. For example, they questioned the need for certain
permissions: “Why does the calendar need my location? It’s just
for dates.” Another noted, “Why does TikTok need my location? It
doesn’t make sense.”
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4.2.3 Overload of Information. Excessive text in privacy notice
overwhelms children, leading to disinterest. Repeated prompts fur-
ther desensitize them, reducing engagement. As one child explained,
“It will keep asking, so I just ignore it or choose ‘Allow.’”

4.3 Needs and Expectations of Privacy Notice
and Controls

4.3.1 Modality. Children expressed a preference for straightfor-
ward notice that avoided excessive information or distracting ele-
ments. Visual cues, such as icons and illustrations, enhanced their
understanding and engagement. They also expressed a preference
for child-friendly visual expressions, such as cartoons and char-
acters of a similar age to them. Additionally, they also preferred
the simplified and polite text, exemplified by prompts like “Would
you like to allow TikTok access to your microphone?” as it reinforced
their sense of autonomy in using technology. Multi-modal auditory
feedback, including sound and vibration, effectively captured their
attention, with pop-up notice paired with sound cues (e.g., “Ding-
dong”) proving particularly engaging. Additionally, light indicators
emerged as a favored modality due to their immediacy and clarity,
offering a non-intrusive yet effective means of communication.

4.3.2 Timing. Children’s engagement with privacy notice varies
based on timing. At the set-up stage, they often overlook or skim
notice without thorough attention. In-time notice, when presented
clearly and accessibly, are effective but can sometimes feel confusing
or overwhelming. Periodic noticemust balance regular updateswith
avoiding excessive frequency, as too many can become irritating.
Persistent notice that remain readily accessible are appreciated,
though they risk causing frustration if overused. On-demand notice,
while useful, may be ignored if it requires extra effort, as children
favor ease of access.

4.3.3 Channel. Children found primary notice appealing due to
their accessibility and ease of engagement, allowing for quick in-
teraction without significant effort. In contrast, secondary privacy
notice was often disliked, as they require additional steps to access,
which can deter engagement. Public notice, however, was viewed
favorably for their ability to foster social interactions and encour-
age peer engagement because children usually used the same apps
with their friends, highlighting their heightened sensitivity to so-
cial influence and peer validation that differs from adults’ typically
more individualistic privacy decision-making.

4.3.4 Control Choice Types. Children demonstrated a clear under-
standing of binary and multiple-binary control options, such as
“yes/no” toggles or buttons, which they found simple and intuitive.
Their understanding of contextual controls, however, appeared less
robust. For instance, when prompted with a notice about Uber ac-
cessing their camera, three girls chose “do not allow,” reasoning
that Uber drivers are strangers. This response highlights a gap in
privacy literacy, as they struggled to grasp the nuanced contexts
and causal relationships underlying such permissions. It is because
children’s tendency to apply concrete safety rules (don’t share with
strangers) rather than the situational risk assessment that adults
more commonly employ.

4.3.5 General Expectations. Children expressed a preference for
multiple notice approaches that were easily accessible and adapt-
able. They valued the ability to switch settings conveniently, stating,
“Because I can switch it anytime I want.” The privacy notice needed
to be clear and understandable, with language and visuals that pro-
vided both context and causality to support their decision-making.
Children also emphasized the importance of real-time assistance
when navigating privacy decisions. For example, when prompted
to explain a preference for “Keep only while using,” one participant
simply responded, “I just feel like that,” highlighting the need for
guidance in articulating and reasoning through privacy choices.

5 Discussion and Future Work
5.1 Design Implication for Child-friendly

Privacy Notice and Controls Design
The findings of this study underscore the need for privacy notifi-
cations and controls that align with the cognitive and emotional
capabilities of children. Effective designs should prioritize clear,
contextually relevant, and concise information, ensuring that chil-
dren can easily comprehend the purpose and implications of their
choices. For example, the interface design could implement a lay-
ered approach with essential information first (2-3 key points),
include “Learn More” options that expand with age-appropriate
explanations, and use progressive disclosure techniques with in-
teractive elements, revealing additional details only when needed.
Building on the children’s preference for straightforward and ac-
tionable interactions, simple binary choices framed in accessible
language can empower them to make informed decisions. And im-
plementing tooltips that define complex terms in developmentally
appropriate language could be useful To foster trust, transparent
indicators and intuitive controls should be integrated, reinforcing a
sense of autonomy and security. Multi-sensory notifications—such
as engaging visual cues, sounds, or light indicators—can make pri-
vacy interactions more engaging and accessible. For example, we
can provide a brief (5-10 second) cooling-off period for significant
privacy decisions for children with immediate visual feedback con-
firming choices.

However, the timing and frequency of notifications must be
carefully managed to avoid overwhelming children, as excessive
or poorly timed prompts can lead to disengagement or dismissive
behavior, as observed in the study results. These considerations
provide a foundation for designing privacy interfaces that are both
effective and child-friendly.

5.2 Privacy Interfaces as Developmental Tools
for Children

While children and adults share common challenges with privacy
notices and privacy choices, including confusion with technical
terminology and frustration with repetitive notifications. And there
are some efforts to show user privacy information effectively and
interactively [19, 34]. However, our findings reveal considerations
for children that require specialized design approaches rather than
simply adapting adult interfaces. As mentioned in Section 4.2.2,
children’s heightened vulnerability stems from developmental fac-
tors and specific knowledge gaps in technological contexts that
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standard privacy interfaces fail to address. Children also tend to
ignore consequences and take risks.

Significantly, privacy interfaces represent valuable teachable mo-
ments beyond simple choice. Unlike other digital literacy, privacy is
rooted in context and daily practice [21]. Rather than merely facili-
tating decisions, these interactions offer opportunities to develop
privacy literacy through contextual learning. This perspective sug-
gests a fundamental shift from viewing children’s privacy interfaces
as simplified versions of adult designs to seeing them as develop-
mental tools that build competence through contextual learning. By
embedding progressive privacy literacy elements within interfaces,
designers can create experiences that support children in develop-
ing critical thinking skills about privacy while making informed
decisions. This approach acknowledges children’s agency while
providing appropriate scaffolding for their evolving capabilities,
addressing both immediate protection needs and long-term privacy
competence development.

5.3 Limitation and Future Work
As a work in progress, we only have five children in our co-design
workshop, in the future we will enhance diversity by incorporating
more participants with different backgrounds. Regarding the fur-
ther co-design workshop, we would include more privacy notice
and controls material [19, 34] and get more insight from our par-
ticipants. We will also adjust co-design protocols for varied ages
to help them engage in interviews. Then, we also consider collab-
orating with more stakeholders, such as educators and personnel
from privacy and design. This broader inclusion will provide richer
insights into child-friendly privacy notice and controls design from
different perspectives. Additionally, enhancing connections with
user experience and user interface design in related literature and
providing detailed data analysis will enhance future work.
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