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ABSTRACT

This dissertation presents a management framework designed to mitigate human error
in information security, aiming to enhance the resilience of EHR systems to make them
less attractive to cybercriminals. The framework enhances Reason's Resiliency Model
by incorporating a socially oriented management approach based on socio-technical

systems (STS) principles.

The information security literature presents evidence that human error is a significant
contributor to cybersecurity incidents. Human error has increased the vulnerability of
healthcare information, exposing it to persistent and increasingly sophisticated
malicious cyberattacks that threaten the security and privacy of the American people.
People continue to make mistakes and there is no single solution in cybersecurity that
can reliably protect the system from vulnerabilities created by human-technology

interface errors.

This dissertation focuses on the impact of error, as a consequence of the human-
technology interface, in the information security of the healthcare sector. The research
investigates: the role of STS factors for developing solutions aiming to enhance the
resilience of EHR systems; how the location where data are breached influence the
severity of data breaches impacting the security and privacy of patient records; how
unintended consequences from EHR adoption impact the productivity performance of
the states healthcare systems (DMUs); and, how the Health Insurance Portability and

Accountability Act (HIPAA) monetary penalties influence compromised patient records.

This dissertation concludes that addressing EHR information security threats requires a
fundamental shift in the healthcare sector's approach to data security. The research

determines that integrating STS factors with Reason’s layered approach offers a



comprehensive management framework for mitigating human error challenges in
healthcare information security. The findings show that network servers and emails are
the two most common sites where healthcare data are breached capturing 95% of the
713 million compromised patient records since 2009. Empirical analysis indicates that
despite privacy concerns resulting from data breaches, the overall productivity
performance of the DMUs has improved over time. However, cybersecurity challenges
continue to have an impact on the DMUs productivity performance. The findings also
demonstrate that monetary penalties from HIPAA violations have not been effective in

slowing down the number of compromised patient records in the sector.



Essays on Human Error in Electronic Health Records (EHR)

Information Security

Wilmer Alvarado

GENERAL AUDIENCE ABSTRACT

President Biden’s March 2023 National Cybersecurity Strategy outlines a path for
achieving two significant shifts: the need for more capable cybersecurity-human actors
to defend our systems and the need to make investments in long-term resilience
capabilities. This dissertation addresses both paths. It presents a management
framework to mitigate human error in information security, aiming to enhance the long
term resilience of EHR systems and make them less attractive to cybercriminals. The
framework builds on Reason's Resiliency Model to create a socially oriented

management framework based on socio-technical systems (STS) principles.

The adoption of EHR technology has led to data breaches and compromised patient
records as unintended consequences. While digital platforms in healthcare
organizations are enabling the sector to provide better services to patients, they have
also risen awareness about the increasing risk of healthcare system vulnerabilities to
data breaches. Despite continuous investment in IT security, the sector continues to
experience an increase in the volume of data breaches and their complexity, making
them difficult to identify their location, prevent, and mitigate the severity to the security

of patient records.

This dissertation focuses on the impact of error, as a consequence of the human-
technology interface, in the information security of the healthcare sector. The
significance of the problem is undisputable, as the present day healthcare has become
the main victim of external and internal cybersecurity incidents. Data breach reports
show that there has been a sharp increase in the number of compromised patient
records in the last seven years. It is also observed that 84% of all data breaches are

directly or indirectly caused by human error. Additionally, it is demonstrated that the



location where data are breached influence the severity of data breaches impacting the

privacy of patient records.

The first hypothesis studies how the location where data are breached influences the
severity of compromised patient records. To investigate this hypothesis, empirical data
from the Department of Health and Human Services (DHHS) Office of Civil Rights
(OCR) were analyzed to determine the most frequent locations where data are
breached and their impact on patient records security.

The second hypothesis investigates the unintended consequences from EHR adoption,
specifically how privacy concerns impact the productivity performance of the states
healthcare systems (DMUs). A linear programming model using the Malmquist
productivity index (MPI) was applied to assess productivity and technological
improvements across three state clusters: high-capacity, mid-capacity, and low-capacity
states. Historical data on compromised patient records from 2009 to 2022 were then
used to formally test this hypothesis.

The third hypothesis evaluates whether monetary penalties influence the number of
compromised patient records resulting from human error data breaches. To test this
hypothesis, multiple regression analysis models were employed to assess the
relationship between HIPPA violation penalties and the volume of patient records

compromised in the sector.

This dissertation concludes that addressing EHR information security threats requires a
fundamental shift in the healthcare sector's approach to data security. The research
determines that integrating STS factors into Reason’s layered approach offers a
comprehensive management framework for mitigating human error challenges in
healthcare information security. The findings show that network servers and emails are
the two most common sites where healthcare data are breached capturing 95% of the
713 million compromised patient records since 2009. Empirical analysis of the DMUs

data indicates that despite privacy concerns resulting from data breaches, the overall



productivity performance of the healthcare sector has improved over time. However,
cybersecurity challenges impact the DMUs productivity performance. The findings also
demonstrate that monetary penalties from HIPAA violations as a result of human error
have not been effective in slowing down the number of compromised patient records in

the sector.



Dedication

| dedicate this dissertation to:

My wife, Nurys Alvarado, your love and unwavering support have been a constant
source of inspiration and encouragement through the long hours of graduate school and
throughout our life journey together. | am deeply grateful and truly fortunate to have

your love in my life.
My children, Alexander and Sara, you are the brightest stars in my life. Thank you for

being the most wonderful children a parent could ever hope for. You exemplify the true

spirit of God’s fourth commandment “honor your father and mother.”

Vii



Acknowledgement
| want to offer my sincere gratitude to the many people who supported and assisted me

throughout my doctoral journey and dissertation process. First and foremost, | would
like to thank my advisor, Dr. Konstantinos Triantis, whose mentorship has been the
most influential aspect during my tenure as a PhD student. Over the past four years, his
extensive experience as a researcher and dissertation advisor, along with his insights to
bridge research with practical application, has been invaluable to make my research a
more meaningful contribution to the public. His guidance, insights, mentorship, and
expertise on many aspects of my research, ranging from problem definition,
performance measurement tools, and statistical analysis, combined with his sharp
editing skills and detailed feedback, have significantly enhanced my skills as a modeler,
statistician, writer, and researcher. | am very grateful for his support and commitment to

my academic growth.

| want to thank my committee members, Dr. Navid Ghaffarzadegan for his valued
feedback and insightful recommendations for improving the modeling aspects of my
research. | had the opportunity to take a modeling course with Dr. Ghaffarzadegan,
System Dynamics Modeling of STS, and learned immensely from his interactive and
practical teaching approach. | also like to thank Dr. Niyousha Hosseinichimeh for her
attention to details, valuable questions and feedback, and her thoughtful support that
drove me to tailor the research scope and focus on the research purpose, saving me an
immense amount of time to complete the degree, and improving the value and meaning
of my dissertation and journal papers. Last but not least, | like to thank Dr. Roy Pettis for
his valuable research recommendations and feedback, his friendship, and for
volunteering his time from his busy daily schedule to be part of this dissertation
committee. | enjoyed sharing my dissertation research papers, proposal, and plans with
you, and this is a better dissertation because of all your help, valuable feedback, and

recommendations.

| would also like to extend my gratitude to my System Performance Lab (SPL) research
teammates, especially Dr. Konstantinos Triantis, Dr. Joseph Godfrey, Dr. Leon Sobrie,

viii



and Dr. Maria Tomai, for kindly taking their time to reviewing the results of my
dissertation performance measurement and statistical analyses in my dissertation. Their
valuable feedback and recommendations have immensely improved the quality and
impact of my research findings. | appreciate your candid insights, attention to details,

and outstanding support. | cannot thank you enough for all your help.

The SPL research meetings are a great vehicle for sharing research information with
other PhD colleagues and gaining the most needed feedback to improve everyone’s
dissertations. | cannot picture a better forum or academic environment to gain insights
regarding the research process, modeling approaches, and analyses that enable us to
progress in our dissertation journey. | sincerely thank you for your participation and to
Dr. Triantis for leading the team. This is a very successful model that | plan to adopt in

my future academic career.

Lastly, | would like to thank our department’s Graduate Program Advisor, Hannah
Parks, for the extraordinary support and assistance that she provides to our

department’s graduate students.



Table of Contents

[ =To [To%= 1o o [T SR vii
ACKNOWIEAGEIMENT ... viii
IS A0 T U Xii
IS 0 N = 1o =S PP Xiv
Chapter 1.0: INtrOAUCTION .........ooeeiiiiie e e e e e e e e e e e et e e e e e e e e eeesaan s aeeeeeeennnes 1
1.1 Problem Context: Human Error in EHR Information Security ...........ccccvvvvviiiiiiiiiiiiiiennnnnn. 1
1.2 Theoretical Background: Reason’s Resiliency Model..............ccccoviiiiiiiiiiiiiiiiiiiiiiiiiieeee, 5
1.3 Enhancement of Reason’s Resiliency Model: Integration of Reason’s Model and

STS Management FramMeEWOTK .........coiii oot e e e e e e e et e e e e e eeeannes 7
1.4 Dissertation FramMEWOTK ..........ouuuuiiiiiieeiiiiiiiiis ettt e e e e e e e e et s e e e e e e e e eeaeran e eeeees 9
14D ESSAY L ..ot 12
Li4.2 ESSAY 2 vttt ettt ettt e e e e e a e ae 13
L4 .3 ESSAY 3 ... eiiiiiiiit et e et e e e e e e e 14
1.5 Research Contributions and Overarching Impact............cccooooeeiiiiiiiiiiii e, 14
G = (=TT o[t L PP 18
APPENTIX A . 20
Chapter 2.0 - Essay 1: Systematic Literature Review- Human Error in Data Breaches of
Electronic Health Records (EHR) ........cooviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt 21
Y 0153 = T P 21
P20 I 1 1 0T ¥ Tox 1 o o 22
2.2 Technical BaCKgrOUNd.............uuiiiiiii et e e e e e e e e 26
2.3 ReSEAICh ProbIem..... ..o 27
2.4 RESEAICH METNOM ... ..o e e e e e e e e e e e e eees 29
2 I - | - 29
2.4.2 ApProach - LItErature REVIEW .............uuuuuuuuuiiiiiiiiiiiiiiiiiiiiiiiieiieeeibbbee b 36
2.5 RESUIS N0 DISCUSSION ....uutttiutiiieiiiiiittittteieetaeaaaaaeaaaaeaeseaessaseeesessesaeesessesssssssssnssssssnssnnnnns 43
P20 N I 1011 7= 11 [ o 54
2.7 Conclusion, Future Work, and RecoOmMmMeNdationS ..........coeuiiviiinieieiiieeeeeeie e eeeee s 55
2.8 REIBIBINCES ... .ot e et et et et e e e e e et 58

Chapter 3.0 - Essay 2: Unintended Consequences from Adoption of EHR Technology:
Impact of Human Error Data Breaches on the Productivity Performance of States

HeEaltNCAre SYSIEIMS ... e e e e e et e e e e e 64
Y 0 1] 1 = (o 64
G 70 R [ 1€ 70T (3o T o PSPPI 66



3.2 Technical BaCKgQrOUNG...........oiiiiiiiiiiieiie e e e e et s e e e e e e e e e eaaan e e e e e e eeeennns 68

3.3 RESEArCh ProbIem.... ..o eaean 70
3.4 ReESEArCh MELNOM ... ... e e e e e e e e e e e e e e eeennnns 73
S I - | - 73
4.2 APPIOACK .. 75
3.5 RESUItS @Nd DISCUSSION ......uuuiiiiieeieiiiieiei e e e e e e et e e e e e e e e e e ettt e e e e e e e e eeeaaaan e aeeeaeeeennns 78
G 3L T N 10 ] = L1 o o SRR 85
3.7 Conclusion, Future Work, and Recommendation ...........cc.ovviiiiiiiiiiiiiiecceeeeeeee e 85
G e T o L= 1= (= o = SEPPPRN 89
APPENTIX B .. 92
Y o] o =7 o [ P 94
Chapter 4.0 - Essay 3: Enhanced Reason’s Resiliency Model to Reduce Human Error

Data Breaches - Application of Policy as a Safeguard Layer to Patient Record Breaches.....96
Y 0111 - Vo PR 96
L R 1o To [ T £ o P 97
4.2 RESEAICN PrODIEBM... ..o e e e e e e e e e e e eenana 100
4.3 Technical BaCKGrOUNG .........ccooi i 101
4.4 ReSearch MEthOd ..........oouiiiii i e e e e e e e e e e e eeeanes 102
g I T | - PSP 102
A.4.2 APPIOACK ..o 103
4.5 RESUIS @Nd DISCUSSION .....uuuiiieiiiieieetice e e e et e e e e e e e e e et e e e e e e e e e e e aaaa s e e e eeaeeeennes 104
I 0 1 = o o PSPPSR 108
4.7 Conclusion, Future Work, and Recommendation .................uuiiiiiiieeiiiiiiiiiiiie e, 108
T = (=] (=] o = PRSP 111
APPENTIX D 113
Chapter 5.0: Conclusion, Future Work, Limitation, and Recommendation........................... 116
APPENTIX E .. 127
Y o] 1= g o [l USSR 129
Y o 1T T [~ P 133
APPENAIX Hoeeeeeeee 134
Y o 1= Lo [5G S 144
APPENAIX J oo 151

Xi



List of Figures
Figure 1: Historical Trend of Healthcare Data Breaches Based on 500 or More Records

Compromised, Patient Records Affected, and Root Causes (HIPAA, 2024)........ccccceeeevveeenns 4
Figure 2: Reason's Theoretical Model of Accident Causation (Resiliency Model).................... 6
Figure 3: Integration of STS Management Framework and Reason's Resiliency Model. ......... 9
Figure 4. Combination of Essay Outcomes to Expand Reason’s Resiliency Model................ 11
Figure 5: Dissertation Framework - Structure, Scope, Method, and Contribution .................. 12

Figure 6: SMEs Provided Real World Qualitative Data to Support this Research Study........ 30
Figure 7: Flow Chart of the Process Selection of Relevant DOCUMENTS ............ccovvvvvviiiieeennnn. 41

Figure 8: Historical Trend by Year of Healthcare Data Breaches and Patient Records

Affected by All States (HIPAA, 2024) ....... i e e 44
Figure 9: Trend of Human Error Data Breaches and Patient Records by High-Capacity,
Mid-Capacity, and Low-Capacity State Groups (HIPAA, 2024)..........ccoueviiiiiiiiiiiiiiiiiiiiiieeenen, 46
Figure 10: Data Breach Incidents and Compromised Patient Records by Healthcare

Entity Where They Originated (HIPAA, 2024) ........coi it a7
Figure 11: Taxonomy of Human Driven Privacy Data Breach Incidents.............ccccccceeeeeeeeeo. 48

Figure 12: STS Management Framework of Factors That Drive Human-Technology
LT = Lot = o ) U 50

Figure 13: Locations Where Data Breaches Happened and Relative Importance to the
Number of Compromised Patient Records (HIPAA, 2024).......ccccooeiiiiiiiiiiiieeeeeeeeeeee e 52

Figure 14: Data Breaches and Patient Records by Location Where Data Breaches
Happened (HIPAA, 2024).... oottt e e e e e e e e e e et e e e e e e e e e e eennnnnneeeeees 53

Figure 15: Input / Output Variables and EHR Transformation Process for MPI
F NS TS ST 1 [T | PPN 72

Figure 16: Rising Trend of Data Breaches and EHR Technology Adoption Over the
Years (DHHS ONC Health IT, 2022) .....ccoo e 79

Figure 17: Integration of Reason's Resiliency Model and STS Management Framework

Result in an Enhanced Reason's Resiliency Model to Improve Information Security
)] (=] 1 TSP 98

xii



Figure 18: Enhanced Reason’s Resiliency Model- Application of HIPAA Policy as a
Safeguard Layer to Reduce Compromised Patient RECOIrdS...........coouvvvviiiieieeeeeeeiiiiiie e 99

Figure 19: HIPAA Violations Settlements by State Clusters (2009-2024) (HIPAA, 2024) ....106

Figure 20: HIPAA Penalty Payment Settlements by State Clusters (2009-2024) (HIPAA,
/2 0 106

Xiii



List of Tables
Table 1: Publication Trend of Human Error in Information Security by Subject Area.............. 27

Table 2: STS Factors and Subject Matter Experts (SMESs) for Semi-Structured
LT Y=Y PSR 31

Table 3: Essay 1 SMES INterview QUESHIONS............uuuuiiiieeiieiieiiiiiae e eeeeeeeiin e e e e e eeeeannnes 31

Table 4: Quantitative Dataset of Contextual and Operational Variables Used in the
Principal Component ANAIYSIS (PCA) ... e e e e e e 32

Table 5: Dataset Used in the PCA to Reduce the Dimensions for the Clustering Analysis ....33

Table 6: Quantitative Datasets with Sources and Data Range Used for Clustering
ANGIYSIS ... 33

Table 7: States Organized by High-Capacity, Mid-Capacity, and Low-Capacity Clusters...... 34
Table 8: Quantitative Datasets with Sources and Data Range for Essay 1.............cccccoeeeennn. 35

Table 9: Quantitative Datasets of Breach Incidents Reported by U.S. Healthcare Entities ....35

Table 10: Keywords Used to Search Publications for the Literature Review............ccc..uvvuenn. 38
Table 11: Publications' Trend-By Keywords and Subject Area............ccccoeeeeee, 39
Table 12: Publications' Trend By Keywords and Document TYPe .......ccooevveeiiiiiiieeiieeeeeeeeeee, 39
Table 13: Criteria Used for Selecting Relevant Documents to Inform the Dissertation .......... 40

Table 14: Essay 1 Results from Semi-Structured Interviews and How the Findings

INform the RESEAICH STUAY .......ccoooeiiiiiee e e 43
Table 15: Locations Where Data are Breached and Compromised Patient Records by

STALE CIUSTEIS ... 53
Table 16: Essay 2 SMES INterview QUESHIONS...........uuuiiiiieeiiiiieiiiiieee e e e e e eeeeiies e e e e e e eeeeennnnnnes 73
Table 17: Quantitative Datasets with Sources and Data Range Used in Essay 2.................. 74
Table 18: Dataset of Input / Output Variables Used for MPI Calculations (2009-2022).......... 74

Table 19: Dataset of Input / Output Variables by DMU with Negative Outcomes
Variables Transformed Using Dyson's Large Number Approach (2009-2022)..............cccc..... 75

Xiv



Table 20: Dataset of Input / Output Variables by States Normalized Using Max/Min
APProach (2009-2022) .......ouuiiiiie ettt e e e e e e e e e e rr 75

Table 21: Input / Output Variables Used for Calculating the MPI ...........ccoooviiiiiiiiiiiieeiinn, 76
Table 22: Descriptive Statistics of Input / Output Variables for State Clusters (009-2022).....77

Table 23: Essay 2 Results from Semi-Structured Interviews and How the Findings

Inform the Research StUdY...........oooo i 78
Table 24: Summary of MPI Results by State Clusters (2009-2022) .........cccuuvviiiiieeeieeeeennnnnnnn 80
Table 25: MPI Results by Year for State Clusters (2009-2022).......cccceevvveeiiiiriiineeeeeeeeeiniinnnnns 82
Table 26: ANOVA Results - Hypothesis TeSHNG .......coooeeeieeeeeeeeeeeeeeeeeeeee e 83

Table 27: Regression Results - Hypothesis Testing for State Clusters with MPI as the
Dependent Variable and Compromised Patient Records as the Independent Variable ......... 84

Table 28: Regression Results - Hypothesis Testing for State Clusters with MPI as the
Dependent Variable and Monetary Penalties from HIPAA Violation as the Independent
VANIADIE ... 84
Table 29: Quantitative Datasets with Sources and Data Range Used in Essay 3................ 102

Table 30: Quantitative Dataset of Breach Incidents and Monetary Penalties (2009-2024) ..103

Table 31: Essay 2 Results from Semi-Structured Interviews and How the findings Inform
th RESEAICN STUAY ... 105

Table 32: Hypothesis 3 Testing Results for State Clusters with One-Year Lagged
INdependent VariabIles ............ooo oo 107

XV



Chapter 1.0: Introduction

1.1 Problem Context: Human Error in EHR Information Security

‘We will make wider use of health information technology to help control costs and
reduce dangerous medical errors,” President George Bush, State of the Union, 2006.

The literature identifies the need for further research to investigate the impacts of Socio-
Technical Systems (STS) factors on the reduction of human errors in information
security. To address this gap, this dissertation develops a management framework
incorporating STS factors that contribute to human errors, providing a conceptual
understanding of their role in information security and identifying necessary
improvements to reduce errors. This framework is designed to mitigate human error in
information security, aiming to enhance the resilience of EHR systems to make them

less attractive to cybercriminals.

The productivity performance of the U.S. healthcare system is a primary concern to
government and industry leaders. Despite spending an estimated 18 percent of its 2023
gross domestic product in healthcare ($4.9 trillion or $14,570 per person), double the
median of industrialized countries, the U.S. has one of the lowest performing healthcare
system among all high-income countries. The U.S. is also not a leader in health
information technology. “Given its collective wealth, technologic sophistication, and
spending, the U.S. should lead, not lag, the world in its healthcare performance”

(Harvard Business Review, 2024).

Keeping our nation competitive requires affordable and available healthcare. In 2004,
President Bush launched an initiative to make EHR available to most Americans within
the next 10 years. The EHR technology envisioned to help link together doctors,
patients, and hospitals in seamless, digital environments, making it possible for patient
records to be transferred quickly and accurately, and with all necessary privacy
protections. Widespread use of digital information aims to help Americans receive high-
quality medical care, save lives, prevent medical errors, and provide more affordable
healthcare (Bush, 2006).



Digital healthcare services have paved the way for easier and more accessible
treatment, thus making our lives far more comfortable. Advances in information and
communication technology have helped the healthcare industry to replace paper-based
systems with EHR to provide better and more cost-effective services to its customers.
EHR enhance patient care, develop patient cooperation, enhance disease diagnosis,
improve practice productivity, and make patient health information accessible all the
time (Health IT, 2021). EHR are seen by the government and many experts in the field
as the transformation technology that the sector needs to improve its performance and

lower the cost of healthcare services to patients.

Spending in cybersecurity in the U.S. in the last decade exceeded $600 billion (Statista,
2024). And, it is expected to continue its ascending trend as cybersecurity has become
the fastest growing crime in the U.S. The healthcare sector has been particularly
vulnerable and targeted by cyberattacks because they store some of the most valuable
information in the black market, including personal information, medical records,
usernames, and passwords. Particularly, medical records are extremely valuable to
thieves, selling for much more than stolen credit card numbers. Buyers can steal
patients’ identities, access financial accounts, and fraudulently obtain prescriptions.
They can also contact patients directly with spam or threats. According to an IBM report
(Ponemon Institute, 2024), the average cost of a healthcare data breach was estimated
at $11 million in 2024.

The information security literature presents evidence that human error is a significant
contributor to data breaches. People continue to make mistakes and there is no single
solution in cybersecurity that can reliably protect the system from vulnerabilities created
by human-technology interface errors. According to reports from Health Information
Technology (IT) Security (Davis, 2021), cyberattacks against U.S. healthcare entities
accounted for about 80% of all reported data breaches in 2020. Adoption of technology
measures in the healthcare sector have contributed to increase awareness about
system vulnerabilities to data breaches. But, despite continuous investment in IT to

enhance information security systems, the sector continues to experience an increase



in the volume of data breaches and their complexity, making them difficult to identify
their location, prevent, and mitigate their severity to the security and privacy of patient

records.

The increasing trend in human error related data breaches highlights the need for a
socio-technical systems (STS) thinking approach that goes beyond the technical
aspects of the healthcare IT systems. This approach emphasizes the integration of
organizational, human, and governmental factors to enhance system effectiveness and
mitigate data breaches resulting from human-technology interactions. Human-
technology interaction data breaches refer to security incidents in which sensitive or
confidential healthcare information is exposed, compromised, or mishandled due to
mistakes made by humans interacting with technology. These errors can occur at
various levels within the healthcare organization and may involve multiple actions such
as accidentally emailing sensitive information to the wrong recipient, misconfiguring the
identity access security settings, lack of awareness, failure to follow established security
protocols, or improperly implementing government policy.

An adverse consequence of the digitization of healthcare records has been the rapid
ascent of cybersecurity incidents, primarily driven by human error related data breaches
that are jeopardizing the privacy and security of protected health information (PHI).
From the STS perspective, the application of the human factors engineering theory in
the systems engineering field is concerned with the understanding of the interactions
between humans and other elements of the system to mitigate the impact of human
error on system performance. Highly technological systems, such as healthcare, are
exceedingly becoming more complex (Qureshi, 2008). A primary characteristic of these
systems is the high degree of human-technology collaboration required to deliver
outcomes that couldn’t be possible in isolation. When patient records are compromised,

EHR adoption, patient’s health safety, and information are put at risk.

Between 2009 and 2024, 6,594 healthcare data breaches were reported. These

breaches resulted in the loss, theft, exposure, or impermissible disclosure of



741,340,196 patient healthcare records (DHHS OCR, 2024). Figure 1 presents the
annual distribution of data breach incidents involving over 500 compromised records,
along with the total number of compromised records by year. The figure illustrates that
human error is the primary driver of data breaches, where out of the 6,594 incidents
reported, 84% of these breaches and 95% of all compromised patient records were

directly or indirectly caused by human error.

Healthcare Data Breaches and Patient Records Affected Causes of Healthcare Data Breaches

1000 200,000 Other/Un

200 180,000 _—  knowns
Theft ‘ 1%

800 160,000
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o o

Figure 1: Historical Trend of Healthcare Data Breaches Based on 500 or More Records
Compromised, Patient Records Affected, and Root Causes (HIPAA, 2024)

The interaction between humans and technology has an impact on economic
productivity. Understanding and mitigating the impact of human-technology interface
errors are essential components of effective economic production management. In
information security, humans are often referred to as the weakest link in the security
chain (Yan et al., 2018). Contrary to the general misconception of many information
security practitioners, human error is the largest single cause of economic and
productivity loss impacting information security in healthcare organizations (Zimmerman
et al., 2019).

Healthcare information technologists have expressed concerns that, while human
behavior and the resulting errors frequently lead to data breaches, and are a barrier to
EHR adoption and information sharing (Gesulga et al., 2018), many existing security
models have not adequately addressed the issue. Beyond focusing on the economic



impact of data breaches and consequences for patient services and healthcare
providers’ reputation, the role of human error as a barrier to EHR adoption and a threat

to healthcare systems requires immediate attention.

The application of Reason’s layered model as a framework for studying human error in
EHR information security offers an opportunity to assess the effectiveness of individual
security layers or combinations of multiple layers in mitigating successful healthcare
data breaches. This model provides a visual representation of these safeguards and

aligns with the systems thinking and STS approach presented in this dissertation.

Integrating the STS Management Framework with Reason’s Resiliency Model aligns
with the need for a holistic risk management approach, establishing a robust system of

safeguards to enhance resilience against potential threats to EHR information security.

1.2 Theoretical Background: Reason’s Resiliency Model

Reason’s Accident Causation and the Human Factors Engineering theories share a
common focus on understanding, prevention, and mitigating human errors in complex
systems. Reason’s theory, also known as the Swiss Cheese Model or Resiliency Model,
is frequently used for explaining human error as the contributing factor to accidents
(Reason, 2000).

Reason’s Resiliency Model, Figure 2, describes how multiple layers of defense can fail
and align in such a way that errors lead to accidents or incidents. The model is based
on the principle of layered security to protect a system from accident causation.
According to the model, causes of failures are on one side, accidents are on the
opposite side, and in between are slices of Swiss cheese, or security layers. Swiss
cheese is famous for its holes. When stacked, a bunch of random slices, the holes don’t
usually line up all the way through, which serve as security layers to avoid accident from

happening (Perneger, 2005).
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to active failures | '\ /
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Successive layers of defences, barriers and safeguards
James Reason, 2000

Figure 2: Reason's Theoretical Model of Accident Causation (Resiliency Model)

In his “Human Error: Models and Management” article, Reason reported that, in a
complex system such as healthcare, human error is likely to occur and that expecting
perfection from imperfect human beings, or punishing them for their mistakes will not
improve safety. The model indicates that the preferred strategy is either to prevent an
error from occurring or prevent the error from causing harm through the application of

multiple steps that function as a safeguard net (Reason, 2000).

Reason’s model serves as a strong foundation for developing a comprehensive
management framework that strengthens security safeguards and mitigates threats to
protect patient record from breaches. Information security systems adopt multi-layered
defense approaches, incorporating measures such as identity access and user
authentication management, intrusion detection systems, antivirus software, user
awareness programs, employee training, and compliance with government regulations.
In the application of the model to healthcare information security, each defense layer
aligns with Reason’s Resiliency Model, where multiple safeguards work together to
prevent breaches. Applying this model as a platform for studying human error in EHR
information security enables an assessment of the effectiveness of individual security
layers, as well as the combined impact of multiple layers in preventing successful data

breaches.



Alternatively, the Domino Theory and other event chain models, such as Failure Modes
and Effects Analysis (FMEA), Fault Tree Analysis (FTA), Event Tree Analysis, and
Cause-Consequence Analysis, are limited in their capability to explain accident
causation from persistent, increasingly sophisticated, and evolving threats such as
malicious cyber campaigns against healthcare systems (Leveson, 2004). The Domino
Theory, proposed by Heinrich in the 1940s, describes an accident as a chain of discrete
events which occur in a particular temporal order. It is designed to help practitioner
identify intervention points, points that, if acted on, will yield a more favorable outcome,
such as no accident or an event that does not lead to injury or property damage
(Heinrich, 1980) (Qureshi, 2008).

The Information Security Theory, which aims to protect systems from vulnerabilities or
accidents, often overlooks the role of human behavior creating system vulnerabilities.
The theory tends to rely on a structured approach to risk management, which presents
challenges given the evolving nature of cyber threats that require continuous adaptation
and flexibility. The theory focuses on safeguarding business continuity by reducing or
eliminating the effect of security incidents (Von Solms, 1998). According to the theory,
the primary objective of any information security system is to preserve the
confidentiality, integrity, and availability of business or personal information (McCumber,
1991), (Posthumus et al., 2004).

1.3 Enhancement of Reason’s Resiliency Model: Integration of Reason’s Model
and STS Management Framework

“If you think technology by itself can solve your security problems, then you don’t
understand the problems, and you don’t understand the technology,” Bruce Schneir.
Socio-Technical Systems (STS) principles emphasize that human agents and social
institutions are not just additions to technical systems but integral components for their
success (Charitoudi, 2013). STS is an approach to complex organizational work design
that considers requirements from the interaction between people, technology,

government policy, and organization aspects in workplaces.



Organizational objectives are not met by the optimization of the technical system alone,
but by the joint optimization of the technical, human, and social factors. Highly
technological systems such as telecommunications, defense, and healthcare and
patient safety are exceedingly becoming more complex (Qureshi, 2008). In these
systems, humans interact with technology and deliver outcomes as a result of their
collaboration; such outcomes cannot be attained by either the humans or technology
functioning in isolation. These systems comprised of human agents and technical
artefacts, are often embedded within complex social structures such as the
organizational goals, policies and culture, economic, legal, political and environmental

realities.

The application of STS principles associated with human error in information technology
and the cybersecurity domain has not received much attention (Charitoudi et al., 2013).
Most emphasis to solve healthcare information security incidents has been placed by
considering technical solutions with marginal attention to solving the challenges
presented by the human-technology interactions in the organization (Malatji et al.,
2019). Healthcare organizations are extraordinarily complex, with many typical extreme
organizational characteristics that include a technology saturated environment, internal
politics, regulatory pressures, and a patient-centered care (Smet, 1982). Given the
complexity of healthcare organizations, several studies acknowledge that simple models
based on robust technical design solutions are insufficient to prevent healthcare data

breaches.

This dissertation presents a more socially oriented management framework (Figure 3)
that applies STS principles to the human-technology interface error challenge in
healthcare. This framework represents a cultural shift from the sector’s current reliance
on purely technical design solutions toward a socio-technical design environment. The
process of leading cultural change violates the assumptions that normally guide our
interactions with others. Thus, simply telling organizations about that process will not
show them why it works since the explanation just bounces off of their strongly held

normal assumptions (Quinn, 2012). Based on this consideration, to effectively influence



a change in culture, the sector’s cyber professionals should be put through their security
incident experiences to cause them to challenge their own assumptions. They should
carefully examine what is currently occurring during major human error data breach

incidents and apply lessons learned to create long term resilience capabilities.

The proposed framework builds on Reason’s Resiliency Model, adopting his layered
design approach while integrating STS factors identified in the literature as effective in
reducing human error-related data breaches. The layer approach utilizes historical data
on STS factors such as investments in identity and access management (IAM)
capabilities, employee training initiatives, and the adoption of zero-trust principles, to
empirically assess their effectiveness as safeguard layers. The framework assesses the
effectiveness of these safeguard layers in mitigating human error-induced data

breaches and enhancing the resilience of healthcare IT systems.
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Figure 3: Integration of STS Management Framework and Reason's Resiliency Model

1.4 Dissertation Framework
The purpose of this research dissertation is to study the impact of error, as a

consequence of the human-technology interface, in the information security of the
healthcare sector. In this context, | have selected the impact of human error data
breaches on EHR information security as the research focus for this dissertation.
The significance of the problem is undisputable, as the present day healthcare industry



has become the main victim of external and internal cybersecurity incidents with some
major publications reporting that over 80% of all data breaches are caused by an
employee mistake, despite continuous investments in cybersecurity for addressing the
problem.

The literature demonstrates the value of adoption of EHR technology to improve
healthcare quality of services, as well as strong evidence that information security ranks
at the top of all challenges faced by the healthcare industry. Since, the implementation
of EHR’s technology demands protecting the privacy and security of patients’ healthcare
information, and the trends of data breaches resulting from human error suggest
improvements in healthcare information systems, this problem setting presents a unique

opportunity to address the research purpose of this dissertation.

This dissertation integrates three strands of literature to develop a comprehensive
understanding of the overall research topic. Figure 4 illustrates the outcome of these
essays combined to enhance Reason’s Resiliency Model. The three key strands
include: human error in healthcare information security; human error data breaches as
an unintended consequence of EHR technology adoption; and government regulation

as a safeguard to prevent human error in information security.

This dissertation is structured into these three essays, each examining the impact of
human error data breaches on EHR information security, offering insights into the role of
human, technological, and government regulatory factors for mitigating these risks. The
first essay presents a literature review on human error as a key contributing factor to
EHR data breaches. The second essay examines the unintended consequences of
EHR technology adoption, focusing on its impact on productivity within state healthcare
systems. The third essay integrates government regulation into Reason’s Resiliency
Model, incorporating HIPAA policy as a safeguard layer to prevent data breaches from

escalating into full-scale security incidents.
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While each essay addresses a distinct issue, they share a common Socio-Technical
Systems (STS) management framework to analyze the interactions between
technological, organizational, human, and government regulatory factors. This
integrated approach enhances Reason’s Resiliency Model by incorporating STS factors,
ensuring a comprehensive resilience framework that strengthens safeguards against

potential threats to EHR information security.

Essay 1 focuses on understanding the root cause and impact of human error in
healthcare organizations, drawing knowledge from the Human Factors Engineering and
Reason’s theories on safety and resilience engineering. Essay 2 focuses on the
unintended consequences of EHR technology adoption and their impact on healthcare
performance. This essay is informed by economic production theory. Essay 3 explores
the effectiveness of Government HIPAA policy as a safeguard layer to prevent data
breaches. This essay is informed by Systems Thinking and Reason’s theory on safety
and resilience engineering. Additional insights on how these three strands of literature

come together to support the dissertation research is included in the following sections.

Essay 1: Derive Human Factors Essay 1: Evaluate Human Error
Framework — Healthcare Data Breaches
* Reason's model i * Root causes of human error

* Management framework of 5TS#  Jf . Location where data are
Factors ; Enhanced Reason’s breached

Resiliency Model

Festringenl

Essay 2: Measure EHR Unintended Essay 3: Assess Impact of HIPAA
Consequences — o Policy on Human Error Data Breaches %

* Data breach violations

* Privacy information breaches Pri
* Privacy concerns

* Healthcare performance over time .
* Monetary Penalties

Figure 4: Combination of Essay Outcomes to Enhance Reason’s Resiliency Model
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Figure 5 presents the dissertation framework with the structure, research questions,
hypotheses, and methods for the three essays investigated in this research and

described in the sections below.

Scope: Application of a STS Management
Framework to Reduce Human Error Data

_ Essay 1: Breaches
Literature Review-Human ___, wethod: Data Sampling/Normalization
Errorin Data Breaches of . .
EHR Contribution: Conceptualizes Role of STS
Factors in Information Security to Reduce
Human Error

Human Errorin Scope: Impact of Breaches to the Efficiency

. S Performance of States Healthcare Systems
Electronic Health . EssayZ . . .
Unintended Consequences Method: Benchmarking Analysis
Records (EHR) 3 —
R from Adoption of EHR Contribution: Assesses Impact of EHR
s ) Technology Unintended Consequences to Efficiency
ecurity Performance of States Healthcare Systems

Scope: Application of Policy as a Safeguard

Essay 3: Layerto Patient Record Breaches
Enhancement of Reason’s Method: Statistical Analysis
Resiliency Model to Reduce — Contribution: Integrates Reason’s
Human Ermor Data Resiliency Model and STS Management
Breaches Framework to Improve the Resiliency of
Healthcare IT

Figure 5: Dissertation Framework - Structure, Scope, Method, and Contribution

1.4.1 Essay 1 examines literature findings on Human Factors Engineering theory,
Reason’s Theory of Accident Causation, and real-world data on human-technology
interface errors responsible for EHR data breaches. The analysis is based on a
systematic literature review and an evaluation of data collected from the DHHS OCR,
which documents healthcare data breach incidents where 500 or more records were

compromised.

This essay develops a taxonomy of the predominant human errors contributing to the
rise in data breaches, and introduces a management framework that applies STS
principles to address the human-technology interface challenge in the healthcare sector.
The hypothesis tested in this essay states that, the location where data are breached
within healthcare IT systems, as a consequence of errors from the human-

technology interface, significantly influence the severity of data breaches
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impacting the security and privacy of patient records. Empirical data from DHHS
OCR is used to assess the locations where data breaches occur and their relative

impact on the number of compromised patient records.

1.4.2 Essay 2 studies the literature on Economic Production Theory to evaluate the
unintended consequences of EHR technology adoption. Specifically, it measures the
impact of information privacy concerns stemming from human error-related data
breaches on the productivity performance of patient care services. While the adoption of
EHR technology aims to improve the productivity of healthcare systems, human error-
related data breaches results in: disruptions to patient care services due to healthcare
organizations limiting or suspending access to compromised systems which can delay
critical medical procedures and lead to longer wait times for patients; financial liabilities
and resource reallocations to payments of fines and legal costs; and, patient
compensation which in many instances were initially intended for system improvements

and productivity enhancements and or data breach mitigations.

Building on the findings from Essay 1 regarding information privacy concerns linked to
EHR-related human errors, this essay investigates their effects on the productivity
performance of healthcare providers. The Malmquist Productivity Index (MPI) is used to
measure productivity changes over time across decision making units (DMUSs). A table
outlining the proposed input and output variables is presented in Table 21 of this

dissertation.

This essay tests the hypothesis that, despite increasing patient privacy concerns
due to healthcare data breaches, the adoption of EHR technology has contributed
to productivity improvements in DMUs through technological advancements and
efficiency gains. DMUs are represented by state healthcare systems categorized into
three main groups: high-capacity states, mid-capacity states, and low-capacity states.
To assess this hypothesis, a hybrid approach integrating benchmarking and statistical

analyses was utilized.
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1.4.3 Essay 3 examines the impact of HIPAA policy compliance as a security safeguard
against human error-related data breaches in EHR systems. It integrates the STS
Management Framework developed in Essay 1 (Figure 12) with Reason’s Resiliency
Model (Figure 2) to assess the effectiveness of HIPAA policy as a security safeguard

layer in reducing the number of compromised patient records.

Since HIPAA non-compliances result in monetary penalties, this essay tests the
hypothesis that, HIPAA monetary penalties are positively correlated with a
reduction in the number of compromised patient records. To evaluate this
relationship, statistical regression models with lagged explanatory variables are
employed. The results of this analysis are presented in Chapter 4 of this dissertation.

1.5 Research Contributions and Overarching Impact
“The mere formulation of a problem is often far more essential that its solution, which

may be merely a matter of mathematical or experimental skill.”
- Albert Einstein (Physics Nobel Price, 1921).

This dissertation contributes to the literature of human-technology interface, its impact
on errors, and on healthcare information security. Even though these topics have
caught the attention of many researchers and healthcare stakeholders, this dissertation
takes a unique and unexplored stance by applying Reason’s Resiliency Model and
analyzing the latest real-world data collected on healthcare security incidents to test the
theory and expand its application to human error management in the information
security domain. The dissertation enhances understanding of the unintended
consequences of technology adoption, particularly regarding patient information privacy
and data breaches. Furthermore, it assesses the effectiveness of HIPAA policy

designed to protect patient health information.
An important contribution from this research are the unique qualitative and quantitative

datasets used for modeling and testing hypotheses testing the three essays in the

dissertation.
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The qualitative data is derived from semi-structured interviews with subject matter
experts (SMEs) across multiple fields, providing insights that inform model formulations,
validation processes, and the interpretation of findings and recommendations.
Appendices F thru J include the protocols, questions and data structure, and the results
associated with the semi-structured interviews used to collect the qualitative data to

support the dissertation.

Comprehensive quantitative datasets of real-world healthcare IT data support the
modeling and hypothesis testing conducted to address the research questions in each
essay. These datasets include the most recent data on cybersecurity incidents affecting
healthcare information technology systems across multiple entities, including hospitals,
private practices, and health insurance providers. Additionally, they incorporate
healthcare performance metrics, demographic information, and economic data. These
data come from multiple government entities, including DHHS, U.S. Census Bureau, the
National Center for Health Statistics, the American Hospital Association, and, state
health departments. Appendix A includes a list of all quantitative datasets used in this

dissertation.

Essay 1 contributes to the Human Factors Engineering Theory and Reason’s Theory of
Accident Causation by developing two management frameworks for addressing the
impacts of human error data breaches in the healthcare information security domain.
The literature identifies the need for further research to investigate the impacts of STS
factors on the reduction of human errors in information security. To address this gap,
Essay 1 developed a management framework of STS factors that drive human error
(Figure 12) to conceptualize the roles of STS factors in the information security-theater

and improvements needed to reduce errors.

To advance the understanding of the human factors engineering and Reason’s theory,
Essay 1 develops a taxonomy of human error root causes in information security. This
taxonomy investigates the predominant human errors that are contributing to the

proliferation of data breaches and the barriers that are slowing down EHR adoption and
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information sharing in the healthcare sector. The taxonomy drills down to the root
causes of human-technology interface errors to evaluate the unintentional, intentional,
and malicious employee behaviors that lead to human error data breaches,

compromising the security of patient healthcare records.

Essay 1 also applies these frameworks to assess the impact of human error on data
breaches, focusing on the significance of the location where data are breached and the
severity of these breaches to patient privacy. This analysis has real-world implications
for healthcare data security. Identifying where data is most vulnerable to human error-
related breaches enables organizations to: (1) develop more effective incident response
and containment strategies to minimize breach impact, shorten the data exposure
timeframe, accelerate the restoration of patient care services, and reduce overall breach
costs; and, (2) optimize resource allocation by prioritizing efforts to mitigate recurring
human errors and their associated data breach risks. This contribution has the potential
to enhance information security, lower associated costs, and reduce the number of

compromised patient records.

Essay 2 contributes to the Economic Production Theory and technology management
literature by highlighting the impact of unintended consequences, such as breaches to
patient private information, stemming from EHR technology adoption in healthcare
organizations. These unintended consequences lead to disruptions in patient care
services and financial liabilities, forcing organizations to reallocate resources to mitigate
their impact to restore normal operations. This essay examines how these
consequences influence organizational productivity over time, particularly within
complex system environments like healthcare. In the MPI calculations, these
unintended consequences are represented as input variables, specifically data breach

incidents reported by the DMUs.

This essay makes important contributions to the Economic Production Theory,
particularly in the context of digital transformation efforts aimed at enhancing patient
care efficiency. Despite ongoing investments in information technology, patient
healthcare information continues to be vulnerable, highlighting a critical area for further
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exploration and improvement. The empirical analysis, utilizing the latest data on
cybersecurity incidents affecting healthcare IT systems, offers valuable insights to
understand healthcare IT system vulnerabilities. These findings may generate further
research questions on this critical topic and its wider economic implications for the

healthcare sector.

Essay 3 contributes to the Resiliency and Safety Engineering theories. It enhances
Reason’s Resiliency Model by integrating a STS management framework into its
layered approach to mitigate human error challenges in healthcare information security.
The essay also test the effectiveness of the HIPAA policy, as a security safeguard or
layer, aimed at reducing the incidence of successful data breaches and the compromise

of patient healthcare records.

The findings from this essay highlight the importance for organizations to prioritize the
development and enforcement of safeguards that align with HIPAA policy to protect
healthcare data integrity. This is important for maintaining patient trust and minimizing
the burden of future financial penalties and legal consequences. Additionally, the essay
offers a series of recommendations, beyond monetary penalties, that the government
can implement to strengthen HIPAA compliance and mitigate the risk of data breaches

resulting from human error.
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Appendix A

Dissertation Quantitative Datasets with Sources and Data Range

Data by State Category Range Source
. . Department of Commerce (DoC)- Census Bureau's
Population Demographics 1997-2022 P . . e
American Community Survey (ACS)
Gross Domestic Product (GDP) Economics 1997-2022 |DoC- U.S. Bureau of Economic Analysis (BEA)
GDP per Capita Economics and Demographics 1997-2022 |DoC- U.S. Bureau of Economic Analysis (BEA)
i . DHHS- Centers for Medicare & Medicaid Services,
Healthcare Expenditure Healthcare Economics 1991-2022 . . .
Office of the Actuary, National Health Statistics Group
Healthcare Expenditure per Cabita Healthcare Economics and EEaT DHHS- Centers for Medicare & Medicaid Services,
- - : Demographics Office of the Actuary, National Health Statistics Group
g et Healthcare Economics and e DHHS- Centers for Medicare & Medicaid Services,
b : Demographics Office of the Actuary, National Health Statistics Group
Cost by Healthcare Services (ex. Dental, Heath - . LT DHHS- Centers for Medicare & Medicaid Services,
. ealthcare Economics - . . .
Home Health, Nursing) Office of the Actuary, National Health Statistics Group
Patients' Health Insurance (Employer, Healthcare Services and T DoC- Census Bureau’s American Community Survey
Military, Medicaid, Uninsured) Demographics (ACS)
State Healthcare System Characteristics Healthcare Services Current States Health Departments
Physici d Clinical Servi Heatih o ST DHHS- Centers for Medicare & Medicaid Services,
Ll i s el e nless caltncare Services Office of the Actuary, National Health Statistics Group
Hospitals by Type Healthcare Services 1991-2020 |American Hospital Association (AHA) Annual Survey
Hospital Admissions Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
. .. . Healthcare Services and . . L.
Hospital Admission per Capita . 1999-2022 |American Hospital Association (AHA) Annual Survey
Demographics
Hospital Outpatient Visits Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
30 Day Hospital Readmissions Healthcare Services 2020-2022 |American Hospital Association (AHA) Annual Survey
Length of Stay Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Emergency Room Visits Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Hospital Inpatient Days Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Hospital Outpatient Visits Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Health Professionals (Physici N . .
e . rofessionals (Physicians, Nurse Healthcare Services 2024 Redi-Data Inc.
Practitioners)
Managed Patients Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Life Expectancy Health Status 1959-2020 [National Center for Health Statistics
Deaths Health Status 2000-2022 DHI.-IS -Centers for Disease Con.tr.ol and Prevention's
National Center for Health Statistics
. DHHS -Centers for Di Control and P tion'
Mortality Rate Health Status 2000-2022 > Lenters foriscase Lontrotand Freventions
National Center for Health Statistics
. . . .. DHHS -Centers for Di Control and P tion'
Hospital Adoption of EHRs Business Process Modernization 2009-2020 . enters for isease on. r.o and rrevention's
National Center for Health Statistics
Health Nursing Facilities Adopti f . .. DHHS -Centers for Di Control and P tion'
ealthcare Nursing Facilities Adoption o Business Process Modernization | 2009-2019 : enters for Disease on. r.o and Prevention's
EHRs National Center for Health Statistics
Data Breach Incidents Information Security 2009-2024 |DHHS- Office of Civil Rights
Patient Records Compromised Information Security 2009-2024  |DHHS- Office of Civil Rights
HIPAA Violations -Monetary Penal . . . . e
. ty Information Security and Policy 2009-2024  |DHHS- Office of Civil Rights

Settlement
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Chapter 2.0 - Essay 1: Systematic Literature Review- Human Error in
Data Breaches of Electronic Health Records (EHR)

Abstract
This chapter introduces a conceptual framework of the STS factors that are

hypothesized to reduce human error data breaches in the healthcare sector. The
framework addresses a research gap from the literature in terms of understanding and
modeling of human-computer interactions and the consideration of STS factors when

developing solutions.

A systematic literature review was conducted, analyzing 1,071 documents to inform the
research. From this review, two conceptual frameworks were developed: a taxonomy
categorizing human errors leading to data breaches and a management framework
based on STS principles. The findings identified a gap in terms of understanding and
modeling of human-computer interactions, as well as the need for greater consideration

of STS factors when designing information security solutions.

Human errors are a growing threat to EHR technology adoption and information
sharing. Healthcare data breaches and criminal attacks continue to increase in volume
and complexity. To fully realize the benefits of EHR technology, the industry must
acknowledge the critical role of human-technology interface errors in cybersecurity and
prioritize the protection of health information. Semi-structured interviews with SMEs
were used to collect qualitative data to support this research study. The interviews were
designed to provide a better understanding of the role of human error in data breaches

and to inform the hypothesis testing.

The STS management factors are used to determine how the location where data are
breached influence the number of compromised patient records. The findings reveal
that network servers and emails are the two most common sites where healthcare data

are breached capturing 95% of all compromised patient records since 2009.

KEYWORDS: Computer Security, Cybersecurity, Data Breaches, Data Envelopment
Analysis, Electronic Health Records, Healthcare, Human Error, Methods, Risk, Socio-
Technical Systems (STS).
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2.1 Introduction
This essay presents the findings of a literature review of the STS factors that influence

human errors in EHR data breaches. EHR store all or parts of patient's health
information in a digital form. They are digital records that are intended to provide a
comprehensive view of a patient’s medical history. A healthcare data breach occurs
when a patient’'s name, combined with his/her medical record, is exposed, whether
electronically or on paper, potentially putting information at risk (Megas et al., 2015),
(Rouached et al., 2011); (Hofmey, 1999). Human error, an unintended action resulting
in unacceptable consequences, can lead to security breaches and deter EHR adoption
and information sharing. However, findings from the literature review suggest that
mitigating human error should be part of system design and data security review efforts
(Palabindala et al., 2016).

The healthcare sector must improve its efforts to protect patient information from cyber-
attacks. Healthcare cyber professionals must carefully examine what is occurring during
major data breach incidents and apply lessons learned to strengthen infrastructure
resilience (Alvarado, Triantis, 2024). However, this proposition is not as easy to
implement as it sounds. Healthcare organizations are extraordinarily complex,
characterized by a technology-saturated environment, internal politics, regulatory
pressures, and a patient-centered care model (Smet, 1982). Given this complexity,
protecting the information systems require more than robust technical design solutions,
government policies, and regulatory actions. It requires a shift in how the sector

approaches healthcare data security (Alvarado, Triantis, 2024).

Relying solely on technical alternatives might not be sufficient to enhance the security of
healthcare records. Instead, applying socio-technical systems (STS) principles to
information security introduces a comprehensive approach that integrates government
policy, human in the loop, organizational processes, economic factors, and technical
factors, along with the interrelationship among them. STS is an approach for designing
complex organizational systems that considers the dynamic interactions between

people, technology, government regulations, and organizational structure aspects in the
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workplace. By leveraging this approach, the impact of human error in data breaches can
be reduced (Alvarado, Triantis, 2024).

This essay introduces a conceptual framework of STS factors that cause human errors
in data breaches. It is argued that the study of complex systems such as EHR should
consider the interactions and relationships between technology, organization processes,
people, and government policy. The framework is based on information found from a
systematic literature review of over 1,000 articles conducted for this dissertation. It
highlights key STS factors that influence human-technology interface error and their
impact to data security: ldentity Access Management (IAM) Capabilities; System
Diversity; Business Processes; Cyber Security Protocols; Human in the Loop; User
Awareness; and, Government Regulations (Alvarado, Triantis, 2024).

Many STS factors that contribute to human error causing data breaches in healtcare
systems are closely related. The analysis performed in the literature review began by
listing all of the factors and attributes identified by the publication authors that probably
contribute, at varying degrees, to increasing the likelihood of data breaches not only in
hospitals but in healthcare organizations such as private practices, health insurance
organizations, and treatment and medical test facilities. The STS factors selected for the
management framework specifically excludes technical risk-drivers such as encryption
protocols, software cyber detection applications, and firewalls, which are typically
captured by the inherit design of hardware infrastructures and most commercial EHR
software applications found in industry. The selection of these STS factors described in
the sections below was informed by the analysis of over 1,000 papers as part of a

systematic literature review (Alvarado, Triantis, 2024).

IAM- Strong IAM solutions are a necessary component of an information security
system. Organizations that keep a close audit and monitoring of their devices
authorized for conducting official business, are better positioned to avoid malware and
can respond to incidents faster than organizations that don’t follow this practice (Megas
et al., 2015).
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System Diversity- The EHR vulnerability of the U.S. healthcare sector is affected by
the wvulnerabilities of all individual healthcare units. In this large system, reducing
variability of individual healthcare units will make the whole system less vulnerable.
Networked or connected medical devices have become a popular practice in healthcare
to remotely monitor patients, deliver care, and transfer patient data. A common
capability framework focused on reducing human technology interface errors will make

the healthcare industry less attractive to cybercriminals (Jalali et al., 2018).

Business Processes- Cybersecurity threats and data breaches in the healthcare
sector are far from over. The healthcare sector needs to be prepared and proactive to
respond to data breaches, protect their reputation, and lessen the financial burden
associated with identifying and responding to a data breach (Basset et al., 2021). Given
the sensitivity of patient’ information, healthcare management efforts should strive to
create an organizational security culture environment, where employees feel the
responsibility of immediately reporting mistakes or unintentional disclosures of patient’s
data without fear of repercussion (Hung, 2010). Even when the mistakes or disclosures
might not be reversed, their impact might be mitigated and the end damage to the
organization and patient’s data be diminished (HIPAA, 2021).

Cyber Security Protocols- People make mistakes. Most errors are unintentional
actions, typically taken by an internal or insider threat actor, but partner actor errors also
occur. The trend of basic human error in the healthcare industry is not diminishing. Lack
of following cybersecurity protocols such as neglecting two-factor authentication is
making it easier for cyber criminals to get unauthorized access to secure systems
(University of lllinois, 2020). Healthcare data breaches today are primarily the result of
employee unintentional errors that leads to unauthorized access to records that could
be preventable if the appropriate cybersecurity protocols are deployed. It is therefore
critical for healthcare management to focus on elevating cybersecurity protocols in their

information security risk management plans (Ponemon Institute, 2022).
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Human in the Loop- Healthcare information technologist have raised concerns that
although human behavior and their errors often lead to data breaches and present a
barrier for EHR adoption and information sharing (Gesulgaa et al., 2018), despite
repeated calls for human factors to be addressed in the design of IT systems the issue
has not adequately been addressed by many current security models (Tellez Isaac et
al., 2011). In the information security theory, humans are seen as the weakest link in the
security chain (Yan et al., 2018). The variability on the probability of human error has a
significant importance in reducing the healthcare unit vulnerability to data breaches.
People are a vital part of protecting the privacy of patients’ EHR. An organizational
culture shift, focused on human-computer interaction, which integrates medical
professional staff in the design of security capabilities rather than treating them as their
weakest point, could result in the reduction of cyber incidents leading to data breaches

(Zimmerman et al., 2019).

User Awareness- The greatest threat to EHR lies with the unintentional and sometimes
malicious actions of unmotivated users with open access to information resources
(Warketin et al., 2009 & 2013). Awareness about the damaging consequences of
cybersecurity incidents is key for employees to be cognizant about security while
executing their daily tasks (Dinella et al., 2021). For example, many HIPAA breaches
result from employee’s lack of awareness on their data security obligations or making
basic mistakes under time pressure or stress due to excessive workloads. Employee
awareness training that focus on common cybersecurity incidents problem areas and
the latest data security policies and procedures, will create an environment where
healthcare staff be more conscious about their roles and will reduce the likelihood of

occurrence of human error in EHR data breaches (Palabindala et al., 2016).

Regulations- Continuous enforcement of Government policy such as HIPAA has been
a driving force behind healthcare organizations’ creation of protocols for prevention,
detection, and remediation of reported incidents (HIPAA, 2021). Government regulation
have made an impact on the operation of healthcare providers and providing

safeguards to protect the information integrity contained in EHR. Government oversight,
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in the form of policy regulation, is necessary to ensure healthcare enforcement and
compliance of protected health information security standards to avoid information
security issues resulting from unintentional consequences from EHR use (Bowman,
2013).

2.2 Technical Background

“The problem of human error can be viewed in two ways: the person approach and the
system approach. Each has its model of error causation, and each model gives rise to
different philosophies of error management.” James Reason (Human Error: Models and
Management, 2000).

This chapter explores the Human Factors Engineering Theory and the Reason's
Accident Causation Theory. The study of these theories focus on human performance
and interaction with equipment, systems and processes within the organization. Their
goal is to enhance performance, improve safety, and increase user satisfaction
(Milligan, 2007). In his Resiliency Model Theory, Reason presents human error as a two
prong approach: the person approach and the systems approach. Each approach
represents a different model of error causation, leading to different philosophies of error

management (Reason, 1990).

The literature provides statistical evidence linking data breaches caused by human-
technology interface errors to challenges in EHR adoption and secure information
sharing (HIPAA, 2022). Research suggests that addressing this security threat requires
a fundamental shift in the healthcare sector's approach to data security. Such a shift
necessitates a deep understanding of the theories and principles underlying human
error. To support this change, Essay 1 begins by reviewing a taxonomy of human errors
and developing a management framework based on STS factors identified in the
literature. This framework serves as a foundation for analyzing the root causes of

human error and understanding the motivations behind breaches in information security.

The application of STS principles to human error in information technology and the
cybersecurity domain has not received much attention (Charitoudi et al., 2013). While

numerous journal articles explore cybersecurity challenges in the healthcare sector;
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only very few studies, (Warkentin et al., 2017), (Ponemon Institute, 2020) and (Pfleeger
et al., 2012), address the implications of human errors on data breaches of patient
healthcare records. Despite significant investments in information security hardware and
software solutions, human error continues to increase, contributing to frequent data

breaches and compromising millions of patient PHIs at an alarming rate.

To complement the historical healthcare quantitative data used to test this hypothesis,
this review incorporates insights from the systematic literature review to get a better
understanding of the real knowledge of STS factors and their implication to information
security. Table 1 presents selected publications from the systematic literature classified

by subject areas.

Literature on Information
Subject Area Security Human Errors
Communications e 0 ]
HumanandSocial Factors B
InformationSystems 22 ]
|Management Science 6
Modeling 6
Operations 12
Safety and Risk Analysis 12
Science 1
Technology & Engineering 13
Theory and Policy 1
Total 106

Table 1: Publication Trend of Human Error in Information Security by Subject Area

2.3 Research Problem
The U.S. healthcare sector continues to face persistent and increasingly sophisticated

malicious data breach attempts, posing significant risks to the adoption and widespread
information sharing of EHR systems across both the public and private sectors. The rise
in cybersecurity incidents, particularly EHR data breaches, presents challenges for the
healthcare industry as a whole, with hospitals being especially vulnerable (Callahan,
2013). These threats ultimately endanger patients’ PHI. According to the 2024 HIPAA
Journal, data breaches in the healthcare sector have steadily increased over the past

decade. In 2023 alone, a record-breaking 733 breaches were reported, each involving
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the compromise of more than 500 patient records. The journal also highlighted notable
shifts in the identified root causes of these breaches (HIPAA, 2024).

EHR adoption and information sharing present a unique opportunity to enhance the
productivity of the healthcare. However, this enhancement can only be realized if robust
information security systems are implemented to protect patient data from both insider
threats and external malicious actors. Protecting patient safety and sensitive information
requires a change, one that acknowledges cybersecurity as an integral component of

patient care.

Healthcare data breaches are increasingly difficult to identify and are occurring at
alarming rates (Dolezel et al., 2019). Over the past two decades, researchers have
made various scientific attempts to identify, classify, and mitigate vulnerabilities within
healthcare organizations (Razaque et al., 2019). However, a report from IBM Security
(Ponemon Institute, 2022) indicates that it still takes an average of nine to twelve
months to identify and resolve a data breach incident. The same study showed that the
quicker a breach is identified and resolved, the lower the cost impact on healthcare

organizations.

Per the literature (Gabriel et al, 2018), the most common identified locations of
healthcare data breaches include eight categories: emails; desktop computer; electronic
health records; paper/films records; laptop computers; network server; other portable
devices, and other locations. Data breaches in these locations are attributed to
vulnerabilities found in multiple STS factors within the healthcare IT systems.

For example, the lack of reliable identity access management (IAM) solutions, coupled
with diversity between IAM capabilities across healthcare units, contribute to
vulnerabilities in the EHR system, increasing the risk of unauthorized access to network
servers. Similarly, breaches involving unsecured health information from emails and
paper/films records often result from the absence of strong business processes and

insufficient user awareness training, leading to unintentional disclosures to unauthorized
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parties. Additionally, resource constraints prevent healthcare organizations from
allocating sufficient budgets to establish cybersecurity protocols that monitor desk top
computers and external devices, integrate human in the loop approaches in security
safeguard designs, and ensure compliance with government regulations to prevent
unauthorized disclosures. These factors collectively highlight the systemic challenges in

protecting healthcare data from breaches.

While these vulnerabilities have always existed, the alarming rate at which they are
being exploited is a growing concern. To respond to these threats, this chapter
examines the relative significance of specific breach locations within healthcare IT
systems. The essay will test the hypothesis that, the locations where data are
breached within healthcare IT systems, as a consequence of errors from the
human-technology interface, significantly influence the severity of data breaches
impacting the security and privacy of patient records. The findings of this essay
have the potential to help management develop more effective incident response and
containment strategies, reducing the lifecycle of data breaches, enabling faster
restoration of patient care services, and lowering associated costs. Additionally, the
insights gained could support more strategic resource allocation, prioritizing the
development of safeguard layers and influencing government policies aimed at

mitigating recurring human errors and minimizing the impact of data breaches.

As a result of the modeling and analysis of the data, this essay is set to address the
following question, to what extent do the locations where data are breached within
healthcare IT systems, as a consequence of errors from the human-technology
interface, contribute to the severity of these breaches impacting the privacy of

patient records?

2.4 Research Method

2.4.1 Data
Qualitative data and quantitative datasets are used in this essay to support modeling

and data analysis of the foundational data for Chapters 2 of this research.
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Qualitative Data Collection- Semi-Structured Interviews

Semi-structured interviews with subject matter experts (SMESs) enabled the collection of
gualitative data to support this research study. Information obtained from the semi-
structured interviews provided real world qualitative data to validate results found in the
literature and support the hypotheses testing of the three essays of this dissertation.
The interviews were designed to provide a better understanding of the role of human
error in data breaches; gain insights into the unintended consequences of IT adoption
such as human error data breaches on the productivity performance of patient care
services; and, obtain a perspective from stakeholders on the effectiveness of HIPAA
policy reducing breaches in the sector. Appendices F thru J include the semi-structured
interview protocols with interview questions and structure followed, list of SMEs and
their associated expertise by STS factor, responses to questions, summary of results,

and the Virginia Tech Institution Review Board (IRB) request and approval forms.

Figure 6 and Table 2 illustrate the selection of subject SMEs from various organizations
within the healthcare sector, cybersecurity field, and policy professions for the semi-
structured interview sessions. These SMEs were chosen based on their expertise in
one or more factors within the STS management framework, which is utilized to

enhance Reason’s Resiliency Model, as presented in Figure 12.

Identity
Access
Management
(1AM)

System
Diversity

Regulations

Human in

Business
the Loop

Processes

Cyber Security
Protocols

Figure 6: SMEs Provided Real World Qualitative Data to Support this Research Study
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Interview with eight SMEs were conducted in the following domain areas:

STS Factor

Expertise Field

SME

Identify Access
Management (IAM)

Cybersecurity

A program manager developing an IAM program
for protecting national security data

System Diversity

Cybersecurity

A cybersecurity system designer developing
system countermeasures to prevent data intrusions
from unauthorized users

Business Processes

Healthcare

A healthcare consultant to government and major
healthcare entities in digital transformation of
healthcare organizations

Cybersecurity
Protocols

Cybersecurity

A zero trust compliance manager implementing
measures to protect national security data

Human in the Loop

Healthcare

A hospital pharmacy director responsible for
reviewing patient records with prescriptions;

an emergency room physician with daily access to
patient records;

User Awareness

Healthcare

A healthcare record manager expert with daily
EHR interactions at a major healthcare provider,
and responsible for maintaining the EHR in a major
healthcare system

Regulations

Policy

A policy director from a government agency
responsible for the development and compliance of
cybersecurity policy to protect national security
data.

Table 2: STS Factors and Subject Matter Experts (SMEs) for Semi-Structured Interviews

Table 3 includes the questions asked to the SMEs to inform the semi-structured

interviews and qualitative data requirements for Essay 1.

Essay 1: Human Technology Interface Error in Healthcare Data Breaches

Why Organizations Should Care

About Cybersecurity?

What are the Most Common
Situations Where Human Errors
Have Led to Security Breaches?

What STS Factors Have the
Most Impact Reducing the Risk
of Human Errors?

Quantitative Data —Clustering Analysis

Table 3: Essay 1 SMEs Interview Questions

State healthcare systems are effective DMUs for Malmquist performance index analysis

due to their structured inputs (number of managed patients, healthcare expenditures,

etc.) and measurable outputs (lengths of hospital stay, deaths). These metrics enable
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assessing how input resources are utilized to drive productivity and performance
changes over time. Although state healthcare systems (DMUs) may exhibit
heterogeneity, they still are comparable because they operate under the same federal
regulatory framework. This standardization allows for meaningful benchmarking while

still accounting for variations in operational productivity across different states.

A study sponsored by IBM Security, on the cost of a data breach, presents evidence
that factors such as gross domestic product (GDP) and healthcare IT budgets can
contribute to heterogeneity of DMUs (Ponemon Institute, 2022). Data variability is a
central consideration in statistical analysis, as it can affect the perceived reliability of the
data and the decision making process. One major challenge in performance
benchmarking is the variation in economic and demographic factors across states.

Data by State Category Range Source
. . Department of Commerce (DoC)- Census Bureau’s
Population Demographics 1997-2022 P . . ( )
American Community Survey (ACS)
GDP per Capita Economics and Demographics 1997-2022 |DoC- U.S. Bureau of Economic Analysis (BEA)
e c dit Health . : s DHHS- Centers for Medicare & Medicaid Services,
ealthcare Expenditure ealthcare Economics - ) . L

£ Office of the Actuary, National Health Statistics Group
T Healthcare Economics and e DHHS- Centers for Medicare & Medicaid Services,

o ’ Demographics Office of the Actuary, National Health Statistics Group
Patients' Health Insurance (Employer, Healthcare Services and 1999.2022 DoC- Census Bureau’s American Community Survey
Military, Medicaid, Uninsured) Demographics (ACS)
Physicians and Clinical Services Healthcare Services 1991-2020 DHHS- Centers for Medicare & Medicaid Services,

Y Office of the Actuary, National Health Statistics Group
Hospitals by Type Healthcare Services 1991-2020 |American Hospital Association (AHA) Annual Survey
. . ’ Health Servi d . ’ .
Hospital Admission per Capita ealthcare _EWICES an 1999-2022 |American Hospital Association (AHA) Annual Survey
Demographics
30 Day Hospital Readmissions Healthcare Services 2020-2022 |American Hospital Association (AHA) Annual Survey
Emergency Room Visits Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Hospital Inpatient Days Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
. DHHS -Centers for Di Control and P tion"
Mortality Rate Health Status 2000-2022 > Lenters for Lisease Lontrotand Frevention's
National Center for Health Statistics

Data Breach Incidents Information Security 2009-2024 |DHHS- Office of Civil Rights

Table 4: Quantitative Dataset of Contextual and Operational Variables Used in the Principal
Component Analysis (PCA)

Clustering algorithms were applied to address the variability of the DMUs. The first step
in the analysis consisted in assessing 13 contextual and operational variables. Multiple
principal component analysis (PCA) iterations were performed to reduce the

dimensionality of the dataset assembled (Greenacre et al., 2023). Table 4 illustrates the
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contextual and operational variables used in the PCA analysis. PCA’s results were then

used with DBSCAN clustering algorithms to identify the optimal number of clusters.

Table 5 presents a structured template of the data fields that were assembled to support
the PCA modeling and data analysis conducted to reduce the dimension of the dataset

used for the clustering analysis.

Hospital
GDP by State per Healthcare Exp Healthcare Admissions per | 30 Day Hospital | Emergency Data Breach
DMU Population Capita Health Spending| as%of GDP | People Insured | Professionals Hospitals Capita Readmissions | Room Visits | Inpatient Days Incidents Mortality Rate
Alabama 5,073,903 5 54,754 | & 60,726,815 0.158 4,454,600 18,539 102 0.119 87,429 2,065,079 3,840,945 58 0.0127
Alaska 733,276 5 86,759 | $ 13,262,759 0.198 623,900 3,103 20 0.070 7,361 237,581 418,701 18 0.0082
Arizona 736568 | § 62,3095 86,397,400 0.170 6,445,900 2,391 87 0.087 92,213 2,158,145 3,425,043 107 0.0103
Arkansas 3,046,404 § 54,235 |5 37,627,676 0.211 2,701,500 12,085 93 0.115 31,605 1,447,042 1,934,467 63 0.0128
California 35,000,616 | $ 92,163 | § 539,087,598 0.134 35,709,100 157,925 355 0.081 165,305 13,117,647 18,349,090 495 0.0082
Colorado 5,841,039 5 82926 |5 6627924 0.127 5,295,600 23,520 92 0.074 61,464 2,359,780 2,470,759 96 0.0082
Connecticut 3608706 | $ 83,186 | § 59,067,474 0.161 3,325,900 24,689 31 0.100 54,167 1,602,265 2,251,833 93 0.0099
Delaware 1019453 | § 85,354 | § 16924477 0.168 936,100 4,369 ] 0,100 14,43 133,270 698,329 0 0.0115
District of Columbia 671,803 $ 241610 | § 13,629,728 0.071 620,000 9,730 10 0.161 16,083 361,430 875,359 21 0.0034

Table 5: Dataset Used in the PCA to Reduce the Dimensions for the Clustering Analysis

To address this variability in the DMUs and to create more homogeneous comparison
groups, state population size, GDP, and healthcare spending data were analyzed using
the data sources included in Table 6. When visualizing the data and testing multiple
clustering algorithms, population size and GDP consistently provided as key
differentiators, with some states showing patterns linked to larger populations and
higher incomes. State GDP and population are strong measures for determining state
healthcare system clusters because they capture both the economic capacity and
demand for healthcare services of the DMU, which are critical factors influencing
healthcare system performance. By considering both variables, DMUs can be grouped
into clusters that reflect their ability to provide healthcare services relative to their
demand. This heterogeneity, if not resolved, can particularly present major challenges

for establishing accurate performance benchmarks.

Data by State Category Range Source
. . Department of Commerce (DoC)- Census Bureau’s
Population Demographics 1997-2022 £ . . { )
American Community Survey (ACS)
Gross Domestic Product (GDP) Economics 1997-2022 |DoC- U.S. Bureau of Economic Analysis (BEA)
. e dit Canit Healthcare Economics and s DHHS- Centers for Medicare & Medicaid Services,
ealthcare Expenditure per Capita i - . . e
£ £ S Demographics Office of the Actuary, National Health Statistics Group

Table 6: Quantitative Datasets with Sources and Data Range Used for Clustering Analysis
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A K-Means algorithm with three clusters was applied, using state GDP and population
as the primary factors for segmentation. K-Means was selected due to its simplicity and
because is particularly well-suited for grouping data into distinct, non-overlapping
clusters, mitigating heterogeneity and reducing bias in modeling and hypothesis testing
(Yadav et al., 2013).

Table 7 shows the DMUs, defined as the state healthcare systems, grouped into three
relatively homogeneous clusters: high-capacity; mid-capacity; and low-capacity states.
A valuable direction for future research shall include breaking it up low-capacity states
into two or more sub-groups to create more homogeneous comparison groups. This
segmentation can improve the precision and fairness of productivity benchmarking and
the regression models by reducing variability within groups, allowing for more
meaningful peer comparisons and targeted policy insights for similarly constrained

healthcare systems.

Cluster 1: Cluster 2: Cluster 3:

High-Capacity States

Mid-Capacity States

Low-Capacity States

California
New York
Texas

Florida
Georgia

lllinois
Massachusetts
Michigan

New Jersey
North Carolina
Ohio
Pennsylvania
Virginia
Washington

Alabama
Alaska
Arizona
Arkansas
Colorade
Connecticut
Delaware
District of Columbia
Hawaii
Idaho
Indiana
lowa

Kansas

Kentucky
Louisiana
Maine
Maryland
Minnesota
Mississippi
Missouri
Montana
Mebraska
MNevada

Mew Hampshire
New Mexico
North Dakota

Oklahoma
Oregon
Rhode Island
South Carolina
South Dakota
Tennessee
Utah
Vermont
West Virginia
Wisconsin
Wyoming

Table 7: States Organized by High-Capacity, Mid-Capacity, and Low-Capacity Clusters

Quantitative Data Collection

A comprehensive quantitative dataset of real-world healthcare IT data supports the
hypothesis testing and the findings presented in Chapter 2 (Essay 1), Chapter 3 (Essay
2), and Chapter 4 (Essay 3). This dataset includes all reported cybersecurity incidents
and compromised patient records from DMUs submitted to the DHHS OCR, as

mandated by the HIPAA Privacy and Security Rules since 2009. It encompasses data
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breach incidents reported by healthcare organizations across all 50 states and the
District of Columbia (HIPPA, 2024).

Data by State Category Range Source
. . . L DHHS -Centers for Disease Control and Prevention's
Hospital Adoption of EHRs Business Process Modernization 2009-2020 i e
National Center for Health Statistics
Health Nursing Facilities Adopti f . - DHHS -Centers for Di Control and P tion"
ealthcare Nursing Facilities Adoption o i s O T STTESNE : enters for Disease on. I’t.I) and Prevention's
EHRs National Center for Health Statistics
Data Breach Incidents Information Security 2009-2024 |DHHS- Office of Civil Rights
Patient Records Compromised Information Security 2009-2024 |DHHS- Office of Civil Rights

Table 8: Quantitative Datasets with Sources and Data Range for Essay 1

The datasets presented in Table 8 consists of breach incident reports from healthcare

entities, including hospitals, health insurance plans, business associates, and

healthcare clearinghouses. It captures cybersecurity incidents with daily reports
spanning from 2009 to 2024. The dataset comprises eight key fields: the name of the
breached entity, covered entity type, breach submission date, year, state, number of
affected records, type of breach, and location of the breached information. The data

also includes EHR adoptions at hospitals and healthcare nursing facilities.

Table 9 presents a structured template of these dataset fields, which were assembled to
support the modeling, hypothesis testing, and data analysis conducted in this
dissertation. In total, the dataset includes 6,594 reported healthcare data breach

incidents from 2009 to 2024, each involving 500 or more compromised records.

Breach Location of
Name of Entity Cover Entity : Submission Records Type of Breached
Breached Type Date Year State Affected Breach Information
CHCM, Inc. dba Collage Healthcare Provider!  12/18/2024 12024 California 22.171 ‘Hacking/IT Incident | Network Server
Hospital Costa Mesa
Oft Cone & Redpath, P A Business Assaciate 11/18/2023 2023 North Caralina 13,000 Loss Email
California Correctional Health v oo provider! 11182010 12010 California g7 4gg  Unautharized Paper Films
Care Services Access/Disclosure
SAG-AFTRA Health Plan Health Plan 2/18/2015 2015 California 500000 Theft Desktop Computer

Table 9: Quantitative Datasets of Breach Incidents Reported by U.S. Healthcare Entities

To conduct the assessment of the dataset retrieved from the DHHS OCR, a Microsoft
Excel database was created to log all data breach incidents. This database served as a
management and analysis tool, facilitating the selection of data fields for the research.

Given the large volume of data, Excel pivot tables were incorporated to categorize and
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accurately quantify the events based on multiple fields, and criteria requirements for

analisis of results.

Data collected from 2009 to 2024 were categorized based on the number of breaches,
the volume of compromised patient records, and the specific locations within healthcare
IT systems where these breaches occurred. These locations include emails, network
servers, paper or film records, digital records, laptops, desktop computers, portable
electronic devices, and other storage points. After analyzing and visualizing the data,
breach events were quantified to assess the impact of human error on healthcare data
breaches and to determine the relative importance of breach locations within IT systems
of the DMUs.

2.4.2 Approach - Literature Review
This chapter uses the results of a systematic literature review to explore the application

of STS factors influencing human error in data breaches of EHR. The literature review
was informed by articles from various datasets and web-based resources. Ten
keywords (Computer Security, Cybersecurity, Data Breaches, Data Envelopment
Analysis, Electronic Health Records, Healthcare, Human Error, Methods, Risk, and
Socio-Technical Systems) were used to retrieve 1,071 documents, which were then
screened to identify relevant publications. In line with the systematic review guidance
from Transfield (Transfield et al., 2003), Sardi and Rizzi (Sardi et al., 2020), Snyder
(Snyder, 2019), and Katharakisa (Katharakisa et al., 2013), 40 articles were selected

from the initial 1,071 sources (Alvarado, Triantis, 2024).

Literature reviews are an important aspect and critical step for conducting research.
They provide the basis for developing the foundational background in the specific area
of research, and necessary to justify the research questions, and hypotheses. Based on
the literature information from Snyder 2019, three types of literature review approaches
were evaluated: systematic; semi-systematic; and, integrative approaches; for selecting
the “best fit” approach to generate this research paper (Snyder, 2019). After evaluating
these methodologies, the systematic literature review was determined to be the most

suitable approach for analyzing the selected publications (Alvarado, Triantis, 2024).
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Systematic reviews have been broadly used in medical and healthcare related research,
and have been referred to as the “gold standard” among reviews (Davis et al., 2014).
This approach was selected because the goal of this study was to identify all empirical
evidence, while minimizing bias or speculations based on expert knowledge in the field
or common beliefs about what is generally accepted, and to identify the most impactful
findings from which results and recommendations about the STS factors influencing
human error in data breaches and EHR adoption and information sharing can be
reached (Armitage et al., 2009) (Snyder, 2019).

Although there are many approaches to carry out a systematic review, the Transfield
approach was adopted (Transfield et al., 2003) because it is one of the most recognized
in the management literature, with more than 8,000 citations on Google Scholar and
Web of Science, and has been tested and validated by the research community (Sardi,
2020). The approach (adapted from Transfield) suggests the following steps for
conducting a rigorous review: planning the literature review; conducting a review;

extracting the relevant documents; and, validating the reports (Alvarado, Triantis, 2024).

Planning the literature review: Eleven previously published healthcare journal papers
informed the literature review. Three of these papers, authored by information security
experts, addressed cyber risks and human factors in healthcare systems (Sardi et al.,
2020), (Nifakos et al., 2021) (Franke et al., 2014). Another five focused on measuring
productivity and tackling managerial challenges within healthcare systems (Liberati et
al., 2009) (Davis et al., 2014) (Katharakisa et al., 2013) (Crema et al., 2013) (Menear et
al., 2014). To guide the review process, three additional journal papers on systematic
literature review methodologies were consulted (Armitage et al., 2009) (Tranfield et al.,
2003) (Keathley-Herring et al., 2016).

Additionally, insights were gathered through consultations with a healthcare
professional specializing in EHR data mining tools and multiple interviews with
cybersecurity experts responsible for protecting national defense networks from cyber

intrusions. These discussions provided valuable perspectives on system vulnerabilities
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and human-technology interactions in healthcare information security. Drawing from the
literature and expert insights, key search terms and the keywords were used for

sourcing relevant publications, as outlined in Table 10 (Alvarado, Triantis, 2024).

Keywords

Computer Security Cybersecurity Data Breaches Data Envelopment Analysis Electronic Health Records
» Cyber Security Cyber Risks Data Breaches Hospital Efficiency Electronic Health Records
B Ethics Cyber Attacks Redundancy E-Health Patients Health Information
% Network Security Zero Trust Architecture Healthcare Efficiency HIPAA Policy
; Computer Science Identity Access Management Information Security Health IT Electronic Medical Records
T Poli
_'E cy
|

Healthcare Human Errors Methods Risk Social Technical Systems
«» Healh Human Errors Literature Review Risk Management System Thinking
P Healthcare Sector Internal Threat Resiliency Risk Assessment Socio Technical Theory
g Healthcare Facilities User Awareness Framework Risk Evaluation Accident Analysis
§ Medical IT Human Mistakes Reliability Theory System Dynamics
E Security of Health Data Caontrol Theory Human Relations
5 Economic Production Organizational Change

Safety Incidents

Table 10: Keywords Used to Search Publications for the Literature Review

Conducting the review: The literature review incorporated information from various
electronic search engines, including Google Scholar, as well as electronic libraries from
the National Institute of Health (NIH), Virginia Polytechnic Institute and State University,
the University of Southern California, and George Mason University. Additional sources
included industry reports and company websites, federal government publications from
the Department of Commerce’s National Institute of Standards and Technology (NIST)
and the Department of Health and Human Services (DHHS), and statistical data on

healthcare data breaches from the HIPAA Journal (Alvarado, Triantis, 2024).

To ensure a comprehensive review, articles from medical science magazines were also
examined, offering diverse perspectives from healthcare experts. The literature sources
encompassed peer-reviewed journals and university research papers from a range of
databases, including Academic Press, the American Medical Association, CrossMark,
De Gruyter, Scopus Elsevier, the Institute of Electrical and Electronics Engineers
(IEEE), NIH, Journal Storage (JSTOR), Oxford University Press, Research Gate,
Springer, and the Taylor & Francis Group, among others (Alvarado, Triantis, 2024).

To conduct the assessment and synthesis of the documents retrieved from the
literature, a Microsoft Excel spreadsheet was created to log all 1,071 documents from
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the initial search. This spreadsheet served as a management and analysis tool,
facilitating the selection of relevant publications for the research. Given the large volume
of documents, Excel pivot tables were incorporated to categorize and accurately
guantify the documents based on multiple criteria,
(Alvarado, Triantis, 2024).

including publication trends

The next section presents the literature findings by publication trends. Table 11
classifies all retrieved publications by subject area and associated keywords, while
Table 12 categorizes the documents by type, such as journals and research papers,

based on keyword relevance (Alvarado, Triantis, 2024).

Keywords
Computer
Subject Area Security Cybersecurity Data Breaches DEA EHRs  Healthcare Human Errors Methods Risk STS Total
Communications 37 0 3 0 6 0 10 0 1 6 63
Economics 0 0 2 0 0 2 0 1 0 0 5
History 0 0 0 0 0 4 0 0 0 0 4
Human and Social Factors 6 1 12 9 75 9% 23 7 21 33 293
Information Systems 37 99 43 0 50 2% 22 7 1 10 295
Management Science 6 4 22 0 8 10 6 10 3 8 77
Modeling 3 5 5 0 9 9 B 2 0 9 48
Operations 6 3 6 0 2 2 12 0 1 9 4
Safety and Risk Analysis 1 12 5 0 8 2 12 4 18 8 70
Science 38 0 0 0 0 5 1 0 3 0 47
Technology & Engineering 5 2 0 0 0 1 13 1 3 1 36
Theory and Policy 8 17 26 0 3 3 1 2 2 10 92
Total 147 153 124 9 161 160 106 54 53 104 1071
Table 11: Publications' Trend-By Keywords and Subject Area
Keywords
Computer
Document Type Security Cybersecurity Data Breaches DEA EHRs  Healthcare Human Errors Methods Risk STS Total
Articles 5 13 5 7 66 2 5 18 1 122
Books / Handbooks 6 14 3 18 3 6 1 9 60
Doctoral Theses 2 4 1 1 1 1 2 12
Journals 104 34 71 ] 110 37 90 15 " 84 562
Notes and Links 1 1 1 3
Research Papers 29 87 44 2 43 38 1 27 23 8 312
Total 147 153 124 9 161 160 106 54 53 104 1071

Table 12: Publications' Trend By Keywords and Document Type

Extracting the relevant documents: Once all documents were retrieved from multiple
data sources and categorized by year and by publication type, the inclusion and
exclusion criteria included in Table 13 were applied to determine which papers were

incorporated into the literature review (Alvarado, Triantis, 2024).
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Inclusion Criteria Exclusion Criteria

Publications relevant to cyber security threats to the

Duplicates and repeated publications
healthcare sector p p P

Articles that report on STS factors associated with Articles that by their titles were found irrelevant to the
cyber security management research questions or hypotheses

Articles that report on data breaches occurring in

. . Documents that were not written in English
hospitals and other healthcare organizations

Publications that report human, technical, and
organizational factors that drive human error in the
healthcare sector

Publications that were not related nor had any implications to
the healthcare sector environment

Articles that were focused primarily on technical
Publications that address barriers and solutions for developments (e.g., algorithms, software) and failed to address
EHR adoption and information sharing their implications to data breaches, EHR, or involvement of
human in the loop-healthcare professionals

Articles that identify vulnerabilities of the healthcare
information technology infrastructure

Publications relevant to policy and system
capabilities aimed at protecting patients’ PHI

Table 13: Criteria Used for Selecting Relevant Documents to Inform the Dissertation

First, 157 publications were removed because they were not written in English or
because the title of the document was found irrelevant to the questions and hypotheses
of this study. Second, 16 documents that were duplicates or repeated were rejected.
After studying the abstract of the remaining 898 documents and based on the inclusion
and exclusion criteria, 626 articles that were not related to data breaches were rejected,
or did not have any implications for the healthcare sector environment, or were

incomplete (Alvarado, Triantis, 2024).

The review of the document abstracts enabled elimination of documents that were
published prior to the introduction of the 1996 HIPAA Privacy Protection Act as they
were found to be out of date and irrelevant to the aim of the paper. Consequently, 272
publications were selected for studying the full text. In the next step, | read the full text
of these 272 publications and selected 70 documents useful to inform the aim of the
study. Finally, after conducting an in-depth evaluation of the 70 documents, only 40
publications were selected. This final selection was limited to articles that specifically

addressed the three main aspects of this study: STS factors influencing human error in
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data breaches and EHR adoption. Figure 7 illustrates a flow chart of the process used

for the selection of these articles (Alvarado, Triantis, 2024).
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i : i | ! :
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Figure 7: Flow Chart of the Process Selection of Relevant Documents

Quantitative publications were based on empirical observations where analytical
guantitative evaluations, including statistical analysis of historical data and testing of
hypotheses, were presented. Meanwhile, qualitative publications were based on
methods where the authors conducted surveys and developed conceptual models to

influence future research and policy development (Alvarado, Triantis, 2024).
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Validating the results: The findings were examined and a taxonomy of human error
causing data breach incidents, and a conceptual framework of the STS factors that
drive human error in data breaches were developed. The inclusion criteria provided the
basis for the literature search where the “human error on data breaches” within the title,
abstract, and body of the publications were used to select the relevant documents for
the study. This approach provided a solid foundation for filtering out unrelated studies,
aligning the selected document with the research objective. Information systems,
human and social factors, safety and risk analysis, and management science were the
key focus subject areas to relate the publications to data breaches and data privacy in

healthcare from a management perspective. (Alvarado, Triantis, 2024).

The document exclusion criteria ensured current reality of what is happening in the
dynamic information security environment and the implications that protection of data
privacy is having in the adoption and information sharing of EHR. For example after
reviewing the abstracts, publications predating 1996 were excluded, as they did not
reflect the impact of major regulatory changes, such as the introduction of HIPAA’s
privacy protection measures, or the technological advancements that reshaped
healthcare data management. Additionally, sources such as blogs, magazines,
unreliable websites, and newspapers were disregarded to maintain academic rigor and

ensure the credibility of the reviewed literature (Alvarado, Triantis, 2024).

Two conceptual frameworks were derived from the literature: one being the taxonomy of
human errors causing data breach incidents, and the other a management framework
based on STS principles. These frameworks are presented and further explained in the
results section, Figures 11 and 12. Essay 1 uses these frameworks to assess the
significance of the location where human error-related data breaches occur and their
severity on patient record privacy. The hypothesis in this essay states that:

H1: The location where data are breached within healthcare IT systems, as

a consequence of errors from the human-technology interface, significantly

influence the severity of data breaches impacting the security and privacy

of patient records.
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To test the hypothesis, the data were analyzed and visualized, quantifying breach
events to assess the impact of human error on healthcare data breaches. This analysis

identified the relative importance of breach locations within the IT systems of the DMUs.

25 Results and Discussion
Qualitative Results - Semi-Structured Interviews

Semi-structured interviews provided valuable insights from cybersecurity and healthcare
professionals on nuances in patient care practices that were not evident in the literature.
When structured properly, these interviews enhance the depth and credibility of the
dissertation by incorporating real-world experiences into the research. Appendices F
thru J include the semi-structured interview protocols with interview questions and
structure followed, list of SMEs and their associated expertise by STS factor, responses
to questions, summary of results, and the Virginia Tech Institution Review Board (IRB)
request and approval forms.

The Table 14 included below provides a summary of the findings from the semi-
structured interviews, including takeaways, qualitative results, and how the findings

inform Essay 1 hypothesis and research question.

interaction
errors

* Reduce legal implications
* Impactto business base

Most common locations

where data are breached

* Data transfers

* Password hygiene

* System application
vulnerabilities

* Social engineering

Most impactful STS to

occurrence of human error

* |dentity access management
(IAM)

* System diversity

* User awareness

* Humaninthe loop

Literature | Interviews Interview Qualitative How Findings Inform
Gap Takeaway Findings Results the Research

Essay 1: Protection of Importance of reducing Provided insight into most Location where data are

Impact of 5TS data should human error common human errors and breached

factorson be highest * Protection of data should be | sources and locations where * Data transfers: Emails, paper

human- priority highest priority data are breached films, EHR

technology * Keeping patient trust * PW hygiene: Network servers,

desktop computers

* System vulnerabilities: Network
servers

* Social engineering: Network
servers, emails

Table 14: Essay 1 Results from Semi-Structured Interviews and How the Findings Inform the

Research Study
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The interviews provided additional insights into the impact of data breaches to the
organizations and highlighted the following findings for Essay 1: human error data
breaches affect healthcare provider’'s business decisions; data transfers and password
hygiene emerged as the most common human errors contributing to data breaches; and
emails and access to network servers are the most common locations where data are

breached.

Quantitative Results
Figure 8 illustrates that between 2009 and 2024, a total of 6,594 healthcare data

breaches involving 500 or more records were reported. The data also show that human
errors, directly or indirectly, are responsible for 84% of these breaches and 95% of all
compromised patient records. The data breach event graph (left plot) presents the
ascending trend that the healthcare sector has experienced since the first reporting date
in 2009. This trend confirms the challenge that the healthcare sector is facing to protect
its data, as the sector has become a victim of external and internal cybersecurity
attacks. Additionally, as organizations increasingly rely on digital solutions to enhance
their services, the financial burden of data breaches is expected to remain a pressing

concern.
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Figure 8: Historical Trend by Year of Healthcare Data Breaches and Patient Records Affected by
All States (HIPAA, 2024)

The compromised patient records graph (right plot) shows that data breaches resulted

in the loss, theft, exposure, or impermissible disclosure of 741,340,196 records (HIPPA,
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2024). The plot also highlights a significant event in 2015 when the healthcare sector
experienced its largest recorded data breach. Anthem Inc., based in Indianapolis, IN,
suffered the largest ever healthcare data breach recorded affecting 78.8 million records.
The incident resulted in approximately $400 million in total costs, including remediation
expenses, lawsuit settlements, penalties from state attorneys general, and the
resolution of the DHHS OCR investigation (HIPAA, 2022). As indicated by the trend, the
protection and security of patients' PHI from human error-related data breaches remains
a persistent challenge for the healthcare industry in advancing EHR adoption (Tran,
2021).

Figure 9 illustrates that the average trends in data breaches and the number of
compromised records show the variability across the three state clusters, a pattern that
has remained consistent from 2009 to 2024. These clusters, high-capacity, mid-
capacity, and low-capacity states, were established through the clustering analysis
described in a previous section of this chapter. As expected, the highest averages are
observed in high-capacity, highly populated states such as California, New York, and
Texas, where a greater volume of patient records are exposed. Particularly, apart from
the Anthem Inc. unprecedented data breach, occurring in the low-capacity state cluster,
the trend in data breaches for high-capacity and mid-capacity states aligns with the

number of records compromised within these clusters.
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Human Error Data Breaches - Mid-Capacity States
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Figure 9: Trend of Human Error Data Breaches and Patient Records by High-Capacity, Mid-
Capacity, and Low-Capacity State Groups (HIPAA, 2024)

Figure 10 reveals that healthcare providers account for the majority of data breaches

and compromised records. These incidents are also significantly higher for high-

capacity states compared to mid-capacity and low-capacity states. This trend is not a

surprise, as healthcare providers have the largest workforce and the highest number of
digital devices accessing EHR data (HIPAA, 2022).
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Figure 10: Data Breach Incidents and Compromised Patient Records by Healthcare Entity Where
They Originated (HIPAA, 2024)

Taxonomy of Human Error Causing Data Breach Incidents - Representation of

Reason’s Persons Approach (Reason, 2000).

One objective in this essay was to review relevant literature in information security to
understand and analyze sources of error and people’s motivation leading to human
error causing data breaches in the healthcare sector. To accomplish this objective,
causes of human error and the locations where data are breached were analyzed to

develop a taxonomy of human driven privacy data breach incidents.

To contextualize this taxonomy, Figure 11 categorizes all human errors based on three
common causes of error identified in information security:
e Unintentional errors: are caused due to the lack of knowledge or skills, or

simply a distraction (Lahcen et al., 2020).

e Intentional errors: could be the result of an employee’s reckless behavior who

knows of potential risk but is careless (Parsons et al., 2017) and (Ahola, 2020).

e Malicious errors: are caused when the behavior of the employee is intentional

and can have major damaging consequences (Liginlal et al., 2008).
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The findings from this taxonomy offer information security practitioners a solid base of

the sources of human error within the IT systems to enable design of more resilient

systems.
Human Error Type Source of Human Error Causing Data Breaches
Unintentional -- Data entry errar
Lack of knowledge or skill, Lack offor incorrectly recording privacy policy agreement
distraction Leaving sensitive information accessible to others

Inappropriate skill in IT SW
SW vulnerabilities

Improper disposal of information
Lost/misplaced mobile devices

Lost paperworks

Work pressure (pressure to work too fast)

Employee attitude and behavior

Insufficiently protecting stored information (e.g. encryption)
Lack or improperly documented procedures

Stress

Mat following security best practices

System design flaws

Loss of confidential security and credential

Email misdelivery- releasing information to the wrong person
Lack of awareness and training

Lack of supervision

Down loading internet files from unknown sources

Victim of phishing
Password hygiene

Intentional-- Collecting information beyond requirement or unrelated to the purpose
Know of potential risk but Restricting owners’ access to information
reckless Staring or handling information in unsecured manner for the sake of

simplicity or efficiency

Secondary use of information during processing
Inserting removable unauthorized media
Sending unencrypted data

Releasing information to an unautharized party
Mishandling passwords

Poor access control
Insufficient monitoring
Inadequate, incomplete, or delayed patching SW security vulnerability

Malicious-- Unauthorized access
Intentional and damaging Semvice disruption
consequences Malware infection

Employee manipulation and malfeasance
Posting PHI on social media
Discussing PHI with third parties

Figure 11: Taxonomy of Human Driven Privacy Data Breach Incidents

STS Management Framework to Human Error Challenge in Healthcare -

Representation of Reason’s Systems Approach.

The literature identified a gap and the need for further research to investigate the impact
of STS factors in reducing human error in information security. To address this gap,
Figure 12 presents a conceptual framework of STS factors influencing human error that
was developed to illustrate the role of STS in the information security landscape and the

improvements needed to reduce errors. This framework emphasizes that the study of
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complex systems, such as EHR, should account for the interactions and relationships

between technology, organizational processes, people, and government policies.

EHR are complex systems due to their interrelationship with technical, regulatory,
organizational, and human factors. From the technical standpoint, EHR need to
communicate across multiple platforms, hospitals, clinics, and external organizations,
often with incompatibles data formats and standards. EHR also must comply with strict
regulations such as HIPAA, requiring strong security measures and patient data
protection protocols. Organizationally, healthcare providers often resist EHR adoption
and data sharing due to workflow disruptions, usability concerns, cost, and steep users’
learning curves. Additionally, poorly designed EHR interfaces contribute to physician
burnout, medical errors with life threatening consequences, and overall healthcare
inefficiencies. Furthermore, healthcare professionals must also undergo extensive
training to use EHR effectively, which adds to workload burdens. Addressing these
complexities requires a STS thinking approach, integrating technological, human,
organizational, and government regulatory considerations to enhance EHR

effectiveness and usability.

An overview of the STS management factors is presented below.

e |AM Capabilities - Continual improvements in the design of IAM capabilities are
essential for eliminating human-technology interface vulnerabilities in information
security system (Megas et al., 2015). While healthcare systems have digitized to
support EHR adoption and information sharing, the sector has not dynamically
implemented trusted digital IAM solutions at the same pace, resulting in

vulnerabilities within the records system.

e System Diversity - Implementing standardized 1AM capability frameworks in
healthcare systems that leverages common best practices and access controls,
can help minimize human-technology interface errors (Jalali et al., 2018). The
vulnerability of EHR systems in the U.S. healthcare sector is influenced by the

weaknesses of individual healthcare units. In such a large and interconnected
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system, reducing variability in 1AM capabilities across healthcare units can

enhance overall system security and resilience.

Factors That Drive Human-Technology Interface Error:

Zero Tolerance
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Figure 12: STS Management Framework of Factors That Drive Human-Technology Interface Error

Business Processes - Organizations should prioritize raising employee
awareness about human error and its role in data breaches (Miller et al., 2004).
Given the sensitivity of patient information, healthcare management should foster
a security-focused organizational culture where employees feel responsible for
promptly reporting mistakes or unintentional disclosures of patient data without
fear of repercussions (Hung, 2010).

Cyber Security Protocols - Emphasizing the adoption of zero trust principles
and tools to eliminate human error vulnerabilities can help establish a more
defensible security architecture (Rose et al., 2020). Failure to follow

cybersecurity protocols, such as neglecting two-factor authentication, increases
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the risk of unauthorized access, making it easier for cybercriminals to infiltrate

secure systems.

Human in the Loop - Integration of healthcare stakeholders in the design of
safeguards can help reduce human-technology interface errors. From an
economic perspective, human error remains the leading cause of economic and
productivity losses in the information systems security domain (Zimmerman et
al., 2019).

User Awareness - Identifying the causes of undesirable user behavior is
essential for designing effective security systems (Safa et al., 2015). Additionally,
raising awareness about the damaging consequences of cybersecurity incidents
is crucial for ensuring that employees remain security-conscious while performing
their daily tasks (Di Nella et al., 2021).

Government Regulations - A combined approach of government oversight and
industry actions can help prevent human error and mitigate risks associated with
EHR use (HIPAA, 2022). Government oversight, through policy regulation, is
essential for enforcing healthcare compliance with PHI security standards,
reducing information security issues resulting from unintended consequences of
EHR use (Bowman, 2013).

The Human Error Socio-Technical Systems (STS) Management Framework illustrated

in Figure 12 is considered broadly applicable across a wide range of research and

engineering fields involving human interaction with complex systems. Notable areas of

relevance include human factors and ergonomics, aerospace and aviation safety,

manufacturing engineering, transportation, human-robot interaction, and chemical

process industries, among others.

Location in the Healthcare IT System Where Data are Breached as a Result of Human

Error: Relative Importance to the Number of Compromised Patient Records.

The occurrence of data breaches from human error varies significantly by location. As

shown in Figure 13 and Table 15, data breaches on network servers were the most
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frequent and led to the highest number of compromised patient records. Human error-
related data breaches involving emails were the second most common, contributing to
six percent of all reported compromised patient records. Together, network servers and
emails were responsible for 95 percent of the 713 million compromised patient records
due to human-technology interface errors. Other breach locations, such as electronic
medical records, paper/film records, portable electronic devices, and desktop
computers, exhibited fewer incidents and had a smaller impact on the number of
records compromised during the period from 2009 to 2024.

The data in Figure 13 indicates that the relationship between human error data
breaches and the number of compromised patient records is not directly proportional. In
other words, a higher frequency of data breaches in a specific location does not

necessarily correspond to a greater number of compromised patient records.
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Figure 13: Locations Where Data Breaches Happened and Relative Importance to the Number of
Compromised Patient Records (HIPAA, 2024)
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State Groups (2009-2024) Data Breaches Patient Records Compromised (in thousands)
Location Where Data are Breached | High-Capacity | Mid-Capacity | Low-Capacity Total High-Capacity | Mid-Capacity |Low-Capacity Total
Network Services 622 943 935 2,500 104,230 165,030 362,320 631,581
Emails 325 530 591 1,446 9,871 13,705 19,782 43,357
Electronic Medical Records 77 115 133 325 485 4,357 9,311 14,152
Other 61 79 90 230 2,769 7,130 822 10,720
Desktop Computer 43 73 84 200 3,047 1,017 1,758 5,823
Paper/Films 125 226 272 623 807 1,637 1,829 4,273
Other Portable Electronic Device 29 43 38 110 117 165 2,193 2,475
Laptop 11 21 19 51 69 85 300 454

Total 1,293 2,030 2,162 5,485 121,396 193,125 398,315 712,835

Table 15: Locations Where Data are Breached and Compromised Patient Records by State

Clusters

Data breaches on network servers occurred most frequently than any other location

within healthcare IT systems. In this chapter, the location of where data breaches

happened is assessed to determine the relative importance of these locations and

provide insight to aid healthcare organizations in their prioritization of data protection

measures. Figure 14 illustrates that the location vary significantly by state clusters. In

general network servers were the main target followed by emails and paper/fiims,

respectively.
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Figure 14: Data Breaches and Patient Records by Location Where Data Breaches Happened
(HIPAA, 2024)

The analysis of data breach incidents, their locations, and the resulting compromised

patient records offers valuable insights into the critical role of human factors in

protecting EHR integrity. Figure 11, which presents the Taxonomy of Human Error Root
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Causes, helps identify and understand the underlying sources of errors and the
motivations behind human actions that lead to data breaches. Additionally, semi-
structured interviews provided further perspectives on the significance of system design
and the human role in ensuring EHR security.

Identifying the locations where breaches most frequently occur highlights vulnerabilities
to human error-related incidents, which is essential for developing targeted incident
response and containment strategies. These findings underscore the pressing
cybersecurity challenges within the healthcare sector in protecting patient health
information. By examining historical data breaches, this study establishes the
groundwork for addressing key research questions and defining the scope of this essay.

2.6  Limitation
One significant challenge in this research study was the lack of a body of literature

specifically addressing the human aspect of data breaches and cybersecurity within
healthcare in general. First, the literature illustrates that very few studies have focused
on the implications of human error in EHR related data breaches. Second, the literature
identifies the lack of attention by the international research community to this issue and
its impact on EHR adoption and information sharing. Third, the application of STS
principles associated with human error in information technology and cybersecurity has
not received much attention (Charitoudi et al., 2013). Fourth, the final selection of
articles for the systematic literature review included only 40 documents out of an initial
1,071. Section 2.4.2 and Figure 7 provides the process used to down select these

documents.

While these limitations highlighted a gap in the literature and presented an opportunity
to offer an innovative solution, the absence of relevant studies posed challenges and
constrained the foundational knowledge available for this research. The addition of
semi-structured interviews with SMEs provided valuable insights, enhancing the depth
and confidence of the research and compensating for the scarcity of benchmark data in
the field.
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Significant effort was also dedicated to grouping the DMUs into homogeneous clusters,
as data variability can pose major challenges in establishing accurate performance
benchmarks. Since DMUs operate in heterogeneous environments with differing
characteristics, a clustering analysis was conducted to create more comparable groups
and minimize bias in modeling and hypothesis testing. Several statistical methods were
explored across multiple modeling scenarios to determine the optimal number of

clusters.

However, despite significant analysis performed across a variety of modeling scenarios,
the analysis consistently yielded a single cluster. The analysis incorporated 13
contextual and operational variables, and multiple iterations of principal component
analysis (PCA) were performed to reduce dataset dimensionality. PCA results were
then used with DBSCAN clustering algorithms to identify the optimal number of clusters.
However, the analysis consistently produced a single cluster. To address concerns
about heterogeneity, a K-Means algorithm was applied, dividing the DMUs into three
high-capacity, mid-capacity, and low-capacity states clusters based on GDP and state

population.

2.7 Conclusion, Future Work, and Recommendation
The dissertation concludes that addressing EHR information security threats requires a

fundamental shift in the healthcare sector's approach to data security, moving from a
focus on purely technical design solutions to a socio-technical dynamic environment.
The literature highlights a gap in terms of understanding and modeling of human-
computer interactions and the consideration of STS factors when developing solutions.
A taxonomy of human error was developed to understand and analyze roots of human
error and people’s motivation leading to breaches in information security. To address
the gap from the literature, the dissertation presents a socio-technical oriented
management framework that applies a STS principles approach to the human-
technology interface error challenge in the healthcare sector. The framework is
designed to mitigate human error in information security, aiming to enhance the
resilience of EHR systems against data breaches and make them less attractive to

cybercriminals.
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The STS management framework is used to provide an assessment of the relative
significance of the locations where data are breached, as a result of human error, and
the severity of these breaches to the privacy of patient records. The findings show that
network servers and emails are the two most common sites where healthcare data are
breached capturing 95% of the 713 million patients’ records compromised since 2009.
Data breaches in these locations are attributed to vulnerabilities found in multiple STS
factors within the healthcare IT systems, such as the lack of reliable identity access
management solutions. Thus, future research should focus on investigating these
vulnerabilities, generate mitigation options, and investment plans to improve the long
term resiliency capability of network servers and emails, aiming at reducing data breach

incidents and unauthorized exposure of patient records.

Another valuable direction for future research shall include breaking it up the low-
capacity states cluster into two or more sub-groups to create more homogeneous
comparison groups. This segmentation can improve the precision and fairness of
productivity benchmarking and the regression models by reducing variability within
groups, allowing for more meaningful peer comparisons and targeted policy insights for

similarly constrained healthcare systems.

Recommendation:

Findings from the literature discussed in this chapter recognize that robust technical

design solutions and government policy play an important role in information security,

but they are not sufficient to contain data breaches of EHR. An alternative approach is

needed, to bridge this gap high-capacity, mid-capacity, and low-capacity DMUs should:
e Adopt the Enhanced Reason’s Resiliency Model (Figure 3): The proposed model

follows a layered design approach, incorporating STS factors identified in the
literature as effective in reducing human error-related data breaches. It
represents a cultural shift from the sector’s current reliance on purely technical
design solutions and toward a socio-technical design environment, where
technological, organizational, human, and government factors are integrated to

improve EHR information security.
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Findings from Chapter 2 also identified the most vulnerable locations within healthcare
IT systems where data breaches frequently occur due to human-technology interface
errors. To enhance IT systems security, the following proactive measures are
recommended for the DMUs. These strategies can strengthen healthcare information
security systems, reduce costs, and minimize the number of compromised patient
records.

e Predefined Incident Response and Containment Strategies: Develop a

comprehensive library of security patches that can be ready available to
implement when a data breach incident is identified. This approach helps
minimize data exposure time, accelerate patient care service restoration, and
reduce overall breach-related costs.

e Routine Penetration Testing and Security Audits: Develop a structured plan to

routinely test known system vulnerabilities, such as network servers and emails,
and implement security enhancements. Regular assessments and testing will
help prevent recurring data breaches and ensure continuous improvement in the

IT system security.

Insights from SMEs gathered through semi-structured interviews, along with findings
from the literature review, inform these recommendations aimed at strengthening
healthcare IT systems. This is achieved by implementing proactive technical measures,
strengthening cybersecurity protocols, IAM capabilities, and system monitoring
practices, to minimize human-technology interface errors, reduce the risk of data
breaches compromising patient records, and ensure continuous improvement in the

DMUs IT system security.
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Chapter 3.0 - Essay 2: Unintended Consequences from Adoption of
EHR Technology: Impact of Human Error Data Breaches on the
Productivity Performance of States Healthcare Systems

Abstract

The productivity performance of the U.S. healthcare system remains a primary concern
to government and industry leaders (Schoen et al., 2006). Some literature concludes
that EHR technology is an important tool that improves healthcare quality of services
and lowers the cost of the healthcare sector (Yasnoff, 2016). But, there are mixed
results found in the literature about the healthcare providers’ perceptions of the benefits

of EHR to patient care performance (Atasoy et al., 2019).

This chapter examines the productivity performance of DMUs (States) over time using
Malmquist productivity index (MPI), a valuable tool for analyzing and comparing
productivity changes and efficiency improvements. The MPI measures how DMUs
implement data security safeguards to enhance productivity within EHR technology,
driving technological advancements to improve patient care while protecting sensitive
information. The essay applies MPI to three state clusters, high-capacity, middle-
income, and low-capacity states that have adopted EHR technology, aiming to assess
the unintended consequences, particularly information privacy concerns stemming from

human error in healthcare data breaches.

Despite privacy concerns resulting from human error data breaches, the productivity
performance of states healthcare systems (DMUs) has increased since 2009. The
pursuit of improving the productivity of DMUs has led to the development of various
models designed to enhance performance. One focus has been on reducing privacy
concerns related to the protection of personal health information, minimizing errors in
health information management, and improving IT systems that store patients' health
records. Reducing privacy concerns enhances patient trust, leading to more accurate
data sharing, improved diagnoses, and streamlined patient care delivery. Further,
strengthening data protection reduces operational disruptions from data breaches,

lowering administrative costs and ensuring consistent healthcare services. Improved
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security also facilitates greater adoption of digital health technologies, optimizing

services and boosting overall productivity in the healthcare sector.

State healthcare systems are effective DMUs for MPI analysis due to their structured
inputs (number of managed patients, healthcare expenditures, etc.) and measurable
outputs (lengths of hospital stay, deaths). These metrics enable assessing how input
resources are utilized to drive productivity and performance changes over time.
Although these DMUs may exhibit heterogeneity, they still are comparable because
they operate under the same federal regulatory framework. This standardization allows
for meaningful benchmarking while still accounting for variations in operational

productivity across different states.

The MPI results revealed an overall increase in productivity performance for DMUs.
Despite a decline in productivity performance among high-capacity and mid-capacity
states over time, improvements in low-capacity states have helped offset the overall
downturn. These findings suggest that larger population of patients in high-capacity and
mid-capacity states make their healthcare systems more vulnerable to cyberattacks.
Investments in their IT security systems seem insufficient, as they continue to face
vulnerabilities that cyber attackers continue to exploit. In contrast, low-capacity states
appear to have effectively balanced EHR technology advancements with measures to
address information privacy concerns, ultimately leading to improved patient care

services over time.

KEYWORDS: Data Envelopment Analysis, Economic Production, Productivity
Performance, Electronic Health Records, Information Privacy, Malmquist Productivity
Index, States Healthcare Systems.
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3.1 Introduction
“Information technology has been one of the leading drivers of globalization, and it may
also become one of its major victims.” Evgeny Morozov

The purpose of this essay is to assess the unintended consequences of EHR
technology adoption, particularly information privacy concerns stemming from human
error in healthcare data breaches and their impact on patient care services. Protecting
patient health information is essential for enhancing the quality of patient care services,
as it cultivates patient trust in the system and has the potential to reduce the future
burden of financial penalties and legal consequences for healthcare organizations.

The Industrial Revolution has been seen by many as the most profound display of
innovation in human history, because of its major impact on people’s daily lives.
Perhaps what marked in history the impact of the Industrial Revolution was the merger
of human and technology interactions. Technology adoption and key inventions shaped
every existing sector of human activity along industrial lines, while also creating many

new enhancements in industrial processes (Wilkinson, 2022).

The abundance of data available in the healthcare sector presents significant
opportunities, such as new methods for data collection, and the potential for greater
information insights. Advances in communications and the spread of IT have generated
an ability to create and share exponentially growing amounts of information more
quickly and widely than ever before. However, these technological advances have also
brought unintended consequences particularly to information privacy concerns, which

are impacting the quality of patient care services provided by DMUs.

Healthcare investments in automated computing technologies are enabling the sector to
provide better services to patients. In 2004, the Bush Administration established the
Office of the National Coordinator for Health Information Technology (ONC) to help
bring the healthcare sector into the digital age (DHHS Federal Register, 2009). Then, in
2009, Congress passed the Health Information Technology for Economic and Clinical

Health (HITECH) Act to spur greater action on digitizing health and moving away from
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the waste and errors associated with a paper-based health system (Esmaelilzadeh,
2020). HITECH encourages healthcare providers to adopt EHR and improve privacy
and security protections (Matthews, 2018).

As established in previous chapters, EHR have the potential to significantly enhance the
productivity performance of DMUs (HIPAA, 2021). In the application of MPI in this
essay, the productivity performance of the DMUs is defined as their ability to provide
enhanced healthcare services (output) while utilizing input resources such as EHR
technology and funds generated from healthcare services effectively. Productivity
performance is measured by evaluating how well these resources are converted into
desired outcomes, such as reduction in deaths, shorter lengths of stay at healthcare
facilities, and longer life span.

EHR have improved patient care satisfaction and disease diagnoses by making patient
health information accessible to healthcare providers, thus enabling better healthcare
outcomes. However, the protection and security of patient health information against
data breaches are considered one of the most significant challenges obstructing the
adoption of EHR and the sharing of information in the healthcare industry (Tran, 2021).
Specifically, healthcare data are more sensitive than other types of data because any
manipulation can lead to faulty treatment, with potentially fatal and irreversible

consequences for patients (She et al., 2020).

The findings from this essay offer insights into the productivity performance of the
DMUs over time, particularly in their implementation of data security safeguards aimed
at enhancing patient care services while protecting patient information from breaches.
EHR are seen by the government and many experts in the field as the systems that
provide the patient care services (transformation processes). It constitutes a key
component of the healthcare sector that needs to improve its productivity and lower the
cost of healthcare services to patients (HIPAA, 2021). The practical contribution from
this essay to the Economic Production Theory literature lies in its identification of traits

and models from DMUs that have effectively balance the implementation of EHR
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technological advancements with the need to address information privacy concerns,
ultimately leading to improved patient care services. Additionally, the MPI results
provide an indication of how well DMUs comply with government privacy regulations,
such as HIPAA, demonstrating their commitment to reducing the risks of privacy

breaches.

3.2 Technical Background
Today’s organizations face difficult decisions between accepting cybersecurity risks in

exchange of creating an operating environment that increases productivity. For
example, despite cybersecurity concerns, organizations allow their personnel to work
remotely because it improves the employee satisfaction which leads to productivity
increases. Similarly, the cost of a data breach can create significant financial burden to
the organization, but losses due to low productivity can prevent organizations from
meeting their financial goals. These situations present a management decision dilemma

about unintended consequences from technology adoption.

The interaction between humans and technology has an impact on economic efficiency
(Zhao, 2018). Understanding and mitigating the impact of human-technology interface
errors are essential components of effective economic production management
(Emami-Mehrgani et al., 2016). Concepts from the economic production theory are used
to measure productivity performance of DMUs employing input and output
benchmarking performance analysis. The benchmarking analysis examines how
productivity and technological advancements have evolved over time in high-capacity,

mid-capacity, and low-capacity states that have adopted EHR technology.

The Economic Production Theory explained by Equation (1), provides the foundation to
understand the process of converting inputs (e.g., labor, capital, and materials) into
outputs (goods and services). It can be seen as a framework to analyze production
efficiency, optimize resource allocation, and understand the relationships between

inputs and outputs.
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Productivity = Qutput Equation (1)
Inputs
Represented by the function: Qmax = f (L, K, M);

where Q is the output; and L, K, M are inputs such as labor, capital and materials.

The MPI calculates the relative performance of a DMU at different periods of time using
the technology of a base period. The MPI is based on the data envelopment analysis
(DEA) modeling (Fare et al., 1994). DEA, a modeling approach that seeks to identify the
productivity frontier using linear programming models, evaluates the relative efficiency
between DMUSs using input and output variables. The MPI as an application from DEA
introduces a dynamic application of the Economic Production Theory, enabling
organizations and policymakers to track and understand changes in productivity
between DMUs over time. The index is calculated as the product of two productivity
components: efficiency change (EC) and technological change (TC).
MPI = EC*TC

M® (X, Yo Xe 12 Verq) = {D?-J{:xr-r}’t-l}] ) [D?{xt-]'.}"r-]] D (%, ¥;)

1/2
Df'_ 1 (X, Ve ) D?_] [xr. Ve, 1,]1 # D‘rj TR }] Equation (2)

Efficiency Change (EC) Technological Change [TC)

. D2 (X1 . Veet) DCiy(Xeq.¥eir)]'?
o _ |Ze R Y] M\ e ]
M (X, Yo Xp 1 Vee1) = { DRy DX ye) .Equation (3)

D%: Efficiency of DMU’s performance at time t related to the baseline frontier at time 0.
D%, ,: Efficiency of DMU’s performance at time t+1 related to the baseline frontier at time 0.

X;: inputvariable at time t; X;.1- inputvariable at t+1
y;: output variable at time t; Vi.1: Output variable at t+1

(Huerta et al., 2012)

EC, calculated using the math model from Equation (2), measures whether the DMU
has improved its use of resources relative to best practice economic frontier. If EC is
greater than 1, it means the DMU is becoming more efficient, possibly by improving
management or reducing waste. An EC of less than 1 indicates a decline in productivity,
or the DMU is falling behind the frontier.
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TC, calculated using the math model from Equation (2), assesses shift in the production
frontier due to technological improvements or regressions. A TC greater than 1
suggests that new technologies or processes have been implemented, pushing the
production frontier outward. Conversely, a TC of less than 1 indicates technological

regression or falling behind in innovation.

The MPI is calculated as the product of two productivity components: EC and TC,
Equation (3). When the MPI is greater than one, it suggests that the DMU has improved
in productivity over time, meaning it has effectively utilized resources, advanced
technological capabilities, or optimized processes to improve patient care services.
When the MPI is equal to 1.0, the DMU’s productivity remains unchanged, indicating
that there has been no significant change in efficiency or technological advancements
during the performance period. But, when the MPI is less than one, the DMU has
experienced a decline in productivity, meaning there may be resource misallocation,
technologic deterioration, or increased inefficiencies negatively impacting patient care

services.

3.3 Research Problem
Mixed results are found in the literature about the healthcare providers’ perceptions of

the benefits of EHR to patient care performance (Atasoy et al., 2019). Some literature
concludes that EHR technology is an important tool that improves healthcare quality of
services and lowers the cost of the healthcare sector (Yasnoff, 2016). The HIPAA
Journal (HIPAA, 2021) reports that since the 2004 healthcare digitization initiative, EHR
have been the leading healthcare technology enabling the sector to increase
information sharing between stakeholders; thus, reducing the number of patient medical
tests and the time it takes to perform diagnosis. Consequently, lowering costs and
improving patient care quality and the overall productivity performance of healthcare

providers.

Despite the significant benefits of EHR adoption in improving patient care, unintended
consequences have emerged, particularly human-error data breaches compromising

patient information privacy. Poor EHR system designs and improper usage have
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contributed to errors that have exposed millions of patient records, raising serious
concerns about patient safety, information security, and healthcare service quality
(Appari et al., 2013). Additionally, these breaches have negatively impacted the
productivity performance of healthcare providers, leading to legal disputes, operational
disruptions, loss of patient trust, and substantial financial costs (Bowman, 2013).
Healthcare remains a primary target for attackers due to its reliance on outdated IT
security systems, which create significant vulnerabilities and continually compromise
patient information privacy (Ponemon Institute, 2024). Given the growing reliance on
EHR systems, it is critical to investigate how human-technology interface vulnerabilities
contribute to these breaches and explore strategies to mitigate their impact on

healthcare productivity and patient care.

Patient care service satisfaction has been positively linked with access to healthcare
records (Blaya et al., 2007). The adoption of EHR aims to improve patient satisfaction
by providing better access to patient clinical information, reducing the time healthcare
providers spend searching information, and allowing them to focus more time on patient
care and communication (Kazley et al., 2012). Under HIPAA regulations, patients have
the legal right to access their EHR, and healthcare providers continue to adopt EHR not
only to improve patient interaction but also to comply with HIPAA regulations (Kisekka,
et al., 2018).

Essay 2 examines patients’ information privacy concerns, as unintended consequences
of EHR technology adoption and their impact to patient care services. Data breaches
caused by human-technology interface error serve as measure of patient’s information
privacy concerns. The primary objective of this essay is to test a hypothesis that clarifies
the mixed findings in the literature regarding the benefits of EHR technology adoption
on patient care service performance. To achieve this objective, the essay uses empirical

evidence from DHHS datasets on EHR adoption and healthcare data breaches.
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The hypothesis states that, despite increasing patient privacy concerns due to
healthcare data breaches, the adoption of EHR technology has contributed to
productivity improvements in DMUs through technological advancements and
efficiency gains. To test this hypothesis, MPI is calculated to assess productivity
changes over time in the performance of DMUs in delivering patient care. The MPI
model incorporates input variables such as healthcare providers adopting EHR
technology, healthcare data breaches, managed patients, and healthcare expenditures
per capita, with EHR technology as the transformation process. The Output variables
include: total deaths, length of stay, and life expectancy. Figure 15 illustrates the input-
output relationship with EHR technology as the transformation process, while Table 21

provides a detailed description of these variables.

Inputs Transformation Qutputs

EHR Adoption Process

(healthcare orgs- units) (23 Lozt

Compromised Patient
Records (units)

Length of Stay (days)

EHR Technology
Managed Patients .
. . . Life E it
(received services- units) Iis STEEENET (720
Healthcare Expenditures

per Capita ($/capita)

Figure 15: Input / Output Variables and EHR Transformation Process for MPl Assessment

This essay seeks to answer the following question: how have information privacy
concerns arising from adoption of EHR technology impact patient care services
over time among healthcare providers in different states? Understanding this
relationship will enable healthcare management make more informed resource
allocation decisions, effectively balancing EHR technology implementation with
safeguard measures to address patient information privacy concerns in the midst of the

escalating number of data breaches in the healthcare sector.
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34 Research Method

3.4.1 Data
Semi-Structured Interviews

Table 16 includes the questions asked to the SMEs to inform the semi-structured

interviews and qualitative data requirements for Essay 2.

Essay 2: Unintended Consequences from Adoption of EHR Technology

Do Security Breaches Affect How Do Healthcare What are People’s Perceptions
Organizations’ Performance? Professionals Navigate Privacy | of Organizations After Privacy
' Concerns? Violation Incidents?

Table 16: Essay 2 SMEs Interview Questions

Quantitative Data Collection

Comprehensive gquantitative datasets support the modeling and hypothesis testing and
the findings presented in this chapter. The datasets described in Chapter 1 and 2 are
also used to support modeling and hypotheses testing of the foundational data for
Chapters 3 and 4 of this research. These datasets include all reported cybersecurity
incidents from DMUs submitted to the DHHS OCR, as mandated by the HIPAA Privacy
and Security Rules since 2009. They contain data breach incidents reported by
healthcare organizations across all 50 states and the District of Columbia (HIPPA,
2024).

The data used for this essay also include healthcare performance metrics: demographic
information, and economic data. These data come from government entities, including
DHHS, U.S. Census Bureau, the National Center for Health Statistics, the American
Hospital Association, and state health departments. With hundreds of recorded events
for multiple input and output variables, the datasets support benchmarking and
statistical modeling providing the confidence level for testing the hypothesis in this
essay. Table 17 illustrates the list of all datasets and their sources used in Essay 2.
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Data by State Category Range Source
: . Healthcare Economics and DHHS- Centers for Medicare & Medicaid Services,
Healthcare Expenditure per Capita . 1991-2022 . . . .
Demographics Office of the Actuary, National Health Statistics Group
Length of Stay Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Managed Patients Healthcare Services 1999-2022 |American Hospital Association (AHA) Annual Survey
Life Expectancy Health Status 1959-2020 |National Center for Health Statistics
DHHS -Centers for Disease Control and Prevention's
Deaths Health Status 2000-2022 i e
National Center for Health Statistics
. . . - DHHS -Centers for Di Control and P tion'
Hospital Adoption of EHRs Business Process Modernization 2009-2020 i enters for bisease on. r.o and Frevention's
National Center for Health Statistics
Healthcare Nursing Facilities Adoption of . . DHHS -Centers for Disease Control and Prevention's
E ! Business Process Modernization 2009-2019 ) .
EHRs National Center for Health Statistics
Data Breach Incidents Information Security 2009-2024 |DHHS- Office of Civil Rights

Table 17: Quantitative Datasets with Sources and Data Range Used in Essay 2

To facilitate this assessment, a Microsoft Excel database was created to collect all input
and output variables used for the MPI calculation. The database spans events from
2009 to 2022 across all 50 states and the District of Columbia. Table 18 outlines a

sample of the database with all the input / output variable fields used for the MPI

calculation.
Healthcare - | Healthcare Nursing Number of Managed Patients
Hospitals Acute Facilities Non- Healthcare Data (hospital admissions and Healthcare Expenditures per Total Deaths  |Length of Stay [ Life Expectancy
DMU v| Year v| Care(Input) ~ | Acute Care (Inpu v | Breaches (Input] - outpatient visits) Input  ~ Capita BY225 (Input) i (Output) ~| (Output) - (Output) -
Alabama 2009 10.80 41.56 0 9,960,267 8,624 47,470 5.50 75.3
Alaska 2008 5.06 342 0 1,825,465 11,663 3,618 5.10 7.8
Arizona 2009 14.40 27.58 0 7,509,914 8,017 43,816 35.95 73.8
Arkansas 2009 11.18 43.56 0 5,442,241 8,489 28,673 4.51 79.1
California 2008 72.03 211.92 0 51,704,694 8,467 232,736 5.21 80.3
Colorado 2009 25.11 44.97 0 9,206,616 7,994 31,173 5.23 79.7
Connecticut 2008 11.20 28.40 0 8,690,382 11,897 28,385 5.09 80.5
Delaware 2009 1.61 7.92 0 1,860,514 11,438 7,534 5.37 78.2
District of Columbia 2009 3.20 2.69 1 2,454,883 14,597 4,834 6.28 73.0

Table 18: Dataset of Input / Output Variables Used for MPI Calculations (2009-2022)

Two outputs variables, total deaths and length of stay, are considered undesirable
variables to calculate the productivity indices, because increases in input variables
should not increase the value for these variables. Addressing undesirable outputs is
important when assessing productivity in systems where certain outputs are
unfavorable. To account for this in MPI measurement, the values for the total deaths
and length of stay were transformed using the large number approach (Dyson et al.,
2001). This approach is a regularly used technique in benchmarking analysis for

managing undesirable outcomes. The method ensures non-negativity by scaling
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negative output variables for inclusion in the MPI model. Table 19 presents a sample of

the database with the undesirable variables transformed into positive outcomes.

Healthcare Nursing Number of Managed Patients Transformed - Transformed-
Healthcare - Hospitals|  Facilities Non- Healthcare Data (hospital admissions and Healthcare Expenditures | Reduced Deaths | Reduced Lengthof |  Life Expectancy
DMU ~| Year v | AcuteCare(Input - | Acute Care (Inpu = | Breaches (Input) ~ outpatient visits) Input _ ~ | per Capita BY225 (Inpu ~ (Output) ~|  Stay (Output) ~ (Output) -
Algbama 2009 10.80 41.56 0 9,960,267 8,623.990 369,091.250 1235 753
Alaska 2009 5.06 3.42 0 1,825,465 11,663.257 412,543.250 7.660 71.8
Arizona 2009 14.40 27.58 0 7,509,514 8,016.955 370,745.250 6.804 75.8
Arkansas 2009 1118 43.56 0 5,442,241 8,488.942 387,888.250 8.253 7.1
California 2009 72.03 21192 0 51,704,694 8,467.116 183,825.250 7.552 80.3
Colorado 2008 25.11 44.97 0 9,206,616 7,993.765 385,388.250 7.526 79.7
Connecticut 2008 11.20 28.40 0 8,690,382 11,896.523 387,976.250 7.668 80.5
Delaware 2009 161 1.92 0 1,860,514 11,438.177 408,027.250 7.393 78.2
District of Columbia 2009 3.20 2.69 1 2,454,883 14,557.487 411,727.250 6.481 73.0

Table 19: Dataset of Input / Output Variables by DMU with Negative Outcomes Variables

Transformed Using Dyson's Large Number Approach (2009-2022)

Following this transformation, all input/output variables were normalized using “Max-

Min” linear normalization approach to avoid bias due to difference in scale or

measurement units in the MPI algorithm calculations. Table 20 presents a sample of the

database with input / output normalized variables.

Xn=X-Xmin/{Xmax-Xmin) Xn =X-Xmin/(Xmax-Xmin}
Xn =X-Xmin/(. -Xmin) thcare Nursing Xn = X-Xmin/| Xmin) | Number of Managed Patients | Xn=X-Xmin/(; -Xmin) | Xn = X-Xmin/( -Xmin) | Xn = X-Xmin/( -Xmin)
Healtheare - Hospitals Acute | Facilities Non-Acute Care | Healthcare Data Breaches (hospital admissions and Ithcare B i per -Total Deaths Length of Stay | Xn =X-Xmin/(Xmax-Xmin)
DMU | Year + Care (Input) (Input) (Input) outpatient visits) Input - Capita BY22% (Input) - (Output) (Output) ~| Life Expectancy (Output) ~

Alabama 2009 0.0219169 0.0412523 0.0000015 0.1364824 0.1229585 0.8669668 0.8004525 0.4576271
Alaska 200% 0.0102685 0.0033922 0.0000015 0.0105451 0.3358356 1.0000000 0.8573056 0.6694915
Arizona 2009 0.0292225 0.0273715 0.0000015 0.0985478 0.0804404 0.8719845 0.7371631 0.5000000
Arkansas 2009 0.0226880 0.0432330 0.0000015 0.0665375 0.1134954 0.9239910 0.5405205 0.7736610
California 2003 0.1461735 0.2103319 0.0000015 0.7827408 0.1115706 0.3049279 0.8422385 0.8813559
Colorado 2003 0.0509568 0.0446367 0.0000015 0.1248149 0.0788161 0.9164068 0.8385723 0.8305085
Connecticut 2009 0.0227236 0.0231903 0.0000015 0.1168230 0.3521740 0.9242580 0.8585324 0.8983051
Delaware 2003 0.0032672 0.0078605 0.0000015 0.0110877 0.3200704 0.9881201 0.8199458 0.7033898
District of Columbia 2009 0.0064939 0.0026670 0.0151515 0.0202893 0.5413556 0.9963110 0.6918936 0.2627119

Table 20: Dataset of Input / Output Variables by States Normalized Using Max/Min Approach
(2009-2022)

3.4.2 Approach
Findings from the literature and semi-structured interviews guided the selection of input

and output variables for the benchmarking analysis used in this chapter. Table 21

provides a detailed overview of the input and output variables, including their

descriptions and justification for selection.
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Input Variable

Description

Justification

EHR Adoption
(Units)

Two Input Variables are Used to Measure EHR
Adoption: Hospitals Acute Care and Healthcare
Nursing Facilities Non-Acute Care. They are
Considered the Two Biggest Healthcare
Providers. Government Healthcare Providers
were not Included in These Variables.

Represents an Efficient Way of
Keeping Patient Records for Fastest
Diagnosis and Reduction in Service
Duplication

Data Breach
Incidents (Units)

Number of Data Breaches Where 500 or More
Records were Compromised as a Result of a
Human-Technology Interface Error.

Capture the Risk Incurred from
Digital Technology Used to Improve
Healthcare Processes

Managed Patients
(Units)

Number of Patients Who Received Services or
were Under Care, Treatment, of Supervision in
a Healthcare Facility in a Year.

Reflect Infrastructure and Processes
for Delivering Healthcare Services

Healthcare
Expenditures
($/Capita)

Average Annual $s Spent on Healthcare
Services by Each Resident of a State.

Represent Payments for Services
that are Necessary for Healthcare
Delivery

Output Variable

Description

Justification

Total Deaths*
(Units)

A Variable that Accounts for the Total Number
of Deaths Reported by Each State in a Given
Year.

Reflect the Efficiency of Healthcare
Services Leading to Save Lives

Length of Stay*
(Days)

A Variable that Measures the Length of Time
Between a Patient’s Admittance to and
Discharge from a Healthcare Provider.

Captures the Quality and
Effectiveness of Services to Reduce
the Amount of Time a Patient Spent
in a Healthcare Facility

Life Expectancy
(Years)

A Variable that Measures the Average Number
of Years a Person from a State is Expected to
Live.

Represents the Primary Outcome of
Healthcare Service Efforts.

*Undesirable Outcomes

Table 21: Input / Output Variables Used for Calculating the MPI

The datasets were organized by year and states, and plotted to conduct a comparison
of adoption trends and data breach incidents over time. States were grouped by high-
capacity, mid-capacity, and low-capacity state clusters. The MPI benchmarking analysis
examined productivity changes from 2009 to 2022, utilizing over 4,000 observations
across four input and three output variables. MPI was applied to evaluate the relative
productivity of different DMUs over time, using the technology of a base period (Wang
et al.,, 2011). The base period selected was 2009, the year that the HITECH policy was
enacted to drive the adoption and meaningful use of health information technology.
Table 22 provides descriptive statistics of all the input and output variables used for the

MPI calculations.
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Input / Qutput | EHR Adoption | EHR Adoption | Human Error Data | Managed Healthcare Total Length of Life
Variables Hospitals (1) Clinics (1) Breaches (1} Patients (I} |Expenditures (I)| Deaths (O} Stay (O) |Expectancy (O]

Meta (All States)
Average 73 188 6 14,775,982 11,000 55,014 6 78
Std Deviation 71 150 9 14,239,908 2,229 55,893 1 2
Max 493 1,008 66 65,738,336 21,146 333,249 10 82
Min 1 0 0 1,144,319 6,869 3,618 4 71
Observations 714 714 714 714 714 714 714 714
Rich States
Average 236 578 22 53,931,710 11,037 208,237 6 80
Std Deviation 143 288 19 7,068,879 2,702 52,836 1 1
Max 433 1,008 66 65,738,336 18,820 333,249 7 81
Min 34 85 0 38,685,291 8,143 146,432 4 75
Observations 42 42 42 42 42 42 42 42
Mid-Income States
Average 106 314 10 27,045,477 10,905 99,822 5 79
Std Deviation 55 186 9 10,217,719 1,947 42,016 1 1
Max 215 786 41 48,626,347 18,116 261,369 9 81
Min 18 45 0 12,103,845 7,411 48,146 4 74
Observations 154 154 154 154 154 154 154 154
Poor States
Average 50 118 3 7,952,317 11,025 29,269 6 78
Std Deviation 39 105 4 5,358,609 2,268 19,880 1 2
Max 153 477 26 27,383,386 21,146 91,130 10 82
Min 1 0 0 1,144,319 6,869 3,618 4 71
Observations 518 518 518 518 518 518 518 518

Table 22: Descriptive Statistics of Input / Output Variables for State Clusters (009-2022)

A hybrid approach was employed to test the dissertation hypothesis of this essay. To

assess the statistical significance in mean values across the DMUs cluster groups, MPI

results were analyzed using a one-way analysis of variance (ANOVA). Additionally,

regression analysis was performed to explore the relationship between the MPI results

from each state cluster and two factors from the STS management framework

presented in Figure 12 from Chapter 2. These factors include “Human in the Loop,”

represented by compromised patient records due to human error data breaches, and

“‘Government Regulation,” represented by HIPAA monetary penalties. These contextual

variables were used to conduct the ANOVA Test used for testing the hypothesis in this

essay:

H2: Despite increasing patient privacy concerns due to healthcare data

breaches, the adoption of EHR technology has contributed to productivity

improvements in

efficiency gains.

DMUs

through
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3.5 Results and Discussion
Qualitative - Semi-Structured Interview Results

Semi-structured interviews provided valuable insights from cybersecurity and healthcare
professionals on nuances in patient care practices that were not evident in the literature.
Insights from these real world experts in cybersecurity and healthcare informed the
variables selection for the MPI assessment conducted in this Essay 2, which evaluates
the productivity performance of the DMUs. The interviews also highlighted new areas
for future research to enhance understanding of healthcare information privacy
concerns. More importantly, the insights gained were used to validate findings from the
literature, ensuring that the selection of input and output variables, as well as the
the

application of statistical and benchmarking methods effectively supported

dissertation hypotheses.

Table 23 summarizes findings from the semi-structured interviews, including takeaways,

gualitative results, and how the findings inform this dissertation. Additional details are

also included in Appendices F thru J at the end of the dissertation.

Determine impact
of unintended
consequences
from EHR adoption
to performance of
state health
organizations

affect
performance of
healthcare
organizations

performance

* Cause degradation in
patient care services

* Increase cost of operations
for organizations

* Contribute to loss of
competitive advantage

* Cause erosion of trust with
business partners and
patients

Mitigation strategies to

prevent data breaches

* Promote system protective
measures

* Limit system access (need
to know)

* Improve data transmission

Perceptions after privacy

violation

* Mixed results about trust in
organization processes

* Create concerns about data
sharing

organizations’ system
capability to protect
data, and impacts to cost
and patient care services

* Insight into variable

selection for clustering
and performance index

* Highlight impact of

digitization to
performance
improvement

Literature Interviews Interview Qualitative How Findings Inform
Gap Takeaway Findings Results the Research
Essay 2: Security breaches | Security breaches affect * Identify differencesin Clustering Variables

* Gross domestic product
(GDP)
* State population

MPI Variables

* EHR Adoption

* Data Breach Incidents

* Managed Patients

* Healthcare
Expenditures/Capita

* Total Deaths

* Length of Stay

* Life Expectancy

Table 23: Essay 2 Results from Semi-Structured Interviews and How the Findings Inform the
Research Study
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Quantitative Data Results
Figure 16 presents data breaches and EHR technology adoption from healthcare

providers from within all 50 states and the District of Columbia. Most healthcare
providers, hospitals and healthcare nursing facilities have adopted EHR technology
making the transition from paper to digital records despite increases in data breaches

and data privacy concerns. However, since 2015 the adoption has remained relatively

flat.

The datasets show differences in the adoption levels of the different DMUs. The DHHS
OCR continues to report an increase in healthcare breaches despite efforts by
government policy makers to mandate a focus in the protection of patient healthcare
data. The loss of patient health information presents identity theft and fraud risks to
patients and health plan holders. More importantly, it places risk to patient health if the

records are compromised and become a target to induced treatment error.

Human Error Data Breaches - State Clusters
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Figure 16: Rising Trend of Data Breaches and EHR Technology Adoption Over the Years
(DHHS ONC Health IT, 2022)
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MPI Assessment

The Malmquist Performance Index (MPI) was used for analyzing and comparing the
productivity changes and efficiency improvements of the DMUs. The MPI results from
Table 24 indicate an overall improvement in productivity performance among the DMUs
across all states from 2009 to 2022 (Mean = 1.095). However, a contrasting trend is
observed when examining the state clusters. While high-capacity states (Mean = 0.798)
and mid-capacity states (Mean= 0.873) experienced a decline in productivity over time,
low-capacity states (Mean = 1.167) showed significant improvement, effectively

offsetting the declines observed in the other clusters. Additional details are included in

Appendix B.
Variable | State Cluster | Observations Mean STD Deviation Max Min
EC Meta 714 1.032 0.076 1.451 0.981
High-Capacity 42 1.000 0.000 1.000 1.000
Mid-Capacity 154 1.009 0.011 1.033 1.000
Low-Capacity 218 1.015 0.051 1.221 0.981
TC Meta 714 1.082 1.180 9.325 0.829
High-Capacity 42 0.798 0.017 0.808 0.779
Mid-Capacity 154 0.869 0.036 0.925 0.793
Low-Capacity 518 1.158 1.382 9.325 0.848
MPI Meta 714 1.095 1.179 9.325 0.820
High-Capacity 42 0.798 0.017 0.808 0.779
Mid-Capacity 154 0.873 0.036 0.923 0.797
Low-Capacity al8 1.167 1.381 9.325 0.839

Table 24: Summary of MPI Results by State Clusters (2009-2022)

The TC index signals inefficiencies in applying or maintaining adopted technology, with
high-capacity states (TC = 0.798) and mid-capacity states (TC = 0.869) showing signs
of technological regression. To further investigate these findings, a sensitivity MPI
analysis was conducted. The findings show that removing the “Data Breach Incidents”
input variable led to an increase in the TC index for high-capacity and mid-capacity
states, while the TC index for low-capacity states declined. This suggests that data
breaches play a critical role in shaping the productivity scores of the DMUs. The MPI
results indicate that low-capacity states perform better in safeguarding patient data
privacy compared to high-capacity and mid-capacity states. As a result, when data
breaches are factored into the analysis, low-capacity states achieve higher scores,
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whereas their scores decrease when data breaches are excluded from the MPI

calculation. Additional details on these MPI results are presented in Appendix C.

The findings from this MPI assessment suggest that larger patient populations in high-
capacity and mid-capacity states increase their exposure to cyber threats, making their
healthcare systems more vulnerable to data breaches. With more patients, these states
must manage higher volumes of EHR, expanding the attack landscape for potential
cyber threats. The greater number of data transactions, system access points, and
information-sharing activities inherently create more opportunities for human error.
Additionally, larger healthcare systems often rely on complex networks of hospitals,
clinics, and third-party vendors, increasing the risk of unauthorized access and security
breaches. The higher demand for healthcare services in these states may also lead to
resource constraints in cybersecurity investments, further exacerbating vulnerabilities.
As a result, high-capacity and mid-capacity states face greater challenges in
maintaining data privacy and mitigating cyber risks compared to low-capacity states with
smaller patient populations.

Despite high-capacity and mid-capacity states investing in IT security systems, these
investments appear insufficient, as they continue to experience vulnerabilities that cyber
attackers exploit. The complexity of their healthcare networks, the volume of patient
data, and the frequent exchange of information among hospitals, and third-parties
create persistent security gaps. These factors make it difficult to fully safeguard patient

data, even with increased financial resources.

In contrast, low-capacity states seem to have found a better balance between adopting
EHR technology advancements and implementing effective data protection measures.
With smaller patient populations and less complex healthcare infrastructures, these
states may have more manageable IT environments, reducing vulnerability points in
their security systems. Their ability to integrate privacy safeguards more effectively has
likely contributed to fewer data breaches, ensuring stronger patient data protection and
enhancing trust in healthcare services. Over time, this balance has led to secure and

efficient information systems and enhanced performance.
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As suggested in Section 2.4.1 of Essay 1, dividing the low-capacity states into two sub-
groups may help address the high standard deviation observed within this category (as
shown in Table 24), which reflects considerable variability in key performance and
structural characteristics. This heterogeneity within the group could be distorting the
MPI results. By dividing the low-capacity group into more homogeneous sub-groups,
can improve the reliability of the MPI efficiency scores, and yield more accurate findings
related to the increase in the overall productivity performance of the healthcare sector,
and actionable insights for policy and resource allocation decisions.

The year by year MPI results in Table 25 reveal several interesting observations. The
increase in MPI from 2009 to 2012 reflects the federal government’s commitment to
investing in incentive programs that supported healthcare providers in adopting EHR
technology. In contrast, the decline in MPI from 2019 to 2021 coincides with the COVID-
19 pandemic, which placed unprecedented strain on the U.S. healthcare services and
severely impacted public health. However, the 2021-2022 period marks a strong
recovery, driven by the introduction of vaccines. This led to reduction in hospital
admissions, shorter patient stays, and lower mortality rates, ultimately alleviating the

pressures that had overwhelmed the healthcare sector during the pandemic.

MPI Years Meta [All States) | High-Capacity States | Mid-Capacity States | Low-Capacity States
2009-2010 0.716 0.006 0.786 0.825
2010-2011 0.948 0.806 0.782 1.010
2011-2012 1.063 0.692 0.890 0.947
2012-2013 0.926 0.752 0.866 0.939
2013-2014 0.867 0.803 0.804 0.877
2014-2015 0.949 0.820 0.904 0.964
2015-2016 0.931 1.022 0.810 0.922
2016-2017 0.940 0.866 0.992 0.929
2017-2018 0.983 0.984 0.944 0.996
2018-2015 0.935 0.953 0.931 0.930
2019-2020 0.930 0.695 0.887 0.964
2020-2021 0.6685 0.820 0.712 0.649
2021-2022 3.384 1.152 1.045 4.221
Avg Change (2009-2022) 1.095 0.798 0.873 1.167

Table 25: MPI Results by Year for State Clusters (2009-2022)
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ANOVA test was used to determine the difference in the MPI results from the three
state clusters. Table 26 provides the statistics details about the ANOVA results. To test
the hypothesis, the independent variable (categorical value) was represented by the
three state clusters: high-capacity; mid-capacity; and low-capacity states; while the
dependent variable was the MPI results, used to assess the potential impact of these
clusters. Prior to running the ANOVA test, a Levene’s test for homogeneity of variances

was performed to confirm the equality of variances.

ANOVA TEST
State Clusters N Mean sD Std Error DF F Ratio P-Value  Levene Test
High-Capacity 39 0.87292 0.251193 0.68697
Mid-Capacity 143 0.94224 0.586095 0.35876
Low-Capacity 481 117331 5.01999 0.19561
p=004& 660 0.2209 0.8018 0.6348

Table 26: ANOVA Results - Hypothesis Testing

The ANOVA results do not support the hypothesis, yielding a p-value of 0.8018,
indicating no statistically significant difference in MPlI among the high-capacity, mid-
capacity, and low-capacity state groups. Consequently, the Null Hypothesis (Ho) could
not be rejected. There is no sufficient statistical evidence to conclude that the MPI
differs significantly among high-capacity, mid-capacity, and low-capacity state clusters.
This suggests that the classification into high, mid, and low capacity states does not
have a meaningful impact on their MPI performance, implying that other factors might
be driving productivity and efficiency changes in these DMUs. Finally, the low-capacity
DMUs exhibited the highest mean MPI (1.173 £ 5.019), followed by mid-capacity states
(0.9422 £ 0.586) and high-capacity states (0.873+ 0.251).

Tables 27 and 28 presents the regression results for the three state clusters using two

different dependent variables: Compromised Patient Records, and Monetary Penalties.
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Regression Test- Compromised Patient Records (IV)

State Clusters N Mean Sum of Square DF F Ratio T-Ratio P-Value

High-Capacity 39 0.8336 00563 38 08359 091 0.3665

Mid-Capacity 143 0.9298 0.0972 142 02768 -0.53 0.5998

Low-Capacity 481 1.166911 02776 480 0.011 01 09166
o = 0.05

Table 27: Regression Results - Hypothesis Testing for State Clusters with MPI as the Dependent
Variable and Compromised Patient Records as the Independent Variable

Regression Test- Monetary Penalties (IV)

State Clusters N Mean Sum of Square DF F Ratio T-Ratio P-Value

High-Capacity 39 0.8338 0.075 38 1.1234 1.06 0.2961

Mid-Capacity 143 09248 0.00031 142 0.0009 0.03 0.9762

Low-Capacity 481 1.166911 0.1866 480 0.0074 -0.09 0.9315
p > 0.05

Table 28: Regression Results - Hypothesis Testing for State Clusters with MPI as the Dependent
Variable and Monetary Penalties from HIPAA Violation as the Independent Variable

For these models, results from the regression analysis do not support the hypothesis for
the two tested relationships. First, the relationship between compromised patient
records and the DMUs productivity performance is represented by the calculated MPI
for each state cluster. Second, the relationship is between the monetary penalties paid
by each state cluster and their calculated MPI. As shown in Table 27, for the first
relationship, the p values ranged from 0.3665 for high-capacity states to 0.9166 for the
low-capacity states, indicating no statistically significant relationship between

compromised patient records and MPI across the three state clusters.

Similarly for the second relationship, Table 28 shows that for monetary penalties and
MPI productivity performance, the p values ranged from 0.2961 for high-capacity states
and 0.9315 for the low-capacity states. As a result, the Null Hypothesis (Ho) could not
be rejected for either relationship. These results suggest that data breaches and the
number of compromised patient records do not appear to significantly impact the
productivity performance of the state clusters. Simultaneously, monetary penalties paid
by state clusters for data breaches do not have a significant effect on their productivity
performance. In contrast, findings from the semi-structured interviews with SMEs
indicated a consensus that compromised patient records and monetary penalties
influence the productivity performance of state healthcare systems.
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3.6 Limitation
Semi-structured interviews with SMEs were introduced to compensate for the limited

amount of data in the literature related to the application of STS principles to solve
human error challenges in IT. The interviews helped bridge this gap by providing
valuable insights, knowledge depth, and increased confidence to the dissertation topic.

However, the interviews were time-consuming, labor intensive, and required a quite
amount of planning. The process of setting up the interviews, preparing and conducting
them, and analyzing the results was neither quick nor easy. Coordinating the interview
sessions was challenging as well. In most cases, SMEs would not necessarily volunteer
their time to provide their views for a session unless the interviewer had an existing
relationship, or a prior connection with the SME through other means. The post
interview process also involved analyzing a huge volume of notes from eight SMEs
sessions, requiring significant time to document, transcribe, and synthetize them into a

usable product to inform the dissertation.

3.7 Conclusion, Future Work, and Recommendation
Despite privacy concerns resulting from human error data breaches, the productivity

performance of the DMUs has increased since 2009. Results from the MPI model show
that, despite declines in productivity among high-capacity and mid-capacity states,
significant gains in low-capacity states have more than compensated for these losses,
resulting in an overall increase in healthcare sector productivity over time. It highlights
the significance of the role of digital platforms in healthcare positively influencing the
productivity performance in the sector despite unintended consequences, resulting from

the persistent and complexity occurrences of human error data breaches.

The findings also reveal that when the “Data Breach Incidents” input variable was
removed from the MPI analysis led to an increase in the MPI for the high-capacity and
mid-capacity states, while the MPI for the low-capacity states declined. This finding
suggests that data breach challenges impact influence productivity scores. However,
the analysis found no statistically significant relationship between compromised patient

records and MPI across the three state clusters.
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These findings suggest that larger population of patients in high-capacity and mid-
capacity states make their healthcare systems more vulnerable to cyberattacks.
Investments in their IT security systems seem insufficient, as they continue to face
vulnerabilities that cyber attackers continue to exploit. In contrast, low-capacity states
appear to have effectively balanced EHR technology advancements with measures to
address information privacy concerns, ultimately leading to improved patient care

services over time.

ANOVA test results also indicate that no statistically significant difference exists in MPI
among the high-capacity, mid-capacity, and low-capacity state clusters. Additionally,
regression analyses revealed a weak relationship between compromised patient
records and monetary penalties predictors, and the MPI across all state categories.
Thus, further research is recommended in order to understand other socio-economic
and demographic variables such as age distribution, education level, and population
density can influence the productivity performance of healthcare provider from these

state groups.

The increasing frequency of data breaches in healthcare systems raises critical
concerns about patient safety and care quality. When patient records are compromised,
there is a risk of erroneous information being introduced into EHR. Such erroneous
information can lead to incorrect diagnoses, inappropriate treatments, and ultimately,
increased mortality rates. Furthermore, the aftermath of data breaches often
necessitates the implementation of additional security measures and system fixes,
which can disrupt clinical workflows and divert resources away from patient care. Thus,
further research is recommended to study the impact of data breaches on healthcare
outcomes. Specifically, conduct an analysis of the relationship between compromised

patient records and mortality rates.

Future studies should also explore the impact of modeling Managed Patients as an
environmental variable in the Malmquist Productivity Index (MPI) when assessing the
productivity of state healthcare systems. Since patient volume is largely determined by
external factors such as population size and public health demands, conditions beyond
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the control of individual systems, treating it as an input variable may impact efficiency
scores and unfairly disadvantage high-demand states. Incorporating Managed Patients
as a non-discretionary, environmental factor can lead to more accurate benchmarking
by adjusting for contextual differences and better isolating true operational

inefficiencies.

Recommendation

The findings from the MPI analysis in this chapter indicate that removing the “Data
Breach Incidents” input variable changed the productivity of the state clusters,
suggesting that data breach challenges impact the productivity performance of DMUs.
Larger patient populations increase the exposure to cyber threats, making healthcare

systems more vulnerable to data breaches.

To mitigate the impact of unintended consequences, such as information privacy
concerns resulting from technology adoption, healthcare organizations should
implement proactive measures. The following recommendations can help reduce the
impact of data breach incidents and improve the productivity of DMUs:

e Annual Information Security Audits: Healthcare organizations should adopt

regular security audits, similar to financial audits for large corporations, to ensure
their systems effectively protect patient health information and prevent recurring
breaches.

e Mandatory Malpractice Insurance: Healthcare entities must carry an information

security malpractice insurance, specifically covering incidents where patient
privacy is compromised due to human-error negligence, or system security
failures. It should adopt regular security audits, similar to financial audits for large
corporations, to ensure their systems effectively protect patient health information

and prevent recurring breaches.

Insights from SMEs gathered through semi-structured interviews, combined with
findings from the literature review, shape these recommendations to improve the

productivity of state healthcare systems. This is achieved by implementing these
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proactive business process measures, strengthening user awareness practices, and
adopting measures to prevent or mitigate data breaches that could compromise patient

records and heighten information privacy concerns related to technology adoption.
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Appendix B

Comparison of Average Productivities (2009-2022) for All States vs. State

Clusters

Meta (All States) Malmquist Technological Pure Output Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
Alabama 0.965298 1.049425 0.928041 0.996019 1.052049
Alaska 9.325433 1.000000 09.325433 1.000000 1.000000
Arizona 0.921455 1.014692 0.918765 1.006752 1.005592
Arkansas 0.915731 0.996911 0.924468 0.994979 0.999861
California 0.819558 1.052894 0.834691 1.000795 1.053417
Colorado 0.896906 0.996249 0.920821 1.002114 0.996113
Connecticut 0.957594 1.053460 0.919598 0.999990 1.053742
Delaware 0.883788 1.000000 0.883788 1.000000 1.000000
District of Columbia 0.939360 1.000000 0.939360 1.000000 1.000000
Florida 0.883292 1.042394 0.878328 1.011086 1.033690
Georgia 0.885597 1.010829 0.851040 0.982663 1.023527
Hawaii 0.947398 1.000000 0.947398 1.000000 1.000000
Idaho 0.884249 1.000000 0.884249 1.000000 1.000000
Ilinois 0.859113 1.023473 0.898999 0.998010 1.025639
Indiana 0.859288 0.983230 0.902943 0.998862 0.982272
lowa 1.143833 1.212835 0.937657 0.998920 1.207711
Kansas 0.947440 0.999949 0.951882 0.999750 0.999772
Kentucky 0.943421 1.046452 0.910304 0.997957 1.048007
Louisiana 0.880588 0.997302 0.882362 0.997504 0.999726
Maine 0.994749 1.032758 0.979629 0.999313 1.031655
Maryland 0.878364 0.991620 0.899484 0.999973 0.994902
Massachusetts 0.874490 1.017914 0.884552 1001780 1.017445
Michigan 0.883690 1.008560 0.916060 1.000458 1.004093
Minnesota 0.901283 1.004705 0.921460 0.997205 1.009349
Mississippi 0.917772 0.986607 0.927923 0.998686 0.988141
Missouri 0.860744 1.022405 0.895002 1.001102 1.022251
Montana 0.869667 1.003714 0.848486 1.000144 1.003274
Nebraska 0.958508 1.013682 0.954886 0.999910 1.013625
Nevada 0.907730 1.000000 0.907739 1.000000 1.000000
New Hampshire 0.808625 1.007450 0.892866 0.998931 1.008110
New lersey 0.882434 0.989788 0.902085 1.003740 0.985184
New Mexico 0.804246 1.001128 0.890525 1.000007 1.001058
New York 0.837467 1.000180 0.869315 1.001817 0.991230
North Carolina 0.867213 1.012306 0.897361 1.004415 1.009131
North Dakota 0.977275 1.021420 0.962548 1.000240 1.021063
Ohio 0.833438 1.049155 0.859857 1024494 1.043454
Oklahoma 0.959320 1.036411 0.916961 0.996011 1.040127
Oregon 0.865047 0.980723 0.881215 0.997769 0.982790
Pennsylvania 1.235156 1.450745 0.912882 0.988372 1.439326
Rhode Island 0.919946 1.000000 0.919946 1.000000 1.000000
South Carolina 0.865364 1.004402 0.872875 0.996241 1.000432
South Dakota 0.904040 1.026397 0.899943 0.999360 1.025843
Tennessee 0.867380 0.981324 0.908459 0.999932 0.982089
Texas 0.844016 1.076626 0.829366 1.004461 1.073388
Utah 1.124483 1.000000 1.124483 1.000000 1.000000
Vermont 0.878681 1.000000 0.878681 1.000000 1.000000
Virginia 0.971355 1.085452 0.908699 1.007188 1.067985
Washington 0.996970 1.129866 0.911291 1.003178 1.130746
West Virginia 0.939377 1.008907 0.938909 0.995522 1.013109
Wisconsin 1.075035 1.208208 0.923037 1.001431 1.196558
Wyoming 1.306293 1.000000 1.306293 1.000000 1.000000
Grand Total 1.095088 1.032011 1.082019 1.000139 1.030931
High-Capacity States Malmgquist Technological Pure Qutput Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
California 0.808239 1.000000 0.808239 1.000000 1.000000
New York 0.778630 1.000000 0.778680 1000000 1.000000
Texas 0.806687 1.000000 0.806687 1.000000 1.000000
Grand Total 0.797869 1.000000 0.797869 1.000000 1.000000
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Mid-Capacity States Malmguist Technological Pure Output Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
Florida 0.906663 1.012069 0.897351 1.007589 1.002591
Georgia 0.834638 1.000110 0.833273 1.000000 1.000110
Ilinois 0.870960 1.012304 0.865798 1.000249 1.011024
Massachusetts 0.923065 1.004980 0.924734 1.000000 1.004380
Michigan 0.564283 0.993839 0.867511 0.999279 0.998601
New Jersey 0.875787 1.000000 0.875787 1.000000 1.000000
North Carolina 0.862054 1.007359 0.857356 1.007443 1.000242
Ohio 0.876243 1.026883 0.862014 1.018865 1.013226
Pennsylvania 0.882682 1.032804 0.868241 0.994444 1.030089
Virginia 0.757444 1.000729 0.792988 1.000452 1.000117
Washington 0.912748 1.000000 0.912748 1.000000 1.000000
Grand Total 0.873324 1.008831 0.868891 1002575 1.005545
Low-Capacity States Malmquist Technological Pure Qutput Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
Alabama 0.966990 1.049425 0.928906 0.996019 1.052049
Alaska 0.325433 1.000000 0.325433 1.000000 1.000000
Arizona 0.921455 1.014692 0.918765 1.006752 1.005592
Arkansas 0.915731 0.996911 0.924468 0.994979 0.999861
Colorado 0.896906 0.996249 0.920821 1.002487 0.996059
Connecticut 0.957594 1.053460 0.919598 1.000062 1.053742
Delaware 0.883788 1.000000 0.883788 1.000000 1.000000
District of Columbia 0.939360 1.000000 0.939360 1.000000 1.000000
Hawaii 0.947398 1.000000 0.947398 1.000000 1.000000
Idaho 0.884249 1.000000 0.884249 1.000000 1.000000
Indiana 0.859278 0.983217 0.902968 0.998812 0.982272
lowa 1.143833 1.212835 0.937657 0.998920 1.200711
Kansas 0.947440 0.999949 0.951882 0.999750 0.999772
Kentucky 0.944836 1.046452 0.910930 0.997957 1.048007
Louisiana 0.880506 0.997302 0.882147 0.997504 0.999726
Maine 0.994749 1.032758 0.979629 0.999313 1.031655
Maryland 0.878364 0.991620 0.899484 0.999989 0.994842
Minnesota 0.901283 1.004705 0.921460 0.997602 1.009026
Mississippi 0.917772 0.986607 0.927923 0.998686 0.988141
Missouri 0.860744 1.022405 0.895002 1.001102 1.022251
Montana 0.869667 1.003714 0.848486 1.000144 1.003274
Nebraska 0.958508 1.013682 0.954886 0.999910 1.013625
Nevada 0.907739 1.000000 0.907739 1.000000 1.000000
New Hampshire 0.898625 1.007450 0.892866 0.998931 1.008110
New Mexico 0.894246 1.001128 0.890525 1.000007 1.001058
North Dakota 0.977275 1.021420 0.962548 1.000240 1.021063
Oklahoma 0.959464 1.036411 0.917034 0.996011 1.040127
Oregon 0.864796 0.980723 0.880778 0.997842 0.982673
Rhode Island 0.919946 1.000000 0.919946 1.000000 1.000000
South Carolina 0.865364 1.004402 0.872875 0.996241 1.000432
South Dakota 0.904040 1.026397 0.899043 0.999360 1.025843
Tennessee 0.867380 0.981324 0.908459 0.999932 0.982089
Utah 1.124483 1.000000 1.124483 1.000000 1.000000
Vermont 0.878681 1.000000 0.878681 1.000000 1.000000
West Virginia 0.939377 1.008907 0.938909 0.995522 1.013109
Wisconsin 1.080220 1.220644 0.923125 1.001987 1.196795
Wyoming 1.306293 1.000000 1.306293 1.000000 1.000000
Grand Total 1.167130 1.018778 1.157553 0.999353 1.018349
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Appendix C

Sensitivity Analysis - Comparison of Average Productivities (2009-2022) for All
States vs. State Clusters

Meta (All States) Malmquist Technological Pure Qutput Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
Alabama 0.912082 1.012804 0.918106 0.995990 1.017654
Alaska 0.941063 1.000000 0.941063 1.000000 1.000000
Arizona 0.936078 1.008905 0.929750 1.006683 1.003772
Arkansas 0.921767 1.005963 0.926873 0.994851 1.010392
California 0.882334 1.112134 0.842627 1.000795 1.112245
Colorado 0.923349 1.012620 0.930122 1.002111 1.013311
Connecticut 0.919426 1.048061 0.890757 0.999990 1.048160
Delaware 0.924726 1.000000 0.924726 1.000000 1.000000
District of Columbia 1.005460 1.000000 1.005460 1.000000 1.000000
Florida 0.945471 1.074324 0.903222 1.011066 1.065616
Georgia 0.853481 0.999802 0.884512 0.982663 1.017220
Hawaii 0.930237 1.000000 0.930237 1.000000 1.000000
Idaho 0.908187 1.004194 0.906833 1.000000 1.004194
Illinois 0.900168 1.051697 0.902540 0.998010 1.053900
Indiana 0.922862 1.038575 0.912406 0.998856 1.040798
lowa 0.953129 1.040017 0.934661 0.998726 1.041263
Kansas 0.917945 1.032001 0.909062 0.999746 1.032325
Kentucky 0.881941 0.996595 0.893794 0.997947 0.999369
Louisiana 0.904191 1.005423 0.916804 0.997505 1.008316
Maine 0.905842 1.039808 0.884083 0.999280 1.040361
Maryland 0.900722 1.023506 0.889317 0.999936 1.021641
Massachusetts 0.942892 1.088677 0.890417 1.001781 1.087169
Michigan 0.897875 1.033673 0.903788 1.000375 1.031605
Minnesota 0.957128 1.050682 0.926901 0.997204 1.055752
Mississippi 0.917880 1.023962 0.910425 0.998686 1.025375
Missouri 0.911726 1.051274 0.896845 1.001092 1.049511
Montana 0.898654 1.004817 0.898290 1.000140 1.004369
Nebraska 0.914981 1.027143 0.905420 0.999909 1.027219
Nevada 0.917959 1.000000 0.917959 1.000000 1.000000
New Hampshire 0.884887 0.991510 0.896374 0.998932 0.992518
New Jersey 0.921484 1.041832 0.898138 1.003694 1.038108
New Mexico 0.892310 1.004822 0.889817 1.000015 1.004574
New York 0.904067 1.043052 0.891621 1.001818 1.037217
North Carolina 0.938082 1.064418 0.907556 1.004415 1.059372
North Dakota 0.913437 1.018530 0.902660 1.000240 1.018151
Ohio 0.917017 1.103858 0.872970 1.024494 1.084869
Oklahoma 0.898586 1.019017 0.896541 0.996012 1.023723
Oregon 0.858241 1.002758 0.870007 0.997767 1.004688
Pennsylvania 0.895082 1.037130 0.901660 0.988338 1.047077
Rhode Island 0.936357 1.000807 0.933522 1.000000 1.000807
South Carolina 0.893607 1.001773 0.907426 0.995267 1.006556
South Dakota 0.871183 0.970124 0.901118 0.999343 0.970679
Tennessee 0.908632 1.027322 0.910074 0.999932 1.027158
Texas 0.899890 1.135500 0.838155 1.004461 1.132428
Utah 1.124770 1.000000 1.124770 1.000000 1.000000
Vermont 0.922758 1.011898 0.914581 1.000000 1.011898
Virginia 0.933280 1.051039 0.897707 1.006896 1.044782
Washington 0.939401 1.054571 0.898378 1.003181 1.051807
West Virginia 0.858327 0.976785 0.880393 0.995523 0.980686
Wisconsin 0.955779 1.057747 0.916596 1.001357 1.055953
Wyoming 1.142794 1.000000 1.142754 1.000000 1.000000
Grand Total 0.922736 1.027473 0.914311 1.000099 1.027541
High-Capacity States Malmquist Technological Pure Output Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
California 0.894287 1.000000 0.894287 1.000000 1.000000
New York 0.894955 1.000000 0.894955 1.000000 1.000000
Texas 0.899347 1.000000 0.899347 1.000000 1.000000
Grand Total 0.896196 1.000000 0.896196 1.000000 1.000000
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Mid-Capacity States Malmgquist Technological Pure Output Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change
Florida 0.921612 1.031075 0.897050 1.007132 1.023953
Georgia 0.847019 1.000110 0.845363 1.000000 1.000110
linois 0.880153 1.015016 0.876500 0.999213 1.016181
Massachusetts 0.948219 1.015263 0.940972 1.000000 1.015263
Michigan 0.888042 0.991105% 0.902976 0.998863 0.990889
New lersey 0.922648 1.000000 0.922648 1.000000 1.000000
North Carolina 0.892089 1.011743 0.884141 1.007437 1.004645
Ohio 0.895525 1.021979 0.880178 1.018871 1.007492
Pennsylvania 0.890804 0.989340 0.912337 0.994241 0.995388
Virginia 0.913454 1.002369 0.912480 1.000531 1.001666
Washington 0.935364 1.000000 0.935364 1.000000 1.000000
Grand Total 0.903257 1.007091 0.901729 1.002390 1.005053
Low-Capacity States Malmguist Technological Pure Output Output Scale
DMU Productivity Index | Efficiency Change Change Efficiency Change | Efficiency Change

Alabama 0.912082 1.012804 0.018106 0.995990 1.017654
Alaska 0.941063 1.000000 0.941063 1.000000 1.000000
Arizona 0.936078 1.008905 0.939750 1.006683 1.003772
Arkansas 0.921767 1.005963 0.926873 0.994851 1.010392
Colorado 0.923349 1.012620 0.930122 1.002481 1.013146
Connecticut 0.919426 1.048061 0.890757 1.000062 1.048161
Delaware 0.924726 1.000000 0.924726 1.000000 1.000000
District of Columbia 1.005460 1.000000 1.005460 1.000000 1.000000
Hawaii 0.930237 1.000000 0.930237 1.000000 1.000000
Idaho 0.908187 1.004184 0.906833 1.000000 1.004194
Indiana 0.922862 1.038575 0.912406 0.998806 1.040864
lowa 0.953129 1.040017 0.934661 0.998726 1.041263
Kansas 0.917945 1.032001 0.909062 0.999746 1.032325
Kentucky 0.881041 0.996595 0.893794 0.997947 0.999369
Louisiana 0.904191 1.005423 0.916804 0.997505 1.008316
Maine 0.905842 1.039808 0.884083 0.999280 1.040361
Maryland 0.900722 1.023506 0.880317 0.999957 1.021621
Minnesota 0.957128 1.050682 0.926901 0.997601 1.055461
Mississippi 0.917880 1.023962 0.910425 0.998686 1.025375
Missouri 0.911726 1.051274 0.896845 1.001092 1.049511
Montana 0.898654 1.004817 0.898290 1.000140 1.004369
Mebraska 0.914981 1.027143 0.905420 0.999909 1.027219
Mevada 0.917959 1.000000 0.917959 1.000000 1.000000
MNew Hampshire 0.884887 0.991510 0.896374 0.998932 0.992518
New Mexico 0.892310 1.004822 0.889817 1.000013 1.004574
North Dakota 0.913437 1.018530 0.902660 1.000240 1.018151
Oklahoma 0.893586 1.019017 0.896541 0.996012 1.023723
Oregon 0.858241 1.002758 0.870007 0.997840 1.004558
Rhode Island 0.936357 1.000807 0.933522 1.000000 1.000807
South Carolina 0.893607 1.001773 0.907426 0.995267 1.006556
South Dakota 0.871183 0.970124 0.901118 0.999343 0.970679
Tennessee 0.908632 1.027322 0.910074 0.999932 1.027158
Utah 1.124770 1.000000 1.124770 1.000000 1.000000
Vermont 0.922758 1.011898 0.914581 1.000000 1.011898
West Virginia 0.858327 0.976785 0.880393 0.995523 0.980686
Wisconsin 0.955779 1.057747 0.916596 1.001762 1.055494
Wyoming 1.142794 1.000000 1.142794 1.000000 1.000000
Grand Total 0.926730 1.013769 0.924232 0.999306 1.014599

95




Chapter 4.0 - Essay 3: Enhanced Reason’s Resiliency Model to
Reduce Human Error Data Breaches - Application of Policy as a
Safeguard Layer to Patient Record Breaches

“There’s no silver bullet with cybersecurity; a layered defense is the only viable option.”
James Scott.

Abstract
HIPAA and its subsequent amendments made an impact in past years on the operation

of healthcare organizations providing safeguards to protect EHR systems. However, the
U.S healthcare industry continues to operate under this law that was enacted about
three decades ago. As technology continues to advance at a rapid pace along with
consumers playing a greater role in the management of their healthcare through digital
health, the privacy guidance provided by HIPAA to protect patient privacy should also
have shifted to reflect the new reality (Theodos, 2020).

Monetary penalties are no longer sufficient in decreasing the number of compromised
patient records within the healthcare sector (Theodos, 2020). Patient privacy continues
to be a crucial issue in healthcare information security. Although the literature
underscores the advantages of adopting EHR technology to enhance healthcare service
quality, it also highlights information security as one of the sector's most pressing
challenges. HIPAA monetary penalties have been used as a regulatory tool to enforce

compliance with privacy and security standards and reduce data breaches.

This chapter presents an enhanced Reason’s Resiliency Model by integrating a STS
management framework into its layered approach to mitigate human error challenges in
healthcare information security. The enhanced model serves as a platform for
evaluating policy compliance, represented by HIPAA monetary penalties, as a
safeguard layer aimed at reducing patient record breaches caused by human-

technology interface errors.

The findings indicate that monetary penalties for HIPAA violations have not been

effective in reducing the number of compromised patient records in healthcare.

KEYWORDS: HIPAA, Monetary Penalties, Reason’s Resiliency Model, Socio-Technical
Systems (STS)
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4.1 Introduction
Essay 3 aims to enhance Reason’s Resiliency Model by integrating an STS

management framework into its layered approach to addressing human error
challenges in healthcare information security. The enhanced model is utilized to
evaluate the effectiveness of the HIPAA policy as a security safeguard designed to
reduce the occurrence of successful data breaches and the compromise of patient

healthcare records.

HIPAA monetary penalties serve as a regulatory enforcement tool to mitigate data
breaches in healthcare by promoting compliance with privacy and security standards.

Government uses policies to address persistent issues or to achieve specific objectives.

Congress enacted HIPAA in 1996 with the original intention of reforming the health
insurance market and improving the productivity and effectiveness of the healthcare
system (HIPAA Journal, 2022). Other provisions added to the original HIPAA require the
DHHS to adopt national standards for electronic health care transactions, and enforce
federal privacy protections for individually identifiable health information (DHHS OCR
Privacy Rule, 2022). Compliance with HIPPA regulations is mandatory for healthcare

providers, health plans, business associates, and healthcare clearinghouses.

Congress introduced the Privacy Rule under HIPAA in 2003 to regulate the use and
disclosure of protected health information (PHI), and set standards for healthcare
organizations to protect the privacy of patient medical information. It also included
standards for privacy rights of individuals to understand and control how their health
information is used. To date, continuous enforcement of this provision has been a
driving force behind the organizations’ protocols for prevention, detection, and
remediation of reported incidents and unauthorized disclosures of PHI (DHHS OCR
Privacy Rule, 2022).

The Security Rule of 2005 and the Omnibus Rule of 2013 are other HIPAA provisions

that have contributed to the protection of patient records. The Security Rule requires
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entities to implement physical, technical, and administrative safeguards to protect the
privacy of PHI. The Omnibus Rule stipulates that all breaches where electronic PHI
compromising more than 500 records must be reported to the DHHS OCR (DHHS OCR
Security Rule, 2022). As established by the HITECH Act of 2009, penalties for violations
are also enforced by the DHHS OCR (Matthews, 2018).

Despite its challenges preventing data breaches in the sector, HIPAA remains the most
critical enacted law related to healthcare privacy protection, as it provides a direct and
unavoidable right to privacy for all patients (Theodos et al., 2020).

Reason’s Resiliency Model

STS Management Framework

Figure 17: Integration of Reason's Resiliency Model and STS Management Framework Result in an
Enhanced Reason's Resiliency Model to Improve Information Security Systems
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Figure 17 presents an enhanced version of Reason’s Resiliency Model, integrating an
STS management framework (Figure 12) to strengthen its layered approach to
addressing human error challenges in healthcare information security. This enhanced
model builds upon the original framework (Figure 2) by incorporating government
regulation, specifically HIPAA policy, as an additional safeguard against data breaches.
In this essay, the updated model, Figure 18, is used to assess the effectiveness of
HIPAA in preventing patient healthcare records from being compromised and mitigating
the risk of security incidents.

STS ! Technological ! ! Organizational | ! Human ! ! Government !
1 1 ] 1 1 1 I I
: 1AM : : Business : : Human in [ : Policy / 1
Factors : Capabilities : : Processes : : the Loop : : Regulations :
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Figure 18: Enhanced Reason’s Resiliency Model- Application of HIPAA Policy as a Safeguard
Layer to Reduce Compromised Patient Records

In the application of this enhanced model (Perneger, 2005), each slice is a security
safeguard (e.g. government policy), that has holes or imperfections (e.g. human-
technology errors) allowing the hazard (data breach attempts) to progress, or blocking
them from becoming an accident, or if all holes do line up, allowing a hazard to become
an accident (compromised patient records). Assessing the impact of HIPAA policy as a
security safeguard against human-technology interface errors can help organizations
prioritize the development and enforcement of protections to safeguard data integrity,

which is essential for maintaining patient trust.

The essay provides to the DHHS OCR policy makers, an improved understanding of the
effectiveness of HIPAA in reducing compromised patient records. It also serves as a
foundation for recommending policy changes to strengthen safeguards where data

breaches occur most frequently.
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4.2 Research Problem
The literature suggests that HIPAA requires modernization to address emerging

challenges in healthcare information security. Experts argue that HIPPA and
subsequent amendments made an impact in past years on the operation of healthcare
organizations providing safeguards to protect EHR systems. However, the proliferation
of digital health data, trends in data use, increased in the use of telehealth applications,
and patient’s accesses to their health records all have created new challenges
(Theodos et al., 2020). As of December 2024, these challenges remained unaddressed
by the existing HIPAA framework.

As the legal framework that protects the privacy of patient health information, the
enforcement of HIPAA regulations could have a significant influence on how healthcare
organizations handle and protect EHR data. Under HIPAA, reported non-compliances
are submitted for investigation and final ruling determination with some of these

investigations resulting in monetary penalties to the healthcare organizations.

Monetary penalties do not longer seem effective as deterrent to prevent violations to
HIPAA laws (Theodos et al., 2020). The U.S healthcare industry continues to operate
under a law that was enacted about three decades ago. Per the literature (Theodos et
al., 2020), (Alder, 2021), as technology continues to advance at a rapid pace along with
consumers playing a greater role in the management of their healthcare through digital
health, the privacy guidance provided by federal law should also have shifted to reflect

the new reality.

Essay 3 tests a hypothesis to evaluate the effectiveness of monetary penalties as
deterrent against HIPAA violations and their impact on reducing compromised patient
records, seeking to refute or confirm the findings from the literature. The hypothesis
states, HIPAA monetary penalties are positively correlated with a reduction in the
number of compromised patient records. To test the effectiveness of HIPAA policy in

influencing the performance of the DMUs (States), a regression model was developed
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using compromised patient records as the dependent variable, and monetary penalties

as the independent variable.

The essay uses the enhanced Reason’s Resiliency Model (Figure 18) to address the
research guestion, what is the effect of HIPAA policy compliance, as a security
safeguard against errors that result as a consequence of the human-technology

interface, on the performance of the states' information security systems?

4.3 Technical Background
Understanding Reason’s Theory of Accident Causation can help us design systems

which are more resilient to failures, errors, and even security threats. The vast majority
of catastrophes, such as plane crashes, are created by a series of factors that line up in
just the wrong way, allowing seemingly-small details to add up to a major incident.
Similarly in information security, a weak password could lead an attacker to move within
the organization network identifying sensitive healthcare organization, and copying and
transferring data out of a system that lacks sufficient monitoring tools or a security team
that overlook or misinterpret intruders’ access alerts (Schwartz, 2021).

In his 2000 “Human Error: Models and Management” paper, James Reason reports
that, in a complex system such as healthcare, human error is likely to occur and that
expecting perfection from imperfect human beings or punishing them for their mistakes
will not improve safety. The model indicates that the preferred strategy is either to
prevent an error from occurring or prevent the error from causing harm through the

application of multiple steps that function as a safety net (Reason, 2000).

Reason’s Resiliency model suggests that the easier solution to protect a system is to
add more layers of safeguard, or additional component of redundancy, to protect a
system. However, this approach could quickly become over complicated introducing
technical challenges such as system latency, and add operational cost. A more practical
approach is to analyze the system to determine if there may be a better way to address

security concerns.
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Reason's Resiliency Model is applied in risk management, particularly of human error in
safety-critical systems like healthcare. HIPAA compliance involves a broad range of
STS risks, including technical, administrative, physical, and human factors. Integrating
the STS Management Framework with Reason’s Resiliency Model aligns with the need
for a holistic risk management approach, establishing a robust system of safeguards to

enhance resilience against potential threats to EHR information security.

4.4 Research Method

4.4.1 Data

The comprehensive quantitative datasets, Table 29, with all reported cybersecurity
incidents and compromised patient records, described in Chapters 2 and 3 are also
used to support modeling and hypothesis testing for this chapter. An additional field has
been incorporated to account for HIPAA violation monetary penalties imposed on the
state healthcare systems (DMUs) for non-compliance with physical, technical, and/or
administrative safeguard regulations. These penalties include civil monetary
settlements, which range from $100 to $50,000 per violation, depending on the severity
of the breach and the extent of harm caused to patients' PHI.

Data by State Category Range Source
Data Breach Incidents Information Security 2009-2024 |DHHS- Office of Civil Rights
Patient Records Compromised Information Security 2009-2024 |DHHS- Office of Civil Rights

HIPAA Violations -Monetary Penalty
Settlement

Information Security and Policy 2009-2024 |DHHS- Office of Civil Rights

Table 29: Quantitative Datasets with Sources and Data Range Used in Essay 3

This essay employs a statistical analysis using regression with lagged explanatory
variables. To facilitate this assessment, a Microsoft Excel database was created to track
data breach incidents, compromised patient records, and HIPAA violation monetary
penalties imposed on DMUs for non-compliance. The database spans events from 2009
to 2024 across all 50 states and the District of Columbia, categorizing each entry by the
type of data breach, the number of records compromised, and, where applicable, the
HIPAA monetary penalties issued for non-compliance.
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To evaluate the impact of prior-year government HIPAA policy enforcement, the
database includes multiple fields with one-year and two-year lagged variables. Given
the extensive dataset covering the 2009-2024 period, an Excel pivot table was
developed to systematically categorize and quantify incidents based on multiple
parameters, enabling effective analysis. Table 30 outlines the database fields used for
the regression analysis, supporting the development of multiple models to test the

essay’s hypothesis.

Compromised Patient Records (t) : Monetary Penalty (t-1) | Monetary Penalty (t-2) : Compromised Patient Records (t-1) | Compromised Patient Records (t-2) | Data Breaches (t)
DMU Year (t) (Dep Variable) (Indep Var) (Indep Var) (Indep Variable) (Indep Variable) (Indep Var)

Alabama 2011 14,292 0 o 768

o

Alaska 2011 566 0

Arizona 2011 18,838 0

Arkansas 2011 4,588 0

California 2011 30,687 30,487

oioloioio

Colorado 2011 5,889 0

cioloicioiniaia

Connecticut 2011 1,631 250,000 9,674

Delaware 2011 0 0

o oo oo oo o
OOk i il e

oio

District of Columbia | 2011 0 0 3

o
=

0

Table 30: Quantitative Dataset of Breach Incidents and Monetary Penalties (2009-2024)
4.4.2 Approach
Previous studies found in the literature indicate that HIPAA violations typically take
between nine to 12 months to reach settlement (Johnson, 2022). Thus, the research
approach for this essay uses statistical regression analysis with one-year lagged
response explanatory variables. One-year was applied as the lag order to the

independent variables.

The primary regression model that was formulated, Equation (4), uses a multivariable
approach incorporating two one-year lagged response explanatory variables. The
dependent variable used in the model is compromised patient records (t), while the
independent variables included one-year lagged monetary penalties (t-1) and
compromised patient records (t-1). The lag structure enabled an evaluation of how
HIPAA monetary penalties and compromised patient records in a given year (t-1) impact

patient record breaches the following year (t).
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PR = f (MPi1, PR, ....) + &it Equation (4)
i= State Healthcare System; t: Time in Years;
Dependent Variable:
PRit = Compromised patient records by state i in year t,
Independent Variables:
MPit1 = Monetary penalties paid by state i in year t-1,

PRi*1 = Compromised patient records by state i in year t-1,

Additionally, sensitivity analyses were conducted using two-year lagged (t-2) variables

to further examine these relationships.

The hypothesis that is tested in this essay states that:
H3: HIPAA monetary penalties are positively correlated with a reduction in
the number of compromised patient records.

4 5 Results and Discussion
Qualitative - Semi-Structured Interviews

Semi-structured interviews provided valuable insights from cybersecurity and healthcare
professionals on nuances in patient care practices that were not evident in the literature.
The interviews provided additional insights into the organizational impact of data
breaches and the effectiveness of policy compliance in mitigating these incidents.
Insights from these real world experts informed the variables selection for the
regression models for Essay 3, which evaluate the effectiveness of HIPAA policy
reducing the number of compromised patient records. Some organizations find that
paying HIPAA monetary penalties is more cost-effective than investing in IT system
corrections. The SMEs insight also revealed that government entities are prohibited
from paying ransoms to cyber attackers, further complicating responses to cybersecurity

threats in the healthcare sector.

Table 31 summarizes findings from the semi-structured interviews applicable to Essay
3, including takeaways, qualitative results, and how the findings inform this dissertation.

Additional details are also included in Appendices F thru J at the end of the dissertation.
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of HIPAA Policy on
Healthcare
Performance

systems for HIPAA
non-compliances
are not severe

* Leads to management
involvement
* Improves cooperation from

* Human error data

breaches continue to
flood the sector

Literature Interviews Interview Qualitative How Findings Inform
Gap Takeaway Findings Results the Research
Essay 3: Monetary Policy influences management * Mixed results about Regression Variables
Confirm or Refute penalties to state behavior to improve IT security effectiveness of * Patient records
the Effectiveness healthcare * Improves users awareness maonetary policies compromised

* Monetary penalties paid
* Human error data breach
incidents

business partners
* Introduces need for data
protection training

enough

Policy sometimes

work on protecting

data

Mixed results about effectiveness

of monetary penalties

* Comply to maintain patients’
trust

* Policy sometimes work on
protecting data

* Data breaches continue to flood
the sector

Best practices to strengthen

compliance

* Improve policy provisions

* Introduce user training

* Create needs of policy
enforcement

* Increase severity in compliance
penalties

Table 31: Essay 2 Results from Semi-Structured Interviews and How the findings Inform th
Research Study

Quantitative Data Results

Figures 19 and 20 illustrate that since 2009 a total of 321 violations have resulted in
$380 million in penalty settlements across all DMUs. Notably, fiscal year 2023
accounted for 41% of all recorded violations and 29% of the total monetary penalties
settled since 2009. The highest average number of violations and monetary settlements
has been reported in the high-capacity states, highly populated states such as
California, New York, and Texas, where a greater volume of patient records is at risk.
Violations and penalties varies across the three state clusters with the highest penalties

reported in high-capacity states.

However, an exception to this trend is the $48.2 million settlement paid by Anthem Inc.

in 2020, a company based in Indianapolis, Indiana which fall within the low-capacity

states cluster. This settlement resulted from a multi-state investigation by state

attorneys general over its 2014 data breach, which compromised 78.8 million patient

records. Excluding this outlier, the trend in violations for the high-capacity and mid-
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capacity states is consistent with the monetary penalty settlements number within these
clusters.

HIPAA Violations Settled by State Clusters

150
w— || STETES
= High-Capacity Violations
120 e i - CEpATITY
pacity {all states)
| oW -Capacity
“
c
=]
et
[]
[=]
Violations (Units) 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
Avg Violations (All) 0.0 0.1 0.1 0.1 0.1 0.2 0.1 0.3 0.3 0.4 0.3 0.4 0.4 0.5 2.6 0.5
Avg Violation (High-Capacity) 0.0 0.0 0.3 0.0 0.7 0.7 0.7 1.0 2.0 1.7 1.7 5.7 5.0 6.7 8.7 5.0
Avg Violation (Mid-Capacity) 0.0 0.2 0.1 0.2 0.3 0.4 0.3 0.5 0.5 11 0.5 0.1 0.3 0.3 2.5 0.3
Avg Violation (Low-Capacity) 0.0 0.0 0.1 01 0.0 0.1 01 0.1 01 01 0.1 01 0.0 01 2.1 0.2

Figure 19: HIPAA Violations Settlements by State Clusters (2009-2024) (HIPAA, 2024)

Monetary Penalties Settled by State Clusters
150,000

— | StETES
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90,000
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30,000

Penalties ($ in Ks) 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
Avg Penalty (All) a4 25 124 159 76 161 55 461 408 633 473 1,309 551 67 2,159 747
Avg Penalty (High-Capacity) 0 0 289 0 497 2,175 a7 2,042 3,539 3,091 2,848 4,429 8,994 525 19,544 9,462
Avg Penalty (Mid-Capacity) 0 %4 91 205 181 a6 165 907 864 590 1,324 6 101 68 1,227 614
Avg Penalty (Low-Capacity) 51 7 120 158 11 2 23 200 18 246 27 1,443 [ 29 1,027 79

Figure 20: HIPAA Penalty Payment Settlements by State Clusters (2009-2024) (HIPAA, 2024)
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Results from the regression analysis indicate a statistically significant relationship in
high-capacity states, where one-year lagged monetary penalties are strongly correlated
with compromised patient records (p < 0.05). However, no significant relationship was
found for mid-capacity and low-capacity states (p > 0.05). In these cases, the regression
analysis did not support the hypothesis, and the null hypothesis (H) for both cases

cannot be rejected. Additional details are provided in Table 32.

The findings indicate that the effectiveness of HIPAA monetary penalties in reducing
compromised patient records varies by state capacity level. In high-capacity states,
monetary penalties appear to have a stronger impact than in mid-capacity and low-
capacity states reducing data breaches in these states. This aligns with insights from
SMEs in the semi-structured interviews, where it was noted that high-capacity and mid-
capacity states often prefer to pay the penalties rather than invest significantly in
improving their IT infrastructure. While they adhere to monetary penalties, these fines
alone do not serve as a sufficient deterrence for these healthcare systems. The
statistical results from the multiple regression models testing this hypothesis across the
high-capacity, mid-capacity, and low-capacity state clusters are presented in Appendix
D.

Regression Test Results

High-Capacity States (IV) N R-Square  Estimate  StdError  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 44 0.1421 0.0663 4 02E+13 4 5846 2.14 0.0381

Patient Records (t-1) 44 056223 0.1844 7.03E+13 8.0235 2.83 0.0071
0.4080 42

Regression Test Results

Mid-Capacity States (IV) N R-Square  Estimate  StdError  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 164 -0.1236 0.1579 351E+12 06126 078 0.4350

Patient Records (t-1) 164 0.1608 0.0779 2 44E+13 4 2639 2.06 0.04052
0.0275 162

Regression Test Results

Low-Capacity States (IV) N R-Square  Estmate  StdEmor  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 552 0.0712 0.1108 1.35E+13 0.4128 0.64 0.5208

Patient Records (t-1) 552 0.0555 0.0646 242E+13 0.739 0.86 0.3902
0.0021 550

Table 32: Hypothesis 3 Testing Results for State Clusters with One-Year Lagged Independent
Variables Using Compromised Patient Record at Time t as the Dependent Variable
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In 2024 DHHS OCR implemented some adjustments to the HIPAA monetary penalties,
primarily to account for annual inflation adjustments. However, no significant policy
changes were introduced. These updates result in only a marginal increase in the
financial penalties for non-compliant organizations, with very limited deterrence added

against future violations.

4.6 Limitation
A limitation of using the HIPAA monetary penalty list to test the hypothesis for this essay

is that the DHHS OCR dataset only includes settled violation fines. Not all HIPAA
violations involving data breaches and compromised patient records result in monetary
penalties. Many are resolved through technical assistance or corrective action plans
instead. For example, in 2022, despite receiving over 300,000 complaints and reports of
data breaches, the DHHS OCR issued fines or agreed settlements in only 110 cases
(HIPAA, 2024). The majority of other cases, even where HIPAA violations were

identified, were addressed through non-monetary resolutions.

Since not all breaches result in penalties, this limitation may introduce bias into the
dataset, potentially affecting the statistical significance of the hypothesis testing.
Additionally, in isolated cases it is noted that few violations are settled years after the
initial non-compliance was reported. For instance, Anthem Inc., a health insurance
provider based in Indianapolis, IN, settled a multi-state investigation by state attorneys
general in 2020 for a data breach involving 78.8 million records that occurred in 2014.

4.7 Conclusion, Future Work, and Recommendation

The data trend and findings in this chapter demonstrate that monetary penalties from
HIPAA violations have not been effective in slowing down the number of compromised
patient records in the healthcare sector. Insights from interviews with SMEs suggest
that HIPAA penalties are not severe enough to drive changes in the security of patient
records. Organizations are failing to make necessary improvements despite facing
financial consequences. In some cases, the penalties are so insignificant, relative to the
cost of system improvements, that organizations find it more practical to simply pay the

fines rather than invest in long-term cybersecurity enhancements.
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An enhanced Reason’s Resiliency Model (Figure 18) was utilized to assess the
“‘Government Regulation” STS factor as a safeguard layer against patient record
breaches resulting from human-technology interface errors. Multiple regression models
were applied to analyze the relationship between HIPAA violation monetary penalties
and the number of compromised patient records. The regression results indicate a
strong statistical relationship between monetary penalties and compromised patient
records in high-capacity states, where as a weak relationship for mid-capacity and low-
capacity states.

The findings suggest that the effectiveness of HIPAA monetary penalties in reducing
compromised patient records varies by state capacity level. In high-capacity states, the
strong statistical relationship indicates that penalties may act as a stronger deterrent or
drive more significant compliance efforts in these larger states. However, in mid-
capacity and low-capacity states, the weak relationship suggests that increasing

penalties alone may not be sufficient to reduce data breaches in these states.

These findings indicate that a HIPAA policy change to increase the monetary penalties
to prevent data breaches would not necessarily result in a nationwide reduction to the
number of compromised patient records. Further research is needed to assess whether
security measures implemented by organizations improve in the years following a
penalty, could provide more insights into the long term effectiveness of HIPAA monetary
penalties. Additionally, a proposal should be submitted to DHHS OCR with proposed
measures to strengthen enforcement and mitigation efforts, that would enhance
accountability, improve compliance, and better protect patient data from future

breaches.

A notable disconnect exists between the statistical findings in Essay 3 and the
perspectives of subject matter experts (SMESs) regarding the impact of HIPAA monetary
penalties on reducing compromised healthcare records in high-capacity states. While
SMEs generally argue that these penalties have limited deterrent effect, pointing out
that the fines are often not severe enough to compel action, and that high-capacity
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states may opt to pay the penalties rather than invest in addressing IT vulnerabilities,
the hypothesis tested in Essay 3 revealed a statistically significant association between
higher penalties and a reduction in compromised records. This contrast highlights the
importance of conducting more capacity-sensitive analyses when evaluating the

effectiveness of regulatory interventions for different states groups.

Recommendation

To strengthen HIPAA violation mitigation efforts, penalties should be made more
severe. Along with stricter monetary penalties, a proposal should be submitted to the
DHHS OCR, outlining the following recommendations to enhance HIPAA compliance
and minimize the risk of data breaches resulting from human error:

e Implement Minimum Information Security Rating System: Require healthcare

organizations to maintain a minimum security rating to continue operations.
Entities falling below a certain threshold should face restrictions on their ability to
conduct business and provide services.

e Mandate Patient Compensation Funds: Establish a fund, fully financed by the

violating entity, to provide financial support and identity protection services to
affected individuals.

e Mandate Public Disclosure of Violations: Mandate transparency in violation

investigations and the corrective measures taken to enhance information
security.

e Enforce a Tiered Penalty Structure: Implement escalating penalties for repeat

violations, including operational restrictions and service suspensions until

compliance improvements are made.

Insights from SMEs gathered through semi-structured interviews, along with findings
from the literature review, inform these recommendations aimed at strengthening state
healthcare systems by implementing a more structured and disciplined program to
ensure compliance with government regulations, such as HIPAA and other IT security

policies.
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Appendix D

Regression Results for Essay 3 Hypothesis. The Table Presents Results for
Multiple Models for Each State Cluster Using Compromised Patient Records as
the Dependent Variable.

High-Capacity States
Model 1 Regression Test Results
High-Capacity States (V) N R-Square  Std Error  Sum of Square DE F Ratio T-Ratio P-Value
Monetary Penalties 47 0.2968 0.0564 1.91E+14 46 19.418 0.06 =0.0001

Model 2 Regression Test Results

High-Capacity States (IV) M R-Square Std Error  Sum of Square DF F Ratio T-Ratio P-Value
Data Breaches 47 0.4912 17,462 3.15E+14 46 44.4155 6.66 =0.0001

Model 3 Regression Test Results

High-Capacity States (IV) M R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties 47 0.0530 3.20E+13 5037 294 0.0298

Data Breaches 47 19,297 1 68E+14 24 1572 491 =0.0001
0.5424 45

Model 4 Regression Test Results

High-Capacity States (I\V) M R-Square 5td Error  Sum of Square DF F-Ratio T-Ratio P-Value
Monetary Penalties (t-1) 44 0.2949 0.0588 1.83E+14 43 17.9883 4.24 0.0001

Model 5 Regression Test Results

High-Capacity States (I\V) M R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 44 0.0663 4 02E+13 4.5846 2.14 0.0381

Patient Records (t-1) 44 0.1844 7.03E+13 8.0235 2.83 0.0071
0.4080 42

Model 6 Regression Test Results

High-Capacity States (IV) M R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 44 0.0567 2 2TE+13 36191 1.890 0.0642

Patient Records (t-1) 44 0.1687 1.40E+13 2.2358 1.50 0.1425

Data Breaches 44 20,336 1.11E+14 17 6936 4.21 0.0001
05865 41

Model 7 Regression Test Results

High-Capacity States (IV) M R-Square 5Std. Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 41 0.0614 211E+13 3.0474 1.75 0.0892

Patient Records (t-1) 41 0.1783 1.41E+13 2.0356 1.43 0.1620

Monetary Penalties (t-2) 41 0.1149 1.60E+08 0.0000 0.00 0.9962

Data Breaches 41 24,161 9 03E+13 13 0343 361 0.0009
0.5715 a7

Model 8 Regression Test Results

High-Capacity States (IV) N R-Square 5Std. Error - Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 41 0.0599 2.57E+13 3.7942 1.95 0.0590

Patient Records (t-1) 41 0.1798 1 00E+13 1. 4767 122 02320

Patient Records (t-2) 41 0.2004 5.T7T1E+12 0.8421 0.92 0.3647

Data Breaches 4 23,790 T 43E+13 10.9604 3.31 0.0021
05810 a7

Model 9 Regression Test Results

High-Capacity States (IV) M R-Square Std Eror  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-2) 41 0.1224 1.65E+12 0.1986 -0.45 0.6584

Patient Records (t-2) 41 0.2162 6.59E+12 0.7913 0.89 0.3793

Data Breaches 41 25427 1 70E+14 20 3578 4.51 =0.0001
0.4711 38
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Mid-Capacity States

Model 1 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties 175 0.0078 1,085,508 7.597T1E+12 174 1.3762 1.17 0.2423

Model 2 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Data Breaches 175 0.2031 1,085,508 1.9663E+14 174 44.35 6.66 =0.0001

Model 3 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties 175 0.1320 1.65E+12 0.3709 0.61 0.5431

Data Breaches 175 15,230 191E+12 42 8515 6.55 =0.0001
0.2048 173

Model 4 Regression Test Results

Mid-Capacity States (IV) M R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Maonetary Penalties (t-1) 164 0.0019 0.1586 1.84E+12 163 0.3143 -0.56 0.5758

Model 5 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 164 0.1579 351E+12 06126 -0.78 0.4350

Patient Records (t-1) 164 0.0779 2 44E+13 4 2639 2.06 0.04052
0.0275 162

Model 6 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 164 0.1440 6.16E+12 1.2971 -1.14 0.2564

Patient Records (t-1) 164 0.0776 4 61E+11 0.0972 -0.31 0.7556

Data Breaches 164 17,925 163E+14 34384 5.86 =0.0001
0.1987 161

Model 7 Regression Test Results

Mid-Capacity States (IV) N R-Square  Std. Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 153 0.1499 B6.ATE+12 1.2023 -11 0.27463

Patient Records (t-1) 153 0.0809 4 T5E+11 0.0926 03 0.7613

Monetary Penalties (t-2) 153 0.1525 2 53E+10 0.002 -0.07 0.9441

Data Breaches 153 19,335 151E+14 29436 543 =0.0001
0.1866 149

Model 8 Regression Test Results

Mid-Capacity States (IV) N R-Square  Std. Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 153 0.1473 5.64E+12 1.1398 -1.07 0.2874

Patient Records (t-1) 153 0.0798 1.72E+12 0.3472 -0.59 0.5566

Patient Records (t-2) 153 0.1061 2 70E+13 54540 2.34 0.0209

Data Breaches 153 19,479 115E+14 232192 482 =0.0001
0.2153 149

Model 9 Regression Test Results

Mid-Capacity States (IV) N R-Square Std Eror  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-2) 153 0.1496 2 03E+09 0.0004 -0.02 0.9839

Patient Records (t-2) 153 0.1055 2 60E+13 5.2366 2.29 0.0235

Data Breaches 153 18,288 116E+14 234355 4.84 =0.0001
0.2069 150
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Low-Capacity States

Model 1 Regression Test Results

Low-Capacity States (V) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties 580 0.0008 0.0727 B.73E+12 589 0.4767 0.69 0.4802

Model 2 Regression Test Results

Low-Capacity States (IV) N R-Square  Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Data Breaches 590 0.0338 49,896 6.10E+14 589 206226 4.54 <0.0001

Model 3 Regression Test Results

Low-Capacity States (IV) N R-Square  Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties 580 0.1065 2 BbE+12 0.0838 -0.29 0.7723

Data Breaches 590 50,480 B6.09E+14 20.5314 453 =0.0001
0.0339 588

Model 4 Regression Test Results

Low-Capacity States (V) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 552 0.0008 0.1106 1.46E+13 552 0.4476 0.67 0.5037

Model 5 Regression Test Results

Low-Capacity States (V) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 552 0.1108 1.35E+13 0.4128 0.64 0.5208

Patient Records (t-1) 552 0.0646 2 42E+13 0.7396 0.86 0.3902
0.0021 550

Model 6 Regression Test Results

Low-Capacity States (V) N R-Square Std Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 552 0.1104 2 98E+09 0.0001 0.01 0.9923

Patient Records (t-1) 552 0.0646 4 TBE+11 0.0150 012 09026

Data Breaches 552 54,353 5.55E+14 17 4721 4.18 =0.0001
0.0329 549

Model 7 Regression Test Results

Low-Capacity States (V) N R-Square  Std. Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 515 0.1145 1.04E+09 0.0000 0.01 09956

Patient Records (t-1) 515 0.0670 4 58E+11 0.0134 012 0.9079

Monetary Penalties (t-2) 515 0.1149 JA0E+11 0.0091 010 T 0.9241

Data Breaches 515 58,136 531E+14 15 5569 3.94 =0.0001
0.0319 511

Model 8 Regression Test Results

Low-Capacity States (V) N R-Square  Std. Error  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-1) 515 0.1147 T.01E+07 0.0000 0.00 0.9989

Patient Records (t-1) 515 0.0670 4 19E+11 0.0123 0Mm 0.9119

Patient Records (t-2) 515 0.0697 B.39E+12 0.1871 -0.43 0.6655

Data Breaches 515 57,864 5 45E+14 15.9635 4.00 =0.0001
0.0323 511

Model 9 Regression Test Results

Low-Capacity States (V) N R-Square Std Eror  Sum of Square DF F-Ratio T-Ratio P-Value

Monetary Penalties (t-2) 515 01147 3.08E+11 0.0090 -0.10 0.9243

Patient Records (t-2) 515 0.0695 B.41E+12 0.1883 -0.43 0.6645

Data Breaches 515 56,785 5T4E+14 16.8530 4.1 =(.0001
0.0323 512
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Chapter 5.0: Conclusion, Future Work, Limitation, and Recommendation

Conclusion and Future Work

This dissertation concludes that addressing EHR information security threats requires a
fundamental shift in the healthcare sector's approach to data security. The research
determines that integrating technological, organizational, human, and government
regulatory STS factors into Reason’s layered approach offers a comprehensive
management framework for mitigating human error challenges in healthcare information
security. The framework builds on Reason's Resiliency Model by incorporating a socially
oriented management approach based on socio-technical system (STS) principles. The
framework is designed to mitigate human error in information security, aiming to
enhance the resilience of EHR systems against data breaches and make them less

attractive to cybercriminals.

This dissertation examines the impact of human error on information security in the
healthcare sector, as a consequence of the human-technology interface. A systematic
literature review was conducted, analyzing 1,071 documents to inform the research.
From this review, two conceptual frameworks were developed: a taxonomy categorizing
human errors leading to data breaches, and a management framework based on STS
principles. The findings identified a gap in terms of understanding and modeling of
human-computer interactions, as well as the need for greater consideration of STS

factors when designing information security solutions.

Comprehensive datasets of current healthcare IT systems support the modeling and
hypothesis testing designed to address the research questions across the three essays.
Empirical analysis, benchmarking assessments, and regression models derived from
these datasets provide key insights into the role of human error in patient record
security, the productivity performance of state healthcare systems (DMUs), and the
influence of HIPAA policy on the volume of compromised records in the sector.
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Clustering algorithms were applied to account for differences in the characteristics of
the DMUs, which contribute to variability in the data. Principal component analysis
(PCA) was used to reduce the dataset’s dimensionality and DBSCAN clustering
algorithms to identify the optimal number of clusters (Greenacre et al., 2023). A K-
Means clustering algorithm was then applied using gross domestic product (GDP) and
population as the primary factors for grouping states into distinct and non-overlapping
clusters (Yadav et al., 2013). As a result, DMUs were categorized into three clusters:
high-capacity states, mid-capacity states, and low-capacity states. These clusters

represent each state’s ability to provide healthcare services relative to demand.

An empirical analysis of all healthcare cybersecurity incidents reported since 2009
reveals that the location where data are breached influences the severity of data
breaches impacting patient information privacy. The analysis shows that network
servers and emails are the two most common sites where healthcare data are breached
capturing 95% of the 713 million patients’ records compromised since 2009. These
findings have real-world implications for the security of healthcare data. It enables the
development of more effective incident response and containment processes to shorten
the data exposure at network servers and email traffic. It also supports healthcare
resources decisions to address IT system vulnerabilities aiming at reducing recurring

human-technology interface errors that could result in patient record data breaches.

Semi-structured interviews were conducted with subject matter experts (SMESs) to get
insights from cybersecurity and healthcare professionals on the nuances in information
security and patient care services that were not evident in the literature. The findings
from the interviews confirm that data transfer and password hygiene are the most
common human error. Consequently, these errors drive emails and access to network
servers as the most common locations where data are breached. SMEs agree that
breaches create a disruption in patient care services, data protection concerns when
sharing patient’s information with industry peers, and result in an overall cost increase

for healthcare organizations. Most SMEs believe that HIPAA penalties are not severe
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enough, and that for middle and large size healthcare organizations writing a penalty

check is more economically feasible than correcting vulnerabilities in their IT systems.

The Malmquist Performance Index (MPI) was used for analyzing and comparing the
productivity changes and efficiency improvements of state healthcare systems (DMUSs)
(Mostoli et al., 2019). Results from the MPI model show that, despite declines in
productivity among high-capacity and mid-capacity states, significant gains in low-
capacity states have more than compensated for these losses, resulting in an overall
increase in healthcare sector productivity over time. These results highlight the critical
role of digital platforms adoption in enhancing healthcare productivity performance,
despite unintended consequences such as privacy concerns. However, cybersecurity
threats continue to impact the productivity of the DMUs. Notably, low-capacity states
have effectively balanced EHR technology advancements with privacy safeguards,

leading to improved patient care services over time.

The ANOVA test was used to determine if the differences of the MPI results from the
three state clusters were statistically significant. While EHR adoption has contributed to
overall productivity gains, the one-way ANOVA test results did not confirm significant
differences exist in MPI among the high-capacity, middle-income, and low-capacity
state clusters, suggesting that the impact of EHR adoption on productivity, despite
increasing privacy concerns, is not statistically significant across the groups.
Furthermore, regression analysis findings revealed a weak relationship between
compromised patient records and monetary penalties predictors, and the MPI across all
state categories.

The data analyzed in Chapter 4 confirm that monetary penalties from HIPAA policy
violations have not been effective in slowing down the number of compromised patient
records. Results from the regression analysis performed to test the hypothesis, that
monetary penalties are positively correlated with a reduction in the number of
compromised patient records, indicate a strong relationship between one-year lagged

monetary penalties and compromised patient records in high-capacity states, whereas
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this relationship is not significant for mid-capacity and low-capacity states. In high-
capacity states, the strong statistical relationship indicates that penalties may serve as a
stronger deterrent or drive more compliance efforts. However, investments in their IT
security systems seem insufficient, as they continue to face vulnerabilities that cyber
attackers continue to exploit. In some cases, penalties are so insignificant that these
organizations find it more cost-effective to pay the fines rather than commit to long-term

cybersecurity enhancements.

In mid-capacity and low-capacity states, the weak relationship suggests that simply
increasing penalties may not be enough to reduce data breaches. The findings indicate
that current penalties are not severe enough to serve as an effective deterrent.
Financial penalties alone fail to sufficiently discourage healthcare providers from
repeated data breaches, leading to sustaining risks to patients’ sensitive health

information.

A notable disconnect exists between the statistical findings in Essay 3 and the
perspectives of subject matter experts (SMES) regarding the impact of HIPAA monetary
penalties on reducing compromised healthcare records in high-capacity states. While
SMEs generally argue that these penalties have limited deterrent effect, pointing out
that the fines are often not severe enough to compel action, and that high-capacity
states may opt to pay the penalties rather than invest in addressing IT vulnerabilities,
the hypothesis tested in Essay 3 revealed a statistically significant association between
higher penalties and a reduction in compromised records. This contrast highlights the
importance of conducting more capacity-sensitive analyses when evaluating the

effectiveness of regulatory interventions for different states groups.

The enhanced Reason’s Resiliency Model presented in Chapter 2 represents a culture
shift from the way that the sector has been approaching data security, from purely
technical design solutions to dynamic socio-technical solutions. Chapter 4 applied the
model to the Government Regulation STS factor to test the effectiveness of HIPAA

monetary policy influencing the number of compromised patient records in the sector.

119



Future Work - Open Research Problem: “Assess the impact of other socio-

technical system factors to include technological, organizational, and human in

the loop factors, influencing the number of compromised patient records.”

Further research is recommended to investigate additional socio-technical
system (STS) factors beyond Government Regulations that affect information
security concerns related to data breaches. Investigating other STS factors, such
as human error, organizational policies, and technological advancements, is
crucial for providing a comprehensive assessment of how these factors influence
the number of compromised patient records. This issue remains unresolved and
represents a critical area for research aimed at understanding how various
components of STS interact to address the challenge of compromised patient
records. Understanding the results of these interactions is essential for
developing effective strategies to enhance patient safety and data security within

healthcare systems.

The MPI results from Chapter 3 indicate the productivity performance of healthcare

providers in low-capacity states has increased, while high-capacity and mid-capacity

state clusters have experienced a decline over time.

Future Work - Open Research Problem: “Explore the impact of socio-economic

and demographic variables in the productivity performance of state healthcare

systems.”

Further research is recommended to explore how socio-economic, government
policy such as HIPAA and demographic variables, like age distribution, education
level, and population density, affect the productivity of healthcare providers
across different state clusters. Given the dataset’s high-dimensionality,
potentially containing thousands of observations across various demographic
factors, advanced analytical tools, such as artificial intelligence models, may be
required for efficiently processing the data and conducting the linear

programming modeling needed for the benchmarking analysis.
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Future Work - Open Research Problem: “Study the impact of data breaches on

healthcare outcomes. Specifically, conduct an analysis of the relationship

between compromised patient records and mortality rates.”

The increasing frequency of data breaches in healthcare systems raises critical
concerns about patient safety and care quality. When patient records are
compromised, there is a risk of erroneous information being introduced into EHR.
Such erroneous information can lead to incorrect diagnoses, inappropriate
treatments, and ultimately, increased mortality rates. Furthermore, the aftermath
of data breaches often necessitates the implementation of additional security
measures and system fixes, which can disrupt clinical workflows and divert
resources away from patient care. The literature highlights that healthcare
organizations reported increased mortality rates after significant data breaches,
due to delays in procedures and tests. For instance, a study from Vanderbilt
University, “Data Breach Fixes Could Impact Patient Care: Study,” highlights that
following a data breach, hospitals experienced delays in administering
electrocardiograms and observed a rise in 30-day mortality rates for heart attack
on patients, with up to 36 additional deaths per 10,000 heart attacks annually
(Vanderbilt University, 2019).

These findings stress the need for research to analyze the correlation between
data breaches and mortality rates, aiming to understand the seriousness of this

relationship and develop strategies to protect patient information.

Future Work - Open Research Problem: “Explore the impact of modeling the

Managed Patients input variable as an environmental variable in the Malmquist
Productivity Index (MPI).”

Future studies should also explore the impact of modeling Managed Patients as
an environmental variable in the MPI when assessing the productivity of state
healthcare systems. Since patient volume is largely determined by external

factors such as population size and public health demands, which are conditions
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beyond the control of individual systems, treating it as an input variable may
impact efficiency scores and unfairly disadvantage high-capacity state healthcare
systems. Incorporating Managed Patients as a non-discretionary, environmental
factor can lead to more accurate benchmarking by adjusting for contextual

differences and better isolating true operational inefficiencies.

The findings from Chapter 4 help assess the effectiveness of HIPAA monetary

penalties, addressing their limited deterrence effect as they fail to discourage DMUs

from repeatedly compromising patient records.

Future Work- Open Research Problem: “Assess limitations of HIPAA monetary

penalties as a deterrent of data breach incidents.”

Further research should focus on evaluating the limitations of HIPAA monetary
penalties as deterrents to data breaches in the healthcare sector. The current
dataset, which focuses on HIPAA violations resulting in monetary penalties, may
have introduced bias by excluding violation instances addressed through
technical assistance or corrective action plans without financial penalties. This
dataset limitation may have potentially affected the statistical significance of the
tested hypothesis. Therefore, assessing limitations of HIPAA monetary penalties,
is still an open research problem that needs to be studied to fully determine the
effectiveness of Government Regulation influencing the number of compromised

patient records.

This open research area should encompass all forms of penalties and their
resolutions, including monetary penalties, technical assistance, and corrective
action plans. The result of this analysis could provide a clearer understanding of
the effectiveness of HIPAA enforcement in reducing breaches of protected health
information. A thorough assessment of these enforcement strategies is essential

to develop more effective policies for safeguarding patient health information.
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The landscape of human privacy is changing and becoming more challenging as we
move more and more of our lives into the digital space. Although most of our lives are
now stored somewhere online, the healthcare sector must realize the risks involved in
the ways in which protected health data is being used once records are stored digitally.
Hopefully the implementation of long term resilience capabilities with greater attention to
STS factors in the design of information security solutions will lead to a change, and

better protection of patient information privacy (Alvarado, Triantis, 2024).

Limitation
This dissertation faced several challenges, including limitations in the literature,
difficulties in data collection, and constraints in data availability, which impacted the

analysis.

One key challenge in this research was the limited body of literature specifically
addressing the human aspect of data breaches and cybersecurity within healthcare.
Most existing studies were conducted in the United States, with little attention from the
international research community on how human error data breaches impact EHR
adoption and information sharing. While this gap in the literature presented an
opportunity to explore an innovative solution, the absence of relevant studies posed
challenges by limiting the foundational knowledge available for this study.

Semi-structured interviews with SMEs were introduced to compensate for the limited
amount of data in the literature related to the application of STS principles to solve
human error challenges in IT. These interviews provided valuable insights, enhanced

knowledge depth, and strengthened the dissertation’s foundation.

However, coordinating the interview sessions was challenging, leading to fewer
sessions than initially planned. In most cases, SMEs would not necessarily volunteer
time to provide their views for a session unless the interviewer had an existing
relationship, or a prior connection with the SME through other means. Additionally, the

post interview process required extensive analysis of interview notes, often requiring
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follow-ups with SMEs to ensure accurate interpretation and synthesis of their views and

perspectives into a usable and meaningful product to inform the dissertation.

A limitation of using the HIPAA monetary penalty list to test the hypothesis on policy
effectiveness as a deterrent to data breach incidents is that the DHHS OCR dataset
only includes settled violation fines. A very small percentage of HIPAA violations
involving data breaches and compromised patient records result in monetary penalties,
as most are resolved through technical assistance or corrective action plans. This
limitation may have introduced bias into the dataset, potentially impacting the statistical

significance of the hypothesis testing.

Recommendation
Findings from the literature in Chapter 2 highlight that robust technical design solutions
and government policy play an important role in information security, but they are not
sufficient to mitigate data breaches of EHR. An alternative approach is needed, to
bridge this gap DMUs should:

e Adopt the Enhanced Reason’s Resiliency Model (Figure 3): The proposed model

follows a layered design approach, incorporating STS factors identified in the
literature as effective in reducing human error-related data breaches. It
represents a cultural shift from the sector’s current reliance on purely technical
design solutions and toward a socio-technical design environment, where
technological, organizational, human, and government factors are integrated to

improve EHR information security.

Results from Chapter 2 also identified the most vulnerable locations within healthcare IT
systems where data breaches frequently occur due to human-technology interface
errors. To enhance IT systems security, the following proactive measures are
recommended for the state healthcare systems (DMUS):

e Predefined Incident Response and Containment Strategies: Develop a

comprehensive library of security patches that can be ready available to
implement when a data breach incident is identified. This approach helps
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minimize data exposure time, accelerate patient care service restoration, and
reduce overall breach-related costs.

e Routine Penetration Testing and Security Audits: Develop a structured plan to

routinely test known system vulnerabilities, such as network servers and emails,
and implement security enhancements. Regular assessments and testing will
help prevent recurring data breaches and ensure continuous improvement in the

IT system security.

To mitigate the impact of unintended consequences, such as information privacy
concerns resulting from technology adoption, healthcare organizations should
implement proactive measures. The following recommendations can help reduce the
impact of data breach incidents and improve the productivity of state healthcare
systems (DMUs):

e Implement Annual Information Security Audits: Healthcare organizations should

adopt regular security audits, similar to financial audits for large corporations, to
ensure their systems effectively protect patient health information and prevent
recurring breaches.

e Acquire Information Protection Malpractice Insurance: Healthcare entities must

carry an information security malpractice insurance, specifically covering
incidents where patient privacy is compromised due to human-error negligence,

or system security failures.

To strengthen HIPAA violation mitigation efforts, penalties should be made more
severe. Along with stricter monetary penalties, a proposal should be submitted to the
Department of Health and Human Services- Office of Civil Rights (DHHS-OCR),
outlining the following recommendations to enhance HIPAA compliance and minimize
the risk of data breaches resulting from human error:

e Implement Minimum Information Security Rating System: Require healthcare

organizations to maintain a minimum security rating to continue operations.
Entities falling below a certain threshold should face restrictions on their ability to

conduct business and provide services.

125



e Mandate Patient Compensation Funds: Establish a fund, fully financed by the

violating entity, to provide financial support and identity protection services to
affected individuals.

e Mandate Public Disclosure of Violations: Mandate transparency in violation

investigations and the corrective measures taken to enhance information
security.

e Enforce a Tiered Penalty Structure: Implement escalating penalties for repeat

violations, including operational restrictions and service suspensions until

compliance improvements are made.

Implementing these recommendations expeditiously and concurrently will be a
significant challenge. Achieving meaningful progress will require strong commitment
and leadership from both Congressional and Executive Branch Officials, as well as the
proactive engagement from state healthcare systems (DMUs) management. Their
collective efforts will be essential in achieving sustainable improvements in patient
information security while enhancing the overall quality of healthcare services.
Leadership from DHHS OCR and DMUs must play a critical role driving collaboration,
sharing lessons learned, and embracing a unified approach to build the desired future-

state: a highly productive and secure healthcare system for the American people.
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Appendix E
Glossary

Analysis of Variance (ANOVA): A statistical test used to analyze the difference
between the means of more than two groups.

Business Associates: Third party administrators that provide services such as
accounting and legal support to healthcare providers.

Cybersecurity: Practice of protecting critical systems and sensitive information from
digital attacks.

Data Envelopment Analysis (DEA): A mathematical method using linear
programming techniques to convert inputs to outputs with the purpose of evaluating the
performance of comparable organizations or products.

Decision Making Units (DMUs): A group of individuals or stakeholders involved in the
process of making decisions related to purchasing goods or services.

Department of Health and Human Services (DHHS): U.S. Federal Government
department whose mission is to enhance the health and well-being of all Americans, by
providing for effective health and human services.

Electronic Health Records (EHR): Digitized version of a patient’s health record paper
charts.

Healthcare Clearing Houses: Organizations that translate claims from a nonstandard
format into a standard transaction on behalf of a health care provider.

Healthcare Data Breaches: When an individual name plus a medical record are put at
risk because of exposure through either electronic or paper means.

Health Information Technology for Economic and Clinical Health (HITECH) Act:
Act enacted as part of the American Recovery and Reinvestment Act of 2009 that
promotes the adoption and meaningful use of health information technology.

Health Insurance Portability and Accountability Act (HIPAA): The primary law that
oversees the use and access to and disclosure of protected health information. It
regulates how this data is created, collected, transmitted, maintained and stored by any
HIPAA-covered organization.
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Human Error: Any human action or lack thereof that leads to exceeding the tolerances
of the conditions defined for the normative work of the analytical/measurement system
with which the human interacts.

Identity Access Management (IAM): A system that implement technical security
measures and procedures to verify that a person or entity seeking access to electronic
protected health information is the one claimed.

Intentional Errors: Human errors where the employee understands the risk of his/her
behavior but acts on it. It may not bring an immediate harm to the organization, but it
may result in a data breach or a violation.

K-Means Clustering: A partitioning method that divides data into a predefined number
(K) of clusters. The algorithm assigns each data point to the nearest cluster center,
recalculates cluster centers iteratively, and minimizes the sum of squared distances
between data points and the corresponding cluster center.

Malicious Errors: Human errors that are caused when the behavior of the employee is
intentional and can have major damaging consequences. This is the worst type of error.

Malmquist Productivity Index (MPI): A measure that evaluates the productivity
performance change of a decision-making unit over time. It is based on the concept of
production function.

Protected Health Information (PHI): Health information data that relates to an
individual; the payment for the provision of healthcare to an individual.

Socio-Technical Systems (STS): It is an approach to complex organizational work
design that considers requirements from the interaction between people, technology,
government policy, and organization aspects in workplaces.

Systems Theory: Itis the interdisciplinary study of systems, i.e. cohesive groups of
interrelated, interdependent parts that can be natural or human-made.

Unintentional Human Errors: Errors that can be due to the lack of knowledge or skills,
or simply a distraction from the employee performing the tasks.

Zero Trust Principles: A security framework requiring all users, whether in or outside
the organization’s network, to be authenticated, authorized, and continuously validated
for security configuration and posture before being granted or keeping access to
applications and data.
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Appendix F
Semi-Structured Interview Protocols

Human Error in Electronic Health Records (EHR) Information

Security
Semi-Structured Interview Questionnaire

Cybersecurity, Healthcare, and Policy Subject Matter Experts

Research Aim: Investigate the Impact of Human Technology Interface Error on EHR
Information Security.

Research Interest: The purpose of this research is to study the impact of error, as a
consequence of the human-technology interface, in the information security of the
healthcare sector. The significance of the problem is undisputable, as the present day
healthcare industry has become the main victim of external and internal cybersecurity
incidents with some major publications reporting that over 80% of all data breaches are
caused by an employee mistake, despite continuous investments in cybersecurity for
addressing the problem. The literature demonstrates the value of adoption of EHR
technology to improve healthcare quality of services, as well as strong evidence that
information security ranks at the top of all challenges faced by the healthcare industry.
The implementation of EHR technology demands protecting the privacy and security of
patients’ healthcare information, and the trends of data breaches resulting from human
error suggest improvements in healthcare information systems (Alvarado, Triantis,
2024).

Purpose of Semi-Structured Interviews: Semi-structured interviews will enable
collection of qualitative data to support this research study. The interviews aim to
provide a better understanding of the role of human error in data breaches; unintended
consequences of information technology adoption such as human error data breaches
on the productivity performance of patient care services; and, perspective from
stakeholders on the effectiveness of HIPAA policy reducing breaches in the sector.
Information obtained from the semi-structured interviews will be used to validate results
found in the literature.

The interview questions are designed to capture the following focus areas:
e Your experience with human-technology interface errors that have led to data
breaches of protected personal information within your organization;
e How the compromise of protected personal information have affected the
performance of your organization; and,
e How compliance with government policy influences your organization’s
management behavior towards improving information security systems.
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Objective 1: Examine Human Technology Interface Error in Healthcare
Organization’s Data Breaches

Background: Human error data breaches refer to security incidents in which sensitive
or confidential healthcare information is exposed, compromised, or mishandled due to
mistakes made by humans interacting with technology. These errors can occur at
various levels within the healthcare organization and may involve multiple actions such
as accidentally emailing sensitive information to the wrong recipient, misconfiguring the
identity access security settings, lack of awareness, failure to follow established security
protocols, or improperly implementing government policy (Alvarado, Triantis, 2024).
Highly technological systems, such as healthcare systems design to improve patient
safety, are exceedingly becoming more complex. A primary characteristic of these
systems is the high degree of human-technology collaboration required to deliver
outcomes that couldn’t be possible in isolation. An adverse consequence of the
digitization of healthcare records has been the rapid ascent of cybersecurity incidents,
primarily driven by human error and data breaches that are jeopardizing the privacy and
security of patients’ healthcare information (PHI). When electronic health records (EHR)
are compromised, adoption of EHR and the patient safety and private information are
put at risk (Alvarado, Triantis, 2024).

Questions:

1. Why should healthcare organizations care about cyber security and the risks of
human errors that will result in data breaches?

2. What are some common situations where human errors led to security breaches in
your healthcare organization?

3. What factors from the list below have the most impact in reducing the risk of human

errors that result in healthcare data breaches?

a) System identity access management (access credentials validation system)

b) System diversity (common standard applications, simplicity of system)

c) Business processes (user training, good written procedures, continuous
management involvement, processes automation)

d) Cyber security protocols (system security practices, system incident reports)

e) Human in the loop (well defined external interfaces, effective design of Human-
computer interfaces, employee competence level)

f) User awareness (employee motivation, time pressure, stress/fatigue)

g) Government policy (policy compliance, management oversight)
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Objective 2: Unintended Consequences from Adoption of EHR Technology:
Evaluating the Effect of Information Privacy Concerns from Human Error Data
Breaches on Patient Care Services Performance.

Background: This objective investigates patients’ information privacy concerns, as
unintended consequences from the adoption of EHR technology, and their impact to
patient care services. While the adoption of technology systems have resulted in
substantial benefits to patient care, serious unintended consequences involving
patients’ information privacy have emerged during their implementation. For example,
adoption of poor EHR system designs and improper use have resulted in EHR-human
related errors that compromised private health information from millions of patient
records. These unintended consequences have also put in danger patient safety,
information privacy, and have decreased the quality of patient care services. Moreover,
evidence found in the literature shows that these unintended consequences are also
taking a toll on the productivity performance of healthcare providers as they have
resulted in legal cases causing major disruptions in their operations, loss in trust and
reputation in the organization’s IT systems, and major financial losses.

Questions:

1. How patients’ information privacy concerns have affected performance of patient
care services within the healthcare organization?

2. How do healthcare professionals navigate privacy concerns when accessing and
sharing patient information to coordinate care and collaborate with other members of
the healthcare team?

3. How do patients' perceptions of privacy and confidentiality impact their willingness to
disclose sensitive information or engage with healthcare services following a data
breach or records have been compromised?
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Objective 3: Application of HIPAA Policy as a Safeguard Layer to Reduce Human
Error Data Breaches

Background: Health Insurance Portability and Accountability Act (HIPAA) is the
primary law that oversees the use and access to and disclosure of patients protected
health information (PHI). It regulates how this data is created, collected, transmitted,
maintained and stored by any HIPAA-covered organization. The literature reports that
HIPPA and subsequent amendments made an impact in past years on the operation of
healthcare organizations providing safeguards to protect EHR systems. However, the
proliferation of digital health data, trends in data use, increased in the use of telehealth
applications, and patient's accesses to their health records all have created new
challenges that are not covered by the exiting legal framework established by HIPAA.
The U.S healthcare industry continues to operate under a law that was written about
two decades ago; thus, financial penalties do not longer seem effective as deterrent to
prevent violations to HIPAA laws (Theodos, 2020). Per the literature, as technology
continues to advance at a rapid pace along with consumers playing a greater role in the
management of their healthcare through digital health the privacy guidance provided by
federal law should also shift to reflect the new reality. As the legal framework that
protects the privacy of patients’ health information, the enforcement of HIPAA
regulations could have a significant influence on how healthcare organizations handle
and protect EHR data. Under HIPAA, reported non-compliances are submitted for
investigation and final ruling determination with some of these investigations resulting in
financial penalties to the state organizations (Theodos, 2020).

Questions:

1. How does compliance with government policy (HIPAA) influence management’s
behavior towards improving information security systems?

2. How effective are monetary penalties influencing the behavior of healthcare
organizations’ emphasis on compliance with government policy?

3. What recommendations or best practices can be implemented by healthcare
organizations looking to strengthen their HIPAA compliance efforts and reduce the
risk of human error data breaches?
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Appendix G

STS Factors and Subject Matter Experts (SME) for Semi-Structured Interviews

STS Factor

Expertise Field

Subject Matter Expert (SME)

Identify Access
Management (IAM)

Cybersecurity

A program manager developing an IAM program
for protecting national security data

System Diversity

Cybersecurity

A cybersecurity system designer developing
system countermeasures to prevent data intrusions
from unauthorized users

Business Processes

Healthcare

A healthcare consultant to government and major
healthcare entities in digital transformation of
healthcare organizations

Cybersecurity
Protocols

Cybersecurity

A zero trust compliance manager implementing
measures to protect national security data

Human in the Loop

Healthcare

A hospital pharmacy director responsible for
reviewing patient records with prescriptions;

an emergency room physician with daily access to
patient records;

User Awareness

Healthcare

A healthcare record manager expert with daily
EHR interactions at a major healthcare provider,
and responsible for maintaining the EHR in a major
healthcare system

Regulations

Policy

A policy director from a government agency
responsible for the development and compliance of
cybersecurity policy to protect national security
data.
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Appendix H
Semi-Structured Interview Results

Essays on Human Error in Electronic Health Records (EHR)
Information Security

Semi-Structured Interview Results
Final Dissertation Outbrief

Wilmer Alvarado
April 2025
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Essay Interview Objectives and Questions

Essay 1:

Human Technology Interface
Error in Healthcare Data

Essay 2:

Unintended Consequences
from Adoption of EHR

Essay 3:

Application of Policy as a
Safeguard Layer to Reduce

* Why Organizations Should
Care About Cybersecurity?

* What are the Most Common
Situations Where Human
Errors Have Led to Security
Breaches?

Technology

+ Do Security Breaches Affect
Organizations’ Performance?

* How Do Healthcare
Professionals Navigate
Privacy Concerns?

* How Does Governiment
Paolicy Impact Management
Behavior to Improve Security
Systems?

* How Effective are Monetary
Peralties in | nfluencing

= What are People’s EWPM
+ What ST5 Factors Have the Perceptions of Organizations I
Most impact Reducing the After Privacy Violation
Risk of Human Errors? Incigents? * What are the Best Practices
to Strengthen Policy
Compliance Efforts in
Organizations?
VT VSN

Interview Results — Importance of Cybersecurity

Cuestion: Why Organizations Should Care About Cybersecurity?

m Keeping Patient's Trust
® Legal Implications

B Impact to Business Base

m Responsibility to Protect
Data

Protection of Data Should be Highest Priority for Healthcare Organizations
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Interview Results — Causes of Data Breach Incidents

Question: What are the Most Common Situations Where Human Errors Have Led
to Security Breaches?

Bebioat Corinon Himan Eron Ssatons

P 3

Data Transfers/ Information Sharing

| Ca—

Passeord Hygiena

[ onm—

SystemApplcation Vulnerabilitles

| O )

Social Enginesaring

Data Transfers and Password Hyglene are the Most Commeon Human Error |

Interview Results - STS Factors That Drive Human Error

Cuestion: What ST5 factors have the most impact reducing the risk of humanerrors?

5T5 Factor Ranked by Order of Pricodny S8 5TS Fackor Prinrity
L‘ Mana| mrnlln.Ml
SIES S
sty |y | by | pot | weion sy e one T S
L. L LI | 1 L] 1 1 B Nusiness Frocesses
P—— i )y [ 1 [l 1 1
et gt 1 2 5 [ 7 ] M Cyhmrpcurity Protocokby
e —— s | s ] 1 ]
eyt iy Qi L] ] 1 2 E 5 W Human in the Loop
— i 1 s | 1 [l 1 ] 1
albtast tenks asagi 1 [ f 1 15 1
PMang 1 L | 5 ] 1
B e | o " m ] & H n W Ceerniment Polizy
Sy s L | Wi 125% n | Ei]
ST Ol o Pty 1t Iad T 1] L] ind i ]

IAM, System Diversity, and User Awareness are the Most Influential STS Factors

10

138




Interview Results — Impact to Performance
Cuestion: Do Security Breaches Affect Organizations’ Pe@r&anml?

Cost Grenmth

Degradation of Services

Security Breaches Cause Degradation in Patient Care Services

11

W WIRGIHM LA
TECH

R LR T P IR B WS TP T R

Interview Results — Privacy Concerns Mitigation Strategies

Question: How Do Healthcare Professionals Navigate Privacy Concerns?
Mitigatian Strategies to Mavigate Privacy Concerns
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Interview Results — Perception After Privacy Violations

Question: What are People’s Perceptions of Organizations After Privacy Violation

Incidents?
People's Perception of Organizations After Privacy Inciderts
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Interview Results — Influence of Regulatory Measures

Cuestion: How Does Government Policy Impact Management Behavior to Improve
Security Systems?
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Interview Results— Impact of Monetary Penalties

Cuestion: How Effective are Monetary Penalties in Influencing Government Policy
Compliance?
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Interview Results — Compliance Best Practices

Cestion: What are the Best Practices to Strengthen Policy Compliance Effortsin
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VI Vs —
How Research Focus Relates to Interview Results
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Conclusions - Takeaway
* Essay 1: Protection of data should be the highest priority for organizations
- Human error data breaches affect business decision with healthcare provider
= Data transfer and password hygiene are the mast comman human error

— Emails and access to network servers are most commaon locations where data are
breached

* Essay 2: Security breaches affect performance of healthcare organizations
- Cause degradation in patient care services and increasze cost of operations
- Create concerns about information sharing between organizations

* Essay 3: Monetary penalties for non-compliance are not severe enough

- Paying Penalties Result in Lower Cost Than Organizations’ Investment to Correct IT
Systerms

= Government entities not allowed to accept ransom from Cyber attackers

Interviews Inform Essays’ Hypotheses and Findings from the

Literature Review .
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How are the Findings Informs the Research

Interview Takeaways Qualitative Results How Findings Inform the Research
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Protection of Data Should be | Provided Inslght into Most Corvmon | » Data Tra_rng,f;;-rg,-|=_|1-|ai5,J Faper Films, EHRs
Highest Priority Hl.lme!n Errors and Sources and * FW Hygsane: NW Servars, Dasktop Computars

Locations Whara Data are Braached | « Systern Vulnerabllities: NW Servers
+ soclal Engineering: NW Servers, Emalls
* Identifiad Diffarancesin IstET] i
Organizations’ Syster Capabllityto | « Multiple Varlablas (Demographic, Haalthcars
Protect Data, and Impacts to Cost Performance Matrics)
Easay 2. and Patient Cara Sarvices * Reduction -Principal Component Analysis
Security Braachas Affact
Parformance of Haahthcare | * Provided Insights into Variable WP Variables
Organizations Salection for Clustering and * Adoption of EHRs = Haeslthcara
Performanca Indax * Data Breaches Expenditures/Capita
« Patlents Managed + Total Deaths
s Do | o i
+ Life Expactancy
* Mixed Rasults about Effectiveness Regression Varlables
Essay 3: of Monetary Polces * Patient Racords = Human Error Data

Manetary Penaltles for Mon-
Compllance are Not Severe
Enough

* Human Error Diata Breaches
Continue to Flood the Sector

* Policy sometimes Wark on
Protacting Data

Compromised Braach Incidants
* Monetary Penaltles

Paid

W VIRGIM LA
TECH

L B

NEXT STEPS

Testing

Use Results to Inform Quantitative
Methods and Hypothesis Testing

Conduct Data Analysis and Hypotheses

Formulate Research Conclusions and
Future Research Needs.
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Appendix |
Virginia Tech Institutional Review Board (IRB) - Request Form

Human Research Protection Program
Institutional Review Board
Research Determination Form

W"JIRGIN A
TECH

Instructions:

Ta assess whether [RB review is necessary for 2 project, a determination must be made whether the project is
research and, if so, whether it inwvohves human subjects. An investigator conducting an activity with or about
humans must make a request for a research determination through the IRE Protocol Management System (PMS).

All requests must include 3 detziled description of the activities and any supporting documents. Once complete,
pleass upload this form as a Word or POF documenit to the IRE Fraotocol Management System (PMS):
https://zecure.research.vt.edw/irb. & research determination officizl (either a designated departmental Hurman
Zubjects Advizor [H3A] or a Human Research Protection Program [HRPP)] staff member) will review your complated
request within 2-3 business days. If your project iz determined to be not human subjects research [(also called
MHSR], HRPF will send you a3 memao that includes the IRE tracking number, which you can provide to journzls and
funding organizations upon reguest.

Definitions:
The federal regulations define ‘research’ and Tfhuman subjects’ as follows {pleass s=e S0P HRP-001 for the full
regulatory language):

Research is defined as 2 systematic investigation (including research development, testing, and evaluation)
designed to develop or contribute to generalizable knowledge.

A humaon subject is defined as a living individual about whom an investigator either:
1] Obtains information through intervention or interaction with the individwal, or
2] Obtains, uses, studies, analyzes, or generates identifiable private information or identifiable bigspecimens.

Outcomes and MNext Steps:

If the activity does not meet the definitions of research and/or human subjects, the determination official will issue
2 “MNot Research” or “MNot Human Subjects Research” letter and send it to the investigator through the IRE PIS.
The investigator can begin the activities upon receipt of this letter.

If the activity does meet the definition of human subjects research, the submission will b= returned to the P with
further instructions about how to submit a research protocol for IRB review.

Submissions that do not contain adequate details ar information will be returned to the investigator for revision. If
you have any questions, you can email us at irbEv.edu.
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* Questions with an asterisk require 2 responzs. To avoid delays, pleaze enzure that your submission is complets.
Section 1: General information

L1 Project title: ¥

Essays on Human Technology Interface Error in Electronic Health Records (EHR) Information Security

1.2 Principal Investigator [Name): *

Wilmer Alvarado

L3 _Funding information; *
&

Mz

1.4 |5 this a collaborative project?*

E Mo
O Yes — check all the activities Virginia Tech will be involved in with the collaborating institution:
OResearch design/development
URecruitrent or dissemination of recruitment materizls
UCon==nting participants
Opata collection
Clanalysis of identifiable dats or information
Clanalysis of de-identified dzta or information

OConsultation or manuscript writing

1.5 Is this activity being conducted by a student to meet course work or graduation reguirements? ¥

O no

[ Yes, please check all that zpply.
U Thesis
H Dizsertation

ClClass assignment/routine coursewark
Oother, please explain below:

The interview sessions will be conducted to inform the quastions, hypotheses, and hypotheses testing to mest
the requirements of the dizsertation work.

145



Section 2: Is this activity research, as defined by the IRBE regulations?

2.1 Is this activity a systematic investigation? *

(Spstemaotic: Hawving or invodving o spstem, method, or plan, Investigotion: A searching foquiry for feces; detoiled or coreful
exgmingtion. 4 systemetic investigation i wswally recognized by the fact thaot there s o predetermined end arganized method Jof
doto colfection and anolysis] fo study o specific topic, oriwer a specific guestion, fest a hypothesis, or develop o theory. |

O o
X Yas

2.2 Is this activity designed to develop or contribute to generalizable knowledge? *

(Generglirabie: Universally or widely appiiceble. Redates bo drowing general conclivsions, informing policy, or generelizing fadings
bepond o single individue!l or an internol progrom. Naote thot pubiishing or preseating the doto 2 not o sole oriterion on which ta
define generalirable knowledge — non-generalizeble fnowledge is often published or presented, often o8 cose stedies )

O o
= Yes

2.3 Describe the purpose and specific aims or objectives of the project. If your planned activity relates to a
protocol previously approved by the Virginia Tech HRPP/IRB, please include the Virginia Tech IRB number{s). *

Plzase provide 3 detziled description that includes the purpose or goal of the project, objectives, procedures used
to gather information (interviews, surveys, focus groups, ete.], target population, and description of data/samples
gathered (datasets, URLS, etc.) If there are procedures that the research team is thinking about implementing, but
is unsure if they will, a new determination should be submitted at a later time.

Purpase: The sim of the ressarch is to investigate the impact of human technology interface error in technalagy adaption and
parformance of infarmation security systems,

Ohjectives: The research includes the following thres objectives:

- Examine human technalogy interface error in arganization’s data breaches

- Measure the impact aof human errer in technolegy adoption and the performance of infermation security systems.
- Measure the performance of government policy as a safeguard to reduce human errar

Pracess and Mathads:

- Qualitative Data- Interview sessions with subject matter experts fram the fields of cybersecurity; bealthoare; and government
policy.

- Quantitative Data- Data bases on healthcare data breaches by states’ healthoare organizations; electronic health record
technalogy adaption; and Health Insurance Portability and Accountability &ct [HIPAA] palicy violations. The data sets have
Besn callacted from the Departmeant af Heaslth and Human Sarvioes [DHMS).

- hethads: Hypatheses will be tested using a combination of mathods. These methads include: statistical analysis — regression
analysis; benchmarking analysis — Data envelopment analysis and mamguizt praductivity index; statistical analysis- ANOVA
Eexk.

La

- - o s
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2.4 Please describe how the results will be used. *

Thie results of the dissertation will be used to expand the knowledge of three theories:
- Human factors theary

- Coonamic production theary
- Reaton’s thearetical model of accident causatian.

In additian, the results from answering the guestions and hypothesss from the dissertation will inform healthcare sector decision
about electranic health recards technology adoption; help healthcare organizations understand causes of data breaches that
ricks the patient’s health information; assist government palicy makers understanding the effect that manetary policy has
influencing the behaviar of healthcare management for improving their information security systems to avoid incomplance

panmalties,

Section 3: Does this activity involve human subjects?

3.1 _Will you interact, intervene, or ochserve individuals and collect information [or biospecimens) about them? *
fintervens: Physicel procedures or monipurtotions of individuals or their environment for research gurposes. Interact: Communicetion

ar interpersong) contact with the individuals )

E Mo, the information being collected is MOT about the individual|s) (2.2, it iz about programs, policies,

and/or practices that the individual(z] are familiar with).
[ ¥as, the information being collected 1S about the individualis) (e.g., their own personal thoughts, opinions,

attitudes, =nd/or perception)

3.2 Will you obtain or view any of the following identifiers from or about a living person (from any source or
already in your possession)? *

Plzase review the list in its entirety and check sl that apply. _:ﬁ

O Name
O Geographical subdivisions smzller than a state, including street address, city, county, predinct,

zip code, and their equivalent geocodes, except for the first three digits of 3 zip code
O Elements of dates (except yesr) for dates directly related to an individuz|, including birth date,

=dmizzion date, discharge date, date of desth, and single year of age over 29 az well as all
elements of dates (including year) indicative of such age, unless such zges and elements are

sgeregated into & single category of age %0 or older
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[ Phone numbers

O Fzx numbers

O Electronic mail addresses (e-mail)

O gacial Security numbers

O wedical record numbers

O Heslth plan beneficizry numbers

O Account numbers

O Certificate/licenze numbers

O vehicle identifiers and serizl numbers, including license plate numbers

U Device identifiers and serial numbers

O Wehb universal resource locators (URLs)

O Internet Protocol (IP) addresses

O Biometric identifiers, including finger and vaoice prints [audio recording)

O Full face photographic or video images and any comparable images (video recording)
O &tudent record number or identification/uzer name

O student grades or class assignments

O Username for online or computer accouwnts

O Any other numbser, characteristic, or code that uniquely identifies an individual [note this does
not mean the unique code assigned by the investigator to code the datz). Explain:

[ other identifiable infarmation. Explain:

3.3 Will you gather public and/or private data (check all that apply)?

[ Data are about behaviors that accur in @ context in which an individual can rezsonably expect privacy, for
example that no cbs=ration or recording is taking place (private information).

[ Data were collected for spacific purposes in which individusls can reasonably expect that they will NOT ke
made public, such as studernt records and medical records (private information).

[ Data consist of publicly available information, such a5 news stories, & public-uze dataset, or other
information sccessible to everyone [public information).

3.4 Will you video or audio record or photograph individuals during activities? *

E Mo
I Yes

3.5_Will you generate identifiable private information or identifiable biospecimens by combining data sources? *
[Czn the investigator readily ascartain an individual’s identity by combining available datasets and/or
biozpecimens?]
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= No

0 ¥es, answer guestion within the table _:il

3.5.a Briefly describe what datz sources you will us= and from whom you will obtain them:

3.6_Will this project involve only the use of existing de-identified data or biospecimens? *

¥ Mo, g0 to Section 4
U Yas

3.6.3 Were the de-identified data or biospecimens collected specifically for this study?

O Mo

O Yes
3.6.,b Will anyone on the research team be able to readily identify individuals to whom the data or
specimens pertain or belong? This includes anyone affiliated with the planned activity who has access to 3
linkzge filz or key.

Mo
O ¥es

3.7 Does this activity involve a drug or device? ¥

¥ Mo, g0 to Section 4
O Yes, check all that apphy
CIThe project involves the use of a drug in one or more persons other than use of an approved drug

inthe course of medical practice.

U The project involves the use of a device in one or more persons that evaluates the safety or

effectivenass of the device.

OThe project invohves data about subjects or control subjects submitted to or held for inspection
by FDA.

UThe project involves data about the use of a device on human specimens (identified or
unidentified) submitted to or held for inspection by FDA

149



Section 4: Supporting Information

4.1 Please select below all applicable documents related to this activity. Please upload a copy of the

document(s) [section 4, supporting docs) when you submit this form to IRE PMS. These documents will help us
evaluate whether your activity needs HRPP or IRE review. *

If you do not currenthy have these documents, you can include a brief overview or typeis) of information that will
be included.

O Grant

O Proposal

O contract

O statement of work

O survey/questionnaire

Bl Interview,focus group guide
O Observation data sheet

O other, please specify:

Section 5: Additional information

L.l Please provide additional information or instructions that might assist with this review:

Mo further information.

Proposed modifications to octivities must be reviewed by the HSA/HRPP reviewer prior to implementation.

Do not begin activities until you receive an HSA/HRPP determination letter vio email.

------- T E—
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Appendix J
Virginia Tech Institutional Review Board (IRB) - Approval

Division of Scholarly Integrity and
Research Compliance

Institutongl Review Board

Mosth End Center, Suite 4120 (MC 0497)
300 Tumer Street MW

W VIRGINIA Blacksburg, Virginia 24061
TECH S40/231-3732
bt edu
hilp:www. reseanch v eduisiichog
MEMORANDUM
DATE: March 20, 2024
TO: Konstantinos P Triantis, Wilmer Alvarado
FROM: Virginia Tech Institutional Review Board (FVWAOD000572)

PROTOCOL TITLE:  Essays on Human Technology Interface Eror in Electronic Health Records (EHR)
Information Security

IREB NUMBER: 23-968

Based on the Amendment application, the submitted project description, and items listed in the Special
Instructions section found on Page 2, the Virginia Tech Institutional Review Board (IRB) has
determined that the proposed aclivity is not research involving human subjects as defined by HHS and
FDA regulations.

Further review and approval by the Virginia Tech Human Research Protection Program (HRPP) is not
required because this 1s not human research. This determination applies only to the activities
described in the submitted project description and does not apply should any additional changes be
made. If additional changes are made you must immediately submit another Amendment to the HRPP
for a new determination. Your amendment must include a description of the changes and you must
upload all revised documents. At that time, the HRPP will review the submission activities to confirm
the original Mot Human Subjects Research” decision or to advise if a new application must be made.

If there are additional undisclosed components that you feel merit a change in this determination,
please contact our office for a consultation.

Please be aware that receiving a "MNot Human Subjects Research® Determination is not the same as

IRE review and approval of the activity. You are NOT to use |IRB consent forms or templates for these

activities. If you have any questions, please contact the Virginia Tech HRPP office at 540-231-3732 or
.

irb@vt.ed

PROTOCOL INFORMATION:

Determined As: Mot Human Subjects Research
Protocol Determination Date: September 29, 2023
ASSOCIATED FUNDING:

The table on the following page indicates whether grant propesals are related to this protocol, and
which of the listed proposals, if any, have been compared to this protocal, if required.

invent the Future

YIRSGINIA POLYTECHNIC INBTITUTE AND STATE UNIVERSEITY
An egual opporfanity, affirmative schion mnskivtian
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