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ABSTRACT 
 

This dissertation presents a management framework designed to mitigate human error 

in information security, aiming to enhance the resilience of EHR systems to make them 

less attractive to cybercriminals. The framework enhances Reason's Resiliency Model 

by incorporating a socially oriented management approach based on socio-technical 

systems (STS) principles.  

 

The information security literature presents evidence that human error is a significant 

contributor to cybersecurity incidents. Human error has increased the vulnerability of 

healthcare information, exposing it to persistent and increasingly sophisticated 

malicious cyberattacks that threaten the security and privacy of the American people. 

People continue to make mistakes and there is no single solution in cybersecurity that 

can reliably protect the system from vulnerabilities created by human-technology 

interface errors.  

 

This dissertation focuses on the impact of error, as a consequence of the human-

technology interface, in the information security of the healthcare sector. The research 

investigates: the role of STS factors for developing solutions aiming to enhance the 

resilience of EHR systems; how the location where data are breached influence the 

severity of data breaches impacting the security and privacy of patient records; how 

unintended consequences from EHR adoption impact the productivity performance of 

the states healthcare systems (DMUs); and, how the Health Insurance Portability and 

Accountability Act (HIPAA) monetary penalties influence compromised patient records.  

 

This dissertation concludes that addressing EHR information security threats requires a 

fundamental shift in the healthcare sector's approach to data security. The research 

determines that integrating STS factors with Reason’s layered approach offers a



 

comprehensive management framework for mitigating human error challenges in 

healthcare information security. The findings show that network servers and emails are 

the two most common sites where healthcare data are breached capturing 95% of the 

713 million compromised patient records since 2009. Empirical analysis indicates that 

despite privacy concerns resulting from data breaches, the overall productivity 

performance of the DMUs has improved over time. However, cybersecurity challenges 

continue to have an impact on the DMUs productivity performance. The findings also 

demonstrate that monetary penalties from HIPAA violations have not been effective in 

slowing down the number of compromised patient records in the sector.   
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GENERAL AUDIENCE ABSTRACT 

 

President Biden’s March 2023 National Cybersecurity Strategy outlines a path for 

achieving two significant shifts: the need for more capable cybersecurity-human actors 

to defend our systems and the need to make investments in long-term resilience 

capabilities. This dissertation addresses both paths. It presents a management 

framework to mitigate human error in information security, aiming to enhance the long 

term resilience of EHR systems and make them less attractive to cybercriminals. The 

framework builds on Reason's Resiliency Model to create a socially oriented 

management framework based on socio-technical systems (STS) principles.   

 

The adoption of EHR technology has led to data breaches and compromised patient 

records as unintended consequences. While digital platforms in healthcare 

organizations are enabling the sector to provide better services to patients, they have 

also risen awareness about the increasing risk of healthcare system vulnerabilities to 

data breaches. Despite continuous investment in IT security, the sector continues to 

experience an increase in the volume of data breaches and their complexity, making 

them difficult to identify their location, prevent, and mitigate the severity to the security 

of patient records. 

 

This dissertation focuses on the impact of error, as a consequence of the human-

technology interface, in the information security of the healthcare sector. The 

significance of the problem is undisputable, as the present day healthcare has become 

the main victim of external and internal cybersecurity incidents.  Data breach reports 

show that there has been a sharp increase in the number of compromised patient 

records in the last seven years. It is also observed that 84% of all data breaches are 

directly or indirectly caused by human error. Additionally, it is demonstrated that the 



 

location where data are breached influence the severity of data breaches impacting the 

privacy of patient records.   

 

The first hypothesis studies how the location where data are breached influences the 

severity of compromised patient records. To investigate this hypothesis, empirical data 

from the Department of Health and Human Services (DHHS) Office of Civil Rights 

(OCR) were analyzed to determine the most frequent locations where data are 

breached and their impact on patient records security.  

 

The second hypothesis investigates the unintended consequences from EHR adoption, 

specifically how privacy concerns impact the productivity performance of the states 

healthcare systems (DMUs). A linear programming model using the Malmquist 

productivity index (MPI) was applied to assess productivity and technological 

improvements across three state clusters: high-capacity, mid-capacity, and low-capacity 

states. Historical data on compromised patient records from 2009 to 2022 were then 

used to formally test this hypothesis.  

 

The third hypothesis evaluates whether monetary penalties influence the number of 

compromised patient records resulting from human error data breaches. To test this 

hypothesis, multiple regression analysis models were employed to assess the 

relationship between HIPPA violation penalties and the volume of patient records 

compromised in the sector.   

 

This dissertation concludes that addressing EHR information security threats requires a 

fundamental shift in the healthcare sector's approach to data security. The research 

determines that integrating STS factors into Reason’s layered approach offers a 

comprehensive management framework for mitigating human error challenges in 

healthcare information security. The findings show that network servers and emails are 

the two most common sites where healthcare data are breached capturing 95% of the 

713 million compromised patient records since 2009. Empirical analysis of the DMUs 

data indicates that despite privacy concerns resulting from data breaches, the overall



 

productivity performance of the healthcare sector has improved over time. However, 

cybersecurity challenges impact the DMUs productivity performance. The findings also 

demonstrate that monetary penalties from HIPAA violations as a result of human error 

have not been effective in slowing down the number of compromised patient records in 

the sector. 
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Chapter 1.0: Introduction 

1.1  Problem Context: Human Error in EHR Information Security 

“We will make wider use of health information technology to help control costs and 
reduce dangerous medical errors,” President George Bush, State of the Union, 2006.  
 

The literature identifies the need for further research to investigate the impacts of Socio-

Technical Systems (STS) factors on the reduction of human errors in information 

security. To address this gap, this dissertation develops a management framework 

incorporating STS factors that contribute to human errors, providing a conceptual 

understanding of their role in information security and identifying necessary 

improvements to reduce errors. This framework is designed to mitigate human error in 

information security, aiming to enhance the resilience of EHR systems to make them 

less attractive to cybercriminals. 

 

The productivity performance of the U.S. healthcare system is a primary concern to 

government and industry leaders. Despite spending an estimated 18 percent of its 2023 

gross domestic product in healthcare ($4.9 trillion or $14,570 per person), double the 

median of industrialized countries, the U.S. has one of the lowest performing healthcare 

system among all high-income countries. The U.S. is also not a leader in health 

information technology. “Given its collective wealth, technologic sophistication, and 

spending, the U.S. should lead, not lag, the world in its healthcare performance” 

(Harvard Business Review, 2024). 

 

Keeping our nation competitive requires affordable and available healthcare. In 2004, 

President Bush launched an initiative to make EHR available to most Americans within 

the next 10 years. The EHR technology envisioned to help link together doctors, 

patients, and hospitals in seamless, digital environments, making it possible for patient 

records to be transferred quickly and accurately, and with all necessary privacy 

protections. Widespread use of digital information aims to help Americans receive high-

quality medical care, save lives, prevent medical errors, and provide more affordable 

healthcare (Bush, 2006). 
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Digital healthcare services have paved the way for easier and more accessible 

treatment, thus making our lives far more comfortable. Advances in information and 

communication technology have helped the healthcare industry to replace paper-based 

systems with EHR to provide better and more cost-effective services to its customers. 

EHR enhance patient care, develop patient cooperation, enhance disease diagnosis, 

improve practice productivity, and make patient health information accessible all the 

time (Health IT, 2021). EHR are seen by the government and many experts in the field 

as the transformation technology that the sector needs to improve its performance and 

lower the cost of healthcare services to patients. 

 

Spending in cybersecurity in the U.S. in the last decade exceeded $600 billion (Statista, 

2024). And, it is expected to continue its ascending trend as cybersecurity has become 

the fastest growing crime in the U.S. The healthcare sector has been particularly 

vulnerable and targeted by cyberattacks because they store some of the most valuable 

information in the black market, including personal information, medical records, 

usernames, and passwords. Particularly, medical records are extremely valuable to 

thieves, selling for much more than stolen credit card numbers. Buyers can steal 

patients’ identities, access financial accounts, and fraudulently obtain prescriptions. 

They can also contact patients directly with spam or threats. According to an IBM report 

(Ponemon Institute, 2024), the average cost of a healthcare data breach was estimated 

at $11 million in 2024. 

 

The information security literature presents evidence that human error is a significant 

contributor to data breaches. People continue to make mistakes and there is no single 

solution in cybersecurity that can reliably protect the system from vulnerabilities created 

by human-technology interface errors. According to reports from Health Information 

Technology (IT) Security (Davis, 2021), cyberattacks against U.S. healthcare entities 

accounted for about 80% of all reported data breaches in 2020. Adoption of technology 

measures in the healthcare sector have contributed to increase awareness about 

system vulnerabilities to data breaches. But, despite continuous investment in IT to 

enhance information security systems, the sector continues to experience an increase 
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in the volume of data breaches and their complexity, making them difficult to identify 

their location, prevent, and mitigate their severity to the security and privacy of patient 

records. 

 

The increasing trend in human error related data breaches highlights the need for a 

socio-technical systems (STS) thinking approach that goes beyond the technical 

aspects of the healthcare IT systems. This approach emphasizes the integration of 

organizational, human, and governmental factors to enhance system effectiveness and 

mitigate data breaches resulting from human-technology interactions. Human-

technology interaction data breaches refer to security incidents in which sensitive or 

confidential healthcare information is exposed, compromised, or mishandled due to 

mistakes made by humans interacting with technology. These errors can occur at 

various levels within the healthcare organization and may involve multiple actions such 

as accidentally emailing sensitive information to the wrong recipient, misconfiguring the 

identity access security settings, lack of awareness, failure to follow established security 

protocols, or improperly implementing government policy. 

 

An adverse consequence of the digitization of healthcare records has been the rapid 

ascent of cybersecurity incidents, primarily driven by human error related data breaches 

that are jeopardizing the privacy and security of protected health information (PHI). 

From the STS perspective, the application of the human factors engineering theory in 

the systems engineering field is concerned with the understanding of the interactions 

between humans and other elements of the system to mitigate the impact of human 

error on system performance. Highly technological systems, such as healthcare, are 

exceedingly becoming more complex (Qureshi, 2008). A primary characteristic of these 

systems is the high degree of human-technology collaboration required to deliver 

outcomes that couldn’t be possible in isolation. When patient records are compromised, 

EHR adoption, patient’s health safety, and information are put at risk. 

 

Between 2009 and 2024, 6,594 healthcare data breaches were reported. These 

breaches resulted in the loss, theft, exposure, or impermissible disclosure of 
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741,340,196 patient healthcare records (DHHS OCR, 2024). Figure 1 presents the 

annual distribution of data breach incidents involving over 500 compromised records, 

along with the total number of compromised records by year. The figure illustrates that 

human error is the primary driver of data breaches, where out of the 6,594 incidents 

reported, 84% of these breaches and 95% of all compromised patient records were 

directly or indirectly caused by human error.  

 

Figure 1: Historical Trend of Healthcare Data Breaches Based on 500 or More Records 
Compromised, Patient Records Affected, and Root Causes (HIPAA, 2024) 

 

The interaction between humans and technology has an impact on economic 

productivity. Understanding and mitigating the impact of human-technology interface 

errors are essential components of effective economic production management. In 

information security, humans are often referred to as the weakest link in the security 

chain (Yan et al., 2018). Contrary to the general misconception of many information 

security practitioners, human error is the largest single cause of economic and 

productivity loss impacting information security in healthcare organizations (Zimmerman 

et al., 2019). 

 

Healthcare information technologists have expressed concerns that, while human 

behavior and the resulting errors frequently lead to data breaches, and are a barrier to 

EHR adoption and information sharing (Gesulga et al., 2018), many existing security 

models have not adequately addressed the issue. Beyond focusing on the economic 
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impact of data breaches and consequences for patient services and healthcare 

providers’ reputation, the role of human error as a barrier to EHR adoption and a threat 

to healthcare systems requires immediate attention. 

 

The application of Reason’s layered model as a framework for studying human error in 

EHR information security offers an opportunity to assess the effectiveness of individual 

security layers or combinations of multiple layers in mitigating successful healthcare 

data breaches. This model provides a visual representation of these safeguards and 

aligns with the systems thinking and STS approach presented in this dissertation. 

 

Integrating the STS Management Framework with Reason’s Resiliency Model aligns 

with the need for a holistic risk management approach, establishing a robust system of 

safeguards to enhance resilience against potential threats to EHR information security.  

1.2  Theoretical Background: Reason’s Resiliency Model 

Reason’s Accident Causation and the Human Factors Engineering theories share a 

common focus on understanding, prevention, and mitigating human errors in complex 

systems. Reason’s theory, also known as the Swiss Cheese Model or Resiliency Model, 

is frequently used for explaining human error as the contributing factor to accidents 

(Reason, 2000). 

 

Reason’s Resiliency Model, Figure 2, describes how multiple layers of defense can fail 

and align in such a way that errors lead to accidents or incidents. The model is based 

on the principle of layered security to protect a system from accident causation. 

According to the model, causes of failures are on one side, accidents are on the 

opposite side, and in between are slices of Swiss cheese, or security layers. Swiss 

cheese is famous for its holes. When stacked, a bunch of random slices, the holes don’t 

usually line up all the way through, which serve as security layers to avoid accident from 

happening (Perneger, 2005).  
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Figure 2: Reason's Theoretical Model of Accident Causation (Resiliency Model) 

 

In his “Human Error: Models and Management” article, Reason reported that, in a 

complex system such as healthcare, human error is likely to occur and that expecting 

perfection from imperfect human beings, or punishing them for their mistakes will not 

improve safety. The model indicates that the preferred strategy is either to prevent an 

error from occurring or prevent the error from causing harm through the application of 

multiple steps that function as a safeguard net (Reason, 2000). 

Reason’s model serves as a strong foundation for developing a comprehensive 

management framework that strengthens security safeguards and mitigates threats to 

protect patient record from breaches. Information security systems adopt multi-layered 

defense approaches, incorporating measures such as identity access and user 

authentication management, intrusion detection systems, antivirus software, user 

awareness programs, employee training, and compliance with government regulations. 

In the application of the model to healthcare information security, each defense layer 

aligns with Reason’s Resiliency Model, where multiple safeguards work together to 

prevent breaches. Applying this model as a platform for studying human error in EHR 

information security enables an assessment of the effectiveness of individual security 

layers, as well as the combined impact of multiple layers in preventing successful data 

breaches. 
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Alternatively, the Domino Theory and other event chain models, such as Failure Modes 

and Effects Analysis (FMEA), Fault Tree Analysis (FTA), Event Tree Analysis, and 

Cause-Consequence Analysis, are limited in their capability to explain accident 

causation from persistent, increasingly sophisticated, and evolving threats such as 

malicious cyber campaigns against healthcare systems (Leveson, 2004). The Domino 

Theory, proposed by Heinrich in the 1940s, describes an accident as a chain of discrete 

events which occur in a particular temporal order. It is designed to help practitioner 

identify intervention points, points that, if acted on, will yield a more favorable outcome, 

such as no accident or an event that does not lead to injury or property damage 

(Heinrich, 1980) (Qureshi, 2008). 

The Information Security Theory, which aims to protect systems from vulnerabilities or 

accidents, often overlooks the role of human behavior creating system vulnerabilities. 

The theory tends to rely on a structured approach to risk management, which presents 

challenges given the evolving nature of cyber threats that require continuous adaptation 

and flexibility. The theory focuses on safeguarding business continuity by reducing or 

eliminating the effect of security incidents (Von Solms, 1998). According to the theory, 

the primary objective of any information security system is to preserve the 

confidentiality, integrity, and availability of business or personal information (McCumber, 

1991), (Posthumus et al., 2004). 

1.3  Enhancement of Reason’s Resiliency Model: Integration of Reason’s Model 
and STS Management Framework 

“If you think technology by itself can solve your security problems, then you don’t 
understand the problems, and you don’t understand the technology,” Bruce Schneir.  
 
Socio-Technical Systems (STS) principles emphasize that human agents and social 

institutions are not just additions to technical systems but integral components for their 

success (Charitoudi, 2013).  STS is an approach to complex organizational work design 

that considers requirements from the interaction between people, technology, 

government policy, and organization aspects in workplaces.  
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Organizational objectives are not met by the optimization of the technical system alone, 

but by the joint optimization of the technical, human, and social factors. Highly 

technological systems such as telecommunications, defense, and healthcare and 

patient safety are exceedingly becoming more complex (Qureshi, 2008). In these 

systems, humans interact with technology and deliver outcomes as a result of their 

collaboration; such outcomes cannot be attained by either the humans or technology 

functioning in isolation. These systems comprised of human agents and technical 

artefacts, are often embedded within complex social structures such as the 

organizational goals, policies and culture, economic, legal, political and environmental 

realities. 

 

The application of STS principles associated with human error in information technology 

and the cybersecurity domain has not received much attention (Charitoudi et al., 2013). 

Most emphasis to solve healthcare information security incidents has been placed by 

considering technical solutions with marginal attention to solving the challenges 

presented by the human-technology interactions in the organization (Malatji et al., 

2019). Healthcare organizations are extraordinarily complex, with many typical extreme 

organizational characteristics that include a technology saturated environment, internal 

politics, regulatory pressures, and a patient-centered care (Smet, 1982). Given the 

complexity of healthcare organizations, several studies acknowledge that simple models 

based on robust technical design solutions are insufficient to prevent healthcare data 

breaches. 

 

This dissertation presents a more socially oriented management framework (Figure 3) 

that applies STS principles to the human-technology interface error challenge in 

healthcare. This framework represents a cultural shift from the sector’s current reliance 

on purely technical design solutions toward a socio-technical design environment. The 

process of leading cultural change violates the assumptions that normally guide our 

interactions with others. Thus, simply telling organizations about that process will not 

show them why it works since the explanation just bounces off of their strongly held 

normal assumptions (Quinn, 2012). Based on this consideration, to effectively influence 
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a change in culture, the sector’s cyber professionals should be put through their security 

incident experiences to cause them to challenge their own assumptions. They should 

carefully examine what is currently occurring during major human error data breach 

incidents and apply lessons learned to create long term resilience capabilities. 

 

The proposed framework builds on Reason’s Resiliency Model, adopting his layered 

design approach while integrating STS factors identified in the literature as effective in 

reducing human error-related data breaches. The layer approach utilizes historical data 

on STS factors such as investments in identity and access management (IAM) 

capabilities, employee training initiatives, and the adoption of zero-trust principles, to 

empirically assess their effectiveness as safeguard layers. The framework assesses the 

effectiveness of these safeguard layers in mitigating human error-induced data 

breaches and enhancing the resilience of healthcare IT systems. 

 

 

Figure 3: Integration of STS Management Framework and Reason's Resiliency Model 

 

1.4  Dissertation Framework 

The purpose of this research dissertation is to study the impact of error, as a 

consequence of the human-technology interface, in the information security of the 

healthcare sector. In this context, I have selected the impact of human error data 

breaches on EHR information security as the research focus for this dissertation. 

The significance of the problem is undisputable, as the present day healthcare industry 



 
 

10 
 

has become the main victim of external and internal cybersecurity incidents with some 

major publications reporting that over 80% of all data breaches are caused by an 

employee mistake, despite continuous investments in cybersecurity for addressing the 

problem.  

 

The literature demonstrates the value of adoption of EHR technology to improve 

healthcare quality of services, as well as strong evidence that information security ranks 

at the top of all challenges faced by the healthcare industry. Since, the implementation 

of EHR’s technology demands protecting the privacy and security of patients’ healthcare 

information, and the trends of data breaches resulting from human error suggest 

improvements in healthcare information systems, this problem setting presents a unique 

opportunity to address the research purpose of this dissertation. 

 

This dissertation integrates three strands of literature to develop a comprehensive 

understanding of the overall research topic. Figure 4 illustrates the outcome of these 

essays combined to enhance Reason’s Resiliency Model. The three key strands 

include: human error in healthcare information security; human error data breaches as 

an unintended consequence of EHR technology adoption; and government regulation 

as a safeguard to prevent human error in information security.   

 

This dissertation is structured into these three essays, each examining the impact of 

human error data breaches on EHR information security, offering insights into the role of 

human, technological, and government regulatory factors for mitigating these risks. The 

first essay presents a literature review on human error as a key contributing factor to 

EHR data breaches. The second essay examines the unintended consequences of 

EHR technology adoption, focusing on its impact on productivity within state healthcare 

systems. The third essay integrates government regulation into Reason’s Resiliency 

Model, incorporating HIPAA policy as a safeguard layer to prevent data breaches from 

escalating into full-scale security incidents. 
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While each essay addresses a distinct issue, they share a common Socio-Technical 

Systems (STS) management framework to analyze the interactions between 

technological, organizational, human, and government regulatory factors. This 

integrated approach enhances Reason’s Resiliency Model by incorporating STS factors, 

ensuring a comprehensive resilience framework that strengthens safeguards against 

potential threats to EHR information security. 

Essay 1 focuses on understanding the root cause and impact of human error in 

healthcare organizations, drawing knowledge from the Human Factors Engineering and 

Reason’s theories on safety and resilience engineering. Essay 2 focuses on the 

unintended consequences of EHR technology adoption and their impact on healthcare 

performance. This essay is informed by economic production theory. Essay 3 explores 

the effectiveness of Government HIPAA policy as a safeguard layer to prevent data 

breaches. This essay is informed by Systems Thinking and Reason’s theory on safety 

and resilience engineering. Additional insights on how these three strands of literature 

come together to support the dissertation research is included in the following sections. 

 

Figure 4: Combination of Essay Outcomes to Enhance Reason’s Resiliency Model 
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Figure 5 presents the dissertation framework with the structure, research questions, 

hypotheses, and methods for the three essays investigated in this research and 

described in the sections below.  

 

Figure 5: Dissertation Framework - Structure, Scope, Method, and Contribution 

 
1.4.1 Essay 1 examines literature findings on Human Factors Engineering theory, 

Reason’s Theory of Accident Causation, and real-world data on human-technology 

interface errors responsible for EHR data breaches. The analysis is based on a 

systematic literature review and an evaluation of data collected from the DHHS OCR, 

which documents healthcare data breach incidents where 500 or more records were 

compromised. 

 

This essay develops a taxonomy of the predominant human errors contributing to the 

rise in data breaches, and introduces a management framework that applies STS 

principles to address the human-technology interface challenge in the healthcare sector. 

The hypothesis tested in this essay states that, the location where data are breached 

within healthcare IT systems, as a consequence of errors from the human-

technology interface, significantly influence the severity of data breaches 
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impacting the security and privacy of patient records. Empirical data from DHHS 

OCR is used to assess the locations where data breaches occur and their relative 

impact on the number of compromised patient records. 

 

1.4.2 Essay 2 studies the literature on Economic Production Theory to evaluate the 

unintended consequences of EHR technology adoption. Specifically, it measures the 

impact of information privacy concerns stemming from human error-related data 

breaches on the productivity performance of patient care services. While the adoption of 

EHR technology aims to improve the productivity of healthcare systems, human error-

related data breaches results in: disruptions to patient care services due to healthcare 

organizations limiting or suspending access to compromised systems which can delay 

critical medical procedures and lead to longer wait times for patients; financial liabilities 

and resource reallocations to payments of fines and legal costs; and, patient 

compensation which in many instances were initially intended for system improvements 

and productivity  enhancements and or data breach mitigations.   

 

Building on the findings from Essay 1 regarding information privacy concerns linked to 

EHR-related human errors, this essay investigates their effects on the productivity 

performance of healthcare providers. The Malmquist Productivity Index (MPI) is used to 

measure productivity changes over time across decision making units (DMUs). A table 

outlining the proposed input and output variables is presented in Table 21 of this 

dissertation. 

 

This essay tests the hypothesis that, despite increasing patient privacy concerns 

due to healthcare data breaches, the adoption of EHR technology has contributed 

to productivity improvements in DMUs through technological advancements and 

efficiency gains. DMUs are represented by state healthcare systems categorized into 

three main groups: high-capacity states, mid-capacity states, and low-capacity states. 

To assess this hypothesis, a hybrid approach integrating benchmarking and statistical 

analyses was utilized. 
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1.4.3 Essay 3 examines the impact of HIPAA policy compliance as a security safeguard 

against human error-related data breaches in EHR systems. It integrates the STS 

Management Framework developed in Essay 1 (Figure 12) with Reason’s Resiliency 

Model (Figure 2) to assess the effectiveness of HIPAA policy as a security safeguard 

layer in reducing the number of compromised patient records. 

Since HIPAA non-compliances result in monetary penalties, this essay tests the 

hypothesis that, HIPAA monetary penalties are positively correlated with a 

reduction in the number of compromised patient records. To evaluate this 

relationship, statistical regression models with lagged explanatory variables are 

employed. The results of this analysis are presented in Chapter 4 of this dissertation. 

1.5  Research Contributions and Overarching Impact 

“The mere formulation of a problem is often far more essential that its solution, which 
may be merely a matter of mathematical or experimental skill.”  

- Albert Einstein (Physics Nobel Price, 1921).  
 

This dissertation contributes to the literature of human-technology interface, its impact 

on errors, and on healthcare information security. Even though these topics have 

caught the attention of many researchers and healthcare stakeholders, this dissertation 

takes a unique and unexplored stance by applying Reason’s Resiliency Model and 

analyzing the latest real-world data collected on healthcare security incidents to test the 

theory and expand its application to human error management in the information 

security domain. The dissertation enhances understanding of the unintended 

consequences of technology adoption, particularly regarding patient information privacy 

and data breaches. Furthermore, it assesses the effectiveness of HIPAA policy 

designed to protect patient health information. 

 

An important contribution from this research are the unique qualitative and quantitative 

datasets used for modeling and testing hypotheses testing the three essays in the 

dissertation.  

 



 
 

15 
 

The qualitative data is derived from semi-structured interviews with subject matter 

experts (SMEs) across multiple fields, providing insights that inform model formulations, 

validation processes, and the interpretation of findings and recommendations. 

Appendices F thru J include the protocols, questions and data structure, and the results 

associated with the semi-structured interviews used to collect the qualitative data to 

support the dissertation. 

 

Comprehensive quantitative datasets of real-world healthcare IT data support the 

modeling and hypothesis testing conducted to address the research questions in each 

essay. These datasets include the most recent data on cybersecurity incidents affecting 

healthcare information technology systems across multiple entities, including hospitals, 

private practices, and health insurance providers. Additionally, they incorporate 

healthcare performance metrics, demographic information, and economic data. These 

data come from multiple government entities, including DHHS, U.S. Census Bureau, the 

National Center for Health Statistics, the American Hospital Association, and, state 

health departments. Appendix A includes a list of all quantitative datasets used in this 

dissertation. 

 

Essay 1 contributes to the Human Factors Engineering Theory and Reason’s Theory of 

Accident Causation by developing two management frameworks for addressing the 

impacts of human error data breaches in the healthcare information security domain. 

The literature identifies the need for further research to investigate the impacts of STS 

factors on the reduction of human errors in information security. To address this gap, 

Essay 1 developed a management framework of STS factors that drive human error 

(Figure 12) to conceptualize the roles of STS factors in the information security-theater 

and improvements needed to reduce errors.  

 

To advance the understanding of the human factors engineering and Reason’s theory, 

Essay 1 develops a taxonomy of human error root causes in information security. This 

taxonomy investigates the predominant human errors that are contributing to the 

proliferation of data breaches and the barriers that are slowing down EHR adoption and 
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information sharing in the healthcare sector. The taxonomy drills down to the root 

causes of human-technology interface errors to evaluate the unintentional, intentional, 

and malicious employee behaviors that lead to human error data breaches, 

compromising the security of patient healthcare records. 

  

Essay 1 also applies these frameworks to assess the impact of human error on data 

breaches, focusing on the significance of the location where data are breached and the 

severity of these breaches to patient privacy. This analysis has real-world implications 

for healthcare data security. Identifying where data is most vulnerable to human error-

related breaches enables organizations to: (1) develop more effective incident response 

and containment strategies to minimize breach impact, shorten the data exposure 

timeframe, accelerate the restoration of patient care services, and reduce overall breach 

costs; and, (2) optimize resource allocation by prioritizing efforts to mitigate recurring 

human errors and their associated data breach risks. This contribution has the potential 

to enhance information security, lower associated costs, and reduce the number of 

compromised patient records. 

Essay 2 contributes to the Economic Production Theory and technology management 

literature by highlighting the impact of unintended consequences, such as breaches to 

patient private information, stemming from EHR technology adoption in healthcare 

organizations. These unintended consequences lead to disruptions in patient care 

services and financial liabilities, forcing organizations to reallocate resources to mitigate 

their impact to restore normal operations.  This essay examines how these 

consequences influence organizational productivity over time, particularly within 

complex system environments like healthcare. In the MPI calculations, these 

unintended consequences are represented as input variables, specifically data breach 

incidents reported by the DMUs.  

This essay makes important contributions to the Economic Production Theory, 

particularly in the context of digital transformation efforts aimed at enhancing patient 

care efficiency. Despite ongoing investments in information technology, patient 

healthcare information continues to be vulnerable, highlighting a critical area for further 
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exploration and improvement. The empirical analysis, utilizing the latest data on 

cybersecurity incidents affecting healthcare IT systems, offers valuable insights to 

understand healthcare IT system vulnerabilities. These findings may generate further 

research questions on this critical topic and its wider economic implications for the 

healthcare sector. 

Essay 3 contributes to the Resiliency and Safety Engineering theories. It enhances 

Reason’s Resiliency Model by integrating a STS management framework into its 

layered approach to mitigate human error challenges in healthcare information security. 

The essay also test the effectiveness of the HIPAA policy, as a security safeguard or 

layer, aimed at reducing the incidence of successful data breaches and the compromise 

of patient healthcare records.  

 

The findings from this essay highlight the importance for organizations to prioritize the 

development and enforcement of safeguards that align with HIPAA policy to protect 

healthcare data integrity. This is important for maintaining patient trust and minimizing 

the burden of future financial penalties and legal consequences. Additionally, the essay 

offers a series of recommendations, beyond monetary penalties, that the government 

can implement to strengthen HIPAA compliance and mitigate the risk of data breaches 

resulting from human error. 
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Chapter 2.0 - Essay 1: Systematic Literature Review- Human Error in 
Data Breaches of Electronic Health Records (EHR) 

Abstract 

This chapter introduces a conceptual framework of the STS factors that are 

hypothesized to reduce human error data breaches in the healthcare sector. The 

framework addresses a research gap from the literature in terms of understanding and 

modeling of human-computer interactions and the consideration of STS factors when 

developing solutions.  

 

A systematic literature review was conducted, analyzing 1,071 documents to inform the 

research. From this review, two conceptual frameworks were developed: a taxonomy 

categorizing human errors leading to data breaches and a management framework 

based on STS principles. The findings identified a gap in terms of understanding and 

modeling of human-computer interactions, as well as the need for greater consideration 

of STS factors when designing information security solutions. 

 

Human errors are a growing threat to EHR technology adoption and information 

sharing. Healthcare data breaches and criminal attacks continue to increase in volume 

and complexity. To fully realize the benefits of EHR technology, the industry must 

acknowledge the critical role of human-technology interface errors in cybersecurity and 

prioritize the protection of health information. Semi-structured interviews with SMEs 

were used to collect qualitative data to support this research study. The interviews were 

designed to provide a better understanding of the role of human error in data breaches 

and to inform the hypothesis testing. 

 

The STS management factors are used to determine how the location where data are 

breached influence the number of compromised patient records. The findings reveal 

that network servers and emails are the two most common sites where healthcare data 

are breached capturing 95% of all compromised patient records since 2009. 

 
KEYWORDS: Computer Security, Cybersecurity, Data Breaches, Data Envelopment 
Analysis, Electronic Health Records, Healthcare, Human Error, Methods, Risk, Socio-
Technical Systems (STS). 
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2.1  Introduction 

This essay presents the findings of a literature review of the STS factors that influence 

human errors in EHR data breaches. EHR store all or parts of patient’s health 

information in a digital form. They are digital records that are intended to provide a 

comprehensive view of a patient’s medical history. A healthcare data breach occurs 

when a patient’s name, combined with his/her medical record, is exposed, whether 

electronically or on paper, potentially putting information at risk (Megas et al., 2015), 

(Rouached et al., 2011); (Hofmey, 1999). Human error, an unintended action resulting 

in unacceptable consequences, can lead to security breaches and deter EHR adoption 

and information sharing. However, findings from the literature review suggest that 

mitigating human error should be part of system design and data security review efforts 

(Palabindala et al., 2016). 

 

The healthcare sector must improve its efforts to protect patient information from cyber-

attacks. Healthcare cyber professionals must carefully examine what is occurring during 

major data breach incidents and apply lessons learned to strengthen infrastructure 

resilience (Alvarado, Triantis, 2024). However, this proposition is not as easy to 

implement as it sounds. Healthcare organizations are extraordinarily complex, 

characterized by a technology-saturated environment, internal politics, regulatory 

pressures, and a patient-centered care model (Smet, 1982). Given this complexity, 

protecting the information systems require more than robust technical design solutions, 

government policies, and regulatory actions. It requires a shift in how the sector 

approaches healthcare data security (Alvarado, Triantis, 2024). 

 

Relying solely on technical alternatives might not be sufficient to enhance the security of 

healthcare records. Instead, applying socio-technical systems (STS) principles to 

information security introduces a comprehensive approach that integrates government 

policy, human in the loop, organizational processes, economic factors, and technical 

factors, along with the interrelationship among them. STS is an approach for designing 

complex organizational systems that considers the dynamic interactions between 

people, technology, government regulations, and organizational structure aspects in the 
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workplace. By leveraging this approach, the impact of human error in data breaches can 

be reduced (Alvarado, Triantis, 2024). 

 

This essay introduces a conceptual framework of STS factors that cause human errors 

in data breaches. It is argued that the study of complex systems such as EHR should 

consider the interactions and relationships between technology, organization processes, 

people, and government policy. The framework is based on information found from a 

systematic literature review of over 1,000 articles conducted for this dissertation. It 

highlights key STS factors that influence human-technology interface error and their 

impact to data security: Identity Access Management (IAM) Capabilities; System 

Diversity; Business Processes; Cyber Security Protocols; Human in the Loop; User 

Awareness; and, Government Regulations (Alvarado, Triantis, 2024).  

 

Many STS factors that contribute to human error causing data breaches in healtcare 

systems are closely related. The analysis performed in the literature review began by 

listing all of the factors and attributes identified by the publication authors that probably 

contribute, at varying degrees, to increasing the likelihood of data breaches not only in 

hospitals but in healthcare organizations such as private practices, health insurance 

organizations, and treatment and medical test facilities. The STS factors selected for the 

management framework specifically excludes technical risk-drivers such as encryption 

protocols, software cyber detection applications, and firewalls, which are typically 

captured by the inherit design of hardware infrastructures and most commercial EHR 

software applications found in industry. The selection of these STS factors described in 

the sections below was informed by the analysis of over 1,000 papers as part of a 

systematic literature review (Alvarado, Triantis, 2024).  

 

IAM- Strong IAM solutions are a necessary component of an information security 

system. Organizations that keep a  close audit and monitoring of their devices 

authorized for conducting official business, are better positioned to avoid malware and 

can respond to incidents faster than organizations that don’t follow this practice (Megas 

et al., 2015). 
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System Diversity- The EHR vulnerability of the U.S. healthcare sector is affected by 

the vulnerabilities of all individual healthcare units. In this large system, reducing 

variability of individual healthcare units will make the whole system less vulnerable. 

Networked or connected medical devices have become a popular practice in healthcare 

to remotely monitor patients, deliver care, and transfer patient data. A common 

capability framework focused on reducing human technology interface errors will make 

the healthcare industry less attractive to cybercriminals (Jalali et al., 2018).  

 

Business Processes- Cybersecurity threats and data breaches in the healthcare 

sector are far from over.  The healthcare sector needs to be prepared and proactive to 

respond to data breaches, protect their reputation, and lessen the financial burden 

associated with identifying and responding to a data breach (Basset et al., 2021). Given 

the sensitivity of patient’ information, healthcare management efforts should strive to 

create an organizational security culture environment, where employees feel the 

responsibility of immediately reporting mistakes or unintentional disclosures of patient’s 

data without fear of repercussion (Hung, 2010). Even when the mistakes or disclosures 

might not be reversed, their impact might be mitigated and the end damage to the 

organization and patient’s data be diminished (HIPAA, 2021). 

 

Cyber Security Protocols- People make mistakes. Most errors are unintentional 

actions, typically taken by an internal or insider threat actor, but partner actor errors also 

occur. The trend of basic human error in the healthcare industry is not diminishing. Lack 

of following cybersecurity protocols such as neglecting two-factor authentication is 

making it easier for cyber criminals to get unauthorized access to secure systems 

(University of Illinois, 2020). Healthcare data breaches today are primarily the result of 

employee unintentional errors that leads to unauthorized access to records that could 

be preventable if the appropriate cybersecurity protocols are deployed. It is therefore 

critical for healthcare management to focus on elevating cybersecurity protocols in their 

information security risk management plans (Ponemon Institute, 2022). 
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Human in the Loop- Healthcare information technologist have raised concerns that 

although human behavior and their errors often lead to data breaches and present a 

barrier for EHR adoption and information sharing (Gesulgaa et al., 2018), despite 

repeated calls for human factors to be addressed in the design of IT systems the issue 

has not adequately been addressed by many current security models (Tellez Isaac et 

al., 2011). In the information security theory, humans are seen as the weakest link in the 

security chain (Yan et al., 2018). The variability on the probability of human error has a 

significant importance in reducing the healthcare unit vulnerability to data breaches. 

People are a vital part of protecting the privacy of patients’ EHR. An organizational 

culture shift, focused on human-computer interaction, which integrates medical 

professional staff in the design of security capabilities rather than treating them as their 

weakest point, could result in the reduction of cyber incidents leading to data breaches 

(Zimmerman et al., 2019).  

 

User Awareness- The greatest threat to EHR lies with the unintentional and sometimes 

malicious actions of unmotivated users with open access to information resources 

(Warketin et al., 2009 & 2013). Awareness about the damaging consequences of 

cybersecurity incidents is key for employees to be cognizant about security while 

executing their daily tasks (Dinella et al., 2021). For example, many HIPAA breaches 

result from employee’s lack of awareness on their data security obligations or making 

basic mistakes under time pressure or stress due to excessive workloads. Employee 

awareness training that focus on common cybersecurity incidents problem areas and 

the latest data security policies and procedures, will create an environment where 

healthcare staff be more conscious about their roles and will reduce the likelihood of 

occurrence of human error in EHR data breaches (Palabindala et al., 2016).  

 

Regulations- Continuous enforcement of Government policy such as HIPAA has been 

a driving force behind healthcare organizations’ creation of protocols for prevention, 

detection, and remediation of reported incidents (HIPAA, 2021). Government regulation 

have made an impact on the operation of healthcare providers and providing 

safeguards to protect the information integrity contained in EHR. Government oversight, 
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in the form of policy regulation, is necessary to ensure healthcare enforcement and 

compliance of protected health information security standards to avoid information 

security issues resulting from unintentional consequences from EHR use (Bowman, 

2013). 

2.2  Technical Background 

“The problem of human error can be viewed in two ways: the person approach and the 

system approach. Each has its model of error causation, and each model gives rise to 

different philosophies of error management.” James Reason (Human Error: Models and 

Management, 2000).  
 

This chapter explores the Human Factors Engineering Theory and the Reason's 

Accident Causation Theory. The study of these theories focus on human performance 

and interaction with equipment, systems and processes within the organization. Their 

goal is to enhance performance, improve safety, and increase user satisfaction 

(Milligan, 2007). In his Resiliency Model Theory, Reason presents human error as a two 

prong approach: the person approach and the systems approach. Each approach 

represents a different model of error causation, leading to different philosophies of error 

management (Reason, 1990). 

 

The literature provides statistical evidence linking data breaches caused by human-

technology interface errors to challenges in EHR adoption and secure information 

sharing (HIPAA, 2022). Research suggests that addressing this security threat requires 

a fundamental shift in the healthcare sector’s approach to data security. Such a shift 

necessitates a deep understanding of the theories and principles underlying human 

error. To support this change, Essay 1 begins by reviewing a taxonomy of human errors 

and developing a management framework based on STS factors identified in the 

literature. This framework serves as a foundation for analyzing the root causes of 

human error and understanding the motivations behind breaches in information security. 

 

The application of STS principles to human error in information technology and the 

cybersecurity domain has not received much attention (Charitoudi et al., 2013). While 

numerous journal articles explore cybersecurity challenges in the healthcare sector; 
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only very few studies, (Warkentin et al., 2017), (Ponemon Institute, 2020) and (Pfleeger 

et al., 2012), address the implications of human errors on data breaches of patient 

healthcare records. Despite significant investments in information security hardware and 

software solutions, human error continues to increase, contributing to frequent data 

breaches and compromising millions of patient PHIs at an alarming rate. 

 

To complement the historical healthcare quantitative data used to test this hypothesis, 

this review incorporates insights from the systematic literature review to get a better 

understanding of the real knowledge of STS factors and their implication to information 

security. Table 1 presents selected publications from the systematic literature classified 

by subject areas. 

 

Table 1: Publication Trend of Human Error in Information Security by Subject Area 

 

2.3  Research Problem 

The U.S. healthcare sector continues to face persistent and increasingly sophisticated 

malicious data breach attempts, posing significant risks to the adoption and widespread 

information sharing of EHR systems across both the public and private sectors. The rise 

in cybersecurity incidents, particularly EHR data breaches, presents challenges for the 

healthcare industry as a whole, with hospitals being especially vulnerable (Callahan, 

2013). These threats ultimately endanger patients' PHI. According to the 2024 HIPAA 

Journal, data breaches in the healthcare sector have steadily increased over the past 

decade. In 2023 alone, a record-breaking 733 breaches were reported, each involving 

Subject Area

Literature on Information 

Security Human Errors

Communications 10

Human and Social Factors 23

Information Systems 22

Management Science 6

Modeling 6

Operations 12

Safety and Risk Analysis 12

Science 1

Technology & Engineering 13

Theory and Policy 1

Total 106
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the compromise of more than 500 patient records. The journal also highlighted notable 

shifts in the identified root causes of these breaches (HIPAA, 2024). 

 

EHR adoption and information sharing present a unique opportunity to enhance the 

productivity of the healthcare. However, this enhancement can only be realized if robust 

information security systems are implemented to protect patient data from both insider 

threats and external malicious actors. Protecting patient safety and sensitive information 

requires a change, one that acknowledges cybersecurity as an integral component of 

patient care. 

 

Healthcare data breaches are increasingly difficult to identify and are occurring at 

alarming rates (Dolezel et al., 2019). Over the past two decades, researchers have 

made various scientific attempts to identify, classify, and mitigate vulnerabilities within 

healthcare organizations (Razaque et al., 2019). However, a report from IBM Security 

(Ponemon Institute, 2022) indicates that it still takes an average of nine to twelve 

months to identify and resolve a data breach incident. The same study showed that the 

quicker a breach is identified and resolved, the lower the cost impact on healthcare 

organizations. 

 

Per the literature (Gabriel et al, 2018), the most common identified locations of 

healthcare data breaches include eight categories: emails; desktop computer; electronic 

health records; paper/films records; laptop computers; network server; other portable 

devices, and other locations. Data breaches in these locations are attributed to 

vulnerabilities found in multiple STS factors within the healthcare IT systems.  

 

For example, the lack of reliable identity access management (IAM) solutions, coupled 

with diversity between IAM capabilities across healthcare units, contribute to 

vulnerabilities in the EHR system, increasing the risk of unauthorized access to network 

servers. Similarly, breaches involving unsecured health information from emails and 

paper/films records often result from the absence of strong business processes and 

insufficient user awareness training, leading to unintentional disclosures to unauthorized 
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parties. Additionally, resource constraints prevent healthcare organizations from 

allocating sufficient budgets to establish cybersecurity protocols that monitor desk top 

computers and external devices, integrate human in the loop approaches in security 

safeguard designs, and ensure compliance with government regulations to prevent 

unauthorized disclosures. These factors collectively highlight the systemic challenges in 

protecting healthcare data from breaches. 

 

While these vulnerabilities have always existed, the alarming rate at which they are 

being exploited is a growing concern. To respond to these threats, this chapter 

examines the relative significance of specific breach locations within healthcare IT 

systems. The essay will test the hypothesis that, the locations where data are 

breached within healthcare IT systems, as a consequence of errors from the 

human-technology interface, significantly influence the severity of data breaches 

impacting the security and privacy of patient records. The findings of this essay 

have the potential to help management develop more effective incident response and 

containment strategies, reducing the lifecycle of data breaches, enabling faster 

restoration of patient care services, and lowering associated costs. Additionally, the 

insights gained could support more strategic resource allocation, prioritizing the 

development of safeguard layers and influencing government policies aimed at 

mitigating recurring human errors and minimizing the impact of data breaches. 

 

As a result of the modeling and analysis of the data, this essay is set to address the 

following question, to what extent do the locations where data are breached within 

healthcare IT systems, as a consequence of errors from the human-technology 

interface, contribute to the severity of these breaches impacting the privacy of 

patient records? 

2.4  Research Method 

2.4.1 Data  

Qualitative data and quantitative datasets are used in this essay to support modeling 

and data analysis of the foundational data for Chapters 2 of this research. 
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Qualitative Data Collection- Semi-Structured Interviews 

Semi-structured interviews with subject matter experts (SMEs) enabled the collection of 

qualitative data to support this research study. Information obtained from the semi-

structured interviews provided real world qualitative data to validate results found in the 

literature and support the hypotheses testing of the three essays of this dissertation. 

The interviews were designed to provide a better understanding of the role of human 

error in data breaches; gain insights into the unintended consequences of IT adoption 

such as human error data breaches on the productivity performance of patient care 

services; and, obtain a perspective from stakeholders on the effectiveness of HIPAA 

policy reducing breaches in the sector. Appendices F thru J include the semi-structured 

interview protocols with interview questions and structure followed, list of SMEs and 

their associated expertise by STS factor, responses to questions, summary of results, 

and the Virginia Tech Institution Review Board (IRB) request and approval forms.  

 

Figure 6 and Table 2 illustrate the selection of subject SMEs from various organizations 

within the healthcare sector, cybersecurity field, and policy professions for the semi-

structured interview sessions. These SMEs were chosen based on their expertise in 

one or more factors within the STS management framework, which is utilized to 

enhance Reason’s Resiliency Model, as presented in Figure 12. 

 

Figure 6: SMEs Provided Real World Qualitative Data to Support this Research Study 
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Interview with eight SMEs were conducted in the following domain areas: 

STS Factor Expertise Field SME 

Identify Access 

Management (IAM) 
Cybersecurity A program manager developing an IAM program 

for protecting national security data 

System Diversity Cybersecurity 
A cybersecurity system designer developing 
system countermeasures to prevent data intrusions 
from unauthorized users 

Business Processes Healthcare 
A healthcare consultant to government and major 
healthcare entities in digital transformation of 
healthcare organizations 

Cybersecurity 

Protocols 
Cybersecurity A zero trust compliance manager implementing 

measures to protect national security data 

Human in the Loop Healthcare 

A hospital pharmacy director responsible for 
reviewing patient records with prescriptions;  
 
an emergency room physician with daily access to 
patient records;   

User Awareness Healthcare 

A healthcare record manager expert with daily 
EHR interactions at a major healthcare provider, 
and responsible for maintaining the EHR in a major 
healthcare system  
 

Regulations Policy 

A policy director from a government agency 
responsible for the development and compliance of 
cybersecurity policy to protect national security 
data.  

Table 2: STS Factors and Subject Matter Experts (SMEs) for Semi-Structured Interviews 

 

Table 3 includes the questions asked to the SMEs to inform the semi-structured 

interviews and qualitative data requirements for Essay 1. 

Essay 1: Human Technology Interface Error in Healthcare Data Breaches 

Why Organizations Should Care 
About Cybersecurity? 

 
What are the Most Common 
Situations Where Human Errors 
Have Led to Security Breaches? 

What STS Factors Have the 
Most Impact Reducing the Risk 
of Human Errors? 

 
Table 3: Essay 1 SMEs Interview Questions 

 
Quantitative Data –Clustering Analysis 

State healthcare systems are effective DMUs for Malmquist performance index analysis 

due to their structured inputs (number of managed patients, healthcare expenditures, 

etc.) and measurable outputs (lengths of hospital stay, deaths). These metrics enable 
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assessing how input resources are utilized to drive productivity and performance 

changes over time. Although state healthcare systems (DMUs) may exhibit 

heterogeneity, they still are comparable because they operate under the same federal 

regulatory framework. This standardization allows for meaningful benchmarking while 

still accounting for variations in operational productivity across different states.  

 

A study sponsored by IBM Security, on the cost of a data breach, presents evidence 

that factors such as gross domestic product (GDP) and healthcare IT budgets can 

contribute to heterogeneity of DMUs (Ponemon Institute, 2022). Data variability is a 

central consideration in statistical analysis, as it can affect the perceived reliability of the 

data and the decision making process. One major challenge in performance 

benchmarking is the variation in economic and demographic factors across states.  

 
Table 4: Quantitative Dataset of Contextual and Operational Variables Used in the Principal 

Component Analysis (PCA) 

 

Clustering algorithms were applied to address the variability of the DMUs. The first step 

in the analysis consisted in assessing 13 contextual and operational variables. Multiple 

principal component analysis (PCA) iterations were performed to reduce the 

dimensionality of the dataset assembled (Greenacre et al., 2023). Table 4 illustrates the 
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contextual and operational variables used in the PCA analysis. PCA’s results were then 

used with DBSCAN clustering algorithms to identify the optimal number of clusters.  

 

Table 5 presents a structured template of the data fields that were assembled to support 

the PCA modeling and data analysis conducted to reduce the dimension of the dataset 

used for the clustering analysis.  

 

Table 5: Dataset Used in the PCA to Reduce the Dimensions for the Clustering Analysis 

 

To address this variability in the DMUs and to create more homogeneous comparison 

groups, state population size, GDP, and healthcare spending data were analyzed using 

the data sources included in Table 6. When visualizing the data and testing multiple 

clustering algorithms, population size and GDP consistently provided as key 

differentiators, with some states showing patterns linked to larger populations and 

higher incomes. State GDP and population are strong measures for determining state 

healthcare system clusters because they capture both the economic capacity and 

demand for healthcare services of the DMU, which are critical factors influencing 

healthcare system performance. By considering both variables, DMUs can be grouped 

into clusters that reflect their ability to provide healthcare services relative to their 

demand. This heterogeneity, if not resolved, can particularly present major challenges 

for establishing accurate performance benchmarks. 

 
Table 6: Quantitative Datasets with Sources and Data Range Used for Clustering Analysis 
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A K-Means algorithm with three clusters was applied, using state GDP and population 

as the primary factors for segmentation. K-Means was selected due to its simplicity and 

because is particularly well-suited for grouping data into distinct, non-overlapping 

clusters, mitigating heterogeneity and reducing bias in modeling and hypothesis testing 

(Yadav et al., 2013).  

 

Table 7 shows the DMUs, defined as the state healthcare systems, grouped into three 

relatively homogeneous clusters: high-capacity; mid-capacity; and low-capacity states. 

A valuable direction for future research shall include breaking it up low-capacity states 

into two or more sub-groups to create more homogeneous comparison groups. This 

segmentation can improve the precision and fairness of productivity benchmarking and 

the regression models by reducing variability within groups, allowing for more 

meaningful peer comparisons and targeted policy insights for similarly constrained 

healthcare systems. 

 
Table 7: States Organized by High-Capacity, Mid-Capacity, and Low-Capacity Clusters 

 

Quantitative Data Collection 

A comprehensive quantitative dataset of real-world healthcare IT data supports the 

hypothesis testing and the findings presented in Chapter 2 (Essay 1), Chapter 3 (Essay 

2), and Chapter 4 (Essay 3). This dataset includes all reported cybersecurity incidents 

and compromised patient records from DMUs submitted to the DHHS OCR, as 

mandated by the HIPAA Privacy and Security Rules since 2009. It encompasses data 
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breach incidents reported by healthcare organizations across all 50 states and the 

District of Columbia (HIPPA, 2024).  

 
Table 8: Quantitative Datasets with Sources and Data Range for Essay 1 

 

The datasets presented in Table 8 consists of breach incident reports from healthcare 

entities, including hospitals, health insurance plans, business associates, and 

healthcare clearinghouses. It captures cybersecurity incidents with daily reports 

spanning from 2009 to 2024. The dataset comprises eight key fields: the name of the 

breached entity, covered entity type, breach submission date, year, state, number of 

affected records, type of breach, and location of the breached information. The data 

also includes EHR adoptions at hospitals and healthcare nursing facilities.  

 

Table 9 presents a structured template of these dataset fields, which were assembled to 

support the modeling, hypothesis testing, and data analysis conducted in this 

dissertation. In total, the dataset includes 6,594 reported healthcare data breach 

incidents from 2009 to 2024, each involving 500 or more compromised records. 

 

Table 9: Quantitative Datasets of Breach Incidents Reported by U.S. Healthcare Entities 

 

To conduct the assessment of the dataset retrieved from the DHHS OCR, a Microsoft 

Excel database was created to log all data breach incidents. This database served as a 

management and analysis tool, facilitating the selection of data fields for the research. 

Given the large volume of data, Excel pivot tables were incorporated to categorize and 
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accurately quantify the events based on multiple fields, and criteria requirements for 

analisis of results.  

 

Data collected from 2009 to 2024 were categorized based on the number of breaches, 

the volume of compromised patient records, and the specific locations within healthcare 

IT systems where these breaches occurred. These locations include emails, network 

servers, paper or film records, digital records, laptops, desktop computers, portable 

electronic devices, and other storage points. After analyzing and visualizing the data, 

breach events were quantified to assess the impact of human error on healthcare data 

breaches and to determine the relative importance of breach locations within IT systems 

of the DMUs. 

2.4.2 Approach - Literature Review 

This chapter uses the results of a systematic literature review to explore the application 

of STS factors influencing human error in data breaches of EHR. The literature review 

was informed by articles from various datasets and web-based resources. Ten 

keywords (Computer Security, Cybersecurity, Data Breaches, Data Envelopment 

Analysis, Electronic Health Records, Healthcare, Human Error, Methods, Risk, and 

Socio-Technical Systems) were used to retrieve 1,071 documents, which were then 

screened to identify relevant publications. In line with the systematic review guidance 

from Transfield (Transfield et al., 2003), Sardi and Rizzi (Sardi et al., 2020), Snyder 

(Snyder, 2019), and Katharakisa (Katharakisa et al., 2013), 40 articles were selected 

from the initial 1,071 sources (Alvarado, Triantis, 2024). 

 

Literature reviews are an important aspect and critical step for conducting research. 

They provide the basis for developing the foundational background in the specific area 

of research, and necessary to justify the research questions, and hypotheses. Based on 

the literature information from Snyder 2019, three types of literature review approaches 

were evaluated: systematic; semi-systematic; and, integrative approaches; for selecting 

the “best fit” approach to generate this research paper (Snyder, 2019). After evaluating 

these methodologies, the systematic literature review was determined to be the most 

suitable approach for analyzing the selected publications (Alvarado, Triantis, 2024). 
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Systematic reviews have been broadly used in medical and healthcare related research, 

and have been referred to as the “gold standard” among reviews (Davis et al., 2014). 

This approach was selected because the goal of this study was to identify all empirical 

evidence, while minimizing bias or speculations based on expert knowledge in the field 

or common beliefs about what is generally accepted, and to identify the most impactful 

findings from which results and recommendations about the STS factors influencing 

human error in data breaches and EHR adoption and information sharing can be 

reached (Armitage et al., 2009) (Snyder, 2019).   

 

Although there are many approaches to carry out a systematic review, the Transfield 

approach was adopted (Transfield et al., 2003) because it is one of the most recognized 

in the management literature, with more than 8,000 citations on Google Scholar and 

Web of Science, and has been tested and validated by the research community (Sardi, 

2020). The approach (adapted from Transfield) suggests the following steps for 

conducting a rigorous review: planning the literature review; conducting a review; 

extracting the relevant documents; and, validating the reports (Alvarado, Triantis, 2024). 

 .   

Planning the literature review: Eleven previously published healthcare journal papers 

informed the literature review. Three of these papers, authored by information security 

experts, addressed cyber risks and human factors in healthcare systems (Sardi et al., 

2020), (Nifakos et al., 2021) (Franke et al., 2014). Another five focused on measuring 

productivity and tackling managerial challenges within healthcare systems (Liberati et 

al., 2009) (Davis et al., 2014) (Katharakisa et al., 2013) (Crema et al., 2013) (Menear et 

al., 2014). To guide the review process, three additional journal papers on systematic 

literature review methodologies were consulted (Armitage et al., 2009) (Tranfield et al., 

2003) (Keathley-Herring et al., 2016).  

Additionally, insights were gathered through consultations with a healthcare 

professional specializing in EHR data mining tools and multiple interviews with 

cybersecurity experts responsible for protecting national defense networks from cyber 

intrusions. These discussions provided valuable perspectives on system vulnerabilities 
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and human-technology interactions in healthcare information security. Drawing from the 

literature and expert insights, key search terms and the keywords were used for 

sourcing relevant publications, as outlined in Table 10 (Alvarado, Triantis, 2024).  

 

Table 10: Keywords Used to Search Publications for the Literature Review 
 

Conducting the review: The literature review incorporated information from various 

electronic search engines, including Google Scholar, as well as electronic libraries from 

the National Institute of Health (NIH), Virginia Polytechnic Institute and State University, 

the University of Southern California, and George Mason University. Additional sources 

included industry reports and company websites, federal government publications from 

the Department of Commerce’s National Institute of Standards and Technology (NIST) 

and the Department of Health and Human Services (DHHS), and statistical data on 

healthcare data breaches from the HIPAA Journal (Alvarado, Triantis, 2024). 

To ensure a comprehensive review, articles from medical science magazines were also 

examined, offering diverse perspectives from healthcare experts. The literature sources 

encompassed peer-reviewed journals and university research papers from a range of 

databases, including Academic Press, the American Medical Association, CrossMark, 

De Gruyter, Scopus Elsevier, the Institute of Electrical and Electronics Engineers 

(IEEE), NIH, Journal Storage (JSTOR), Oxford University Press, Research Gate, 

Springer, and the Taylor & Francis Group, among others (Alvarado, Triantis, 2024). 

To conduct the assessment and synthesis of the documents retrieved from the 

literature, a Microsoft Excel spreadsheet was created to log all 1,071 documents from 
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the initial search. This spreadsheet served as a management and analysis tool, 

facilitating the selection of relevant publications for the research. Given the large volume 

of documents, Excel pivot tables were incorporated to categorize and accurately 

quantify the documents based on multiple criteria, including publication trends 

(Alvarado, Triantis, 2024). 

 

The next section presents the literature findings by publication trends. Table 11 

classifies all retrieved publications by subject area and associated keywords, while 

Table 12 categorizes the documents by type, such as journals and research papers, 

based on keyword relevance (Alvarado, Triantis, 2024). 

 . 

 

Table 11: Publications' Trend-By Keywords and Subject Area 

 

 

Table 12: Publications' Trend By Keywords and Document Type 

 

Extracting the relevant documents: Once all documents were retrieved from multiple 

data sources and categorized by year and by publication type, the inclusion and 

exclusion criteria included in Table 13 were applied to determine which papers were 

incorporated into the literature review (Alvarado, Triantis, 2024). 

.  
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Table 13: Criteria Used for Selecting Relevant Documents to Inform the Dissertation 

 

First, 157 publications were removed because they were not written in English or 

because the title of the document was found irrelevant to the questions and hypotheses 

of this study. Second, 16 documents that were duplicates or repeated were rejected. 

After studying the abstract of the remaining 898 documents and based on the inclusion 

and exclusion criteria, 626 articles that were not related to data breaches were rejected, 

or did not have any implications for the healthcare sector environment, or were 

incomplete (Alvarado, Triantis, 2024). 

 

The review of the document abstracts enabled elimination of documents that were 

published prior to the introduction of the 1996 HIPAA Privacy Protection Act as they 

were found to be out of date and irrelevant to the aim of the paper. Consequently, 272 

publications were selected for studying the full text. In the next step, I read the full text 

of these 272 publications and selected 70 documents useful to inform the aim of the 

study. Finally, after conducting an in-depth evaluation of the 70 documents, only 40 

publications were selected. This final selection was limited to articles that specifically 

addressed the three main aspects of this study: STS factors influencing human error in 
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data breaches and EHR adoption. Figure 7 illustrates a flow chart of the process used 

for the selection of these articles (Alvarado, Triantis, 2024). 

Figure 7: Flow Chart of the Process Selection of Relevant Documents 

 

Quantitative publications were based on empirical observations where analytical 

quantitative evaluations, including statistical analysis of historical data and testing of 

hypotheses, were presented. Meanwhile, qualitative publications were based on 

methods where the authors conducted surveys and developed conceptual models to 

influence future research and policy development (Alvarado, Triantis, 2024).  
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Validating the results: The findings were examined and a taxonomy of human error 

causing data breach incidents, and a conceptual framework of the STS factors that 

drive human error in data breaches were developed. The inclusion criteria provided the 

basis for the literature search where the “human error on data breaches” within the title, 

abstract, and body of the publications were used to select the relevant documents for 

the study. This approach provided a solid foundation for filtering out unrelated studies, 

aligning the selected document with the research objective.  Information systems, 

human and social factors, safety and risk analysis, and management science were the 

key focus subject areas to relate the publications to data breaches and data privacy in 

healthcare from a management perspective. (Alvarado, Triantis, 2024). 

 

The document exclusion criteria ensured current reality of what is happening in the 

dynamic information security environment and the implications that protection of data 

privacy is having in the adoption and information sharing of EHR. For example after 

reviewing the abstracts, publications predating 1996 were excluded, as they did not 

reflect the impact of major regulatory changes, such as the introduction of HIPAA’s 

privacy protection measures, or the technological advancements that reshaped 

healthcare data management. Additionally, sources such as blogs, magazines, 

unreliable websites, and newspapers were disregarded to maintain academic rigor and 

ensure the credibility of the reviewed literature (Alvarado, Triantis, 2024). 

 

Two conceptual frameworks were derived from the literature: one being the taxonomy of 

human errors causing data breach incidents, and the other a management framework 

based on STS principles. These frameworks are presented and further explained in the 

results section, Figures 11 and 12. Essay 1 uses these frameworks to assess the 

significance of the location where human error-related data breaches occur and their 

severity on patient record privacy. The hypothesis in this essay states that: 

H1: The location where data are breached within healthcare IT systems, as 

a consequence of errors from the human-technology interface, significantly 

influence the severity of data breaches impacting the security and privacy 

of patient records. 
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To test the hypothesis, the data were analyzed and visualized, quantifying breach 

events to assess the impact of human error on healthcare data breaches. This analysis 

identified the relative importance of breach locations within the IT systems of the DMUs. 

2.5  Results and Discussion 

Qualitative Results - Semi-Structured Interviews 

Semi-structured interviews provided valuable insights from cybersecurity and healthcare 

professionals on nuances in patient care practices that were not evident in the literature. 

When structured properly, these interviews enhance the depth and credibility of the 

dissertation by incorporating real-world experiences into the research. Appendices F 

thru J include the semi-structured interview protocols with interview questions and 

structure followed, list of SMEs and their associated expertise by STS factor, responses 

to questions, summary of results, and the Virginia Tech Institution Review Board (IRB) 

request and approval forms. 

 

The Table 14 included below provides a summary of the findings from the semi-

structured interviews, including takeaways, qualitative results, and how the findings 

inform Essay 1 hypothesis and research question. 

 

Table 14: Essay 1 Results from Semi-Structured Interviews and How the Findings Inform the 
Research Study 
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The interviews provided additional insights into the impact of data breaches to the 

organizations and highlighted the following findings for Essay 1: human error data 

breaches affect healthcare provider’s business decisions; data transfers and password 

hygiene emerged as the most common human errors contributing to data breaches; and 

emails and access to network servers are the most common locations where data are 

breached. 

 

Quantitative Results  

Figure 8 illustrates that between 2009 and 2024, a total of 6,594 healthcare data 

breaches involving 500 or more records were reported. The data also show that human 

errors, directly or indirectly, are responsible for 84% of these breaches and 95% of all 

compromised patient records. The data breach event graph (left plot) presents the 

ascending trend that the healthcare sector has experienced since the first reporting date 

in 2009. This trend confirms the challenge that the healthcare sector is facing to protect 

its data, as the sector has become a victim of external and internal cybersecurity 

attacks. Additionally, as organizations increasingly rely on digital solutions to enhance 

their services, the financial burden of data breaches is expected to remain a pressing 

concern. 

 

Figure 8: Historical Trend by Year of Healthcare Data Breaches and Patient Records Affected by 
All States (HIPAA, 2024) 

 

The compromised patient records graph (right plot) shows that data breaches resulted 

in the loss, theft, exposure, or impermissible disclosure of 741,340,196 records (HIPPA, 
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2024). The plot also highlights a significant event in 2015 when the healthcare sector 

experienced its largest recorded data breach. Anthem Inc., based in Indianapolis, IN, 

suffered the largest ever healthcare data breach recorded affecting 78.8 million records. 

The incident resulted in approximately $400 million in total costs, including remediation 

expenses, lawsuit settlements, penalties from state attorneys general, and the 

resolution of the DHHS OCR investigation (HIPAA, 2022). As indicated by the trend, the 

protection and security of patients' PHI from human error-related data breaches remains 

a persistent challenge for the healthcare industry in advancing EHR adoption (Tran, 

2021).  

 

Figure 9 illustrates that the average trends in data breaches and the number of 

compromised records show the variability across the three state clusters, a pattern that 

has remained consistent from 2009 to 2024. These clusters, high-capacity, mid-

capacity, and low-capacity states, were established through the clustering analysis 

described in a previous section of this chapter. As expected, the highest averages are 

observed in high-capacity, highly populated states such as California, New York, and 

Texas, where a greater volume of patient records are exposed. Particularly, apart from 

the Anthem Inc. unprecedented data breach, occurring in the low-capacity state cluster, 

the trend in data breaches for high-capacity and mid-capacity states aligns with the 

number of records compromised within these clusters. 
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Figure 9: Trend of Human Error Data Breaches and Patient Records by High-Capacity, Mid-
Capacity, and Low-Capacity State Groups (HIPAA, 2024) 

 

Figure 10 reveals that healthcare providers account for the majority of data breaches 

and compromised records. These incidents are also significantly higher for high-

capacity states compared to mid-capacity and low-capacity states. This trend is not a 

surprise, as healthcare providers have the largest workforce and the highest number of 

digital devices accessing EHR data (HIPAA, 2022). 
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Figure 10: Data Breach Incidents and Compromised Patient Records by Healthcare Entity Where 

They Originated (HIPAA, 2024) 

 

Taxonomy of Human Error Causing Data Breach Incidents - Representation of 

Reason’s Persons Approach (Reason, 2000). 

One objective in this essay was to review relevant literature in information security to 

understand and analyze sources of error and people’s motivation leading to human 

error causing data breaches in the healthcare sector. To accomplish this objective, 

causes of human error and the locations where data are breached were analyzed to 

develop a taxonomy of human driven privacy data breach incidents.  

 

To contextualize this taxonomy, Figure 11 categorizes all human errors based on three 

common causes of error identified in information security: 

 Unintentional errors: are caused due to the lack of knowledge or skills, or 

simply a distraction (Lahcen et al., 2020). 

 

 Intentional errors: could be the result of an employee’s reckless behavior who 

knows of potential risk but is careless (Parsons et al., 2017) and (Ahola, 2020). 

 

 Malicious errors: are caused when the behavior of the employee is intentional 

and can have major damaging consequences (Liginlal et al., 2008). 
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The findings from this taxonomy offer information security practitioners a solid base of 

the sources of human error within the IT systems to enable design of more resilient 

systems. 

 

Figure 11: Taxonomy of Human Driven Privacy Data Breach Incidents 

 

STS Management Framework to Human Error Challenge in Healthcare - 

Representation of Reason’s Systems Approach. 

The literature identified a gap and the need for further research to investigate the impact 

of STS factors in reducing human error in information security. To address this gap, 

Figure 12 presents a conceptual framework of STS factors influencing human error that 

was developed to illustrate the role of STS in the information security landscape and the 

improvements needed to reduce errors. This framework emphasizes that the study of 
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complex systems, such as EHR, should account for the interactions and relationships 

between technology, organizational processes, people, and government policies.  

 

EHR are complex systems due to their interrelationship with technical, regulatory, 

organizational, and human factors. From the technical standpoint, EHR need to 

communicate across multiple platforms, hospitals, clinics, and external organizations, 

often with incompatibles data formats and standards. EHR also must comply with strict 

regulations such as HIPAA, requiring strong security measures and patient data 

protection protocols. Organizationally, healthcare providers often resist EHR adoption 

and data sharing due to workflow disruptions, usability concerns, cost, and steep users’ 

learning curves. Additionally, poorly designed EHR interfaces contribute to physician 

burnout, medical errors with life threatening consequences, and overall healthcare 

inefficiencies. Furthermore, healthcare professionals must also undergo extensive 

training to use EHR effectively, which adds to workload burdens. Addressing these 

complexities requires a STS thinking approach, integrating technological, human, 

organizational, and government regulatory considerations to enhance EHR 

effectiveness and usability.  

 

An overview of the STS management factors is presented below. 

 IAM Capabilities - Continual improvements in the design of IAM capabilities are 

essential for eliminating human-technology interface vulnerabilities in information 

security system (Megas et al., 2015). While healthcare systems have digitized to 

support EHR adoption and information sharing, the sector has not dynamically 

implemented trusted digital IAM solutions at the same pace, resulting in 

vulnerabilities within the records system. 

 

 System Diversity - Implementing standardized IAM capability frameworks in 

healthcare systems that leverages common best practices and access controls, 

can help minimize human-technology interface errors (Jalali et al., 2018). The 

vulnerability of EHR systems in the U.S. healthcare sector is influenced by the 

weaknesses of individual healthcare units. In such a large and interconnected 



 
 

50 
 

system, reducing variability in IAM capabilities across healthcare units can 

enhance overall system security and resilience. 

 
Figure 12: STS Management Framework of Factors That Drive Human-Technology Interface Error 

 

 Business Processes - Organizations should prioritize raising employee 

awareness about human error and its role in data breaches (Miller et al., 2004). 

Given the sensitivity of patient information, healthcare management should foster 

a security-focused organizational culture where employees feel responsible for 

promptly reporting mistakes or unintentional disclosures of patient data without 

fear of repercussions (Hung, 2010). 

 

 Cyber Security Protocols - Emphasizing the adoption of zero trust principles 

and tools to eliminate human error vulnerabilities can help establish a more 

defensible security architecture (Rose et al., 2020). Failure to follow 

cybersecurity protocols, such as neglecting two-factor authentication, increases 
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the risk of unauthorized access, making it easier for cybercriminals to infiltrate 

secure systems. 

 

 Human in the Loop - Integration of healthcare stakeholders in the design of 

safeguards can help reduce human-technology interface errors. From an 

economic perspective, human error remains the leading cause of economic and 

productivity losses in the information systems security domain (Zimmerman et 

al., 2019). 

 

 User Awareness - Identifying the causes of undesirable user behavior is 

essential for designing effective security systems (Safa et al., 2015). Additionally, 

raising awareness about the damaging consequences of cybersecurity incidents 

is crucial for ensuring that employees remain security-conscious while performing 

their daily tasks (Di Nella et al., 2021). 

 
 Government Regulations - A combined approach of government oversight and 

industry actions can help prevent human error and mitigate risks associated with 

EHR use (HIPAA, 2022). Government oversight, through policy regulation, is 

essential for enforcing healthcare compliance with PHI security standards, 

reducing information security issues resulting from unintended consequences of 

EHR use (Bowman, 2013). 

 
The Human Error Socio-Technical Systems (STS) Management Framework illustrated 

in Figure 12 is considered broadly applicable across a wide range of research and 

engineering fields involving human interaction with complex systems. Notable areas of 

relevance include human factors and ergonomics, aerospace and aviation safety, 

manufacturing engineering, transportation, human-robot interaction, and chemical 

process industries, among others. 

 
Location in the Healthcare IT System Where Data are Breached as a Result of Human 

Error: Relative Importance to the Number of Compromised Patient Records. 

The occurrence of data breaches from human error varies significantly by location. As 

shown in Figure 13 and Table 15, data breaches on network servers were the most 
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frequent and led to the highest number of compromised patient records. Human error-

related data breaches involving emails were the second most common, contributing to 

six percent of all reported compromised patient records. Together, network servers and 

emails were responsible for 95 percent of the 713 million compromised patient records 

due to human-technology interface errors. Other breach locations, such as electronic 

medical records, paper/film records, portable electronic devices, and desktop 

computers, exhibited fewer incidents and had a smaller impact on the number of 

records compromised during the period from 2009 to 2024. 

 

The data in Figure 13 indicates that the relationship between human error data 

breaches and the number of compromised patient records is not directly proportional. In 

other words, a higher frequency of data breaches in a specific location does not 

necessarily correspond to a greater number of compromised patient records. 

 

 
Figure 13: Locations Where Data Breaches Happened and Relative Importance to the Number of 

Compromised Patient Records (HIPAA, 2024) 
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Table 15: Locations Where Data are Breached and Compromised Patient Records by State 

Clusters 

 
Data breaches on network servers occurred most frequently than any other location 

within healthcare IT systems. In this chapter, the location of where data breaches 

happened is assessed to determine the relative importance of these locations and 

provide insight to aid healthcare organizations in their prioritization of data protection 

measures. Figure 14 illustrates that the location vary significantly by state clusters. In 

general network servers were the main target followed by emails and paper/films, 

respectively. 

 

 
Figure 14: Data Breaches and Patient Records by Location Where Data Breaches Happened 

(HIPAA, 2024) 

 

The analysis of data breach incidents, their locations, and the resulting compromised 

patient records offers valuable insights into the critical role of human factors in 

protecting EHR integrity. Figure 11, which presents the Taxonomy of Human Error Root 
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Causes, helps identify and understand the underlying sources of errors and the 

motivations behind human actions that lead to data breaches. Additionally, semi-

structured interviews provided further perspectives on the significance of system design 

and the human role in ensuring EHR security. 

Identifying the locations where breaches most frequently occur highlights vulnerabilities 

to human error-related incidents, which is essential for developing targeted incident 

response and containment strategies. These findings underscore the pressing 

cybersecurity challenges within the healthcare sector in protecting patient health 

information. By examining historical data breaches, this study establishes the 

groundwork for addressing key research questions and defining the scope of this essay. 

2.6  Limitation 

One significant challenge in this research study was the lack of a body of literature 

specifically addressing the human aspect of data breaches and cybersecurity within 

healthcare in general. First, the literature illustrates that very few studies have focused 

on the implications of human error in EHR related data breaches. Second, the literature 

identifies the lack of attention by the international research community to this issue and 

its impact on EHR adoption and information sharing. Third, the application of STS 

principles associated with human error in information technology and cybersecurity has 

not received much attention (Charitoudi et al., 2013). Fourth, the final selection of 

articles for the systematic literature review included only 40 documents out of an initial 

1,071. Section 2.4.2 and Figure 7 provides the process used to down select these 

documents. 

 

While these limitations highlighted a gap in the literature and presented an opportunity 

to offer an innovative solution, the absence of relevant studies posed challenges and 

constrained the foundational knowledge available for this research. The addition of 

semi-structured interviews with SMEs provided valuable insights, enhancing the depth 

and confidence of the research and compensating for the scarcity of benchmark data in 

the field. 
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Significant effort was also dedicated to grouping the DMUs into homogeneous clusters, 

as data variability can pose major challenges in establishing accurate performance 

benchmarks. Since DMUs operate in heterogeneous environments with differing 

characteristics, a clustering analysis was conducted to create more comparable groups 

and minimize bias in modeling and hypothesis testing. Several statistical methods were 

explored across multiple modeling scenarios to determine the optimal number of 

clusters.  

 

However, despite significant analysis performed across a variety of modeling scenarios, 

the analysis consistently yielded a single cluster. The analysis incorporated 13 

contextual and operational variables, and multiple iterations of principal component 

analysis (PCA) were performed to reduce dataset dimensionality. PCA results were 

then used with DBSCAN clustering algorithms to identify the optimal number of clusters. 

However, the analysis consistently produced a single cluster. To address concerns 

about heterogeneity, a K-Means algorithm was applied, dividing the DMUs into three 

high-capacity, mid-capacity, and low-capacity states clusters based on GDP and state 

population. 

2.7 Conclusion, Future Work, and Recommendation 

The dissertation concludes that addressing EHR information security threats requires a 

fundamental shift in the healthcare sector's approach to data security, moving from a 

focus on purely technical design solutions to a socio-technical dynamic environment. 

The literature highlights a gap in terms of understanding and modeling of human-

computer interactions and the consideration of STS factors when developing solutions. 

A taxonomy of human error was developed to understand and analyze roots of human 

error and people’s motivation leading to breaches in information security. To address 

the gap from the literature, the dissertation presents a socio-technical oriented 

management framework that applies a STS principles approach to the human-

technology interface error challenge in the healthcare sector. The framework is 

designed to mitigate human error in information security, aiming to enhance the 

resilience of EHR systems against data breaches and make them less attractive to 

cybercriminals. 
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The STS management framework is used to provide an assessment of the relative 

significance of the locations where data are breached, as a result of human error, and 

the severity of these breaches to the privacy of patient records. The findings show that 

network servers and emails are the two most common sites where healthcare data are 

breached capturing 95% of the 713 million patients’ records compromised since 2009. 

Data breaches in these locations are attributed to vulnerabilities found in multiple STS 

factors within the healthcare IT systems, such as the lack of reliable identity access 

management solutions. Thus, future research should focus on investigating these 

vulnerabilities, generate mitigation options, and investment plans to improve the long 

term resiliency capability of network servers and emails, aiming at reducing data breach 

incidents and unauthorized exposure of patient records.  

 

Another valuable direction for future research shall include breaking it up the low-

capacity states cluster into two or more sub-groups to create more homogeneous 

comparison groups. This segmentation can improve the precision and fairness of 

productivity benchmarking and the regression models by reducing variability within 

groups, allowing for more meaningful peer comparisons and targeted policy insights for 

similarly constrained healthcare systems. 

 

Recommendation: 

Findings from the literature discussed in this chapter recognize that robust technical 

design solutions and government policy play an important role in information security, 

but they are not sufficient to contain data breaches of EHR. An alternative approach is 

needed, to bridge this gap high-capacity, mid-capacity, and low-capacity DMUs should:  

 Adopt the Enhanced Reason’s Resiliency Model (Figure 3): The proposed model 

follows a layered design approach, incorporating STS factors identified in the 

literature as effective in reducing human error-related data breaches. It 

represents a cultural shift from the sector’s current reliance on purely technical 

design solutions and toward a socio-technical design environment, where 

technological, organizational, human, and government factors are integrated to 

improve EHR information security. 
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Findings from Chapter 2 also identified the most vulnerable locations within healthcare 

IT systems where data breaches frequently occur due to human-technology interface 

errors. To enhance IT systems security, the following proactive measures are 

recommended for the DMUs. These strategies can strengthen healthcare information 

security systems, reduce costs, and minimize the number of compromised patient 

records. 

 Predefined Incident Response and Containment Strategies: Develop a 

comprehensive library of security patches that can be ready available to 

implement when a data breach incident is identified. This approach helps 

minimize data exposure time, accelerate patient care service restoration, and 

reduce overall breach-related costs. 

 Routine Penetration Testing and Security Audits: Develop a structured plan to 

routinely test known system vulnerabilities, such as network servers and emails, 

and implement security enhancements. Regular assessments and testing will 

help prevent recurring data breaches and ensure continuous improvement in the 

IT system security. 

 

Insights from SMEs gathered through semi-structured interviews, along with findings 

from the literature review, inform these recommendations aimed at strengthening 

healthcare IT systems. This is achieved by implementing proactive technical measures, 

strengthening cybersecurity protocols, IAM capabilities, and system monitoring 

practices, to minimize human-technology interface errors, reduce the risk of data 

breaches compromising patient records, and ensure continuous improvement in the 

DMUs IT system security. 
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Chapter 3.0 - Essay 2: Unintended Consequences from Adoption of 
EHR Technology: Impact of Human Error Data Breaches on the 
Productivity Performance of States Healthcare Systems  

Abstract 

The productivity performance of the U.S. healthcare system remains a primary concern 

to government and industry leaders (Schoen et al., 2006). Some literature concludes 

that EHR technology is an important tool that improves healthcare quality of services 

and lowers the cost of the healthcare sector (Yasnoff, 2016). But, there are mixed 

results found in the literature about the healthcare providers’ perceptions of the benefits 

of EHR to patient care performance (Atasoy et al., 2019).  

 

This chapter examines the productivity performance of DMUs (States) over time using 

Malmquist productivity index (MPI), a valuable tool for analyzing and comparing 

productivity changes and efficiency improvements. The MPI measures how DMUs 

implement data security safeguards to enhance productivity within EHR technology, 

driving technological advancements to improve patient care while protecting sensitive 

information. The essay applies MPI to three state clusters, high-capacity, middle-

income, and low-capacity states that have adopted EHR technology, aiming to assess 

the unintended consequences, particularly information privacy concerns stemming from 

human error in healthcare data breaches. 

 

Despite privacy concerns resulting from human error data breaches, the productivity 

performance of states healthcare systems (DMUs) has increased since 2009. The 

pursuit of improving the productivity of DMUs has led to the development of various 

models designed to enhance performance. One focus has been on reducing privacy 

concerns related to the protection of personal health information, minimizing errors in 

health information management, and improving IT systems that store patients' health 

records. Reducing privacy concerns enhances patient trust, leading to more accurate 

data sharing, improved diagnoses, and streamlined patient care delivery. Further, 

strengthening data protection reduces operational disruptions from data breaches, 

lowering administrative costs and ensuring consistent healthcare services. Improved 
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security also facilitates greater adoption of digital health technologies, optimizing 

services and boosting overall productivity in the healthcare sector. 

 

State healthcare systems are effective DMUs for MPI analysis due to their structured 

inputs (number of managed patients, healthcare expenditures, etc.) and measurable 

outputs (lengths of hospital stay, deaths). These metrics enable assessing how input 

resources are utilized to drive productivity and performance changes over time. 

Although these DMUs may exhibit heterogeneity, they still are comparable because 

they operate under the same federal regulatory framework. This standardization allows 

for meaningful benchmarking while still accounting for variations in operational 

productivity across different states. 

 

The MPI results revealed an overall increase in productivity performance for DMUs. 

Despite a decline in productivity performance among high-capacity and mid-capacity 

states over time, improvements in low-capacity states have helped offset the overall 

downturn.  These findings suggest that larger population of patients in high-capacity and 

mid-capacity states make their healthcare systems more vulnerable to cyberattacks. 

Investments in their IT security systems seem insufficient, as they continue to face 

vulnerabilities that cyber attackers continue to exploit. In contrast, low-capacity states 

appear to have effectively balanced EHR technology advancements with measures to 

address information privacy concerns, ultimately leading to improved patient care 

services over time. 

 
KEYWORDS: Data Envelopment Analysis, Economic Production, Productivity 
Performance, Electronic Health Records, Information Privacy, Malmquist Productivity 
Index, States Healthcare Systems. 
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3.1 Introduction 

“Information technology has been one of the leading drivers of globalization, and it may 

also become one of its major victims.” Evgeny Morozov 

 

The purpose of this essay is to assess the unintended consequences of EHR 

technology adoption, particularly information privacy concerns stemming from human 

error in healthcare data breaches and their impact on patient care services. Protecting 

patient health information is essential for enhancing the quality of patient care services, 

as it cultivates patient trust in the system and has the potential to reduce the future 

burden of financial penalties and legal consequences for healthcare organizations. 

 

The Industrial Revolution has been seen by many as the most profound display of 

innovation in human history, because of its major impact on people’s daily lives. 

Perhaps what marked in history the impact of the Industrial Revolution was the merger 

of human and technology interactions. Technology adoption and key inventions shaped 

every existing sector of human activity along industrial lines, while also creating many 

new enhancements in industrial processes (Wilkinson, 2022). 

 

The abundance of data available in the healthcare sector presents significant 

opportunities, such as new methods for data collection, and the potential for greater 

information insights. Advances in communications and the spread of IT have generated 

an ability to create and share exponentially growing amounts of information more 

quickly and widely than ever before. However, these technological advances have also 

brought unintended consequences particularly to information privacy concerns, which 

are impacting the quality of patient care services provided by DMUs. 

 

Healthcare investments in automated computing technologies are enabling the sector to 

provide better services to patients. In 2004, the Bush Administration established the 

Office of the National Coordinator for Health Information Technology (ONC) to help 

bring the healthcare sector into the digital age (DHHS Federal Register, 2009). Then, in 

2009, Congress passed the Health Information Technology for Economic and Clinical 

Health (HITECH) Act to spur greater action on digitizing health and moving away from 
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the waste and errors associated with a paper-based health system (Esmaelilzadeh, 

2020). HITECH encourages healthcare providers to adopt EHR and improve privacy 

and security protections (Matthews, 2018).  

 

As established in previous chapters, EHR have the potential to significantly enhance the 

productivity performance of DMUs (HIPAA, 2021). In the application of MPI in this 

essay, the productivity performance of the DMUs is defined as their ability to provide 

enhanced healthcare services (output) while utilizing input resources such as EHR 

technology and funds generated from healthcare services effectively. Productivity 

performance is measured by evaluating how well these resources are converted into 

desired outcomes, such as reduction in deaths, shorter lengths of stay at healthcare 

facilities, and longer life span.  

 

EHR have improved patient care satisfaction and disease diagnoses by making patient 

health information accessible to healthcare providers, thus enabling better healthcare 

outcomes. However, the protection and security of patient health information against 

data breaches are considered one of the most significant challenges obstructing the 

adoption of EHR and the sharing of information in the healthcare industry (Tran, 2021). 

Specifically, healthcare data are more sensitive than other types of data because any 

manipulation can lead to faulty treatment, with potentially fatal and irreversible 

consequences for patients (She et al., 2020). 

 

The findings from this essay offer insights into the productivity performance of the 

DMUs over time, particularly in their implementation of data security safeguards aimed 

at enhancing patient care services while protecting patient information from breaches. 

EHR are seen by the government and many experts in the field as the systems that 

provide the patient care services (transformation processes). It constitutes a key 

component of the healthcare sector that needs to improve its productivity and lower the 

cost of healthcare services to patients (HIPAA, 2021). The practical contribution from 

this essay to the Economic Production Theory literature lies in its identification of traits 

and models from DMUs that have effectively balance the implementation of EHR 
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technological advancements with the need to address information privacy concerns, 

ultimately leading to improved patient care services. Additionally, the MPI results 

provide an indication of how well DMUs comply with government privacy regulations, 

such as HIPAA, demonstrating their commitment to reducing the risks of privacy 

breaches.     

3.2 Technical Background 

Today’s organizations face difficult decisions between accepting cybersecurity risks in 

exchange of creating an operating environment that increases productivity. For 

example, despite cybersecurity concerns, organizations allow their personnel to work 

remotely because it improves the employee satisfaction which leads to productivity 

increases. Similarly, the cost of a data breach can create significant financial burden to 

the organization, but losses due to low productivity can prevent organizations from 

meeting their financial goals. These situations present a management decision dilemma 

about unintended consequences from technology adoption. 

 

The interaction between humans and technology has an impact on economic efficiency 

(Zhao, 2018). Understanding and mitigating the impact of human-technology interface 

errors are essential components of effective economic production management 

(Emami-Mehrgani et al., 2016). Concepts from the economic production theory are used 

to measure productivity performance of DMUs employing input and output 

benchmarking performance analysis. The benchmarking analysis examines how 

productivity and technological advancements have evolved over time in high-capacity, 

mid-capacity, and low-capacity states that have adopted EHR technology.  

 

The Economic Production Theory explained by Equation (1), provides the foundation to 

understand the process of converting inputs (e.g., labor, capital, and materials) into 

outputs (goods and services). It can be seen as a framework to analyze production 

efficiency, optimize resource allocation, and understand the relationships between 

inputs and outputs. 
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Productivity = Output     Equation (1) 

    Inputs 

 

Represented by the function: Qmax = f (L, K, M);  

where Q is the output; and L, K, M are inputs such as labor, capital and materials. 

 

The MPI calculates the relative performance of a DMU at different periods of time using 

the technology of a base period. The MPI is based on the data envelopment analysis 

(DEA) modeling (Färe et al., 1994). DEA, a modeling approach that seeks to identify the 

productivity frontier using linear programming models, evaluates the relative efficiency 

between DMUs using input and output variables. The MPI as an application from DEA 

introduces a dynamic application of the Economic Production Theory, enabling 

organizations and policymakers to track and understand changes in productivity 

between DMUs over time. The index is calculated as the product of two productivity 

components: efficiency change (EC) and technological change (TC).  

MPI = EC*TC  

 

 

EC, calculated using the math model from Equation (2), measures whether the DMU 

has improved its use of resources relative to best practice economic frontier. If EC is 

greater than 1, it means the DMU is becoming more efficient, possibly by improving 

management or reducing waste. An EC of less than 1 indicates a decline in productivity, 

or the DMU is falling behind the frontier. 
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TC, calculated using the math model from Equation (2), assesses shift in the production 

frontier due to technological improvements or regressions. A TC greater than 1 

suggests that new technologies or processes have been implemented, pushing the 

production frontier outward. Conversely, a TC of less than 1 indicates technological 

regression or falling behind in innovation. 

 

The MPI is calculated as the product of two productivity components: EC and TC, 

Equation (3). When the MPI is greater than one, it suggests that the DMU has improved 

in productivity over time, meaning it has effectively utilized resources, advanced 

technological capabilities, or optimized processes to improve patient care services. 

When the MPI is equal to 1.0, the DMU’s productivity remains unchanged, indicating 

that there has been no significant change in efficiency or technological advancements 

during the performance period. But, when the MPI is less than one, the DMU has 

experienced a decline in productivity, meaning there may be resource misallocation, 

technologic deterioration, or increased inefficiencies negatively impacting patient care 

services.   

3.3 Research Problem 

Mixed results are found in the literature about the healthcare providers’ perceptions of 

the benefits of EHR to patient care performance (Atasoy et al., 2019). Some literature 

concludes that EHR technology is an important tool that improves healthcare quality of 

services and lowers the cost of the healthcare sector (Yasnoff, 2016). The HIPAA 

Journal (HIPAA, 2021) reports that since the 2004 healthcare digitization initiative, EHR 

have been the leading healthcare technology enabling the sector to increase 

information sharing between stakeholders; thus, reducing the number of patient medical 

tests and the time it takes to perform diagnosis. Consequently, lowering costs and 

improving patient care quality and the overall productivity performance of healthcare 

providers. 

 

Despite the significant benefits of EHR adoption in improving patient care, unintended 

consequences have emerged, particularly human-error data breaches compromising 

patient information privacy. Poor EHR system designs and improper usage have 
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contributed to errors that have exposed millions of patient records, raising serious 

concerns about patient safety, information security, and healthcare service quality 

(Appari et al., 2013). Additionally, these breaches have negatively impacted the 

productivity performance of healthcare providers, leading to legal disputes, operational 

disruptions, loss of patient trust, and substantial financial costs (Bowman, 2013). 

Healthcare remains a primary target for attackers due to its reliance on outdated IT 

security systems, which create significant vulnerabilities and continually compromise 

patient information privacy (Ponemon Institute, 2024). Given the growing reliance on 

EHR systems, it is critical to investigate how human-technology interface vulnerabilities 

contribute to these breaches and explore strategies to mitigate their impact on 

healthcare productivity and patient care. 

 

Patient care service satisfaction has been positively linked with access to healthcare 

records (Blaya et al., 2007). The adoption of EHR aims to improve patient satisfaction 

by providing better access to patient clinical information, reducing the time healthcare 

providers spend searching information, and allowing them to focus more time on patient 

care and communication (Kazley et al., 2012). Under HIPAA regulations, patients have 

the legal right to access their EHR, and healthcare providers continue to adopt EHR not 

only to improve patient interaction but also to comply with HIPAA regulations (Kisekka, 

et al., 2018). 

 

Essay 2 examines patients’ information privacy concerns, as unintended consequences 

of EHR technology adoption and their impact to patient care services. Data breaches 

caused by human-technology interface error serve as measure of patient’s information 

privacy concerns. The primary objective of this essay is to test a hypothesis that clarifies 

the mixed findings in the literature regarding the benefits of EHR technology adoption 

on patient care service performance. To achieve this objective, the essay uses empirical 

evidence from DHHS datasets on EHR adoption and healthcare data breaches. 
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The hypothesis states that, despite increasing patient privacy concerns due to 

healthcare data breaches, the adoption of EHR technology has contributed to 

productivity improvements in DMUs through technological advancements and 

efficiency gains. To test this hypothesis, MPI is calculated to assess productivity 

changes over time in the performance of DMUs in delivering patient care. The MPI 

model incorporates input variables such as healthcare providers adopting EHR 

technology, healthcare data breaches, managed patients, and healthcare expenditures 

per capita, with EHR technology as the transformation process. The Output variables 

include: total deaths, length of stay, and life expectancy. Figure 15 illustrates the input-

output relationship with EHR technology as the transformation process, while Table 21 

provides a detailed description of these variables.   

 

Figure 15: Input / Output Variables and EHR Transformation Process for MPI Assessment 

 

This essay seeks to answer the following question: how have information privacy 

concerns arising from adoption of EHR technology impact patient care services 

over time among healthcare providers in different states? Understanding this 

relationship will enable healthcare management make more informed resource 

allocation decisions, effectively balancing EHR technology implementation with 

safeguard measures to address patient information privacy concerns in the midst of the 

escalating number of data breaches in the healthcare sector. 
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3.4  Research Method 

3.4.1 Data 

Semi-Structured Interviews 

Table 16 includes the questions asked to the SMEs to inform the semi-structured 

interviews and qualitative data requirements for Essay 2. 

 

Essay 2: Unintended Consequences from Adoption of EHR Technology 

Do Security Breaches Affect 
Organizations’ Performance? 

 
How Do Healthcare 
Professionals Navigate Privacy 
Concerns? 

What are People’s Perceptions 
of Organizations After Privacy 
Violation Incidents? 

Table 16: Essay 2 SMEs Interview Questions 

 

Quantitative Data Collection 

Comprehensive quantitative datasets support the modeling and hypothesis testing and 

the findings presented in this chapter. The datasets described in Chapter 1 and 2 are 

also used to support modeling and hypotheses testing of the foundational data for 

Chapters 3 and 4 of this research. These datasets include all reported cybersecurity 

incidents from DMUs submitted to the DHHS OCR, as mandated by the HIPAA Privacy 

and Security Rules since 2009. They contain data breach incidents reported by 

healthcare organizations across all 50 states and the District of Columbia (HIPPA, 

2024).  

 

The data used for this essay also include healthcare performance metrics: demographic 

information, and economic data. These data come from government entities, including 

DHHS, U.S. Census Bureau, the National Center for Health Statistics, the American 

Hospital Association, and state health departments. With hundreds of recorded events 

for multiple input and output variables, the datasets support benchmarking and 

statistical modeling providing the confidence level for testing the hypothesis in this 

essay. Table 17 illustrates the list of all datasets and their sources used in Essay 2.  
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Table 17: Quantitative Datasets with Sources and Data Range Used in Essay 2 

To facilitate this assessment, a Microsoft Excel database was created to collect all input 

and output variables used for the MPI calculation. The database spans events from 

2009 to 2022 across all 50 states and the District of Columbia. Table 18 outlines a 

sample of the database with all the input / output variable fields used for the MPI 

calculation. 

 

Table 18: Dataset of Input / Output Variables Used for MPI Calculations (2009-2022) 

Two outputs variables, total deaths and length of stay, are considered undesirable 

variables to calculate the productivity indices, because increases in input variables 

should not increase the value for these variables. Addressing undesirable outputs is 

important when assessing productivity in systems where certain outputs are 

unfavorable. To account for this in MPI measurement, the values for the total deaths 

and length of stay were transformed using the large number approach (Dyson et al., 

2001). This approach is a regularly used technique in benchmarking analysis for 

managing undesirable outcomes. The method ensures non-negativity by scaling 
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negative output variables for inclusion in the MPI model. Table 19 presents a sample of 

the database with the undesirable variables transformed into positive outcomes.  

 

Table 19: Dataset of Input / Output Variables by DMU with Negative Outcomes Variables 
Transformed Using Dyson's Large Number Approach (2009-2022) 

Following this transformation, all input/output variables were normalized using “Max-

Min” linear normalization approach to avoid bias due to difference in scale or 

measurement units in the MPI algorithm calculations. Table 20 presents a sample of the 

database with input / output normalized variables.  

 

Table 20: Dataset of Input / Output Variables by States Normalized Using Max/Min Approach  
(2009-2022) 

 

3.4.2 Approach 

Findings from the literature and semi-structured interviews guided the selection of input 

and output variables for the benchmarking analysis used in this chapter. Table 21 

provides a detailed overview of the input and output variables, including their 

descriptions and justification for selection. 
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*Undesirable Outcomes 

Table 21: Input / Output Variables Used for Calculating the MPI 

 

The datasets were organized by year and states, and plotted to conduct a comparison 

of adoption trends and data breach incidents over time. States were grouped by high-

capacity, mid-capacity, and low-capacity state clusters. The MPI benchmarking analysis 

examined productivity changes from 2009 to 2022, utilizing over 4,000 observations 

across four input and three output variables. MPI was applied to evaluate the relative 

productivity of different DMUs over time, using the technology of a base period (Wang 

et al., 2011). The base period selected was 2009, the year that the HITECH policy was 

enacted to drive the adoption and meaningful use of health information technology. 

Table 22 provides descriptive statistics of all the input and output variables used for the 

MPI calculations.  
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Table 22: Descriptive Statistics of Input / Output Variables for State Clusters (009-2022) 

 

A hybrid approach was employed to test the dissertation hypothesis of this essay. To 

assess the statistical significance in mean values across the DMUs cluster groups, MPI 

results were analyzed using a one-way analysis of variance (ANOVA). Additionally, 

regression analysis was performed to explore the relationship between the MPI results 

from each state cluster and two factors from the STS management framework 

presented in Figure 12 from Chapter 2. These factors include “Human in the Loop,” 

represented by compromised patient records due to human error data breaches, and 

“Government Regulation,” represented by HIPAA monetary penalties. These contextual 

variables were used to conduct the ANOVA Test used for testing the hypothesis in this 

essay: 

H2: Despite increasing patient privacy concerns due to healthcare data 

breaches, the adoption of EHR technology has contributed to productivity 

improvements in DMUs through technological advancements and 

efficiency gains. 
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3.5  Results and Discussion 

Qualitative - Semi-Structured Interview Results 

Semi-structured interviews provided valuable insights from cybersecurity and healthcare 

professionals on nuances in patient care practices that were not evident in the literature. 

Insights from these real world experts in cybersecurity and healthcare informed the 

variables selection for the MPI assessment conducted in this Essay 2, which evaluates 

the productivity performance of the DMUs. The interviews also highlighted new areas 

for future research to enhance understanding of healthcare information privacy 

concerns. More importantly, the insights gained were used to validate findings from the 

literature, ensuring that the selection of input and output variables, as well as the 

application of statistical and benchmarking methods effectively supported the 

dissertation hypotheses.  

 

Table 23 summarizes findings from the semi-structured interviews, including takeaways, 

qualitative results, and how the findings inform this dissertation. Additional details are 

also included in Appendices F thru J at the end of the dissertation. 

 

Table 23: Essay 2 Results from Semi-Structured Interviews and How the Findings Inform the 
Research Study 



 
 

79 
 

Quantitative Data Results  

Figure 16 presents data breaches and EHR technology adoption from healthcare 

providers from within all 50 states and the District of Columbia. Most healthcare 

providers, hospitals and healthcare nursing facilities have adopted EHR technology 

making the transition from paper to digital records despite increases in data breaches 

and data privacy concerns. However, since 2015 the adoption has remained relatively 

flat.  

 

The datasets show differences in the adoption levels of the different DMUs. The DHHS 

OCR continues to report an increase in healthcare breaches despite efforts by 

government policy makers to mandate a focus in the protection of patient healthcare 

data. The loss of patient health information presents identity theft and fraud risks to 

patients and health plan holders. More importantly, it places risk to patient health if the 

records are compromised and become a target to induced treatment error. 

 
Figure 16: Rising Trend of Data Breaches and EHR Technology Adoption Over the Years       

(DHHS ONC Health IT, 2022) 
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MPI Assessment 

The Malmquist Performance Index (MPI) was used for analyzing and comparing the 

productivity changes and efficiency improvements of the DMUs. The MPI results from 

Table 24 indicate an overall improvement in productivity performance among the DMUs 

across all states from 2009 to 2022 (Mean = 1.095). However, a contrasting trend is 

observed when examining the state clusters. While high-capacity states (Mean = 0.798) 

and mid-capacity states (Mean= 0.873) experienced a decline in productivity over time, 

low-capacity states (Mean = 1.167) showed significant improvement, effectively 

offsetting the declines observed in the other clusters. Additional details are included in 

Appendix B.  

 
 

Table 24: Summary of MPI Results by State Clusters (2009-2022) 

 

The TC index signals inefficiencies in applying or maintaining adopted technology, with 

high-capacity states (TC = 0.798) and mid-capacity states (TC = 0.869) showing signs 

of technological regression. To further investigate these findings, a sensitivity MPI 

analysis was conducted. The findings show that removing the “Data Breach Incidents” 

input variable led to an increase in the TC index for high-capacity and mid-capacity 

states, while the TC index for low-capacity states declined. This suggests that data 

breaches play a critical role in shaping the productivity scores of the DMUs. The MPI 

results indicate that low-capacity states perform better in safeguarding patient data 

privacy compared to high-capacity and mid-capacity states. As a result, when data 

breaches are factored into the analysis, low-capacity states achieve higher scores, 
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whereas their scores decrease when data breaches are excluded from the MPI 

calculation. Additional details on these MPI results are presented in Appendix C. 

 

The findings from this MPI assessment suggest that larger patient populations in high-

capacity and mid-capacity states increase their exposure to cyber threats, making their 

healthcare systems more vulnerable to data breaches. With more patients, these states 

must manage higher volumes of EHR, expanding the attack landscape for potential 

cyber threats. The greater number of data transactions, system access points, and 

information-sharing activities inherently create more opportunities for human error. 

Additionally, larger healthcare systems often rely on complex networks of hospitals, 

clinics, and third-party vendors, increasing the risk of unauthorized access and security 

breaches. The higher demand for healthcare services in these states may also lead to 

resource constraints in cybersecurity investments, further exacerbating vulnerabilities. 

As a result, high-capacity and mid-capacity states face greater challenges in 

maintaining data privacy and mitigating cyber risks compared to low-capacity states with 

smaller patient populations.  

Despite high-capacity and mid-capacity states investing in IT security systems, these 

investments appear insufficient, as they continue to experience vulnerabilities that cyber 

attackers exploit. The complexity of their healthcare networks, the volume of patient 

data, and the frequent exchange of information among hospitals, and third-parties 

create persistent security gaps. These factors make it difficult to fully safeguard patient 

data, even with increased financial resources. 

In contrast, low-capacity states seem to have found a better balance between adopting 

EHR technology advancements and implementing effective data protection measures. 

With smaller patient populations and less complex healthcare infrastructures, these 

states may have more manageable IT environments, reducing vulnerability points in 

their security systems. Their ability to integrate privacy safeguards more effectively has 

likely contributed to fewer data breaches, ensuring stronger patient data protection and 

enhancing trust in healthcare services. Over time, this balance has led to secure and 

efficient information systems and enhanced performance.  
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As suggested in Section 2.4.1 of Essay 1, dividing the low-capacity states into two sub-

groups may help address the high standard deviation observed within this category (as 

shown in Table 24), which reflects considerable variability in key performance and 

structural characteristics. This heterogeneity within the group could be distorting the 

MPI results. By dividing the low-capacity group into more homogeneous sub-groups, 

can improve the reliability of the MPI efficiency scores, and yield more accurate findings 

related to the increase in the overall productivity performance of the healthcare sector, 

and actionable insights for policy and resource allocation decisions. 

 

The year by year MPI results in Table 25 reveal several interesting observations. The 

increase in MPI from 2009 to 2012 reflects the federal government’s commitment to 

investing in incentive programs that supported healthcare providers in adopting EHR 

technology. In contrast, the decline in MPI from 2019 to 2021 coincides with the COVID-

19 pandemic, which placed unprecedented strain on the U.S. healthcare services and 

severely impacted public health. However, the 2021-2022 period marks a strong 

recovery, driven by the introduction of vaccines. This led to reduction in hospital 

admissions, shorter patient stays, and lower mortality rates, ultimately alleviating the 

pressures that had overwhelmed the healthcare sector during the pandemic. 

 

Table 25: MPI Results by Year for State Clusters (2009-2022) 
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ANOVA test was used to determine the difference in the MPI results from the three 

state clusters. Table 26 provides the statistics details about the ANOVA results. To test 

the hypothesis, the independent variable (categorical value) was represented by the 

three state clusters: high-capacity; mid-capacity; and low-capacity states; while the 

dependent variable was the MPI results, used to assess the potential impact of these 

clusters. Prior to running the ANOVA test, a Levene’s test for homogeneity of variances 

was performed to confirm the equality of variances.  

 

Table 26: ANOVA Results - Hypothesis Testing 

 

The ANOVA results do not support the hypothesis, yielding a p-value of 0.8018, 

indicating no statistically significant difference in MPI among the high-capacity, mid-

capacity, and low-capacity state groups. Consequently, the Null Hypothesis (H0) could 

not be rejected. There is no sufficient statistical evidence to conclude that the MPI 

differs significantly among high-capacity, mid-capacity, and low-capacity state clusters. 

This suggests that the classification into high, mid, and low capacity states does not 

have a meaningful impact on their MPI performance, implying that other factors might 

be driving productivity and efficiency changes in these DMUs. Finally, the low-capacity 

DMUs exhibited the highest mean MPI (1.173 ± 5.019), followed by mid-capacity states 

(0.9422 ± 0.586) and high-capacity states (0.873± 0.251).  

 

Tables 27 and 28 presents the regression results for the three state clusters using two 

different dependent variables: Compromised Patient Records, and Monetary Penalties.  
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Table 27: Regression Results - Hypothesis Testing for State Clusters with MPI as the Dependent 
Variable and Compromised Patient Records as the Independent Variable 

 

 

Table 28: Regression Results - Hypothesis Testing for State Clusters with MPI as the Dependent 
Variable and Monetary Penalties from HIPAA Violation as the Independent Variable 

 

For these models, results from the regression analysis do not support the hypothesis for 

the two tested relationships. First, the relationship between compromised patient 

records and the DMUs productivity performance is represented by the calculated MPI 

for each state cluster. Second, the relationship is between the monetary penalties paid 

by each state cluster and their calculated MPI. As shown in Table 27, for the first 

relationship, the p values ranged from 0.3665 for high-capacity states to 0.9166 for the 

low-capacity states, indicating no statistically significant relationship between 

compromised patient records and MPI across the three state clusters.   

 

Similarly for the second relationship, Table 28 shows that for monetary penalties and 

MPI productivity performance, the p values ranged from 0.2961 for high-capacity states 

and 0.9315 for the low-capacity states. As a result, the Null Hypothesis (H0) could not 

be rejected for either relationship. These results suggest that data breaches and the 

number of compromised patient records do not appear to significantly impact the 

productivity performance of the state clusters. Simultaneously, monetary penalties paid 

by state clusters for data breaches do not have a significant effect on their productivity 

performance. In contrast, findings from the semi-structured interviews with SMEs 

indicated a consensus that compromised patient records and monetary penalties 

influence the productivity performance of state healthcare systems. 
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3.6 Limitation 

Semi-structured interviews with SMEs were introduced to compensate for the limited 

amount of data in the literature related to the application of STS principles to solve 

human error challenges in IT. The interviews helped bridge this gap by providing 

valuable insights, knowledge depth, and increased confidence to the dissertation topic.  

 

However, the interviews were time-consuming, labor intensive, and required a quite 

amount of planning. The process of setting up the interviews, preparing and conducting 

them, and analyzing the results was neither quick nor easy. Coordinating the interview 

sessions was challenging as well. In most cases, SMEs would not necessarily volunteer 

their time to provide their views for a session unless the interviewer had an existing 

relationship, or a prior connection with the SME through other means. The post 

interview process also involved analyzing a huge volume of notes from eight SMEs 

sessions, requiring significant time to document, transcribe, and synthetize them into a 

usable product to inform the dissertation.  

3.7 Conclusion, Future Work, and Recommendation 

Despite privacy concerns resulting from human error data breaches, the productivity 

performance of the DMUs has increased since 2009. Results from the MPI model show 

that, despite declines in productivity among high-capacity and mid-capacity states, 

significant gains in low-capacity states have more than compensated for these losses, 

resulting in an overall increase in healthcare sector productivity over time. It highlights 

the significance of the role of digital platforms in healthcare positively influencing the 

productivity performance in the sector despite unintended consequences, resulting from 

the persistent and complexity occurrences of human error data breaches. 

 

The findings also reveal that when the “Data Breach Incidents” input variable was 

removed from the MPI analysis led to an increase in the MPI for the high-capacity and 

mid-capacity states, while the MPI for the low-capacity states declined. This finding 

suggests that data breach challenges impact influence productivity scores. However, 

the analysis found no statistically significant relationship between compromised patient 

records and MPI across the three state clusters. 
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These findings suggest that larger population of patients in high-capacity and mid-

capacity states make their healthcare systems more vulnerable to cyberattacks. 

Investments in their IT security systems seem insufficient, as they continue to face 

vulnerabilities that cyber attackers continue to exploit. In contrast, low-capacity states 

appear to have effectively balanced EHR technology advancements with measures to 

address information privacy concerns, ultimately leading to improved patient care 

services over time. 

 
ANOVA test results also indicate that no statistically significant difference exists in MPI 

among the high-capacity, mid-capacity, and low-capacity state clusters. Additionally, 

regression analyses revealed a weak relationship between compromised patient 

records and monetary penalties predictors, and the MPI across all state categories. 

Thus, further research is recommended in order to understand other socio-economic 

and demographic variables such as age distribution, education level, and population 

density can influence the productivity performance of healthcare provider from these 

state groups. 

The increasing frequency of data breaches in healthcare systems raises critical 

concerns about patient safety and care quality. When patient records are compromised, 

there is a risk of erroneous information being introduced into EHR. Such erroneous 

information can lead to incorrect diagnoses, inappropriate treatments, and ultimately, 

increased mortality rates. Furthermore, the aftermath of data breaches often 

necessitates the implementation of additional security measures and system fixes, 

which can disrupt clinical workflows and divert resources away from patient care. Thus, 

further research is recommended to study the impact of data breaches on healthcare 

outcomes. Specifically, conduct an analysis of the relationship between compromised 

patient records and mortality rates.  

Future studies should also explore the impact of modeling Managed Patients as an 

environmental variable in the Malmquist Productivity Index (MPI) when assessing the 

productivity of state healthcare systems. Since patient volume is largely determined by 

external factors such as population size and public health demands, conditions beyond 
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the control of individual systems, treating it as an input variable may impact efficiency 

scores and unfairly disadvantage high-demand states. Incorporating Managed Patients 

as a non-discretionary, environmental factor can lead to more accurate benchmarking 

by adjusting for contextual differences and better isolating true operational 

inefficiencies. 

Recommendation 

The findings from the MPI analysis in this chapter indicate that removing the “Data 

Breach Incidents” input variable changed the productivity of the state clusters, 

suggesting that data breach challenges impact the productivity performance of DMUs. 

Larger patient populations increase the exposure to cyber threats, making healthcare 

systems more vulnerable to data breaches.  

 

To mitigate the impact of unintended consequences, such as information privacy 

concerns resulting from technology adoption, healthcare organizations should 

implement proactive measures. The following recommendations can help reduce the 

impact of data breach incidents and improve the productivity of DMUs: 

 Annual Information Security Audits: Healthcare organizations should adopt 

regular security audits, similar to financial audits for large corporations, to ensure 

their systems effectively protect patient health information and prevent recurring 

breaches. 

 Mandatory Malpractice Insurance: Healthcare entities must carry an information 

security malpractice insurance, specifically covering incidents where patient 

privacy is compromised due to human-error negligence, or system security 

failures. It should adopt regular security audits, similar to financial audits for large 

corporations, to ensure their systems effectively protect patient health information 

and prevent recurring breaches. 

 

Insights from SMEs gathered through semi-structured interviews, combined with 

findings from the literature review, shape these recommendations to improve the 

productivity of state healthcare systems. This is achieved by implementing these 
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proactive business process measures, strengthening user awareness practices, and 

adopting measures to prevent or mitigate data breaches that could compromise patient 

records and heighten information privacy concerns related to technology adoption. 
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Appendix B  

Comparison of Average Productivities (2009-2022) for All States vs. State 
Clusters 
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Appendix C 

Sensitivity Analysis - Comparison of Average Productivities (2009-2022) for All 
States vs. State Clusters 
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Chapter 4.0 - Essay 3: Enhanced Reason’s Resiliency Model to 
Reduce Human Error Data Breaches - Application of Policy as a 
Safeguard Layer to Patient Record Breaches 

“There’s no silver bullet with cybersecurity; a layered defense is the only viable option.” 

James Scott. 

Abstract 

HIPAA and its subsequent amendments made an impact in past years on the operation 

of healthcare organizations providing safeguards to protect EHR systems. However, the 

U.S healthcare industry continues to operate under this law that was enacted about 

three decades ago. As technology continues to advance at a rapid pace along with 

consumers playing a greater role in the management of their healthcare through digital 

health, the privacy guidance provided by HIPAA to protect patient privacy should also 

have shifted to reflect the new reality (Theodos, 2020).  

 
Monetary penalties are no longer sufficient in decreasing the number of compromised 

patient records within the healthcare sector (Theodos, 2020). Patient privacy continues 

to be a crucial issue in healthcare information security. Although the literature 

underscores the advantages of adopting EHR technology to enhance healthcare service 

quality, it also highlights information security as one of the sector's most pressing 

challenges. HIPAA monetary penalties have been used as a regulatory tool to enforce 

compliance with privacy and security standards and reduce data breaches. 

 
This chapter presents an enhanced Reason’s Resiliency Model by integrating a STS 

management framework into its layered approach to mitigate human error challenges in 

healthcare information security. The enhanced model serves as a platform for 

evaluating policy compliance, represented by HIPAA monetary penalties, as a 

safeguard layer aimed at reducing patient record breaches caused by human-

technology interface errors. 

 
The findings indicate that monetary penalties for HIPAA violations have not been 

effective in reducing the number of compromised patient records in healthcare. 

 
KEYWORDS: HIPAA, Monetary Penalties, Reason’s Resiliency Model, Socio-Technical 

Systems (STS) 
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4.1  Introduction 

Essay 3 aims to enhance Reason’s Resiliency Model by integrating an STS 

management framework into its layered approach to addressing human error 

challenges in healthcare information security. The enhanced model is utilized to 

evaluate the effectiveness of the HIPAA policy as a security safeguard designed to 

reduce the occurrence of successful data breaches and the compromise of patient 

healthcare records. 

 

HIPAA monetary penalties serve as a regulatory enforcement tool to mitigate data 

breaches in healthcare by promoting compliance with privacy and security standards. 

Government uses policies to address persistent issues or to achieve specific objectives.  

 

Congress enacted HIPAA in 1996 with the original intention of reforming the health 

insurance market and improving the productivity and effectiveness of the healthcare 

system (HIPAA Journal, 2022). Other provisions added to the original HIPAA require the 

DHHS to adopt national standards for electronic health care transactions, and enforce 

federal privacy protections for individually identifiable health information (DHHS OCR 

Privacy Rule, 2022). Compliance with HIPPA regulations is mandatory for healthcare 

providers, health plans, business associates, and healthcare clearinghouses. 

 

Congress introduced the Privacy Rule under HIPAA in 2003 to regulate the use and 

disclosure of protected health information (PHI), and set standards for healthcare 

organizations to protect the privacy of patient medical information. It also included 

standards for privacy rights of individuals to understand and control how their health 

information is used. To date, continuous enforcement of this provision has been a 

driving force behind the organizations’ protocols for prevention, detection, and 

remediation of reported incidents and unauthorized disclosures of PHI (DHHS OCR 

Privacy Rule, 2022). 

 

The Security Rule of 2005 and the Omnibus Rule of 2013 are other HIPAA provisions 

that have contributed to the protection of patient records. The Security Rule requires 



 
 

98 
 

entities to implement physical, technical, and administrative safeguards to protect the 

privacy of PHI. The Omnibus Rule stipulates that all breaches where electronic PHI 

compromising more than 500 records must be reported to the DHHS OCR (DHHS OCR 

Security Rule, 2022). As established by the HITECH Act of 2009, penalties for violations 

are also enforced by the DHHS OCR (Matthews, 2018). 

 

Despite its challenges preventing data breaches in the sector, HIPAA remains the most 

critical enacted law related to healthcare privacy protection, as it provides a direct and 

unavoidable right to privacy for all patients (Theodos et al., 2020). 

 

Figure 17: Integration of Reason's Resiliency Model and STS Management Framework Result in an 
Enhanced Reason's Resiliency Model to Improve Information Security Systems 
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Figure 17 presents an enhanced version of Reason’s Resiliency Model, integrating an 

STS management framework (Figure 12) to strengthen its layered approach to 

addressing human error challenges in healthcare information security. This enhanced 

model builds upon the original framework (Figure 2) by incorporating government 

regulation, specifically HIPAA policy, as an additional safeguard against data breaches. 

In this essay, the updated model, Figure 18, is used to assess the effectiveness of 

HIPAA in preventing patient healthcare records from being compromised and mitigating 

the risk of security incidents. 

 

Figure 18: Enhanced Reason’s Resiliency Model- Application of HIPAA Policy as a Safeguard 
Layer to Reduce Compromised Patient Records 

 

In the application of this enhanced model (Perneger, 2005), each slice is a security 

safeguard (e.g. government policy), that has holes or imperfections (e.g. human-

technology errors) allowing the hazard (data breach attempts) to progress, or blocking 

them from becoming an accident, or if all holes do line up, allowing a hazard to become 

an accident (compromised patient records). Assessing the impact of HIPAA policy as a 

security safeguard against human-technology interface errors can help organizations 

prioritize the development and enforcement of protections to safeguard data integrity, 

which is essential for maintaining patient trust. 

 

The essay provides to the DHHS OCR policy makers, an improved understanding of the 

effectiveness of HIPAA in reducing compromised patient records. It also serves as a 

foundation for recommending policy changes to strengthen safeguards where data 

breaches occur most frequently.  
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4.2  Research Problem 

The literature suggests that HIPAA requires modernization to address emerging 

challenges in healthcare information security. Experts argue that HIPPA and 

subsequent amendments made an impact in past years on the operation of healthcare 

organizations providing safeguards to protect EHR systems. However, the proliferation 

of digital health data, trends in data use, increased in the use of telehealth applications, 

and patient’s accesses to their health records all have created new challenges 

(Theodos et al., 2020). As of December 2024, these challenges remained unaddressed 

by the existing HIPAA framework. 

 

As the legal framework that protects the privacy of patient health information, the 

enforcement of HIPAA regulations could have a significant influence on how healthcare 

organizations handle and protect EHR data. Under HIPAA, reported non-compliances 

are submitted for investigation and final ruling determination with some of these 

investigations resulting in monetary penalties to the healthcare organizations. 

 

Monetary penalties do not longer seem effective as deterrent to prevent violations to 

HIPAA laws (Theodos et al., 2020). The U.S healthcare industry continues to operate 

under a law that was enacted about three decades ago. Per the literature (Theodos et 

al., 2020), (Alder, 2021), as technology continues to advance at a rapid pace along with 

consumers playing a greater role in the management of their healthcare through digital 

health, the privacy guidance provided by federal law should also have shifted to reflect 

the new reality. 

 

Essay 3 tests a hypothesis to evaluate the effectiveness of monetary penalties as 

deterrent against HIPAA violations and their impact on reducing compromised patient 

records, seeking to refute or confirm the findings from the literature. The hypothesis 

states, HIPAA monetary penalties are positively correlated with a reduction in the 

number of compromised patient records. To test the effectiveness of HIPAA policy in 

influencing the performance of the DMUs (States), a regression model was developed 
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using compromised patient records as the dependent variable, and monetary penalties 

as the independent variable. 

 

The essay uses the enhanced Reason’s Resiliency Model (Figure 18) to address the 

research question, what is the effect of HIPAA policy compliance, as a security 

safeguard against errors that result as a consequence of the human-technology 

interface, on the performance of the states' information security systems? 

 

4.3 Technical Background 

Understanding Reason’s Theory of Accident Causation can help us design systems 

which are more resilient to failures, errors, and even security threats. The vast majority 

of catastrophes, such as plane crashes, are created by a series of factors that line up in 

just the wrong way, allowing seemingly-small details to add up to a major incident. 

Similarly in information security, a weak password could lead an attacker to move within 

the organization network identifying sensitive healthcare organization, and copying and 

transferring data out of a system that lacks sufficient monitoring tools or a security team 

that overlook or misinterpret intruders’ access alerts (Schwartz, 2021). 

In his 2000 “Human Error: Models and Management” paper, James Reason reports 

that, in a complex system such as healthcare, human error is likely to occur and that 

expecting perfection from imperfect human beings or punishing them for their mistakes 

will not improve safety. The model indicates that the preferred strategy is either to 

prevent an error from occurring or prevent the error from causing harm through the 

application of multiple steps that function as a safety net (Reason, 2000). 

Reason’s Resiliency model suggests that the easier solution to protect a system is to 

add more layers of safeguard, or additional component of redundancy, to protect a 

system. However, this approach could quickly become over complicated introducing 

technical challenges such as system latency, and add operational cost. A more practical 

approach is to analyze the system to determine if there may be a better way to address 

security concerns. 
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Reason's Resiliency Model is applied in risk management, particularly of human error in 

safety-critical systems like healthcare. HIPAA compliance involves a broad range of 

STS risks, including technical, administrative, physical, and human factors. Integrating 

the STS Management Framework with Reason’s Resiliency Model aligns with the need 

for a holistic risk management approach, establishing a robust system of safeguards to 

enhance resilience against potential threats to EHR information security.  

4.4  Research Method 

4.4.1 Data 

The comprehensive quantitative datasets, Table 29, with all reported cybersecurity 

incidents and compromised patient records, described in Chapters 2 and 3 are also 

used to support modeling and hypothesis testing for this chapter. An additional field has 

been incorporated to account for HIPAA violation monetary penalties imposed on the 

state healthcare systems (DMUs) for non-compliance with physical, technical, and/or 

administrative safeguard regulations. These penalties include civil monetary 

settlements, which range from $100 to $50,000 per violation, depending on the severity 

of the breach and the extent of harm caused to patients' PHI. 

 
Table 29: Quantitative Datasets with Sources and Data Range Used in Essay 3 

This essay employs a statistical analysis using regression with lagged explanatory 

variables. To facilitate this assessment, a Microsoft Excel database was created to track 

data breach incidents, compromised patient records, and HIPAA violation monetary 

penalties imposed on DMUs for non-compliance. The database spans events from 2009 

to 2024 across all 50 states and the District of Columbia, categorizing each entry by the 

type of data breach, the number of records compromised, and, where applicable, the 

HIPAA monetary penalties issued for non-compliance. 
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To evaluate the impact of prior-year government HIPAA policy enforcement, the 

database includes multiple fields with one-year and two-year lagged variables. Given 

the extensive dataset covering the 2009-2024 period, an Excel pivot table was 

developed to systematically categorize and quantify incidents based on multiple 

parameters, enabling effective analysis. Table 30 outlines the database fields used for 

the regression analysis, supporting the development of multiple models to test the 

essay’s hypothesis. 

 

Table 30: Quantitative Dataset of Breach Incidents and Monetary Penalties (2009-2024) 

4.4.2 Approach 

Previous studies found in the literature indicate that HIPAA violations typically take 

between nine to 12 months to reach settlement (Johnson, 2022). Thus, the research 

approach for this essay uses statistical regression analysis with one-year lagged 

response explanatory variables. One-year was applied as the lag order to the 

independent variables. 

 

The primary regression model that was formulated, Equation (4), uses a multivariable 

approach incorporating two one-year lagged response explanatory variables. The 

dependent variable used in the model is compromised patient records (t), while the 

independent variables included one-year lagged monetary penalties (t-1) and 

compromised patient records (t-1). The lag structure enabled an evaluation of how 

HIPAA monetary penalties and compromised patient records in a given year (t-1) impact 

patient record breaches the following year (t).  
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PRit = ƒ (MPit-1, PRit-1, ….) + ɛit   Equation (4) 

i= State Healthcare System;    t: Time in Years; 

Dependent Variable: 

PRit = Compromised patient records by state i in year t, 

Independent Variables: 

MPit-1 = Monetary penalties paid by state i in year t-1, 

PRit-1 = Compromised patient records by state i in year t-1, 

 

Additionally, sensitivity analyses were conducted using two-year lagged (t-2) variables 

to further examine these relationships. 

 
The hypothesis that is tested in this essay states that: 

H3: HIPAA monetary penalties are positively correlated with a reduction in 

the number of compromised patient records. 

4.5 Results and Discussion 

Qualitative - Semi-Structured Interviews 

Semi-structured interviews provided valuable insights from cybersecurity and healthcare 

professionals on nuances in patient care practices that were not evident in the literature.  

The interviews provided additional insights into the organizational impact of data 

breaches and the effectiveness of policy compliance in mitigating these incidents. 

Insights from these real world experts informed the variables selection for the 

regression models for Essay 3, which evaluate the effectiveness of HIPAA policy 

reducing the number of compromised patient records. Some organizations find that 

paying HIPAA monetary penalties is more cost-effective than investing in IT system 

corrections. The SMEs insight also revealed that government entities are prohibited 

from paying ransoms to cyber attackers, further complicating responses to cybersecurity 

threats in the healthcare sector. 

 

Table 31 summarizes findings from the semi-structured interviews applicable to Essay 

3, including takeaways, qualitative results, and how the findings inform this dissertation. 

Additional details are also included in Appendices F thru J at the end of the dissertation. 
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Table 31: Essay 2 Results from Semi-Structured Interviews and How the findings Inform th 

Research Study 

 
Quantitative Data Results 

Figures 19 and 20 illustrate that since 2009 a total of 321 violations have resulted in 

$380 million in penalty settlements across all DMUs. Notably, fiscal year 2023 

accounted for 41% of all recorded violations and 29% of the total monetary penalties 

settled since 2009. The highest average number of violations and monetary settlements 

has been reported in the high-capacity states, highly populated states such as 

California, New York, and Texas, where a greater volume of patient records is at risk. 

Violations and penalties varies across the three state clusters with the highest penalties 

reported in high-capacity states.  

 

However, an exception to this trend is the $48.2 million settlement paid by Anthem Inc. 

in 2020, a company based in Indianapolis, Indiana which fall within the low-capacity 

states cluster. This settlement resulted from a multi-state investigation by state 

attorneys general over its 2014 data breach, which compromised 78.8 million patient 

records. Excluding this outlier, the trend in violations for the high-capacity and mid-
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capacity states is consistent with the monetary penalty settlements number within these 

clusters. 

 

 
Figure 19: HIPAA Violations Settlements by State Clusters (2009-2024) (HIPAA, 2024) 

 

 

 
Figure 20: HIPAA Penalty Payment Settlements by State Clusters (2009-2024) (HIPAA, 2024) 
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Results from the regression analysis indicate a statistically significant relationship in 

high-capacity states, where one-year lagged monetary penalties are strongly correlated 

with compromised patient records (p < 0.05). However, no significant relationship was 

found for mid-capacity and low-capacity states (p > 0.05). In these cases, the regression 

analysis did not support the hypothesis, and the null hypothesis (H₀) for both cases 

cannot be rejected. Additional details are provided in Table 32. 

 

The findings indicate that the effectiveness of HIPAA monetary penalties in reducing 

compromised patient records varies by state capacity level. In high-capacity states, 

monetary penalties appear to have a stronger impact than in mid-capacity and low-

capacity states reducing data breaches in these states. This aligns with insights from 

SMEs in the semi-structured interviews, where it was noted that high-capacity and mid-

capacity states often prefer to pay the penalties rather than invest significantly in 

improving their IT infrastructure. While they adhere to monetary penalties, these fines 

alone do not serve as a sufficient deterrence for these healthcare systems. The 

statistical results from the multiple regression models testing this hypothesis across the 

high-capacity, mid-capacity, and low-capacity state clusters are presented in Appendix 

D. 

 
 

 
 

 
Table 32: Hypothesis 3 Testing Results for State Clusters with One-Year Lagged Independent 

Variables Using Compromised Patient Record at Time t as the Dependent Variable 
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In 2024 DHHS OCR implemented some adjustments to the HIPAA monetary penalties, 

primarily to account for annual inflation adjustments. However, no significant policy 

changes were introduced. These updates result in only a marginal increase in the 

financial penalties for non-compliant organizations, with very limited deterrence added 

against future violations. 

4.6 Limitation 

A limitation of using the HIPAA monetary penalty list to test the hypothesis for this essay 

is that the DHHS OCR dataset only includes settled violation fines. Not all HIPAA 

violations involving data breaches and compromised patient records result in monetary 

penalties. Many are resolved through technical assistance or corrective action plans 

instead. For example, in 2022, despite receiving over 300,000 complaints and reports of 

data breaches, the DHHS OCR issued fines or agreed settlements in only 110 cases 

(HIPAA, 2024). The majority of other cases, even where HIPAA violations were 

identified, were addressed through non-monetary resolutions. 

Since not all breaches result in penalties, this limitation may introduce bias into the 

dataset, potentially affecting the statistical significance of the hypothesis testing. 

Additionally, in isolated cases it is noted that few violations are settled years after the 

initial non-compliance was reported. For instance, Anthem Inc., a health insurance 

provider based in Indianapolis, IN, settled a multi-state investigation by state attorneys 

general in 2020 for a data breach involving 78.8 million records that occurred in 2014. 

4.7 Conclusion, Future Work, and Recommendation 

The data trend and findings in this chapter demonstrate that monetary penalties from 

HIPAA violations have not been effective in slowing down the number of compromised 

patient records in the healthcare sector. Insights from interviews with SMEs suggest 

that HIPAA penalties are not severe enough to drive changes in the security of patient 

records. Organizations are failing to make necessary improvements despite facing 

financial consequences. In some cases, the penalties are so insignificant, relative to the 

cost of system improvements, that organizations find it more practical to simply pay the 

fines rather than invest in long-term cybersecurity enhancements. 
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An enhanced Reason’s Resiliency Model (Figure 18) was utilized to assess the 

“Government Regulation” STS factor as a safeguard layer against patient record 

breaches resulting from human-technology interface errors. Multiple regression models 

were applied to analyze the relationship between HIPAA violation monetary penalties 

and the number of compromised patient records. The regression results indicate a 

strong statistical relationship between monetary penalties and compromised patient 

records in high-capacity states, where as a weak relationship for mid-capacity and low-

capacity states. 

 

The findings suggest that the effectiveness of HIPAA monetary penalties in reducing 

compromised patient records varies by state capacity level. In high-capacity states, the 

strong statistical relationship indicates that penalties may act as a stronger deterrent or 

drive more significant compliance efforts in these larger states. However, in mid-

capacity and low-capacity states, the weak relationship suggests that increasing 

penalties alone may not be sufficient to reduce data breaches in these states. 

 

These findings indicate that a HIPAA policy change to increase the monetary penalties 

to prevent data breaches would not necessarily result in a nationwide reduction to the 

number of compromised patient records. Further research is needed to assess whether 

security measures implemented by organizations improve in the years following a 

penalty, could provide more insights into the long term effectiveness of HIPAA monetary 

penalties. Additionally, a proposal should be submitted to DHHS OCR with proposed 

measures to strengthen enforcement and mitigation efforts, that would enhance 

accountability, improve compliance, and better protect patient data from future 

breaches. 

 

A notable disconnect exists between the statistical findings in Essay 3 and the 

perspectives of subject matter experts (SMEs) regarding the impact of HIPAA monetary 

penalties on reducing compromised healthcare records in high-capacity states. While 

SMEs generally argue that these penalties have limited deterrent effect, pointing out 

that the fines are often not severe enough to compel action, and that high-capacity 
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states may opt to pay the penalties rather than invest in addressing IT vulnerabilities, 

the hypothesis tested in Essay 3 revealed a statistically significant association between 

higher penalties and a reduction in compromised records. This contrast highlights the 

importance of conducting more capacity-sensitive analyses when evaluating the 

effectiveness of regulatory interventions for different states groups.  

 

Recommendation 

To strengthen HIPAA violation mitigation efforts, penalties should be made more 

severe. Along with stricter monetary penalties, a proposal should be submitted to the 

DHHS OCR, outlining the following recommendations to enhance HIPAA compliance 

and minimize the risk of data breaches resulting from human error:  

 Implement Minimum Information Security Rating System: Require healthcare 

organizations to maintain a minimum security rating to continue operations. 

Entities falling below a certain threshold should face restrictions on their ability to 

conduct business and provide services. 

 Mandate Patient Compensation Funds: Establish a fund, fully financed by the 

violating entity, to provide financial support and identity protection services to 

affected individuals. 

 Mandate Public Disclosure of Violations: Mandate transparency in violation 

investigations and the corrective measures taken to enhance information 

security. 

 Enforce a Tiered Penalty Structure: Implement escalating penalties for repeat 

violations, including operational restrictions and service suspensions until 

compliance improvements are made. 

 

Insights from SMEs gathered through semi-structured interviews, along with findings 

from the literature review, inform these recommendations aimed at strengthening state 

healthcare systems by implementing a more structured and disciplined program to 

ensure compliance with government regulations, such as HIPAA and other IT security 

policies. 



 
 

111 
 

4.8 References 

 
[1] Alder, S., (2021). Future of HIPAA: Reflections at the 25th Anniversary of HIPAA. 

HIPAA Journal.  
 
[2] American University-Public Policy Department, (2023). The Evolution of Public 

Policy. American University Publication.  
 
[3] Belanger, F., Crossler, R.E., (2011). Privacy in the Digital Age: A Review of 

Information Privacy Research in Information Systems. MIS Quarterly.  
 
[4]  Borras, S., Edler, J., (2020). The Roles of the State in the Governance of Socio-

Technical Systems Transformation. Elsevier.  
 
[5] DeCamp, W., Herskovitz, K., (2015). The Theories of Accident Causation. Research 

Gate.  
 
[6] Department of Health and Human Services - Office for Civil Rights, (2023). HIPAA 

Compliance Checklist. Health Information Privacy.  
 
[7] Department of Health and Human Services - Office for Civil Rights, (2022). 

Summary of the HIPAA Privacy Rule. Health Information Privacy.  
 
[8] Department of Health and Human Services - Office for Civil Rights, (2022). 

Summary of the HIPAA Security Rule. Health Information Privacy. 
 
[9] Goldberg, A.T., (2003). Incident Investigation: Rethinking the Chain of Events 

Analogy. EHS Today.  
 
[10] Health Insurance Portability and Accountability Act, (2022). Healthcare Data Breach    

Statistics. Department of Health and Human Services.  
 
[11]  Health Insurance Portability and Accountability Act (HIPAA), (2024). HIPAA History. 

Department of Health and Human Services- The HIPAA Journal.  
 
[12] Heinrich, H. W., Petersen, D., Roos, N., (1980). Industrial Accident Prevention. New 

York: McGraw-Hill.  
 
[13] Horne, C.A., Ahmad, A., Maynard, S.B., (2016). A Theory of Information Security. 

Australasian Conference on Information Systems.  
 
[14] Jensen, R.A., (2022). U.S. Investments in Medical and Health Research and 

Development. Research America.  
 
[15] Johnson, L., (2022). How Long Does a HIPAA Investigation Take? The HIPAA 

Guide.  
 
[16] Leveson, N.G., (2004). A New Accident Model for Engineering Safer Systems. 

Reading. MA: Addison Wesley.  
 
[17] Leveson, N.G., Daouk, M., Dulac, N., Marais, K., (2003). Applying STAMP in 

Accident Analysis. Semantic Scholar.  
 
[18] Mathews, K., (2018). HIPAA Compliance and the HITECH Act in 2018. Health IT.  
 



 
 

112 
 

[19] McCumber, J., (1991). Information Systems Security: A Comprehensive Model. 
Proceedings of the 14th National Computer Security Conference, Washington: 
National Institute of Standards and Technology. National Computer Security Center.  

 
[20] Pawar, P., Jones, V., Van Beijnum, B.J.F., Hermens, H., (2012). A Framework for 

the Comparison of Mobile Patient Monitoring Systems. Journal of Biomedical 
Informatics.  

 
[21] Perneger, T.V., (2005). The Swiss Cheese Model of Safety Incidents: Are There 

Holes in the Metaphor? BMC Health Services Research.  
 
[22] Posthumus, S., Von Solms, R., (2004). A Framework for the Governance of 

Information Security. Computers & Security (23:8), pp 638-646. 
  
[23] Qureshi, Z.H., (2008). A Review of Accident Modelling Approaches for Complex 

Critical Socio-Technical Systems. Defense Science and Technology Organization.  
 
[24] Reason, J., (2000). Human Error: Models and Management. British Medical Journal 

(BMJ).   
 
[25] Reason, J., Hollnagel, E., Paries, J., (2006). Revisiting the Swiss Cheese Model of 

Accidents. Eurocontrol Experimental Centre.  
 
[26] Schwarats, B., (2021). The Swiss Cheese Model: Designing to Reduce Catastrophic 

Losses.  
 
[27] Smith, A., Stirling, A., Berkhout, F., (2005). The Governance of Sustainable Socio-

Technical Transitions. Elsevier.  
 
[28] Theodos, K., Sittig, S., (2020). Health Information Privacy Laws in the Digital Age: 

HIPAA   Doesn’t Apply. National Library of Medicine.  
 
[29] Von Solms, R., (1998). Information Security Management (3): The Code of Practice 

for Information Security Management (Bs 7799). Information Management & 
Computer Security (6:5), pp 224-225.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

113 
 

Appendix D  

Regression Results for Essay 3 Hypothesis. The Table Presents Results for 
Multiple Models for Each State Cluster Using Compromised Patient Records as 
the Dependent Variable. 

 
High-Capacity States 
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Mid-Capacity States  
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Low-Capacity States  
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Chapter 5.0: Conclusion, Future Work, Limitation, and Recommendation 

 

Conclusion and Future Work  

This dissertation concludes that addressing EHR information security threats requires a 

fundamental shift in the healthcare sector's approach to data security. The research 

determines that integrating technological, organizational, human, and government 

regulatory STS factors into Reason’s layered approach offers a comprehensive 

management framework for mitigating human error challenges in healthcare information 

security. The framework builds on Reason's Resiliency Model by incorporating a socially 

oriented management approach based on socio-technical system (STS) principles. The 

framework is designed to mitigate human error in information security, aiming to 

enhance the resilience of EHR systems against data breaches and make them less 

attractive to cybercriminals. 

 

This dissertation examines the impact of human error on information security in the 

healthcare sector, as a consequence of the human-technology interface. A systematic 

literature review was conducted, analyzing 1,071 documents to inform the research. 

From this review, two conceptual frameworks were developed: a taxonomy categorizing 

human errors leading to data breaches, and a management framework based on STS 

principles. The findings identified a gap in terms of understanding and modeling of 

human-computer interactions, as well as the need for greater consideration of STS 

factors when designing information security solutions. 

 

Comprehensive datasets of current healthcare IT systems support the modeling and 

hypothesis testing designed to address the research questions across the three essays. 

Empirical analysis, benchmarking assessments, and regression models derived from 

these datasets provide key insights into the role of human error in patient record 

security, the productivity performance of state healthcare systems (DMUs), and the 

influence of HIPAA policy on the volume of compromised records in the sector. 

 



 
 

117 
 

Clustering algorithms were applied to account for differences in the characteristics of 

the DMUs, which contribute to variability in the data. Principal component analysis 

(PCA) was used to reduce the dataset’s dimensionality and DBSCAN clustering 

algorithms to identify the optimal number of clusters (Greenacre et al., 2023). A K-

Means clustering algorithm was then applied using gross domestic product (GDP) and 

population as the primary factors for grouping states into distinct and non-overlapping 

clusters (Yadav et al., 2013). As a result, DMUs were categorized into three clusters: 

high-capacity states, mid-capacity states, and low-capacity states. These clusters 

represent each state’s ability to provide healthcare services relative to demand.     

 

An empirical analysis of all healthcare cybersecurity incidents reported since 2009 

reveals that the location where data are breached influences the severity of data 

breaches impacting patient information privacy. The analysis shows that network 

servers and emails are the two most common sites where healthcare data are breached 

capturing 95% of the 713 million patients’ records compromised since 2009. These 

findings have real-world implications for the security of healthcare data. It enables the 

development of more effective incident response and containment processes to shorten 

the data exposure at network servers and email traffic. It also supports healthcare 

resources decisions to address IT system vulnerabilities aiming at reducing recurring 

human-technology interface errors that could result in patient record data breaches.   

 

Semi-structured interviews were conducted with subject matter experts (SMEs) to get 

insights from cybersecurity and healthcare professionals on the nuances in information 

security and patient care services that were not evident in the literature. The findings 

from the interviews confirm that data transfer and password hygiene are the most 

common human error. Consequently, these errors drive emails and access to network 

servers as the most common locations where data are breached. SMEs agree that 

breaches create a disruption in patient care services, data protection concerns when 

sharing patient’s information with industry peers, and result in an overall cost increase 

for healthcare organizations. Most SMEs believe that HIPAA penalties are not severe 
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enough, and that for middle and large size healthcare organizations writing a penalty 

check is more economically feasible than correcting vulnerabilities in their IT systems. 

 

The Malmquist Performance Index (MPI) was used for analyzing and comparing the 

productivity changes and efficiency improvements of state healthcare systems (DMUs) 

(Mostoli et al., 2019). Results from the MPI model show that, despite declines in 

productivity among high-capacity and mid-capacity states, significant gains in low-

capacity states have more than compensated for these losses, resulting in an overall 

increase in healthcare sector productivity over time. These results highlight the critical 

role of digital platforms adoption in enhancing healthcare productivity performance, 

despite unintended consequences such as privacy concerns. However, cybersecurity 

threats continue to impact the productivity of the DMUs. Notably, low-capacity states 

have effectively balanced EHR technology advancements with privacy safeguards, 

leading to improved patient care services over time. 

 

The ANOVA test was used to determine if the differences of the MPI results from the 

three state clusters were statistically significant. While EHR adoption has contributed to 

overall productivity gains, the one-way ANOVA test results did not confirm significant 

differences exist in MPI among the high-capacity, middle-income, and low-capacity 

state clusters, suggesting that the impact of EHR adoption on productivity, despite 

increasing privacy concerns, is not statistically significant across the groups. 

Furthermore, regression analysis findings revealed a weak relationship between 

compromised patient records and monetary penalties predictors, and the MPI across all 

state categories. 

 

The data analyzed in Chapter 4 confirm that monetary penalties from HIPAA policy 

violations have not been effective in slowing down the number of compromised patient 

records. Results from the regression analysis performed to test the hypothesis, that 

monetary penalties are positively correlated with a reduction in the number of 

compromised patient records, indicate a strong relationship between one-year lagged 

monetary penalties and compromised patient records in high-capacity states, whereas 
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this relationship is not significant for mid-capacity and low-capacity states. In high-

capacity states, the strong statistical relationship indicates that penalties may serve as a 

stronger deterrent or drive more compliance efforts. However, investments in their IT 

security systems seem insufficient, as they continue to face vulnerabilities that cyber 

attackers continue to exploit. In some cases, penalties are so insignificant that these 

organizations find it more cost-effective to pay the fines rather than commit to long-term 

cybersecurity enhancements.  

 

In mid-capacity and low-capacity states, the weak relationship suggests that simply 

increasing penalties may not be enough to reduce data breaches. The findings indicate 

that current penalties are not severe enough to serve as an effective deterrent. 

Financial penalties alone fail to sufficiently discourage healthcare providers from 

repeated data breaches, leading to sustaining risks to patients’ sensitive health 

information.  

 

A notable disconnect exists between the statistical findings in Essay 3 and the 

perspectives of subject matter experts (SMEs) regarding the impact of HIPAA monetary 

penalties on reducing compromised healthcare records in high-capacity states. While 

SMEs generally argue that these penalties have limited deterrent effect, pointing out 

that the fines are often not severe enough to compel action, and that high-capacity 

states may opt to pay the penalties rather than invest in addressing IT vulnerabilities, 

the hypothesis tested in Essay 3 revealed a statistically significant association between 

higher penalties and a reduction in compromised records. This contrast highlights the 

importance of conducting more capacity-sensitive analyses when evaluating the 

effectiveness of regulatory interventions for different states groups.  

 

The enhanced Reason’s Resiliency Model presented in Chapter 2 represents a culture 

shift from the way that the sector has been approaching data security, from purely 

technical design solutions to dynamic socio-technical solutions. Chapter 4 applied the 

model to the Government Regulation STS factor to test the effectiveness of HIPAA 

monetary policy influencing the number of compromised patient records in the sector.  
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 Future Work - Open Research Problem: “Assess the impact of other socio-

technical system factors to include technological, organizational, and human in 

the loop factors, influencing the number of compromised patient records.” 

 

Further research is recommended to investigate additional socio-technical 

system (STS) factors beyond Government Regulations that affect information 

security concerns related to data breaches. Investigating other STS factors, such 

as human error, organizational policies, and technological advancements, is 

crucial for providing a comprehensive assessment of how these factors influence 

the number of compromised patient records. This issue remains unresolved and 

represents a critical area for research aimed at understanding how various 

components of STS interact to address the challenge of compromised patient 

records. Understanding the results of these interactions is essential for 

developing effective strategies to enhance patient safety and data security within 

healthcare systems. 

 

The MPI results from Chapter 3 indicate the productivity performance of healthcare 

providers in low-capacity states has increased, while high-capacity and mid-capacity 

state clusters have experienced a decline over time.  

 Future Work - Open Research Problem: “Explore the impact of socio-economic 

and demographic variables in the productivity performance of state healthcare 

systems.” 

 

Further research is recommended to explore how socio-economic, government 

policy such as HIPAA and demographic variables, like age distribution, education 

level, and population density, affect the productivity of healthcare providers 

across different state clusters. Given the dataset’s high-dimensionality, 

potentially containing thousands of observations across various demographic 

factors, advanced analytical tools, such as artificial intelligence models, may be 

required for efficiently processing the data and conducting the linear 

programming modeling needed for the benchmarking analysis. 
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 Future Work - Open Research Problem: “Study the impact of data breaches on 

healthcare outcomes. Specifically, conduct an analysis of the relationship 

between compromised patient records and mortality rates.” 

The increasing frequency of data breaches in healthcare systems raises critical 

concerns about patient safety and care quality. When patient records are 

compromised, there is a risk of erroneous information being introduced into EHR. 

Such erroneous information can lead to incorrect diagnoses, inappropriate 

treatments, and ultimately, increased mortality rates. Furthermore, the aftermath 

of data breaches often necessitates the implementation of additional security 

measures and system fixes, which can disrupt clinical workflows and divert 

resources away from patient care. The literature highlights that healthcare 

organizations reported increased mortality rates after significant data breaches, 

due to delays in procedures and tests. For instance, a study from Vanderbilt 

University, “Data Breach Fixes Could Impact Patient Care: Study,” highlights that 

following a data breach, hospitals experienced delays in administering 

electrocardiograms and observed a rise in 30-day mortality rates for heart attack 

on patients, with up to 36 additional deaths per 10,000 heart attacks annually 

(Vanderbilt University, 2019). 

These findings stress the need for research to analyze the correlation between 

data breaches and mortality rates, aiming to understand the seriousness of this 

relationship and develop strategies to protect patient information.   

 

 Future Work - Open Research Problem: “Explore the impact of modeling the 

Managed Patients input variable as an environmental variable in the Malmquist 

Productivity Index (MPI).”  

 

Future studies should also explore the impact of modeling Managed Patients as 

an environmental variable in the MPI when assessing the productivity of state 

healthcare systems. Since patient volume is largely determined by external 

factors such as population size and public health demands, which are conditions 
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beyond the control of individual systems, treating it as an input variable may 

impact efficiency scores and unfairly disadvantage high-capacity state healthcare 

systems. Incorporating Managed Patients as a non-discretionary, environmental 

factor can lead to more accurate benchmarking by adjusting for contextual 

differences and better isolating true operational inefficiencies. 

 

The findings from Chapter 4 help assess the effectiveness of HIPAA monetary 

penalties, addressing their limited deterrence effect as they fail to discourage DMUs 

from repeatedly compromising patient records.  

 Future Work- Open Research Problem: “Assess limitations of HIPAA monetary 

penalties as a deterrent of data breach incidents.” 

 

Further research should focus on evaluating the limitations of HIPAA monetary 

penalties as deterrents to data breaches in the healthcare sector. The current 

dataset, which focuses on HIPAA violations resulting in monetary penalties, may 

have introduced bias by excluding violation instances addressed through 

technical assistance or corrective action plans without financial penalties. This 

dataset limitation may have potentially affected the statistical significance of the 

tested hypothesis. Therefore, assessing limitations of HIPAA monetary penalties, 

is still an open research problem that needs to be studied to fully determine the 

effectiveness of Government Regulation influencing the number of compromised 

patient records.  

 

This open research area should encompass all forms of penalties and their 

resolutions, including monetary penalties, technical assistance, and corrective 

action plans. The result of this analysis could provide a clearer understanding of 

the effectiveness of HIPAA enforcement in reducing breaches of protected health 

information. A thorough assessment of these enforcement strategies is essential 

to develop more effective policies for safeguarding patient health information. 
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The landscape of human privacy is changing and becoming more challenging as we 

move more and more of our lives into the digital space. Although most of our lives are 

now stored somewhere online, the healthcare sector must realize the risks involved in 

the ways in which protected health data is being used once records are stored digitally.  

Hopefully the implementation of long term resilience capabilities with greater attention to 

STS factors in the design of information security solutions will lead to a change, and 

better protection of patient information privacy (Alvarado, Triantis, 2024). 

 

Limitation 

This dissertation faced several challenges, including limitations in the literature, 

difficulties in data collection, and constraints in data availability, which impacted the 

analysis. 

 

One key challenge in this research was the limited body of literature specifically 

addressing the human aspect of data breaches and cybersecurity within healthcare. 

Most existing studies were conducted in the United States, with little attention from the 

international research community on how human error data breaches impact EHR 

adoption and information sharing. While this gap in the literature presented an 

opportunity to explore an innovative solution, the absence of relevant studies posed 

challenges by limiting the foundational knowledge available for this study.  

 

Semi-structured interviews with SMEs were introduced to compensate for the limited 

amount of data in the literature related to the application of STS principles to solve 

human error challenges in IT. These interviews provided valuable insights, enhanced 

knowledge depth, and strengthened the dissertation’s foundation.   

 

However, coordinating the interview sessions was challenging, leading to fewer 

sessions than initially planned. In most cases, SMEs would not necessarily volunteer 

time to provide their views for a session unless the interviewer had an existing 

relationship, or a prior connection with the SME through other means. Additionally, the 

post interview process required extensive analysis of interview notes, often requiring 
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follow-ups with SMEs to ensure accurate interpretation and synthesis of their views and 

perspectives into a usable and meaningful product to inform the dissertation.   

 

A limitation of using the HIPAA monetary penalty list to test the hypothesis on policy 

effectiveness as a deterrent to data breach incidents is that the DHHS OCR dataset 

only includes settled violation fines. A very small percentage of HIPAA violations 

involving data breaches and compromised patient records result in monetary penalties, 

as most are resolved through technical assistance or corrective action plans. This 

limitation may have introduced bias into the dataset, potentially impacting the statistical 

significance of the hypothesis testing. 

 

Recommendation 

Findings from the literature in Chapter 2 highlight that robust technical design solutions 

and government policy play an important role in information security, but they are not 

sufficient to mitigate data breaches of EHR. An alternative approach is needed, to 

bridge this gap DMUs should:  

 Adopt the Enhanced Reason’s Resiliency Model (Figure 3): The proposed model 

follows a layered design approach, incorporating STS factors identified in the 

literature as effective in reducing human error-related data breaches. It 

represents a cultural shift from the sector’s current reliance on purely technical 

design solutions and toward a socio-technical design environment, where 

technological, organizational, human, and government factors are integrated to 

improve EHR information security. 

 

Results from Chapter 2 also identified the most vulnerable locations within healthcare IT 

systems where data breaches frequently occur due to human-technology interface 

errors. To enhance IT systems security, the following proactive measures are 

recommended for the state healthcare systems (DMUs):  

 Predefined Incident Response and Containment Strategies: Develop a 

comprehensive library of security patches that can be ready available to 

implement when a data breach incident is identified. This approach helps 
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minimize data exposure time, accelerate patient care service restoration, and 

reduce overall breach-related costs. 

 Routine Penetration Testing and Security Audits: Develop a structured plan to 

routinely test known system vulnerabilities, such as network servers and emails, 

and implement security enhancements. Regular assessments and testing will 

help prevent recurring data breaches and ensure continuous improvement in the 

IT system security. 

 

To mitigate the impact of unintended consequences, such as information privacy 

concerns resulting from technology adoption, healthcare organizations should 

implement proactive measures. The following recommendations can help reduce the 

impact of data breach incidents and improve the productivity of state healthcare 

systems (DMUs): 

 Implement Annual Information Security Audits: Healthcare organizations should 

adopt regular security audits, similar to financial audits for large corporations, to 

ensure their systems effectively protect patient health information and prevent 

recurring breaches. 

 Acquire Information Protection Malpractice Insurance: Healthcare entities must 

carry an information security malpractice insurance, specifically covering 

incidents where patient privacy is compromised due to human-error negligence, 

or system security failures. 

 

To strengthen HIPAA violation mitigation efforts, penalties should be made more 

severe. Along with stricter monetary penalties, a proposal should be submitted to the 

Department of Health and Human Services- Office of Civil Rights (DHHS-OCR), 

outlining the following recommendations to enhance HIPAA compliance and minimize 

the risk of data breaches resulting from human error: 

 Implement Minimum Information Security Rating System: Require healthcare 

organizations to maintain a minimum security rating to continue operations. 

Entities falling below a certain threshold should face restrictions on their ability to 

conduct business and provide services. 
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 Mandate Patient Compensation Funds: Establish a fund, fully financed by the 

violating entity, to provide financial support and identity protection services to 

affected individuals. 

 Mandate Public Disclosure of Violations: Mandate transparency in violation 

investigations and the corrective measures taken to enhance information 

security. 

 Enforce a Tiered Penalty Structure: Implement escalating penalties for repeat 

violations, including operational restrictions and service suspensions until 

compliance improvements are made. 

 

Implementing these recommendations expeditiously and concurrently will be a 

significant challenge. Achieving meaningful progress will require strong commitment 

and leadership from both Congressional and Executive Branch Officials, as well as the 

proactive engagement from state healthcare systems (DMUs) management. Their 

collective efforts will be essential in achieving sustainable improvements in patient 

information security while enhancing the overall quality of healthcare services. 

Leadership from DHHS OCR and DMUs must play a critical role driving collaboration, 

sharing lessons learned, and embracing a unified approach to build the desired future-

state: a highly productive and secure healthcare system for the American people.  
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Appendix E 

Glossary 
 

Analysis of Variance (ANOVA): A statistical test used to analyze the difference 

between the means of more than two groups.  

 

Business Associates: Third party administrators that provide services such as 
accounting and legal support to healthcare providers.  
 

Cybersecurity: Practice of protecting critical systems and sensitive information from 

digital attacks. 

 

Data Envelopment Analysis (DEA):  A mathematical method using linear 

programming techniques to convert inputs to outputs with the purpose of evaluating the 

performance of comparable organizations or products. 

 

Decision Making Units (DMUs): A group of individuals or stakeholders involved in the 

process of making decisions related to purchasing goods or services.  

 

Department of Health and Human Services (DHHS): U.S.  Federal Government 

department whose mission is to enhance the health and well-being of all Americans, by 

providing for effective health and human services.   

 

Electronic Health Records (EHR): Digitized version of a patient’s health record paper 

charts. 

 

Healthcare Clearing Houses: Organizations that translate claims from a nonstandard 
format into a standard transaction on behalf of a health care provider. 
 

Healthcare Data Breaches: When an individual name plus a medical record are put at 

risk because of exposure through either electronic or paper means. 

 

Health Information Technology for Economic and Clinical Health (HITECH) Act: 

Act enacted as part of the American Recovery and Reinvestment Act of 2009 that 

promotes the adoption and meaningful use of health information technology.  

 

Health Insurance Portability and Accountability Act (HIPAA): The primary law that 

oversees the use and access to and disclosure of protected health information. It 

regulates how this data is created, collected, transmitted, maintained and stored by any 

HIPAA-covered organization.  
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Human Error: Any human action or lack thereof that leads to exceeding the tolerances 

of the conditions defined for the normative work of the analytical/measurement system 

with which the human interacts.  

 

Identity Access Management (IAM): A system that implement technical security 

measures and procedures to verify that a person or entity seeking access to electronic 

protected health information is the one claimed. 

 

Intentional Errors: Human errors where the employee understands the risk of his/her 

behavior but acts on it. It may not bring an immediate harm to the organization, but it 

may result in a data breach or a violation.  

 

K-Means Clustering: A partitioning method that divides data into a predefined number 

(K) of clusters. The algorithm assigns each data point to the nearest cluster center, 

recalculates cluster centers iteratively, and minimizes the sum of squared distances 

between data points and the corresponding cluster center. 

 

Malicious Errors: Human errors that are caused when the behavior of the employee is 

intentional and can have major damaging consequences. This is the worst type of error.  

 

Malmquist Productivity Index (MPI): A measure that evaluates the productivity 

performance change of a decision-making unit over time. It is based on the concept of 

production function.    

 

Protected Health Information (PHI): Health information data that relates to an 

individual; the payment for the provision of healthcare to an individual. 

 

Socio-Technical Systems (STS): It is an approach to complex organizational work 

design that considers requirements from the interaction between people, technology, 

government policy, and organization aspects in workplaces.  

 

Systems Theory: It is the interdisciplinary study of systems, i.e. cohesive groups of 

interrelated, interdependent parts that can be natural or human-made.  

 

Unintentional Human Errors: Errors that can be due to the lack of knowledge or skills, 

or simply a distraction from the employee performing the tasks. 

 
Zero Trust Principles: A security framework requiring all users, whether in or outside 
the organization’s network, to be authenticated, authorized, and continuously validated 
for security configuration and posture before being granted or keeping access to 
applications and data. 

https://en.wikipedia.org/wiki/Interdisciplinarity
https://en.wikipedia.org/wiki/System
https://en.wikipedia.org/wiki/Natural
https://en.wikipedia.org/wiki/Man-made
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Appendix F  

Semi-Structured Interview Protocols  
 

Human Error in Electronic Health Records (EHR) Information 
Security 

Semi-Structured Interview Questionnaire 
 

Cybersecurity, Healthcare, and Policy Subject Matter Experts 
 
Research Aim: Investigate the Impact of Human Technology Interface Error on EHR 
Information Security.  

 
 
Research Interest:   The purpose of this research is to study the impact of error, as a 
consequence of the human-technology interface, in the information security of the 
healthcare sector. The significance of the problem is undisputable, as the present day 
healthcare industry has become the main victim of external and internal cybersecurity 
incidents with some major publications reporting that over 80% of all data breaches are 
caused by an employee mistake, despite continuous investments in cybersecurity for 
addressing the problem. The literature demonstrates the value of adoption of EHR 
technology to improve healthcare quality of services, as well as strong evidence that 
information security ranks at the top of all challenges faced by the healthcare industry. 
The implementation of EHR technology demands protecting the privacy and security of 
patients’ healthcare information, and the trends of data breaches resulting from human 
error suggest improvements in healthcare information systems (Alvarado, Triantis, 
2024). 
 
 
Purpose of Semi-Structured Interviews:  Semi-structured interviews will enable 
collection of qualitative data to support this research study. The interviews aim to 
provide a better understanding of the role of human error in data breaches; unintended 
consequences of information technology adoption such as human error data breaches 
on the productivity performance of patient care services; and, perspective from 
stakeholders on the effectiveness of HIPAA policy reducing breaches in the sector. 
Information obtained from the semi-structured interviews will be used to validate results 
found in the literature.   
 
The interview questions are designed to capture the following focus areas: 

 Your experience with human-technology interface errors that have led to data 

breaches of protected personal information within your organization;  

 How the compromise of protected personal information have affected the 

performance of your organization; and,  

 How compliance with government policy influences your organization’s 

management behavior towards improving information security systems. 
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Objective 1: Examine Human Technology Interface Error in Healthcare 
Organization’s Data Breaches  
 
Background: Human error data breaches refer to security incidents in which sensitive 
or confidential healthcare information is exposed, compromised, or mishandled due to 
mistakes made by humans interacting with technology. These errors can occur at 
various levels within the healthcare organization and may involve multiple actions such 
as accidentally emailing sensitive information to the wrong recipient, misconfiguring the 
identity access security settings, lack of awareness, failure to follow established security 
protocols, or improperly implementing government policy (Alvarado, Triantis, 2024). 
Highly technological systems, such as healthcare systems design to improve patient 
safety, are exceedingly becoming more complex. A primary characteristic of these 
systems is the high degree of human-technology collaboration required to deliver 
outcomes that couldn’t be possible in isolation. An adverse consequence of the 
digitization of healthcare records has been the rapid ascent of cybersecurity incidents, 
primarily driven by human error and data breaches that are jeopardizing the privacy and 
security of patients’ healthcare information (PHI). When electronic health records (EHR) 
are compromised, adoption of EHR and the patient safety and private information are 
put at risk (Alvarado, Triantis, 2024). 
 
Questions: 
1. Why should healthcare organizations care about cyber security and the risks of 

human errors that will result in data breaches?  

 
 

2. What are some common situations where human errors led to security breaches in 

your healthcare organization?  

 
 

3. What factors from the list below have the most impact in reducing the risk of human 

errors that result in healthcare data breaches?  

a) System identity access management (access credentials validation system)  

b) System diversity (common standard applications, simplicity of system)    

c) Business processes (user training, good written procedures, continuous 

management involvement, processes automation)   

d) Cyber security protocols (system security practices, system incident reports) 

e) Human in the loop (well defined external interfaces, effective design of Human-

computer interfaces, employee competence level)  

f) User awareness (employee motivation, time pressure, stress/fatigue)  

g) Government policy (policy compliance, management oversight) 
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Objective 2:   Unintended Consequences from Adoption of EHR Technology: 
Evaluating the Effect of Information Privacy Concerns from Human Error Data 
Breaches on Patient Care Services Performance.  
 
Background: This objective investigates patients’ information privacy concerns, as 
unintended consequences from the adoption of EHR technology, and their impact to 
patient care services. While the adoption of technology systems have resulted in 
substantial benefits to patient care, serious unintended consequences involving 
patients’ information privacy have emerged during their implementation. For example, 
adoption of poor EHR system designs and improper use have resulted in EHR-human 
related errors that compromised private health information from millions of patient 
records. These unintended consequences have also put in danger patient safety, 
information privacy, and have decreased the quality of patient care services. Moreover, 
evidence found in the literature shows that these unintended consequences are also 
taking a toll on the productivity performance of healthcare providers as they have 
resulted in legal cases causing major disruptions in their operations, loss in trust and 
reputation in the organization’s IT systems, and major financial losses. 
 
 
Questions: 
1. How patients’ information privacy concerns have affected performance of patient 

care services within the healthcare organization? 

 
 

2. How do healthcare professionals navigate privacy concerns when accessing and 

sharing patient information to coordinate care and collaborate with other members of 

the healthcare team? 

 
 

3. How do patients' perceptions of privacy and confidentiality impact their willingness to 

disclose sensitive information or engage with healthcare services following a data 

breach or records have been compromised? 
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Objective 3:  Application of HIPAA Policy as a Safeguard Layer to Reduce Human 
Error Data Breaches   
 
Background: Health Insurance Portability and Accountability Act (HIPAA) is the 
primary law that oversees the use and access to and disclosure of patients protected 
health information (PHI). It regulates how this data is created, collected, transmitted, 
maintained and stored by any HIPAA-covered organization. The literature reports that 
HIPPA and subsequent amendments made an impact in past years on the operation of 
healthcare organizations providing safeguards to protect EHR systems. However, the 
proliferation of digital health data, trends in data use, increased in the use of telehealth 
applications, and patient’s accesses to their health records all have created new 
challenges that are not covered by the exiting legal framework established by HIPAA. 
The U.S healthcare industry continues to operate under a law that was written about 
two decades ago; thus, financial penalties do not longer seem effective as deterrent to 
prevent violations to HIPAA laws (Theodos, 2020). Per the literature, as technology 
continues to advance at a rapid pace along with consumers playing a greater role in the 
management of their healthcare through digital health the privacy guidance provided by 
federal law should also shift to reflect the new reality. As the legal framework that 
protects the privacy of patients’ health information, the enforcement of HIPAA 
regulations could have a significant influence on how healthcare organizations handle 
and protect EHR data. Under HIPAA, reported non-compliances are submitted for 
investigation and final ruling determination with some of these investigations resulting in 
financial penalties to the state organizations (Theodos, 2020).  
 
 
Questions: 
1. How does compliance with government policy (HIPAA) influence management’s 

behavior towards improving information security systems? 

 
 

2. How effective are monetary penalties influencing the behavior of healthcare 

organizations’ emphasis on compliance with government policy? 

 
 

3. What recommendations or best practices can be implemented by healthcare 

organizations looking to strengthen their HIPAA compliance efforts and reduce the 

risk of human error data breaches? 
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Appendix G  

STS Factors and Subject Matter Experts (SME) for Semi-Structured Interviews 
 

STS Factor Expertise Field Subject Matter Expert (SME) 

Identify Access 

Management (IAM) 
Cybersecurity A program manager developing an IAM program 

for protecting national security data 

System Diversity Cybersecurity 
A cybersecurity system designer developing 
system countermeasures to prevent data intrusions 
from unauthorized users 

Business Processes Healthcare 
A healthcare consultant to government and major 
healthcare entities in digital transformation of 
healthcare organizations 

Cybersecurity 

Protocols 
Cybersecurity A zero trust compliance manager implementing 

measures to protect national security data 

Human in the Loop Healthcare 

A hospital pharmacy director responsible for 
reviewing patient records with prescriptions;  
 
an emergency room physician with daily access to 
patient records;   

User Awareness Healthcare 

A healthcare record manager expert with daily 
EHR interactions at a major healthcare provider, 
and responsible for maintaining the EHR in a major 
healthcare system  
 

Regulations Policy 

A policy director from a government agency 
responsible for the development and compliance of 
cybersecurity policy to protect national security 
data.  
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Appendix H 

Semi-Structured Interview Results 
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Appendix I  

Virginia Tech Institutional Review Board (IRB) - Request Form 
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Appendix J 

Virginia Tech Institutional Review Board (IRB) - Approval 

 


