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(Abstract)

A mobile ad hoc network (MANET) is formed by a collection of self-organizing nodes.
Such networks are being deployed in a variety of environments, for example to provide
mission-critical services in times of crises. Nodes participating in a MANET tend to have
limited energy and computing resources and depend on various network-based resources
to operate as a cohesive system. The same features such as dynamic and adaptive
network topologies that make MANETSs powerful also make the discovery and operation
of network services a challenge.

This thesis presents the design and implementation of an extensible information
dissemination scheme that is integrated with the Optimized Link State Routing (OLSR)
protocol to address the challenges of service discovery in mobile ad hoc networks. The
thesis presents a detailed design of the information dissemination scheme based on the
Naval Research Laboratory’s (NRL) ProtoLib network protocol programming

framework.

In the proposed scheme, a solution that separates the routing process from the NRL
OLSR routing protocol was designed, thus making OLSR a topology discovery protocol.
This can further facilitate the implementation of various routing algorithms based on
other metrics, such as the signal-to-noise ratio (SNR) of wireless links or the nodes’ level
of cooperation, when forwarding messages in the network. Additionally, a reusable

event-driven programming interface to the NRL OLSR routing protocol was designed



and implemented in this research. Events are triggered based on changes in the network
topology. This programming interface can be used by other management and monitoring
clients on the network for receiving real-time updates about link and topology changes as
seen by OLSR. A priority message delivery scheme was developed that provides
different quality of service (QoS) levels for information dissemination in mobile ad hoc
networks. To ensure a fair use of the transport media and support various message sizes,

a message fragmentation solution was implemented.

The proposed information dissemination solution was then deployed in a real wireless ad-
hoc environment for further validation and testing. Using experiments with six nodes and
various test scenarios, this research verified the functionality and characterized the
performance of the proposed system. It was observed that the link-state nature of
information dissemination solution helped it to adapt to topology changes. It was also
realized that service discovery latency after information convergence in the network was
independent of the number of nodes between the service providers and clients. The
experiments also confirmed that the immediate message delivery scheme provides
superior quality of service to registered users in presence of radio interference and other
delays caused by Multipoint Relay Nodes (MPR) message forwarding in OLSR.
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Chapter 1

Introduction

1.1 Introduction

Mobile ad hoc networks (MANETS) are formed by a collection of self-organizing nodes.
In MANETS, every node is responsible for routing and forwarding packets through the
network. Mobile ad hoc networks are being deployed in a variety of environments
ranging from on-demand networks in response to sudden events, such as emergency
response communication and radio networks, to planned strategic networks in military
applications. These networks are used for providing mission-critical services and
applications in times of crises. Nodes participating in a MANET tend to have limited
energy and computing resources and depend on various network-based resources to

operate as a cohesive system.

The same features, such as dynamic and adaptive network topologies, that make
MANETs powerful also make the discovery and operation of network services a
challenge. Protocols designed for service discovery in fixed infrastructure networks
mostly rely on centralized approaches that assume reliable network communication.
However, connections between nodes in wireless ad hoc networks are dynamic and often
change due to channel impairments and node mobility. These challenges make traditional

service discovery protocols impractical for MANET applications.



1.2 Motivation

These limitations have motivated recent research targeting service discovery for mobile
ad hoc networks. Service discovery solutions for MANETSs that are implemented
independent of the routing layer require support from a routing protocol to operate. This
approach creates additional control message overhead since both the service discovery
and the underlying routing protocol utilize flooding techniques to discover other nodes

and resources in the network.

The number of messages needed for service discovery can be reduced by coupling
service discovery schemes with the underlying MANET routing protocol. As discussed in
Chapter 2, previous research has focused on integrating service discovery with a reactive
routing protocol in MANETS. Solutions based on reactive routing protocols suffer from
extended service discovery delays and discovery failures due to changes in the network
topology. Additionally, good service selection based on the link state routing protocol’s
topology table can group clients with nearby servers, resulting in localized
communication which, in turn, reduces interference and increases opportunities for
multiple concurrent transmissions in different parts of the network. Optimized service
selection based on the topology table can significantly increase the overall network

throughput.

Previous solutions that integrate service discovery with a MANET link state routing
protocol result in message size requirements that limit their use to a selected few services
in the network. In particular, an extensible information dissemination scheme based on a
link state routing protocol that can accommodate various network services with different

quality of service (QoS) levels remains a challenge.

1.3 Contributions

In this work, | introduce a new extensible information dissemination scheme that is
integrated with the Optimized Link State Routing (OLSR) protocol to address the



challenges of service discovery in mobile ad hoc networks. | present a detailed design of
the information dissemination scheme based on the Naval Research Laboratory’s (NRL)

ProtoLib network protocol programming framework.

The major contributions of this research are as follows.

= | developed an extensible information dissemination scheme for mobile ad hoc
networks. The proposed scheme supports various network services with different

message sizes and service discovery requirements.

= | developed a reusable event-driven programming interface to the NRL OLSR
routing protocol. Events are triggered based on changes in the network topology.
This programming interface can be used by other management and monitoring
clients on the network for receiving real-time updates about link and topology

changes as seen by OLSR.

= | developed a solution that separates the routing process from the NRL OLSR
routing protocol, thus making OLSR a topology discovery protocol. This can
further facilitate the implementation of various routing algorithms based on other
metrics, such as the signal-to-noise ratio (SNR) of wireless links or the nodes’

level of cooperation, when forwarding messages in the network.

= | developed a priority message delivery scheme that provides different levels of

quality of service for information dissemination in mobile ad hoc networks.

= | developed a message fragmentation solution for the proposed information
dissemination scheme. The fragmentation solution ensures fair use of the

transport media for processes with various message sizes.

= | implemented the proposed information dissemination scheme based on the NRL

OLSR routing protocol.



= | evaluated system performance metrics using real-life scenarios.

1.4 Thesis Outline

The remainder of this thesis is arranged as follows. The next chapter reviews background
and previous research addressing service discovery in mobile ad hoc networks. In
Chapter 3, the solution approach and methodology is introduced together with basic
assumptions and requirements. Chapter 4 presents the design and implementation of the
proposed information dissemination scheme and integration techniques with the
underlying routing protocol. | present our experimental results and observations in
Chapter 5. Finally, Chapter 6 summarizes findings and briefly outlines directions for

future research.



Chapter 2

Previous Work

Providing efficient service discovery in a mobile ad hoc network is a complex task.
Various solutions have been proposed for service discovery in MANETS. These solutions
can be categorized by the level of integration between the service discovery techniques
and the underlying routing protocol. Previous research suggests that integrating service
discovery with a MANET routing protocol can increase the efficiency and improve the
performance of the service discovery process. This chapter presents a brief overview of
routing protocols for mobile ad hoc networks. Service discovery techniques are then
reviewed with respect to how they are integrated with MANET routing protocols. In
Section 2.1, a general overview of mobile ad hoc network routing is presented. Section
2.2 reviews the most popular service discovery solutions. These solutions are analyzed
based on their level of integration with the underlying routing protocols in Sections 2.3
and 2.4.

2.1 Mobile Ad Hoc Network Routing

Different approaches have been taken to address the problem of routing in a self-
organizing and dynamic mobile ad-hoc network. In reactive routing approaches a routing
protocol does not take the initiative for finding a route to a destination until it is required.
These protocols only attempt to discover routes on demand and by flooding queries in the
network. Reactive routing protocols can often reduce control messaging overhead at the
cost of increased latency in finding routes to the destination. The Ad-hoc On-demand



Distance Vector (AODV) [1], Dynamic Source Routing (DSR) [2], and Temporally-
Ordered Routing Algorithm (TORA) [3] routing protocols lie in this category of reactive
routing protocols. Proactive routing protocols are based on periodic exchange of control
messages. The route to the destination is provided immediately when needed, but often at
the cost of higher control overhead. Optimized Link State Routing (OLSR) [4] is a
proactive routing protocol that reduces control overhead through its optimized flooding
techniques and compact control messages. Zone Routing Protocol (ZRP) [5] is an
example of a hybrid routing protocol for mobile ad hoc networks. ZRP divides the
network into overlapping routing zones. The intra-zone protocol (IARP) proactively
generates a zone topology. Hence, nodes within a zone hold a topology of the neighbors
in that zone. The reactive inter-zone protocol (IERP) determines inter-zone routes for
packets by sending route request (RREQ) messages to all border nodes in a reactive

manner.

OLSR is an example of an optimized link-state routing protocol. It is discussed in more
detail here since it is the basis of the system developed in this research. Due to its
proactive nature, it has the advantage of having the routes immediately available when
needed. It also inherits the stability of a link-state routing algorithm. In a pure link-state
protocol, all the links with neighbors are declared and flooded to the entire network. To
improve performance in an ad-hoc mobile environment, OLSR reduces the size of control
packets. Instead of all links, it declares only a subset of links with its neighbors for which
it serves as a multipoint relay selector (MPRS). The protocol is particularly suitable for
large and dense networks, as it minimizes the flooding of its control traffic by using only
the selected nodes, called multipoint relays (MPR) to diffuse its messages through the
network. Only the multipoint relays of a node retransmit its broadcast messages. Apart
from normal periodic control messages, the protocol does not generate extra control
traffic in response to link failures and additions. Participating nodes in the topology keep
an updated topology table with information regarding links between nodes in the

network.



2.2 Overview of Service Discovery Protocols

Protocols designed for discovery of services in fixed infrastructure networks mostly rely
on centralized approaches that assume reliable communication in the network. Previous

solutions for service discovery include the following.

= JINI[6]

= Salutation [7]

= Universal Plug and Play (UPnP) [8]

= Universal Description, Discovery and Integration (UDDI) [9]
= Service Discovery Protocol (SDP) [10]

= Service Location Protocol (SLP) [11]

These protocols utilize special nodes acting as central service repositories, where service
providers can register their service offerings. The clients then broadcast service discovery
messages to locate service coordinators in the network. Direct messages are then sent to
the service coordinators for service binding and registrations. In typical mobile ad hoc
network environments, the topology is not stable and wireless link conditions are
continuously changing. Hence, service discovery protocols that are intended for fixed
wired networks are not efficient and practical for wireless MANET applications. This has
motivated recent research targeting service discovery in MANETSs, including the

following.

= Alliance-based Service Discovery for Ad-Hoc Environments (Allia) [12]

= Grid Service Discovery (GSD) [13]

= DEAPSspace [14]

=  Konark [15]

= Service Awareness and Discovery in Mobile Ad Hoc Network (SANDMAN) [16]



These protocols facilitate discovery of various network services independent of the
underlying routing protocol. Hence, these protocols rely on a MANET routing protocol
for providing end-to-end routing of service discovery messages creating additional

overhead to support service discovery functions in addition to routing functions.

2.3 Service Discovery Independent of Routing

All service discovery protocols implemented independent of the routing layer require the
support of a routing protocol. This creates additional control message overhead. These
protocols can be further categorized based on the service discovery architecture, which

can be centralized, direct, or hybrid in nature.

2.3.1 Centralized Approach to Service Discovery

In the centralized approach dedicated service coordinator nodes are responsible for
providing information regarding the available services in the network. Using such a
centralized method is not suitable for a mobile ad hoc environment. Link conditions and
interference in the wireless network can cause topology partitioning and make the central
specialized service directory nodes unreachable. This can further limit service discovery
and lookup, hence preventing nodes from locating available services in the network. The
Universal Description, Discovery and Integration (UDDI) service discovery scheme [9] is
an example of a centralized approach.

2.3.2 Direct Approach to Service Discovery

As an alternative to the centralized methods, direct approaches define a decentralized
architecture without relying on particular designated nodes. A client floods the network
with service discovery messages. Each service provider then responds with a service
reply message if it finds a match to the service request. This direct approach can be
expensive in ad hoc networks that have limited wireless communications resources since
it may cause a large number of broadcast messages to be transmitted throughout the
network whenever a client attempts to locate a particular service. This creates significant

overhead in the case of on-demand routing protocols. In proactive routing protocols, the



service discovery messages do not affect the number of routing messages. Additionally,
the direct approach has the potential drawback of limiting the service availability in
presence of topology partitioning. The service discovery schemes that follow a direct
approach include. Universal Plug and Play (UPnP) [8], Service location Protocol (SLP)
[11] and DEAPspace [14].

2.3.3 Hybrid Approach to Service Discovery

The hybrid approach combines aspects of both direct and centralized solutions. Using the
hybrid approach can further limit periodic exchanges of service discovery message
broadcasts to a node’s neighborhood. These schemes may rely on hierarchies where
particular nodes proactively broadcast service discovery messages in the network to
announce availability of new resources. Protocols that utilize a hybrid service discovery

architecture are Salutation, Konark, Jini.

2.4 Service Discovery Integrated with Routing

The proposed protocols for MANET service discovery that are independent of the routing
protocol can lead to a high level of messaging overhead. It is important to realize that
both the service discovery and the underlying routing protocol utilize flooding techniques
to discover other nodes and resources in the network. Hence, integrating service
discovery with the routing protocol can significantly reduce additional control overhead

and significantly increase service availability in mobile ad hoc environments.

Additionally, good service selection based on a routing protocol’s route and topology
information can group clients with nearby servers, resulting in localized communication
that can reduce interference and allow for multiple concurrent transmissions in different
parts of the network. The cross-layer service discovery approach, which integrates
service discovery and routing, leverages existing routing control messages for service
discovery and allows clients to switch to closer servers as the network topology changes.

As a result, the number of control messages needed for service discovery can be reduced



by coupling service discovery with the underlying MANET routing protocol. In Section
2.4.1 and 2.4.2 the integration strategies are further categorized based on the underlying
routing protocol used for disseminating service discovery messages throughout the

network.

2.4.1 Service Discovery using Reactive Routing Protocols

Koodli and Perkins [17] propose integration of service discovery with an underlying
reactive routing protocol. In their approach Service Discovery Requests (SREQs) are
piggybacked on Routing Request (RREQ) packets and Service Discovery Replies (SREP)
are added on Routing Reply (RREP) messages. This solution mainly relies on a reactive
routing protocol, such as AODV, DSR, or TORA, and, therefore, suffers from increased
latency of service discovery as network size and node mobility increase. Broadcast
service discovery traffic triggers additional control messaging in the underlying reactive

routing protocol and significantly increases the routing message overhead in the network.

2.4.2 Service Discovery using Proactive Routing

In proactive link state routing protocols, every node maintains a topology table with
regularly updated information on the links between the participating nodes. Integrating
service discovery and binding with network topology can result in immediate service
discovery after information convergence in the network. Using an integrated service and
topology table, nodes can choose closer service providers and effectively enhance service
selection in the network. Effective service selection can improve network throughput by
up to 400 percent [18]. The availability of explicit routing information such as route
breaks or updates allows clients to efficiently detect changes in the network topology and

switch to closer servers without additional delays.

2.4.2.1 Service Discovery using OLSR

Jodra and Vara [19] propose adding a new message type, called a Service Discovery
Message (SDM), to the OLSR routing protocol. SDM messages are eight bytes long and

are used by service providers to announce new services available in the network. New

10



services are advertised once, with a specific lifetime, and cached at each node. Client
nodes send broadcast query messages when unable to locate a service in the local cache.
These SDM messages are then forwarded by MPR nodes through the network.

A similar approach is taken by Li and Lemont [20] by coupling support for the Session
Initiation Protocol (SIP) for real-time session service location and discovery with the
OLSR routing protocol. In both the proxy-based and proxy-less SIP networking
architectures, a key issue for providing support for SIP in a MANET is service location
and discovery, i.e., determining the location of the SIP server node where SIP signaling
messages can be sent. In their approach, a new Service Location Extension (SLE)
message type is added to OLSR to provide service location support for SIP service
discovery. In the SLE message, a service is advertised with a service-type field and one
or more Uniform Resource Locator (URL) fields denoting SIP server location(s). MPR
nodes forward the SLE messages through the network. SIP servers periodically advertise
their location using the SLE messages. The SLE messages can also be used by clients as

a query message to request the location of a SIP server.

These solutions enjoy improved discovery performance by coupling service location
discovery with the OLSR proactive routing protocol. SIP server discovery over OLSR
can reduce call-setup latency and voice data transmission delay, factors which are critical
to the performance of voice or video calls [20]. Also, the MPR forwarding mechanism
leveraged when launching queries for service locations reduces additional service

discovery overhead and significantly improves the system’s overall performance [20].

Although the two proposed protocols have enjoyed more optimized service discovery in
the network by integration with OLSR, they are not extensible enough and cannot
provide information dissemination for other in a generalized manner, i.e. to support other
applications. In Li and Lemont [20], the SLP extension to OLSR can only locate SIP
servers in the network. The proposed SLE messages cannot be used by other service
providers in the network when disseminating information. Hence, this limits the

applicability of the proposed protocol to support other applications. Similarly the SDM
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messages proposed in Jodra and Vara [19] can only hold eight bytes of data. This further
limits the application of the proposed protocol to only simple service descriptions for
service discovery. Other applications that require larger message sizes for service
discovery and information dissemination cannot be implemented over the scheme

proposed by Jodra and Vara.

2.4.2.2 Service Discovery using OSPF-MCDS

DaSilva, et al., [21] introduce the integration of various network-level service functions
with the underlying modified Open Shortest Path First with Minimal Connected
Dominating Sets (OSPF-MCDS) routing protocol [22]. OSPF-MCDS is an application of
the Open Shortest Path First (OSPF) routing protocol that uses the minimum connected
dominating set (MCDS) of nodes to propagate route updates. OSPF-MCDS is a link-state
and proactive routing protocol optimized for mobile ad hoc network environments. It is
realized that the integration of network services, including certificate authority (CA) and
other security functions, network management, and Domain Name Service DNS, with the
routing information is beneficial for efficient operation of a network as a cohesive system
in a dynamic mobile ad hoc environment. However, the specific integration of services is
done in an application-specific manner and is not sufficiently general to support

discovery of a new service without modification.

2.4.3 Service Discovery using Hybrid Routing Protocols

In Extended ZRP [23], Ververidis and Polyzos proposed adding service discovery
capabilities to the ZRP hybrid routing protocol. An extra field is added to the Neighbor
Discovery Protocol (NDP) HELLO messages for storing service identifiers (IDs). Unique
Universal Identifiers (UUIDs) are added to routing messages to hold service descriptions.

The IARP routing messages are also modified to accommodate service information.

In HAID [24], a hybrid adaptive approach based on the AODV routing protocol is
introduced to reduce latencies caused by subnet mobility in mobile ad hoc networks.
HAID is designed as a hybrid scheme that utilizes a proactive model for service

advertisements by providers and a reactive model for service queries conducted by
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clients. In HAID, special Service Provider Advertisement Messages (SADV) messages
are used during the advertisement phase. A service provider periodically generates an
advertising message that describes the service characteristics and sends it to all of its one-
hop neighbors. Any node can use the service request messages (SREQ) to query for a
service during the service discovery phase. A service reply message (SREP) message is
sent by the service providers back to the requesting node when the desired information is

found.

SPIZ [25] presents an adaptive service discovery protocol integrated with an efficient
hybrid routing protocol based on ZRP. This scheme allows nodes to adapt their own zone
radii dynamically based on changes in the network. These changes include conditions,
such as mobility and popularity levels. Based on a variable zone radius, SP1Z combines
proactive service advertisement together with a reactive strategy. Integration with the
network layer routing protocol is used to achieve in a lightweight scheme that reduces the

amount of unnecessary network flooding.

Finally, in CARD [26] a hybrid service discovery scheme is developed using a zone-
based protocol for service discovery. CARD mainly focuses on short-term transactions
and adopts a hybrid approach in which a node uses periodic updates to reach a
neighborhood within a predefined number of hops. Reactive querying beyond the
neighborhood radius is used when the service is not available in the local neighborhood.
Nodes maintain special contacts beyond the local neighborhood. These contacts are
polled periodically to update routes and other service presence. During the discovery

phase queries are sent to the contacts directly.
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Table 2.1. Summary of Mobile Ad Hoc Network Service Discovery Protocols

MANET Service Discovery Independent of Routing

DEAPspace [14]

SANDMAN [16]

Konark [15]

Allia [12]

GSD [13]

MANET Service Discovery Integrated with Routing

Reactive Proactive Hybrid
AODV [1] OLSR-SDM [19] Extended-ZRP [23]
DSR [2] OLSR-SLP [20] HAID [24]
TORA [3] OSPF-MCDS [21] | SPIZ [25]
CARD
2.5 Summary

Table 2.1 summarizes previous solutions addressing the problem of service discovery in
mobile ad hoc networks. In this chapter, various service discovery schemes were
reviewed that are designed to address challenges posed by MANET environments. These
solutions were categorized based on their level of integration with the underlying routing
protocol. Additionally, integrated service discovery schemes were analyzed based on the
characteristics of the underlying routing and, specifically, based on the routing protocol
used. Routing protocols used as part of these service discovery schemes are AODV,
OLSR, OSFP-MCDS, and ZRP. Previous work suggests that integrating the service
discovery messaging with the underlying routing protocol can significantly reduce
additional control overhead and significantly increase service availability in mobile ad
hoc environments. In this research, we examined an approach to create a general scheme
that integrates service discovery with routing, in particular that is based on OLSR. This

goal is described in Chapter 3.
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Chapter 3

Problem Statement and Methodology

This chapter presents the objectives and methodology used throughout this research. The
purpose of this research is to develop an efficient scheme for service discovery in mobile
ad hoc networks that improves service availability and selection. The expected key
contributions of this research are the design and implementation of an integrated
information dissemination technique that uses Optimized Link State Routing (OLSR)
protocol control messages for propagating updates through the network. An extensible
event-based programming interface is also provided for topology extraction from the
OLSR routing protocol and information dissemination. This work also introduces and
validates an innovative technique for separating the route selection process from the

OLSR protocol for topology dissemination based on the provided programming interface.

3.1 Problem Statement

Service discovery protocols designed for fixed and infrastructure-based networks are not
suitable for mobile ad hoc network environments because they mainly rely on central
directories for locating available network services, and broadcast service request message
to bind with available resources in the network. In MANETS, however, the network
topology is very dynamic and nodes have limited energy and bandwidth resources.
Additionally, the central service directory approach introduces single point of failure. In
recently years, various protocols have been proposed for providing service discovery for
MANET applications. These solutions, however, mainly rely on some MANET routing

protocols for supporting request and service delivery from clients to service providers.

15



This assumption makes these solutions inefficient in wireless mobile ad hoc networks due
to the redundant control packet flooding and extremely high network overhead.
Additionally, these service discovery protocols that are middleware-oriented solutions
and are implemented independent of the network routing layer are unable to provide
optimized service selection and binding between clients and service providers. Network
partitioning can reduce the overall network throughput and service availability in mobile

ad hoc networks.

Motivated by these limitations | focused my research on the design and implementation
of an optimized, adaptive and extensible service discovery and information dissemination
scheme based on the Optimized Link State Routing protocol. This new proposed
information dissemination scheme is aimed at improving service discovery for mobile
nodes using an event-driven programming interface that is triggered based on real-time

changes in the network topology.

3.2 Goals and System Definition

This section presents the methodology used to design and implement the proposed
information dissemination scheme using the OLSR routing protocol. First, the protocol

design approach is outlined, followed by a discussion of the implementation approach.
3.2.1 Design Approach and Methodology

Chapter 2 presented the necessary background to understand the challenges faced in
mobile ad hoc networks and introduced both network layer-independent and integrated
techniques designed to improve service discovery in such networks. In this research the
OLSR routing protocol was selected as the underlying network routing protocol due to its
proactive and link state characteristics which can significantly improve service
availability for mobile nodes [27]. The overall service discovery latency can also be

reduced by using an optimized proactive routing protocol for transporting service request
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and reply messages. Additionally, OLSR has proven to be a scalable and optimized
routing protocol for mobile ad hoc network environments [28]

The primary goal of this research is to develop a new, optimized and extensible
information dissemination scheme using the routing control message and topology
repositories in the OLSR protocol for transporting information messages. By
encapsulating information-carrying Bucket Data Units (BDU) in the HELLO and TC
messages of the OLSR protocol | was able to utilize the routing control messages for
delivering information throughout the wireless ad hoc network. This technique utilizes
the link state and proactive characteristics of the underlying routing protocol for efficient
information dissemination and service discovery. An event-based application program
interface (API) is designed and implemented for service binding using the OLSR network

topology repository for locating available resources in the network.

To validate the proposed framework the routing process is separated from the OLSR
routing protocol. The separated routing client then uses the event-based topology
programming interface and other network service repositories available with the new
scheme when populating the routing table. This allows for extensible routing algorithm
implementations based on metrics like, signal-to-noise Ratio (SNR) of the wireless links

between nodes participating in the OLSR topology.

3.2.2 Implementation

The proposed information dissemination scheme is implemented using the Fedora Core 5
distribution of the Linux operating system [29]. | selected the Naval Research
Laboratory’s implementation of OLSR, also known as NRL OLSR [30], as the routing
protocol for our implementation. The NRL implementation is a version of OLSR protocol
based on the OLSR specifications [4] with a few enhancements. The NRL code base has

additional features including:

= a"willingness" attribute for localized Mulitpoint Relay Node (MPR) activation;

= the full link state topology can be distributed including non-MPR cross links;
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= support for several MPR selection protocols, including classical flooding, Non
Source Specific Multipoint Relay (NS-MPR), Source Based Multipoint Relay (S-
MPR), Multipoint Relay Connected Dominating Set (MPR-CDS), and Essential
Connected Dominating Set (E-CDS;)

= neighbor link quality assessed by a smoothed hysteresis function;

= many run-time parameters available, including HELLO interval, link state update
interval, timeout factors, link quality assessment parameters, MPR willingness,
and message TOS;

= configurable debugging verboseness;

= experimental features such as fuzzy-sighted routing and support for Simplified
Multicast Forwarding;

= |Pv6 Support

= operational in Windows, MacOS, Linux, and some embedded personal digital
assistant (PDA) systems, such as Zaurus and PocketPC.

NRL OLSR is implemented using the Protolib programming toolkit [31], which allows
for cross-platform support including building code into different network simulation
environments such as NS-2 and OPNET. My information dissemination scheme is

integrated with NRL OLSR code based on the Protolib programming toolKit.

The NRL OLSR code base is used for my implementation, since it is known to be more
stable and suitable for large scalable wireless network deployments [32]. Chapter 4
provides details about the design of the proposed information dissemination scheme and
the event-driven API for OLSR.

The Protolib programming toolkit also provides encapsulation of the Linux operating
systems’ inter-process communication sockets (IPC) [33]. These IPC raw sockets are
mainly used in our OLSR topology API for event notification and information
encapsulation and delivery between local processes.
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3.3 Performance Metrics

The performance of the new service discovery scheme over OLSR routing protocol is
evaluated based on additional network control message overhead and round-trip delay for

information dissemination. These performance metrics are defined below.

3.3.1 Information Dissemination Round-Trip Delay

The information dissemination round-trip delay is defined as the time required for a
single information Bucket Data Unit to travel from the service provider to the registered
client and back again. This is a measure of the information dissemination delay in the

mobile ad hoc network.

3.3.2 Message Overhead

The message overhead is defined as the overhead caused by encapsulating the
information Bucket Data Units in OLSR control messages. This metric depends on the
information propagation radius and information update period. All information
dissemination control overhead transmitted by a participating node in the network is
considered to be message overhead. The total message overhead is the sum of overhead

introduced by Bucket Data Unit encapsulations in both HELLO and TC messages.

3.4 Validation and Tradeoffs

The new information dissemination scheme is deployed in a small wireless ad hoc
network test bed for further validation and testing. As indicated above, the metrics of
interest are control message overhead and information propagation round-trip delay. The

following test bed setup is used for validating the implementation.

3.4.1 Test Bed Used for Validation

Wireless nodes are Dell Latitude C640 notebook computers with 520 megabytes (MB) of
random access memory (RAM) and Intel® Pentium 4 processors. The nodes use
Xircom® IEEE 802.11b wireless cards for wireless ad hoc network connectivity between
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the participating nodes. The Fedora Core 5 distribution of the Linux operating system is
used on all the notebook computers. The NRL implementation of OLSR is the code base
for routing and implementation of the information dissemination scheme. The NRL
Protolib programming toolkit is used for implementing various clients and service

providers in the network.

3.4.2 Test Scenarios

The following two usage scenarios are considered to demonstrate the capabilities of the

system in a real-life pervasive computing application environment.

e Small Apartment: This scenario represents mobile nodes participating in a wireless
ad hoc network located in a two-bedroom apartment. Links are relatively stable since

nodes experience less channel interference and are located in close proximity.

e Office Building: This test scenario considers performance in a typical small to
medium size office complex, with high wireless interference caused by infrastructure-
based IEEE 802.11b access points operating on the same radio frequency (RF) as the
mobile ad hoc networks. Wireless nodes are more dispersed and experience a
relatively high degree of RF interference.

3.4.4 Methodology Tradeoffs

Much of the previous research on service discovery in mobile ad hoc networks has
focused on simulation studies for validating their approach. Due to the complex nature of
wireless mobile ad hoc networks, it is not certain whether the simulation results can
provide a practical understanding of performance of the service discovery protocols in a
large-scale  MANET deployment. In this research, our proposed information
dissemination scheme was implemented in the Linux operating system using the NRL
OLSR code. This allows for more practical experiments to study the system in a real
mobile ad hoc network environment. However, the method does have limits in that a

large scale deployment and experimentation is more difficult due to the hardware and
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resource limitations. Hence, experimentation is based on a limited number of nodes

within close proximity and with limited node mobility.

3.5 Summary

This chapter presented the problem of service discovery in mobile ad hoc network
environments that is addressed in this research. The proposed extensible and event-driven
information dissemination extension to NRL OLSR was then introduced. The
methodology used to validate and characterize the new scheme was further discussed.
The next chapter describes the modules and different components designed in this
research to provide an extensible and efficient event-based information dissemination

platform for MANET applications.
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Chapter 4

MANET Information Dissemination:
Design and Integration with NRL OLSR

4.1 Overview

This chapter outlines the design of the proposed extensible event-driven information
dissemination scheme for mobile ad hoc networks. First, an overview of system
components, data structures, and information repositories is presented followed by an
example scenario of a Domain Name Service (DNS) and Certificate Authority (CA) in

the network. In the following sections each component is described in more detail.

4.1.2 Process Service IDs

Users of the new information dissemination Topology Server (TP) are identified using a
unique Service Identifier (SID). Different SIDs can be used for providing different level
of quality of service for information dissemination in the network. Local users are
processes on one machine interfacing with the Topology Server locally using operating
system-supported inter-process communication (IPC) sockets, also known as IPC pipes.
Remote processes are processes located on a remote machine that register with the
Topology Server and provide information updates using Bucket Data Units (BDU) in the

network.
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4.1.3 Events API

The Topology Server (TP) process provides an extensible event-driven programming
interface for information dissemination through the network. This programming interface
allows for internal processes to receive notification and data updates based on various
OLSR topology events. Additionally, internal user processes can subscribe to the
topology events and provide information to be disseminated in the network. Table 4.1
contains a list of defined OLSR events and their descriptions. These events are used to
trigger alerts based on changes in the network or when a new service becomes available.
HELLOTimeout and TCTimeout events are triggered when a new HELLO or TC
message is generated. The SocketEvent flag is set on reception of an OLSR control
message including other OLSR nodes HELLO and TC messages. Other SocketEvent are
defined for receiving a Duplicate packet, a change in the link status between neighbors,
or a change in the MPR-selector set. Extra TC message generation can also flag a TP
event. There are topology related events defined for times that nodes turn into an MPR
and start generating TC message to disseminate and update the network topology. An
MPR node that changes its role in the topology and becomes a regular node would also
trigger a topology change event. An update can be sent to users subscribed to the list of

published events.
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Table 4.1. List of Defined Events for Information Dissemination and Network-based Alerts

Hello Timeout

SEND HELLO

TC Timeout

Receive Event

RECEIVED :

SEND TC

Duplicate Message

HELLO Message

Neighbor Stable for HELLO

TC Slow Down

Neighbor Link Status change To:

ASYM LINK

SYM LINK

MPR LINK

LOST LINK

TC Message

MSSN NOT CURRENT

Extra TC

TC FORWARDING

Neighbors Stable For TC

Node Type Change

Change State to an MPR Node

Set Link State

LINK_DOWN

LINK_DEFAULT

LINK UP

Change State to a Regular Node

Change In the MPR-Selector Set
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4.1.4 IPC Pipes

Special inter-process communication sockets are defined to facilitate the communication
with the Topology Server for information dissemination and event notifications. Table

4.2 contains a list of defined IPC sockets.

Table 4.2. 1PC Pipes Defined for Communication with the Topology Server
IPC Pipe Name Description

RECV1 Used for Receiving Data Updates from Local Process
MYREG Used for new Process Registration
SERVICE ID Open Pipe for Sending Bucket Data to Registered users

The IPC pipes are used by local process for the following.
= Registration with the Topology Server
= Providing updates for network dissemination

= Receiving updates from the network

4.1.5 Data Codes and Data Direction

Data codes are used to differentiate between information flows through the network. The
Topology Server on each node is responsible for formatting the Bucket Data Units for
each user and adding the appropriate Service IDs and data codes. New service providers
in the network can use data codes to allow for service lookup and binding.

ouT

Topology Server

Network

Figure 4.1. Topology Server and data directions.

Each BDU is then encapsulated into a HELLO or TC message and disseminated through
the network by the OLSR Multi Point Relay (MPR) nodes. Data updates can have two
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general directions. Figure 4.1 illustrates the two defined directions for data through the
Topology Server process. An outward flow indicates the flow of information from the
Topology Server to the local process registered on the same machine. An inward flow is
used to indicate a network update. The data directions are stored in user’s Data Record
Card for each event that the user is subscribed to. The format of user Data Record Cards
is presented in Section 4.1.7.

4.1.6 New User Subscription Handshake

New users of the system first go though the subscription handshake with the Topology
Server. This allows for providing and receiving updates using the (TP) process with the
established inter process communication pipes. The internal processes use the MYREG
pipe to subscribe with the TP process. After successfully registering with the Topology
Server, local users receive event notifications and data updates over the IPC pipes. The
RECV1 socket is used for providing data updates to the Topology Server for network
dissemination. Figure 4.2 illustrates the communication handshake between the TP

processes and two examples clients.

In this example, two processes first register and subscribe to OLSR topology events
through the programming interface using the MYREG IPC pipe. After successfully
registering with the Topology Server, a new IPC pipe is established using the process
SID when providing updates. The RECV1 pipe is then used by the processes for
providing updates for network dissemination. The data direction parameters are used to
indicate the direction of update messages.
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Service ID =123 Topology Service ID = 54
USER A Server USERB

Figure 4.2. Subscription handshake over IPC pipes.
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4.1.7 User Data Record Card

A new Data Record Card (DRC) is created for each user after successfully registering
with the topology Server. User Data Record Cards use the format shown in Figure 4.3 for
storing event subscriptions, event update frequencies, and data pointer to local data

storages in the Topology Server process.

Service ID =0 Origin IP = 0.0.0.0
Events List

A9:1:3:TP:OUT:B:2:1:3:TP:OUT:E:0:1:3: TP:QUT:L:0:1:3:TP:OUT:N:0:1:3: TP:OUT

Events Frequency

A2120ut:B2>2220ut:E>0>0ut:L>0->0ut:N-=>0->0UT

Events Counter

A=>0 : B->1 : E->0 : L=>0 : N=>O0

Dstart = 0 Dcode = TP | Direction = OUT

Figure 4.3. Data Record Card used for storing user registration.

The ServicelD field in the user data record card contains user’s unique identifier. The
same SID is used for establishing IPC socket with the Topology Server process during
user registration. OriginlP of the registered user is stored and used when encapsulating
updates in Bucket Data Units. An IP address of 0.0.0.0 is used for local processes that do
not have any outgoing network updates. The EventList contains a detailed list of
topology-based events that users can subscribe to for sending or receiving updates. This
list also contains the data update direction, and data codes for each event. The event
frequencies are later used when providing updates. An independent EventCounter is kept
for each event. Two pointers are stored in DStart and DEnd fields indicate user’s data
location in the BIGDATABUFFER data repository. The various data codes are used for
differentiating between different data flows in the network. Finally, direction of

information update is also stored for each event for different events.
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4.1.8 Local and Remote Users

Local processes residing on the same machine registered with the TP process with an IP
address of 0.0.0.0 which is stored in the corresponding Data Record Card. A remote
process is a process using the topology server from a remote machine. The IP address of
the primary network interface of the remote machine is stored in remote user’s Data
Record Card.

4.1.9 Information Repositories

The following data repositories are defined in the Topology Server for storing user Data

Record Cards, and Data updates.

= RegisteredUsersDB
= BIGDATABUFFER

After successfully registering with the Topology Server, a new Data Record Card is
created and added to the RegisteredUsersDB information repository as shown in Figure
4.4,

Data Record Card

Service ID=0 Origin IP = 0.0.0.0

AS 13 TROUT:B:2:1:3:TP:OUT:E:0: 1:3:TP:OUT:L:0:1:3: TP:OUT:N:0:1:3: TP:OUT

Events Frequency

A2120ut:B2>220u:E20->0ut:L>0->0ut:N=>0->0UT

Events Counter

A>0 : B=>1 : E=>0 : L->0 : N=>0

| Dstart =0 | Dend =0 | Dcode = TP [ Direction = OUT

RegisteredUsersDB
543 | | 512 | | 432 Y 54 2 1

Figure 4.4. Adding Data Record Card in the Registered Users Data Repository.
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When data updates are received for registered users, the data is stored in the
BIGDATABUFFER data repository. A pointer to user’s data start and data end is added

to each user’s Data Record Card.

BIG DATA BUFFER

O

User 1 Data
User 2 Data

User n Data

Il

Figure 4.5. Data repository used for storing user data.

User data is stored in contiguous block in the BIGDATABUFFER information
repository. This data is later used by the Topology Server process when disseminating
user updates through the network. BIGDATABUFFER is a dynamic and extensible
information repository for storing user updates with support for variable data sizes.

4.1.10 Information Bucket Data Units

Topology Server is responsible for disseminated data updates through the network.
Bucket Data Units are used for propagating user updates. The Bucket Data Units are
encapsulated in the outgoing HELLO and TC messages. These buckets contain user data
updates and are used for disseminating information update through the network by the
MPR nodes.

Buckets are designed as flexible data units that can store user data up to a system defined
fragmentation threshold. User data exceeding this threshold will be fragmented by the
Topology Server. Non-MPR nodes can provide their updates by encapsulating Bucket
Data Units in HELLO messages. MPR nodes are then responsible for processing and
forwarding the Bucket Data Units received from nodes in their MPR selector set. These
buckets are aggregated at the MPR node and then encapsulated into outgoing TC

messages. Figure 4.6 illustrates HELLO and TC bucket encapsulation.



Hello Messade TC Messadge

Link Message Heighbor Address

Bucket Bucket

Figure 4.6. Bucket Data Unit encapsulation in the HELLO and TC messages.

4.1.11 Finite State Machine Design

The Topology Server process was designed using a top-down approach to decompose the
process into four distinct phases and to link them together using a finite state machine
(FSM). Figure 4-7 illustrates the highest level of abstraction for the TP process FSM. The
RegisterNewUser state is first initiated to register a local process with the Topology
Server. New users register with the TP process using the handshake outlined in Section

4.6. After successfully registering with the TP process processes can receive updates.

Register RECEIVED
+
New New Registration
User Request

Figure 4.7. Finite State Machine design of the Topology Server process.
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Three general events are expected and processed by the event handlers. These events are
further categorized as:

= Network update events
= Topology change events
= Local update event

The TP process enters the NetworkUpdate state when a new OLSR message containing a
Bucket Data Unit is received. A network update event is also generated when local user
updates need to be encapsulated in the outgoing HELLO and TC messages. Topology
change events are used to notify registered users of any changes in the network topology.
The TopologyEvent processing state is used to service events related to changes in the
MPR-selector set and neighbor link updates. The TP server enters the LocalUpdate state
when local users send data updated to the process for network dissemination. Section 4.3
covers local data updates state in more detail.

4.1.12 Example Information Dissemination

A brief overview of the information dissemination scheme using the proposed Topology
Server process is presented in this section. Figure 4.8 shows an example information
dissemination scenario in a network of seven nodes. The MPR nodes are responsible for
disseminating information updates using the Bucket Data Units through the network.
Nodes 1, 7, and 6 are using the Topology Server to send and receive data updates for
network services they use. Each node can act as both a server and a client to a particular
service at the same time. In this example, node 1 is a hosting a certificate authority (CA)
and is providing signed certificates through the network using Bucket Data Units. Since
node 1 is not an MPR node in the topology it first uses a HELLO message to send the
certificate updates to node 3 which is an MPR node in the topology. Node 3 then uses TC
messages and encapsulates node 1’s updates in Bucket Data Units formatted for network

dissemination.
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Figure 4.8. Example of a 7-node topology utilizing the proposed information dissemination scheme.

As can be seen in Figure 4.9, the Topology Server process at node 1 has two records in
the RegisteredUsersDB data repository. The first Data Record Card is used for the local
routing process. The IP address is set to 0.0.0.0 in the Data Record Card since the routing
process is not disseminating information through the network and is only receiving
network topology updates such as changes in the MPR selector set, or link state changes
between neighbors. These updates are received based on frequencies and events used
during the registration with the Topology Server. A more detailed discussion of routing
process separation is presented in Section 4.5. The data field in routing process’s Data
Record Card is set to “TP” to indicate Topology updates, and the data direction is set to
OUT. As can be seen in Figure 4.9 the Data Record card also contains a list of subscribed

events for the routing process.

In this example a service ID of “5674” is used for the certificate authority (CA) process
on node 1 when registering with the Topology Server. Data type is set to CA and data
direction is “IN” to indicate network dissemination. When providing network updates, a
Bucket Data Unit is created and used for propagating certificates in the network for the
certificate server process in node 1. Figure 4.9 shows Bucket Data Units in OLSR
HELLO messages generating by node 1. The IP address, Data Code, and Service ID, of
the certificate authority is added to the Bucket Data Unit. This allows for other processes
in the network to successfully locate and subscribe to the certificate authority process
when receiving updates. Section 4.6 contains a detailed outline of Bucket Data Unit

messages and encapsulation schemes.
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Node 7 is responsible for providing Domain Name Service (DNS) updates in the network
using the Topology Server process. The Data_Start and Data_End pointers are used to
locate the data updates in the BIGDATABUFFER repository. DNS information is
provided to the Topology Server using local IPC sockets that are established during the
registration process. Other nodes in the network can register to the DNS service by using
the DNS process’s unique Service ID and IP address.

Node 6 contains two client processes, and a separate routing process registered with the
Topology Server. Node 6 is using the Topology Server process to receive DNS updates
from node 7 and security certificates from node 1. As can be seen in Figure 4.9, the
RegistereUsersDB data repository contains Data Record Cards for the two clients. The
Data direction is set to OUT in the Data Record Cards, since the DNS and certificate
clients are receiving updates from the network and providing these updates to the local
clients. Node 6 receives information updates from its MPR, node 5. MPR nodes in the
network are responsible for processing and forwarding TC messages with Bucket Data
Units for their MPR-selector set. Section 4.11 covers more a detailed discussion of

bucket aggregation and dissemination by MPR nodes.
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4.2 Client Registration Scheme

New users of the system, register with the Topology Server by sending special
Registration Request Messages (RQM) over the MYREG IPC socket. The registration

request message format is shown in Figure 4.10.

| SID : Size : Event : Frequency : Priority : TTL : DataCode : DataDirection |
Figure 4.10. Client Registration Request message.

The registration request message starts with a user Service ID that uniquely identifies the
process in the network. The Size is used to allocate data buffers for storing data updates
received for the user. Registered Events are then listed after the size field. Each event has
a Frequency that is used to identify the interval of updates to and from the user. The
Priority field is used to provide different quality of service using the immediate delivery
feature of the scheme presented in Section 4.9 of this document.

The TTL filed indicated the time to live for the update and number of MPR nodes it can
propagate in the network. Since each process can act as a client and a server at the same
time, the DataCode field is necessary to identify various traffic flows. The DataDirection
specifies whether this update is going to the internal process or is destined for the
network. Different values of SIDs can be used for different quality of service levels
provided for message delivery and information dissemination in the network. Quality of

service and details of priority based message delivery are explained in Section 4.9.

The TP process continuously listens on the MYREG IPC pipe for new user registration
requests (Figure 4.11). Once a RECEIVE event is realized on the MYREG pipe. The
OnRegPipeEvent handler will receive the registration request and pass the data to the

ProcessRegRequest() subroutine.
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New User Registration State

Process
Reg
Request

Register
New User

RX Wait

Registration Complete

Figure 4.11. New user registration state.

The registration request is further processed based on events and frequencies in the
registration request message (RQM). If the user registration is valid and the user does not
already have a record in RegisteredUsersDB, the request will be forwarded to the
RegisterNewUser() subroutine that will then create and add a new record in the
RegisteredUsersDB. Format of a new user registration record is outlined in Figure 4.12.
Service ID field will be populated with the new users SID, and an IP address of 0.0.0.0 is

used for users that locally register to the Topology Server using the MYREG pipe.

Service ID=0 Origin IP = 0.0.0.0
Events List

A:9:1:3:TP:OUT:B:2:1:3:TP:OUT:E:0:1:3: TP:OUT:L:0:1:3: TP:OUT:N:0:1:3: TP:OUT

Events Frequency

A=2120ut:B=222>0ut:E=>0->0ut:L=>0->0ut:N->0->O0OUT

Events Counter

A>0 : B=>1 ; E20 : L=2>0 : N=20

Dstart = 0 Dcode = TP | Direction = OUT

Figure 4.12. Example of a local user’s Data Record Card after registration with the TP process
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After creating a new record the RegisterNewUser() subroutine allocates a data unit with
the size originally requested by the user in the BIGDATABUFFER data repository. A
data pointer is added to the user’s data storage record in the Data Record Card. DStart
and DEnd fields point to the data storage location for the registered user in the
BIGDATABUFFER data repository. The data direction information is used to indicate
the direction of the update. If the direction is set to “IN,” the update is encapsulated into
the Bucket Data Unit for network dissemination. However, if the Data direction is set to
“OUT,” the data is sent to the locally registered processes based on the appropriate event
and with the frequency specified by the user during the registration process. Finally, the
total number of registered users is incremented and kept in the Topology Server by the

ReisterNewUser() subroutine.

Each process that is registering with TP process can subscribe to the various events
defined in Section 4.1. A list of events to which a user is subscribed and the
corresponding frequencies are stored in the user’s Data Record Card. An event counter is
used to keep track of the occurring events for each registered user. The registration
process is then responsible for creating an IPC socket for receiving updates from the
Topology Server. The IPC pipe is named after the user’s service ID. The overall TP event

processing scheme is further explains in Section 4.3.
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4.3 Receiving and Processing Updates From Local Users

The Topology Server uses a dynamic data structure for storing information updates. This
dynamic buffer holds the data for both local and remote registered processes. Data units
are packed in contiguous segments as updates are received. Each data unit’s starting
location is stored in the appropriate data record for the registered process in the
RegisteredUsersDB data structure. As shown in Figure 4.13, each user adds its SID to the
beginning of the data segment that it is sending to the TP process. This allows for
differentiation between incoming updates received on the IPC socket (the RECV1 pipe)

from different users.

SID : DATA

Figure 4.13. Message format used for providing updates to the TP server.

The maximum data segment size is already decided from the registration process. Users
are not allowed to send updates to the TP processes with sizes exceeding the maximum

data size which they registered.

Receive Data From Local User State

UserData

Completed Updating

User Data
Figure 4.14. Receive data from local user state.

On receiving a new update from the RECV1 socket, the TP process enters the
ReceivingData state. In this state, the data update message is passed to

ProcessRecvMsg() for further processing. This subroutine searches through the

39



RegisteredUsersDB data repository for a matching SID. When a registered user record is

located, a pointer to this record is passed to the UpdateUserData() subroutine.

UpdateUserData() is responsible for updating the BIGDATABUFFER data structure
with the received data units from registered users. The DStart pointer is retrieved from
user’s data record and is used to locate the starting location of the data segment in the in
the BIGDATABUFFER. Using the data start location in the BIGDATABUFFER and the
data unit size, the newly received message is successfully updated for the registered user.
The data stored in the BIGGDATABUFER is later used for Bucket Data Unit

encapsulation when disseminating the information in the network.
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4.4 Topology Server Event Processing Scheme

The TP process enters the topology event processing state when a change in the OLSR
network is detected by the node. The ProcessEvent() handler searches through the
registered users Data Record Cards for possible subscribed users. Each user record
contains a list of events together with update intervals, and an event counter. An update

flag is set if the event’s counter is same as the event frequency for the user.

Topology Event Processing State

Send Data

Send
Hello()

Local Update

Process

Figure 4.15. Topology Event Processing state triggered based on changes in the network.

The data direction in the user’s record card is then used to signal the direction of the
update. If the data direction is set to “OUT,” the SendData() subroutine is called. The
user’s data is kept in the BIGDATABUFFER and a pointer is stored in the user’s record
card. Data start and Data end pointers stored in user’s record card are then used by
SendData() for retrieving user’s data unit. The service ID field in user’s data record is
used as the IPC pipe name for interfacing with local processes in providing the update.
Additionally, the direction field in the user’s record card is checked for a network update.
If the data direction is set to “IN” to indicate a network update, the ProcessEvent()

handler then checks the event type for HELLO or TC Events.
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If the condition for sending a HELLO Message is set, the TP process would then call
SendHello() subroutine to send a HELLO message with a Data Bucket Unit
encapsulating user’s update. For condition CA to be true the following conditional

statements (C4.1) must be true

CA: [(C1 OR C2) AND (C3) AND (C4)] (C4.1)

C1: Hello Timeout Event

C2: User with a high priority Service 1D has update to send
C3: Regular Node

C4: Data Direction = IN

The ProcessEvent() handler would transmit a TC message instead if it is running on an
MPR node. If the MPR selector set is not empty for the node indicating that the node is
an MPR, a TC message is used for Data Bucket encapsulation when propagating user’s
updating in the network. For condition CB to be met, all of the following conditional
statements (C4.2) must also be true:

CB: [(C3 OR C4) AND (C5) AND (C6)] (C4.2)
C3: TC Timeout Event
C4: User with a high priority Service 1D has update to send

C5: Regular Node
C6: Data Direction = IN
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4.5 Routing Process Separation

By separating the route selection process from the OLSR protocol, other routing
algorithms can be easily implemented using this modular design. The new routing
processes can subscribe to the TP process and receive topology updates together with
other metrics such as signal-to-noise ratio (SNR) of the wireless links or the power and

processing resources of each node.

4.5.1 Implementation
The routing function of the NRL OLSR routing process is separated from the topology

discovery function of OLSR in this proposed implementation (see Figure 4.16). The
ProtoLib protocol library is used for implementing the new separate routing process in
Linux. Both OLSR and the new routing module inherit their basic network and IPC

socket communication functionalities from the NRL ProtoLib programming toolkit.

IPC :
nrlolsr @ ssrssssssnsnnsnnnnnnnnnnnnnsl > routlng
ProtoLib ProtoLib
Linux OSI Linux OSI

Figure 4.16. ProtoLib programming toolkit used for separating the routing process from OLSR

Figure 4.17 further illustrates a sample registration handshake used for event subscription
with the Topology Server. This registration allows the independent routing process to

receive topology updates triggered based on OLSR topology change events.

The Routing process starts by first registering with the TP process. The SID used for the
routing process is set to 0 in this implementation.
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Topology Server Routing Process

0:A:1:2:3:TP:Out:B:1:2:3:TP: Out:

MYREG

Figure 4.17. Routing process registration handshake with the Topology Server process.

4.5.2 Events Subscription Request

The Routing process registers for OLSR protocol events that indicate a change in the
MPR selector set, neighbor table, or link state changes in the topology. These events are
made available through the proposed information dissemination programming interface.

Table 4.3 contains a more detailed list of events used by the routing process.

Table 4.3. Events used by the Separated Routing Process

Event Code Event Type ‘ Frequency ‘ Data Code Direction
A HELLO Timeout 3 TP ouT
B TC Timeout 1 TP ouT
E Received HELLO 1 TP ouT
L Received Current TC 1 TP ouT
N Received Extra TC 1 TP ouT

4.5.3 Data Update Frequency Settings
The frequency of requested updates from the Topology Server is also defined during the
registration state. In this example, the frequency of topology update is set to send updates

after every three HELLO messages.

4.5.4 Topology Server Registering of the New Routing User

A new Data Record Card is created for the routing process after a successful registration.
The routing process’s Record Card is added to the RegisteredUsersDB data repository to
be used by the Topology Server when providing event based updates. An example of a
routing process Data Record Card is illustrated in Figure 4.18.
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Service ID =0 Origin IP = 0.0.0.0
Events List

A9:1:3:TP:OUT:B:2:1:3:TP:OUT:E:0:1:3:TP:OUT:L:0:1:3:TP:QUT:N:0:1:3: TP:OUT

Events Frequency

A2120ut:B22>0ut:E>0->0ut:L=>0->0ut:N->0->0UT

Events Counter

A=>0 : B->1 : E->0 : L=>0 : N-O0

Dstart = 0 Dcode = TP | Direction = OUT

Figure 4.18. Data Record Card used for the separated routing process.

The global Data Direction flag is set to OUT indicating a local process update over the
established IPC pipe. The Topology Server uses the SID of the routing process for
sending the updates. When an OLSR event to which the routing process has subscribed
occurs, the counter is incremented by one unit. When the event counter reaches the event
frequency set during the subscription, updates are sent to routing processes using the IPC
pipe. Every field in the Data Record Card created for the routing user can be used for data
lookup when searching for events in the TP process. The SID field, however, is mainly

used by the Topology Server Event handler when sending updates to the routing process.

4.5.5 Sending Topology Updates To The Routing Process

The TP server updates to the routing process are triggered by changes in the topology.
Figure 4.19 shows the topology update sent to the routing process.

TopoServerd routed

Topology Server

A
N/ \ Topology Update

B
\ J IPC=0

L. _E

Routing Process

v

Figure 4.19. Topology updates sent to the separated routing process.
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As shown in Figure 4.20, the OnTPEvent() handler passes the particular OLSR topology
event to the ProcessEvent() for further processing. Since the routing process’s Data
Record Card indicates a request for a topology updates on the registered Events, the

SendNBRTopology() subroutine is invoked for updating the local routing process.

Process

Nmpleted Updating

Routing Process

Figure 4.20. Updating the Routing process .

4.5.6 Receiving Updates in the Routing Process

The routing process first starts by parsing the Topology update received from the TP
process. The OnRoutePipeMessage() handler passes the received string to
RoutePipeProcess() subroutine for further parsing. The RoutePipeProcess() validates the
received topology update and calls the Builder() subroutine. The Builder() subroutine is
responsible for rebuilding the topology table and the neighbor information repository
based on the received topology message received from the TP process. This process is
shown in Figure 4.21.
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SPF

Routing
Builder
Min Max Min MAX
Routing — R t.
Process Table outing
%,
OnRoute *-/ P
SNR
Routing

Figure 4.21. Routing process finite state machine.

After populating the topology and neighbor repositories in the routing process the
makeRoutingTable() subroutine is called. The makeRoutingTalbe() subroutine is
responsible for selecting an appropriate routing algorithm based on predefined settings.
Different routing algorithms, such as Shortest Path First (SPF), Min-Max Routing
(MMR), and routing based on SNR metrics for the wireless links can be used.

4.6 Bucket Data Unit Message Format

This section presents the proposed Bucket Data Unit layout. The Bucket Data Units are
used to disseminate information in the topology using HELLO and TC messages sent by
OLSR routing protocol. First, a brief discussion of OLSR HELLO and TC message

formats is presented.
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4.6.1 OLSR Packet Format

All OLSR traffic is sent in OLSR packets. These packets consist of an OLSR header and
a body as displayed in Figure 4.22. An OLSR packet body contains of one or more OLSR

messages.

0 1 2 3
01234567890123456789012345678901
—+—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F —F -+ -+

Packet Length | Packet Sequence Number |
—+—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F —F -+ -+
Message Type Vtime | Message Size |

Originator Address |

——t -ttt -ttt —t—t—F—F—F—F—F—F—F—F—t—t—F—F—F—F—F -t —F—F -+ —F—+
Time To Live | Hop Count | Message Sequence Number |
——t -ttt -ttt —t—t—F—F—F—F—F—F—F—F—t—t—F—F—F—F—F -t —F—F -+ —F—+
|
—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—-!-
Message Type | Vtime | Message Size |
—+—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F —F -+ -+
Originator Address |

—F—t -ttt -ttt —t—t—F—t—F—F—F—F—F—F—F—F—F—F—F+—+
Hop Count | Message Sequence Number |
—F—t -ttt -ttt —t—t—F—t—F—F—F—F—F—F—F—F—F—F—F+—+
|
|

T e e S S S i ST SIS YUV S S S

MESSAGE

S SO SO RO N NN S B
Time To Live
S SO SO RO N NN S B

4 —

MESSAGE

o o o o o o e o e o e e o—

Figure 4.22. OLSR packet format and OLSR message encapsulation.

HELLO and TC messages are then encapsulated into the message field of an OLSR
packet to be forwarded in the network. Participating nodes use the Message Type field to
determine how to process received messages. Messages can be flooded onto the entire
network or flooding can be limited to nodes within a diameter (in terms of the number of
hops) from the originator of the message. The nodes in the network can examine the
header field of a message to obtain information on the distance and the originator of the
message. Periodic HELLO messages are sent by nodes to announce and propagate local

links and neighbors. MPR nodes are responsible for processing and forwarding TC
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messages in the network. Using periodic TC messages, network topology changes are
disseminated by the MPR nodes.

4.6.2 HELLO Message Format

The layout of an OLSR HELLO message is shown in Figure 4.23. OLSR HELLO
messages are used for link state propagation, neighbor detection, and MPR selection

signaling.

0 1 2 3
01234567890123456789012345678901

—+—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ -+
Reserved | Htime | Willingness |

4ttt -ttt —F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -ttt —F—F—F—F—+—+
Link Code | Reserved | Link Message Size |
4ttt -ttt —F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -ttt —F—F—F—F—+—+
Neighbor Interface Address |

—t—t—t—t ettt —F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F—F—F =t~ —F—+—+
Neighbor Interface Address |
—t—t—t—t—F—F—t—F—F—t—F—F—t—F—F—F—F—F—t—F—F—t—F—F -t —F—F -t —F—F+—+—+

—+—t—t—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F+—+
Reserved | Link Message Size |
—+—t—t—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F+—+
Neighbor Interface Address |
——t—tF—t—F—t—t—t—t—t—F—F—F—F—F—F—F—F—t—t—F—t—F—F—F—F—F—F—F—F—+—+
Neighbor Interface Address |

——F -ttt -ttt —t—F—F—F—F—F—F—F—F -t -ttt -t —F—F -t —F—F -+ —+—+

—F—t =ttt =t —F—
Link Code
—F—t =ttt =t —F—

o o o 0 11 o e o o om—
+ —

Figure 4.23. OLSR HELL O message format.

To facilitate information dissemination over OLSR, we propose encapsulating special
Bucket Data Units in outgoing HELLO messages. Local processes can reserve Bucket
Data Unit’s during the registration process with the Topology Server process. The TP
process then uses the RegisteredUsersDB information repository to retrieve a user’s data
updates. Information updates are formatted into Data Bucket Units and are encapsulated

into outgoing HELLO messages.

49




Hello Messadge

Link Messaqge

Bucket

Figure 4.24. OLSR HELLO message Bucket Data Unit encapsulation.

This provides an extensible framework for local processes to send information updates
using the existing HELLO messages provided by OLSR. A format of a HELLO message

encapsulating Data Bucket Unit is as shown in Figure 4.25.

0 1 2 3
01234567890123456789012345678901
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—F+—+—+—+
| Type Code | ttl | Length |
Fott—t—t -ttt —F—F—F—t—F—t—F—t—t—F—F—F—F—F—F—F -t —F -t —F -+ —F+—+
| Sequence # | Continue | Service 1D |
Fotot—t—t—t—t—t—F—F—t—F—t—F—t—F—t—F—F—F—F—F—F -t —F -t —F -t —F -+ -+ —+
I

MESSAGE

Fettet—tet ettt —F—t—F—t—F—F—F—F—t—F—t—F—t—F b=t —F =+ —+—+

Figure 4.25. HELLO message layout for encapsulating a Bucket Data Unit.

The Type Code is used to indicate the start of an information BUCKET encapsulated in
an OLSR HELLO message. The TTL field is used to specify the number of MPR nodes
an information BUCKET is allowed to travel. The Length field contains the length of the
information update. A Sequence field is used to store a unique sequence number for each
update. The Continue is used together with the sequence number field to mark
fragmented information buckets. Section 4.8 covers the proposed Bucket Data Unit
fragmentation scheme. To further relate a Bucket Data Unit to a service provider in the
topology, a unique Service ID field is used. The raw data update is encapsulated in the
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MESSGAGE field of the Bucket Data Unit. Overall, each data bucket unit is adding 8
bytes of overhead. A more detailed discussion of performance and overhead based on the

experimental evaluation is provided in Section 5.3.

4.6.3 TC Bucket Format
MPR nodes receive periodic HELLO messages from nodes in their MPR selector set and
generate TC messages based on changes noticed in the neighborhood. Figure 4.26 shows

format of a OLSR TC message.

0 1 2 3
01234567890123456789012345678901
+—+—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F+—+
| ANSN | Reserved |
+—+—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ —F+—+
| Advertised Neighbor Main Address |
Fot—t—t—t—F—t -ttt —F—t—Ft—F—F—F—F—F—t—F—t—F—F—F—F—F—F—F—F—+—+—+
| Advertised Neighbor Main Address |
Fot—t—t—t—F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F -+ -+ -+
I - I

+

e oy S S S Y Sy S Y S S

Figure 4.26. OLSR TC message format.

As outlined in Section 4.11, MPR nodes are responsible for information dissemination
and forwarding the Data Bucket Units received from nodes in their MPR selector set. As
also outlined in Section 4.11, MPR nodes extract the data in HELLO Buckets received
from nodes in their MPR-selector set, and generate special TC Bucket Data Units. The
TC Bucket Data Units are then encapsulated into the outgoing TC messages generated by
MPR nodes and forwarded in the network by other MPR nodes. Figure 4.27 shows a
high-level view of Bucket Data Unit encapsulation in a TC message.
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TC Message

Heighbor Address

Bucket

Figure 4.27. TC message encapsulation of a Bucket Data Unit.

The information Bucket Data Units are encapsulated into outgoing OLSR TC messages
after the last advertised neighbor address. The IP address of the originating process is
added to the Bucket header. This allows for multiple information servers to use the
Topology Server for information disseminate over OLSR in the network. By
encapsulating special Bucket Data Units into outgoing TC messages information updates
are disseminated in the network using the existing topology dissemination infrastructure
provided by OLSR. Each TC Bucket Data Unit adds 12 bytes of overhead. The format
of a TC Bucket Data unit is shown in Figure 4.28.

0 1 2 3
01234567890123456789012345678901

F—t—t—t—t—t—t—t—t—t—F—t—t—F—t—t—F—F—F—F—F—t—F—F—F—t—F—F—t—F—F—+—+
| Type Code | ttl | Length |
F—t—t—t—t—t—t—t—t—t—F—t—t—F—F—t—F—F—F—F—F—F—F—F—F—t—F—F -t —F—F -+ —+
| Sequence # | Continue | Service 1D |
F—t—t—t—t—t—t—t—t—t—F—t—t—F—F—t—F—F—F—F—F—F—F—F—F—t—F—F -t —F—F -+ —+
| Originator Address |
+—+—+—-+—+—F—-tF+—+—F—-F+—F+—F—-tF+—F+—F—-tF—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+—+—+
: MESSAGE :
F—t—t—t—t—t—t—t—t—t—F—t—t—F—t—t—F—F—F—F—F—t—F—F—F—t—F—F—t—F—F—+—+

Figure 4.28. Format of a TC Bucket Data Unit.

The Message size in each Bucket Data Unit is reserved during the registration process
with the Topology Server. The scheme allows for extensible MESSAGE sizes with a

maximum size defined at compile time.
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4.7  Information Dissemination Using Buckets

A Topology Server generates Bucket Data Units and encapsulates the bucket into
outgoing HELLO and TC messages. Each registered user that has data to send is
allocated a unique Bucket Data Unit in the outgoing HELLO or TC messages. As
outlined in Section 4.4, a registered User’s data record, shown in Figure 4.29, is checked

before a Bucket Data Unit is generated for TC or HELLO encapsulation.

Service ID =0 Origin IP =0.0.0.0

A9:1:3:TP:OUT:B:2:1:3:TP:OUT:E:0:1:3: TP:OUT:L:0:1:3: TP:OUT:N:0:1:3: TP:OUT
Events Frequency

A=2120ut:B=2220ut:E2>20->0ut:L=>0->0ut:N—>0->0UT

Events Counter

A->0 : B-=2>1 : E->0 : L->0 : N-=>0

Dstart =0 Dcode = TP | Direction = OUT

Figure 4.29. User’s Data Record Card.

4.7.1 TC Bucket Data Unit Information Encapsulation

The Topology Server process in an MPR node first retrieves a list of registered users
from the locally stored RegisteredUsersDB data repository. This list contains a complete
record of both local and remote processes with valid registration to the TC_SEND event
as described in Table 4.1. These records are checked for data direction and frequency. If
the data direction filed in user’s data record card is set to “IN” and the user’s event
counter is same as the frequency of update, a new Bucket is generated for network
information dissemination. Figure 4.30 contains the logic added to the SendTC()
subroutine in the NRL implementation of OLSR protocol to accommodate the new
Bucket Data Unit encapsulation scheme.
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Send TC

{
For ( Items in Service DB )
{
If ( Direction == IN ) and ( Frequency == Counter )
{
TC.addBucket( BigBuffer, Data_start, Data_End
)
/7 This encapsulates a new Bucket Message into
a TC Message
¥
b5

socket.SetTTL(1);
socket.SendTo(buffer, len, broadAddr);

Figure 4.30. Algorithm used for Bucket encapsulation in outgoing TC messages.

The addBucket() retrieves the data pointer of the user’s data stored in the
BIGDATABUFFER repository. This data is added into a Bucket Data unit. The new
Bucket Data Unit is then encapsulated into a TC message. The Originator_Address field
in a TC Bucket Data Unit is set to the registered process’s IP address. For a local process,
an IP address of 0.0.0.0 is used. The Service ID field is also obtained from a user’s Data
Record Card and populated accordingly. Using different Service IDs, Servers and Clients
of a particular service can easily locate each other in the network. This provides for more
extensible service discovery in ad hoc networks using OLSR for topology and
information dissemination. The TypeCode is set to TC_BUCKET_MSG = 0xff. This type
also indicates the start of a new TC Bucket Data Unit. A global sequence number is used
for Bucket generation and is incremented after each successful bucket encapsulation. The
same sequence number is also used to set the Sequence number field of a Bucket Data

Unit.
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4.7.2 HELLO Bucket Data Unit Information Encapsulation

For non-MPR nodes, a HELLO Bucket message is generated for information
dissemination. Using HELLO Bucket messages, nodes can notify their MPR of new
information updates. MPR nodes receive HELLO Bucket Data Units from nodes in their
MPR selector set and generate TC messages with TC Bucket Data Units. The TC Bucket
Data Units contain updates received from the MPR-selector set is then forwarded by the
MPR nodes through the network. Similar logic is added to the SendHello() subroutine to
accommodate the new HELLO Bucket Data Unit encapsulation. Figure 4.31 shows the

algorithm used for encapsulating buckets into outgoing HELLO messages.

Send HELLO
{
For ( Records in Service DB )
{
If ( Direction == IN ) and ( Frequency == Counter )
{
HELLO.addBucket( BigBuffer, Data_start,
Data_End)
// This encapsulates a new Bucket Message into
a Hello Message
¥
¥

socket.SetTTL(1);
socket.SendTo(buffer, len, broadAddr);

Figure 4.31. Send Hello algorithm used for bucket encapsulation into OLSR HELLO messages.

The addBucket() subroutine retrieves a list of registered users and uses their data record
for populating the HELLO Bucket Data Unit. Type codes are used to indicate start of a
new HELLO Bucket Data Unit. The Data pointer to user’s data starting location in the
BIGDATABUFFER repository is used to retrieve the user’s information update. This
information update is then added to the MESSAGE field of the newly generated HELLO
Bucket Data Unit. The sequence number for the Bucket is also incremented after each
successful transmission. The Buckets are encapsulated into the outgoing HELLO

55




messages and then broadcasted through the network. The Bucket encapsulation process
is shown in Figure 4.32.

| Topology Server |

Bucket [ " Local User |
SRRy |00 — — — — —

BIG Data

Buffer <
IPC pipe : 5432
Service |D = 5432
User Data Record Card
Service ID = 5432
Data Start = 25
v
TC Msg
Bucket
SID = 5432

Figure 4.32. OLSR message encapsulation process based on received updates in the TP process.

4.7.3 Information Processing and Data Extraction

The processing logic used when receiving HELLO and TC message depends on the node
type. MPR nodes follow a different processing flow than non-MPR nodes. If the TC
message is received by an MPR node, it first creates a local copy of the received packet
for processing and forwards the original TC message. By using a local copy and
immediately forwarding the original copy, faster network convergence can be achieved
when disseminating information updates in the network over OLSR. In processing TC
messages with Bucket Data Units, MPR nodes first check for registered users in the
RegisteredUsersDB data repository. If a registered user is found the corresponding Data
Record Card is used for storing the user’s update in the BIFDATABUFFER local
repository. A pointer to the user’s data location in the repository is retrieved from the
user’s Data Record Card. This data pointer is usually set when a new user registers with
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the Topology Server. If a record is not retrieved by the MPR for the ServicelD and IP
address of the Bucket Data Unit, the Bucket Data Unit will not be processed locally, but
is still forwarded to reach other nodes through the network. Figure 4.33 outlines the
algorithm used for processing the received Bucket Data Units encapsulated in OLSR TC
messages. When non-MPR nodes receive a TC messages, they go through the buckets in
the message and follow the same processing algorithm locally. In this case there is no
need for forwarding the message in the network, since only MPR nodes are in charge of

topology and information dissemination.

TC Received()

{
If(MPR Node)
{

Copy_TC QO
Forward_TCQO

Process(Copy_TC);
If (New Bucket)
{
If(Found Registered User)
{// Existing Service ID
Update(User Data);

¥
by
by

Else
{/7/ Not an MPR node
If (New Bucket)
{
If(Found Registered User)
{// Existing Service ID
Update(UserData);

Figure 4.33. Algorithm used for processing a bucket encapsulated in OLSR TC message.

The SendData() subroutine is called to provide the update to the appropriate registered
user over the IPC communication pipes. The local user’s IPC socket name is same as
user’s Service ID (SID), which is kept in each user’s Data Record Card. If it is
determined that the data update is destined to a remote process, the information is
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updated in the user’s data storage in the BIGDATABUFFER data repository. The update
starting location in the BICDATABUFFER is stored in the user’s Data Record Card.

An MPR node would create a new Data Record Card and register a new user if it is
unable to locate a record that matches the Service ID of the Bucket Data Unit received in
a new HELLO message. This allows MPR nodes to create a Bucket Data Unit for users
and disseminate the update through the network on the next scheduled TC Message. A
new user is registered to the Topology Server by simply adding a new Data Record Card
with the Service ID field set to Data Bucket Unit’s Service ID. Figure 4.34 outlines the
population of a Data Record Card based on a Bucket Data Unit.

0 1 2 3
01234567890123456789012345678901

| Type Code | Prio | ttl1 | Length |
R B D e e e e e R e B et e et S L Bl e L e Tl Sl s et S e
| Sequence # | Continue | Service ID |
| |
| |

MESSAGE :
| |
| |
e D o e e e e =t =ttt =t=t =ttt =ttt

Service ID Origin IP Address

0o : 1 : 2 :3: 4 : 5
Eventdb = Event : Frequency : Prio : ttl : Data : Direction

A:5:2:3:TP:0UT:B:4:2:5: DropRate: IN

Event - Counter
Event < Frequency

A>2:B->3

Data Start Data END Data Code Data Direction

Figure 4.34. Data Record Card generation based on a received Bucket Data Unit.

Non-MPR nodes only check the list of locally registered users when they receive a new

HELLO message. The Bucket Data Unit is ignored if nodes fail to locate a record of a
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local user. However, when a record is retrieved for registered users the update is sent to

the user using its open IPC pipe. This process is outlined in Figure 4.35.

Hello Received
{
If( MPR)
{
If (New Bucket)
{
RegisterNewUser()
Update (ServiceDB)
¥

Else
{
If(Local User)
{
SendData(Update);
s
Else
{
Update(BigDATABUFFER)
¥
s

¥
If ( Not MPR )

{
If (New Bucket)

{
by

Else

{

Ignore();

If(Local User)

{
SendData(Update);

by

Figure 4.35. Hello Bucket Data Unit extraction.

59




4.7.4  Providing Local Updates to Registered Users

The Topology Server sends data updates to local processes as they arrive in Bucket Data
Units encapsulated in TC or HELLO messages. The data is first stored in the
BIGDATABUFFER repository. The data update’s starting location is stored in the user’s
data record card. The Bucket Data Unit is then forwarded to the local process using the
IPC socket established during the registration process with the TP process. The user’s
SID is used for naming IPC pipes. Upon receiving a network update, the Topology Server
retrieves the local user’s Data Record Card from the RegisteredUsersDB repository and
uses the Services ID field to open an IPC socket for sending updates to the local user. The
information updates are sent as soon as the Bucket Data Units (BDUs) are processed.
Figure 4.36 illustrates the process of forwarding the Bucket Data Unit to a local user

rTopology Server |
Bucket [ Local User |
SID =5432 N
BIG Data
Buffer IPC pipe : 5432

/ Service ID = 5432

User Data Record Card

Service ID = 5432

Data Start = 25

TC Msg

Bucket
SID = 5432

Figure 4.36. Updating local users based on Bucket Data Units received in HELLO and TC messages.
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4.8 TC Bucket Fragmentation

For users with information updates exceeding the fragmentation threshold, multiple
contiguous TC messages are sent using fragmented BDU segments. This provides an
extensible delivery scheme for information dissemination in the network. The bucket
fragmentation technique also ensures on time data delivery for users that require extended
data sizes for service offering also improving throughput when there is a MAC layer

fragmentation threshold limitation.

4.8.1 TC Bucket Fragmentation Scheme Overview

The Continue field in the TC Bucket Data Unit is used to indicate the start and end of a
fragmentation flow. The Sequence number of the Bucket Data Unit is incremented for
each fragment. The Continue field is used both as the fragment offset and as a flag to
indicates that more fragments are to be transmitted. Figure 4.37 illustrates Bucket
fragmentation at an MPR node. In this example, the information update received from the
local user process is four times the fragmentation threshold defined in the system. Hence,
the Topology Server generates four TC messages, each containing a Bucket Data Unit.
The Continue field is incremented for each Bucket Data Unit. This field is also used
when reassembling the information from the data fragments at the destination.
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I_Tcapcalogﬁlr Server | Bucket
_____ SID = 5432 S ——
‘ Size = 2K r Local User |
BIG Data
Buffer IPC pipe : 5432
User Data Record Card Service ID = 5432
Service ID = 5432
Data Start = 25
Fragmentation = True
v
TC Msg TC Msg TC Msg TC Msg

Bucket Bucket Bucket Bucket
SID = 5432 SID = 5432 SID = 5432 SID = 5432
Size=05K Size=0.5K Size=0.5K Size=05K

Seq=10 Seq =11 Seq=12 Seq =13
Cont=1 Cont=2 Cont=3 Cont=4

Figure 4.37. Bucket Data Unit fragmentation.

4.8.2 Reassembling Information from Received TC Bucket Fragments

As outlined in Figure 4.38, the fragmented Buckets are reassembled at the receiving node
using the Continue field in each Bucket Data Unit. The user’s Data Record Card is used
to obtain the starting location of the data storage pointer in the BIG DATA BUFFER
repository. Received fragments are then put together using their sequence number
together with the Continue field in each Bucket.

Seq=12 Seq =10
Cont=3 Cont=1

Bucket
SID = 5432

BIG Data Buffer

Seq=13 Seq =11
Cont=4 Cont=2

Figure 4.38. Reassembling information updates from fragmented buckets.
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The fragment reassembly algorithm is shown in Figure 4.39.

If(Bucket.Continue !'= 0)&&(First Bucket)

{//Fragmentation Case 2 First Bucket
Current_Location = User_Data_Start Pointer
Update(BIGDATABUFFER, Current_Location,
Bucket_Message,frag_threshold)

b

Else if (Bucket.Continue != 0)&&(During Fragmentation)

{// During Fragmentation
Current_Location = Continue x Fragmentation_Threshold
Update(BIGDATABUFFER, Current_Location,
Bucket_ Message,frag_threshold)

by

Else if (Bucket.Continue = 0)&&(Last Fragment)

{// Last Fragment
Current_Location = Continue X Fragmentation_Threshold
Update(BIGDATABUFFER, Current_Location,

Bucket_Message,Data_end-Current)

Figure 4.39. Fragmentation reassembly algorithm.

For the first received fragment, the Current_Location variable is set to the data starting
location pointer. The Message portion of the received Bucket Data Unit is copied into the
BIGDATABUFFER repository. The copy size is set to fragmentation threshold for the
first received fragment. The Continue field of the Bucket Data Unit is set to the
Current_Location variable. The Current_Location is then updated to point to the start of
the next following fragment location in the BIGDATABUFFER. Equation 4.1 illustrates
the Current_Location calculation. Figure 4.40 shows the reassembly process and update

of local users.

Current_Location = Continue x Fragmentation_Threshold (4.1)
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4.9 User Priorities and Service IDs

Different levels of quality of service can be achieved when disseminating information
updates through the network. Table 4.3 specifies quality of service levels used in this
work, which are called “Bronze,” “Silver,” “Gold,” and “Platinum.” Bronze is lowest
level and Platinum is the highest level service. The SendNow() subroutine is called from
the OnTPEvent() handler when processing different OLSR events to better server users
with priority registrations. The SendNow() subroutine can generate out of sequence

HELLO and TC messages to accommodate faster information dissemination through the

network.
Table 4.3. Quality of Service Levels Based on Registered Service 1Ds
TC Factor 0.5 0.25 0.1 0.05
HELLO Factor 0.5 0.25 0.1 0.05
Service IDs Range 5555 to 6666 6666 to 7777 7777 to 8888 | 8888 to 9999

Two new system variables Immediate_ TC_Factor and Immediate_ HELLO_Factor are
defined and used by the SendNow() subroutine when adjusting the immediate delivery
times. These variables have a direct impact on the delay noticed by clients and the overall
information network convergence time. The time before the next priority TC and HELLO

is set using the immediate factor variables using Equation 4.2.

TC_wait_time = (immediate_TC_factor) x (TC_Interval); 4.2)

Hello_wait_time = (immediate_Hello_factor) x (Hello_Interval);

The SendNow() subroutine generates a new OLSR Message depending on the node type.
If the Topology Server process is running on a MPR node a TC message is generated. For
non-MPR nodes, a HELLO message is used to propagate the priority update in the
network. The Bucket Data Units for the user process are encapsulated into the OLSR

messages in a manner similar to that of a regular delivery case.
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The SendNow() subroutine can be called from the ProcessEvent() handler when

processing OLSR events for users with priority registration.

Priority User Processing

Send
Hello()

&
a
=
o
2

High Priority User

Process

Process

Figure 4.41. Finite state machine view of SendNow() handler.

Information updates received from local processes using priority Service IDs are also
processed by SendNow(). Finally, an MPR node can call SendNow() when processing
received HELLO messages with Bucket Data Units that have priority Service IDs. This
can expedite the propagation of a new data received from a node in the MPR-selector set.
Figure 4.41 shows the finite state diagram of the SendNow() process handler. The

algorithm for SendNow() is shown in Figure 4.42.
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SendNow(int Serviceld)

{

time_left=0;

TC_wait_time = (immediate_TC_factor)*(TC_lInterval);
Hello_wait_time = (immediate_Hello_factor)*(Hello_Interval);

If(MPR)

{
time_left= Next TC_Time;

if (time_left>TC_wait_time)

{

SendTc();

}
Else

{//Non MPR
time_left= Next HELLO Time;

if (time_left>Hello_wait_time)

{
SendHello();

Figure 4.42. Algorithm used for immediate delivery of Buckets using TC and HELLO messages.

The time_left variable is set using OLSR protocol timers for the periodic TC and HELLO

message generation. If the TC_Wait_time value is larger than the wait time before the

next scheduled TC message, a new priority message is generated.

4.10 Information Dissemination Radius

The radius of the information dissemination through the network is determined from the
Bucket Data Unit’s time to live (TTL) field. The MPR nodes are responsible for
forwarding the Bucket Data Units encapsulated in OLSR TC messages. By setting the
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TTL field for each user, the Topology Server on the MPR node can limit the maximum
number of MPR hops the Buckets are allowed to traverse. Figure 4.43 shows how the
MPR nodes adjust the TTL field accordingly in the received buckets.

Before Forwarding the Bucket Data Units received for each user, the TTL is checked by
the Topology Server of an MPR node. If the value in the TTL field of the Bucket Data
Unit is set to one, the MPR node stops forwarding the Bucket Data Unit. This effectively
limits the radius of a new information update through the network.

Figure 4.43. MPR view of the Information Dissemination scheme over OLSR.

Additionally, MPR nodes are responsible for setting the TTL field for the registered users
in their MPR-selector. The TTL value is determined and set during the registration
process with the Topology Server process. Upon receiving a new OLSR TC Message,
MPR nodes will decrement the TTL field of the encapsulated Bucket Data Units and
forward the TC message through the network. This effectively controls the number of

MPR nodes a new Bucket Data Unit is going to traverse, hence defining its dissemination
radius.
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4.11 MPR Nodes and Bucket Aggregation

Under the new information dissemination scheme over OLSR, MPR nodes are
responsible for processing and forwarding the Bucket Data Units through the network.
The MPR nodes receive Bucket Data Units from the nodes in their MPR-selector set with
different frequencies and data sizes. In this section the role of MPR nodes is discussed in

more detail.

4.11.1 Bucket Data Unit Aggregation and Forwarding

MPR nodes are responsible for forwarding topology and information updates through the
network. Information is received in form of HELLO Bucket Data Units from nodes in the
MPR selector set. When a new HELLO Bucket Data Unit is received at the MPR node,
the user is registered with Topology Server. In Figure 4.44, node 2 is sending a Bucket to
its MPR node that contains a data update. In this case, node 3 registers node 2 as a user of
the Topology Server by adding a new Data Record Card in the RegisteredUsersDB
repository. The new data, which is encapsulated in the HELLO Bucket Data Unit
received from node 2, is stored for the new registered user in the BIGDATABUFFER
repository. Service ID and the IP address for node 2’s CA process is stored in its Data
Record Card. The Data Direction is set to “IN” to flag a network dissemination.

Figure 4.44. MPR node role in dissemination bucket through the network.

69



MPR Node 3 generates a TC message and encapsulates the data update received from
node 2 in the TC Bucket Data Unit for network dissemination. Other MPR nodes in the
topology forward the TC message through the network. The Service ID for the certificate
authority and the IP address of Node 2 is added to the Bucket to allow other nodes in the
network to locate and subscribe to this service. Figure 4.45 shows the detailed processing
of this update.

Server
Routin
9 10002 | CA
A
Routing I CA |  Routing | CA |
SID =1243 [ SID = 5674 | SID=0 || SID = 5674 |
IP: 0.0.0.0 [ IP: 10.0.0.2 IP: 0.0.0.0 IP: 10.0.0.2
Data=TP || Data=CA Data = TP Data = CA
Direction = OUT [ Direction = IN Direction = OUT| Direction = IN |
A:3:2:5:B:0:4:1 || A:'5:2:5:B:1:4:1 A:1:2:5:B:3:4:1 | L:1:2:5:N:3:4:1 |
Data Start =0 || Data Start=0 Data Start =0 | Data Start =0 |
Data End =0 || Data End = 24 DataEnd =0 ] Data End = 24 ]
Send HELLO TC
Bucket Bucket
10.0.0.2 10.0.0.2
Recive HELLO
Bucket
10.0.0.2

Figure 4.45. Detailed overview of information update using MPR nodes.

MPR nodes treat the received Bucket Data Units from the MPR-selector set as local
the the MPR nodes

RegisteredUsersDB repository. A new Data Record Card is created for the processes in

processes using topology server. Figure 4.45 shows

the MPR-selector set using the Topology Server for information dissemination.
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4.11.2 Multiple Network Service Providers

Multiple Bucket Data Units can be encapsulated into one TC message at the MPR node.
This accommodates disseminating updates for multiple nodes in the MPR selector set or
multiple service provider processes using an MPR node. Figure 4.46 shows two nodes
using their MPR for providing network updates.

{ Routing H H DNS |
[ SIb=0 | SID=5674 | SID=6433 |
| IP:0.0.00 | IP:10.0.0.2 | 1P:10.0.0.1 |
| Data=TP | Data=CA | Data=DNS |

| Direction = OUT || Direction = IN_| Direction = IN |
| Ai1:2:5:B:3:4:1 | L:11:2:5:N:3:4:1 | Li11:2:5:N:3:4:1 |
| Data Start =0 | Data Start=0 | Data Start = 24 |
| DataEnd =0 | DataEnd =24 | DataEnd =32 |

TC
Bucket
10.0.0.2

Bucket
10.0.0.1

Figure 4.46. Two nodes using an MPR node when providing network updates.
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4.12 Summary

This chapter outlined the high-level design and architecture of the proposed extensible
event-driven information dissemination scheme for mobile ad hoc networks. Section 4.1
presented an introduction of system components and information repositories. The
section also introduced an example service discovery and binding. Then, in the
subsequent sections, more detailed descriptions of each component and methods used for

interprocess communication and information encapsulation were described.

The next chapter presents the results of performance evaluation experiments and overall
performance analysis of the information dissemination scheme developed in this

research.
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Chapter 5

Information Dissemination:
Experimentation, Testing, and Results

5.1 Overview

In Chapter 4, | presented the detailed design and implementation of an extensible
information dissemination solution and the integration strategies with NRL OLSR routing
protocol. In this chapter, the results of testing and evaluation of the proposed scheme are
presented. | examine the average information dissemination delay and added messaging
overhead and observe the overall performance of the proposed scheme under different
circumstances. This experimental approach uses more realistic scenarios compared to

evaluations performed using simulation.

The rest of this chapter is structured as follows. In Section 5.2, the test configuration of
our experimental evaluation is presented. In Section 5.3, | describe the system
performance metrics that was considered during the experiments. The test platform and
example clients implemented for the experimentations are outlined in Sections 5.4 and
5.5. Then, in Section 5.6, | introduce the system variables used when analyzing the
round-trip delay and message overhead. Section 5.8 contains the results of several
experiments, together with overall analysis and observations. In Section 5.9, a summary

of the evaluation experiments and observations are summarized.
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5.2 Test Configuration

Two test configurations were used: (1) a dense scenario in six nodes; and (2) a real office
environment scenario in presence of other IEEE 802.11 infrastructure-based access
points. The first scenario, the “small apartment scenario,” was a dense scenario with six
nodes in close proximity of each other, as shown in Figure 5.1. In this configuration,
nodes were placed in a small apartment covering an approximate area of 850 square feet
in the following four locations.

= Master Bedroom

= Bathroom

= Living room

= Hallway
This setup further allowed for testing service discovery delay and overhead in a small
mobile ad hoc network with a low level of radio interference caused by other IEEE

802.11 access points.

Figure 5.1. Small apartment configuration
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All the the MANET nodes were running the Linux Fedora Core 5 operating system [29].
Using the IPTABLES [34] firewall available in the operating system, multi-hop network
topologies were created to allow for different number of MPR nodes between source and

destination.
The second test scenario was designed to measure the performance of the proposed

scheme in a real office environment, covering a 20,000 square foot office space area with

radio interference from other IEEE 802.11 infrastructure-based access points. Figure 5.2
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Figure 5.2 Office space test configuration with wireless radio interference from other existing IEEE
802.11 infrastructure based access points.
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5.3 Performance Metrics

The performance of the new proposed service discovery scheme over the OLSR routing
protocol was evaluated based on additional network control message overhead and
information dissemination round-trip delay. Using the NRL Protolib programming
toolkit, service provider and user clients were designed and implemented to facilitate

testing these two attributes.
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5.4 Test Platform

The wireless nodes were Dell Latitude C640 notebook computers with 520 MB of RAM
and Intel ® Pentium 4 CPUs with 1.8-GHz processors. Xircom® IEEE 802.11b wireless
cards were used to provide the wireless ad hoc network connectivity between the
participating nodes. The Fedora Core 5 distribution of the Linux operating system was
installed on all of the notebook computers. | used the NRL implementation of the OLSR
routing protocol for routing and for implementing the information dissemination scheme.
The NRL Protolib programming toolkit was then used for implementing various clients

and service providers in the network.

5.5 Test Clients

The service provider process uses a range of different Service Identifiers to register to the
Topology Server process internally. As described in Section 4.9, these Service Identifiers
provide different quality of service levels using the TC and HELLO message immediate

delivery thresholds. Figure 5.4 illustrates a high-level design of the test clients.

IPC

nrlolsr [ sssssnsnnnnnnnnnsnsnnsnnnnnsl » Test Cllent
ProtoLib ProtoLib
Linux OSI Linux OSI

Figure 5.4. High-level view of the test client implementation.

Figure 5.5 illustrates a network topology with six nodes running the information
dissemination scheme. There are three MPR nodes responsible for forwarding the
information Bucket Data Units (BDU) to their MPR selector sets. In this example, node 2

is transmitting a bucket using a HELLO message and MPR node 3 then encapsulates the
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received bucket into a TC message and disseminates the information through the

network.

Figure 5.5. Network topology with seven nodes including three MPR nodes.

To measure the round-trip delay of an information update, a service provider process
transmits an arbitrary number to the local Topology Server process at the source node for
network dissemination. The TP process at the source node then encapsulates the locally
received update in the Bucket Data Units in an outgoing TC or HELLO message. On
receiving the packet at the destination, the Topology Server extracts the data. The client
receives the information update at the destination node and increments the number to
indicate successful receiving and processing of the information update. The time elapsed
between generation of an arbitrary number at the source node and receiving the
acknowledgement from the client process is measured and recorded as the round-trip
delay. Figure 5.6 shows the interaction of an example service provider and a client.
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Figure 5.6. Round-trip delay for test client.

The information dissemination round-trip delay includes the new service registration
delay, processing delay at each node, transmission delay of the wireless links between
nodes, and forwarding delay caused by forwarding the TC messages that contain the
information Bucket Data Units. The message overhead is calculated by measuring the
number of Bucket Data Units encapsulated in the outgoing OLSR routing protocol TC

and HELLO control messages.

Figure 5.7 illustrates a sample output of the client process used for testing the system
round-trip delay. The round-trip delay is calculated by measuring the elapsed time
between transmitting an update and receiving an acknowledgement from a registered

client. The round-trip delay values vary based on wireless link conditions and topology

changes in the network.
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Nrloslir::OnClientTimeout() sending 6111:1 with length=256
GetTimeout=3.636187,GetTimeRemaining=0.000000

Nrloslr::OnClientTimeout() sending 6111:2 with length=256
GetTimeout=13.636835,GetTimeRemaining=0.000000

Nrloslir::OnClientTimeout() sending 6111:3 with length=256
GetTimeout=7.637445,GetTimeRemaining=0.000000

Nrloslr::OnClientTimeout() sending 6111:4 with length=256
GetTimeout=1.638067,GetTimeRemaining=0.000000

Nrloslr::OnClientTimeout() sending 6111:5 with length=256
GetTimeout=11.642760,GetTimeRemaining=0.000000

Figure 5.8. Sample output of the client used for testing messaging overhead.

The message overhead due to Bucket Data Unit control fields is calculated by counting
the number of HELLO and TC Buckets processed at each participating node.

5.6 Test Variables

The following parameters of the information dissemination scheme over OLSR have
been modified to further study the overall performance of the system under different

environments with various amount of network traffic.
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TC Interval

Various OLSR TC intervals are chosen to analyze the effect of topology updates on the

information dissemination round-trip delay. Table 5.1 shows the TC intervals used for

testing.

Table 5.1. OLSR TC Intervals

OLSR TC Intervals

1 (sec) ‘ 2(sec)| 3 (sec) ‘ 4 (sec) | 5 (sec)

Immediate TC and Hello Threshold

As outlined in Section 4.9, different priority factors can be used for providing various

levels of quality of service. These variables control the amount of wait time between

receiving an update from a local service provider and disseminating it through the

network using TC and HELLO messages. The proposed immediate delivery factors are

based on the Service Identifiers used during registering process. Table 5.2 lists all of the

immediate delivery thresholds set based on the different service IDs.

Table 5.2. Immediate HELLO and TC Delivery Factors used for Providing QoS

Priority Factor Variables Bronze Silver Gold Platinum
Immediate TC Factor 0.5 0.25 0.1 0.05
Immediate HELLO Factor 0.5 0.25 0.1 0.05

Service IDs Range

5555 to 6666

6666 to 7777

7777 to 8888

8888 to 9999

Number of MPR Nodes

The number of MPR nodes between the service provider and the registered client is

changed based on Table 5.3. A linear topology is considered to increase the number of

hops between source and destination when testing for average round-trip delay.

Table 5.3. Number of MPR Nodes between Source and Destination

Number of MPR Nodes between Source and Destination

2

3

4

5

6
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Information Update Interval at the Service Provider

Interval of information update also controls the rate of new Bucket Data Unit generation
at the service provider process. To test the responsiveness of the proposed scheme, the

interval of information updates at the origin is changed based on Table 5.4.

Table 5.4. Information Dissemination Update Intervals
Interval of Network Information Update (s)

1 | 5 10 | 20 | 30

Fragmentation Threshold

The information Bucket Data Unit fragmentation threshold is changed based on Table
5.5. This configuration is used to study the overall effect of fragmentation on control
messaged overhead in the network.

Table 5.5. Fragmentation Threshold
Fragmentation Threshold (bytes)

128 256 512 | 1024 | 2048

5.7 Test Runs

Each data set consisted of ten 1000-seconds tests with a network of six nodes. Clients on
the nodes were started by hand, so the source nodes started generating packets before
others. During the test setup time, the destination node was listening but not generating
any packets. Information updates were generated by the source nodes based on the test
variables outlined in Section 5.6. The overall control message overhead and information
dissemination round trip delays were then calculated using the test clients with different
test parameters. Section 5.8 presents the results and performance analysis of the

information dissemination system based on the gathered data.
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5.8 Results and Analysis

This Section presents the results of the experiments. First the round-trip information
dissemination delay results for both test scenarios are presented followed by the control
message overhead data. These results are further analyzed and evaluated in the following

sections.

5.8.1 Round-Trip Information Dissemination Delay

To test the effect of the number of MPR nodes on the average round-trip information
dissemination delay, nodes are configured with a TC interval of one second and the
number of MPR nodes between the service provider and the user is changed. It can be
seen from Figure 5.9 that the number of MPR nodes between the source and destination
nodes has a direct impact on the round-trip delay of information dissemination in the
network for the office space test scenario. However, the average delay is not affected in
the small apartment test scenario where nodes are located in close radio range and links
are experiencing a low level of wireless interference from other IEEE 802.11-based

access points.

Table 5.6. Average Information Dissemination Round-Trip Delay for Two Test Scenarios

Number of MPR Nodes 2 3 4 5 6
Small Apartment Delay (s) 1.56 1.65 1.63 1.57 1.6
Office Space Delay (s) 2.8 3.2 3.2 3.4 3.9

The average information dissemination delay is calculated using the average round-trip
delay specified in Equations 5.1.

Average Information Dissemination Delay = 1/2 x (Average Round Trip Delay) (5.1)

Average information dissemination delay results are presented in Table 5.7.

Table 5.7. Average Information Dissemination Delay for Two Test Scenarios

Number of MPR Nodes 2 3 4 5 6
Small Apartment Delay(s) 0.78 0.825 0.815 0.785 0.8
Office Space Delay (s) 1.4 1.6 1.6 1.7 1.95
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It can be seen that the link interference present in the office space scenario can
significantly increase the overall latency for information dissemination in a wireless
mobile ad hoc network. Also, in a small network setup where nodes are located in close
proximity, increasing the number of MPR nodes does not increase the average delay in

the network.
Number of MPR Nodes and Round Trip Delay

4.5

3.5

2.5 4

Delay (secods)

1.5 1 ~—

0.5 A

1 2 3 4 5
Number of MPR Nodes

=#=Small Apartment Average Round Trip Delay (seconds) ==0=0ffice Space Average Round Trip Delay (seconds) ‘
Figure 5.9. Round-trip delay for two test scenarios.

TC Interval and Round Trip Information Dissemination Delay

Table 5.9 summarizes the average information dissemination round-trip delay results

measured for the office space test scenario. Figure 5.10 further illustrates the results for a
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network with six MPR nodes using various TC intervals and immediate delivery
thresholds.

Table 5.8. Office Information Dissemination Delay Test Results (s)

Immediate Threshold TC Interval 2 3 4 5 6
1 Normal 2.13 3.8 3.5 3.6 3.8

0.5 Bronze 1.75 2.5 3 2.4 2.6

0.25 Silver 1.54 2.22 2.3 2.2 2.4

0.1 Gold 1.28 2.15 2 1.5 1.7

0.05 Platinum 1.16 1.19 1.2 1.3 1.2

The data further show that by decreasing the immediate delivery threshold shorter round-
trip delay values can be achieved. It is interesting to note that the 0.05 immediate delivery

factor can further reduce the average round-trip delay of the system to 1.3 seconds for all
test scenarios.

6 MPR - Round Trip Latency

Platinum
o
o
N
[2]

) Gold
e
|_
e
©

2 Silver
©
[a)]
ot
©

T Bronze
)
=
E

Normal

0 0.5 1 1.5 2 2.5 3 3.5 4
Round Trip Delay
==@==TC Interval = 2 U™ 1c interval = 6 =¥ TC Interval = 4

Figure 5.10. Office space information dissemination round-trip delay using six MPR nodes.

84



Time sensitive applications, such as multimedia traffic, can use higher priority service
levels to achieve faster discovery and better overall performance. When the number of
MPR nodes between the origin and the destination is increased, the immediate delivery
factors are more effective in reducing the average round-trip delays. For instance, when
there are only two MPR nodes between the service provider and the user, the average
round-trip delay is not significantly reduced by the immediate delivery available in the
proposed scheme. However, with six MPR nodes between the source and the destination,
when using an immediate delivery factor of 0.05 the average delay is reduced to 1.2 from

3.8 seconds.

Service Discovery Time after Information Convergence in the Network

The service discovery latency after network convergence is measure by first starting the
service provider process at the origin node and then starting the client process at the
destination node after waiting for a total information convergence in the network. It can
be realized from the results shown in Table 5.9 that the service discovery time after a full

network convergence is independent of the number of MPR nodes.

Table 5.9. Service Discovery Time and Number of MPR Nodes

Number of MPRs 2 3 4 5 6

Service Discovery Time (s) 0.26 0.227 0.252 0.26 0.246

Additionally, adding more service providers to the network does not have a direct impact
on the service discovery time of other available services in the network. Table 5.10

summarizes the service discovery time measurements for different of numbers of service

providers.
Table 5.10. Service Discovery Time and Number of Service Providers
Number of Service Providers 1 2 5 10 20
Service Discovery Time (s) 0.235 0.265 0.257 0.26 0.246

Figures 5.11 and 5.12 further illustrate the service discovery time for various number of
MPR nodes and service providers. Test results further show that the service discovery
latency after network convergence for both scenarios is independent of the following

factors.

85



= Number of MPR nodes
= Number of service providers

= Wireless link conditions in the network

Service Discovery Time after Convergence

0.5

0.45

0.4

0.35

0.3

0.25 ~. o . S——

0.2

0.15

0.1

Service Discovery Time (Seconds)

0.05

Number of MPR nodes

Figure 5.11 Service discovery time after information dissemination convergence for the office test

scenario.

86



Service Discovery Time after Convergence

0.5

0.45

0.4

0.35

0.3

»

0.25
4
0.2

0.15

0.1

Service Discovery Time (Seconds)

0.05

Figure 5.12 Service discovery time after information dissemination convergence for the small

5.8.2 Control Overhead and Update Frequency

10

apartment scenario.

Number of service providers

20

25

The amount of control overhead introduced by the proposed information dissemination

scheme is proportional to the information update intervals at the service providers. Table

5.11 shows the results from testing in both the small apartment and office space

scenarios. It can be seen that by increasing the update intervals at the service providers,

the average control message overhead is significantly reduced in the network. This
overhead is introduced by the control fields in the Bucket Data Units added to OLSR’s

outgoing HELLO and TC messages.

Table 5.11 Control Message Overhead Caused by Encapsulating Bucket Data Units in HELL O and

TC Messages

Update Interval (s)

1

5

10

20

30

Overhead (bytes)

23664

4530

2468

1138

762

Figure 5.13 shows the same results for update intervals of 1 second to 30 seconds. This

test scenario is conducted for one client over 1000 seconds.
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Average Control Message Overhead
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Figure 5.13. Average overhead caused by information dissemination and update intervals.

When more service providers are added in the network the amount of message overhead
is increased as expected. Table 5.12 shows the data for 1 to 10 service providers in the

network running for 1000 seconds and providing updates every 10 seconds.

Table 5.12. Measured Overhead for Different Numbers of Service Providers
Number of Service Providers 1 2 5 10
Overhead (bytes) 4527 9028 22579 44782
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Control Overhead and Number of Service Providers
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Figure 5.14. Control overhead caused by increasing the number of service providers in the network.

Bucket Data Unit fragmentation threshold can also have a direct impact on the control
messaging overhead in the network. As can be seen from Table 5.14, the amount of
control overhead is significantly increased when the fragmentation threshold is decreased

for the outgoing Bucket Data Units in the HELLO and TC messages.

Table 5.13. Overhead Caused by Fragmentation

Fragmentation Threshold (bytes) 128 256 512 1024 2048

Control Overhead (bytes) 39530 19765 9876 4950 2468

For this test case, a service provider is transmitting data with the original size of 2 KB.
The information is updated every 10 seconds. The test runtime is 1000 seconds and the
fragmentation thresholds are changed based on Table 5.13. It can be seen from Table
5.14 and Figure 5.15 that when no fragmentation is used for dissemination, the added
messaging overhead is 2468 bytes. As the fragmentation threshold is reduced to 128

seconds, the control message overhead is also increasing significantly to 39530 bytes.
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Fragmentation Threshold and Overhead
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Figure 5.15 Control message overhead is increased when the fragmentation threshold is decreased
for the Bucket Data Units

From Figure 5.15 it can be realized that by increasing the fragmentation threshold and
avoiding Bucket Data Unit fragmentation, the overall messaging overhead can be
reduced. Fragmentation is beneficial only when multiple service providers are using the
Topology Server for information dissemination and some have large Bucket Data Units
requirements. The fragmentation scheme can help to ensure the same level of access to
all users regardless of the size of information updates. Fragmentation can also be used to
improve the overall performance of the protocol when the MAC layer is enforcing a

fragmentation size smaller than the data encapsulated in the Bucket Data Units.

5.9 Summary

In this chapter the overall experimentation approach for testing average information
dissemination round trip delay and control message overhead metrics was presented. An
example test client for testing these metrics was introduced. Multiple scenarios of priority

delivery were tested and data was gathered on round-trip delivery delay and messaging
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overhead. The next chapter concludes this work with a summary, a list of contributions,

and closing remarks.
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Chapter 6

Conclusion

This chapter summarizes the research, outlines contributions of this work, and presents

directions for future research.

6.1 Summary

This research focused on the information dissemination component of service discovery,
specifically to mobile ad hoc network environments based on integration of service

discovery with the Optimized Link State Routing (OLSR) protocol.

In this thesis, we discussed the need for an extensible information dissemination solution
for mobile ad hoc network environments. The inability of current service discovery
schemes to effectively deal with unstable topology conditions due to rapid changes in
links and node mobility in MANETS was discussed next.

An event-driven programming interface to the NRL implementation of the OLSR routing
protocol was formulated. This programming interface was used to separate the routing
process from NRL OLSR. The independent routing process was then tested and proved to
be capable of receiving topology updates from the OLSR topology server process based

on link and neighbor changes in the network.
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A priority-based message delivery framework was then integrated with NRL OLSR to
allow different levels of quality of service for information dissemination in the network
for delay sensitive applications. To enhance the performance of the information
dissemination scheme when operating in wireless networks with various medium access
control (MAC) layer fragmentation threshold settings, a bucket data unit fragmentation

mechanism was implemented.

Our proposed information dissemination scheme was then deployed in a real wireless ad
hoc environment for further validation and testing. We presented and discussed the
results of our experimental evaluation of the proposed information dissemination scheme.
The metrics of interest were messaging overhead and information propagation round-trip
delay. We deployed six nodes running the information dissemination scheme integrated
with NRL OLSR in two test MANETs. One MANET was across an 850-square foot.
residential apartment and the other MANET was spread across a typical office building
with medium to high levels of link radio interference caused by other IEEE 802.11

infrastructure-based access points.

6.2 Observations

We observed that the link-state nature of our service discovery solution has helped it to
be more adaptive to topology changes. The overall service discovery and selection was
improved in the event of network partitioning and wireless link changes. It was also seen
that service discovery times after information convergence in the network were
independent of the number of MPR nodes between the service providers and clients.
During the experimental evaluation of the proposed scheme it was observed that the
service discovery latency after information convergence is independent of wireless radio
interference and link conditions. We confirmed that our immediate message delivery
scheme has provided superior quality of service to registered users in presence of radio

interference and other delays caused by MPR nodes message forwarding.
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6.3 Contributions

In this work, I introduced a new extensible information dissemination scheme that is
integrated with the Optimized Link State Routing protocol to address the challenges of
service discovery in mobile ad hoc networks. | presented a detailed design of the
information dissemination scheme based on the Naval Research Laboratory’s ProtoLib
network protocol programming framework. The proposed scheme supported various
network services with different message sizes and service discovery requirements. A
reusable event-driven programming interface to the NRL OLSR routing protocol was
designed and implemented. This programming interface can be used by other
management and monitoring clients on the network for receiving real-time updates about
link and topology changes as seen by OLSR. | developed a solution that separates the
routing process from the NRL OLSR routing protocol, thus making OLSR a topology
discovery protocol. This can further facilitate the implementation of various routing
algorithms based on other metrics such as the signal-to-noise ratio (SNR) of wireless
links or the nodes’ level of cooperation when forwarding messages in the network. A
priority message delivery scheme that provides different levels of quality of service for
information dissemination in mobile ad hoc networks was designed and implemented. To
ensure fair use of the transport media for users with various message size, a
fragmentation solution was considered. Finally, the system performance metrics were

further analyzed and evaluated using real-life scenarios.

6.4 Potential Future Work

The next step for this work is to make the source code for the information dissemination
scheme based on NRL OLSR available. To accomplish, the source code needs to be made
more robust and the proper accompanying documentation created. Using the ProtoLib
programming toolKkit, various other test clients can be implemented for discovering

multimedia services such as Session Initiation Protocol (SIP) servers and video streaming

94



servers in mobile ad hoc networks. This can further prove the application of our proposed

information dissemination scheme in more real-life scenarios.

A large scale deployment of the proposed information dissemination scheme can be
modeled with network simulation tools. This would allow for further validating the
scalability of the system using mobility models and scalability techniques.

Other MANET monitoring clients can be implemented using the event-driven
programming interface to NRL OLSR that we have formulated as part of this research.
These monitoring clients can be further used for receiving real-time updates of OLSR

topology and link changes.

Based on the independent routing process and the event driven programming interface
that was designed, other routing algorithms can be easily implemented. These new
routing algorithms can easily use our information dissemination scheme together with a
list of available resources in the network. Routing decisions can be based on other
metrics such as the node’s level of cooperation in the topology, the energy and computing
resources available at participating nodes, and the signal-to-noise ratio (SNR) values of
the wireless links.

This approach further allows the MANET to operate as a cohesive system when

providing connectivity to mission critical applications, such as a communication network

used in a disaster response situation.
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