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[bookmark: _Toc481073875]Executive Summary

	The main project deliverable was a website for R4 OpSec (r4opsec.com). The purpose of this website is to display information about the company’s services and be able to accept résumés for new hires. The company is owned by Joe Romagnoli and is based in Chantilly, VA. The company works in the field of background investigation checks for the federal, state, and local government, as well as the civilian sector. The background investigation process starts with a company or a government agency reaching out to independent companies that handle an investigation of a new hire to that company. A background investigation usually includes verifying identity, past employment, credit history, and criminal history. The process can take anywhere from a week to a month, depending on how quickly the company is able to verify a person’s information given what the person provides to the company (i.e., proof of past education, W2 forms, date of birth, etc.). The website has a home landing page that displays images and text. There is a section explaining what services the company provides. Another section to display a simple about-us description. Finally, there is a button that brings a user to another page to upload a résumé. There is an admin login page, too, where employees at R4 OpSec can view past submissions. An admin can download the résumé, delete the submission information, search past submissions, or mark submissions as “pending”, “accepted”, or “rejected”. The admin is also able to create new admin accounts, edit their email address, or change their password from the same screen. The client needed the website to be fully functional in about 90 days. The client did not have a basic design in mind. Though, the client did provide a basic website that we could reference for when we were thinking of designs for this website. In November, the client had purchased a year subscription from GoDaddy.com to host his website. We did raise concerns we thought the client should know about when it comes to shared web hosting, which we shall discuss in the report (Section 3.2.5). Lastly, the client wanted to make sure that this project would be expandable, and in the future, other groups or employees of R4 OpSec would be able to build upon what we delivered.












[bookmark: _1orlt8ok3yz0][bookmark: _Toc479702407][bookmark: _Toc481073876][bookmark: _41v6k2nwr5ie][bookmark: _Toc479702408]1 Introduction
[bookmark: _jhtjck1cz8f2]	We will give a broad overview of our project and introduce what will be discussed in the remainder of the report. This section will also discuss who worked on this project, and the client that proposed this project to the Virginia Tech Multimedia, Hypertext, and Information Access (CS4624) Computer Science class in Spring of 2017. 

[bookmark: _hzpw2f7m5jws][bookmark: _Toc479702410][bookmark: _Toc481073877]1.1 Report Overview
	The next sections include the user manual, the developer manual, lessons our group has learned from the project, acknowledgements, and references. The user manual will be useful for any end-user to understand how they would use the website for uploading résumés, or if they are an administrator at R4 OpSec, they can find out how to login to the admin home page. The developer manual will lay out everything a group that is going to continue this project needs to know. Finally, the lessons learned section will include some of our experiences working on this website, and provide future project workers information about how to avoid some pitfalls we encountered.
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[bookmark: _Toc481073878]2 User Manual
[bookmark: _tgvhqxzb99jg][bookmark: _Toc479702412][bookmark: _Toc481073879]2.1 Introduction
	The user manual section will be useful for any kind of user that is navigating the website, including employees at R4 OpSec that need to access résumé submissions on the admin homepage. Personnel planning to continue working on this project are encouraged to review the user manual, too.

[bookmark: _oydbcdrwyfob][bookmark: _Toc479702413][bookmark: _Toc481073880]2.2 R4 OpSec Website Description and Navigation
In order to navigate the website, the user can either scroll through all of the sections, or click the button on the navigation bar for each section to make the webpage scroll quickly to that section. The navigation bar and the buttons are pictured in Figure 1. The landing page is composed of a home, about us, services, careers,  and contact-us section. Each of these have their own sections clearly defined by a title at the beginning of the section, and a wide margin to help define the start and ending of the next section. Figure 2 is a continuation of Figure 1 (while Figure 3 is a continuation of Figure 2). 


[bookmark: _kwyk2qi40isc][bookmark: _Toc479702414][bookmark: _Toc481073881]2.3 User Submitting Résumés
 Once a user reads about the R4 OpSec company, they can click on the “Enter Info” button in the careers section if they are looking to apply to work for the company. The “Enter Info” button appears in the upper-middle of Figure 3. Clicking on the button navigates to a new webpage, the submission page, pictured in Figure 4. On this page, the user can input their information, including their first name, last name, and email address. The last field allows a user to upload their résumé. All fields are required in order to press “Submit”, and the webpage will notify the user if a field is not filled in. After submitting their information, a confirmation page will come up and thank the user, then direct them back to the top of the main landing page.

[bookmark: _ceb89ifip3xw][bookmark: _Toc479702415][bookmark: _Toc481073882]2.4 Administrator User
If an employee (or administrator) from R4 OpSec is accessing the website to view the past résumé submissions, they can find the login button at the bottom of the page, as seen circled on the bottom of Figure 3. Once the employee clicks on the button, it will navigate the employee to the admin login page which is presented in Figure 5. The employee must have an admin login in order to get to the admin home page. If they have a login, but forgot their password, they are able to reset their password from this page, too. After logging in, the admin is presented with a table view as seen partially in Figure 6. They can browse past submissions, or search by first/last name. The search field also allows the user to look for submissions from a specific day. Each column can be sorted in ascending or descending order. The admin user will be logged out automatically after 15 minutes of inactivity. If the admin user is finished, they can logout manually. If an admin user needs to change their email address, they can edit that information in the admin settings found in the upper right of Figure 6. In the settings section, the admin is also able to create more admin accounts. In order to assure a backup of the records are maintained, any admin can click on the “Export Entries” button to the right. This will download a “.csv” file, which then can be read by the website later to restore the entries in the future.   
[image: ]Figure 1 – Top of landing page for r4opsec.com


			[image: ]
Figure 2 – Middle of landing page for r4opsec.com, showing services section
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Figure 3 – Middle and bottom of landing page for r4opsec.com, showing careers and contact-us section, with the admin button in the bottom right
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Figure 4 – Submission page, navigate to it by pressing “Enter Info” on landing page
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Figure 5 – Login page for admins, accessible by clicking “Admin” on bottom of landing page
[image: ]
Figure 6 – Admin home page, showing a table view of past submissions

[bookmark: _Toc481073886]3 Developer Manual
[bookmark: _yrd2fr3wfjbu][bookmark: _Toc479702419][bookmark: _Toc481073887]3.1 Introduction
 	The Developer Manual sections is useful for personnel who would like to know the inner workings of the website. The work was split into front-end and back-end teams, so a person wanting to work on this website will have a good idea of how the two components were done, and how they work together. 

[bookmark: _lq8zovpiu6u0][bookmark: _Toc479702420][bookmark: _Toc481073888]3.2 Requirements
[bookmark: _Toc479702421][bookmark: _Toc481073889]3.2.1 Client Requirements
	Once the group and client were in contact at the end of January, the client told us what he had in mind for a website and what functionality he wanted the website to handle. Firstly, the website needed to have a home screen/landing page which displayed what the company is, as well as a company logo. The website also needed to display a link to where candidates can submit a résumé and contain a way for admins to view the submitted files. A services section is included to describe what the company provides to potential clients wanting R4 OpSec to run the background checks. Lastly, basic company contact information needs to be displayed on the page. Regarding the back-end, the client had already purchased a domain through GoDaddy.com to host the website [7]. The submission page (which is displayed when a user clicks “Enter Info” in the careers section of landing page) lets users upload documents which are then stored on the server, and can be viewed online if an administrator logs in. The client mentioned the website needs to be expandable; much of potential future work is discussed in Section 4.5.

[bookmark: _Toc479702422][bookmark: _Toc481073890]3.2.3 Project Practicality
The website was designed with each end-user (including administrators) in mind. We understood this website will be viewable to any person who comes across it. We assured the layout is simple and intuitive to navigate. 
By the first week of February we had planned we would use a single webpage where the user is able to scroll through all the sections. Having one webpage with multiple sections makes navigating simple because users will not have to worry about clicking around to different pages. The only separate page a user will have to be concerned with is the submission page. This is its own dedicated webpage to help the user focus on submitting a résumé. In order to get to the submission page, the user just has to click on the “Enter Info” button in the careers description section on the landing page.
As for administrator users, we placed the admin login button at the bottom of the landing webpage so it is out of the way of people browsing the website, but easy to access for employees/administrators. After clicking the admin login button, it brings the administrator to the login page. The page allows the administrator to log in, or if they forget their password, they will be able to reset it there. Only administrators need to login; the users do not require logging in or creating an account to submit a résumé. Once an administrator logs in successfully, they are presented with a different webpage that displays a table of information. The table of information includes rows of past submissions. Each row will display the first and last name, the email and the date they had submitted the PDF file. On the top of the table view, there is a search input box, which filters out the table rows based on the name typed in the search box. 


[bookmark: _Toc479702423][bookmark: _Toc481073891]3.2.4 Timeline
Along with understanding what features the client required for the website, the group had to come up with a timeline that would realistically lay out how long it would take to develop and publish all necessary features. The timeline also includes weeks towards the end, when a feature, needed to be tested. The timeline starts on January 30 when the group received approval from the client and Professor Edward A. Fox. The client emphasized the need for having some basic web design up and showing text he provided in the home, services, and contact sections by February 17. However, due to some required verification steps that the client had to go through with other coworkers at R4 OpSec, he was unable to provide us with key information to publish on the website until the week of April 24. Therefore, some items in Table 1 below were pushed back by a few days. Aside from that, the other deadlines did not need to change by much because the final website was completed in the background. The information needed to be displayed on the home page (including services, about us, and contact sections) was added in later.
Another key point on the timeline is that we agreed to check in with the client every two weeks. Checking in with the client involved giving an update of what has been finished already by email or over the phone. These meeting dates were important to assure both the group and the client are on track to develop features on time, but also make sure that the feature we are adding at that time is done correctly as per the standards of the client. Unfortunately, it was not until April 24 that we got most of the feedback we had needed, because the client had been to busy to respond to our updates. When a new feature was added, we dedicated time to refining the feature by testing it later on. We confirmed that the feature performs as intended. The feature testing was wrapped up in the late April, though, as discussed with the client, we dedicated the rest of April to quality testing as needed.
	We made sure the client was aware of the week of Spring Break for all Virginia Tech students, so the client would know that it was possible that some group members may not be fully available at that time. Lastly, the timeline also mentions the due dates of assignments for this project in class. Some assignments required the client's input. For example, at the semester end the client gave a rating for the quality and quantity of work we delivered by the end of April. All final improvements, features, and class project reports was to be submitted by May 3. 



Table 1 - Timeline Table - timeline for project development  
	Task
	Original Date
	Actual Date 

	Milestone 1: Team Organization

	Receive and review client's notes/outline by Feb. 1st
	February 1
	February 1

	Check in with client for outline review, break into front-end/back-end development teams
	February 3
	February 3

	Milestone 2: Lay out and Design of Website / Incremental Implementation

	Version 1 draft of website with simple home, services, and submission page 
	February 15
	February 17

	Check in with client, add image/videos/format text, and make version 1 of website available for public. 
back-end Team: research into document uploads and admin account management
	February 17
	February 20

	Add pages/sections to Bootstrap layout, start testing for usability, create submission page
	February 24
	February 28

	Check in with client, demo version 2 of website for feedback, submit project progress report (for class)
	March 2
	March 2

	Virginia Tech Spring Break
	March (4 - 12)
	-

	Have feedback from client implemented, admin login page and admin homepage complete
back-end team: set up database   
	March 17
	March 22

	Check in with client for feedback
back-end Team: File submission acceptance complete 
	March 24
	March 24

	More usability testing for webpages 
back-end Team: Test server up and running, admin home page to display submissions correctly
	March 27
	March 27

	Have additional feedback implemented
	March 31
	March 31

	back-end Team: Admin home page completed with search and management for records, admin account creation and login sessions implemented
	April 3
	April 7

	Check in with client, second demo for version 3
	April 7
	April 7

	Complete functionality for document uploads, admin home page, search and management functionality for admins
	April 14
	 April 26

	Milestone 3: Usability, admin login, submission testing 

	Check in with client, discuss usability testing
	April 21
	April 24

	All webpages complete usability testing 
back-end Team: Security and search testing completed for the back-end
	April 30
	April 26

	Final website live with full functionality, continue working on project report (for class)
	May 1
	April 28

	Milestone 4: Final Client Check / Project Finalization 

	Final presentation and submission for project report (for class)
	April 27 / May 2
	 April 27

	Final check with client, send project report to client
	May 3
	April 28


      


[bookmark: _Toc479702424][bookmark: _Toc481073892]3.2.5 Group Input and Concerns
The group assumed that we would be designing a website that would have to handle submissions securely, so we started planning to build a secure website that would run on a private web hosting site. The problem was that the client emailed us during the first week of February informing us that he had already purchased a domain name and web hosting service through GoDaddy.com [7]. We were concerned with the issues that many public web hosting services have had in the past. If one website is effected by heavy traffic or website overloading attacks, other websites running on the same server would be negatively affected, too. We were also concerned with the fact that we are forced to use PHP for back-end development because it is inherently insecure. PHP has been around for a long time; anyone that is an expert in the language can easily exploit any uncovered loopholes in the code. 
We were able to write a letter to the client letting him know of our concerns and provided alternatives to shared web hosting. We recommended private virtual servers like Linode [9] and Digital Ocean [10]. We explained simply that using one of the private virtual servers would help avoid some of the security risks found in public hosting websites. We also let the client know that the cost of these private servers is relatively the same as what he had paid for the GoDaddy.com subscription [7]. The client responded to our letter telling us that he would like to stick with the subscription that he had already purchased because the funds for this new business were not available yet. Also, because users will only be uploading résumés that contain public information, security is not as big of a risk as previously indicated.
[bookmark: _Toc479702425][bookmark: _Toc481073893]3.2.6 Wireframe Design
	Initially, the client specified a design philosophy that was to be simple, with an example website being patgroupi.com [1], shown in Figure 7.

[image: ]
Figure 7 - Patriot Group International Website - example provided by client (patgroupi.com)

	The design of this page is fairly simple, with a navigation bar at the top, and a strong, eye-catching image on the landing page. The few options on the navigation bar avoids overwhelming a person that is visiting this website for the first time. The color scheme used relies on only a few colors. All the text for the paragraphs are in the middle of the page, so the user’s eyes do not have to read from the left of the screen to the right. Our group took this structure and applied it to our website plan, and after several iterations, we arrived at this page structure, shown in Figures 8a, 8b, 8c, and 8d in wireframe form. Every section has been designed, however only example pages are shown here. The wireframe was designed using a free license of the software Balsamiq Mockups [5]. Figures 8a, 8b, 8c, and 8d are all made with the Balsamiq Mockup tool. These designs were meant to act as a starting point for how to website will look. The final product seen in Figures 1, 2, 3, 4, 5, and 6 represents the final product.




[image: Home.png]
Figure 8a - Main landing page – submission, about us, and contact sections below the 	main section















[image: C:\Users\Zachary\AppData\Local\Microsoft\Windows\INetCacheContent.Word\figure8c.png]


























[bookmark: _87z5329x70v8][bookmark: _Toc479702427][bookmark: _Toc481073894]3.3 Design
[bookmark: _Toc479702428][bookmark: _Toc481073895]3.3.1 Introduction
	Now that we have discussed how the website was planned to look, we will go into more detail about how the website was designed.  
[bookmark: _Toc479702429][bookmark: _Toc481073896]3.3.2 Approach
[bookmark: _Toc479702430][bookmark: _Toc481073897]3.3.2.1 Components and Tools
	HTML, CSS, and JavaScript accounts for the front-end visual components, PHP for the back-end, and MySQL for the database software. The client had already set up a host server with GoDaddy [7]. This restricted us to only basic management options, including FTP file transfer and viewing usage limits and statistics. 

[bookmark: _Toc479702431][bookmark: _Toc481073898]3.3.2.2 Data Flow
Most of the information and text/multimedia on the public webpage is static, including the contact and services subpage as seen in Figure 8a. The biggest chunk of actual data flow involves the submissions and admin pages. The submissions page allows the user to upload a document file, store it in private storage, and keep a copy of the URL in our database. The admin page reads and write data from our database, primarily involving the submissions. 

[bookmark: _Toc479702432][bookmark: _Toc481073899]3.3.2.3 MVC
Following the Model View Controller architectural pattern, our models includes administrator and file. Our views of the architecture includes pages such as the homepage, submission form, as well as the administrative portal (administrator login page). After a submission has been made on the submission page as in Figure 8b, an additional page will be displayed confirming the submission has been received.
Finally, our controllers allow for data transfer between the MySQL database and our views. Most of our controllers include displaying submission information and validating an administrator’s session in the Administrative Portal. 
[bookmark: _Toc479702433][bookmark: _Toc481073900]3.3.3 Front-End
When thinking of an initial design, we had to consider the most intuitive way users can interact with the website efficiently. Ideas included either linking multiple pages to different components of the website, or having one page which contained all the necessary information. We also needed to consider how the website would look on a mobile device once the site is functional.

[bookmark: _Toc479702434][bookmark: _Toc481073901]3.3.3.1 UI Constraints
One issue we came across when using multiple pages for each section of the website was having enough content on each page. Since the company is fairly new, there is a limited amount of information which can be available to the public. Our other method of using one page dealt with a security issue. We did not want any user to have access to possibly sensitive information. To handle the mobile compatibility issue, we decided to use Bootstrap [6] to account for this. This way, the website will be intuitive to use for both mobile and desktop users.
[bookmark: _Toc479702435][bookmark: _Toc481073902]3.3.3.2 Homepage
For our design, we decided to combine these two ideas to have one page as a landing page that any user has access to. This page contains a careers section, an about us section, a services section, and a contact-us section. At the top of this page, there is a toolbar containing the different sections of the site. When clicked, it will smoothly scroll the user to that section of the page. The toolbar will also always be displayed at the top of the screen no matter which section the user has navigated to. We also include a home icon in the top left of the screen which will link to the homepage.
[bookmark: _Toc479702436][bookmark: _Toc481073903]3.3.3.3 Admin Page
	At the bottom of the homepage, a link is provided for admins to log in to view submitted résumés. An admin will also be able to log in here as well to create new admins or to view entries in the table. This page is a table which can be sorted by name or date, has the ability to delete entries, and contains a download résumé option.
[bookmark: _Toc479702437][bookmark: _Toc481073904]3.3.4 Back-End
The client’s decision to use a shared hosting instance requires us to use PHP and MySQL. Since PHP has many security pitfalls, we were especially careful in implementing the back-end.
With a simple database design, our main focus was to make the data transfer operations as secure as possible using a variety of measures, including CAPTCHAs and rate limiting. Most of our work was done in the middleware with PHP, with occasional linking with our MySQL database. 

[bookmark: _Toc479702438][bookmark: _Toc481073905]3.3.4.1 Database Design
The MySQL database for this website consists of two tables: Admins and Submissions. The admin users table contains the columns: username, password, email, auth_ip, auth_time, and is_super_admin. The username and password authenticates a valid administrator’s login session, and the is_super_admin boolean checks for the “first,” master admin. The is_super_admin boolean is utilized when creating new administrators. Only the “super” administrator will be able to create new administrators. In the case where the super administrator is no longer working on the web application, the super administrator will be able to “promote” other administrators to the super status. The password field is hashed with the Bcrypt algorithm and salted with the email field [12]. The email field is present so admins can recover or change their passwords. The auth_ip and auth_time fields are used for added session security features.
The submissions table contains the columns: email, first name, last name, résumé_path, submission_date. More fields may be necessary in the future and can be added with complete backwards compatibility.

[bookmark: _fpf6zxmmfo17][bookmark: _Toc479702439][bookmark: _Toc481073906]3.3.4.2 Safety Measures
There were several approaches to implementing safety procedures for our back-end database, in terms of backing up our data. There are three primary reasons that we wanted our database to be backed up frequently.

-Accidental/Intentional Database Wipes
-Recover a specific version of our database
-Unplanned crashes and/or data corruption

A simple and straightforward approach to backing up our database is to have a .csv file exported saving all of the table entries. This can be done through the admin home page by clicking on the export option. This provides a plain “.csv” file with the SQL commands that make up our database. What this essentially does is it deconstructs our database from the bottom up, providing us with a series of commands that rebuilds our database from scratch. This text file can also be constructed via SSH. We can create a dump of the SQL database using the command

$ mysqldump -u admin -p`cat /etc/psa/.psa.shadow` dbname > dbname.sql

Here admin is the username, dbname is the name of our database, and dbname.sql is the name of the file we want to export. 
[bookmark: _Toc479702440][bookmark: _Toc481073907]3.3.4.3 Form Processing and File Uploads
	Submitted files are stored in a non-public directory, specifically in a directory located in the public_html folder, where it is not accessed by the public. When the admin needs to retrieve a file, PHP file streaming is used to allow the admin to download the file. 

[bookmark: _Toc479702441][bookmark: _Toc481073908]3.3.4.4 Admin accounts and account sessions
	Admin accounts are implemented with PHP sessions. Once the admin enters correct authentication details, a is_authed boolean is set to true on the server side data store for their session. PHP sessions use cookies, but actual data is stored on the server side and cannot be manipulated by the user. Security measures for user sessions are explained in the security practices, Section 3.3.4.6.All admin related activity will check the current session to ensure that the user is logged in as an admin. Sensitive functionality will additionally require the user to type their password again. This includes super admins creating admin accounts and password changing. 

[bookmark: _Toc479702442][bookmark: _Toc481073909]3.3.4.5 Search functionality
Admins are able to search submission results as follows
Partial matches:
· First Name
· Last Name
· Email
Range searches:
· Submissions before a given date
· Submissions after a given date
· Submissions between two dates

Results sorting: Search results can be sorted in ascending or descending order based on submission date, or alphabetically for any of the fields.
[bookmark: _Toc479702443][bookmark: _Toc481073910]3.3.4.6 Security Practices 
	Prepared statements for database input: SQL injection attacks are eliminated by requiring all queries to use PHP Data Objects (PDOs). This approach uses parameter binding. 

Secure Sessions: Admin sessions are created when a user provides valid login details. For user actions, the authentication checking function will ensure the IP address the user provided when logging in matches their current IP address. This prevents session hijacking. Sessions will time out after fifteen minutes.

Password Hashing: Password hashing ensures that in the case of a database compromise, the password of the user remains safe [3, 12]. This helps protect the accounts of not only the users on the site, but also their accounts on other sites by keeping their passwords private.


We use salted Bcrypt hashing [3, 12], as this is a modern algorithm that is still secure against brute force guessing in the case of a database compromise. We salt the password hashes with a unique string for each admin user, such as username or email, which further protects the hashes against precomputed dictionary attacks. This, along with a password complexity requirement would make cracking passwords infeasible, even if the hashes are publicly known. Admin users have a password complexity requirement, specifically 10 or more characters, requiring numbers, letters, and special characters.

CAPTCHAs and rate limiting: CAPTCHAs are  used on the submission page to prevent malicious users from using bots to spam the submission form [13]. Rate limiting is used for the admin login, to prevent brute force password guessing attacks. The rate limiting method is a “sliding window”, which only allows a certain number of log in attempts per IP in a given time window. 

HTTPS: HTTPS consists of communication over Hypertext Transfer Protocol (HTTP) [14] within a connection encrypted by Transport Layer Security, or its predecessor, Secure Sockets Layer. We use HTTPS in order to prevent man in the middle attacks which could compromise user information in the submitted forms and files. It also protects the authentication system for admin users.

[bookmark: _Toc479702444][bookmark: _Toc481073911]3.4 Implementation
[bookmark: _Toc479702445][bookmark: _Toc481073912]3.4.1 Introduction
	The primary goal of our team was to design and develop a full stack web application capable of accepting résumés for new hires. As a full stack web application, our product required several precise steps to be taken in order to ensure the highest achievable quality. 
	
[bookmark: _nvx30mjcgzdo][bookmark: _Toc479702446][bookmark: _Toc481073913]3.4.2 Group Responsibilities
The work for the project was equally split between front-end and back-end development teams. The teams were decided primarily based on interest/experience to provide as much efficiency as possible. Each team and role is represented in Table 2.










Table 2 - Group responsibility breakdown - each role a group member plays in development
	Zachary Tea
	Manage project communication with client and professor, search support design, meeting note keeper

	Ted Yang
	Web design, back-end web development

	Philippe Gray
	Back-end leader - Designs and implements database structure, authentication, and back-end API. Ensures back-end is scalable, secure, and maintains good data integrity 

	Alex Bierly
	Front-end leader - front-end web development, usability design testing, assisting in client communication

	Tim Springsteen
	Back-end web development and design

	Tommy Hyres
	Front-end web development, assisting in client communication, and image/text/video management



[bookmark: _Toc479702447][bookmark: _Toc481073914]3.4.3 Specifications
	The most complex feature of the background check web application was securely uploading a document file to our database and storing it in an easily accessible, yet secure location. This required knowledge of creating a secure connection with our database and storing a reference to our file in the form of a primitive data type in our database such as a string that refers to the file's URL. We had to also weigh the options of storing our files remotely on a cloud storage service or directly on our hosting service GoDaddy [7].
	Another major feature of our application includes accessing and manipulating data through our administrator portal. This feature required knowledge of displaying data from our database, as well as writing and overwriting data to our database. In addition to this, every administrator’s session must be secure and we must take preventive measures to keep potential hackers from exploiting our login page/process. These required basic knowledge on SQL database operations and more extensive information on security measures to keep our administrative page as private as possible. 
[bookmark: _Toc479702448][bookmark: _Toc481073915]3.4.4 Technologies
[bookmark: _Toc479702449][bookmark: _Toc481073916]3.4.4.1 Used in website
HTML5 - HTML [15] gives the website its structure. Can be thought of as the basic building block of the website.
CSS3 - CSS, or Cascading Style Sheets, communicates with the HTML code to provide the website with design and styling. Without it, the ability to visually customize your website would be lost and the site would likely not be aesthetically pleasing.
Bootstrap - HTML/CSS service that provides basic tools such as dropdown menus, navigation bars, etc.  [6]
PHP - A scripting language used to communicate between the SQL database and the server.
MySQL - MySQL [16] is a database technology and will be used to store and retrieve client information and documents in addition to storing admin users’ credentials.

[bookmark: _Toc479702450][bookmark: _Toc481073917]3.4.4.2 Used during development stages
Balsamiq [5] - Used in early design stages to create an interactive wireframe form of the website concept, in order for the front-end team members to view a common visual as they coded the HTML and CSS.
Github - Web-based Git or version control repository and Internet hosting service [17]. Used to maintain version control throughout the entire process.

[bookmark: _gnl3yav43rm6][bookmark: _Toc479702451][bookmark: _Toc481073918]3.4.5 Code Implementation
[bookmark: _b0u77tpyln3i][bookmark: _Toc479702452][bookmark: _Toc481073919]3.4.5.1 Front-End Code
	For the layout of the landing page, we rely on Bootstrap [6] and HTML [15] to divide the sections up into the home, submission, about us, and contact sections. To make the main webpage look like Figure 9, we must define each div tag with the class as “container.” In Figure 9 we have an example of what each section looks like in HTML.

[image: ]Figure 	9 – Container HTML code
	
	The purpose of defining each section under the class “container” lets the CSS in Bootstrap automatically apply the margin spacing around the section. The purpose of assigning the id property to each div tag is to let the buttons at the top of the screen on the navigation bar, as can be seen in any of Figures 1, 2, or 3, to jump directly to the correct section. Looking at Figure 9, we see that the id is “submission_start”, so when we define the navigation bar to have a button with a href property set to “submission_start”, Bootstrap knows to scroll down to the start of the submission section. In Figure 10, this is what the navigation bar defined in HTML looks like, with the four buttons.
[image: ]
Figure 10 – Navigation bar declaration in HTML

As for the home button, located to the upper left in Figures 1, 2, or 3, we define the same kind of elements as for the other sections, except the href property only takes in a forward slash “/” which represents the start of the webpage.

[image: ]
	       Figure 11 – Defining how to navigation with home button in HTML	

	In order to get to the submission page, which is a separate webpage than the home page, the user can select the “Enter Info” button found in the careers section, see Figure 2. A simple button tag is defined in HTML, and the property of “onclick” takes in a string that defined the location of the separate HTML page we are going to display. In Figure 11 above, we see that one of the last lines includes “href=’html/submission.html” because the submission page is defined as a file called “submission.html”. Once we get to the submission page, the way we are able to accept information from a user that wants to send in their résumé is represented by a few lines of code, at least on the front-end part; the back-end part will be discussed later on in this section. In Figure 12, we see that the tag “form” is used. This HTML tag lets the browser know that information will be typed in and then an action will take place. Within the form tag, we have input tags that represent places to input first name, last name, email, and the résumé to upload. After the button to Submit is pressed, all the information that was inputted will be sent to a PHP script called “upload.php” as see in the same Figure 12.

[image: ]Figure 12 – Submission page form HTML

Finally, we look at the admin login page. The login page is accessible by the login button at the bottom right of Figure 3. Clicking on that link will display a new webpage. The login HTML code looks similar to the way a file would be submitting, but instead of sending user information, it takes a login user name and password, and passes that information to the back-end PHP script. Successfully logging in shows the Admin home page, like in Figure 6 in Section 2. The HTML includes simple table view tags. After the table tag, every row and its information can be displayed as tr tag to organize it. Figure 13 shows how the tags look in the HTML file for the admin login page. 

[image: ]
	Figure 13 – Displaying table view information in admin home page


[bookmark: _e0s41is5a62f][bookmark: _Toc479702453][bookmark: _Toc481073920]3.4.5.2 Back-end Code  
As for the back-end code that handles file submissions and admin logins, we relied on PHP and MySQL. Once the user on the submission page submits their information, the “upload.php” script is called. 
Several checks are in place to make sure the information submitted is acceptable. Acceptable information includes every field being completed, and the file to be a PDF that is less than the maximum size (which is currently defined as a little over one gigabyte). If any of these conditions are not met, we return an error to the user. If the submission is successful, then the file can be moved to the uploads folder, which is located in the directory above. We also check for the CAPTCHA Response to be valid in order to prevent spamming submissions.[image: ][image: ]
Figure 14 – CAPTCHA Response code


	The information from each field is then inserted into our database, followed by a file upload to a private folder hosted by our server, GoDaddy.com [7]. The servers hosted by GoDaddy.com are reported to have a 99.96% uptime, guaranteeing minimal server reliability issues [7]. 
[image: ]
[image: ]
Figure 15 – Submissions code
	
	Several checks are put into place during the actual uploading phase of the résumé file. We make sure that the file is both:
1. A PDF format file
2. Less than our desired maximum upload size.













As for the admin login process, the admin user starts on the login page. Once they input their information it can then be sent to a PHP script to check. 

[image: ]
Figure 16 – Admin login process check

	Once a secure administrator session has been established, we receive all submissions from the database. [image: ]
Figure 17 – Receive all submissions to populate table

[bookmark: _ek4qacoviom3][bookmark: _Toc481073921]3.4.6 Phases & Milestones
	The website project was divided into four milestones. The separation of team organization, design layout, usability testing, and project handover helps provide structure for completing the website. The use of milestones not only helps the group know what task is next, but also helps the client gauge what steps will be taken to complete the project. Table 1 breaks down each task into one of four milestones.
[bookmark: _Toc479702459][bookmark: _Toc481073922]3.4.7 Progress-to-date
[bookmark: _Toc479702460]As of April 28, the website is fully functional and made public. We were able to implement feedback given by the client earlier in the week. The feedback included changing the “Submissions” section to “Careers” and adding a “Services” section. The client also was able to provide content for the sections, and a logo for the R4 OpSec company. The client approved of the home page after the changes were made. The group and the client also reviewed the submissions process, and the admin login features together. Overall the client was pleased with the changes. 


[bookmark: _3zd4ofsnaee6][bookmark: _Toc479702461][bookmark: _Toc481073923]3.5 Prototyping
[bookmark: _Toc479702462][bookmark: _Toc481073924]3.5.1 Prototyping Introduction
	This section will discuss the prototypes that were created during incremental implementation before the final website could be completed. Versions 1 and 2 of the website did not have much functionality, only displayed information on the webpage. Not until version 3 we have file uploads working, admin log in ability, and the admin login page able to populate after submissions were made. 
	
[bookmark: _Toc479702463][bookmark: _Toc481073925]3.5.2 Front-end Steps
	In order to get the prototype up and running on the front-end, our front-end team had to make sure to complete every HTML document that will be displayed to the public. These images can be seen in Figure 1. The landing page and its sections are written in a single HTML file. As in most websites, initial webpage’s file is named “index.html”. The “index.html” rests in the public folder, while the other webpages exist in a folder named “html”. The submission page, admin login page, and the page for confirming a submission are their own HTML files inside the “html” folder. 
After the structure of the HTML files was decided, we were able to polish the layout of webpages to add more style. The choice of blue and light gray color scheme was chosen at the start because it was a similar color scheme to the patgroupi.com [1] webpage the client wanted the website modeled after. The landing page first started as a simple white background with the different sections having a thick blue border around them. Though, to make the landing page more eye-catching, we knew having some high-resolution images in the background would be better than a simple white background. For version 3 of the prototype, we went with simple stock photos. The first photo acts as the background for the top of the landing page (home section). This choice of a server room as a background was not meant to be permanent; it simply was a placeholder to show the client how the background image he will choose will be displayed on the website. The second photo is a close up of a pair of glasses, a pen, and a piece of paper. This background image is behind the services section. The use of the second image was to help make sure the second half of the landing page was not plain and simple, with just a white background. In the past, websites would commonly place images or backgrounds on the webpage so when the user scrolls the image would move as the webpage is scrolled up or down. But our group found it more aesthetically pleasing to use a form of parallax scrolling [11]. This type of scrolling is when an image is static in the background, and text that is in the forefront moves over the background images as you scroll. We define the webpage to show a different background image after a section of the landing page (the submission section) is scrolled over the previous image. 
Along with images, the information and how it is displayed was crucial, too. As seen in the services page, we made sure the text was legible by making the immediate background of the text be a slightly dark color. This did not interfere with seeing the background image, because it is still transparent, seen in Figure 2. 
Now looking at the submission page, we can see the fields all have the placeholder text that helps tell the user what information must be inputted where. Under the title that says “submission” is some text in a dark red font that instructs the user exactly what to do. This assures that the user knows what needs to be done to complete their submission correctly. The webpage also helps make sure the user does not forget any of the fields because it displays a small box by the field asking to complete it.
For the last version 3 prototype webpage, we have the admin login page. This page displays two input fields, a button for logging in, and a button for resetting the password. The components are centered in the middle of the page to help the admin user focus. 

[bookmark: _Toc479700484][bookmark: _Toc479702464][bookmark: _Toc481073926]3.5.3 Back-end Steps
	In order for our back-end prototyping to start, we required several basic front end pages to work with, including a simple submission form with the required fields and submit button, as well as another simple login form with the required fields and submit button for the administrative page. 
As our primary functionality of our website was to securely submit, store, and host user information and user résumé files, we immediately began with the submission functionality of our website. To prevent buggy code from reaching our GoDaddy.com server, we maintained a development GitHub repository, as well as a privately hosted server to test our middleware and database interactions. When we had the upload portion of the code ready, we first injected mock data into our database by hard coding user information and calling the method directly. This was done to simply ensure that a connection with the database was being created, and that our query was correct. After we had this working, we modified the method to receive user input from the text fields in our submissions page, finishing the text portion of our submissions functionality.
As we moved onto the actual résumé PDF file submissions, we needed to slowly migrate back onto our GoDaddy.com host server in order to store a copy of the PDF file in a private directory. This particular location was chosen because of GoDaddy.com’s inherent security, and also because of the simplicity of directly storing any relevant files in the same location as our hosting server. Again, we used direct, hard-coded injections first, ensuring that our logic/code was up-to-par with our desired functionality, and then modified the code to take the user input file as a parameter. 
	Finally, after having the submissions portion of our site completed, we refined the entire process overall, adding a CAPTCHA [13] verification to prevent quick, multiple submissions from the same source. 
	As we moved onto the administrative portion of our web application, we moved back to our private developmental server to create/modify administrators and to display submissions made to our database. Again, we took an incremental approach, starting with the administrative privileges. First, we created a simple login authentication process that utilized the login portal created by our front-end team. This would check the user inputted username and password and reference our database for a match. If the SQL query would return a valid administrator, a secure administrator session will be created, allowing access to the administrative portal. (The actual code for this can be found in Section 3.4.5.) Again, we implemented the hard coding technique in order to guarantee that our actual query and logic was correct, then moved on to actual user input. 
	Finally, we prototyped our actual administrative page, which was mostly front-end intensive. The back-end involvement in the administrative page (list view of past submissions) was limited to retrieving user information, as well as PDF files linked to specific users. This was accomplished with SQL queries based on the search criteria (SELECT * as default). 


[bookmark: _snyz37f877av][bookmark: _Toc479702465][bookmark: _Toc481073927]3.6 Refinement
In this section we show images of the prototype, which were used for usability testing discussed in Section 3.7. The prototype was also the main version that was shown to the client. Also, we talk about some shortcomings of the prototype.


[image: ]
Figure 18 – Prototyping landing page - home


[image: ]
Figure 19 – Landing page, scrolled down to submission/about us sections

[bookmark: _4j8na982lpsf][bookmark: _Toc479702466][bookmark: _Toc481073928]3.6.1 Prototyping Shortcomings
Figure 18 is the first prototype landing page, with a stock photo in the background representing advanced storage services to give first time users a feeling of security when submitting their information. You’ll also see the lingering navigation bar which will take you to the main features of the site (also shown in Figure 19). While we are satisfied with the general design, the prototype design falls short of a 100% professional appearance. We discuss in Section 3.7 how to usability tests were run on this design, and the outcome. 

[image: ]
Figure 20 - Submission page prototype
	
	There are also several security features that the prototype lacks. Chiefly, the site prototype is vulnerable to spam and directed attacks that would put servers at risk of crashing. There are two planned measures to safeguard against this, both of which are discussed in Section 3.6.2. Lastly, there are several missing admin functionalities such as password reset, email alerts, admin sub-accounts, etc. These will also be discussed in further detail in the following section.

[bookmark: _asaclyho30sr][bookmark: _fnxfkbdpbo86][bookmark: _hspa9r3l0kkv][bookmark: _Toc479702469][bookmark: _Toc481073929]3.7 Testing
[bookmark: _wj87ofm8k5y0][bookmark: _Toc479702470][bookmark: _Toc481073930]3.7.1 Website Testing Introduction

	A crucial part of the website design project is to assure that certain tests are done on components including usability, stress testing, privacy/security, and ranking client approval. The usability test and ranking client approval requires actual meeting with people in person to discuss their thoughts of the website layout we have designed. While the stress testing and privacy/security testing can be done with a program. 

[bookmark: _Toc479702471][bookmark: _Toc481073931]3.7.2 Client Approval Testing
The client approval test consists of several features and parts of the website that the client requested, which the client has already graded our implementation as of April 28. We formed Table 3 that lists the components the client will be able to rate on a scale from 1 to 3. The rating of a 1 tells us that the client disapproves the feature, or does not like how it was implemented. A rating of a 2 means the feature or component can include some changes. A 3 means the feature or component passes as is. A section for comments was also including, so the client was able to specify what about the feature needs to be changed. The client was also consulted with about adding other features or components to be ranked. 


   Table 3 - Acceptance testing by client
	Component
	Rating (1 - 3)
	Comments

	Ease of updating or making changes to website in the future
	
	

	Client understands how to website was created and functions
	
	

	Website represents clean design by client standards
	
	

	A user’s ability to submit information is simple to do
	
	

	Website is accessible to all users on desktop or mobile screen
	
	

	Navigation in website is simple and effective
	
	

	Admin account login process is functional and easy for employees to use
	
	

	Admin home page is easy to use and incorporates necessary features
	
	









[bookmark: _Toc479702472][bookmark: _Toc481073932]3.7.3 Usability Testing
	The website was designed by the group’s own layout sketch, as seen in the wireframe in Figure 8a. This means the layout of the website must be tested for usability to make sure the layout our group chose is easy for everyone to use. We decided to pick usability testers of all backgrounds to give feedback on the website overall. We found people from the Multimedia, Hypertext, and Information Access (CS4624) Computer Science class at Virginia Tech, and other students at the university, too. The specific people to use for usability testing did not matter. Anyone that has used a website to upload some of their information and their résumés before would be able to compare their experience using this website’s submission process versus other website’s submission portal.
Some of the qualities we wanted to test included rating ease of use of the website. The usability test group was simply told that the R4OpSec was a background check company that worked through the private and public sector to investigate a person’s past. The website currently allows anyone to upload their information to the submission page in order to apply to the job. 


Table 4 - Ranking components for usability testing
	Component
	Rating (0 - 5)
	Comments

	Layout of website home page
	
	

	Ability to find information about what the company does
	
	

	Easy to find the contact information for the company
	
	

	Ease of making a submission of their information
	
	

	Ease of using and accessing admin login page
	
	

	Ease of searching for past submissions as an Admin 
	
	

	Layout of Admin homepage
	
	


   


The last three components include usability testing for the admin side of the website. Most users that will access this website will not be accessing the admin page, only employees at R4 OpSec. The employees at R4 OpSec who will have admin access for the website are not expected to have much technical background. We expect that most admins will be able to easily log in, search for a résumé (for simply browse recent ones), and download the résumé if needed. The three components picked to rank for usability tests include the ease of accessing the admin login page, searching and browsing past submissions, and finally we asked for a rating of the overall layout of the admin homepage. Our group decided these three components were crucial for testing the admin side of the website. 
The tables in the usability testing and the client approval test are similar in that we welcome comments from the tester. The scale includes ranks form 0-5. The rating of a 0 means they did not agree with the component. A ranking of 5 means they did. Comments were useful for our group because it provided feedback for our layout design we picked. 

[bookmark: _Toc481073933]3.7.4 Usability Testing results
	As of April 24, we compile all of the results into a bar graph showing in Figure 24. The results show that the home layout, ease of admin login, and admin home layout were lowest around a rating of 4. The use of a yellow line between the first four bar graphs and the rest divide up testing of the average user making a submission, and an employee accessing the admin features. 
	The most common comment about the home layout was that the first image took up too much space. We fixed this by making the first image take up only a third of the space as it did before, see Figure 1 compared to Figure 18. We decided to leave the admin login button where it is, because we wanted it out of the way of most users simply visiting the website for information. The admin home page was altered by adding necessary features to make searching and managing the downloads easier. The status section seen in Figure 6 is editable with a dropdown box. Or if the user wants to disregard the submission, they can remove it with the little red “X” to the very right.


Figure 21 – Usability test results graph for all users including admin users



[bookmark: _Toc479702473]









[bookmark: _Toc481073934]3.7.5 Security Tests
In Section 3.3.4, security practices were discussed. It is important to ensure that user information remains secure, and that database integrity is never compromised. Here we will ensure that the security practices we discussed previously were properly implemented. This additional testing was done to ensure nothing was overlooked or forgotten during previous work.
	SQL injection is the first issue we tested for. This was done by testing all input fields to ensure that each is properly protected against such attacks. This ensured that our decision to use PHP Data Objects (PDOs) has eliminated the possibility of SQL injection attacks as every field makes use of these.
	As an added protection against session hijacking we require that all actions that require user authentication come from the same IP address that the user logged in from. To test for this, an account was logged in and then reconnect using a different IP address. Then they attempted to do an action that requires user authentication such as search through submitted user information. This attempt was expected to fail, and did. Another similar measure is that sessions time out after fifteen minutes. This was tested by waiting sixteen minutes after logging in and then attempting to do an action that requires user authentication. To further test that this is working as intended a user was logged in, then after ten minutes did an action that requires user authentication. After waiting six additional minutes they once again attempted to do an action that requires user authentication. As expected, the user was able to make changes. The final part of this test was to have the user wait another sixteen minutes and once again attempt to do an action that requires user authentication. As expected, the user was not able to complete another action because the timeout occurred.	
To ensure that CAPTCHA was working as intended the following two tests were done. First, information was submitted without using the captcha on the submission page. The expected result was the form returning a message indicating that the CAPTCHA was not successfully completed. Second, information was submitted after successfully completing the captcha on the submission page. As expected, the submission was successful. These two tests ensured that information can only be submitted after successfully completing the CAPTCHA. 

[bookmark: _m89om0sdvq1r]	






[bookmark: _Toc479702474]

[bookmark: _Toc481073935]4 Lessons Learned
[bookmark: _Toc481073936]4.1 Lessons Learned Introduction
	We will go over our experiences as a group working on this project in this final section. We will give a broad overview of the timeline we had made for working on the website, along with some comments on the change we had to make due to schedule conflicts between the client and our group. We will talk about problems we ran into, along with the solutions we provided. The last subsection will review the future work that we think would be possible for the website.

[bookmark: _Toc481073937]4.2 Timeline and Schedule
	Table 1 shows the updated timeline of scheduled tasks, next to dates we actually completed. As seen there are several entries that had to be pushed back by a few days. One of the main reasons for the differences in the actual and expected dates was the concern our group had with security of the website because it was running on a shared hosting service. Other issues included gauging how long it would take to implement a feature. A few meetings between March and April didn’t happen unfortunately because the client was too busy to meet with our group to provide feedback. Luckily by the end of April we were able to talk with the client over the phone and demo the nearly finished product. This allowed us about two weeks to implement and feedback the client had provided.

[bookmark: _Toc481073938]4.3 Problems
	One of the first issues we encountered is discussed in Section 3.2.5. We simply raised concerns with the GoDaddy web hosting service, which the client did listen, and decided to stay with the web hosting service. Our group agreed it would work fine if we were only accepting résumé submissions.
Some of the problems encountered were due to scheduling conflicts between our group and the client. The client had been managing the steps required to start an independent business. Even though we had planned to meet with the client we did not get to several times. The lack of communication lead to the project not getting incremental feedback. Though, the group was able to work around this, as discussed in section 4.4. 
Other issues include inclusion of as much features as possible. The basic idea of the website was to only include the ability to accept résumés from anyone interested in applying for the company. The submission information was to be sent in an email format to the client’s work email. Though we wanted to add in more robust features to the website, we left these features to be possible extensions discussed in Section 4.5.





[bookmark: _Toc481073939]4.4 Solutions
	In order to get around the lack of communication with the client, the group decided to continue working on the project, instead of waiting too long for a response from the client. We decided to email the client every two weeks, or leave voice messages over the phone providing the client with an update. The group knew the general features that the client wanted, and implementing the features would not be a heavy task. We were able to get in contact with the client towards the final weeks of April, which we were able to receive all the feedback we needed. 
The issue of adding more features to the simple website was somewhat fixed by adding more functionality to the admin homepage. This includes removing submission entries, searching by range, and sorting by names, dates and emails in ascending or descending order. 
[bookmark: _Toc481073940]
4.5 Future Work and Possible Extensions
	The final product still can accommodate several extensions to add features. These extensions will be used to enhance the user experience as well as improve the efficiency and functionality of the site. Some possible extensions include mobile compatibility, optical character recognition (OCR) pdf scanning and submission of other files.
	Bootstrap [6] has the ability to use mobile friendly styles to make the webpage easier to use for mobile users. Currently, the website on a mobile device, such as a smartphone, looks as Figure 22. 

			[image: ]
Figure 22 – Mobile view of R4 OpSec website
















This version of the website on a mobile screen makes the images and text condense into smaller sizes. Attempting to read the oddly formatted text becomes difficult as the screen gets smaller. One future fix could be making sure the text and images do not remain as a fixed size and display between wide margins. 
Another extension which would be helpful to the user would be OCR PDF scanning. By implementing this, an admin would be able to search not only by name, date, or time of submission, but instead within the PDF files.
	Our last suggestion for a possible extension to the website would be allowing for submissions of multiple files. Along with submitting a résumé, a user might want to submit a cover letter, biography, professional pictures, etc. Currently, our website only allows for the submission of one PDF file per submission. To account for the submission of multiple files, we could either not limit the number and type of file submission or we could have different submission pages for different file types and have the files match up to the name of the user who submitted the files in the admin table.
	Time permitting, these features would be a great addition to the website. They would help the user by allowing them more options within the website, such as mobile users have a higher quality experience with the collapsing navigation bar and the submitters to have more choice as to which files they can submit. The administrator users can also benefit from these features by being able to more accurately search their database of files. 
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[bookmark: _Toc481073942]Appendices

[bookmark: _Toc481073943]A.1 Wireframe Design
The landing page will have a lingering navigation bar (one that stays as you scroll down the page). Most the site’s information and services are housed on this single page in Figure 8a, with the navigation bar acting as a quick jump to a lower section. The home icon will return the user to the top of the landing page, which will display a large image similar to patgroupi’s page, in Figure 7 [1]. Under the home section is the submission section, which leads to one of the site’s main features. Below the submission section, users will be able to read about the company and background check process, as well as find information to contact R4 OpSec. 
Figure 2b represents the submission page, where users will enter information into text fields as well as upload any documents needed. Not shown is an intermediary page that confirms the user’s submission and redirects them to the home page. At the bottom of the home page is an admin login button, as seen in the bottom left section of Figure 3. This is the portal into administrative access, redirecting to the middle-right image above: the login page. Logging in requires an admin username and password. (Note: only admins can create new admins, via the admin page.) The first administrator account will be created with a password defined by the client. Other intermediary pages associated with the login page are a forgot password page, where you enter an email to send a password reset link to, as well as a password change page that is accessed via URL sent to the email. 
Once logged in, the admin user will be brought to the admin home page, where an archive of submitted forms can be searched, browsed, filtered, and managed. This page will have links to a new admin creation page as well as the change password page. There is also a logout button that links back to the website’s home. 
The color scheme of the wire frame is temporary, and currently modeled after the blue and white seen on patgroupi.com. The ideas behind the website align with the simplicity of the patgroupi’s website [1].

[bookmark: _Toc479702426][bookmark: _Toc481073944]A.2 Future Applications
	The website deliverable due by the beginning of May will be prepared to add potential features in the future. R4 OpSec needs a basic website to be able to spark growth of the new company. We plan to make the code simple and easy for anyone with some knowledge of web design to understand the purpose of each function or method. With many comments, notes, and a design manual that our group will leave behind, we will make sure that others will be able to build off our project with ease. Since the background company may require a page to submit personal information securely, the future programmers will be alerted to our concerns of the use of PHP, as discussed in Section 3.2.5. Our group will keep in mind the potential future applications that this website will have so that it can grow with the company it represents. 

[bookmark: _Toc479702454][bookmark: _Toc481073945]A.3 Phases & Milestones
	The website project was divided into four milestones. The separation of team organization, design layout, usability testing, and project handover helps provide structure for completing the website. The use of milestones not only helps the group know what task is next, but also helps the client gauge what steps will be taken to complete the project. Table 1 breaks down each task into one of four milestones.
	
Milestone 1: Teams organized and established
[bookmark: _GoBack]The first step was to form our group and open communication with the client to receive the requirements for the website project. After receiving the project template that outlined the logistics, our group met to form a timeline and started choosing the tools that would be used for developing the website. The group did contact the client a second time to clarify the features that were required. When the group and client all agreed on the deliverable we also planned on incremental meetings with the client every other week on Friday. The meeting dates can be seen in Table 1.


Milestone 2: Layout completed, implementation initiated
The group started designing different possible layouts that we would use as the base for the design of the website. We sketched out what the main homepage would look like, then we turned the sketches into a wireframe design to better represent our ideas. We also made sure to keep in mind other features, such as if the website was mobile friendly when pulled up on a smartphone. Checking with the client, we received approval for the current design.


Milestone 3: Implementation finalized, testing started
The timeline we created broke up the features that needed to be developed. Refer to Table 1 for which features were to be implemented when. Every two weeks, we checked in with client to report on the work that was implemented. Any feedback provided by the client was incorporated into the project as well.  
	

Milestone 4: Testing complete, completed website turnover to client
The final step will be to check in with the client one last time in the middle of April. We will go over the features that the client required, and match that list to what features we have completed. We plan to have every requirement finished by mid-April, in time for the meeting with the client.





[bookmark: _Toc481073946]A.4 Progress-to-date
On February 1, the client emailed a list of specifications for what the website needed. The list included having the website broken up into three pages, or sections, including the home, submission, and about sections. Also, the specifications included an example, being a website URL: patgroupi.com [1]. The group started coming up with different website designs that conformed to the specifications. After submitting the client project template, we received feedback from Professor Fox. He suggested having a search feature, images/videos, and plan for usability testing. Along with those suggestions, the group also agreed to make sure the website was mobile device friendly.  
The very first draft was drawn on a whiteboard, which was eventually turned into a wireframe design. The wireframe design helped us view how the website should look when we started writing HTML/CSS. We were able to make the first version of the website by February 17. The first version was a simple HTML file that was meant to display the text (i.e., what is displayed on home page, about page, etc.) provided by the client. Unfortunately, we have not received the text information from the client to be posted on the website. We continued implementing version two of the website, which reflected the layout of the wireframe designs we made. As of March 13, the second version of the website is viewable to the public at r4opsec.com. The images of the website can be found in Section 2. There is no meaningful information to display yet, though it will be simple to easily add the information once the client has provided it to us. 
	The back-end team laid out what security issues may arise with the website. Several issues were laid out in section 3.2.5. After coming up with the different security flaws that needed to be avoided, we started to come up with methods to avoid them. The use of CAPTCHAs and rate limiting was decided on. The group also looked into documentation for PHP, because this is the only language that can be used on the GoDaddy.com domain web host. The back-end team also formed what attributes will be used for MySQL. Currently the team is putting together a way to take in the information from the front-end team’s HTML pages, and store them locally on the web host. Soon, the front-end and back-end will be collaborating to make sure the login for administrators, and the submission from users, run smoothly.
[bookmark: _Toc481073947]A.5 Planned Work
In our original timeline, the search feature and a simple submission page was going to be completed by February 24. However, these features have been delayed to the end of March. We first want to make sure that the home and the about pages are complete. Then we plan to move on to the administrator login and submission pages. These two pages require the most collaboration between the front-end and the back-end teams. We first created a simple HTML file that has fields for typing in a login name and password, with a login button below. These fields must be attached to the back-end’s implementation to be able to take in the login information that was typed and make sure the information is correct. Once logged in, the administrator is presented with a table of past submissions. This webpage relies on the front-end team being able to take data from the back-end team’s implementation and display it correctly to the administrator. Once this is complete, we can then add the search functionality that allows the administrator to search the submissions. Once the search feature is complete, we can dedicate April to testing the search feature and the table view of the submission to make sure they operate correctly.
The other main feature is the submission page. As of March 13 the front-end was able to create a basic HTML file that would have fields to allow the user to submit their name, and choose a file to upload. The back-end team from March 13 till April will use PHP and SQL to take in that information and store it to be viewed later in the administrator page. In April we will also be able to test the submissions page by making sure the submission shows up in the administrator page.
Even though some of the features we list to be implemented have been delayed, we still plan to meet with the client and give regular reports. The next check in with the client is March 24, when we will report to the client what has been completed so far, and receive any feedback of our progress so far. The next check ins include April 7 and April 21, if needed.

[bookmark: _Toc479702467][bookmark: _Toc481073948]A.6 Planned Changes
	One of the first and simplest changes planned is the editing of the static content displayed on the home page. We are currently awaiting a response from the client as to what specific information he wants on the various sections of the home (“about”, “submit”, “contact-us”). This will be done by mid-April. Another major overall change we plan to make on the website is overall polishing of the website’s style. This includes simple edits such as color palette finalization, and styling pages such as submission, admin home, and admin login to match the finalized landing page style. The front-end team continues to find inspiration in sites such as patigroup.com [1] and perceptive-innovations.com [8].
	There are two main changes planned to protect the website against spam. The first is rate limiting for login attempts. In essence this will limit the number of logins allowed per IP address, protecting the site from spam coming from a single address. This will prevent admin accounts from malintent. Another concern is bots spamming the submissions. A planned measure against this is adding a reCAPTCHA feature to the submission page (shown below). This will prevent bots from overloading our database and records with fake submissions.

[image: ]
Figure 23 – CAPTCHA box

	The final changes needed are additional functionalities, most of which are admin processes. These are: email alerts, submission notes and tags, submission removal, password reset, and sub-account creation. Email alerts will be an optional setting admin users can enable, which will notify a given email whenever a submission is completed. This would require adding an email field as well as a boolean on/off field added to the admin user table in the database. We are also planning to add the ability for admin users to attach personal notes and/or tags to specific submissions. This would also involve additions to the admin-user table in the database, as well as an extension to the submission archive table in the admin-homepage, through which these notes would be readable/writeable. Admins will eventually be able to remove submissions; this is intended to be used in the event that a submission is no longer relevant the record of which is no longer needed. This will free up the database routinely, making search and find tasks faster than if every submission persisted forever. Admins should also be able to reset their passwords, in the event that they are compromised or simply forgotten. This will be accessed by a “change password” link on the admin home, as well as a “forgot my password” option on the login screen. The inclusion of admins linking an email to their account will greatly help the process of resetting a forgotten password. Lastly, we need admins to be able to create additional admins, all of which will be sub-accounts to the master admin account, which serves as the initial admin account when the site is turned over to the client. Without this feature, manual database edits would be required to add new administrative access. 
	We are confident that with these planned changes, the site will both look and feel professional to users, and be easy to maintain by admin users without editing the code or the database.
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