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Towards Accurate and Reliable Industrial Intrusion Detection Sys-

tems Using Shadow Replicas

Kenechukwu A. Nwodo

(ABSTRACT)

Supervisory Control and Data Acquisition (SCADA) systems manage the operations of a
plethora of safety-critical industrial control systems. Due to their sensitive nature, SCADA
systems have been the target of adversaries employing a wide range of attacks. This thesis
proposes an approach to protect SCADA systems against attacks that evade detection be-
cause of the lack of a comprehensive view of both application and network-layer responses.
Specifically, we leverage multiple open-source Network Intrusion Detection Systems (NIDSs)
paired with a SCADA shadow replica to provide both network and application threat de-
tection. The shadow replica is augmented with a Finite State Machine (FSM) to compute
the anticipated states of both the SCADA system and connected devices. Isolated from the
operational network, it is protected from direct front-end attacks. When the SCADA system
becomes compromised, even without an IDS alert, the replica can expose the attack and offer
an operational failover. We implement a prototype of our system and evaluate it against
locally executed attacks on commercial out-of-the-box devices and public IoT datasets. Re-
sults indicate that incorporating the shadow replica alongside NIDSs can enhance detection

coverage in our evaluations.



Towards Accurate and Reliable Industrial Intrusion Detection Sys-

tems Using Shadow Replicas

Kenechukwu A. Nwodo

(GENERAL AUDIENCE ABSTRACT)

As the number of network-enabled industrial control devices and sensors increase, so does
the importance of the central systems that control them, known as Supervisory Control and
Data Acquisition (SCADA) systems. This interconnectedness, however, has led to a rise
in cyberattacks attempting to breach these critical devices. This thesis proposes a novel
approach to protect SCADA systems from threats that exploit specific network behaviors.
We pair network monitoring tools such as Network Intrusion Detection Systems (NIDSs)
with a shadow replica, which acts as a digital mirror of the system. To track the states of
the system and protect the shadow replica from direct attacks, we utilize a mathematical
model called Finite State Machines (FSMs). We designed and implemented this system
by integrating commercial sensors with an open source SCADA controller. Our experiments

show that using a shadow replica provides an additional layer of defense against these attacks.
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Chapter 1

Introduction

Uninterrupted operation is paramount for cyber-physical systems, especially when it comes
to life-critical systems, including healthcare and industrial control systems. For this reason,
countries like the United States are releasing new cybersecurity strategies, highlighting the
defense of critical infrastructure as a major necessity [24]. These infrastructures, oftentime,
utilize supervisory control and data acquisition (SCADA) systems, which are highly dis-
tributed systems employed to control and monitor geographically dispersed assets. Such
assets can be edge or core devices such as actuators, sensors, protection devices, or other
smart devices. SCADA systems typically comprise multiple functional layers, and communi-
cation between the SCADA controller and assets may use protocols such as Wi-Fi, Bluetooth

[64], Zigbee [36], among others.

Security threats to industrial systems include attack vectors targeting the network and ap-
plication layers. Through code injections, adversaries can send malicious commands via
network payloads to disrupt application-layer operations [43]. Following the methodology of
remote execution attacks (e.g., the 2021 Logd4j [47]), industrial control system devices can
be compromised by rogue commands that alter their states. Existing industrial intrusion
detection systems (IIDSs) aim to thwart such threats using protocol-specific signatures and
behavioral models [58]. While effective for detecting denial of service (DoS) attacks, these
signatures and models are not mature enough to stop zero-day exploits or code injection

attacks [29, 40, 49]. As a result, when SCADA systems are targeted by such attacks, it
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becomes difficult to determine whether the resulting behavior is legitimate.

To address this security gap, we propose an IIDS solution that integrates off-the-shelf open-
source network IDSs (NIDSs) with a shadow replica. A shadow replica is a separate monitor-
ing and control device located outside the SCADA system’s operational network, capable of
taking over control when necessary. This provides a fail-safe mechanism if an attack manages
to disrupt operational flow. A key feature of our shadow replica is its finite state machine
(FSM), which mathematically models and forecasts the SCADA system’s future states. This
enables the detection of malicious activity by identifying anomalous state transitions that

violate expected system logic.

Our approach combines an FSM-based shadow replica and open-source NIDSs for IoT intru-
sion detection. Every packet processed by the original controller is mirrored to the shadow
replica. Because the replica is isolated from the application layer front, attacks targeting
that layer cannot reach it. By comparing the FSM-predicted state transitions of the shadow
replica to the actual state changes in the original SCADA system, our framework detects
malicious activity. When a novel attack is identified, the shadow replica flags it and uses
the anomaly information to update the NIDS, maintaining uninterrupted service. Moreover,

it can verify alerts raised by the NIDS itself.

For evaluation, we implement our architecture using the Building Energy Management Open
Source Software (BEMOSS) platform [38], chosen for its configurability and compatibility
with a wide range of devices, over alternatives like Metasys [4] and Desigo CC [3]. This setup
enables the development and testing of a prototype for the proposed defense mechanism.
During our evaluation, we account for potential sources of false positives and negatives, such
as time drifts between the replica and NIDS, and mismatched signatures among NIDS com-
ponents. These issues are mitigated through resyncing and retraining the system as needed,

and employing two different signature-based NIDSs in addition to the replica, Suricata [53]
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and Zeek [65], to expand detection coverage. We first experimented with detecting locally
executed attacks, then conducted comprehensive evaluations with public IoT datasets, com-
paring NIDS recall values with the improved coverage achieved when the shadow replica is

incorporated.

1.1 Key Contributions

This thesis makes the following contributions:

o Designed a tandem IIDS solution comprising two network-based intrusion detection

systems connected to a shadow replica augmented with an FSM event parser.

o Implemented a prototype of the proposed tandem IIDS and evaluated its efficacy
through cyberattacks on SCADA systems, demonstrating the ability to detect threats

at the network and application layers.

o Benchmarked the solution on public IoT datasets using the shadow replica alongside

NIDSs, assessing changes in recall values.

« Addressed potential sources of false positive and false negative alerts, such as time drifts
or attack signatures, by integrating resyncing and retraining mechanisms to maintain

reliable detection.

1.2 Organization of Thesis

The remainder of this thesis is structured as follows:
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o Chapter 2: Background and Literature Review provides an overview of industrial
control systems, specifically SCADA architectures. It discusses relevant defense tech-
niques, including Intrusion Detection Systems, Finite State Machines, and the concepts
of Digital Twins and Shadow Replicas, while surveying related work to highlight gaps

in existing literature.

o Chapter 3: Methodology details the proposed system architecture. It defines the
threat model, including system trust assumptions and adversarial capabilities, and
presents the design of the tandem IIDS solution, which integrates NIDSs with a shadow

replica.

o Chapter 4: Evaluation describes the experimental setup, including the benign and at-
tack data collection procedures using the BEMOSS platform. It presents a preliminary
scenario-based evaluation of locally executed attacks and a comprehensive evaluation
using public IoT datasets to benchmark detection performance. Additionally, it dis-

cusses the findings and outlines potential directions for future work.

o Chapter 5: Conclusions summarizes the research contributions and implications of

this study.



Chapter 2

Background and Literature Review

2.1 Industrial Control Systems and SCADA

Industrial control systems (ICS) encompass various interconnected technologies, and among
these are SCADA systems [12]. SCADA is widely deployed for the supervisory management
of remote assets, and the typical architecture of a modern SCADA system, as described in
[10, 16], consists of three layers: the supervisory control, automatic control, and physical
layers. The supervisory control layer (or control center) is responsible for monitoring the
operation of SCADA systems by gathering data from field devices, performing control and
supervisory tasks, and sending control commands to field controllers through the commu-
nication network. The automatic control layer (or regulatory control layer) is in charge of
regulating the operation of physical processes based on control commands from the control
center and sensor measurements from field devices. The physical processes are equipped
with actuators (e.g., motors), sensors (e.g., temperature sensors), and protection devices
(e.g., protective relays). The physical elements are controlled and monitored by the control

center through the automatic control layer and the communication network.

8, 11, 44] provide a detailed review of SCADA, its applications, and vulnerabilities. SCADA
systems are prime targets for malicious actors due to their integration with IT networks [7].
Common attack vectors include malware, ransomware, or unauthorized system access via

remote protocols. These attacks can enable command injection, alter device operations, and
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disrupt physical processes. Vulnerabilities such as unencrypted communication processes
[39], weak access control, and buffer overflows make SCADA environments susceptible to

attack campaigns.

2.2 Intrusion Detection System Approaches for SCADA

Intrusion detection systems for SCADA and IoT can broadly be classified into three cate-
gories: signature-based [27], learning-based [26, 31], and hybrid approaches [9]. Signature-
based systems rely on pre-established attack patterns to detect malicious activity, offering
accuracy in detecting known attacks but limited capability against novel attacks or vari-
ations of known attacks. Learning-based systems, primarily leveraging machine learning
models such as classifiers and neural networks, identify deviations from established system
behavior. However, they are sensitive to the quality of training data, prone to overfitting, and
may require extensive tuning. Hybrid systems combine both detection approaches, aiming
to improve detection coverage and adaptability, particularly in SCADA /IoT environments

where attack patterns and operational behaviors can vary significantly.

2.3 Finite State Machines

An FSM is a mathematical model consisting of a finite set of states and transitions [6]. The
system occupies exactly one state at any given moment and progresses through states based
on external input. FSMs are commonly used to model systems with event-driven behavior.
For example, in a simple plug load FSM, when triggered by an input, the FSM transitions
between the states on and off. This tool is a compact way of representing a continuously

running system without considering the factor of time. For a complete definition of FSMs,
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the initial states need to be known [17]. In our SCADA system, we use FSMs for intrusion
detection because they model both normal and abnormal system behavior; and alert us to
an attack when a deviation from the expected pattern occurs. FSMs are simple solutions to

implement and also allow for real-time detection.

State machines are designed as Moore or Mealy machines according to [57]. In a Moore
machine, the FSM goes to a state, performs an action (or a set of actions), and waits in that
state for another event. In a Mealy machine, however, if the input changes, the FSM may
perform an action. This action could involve changing a state or a similar operation. In this

work, we use Moore state machines.

2.4 Digital Twins and Shadow Replicas

Originally introduced in [21] as a conceptual model for product life-cycle management, a
digital twin is a virtual environment created in the original SCADA system that mirrors the
logic and replicates the network interfaces of the system; and is used for securing industrial
control systems [15]. [41] also explains this concept as a replicated system modeling the
different functions of a physical system. It is able to change states as the physical model does
because it has dual-direction communication, unlike similar solutions; digital models and
digital shadows, that communicate in one direction [68]. Digital twins are now extensively
used for monitoring, simulation, visualization, and testing of manufacturing systems. In
addition, a variety of other applications can be achieved via big data analytics, summarized
in [54]. Although these solutions have been shown to be effective for designing a variety
of security solutions, such as IDSs, detecting misconfigurations, and penetration testing,
they suffer drawbacks, like inaccuracies caused by software imperfections and high memory

overhead with large data-generating SCADA systems.
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The use of a shadow replica in our work can be fully described as a machine that runs the
exact core software of the SCADA system and mirrors it at the logic level. The replica is
on a local wired network, connected directly to the original SCADA system, allowing them
to be synchronized with logs and also making them impervious to wireless network attacks.
The shadow replica is a hardware and software solution that has similarities to the digital
twin software solution. However, the replica offers several advantages, including additional
security from its passive operation, enhanced accuracy due to improved synchronization, and
service continuity. Furthermore, it minimizes the impact on the SCADA system, as the only

source of overhead is the transmission of logs.

2.5 Gaps in Existing Literature

SCADA Security: Authors in [19] describe a range of security threats for industrial control
systems, including repudiation, loss of availability, integrity, confidentiality, and authenti-
cation. An adversary can target the hardware, software, or network availability of SCADA
systems. Security measures such as industrial intrusion detection systems, digital twins,
firewalls, and antivirus software are discussed. The IEC technical committee attempted to
redefine SCADA protocols for improved security with IEC 62351 [25], introducing end-to-end
encryption to prevent attacks such as replay, MITM, spoofing, and packet injection. How-
ever, this solution is not backward compatible. In this work, we employ the combination of

NIDSs and a shadow replica to secure industrial systems.

IDS Solutions: Signature-based NIDSs, such as Suricata, have been deployed in SCADA
environments for the detection of known attacks [61]. [34] also demonstrates a signature-
based solution to identify IoT attacks using manufacturer usage description specifications. In

our work, Suricata is paired with Zeek to combine signature matching with protocol-aware
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analysis, integrated with a shadow replica for improved detection in HTTP SCADA /IoT

traffic.

Learning or behavior-based detection solutions for SCADA and IIoT model normal system
behavior and flag deviations as intrusions. Examples include [23, 67], which apply neural
network-based solutions to industrial and general IoT systems with high reported perfor-
mance. Likewise, [55] presents a learning-based framework for IIoT evaluated on public
datasets, while [22] develops a lightweight machine learning NIDS for IToT. More recently,
[52] proposed a federated learning approach for detecting attacks on IoT devices. In our

work, we avoid learning-based approaches to eliminate the training overhead.

Recent work has explored diverse hybrid detection systems tailored to the constraints of
SCADA and IoT environments. Examples include [59], which integrates 4 IIDSs in a
portable, efficient design, and [60], which introduces an abstraction layer between IIDSs
and industrial communication protocols for cross-system deployment. Stateful approaches
have also been explored, such as FSM-based detection state machines for IEC 60870-5-104
[63], time-dependent finite state automaton for resource-constrained IoT devices [51], and

deterministic finite automation for attack detection in Zigbee and Z-Wave platforms [66].

Shadow Replicas: Adding shadow replicas to a SCADA system is an alternative security
mechanism for industrial systems. Our definition of a shadow replica slightly contrasts with
that of the authors in [14], as our proposed replica does not need to reside on the same
physical machine that hosts the original SCADA system. This concept is also similar to
the concept of digital shadows in [5]. The digital shadows described by the authors are
digital replicas of the physical SCADA system. However, they differ from our solution
because shadow replicas can be separate physical systems that still match the states of
the original SCADA system in real-time. Our shadow replica uses FSMs to model the

interactions between the SCADA system and the smart devices under its control. We exploit
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a more secure replica of the SCADA system compared to existing digital twin-based software
solutions [15, 18, 62], resulting from the use of the FSM instead of a web front-end and direct

communications with the devices.



Chapter 3

Methodology

3.1 Threat Model

Throughout this work, we focus on attackers whose goals are to infiltrate, monitor, or disrupt
SCADA system operation. Attackers may be positioned physically adjacent to the SCADA
system, putting them within range of the wireless networks. We also assume that attackers
can use sniffers to extract Internet of Things (IoT) device events and information. Hence,
we consider the SCADA system, including the IoT devices, as untrustworthy, whereas the
shadow replica is assumed to be trustworthy. We do not account for the compromise of the
shadow replica itself. However, in the event that the shadow replica assumes control of the
primary SCADA controller due to a compromise, adversaries could potentially compromise
the system. In the following, we define the trust boundaries in the system architecture,

describe the classes of attacks considered, and list the limitations of the adversary.

3.1.1 System Trust Assumptions

To complement the attacker model, we define the following trust boundaries in our system.

Trusted Components:

o Shadow Replica: It operates in passive mode and is assumed to be uncompromised,

11
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with direct access to logs and network traffic.

o NIDS: The network intrusion detection systems are assumed to be secure and correctly

configured, and adversaries are not able to modify their detection rules.

o FSM Models and SCADA Logs: The FSM modeling framework and the SCADA logs
stored on the replica are trusted and assumed not to be altered by adversaries, reflecting

the current states of the devices.

e Operator: The human operator interface is assumed to be secure and not under ad-

versarial control.

Untrusted Components:

o Primary SCADA Controller & IoT devices: These components are exposed to cyber-

attacks and are considered untrusted due to their susceptibility to compromise.

o Wireless Communication Networks: All wireless links (WiFI, Zigbee, Bluetooth) are

considered untrusted and are vulnerable to sniffing, replay, and DoS attacks.

3.1.2 Adversarial Capabilities

The classes of attacks we focus on in this work are inspired by the Open Web Application
Security Project (OWASP) specified vulnerabilities listed for IoT applications [2]. We focus
on wireless attacks where the attacker’s objective is to target the system’s integrity by induc-
ing different sensor information or disrupting normal operations. From the relevant attacks
listed below, we physically performed Data Manipulation, IP Spoofing, Code Injection, and
DoS (SYN Flooding and Deauthentication) attacks on our system. We also theoretically

discuss the unattempted attacks. SCADA/IoT systems are susceptible to these attacks as
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they are very common and easy to launch without requiring a high level of expertise, thus
posing a significant threat to existing smart infrastructure. We later show how our solution

can detect and mitigate these attacks.

With Data Manipulation attacks, the adversary breaches the system and is positioned
inside the network, able to issue commands such as changing or reading the states of the
devices. This is caused by the lack of secured HTTP communication with the SCADA
controller in plug-and-play smart devices[32, 37]. This attack can fly under the radar if

performed well since it does not leave a substantial trace in the network traffic.

The adversary is also assumed to be positioned within the network for the SYN-Flooding
DoS attack. An attacker can then initiate multiple connections with the devices directly

using their IP addresses and port numbers, abusing the TCP three-way handshake [30, 37].

In Deauthentication, a different DoS attack, the adversary can be positioned outside the
SCADA network and is able to collect the AP and devices’ MAC addresses by sniffing the
SCADA network traffic. With the address information, they can then issue Deauthentication
frames to the devices and/or the SCADA controller, thereby disconnecting them from the

wireless network and preventing communication [33].

For IP Spoofing, the adversary would need to be inside the network and obtain the IP
address of the SCADA controller and devices from a MITM position. They could then send
commands over the network to disrupt communication or read and modify the states of the
devices with the new source IP address [37]. The network packet’s source IP address is

modified instead of the packet’s payload, as in Data Manipulation.

Port Scanning and Data Sniffing are both information-gathering attacks. The former
scans for open ports or services on smart devices, while the latter monitors all traffic in the

network [37, 56]. These attacks are typically partnered with a secondary, more active attack
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to affect the smart system directly.

For Replay attacks, a MITM position inside the network would need to be occupied by the
adversary. They would then capture packets from the controller to the devices, re-transmit

them later, and in doing so, make unwanted changes to a device’s states [37].

Lastly, Code Injection enables the adversary to send malicious code to the controller or
devices and retrieve or edit information from the system or the stored database of the devices
[20, 37]. This is accomplished when they are positioned inside the network or if the devices

are facing the outside network.

While the attacker is assumed to have significant capabilities within or adjacent to the
SCADA network, some limitations apply. For instance, the attacker cannot compromise the
shadow replica directly, as it is assumed to be isolated from the wireless interfaces and not
exposed to the application layer. Secondly, the attacker cannot modify the shadow replica’s

logging mechanism, which is resistant to tampering for the scope of this work.

3.2 System Overview

We adopt the BEMOSS [38] platform as our SCADA controller due to its open-source nature,
broad support for IoT devices, and compatibility with various communication protocols.
While our implementation is currently limited to WiFi-based IoT devices, the approach
remains applicable to other protocols, such as Bluetooth and Zigbee, since the targeted

attacks are protocol-agnostic.

BEMOSS offers typical SCADA functionality, including device supervision and control, data
logging, and a user interface representing the Human Machine Interface (HMI). Unlike tradi-

tional SCADA systems, it is entirely software-based and does not require dedicated hardware
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Figure 3.1: System architecture. Trusted components include the shadow replica, NIDS, and
operator interface, while untrusted components include the IoT devices, SCADA controller,
and wireless communication network.

components like Programmable Logic Controllers (PLCs) and Remote Transmission Units
(RTUs). It supports a wide range of devices, such as sensors, HVAC systems, power meters,

and plug or lighting controllers.

Our IIDS system architecture, illustrated in Figure 3.1, comprises two conventional NIDSs
and a shadow replica based on FSMs. The framework is NIDS-agnostic and can operate
with any standard NIDS. We select Suricata and Zeek as NIDSs for their distinct detection
approaches: Suricata for its high-performance, multi-threaded threat detection, and Zeek

for its event-driven traffic analysis. Employing two NIDSs enables cross-validation of alerts
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and broader coverage against attacks, reducing blind spots inherent in relying on a single

NIDS. Our design is limited to these two NIDSs to balance detection diversity with system

complexity and processing overhead.

The components that comprise our system setup include:

IoT Device I - 2 Belkin Wemo Plugs V3
TIoT Device II - 2 Radio Thermostat CT50 V1.94

SCADA - BEMOSS V3.5 on Ubuntu 16.04 Virtual Machine with a Bridged and Host-

only network interface.
Suricata 6.0.10 and Zeek 4.0.6 NIDSs.

Shadow Replica - BEMOSS V3.5 on Ubuntu 16.04 Virtual Machine with a Host-only

network interface.

Sentinel that monitors wireless traffic for the shadow replica - Raspberry Pi 4 running

Kali Linux version 2021.2 with an external WiFi adapter.

Attacker - Raspberry Pi 4 running Kali Linux version 2021.2 with an external WiFi

adapter.

Access Point (AP) - Netgear Nighthawk R8500 Router.

3.2.1 Attack Detection

The flow chart of an attack’s detection can be seen in Figure 3.2. Our IIDS solution can

detect attacks when they are launched and can also manage false alarms by resyncing the

system. The system also allows for the NIDS to be retrained by using the attack’s network
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Figure 3.2: Attack detection flow diagram with tandem NIDS and shadow replica including
the operator.

packets to update the signatures and rules of the NIDS to reduce possible errors. The
operator (from Figure 3.1) is notified of events in the system as detection classifications

occur.

Relying on the NIDS’s detection alone does not provide a system with full security coverage,
as there are attacks that can bypass it. That is why, in addition to the NIDS, to avoid the
system being compromised, we implement a shadow replica that observes both the network
packets and the SCADA logs. To detect an attack with the shadow replica’s FSM, we
compare the computed expected states with the logged actual states of the devices. If
discrepancies are identified, the shadow replica raises an alert that points to an active attack
or a reliability issue. The NIDSs operate simultaneously, and if there are alerts of an attack,
those are also added to our attack profile. The flow chart from Figure 3.2 highlights the
possible event scenarios using the information if an alert is raised by the shadow replica or

NIDSs, and if there are no alerts at all.

In scenarios requiring takeover, the shadow replica maintains a continuously synchronized
control state, enabling it to assume the role of the primary SCADA controller with mini-
mal delay. Implemented as a virtual environment with an image of the primary BEMOSS

controller and its preconfigured device connections, the replica is ready to interface with
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the devices at any time. Its FSM continuously tracks the logical state of all connected
devices, ensuring that upon activation, it can issue control commands without state mis-
matches. When an attack or reliability failure is suspected, the operator can switch to the
shadow replica by activating its control mode, after which the replica assumes active control
of the system. This capability extends beyond mere detection, providing service continu-
ity by bypassing the compromised controller and acting as a backup SCADA system, even
when the root cause, whether a security attack or reliability failure, cannot be immediately

determined.

3.2.2 Attack Mitigation

Unlike traditional NIDSs that focus solely on detection, our IIDS solution also enables mit-
igation. When malicious activity is detected, the operator can isolate affected devices from
the network, block or filter traffic based on the NIDS alert logs, and restore devices to their
last known configurations using the state information from the replica’s FSM. In cases such
as DoS attacks on the controller or edge devices, the operator can observe the attack, re-
move the compromised components from the SCADA system, and preserve service continuity

through either the primary controller or the replica.

3.2.3 State Tracking and FSM Modeling

To capture the application-level system state and complement the network system view,
we use a deterministic approach with FSMs. To that end, we extract control commands for
devices from the network data and associate them with the application-level state maintained
by a shadow replica of the SCADA controller. This enables us to model both the initial state

of the system and subsequent states by observing network communications that dictate
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transitions of known and predefined FSM. The FSM is extracted from the application logic
of the SCADA system. As network events occur, we track the estimated states of the devices

as the output of the FSM.

Each network event prompts a comparison between the estimated states and the ground
truth of the device states, which are recorded in the BEMOSS logs and then stored in the
shadow replica. The BEMOSS logs consist of key information that includes an ID of the
smart devices, any status changes or modifications to the device settings (such as turning a
plug on or off and adjustments to HVAC settings), the user initiating the status check, and
the timestamp of the event. These logs, originally housed in an Apache Cassandra database,
are transferred to the shadow replica system through a direct-wired network connection in
the virtual machine. The shadow replica also contains the network packet capture of the
SCADA system, allowing for observation of variances between the states from the logs and
the states seen in the network traffic. In a benign environment with no reliability issues, we
expect to see no inconsistencies, as the system is a closed-loop. However, in the case of a
variance, we can conclude that unwanted activity is occurring, as our system does not depend
on error-prone probabilistic inference or behavior models. We ensure this by identifying the
packet payload of the wireless control commands sent from the controller to each device
before running experiments and hard-coding the payload into our FSM to identify changes

in the states of each device.

Similarly, we cannot assume that the same network event has the same causal effect through-
out the duration of the system. We establish that correlating events over time can lead to
inconsistencies, as preliminary analysis depicted that the network estimations were late in
comparison with the BEMOSS status updates for the first Plug. On the contrary, for the
second Plug, the network estimations appeared early. Some of these effects are network la-

tency and device manufacturer artifacts that prevent a pure time-based FSM from operating
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Figure 3.3: FSM model for heater in the Radio Thermostat representing a change in state
from heat to cool (blue), and auto to off (red). These transitions happen as a result of the
FSM identifying a HTTP payload in the network packets containing tmode:1 followed by
tmode:2 (blue), and tmode:3 then tmode:0 (red).

properly. In our approach, we take this into consideration when we track system events in
real-time, allowing for small time variations to exist by using time thresholds for network
activity and application-level events. This means that we allow for inconsequential delays in
system updates and responses that depend on the devices on the SCADA network, as not all
devices have the same reaction times (within a small margin of time error of 2 seconds). This
time error margin is small when compared to the time-scale of an attack and does not affect
our attack detection and mitigation capabilities, but it does allow for error-free tracking of

updates in the SCADA system consistently.
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Figure 3.3 represents the generated FSM model for the Radio Thermostat heater, displaying
all possible states of operation. As shown in the figure for the thermostat’s heater, 0,1,2,
and 3 represent off, heat, cool, and auto states, respectively. Similarly, for the thermostat’s

fan, 0,1, and 2 represent off, on, and auto states, respectively.
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Evaluation

4.1 Data Collection

This section describes the manual collection of both benign and attack data, generated

through controlled experiments conducted using our SCADA and IoT testbed.

4.1.1 Benign Data Collection

BEMOSS is employed as the SCADA controller for two sets of devices: the Radio Thermostat
CT50 V1.94 and Belkin Wemo Plugs V3. While installing the BEMOSS software, the device
monitor was set to 1 second. The device monitor periodically queries the devices for their
current states, allowing the system to record state changes, e.g., from heat to cool for a
thermostat heater or on to off for plugs. Next, we perform testing to observe the changes
in states stored in the local database. We also record the network traffic to and from the
controller and the devices. In the benign trials, we change the states of all devices every 30

seconds for a testing duration of 1 hour. A chronological example of a trial looks like this:
e 12:00:00 - Plug 1 turned on, 12:00:30 - Thermostat 1’s mode changes to heat 65°F

The shadow replica is in the local network, receiving the SCADA system’s logs and the

captured traffic. For the BEMOSS controller, a database stores state changes of all connected

22
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devices. It also stores the user commands from the BEMOSS Ul to control the devices. This
is sent to the replica. After the hour-long trials, the database and the decrypted capture file

logs are fed as inputs to the FSM to create the deterministic detection model.

4.1.2 Attack Data Collection

Attack trials are similar to the benign data collection experiments. However, attacks were

executed during the normal BEMOSS operations.

For Data Manipulation, the pywemo [46] and radiotherm [42] python packages are used for
their respective devices. We use the Attacker Raspberry Pi and send commands with known
IP addresses to both thermostats to change their heater’s thermostat modes to cool and the

plugs to change their state to on.

For IP spoofing, the arpspoof [50] tool is used with the knowledge of all IP addresses in the
SCADA system’s network. We then spoof the IP addresses of the [oT devices and intercept

the commands sent by the SCADA controller.

For SYN-Flooding, the IP addresses and port numbers for the devices are used to send SYN
packets to the devices. After observing the original data collection capture files, we used
port 80 for the thermostats and port 49153 for the plugs. We exploit the Attacker’s hping3

[45] tool and flood the devices with 10,000 packets, each having a data size of 1,200 bytes.

For Deauthentication, the Attacker Raspberry Pi scans the network using airodump-ng from
the aircrack-ng tools [1] and obtains the MAC addresses of the AP and the connected devices.
We then continuously send deauthentication frames for 1 minute to each device using another

tool, aireplay-ng.

The Attacker is positioned within the same network as the SCADA system for Code Injection.
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Table 4.1: Attack detection and mitigation capabilities. Note that SR represents the shadow
replica.

Attack NIDS Only NIDS + SR
Detect Mitigate Detect Mitigate

Data Manipulation X X v v
SYN-Flooding v X v v
Deauthentication v X v v
IP Spoofing X X v v
Port Scanning v X v v
Data Sniffing X X x X
Replay X X v v
Code Injection X X v v

We obtain the SCADA devices’ IP addresses and open ports using general port scanning
techniques. We then attempt a command injection exploit using Telnet and the Shellshock

vulnerability [13].

These trials provided both the encrypted and decrypted packet capture files for each attack,
as well as the states of each device from the SCADA database stored in the shadow replica.
This data is then fed to the FSM, and the results help the running NIDS update its rules.
The rules are updated by manually analyzing the capture files in order to find attack-relevant

keywords or patterns to create new NIDS rules.

4.2 Results

In this section, we evaluate our integrated IIDS solution across multiple attack scenarios
operating at different layers that influence data integrity and network connectivity. We
focus on the following attacks: Data Manipulation, IP Spoofing, and Code Injection as

threats to data integrity, and DoS attacks as those that disrupt device communication.
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These attack classes are of particular interest because data integrity-related attacks lack a
significant network footprint and bypass application-layer defenses, making them difficult to
detect using traditional NIDSs. In contrast, connection-disruptive attacks tend to leave larger
traces and are more easily detected by existing NIDS. We analyze the detection capabilities
of our system, as listed in Table 4.1. We later highlight detection results on public IoT
network datasets by comparing the confusion matrix results of Zeek and Suricata NIDSs

with and without the proposed shadow replica, as seen in Table 4.2.

4.2.1 Preliminary Scenario-Based Evaluation

Shadow replicas replicate the SCADA controller using observable network traffic and device
state logs. The network traffic is used solely for constructing the FSM to determine the
states of the devices; thus, traffic alone cannot be used to detect all network-level attacks.
However, when combined with NIDS alerts, the shadow replica can detect if a network or

application attack has impacted the SCADA system’s states, as observed in the attack below:

Data Manipulation: Note a sample of the performed attack from Figure 4.1.

e 4:55:33, 5:01:20, 5:16:10 - Plug 1 is turned on

o 4:52:31, 5:05:53, 5:13:27 - Plug 2 is turned on

The state estimations from network traffic are performed using deterministic FSMs. The
goal is to perform intrusion detection by finding discrepancies between the expected (using
the network traffic) and true states of the plug loads. For Plug 1 in this sample, attempts 1
and 3 cause the state of the device to be registered as on in the SCADA system. However,
according to the network traffic, the state of the device should be off. The attempts for Data

Manipulation are detected successfully. Attempt 2 is not causing a discrepancy because it
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Figure 4.1: Impact of the Data Manipulation attack on the true states of the Plugs and their
estimated states using the network traffic. Plug load states 0 and 1 represent off and on
states respectively.

is, in essence, a wasted attempt in which the attacker tries to turn on a plug that is already
on. The experiment follows, as attempts 1 and 2 on Plug 2 do not register in the SCADA

system since they are also wasted attacks. Attempt 3 on Plug 2 is a successful attack that

changes the state of the device from off to on. This attack, however, is detected by our

solution.

Next, we launch Data Manipulation attacks on the Radio Thermostat’s heater in the follow-

ing order in Figure 4.2:

o 4:49:40, 4:58:30, 5:08:45 - Thermostat 1’s mode is set to cool

o 5:03:25, 5:11:20 - Thermostat 2’s mode is set to cool
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Figure 4.2: Impact of the Data Manipulation attack on the true states of the Radio Ther-
mostats’ heater and their estimated states using the network traffic. Thermostat states 0,1,2,
and 3 represent off, heat, cool, and auto states respectively.

Radio Thermostat 1’s heater demonstrates how the attacker’s attempts 1 and 2 cause devia-
tions in the system. At 4:49:40, the estimated state of the thermostat should be auto, while
the SCADA system registers cool. At 4:58:30, the device should be at state heat, but its
true state on the SCADA is cool. Both attempts lead to successfully executed attacks, effec-
tively indicating that the deterministic nature of the data in the network traffic of SCADA
systems allows our IIDS to identify both attacks successfully. Attempt 3 at 5:08:45, on the
other hand, is another wasted trial by the attacker. For Radio Thermostat 2’s heater, the
attacker’s first attempt at 5:03:25 successfully changes the state of the device from heat to
cool. This occurs while our sentinel expects heat as the device’s state. This disparity is used

to detect the attack.
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The following two classes of executed attacks from Table 4.1 also resulted in detection. DoS:
Having executed these attacks, the network IDS alone was able to detect and report both
the Deauthentication and SYN-Flooding attacks. For SYN-Flooding, the Suricata NIDS
registered alerts noting the three-way handshake’s incorrect seq and incorrect ack, while
the Zeek IDS registered alerts with a content gap note for the TCP protocol. Similarly,
in the case of Deauthentication, Suricata registered alerts noting errors with the three-way
handshake, and Zeek registered alerts with content gaps. As is the nature of these attacks,
the errors with the three-way handshake are a result of the execution of these DoS variants,
which allows them to be detected by the NIDSs. IP Spoofing: Our approach detected a
malicious attack on the system by using the logs and captured network traffic to identify
discrepancies. The spoofing attack was blocking the SCADA controller from performing
normal operations by communicating with the devices. The logs of the SCADA controller
did not register any changes in the states of the devices because there was no network
communication between them during the attack. The threat was detected by the NIDS and

shadow replica solution due to the delay in normal operations of changing the device states.

The remaining classes of attacks were given a more comprehensive evaluation using robust,
publicly available datasets in Section 4.2.2. Code Injection: In our attempt to execute
this code injection attack variant, the attack script failed to launch on our deployed smart
devices. This was neither captured in the network capture nor the SCADA logs. Similar to
the IP Spoofing attack, our solution can detect a successful execution of the attack because
the shadow replica is able to see the network traffic and the states of the devices but cannot
run the code injection commands. As the SCADA controller is infected, it causes changes
to the device states, and the disparities between the controller and the shadow replica alert
the system to an attack. Port Scanning: This attack was not physically executed on our

system, but similar to DoS attacks, there are common scanning signatures that allow NIDSs
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Table 4.2: Tandem NIDS and Shadow Replica Detection on Datasets

Zeek and Suricata Shadow Replica
Attack Flows
Dataset | Attack Class TP FP FN Recall Recall
from GT
Bot-IoT DDoS 112 23 9 89  20.54% -
DoS 109 24 6 85  22.02% -
Scanning 128 48 37 80 37.50% -
Theft 10 5 9 5 50.00% 100%
TON_IoT DDoS 131 47 88 84  35.88% -
DoS 169 74 101 95 43.79% -
Scanning 1545 66 213 1479 4.27% -
Injection 118 59 63 59 50.00% 100%
MITM 178 9 64 169 5.06% 100%
Backdoor 20 4 74 16  20.00% 100%
XSS 120 44 58 76 36.67% 100%
Ransomware 10 2 33 8 20.00% 100%
Password 136 39 76 97  28.68% 100%

to detect it. When launched, it would be identifiable by our tandem solution once targeting
victim devices. Data Sniffing: While not physically executed, it is a passive attack that
does not leave traces on either the network or the logical flow of events in the system; hence,
our tandem IIDS would fail to detect it. Replay: This attack can be detected by the shadow
replica receiving all the network data and states of devices. A replayed packet to change
states will be identified as there is a timestamp from the controller’s outgoing network packet
to a device, and there will be an identifiable time delay when the device changes its states.

The FSM can expose either an attack or device failure in this case.

4.2.2 Comprehensive Dataset Evaluation

We further assess the effectiveness of the proposed NIDS and shadow replica solution by an-
alyzing the confusion matrix results for various attack types using two public IoT datasets:
BoT-IoT [28] and TON_IoT [35]. Bot-IoT comprises both simulated and legitimate IoT
network traffic that covers DoS, Distributed DoS (DDoS), Scanning, and Theft attack cat-

egories. TON_ IoT includes telemetry data from IoT/IIoT sensors sharing similar attack
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categories with Bot-IoT, as well as Backdoor, Injection, Cross site scripting (XSS), Ran-

somware, and Password attacks.

For this evaluation, 359 attack flows were extracted from Bot-IoT and 2,427 from TON_ IoT.
Ground truth labels were provided within the datasets based on annotated capture files.
Network packets associated with each attack were then aggregated into flows for further

analysis.

Zeek and Suricata NIDSs were each executed on the attack capture files. Suricata was
configured using rules from multiple open-source sources, including Emerging Threats Open,
OISF Traffic ID, Etnetera Aggressive IP Blacklist, SSL Blacklist, JA3 Fingerprints, Lateral,
Win-Malware, and Hunting. Zeek was deployed with its test-all-policy script. Alerts

were extracted from the alert-debug for Suricata and the notice logs for Zeek.

To evaluate performance, alerts were matched with the ground truth by converting attack
packets into bi-directional flow tuples containing the source and destination IP addresses
and protocols. True positives (TPs) were counted as flows from the NIDS’s alerts that were
classified as attacks in the ground truth. False positives (FPs) were counted as NIDS alerts
not classified as attacks in the ground truth. False negatives (FNs) were counted as flows

classified as attacks in the ground truth but not detected by the NIDSs.

The results are shown in Table 4.2. Recall is used as the primary evaluation metric, rep-
resenting the proportion of correctly detected attack flows out of all labeled attack flows.
Notably, the designed shadow replica framework demonstrates potential in enhancing recall,
particularly with application-layer attacks. Based on the modeled behavior and framework
configuration, the estimated mean recall increases by approximately 233% when using the

combined NIDSs and shadow replica system compared to using the NIDSs alone.

In the Bot-IoT dataset, combined Zeek and Suricata NIDSs achieved recall rates of 21%,
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22%, and 38% for DDoS, DoS, and Scanning attacks, respectively. These attacks were solely
detected by the NIDSs. However, Theft attacks have a recall score of 50% with the NIDSs
alone and are projected to show a 100% improvement with the implementation of the shadow

replica due to the replica’s detection capabilities for these application-layer attacks.

In the TON_IoT dataset, the NIDSs detected the network-layer attacks (DoS, DDoS, and
Scanning) with recall scores of 44%, 36%, and 4%, respectively. For the remaining six
application-layer attack classes (Injection, MITM, Backdoor, XSS, Ransomware, Password),
the shadow replica is estimated to improve detection. Across these categories, the modeled

mean recall improves by approximately 274%.

4.3 Discussion

4.3.1 Threats to Validity

In evaluating our integrated intrusion detection and mitigation framework, which combines
both network intrusion detection systems and shadow replicas, it is important to acknowledge

several factors that may affect the validity of our results.

First, the relatively low recall values of Zeek and Suricata NIDSs represent a threat to validity,
as their detection capabilities are inherently constrained by the quality and specificity of the
attack detection signature scripts employed. Nevertheless, the primary focus of this work is
to demonstrate the performance enhancement achieved by augmenting existing NIDSs with

a shadow replica.

Second, the current evaluation was conducted using a selected subset of [oT devices, which
may not fully capture the diversity and operational complexity of broader industrial con-

trol environments. As a result, the applicability of our findings to scenarios involving pro-
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grammable logic controllers, remote terminal units, and other operational technologies may

be limited.

Finally, the manual construction of finite state machines for individual IoT devices introduces
a scalability bottleneck. While this approach is viable for the small-scale setup involving
two device categories used in this study, it does not scale well to larger and heterogeneous

environments.

4.3.2 Future Work

Several promising directions remain to be explored in order to extend the applicability and

resilience of the proposed framework.

To address the scalability bottleneck introduced by manual FSM design, future work will
explore automated FSM inference techniques such as those proposed in [48]. Such automation

would enable broader adoption across diverse device categories with minimal manual effort.

An ongoing challenge is to ensure that the shadow replica remains isolated from corruption
by adversaries. While its lack of network connectivity reduces exposure to remote attacks,
additional protection can be achieved by limiting the replica’s software stack strictly to FSM
execution. Determining the appropriate scope of this stack may be left to the operator, based

on deployment needs.

The proposed IIDS solution also remains susceptible to firmware-level attacks that could
compromise both the SCADA controller and its replicas. A possible mitigation is to di-
versify firmware or SCADA implementations across replicas. However, this may introduce
new challenges related to synchronization inconsistencies, potentially reducing reliability.
As a future direction, we plan to integrate SCADA controllers with strict access control

mechanisms for connected devices to limit the risk of such adversarial compromise.
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Conclusions

This thesis proposes a tandem IIDS approach that combines two traditional network intrusion
detection systems with a shadow replica. The replica, augmented with FSMs, processes
the network events and device state of the primary SCADA system. Unlike conventional
NIDSs or digital twins, our design enables the detection of attacks across both network
and application layers. In the event of a successful compromise, the replica can assume
control, maintaining operations through the synchronized device states with the primary
SCADA system. We implemented a prototype using the open-source SCADA platform
BEMOSS to manage and control smart devices, and evaluated it under both benign and
malicious conditions through locally executed attacks relevant to SCADA and IoT systems.
Additional tests on public IoT datasets provided a baseline for comparison. Results show
that incorporating the shadow replica alongside Zeek and Suricata can improve recall values
in our evaluation. Finally, the defense mechanism supports retraining and resyncing to

mitigate model drift, helping to maintain detection performance over time.
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