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Bridging Security and Agility: A Comprehensive Approach to In-
tegrating Security Practices in Agile Development through DAST,
LLMs, & Automation

Arpit U. Thool

(ABSTRACT)

Effectively integrating security practices within Agile software development is essential as
software systems become complex and critical. While Agile methodologies are widely adopted
for their responsiveness and efficiency, many security practices remain documentation-heavy
and process-driven, creating friction with Agile’s emphasis on frequent delivery, individuals,
and interactions. This Ph.D. dissertation investigates the integration of security practices—
particularly Dynamic Application Security Testing (DAST), used to identify critical real-time
vulnerabilities in web applications—into Agile workflows, examining its perceived impact on
development teams and processes. We first surveyed Agile practitioners to understand their
perspectives on security integration, revealing both benefits and challenges in implementa-
tion. We then explored how Large Language Models (LLMs) could improve the comprehen-
sion of security testing outputs, demonstrating that LLM generated summaries enhance the
accessibility and understanding of security alerts. Subsequently, an in-depth real-world case
study of a Kanban-based Agile team integrating DAST into its Continuous Integration Con-
tinuous Development (CI/CD) pipelines uncovered practical obstacles—such as report com-
plexity and workflow interruptions, alongside conditions that supported successful adoption,
including increased automation and dedicated engineering support. Finally, the insights from

these studies informed the development of SafeAIMerge, a CI/CD-based tool that integrates



DAST scanning with LLM-generated summaries to deliver actionable, developer-friendly se-
curity feedback within pull requests (PRs). Practitioner evaluations indicate that the tool
reduces cognitive and emotional workload during vulnerability remediation, enhances secu-
rity report understanding, and supports software developers in more efficient resolution of
security issues. Together, these studies form a cohesive body of evidence demonstrating
how security practices such as DAST, when supported by automated workflows, LLMs, and

guided by practitioner-centered design, can be effectively embedded into Agile development.



Bridging Security and Agility: A Comprehensive Approach to In-
tegrating Security Practices in Agile Development through DAST,
LLMs, & Automation

Arpit U. Thool

(GENERAL AUDIENCE ABSTRACT)

Modern software is deeply embedded in everyday life, making security a critical concern.
At the same time, many software teams rely on Agile development methods that empha-
size speed and frequent updates. Traditional security practices are often difficult to fit into
these fast-paced workflows, creating challenges for teams trying to remain both secure and
efficient. This PhD dissertation focuses on how security practices can be effectively incorpo-
rated into Agile software development. We first examined how software developers perceive
security, identifying common benefits as well as obstacles that make security practices dif-
ficult to adopt in Agile. Next, we investigated how LLM tools can help developers better
understand security testing results, showing that LLM-generated explanations make security
issues clearer and easier to address. We then studied a real-world Agile team integrating au-
tomated security testing—specifically Dynamic Application Security Testing (DAST), which
checks running web software for security weaknesses—into their development process, un-
covering both practical challenges and factors that supported successful adoption. Based
on these findings, we developed SafeAIMerge, a DAST-based tool that provides clear and
actionable security feedback directly within developers’ existing workflows. Overall, this
research demonstrates that developers perceive security can be effectively integrated into
Agile development when it is automated, clearly explained, and designed around developers’

needs, helping teams build secure software without slowing development.
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Chapter 1

Introduction

1.1 Problem Definition

Software development practices have evolved significantly, with Agile methodologies emerg-
ing as a dominant approach, adopted by over 70% of companies in the United States [1]. Agile
emphasizes iterative and incremental development, continuous delivery, and customer satis-
faction through collaboration [2]. This methodology represents a departure from traditional
software development approaches that relied heavily on extensive planning and documenta-
tion [3], offering instead a more flexible and responsive framework for managing changing

requirements [4] and customer needs [5].

However, this shift toward Agile methodologies creates a significant challenge in software
security. Software security aims to protect data and services so their Confidentiality, In-
tegrity, and Availability (CIA) are preserved and not put at risk [6]. Traditional security
engineering, which is inherently sequential in nature [7], does not naturally align with Agile’s
iterative workflows. Agile’s emphasis on flexibility, rapid delivery and customer collabora-
tion [8] could unintentionally lead to security vulnerabilities due to reduced focus on security
considerations [9]. This misalignment creates a critical tension between the need for rapid
development and robust security measures, particularly in contexts where software handles
sensitive information [10] and must comply with data protection requirements [11]. Many

Agile frameworks, like Scrum and Extreme Programming (XP), do not inherently prioritize
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security, which can result in applications that meet functional requirements but fall short in
safeguarding sensitive data [12, 13]. The absence of formal security processes in Agile envi-
ronments has raised concerns about the long-term viability and safety of software products

being developed under these methodologies [14, 15].

Web applications, which are frequently developed using Agile processes [16], increasingly
handle sensitive user data [17] and therefore require security testing approaches that can
be applied continuously without disrupting development velocity. DAST is used identifying
runtime vulnerabilities in web applications [18]; however, such tools tools are often diffi-
cult to operationalize in Agile environments due to long execution times [19], brittle CI/CD
integrations, and the production of complex, verbose reports that are challenging for de-
velopers to interpret and act upon within short iteration cycles [20, 21, 22]. Solution to
these challenges would be integrating security practices at every phase of Agile, from in-
ception to deployment [23, 24]. Security practices in software development typically include
activities such as threat modeling, secure coding guidelines, security code-reviews, static &
dynamic application security testing (SAST & DAST), dependency vulnerability scanning,
penetration testing, security knowledge training, etc. [25]. Despite this, there remains lim-
ited empirical guidance on how security practices—in particular DAST—can be effectively
integrated into Agile workflows in a manner that is both usable for developers and compat-
ible with CI/CD practices. Hence, the importance of effectively addressing this challenge

cannot be overstated.

Despite the need to integrate security practices into Agile development, several fundamental

challenges continue to hinder the effective adoption of DAST in Agile workflows:

o Process Integration: DAST is traditionally applied as a standalone or late-stage
security activity, often relying on scheduled scans and centralized security ownership.

This model clashes with Agile’s rapid, iterative development cycles and continuous
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integration practices [26], making it difficult to incorporate DAST into day-to-day

development workflows without introducing friction or delays.

o Tool Complexity: DAST tools commonly produce complex and lengthy reports
that enumerate low-level technical findings without sufficient context or prioritiza-
tion [27, 28]. In Agile environments with short iteration cycles, developers often lack
the time or security expertise required to interpret these reports and translate them
into concrete remediation actions, reducing the likelihood that identified vulnerabilities

are addressed promptly [22, 29].

o Practical Implementation: Although DAST is widely recommended for securing
web applications, there remains limited empirical guidance on how DAST can be oper-
ationalized within Agile workflows and CI/CD pipelines in practice [30]. Organizations
often struggle with questions of when to run scans, how to present results to developers,

and how to balance security feedback with development velocity [31, 32].

To address these challenges, there is a need for research that moves beyond high-level dis-
cussions of secure Agile development and provides empirically grounded, practice-oriented
insights into the integration of DAST within Agile workflows. In particular, such research
should examine how DAST impacts Agile development processes in practice and explore con-
crete mechanisms for making DAST outputs more usable, actionable, and compatible with
CI/CD-driven development while maintaining effective protection against evolving security

threats.
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1.2 Research Contributions

Our research makes the following key contributions to the field of software engineering,

specifically focusing on the intersection of DAST security practices and Agile:

1.2.1 Understanding Impact of Security Practices on Agile Devel-

opment

We conducted a comprehensive survey study (Chapter 4) with 34 software practitioners to
investigate how security practices affect various aspects of Agile development, particularly fo-
cusing on the challenge of process integration where traditional security practices often clash
with Agile’s rapid, iterative approach. This study provides valuable insights into practition-
ers’ perceptions of security integration, revealing that while most practitioners acknowledge
the benefits of security practices, they express uncertainty about their impact on overall sys-
tem security and struggle with incorporating security practices into their Agile workflows.
These findings offer practical implications for software engineering teams seeking to better

integrate security practices into their Agile processes while maintaining development speed.

1.2.2 Enhancing DAST Alert Comprehension through LLM Inte-

gration

To address the tool complexity challenge, where security testing tools generate overwhelm-
ing and lengthy reports that burden development teams within Agile’s time-constrained
sprints, we developed an innovative approach using LLMs to summarize security alerts

(Chapter 5). Through a survey of 48 software practitioners, we evaluated the effectiveness of
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LLM-generated summaries from multiple DAST tools (Burp Suite! and ZAP?). Our results
demonstrate that LLM-generated summaries significantly improve alert comprehensibility,
making security findings more accessible to various stakeholders and potentially enhancing

overall product security.

1.2.3 Real-World Integration of DAST in Agile Workflows

Addressing the practical implementation challenge, where organizations lack empirical evi-
dence and proven strategies for security integration, we conducted an action-research case
study within an Agile (Kanban) team to investigate the real-world integration of DAST
into development workflows, deployment pipelines, and day-to-day engineering practices
(Chapter 6). Through practitioner interviews and workflow observations, we identified key
challenges— understanding security reports, prioritizing security findings, CI/CD pipeline
fragility, and reliance on a dedicated security engineer—as well as successful mitigation
strategies such as automation, incremental adoption, and embedding scans directly into
existing workflows. Our findings demonstrate that DAST can be adopted with minimal dis-

ruption when carefully aligned to Agile principles and supported with appropriate tooling.

1.2.4 SafeAIMerge — A Tool Integrating DAST and LLM Feed-

back into GitHub Workflows

Agile methodologies emphasize rapid feedback and iterative development, which are opera-
tionalized through CI/CD pipelines that automate integration, testing, and deployment [2,

33, 34]. Building on the previous studies, we designed SafeAIMerge, a CI/CD-based security

https://portswigger.net/burp
Zhttps://www.zaproxy.org/
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tool that combines DAST scanning with LLM-based summarization & remediation to deliver
developer-centric security feedback directly within PR workflows (Chapter 7). SafeAIMerge
embeds automated security analysis into CI/CD pipelines and presents summarized, action-
able security insights in the PR context, reducing the need for developers to interpret verbose
external reports. We first evaluated practitioner perceptions of SafeAIMerge through a for-
mative online survey with 46 participants. The results indicated a strong preference for
LLM-generated summaries over traditional DAST reports and highlight the perceived value
of integrating security feedback directly into existing development workflows, suggesting high
usability and adoption potential. To move beyond perceived usefulness and assess practical
impact, we subsequently conducted a controlled, within-subjects summative user study with
12 participants for comparing SafeAIMerge against the baseline ZAP workflow. The results
demonstrated that SafeAIMerge significantly reduced cognitive and emotional workload, en-
abled faster and more effective vulnerability remediation, and was unanimously preferred by
participants. Together, these findings provide rigorous empirical evidence that integrating
LLM-assisted, PR-contextual security feedback into CI/CD workflows improves developers’

perceived effectiveness and overall experience during security remediation tasks.

These contributions collectively advance our understanding of security integration in Agile
environments while providing practical solutions for industry practitioners. Each contribu-
tion addresses a specific aspect of the security-agility challenge, offering theoretical insights
and practical recommendations for improving security practices in Agile development con-

texts.
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1.3 Dissertation Goal

The goal of this dissertation is to empirically investigate how security practices, particu-
larly DAST, are currently perceived and practiced in Agile software development workflows,
and to design and evaluate LLM-assisted mechanisms that improve the usability, actionabil-
ity and workflow integration of DAST feedback within CI/CD pipelines. Specifically, this
research focuses on three interrelated dimensions observed in Agile development settings.
First, we examine the process integration challenge by investigating how software practi-
tioners perceive and experience the integration of security practices within Agile workflows,
and by conducting an industry case study where DAST was integrated into a Kanban-Agile
workflow. Second, we tackle the tool complexity challenge by improving the usability and
actionability of DAST outputs through the use of LLMs. Third, we address the practical im-
plementation challenge by designing and empirically evaluating mechanisms for embedding

DAST feedback directly into developer workflows and CI/CD pipelines.

Together, these contributions provide both conceptual insight and practical guidance on
how DAST can be better adapted to fit Agile environments, reduce cognitive burden on
developers, and improve the effectiveness of vulnerability remediation without compromising

development agility.

1.4 Dissertation Organization

The following outlines the organization of this dissertation:

o Chapter 2 reviews prior research related to this work, including studies on integrat-
ing security practices into Agile development and presents findings from a systematic

literature survey on the use of LLMs in cybersecurity.
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CHAPTER 1. INTRODUCTION

Chapter 3 presents background and foundational concepts relevant to this dissertation,
including Agile software development processes, security practices in the software de-

velopment life cycle, DAST methodologies, and LLMs.

Chapter 4 reports on an empirical survey study examining software practitioners’ per-
ceptions of security practices in Agile environments, focusing on perceived benefits,

challenges, and impacts on development workflows.

Chapter 5 investigates the use of LLMs to improve the comprehensibility of DAST
alerts and presents the results of a practitioner study evaluating LLM-generated secu-

rity summaries across multiple DAST tools.

Chapter 6 describes an action-research case study on the real-world integration of
DAST into an Agile (Kanban) development team, detailing observed challenges, miti-

gation strategies, and practitioner experiences.

Chapter 7 introduces SafeAIMerge, a CI/CD tool that combines DAST scanning with
LLM-based summarization, and presents the results of survey-based and controlled

user studies evaluating its effectiveness and usability.

Chapter 8 concludes the dissertation and outlines directions for future research on

integrating security practices into Agile software development.

Thesis Statement

Through LLM-enhanced security tooling and practitioner-centered implementa-
tion strategies, security practices can be effectively integrated into Agile develop-
ment in ways that align with developers’ perceptions, workflows, and remediation

needs.



Chapter 2

Related Work

2.1 Impact of Security Practices in Agile

Prior research has examined software development practices within Agile environments and
challenged the widespread assumption that Agile methodologies inherently compromise soft-
ware security. Rindell et al. [35] demonstrated that this perception is largely unfounded,
showing instead that security-related activities are increasingly being adopted in Agile teams.
Consistent findings were reported by Jabangwe et al. [36] in a systematic literature review
exploring existing approaches for integrating security practices into Agile development pro-
cesses. While these studies provide valuable conceptual and theoretical insights, they rely
primarily on secondary evidence. In contrast, this work seeks to complement this body
of literature by empirically examining security integration from a practitioner-centered and

real-world perspective.

Several studies have investigated the compatibility of traditional security practices with Ag-
ile methodologies. Beznosov et al. [37] categorized security assurance techniques based on
their adaptability to Agile development and found that a substantial portion of established
practices are poorly aligned with Agile workflows due to their reliance on extensive docu-
mentation and rigid processes. Similarly, Bartsch et al. [38] conducted a literature review on
security challenges in Agile projects and emphasized the importance of explicitly addressing

non-functional security requirements early in the development lifecycle. They further rec-
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ommended incorporating security risk awareness into Agile retrospectives. Building on these
insights, our research focuses on practitioners’ lived experiences with security integration
in Agile workflows and proposes practical, workflow-compatible strategies to address the

challenges identified in prior work.

Risk management within Agile development has also been the subject of prior investigation.
Hammad et al. [39] examined how risk management practices are applied in Agile projects
and found that, although such practices are commonly used, they are often implemented in
an ad hoc and non-systematic manner. Their survey-based study identified project deadlines
and evolving requirements as the most frequently encountered risks. Our work extends this
line of research by shifting the focus from general risk management to the integration of
concrete security activities, such as DAST, within Agile workflows, to provide empirical

insights that go beyond traditional discussions.

Other research has examined broader limitations of Agile methodologies and their impli-
cations for software quality. Agrawal et al. [40] investigated the strengths and challenges
of Agile development through an online survey of practitioners, identifying issues such as
limited upfront planning, budget constraints, insufficient documentation, and reduced pre-
dictability. This work builds on these findings by examining how the integration of se-
curity practices further complicates Agile workflows. By doing so, we highlight the need
for thoughtful or developer-centric integration strategies that reconcile Agile principles with

security requirements.

Empirical studies have also explored how security practices are applied in real-world devel-
opment settings. Assal et al. [41] investigated software security practices across different
stages of the software development lifecycle through in-depth interviews with developers, re-
vealing discrepancies between recommended best practices and their actual adoption. Given

the widespread adoption of Agile methodologies, our study narrows this focus to security
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practices specifically within Agile development contexts. Similar to Assal et al. [41], we
emphasize real-world practices rather than prescriptive guidelines, while additionally exam-
ining how security activities influence Agile workflows and team dynamics. Furthermore, we
extend prior work by investigating practitioners’ perceptions of the effectiveness of security

practices in Agile environments and their willingness to adopt and continue using them.

Finally, comparative studies have highlighted the limitations of applying traditional security
engineering approaches to Agile projects. Ayalew et al. [42] compared established waterfall-
based security engineering processes with Agile methodologies and emphasized the need for
security practices tailored specifically to Agile development. They also highlighted the im-
portance of balancing security benefits with the associated integration costs. While such
studies primarily focus on identifying theoretical challenges and methodological mismatches,
this work adopts a comprehensive and practice-driven approach to addressing security inte-
gration in Agile environments. Through empirical investigations, we examine practitioner
perceptions of security activities and propose concrete solutions, including LLM-enhanced

security report comprehension and evidence-based implementation strategies.

2.2 Web Application Security and Agile

Securing web applications within rapidly evolving development environments has been the
focus of extensive research. Scholars have introduced a range of methods aimed at embedding
security earlier and more effectively in the software development process, including incremen-
tal risk and policy assessments [43], security-oriented lifecycle models [44], approaches for
continuous security testing [45], and the broader DevSecOps paradigm [46]. In the context
of web application development specifically, frameworks such as Agile Web Development

with Web Frameworks (AWDWTF) [16] and mappings between secure Scrum processes and
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the ISO Systems Security Engineering—Capability Maturity Model (SSE-CMM) [47] have
also been proposed. However, these contributions offer limited insight into how automated
security analysis tools (e.g. SAST and DAST) can be effectively incorporated into modern

development workflows.

Despite broad agreement that integrating security practices throughout development is es-
sential for reducing vulnerabilities and preventing attacks, empirical work shows that do-
ing so in Agile [26, 48] and CI/CD [45, 49] environments remains difficult. Studies have
documented developer perceptions of friction when attempting to adopt security measures
within highly iterative, automation-driven settings [50]. Rindell et al. [35] found that many
practitioners view traditional, phase-based security processes as incompatible with Agile’s
incremental nature. Bartsch et al. [38], through literature analysis and interviews, reinforced
the existence of persistent integration challenges across diverse organizations. Rahman et
al. [51] examined online discussions and survey responses, revealing concerns that DevOps

activities may deprioritize or negatively influence security tasks.

In addition to technical and process-oriented barriers, prior work highlights the importance of
social and collaborative dynamics when embedding security into development work. Ashen-
den et al. [52] argued that improving software security requires strengthening coordination,
trust, and shared understanding between developers and security professionals—especially in
environments shaped by open-source collaboration, Agile, DevOps, and DevSecOps. Using
social practice theory (SPT), Spotswood et al. [53] studied security as a collective prac-
tice rather than an individual responsibility, showing how group norms and interactions
shape security behaviors. Through qualitative interviews, the researchers [53] emphasized
that co-creation of security activities—such as collaboratively shaping processes, tools, and
responsibilities—can improve the adoption and legitimacy of security work within Agile

teams. These findings closely align with our work (Chapter 6); however, our study advances



2.3. DEVELOPER BEHAVIOR AND ACCEPTANCE OF NEwW PRACTICES 13

prior research by moving beyond observational and conceptual analyses to operationalize
these social dynamics through the integration of DAST practices within a real-world Agile
(Kanban) team. We demonstrate how developer buy-in, shared ownership, and collaborative
refinement of tooling and workflows directly influenced the sustained adoption of DAST in

day-to-day development.

2.3 Developer Behavior and Acceptance of New Prac-

tices

Studies grounded in technology acceptance theory [54] demonstrate that developer behav-
ior plays a decisive role in whether practices are adopted, used selectively, or abandoned.
Mohagheghi et al. [55], for example, conducted a qualitative multi-case study of Model-
Driven Engineering (MDE) [56] adoption across four industrial organizations. Using an
extended Technology Acceptance Model (TAM) [54], they found perceived usefulness to
be the strongest driver of adoption, while ease of use, tool maturity, and integration with
existing workflows posed significant barriers. Organizations adopted MDE cautiously and
selectively, emphasizing the importance of workflow compatibility, long-term return on in-
vestment, and gradual integration. Similar to our work, this study highlights the importance

of developer-centered value and process fit.

Similarly, Senarath et al. [57] conducted task-based survey study of 149 professional de-
velopers, investigating intention to follow Privacy Engineering Methodologies (PEMs) [58].
Drawing on TAM, the study showed that perceived usefulness, compatibility with exist-
ing practices, and result demonstrability are the strongest predictors of adoption intention.

These findings closely inform the design of our SafeAIMerge tool evaluation (Chapter 7),
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which adopts similar acceptance-oriented indicators in its practitioner surveys.

Riemenschneider et al. [59] reinforced these conclusions through a field study comparing
five acceptance models applied to mandated development methodologies. Across all models,
perceived usefulness and compatibility with existing work practices emerged as the most
consistent predictors of adoption. The researchers argued that developers weigh individual
costs against benefits that often accrue at the organizational level, leading to resistance when
personal value is unclear. Building on this body of work, our research extends acceptance per-
spective to security practices—particularly DAST—in Agile workflows, combining empirical
studies of developer perceptions with the design and evaluation of tooling interventions—
such as LLM-enhanced security feedback—intended to reduce perceived workload, improve

comprehensibility, and support efficient remediation of security issues.

2.4 LLMs in Cyber-Security

Recent research has increasingly explored how LLMs can be integrated into various stages
of the cybersecurity pipeline. These applications span vulnerability detection and analysis,
penetration testing assistance, phishing and malware detection, secure code generation, au-
tomated program repair, security operations and threat intelligence, etc. [60, 61]. In many
of these settings, LLMs are not proposed as direct replacements for existing security tools,
but rather as complementary components that can enhance contextual understanding, re-
duce noise in tool outputs, and support human decision-making. At the same time, the
adoption of LLMs introduces new challenges, including concerns related to hallucinated out-
puts, interpretability, data privacy, computational cost, and susceptibility to adversarial

manipulation [62, 63].

This section records our findings of a systematic literature review we conducted to exam-



2.4. LLMs N CYBER-SECURITY 15

ine LLM usage across different cybersecurity tasks, with particular attention to their roles,
benefits, and limitations. We followed a structured and reproducible methodology to iden-
tify, filter, and synthesize prior research. Relevant studies were collected through system-
atic searches across major academic databases and digital libraries using combinations of
LLM-related and cybersecurity-focused keywords. Clear inclusion and exclusion criteria
were applied to retain recent (2020-2025), English-language studies that explicitly employed
LLMs in cybersecurity tasks in a novel manner. The finalized set of papers was analyzed

qualitatively through an iterative review process by two researchers.

2.4.1 Static Application Security Testing

SAST refers to the automated analysis of source code or binaries to detect potential security
vulnerabilities without executing the program [64]. Prior research has shown that traditional
SAST tools often suffer from shallow program analysis and high false positive rates, which
can reduce their practical usefulness and impose substantial manual triage effort on devel-
opers [65]. Recent work has therefore explored the use of LLMs to augment or complement
SAST or similar workflows, with the goal of improving vulnerability coverage, contextual

understanding, and result accuracy.

Keltek et al. [66] proposed LLM-supported Static Application Security Testing (LSAST), a
framework in which SAST findings are used as structured input to an LLM that reasons
about potential additional vulnerabilities. The study demonstrated that fine-tuned LLMs
can improve vulnerability detection capabilities when paired with static analysis outputs,
but also highlighted the challenges related to static training data, privacy concerns, and the
risk of outdated vulnerability knowledge. To mitigate these issues, the authors advocate

for locally hosted LLMs and retrieval-based mechanisms to continuously incorporate recent
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security information. Similarly, Lekssays et al. [67] proposed LLMzCPG, a context-aware
vulnerability detection approach that combines code property graphs (CPGs) with LLMs to
extract vulnerability-relevant program slices before classification. By using LLM-generated
CPG queries to reduce the input while preserving security-critical dependencies, their results

suggest improved robustness and scalability compared to applying LLMs directly to raw code.

Complementary findings are reported by Shashwat et al. [68], who conducted a prelimi-
nary study comparing LLM-based source code analysis against SonarQube! on OWASP?
benchmark applications. Their results indicated that LLLMs can achieve detection accuracy
comparable to, and in some cases exceeding, that of traditional SAST tools for specific
vulnerability types. At the same time, the study observed that LLMs tend to introduce ad-
ditional false positives, underscoring the importance of careful prompt design and iterative

refinement.

While some studies focus on improving vulnerability recall, others emphasize the role of
LLMs in reducing false positives generated by SAST tools. Wagner et al. [69] investigated
the use of LLMs to reassess and validate SAST findings produced by tools such as Spot-
Bugs.? Experimental results showed that LLMs can substantially reduce false positive rates
while maintaining high true positive coverage, although performance varies across models.
The study also highlighted important limitations, including hallucinated reasoning, compu-

tational costs, and the need for explanations that developers can trust.

Beyond function-level analysis, Zhou et al. [70] examined the effectiveness of LLMs and
SAST tools for repository-level vulnerability detection across Java, C, and Python projects.
Their large-scale comparison of 15 SAST tools and 12 state-of-the-art LLMs revealed a clear

trade-off: LLMs achieve significantly higher true positive rates, often detecting 90-100%

'https://www.sonarsource.com/products/sonarqube
’https://owasp.org/www-project-benchmark/
Shttps://spotbugs.github.io/
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of vulnerabilities, but at the cost of substantially higher false positive rates compared to
traditional SAST tools. The study introduced a new dataset for repository-level vulnera-
bility detection and demonstrates that combining SAST outputs with LLM reasoning can

significantly improve detection ratios while reducing the number of flagged functions.

Focusing on developer workflows, Steenhoek et al. [71] evaluated an IDE-integrated LLM-
based vulnerability detection and repair tool with 17 professional developers using their
own projects, focusing on real-world usefulness, trust, and workflow fit. Their findings
highlight that false positives and non-applicable fixes remain major barriers in practice,
often driven by missing program/environment context and limited customization to project-
specific conventions, underscoring the importance of deployment-oriented evaluations beyond

benchmark performance.

Taken together, these studies suggest that LLMs offer strong contextual reasoning capa-
bilities that can enhance static vulnerability detection, particularly in identifying complex
or cross-cutting security issues that challenge traditional SAST tools. However, they also
reveal recurring limitations, including elevated false positive rates, dependence on prompt
quality, data freshness concerns, and deployment challenges related to privacy and com-
putational cost. As a result, the literature increasingly converges on hybrid architectures
in which LLMs are used to augment, validate, or contextualize SAST outputs rather than
replace existing tools. These findings motivate further exploration of LLM-assisted static
analysis approaches that balance detection coverage with precision while remaining practical

for integration into real-world development workflows.
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2.4.2 Automated Penetration Testing

Penetration testing represents a more complex and interactive security task than static or
dynamic analysis, requiring iterative reasoning, automated testing tools such as fuzzing, and
the ability to maintain context across multiple exploitation steps [72]|. Fuzzing, or fuzz test-
ing, is an automated software testing technique designed to discover security vulnerabilities
by sending a large volume of random, malformed, or unexpected inputs to an application [25].
Recent work has explored whether LLMs can support or automate such workflows by acting

as task-planning agents.

Deng et al. [73] introduced PENTESTGPT, an LLM-driven system designed to automate
penetration testing by decomposing high-level security objectives into executable sub-tasks.
The tool was evaluated on the picoMini Capture-the-Flag (CTF) benchmark across cate-
gories including web, forensics, cryptography, and binary exploitation. Their results showed
that PENTESTGPT adopted problem-solving strategies similar to those of human penetra-
tion testers, effectively prioritizing sub-tasks rather than reacting only to the most recent
finding. In comparative evaluations, the approach significantly outperformed baseline mod-

els, achieving a 228.6% improvement in task completion over GPT-3.5.

Despite these promising results, the study also highlighted important limitations of LLM-
based penetration testing. The system frequently exhibited depth-first search behavior,
leading to excessive focus on individual services while neglecting previously identified attack
paths. Additional challenges included hallucinated or inaccurate command generation and
difficulty maintaining long-term memory required to link vulnerabilities and develop coherent
exploitation strategies. These findings suggest that while LLMs show potential as assistants
or planners in penetration testing workflows, reliable automation of end-to-end penetration

testing remains an open challenge.
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2.4.3 Automated Threat Detection and Prevention

Automated threat detection and prevention encompass a broad set of defensive activities,
including identifying malicious artifacts (e.g., phishing URLs, malware traces, and malicious
packages), extracting actionable intelligence from security data, and enabling timely miti-
gation through analysis and response. Recent work increasingly positions LLMs as adaptive
components within these pipelines because they can process heterogeneous inputs (natu-
ral language, code, logs, and semi-structured artifacts) and generalize to evolving threat

patterns [60].

A substantial portion of recent literature focuses on phishing detection across URLs, web-
pages, email, and SMS. Wang et al. [74] proposed an agentic phishing detection framework
that performs online information retrieval to mimic human decision-making, leveraging ex-
ternal resources (e.g., Google Search and logo detection) to improve brand recognition and
classification. Their results suggested notable gains over prior systems, but also exposed
operational limitations such as increased runtime cost and sensitivity to long HTML pages
that constrain the number of tool interactions. Complementing agentic designs, Trad et
al. [75] compared prompt engineering and fine-tuning for website phishing detection using a
large URL dataset, showing that fine-tuned models substantially outperform prompting-only
baselines and classical ML approaches, while also demonstrating that prompt templates (e.g.,
role-based and chain-of-thought prompts) can materially influence accuracy. Mahendru et
al. [76] examined phishing detection across multiple modalities and compare LLMs against
DeBERTa-based models, reporting that DeBERTa can outperform GPT-4 on recall for email
phishing, while LLMs exhibit advantages in detecting synthetic or newly emerging phish-
ing patterns; their findings further highlighted that synthetic data can improve robustness

against LLM-generated phishing attacks.
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LLM-based approaches also appear in malware-focused pipelines, both for detection and for
modeling attacker adaptation. Sanchez et al. [77] proposed a transfer-learning framework
that applieed pre-trained language models to system-call traces for malware detection in a
military setting, emphasizing the scale of operational data and reporting that larger context
sizes can improve classification performance, while also noting that computational overhead
can limit real-time applicability. In contrast, Hu et al. [78] introduced MalGPT, a causal
language model designed to generate malware variants that evade deep-learning malware
detectors, illustrating how generative models can be used to emulate adversarial malware
example generation and stress-test defensive systems. Together, these studies reinforce the
dual-use dynamic of LLMs: the same modeling capabilities that support defensive detection

can also enable more effective evasion and attack automation.

Beyond phishing and malware binaries, software supply chain threats have received growing
attention. Zahan et al. [79] evaluated OpenATl's* GPT-3 and GPT-4 for detecting malicious
npm packages and proposes SocketAlI a workflow that combines static analysis pre-screening
with LLM-based review. They report that LLMs can outperform CodeQL for malicious
package detection and that hybrid pre-screening substantially reduces the number of files
requiring LLM analysis, improving cost-effectiveness and scalability. Complementing this
line of work, Sun et al. [80] addressed vulnerability traceability in supply chains by using
LLM-assisted repository identification to map reports to vulnerability-relevant files, and
showed through a user study with eight participants, that such support improves both speed
and correctness in locating affected code. Related prevention-oriented work also targets
vulnerability hunting in web applications: Sakaoglu et al. [81] proposed KARTAL, which
combines fuzzing-derived behavioral traces with prompt construction and a fine-tuned LLM

detector to identify logical web vulnerabilities (e.g., broken access control), and reported

“https://openai.com/
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that performance improves as dataset size increases, while also acknowledging constraints

such as sequence length limits, training cost, and manual labeling effort.

Several studies further frame “prevention” as improving the ability to identify and address
vulnerabilities before exploitation, spanning detection, localization, secure generation, and
repair. For vulnerability detection, Shestov et al. [82] studied fine-tuning LLMs for Java vul-
nerability detection and highlight challenges related to highly imbalanced real-world data
and the compute required for full-model tuning. Wang et al. [83] proposed DefectHunter and
reported improved vulnerability identification on mixed datasets, while Gongalves et al. [84]
introduceed SCoPE, emphasizing dataset normalization and deduplication for C/C++ vul-
nerability detection in IoT-relevant settings and observed that performance on real-world

code can remain limited despite pre-processing.

Retrieval augmentation is also explored to improve reliability: Du et al. [85] proposed Vul-
RAG, which constructs a CVE-derived vulnerability knowledge base and retrieves functional-
semantics-aligned knowledge to guide detection and reasoning, reporting improved accuracy
and precision—recall trade-offs. Similarly, Mathews et al. [86] showed that prompt engineering
and RAG-style contextual support can improve Android vulnerability detection accuracy,
while noting risks of prompt bias and outdated model knowledge. Zhang et al. [87] further
demonstrated that enhanced prompting with auxiliary program information (e.g., data flow
and API calls) can significantly affect detection performance and that these gains vary across
programming languages. In smart contract analysis, Ince et al. [88] found that fine-tuned
open-source models can achieve competitive detection performance relative to proprietary

models while trading off speed and false positives against static and dynamic analyzers.

Finally, predictive threat intelligence has been explored as a way to move from reactive de-
tection to proactive defense. Bokkena et al. [89] proposed a Predictive Threat Intelligence

Model (PTIM) trained on large-scale heterogeneous security data (e.g., logs, phishing emails,



22 CHAPTER 2. RELATED WORK

malware samples, and incident reports) and reported improved accuracy, reduced false pos-
itives, and faster processing compared to traditional systems, while also emphasizing the

importance of transparency, computational feasibility, and privacy-aware deployment.

Overall, prior work suggests that LLMs contribute to automated threat detection and preven-
tion in three recurring roles: (i) adaptive classifiers and analyzers for phishing and malware
detection [74, 75, 76, 77], (ii) retrieval-augmented and agentic systems that ground deci-
sions in external evidence or structured knowledge [74, 85, 86], and (iii) prevention-oriented
developer workflows that connect detection with localization. However, deployment risks—
including adversarial misuse, hallucination, privacy leakage, and operational cost—remain

central barriers to dependable real-world adoption [60, 78, 90, 91].

2.4.4 Secure Code Generation and Automated Program Repair

Recent work has increasingly examined whether LLMs can not only generate syntactically
correct code, but also produce code that is secure by design and capable of repairing existing
vulnerabilities. This line of research is motivated by evidence that code generated by general-
purpose LLMs may inadvertently reproduce insecure patterns present in their training data,

raising concerns about their reliability in security-critical software development contexts.

Wang et al. [92] provided a systematic evaluation of the security of Al-generated code through
CodeSecFval, a benchmark designed to assess security awareness during code generation and
repair tasks. Their results show that while LLMs can outperform rule-based static analyzers
for certain vulnerability categories, they frequently overlook others, and even state-of-the-
art models often generate insecure code. These findings highlight that strong functional
performance does not necessarily translate to secure outputs and that current LLMs struggle

with specific classes of vulnerabilities.
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To address these limitations, several studies explore security-centric fine-tuning strategies.
He et al. [93] introduced SafeCoder, which applies supervised instruction tuning using curated
security datasets and demonstrates substantial improvements in secure code generation,
though challenges related to data imbalance remain. Similarly, Li et al. [94] investigated
parameter-efficient fine-tuning techniques such as LoRA and IA3 on real-world C/C++
datasets, reporting consistent but modest improvements that vary by vulnerability type and

code granularity.

Beyond code generation, LLMs have also been applied to automated program repair (APR).
Li et al. [95] showed that parameter-efficient fine-tuning can significantly improve repair
effectiveness while reducing computational cost compared to full-model fine-tuning and tra-
ditional APR techniques. Several works further emphasized grounding LLLM-based repair in
external context: InferFiz [96] combined static analysis with retrieval-augmented prompting
to guide patch generation using semantically similar historical fixes, while Zhao et al. [97]
incorporated design rationales extracted from issue logs to improve patch quality. More
recent conversational approaches, such as ContrastRepair [98], demonstrated that iterative
interaction with contrastive test cases can further improve repair accuracy while reducing

the number of model interactions.

Overall, the literature suggests that while off-the-shelf LLMs are not yet reliable for secure
code generation or repair, targeted fine-tuning, retrieval augmentation, and integration with
static analysis and testing artifacts can substantially improve security outcomes. At the
same time, recurring challenges remain, including vulnerability-specific performance varia-
tion, data imbalance, evaluation bias, and the difficulty of providing LLMs with sufficient
project-wide context. These findings indicate that secure code generation and repair are
most promising when LLMs are embedded within hybrid, tool-supported workflows rather

than used as standalone code generators.
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2.4.5 Summary

Table 2.1: Summary of included studies grouped by cybersecurity application area.

Area ‘ Studies

SAST [66, 67, 68, 69, 70, 71]

Penetration testing [73]

Automated threat/vulnerability | [74, 75, 76, 77, 78, 79, 80, 81, 82, 83,

detection and prevention 84, 85, 86, 87, 88, 89, 99|
Secure code generatpn and auto- 92, 93, 94, 95, 96, 97, 98]
mated program repair

We saw how LLMs are being used in cybersecurity, focusing on how they are being ap-
plied across different security tasks (see Table 2.1) and what benefits and limitations have
been observed in practice. Rather than treating LLMs as monolithic solutions, the literature
consistently frames them as complementary components that augment existing security tech-
niques through improved contextual reasoning, adaptability, and human-centric interaction.
However, several important research gaps remain. In particular, there is limited empirical
evaluation of developer perceptions of LLM-generated security feedback. In addition, prior
work has paid comparatively little attention to the application of LLMs within specific se-
curity practices such as DAST, as well as to their integration into real-world developer and
operational workflows. Together, these gaps motivate continued investigation into LLM-
assisted security systems that are both effective and trustworthy, providing the foundation

for the research contributions presented in the subsequent chapters.
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Background

3.1 Software Security

Software security encompasses the principles, practices, and tools designed to protect systems
from malicious attacks while safeguarding user data integrity and privacy. The critical nature
of security in modern software development is exemplified by high-profile security breaches
that have resulted in substantial financial and reputational damages. For instance, the 2017
Equifax data breach—involving one of the largest credit reporting agencies in the U.S.—
resulted from a vulnerability exploitation that exposed sensitive PII of approximately 147
million users [100]. The breach’s aftermath included billions in lost market value and a
$700 million settlement, underscoring why organizations must prioritize security integration

throughout their software development lifecycle.

The complexity of securing modern software systems presents mounting challenges for prac-

titioners [101]. These challenges stem from several factors:

Increasingly sophisticated cyber threats and attack vectors

Growing complexity of software architectures and dependencies

Integration of diverse third-party components and services

Pressure to maintain rapid development and deployment cycles
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« Balance between security requirements and user experience

To address these challenges, the software industry has developed numerous automated tools
and methodologies to support security-related tasks. These range from automated vulnera-

bility scanners to secure coding frameworks and security testing tools.

3.2 Dynamic Application Security Testing (DAST)

DAST represents a black-box security testing methodology designed to evaluate web appli-
cations and APIs during runtime [102]. In contrast to SAST, which analyzes source code
directly [64], DAST approaches security testing from an external perspective, simulating
potential attacker behavior. This approach identifies various security vulnerabilities such as
SQL injection!, cross-site scripting (XSS)?, etc., by interacting with the application in its

running state [81]. DAST is distinguished by several fundamental characteristics:

« Black-box Testing: DAST employs black-box testing methodologies [103], operat-
ing without access to the application’s source code and instead focusing on external

interfaces such as web forms and APIs [81].

« Runtime Analysis: The dynamic nature of DAST enables real-time application anal-
ysis through systematic request generation and input testing, revealing vulnerabilities

that may only emerge under specific operational conditions [103].

o Attack Simulation: DAST tools simulate real-world attack scenarios [104] by de-
ploying malicious payloads and conducting systematic vulnerability probing, providing

organizations with practical insights into their security posture.

1SQL Injection
2Cross-Site Scripting (XSS)
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Organizations can choose from various DAST solutions, including commercial and open-
source options. This work focused on two widely adopted tools: BurpSuite, a comprehensive

commercial security testing platform, and ZAP, a popular open-source security scanner:

ZAP Zed Attack Proxy (ZAP) is a free, open-source cross-platform web application secu-
rity scanner [105] which is supported by Checkmarx®. ZAP combines automated vulnerabil-

ity scanning capabilities with an interactive environment for manual testing and analysis.

Burp Suite Developed by PortSwigger?, Burp Suite offers comprehensive web vulnera-
bility scanning capabilities. It provides both automated and manual testing functionalities,
featuring specialized tools such as Proxy, Intruder, Repeater, etc., for advanced penetration

testing [106].

Upon completion of application scanning, DAST tools generate detailed vulnerability reports
categorized by severity levels. Examples of these security reports generated by both Burp

Suite and ZAP can be accessed through our public repository.®

3.3 Large Language Models (LLMs)

LLMs have emerged as revolutionary tools in Natural Language Processing (NLP) and Ar-
tificial Intelligence (AI), fundamentally transforming how machines process and generate
human language [107, 108]. These sophisticated machine learning models demonstrate re-
markable capabilities in understanding, generating, and manipulating natural language [108],

representing a significant advancement in Al technology.

3https://checkmarx.com/
‘https://portswigger.net/
5Sample security reports from ZAP and Burp Suite
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The evolution of LLMs is closely tied to developments in deep learning architectures, particu-
larly the advancement of Recurrent Neural Networks (RNNs) and transformer models [109].
The realization of powerful LLMs, such as GPT-3, has been made possible through the

convergence of enhanced computing infrastructure and extensive training datasets [110].

LLMs are distinguished by several key attributes:

o Architectural Scale: Modern LLMs are characterized by their unprecedented scale,
incorporating hundreds of millions to billions of parameters [111]. This massive scale
enables the capture of complex language patterns and contextual nuances, leading to

more precise and contextually appropriate outputs.

e Training Methodology: These models undergo extensive training on large-scale text
corpora, requiring significant computational resources [112]. Post-training, they can
be further refined through fine-tuning processes for specific applications or domains,

enhancing their task-specific performance [113].

o Application Versatility: LLMs demonstrate remarkable versatility across various
NLP applications such as language translation [114], text summarization [115], sen-
timent analysis [116], and question answering systems [117]. This flexibility has led
to their adoption across diverse sectors, from healthcare and customer service [118] to

financial services and entertainment industries [119].

o Adaptive Learning: Advanced LLMs incorporate continual learning capabilities,
enabling ongoing adaptation and improvement through exposure to new data and
tasks [120]. This feature ensures their sustained effectiveness in dynamic environments

where language patterns and usage continuously evolve.
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3.4 Agile

Software engineering processes structure development activities within the SDLC. The SDLC
encompasses requirements analysis, system design, implementation, testing, maintenance,
and deployment phases. Agile methodologies emphasize iterative development, continuous
delivery, and customer-focused collaboration [121]. These methodologies aim to accommo-
date change adaptively, minimizing increased development costs and unnecessary rework

typical in traditional SE approaches [122].

Recognized for its lightweight, adaptable nature [123], Agile was formalized through the 2001
“Manifesto for Agile Software Development”®, establishing core development values [124].

These principles demonstrate varying implications for software security implementation:

e Individuals and interactions over processes and tools: The emphasis on in-
terpersonal communication can enhance security vulnerability awareness and mitiga-
tion strategies. Research indicates security tool adoption often occurs through peer
recommendations [125], while peer code reviews effectively identify potential vulner-
abilities [126]. However, security implementation frequently requires tool and library

adoption, presenting usage challenges for developers addressing vulnerabilities [28, 127].

« Working software over comprehensive documentation: While prioritizing func-
tional software can validate system security through implementation, security activities
generate substantial documentation regarding potential vulnerabilities. Security tools
produce issue reports, increasing documentation requirements [128]. Documentation
minimization risks inadequate security knowledge preservation, while complex security

tool outputs impede adoption in DevOps [129] and development environments [28].

Shttps://agilemanifesto.org/
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o Customer collaboration over contract negotiation: Early customer engagement
in security discussions effectively addresses security requirements [130]. However,
clients may lack security implementation expertise or risk assessment capabilities.
Formal arrangements often become necessary for security practices, such as exter-
nal security audits and red team assessments, commonly employed by major software

organizations like Microsoft [131].

« Responding to change over following a plan: Agile’s adaptability [122] enables
rapid security incident response, reducing vulnerability remediation timeframes [132].
However, security integration often requires structured approaches. Traditional secu-
rity frameworks like Microsoft’s Security Development Lifecycle [133] face scaling chal-
lenges in Agile environments due to iterative development constraints [134]. Security
standards implementation, such as FIPS, necessitates documented security planning

for system information management [135].

Implementation success varies based on individual team approaches to integrating these val-
ues with security practices. This research examines practitioner experiences and perspectives

regarding security practice integration within Agile development frameworks.

3.4.1 Kanban

Kanban represents a prevalent Agile methodology [136] characterized by workflow visualiza-
tion through card systems [137], work-in-progress (WIP) limitations [138], and continuous
delivery implementation without rigid temporal constraints typical of other Agile frameworks
like Scrum[139] . Derived from lean manufacturing principles [140], Kanban optimizes effi-
ciency by enabling capacity-based task allocation [141] rather than sprint-based scheduling.

This flexibility particularly benefits teams requiring adaptive workload and priority manage-
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ment [142]. The methodology utilizes board structures segmented into developmental stages
(e.g., “To Do,” “In Progress,” “In Review,” “Done”) [143]. This pipeline approach facilitates
continuous feature deployment, creating dynamic development environments. WIP limi-
tations prevent team overload [144], reducing process bottlenecks and enhancing workflow

efficiency.

3.5 Continuous Integration and Continuous Delivery

(C1/CD)

CI/CD represents fundamental practices in modern software development, enhancing project
efficiency through automation [145]. These practices operate at different levels of automa-
tion, forming a comprehensive pipeline for software delivery. In Continuous Integration (CI),
developers frequently integrate code changes into a shared repository, triggering automated
builds and tests to ensure code quality and prevent integration issues [146]. Continuous De-
livery (CD) extends CI by automating the deployment process across various environments.
After successful CI verification, the code progresses through additional testing phases, po-
tentially including integration testing, user interface validation, and security testing. While
Continuous Delivery typically requires manual approval for production deployment, its vari-
ant, Continuous Deployment, automates the entire process from code commit to production

release [146].

Modern CI/CD pipelines have several stages: code commit, automated build, unit testing,
and deployment to testing environments [147]. Organizations increasingly incorporate secu-
rity testing stages into these pipelines, particularly in DevSecOps practices [45], though such

testing traditionally wasn’t part of standard CI/CD workflows. This evolution in pipeline
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design reflects the growing emphasis on integrating security practices earlier in the develop-

ment cycle.



Chapter 4

Securing Agile: Assessing the Impact
of Security Activities on Agile

Development

4.1 Motivation

Over the past decade, Agile development approaches have gained significant traction and
are now broadly adopted across software engineering teams. Prior studies indicate that
Agile practices can improve team efficiency and software quality [148, 149], while also
promoting collaboration and the exchange of knowledge among team members [148, 149].
However, other research has raised concerns about the implications of Agile processes for
software security, highlighting potential tensions between Agile principles and security re-
quirements [37, 150]. For example, Agile’s emphasis on minimal documentation, which
contrasts with the outputs of many security-focused tools—such as code analysis and vul-
nerability scanners—that generate extensive documentation to describe identified risks and
remediation guidance. To address these challenges, researchers and practitioners have pro-
posed incorporating explicit security activities into Agile workflows [15, 134]. In this con-
text, DevOps—a development paradigm often used alongside Agile methodologies [151]—

prioritizes automation across development and infrastructure to enable frequent and reliable
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software releases [152]. Building on this foundation, DevSecOps expands the DevOps model
by embedding security considerations throughout the pipeline, for example by integrating au-
tomated static analysis and other security tools into continuous integration and deployment
processes [46, 153]. Despite these advances, there remains limited empirical understanding
of how such security activities align with Agile values, influence day-to-day development
practices, and how they are perceived by Agile practitioners. This work seeks to address
this gap by examining software practitioners’ experiences and perspectives on integrating
security activities within Agile development processes. We examine how practitioners inte-
grate security and agile methods through a survey of 34 software professionals, contributing

empirical evidence for understanding current industry practices.

Our analysis began with a structured examination of prior academic literature at the in-
tersection of Agile software development and software security. We surveyed peer-reviewed
conference and journal publications from major software engineering venues, including ICSE,
FSE, ASE, IEEE, and ACM journals. The review targeted studies that explicitly discussed
security challenges in Agile environments, proposed security-focused practices or activities,
or reported empirical observations of security integration in iterative development processes.
From this, we extracted and synthesized recurring security activities, with particular em-
phasis on practices that were compatible with iterative, fast-paced workflows and feasible
for adoption by Agile teams. Through iterative coding and consolidation of overlapping con-
cepts, we identified eight security activities that demonstrated strong potential for strength-
ening security within Agile development workflows. These activities are summarized in
Table 4.1. We aimed to understand software practitioners’ perspectives and experiences in-
tegrating security activities into Agile practices. This study explored the following research

questions (RQs):

RQ1 How do software practitioners perceive the effectiveness of adopted and state-
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of-the-art security practices, and what is their level of willingness to incorporate them

into the Agile software development process?

RQ2 How are the team velocity and productivity, as perceived by the software prac-

titioners, affected by the inclusion of security activities?

RQ3 What is the impact of integrating security activities into Agile development on

software practitioners’ confidence in their software product and organization?

Through investigation of these research questions, the results indicate that while security
activities are not universally adopted in Agile development, they are generally perceived
as effective and valuable when integrated into existing workflows. Practitioners reported
particularly strong perceived effectiveness and willingness to adopt automated and iterative
security activities, which were viewed as well aligned with Agile principles and continuous de-
velopment pipelines. These findings suggest that automation plays a critical role in reducing

friction between security practices and Agile values.

Importantly, the results further indicate that incorporating security activities does not sub-
stantially undermine team productivity. Most practitioners reported minimal impact on
perceived sprint velocity, with any short-term overhead often outweighed by improvements
in software security and increased confidence in both the product and development process.
By examining practitioners’ adoption patterns, perceived effectiveness, and perceived op-
erational impact of security practices—particularly with respect to sprint wvelocity [154]—
this study provides empirical insight into how Agile practitioners perceive the integration
of security measures within their development workflows. Overall, the findings suggest that
security integration, when supported by automation and actionable feedback, can coexist

with Agile practices and inform the design of workflow-compatible security solutions.
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Table 4.1: Security Activities for Agile Software Development
Studies ‘ Security Activity ‘ Definition
Addressing  security  in This security activity emp'hasizes t.he .importa,nce of
[155, 156, . . . development teams addressing security issues and con-
157, 158] ear'ly iterations Wl.t b re- cerns early in the project before deploying the soft-
quirements and testing
ware.
155 157 Stating security require- | This requires incorporating security expectations in
1 59]’ " | ments that are expected in | project requirements when describing the responsibil-
the production software ities and behavior of the software.
Security specialists, such as a Security Master, are
[158, 159, | Adding a security special- | members of a development team that focus on security
160] ist to your team aspects of the project to address concerns and ensure
the security of the system.
This activity involves increasing the weights, such as
47 134 Additional points or | story points in an Agile development environment, of
1 617 162] " | weights to issues with an | issues that will have a higher impact the security of
’ impact on security the product to prioritize security-related tasks and en-
courage more secure development and testing.
Tterative and incremental This §ecurity a%ctivity suggests iHC(‘)rporat?ng ?ecurring
(64, 134, ! bility and Denetra. security scanning, such as Dynamic Application Secu-
155] virnerablity and pencta rity Testing (DAST), to test for security flaws in the
tion testing . .
working software automatically.
Similar to DAST, Static Application Security Testing
[64, 134, | Iterative and incremental | (SAST) involves using security-related static analy-
158] security static analysis sis tools to detect potential security vulnerabilities by
scanning the source code.
This security activity consists of using tools to moni-
Iterative and incremental | tor networks, applications, and infrastructure and per-
[43, 64, 163] | risk analysis, countermea- | form risk analysis to identify vulnerabilities. These
sure graphs tools can evaluate the system’s security and suggest
methods to prevent attacks.
This security activity involves incorporating secure
coding practices, such as vulnerabilities analysis and
[41, 64, 155] | Automatic testing risk assessment, into the deployment pipeline for soft-

ware projects. This allows security checks to be au-
tomatically triggered with code changes and issues to
be addressed before the software is deployed to users.
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4.2 Methodology

4.2.1 Data Collection

To gather our research data, we designed and implemented an online survey through Ques-
tionPro!. This survey sought to address our research questions regarding how security prac-
tices influenced different components of Agile development processes. The questionnaire
comprised nine multi-part items exploring these relationships. Before initiating the data col-
lection phase, we obtained approval for the survey and methodology from the Institutional

Review Board (IRB).

4.2.2 Participant Recruitment

Our participant selection process prioritized demographic diversity to capture a broad spec-
trum of viewpoints. The recruitment approach encompassed multiple communication chan-
nels to reach potential respondents. We distributed our survey through LinkedIn? using
targeted invitations and public posts to engage software industry professionals. Addition-
ally, we leveraged Slack® to connect with IT practitioners. The recruitment effort also
extended to Virginia Tech graduate students who possessed substantial industry experience

in professional software development roles.

https://www.questionpro.com/
*https://www.linkedin.com/
3https://www.slack.com
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4.2.3 Survey Structure

The survey gathered demographic data and background information regarding participants’
Agile development experience and security implementation knowledge. Respondents pro-
vided details about their teams’ adopted security activities and evaluated the security prac-
tices outlined in Table 4.1. This set of eight security practices were derived from prior
works [26, 36] that conducted a comprehensive literature review on security challenges and
mitigation strategies in Agile software development. Specifically, we included the security
practices identified and synthesized in that review as representative activities that have been
repeatedly recommended for improving security in Agile and CI/CD-oriented workflows. By
grounding our survey in this established body of work, we ensured that the selected prac-
tices reflect widely recognized and empirically discussed approaches within the Agile secu-
rity literature. Given our research emphasis on security protocols within Agile development

frameworks, we excluded responses from participants that lacked Agile experience.

The questionnaire explored participants’ views on integrating security activities into Ag-
ile methodologies, examining the impact of these practices on individual workflows, team
dynamics, and organizational outcomes. To address RQ1, we examined participants’ as-
sessments of each security practice’s individual effectiveness in enhancing overall software
security. The survey also measured participants’ willingness to incorporate these established
security practices into their Agile development processes. For RQ2, we investigated how
these security activities influenced sprint velocity. To address RQ3, we assessed partici-

pants’ confidence levels regarding their software products’ overall security.

Notably, our survey design incorporated optional response sections, which resulted in a
41% response rate (n = 14) for certain questions. These optional inquiries explored the

multifaceted effects of security practices within Agile frameworks, examining their influence
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on team dynamics, productivity metrics, software quality, organizational performance, and
daily operational activities. While optional, these responses provided significant insights into
the integration of security practices within Agile methodologies. The complete survey and

its structural format is available in the Appendix A.

4.2.4 Data Analysis

The survey incorporated multiple question formats: closed-ended, Likert scale, and open-
ended inquiries examining participants’ perspectives on software security implementation
and its integration with Agile methodologies. Our analytical framework employed a mixed

methods approach for evaluating the 5-point Likert scale responses.

Statistical analysis included a one-way Analysis of Variance (ANOVA) to examine response
variations across activities, with statistical significance established at p < 0.05. For qualita-
tive data analysis, we implemented an iterative-inductive thematic open coding methodology.
The analysis involved two researchers conducting independent open coding assessments, fol-

lowed by collaborative discussions to establish consensus on interpretations.

To illustrate our analytical approach, we examined responses regarding security practices
implemented in participants’ organizations. The open coding process identified key phrases
indicating specific security activities. For instance, in the response “Dual-authentication,
least privilege so only certain users could access certain stage environments just as testing”,
the phrase “Dual-authentication” corresponded to Multi-Factor Authentication practices.
Similarly, “Only certain users could access certain stage environments” indicated imple-
mentation of Identity Access Management protocols. As demonstrated in Table 4.2, each
response underwent systematic parsing and categorization into relevant security practices.

This methodical coding approach revealed recurring patterns and themes, enhancing our
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understanding of participants’ experiences with security integration in Agile development
frameworks. The analysis yielded insights into diverse security activities employed within
Agile software development environments.

Table 4.2: Open coding examples for “What are the security practices used in your Agile
process?”

Participant‘ Response

Categories Identified

P1 “Securit.y .training which takes place each quarter. And quiz based on Security Training
that training.”
Continuous Integration (CI), Static
P3 “Use of continuous Integration, Add multiple checks for static analysis | Application Security Testing (SAST),
and code scan Proper IAM policy.” Security scanning, Identity Access
Management (IAM)
P4 “Compliance best practices and checklist” Compliance best practices
P8 “Differential Access to resources” Identity Access Management (IAM)
“We follow Owasp standards. Each enhancement goes through the
P10 tests according to OWASP standards.” g ¢ OWASP standards
“In my previous company, there was a separate team that worked
on the security aspects of the product, like login, user management, | Separate Security team, Identity Ac-
P12 permissions, etc. To prevent unauthorised access to certain parts of | cess Management (IAM), Agile Stories,
software. There were security expectations in each user story, and | Separate security team, Agile stories
those aspects used to get tested by QA before deploying the code.”
“Regular security scans using commercial tools, as well as requested | Continuous Integration (CI), Security
P18 scans of servers and applications by the I'T security office. Monitoring | scanning, Automation tools, Monitor-
of known security outlets for zero-day exploits.” ing
P19 “Periodic reviews” Periodic reviews
P27 “Before any story is picked up, there’s a Security Review of the entire | Agile stories, Separate security team,
epic with the Security Team.” Periodic reviews
P30 “Dual-authentication, least privilege so only certain users could access | Multi-factor Authentication (MFA),
certain stage environments just as testing.” Identity Access Management (IAM)
P31 “Code review, multiple release plan, security checks by software de- | Code reviews, Separate security team,
velopment engineering team and security team.” Continuous Integration (CI)
P32 “There are security experts to ensure secure practices and regular | Security expert, Security practice in-
security testing and analysis is performed.” surance, Continuous Integration (CI)
“Secure Clouds and systems - MFA - Including a round of security Multi-factor 'Authentlcatlon (MF.A)’
P33 R DRI Zero trust policy, Secure cloud services
test with every PR or Features - Zero Trust Policies. R
& systems, Code reviews

4.2.5 Participants

The study attracted 34 respondents who possessed an average of seven years of software
engineering expertise. The participant pool primarily consisted of experienced software en-
gineers from the technology industry. The demographic composition included 67% (n = 23)
industry professionals, who averaged eight years of technical work experience, while 33%

(n = 11) were graduate-level university students. Professional participants represented di-
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verse organizations including Acquia,* Flexcar,® GlobalLogic,® Decisions,” Cvent,® Lutron
Electronics,” Palo Alto Networks,'® and Microsoft,'! occupying positions such as software
engineer, infrastructure engineer, senior product manager, technical consultant, systems ar-
chitect, and database administrator. The graduate student cohort demonstrated an average
of two years of professional software engineering experience. Survey responses indicated that
participants predominantly regarded security as extremely (n = 25, 76%) or very important
(n=17,21%) to their software teams. Comprehensive demographic information for the study

participants is detailed in Table 4.5.

4.3 Results

4.3.1 RQ1: Security Activities in Agile, Perceived Effectiveness &

Willingness to Adopt

Adoption

The survey revealed that 97% of participants (n = 33) employed Agile software development
methodologies, though only 72% (n = 23) integrated security-related activities into their
Agile workflows. Analyzing the non-student subset of participants indicated that 77% (n =
27) of industry professionals incorporated security activities into their development processes.

The participants’ primary focus centered on Agile development rather than specialized Agile

‘https://www.acquia.com/
Shttps://www.flexcar.com/
Shttps://www.globallogic.com/
"https://decisions.com/
8https://www.cvent.com/
Yhttps://www.lutron.com/us/en
Yhttps://www.paloaltonetworks.com/
Uhttps://www.microsoft.com/
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security implementations. Security practices identified within these Agile teams encompassed
security training initiatives, monitoring and scanning systems, static analysis tooling, code
review protocols, implementation of OWASP standards [164], Identity Access Management
systems, Multi-Factor Authentication protocols, zero trust architectures [165], and dedicated

security teams.

Perception

A subsequent inquiry examined participants’ viewpoints regarding their teams’ implemented
security practices. The collected responses demonstrated a spectrum of perspectives. The
majority characterized these practices as “good” (n = 8), “informative” (n = 2), “necessary”
(n = 2), with some noting compliance requirements (n = 1). Contrasting opinions emerged
from participants who described these activities as time-intensive (n = 1) or unfavorable
(n =1). Some respondents (n = 4) highlighted opportunities for enhancement, underscoring
the significance of strengthening existing security protocols. The findings suggested that
despite widespread recognition of security practices’ value, substantial potential remained

for refinement and optimization within development teams.

Agile Security

The survey examined participants’ agreement levels with the statement: “Software devel-
oped through Agile methods is relatively less secure when compared to software developed
through sequential SDLC processes, like Waterfall”. As illustrated in Figure 4.1, partici-
pant responses reflected diverse perspectives. The largest segment (43.7%) of respondents
disagreed with the statement, suggesting their confidence in Agile methodologies’ security

capabilities. A significant portion (31%) maintained a neutral stance, neither endorsing
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nor rejecting the statement. This neutrality potentially indicated uncertainty regarding Ag-
ile practices’ security implications. A smaller fraction of participants expressed agreement,
with 15.6% strongly agreeing and 9.38% agreeing with the statement. The distribution of
responses demonstrated a lack of consensus among participants, highlighting the necessity

for deeper investigation into how security practices influence Agile development processes.

Sl sl S 9o
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Figure 4.1: Participants’ response on, “Agile software is less secure compared to the ones
developed using Waterfall”.

Effectiveness of software security practices and willingness to include them in

Agile

The survey presented the eight state-of-the-art security practices outlined in Table 4.1. Par-
ticipants evaluated each practice’s potential effectiveness for enhancing software security
and robustness within their Agile development frameworks. The analysis encompassed re-
sponses from 30 participants, with results visualized as a heat map in Table 4.3. The
effectiveness ratings revealed distinct patterns across different security activities. “Iterative
vulnerability testing” emerged as the second most highly rated practice, with 60% of re-
spondents rating it as “Extremely effective” in vulnerability identification and mitigation.
“Automatic testing” received the highest effectiveness rating at 66.67%, highlighting au-
tomation’s perceived value in strengthening security throughout the development lifecycle.
“Iterative security static analysis” and “Additional weight based on security impact” also
garnered substantial effectiveness ratings. Conversely, “Iterative risk analysis, countermea-

sure graphs” received comparatively lower evaluations. Statistical analysis through ANOVA
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Table 4.3: Security Activities and Practitioners’ Perceived Effectiveness

Not
Security Activity at Slightly ModerateNery | Extremely
all

Addressing security in early iterations with
requirements and testing
Stating security requirements that are ex-

0% 0% 13.33% | 73.33% 13.33%

pected in the production software 0% 3.33% | 20% 46.677% 30%
Adding a security specialist to your team 0% 6.67% | 20% 40% | 33.33%
Additional points or weights to issues with

. . 0% 0% 20% 46.67% 33.33%
an impact on security
[terative and incremental vulnerability and 0% 0% 10% 30% | 60%

penetration testing

[terative and incremental security static
analysis

[terative and incremental risk analysis, coun- 0% 6.67% | 30% 43.33% 20%
termeasure graphs

Automatic testing 0% 3.33% | 0% 30% | 66.67%

0% 3.33% | 6.67% 53.33% 36.67%

testing revealed no significant variations in perceived effectiveness across the security activi-
ties (F = 1.806,p = 0.09035). These observations illuminated practitioners’ perspectives on
security practice effectiveness and emphasized the potential benefits of automated security

activities within Agile environments.

The survey examined participants’ inclination to incorporate specific security practices from
Table 4.1 into their Agile workflows. This section of the study garnered responses from 31
participants. The response distribution, presented in Table 4.4, revealed varying levels of
adoption willingness across different practices. Iterative vulnerability testing and iterative
security static analysis emerged as highly favored practices. Automatic testing demonstrated
the highest acceptance rate, with 67.74% of respondents indicating they were “Extremely
willing” to implement this practice. Additional security-weighted prioritization and explicit

security requirements documentation also received positive response rates. In contrast, early-



4.3. REsuLTs

45

Table 4.4: Security Activities and Practitioners” Willingness to Include Them in Agile Pro-

cesses

Not

Security Activity at Slightly ModerateVery | Extremely
all

Addl.ressmg security in early iterations with 0% 0% 99.03% 145169 25.81%

requirements and testing

Statmg' security requ.1rements that are ex- 0% 0% 99.03% 41.94% 29.03%

pected in the production software

Adding a security specialist to your team 0% 6.45% | 19.35% | 48.39% 25.81%

Addltlonal points or weights to issues with 0% 0% 12.9% 38,719 48.39%

an impact on security

Iteratlve. and 1nF:remental vulnerability and 0% 0% 16.13% 19.35% 64.52%

penetration testing

Iteramye and incremental security static 0% 0% 3.93% 145169 51.61%

analysis

[terative and incremental risk analysis, coun- 2.93% | 0% 99.53% 18.39% 25.81%

termeasure graphs

Automatic testing 0% 0% 3.23% 29.03% 67.74%

iteration security implementation and iterative risk analysis garnered lower acceptance levels.

Statistical analysis through ANOVA testing indicated no significant variation in adoption

willingness across practices (F' = 1.3191,p = 0.2457). These findings offer guidance for orga-

nizations by identifying security practices that Agile practitioners are more willing to adopt

and perceive to be more effective, enabling teams to prioritize high-acceptance activities

when planning to implement security activities within Agile.

4.3.2 RQ2: Impact on Productivity

Team Velocity

Analysis of responses (n = 14) to the optional inquiry regarding security practices’ effect

on team velocity revealed that most participants observed no significant impact on team
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productivity following security measure implementation. The influence varied according
to team-specific protocols, illustrated by one participant’s observation that activities were
structured “before the sprint starts, [and] the developers go in the sprint knowing what to
expect” (P26). Several participants identified modest productivity variations, noting impacts
of “10-20%” (P17) or duration extensions of one to two days (P16, P28). A contrasting per-
spective emerged from one participant who indicated that new security engineering initiatives
“will always affect the sprint velocity drastically”, resulting in extended feature deployment

timelines, though ultimately concluding that “such changes are fruitful” (P14).

Day-to-day Activities

The study revealed minimal disruption to daily operations from security measure imple-
mentation. A significant proportion of respondents (n = 16) reported negligible impact on
routine development activities. Non-disruptive practices included the integration of “peri-
odic security checking” (P20) tools and external team coordination. The primary operational
impact (n = 2) centered on extended development timelines, exemplified by P27’s observa-
tion that security protocols necessitated “more time spent authenticating to access different
environments and projects”. These findings demonstrate that security practice integration
within Agile methodologies maintained overall sprint velocity while introducing minimal

operational friction.

4.3.3 RQ3: Impact of Software Activities

Software Products

The investigation examined how security practice integration within Agile methodologies

influenced software development practitioners. Analysis of participant responses regarding
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security practices’ impact on software products revealed that a significant portion (n = 10)
reported enhanced overall security. This finding suggested that robust security measure
implementation positively affected product resilience against potential threats. Additional
benefits included increased customer trust (n = 1), heightened team confidence (n = 1),

improved standards compliance (n = 1), and reduced bug occurrence (n = 1).

The study also identified potential drawbacks of security implementation. One participant
noted that these measures “extended delivery date since a lot of code was often stuck waiting
for approval” (P30). Another respondent (P19) indicated that their teams’ security practices
“rarely” influenced product security. These observations demonstrate that while security
practices generally enhanced product security posture, customer trust, team morale, and
quality metrics, successful integration required strategic planning to minimize deployment

delays.

Organization

Examination of organizational impacts revealed varied effects. Positive outcomes included
increased security practice adoption likelihood (n = 1), enhanced organizational culture
(n = 1), strengthened company reputation (n = 1), and elevated customer confidence
(n = 1). However, the majority of participants reported either no effect (n = 4) or minimal
impact (n = 4) on organizational operations. While these findings suggest limited organiza-
tional influence, the inherent challenge of quantifying prevented security threats complicated

impact assessment without third-party security evaluation.
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Confidence

The analysis explored how adopted security practices influenced participants’ confidence
in their software products’ security. Results visualized in Figure 4.2 revealed that 50% of
respondents expressed feeling “fairly confident” about their software security, while 25%
reported being “somewhat confident,” and 25% indicated “complete confidence.” These
findings demonstrated security practices’ positive influence on practitioner confidence levels,
though they suggest opportunities for further enhancement of security assurance among

software engineers.

Ny 2 S £
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@ Somewhat Confident B Fairly Confident
B Completely Confident

Figure 4.2: Participants’ confidence in software security was influenced by the adoption of
security practices by their Agile teams

4.4 Discussion

The investigation yielded significant insights into security practice integration within Agile
frameworks, illuminating practitioner perspectives and operational impacts across develop-
ment processes. The analysis revealed predominantly positive perceptions toward security in-
tegration within Agile methodologies, despite potential domain conflicts. This receptiveness
reflected heightened awareness regarding software security importance. The study demon-
strated minimal productivity impact from security integration while generally enhancing
software security levels. Although participants noted occasional timeline extensions and

feature deployment delays related to security activities, the perceived security benefits out-
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weighed these considerations, suggesting that strategic implementation enables successful

security integration without compromising productivity.

The research identified opportunities for enhancement, as some participants expressed only
“somewhat” or “fairly” confident assessments regarding their adopted security activities’
protective capabilities. These observations indicated potential for improvement in Agile se-
curity practice effectiveness. To address efficiency concerns and enhance security confidence,

we propose focusing on two key areas: increasing automation and improving feedback.

4.4.1 Increase Automation

The findings highlighted favorable perceptions and adoption willingness toward automated
security processes. While statistical analysis revealed no significant variations across the eight
examined security activities, automated approaches (e.g., automatic testing) garnered higher
acceptance and implementation willingness compared to manual interventions (e.g., security
specialist integration). This aligned with previous research demonstrating automated pen-
etration testing’s superior efficiency over manual methods [166]. However, Edwards et al.
cautioned against potential automated security technique drawbacks, citing social and tech-
nical challenges including output inaccuracy, stakeholder requirement misalignment, and

information oversaturation [167].

These observations suggested opportunities for enhanced security automation. The results
indicate that teams should consider implementing automated testing frameworks, vulner-
ability assessments, penetration testing protocols, and static security analysis tools, given
their higher perceived effectiveness and adoption willingness metrics. Prior research explored
continuous security testing integration and automated security tool implementation within

CI/CD repository processes [45]. Similarly, DevSecOps emerged as a security-enhanced vari-
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ant of DevOps methodology [46], commonly adopted alongside Agile processes due to rapid
deployment capabilities [121]. Integration of security activities within these frameworks

could further streamline software protection processes.

4.4.2 Improve Feedback

The research cautioned against indiscriminate automation implementation. Previous studies
indicated users’ reluctance to adopt automated development tools failing to meet personal,
interactive, and technical requirements [168]. This study corroborated these findings, with
participants reporting minimal perceived security impact and reduced confidence in adopted
processes. Edwards et al. noted that contextless information abundance could impede de-
veloper tool utilization [167]. Prior research indicated that inadequate feedback inhibited
security tool adoption [28, 129]. Enhanced collaboration between security experts and de-
velopers [127] could improve automated security tool effectiveness and strengthen engineer

confidence.

Research suggested developers’ limited understanding of security output implications [28].
Studies explored using vignettes and narratives to enhance security concept comprehen-
sion [169]. Additionally, developers demonstrated knowledge gaps regarding security issue
remediation. Bhandari et al. addressed this through examination of open-source reposi-
tory vulnerabilities and corresponding solutions [170]. Research demonstrated automated
program repair’s effectiveness in debugging tasks [171], suggesting potential benefits from
automated security fix suggestions in providing targeted practitioner feedback and enhancing

software security.
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4.5 Limitations and Future Work

The study’s generalizability to all Agile practitioners presented a primary limitation. Al-
though participant recruitment targeted diverse backgrounds and experience levels to com-
prehensively assess security practices’ impact, the substantial representation of graduate
students (n = 11), predominantly from Virginia Tech (n = 9), can potentially introduce
sampling bias. Future research could address this limitation through broader practitioner

surveys encompassing more diverse populations.

The reliance on participants’ retrospective estimations regarding security practices’ impact
on team velocity can introduce potential accuracy limitations. Additional research examining
productivity impact could employ quantitative analysis of Github'? repositories to evaluate

implemented practices and measure objective productivity metrics.

A promising direction for future investigation involves conducting comprehensive case stud-
ies examining security practice integration within active Agile development teams. This ap-
proach would facilitate collection of direct feedback regarding implementation experiences,
challenges, and benefits. Such studies would enhance understanding of team dynamics,
workflow impacts, and security measure effectiveness within Agile environments, contribut-

ing valuable empirical evidence to existing theoretical frameworks.

Further research opportunities exist in developing innovative security tools and method-
ologies aligned with Agile principles. Potential areas include: (i) creating documentation
reduction systems providing concise & actionable security feedback, (ii) LLMs to synthesize
and simplify complex security reports, (iii) developing CI/CD pipeline integration tools for
static code vulnerability detection, and (iv) enhancing automation in security practices to

streamline integration with existing Agile workflows, particularly within CI/CD and De-

2https://github. com/
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vOps processes. These developments could address current implementation challenges while

maintaining Agile development efficiency.

4.6 Conclusion

This investigation contributed key insights toward enhancing security practice integration
within Agile development frameworks. By examining practitioner experiences and percep-
tions, the study revealed promising evidence supporting the perceived compatibility of secu-
rity activities with Agile methodologies. The findings demonstrate that security implemen-
tation need not compromise development efficiency when properly executed. Specifically,
the research identified automation enhancement and feedback optimization as critical suc-
cess factors - areas directly focused on improving security tool adoption and effectiveness.
The study’s results regarding practitioners’ willingness to adopt automated security activi-
ties particularly support the proposed direction for security tool development. The identified
challenges in security practice integration provide valuable guidance for future work in de-

veloping improved security automation solutions.
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Table 4.5: Survey Participants
Participant| Role Industry — Exp. Agile? Security?
(years)
P1 Associate Software Engineer 1 Yes Yes
P2 Software Engineer 2.2 Yes Yes
P3 Software Engineer 2 Yes Yes
P4 Engineering Manager 11 Yes Yes
P5 Software Engineer 6 Yes Yes
P6 Student 0 Yes Yes
pP7 Quality Engineer 1.5 Yes No
PS8 Graduate Teaching Assistant 1 Yes Yes
P9 Student 4 Yes No
P10 Consultant 15 Yes Yes
P11 Senior Software Engineer 5 Yes Yes
P12 Student 3 Yes Yes
P13 Student 3 Yes No
P14 Automation Test Engineer 4.2 Yes Yes
P15 Graduate Student 2.8 Yes No
P16 Student 0 Yes No
P17 Senior Software Engineer 6 Yes No
P18 Chief Test Monkey 41 Yes Yes
P19 Cloud Engineer 7 Yes Yes
P20 Systems Architect 8 Yes No
P21 Department Head 23 Yes Yes
P22 Associate Director of Systems De- 1 Yos Yes
velopment
P23 Director, DBAA 22 Yes Yes
P24 Software Developer 20 No No
P25 Software Engineering Co-Op 1 Yes Yes
P26 Senior Product Manager 10 Yes No
P27 Software Engineer 2.5 Yes Yes
P28 Student 3 Yes No
P29 Student 1 Yes No
P30 Technical Consultant 1 Yes Yes
P31 Software Engineer 2 Yes Yes
P32 Security Co-Op 0-1 Yes Yes
P33 S.enior Staff Machine Learning En- 4 Yes Yes
gineer
P34 Infrastructure Engineer 1.5 Yes Yes




Chapter 5

Harnessing the Power of LLMs to
Simplify Security: LLM
Summarization for Human-Centric

DAST Reports

5.1 Motivation

DAST tools are used to evaluate the security posture of web applications [18]. These tools
analyze applications from an external perspective by simulating real-world attack scenarios,
closely resembling the behavior of malicious actors interacting with deployed systems [172].
The result of a DAST scan is typically a detailed report containing numerous security alerts,
which are categorized and prioritized based on their assessed severity. Commonly used
DAST tools include Burp Suite! and ZAP.? Such tools play a crucial role in helping software

practitioners detect, understand, and remediate vulnerabilities in web applications [173].

However, building and maintaining secure software systems requires substantial expertise

across multiple technical domains [174]. Prior research has shown that many software prac-

https://portswigger.net/burp/pro
’https://www.zaproxy.org/
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titioners struggle to effectively understand and address security issues [22], largely due to
limited security knowledge and experience [20]. Interpreting security alerts often demands
additional time and cognitive effort, which can be challenging for practitioners already op-
erating under tight development schedules. These challenges are further amplified in fast-
paced Agile development environments, where time constraints are more pronounced [21]
and developers may exhibit lower willingness to adopt or engage deeply with security-related

practices [175].

The ability of LLMs to produce coherent, context-aware, and high-quality textual outputs
has attracted considerable attention in recent years [176]. Prior work has demonstrated
the effectiveness of LLMs for text summarization tasks, where they can transform lengthy
or complex natural language inputs into concise and informative summaries [108, 115, 177].
Motivated by these capabilities, we propose leveraging LLMs to summarize DAST-generated
security alerts, with the goal of reducing cognitive overhead and improving the interpretabil-
ity of security findings for software practitioners. This chapter addresses a critical challenge
in security-Agile integration: the complexity and length of DAST tool outputs. This work
demonstrates how LLMs can make security practices more accessible in Agile environments

by using them to summarize security alerts from popular DAST tools (Burp Suite and ZAP).

Our work explored the following research questions (RQs):

RQ1 What challenges do software practitioners face when dealing with DAST reports?

RQ2 How do software practitioners perceive the effectiveness of LLM-generated sum-
maries of DAST security alerts in understanding the security issue as compared to the

original alert?

RQ3 To what extent do software practitioners prefer LLM-generated summaries of

DAST security alerts over the original security alerts?
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To answer these research questions, we distributed an online questionnaire to 48 professionals
working in software development. To gather experimental data, we performed security as-
sessments using two DAST tools—ZAP and Burp Suite—on hackthissite.org,® an established
platform for security training exercises [178]. For our analysis, we selected one representative
security alert from each tool’s output. These alerts were given as input to five distinct LLM
systems: Orca-Mini,* Llama 2, Code Llama,® Mistral,” and GPT-3.5.® Subsequently, we
gathered participant feedback on these LLM-processed versions, evaluating their accessibility

and understandability.

Our results provide initial insights into how LLMs could transform DAST security alerts
into more digestible formats, addressing current limitations in DAST reporting systems.
This research represents the first exploration of leveraging LLMs for DAST security alert
summarization. Drawing from our findings, we discussed recommendations for developing
more user-friendly security alert systems to enhance vulnerability prevention and strengthen

software security measures.

5.2 Methodology

5.2.1 Security Report Generation

For our security assessment framework, we implemented a dual-tool approach utilizing Burp

Suite (Professional) and ZAP, representing commercial and open-source DAST solutions re-

3https:/ /www.hackthissite.org/
4Orca-Mini

5TLlama 2

5Code Llama

"Mistral

8GPT-3.5
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spectively. Our security analysis targeted hackthissite.org”, selected for its open accessibility
and extensive array of security vulnerabilities, which provided an ideal testing environment.
The security assessment generated two distinct alert sets, from which we extracted one rep-

resentative alert per tool for our analysis.

The alert summarization phase incorporated five distinct LLM systems. Our selection criteria
focused on accessibility through Ollama!®, leading to the inclusion of Orca-Mini, Llama 2,

Code Llama, and Mistral, each representing different parameter configurations.

The selected models included several from Meta AI''’s Llama architecture family [179].
Among these, Code Llama, an extension of Llama 2, was specifically engineered for code-
related tasks [180]. Orca-Mini represented an implementation trained on Orca-style datasets
using the Llama and Llama 2 architectures [181]. The Mistral AI'? 7B parameter model in-
corporated advanced features like grouped-query and sliding window attention, demonstrat-
ing superior performance compared to Llama2 [182]. We also integrated GPT-3.5 through
OpenAl's’® ChatGPT™ platform, given its widespread adoption and established capabilities.

Detailed specifications of these LLMs are presented in Table 5.1.

Table 5.1: LLMs Used in this study

Parameters .
Model (Billions) Size
Orca-Mini 3B 2 GB
Llama?2 7B 3.8 GB
Code Llama 7B 3.8 GB
Mistral 7B 4.1 GB
GPT-3.5 175B ~700 GB

9https:/ /www.hackthissite.org/
Ohttps://ollama.com/
"Uhttps://ai.meta.com/meta-ai/
2https://mistral.ai/
13https://openai.com/
“https://chat.openai.com/
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Our methodology involved analyzing actual security vulnerabilities identified in hackthissite.org
through ZAP and Burp Suite scans. The detected vulnerabilities were processed through

our selected LLM systems using a standardized prompt format:
GIVE SUMMARY FOR: [Text]

In this format, “[Text|” represented the core security findings from the original alerts, ex-
cluding the Request-Response details. The evaluation process paired original alerts with
their corresponding LLM-generated summaries for participant assessment. The security vul-

nerabilities are documented in Table 5.2.

Table 5.2: Overview of Security Reports

Security Issue ‘ Traditional ‘ LLM
. Orca-Mini, Llama 2,
Xs}ilrelzzatel;llsy15JavaScr1pt Burp Suite Code Llama, Mistral,
and GPT-3.5
Orca-Mini, Llama 2,
Path Traversal'® OWASP ZAP Code Llama, Mistral,
and GPT-3.5

The generated summaries by were found to be accurate and reliable. This was supported
by the BERT scores (Table 5.3), which demonstrated high accuracy across the models:
for ZAP, scores ranged from 0.7913 (Orca-Mini) to 0.8487 (GPT-3.5), and for Burp Suite,
scores ranged from 0.8505 (Mistral) to 0.8931 (Llama2). These high scores illustrate the
models’” ability to produce accurate summaries. In addition, the quality and correctness of

the generated summaries were validated through manual human verification.
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Table 5.3: BERT scores for summaries generated by different LLMs across DAST tools.

Or.ca}- Llama2 Code Mistral GPT-3.5
Mini Llama
ZAP | 0.7913 | 0.8394 | 0.8309 | 0.8310 | 0.8487
BurpSuite| 0.8630 | 0.8931 | 0.8868 | 0.8505 | 0.8697

5.2.2 Participant Recruitment

Our study employed a multi-channel recruitment strategy to assemble a heterogeneous partic-
ipant sample. The primary recruitment channel leveraged LinkedIn'?, where we distributed
both targeted individual invitations and public announcements to attract IT security pro-
fessionals. To expand our participant base, we activated professional networks to connect
with IT personnel across multiple sectors and organizational structures. The participant
pool was further diversified by incorporating technically experienced graduate students from
Virginia Tech, who brought relevant software development background to the study. This
three-pronged recruitment approach enabled us to capture varied professional perspectives

and experience levels, enhancing the depth and breadth of our collected data.

5.2.3 Survey Structure

Our survey was developed and distributed using QuestionPro'®, with the survey receiving
prior IRB approval. The survey consisted of multiple sections. The initial section captured
participants’ demographic profiles and assessed their expertise with security reporting sys-
tems using a Likert scale from “Very Unfamiliar” to “Very Familiar”. We also evaluated
participants’ confidence levels in interpreting security alerts, with responses ranging from

“Very Uncomfortable” to “Very Comfortable”. The survey investigated participants’ experi-

"https://www.linkedin.com/
Bhttps://www.questionpro.com/
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ence with automated security tools, including usage frequency and practical applications.

To gauge the effectiveness of conventional security reports, participants rated their utility
in addressing security concerns on a scale from “Very Useless” to “Very Useful”. To ad-
dress RQ1, we incorporated an open-ended question exploring participants’ experiences with

traditional DAST report challenges.

For RQ2, the survey presented randomized sequences of original security alerts alongside
their summaries for comparative evaluation. Participants assessed each alert’s clarity and
comprehensibility. The concluding section solicited suggestions for enhancing security report
effectiveness through open-ended responses. To address RQ3, we examined participants’
preferred formats for receiving security-related information. The complete survey is available

in the Appendix B.

5.2.4 Data Analysis

Our research methodology incorporated both quantitative and qualitative data collection
through close-ended and open-ended survey questions, examining participants’ perspectives

on security reporting systems and LLM-generated summaries.

The quantitative analysis employed statistical methods, including Chi-squared (x?) tests,
to evaluate Likert scale responses regarding clarity and comprehensibility across traditional
and LLM-generated reports. For qualitative data, we implemented an iterative-inductive
thematic open-coding approach. Two researchers conducted independent analyses, followed

by collaborative discussion to achieve consensus on findings.

For example, while addressing RQ1, we analyzed responses from 17 participants who shared
their experiences with challenges associated with DAST reports. Via open coding we iden-

tified key challenges through sentence-level analysis. For example, in the response “Lengthy
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security reports can be quite daunting to someone who is seeing them for the first time and
does not have the needed level of security knowledge to understand these reports”, we iden-
tified the Difficult to understand challenge. Similarly, from “Security reports go into very
lengthy details which, as a developer, is very hard to follow because I am not a cybersecurity
professional”, we extracted multiple challenges: Lack of relevance, Lengthy, and Too detailed.
This systematic analysis revealed recurring patterns in practitioners’ experiences with DAST
reports. The complete categorization of challenges identified through open coding process is

documented in Table 5.4.

5.2.5 Participants

The study garnered responses from 48 software practitioners, collectively representing an
average of seven years in software engineering. The participant pool comprised 73% (n = 35)
industry professionals, averaging eight years of technical expertise, while 27% (n = 13) were

from the academic sector.

The practitioners worked at diverse organizations including Acquia,'® GlobalLogic,?° Palo
Alto Networks,?! and TikTok,?? spanning roles from product management to systems ar-
chitecture, software engineering, technical consulting, and engineering management. The
academic participants consisted of graduate students who brought an average of two years

of software engineering work experience to the study.

As shown in Figure 5.1, there existed varying degrees of security report familiarity among
the survey participants, with a significant portion reporting limited exposure: 43.75% (n =

21) somewhat unfamiliar and 27.08% (n = 13) very unfamiliar. This trend extended to

Yhttps://www.acquia.com/
2Onttps://www.globallogic.com/
2https://www.paloaltonetworks. com/
2?https://www.tiktok.com/about
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Table 5.4: Open coding examples for “What challenges do you face when dealing with
traditional DAST security reports?”

Participant‘ Response ‘ Categories Identified
P1 “The reports are too big and tiresome to read” Lengthy, Tiring, ~ Over-
whelming
“Lengthy security reports can be quite daunting to someone who is seeing .
P2 them for the first time and does not have the needed level of security knowl- L(?ngthy, Overwhelming,
” Difficult to understand
edge to understand these reports
113 3 2
Leljlgthy sec'urlty rep.orts are only useful Wl.len a software engineer wants to Lengthy, Too detailed,
. get into detail of the issue and understand it completely. They are cumber- . .
P3 . . . . Overwhelming, Time-
some when we just want to skim over the issue to get a general idea about consumin
what the issue is” &
P6 “Security reports go into very lengthy details which, as a developer, is very | Lengthy, Too detailed,
hard to follow because I am not a cybersecurity professional” Lack of relevance
P8 “These reports have details that are of very little use to me” Unnecessary details, Lack
of relevance
P9 “They usually are not solution-oriented” Not solution-focused
“Traditional, lengthy security reports often provide a detailed analysis of secu-
rity vulnerabilities, indicating their root causes, possible effects, and methods
used'. This leng.thy report coverage is esse;ntlal for understéndlng Fh.e com- | pLee 1t to understand,
P10 plexity of security issues and providing guidance on addressing or fixing the Time-consumin
security bug. But one major challenge of traditional, lengthy security reports &
is that they require a lot of time (time-consuming) to read and understand
the report content”
P12 “As mentioned, these reports are quite lengthy, giving too much information” | Lengthy, Too detailed
“While I’ve never used a security report, I imagine they are lengthy, and it s
P13 is difficult to understand where to actually make changes to fix the security Lengthy, Difficult to un-
» derstand
problems
“In my personal work experience, I have not dealt with security reports apart
P17 from the automatic PRs generated by GitHub Dependabot, which are mostly | No experience
handled by senior engineers of the dev team”
. . . . Lengthy, Too detailed, Dif-
113 b b
P18 Le.ngth%/7 security reports will contain too much detail for an average software ficult to understand, Lack
engineer
of Relevance
. Lengthy, Difficult to un-
« ~ )
P19 Lengt‘hy”reports are mostly not for developers who have less security-level derstand, Lack of Rele-
expertise
vance
P26 “I would assume they are useful, as the more detailed and verbose the logs No experience
are, the better you can understand the security threat” p
P40 “A lot of unnecessary details” Unnecessary details
P43 “I have not dealt with security reports” No experience
“I have never used these lengthy security reports, but I have seen them in .
. . . No experience, prefer au-
P46 action, and most developers I know would prefer more automation than having k
. : tomation
to read lots of information
“Typically, I see vulnerability assessments on the libraries and APIs that I
use. Sometimes the vulnerability assessments don’t give alternatives for the Vulnerability assessments
P48 libraries and APIs, which makes it more difficult to steer away from them. el ’
s . . S lack of guidance
They also don’t really discuss improper usage and how to avoid improper
usage”

security issue comprehension confidence, as illustrated in Figure 5.2, where 60.41% (n

29) of respondents indicated being either very uncomfortable or somewhat uncomfortable,

suggesting potential accessibility barriers in technical security documentation.
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Despite these comprehension challenges, as indicated in Figure 5.3, 83.33% (n = 40) of
participants had experience with automated security tools in their projects. Their toolkit
encompassed various platforms including Burp Suite,?* ZAP,?* Acunetix,?® GitHub Depend-
abot,?% and supplementary plugins, though usage frequency varied from monthly to quarterly

or less frequent intervals.

The effectiveness of traditional DAST reports received mixed evaluations, as depicted in
Figure 5.4. While 31.91% (n = 15) maintained a neutral stance, a substantial 48.94%
(n = 23) rated them as somewhat or very useless. Only 19.15% (n = 9) found these reports
somewhat or very useful, highlighting opportunities for enhancing report accessibility and
practical value. Comprehensive participant demographics were documented in Table 5.5.

e do Sle o
7 S &

3 Very Unfamiliar TJSomewhat Unfamiliar @ Neutral
E Somewhat Familiar B Very Familiar

Figure 5.1: How familiar are you with security reports of software products?
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Figure 5.2: How comfortable are you with knowing and understanding security issues men-
tioned in security reports?
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Figure 5.3: Have you used automated security tools to scan and identify software security
issues?
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Figure 5.4: How would you rate the usefulness of traditional DAST reports in addressing
and resolving security issues?

5.3 Results

5.3.1 RQ1: Challenges with traditional DAST reports

Through thematic open coding analysis of survey responses (Table 5.4), we observed several
challenges emerged in practitioners’ interactions with DAST reports. The analysis revealed
six major challenge categories: Difficult to Understand (n = 5), Too Detailed (n = 2),
Lack of Relevance (n = 4), Lengthy (n = 8), Overwhelming (n = 3), and Time

Consuming (n = 3).

These identified challenges presented substantial impediments to practitioners’ operational
efficiency and security management capabilities. The complexity and volume of traditional
DAST reports potentially compromised organizational security by creating barriers against
a thorough review processes. The combination of comprehension challenges, contextual
irrelevance, and time-consuming analysis requirements results in decreased engagement with
security documentation, potentially leaving critical vulnerabilities unaddressed [183]. The

cumulative impact of these challenges in DAST reports suggests a need for more streamlined,
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Table 5.5: Survey Participants
Industry Industry
Participant Role Exp. Participant Role Exp.
(years) (years)
P1 Engineering Man- 12 P2 S‘taff Software En- 9
ager gineer
P3 Software Engineer 3 P4 Associate  Engi- ) ¢
neer
P5 Assistant Manager 4 P6 Sengn‘ Staff ML 4
Engineer
P7 Student 3 P8 Software Engineer 4
Graduate Re-
P9 search Assistant 8 P10 Student 0
P11 Software Engineer 3 P12 Sem? v Software 7
Engineer
P13 Student 0 P14 Student 0
P15 Student 0 P16 Software Engineer 2
P17 Software Engineer 3.5 P18 Software Engineer 3
P19 Software Engineer 4 P20 Director _Of S_Oft_ 12
ware Engineering
P21 Software Engineer 8 P22 Software engineer 3
P23 Student 5 P24 Consultant 3
P25 Senfor  Software 5 P26 Student 0
Engineer
P27 Student 2 P28 Consultant 20
P29 Senior  Software P30 Student 5
Engineer
P31 Quality Engineer 5 P32 Software Engineer 2.5
Associate Special- Senior Product
P33 ist SAP 4 P34 Manager 1
P35 Associate  Soft- 5 P36 Director 22
ware Engineer
P37 Associate Director 13 P38 Department Head 25
P39 Systems Architect 25 P40 Test  Engineering 41
Manager
P4l Senlf)r Software 9 P42 S‘taff Software En- 13
Engineer gineer
P43 Software Engineer 3 P44 AT Architect 2.5
P45 Developer 3.5 P46 Student 1
P47 Student 0.5 P48 Teaching  Assis-

tant
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accessible reporting mechanisms that could better serve practitioners’ security assessment

needs while maintaining comprehensive coverage of security concerns.

5.3.2 RQ2: Effectiveness of Security Alerts vs their LLM-generated

Summaries

Our evaluation framework for assessing LLM-generated summaries focused on two funda-

mental performance metrics:

e Clarity: The assessment employed a graduated scale from “Very unclear” to “Very
clear”, examining multiple textual elements including structural organization, gram-
matical precision, formatting consistency, and overall content quality. This compre-
hensive evaluation helped determine the effectiveness of information presentation in

the summaries.

« Comprehensibility: The study implemented a binary evaluation mechanism (“Yes”/“No”)
to measure participants’ ability to grasp the security concerns detailed in each sum-
mary. This direct measurement approach aimed to evaluate the summaries’ success in

conveying critical security information.

Clarity

As shown in Table 5.6, the analysis of survey responses revealed a significant advantage of
LLM-generated summaries over original alerts. In the evaluation of Burp Suite alerts, the
original alerts presented significant clarity challenges, with 70.83% (n = 34) of participants

rating it as very unclear. In contrast, the LLM-generated versions demonstrated superior
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clarity metrics. GPT-3.5 emerged as the leading performer, achieving a 75.00% (n = 36)
very clear rating. Close behind were the Orca-Mini and Mistral implementations, garnering
very clear ratings from 72.92% (n = 35) and 70.83% (n = 34) of participants respectively.
Code Llama and Llama2 also demonstrated improved clarity compared to the original for-
mat, securing very clear ratings from 66.67% (n = 32) and 50% (n = 24) of participants

respectively.

The ZAP alert analysis revealed similar patterns, with 58.33% (n = 28) of participants
rating the original alerts as very unclear. The LLM-processed versions again demonstrated
enhanced clarity metrics. GPT-3.5 maintained its leading position with 70.83% (n = 34)
very clear ratings, followed by strong performances from Orca-Mini at 72.92% (n = 35)
and Mistral at 68.75% (n = 33). Code Llama and Llama2 summaries also received positive
evaluations, achieving very clear ratings from 58.33% (n = 28) and 60.42% (n = 29) of par-
ticipants respectively. Statistical analysis confirmed significant clarity improvements across
all LLM-generated versions compared to traditional reports, with the sole exception of Code

Llama’s processing of the ZAP path traversal vulnerability.

Comprehensibility

Building on the clarity assessment, our comprehension analysis (Table 5.7) yielded com-
pelling evidence regarding participants’ ability to grasp security concepts across different
DAST alert presentations. The evaluation of Burp Suite alerts revealed significant com-
prehension challenges with the original alerts, as 77.08% (n = 37) of participants reported
difficulty understanding the content. In contrast, LLM-processed versions demonstrated sig-
nificant improvements in accessibility. GPT-3.5 achieved exceptional comprehension rates,
with 93.75% (n = 45) of participants successfully understanding the security implications.

Mistral and Llama2 implementations also showed substantial gains, achieving comprehen-
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Table 5.6: Clarity of Security Alerts compared with their LLM-generated summaries
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sion rates of 91.67% (n = 44) and 89.58% (n = 43), respectively. The Orca-Mini and Code

Llama versions maintained strong performance levels, with 87.50% (n = 42) and 83.33%

(n = 40) of participants indicating successful comprehension.

The ZAP assessment revealed similar patterns, with 87.50% (n = 42) of participants report-

ing comprehension difficulties with the original alerts. The LLM-processed versions demon-

strated significant improvements in understanding. GPT-3.5 and Code Llama emerged as the
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most effective models, both achieving 95.83% (n = 46) comprehension rates. Orca-Mini and
Llama2 maintained strong performance levels with 89.58% (n = 43) and 85.42% (n = 41)

comprehension rates respectively, while Mistral achieved an 83.33% (n = 40) success rate.

Statistical analysis confirmed significant improvements in comprehension across all LLM-
processed versions compared to traditional reporting formats. These findings, demonstrate
the enhanced effectiveness of LLM-generated summaries in conveying security-critical infor-
mation. The results established that software practitioners found LLM-processed security
alerts substantially more accessible and comprehensible compared to traditional DAST re-

port formats.

5.3.3 RQ3: Preference

Our analysis of preferred security alert formats revealed a decisive inclination towards LLM-
summarized versions. As illustrated in Figure 5.5, a substantial majority (81.25%, n = 39)
of participants expressed a preference for summarized formats. The remaining responses
were distributed between those expressing no specific preference (6.25%, n = 3) and those

falling into alternative categories (8.33%, n = 4).

The “Other” category encompassed diverse response patterns. Some participants indicated
neutrality with responses such as “no preference”, while others proposed hybrid approaches
that defied strict categorization. For instance, one response suggested “ Unsure specifics, but

probably one with a mizture of easy-to-read the summary and necessary technology codes”.

The survey responses illuminated key preferences in security report delivery mechanisms.
While summarized formats dominated participant preferences, several respondents advo-
cated for a hybrid approach that balances concise summaries with access to comprehen-

sive technical details when required. Some participants specifically highlighted the value
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of receiving updates through email or collaborative platforms such as Slack.?” These find-
ings indicated that while LLM-generated summaries represented the preferred format for
security alerts, practitioners valued the flexibility to access detailed documentation when

circumstances demanded deeper technical analysis.

2"https://slack.com/
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Figure 5.5: If given a choice, which format would you prefer for receiving information about
security issues in software projects?

5.4 Discussion

Our investigation uncovered several critical obstacles practitioners encountered with DAST
reports, including information overload, contextual misalignment, excessive length, and
resource-intensive analysis requirements. These challenges potentially impact operational
efficiency and security risk management. We saw that LLM-generated summaries signif-
icantly enhanced security alert accessibility and comprehension through streamlined infor-
mation presentation. Participant responses indicated strong preference for LLM-summarized
formats, citing improved clarity and comprehensibility compared to traditional alert mecha-
nisms. In Chapter 4 we saw that there exists resistance to security practice adoption among
Agile teams. LLM-generated security alert summaries could facilitate DAST adoption by im-
proving the understanding of security related documentation within Agile’s rapid iterations.

Based on these findings, we developed guidelines for human-centric security reporting.

5.4.1 Guideline: Concise Reports

Statistical analysis revealed significantly higher clarity and comprehension ratings for LLM-
generated summaries compared to traditional DAST reports. GPT-3.5 demonstrated par-
ticular effectiveness in alert summarization, achieving superior clarity and comprehension

metrics across both testing platforms. Additional models, including Mistral, Llama2, Code
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Llama, and Orca-Mini, also showed significant improvements in security issue comprehen-

sion.

The strong preference for summarized reports (81.25%, n = 39) aligned with previous re-
search indicating practitioner preferences for concise communication in various contexts,
including email correspondence [184], code review feedback [185], and automated recom-
mendations [186]. Given LLMs’ demonstrated effectiveness in natural language [177] and
code [187] summarization, we propose integrating generative Al capabilities into DAST tools

for enhanced vulnerability communication.

5.4.2 Guideline: Customized Reports

While quantitative data showed strong preference for LLM-generated summaries (Figure 5.5),
qualitative responses highlighted continued value in traditional reporting formats. Some
participants advocated for hybrid approaches combining condensed summaries with detailed
technical documentation. Several practitioners emphasized the importance of integration

with established communication platforms like email and Slack for workflow optimization.

These insights suggested implementing customizable reporting features in DAST tools, ac-
commodating diverse practitioner needs from high-level overviews to detailed analysis. Pre-
vious studies identified comprehension barriers in static analysis tool adoption [188] and
security vulnerability remediation [28]. Given LLMs’ demonstrated success in providing cus-
tomized solutions across various domains including education [189], healthcare [190], and
robotics [191], we propose leveraging LLM capabilities for personalized DAST report gener-
ation. This approach could enhance vulnerability mitigation efficiency through customized
messaging across different communication platforms, accommodating diverse professional

roles and expertise levels.
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5.5 Limitations

External Validity While our study yielded promising insights, some constraints warrant
consideration. The generalizability of our findings faced potential limitations due to sample
size constraints. Although we implemented diversity-focused recruitment strategies to cap-
ture varied professional perspectives, the inclusion of 27% (n = 13) graduate students from
Virginia Tech presented a possible source of sampling bias. A more extensive participant
pool would have enabled more comprehensive evaluation of LLM-summary effectiveness in

security alert contexts.

Our investigation’s scope encompassed two specific DAST tools: Burp Suite and ZAP. De-
spite their widespread adoption, this selective focus potentially limited broader applicability
across diverse security tool-sets and automated testing frameworks. Future investigations
could benefit from expanding the tool coverage to evaluate LLM-summary performance
across varied security platforms. Furthermore, our exclusive focus on DAST tools poten-
tially limited the applicability of findings to other security testing paradigms, such as SAST

implementations.

The study’s reliance on five specific LLM implementations, while yielding effective results,
potentially overlooked capabilities offered by alternative or newer model architectures. Ad-
ditional research exploring diverse model implementations could reveal enhanced summa-

rization capabilities and relevance metrics.

Internal Validity The research design presented several methodological constraints. While
our comparative analysis examined clarity differentials between traditional and LLM-generated
DAST report summaries, it did not incorporate accuracy assessments of the summarized con-

tent. The study’s emphasis on practitioner perceptions necessitated future investigation into
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LLM-generated summary accuracy metrics. Additionally, the thematic analysis methodol-

ogy applied to open-ended responses introduced potential interpretative bias.

Our methodology’s reliance on online survey data collection potentially limited deeper con-
textual insights. A more comprehensive research approach incorporating qualitative in-
terviews and observational studies within established DAST-integrated teams could have
provided richer insights into real-world report utilization patterns and revealed nuanced

operational challenges and benefits.

5.6 Future Work

Our research findings suggest several promising directions for future investigation into LLM
applications within security vulnerability reporting frameworks. These potential research
trajectories focus on enhancing alert accessibility and usability across diverse stakeholder

groups in software development environments.

One significant research opportunity lay in the integration of automated security tools and
LLM systems within CI/CD pipelines. This integration could facilitate automated security
scanning during pull request (PR) submissions. The proposed workflow would generate com-
prehensive security reports, process them through LLM summarization, and automatically
post condensed findings as PR review comments. This streamlined approach could enhance

developer efficiency in identifying and addressing security vulnerabilities.

Another research direction warranted exploration of interface design optimization for sum-
mary presentation. This investigation could focus on developing intuitive visualization
formats that prioritize information accessibility. The research could examine role-specific

summary customization—creating distinct formats for managers, developers, and testing



5.7. CONCLUSION 75

teams—to optimize information relevance and stakeholder engagement. Additionally, in-
vestigating LLM summary integration with collaborative platforms could enhance real-time
communication and decision-making processes while accommodating diverse accessibility re-

quirements.

Further research opportunities existed in the development and optimization of specialized
security-focused LLMs. This approach could incorporate user feedback mechanisms within
generated summaries, enabling quality assessment and relevance tracking. The accumulated
feedback data could drive continuous model improvement, resulting in increasingly precise
and stakeholder-aligned summary generation. This iterative refinement process could poten-
tially lead to more efficient security issue identification and resolution protocols, ultimately

enhancing overall project security standards.

5.7 Conclusion

Our research findings provide substantial empirical evidence supporting the integration of
DAST security practice into Agile development through LLM enhancement. By investigat-
ing practitioner experiences with DAST reports, we uncovered critical barriers to security
adoption, including comprehension difficulties, information overload, and time constraints—
challenges particularly relevant to Agile’s rapid development cycles. Through empirical
assessment of 48 software practitioners’ responses, we demonstrated that LLM-generated
summaries significantly improved alert clarity and comprehensibility, with 81.25% (n = 39)
of participants preferring summarized formats. This strong preference indicates that LLM-
generated security feedback inclusion could help better integration of DAST in Agile work-
flows. The proposed evidence-based implementation guidelines for human-centric security

reporting align with Agile principles of efficiency and iterative improvement, while the
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demonstrated effectiveness of LLM-summarized reporting supports flexible security inte-
gration across different team roles. The chapter contributes to the dissertation’s thesis by
empirically documenting developer challenges, demonstrating LLLM enhancement as an effec-
tive solution, providing implementation strategies, and establishing a framework for security
practice integration—such as DAST—within Agile workflow constraints. These findings
provide a strong foundation for our future proposed work in developing an automated inte-
gration systems to provide LLM-generated security feedback on DAST alerts in the CI/CD

pipeline.



Chapter 6

Security Practices in Agile: A

Real-World Case Study on
Integrating DAST

6.1 Motivation

Modern organizations increasingly rely on web applications—software systems accessed through
web browsers—to deliver critical services to users across a wide range of domains [192, 193].
To support the rapid evolution of these applications, development teams commonly adopt
Agile software development methodologies, which have become the dominant development
paradigm in industry [33]. Reports indicate that over 70% of organizations in the United
States use Agile approaches [1], and these methods are frequently applied in the development
and maintenance of web applications [16, 194]. In parallel, CI/CD practices are widely em-
ployed to automate building, testing, and deploying code changes [195, 196], with empirical

studies showing strong adoption of CI/CD in web application development contexts [197].

Web application security has become an increasingly critical concern. A substantial pro-
portion of real-world security breaches can be exploited through vulnerabilities in web ap-

plications [198, 199], and the growing scale and sophistication of online threats continue to
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exacerbate these risks [200]. This challenge is particularly acute for applications that process
sensitive user information or must comply with strict data protection requirements [10, 11].
As web applications increasingly collect and manage user data [17], ensuring their secu-
rity throughout the software lifecycle is essential. However, prior research suggests that

integrating security into Agile workflows remains difficult [7].

DAST has emerged as a widely used practice for automating security testing of web appli-
cations [18]. DAST tools evaluate applications from an external perspective by dynamically
simulating attacks that resemble the behavior of malicious adversaries [172]. The resulting
security reports typically rank discovered vulnerabilities by severity, enabling teams to pri-
oritize remediation efforts and address high-risk issues before deployment [173]. Despite the
growing availability and adoption of DAST tools, their effective integration into Agile and
CI/CD workflows remains under-explored in empirical research, especially in environments
where development speed may appear to conflict with security objectives. In particular, little
is known about how practitioners perceive DAST in real-world settings, how it affects day-
to-day development work, and what challenges arise when balancing security requirements

with development velocity.

In this chapter we examined the integration of DAST into Agile workflows in an industrial
context. Through an in-depth action research case study, complemented by qualitative
interviews with team members, we investigated how DAST was introduced, operationalized,
and experienced within a Kanban-based development process. By grounding the analysis in
real development practices, this study provides concrete evidence and actionable guidance
for incorporating security activities into Agile processes. Specifically, we examine both the
perceived benefits and the challenges associated with deploying DAST mechanisms in Agile

environments. The study is guided by the below research questions:
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RQ1 To what extent would the members of a Kanban-Agile team be willing to take-on
and sustain the use of DAST within their development activities, and which factors

shape this willingness?

RQ2 What challenges arise during the integration of DAST into Kanban workflows,

and how do practitioners perceive its impact on their everyday development work?

RQ3 What changes or enhancements can be introduced to more effectively embed

security practices within Kanban-based development processes?

RQ4 How do practitioners perceive using DAST in comparison to other security prac-

tices they have previously used or are familiar with?

We addressed these research questions through an action research case study [201] conducted
with a real-world software development team that initiated the adoption of DAST within con-
temporary development practices, specifically Kanban and CI/CD. The author/researcher
was embedded within the development team and played a leading role in designing and
integrating DAST scans into the CI/CD workflow. The study focuses on the technical, pro-
cedural, and human aspects of DAST integration in Kanban and CI/CD contexts, capturing
the perspectives of multiple stakeholder roles, including developers, testers, data analysts,
and managers. To obtain in-depth insights, we conducted qualitative interviews with ten
team members, enabling a detailed examination of both the challenges encountered and the

perceived impacts of introducing security practices into modern Agile workflows.

The study makes three primary contributions:

1. Offers a detailed real-world case study of integrating DAST into a Kanban-based web

development team, highlighting both technical and organizational considerations.
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2. Presents empirical evidence derived from qualitative interviews with practitioners across
diverse roles, shedding light on factors that influence the adoption and sustained use

of DAST in Kanban and Agile settings.

3. Distills practical recommendations and lessons learned that can inform industry teams
seeking to improve the integration of DAST and related security practices into their

development workflows.

Collectively, these contributions advance the understanding of how security activities such

as DAST, can be effectively embedded within modern Agile development processes.

6.2 Case Study Setting

The case study was carried out within an Identity Services group that operates as part of a
broader Information Technology (IT) organization. To protect confidentiality and prevent
the exposure of sensitive security information, the organization is described anonymously
throughout this dissertation. The Identity Services group was tasked with overseeing the
secure handling of digital identities across the organization. Its responsibilities included de-
livering authentication and authorization mechanisms that regulated access to applications,
systems, and data resources. These services supported essential organizational activities,
including operational processes, research initiatives, and external engagement. The team’s
mission centered on delivering reliable identity and access services while continuously improv-
ing security posture, usability, and adaptability in response to evolving industry standards

and threats.
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6.2.1 Team Structure

The team comprised of 23 individuals and was organized into three primary units: Devel-
opers ans DevOps engineers, Testers, and Identity & Access Management (IAM) Analysts.
Together, these groups worked closely together to design, implement, and maintain secure
identity-related services within an Agile development environment. The team was respon-
sible for the operation and continuous improvement of several core systems, including a
web-based Single Sign-On (SSO) service, an account provisioning platform, a directory ad-
ministration application, and an enterprise directory used for ITAM. Each functional unit
contributed specialized expertise throughout the software development life-cycle: Develop-
ers and DevOps engineers focused on implementing new features, maintaining existing ones
and managing infrastructure, Testers were responsible for validating system functionality
& quality, and Analysts provided requirements-driven insights and assess system behavior
and performance. All team members worked remotely and were based within the same time

zone.

6.2.2 Development Process

The team employed the Kanban(Agile) development approach, which emphasizes a steady
flow of work and the use of work-in-progress limits to enhance productivity and improve
the predictability of software delivery. The members of the team had previous experience
with Agile and Kanban. Stand-up meetings were held each morning to share progress up-
dates, identify blockers, and outline immediate plans. These meetings were often followed
by optional, focused discussions—referred to as after-Kanban conversations—where specific
technical or process-related issues could be explored in greater depth. Work was tracked

using three separate Kanban boards, one for each subgroup. The combination of regu-



EMHAPTER 6. SECURITY PRACTICES IN AGILE: A REAL-WORLD CASE STUDY ON INTEGRATING DAST

lar stand-up meetings and flexible follow-up discussions promoted both accountability and
adaptability, creating a development environment well suited for the introduction of addi-
tional security practices [38], such as DAST. For source code management and automation,
the team relied on GitLab,! which was used both for version control and for configuring and

executing CI/CD pipelines.

6.3 Methodology

We employed an action research case study approach [201, 202] conducted in collaboration
with an industrial software development team, to gain a deep understanding of practition-
ers’ experiences related to incorporating DAST tools into Agile development workflows.
Case studies are widely regarded as an effective research method in software engineering, as
they enable the investigation of phenomena within authentic industrial settings [203, 204].
Consistent with prior work that has examined software engineering practices in similar sit-
uations [205, 206, 207], our study adopted this approach to capture both technical and or-
ganizational dimensions of DAST adoption. The research followed the five iterative phases

of the action research cycle [201, 202] described below.

6.3.1 Problem Diagnosis

The problem diagnosis phase aims to identify and characterize challenges as they manifest
in industrial practice [201]. Prior research has indicated that software teams following Agile
processes often encounter difficulties when attempting to incorporate security-related activi-
ties into their development workflows [175]. Moreover, user interfaces—particularly those of

web applications—are known to be complex to design [208], test [209], and secure [210]. A

https://about.gitlab.com/
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wide range of security vulnerabilities, including Cross-Site Scripting,? Information Leakage,?
Broken Access Control,* etc., can be exploited through web-based user interfaces [211]. To
address such threats, DAST evaluate web-application security by emulating attacks in the
applications external interfaces [18]. Despite their availability, empirical evidence on how

DAST is adopted and used in industrial Agile settings remains limited.

Within the case study, the primary objective was to investigate feasible ways of incorpo-
rating DAST into Agile. At the outset, the team had minimal security tests in place and
largely depended on manual and ad hoc checks to assess system robustness. This limitation
motivated the exploration of DAST as a potential solution. An initial task related to DAST
integration was added in Backlog column of the Kanban board. This task was subsequently
picked by an engineer from the testing unit, making this the initiation of the team’s effort to
adopt DAST. As the task progressed to the Implement column, it became the central theme
of our research. The initiative to integrate DAST was assigned to the testing unit, which
included the embedded author/researcher. They expressed interest in extending their exist-
ing test suites to include security-focused tests, recognizing that their current practices did
not address security concerns. This recognition prompted an investigation into how DAST

could be systematically incorporated into their established Agile workflows.

The scope of this case study examines how a real-world software development team (Sec-
tion 6.2) adopts DAST within Kanban and CI/CD processes to enhance the security of web
applications. To study this process, we employed focused observation [212], a field research
technique in which observers concentrate on specific phenomena as they occur naturally.
This method was applied with a high level of researcher participation and a low degree of

observer obtrusiveness, in line with established guidelines for industrial case studies [203].

2Cross-Site Scripting
3Information Leakage
4Broken Access Control
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The author/researcher actively participated as a team member during the DAST integra-
tion effort, collaborating closely with the testing group, the full team of 23 members, and a
manager to support the incorporation of security testing into the project workflow. Over a
period of three months, the author/researcher engaged in routine team activities, including
daily stand-ups and after-Kanban discussions. Observations were conducted synchronously
through in-person engagement, video conferencing tools (e.g., Microsoft Teams and Zoom),
and communication platforms such as Slack. All observations were aligned with routine team
practices and activities to reduce disruption and ensure that work proceeded as naturally as
possible. Participant anonymity and confidentiality were maintained throughout the study,

and the research activities were conducted with the approval of the team’s management.

6.3.2 First Iteration

Action Planning

Action planning focuses on identifying and evaluating potential approaches for addressing
the diagnosed problem [201]. In this study, the plan was collaboratively developed by the
author /researcher and the development team, taking into account the organizational context,
including existing infrastructure and available resources. The team articulated a set of

functional requirements for automating DAST within their development workflow:

1. The system should be able to authenticate as an authorized user.

2. Once authenticated, execution control should be transferred to a DAST tool.

3. Operating with authenticated privileges, the system should perform security scans to

identify vulnerabilities and verify compliance requirements.
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Meeting these requirements necessitated the selection of a DAST solution that could be
invoked and controlled programmatically, enabling seamless integration into the existing
CI/CD pipeline. Based on this criterion, we evaluated eight candidate DAST tools and
ultimately selected ZAP® as the most appropriate option. ZAP is an open-source, free,
cross-platform DAST tool [105]. It offers automated vulnerability scanning capabilities as
well as an interactive environment for manual security testing. Crucially, ZAP exposes a
local API that enables external control via code, making it well suited for integration into

the team’s automated CI/CD workflow.

Action Taking

The action taking phase involves executing the planned intervention [201]. In this iteration,
the intervention consisted of integrating the selected DAST tool, ZAP, into the team’s Agile
development process to enhance application security. The researcher introduced this activity
as a direct intervention [202], as it resulted in concrete changes to the team’s operational
practices. Next the author/researcher implemented a Java-based program that leveraged
existing in-house software to authenticate to the target web application using valid user
credentials. After successful authentication, the program extracted the required session
artifacts, including authentication tokens and cookies, and transferred them to the ZAP ex-
ecution environment. This enabled ZAP to interact with the application as an authenticated
user, ensuring that security scans were performed with appropriate access privileges. Subse-
quently, the Java program communicated with a locally deployed ZAP instance via its API
to configure and initiate the desired scans. Upon completion of the scans, the program gen-
erated a security report that summarized detected vulnerabilities and provided actionable

information for the team. This approach enabled the testing group to incorporate DAST

Shttps://www.zaproxy.org/
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scanning into the CI/CD pipeline while preserving existing development practices, thereby
embedding security checks throughout the software development life-cycle. Following the
successful development of the initial Java-based integration, the team evaluated the solution
across multiple web applications. While the approach proved effective for relatively simple
applications built primarily with HTML and CSS, limitations emerged when applying the
solution to more complex, JavaScript-intensive systems. In particular, ZAP exhibited dif-
ficulties in accurately processing highly dynamic content generated by modern JavaScript

frameworks, reducing scan coverage and effectiveness.

1. Dynamic Content: ZAP had limited capability to fully interact with and analyze
dynamically rendered elements, which constrained its effectiveness for applications

with JavaScript rich client-side behavior.

2. HTTP Protocol: In addition, at the time of deployment, ZAP provided support
for the HTTP /2 protocol, whereas several of the team’s applications had transitioned
to the newer HTTP/3 standard. This protocol mismatch further restricted ZAP’s
applicability within the team’s testing environment and motivated the exploration of

alternative DAST solutions.

6.3.3 Second Iteration

Action Planning

Following the limitations identified in the first iteration, the team evaluated several alterna-
tive DAST solutions, including WebInspect® and Burp Suite.” Based on the available feature

sets and feedback from team members, the decision was made to proceed with Burp Suite.

5Weblnspect
"https://portswigger.net/burp/pro
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Burp Suite is a commercial web application security testing platform developed by PortSwig-
ger.® Similar to ZAP, it supports both automated vulnerability scanning and manual security
testing. In addition, Burp Suite provides a rich ecosystem of built-in extensions—such as
Proxy, Intruder, and Repeater—that are commonly used to support penetration testing and
in-depth security analysis [106]. These capabilities aligned well with the team’s need to

assess complex, modern web applications.

Action Taking

As an initial step, the team experimented with the community (free) version of Burp Suite
to evaluate its suitability for performing authenticated security scans. With guidance from
Burp Suite’s support personnel, the team obtained the necessary scripts and configuration
settings required to execute scans while authenticated as a valid user. This setup enabled
the team to achieve the desired scanning behavior and validated Burp Suite’s applicability
to their use case. Adopting Burp Suite addressed several shortcomings encountered with
ZAP, particularly in handling JavaScript-intensive applications and resolving protocol com-
patibility issues. This transition represented a critical milestone in ensuring that the DAST
solution was both technically effective and compatible with the team’s web application stack.
After confirming that Burp Suite satisfied the functional requirements, the team acquired
a Burp Suite Professional subscription to access advanced features and dedicated support.
Despite these improvements, subsequent after-Kanban discussions revealed additional chal-

lenges following the integration of DAST.

1. Timing: During one such discussion, the team agreed to schedule DAST scans on
a quarterly basis in an effort to balance security considerations with development

timelines. However, this approach stands in tension with Agile and CI/CD principles,

8https://portswigger.net/
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which emphasize the frequent execution of automated tests to continuously assess and

maintain software quality [196].

2. Lack of Bandwidth: Team members also reported limited capacity to triage and
remediate the full volume of security alerts produced by DAST scans. As a result,
the team collectively decided to prioritize the resolution of medium- and high-severity
findings. This prioritization strategy allowed critical vulnerabilities to be addressed

while avoiding excessive disruption to ongoing development activities.

6.3.4 Evaluation

The evaluation phase aims to examine and interpret the outcomes of the actions under-
taken during the earlier iterations [201]. To assess the effects of integrating DAST into the
team’s Agile workflow, we conducted qualitative interviews with practitioners involved in

the project. The interview protocol and study procedures were reviewed and approved by

the IRB.

Data Collection

Participant Recruitment Following the completion of the DAST integration, we initi-
ated a series of qualitative interviews to better understand how the security practice was
adopted and perceived within the team’s Agile processes. Participation requests were dis-
tributed through the team’s dedicated Slack channel, inviting all the team members to
participate. Out of the 23 team members contacted, 10 agreed to participate, resulting in
a response rate of 43%. Individual follow-ups were conducted to schedule virtual interview
sessions at times convenient for each participant, thereby minimizing disruption to their

regular work and ongoing responsibilities. As summarized in Table 6.1, the participant pool
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Table 6.1: Interview Participants

Group Participant | Role }Er;(i)lfgieyars)
Testing T1 Test Engineer 20
T2 Test Engineering Manager 41
T3 Test Engineer 37
zeg)eel\?ge;s D1 Applications Developer 22
D2 Middleware Engineering Manager 25
D3 Lead Software Developer 17
D4 Database Administrator 40
IAM" Ana- I1 [AM Business Analyst 19
lysts
[AM Systems and Directory Admin-
12 . 26
1strator
I3 IAM Systems Analyst 37

To indicate participants’ roles, we use the prefix T- for testers, D- for developers, and
I- for TAM analysts.
included four members from the Developer and DevOps unit, three from the Testing and
the TAM Analyst unit each. This relatively balanced representation across roles enabled the
collection of diverse perspectives on the DAST integration effort and its impact on different

responsibilities within the team.

Interview Design We designed the interview questions (presented in Table 6.2) to align
directly with the research questions and to capture multiple dimensions of the team’s ex-
perience with integrating DAST into a Kanban-based development process. All questions
were open-ended, allowing participants to elaborate on their experiences and perspectives.
Interviews were conducted remotely and recorded using either Microsoft Teams or Zoom,

depending on participant preference.

To address RQ1, questions Q1 and Q2 focused on participants’ initial willingness to adopt

DAST as well as their inclination to continue using it over time. These questions helped
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Table 6.2: Interview Questions

RQs ‘ No. ‘ Questions

“How willing were you to include the DAST (Dynamic Application Se-

RQ1 | Q1 curity Testing) security scanning practice into the software development
process?”
Q2 “Now that it has been brought into the Agile process, how willing are
you to continue DAST security scanning practice?”
RQ2 | Q3 “What impact did the inclusion of this security practice have on your
day-to-day work?”
Q4 “What are the general challenges you had while incorporating security

practice into your agile process?”
Q5 “How did this inclusion affect the team velocity?”
“Do you think the software product is more or less secure now that we

Q6 have included this security practice?”
“What improvements can be made to better integrate security practices
RQ3 | Q7 . o o
into Agile?
RQ4 | Q8 “How does the use of DAST compare to other security practices familiar

to team members in Agile?”

uncover factors influencing openness to incorporating security testing into daily development

activities and Agile routines.

Q3, Q4, Q5 & Q5 addressed RQ2 by examining the practical effects of DAST on the team’s
workflow. Specifically, Q3 and Q4 surveyed the challenges and disruptions encountered
during day-to-day work, including how DAST aligned with existing Agile practices. Q5
probed participants’ perceptions of DAST’s influence on development velocity, while Q6
captured broader views on whether the overall security posture of the software improved

after DAST was introduced.

Finally, questions Q7 and Q8 were used to address RQ3 and RQ4. These questions elicited
participants’ suggestions for improving the integration of security practices within Agile
workflows and their comparisons of DAST with other security techniques they had previously

encountered. Together, these responses helped situate DAST within the broader ecosystem
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of software security practices and identify opportunities for refinement.

Participants The ten participants brought a wide range of professional experience to the
interviews, offering rich insights into the integration of security practices within an Agile
SDLC. As shown in Table 6.1, participants reported between 17 and 41 years of industry
experience, with an average of 28.4 years. This breadth of experience highlights the depth
and diversity of expertise informing the study’s findings on adopting and operationalizing

DAST in practice.

Data Analysis

Interview recordings were transcribed using the built-in transcription features of Microsoft
Teams and Zoom to support systematic analysis. We applied an open coding approach, a
common qualitative analysis technique [213], to examine the transcripts [214]. This process
involved identifying and labeling concepts and grouping them into emergent themes without
relying on predefined coding schemes. Two researchers independently coded the interview
data and subsequently compared and reconciled their codes to arrive at a consolidated set

of categories and interpretations.

An illustrative example of the data analysis process for RQ2 is shown in Table 6.3. In
response to Q4 about challenges associated with integrating DAST into Agile workflows,
participants highlighted multiple issues. For instance, participant T1 stated: “One of the
challenges was getting the DAST scans to work right. They are not automated in the
deployment pipeline. JavaScript driver app payloads are garbage.” During coding, phrases
such as “getting the DAST scans to work right” were categorized as Setup Challenges, while
“not automated in the deployment pipeline” was coded as Lack of Automation. A similar

process was applied across all interview responses, with statements often mapped to one or
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Table 6.3: Open coding examples for “What are the general challenges you had while incor-
porating security practice into your Agile process?”

. Categories Identi-
Participant| Response fied
“One of the challenges was getting the DAST scans to work right(Difficult in setup). | Setup Challenges, Tool
They are not automated in the deployment pipeline. Javascript driver app payloads | Limitations, Lack of
T1 are garbage.DOM faced difficulty with ZAP and other initial tools. The biggest chal- | Automation, Discon-
lenge going forward would be the disconnect between the modern web and Javascript. | nect with Modern Web
Artificial Intelligence (AI) will get into this too, there is future potential for an AI | (JavaScript), Future
tool to parse web pages.” Solution: Al
Tool Compatibility,
”Finding the right tool that we can work with. Our system had limitations. We could System leltatl(.ms
T2 . . » (DUO 2FA), Testing
not create fake accounts for testing, and now it may be turned off. s
Restrictions (No Fake
Accounts)
» . . . . . . Cultural  Challenges,
T3 Settlngwup a repeating card in an Agile board. Earlier upper management did not Upper Management
approve.
Approval
s . . Time Constraints
” ” k)
D1 Finding the time bandwidth. Limited Bandwidth
”I mean, there’s this general challenge of parsing the report, but I don’t think that’s, DAST Report Pars1'ng
b2 ou know, something you’re not gonna be able to avoid.” Challenges,  Unavoid-
Y ’ gy g ’ able Challenges
”Since the assigned engineer did all of the work, and we did not have any vulnera- No Challenges, Engi-
Tes . . neer Dependence, Fu-
bilities that needed to be fixed, there were no challenges for me. Once the assigned
. . . . ) ture Challenges: Tool
D3 engineer is gone and if are to continue the DAST practice, then some of the challenges . o
. .. .. . . . ) Selection, Pipeline In-
would be how to incorporate this into our pipeline, what is the right tooling, setting teoration. Alort Prior
the balance between which levels of alert would need to be fixed and which to ignore.” itiiation ’
D4 ”I did not have any challenges since we had you working on the setup and the con- | No Challenges, Engi-
figuration.” neer Dependence
11 ”I have had no general challenges while incorporating this security practice.” No Challenges
2 SDDanfv)t encounter any challenges while incorporating this security practice into our No Challenges
3 ”I haven’t had to do anything with myself, so it has not affected me except to check | No Challenges, Mini-

them out quarterly.”

mal Involvement

more thematic categories. Due to IRB constraints, individual interview responses are not

shared publicly.

6.3.5 Specifying Learning

Specifying Learning is the last stage that includes synthesizing broader lessons and insights

derived from the evaluation phase [201]. Drawing on the findings from the interviews and

analysis, Section 6.5 presents implications for improving DAST adoption and summarizes

key lessons learned. These insights are intended to inform both practitioners and researchers

who are considering or planning the integration of DAST and related security practices
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within Agile development environments.

6.4 Results

This section reports the findings derived from the qualitative interviews.

6.4.1 RQ1: Willingness to Adopt and Continue DAST

As part of the interviews, participants were asked to reflect on their initial willingness to
adopt DAST when it was first proposed, as well as their willingness to continue using it after

it had been integrated into the team’s workflow.

Initial Willingness

The interviews revealed a generally strong inclination among team members to adopt DAST
as part of their Agile SDLC. Most participants expressed positive attitudes toward the in-
troduction of DAST, viewing it as a meaningful addition to existing development practices.
Among the ten interviewees, seven reported being Very Willing to adopt DAST, two indi-
cated they were Willing, and one expressed an Unwillingness to do so. This unwillingness
can be interpreted in the context of the team’s existing high workload and the time pressures
inherent in Agile development. Several participants emphasized the importance of security
in modern software systems, particularly in contexts involving sensitive data. For example,
12 stated, “Security is a critical aspect of software engineering, and incorporating DAST
into our process seems like a natural step”. Similarly, D4 highlighted the relevance of secu-
rity when working with sensitive information, noting, “Security is crucial, especially when

dealing with large datasets that contain sensitive information”.
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Despite this overall enthusiasm, participants also identified a number of concerns that tem-
pered their willingness to adopt DAST. Common issues included the anticipated complexity
of setup, required resources, and organizational constraints. For instance, T1 described be-
ing Willing to adopt DAST but raised concerns related to Political Factors, specifically
noting that Obtaining Management Approval could be challenging. Likewise, T2, while
describing themselves as Extremely Willing, expressed uncertainty about the practical
costs of adoption, stating concerns about “how hard it is and what it will cost in money
and man-hours”. These perspectives illustrate how logistical and organizational consider-
ations can moderate otherwise positive attitudes toward security tool adoption. Only one
participant, D1, reported being Unwilling to adopt DAST, by explaining that they were
“concerned about return on investment and the development team’s time and effort that
would go into it”. Such feedback suggests that while willingness to adopt DAST may be
high overall, sustained adoption is likely to depend on clear value propositions and adequate

organizational support.

Continued Willingness

Following the integration of DAST, all interviewed participants reported a strong willing-
ness to continue using the tool. This included the developer D1 who had initially expressed
unwillingness to adopt DAST. Their perspective shifted after observing a concrete security
benefit during deployment: DAST identified a high-severity SQL Injection® vulnerability
in one of the team’s web services, which was subsequently prioritized and resolved quickly.
This experience helped demonstrate the practical value of DAST and alleviated earlier con-
cerns regarding return on investment and development effort. Of the ten interviewees, seven

described themselves as Very Willing to continue, frequently citing DAST’s ability to iden-

9SQL Injection
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tify vulnerabilities early and its compatibility with existing Agile and CI/CD practices. For
example, 12 remarked, “I'm wvery willing to continue with DAST. It fits well with the De-
vOps philosophy of C1/CD”. In a similar vein, 11 emphasized the practical security benefits,
stating, “I'm very willing to continue, especially since it has shown to be effective in identi-
fying vulnerabilities that could compromise user identities”. Observed technical benefits also
influenced continued willingness, as illustrated by D4, who noted, “I'm willing to continue

with it, especially since we’ve seen benefits in identifying SQL injection vulnerabilities”.

While no participant expressed an outright unwillingness to continue using DAST, several
interviewees highlighted areas where improvements were needed. Four participants (T2, 12,
D1, and D3) emphasized the importance of refining the integration to reduce developer effort
and improve usability. In particular, D1 stressed the need for clearer and more actionable
test outputs, suggesting that interpreting DAST results often requires specialized expertise:
“We need to review the set of tests that would generate alerts worth looking into. Need to be

a security specialist to explain the reports”.

Additional suggestions focused on increasing automation and deeper integration into CI/CD
pipelines to minimize manual overhead. As D3 summarized, “I am totally willing to continue,
but the team has to decide. If the scans are integrated into CI/CD, it won’t take much
effort from the developers”. Overall, these findings indicate a strong collective willingness to
sustain DAST usage, coupled with a clear desire for enhancements that make the practice

more efficient and less intrusive within the Agile development workflow.



GHAPTER 6. SECURITY PRACTICES IN AGILE: A REAL-WORLD CASE STUDY ON INTEGRATING DAST

6.4.2 RQ2: Perceived Impacts of DAST Integration

Impact on Day-To-Day Work

Participants were asked to describe how the introduction of DAST affected their daily work
activities. All ten interviewees reported that DAST had either a Low Impact or No No-
ticeable Impact on their routine responsibilities, making this the most frequently observed
response. This suggests that the integration of the security practice did not interfere with
participants’ core development or operational tasks. Most participants described their in-
volvement with DAST as infrequent, typically limited to reviewing security reports on a
quarterly basis, reflecting an overall pattern of Occasional Involvement. For example,
D3 explained, “It didn’t really impact my day-to-day work at all, but again, that was because
[assigned engineer] did all of the heavy lifting.” Similarly, D2 remarked, “We only look at

these things quarterly, almost none. 10-15 minutes every three months.”

These statements indicate that interaction with DAST was limited for most team members,
either because few actionable vulnerabilities were identified or because security-related tasks
were handled by designated individuals. Consequently, DAST required Negligible Effort
from the majority of participants, with time investment largely restricted to brief reviews
of scan results. As Il described, “I spend some time reviewing the scan results to ensure
there are no identity-related vulnerabilities,” highlighting that the effort primarily involved

lightweight verification rather than sustained engagement.

Despite the minimal disruption, several participants reported a positive secondary effect
in the form of Increased Confidence in System Security. This reassurance stemmed
from knowing that no major vulnerabilities were being overlooked. As T2 noted, “The
positive impact is that we know there isn’t any big vulnerability that needs to be taken care

of, increasing our level of confidence in system security.” Taken together, these findings
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suggest that DAST provided added security assurance while imposing minimal overhead on

day-to-day development activities.

Challenges

Participants were also asked to reflect on any challenges they encountered while incorporating
DAST into their workflow. Six of the ten interviewees indicated that they experienced No
Significant Challenges, while the remaining participants reported only minor difficulties.
This pattern suggests that, for many team members, the integration process was largely
smooth, aided in part by the presence of a dedicated engineer responsible for setup and
configuration. For example, D4 stated, “I did not have any challenges since we had [assigned
engineer| working on the setup and the configuration.” Similar views were expressed by 11,
12, and I3, who emphasized that task delegation reduced the burden of engaging directly
with DAST.

This reliance on a small number of individuals reflects a broader pattern of Engineer
Dependence, which helped mitigate short-term challenges but raises concerns about the
long-term sustainability of the practice if key personnel become unavailable. Among partici-
pants who were more directly involved, Time Management and Bandwidth Constraints
emerged as notable challenges. Both T3 and D1 reported difficulty balancing DAST-related
activities with other development responsibilities, citing limited available time. In addition,
D2 identified challenges related to Report Interpretation, explaining, “There’s this gen-
eral challenge of sort of parsing the report, but I don’t think that’s something you’re not going
to be able to avoid.” Although technical challenges were less common than resource-related
concerns, these responses highlight the need for improved automation and clearer reporting

to further reduce friction for practitioners.
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Impact on Team Velocity

To assess whether DAST affected development speed, participants were asked about its
impact on team velocity. Eight of the ten interviewees reported that DAST had No Impact
or only a Minimal Impact on overall velocity. The dominant perception was that, while
DAST introduced some additional effort, it did not meaningfully slow down development.
Several participants attributed this outcome to the fact that most DAST-related work was
handled by the author/designated engineer. As D3 explained, “There was no measurable
impact of this practice on team velocity because 99.99% of the work was done by [assigned
engineer].” Others echoed this sentiment, noting that the allocation of dedicated resources
helped shield the rest of the team from potential slowdowns. Additionally, 12 linked the
minimal impact on velocity to the infrequent execution of scans, stating, “It has a very

minimal effect on the team velocity, as the scans themselves are conducted quarterly.”

While velocity remained largely unaffected, several participants expressed concern that secu-
rity considerations were often secondary to task completion. This Task-Oriented Mindset,
which prioritizes Speed Over Security, was described by I3, who noted that the team of-
ten aims to “just sort of wanna get the job done and move the card from one column to
the next.” Such comments point to a broader Lack of Security Awareness, where re-
liance on existing safeguards (e.g., firewalls) substitutes for a more comprehensive security
approach. I3 further suggested that a cultural shift is needed to embed security more deeply
into everyday practices, stating, “If people got used to it and did it, I think it would just be
part and parcel.” However, participants also acknowledged the difficulty of achieving such
change within large organizations, as reflected in the observation that “it’s a big ship, and
it’s gonna turn slowly.” These remarks underscore the challenge of fostering a security-first
culture amid organizational inertia, even when technical integrations have limited impact on

productivity. Overall, the inclusion of DAST had little effect on team velocity, largely due
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to the structure of the Agile process and the assignment of dedicated resources to manage

security-related tasks.

Perceived Impact on Security

Participants were also asked whether they believed the software was more secure after DAST
was incorporated into the Agile workflow. The majority of responses indicated a positive
shift in perceived security. Eight of the ten interviewees explicitly stated that the product
was More Secure following the introduction of DAST. One participant (D3) expressed
uncertainty, suggesting that the benefits were indirect, while another (T2) felt that security

levels remained largely unchanged.

Several participants highlighted specific benefits associated with DAST adoption, including
Increased Confidence in the Security Level (T3, D3), Increased Security Assur-
ance 12 and Improved Awareness of the Current State of Security (D2, T3). Many
participants noted that DAST added an Extra Layer of Protection D4, especially for
low-risk vulnerabilities, which were sometimes overlooked in their previous processes 11. As
12 explained, “The DAST scans have identified vulnerabilities we might not have caught
otherwise. These are critical components, and securing them has significantly reduced our

risk profile and provided assurance in the security of our software systems.”

At the same time, some participants offered a more nuanced perspective, acknowledging
that DAST alone does not provide comprehensive coverage. For example, D1 observed that
“the security scans are missing some class of errors,” and suggested supplementing DAST
with additional techniques such as Al- or ML-based analysis and fuzzing. Despite these
limitations, most participants agreed that DAST had a beneficial impact on security. As

D3 summarized, “indirectly there is a security improvement anytime you introduce some
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software scanning process into your SDLC.” Collectively, these findings indicate that DAST
contributed to a stronger perceived security posture, while also highlighting the need for

complementary tools and ongoing refinement.

6.4.3 RQ3: Improvements to DAST Integration

Participants were asked to suggest ways in which the integration of DAST and other security
practices could be improved within Agile development processes. Several recurring themes
emerged from the interview data, most notably the need for More Frequent Testing,
increased Automation, and enhanced Security Training. Many participants emphasized
that running security tests more regularly—and incorporating different types of tests, such
as smoke and regression tests—would help identify vulnerabilities earlier in the software
development lifecycle. As T1 observed, “We need to move up the testing interval, i.e.,
make them more frequent,” underscoring the perceived importance of consistent and timely

security testing.

The need for greater Automation was highlighted by multiple participants, including T1,
D4, and I3. Participants noted that automating DAST execution would reduce manual effort
and ensure more consistent coverage. For example, I3 stated, “Automation to run the scans
whenever new releases are made should be a part of the CI/CD pipeline.” In a similar vein,
D3 suggested that tighter integration with CI/CD tooling could further strengthen security
enforcement, explaining, “That would be the ultimate goal, which is to fail the pipeline if a
vulnerability is found.” These comments reflect a shared view that automation is central to

embedding security into routine development workflows.

Participants also emphasized the importance of Better Feedback Loops to better commu-

nicate security findings across the team. More frequent and accessible reporting was seen as
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essential to keeping security concerns visible throughout the development life-cycle. Several
interviewees pointed to the value of Security Training in strengthening the team’s overall
understanding of secure development practices. As 12 noted, “Conducting reqular security
training for the DevOps team would help everyone understand the importance of security
in the context of IAM.” In addition, I1 highlighted the potential benefits of more closely
integrating security testing with Identity and Access Management (IAM) Checks to

achieve broader coverage.

Further suggestions focused on Reporting Improvements, particularly the consistency of
DAST results across different system components. For instance, D2 expressed interest in
extending reporting beyond web interfaces, stating, “Personally, I would like to see the same
sort of reporting done against our REST APIs.” Accessibility and Usability Concerns
were also raised regarding how results are accessed and reviewed. As D2 explained, “I have
no idea how to look at the HTML files. I have to download it and open it, which feels like

an unnecessary extra step,” highlighting the need for more user-friendly reporting formats.

Finally, some participants advocated for more advanced monitoring and analysis techniques
to complement DAST. I3 suggested incorporating Anomaly Detection and Log Moni-
toring, as well as leveraging Al to support deeper analysis, noting, “We should do more
sophisticated data analysis on our logs; we could use Al to process these logs.” Collectively,
these recommendations point toward a more proactive and integrated approach to security—
one that combines frequent testing, automation, security training, and enhanced tooling to

improve the effectiveness of DAST within Agile development environments.
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6.4.4 RQ4: Comparing DAST with Other Security Practices

Participants were asked to compare DAST with other security practices they were familiar
with and to reflect on the relative strengths of each approach. A prominent theme in the
responses was that DAST provides Runtime Vulnerability Detection, which several
participants identified as a key differentiator. Four interviewees emphasized that, unlike
SAST, which analyzes source code to identify potential flaws, DAST evaluates applications
while they are executing. This capability enables DAST to uncover vulnerabilities that
only manifest at runtime, offering insights into how an application behaves under realistic
conditions. As D3 explained, “DAST is more live, done at runtime, which is fantastic because
the static analysis does not give us runtime vulnerabilities.” For the team, this distinction
was particularly valuable, as it allowed DAST to complement existing SAST practices by
addressing security gaps that static analysis alone cannot cover. Participants further noted
that integrating DAST alongside other testing approaches supports a Layered Security
Strategy. By combining static and dynamic analysis techniques, teams can achieve broader
coverage across both code-level and runtime vulnerabilities, thereby strengthening the overall
security posture of the application. This multi-layered approach was viewed as especially
important for identifying issues that might otherwise remain undetected if only a single

security practice were employed.

In addition to its technical capabilities, participants highlighted the Proactive and Collab-
orative aspects of DAST, which contributes to Improving Team Communication and
the overall security workflow. Several interviewees described how DAST facilitates Con-
tinuous Monitoring and encourages more effective communication around security issues
within the team. For example, I3 emphasized the importance of maintaining visibility into
discovered vulnerabilities, stating, “We should track these vulnerabilities and notify the team

reqularly, being proactive.” Such practices help teams remain aware of emerging risks and
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prioritize remediation efforts more effectively. Finally, participants observed that DAST
works well in conjunction with other security mechanisms and hence Complements Other
Security Practices, including access control and multi-factor authentication. As I1 noted,
“Security scanning, like DAST, complements these practices by identifying vulnerabilities
that could potentially be exploited to bypass IAM controls.” By identifying application-level
weaknesses, DAST enhances the effectiveness of existing security measures and was viewed

by participants as a valuable addition to the team’s overall security toolkit.

6.5 Discussion

6.5.1 Importance of Automation and Tooling

A central insight from this study is the pivotal role that automation plays in the successful
integration of security practices within Agile workflows. Participants’ willingness to adopt
and continue using DAST reflects a growing awareness that security must be treated as an
integral component of modern software development rather than an afterthought. Many
interviewees also reported increased confidence in the security of the system after DAST was

introduced, reinforcing the perceived value of automated security testing.

Lesson Learned: Automate Security Scans.

Prior to this initiative, the testing team relied largely on manual and ad hoc techniques to as-
sess the security of their applications. These approaches were inefficient and difficult to scale
to various web applications managed by the team, motivating the shift toward automated
testing via DAST. Existing research suggests that security testing can impose significant

cognitive burden on developers [215]. In contrast, automated tools have been shown to re-
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duce cognitive load [216] while enabling effective and efficient vulnerability detection [217].
Consistent with these findings, our results suggest that Agile teams should integrate DAST
scans directly into CI/CD pipelines to enable continuous assessment of security risks without

requiring substantial manual effort.

Lesson Learned: Assign a Dedicated Engineer.

Participants consistently reported that DAST integration had little impact on their daily
work, a result largely attributed to the presence of a dedicated engineer responsible for imple-
menting and maintaining the security testing infrastructure. By centralizing responsibility
for tool exploration and integration, the team was able to minimize disruption to ongoing
development activities. Prior work has shown that developers often deprioritize security con-
cerns due to lack of awareness or competing demands [218]. At the same time, studies have
indicated that involving security specialists can significantly strengthen security outcomes in
Agile settings [219]. Our findings support this view, suggesting that teams planning to adopt
automated security testing—such as DAST—should consider allocating dedicated personnel

to oversee integration and operation efforts.

Tool Recommendation: Enhanced Automation

The reliance on a single engineer, combined with participants’ calls for improved automa-
tion, points to opportunities for advancing DAST tooling. Prior research has suggested that
security practices are more likely to be adopted and sustained when they are highly auto-
mated and seamlessly embedded into development workflows [129]. Participants in our study
highlighted limitations in existing tools, particularly related to report interpretation and the

effort required to extract actionable insights. These observations suggest a need for more
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advanced capabilities, such as automated report analysis, improved feedback mechanisms,
and tighter integration with CI/CD and project management systems. Such enhancements
could reduce manual overhead, improve usability, and further lower barriers to adopting

security testing in Agile environments.

6.5.2 Balancing Speed and Security in Agile

Another prominent theme that emerged from this study is the inherent tension between
Agile development principles and the demands of security testing. Agile methodologies
prioritize rapid delivery, short feedback cycles, and continuous iteration, whereas compre-
hensive security practices often introduce additional complexity and overhead that can slow
development [7]. This trade-off was reflected in participants’ feedback, where team mem-
bers consistently acknowledged the value of incorporating DAST while also recognizing the

practical challenges associated with managing and acting on security scan results.

Lesson Learned: Be Flexible.

To accommodate both security and development velocity, the team integrated DAST into
the CI/CD pipeline in a way that minimized manual intervention. Nevertheless, limitations
related to tool capabilities and the effort required to interpret scan outputs persisted. Al-
though prior research advocates for running automated tests frequently to maintain software
quality [196], the team opted to execute DAST scans on a quarterly basis and to prioritize
remediation of high-severity findings. This approach aligns with previous work suggesting
that vulnerability prioritization can improve the security of web applications [220], and that
infrequent automated testing may uncover new defects while repeated execution of the same

tests can create a misleading perception of quality [221]. By adopting a flexible testing
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strategy, the team was able to balance the goals of Agile delivery with the need to address
security risks. These findings suggest that Agile teams should adapt the frequency and
scope of automated security testing to their specific context rather than adopting a rigid,

one-size-fits-all approach.

Tool Recommendation: Enhance Tool Output.

Consistent with Chapter 1, this study revealed that developers faced persistent challenges in
interpreting and effectively acting on the outputs produced by DAST tools. Prior research
has also indicated that understanding security reports can be challenging for practitioners
and may hinder effective remediation [28]. As we saw previously, Chapter 5 explored ap-
proaches to address this issue, by using LLMs to summarize and contextualize DAST reports
in more accessible, human-readable formats. Building on these efforts, future research and
tool development should further investigate techniques to simplify and contextualize auto-
mated security reports, thereby reducing cognitive burden and supporting more efficient

decision-making in Agile development teams.

6.5.3 Cultural Shift Towards Security Awareness

The findings of this study point to the importance of fostering cultural change in how develop-
ment teams perceive and prioritize security. Although the team explicitly scheduled security
testing and DAST-related tasks on their Kanban board, many participants continued to view
security as secondary to the primary objective of delivering features quickly. Additionally,
organizational challenges—such as Internal Politics and the need to Obtain Management
Approval—were cited as factors that reduced initial willingness to adopt DAST. These ob-

servations suggest that, despite formal process changes, underlying attitudes and incentives
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can still limit the extent to which security is fully embedded into everyday development

practices.

Lesson Learned: Foster a Security-First Culture

Prior research indicates that software engineers often assign lower priority to security con-
cerns [218], and that tensions may exist between development teams and security special-
ists [222]. Other studies highlight the role of organizational culture in shaping the adoption
and effective use of security tools [125]. Our findings reinforce these insights, suggesting that
strengthening a security-oriented culture can meaningfully influence how security practices
are adopted in Agile settings. Investing in tools that surface clear, actionable insights from
security scans can help reinforce the importance of security in daily workflows. For example,
participants observed that the commercial version of Burp Suite offered enhanced function-
ality and support compared to the open-source ZAP tool, which influenced perceptions of

tool effectiveness.

Because Agile development emphasizes frequent feedback [223], regularly reviewing security
findings and sharing concise, understandable feedback with all stakeholders can help ensure
that security remains visible and prioritized [224]. Prior work also suggests that increased
communication and collaboration—both with management and among developers—can im-
prove security practices within development teams [125]. Together, these findings indicate
that cultivating a security-first mindset requires not only technical solutions but also sus-

tained organizational commitment and communication.
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Tool Recommendation: Support Security Culture

Participants offered several suggestions for tooling enhancements that could reinforce a
security-oriented culture. These included clearer, more understandable, and more accessible
reporting, improved feedback loops to facilitate discussion of security issues, and greater
support for automation and training related to DAST integration. Participants also noted
that identifying appropriate DAST tools was sometimes unintuitive; in one instance, the
team had to restart the selection process after discovering that a chosen tool did not meet
requirements due to outdated policy support. As security practices become increasingly
automated, tools can incorporate features specifically designed to promote security aware-
ness within development teams. Examples include regular security workshops [225, 226],
gamified security challenges [227], using LLMs to summarize issues and provide more ac-
tionable security reports (Chapter 5) and the integration of lightweight security checklists
into development workflows [228]. Collectively, such approaches can help normalize security

considerations and embed them more deeply into Agile development culture.

6.5.4 Comparative Strengths and Gaps of DAST

Our findings indicate that DAST provides distinct advantages when compared to other secu-
rity practices, most notably its ability to uncover vulnerabilities that arise during application
execution and may not be detected through static analysis alone. By operating at runtime,
DAST offers an additional layer of protection that complements code-focused techniques.
At the same time, participants also identified important limitations of DAST. In particu-
lar; they noted that certain classes of vulnerabilities—such as logical flaws or business logic
errors—are difficult for DAST tools to detect, as these issues often require deeper contextual

understanding of application behavior and requirements.
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Lesson Learned: Adopt a Layered Security Approach

To address the limitations of individual security techniques, teams can benefit from com-
bining multiple security practices. For example, DAST can be used alongside other ap-
proaches [229], such as SAST [103, 230], to achieve broader and more comprehensive vul-
nerability coverage. A layered strategy that integrates several tools and methods enables
teams to address both pre-deployment and post-deployment security concerns. Prior research
similarly advocates for holistic security strategies that incorporate static and dynamic anal-
ysis techniques [231], as well as continuous monitoring and ongoing security training, to

strengthen overall system resilience.

Tool Recommendation: Complement Other Security Practices

Interview participants also highlighted the value of DAST tools that integrate smoothly with
other security mechanisms, including IAM-related analyses, multi-factor authentication, and
SAST solutions. This interoperability was viewed as a key strength, as it allows DAST to
enhance, rather than duplicate, existing security efforts. Previous studies have shown that
poor compatibility between security tools and established development workflows is a signif-
icant barrier to adoption [232]. Consequently, designers of automated security tools should
prioritize compatibility and integration with a broad range of security and development

practices to facilitate adoption and sustained use in Agile environments.

6.6 Limitations

This study on integrating DAST in Agile was subjected to several threats to validity that

should be considered when interpreting the results.
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Internal validity Internal validity concerns stemmed primarily from the reliance on qual-
itative data gathered through interviews and observational methods. Such data may be
influenced by participant bias, social desirability effects, or inaccuracies in recall. In addi-
tion, the researcher’s embedded role within the team may have introduced observer bias,
whereby participants altered their behavior due to the presence of the researcher. To mit-
igate these risks, interviews were assured anonymity, and multiple researchers—including
one external to the team—were involved in coding and analyzing the interview transcripts

to reduce individual bias.

External validity External validity is constrained by the limited scope of the study, which
focused on a single case study team integrating ZAP and Burp Suite within a Kanban-
based Agile process and using GitLab for CI/CD automation. As a result, the findings
may not readily generalize to other DAST tools (e.g., Veracode'?), alternative development
methodologies (e.g., Scrum), different CI/CD infrastructures (e.g., GitHub Actions'!, Travis
CI'?), or organizations operating in different domains with varying team structures, cultures,
or constraints. Although the case study offers detailed insights into DAST adoption in a
specific context, broader generalization would require replication across multiple teams and

diverse environments.

Construct & Conclusion validity The interpretation of security integration outcomes
is inherently subjective, and the relatively small number of interview participants may limit
the robustness of the conclusions. While open coding was employed to systematically analyze
qualitative data, variations in participants’ perceptions of what constitutes successful security

integration and potential selection bias may influence the results. Moreover, this study

Ohttps://www.veracode.com/products/dynamic-analysis-dast/
Uhttps://github.com/features/actions
2https://www.travis—ci.com/
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primarily examines practitioners’ perceived impacts of DAST integration rather than directly
measuring changes in software security outcomes. Future work should therefore complement
qualitative insights with quantitative analyses to evaluate the concrete effects of DAST on

the security of software products.

6.7 Future Work

There are several promising directions for extending this work. Future research can broaden
the scope by examining developer perceptions and experiences with security practices beyond
DAST and across development methodologies other than Kanban. For example, studying
how security activities such as SAST, threat modeling, dependency vulnerability scanning,
log-based fraud detection, etc., are integrated into development frameworks like Extreme
Programming (XP), Scrum, or other hybrid Agile approaches could reveal effective integra-
tion strategies. Such studies would provide a more comprehensive understanding of how
different security tools and practices can be adapted to diverse team structures and devel-

opment workflows.

In addition to methodological diversity, future work could incorporate quantitative mea-
sures to complement the qualitative insights presented in this study. To evaluate the effect
of DAST integration in Agile workflows objectively, organizations can track key perfor-
mance indicators like vulnerability count and severity levels, remediation timelines, and
false-positive frequency, alongside shifts in team velocity and overall productivity. Com-
bining qualitative and quantitative data would enable a richer evaluation of both perceived
and measurable impacts of security tooling. Long-term sustainability is another important
area for future investigation. Longitudinal studies that track software teams over extended

periods could shed light on how security practices like DAST evolve after initial adoption,
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whether they remain embedded in daily workflows, and how the teams adapt their use of
these tools as systems and organizational contexts change. Expanding research to include
multiple teams across different organizations and industries would further support general-
ization of findings and help identify best practices tailored to varying security requirements
and constraints. Finally, future work can explore advanced techniques to enhance the inte-
gration and usability of DAST within development pipelines. In particular, leveraging Al
and LLMs offers opportunities to improve vulnerability detection [233] and to generate con-
cise, human-centric summaries of security findings that are easier for developers to interpret
and act upon (Chapter 5). Such approaches have the potential to reduce cognitive over-
head, improve decision-making, and further align security practices with Agile development

principles.

6.8 Conclusion

This chapter examined the adoption of DAST in Agile-Kanban workflows via an in-depth
case study conducted within a real-world software team. The findings indicate that integrat-
ing DAST into CI/CD and Kanban processes can be achieved with minimal disruption to
team velocity, particularly when supported by automation and the involvement of dedicated
personnel. Most participants expressed both an initial willingness to adopt DAST and a
strong inclination to continue using it, largely due to its ability to surface security vulner-
abilities without imposing substantial overhead on their daily development activities. The
study further shows that DAST integration aligns well with iterative development practices
commonly found in CI/CD pipelines. Participants reported reductions in manual security
effort and an overall increase in confidence in the security posture of the system following

adoption. At the same time, the findings highlight several challenges, including difficulties in
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interpreting security reports, prioritizing identified vulnerabilities, and the need for deeper
automation to further streamline integration. Taken together, these results provide action-
able insights for both practitioners and tool developers. They underscore the importance
of carefully balancing rapid software delivery with the imperative of building systems that
are both secure and robust. In addition, the results point to opportunities for improving
automated security tooling to better support Agile teams in integrating security practices

into their everyday workflows.



Chapter 7

SafeAIMerge: A Security Tool for
Integrating DAST and LLM Feedback
into GitHub Workflows

7.1 Motivation

Modern software development increasingly relies on Agile methodologies, which emphasize
rapid, incremental delivery, and on CI/CD practices that operationalize these principles
through frequent updates, automated testing, and continuous deployment [2, 33, 34]. While
these approaches enable speed and adaptability, integrating effective security practices into
such lightweight workflows remains a persistent challenge [39, 150]. In particular, security ac-
tivities that introduce additional complexity, delay feedback, or require specialized expertise
are often deprioritized in favor of rapid feature delivery [234, 235]. For instance, DAST tools,
such as ZAP! and Burp Suite?, are used to simulate attacker behavior and detect runtime
vulnerabilities in web applications [18, 172]. However, their adoption in Agile teams is often
hindered by multiple factors. First, the reports they generate are lengthy, technical, and

difficult for non-specialists to interpret [20, 236]. Second, their integration into developer-

https://www.zaproxy.org/
’https://portswigger.net/burp/pro


https://www.zaproxy.org/
https://portswigger.net/burp/pro

7.1. MOTIVATION 115

centric workflows, like GitHub PRs, is limited [129]. Moreover, because DAST tools operate
dynamically and externally, they typically lack direct awareness of the static code changes
that introduced a vulnerability, making it harder for developers to relate reported issues

back to specific modifications in a PR.

Chapter 5 showed developers struggle with cumbersome and complex terminology of DAST
security reports. These barriers are exacerbated in Agile contexts, where minimizing docu-
mentation and supporting rapid feedback cycles are core principles [148, 149]. LLMs offer
promising capabilities for making technical reports more accessible and usable. Accessibility
is an important consideration given that complex and verbose security outputs often hin-
der developers’ ability to engage, understand, prioritize, and act on identified issues [237].
Moreover, the psychological aspects of usability in security systems can significantly in-
fluence developers’ engagement with security warnings. Lennartsson et al. [238] assert that
user reluctance to utilize security solutions is a common hindrance. Therefore, improvements
in usability can lead to better compliance with security protocols and ultimately enhance
protection against security threats. This suggests that effective communication of security
reports must address not only the content but also the format in which this information is
presented. LLMs have demonstrated strong performance in summarization and generating
domain-specific natural language guidance [108, 115, 177]. Applied to security, they can
simplify vulnerability descriptions, reduce jargon, and provide security summaries tailored
for developers (Chapter 5). Embedding such summaries directly into GitHub workflows has
the potential to lower the barrier for adopting automated security testing without requiring

specialized expertise.

To better understand how recent advances in LLMs have been applied within cybersecurity
workflows, we conducted a literature survey, the results of which are recorded in Chapter 2

Section 2.4. This revealed that while LLMs have been explored extensively for vulnerabil-
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ity detection, static analysis augmentation, penetration testing assistance, and secure code
generation, most existing approaches either operate outside of developers’ primary work-
flows or target automated detection and repair rather than developer-facing communication.
To the best of our knowledge, no prior work integrates DAST scanning with LLM-based
summarization and remediation guidance in a lightweight, CI/CD-compatible manner that
embeds security feedback directly into GitHub PR workflows. This gap motivates our focus
on improving the usability and actionability of security reports at the point where developers

already collaborate and make code changes.

As a solution, we present SafeAIMerge®, a lightweight CI/CD-integrated security tool that
combines DAST scanning with LLM-based summarization and remediation guidance to pro-
vide developer-centric security feedback within GitHub PR workflows. SafeAIMerge inte-
grates the ZAP* tool into GitHub Actions® pipelines and is triggered automatically when a
PR is created or updated. As a secondary benefit, by providing the LLM with both, the
DAST alerts and the code changes introduced in the PR, the LLM produces summaries and
remediation steps that are directly tied to the code changes being reviewed. Hence, helping

offset DAST’s limited view of the source code.

When a PR is created or some change is pushed, SafeAIMerge automatically:
1. Executes DAST scans on both the main branch and the PR branch versions of the
application.
2. Compares the resulting security reports to identify new, resolved, and existing alerts.

3. Routes prioritized alerts along with PR code changes to an LLM to generate per-alert

summaries and actionable remediation guidance.

3https://github.com/arpitthool/SafeAIMerge
‘https://www.zaproxy.org/
Shttps://github.com/features/actions
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4. Compiles a consolidated security report, including an overall synopsis and severity-

based breakdowns.

5. Delivers the results through an enhanced PR comment with structured dropdowns and

an HTML report artifact link for detailed review.

SafeAIMerge workflow aligns closely with the core Agile principles that emphasize rapid
feedback, continuous integration, and close collaboration within lightweight development
processes. Agile methodologies prioritize frequent integration of changes and early identi-
fication of defects to maintain development momentum and deliver functional software in
short cycles [34, 239]. By automatically executing DAST scans whenever a PR is created
or updated, SafeAIMerge embeds security checks directly into CI/CD pipelines, enabling
developers to detect and address vulnerabilities incrementally rather than deferring security
activities to later stages [19]. This approach reinforces Agile’s emphasis on timely feedback
and supports secure, customer-centric delivery without introducing additional process over-
head. Furthermore, SafeAIMerge operationalizes Agile values of collaboration and respon-
siveness by presenting contextual security summaries and remediation guidance as structured
PR comments. These promote shared understanding, support severity-based prioritization,
and enables rapid discussion within existing collaboration spaces [240, 241]. By minimizing
context switching and seamless GitHub integration, SafeAIMerge helps in shortening the

security feedback loops in development workflows, a key requirement for Agile [242, 243].

To systematically evaluate the effectiveness of SafeAIMerge as a developer-facing, LLM-
assisted security tool, we formulated the below research questions (RQs). These RQs were
selected to reflect the core challenges identified in prior chapters and to focus on outcomes
that are critical for the practical adoption of security tools in Agile and CI/CD environ-

ments, including developer workload [244], vulnerability remediation effectiveness [245], and
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workflow efficiency [246].

RQ1 How does SafeAIMerge’s security feedback affect developer workload during vul-
nerability remediation compared to a baseline DAST workflow? This question investi-
gated whether summarizing and contextualizing DAST findings within PR can reduce
the cognitive and emotional burden associated with interpreting and acting on security

TePorts.

RQ2 Does SafeAIMerge’s security report improve developers’ ability to understand,
remediate, and efficiently resolve vulnerabilities compared to traditional DAST re-
ports? This question examined whether developer-oriented summaries and remediation
guidance enable developers to more effectively translate security findings into concrete

fizes.

RQ3 How does the SafeAIMerge workflow compare to a traditional DAST workflow
in terms of developer workflow preference when addressing security vulnerabilities in
CI/CD pipelines? This research question focuses on developers’ comparative workflow
preferences after experiencing both approaches, capturing perceived usability, clarity,

and overall workflow fit.

To evaluate SafeAIMerge, we conducted a two-phase empirical evaluation. In the first phase,
we carried out an online survey with 46 industry practitioners to capture initial perceptions
of usability, clarity, and adoption potential. The survey results indicate that developers
prefer LLM-generated summaries over raw DAST reports and value the integration of LLM-
generated security feedback directly into GitHub PRs. This phase also served as a formative
study informing us about iterative refinements to the tool’s reporting and presentation prior
to conducting a controlled evaluation. The second phase, which was explicitly designed to

answer the above research questions, we conducted a controlled, task-based user study with
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12 practitioners, comparing the SafeAIMerge workflow with the baseline ZAP workflow. Us-
ing NASA Task Load Index (NASA-TLX) workload measures, task completion outcomes,
and comparative preference data, this study provides a direct empirical insight into how
SafeAIMerge reduces developer workload, increases the effectiveness to resolve security is-
sues, and improve the overall experience when addressing security vulnerabilities in CI/CD

pipelines.

In the remainder of this chapter, we describe the design, implementation, and evaluation of
SafeAIMerge. We first present the design rationale and core principles that guided the devel-
opment of the tool (Section 7.2), followed by a detailed description of its system architecture
and implementation (Section 7.3). We then report the results of our two-phase empirical
evaluation (Section 7.4). Finally, we discuss the limitations of our evaluation (Section 7.5),
outline directions for future work (Section 7.6), and conclude the chapter by summarizing

the key findings and contributions of SafeAIMerge (Section 7.7).

7.2 Design

The design of SafeAIMerge was directly informed by the empirical insights and design im-
plications derived from previous chapters. Chapter 4 established that Agile practitioners are
generally willing to adopt security practices when they are automated, iterative, and inte-
grated into existing CI/CD workflows, and that such practices do not substantially harm
perceived productivity when friction and overhead are minimized. These findings motivated
SafeAIMerge’s emphasis on fully automated DAST execution within PR workflows, aligning
security checks with natural developer activity rather than introducing parallel processes.
Insights from Chapter 5 informed SafeAIMerge’s focus on improving the accessibility and

actionability of security feedback through LLM-generated summaries. Chapter 6 further
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reinforced the importance of automation and tooling in sustaining security practices in Ag-
ile settings, highlighting that minimizing manual effort, improving the actionability of tool
outputs, and reducing disruption to day-to-day development are critical for continued adop-
tion. This directly guided SafeAIMerge’s use of LLM-based summarization and remediation
guidance to transform verbose scan outputs into concise, developer-oriented feedback. Based

on these insights, we derived four core design principles for SafeAIMerge:

1. Automation, to ensure security checks occur consistently and early.

2. Developer-centric integration, to embed security feedback within existing work-

flows.
3. Developer-centric reports, to reduce cognitive burden and improve comprehension.

4. Lightweight adoption, to minimize configuration and maintenance overhead.

These principles informed the key features described below, grounding the tool in both

empirical evidence and practical usability considerations.

1. Automated Security Scanning in PRs: To ensure that security checks occur with-
out requiring manual intervention, SafeAIMerge automatically triggers a DAST scan
using ZAP whenever a PR is created or code is pushed to an existing one. Past re-
search [64, 134] highlights the value of iterative and incremental vulnerability scanning
in Agile workflows, where automation reduces friction and increases the likelihood of
adoption. Agile methodologies emphasize rapid feedback and iterative development,
which are operationalized through CI/CD pipelines that automate integration, test-
ing, and deployment [2, 33, 34]. DevSecOps builds on this Agile-CI/CD foundation
by embedding security controls directly into automated pipelines, enabling continuous

and early security feedback rather than late-stage validation [247, 248].
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2. LLM-Assisted and Context-Aware Summarization of Security Alerts: Chap-
ter 5 demonstrated that practitioners find traditional DAST reports verbose and dif-
ficult to comprehend, and strongly prefer concise summaries generated by LLMs. To
reduce the cognitive load on developers, SafeAIMerge routes prioritized DAST alerts
through an LLM that produces short descriptions of each issue, recommended reme-
diation steps, and high-level summaries. Additionaly, the LLM prompts for newly
introduced alerts—i.e. alerts that are introduced by the addition of the PR code—are

also enriched with the PR code-diff information.

During early iterations of SafeAIMerge, the LLM was provided only with raw DAST
alerts. While this often produced generally reasonable remediation advice, the sug-
gestions were frequently abstract and not clear enough to operationalize because the
model had no visibility into the code under review. To assess whether PR code context
improves actionability, we performed a controlled comparison in which we generated
two LLM-based security reports for a sample PR in a GitHub repository®. The PR
contained eight new security alerts instances—6 medium-level and 2 low-level. In the
“without code-diff” condition, the LLM prompt contained only the DAST alert along
with prompt text; in the “with code-diff” condition, we provided the same alert along

with the PR’s code-diff along with the same prompt text.

We evaluated each condition manually by applying the corresponding LL.M-generated
remediation steps exactly as described onto the PR branch, without adding additional
interpretation or external guidance. After applying the suggested fixes, we re-ran
Safe AIMerge on the updated branch using the same scan workflow. We considered an
alert successfully resolved if the corresponding alert instance was no longer reported in

the follow-up SafeAIMerge scan. This was repeated three times for both conditions.

Shttps://github.com/arpitthool/pac-man
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Across all three runs, for the eight new alert instances, the “with code-diff” reports
consistently produced more concrete and in-context guidance: they identified which
file to modify and proposed explicit code-level changes (add/remove/modify) rather
than only describing a general mitigation strategy. Consistently across the three runs,
implementing these “with code-diff” recommendations resolved 7/8 alert instances; the
remaining one alert persisted despite implementing the suggested change. In contrast,
across all three runs, the “without code-diff” reports produced high-level best-practice
recommendations and supplemented them with external reference links (e.g., web doc-
umentation such as MDN/OWASP/CWE), which were not visited or consulted during
remediation. These alerts did not explicitly indicate where in the codebase to apply
the fix. None of them had a direct, file-specific solution described in the report. For
example, as shown in Figure 7.1 & 7.2, for the “Server Leaks Version Information via
Server HTTP Response Header Field”™ alert, the “with code-diff” report pointed to the
relevant file in the PR and recommended adding specific code/configuration, whereas
the “without code-diff” report only described the generic mitigation and provided web

documentation links.

We limited this analysis to three runs because the evaluation required manually re-
viewing each alert and applying the remediation steps exactly as described, which does
not scale well to a larger alert set. These preliminary findings suggest that providing
PR code-diff context enables the LLM to generate more actionable remediation guid-
ance for new alerts. This approach operationalizes calls for more developer-centric and
context-aware security reporting [28, 236], resulting in summaries that are easier for

non-specialists to understand and more readily actionable within developer workflows.

3. Seamless GitHub Integration: Developers frequently resist adopting tools that

"Server Leaks Version Information via Server HTTP Response Header Field
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Alert: Server Leaks Version Information via “Server” HTTP Response Header Field (Low Risk)

Summary

Our web application server is leaking version information through the “Server” HTTP response header. This could
potentially allow attackers to identify other vulnerabilities in our server. The issue was identified at the following node:
http://my-web-app-pr:3000/feedback.html. The confidence level of this alert is high, but the risk is low.

Actionable Steps

Suggested Code Changes
In the nginx.conf file, add or modify the following line to prevent the server from revealing its version:

server_tokens off;

In the feedback.html file, ensure that no sensitive information is being exposed through the HTTP headers or elsewhere.
Remember to test these changes thoroughly to ensure they don’t affect the functionality of the application.

(a) Review the server configurations to ensure that the “Server” header is either suppressed or provides only generic
details. This can be done in the server configuration file (like nginx.conf for an Nginx server).

(b) Considering the recent PR changes, specifically in the feedback.html and nginx.conf files, ensure that any new
configurations or changes do not expose version or other sensitive information.

(¢) After making the necessary changes, re-run the security scan to confirm that the issue is resolved.

(d) Keep monitoring the server logs and security alerts for any potential threats.

J

Figure 7.1: Example of LLM-generated remediation guidance with PR code-diff context. The
output explicitly references modified files and proposes concrete configuration-level changes.

require switching contexts or operating outside their existing environments [129]. To
address this, SafeAIMerge integrates directly with GitHub by delivering security feed-
back within the PR interface. This ensures that security insights are delivered in the
same interface where code reviews and discussions already take place. The tool gener-
ates PR comments that organize findings into structured, interactive sections. Specif-
ically, alerts are grouped into separate dropdowns for newly introduced, resolved, and
existing vulnerabilities, with each group further organized by severity level and sum-
marized individually. In addition to inline PR feedback, SafeAIMerge produces an
HTML security report that serves as a downloadable artifact. This report provides
alert-based summaries and fix-recommendations, interactive elements, and access to
full vulnerability information for deeper inspection. Together, these mechanisms bal-

ance developers’ need for lightweight, in-context feedback with organizational needs
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Alert: Server Leaks Version Information via “Server” HTTP Response Header Field (Low Risk)

Summary

The web/application server at http://my-web-app-pr:3000/feedback.html is leaking version information via the “Server”
HTTP response header (nginx/1.29.4). This security misconfiguration poses a low-risk threat but has a high confidence
level.

Actionable Steps

(a) Reconfigure your web server, application server, or load balancer to suppress the “Server” header or provide generic
details only.

(b) Review the related OWASP guidelines and the provided references for further understanding and prevention
methods:
e OWASP Top 10 A05: https://owasp.org/Top10/A05_2021-Security_ Misconfiguration/

« OWASP A6 2017: https://owasp.org/www-project-top-ten/2017/A6_ 2017-
Security Misconfiguration.html

e Web Security Testing Guide: https://owasp.org/www-project-web-security-testing-guide/v42/4-
Web__ Application Security Testing/01-Information Gathering/02-Fingerprint Web_ Server

o CWE-497: https://cwe.mitre.org/data/definitions/497.html
(c) Refer to the following guides for specific server configurations:

o Apache: https://httpd.apache.org/docs/current/mod/core.html#servertokens
o Microsoft: https://learn.microsoft.com/en-us/previous-versions/msp-n-p/ff648552(v=pandp.10)
o Guide on response headers: https://www.troyhunt.com/shhh-dont-let-your-response-headers/

Please ensure these steps are taken promptly to prevent potential attackers from identifying other vulnerabilities.
\ J

Figure 7.2: Example of LLM-generated remediation guidance without PR code-diff context.
The output provides general best-practice mitigation advice and external reference links.

for comprehensive and auditable security documentation.

4. Lightweight Adoption and Workflow Fit: In Chapter 4 the survey of Agile prac-
titioners found that teams are most willing to adopt security tools when they fit seam-
lessly into CI/CD pipelines and do not demand significant workflow changes, which
was also resonated in Chapter 5. Accordingly, SafeAIMerge was designed as a plug-
and-play tool that requires minimal configuration. The tool integrates natively with
GitHub Actions® and is packaged as a self-contained .security directory that can be
copied into an existing repository. Adoption typically involves adding this directory

and making small adjustments to a YAML configuration file to specify scan policies and

8https://github.com/features/actions
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Figure 7.3: System architecture and dataflow for SafeAIMerge. The numbered arrows (1-8)
indicate execution order on PR updates.

thresholds. In addition, the tool uses Docker?, which further streamlines deployment

across heterogeneous environments by encapsulating dependencies and configurations.

This guarantees consistency of execution across machines, reduces environment-specific

errors, and simplifies scaling and maintenance. By leveraging containerization along-

side native CI/CD integration, SafeAIMerge reduces setup and maintenance overhead,

thereby lowering the barrier to adoption in fast-paced Agile teams.

7.3 Implementation

The implementation of SafeAIMerge is organized as a modular CI/CD pipeline integrated

with GitHub PR workflows. The system is designed to be adaptable across diverse projects

while maintaining a lightweight footprint suitable for Agile teams. Figure 7.3 illustrates the

overall system architecture and execution flow, which we describe in detail below.

https://
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1. CI/CD Integration with GitHub-Actions: At the core of the system is a GitHub
Actions workflow file (zap.yam1)'? that orchestrates the execution of DAST scans and
subsequent analysis steps in response to developer activity. The workflow is automat-

ically triggered under three conditions.

(a) When a new PR is created or updated against the main branch.
uring scheduled execution of cron-jo o support periodic security assessments.
b) During scheduled tion of job!! t t periodi ity t

(c) Manual invocation through the GitHub Actions interface for on-demand scans.

Upon being triggered, the workflow starts on an available GitHub-runner, launches the
target web application or API within a Docker container, and starts a ZAP server con-
tainer configured with the required API access keys. This containerized setup ensures
reproducibility, isolation, and consistency across executions. Once the environment
is initialized, the workflow installs required dependencies, executes the SafeAIMerge

scanning and analysis scripts, and publishes the generated security artifacts to GitHub.

2. Dual-Branch Scanning and Comparative Analysis: SafeAIMerge performs two
coordinated scans per PR. One scan targets the application corresponding to the main
branch, while the second scan targets the application version built from the PR branch.
This dual-scan approach enables SafeAIMerge to reason about security changes intro-
duced by the PR rather than presenting vulnerabilities in isolation. After both scans
complete, the resulting alert sets are compared to classify vulnerabilities into three cat-
egories: (i) newly introduced alerts by the PR, (ii) resolved alerts by the PR, and (iii)
existing alerts that remain unchanged. This comparison allows SafeAIMerge to explic-

itly surface the security impact of code changes, supporting developer decision-making

10zap.yaml
Uhttps://en.wikipedia.org/wiki/Cron


https://github.com/arpitthool/SafeAIMerge/tree/91dfffcfac8d49eac2a38ad485205e18f954b006/.github/workflows
https://en.wikipedia.org/wiki/Cron

7.3. IMPLEMENTATION 127

during code review and aligning security feedback with the semantics of PR-based

development.

3. Configurable Scan Policies: To support varying security requirements and risk
tolerances across projects as observed in Chapter 6, SafeAIMerge relies on a YAML-
based configuration file (config.yaml)'? that decouples scan policies from workflow

logic. This configuration allows developers to specify:
o Which ZAP scans to enable (e.g., Spider,'* AJAX Spider,'* Passive scan,'® Active
scan'®).
 Risk levels to include in summaries (e.g., High, Medium, etc.).
 Risk levels to ignore (e.g., Low, Informational, etc.).

« Severity thresholds that fail the CI pipeline (e.g., blocking merges on High-severity

alerts).
e The maximum number of alerts included in a single report.
By externalizing these options, SafeAIMerge remains lightweight to adopt and easily

adaptable to different team policies without requiring changes to the core implemen-

tation.

4. Automated Scanning and Alert Collection & Comparison: The primary scan-
ning logic is implemented in scan.py,!” which communicates with ZAP to manage

scan execution and data collection. Specifically, the script:

(a) Launches the configured ZAP scans for main and PR branch instances.

12¢onfig.yaml

137 AP Spider scan

147 AP AJAX spider scan

157 AP Passive scan

167ZAP Active Scan

17SafeAIMerge Scan Python Script


https://github.com/arpitthool/SafeAIMerge/blob/91dfffcfac8d49eac2a38ad485205e18f954b006/.security/config.yaml
https://www.zaproxy.org/docs/desktop/addons/spider/
https://www.zaproxy.org/docs/desktop/addons/ajax-spider/
https://www.zaproxy.org/docs/desktop/start/features/pscan/
https://www.zaproxy.org/docs/desktop/start/features/ascan/
https://github.com/arpitthool/SafeAIMerge/blob/999e7cc816015e6d15f331d613a1d04faa5ebab6/.security/scan.py
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(b) Monitors scan progress until completion.

(c) Retrieves the complete set of detected alerts from ZAP for each scan.

All communication occurs over the private Docker network shared by the target appli-
cation containers and the ZAP container, ensuring that the scanner can fully explore
the running application in a realistic deployment context. Once alerts are collected
from both scans, SafeAIMerge sorts them by severity level. Then it matches alerts
across scans to determine whether vulnerabilities are newly introduced, resolved, or
unchanged. This ensures that subsequent reporting focuses developer attention on the

most relevant security changes associated with the PR.

5. LLM-Based and Code-Aware Summarization: Detected and prioritized alerts
are processed by alert_processor.py'®, which implements a configurable filtering
and summarization pipeline. Alerts that do not meet configured severity thresholds
are discarded, while pipeline-blocking alerts are flagged explicitly. For the remaining
alerts, structured JSON representations are passed to an LLM (OpenAI' in our pro-
totype) using tailored system prompts. In case of new alerts, SafeAIMerge enriches
LLM prompts with contextual information from the PR, including code-diffs and alert
comparison results. This additional context enables the model to generate more tar-
geted summaries, actionable remediation guidance, and explanations that directly re-
late vulnerabilities to the code changes under review. The output includes per-alert

summaries, recommended fixes, and a high-level synopsis of the security impact of the

PR.

6. Report Generation and Visualization: SafeAIMerge generates a consolidated

HTML report, providing severity-based summaries and interactive elements such as

183afeAiMerge Alert Processor Python Script
Yhttps://openai.com/index/openai-api/
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expandable sections for individual alerts. This report enables deeper inspection of find-
ings without overwhelming developers during routine reviews. This report is archived
as a downloadable artifact for traceability and offline viewing. We also archive the raw

file which contains the alerts in JSON format.

7. Feedback in GitHub PRs: To deliver security feedback directly within the developer
workflow, SafeAIMerge uses the GitHub API?® to post a structured comment on the
PR along with the link to download the full security report. These comment include
interactive dropdown sections that separately summarize newly introduced alerts, re-
solved alerts, and existing alerts, each organized by severity levels. By embedding
this feedback into the PR discussion, SafeAIMerge minimizes context switching and

ensures that security considerations are addressed alongside functional code review.

8. Extensibility and Pipeline Control: To align with DevSecOps adoption practices,
SafeAIMerge was implemented with extensibility in mind. Prompts for the LLM are
externalized as text files, allowing teams to customize the language, level of detail, or
remediation style without altering the core code. Additionally, pipeline gating rules
ensure that critical vulnerabilities can block merges, supporting teams with stricter

compliance requirements.

7.4 Evaluation

To evaluate SafeAlIMerge, we conducted a two-phase evaluation. First, we carried out an
online survey with industry practitioners to capture broad perceptions of usability, clar-
ity, and workflow fit, and to gather early feedback that informed subsequent design refine-

ments. Second, we conducted a controlled, task-based user study to empirically assess how

20GitHub Rest API


https://docs.github.com/en/rest/about-the-rest-api/about-the-rest-api
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SafeAIMerge affects developer workload, task performance, and vulnerability remediation
effectiveness when compared to a baseline DAST workflow. Together, these complementary
evaluations provide both perception-level and behavior-level evidence of the tool’s impact
in CI/CD settings. Both the survey and the user study were approved by our Institutional
Review Board (IRB).

7.4.1 Phase I: Online Practitioner Survey

Survey Design

The preliminary survey captured both quantitative and qualitative perceptions of SafeAIMerge,
providing participants with an overview, a video demonstration of its workflow and configu-
ration options, and a GitHub repository link?!' for further exploration. It consisted of twelve
questions: five Likert-scale items, two binary questions, three open-ended prompts, and two
categorical items. The Likert-scale questions measured overall user-friendliness, ease of in-
tegration into CI/CD pipelines, usefulness of GitHub PR comment integration, likelihood
of adoption, and overall satisfaction. Binary and categorical questions asked whether LLM-
generated summaries improved understanding, whether participants would recommend the
tool, and how easily it could be integrated into existing workflows. Open-ended questions
solicited feedback on confusing aspects of the Ul, obstacles to adoption, compelling features,
desired improvements, and any additional comments; these questions were optional. The
survey questions are provided in Appendix C.1. This mixed-method design enabled a holis-
tic assessment of practitioner perceptions, and additional opportunities for refinement prior

to conducting the second, more controlled evaluation.

Zlnttps://github. com/arpitthool/SafeAIMerge
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Participants

Participants were recruited using a multi-channel strategy that combined targeted outreach
through professional networks, direct invitations to industry practitioners, and public calls
shared via Linkedin??, along with the inclusion of technically experienced graduate students
from Virginia Tech with relevant software development backgrounds. The 46 survey par-
ticipants represented a range of professional roles, including software engineers, DevOps
engineers, security analysts, and technical leads. They were employed at organizations
such as Adobe,?® Amazon,?* IBM,?® Microsoft,?® and several other companies. On aver-
age, participants reported 4.8 years of technical work experience (range: 0-20 years), with

32 respondents having up to five years of experience and 14 reporting more than five years.

Survey Results

Quantitative Results Table 7.1 summarizes the central tendency and inferential results
for the five core likert metrics: user-friendliness, integration ease, PR usefulness, adoption
likelihood, and overall satisfaction. Across all measures, respondents gave high ratings: me-
dian scores were between 4 and 5, and means ranged from 4.35 to 4.85. Wilcoxon signed-rank
tests confirmed that scores were significantly above the neutral midpoint of 3 (p < 0.001 for
all items), with medium-to-large effect sizes (r = 0.37 — 0.55). Recommendation rates were
unanimous: 100% of respondents indicated they would recommend the tool to colleagues.
For integration ease, 38 participants reported that the tool “fits in seamlessly” into CI/CD
pipelines, while 8 indicated “some adjustments needed.” PR usefulness was strongly en-

dorsed, with 36 participants “strongly agreeing” and 10 “agreeing” that embedding reports

22nttps://wuw.linkedin. com/
2nttps://wuw.adobe.com/
24https://amazon.com/
Zhttps://www.ibm.com/us-en
2Shttps://www.microsoft.com/
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Table 7.1: Median, mean, Wilcoxon signed-rank test results, and effect sizes (r) for survey
responses

Measure Median Mean P ‘ r

User-friendliness 5 4.78 < .001 0.55
Integration ease 5 4.74 < .001 0.47
PR usefulness 5) 4.78 < .001 0.46
Adoption likelihood 4 4.35 < .001 0.37
Satisfaction ) 4.85 < .001 0.43

in GitHub PRs was valuable.

Qualitative Results Analysis of open-ended responses highlighted several recurring themes.
Participants valued the Clarity of LLM-generated Summaries, which reduced the effort
needed to interpret raw security alerts. Others emphasized the importance of Workflow
Compatibility, noting that the GitHub PR integration minimized disruption. Common ad-
ditional suggestions for improvement included enhancements to the Reporting Format, such
as more visual security report and PR comment. Overall, the results indicated that prac-
titioners perceived SafeAIMerge as a user-friendly, lightweight, and a valuable addition to
Agile workflows. High satisfaction scores, unanimous recommendation rates, and strong
endorsements of GitHub PR integration underscored the tool’s potential for adoption in

practice.

Feedback-Driven Refinement

While survey results indicated that SafeAIMerge was already perceived as highly usable,
lightweight, and well aligned with existing GitHub CI/CD workflows, participants also pro-
vided constructive suggestions for further improving SafeAIMerge. These comments were

not indicative of fundamental usability issues, but rather reflected opportunities for incre-
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mental refinement. Based on this feedback we made further refinements to SafeAIMerge
which focused on improving the visual presentation of security feedback while preserving
existing workflows. We redesigned the generated security report from a plain text format to
a structured HTML report that supports interactive elements. The revised report organized
findings into three clearly delineated sections: (i) new alerts introduced by the PR, (ii) alerts
resolved by the PR, and (iii) pre-existing alerts already present on the main branch. Each sec-
tion is implemented as an expandable dropdown, allowing developers to progressively disclose
details only when needed. This design enables quick high-level assessment of security impact
while still providing access to full alert metadata, supporting both rapid triage and deeper
investigation. Similarly, we refined the GitHub PR comment generated by SafeAIMerge.
Instead of a single plain text comment, the updated PR feedback presents three expandable
sections corresponding to new, resolved, and existing alerts. Each dropdown includes a con-
cise summary of its respective category, allowing reviewers to immediately understand how
the PR affects security without scrolling through verbose outputs. This structured presen-
tation was designed to better align with code review practices, where reviewers often seek
concise, high-signal information that can be expanded on demand. Collectively, these re-
finements reflect an iterative, feedback-driven design approach that prioritizes usability and
developer experience alongside technical accuracy. This approach aligns with previous work
(Chapter 4 and Chapter 6) showing that security tool adoption in Agile and CI/CD settings
depends not only on automation, but also on clear, actionable, and workflow-compatible

feedback.

7.4.2 Phase II: Controlled User Study

While the online survey provided early insight into perceived usability and adoption poten-

tial, it did not capture how developers actually perform security-related tasks when using
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the tool. To address this limitation and to explicitly answer the research questions (Sec-
tion 7.1) we conducted a controlled, task-based user study comparing SafeAIMerge against

the baseline ZAP workflow.

To answer RQ1, we measured participants’ perceived workload during vulnerability remedi-
ation using NASA-TLX questionnaire, a widely adopted instrument for assessing subjective
workload in human-computer interaction studies [249]. To answer RQ2, we evaluated re-
mediation effectiveness and efficiency using objective task outcomes, including the number
of vulnerabilities successfully resolved and the time required to resolve at least one vulner-
ability within the allotted task duration. To answer RQ3, we assessed developers’ workflow
preferences using a comparative survey that captured perceived ease of use, clarity and ac-
tionability of security reports, perceived time required to interpret vulnerabilities, and overall

workflow preference after participants experienced both conditions.

Study Design

The controlled user study followed a within-subjects design with two conditions:

1. Baseline workflow: participants used a standard ZAP integration in GitHub Ac-
tions CI/CD pipeline and reviewed the resulting ZAP security report to identify and

remediate the reported vulnerabilities.

2. SafeAIMerge workflow: participants used SafeAIMerge integration in GitHub Ac-
tions CI/CD pipeline and reviewed the resulting security report, which included LLM-
generated summaries and recommended remediation steps presented within the PR

context.

Each participant completed both conditions in a single session lasting approximately 45—
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60 minutes. At the beginning of each session, the researcher provided an overview of the
study goals and procedures. Participants were assured that their identity and responses
would remain confidential and anonymized , consistent with the study invitation and consent
documentation. Then they received a brief introduction to DAST, including what a DAST
scan does and how it can be integrated into GitHub Actions CI/CD pipelines. Then they
completed a short demographic questionnaire capturing basic background information (e.g.,

organization, role, and CI/CD experience).

In the baseline condition, the researcher introduced a simple GitHub repository?” that con-
sisted of a simple JavaScript web application. Participants along with the researcher in-
tegrated the standard ZAP scans into the repository’s GitHub Actions workflow and then
they triggered a prepared vulnerable PR that in-turn triggered the ZAP scan. After the
workflow completed, participants were asked to review the generated ZAP security report,®
identify the vulnerabilities, and attempt to fix as many vulnerabilities as possible within
the allotted task duration (15 minutes). Immediately after completing the baseline task (or
reaching the time limit), the participants viewed the results (if they pushed any code to the
PR) and then completed a NASA-TLX workload questionnaire consisting of the standard
six workload dimensions. Similarly, in the SafeAIMerge condition, participants moved to
a second repository?” which was another simple JavaScript web application. Participants
along with the researcher integrated the SafeAIMerge into GitHub Actions workflow, cre-
ated a prepared PR to trigger the automated scans. Then the participants were asked to
review the SafeAIMerge security report.*’ In contrast to the baseline workflow, SafeAIMerge
provided summarized security alerts, developer-oriented remediation guidance, and an en-

hanced report experience within the PR context. Participants again attempted to fix as

2"https://github.com/arpitthool/maze-escape
28Baseline ZAP security report
nttps://github.com/arpitthool/pac-man
30SafeAIMerge security report
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many vulnerabilities as possible within the allotted time (15 minutes). After completing this
task (or reaching the time limit), the participants viewed the results (if they pushed any

code to the PR) and then completed the NASA-TLX workload questionnaire a second time.

To ensure a fair and controlled comparison between workflows, both repositories used in
the study were configured to produce security reports with the same number, severity dis-
tribution, and types of vulnerabilities. The prepared PRs in both the baseline ZAP and
SafeAIMerge conditions triggered identical ZAP scan configurations and resulted in security
reports containing the same set of alerts. This design choice ensured that any observed dif-
ferences in workload, task completion time, or vulnerability resolution could be attributed
to differences in how security feedback was presented and integrated into the workflow,
rather than differences in the underlying security findings. Across both conditions, the gen-
erated security reports included a mix of medium-, low-, and informational-severity findings.
Specifically, each report contained two medium-severity alert types—Content Security Pol-
icy (CSP) Header Not Set®' and Missing Anti-clickjacking Header®*—with four instances of
each. In addition, several low-severity issues were reported, including Insufficient Site Iso-
lation Against Spectre Vulnerability®®, Permissions Policy Header Not Set®*, Server Version
Information Leakage via HTTP Headers*, and Missing X-Content- Type-Options Header®.
A small number of informational alerts related to cacheable or storable content were also
present. These issues were selected intentionally, as they require participants to understand
the reported vulnerability, locate the relevant configuration or middleware, and apply a
concrete fix—making them representative of common, real-world web security remediation

tasks.

31Content Security Policy (CSP) Header Not Set
32Missing Anti-Alickjacking Header

33Insufficient Site Isolation Against Spectre Vulnerability
34Permissions Policy Header Not Set

35Server Version Information Leakage via HTTP Headers
36X-Content-Type-Options Header Missing


https://www.zaproxy.org/docs/alerts/10038-1/
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https://www.zaproxy.org/docs/alerts/90004-3/
https://www.zaproxy.org/docs/alerts/10063-1/
https://www.zaproxy.org/docs/alerts/10036-2/
https://www.zaproxy.org/docs/alerts/10021/
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To answer RQ1 on perceived workload, we used a modified version of the NASA-TLX.
Participants rated their experience across six workload dimensions using five-point Likert-

style scales, these included:

« Mental Demand: how mentally demanding the task was (Very Low to Very High).
« Physical Demand: how physically demanding the task was (Very Low to Very High).
« Temporal Demand: how hurried or rushed the task felt (Very Low to Very High).

o Perceived Performance: how successful participants felt in accomplishing the task

(Highly Unsuccessful to Highly Successful).

« Effort: how hard participants had to work to achieve their level of performance (Very

Low to Very High).

o Frustration: the extent to which participants felt insecure, discouraged, irritated,

stressed, or annoyed during the task (Very Less Frustrated to Very Highly Frustrated).

All NASA-TLX items were administered after each task condition to capture condition-
specific workload perceptions. Lower scores on mental demand, temporal demand, effort, and
frustration indicate lower perceived workload, while higher scores on perceived performance

indicate greater task success.

To answer RQ2, in addition to the NASA-TLX responses, we recorded task performance,
measured by the number of vulnerabilities successfully resolved and task completion time,
defined as the time required to resolve at least one vulnerability. Participants who did not

resolve any vulnerability within the allotted duration were assigned the maximum task time.

And to answer RQ3, after completing both tasks, participants completed a short compar-

ative survey designed to elicit direct preferences between the two workflows. The survey
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consisted of five forced-choice questions, each asking participants to compare the baseline
ZAP workflow with the SafeAIMerge workflow along a specific dimension. For each ques-
tion, participants selected one of four response options: (i) Baseline ZAP workflow, (ii)

SafeAIMerge workflow, (iii) Both equally, or (iv) Neither.

The comparative questions focused on the following dimensions:

« Overall ease of use of the workflow, to assess the general usability of each workflow.

o Effectiveness in helping participants understand the reported vulnerability
and remediation steps, to evaluate whether LLM-assisted, contextualized feedback

improves comprehension and ability to act on security findings.

e Overall workflow preference, to capture participants’ holistic judgment after ex-

periencing both conditions.

o Clarity and actionability of the generated security reports, to isolate the

impact of report presentation and guidance quality.

o Perceived time required to interpret vulnerabilities, to assess whether dif-
ferences in feedback presentation affected participants’ sense of efficiency and time

pressure, complementing the objective task completion time measurements.

To mitigate learning and ordering effects, the study was counterbalanced: 6 out of 12 partic-
ipants completed the baseline condition first, while the other 6 completed the SafeAIMerge

condition first. The user study questions are provided in the Appendix C.2.
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Participants

A total of 12 participants took part in the study, representing a range of technical roles and
organizational contexts. Participants included graduate students and software engineers.
Most participants were computer science graduate students from Virginia Tech, while others
were employed in industry across organizations such as CNH Capital®”, Torc Robotics?®.
Participants reported an average of 4.25 years of technical work experience (range: 0-15
years). Specifically, two participants had 0-1 years of experience, four reported 2-3 years,
five reported 4-5 years, and one participant reported 15 years of professional experience.
With respect to development practices, 11 of the 12 participants reported prior experi-
ence working with CI/CD pipelines, but none of the participants had prior experience with
security-focused workflows, allowing the study to examine how developers without special-
ized security backgrounds engage with and respond to security feedback. This participant
profile is generally representative of industry context, where CI/CD pipelines are widely

used but developers often lack formal experience with security-focused workflows [250].

Results

RQ1: Developer Workload To answer RQ1, we analyzed participants’ responses to
the NASA-TLX questions to compare the baseline ZAP workflow with the SafeAIMerge
workflow. For each participant and condition, an overall (raw) NASA-TLX workload score
was computed by averaging the six workload dimensions after mapping Likert-style responses
to a 0—100 scale and inverting the “perceived performance” dimension so that lower values
indicate lower workload. Condition-level descriptive statistics (mean, median, and standard

deviation) were then calculated across participants. Because the study followed a within-

3Thttps://www.cnhcapital.com/
38https://torc.ai/
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Table 7.2: NASA-TLX workload dimensions: baseline ZAP vs. SafeAIMerge.

Dimension Baseline | Tool Median W » .
Mean Mean Diff

Mental Demand 72.92 20.83 -50.00 0.0 0.003 | 0.77
Physical Demand 25.00 12.50 -12.50 2.5 0.084 | 0.39
Temporal Demand 39.58 16.67 -25.00 0.0 0.008 | 0.69
Performance (inv.) 77.08 14.58 -62.50 0.0 0.003 | 0.79
Effort 66.67 16.67 -50.00 0.0 0.005 | 0.75
Frustration 04.17 10.42 -43.75 0.0 0.007 | 0.71

Performance scores were inverted so that lower values indicate lower workload.

subjects design and the data did not satisfy normality assumptions, we used the Wilcoxon
signed-rank test for paired comparisons. In addition to statistical significance, we report
effect sizes using the rank-biserial correlation (r), calculated as r = Z/v/ N, where Z is the

standardized Wilcoxon test statistic and N is the number of paired observations.

Table 7.2 reports results for each NASA-TLX dimension. Participants experienced signifi-
cantly lower mental demand, temporal demand, effort, frustration, and performance-related
workload when using SafeAIMerge. Physical demand showed a downward trend but did
not reach statistical significance. Across all significant dimensions, effect sizes were large,
indicating that the observed reductions in workload were both statistically and practically

meaningful.

Table 7.3 summarizes the overall workload results. Participants reported substantially lower
overall workload when using SafeAIMerge compared to the baseline ZAP workflow. The
median raw NASA-TLX score decreased from 58.3 in the baseline condition to 12.5 in the
SafeAIMerge condition. This reduction was statistically significant (W = 1.0, p < 0.001)
and associated with a large effect size (r = 0.85). These results suggest that integrating sum-
marized, PR-contextual security feedback directly into developer workflows can substantially

reduce cognitive and emotional workload during security remediation tasks.
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Table 7.3: Overall NASA-TLX workload comparison between baseline ZAP and
SafeAIMerge.

Condition Median | Mean | >0ndard g covon W/ p
Deviation

Baseline ZAP | 58.33 | 55.90 | 22.51

SafeATMerge | 1250 | 15.28 | 12.09 W=10.p <0001

r = 0.85 (large effect). Lower scores indicate lower perceived workload.

RQ2: Remediation effectiveness and efficiency To answer R(Q)2, we examined task
completion time and successful vulnerability resolution to assess how each workflow sup-
ported practical security remediation. Task completion time was defined as the time re-
quired to successfully resolve at least one vulnerability. Participants who did not resolve
any vulnerability within the allotted duration were assigned the maximum task time of 15

minutes.

For the baseline ZAP workflow, all participants reached the maximum allotted time of 15
minutes, resulting in both a mean and median completion time of 15 minutes. Only one
participant successfully resolved a vulnerability within the time limit when using the baseline
workflow. In contrast, participants using the SafeAIMerge workflow completed remediation
tasks substantially faster. Completion times for the SafeAIMerge condition ranged from 2
to 15 minutes, with a mean completion time of 5.9 minutes and a median of 5 minutes. Be-
cause baseline task times were uniformly capped at the upper time limit, a paired statistical
comparison of completion times was not meaningful. Instead, these descriptive statistics
highlight a substantial and consistent reduction in time-to-action when participants used
SafeAIMerge. In terms of task performance, 11 out of 12 participants successfully resolved
at least one security issue when using the SafeAIMerge workflow, compared to only one

participant in the baseline ZAP condition. The most commonly resolved issue was a Missing
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Anti-Alickjacking Header®, which was classified as a medium-level severity. It is to be noted
that this alert would appear at the top in the security report in both conditions, as the alerts
were sorted by the severity levels. A few (n = 2) participants also resolved other security is-
sues, such as X-Content-Type-Options Header Missing’® and Content Security Policy (CSP)

Header Not Set*!.

Participants using SafeAIMerge were often able to directly follow the summarized vulnera-
bility descriptions and remediation guidance provided within the PR. In many cases, par-
ticipants transitioned quickly from reading the report to implementing the fix with minimal
trial-and-error. In contrast, during the baseline ZAP condition, participants frequently spent
a large portion of the task duration interpreting the raw scan output, visiting various ref-
erence links and attempting to determine how reported findings mapped to concrete code
changes. These results demonstrate that SafeAIMerge improves both the effectiveness and

efficiency with which developers translate security findings into concrete fixes.

RQ3: Workflow preference To answer RQ3, we analyzed responses to the comparative
survey completed after participants experienced both workflows. Responses were unanimous
across all survey questions. All 12 participants reported the SafeAIMerge workflow as Fasier
to use, More effective in helping them understand reported vulnerabilities and associated
remediation strategies, Overall preference, Having clearer and more actionable reports and
one which Required less time to interpret vulnerabilities. Taken together, the comparative
survey results provide strong evidence that developers preferred the SafeAIMerge workflow
over the baseline ZAP workflow when addressing security vulnerabilities in CI/CD pipelines.

When combined with the workload and task performance findings, these results indicate that

39Missing Anti-Alickjacking Header
40X-Content-Type-Options Header Missing
41Content Security Policy (CSP) Header Not Set
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SafeAIMerge not only reduces perceived effort but is also favored by developers as a more

usable and supportive security workflow.

7.5 Limitations

This study was subjected to several limitations that should be considered when interpreting
the results, particularly with respect to internal, external, and construct and conclusion

validity.

Internal validity All participants completed both task conditions within a single study
session. Although the study was counterbalanced to mitigate ordering and learning effects,
some familiarity with the task domain, development environment, or vulnerability types
may have carried over between conditions and influenced participant behavior. In addition,
subjective measures such as NASA-TLX ratings and comparative workflow preferences may
be influenced by participant expectations or social desirability effects. The presence of a
researcher during the study sessions may also have affected how participants approached the
tasks. To reduce these risks, standardized task instructions were used, and participants were

assured that their responses would remain anonymized.

External validity The external validity of the findings is constrained by the scope and
setting of the study. The evaluation was conducted using two intentionally constructed
JavaScript web applications with a controlled and identical set of security vulnerabilities
across conditions. While this design ensured parity between workflows and enabled a fair
comparison, real-world software systems often involve larger codebases, more complex ar-

chitectures, and a broader range of vulnerability types. In addition, the study focused on a
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single DAST tool (ZAP) and a specific CI/CD setup based on GitHub Actions, which may
limit the generalizability of the results to other tools, development methodologies, CI/CD

infrastructures, or organizational contexts.

Construct and conclusion validity Construct and conclusion validity are influenced by
how workload, performance, and task success were operationalized. The evaluation focused
primarily on short-term task performance, subjective workload, and immediate workflow
preferences. While these measures are well-established in human—computer interaction re-
search, they do not capture longer-term outcomes such as sustained developer productivity,
improvements in software security posture, or organizational adoption. In addition, task
completion time in the baseline condition was uniformly capped at the maximum allotted
duration, which limited the use of inferential statistical tests for time-based comparisons.
As a result, time-related findings are reported descriptively rather than through formal hy-

pothesis testing.

7.6 Future Work

The findings of this study open several promising directions for future research on inte-
grating LLM-assisted security tools into developer workflows. A natural next step is to
conduct larger-scale evaluations involving more participants across diverse organizational
roles, experience levels, and development contexts. Such studies would help assess the gen-
eralizability of the observed workload reductions, performance improvements, and workflow
preferences beyond the controlled setting used in this work. Future studies should also eval-
uate SafeAIMerge in production-scale repositories with more complex architectures and a

broader range of vulnerability types. While the current study focused on intentionally con-
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structed applications with controlled alert parity, real-world systems often generate larger,
noisier security reports and involve deeper dependencies across services and configurations.
Examining how summarized, PR-contextual security feedback scales to these environments

is an potential avenue for continued investigation.

Longitudinal and field-based studies represent another critical direction for future work. Ob-
serving developers’ interactions with SafeAIMerge over extended development cycles could
provide insight into learning effects, sustained usability, and long-term adoption. Such stud-
ies would also enable evaluation of outcomes that were beyond the scope of the present work,
including changes in developer behavior, collaboration patterns, and organizational security
practices. Future work should additionally explore alternative study designs and performance
metrics. Employing longer or adaptive task time limits may allow for more granular analy-
sis of time-to-remediation differences, while integrating objective security metrics—such as
vulnerability recurrence, fix correctness, or downstream security impact—could complement
subjective workload measures. Combining controlled experiments with quantitative analyses
of security outcomes would strengthen conclusions about the effectiveness of LLM-assisted

security tooling.

Finally, the approach presented in this paper could be extended beyond DAST and web
application security. Investigating how similar LLM-based summarization and contextual-
ization techniques apply to other security activities, such as SAST, dependency scanning, or
infrastructure-as-code security, may further broaden the applicability of this work. Together,
these directions offer a path toward more human-centered, context-aware security tooling

that better aligns with modern Agile and CI/CD development practices.
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7.7 Conclusion

This chapter presented SafeAIMerge, an LLM-assisted, CI/CD-integrated approach for de-
livering contextualized and developer-oriented security feedback during code reviews. By
combining DAST with PR-aware summarization and remediation guidance, SafeAIMerge
aims to bridge the gap between security tooling and everyday developer workflows. We
evaluated SafeAIMerge through a two-phase mixed-methods study. In Phase I, an online
survey provided evidence that SafeAIMerge was perceived as highly usable, well integrated
into CI/CD workflows, and valuable for PR-based security feedback, with unanimous rec-
ommendation and strong adoption potential among practitioners. These findings motivated
a deeper task-based evaluation and informed the design of the tool’s reporting and inte-
gration features. In Phase II, we conducted a controlled within-subjects user study com-
paring SafeAIMerge against the baseline ZAP workflow using identical security findings
across conditions. The results showed that presenting security feedback in a summarized,
PR-contextual form substantially reduced perceived workload, accelerated vulnerability re-
mediation, and improved task success. Participants consistently resolved more security issues
in less time, reported significantly lower cognitive and emotional workload, and unanimously

preferred the SafeAIMerge workflow over the baseline approach.

Beyond performance gains, our results highlight the importance of human-centered design
in security tooling. Across both phases, participant feedback and researcher observations
suggest that actionable summaries, clear remediation guidance, and tight integration into
CI/CD and code review contexts enable developers to move more efficiently from vulnera-
bility awareness to concrete fixes, reducing cognitive and emotional load that can otherwise
hinder security practice adoption. While the evaluation was conducted in a controlled set-

ting, this work contributes both a practical tool and systematic evidence that LLM-enhanced,
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context-aware security reporting can improve developer experience and effectiveness during
security remediation tasks. These findings encourage further exploration of human-centered,
Al-assisted approaches to integrating security practices into modern Agile and CI/CD-driven

software development.



Chapter 8

Conclusion

By focusing on developer perceptions, this dissertation investigated how the DAST secu-
rity practice can be effectively integrated into Agile software development. Across multiple
empirical studies and tool-building efforts, the dissertation demonstrated that practitioners
perceive DAST can be effectively integrated into Agile when (i) practitioner constraints and
perceptions are explicitly measured, (ii) complex tool outputs are transformed into actionable
information, and (iii) security feedback is embedded directly into developers’ existing work-
flows and CI/CD pipelines. These conditions directly address the core challenges identified

in Chapter 1—process integration, tool complexity, and practical implementation.

The central claim supported by this dissertation is that security practices—particularly
DAST can be efficiently integrated into Agile development through LLM-enhanced secu-
rity tooling and practitioner-centered implementation strategies. In the remainder of this
chapter, we summarize this dissertation’s main contributions, discuss their implications for

researchers and practitioners, outline key limitations, and present directions for future work.

8.1 Summary of Contributions

The dissertation contributes to secure Agile software engineering through a set of complemen-
tary studies that collectively address three recurring challenges identified in the introduction

(Chapter 1): integrating DAST into Agile processes, reducing the complexity of DAST tool
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outputs, and providing empirically grounded guidance for implementation.

8.1.1 Practitioner Perspectives on Security Activities in Agile De-

velopment

Firstly, Chapter 4 provided an empirical evidence on how Agile practitioners perceive and
experience security activities in real development environments. Through a survey study
with software practitioners, we examined (i) which security activities are adopted in Agile
teams, (ii) how practitioners evaluate their effectiveness and their willingness to adopt them,
and (iii) how these activities impact productivity, confidence, and day-to-day work. The
findings indicated that practitioners generally recognize the value of security activities and
do not perceive them as fundamentally incompatible with Agile when they are aligned with
iterative workflows. At the same time, the results highlighted that adoption is uneven,
and that automation and high-quality feedback are critical conditions for security activities
to remain viable under Agile time constraints. These findings established a practitioner-
grounded foundation for the subsequent contributions of the dissertation by clarifying what
Agile teams will actually adopt, what they struggle with, and what kinds of interventions

are likely to reduce friction.

8.1.2 LLM Summarization for Human-Centric DAST Reporting

In Chapter 5 we addressed the problem that DAST tools often produce reports that are
verbose, difficult to interpret, and costly to act upon—particularly for developers without
deep security expertise. We investigated the use of LLMs to summarize DAST alerts and
improve their clarity and comprehensibility for practitioners. Through an empirical evalua-

tion with software practitioners, we found strong evidence that LLM-generated summaries
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can substantially improve the perceived accessibility of DAST outputs and are frequently
preferred over traditional alert formats. This contribution established that LLMs can play a
practical role in improving the usability of security tooling by translating dense security docu-
mentation into concise, developer-oriented explanations and remediation guidance—thereby
reducing the cognitive burden that often prevents security findings from being addressed

promptly.

8.1.3 Case Study of Real-World DAST Integration in an Agile

Team

Next, in Chapter 6 we provided an in-place understanding of what it takes to integrate
DAST into an operational Agile team and CI/CD pipeline. Through an action-research case
study, we documented adoption challenges and mitigation strategies observed during real
deployment and use. The results highlighted that the success of DAST integration in Agile
depends not only on tool availability, but also on workflow alignment, prioritization support,
pipeline robustness, and the distribution of security expertise within the team. Importantly,
the study showed that DAST can be adopted with minimal disruption when introduced
incrementally, embedded into existing routines, and supported by automation that reduces
manual coordination and report interpretation effort. This contribution strengthens the
dissertation’s overall argument by connecting practitioner perceptions to real-world imple-
mentation constraints and demonstrating how security practices become sustainable when

integrated as an iterative engineering activity rather than an external gate.
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8.1.4 SafeAIMerge: CI/CD-Integrated DAST and LLM Feedback

in Pull Requests

Finally in Chapter 7 we operationalized the preceding findings by designing and evaluating
SafeAIMerge, a tool that integrates DAST execution and LLM-based summarization and
remediation directly into GitHub PR workflows. SafeAIMerge is motivated by a practical
observation: even when security scanning exists, developers often disengage when results
require them to interpret long and complex reports in external interfaces. By embedding
security feedback into PR context, SafeAIMerge presents actionable summaries and reduces

context switching at the point where developers are already making changes.

We evaluated SafeAIMerge through both a formative practitioner survey (capturing per-
ceived usefulness and usability) and a controlled within-subjects summative user study (cap-
turing comparative workload and effectiveness outcomes against a baseline DAST workflow).
The combined results provide evidence that PR-integrated, LLM-assisted security feedback
can reduce cognitive and emotional workload, improve vulnerability remediation effective-
ness, and increase practitioner preference for security-involved workflows. This contribution
serves as the dissertation’s most direct demonstration that security integration can be simul-

taneously (i) workflow-compatible, (ii) developer-centered, and (iii) empirically validated.

8.2 Implications

8.2.1 Implications for Practitioners

This dissertation provides several actionable implications for teams aiming to strengthen

security in Agile environments, grounded in empirical findings. First, teams should treat
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security integration as a workflow design problem rather than only a tooling problem. Across
the practitioner survey (Chapter 4) and the action-research case study (Chapter 6), security
activities were more likely to be adopted and sustained when they aligned with iterative
development rhythms and minimized context switching, rather than being introduced as
standalone or external processes. Second, automation is necessary but not sufficient. Both
the case study (Chapter 6) and the SafeAIMerge evaluations (Chapter 7) show us that auto-
mated scanning must be paired with feed back that is concise, contextualized, and actionable;
otherwise, teams risk alert fatigue and low engagement even when tools are deployed. Third,
LLMs are a promising mechanism for improving the usability of security tooling, especially
for DAST. The empirical results from the LLM summarization study (Chapter 5) and the
SafeAIMerge evaluations (Chapter 7) demonstrate that LLM-generated summaries signifi-
cantly improved perceived clarity and reduced cognitive burden, increasing the likelihood
that vulnerabilities were addressed within development cycles. Finally, integrating security
feedback into PRs and CI/CD systems can convert security from an external auditing activ-
ity into a normal part of code review and change management. This approach is especially
valuable in Agile teams where time and attention are constrained and where security work

must compete with rapid delivery of features.

8.2.2 Implications for Researchers

For researchers, this dissertation provides empirical grounding for studying secure Agile de-
velopment as a socio-technical problem. Across all studies, the primary obstacles to effective
security integration are not limited to detection capability; they often lie in communication,
workflow fit, and the human effort required to interpret and act on findings. These ob-
servations are consistent with the literature survey findings 2.4, which shows that much of

the existing research on security analysis tools and LLM-based techniques prioritizes tech-
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nical accuracy, while offering comparatively limited insight into developer insight /workflow

integration.

The work (Chapter 7) demonstrates a viable evaluation strategy for developer-centered secu-
rity tooling that combines perception-based measures (e.g., preferences and perceived useful-
ness) with task-based evidence (e.g., remediation success and workload). The mixed-methods
approach, applied across multiple studies in this dissertation, provides a more comprehensive
understanding of both how developers experience security tools and how those tools affect
actual remediation performance. Finally, this work adds to the emerging body of research
on LLMs in software engineering by showing that LLMs can meaningfully improve the ac-
cessibility of security outputs when used as a translation and summarization layer tightly

integrated into developer workflows.

8.3 Limitations

This dissertation has several limitations that motivate additional research. First, several
studies rely on practitioner self-reporting (e.g., survey-based measures of perceptions, will-
ingness, and perceived impacts), which can be influenced by individual experience, organiza-
tional context, and recall bias. Second, the studies focus primarily on DAST and web appli-
cation contexts. While DAST is widely used and well aligned with the dissertation’s goals,
generalization to other security activities (e.g., SAST, dependency scanning, infrastructure
security) requires additional investigation. Third, the LLM-based components introduce
known risks, including potential hallucination, omission of critical details, and variability
across models and prompts. Although this dissertation evaluates perceived clarity and use-
fulness and demonstrates workflow-level benefits, future work should expand validation to

include rigorous correctness and safety assessments of generated guidance. Importantly, in
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this dissertation LLMs function as decision-support mechanisms rather than autonomous
security agents, and are evaluated in terms of their impact on developer understanding and
workflow effectiveness. Finally, the case study and tool evaluations reflect specific environ-
ments, workflows, and task designs. While the dissertation uses multiple complementary
studies to strengthen external validity, broader replication across organizations and domains

would increase generalizability.

8.4 Future Work

This dissertation opens several directions for future research and engineering. First, future
work should expand from summarization to end-to-end security assistance in Agile work-
flows, including interactive explanation, prioritization support, architecture constraints, and
organizational policies. Second, future work should incorporate accuracy- and safety-oriented
evaluation of LLM-generated security guidance. This includes measuring factual correctness,
detecting unsafe recommendations, and designing guardrails (e.g., retrieval augmentation,
structured outputs, or verifier models) that preserve usefulness while reducing risk. Third,
an important direction is multi-activity security integration that studies how DAST interacts
with other security activities in CI/CD pipelines (e.g., SAST, secret scanning, dependency
vulnerability analysis). Understanding how combined tool feedback affects developer work-
load, attention, and remediation choices would provide a more complete picture of secure
Agile development in practice. Fourth, future work should explore personalization and role-
specific security feedback. Different stakeholders (developers, testers, managers, security
engineers) need different levels of abstraction and different decision support. LLM-based
reporting systems could be adapted to produce multiple views of the same finding tailored

to stakeholder goals. Finally, future work should pursue longitudinal, in-the-wild deployment
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studies of workflow-integrated security tooling. Measuring sustained adoption, changes in
remediation behavior over time, and downstream security outcomes would provide stronger

evidence of real-world impact.
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Appendix A

Security Practices in Agile Software

Development

A.1 Online Survey Questionnaire

la. Name:

1b. Email:

lc. Current Company/Organization:

1d. Current Role:

le. Total years of technical work experience:

2. In your opinion, how important is software security for your team? )
O Not at all important
O Slightly important
O Moderately important
O Very important

O Extremely important
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3.

6a.

6b.

6c¢C.

CHAPTER A. SECURITY PRACTICES IN AGILE SOFTWARE DEVELOPMENT

Do you use Agile software development methodology in your organization?

O Yes O No

How much do you agree with the statement: "Software developed through Agile meth-
ods are relatively less secure when compared to software developed through sequential
software development life-cycle processes like Waterfall”?

O Strongly Disagree

O Disagree

O Neither agree nor disagree

O Agree

O Strongly agree

Does your team include any security activities in the Agile process?

O Yes 0 No

What are these security practices used in your Agile process? (Optional)

What is your take on these security practices used in your team? (Optional)

How has the inclusion of these security practices affected the team productivity?

(Optional)
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6d.

Ge.

6f.

6g.

How has the involvement of these security practices affected the software product?

(Optional)

How has the inclusion of these security practices affected the organization? (Optional)

How has the involvement of these security practices affected your day-to-day activi-

ties?( Optional)

How was the sprint velocity affected? (Optional)

After using these security practices are you more confident in the security of the
software you are building?

O Not confident at all

O Slightly confident

O Somewhat confident

O Fairly confident

O Completely confident
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How effective would each security practice be in increasing the security and

robustness of the software, if your team would include it in the Agile software

development process?

8a. Addressing security from early iterations with requirements and testing.

8b.

8c.

8d.

O Not at all effective
O Slightly effective

O Moderately effective
O Very effective

O Extremely effective

Clearly stating security requirements, that are expected to be in the production soft-
ware.

0O Not at all effective

O Slightly effective

O Moderately effective

O Very effective

O Extremely effective

Adding a Security specialist or Security master to your team.
O Not at all effective

O Slightly effective

O Moderately effective

O Very effective

O Extremely effective

Assigning additional points or weight to a ticket, considering the level of impact the

ticket will have on software security.
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O Not at all effective
O Slightly effective

O Moderately effective
O Very effective

O Extremely effective

8e. Iterative and incremental vulnerability and penetration testing.
0O Not at all effective
O Slightly effective
O Moderately effective
O Very effective

O Extremely effective

8f. Iterative and incremental security static analysis.
O Not at all effective
O Slightly effective
O Moderately effective
O Very effective

O Extremely effective

8g. Iterative and incremental risk analysis, countermeasure graphs.
O Not at all effective
O Slightly effective
O Moderately effective
O Very effective

O Extremely effective

8h. Automatic testing adding vulnerabilities analysis, risk assessment into the deployment
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pipeline

O Not at all effective
O Slightly effective

O Moderately effective
O Very effective

O Extremely effective

How willing are you to include each security practice in your Agile software

development process?

9a. Addressing security from early iterations with requirements and testing

9b.

9c.

O Not at all willing
O Slightly willing

O Moderately willing
O Very willing

O Extremely willing

Clearly stating security requirements, that are expected to be in the production soft-
ware.

O Not at all willing

O Slightly willing

O Moderately willing

O Very willing

O Extremely willing

Adding a Security specialist or Security master to your team.

O Not at all willing
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O Slightly willing
O Moderately willing
O Very willing

O Extremely willing

9d. Assigning additional points or weight to a ticket, considering the level of impact the
ticket will have on software security.
O Not at all willing
O Slightly willing
O Moderately willing
O Very willing

O Extremely willing

9e. [Iterative and incremental vulnerability and penetration testing.
O Not at all willing
O Slightly willing
O Moderately willing
O Very willing

0O Extremely willing

9f. Iterative and incremental security static analysis.
O Not at all willing
O Slightly willing
O Moderately willing
O Very willing

0O Extremely willing

9g. Iterative and incremental risk analysis, countermeasure graphs.
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O Not at all willing
O Slightly willing

O Moderately willing
O Very willing

O Extremely willing

9h. Automatic testing adding vulnerabilities analysis, risk assessment into the deployment
pipeline
O Not at all willing
O Slightly willing
O Moderately willing
O Very willing

O Extremely willing
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LLM Summarization for

Human-Centric DAST Reports

B.1 Online Survey Questionnaire

Background Questions

la. Name:

1b. Email:

lc. Current Company/Organization:

1d. Current Role:

le. Total years of technical work experience:

2a. How familiar are you with security reports of software products?
O Very Unfamiliar
0O Somewhat Unfamiliar

O Neutral
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2b.

3a.

3b.

3c.

4a.

CHAPTER B. LLM SumMAR1zATION FOR HUMAN-CENTRIC DAST REPORTS

O Somewhat Familiar

O Very Familiar

How comfortable are you with knowing and understanding security issues mentioned
in security reports?

O Very Uncomfortable

0O Somewhat Uncomfortable

O Neutral

0O Somewhat Comfortable

O Very Comfortable

Have you used automated security tools for scanning and identifying issues in software

projects? O Yes 0O No

If yes, please tell us which tools you used and briefly describe your experience with

these tools. (Optional)

If yes, how often do you use these tools? (Optional)

How would you rate the usefulness of traditional DAST security reports in addressing
and resolving security issues?
O Very Useless

O Somewhat Useless
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O Neutral
O Somewhat Useful

O Very Useful

167

4b. What challenges do you face when dealing with traditional DAST security reports?

(Optional)

Please review the security report provided:

' The summary reports that a vulnerable JavaScript library called jQuery was detected with the version 1.8.1.min. The vulnerabilities found on this library include

CVE-2012-6708, CVE-2015-9251, and CVE-2015-9251. Additionally, the library may have introduced DOM-based that can be to hijack user
accounts. The use of third-party JavaScript libraries can i a range of ilities, including some that can be used to hijack user accounts. Common
[JavaScript libraries typically enjoy the benefit of being heavily audited, and it's recommended to apply security updates promptly if available. Finally, it's

important to identify which library vt ilities apply to your website and prioritize applying all il security updates |

5a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

5b. Were you able to easily understand the security issues? 0O Yes
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Please review the security report provided:

6a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

6b. Were you able to easily understand the security issues? 0O Yes 0O No

Please review the security report provided:

7a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral

O Somewhat Clear
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O Very Clear

7b. Were you able to easily understand the security issues? O Yes O No

Please review the security report provided:
8a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral

O Somewhat Clear

O Very Clear

8b. Were you able to easily understand the security issues?” 0O Yes O No

Please review the security report provided:

9a. Rate its clarity:
O Very Unlear
O Somewhat Unlear

O Neutral

169
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0 Somewhat Clear

O Very Clear

9b. Were you able to easily understand the security issues? 0O Yes 0O No

Please review the security report provided:

10a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

10b. Were you able to easily understand the security issues? O Yes O No
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Please review the security report provided:

11a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

11b. Were you able to easily understand the security issues? 0O Yes 0O No

Please review the security report provided:
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12a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

12b. Were you able to easily understand the security issues? O Yes O No

Please review the security report provided:

13a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

13b. Were you able to easily understand the security issues? O Yes O No
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Please review the security report provided:

14a. Rate its clarity:

O Very Unlear

O Somewhat Unlear
O Neutral

O Somewhat Clear

O Very Clear

14b. Were you able to easily understand the security issues? O Yes O No

Please review the security report provided:

15a. Rate its clarity:

O Very Unclear
O Somewhat Unclear
O Neutral

O Somewhat Clear
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O Very Clear

15b. Were you able to easily understand the security issues? O Yes 0O No

Please review the security report provided:

16a. Rate its clarity:
O Very Unlear
O Somewhat Unlear
O Neutral
O Somewhat Clear

O Very Clear

16b. Were you able to easily understand the security issues? O Yes O No

17. What improvements would you suggest to make security reports more effective for

software practitioners? (Optional)
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18. If given a choice, which format would you prefer for receiving information about
security issues in software projects? for eg: traditional reports, summarized versions

of these reports, no preference, etc.
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SafeAIlMerge Tool Feedback

C.1 Online Survey Questionnaire

This survey aims to obtain feedback on the ZAP CI/CD integration. We are interested
in understanding your perceptions of the tool, suggestions for improvement, and its poten-
tial impact on web application development. Your participation will help us design future

mechanisms for integrating security testing in development workflows.

You must be 18 years or older to participate, and your participation is voluntary. You may
withdraw from the survey at any time. Your responses will be kept confidential and data
from this survey will be reported in aggregate. Please avoid using any names or identifying
information for others in your responses. If you have any questions about the survey, you may
contact Arpit Thool (arpitthool@vt.edu) or Dr. Chris Brown (dcbrown@vt.edu). Thank you

for your time. We appreciate your help and support!
GitHub Repository Link for SafeAIMerge
Before taking the survey please watch the tool demo using the below link:

YouTube Demo Video Link

la. Name:

1b. Email:



https://github.com/arpitthool/SafeAIMerge
https://www.youtube.com/watch?v=fGJrTM1of38
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1c.

1d.

le.

Current Company/Organization:

Current Role:

Total years of technical work experience:

On a scale of 1-5, how would you rate the overall user-friendliness of the tool’s interface
and workflow? ( 1 being very less user friendly and 5 being highly user friendly )
m

O 2

o3

04

ad

Did the LLM-generated summaries make the security findings easier to understand?

O Yes O No

What aspect of the tool’s Ul or output did you find most confusing or in need of

improvement? (Optional)

How easily do you think this tool could integrate into your team’s existing CI/CD
pipeline?)

O Not compatible at all

O Significant effort required

O Neutral
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O Some adjustments needed

O Fits in seamlessly

. The GitHub PR comment integration for surfacing security issues is useful for my

development workflow.)
O Strongly disagree

O Disagree

O Neutral

O Agree

O Strongly agree

. What potential obstacles or challenges might prevent you from integrating this tool

into your projects? (Optional)

. How likely are you to adopt this tool in your own development projects if it were

available?

O Very unlikely
O Unlikely

O Neutral

O Likely

O Very likely

. Would you recommend this CI/CD security tool to a colleague or team after today’s

session?” — (Yes / Maybe / No). If Maybe or No: “Please share why not, so we can

address those issues. (Optional)
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10. What feature or benefit of the tool do you find most compelling, and why? (Optional)

11. What improvements or additional features would increase your likelihood of using this

tool? (Optional)

12. Overall, how satisfied were you with the tool demonstrated today? (Rating 1-5, 5 =
extremely satisfied))
01
02
O3
04

aob

13. Any additional comments or feedback? (Optional)
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C.2 User Study Survey Questionnaire

This survey aims to obtain feedback on the ZAP CI/CD integration. We are interested
in understanding your perceptions of the tool, suggestions for improvement, and its poten-
tial impact on web application development. Your participation will help us design future

mechanisms for integrating security testing in development workflows.

You must be 18 years or older to participate, and your participation is voluntary. You may
withdraw from the survey at any time. Your responses will be kept confidential and data
from this survey will be reported in aggregate. Please avoid using any names or identifying
information for others in your responses. If you have any questions about the survey, you may
contact Arpit Thool (arpitthool@vt.edu) or Dr. Chris Brown (dcbrown@vt.edu). Thank you

for your time. We appreciate your help and support!

What you’ll do (45-60 minutes):

1. Integrate ZAP scans into a GitHub repo and fix as many vulnerabilities as possible

(15-20 min) by seeing the security report.

2. Use our new CI/CD-integrated security tool on a second repo and try to fix as many

vulnerabilities as possible (15-20 min) by seeing the security report.

GitHub Repository Link for SafeAIMerge

la. Name:

1b. Email:

lc. Current Company/Organization:


https://github.com/arpitthool/SafeAIMerge
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1d. Current Role:

le. Total years of technical work experience:

le. Experience with CI/CD pipelines?

O Yes 0 No

C.2.1 NASA-TLX (Mental Workload Index) [Baseline ZAP]

2a. How mentally demanding was the task?
O Very Low
O Low
O Neutral
O High

O Very High

2b. How physically demanding was the task?
O Very Low
O Low
O Neutral
O High

O Very High

2c. How hurried or rushed was the task?
O Very Low
O Low

O Neutral
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O High

O Very High

2d. How successful were you in accomplishing what you were asked to do?

O Highly Unsuccessful
O Unsuccessful

O Neutral

O Successful

O Highly Successful

2e. How hard did you have to work to accomplish your level of performance?

O Very Low
O Low

O Neutral
O High

O Very High

2f. How insecure, discouraged, irritated, stressed, and annoyed were you?

O Very Less Frustrated
O Less Frustrated

O Neutral

O Highly Frustrated

O Very Highly Frustrated

C.2.2 NASA-TLX (Mental Workload Index) [SafeAIMerge]

3a. How mentally demanding was the task?

O Very Low
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3b.

3c.

3d. How successful were you in accomplishing what you were asked to do?

3e. How hard did you have to work to accomplish your level of performance?

O Low
O Neutral
O High

O Very High

How physically demanding was the task?
O Very Low

O Low

O Neutral

O High

O Very High

How hurried or rushed was the task?
O Very Low

O Low

O Neutral

O High

O Very High

O Highly Unsuccessful
O Unsuccessful

O Neutral

O Successful

O Highly Successful

O Very Low
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O Low
O Neutral
O High

O Very High

3f. How insecure, discouraged, irritated, stressed, and annoyed were you?
O Very Less Frustrated
O Less Frustrated
O Neutral
O Highly Frustrated

O Very Highly Frustrated

C.2.3 Comparative Questions (After Completing Both Sections)

4a. Overall, which workflow did you find easier to use?
O Baseline: ZAP Workflow
O Tool-Integrated (SafeAIMerge) Workflow
O Both equally

O Neither

4b. Which workflow helped you better understand the vulnerability and how to fix it?
O Baseline: ZAP Workflow
O Tool-Integrated (SafeAIMerge) Workflow
O Both equally

O Neither

4c. Which workflow would you prefer to use?

O Baseline: ZAP Workflow
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0 Tool-Integrated (SafeAIMerge) Workflow
O Both equally

O Neither

4d. Which workflow produced clearer or more actionable scan reports?
O Baseline: ZAP Workflow
0O Tool-Integrated (SafeAIMerge) Workflow
O Both equally

O Neither

4e. Which workflow took less time to interpret vulnerabilities?
O Baseline: ZAP Workflow
0O Tool-Integrated (SafeAIMerge) Workflow
O Both equally

O Neither
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