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Abstract

Background The increasing integration of health information technology (health IT) into the U.S. healthcare system
has brought both opportunities for improvement and new vulnerabilities. The 2024-2030 Federal Health IT Strategic
Plan emphasizes equitable data access, quality representative data, and the responsible use of artificial intelligence
(Al) to improve health outcomes. Yet, the growing complexity of digital infrastructures has amplified risks related to
privacy and the security of protected health information (PHI). This study examines U.S. health system vulnerabilities
by analyzing reported PHI breaches and situating them within evolving federal health IT priorities.

Methods This mixed-methods descriptive study combines quantitative analysis of the U.S. Department of Health
and Human ServiCE's (HHS) Breach Portal data (2013-2023) with a qualitative review of federal policy and regulatory
developments related to health IT. Breaches of PHI affecting more than 500 individuals were included, consistent
with HHS reporting requirements. Duplicate and incomplete entries were removed. Breaches were categorized

by cause and type. Quantitative results describe frequencies, proportions, and trends, while qualitative analysis of
policy documents and breach narratives contextualizes these findings within the broader framework of digital health
governance.

Results From 2013 to 2023, the total number of reported PHI breaches and the share attributed to hacking and IT
incidents increased markedly, while those involving theft, loss, or improper disposal declined. Healthcare providers
accounted for most reported breaches, followed by business associates and health plans. Despite advances in
interoperability and automation, the healthcare sector remains disproportionately affected by cybersecurity incidents.
The qualitative analysis reveals persistent gaps between federal strategic goals and the practical implementation of
privacy and security safeguards across healthcare.

Conclusion This study underscores the paradox of digital transformation: while health IT adoption improves
efficiency, coordination, and data sharing, it simultaneously exposes the healthcare system to new risks.
Strengthening system resilience requires harmonized governance, continuous monitoring, and greater investment in
digital literacy. As Al use and automation expand, policy reforms must ensure that innovation does not compromise
patient privacy or deepen inequities. These findings contribute to a better understanding of health system
vulnerabilities and offer insights for enhancing the security and resilience of the U.S. health system.
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Introduction

In September 2024, the U.S. Department of Health and
Human ServiCE’s (HHS) announced the publication of
the 20242030 Federal Health IT Strategic Plan outlining
federal goals and objectives for health information tech-
nology (health IT) development [1]. The plan reflects a
collaborative effort of federal and non-federal stakehold-
ers. It reflects the mission of federal health I'T to “improve
the health and well-being of individuals and communities
using technology and health information that is acces-
sible when and where it matters most” [2]. While the pre-
vious strategic plan of 2020-2025 focused on promoting
health IT infrastructure and addressing barriers to the
access, exchange, and use of electronic health informa-
tion, the current plan recognizes the need for high-qual-
ity representative data and commits to improving data
access, especially for the development and use of data-
driven Artificial Intelligence (AI) technologies. These
evolving priorities signal the growing reliance on digital
infrastructures and the simultaneous need to safeguard
sensitive health data.

The Health Insurance Portability and Accountabil-
ity Act (HIPAA) of 1996 established federal standards
to protect sensitive health information from disclosure
without a patient’s consent. The Health Information
Technology for Economic and Clinical Health (HITECH)
Act of 2009 incentivized the adoption and meaningful
use of health IT and strengthened HIPAA’s privacy and
security provisions. Under Section 13402 of the HITECH
Act, covered entities and their business associates [3]
must report breaches of unsecured protected health
information (PHI) affecting 500 or more individuals to
HHS. In this case, breach means an “unauthorized acqui-
sition, access, use, or disclosure of protected health infor-
mation,” except when the recipient could not reasonably
retain the information [4].

PHI is considered to be an “individual’s health, treat-
ment, and payment information, and any further infor-
mation maintained in the same designated record set that
could identify the individual or be used with other infor-
mation in the record set to identify the individual” [5].
Such a definition of PHI is very broad and includes a vari-
ety of information patients share with health providers
(family health history, demographic information, employ-
ment data, and financial information) and information
produced by the health provider (clinical notes and medi-
cal testing results). Data that constitute PHI can be con-
ceptualized as data at rest (data storage in databases and
file systems), data in use (in the process of being created,
accessed, updated, deleted), data in motion (data moving
through a digital network or physically transported), and
data disposed of (recycled electronic devices, discarded
paper records). Each data state poses vulnerabilities and
requires different approaches to security.
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The National Institute of Standards and Technology
(NIST) recommends safeguards for securing PHI, includ-
ing encryption and data destruction protocols to make
PHI unusable, unreadable, or indecipherable to unau-
thorized actors [6]. Despite these guidelines, the com-
plexity of the healthcare ecosystem, comprising diverse
covered entities that collect, produce, store, and transmit
PHI, creates persistent risks of unauthorized access and
misuse. Moreover, the HITECH Act’s requirement for
entities to determine their own reasonable and appropri-
ate safeguards introduces substantial variation in imple-
mentation and oversight [7].

Amid rapid digital transformation, federal health pri-
orities emphasize not only expanding health IT infra-
structure while reducing barriers and inequalities, but
also enhancing data quality and integrating Al-driven
automation. Yet researchers warn that these advances
can amplify vulnerabilities in privacy, security, and gov-
ernance [8, 9]. Understanding the empirical dimensions
of these vulnerabilities is crucial for designing effective
policy interventions.

This study addresses this gap through a mixed-methods
descriptive analysis of PHI breach reports submitted to
HHS from 2013 to 2023. By juxtaposing federal strategic
objectives with real-world trends in data security inci-
dents, the paper examines how the evolving U.S. health
IT landscape simultaneously resolves certain challenges
and introduces new systemic risks. The analysis contrib-
utes to broader discussions of health system resilience,
digital governance, and the unintended consequences of
healthcare automation.

The paper proceeds in five sections. The first section
presents the methods, detailing the quantitative and
qualitative components of the analysis. The second sec-
tion reviews relevant scholarship and regulatory frame-
works on health data governance and privacy protection.
The third section reports key findings, and the fourth
section discusses their implications for federal health IT
policy and system resilience. The paper concludes with
recommendations for strengthening cybersecurity gover-
nance and directions for future research.

Methods

Study design and data source

This study employs a mixed-methods design integrating
quantitative analysis of data breaches involving unse-
cured PHI reported to HHS from 2013 to 2023 with a
qualitative review of federal policy and regulatory devel-
opments related to health IT. The primary data source
is the HHS Office for Civil Rights (OCR) Breach Portal,
which publicly lists breaches affecting 500 or more indi-
viduals in accordance with Section 13402(e)(4) of the
HITECH Act. The dataset includes information on the
covered entity name, entity type, number of individuals
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affected, breach submission and reporting dates, location
and type of breach, and brief narrative descriptions.

Data preparation criteria

Data were downloaded from the HHS Breach Portal in
Excel format and manually reviewed for completeness
and consistency. Data were analyzed using JMP Pro 18
software. In alignment with HHS reporting standards,
only breaches involving 500 or more individuals were
included in this analysis. When necessary, textual incon-
sistencies were standardized, for instance, harmonizing
variations in breach-type terminology (e.g., “Unauthor-
ized Access/Disclosure” vs. “Unauthorized Disclosure”).
Duplicate reports were identified through matching
entity names, reporting dates, and breach descriptions,
and subsequently removed. Entries lacking essential
fields (e.g., breach type, number of individuals affected,
or reporting date) were excluded to ensure data quality
and analytic consistency. Entries indicating the case was
consolidated into an existing compliance investigation,
entity reporting was not a covered entity, and the event
was determined not to be a breach were also excluded.
Below is an example of the breach description that led to
the exclusion of a data point:

On October 21, 2017, the Recovery Institute of the
South East, PA., the covered entity (CE), reported
that a former employee remotely accessed its com-
puters without authorization between December
2016 and October 2017. The CE reported that 689
individuals were affected; however, a subsequent
forensic investigation by Envista Forensics found no
evidence of malware, unauthorized access, or unau-
thorized data exfiltration. Based on these findings,
the CE concluded that protected health informa-
tion (PHI) was not exposed, and no patients were
affected.

Data analysis and analytic integration

Quantitative analysis was conducted using descriptive
statistics to summarize breach characteristics and iden-
tify temporal trends. The quantitative analysis aimed to
provide an empirical overview of systemic vulnerabilities
within the U.S. healthcare system as reflected in HHS
breach reporting data. To complement the quantitative
findings, a qualitative content analysis was conducted on
the narrative breach descriptions provided in the HHS
dataset, as well as on selected regulatory documents and
guidance issued by HHS and the Office for the National
Coordinator for Health Information Technology (ONC).
The breach narratives, which detail the nature and con-
text of each incident, were reviewed to identify recur-
ring themes related to security lapses, human error,
and systemic weaknesses. In parallel, relevant policy
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documents were examined to assess regulatory framing,
evolving enforcement priorities, and language surround-
ing accountability and compliance. The integration of
these two qualitative data sources allowed for a nuanced
understanding of how federal health IT policies intersect
with the real-world challenges of protecting PHI.

Regulatory framework protecting health data Today

The U.S. healthcare system has undergone digitalization,
driven by the implementation of health IT to improve the
overall system efficiency, effectiveness, quality, and safety.
These processes have been guided by regulatory and leg-
islative incentives and requirements. While digitalization
has generated measurable benefits for healthcare provid-
ers and systems, it has also introduced new complexi-
ties, responsibilities, and risks for providers, regulators,
and patients alike. Federal health IT policy is based on
the well-documented findings pertaining to the systemic
failures in U.S. healthcare, including system complex-
ity, fragmentation, inefficiencies, poor coordination, and
inadequate patient-centric care [10]. Reports of thou-
sands of annual deaths due to medical errors in a clinical
setting highlight the need to focus on patient safety as a
fundamental priority and to reform the healthcare sys-
tem to one focused on safety [11]. Moreover, U.S. health-
care spending remains the highest globally [12], more
than twice the average per person spending of other
high-income countries [13], exceeding $4.9 trillion or
$14,570 per person in 2023 [14]. Policymakers continue
to look toward automation to address these issues and to
eliminate inefficiencies.

Early evidence suggests that health IT can enhance
care quality and efficiency. Hillestad et al. demonstrated
that selective implementation of health IT improved sur-
veillance, reduced medication errors, and yielded clear
advantages of electronic health records (EHR) systems
over paper-based systems [15]. The widespread adop-
tion of EHR was estimated to result in annual savings of
$81 billion, with the potential to double these savings by
utilizing health IT to prevent and manage chronic con-
ditions [16]. Yet, adoption remained low for many acute
care hospitals as of 2008, despite the consensus that
health IT use should result in “more efficient, safer, and
higher-quality care” [17], prompting the federal govern-
ment to encourage the adoption of EHR systems.

Federal efforts to promote health IT adoption include
a range of financial, regulatory, and technical initiatives.
The American Recovery and Reinvestment Act of 2009
offered financial support for EHR adoption and mainte-
nance [18]. Concurrently, the Centers for Medicare and
Medicaid ServiCE’s (CMS) implemented penalties for eli-
gible entities and professionals for failing to demonstrate
“meaningful use” of a certified EHR system by 2015,
evolving into the Medicare Promoting Interoperability
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Program [19]. The Office of the National Coordinator for
Health Information Technology (ONC) leads the health
IT certification program, including EHRs [20], and sup-
ports the workforce development and training programs
nationwide [21].

Despite these initiatives, digital health technologies
have yet to realize their promise of safer, higher quality,
and lower cost care [22, 23]. Health IT adoption places
additional burdens on healthcare providers due to imple-
mentation, documentation, and configuration issues,
contributing to clinician burnout [24, 25]. Integration dif-
ficulties, workflow disruptions, and usability challenges
remain persistent concerns. Early federal policies priori-
tized adoption and meaningful use over workflow opti-
mization or provider well-being, leaving systemic issues
of interoperability, governance, and resource allocation
only partially addressed [26].

The complexity of health IT implementation extends
across multiple stakeholders, including providers, regu-
latory agencies, insurance payers, and health IT vendors.
The HITECH Act of 2009 applies not only to covered
entities but also to their business associates, entities that
provide “legal, actuarial, accounting, consulting, data
aggregation, management, administrative, accreditation,
or financial services” involving PHI [27]. Estimates sug-
gest that covered entities spend most of their IT bud-
gets on the implementation of new technologies (around
95%), while less than 5% goes to security, contributing
to persistent gaps in PHI protection compared to other
leading industries [28].

Modernization efforts, including the 21% Century
Cures Act of 2016, have emphasized security, interoper-
ability, and the reduction of provider burden [29]. Agen-
cies such as the ONC and the Agency for Healthcare
Research and Quality (AHRQ) have focused on improv-
ing system usability, implementation, and safety through
human factors approaches and targeted research fund-
ing [30]. Federal oversight of health IT and data secu-
rity is distributed across multiple agencies, including
HHS (HIPAA enforcement, health IT), the Federal Trade
Commission (consumer health data), the U.S. Food and
Drug Administration (medical device security), and the
Cybersecurity and Infrastructure Security Agency (criti-
cal infrastructure protection).

The regulatory framework protecting health data in
the U.S. today consists of the following key federal laws
that address privacy, security, and patient rights: HIPPA
of 1996, the HITECH Act of 2009, and the Cures Act of
2016. Additionally, the Federal Trade Commission (FTC)
enforces data privacy for non-HIPAA-covered entities
(health apps, fitness trackers, direct-to-consumer genetic
testing) through the FTC Act [31] and Health Breach
Notification Rule [32]. However, the rapid pace of digi-
talization of healthcare creates persistent challenges for
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data accuracy, security, and interoperability. As one
report notes, “[tlhe speed of innovation in the digital
health market requires us to justify a need to establish
standards around the technology” [33]. Federal regula-
tions increasingly emphasize network reliance, leaving
healthcare organizations responsible for safeguarding
vast quantities of PHI in highly interconnected systems
[28].

The following analysis uses HHS breach data to pro-
vide empirical insights into these vulnerabilities and to
contextualize emerging challenges within the current
regulatory landscape. As healthcare providers and orga-
nizations shifted to digital systems, vulnerabilities to
cybersecurity breaches grew. The healthcare industry is
an attractive target for criminals who want to access the
personal, health, and financial information stored in digi-
tal systems [34]. Federal priorities, including those out-
lined in HHS strategic plans, highlight the importance of
both improving access to health IT and securing sensitive
data. While the U.S. regulatory framework is focused on
patient safety and data protection, it does not limit the
collection or use of health data [35]. The following analy-
sis uses HHS breach data to provide empirical insights
into these vulnerabilities and to contextualize emerging
challenges within the current regulatory landscape.

Results: changing trends in health systems privacy

and security 2013-2023

From the beginning of 2013 through the end of 2023,
4,994 breaches of unsecured PHI were reported to the
HHS Secretary by covered entities and business associ-
ates, impacting over 461.7 million individuals [36]. To
ensure data accuracy, the final analytic dataset included
4,186 reported breaches, impacting a total of over 387.7
million individuals from 2013 through the end of 2023.
Fig. 1 below displays the steady increase in the number of
reported PHI breaches, while Fig. 2 illustrates the corre-
sponding rise in the number of affected individuals.

Subsequently, the PHI data were categorized into three
types of data, personal data, financial data, and health
data, to determine what type of data was involved in
the reported breaches. This categorization determined
that 100% of the breaches included personal data, 21.9%
included financial information, and 86% included health
data, as indicated in Table 1 below.

The dataset revealed that some breaches of unsecured
PHI occurred due to a threat emanating from an outside
source, and some were internal to the reporting entity.
Some of the internal threats include access to data by
unauthorized individuals (employee/family member),
improper disposal of data, misplaced data, data exposed
in error, data theft, and fraudulent use of data by employ-
ees of the covered entity. The following is an example of
an internal threat:
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Fig. 1 Number of reported breaches of unprotected PHI annually, 2013-2023

12,000

11238
11,000

10,000 -

9,000

8315
8,000

3912 3816

3164 3279
3,000

Number of Individuals Affected Per Year (in ten thousands)
[}
[
8

2,000-

1050

1,000 -
569

0

I T ! ' '
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Breach Submission Year

Fig. 2 Number of individuals affected through breaches of unprotected PHI annually, 2013-2023



Brantly BMC Health Services Research

Table 1 Percent of PHI breaches reported to HHS per data type,

(2026) 26:32

2013-2023
Breached Examples of Data % of
Data Type Breaches
Impacted
Personal Data Non-medical data: names, home addresses,  100%
driver’s license information, SSN, contact
information, demograPHIc data (age, race,
ethnicity, gender, marital status, income,
education, payment, etc), dependents
information, emergency contact data.
Financial Payment information (credit card/bank ac- 21.9%
Data count information), the amount paid, billing
history, income verification information.
Health Data  Health insurance information, claims, proce- 86%

dures performed, diagnosis data, medica-
tions prescribed, medical testing results (lab
results).

Table 2 Percent of PHI breaches reported per threat type,
(internal vs external), 2013-2023

Threat Type Example of Threat % of Breaches
Impacted
Internal Access to data by unauthorized  2013-2023-323%
individuals (employees/family 2023-20.0%
members), 2022-18.2%
Improper disposal of data, 2021-19.3%
Misplaced data by employee, 2020-24.1%
Data exposed in error by 2019-29.5%
employee, 2018-43.5%
Data theft and fraudulent by 2017-42.8%
employees of the covered entity. 2016-50.7%
2015-52.3%
2014-59.3%
2013-554%
External Ransomware attacks, 2013-2023-67.7%

Email PHIshing,

2023-80.0%

Social engineering attacks, 2022-81.8%
Digital data breaches, 2021-80.7%
Cyberattacks, 2020-75.9%
Burglaries, 2019-70.5%
Theft of paper records, 2018 - 56.5%
Significant weather events, 2017-57.2%
Third-party technology or soft- 2016-49.3%
ware issue. 2015-47.7%

2014-40.7%

2013-44.6%
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breaches, cyberattacks, burglaries, and even significant
weather events like tornadoes. Below is an example of an
external threat, followed by Table 2 summarizing the per-
cent of breaches annually and Figs. 3 and 4 illustrating the
change over time per threat type (internal vs external).

On November 13, 2015, the Federal Bureau of Inves-
tigation (FBI) informed the covered entity (CE),
Maine General Health, that during an ongoing
criminal investigation it discovered the CE’s data on
an online Russian message board. Certain devices
storing the CE’s data were infected during internet-
browsing activity from one of the CE’s workstations,
allowing an intruder to remotely scan the CE’s net-
work, obtain credentials, and thereafter Access the
CE'’s computer servers and workstations containing
the protected health information (PHI) of approxi-
mately 120,247 individuals.

A further distinction between cyber and non-cyber-
related breaches highlights the shift from physical to
digital vulnerabilities. Cyber breaches include the follow-
ing: improper web security, cyber-attacks (ransomware,
email PHIshing, brute force attack), computer and soft-
ware errors, and social engineering attacks. Non-cyber
breaches include instances of lost written records or tech-
nologies containing PHI (unencrypted USB drives, hard
drives), data loss dues to employee actions (unauthorized
access to physical files or their disclosure, improper dis-
posal, fraud), lost records via mail, and burglary. Below is
an example of the cyber-PHI breach, followed by Table 3
summarizing data and Figs. 5 and 6 based on the cyber or
non-cyber-related breach type.

On March 17, 2015, PBC filed a breach report on
behalf of itself and its network of affiliates stat-
ing that cyber-attackers had gained unauthorized
access to its information technology (IT) system. The
hackers used a phishing email to install malware
that gave them access to PBC’s IT system in May
2014, which went undetected for nearly nine months

On June 5, 2014, the covered entity (CE) reported
that a trusted physician who had worked in the
office for four years left, and prior to leaving, cop-
ied patients’ demograPHIc information, including
names, social security numbers, addresses, dates of
birth, phone numbers, emails, insurance informa-
tion, and recall dates. The protected health informa-
tion (PHI) of 5,845 individuals was affected by the
breach.

Instances of external threats include ransomware attacks,
email PHIshing, social engineering attacks, digital data

until January 2015. This undetected cyberattack,
otherwise known as an advanced persistent threat,
resulted in the disclosure of more than 10.4 million
individuals’ protected health information, includ-
ing their names, addresses, dates of birth, email
addresses, Social Security numbers, bank account
information, and health plan clinical information.
OCR’s investigation found systemic noncompliance
with the HIPAA Rules, including failure to conduct
an enterprise-wide risk analysis and failures to
implement risk management and audit controls.
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Fig. 3 Percent of PHI breaches impacted by internal threat type, 2013-2023
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Fig. 4 Percent of PHI breaches impacted by external threat type, 2013-2023

The covered entity (CE), Atchafalaya Internal Medi-
cine Associates, reported a malware attack on its

From all the breaches analyzed from 2013 through 2023, desktop computers that may have compromised the
30.3% involved business associates. Those entities that protected health information (PHI) of 2000 patients
provide legal, accounting, consulting, data analysis, man- ... On March 6, 2018, OCR received notification
agement, administrative, accreditation, financial, and from the owner of Atchafalaya Internal Medicine
other services to covered entities (hospitals and clinics) Associates that all healthcare business activities for
have access to PHI. In addition to important privacy and the entity have ceased, and the entity is no longer
security implications for the individuals whose data was operating as a business. OCR verified that the office
impacted by the breach, the covered entities and their telephone number is out of service and the entity’s
business associates might suffer consequences such as website no longer exists ... Under these circum-
the loss of business, declaration of bankruptcy, or costly stances, Atchafalaya Internal Medicine Associates is
payouts/fines if data is not properly secured. Below are a no longer a covered entity and is not subject to the

few examples of such instances. requirements of HIPAA.
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Table 3 Percent of PHI breaches reported per threat type, (cyber tion. Under these circumstances Santa Fe Medical
vs non-cyber), 2013-2023 Group/Atrinea Health is no longer a covered entity
Threat Type Example of Threat % of Breaches and is not subject to the requirements of HIPAA.
Impacted Premera Blue Cross (PBC) has agreed to pay $6.85
Cyber Improper web security 2013-2023-59.5% million to the Office for Civil Rights (OCR) at the
Cyber-attacks (ransomware, 2023-79.2% US. Department of Health and Human ServiCE’s
email phishing, brute force 2022-81:4% (HHS) and to implement a corrective action plan
attack) 2021-77.9%
Computer and software issues, ~ 2020-69.4% to settle potential violations of the Health Insurance
social engineering attacks 2019-63.6% Portability and Accountability Act (HIPAA) Privacy
Third-party tracking 2018-47.1% and Security Rules related to a breach affecting over
technology 2017-47.0% 10.4 million people. This resolution represents the
2016-38.3% :
50159979 second-largest payment to resolve a HIPAA inves-
2014-20.9% tigation in OCR history. PBC operates in Washing-
2013-153% ton and Alaska, and is the largest health plan in the
Non-Cyber Lost written records 2013-2023-40.5% Pacific Northwest, serving more than two million
Lost technologies containing 2023-20.8% people.
PHI Data loss dues to em- 2022-18.6%
ployee actions (unauthorized 2021-22.1%
Access to physical files or their ~ 2020-30.6% The involvement of third-party vendors and third-party
disclosure, improper disposal, 2019-364% technologies, the first instances of which appeared in the
fraud) N 2018-52.9% second half of 2022 within the data analyzed, adds to the
Lost records via mail 2017-53.0% R ) ]
Burglary and theft by 2016-61.7% complexity of PHI protection, as exemplified by the fol-
employee 2015-773% lowing two breach descriptions.
Significant weather events ;glj:;i;gﬁ The covered entity (CE), Novant Health, reported
that a tracking pixel on its website may have
The Vein Doctor, the covered entity (CE), reported a allowed the protected health information (PHI) of
breach incident. While attempting to follow up on 1,362,296 individuals to be transmitted to Meta.
the breach report, OCR discovered that The Vein The PHI involved include email addresses, com-
Doctor had ceased operations and closed its busi- puter IP addresses, phone numbers, medications,
ness. This was verified with the State of Missouri. As and other treatment information. The CE notified
of result, the case was closed. HHS, affected individuals, the media, and posted
On March 2, 2016, Santa Fe Medical Group/Atri- substitute notice on its website. In response to the
nea Health filed for a Chapter 7 bankruptcy peti- breach, the CE implemented additional technical
tion and provided OCR documentation of such peti- safeguards, revised its policies and procedures, and
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90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Fig.5 Percent of PHI breaches impacted by non-cyber threat type, 2013-2023
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Fig. 6 Percent of PHI breaches impacted by cyber threat type, 2013-2023

provided complimentary credit monitoring services.
OCR provided the CE with technical assistance
regarding the HIPAA Breach Notification Rule.
(Breach Submission Date: 08/14/2022)

OCR opened a compliance review into the covered
entity (CE), Community Health Network, due to
its potential use of online tracking technology. In
response to the compliance review, the CE deter-
mined that the protected health information (PHI)
of 1,500,000 individuals was impermissibly disclosed
to third-party tracking technology vendors, such as
Facebook and Google. The PHI involved included
names, health insurance information, IP addresses,
and treatment information. The CE notified HHS,
affected individuals, the media, and provided sub-
stitute notice. In response to the breach, the CE
ceased using online tacking technology and imple-
mented additional administrative and technical
safeguards. (Breach Submission Date: 01/13/2023)

Entities reporting the breaches of unsecured PHI are also
responsible for notifying the affected individuals. How-
ever, the information provided in such notifications is not
sufficient to fully understand the impact of the breach
and the risks involved in having patients’ PHI accessible
to unauthorized actors. Furthermore, covered entities
are not required to report the outcome of the investiga-
tion that follows a breach of unprotected PHI to affected
individuals. In some instances, the outcomes of the inves-
tigation can be staggering, as exemplified by the below
breach descriptions.

The covered entity (CE), Sheet Metal Local 36 Wel-
fare Fund, reported that an employee of its business

associate (BA), People Resources Corporation, inad-
vertently uploaded Excel spreadsheets containing
the CE’s Member Assistance Program (MAP) eligi-
bility data onto an unsecure website maintained by
the BA. An unknown individual or entity believed
to be in China uploaded the data to two additional
websites. In addition, two other websites contained
links to the BA’s unsecure website. The spreadsheets
contained the names, addresses, dates of birth,
and social security numbers of 4,560 members
(but not dependents) ... (Breach Submission Date:
07/15/2013)

Prisma Health-Midlands, the covered entity (CE),
reported that an employee’s computer access cre-
dentials were posted for sale on the dark web caus-
ing a potential disclosure of the electronic protected
health information (ePHI) of 19,060 individuals. The
ePHI involved included names, dates of birth, Social
Security numbers, addresses, and health insurance
information. The CE notified HHS, affected indi-
viduals, and the media. In its mitigation efforts, the
CE sanctioned the responsible employee and imple-
mented additional technical and security safeguards
to better protect its sensitive data. The CE offered
complimentary credit monitoring services to affected
individuals. OCR obtained assurances that the CE
implemented the corrective actions noted. (Breach
Submission Date: 10/28/2019)

Lastly, on March 13, 2015, Anthem, Inc., a health insur-
ance provider, reported a breach of PHI due to an
advanced persistent threat attack, an undetected, con-
tinuous, and targeted cyberattack for the apparent pur-
pose of extracting data. The initial breach occurred on
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December 2, 2014, as a result of a spear phishing email
sent to an Anthem subsidiary after at least one employee
responded to the malicious email and opened the door
to further attacks. This led to the largest U.S. health
data breach in history and exposed the electronic pro-
tected health information of almost 79 million people.
This breach is responsible for the spike visible in Figure 2
above for 2015. “Anthem failed to conduct an enterprise-
wide risk analysis, had insufficient procedures to regu-
larly review information system activity, failed to identify
and respond to suspected or known security incidents,
and failed to implement adequate minimum access con-
trols to prevent the cyber-attackers from Accessing sen-
sitive ePHI” In addition to the $16 million settlement,
Anthem was ordered to undertake a robust corrective
action plan to comply with the HIPAA Rules.

Discussion: advancing health it in the time of
growing threats

The changing priorities highlighted in the 2024-2030
Federal Health IT Strategic Plan reflect the next step in
healthcare digitalization. It emphasizes expanding the
use of electronic health information, improving interop-
erability, and advancing automation through Al-based
technologies. However, findings from this study, drawing
from HHS breach reports, reveal persistent and widen-
ing gaps between strategic ambitions and on-the-ground
realities. While health IT modernization reduces inef-
ficiencies associated with paper-based systems (storage,
handling, and theft of paper records), it simultaneously
creates new vulnerabilities in the collection, transmis-
sion, and storage of PHI. These findings point to four
interconnected areas of tension shaping the digital trans-
formation of U.S. healthcare: (1) the changing origins of
threats, (2) the growing scope and scale of PHI breaches,
(3) shifting burdens and responsibilities for PHI protec-
tion, (4) expanding technological complexity and third-
party risk, and (5) the widening digital divide.

1. Changing origins of threats

Between 2013 and 2023, reported breaches increased
from 177 in 2013 to 454 in 2023 incidents annually. Over
this period, internal threats, such as employee misuse,
accidental disclosure, or improper disposal, decreased
from 55.4% in 2013 to 20% in 2023 as a proportion of the
reported incidents annually. External threats surged from
44.6% in 2023 to 80% in 2023. Cyberattacks increased
even more sharply, from 15.3% in 2013 to 79.2% in 2023,
as non-cyber incidents (e.g., lost or stolen paper records)
steadily decreased from 84.7% in 2013 to 20.8% in 2023.
This shift reflects the deepening integration of healthcare
systems with digital infrastructures, cloud-based storage,
and third-party services. As providers increasingly rely
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on electronic systems and consumer-facing applications,
the attack surface expands, exposing health organizations
to sophisticated cybercrime and data exfiltration from
around the world. These changing threat origins under-
score the need to embed security-by-design principles
into every layer of the health IT ecosystem rather than
relying on post-hoc regulatory enforcement.

2. Growing scope and scale of breaches

The dataset analysis shows not only an increase in the
number of breaches but also their reach and impact.
Breaches affecting hundreds of thousands or even mil-
lions of individuals have become common. For instance,
the 2015 Anthem breach affected nearly 79 million indi-
viduals and resulted in a $16 million settlement. In 2018,
Ponemon Institute conducted a study sponsored by
IBM, “The Cost of a Data Breach,” which identified the
average cost per stolen healthcare industry record to be
$408.00 compared to $148.00 per stolen record of per-
sonal or sensitive information from other industries [37].
Even with a greater saturation of stolen PHI records, the
U.S. healthcare industry remains an attractive target for
cybercriminals globally. The increasing scale of exposure
illustrates systemic vulnerabilities: patients’” PHI resides
in multiple locations, within local networks, third-party
servers, and cloud systems, each representing a potential
breach vector. Once data is exfiltrated, especially to for-
eign entities or the dark web, recovery becomes nearly
impossible. These findings highlight the structural risks
of health data commodification and the limits of reactive
remediation strategies.

3. Shifting burdens and responsibilities

When breaches occur, affected individuals bear dis-
proportionate responsibility for mitigation. Standard
remedies such as credit monitoring, fraud alerts, or rec-
ommendations to monitor accounts, shift the burden of
protection from institutions to patients. Meanwhile, cov-
ered entities focus primarily on future prevention rather
than addressing immediate harms. Even when entities
comply with HIPAAs breach notification requirements,
providing individual notices, media announcements,
and reports to HHS, the information disclosed is typi-
cally insufficient to fully assess the scope of the breach or
its consequences. Furthermore, organizations that cease
operations after a breach often escape accountability,
leaving patients without recourse. These findings expose
asymmetries in how responsibility is distributed and
underscore the need for a more patient-centered model
of cybersecurity governance [35].
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4.  Expanding technological complexity and third-party
risk

Further efforts to integrate Patient-Generated Health
Data (PGHD) produced through the use of consumer
technologies (clinical measurements and observations
of daily life) into a clinical setting to improve the qual-
ity of care contribute to the complexity of managing PHI
[38]. Such technologies include wearable devices, health-
care medical devices, and software health products. The
growing use of biomedical technologies both by consum-
ers and providers of health care, along with the effort to
integrate and streamline the exchange of data, creates
new opportunities for PHI theft and introduces new vul-
nerabilities that can be exploited regardless of the user’s
physical location [39]. This growing complexity can be
overwhelming to both providers and patients whose PHI
was not secured properly.

Starting in late 2022, breaches involving third-party
vendors and third-party technologies started to emerge.
The incidents involving tracking technologies embedded
in hospital websites (e.g., Novant Health and Community
Health Network, 2022-2023) show how routine digital
marketing tools can lead to impermissible disclosures
of PHI to third parties such as Meta and Google. These
breaches demonstrate that even nonclinical technologies
embedded within healthcare platforms can compromise
patient privacy. Third-party relationships thus represent
a critical governance blind spot. Although business asso-
ciates account for nearly 30% of all reported breaches,
regulatory frameworks remain fragmented, and enforce-
ment mechanisms are insufficiently coordinated across
sectors.

5. The digital divide and health data literacy

Digital health literacy becomes an essential skill in
understanding and mitigating cyber-based breached of
PHI. Digital health literacy is “the ability to search, find,
understand, and evaluate health information from elec-
tronic sources and then apply that knowledge to address
a health problem” [40]. The growing digital divide
[41] between patients and providers of healthcare can
become a barrier to quality patient-centric cybersecu-
rity [35], especially with the consideration of the PGHD
and increased integration of consumer-based biomedical
technologies. The digital divide can also prevent patients
from benefiting fully from digitized healthcare system
advances [42]. Patients and providers with limited digi-
tal literacy are less equipped to recognize threats such as
phishing or malicious downloads. As digitalization accel-
erates, disparities in literacy and access contribute to
unequal exposure to risk. Addressing this divide requires
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integrating cybersecurity education into health IT policy,
provider training, and patient engagement strategies.

The paradox emerging from this study is that the same
technologies designed to improve efficiency, quality, and
interoperability can simultaneously generate new risks. It
is challenging to enforce complete data security of PHI to
comply with regulatory compliance requirements while
also making the data available to different stakehold-
ers, both patients and providers, who need to be able
to access the data. Data security and greater electronic
system interoperability seem to contradict, but remain a
priority within the U.S. Federal Health IT Strategic Plan
2024-2030. The findings underscore that data security
and interoperability are not necessarily mutually exclu-
sive goals but interdependent priorities that must be pur-
sued together.

A comparative perspective further underscores the
global relevance of these findings. The European Union’s
General Data Protection Regulation (GDPR) and Can-
ada’s Personal Information Protection and Electronic
Documents Act (PIPEDA) offer more centralized and
comprehensive frameworks for protecting personal data
and ensuring accountability among data controllers. For
example, GDPR explicitly obligates controllers to “dem-
onstrate GDPR compliance” with broad data-protection
principles such as accountability, data minimization
and security [43, 44]. PIPEDA similarly mandates that
private-sector organizations collecting, using or disclos-
ing personal information (including health-related data)
implement safeguards and obtain meaningful consent
[44, 45]. By contrast, the United States maintains a frag-
mented and largely privatized approach to data gover-
nance, in which health information protection is divided
among multiple federal and state entities and heavily
dependent on market actors. This regulatory fragmen-
tation contributes to uneven enforcement, inconsistent
standards, and limited patient recourse in the event
of a breach. Situating U.S. vulnerabilities within this
broader international context highlights the need for
more cohesive and coordinated governance mechanisms
to safeguard health data integrity and public trust in an
increasingly digitalized healthcare environment.

Regulatory frameworks such as the HIPAA Security
Rule and Breach Notification Rule establish baseline
safeguards but were designed for an earlier technologi-
cal period. The increasing use of Al, cloud platforms,
and cross-border data exchanges calls for coordinated
governance mechanisms that go beyond compliance.
Industry-led initiatives like the Health Information
Sharing and Analysis Center (Health-ISAC) and Medi-
cal Device Information Sharing and Analysis Organi-
zations (MedISAO) exemplify coordinative efforts to
enhance situational awareness, share threat intelligence,
and promote best practices [46, 47]. Expanding such
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collaborative cybersecurity networks is essential for
improving resilience across healthcare systems and the
wider health IT supply chain.

Future research should explore how regulatory frame-
works can evolve to address cross-sector data sharing
and Al-driven health technologies; how cybersecurity
burdens are distributed among providers, patients, and
third parties; and how investments in digital health liter-
acy can promote equitable participation in secure health
IT ecosystems. In sum, advancing health IT in a time of
growing threats requires a shift from reactive compliance
to proactive, collective governance, one that views cyber-
security not only as a technical challenge but as a public
health and social justice imperative.

Conclusion

This paper highlights the complex interplay between
technological advancements and emerging vulnerabilities
within the U.S. healthcare system from 2013 to 2023. The
analysis of unsecured breaches of PHI mandated by the
HITECH Act of 2009 reveals that while the implementa-
tion of EHR systems and the transition from paper-based
to digital health records has improved the efficiency,
accessibility, and coordination of care in some respects,
it has also created new burdens of administering health
IT and exposed the healthcare sector to new forms of
threats emanating from increased interconnection and
interaction within the cyberspace. The steady rise in
cyber-related breaches underscores how greater inter-
connectivity and data reliance have expanded the health-
care system’s attack surface and administrative burdens.
These findings highlight the dual-edged nature of health
IT adoption: it serves as both a tool for improvement and
a vector for potential exploitation.

By combining quantitative analysis of breach data
with qualitative examination of regulatory language and
breach narratives, this study demonstrates that vulner-
abilities stem not only from external threats but also from
fragmented governance, uneven compliance, and vary-
ing interpretations of “reasonable and appropriate” safe-
guards under the HITECH Act. These findings highlight
that technological innovation alone does not guarantee
security or equity, it must be accompanied by coher-
ent policies, adequate resources, and a strong culture of
cybersecurity accountability.

Strengthening the resilience of the U.S. health sys-
tem requires sustained efforts at multiple levels. Policy
reforms should focus on integrating cybersecurity stan-
dards, improving data governance, and closing gaps
in digital literacy among both patients and providers.
Addressing the digital divide, both across and within
healthcare organizations, remains essential to ensur-
ing that health IT advances do not exacerbate existing
inequalities. As the federal government promotes the
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integration of Al and automation into health IT, future
research should critically assess whether these innova-
tions mitigate or deepen current vulnerabilities. Con-
tinuous monitoring of breach trends, coupled with
transparent reporting and cross-sector collaboration,
will be vital to sustaining public trust in digital health
infrastructures.
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