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1. INTRODUCTION

1.1 Opening

A gresat deal has been done in the area of error
detection of binary codes. A simple example is the even
parity code., All common error detection schames d=tect tha2
code word {or block) in which the error has occurred. Tha
~error is det2cted whzr2 it occurs and when it occurs. With

s detected at

i

Tim2 Delayed Error Det=ction, TDED, the error
some time (position) after the error occurs. The time delay
providass disadvantages, but the binary cods using TDED can
be made with gr=atsr code efficiency (lowar average cods
lenth, acl) <than a more standard error datection code for
the same amount of error detection capability. Tha
disadvantages of TDED include (but are not limited too)
decoder conplexity and the difficulty of creating a code
which detects earrors efficiently. The small anmount of

revious effort in this area as seen in the next ssction can

e

probably be blam=2d on these two, above disadvantages.

1.2 Previous Work

-

Time Dalayed Error Detection was never mention2d in

pravious work. However, non-exhaustive codes ware discussed



in two pravious papers [3 and 4]. Nonexhaustive codes (to
bz defined later) are a very important part of TDED. In both
papers vary little was said but they do show the early

problems with error detection using nonaexhaustivs codes.

N\

The above remarks apply strictly to
zxhaustive encoding, but may not apply where
there are cartain sequences of digits which
can never occur, For if such a sequencs of

digits does occur, this may be used by thz
circuit as a special indication that it is
out of phasa, and hence it may be possible to
build auxiliary circuits which <can caus=
r#synchronization, even when a fixaed length
encoding is used. So a mora conpletsz
tr2atment of synchronization would allow such
auxiliary circuits, but here we will consider
only self-synchronization, which is carrisd
out inherently by the same means as is used
for deciphering?

)

“It is alternatively possible to add
redundancy by restricting the sequsnces of
irputs to the saquential machine generating
the cod2. Although this approach reguires no
framing if ths resulting code is error
limiting, it appears in general to be less
fruitful than the above, It is difficult, for
exaaple, to obtain error-limiting codes in
vhiciz all single =2rrors are da2tzcted without
greatly increasing the average code-word
length,”2

The first reference [3)] describes resynchronization by
detecting whether the circuit is out of phase and points out
the problem of auxiliary circuits. This could just as easily
be arror destection bescause if the decoder is out of phase it

means an error has occurred. The second referznce {4] deals



with self synchronizing codes which go out-of-phase but
points out that It is dAifficult to formulata the codes, This

S

problem is dealt with later,

1.3 Definitions

Before going any futher some terms need to be defined
or explained, Pigure 1.31 shows a typical encodar-decodar
configuration. The encodnrr and decoder are finita stats

machines described by *the following.

Encoder, ¥ = <KA,C,Q0,F,d,w,qo>
A = the set of input symbols or input alphabat
C = the set of binary code words (which are output
to the decodaer) corresponding to the input
alphabet characters, C S {0+1}"

N = the 3ot of all states in the encod=ar

I = the set of all final (completion of
character) states in the encodear, FEQ

d, w ar2 functions such that:

d:0xA-->9
d:FxA-=>F
d:1FxA-->C
w:TFxa=-=->CT .
wi0xA-->B*= 0,1}

go = the starting state of the a2ncoder, qo &9

Decoder M = <A,C,Q,F,d,w,qgo>

A = the set of output symbols of the decoder which
is the input alphabet of thes encoder



C = th2 set of valid input binary cod= words
rapresenting charactsrs of A from the encorder

Q0 = the set of all states in the dgecoder
F = th2 set of all final (that is completion of a
binary 2ncod2d symbol and output of an alphabat

charactzr) statess in the decodar, FEQ

d, #w are functions such *hat:

O

x {0, 1§ ==>0
PXCe=>F
1FXC==->F
W2PxC==>2
w:FxE;-n{

R
“ ok ww
>

qo = decoder starting state, qo&EQ

The encoder, simply stated, takes the input alphabet,
A, and outputs binary code in the form of a series of binary
saquences one coda word for =2ach input character) founi in
sat C, the 52t C, called a code, bacoa=s vary important in
coding theory. The properties of C determine how well ths=
d=ecoder can detact or correct errors as well as the decoder
complexity. TIn this paper +*he set C is assum=2d to be a
nonsingnlar (one and only one code word for each character),
uniquely decodable, instantaneous cod-2 (Ww:FxC=-=->A) as
dascribed in reference [1J. The elements of C are callad
code words and +the distance (hamming distance) betwean two
words of tho sam2 length is the number of places in which
th2 two cods words differ,. The AdAistance between cod= words
becomes important when the code is subjected to crrors while
travaling through a channel (as shown in figure 1.31). A

channel is defin=d here as any place batween the =ncodar and



the decoder. Errors will be assumed to occur only in th2
channel, Errors will also b2 limited +to amplitude errors
in which a 1 is chang=d into a 0 or a O into a 1. A
classical 2xawmpla is the Binary Symuetric Channel, Phas=z
arrors (the loss or addition of a 1 or 0) ara not
considefed, nor are *transpositions (a common typing error).
Tha alphaba2t, A, 1is considered to have a sat of
probabilities corresponding to the probability of receiving
@ach character, Thes2 probabilities are assur=2d to be of
zzro order (not dapending on previous inputs) for most of
th2 examples. Howvever nth order statistics can be handla2d
by repveating the proc=adure for =each markov state, PFrom ths
charactar probabilities an optimal huffman cods can bz found
as shown in most coding theory texts [1]. An optimal cods:
is a cod2 which has a minimum value of averag2 codes length,
acl., The acl is determined by taking the length of a code
word *imes the probability of +the <character which it
reprasents and +then summing for all the code words of a
particular code, Figure 1.32 shows an optimal huffman cod=
on the alphabet, A = {;,b,c,@ where the probability of every
character is 2qual., From the probabilities of the alphab=t
characters and their codz words, a state transition graph
can be drawn. The probability of being in any particular
state of the graph is called the stats distribution
probability. Th= probability, given that vyou are in a

particular state, of going to a particular state 1is called



the state transition probability.,

The codes which are uszd for TDED are? non=xhaustiva
codzs. An 2xhaustivs codes is defined as a cod= which has
any binary sz=quenc2 as a valid prefix to a valid chain of
cod2 words, The TDED cod=s may have +the effact of
synchronizing, going in-phase, after an =rror has occurrai,
A decod2r is synchronizsd (in-phase) if it 1is in a final
state, (q) ¥, whan it recievss the output from the encodar
vhich put th2 encoder in a final state. Lamma 1.3 further

clarifies the definition of synchronized.

LEMMA 1.3:

Let i be a complete sequenc2, +that is, it starts and
finishes when the encoder has finished a character code word
output. L=t a decoder receive such an input sagusnca i ani,
further, let the decodar be synchronized (in-phase) upon the
compl=ation of i. Then i must have be=n a valid cod2 word
(LeC).

Proof:

2y the property A:FxC=->F and d:FxC-->F (which m=2ans
the code is nniguely decipherable) if i gécu then
d({q),i)=(q1), (al) gé F. So, the d=cod=2r 1is not in phase

becausa it should be in a state (q), whaere (q)EF.



1.4 FError Detection Using Nonexhaustive Codes.

All error detection codes are nonexhaustive codas, An
exhaustive code, by d=2finition, cannot detect =rrors becaus=2
cvary possible saguence of binary digits is +th=2 bsaginninqg of
som2 valid string of characters of the alphabet, A, A simple
evan parity bit cods is a <common example of a standard
nonaxhaustiv2 cods shown in figur2 1.41 which detects single
errors on +the alphabet, A= {ﬁ,b,c,@? . This code datects
single errors because the codé distance between any two code
words is two. Thus one error in any codz word produces a
binary seguence which is not a valid codz word. This invalid
codn wvord is then detected in the decoder whenever.its state
is (E) and so the even parity bit code detacts all single
grrors. If we now change the above code to the code found in
fiqure 1.42, <called code Y, wve find that we cannot
immediately tell the distance bhetween code words or the
probability of destecting an error.

Looking at the Y <code, we <can see that only if you
recelve a 0 input while in state (01) do you enter (E), the
error detecta2d state. A 010 input 1is thus required to enter
state (E) starting from state (S), the startiné and
finishinrg state ((S)=qo, (énEF). If we assume that an error
has occurred in (S) with an input of 11 (which corresponds
to the code word for 4), we £ind that instead of going (S)

to (1) to (S) the decoder goes (S) to (0) +to (01). At this



point the decoder is séid to be oﬁt-of-phase . or
uonsynchronized. The decoder should be in stats (S) bhut
bacause of the =2rror the decoder is in state {01). If the
next code word s=2quence is either a 00 (the Code fof a), or
011 (th= coda2 for b), or if another error occurs and a 0 is

received, th

(s

decod=r will go to (E) and thgs the =rror has
been detected (error-detecte&-phase). If a 11 (the code for
d) is received, the decoder goes to (1) and if a 10 (the
cod=2 for «c¢), the dscodar goes to state (0). in both cases
the decodar is still nonsynchronized because it should be in
(S). Now if a 011 is receivsd while in (1) Or a 11 while in
(0) the decoder will now go to (S) and thus the decoder has
synchronized. When the decoder synchronizes thers is n§ way
to dztect the original error.

The three conditions or phases of a decoder after an
error has occurred wa2re demonstrated above. The decoder is
2ither in-phase (synchronized), out-of-phase (not
synchronized), or error-detected-phase (in the error state).
It is desirable for the decoder not to become in phase aft=r
an error has occurred bacause once in-phase ths dzcoder will
never enter the error detected state and will never detect
the @rror., The code of figure 1,43, callz=d an even cod=, has
the property that for single errors the descoder will never
become in-phase, This property also gives the cod=s the
ability to detect any single errors with tims delay. Just

how much time delay is discussed later alomng with proofs of



-

the properties of even codes.
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2. NONEXAUSTIVE CODES

2.1 Determining the Decoder Propertiss

The detarmination of d=coder properties is one of the
difficulties of using nonexhaustive codzs in TDED. More
spzcificly, determining the probability of d=tscting an
arror as a percantag2 of the errors that can ba detected
poses computational problems becauss o0f the out-of-phase
condition. Most present error detection schemes do not have
an out-of-phase condition past the code word where the arror
or srrors occurrad as shown by the simple Huffwan cod2 and
evan parity code discussed earlier, This is b=cause they
are either of fix=d length 2] or automatically synchronized
{4 ana 5). The out-of-phase condition is however vsary
important because it allows greater efficiency in a cods as

comparad to more common codes while retaining the sanm

)

amount of error d=staction capability. Therefore the
computational difficulties are a necassary evil.

On2 way of <conputing the properties of the codz would
be to simulate 1its operation and, after many millions of
inputs and outputs, th2 probability of =rror ds=tection could
be determined by comparing the input with the output. This
has its drawbacks in the form of time and energy. Howvevar,
if we have an accurate probability distribution of th2 input

alphabet, some shortcuts can be nade, First, the state

-15-
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transition probabilities, P(g,i), (that is, the probability
of receiving a c=rtain input while in a certain state) and
the state distribution probabilities, S(q), (that is the
probability of boing in a certain state at any time) are
determinad. A d2tailed analysis of how to go about this
using just the input alphabet probability distribution can
be found in f1) for zero order codss and [6)} for higher
orders., We can then determine the probability, R(g,i,t), of
be2ing in ths out-of-phase, in-phasa or error-detected-phase
condition for any givan state, (q) (where (g)eQ), error (e=i
and i=input) and time (t, after the error) combination.
Thege probabilitiss can be wsighted by the probability of
being in that state, S(q), and the proability of rec=2iving
that paticular input while in that state, P(g,i). onc=2 the
wzighting has bz2n done we can sum all of th: weiqghted
probabilities, R(q,i,t)xS(q)xP(g9,i), and comz up with the
probabilities of being in the din, out or error-detacted
phase for some value of time. Figure 2.11 shows a flow
chart of this procedure which is easily adapted into a
~couputer program.

R{(g,i,t) can be d=termin=d in two ways. The first way
would involve g=nerating every binary sequence of length
t-1. Fach s2quence would be run along paths in the decod=zr
graph to determina the probability of the sequ2ncz ocurring,
Pr, and determin=2 an error, no-error pair of final states.

Pr is =2qual to the product of all +the individual path



-17-

probabilities taken by *the sequence starting in th2 no-error
starting' stats, (gi). (gi) is the state in which the
decoder would be in after the error occur=sd if no error had
occured. (gj) 13 the state which the dzcoder entered after
tha error ocurred., The error and no-error final states,
(q1) and (q2), are determined by starting in (gj) and (qi)
respactively and following the 1input sequance through the
dacoder, If (g1) = (g2) than the decodsr has synchronized
so Pr will be added to the in-phase probability, Pi. If
(q1) = (E), the error detect=d state, then Pr is added to
the error detectzd probability, Pd. If none of tha above
occurs then the decod=r is nonsyncronized and thus is in the
out-of-phase condition, so Pr is add=d to +the out-of-phase
probability, Po., -~ After the above procadure has been done
for all szquencsd of length t-1 then R(gq,i,t) is obtainz2d4 as
<Pi,Po,Pd>.

The sequencs generator approach requires a dgreat deal
more computation than required. There are thrse reasons for
the wasted computation, First, once an error input sequence
entars state (E) it will always stay their no matter what
the tima, Second, if at any time ths decodar becones
synchronized it will remain synchroniz=d (unless another
error occurs). Third, some of the dacoder state input
transitions have zero probability and thus somes seguences of
binary numbers will hava zero probability, Pr. Thes2 three

reasons are used in the graphical mesthod of determining
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R{gy,i,t).

The graphical method sets up a graph where nodes are
(41,92) pairs ((g1)= error state, (q2)= no-error state) and
arcs (one directional connections batween nodes) are nonzero
probability inputs to the decoder. The graph is started at
node (qj,gi) whers {qj) and (gi) are defined above {(in th=2
s2quence generator m=2thod) as the error, no error starting
states., TFrom this node an arc is drawn to node (y3,qu4) if
and only if d((q1),i)=(g3), 4((g92),i)=(y4), and P((g2),1i)>0
(wvhere 1 1s the input associated with the arc). The node
(gq3,q4) is terminated (no leaving arcs allowed) 1f (gq3)=(E),
error d2tected, or if (q3)=(g4), in-phas= condition. Evary
arc has associated with it an input and a probability. The
arc probability is equal to P((ga),ia) whare (ga) is the
(q2) of ths nod2 in which the arc starts and ia is th2 input
associated with the arc. Th= valuz of R(gq,i,t)=<Pi,Po,Pd>
can now bs determined by taking ever path of 1length t-1
starting from node (qj,gi) and determining Pr. Pr, the path
or rout2 probability is eyual to the product of each of thea
arcs probabilities taksn in the path. If the path ends or
go2s into a terminal node, it is assumed to stay there with
the product probability it had upon =nt2ring. If the path
goes into an error detected node, (gl1)=(2), then Pr is add=d
to Pd. If the path goes into a in-phase nodz, (q1)=(q2)
then Pr is added to Pi. TIf niether of the above occurs Pr

is add=sd to Po. When all of the paths of length t-1 havz
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had their outcomes conputed, we hava R(g,i,t). Th=z graph
method is batter bacauss the number of paths in the graph is
usually much smaller than the number of binary s=2qusnces and
can nevsr be larger.

The above procedure deals mainly with single errors.
The problem of multiple or burst errors is one which
requirzs a great d=2al of knowledgs about the typss of burst
arrors. If such knowladge is available in the form of a s=t
of probabilities, BP(i,t) (wvhere i is a paticular input at
time, t, after the error has started), +he procedurs givan
above can bz modified to obtain the overall probabilities.
The modification involves the use of BP(i,t) to d=termines Pr
in place of P(q,1) when determining R{(gq,%i,t). Tha
modification would be made in detarmining R(q,i,%t) the rest
of the proc=dure remains the samsz.

At this point, an example is called for to demonstrate
the above procedure. Because of the largs amounts of
computations required for a large cods with many code words,
this example will be very simple as the codes in figure 2.12
shows. PFigqgure 2.12 shows the code, ths P(g,i) values and
the 5(gq) values. The R{g,i,t) values for single errors are
shown in fiqure 2.13. Figure 2.12 also shows the total
error detzction probability calculation. The results
achizsved by this code at time one, (t=1) ars very
inconclusive with the total probability, TP (1)=<.0,.77,.23>.

At time two or greatsr (t>1) the total probability, TP (2)
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=<,6083,0,.3917> which is not very much considering the cost

in average code lenth, acl.

2:2 Average Code Length Versus Error Detection Probability.

The example in the last seaction had an average code
lzngth, acl, of (.7x1)+(.3x2)=1.30. An optimal Huffman code
(0,1 would have acl=1. Therefore, the exampla code *trad=ad
.3 bits per code word for an error detection capability (for
single arrors) of 0.3917. If we now choosa2 the b =2ncoding to
be 11 instead of 10 as shown in figurs 2.21 we find that at
time two we have <0.,.355,.645> and as time approaches
infinity the probahility vector rapidly approach=s
<0.,0.,1.>., The necw code detects all single errors while
keeping  the acl=1,3. Obviously our new code 1is more
advantageous. One of +the major differences between tha n=aw
cod2 and the ore of figure 2,12 is the probability of going
into the in-phas2 condition. The new fdacodar never can Jgo
in-phase after an error has occurr=ad unlsss there is a
sacond error., Codess having this property of naver going in
phase will ba called nonsynchronizing codes (nonsynch codes
for short). It appears, but has not yet heen proven, that
nonsynch codes repres2nt a minimum acl cost for a given
error detection capability. This will be very apparent later

for single error detecting even codes but for higher
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detecting codes the problem of crzating a code is compounded
and not readily apparent. Th2 next section will provide’some
guidance and theorems to help to bhetter understand wvhich
codes provid2 a good acl, error detection capability trade

off.

2.3 Alphabet and Code Characteristics

There are many desirable and undesirable alphabet-code
characteristics but they all seem to center around one
characteristic, the . probability of synchronizing. We have
alr=ady seen that the nonsynch property is desirable and

theorem one is a very important extension of this property.

Definitions:

1) A phase check determines if the decoder is in-phase
or out-of-phase,

2) A £final phase check is a phas=2 chack nmade at ths

end of an input sequence.

Theorem 1:

In any time delay=d error detection scheme requiring a
final phas= check, an error goes undetected if and only if
the decoder synchronizss after the error and before the

decoder has =ntered the 2rror detection state, (E).
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proot: (Necessary)
Assume the crror is not detected and the decod=r is not
synchronized., It is @either out-of-phas2 or has =2nter=d the

error d=tected state, (E). It, howevsr,could not have

D
o

eé¢ntered the error detscted stat: becauss the error 1is not

{

detected. So it is out-of-phase but the final phase check
will see that it 1is out of phase and conclude an error has
occurred. Thus proof by contradiction.

(Sufficient)

If the decoder resynchronizes before the rror 1is

W

detected the system will not discover this error by the
phasse check becauses the code will be in-phase and once in-
phase, the decod:r cannot enter the arror d=st=ction state,
once in phass the de2coder will never go out of phase unless

3
another error occurs because d:FxC-=->F.

Theorem 1 may seem like a restatement of what was said
earlisr but there is one 1inportant differenca, We can now

T & Or less

D

prove that a cod2 will detect e errors if aft

(

arrors occur the decoder naver becomas in-phase (where 2 is
any positive intager).

The phase check used in Theorem one nay seen
unn=2cessary because 1t only takes care of out-of-phase
conditions. All of the examples, and 1in fact all of the
codas that use TDED thus far observed, have the out-of-phase

probability approach or sgual zero for increasing values of
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times. However this approach to zero may not always exist as
shown by Neuman [5}. S=condly, the out-of-phase probability
only equals z2ro at time esqual to infinity as shown in the
last example, figure 2.21, So for a finit2 sequence of code
words the out-of-phase probability is still not zero. The
out-of-phase chack 1is therefore n=2cessary and will b=
discussad in greater detail later,

Providing a final phase check 1leaves only the in-phase
probability as th2 major consideration. For a given code it
is dasirable to reduc2 this probability to maximize the
error detection capability of the cod2, This can be done by
making the code as <close to a nonsynch code as possibla,
Howavar, in most problams it is not tha acl which is given,
known, or wanted hut instesad the alphabet, A, and a level of
desired error correcting capability, =2cc, 1is given. The
probler now bhecomes how to encode the alphabet, A, sO as to
mest ecc but minimize acl. Tha general approach would bs to
construct an optimal Huffran code [1} and then add
redundancy to +the 1lower probability (lsast probable to
occur) coda2 words until you had met your goal of error
detaction capability. The low probability ancodings are usad
because they contribute smaller additions to tha acl. How
good the ra2dundancies are at detecting errors secemns to be
independent of +he cod2 word probability or at 1least not
strongly correlated. This comes about as a rasult of the

interchanging of the state transitional probabilitiess aftar
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the decodar goes out-of-phasz. This interchanging differs
with every input and continues until the decoder goes into
the in-phase or zrror-d=tected condition. The above procass
is not meant as an algorithm for obtaining a codz, but
instead ths above shonld be thought of as a few hints to
k=g in mind while constructing a TDED code. Tha next
sa2ction, howzver, doss give an optimizing algorithm using

nonsynchronizing codes which detect any single error.
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(1) Alc | Probability
a O! 7
b 10‘ .3
|
2((8),0) = . S((8)) = .7+.5(.2)(2) = .77

e s
-
o
~
i
,
¢
—~
—

4 — 2
~
~—
H
-
.
4
i
—
[€2]
~
~
{
.
N
.

Time ! Total Probahility Vector, TP(+)
! <0.,.77,.2>
22 & 608,0.,.302>

R(q,i,t) Values are shown in figure 2.12

Example Decoder

Figure 2,12



Start Start

Tine R(n,i,t) -

1 R((1),0,1)= <0.,0.,1.>
R((S),0,1)= <0.,1.,0.>
R((3),1,1)= 40.,1.,00

14
NS

R((1),0,2)= €0.,0.,1.
R((8),0,2)= £.7,0.,.3
2((3),1,2)= <1.,0.,0.

R(q,i,t) Determination
Figure 2.12
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Time Total Probability Vector, TP(t)
1 0.,.77,.2%>
2 O.,.355, 645>
<0.,.231,.760>

1+2n <0.,.77(.3)%, 1=.77(.3)>

tv oo <0.,0.,1.>

®(q,i,t) Values are showm in figure 2.22

Hew (Even) Code Example

Fipure 2,21
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R(5),0,t)
g
Start n( ( 1,_)_,1 t)

Tine Rlo,i,t)

(38),0,1) = <0.,1.,0.
R((S),1,1) = €0.,1.,0.2
R((1),1,1) = £0.,0.,1.”

2 1 R((8),0,2) = <0.,.2,.77
R((8),1,2) = <0.,1.,0.>
R((1),1,2) = <0.,0.,1.>

4 Ve \,
,2) = LD.,.2,.7

2((9),0
R((8),1,3) = £0.,.2,.7%
(1),1

1+2n  1R((S5),0,1+2n) = N
<O.,(_3)‘ ’1—(.3)" :""
tR((8),1,1%2n) = -
{I‘-’zoo’(n,';)n,‘]“(c;)” .i;.}
R((1),1,1+20) =

f £0.,0.,1.7

Zven Code R(q,i,t) Determination
Figure 2,22



3. NONSYNCHRONIZING CODES
3.1 General

Nonsynchronizing {nonsynch) codas provide many

improv=amn=nts ovar other codes. Nonsynch cod=s are really
just a subset of nonaxhaustive codss. The simplifizd

analysis of the properties of nonsynch codes leads to a set
of clear propertiss that can be proven., The simplified
analysis is brought about because nonsynch codes havs, for
any time, a <zero probability of going in-phase provid=zd
thers afe certain restrictions on the errors they will
receive, The time betweaen when the srror occurs and whan
th2 error is det=2ct=sd (the time to error detection), appears
to be inversely proportional to the amount of acl difference
between the nonsynch code and an optimum Huffman code. The
probability of being out of phase resduces or dscays almost
exponentially. | The time constant of +the d=cay is again
inversely proportional to the acl differencc. However, no
proof or even stronyg evidence is provided in the papar
beyond the experience of the few examples which have bzen
done to date, The nonsynch codes have bzsen divided into two

ar=zas, Even Codzs and codes which detzct mor2 than on=

D

rror,

-30~-



3.2 ZLven Codes

Even codas are very important in Time Delayed Error
Detaction. BEven codes represent to single arror dstection
what Huffman codes represent to no or zero 2rror d=2t=ction.
Hutfman code2s are optimal (minimum acl) for no error
detaction and even codas can bs found which are optimal for
single error detection. Two examples of even codes have
already b=2cn shown but now the definition of what

constitutes an even code will be presented,

Definitions:
The set of all even code words, %, is representad by

. w
the reqular expression E =0

+ (07618F. A code, cC, is
called even if every c¢ode word, ¢, in C is an <lement of E
(for all ¢ & C=--> c&FR). An even identity function, PHI (i),

equals 1 for any code word, i, ing and equals 0 for i€E.

(PHI (i) adds all the ones of a code word modulo 2.)

Lamma 2,73

For any two cod= words, i,j & E and i#j, the distance
between i and j will be greater than or =2qual to 2.
Proof:

If i and j differ in no (zero) bit positions, they ar=
the same but ifj. If they Aiffer in 1 bit posi%tion, then

onz of them has one more 1 than the other, but they both
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have an even numbor of ones, so proof by contradiction.

Lenma 2023
For any i«E if i is changed in one ©place (either a 1
to a 0 or a 0 toa 1, one error in i) to become j, then iéE.
This follows dir=sctly from the d2finition of coding

distance and Lemma 2.1, It may also be shown by PHI (j)=1

Theorsm 2:

Even codes detect all single errors., This can b=
restated as shown in the next sentence, Even codes naver
syrchroniz2 (go in-phase) after a single error has occurred

provid=d that no additional errors occur.

Proof:
Assuma that we have a valid string, of codswords, r.

e also have a string, s, which is r but with one error.

Both the string r and the string s start in the same state,
(s) . For the eoerror in s to go und=stectad the s and r

strings must finish in the same state. String r finishes in
a valid final state besause r 1is a string of valid
codewords. UNow if all the valid code word sequencas, C,
accepted by +the d=coder are even (as is the cases with an

¥ o é ¥
aven cod=), then CEE., Because s ¢Z F by Lemma 2.2 th2n s &C

so s& C% By definition d:FxE‘i->? so d((s),s)=1(qs), (qs)gﬁ P
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but d{((s),r)=(gqr), where (gr) & F so (gs)=(ar) thus the
deacodar cannot b2 in-phase with s as an input string. Th=n
by Thzorem 1, the single error in s is detectzd and

tharefore avan codes detect single errors.

Now tha*t th2 properties of even codess are known, the
next step 1is to obtain an optimal (minimum acl) even code
from a given inpn*t alphabet, A, and its input probabilitiss,.
An algorithm is available +o obtain an optimal evan code for
A., First, a Huffman code must be constructad for A. This
procedure is outlinad by Abramson [1] for =z=2ro ord=zr
systems. The algorithm for obtaining a minimum =ven code

applies for the zero order system. The highar order =ven

code is obtained by repeating the zero ord=2r procedure for
2ach markov state cod2 [6). The Huffnan code is now dividad

into classas by the length of its cod=2 words. All cods words
with the sanm2 length are in +the same class. Starting with
tha2 smallest length class and working to larger classes an
algorithm is wused as found in figures 3.21, 3.22 and 3.23.
The algorithm may seem complicated at first but oncz2 the
first nonempty length class has been encod=2d the rest of the
code words follow a very simple form. The simple form is
arrived at by taking code words from the last nonempty class
(0of length p), complemanting their 1last bit and then adding
(concatanating) an odd-number-of-ones binary sequ2nce at the

end of the code word. The 1length of th2 odd length sequence
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is equal to the length of the new class (of length 1) minus
th2 length of the last nonempty 1length class (of length p).
If at any time the number (n) of characters in a length
class (of length 1) excede the number, (m+r)(2g'Fm’), then
the characters of least probability are removed from the
class 1 and put into th2 n=xt larger class (1+1) until only
(m+r) (2 pp~:) characters remain in 1 (m=the numbher of real
and dummy code words and r=thz number of dummy cod=2 words in
the las* nonampty length class). An example of the use of
th2 algorithm 1is found in figure 3.24 and 3.25. In this
example, all of the langth classes after one arz non empty.
In a s=cond example of figure 3.26 and 3.27, this is not the
case, The sacond sxample also demonstrates the use of dummy
coda words., Dummy codz> words are formed if a l2ngth class is
not empty and has less thanr the maximum number of code words
allowed for the class (0<n<(m+T) (2 QT‘I)). The extra or
dummy code words are cr2ated and saved for later use in the
algorithm. They never have a charactsr assigna2d to them but
instead are used later to form code words but also the dummy
coda words «can b2 made into code words by simply adding a
binary string of langth, l-p, which is mad=s up of an even
nunber of on2s. The length is equal to the odd string length
added to the cod2 word as discussed bzfore. Therefor=s a
dummy code word can be used to make twice as many code words

as a normal codes word.

A comparison is made in figures 3.25 and 3.27 between



the acl of the Huffman code and the sven cod=, Figure 3,24
aiso shows the =2ven parity code. The even cod2 can be seen
as very clese to the Huffman code in acl and much swmaller
than the evan parity code. The difference in acl 1is vary
apparent and TDED using even codes is shown to be a far mor=
efficient code for the capability to detect a single error.
It should be notad that even codes as defined are not the
only nonsynch code which detects any single =2rror. If all
the code words have evary bit complemented (an 2ven number
of zeroes code) of any even code, the new code has all the
properties of an even code., Ilowever, hecause the above code
displays the sam2 characteristic and us=2ful properties as
even codes (which are already presented) there is no need to
be redundant, Therefore their properties will go unproven.
The next section however deals with codes which have the

proparty of detecting more than one arror.

3.3 Higher Error Detection Codes

Higher error detection cods can detect e-1 errors where
e 1s some number larger than two. For fixed 1length codas e
must be less than or =2qual to the distance Dbetwean any two
cod= words of thas code. The restrictions on the fixed length
coda is given by the Hamming Bound which is described 1in

many coding theory texts including refer=nce [1]. Howevzr,
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these restrictions do not apply entirely to TDED codes.
Given a TDED code, it can be divided up into leangth
classes as were Huffman and even codes. Each 1l2ngth class
can be thought of as a separate cod= which has the sanme
restrictions as a fixed length code having the same numbar
of cod= words as the length class. Every codz word in the
length class must have a distance of =2 or more from any
other code word 1in its class if the cod=2 is to detect =2-1
errors, However, the r2lationship between two code words in
different classes 1is not so restrictive. If the code is a
nonsynch code then th2 only way for an =rror to ba detected
is if enough errors occur to cause the input seguence to be
a different but valid sequence. Theoram three gives a
sufficient but not nocessary restriction on code words of
different length classes. Even codes ar2 a good example of
thzorem three not being necessary as shown in almost every

example of even codes.

Thoorem 3
A code will d=tect e-1 errors if the code words can be

broken into length classss such that:

1) a= ci1uc2uUc3V ... Ucn, n=length of the
largest code word

2) if c&Ci, then C¢Cj where i#j

3) c&€cC, if and only if ¢ is i bits long
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4) &4(c,d)>e for c,d&€Ci for any i
5) 4a(c,d) > e/2 for c&cCi, d€Cj and ifj
where a(c,d) is the Hamming distance bz2tween
c and 4, as compared from the front and the
back.
Proof:

Assume the codz will not detect =-1 errors. Then theare
nmust be a sequencs, s, which can be corruptad to a valid
sequence, r, with -1 or fewer errors. Sequence s nust be a
valid sequence of code words in-phase with r (if the decoder
is out-of-phas2 or in the error detected state, the errors
are discovared by theorm 1). Compar=a s and T, starting at
their beginings and continuing until we find the first and
the last encoded characters in r which differs from s. If
the first such charactar of r has the same lenth as the
first one of s, then they differ by >e (by 4), but they
cannot by our assumption. So, they must bes different
lengths and thus in different classes of A. They therafore
differ by e/2 (by 5). However, h=2cause +they are of
differ=ant lengths, som=2where after this point thers must be
code words of s and r which =2nd in the same place or
position and which ar=s not of the sawme length. To become
in-phase both the r and s strings must cause tha2 decoder to
end in the same state, Sequance r 1s a valid string so it
ands in a valid final state as must s. To end 1in a valid
final state after starting out-of-phase at some point (the

first different characters). The lengths must add up at
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som= later point to the same value. This m=zans the r© string
character must 2nd with a character of different length than
th:z s string character ending at the same point and again
(by 5) these two characters vary by at 1lzast =2/2. This
mak=2s the wminimum distance between r and s e/2+e¢/2 = &, thus

proof by contradiction.

All code words for which theorem thre= appli=s are
obviously not optimal. WYhich «coda2s are optimal and an
algorithm for obtaining a TDED code which detects 2-1 zrrors
(where e 1is larger than 2) was not found. How=aver, using
thzorem thre=2 and approaching ths problam by dividing the
characters into length classes did produce ths codss of
figure 3.31. The Y code classes are arrivad at by taking
the 2ven code ‘length classes of figure 3.23 and adding two
to their lengths. The code detects 4-1=3 errors or less with
tim2 delay. The code words themselves ar2 the same forwards
and backwards which gives them their ¢/2 differences between
‘classes (regardlass of being compared from the froant or
back). A s=2cond code which detects thiee errors 1is also
shown, code 2, but because the a character cod=s word was
picked as 00, the other code words wer= overly restricted.

This is apparent from the acl of the two codes.
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1,2) = 00%15 R(C(1,3))=00201 and odd(w,1-p)=0dd(1,1)=1
2,3) = 11%1 = 101 |
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i __itven Code Iven Parity Code
a § 00 0000

§ 11 0011
c 011 0101
a i 101 ‘ 0110

e | 0101 1001
£ 0 100 1010
g 01001 1100

ho L 10001 i 1111

acl of the lluffiman code = £7/32 = 2.71875
acl of the Iven code = 87/32 + 3/32 = 2.5125

) b3

acl of the Iiven Faritly code = A

Lven and Zven Ferity Codes for the Erample

Fgure 3.25



vy

fuffman
! Probability | Code Length Clascen
a L0/64, 1
b 8/64 000 clacs 1 = fa§
c 6/6/. 001 class 2 = g
G L/64, 010 class 3 = db,c,d$
c 2/64, 01100 class /4 =
2/64, 01101 class 5 = ga,f,g,h?s
1/64, 01110
h 1/64, 01111

L]

[
¢

Start
P=0; 1u=0; 1=1; n=1

c(1,1) = O this iz the only even code word of length one
paly wmetlsy 1=2; n=0, so go to the next length class, 3
p=Ty o=y 1=37 a=3

¢(1,3) = 0%01 = 101

C(2,2) = 0%10 = 110

3*1}?(m+r)km(1+0)2(3"1-1)x2, so character d goes into class 4
p=3e me2p uhe ned

C(1,4) = 101%1 = 1001

C(2,4) = 110%7 = 1111 but i n, so 0(2,4) is a dumny code word
pudy =2y 1uby a=l

¢(1,5) = 1001%1 =10001

C(2,5) = 1111%0 =111107 even(u,l-n)~even(1,1)=0: an even ending iv

added because C(2,4)=C(i,p) iz a dunmy: alego r=1

C(3,5) = 1117%1 = 11101 |

Ari>>(m+r)kr(2+1)2(5~4-1)=3, so character h goes to clazc 6
=03 p=5; m=3; 1=6; nw=

C(1,6) = 10007%1 = 100001

5ix ie the last class, so done

.7

Second Examnle Using the Al gori thr

Figure 3.26



A 1 _Jven Gode
a 0

b 101

c 110

3 1001

e 10001

T 11101

I 11110

1 100001

acl of the Huffrman code = 126/64, = 1.96375

acl of the Zwven code = 126/64 + 5/64 = 2.0446275

Even Code for the Second Ixample

Figure 3.27
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a 5/ 00 L0000 |00
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. 4/22 011 01000 110011
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n 1/32 | 10007 | 1001007 : 110000CON00000TT
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4, IMPLEMENTATION AND HARDWARE

4,1 Encoder and D=cod=zr

TDED, because 1t is 1interactive in nature, would

probably r=quire a large amount of time and hardware if it

t

were +o0 be made up of flip-flops and gates as ars wmany
encodar-decoder combinations. A better system would involva
the use of microprocessors or nminicomputers for the sncodar
and the da=coder. The state transition graphs used to
describe the encoder or decoder could easily be modeled by a
microprocessor., Figure 4,11 shows a simple encoder-decoder
configuration or system which uses a microprocessor for the
encoder and the de2cod2r. The input and output of the systenm
are strings of alphab=at characters wvhich may themselves be
cod2d4 (for instance EBDIC or ASCII symbol codzs). Th2 meaory

of

ot

he processors could b=z either internal or external
registers and/or addrassable external mqmory.'In both th=
encodar and decoder, the memory would hold the d(q,1), state
cross input to n=sw staté, function and th2 w(g,i), state
cross input to output function. These functions could b2 in
the form of lookup tables or as described by [6] in the forn
of instructions to implement the building of the tables
depending on the overall state of thz wmachine. The wmemory
would also hold the state and program instructions. 1In

addition the decoder m2amory could hold th= input until it is

-47-
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ready to be ope2rated on and/or the output until the
receiving znd (whare the output goes) is r=2ady to take the
output. Tha encoder nwmemory would also b2 required to hold
the input to the channel (the encod=r output) until the
message is completed, This restriction of holding +he whole
input guarante2=s that if an error 1is detectad than the
encoder can retransmit the whole message. 1In practice a
buffer space of some large size would be sufficient. For a
long buffer, there is a small chance that an error could
remain undetected for a time greater than the time coverad
by the buffer, For this tc bz a valid procednre the average
tim2 between error and detection would have to be much
smaller than the time covered by the huffar. Thas buffers
would also b= ’required to store the stat=2 of the first bhit

of the buffer.

D

{

The micro processors would be required to perform the
instructions to update the state of thes machine and output
the necessary code., The encoder would have to in addition
monitor the error detect line and once an error d=2tect sign
is received the system must go back and output from the
beginning of the input memory buffer. The decoder will have
to output an error detected signal to the 2ncoder once the
error detected state is obtained, It nust also give soune
indication to the receiving circuit that the last n output
characters, whers n is not known +to the descoder, are wrong.

This prospect can be avoided by having the decoder nmzmory
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hold the last n characters where the n characters have a

f]

ize of the encoAd

W

r

v

saquence codes 1length which 1is +tha ¢
buffer.

The problem of having an error go und2tected for a long
period of time can be very troublesome. The buffer spaces
raquir=d +to neglect the possibility of an error going
undetected will probably be large for a very efficient code.
If the error should go undeéected bayond the buffer space
then the encoder and decoder will remain out of phase, that
is th=2 encoder's output will not correct ths decoder's
problem because the error will still have occurred because
it occurred before tha2 beginning of the present buffer. The
decoder will +then continue +o go into the error d=tected
state after the buffer has be2en sent to the d=codesr., The
oproblem above can be solved in many ways but one simple way
would be to require a periodic phas=s <chack to see 1if the

state of the decoder is correct.

4,22 Phase Check

There are many ways by which the d2coder condition or
phase may be checked. One way would be for the encoder to
output to the decodz2r upon request its state as suggested by
ott [6). The encoder could check this but tha procedurz is

very complicated and awkward. A better way would be for ths
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=sncoder to output a special code which would tak=s th=
decodzr from a final state to a phase-chzack-state. Thz
phase-chack-state would act like the <final state from which
the special code occurred but no output would be gen=rated.
The special code would be given after =2avery n cod= words
from the encodzr (where n 1is some pradatermined integar). A
register ia the dzacodar would count the number of cods words
rec2ived. Once n code words were received the decoder would
axpact the special code, If it did not occur the decodar
would go into the error detascted stats. Th2 phase-check
cods would be added to the 1input alphabet of the =ancoder as
a character and would have a probability of 1/n . The other
alphabet charactsrs would ﬁave their probabilities
multiplied by (1-1/n)=(n-1)/n. The new alphab2t resulting
from the addition of the phase-check character could now be
dealt with like any other alphabet.

The choice of n would depand on the charnel
characteristics and th? desired error d=2tection capability.
A small value of n would result in a siganificant increase 1in
acl and a wmuch lower probability of an =2rror going
undatected (assuming rate smaller than chann2l capacity).
Also when an error occurs and is detectad the amount of cod=
which must be retransmitted is proportional to n and thus as
n hecomes smaller the length of the memory buffers and time

lost retransmitting becores zmallar,
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5. CONCLUSION

5.1 The Us2 of Time D=layed Error Detection

Time delayed error detection cod=s can be us=2d in
almost every application +that any present day error
detection code is usad. TDED codes, because thay are of
variable length and can bhe optimized, ar= better adapted to
encode real life alphabets which do not have2 equal character
probabilities. TDEZD cod2s cannot be usad in FEC, Forward
error control, systems but could be nsed in ARQ, automatic
rep2at request, systems, The inability to b2 us=sd in FEC
systems, howsver, does not s=2em to be that important. For
most applications, as discussed by Burton and Sulivan !2!,

ARQ is or will be the way to do it.

5.2 Open Ar=zas and Needed Work

The material covarad so far has 1left quite a few loos2
ends untiad, The greatest ar=a of nesded work envolves the
time to error detection and the +trade off of acl varsus tim=
to arror detection. The brute force method of chapter two
must be reduced to analyse thesz tim2 problanms, The
capability of TDED cod=2s to handle multiple burst errors

needs to be analyzed further and some code characteristics

-52=-
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which h=2l1lp or hinder multiple error detection need %o b
formulated. A general algorithm needs to b2 thought out for
higher error detaction codes similar to the algorithm for
even codes and A proof is needed for the aven cod2 algorithm
of 3.2. A proczdnre to find the optimum valus for n, the
namber of characters between phase chacks, 1s the next stop
towards 1implementing TDED and so 1t should be explored.
Phase errors (errors whare a binary bit is lost and thus the
sncodar and decodsr are out of phase) and transposition
errors are oth2sr areas of concern. There are many araas
which could wuse additional work and refinement which wer=
covaraed but not complately. In general the problems ar=

still wide op=n to further work beyond this paper.
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DELAYED ERNPOR DETECTION CODES
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by
Charleé L. Rahm, IIX
(ABSTRACT)

Th=2 use2 of non=xhaustive codes which have sprcial types
of redundancies ars formulated. Th2 properties of thes=e
cod=s include the ability to dotect amplitud2 errors in
binary sequences by driving the dscod=r into an error
detecta2d state. Howavar, thz errors are detected at soaa
time after the the error has r=2achsd the decod=r and thus
the name time dclayed error detection, TDED., When an =rror
is received, the decoder 1s found to b2 in one of thrae
phases or conditions, in-phase, out-of-phas=s, or =srror-
d2tected-phase, A typ2 of nonexhaustiv: cods, called an
eva2n code, 1is capable of detecting any single orror. An
algorithm is pres=nted which can construct an optimum s3ingl=
arror d2tecting even code for any alphab=t, This optimua
even cod2 is found to b2 very close in av:irage cod2 lanth to
the Huffman cod=s for the same alphabat. TDED codes whica
d=2tzct mor= than one =2rror arz included and a genaral
theorem i1s proved about higher error det=cting TDED codes.
Th= hardwar=s n=2dsd to implement a TDED systan is dealzt
with and a phase chsck which checks to sse if the d=zcod=r is
in the in-phassz condition is discussed. TDED cod:s ar=
shown to be usable in most applications which require error

dztection.
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