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ABSTRACT

Connected embedded systems and cyber-physical systems exhibit
larger attack surface than isolated ones. Control-flow integrity
(CFI) is a set of techniques to prevent attackers from redirecting
program control-flow and performing arbitrary computation, by
detecting and checking control-flow transfers. Currently CFI for
real-time systems either operate in-line with code execution, often
depending on hardware mechanisms for improved performance
and/or security guarantees, or focus solely on budget management
when performing CFI out-of-order. In this work, we exploit the
predictable release pattern of periodic real-time systems to create
a novel CFI framework. This framework (1) consists of a novel
real-time task model, which explicitly considers CFI related execu-
tion along with the regular portion of the tasks, and (2) presents
a novel hardware-assisted trusted scheduler to enable a unique
combination of out-of-order and in-line control flow enforcement
on forward edge and backwards edge, respectively, to minimize
performance overhead while ensuring real-time deadlines. Our
framework provides the flexibility to model arbitrary forward-edge
CFI as security tasks, so that we may strategically schedule them,
and provide schedulability and correctness analysis to explicitly
ensure that CFI verification is always performed on time without af-
fecting the timeliness of the real-time tasks. Simulations show that
our new task model outperforms existing work in terms of resource
usage, thus allowing for more complex and sophisticated CFI to
be implemented. We implement our approach on real hardware
and microbenchmarks confirm that our approach has comparable
in-line overhead as existing work.
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1 INTRODUCTION

Real-time systems are now more connected than ever before. Data
sharing and inter-operation have allowed these systems to bet-
ter understand their environment and make advanced decisions,
improving our quality of life. However, interconnecting such tradi-
tionally isolated systems can provide entry-points for attackers to
exploit, infiltrate, and modify system operation. For example, the
modern car is composed of hundreds of computers, also called elec-
tronic control units (ECU), that constantly communicate to maintain
smooth and safe vehicle operation. Traditionally, these systems do
not communicate with external systems. However, modern con-
veniences such as Bluetooth connectivity for vehicle occupants,
or vehicle-to-everything (V2X), have increasingly exposed these
systems to external influence. Prior work [18] shows that such
exposure increases the possibility of exploitation by attackers.

At the same time, many such real-time systems are resource-
constrained in processing power and/or memory. For example,
vehicle ECUs used for advanced driver assistance systems (ADAS)
utilize microcontrollers that operate at hundreds of MHz of clock
frequency [27] whereas a modern server or desktop computer’s
CPU clock runs in the order of a few GHz. Further, ADAS mecha-
nisms such as automatic cruise control, traction control, pedestrian-
detection etc., have real-time requirements [15] to ensure occupant
safety. Resource limitations and real-time deadline requirements
can also be found in other applications such as industrial control
systems, robotics, etc. Therefore, both of these attributes must be
considered when designing for secure systems.

Once an attacker infiltrates a system, they can perform a variety
of system level runtime attacks. We focus on a set of state-of-the-art
attacks called control-flow hijacking attacks. Here an attacker either
injects code, or leverages memory corruption vulnerabilities to
overwrite control data, such as return addresses, to manipulate the
execution of the program. Return-oriented programming (ROP) [37]
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is a popular attack that systematically abuses return addresses to
reuse existing program code. ROP, and its variants are, therefore,
also called code-reuse attacks. To defend against such attacks, a set
of defenses called control-flow integrity (CFI) have been proposed.
CFI detect, and prevent, any deviation from the intended control-
flow paths of the program. Note that in this work we refer to CFI
as “CFI technique” or “CFI mechanism", interchangeably.

Due to the limited resources in embedded systems, modern CFI
techniques work around hardware limitations [43], utilize architec-
ture extensions [34], require custom hardware [29], or even reduce
detection precision (coarse-grained CFI) and lazily perform checks
at checkpoints [12]. Even fewer CFI techniques exist that explicitly
consider the timing guarantees of real-time systems. Prior work,
such as RECFISH [39] provides a large scale schedulability study of
traditional CFI concepts in embedded systems. Here CFI is intro-
duced in-line of code-execution, inflating the worst-case execution
time (WCET) of tasks. On the other hand, Kadar et al. [24] introduce
CFI budget management techniques to ensure timing guarantees.
Here, hardware tracing mechanisms gather control-flow informa-
tion during program execution, and then verify them at a later time
(out-of-order to program execution) when the trace buffers are full.
Execution budgets are enforced by temporarily suspending CFI
checks to prevent the possibility of deadline misses.

Since these mechanisms trade off CFI enforcement accuracy
for better real-time performance, they inevitably introduce “blind-
spots” that could be exploited. Specifically, by not performing CFI
in-line, a smart attacker could modify system output just-in-time
before it is sent out. An out-of-order defense mechanism without ex-
plicit timing bounds on the completion of verification/enforcement
may not be able to detect such an attack in time. In this work,
our key observation is that in periodic real-time systems with pre-
dictable job release patterns, we can a) perform some CFI checks
out-of-order of system code execution, b) correctly determine dead-
lines for these checks so that the aforementioned blind-spots are
mitigated, and c) relax these deadlines, when possible, to improve
resource utilization. To determine and relax these deadlines, we
were motivated by the fact that many real-time industrial-control
and robotics systems gather sensor data (system input) at high
frequencies, but send actuator control commands (system output)
at lower frequencies. For example, anti-lock braking systems (ABS)
sample wheel speed sensors every few milliseconds, but send brake
commands at an order of magnitude lower frequency [20]. Com-
bined with the increasing adoption of timing models such as Logical
Execution Time [25] model to mitigate data staleness when sharing
data between tasks, it is possible to determine when system output
is generated, and if there is an opportunity to relax deadlines of CFI
related operations. Therefore, in this work we make the following
contributions:

(1)Decompose CFI operations into in-line and out- of-order compo-
nents while still maintaining the effectiveness of CFI operations,
improving their efficiency, and allowing more complex CFI such
as context-sensitive CFI to be implemented

(2)Propose a new, integrated real-time/security task model, which
explicitly considers CFI related execution along with the regular
portion of the tasks by modeling forward-edge CFI (such as
verifying function calls) as separate security tasks with their
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own deadlines. This allows for CFI checks to be made in time to

detect and neutralize CFI related attacks without affecting the

temporal correctness of the real-time applications.

(3)Provide a strategy to relax deadlines of security tasks to reduce
resource utilization. We provide a schedulability and correctness
analyses to ensure such deadline relaxations do not undermine
the fact that the control flow integrity policy is strictly enforced
before system output (actuation) is generated.

(4)Implement in real hardware a novel trusted scheduler based on
ARMv8-M TrustZone to support our integrated CFI framework.
(a) Unlike prior work [21, 24, 39], our framework is the first to

guarantee scheduler integrity by protecting the scheduling in-
frastructure that is crucial in real-time scheduling. The trusted
infrastructure consists of scheduler and job queues.

(b) Record forward-edge control-flow information, while simul-
taneously performing, in-line, backward-edge CFI to further
improve performance. This is done via a novel trapping mecha-
nism that also ensures the integrity of CFI records. Our system
also supports context-sensitive CFI on commodity hardware.

Note that since CFI techniques continue to be refined by security
researchers, the focus of our paper is on the novel, integrated real-
time/security CFI framework to ensure timely completion of out-of-
order CFI policy enforcement and lightweight in-line CFI checks,
rather than new CFI schemes. As a result, the discussion centers
around the newly proposed framework to allow implementation
of existing CFI techniques to be performed correctly out-of-order
to program execution on commodity ARM Cortex-M hardware. To
the best of our knowledge, we are the first to address the real-time
perspectives of out-of-order CFI enforcement while assuming a
strong adversary capable of compromising the normal world OS.

2 RELATED WORK

CFI is a state-of-the-art topic in system security with over two
decades [16, 26, 32] of work, due to the increasing popularity and
sophistication of control-flow hijacking attacks such as return-
oriented programming (ROP [37]) and its variants [13, 37]. CFI
mechanisms are built to protect either the backward-edge, such
as the return target of a function, or the forward-edge such as the
target of an indirect function call, or a combination of backward and
forward-edges. While backward-edge CFI is simpler to implement
since it requires verifying past control-flow transfers, forward-edge
CFI is more difficult since it requires more information to ascertain
possible future control-flow paths. Forward-edge CFI, therefore,
requires a record of program control-flow information such as a
control-flow graph (CFG), which is obtained a-priori to deployment,
and is heavily dependent on the quality of the available CFG. A
wide variety of forward-edge CFI is available, such as fine-grained
CFI [16] that provides a correlation between a jump source and all
possible jump targets, and coarse-grained CFI [42] that utilizes a
less defined CFG and, therefore, allows reduction in the number of
checks performed during control-flow transfers.

CFI has been increasingly adopted by many higher-end commer-
cial hardware and software systems such as in Microsoft’s Windows
operating system as part of its Control-Flow Guard defenses [30],
the Clang compiler [2] as well as Intel’s Control-Flow Enforce-
ment [23] technology in their recent line of processors. However,
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CFI built specifically for resource-constrained embedded systems
(a comprehensive study is available here [32]) are far fewer in num-
ber. In the case of real-time embedded systems, even fewer CFI
defenses exist in prior work such as Walls et al’s RECFISH [39]
which provides an extensive schedulability study of the implemen-
tation of common CFI techniques, particularly shadow stacks [17],
and labeling to enforce forward-edge CFI [16] on realistic real-time
embedded hardware. Shadow stacks protect backward-edges such
as function return locations, while labeling is used to correlate a
jump source location with possible jump target locations. However,
RECFISH assumes a weaker threat model as it requires a privilege
isolation between tasks and the real-time operating system (RTOS).
It also does not utilize real-time properties of the system to improve
the efficiency of the CFI mechanism. Bellec et al. [10], on the other
hand, propose a detection mechanism that exploits the temporal
predictability of real-time systems to detect greater-than-normal
execution time but requires specialized hardware. More recently,
the work by Serra et al. [36] provides a CFI framework that de-
pends on pointer authentication features recently introduced in
the ARMv8.3-A instruction set architecture (ISA), while providing
the ability to perform timing analysis. However, under the strong
threat model we assumed where the adversary can compromised
the kernel, instrumentation that the existing approaches rely on
for security policy enforcement are no longer trustworthy, limiting
the security protection.

Two prior works, Kadar et al. [24] and Hasan et al. [21] are
similar to our work. Specifically, they abstract CFI, or security
mechanisms in general, as security tasks. However, no currently
available defense mechanism for real-time systems, including these
two works, considers the temporal relation between when an attack
occurs (attacker modifies program flow) and when the attack takes
effect (modified program flow affects system output). For example, by
not defining such a relation, an attacker could have already affected
system output before the verification mechanism detects an attack.

Note that [24] also utilizes debug architectures such as ARM
CoreSight [40] to perform program trace capture and requires addi-
tional computing resources (extra processor core). However, such
technologies are components of optional debug architectures which
may not be viably deployed at scale due to their additional silicon
cost. Finally, our framework’s ability to defer the execution of CFI
mechanisms to later in a controlled manner to improve resource
usage is novel and orthogonal to any particular hardware imple-
mentation technique for CFL

3 PRELIMINARIES

3.1 Hardware model

We require that the target system consists of a single ARM Trust-
Zone equipped processor. ARM TrustZone for Cortex-M [41] is a
widely available component of the Platform Security Architecture
(PSA) extensions on the ARMv8-M state-of-the-art microcontroller
architecture. TrustZone creates two processor domains, non-secure
and secure. The former is used to run legacy software, such as
an RTOS and task code, whereas trusted supervisory code exe-
cutes in the latter. ARMv8-M has a flat address space consisting of
RAM, flash, and system peripherals. The division of address space
between the two domains is enforced via a vendor hard-wired
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implementation-defined attribution unit (IDAU) and a system attri-
bution unit (SAU). The SAU supports multiple regions depending on
the implementation. Each region is a set of registers where secure
domain code can programmatically upgrade a non-secure domain
address space to secure domain. Switching between the domains
has low runtime overhead [31]. Non-secure domain code cannot
read/write contents of secure domain memory and can only call spe-
cially marked non-secure callable (NSC) secure domain code. Other
cross-domain memory accesses from the non-secure domain cause
a HardFault. We utilize the SAU and the HardFault in our mech-
anism (Section 8). It should be noted that the hard-fault on ARM
processors is traditionally utilized to handle critical system excep-
tions. As part of the ARMv8-M mainline architecture (implemented
in the Cortex-M33 architecture), an illegal cross-domain memory
access (TrustZone violation) launches a dedicated SecureFault
exception handler. However, we aim to target even the ARMv8-M
baseline architecture (implemented in the lower-powered Cortex-
M23 variant) that bundles a TrustZone violation into a HardFault,
and calls the HardFault exception handler, to reduce manufactur-
ing costs. We discuss differentiating between a legitimate system
fault/exception and an attack in Section 9. In this work, we refer to
either of the fault exceptions as a hard-fault exception for simplicity.

3.2 Software Model

The software consists of an RTOS executing periodic real-time tasks
with known worst-case execution time (WCET). While the RTOS
and application task code normally would execute within the same
domain, we split them apart. Specificaly, we execute the RTOS
scheduler in the secure domain and task code in the non-secure
domain to ensure the integrity of the scheduler and its output
(Section 8.2). Hardware drivers for peripherals are also kept in
the non-secure domain since they are traditionally integrated into
task code in embedded systems. The application program’s tasks
are referred to as application tasks. Application tasks are further
divided into internal and output tasks (Section 5.1). The sensor task
and actuator task in Figure 1 are examples of internal and output
tasks, respectively. Separately, we introduce the concept of security
tasks (Section 5.2). We utilize the rate difference between different
application tasks to opportunistically relax deadlines of the security
tasks (Section 6).

We consider that tasks release data at their deadlines, similar to
the popular Logical Execution Time model [25] which is widely
being considered for automotive and industrial systems since it
implicitly addresses the problem of data staleness. While our core
idea does not require this assumption, it simplifies our approach and
reduces the complexity of our deadline relaxation model (Section 6).
It is assumed that data synchronization between tasks happens
through shared buffers or similar mechanisms.

3.3 Threat model

We assume the use of a system that supports TrustZone. An attacker
can compromise any tasks and attain the highest privilege within
the non-secure domain. This is representative of real-world threats.
For example, task and RTOS code execute at the same privilege level
in FreeRTOS [8] by default to eliminate the runtime overhead of
privilege level switching. Prior related work, such as RECFISH [39]
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requires privilege isolation between tasks and the RTOS since they
utilize memory protection units (MPU). We assume a stronger threat
model that considers a compromised non-secure domain.

Similar to other CFI research, we focus on defending against
code-reuse attacks, wherein an attacker will target indirect branches
(branches on a general purpose register or link register) to imple-
ment a forward-edge or backward-edge attack, respectively. Data-
only attacks are out of the scope of this work since they cannot be
detected by CFI [22]. Figure 2 shows a sample attack: An attacker
forces code execution to redirect to an unintended target address by
exploiting a vulnerability in Func A. By chaining together multiple
such branches to different blocks of instructions, an attacker can
perform arbitrary computations.

4 OVERVIEW OF PROCRASTINATING CFI

We leverage the periodic nature of real-time tasks to reduce the
overhead associated with CFI operations, which, in turn, allow us
to support more complex/sophisticated CFI than in previous work.
A motivating example can be seen in Figure 1.(i) which shows a
typical control-system where a sensor task gathers sensor data, and
reports the data after processing to an actuator task that sends out
commands to control an actuator. The sensor task has in-line CFI,
like most prior work. On the other hand, we propose an approach
shown in Figure 1.(ii) where the in-line CFI can be consolidated
into a separate security task. By leveraging the fact that the data
produced by an input task is not used until the corresponding
output task starts executing, the deadline for the security task
can be relaxed, potentially allowing for more complex and/or time
consuming CFI such as context-sensitive CFI [38] to be implemented
(denoted by the lighter green color in the figure) without affecting
the original deadline of the input nor output tasks. Our approach
consists of the following components:

Procrastinating CFI Task Model (Section 5) - Introduces secu-
rity tasks, differentiates them from application tasks, and provides
some important properties of the tasks themselves.

Security Task Deadline Relaxation (Section 6) - Derives rela-
tions to relax security task deadlines such as in applications like
ABS [20] where actuation takes place at a lower frequency than
sensing.
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Attacker changes RO
value to TARGET2 in
vulnerable Func A

Func A:
MOV RO, TARGET

System BLX RO

Memory|

il
]

Legitimate path

TARGET:

BXLR

TARGET2:
Successful
redirection to target

Figure 2: Code redirection on a generic microcontroller. At-
tacker modifies contents of RO to change branch target.

Ensuring Correctness and Schedulability (Section 7) - Ad-
dresses an implicit relationship between output and security tasks
and shows that our model is readily compatible with any resource
sharing-aware scheduling algorithm.

Mechanism (Section 8) - Presents an overview of our on-device
mechanism (Figure 3) which logs forward-edge transfers and per-
forms backward-edge CFL Details on our trusted scheduling infras-
tructure can be found in this section as well.

While our task model itself advances the state-of-the-art by
introducing the notion of explicit deadlines to complete CFI to
ensure attacker detection before system output is generated, our
mechanism further improves the state-of-the-art by extending our
model to allow for context-sensitive CFI on commodity hardware.

5 PROCASTINATING CFI TASK MODEL

Prior work, especially lazy schemes [7, 12] which check for an attack
at specific points of time during program execution, cannot always
detect an attacker before it affects system output. For example, an
attacker could send commands to an actuator controlled by the
system before it is detected by the CFI mechanism. We exploit the
predictable pattern of periodic real-time systems and design a novel
task model that will play a key role in our CFI mechanism. The
design of this task model is based on the strict requirement that all
pending CFI checks must be completed before the system output
is generated i.e., in the example stated above, the CFI check must
complete before any command is sent to the actuator. The model
also assumes that there exists a mechanism (Section 8) to capture
information of control-flow transfer events such as the source and
target addresses that can be retrieved at a later time for verification.
Notations: We consider that the system consists of n periodic
real-time application tasks, which are synchronously released at
time 0 (Section 5.1) with known WCET and implicit deadlines.
The tasks are scheduled using EDF+SRP (although the tasks are
independent, some explicit dependencies must be considered for
correctness (Section 7)). For each application task, we introduce
a new periodic real-time security task (Section 5.2) that models
forward-edge CFI that will be performed on the task’s control-
flow logs. In Section 6, we show that these security tasks may not
have implicit deadlines. An instance of any of these tasks is called
a job. 7; is the i*? application task and ; is the corresponding
security task. D;, P;, C; are the relative deadline, period and WCET
of 7;, respectively. Similarly Cs;, D, Ps; are the WCET, period
and relative deadline of 75 ;, respectively. The jobs j;; and jg;
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are the k" instances of 7; and 75, i, respectively, and their absolute
deadlines are d; ;. and d; ; ., respectively. The task utilizations are
represented by U; for 7; and Us; for 75 ;. Please see Section 5.2 for
more details.

5.1 Application task model

Our application model is based on a real-time control system, such
as an industrial control or robotics system. Every task releases
its computed data, and consumes input data, only at its deadline
and arrival times, respectively, similar to the Logical Execution
Time (LET) model [25]. Each application task is either an a) internal
task that collects data from sensors and/or performs computations,
or an b) output task that controls actuators or sends messages
to external systems. Therefore, the sensor and actuator tasks in
Figure 1 are examples of an internal and output task, respectively.
More importantly, motivated by applications such as ABS discussed
earlier, we assume that the input tasks have higher frequencies than
output tasks. Our model also assumes that the output tasks are
given exclusive write access to peripherals (we provide a sample
low-overhead mechanism in Section 8.2). Since data is released only
at deadlines (and in our case, periods), data availability is predictable,
regardless of the scheduling algorithm [25]. This removes the need
to explicitly consider task dependency. Internal tasks provide data
to output tasks either directly or through other internal tasks. As
stated in Section 3.2, it is assumed that tasks share data via shared
buffers or similar mechanisms. We assume that multiple internal
jobs can queue data in the shared buffer to be consumed by the
output job when it arrives, such as being copied to memory that is
accessible only to the output job. Once the data is consumed by the
output job!, the buffer is purged for newer data.

Data dependency from an adversarial perspective. While logical re-
lations between internal tasks and output tasks can be deduced
by generating a directed acyclic graph (DAG) of the flow of data
from internal to output tasks, the same relation cannot be assumed
to hold true when seen from an adversarial context. For example,

!Here an attacker could abuse the temporal assumptions of the framework which we
consider in Section 7.1.
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consider a system that contains a set of 5 tasks 74,73 . . . 7o With
Ta, - . . T¢ as internal and the remaining as output, such that the data
relation between the tasks can be two chains in the DAG graph with
Tq — 1 — 74 and 7. — .. We cannot assume that an attacker
controlling internal task 7, will only affect the input of 7;, which
then filters to 7. That is, it could try to directly access the shared
buffers of both 7; and 7. unless the system explicitly prevents such
modifications. While TrustZone (which we use in our mechanism
in Section 8.2) could be used for isolating these buffers, due to the
limited number of discrete memory regions (up to 8 for our test
hardware) that could be managed/upgraded by the SAU, we cannot
overtly depend on TrustZone to manage every memory region for
complex applications. Scheduling techniques must be utilized to
reduce the pressure on a TrustZone-based memory upgrade mech-
anism. In summary, we cannot assume any relation between the
internal and output tasks from a security perspective other than
that system output is generated by output tasks at their deadline,
and output tasks consume all their input data when they arrive.

5.2 Security task model

Under the assumption of a strong attacker, all application tasks
are considered equally susceptible to an attack. Possible attack
vectors include malicious external input supplied to the task(s)
either directly (e.g., sensor input) or through shared data from
another task that may trigger a bug and allow an attacker to take
control of the task. Therefore, it is necessary to check the control
path of all tasks before a system output is generated.

A security task encapsulates all the forward-edge CFI required
for indirect branches (see our threat model in Section 3.3). that
need to be carried out for a corresponding application task (internal
or output). Note that CFI only requires control-flow logs (such as
those generated by our mechanism in Section 8) and does not ac-
cess the data shared between application tasks. Therefore, security
tasks require that the corresponding application tasks execute and
generate these logs before they can perform any verification. We
discuss the implementation of the security tasks in Section 8.4. Note
that CFI for backward edge control-flow transfer is not considered
since they are relatively inexpensive to verify in-line. Valid return
locations are simply the instruction after a forward-edge transfer
(such as a function call/branch). Therefore, unlike forward-edge
CFI, backward-edge CFI do not require an expensive search of a
valid path control-flow graph. Further, capturing backward-edge
transfer endpoints would be very expensive due to their relatively
larger number than that of forward-edges for typical programs (see
comparison in Table 1).

The WCET of a security task Cs ;, under a worst case number of
control-flow transfer events during regular execution N, is:

Cs,i = cfi(N), (1)

where cfi() provides the WCET of the CFI implementation given
an input set of control transfer events. Further, since a security task
tracks the execution of the corresponding application task, it will
also inherit its period, i.e., Ps; = P;.

We will now state some important properties of security jobs
based on the observations of the behavior of the application jobs.
Here we are considering that the system is originally schedulable,
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i.e., for a set of n tasks, the total utilization of the tasks satisfies
>r Ui < UjChEd, where Ulf‘ChEd is the schedulable utilization of a
scheduling algorithm A.

PROPERTY 1. The deadline of a security job T ; ., released at the
same time as its corresponding application job t; i is:

dsik 2 dik

@

For an output job, the corresponding security job deadline must
equal output job deadline for an attack to be detected in a timely
manner since the output is generated at this time. On the other hand,
the deadline for an internal job’s security job may be greater due
to the rate difference between an input and output tasks discussed
earlier (Section 5.1). Note that since security tasks require control-
flow logs before they can perform verification, it is expected that
the scheduler tie-breaks to the advantage of the application task
if it shares the same priority with the corresponding security task.
Then, if an internal job is controlled by an attacker, the latest time
to detect the attack is at the deadline of the ouput task, i.e.,

PROPERTY 2. An attacker controlled k' job of an internal task t;
targeting an upcoming output job t; ;, will be detected by the security
Jjob 7 ; . before the system generates its output if:

dsik < dj-

®)

To recap, the deadline of a security task corresponding to an
output task must be no greater than the deadline of the output
task while the deadline for those corresponding to internal tasks
can potentially be relaxed. We discuss deadline relaxation in the
next section. Also, we address the implicit data dependency be-
tween security and output jobs that can be exploited by the attacker
(Section 5.1) in the subsequent section. In a nutshell, the data de-
pendency problem can be solved by modeling output and security
tasks as having shared resources and scheduling algorithms such
as EDF+SRP can be used.

6 SECURITY TASK DEADLINE RELAXATION

It is potentially worthwhile to relax deadlines of the newly intro-
duced security jobs to improve resource usage. This is possible
for security tasks of internal tasks in the case where output tasks
execute at lower frequencies than internal tasks. This is a reasonable
assumption in control systems since output tasks must control actu-
ators, which have a physical limit on how often they can respond to
commands and/or due to system requirements. For example, ABS
in vehicles have a much higher wheel speed sensor input rate than
brake application rate [28].

Consider two tasks 71 and 72, where 77 is an internal task, such as
a sensor task, and 77 is an output task, such as an actuator controller.
Let’s say that jobs 71, and 7, ; synchronize at time t which is when
the Ith job of 73 arrives and t > dq ;. While the synchronization
of data needs to happen at time ¢ for correct system operation,
the same need not be true for security tasks. For example, if the
following is true:

t <dy;—(C2+Cs2), (4)
then there is a positive amount of time between the synchronization
point and the last time unit at which the internal job’s security job
must complete to allow enough processor bandwidth to the output
job and its security job. Since dy ; — (C2 + Cs 2) is evidently before

137

Mishra et al.

- Attacker controlled
internal task

Security task for
internal task

l:l Output task Other tasks

Security task completes
after output task deadline

Internal task Output task
d=T, d=T,

=

Figure 4: Race condition: Attacker is able to execute and affect
input of output task, and the output task’s deadline occurs
before the security task is able to complete execution.

Higher priority
other tasks

N\ /

T, T, Time

dy, the deadline of the security job of the internal job can be
set to dy; — (C2 + Cs2) while ensuring our initial guarantee that
CFI checks always complete in-time before the system generates
output. Figure 1.(ii) provides an overview of what we aim to achieve.
Therefore, based solely on Property 2:

PrOPERTY 3. Consider output tasks tj € O, where O is the set
of all output tasks in the system. For the kP job of a security task
corresponding to an internal job t; i that synchronizes with the up-
coming Ith job of 7j (i.e,diy <r;; wherea; is the arrival time of
7j1), ds i k- that satisfies Property 2, can be relaxed such that

(Cj+C5,j)}, rj € 0. (5)

ds,i,k = min{dj’I -

Proor. To prove by contradiction, consider d ., >ds; Also,
s,i,k Sl
let 75 ; . executes up to d_, , . Further, let a pair of output and corre-

sponding security tasks 7;; and 7, ;; begin execution at d; ., and

ik

' +Cj+cs,j>dj,l
which results in an attack not being detected before system output
is generated.

let j be the argmin satisfying Eq. 5. Then d ik

[m]

To generalize Eq. 5, we define a push back value for each security
task. Recall from Section 5.1 that an attacker controlled internal task
may synchronize with any output task. Therefore, let’s consider
a pair of internal and output tasks, 7; and 7}, respectively. For the
latest job of 7; that has a deadline earlier than/at the arrival of ith
job of 7; (and therefore can synchronize with 7;), the push back
value ‘I‘llj for the job of the security task 75 ; corresponding to the

internal job is:

¥l = (1P = (Cj +Cs ) mod(Py). ©)

However this push back value may not be universally applied to
any job of 7y ;. That is, for some instance of 75 ;, applying this push
back may violate Property 3. Instead, a minimum ¥; ;, that can be
applied for any job of 7 ;, can be derived as:

@)

Knowing that 7; and 7; are periodic, the push back values will
repeat after every hyperperiod of tasks 7; and 7;. Therefore, I"**
can be stated as:

¥ = min{\PiI’j}, [ =1...1m,

lem(P;, Pj)

=", ®

lmax
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(

Figure 5: (i) Sample data dependency between internal tasks
A and C with output tasks B and D. (ii) Dependencies when
security tasks are considered.

Task B Task D

ii)

(i)

where lem(, -) returns the least common multiple of its inputs. We
now generalize this for 75 ; with respect to all 7; € O.

PROPERTY 4. For task sets where output tasks have lower frequency
than internal tasks, the security task ts;’s deadline can be pushed
back by ¥; where

Y; = min{‘l’i,j}, Vrj € O. 9)

Finally, the relative deadline of the security task 75 ; can now be
calculated as:

Ds,i =D; +Y¥;. (10)

7 ENSURING CORRECTNESS AND
SCHEDULABILITY

The deadline relaxation approach described above is only correct if
the attacker-controlled task behaves correctly temporally (see Foot-
note 1). We now discuss a race condition that an attacker-controlled
internal task may exploit to break the correctness of the deadline
relaxation method.

7.1 Race condition between output and security
tasks

Consider a situation where a security job is released earlier (along-
side an attacker-controlled internal job) but with a deadline greater
than an upcoming output job (Figure 4). Under our model, this inter-
nal job does not synchronize with the output job (Section 5.1) and
hence Property 2 needs not hold here. However, an attacker could
ignore this behavior and overwrite the data to be synchronized
with the output job. Since the security job has a later deadline than
the output job, it may be prevented from completing verification
until after the deadline of the output job. This could break the cor-
rectness of our approach in that we will then not be able to detect
an attacker before the system output is generated. This scenario is
summarized in Property 5.

PROPERTY 5. If the attacker-controlled internal job ;. and the
target output job 7; | obey the following relations:

(11)
wherea; i andaj | denote the arrival times of 7; ;. and tj ), respectively,

there is no guarantee that the attacker job will be detected before the
output of the system is made when scheduled using EDF.

a;k < aj)] andd,-’k > dj,l’

We now elaborate on the root cause of this race condition, which
exists only because security tasks are added. Consider the data-
dependency DAG in Figure 5(i), which represents a system with
4 tasks such that tasks A and C are internal and task B and D

138

RTNS 2023, June 07-08, 2023, Dortmund, Germany

are output tasks. Such data dependency can be removed in our
model (Section 5.1), which makes similar assumptions as in the
LET paradigm, since the output job consumes its input from shared
buffers at arrival. However, the addition of security tasks result in a
DAG similar to the one shown in Figure 5(ii). This is to account for
the verification that the security tasks must complete by the time
the system output is generated.

Since an internal job and corresponding security job are released
at the same time, the scheduler must allow any security job that has
been released to execute to completion. To enforce this requirement
and eliminate any potential race condition, we model each security
task as sharing a logical resource with a corresponding output
task. Therefore, each tuple (7;, 75,;), 7; € O where O is the set of
output tasks, shares a logical resource, R;, j with a security task 7 ;
corresponding to an internal task.

7.2 Scheduling and correctness analysis

By explicitly defining a shared resource between security and out-
put tasks, the race condition can now be prevented by utilizing any
shared resource-aware scheduling algorithm such as EDF+SRP [9].
The security job must "capture” the shared resource when it arrives.
If an output job arrives such that it satisfies the race condition
(Property 5), it is blocked until the pending security jobs "release"
the shared resource. The security jobs "release" the shared resource
after they have verified all logged control-flow transfer events. The
scheduler waits for these "release events" before scheduling the
output job. This solves the race condition. Note that we utilize such
a mechanism over considering ordered dependencies [19] since a
security job may or may not be considered a "predecessor” for an
output job depending on the respective arrival/deadlines (see (11)).

Other cases that can occur but are implicitly handled by any
shared resource-aware scheduling algorithm are:

(1)The internal and security job have higher priority than the output
jobs. In this case, the security job will always complete before
the output job executes.

(2)The internal and security job arrive later and have a later dead-
line/lower priority. Under our model, the output job consumes
its input from any shared buffers at arrival. It will also execute
till completion (including preemption by higher priority jobs)
before the attacker-controlled internal job gets to execute.

By explicitly considering the dependency between security tasks
and output tasks, we also improve security by reducing the attack
surface, since only the security tasks and scheduler communicate
via the shared resource and both of these entities execute within
the secure domain of TrustZone (Section 8.2), which is inaccessible
to the attacker under our threat model (Section 3.3).

Summarizing our discussion: for a set of application tasks, we
have corresponding security tasks. Each security task can be repre-
sented by a tuple (Cs;, Ds; and Ps ;), where period Ps; is the same
as the corresponding application task’s period and Dy ; is derived
using Property 4. Therefore, the total system utilization increases
from the original U = }; %, to Uygyqar given by:

C. +Cs
Utotal = Z =

B (12)
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Figure 6: SAU based function-call enforcement.

where C; includes C; and the in-line overhead of our mechanism.
See Section 8.1 for implementation details and Section 10 for exper-
imental results.

8 PROCRASTINATING CFI MECHANISM

The task model presented in the Section 5 permits deadlines of se-
curity tasks to be opportunistically relaxed so that their execution
may be delayed. However, there are two implicit requirements: a)
logging of control-flow events, and b) the security tasks must be
given an opportunity to execute regardless of whether an attack
occurs. For a) we present a novel function-block level CFI enforce-
ment that is able to log forward control-flow events and enforce
backward-edge CFI on existing off-the-shelf hardware. A function
block includes a function and its prologue and epilogue (compiler-
generated additional code). For b) we move the scheduler into the
secure domain to ensure the integrity of secure task scheduling.

We utilize TrustZone for ARMv8-M detailed in Section 3.1. Note
that "TrustZone" can refer to two different architecture extensions
that allow creating a trusted execution environment on ARMv8-A
and ARMv8-M processors. TrustZone for ARMv8-M mimics the
simplicity of an MPU commonly found in microcontrollers. Unlike
in ARMv8-A [33], prior work [31] shows that switching between
secure and non-secure domains takes just a few CPU cycles, is
highly predictable, and is triggered by a single secure gateway (SG)
instruction. Our mechanism takes advantage of this low overhead
and requires minimal modifications to the application code.

8.1 SAU based function-block enforcement and
shadow stack

We now present our approach for bare-metal systems. Since we
target resource-constrained systems, we limit our approach to func-
tion blocks, reducing the storage needs of call logs and in-line
instrumentation overhead. As stated in Section 3.3, we assume that
the attacker targets indirect branches for control-flow hijacking
attacks. Compilers tend to convert function calls to direct branches
(corroborated by our case study in Section 10.1) since they execute
faster, therefore, it would be prudent to check indirect function
calls only after they take place. Since we are only aware of attacks
where multiple functions are required for an attack [35], indirect
calls to locations within the same function can be ignored.
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Detecting function blocks during runtime can either be done
via custom compilers (employed by some prior work) that label
functions, or padding the function blocks with NOPs or magic (non-
instruction) values such that they can be detected by code during
execution. We align and pad function blocks with one of ARM’s
NOP equivalents via a command to the linker program.

Figure 6 provides an overview of our approach. The SAU up-
grades all but the currently executing function from the non-secure
to secure domain. Since (1) a function call involves a branch to this
upgraded memory, (2) it is cross-domain access that triggers a hard
fault (Section 3.1). (3) The HardFault handler checks whether the
target of the cross-domain access is the start of a function block. If
so0 a) the current SAU values and return address are stored on the
SAU and shadow stacks, respectively and b) the SAU is updated to
shift the non-secure window over this function. The SAU values
are calculated at runtime by scanning for padding to find the start
of a function block. When a function returns, the return address
is verified against the expected address from the shadow stack.
The previous SAU configurations are then popped from stack into
the SAU. Any verification failure is detected as an attack. (4) The
memory access right is then enforced by new SAU configurations.

8.2 RTOS modifications

We now apply the scheme in Section 8.1 to an RTOS to complete
our CFI mechanism (Figure 6):

RTOS components in secure domain- The RTOS scheduler and
timer are moved into the secure domain. Many RTOS, such as
FreeRTOS, already maintain an additional per-task stack in the
secure domain to save secure function call execution state across
context switches. As shown in Figure 3, we migrate the scheduler
into the secure domain, and flip the utility of the task stacks by
creating shell tasks that utilize the secure domain stack as the "main"
stack. These shell tasks use the BLXNS instruction to the branch
start of the task’s application code in the non-secure domain. The
scheduler, as before, handles both the non-secure and secure stacks
with minimal modifications. Note that on ARMv8-M, there is no
performance difference between the two domains and switching
between them takes only a few clock cycles [31]. Therefore, these
modifications do not introduce any significant performance penalty.
Implement stack support - SAU values, the control-flow log, and
return address shadow stacks are created per task. The hard-fault
handler is notified of the currently executing task by the RTOS and
updates the correct stacks during runtime.

Implement security tasks in secure domain - These tasks di-
rectly accesses the call log stacks.

Other modifications - As stated in Section 5.1, we assume that
only output tasks can write to system output (for example, the UART
output buffer). This can be achieved by rearranging all code that
accesses output peripherals into a memory region that is guarded
by a single SAU region. The scheduler can disable/enable this SAU
region when context switching to/from an output task, by flipping
a single bit, ensuring a hard-fault occurs if accessed by other tasks.

8.3 Design Alternatives

A drawback of utilizing a fault handler for CFI is that the hard-fault
handler (or SecureFault handler - see Section 3.1) has the highest
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priority in the system, and could cause priority inversion, e.g., a
ready-to-run high priority application task must wait while the
hard-fault handler, triggered by a function call in a lower-priority
task, executes. While the fault occurs only at function calls/returns,
the number of function calls often depends on the coding style
of the developer. Excessive function calls can impose non-trivial
overhead in our current design to track the function-level control
flow. Fortunately, this can be kept in check by leveraging compiler
optimizations. Reducing the number of function calls also mitigates
the degree of path explosion in control flows, at the expense of
coarser-grained control. This provides an opportunity to trade-off
performance and security along the dimensions of code size, num-
ber of functions, granularity of CFI, as well as run-time overhead.
Our experimentation data (Section 10) shows that the total over-
head of the fault handler is small (our implementation requires a
total of ~ 50 — 350 cycles on our test hardware. However, checking
for an indirect call takes just ~ 60 cycles (= 5 us). It is possible to
further reduce the overhead by only analyzing the transitions that
involve safety-critical functions. While we intend to address this
overhead in the future, using the fault-handler approach allows
greater flexibility to implement complex runtime CFI not possible
via binary instrumentation. For systems where this overhead is not
acceptable, an instrumentation-based approach can be used. Note
that either approach can be used with our task model.

8.4 Verification of Control Flow in Security Task

As discussed in Section 2, different CFI mechanisms exist in litera-
ture that trade off security and performance: e.g., verify the past
N control-flow events together such as in PathArmor [38] where
it performs a depth-first search to find a matching path within
the CFG of the application. Security tasks in our framework can
straightforwardly implement these techniques and our scheduling
strategy balances overhead due to security and schedulability.

9 SECURITY ANALYSIS

We analyze our mechanism in the context of our threat model (Sec-
tion 3.3). Moving the scheduler (and timer) into the secure domain
ensures that it cannot be modified by the non-secure domain. This
ensure that the scheduler can be trusted to correctly execute and
report the currently running task to the hard-fault handler. Simi-
larly, the attacker cannot access the shadow, SAU, or the call log
stacks saved in secure domain. The call logs stack can be a circular
to allow security tasks to quickly detect an ongoing attack.

Since the hard-fault exception has a higher priority than other pe-
ripheral interrupts, the integrity of any updates to the SAU, shadow,
or call log stacks is guaranteed. Similar guarantees can be afforded
to the timer interrupt by allotting it the next lower priority.

As discussed in Section 3.1, the Cortex-M23 architecture, unlike
Cortex-M33, utilizes the HardFault for both TrustZone violations,
and generic hard faults. Therefore there could be difficulty in differ-
entiating between a system fault and an attacker-influenced fault.
We address this issue by determining whether the Link Register (LR)
is updated during the function call. This is because function calls
are implemented via the BL or BLX instruction which update the LR.
If the LR is not updated, it could be due to a system fault. Faults that
modify the link register alongside a BL or BLX instruction, and force

140

RTNS 2023, June 07-08, 2023, Dortmund, Germany

Table 1: Control-flow transfers in popular CPS.

Software Forward (% total) | Backwards (% total) Total
ArduCopter 2139 (0.72%) 7160 (2.41%) 296581
PX4 6211 (0.08%) 44003 (0.61%) 7178749
TurtleBot 647 (0.25%) 1130 (0.44%) 255680
Rover 4(0.41%) 8 (0.83%) 964

a branch to secure domain, are outside the scope of our work and
would require special forensic analysis. Other instructions such as
BX LR, POP PC or MOV PC, <reg> are sometimes used for returns
but never for legitimate function calls. If the handler detects their
use for a forward-edge flow transfers, they are treated as malicious.

We require all application tasks to have corresponding security
tasks (Section 5.2). The system designer may relax this requirement.

10 EVALUATION

We now present microbenchmarks of our implementation on hard-
ware to compare against prior work, and then evaluate approach
via simulations.

10.1 Control flows in Cyber Physical System
(CPS) Software

Code used in CPS predominantly follows a predictable control flow
sequence. To gain a realistic understanding of the expected over-
head of control flow integrity in software programs for CPS, we de-
veloped a custom back-end pass in the LLVM compiler suite [28] to
count the percentage of indirect control flow transfers in the control
loop of widely-deployed real-time CPS, including ArduCopter[3],
Rover in ArduPilot[5], PX4[4], and TurtleBot[6]. As shown in Ta-
ble 1, in real-time CPS, forward and backward control-flow transfers
are equal or less than just 1% and 6%, respectively, in all programs.

10.2 Experimental setup

We utilize a Nuvoton NuMaker PFM-M2351 (ARMv8-M baseline
architecture) development board [1] for our experiments. The on-
board flash memory and RAM are 512 KBytes and 96 KBytes, re-
spectively. The processor operates at 12 MHz. We modify FreeRTOS
according to Section 8.2 to support our approach. Modifications
include altering the base addresses used by the scheduler to swap
the non-secure and secure domain stacks (= 20 instructions each
for saving and loading the SAU stacks during context-switching),
adding 15 lines of C code to initialize and manage the SAU and
shadow stacks, and =~ 20 instructions added during RTOS bootup.
The majority of our modifications are in the hard-fault handler
(= 180 lines of C and in-line assembly).

10.3 Overhead

As stated above, we aim to gauge the in-line overhead of our ap-
proach. The results are as follows:

RTOS - We modify the FreeRTOS scheduler to store and load the
SAU values on a task context switch. We noted overheads of 42 and
45 CPU cycles for these operations, respectively. To lock/unlock
output functions as stated in Section 8.2 for an output task, ~ 5—10
CPU cycles more would be required to flip the relevant SAU region
enable bits. The scheduler operation takes a total of 357 cycles on
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Table 2: Deadline relaxation of security tasks.

Task set Average Percentage of security | Average percentage of

utilization without | total task with deadline relaxation

security tasks utilization | deadline relaxations (95% CI)
0.1 0.14 25.52 3.09+1.47
0.2 0.25 20.85 537 +2.74
0.3 0.36 22.22 4.84 +2.52
0.4 0.49 20.29 4.65+2.44
0.5 0.60 21.54 4.08 +2.39
0.6 0.7 23.38 3.71+20
0.7 0.82 22.54 297 £1.73
0.8 0.93 20.29 2.89 + 1.74

our hardware, including the SAU value load/store operations. There-
fore, our modifications add a 28% overhead to scheduler operation.
While this may seem high, our scheduler overhead is lower than
that of the closest prior work [39] (32%), while having a broader
threat model (Section 3.3) and ability to support more advanced
CFI techniques (such as context-sensitivity which requires knowl-
edge of multiple control-flow transfers instead of just one) in the
security task by opportunistically relaxing its deadline. In addition,
we believe that this overhead is mainly due to the slow on-board
memory of our hardware (see below).

Hard-fault handler - 257-326 cycles are required for validating a
function call, storing the SAU and shadow stack values, and setting
up the new SAU values. 60 cycles are required to determine whether
a call occurred due to an indirect branch and log the start and end
points. We noted a 53 cycle overhead for function returns.

10.3.1  Comparison with RECFISH. Our approach resembles, tem-
porally, the in-line overhead of RECFISH [39]. However, it exceeds
the capability of RECFISH, supporting the possibility of out-of-
order CFI checks in security tasks. We report a lower scheduler
overhead (28% vs RECFISH’s 32%), but a higher function call over-
head (386 cycles vs RECFISH’s 317). These could be attributed to
differences in target architecture. However, both approaches have
the similar points of interest, i.e., they operate during a context
switch and during an indirect jump. In fact, our approach incurs an
overhead during normal operation only when an indirect branch
calls a function. Therefore, we believe the schedulability study for
RECFISH also applies to our approach and acts as an upper bound.
We also believe that with comparable system memory and flash,
our approach will have a much lower total overhead.

10.3.2 A note on memory overhead. Our approach requires stacks
in the secure and non-secure domain. This is not an overhead
we introduce. FreeRTOS’ default design includes these stacks for
supporting TrustZone operation, such as to save context of a secure
function call during regular execution. We simply re-purpose these
stacks when we move the scheduler into the secure domain.

For each function call, 32 bits are required to store the target
address — consumed by the security task — and the return address
in the shadow stack. If compiler support exists, a shorter unique
identifier can be used per function (similar to most forward-edge
CFI [39]). Our case study in Section 10.1 shows that indirect calls
are very infrequent; the call log stack can therefore be very shallow.
Correctly determining the stack size to aid attack detection in case
of an overflow during runtime is outside the scope of this work.

Optionally, the SAU start and end addresses are 32 bits each and
are stored and popped during function calls and returns,
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Table 3: Percentage of tasksets (/10,000) that are only schedu-
lable with deadline relaxations under EDF+SRP. Original task
set utilization does not include security tasks. WCET Ratio
is ratio of WCET of security tasks to application tasks.

Original System Util 0.85 0.9 0.95
WCET Ratio ) i .
0.1 14.35% 61.67% 54.09%
0.2 58.44% 45.69% 27.40%
0.3 37.41% 17.85% 6.77%
0.4 14.15% 4.54% 0.95%
0.5 3.38% 0.64% 0%

respectively. In severely-resource constrained systems, these can
be eschewed at the cost of recalculation during runtime at function
returns. We assume that there is enough memory for these.

10.4 Simulation study

We now provide a simulation study to assess the real-time aspects of
our approach. We a) show that security task deadlines can be relaxed
significantly, and b) improve resource usage, which is especially
important in overload situations.

10.4.1  Deadline Relaxation. We evaluate the effectiveness of our
approach in relaxing security tasks deadlines. The results are pre-
sented in Table 2. The task set utilizations, before the addition of
security tasks, are recorded in the first column. Each task set con-
sists of 10 application tasks (2 are output tasks), generated using
the UUnifast [11] algorithm implemented under the SchedCAT sim-
ulation suite [14]. Output tasks have the longest periods of the task
set (Section 3.2. We then add security tasks to create task sets of a
total of 20 tasks. The WCET of security tasks is calculated as 10%
of corresponding application task. We believe this is realistic for
forward-edge CFI checks since indirect branches calling functions
are usually sparse (RECFISH considers 1 indirect branch for 103-
107 CPU cycles) as corroborated by our case study presented in
Section 10.1. An average of 20-25% of security task deadlines can be
relaxed by up to ~ 8% (minimum of 0.1%) of their deadline showing
a clear avenue to defer CFL

10.4.2 Improved Schedulability. Since security task deadlines can
be relaxed, it is possible to increase security task load (modeling
complex CFI operations) and still maintain schedulability. To simu-
late this, we generate task sets with utilizations of 0.85, 0.9 and 0.95.
We then add security tasks, where the WCET ratio of security tasks
to application tasks ranges from 0.1 to 0.5, to see system behavior
under borderline overload conditions. We generate 10,000 unique
task sets, each consisting of 8 internal tasks and 2 output tasks, per
experiment, and summarize the results in Table 3. Accounting for
rounding errors in the utilization of each task set, each data point is
the number of task sets that cannot be scheduled by EDF+SRP un-
less the security tasks deadlines are relaxed. When the original task
set utilization is 0.85 and the WCET ratio increases from 0.1 to 0.2,
we see an increase in number of tasks sets that are only schedulable
when deadline relaxations are considered. We then observe that
the effectiveness of our approach diminishes at higher utilizations.
Nonetheless, it is clear that our approach can support more complex
CFI and/or other security mechanisms within the security tasks
without compromising the schedulability of the system.
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11 CONCLUSION

In this work, we provided an integrated real-time/security frame-
work to support a hybrid in-line and out-of-order CFI for real-time
applications. Our novel task model allows for the CFI portion of a
real-time task to be decoupled and independently scheduled while
ensuring timeliness in both attack detection and in execution. Our
framework is supported by a novel trusted scheduling infrastruc-
ture that ensures the integrity of the real-time scheduler, records
control-flow decisions that can be utilized by any forward-edge
CFI mechanism, and implements a shadow stack to defend against
backward-edge attacks. Experiments showed that our mechanism
has in-line overhead similar to the closest related technique even
when more complex/sophisticated CFI are used, and simulation
results confirm our deadline relaxation technique is able to reduce
resource usage and thus able to schedule tasksets that would have
been deemed unschedulable otherwise. In the future, we plan to
combine our scheduling framework with modern hardware archi-
tectures, built specifically for CFI, such as that presented in [36].
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