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Multishot Capacity of Adversarial Networks

Julia M. Shapiro

(ABSTRACT)

Adversarial network coding studies the transmission of data over networks affected by

adversarial noise. In this realm, the noise is modeled by an omniscient adversary who

is restricted to corrupting a proper subset of the network edges. In 2018, Ravagnani

and Kschischang established a combinatorial framework for adversarial networks. The

study was recently furthered by Beemer, Kilic and Ravagnani, with particular focus

on the one-shot capacity: a measure of the maximum number of symbols that can be

transmitted in a single use of the network without errors. In this thesis, both bounds

and capacity-achieving schemes are provided for families of adversarial networks in

multiple transmission rounds. We also demonstrate scenarios where we transmit more

information using a network multiple times for communication versus using the network

once. Some results in this thesis are joint work with Giuseppe Cotardo (Virginia Tech),

Gretchen Matthews (Virginia Tech) and Alberto Ravagnani (Eindhoven University of

Technology).



Multishot Capacity of Adversarial Networks

Julia M. Shapiro

(GENERAL AUDIENCE ABSTRACT)

We study how to best transfer data across a communication network even if there is ad-

versarial interference using network coding. Network coding is used in video streaming,

autonomous vehicles, 5G and NextG communications, satellite networks, and Internet

of Things (IoT) devices among other applications. It is the process that encodes data

before sending it and decodes it upon receipt. It brings advantages such as increased

network efficiency, improved reliability, reduced redundancy, enhanced resilience, and

energy savings. We seek to enhance this valuable technique by determining optimal

ways in which to utilize network coding schemes. We explore scenarios in which an

adversary has partial access to a network. To examine the maximum data that can

be communicated over one use of a network, we require the intermediate parts of the

network process the information before forwarding it in a process called network de-

coding. In this thesis, we focus on characterizing when using a network multiple times

for communication increases the amount of information that is received regardless of

the worst-case adversarial attack, building on prior work that shows how underlying

structure influences capacity. We design efficient methods for specific networks, to

communicate at capacity.
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Chapter 1

Introduction

Network coding is a communication strategy in computer networks where intermediate

nodes in the network are allowed to perform coding operations on the data packets

they receive. It was established in 2000 by Cai, Li and Yeung in [9]. Unlike traditional

routing, where nodes simply forward packets, network coding enables nodes to combine

multiple incoming packets algebraically before forwarding them. Some references are

[4, 6, 8, 10, 11, 12, 13, 14, 15, 16]. This approach can enhance network efficiency by in-

creasing throughput, improving reliability, enhancing security, and optimizing resource

utilization. In [1], the authors provide new combinatorial techniques in the context

of adversarial noise. In [2, 3, 5], the authors presented the problem of determining

the network capacity in scenarios where errors may occur on a subset of the network

edges and the concept of network decoding was introduced as an essential strategy for

achieving capacity in networks with restricted adversaries. The treatment provided

addresses the worst-case errors due to adversarial noise and provides guarantees in

networks where there could be random noise, or both. The adversary is assumed to

be omniscient meaning they may design attacks given full knowledge of the network

topology, of the symbols sent along all its edges, and of the operations performed at

the intermediate nodes due to the choice of families of functions known as the network

code. Previous work focuses heavily on the one-shot capacity of a network, that is, the

maximum number of symbols that can be sent over a network without errors.

1



2 CHAPTER 1. INTRODUCTION

In this thesis, we initiate the study of the multishot capacity of networks with restricted

adversaries, that is, the maximum number of symbols that can be transmitted from

one or multiple source(s) to the terminal(s). We restrict to the one source case for

our results. Our goal is to compute the largest number of information packets that

can be correctly received by all terminals on average over multiple uses of the network,

meaning more than once. We focus on the Diamond Network(s) a family of networks

introduced in [5] to determine the criteria for when there is a gain in capacity over

multiple uses of a network. We show that the multishot capacity of the Diamond Net-

work and the butterfly network [5] have a strict increase in comparison to its one-shot

capacity in one adversarial model. On the other hand, the maximum capacity of the

Mirrored Diamond Network and generalizations is the same over multiple uses of these

networks.

The purpose of this thesis is to build the theoretical framework needed to understand the

multishot capacity of known adversarial networks that are relatively vulnerable to noise

provided by an adversary, differentiating our results and strategies from those available

in the one-shot regime. We will compute the capacity of the Diamond Network and

the Mirrored Diamond Network for different restrictions on the adversary. For some

families of networks introduced in [5], the one-shot capacity has not been computed

and requires new combinatorial techniques. We will derive strategies for the multishot

capacity of some of these networks, without knowing the one-shot capacity.



Chapter 2

Motivation

The main questions are what is the largest number of packets of alphabet symbols

that can be transmitted and correctly received over multiple transmission rounds and is

there a gain in capacity with multiple uses? We are interested in understanding whether

multiple uses of a communication network increases the capacity in comparison to using

the communication strategy provided in the one-shot capacity regime. With some

strategies, there is an immediate gain provided in the multiple transmission rounds.

Consider the network N in Figure 2.1.

S

V2

V1

V3 V4

T2

T1

Figure 2.1: Butterfly Network N

We assume that there is no adversary attacking this network. We will use routing as

the preferred strategy of sending information over the network N and will demonstrate

that there is a gain in sending information over this network in two rounds. Therefore,

using this network multiple times provides an advantage. Some references on network

coding theory and routing are [9, 16]. Figure 2.2 demonstrates sending information

3



4 CHAPTER 2. MOTIVATION

over the network in one transmission round using routing.

S

V2

V1

V3 V4

T2

T1

a
b

b

a

b

b

a

a

a

a

a

a
b

a
a

Figure 2.2: Network N with Strategy for One Transmission Round

We see that if we route a at V3, terminal T1 only receives the symbol a whereas terminal

T2 receives a and b. Alternatively, if b is routed at V3, then terminal T1 receives a and b

and terminal T2 only receives a. In either case, it is not possible for both T1 and T2 to

receive both a and b. With this strategy, the most amount of symbols that can be sent

over one transmission round without errors is 1 symbol using traditional well-known

bounds on routing.

S

V2

V1

V3 V4

T2

T1

b a
c b

b

a

b

b

a

a

a

a

a

a
b

a
a

b a
c b

c

b

c

c

b

b

c

c

c

a c
b c

a b
a c

Figure 2.3: Network N with strategy for two transmission rounds.

In contrast, Figure 2.3 demonstrates that over 2 transmission rounds, both receivers

(terminals) receive three symbols over two transmission rounds. In the first round,

the source sends a and b, routing a as in Figure 2.2 with terminal T1 receiving a and
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terminal T2 receiving a and b. Therefore over one round, only one symbol (a) can be

decoded. In the second round, the source sends b and c, and strategically routes c over

V3, and both terminals T1 and T2 receive the symbols a, b and c over 2 transmission

rounds. The amount of information that can be sent and decoded without errors in

this case over two transmission rounds is 3
2
, which is greater than using the strategy

from the first round twice. This contrast is the motivation for the work in this thesis.

2.1 Contributions

Some results of this thesis are from a collaboration that was published and presented

here.

G. Cotardo, G. L. Matthews, A. Ravagnani, and J. Shapiro, Multishot adversarial

network decoding, 2023 59th Annual Allerton Conference on Communication, Control,

and Computing (Allerton), 2023, pp. 1-8. doi: 10.1109/Allerton58177.2023.10313407.



Chapter 3

Background/Literature Review

3.1 Preliminaries

Throughout the thesis, let q be a prime power and Fq be the finite field with q elements.

We start with some necessary definitions and notation.

Definition 3.1. Let G be a graph and let E be the set of edges of G. An edge cut of

G is a set of edges E ′ ⊆ E such that the edge deletion G \ E ′ is disconnected.

We now generally defining codes and functions associated to them.

Definition 3.2. (Code) A subset C ⊆ Fn
q is a code of length n. We say that C is an

(n,M, d)q code if |C| = M and d = min{wt(c)|c 6= 0}, where wt(c) is the number of

nonzero coordinates of c, over the alphabet Fq.

Definition 3.3. (Linear Code) A code C is a [n, k, d] linear code over Fq if C is an

Fq subspace of Fn
q and dimF(C) = k.

A code C is able to recover d−1 erasures using information from all other n − d + 1

coordinates of the code.

Definition 3.4. (Non-linear Code) A code C is nonlinear if it is not an Fq subspace of

Fn
q .

We now define the Hamming distance and the rate of a code.

6
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Definition 3.5. (Hamming Distance) Given two elements x, y ∈ Fn
q , the Hamming

distance between x and y, denoted by dH(x, y), is the number of positions in which x

and y differ.

Definition 3.6. The rate of an [n, k, d] code is

r =
k

n
.

Let Enc : M → C be an injective function that takes a message in M to a codeword in

C and let Dec : Fn
q → M be a function that takes a corrupted codeword to a message

in M. We now define t−error correcting code.

Definition 3.7. A code C is t−error correcting if for every x ∈ M and every y such

that dH(y,Enc(x)) ≤ t, Dec(y) = x.

We next define a traditional bound on codes.

Theorem 3.8. (Singleton Bound [18]). Let C be an [n, k, d] code. Then

k ≤ n− d+ 1.

Codes that attain this bound are called Maximum Distance Separable (MDS)

codes.

We will discuss the Singleton-bound ported to network theory in Chapter 4 and will

provide an extension of this bound to the multishot setting.

We use the following notation throughout this thesis:

• N is a network.
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• A is the chosen alphabet (set of symbols).

• AN is the adversary

• Am×n is a matrix of dimension m× n.

• Fq is a finite field with q elements.

• dH(x, y) is the Hamming distance between two codewords.

• E is a set of edges of a network.

• E ′ is an edge-cut.

• Ω is the channel associated to N .

• Ωi is the i−th power channel associated to N .

• C1(N ,AN ) is the one-shot capacity of an adversarial network.

• Ci(N ,AN ) is the i-shot (or multishot) capacity of a network.

• F is a network code.

• C is a code.

• HN is a channel describing the action of the adversary on N .

• U is the set of edges the adversary can corrupt.
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3.2 Network Coding

In this section, we discuss results from network coding. This section will be split into

two parts: Linear network coding and nonlinear network coding. We first define a

combinatorial network.

Definition 3.9. A network is a 4-tuple N = (V ,E ,S,T ) where:

1. (V ,E ) is a directed, acyclic and finite multigraph;

2. S ⊆ V is the set of sources;

3. T ⊆ V is the set of terminals.

We also assume the following:

4. |S| ≥ 1 and there exists a directed path from any S ∈ S to T ∈ T.

5. |T| ≥ 1 and S ∩ T = ∅.

6. For every V ∈ V \ (S ∪ T), there exists a directed path from S ∈ S to V and

from V to a T ∈ T.

The elements in the set V are called vertices (or nodes), and the elements in E are

called edges. The elements in V ∈ V \ (S ∪ T) are referred to as the intermediate

vertices (or intermediate nodes). For an intermediate vertex V , we denote the set of

incoming and outgoing edges as in(V ) and out(V ). Their cardinalities are the indegree

and outdegree of V denoted deg−(V ) and deg+(V ).

Definition 3.10. A network N = (V ,E ,S,T ) is simple if it has only one terminal

T , i.e. T = {T}.
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For this thesis, we let S = {S}, meaning we only consider networks with one-source. We

consider the model in which each edge of the network N carries one element from an

alphabet A , |A | ≥ 2. The intermediate vertices V in the network N receive symbols

from A over the incoming edges, process them according to a chosen set of functions,

and then outputs the information over the outgoing edges. We model errors in the

transmission as presented by an ominscent adversary A who can change the symbol on

up to t edges from a fixed subset U ⊆ E that is fixed. The adversary can change a

symbol sent across one of the edges of U to any other symbol of A . The pair (N ,A),

where A is the adversary is an adversarial network.

The next definition characterizes the edges of a network.

Definition 3.11. The edges E of a network N = (V ,E ,S,T) can be partially ordered

as follows. Let e, e′ ∈ E . We say that e precedes e� if there exists a directed path in N

that starts with e and ends with e�. The notation is e � e�.

Notice that the partial order � on E can be extended to a total order ≤ that is not

necessarily unique and is a well known fact in graph theory. The total order extension

satisfies the property: e � e′ implies e ≤ e′. Throughout this thesis, we assume that

the total order has been fixed and illustrate the total order by the labeling of the edges.

3.2.1 Linear Network Coding

In this section we will discuss linear network coding. Linear network coding is a

networking technique in which intermediate vertices transfer received data from source

nodes to sink nodes using linear combinations.

Consider the Butterfly Network N with the strategy depicted in the Figure 4.1. It

can be seen that using linear combinations of the information x1 and x2 at V3 allows
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S

V2

V1

V3 V4

T2

T1

x
2

x1

x2

x2

x
1

x1

x1 + x2
x
1 +

x
2

x1
+
x2

Figure 3.1: Butterfly Network N with linear network coding strategy for one trans-
mission round.

for each receiver (terminal) to decode two symbols. Indeed, terminal T1 receives x1

and may recover x2 since x2 = x1 + x2 − x1. Similarly, T2 receives x2 and may recover

x1 since x1 = x2 + x1 − x2. We now define linear network codes, to be used by the

intermediate nodes so they can process information before forwarding.

Definition 3.12. (Linear Network Code) Let A = Fm
q and some m ≥ 1 an integer. A

linear network code is a family of functions F = {FV : V ∈ V \ {S ∪ T}}, where

FV : A out(S) → A in(V ), x 7→ xTLv for some matrix Lv ∈ F|in(V )|×|out(V )|
q .

The rate or (one-shot capacity) of a network can be thought of as the maximum

number of symbols that can be sent and decoded over a network in one transmission

round without errors. The next result provides an upper bound on the rate.

Definition 3.13. The min-cut(S,T) is the minimum number of edges disconnecting

S ∈ S from T ∈ T.

Theorem 3.14. (Min-cut bound [9]). The rate r of N = (V, E ,S,T) with |S| = 1

satisfies

r ≤ min min-cut(S, T )

Definition 3.15. An optimal strategy on a network N is a strategy that attains the

Min-cut bound.
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Note that using the previous theorem, the maximum rate of the Butterfly Network in

Figure 2.1 is 2 since the minimum edge cut is 2. Therefore, the strategy provided in

Figure 4.1 is optimal.

It was shown in [7] that for a sufficiently large finite field Fq, the bound in Theorem

3.14 is achievable using linear network coding. The result stated formally is as follows:

Theorem 3.16. [7] Let N = (V, E , S,T) be a single-source network. A rate (or

capacity) of

minT∈Tmin-cut(S, T )

is achievable, for sufficiently large q, using linear network coding techniques.

3.2.2 Nonlinear Network Coding

Definition 3.17. An (adversarial) channel is a map Ω : X → 2Y \ {∅}, where X

and Y are finite non-empty sets. The sets X and Y are called the input and output

alphabets. The We denote this adversarial channel by Ω : X 99K Y . An outer code

C ⊂ Adeg+(S) (finish). We say that a code C ⊆ X is called unambiguous (or good for)

a channel if for x, x′ ∈ C, with x 6= x′,

Ω(x) ∩ Ω(x′) = ∅.

Next we define the one-shot capacity of a channel Ω.

Definition 3.18. The (one-shot) capacity C1(Ω) of a channel Ω : X 99K Y is the real

number

C1(Ω) := max{log2(|C|) : C ⊆ X is good for Ω}.
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The next example demonstrates the one-shot capacity of an adversarial network.

Example 3.19. Let X = F3
2. Suppose there is an adversary who is capable of cor-

rupting at most one of the components of any x ∈ F3
2. The action of the adversary can

be described by the channel H : F3
2 99K F3

2 defined by

H(x) := {y ∈ F3
2 | dH(x, y) ≤ 1}

for all x ∈ F3
2. The code C = {(000), (111)} is a good code for H, and there is no good

code with larger cardinality. Therefore C1(H) = 1.

We next introduce the product and concatenation of channels defined in [1].

Definition 3.20. Let Ω1 : X1 99K Y1 and Ω2 : X2 99K Y2 be channels and assume that

Y1 ⊆ X2. The product of Ω1 and Ω2 is the channel Ω1 × Ω2 : X1 × X2 99K Y1 × Y2

defined by

(Ω1 × Ω2)(x1, x2) := Ω1(x1)× Ω2(x2),

for all (x1, x2) ∈ X1 × X2.

Definition 3.21. The concatenation of Ω1 and Ω2 is the channel Ω1 I Ω2 : X1 99K Y2

defined by

(Ω1 I Ω2)(x) :=
⋃

y∈Ω1(x)

Ω2(y).

The next definition describes the i−th power channel, which will be useful when com-

puting the multishot capacity in Chapter 4.

Definition 3.22 ([1, Definition 10]). Let i ≥ 1 be an integer. The i-th power of a

channel Ω : X 99K Y is the channel

Ωi : X i 99K Y i
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where Ωi := Ω× . . .× Ω is the i−fold product.

We note that Ωi models i uses of a network. We now introduce what it means for

channels to be finer or coarser than one another.

Definition 3.23. Let Ω1,Ω2 : X 99K Y be channels. We say that Ω1 is finer than Ω2

(or that Ω2 is coarser than Ω1) if Ω1(x) ⊆ Ω2(x) for all x ∈ X . In this case, we write

Ω1 ≤ Ω2.

Proposition 3.24. [5, Proposition 3.6] Let Ω1,Ω2 : X 99K Y be channels with Ω1 ≤ Ω2

as in the previous definition. Then C1(Ω1) ≥ C1(Ω2).

The next definition defines the family of functions inside of the intermediate nodes.

Definition 3.25. (Network Code) Let N = (V ,E ,S,T) be a network. A network

code F for N is a set of functions {FV : V ∈ V \ {{S} ∪ T}}, where FV : A in(V ) →

A out(V ) for all V .

The functions in F describe how N processes the information in each intermediate

node coming from the incoming edges.

The next theorem provides an upper bound on the amount of information that can be

sent in one transmission round, meaning the one-shot capacity.

Theorem 3.26. [4, Theorem 4] Let (N ,A) be a single source network and suppose A

can corrupt up to t edges and that there exists a t−error correcting code for the network

with source alphabet A . The one-shot capacity of N satisfies

C1(N ,A) ≤ max
{
0, min

1≤i≤k
{min-cut(S, Ti)} − 2t

}

where k is the number of terminals T ∈ T.
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The next two definitions compare edge cuts.

Definition 3.27. Let N = (V ,E ,S,T) be a network and let E1,E2 ⊆ E be subsets

of edges of N . We say that E1 precedes E2 if every path from S to an edge of E2

contains an edge of E1.

Definition 3.28. [5, Definition 8.1] Let N be a network and let E1,E2 ⊆ E be edge

cuts such that E1 precedes E2. For some e ∈ E2 and e′ ∈ E1, we can say that e′ is an

immediate predecessor of e in E1 if e′ 4 e and there is no e′′ ∈ E1 with e′ 4 e′′ 4 e

and e′ 6= e′′.

In [1], the authors provide a general method to port bounds for traditional channels

to the networking context. The next result states the ported version of the Single-

ton Bound [18], providing an upper-bound on the one-shot capacity of an adversarial

network.

Theorem 3.29 (The Singleton Cut-Set Bound [1]). Let N = (V ,E ,S,T) be a network

and E ′ ⊆ E be an edge set of N . Assume that an adversary AN can corrupt up to

t ≥ 0 edges from a subset U ⊆ E . Then the one-shot capacity of an adversarial network

satisfies

C1(N ,AN ) ≤ min
T∈T

min
E ′

(|E ′ \ U |+ max{0, |E ′ ∩ U | − 2t})

where E ′ ⊆ E ranges over all edge-cuts between S and T .

Remark 3.30. Notice that Theorem 3.26 is a corollary of the previous theorem.

Namely, U = E recovers the bound in Theorem 3.26.

The next example demonstrate the importance of the Singleton Cut-Set Bound.

Example 3.31. Suppose we have the network N in Figure 3.1. If we assume that

there is no adversary attacking on the network (t = 0), then U = ∅ and both bounds
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Figure 3.2: The Butterfly Network [5], U = ∅, and t = 0.
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Figure 3.3: The Butterfly Network [5] and U = E .
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Figure 3.4: The Butterfly Network [5] where U ⊂ E .
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tell us that

C1(N ,AN ) ≤ 2.

Notice that the minimum edge cut between S and Ti is 2 for all i = 1, 2. Now if we

consider the network in Figure 3.3 and t = 1, using both bounds,

C1(N ,AN ) ≤ 0.

Therefore, we cannot decode any information at the terminals. Lastly, if we consider

the network in Figure 3.4, we notice that U is a proper subset of the edges of N . The

Singleton Cut-Set Bound reads

C1(N ,AN ) ≤ 1.

For this thesis, we are most interested in the case where the adversary is restricted

to corrupting a proper subset of network edges and does not have access to the entire

network. The capacity of the previous network will be discussed in the next section,

where partial decoding will be needed to achieve capacity, introducing the term network

decoding.

3.3 Network Decoding

In this section, we introduce network decoding, a strategy used where intermediate

vertices can perform partial decoding before forwarding information. We first start with

a more formal definition of a channel.

Definition 3.32. Let (N ,A) be an adversarial network with N = (V ,E ,S,T) and
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let U ⊆ E be a set of edges that the adversary can corrupt. Let F be a network code

for N and t ≥ 0 integer. Denote

Ω[N ,A ,F , S → T,U , t] : A deg+(S) → A deg−(T )

to be the channel representing the transfer from S ∈ S to T ∈ T.

We note that again that we assume |S| = 1. Notice that the vertices process and forward

the information using F , everything is defined by the total order ≤ and atmost t packets

in U are corrupted. We call t the adversarial power.

Recall that this thesis is concerned with deriving communication schemes to achieve

the capacity of networks over multiple transmission rounds. Therefore, we are mainly

concerned with the construction of a code that is as large as possible but allows us to

uniquely recover every element of C, regardless of the adversarial model. Therefore, we

have the following definition:

Definition 3.33. An outer code for a network N = (V ,E ,S,T) is a subset C ⊆

A deg+(S) with |C| ≥ 1. An unambiguous (or good) code C for (N ,A,F ) is code

such that for all x, y ∈ C with x 6= y and for all T ∈ T we have

Ω[N ,A,F , out(V ) → in(V )](x) ∩ Ω[N ,A,F , out(V ) → in(V )](y) = ∅

The intersection being empty guarantees that every element of C can be recovered by

every terminal uniquely. The unambiguous property is important to make sure that

each element of C can be recovered regardless of the action the adversary takes.

Next we define the notion of one-shot capacity of an adversarial network in the context

of network decoding. Let AN be the adversary for N .
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Definition 3.34. [5, Definition 3.18] The one-shot capacity of an adversarial network

(N ,AN ) is the maximum α ∈ R such that there exists an unambiguous code C and a

network code F with α = log|A |(|C|), meaning

C1(N ,AN ) = max{log|A | |C| : C is an unambiguous code for (N ,AN )}.

Let U ⊆ E be an edge set. The (1-shot) linear capacity of a network a network is

the largest real α ∈ R for which there exists an outer code C ∈ A out(S) and a linear

network code F for (N ,A ) such that α = log|A |(|C|) such that C is good for the

channel. We call the largest value C lin
1 (N ,AN ).

For the rest of this thesis, we shorten the notation C1(N ,A ,U , t) provided in [5] to

C1(N ,AN ) and C lin
1 (N ,A ,U , t) to C lin

1 (N ,AN ) where the adversary can corrupt

up to t edges of the network.

The following propositions provide a lower bound on the one-shot capacity of product

channels and establish a connection between the one-shot capacity and the i−th shot

capacity of a network.

Proposition 3.35. [5, Proposition 3.6] Let Ω1,Ω2 : X 99K Y be channels with Ω1 ≤ Ω2

as in the previous definition. Then C1(Ω1) ≥ C1(Ω2).

The following proposition introduced in [5] tells us about the capacity of the concate-

nation of channels.

Proposition 3.36. Let Ω1 : X1 99K Y1 and Ω2 : X2 99K Y2 to be channels, with

Y1 ⊆ X2. Then C1(Ω1 I Ω2) ≤ min{C1(Ω1), C1(Ω2)} [5].

The following three results give lower bounds on the i−shot capacity.
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Proposition 3.37. [1, Proposition 8] Let Ω1,Ω2 be channels. Then C1(Ω1 × Ω2) ≤

C1(Ω1) + C1(Ω2).

Proposition 3.38 ([1, Proposition 12]). For a channel Ω : X 99K Y and any i ≥ 1,

we have

C1(Ω
i) ≥ i · C1(Ω).

We restrict to networks with a single source S and we follow the notation introduced

in [5, Section V].

3.3.1 One-Shot Capacity of the Diamond Networks

Let D be the network in Figure 3.5 and let AD be an adversary that can corrupt at

most one of the dashed edges meaning t = 1. The pair (D ,AD) is the Diamond

Network. It was shown in [3, Section III] and [2] that this is the smallest example

of a network that does not meet the Singleton Cut-Set Bound [1, Corollary 66], which

illustrates the importance of intermediate nodes performing partial decoding in order

to achieve capacity.

S

V1

V2

T

e1

e2
e3

e4

e5

Figure 3.5: The Diamond Network D

In particular, the following holds.
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Theorem 3.39 ([3, Theorem 13]). For any alphabet A , the one-shot capacity of D is

C1(D ,AD) = log|A |(|A | − 1).

The strategy provided in [3] gives an explanation for why the bound is not achievable

for the Diamond Network. In particular, the authors show that one symbol needs

to be reserved from A to implement an adversary detection strategy, rendering the

non-integer value capacity shown above. Reserve ⋆ ∈ A to denote the location of the

adversary. V1 simply forwards the received symbol and V2 proceeds as follows: If the

two incoming symbols from A ′ match, forward that symbol. Otherwise, forward ⋆. One

can check that any symbol from A ′ can be uniquely decoded. However, the symbol ⋆

is therefore sacrificed, establishing that C1(D ,AD) ≥ log|A |(|A | − 1).

In [3, Section 3 and 4], it was shown that the network obtained by adding an edge to

the Diamond Network, as in Figure 3.6, attains the Network Singleton Cut-Set Bound.

The pair (S ,AS ) is called Mirrored Diamond Network. The next result provides

the one-shot capacity of S .

S

V1

V2

T
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e2

e3
e4

e4

e5

Figure 3.6: The Mirrored Diamond Network S

Theorem 3.40 ([3, Proposition 14]). For any alphabet A , the one-shot capacity of S

is C1(S ,AS ) = 1.
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The proof of the previous result provided in [3, Proposition 14] uses the Singleton Cut-

Set Bound and a communication scheme that uses a symbol from A to pass information

about where the adversary is acting on the network. In strong contrast with the Di-

amond Network, the proposed strategy comes at no cost, as the “reserved” alphabet

symbol can be sent and decoded like any other symbol from A . Fix ⋆ ∈ A to denote

the location of the adversary. The source S encodes values from the alphabet via a

4−times repetition code. Vertices V1 and V2 proceed as follows: if the two incoming

symbols match, forward that symbol. Otherwise, forward ⋆. At the terminal, if the two

symbols match, decode to that symbol. Otherwise, decode to the symbol that is not ⋆.

All symbols of A can be sent in this scheme, rendering C1(S ,AS ) ≤ 1.

In Chapter 4, we will discuss results on the multishot capacity of D and S .

3.3.2 One-Shot Capacity of Families of Networks

In this section, assume that an adversary can attack up to t edges on the first level of

each family of networks. Let US be the set of outgoing edges from the source. The

Diamond Networks were further generalized in [5, Section V.C]. We begin with the

following notation:

We will now discuss m−level networks and their matrix representation.

Notation 1. Let N = (V ,E ,S,T) be a network, S = {S} and let V, V ′ ∈ V . We say

that V ′ covers V if (V, V ′) ∈ E . We call N an m-level network if V = V0 t . . .tVm

such that V0 = {S}, Vm = T. It is also necessary that each node in Vk, for k ∈

{1, ...,m−1}, is only covered by elements of Vk+1 and only covers elements of Vk−1. Vk

is called the k-th layer of N . Now we fix an enumeration of the elements of each Vk,
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k ∈ {0, ...,m}. We let Mm,k be the matrix representing the graph induced by the nodes

in layers k − 1 and k of Nn, for k ∈ {1, ..., n}. We have that the dimension of Mm,k

is |Vk−1| × |Vk|, and Mm,k
ij = ℓ if and only if there are ℓ edges from node i of Vk−1 to

node j of Vk. We then denote Nm (Mm,1,Mm,2, . . . ,Mm,m).

We now define simple 2−level and simple 3−level networks.

Definition 3.41. A 2-level network is simple if it has a single terminal. A 3-level

network is simple if it has a single terminal, each intermediate node at distance 1 from

the source has in-degree equal to 1, and each intermediate node at distance 1 from the

terminal has out-degree equal to 1.

Using the notation and definition above, we have the following example.

Example 3.42. Consider the Mirrored Diamond Network S of Section 5.1 (see Figure

5.2). Using the above notation, S can be written as ([2, 2], [1, 1]T ) and the Diamond

Network (Figure 5.1) can be represented as ([1, 2], [1, 1]T ). Since both S and D are

simple 2−level networks, we can write [1, 1] instead of [1, 1]T .

For simple 2−level networks, we can use the following notation.

Notation 2. [5, Notation 6.1] Let n ≥ 2 be an integer. We define simple 2−level

networks as

N = (V ,E ,S,T) = ([a1, . . . , an], [b1, . . . , bn])

We now define the Generalized Network Singleton Bound for 2−level networks.

Corollary 3.43. [5, Generalized Network Singleton Bound] Let A be an alphabet , N

a simple 2-level network and US be the set of edges connected to the source. Let an

adversary A be able to corrupt up to t edges of N . Then the one-shot capacity of N
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satisfies

C1 (N ,A) ≤ min
P1⊔P2={1,...,n}

(∑
i∈P1

bi + max
{
0,
∑
i∈P2

ai − 2t

})

with P1 and P2 are two partitions of the set {0, . . . , n} and the minimum is taken over

all possible 2−partitions.

We now define the following families of networks.

Definition 3.44. (Family At [3, Section V.C]) Family At consists of the simple 2−level

networks defined by

At = ([t, 2t], [t, t]), t ≥ 1

The Generalized Network Singleton Bound for At reads C1(At,AAt) ≤ t.

Definition 3.45. (Family Bs [5, Section V.C]) Family Bs consists of the simple 2−level

networks defined by

Bs = ([1, s+ 1], [1, s]), s ≥ 1

The index s is used because for this family, we will always restrict an adversary ABs

to corrupt atmost 1 edge (t = 1). The Generalized Network Singleton Bound for Bs

reads C1(Bs,ABs) ≤ s.

Definition 3.46. (Family Ct [5, Section V.C]) Family Ct consists of the simple 2−level

networks defined by

Ct = ([t, t+ 1], [t, t]), t ≥ 2

The Generalized Network Singleton Bound for Ct reads C1(Ct,ACt) ≤ 1.

Definition 3.47. (Family Dt [5, Section V.C]) Family Dt consists of the simple 2−level
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networks defined by

Dt = ([2t, 2t], [1, 1]), t ≥ 1

The Generalized Network Singleton Bound for Dt reads C1(Dt,ADt) ≤ 1.

Definition 3.48. (Family Et [5, Section V.C]) Family Et consists of the simple 2−level

networks defined by

Et = ([t, t+ 1], [1, 1]), t ≥ 1

The Generalized Network Singleton Bound for Et reads C1(Et,AEt) ≤ 1.

We start with the main result for Family At.

Theorem 3.49. [5, Theorem 6.16] Let At be a member of Family At as in Defini-

tion 3.44. Let US be the set of edges outgoing the source. Let an adversary AAt for At

be restricted to corrupting up to t edges of the set US. Therefore, the one-shot capacity

of Family At satisfies

C1(At,AAt) < t.

The authors prove that there does not exist an unambiguous code C such that |C| =

|A |t. Therefore, the Generalized Network Singleton Bound is not achievable. The one-

shot capacity of Family At is still an open problem and needs new strategies to compute

it’s one-shot capacity. However, the authors showed a strategy for the lower bound when

t = 2 using a 6-times repetition code in [5, Proposition 7.3] namely, C1(At,AAt) ≥ 1.

Therefore, using a 3t-times repetition code and a similar strategy for t ≥ 2 will allow

the decoding of atleast 1 symbol in one transmission round.

The next result provides a not-sharp bound on the capacity of Family Bs.

Theorem 3.50. [5, Theorem 6.9] Let Bs be a member of Family Bs as in Defini-

tion 3.45. Let an adversary ABs be restricted to corrupting only one edge (t = 1). Then
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the one-shot capacity of Family Bs satisfies

C1(Bs,ABs) < s.

The authors prove that |C| < |A |s. Therefore, the Generalized Network Singleton

Bound is not achievable. The capacity of Family Bs in one transmission round for

large alphabets is still an open problem.

The next two results shows that the Generalized Network Singleton Bound is achievable

for Ct and Dt.

Theorem 3.51. [5, Theorem 7.8] Let Ct be a member of Family Ct and let t ≥ 2. Let

A be an alphabet and let US be the set of edges of Ct outgoing the source S. Let ACt

be an adversary that is restricted to corrupt up to t edges of US. Then the one-shot

capacity of Family Ct is

C1(Ct,ACt) = 1.

Therefore, the Generalized Network Singleton Bound is achievable for Ct.

Theorem 3.52. [5, Theorem 7.11] Let Dt be a member of Family Dt. Let A be an

alphabet, let US be the set of edges of Dt outgoing the source S and let ADt be an

adversary able to corrupt up to t of US of Dt. Then the one-shot capacity of Family

Dt is

C1(Dt,ADt) = 1.

Therefore, the Generalized Network Singleton Bound is met with equality for Dt.

The next theorem shows that it is also the case for Family Et, that the Generalized
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Network Singleton Bound is not achievable.

Theorem 3.53. [5, Theorem 6.15] Let Et = (V ,E ,S,T) be a member of Family Et.

Let A be any network alphabet, let US be the set of edges of Et directly connected to

S and let AEt be an adversary able to corrupt up to t edges of US of Et. Then the

one-shot capacity of Family Et satisfies

C1(Et,AEt) < 1.

Therefore the Generalized Network Singleton Bound is not met for Et. The proof idea

is as follows: (and provided in [5, Theorem 6.15]) Assume towards a contradiction

that there exists an unambiguous code C for Ω(Et) such that |C| = |A |. Since C is

considered to be unambiguous, it must be the case that C has minimum distance equal

to at least 2t+1. The contradiction happens if we take two x, y ∈ C, x 6= y it is shown

that Ω(x) ∩ Ω(y) 6= ∅, contradicting the assumption that C is an unambiguous code.

We will provide an extension of this proof in the multishot setting when considering a

more-restricted adversarial model in Section 6.2.

3.3.3 Linear Capacity of some Families of Networks

We note that non-linear codes are used to achieve capacity for the Diamond and Mir-

rored Diamond Network. One may ask why we cannot use linear codes in this setting.

In [5], the authors showed that the linear one-shot capacity of Dt is

C lin
1 (Dt,ADt) = 0.
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In particular, C lin
1 (S ,AS )) = 0, since S is a member of Family Dt. As a consequence

of this, the authors showed in [5, Theorem 9.4] that

C lin
1 (Et,AEt) = 0.

It can be observed that Et ⊆ Dt (sub-network) for all t. Therefore, C lin
1 (D ,AD) = 0,

that is, the linear one-shot capacity of D is 0.

The authors computed a lower bound one the linear one-shot capacity of a network. In

particular, the following holds.

Proposition 3.54. [5, Proposition 9.5] Let N be a simple two level network with

N = ([a1, . . . , an], [b1, . . . , bn]). Let A = Fq with q sufficiently large, t ≥ 0 and Us

be the set of edges connected to the source. Then the linear one-shot capacity of N

satisfies

C lin
1 (N ,AN ) ≥ max{0,

n∑
i=0

min{ai, bi} − 2t}

Interestingly, we can say something about the linear one-shot capacity of Bs.

Theorem 3.55. [5, Corollary 9.6]. Let A be an alphabet and ABs be an adversary

able to corrupt up to s edges of the set US, the edges outgoing the source. Then the

one-shot capacity of Family Bs satisfies

s > C1(Bs,ABs) ≥ C lin
1 (Bs,ABs) ≥ s− 1.

The proof follows from C1(Bs,ABs) < s and using the bound in Proposition 3.54 we

have that C lin
1 (Bs,ABs) ≥ s− 1.
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3.3.4 One-Shot Capacity of 3-level Networks

In this section, we provide previous results on the one-shot capacity of 3−level networks

introduced in [5]. We start with the following definition of 3−level networks.

Recall that a simple 3-level network is a network that has one terminal, each intermedi-

ate node Vi that is at distance 1 from the source gives in(Vi) = 1, and each intermediate

node Vi at distance 1 from T gives out(Vi) = 1.

Using notation 1, in a simple 2-level network, there are two matrices M2,1 and M2,2

(adjacency matrices), and in a 3-level network we have three matrices M3,1 and M3,2,

and M3,3. In a simple 3-level network, M3,1 and M3,3 will always reduce to the all-

ones vectors. We will also denote M2,2 (as an abuse of notation) as a row vector in a

simple 2-level network (instead of as a column vector). We now discuss the reduction

of simple 3−level networks to simple 2−level networks as discussed in [5, Section 4.2].

Let N3 be a simple 3-level network that can be defined by the matrix M3,2, along with

all-ones matrices M3,1 and M3,3. The authors constructed a simple 2−level network

N2, defined by two matrices via M2,1 and M2,2 as follows. Let G3,2 be the bipartite

graph corresponding to adjacency matrix M3,2; if G3,2 has ℓ connected components,

then M2,1 and M2,2 both have dimensions 1× ℓ Here the simplified representation for a

simple 2-level network is considered, see Example 4.4 in [5]. We now let M2,1
1i = a ⇐⇒

the ith connected component of G3,2 has a vertices in V1, and let M2,2
1i = b ⇐⇒ the ith

connected component of G3,2 has b vertices in V2. Observe that the sum of the entries

of M2,1 is equal to the sum of the entries of M3,1, and similarly with M2,2 and M3,3.

We call N2 the simple 2−level network associated to N3. Using this construct, we

provide the following theorem.

Theorem 3.56. [5, Theorem 5.8] Let N3 be a simple 3-level network, and let N2 be
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the simple 2-level network associated to it (by construction). Let U2 and U3 be the set

of edges outgoing the sources of N2 and N3, respectively and let an adversary have the

ability to corrupt up to t edges of U2 and U3. Then for all A and for all t ≥ 0 the

one-shot capacity of N3 satisfies

C1(N3,AN3) ≤ C1(N2,AN2).

The previous result gives an upper bound on the capacity of N3, namely that the

one-shot capacity of N3 is upper bounded by the one-shot capacity of N2. Therefore,

we have a relationship between simple 3−level networks and simple 2−level networks

associated to them. Therefore, strategies provided for simple 2−level networks can be

extended to the simple 3−level network setting. One may ask what happens if we have

a 3−level network that is not simple. The next two results discuss how to construct a

simple 3−level network N ′ from a 3−level network N and that the one-shot capacity

of N is upperbounded by N ′.

Theorem 3.57. (Double-Cut-Set Bound) [5, Theorem 8.6]. Let N be a network, A

be a network alphabet, U ⊆ E be a set of edges. Assume that an adversary AN can

attack up to t ≥ 0 edges of N . Let T ∈ T and let E1 and E2 be edge-cuts between S

and T with E1 preceding E2. Then the one-shot capacity of N satisfies

C1(N ,AN ) ≤ max
F

C1(Ω[N ,A ,F ,E1 → E2,U ∩ E1, t])

where the maximum is taken over all the network codes F for the adversarial network

(N ,A).

The next corollary directly follows from the previous theorem, providing an upper-

bound on the capacity of 3−level networks. In particular, the one-shot capacity of N
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is upperbound by the one-shot capacity of N ′, where N ′ is the simple 3−level network

associated to N .

Corollary 3.58. [5, Corollary 8.7] Let N be a network, t ≥ 0, A a network alphabet,

U ⊆ E a set of edges. Let T ∈ T and let E1 and E2 be edge-cuts between S and T

with E1 preceding E2. Consider a simple 3-level network N ′. The vertices of V1 are

in bijection with the edges of E2 and the vertices of V2 with the edges of E2. A vertex

V ∈ V1 is connected to vertex V ′ ∈ V2 if and only if the edge of E1 corresponding to

V is an immediate predecessor of the edge of E2 corresponding to V ′; see 3.28. Denote

by E ′
S to be the edges directly connected with the source of N �, which we identify with

the edges of E1 (consistently with how we identified these with the vertices in V1). The

one-shot capacity of N satisfies

C1(N ,AN ) ≤ C1(N
′,AN ′).

The previous corollary and the reduction from 3 to 2−level networks provided in [5,

Section V B] shows that under certain assumptions, any network can be upper bounded

by the capacity of a simple 3-level network constructed from it and any simple 3−level

network can be upper-bounded by the simple 2−level network associated to it.

We will now provide an example of the previous corollary, introduced in [5]. Namely,

we will discuss the capacity of the Butterfly Network B with the adversary restricted

to corrupting 1 edge of the set U = {e1, e2, e3, e4, e5, e6, e9} shown in Figure 3.4.

Example 3.59. [5, Example 8.8]. We focus on terminal T1 (a similar approach can

be taken for T2, since the network is symmetric) and consider the two edge-cuts E1 =

{e1, e2, e9} and E2 = {e5, e10} depicted in. Clearly, E1 precedes E2. Using Corollary 3.58,

we can construct a simple 3-level network N ′. We have that layer V1 ∈ N ′ is in



32 CHAPTER 3. BACKGROUND/LITERATURE REVIEW

bijection with E1, therefore |V1| = 3 and layer V2 is in bijection with E2, therefore

|V| = 2. The resulting simple 3−level network is in Figure 5.3.

S

V1

V2

V9

V5

V10

T

e1

e2

e9

e5

e10

Figure 3.7: The 3-level network N ′ induced by the Butterfly network B in Figure 4.4.

We let ES = {e1, e2, e9} and recall that U = {e1, e2, e3, e4, e5, e6e9} is the set of vul-

nerable edges of the Butterfly network depicted in Figure 4.4. We make the edges

vulernable of U ∩ ES = {e1, e2, e9}, as depicted in Figure 5.4.
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Figure 3.8: The 3-level network N ′ where the vulnerable edges are dashed.

Using notation 1 and the discussion above, Figure 5.3 and 5.4 can be represented as


[
1 1 1

]
,


1 0

1 0

0 1

 ,

1
1


 .

It remains to discuss the reduction of N ′ to a simple 2−level network using the process

described in [5, Section V-B]. Let G3,2 be the bipartite graph corresponding to the
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adjacency matrix

M3,2 =


1 0

1 0

0 1

 .

One can easily see that G3,2 has two connected components. Therefore, M2,1 and M2,2

of the simple 2−level network we are constructing have dimension 1× 2. It remains to

compute the entries of these matrices. We have that M2,1
1,1 = 2, since the first connected

component has 2 vertices in V1 and M2,1
1,2 = 1, since the second connected component

has 1 vertex in V1. Therefore M2,1 = [2, 1]. Now M2,2
1,1 = 1 since the first connected

component has 1 vertex in V2 and M2,2
1,2 = 1 since the second connected component has

1 vertex in V2. Therefore, we get the two-level network N2 = ([2, 1], [1, 1]). Notice that

by graph isomorphism, we can rewrite as N2 = ([1, 2], [1, 1]). Notice that N2 is exactly

the Diamond Network. Therefore using Theorem 3.56, Corollary 3.58 and the one-shot

capacity of the Diamond Network, the upper bound one-shot capacity of the Butterfly

network B is C1(B,AB) ≤ log|A |(|A | − 1).

We will now explain the capacity-achieving strategy discussed in [5]. .

Theorem 3.60. [5, Theorem 8.9] Let A be an alphabet and AB be an adversary able

to corrupt up to 1 edge of U defined above. Then the one-shot capacity of B is

C1(B,AB) = log|A |(|A | − 1).

A strategy similar to the Diamond Network is applied to this network, that is, reserving

a symbol to denote the location of the adversary. The authors show that this symbol

is therefore sacrificed in this adversary-detection scheme, rendering that C1(B,AB) ≥

log|A |(|A | − 1). The strategy is as follows: Reserve a symbol ⋆ ∈ A to be used as an

adversary detection scheme and information is encoded by the source using a repetition
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code in A 4. Vertices V1 and V2 process information by the following rules: If the symbols

that appear on their incoming edges are the same, they forward that symbol; otherwise

they output ⋆. Vertex V3 checks if one of the two received symbols is different from

⋆ then it forwards that symbol. If both received symbols are different from ⋆, then it

outputs ⋆ over the edge e9. The vertex V4 just forwards the received symbol. Decoding

proceeds at the termimals as follows: T1 and T2 look at the edges e5 and e8, respectively.

If the terminals do not receive ⋆ over those edges, they trust the received symbol. If

one of them is ⋆, then the corresponding terminal trusts the outgoing edge from V4.

For example, if e5 carries ⋆, then T1 trusts e10. This scheme defines a network code

F = (FV1 ,FV2 ,FV3 ,FV4) for (B,AB) and an unambiguous outer code

C = {(a, a, a, a), a ∈ A 4 \ {(⋆, ⋆, ⋆, ⋆)}}

of cardinality |A |−1. Therefore C1(B,AB) ≥ log|A |(|A | − 1).

The previous example demonstrates the relationship between 3−level networks and the

2−level networks associated to them. Namely, this process can be used to derive upper

bounds on 3−level networks that can be reduced to simple 2−level networks in this

way, making something more complicated easier to understand with the tools provided.

We will revisit the Butterfly Network B in Figure 3.4 Chapter 5 when discussing its

multishot capacity.



Chapter 4

Multishot Capacity of Adversarial

Networks

This chapter is dedicated to original results on the multishot capacity of adversarial

networks. For the remainder of the thesis, let i ∈ N be the number of uses of a network.

We let multiple uses represent more than one use of a network. A formal definition of

the multishot capacity that extends Definition 3.34, is the following.

Definition 4.1. [17, Definition II.7] Let i be a positive integer. The i-shot capacity

of (N ,AN ) is the maximum α ∈ R such that there exists an unambiguous code C for

(N ,AN ) with α =
log|A |(|C|)

i
, meaning

Ci(N ,AN ) = max
{
α =

log|A |(|C|)
i

: C is an unambiguous code for (N ,AN )

}
.

Intuitively, the multishot capacity can be thought of as the maximum number of symbols

we can send over i transmission rounds without errors and is an extension of the original

one-shot capacity in Definition 3.34. Notice that i = 1 recovers the original definition.

The remainder of the thesis is organized according to the following adversarial models:

A.1 The adversary attacks the same t edges over i uses of the network.

A.2 The adversary can change the t edges to attack over i uses of the network.

35
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4.1 Multishot Capacity of the Diamond Network(s)

In this section, we will to compute the multishot capacity of the Diamond Network D

and the Mirrored Diamond Network S in each of the adversarial models in Scenario

A.1 and A.2.

4.1.1 The Diamond Network

Scenario A.1

Let t = 1 in this section, meaning, the adversary can corrupt at most 1 edge per

transmission round but cannot change the edge attacked after the first transmission

round. We will demonstrate that in this scenario, the i−shot capacity of D in Scenario

A.1 is

Ci(D ,AD) =
log|A |(|A |i − 1)

i
.

Therefore, the largest unambiguous code we can construct for D has cardinality |A |i−1.

Notice that reusing the strategy previously proposed in [3, Proposition 11] one can

easily show that Ci(D ,AD) ≥ log|A |(|A | − 1). We let Ω[D ,AD ,F , out(S) → in(T )]

be the channel representing the transfer from S to T of the Diamond Network as in

Definition 5 for the remainder of the paper. The aim of this section is to explicitly

compute the multishot capacity of the Diamond Network in Scenario A.1. We provide

a construction of an unambiguous code of cardinality |A |i − 1 for (D ,AD ,F ) that

models i transmission rounds. We show that this is the maximum possible in this
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setting. In particular, we prove that

Ci(D ,AD) =
log|A |(|A |i − 1)

i
.

We start with the following result.

Proposition 4.2. [17, Proposition III.1] Let F be a network code for (D ,AD). If

C ⊆ (A i)3 is an unambiguous code for (D ,AD ,F ), then |C| ≥ |A|i − 1.

Proof. Let ⋆ ∈ A . We want to show that

C = {(a | a | a) : a ∈ A \ (⋆, . . . , ⋆)} ⊆ (A i)3

is unambiguous for the Diamond Network in Scenario A.1. Let F be a network code

as in the proof of [3, Proposition 11], which provides the strategy for the lower bound

in the one-shot case. The strategy is reused in each transmission round. Suppose the

adversary corrupts e1 and changes the symbol on e1. For any a ∈ A i, we have that

Ωi[D ,A,F , out(S) → in(T )]((a | a | a)) = {(b | a)}

for some b ∈ A i \ {(⋆, . . . , ⋆)}. On the other hand, if the adversary corrupts e2 or e3

then, for any a ∈ A i \ {(⋆, . . . , ⋆)}, we get

Ωi[D ,AD ,F , out(S) → in(T )]((a | a | a)) = {(a | ⋆, . . . , ⋆)}.

It follows that, for any c, c′ ∈ C, we have

Ωi[D ,AD ,F , out(S) → in(T )](c) ∩ Ω[D ,AD ,F , out(S) → in(T )](c′) 6= ∅
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if and only if c = c′ which implies that the code C is unambiguous. This concludes the

proof.

Note that the construction of C in Proposition 4.2 heavily relies on the adversary not

being able to change the edge attacked for the next i− 1 uses. Therefore, we know the

exact location of the adversary after the first transmission round. Thus, the strategy

provided in [3, Proposition 11] can be applied to i transmission rounds by modeling the

unambiguous code in (A i)3. The lower bound provided in Proposition 4.2 is a strict

improvement on the lower bound provided by Proposition 3.38. This provides a gain

in capacity of using D multiple times for communication. In the next result, we will

show that C is the largest unambiguous code we can construct for (D ,AD).

The action of the adversary on (D ,AD) can be defined as the channel HD : A 3 99K

A 3 defined as HD(x) := {y ∈ A 3 : dH(x, y) ≤ 1} for all x ∈ A 3, where dH is the

Hamming distance as in [1, Example 4]. Therefore, a code C ⊆ A 3 is unambiguous

for HD if dH(C) = 3. We can extend this to i uses of the network and describe the

adversary as a power channel Hi
D . Let x = (x1, . . . , x3i) ∈ (A 3)i and we can define

x(j) := (x3j+1, x3j+2, x3j+3) for all j ∈ {0, . . . , i− 1}. Then, for any x ∈ C, we have

HD(x) = {y ∈ (A 3)i : dH(x
(j), y(j)) for all j ∈ {0, . . . , i− 1}}.

Hence C ⊆ (A i)3 is good code for Hi
D if and only if for all x, y ∈ C, with x 6= y we

have dH(x
(j), y(j)) = 3 for some j ∈ {0, . . . , i− 1}.

Let s ∈ {1, 2, 3} and define πi
s : A 3i −→ A i to be the projection onto the components in

the set {3j+s : j ∈ {0, . . . , i−1}}. Intuitively, these are the components corresponding

to the edge es in each round. Let F be a network code for (D ,AD). The following
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generalizes [3, Claim A].

Lemma 4.3. [17, Lemma III.2] If C ⊆ A 3i is an unambiguous code for (D ,AD ,F ),

then |πi
1(C)| = |C|.

Proof. We already showed that C is unambiguous for the Diamond Network if and

only if for any x, y ∈ C, with x 6= y, dH(x
(j), y(j)) = 3 for some j ∈ {0, . . . , i − 1} in

the above argument. Suppose, towards a contradiction, that there exist x, y ∈ C with

x 6= y and πi(x) = πi(y). It implies that x3j+1 = y3j+1 and therefore dH(x
(j), y(j)) ≤ 2

for all j ∈ {0, . . . , i− 1}. This leads to a contradiction.

The following result generalizes [3, Claim B] for multiple transmission rounds.

Lemma 4.4. [17, Lemma III.3] If C ⊆ (A i)3 is an unambiguous code for (D ,AD ,F )

then the restriction of FV1 to πi
1(C) is injective.

Proof. Suppose, towards a contradiction, that there exist x, y ∈ C such that x 6= y and

FV1(π
i
1(x)) = FV2(π

i
1(x)). One can check that the vector

(
FV1(π

i
1(x)) | FV2

(
πi
2(x) | πi

3(y)
))

∈ A 2i

is in Ωi[D ,AD ,F , out(S) → in(T )](x)∩Ωi[D ,AD ,F , out(S) → in(T )](y). This implies

that C is not unambiguous for (D ,AD) which is a contradiction.

Following the notation in [3], we let

Ω
i
:=Ωi[D ,AD ,F , {e1, e2, e3} → {e2, e3}],

Ωi :=Ωi[D ,AD ,F , {e1, e2, e3} → {e5}]
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which is well-defined since {e1, e2, e3} precedes {e5}. The following result generalizes [3,

Claim C].

Lemma 4.5. [17, Lemma III.4] Let F be a network code for (D ,AD). If C ⊆ A 3i

is an unambiguous code for (D ,AD ,F ), then there exists at most one element x ∈ C

such that |Ωi(x)| = 1.

Proof. Suppose, towards a contradiction, that there exist x, y ∈ C such that |Ωi(x)| =

|Ωi(y)| = 1 and x 6= y. It implies |FV2(Ω
i
(x))| = |FV2(Ω

i
(y))| = 1. Since (πi

2(x) |

πi
3(x)), (π

i
2(x) | πi

3(y)) ∈ Ω
i
(x) and (πi

2(y) | πi
3(y)), (π

i
2(x) | πi

3(y)) ∈ Ω
i
(y), we have

FV2(π
i
2(x) | πi

3(x)) = FV2(π
i
2(x) | πi

3(y))

= FV2(π
i
2(y) | πi

3(y)).

It follows that

Ωi[D ,AD ,F , out(S) → in(T )](x) ∩ Ωi[D ,AD ,F , out(S) → in(T )](y) 6= ∅

since the adversary can corrupt the edge e1. This is a contradiction.

We are now ready to prove a result analogous to [3, Proposition 12].

Proposition 4.6. [17, Proposition III.5] Let F be a network code for (D ,AD). If

C ⊆ A 3i is an unambiguous code for (D ,AD ,F ) then

|C|2 + |C| − 1− |A |2i ≤ 0.

Therefore, |C| ≤ |A |i − 1.
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Proof. Let

Ω̂i :=Ωi[D ,AD ,F , {e1, e2, e3} → {e4, e5}],

Ω̂i
1 :={y ∈ Ω̂i : FV1(π

i
1(y)) = πi

1(x)},

Ω̂i
2 :={y ∈ Ω̂i : FV2((π

i
2(y) | π3

2(y))) = (πi
2(x) | π3

2(x))}

for any x ∈ C, and let Ω̂i(x) = Ω̂i
1(x) ∪ Ω̂i

2(x). By definition, we have |Ω̂i(x)| =

|Ω̂i
1(x)|+ |Ω̂i

2(x)| − 1. Using the lemmas provided above

∑
x∈C

|Ω̂i(x)| ≥ 1− 2(|C| − 1) +
∑
x∈C

|C| − |C|

= 2|C| − 1 + |C|2 − |C| (4.1.1)

= |C|2 − |C| − 1.

Since we showed that the code is unambiguous, we have

∑
x∈C

|Ω̂i(x)| ≤ |A |2i.

Combining this with (4.1.1) we get the statement.

As a consequence of Propositions 4.2 and 4.6, we have that in the Scenario A.1 the max-

imum size of an unambiguous code for (D ,AD) is exactly |A |i − 1 Thus, Ci(D ,AD) =

log|A |(|A |i−1)

i
.

Therefore, we showed that in using the (D ,AD) multiple times for communication,

we have a gain in capacity. Notice that if we used the strategy provided in [3], we

would expect that the largest unambiguous code for D we could construct would have

cardinality (|A |− 1)i. We showed that the largest unambiguous code we can construct
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for D was |A |i − 1 in Scenario A.2. In comparison, |A |i − 1 ≥ (|A | − 1)i for i ≥ 1,

which is consider gain in the information we can send over i uses of the network without

errors. We wish to understand if this is the case for Scenario A.2.

Scenario A.2:

Recall that in this scenario, the adversary can attack 1 edge but can change the edge

attacked each transmission round.

One can easily check that Ci(D ,AD) ≤ log|A |(|A | − 1) using [1, Proposition 12]. We

will show that

Ci(D ,AD) = log|A |(|A | − 1),

therefore the largest unambiguous code we can construct for D in Scenario A.2 has

cardinality (|A | − 1)i. Therefore, Ci(D ,AD) = C1(D ,AD). Therefore, there is no

advantage in using the Diamond Network multiple times for communication in this

scenario in contrast with A.1. In the following examples, we provide a characterization

of an unambiguous code for HD , the adversarial channel associated to D .

Example 4.7. Let HD be the adversarial channel for D as in Scenario A.1. The source

S can send any symbol of A ′ = A \ {⋆}, where ⋆ is a reserved symbol in the alphabet

A . It can be checked that the largest unambiguous code for HD has cardinality |A |−1.

The source S cannot send the reserved symbol ⋆, implying C1(HD) = log|A |(|A | − 1).

The argument provided is similar to the one in Scenario A.1 and shows that a code

C ⊆ (A 3)i is unambiguous for Hi
D if and only if, for all x, y ∈ C with x 6= y, we have

dH(x(j)), y(j)) ≥ 3, with j ∈ {1, . . . , i − 1}. In the next example, we show that there

does not exist a code C with |C| = (|A | − 1)i + 1 for i uses of the Diamond Network,
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that is, |C| ≤ (|A | − 1)i. We follow the strategy provided in [1, Example 56].

Example 4.8. Assume towards a contradiction that there exists an unambiguous code

C ⊆ (A 3)i for Hi
D such that |C| = (|A | − 1)i + 1. For any x = (x1, . . . , x3i) ∈ (A 3)i,

we let x1 := (x1, x2, x3), . . . , x
i := (xi

1, x
i
2, x

i
3) and c1, . . . , c(|A |−1)i+1 be elements in C.

We claim that there are no two codewords of C that coincide in the first (|A | − 1)i

components. Assume, towards a contradiction, that c11 = c12 for c11 6= c12 and we let

c1 = 0, without loss of generality. This implies that c12 = 0 and that c13, . . . , c
1
(|A |−1)i+1

must have Hamming weight at least 3. Observe that if c13 has Hamming weight less than

3, then one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} is a code in A 3 of cardinality 3 with minimum

Hamming distance 3, contradicting C1(HD) = log|A |(|A |−1). On the other hand, since

c13, . . . , c
1
(|A |−1)i+1 have Hamming weight at least 3 which implies that the Hamming dis-

tance between any two elements in {c13, . . . , c1(|A |−1)i+1} is at most 2. Since we assumed

that C is unambiguous for Hi
D , we have that one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} must be

a code with cardinality 3 and minimum Hamming distance 3, which again contradicts

the capacity of HD .

We introduce the following notation.

Notation 3. We let Ωi, the i−fold product of (ΩF1 [out(S) → in(T )] � HD), be the

channel modeling i uses of the network (D ,AD), where Fj denotes the network code

used in transmission round j, with j ∈ {1, . . . , i}. Note that Ωi : (A 3)i 99K (A 2)i.

We are now ready to prove the main theorem of this section.

Theorem 4.9. Let A be an alphabet and AD be an adversary able to corrupt up to

1 edge of the set of edges outgoing the source of D . Then the i-shot capacity of the

Diamond Network in Scenario A.2 is

Ci(D ,AD) = log|A |(|A | − 1).
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Proof. We first show that |C| ≤ (|A |−1)i. Assume that an adversary AD can corrupt at

most of the edges in the set {e1, e2, e3}. We observe that, for an x = (x1, . . . , x3i) ∈ A 3i,

we have

Ωi(x) = Hi
D(F

1(x1, x2, x3), . . . ,F
i(x3i−2, x3i−1, x3i)).

We assume that there exists an unambiguous code C ⊆ A 3i for Ωi with |C| = (|A | −

1)i + 1. The code

C ′ := {F 1(x1, x2, x3), . . . ,F
i(x3i−2, x3i−1, x3i))} ⊆ (A 3)i

is unambiguous for Hi
D of cardinality (|A | − 1)i + 1. Since |C ′| = (|A | − 1)i + 1, there

must exist a, a′ ∈ C, a 6= a′ such that (a1, . . . , a(|A |−1)i) = (a′1, . . . , a
′
(|A |−1)i). Thus

C ′ ∈ (A 3)i is an unambiguous code for Hi
D with two different code words that coincide

in the first (|A |−1)i components. However, such a code does not exist by Example 4.8.

It follows C1(Ω
i) < log|A |((|A | − 1)i + 1) and hence |C| ≤ (|A | − 1)i. It remains to

show that |C| ≥ (|A | − 1)i. This immediately follows by applying [1, Proposition 12]

and the strategy introduced in [3, Proposition 11] to the argument above.

It is interesting to note that when the adversary can change the edge attacked in each

transmission round, we recover the same scheme as in [3]. Again, there is no gain of

using the Diamond Network multiple times for communication in this scenario.

4.1.2 The Mirrored Diamond Network

In this section, we compute the multishot capacity of the Mirrored Diamond Network

S in both scenarios.
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Scenario A.1

Using [1, Proposition 12], it immediately follows that Ci(S ,AS ) ≤ 1. We will show

that

Ci(S ,AS ) = 1

indicating that using S multiple times does not provide a gain in capacity in comparison

to the one-shot capacity. We begin with the following necessary notation and examples.

Notation 4. We let

Ωi′ := (ΩF1 [out(S) → in(T )]� HS )× · · · × (ΩFi
[out(S) → in(T )]� HS )

represent the channel describing i uses of the network (S ,AS ), where Fj denotes

the network code used in transmission round j, with j ∈ {1, . . . , i}. Notice that Ω′
i :

(A 4)i 99K (A 2)i.

The next example describes the one-shot capacity of the adversarial channel HS that

represents the action of the adversary on S .

Example 4.10. Following [1, Example 4], let HS be the adversarial channel for S ,

with HS : A 4 99K A 4. Note that HS represents an adversary AS being able to

attack 1 edge from the subset of edges {e1, e2, e3, e4} of S defined by HS (a) := {b ∈

A ′ : dHS
(a, b) ≤ 1} for all a ∈ A . Notice that the largest unambiguous code for HS

has cardinality |A | and there is no unambiguous code with larger cardinality. Thus

C1(HS ) = 1.

The next example shows that there does not exist an unambiguous code C for H i
S such

that |C| = |A |i + 1, that is, |C| < |A |i + 1.
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Example 4.11. For x ∈ (A 4)i, we let xj := (x4j+1, x4j+2, x4j+3, x4j+4) for all j ∈

0, . . . , i− 1. The code C ⊆ (A 4)i is unambiguous for Hi
S if and only if one among

dH(x1, y1), . . . , dH(xi, yi) has Hamming distance at least 3 for all x, y with x 6= y. Let

c1, . . . , c|A |i+1 be elements in C. We want to show that there are no two codewords

of C that coincide in the first |A |i components. Assume, towards a contradiction,

that c11 = c12. We can also assume that c1 = 0 without loss of generality, which im-

plies c12 = 0. It follows that c13, . . . , c
1
|A |i+1 must have Hamming weight at least 3. If

c13 has Hamming weight less than 3, then one among {c21, c22, c23}, . . . , {ci1, ci2, ci3} is an

unambiguous code for HS of cardinality 3 with minimum Hamming distance 3, which

contradicts the fact that C1(HS ) = 1. On the other hand, since c13, . . . , c
1
|A |i+1 have

Hamming weight at least 3, we have that the Hamming distance between two elements

in {c13, . . . , c1|A |i+1} is at most 2. Therefore assuming that C is good for Hi
S implies

that one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} must be a code with cardinality 3 and minimum

Hamming distance 3, which again contradicts C1(HS ) = 1.

We are now ready to prove the main result of this subsection.

Proposition 4.12. Let A be an alphabet and AS be an adversary able to corrupt up

to 1 edge of the set of outgoing edges of the source of S . Then the i-shot capacity of

S in Scenario A.1 is

Ci(S ,AS ) = 1.

Proof. We use an approach similar to the one in [1, Example 56]. Let F be a network

code for (S ,AS ) and assume that A can corrupt at most 1 edge from {e1, e2, e3, e4}.

Let x = (x1, . . . , x4i) ∈ A 4i. We have that

Ω′
i(x) = Hi

S (F 1(x1, x2, x3, x4), . . . ,F
i(x4i−3, x4i−2, x4i−1, x4i)).
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We want to show that C1(Ω
′
i) < |A |i + 1. Assume that there exists a code C ⊆ (A 4)i

with |C| = |A |i + 1 which is good for Ω′
i. Then

C ′ := {F 1(x1, x2, x3, x4), . . . ,F
i(x4i−3, x4i−2, x4i−1, x4i)) : x ∈ C} ⊆ A 2i

is an unambiguous code for Hi
S with |C ′| = |A |i + 1. We have that there must

exist a, a′ ∈ C, a 6= a′ such that (a1, . . . , a|A |i) = (a′1, . . . , a
′
|A |i). Therefore, C ′ is a

good code for Hi
S which has two different code words that coincide in the first |A |i

components. However, by Example 4.11, this code does not exist. This implies that

C1(Ω
′
i) < log|A |(|A |i + 1) and we get Ci(S ,AS ) ≤ 1.

In particular, we have that

Ci(ΩS ) =
C1(Ω

i
S )

i
≥ iC1(ΩS )

i
= C1(ΩS ) = 1.

Therefore, Ci(S ,AS ) = C1(S ,AS ) = 1 and there is no advantage of using S multiple

times for communication.

Scenario A.2

It is not hard to check that for an adversary able to attack up to 1 edge and can change

the edge attacked each transmission round, Ci(S ,AS ) = 1 in Scenario A.2. This

follows by using arguments similar to the ones in Example 4.11 and in the proof of

Proposition 4.12. For the lower bound, the strategy provided for the one-shot case can

be reused each transmission round.
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4.2 Multishot Capacity of Families of Networks

In this section, we compute bounds on the multishot capacity of families of networks

introduced in [5, Section V-C].

4.2.1 Family Ct and Dt

In this section, we will compute the multishot capacity of Family Ct and Family Dt in

both scenarios. Recall that we assume that t ≥ 2, since t = 1 recovers the Diamond

Network. We start with the following notation.

Notation 5. Let A be an alphabet. Denote

Ωi
Ct

:= ΩCt [Ct,ACt ,F , out(S) → in(T )]× · · · × ΩCt [Ct,ACt ,F , out(S) → in(T )]

to be the i−th power channel for Ct. Suppose an adversary ACt can corrupt up to t

edges of Ct on the first level. Let HCt be the channel that describes the action of the

adversary, given by

HCt : A 2t+1 99K A 2t+1,HCt(x) := {y ∈ A 2t+1 : dH(x, y) ≤ t}.

It is easy to check that the largest unambiguous code for HCt is |A | and there is no

larger code. This implies that C1(HCt) = 1.

Note that C is an unambiguous code for Hi
Ct

if and only if for x, y ∈ C one of

dH(x
1, y1) ≥ 2t + 1, . . . , dH(x

i, yi) ≥ 2t + 1. The next example provides the size of

the largest unambiguous code for Hi
Ct

.
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Example 4.13. Assume C is an unambiguous code for Hi
Ct

with |C| = |A |i + 1.

Define x1 = (x1, . . . , x2t+1), . . . , x
i = (xi

1, . . . , x
i
2t+1). With the same approach that was

applied in Example 4.12 and [5, Example 9], we claim that there are no two codewords

that coincide in the first |A |i components. Let c1, . . . , c|A |i+1 ∈ C. Without loss of

generality, we can assume that for c1, c2 ∈ C, c11 = c12 and c1 = 0. This implies that

c13, . . . , c
1
|A |i+1 must have Hamming weight 2t+ 1. If not, assume that c13 has Hamming

weight less than 2t+1. This allows one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} to be a good code of

Hamming distance atleast 2t+1 and of cardinality 3, contradicting the original capacity

for HCt . Since we have that c13, . . . , c1|A |i+1 have Hamming weight 2t+1, a comparison of

any two elements gives Hamming distance at most t+1. We assume that C is good for

Hi
Ct

, therefore one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} has to be an unambiguous code for HCt

with cardinality 3 and minimum Hamming distance 2t+ 1 contradicting C1(HCt) = 1.

Finally, we are ready to compute the multishot capacity of Ct.

Proposition 4.14. Let A be an alphabet. Recall that ACt can corrupt up to t edges of

the first level of Ct. Then the i-shot capacity of Ct is

Ci(Ct,ACt) = 1.

Proof. We first show that |C| ≤ |A |i. Let ACt be an adversary who is restricted to

corrupting t edges of the network Ct on the first level. The action the adversary may

take is described by HCt as in Notation 5. Let F be a network code for Ct, where

FV : A 2t+1 → A 2t+1 for V /∈ S ∪ T, with S = S,T = T . We will use Ct in i

transmission rounds with network codes F1, . . . ,Fi respectively. We have that i uses

of Ct is represented by Ωi
Ct

as in Notation 5. For x = (x1, . . . , x(2t+1)i) ∈ A 2t+1 × · · · ×
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A 2t+1, we have that

Ωi
Ct
(x) := Hi

Ct
(F 1

V (x1, . . . , x2t+1), . . . ,F
i(x(2t+1)(i−1)+1, . . . , x(2t+1)i).

Assume that there exists an unambiguous code C with |C| = |A |i + 1. Then there

exists a good code

C ′ := {F 1(x1, . . . , x2t+1), . . . ,F
i(x(2t+1)(i−1)+1, . . . , x(2t+1)i))} ⊆ A 2t+1 × · · · × A 2t+1

which is good for Hi
Ct

of cardinality |A |i + 1. Since we have that |C ′| = (|A |)i + 1,

there must exist y, y′ ∈ C, y 6= y′ such that they coincide in the first |A |i components,

such that C ′ ∈ A 2t+1 × · · · × A 2t+1 a good code for Hi
Ct

which has two different code

words that coincide in the first |A |i components. However, it was shown in Example

4.13, a code of this type does not exist. Therefore |C| ≤ |A |i.

It remains to show that Ci(Ct,ACt) ≥ 1. This immediately follows from [1, Proposition

12] using the channel Ωi
Ct

associated to Ct, with

Ci(ΩCt ,ACt) = C1(Ω
i
Ct
,ACt)

C1(Ω
i
Ct
)

i
≥ iC1(ΩCt)

i
= C1(ΩCt ,ACt) = 1.

Combining achieves the desired result.

Therefore, there is no gain in using Ct multiple times for communication.

We now would like to compute the multishot capacity of Family Dt. For the following
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proofs, we make no assumption on the adversary, therefore they can be extended in

both scenarios. We start with some necessary notation.

Notation 6. Let A be an alphabet and ADt be an adversary acting on Dt. Denote

Ωi
Dt

:= ΩDt [Dt,ADt ,F , out(S) → in(T )]× · · · × ΩDt [Dt,ADt ,F , out(S) → in(T )]

to be the i−th power channel for Dt that represents i uses of Dt.

Notation 7. Suppose an adversary A can corrupt up to t edges of Dt. Let HDt be the

channel that describes the action of the adversary with HDt : A 4t 99K A 4t defined by

HDt(x) := {y ∈ A 4t : dH(x, y) ≤ t}. We note that the largest unambiguous code for HDt

is |A | and there is no larger code. This implies that C1(HDt) = 1.

Proposition 4.15. Let A be an alphabet and let ADt be an adversary that is able to

corrupt up to t edges on the first level of Dt. Then Ci(Dt,ADt) ≥ 1.

Proof. This is an immediate result from applying [1, Proposition 12] using the power

channel Ωi
Dt

. In particular,

Ci(Dt,ADt) = Ci(ΩDt) =
C1(Ω

i
Dt
)

i
≥ iC1(ΩDt)

i
= C1(Dt,ADt) = 1.

We described a structural property for which a code C is good for H. We find that a

code C is good for H i if and only if one of dH(x
1, y1) ≥ 3t, . . . , dH(x

i, yi) ≥ 3t.

We wish to show that the largest unambiguous code for Dt is |C| = |A |i. We provide

a similar proof as in the upper bound of the Mirrored Diamond Network S .
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Example 4.16. We let C be any good code for Hi
Dt

with |C| = |A |i + 1. Define

x1 = (x1, . . . , x4t), . . . , x
i = (xi

1, . . . , x
i
4t). With the same approach that was applied in

Example 4.12 and [1, Example 9], we wish to show that there are no two codewords

that coincide in the first |A |i components. Let c1, . . . , c|A |i+1 ∈ C. Without loss of

generality, we can assume that for c1, c2 ∈ C, c11 = c12 and c1 = 0. This implies that

c13, . . . , c
1
|A |i+1 must have Hamming weight 3t. If not, assume that c13 has Hamming

weight less than 3t. This allows one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} to be a good code of

Hamming distance atleast 3t and of cardinality 3 contradicting the fact that C1(HDt) =

1. Since we have that c13, . . . , c
1
|A |i+1 have Hamming weight atleast 3t, a comparison of

any two elements gives Hamming distance atmost 2t. We assume that C is good for

Hi
Dt

, therefore one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} is an unambiguous code for HDt with

cardinality 3 and minimum Hamming distance 3t contradicting again the capacity of

HDt .

We are now ready to compute the multishot capacity of Family Dt in Scenario A.1 and

A.2.

Proposition 4.17. Let A be an alphabet and let ADt be an adversary that can corrupt

up to t edges on the first level of Dt. Then the i-shot capacity of Dt is

Ci(Dt,ADt) = 1.

Proof. Consider an adversary ADt who is restricted to corrupting t edges of the network

Dt on the first level. The action the adversary may take is described by the channel

HDt := A 4t 99K A 4t denoted by

H(x) := {y ∈ A 4t : dH(x, y) ≤ t}.
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Let F be a network code for Dt with F : A 4t → A 2. Assume we use the network i

times with network codes F1, . . . ,Fi. We have that i uses of Dt is represented by Ωi
Dt

as in 6. For x = (x1, . . . , x4it) ∈ A 4t × · · · × A 4t, we have that

Ωi
Dt
(x) := Hi

Dt
(F 1

V (x1, . . . , x4t), . . . ,F
i(x4(i−1)t+1, . . . , x4it).

We will show that C1(Ω
i
Dt
) ≤ |A |i. Assume towards a contradiction that there exists

an unambiguous code C such that |C| = |A |i + 1. Then this implies that we have a

good code

C ′ := {F 1(x1, . . . , x4t), . . . ,F
i(x4(i−1)t+1, . . . , x4it))} ⊆ A 4t × · · · × A 4t

which is good for Hi
Dt

of cardinality |A |i + 1. Since we have that |C ′| = (|A |)i + 1,

there must exist y, y′ ∈ C, y 6= y′ such that they coincide in the first |A |i components,

making C ′ ∈ A 4t × · · · × A 4t a good code for Hi
Dt

which has two different code words

that coincide in the first |A |i components. However, by example 4.16, a code of this

type does not exist. Therefore |C| ≤ |A |i. Combining with Proposition 4.15 gives the

desired result.

Therefore, there is no gain in using Dt multiple times for communication. Notice that

the proof does not depend on whether the adversary does or does not changes the edges

attacked each transmission round, therefore can be reused in both scenarios. That is,

Ci(Ct,ACt) = Ci(Dt,ADt) = 1 in Scenario A.2.

Remark 4.18. There is no strategy that we can provide for Family Ct and Family Dt

that provides a gain in capacity in Scenario A.1 as there is for the Diamond Network

D .
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4.2.2 Family Et

In this section, we compute the multishot capacity of Family Et in both scenarios.

Scenario A.1:

We first consider the multishot capacity of Family Et in Scenario A.1. We assume that

the adversary can attack t edges but cannot change the edges attacked each transmission

round.

Let US be the set of edges directly connected to the source S. Let AEt be an adversary

able to corrupt up to t edges of US of Et. In [5, Theorem 6.15], it was shown that the

one-shot capacity of Et satisfies

C1(Et,AEt) < 1.

Let B be a set of reserved vectors in A 2t+1 with |B| = b. Let C ⊆ A 2t+1 be the largest

unambiguous code for Et for Ω[Et,A ,F , out(S) → in(T ),US, t], with |C| = |A | − b

and let there exist a communication scheme that attains this. Then

C1(Et,AEt) = log|A |(|A | − b).

Our goal is to show that the i−shot capacity of Et in Scenario A.1 is

Ci(Et,AEt) =
log|A |(|A |i − b)

i
.
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Notation 8. We define the sets

Bi := {(k| . . . |k)︸ ︷︷ ︸
i-times

: k ∈ B},

Bi
1 := {(k1, . . . , kt| . . . |k1, . . . , kt) : k ∈ B},

Bi
2 := {(kt+1, . . . , k2t+1| . . . |kt+1, . . . , k2t+1) : k ∈ B}.

Note that Bi, Bi
1 and Bi

2 also have cardinality b. We begin with a motivating example.

Example 4.19. Consider the Diamond Network D in Scenario A.1. Recall that in this

scenario the adversary can attack 1 edge of {e1, e2, e3} but cannot the edge attacked

each transmission round. Notice that D is the network E1, where t = 1. For this

network, the reserved set of vectors B ∈ A 3i has cardinality 1, where (⋆, . . . , ⋆) ∈ A i is

the reserved vector that can detect where the adversary is acting. Therefore, we showed

in Section 6.1.1 that Ci(D ,AD) =
log|A |(|A |i−1)

i
.

We now start with some necessary notation and definitions.

Notation 9. [5, Notation 5.3] If we have an outer code C ⊆ A a1+a2+...+an. For a given

x ∈ C, we denote by BH
t (x) the Hamming ball of radius t with center x, and SH

t (x) the

shell of that ball. We define them as

BH
t (x) = {y ∈ A a1+a2+...+an : dH(x, y) ≤ t}, SH

t (x) = {y ∈ BH
t (x) : dH(x, y) = t}.

Definition 4.20. Define πi
k : A (2t+1)i → A i to be the projection onto the coordinates

corresponding to the edges to intermediate node Vk of the simple two level network N .

The following theorem provides a construction of the maximum unambiguous code for

Et with cardinality |A |i − b, that is, Ci(Et,AEt) =
log|A |(|A |i−b)

i
.
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Theorem 4.21. Let A be an alphabet, US be the set of sources connected to the source

S and let AEt be an adversary able to corrupt up to t edges of US of Et. Then the

i−shot capacity of Et in Scenario A.1 is

Ci(Et,AEt) =
log|A |(|A |i − b)

i
.

Proof. We first start with the lower bound. Our goal is to show that the code

C = {(a| . . . |a) ∈ (A i)2t+1 : (a1, . . . , a(2t+1)i) /∈ Bi} ⊆ (A i)2t+1

is unambiguous for Ωi[Et,A ,F , out(S) → in(T ),US, t]. Recall that the adversary can

attack t edges but cannot change the edges attacked each transmission round. We

send a (2t+1)i−repetition code and we fix a network code F = F1,F2. Suppose that

the adversary change t symbols in the network. We have two cases:

Case 1: If Ωi[Et,A ,F , out(S) → in(V1),US, t](a| . . . |a) = (b1| . . . |bj|a| . . . |a), j ≥ t/2,

then the terminal receives

Ωi[Et,A ,F , out(S) → in(T ),US, t](a| . . . |a) = {(k|a), a ∈ A (t+1)i \Bi
2, k ∈ Bi

1}

and trusts and decodes the symbols from V2.

Case 2: If Ωi[Et,A ,F , out(S) → in(V2),US, t](a| . . . |a) = (b1| . . . |bl|a| . . . |a) with

l ≥ t/2 + 1, then the terminal receives

Ωi[Et,A ,F , out(S) → in(T ),US, t](a| . . . |a) = {(a|k), a ∈ A ti \Bi
1, k ∈ Bi

2}.

and trusts and decodes the symbols from V1.
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It follows that for any c, c′ ∈ C, we have that

Ωi[Et,A ,F , out(S) → in(T ),US, t](c) ∩ Ωi[Et,A ,F , out(S) → in(T ),US, t](c
′) 6= ∅

if and only if c = c′. This shows that C is an unambiguous code. One can easily check

that |C| ≥ |A |i − b.

It remains to show the upperbound. The following generalizes [5, Theorem 6.15] in the

multishot setting. Assume towards a contradiction that there exists an unambiguous

code C for Ωi[Et,A ,F , out(S) → in(T ),US, t] such that |C| = |A |i − b + 1 for some

choice of network code F = F1,F2. We note that for any unambiguous code, any sub-

code is also unambiguous. Let x = (x1, . . . , x(2t+1)i) with x1 = (x1, . . . , x2t+1), . . . xi =

(x(2t+1)(i−1)+1, . . . , x(2t+1)i). Since C is unambiguous, it must be the case that one of

dH(x1, y1) ≥ 2t + 1, . . . , dH(xi, yi) ≥ 2t + 1. Then πi
1(C) contains |A |i − b + 1 distinct

elements. It follows that F1(π
i
1(C)) = |A |i \ |B|i + 1.

To conclude, there must exist x, y ∈ C and some e ∈ A (2t+1)i such that

x 6= y,F1(π
i
1(x)) = F1(π

i
1(e)) and dH(π

i
1(e), π

i
1(y)) ≤ ti− 1.

We then have that

x′ := (x1, . . . , xti, xti+1, yti+2, . . . , y(2t+1)i) ∈ BH
t (x),

y′ := (e1, . . . , eti, xti+1, yti+2, . . . , y(2t+1)i) ∈ BH
t (y).
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Lastly, we can observe that

(F1(π
i
1(x

′),F2(π
i
2(x

′)) = (F1(π
i
1(y

′),F2(π
i
2(y

′)) ∈ Ωi(x) ∩ Ωi(y),

which contradicts C being an unambiguous code. Therefore Ci(Et,A,US, t) ≤
log|A |(|A |i−b)

i
.

Combining we obtain

Ci(Et,AEt) =
log|A |(|A |i − b)

i
.

The above theorem shows a gain in using Et multiple times for communication without

having to compute the one-shot capacity. Note that if t = 1, we have the Diamond

Network D where the multishot capacity was computed as Ci(D ,AD) =
log|A |(|A |i−1)

i
.

Scenario A.2

Recall that in this scenario, we assume that the adversary can attack up to t edges of

the first level of Et, but can change the edges attacked each transmission round. We

will show that

C1(Et,AEt) = log|A |(|A | − b).

Let Ωi
Et

be the power channel for Et. We begin with the following notation.

Notation 10. Suppose that an adversary A can corrupt up to t components of x ∈

A 2t+1, that is, the adversary can corrupt up to t edges of Et. The action of the adversary

can be represented as the channel

HEt : A 2t+1 99K A 2t+1,HEt(x) = {y ∈ A 2t+1 : dH(x, y) ≤ t}.

From the construction of the unambiguous code for C1(Et,AEt), the largest unambigu-
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ous code for HEt has cardinality |A | − b and there is no larger code (since b vectors are

reserved). Thus C1(HEt) = log|A |(|A | − b).

The next example is similar to the proofs of the upperbound for Family Ct and Dt.

Example 4.22. Let C be a good code for H i
Et

with |C| = (|A | − b)i + 1. Define

x1 = (x1, . . . , x2t+1), . . . , x
i = (xi

1, . . . , x
i
2t+1). With the same approach that was applied

in [1, Example 9], we claim that there are no two codewords that coincide in the first

(|A | − b)i components. Let c1, . . . , c(|A |−b)i+1 ∈ C. Without loss of generality, we can

assume that for c1, c2 ∈ C, c11 = c12 and c1 = 0. This implies that c13, . . . , c1(|A |−b)i+1 must

have Hamming weight 2t + 1. If not, assume that c13 has Hamming weight less than

2t + 1. This allows one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} to be a good code of Hamming

distance atleast 2t + 1 and of cardinality 3, contradicting the original capacity for

HEt . Since we have that c13, . . . , c
1
(|A |−b)i+1 have Hamming weight 2t + 1, a comparison

of any two elements gives Hamming distance atmost t + 1. We assume that C is

good for Hi
Ct

, therefore one of {c21, c22, c23}, . . . , {ci1, ci2, ci3} has to be an unambiguous

code for HCt with cardinality 3 and minimum Hamming distance 2t + 1 contradicting

C1(HCt) = log|A |(|A | − b).

The next proposition computes Ci(Et,AEt) in Scenario 2.

Proposition 4.23. Let A be an alphabet, US be the set of sources connected to the

source S and let AEt be an adversary able to corrupt up to t edges of US of Et. Then

the i−shot capacity of Et in Scenario A.2 is Ci(Et,AEt) = log|A |(|A | − b).

Proof. Assume that the code we are using each round is a 2t+ 1-times repetition code

(a, · · · , a) for a ∈ A . We first show that |C| ≤ (|A | − b)i. Let AEt be an adversary

who is restricted to corrupting t edges of the network Et on the first level. The action
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the adversary is described by HEt as described above. Let F be a network code for

Et, where FV : A 2t+1 → A 2t+1. We will use the same network code each transmission

round. We have that i uses of Ct is represented by Ωi
Et

. For x = (x1, . . . , x(2t+1)i) ∈

A 2t+1 × · · · × A 2t+1, we have that

Ωi
Et
(x) := Hi

Et
(F 1

V (x1, . . . , x2t+1), . . . ,F
i(x(2t+1)(i−1)+1, . . . , x(2t+1)i).

Now assume that there exists an unambiguous code C with |C| = (|A | − b)i +1. Then

there exists a good code

C ′ := {F 1(x1, . . . , x2t+1), . . . ,F
i(x(2t+1)(i−1)+1, . . . , x(2t+1)i))} ⊆ A 2t+1 × · · · × A 2t+1

which is good for Hi
Et

of cardinality (|A |− b)i+1. Therefore there must exist y, y′ ∈ C,

y 6= y′ such that they coincide in the first (|A | − b)i components, such that C ′ ∈

A 2t+1 × · · · × A 2t+1 a good code for Hi
Et

which has two different code words that co-

incide in the first (|A | − b)i components. However, it was shown in Example 4.22, a

code of this type does not exist. Therefore |C| ≤ (|A | − b)i.

The lower bound comes directly from [1, Proposition 12], that is, we have that

Ci(Et,AEt) = C1(Ω
i
Et
) ≥ iC1(ΩEt)

i
= C1(ΩEt) = log|A |(|A | − b).

Combining we achieve the desired result.

The above proposition shows that Ci(Et,AEt) = C1(Et,AEt) = log|A |(|A |−b), therefore

there is no gain in using Et multiple times for communication in this scenario.
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4.3 Multishot Capacity of Simple 3-level Networks

In [5], a reduction from 3−level networks to 2−level networks was provided, bounding

the capacity of a 3−level network by the 2−level network associated to it. In this

section, we will provide bounds on the multishot capacity of some 3−level networks

and extend the Double Cut-Set Bound [5, Theorem 8.6] to the multishot realm. We

start with the following notation that describes the transfer of information from E1 to

E2, where E1,E2 are edge cuts such that E1 precedes E2. We say that for two edge cuts

E1,E2, E1 precedes E2 if there exists a directed path in N that starts with E1 and ends

with E2. The notation is E1 4 E2.

Notation 11. [5] Let (V ,E ,S,T) be a network, E1 and E2 be two edge cuts such that E1

precedes E2. Let A be a network alphabet and F a network code for (N ,A ), U ⊆ E

be a set of edges, and t ≥ 0, then we denote by

Ω[N ,A ,F ,E1 → E2,U ∩ E1, t] : A |E1| 99K A |E2| (4.3.1)

the channel that describes the transfer from the edges of E1 to those of E2, when an

adversary can corrupt up to t edges from U ∩ E1.

We begin with the following proposition, that extends [5, Theorem 5.8] to the multishot

setting.

Proposition 4.24. Let N3 be a simple 3-level network, and let N2 be the simple 2-level

network associated to it introduced in [5]. Define U3 and U2 to be the set of edges

directly connected to the sources of N3 and N2 and define AN3 ,AN2 to be the adversary

able to corrupt up to t edges of U3 and U2 respectively. Then for all alphabets A ,

Ci(N3,AN3) ≤ Ci(N2,AN2). (4.3.2)
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Proof. Let F3 be a network code and C3 be an outer code for an alphabet A and

the simple 3−level network N3. We note that the same network code is used each

transmission round. Let C3 be an unambiguous code for Ωi[N3,A ,F3, S → T,U3, t],

where Ωi is the channel associated to i uses of N3. Let G3,2, V 3
ij , FV 3

ijk
and the neigh-

borhood of V 3
ij be defined as in [5, Theorem 4.8]. We wish to show that there ex-

ists F2 such that C3 is unambiguous for Ωi[N2,A ,F2, S → T,U2, t]. Define F2 and

more specifically FVi
as in [5, Theorem 5.8], we have for each intermediate node Vi in

N2 that corresponds to connected component i of G3,2 as a composition of functions

at nodes in V1 and V2 of N3. Since it was shown in the proof of [5, Theorem 4.8]

that the fan out sets of Ω[N3,A ,F3, S → T,U3, t] and Ω[N2,A ,F2, S → T,U2, t]

are exactly equal, it is easy to check that this is the case for Ωi[N3,A ,F3, S →

T,U3, t] and Ωi[N2,A ,F2, S → T,U2, t], by definition of Ωi. We can conclude that

C3 is unambiguous for Ωi[N2,A ,F2, S → T,U2, t]. Therefore Ci(N3,A ,U3, t) ≤

Ci(N2,A ,U2, t).

The previous proposition tells us that for a simple 3−level network N3 and the simple

2−level network N2 associated to it, we have that the multishot capacity of N3 is

upperbounded by the multishot capacity of N2, with the assumption that the network

code F is the same in each transmission round. Before proving the main results, we

need the following remark:

Remark 4.25. Note that same as in [5], we do not require the edge-cuts E1 and

E2 to be minimal or even antichain cuts (i.e., cuts where any two different edges

cannot be compared with respect to the order 4). Furthermore, since the chan-

nel Ω[N ,A ,F ,E1 → E2,U ∩E1, t] considers the immediate predecessors in the network

topology first, we also have that Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t] also considers the

immediate predecessors first in the network topology. Therefore, we also have that the
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channel Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t] provides the value of each edge of the edge

cutE2 as a function of the values of the immediate predecessors in E1.

The following proposition generalizes the Double Cut-Set Bound [5, Theorem 8.6] in

the multishot scenario.

Proposition 4.26 (The Multishot Double Cut-Set Bound). Let N be a network, A

be an alphabet and U ⊆ E be a set of edges. Let E1 and E be edge cuts such that E1

precedes E2. Let F be a network code and Ω[N ,A ,F , S → T,U , t] be the channel

associated to N and Ωi[N ,A ,F , S → T,U , t] be the channel that represents i uses

of N . Then the one-shot capacity of N satisfies

C1(Ω
i[N ,A ,F , S → T,U , t]) ≤ max

F
C1(Ω

i[N ,A ,F ,E1 → E2,U , t])

with the maximum taken over all network codes F for (N ,A ).

Proof. Let F be a network code for (N ,A ). Using a similar approach as in [5,

Theorem 8.6], consider the scenario where an adversary A can corrupt up to t edges of

U ∩ E1. This scenario is modeled by the channel

Ω∗ := Ω[N ,A ,F , out(S) → E1,U ∩ out(S), 0]� Ω[N ,A ,F ,E1 → E2,U ∩ E1, t]�

Ω[N ,A ,F ,E2 → in(T),U ∩ E2, 0]

Therefore Ωi :=
∏i

n=1 Ω
∗. Using [1, Proposition 18],

Ωi′ := (
i∏

n=1

Ω[N ,A ,F , out(S) → E1,U ∩out(S), 0])�(
i∏

n=1

Ω[N ,A ,F ,E1 → E2,U ∩E1, t])
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�(
i∏

n=1

Ω[N ,A ,F ,E2 → inT,U ∩ E2, 0]).

Rewriting we get

Ωi′ := Ωi[N ,A ,F , out(S) → E1,U ∩out(S), 0]) I (Ωi[N ,A ,F ,E1 → E2,U ∩E1, t]) I

Ωi[N ,A ,F ,E2 → in(T),U ∩ E2, 0]).

We notice that the first and last channel are deterministic and for ease of notation we

will use the notation Ωi
1 and Ωi

2. We note that the channel Ωi[N ,A ,F , S → T,U , t] is

coarser than Ωi
1 I Ωi[N ,A ,F ,E1 → E2,U ∩E1, t] I Ωi

2 since in the second channel,the

errors can only occur on U ∩ E1 and not all of U . By Propositions 3.35 and 3.36, we

have that

Ωi[N ,A ,F , S → T,U , t]) ≥ Ωi
1 I Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t] I Ωi

2

and

C1(Ω
i[N ,A ,F , S → T,U , t])) ≤ C1(Ω

i[N ,A ,F ,E1 → E2,U ∩ E1, t]).

Since we chose F arbitrarily, this applies for the maximum F , we see that

C1(Ω
i[N ,A ,F , S → T,U , t])) ≤ max

F
C1(Ω

i[N ,A ,F ,E1 → E2,U ∩ E1, t])

as desired.

The previous proposition allows us to extend the Double Cut-Set bound provided in

[5] to the multishot setting, so we can discuss results on 3−level networks. The next

result is a corollary that extends [5, Corollary 8.7] also to the multishot setting.
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Corollary 4.27. Let N be a network, A a network alphabet, U ⊆ E a set of edges

and t ≥ 0. Let E1 and E2 be edge-cuts between S and T such that E1 precedes E2. Let

N ′ be a simple 3−level network. As in [5], the vertices of V1 are in bijection with the

edges of E1 and the vertices of V2 with the edges of E2. We say that a vertex V ∈ V1

is connected to vertex V ′ ∈ V2 if and only if the edge of E1 corresponding to V is an

immediate predecessor of the edge of E2 corresponding to V ′, see Definition 3.28. Let

E ′
S be the set of edges directly connected with the source of N ′, which can be identified

with the edges of E1 (consistent with how we identified these with the vertices in V1).

Let AN be the adversary able to corrupt up to t edges of N from U and let AN ′ be

the adversary able to corrupt t edges of N ′ from U ∩ E ′
S. We then have

Ci(N ,AN ) ≤ Ci(N
′,AN ′). (4.3.3)

Proof. Similar to the strategy in the proof of [5, Corollary 8.7], we will prove that

Ci(Ω[N ,A ,F ,E1 → E2,U ∩ E1, t]) ≤ Ci(N
′,A ,U ∩ E ′

S, t)

for every network code F , where F is the same for all i transmission rounds and

for (N ,A ), which in turn establishes the corollary due to Proposition 4.26. We

note that this proof is an extension of [5, Corollary 8.7]. We fix F and let Ωi :=

Ωi[N ,A ,F ,E1 → E2,U ∩ E1, 0], be the deterministic auxillary channel. By the Re-

mark 4.25, we know that the channel Ωi expresses the value of each edge e ∈ E2 as a

function of the values of its immediate predecessors in E1. By the construction of N ′,

we can find a network code F ′ that depends on F ) for (N ′,A ) such that

Ωi = Ωi[N ′,A ,F ′,E ′
S → in(T ),U ∩ E ′

S, 0], (4.3.4)
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where the edges of E1 and E2 are identified with those of E ′
S and in(T ) in N ′. Fol-

lowing the strategy in the proof of [5, Theorem 8.7], we observe that the channel

Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t] can be written as the concatenation

Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t] = (Ω[N ,A ,F ,E1 → E1,U ∩ E1, t] I Ω)i = (4.3.5)

Ωi[N ,A ,F ,E1 → E1,U ∩ E1, t] I Ωi (4.3.6)

where the first channel in the concatenation simply describes the action of the adversary

on the edges of U ∩E1 (in the terminology of [1]) over i transmission rounds and the last

line coming from [1, Proposition 18]. By (4.3.4) and (4.3.5) and using the identifications

between E1 and E ′
S, we can write

Ωi[N ′,A ,F ′,E ′
S → (T ),U ∩ E ′

S, t] = Ωi[N ′,A ,F ′,E ′
S → E ′

S,U ∩ E ′
S, t]

I Ωi[N ′,A ,F ′,E ′
S → (T ),U ∩ E ′

S, 0]

= Ωi[N ,A ,F ,E1 → E1,U ∩ E1, t] I Ωi

= Ωi[N ,A ,F ,E1 → E2,U ∩ E1, t]. (4.3.7)

By definition, we have that Ci(N ′,A ,U ∩E ′
S, t) ≥ C1(Ω

i[N ′,A ,F ′,E ′
S → in(T ),U ∩

E ′
S, t]), and combining this with (4.3.7), leads to

Ci(N
′,AN ′) ≥ C1(Ω

i[N ′,A ,F ′,E ′
S → in(T ),U ∩E ′

S, t]) = Ci(Ω[N ,A ,F ,E1 → E2,U ∩E1, t]).

Since we assumed that F was an arbitrary for (N ,A ) for i transmission rounds, the

result follows.

We now will illustrate the previous corollary with the following example. Consider the

Butterfly Network in Figure 3.4, we call this B. Recall that the one-shot capacity of
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this network is C1(B,AB) = log|A |(|A | − 1) as provided in [5, Theorem 8.9]. This

result followed from the fact that this network’s one-shot capacity is upperbounded by

the one-shot capacity of the Diamond Network D . We will show that in Scenario A.1,

Ci(B,AB) =
log|A |(|A |i − 1)

i

which demonstrates a gain in capacity over multiple uses of B in this scenario. In

contrast, when in Scenario A.2, we will show that

Ci(B,AB) = log|A |(|A | − 1)

with C1(B,AB) = Ci(B,AB).

4.3.1 Scenario A.1 for B

Recall in this scenario that the adversary is restricted to corrupting (t = 1) of the set

U = {e1, e2, e3, e4, e5, e6, e9} edge but cannot change the edge attacked each transmis-

sion round. We start with the following proposition.

Proposition 4.28. Let i ∈ N and F be a network code for (B,AB). If C ⊆ A 4i is

an unambiguous code for (B,AB,F ) then the i−shot capacity of B in Scenario A.1 is

Ci(B,AB) = log|A |(|A |i − 1).

Proof. We reserve ⋆ ∈ A . We would like to show that the code

C = {(c1, . . . , ci, c1, . . . , ci, c1, . . . , ci, c1, . . . , ci) ∈ A 4i : (c1, . . . , ci) 6= (⋆, . . . , ⋆)} ⊆ A 4i
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is unambiguous for B. We have that for any c ∈ C, c = (a | a | a | a), with

a ∈ A i \ {(⋆, . . . , ⋆)}. During each transmission round, we use the same network code

F and strategy as in the proof provided for [5, Theorem 8.9]. Suppose the adversary

corrupts e1 or e2 and is forced to change the symbol. One can easily show that

Ωi[B,AB,F , out(S) → in(T )]((a | a | a | a)) = {((⋆, . . . , ⋆) | a}

for any a ∈ A i \ {(⋆, . . . , ⋆)} and T ∈ T. Similarly, if the adversary corrupts e3 or e4,

we have that

Ωi[B,AB,F , out(S) → in(T )]((a | a | a | a)) = {(a | (⋆, . . . , ⋆)}

for any a ∈ A i \ {(⋆, . . . , ⋆)}. It remains to show that C is unambiguous. Let c, c′ ∈ C.

It follows that

Ωi[B,AB,F , out(S) → in(T )](c) ∩ Ωi[B,AB,F , out(S) → in(T )](c′) 6= ∅

if and only if c = c′, therefore implying that C is unambiguous. Lastly, one can easily

see that |C| ≥ |A |i − 1. Thus Ci(B,AB) ≥ log|A |(|A |i − 1)

The upperbound follows from Propositions 4.28, 4.26 and the observation in [5] that

the reduction of B to a simple 2-level network is exactly the Diamond Network D .

Therefore Ci(B,AB) ≤ log|A |(|A |i − 1).

Combining we achieve the desired result.

We observe here that using the butterfly network multiple times for communication

also provides a gain in capacity, given that the network’s multishot capacity is upper
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bounded by that of the Diamond Network.

4.3.2 Scenario A.2 for B

Recall in this scenario that the adversary can attack one edge but can change the edge

attacked each transmission round. We have the following result.

Proposition 4.29. Let A be an alphabet and let AB be an adversary able to attack up

to t edges of the first level. The i−shot capacity of the Butterfly Network B in Scenario

A.2 is

Ci(B,AB) = log|A |(|A | − 1).

Proof. The proof follows directly from the fact that Ci(B,AB) ≤ Ci(D ,AD) and with

our assumption that the adversary can change the edge attacked, we showed that

Ci(D ,AD) = log|A |(|A | − 1). Therefore Ci(B,AB) ≤ log|A |(|A | − 1). The lower

bound comes from applying the strategy in [5, Theorem 8.9] independently, meaning

applying the strategy i times over i transmission rounds.

The previous result tells us that there is no gain in using B multiple times for commu-

nication in Scenario A.2. Therefore,

Ci(B,AB) = C1(B,AB) = log|A |(|A | − 1).

We note that the results of the Butterfly Network mirror those of the Diamond Network.
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4.3.3 Other Adversarial Models

In this section, we provide results on more restrictive adversarial models. We discuss

results on Family At in these adversarial models. Recall that At = ([t, 2t], [t, t]), t ≥ 1.

The top half of the network refers to the t edges incoming V1 and t edges outgoing V1

and the bottom half of the network refers to the 2t edges incoming V2 and the t edges

outgoing V2.

Adversarial model 1: Assume that the adversary is restricted to attacking d t
2
e sym-

bols in the top half and b t
2
c symbols in bottom half, but cannot change two symbols

from the same pair to the same symbols (ex: (a, a) to (b, b)). Let C be an unambiguous

code for H i
At

, with

C = {(a|b| . . . |t, a|a| . . . , |t|t) ∈ (A i)3t\Bi, a 6= b 6= . . . 6= t, for x, y ∈ C, dH(x
i, yi) ≥ 2t}

Let Ωi be the i−th power channel of Ω for At.

Let F = (F1,F2) be the network code, defined as follows:

F1(x1, . . . , xt) = (x1, . . . , xt)

F2 =


xi if xi = xj

k, k ∈ B otherwise

where F2 compares consecutive pairs of edges. The intermediate vertex V2 is used to
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denote where the adversary is acting. Without loss of generality,

Ω[At,A ,F , out(S) → in(V1),US, t](a|b| . . . |t|a|a| . . . |t|t)

= (k|d t
2
e+ 1| . . . |t), k ∈ Bi

2, d
t

2
e+ 1, . . . , t ∈ A i

and

Ω[At,A ,F , out(S) → in(V2),US, t](a|a| . . . |c|c)

= (k|b t
2
c| . . . |t), k ∈ Bi

3,
t

2
c, . . . , t ∈ A i

In this scenario, without loss of generality the terminal receives

Ω[At,A ,F , out(S) → in(T ),US, t](a|b| . . . |t|a|a| . . . |t|t)

= (k1|d
t

2
e+ 1| . . . |t|k2|b

t

2
c| . . . |t), k1 ∈ Bi

2, k2 ∈ Bi
3, b

t

2
c, . . . , t ∈ A i

and always trusts the symbols that are not one of the reserved vectors from V2.

Therefore

C1(At,AAt) ≥ log|A |(|A |⌈
t
2
⌉ − b).

Adversarial model 2: Attack t in top, 0 in bottom or 0 in top, t in bottom, but

cannot change the edges attacked. Let B be the set of reserved vectors with |B| = b to

denote the location of the adversary. Let C be the code

{(a|b| . . . |t|a|a, . . . |t|t) | (a|b|c| . . . |t|a|a| . . . |t|t) /∈ Bi, dH(x
i, yi) ≥ 2t for x, y ∈ C, x 6= y.}

The pairs of vectors move together, meaning if a moves positions in the top half of
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the network, then aa moves to the same 2 positions in the bottom half of the network.

An example is the codewords (a|b|a|a|b|b) and (b|a|b|b|a|a) are the only two choices for

t = 2, since if we have two codewords (a|b|a|a|b|b) and (a|b|b|b|a|a) then the code would

not be unambiguous.

Let F = (F1,F2) be the network code such that F1(x1, . . . , xt) = (x1, . . . , xt) and F2

as follows

F2 =


xi if xi = xj

k, k ∈ B otherwise

where F2 compares consecutive pairs of edges. V2 is used to denote where the adversary

is acting.

We have the following two cases:

Case 1: Attack t edges in top half of the network, 0 in bottom half, meaning attack

all t edges in the top half. We have that

Ωi[At,A ,F , out(S) → in(V1),US, t](a| . . . |t) = k, k ∈ Bi
t

Ωi[At,A ,F , out(S) → in(V2),US, t](a|a| . . . |c|c) = (a|b| . . . |t), a, b, . . . , t ∈ A i and the

terminal trusts V2.

Case 2: Attack 0 edges in the top half of the network, t edges in the bottom half. We

have that

Ωi[At,A ,F , out(S) → in(V1),US, t](a| . . . |t) = (a| . . . |t), a, b . . . , t ∈ A i

and



4.4. FUTURE WORK 73

Ωi[At,A ,F , out(S) → in(V2),US, t](a|a| . . . |c|c) = k, k ∈ Bi
t

and the terminal trusts V1.

Then C1(At,AAt) ≥ log|A |(|A |3− b) and Ci(At,AAt) ≥
log|A |(|A |3i−b)

i
and there is a gain

in capacity over multiple uses.

4.4 Future Work

We conclude the thesis with some conjectures on multishot capacity of families of net-

works.

Conjecture 4.30. If the Network Singleton Bound is not met, then there is gain in

capacity over multiple uses of the network in Scenario A.1.

Remark 4.31. We see that this is the case for the Diamond Network D and Family

Et, when the adversary is restricted to attacking t edges but not changing the edges

attacked.

Conjecture 4.32. If the Network Singleton Bound is met, then there is no gain in

capacity over multiple uses of the network in neither Scenario A.1 or Scenario A.2.

Remark 4.33. We notice this pattern with the Mirrored Diamond Network S and

Families Ct and Dt.



Chapter 5

Conclusions

In this thesis we have investigated the multishot capacity of networks with restricted

adversaries focusing on the Diamond Network and the Mirrored Diamond Network

and known families of networks as elementary building blocks of a general theory. We

focused on two adversarial models. In Scenario A.1, the adversary can attack up to

t edges of a network from a subset of the network edges but cannot change the edges

attacked and in Scenario A.2, the adversary can attack up to t edges from a subset of

network edges but can change the edges attacked each transmission round. We extended

the double cut-set bound in [5] to the multishot setting, that can be used to describe

the multishot capacity of 3−level networks that can be reduced to 2−level networks

with known one-shot and multishot capacities.

Through our results, we showed that for the Diamond Network D , the Butterfly Net-

work B and Family Et, there is a gain in capacity over multiple uses of the network in

Scenario A.1. This happens in the setting that the adversary is more restricted where

it cannot change the edges attacked each transmission round. The ability to use in-

formation from the first transmission round and knowing exactly where the adversary

is attacking was possible. In Scenario A.2, where the adversary is more free to change

the edges attacked, we have that C1(N ,AN ) = Ci(N ,AN ) for networks D ,Et and

B. Strategies provided for Scenario A.1 were not able to be used due to their reliance

on the adversary not being able to change the edges attacked each transmission round.

74



75

For networks Ct,Dt and S , we showed that in either scenario, there is no gain in using

these networks multiple times for communication, regardless of the adversarial model.

Strategies for these networks were adapted from the strategies provided in the one-shot

regime.

We would like to continue investigating the multishot capacities of Family At and Bs

without knowing the one-shot capacity to determine if there is a gain in using these

networks multiple times for communication. This relies on new combinatorial tech-

niques, as the one-shot capacities of these networks has yet to be established. Another

interesting direction is the scenario where the subset of edges the adversary can attack

on also changes, has not yet been investigated in the multishot setting. We are also

interested in the multishot capacity of networks in the general n-level network case. A

general theory for n−level networks in the multishot setting has not been established

yet.
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