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ABSTRACT

The future quantum Internet (QI) will transform today's communication networks and user experiences by
providing unparalleled security levels, superior quantum computational powers, along with enhanced sensing
accuracy and data processing capabilities. These features will be enabled through applications likgiantum
key distribution (QKD) and quantum machine learning (QML). Towards enabling these applications, the QI
requires the development of globabjuantum communication networks (QCNs)that enable the distribution of
entangled resources between distant nodes. This dissertation addresses two major challenges facing QCNSs,
which are the scalability and coverage of their architectures, and thee ciency of their operations. Addi-
tionally, the dissertation studies the near-term deployment of QML applications over today's noisy quantum
devices, essential for realizing the future QI. In doing so, the scalability and e ciency challenges facing the
di erent QCN elements are explored, and practical noise-aware and physics-informed approaches are devel-
oped to optimize the QCN performance given heterogeneous quantum application-speci quality of service
(QoS) user requirements on entanglement rate and delity.

Towards achieving this goal, this dissertation makes a number of key contributions. First, the scaling limits
of quantum repeaters is investigated, and a holistic optimization framework is proposed to optimize the geo-
graphical coverage ofjuantum repeater networks (QRNSs) including the number of quantum repeaters, their
placement and separating distances, quantum memory management, and quantum operations scheduling.
Then, a novel framework is proposed to address the scalability challenge &ree-space optical (FSO)quantum
channels in the presence of blockages and environmental e ects. Particularly, the utilization of aecon g-
urable intelligent surface (RIS) in QCNSs is proposed to maintain a line-of-sight (LoS) connection between
guantum nodes separated by blockages, and a novel analytical model of quantum noise and end-to-end (e2e)
delity in such QCNs is developed. The results show enhanced entangled state delity and entanglement
distribution rates, improving user fairness by around 40% compared to benchmark approaches. The disserta-
tion then investigates the e ciency challenges in a practical use-case of QCNs with a single quantum switch
(QS). Particularly, the average quantum memory noise e ects are analytically analyzed and their impacts
on the allocation of entanglement generation sources and minimization of entanglement distribution delay
while optimizing QS entanglement distillation operations are investigated. The results show an enhanced

e2e delity and a minimized e2e entanglement distribution delay compared to existing approaches, and a



unique capability of satisfying all users QoS requirements. This QCN architecture is scaled up with multiple
QSs serving heterogeneous user requests, necessary for scalable quantum applications over the QI. Here, a
novel e cient matching theory-based framework for optimizing the request-QS association in such QCNs
while managing quantum memories and optimizing QS operations is proposed. Finally, after scaling QCNs
and ensuring their e cient operations, the dissertation proposes novel distributed QML frameworks that
can leverage both classical networks and QCNs to enable collaborative learning between today's noisy quan-
tum devices. In particular, the rst quantum federated learning (QFL) frameworks incorporating di erent
guantum neural networks and leveraging quantum and classical data are developed, and the rst publicly
available federated quantum dataset is introduced. The results show enhanced performance and reductions in
the communication overhead and number of training epochs needed until convergence, compared to classical
counterpart frameworks. Overall, this dissertation develops robust frameworks and algorithms that advance
the theoretical understanding of QCNs and o ers practical insights for the future development of the QI and

its applications. The dissertation concludes by analyzing some open challenges facing QCNs and proposing

a vision for physics-informed QCNSs, along with important future directions.
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GENERAL AUDIENCE ABSTRACT

In today's digital age, we are generating vast amounts of data through videos, live streams, and various
online activities. This explosion of data brings not only incredible opportunities for innovation but also
heightened security concerns. The current Internet infrastructure struggles to keep up with the demand for
speed and security. In this regard, the quantum Internet (QI) emerges as a revolutionary technology poised
to make the communication and data sharing processes faster and more secure than ever before. The QI re-
quires the development of quantum communication networks (QCNs) that will be seamlessly integrated with
today's existing communication systems that form today's Internet. This way, the QI enables ultra-secure
communication and advanced computing applications that can transform various sectors, from nance to
healthcare. However, building such global QCNs, requires overcoming signi cant challenges, including the
sensitive nature and limitations of quantum devices. In this regard, the goal of this dissertation is to develop
scalable and e cient QCNs that overcome the di erent challenges facing di erent QCN elements and enable
a wide coverage and robust performance towards realizing the QI at a global scale.

Simultaneously, machine learning (ML), which is driving signi cant advancements and transforming indus-
tries in today's world. Here, quantum technologies are anticipated to make a breakthrough in ML through
guantum machine learning (QML) models that can handle today's large and complex data. However, quan-
tum computers are still limited in scale and e ciency, often being noisy and unreliable. Throughout this
dissertation, these limitations of QML are addressed by developing frameworks that allow multiple quantum
computers to work together collaboratively in a distributed manner over classical networks and QCNs. By
leveraging distributed QML, it is possible to achieve remarkable advancements in privacy and data utiliza-
tion. For instance, distributed QML can enhance navigation systems by providing more accurate and secure
route planning or revolutionize healthcare by enabling secure and e cient analysis of medical data.

In summary, this dissertation addresses the critical challenges of building scalable and e cient QCNs to
support the QI and develops distributed QML frameworks to enable near-term utilization of QML in trans-
formative applications. By doing so, it paves the way for a future where quantum technology is integral to

our daily lives, enhancing security, e ciency, and innovation across various domains.
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Chapter 1

Motivation, Background, and

Contributions

1.1 Need for Quantum Technologies

The development of computing and communication systems over the last few decades has predominantly
relied on the classical Turing computing paradigm and signi cant advancements in transistors and semi-
conductor chips. Over the years, these components have undergone remarkable improvements, shrinking in
size while increasing in power and e ciency, following the well-known Moore's law [1]. These advancements
have enabled the creation of today's cutting-edge communication technologies, such as 5G and the upcoming
6G networks, along with advanced computing capabilities. Today's communication networks facilitate the
sharing of vast amounts of complex data from various applications, including video streaming, digital twins
(DTs), extended reality (XR), smart cities, autonomous vehicles, and the Internet of Everything (IoE) [2].
Additionally, the simultaneous progress in computing technologies has signi cantly impacted arti cial intel-
ligence (Al) and machine learning (ML), allowing for the processing and analysis of the ever-growing data
shared over communication networks. This has led to breakthroughs in autonomous systems, intelligent
decision-making, and personalized services. In the meantime, these advances are accompanied by heightened
privacy and security risks, as well as a growing demand for stronger computational capabilities beyond what

currently exists [3].

However, recent indicators show that Moore's law, which has guided the exponential growth in transistor
density and classical hardware advances, is nearing its end, with electronic developments being hindered by
fundamental quantum e ects at atomic scales [4]. This fact makes it increasingly di cult to continue improv-

ing the classical computing and communications hardware performance without entering thguantum realm
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In this regard, various quantum technologies have emerged, such as: 1) quantum communication devices,
which o er information-theoretic security levels and enhanced communication capacity through entanglement
distribution and protocols like quantum key distribution (QKD) [5]; 2) quantum computers, which promise

to transform classical computational paradigms by achieving unparalleled computational speedups [6]; and 3)
guantum sensors, which o er more accurate and precise sensing capabilities compared to classical sensors [7].
These di erent quantum technologies are envisioned to converge to a global comprehensive framework known

as the quantum Internet (Ql) , where they will be interconnected and operate synergistically [8].

1.2 The Quantum Internet and Quantum Communication Networks

The QI is a global network of connected quantum nodes of di erent capabilities and nature, e.g., quantum
sensors, computers, or communication devices, that participate in di erent quantum applications [9]. In this
regard, the backbone of the QI is globalquantum communication networks (QCNSs)that connect any distant
nodes by distributing quantum resources and sharing quantum data and information. QCNSs rely on unique
principles of quantum information science (QIS), which di er fundamentally from classical communication
principles by incorporating concepts from quantum mechanics, thus making the design of QCNs uniquely
challenging [10]. Moreover, QCNs encompass various components that are essential for tasks such as gener-

ating, storing, and distributing quantum information, as discussed next in Section 1.3.

By connecting heterogeneous quantum devices, QCNs enable a myriad of quantum applications which include
but are not limited to: 1) ultra-secure communications and data transfer with encryption keys based on QKD
[11]; 2) Distributed quantum computing and blind quantum computing (BQC), where quantum nodes with
limited quantum computing capabilities perform large-scale quantum computing tasks on distant stronger
guantum computers with the aid of QCNs [12]; 3) distributed quantum sensing, where multiple quantum
sensors share their quantum data and measurements over QCNs, which can be used for precise navigation
and positioning, along with time keeping and atomic clock synchronization [13]; and 4) Distributedquantum
machine learning (QML), where high-dimensional and complex quantum data, e.g., from quantum sensors,

can be processed and utilized in novel learning frameworks through collaborations enabled by QCNs [14].

The QI and QCNs will not be isolated from the current classical communication infrastructure. Rather,
the QCNs will co-exist with today's classical communication networks since several guantum communication

protocols require classical communications steps necessary for their success [15]. Additionally, some elements,
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like optical ber, can be shared between classical and quantum networks, as will be evident in the next
Section. Furthermore, the QCNs are not expected to replace future communication networks, like 6G.
Instead, QCNs will be augmenting classical networks with enhanced capabilities, like sharing gquantum-
secured encryption keys through protocols like QKD to secure the data transmission over classical networks,
in addition to the potential for communication capacity enhancements through principles of high-dimensional
guantum communications. As such, the future communication infrastructure will have both classical and
guantum networks seamlessly operating together, sharing resources, and performing joint applications and
communication protocols. As such, there is a need for large-scale deployments of QCNSs in order to realize
the future QI. Before investigating the scalability of QCNs, we, next, describe the basic components of QCNs

and their underlying principles [8].

1.3 QCN Preliminaries and Components

The basic element to carry quantum information in a QCN is a qubit, which, unlike classical bits that can
only take a binary value, can exist in any superposition of both 0 and 1 states. A general quantum state

(qubit) is de ned, in Dirac's bra-ket notation [16], as:
j i =cj0i +cpjli; (1.1)

wherej ¢y j? + j ¢1 j°= 1. Although a qubit can be in any superposition of 0 and 1, upon measurement,

its quantum state collapses to either 0 or 1 with probabilities j ¢y j2 and j c; j?, respectively.

The representation of qubits in (1.1) is called thediscrete-variable representation. Discrete-variable qubits
are implemented by mapping information into a two-level quantum system, such as the spin of an electron
or the polarization of a single photon. This requires single-photon sources to create the qubits and single-
photon detectors to detect them. Moreover, there is another representation called theontinuous-variable
representation, which relies on laser light, encoding information in its quadrature variables, detected using
homodyne or heterodyne laser detectors [17]. While both approaches are under development, this dissertation
focuses on discrete-variable qubit representations, which have witnessed signi cant practical advancements

in both quantum computing and communications.

A key resource in QCNs isquantum entanglement which plays a fundamental role in enabling its di erent
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Figure 1.1: The quantum teleportation protocol.

applications. In general, when qubits are entangled, they become interconnected, and measuring one qubit
instantaneously a ects the state of the other, regardless of distance. One of the most general forms of

entangled states are the four Bell states:

. 1, .. .
joi= %(100' j 1), (1.2)
. 1, ..
j i= B—i(jOJJ j 10i): (1.3)

Instead of directly sending a qubit to the desired receiver in a QCN, the e cient exchange of quantum
information over QCNSs is mainly achieved through protocols like entanglement teleportation [6]. Entangle-
ment teleportation, described in Figure 1.1, allows the creation of a connection between distant nodes in
a QCN that can be used at any time to send quantum information. This is extremely important because
it does not require the continuous availability of a good quantum channel between the two communicating
parties at all times. Before applying the teleportation protocol, an entangled pair of qubits, say a Bell state,
must be generated, then distributed between the two communicating nodes (transmitter (Tx) and receiver
(Rx) nodes) such that each side has one entangled qubit. Both nodes store their entangled qubits in their
corresponding quantum memories, and when information is to be transmitted, the transmitter applies some
unitary quantum gates (see [6] for more details on quantum gates and circuits) and performs measurement
operations, like the Bell state measurement (BSM) on the information-carrying qubit and the stored entan-

gled qubit. The measurement outcome is a classical value that corresponds to one of the four Bell states. At
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this point, the state of the receiver's entangled qubit changes to the transmitted quantum state. The mea-
surement outcome is communicated classically with the receiver, which applies some quantum unitaries and
performs measurement operations to decode the information that was sent, which completes the quantum

teleportation protocol.

As we can see, a fundamental task that must be performed in order to share quantum information over
QCNs is the entanglement distribution process, which is the key enabler for di erent QI applications over
QCNs. In performing this process, we observe that are two main types of qubits in QCNs: 1) matter qubits,
and 2) ying qubits. The matter qubits are the ones responsible for storage and performing the quantum
applications on each quantum device. On the other hand, the ying qubits are the ones that carry the
guantum information between distant points in the QCN and are generally sent between quantum devices over
guantum channels. Such quantum channels can either be optical ber or free-space optical (FSO) channels.
Furthermore, the quantum nodes must have single-photon detectors that detect and guide the transferred
entangled photons in order to utilize them in di erent quantum applications. Moreover, due to the No-cloning
theorem, an arbitrary quantum state cannot be copied or broadcast to multiple destinations simultaneously
[6]. Additionally, qubits transferred over quantum channels su er from several losses that scale exponentially
with the travelled distance by the qubit, which requires the development ofquantum repeatersthat can extend
the quantum communication distance to overcome the increased losses through operations likatanglement
swapping [18], as will be explained in Chapter 2. Note that when a quantum repeater connects multiple
nodes and is responsible for routing and distributing entangled qubits among di erent QCN nodes, it is
considered to be aquantum switch (QS) The distributed entangled qubits must be stored, in many cases,
in quantum memories in order to be utilized in di erent quantum operations and applications. Here, a
signi cant challenge facing quantum states isquantum decoherencee ects, which deteriorates the quality of
qubits over time due to interactions with their surrounding environments. Quantum noise and decoherence
e ects are experienced by both stored qubits in quantum memories and qubits transferred over quantum
channels, which are also susceptible to losses. These unique losses and noise e ects render the advancement
of QCNs more challenging than their classical counterparts, necessitating the development of quantum error
correction protocols and operations likeentanglement distillation to enhance the quality of quantum states,
often represented by their delity [19], as will be explained in Chapter 2. Here, delity is a measure of how
close a quantum states is to a desired state. All in all, the main components of a QCN can be summarized

as: 1) entanglement generation and single-photon sources, 2) single-photon detectors, 3) quantum channels,
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Figure 1.2: The components of a QCN.

4) quantum repeaters, 5) QSs, and 6) quantum memories, as can be seen in Figure 1.2.

While QCNs o er immense potential for advancing the Ql's quantum computing, sensing, and communication
applications, they also face several signi cant challenges [20]. These challenges, which are critical to the

development and deployment of QCNs towards the future QI, will be discussed in the next section.

1.4 Scalability and E ciency of QCNs

The QI requires the development of large-scale QCNs that can e ciently distribute entangled qubits between
any distant nodes while overcoming the environmental and hardware-based noise and losses. In order to
develop such QCNs, we study multiple aspects of QClcalability and e ciency , and analyze their associated
challenges faced by the di erent QCN components which hinder the development of scalable and e cient

QCNS.

One major aspect of QCN scalability, considered in this dissertation, is related the geographical expansion
and coverage of QCNs. In particular, we consider this aspect of QCN scalability over both optical ber-
based and FSO-based QCNSs, where di erent losses and quantum noise sources limit the scalability of QCNs.

First, as ying qubits travel over quantum channels, they experience several losses that scale exponentially
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with the travelled distance, which requires the deployment of quantum repeaters. However, those quantum
repeaters face several challenges because of their noisy quantum memories, need to synchronize between
communicating nodes, and must perform noisy and, generally, probabilistic operations like entanglement
swapping and distillation. As such, designing chains of quantum repeaters over optical ber-based QCNSs,
forming quantum repeater networks (QRNSs)is challenging and nontrivial. This is particularly true since the

di erent quantum repeaters must coordinate and schedule their quantum operations, manage their quantum
memories and the storage time of their entangled qubits, and simultaneously make attempts to establish
new entangled links and perform BSM operations. Thus, when designing QRNs, one must carefully account

for the number of repeater nodes, their separation, and scheduling of their quantum operations.

Furthermore, considering FSO-based QCNs, this dissertation considers a major issue in FSO quantum chan-
nels limiting their geographical coverage and scalability. The main challenge facing such QCNs is the presence
of blockages and obstructions that break the line-of-sigh (LoS) connection between communication nodes
in those QCNs. A weak or absent LoS connection over FSO-based QCNs stops the quantum information
transfer since quantum optical signals have a very narrow beamwidth. In this regard, in order for such QCNs
to become scalable, it is necessary to overcome the blockages and redirect the FSO quantum beam such that
it establishes an LoS with its destination. Here, another challenge appears, which is the signi cant envi-
ronmental e ects on FSO signhals compared to optical signals in optical ber, such as the beam wandering,
turbulence, pointing errors, and general atmospheric losses, all of which a ects the entanglement distribution
rate and delity over such QCNs. To make such QCNSs scalable, the di erent losses and noise sources must
be carefully characterized and modeled, in order to mitigate their impacts on FSO quantum signals and to

reach QCN nodes at scalable distances.

Another aspect of QCN scalability, that is considered in this dissertation, is related to scaling the limited
number of qubits and quantum computing capabilities of today's quantum computers in order to enable the
deployment of large-scale QI applications like QML tasks. In general, Ql-scale applications incorporate large
QML models and quantum computing tasks, beyond the current capability of today's quantum computers.
As such, in order to enable the near-term deployment of such QI applications, it is fundamental to develop
distributed frameworks that can leverage both QCNs and existing classical networks to enable the distribution
of quantum learning and computing tasks over multiple of today's quantum computers such that, jointly,
they can perform these tasks. However, designing and realizing such distributed QML frameworks over QCNs

and classical networks faces several challenges related to the coordination and synchronization between the
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di erent learning devices, and the heterogeneity between the devices in terms of their quantum computing
capabilities, amount of quantum resources, and their delity and coherence time. Advanced strategies are
needed for the utilization of quantum resources in performing the distributed tasks, accounting for quantum

noise sources, and overcoming the quantum data scarcity challenges.

On the other hand, we measuree ciency in QCNs by the achievable QCN performance and quantum resource
usage. Accordingly, building e cient QCNs includes the maximization of the amount of served entanglement
distribution requests while satisfying QoS requirements, in addition to minimizing the delay associated with
those requests. Moreover, since quantum resources, e.g., entangled photons, and stored entangled qubits
in quantum memories, are fragile, sensitive to environmental noise e ects, and have a limited coherence
time, then e cient QCNs must also minimize the amount of wasted quantum resources, and minimize the
amount of quantum resources needed to complete requested quantum applications. This way, such QCNs
can, more e ciently, utilize their available quantum resources, serve more incoming requests, and satisfy
more QoS requirements. While building such e cient QCNs is necessary for future QI deployments, it faces
several challenges due to the inherent noise and losses in entanglement generation sources, SPSs and quantum
memories. Additionally, the quantum noise and delay associated with di erent quantum gates, circuits, and
the probabilistic nature of QS operations poses another challenge on building e cient QCNs as it requires
the development of advanced quantum resource allocation techniques along with quantum error correction

protocols.

We observe that the aforementioned scalability and e ciency challenges span the di erent components of
QCNSs. In particular, each QCN component su ers several challenges that must be jointly addressed, along
with other components' challenges in order to design scalable and e cient QCNs that pave the way towards
the future QI, which is the main goal of this dissertation. Next, we explore state-of-the-art works addressing

these challenges, and their limitations.

1.5 Existing Works and their Limitations

1.5.1 Geographical Scalability of QRNs

Designing e2e QRN chains for long-distance quantum communications between distant quantum nodes is a

challenging problem that necessitates a detailed understanding and analysis of several factors including the
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QRN elements, operations, and user requirements. While some of these factors were investigated separately
in the literature [21 28], no prior work has explored their joint consideration in designing QRNs. Each
study [21 28] has contributed to a dimension of QRNs such as delity, rate enhancement, or coverage.
However, they did not provide a uni ed design framework incorporating scalability, distillation scheduling,
and rate maximization within QRNs. In general, the limitations of prior works [21 28] can be summarized

as:

" Th works in [21,22] introduced cuto s to the storage of entangled qubits inside quantum memories of
quantum repeaters in order to account for the practical decoherence e ects in quantum memories based
on NV centers in diamond. Additionally, the work in [23] focused on optimizing cuto s in quantum
repeater memories without considering the QRN scalability aspect in terms of the number of quantum

repeaters.

In [24], the focus was on entanglement distribution within homogeneous repeater chains, excluding the
analysis of distillation operations. Additionally, the work in [25] considered scaling QRNs and maxi-
mizing the obtainable secret key rates while accounting for realistic quantum noise e ects. However,

the work in [25] did not incorporate entanglement distillation operations in their analysis.

The authors in [26] explored a linear QRN model for specic link distances, yet did not delve into
the broader challenges of QRN scalability or integrate entanglement distillation operations in QRNSs.
Additionally, the work in [27] developed a strategy for entanglement distribution in QRNs with imper-

fections but did not address the scalability of the networks.

The work in [28] introduced an advanced entanglement distillation technique tailored for long-distance

communications without considering quantum repeaters and their operational scheduling in QRNs.

1.5.2 Scaling FSO guantum channels and entanglement rate optimization

FSO-based QNs have received signi cant amount of attention [29 37] due to their advantages over ber-
based QCNs. However, these advancements have consistently faced limitations, particularly concerning
environmental challenges and network scalability. In general, the limitations of prior works [29 37] can be

summarized as:
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~ Most of the existing works in this area do not account for natural or human-made obstructions that

can disrupt LoS, which is a common challenge in practical FSO scenarios [29 32].

Initial e orts in integrating re ective surfaces to FSO quantum channels have concentrated on a single
link with point-to-point communications, which does not translate to the dynamic and distributed
nature of multi-user QCNSs [33]. Moreover, the work in [33] has ignored the varied and speci c QoS

needs of di erent QCN users, which are crucial for practical deployments.

Despite experimental validations of FSO-based QCNs with re ectors, research on incorporating ad-

vanced re ective surfaces in a multi-user setting remains unexplored [34 37].

1.5.3 E cient QCNs with Optimized Resources, Operations, and Delay

The development of e cient QCNs requires careful management and utilization of entangled resources avail-
able in quantum memories of QSs. Additionally, the di erent quantum operations performed by QSs, like
entanglement swapping and distillation, must be optimally scheduled to minimize the entanglement dis-
tribution delay in QCNs. Furthermore, e cient QCNs necessitate the seamless operation of several QSs
simultaneously satisfying entanglement generation requests for several QCN users with heterogeneous QoS
requirements. While prior works [38 46] have provided insightful results on separate aspects of e cient

QCNs, these prior works su er from several limitations that can be summarized as:

"~ Prior works focused on e cient QS resource allocation, entanglement distribution stability, and quan-
tum memory management [39 43, 45, 46]. However, no prior work has studied QS resource allocation
while considering realistic noise sources and jointly optimizing the entanglement distribution delay and

entanglement distillation operations.

No prior work has considered QCNs with multiple QSs responsible for the e cient satisfaction of sev-
eral end-to-end (e2e) entanglement generation requests between quantum nodes with heterogeneous
resources and delity constraints, while managing quantum memories and scheduling quantum opera-

tions [38, 39,47 49].

Existing works on resource e cient QCNs that minimize the usage of entangled resources mainly rely
on quantum data compression techniques they rely on sending direct quantum embeddings of classical

data without considering the contextual and semantic meanings of the data [50 53].
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1.5.4 Distributed QML Frameworks

Distributed QML frameworks that enable collaborative quantum learning between multiple quantum devices
started to receive an increased attention from the research community over the years. In this regard, one
major area that can facilitate distributed QML in the near-term over both existing classical networks and
QCNs is quantum federated learning (QFL) (which will be discussed in details in Chapter 7), where quantum
devices share classical QML training parameters with a centralized server. Existing literature considered
di erent aspects of QFL, like adaptive training, natural language applications, secure aggregation, among
others [54 63] mainly focusing on centralized QML models, or basic decetralized QML models. In general,

the limitations of prior works can be summarized as:

" No existing studies have tackled the use of purely quantum data for training client QML models within

QFL frameworks, which is crucial for distributed quantum sensing applications [56 58].

" Current QFL research does not consider the integration of classical or quantum temporal data using
models such as quantum long short-term memory (QLSTM) networks, essential for quantum sensing

scenarios [59, 60].

" There is a scarcity of comprehensive studies analyzing the deployment challenges and opportunities of

QFL over both classical and quantum networks, an area ripe for innovation [61 63].

1.6 Summary of Contributions

The main contribution of this dissertation is a comprehensive framework for developing scalable and e cient
QCNs which are necessary to build the global QI and enable distributed QML applications. In this regard,
this dissertation systematically tackles several challenges facing QCNs and considers jointly optimizing the
performance of di erent QCN elements to achieve a scalable and e cient QCN operation. First, the disser-
tation tackles the problem of scalability in quantum repeaters and FSO quantum channels with blockages.
In particular, an optimization framework for scaling QRNSs is developed, where the placement of quantum
repeaters with noisy operations is optimized. The proposed framework scales the geographical coverage of
QRNs and enables entanglement distribution while satisfying heterogeneous user requirements on rate and

delity. Next, the dissertation delves into a fundamental challenge facing FSO quantum channels, which is
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the requirement of a LoS connection between communicating parties. The dissertation pioneers the integra-
tion of a recon gurable intelligent surface (RIS) in QCNs to scale the LoS coverage in FSO quantum channels
with blockages and obstructions under environmental e ects. After quantum repeaters and channels, the
dissertation considers optimizing the e ciency of entanglement generation sources, quantum memories, and
QSs. In particular, a novel framework is proposed for optimizing entanglement generation sources allocation,
minimizing entanglement distribution delay, and optimizing entanglement distillation operations on quan-
tum memories in single-QS QCNSs. Next, the dissertation considers scaled QCNs with multiple QSs, and
proposes a matching theory-based framework for optimizing request-QS association in such QCNs and ensure
QS e ciency and satisfying user requests and requirements. Furthermore, the dissertation also considers
optimizing the QCN e ciency in terms of utilized entangled states to ensure a scalable operation. In this
regard, a quantum semantic communication (QSC) framework that leverages high-dimensional quantum
information and QML to extract and transmit essential quantum semantic representations over quantum
channels is developed. This QSC framework signi cantly reduces the quantum communication resource re-
guirements while maintaining high accuracy and delity over e cient QCNSs. Finally, after developing several
frameworks for e cient and scalable QCNs, necessary for the QI, the dissertation considers QI applications,
speci cally the near-term deployment of QML within today's limited scale quantum devices. Towards this
goal, the dissertation establishes the foundations of QFL over both classical and quantum networks, merging
QML with distributed frameworks to enable collaborative training while scaling today's limited quantum
computing resources. Collectively, these contributions represent a signi cant endeavor to overcome the chal-
lenges of QCN scalability and e ciency, o ering innovative solutions and models that promise to bolster the

infrastructure required for a robust and extensive QI.

1.6.1 Scaling Limits of Quantum Repeater Networks

In Chapter 2, we develop a holistic optimization framework to characterize the scalability of linear QRNs
under di erent application-level QoS constraints on end-to-end delity and EGR. Towards achieving this goal,
we explore the scalaing limits of QRNSs, their connection to di erent QRN parameters and constraints, and
their integration with QRN's noisy gates and operations under various application-speci ¢ QoS requirements.
Furthermore, we formulate a novel optimization framework for maximizing the scalability of linear QRNSs.
We optimize the number of QRN repeaters, their separation distance, and the required amount of distillation

rounds to satisfy the QoS constraints. Additionally, we perform extensive simulations to analyze the tradeo s
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between di erent QRN parameters, and identify their impacts on scalability. The results of our simulations
demonstrate that the proposed framework is e ective in providing meaningful insights into the scalability of

linear QRNs under di erent QoS requirements, noise, and losses.

1.6.2 Recon gurable Intelligent Surfaces (RISs) for Free-Space Quantum Com-

munication Networks

In Chapter 3, we develop a novel RIS-assisted FSO-based terrestrial QN architecture designed to facilitate
fair EGR allocation among users with heterogeneous QoS requirements, taking into account practical envi-
ronmental e ects, obstructions, and blockages. We particularly propose the rst model that jointly accounts

for the losses and noise in FSO quantum channels due to real-world environmental conditions, analyzing their
e ects on the rate and delity of quantum signals. In particular, we introduce a novel model of star-shaped,
FSO-based terrestrial QNs under environmental e ects, taking into account the practical challenges imposed
by blockages. The proposed model is the rst in the literature to perform quantum EGR allocation while ad-
dressing the problem of absent LoS in FSO-based terrestrial QNs. Furthermore, we conduct a comprehensive
analysis of the passive RIS integration into FSO-based terrestrial QN architectures. Particularly, we analyze
the impact of various environmental factors, including atmospheric loss, turbulence, and pointing errors, on
the generation, preservation, distribution, and delity of entangled quantum states. To do so, we derive an
analytical expression for the probability of successfully sending an entangled photon over an FSO quantum
channel with various environmental e ects. Then, we propose a novel model for the quantum phase noise
induced by atmospheric turbulence on entangled photons over FSO quantum channels, where the quantum
noise directly depends on the turbulence strength. This is the rst analysis that captures both the cumula-
tive losses and quantum-speci ¢ noise encountered in practical FSO quantum channels under environmental
e ects. Additionally, we formulate a novel optimization problem to jointly optimize the RIS placement
and QN EGR allocation while guaranteeing fairness among the end users and considering heterogeneous
QoS requirements on minimum rate and delity for di erent quantum applications. Then we propose a
metaheuristic simulated annealing algorithm to solve the formulated problem e ciently. Simulation results
show that the proposed framework achieves a near-optimal performance within 6% of the optimal solution
obtained using exhaustive search, while saving around 35% of the runtime needed. Moreover, our proposed
framework achieved a 40% enhancement in the fairness level between users compared to rate maximizing

frameworks that do not incorporate fairness constraints in their analysis.
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1.6.3 Entanglement Distribution Delay Optimization in QCNs with Distillation

In Chapter 4, we propose a QS resource allocation framework that jointly optimizes the average entan-
glement distribution delay and entanglement distillation operations, while managing quantum memories to
satisfy heterogeneous application-speci ¢ user requirements for minimum rate and delity. We focus on the
practical utilization of NV centers in synthetic diamond chips as single-photon sources (SPSs) and their
nuclear spins as quantum memory, a leading technology for practical QCN deployment. Our framework
tracks delays from entanglement generation attempts, transmission, operations, and quantum gates needed
for e2e entanglement, including those from entanglement distillation. It accounts for loss, quantum noise,
and imperfections during entanglement generation, transmission, and storage. We derive analytical ex-
pressions for the average quantum memory decoherence noise parameter for qubits stored in nuclear spins
during entanglement generation attempts for di erent distillation protocols and memory types, and for the
delity and average service delay of a distributed e2e state. We explore practical QCN deployment using
NV centers in diamond, providing QS control over selecting between two NV center types based on isotopic
decomposition and between two nuclear spin regions based on distance and coupling strength with the NV
center's electron spin. These binary control variables allow the QS to balance trade-o s between entangle-
ment generation success probability, coherence time, and quantum gate noise and speed. We formulate an
optimization problem to minimize average entanglement distribution delay while optimizing the selection of
entanglement distillation protocols, SPS type, and quantum memory characteristics for di erent users with
speci ¢ minimum requirements on entanglement generation rate and delity. This problem is solved using a
simulated annealing metaheuristic algorithm. Simulation results show the proposed framework satis es all
users' heterogeneous minimum average e2e delity and rate requirements, unlike existing approaches which
fail as the distance between users and the QS increases. The framework reduces average e2e entanglement
distribution delay by approximately 30% and increases the delity by around 7% compared to existing
physics-agnostic frameworks. Additionally, it achieves more than 50% reduction in average e2e delay and up
to 11% increase in delity compared to minimal distillation frameworks, and about 5% increase in delity
compared to distillation-agnostic frameworks. We also analyze the relationship between the NV center type,

nuclear spin region, distillation protocol, and entanglement generation parameters.

1.6.4 Matching Game for Optimized Association in QCNs

In Chapter 5, we develop a novel matching-based framework for optimizing request-QS association in QCNs

with multiple QSs, each possessing heterogeneous resources. This framework aims to satisfy QCN users'
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performance requirements while considering the practical constraints of QCN elements. To the best of our
knowledge, this is the rst comprehensive exploration of this research area, making several key contributions.
We provide the rst holistic analysis of the request-QS association problem in QCNs under limited resource

constraints and heterogeneous delity requirements. The request-QS association problem is formulated as
a matching gamewhere both requests and QSs rank each other based on delity-maximizing preferences.
This novel matching approach allows us to solve the association problem without requiring full knowledge of
QCN information. We introduce a novel request-QS association (RQSA)algorithm based onswap-matching

to address the formulated matching game while guaranteeing convergence under partial QCN information
availability. Simulation results demonstrate that the RQSA algorithm is scalable and achieves near-optimal

performance, within 5% of the optimal solution, in terms of the percentage of served requests and overall

e2e delity.

1.6.5 Quantum Semantic Communications: A Novel Approach for Resource-

E cient Quantum Networking

In Chapter 6, we propose a novel resource-e cient QCN framework, dubbed the QSC framework. This
framework leverages recent advancements in two key areas of quantum information science. First, it utilizes
high-dimensional quantum information and QML to extract underlying structures of classical data, e ciently
identifying atypical data patterns and surpassing classical machine learning speeds. Second, the QSC frame-
work delves into quantum semantic representations, emphasizing the fundamental role of quantum mechanics
in vector modeling and linear algebraic semantics. Rather than merely transmitting raw data in compressed
guantum states, the QSC framework intelligently extracts semantic information from the data, transmitting
only the essential quantum semantic representations over quantum channels. This results in more resource-
e cient QCNs while maintaining high accuracy. Speci cally, the framework provides a systematic approach
for assessing and optimizing theminimality of quantum communication resources needed (e.g., entangled
guantum states) and the accuracy of those resources in terms of quantum communication and semantic
delity, showcasing the trade-o s that exist. Simulation results validate that the QSC framework signi -
cantly reduces quantum communication resource requirements, saving 50-75% of the resources compared to
semantic-agnostic QCNs, while achieving higher quantum semantic delity. The proposed framework o ers a
promising direction for researchers and engineers to explore the potential of QML and quantum information

theory in enhancing the e ciency of QCNs.
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1.6.6 Quantum Federated Learning: A Novel Distributed QML Framework

In Chapter 7 we pioneer the comprehensive integration of federated learning (FL) with the burgeoning eld
of quantum computing, thereby introducing and establishing the framework of QFL. This framework am-
bitiously combines QML with classical and quantum communications to address and potentially overcome
some of the most pressing challenges within FL. The chapter meticulously outlines the prospects of deploy-
ing QFL across both classical and quantum networks. It identi es and addresses speci ¢ quantum-centric
challenges encountered during the deployment over classical and quantum networks, providing a suite of
potential solutions and directions for future research to ease this integration. A novel QFL framework is de-
veloped, enabling the collaborative training of quantum convolutional neural networks (QCNNSs) with purely
guantum data. This is supported by the creation of the rst quantum federated dataset in the literature for
distributed learning applications. The practicality of this framework is validated through extensive experi-
ments utilizing Google's TensorFlow Quantum (TFQ) and TensorFlow Federated (TFF), where it was found

to handle both 1ID and non-1ID data e ectively, achieving results on par or better than centralized QML se-
tups. Moreover, the chapter introducesFedQLSTM, a new QFL framework for cooperative learning between
multiple QLSTM models. This framework is utilized in performing multiple function approximation tasks,
showing faster convergence rates compared to classical counterparts, saving around 30% of communication

rounds and requiring one local raining epoch.
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6. M. Chehimi and W. Saad, Quantum federated learning with quantum data, in Proc. of IEEE
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Notations: In the rest of this report, given that each chapter is self-contained and develops comprehensive
optimization frameworks for the treated research problems, the notations used in each chapter are specic

to that chapter and do not extend to other chapters.



Chapter 2

Scaling Limits of Quantum Repeater

Networks

2.1 Background, Related Works, and Contributions

QCN are an emerging technology that holds tremendous promise for enabling secure and e cient long-
distance quantum communications, precise quantum sensing, and signi cantly faster distributed quantum
computing. However, the fragility of quantum states and their sensitivity to environmental impacts, noise,

and losses restrict the scalability of QCNs [64]. To overcome this limitation, quantum repeaters were in-
troduced in order to form QRNSs that allow sharing quantum states over longer distances. These networks
employ entanglement swapping65] and entanglement distillation [66] operations to extend the communica-

tion range and enhance the quality, or delity , of the transferred quantum states, respectively.

However, imperfections associated with these operations lead to unavoidable losses, and noise that could
degrade the delity of quantum states. This poses serious challenges for thecalability of QRNSs, often de ned

as the overall QRN length or the product of number of repeater nodes and their separation distances. In
particular, the number of repeater nodes in a QRN chain is constrained to a limit beyond which the resulting

losses and delity degradation become unacceptable.

Designing end-to-end QRN chains for long-distance quantum communications between distant quantum

nodes necessitates a detailed understanding and analysis of several factors including the installation of
guantum repeater nodes, the number of such nodes, the distance between each neighboring pair of quantum
repeaters, when each repeater should perform entanglement swapping, how many entanglement distillation

operations should be performed in the QRN chain, and how to schedule these operations.

19
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2.1.1 Related Works

While some of the aforementioned questions were investigated separately in the literature [24,26 28,67], no
prior work has explored their joint consideration in designing QRNs. For instance, the work in [27] proposed
an approach to optimize the distribution of entanglement in complex QRN architectures with imperfections
by considering the interplay between bandwidth, distillation protocol, and path- nding algorithms. How-
ever, the authors in [27] did not analyze the scalability of their considered QRNs. Moreover, the work in [28]
proposed a novel entanglement distillation technique suitable for long-distance direct quantum communica-
tions. However, the authors in [28] did not consider a QRN scenario in which quantum repeaters are present
and distillation operations need to be scheduled. Similarly, the work in [67] optimized the entanglement
generation rate (EGR) in quantum switch networks that neither included quantum repeaters nor incorpo-
rated entanglement distillation. Moreover, in [24], the authors studied optimal entanglement distribution in
various QRN scenarios. When considering homogeneous repeater chains, the work in [24] studied the impact
of the total distance, or chain length, on the achievable entanglement distribution rate. However, the results
in [24] did not consider entanglement distillation operations. Finally, the study presented in [26] focused
on a linear QRN, in which a small number of repeater nodes were strategically positioned between two end
nodes that were 900 km apart. However, the authors in [26] did not address QRN scalability nor incorpo-
rated entanglement distillation operations. This shattered nature of state-of-the-art works on QRNSs, their
limitations, and the lack of a comprehensive analysis of QRN scalability represent a major setback for QRN
development. This motivated us to thoroughly investigate QRN scalability issue, analyze its reliance on QoS
requirements, and explore the di erent factors that a ect the scalability of a QRN to achieve long-distance

guantum communications.

Each of the aforementioned works [24, 26 28, 67] focused on one aspect of a QRN, like distillation for high
delity, end-to-end rate enhancement, and scalability in terms of coverage. However, none of the existing
works jointly studied QRN designs that take into consideration their scalability, entanglement distillation
scheduling, and rate maximization. Unlike prior works, in this chapter, we propose to jointly analyze all the

aforementioned characteristics of QRNSs.

2.1.2 Contributions

The main contribution of this chapter is to develop a holistic optimization framework to characterize the

scalability of linear QRNs under di erent application-level QoS constraints on end-to-end delity and EGR.
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Towards achieving this goal, we make the following contributions:

" We explore the scalaing limits of QRNS, their connection to di erent QRN parameters and constraints,
and their integration with QRN's noisy gates and operations under various application-speci c QoS

requirements.

We formulate a novel optimization framework for maximizing the scalability of linear QRNs. We opti-
mize the number of QRN repeaters, their separation distance, and the required amount of distillation

rounds to satisfy the QoS constraints.

We perform extensive simulations to analyze the tradeo s between di erent QRN parameters, and
identify their impacts on scalability. The results of our simulations demonstrate that the proposed
framework is e ective in providing meaningful insights into the scalability of linear QRNs under di erent

QoS requirements, noise, and losses.

The rest of this chapter is organized as follows. Section 2.2 begins with a brief overview of necessary
preliminary principles needed to develop the system model. Next, Section 2.3 describes the proposed system
model of the QRN. The proposed optimization problem and its solution are presented in Section 2.4. Then,
in Section 2.5, we conduct extensive simulations and experiments and analyse the key results. Finally,

conclusions are drawn in Section 2.6.

2.2 Quantum Preliminaries

In this section, we provide a concise introduction to essential quantum concepts required to develop the

system model.

2.2.1 Quantum States

In a QRN, link-level entangled (LLE) states are rst generated between neighboring quantum nodes. We

assume that each LLE state is of the form = W gih goj + % . This state is known as the Werner
state, and it is commonly used due to its parametric nature. The delity of such a quantum state is given

as: FL = 3
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2.2.2 Entanglement Swapping

Consider a linear chain QRN ofN + 1 quantum nodes andN links. The delity of the obtained end-to-end

entangled (E2E) state after performingN 1 swap operations on corresponding LLE states is given as [65]:

Fool,3 P2 DT R 1
4 4 3 3 2.1)
4F|_2 1 4FL;N 1
3 3 '

where P, represents two-qubit gate delity, represents measurement delity of the entanglement swapping

operation, and F; is the delity of the LLE state across link i 2f1;2;:::;;Ng.

If all LLE states have the same delity, i.e., Fi.1 = FL.2 = = Fun = Fi, then the output delity after

performing entanglement swaps oveN links will be:

N 1 N

1 Py(4 2 1) 4F. 1

3
S(FLiN)= 7+ 5 3 3 (2.2)

2.2.3 Entanglement Distillation

Throughout this chapter, we adopt a well-known symmetric IBM entanglement distillation protocol [66]. In
this protocol, the delity of the resulting state after performing one round of distillation on two identical

Werner states, each with delity Fi,, will be given by:

A(Fin) B()+ C(Fn) D()+ E(P2) .
H(Fin) B( )+ C(Fin) 4D()+4E(P2)’

f(Fin) = (2.3)
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where

1 F|n

A(Fn)= Fp+ =5 (2.42)
B( ): 2 +(1 )2, (24b)
2
CFn)=Fo T ™ + 100 (2.40)
D()=2 (1 ); (2.4d)
1 P2
E(P,) = TZZZ; (2.4¢)
H(Fin) = Fi% + :%Fin (1 Fin)+ g(l I:in)z: (2.41)

(2.3) is subject to the constraint that F;;,  0:5. The probability of successfor this entanglement distillation

operation is given by:

Ps(Fin) = P> H(Fin)B( )+ C(Fin)4D( )+4E(Py) : (2.5)

We de ne a recursive function, g(n; Fo), to calculate the nal delity after performing n rounds of entangle-

ment distillation. Here, Fq is the initial delity of the entangled quantum states that need to be distilled.

8
5Fo ifn=0

3

: (2.6)
“g(n 1;f(Fg)) otherwise

g(n;Fo) =

The delity after performing i rounds of entanglement distillation, F;, can be written in terms of the recursive

function g(n; Fo) as follows:

Fi=9(i;Fo)=9(i Lf(Fo)= f(F 1): (2.7)

Note that it is di cult to obtain a closed form expression for function g(n;Fg) in terms of the initial delity
and number of distillation rounds. As such, one has to resort to numerical computations to evaluate such

functions.
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Figure 2.1: The considered linear QRN model.

2.3 System Model

We consider a linear QRN comprised of two end nodes connected througN quantum links with N 1
guantum repeater nodes in-between. The QRN's end-goal is to create E2E states between the end quantum
nodes with specied QoS requirements ofEGR and delity , while extending the scale (or length) of the
repeater chain as far as possible. Quantum repeaters are considered to be uniformly spaced, consistent with
state-of-the-art literature [26], and the separation distance between all neighboring pairs of quantum nodes is
denoted asd. Moreover, we assume that all QRN nodes experience similar amounts of noise. The LLE states
undergo several rounds of entanglement swapping and distillation before generating E2E states. Since each
one of those operations a ects the end-to-end delity and rate, they must be scheduled in a way that the
QoS requirements are satis ed while maximizing scalability or length of the QRN. In particular, we de ne
scalability of a linear QRN as the maximum length of the QRN, i.e., N d, for a given rate and delity

constraint.

Based on state-of-the-art developments in QRN designs, we perform entanglement distillation only at the
link and end-to-end levels, with no intermediate multi-hop operations [68]. Moreover, we assume that
entanglement swapping operations are deterministic. Gates and measurements (whose delities are modeled

asP, and in (5.1), respectively [65]) are considered to be noisy in the QRN.
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2.3.1 Link-level Fidelity and Rate

The LLE states, which are Werner states shared between neighboring QRN nodes, are considered to be
homogeneous. This means that they are generated at the link level with the same initial delity, Fp, and

at the same rate, Rp, across all links in the QRN. Moreover, every pair of neighboring nodes will perform
homogeneous entanglement distillation on the LLE states, i.e., the same number of distillation rounds are
performed on each link. This results in the same output delity for LLE states, which depends on the initial
delity Fq and the link-level entanglement distillation parameter n_ . Here, n_ represents the number of
rounds of entanglement distillation performed at the link-level for each link. If we de ne F_, to be the
delity before performing the ith distillation round at the link level, then the initial delity of the generated

LLE state is represented asFo = Fi.;. Accordingly, F..i = g(i 1,Fp); 8i 2f1;2;::;;n_g, and the nal

delity of the link-level quantum states after performing n_ entanglement distillation rounds will be:

Fiin +1 (N Fo) = f(Fun ) = g(ng; Fo): (2.8)

Due to losses stemming from the interaction of the quantum states with the optical ber, the probability of
successfully creating an LLE state ise 9°-°, where L is the attenuation length of the ber optic, and d is
the distance between nodes [22]. The initial EGR of an LLE state (before distillation) isRge %-¢, where

Ro is the entanglement generating source repetition rate.

The LLE states are then subjected to then, rounds of entanglement distillation, which result in reducing
the LLE state generation rate. The resulting rate, R, after performing n_ entanglement distillation rounds
is found by accounting for the success probability of the entanglement distillation operations, the delity of
each distillation round, and the exponential losses encountered during the establishment of the LLE states,

as follows:
d_
Rge to

RL(Ro;nL;d;Fo) = Qpr——— (2.9)

i=1 Pg(FLi)

2.3.2 End-to-End Fidelity and Rate

After performing n_ link-level entanglement distillation operations, N entanglement swap operations are
performed on the distilled LLE states. Since we assume deterministic entanglement swap operations, swap

operations only a ect E2E state delity, without a ecting the rate. Hence, the initial E2E state generation
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rate is R (Ro; n; d; Fo). However, the initial E2E state delity before performing any end-to-end distillation
operations, Fg.1, is:

Fe:1(ne;FosN) = S(Fuing ., (N Fo);N); (2.10)
where S(:) is given by (2.2).

Next, we introduce the end-to-end entanglement distillation parameter ng, which represents the number of
entanglement distillation rounds performed at the end-to-end level. If we de neFg; to be the delity before
performing the j th distillation round at the end-to-end level, then, Fg; = g(j 1 Fe.a(ne;Fo;N)); 8 2
f1;2;:::;negg, and the nal delity of the end-to-end level quantum states after performing ng entanglement
distillation rounds is:

Fene+1 (Ne;NL; ForN)) = g(ne; Fea(ne; Fo; N)): (2.11)

Moreover, the nal end-to-end EGR, which accounts for the success probability of theng end-to-end entan-

glement distillation operations is given as:

R (Ro;n.;d;F
Re(ng;nL;N;d;Ro;Fo) = b(nEO L2 0): (2.12)

i=1 Ps(Fej)

Th quantum application-speci ¢ QoS requirements impose minimum threshold constraints on the end-to-
end delity and EGR in (2.11) and (2.12), respectively. Next, we formulate and solve a novel optimization
problem for maximizing QRN scalability in the presence of such QoS constraints, while jointly nding the

associated optimal scheduling of entanglement distillation operations.

2.4 QRN Scalability Optimization Formulation

Now, we formulate the scalability problem in QRNs as an optimization problem whose goal is to maximize
the length of a linear QRN while satisfying QoS constraints on end-to-end delity and rate. This problem
explores how long (scalable) a linear QRN can be to achieve long-distance quantum communications while
satisfying minimum QoS requirements. The available control variables are: 1n., the number of link-level
entanglement distillation operations, 2) ng, the number of end-to-end entanglement distillation operations,
3) N, the number of intermediate entangled quantum states (this also corresponds to the number of repeating

nodes, which isN 1), 4) d, the separation distance between neighboring nodes in the QRN. The QRN



Mahdi Chehimi Chapter 2. 27

scalability optimization problem can be formulated as follows:

P1: Ngmax N d (2.13a)
st Re(ng;n ;N;d)  Rnin; (2.13b)
Fenc+1 (Ne;NL;N) - Frin s (2.13¢)

n. 0 (2.13d)

ne O (2.13¢)

N 1 (2.13f)

d O (2.139)

where Rpin is the minimum required end-to-end EGR, andF, is the minimum required end-to-end delity.

These two constraints capture the application-speci ¢ QoS requirements.

We observe that the proposed optimization problemP 1 is a mixed-integer nonlinear programming problem.
In order to solve P 1, and since the derivatives of the functions in (5.6b) and (5.6c) are not easily computed,
it is typical to consider a derivative-free metaheuristic solution. However, in the conducted simulations, we
notice that the e ective ranges of the optimization control variables in the considered linear QRN can be
explored using an exhaustive search algorithm to obtain the optimal solution of the optimization problem.
Thus, we conduct most of our simulations using the exhaustive search algorithm. We also develop a meta-
heuristic solution based on the genetic algorithm (GA), and compare the performance with the exhaustive
search algorithm. Such a metaheuristic solution is expected to play a vital role in future extensions of this

work, where we consider heterogeneous and more complex QRN structures.

2.5 Simulation Results and Analysis

In this section, we conduct extensive simulations to thoroughly investigate the relations between scalability,
rate, and delity. Moreover, we analyze the impact of every QRN parameter on achievable end-to-end EGR
and delity, in addition to the corresponding maximum QRN length. Throughout the simulations, we explore

the e ective ranges of all possible values for the di erent parameters in order to build the search space for
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the exhaustive search algorithnt. Moreover, throughout the simulations, we x Lo = 0:542 km, which
is the attenuation length used for the transmission of entangled states through optical ber at the visible
light wavelength [69]. Furthermore, unless stated otherwise, we consider the followinglefault quantum
communication setup, where the noise parameters are set to = P, = 0:99 [70], initial LLE state delity is

Fo = 0:99[70], initial attempt EGR ? is Ro = 10°, a minimum end-to-end EGR requirement of Ry, = 1 [26],
and a minimum end-to-end delity requirement F,i, = 0:5 (which is the minimum delity needed to be able

to perform entanglement distillation) [66].

2.5.1 Impacts of Varying QoS Requirements

First, we examine the e ects of varying application-speci ¢ QoS requirements on scalability and number of
QRN nodes. In Figure 2.2, we demonstrate how the optimal scalability varies as botlRRpi, and Fni, vary.
Under best conditions, i.e., whenRp,i, =1 and Fnp,jn = 0:5; we achieve a scalability of115 km. Similarly,
Figure 2.3 shows how the number of entangled linksN, varies with Ry, and Fni,. From Figure 2.2, we
observe that scalability decreases as the QoS requirements become more stringent. Furthermore, interest-
ingly, Figure 2.3 demonstrates that increasingFn, leads to a more substantial decrease ilN compared
to increasing Rmin , Which has only a minor e ect on N. This implies that the rate requirement mainly

in uences the optimal d, which we will investigate next.

The relationship between the optimal d, Rmin , and Ry is illustrated in Figure 2.4. It can be observed that an
increase inRpin leads to a decrease iml. Similarly, decreasing the initial EGR attempts rate, Rg, also results
in a decrease ind. We observe that even though there is no theoretical upper bound fod, its optimal values
are not in nitely large. Figure 2.4 also indicates that achieving maximum scalability does not necessarily
entail obtaining the largest possible separation distancel. This is due to the fact that increasing d leads to

entangled states traveling greater distances over optical bers, which results in higher EGR losses.

2.5.2 Impact of having No Link-level Distillation

In the scenario where entanglement distillation is limited to end-to-end states only, i.e.n. = 0, we investigate

its e ect on the maximum scalability. To this end, we present in Figure 2.5 the optimal N as we varyFpm;, .

1The unbounded parameters are constrained by su ciently large upper bounds to make the simulations tractable.
2Note that we do not consider multiplexing in the initial EGR attempts, which can be easily integrated into our framework
to have higher numbers.
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Figure 2.2: Maximum QRN scalability vs Fnin and Rpin .

Figure 2.3: Optimal number of entangled links,N vs Fnin and Rpin .

Additionally, in Figures 2.6 and 2.7, we analyze the variation of optimal ng and d with Fn,j, whenn_ =0.

By looking at both Figures 2.5 and 2.7, we observe that the absence of link-level distillation results in a
notable decrease in scalability when the initial LLE state delity is decreased. This is because the link-
level distillation operations are responsible for maximizing the LLE state delity before performing swap
operations. Whenn, = 0, the number of swap operations, and, correspondingly, the number of repeater
nodes in the QRN is signi cantly reduced. This is evident from Figure 2.5 where we observe thalN drops

by more than 50% when the initial delity Fq is only reduced by 4%, in the default setup with Fn,;, =0:5.
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Figure 2.4: Optimal separation distance,d vs Ry, for di erent values of Rg.

Figure 2.5: Optimal N vs Fnhi, whenng =0.

Moreover, by keepingng low (as shown in Figure 2.6), we can get a high separation distance (as shown in
Figure 2.7). However, when more stringent minimum delity requirements F,;, are needed, performing only

end-to-end distillation may not be enough, and it may be necessary to also decrease the number of repeaters

to minimize in delities.
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Figure 2.6: Optimal ng vs Fnin whenng =0.

Figure 2.7: Optimal separation distance,d vs Fp,jy, whenn, =0.

2.5.3 Impact of having No End-to-end Distillation

We now move on to examine another speci ¢ scenario where there are no end-to-end entanglement distillation
operations, i.e.,ng = 0. In other words, we only perform entanglement distillation on LLE states. In Figure
2.8, we plot the optimal scalability as a function of the minimum end-to-end delity requirement Fp;n, .
Since end-to-end distillation operations are the ones responsible for correcting the noise and imperfections
encountered during the swap operations, achieving high end-to-end delity (whenng = 0) is signi cantly

di cult. Accordingly in Figure 2.8, we notice that, in order to meet the minimum delity requirements, the
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Figure 2.8: Optimal scalability vs Fr,jn whenng =0.

scalability must be compromised, and the number of repeater nodes must be considerably reduced.

2.5.4 Impact of Gate Noise and Imperfections

Next, we study the impact of the noise introduced during distillation and swapping on the scalability of a
QRN. Here, we consider thedefault quantum communication setup parameters in order to focus on the direct
impact of noise on scalability. From Figure 2.9, we observe that maximum QRN scalability signi cantly varies
as a function of noise. Itis clear from Figure 2.9 that the in delities associated with imperfect measurements
(whose delity is represented by ) have a greater impact on QRN scalability compared to the impact of
two-qubit gates noise (where the gate delity is represented byP,). Additionally, we also observe from
Figure 2.9 that, in the absence of device imperfections, the QRN can achieve a scalability of approximately
267 km. This value can be further improved by incorporating multiplexing techniques in the initial EGR

attempts.

2.5.5 Performance of Metaheuristic GA Solution

Finally, we implement a genetic algorithm (GA) to solve the QRN scalability optimization problem. We then
compare the scalability obtained through the GA with the scalability obtained through the exhaustive search

algorithm as shown in Figure 2.10. Here, we adopt thedefault quantum communication setup parameters
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Figure 2.9: Optimal QRN scalability vs P, and when Fo =0:99, Fnin =0:5, and Rpyin = 1.

Figure 2.10: Evolution of scalability in GA vs the number of generations, and compared to exhaustive search.

de ned earlier. In terms of solution optimality, the exhaustive search algorithm yielded a maximum scalability
of 115.521 km. In comparison, the GA algorithm produced a scalability of 115.512 km, resulting in an error
gap of less than0:01% between the two solutions. Additionally, the GA approach was able to converge to the
best solution within 300 generations, which is a52% reduction in running time compared to the exhaustive
search algorithm. Although the running time of the exhaustive search algorithm for the homogeneous linear
QRN scenario was reasonable for achieving optimality in our simulations, the proposed GA solution will be

useful for future extensions that consider more complex and heterogeneous QRN scenarios.
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2.6 Summary

In this chapter, we have taken a comprehensive approach to address the problem of scalability in homogeneous
linear QRNs, while taking into consideration various QoS requirements. Speci cally, we have proposed
a new optimization framework that jointly maximizes QRN scalability and the entanglement distillation
operations to meet the QoS requirements for both end-to-end delity and rate. Furthermore, we have
conducted extensive experiments to investigate the impact of di erent QRN parameters on scalability and
have identi ed the indirect relationships between variables such as the number of repeater nodes, their
separation distance, and the number of distillation rounds on di erent QRN levels. Going further, we would

like to analyze the scalability of more complex and non-homogeneous QRN structures.



Chapter 3

Recon gurable Intelligent Surface
(RI1S)-Assisted Entanglement

Distribution in FSO Quantum Networks

3.1 Background, Related Works, and Contributions

QCNs will facilitate the distribution of entangled quantum states, or qubits, across distant nodes [71], thereby
unlocking novel applications in quantum sensing [72], distributed quantum computing [73], and quantum
communication protocols such as QKD [64]. However, practically deploying and operating QCNs is nontrivial
due to their unique underlying physics, hardware operations, and probabilistic nature compared to classical

networks [64].

For instance, state-of-the-art QCN architectures primarily rely on optical ber channels for communicating
and sharing quantum information. However, in areas with obstacles, natural barriers, or limited infrastruc-
ture, setting up a ber infrastructure can be di cult. In such cases, FSO quantum channels o er a promising
alternative. In an FSO channel, quantum optical signals are wirelessly sent through the air between ter-
restrial stations or through outer space using satellites [74]. Thus, FSO-based QCNs are more exible and
cost-e cient compared to ber-based QCNs. Other advantages of an FSO-based QCN include secure con-
nections due to the di culty of intercepting a light beam without leaving a trace, and high transmission

rates by utilizing a wide range of wavelengths and frequencies [29].

Despite these advantages, designing an FSO-based QCN requires overcoming several major challenges. First,

a common feature found in QCNs is having a star-shaped architecture with a centrajuantum base station

35
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(QBS) that sharesentangled qubitswith connected users. The QBS has limited capacity to generate entangled
pairs of qubits, which are fragile resources that have a short coherence time, and this makes the problem
of allocating these resources to QCN users challenging [75]. Particularly, entangled qubit allocation entails
controlling single-photon sources and quantum memories to ensure that quantum states are generated at
su cient rate and quality, or delity , to satisfy heterogeneous user requirements. In addition, the most
substantial challenge faced by an FSO-based QCN is the need for a clear LoS between the communicating
nodes. Without LoS, due to the highly-focused and directional nature of optical signals, it is impossible
to transmit quantum optical signals over an FSO channel between distant nodes [74]. Indeed, blockages
and obstacles can obstruct an FSO quantum link by breaking the LoS connection between QCN nodes
[31]. Furthermore, establishing and maintaining an LoS in an FSO-based QCN becomes more challenging
when considering practical environmental e ects such as atmospheric losses, turbulence, misalignment, and
pointing errors between communicating nodes [32]. These challenges can result in quantum signal loss and

quality degradation. As a result, two research questions arise:

1. How do we establish and maintain an LoS connection between distant nodes communicating over an

FSO channel in a multi-user QCN where blockages and atmospheric e ects are present?

2. How do we e ciently allocate available QBS entangled resources to dierent users so as to fairly

maximize their e2e service rates while satisfying their QoS requirements?

3.1.1 Related Works

FSO-based QCNs have received considerable attention [29 32] due to their advantages over ber-based QCNSs.
For instance, the authors in [29] reported a practical experiment for long distance quantum communications
over FSO channels while overcoming weather-dependent challenges and losses. Additionally, the work in
[31] considered hybrid M-ary pulse position modulation (MPPM)-BB84 QKD deployment over an FSO
channel while considering atmospheric turbulence and pointing errors. Moreover, the impacts of atmospheric
turbulence on BB84 QKD over FSO quantum channels were discussed in [32]. Finally, the work in [30]
considered the utilization of decoy quantum states to execute the BB84 QKD protocol over a terrestrial FSO
guantum channel while considering several environmental impacts, like atmospheric turbulence, scattering,
and rain attenuation. However, all these works, [29 32], considered FSO-based QCNs with no natural

or human-made obstructions that could block the LoS connection, and none of them considered practical
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scenarios in which LoS is missing in the QCN.

For FSO-based QCN scenarios in which a direct LoS link is unavailable, it is possible to establishvartual LoS
between the transmitter and receiver nodes. Such a virtual LoS is established by identifying an intermediate
point that has a clear LoS with both the transmitter and receiver. Signals are then transmitted from the
transmitter node and re ected o this intermediate point, ensuring they reach the receiver node. One way to
practically realize such a virtual LoS is through the use of quantum repeaters at the intermediate nodes [74].
However, such quantum repeaters require the inclusion of a partial or complete quantum FSO transceiver
chain, including: entanglement generation sources, entanglement swapping modules, single-photon detectors,
guantum memories, signal processing units, and tracking systems [76]. These requirements impose signi cant
design complexities, thereby making the use of quantum repeaters an expensive solution. Another strategy
involves integrating satellites as relay nodes or optical re ectors within FSO-based QCNs with obstructions
[77]. While this o ers a potential practical solution, it brings its own set of challenges. Primarily, this
method substantially elevates operational costs. Additionally, there is an inherent increase in communication
delays due to the extended distances the photons must traverse. This greater travel distance necessitates
advancements in photon emission technologies to generate higher quality photons, in addition to quantum
memories with longer lifetimes. Furthermore, controlled-mirrors can be utilized to overcome the absence of
LoS in FSO-based QCNs. However, such mirrors require dynamic physical control to enable directing the

beams towards their intended destinations, which imposes signi cant practical challenges [78].

One promising solution to overcome the LoS challenges of FSO-based QCNs in an e cient and cost-e ective
manner could be through the concept of arecon gurable intelligent surface (RIS). Indeed, prior works

in the eld of RIS for classical FSO communications [76, 79, 80] already demonstrated the potential of
using an optical passive RIS to alleviate the LoS requirement for an FSO system and to establish a virtual
LoS between communicating nodes. RISs o er notable advantages in terms of energy e ciency and cost-
e ectiveness, and they do not require a quantum memory. They are comprised of passive elements and
can be conveniently deployed on existing infrastructure such as lamp posts and building facades [76, 79, 80].
Although there is an inherent compatibility between RISs and optical quantum signals, to the best of our
knowledge, only two prior works have considered the presence of an RIS in a QCN [33] and [81]. Nonetheless,
the work in [33] does not take into account real-world quantum considerations, and the work in [81] is
focused on classical communications and makes a strong assumption that the generation of QKD secret

keys is always successful. In particular, the work in [33] incorporates an RIS in a single point-to-point



Mahdi Chehimi Chapter 3. 38

FSO quantum link without considering an FSO-based QCN where an RIS is optimally placed between
multiple users. Moreover, the model in [33] did not allocate the entanglement generation rate (EGR) and
guantum memory capacity to QCN users to satisfy their unique QoS requirements. Additionally, the authors
in [33] did not analyze how environmental noise a ects the delity of quantum states over FSO links.
On the other hand, the authors in [81] considered a multi-user network secured by QKD. However, QKD
processes in [81] are assumed to successfully distribute secret keys without any consideration of the limitations
associated with the entanglement generation, storage, or distribution operations. Moreover, the impact of
environmental e ects on quantum signals both in terms of the resulting losses and noise, corresponding to
rate and delity, is missing in [81]. In general, the works in [33] and [81] distribute entangled qubits in FSO-
based QCNs using classical approaches that are agnostic to quantum state delity. This is an impractical
entanglement distribution approach since each quantum application, e.g., QKD, can only tolerate a certain
amount of error, which can be translated into a minimum average delity requirement. These traits lead to
guantum-speci ¢ e ects in FSO signals, particularly in presence of an RIS [64]. While practical experiments
validated the physical realization of FSO-based QCNs with re ectors [29],no prior work has explored the
integration of an RIS into a multi-user FSO-based QCN with diverse QoS requirements while analyzing the
resulting quantum noise and loss e ects on quantum state delity and rate. Additionally, there is a lack of
research on allocating EGR in FSO-based QCNs with RISs while accounting for environmental factors such

as attenuation, turbulence, and pointing errors.

3.1.2 Contributions

The main contribution of this paper is a novel RIS-assisted FSO-based terrestrial QCN architecture designed
to facilitate fair EGR allocation among users with heterogeneous QoS requirements, taking into account prac-
tical environmental e ects, obstructions, and blockages. In particular, we propose the rst model that jointly
accounts for the losses and noise in FSO quantum channels due to real-world environmental conditions, ana-

lyzing their e ects on the rate and delity of quantum signals. Towards this goal, we make key contributions:

" We introduce a novel model of a star-shaped, FSO-based terrestrial QCN in the presence of environ-
mental e ects, taking into account practical challenges imposed by blockages. The proposed model is
the rst in the literature to perform quantum EGR allocation while addressing the problem of absent

LoS in FSO-based terrestrial QCNs.
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~ We conduct a comprehensive analysis of the passive RIS integration into FSO-based terrestrial QCN
architectures. Speci cally, we analyze the impact of various environmental factors, including atmo-
spheric loss, turbulence, and pointing errors, on the generation, preservation, distribution, and delity
of entangled quantum states. To do so, we derive a closed-form expression for the probability of success-
fully sending an entangled photon over an FSO quantum channel with various environmental e ects.
We then propose a model for quantum phase noise induced by atmospheric turbulence on entangled
photons over an FSO quantum channel, where the quantum noise directly depends on the turbulence
strength. This is the rst analysis that captures both the cumulative losses and quantum-speci ¢ noise

encountered in practical FSO quantum channels under environmental e ects.

We formulate an optimization problem to jointly optimize the RIS placement and QCN EGR allocation
while guaranteeing fairness among the end users and considering heterogeneous QoS requirements on
minimum rate and delity for dierent quantum applications. Then, we propose a metaheuristic

simulated annealing algorithm to solve the formulated problem e ciently.

Simulation results show that the proposed framework outperforms the classical, delity-agnostic resource
allocation frameworks in terms of satisfying minimum delity requirements. In contrast to classical delity-
agnostic frameworks whose users' delity remains at least 84% below the required minimum delity, our
framework manages to satisfy the delity requirements for all users' quantum applications. Additionally,

our framework achieves a 63% enhancement in the fairness level between users compared to rate maximizing
frameworks that do not incorporate fairness constraints in their analysis. Furthermore, we show that the e2e
distance of QCN users has a more severe impact on their e2e rate compared to their quantum application's
moderate minimum delity requirement. We verify that the proposed framework can serve a high number

of users while satisfying their heterogeneous fairness, rate, and delity requirements. Finally, we show that
weather conditions have the strongest impact among the di erent environmental e ects as changing the

weather from being sunny to being rainy could result in around 49% reduction in the e2e sum rate.

The rest of this chapter is organized as follows. Section 3.2 describes the proposed system model, its
constituents along with their geometry, and the quantum FSO channel model. Then, in Section 3.3, we
model both the losses and noise encountered in the system model, and analyze their e ect on the rate and
delity of entangled states. Section 4.4 introduces our proposed novel optimization framework, while Section

3.5 discusses simulation results and Section 3.6 draws some conclusions.
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Figure 3.1: Studied system model of an RIS-assisted FSO-based QCN with blockages that result in the
absence of direct LoS connections between QBs and end users.

3.2 System Model

3.2.1 QCN Elements and Geometry

As shown in Fig. 5.1, we consider a star-shaped terrestrial QCN comprised of a QBS connected to a $¢tof
N end users through FSO quantum channels. We assume that end users fall into the dark zone of the QBS,
i.e., the direct LoS FSO quantum links between the QBS and end users are blocked or weak due to extreme
conditions, such as obstruction by high rise buildingst To circumvent this challenge, an RIS is deployed to

provide an alternative FSO quantum link or a virtual LoS between end users and QBS.

In the considered area, the QBS is located at the origins = ( Xs,Ys,Hs), the RIS is located atl, = ( x;,yr,H;),
while each end user 2 N, is located atl; = (xj,yi,Hi). The users' locations with respect to the QBS are
assumed to be successfully identi ed and shared with the QBS at an early stage. The QBS is considered to
be the source that generates discrete variablentangled pairs of qubits (or photons)which are shared with

the end users to create quantum communication links and enable applications, like QKD. The RIS must be

1This is a challenging scenario for traditional terrestrial QCNs without RIS or satellite support, and it is a typical assumption
in the literature of RIS-assisted communication scenarios [76, 79, 80].
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placed so as to optimize the distribution of entangled qubits from the QBS to the users. This is essential to
ensure that the quantum applications meet their QoS requirements in terms of the achieved rate and delity.

Next, we introduce as the permitted region for deploying the RIS where satis es the following condition:

= fXe;Ye He) i Xmin© Xr Xmax;
(3.1)

Ymin Yr Ymax ; H min H r H max 9

where [Xmin ; Xmax | ; [Ymin ; Ymax ] @nd [Hmin ; Hmax ] represent the possible deployment ranges along the x-, y-,
and z-axes, respectively. The size of , in practice, is usually constrained due to infrastructural consid-
erations, including the availability of appropriate building facades for RIS integration, the availability of
LoS links with the QBS and the QCN users at available infrastructure, and the distribution of surrounding
obstacles in deployment locations, all of which constrain the deployment options. The distance between the

QBS and the RIS isdg, (I;) = P (Xr  Xs)Z2+(yr VYs)2+(H;, Hs)?2, and the distance from the RIS to

each useri 2N isdg (I;) = P (Xi X )Z+(yi Y )2+(H; H;)2. Accordingly, the e2e distance between

the QBS and a useri 2 N is deze; (I) = der (Ir) + i (Ir).

The RIS can dynamically adjust the phase shifts of its individual elements to create a virtual LoS and to
direct photons sent from the QBS toward the di erent end users. For simultaneously serving di erent users,
the RIS is partitioned into N sub-surfaces, each of which consists of xed units of RIS elements and is
dedicated to a particular useri 2 N (e.g., see [82]). The phase shift of each sub-surface is adjusted according
to the location of its corresponding end usef This adjustment ensures that the entangled photons generated
and transferred from the QBS are appropriately directed towards their intended useri 2 N , as shown in Fig.
5.1. The relative distances between the RIS and both QBS and end users are signi cantly larger than the
distances between the RIS partitions. Henceforth, the QCN operation is performed at the far- eld regime
of the RIS, which is a common assumption [82]. Hence, it is reasonable to represent the location of the RIS

by a single pointl; = ( X;,yr,H;).

3.2.2 FSO Channel Model

The e2e FSO channel gairh;; 8i 2 N between the QBS and end user 2 N , is given by [76]:

2This can be achieved by adopting one of the existing techniques for RIS phase control and partitioning, like the one proposed
in [76]. In this paper, we assume that the partitioning and phase shift adjusting steps are successfully performed prior to the
considered entanglement resource allocation and RIS placement task.
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hi(lr) = & hip(lr)h?(lr)hig(lr); 8i 2N ; (3.2)

where & is the RIS re ection e ciency, i.e., the fraction of power re ected by the RIS, which depends on
both the bias voltage applied to the RIS and the operating frequency, is the responsivity of the receiver,

and hP;ha, and h? are, respectively, the atmospheric loss, atmospheric turbulence, and pointing error loss.

Atmospheric loss

h is a deterministic loss and represents the reduction of power along a transmission path caused by the
scattering and absorption of light by particles in the atmosphere. Accordingly, the atmospheric loss is [83]:
hP(h) =10 M s (1r)=10 10 Ao (Ir)=10
(3.3)
=10 Yezi ()10, gio N ;
where ” is the weather-dependent attenuation coe cient of the FSO link. From (3.3), we observe that the

atmospheric losshP consists of a product of two terms, namely the atmospheric loss of the QBS-RIS link

10 U s (1710 gand the atmospheric loss of the RIS-user linklQ i (11)=10,

Atmospheric turbulence

Under moderate-to-strong atmospheric turbulence,h? can be modeled by a Gamma-Gamma distribution,

and, hence, the probability density function (PDF) of h2 is [84]:

2( )i =
¢ i)

where ( ) is the Gamma function andK is the -order modi ed Bessel function of the second kind. ; and

(hd)C i+ D=2 1 (2p e 7). (3.4)

fra(hf) =

i represent, respectively, the e ective number of large-scale and small-scale cells of the scattering process

that depend on the RIS location, and are given by [84]:
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2 0 1 3,

. 2
(0= o220 ul) g 7 (3.5)
1+1:11 5 (1)

2 0 1 3,

. 2
(0= feplp— 2t uld g o7 (3.6)
1+0:69 5 (1))

where 2, (I/)=1 :230§k7=6d£;?(lr) is the Rytov variance which captures phase uctuations due to turbu-
lence. Moreover,k =2 = s the optical wave number, is the wavelength, andC? is the refractive index

structure constant, which quanti es the turbulence strength.

Pointing Error Model

Pointing errors in RIS-assisted free-space terrestrial QCNs stem mainly from jitter at the transmitter and

at the RIS. Therefore, the fading due to pointing errors at useri 2 N will be given by [79,80]:

hi(l:)  Aoi(lr)exp 2°/ﬁ(|r):W22eq;I () ; 8 2N; 3.7)
2 (1,)P “erf(vi (I, P .
where Aoj (1) = ferf (v (1" iWE, (1) = SEiSeofais and vill) = pogtegs. Here, ra is the

aperture radius, Wz (I,) = 4de2ei (I;) represents the beam width, 4 is the beam divergence angle, which
are related to the spreading of the photon's wave function.%(l;) = tan( ;i (l;))dxi (I¢) si(IP)dei (Ir) is
the instantaneous displacement between the actual receiving point of the beam and the center of the receiver,

where ; is the superimposed pointing error angle constructed by the actual incident point at useti, the

re ection point at the RIS, and the center of receiveri. i(l;) = q gx;i )+ gy;i (It), where o (It)

xi 1+ % +2 x; is the horizontal component of s; and sy; (ly) yi 1+ % +2 y; Iisthe
vertical component of ;. Here, ; and y; are random variables that follow a Gaussian distribution with
zero mean and variance 2 [80]. yi and ;i are the de ection angles in vertical and horizontal planes,

respectively, and are modeled as Gaussian distributed random variables with zero mean and variancé.
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Hence, the PDF of ; will be [80]:
0 1 0 1

fo(s)=® U X exp iR X : (3.8)

2 1+ds;.r +4 2 22 1+ds;r +8 2
dr;l dr;l

By applying random variable transformation, the PDF for the pointing errors can be expressed as follows [80]:

#
#
AO

fro(hd) = ——(h®* 1 8i2N;0 h  Ag; (3.9)

i I
i

i
,

w2 i ()
4dZ,. (Ir) 2+16d% (Ir) 2°

where#;(l;) =

The FSO channel model in (3.2) encompasses a wide range of practical imperfections and environmental
factors including atmospheric loss, turbulence, and pointing error. These factors in uence the behavior

of an entangled photon as it traverses an FSO quantum channel and lead to two challenges: 19sses
that a ect the entanglement generation rate (EGR) since some transferred photons may get lost during
their transmission, and 2) noise, that a ects the quality, or delity , of the e2e entangled states due to
qubit interactions with their surroundings. To ensure optimal entanglement distribution, it is crucial to
comprehensively analyze and model how the di erent environmental e ects in uence e2e rate and delity.
This analysis, presented in the next section, paves the way for e cient resource allocation strategies and

aids in identifying the optimal RIS placement location within FSO-based QCNSs.

3.3 Entanglement Generation and Distribution

In a star-shaped FSO-based QCN, a QBS is equipped with entanglement generation units that produce pairs
of entangled qubits, in addition to a quantum memory with limited capacity that can store a maximum rate
Cmax Of entangled qubits per second. Each generated entangled pair of qubits consists of: 1aatter qubit,
stored in the quantum memory, and 2) a ying qubit, or a single photon of light, sent over the FSO quantum

channel to the RIS, where it is then re ected towards its designated user.

The matter qubit is preserved during the coherence timeof the quantum memory. Thus, instead of su ering

3We do not presume a speci ¢ hardware technology for the entanglement generation process to keep our network model
abstract.
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from strong losses that could result in losing matter qubits in the memory, the main challenge in preserving
such qubits is quantum noise due to interactions with the quantum memory. Meanwhile, the ying qubit

interacts with the FSO channel and su ers from the imperfections and environmental e ects, as discussed
in Section 3.2.2. Accordingly, the ying qubit signi cantly su ers from both noise and losses. As discussed
earlier, losses have a direct e ect on the EGR in the QCN, while noise impacts the quality of the distributed

entangled states. Next, we analyze each one of these e ects separately.

3.3.1 Losses and EGR Analysis

The role of the QBS is to generate and fairly distribute entangled qubits to end nodes (referred to inter-
changeably as users throughout this chapter) with the assistance of an RIS to alleviate the absence of LoS
to these users. To do so, the QBS generates pairs of entangled qubits dedicated to each us& N at a
rate Ri,;i pairs per second, where every pair includes a matter qubit and a ying qubit, and is dedicated
to only one user. Since ying qubits su er several environmental e ects and losses, the rate of entangled
qubits successfully delivered to the end nodes will be less than the initial EGR. To quantify such losses,
we introduce the probability of success Psycc:i, @S a quantitative measure of the probability of successfully
sending an entangled photon from the QBS towards user 2 N . This probability of success incorporates the
three discussed sources of photon-loss in the FSO quantum channel (i.e., atmospheric loss, turbulence, and
pointing error), and it quanti es the probability of the combined channel gain being larger than a prede ned
threshold ,. Here, the location of the RIS, I, in the QCN plays a fundamental role since it directly a ects
the distance traveled by photons and signi cantly impacts the environmental parameters. The closed-form

expression forPgycc:i is derived next.

Theorem 3.1. The probability of successfully sending a single entangled photon from the QBS to usez N
over an FSO quantum channel (given in(3.2)) considering the atmospheric loss, turbulence, and pointing

error is given by:

#i(lr)

i QT Y QT(3)
2 3

| (3.10)
00D w L #l)*lg
Aoi IDN(D) sy (00): (h): O

3;1
GZ;4

where GRi, is the Meijer's G-function, ( :) is the Gamma function, and = 4.
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Proof. See Appendix D.1. O

From Theorem 3.1, we observe that the probability of success signi cantly depends on the di erent environ-
mental parameters along with the Meijer G-function (a general function encompassing several special cases).
To further analyze the obtained expression, we run simulations, in Fig. 3.2, to understand the performance
of the Meijer function, and accordingly, the behavior of the probability of success, as di erent environmental
parameters vary. It is evident from Fig. 3.2 that the probability of success is signi cantly reduced in harsher

weather conditions and under increased turbulence.

The QBS generates entangled qubits at a ratdRi, i ; 8i 2 N , which are then transferred towards their intended
users over an FSO quantum channel characterized by the aforementioned losses. Accordingly, the resulting
average e2e rate of successfully established e2e linl®s,ei, for useri 2 N, measured inHz, or entangled

pair per second, can be de ned as:
Reoei (Irs Rini) = Psuccii (Ir) Ringi: (3.11)

Here, the e2e rate directly depends on the initial EGR and the location of the RIS which signi cantly a ects

the probability of successfully sending photons from the QBS toward the end nodes.

3.3.2 Noise and e2e Entangled State Analysis

Each entangled pair of qubits generated by the QBS and dedicated to a usdr2 N, is represented by a

general Bell-diagonal quantum state, and is given by [85]:
BD;i = o00i oot ouni ort 10 10t 11 11; (3.12)

where mn = mnh mnj,andj mi= § 2 1] *i. Here, x and ; are the Pauli X- and Z-gates [85],
| is the identity operator, m;n 2f 0;1g, andj *i = pl—i(jOOHjlli). Moreover, oo+ o1+ 100+ 114 =1,

and the delity of such Bell-diagonal states, with respect to oo, iSh 0o] BD:i] 00l = o00:i-

In order for an entangled qubit, successfully distributed from the QBS towards its intended user, to be useful,
it must be maintained at a high quality, or delity . In general, the quality of entangled pairs of qubits is

mainly a ected by noise that each qubit from the pair experiences. Hence, to quantify the overall quality of
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Figure 3.2: Performance of the proposed probability of success expression in Theorem 1 against turbulence
parameter and weather condition.

distributed e2e entangled pairs, we must model and analyze the noise experienced by both tineatter qubit,
during its storage in the quantum memory of the QBS, and the ying qubit, during its transmission over an

FSO quantum channel with environmental e ects. Analysis of both noise channels allows us to derive the
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resulting e2e entangled state to identify its quality.

First, the matter qubit stored in the quantum memory of the QBS, is stored for a duration equal to the
travel time of the transferred photon plus the the required processing time. Thus, the storage time is
ti(ly) = M + Tproc, Where ¢ is the speed of light, Tpoc is the time needed to process a qubit after
successfully transferring it to its dedicated user. We observe that the RIS location,l,, fundamentally
a ects the e2e distance,de2ei (Ir), that the ying qubit travels over the FSO channel, and, thus, a ects the
storage time of the matter qubit. During its storage time, the matter qubit su ers from quantum memory
decoherence which we model as aphase damping quantum noise channethat describes losing the phase
information of matter qubits during their storage in a quantum memory. The time-dependent phase damping
guantum noise channel model for a single-qubit state, represented by the density matrix, for useri 2 N
can be written as [86]:

i {e)=@Q pyil)) +puilly) z 2z (3.13)

where 7 is the Pauli-Z operator, and py; (I;) = %(1 e 'i(Tlr)) is the phase damping probability for a stored

qubit for user i 2 N in the QBS memory, t; is the qubit storage time, and T is the coherence time of the
quantum memory that describes how rapidly the phase information is lost? It is clear from (3.13) that the
noise channel experienced by the stored matter qubit depends on the storage time, which is mainly a ected

by the RIS location, I, that must be optimized.

The ying qubit experiences various types of noise when travelling through FSO quantum channels charac-
terized with atmospheric losses, turbulence, and pointing errors, as discussed in Section 3.2. It is well-known
that polarization is relatively stable in FSO channels, and the most dominant e ect in FSO channels is
pure loss [87]. In addition, a ying qubit in the presence of atmospheric turbulence over an FSO channel
experiences turbulence-induced phase errors and uctuations [88]. Note that the action of a pure-loss chan-
nel on a ying qubit transmitted from the QBS towards user i 2 N over an FSO channel can be directly
related to, and represented by, the action of an amplitude damping channel with a damping parameter
1 Psucci(ly), where Pgycc:i (Ir) is the probability of successfully transmitting the ying qubit over the FSO
channel [22]. Accordingly, when a ying qubit travels through an FSO channel with environmental e ects,

it experiences both amplitude (or energy) and phase uctuations and loss [89], which can be represented by

both an amplitude and a phase damping quantum noise channel§hus, we next propose a model for the

4The quantum memory coherence time is a hardware characteristic of the quantum memory storing qubits. In our model,
we assume that all users have the same hardware with similar coherence times.
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guantum noise experienced by ying qubits over FSO quantum channels with environmental e ects, which

has a direct e ect on the quality of distributed e2e entangled states.

Remark 3.2. The noise experienced by an entangled single photon transferred from the QBS to a use N
over an FSO quantum channel characterized by losses, turbulence, and pointing errors can be modeled as a

composite noise that includes both amplitude damping and phase damping quantum noise channels.

The phase damping noise channel for a single-qubit state represented by the density matrix, is given
by [90]:
Q=@ 50y +ed) 2 2 (3.14)

where 7 is the Pauli-Z operator, and the probability of the phase damping quantum noise channeb(zl;i) ()
is modeled as:
Z 2. (|
2 R;i ( r)

@ - 2 - t2 ; .
Pz (Ir) = erf( ri (I1)) = P= e d 8i2N; (3.15)
0

where 2, (/) =1 :230§k7=6drl;il:6(lr) is the Rytov variance, and erf( ) is the error function of the Gaussian

distribution.

Additionally, the amplitude damping noise channel for a single-qubit state represented by the density matrix,
, can be described as [86]:

(22|) (It) = Eo; E())/;i + Eq; Ei/;i; (3.16)
where the Kraus operatorsEg; and E;; are de ned as:
qg__
Eoi = j0iNOj+ 1 p¥) (I,)j1ih1j; (3.17)

and

q —
Eyi = ps) (I)j0ihdj; (3.18)

with the probability of the amplitude damping quantum noise channel p(zzl)

(It) given by:
p(22|) (I =1 Psucc;i(Ir); (3.19)

where Pgucc:i (Iy) is the probability of successfully transmitting the ying qubit over the FSO channel.

The noise model in (3.14) and (3.15) results from the fact that the Rytov variance captures phase errors
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due to turbulence, and it represents, without loss of generality, the variance of the resulting phase noise.
This simpli cation allows us to focus on turbulence-induced phase uctuations and their impact on the
quality of e2e entangled links. Additionally, the turbulence-induced phase errors typically follow a Gaussian
distribution in the FSOQC literature [91]. In this regard, the proposed model for the phase damping
probability p2;i(l;);8i 2 N as a function of the Rytov variance ﬁ;i (Iy) aims at connecting turbulence
parameters with quantum noise channels. Particularly, this model hinges on the principle that stronger
turbulence leads to a larger Rytov variance, thereby yielding a higher value of the error function. This,
in turn, signi es an increased likelihood of phase damping e ects on the quantum state being transmitted.
Consequently, the model establishes a clear, quanti able relationship between the intensity of atmospheric
turbulence and the probability of encountering phase damping quantum noise. Although a large Rytov
variance correlates with increased likelihood of signi cant phase disruptions, the relationship betweep,;; (I, )
and er;i (I;) is not linear but is tempered by the statistical distribution of phase errors, particularly due to
the Gaussian nature of phase error distribution. Our proposed model for noise encountered during the
establishment of e2e entangled connections is aligned with our loss model, and both are directly related to

the environmental e ects present in FSO-based QCNSs.

Additionally, the noise model in (3.16) and (3.19) captures the energy loss experienced by ying qubits
transferred over FSO channels characterized with environmental e ects. Speci cally, the model of the am-
plitude damping parameter as a function of the probability of successfully sending a ying qubit over an
FSO channel with environmental e ects directly accounts for the impact of environmental disturbances on

the total energy loss of entangled photons.

In the considered FSO-based QCN, the QBS is assumed to generate pairs of entangled qubits, each of which
is represented by a Bell-diagonal state, gp; = ? k201 ki jk, wherei corresponds to useri 2N . The
aforementioned quantum noise models capture the noise experienced while distributing an e2e entangled pair
of qubits from the QBS towards its intended user. Accordingly, a distributed e2e entangled pair of qubits,
e2ei (Ir), between the QBS and useri evolves under these quantum noise channels, and its2e delity is

derived in the following proposition.

Proposition 3.3. The e2e delity, or the delity of a successfully distributed e2e entangled pair of qubits
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in the proposed framework is given by:

1
feoei(lr) = Z(UOO;i + Upwii

+ (1 Psucc;i (Ir ))( U10;i + Ull;i)

(3.20)
+ (Psucc;i (lr))( UOO;i + UOl;i ))
1q TN
+ 5 Psuce:i (Ir)(Uoo:i UOL);
with
Uki (1) =@ P53 () Vii () + P (Vi 1y (1e);
ki Ur P2.i (1)) Vi (1y) P2.i Vi 1 e);
and
Viki () =@ pui(le)) ji + Pui(l) jk i
wherej;k 2 f 0;1g.
Proof. See Appendix D.2. O

Proposition 3.3 allows us to analyze the quality of the established e2e entanglement between the QBS and end
nodes in the QCN. In particular, the delity of the e2e state is characterized by the probability of obtaining
the oo State when measuring the e2e state, and thus is given by the parameteh o] Bp:ij ool = 88;i ().

In this regard, we note the importance of the RIS placement location,l,, on the quality of e2e entangled
states, which must satisfy a minimum QoS requirement in order for such states to be useful in quantum

applications.

3.4 Joint RIS Placement and EGR Allocation Optimization Prob-

lem

The analysis presented in Section 3.3, comprehensively characterizes the distributed e2e entangled states,
their quality, and generation rates to each user in the QCN. Furthermore, Section 3.3 clearly demonstrated
the important role of RIS placement on overall QCN performance. Accordingly, in this section, we formulate

a novel optimization problem that integrates optimal RIS placement with EGR resource allocation in an

FSO-based QCN in the presence of environmental e ects.
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To do so, the initial EGR Rjy.; assigned by the QBS to each user 2 N must be optimized such that the
overall EGR does not exceed the quantum memory capacity limits of the QBS. Moreover, the optimal RIS
placement is characterized by identifying the optimal 3D RIS locationl, = ( X;;Y,;H,) within the permitted
deployment region , described in (3.1). Accordingly, the optimization variables are 1)I,: the location

vector of the RIS, and 2) Ri,: the vector incorporating the initial EGRs Rj,; for all usersi 2 N .

The achieved e2e EGR for each user must satisfy a minimum e2e rate constraint. For guaranteeing fairness
among the di erent users, i.e., no user receives signi cantly more resources than the others, the entangled
gubits remaining available, after satisfying the users' minimum rate requirements, must be fairly distributed

among all QCN users. To quantify this fairness, we use thdain's fairness index (JFI) [92]:

P 2
BN Rezei (Ir; Rini) .

Usrr (Ir5Rin) =
bF (I Rin) N v Réei(rRini)’

(3.21)

where Rezei (Ir; Rin:i) corresponds to the e2e EGR associated with user 2 N . However, JFI does not
account for weighted fairness where some users in the QCN have certain priority over others, e.g., their
corresponding quantum applications require a higher e2e EGR compared to other QCN users. Thus, such
users are given higher corresponding weights. To capture these cases, we adopt the extended version of the
JFI, weighted fairness index (WFI)[92], as our utility function. This index takes a maximum value of 1 when
all users are fairly served with e2e entangled qubits based on their priorities. The corresponding objective
function based on WFI is: p )
ion Rezei (Ir;Rinji)

Uwr (Ir;Rin) = —p RZ, (L Rns)
i2N T w

(3.22)

wherew; represents the weight associated with user2 N , a parameter accounting for the relative importance
of the quantum application performed by useri in the QCN. WFI is able to achieve very high fairness levels

between QCN users, while accounting for the importance of the user quantum application.

Finally, di erent QCN users may have di erent QoS requirements on the minimum required delity of e2e
entangled states, along with minimum requirements on e2e EGRs. As such, the proposed optimization

problem can be formulated as follows:
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X
Rintle 0N
X

st Rini Cmax ;812N (3.23b)
i2N

Reoe; Rmin:i ;8 2N; (3.23¢c)

Uwri (ItsRin) o ;8i2N; (3.23d)

%) fmini ;8i2N; (3.23e)

Xmin ~ Xr  Xmax; (3.23f)

Ymin = ¥Yr  Ymaxs (3.230)

H min H, H max ; (3.23h)

where the objective function (5.6a) represents the maximization of the weighted e2e sum rate, correspond-
ing to the overall successfully delivered average e2e rates of entangled qubits to the di erent QCN users.
Moreover, constraint (5.6b) ensures that the overall initial EGR does not exceed the maximum rate capacity
of the QBS's quantum memory. Constraint (5.6¢) ensures that the e2e EGR of user 2 N lies above a
minimum required value Rmini. Moreover, constraint (4.22d) guarantees fairness in the EGR distribution
among the di erent users by making sure the WFI is above a minimum required threshold, v, . Constraint
(4.22e) guarantees that the delity, 33;(l;), of e2e entangled links associated with user 2 N lies above
their minimum delity threshold, fmini. Finally, constraints (4.22d),(4.22e), and (4.22f) ensure that the RIS
placement location falls within the corresponding physical boundaries along the x-,y-, and z-axes, respec-

tively.

The proposed optimization problem P 1 is a nhon-convex programming problem, that is, in generalNP -hard

to solve. This is because of the non-convexity of the probability of success expression needed to calculate
the e2e EGR for every user in the objective function, in (5.6a), as well as the non-convexity of constraints
(5.6¢)-(4.22¢) of problemP 1. In order to solve P 1, and since the derivatives of the functions in (5.6a), and
(5.6c)-(4.22¢) are not easily computed, it is typical to consider a derivative-free metaheuristic solution. Thus,
we develop a metaheuristic solution based on simulated annealing because of its ability to avoid local minima
and explore the solution space in an e cient manner to nd a near-optimal solution [93], as described in

Algorithm 1.
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Algorithm 1 Simulated Annealing Algorithm for P1
1: Initialize the current solution Rj,, and I, to a random feasible solution in the search space

2: De ne L as the number of iterations per temperature level

3: Set initial temperature Tsp = Tp

4: Initialize the optimal solution R,,, and |, to the current solution

5. while Tga > Tmin do

6: fori=1toL do

7: Generate random neighborsR? , and I? of Rjn, and I;, resp'gctively

8: if X? 2 [Xmin ; Xmax 1 y? 2 [Ymin ; Ymax ], Hro 2 [Hmin ; Hmax 1, i2N Rin:i Cmax, Reze Rmin i »
Uwr (I+;Rin) th » and 88;i (Ir)  fmini ;8 2N then

o: Calculate U = Uwr (I%R9)  Uwr (Ir;Rin)

10: if U> 0then

11 Accept R?,, and 12 as the new solution

12: else

13: Generate a random numberr 2 [0; 1]

14: if @ U=Tsa > then

15: Accept R, and 12 as the new solution

16: else

17: Reject Ri?], and I?, and keepRj,, and I; as the current solution

18: end if

19: end if

20: Update the optimal solution R, and I, if Uwyg (Ir;Rin) > Uwr (I, ;Ry,)

21: end if

22: end for
23: Update temperature Tsp = Tsa  sa (exponential cooling)
24: end while

25: return the best solution found, R;,, and I,

in»

In Algorithm 1, we initialize the optimization variables Rj,, and |, to random feasible solutions in the search
space. We set the initial temperature Tsa = To, and initialize the best solutions R, and |, to the current

solutions.

In each iteration of Algorithm 1, we generate random neighborsR?,, and I? of the current solutions calculate

the change in the objective function, U. Solutions with U > 0 are accepted, enhancing the search. For
U 0, acceptance is probabilistic, adhering to the Metropolis criterionexp( U=Tsa), and compared with
a random numberr 2 [0;1]. This method helps to avoid local minima and ensures rigorous exploration of

the search space.

Moreover, if the new accepted solution achieves a larger WFI value compared to the current best solution,
the algorithm updates R;, and I, with these values. In each iteration, the system temperature undergoes
a reduction based on an exponential cooling schedule until it reaches the minimum thresholdl,, . Upon

completion, the algorithm outputs the best-found solutions, R;, and I,, which are approximate solutions
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that are generally near optimal [93]. Denoting the number of temperature values needed until convergence
by M1, and the number of iterations per temperature level byL, the time complexity of Algorithm 1 can be

calculated asO(LM ;).

3.5 Simulation Results and Analysis

Next, we perform extensive simulations to evaluate the performance of the proposed RIS-assisted FSO-based
QCN. For our simulations, we de ne the following default QCN setup A QBS is located atls = (0;0;90)m

in a 3D grid, serving a number of QCN users whose locations vary along the x- and y-axes, with a xed height
of 10m. User locations are non-uniformly distributed, following a truncated normal distribution, within a
400m 400m squared region. Each user is located atl; = (x;;Vyi; 10)m, wherex; TN (250;50;50;450)m
with a mean of 250 and a standard deviation of 50, andy; T N (200;50;0; 400)m, with a mean of 200
and a standard deviation of 50,8i 2 N . Statistical results are averaged over 1000 simulation runs, and
the region, , within which the RIS can be deployed corresponds to the same squared user area, de ned
as = f(X;;yr;Hy) j50m  x,  450m, Om vy, 400m, 35m  H, 90m}. The RIS placement
location I, is optimized for each set of user locations, with a minimum distance o20m required between
the RIS and each user to avoid being co-located. The feasible range of values for the initial EGR;,.; for
auseri 2 N is: 1kHz-1MHz [43,75]. Here, we adopt the s-model for entanglement generation [94, 95].
Then, a twirling map is assumed to be applied to transform the generated entangled pairs at the QBS into
identical Bell-diagonal quantum states. In particular, the initial entanglement generation attempt rate is
considered to belMHz [43], with a probability of success for the initial entangled pair generation process
pn = 2 s, Where ¢ is a tunable parameter that enables the rate- delity tradeo [94]. We thus set the
initial EGR, Ry =2 s 10°. Note that parameter s 2 (0;0:5) is directly related to the initial delity

of the generated entangled pairs, oo:i, Since oo =1 s. As such, for an initial delity in the practical
range oo 2 (0:5;0:9995) the range of s is adjusted to s 2 (0:0005 0:5). In particular, a very high initial
EGR Rin:i =1 MHz corresponds to entangled qubits with a low initial delity o0 = 0:5, while a low initial
EGR Rini =1 kHz results in entangled qubits with a high initial delity  goi = 0:9995 This is due to the
rate- delity tradeo within the adopted entanglement generation scheme, whereby the delity of generated
entangled qubits is compromised when a higher EGR is desired [94]. Unless speci ed otherwise, the users are

assumed to be equally-weighted, have similar minimum rate requirement oRi, = 1 [96] and a minimum
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Table 3.1: Summary of Parameters used in Simulations.

Parameter Description Value
Wavelength. 1550 nn?
th FSO channel threshold. 0.05
Responsivity of the receiver. 0.95
& RIS re ection e ciency. 0.97
A Weather-dependent attenuation coe - | 0:43 dB/km
cient of the FSO link.
C? Refractive index structure constant | moderate turbulence: 5
which quanti es turbulence strength. 10 ¥ m 273, strong tur-
bulence:1 10 ¥ m 2=
ra Aperture radius. 0.55m
d Beam divergence angle. 8mrad
Standard deviation for misalignment | 1mrad
angle .
Standard deviation for misalignment | 0:25mrad
angle
Crnax Quantum memory capacity 1 10
T Quantum memory coherence time 2:43ms
Toroc Average qubit processing time 4 s

required fairness ¢ = 0:95, and their minimum required e2e delity is sampled from a uniform distribution
such that fhini U (0:8;0:95) [43,96], which correspond to di erent quantum applications. The di erent
environmental parameters considered in the default setup, which correspond to sunny weather, moderate
turbulence, and low pointing error are summarized in Table 4.1, based on [31,44,76,79,80,97,98], and [90].

Unless stated otherwise, the default setup parameters are adopted throughout the simulations.

First, we study the impact of varying the locations of QCN users on the optimal RIS location. In particular,
we consider a QCN with three users placed in two di erent scenarios: 1) the three users are close to each
other, and separated by equal distances d60m, i.e., I; = (350;0; 10), |, = (400; 0; 10), and I3 = (450; 0; 10),

2) the rst user is moved closer to the QBS, such thatl,; = (200; 0; 10), thus one user is far away from the
other two. For each scenario, we consider two cases, where the weights of the di erent users are varied. The
rst case assigns equal weights to all usersw = [1=3; 1=3; 1=3], while the second case assigns weights that
increase with the distance of the users from the QBSw = [0:1;0:3;0:6]. We observe from Fig. 3.3 that
when the three users are close to one another, the optimal RIS placement location will be to the left of the

rst user, particularly, at an intermediate point along the x-axis between the QBS and its closest user, while

5Note that atmospheric absorption becomes almost negligible at this wavelength, particularly in clear air conditions, thus, it
was selected for FSOQC. Moreover, note that entangled photons are typically emitted in the telecommunications wavelength,
similar to classical optical communication signals.
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Figure 3.3: Optimal RIS placement for di erent scenarios of user distribution.

satisfying the minimum y-axis 20 m distance. Here, when the weights of the users are changed such that the
farthest away user has a higher priority, the RIS shifts to the right closer towards the users. On the other
hand, when one of the users is closer to the QBS, the RIS is placed in-between the users. In this case, as
the weights change, the RIS shifts towards the user with the smallest weight, because moving towards the
other users with high weights would yield a very low e2e rate for the rst user, which would correspond to a
lower sum rate due to the fairness conditions. For this scenario, we conducted exhaustive search through all
possible solutions in order to nd the optimal solution and assess the optimality of our proposed simulated
annealing algorithm. In this regard, the obtained RIS positions along the x-axis in the four considered cases
using our proposed simulated annealing algorithm are: 176, 329, 257, 212m respectively. However, the
values obtained using the exhaustive search algorithm are: 185, 314, 271, 202 m, respectively. Accordingly,
we observe that our proposed simulated annealing algorithm achieves a near optimal performance within 6%
of the optimal solution obtained through exhaustive search, while reducing the required computational time

by more than 65%.

Next, in Fig. 3.4, the achieved e2e EGRsRge, for a three-user QCN in the aforementioned rst scenario is
considered. In this gure, we compare performance with arate maximizing framework where the minimum
fairness threshold constraint is relaxed, and alog-rate maximizing framework, where both the minimum

fairness and rate constraints are relaxed, and the optimization objective is to maximize the weighted sum
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Figure 3.4: e2e EGR achieved at the optimal RIS location for a QCN with three users located based on
scenario 1 in Fig. 3.3.

of the log-rate P ion Wi logReei . We clearly observe from Fig. 3.4 that our proposed framework increases
fairness (WFI) by around 63% compared to the rate and log-rate maximizing frameworks. Fig. 3.4 also
shows that the e2e sum rate achieved by the rate and log-rate maximizing frameworks is higher than the one
obtained using our framework. This is because these two frameworks provide the user with the best channel
condition, i.e., shortest e2e distance and weather condition, with the maximum possible e2e rate, while other
more distant users are given lower rates that just satisfy their minimum rate and delity constraints. In
particular, we observe from Fig. 3.4 that user 1, which is the closest to the QBS and has the shortest e2e
distance, receives a signi cantly higher e2e rate compared to other users in the rate and log-rate maximizing
frameworks. Thus, the resulting e2e sum rate is high, while fairness is sacri ced. In contrast, our framework
rst ensures that all users satisfy their minimum rate constraint, and, then, allocates the remaining resources
fairly among all users. Fig. 3.4 also shows that the rate and log-rate maximizing frameworks have a very
similar performance. Additionally, the rate maximizing framework can be considered as a special case of our
framework, corresponding to the case when the minimum fairness thresholdy , is set to zero. Furthermore,

in Fig. 3.4, the e2e rates obtained by the three users in our proposed framework using our proposed simulated
annealing algorithm are: Rezei = 3536; 3950 2500Hz while the e2e rates obtained using exhaustive search
are: Rezei = 3742;41622654Hz Again, we observe that our proposed simulated annealing algorithm
achieves a near-optimal performance, within less than 6% of the optimal value obtained using exhaustive

search.
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(a) Moderate turbulence.

(b) Strong turbulence.

Figure 3.5: Achieved e2e delity in a 3-user QCN under di erent turbulence e ects.

Our framework uniquely models gquantum noise e ects on entangled qubits in FSO channels, ensuring dis-
tributed entangled states meet minimum delity thresholds for e ective quantum applications. This is in a
stark contrast to classical frameworks that overlook resource delity. To validate this, in Fig. 3.5, we show
the obtained e2e delity, 83, for the users in a three-user QCN, where users perform a quantum application
that requires entangled qubits with a minimum delity f., = 0:8. We perform Monte Carlo simulations
for the locations, and we consider user 3 as having the largest average distance from the QBS. To asses
the performance of our proposed framework, we compare the obtained results against two benchmarks: 1)
delity-agnostic (FA) framework , which is the classical framework for resource allocation in communication
networks, where resources are distributed while disregarding delity, and 2) delity- and fairness-agnostic
(FFA) framework , where both the minimum required delity and fairness constraints are relaxed in our
framework. Fig. 3.5 also shows the obtained e2e delity under both moderate and strong turbulence e ects.
First, under moderate turbulence e ects, in Fig. 3.5(a), we observe that the proposed framework is the
only one that manages to achieve the minimum required delity for all three users in the QCN. Moreover,

Fig. 3.5(a) shows that the FA framework results in the highest delity for user 1, which has the shortest
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average e2e distance, and in the lowest delity for user 3, which has the longest average e2e distance from
the QBS. This is because the FA framework is designed to ensure fairness among users, thereby limiting the
e2e rates. Consequently, this restriction a ects the initial EGR assigned to user 1, who experiences the least
amount of losses in the QCN. Meanwhile, the highest initial EGR will be assigned to user 3 to account for its
high losses. Due to the inverse relation between the initial EGR and initial entanglement delity, the initial
delity of the entangled qubits assigned to user 1 will be the highest, while user 3 will be assigned entangled
qubits with the lowest e2e delity. The exact opposite performance is obtained using the FFA framework,
because this framework maximizes the e2e rate, assigned to the user with the shortest e2e distance, i.e., user
1. Accordingly, user 1 achieves the lowest e2e delity. Additionally, this framework ensures that users with
the largest e2e distances, and correspondingly highest losses, e.g., user 3, just satisfy their minimum required

e2e rate and, thus, achieve the highest e2e delity.

Next, in Fig. 3.5(b), under strong turbulence conditions, which correspond to harsh environmental e ects,
we observe that the two considered classical frameworks, which are agnostic to delity in resource allocation,
fail to satisfy the minimum delity requirements of the QCN users. In contrast, our proposed framework
e ectively meets the heterogeneous minimum delity requirements of all QCN users. In particular, the
distributed qubits using the baseline FA framework and the FFA framework have a delity that is at least
84% less than the users' required minimum delity under strong turbulence conditions. Therefore, in order
for these frameworks to successfully distribute entangled qubits over the QCN users, they must sacri ce the
delity of those qubits, which results in useless entangled qubits that cannot perform practical quantum
applications. The reason why strong turbulence, speci cally, has such a signi cant e ect on the e2e delity
is because it results in phase uctuations that directly lead to high quantum noise e ects, an e ect that our

proposed framework uniquely captures, as discussed in Section 3.3.2.

Based on the derived expression for the e2e entangled state in Proposition 3.3, we observe that the turbulence
strength and the e2e distance are the key factors that directly a ect the e2e delity. Hence, in Fig. 3.6,
we analyze the impact of the e2e distance, along with the minimum required delity on the achieved e2e
sum rate in a three-user QCN under moderate and strong turbulence e ects. Particularly, we consider Mote
Carlo simulations for the location of two users with a minimum required delity of 0.8. Simultaneously, the
location of the third user is varied in the tail of the considered truncated normal distribution of user locations
such that the distance between the QBS and user 3 is between 400 m and 450 m, and its required minimum

delity, fmin.3 is varied between 0.8 and 0.95, as shown in Fig. 3.6. Under moderate turbulence, we observe
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(a) Moderate turbulence.

(b) Strong turbulence.

Figure 3.6: Achieved e2e rate for the third user in a 3-user QCN while varying the e2e distance and minimum
required delity for third user under di erent turbulence e ects.

from Fig. 3.6(a) that the impact of increasing the e2e distance on the resulting e2e delity is more severe than
the impact of increasing the minimum required delity, in moderate quantum applications. This becomes

increasingly evident under stronger turbulence, as shown in Fig. 3.6(b). In particular, we observe from Fig.
3.6(b) that, when the QCN has users far away from the QBS and under strong turbulence e ects, the QBS
could become unable to serve all users with entangled qubits that satisfy their various fairness, rate, and
delity requirements. For instance, when user 3 has the lowest minimum required delity of 0.8 under strong

turbulence, the largest distance of that user from the QBS that our framework can tolerate is around 425 m.

One solution to overcome this bottleneck is to use entanglement generation sources with higher delity, and
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Figure 3.7: Achieved e2e sum rate for a varying number of users under di erent environmental conditions.

to adopt techniques like multiplexing of single-photon sources to enhance the initial entanglement generation
attempt rate, which would ensure the QBS has enough resources to overcome the increased losses and noise

due to strong turbulence.

Finally, Fig. 3.7 compares the obtained e2e sum rate in the default setup (sunny weather, moderate turbu-
lence, and low pointing error) against the performance obtained under: 1) rainy weatherX = 6:27dB/km),

2) strong turbulence (C2 =1 10 ¥m 273), and 3) high pointing error (=3 mrad and = 1 mrad).
From Fig. 3.7, we observe that our proposed framework can successfully serve a high number of QCN users
while satisfying their di erent minimum delity, rate, and fairness constraints. Here, we note that the e2e
sum rate decreases as the number of users increases. This is due to the fairness constraint, which limits the
exibility in delivering e2e rates to users with better channel conditions in order to satisfy the minimum
requirements for all QCN users. Furthermore, we observe from Fig. 3.7 that the weather condition (e.g.,
sunny vs. rainy) has the most signi cant impact among the di erent environmental e ects on the overall
network performance. Particularly, changing the weather from being sunny to being rainy results in above
49% reduction in the achieved e2e sum rate, while having a high pointing error results in around 38% reduc-

tion, and a strong turbulence results in around 25% reduction in the achieved e2e sum rate.
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3.6 Summary

In this chapter, we have proposed the use of an RIS in an FSO-based star-shaped QCN that is replete with
blockages under various environmental conditions. We have analyzed the various losses experienced by the
guantum signals over the FSO channel and proposed a novel model for the resulting quantum noise and its
e ect on the quality of quantum signals. We have then developed a novel framework that jointly optimizes
the RIS placement and the initial EGR allocation among the di erent QCN users. This joint optimization

is solved while ensuring a minimum fairness level between the users and satisfying their heterogeneous QoS
requirements on minimum rate and delity levels. Simulation results showed that our framework outperforms
existing classical resource allocation frameworks that also fail to satisfy the minimum delity requirements.
Additionally, we have veri ed the scalability of our framework, showed its greater sensitivity to weather
conditions over pointing errors and turbulence, and found that a user's e2e distance more strongly in uences

the e2e rate than minimum required delity does.

Important future research directions include the analysis of continuous variable quantum communication
sources instead of the considered discrete variable, single-photon sources. Additionally, QCNs with multiple
RISs can be investigated, along with an RIS installed on a moving surface like an unmanned aerial vehicle
(UAV). Furthermore, user mobility in FSO-based QCNs is an important future direction that is necessary
to understand the impact of mobility on varying quantum noise channels and losses. Finally, incorporating
entanglement puri cation operations into our proposed QCN framework is a direct extension of this work

that can help enhancing the achieved e2e delity.



Chapter 4

Entanglement Distribution Delay
Optimization in Quantum Networks with

Distillation

4.1 Background, Related Works, and Contributions

QCNs represent a major leap in next-generation optical communication networks as they enable the distri-
bution of entangled quantum states between distant nodes over optical channels. As such, QCNs enable a
large spectrum of quantum applications, such as distributed quantum computing [61], quantum clock syn-
chronization [99], and QKD [100]. In this regard, star-shaped QCNSs leveraging a central QS serving a set of
users, play a major role in simultaneously enabling di erent quantum applications that have heterogeneous

requirements on both theentanglement ratesand the quality, or delity , of distributed entangled qubits [64].

In general, the QS is responsible for satisfying the received user requests for entangled qubits while meeting
their quantum application-speci ¢ heterogeneous requirements. However, a QS has limited resources, such as
SPSs to generate entangled qubits, and quantum memories to store them. These resources must therefore be
carefully controlled and allocated to the di erent users. This QS resource allocation task faces a multitude of
challenges stemming from the inherent quantum noise, losses, arkcoherencee ects experienced by qubits

in the QCN, along with the probabilistic quantum operations that must be performed.

As such, the QS needs to optimize its resources and allocate its SPSs and quantum memories to the users
by capturing tradeo s between their distances, quantum channel conditions, and their minimum entangle-

ment rate and delity requirements [101]. Simultaneously, the same QS resources are also used to perform

64
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entanglement distillation, necessary to enhance the quantum states delity. Accordingly, it is challenging
for the QS to perform resource allocation for entanglement distribution while optimizing the application of
entanglement distillation operations Here, the QS must decide which distillation protocol to apply, the
number of entangled qubits to distill, and which qubits to choose. When making such decisions on entangle-
ment distillation, the QS faces another challenge inminimizing its overall entanglement distribution delay,

a generally overlooked problem.

4.1.1 Related Works

Some of the aforementioned challenges were separately addressed in prior works [38 46, 67], but they have
not been jointly addressed. For instance, the authors in [38] performed a theoretical analysis of the stochastic
performance and aggregate capacity of a QS. Furthermore, the authors in [39] investigated the entanglement
distribution stability of a single QS serving di erent users with minimum delity requirements. However,

the works in [38] and [39] focused on the QS capacity and entanglement distribution stability, and did not
consider optimizing the allocation of SPSs and quantum memories to di erent users with heterogeneous
requirements. Additionally, the works in [38] and [39] did not analyze the delay associated with the entan-

glement distribution process.

In [40], the authors studied the QS resource allocation within a QCN utility maximization framework whose
goal is to optimize the entanglement generation rate- delity tradeo . Moreover, the authors in [67] studied
the problem of entanglement distribution rate maximization by optimizing the allocation of entanglement
generation sources while considering limited memory capacity in a star-shaped QCN. Additionally, the
authors in [41] proposed an optimization framework for QCN planning to maximize a quantum utility
function based on the achieved e2e rate and delity in the presence of quantum memory decoherence and
multiplexing. Furthermore, the work in [42] proposed a cost-e ective control architecture that allows a QS
to fairly generate and distribute entangled resources over users in a QCN utility maximization framework.
Although [40 42,67] focused on the task of resource allocation in a QS, they did not take into account the
possibility of performing entanglement distillation operations, a process that is necessary to enhance the
distributed states delity. Another limitation of the works in [40 42, 67] is that they did not optimize the

resulting delay in the QS operation.

Meanwhile, the authors in [43] performed resource allocation and QS operations scheduling, particularly
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entanglement swapping and distillation, in a star-shaped QCN with minimum delity constraints. The work

in [44] used matching theory to perform request-QS assignment and entanglement swapping-distillation
scheduling in a multi-QS star-shaped QCN. While the works in [43] and [44] considered entanglement distil-
lation operations by QSs, they did not analyze nor optimize the entanglement distribution delay associated
with the QS operations. Meanwhile, the authors in [45] and [46] analyzed the entanglement distribution
delay, but without considering entanglement distillation. Speci cally, the work in [46] studied the queu-

ing delay in QCN where a central node received entanglement requests according to a Poisson process and
proposed a quantum memory control policy to minimize the resulting average queuing delay. However, the
works in [45] and [46] did not account for noisy quantum gates and measurement operations, and did not

consider the possibility for a QS to perform entanglement distillation.

While prior works [38 46,67] have provided insightful results on separate aspects of QS resource allocation,
like stability, memory management, and rate maximization, they have, generally, overlooked critical aspects,
like delay and distillation optimization. In particular, no prior work has studied QS resource allocation while
considering realistic noise sources and jointly optimizing the entanglement distribution delay and entangle-

ment distillation operations.

4.1.2 Contributions

The main contribution of this chapter is a QS resource allocation framework that jointly optimizes the
average entanglement distribution delay and entanglement distillation operations while managing quantum
memories to satisfy heterogeneous application-speci ¢ user requirements on minimum rate and delity. To-

wards achieving this goal, we make the following key contributions:

~ We introduce a novel resource allocation framework for a single QS, equipped with limited resources,
serving users with heterogeneous quantum application-speci ¢ requirements. For QS resources, al-
though our framework can be generalized to any technology, we focus on the practical utilization of
nitrogen-vacancy centers (NV centers) in synthetic diamond chips as SPSs and their nuclear spins as
quantum memory, since it is one of the most successful technologies to practically deploy QCNs [102].
Additionally, the QS is considered to be capable of performing entanglement distillation operations
to enhance the e2e delity of entangled states. The framework keeps track of delays resulting from

di erent entanglement generation attempts, transmission, operations, and quantum gates necessary to
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generate e2e entanglement, along with delays resulting from entanglement distillation. Thus, the QS

captures the e2e entanglement distribution delay, which is optimized in the resource allocation process.

Our proposed framework accounts for loss, and quantum noise and imperfections during entanglement
generation, transmission, and storage. In particular, we derive analytical expressions for the average
quantum memory decoherence noise parameter experienced by the di erent qubits stored in nuclear
spins during entanglement generation attempts for di erent distillation protocols and memory types.
Then, we derive an expression for the delity of a distributed e2e state, along with its average experi-

enced service delay.

We consider practical QCN deployment aspects through an example based on NV centers in diamond,
where we equip the QS with control over the selection between two NV center types based on their iso-
topic decomposition, along with the selection between two nuclear spin regions based on their distance
and coupling strength with the NV center's electron spin. By introducing these two binary control
variables, we allow the QS to balance the dierent tradeo s between the entanglement generation

probability of success, coherence time, and quantum gate noise and speed.

We formulate an optimization problem to minimize the average entanglement distribution delay while
jointly optimizing the selection of entanglement distillation protocols, SPS type, and quantum memory
characteristics allocated to dierent users. These users are assumed to have dierent application-
speci ¢ minimum requirements on the average entanglement generation rate and delity. Then, we

solve this problem using a simulated annealing metaheuristic algorithm.

Simulation results show that the proposed framework manages to satisfy all users heterogeneous minimum
average e2e delity and rate requirements, unlike existing approaches which fail to do so when the distance
between users and the QS increases. Furthermore, the proposed framework results in arouB@reduction in
the average e2e entanglement distribution delay and around% reduction in the average e2e delity compared
to existing physics-agnostic frameworks that do not control the physics-based NV center characteristics
accounted for in our framework. Additionally, the proposed framework results in more than50% reduction

in the average e2e delay and up td1%reduction in the average e2e delity compared to existing frameworks
that perform minimal entanglement distillation, in addition to around 5% reduction in the average delity

of distillation-agnostic existing frameworks. We also analyze the di erent relations between the NV center

type, nuclear spin region, distillation protocol, and entanglement generation parameter.
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The rest of this chapter is organized as follows. Section 6.2 describes the star-shaped QCN model and
QS operations. Then, Section 4.3 includes the derivation of average memory decoherence noise and e2e
delity expressions. Section 4.4 formulates the QS resource allocation optimization problem minimizing
average entanglement distribution delay and its solution, while Section 6.4 presents simulation results and

discussions. Finally, conclusions are drawn in Section 6.5.

4.2 System Model

Consider a star-shaped QCN consisting of a QS that serves a s&t of V users through optical bers. The
users have heterogeneous requirements in terms of their minimum required average entanglement generation
rate and their corresponding minimum average delity, which vary depending on their quantum applications.
The main task of the QS is to distribute entangled pairs of qubits among di erent users subject to minimum

rate and delity requirements while minimizing the average entanglement distribution delay.

Towards this goal, the QS is equipped with multiple independent SPSs, represented by the sé of MV
synthetic diamond chips, each of which is engineered to include a single, readily-prepared NV center
Similarly, each user is equipped with one synthetic diamond SPS having a single NV center. The choice of NV
centers in synthetic diamonds is based on recent advances in their fabrication techniques and their practicality
as they provide unparalleled control over their characteristics through doping, isotopic engineering, and defect
management [103]. Furthermore, an optical heralding station consisting of a balanced beam splitter and two
single photon detectors is placed on the optical ber between the QS and every user. The QS operates in
a time-slotted manner, where a time slot is the duration of an entanglement generation attempt by an NV
center, denoted asT,; . We focus on optimizing the QS operation over an extended episode of duratiofg,
consisting of a large number of time slotD; 1, :: :; Te, which grows in nitely to ensure the applicability of the
law of large numbers, thereby facilitating the analysis of average performance. Additionally, each NV center
is dedicated to only one user during an operation episode. Hence, the QS can seiMe users simultaneously.
Thus, we denote byU the set of M users served during an episode, where each user is at a distard;e8i 2 U
from the QS. At the beginning of an episode, for each served usér2 U, both its NV center and one NV center
from the QS attempt to emit a single photon each, entangled to their corresponding electron spins. These

photons are sent over optical ber towards the heralding station, which performs entanglement swapping, or

1we only assume one NV center to be active inside each synthetic diamond to minimize interference and simplify the analysis.
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Bell state measurement (BSM) operations, to entangle the two remote electron spins, which corresponds to

a QS-user,spin-spin, entangled link.

4.2.1 NV Centers and Entanglement Generation

NV centers represent one of the most e ective physical platforms for practically implementing SPSs and
guantum memories used in QCNSs due to their distinct characteristics, such as operating at room temperature
and their extended coherence times. The formation of an NV center involves substituting one carbon atom
in the diamond lattice with a nitrogen atom, a process facilitated by irradiation. This step is followed
by annealing, which induces vacancies within the lattice structure [102]. Each NV center is considered to
incorporate an electron spin qubit serving as an optical interface for single photon emission to generate
spin-photon entanglement, and a group of additional carbon*3*C nuclear spin qubits functioning as quantum
memories, along with abundant2C carbon isotopes that have a nuclear spin of zero and do not contribute

to the magnetic noise that causes decoherence [104].

Although synthetic diamonds provide a signi cant control over the NV center characteristics, it is practically
challenging to achieve identical properties among a large number of NV centers within synthetic diamonds
[105]. To capture this practical challenge, we assume the presence of two NV center types, where each type
has a di erent probability of successfully emitting an entangled photon. In particular, type-1 NV centers
are designed to optimize photon emission e ciency, while type-2 NV centers represent NV centers where
suboptimal conditions result in reduced emission probabilities. For instance, NV centers in type 1 diamonds
can be engineered to have moré?C carbon isotopes in the diamond lattice, which results in a calmer

environment with longer coherence times, while type 2 diamonds have fewéfC isotopes [106].

Here, a user's NV center can be of either type, while the QS'sM NV centers include M; NV centers of
type-1, and M, of type-2, whereM1 + M, = M. We introduce the QS binary control variable x;;8i 2 U,
which takes a value of0 when the NV center allocated to useri 2 U is of type-1, and takes a value ofl
otherwise. Inside each diamond, there exists a set dfC nuclear spins coupled to the NV center's electron
spin via magnetic dipole-dipole interactions. Each of these nuclear spins can be a quantum memory that
stores qubits for extended durations through dynamic decoupling. The studied system model with all its

elements is shown in Fig. 4.1.

On each NV center, selective microwave and optical pulses are applied to the electron spin in an attempt
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Figure 4.1: The proposed QCN system model.

to emit a single photon, creating spin-photon entanglement. Note that for an emitted entangled photon
to be useful it must fall within the zero-phonon line (ZPL) in its optical emission spectrum [22]. Once
an NV center successfully emits a single photon within the ZPL, the resulting ideal spin-photon entangled
state, which entangles the spin with the presence or absence of an entangled photon, for use?2 U can be

represented by:

+
i

=sin ;j#ijoi +cos ;j'ij 1i; (4.1)

wherej"i (j#i) is the bright (dark) state of the electron spin qubit, and j1i (jOi) refer to the presence (absence)
of an emitted photon. Here, coherent microwave pulses can be applied to tune the parametef;8i 2 U,

enabling a tradeo between entanglement generation rate and delity [22].

To create e2e entanglement over a link between the QS and a user, two NV centers, each at one end, attempt
to generate spin-photon entanglement, and the two emitted photons are sent towards the heralding station.
At this station, the two photons are overlapped to remove their which-path information. If a single photon is
detected at the heralding station, then an e2e spin-spin entangled link is established between the NV centers

at the QS and the respective user [104].
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4.2.2 Quantum Channel Losses and Noise

The process of establishing an e2e entangled link is exposed to several sources of noise and losses due
to imperfections in the entangled photon emission, collection, transmission, detection, and measurement
operations. For instance, for each NV center, the probability of successfully emitting a single entangled
photon that falls within the ZPL, Pe, is a ected by the type of NV center, i.e., a type-1 NV center has a
higher value of Pe. Further, if such a photon is successfully emitted, it is collected from the diamond with

probability Pce, which captures the collection e ciency [104].

Thus, the operation of preparing an entangled state, as described by (4.1), is not ideal and it can be

modeled by a quantum dephasing noise channel, with parameterye, . Consequently, a prepared spin-photon

entangled state, for a useri 2 U, is not purely 7, but rather a mixture of the form  pep( i) =
prep .+ |+ +(1 prep)(I Z) |+ |+ (I Z) = prep .+ |+ +(1 prep) i i ; where
i =sin ;j#j0i cosj'ij 1.

After preparing such a spin-photon entanglement on both the QS and user sides, the two emitted photons
are sent over optical ber towards the intermediate heralding station, which performs BSM. Throughout this
transmission process, and before the BSM, the photons experience several losses due to their interactions
with the surrounding environment, which scale exponentially with the travelled distance. Finally, the single-
photon detectors on the heralding station have a probability, Pget, Of successfully detecting a transmitted

photon that have arrived at the detector.

To simplify the analysis, we assume that photons sent towards the heralding station from both the QS and
users experience the same loss probability. Since all the aforementioned losses are independent, the overall
experienced loss parameter between the QS and usér2 U, before performing a BSM at the heralding
station, is:

d%(x;)
(Xi) = Peos(Xi) Pee € "Fo Pdet ; 4.2)

where L g is the attenuation length of the optical ber and

Ed-: P.. )= Pea. :
diO(Xi) _ |h : e,QS(Xl) e;user s ; (4.3)

di I—Oln Peos (xi) Pe;QS(Xi) 6 Pe;user

Pe:user

where d%(x;) is the distance between the QS and the heralding station, chosen so as to enforce the aforemen-
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tioned symmetry of losses. This pure loss channel can be modeled as amplitude-damping noise channel
a ecting the entangled photon, with damping parameter 1 (x;) [107]. Furthermore, the lack of knowledge

about the relative phase between the two photons sent to the heralding station is modeled as @ephasing

. . . I 1
noise channe) with a dephasing parameter p, = 2(7”

lo L
C )2

+ % Here, 1 o(11) is the Bessel function of order

zero (one), and is the uncertainty in the phase acquired by the photons during their transmission.

After detecting the photons and removing their which-path information at the heralding station, a BSM is

performed, and the resulting initial e2e spin-spin entangled link between the QS and usar2 U is

ZSinz( i) ( + +

n( %)= 2 (1) co( 1) a (4.4)
CO§( |)(2 (XI)) HALLE SS LU .
+b )+ 2 (xi)cog( 1) Y
wherej i = p%(j#"i i), a= ph hep +(1 prep)® +2 prep (1 prep)(1 ph); and b= (1

oh)  oep (1 prep)® *2 prep(l prep) pn- Moreover, the desired Bell state is considered to bg *i,

and the probability of successfully establishing such an e2e spin-spin entangled link is given by [22]:

Pn(1ix)=2 ()eod( ) 1 S eog(y) @5)

4.2.3 QS Quantum Memory Selection

At each NV center, after the successful generation of a spin-photon entanglement, the electron spin qubit is
moved for storage to one of the available nuclear spins inside the diamond. This frees the electron spin to
participate in new entanglement generation attempts, and ensures that the qubit has a long coherence time,
since the lifetime of nuclear spins can be signi cantly enhanced through dynamic decoupling. In general,

a large number of 23C nuclear spins exist inside each diamond. The density of nuclear spins may vary
depending on the engineering complexity of the diamond growth. These nuclear spins are non-uniformly
distributed around the electron spin inside a 3-dimensional diamond lattice. However, through dynamic
decoupling and precise microwave pulse sequences, we can enable the selective manipulation and coherence

protection of nuclear spins inside the diamond lattice [108].

The e ectiveness of a nuclear spin as a quantum memory is a ected by its distance from the electron spin.

This is due to the dipole-dipole interaction decreasing with the cube of the distancer, between the spins
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(1=r®). Typically, the relevant distances in diamond NV centers that a ect coupling strength are on the
order of a few angstroms (A) to several nanometers given the size of the diamond lattice and the nuclear
spins bath around the NV center [109]. Hence, the distance between a nuclear spin and the electron spin
of an NV center directly a ects their coupling strength, and correspondingly impacts both the nuclear spin

coherence time and the e ciency of quantum gates applied on it.

In particular, nuclear spins closer to the electron spin experience strong coupling, which enhances the delity
of quantum gate applied on them due to reduced execution times. However, this strong coupling can reduce
the coherence time of these nuclear spins. This is because the electron spin, which has a large magnetic
moment compared to nuclear spins, decoheres quickly due to its strong interaction with the environment and
magnetic elds, and this can signi cantly a ect nuclear spins that are highly coupled to it [110]. In contrast,

a nuclear spin that is far away from the electron spin, to an extent that still allows for control and readout,

has weak coupling and generally exhibits a longer coherence time. In particular, such a nuclear spin is less
a ected by the electron's interactions with the external environment and by magnetic eld uctuations and
interactions with other spins. However, the reduced coupling leads to lower delity and longer execution
times for quantum gates applied on stored qubits (e.g., needed in tasks like nuclear spin initialization, control,

and readout) [111].

When choosing a nuclear spin to store entangled qubits with user 2 U, the QS must consider the distance
between the nuclear spins and the NV center's electron spin, as well as corresponding tradeo s between co-
herence time, and quantum gate speed and delity. For tractability, we capture these tradeo s by considering

a simpli ed model of the diamond lattice, where we divide the nuclear spin bath surrounding the electron
spin into two distinct regions based on the distance between nuclear spins and the electron spin. Moreover,
we assume all nuclear spins within each region exhibit similar characteristics. In particular, nuclear spins
in region 1 are closer to the electron spin, thus exhibiting a strong coupling and shorter coherence times.
Furthermore quantum gates applied on them have less noise and shorter execution times. On the other
hand, nuclear spins inregion 2 are farther away from the electron spin, thus having a weak coupling and
longer coherence times; quantum gates applied to them are noisier and incur longer execution times. Thus,
we introduce a binary control variable y;; 8i 2 U, that corresponds to the selection of the region in which the
nuclear spins selected to store entangled qubits for each user exist around the electron spin. Here, a value

of 0 corresponds to region 1, while a value ofl corresponds to region 2.

Accordingly, the coherence time of a nuclear spin depends on the region in which it exists, in addition to
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the NV center type, de ned in Section 4.2.1. Thus, the coherence time,T., is a function of variables x;
and y;; 8i 2 U. Additionally, for the parameters we will use later in our simulations, we considerT.(x; =
Oy =1) Te(xi =1y =1) Te(Xi =03y =0) Te(xi = 1;y; = 0). Here, the distance between
the nuclear and electron spins is assumed to have a more severe impact on coherence time than the NV
center type, or isotopic composition, [106,112]. Furthermore, for each user2 U, the average time needed
to perform a 2-qubit gate on a nuclear spin, represented byl gae (i), and the delity of such gates, denoted

by gae(yi) both depend on the nuclear spin region. As discussed earliefgae (Yi = 0)  Tgae(yi = 1),
and gae(yi =0) gate (Yi = 1). The noise encountered during the entangled qubit generation, storage,
transmission, and quantum gate application reduces the delity of e2e entangled qubits. Accordingly, the

QS can perform entanglement distillation to enhance the e2e delity, as discussed next.

4.2.4 QS Entanglement Distillation Protocols

In our QCN model, the QS and users can apply entanglement distillation protocols based ofn; k; d] encoding
schemes. Heren qubit pairs are used to encodek pairs, whered is the distance of the code, and the resulting
delities of the k qubit pairs increase with the number of encoding pairsn [113]. Such protocols are derived
in one-to-one correspondence with stabilizer codes, and can be implemented with Cliord circuits [114].
We adopt the e cient entanglement distillation protocols based on optimized quantum Cliord circuits,
developed in [113], wheren pairs are distilled to a single pair (k =1). The adopted protocols do not require
multiple rounds of classical communications to inform the QS about the success or failure of each distillation

attempt, which reduces the average QCN entanglement distribution delay.

To equip the QS with the choice of di erent entanglement distillation circuits for di erent users based on
their e2e delity requirements, we introduce an integer control variable, z;; 8i 2 U, that corresponds to the
QS's selection of which distillation circuit to adopt for each useri 2 U. In particular, we consider seven
possible values for the variablez;, which correspond to: 1)z = 1: no distillation, 2) z = 2: [2,1,1] distillation
encoding scheme, and so on, until 7% = 7: [7,1,3] distillation encoding scheme. Beyonch = 7 encoding
pairs, the analysis and derived expressions for delity and probability of success become largely complex and

intractable [113].

The probability of success of the di erent distillation schemes and the resulting distilled delity are derived

in [113]. As an example, wherg; = 4, the probability of successfully distilling entanglement for useri 2 U
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is [113]
32_, 4_, 4 1

-F

|:>dis(':input 7z =4)= EFinput g input + EFinput + 9’ (4.6)

where Finp,t  represents the delity of the z; stored entangled qubit pairs for useri 2 U before applying the
entanglement distillation protocol. Similarly, for the case of z; = 4, the resulting delity after distillation for

useri 2 U is [113]:

84 83 22 1
F F . =4) = §Finput + ﬁFinput §Finput + 27 . 4.7
dis( input AR )_ 32F4 4F2 + 4F_ + L ( . )
27 " input 9 " input 27" input 9

For each entanglement distillation Cli ord circuit, based on z, the average gate noise associated with the
circuit is modeled as a function of the number of its 2-qubit gates. This is because 2-qubit gates are

signi cantly noisier than single-qubit gates. For each useri 2 U, the number of 2-qubit gates,Ngate , in each

Here, we assume a simpli ed model where the average 2-qubit gate noise scales exponentially Witlae , as

follows:

gate (%1321) = ( gare (yi)) Vo 1) : (4.8)

Furthermore, the average time needed to run the entanglement distillation gates and circuits for user 2 U
is assumed to be proportional to the depth of those circuits,Ngepth (zi), and the average time needed to

perform a 2-qubit gate, Tgae (Yi), 0N qubits stored in nuclear spins in regiony;. The distillation circuit

Accordingly, the average time to perform entanglement distillation is

Tais (Yi:Zi) = Naepth (zi)  Tgate (¥i): (4.9)

After successfully performing entanglement distillation, the resulting e2e entangled states are ready to be
used by the users for their quantum applications. However, in order to use those resulting states in the
intended quantum applications, they must satisfy a user-speci ¢ minimum delity requirement. Thus, it

is necessary to analyze the impact of the heterogeneous quantum noise on the delity of the resulting e2e

entangled states and to derive an expression for e2e delity, which we delve into next.



Mahdi Chehimi Chapter 4. 76

4.3 Average E2E Noise and Entanglement Fidelity

As mentioned earlier, we will be optimizing the average entanglement distribution delay over an extended
episode of in nitely large duration T.. Each single e2e spin-spin entanglement generation attempt between
the QS and a useri 2 U, located at distance d; from the QS, succeeds with probability Pir ( i;Xi). When

a single e2e entangled link is successfully generated between the QS and us& U, its density matrix is
given by in( i;Xi), as in (4.4). Then, based on the selected entanglement distillation protocol, the QS
must ensure the successful generation of; such e2e entangled links between the QS and usér2 U. In
particular, the QS and user continue to attempt entanglement generation until they obtain z; successes. The
resulting z; pairs must be stored in the quantum memory of the QS and user 2 U, inside the y; selected
nuclear spin region. Here, the number of attempts,N4 (zi) until obtaining z successes can be described
by a negative binomial distribution, i.e., Nat (z)) NB(z; Pin), whose probability mass function is given by

P(Nat (z)= k)= 37 P PR(L Pn)fs k=0;12:0

Zj

The z entangled pairs are generated at di erent times. Thus they su er di erent amounts of decoherence.

Hence, we introduceS = [ty;ty;::5;t,, ], where ty denotes the time the k-th spin-spin e2e entangled link is

ty <ty+1. Here, t, corresponds to the last successful attempt after which Cli ord circuits are applied on

the stored qubits at both the QS and corresponding user to perform entanglement distillation.

To characterize the delity of the resulting e2e entangled states after distillation, we must capture the
heterogeneous memory decoherence e ects experienced by the di erent stored qubits. Hence, we calculate
the average delity after obtaining z successes in the entanglement generation attempts. To do so, we
derive, next, the analytical expression for the average quantum memory decoherence noise experienced
before performing distillation. Then, we derive the resulting e2e entangled state delity expression after

distillation, which must satisfy the users' application-speci ¢ minimum requirements.

4.3.1 Average Quantum Memory Decoherence Noise

We model the quantum memory decoherence noise as a general, worst case, quantum depolarizing noise
channel. Thus, for every useri 2 U, each of thez stored qubits, after undergoing a depolarizing noise

channel with a depolarizing noise parameter q; (Xi;yi), wherej 2 f1;2;::;z9, will be represented by:
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o CoXinyi) = gy Xisyi) in(isxi)+ (2 ¢ (Xi;Yi)) 7., Where every stored qubit experiences a di erent
depolarizing noise parameter based on its storage time. However, having such non-uniform quantum states

makes the analysis intractable.

To simplify the analysis, we apply a twirling map that maps the di erent non-uniform quantum states into a
uni ed quantum state with a uniform depolarizing noise parameter equal to the average of thez; non-uniform
noise parameters q¢; (Xi;yi);8j 21,2 ::;;zigandi 2 U. A possible such twirling map is given by randomly

applying a unitary from the group generated by a cyclic shift on the stored pairs.

Applying a twirling map in our case can be interpreted as if a permutation is performed on the stored qubits,
without knowing which speci ¢ permutation it is. While this corresponds to throwing away some information,
note that twirling maps are mere mathematical tools which signi cantly ease the analytical analysis, without
a ecting the obtained delity expressions. In our case, if the QS performs a uniformly random permutation
on stored qubits, then all stored states will become uniform, and each of the non-uniform stored entangled
states ; ((iiXijYi) beCOF[neS: gag (XY Z) = davg(XinYinZ) in(isXiy)+(1 gavg(XisYisz)) 7

jof 1,2z g i (XiyiizZi
Zj

where g.avg(Xi:Vi;zi) = );8i 2 U is the average noise parameter of the previously
non-uniform entangled states. Moreover, if useri 2 U, has a memory decoherence time (storage time)
Te(Xi; Vi), then for a single SIS S = [t1;t2; 53t ], i.e., the average memory decoherence depolarizing noise

parameter for the z; stored qubits is

(tz; ty)

X eTcxiyi)
diavg (Xi3Vi;Zi) = — (4.10)
. 2S !

and the resulting delity from this noise parameter will be:

3 d;avg(Xi;Yi;Zi)+1.

1 (4.11)

Fd;avg;i (XiyYirzi) =
However, we must account forall possible SISsin the considered large episode of time to get a more repre-
sentative noise expression that captures the average QS memory performance. Thus, we derive, in Theorem
4.1, the exact expression for the average memory decoherence depolarizing noise parameter averaged over

all possible SISs in the QCN, denoted byh g.avgi (Xi;Yi;z);8i 2 U, as follows:

Theorem 4.1. The QS average quantum memory decoherence depolarizing noise parameter a ectiag

entangled qubits stored in nuclear spins in regiory; in a type-X; NV center in diamond for serving user
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i 2U averaged over all possible SISs is:

1 Rg , R Rg

(1 Rz 1 Rig ! (442

h d;avgi(xi;Yi;Zi) =
whereR; e Te&xivi) andg 1 Pin( i;Xi). Here, Pin( i;X;) is the probability of successfully establishing
an e2e spin-spin entangled link between the QS and user2 U at distance d; from the QS. Moreover,
Te(Xi;Y;) represents the quantum memory coherence time for usér2 U based on its selected NV center type

and nuclear spin region.
Proof. See Appendix E.1. O

The corresponding average delity for each of thez; stored entangled qubits, averaged over all possible SISs

can be directly obtained fromh g.avgi(Xi;Vi;z) as follows:

3 h gagi(Xi;yi;zi)+1 .
7 :

hFg.avgi (XisYiszi) = (4.13)

4.3.2 EZ2E Entangled State Fidelity

Now that we have analyzed the di erent noise sources in the QCN, we study the evolution of e2e spin-spin
entangled quantum states from their initial generation, through their storage in quantum memories, and nal
participation in entanglement distillation subject to quantum gate noise and imperfections. We focus on the
resulting delity of the nal entanglement to ensure the satisfaction of user application-speci ¢ minimum

delity requirements.

In particular, when a single spin-spin entangled state is successfully generated, its density matrix is given
by in(i;Xj), described in (4.4). Here, the desired Bell state to be shared between the QS and useR U

is considered to bej *h *j. Then, based on the selected entanglement distillation protocolz entangled
qubit pairs are stored in quantum memories of the QS and corresponding user2 U. As mentioned earlier,
using a twirling map, the heterogeneous decoherence e ects experienced by tlzg entangled pairs can be
represented by a uni ed depolarizing noise channel with a single average noise parameter, that is averaged
over all possible SISs, and is given by 4.avgi(Xi;Yi; zi) in (4.12). The stored entangled pairs after capturing

guantum memory decoherence e ects can be found by applying the depolarizing quantum noise channel on
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(4.4), which results in h Qi( i;Xi;Vi:z) = h gagi(Xi;Vi;z) n( ;%) + @ h gagi(Xi;yi;zi)) 5. Here,

since the desired Bell state i *i, the average delity of the resulting states is

HERiCisxisyiiz) = © hRiCix;yisz) 7
_ 28N g (xi1y2)SI2( 1) | (1D acagi (Xi1Y112)) (4-14)
- 2 (xi)co( ) 4 '

Then, in order to apply the considered entanglement distillation circuits, proposed in [113], on thez; stored
entangled pairs, we observe that the analytical expressions for the resulting delity and probability of success
for these distillation schemes require the stored entangled pairs to be in the form of Werner states, which
can be achieved by applying another twirling map operation on the stored pairs. Here, note that the
delity of a twirled state equals the delity of the state before twirling [115], given by hrwi( i;Xi;Vi;z) =
H:iﬁi( i1Xi;Vi;z). As such, the resulting Werner state can be written as:

1 hFwi(i:XiYi;z)
3

howiCixisyiszi)= Pwi(i;Xi;Yi;zi) (4.15)
When a distillation protocol is applied, the stored entangled qubits, represented by Werner statet wi( i;Xi;Vi;z),
are a ected by the applied noisy quantum gates and operations for the distillation protocol. The quantum

gate noise is modeled as a depolarizing quantum noise channel with noise parametegae (Vi; zi), in (4.8),

for useri 2 U. A stored averaged Werner stateh wi( i;Xi;Vi;z), after undergoing this noise channel, be-
comesh i( i;%i;i;z) = ( gae(Yi;zZ)h wi(i:xi;yi;z)+(1  gae(Yi;zi)) 7 ,and its average delity

becomes:

Wi XisYiz) = gae(Yisz)PFwi( i5Xi5Yiizi)

(1 gate (yi 1 Zj )) .
2 :

(4.16)
+

Now, calculating the exact resulting average delity and probability of success after distillation, by averaging
the results of Pgis (Finput ; Zi) and Fais (Finput ; i) over all possible SISs is intractable. Hence, to simplify the
analysis, we make an approximation by calculating the e2e delity after distillation, Fgis(Finput ;2i), for

an input delity that is already averaged over all possible SISs, i.e.,Fgis (WFinput i;z) instead of averaging
HFgis (Finput 5 i) itself over all possible SISs. We make a similar approximation for averaging the distillation

probability of success expression over all possible SISs, and the two approximations made are summarized
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as:

HF gis (Finput 1 Z))i Fais (H:input i;z); (4.17a)
MPyis (Finput 1Zi)i Padis (H:input i;z); (4.17b)

where the accuracy of this approximation is veri ed through Monte Carlo simulations over one million

possible SIS instances, see Appendix E.2 for the results.

Accordingly, the average probability of success for the entanglement distillation schemes is given by:
Pais ( 13%i3Yi:2) = Pais (NI ( 13%i3Yi12);2); (4.18)

and the average nal e2e delity of entangled states distributed between the QS and useri 2 U after
distillation is given by:

Feze( i3Xi3Yi:2) = Fas(FF&i( i5%i3Yi52);2); (4.19)

wherehFQi( i;Xi;Vi;z), derived in (4.16), and is based on the average decoherence noise parameter averaged

over all possible SIS, developed in Theorem 4.1.

4.4 Delay-Minimizing QS Resource Allocation Optimization For-

mulation

Now that we have an expression for e2e average delity for an entangled state distributed between the QS
and a user, we will use it to ensure minimum average delity requirements for the di erent users are satis ed.
Moreover, users require di erent average entanglement generation rates with the smallest possible e2e delays
during the almost-in nite episode of QS operation. All these goals can be achieved by carefully optimiz-
ing the allocation of QS resources, which include SPSs, quantum memories, and entanglement distillation
protocols. In this section, we derive expressions for the average e2e entanglement distribution delay and
average entanglement generation rate. Then, we formulate a QS resource allocation optimization problem to
fairly minimize the e2e entanglement distribution delay for the di erent users while satisfying their minimum

requirements on average e2e rate and delity.
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4.4.1 Average Entanglement Distribution Delay

In this subsection we focus on the problem of minimizing the total average delay associated with the suc-
cessful generation of an e2e entangled pair of qubits between the QS and use? U, subject to minimum
required average rate and delity. This e2e delay must account for the time taken to perform all quantum
operations, including entangled photon emission, its transmission, processing, and memory storage, as well
as entanglement distillation delay. In particular, the QS and each user 2 U focus on entanglement gener-
ation until z entangled photons are emitted and transferred, where each photon travels a distanad from

the QS (ord;  d° from user side) towards the heralding station. There, quantum operations and BSMs are
performed, where photons are detected and measured to establish spin-spin entanglement between the QS

and corresponding user.

Denote the time taken to perform every spin-photon entanglement generation attempt asT,; . Moreover,
let Tianster i = Max( zc—dlo M) be the time needed to transfer a single entangled photon from the QS or
user towards the heralding station (based on which one travels farther). Hereg is the speed of light, and
the factor of 2 is to account for the classical communication time needed to herald the BSM results. Since
these operations are probabilistic, with a probability of success given by (4.5), the average delay associated
with the initial successful generation of z; spin-spin entangled links between the QS and user 2 U is
Tin(i:Xi;z) = w Note that we mainly focus on quantum operations that have an associated
delay in the order of magnitude of the single-photon transfer time.
A z-based entanglement distillation circuit is applied to every successfully generated set aof; spin-spin
entangled qubits between the QS and user 2 U. This consumes timeTgs(Yi;zi) and has a probability of
succesPyis (i Xi:VYi;z). Henceforth, the resulting average e2e delay for distributing an e2e entangled pair
is
Tin(i5Xi3z) + Tais(Yiszi) .
Pais (i3 Xi;Yi:Z) '

Teze( i5Xi3Yirzi) = (4.20)

Accordingly, the expected average e2e entanglement generation rate between the QS and us& U is

1

Teze( i1 Xi3Yis Zi): (4.21)

Reze( i3 Xi3 Vi zi) =
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4.4.2 QS Resource Allocation Optimization Problem

Now, we formulate a QS resource allocation problem to fairly minimize the average delay in distributing an
e2e entangled pair experienced by the di erent users subject to constraints on the average e2e entanglement
generation rate, Rpyin i, and delity Fmin:i;8i 2 U. To ensure fairness between the QCN users, we consider
a min-max problem where we allocate the QS resources so as to minimize the average e2e entangled pair

distribution delay experienced by all users.

In doing so, the considered QS resources to serve useér U, wherejuj = M, or the controllable optimiza-

entanglement distillation scheme chosen for each user, which corresponds to the number of e2e entangled
links undergoing distillation. Accordingly, the QS resource allocation optimization problem can be formu-

lated as follows:

P1: min max Teze( i;XiiVi;Zi); (4.22a)
X;ysz 12U
sit: Reze( i:Xi1Yi:Z) Rmin;i;8i 2U; (4.22b)
Feze( i;Xi3Yi32)  Fmin;i; 81 2 U; (4.22c)
X
lix,=0og M1, 8i2U; (4.22d)
i2u
X
lix,=14 M2 8i2U; (4.22€)
i2u
Xi;yi 2f0;1g; 8i 2U; (4.22f)
z 211,279, 8 2U; (4.229)
i 2 (0; E); 8i 2U; (4.22h)

where the rst two constraints, (5.6b) and (5.6c), ensure satisfying each user's minimum required average
e2e entanglement generation rate and their average e2e delity, respectively. Moreover, (4.22d) and (4.22¢€)
represent the QS capacity constraints that ensure that the number of allocated NV centers from type 1 and

2 do not exceed the available QS SPSs. Finally, (4.22f), (4.22g), and (4.22h) specify the possible range of
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values for each of the optimization control variables.

4.4.3 Proposed Solution

The proposed problemP 1 is a non-convex optimization problem, that is generally anNP -hard problem. Here,
we note that the derivatives of the functions in (5.6a), (5.6b), and (5.6¢) are computationally expensive and
not tractable. Accordingly, to solve P 1, we apply a simulated annealing algorithm, which is a metaheuristic,

derivative-free technique, as shown in Algorithm 2.

Algorithm 2 starts by randomly picking an initial feasible solution, and an initially high temperature. The
initial solution must satisfy the di erent constraints of P 1, and it is set to be the initial best solution. In every
iteration of the simulated annealing algorithm, for every useri 2 U, we generate a proximal, or neighbor,
solution for useri, which represents a minor random adjustment to the current solution for that user within
the feasibility bounds. Then, we calculate the resulting di erence in the objective function which is the total
average e2e entanglement distribution delay experienced by user2 U, denoted by T;. If the neighbor
solution for useri 2 U results in a lower average delay for that user, it is accepted as the current solution.
Moreover, it could also be accepted if it satis es the Metropolis criterion (see line (11) in Algorithm 2), which

helps avoiding local minima solutions, otherwise the current solution for useii 2 U remains unchanged.

Then, the resulting largest average delay among the di erent users under their corresponding new solutions is
compared to their previous largest average delay under the current best solution. If the new maximum average
delay is smaller, then the new solution becomes the best solution. This process is repeated while reducing the
system temperature using an exponential cooling schedule, until reaching a minimum temperature threshold.
Finally, as the algorithm nishes, the resulting approximate best solutions ( ;x ;y ;z ), that are near-

optimal are returned [93].

45 Simulations and Results

Now, we conduct exhaustive simulations to evaluate the e ciency and assess the performance of our proposed
QS resource allocation framework and how it compares to state-of-the-art existing frameworks. The following
default setupof the QCN is adopted throughout the conducted simulations: 1) users in the QCN are randomly

located around the QS with their distances from the QS being randomly sampled from a uniform distribution,
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Algorithm 2 Simulated Annealing Algorithm for P 1
1: Initialize the current solution , X, y, and z to a random feasible solution in the search space

2: Set initial temperature o = ¢

3: De ne K, the number of performed iterations for each temperature level

4: Initialize the optimal solution , x ,y , and z to the current solution

5. while  go > min do

6: for k=1 to K do

7: for each useri 2 U do

8: Generate random neighbors °, x°, y° and z° for useri by slightly altering i, x;, yi, and z,
respectively

9: if all generated neighbors ?, x?, y% and z% 8i 2 U, satisfy P1 constraints (5.6b), (5.6c),
(4.22d), (4.22€), (4.22f), (4.22g), and (4.22h}hen

10: Calculate T = Teze( %X%Y%Z)  Tezel i:XiYii2)

11: if Ti<O0orexp( Ti=su)>r 2 Uniform[0;1]then

12: Update i, i, Vi, and z to 2 x% y® and z°, respectively

13: end if

14 end if

15: end for

16: end for

17: Find m =argmaxizy Teze( i;Xi;Vi;Z)

18: Calculate global T = Teoe( m;iXm:¥Ym:Zm) MmMaXiou Te2el ;X ;Y ;2Z)

19: if T < 0then

20: Update the best solution ,x ,y , and z to the current solution

21: end if

22: Update o according to adopted cooling schedule, e.g., exponential cooling, agy = sol  sol
23: end while
24: return the best solution found, ( ;x ;y ;z )

whered;  Uniform(100; 1500)m, 8i 2 U, 2) unless speci ed otherwise, the users' minimum required average
entanglement generation rate,Rmin-i; 8i 2 U, is assumed to be sampled from a uniform distribution such that
Rmin:i  Uniform[1; 1000]Hz, 3) users' corresponding minimum required average e2e delityFmin:i8i 2 U,

is also sampled from a uniform distribution such that Fni,.i  Uniform[0:85; 0:99], which accounts for the
requirements of di erent quantum applications [116], and 4) we assume low phase uncertainty of transmitted
entangled photons, and we consider nuclear spin coherence time in the proximity of one minute [117,118],
which vary based on the isotopic decomposition of NV centers and the coupling strength between its nuclear
and electron spins [102,105,111]. Note here that since we do not consider a large-scale QCN and we assume
user to be within 1:5km from the QS, we can consider the utilization of NV center-emitted entangled
photons at their optical frequency, without applying frequency conversion techniques [22]. The rest of the
di erent QCN parameters adopted in the default setup are provided in Table 4.1. Unless speci ed otherwise,
presented results are statistically averaged over 1,000 Monte Carlo runs, and parameters of the default setup

are considered.

In order to benchmark the performance of our proposed framework, we compare its achieved performance
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Table 4.1: Summary of Simulation Parameters.

Parameter Description Value
Pe probability of entangled photon emis- | 0:46 0:6 [69,119,120]
sion into ZPL
Pce probability of single-photon collection | 0:49 0:8[119,121]
Pget probability of detecting photons at | 0:85[122]
heralding station, conditioned on being
emitted
Torep time for a spin-spin entanglement gen-| 5:5 s [94]
eration attempt
prep dephasing noise parameter for prepar{ 0:99 [69]
ing a spin-photon entangled state
Lo attenuation length - visible light fre- | 0:542km [69]
quency
gate 2-qubit gate delity 0:97 0:999[123]
Tgate 2-qubit gate time 68 400 s[123]

with the following frameworks: 1) Delay-agnostic (DA) framework, which represents existing entanglement
distribution frameworks that optimize QS resources, without considering the QS capable of performing
entanglement distillation, i.e., zz = 1;8i 2 U, 2) Physics-agnostic (PA) framework which represents the
majority of existing frameworks that, unlike our proposed framework, do not consider controlling practical
physics-based NV center characteristics, e.g., isotopic decomposition and nuclear spin region, and i)ni-
mum distillation (MD) framework , which considers always performing the minimum amount of distillation,
that is distilling two entangled pairs to yield one entangled pair with higher delity, i.e., z = 2;8i 2 U.

Here, we apply PA frameworks by randomly choosingx; and y;; 8i 2 U, without being optimized.

We start by considering a QCN in the default setup consisting of a QS withM =1, M; =2, and M, = 2,
serving 4 users, ordered based on their average distances from the QS, i.e., uskiis closest to the QS,
and user 4 is farthest. We show rst, in Fig. 4.2, the average achieved e2e entanglement distribution
delay for the di erent users. We observe from Fig. 4.2 that our proposed framework is the only one that
manages to satisfy the di erent user requirements, while the other frameworks fail to do so. Particularly,
the DA and MD frameworks fail to satisfy the minimum delity requirement of users 3 and 4, and the
PA framework fails to satisfy the requirements of user 4, which resembles the farthest user from the QS, on
average. Particularly, while sending entangled photons directly without distillation, as in the DA framework,
or performing minimal distillation, as in the MD framework, result in low average e2e delay, it is necessary,
in many cases, to perform entanglement distillation protocols with more distilled qubits in order to meet

the minimum required average e2e delity by the users. While such large distillation protocols result in
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Figure 4.2: Average achieved e2e entanglement distribution delayle,e, for the di erent QCN users.
increased delay, they allow the QS to successfully satisfy all user requirements, as achieved by our proposed

framework. Moreover, we observe, from Fig. 4.2, that it is optimal to send entangled photons directly
to users 1 and 2 without performing entanglement distillation. This is mainly due to their average lower
experienced channel losses due to their closeness to the QS. In serving such users, performing entanglement
distillation results in increased, unnecessary, entanglement distribution delay due to the time consumed in
storing entangled qubits for distillation and the time needed to run the distillation circuit. Additionally, we
observe from Fig. 4.2 that our proposed framework results in more tharb0% reduction in the average e2e
delay, Teze, Needed for entanglement distribution, compared to the MD framework. Furthermore, Fig. 4.2
shows that our proposed framework manages to achieve, on average, arouB@%reduction in Tee cOmpared

to the PA framework. This clearly shows the signi cant importance of our proposed control of the isotopic
decomposition of NV centers and selection of nuclear spin regions, speci ed by the variables and y;; 8i 2 U.
Moreover, we verify, through comparison with exhaustive search solution, that the obtained results from our
deployed simulated annealing algorithm are almost optimal, within 1% of the optimal results, while saving,

on average, around55% of the running time. Additionally, it is noteworthy to mention that both the DA

and the MD frameworks are special cases of our proposed framework. For instance, our framework chooses

zi =1, on average, for the rst two users in Fig. 4.2, which aligns with the DA framework.

Next, in Fig. 4.3, we analyze the achieved e2e average delity for the QCN users by the di erent considered
benchmarks. In particular, we consider a similar QCN setup as described for Fig. 4.2. Here, we x the
minimum required average e2e delity for the di erent users to be 0:85 Fnini = 0:858i 2 U, and the

minimum required average e2e rate for all users to 100Hz, i.eRmin;i = 100Hz, 8i 2 U. We observe,
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Figure 4.3: Average achieved e2e delity,Fqze, for the di erent QCN users.
from Fig. 4.3, that our proposed framework is the only one that manages, on average, to satisfy all user

requirements in the considered QCN. In particular, all considered frameworks manage to satisfy the minimum
average e2e delity requirements,Fnmin ;i for users that are, on average, close to the QS. However, as distance
increases, the DA framework fails to satisfy the minimum average e2e delity requirements, and we observe
around 5% reduction in the achievedF¢, by the DA framework compared to our framework, which performs
entanglement distillation. However, if the selection of the applied distillation protocol is not optimized, i.e.,

zi is xed 8i 2 U, as is the case with the MD framework, we observe up tdl1% reduction in average
Fe2e achieved by the MD framework compared to our proposed framework. Furthermore, if the physics
characteristics of NV centers are not controlled and optimized, i.e.x; andy; are randomly selected for every
useri 2 U, as is the case with the PA framework, we observe around% reduction in Fgye compared to our

proposed framework.

Another interesting observation from Fig. 4.3 is that the MD framework resulted in a lower F¢,e for the last
two users compared to the DA framework. This may appear unexpected, as distillation is anticipated to yield
improved delity, particularly when the input delity exceeds 0:5. However, this is not the case, since the
input delity to the z =2 distillation protocol in the MD framework is not equal to the average e2e delity
obtained through the DA framework. To see this, one must pay attention to the entanglement generation
parameter for each user, i.e., , which has a signi cant impact on the resulting average e2e delity, and
must be chosen carefully. In particular, the value of chosen for the DA framework would be signi cantly
di erent from the value chosen for the MD framework. Next, we delve into the impact of andy on the

resulting average e2e delity.
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Figure 4.4: Average achieved e2e delity,Fe¢e, for a useri = 4 with an average distance ofd; = 1 km from
the QS vs 4, in a 4-user QCN.
In Fig. 4.4, we focus on a single user, denoted user 4, from the previous 4-user QCN setup considered for

Fig. 4.3. This user is relatively far away from the QS, and we analyze its achieved average e2e delity as its
assigned 4, X4, Y4, and z4 values are varied. In particular, the optimal distillation protocol for user 4 is found

to be z4 = 5 using our proposed framework. Thus, we compare, in Fig. 4.4, our proposed framework and
the DA framework, where z4 = 1. Note that when z, = 1, no distillation is performed and thus no nuclear
spin is used as a quantum memory because qubits are directly shared without storage, thus, the selection of
y4 becomes irrelevant in this case. We observe from Fig. 4.4 that the DA framework can achieve a high.,e
when 4 takes very high values, i.e., near= 2, which is not the case when distillation is performed, since all
cases withz, =5 achieve a very lowF¢ye at such high values of 4 in Fig. 4.4. The main reason behind this
behavior is the special role for ; in the delity expression, based on (4.14), and the probability of success
expression in (4.5), for a usei 2 U. In particular, when ; is very high, sin?( ) 1andco( ) 0. Assuch,

Pi» Oand H:iﬂi ah d;avg(xi;Yi;Zi)i+ (dh d;avgjl(xi;y”zi))

. But,whenz =1, h g.aygi(Xi;yi;z) =1 since
there is no memory decoherence. As such, the resulting delity when no distillation is performed becomes
signi cantly high at high values of ;;8i 2 U. In contrast, when z = 5, the impact of memory decoherence

becomes paramount at high values of;.

Moreover, we observe from Fig. 4.4 that the NV center type, or isotopic decomposition, represented by,,
has a marginal e ect on F¢2e when no distillation is performed (z4 = 1). In contrast, when distillation is
performed, e.g.,z4 =5, we observe from Fig. 4.4 that bothx, and y, has a signi cant impact on F¢y.. Note

that for the considered scenario, performing distillation with type-2 NV centers, i.e.,z4 =5 and x4 = 1, does
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Figure 4.5: Average achieved e2e entanglement generation ratRe,e, for a user4 with an average distance
of dg =1 km from the QS vs 4, in a 4-user QCN.

not result in satisfying the minimum delity requirement of 0:85. However, we can observe the signi cant
impact of changingy, from 0to 1 on boosting the obtained e2e average delity over a wide range of possible
4 values due to the resulting enhancement in the coherence time. However, since type-1 NV centers already

have a high coherence time, the impact of varyingys on Feye is marginal.

Finally, for the same previous QCN setup with user 4, we show, in Fig. 4.5, the resulting average e2e
entanglement generation rate,Reze, as its assigned entanglement generation parameter, varies for di erent
combinations ofxy; y4; and z4. Fig. 4.5 clearly shows that the enhanced delity achieved through distillation
comes at the heavy price of a signi cantly reduced entanglement generation rate. Speci cally, the most basic
distillation scheme, whenz, = 2, results, in a perfect best case scenario wherégs = 1, in 50% reduction

in Reze. This justi es the major drop in Ry Observed in Fig. 4.5 whenz, = 5. Furthermore, while x4 has

a marginal e ect on Fe when no distillation is performed (z, = 1) in Fig. 4.4, we observe from Fig. 4.5
that x; has a signi cant e ect on the achieved R¢ye for useri 2 U. This is because the impact ofx; appears
mainly in the probability of success expression for generating a spin-spin entangled link between the QS and
useri 2 U. We can see a similar impact forx; when we perform distillation, but over a smaller range of ;

values. Finally, we observe from Fig. 4.5 that the selection of; has a minimal e ect on Reye; 8i 2 U.
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4.6 Conclusion

In this chapter, we have proposed a QS resource allocation framework that jointly optimizes the entanglement
distribution delay and the entanglement distillation operations while satisfying heterogeneous user require-
ments on average e2e rate and delity. We consider the control of NV center characteristics like its isotopic
decomposition and nuclear spin region to enhance the QS performance. Moreover, we derive the analytical
expressions for average memory decoherence noise. The proposed framework is shown, through extensive
simulations, to result in around 30% to 50% reductions in the average e2e entanglement distribution delay

and around 5%, 7%, and 11% reductions in the average e2e delity compared to existing frameworks.



Chapter 5

Matching Game for Optimized
Association in Quantum Communication

Networks

5.1 Background, Related Works, and Contributions

QCNs are seen as a pillar of future communication technologies due to their advantages in terms of security,
sensing capabilities, and computational powers. QCNSs rely on the creation and distribution of Einstein-
Podolsky-Rosen (EPR) pairs ofentangled quantum statedetween distant QCN nodes [64]. Each EPR pair
consists of two inherently-correlated photons, each of which is transferred to a QCN node to establish an
e2e entangled connection. However, the fragile nature of entangled photons results in exponential losses
that increase with the travelled distance over quantum channels, e.g., optical ber. As such, intermediate
guantum repeater nodes are needed to split long distances into shorter segments by performiegtanglement
swapping on entangled photons to connect distant QCN nodes [65]. When such repeaters share multiple

EPR pairs with several QCN nodes to create e2e connections, they are called QSs.

In practice, a QS has a limited-capacity quantum memory for photon storage. A heralding station is respon-
sible for generating EPR pairs and distributing each pair between the QS and other QCN nodes to create
link-level connections (LLCs). The delity , or quality, of an LLC can be enhanced by performingentan-
glement distillation before swapping two LLCs to establish an e2e connection [66]. Practical applications,
like quantum data centers and quantum cloud networks, encompass QCN setups with multiple QSs connect-
ing several end-node quantum devices. The design of such multiple-QS QCNSs requires overcoming many

challenges such as the limited storage capacity of QSs, imperfections associated with EPR generation and

91
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transmission, the need to schedule the di erent QS operations (i.e., entanglement swapping and distillation),
and the presence of heterogeneous application-speci ¢ minimum delity requirements.

Multiple prior works [38,39,47 49,124,125] attempted to address some of the aforementioned challenges, and
those works can be divided into three main types. First, some works, like [124], considered a QS-based multi-
hop QCN and performed entanglement provisioning andpath selection to maximize throughput. Second,
prior works, such as [125], consideredouting EPR pairs over several QCN paths to create e2e connections.
The last type, which is the most relevant to our work, considered star-shaped QCNs, where several nodes
are connected to a single QS through EPR pairs [38,39,47 49]. For instance, the work in [38] was the rst
to consider aggregate QS capacity and analytically analyze its stability. However, almost-perfect conditions
were assumed in [38]. Additionally, the work in [39] considered a QCN with a QS serving requests having
minimum delity constraints. However, entanglement distillation was not considered in [39]. Meanwhile,
the work in [47] studied QS stability and swap scheduling. However, the authors in [47] did not include
entanglement distillation and assumed an in nite lifetime of EPR pairs. Moreover, the work in [48] analyzed
the capacity regions and stability of a single QS and scheduled swapping/distillation operations to satisfy
minimum delity requirements while considering noisy gates and measurements. However, [48] considered a
homogeneous delity for all link-level EPR pairs. Finally, the authors in [49] proposed a memory allocation
policy for a constrained QS operation in a star-shaped QCN. However, the model proposed in [49] did not
account for delity requirements of both link-level and e2e connections and did not schedule distillation

operations.

Furthermore, these prior works [38, 39,47 49] focused on a single QS handling all e2e requests and did not
consider multiple QSs connected to several end nodes with heterogeneous resources and delity constraints.
In such a QCN setup (see Fig. 5.1), it is essential toassociate each request with the QS that optimizes
its delity. This request-QS association problemwhich is essential for designing quantum data centers, has
been overlooked in prior works. Accordingly, there is a need for a thorough investigation of the request-
QS association problem in QCNs with multiple QSs while taking into consideration the scheduling of QS

entanglement swapping/distillation operations, memory limitations, and performance requirements.

The main contribution of this work is a novel matching-based framework for optimizing request-QS associ-
ation in QCNs with multiple QSs, possessing heterogeneous resources, that satisfy QCN users' performance
requirements while considering practical constraints of QCN elements. To the best of our knowledge, this is

the rst work to explore this research area, and therefore, we make the following key contributions:
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We propose the rst holistic analysis of the request-QS association problem in QCNs under limited

resource constraints and heterogeneous delity requirements.

We formulate the request-QS association problem as aatching game[126] where both requests and
QSs rank each other based on delity-maximizing preferences. This novel matching approach enables

us to solve the considered association problem without requiring full knowledge of QCN information.

We propose a novetequest-QS association (RQSAalgorithm based onswap-matching[127] to solve the

formulated matching game while guaranteeing convergence under partial QCN information availability.

Simulation results show that our RQSA algorithm is scalable and achieves a near-optimal performance

within 5% of the optimal solution in terms of served requests and overall served e2e delity.

Next, we delve into the details of the proposed QCN system model.

5.2 System Model

Consider a QCN composed of a s of Q QSs connected to a set of end nodes through link-level EPR pairs.
The end nodes are split into transmitting (Tx) and receiving (Rx) nodes, where requests for e2e connections
are sent from Tx nodes to the QSs (see Fig. 5.1). MoreoveK denotes the set ofK Tx nodes, andM the

set of M Rx nodes.

The operation of the QCN occurs in a time-slotted manner. Prior to each time slot, heralding stations
installed between QSs and end nodes attempt to creata link-level EPR pairs to connect every QSq2 Q to
every Tx (and Rx) node, k 2 K (and m 2 M ), respectively, with a probability of successpy,q (and pgm) for
each pair that depends on the corresponding link length. Accordingly, the link-level EPR generation process
between a QS and a Tx (or Rx) node follows @inomial distribution with parameters n and pi,q (0r pg:m) [48].
Thus, each QS is connected to all Tx nodes througH\Ikaé4 successfully-generated link-level EPR pairs each
having a delity of Fk“f] Similarly, every QS is linked to each Rx node throughNgfrxn successfully-generated
link-level EPR pairs each of delity Fqfom. The EPR pairs are then stored in quantum memories at both the

QSs and end nodes. Those pairs are assumed to remain coherent and maintain their delities for one time

slot, before being discarded.

At the beginning of each time slot, Tx nodes submit a setR of R requests to the QSs. Each request is
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Figure 5.1: Studied QCN model for the requests-QSs association problem.

™ represents a

represented as a tuplerf;j =(i;F if}“” ), wherel 2f1;2;:::;;Rg, i 2K, andj 2M . Here, rlk;
request by Tx nodek 2 K to establish a single e2e EPR pair with Rx nhodem 2 M with a minimum delity

of F,{“r;fl‘ . In addition, each submitted request must be served, if feasible, during its submission time slot, or
be discarded. We assume that, during each time slot, every Tx node may submit multiple repeated requests
that are identical and have exactly the same required minimum delity, since they intend to serve the same

application.

In our model, we consider that only partial QCN information is available to the Tx nodes when submitting
their requests. In particular, each Tx node has access to only the information related to its link-level EPR
pairs with every QS. Moreover, the QSs publicly announce information about their link-level EPR pairs with

every Rx node to the Tx nodes.

Each QS g2 Q can perform two distinct quantum operations: 1) entanglement swappingto connect a Tx

node to an Rx node, and 2)entanglement distillation to enhance the delity of link-level EPR pairs. Every
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link-level EPR pair is represented by a Werner state = W | goih goj + 1% ; where W is the Werner

4
parameter that directly a ects the delity of those pairs, which is given as: F = 3W*L [128].

When a QS q 2 Q swaps two link-level EPR pairs, one with Tx nodek 2 K having delity FkT’é and the
other with Rx node m 2 M having delity F(E;;, the resulting e2e EPR pair has a delity given by [65]:

1

3 4R 1 4FRK 1
S(Fll)c;;FcEXm) =172 & 47

3 3

(5.1)

We adopt the Oxford entanglement distillation protocol [66] for performing entanglement distillation of two
link-level EPR pairs. According to this protocol, two identical EPR pairs with initial delity Finia Can be
distilled into one EPR pair having a higher delity given by [66]:

(Finitiar )2 +( lF*tlal)z |
(Finitial )2 + 2 Finitial (ll:%) T 5( ”*ﬂal)z

D (Finitiat ) = (5.2)

To simplify the analysis, a QS is assumed to perform at most one distillation operation for each link-level EPR
pair. Also, if performed, distillation is considered to always precede entanglement swapping [48]. Accordingly,
there are four possible actions regarding the scheduling of the entanglement swapping/distillation operations
to handle each submitted request that every QS can také. The action choice directly a ects the delities of
the resulting e2e EPR pairs and the number of available link-level EPR pairs in quantum memories. Here,
we introduce ij and ij to denote the number ofutilized link-level EPR pairs from both Tx and Rx nodes'

memories, respectively, as a result of each possible QS actign2 f 1;2; 3;4g. The four considered actions

and their corresponding impacts are:

Direct entanglement swapping

Swap one link-level EPR pair connected to Tx nodek 2 K with one link-level EPR pair connected to Rx
nodem 2 M . When QS g2 Q performs this action to serve requeslrlk;m , the delity of the resulting e2e

EPR pair will be Fgi&, 1 = S(F%;Fom). Consequently, the number of link-level EPR pairs between QS

92 Q and Tx node k 2 K and Rx nodem 2 M , i.e,, NJ% and N&,, respectively, are both reduced by

1. The number of utilized link-level EPR pairs associated with the direct entanglement swappingaction are

givenby * = Rx=1.

1A higher number of possible actions can be easily integrated into our model by allowing QSs to perform more distillation
operations.
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Tx distillation, then entanglement swapping

Distill two link-level EPR pairs connected to the Tx node k 2 K, then swap the distilled pair with an EPR

pair connected to the Rx nodem 2 M . When QS g2 Q performs this action to serve a requestrlk;m , the
delity of the resulting e2e EPR pair is Fgi&, » = S(D(F%); Fam)- Consequently, the number of link-level
EPR pairs between QSq 2 Q and Tx node k 2 K is reduced by 2, while the number of link-level EPR
pairs between QSq2 Q and Rx nodem 2 M is reduced by 1, as the entanglement distillation utilizes two

link-level EPR pairs. The number of utilized link-level EPR pairs associated with the Tx distillation, then

entanglement swappingaction are J* =2, and 5 =1.

Rx distillation, then entanglement swapping

Distill two link-level EPR pairs connected to Rx node m 2 M , then swap the distilled pair with an EPR
pair connected to Tx nodek 2 K. When QS g2 Q performs this action to serve requestrlk;m , the delity
of the resulting e2e EPR pair isF&5s,. 5 = S(Fl5:D(Fin)). Consequently, the number of link-level EPR
pairs between QSq and Tx node k is reduced by 1, while the number of link-level EPR pairs between QS
g2 Q and Rx nodem is reduced by 2. The number of utilized link-level EPR pairs associated with theRx

distillation, then entanglement swappingaction are X =1, and 5 =2,

Tx & Rx distillation, then entanglement swapping

Distill two link-level EPR pairs connected to Tx node k 2 K, and simultaneously distill two EPR pairs
connected to Rx nodem 2 M , then swap the two distilled pairs. When QS q2 Q performs this action to
serve request ™ , the delity of the resulting e2e EPR pair is Foren 4 = S(D(F%); D(F&)). Consequently,
the number of link-level EPR pairs between QSq and Tx node k and Rx node m are both reduced by 2.
The numbers of utilized link-level EPR pairs associated with the Tx & Rx distillation, then entanglement

swappingaction are X = X =2,

To simplify notation, we introduce the vectors ™ =[1;2;1;2]" and ¥ =[1;1;2;2]" of utilized link-level
EPR pairs that result from the four possible QS actions. Next, we formulate the request-QS association

problem and propose a matching game formulation [129].
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5.3 Request-QS Association as a Matching Game

5.3.1 Request-QS Association Problem

In the request-QS association problem, a submitted request,k;m 2 R must be associated, if feasible, with
at most one QSqg 2 Q, or be discarded. This QS performs one of the four aforementioned actions to serve
the request during a time slot. We de ne matching as an association between QSs and requests. The
association between a submitted request/™ and a QSq is denoted as(r/"" ;q) 2 . Each QSq2 Q can
serve multiple requests. We de neR, R as the set of requests associated with Q§ in matching . As

multiple requests are associated with each QS, we have many-to-one matching problem.

Each submitted request must be served with the highest delity possible. Therefore, we de ne the utility of

a submitted requestrl";m 2 R when associated with QSg2 Q as the delity of its generated e2e EPR pair:
Ui(@) = Faiin 1 = SRS Fam); (5.3)

wherek 2 K and m 2 M are the corresponding Tx/Rx nodes, respectively, inrlk;m = (k;m; FQ‘,‘T?). (5.3)
considers the worst case for QS)}, which corresponds to taking thedirect entanglement swapaction without
any distillation, since that action yields the lowest delity of the resulting e2e EPR pair. This worst-case
assumption stems from the fact that the request (i.e., the end node) does not know which action will be

taken by its prospective QSa.

Similarly, each QS aims to serve each request with the highest delity possible. In matching , for each
individual request rlk;m 2 R served by QSq 2 Q, the respective QS utility for that request is the resulting
e2e EPR pair's delity:

8

2 ez if F

i . min
Uq(rlk;m ) — akmij gxm ()

eze
g:ksmyj gkm () kim

(5.4)
1 ; else

In (5.4), jqxm () captures the fact that the delity of the resulting e2e EPR pair depends on the action
taken by the QS. For instance,jq.m ( ) 2 f 1, 2; 3; 4g represents the action taken by the QS to serve request
rlk;m based on matching . The second case in the above expression corresponds to the situation when the

QS cannot serve the request because it cannot provide the request's minimum delity requirement.
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Each QS q 2 Q must decide on the actions that maximize the delity for its associated requests, i.e.,
maximize (5.4) for each request. After the optimal actions are identi ed, the overall utility of QS g2 Q for

its associated set of request®, in matching is the sum of the individual request utilities:

— X kim y.
Ug(Rg) = Oq(ry); (5.5)
rim 2R 4

which captures the fact that the goal of each QSq2 Q is to maximize the overall delivered e2e delities for

the set of associated request® .

The process of selecting the actions to serve the associated requestsRg by QS g2 Q can be formulated as
an optimization problem. To do so, we de ne A 4 as the actions matrix for QS g, which includes all possible
actions for all its associated requestsslk;m 2R . Inparticular, Aq=[ai;az;as;as], where each vectora; is
of dimension R, 1, and each entrya;; of a;, givenl 2f 1,2;:::; Ry gandj 2f 1;2;3;4g, corresponds to
a requestrlk;m 2 R . Each elementay; is binary, where it takes a value of one when actiorj is performed to
serve requestr,'“m . The dimension of A4 is R, 4. Accordingly, the action-selection optimization problem

forQSq2Q is:

X .
P1: max Ug(rf™) (5.6a)
! rE™ 2R g
X
sit: Aqg ™ NG 8k2Kg; (5.6b)
i:r‘:r"‘;m ;8m2M
X
Ag BONZNT 8m2M g (5.6¢)
=™ 8k2K g

where the objective function corresponds to the overall utility achieved by QSq2 Q from all its associated

requestsR ;. Constraint (5.6b) ensures that the number of used link-level EPR pairs between the QS and Tx

nodek 2 K does not exceed the number of available link-level EPR pairs between thenNkT;’é, 8k;q2Kg; Q.

Similarly, constraint (5.6¢) ensures that the number of consumed link-level EPR pairs between the the QS
Rx

and Rx nodem 2 M 4 does not exceed the number of available link-level EPR pairs between themN gy, ,

8q;m2Q; M q.

Solving the request-QS association problem is challenging, because it must factor in the limited number of
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available link-level EPR pairs of the Tx and Rx nodes and the QSs. Also, each QS must schedule its actions
such that the maximum number of submitted requests in the QCN is served during each time step. Solving
the request-QS association problem using classical optimization techniques is impractical because the number
of possible combinations of associated requests per QS 28, i.e., the complexity grows exponentially with

R. Accordingly, we propose a computationally e cient, decentralized approach that accounts for the partial

QCN information availability.

5.3.2 Matching Game Formulation

Matching theory [129] is a powerful tool that has been adopted to solve several complex communication
network problems [130]. Here, we leverage matching theory to formulate the request-QS association problem
as a matching game so as to overcome its exponentially growing complexity. Note that our formulation

di ers from prior works on matching games for classical wireless systems [131] in the fact that we have to
consider quantum-speci ¢ constraints regarding the delity of EPR pairs, limited quantum memory, and

heterogeneous minimum delity requirements. Formally, the proposed matching game is de ned as follows.

De nition 5.1  (Matching game). A matching game is de ned by two sets of matching parties R; Q) and
two preference relations ¢4, 2% allowing each submitted requestr™ 2 R to rank the QSs and each QS

g2 Q to rank sets of associated requests.

For any requestrlk;m , a preference relation R°9 is de ned over the set of QSsQ such that, for any two QSs,

q;f2Q, we have:

q Fad, U > U (5.7)

which means that requestr“™ prefers QSq2 Q over QS¢®2 Q whenever the utility (5.3) associated with

g2 Q is higher than the utility associated with of.

Similar to the case of requests, for any Qg 2 Q, we de ne a preference relation qQS over the set of
associated requestR,. For any two matchings ; 0 the QS ranks the corresponding sets of associated
requestsR, in matching and Rq0 in matching ©as follows:

QS R

Rq q

o« Ug(Rg) > Uq(Ry); (5.8)
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which means that the QSq2 Q prefers the setR of associated requests in matching over the seth0 in
matching °whenever the overall utility (5.5) associated with R is higher than the overall utility associated

. 0
with Rq .

5.3.3 Proposed Solution and Algorithm

In this section we propose an algorithm to nd a stablematching . Classical de nitions of stability [126,129]

in matching games, which rely on preferences of individual matching parties, cannot be applied to our
proposed matching formulation. This is because the preference relations (5.8) require QSs to rank sets of
associated requests instead of individual requests. To overcome this challenge, we adopt the de nition of
swap stability [127], which means that no submitted request or QS can increase its utility by swapping its
current matching partner.? The foundation for the analysis of swap stability is a swap matching which
simply results from two requestsr and r° exchanging their respective associated QSgand ¢’in . Formally,
given a matching , two submitted requestsr;r°2 R and two QSsq; P2 Q with (r;q); (r%q%) 2 , a swap

matching is dened as [ o= nf(rq); (r%Ag[f (r%a);(r;q%g. Accordingly, swap stability is de ned as:

De nition 5.2  (Swap stability). A matching is said to be swap stable if no swap matching © = ﬁr 0

exists such that:

(i) Request r and r° prefer the QSs associated in swap matching® over the QSs associated in . Formally,

both prefer to swap their respective QSs® R4 qandq 9 of, and
(i) QS g2 Q and ¢° prefer the requests associated in swap matching® over the requests associated in .

Formally, R,’ 95 R, andR, & Ry

2Note that swap stability is not to be confused with the entanglement swap operation that a QS can perform on two link-level
EPR pairs.
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Algorithm 3  Request-QS Association (RQSA)
Require: Set of requestsR, set of QSsQ.

Phase 1: Initialization Phase

1: Each requestr determines its worst-case delities.

2: Match each requestr to the QS q with the highest worst-case delity.
Phase 2: Swap Matching Phase

3: repeat

4 forall r 2R do

5: Select a QSqP that yields a higher utility than the currently matched QS .
6: for all requestsr® matched to QS ¢° do

7 Identify a request r° that shares the same node with request which is not matched to of.
8: if o¥is preferred byr®over qand r prefers P over g then

9: Attempt a swap of r®and r.

10: if swap is bene cial then

11: Approve the swap.

12: else

13: Deny the swap.

14: end if

15: end if

16: end for

17: end for

18: until no more swaps can be made
19: Determine actions for each request based on optimal matching.
Stage 3: e2e EPR Pair Generation Phase

20: Perform actions to create e2e EPR pairs according to the nal matching.

To solve the proposed matching game, i.e. nding a swap stable matching, a key challenge is that the
preferences (5.8) of the QSs do not rank individual requests, but rather sets of requests. Accordingly, a QS
g2 Q cannot decide whether to accept or defer an individual request. Instead, the QS has to consider all its
other associated requests irR,. Furthermore, instead of having a xed quota at each QS, we must consider

the limited quantum memory of each QS given by constraints (5.6b) and (5.6¢). Therefore, the well-known
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deferred acceptance algorithm [129] cannot be applied to this game.

To overcome these challenges, we propose a novel request-QS association (RQSA) swap matching algorithm,
which is shown in Algorithm 3. The matching is initialized by a greedy strategy, i.e., all submitted requests
are matched to QSs with the highest request utility (5.3) as long as constraints (5.6b) and (5.6¢) are satis ed
for each QS (lines 1 and 2). After initialization, the swap matching phase begins. The preference list of each
requestr is calculated and a more preferred QS than its currently matched QS q is identi ed (line 5).
QS ¢ identi es a request r° from its associated requests that shares the same Tx or Rx node with another
requestr not associated toq® (line 7). Then swap matching ?;r o IS considered, whereinr will be served
by ¥ instead of g2 Q and r°will be served by q 2 Q instead of ¢ (line 8). The swap is performed when
the requestsr and r® and QSsq and o prefer the swap, with at least one participant strictly preferring
the swap matching over its current matching (line 7-16). This procedure is repeated until no more swaps
can be found in the network (line 17). In the last stage, the e2e EPR pair generation phase, the QSs solve

optimization problem P1, identify and perform the actions to serve their associated requests (lines 18 and

19). The stability of the resulting matching follows from:

Lemma 1. Upon convergence, RQSA reaches a swap stable matching according to De nition 5.2.

Proof: To prove swap stability upon convergence, we have to show that no pair of submitted requests
and r? exists with their associated QSsq and of, such that a swap ofr and r°is preferred by the submitted
requests and QSs. RQSA checks for all combinations afr % q and of, whether a swap is preferred by all
requests and QSs. If such a combination of;r % q and o is found, the swap is performed. This procedure
is repeated until no more swaps are performed. Therefore, after the swap matching phase, the resulting
matching is swap stable as no more pairs of submitted requests remain that would prefer to be served by

another QS3

5.4 Simulation Results and Analysis

For our simulations, we de ne the following default setup QCN parameters: 1) The number of Tx nodes is
K =5, the number of Rx nodes isM =5, while the number of QSs isQ = 3; 2) Heralding stations perform

n = 10 link-level EPR pair generation attempts, and the numbers of successfully-generated pairs in every

3Regarding the proof of convergence, we refer the reader to a general proof for swap matching algorithms in [127] due to
space limitations.
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Figure 5.2: Average percentage of served requests as a function Rf
time slot are binomial random variables NkTg B(n=10;p= pxq) and NqR;,Xn B(n=10;p= pgm) (see
Sec. 6.2). The probability of success igyq = € dka Lo for links between a QSq2 Q and a Tx nodek 2 K,
where Lo = 0:54km is the optical ber's attenuation coe cient [69], and dy.,q is the length of those links.
Similarly, pgm = € dem =Lo for links between a QSq and an Rx nodem 2 M . The lengths di.q and dgq;m
are sampled from a uniform distribution between100 mand 1 km, U(0:1; 1); 3) Each request has a di erent
minimum required delity Fm‘ based on its intended quantum application? Thus, we randomly sample

X and FRX of link-level EPR pairs

such values from a uniform distribution U(0:5; 0:8); 4) Initial delities F3 am

depend on the hardware, so they are sampled from a uniform distributionJ(0:83; 0:99) [69]; 5) The number
of submitted requests lies in the rangeR 2 [0;40]. We perform 100 independent simulation runs wherein all
aforementioned random variables are drawn from their respective distributions. Each run analyzes a single
time slot where Tx nodes submit a set of requests, that we solve the request-QS association problem for.

Unless stated otherwise, these default parameters are used in all simulation experiments.

We benchmark the proposed RQSA algorithm against the following baselines: 1pptimal, which formulates
the request-QS association problem as an integer optimization problem solved using an advanced solver [132].
This requires complete QCN information that is impractical due to classical communication delay, 2)Greedy

algorithm, which selects the QS with the highest worst-case delity to serve a request, and when it lacks

“4Particularly, distillation protocols require a minimum delity of 0:5, while 0:8 is a typical value for quantum key distribution
applications [48].
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Figure 5.3: Overall QSs' utility as a function of R.

enough link-level EPR pairs, the next-best QS is chosen, and 3Random algorithm, which randomly asso-

ciates each request with a QS. We discuss the experimental results next.

Impact of Number of Requests on Served Requests

First, we analyze, the performance as the numbeR of submitted requests varies, and compare the percentage
of served requests by the di erent algorithms. Corresponding results are shown in Fig. 5.2, where we observe
that RQSA is within 5% of the optimal solution in terms of served requests. Moreover, RQSA achieves
superior performance compared to both greedy and random algorithms, and the performance gap between
the algorithms increases as the number of requests increases. For instance, when the number of submitted
requests is40, RQSA serves around13% and 22% more requests than the greedy and random algorithms,
respectively. From Fig. 5.2, we also observe that the optimal percentage of served requests decreases as the
number of requests increases. This is due to limited QCN resources, namely link-level Tx/Rx EPR pairs,

which leads to many submitted requests becoming infeasible as more requests are submitted.
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Figure 5.4: Average percentage of served requests as a function kf, M and R.

Impact of Number of Requests on Overall QS Utility

Next, we show the e ect of R on the overall achieved QSs' utility, i.e., sum of served e2e delitiesin Fig. 5.3.
We observe from Fig. 5.3 that RQSA achieves near-optimal performance, even for large, e.g.,R =40. In
such cases, RQSA achieves a performance withis% of the optimal overall utility, unlike the greedy and
random algorithms that start to diverge from the optimal solution as R becomes large. Note that, in contrast
to the optimal solution algorithm, RQSA requires signi cantly smaller run time, and does not require full

QCN information availability while being scalable.

Impact of QCN Size on Performance

Finally, in Fig. 5.4, we analyze the scalability of RQSA by showing the percentage of served requests &
varies while considering three di erent QCN sizes. In particular, we consider the cases in whiciK > M ,

K =M, and K <M fora xed number of QSs Q = 3. From Fig. 5.4, for small QCNs, e.g.,K =3, we
observe that a small number of Tx nodes imposes a bottleneck on the maximum number of served requests,
since the number of available link-level EPR pairs becomes insu cient to satisfy the increased number of
requests. Additionally, we observe from Fig. 5.4 that RQSA is scalable across di erent (small and large)

QCN sizes, and it achieves a near-optimal performance, that is withiM% of the optimal solution.
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Figure 5.5: Number of served requests as a function @ and Q.

Varying number of requests and switches

Finally, in Fig. 5.5, we analyze the impact of the last QCN parameter that was xed in all previous experi-
ments, which is the number of QSsQ. In particular, we study the impact of varying Q and the number of
submitted requestsR on the percentage of served requests by the proposed RQSA algorithm. We observe
from Fig. 5.5 that, for a xed number of Tx ad Rx nodes in the default setup, a larger number of requests
R > 20 requires a higher number of QSs to achieve a high percentage of served requests. In particular, we
conclude from Fig. 5.5 that having more QSs enables overcoming the bottleneck on the number of served
requests (shown in Fig. 5.4), which is imposed when the number of submitted requests becomes signi cantly

larger than the number of end nodes in the QCN, due to the limited capacity of quantum memories.

5.5 Summary

In this chapter, we have studied the problem of requests-QSs association in QCNs with multiple QSs,
which is crucial for QCN applications like quantum data centers. To develop a practical solution and

overcome the challenges of partial information and the combinatorial complexity of the association problem,
we have formulated the problem as a matching game. The proposed formulation takes into account practical
QCN considerations such as limited memory capacity, heterogeneous delity requirements, and scheduling

of QS operations. Moreover, we have developed a novel swap-matching based RQSA algorithm to solve the
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matching game while achieving stability. Simulation results show that the proposed approach is scalable and

achieves a near-optimal performance.



Chapter 6

Quantum Semantic Communications for

Resource-E cient Quantum Networking

6.1 Background, Related Works, and Contributions

QCNs utilize guantum mechanics principles to enhance information transfer. QCNSs transmit data using
guantum states that are entangled and can exist in a superposition of multiple states simultaneously, o ering
greater e ciency than classical networks [64]. However, these quantum states are fragile, expensive to
produce, and vulnerable to environmental interference and loss, posing signi cant challenges in resource

optimization for QCNs [133].

6.1.1 Related Works

The majority of QCN models optimize the quantum resource allocation and network overall performance

by embedding classical data into quantum states that are shared over quantum channels between distant
nodes [44,50, 75, 96]. Additionally, numerous approaches have been proposed to develop resource-e cient
QCNs, including strategies related to the physical layer and the quantum hardware, as well as techniques
within the network control plane [51 53]. Here, quantum data compression has emerged as a preferred
approach to minimize the usage of quantum resources, whereby an ensemble of quantum states is compressed,
using methods like principal component analysis, into a smaller, potentially lower-dimensional, set that is
communicated over QCNs [51 53]. However, existing approaches [44,50 53, 75, 96] face several limitations
as they rely on sending direct quantum embeddings of classical data in Hilbert spaces, which could include
redundant or irrelevant embedded information. Furthermore, these methods do not consider the contextual

and semantic meanings of the data; they simply transmit the raw data or its compressed form without
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understanding its content. Here, we observe thatno prior work has utilized the principles of semantic

communications in QCNs to make them more resource-e cient.

6.1.2 Contributions

Towards this goal, the main contribution of this chapter is a novel resource-e cient QCN framework, dubbed
the quantum semantic communications (QSC)framework. This framework draws upon recent advancements
in two key quantum information science areas. First, it utilizes high-dimensional quantum information and
QML to extract underlying structures of classical data, capitalizing on its e ciency in identifying atypical
data patterns and surpassing classical machine learning speeds [134]. Second, the QSC framework delves into
guantum semantic representations, highlighting quantum mechanics' fundamental role in vector modeling
and linear algebraic semantics [135,136]. Thus, rather than merely transmitting raw data in compressed
guantum states, the QSC framework intelligently extracts semantic information from the data. It then
transmits only the essential quantum semantic representations over quantum channels, thereby resulting in
more resource-e cient QCNs while maintaining high accuracy. Speci cally, we provide a systematic approach
for assessing and optimizing theminimality of quantum communication resources needed (e.g., entangled
guantum states), and the accuracy of those resources in terms of quantum communication and semantic
delity, showcasing the tradeo s that exist. Simulation results validates that the QSC framework results in
minimal quantum communication resources, saving 50-75% of the resources compared to semantic-agnostic
QCNs, while achieving higher quantum semantic delity. The proposed framework provides a promising
direction for researchers and engineers to explore the potential of QML and quantum information theory
(QIT) in reducing the resources required in QCNs. Figure 6.1 illustrates the proposed QSC framework,
which starts at the transmitter, where raw data is embedded into qudits in high-dimensional Hilbert spaces.
Subsequent quantum clustering extracts useful semantic concepts, which are then mapped into e cient
semantic representations for transmission via entangled qudits over quantum channels. At the receiver end,
the delity and accuracy of the quantum mapping are veri ed, followed by the reconstruction of semantic

representations and derivation of semantic concepts through quantum measurements.
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Figure 6.1: lllustrative gure showcasing the proposed QSC framework.

6.2 System Model

Consider a QCN in which a transmitting quantum node, S, has large amounts of raw classical data, in
dataset X of images, text, etc., with jXj samples each of dimensioiN , which it embeds into quantum states.
The transmitting node's intent is to construct a semantic representation of its quantum states and to convey
it to a remote receiving quantum node,R. In contrast to conventional QCN frameworks, where the receiver
typically aims to execute quantum gates and measurements for the precise reconstruction of the embedded
data structure within quantum states, our framework distinguishes itself. Here, the receiver's goal is to draw
speci ¢ logical conclusions [137], which may not necessarily involve reconstructing the entire data samples.
Therefore, the primary objective of the quantum receiving node is tocomprehend the underlying semantic
information conveyed in quantum states[138], facilitating the execution of logical conclusions at its end.
To develop the notion of quantum semantics we mainly leverage the characteristics of high-dimensional
guantum states in representing semantics jointly with the use of QML techniques. Next, we delve into our
novel quantum semantic representation methodology, which relies on the principles of QIT, high-dimensional

Hilbert spaces, and QML.

6.2.1 Quantum Data Embedding

In classical communications, multiplexing enables combining multiple messages into a shared medium (fre-
guency, time, or space). Similarly, in the quantum world, a quantum state that can hold a superposition of
d; basis vectors is called aqudit. This superposition inherently enables us to enhance the capacity of the

information contained within a quantum state. The general representation of a qudit is a vectorj' i in a
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d;-dimensional Hilbert spaceHq, represented as:
j'i = aj0i + a3 jli + aj2i + i+ ag, 1jd;  1i; (6.1)

wherejagj?+jajj?+ :+jag, 1j° = 1. The quantum statej' i can also be represented within a density matrix as
a sum of outer products of basis states, i.e., P f’:lo ! pi jiihij, wherep; represents the probability of the state
being inthejii state. The von Neumann entropy can be de ned as [136}Hq = tr( In ), where tr" denotes
the trace of a matrix. After pre-processing our classical data by applying contrastive learning to disentangle
semantically-rich data points from semantically-poor data points [139], we then encode the classical data
X 2 X into quantum states j (x)i = jyi using a quantum feature map : X !Y ,whereY H g4,. Here,
the Hilbert space's dimension, d;, is much larger than N, the dimension of the data in X. This is due
to the potential lack of linear separability in the raw data space X for the data points x. Consequently,
transforming it into a higher-dimensional spaceY becomes essential, facilitating the clustering of data points
based on the semantic concepts, as described later. The quantum feature map which mapsx !j vyi, is
implemented via a quantum circuit U .4 , (X), called the quantum-embedding circuit. This circuit feeds the
classical datax to quantum gates applied on ground statesjOy, i, in Hg,. To ensure computational feasibility
and to avoid exponentially growing Hilbert spaces, quantum embedding circuits in the QSC framework are
designed such that they compromise between the number of encoding qudits, and the dimensionalitgt;, of
the Hilbert space. This optimization is mainly dependent on the size and dimensionality of the classical data,
along with the available quantum computing powers. Essentially, such a quantum feature map vyields the
quantum embedded statesyyi according to: U.q ,(X)]j0q,i = jyi [140]. Subsequently, these quantum states
are stored in tailored quantum random access memory (QRAM) structures. After embedding the data into
guantum states, the next step is apply QML to construct e cient quantum semantic representations, as

described next.

6.2.2 Quantum Clustering for Semantics' Extraction

Existing semantic-agnostic QCN frameworks [44,50 52, 75, 96], blindly compress classical datasets into
guantum states, without scrutinizing their underlying structure. In contrast, our proposed QSC framework
performs the following steps to extract and represent the semantic information in a minimalist approach

that improves the overall QCN resource-e ciency.
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First, the quantum k-means clustering algorithm [141] is performed on the QRAM. This algorithm identi es
data samples that share various similarity in their contextual meaning, and assigns them to unigue clusters
(K of them) with centroid vectors j i, wherei 2 f 1;2;:::; K g capturing those meanings or semantics in
a high-dimensional representation of semantic concepts. To optimize the representation of those semantic
concepts, we formulate a modi ed objective function for the quantum k means clustering algorithm that
represents a compromise between reducing the number of semantic concepts identi ed and clustering the
data points jyi 2 Y . We denote any cluster that includes the centroid along with a subset of the quantum

statesjyi ascg.

Problem formulation for quantum k-means clustering

The probability of a data point belonging to one of the K clusters, e.qg., clustercy, is de ned as p(ck), which
depends on the data distribution p(x). Further, we de ne the cluster entropy H(c) = P p(ck)In p(ck) as
the Shannon entropy, sincec represents the clusters or regions, not quantum states. Mor(keover, we de ne the
probability that a data point jy;i belongs to the clustercc asp(ck jjyii). We modify the objective of the

k-means clustering algorithm as follows:

L. X X C e g s s 2
J(p(o);p(cjjyi); )= p(ok jiyiDkjyii j ik
o X 1
(6.2)
E-;r'(c) pz(cjjyi;&;

I(jyi:c)

PP

where H(c j jyi) = p(ck jjyii)Inp(ck jjyii). The penalty term I(jyi ;c) ensures that the semantic
ik

information conveyed by the k-means clustering that identi es the semantic concepts is maximized.

Solution to  (6.2)

Here, the stored quantum vectors are initialized to di erent clusters either in an arbitrary fashion or by
utilizing e cient heuristic approaches. Then, multiple iterations are performed such that in each iteration,
the goal is to minimize the loss function in (6.2), which ensures that each vector is assigned to the cluster
with the closest centroid. This process ensures that semantically similar data vectors are clustered together

(as guaranteed by the penalty term in (6.2)). This clustering aids in uncovering hidden patterns that
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might remain undiscovered in the raw classical data without the utilization of QML. All the quantum
states belonging to the same cluster form a semantic space and are semantically similar, as each centroid
represents a semantic concept. Henceforth, the set of j i ;8i forms a common language, composed of the
syntactic space[137]. Along the lines of [137], the amount of semantic information conveyed by any cluster
Ck can be written as the average across of the information represented by all the elements in the cluster:
S(ck) = . P p(jyi)log % Given that the number of semantically distinct concepts K jXj , we chose
to enconljyézihe semantic concepts into semantic representationsi 2 S that exists in a lower dimensional
Hilbert space for quantum communicationHg,, whered,  d;. Semantic representation ensures that all the
concepts that are identical from the receiver's perspective are encoded with the same representation that
gets communicated over the QCN, thus saving signi cant amount of quantum communication resources. A
semantic representation is de ned as the mappingf : Y [ I'S and is implemented as a probabilistic
mapping p(jsiij ¢). The number of quantum communication resourcesC = jSj corresponds to the number of

guantum states transmitted, which can be less than the number of cluster& as the semantic representation

mapping f consolidates all semantically similar concepts and represents them using the samgi 2 S .

Lemma 2. For a quantum state spaceY, and a semantic context distribution p(c), the average number of
guantum communication resources,C, required to represent the state description in the QSC framework can

be bounded as:
X
p(c)Hq(yij &) C  Indy; (6.3)

cx 2C

while for a semantic-agnostic QCN with amplitude encoding, the bounds are:
Hq(jyi) C  Inds: (6.4)

Comparing (6.3) and (6.4), the bounds for the QSC framework are lower compared to that of semantic-

agnostic QCN systems that do not extract the data semantics.
Proof. See Appendix F.1. O

Using the semantic information measures in [137], we write the average semantic information conveyed by
jsji as:
pUsiij o).

p(isi ) (65)

X
EsS(cc;jsji) = p(ck)S(c)p(isj i) log

Ck
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6.2.3 Quantum Communication of Semantic Representations

As shown in Fig. 6.1, the constructed quantum semantic representations in the form ofl,-dimensional quan-
tum states must be transmitted through quantum channels to the receiving quantum node. The quantum
communication process must preserve the accuracy of the quantum semantic features during the transmission

and reception process.

To deploy high-dimensional quantum states, qudits, using photons of light, we leverage the concept of orbital
angular momentum (OAM). OAM is a physical property of an electromagnetic wave and it corresponds
to the phase of its angular momentum. The topological charges of OAM, i.e., themodes of OAM, are
orthogonal and enable us to exploitd orthogonal basis vectors that represent a qudit in ad-dimensional
Hilbert space Hy. In other words, an arbitrary |-dimensional qudit is generated vial OAM modes. In fact,
the quantum number I, which represents a topological charge in OAM, is unbounded, and can thus yield
arbitrarily large Hilbert spaces. Nonetheless, due to some experimental considerations, some constraints may
be imposed onl [142]} Thus, pairs of entangled photons with opposite OAM quantum numbersl; = |,
are generated on the transmitter's side. The theoretical states produced for those photons are given by
= P ::d=d2:2 a jliij loi; wherej ;i represents the states of the two generated photons with OAM |

and the complex probability amplitudes are represented bya,.

To initiate a quantum entanglement link between the transmitter and receiver, the transmitter generates

an entangled pair of photons using OAM, and one of those photons is transmitted over a quantum channel
(ber or free-space optical channel) to the quantum receiving node that stores it in a quantum memory.
Given that the entangled link is now established, the transmitter maps each of thgSj semantic-representing
d>-dimensional quantum state vectors to one of its entangled respective photons through quantum swapping.
Finally, the quantum teleportation protocol is applied to transfer the semantics to the receiver, and both
end nodes perform quantum measurements and apply quantum gates to reconstruct the embedded semantics
and recover, the context of the raw data. The receiver extracts the semantic concepts using the mapping,
g:S!'Y] , Which is represented using the the probabilistic mappingp(ck j jsii). Next, we discuss
our proposed novel approaches to assess the performance of the QSC framework that involves the design of

semantic encoding functionf and decoding functiong.

IDiverse methods for implementing qudits extend beyond OAM encoding, encompassing techniques like spontaneous parametric
down-conversion and waveshaping devices. For hardware-speci ¢ details, see [142] and references therein.
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6.3 QSC Problem Formulation and Performance Assessment Frame-

work

As discussed earlier, the QSC framework ensures minimality of quantum communication resources by ex-
tracting and compressing the semantic representations of the data, unlike existing semantic-agnostic QCNs.
Moreover, to assess the accuracy of the QSC performance within the quantum semantics' extraction, trans-
mission, reception, and decoding processes. To do so, we must the error sources encountered during both
the quantum communication errors and the quantum semantic errors present in practical setups in the QSC

framework.

First, regarding the quantum communication aspect, today's quantum computers are noisy intermediate-
scale quantum (NISQ) devices that incorporate noise and various unavoidable losses that a ect the quantum
circuits employed in quantum embedding, entanglement generation, and entanglement measurement op-
erations. A worst-case general quantum channel model that captures such noise sources in QCNs is the
guantum depolarizing noisemodel, where a quantum state is preserved with a probability 1 and lost
with probability , where is a real-valued parameter [143]. This model, denoted as , maps a quantum
state 2 Hg4 into a linear combination that comprises itself, and the d d identity matrix 14. Itis a

trace-preserving, completely positive map, given by: () = (1 ) + gla: Itis important to note that

_1
daz 1

parameter is bounded by: 1, so as to guarantee the complete positivity condition. The
quality of the communicated quantum resources is quanti ed using thequantum communication delity, F¢,

of the considered received quantum states which captures the unavoidable noise that every quantum state
undergoes when transmitted over quantum channels. In this regard, when the generated entangled pairs
of qudits are considered to have maximally entangled measurements and channels, the average quantum
communication delity that corresponds for the depolarizing noise will be [143]hF¢i = 1 dd—l , Whered

is the dimension of the qudits. If a low delity is encountered, entanglement puri cation protocols may be
applied [144] to achieve a desired minimum quality of the entanglement connection. Meanwhile, when the
entanglement connection between the transmitter and receiver is characterized with a high delity, then the

semantic-representing quantum states will be accurately received.

However, the quantum semantic extraction, representation, and decoding steps also encounter several errors,

which a ect the quality of the extracted semantics. To quantify such semantic errors, we de ne the quantum
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semantic delity as:
Lo dg 1 . ...
PFsGyi )i =1 = —=ps(vil 51y, 1); (6.6)

where ps denotes the probability of semantic noise (a measure of the semantic reconstruction quality) and is
denedasps =1 Zy,y, . The semantic similarity metric, Zy,, , between two quantum states,jy;i and jy;i
in a cluster, can be de ned as the overlap in terms of the semantic concepts that represent the embedded

data points. Analytically, we de ne it as:

s v
A
Zyy, = 1 pleip(cc jiyil)  p(ccjiy;i)i (6.7)
k
The above de nition is appropriate since it means that p(c jjyii) = p(c jjyji), then Z; =1 and when
the domain of p(c jjyii) and p(cc jjyji) does not overlap,Z; = 0. Additionally, with an increased number
of clusters, the overlap between the domains op(c jjyii) and p(c jjyji) decreases. Consequently, the

P
quantity  p(ck)jp(ck jjyii) p(c jjyji)jincreases, leading to lower semantic similarity.
k

In general, there is a tradeo betweenminimality and accuracy in the QSC framework as a smaller number
of quantum communication resources leads to smaller quantum semantic delity. Thus, we formulate the

QSC minimality-accuracy tradeo problem as follows:

[f ;g ]=argmin E[S(c;jsi)]
fig

subject to E[Fs(ck; )] S ;
(6.8)
ElFc(sii;igi)l D ;
X . ..
p(jsiij o) =1;8c;
jsii
where, S and D represent the minimum required delity measures for quantum semantics and quantum
communication, respectively. The objective function in (6.8) seeks to minimize the communicated average
semantic information E [S(c; jsi)], while the constraints ensure that the quantum communication and se-
mantic delity remains above a minimum threshold, su cient for the receiver to reconstruct the semantic

information.

To solve (6.8), given a receiver policyp(ck jjsii), we optimize the transmit semantic encoder by maximizing
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the Lagrangian. We de ne jbi as the received quantum state.

p(jsiij &) =arg min L(p(jsiij c);p(Ck jjsii));
p(jsiij ck)

where; L(p(jsiij c);p(c jjsii)) = E[S(cjsi)]+

SPLOOFs(0ciB) + cploplsi| oFeGs i 8i) (69)
X X

74 s e)s:
Ck jsii

It can be validated that L(p(jsiij ck);p(ck jjsii)) is concave inp(jsiij ck) (follows from showing that term
of the form x log % is convex), hence the global maximum is obtained at the point where derivative oL is
zero. By taking the derivative and equating to zero, the transmitter encoderf is given by:
I
= p(jsii)ex _Feis oy (6.10)
Plsiec = PUSERR 500 p(a) | |
whereFe, s, = c(Fe(jsjijgi))+  s(Fs(c;b)).

For the receiver side, we can show that optimizing the rate-distortion objective results in the parameterized
solution as (6.11), which is inspired from the results in [145].
e (bigi)
— h 4

Peyjisii = P =

bt € <1 (bigi)

i (6.11)

The iterative optimization process betweenp(jsjij c) and p(c j jsji) leads to a locally optimal solution,

given that each sub-problem involved is convex.

6.4 Simulation Results and Analysis

For our simulations, we consider a scenario in which the data tra c is modeled according to 3GPP TSG-
RAN 1#48 R1-070674 [146]. This leads to a complex data tra ¢ model suitable for 5G wireless services.
Here, we particularly model a gaming data tra c, where the data dimension is 3, and packet size varies
according to the largest extreme value probability distribution f, = %e —e e Xi; with a mean =45

bytes, and a standard deviation =5:7 bytes [147].
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Figure 6.2: Comparison of communication resources for QSC and semantic agnostic networks (for which
d2 = 3)

First, in Figure 6.2, we compare the quantum communication resources needed for QSC and semantic-
agnostic frameworks. We observe that as the data tra c increases (represented byXj), the amount of
semantic concepts extracted will increase which causes the monotonic increase of the quantum communi-
cation resources. Nevertheless, with the application of quantunmk-means clustering, which extracts only
the pertinent semantic concepts for communication, the required amount of communication resources is sig-
ni cantly reduced, for instance, by approximately 50% at jXj = 70, and 75% at jXj = 100 compared to

semantic-agnostic QCNs.

In Figure 6.3, we show the quantum semantic delity achieved against the amount of quantum communication
resources used fofXj = 500. At low noise, to achieve a quantum semantic delity of 0:7, QSC requires
around 50% quantum communication resources compared to semantic-agnostic QCNs using pruning data
compression without any semantic concept extraction. This demonstrate the advantages of QSC accurately

sending and reconstructing semantic information.
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Figure 6.3: Semantic delity vs quantum communication resources used, for xedjXj.

6.5 Summary

In this chapter, we have proposed a novel QSC framework for resource-e cient QCNs. The QSC framework
utilizes QML and QIT to extract and minimally represent semantic information in data, then accurately share

it over quantum channels. The QSC framework analyzes the minimality-accuracy tradeo while capturing
guantum communication and semantic delity. Simulation results show that the QSC framework results in
minimal quantum communication resources, saving 50-75% of the resources compared to semantic-agnostic

QCNs, while achieving higher quantum semantic delity.



Chapter 7

Quantum Federated Learning: A Novel

Distributed QML Framework

7.1 Background, Related Works, and Contributions

Federated learning (FL) transformed the eld of ML by promoting the shift from centralized, cloud-based
learning to distributed, on-device edge learning. With FL, devices can collaborate in training local ML
models by sending only their local model parameters to a central server. The server then aggregates the
parameters, updates them, and sends the updated global parameters to all clients to repeat their local
training. Using FL, edge devices maintain their local data, leading to increased privacy, communication

e ciency, and scalability compared to centralized ML [148].

State-of-the-art communication technologies and services incorporate large volumes of sensitive data about
users' health, motion, activities, and social behavior that are used in training local ML models in FL
frameworks. However, recent FL advances face various challenges that limit unleashing their full potential,
which mainly include: 1) the increasing demand for stronger computational capabilities at edge devices due
to growing data volumes and dimensionality, and 2) security and privacy risks stemming from attacks on

the communication of FL learning parameters and vulnerabilities associated with untrusted servers [148].

To address computational bottlenecks at the edge in FL,quantum federated learning (QFL) was pro-
posed [149,150]. QFL can potentially leverage advancements in quantum computing for e cient, distributed
guantum learning. In QFL, local clients utilize QML models, characterized by parametrized quantum circuits
(PQCs) with classically-optimized parameters. These QML models can outperform their classical counter-

parts in complexity and computational e ciency, making QFL an e ective solution for accelerating FL tasks.

120
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The classically-optimized nature of QML parameters facilitates the initial deployment of QFL frameworks
over existing classical communication infrastructures. Additionally, as QCNs mature, QFL is strategically po-
sitioned to leverage secure quantum communication protocols, like QKD and BQC to enhance the robustness
of FL against parameter-centric attacks and mitigate server-based security vulnerabilities [64]. Implementing
QFL over a classical network inherently presents numerous challenges. Furthermore, a seamless deployment
of QFL over a QCN necessitates the incorporation of classical communication systems. This integration
of both communication paradigms in QFL deployments intensi es existing challenges, which include QML

scalability, hardware interface attenuation, and quantum noise considerations.

7.1.1 Related Works

A handful of prior works [56 59, 63] exist on decentralized QML models, but those works neither address the
previously posed challenges nor provide a solution to practically distribute quantum learning in emerging
QNs. First, the authors in [57] considered a vertical federated learning approach for decentralized feature
extraction in automatic speech recognition tasks. Their model includes a quantum server that uses a QCNN
for feature extraction. However, this approach is totally di erent from our proposed framework as it primarily
studies the usage of QCNNs for extracting useful features from classical data, and only assumes a quantum
server. Additionally, the work in [58] considered a hybrid quantum-classical ML model trained in a federated
setup. However the model in [58] is based on a random parametrized quantum circuit, and it utilizes classical
data on basic classi cation tasks. Furthermore, the work in [59] studied the impact of data non-uniformity
on overall QFL performance. Although QFL is receiving a great attention from the research community,
multiple challenges facing QFL remain untouched in the literature. In fact, no prior work on QFL considered
the usage of purely quantum data in training clients QML models in QFL, which is necessary to account
for scenarios of distributed quantum sensing, where QFL has a great potential to be deployed in practice.
Furthermore, no prior QFL work considers classical/quantum temporal data suitable for quantum sensing
scenarios. On top of that, no prior work has provided a comprehensive analysis of QFL's challenges over
classical networks. While the authors in [63] provided a short analysis of QFL basics and challenges over
classical networks, they did not provide an in-depth technical discussion of those challenges, nor did they shed
light on potential solutions. Conversely, the examination of QFL over QCNs has been largely overlooked,
even though existing literature has explored distributed learning and quantum computing in the context of

QCNs [61,62]. To the best of our knowledge, there are no prior works that investigate the fundamentals of
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Figure 7.1: Proposed QFL framework at the intersection of FL and quantum technologies.

QFL, as well as the associated challenges and opportunities brought forward by deploying QFL over classical

and quantum networks.

7.1.2 Contributions

The main contribution of this chapter is to provide the rst thorough investigation of the integration of FL

and di erent quantum technologies (see Fig. 8.1). In particular, we discuss the potential role of quantum
computing, QML, and quantum communications in overcoming pressing FL challenges through the devel-
opment of QFL. Our proposed framework lays down the foundations for deploying QFL over both classical

and quantum networks. Towards this goal, we make the following key contributions:

" We analyze potential opportunities related to the integration of QML and FL to create a QFL frame-
work. We then study the opportunities and prospects of deploying the QFL framework over classical

and quantum networks.

We list and analyze the challenges facing practical deployments of QFL over classical networks. We
thoroughly investigate the technical aspects of every challenge and its unique, quantum-speci ¢ impacts
on QFL. Moreover, we propose several novel solutions and research directions that must be undertaken

to overcome these challenges and ease the practical deployment of QFL over classical networks.

We develop a novel comprehensive QFL framework that allows for distributed quantum learning by
collaboratively training quantum convolutional neural networks (QCNNs) between multiple clients

with purely quantum data while leveraging existing classical communication networks. Moreover, we
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generate a novel quantum federated dataset which can be used for distributed quantum learning, and

is the rst of its kind in the literature.

We conduct the rst extensive experiments that combine Google's TensorFlow Quantum (TFQ) [151]
and TensorFlow Federated (TFF) [152]. The results show that the proposed QFL framework achieves
comparable, and in some cases superior, performance compared to a centralized QML setup. Our
results also show that the model can handle 1ID and non-lID quantum data. A key nding is that
classical FL algorithms can be applied to decentralize the learning in QML applications with purely

quantum data.

We develop a novel QFL framework, dubbedFedQLSTM, that enables collaborative learning between
multiple quantum long short-term memory (QLSTM) models in a distributed manner. The FedQLSTM
framework has direct applications in distributed QSNs as it is the rst QFL framework that operates

on temporal data suitable for quantum sensors. Moreover, we study three use-cases where the proposed
FedQLSTM framework is leveraged in function approximation tasks associated with distributed quan-
tum sensing scenarios and QSNs. We conduct extensive experiments to validate the e ectiveness of the
proposed FedQLSTM framework. Simulation results show that the proposed FedQLSTM framework
achieves a faster convergence rate compared to FL frameworks with classical LSTM, that is shown by
achieving up to 30% reduction in the number of communication rounds needed until convergence in

most of the studied use-cases.

We present the rst thorough investigation of the integration of QFL with QCNSs. In particular, we
articulate crucial research questions that need to be addressed and identify key challenges that hinder
this integration. Moreover, we propose solutions and discuss fundamental research directions necessary

to establish the foundations of QFL over QCNSs.

The rest of this chapter is organized as follows. Section 7.2 provides some necessary preliminaries on QML
principles. Then, Section 7.3 describes the opportunities, challenges, and potential solutions for deploying
QFL over classical networks. Next, In section 7.4, a novel QFL framework based on purely quantum data is
proposed. Moreover, Section 7.5 proposes a novel model for QFL with temporal classical data. Additionally,
Section 7.6 analyzes the opportunities, challenges, and potential solutions for integrating QFL with QCNSs.

Finally, Section 7.7 draws some conclusions.
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Figure 7.2: Architecture of a hybrid VQC.

7.2 Preliminaries on Variational Quantum Circuits (VQCSs)

VQCs represent a cutting-edge intersection of quantum mechanics and computational optimization, pre-
senting a quantum analog to classical neural networks. In general, VQCs are hybrid quantum models that
incorporate three main elements, as shown in Fig. 7.2. The rst part of a VQC is the dataencoding phase

E (x), wherein classical datax is encoded into quantum states. There are various quantum data encoding
techniques, each suitable for a di erent kind of quantum algorithms and hardware. Among these, amplitude
encoding and variational encoding stand out. Amplitude encoding maps classical information onto the am-
plitudes of a quantum state, building on the exponential nature of a quantum system. Variational encoding,

on the other hand, uses a sequence of single-qubit parameterized gates whose parameters are adjusted to

represent the data within the state of qubits.

Following the embedding of data, the second element is theariational part V( ) which involves the applica-
tion of a series of parameterized quantum gates with parameters. These gates are unitary transformations
that manipulate encoded quantum states, enabling the execution of quantum algorithms. They include the
rotation gates Ry, Ry, and R, which rotate qubits around the respective axes of the Bloch sphere. The ro-
tation angles are classical learnable parameters, represented by which can be updated via gradient-based
or gradient-free classical optimization algorithms [153]. The combination of these gates in sequences forms a

learnable quantum circuit, capable of learning the target distribution or tasks. The nal element of a VQC
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is the measurementprocess, which extracts classical information from the quantum system. In particular,
the adopted measurement operations in this section are represented by the Paufi-expectation values. The
extracted information can be further processed by other VQC or classical operatlons A%cordlngly, tBe mgth—
ematlcaIDexpresstl)on of a general VQC operauoE for a classical input data, |sf (x;: )= 21 ; 2n

,where 2y = 0 EY(X)VY( )ZkV( )E(X) O .

7.3 Foundations of QFL over Classical Networks

7.3.1 Opportunities and Prospects

Deploying QFL over classical networks o ers a myriad of opportunities. In such a deployment, QFL can
exploit quantum computers at the edge to run QML models, thus, providing enhanced capabilities for
handling large-dimensional data. This is due to the intrinsic parallelism and proven e ciency of quantum

computers [154]. Moreover, leveraging collaborative QML training across multiple quantum devices in QFL
could o er faster and more e cient performance compared to centralized QML approaches. This is achieved
through the aggregation of the classical QML learning parameters at a central server, which facilitates joint

learning while preserving data privacy [149].

7.3.2 Challenges

Real-world practical deployments of QFL over classical networks faces many key challenges, as discussed

next.

Quantum Gate Noise

Local QML model training by QFL clients involves applying quantum gates and circuits, which, given the
current state of noisy intermediate-scale quantum (NISQ)devices, are highly susceptible to signi cant noise
generation. This intrinsic local noise, produced during the training phase, will be inextricably integrated into
the learning parameters, i.e., the quantum circuit parameters. Consequently, the information encapsulated
within these learning parameters will contain a combination of useful local information and undesirable noise.

This inherent embedding of noise within the learning parameters poses a substantial challenge in discern-
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ing the bene cial information from the noise [61]. Furthermore, at the QFL server, the aggregation of the
intrinsically-noisy learning parameters from di erent clients may result in the obfuscation of useful informa-
tion, leading to an extended training period and a consequent degradation in the overall QFL performance.
One additional challenge here is the fact that the gate noise varies among di erent physical realizations of

NISQ devices, which results in heterogeneous noise in the learning parameters at the server.

Data Non-uniformity

In QFL, various clients often possessnon-independent and identically distributed (non-I1ID) data, which
follow distinct underlying distributions. As the number of clients with non-uniform and non-11D data par-
ticipating in QFL increases, the necessary number of global communication rounds to accomplish training
escalates accordingly [59]. While non-1ID data is a well-known challenge for classical FL, this problem
becomes more pronounced within the context of QFL when non-1ID quantum data is leveraged (like quan-
tum sensor data) due to the inherently-high dimensionality of such data and its unique properties, like
superposition and entanglement [149]. Accordingly, non-uniformity in the clients' data will pose signi cant
communication overheadduring QFL training. Moreover, for e cient QFL performance, each client's data
should be embedded into quantum states in a way that di erences in the data are easily distinguished in
the resulting Hilbert space. This allows for more accurate training and prediction. However, conventional
guantum embedding techniques that rely on prede ned quantum embedding circuits result in lossy training

and degraded QFL performance.

Heterogeneous Quantum Capabilities

Participating QFL clients often exhibit heterogeneous quantum capabilities (numbers of available qubits,
their delities, lifetimes, and memory decoherence characteristics) and utilize various qubit topologies (like
superconducting qubits, and trapped ions), which introduce a unique set of challenges to QFL [64]. In
general, QFL clients obtain similar high-level global learning parameters from a centralized server. While
these global parameters correspond to a common QML circuit and quantum gate sequences, those gates and
circuits are realized as distinct, hardware-speci ¢ instructions across diverse quantum computing platforms
available to di erent QFL clients. In this regard, each QFL client must optimally transpile the high-level

global model onto its hardware topology. However, transpiling a quantum circuit from one topology to
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Table 7.1: Summary of challenges and proposed solutions for deploying QFL over a classical communication
network.

Challenges Proposed Solutions

Quantum gate noise in QFL learning parameters [61] New averaging algorithms with noise isola-

tion at server [155].

Probabilistic noise cancellation by QFL
clients [149].

" Advanced QEC techniques [61].

Novel noise-capturing QFL performance
metrics.

Data non-uniformity and communication overhead [59]
Customized variational quantum data em-
bedding circuits [59, 150, 156].

Real-world and synthetic non-uniform and
non-lID federated quantum datasets [59,
149].

Heterogeneous quantum capabilities [64]
QAS equipped with quantum search algo-
rithms and QRL [150].

Hardware-speci ¢ performance metrics to
guide the transpilation operation [61].

Small-scale quantum devices [150] ~ Advanced quantum hardware to have more

qubits with longer coherence time [62].

Data re-uploading techniques in local train-
ing of QML models [150].

Quantum-inspired tensor networks for data
compression [156].

Quantum-speci ¢ classical FL attacks [148] ~ Secure multi-party quantum computation

protocols [63].
Quantum di erential privacy.

Blind quantum computing [157].

another often does not yield equivalent performance. In fact, it can commonly lead to degraded performance

due to increased circuit depth or complexity. Moreover, every QFL client must optimize and map the
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global learning parameters to ones suited for its speci c quantum hardware topology. After training, the
parameters must be generalized again so that they can be shared with the server. This back-and-forth

process can introduce additional noise and errors, which can degrade QFL performance.

Small-scale Quantum Devices

In the era of NISQ devices, the number of qubits available for manipulation within a quantum circuit
is predominantly con ned to the scale of hundreds of qubits [150]. This constraint limits the amount of
guantum gates and operations that can be executed and restricts the feasible depth of QML models. The
number of currently feasible quantum gates and operations varies across di erent hardware realizations and
is limited due to the inherent restrictions of current quantum technologies. Speci cally, quantum circuit
noise rapidly accumulates, and maintaining qubit coherence over extended periods is nontrivial [64]. The
consequences of these limitations are particularly signi cant in QFL, since each client is constrained to
train a small-scale local QML model. This inherently restricts the capacity to analyze high-dimensional
data and substantially diminishes the potential bene ts that would otherwise be gained from exploiting
high-dimensional QML in QFL. As such, the small-scale nature of current NISQ devices poses a signi cant

bottleneck to the expansion and maturation of QFL.

Quantum-speci ¢ Classical FL Attacks

QML models in QFL frameworks introduce unique vulnerabilities, especially when deployed over classical
networks. The direct transmission of QML classical learning parameters creates exposure to conventional FL
attacks such as eavesdropping and parameter tampering. These vulnerabilities become more intricate due
to quantum-speci c features like quantum superposition which may be inherently encoded in the classical
learning parameters. Key risks includemembership inference attackswhich, when integrated with quantum
generative models, risk exposing sensitive data, anquantum shadow model attackthat allow an adversary to
approximate quantum circuit features [148]. Both elevate privacy and security concerns in QFL deployments

over classical networks.
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7.3.3 Proposed Solutions and Future Directions

To address the aforementioned challenges, we next explore various research avenues and propose potential

solutions, as summarized in Table 7.1.

Mitigating Noise and Errors

In QFL, mitigating the noise present in the learning parameters entails the isolation of noise from the intrin-
sic useful information. This decoupling can be performed either by the server or client. At the server, new
QFL averaging algorithms are needed to segregate noise from the bene cial client data distributions during
the aggregation of client learning parameters, which is a nontrivial operation. Alternatively, at the client
side, quantum error mitigation (QEM) techniques such as probabilistic noise cancellation can be utilized.
This approach involves numerous stochastic sampling operations, which can incur substantial computational
overhead. While QEM techniques minimize noise and errors, quantum error correction (QEC) methods tar-
get completely removing errors, which makes them complex and computationally demanding as they require
additional qubits for error detection and correction. Di erent qguantum computing platforms vary in their
QEC capabilities, impacting qubit delity during QML training which can a ect the convergence of QFL.
Advances in QEC are crucial for improving their e ciency and computational demands [61]. Finally, devel-
oping new performance metrics that quantify the intrinsic noise in QFL learning parameters and integrates
the QML's quantum noise with conventional FL performance metrics is necessary to e ciently capture the

QFL performance.

Developing Variational Quantum Embedding Circuits

In order to overcome the practical challenge of having non-uniform and non-1ID client data in QFL, it is

necessary to incorporate variational PQC architectures into the training process of local QML models. By
doing so, each client can customize its embedding circuit to its unique data distribution. This will enhance
the accuracy of QFL training while also minimizing the number of required training epochs. Moreover, to
practically deploy QFL with non-uniform quantum data, there is a need to develop physics-based non-lID

guantum federated datasets [149].
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Customizing QML Models and Transpilation

To address the challenges due to the heterogeneity of the QFL client quantum resources, client QML model
ansatzes must be optimally customized to their adopted technology, available resources, and input data
distribution. To do so, a promising direction involves the application of quantum architecture search (QAS)
techniques, where the QML architecture that optimizes the overall QFL performance is selected. However,
the search space for optimal QML architectures is vast, presenting a considerable challenge for conventional
search algorithms. Here, quantum reinforcement learning (QRL) and quantum search algorithms, e.g.,
Grover's search algorithm, o er promising solutions that can signi cantly accelerate the search process [154].
Furthermore, it is necessary to develop new performance metrics that capture the heterogeneity of quantum
resources and guide the transpilation process for each quantum client. By incorporating such metrics in QFL
and optimizing QAS and transpilation based on them, we can ensure that QML models are tailored to the
speci ¢ capabilities and constraints of each client. Future research should further explore the practical steps

needed to apply QAS techniques e ectively.

Optimizing Resource Utilization for Scalable QFL

To address the limitations of NISQ devices and QML models, future work should prioritize the development
of scalable QFL algorithms and protocols, as well as methods for e cient quantum computation distribution
across multiple quantum processors [63]. Addressing this scalability challenge involves considerable hardware
and software advances. From the hardware perspective, increasing the number of qubits and extending their
coherence times in quantum computers is essential. Concurrently, on the software end, the development
of advanced QEC techniques and new algorithms for e ective utilization of available quantum resources is
crucial. For example, methods that enable achieving more with fewer qubits, such agdata re-uploadingmodels
can be leveraged to train small-scale QML models over extremely high-dimensional datasets. In addition,
guantum-inspired classical approaches, like tensor networks, may be a promising approach to enhance QFL

scalability as they reduce the amount of processed data in QML models.

Enhancing Client Data Privacy

The intersection of quantum cryptography, recognized for its capacity to facilitate unconditionally secure

communication, and QFL, which is founded on the principle of privacy preservation amidst collaborative
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learning, presents a signi cant avenue for enhancing privacy in QFL. To thwart conventional FL attacks
customized to QML models, quantum-based secure protocols over classical networks can be incorporated
within the QFL framework to bolster client security and privacy. For instance, protocols such as secure multi-
party quantum computation, which can help in calculating federated gradients safely, could be adopted to
secure sharing and aggregating QFL learning parameters [155]. Additionally, quantum di erential privacy can
be leveraged to enhance the privacy of the learning parameters in QFL frameworks [157]. Such techniques
will be integral to ensuring client privacy and security within QFL deployments over classical networks,
thereby contributing to QFL's practical viability and e ectiveness. Furthermore, techniques like BQC and

QKD can be leveraged to secure QFL deployments over QCNs, as will be discussed later on.

7.4 QFL with Quantum Data over Classical Networks

7.4.1 System Model

We consider a classical network setup (Figure 7.3) consisting of a server and a getof K quantum computing
clients sharing a QCNN model such as the one proposed in [158]. Each client generates its own quantum
data locally and trains a local QCNN model to perform binary classi cation. The generated data consists of
excitations for an N -qubits quantum cluster state fed as labeled inputs in pairs(j mi;ym): m=1;2:5M,
wherej i represents them-th sample input quantum state, yn, is a binary label that classi es whether the

cluster state is excited or not, andM is the nhumber of data samples.

Analogously to classical convolutional neural networks, the QCNN model includes a sequence of quantum
convolution layers followed by quantum pooling layers. After incorporating a su cient number of layers, a
qguantum fully connected layer is applied, and predictions are made by performing quantum measurements.
More formally, each convolution layer C 2 L., with L. being the set of convolution layers, is a single
quasi-local unitary. In particular, unitarity is the main constraint that must be imposed on matrices that
represent quantum gates [6]. A unitary is called quasi-local if a quasi-local Hamiltonian generated that

unitary as explained in [159].

In a quantum pooling layer P 2 L ,, with L, being the set of pooling layers, the results of measuring some
qubits are used to determine unitary rotations applied to close qubits. This results in a reduced system size,

and introduces non-linearities. After a su cient size reduction, a quantum fully connected layer F is applied
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Figure 7.3: Proposed general QFL setup.

on the remaining qubits. Measurements on some output qubits will represent the predictions.

At each client, the learnable parameters are the entries of all unitaries, i.e., the quantum circuit parameters,
which are classical values. Let ¥ = (C;P;F), wherek 2 K, be the vector of all parameters for clientk,
then, the predicted output value by the QCNN model f to input quantum state j i for client k will be
f «(j mi). Initially, the model parameters are initialized, and, then, updated by minimizing the following
mean squared error (MSE) loss function:
1 X
argmind ( ¥):= = (Ym  f (i mi)* (7.1)
k m=1

In order to bene t from each other's experience, allK clients will collaborate in training the same QCNN
model. Such a collaboration is fundamental for distributing quantum learning in emerging QNs. To perform
this collaboration, the general setup of the QFL framework follows a similar structure to classical FL [160].

The collaborative learning is done by using existing wireless communication infrastructure to send the clients

classical model parameters to the server.

Each round h of the QFL training starts with the server sending its current version of the model parameters
b to all K clients. Each clientk 2 K uses its local quantum data to run an optimization algorithm such as
stochastic gradient descent (SGD), in order to update its model parameters. Next, each clierk sends its

updated model parameters back to the server which aggregates the parameters from all clients. Then, the
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server applies the popular Federated Averaginy FL algorithm [161] to estimate an average update of the

model parameters and send the newly updated parameters to all clients according to the following rule:

he T Wi (7.2)

where the weighting vectorw = (wz;W,;::;; W) is assigned by the server to weigh di erent clients in the
network. This process is repeated until convergence. Next, we describe the steps to generate the quantum

federated dataset necessary to practically implement the QFL framework.

7.4.2 Quantum Federated Dataset

Given the lack of existing quantum federated dataset in the literature, our proposed QFL framework begins
by generating the rst quantum federated dataset that can be used for distributed quantum learning. The

generated dataset has a hierarchical data format and consists of purely quantum data.

Quantum Data. A variety of purely quantum data exists for di erent quantum many-body systems [162],
and is generated using di erent quantum devices or complex quantum simulationg. For instance, [158]
considered symmetry-protected topological phases [164] as input data for classi cation by a QCNN. We

adopt a simpler, yet practical, form of quantum data consisting of quantum clusters inspired from [165].

The proposed quantum dataset consists of excitations of quantum cluster states [166,167], labeled as either
excited or not based on the rotations of the qubits. This type of data is of important use for quantum sensing
networks like the ones applied for metrology [168]. In addition, quantum cluster states are particularly
important because of their applicability in distributed QNs, and their ability to teleport quantum states
between quantum clients communicating through a quantum channel [169]. Thus, the adopted data type
perfectly ts our targets and allows for future extensions to QNs incorporating both classical and quantum

clients.

Generating Single Client Data. We used TFQ and Google's framework for quantum circuit program-

ming: Cirq [170] for generating the quantum data of each client. We begin by generating a rectangular grid

10ther advanced FL algorithms can be accommodated in our framework.
2Note that classical data can be encoded into quantum states and fed to quantum computers as quantum data as discussed
in [163]
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of 1 8 qubits using Cirq, such a size is reasonable for QML simulations and is su cient for validating the
proposed QFL framework. Then, we create cluster states as TFQ circuits consisting of the Hadamard and
Controlled-Z quantum gates [6], and apply the circuit on the generated qubits. In order to de ne the exci-
tations of cluster states, we observe that most quantum gates operating on a single qubit can be described
as rotations around an axis in the Bloch sphere [171,172]. Thus, they are usually referred to by their axis of
rotation [170]. As proposed by [165], we consider excitations to be represented by rotation gates around the
x-axis of the Bloch sphere Ry quantum gates [6]). An excitation of the cluster state is declared if a large
enough rotation is achieved and the state is labeled with 1. If the rotation is not su ciently large, then the

state is declared as unexcited, and is labeled with a 0.

Generating Federated Dataset. The input of the previously described quantum data is represented by
guantum circuits. In order to be able to store the data, the quantum circuit is transformed into a tensor
that is represented by strings. In fact, these strings represent an encoding of the serialized binary data
of the quantum circuits with TensorFlow data type 1S5000 . We particularly generate a hierarchical data
format version 5 (HDF5) federated dataset le which includes examples of 30 clients (Di erent numbers are
considered in Section 7.4.3). Each client has its own quantum dataset consisting of an input vector with
a single feature with 160 serialized binary sample, and a labels' vector of binary integers. In addition, we
generate a quantum federated dataset consisting of non-1ID clients' datasets (explained in Section 7.4.3).
The generated dataset can be found using the following link Next, we describe the conducted experiments

and discuss the obtained results.

7.4.3 Simulation Results and Analysis

Our experiments constitute the rst implementation that combines the usage of Google's TFQ and TFF
frameworks, which are used to implement our proposed QFL framework. In particular, we build upon the
implementations in [165] and [173], and we run our simulations on Google's Cloud Platform known as Google
Colaboratory [174] using CPU computing nodes. We consider QCNNSs with 8 qubits (this is a typical value
for quantum sensing networks). Moreover, the width of the QCNN is not considered as an optimization
parameter since it solely relies on the number of qubits in the system. In our implementation, we nd that

having three pairs of quantum convolution-pooling layers, with 64 learnable parameters, is the most suitable

3https://github.com/MahdiChehimi/Quantum-Federated-Learning-with-Quantum-Data.git
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Figure 7.4: Evaluation of QFL accuracy vs number of clients.

QCNN architecture that ts our setup.

Compared to classical FL scenarios, it is natural to assume that the number of quantum computing clients in
a QN will be in the range of tens of clients. For ease of simulations, we assume that all quantum clients join
the training, and we reserve the data of a small portion of clients for testing. We adopt the binary accuracy
metric with a threshold of 0.5 as a validation metric. This is a typical choice for binary classi cation. Since
TFF is currently only available in simulation environments, then data is assumed to be available locally to

clients.

Impact of Number of Clients. We begin our experiments by analyzing the impact of the number of
available clients in the QFL network. In Figure 7.4, we compare the achieved testing accuracy when the
guantum federated dataset has 1 (centralized), 6 (4 for training, 2 for testing), 12 (9 for training, 3 for
testing), 18 (14 for training, 4 for testing), 24 (19 for training, 5 for testing), and 30 (25 for training, 5 for
testing) clients while xing the number of data samples for each client to 160 samples. We observe that,
in general, as the number of participating clients in the QFL setup increases, a higher testing accuracy
is achieved without over tting the training data. The reason why the case of 6 clients achieves a smaller
accuracy is because the number of clients in a federated setup must be large enough in order to achieve

e cient learning.

Impact of the Size of Clients' Data Samples. In Figure 7.5, we consider a QFL network of 30 active

clients, and we compare the achieved testing accuracy with the centralized case (single client) while varying
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Figure 7.5: Size of client's dataset vs testing accuracy.

the size of the individual client's datasets. Since the adopted QCNN is shallow with a small number of
trainable parameters, we observe that increasing the size of the dataset does not necessarily guarantee an
improvement in the performance. In fact, as long as each client has enough data, increasing the size of the
dataset may slightly increase or decrease the achieved testing accuracy. Moreover, we observe that, in this
setup, the federated framework achieves a superior performance compared to the centralized case. This is
because each client in the federated setup bene ts from the data of the other clients joining the learning

process.

Impact of Optimizers and Learning Rates. In Figure 7.6, we compare the performance of the QFL
framework with di erent optimizers (Adam, SGD, and RMSprop) and learning rates. We observe that the
RMSprop optimizer with a learning rate of 0:002is slow compared to the other optimizers and converges at
a smaller testing accuracy. For the SGD optimizer with a learning rate of0:02, we observe that it is the only
one that achieves a high accuracy from the rst epoch, and it converges to a value aroun€é6:5%. However,
the Adam optimizer with a learning rate of 0:02 converges to a higher testing accuracy after few training
epochs. Finally, we observe that a learning rate oD:2 for Adam optimizer is very large that it cannot learn,

while a learning rate of 0:002 results in a smoother curve at the expense of a smaller accuracy.

Impact of Non-lID Data. When generating the quantum cluster states from the input qubits, the
rotation values fed to the Ry gate were drawn from a uniform distribution between and . In order to

vary the underlying distribution of the clients' data, we consider generating the data for half of the clients
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Figure 7.6: Evolution of the testing accuracy of di erent optimizers over the training epochs.

Table 7.2: Performance comparison using IID and non-11D data.

Dataset Testing Accuracy Testing MSE
[ID Data 99.25 5.66
Non-IID Data 98.625 6.57

using a truncated normal distribution, so that we generate non-IID quantum data. Then, the performance
of the QFL framework on the IID and non-1ID federated datasets is compared for a network of 30 clients
(25 for training, 5 for testing) with 160 data samples each. In Table 7.2, we show the testing accuracy and
MSE loss for both datasets and observe that the proposed QFL framework achieves a similar performance

on both 11D and non-IID quantum federated datasets.

7.4.4 Summary

In this section, we have proposed a novel framework, QFL, for distributing quantum learning over quantum
data in emerging QNs, by leveraging classical communication networks. To implement this framework, we
have generated the rst quantum federated dataset in the literature and performed a unique implementation
that combines TFQ and TFF. We have conducted extensive experiments whose results validated the e ective
behavior of the proposed QFL framework using the federated averaging algorithm. Future work includes

incorporating quantum algorithms in the federated averaging process.
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Figure 7.7: Proposed FedQLSTM Framework.

7.5 Federated Quantum Long Short-Term Memory (FedQLSTM)

over Classical Networks

7.5.1 System Model

The proposed FedQLSTM framework will bring forth a novel integration between federated quantum machine
learning frameworks [150,175] and QLSTM models [176]. In the proposed FedQLSTM framework, shown in
Fig. 7.7, we consider a network ofN clients, with quantum capabilities. Each client is equipped with a local
QLSTM model, as shown in Fig. 7.8. All clients are connected to aerver through classical communications.
Each client has its own local temporal classical datax that is not to be shared with other clients in the
network, and is used to locally train the client's QLSTM model. In our simulation, a xed number of random
participating clients will be selected to perform local training and share their trained models during each
communication round. The server then aggregates the parameters from the di erent participating clients

and share the aggregated models with all the clients in the network.

There are six VQCs in a QLSTM model. The architecture of these VQCs are shown in Fig. 7.9. The encoding
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Figure 7.8: Detailed architecture of a hybrid QLSTM model.

Figure 7.9: Architecture details of VQC models used in the QLSTM model.

circuit E(x) includes Ry and R, rotations with the rotation angles calculated from the input values. The
learnable or trainable circuit (shown inside a dashed box in Fig. 7.9) includes CNOT gates to entangle
information from nearby qubits and general unitary gatesR(; ; ) with parameters optimized by classical
gradient-based optimizers. The learnable circuit block can repeat several times to increase the number of

parameters. Here, we consider the repeat to ba = 2.

The operation of QLSTM [176] shown in Fig. 7.8 can be summarized as follows. At every time step,
the input Xx; is concatenated with the hidden stateh; ; and then the concatenated vector[x;;h; ;1] is sent
into the QLSTM cell. Inside the QLSTM cell, the VQC; to V QC, will individually process the vector
[Xt;hy 1]. This can be done becaus§x;;h; 1] is a classical vector so there is no no-cloning issue. Once the

VQCs process the input vector[x; hy 1], the outputs from each VQC will pass through the corresponding
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activation functions and then multiple element-wise operations will be carried out. Additional operations
of V QCs and V QCgs will be carried out to generate the results ofh; and y;. The output from the QLSTM
cell are updated hidden statehy, cell state ¢; and the nal output y;. Here the hidden stateh; and cell
state ¢; will be used again in the next time-stept + 1, and y; will be collected to calculate the loss. Here,
there is a trainable classical post-processing step for the generation gf to provide a better function tting.
The internal states such as the hidden statesh; and cell statesc; of every QLSTM are updated based on
the input and output from previous time-steps in the sequence, allowing the model to remember long-term
dependencies in the input data. These interconnected VQCs as well as the trainable classical neural network
can be trained in an end-to-end manner with backpropagation in which the quantum gradients are derived

via parameter-shift rule [177].

The detailed description of the learning process in the proposed FedQLSTM model is described in Algorithm
4,

In summary, the proposed FedQLSTM architecture is novel in the sense that it is the rst FL framework
that incorporates QLSTM models with VQCs. Particularly, this model takes as input classical temporal data
that is embedded into quantum states. This framework is useful for several applications like classi cation
and function approximation. Next, we study the application of the proposed FedQLSTM framework in
function approximation tasks. In particular, we consider three use cases relevant to quantum sensing, where

FedQLSTM can provide an enhanced performance compared to a FL framework with classical LSTM models.

Algorithm 4  Federated QLSTM Training
1: Input:

K federated clients with local datasetsD1;D»;::;; Dk
M total training iterations

B batch size

E number of epochs per training iteration

Ir learning rate

d number of input dimensions

h number of hidden dimensions

g number of quantum gates

" S( ): QLSTM model with parameters
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2. Output:

3: Initialize

Global QLSTM model  jgpal

global

4: for iteration m=1 to M do

5:

10:

11:

12:

13:

14:

15:

16:

17:

18:

Select a subset of clientsS,, 1;2;::;K
for each clientk 2 Sy, in parallel do
Initialize = global

for epoche=1 to E do

Sample a batchBy from Dy
Initialize cell state ¢ and hidden state hy to zero vectors of lengthh
for each input sequencegXxz;:::;;Xt) in By, and vy =[h; 1x{] do

for timestept=1to T do

Compute the input gate iy and the forget gatefy:

fr="(Qu(w))

(Qz2(w))

oy
|

Compute the candidate cell stateet and update the cell state:

Ct = tanh( Qz(w1))

=it CG+fy &1

Compute the output gate o; and update the hidden state:

(Qa(wt))

Qs(or tanh(c))

Qo
|

hy

end for
end for

P
Compute the local gradientr f( ) = Bi (xy)2B, | L(S(x; k);Y)
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19: Update  using a gradient-based optimizer:
ko ko Irrf( k)

20: end for
21 end for
22: Aggregate the updated models from each client and update the global model:

1 X

global =~ k
1Sm] K2S,

23: end for

24: return  gjopal

7.5.2 FedQLSTM Use-cases: Simulation Results and Analysis

The FedQLSTM framework facilitates collaborative learning tasks among various quantum sensors within a
distributed QSN, provided that each sensor contributes temporal data towards a common learning objective.
This versatility allows the FedQLSTM to be applied across a broad spectrum of quantum sensing and QML
applications. Speci c examples include: classi cation and function approximation tasks over several types of
guantum sensors, like optical ber-based temperature quantum sensors [178,179], multi-mode optical quan-
tum sensors [180], LED quantum sensors [181], pressure-measuring quantum sensors based on NV centers in
diamonds [182], waveguide and nanowire quantum sensors in open dynamical systems for quantum metrol-
ogy [183], and distributed QSNs with atomic states that are mode-entangled and spin-squeezed [184]. In this
section, we introduce three important functions that can be approximated in a decentralized manner using
the FedQLSTM framework, analyze their relevance to quantum sensing technologies, and conduct extensive
simulations to compare the performance of the FedQLSTM framework with that of an FL framework with

classical LSTM models.

To e ectively measure the convergence of our proposed FedQLSTM framework and its classical Federated
LSTM counterpart, we consider the sliding-window averaging criterion, which is based on statistical measures
of the loss vector over a speci ed window of iteration steps [185]. We then compute the sequential average and

standard deviation of this loss vector within each window. Convergence is considered to be achieved at the
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point where both the average and standard deviation of the sliding window fall below prede ned thresholds,
indicating stable and minimal variations in the model's performance. If these thresholds were not achieved,
the sliding process continues until all iterations are completed, with the total nhumber of iterations being

recorded.

To compare the performance obtained by the di erent frameworks, we measure the number of communi-
cation rounds needed until convergence, and use it to calculate theverall local computations needed until
convergence. This measure is de ned as the number of communication rounds needed until convergence
multiplied by the number of local training epochs performed before each communication round. Since the
clients have limited computing capabilities and the cost of local computations is signi cantly larger than
the communication cost, an optimal performance is de ned as one that incorporates the minimal amount of

overall local computations needed until convergence.

We de ne the following default setup for the simulation parameters. First, we consider the number of
participating clients in the federated frameworks to be 5, where each client has a proof-of-concept noiseless
QLSTM model with 4 qubits. Moreover, each user has around 3,000 data samples, split at a ratio of 67% to
33% between training and testing data. The adopted optimizer is the RMSprop optimizer, with a learning
rate of 0.01 and a batch size of 4. The sliding-window is of width 5, and a 1% error margin is given for
the obtained sliding average. Unless stated otherwise, these parameters are used throughout all simulations.

The code used in the simulations is available here: https://github.com/ycchen1989/FederatedQLSTM/

7.5.3 Use-case 1: Bessel Functions

Bessel functions, speci cally of the rst kind de ned as J (x), are solutions to the Bessel di erential equation,

which is a second-order linear di erential equation of the form:
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where () represents the order of the Bessel function. The solution to this equation is given by the series

expansion:
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where (( x)) is the Gamma function, extending the factorial to real and complex numbers [176].
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Bessel functions are prevalent in several quantum sensing applications, especially where cylindrical or spheri-
cal coordinates are inherent, such as in sensors utilizing cylindrical waveguides like optical bers [179,186,187].
The Bessel function of the rst kind, for example, is critical in the operation of optical ber quantum sen-

sors used for sensing physical parameters such as temperature and pressure. When measuring temperature
using such quantum sensors, the Bessel function is utilized in the analysis of the propagation of light modes
within the ber, directly correlating to the distribution of the sensed data [178]. Additionally, in networks

of multi-mode distributed quantum sensors, the Bessel function is instrumental in analyzing the quadratic
dependence on the number of modes in these sensors. This analysis can subsequently be used in advanced
optimization frameworks to control the mode count in various sensors across distributed networks, thereby

enhancing overall sensing performance [180].

Bessel Function Approximation

First, we perform the task of approximating a Bessel function of the second order using our proposed FedQL-
STM framework and an FL framework with classical LSTM models. In Fig. 7.10a, we show the progress
of training and testing errors as the number of communication rounds is increased. From Fig. 7.10a, it is
observed that the FedQLSTM framework, despite experiencing some uctuations in its training, particularly
during the initial communication rounds, demonstrates stable performance with respect to testing losses.
Furthermore, in Fig. 7.10b, we show the number of communication rounds needed until convergence for
di erent numbers of local training epochs. We observe from Fig. 7.10b that, considering only one local train-
ing epoch, the FedQLSTM framework requires only 15 communication rounds, thus reducing the number
of communication rounds needed till convergence by up to 25% compared to its classical counterpart. In
addition, Fig. 7.10b shows that both the FedQLSTM and the classical frameworks require fewer number of
communication rounds (particularly 10 rounds) until convergence when applying two local training epochs.
However, when calculating the overall local computations needed until convergence, as shown in Fig. 7.10c,
we observe that the FedQLSTM framework with only one local training epoch requires the minimal amount
of overall local computations needed by the clients until convergence. In particular, the FedQLSTM frame-
work with one local training epoch results in saving up to 25% of the overall local computations needed till
convergence compared to the case where two local training epochs are performed. Thus, the FedQLSTM
framework with only one local training epoch achieves the optimal convergence that minimizes the overall

local computations while being superior to the classical counterpart FL frameworks.
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(a) Bessel function approximation losses in the rst
local training epoch as the number of communication (b) Number of communication rounds needed until con-
rounds increases. vergence for di erent numbers of local training epochs.

(c) Number of overall local computations needed until con-
vergence for di erent numbers of local training epochs.

Figure 7.10: Bessel function approximation performance of FedQLSTM framework vs an FL framework with
classical LSTM.

Next, in Fig. 7.11, we study the performance of the FedQLSTM framework with one local training epoch

in approximating the Bessel function as the number of clients participating in the federated setup increases.
From Fig. 7.11, we observe that as the number of clients participating in the federated training process
increases, the available training data becomes abundant, and thus, the convergence time becomes faster.
In particular, when the number of clients increases from 5 to 10 clients, the resulting convergence time is
reduced by more than 50%. Fig. 7.11 also investigates the e ect of doubling the size of each client's dataset
in Fig. 7.11. In particular, when the number of clients is small, e.g., 5 clients, we observe from Fig. 7.11

that doubling the size of clients' datasets results in 33% reduction in the convergence time. Additionally, we
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Figure 7.11: Convergence time of the FedQLSTM framework in approximating the Bessel function as the
number of clients varies.

observe from Fig. 7.11 that as the available client data becomes abundant, further increasing the number of

users or the data size does not lead to considerable enhancements in the convergence time.

7.5.4 Use Case 2: Delayed Quantum Control

Next, we examine another quantum-sensing related use case for the FedQLSTM framework, which is the
delayed quantum control function approximation task. This use case is crucial for enhancing the performance
of quantum sensors in the NISQ era, where quantum devices are notably noisy. This function facilitates
essential tasks such as calibration and frequency control of the quantum sensor, represented by a qubit,
optimizing its sensing capabilities. This is particularly important in quantum feedback systems featuring

a quantum sensor linked to a semi-in nite waveguide that terminates at a mirror, fully re ecting photons.
This setup constitutes an open quantum system (OQS) where the waveguide serves as the environment
surrounding the quantum sensor. Notably, this system exhibits non-Markovian behavior, especially when
the distance between the quantum sensor and mirror equals an integer multiple of the sensor's primary
wavelength [188]. The interplay between the quantum sensor, the re ective surface, and the delayed control
of the feedback system results in the formation of a bound state in the continuum (BIC), e ectively trapping
photons between the sensor and the mirror [189]. By dynamically adjusting the quantum sensor's frequency,
the system can release and subsequently detect these photons, measured through the output eld intensity,

providing a dynamic method to enhance quantum sensing capabilities [190].
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(a) Delayed quantum control sinusoidal function ap-
proximation losses in the rst local training epoch as (b) Number of communication rounds needed until con-
the number of communication rounds increases. vergence for di erent numbers of local training epochs.

(c) Number of overall local computations needed until con-
vergence for di erent numbers of local training epochs.

Figure 7.12: Delayed quantum control function approximation performance of FedQLSTM framework vs an
FL framework with classical LSTM.

Delayed Quantum Control Function Approximation

In order to approximate the process of delayed quantum control of a quantum feedback system, we need
to model the alterations of the qubit frequency. In this regard, in order for the resulting average qubit
frequency after the alteration process to satisfy the resonant condition, we model the variations of the qubit
frequency by a sinusoidal modulation [190]. Accordingly, we analyze the performance of the FedQLSTM
framework in approximating the sinusoidal function. From Fig. 7.12, we observe that the FedQLSTM

framework with only one local training epoch converges with a minimal amount of overall computations
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compared to the FL framework with classical LSTM. Moreover, we observe from Fig. 7.12b and Fig. 7.12c
that, the FedQLSTM framework manages to save around 33% of the number of communication rounds and
the overall local computations needed until convergence when training for one local epoch, which results in
an optimal convergence with minimized overall local computations and major reductions in the number of
communication rounds needed until convergence. Furthermore, while the cases of three and four local epochs
result in a lower number of communication rounds until convergence for the QLSTM model compared to the
case of one local epoch (see Fig. 7.12b), these cases result in 50% and 100% increases, respectively, in the
overall amount of local computations needed until convergence, as seen in Fig. 7.12c. Since the delay and
overhead associated with local computations on quantum devices are signi cantly larger than the classical
communication delay required for the communication rounds in the FedQLSTM framework [191 193], the
case of having one local epoch is considered to achieve optimal convergence performance. Thus, as was the
case when approximating the Bessel function, we observe that the FedQLSTM only requires one local training
epoch to optimally approximate the quantum delay sinusoidal function, which further ensures the e ciency

of the FedQLSTM framework. This is particularly true since the QLSTM model typically encompasses a

signi cantly smaller number of learning parameters compared to its classical LSTM counterpart [176].

7.5.5 Use Case 3: Struve Function in Quantum Sensors

Finally, the last use case considered for the FedQLSTM framework is to approximate theStuve function,
which plays a crucial role in analyzing the longevity of qubit states. This is particularly important given that
most technologies used for physically implementing quantum states result in qubits that are fragile and have
short lifespans. The approximation of the Struve function helps to address these challenges by modeling
the dynamics involved in overcoming these limitations. An innovative approach to enhance the stability
and quality of quantum computations and by extension, the manipulation of quantum sensors entails
developing qubits that utilize mechanical oscillations between quantum mechanical states. This approach
is exempli ed by technologies such as the coupling of a suspended carbon nanotube to a double quantum
dot [194]. The Struve function is essential for modeling the quantum dynamics of excitations in carbon

nanotubes [195] and the decoherence of spins [196].
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Struve functions represent the solution of the following di erential equation [197]:
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which is a non-homogeneous Bessel's di erential equation. The Struve function is represented by the following

power series expansion [197]:
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where is the order of the Struve function.

A signi cant application of the Struve function in quantum sensing is its role in controlling nitrogen-vacancy
(NV) spins in di using nanodiamonds. Speci cally, it is crucial for ensemble-averaged measurements involv-
ing several NV centers in a single crystal, where the averaging over all possible Rabi frequencies incorporates

the Struve function as a key element of the mathematical modeling [198].

Struve function Approximation

In Fig. 7.13, we show the performance of the FedQLSTM framework against an FL framework with classical
LSTM for the task of approximating the Struve function. We observe from Fig. 7.13 that the FedQLSTM
framework, in one local training epoch, manages to save around 33% of the number of communication rounds
and the overall local computations needed until convergence, compared to the classical counterpart. As such,
we can conclude that the training of the FedQLSTM framework with one local epoch achieves an optimal
performance that requires minimal overall amount of local computations and, in general, converges faster
than FL frameworks with classical LSTM models in terms of the number of communication rounds. This is
in compliance with the previous cases of approximating both the Bessel function and the delayed quantum

control function.

Finally, in Fig. 7.14, we compare the performance of the proposed FedQLSTM framework in approximating
the Struve function under di erent optimizers and learning rates when training for one local epoch. From
Fig. 7.14, we observe that our selected learning rate of 0.01 and RMSprop optimizer achieve the best Struve

function approximation performance.
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(a) Struve function approximation losses in the rst
local training epoch as the number of communication (b) Number of communication rounds needed until con-
rounds increases. vergence for di erent numbers of local training epochs.

(c) Number of overall local computations needed until con-
vergence for di erent numbers of local training epochs.

Figure 7.13: Struve function approximation performance of FedQLSTM framework vs an FL framework with
classical LSTM.

7.5.6 Summary

we have proposed the rst QFL framework with QLSTM models operating on temporal data that resemble

the performance of quantum sensors. We have utilized the proposed FedQLSTM framework in performing
the task of function approximation, and studied three use cases related to QSNs in this regard. Simulation
results con rm that, for most of the use cases, the proposed FedQLSTM framework can achieve a faster
convergence rate, saving 25-33% of the number of communication rounds needed for convergence, under one

local training epoch, compared to an FL framework with classical LSTM models. Moreover, under one local
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Figure 7.14: Convergence time in terms of the number of communication rounds for the FedQLSTM frame-
work under di erent optimizers and learning rates.
training epoch, the FedQLSTM framework results in the minimum number of overall computations needed

until convergence.

Despite its innovative approach, the proposed FedQLSTM framework encounters several challenges that
constrain its scalability and performance in real-world scenarios. Notably, today's NISQ devices, a ected by

various noise sources, limit the scalability of trained QLSTM models due to quantum noise accumulation

when increasing the number of qubits and quantum circuit depth. This restricts current QLSTM models to

a few qubits. Additionally, the scarcity of high-quality quantum temporal data obstructs the local training

of QLSTM models, essential for the FedQLSTM framework's e ectiveness. Furthermore, discrepancies in

the capabilities of quantum hardware across di erent FedQLSTM clients pose synchronization challenges
for the central server during global parameter updates, complicating the aggregation process due to varying

guantum sensing data acquisition times and QLSTM model training durations.

Future research should concentrate on integrating purely quantum data within the FedQLSTM framework,
obtainable through real-world QSN data collection, controlled in-lab experiments over quantum sensors, or
extensive quantum simulations of distributed QSNs. Additionally, the incorporation of quantum error mit-
igation techniques is crucial for enhancing the practicality and scalability of deployments on today's NISQ
devices. This includes analyzing the impact of such techniques on the accuracy, training e ciency, and
convergence times of local QLSTM models. Lastly, there is a pressing need to develop advanced federated
training algorithms for the FedQLSTM framework that e ectively synchronize and optimize learning pa-

rameters from clients equipped with heterogeneous quantum hardware, addressing the disparities in training
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Figure 7.15: Opportunities for QFL over classical networks and QCNSs.

dynamics and data quality.

7.6 Foundations of QFL over QCNs

7.6.1 Opportunities and Prospects

While existing distributed learning frameworks like classical FL and QFL over classical networks improve
user privacy by not sharing client data over the network, their classical communication processes remain
susceptible to security breaches that can leak learning parameters. In contrast, a QFL deployment over a
QCN o ers an extra layer of information-theoretic security as it allows the application of services such as
QKD and BQC that are unique to a QCN. When QFL is deployed over a QCN, the transmission of learning
parameters can be secured using entangled quantum states combined with QKD techniques. Such measures
prevent the parameter leakage to adversaries, minimizing the risks associated with data reconstruction
attacks. Moreover, by utilizing protocols like BQC, the joint learning in QFL can be secured even if the
centralized server is not trustworthy. Lastly, unique quantum phenomena likequantum entanglementinherent

in a QCN has the potential to accelerate parameter sharing and enhance overall QFL performance [62, 64].
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7.6.2 Challenges

We now turn our attention to challenges specic to deploying QFL frameworks over QCNs, where QML
learning parameters are embedded and shared in quantum states and the QFL server has quantum capabil-

ities.

Managing and Controlling Limited QCN Resources

The performance of QFL over a QCN is constrained by the clients' available quantum resources and their
characteristics, such as the quantity of successfully generated qubits, available quantum memory capacity, and
coherent lifetime of qubits. Moreover, since storing quantum states in quantum memories entails decoherence,
which degrades their quality or delity , controlling and scheduling quantum memories is a challenging task
that a ects the quality of QFL learning parameters. For instance, quantum memories have limited capacities,
and thus, some quantum states in memories must be discarded when stored for long durations, while newly
generated quantum states must be stored at suitable memory locations to minimize their associated delays
and gate errors, and maximize their delities [64]. In QFL, these characteristics will not only vary between
di erent physical realizations, but will also vary between di erent clients with di erent capabilities, which
further complicates the joint learning process. It is further challenging to create algorithms that provide

accurate QFL performance and joint learning while controlling available QCN resources.

Impact of Imperfect QCN Operations on QFL Accuracy

When learning parameters are transferred as quantum information over a QCN, QCN nodes must perform
multiple quantum operations, such as entanglement swapping and Bell-state measurements. However, due
to practical imperfections, those operations often degrade the delity of the quantum information [64]. As
such, a noisy version of the learning parameters will be received by the server, which can negatively a ect
the accuracy of QFL training, resulting in an increased number of communication rounds, thus imposing
a communication overhead. The conventional approach in a QCN to enhance qubit delity relies on QEC
or entanglement distillation, where multiple low- delity qubits are consumed to generate fewer high- delity
qubits [62]. However, QFL expects various clients and QCN nodes to have di erent quantum capabilities,
thus designing distillation protocols is challenging, because distillation itself can be lossy, and its performance

varies with di erent quantum technologies and available resources.
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QFL De-synchronization and Training Latency

Owing to the probabilistic characteristics inherent in various QCN operations, such as single-photon emis-
sions and quantum measurements, success rates in such operations can di er among heterogeneous QFL
clients. Consequently, the time required to prepare and transmit learning parameters via a QCN will vary
across di erent clients after local training. This can result in de-synchronization in the learning parameter
aggregation process by the server, and hence, lead to increas€dL training latency . For each QFL client,
qubits generated at distinct time intervals are stored in quantum memories for varying durations, thereby
experiencing di erent amounts of decoherence. When a qubit is transferred over a QCN from a client
guantum memory towards the server, the coupling characteristics of the selected qubit and the technology
in-use will result in di erent requisite times to execute quantum gates and operations on that speci ¢ qubit
before being transferred. Additionally, QEC techniques, essential for QFL, involve encoding a smaller set
of qubits using a larger qubit pool for error correction. However, the use of QEC requires the generation,
distribution, and utilization of multiple qubits between remote nodes. Consequently, the iterative transfer
of learning parameters over quantum channels may incur substantial delays due to QEC, decreasing the
rate of QFL convergence. Furthermore, the classical communications required for QCN operations introduce
latencies and de-synchronization in QFL training. These delays can adversely a ect time-sensitive quantum
operations, like Bell state measurements and entanglement swapping, thus acting as a bottleneck in QFL

performance [61].

Heterogeneity in QCN and QFL Components

Navigating the inherent technological discrepancies among various qubit types for a QFL framework deployed
over a QCN presents a signi cant challenge. Specically, qubits used in quantum computers for QML
model execution and in quantum memories as matter qubits may dier from ying qubits used for
parameter transmission and those used on the server-side. Each hardware technology excels in specic
tasks but may be less suited for others, giving rise to a tradeo between optimizing individual hardware
components and maintaining technological consistency across the QFL framework for seamless operation [64].
A critical challenge here is the development of robust and precise interfaces that facilitate the transition of
qubits between disparate quantum technologies, all while maintaining the integrity of the information they

carry [61].
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Impact of QCN Losses on QFL Generalizability

When QFL learning parameters are shared in qubits over quantum channels in QCNSs, they are susceptible
to several sources of loss, due to their fragile nature. In particular, when qubits, e.g., single photons of light,
interact with their surrounding environment, they su er from path-loss that scales exponentially with the
travelled distance, and, accordingly, some qubits may be absorbed during this transmission [199]. As a result,
some learning parameters shared over QCNs may be lost during transmission, which can yield sparse learning
parameters of some QFL clients during the aggregation step at the server. In such cases, Qlgeneralizability
(achieved when global parameter updates capture various non-uniform data distributions) will be degraded.
This is because QFL training fails to capture the e ect of clients' underlying data distributions with sparse

transferred parameters, as these sparse parameters play a marginal role in the global parameter update step.

7.6.3 Proposed Solutions and Future Directions

Next, we propose solutions to the aforementioned challenges and identify research directions to enable QFL

deployment over QCNs, as summarized in Table 7.3.

E cient Control and Scheduling of QCN Resources

To overcome the QFL challenges associated with limited QCN resources, novel scheduling and resource
allocation algorithms are needed. For instance, developing e cient quantum memory scheduling policies,
which require careful analysis of cuto times (times after which a stored qubit is discarded), is necessary to
ensure a high quality of quantum states used to transfer QFL learning parameters [44]. Similarly, the optimal
allocation of the generated quantum states to the available quantum memory is crucial for maximizing delity
and, in turn, improving the quality of the transferred learning parameters and QFL accuracy. For this goal,
tools from online optimization and classical and quantum game theorye.g., matching games can be utilized

to achieve optimal associations between QCN resources. Finally, new QFL averaging algorithms are needed
to incorporate the delities of quantum states that carry the learning parameters in the global QFL parameter

update at the server side.
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Table 7.3: Summary of challenges and proposed solutions for deploying QFL frameworks over QCNSs.

Challenges Proposed Solutions

Limited QCN resources [64] ~ Novel quantum memory scheduling policies [199].

QFL-speci ¢ resource allocation and association
techniques for quantum states (online optimization
and classical/quantum game theory) [44].

QFL aggregation algorithms incorporating quan-
tum state delity [157].

|mperfeCt QCN Opera’[ions and d|St|”at|On design [62,64] - Entang|ement Swap_disti"ation Schedu”ng proto_
cols [96].

Joint QFL optimization framework for learning pa-
rameter aggregation and distillation design.

Jointly considering number of distillation rounds
and consumed states, states' delity, memory re-
sources, QML size, and QFL accuracy [96].

De-synchronization and QFL training latency [61] Incorporating quantum entanglement to transfer
learning parameters [62].

Rede ne convergence bounds to incorporate
probabilistic e ects of quantum operations and
guantum-speci c training delays [155].

QFI to develop lower bounds on QML performance
in QFL, and speed-up QFL convergence while cap-
turing entanglement impacts [154].

New performance metrics that consider delity
and entanglement in QFL convergence analysis
[64].

Heterogeneity in QCN and QFL components [61, 64] " Advanced transducer technology [61].

Novel physics-based algorithms to capture quan-
tum state characteristics and delity over various
technologies [64].

Adaptive QML training and QFL aggregating al-
gorithms, incorporating various measurements of
delity [155].

QCN losses and QFL generalizability [199] " Quantum-compatible data compression techniques
for resource e cient QCNs [156].

Quantum network coding for reliable quantum
communications [62].

Semantic representations and quantum clustering
for resilient learning parameters and generalizable
QFL [156].
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Joint Optimization of QCN and QFL

To enhance the delity of quantum states carrying QFL learning parameters over a QCN, novel entanglement
swap-distillation scheduling algorithms are essential. These algorithms aim to maximize the delity of quan-
tum states and thereby improve QFL accuracy. Concurrently, they must also ensure su cient availability of
QCN resources for the parameter transfer process. In addition, there is a need to develop a framework for
the joint optimization of QFL learning parameter aggregation and QCN distillation operations in terms of
the number of distillation rounds and the amount of quantum states consumed during distillation [96]. This
optimization framework must also account for available quantum memory resources, their delities, QML

models' scale, and overall QFL accuracy [199].

QFL Convergence Analysis with Entanglement

Quantum entanglementcan mitigate the QFL training de-synchronization challenge (see Section 7.6.2). For
instance, when QFL clients and server share entangled states, the direct transfer of learning parameters over
guantum channels can be circumvented. Instead, protocols like entanglement teleportation and superdense
coding can be employed, requiring only straightforward manipulation of the shared entangled states [62].
Consequently, entanglement distribution can potentially minimize de-synchronization between learning pa-
rameters at the server, which helps to increase QFL convergence rates. Additionally, analysis of convergence
rates for QFL over a QCN must be redone so as to capture quantum-speci ¢ training delays. For instance,
concepts such as quantum Fisher information (QFI) should be incorporated to identify lower bounds on the
training of local QML models. Moreover, QFI can be used to develop new algorithms to speed-up QFL
convergence. Finally, new performance metrics that capture the delity of shared entangled states and their

lifetimes must be integrated in the QFL convergence analysis [154].

E cient Transducers and Adaptive QFL Algorithms

To overcome the heterogeneity of QCN and QFL components as well as the di erent technologies used for each
element of QFL over a QCN, noveltransducer hardware must be developed to e ciently map and transfer
guantum states from one technology interface to another. Furthermore, novel algorithms with hardware-
based controls and performance metrics must be developed to capture qubits characteristics and delities

over the various quantum interfaces. Additionally, there is a need for adaptive QML training and QFL



Mahdi Chehimi Chapter 7. 158

aggregation techniques that incorporate metrics and measures of qubit delity over all QFL elements [61].

Resource-e cient QCNs for Generalizable QFL

To enhance QFL generalizability (see Section 7.6.2), non-uniform client data distributions must be captured
in the global learning parameters. Henceforth, we must ensure reliable qubit transfer over QCNSs to avoid los-
ing information and producing sparse learning parameters. Accordingly, developing resource-e cient QCNs
is necessary to minimize the amount of resources utilized during the transfer of QFL learning parameters.
This is because resource-e cient QCNs allow the use of higher quality QEC, which ensures reliability in
sharing learning parameters. Henceforth, quantum-compatible data compression must be investigated, since
they can minimize the quantum data transmitted over QCNs, and enhance QFL e ciency. Additionally,
guantum network codingcan enhance QCN e ciency and QFL generalizability. Finally, implementing di-
mensional reduction techniques, such as quantum clustering and semantic representations, is crucial before
guantum data embedding in QFL to analyze hidden data structures. This process allows QML models to
train using original data structure, enhancing resilience against parameter sparsity and improving QFL per-

formance [156].

7.7 Summary

QFL is an emerging eld with signi cant practical potential, notably in sensitive sectors such as healthcare
and military applications. In this chapter, we have presented a comprehensive analysis of QFL deployments
over both classical and quantum networks, while thoroughly examining the associated challenges and propos-

ing solutions and future directions.

Building on the proposed vision for QFL, we conclude with several recommendations, sequentially arranged

from short-term to long-term priorities:

Measuring Quantum Advantage

Identifying when QFL outperforms classical FL requires advanced algorithms and benchmarks for accurate
comparisons. Further, a detailed analysis of QML and QCN metrics is vital to establish QFL's advantages

over such networks, aiding in pinpointing suitable practical use-cases.
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Classical-Quantum QFL Interoperability

To enable seamless QFL operation in hybrid quantum-classical network architectures, interfaces between
guantum and classical optics must be developed. Optical bers should also be optimized to handle both
signal types, supported by e cient frequency conversion schemes in the semi-optical terahertz range. This

will notably boost QFL's speed and e ciency.

Ultimate QFL Security

While QCNs promise enhanced security for QFL, they are not immune to specic attacks and risks. Ad-
dressing these vulnerabilities calls for focused research in advanced quantum apdst-quantumcryptography,
along with novel hardware-based designs of QFL's integration with BQC to fortify QFL's security infras-

tructure.



Chapter 8

Conclusion and Vision Towards

Physics-Informed QCNSs

8.1 Summary of Contributions

This dissertation provides a comprehensive framework addressing the scalability and e ciency challenges
in QCNs, and develops distributed QML frameworks to facilitate the future QI. Thus far, the main body

of this dissertation, centered on these facets, can be summarized as follows: In Chapter 1, we have pre-
sented an overview of QCNs, their components, advantages, and the di erent aspects of their scalability
and e ciency, along with distributed learning. We have then discussed the limitations of prior works and
outlined the contributions provided by this dissertation. Next, in Chapter 2, we have started by studying
guantum repeaters and addressed the geographical scalability challenges in QRNs, necessary to extend the
covered area by QCNs. We have delved into the scaling limits of QRNs and established a framework for
balancing the number of quantum repeater nodes, their separation distances, and the adopted policies for
entanglement distillation and swapping operations over linear quantum repeater chains. Then, Chapter 3
focuses on quantum channels and scaling the coverage of FSO quantum channels in challenging environments
with blockages. We proposed a novel architecture incorporating an RIS in QCNs to overcome blockages and
obstructions, enhancing the reliability and scalability of quantum communication channels under various
environmental conditions. The proposed model accounted for quantum and environmental noise factors,
ensuring scalable entanglement distribution over FSO-based QCNs while maintaining high delity and sat-
isfying stringent QoS requirements. Next, the focus shifted towards enhancing the e cient operation of
entanglement generation sources, quantum memories, and QSs. Particularly, Chapter 4 focused on optimiz-

ing the entanglement distribution delay and entanglement distillation operations in single-QS star-shaped

160
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QCNs. We developed a QS entanglement generation resource allocation framework, utilizing NV centers in
synthetic diamonds as SPSs and quantum memories. Our framework accounted for quantum noise, losses,
and imperfections, proposing a physics-informed approach to optimize QS resource allocation, minimizing
average entanglement distribution delay, and managing quantum memories e ciently. Further enhancing QS
and quantum memory e ciency, scaled-up QCNs with multiple QSs were considered in Chapter 5, where we
proposed a novel matching-based framework for optimizing request-QS association and memory utilization in
such QCNs. This framework considers limited heterogeneous resources and practical constraints, maximiz-
ing the number of served quantum entanglement requests. Our request-QS association algorithm, based on
swap-stable matching, achieves near-optimal performance in terms of served requests and overall end-to-end
delity. Then, the e cient utilization of entangled states in QCNs is studied in Chapter 6. Particularly,

we introduced a QSC framework, leveraging high-dimensional quantum information and QML to extract
and transmit essential quantum semantic representations over quantum channels. This framework signi -
cantly reduces quantum communication resource requirements while maintaining high accuracy and delity,
achieving 50-75% resource savings compared to semantic-agnostic QCNs. Finally, the near-term application
of QML is studied in Chapter 7, where we have developed scalability and e cient distributed QML frame-
works over both classical and quantum networks. We proposed a comprehensive QFL framework, enabling
collaborative quantum learning among distant clients using QCNN and QLSTM models. We introduced the
rst publicly available federated quantum dataset, used for training distributed QML models. Simulation
results demonstrated enhanced performance, reduced communication overhead, and fewer training epochs
until convergence, maintaining or surpassing the training accuracy levels of centralized QML approaches.
Overall, this dissertation provides a detailed blueprint for advancing QCNs through enhanced scalability,

e ciency, and distributed QML. By devising robust frameworks and algorithms, the dissertation advances
theoretical understanding and o ers practical insights for the future development of the QI. The disserta-
tion concludes by analyzing some open challenges facing QCNs and proposing a vision for physics-informed

QCNs, along with important future directions.

8.2 Towards Physics-Informed QCNs

QCNs will inevitably be integrated with the classical Internet to form a powerful classical-quantum Internet.

Future communication systems thus require simultaneous advances in the design and analysis of both QCNs
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