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Web Service Mining

George Zheng

(ABSTRACT)

In this dissertation, we present a novel approach for Web service mining. Web service mining
is a new research discipline. It is different from conventional top down service composition
approaches that are driven by specific search criteria. Web service mining starts with no
such criteria and aims at the discovery of interesting and wuseful compositions of existing
Web services. Web service mining requires the study of three main research topics: semantic
description of Web services, efficient bottom up composition of composable services, and in-
terestingness and usefulness evaluation of composed services. We first propose a Web service
ontology to describe and organize the constructs of a Web service. We introduce the concept
of Web service operation interface for the description of shared Web service capabilities and
use Web service domains for grouping Web service capabilities based on these interfaces.
We take clues from how Nature solves the problem of molecular composition and introduce
the notion of Web service recognition to help devise efficient bottom up service composition
strategies. We introduce several service recognition mechanisms that take advantage of the
domain-based categorization of Web service capabilities and ontology-based description of
operation semantics. We take clues from the drug discovery process and propose a Web
service mining framework to group relevant mining activities into a progression of phases
that would lead to the eventual discovery of useful compositions. Based on the composition
strategies that are derived from recognition mechanisms, we propose a set of algorithms in the
screening phase of the framework to automatically identify leads of service compositions. We
propose objective interestingness and usefulness measures in the evaluation phase to narrow
down the pool of composition leads for further exploration. To demonstrate the effectiveness
of our framework and to address challenges faced by existing biological data representation
methodologies, we have applied relevant techniques presented in this dissertation to the field
of biological pathway discovery.
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Chapter 1

Introduction

The Web was invented in the early 1990’s by Tim Berners-Lee to facilitate information
sharing among scientists [101]. It wasn’t until 1993 when the Web suddenly became widely
known among the public, thanks to the release of a Web browser called Mosaic. Mosaic
was made available to the average user and quickly captured the imagination of the pub-
lic about the Web through its intuitive graphical user interface. Governments, businesses
and individuals realized the great potential of the Web and took advantage of its growing
popularity by making their data and applications Web accessible. Although started as a
repository of information containing merely text and images, the Web has since evolved into
a host of both multimedia information and service-providing applications. These applica-
tions range from map-finding to weather-reporting to e-commerce. Some of the applications
involve, in real-time, hardware devices such as temperature sensors and traffic monitoring
cameras. Businesses and governments realized that by integrating existing Web applications,
they can provide value-added services that were previously unavailable. Unfortunately, the
customized interfaces required to access these applications and the lack of semantics in the
data they consume and generate have made the seamless integration of these applications
and quick deployment of value-added services a daunting challenge. To address these prob-
lems, two enabling technologies have arisen to prominence. The first is the initiatives of Web
service announced around the year of 2000 by IBM, HP, Sun and Microsoft. These initia-
tives include IBM’s Web services, HP’s e-speak, Sun’s Open Network Environment (ONE)
and Microsoft’s .NET. As a result of collaborative effort among these major companies and
other institutions, the World Wide Web Consortium (W3C) then published the specification
of Web service [98]. According to this specification, a Web service is a Web application whose
functionalities can be programmatically accessed via a set of homogeneous XML interfaces.
The standard Web service architecture as shown in Figure 1.1 allows such an application
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to be first described by one organization (i.e., service provider) and published to a service
registry, and then discovered and invoked later by other applications (i.e., service consumers),
essentially making these applications interoperable on the Web at the application interface

Discovery stores
/ Agencies % UDDI Registry
)
&
S

level.

AK &6
\(‘0\?\ Q’O
o <
& T
L 9"“&
< %
%

Web Browser |
L4 Service Service Provider
o —
® Consumer Interact %

Web Servi Access Provide
b service Web Service Web Service

Figure 1.1: Standard Web Service Architecture

The second enabling technology is the use of ontologies in describing the content these appli-
cations process [52]. Ontologies can be traced back to the Al community, where they were
proposed to facilitate knowledge sharing and reuse. They have become popular in many
other fields as they are increasingly seen as key to enabling semantics-driven data access and
processing. An ontology allows the specification of a shared conceptualization in an explicit,
machine-readable format, resulting in a standard way of interpretation. Ontologies make it
possible to build a controlled vocabulary of concepts that can be used by the applications
to unambiguously describe the content they generate and interpret the content they con-
sume. The reliance on ontologies results in the loosening of the tight semantic coupling that
would otherwise be required between a service providing application and service consuming
application. This recent trend of empowering Web services with semantics using ontologies
has consequently brought about the next generation of Web services called Semantic Web
services. The Semantic Web service deployment of independently developed applications
allows these applications to interoperate on the Web at both the application interface and
information semantics levels, making the integration of these applications for value-added

services a much easier and more inexpensive task, as compared to earlier approaches that
relied on technologies such as EDI, CORBA and EJB.

The advent of Semantic Web services prompted W3C to revise its standard Web service
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architecture [20], which is illustrated in Figure 1.2. According to this architecture, the dis-
covery service first obtains (e.g., via search engine or publication from service provider) both
the Web Service Description (WSD) in WSDL [13] and an associated Functional Description
(FD) of the provider service (step 1a). The functional description describes the functionality
of the provider service and is machine-processable (i.e., in formats such as RDF [8], DAML-
S, OWL-S [99] or WSMO [11]). The requester then supplies criteria to the discovery service
to select a WSD based on its associated FD (steps 1b and 1c¢). Step 2 ensures that both the
requester and the provider agree on the semantics of the desired interaction through the use

of ontologies. The remaining steps are essentially the same as before.

‘ . ~ (9
0{(@‘\9/ _ Discovery Service ,\ +
7~ ~
s @ / ~

) 7 A/ . .
Requester Entity , = \\ Provider Entity

L - Semantics —_ = — _

1 \
= o [55]
I \ [wsD
/

\
Requester Agent

A
@ Interact
P Provider Agent

Figure 1.2: Semantic Web Service Architecture

The ease of application integration enabled by the use of Web services and ontologies con-
tributed to the increasing popularity of Web service composition, which has attracted gov-
ernments and businesses as it is identified as a new way of facilitating business-to-business
(B2B) and inter-government agency collaborations. Web service composition aims at pro-
viding value-added services through composing existing services. Instead of starting from
scratch by manually developing a new system every time, applications take advantage of
existing services on the Web by assembling them in a way that meets specific service re-
quirements. This new practice would enable both governments and businesses to reduce
overhead and deploy their solutions more quickly. To help standardize service composition,
two different types of approaches were independently developed. On the one hand, the busi-
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ness world targeted the earlier Web service paradigm and developed a number of XML-based
standards (e.g. WSFL [15, 66], WSCI [97], XLANG [93] and BPEL4AWS [43]) that largely
focused on formalizing Web service specifications, flow composition and execution based on
their syntactical characteristics [91]. On the other hand, the Semantic Web research com-
munity focused more recently on using the concept of Semantic Web services and developed
complementary standards such as DAML-S, OWL-S [99], WSDL-S [16] and WSMO [11].
While the two types of standards complement each other, they have both taken a top down
approach. The top down approach requires a user to provide a goal containing specific search
criteria defining the exact service functionality the user expects. An example of such a goal
may be to compose a travel service that supports flight booking, car rental and hotel reser-
vation, as illustrated at the top left of Figure 1.3. The corresponding search criteria may
state that the travel service shall respond to a runtime search request for a place and a
time duration with a list of options containing descriptions of price, luxury, convenience and
flexibility for each. Given such a goal, a service composition tool may search for existing
component services that individually support some of these three functional areas and try
to match them for the same geographic locations.

Often the more specific the query and search criteria are, the smaller the search space and
more relevant the composition results will be. Vague criteria, on the other hand, not only
increase the scope of the search space, which can result in longer search time, but also make
the relevance of composition results difficult to determine. The specificity of the search
criteria would thus reflect the interest and often knowledge of the service composer about
the potential composability of existing Web services. Since the composer is typically only
aware of and consequently interested in some specific types of compositions, the scope of
such a search is usually very narrow. As a result, an attempt to start the search with a set
of specific search criteria (e.g., compose Urdu/Chinese translation service in request 2) that
are not framed to coincide with the availability of interested Web services will most likely
end up empty-handed. Thus, the top down approach can work well only if the composite
Web service designer clearly knows what to look for and the component Web services needed
to compose such services are available. Aiming at exploring the full potential of the service
space without prior knowledge of what exactly are in it, another view that approaches service
composition from bottom up is building up recently. Instead of starting the search with a
specific goal, a service engineer may be interested in discovering any interesting and useful
service compositions that may come up in the search process. For performance reasons, a
general goal may be provided at the beginning to scope down the initial search space to
a reasonable size. For illustration purposes, we show at the bottom of Figure 1.3 that a

service engineer sets out to find any interesting and useful services with a general interest in
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Figure 1.3: Top down Composition vs. Bottom up Mining

Chinese medicine in mind. What comes out of the search process might be quite surprising.
For example, in addition to discovering the possibility of composing a service for translating
Tsalagi ! to Chinese, the engineer also discovers, with the help of a service mining tool, a
service composition that takes as input a biological sample from a subject, determines the
corresponding genome and the possible diseases the subject is predisposed to, and finally
generates a list of treatment recommendations and/or life style suggestions. Thus, unlike
the search process in the top down approach that is strictly driven by the search criteria,
the search process in the bottom up approach is serendipitous in nature, i.e., it has the
potential of finding interesting and useful service compositions that are unexpected. In this
PhD research, we propose to use Web service mining, a bottom-up Web service composition
approach, to address the need for early exposure of opportunities for composing interesting
and useful services in the absence of specific user goals.

LA language spoken by the Cherokee Indian tribe.
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1.1 Web Service Mining: Motivation

As the Web is poised to transition from a Web of data to a Semantic Web of both data and
services, where Web services would be the first-class objects, there will be increasing oppor-
tunities to compose potentially interesting and useful Web services from existing services.
Since the collective opportunities of composing services will surpass anyone’s imagination,
many of these opportunities will be hidden in the Web of available services and unexpected
to most people. While we may not sometimes have the specific queries needed to search
for them, being able to discover these opportunities early in today’s business environment
equates to gaining competitive business advantages. For government agencies, doing so also
means that citizens receive useful and potentially life-enhancing services in advance. It is
thus essential to be able to proactively attempt to discover useful composite services even
when the goals are unspecified at the moment, or simply hard to imagine or unknown. Much
like the easy access to a glut of data that has provided a fertile ground for data mining re-
search, we expect that the increase in Web services’ availability will also spur both the need
and opportunities to break new ground on Web service mining. We believe that Web service
mining would be key to help realize the full potential of the Semantic Web services by lever-
aging the large investments in applications that have so far operated as non-interoperable

silos.

1.2 Web Service Mining: Definition

We define Web service mining as a search process aiming at the discovery of interesting and
useful compositions of existing Web services. It complements the top down Web service
composition approaches in cases where the goals are unavailable or unknown. Web service
mining does not assume a priori knowledge about Web services’ composability. Instead
of using a query to search for a specific type of composition in a top down fashion, Web
service mining needs to relies on component Web services themselves to cluster up in a
bottom up and exploratory fashion. The end results may be simple service compositions
or complex service composition networks that are both interesting and useful. We formally
define interesting and useful composition of Web services below:

Given a set of Web services S, a set of composability rules R, interestingness measures I,
an interesting composite Web service is a service composed using a subset of rules in R of a
subset of Web services in S, that exhibits high values for a user selected subset of interesting-
ness measures I. A useful composite Web service is established similarly but exhibits high
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values for a user selected subset of usefulness measures U. An interesting and useful service
composition network is a subgraph in a service composition network consisting of interesting
and useful service compositions, among others, that also asserts a user hypothesis with a
certainty exceeding a threshold .

1.3 Research Statement

The growing popularity of the Web and Web services has presented a brand new research
topic, namely Web service mining, which carries significant importance, as we have identi-
fied. An effective mining framework would allow potentially interesting and useful compos-
able Web services to be discovered based on their availability, rather than solely on human
intuition or knowledge about their composability. Different from traditional composition
approaches, which use user specified goals containing specific criteria to drive the search for
matching component Web services in a top down fashion, the lack of specific goals in Web
service mining leads to a much broader scope that covers a large space of service composition
potentials. The exploration of these potentials would lend Web service mining naturally to
being carried out using the bottom-up strategy. Consequently we are faced with the following
two challenges:

Combinatorial explosion. The first challenge is how to discover composable Web ser-
vices without specific search criteria in mind. A naive approach would be to conduct an
exhaustive search and full-blown composability analysis between any two Web services in
the service registry; and once a potentially positive composition from two component services
is identified, expand the analysis to allow for more component services in the composition.
As the number of registered Web services increases at an accelerating rate, such an ap-
proach can quickly become infeasible due to the overwhelming computation resulted from a

“combinatorial explosion.”

FEvaluation of composition interestingness and usefulness. The second challenge is
how to determine the interestingness and usefulness of a composed service identified through
mining. In the top down approaches, the determination of interestingness and usefulness
is not a major concern, since the goal provided by the user already implies what type
of compositions the user anticipates. In Web service mining, neither interestingness nor
usefulness would be so obvious when the composed Web services are discovered without any
specific goals. Useful composed services may be contaminated with frivolous or trivial ones
that add little or no value. In addition, many of those useful services may have already been
known. It will thus be necessary to distinguish interesting and useful composed services from
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those that are either trivial, already known or useless.

As we look for efficient techniques to address the first challenge of combinatorial explosion,
similarities between Web services and molecules offer some interesting insights. Web services
can be thought of in many ways as similar to molecules in the natural world. Like a molecule,
a Web service has both attributes and dynamic behaviors. Like a molecule formed from
constituent atoms and/or simpler molecules, a composite service is composed of component
services. Under the right conditions, certain molecules can recognize each other and form
bonds in between. The concept of recognition can be easily extended to the Web service
world to help devise mining techniques on Web services. While the outcomes of our research
are generic enough to be applicable to a wide range of applications, the similarity between
molecules and Web services motivated us to apply our mining framework back to the field of
bioinformatics. As a result, the discovery of biological pathways came across naturally as the
main application of our mining framework. This essentially makes our research a subfield of
natural computing [61], which “investigates models and computational techniques inspired
by nature and, dually, attempts to understand the world around us in terms of information
processing.”

In anticipation of the need and opportunities to mine Web services, our research focuses on
developing a framework that would facilitate the related mining activities and address the
challenges of both combinatorial explosion and the determination of Web service interest-
ingness and usefulness. Our objectives include:

e Identify the type of activities involved in the mining process,

e Develop a mining framework containing effective strategies to streamline and efficient
algorithms to automate much of these activities,

e Develop measures that can be used to objectively evaluate the interestingness and
usefulness of the mining results,

e Provide support to user for hypothesis formulation

e Determine strategies for subjectively evaluating the usefulness of the mining results,

and

e Demonstrate the effectiveness of the framework through a motivating use case of bio-
logical pathway discovery.
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1.4 Major Contributions

We began our research by studying existing Web service composition methodologies. We
then identified and addressed the need for a new research area not currently covered by
these methodologies, i.e., mining Web services on the Semantic Web. In looking for efficient
techniques to carry out the mining activities, we studied how molecular interaction and
composition take place in nature and drew analogies between molecules and Web services.
These analogies led us to the exploration of drug discovery methodologies, which helped
us shape our service mining framework. This framework is essentially based on a bottom
up approach to identify and verify composable Web services. Unlike traditional service
composition approaches, it does not assume any a priori knowledge about the composability
of these services. The similarity between molecules and Web services also motivated us to
apply our mining framework back to the field of bioinformatics. In particular, we examined
problems faced by existing biological pathway discovery approaches. We proposed to address
these problems by first modeling biological processes as Web services and then applying our
service mining framework for the discovery of pathways linking these services. We list below

our major contribution from this research:

A Web service ontology: We established a Web service ontology consisting of a set of
constructs used to organize Web services. In particular, as an extension to existing service
categorizing approaches (i.e., OWL-S and WSMO), we propose to describe shared capabilities
of Web services in this ontology through the construct of operation interface. This construct
allows Web services to declare their role as either a provider or consumer of an operation

interface, paving the way for them to plug into one another at the operation level.

A molecular analogy. We explored the similarities between Web services and molecules
in the chemical world for the purposes of designing an efficient framework for Web service
mining. We derived a set of concepts such as service and operation recognition, which led to

the establishment of several efficient mining algorithms.

Web service mining framework: We proposed a Web service mining framework that
is inspired by the drug discovery process. We used an ontology-based publish/subscribe
mechanism to convert the traditional top down combinatorial search problem into a pro-
cess of bottom up service and operation recognition. The framework uses specific semantic

constraints to verify the composability of identified composed Web services.

Interestingness and usefulness evaluation: We developed a set of measures that can
be used to objectively determine the interestingness and usefulness of service compositions

discovered via service mining.
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Web service modeling of biological processes: We proposed to model biological enti-
ties and processes as Web services. Two modeling approaches currently dominate the way
biological entities and processes are represented. The first approach describes biological enti-
ties and processes using free text description and annotations. It inherently lacks the ability
to support simulation. The second approach relies on isolated computer models to represent
biological processes. As a result, they lack the ability of being discovered and invoked in the
global Web environment. Our modeling strategy bridges the gap of these two approaches
and made it possible for these processes to be discovered as well as invoked on the Web.

Discovery and simulation of biological pathways: We applied our service mining
framework to service oriented models of biological processes and demonstrated its effective-
ness in the automatic discovery of pathways linking these processes. We developed a set
of graph related algorithms identifying interesting pathway segments and helping user with
hypothesis formulation that would lead to the identification of useful pathways. We also
demonstrated the feasibility of simulating these pathways through invoking service oriented

biological models directly on the Web.

1.5 Dissertation Organization

The rest of the document is organized as follows: In Chapter 2, we describe how we categorize
Web services using an ontological perspective. We use such categorization as the basis
when we later describe in Chapter 3 service and operation recognition, a concept that was
derived from a molecular analogy. This analogy led us to look into drug discovery process
for efficient strategies when developing our service mining framework, which we present in
Chapter 4. In Chapters 4.1 to 4.3, we describe in detail different phases of our service mining
framework including algorithms used to automate mining activities during these phases. In
Chapter 5, we establish the context of our application and describe the state-of-the-art in
computer based pathway discovery. We then introduce our approach as an advancement
to existing approaches. We describe in detail how biological entities and processes can be
modeled using WSDL and semantically exposed via WSML [10] via adapters. We show
how these services can be deployed into the supporting runtime infrastructure. We then
apply our service mining framework to pathway discovery and demonstrate the effectiveness
of our framework. In Chapter 6, we describe related research fields including Web service
composition, data mining and log-based interaction and process mining. In addition, we
point out main difference between our research topic and these fields. In Chapter 7, we
provide concluding remarks and point out directions for future research.



Chapter 2

An Ontological Perspective of Web

Services

Web service mining requires Web services, the subject of mining, to be clearly defined so
that mining techniques can be used to unambiguously target them. A Web service ontology
provides an effective means for describing various Web service related concepts and their
relationships. We represent the Web service ontology using a UML diagram in Figure 2.1.
In the following, we define key concepts depicted in the diagram.

Message. Web services communicate with each other through the exchange of XML mes-
sages. A message consists of one or more parameters. A parameter has a value of a certain
data type. There are two types of messages: Message;, and Messagey,;. Message;, is
used to send parameters to a service operation, Messagey,; is used to return results from a
service operation. <

Condition. A condition can be either a pre-condition or a post-condition. A pre-condition
specifies the necessary condition for an operation to be activated. This may be expected
values in Message;, or relationships between these values. A post-condition describes the
state of the information space after the execution of a service operation. This may be related
to parameters in Message ;. <

An example of a pre-condition would be that the quantity or kinetic energy of an input
parameter to a biological process has to exceed a certain threshold. An example of a post-
condition may be the dissipation condition that must be associated with an output parameter
generated by a biological process.

Domain. Web service operations are categorized by domains of interest. A domain contains
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Figure 2.1: Web Service Ontology

a description that describes the purpose of the domain and summarizes its functionalities.

¢

Examples of domains include travel, home entertainment, attorney services, credit check,
healthcare, drug design, etc.

Locale of Interest. Locale of interest L = {l}, where each [ represents a semantic restric-
tion containing attributes that describe the applicability of an operation interface. L can be
used to limit the scope of mining. <

An example of semantic restriction would be a regional or geographical boundary. Web
service operations are sometimes applicable only to certain regions. For example, a reserve-
Car() operation of a car rental service may require the car to be used in the continental US.
L is used to specify such restrictions. In the context of drug and pathway discovery, a [ may

specify the locality of a certain receptor.

Quality of Web Service (QoWS). QoWS @ = {q} is used to evaluate an operation
provided by a Web service, where ¢ is a quality attribute of concern.
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There are many quality attributes important to Web service operations. Table 2 organizes
them into three categories: runtime, business, and security [71].

Attribute|| Attribute Definition
Group
Run-time || Response Time Time between an invocation request is sent and processing results are
returned
Reliability Nsuccess(00)/Ninvoked(0p) where Ngyecess is the number of times that
op has been successfully executed and Njj,oreq is the total number of
invocations
Availability UpTime(op)/TotalTime where UpTime is the time op was accessible
during the total measurement time TotalTime
Business Cost Dollar amount to execute the operation
Reputation >on_, Ranking,(op)/n, 1 < Reputation < 10 where Ranking, is the
ranking by user u and n is the number of times op has been ranked
Regulatory Compliance with government regulations, 1 < Regulatory < 10
Security Encryption A boolean equal to true iff messages are encrypted
Authentication A boolean equal to true iff consumers are authenticated

Non-repudiation || A boolean equal to true iff participants cannot deny requesting or de-
livering the service

Confidentiality List of parameters that are not divulged to external parties

Table 2.1: QoWS Attributes

Operation Interface. Operation interface Operationinterface specifies a particular Web
service capability through its name, purpose, domain of interest, locale of interest, quality
attributes of concern, condition, signature and binding. Web services that implement the
capability need to comply with what the interface has specified. The signature includes zero

or one Message;, and zero or one Message ;.

The permutation of Message;, and Message,,; determines the mode of the operation inter-
face. There are four operation modes:

1. one-way - operation interface contains only Message;,

2. notification - operation interface contains only Message

3. request-response - operation receives Message;, and then generates Messageyy;

4. solicit-response - operation generates Message,y,; and then receives Message;,
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Operation. An operation embodies a specific implementation of an OperationInterface by
a Web service. An operation can also make known of its need to invoke operations that
implement an OperationInterface. In addition, an operation exhibits values for the quality
attributes specified by the OperationInterface. {

The separation of operation from OperationInterface allows the same Operationinterface
representing a shared capability to be implemented by multiple Web service operations.

Web Service. A Web service is defined by a tuple (Name, Description, Operations, other
NF'Ps), where:

Name is the name of the Web service;

Description is a text summary about the service capabilities;

Operations are a set of capabilities provided by the Web service; and

Other NFP stands for any non functional property that help describe the Web service.

In addition, it specifies values for relevant locale of interest attributes. <

In a Web service modeling a biological process, an example of a non functional property may
be the declaration of the type of an entity that can provide the corresponding service or the

description of the source information that the Web service model originates from.

The majority of constructs captured in Figure 2.1 are also included in OWL-S and WSMO. A
major difference between ours and these standards is our proposed use of OperationInterface,
which allows Web services to plug into one another declaratively at the operation level.
Since domain is a grouping of functionalities, it is essentially a collection of corresponding

OperationInterfaces.



Chapter 3

Hints from A Molecular Analogy

The first challenge faced in Web service mining is the problem of combinatorial explosion,
which seems inevitable without specific queries to aid in the search process. Nature, however,
has already provided us with ample examples on how it solves the problem of composition
from bottom up. Molecular composition is in many ways similar to Web service composition.
Like a composite service composed of component services, a molecule is formed from con-
stituent atoms and/or simpler molecules. Certain molecules in the natural world are formed,
because the reaction among constituent components under the surrounding condition hap-
pens to be more favorable for them to arise. The establishment of an analogy between the
chemical world and the Web service world can yield important clues for efficient mining
strategies.

In this chapter, we start with a simple analogy between the water molecule and a travel
service in Section 3.1 and. We extend this analogy to a more complex situation in Section
3.2. In Section 3.3, we derive, from the phenomenon of molecular recognition, the concept
of service/operation recognition, which later forms the foundation of our service screening
algorithms. In Sections 3.4 and 3.5, we explore similarities of usefulness, side effects and
effects of external conditions in both the chemical and Web service worlds. We explore
further in Section 3.7 the similarity with respect to a process perspective between the two
worlds. The identification of these similarities helps us establish a more holistic view when
we later investigate and evaluate the various aspects of a service composition and service
network identified out of our mining process. In Section 3.8, we look for strategies used in
the drug discovery process that are applicable to Web service mining. Inspired by many of
the similarities between the molecular and service worlds, we decided to apply our service

mining framework back to the field of bioinformatics and, more specifically, the discovery of
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pathways linking biological processes. We describe a use case in Section 3.9 on how various
biological processes can be modeled as Web services to pave the way for such application.

3.1 A Simple Analogy

Web services share similarities in many ways with atoms and molecules in the natural world.
At the most basic level, Web services are analogous to atoms, as illustrated in Figures 3.1(a)
and (b). In the chemical world, oxygen and hydrogen atoms (Figure 3.1(a)) are two of the
most basic building blocks in nature. An oxygen atom has six electrons in its outer shell and
needs two more electrons to fill the shell. Meanwhile, a hydrogen atom has one electron in its
outer shell. This electron can be shared with many other atoms including the oxygen atom.
Under the right condition, the supply-demand relationship between the two types of atoms
drives them to form bonds and, ultimately, a water molecule. Each of the two hydrogen
atoms binds with the oxygen atom by sharing its sole electron with the oxygen. In return,
the oxygen atom shares one of its six electrons with each of the two hydrogen atoms. This
form of bonding between oxygen and hydrogen is called covalent bonding and is what holds
a water molecule together.

Hotel . isRoomAvailable()
Reservation - reserveRoom()

Service - cancel()

//,,/”:\\\ Car Rental - isCarAvailable()
- ¢ R N - reserveCar()
- 5 1 electron available N;! Service - cancel()
! 4 «
| | Travel
Service
N gt

Needs 2 more electrons 1 electron available

(a) Atomic Supply & Demand (b) Web Service Supply & Demand

Figure 3.1: Molecules vs. Web Services

Similar supply-demand relationship is also what drives Web services together. Like a
molecule that is composed of atoms or simpler molecules, a composite Web service is com-
posed of simpler component Web services. Figure 3.1(b) shows a Web service example
containing a travel service, a car rental service and a hotel service. The travel service needs
to know, for example, whether a rental car is available within a given time period in a certain
location. In addition, it also needs to know whether there is a room vacancy at the same
proximity. These inquiries can be fulfilled by invoking operations provided by both the car
rental and hotel services. Operation invocations are realized through the exchange of XML
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messages. Similar to electrons in the natural world, these messages bind component Web
services into composite services. If we imagine each message as an electron, then this type
of message exchange can help establish bonds between Web services. Here, we use bond as

a notional concept to indicate the composability between two Web services.

3.2 A More Complex Analogy
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Figure 3.2: A More Complex Analogy

Similarity between the chemical and Web service worlds continues at a more complex level.
For example, glucose (Figure 3.2(al)) is a common sugar molecule present in many fruits
and animal blood [84]. Its molecule structure contains a ring with five OH (called hydrozyl)
groups. The oxygen atoms in the ring and the five hydroxyl groups are negatively charged.
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In the meantime, each of the two hydrogen atoms in every water molecule is positively
charged. When these oppositely charged atoms are put together, they establish a new type
of supply-demand relationship called electrostatic attraction. As a result of the electrostatic
attraction, several hydrogen bonds (dashed lines in Figure 3.2(a2)) are formed between the
glucose molecule and water molecules. This mechanism allows glucose to dissolve easily in
water. The composition of glucose and water results in some new properties. For example,
the boiling temperature is raised while the freezing temperature is lowered. The lowering
of the freezing temperature allows sugar to be used as an ice melter in the winter.! More
importantly, the composition resulting from glucose or other vital nutrients dissolving in

water allows such nutrients to be transferred through water to various parts of our body.

Likewise, the supply-demand relationship among Web services allows them to be composed
at a more complex level. Figure 3.2(b1) shows that a conference Web service (CWS) needs
to reserve conference rooms and help participants reserve hotel rooms and cars. In the
meantime, the hotel and travel services established earlier can provide constituent services
through their corresponding operations. As a result, XML messages are exchanged between
the CWS and both the hotel and travel services (Figure 3.2(b2)), establishing bonds between
the CWS and the other two services. Similar to chemical composition that leads to new
properties, Web service composition leads to new functionalities. For example, the composite

CWS is now capable of streamlining the following:

1. Collect conference reservations from participants;

2. Provide one-stop point for arranging ground transportation and lodging at a discount

rate; and

3. Help synchronize participants’ activities with the conference schedule.

The value added by the CWS is something that neither the travel nor the hotel service is
able to provide alone.

3.3 Molecular and Operational Recognition

The bond establishment in neither world is arbitrary. Similar to the case where a chemical
bond cannot be formed between two positively charged atoms, syntactically and/or seman-

tically incompatible service operations cannot exchange messages. The analogy between the

'However, salt is more commonly used since it lowers the water’s freezing temperature more effectively

and is relatively more available and inexpensive.
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two worlds can be further explored in more complicated situations. In the natural chemi-
cal world, a phenomenon called molecular recognition has been discovered [25]. Molecular
recognition happens when two molecules recognize each other and interact to form bonds in
between. Molecular recognition mechanism is preprogrammed and enabled in DNA molecules
in living organisms. It explains why a molecule (e.g. a protein molecule or receptor) is ca-
pable of recognizing and interacting with another molecule (e.g. a drug molecule or ligand),
thus plays a crucial role in pharmaceutical drug discovery. For molecular recognition to
happen, the following criteria must be met [74, 25]:

e steric complementarity, which requires that molecules of interest have compatible size
and juxtaposed shape. This is like being able to insert a key into a lock, where the key
is the ligand and the lock is the receptor. To be able to open the lock, we also need
the following criteria,

e clectrostatic complementarity. This requires that molecules of interest contain correctly
placed and complementarily charged atoms.

In the pharmaceutical industry, molecular recognition is more specifically termed pharma-
cophore. Pharmacophore allows ligands to bind, interact, and modulate the activity of ab-
normal biological receptors that are the cause of undesirable medical conditions. To achieve

pharmacophore, the following interaction is also needed:

e hydrophobic interaction, which takes place between ligands and receptors in our body,
containing largely of water. The hydrophobic portions of the ligand are attracted to
the hydrophobic pockets contained in the receptor. The arrangement of hydrophobic
surfaces of the receptor allows it to limit the binding of inappropriate targets.

Similarly, Web services and their operations can recognize each other through both syntax
and semantics. We introduce four types of recognition between Web services and operations,

as shown in Figure 3.3.

Promotion. When operation op; of service s, produces an entity (i.e., output parameter)
that in turn provides service s;, we say that s, : op; promotes sy, as shown in Figure 3.3 (a).

%

Inhibition. when operation op; of service s, consumes an entity (i.e., input parameter)

that in turn provides service s;, we say that s, : op; inhibits s, as shown in Figure 3.3 (b).

&
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Direct Recognition. A direct recognition is established between operations op, and opy, if
op, consumes an operation interface op;,;¢, which is implemented by ops, as shown in Figure
3.3 (¢). In addition, op, and op, must be mode, binding and message composable [72].
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Figure 3.3: Recognitions between Web Services and Operations

Mode composability states that the following pairs are composable: notification with one-way
and solicit-response with request-response. Binding composability states that both operations
should share the same protocol. Mode and binding composabilities are like being able to
insert a key to a lock and are analogous to steric complementarity. Message composability
states that the number of parameters and type of each parameter should match between the
two operations. Message composability is like being able to open the lock with the correct
key and is analogous to electrostatic complementarity and hydrophobic interaction.

Indirect Recognition. A target operation op; indirectly recognizes a source operation ops,

if op, generates some or all input parameters of op;, as shown in Figure 3.3 (d). <

We use the term indirect to indicate the fact that there is a potential need to relay parts of
the output message from op, to parts of the input message to op; at the composition level.
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Operation Bond. A bond is established between op, and op; for each input parameter op;
can receive from ops. We denote the set of bonds between op, and op; as B(ops — op;). If
we refer to the set of all operations that op; recognizes as O Py(— op;), then

OPs(— opt) = {op | Blop — op) # ¢} (3.1)

ops is said to be completely bound if it receives all its parameters from its bonds with other
operation implementations. Otherwise, it is either unbound if none of its input parameters

is received, or partially bound if only some of its parameters are received. <»

Figure 3.4 shows that with indirect recognition, both operations can be of type request-
response since the composed service can interact with both component services involved
in the composition and relay parts of Messagey,; from one component service to parts
of Message;, to the other. In some cases, a generated parameter might be synonymous
to an input parameter. This happens when the two ontology nodes referred to by the
generated parameter and the input parameter are synonymous. In such a case, a parameter
conversion may be needed. In addition to relaying the message parameters, the composed
service may need to coordinate or choreograph the invocation of component services to ensure
the semantic and temporal correlations of these parameters. Indirect recognition between

operations is analogous to electrostatic complementarity.

Table 3.1 shows how the aggregate QoWS can be computed for multiple operations involved
in the bonding of an operation. These are used later when determining which combination
of operations exhibits the highest QoWS.

Qo WS attribute | Aggregation function
Response time Maz¥  t(op;), Zfil t(op;)
Availability Hfil av(op;)

Reliability 1Y, rel(op;)

Cost Zzlil cost(op;)
Reputation + S rep(opi)
Regulatory % sz\il reg(op;)
Encryption 1L, enclop;)
Authentication Hfi L aut(op;)
Non-repudiation sz\;1 nrep(op;)
Confidentiality [T.L, con(op;)

Table 3.1: Aggregate QoWS
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Figure 3.4: Indirect Recognition

3.4 Usefulness and Side Effects

Usefulness indicates how useful a chemical compound or a service composition is. It is what
drives our desire to seek for compositions. The meaning of usefulness is sometimes relative
and subjective. A chemical compound may be useful in one situation (e.g., water for drinking)
but harmful in some other situations (e.g., water in a flood). Similarly, a broadcast service
composed of registration service and email service may be considered useful to people who
want to market their product, but annoying to those who don’t want to receive spam emails.

Usefulness often comes with side effects as a by-product. For example, the drug discovery
process involves finding lead compounds that may be only marginally useful (i.e., have some
activity against a disease) and may have severe side effects. These side effects are caused
by the compounds’ ability to bind with body protein or nucleotide at unwanted points.
Similarly, Web services composition may also introduce unwanted side effects. Composing
e-commerce type of Web services may help streamline activities that would previously need
to be carried out manually, it may also inadvertently compromise consumer’s privacy if com-
ponent Web services impose different standards for protecting consumers’ identities. While
being able to provide travel services, its trustworthiness as a whole may become question-
able. A composition of biological Web services involving the service of a drug candidate
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may indicate a cure or a treatment for a certain disease or undesired condition, it may also

introduce some unwanted side effects that potentially out-weight the benefits it brings.

3.5 Effects of External Conditions

External conditions such as light, temperature and pressure play an essential role in the
physical states of materials and their chemical reactions. For water, temperature and pres-
sure determine what physical state (i.e., vapor, liquid or ice) it will be in. For photosynthesis,
light provides a necessary condition for chlorophyll in plant cells to convert water and carbon

dioxide into sugar and oxygen.
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Figure 3.5: Effects of External Conditions

External conditions also play an important role in Web service formation. External condi-
tions may include consumer demand, environment changes, technology advances, resource
changes, and government regulations, etc., as illustrated in Figure 3.5. Consumer demand
for certain Web services can fluctuate or shift. This may be due to the QoWS of existing
services, availability of new services, and seasonal and environmental changes. QoWS of
existing services has a positive effect on consumer demand, i.e., the better the QoWS, the
higher the demand, though this relationship may saturate at some point. Availability of new
services could have a negative effect on consumer demand for the existing services, i.e., the
more choices people have, the less likely they are to opt to continue using the same service.
Seasonal changes have a periodic effect on consumer demand. For example, every year more
people choose to travel in the summer than winter. In return, consumer demand may have a

negative effect on QoWS, i.e., the more demand a Web service receives from its consumers,
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the more likely the QoWS tends to degrade. For example, the price for summer flights tends
to go up due to the scarcity of availability. Environmental changes may include natural
disasters such as storms, flood and earthquakes, etc., all of which may result in temporary
or long term regional shutdown of certain services such as airlines and railways. Technology
advances tend to help improve QoWS and enhance people’s experience with Web services.
Resource changes include changes in labor supply, gasoline supply, etc. Labor disputes and
global oil crisis can both have negative impact on service availability and cost. Government
regulations may, for example, restrict pollution to a certain level. This may increase the op-
erating cost of certain services. Shortly put, QoWS interplays with external conditions and

can be affected by these conditions. As a result, QoW S is a function of external conditions.

3.6 A Eukaryotic Cell
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Figure 3.6: Cell Structure and Organelles (adapted from cellsalive.com)

In this section, we take a brief look at a eukaryotic cell, the basic building block of living
organisms such as animals, plants and fungi, which have multiple cells 2. We will refer to
terminologies introduced in this example throughout the rest of the dissertation. As shown

in Fig. 3.6, the structure of a eukaryotic cell has a nucleus that hosts the DNA containing

2The other type of living organisms such as bacteria are referred to as prokaryotic. They contain a single
cell that does not have a nucleus.
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information used to generate messenger RNA (mRNA). The nucleus also hosts the nucleo-
lus, which produces ribosomes. Outside of the nucleus is an area collectively referred to as
cytoplasm containing mostly cytosol and the rest of the cell organelles such as endoplasmic
reticulum and maitochondria. The cytosol is the “soup” full of proteins responsible for con-
trolling cell metabolism. The ribosomes produced by the nucleolus move out of the nucleus
through pores on the nuclear membrane to positions on the endoplasmic reticulum. They
translate mRNA into proteins. These proteins are then transferred to the Golgi apparatus
in transport vesicles where they are further processed and packaged into peroxisomes, lyso-
somes, or secretory vesicles. Peroxisomes are responsible for protecting the cell from its own
production of toxic hydrogen peroxide. As an example, white blood cells produce hydrogen
peroxide to kill bacteria. The oxidative enzymes in peroxisomes break down the hydrogen
peroxide into water and oxygen. Lysosomes contain hydrolytic enzymes necessary for in-
tracellular digestion. In white blood cells that eat bacteria, lysosome contents are carefully
released into the vacuole around bacteria and serve to kill and digest them. Cell secretions -
e.g. hormones, neurotransmitters - are packaged in secretory vesicles at the Golgi apparatus.
The secretory vesicles are then transported to the cell surface for release. Centresome is the
“microtubule organizing center” within the cell and plays an essential role in cell division.
Cytoskeletons are responsible for maintaining cell shape, locomotion and internal movement
of cell organelles. Mitochondria are where food (sugar) is combined with oxygen to produce
ATP - the primary source of energy needed by the cell to move, divide and produce secretory
products. Finally, the cell membrane enclosing the cell is where the secretory vesicles release
cell secretions. It also contains ion channels responsible for the controlled entry and exit of

ions. The cell beats when these ion channels open and close in an organized manner.

3.7 A Process Perspective

The analogy between the molecular and Web service worlds continues at a more complex
process level as illustrated in Figure 3.7. In the chemical world, the DNA (Figure 3.7 (al))
inside our cells (shown in Figure 3.6) provides a complete genetic blueprint that carries the
information required to manufacture the enzyme proteins, which in turn are responsible
for orchestrating our body’s chemistry. The progression from DNA to protein involves a
molecular assembly line [25] that follows a remarkable process. First, a gene-bearing portion
of the DNA double helix is unraveled and information contained in one of the two single
strands is transcribed into a messenger RNA (mRNA) through molecular recognition. The
mRNA is then detached from the DNA strand and serves as a template in the protein
building process (Figure 3.7 (a2)). This process involves a transfer RNA (tRNA), which
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Figure 3.7: Molecules and Web Service Dynamics ((al)/(a2) based on [90] and [25])

collects amino acids required to build the protein and carries them to the mRNA. Proteins
are assembled on the mRNA one amino acid at a time. Links between adjacent amino
acids called peptide bonds are established as the protein chain grows. The tRNA is then
discharged and destroyed after its task is completed. Likewise, Web service composition can
also involve a complex process. Figure 3.7 (bl) shows that a travel process flow template
can be first constructed specifying the logic order of sequential, concurrent (i.e., AND Split
AND-S and AND Join AND-J) and alternative (i.e., OR Split OR-S and OR Join OR-J)
service invocations. Upon receiving a request, a process flow for a composite travel service
is instantiated and grows (Figure 3.7 (b2)) based on this template. Here, the template is
analogous to the blueprint carried by the mRNA and the process flow instance is analogous
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to the protein chain.

The similarities between Web services and molecules offer some interesting insights. They
suggest that like molecules that compose from bottom up as if they are living beings, Web
service can also be treated as living beings that recognize each other under the right con-
ditions. The process analogy indicates that recognition-triggered service composition may
extend to a flow network. Such a flow network can be either designed from top down or
emerged from bottom up. As a result, instead of having to search for interesting and useful
Web service compositions and composition networks exhaustively, there might be an easier
way to just let these compositions and composition networks form “naturally” from bottom

up, similar to what is happening in the natural world.

3.8 Drug Discovery Process

As we look for appropriate Web service mining techniques, the identification of many of the
similarities between Web services and molecules has led us to the relevance of molecular
composition methodologies and techniques resulted from the intense research effort invested
in drug discovery. While many of the techniques are still evolving, the linkage between the
two worlds has opened up new channels towards finding efficient techniques that might be
suited for Web service mining. In this section, we look for suitable strategy from the drug
discovery process. A typical drug discovery process [22] involves seven steps:

1. Disease selection,

2. Target hypothesis,

3. Lead compound identification and screening,

4. Lead optimization,

5. Pre-clinical trial,

6. Clinical trial, and

7. Pharmacogenomic optimization.
There are several interesting observations about the process described above. First, the drug

discovery process has adopted the strategy of screening molecules (step 3) using “coarse-
grained” filtering approach to quickly reduce the search space from the focused library of
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potential ligands to one that contains those most likely to bind to a protein target with high
affinity. It then increases the computation complexity with better accuracy on a reduced
search space for lead optimization (step 4). With a much smaller remaining space, the
discovery process finally conducts more expensive clinical study for drug evaluation. This is

a powerful strategy and can also apply well in the field of Web service mining.

As the number of Web services is expected to increase manifold, Web service mining will
face the same combinational explosion challenge as has drug discovery. A similar Web
service screening approach could take advantage of some “mining context” to scope down
the searching space and identify potentially composable Web services in an early stage. The
identification of the composability can be achieved using a “coarse-grained” ontology-based
filtering mechanism. Automatic verification and objective analysis can be applied next in a
reduced pool of candidate services. A more elaborate runtime verification mechanism can
then be applied towards composed Web service leads in a much smaller search space to
ensure their composability is really valid. Finally, expensive subjective usefulness analysis
involving human in the loop can be conducted in an even smaller search space to distinguish
those that are really useful.

3.9 Web Service Modeling of Biological Processes

The similarity between molecules and Web services motivated us to apply our mining frame-
work back to the field of bioinformatics and, more specifically, the discovery of pathways
linking biological processes. To achieve this, we first model these entities as Web services.
We expect that these models will initially have sketchy details about known attributes and
processes based on lab discoveries. As our knowledge increases and the modeling techniques
continue to mature, the fidelity and completeness of these models can also be increased
accordingly. Omne of the most challenging issues in modeling biological entities is how to
approximate the richness of their processes and contextual uncertainties (e.g., varying tem-
perature and fluidity of the surrounding environment) in a way that the models themselves
would yield similar responses to the same stimuli or changes in the environment. Instead
of trying to solve the issues of model accuracy and completeness, which by themselves are
active research topics, we focus on how Web services are used to describe aspects of biological
entities that we already know how to model.

For illustration purposes, we use the scenario depicted in Figure 3.8 to show how different
groups of Web service models can be produced and introduced independently to the Web
service registry by different research laboratories and